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BOARD OF GOVERNORS 
Of Tl-1E 

FEDERAL RESERVE SYSTEM 
WASHINClTOH, •. C. 20551 

July 10, 2020 

A D DA E' S.5 OFFICIAL t',OPAE:Sr,-a1.JDEt\: CE 
TO 7 HE SOARD 

Re: Freedom (?/1,!f<Jrmation Act Request No. F-2017-00188 

This is in response to your email message dated and received by the Board's 
Information Disclosure Section on May 31, 2017. Pursuant to the Freedom of 
Information Act ("FOIA"), 5 U.S.C. § 552, you seek: 

[a] copy of all notes, memos, correspondence, and other materials 
concerning the Federal Reserve OIG audit report: 2015-MO-B-006 
March 31, 2015, entitled: The Board Can Enhance Its Diversity and 
Inclusion Efforts . [You are] not requesting a copy of the audit 
report itself, since that document is posted online . 

Staff searched Board records and located information responsive to your request. 
l have determined, however, that certain portions of the responsive information consists 
of non-public proprietary materials of a consultant (e.g., vendor reports and presentation 
materials for Board diversity efforts); internal pre-decisional deliberations and 
recommendations (e .g., memoranda, presentations, and the deliberative p011ions of staff 
emails); and personally identifiable information (e.g., staff perfonnance reviews, 
promotions records, and compensation information). This information is subject to 
withholding and will be withheld pursuant to exemptions 4, 5, and 6 of the FOIA, 5 
U.S.C. §§ 552(b)(4), (b)(5), and (b)(6), respectively. I have also determined that the 
infom1ation should be withheld because it is reasonably foreseeable that disclosure would 
harm an interest protected by an exemption described in subsection (b) of the FOIA, 5 
U.S.C. § 552(b). The responsive documents have been reviewed under the requirements 
of subsection (b) and all reasonably segregable nonexempt information will be provided 
to you. The documents being provided to you will indicate the amount of information 
that has been withheld and the applicable exemptions. Approximately 4,306 pages will 
be released to you in full or in part, and approximately 4,106 pages are being withheld in 
full . 



Accordingly, your request is granted in pan and denied in part for the reasons 
cited above. The Board's Infom1ation Disclosure Section will provide you with copies of 
the documents being made available to you under separate cover. If you believe you 
have a legal right to any of the infonnation that is being withheld, you may appeal this 
detem1ination by writing to Board of Governors of the Federal Reserve System, Attn: 
FOIA Appeals, 20th Street & Constitution Avenue NW, Washington, DC 20551; by 
facsimile to 202-872-7565; or electronically to FOlA-Appeals(cv,frb.gov. Your appeal 
must be postmarked or electronically transmitted within 90 days of the date of the 
response to your request. 1 

Very trnly yours , 

~~~~ 
Margaret McCloskey Shanks 

Deputy Secretary of the Board 

1As an alternative to an administrative appeal, you may contact the Board's FOIA Public 
Liaison, Ms. Candace Ambrose, at 202-452-3684 for further assistance. Additionally, you may 
contact the Office of Government Information Services ("OGIS") at the National Archives and 
Records Administration to inquire about the FOIA mediation services they offer. The contact 
info1mation for OGIS is as follows: Office of Government Information Services, National 
Archives and Records Administration, 8601 Adelphi Road-OGIS , College Park, MD 20740-
6001; email at ogis/(imara .gov ; telephone at 202-741-5770 or toll free at 1-877-684-6448; or 
facsimile at 202-741-5769. 
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Preface

In anticipation of the expiration of its 2008–12 Stra-

tegic Plan, the Federal Reserve Board launched an

enhanced strategic review process that involved the

leadership and senior staff in the Board’s

divisions and offices.

More than 40 directed meetings were conducted at

multiple levels of the organization, and the Executive

Committee of the Board (ECB)—a body that

includes all division and office directors, the chief

operating officer, and the administrative governor—

held working sessions over the course of several

months. These sessions focused on what it would take

to meet the mandates of the Wall Street Reform and

Consumer Protection Act of 2010 (the Dodd-Frank

Act), address the challenge of financial stability more

generally, attempt to close cross-disciplinary knowl-

edge gaps, develop appropriate policy, and continue

effectively addressing the recovery of a fragile global

economy.

The ECB identified and framed the most critical

organizational challenges, developed potential

options for addressing them, and clarified the trade-

offs. This strategic framework is the result.

The Board releases this strategic framework—which

was approved on June 26, 2012—in the spirit of the

Government Performance and Results Act (GPRA)

of 1993, which requires that federal agencies, in con-

sultation with Congress and outside stakeholders,

prepare a strategic plan covering a multiyear period

and submit an annual performance plan and perfor-

mance report. The GPRAModernization Act of

2010 refines those requirements to include quarterly

performance reporting. Although the Board is not

covered by GPRA, the Board follows the spirit of the

act and prepares and publicizes these regular plans

and performance reports.

This strategic framework is one of the reports pub-

lished by the Board in the spirit of GPRA. Others

include the

• Annual Performance Plan. This document includes

specific targets for some of the Board’s perfor-

mance measures identified in the strategic plan and

describes the operational processes and resources

needed to meet those targets. It also discusses vali-

dation of data and verification of results.

• Annual Performance Report. This document dis-

cusses the Board’s performance in relation to stra-

tegic themes and objectives.

Several other documents provide further information

about the planning, budgeting, operations, and per-

formance of the Federal Reserve System. As required

by the Federal Reserve Act, the Board annually sub-

mits to the Congress a report describing in detail the

operations of the System for the previous year. Since

1985, the System has also provided the Congress with

a supplement, the Annual Report: Budget Review,

which provides a detailed explanation of the plans

and resources discussed in the approved budgets of

the Board and Reserve Banks.

All these reports are available on the Board’s website,

at www.federalreserve.gov/publications.
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Executive Summary

The 2007–09 financial crisis and the resulting

statutory changes called for fundamental changes in

the way the Board conducts its operations.

To meet its responsibilities, the Board must make

strategic investments in its people, data, and facilities,

and enhance its management processes to boost pro-

ductivity and make coordination more effective

across the organization. At the same time, the Board

must also continue to manage its resources effectively

by capturing cost savings and operational efficiencies.

The Board has defined its priorities for the next four

years within the scope of its strategic plan:

• continue building a robust interdisciplinary infra-

structure for regulation, supervision, and financial

stability

• redesign data governance and management pro-

cesses to enhance the Board’s data environment

• establish a modern, safe work environment that

emphasizes the need to maintain data quality and

integrity and the importance of enhanced collabo-

ration within the organization and with the public

• create a work environment built on market-

oriented compensation and support for academic

and personal achievement that attracts and retains

top talent, while maintaining a highly collegial

atmosphere

• strengthen management processes to enable effec-

tive implementation of strategic themes, increase

operating efficiencies, and reduce administrative

burden

• establish a cost-reduction approach and a budget-

ary growth target that maintains an effective and

efficient use of financial resources

Achieving these strategic goals will improve the way

the Board functions and will require more active col-

laboration across the divisions at the Board and the

System. Such an effort will, furthermore, serve to

ensure employees are able to focus on the policy work

and research required to anticipate and address

emerging risks to U.S. financial stability; it will also

support the Federal Reserve’s congressionally man-

dated goals of achieving price stability and maximum

sustainable employment in the U.S. economy.

The Board will use this framework to align resources

and to implement changes through 2015. Through-

out the implementation, priorities will be reassessed

to take into account changing circumstances, envi-

ronmental factors, and trends. Likewise, funding for

these initiatives will be reviewed and offset, to the

extent possible, by savings initiatives and efficiency

gains.

As the Board implements this framework and makes

the necessary investments in people, data, and facili-

ties, the Board recognizes the importance of its long-

standing efforts to promote equal employment

opportunity and diversity and to foster diversity in

procurement.
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Introduction

Overview of the
Federal Reserve System

The Federal Reserve System is the central bank of

the United States, established by the Congress to pro-

vide the nation with a safer, more flexible, and more

stable monetary and financial system. Over the years,

Congress has expanded the System’s role in banking

and the economy, and today the Federal Reserve

System has numerous, varied responsibilities,

including

• conducting the nation’s monetary policy by influ-

encing the money and credit conditions in the

economy in pursuit of maximum employment,

stable prices, and moderate long-term interest

rates;

• helping maintain the stability of the financial

system and containing systemic risks that may arise

in financial institutions and markets;

• supervising and regulating a variety of financial

institutions and activities to ensure the safety and

soundness of the nation’s banking and financial

systems and to protect certain rights of consumers;

• providing certain financial services to depository

institutions, the U.S. government, and foreign offi-

cial institutions; and

• promoting consumer protection, fair lending, and

community development.

The System was created on December 23, 1913, when

the Federal Reserve Act was signed into law by Presi-

dent Woodrow Wilson “to provide for the establish-

ment of Federal reserve banks, to furnish an elastic

currency, to afford means of rediscounting commer-

cial paper, to establish a more effective supervision of

banking in the United States, and for other

purposes.”

In a 1977 amendment to the Federal Reserve Act, the

Congress defined the primary objectives of national

economic policy by directing the Board and the Fed-

eral Open Market Committee to “maintain long run

growth of the monetary and credit aggregates com-

mensurate with the economy’s long run potential to

increase production, so as to promote effectively the

goals of maximum employment, stable prices, and

moderate long-term interest rates.”

As time has passed, further legislation has clarified

and supplemented the System’s original purposes.

Key laws affecting the Federal Reserve include the

Bank Holding Company Act of 1956 and its amend-

ments; the Financial Institutions Reform, Recovery,

and Enforcement Act of 1989; the Federal Deposit

Insurance Corporation Improvement Act of 1991;

the Gramm-Leach-Bliley Act of 1999; the Check

Clearing for the 21st Century Act of 2004; and the

Dodd-Frank Act.

Background: The Dodd-Frank Act
and Its Impact on the U.S.
Regulatory Framework

The passage of the Dodd-Frank Act was a signifi-

cant event for the Federal Reserve and other U.S.

regulators of financial institutions and entities.

The act was designed to address critical gaps and

weaknesses in the U.S. regulatory framework that

were revealed during the course of the financial crisis.

For example, the act created an interagency council

to monitor and coordinate responses to emerging

threats to the financial system, required that large

bank holding companies and systemically important

financial firms be subject to enhanced prudential

standards to reduce the risks they may present to the

financial system, and provided for the consolidated

supervision of all systemically important financial

institutions.

It also provided a mechanism for resolving financial

firms whose failure could pose a threat to U.S. finan-

cial stability, and provided for the strengthened
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supervision of systemically important financial mar-

ket utilities that provide payment, settlement, and

clearing services. Moreover, the act enhanced the

transparency of the Federal Reserve while preserving

its independence, a feature crucial to its ability to

implement monetary policy effectively.

In January 2011, pursuant to section 342 of the

Dodd-Frank Act, the Board established an Office of

Diversity and Inclusion (ODI). The Board has wel-

comed the new requirements under section 342 of

Dodd-Frank as a complement to, and strengthening

of, its existing efforts. ODI is working with Human

Resources and Procurement staff at the Board to

(1) ensure a commitment to recruit and retain a staff

that is diverse and inclusive and (2) develop stan-

dards and procedures to ensure, to the extent pos-

sible, the fair inclusion and utilization of minority-

and women-owned businesses in the Board’s

procurements.

Structure of the System

The Federal Reserve System is considered to be an

independent central bank because its decisions are

not ratified by other branches of government. The

System is, however, subject to oversight by the Con-

gress, and must work within the framework of the

overall objectives of economic and financial policy

established by its enabling statutes.

Congress designed the structure of the Federal

Reserve System to ensure it maintained a broad per-

spective on the economy and on economic activity in

all parts of the nation. It is a federated system, com-

posed of a central, governmental agency—the Board

of Governors—in Washington, D.C., and 12 regional

Federal Reserve Banks.

A major component of the System is the Federal

Open Market Committee (FOMC), a deliberative

body consisting of the members of the Board of

Governors, the president of the Federal Reserve

Bank of New York, and presidents of four other

Federal Reserve Banks (who serve on a rotating

basis). The FOMC oversees open market operations,

the main tool used by the Federal Reserve to influ-

ence overall monetary and credit conditions in the

United States.

Board of Governors

The Board of Governors of the Federal Reserve

System (the Board) is a federal government agency.

The Board is composed of seven members, each of

whom is appointed by the President and confirmed

by the Senate. The full term of a Board member is

14 years, and the appointments are staggered so that

one term expires on January 31 of each even-

numbered year.

The Chairman, Vice Chairman, and the Vice Chair-

man for Supervision of the Board are also appointed

by the President and confirmed by the Senate. The

nominees to these posts must already be members of

the Board or must be simultaneously appointed to

the Board. The terms for these positions are four

years.

Mission and Values of the

Board of Governors

The Board’s longstanding mission is to foster the sta-

bility, integrity, and efficiency of the nation’s mon-

etary, financial, and payment systems in pursuit of

optimal macroeconomic performance. This mission is

rooted in the Federal Reserve System’s statutory

mandates, and on a set of core institutional values.

• Public interest. In its actions and policies, the

Board seeks to promote the public interest; it is

accountable and responsive to the general public,

the U.S. government, and the financial community.

• Integrity. The Board adheres to the highest stan-

dards of integrity in its dealings with the public,

the financial community, and its employees.

• Excellence. The conduct of monetary policy,

responsibility for bank supervision, and mainte-

nance of the payment system demand high-quality

analysis, high performance standards, and a secure,

robust infrastructure. The pursuit of excellence

drives the Board’s policies concerning recruitment,

selection, and retention of Board employees.

• Efficiency and effectiveness. In carrying out its

functions, the Board is continually aware that its

operations are supported primarily by public funds,

and it recognizes its obligation to manage resources

efficiently and effectively.
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• Independence of views. The Board values the diver-

sity of its employees, input from a variety of

sources, and the independent professional judg-

ment that is fostered by the System’s regional struc-

ture. It relies on strong teamwork and consensus-

building to mold independent viewpoints into

coherent, effective policies.

Board Division Responsibilities

The Board is organized along divisional lines, with

each division having specific functions.

Office of Board Members

The Office of Board Members—including the seven

Governors—provides overview, direction, and super-

vision for System goals, objectives, and projects

involving monetary policy, supervision and regula-

tion policy, and managerial policy.

Within the office, the public affairs unit provides the

public with information concerning Federal Reserve

actions and works to increase the public’s under-

standing of the System’s functions, responsibilities,

and policy goals. The congressional liaison program

facilitates effective communication between the

Board and the Congress and other government

agencies.

Office of the Secretary

The Office of the Secretary provides corporate secre-

tary and governmental services to Board members,

Board staff, and the public.

The division maintains electronic information sys-

tems (Board records management and distribution/

voting applications), oversees Board meetings and

agendas, prepares minutes of Board meetings and

notation voting summaries, and administers the Free-

dom of Information Act program. Specialty services

include managing the Reserve Bank directors pro-

gram (providing guidance on selection of directors

and applicable regulations and conducting orienta-

tion programs and conferences for Reserve Bank

directors and chairs), securing official passports for

Board and System staff, planning official conferences

and events, and providing temporary executive

assistants for Board members.

The division also serves as liaison to the Federal

Advisory Council and the Community Depository

Institutions Advisory Council and acts as the

Board’s Ombudsman.

Research and Statistics

The Division of Research and Statistics (R&S)

focuses on the domestic economy, and provides the

Board, FOMC, and other System officials with

analysis and research pertaining to current and pro-

spective economic conditions, and supplies data and

analyses for public use. The division also provides

analysis and research pertaining to supervision and

regulation, payment system policy and oversight, and

consumer affairs.

International Finance

The Division of International Finance (IF) focuses

on the global economy and provides the Board, the

FOMC, and other System officials with assessments

of current and prospective international, economic,

and financial developments. The division evaluates

and forecasts major economic and financial develop-

ments abroad, developments in foreign exchange and

other international asset markets, and U.S. interna-

tional transactions.

The division maintains close contacts with interna-

tional organizations and foreign official institutions

and supports the Board’s participation in interna-

tional meetings. The division also provides support

for the Board’s financial supervision and regulation

activities and supplies data on international financial

positions for public use.

Monetary Affairs

The Division of Monetary Affairs (MA) supports the

Board and the FOMC in the formulation of U.S.

monetary policy and on matters pertaining to finan-

cial stability.

The division serves as secretariat of the FOMC and

contributes to the communication of policy through

vehicles such as the FOMC statement and the min-

utes of FOMC meetings. The division also oversees

the implementation of monetary policy through open

market operations, discount rates and the operations

and administration of the discount window, and

reserve requirements.

It coordinates with the Open Market Desk at the

Federal Reserve Bank of New York in the conduct of

open market operations. The division produces data
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series on related financial elements of the economy

and analyses developments in money, reserves, bank

credit and profits, and interest rates, and forecasts

movements in money, reserves, and bank credit. Staff

in the division, working with colleagues in other divi-

sions, conducts analysis of topics related to financial

stability, assists in the implementation of the Dodd-

Frank Act, and provides support for the Board’s

financial supervision and regulation activities

(including “stress-testing” of financial institutions

and helping in the development of regulations related

to liquidity issues). The division also oversees the

Term Deposit Facility and the Statistics and Reserves

business function for the System.

Office of Financial Stability

Policy and Research

The Office of Financial Stability Policy and Research

(OFS) coordinates staff support to the Board and

FOMC on financial stability policy. Together with

staff in other divisions and the Reserve Banks, it ana-

lyzes risks to the financial system by monitoring key

financial institutions, markets, and infrastructures,

and conducts research on the causes and conse-

quences of financial disruptions.

The office also develops and evaluates alternative

macroprudential supervisory and regulatory policy

responses, and presents them for consideration to

policymakers in order to mitigate emerging and

structural vulnerabilities. In addition, the office coor-

dinates the Federal Reserve’s involvement in inter-

agency and international financial stability policy-

making groups, including the Financial Stability

Oversight Council (FSOC) and the Financial Stabil-

ity Board (FSB).

Banking Supervision and Regulation

The Division of Banking Supervision and Regulation

(BS&R) is responsible for informing the Board on

current and anticipated developments in bank super-

vision and banking structure. The division also coor-

dinates and directs the System’s bank supervision

and examination activities; in this role, the division

develops and ensures implementation of policy for

these activities, and it develops requirements for data

collection, supervisory automated systems and

related technology, and training. The division has a

leading role in the implementation of the Dodd-

Frank Act provisions across the Federal Reserve

System. In addition to these responsibilities, the divi-

sion also processes applications for prior consent to

form or expand bank holding companies or make

other changes in banking structure.

Consumer and Community Affairs

The Division of Consumer and Community Affairs

(C&CA) informs the Board on the concerns of con-

sumers and communities and coordinates the Syste-

m’s consumer compliance supervision and examina-

tion activities, including policy development and

examiner training. The division also conducts con-

sumer focused research and policy analysis, imple-

ments requirements for consumer protection statutes,

and promotes community development in tradition-

ally underserved neighborhoods.

Legal Division

The Legal Division provides legal advice and services

to the Board to meet its responsibilities in all aspects

of its duties, including the Board’s bank supervisory

and regulatory responsibilities. The division also pro-

vides legal support for the Board’s role in developing

and implementing monetary policy, employing its

financial stability tools, and all aspects of the Board’s

operations, including the Board’s procurement and

personnel functions, ethics, and information

disclosure.

The Legal Division represents the Board in litigation

in federal and state court, and pursues enforcement

actions against individuals and companies over which

the Board has supervisory authority. The Legal Divi-

sion also drafts regulations and proposes statutory

changes to advance the Board’s mission.

Reserve Bank Operations and

Payment Systems

The Division of Reserve Bank Operations and Pay-

ment Systems (RBOPS) oversees the Federal Reserve

Banks’ provision of financial services to depository

institutions, fiscal agency services to the Treasury and

other entities, and emergency liquidity facilities.

The division also has oversight responsibility for

Reserve Bank support functions, such as information

technology, human resources, financial and cost

accounting, operating and capital budgets, facilities

management, and internal audit. In addition, it

develops and recommends to the Board policies and

regulations governing payment, clearing, and settle-

ment systems; works collaboratively with other cen-

tral banks and market regulators to set standards to

8 Strategic Framework 2012–15



promote the safety and efficiency of payment, clear-

ing, and settlement systems globally; and conducts

research regarding payment and settlement matters.

Office of the Chief Operating Officer

The Office of the Chief Operating Officer works with

all division directors to establish, implement, and

measure performance against the Board’s strategic

direction, and provides analysis and counsel to the

administrative governor regarding the overall opera-

tion of the Board’s administrative functions, technol-

ogy services, and short- and long-term strategic plan-

ning goals.

The chief operating officer provides oversight to the

Division of Information Technology, the Manage-

ment Division, the Division of Financial Manage-

ment, the Office of Diversity and Inclusion, and the

chief data officer function.

Division of Financial Management

The Division of Financial Management (DFM) is

responsible for providing effective financial and risk

management activities across the organization,

including (1) overseeing implementation of the rec-

ommendations resulting from the ongoing strategic

planning effort and (2) ensuring that the investment

requirements outlined in the strategic plan are

aligned with the Board’s budget process.

Information Technology

The Division of Information Technology (IT) pro-

vides infrastructure support to all Board divisions,

including mainframe operations and distributed pro-

cessing, applications development, central automa-

tion and telecommunication support, data and com-

munications security, local area network administra-

tion, and technology reviews of all Board functions.

Management Division

The Management Division (MGT) provides the full

spectrum of personnel management, facility, and

logistical support for the Board’s day-to-day opera-

tions, including managing office space and property

and providing food services and physical security.

The division also provides continuity-of-operations

services and business-resumption services.

Office of the Inspector General

The Office of the Inspector General (OIG) conducts

independent and objective audits, inspections, evalua-

tions, investigations, and other reviews related to the

program and operations of the Board and the Con-

sumer Financial Protection Bureau. Through this

work, OIG promotes integrity, economy, efficiency,

and effectiveness; helps prevent and detect fraud,

waste, and abuse; and strengthens the agencies’

accountability to Congress and the public.

The Impact of the 2007–09 Financial
Crisis and the Dodd-Frank Act on
the Board

While the Federal Reserve’s broad mission and func-

tions remain essentially unchanged, the 2007–09

financial crisis fundamentally changed how the

Board operates within its functional disciplines.

Changes in the Board’s approach to monetary policy,

supervision, and financial stability are expected to

prove particularly critical, and will drive an evolution

in Board capabilities begun after the crisis and in

response to the provisions of the Dodd-Frank Act.

This operational evolution will prove central to the

Board’s effort to continue to build its capabilities in

key areas over the next four years covered under this

strategic plan:

• Elevating financial stability. First and foremost, the

review of the financial crisis of 2007–09 elevated

the importance of designing the operational capa-

bilities in the Federal Reserve System to help iden-

tify threats to the stability of the U.S. financial

system. Today, financial stability issues are promi-

nent in discussions of monetary policy, and the

Board is providing a robust policy infrastructure to

support financial stability. When completed, this

new infrastructure will include new capital and

liquidity requirements to strengthen the financial

sector, a more robust monitoring system for mar-

kets and institutions, an ambitious research agenda

to establish context for policymakers, and more

effective tools for addressing future financial crises.

• Enhancing supervision. The crisis highlighted gaps

in the regulatory structure imposed by statute to

supervise financial institutions. In particular, it
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became clear that various entities exerting potential

impact on the nation’s monetary, financial, and

payment systems were inadequately supervised at

the federal level. In addition, the crisis revealed that

existing supervisory policies did not fully address

issues raised by complex and interrelated financial

structure.

While broader government-wide improvements and

changes are needed to address these issues, the

Board, for its part, has adopted an enhanced super-

visory approach that takes a more systemic

approach to understanding the risks posed by the

combined actions of institutions rather than focus-

ing on the health of individual firms; this includes

business drivers, new industry practices, new prod-

ucts, and the potential risk implications of such

developments in financial markets and the

economy. The more proactive approach to supervi-

sion reflected in the Dodd-Frank Act has meant

re-thinking the type of skills required at the Board,

and improving coordination of new and existing

skill sets across the System.

• Developing and refining new tools for monetary

policy. The financial crisis tested the limits of tradi-

tional monetary policy tools, and triggered a

re-examination of standard monetary policy

assumptions.

Looking ahead, the Board will focus significant

efforts on research regarding the evaluation of

tools introduced during the crisis, such as large-

scale asset purchases and emergency liquidity pro-

vision. The organizational challenge will include

ensuring the right balance between, on one hand,

resources devoted to designing monetary policy

and, on the other hand, resources needed to sup-

port crisis prevention or containment.

• Integrating the way monetary policy and financial

stability decisions are made. The Dodd-Frank Act

gives the Federal Reserve an important role in

areas of financial stability policy (such as macro-

prudential supervisory oversight), defining the con-

ditions that can result in financial instability, identi-

fying policy strategies that can prevent such out-

comes, and providing oversight of systemically

important financial institutions and financial mar-

ket infrastructures. The Federal Reserve’s role in

financial stability also recognizes that the analysis

and data required for supervision is useful in con-

ducting monetary policy and vice versa. It will take

time and effort to establish the processes and pro-

cedures that best exploit these synergies.
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Meeting the Strategic Challenges

Meeting the challenges in the four areas described in

the previous section requires appropriate levels of

Board resources and investments in people, data, and

facilities. Meeting these challenges also requires man-

agement processes for hiring, developing, and

re-allocating expertise and coordination across the

organization.

The following six themes will guide investment and

action over the 2012–15 planning period:

• continuing to build a robust infrastructure for regu-

lation, supervision, and monitoring risks to finan-

cial stability

• redesigning data governance and management pro-

cesses to enhance the Board’s data environment

• ensuring a modern, safe work environment that

emphasizes the need to maintain data quality and

integrity and the importance of enhanced collabo-

ration within the organization and with the public

• creating a work environment built on market-

oriented compensation and support for academic

and personal achievement that allows the Board to

attract and retain top talent while reinforcing

collegiality

• strengthening management processes to enable

effective implementation of strategic themes,

increasing operating efficiencies, and reducing

administrative burden

• establishing a cost-reduction approach and a bud-

getary growth target that maintains an effective

and efficient use of financial resources

Strategic investments in these areas above those

required for day-to-day operations are necessary for

the Board to meet the supervisory expectations of it

under the Dodd-Frank Act while continuing to

enhance its ability to promote stable prices, full

employment, and financial stability. The strategic

investments are also accompanied by an agenda of

management process changes that will keep major

investments on track, identify additional opportuni-

ties for cost savings, and improve overall operations.
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Strategic Themes

Strategic Theme 1

Continue Building a Robust Infrastructure

for Regulation, Supervision, and

Monitoring Risks to Financial Stability

The financial crisis of 2007–2009 has resulted in an

enhanced approach to supervision and regulation,

which places a heightened emphasis on the health of

both individual institutions and the financial system

as a whole. As a result, the Board has emphasized its

interdisciplinary approach to regulation and supervi-

sion, regularly involving economists, legal experts,

and regulatory experts in supervisory exercises and in

rulewriting.

In addition, the Board has increased its base of

knowledge and experience concerning fundamental

business drivers, related risks, the interconnectedness

of the modern financial landscape, and potential out-

comes in a complex and dynamic market

environment.

Finally, the Board’s role in the supervisory oversight

of systemically important firms has expanded. The

Dodd-Frank Act gives the Federal Reserve responsi-

bilities and powers to oversee additional financial

institutions that the interagency council (FSOC) des-

ignates as systemically important. The act also for-

malized several of the macroprudential tools that

supervisors and regulators use, including stress tests,

resolution and recovery planning, source-of-strength

guarantees, and early remediation requirements.

With the new legal authority in place, the Board has

begun to design and build a new policy infrastructure

to support its financial stability and prudential super-

visory strategies. The Board is coordinating supervi-

sion across systemically important firms and leading

the development and execution of supervisory

efforts. As a coordinator directly participating in

supervisory exercises, the Board is uniquely posi-

tioned to bring a horizontal perspective concerning

systemically important institutions—particularly how

changing market conditions are affecting individual

firms and financial stability as a whole.

Strategic Objectives

Strategic objective 1: Strengthen the stability of the

financial sector through the development of policies,

tools, and standards.

Strategic objective 2:Monitor financial markets and

industry practices and structures.

Strategic objective 3:Monitor and supervise indi-

vidual financial institutions and infrastructures.

Strategic objective 4: Ensure that sufficient crisis

management tools are in place.

Strategic objective 5: Analyze for the Board and

FOMC the role that financial stability concerns

should play in setting monetary policy.

Strategic objective 6: Pursue research on stress tests,

macroprudential regulation and tools, and other

financial stability topics.

Roles and Responsibilities

The policy infrastructure for financial stability will

bring resources and expertise together from multiple

Board divisions. Three economics divisions (IF, MA,

and R&S) and the OFS will continue to drive the

Board’s research agenda, participate in market moni-

toring, and collaborate with BS&R and the Federal

Reserve Banks on stress tests and cross-institutional

reviews focused on particular practices in the finan-

cial industry as a whole (horizontal reviews).

These functional areas will also participate and sup-

port the Large Institution Supervision Coordinating

Committee (LISCC) activities, as required, and

develop crisis management tools. OFS will coordi-

nate much of the Federal Reserve’s involvement in
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interagency and international financial stability poli-

cymaking groups, including FSOC and the FSB. The

Legal Division will lead some Dodd-Frank Act

implementation initiatives and review all new rules.

Legal will also continue to provide advice to the

banking supervision function.

Potential Risks and Challenges

The success of the Board’s financial stability and

supervisory strategy depends on retaining the right

mix of skills and expertise, developing sufficient Fed-

eral Reserve System capacity, and ensuring high lev-

els of coordination across divisions and across the

System.

Without these additional resources, the Board risks

delaying its expanded mandate for institutional regu-

lation and financial stability. Failure to fully imple-

ment new supervisory rules, activities, and processes

could jeopardize the soundness of individual institu-

tions and the financial system at large.

The Board also faces risks to its operational capabili-

ties through staff turnover, as some staff continue to

labor under crisis-levels demands on their time and

functional capacity. They may leave the Board due to

the demanding pace of work, and the Board would

have difficulty replacing their specialized skills.

Strategic Theme 2

Redesign Data Governance and

Management Processes to Enhance the

Board’s Data Environment

Data and data management play a critical role in ful-

filling the Board’s mission. As the Board’s mandate

has expanded in the wake of the financial crisis and

the passage of the Dodd-Frank Act, so has the need

for data to meet the breadth and depth of analytical

issues that staff are now addressing.

The Board’s current process for managing data

served the organization well when the Board man-

aged relatively small and predictable data sets that

required limited sharing across divisions and within

the System. However, the Board and the System now

require a data governance and management structure

that supports a growing quantity of data and an

increased need to share data more broadly while

ensuring the operational flexibility required by the

Board’s data users.

The success of the Board’s strategy concerning finan-

cial system stability and supervisory strategy depends

on proper data management. Implementing a data

governance framework will be an important comple-

ment to the Board’s investment in enhanced research

capability. Effective and efficient data management

will enhance staff’s ability to obtain, interpret, and

analyze the large volume of data that new supervi-

sory responsibilities will require. As supervision is a

delegated function that is coordinated by the Board,

data management for the supervision function will

require a System perspective.

Strategic Objectives

Strategic objective 1: Improve data governance by

establishing a new Office of the Chief Data Officer

and ensuring that there are clear roles and responsi-

bilities among the chief data officer, the Board Data

Council, and data users.

Strategic objective 2: Ensure that all enterprise data

are handled, processed, stored, and disseminated by

professional data management groups.

Strategic objective 3: Strengthen the Board’s data

environment by establishing an infrastructure to

share data and improve opportunities for data inte-

gration that supports the Board’s research and

analytical capabilities.

Roles and Responsibilities

Economists and analysts across the Board’s econom-

ics divisions, OFS, BS&R, RBOPS, and C&CA will

provide input on the development of data policies,

including the types of data needed, consistency of

policies, and the degree of coordination across the

System.

The Board’s IT division will play a critical role in

designing the overall data environment, including

providing the supporting IT infrastructure in coordi-

nation with System and Reserve Bank IT partners (as

required to support the data needs of Board func-

tions delegated to Reserve Banks). The Board’s Legal

Division will work closely with the Board’s Research

Library to develop standards for license-usage agree-

ments with vendors to ensure appropriate use.

Potential Risks and Challenges

The financial crisis and the Board’s mandate under

the Dodd-Frank Act have created five specific chal-
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lenges related to data: quantity, sharing, awareness,

access and controls, and quality.

Quantity. Since the financial crisis, the quantity of

data required for economic research, policy analysis,

and supervisory purposes—both its variety and vol-

ume—has increased dramatically, straining current

arrangements.

Sharing. The need to share data among Board divi-

sions, the System, and other federal agencies has also

increased. There are many more instances where data

are already shared, either in an organized manner or

informally. However, data sharing has been difficult

due to large file sizes and constraints in the existing

data environment. The increased need to share data

places a burden on the owners of the data since they

must serve not only as data managers but also as

service providers.

Awareness. Board staff members are not aware either

of what data are available or of the full characteris-

tics of such data due to the limitations of available

catalogs. In addition, it is important to know the full

range of data that the Board collects from the public

and regulated parties in order to ensure the Board’s

continued compliance with the requirements of the

Paperwork Reduction Act of 1980.

Controls and access. The Board does not have a uni-

form set of policies for data security and controls

beyond the Federal Information Security Manage-

ment Act of 2002. This constrains the process of

both granting and gaining access to data.

For acquired data, users need to be aware that the

data may be subject to a unique set of licensing

restrictions. The Board has developed a set of stan-

dards for license and usage agreements with vendors

to ensure appropriate use; as new license agreements

are negotiated, these standards will be implemented

for additional data sets.

Quality. Since the onset of the financial crisis, ad hoc

data collections have increased; thus, uniformity and

guidance are necessary to ensure appropriate data

quality.

Strategic Theme 3

Ensure a Modern, Safe Work Environment

that Emphasizes the Need to Maintain

Data Quality and Integrity and the

Importance of Enhanced Collaboration

within the Organization and with the Public

Data Center Relocation

The Board’s Data Center provides the infrastructure

that makes data and servers available to the Board

and System for monetary policy, financial supervi-

sion, consumer protection, and economic research.

Data Center and operational staff are critical in

maintaining the Board’s computer systems and asso-

ciated components. Board staff, primarily from its IT

and economics divisions, are responsible for deter-

mining the infrastructure needs and maintenance

requirements of the Data Center.

To be able to meet the increased quantity of data

demanded by the economic and supervision function

after the financial crisis, the Data Center has had to

increase its capacity significantly. In the past two

years alone, the Data Center’s storage capacity has

nearly quadrupled as the number of physical and vir-

tual servers has increased and has also driven the

growth of supporting infrastructure. The resulting

increased density of storage and computer systems

has exceeded the cooling and power capacity of the

Data Center.

Strategic Objectives

Strategic Objective 1: Create the capacity for

increased data demand.

Strategic Objective 2: Address critical Data Center

subsystem requirements.

Roles and Responsibilities

IT, R&S, and MGT will be the primary divisions

involved in the Data Center relocation. These divi-

sions will work together to coordinate an agreement,
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plan the Data Center relocation, and ensure the

continuity of operations during the transition.

Potential Risks and Challenges

The Data Center relocation includes a significant ini-

tial investment because of the requirement to build

out the associated space. Unintended issues or chal-

lenges could result in cost overruns or late delivery,

which would impact accomplishment of the Board’s

mission.

Martin Building Renovation

Ensuring a safe and adequate work environment for

individuals and groups to work and meet is a key

component of the Board’s overall strategy. There

have been no significant renovations completed on

the Martin Building facility since its construction in

1974.

Short-term upgrades have been made as issues have

arisen, but the drive to reduce upfront capital costs

has made it more difficult to reduce long-term oper-

ating costs. This trade-off has led to an outdated,

inefficient building that does not meet the current

needs of the Board in fulfilling its missions. Efforts

associated with the renovation will focus on security,

energy efficiency, meeting and conference space, and

physical plant capacity.

Strategic objective 3: Create a safe and secure work

environment.

Strategic objective 4:Upgrade physical infrastructure.

Strategic objective 5: Reduce utility consumption and

expenses.

Roles and Responsibilities

MGT is responsible for securing sufficient leasing

space to accommodate staff during the construction

period, overseeing the renovation, and ensuring that

the project is completed according to plan while

meeting the Board’s needs.

Potential Risks and Challenges

A renovation of this scope is a complex undertaking

and there are significant implementation risks and

transition-oriented challenges that must be managed,

particularly as it relates to costs. Risks include dis-

ruption to staff during the renovation and ensuring

that planning efforts address future space

requirements.

Strategic Theme 4

Create a Work Environment Built on

Market-oriented Compensation and

Support for Academic and Personal

Achievement that Attracts and Retains Top

Talent While Reinforcing Collegiality

The Board has added almost 400 positions in

response to the financial crisis, the implementation of

the Dodd-Frank Act, and the general functional sup-

port necessary to manage an organization of the

Board’s complexity and importance to the U.S.

financial system and economy.

Over the next four years, the Board will add more

full-time employees consistent with the themes

described in this strategic framework. Maximizing

the value of the Board’s human capital will depend

on enhancing processes for effective recruitment,

development, and retention of qualified staff.

Strategic Objectives

Strategic objective 1: Increase efficiency and effective-

ness of the existing performance management

process.

Strategic objective 2: Reduce administrative burden

associated with the adverse-action process while

respecting employees’ due-process rights.

Strategic objective 3: Enhance the talent management

process (succession planning, development programs,

training, etc.).

Strategic objective 4: Increase equitability in compen-

sation and benefits, in closer alignment with the

Federal Reserve System and market.

Roles and Responsibilities

MGT, working closely with all Board divisions and

offices, will develop and implement the strategic

objectives.
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Potential Risks and Challenges

Performance Management

The Board will need to ensure that any change it

makes to its performance management process does

not prevent meaningful distinctions between high

and low performers. The Board must also ensure that

changes do not make the process more complicated.

Adverse Action

Changes that affect the rights of Board employees

must be carefully considered and implemented to

ensure compliance with law and to minimize negative

effects on morale.

Succession Planning

Lack of a systematic approach to succession plan-

ning may lead to concerns that qualified staff are

being lost. Moving toward a Board-wide succession-

planning process will require significant staff support

for governors and division directors as they prepare

for talent-assessment sessions. Legal concerns must

also be addressed in any succession-planning

approach.

Compensation

There are three primary challenges that the Board

needs to address in order to increase the effectiveness

of its compensation administration system:

• The Board has a fragmented system for administer-

ing compensation. Divisions have different stan-

dards for writing job descriptions, and because the

salary of a position is linked to the job description,

the variance in job descriptions allows different

salaries for comparable work.

• The current system does not link market rates to

Board salaries and benefits for comparable posi-

tions. Failing to link market rates to salaries and

benefits will limit the Board’s ability to attract and

retain top talent.

• Variable pay (e.g., cash awards, targeted awards) for

staff is limited and too fragmented, making it diffi-

cult to adequately distinguish and reward high per-

formers with additional compensation.

Strategic Theme 5

Strengthen Management Processes to

Enable Effective Implementation of

Strategic Themes, Increase Operating

Efficiencies, and Reduce Administrative

Burden

The Board defines “management processes” to mean

the internal support processes necessary for long-

term planning and short-term execution of the

Board’s priorities. Management processes can

include strategic planning, budgeting, identification

of cost savings, performance management, risk man-

agement, talent management, and knowledge

sharing.

Enhancements to the Board’s management processes

will allow for increased ownership and accountability

of leadership decisions, an enhanced ability to priori-

tize strategic needs, and a potentially reduced admin-

istrative burden.

Strategic Objectives

Strategic objective 1: Focus on enterprise issues.

Strategic objective 2: Strengthen financial planning

accountability.

Strategic objective 3: Reduce financial management

administrative burden.

Roles and Responsibilities

DFM will have primary responsibility for developing

the framework to implement the strategic objectives.

Potential Risks and Challenges

Well-designed management processes are essential to

driving enterprise-wide decisions, ensuring better

coordination, and reducing administrative burden.

However, organizational structure and role changes

may be equally important, and these changes are dif-

ficult to raise and resolve. It is essential to have a

single point of accountability for executing and

ensuring compliance with these processes.
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Another challenge with implementation is the diffi-

culty with defining performance metrics and markers

of progress related to strategic outcomes. For

example, it is difficult to measure the delivery of

high-quality policy insight. As such, it will be impor-

tant to identify indirect indicators that will show that

the Board is on the right track toward achieving

desired outcomes.

Finally, the planned changes will require broad com-

mitment from the workforce. To earn that commit-

ment, leaders will need to invest sufficient time to

explaining the need for change and what will be dif-

ferent. Appropriate communication of the Board’s

strategy to both internal and external audiences will

be particularly important.

Strategic Theme 6

Establish a Cost-reduction Approach and

a Budgetary Growth Target that Maintains

an Effective and Efficient Use of Financial

Resources

The Board recognizes the importance of continuing

to identify opportunities to enhance its operational

efficiency and control growth in its operational costs.

Implementing these changes will help ensure that the

strategic investments remain within a sustainable

budgetary range and provide the appropriate level of

support so that the Board continues to meet its man-

dates and builds the capabilities to improve the way it

fulfills its mission.

Strategic Objectives

Strategic objective 1:Use financial resources

efficiently and effectively.

Strategic objective 2: Achieve budgetary savings and

expense growth in line with Board-approved targets.

Roles and Responsibilities

The chief operating officer and the chief financial

officer, working with the ECB and other senior staff

across the organization, will have primary responsi-

bility for developing the approach, quantifying

expected savings, and overseeing implementation.

Potential Risks and Challenges

As part of this strategy, the Board expects to capture

sufficient savings in its operating budget to offset

some of the costs of the strategic priorities. There is

inherent risk in trying to establish the proper balance

between implementing cost-reduction initiatives and

ensuring the appropriate level of resource investment

to achieve the goals and objectives outlined in the

strategic framework. The Board must ensure that

reductions in its administrative and overhead func-

tions do not impede day-to-day operations.
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PRACTICAL Fall 1990 

The Budget Process at the Board 
By Kip Livingston 

One of the more important tasks 
facing any manager is the preparation 
of the budget. At first glance, this 
strikes some managers as a time
consuming, administrative task rather 
than a significant managerial function. 
Most Board manage.rs understand 
that careful preparation of the pro
gram budget is a significant part of 
1heir responsibilities and is particu
larly essential in the Board's budget 
environment. Wl1ile preparation of the 
budget will probably never be fun, it 

a need not be difficult. The purpose of 
'W 1his arlicle is to provide a belier 

understanding of the Board's budget 
process. 

Tlie Board's budget process incor
porates the classic buclget phases: 
planning, formulation, implementa
tion. and evaluation. The full process 
spans 1wo and one hall years. Since 
we begin a new budget each year. 
there are always two or three budgets 
in process at any given time. 

Formuiation 

The budget process is the principal 
element of the planning and manage
ment process at the Board. This 
process begins in the Spring of the 
year prior to the budget year. Indivi
dual divisions conduct strategic plan
ning sessions. During these sessions, 
divisions develop ideas and plans 
that will guide them for the years 
ahead. The division directors present 
these plans to their respective Board 

11,oversight Committees in May. These 

mee.tings provide an opportunily ior 
dialogue between the division direc
tors and Board Members about the 
general direction the division will 
follow. The Controller is responsible 
for scheduling and moderating these 
meetings. 

When the meetings are com
pleted, the Controller's stat! prepares 
an analysis of the potential costs of 
ideas that were presented, together 
with a current analysis of likely 
economic assumptions for the period. 
Based on these analyses, the Con
troller presents a 1ecommended 
budget guideline to the Board in early 
June. 

Upon Board approval ol a budget 
guideline, the Controller sends out a 
budget call memorandum to all divi
sions advising them of their individual 
guidelines and budget suhmission 
schedules. The divisions submit their 
proposed budgets to the Controller 
during September and October. 
These proposals are reviewed by the 
Controller, the Staff Director for Man
agement and 1he appropriate over
sight committees. When these 
reviews are completed. the Controller 
summarizes the results and prepares 
a recommended budget for Board 
approval in the firsl wf?el< in Oecem 
ber. 

Implementation 

Board approval marks the end of 
the budget formulation stage. Based 
on the approved budget, the Control-

News items of Interest to managers of the Federal Reserve Board 

Editor: Juana Mcntgomery, DMslon ot Human Resources Management, ext. 3385, Stop 146 

ler prepares a cash budget and semi
annual assessment of the Federal 
Reserve Banks for funds. The Banks 
then transmit these funds quarterly lo 
our account al the FR Bank of 
Richmond. Implementation of the 
Board's hudgel starts on January 1, 
with the divisions preparing opeI atIng 
plans that project expenses by 
month. These plans are enrered ,nto 
compulerlzed systems so that ar.-tual 
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Salary Increase Recommendations 
By BarbaJa Brodell 

Promotions and Career Ladder 
Progressions serve as a means of 
recognizing and rewarding employ
ees who assume greater responsibil
~Y. wnhin their current job (career 
ladder progression) or in a new job 
for which they qualify (promotion). 

A promotion is a grade increase 
that an employee receives when he 
or she is selected to fill a vacant 
posnion in a new career ladder with a 
new set of duties and a higher grade. 
Employees are selected from a 
competitive pool of qualified employ
ees through the Board's job posting 
process. Selection is based on past 
performance, experience, and 
qualifications. 

A career ladder progression is a 
grade increase that recognizes an 
employee's proven ability to periorm 
satisfactorily at the next higt,er grade 
level, up to the full performance 
leveL The full performance level is 
tt,e highest grade level of work 
that is attainable within a career 
ladder wi1hout using competitive 
methods. 

A career ladder progression to a 
grade level above the full perfor
mance level is permitted when an 
employee performs duties and 
responsibilities that exceed those at 
the full performance level. Opportuni
ties to progress above the full 
performance level are limited based 
on the availability of senior level work 
in the unit. Selection is made by 
enher interviewing all eligible employ
ees or by reviewing their perfor
mance appraisal documents. 

When an employee receives a 
grade increase either through a 
promotion or career ladder progres
sion, it is accompanied by an in
crease in salary to recognize the 
greater level of responsibility. Mana-
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gers recommending an employee for 
a career ladder progression or a 
promotion should submit a recom
mendation to HAM that considers the 
following guidelines: 

• increases the employee's salary at 
least to the new range minimum 
(but generally not above the range 
midpoint): 

• emphasfzes the level of increased 
responsibility assumed by the 
employee: 

• recognizes the employee'c educa
tion and experience relative to the 
minimum qualifications for the job 
level; and 

• places the employee's salary 
relative to other employees with 
similar jobs at that level, both within 
the section and the division. 

The Compensation staff in HRM 
approves the division's recommended 
salary increase laking into considera
tion the following: 

• the employee's education and 
experience relative to the job 
requirements: 

• the division's recommendatioh; and 
• the salaries of employees witli 

comparable experience and qualifi
cations within the section, division, 
and other divisions throughout the 
Board. 

HRM stdves to ensure that safary 
decisions are r.onsistent with the 
Division's recomn1endation and are 
internally equitable. When dilferences 
of opinion occur, the Compensation 
Specialist will worl< with the division 
manager lo reach a mutually agree
able solution. These actions are 
detailed in tho Compensation Pro
gram Administrative Manual. 

For more information on determin
ing increases for career ladder 
progressions and promotions, the 
Compensation Specialists are 
available to discuss the process in 
more detail. Lisa Hickman, ext. 3748; 
Barbara Brodell, ext, 3843 and Ali 
Emran, ext. 3747. 

For practice applying the guide
lines discussed above, try the case 
study on page 5. 



• 
case Study 

Assume you are the Manager of 
the Data Analysis Section. You are 
recommending that one of the 
section's employees, Sarah Smith, be 
given a career ladder progression to 
grade 24. 

What is your recommendation for 
Sarah's salary increase? 

Section: Data Analysis 

Job Family: Data Analyst 

Current Section Staff: 

Salary 

$39,000 

Grade Experience/Education Performance History 

24 Bachelors + 7 ~•rs. exp. CMS .Christine 
Michael $42,400 24 Associates + 1 o yrs. exp. CFS 
Beth 
George 
Sarah 

Career Ladder: 

$36,000 24 
$33,500 23 
$33,500 23 

Minimum Qualifications 

Bachelors or equivalent 
Bachelors + 2 yrs. 

(full performance) Bachelors + 4 yrs. 
(above full performance) Bachelors+ 6 yrs. 

• See page 12 for Compensation staff recommendation. 

Bachelors + 5 yrs. exp. CES 
Bachelors + 7 yrs. exp. CMS 
MBA + 4 yrs. experience CES 

Grade Salary Range 

21 $21,090 - $26,360 · $31,630 
23 $29,320- $36,650 - $43,980 
24 $34,610-$4:~.260- $51,910 
25 $40,820 - $51,030 - $61,240 

5 



report to request a hearing and a decision from an Equal 
Employment Opportunity Commission (EEOC) administrative 
judge or to request a final Board decision without a hearing. 

You may request a hearing before an EEOC administrative judge 
any time after 180 days have elapsed since the filing of your 
formal complaint. 

• All requests for a hearing before an EEOC administrative judge 
must be made by submitting a written request to: 

EEOC 
131 M Street, NE - Fourth Floor, Suite 4NW02F 
Washington, DC 20507 

You are required to send a copy of your request for a hearing to: 

Sheila Clark, Program Director 
Office of Diversity and Inclusion 
Stop 156, Room M-3408 
20th Street & Constitution Avenue, NW 
Washington, DC 20551 

If you request a final Board decision without a hearing, the Board 
will have 60 calendar days to render its final decision. 

If you request a hearing before an EEOC administrative judge, 
the EEOC will appoint an EEOC administrative judge to hold the 
hearing. The administrative judge will make findings of fact and 
conclusions of law and will issue a decision. The Board will have 
40 calendar days from the date of its receipt of the administrative 
judge's decision to issue a final order informing you whether it 
will implement the decision. If the Board does not implement the 
administrative judge's decision, the Board can file an appeal with 
the EEOC simultaneously with the issuance of the Board's final 
order. 

• As a complainant, you may appeal the Board's dismissal, or its 
final decision on your formal complaint, to the EEOC within 30 
calendar days of your receipt of the Board's dismissal or final 
decision. 

• As a complainant, you may file a civil action in U.S. district 
court within 90 calendar days of the Board's final decision or 
the EEOC's decision on appeal. In addition, you may file a civil 
action in U.S. district court after 180 calendar days have passed 
since the filing of your formal complaint or since the filing of your 
appeal with the EEOC. 

Important Points to Remember 

• You have the right to be represented at any stage in 
the presentation of your complaint by a person of your 
own choosing. This representative may be a Board 
employee and need not be an attorney. The Board 
does not, however, provide attorneys. The Board may 
determine to award attorney fees to a complainant-but 
only for the services of an attorney-when a finding of 
discrimination has been entered or when such an award 
is deemed appropriate under the applicable regulations. 
Attorney fees are not available for services performed 
at the administrative level for Age Discrimination 
in Employment Act (ADEA) or Equal Pay Act (EPA) 
complaints. 

• Any person considering filing an EEO complaint must 
first meet with an EEO counselor within 45 days of the 
alleged discriminatory act. 

• Copies of the Board's EEO rules and the Board's internal 
policy statements on EEO as well as further details on 
the EEO complaint process, including the Mediation 
Program for EEO Complaints, are available from the 
Office of Diversity and Inclusion. 

• For a work-related problem in which you do not believe 
discrimination is a factor, you should first seek a 
resolution through your supervisor and other division 
management. If that effort fails, you may wish to contact 
an employee relations specialist in Human Resources. 

• If a complaint is determined to be appropriate for 
mediation, mediation can be offered (prior to the hearing) 
at both the informal and formal complaint processing 
stages. 

Office of Diversity and Inclusion 

You may contact any representative of the Office of Diversity and 
Inclusion in person, in writing, by e-mail, or by phone for advice or 
information on all aspects of equal employment opportunity. 

(05/14) 

The EEO 

Complaint System 

and 

How It Works 

An Equal Opportunity Employer 



The Board’s policy is to provide equal opportunity in employment for 
all persons.  Thus, consistent with applicable law, the Board prohibits 
discrimination in employment on the basis of race, color, religion, sex, 
national origin, age, disability, or genetic information and promotes 
the full realization of equal employment opportunity (EEO) through a 
continuing affirmative program.  In addition, as a matter of policy and 
although it is not required by law, the Board prohibits discrimination in 
employment on the basis of sexual orientation.

The Board is committed to complying with the following statutes 
and any amendments thereof: Civil Rights Act of 1964 (Title VII), 
section 501 of the Rehabilitation Act of 1973, the Age Discrimination 
in Employment Act of 1967, the Equal Pay Act of 1963, the Genetic 
Information Nondiscrimination Act of 2008, and the Uniformed Services 
Employment and Reemployment Rights Act of 1994.  The Board’s 
plan, program objectives, and goals dealing with equal employment 
opportunity are set forth in the Board’s Rules Regarding Equal 
Opportunity, 12 CFR 268, and in the Annual EEO Program Status 
Report adopted by the Board.  Both of these documents are available 
from the Board’s Office of Diversity and Inclusion.

As an essential part of the Board’s policy, no one will be subject to 
retaliation or reprisal for participating in any stage of the administrative 
or judicial proceedings provided for in the Board’s Rules Regarding 
Equal Opportunity. 

The Board has a zero-tolerance policy for discriminatory harassment, 
which includes sexual harassment. The Board is committed to 
preventing any discriminatory harassment.  

The Board calls on senior management to comply fully with its policy 
of a work environment that is free from discrimination, hostility, 
intimidation, reprisal, and harassment.   Each manager, at every level, 
must ensure that the Board’s commitment to equality of opportunity is 
honored.

The following is an overview of the Board’s EEO complaint process.  
For a comprehensive review of the Board’s EEO program, employees 
and applicants for employment are encouraged to review the Board’s 
Rules Regarding Equal Opportunity.

   Sincerely, 

   Janet L. Yellen, Chair

Equal Employment Opportunity (EEO)  
Designations

The Board designates members of its staff to help carry out 
the functions described in the Board’s Rules Regarding Equal 
Opportunity.

EEO	Counselors 
Johanna C. Bruce M-3304 ext. 2787 
Penny Thompson M-3310 ext. 2077 
Daniel Aranda M-3303 ext. 3367

EEO counselors are available to counsel any Board employee or 
applicant who feels that he or she has been discriminated against 
because of race, religion, color, national origin, sex, age, disability, 
genetic information, or sexual orientation, or has been subjected to 
retaliation for engaging in protected activity.

Receipt of Complaints

The following individual is designated to receive formal complaints of 
discrimination:

Sheila Clark, Program Director 
Office of Diversity and Inclusion 
Board of Governors of the Federal Reserve System 
Stop 156, Room M-3408 
20th Street & Constitution Avenue, NW 
Washington, DC  20551 
Voice: (202) 452-2883

Approaches to Address Complaints
If you believe that you have been discriminated against because 
of your race, religion, color, national origin, sex, age, disability, 
genetic information, or sexual orientation, or have been subjected to 
retaliation for engaging in protected activity, you  should contact an 
EEO counselor.

If you believe that you are a victim of discriminatory harassment, 
which includes sexual harassment, you may contact an EEO 
counselor.  You may also seek relief by reporting such conduct 
through the established channels designated in the Board’s 
Discriminatory Workplace Harassment Policy.  In this regard, an 
employee may report discriminatory harassment to (1) the offending 
individual’s supervisor or the harassed employee’s supervisor; (2) the 
offending individual’s division director or the harassed employee’s 
division director; (3) the Office of Diversity and Inclusion program 
director, (4) an employee relations specialist in the Human Resources 
Function of the Management Division; (5) the officer responsible for 

Employee Relations, or his or her designee; (6) for employees in 
Human Resources, the assistant general for Human Resources in the 
Legal Division.

The EEO Complaint System 
The following steps summarize the Board’s EEO complaint process 
for employees and applicants who feel they have been discriminated 
against because of their race, religion, color, national origin, sex, age, 
disability, genetic information, or sexual orientation, or have been 
subjected to retaliation for engaging in protected activity.  There are 
time limits for the filing and resolution of an EEO complaint.  Failure 
of the employee or applicant to meet the time requirements stated 
for any stage of the complaint process may result in the dismissal of 
the complaint or the loss of administrative and judicial rights.  These 
steps also apply to complaints of retaliation and equal pay (sex-based 
wage discrimination).

• You must contact an EEO counselor within 45 calendar days of 
the date of the matter alleged to be discriminatory or, in the case 
of a personnel action, within 45 calendar days of the effective 
date of the action.

• Unless you agree to an extension of time, the EEO counselor 
has 30 calendar days to inquire into your informal complaint, to 
attempt a resolution of the matter, and to advise you how to file a 
formal complaint if the matter is not resolved.

• In the event the Board’s alternative dispute resolution process 
is offered to you and you agree to participate in mediation, the 
informal complaint processing period will be 90 days.  Mediation 
will be offered on a case-by-case basis, when the program 
director deems a complaint appropriate for mediation.

• If the EEO counselor cannot resolve your complaint or if your 
complaint is in mediation and it is not resolved by the 90th day, 
the EEO counselor will issue you in writing a notice of your right 
to file a formal complaint with the Board.  Should you choose to 
file a formal complaint, you must do so within 15 calendar days 
after your receipt of this notice.

• If you file a formal complaint, the Office of Diversity and Inclusion 
will review that complaint and determine the issues accepted 
for investigation.  The Office of Diversity and Inclusion will then 
assign an EEO investigator to investigate the issues accepted in 
your complaint.

• At the conclusion of the investigation, the program director will 
provide you with the investigative report.

• You will have 30 calendar days from receipt of the investigative 
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Source: ITV Board Job Postings 
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Executive Recruiter 

Job 10 #: 10306 

Functional Area: Human Resources 

Employment Status: Temporary 

Position Type: Full-Time 

Education Required: Bachelor's or Equivalent Exp. 

Salary Grade Low: 27 

Salary Grade High: 28 

Career Ladder High: 28 

Closing Date: FEB 17, 2015 

! Apply Now I 

Position. Description .. 

Page 1 of 2 
Prepared by: S. Newman 
Reviewed by: K. Perteet 

Location: Washington, DC 

Facility: Not Indicated 

Division: Management Division 

Relocation Provided: Yes 

Experience Required: 7 years 

! Add to Job Cart I 

The Executive Recruiter will be a critical member of the Human Resources (HR) team and w ill have a direct 
impact on the future success of HR in addressing the leadership and workforce succession planning needs of 
clients. The Executive Recruiter serves as a strategic internal consultant to clients and manages the full cycle 
recruitment process for a broad array of official and senior management positions. The Executive Recruiter will 
provide an impactful combination of business acumen, strategic functional recruitment and HR experience to 
support clients with the objective of developing and implementing high quality sourcing and screening strategies 
for senior level and Officer level positions. This person will create applicant flows and a strong pipeline 
connection of potential candidates. The incumbent will also: act as a strategic partner and talent acquisition 
advisor influencing senior leadership teams, pro-actively identify the needs and risks of clients and the Board as 
they relate to the executive recruitment process, ensure programs continuously meet Board and client business 
objectives and recommend changes for improvement. The Executive Recruiter maintains a high level of 
discretion and trust and embodies a strong customer service philosophy. 

Position __ Requirements .. 

Incumbent must demonstrate an established network of executive level job candidates and sourcing network. 
Incumbent must demonstrate complete mastery and successful track record of the executive level sourcing and 
placement process and will be expected to act as the resident expert on this topic at the Board. At the FR-27, 7 
years of experience required; at the FR-28, 8+ years of experience required leading progressively complex 
senior executive search and recruitment responsibilities in financial services and regulatory organizations. A 
mastery level knowledge of all Human Resources Management practices and especially Succession Planning 
and Organizational Design and a mastery level of understanding of Executive Compensation principles as well 
as current market pricing for Executive level talent. Proficient in working with applicant tracking technology and 
PeopleSoft. Quickly learns and assimilates complex technical and business requirement information at the 
Board and has such knowledge from previous work experience. The ability to handle conflicting information and 

https:/ /careers.peopleclick.com/careerscp/client frbog/intl 0687 53052/jobDetails.do?functi... 2/25/2015 
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requirements effectively is important.  Demonstrated ability to handle multiple tasks, competing priorities, and 
challenging situations professionally.  Ability to elicit cooperation from a wide variety of sources, including upper 
management, clients, and other departments.  Excellent oral and written communication/presentation skills. 
Demonstrated commitment to a strong customer service philosophy required. Requires strong human relations 
and analytical skills typically acquired through completion of a bachelor’s degree in management, business 
administration or related discipline or equivalent experience.

The Federal Reserve Board of Governors is seeking to hire an Executive Recruiter at the Washington DC office.  
This is a temporary, full-time position for two years with the possibility of an extension. 

The Executive Recruiter serves as a strategic internal consultant to clients and manages the full cycle 
recruitment process for a broad array of official and senior management positions.  The Executive Recruiter will 
provide an impactful combination of business acumen, strategic functional recruitment and HR experience to 
support clients with the objective of developing and implementing high quality sourcing and screening strategies 
for senior level and Officer level positions. This person will create applicant flows and a strong pipeline 
connection of potential candidates.  The incumbent will also:  act as a strategic partner and talent acquisition 
advisor influencing senior leadership teams, pro-actively identify the needs and risks of clients and the Board as 
they relate to the executive recruitment process, ensure programs continuously meet Board and client business 
objectives and recommend changes for improvement. 

The Executive Recruiter will work alongside of the Board recruitment team but with report directly to the Assistant 
Director for Human Resources. 

It is strongly preferred that applicants have at least 5 years tenure as an Executive Recruiter and provide specific 
examples of successful executive placements, demonstrated success in defining executive level job descriptions, 
experience requirements and success factors, demonstrated success at driving diverse candidate slates and 
successful feedback mechanism for the executive level search process.

***Internal Posting Policy***If an internal Board employee meets the minimum qualifications for this 
position and applies during the internal job posting preference dates 02/10/2015 to 02/17/2015, then the 
employee will receive an interview with the hiring manager. Internal Board employees who apply after 
the internal posting preference period are not guaranteed an interview with the hiring manager.

We are an Equal Opportunity Employer and do not discriminate against applicants due to race, ethnicity, gender, 
veteran status, or on the basis of disability or any other federal, state or local protected class.

Back to top

Page 2 of 2Job Details
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Report to the Congress on the Office of Minority and Women Inclusion Print

Preface: Implementing the Dodd-Frank
Act
Introduction
Equal Employment of Minorities and
Women

Inclusion of Minority-Owned and
Women-Owned Businesses
Financial Literacy Activities
Diversity Policies and Practices of
Regulated Entities

Appendix A

Financial Literacy Activities
 

During 2013, the Board continued to participate in community and Federal Reserve System outreach events and programs,
examples of which are listed below.

Congressional Black Caucus Annual Legislative Conference: In September 2013, the Board, in conjunction with the
Federal Reserve System, sponsored a booth at the 43rd Annual Legislative Conference. Financial education
materials and information were distributed to conference attendees. The Board also provided support for the
Financial Educa ion Youth Summit convened by he Congressional Black Caucus held at the U.S. Capitol Visitor
Center and Trinity Washington University.

FedEd Program: During 2013, research assistants from divisions within the Board continued to implement a
program developed to work with local high school students to improve their understanding of personal finances and
the role of the Federal Reserve System in the economy. Subjects covered include the importance of saving,
budgeting, using credit, establishing financial goals, and the impact of Federal Reserve policy on those subjects.
More than 40 presentations were made to middle and high school students in the Washington metropolitan area.
Presentations were made at ten schools in the District of Columbia: Roosevelt High School; Wilson High School;
Coolidge High School; Dunbar High School; Anacos ia High School; Ballou High School; Washington La in Public
Charter School; Edmund Burke School; KIPP DC Charter School; and St. Albans School. Presentations were made
at two schools in Virginia--Annandale High School and Marshall High School--and one school in Maryland--Stone
Ridge School of the Sacred Heart. Presentations were also made at the District of Columbia Public Schools Central
Office to preview the FedEd Program for the New Heights Providers Meeting, the Sumner School for the DC Future
Business Leaders of America, and the Heights School.

Federal Reserve Financial Literacy Day: On October 23, 2013, the Board and the Federal Reserve System held
training programs and seminars around the country on such topics as saving, budge ing, credit use, and the
establishment of financial goals. Board research assistants presented the program to classes at two schools in the
District of Columbia: Cardozo High School and the Columbia Heights Education Campus.

Math x Economics: On May 23, 2013, the Board hosted the Math x Economics program for a second year in a row.
The goal of the program was to introduce students to economics as a potential course of study in college and as a
future career option. The Board's recruitment efforts targeted groups who are underrepresented in the field of
economics, including minorities and females, especially from underserved schools. A total of 29 students from
Washington metropolitan area schools attended. The students completed a survey at the end of the program; all 29
participants said they would recommend the program to other students. The descriptive statistics of the
respondents are listed below.

Distribution of participants Percent

Female 56

Male 44

Juniors 78

Seniors 22

African American 25.9

Hispanic 18.5

Asian 18.5

White 18.5

More than one ethnicity 14.8

Did not specify ethnicity 3.7

Education and Training Materials Distribution: During 2013, the Board continued to provide financial literacy
materials to consumer education and financial literacy groups, including the University of Maryland Extension
Family and Consumer Sciences Center, the YMCA of Metropolitan Washington, Operation HOPE, and It Takes a
Community to Raise a Child (located in New York City).
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Professional Outreach: On April 3, 2013, Chairman Bernanke delivered remarks to the 13 h Annual Redefining
Investment Strategy Education (RISE) Forum. His remarks highlighted he importance of promoting economic and
financial knowledge among people of all ages and walks of life. He stated that the Board and the 12 Federal
Reserve Banks are all deeply involved in economic education and in supporting the work of teachers, schools, and
national organizations.

On November 13, 2013, Chairman Bernanke hosted the annual Teacher Town Hall Meeting at the Federal Reserve
Board. Federal Reserve Banks also held gatherings around the country to provide educators the opportunity to
listen to the Chairman and ask questions. His remarks covered the origins, history, and role of the Federal Reserve,
and how it has helped shape the nation's economy and financial system.
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About Conference Program 

About 

Tue National Summtt on Diversity in the Economics Profession, hosted by the Boarel of 
Governors of the Federal Reserve System in partnership wi h the American Economic 
Association, will be held at the Federal Reserve Board on October 30, 2014 in 
washington, o.c. This conference brings together presidents and research directors of 
he Federal Reserve Banl<S and chairs of economics departments from around the country 
to open a profession-wide dialogue about diversity. Speal<ers and panelists will discuss 
he state of diversity in the economics profession and examples of successful diversity 
initiatives in academia. A hallmarl< of the conference will be the opportunity for collegial 
learning, discussion, and sharing among faculty peers to develop practical ideas about 
What can be accomplished in our profession. 

Please note that attendance at the conference is by invitation only. Conference 
attendees and media representatives must register in advance. 

watch the online webcast of the event at http://WWW.ustream.tv/federalreserve@ 

Organizers 

• Janice Shacl<-Marquez 
• Amanda Bayer 
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BOARD OF GOVERNORS OF THE FEDERAL RESERVE SYSTEM 
Eighth Annual No FEAR Act Report 

Fiscal Year 2011 
 
 
The Board of Governors of the Federal Reserve System (Board) hereby submits this 
Eighth Annual Report pursuant to the requirements of Section 203 of the Notification and 
Federal Employee Antidiscrimination and Retaliation Act of 2002 (No FEAR Act), 
Public Law 107-174.  In accordance with Section 203(a) of the No FEAR Act and its 
regulations there-under (5 C.F.R. § 724.302), this Eighth  Annual Report is being 
forwarded to the Speaker of the House of Representatives, the President pro tempore of 
the Senate, the Committee on Governmental Affairs of the Senate, the Committee on 
Government Reform of the House of Representatives, each committee of Congress with 
jurisdiction relating to the Board, the Equal Employment Opportunity Commission, and 
the Attorney General of the United States, and the Director of the Office of Personnel 
Management. 
 
The Board responds to the items listed in Section 203(a) (1) through (8) of the No FEAR 
Act and 5 C.F.R. § 724.302 as follows: 
 
(1) The number of cases in Federal court pending or resolved in each fiscal year 

and arising under each of the respective provisions of the Federal 
Antidiscrimination Laws and Whistleblower Protection Laws applicable to the 
agency as defined in 5 C.F.R. § 724.102 in which an employee, former Federal 
employee, or applicant alleged a violation(s) of these laws, separating data by 
the provision(s) of law involved; 

 

Basis of Actions
Total Cases Pending or 

Resolved

29 U.S.C.§ 633a (Age) 1

42 U.S.C. § 2000e-16 ( Race, 
Color, Religion, Sex, or National 

Origin)
2

Fiscal Year 2011

 
 
 
 
 
 
 
 



 2

 
 
 
 
 

(2) In the aggregate, for the cases identified in paragraph (1), above, and separated 
by provision(s) of law involved: 

 
(i) The status or disposition (including resolved); 

 

Fiscal Year 2011
Status or Disposition: Pending

Basis of Actions
29 U.S.C.§ 633a (Age) 1

42 U.S.C. § 2000e-16 (Race, 
Color, Religion, Sex, or National 

Origin)
2

Resolved
Basis of Actions

29 U.S.C.§ 633a (Age) 0
42 U.S.C. § 2000e-16 (Race, 

Color, Religion, Sex, or National 
Origin)

0
 

 
(ii) The amount of money required to be reimbursed to the Judgment Fund by 
the agency for payments as defined in 5 C.F.R. § 724.102; 

 
None 

 
(iii) The amount of reimbursement to the Fund for attorney’s fees where such 
fees have been separately designated; 

 
None 

  
(3) In connection with cases identified in paragraph (1), above, the total number of 

employees in each fiscal year disciplined as defined in 5 C.F.R. § 724.102 and 
the specific nature, e.g., reprimand, etc., of the disciplinary actions taken, 
separated by the provision(s) of law involved; 

 
None 

 
(4) The final year-end data about discrimination complaints for each fiscal year 

that was posted in accordance with Equal Employment Opportunity 
Regulations at subpart G of title 29 of the Code of Federal Regulations 
(implementing section 301(c)(1)(b) of the No FEAR Act); 
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Attached is a copy of the No FEAR fiscal year-end data posted as of September 30, 
2011, for fiscal year 2011. 

 
(5) Whether or not in connection with cases in Federal court, the number of 

employees in each fiscal year disciplined as defined in 5 C.F.R. § 724.102 in 
accordance with any agency policy described in paragraph (6), below.  The 
specific nature, e.g., reprimand, etc., of the disciplinary actions taken must be 
identified. 

 
None 

 
(6) A detailed description of the agency’s policy for taking disciplinary action 

against Federal employees for conduct that is inconsistent with Federal 
Antidiscrimination Laws and Whistleblower Protection Laws or for conduct 
that constitutes another prohibited personnel practice revealed in connection 
with agency investigations of alleged violations of these laws; 

 
The Board does not have a separate policy for disciplining Board employees found 
to have committed practices referenced above.  However, the Board’s disciplinary 
policies, the Disciplinary Actions Policy and the Adverse Action Policy, will be 
used to discipline such employees. 

 
Under the Disciplinary Actions policy, the Board may take progressive discipline to 
correct unsatisfactory conduct or other work-related problems.  Progressive 
discipline is the application of graduated actions in disciplinary cases.  It can 
include, where appropriate, oral counseling, written warnings, and suspensions of 14 
calendar days or less.  Under the Adverse Action Policy, adverse action against an 
employee may be in the form of discharge, removal, or suspension without pay for a 
period of more than 14 calendar days, or a reduction in grade or pay. 

 
(7) An analysis of the information provided in paragraphs (1) through (6), above, 

in conjunction with data provided to the Equal Employment Opportunity 
Commission in compliance with 29 C.F.R. § 1614.  Such analysis must include: 
(i) An examination of trends; (ii) Causal analysis; (iii) Practical knowledge 
gained through experience; and (iv) Any actions planned or taken to improve 
complaint or civil rights programs of the agency with the goal of eliminating 
discrimination and retaliation in the workplace; 
 
During the reporting period, the EEO staff collaborated and partnered with the 
Human Resources Employee Relations staff to identify issues, trends and workplace 
challenges relating to workplace harassment. Meetings were held with senior 
management to address harassment resolution. Customized managerial workplace 
harassment training was conducted for departments with related issues.  
 
Although the Board has provided workplace harassment training, harassment 
complaints continue to enter the EEO complaint process.  Behavioral transition from 
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receiving training to changing workplace behavior has been a challenge for the 
Board. Currently the Board is developing a Workplace Harassment Policy which 
will establish fundamental processes and procedures in an effort to address 
occurrences. A workplace harassment module for managerial and non-managerial 
employees has been included in the No FEAR required training. Training 
completion will be tracked in a Learning Management System. Customized 
workplace harassment classroom training was conducted in FY 2011 and will also 
be conducted in FY 2012 along with web-based training. 
 
During FY 2011 the Board’s EEO staff counseled 58 pre-complaints, of which 10 
entered the formal complaint process. In FY 2010, 86 pre-complaint counseling 
sessions were held and 7 entered the formal complaint process.  The increase in the 
number of formal complaints filed is attributable to an increase of alleged work 
place harassment issues.   The EEO staff continues to focus on effective counseling 
in the informal stage in the attempt to reach resolutions through mediation and 
facilitated discussions between parties involved.   
 
 

(8) For each fiscal year, any adjustment needed or made to the budget of the 
agency to comply with its Judgment Fund reimbursement obligation(s) 
incurred under 5 C.F.R. § 724.103. 
 

None 
 
(9) The agency’s written plan developed under 5 C.F.R. § 724.203(a) to train its 

employees.   
 

See attached agency No FEAR Act Training Plan. 
 
 
 
 
Attachments as stated: 
 
FY 2011 No FEAR Act data posting 
No FEAR Act Training Plan 
 

 



No FEAR Act Notice

The Notification and Federal  Employee Anti-discrimination and

The No FEAR Act requires agencies to post on their public web sites 

 

The Federal Reserve Board's public web site contains statistical data
in accordance with the No FEAR Act.

 Information updated as of December 31, 2011

    Complaint activity
    Complaints by basis
    Complaints by issue
    Processing time
    Complaints dismissed by agency
    Complaints dismissed by complainants
    Total final actions finding of discrimination
    Finding of discrimination rendered by basis
    Finding of discrimination rendered by issue

       Pending complaints filed in previous fiscal years by status
    Complaint investigations

2007 2008 2009 2010 2011 10/2011 - 12/2011
Number of complaints filed 1 2 1 7 8 5
Number of complainants 4 3 3 9 15 16
Repeat filers 0 0 0 0 0 0

Note: Complaints can be filed alleging multiple 
bases. The sum of the bases may not equal total 
complaints filed

2007 2008 2009 2010 2011 10/2011 - 12/2011

Race 2 2 1 6 10 12
Color 0 1 0 1 2 2
Religion 0 1 0 0 0 0
Reprisal 3 1 1 2 5 7
Sex 2 2 1 5 8 9
National origin 1 1 1 2 3 2
Equal Pay Act 0 0 0 0 0 0
Age 2 3 3 6 8 11
Disability 0 1 0 3 2 3
Non EEO 0 0 0 0 0 0

Note: Complaints can be filed alleging multiple 
issues. The sum of the issues may not equal total 

complaints filed
2007 2008 2009 2010 2011 10/2011 - 12/2011

Appointment/hire 0 2 0 0 0 0
Assignment of duties 0 0 0 2 3 1
Awards 0 0 0 0 0 0
Conversion to full-time 0 0 0 0 0 0

Demotion 0 0 0 0 0 0
Reprimand 0 0 0 0 0 1
Removal 0 0 0 2 2 2
Suspension 0 0 0 0 0 0
Other 0 0 0 0 0 0

Duty hours 0 0 0 1 0 0
Evaluation appraisal 1 1 1 1 2 2
Examination/test 0 0 0 0 0 0

Nonsexual 2 2 0 4 8 10
Sexual 0 0 0 1 2 1

Medical examination 0 0 0 0 0 0

Fiscal Year 2012

Fiscal Year 2012

Fiscal Year 2012

Comparative data
Previous fiscal year dataComplaint activity

Previous fiscal year data

Comparative data
Previous fiscal year data

Complaints by basis

Disciplinary action

Harassment

Comparative data

Complaints by issue

filed against the respective agencies. 

Retaliation Act (No FEAR Act) of 2002 increases federal agency
accountability for acts of discrimination or reprisal against employees.

statistical data relating to equal employment opportunity complaints 

No FEAR Act

I I I I I I 



Pay (including overtime) 0 0 0 1 1 0
Promotion/nonselection 3 1 2 5 6 6

Denied 0 0 0 0 0 0
Directed 0 0 0 0 0 0

Reasonable accommodation 0 0 0 1 1 1
Reinstatement 0 0 0 0 0 0
Retirement 0 0 0 0 0 0
Termination 0 0 0 0 3 1
Terms/conditions of employment 0 0 0 2 2 4
Time and attendance 0 0 0 0 0 0
Training 0 0 0 0 0 0
Other 0 0 0 3 4 0

2007 2008 2009 2010 2011 10/2011 - 12/2011
Complaints pending during fiscal year

Average number of days in investigation stage 136 169 209 68 163 129
Average number of days in final action stage 44 0 28 28 36 0

Complaints pending during fiscal year where hearing 
was requested

Average number of days in investigation stage 136 137 209 93 163 148
Average number of days in final action stage 44 0 28 28 36 0

Complaints pending during fiscal year where hearing 
was not requested

Average number of days in investigation stage 0 0 0 87 0 0
Average number of days in final action stage 0 0 0 62 0 0

2007 2008 2009 2010 2011 10/2011 - 12/2011
Total complaints dismissed by agency 0 0 0 0 1 0
Average days pending prior to dismissal 0 0 0 0 531 0

Total complaints withdrawn by complainants 0 1 0 0 0 1

# % # % # % # % # % # %
Total number findings 0 0 0 0 0 0
Without hearing 0 0 0 0 0 0 0 0 0 0 0 0
With hearing 0 0 0 0 0 0 0 0 0 0 0 0

Findings of discrimination 
rendered by basis

# % # % # % # % # % # %
Total number findings 0 0 0 0 0 0

Race 0 0 0 0 0 0 0 0 0 0 0 0

Color 0 0 0 0 0 0 0 0 0 0 0 0

Religion 0 0 0 0 0 0 0 0 0 0 0 0

Reprisal 0 0 0 0 0 0 0 0 0 0 0 0

Sex 0 0 0 0 0 0 0 0 0 0 0 0

National origin 0 0 0 0 0 0 0 0 0 0 0 0

Equal Pay Act 0 0 0 0 0 0 0 0 0 0 0 0

Age 0 0 0 0 0 0 0 0 0 0 0 0

Disability 0 0 0 0 0 0 0 0 0 0 0 0

Non EEO 0 0 0 0 0 0 0 0 0 0 0 0

Findings after hearing 0 0 0 0 0 0 0 0 0 0 0 0

Race 0 0 0 0 0 0 0 0 0 0 0 0

Color 0 0 0 0 0 0 0 0 0 0 0 0

Religion 0 0 0 0 0 0 0 0 0 0 0 0

Reprisal 0 0 0 0 0 0 0 0 0 0 0 0

Sex 0 0 0 0 0 0 0 0 0 0 0 0

National origin 0 0 0 0 0 0 0 0 0 0 0 0

Equal Pay Act 0 0 0 0 0 0 0 0 0 0 0 0

Age 0 0 0 0 0 0 0 0 0 0 0 0

Disability 0 0 0 0 0 0 0 0 0 0 0 0

Non EEO 0 0 0 0 0 0 0 0 0 0 0 0

Fiscal Year 2012

Fiscal Year 2012

Previous fiscal year data

10/2010 - 9/2011

Fiscal Year 2012

Fiscal Year 2012

Total final actions finding discrimination

Processing time 

Complaints withdrawn by complainants

Comparative data

Comparative data

2009 2011

2010 20112008

Previous fiscal year data

2008

Comparative data

10/2011 - 12/2011
Previous fiscal year data

Previous fiscal year data

2010

Complaints dismissed by agency

2007

Reassignment

2007

Comparative data

Note: Complaints can be filed alleging multiple 
bases.  The sum of the bases may not equal total 
complaints and findings

2009

I 
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Findings without hearing 0 0 0 0 0 0 0 0 0 0 0 0

Race 0 0 0 0 0 0 0 0 0 0 0 0

Color 0 0 0 0 0 0 0 0 0 0 0 0

Religion 0 0 0 0 0 0 0 0 0 0 0 0

Reprisal 0 0 0 0 0 0 0 0 0 0 0 0

Sex 0 0 0 0 0 0 0 0 0 0 0 0

National origin 0 0 0 0 0 0 0 0 0 0 0 0

Equal Pay Act 0 0 0 0 0 0 0 0 0 0 0 0

Age 0 0 0 0 0 0 0 0 0 0 0 0

Disability 0 0 0 0 0 0 0 0 0 0 0 0

Non EEO 0 0 0 0 0 0 0 0 0 0 0 0

Findings of discrimination 
rendered by issue

# % # % # % # % # %  %

Total number findings 0 0 0 0 0 0

Appointment/hire 0 0 0 0 0 0 0 0 0 0 0 0

Assignment of duties 0 0 0 0 0 0 0 0 0 0 0 0

Awards 0 0 0 0 0 0 0 0 0 0 0 0

Conversion to full-time 0 0 0 0 0 0 0 0 0 0 0 0

Disciplinary action 0 0 0 0 0 0 0 0 0 0 0 0

Demotion 0 0 0 0 0 0 0 0 0 0 0 0

Reprimand 0 0 0 0 0 0 0 0 0 0 0 0

Suspension 0 0 0 0 0 0 0 0 0 0 0 0

Removal 0 0 0 0 0 0 0 0 0 0 0 0

Other 0 0 0 0 0 0 0 0 0 0 0 0

Duty hours 0 0 0 0 0 0 0 0 0 0 0 0

Evaluation appraisal 0 0 0 0 0 0 0 0 0 0 0 0

Examination/test 0 0 0 0 0 0 0 0 0 0 0 0

Harassment 0 0 0 0 0 0 0 0 0 0 0 0

Nonsexual 0 0 0 0 0 0 0 0 0 0 0 0

Sexual 0 0 0 0 0 0 0 0 0 0 0 0

Medical examination 0 0 0 0 0 0 0 0 0 0 0 0

Pay (including overtime) 0 0 0 0 0 0 0 0 0 0 0 0

Promotion/nonselection 0 0 0 0 0 0 0 0 0 0 0 0

Reassignment 0 0 0 0 0 0 0 0 0 0 0 0

Denied 0 0 0 0 0 0 0 0 0 0 0 0

Directed 0 0 0 0 0 0 0 0 0 0 0 0

Reasonable accommodation 0 0 0 0 0 0 0 0 0 0 0 0

Reinstatement 0 0 0 0 0 0 0 0 0 0 0 0

Retirement 0 0 0 0 0 0 0 0 0 0 0 0

Termination 0 0 0 0 0 0 0 0 0 0 0 0

Terms/conditions of employment 0 0 0 0 0 0 0 0 0 0 0 0

Time and attendance 0 0 0 0 0 0 0 0 0 0 0 0

Training 0 0 0 0 0 0 0 0 0 0 0 0

Other 0 0 0 0 0 0 0 0 0 0 0 0

Findings after hearing

Appointment/hire 0 0 0 0 0 0 0 0 0 0 0 0

Assignment of duties 0 0 0 0 0 0 0 0 0 0 0 0

Awards 0 0 0 0 0 0 0 0 0 0 0 0

Conversion to full-time 0 0 0 0 0 0 0 0 0 0 0 0

Disciplinary action 0 0 0 0 0 0 0 0 0 0 0 0

Demotion 0 0 0 0 0 0 0 0 0 0 0 0

Reprimand 0 0 0 0 0 0 0 0 0 0 0 0

Suspension 0 0 0 0 0 0 0 0 0 0 0 0

Removal 0 0 0 0 0 0 0 0 0 0 0 0

Other 0 0 0 0 0 0 0 0 0 0 0 0

Duty hours 0 0 0 0 0 0 0 0 0 0 0 0

Evaluation appraisal 0 0 0 0 0 0 0 0 0 0 0 0

Examination/test 0 0 0 0 0 0 0 0 0 0 0 0

Harassment 0 0 0 0 0 0 0 0 0 0 0 0

Nonsexual 0 0 0 0 0 0 0 0 0 0 0 0

Sexual 0 0 0 0 0 0 0 0 0 0 0 0

Medical examination 0 0 0 0 0 0 0 0 0 0 0 0

Pay (including overtime) 0 0 0 0 0 0 0 0 0 0 0 0

Promotion/nonselection 0 0 0 0 0 0 0 0 0 0 0 0

Reassignment 0 0 0 0 0 0 0 0 0 0 0 0

Denied 0 0 0 0 0 0 0 0 0 0 0 0

Directed 0 0 0 0 0 0 0 0 0 0 0 0

Reasonable accommodation 0 0 0 0 0 0 0 0 0 0 0 0

Fiscal Year 2012
Comparative data

2010 10/2011 - 12/20112007 2008 2009

Previous fiscal year data

2011

I_ _ _I I_ --- 1. 
_I I_ _ _I ---



Reinstatement 0 0 0 0 0 0 0 0 0 0 0 0

Retirement 0 0 0 0 0 0 0 0 0 0 0 0

Termination 0 0 0 0 0 0 0 0 0 0 0 0

Terms/conditions of employment 0 0 0 0 0 0 0 0 0 0 0 0

Time and attendance 0 0 0 0 0 0 0 0 0 0 0 0

Training 0 0 0 0 0 0 0 0 0 0 0 0

Other 0 0 0 0 0 0 0 0 0 0 0 0

Findings without hearing 0 0 0 0 0 0 0 0 0 0 0 0

Appointment/hire 0 0 0 0 0 0 0 0 0 0 0 0

Assignment of duties 0 0 0 0 0 0 0 0 0 0 0 0

Awards 0 0 0 0 0 0 0 0 0 0 0 0

Conversion to full-time 0 0 0 0 0 0 0 0 0 0 0 0

Disciplinary action 0 0 0 0 0 0 0 0 0 0 0 0

Demotion 0 0 0 0 0 0 0 0 0 0 0 0

Reprimand 0 0 0 0 0 0 0 0 0 0 0 0

Suspension 0 0 0 0 0 0 0 0 0 0 0 0

Removal 0 0 0 0 0 0 0 0 0 0 0 0

Other 0 0 0 0 0 0 0 0 0 0 0 0

Duty hours 0 0 0 0 0 0 0 0 0 0 0 0

Evaluation appraisal 0 0 0 0 0 0 0 0 0 0 0 0

Examination/test 0 0 0 0 0 0 0 0 0 0 0 0

Harassment 0 0 0 0 0 0 0 0 0 0 0 0

Nonsexual 0 0 0 0 0 0 0 0 0 0 0 0

Sexual 0 0 0 0 0 0 0 0 0 0 0 0

Medical examination 0 0 0 0 0 0 0 0 0 0 0 0

Pay (including overtime) 0 0 0 0 0 0 0 0 0 0 0 0

Promotion/nonselection 0 0 0 0 0 0 0 0 0 0 0 0

Reassignment 0 0 0 0 0 0 0 0 0 0 0 0

Denied 0 0 0 0 0 0 0 0 0 0 0 0

Directed 0 0 0 0 0 0 0 0 0 0 0 0

Reasonable accommodation 0 0 0 0 0 0 0 0 0 0 0 0

Reinstatement 0 0 0 0 0 0 0 0 0 0 0 0

Retirement 0 0 0 0 0 0 0 0 0 0 0 0

Termination 0 0 0 0 0 0 0 0 0 0 0 0

Terms/conditions of employment 0 0 0 0 0 0 0 0 0 0 0 0

Time and attendance 0 0 0 0 0 0 0 0 0 0 0 0

Training 0 0 0 0 0 0 0 0 0 0 0 0

Other 0 0 0 0 0 0 0 0 0 0 0 0

Pending complaints filed in previous

 fiscal years by status
2007 2008 2009 2010 2011 10/2011 - 12/2011

Total complaints from previous fiscal years 4 1 2 2 7 8

Investigation 0 0 0 0 0 1
Hearing 3 0 1 1 6 7
Final action 0 1 0 0 0 0
Appeal with EEOC Office of Federal Operations

1 0 1 1 1 0

2007 2008 2009 2010 2011 10/2011 - 12/2011
Pending complaints where investigations exceed 
required time frames

0 2 3 0 2 1

 For further information, please contact the Diversity and Inclusion Programs Director.
Office Diveristy and Inclusion Director, Stop 156
Board of Governors of the Federal Reserve System
20th and Constitution Avenue, NW
Washington, DC 20551

Home | About the Fed
Accessibility | Contact Us

Fiscal Year 2012

Fiscal Year 2012

Complaint investigations

Comparative data

Previous fiscal year data

Number complaints pending

Previous fiscal year data
Comparative data



 
 
 

No FEAR Act Written Training Plan 
Submitted by 

Board of Governors of the Federal Reserve System 
 
 

On July 20, 2006, the Office of Personnel Management (OPM) published its final rule 
implementing the training requirements of the Notification and Federal Employee 
Antidiscrimination and Retaliation Act (No FEAR Act). 
 
The final rule required each agency to develop a written plan for training all of its employees, 
including supervisors and managers. The plan must describe: 
 

• The instructional materials and method of the training 
• The training schedule, and 
• The means of documenting completion of training 

 
On December 28, 2006, the Office of Personnel Management issued the final rule regarding 
“Implementations of Title II of the No FEAR Act of 2002 – Reporting and Best Practices.”  
Among other things, this final rule requires each agency to provide annual reports on the number 
of items relating to the agency’s implementation of the No FEAR Act, including the agency’s 
written plan. 
 
This document constitutes the Board of Governors of the Federal Reserve System’s (Board) No 
FEAR Act written training Plan. 
 
 

I. The instructional materials and method of the training 
 
The final rules require federal agencies to train all employees on their rights and remedies under 
the federal antidiscrimination and whistleblower protection laws. Agencies must have trained all 
current employees by December 17, 2006, and all new employees within 90 days of hire.  
Agencies also must provide training to all employees every two years. 
 
With these requirements in mind, the Board contracted with Global Compliance to provide 
instruction to employees through Global Compliance’s interactive online No FEAR Act training 
course. 
 
As required by the No FEAR Act and the OPM final rule, the Board’s online course teaches our 
employees about their rights and remedies available under the antidiscrimination, retaliation, 
and whistleblower protection laws. With regard to rights under whistleblowing statutes, the No 
FEAR Act provides for notification and training only with regard to a federal statute that is 
inapplicable to employees of the Board. The Federal Deposit Insurance Act and the Inspector  

BOARD OF GOVERNORS 
OF' THE 

FEDERAL RESERVE SYSTEM 
WASHINGTON, •. C. 20551 

ADDRESS OFFICIAL CORRESPONDENCE 
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General Act, however prohibit retaliation against Board employees if they make a protected 
disclosure of any possible violation of any law or regulation, gross mismanagement, a gross 
waste of funds, and abuse of authority, or a substantial and specific danger to public health or 
safety. Employees who believe they have experienced retaliation for such whistleblowing 
activities have been informed via the required Employee Notification of Rights No FEAR Act 
provision whom to contact. 
 
The No FEAR Act course: 
 

• Provides instruction on all topics required by the No FEAR Act and the OPM final rule 
• Provides supervisors and managers additional instruction on their responsibilities 
• Allows users to interact with a series of audio-visual scenarios so that they are 

continually engaged in the learning process 
 
 

II. The training schedule 
 

The Board has conducted mandatory EEO Training since 1979.  We have maintained 
completion records through our training course data base. The Board has provided two days of 
EEO training for supervisory and non-supervisor employees. The training consisted of anti-
discrimination laws, legal compliance topics, EEO complaint process and retaliation. 
 
Beginning April 2007, access to the online course was provided.  Employees completed their 
initial No FEAR Act training by April 30, 2007. The Board ensures that subsequently hired 
employees complete training within 90 days from their starting dates. 
 
As  required under the No FEAR Act, employees will be provided a refresher courses via 
blended training, i.e.: Web, classroom, and seminars focusing on the major principles of the 
previous training and addressing new and developing areas related to No FEAR compliance. 

 
III. The means of documenting completion of training 

 
The Board tracks employees’ completion of the online training courses through Global 
Compliance’s learning management system. Global Compliance automatically creates a record 
of each employee’s course completion and enables training coordinator to monitor training 
activities such as start and incomplete. 

 



 

 

BOARD OF GOVERNORS OF THE FEDERAL RESERVE SYSTEM 
Ninth Annual No FEAR Act Report 

Fiscal Year 2012 
 
 
The Board of Governors of the Federal Reserve System (Board) hereby submits this 
Ninth Annual Report pursuant to the requirements of Section 203 of the Notification and 
Federal Employee Antidiscrimination and Retaliation Act of 2002 (No FEAR Act), 
Public Law 107-174.  In accordance with Section 203(a) of the No FEAR Act and its 
regulations there-under (5 C.F.R. § 724.302), this Ninth  Annual Report is being 
forwarded to the Speaker of the House of Representatives, the President pro tempore of 
the Senate, the Committee on Governmental Affairs of the Senate, the Committee on 
Government Reform of the House of Representatives, each committee of Congress with 
jurisdiction relating to the Board, the Equal Employment Opportunity Commission, and 
the Attorney General of the United States, and the Director of the Office of Personnel 
Management. 
 
The Board responds to the items listed in Section 203(a) (1) through (8) of the No FEAR 
Act and 5 C.F.R. § 724.302 as follows: 
 
(1) The number of cases in Federal court pending or resolved in each fiscal year 

and arising under each of the respective provisions of the Federal 
Antidiscrimination Laws and Whistleblower Protection Laws applicable to the 
agency as defined in 5 C.F.R. § 724.102 in which an employee, former Federal 
employee, or applicant alleged a violation(s) of these laws, separating data by  
the provision(s) of law involved; 

 

Basis of Actions
Total Cases Pending or 

Resolved

29 U.S.C. § 633a (Age) 1

42 U.S.C.  § 2000e-16 ( Race, 
Color, Religion, Sex, or National 

Origin)
2

29 U.S.C. § 206 (Equal Pay Act) 1

29 U.S.C . § 791 (Disability) 1

Fiscal Year 2012
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(2) In the aggregate, for the cases identified in paragraph (1), above, and separated 
by provision(s) of law involved: 

 
(i) The status or disposition (including resolved); 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
(ii) The amount of money required to be reimbursed to the Judgment Fund by 
the agency for payments as defined in 5 C.F.R. § 724.102; 

 
None 

 
(iii) The amount of reimbursement to the Fund for attorney’s fees where such 
fees have been separately designated; 

 
None 

  
(3) In connection with cases identified in paragraph (1), above, the total number of 

employees in each fiscal year disciplined as defined in 5 C.F.R. § 724.102 and 
the specific nature, e.g., reprimand, etc., of the disciplinary actions taken, 
separated by the provision(s) of law involved; 

 
None 

 
(4) The final year-end data about discrimination complaints for each fiscal year 

that was posted in accordance with Equal Employment Opportunity 
Regulations at subpart G of title 29 of the Code of Federal Regulations 
(implementing section 301(c)(1)(b) of the No FEAR Act); 
 

Fiscal Year 2012
Status or Disposition: Pending

Basis of Actions
29 U.S.C. § 633a (Age) 0

42 U.S.C. § 2000e-16 (Race, 
Color, Religion, Sex, or National 

Origin)
1

29 U.S.C. § 206 (Equal Pay) 1
29 U.S.C. § 791 (Disabiltiy) 0

Resolved
Basis of Actions

29 U.S.C. § 633a (Age) 1
42 U.S.C. § 2000e-16 (Race, 

Color, Religion, Sex, or National 
Origin)

1

29 U.S.C. § 791 (Disabiltiy) 1
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Attached is a copy of the No FEAR Act FY 2012 data posted on the Board’s public 
website. 

 
(5) Whether or not in connection with cases in Federal court, the number of 

employees in each fiscal year disciplined as defined in 5 C.F.R. § 724.102 in 
accordance with any agency policy described in paragraph (6), below.  The 
specific nature, e.g., reprimand, etc., of the disciplinary actions taken must be 
identified. 

 
None 

 
(6) A detailed description of the agency’s policy for taking disciplinary action 

against Federal employees for conduct that is inconsistent with Federal 
Antidiscrimination Laws and Whistleblower Protection Laws or for conduct 
that constitutes another prohibited personnel practice revealed in connection 
with agency investigations of alleged violations of these laws; 

 
The Board does not have a separate policy for disciplining Board employees found 
to have committed practices referenced above.  However, the Board’s disciplinary 
policies, the Disciplinary Actions Policy and the Adverse Action Policy, will be 
used to discipline such employees. 

 
Under the Disciplinary Actions policy, the Board may take progressive discipline to 
correct unsatisfactory conduct or other work-related problems.  Progressive 
discipline is the application of graduated actions in disciplinary cases.  It can 
include, where appropriate, oral counseling, written warnings, and suspensions of 14 
calendar days or less.  Under the Adverse Action Policy, adverse action against an 
employee may be in the form of discharge, removal, or suspension without pay for a 
period of more than 14 calendar days, or a reduction in grade or pay. 

 
(7) An analysis of the information provided in paragraphs (1) through (6), above, 

in conjunction with data provided to the Equal Employment Opportunity 
Commission in compliance with 29 C.F.R. § 1614.  Such analysis must include: 
(i) An examination of trends; (ii) Causal analysis; (iii) Practical knowledge 
gained through experience; and (iv) Any actions planned or taken to improve 
complaint or civil rights programs of the agency with the goal of eliminating 
discrimination and retaliation in the workplace; 
 
During FY 2012 the Board’s EEO staff counseled 54 pre-complaints, of which 12 
entered the formal complaint process compared to 58 pre-complaint counseling 
sessions in FY 2011 with 10 formal complaints filed.   
 
An analysis of complaints filed identified an increase in the following bases: age, 
race, reprisal and non-sexual harassment.  The EEO staff and the Employee 
Relations staff continue to focus on effective counseling in an attempt to reach 
resolutions through mediation and facilitated discussions between parties involved.  
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Also the counselors worked with management and employees to address effective 
ways to address complaints that did not enter the formal process. 
 
In FY 2012, the Board conducted management training which focused on building 
respect in a diverse workplace, harassment awareness and prevention, and strategic 
diversity management competencies.  Additional training was also provided on 
workplace related policies, effective coaching for development and effective 
communications with a focus on feedback techniques, team building and conflict 
resolution. 
 
In accordance with the No FEAR Act training requirements, the Board will continue 
to provide training via web-base and classroom instruction.  The Board issued a 
request for proposal (RFP) for web-based training which will continue the initial 
training modules and add additional EEO subjects, such as disability 
accommodations, GINA, and any updates to Federal employment regulations.  The 
responses to the RFP are under review and an award is expected in May 2013. 
 
In accordance with Board procedures, the Board is reviewing and revising 
employment policies where applicable.  Among the policies being updated are 
Adverse Action, Leave, Reasonable Accommodation, EEO, and Sexual Harassment 
(to be renamed) Discriminatory Workplace Harassment. The updated policies are 
scheduled to be released in FY 2013.  Updated and revised policies will strengthen 
the processes and procedures in addressing issues pertaining to EEO and other 
related workplace disputes, with the objective of decreasing and/or resolving 
complaints. 
 
Also, included in the Board’s on-boarding process, employees will continue to 
certify receipt and review of the Discriminatory Workplace Harassment which 
includes sexual harassment.  The certifications are maintained by the Diversity and 
Inclusion office. 
 

(8) For each fiscal year, any adjustment needed or made to the budget of the 
agency to comply with its Judgment Fund reimbursement obligation(s) 
incurred under 5 C.F.R. § 724.103. 
 

None 
 
(9) The agency’s written plan developed under 5 C.F.R. § 724.203(a) to train its 

employees.   
 

See attached agency No FEAR Act Training Plan. 
 
Attachments as stated: 
 
FY 2012 No FEAR Act data posting 
No FEAR Act Training Plan 



No FEAR Act Notice

The Notification and Federal  Employee Anti-discrimination and

The No FEAR Act requires agencies to post on their public web sites 

 

The Federal Reserve Board's public web site contains statistical data
in accordance with the No FEAR Act.

 Information updated as of September 30, 2012

    Complaint activity
    Complaints by basis
    Complaints by issue
    Processing time
    Complaints dismissed by agency
    Complaints dismissed by complainants
    Total final actions finding of discrimination
    Finding of discrimination rendered by basis
    Finding of discrimination rendered by issue

       Pending complaints filed in previous fiscal years by status
    Complaint investigations

2007 2008 2009 2010 2011 10/2011 - 9/2012
Number of complaints filed 1 2 1 7 10 12
Number of complainants 4 3 3 9 17 23
Repeat filers 0 0 0 0 0 0

Note: Complaints can be filed alleging multiple 
bases. The sum of the bases may not equal total 
complaints filed

2007 2008 2009 2010 2011 10/2011 - 9/2012

Race 2 2 1 6 10 16
Color 0 1 0 1 2 3
Religion 0 1 0 0 0 2
Reprisal 3 1 1 2 5 11
Sex 2 2 1 5 8 11
National origin 1 1 1 2 3 3
Equal Pay Act 0 0 0 0 0 1
Age 2 3 3 6 8 15
Disability 0 1 0 3 2 5
Non EEO 0 0 0 0 0 0

Note: Complaints can be filed alleging multiple 
issues. The sum of the issues may not equal total 

complaints filed
2007 2008 2009 2010 2011 10/2011 - 9/2012

Appointment/hire 0 2 0 0 0 0
Assignment of duties 0 0 0 2 3 4
Awards 0 0 0 0 0 0
Conversion to full-time 0 0 0 0 0 0

Demotion 0 0 0 0 0 0
Reprimand 0 0 0 0 0 1
Removal 0 0 0 2 2 2
Suspension 0 0 0 0 0 0
Other 0 0 0 0 0 1

Duty hours 0 0 0 1 0 0
Evaluation appraisal 1 1 1 1 2 4
Examination/test 0 0 0 0 0 0

Nonsexual 2 2 0 4 8 11
Sexual 0 0 0 1 2 1

Medical examination 0 0 0 0 0 0

Comparative data
Previous fiscal year dataComplaint activity

Complaints by basis

Disciplinary action

Harassment

Fiscal Year 2012

Fiscal Year 2012

Fiscal Year 2012

Previous fiscal year data

Comparative data
Previous fiscal year data

filed against the respective agencies. 

Comparative data

Complaints by issue

Retaliation Act (No FEAR Act) of 2002 increases federal agency
accountability for acts of discrimination or reprisal against employees.

statistical data relating to equal employment opportunity complaints 

No FEAR Act

I I I I I I 



Pay (including overtime) 0 0 0 1 1 1
Promotion/nonselection 3 1 2 5 6 10

Denied 0 0 0 0 0 0
Directed 0 0 0 0 0 0

Reasonable accommodation 0 0 0 1 1 3
Reinstatement 0 0 0 0 0 0
Retirement 0 0 0 0 0 0
Termination 0 0 0 0 2 2
Terms/conditions of employment 0 0 0 2 2 9
Time and attendance 0 0 0 0 0 0
Training 0 0 0 0 0 0
Other 0 0 0 3 4 1

2007 2008 2009 2010 2011 10/2011 - 9/2012
Complaints pending during fiscal year

Average number of days in investigation stage 136 169 209 68 151 133
Average number of days in final action stage 44 0 28 28 36 53

Complaints pending during fiscal year where hearing 
was requested

Average number of days in investigation stage 136 137 209 93 183 148
Average number of days in final action stage 44 0 28 28 36 47

Complaints pending during fiscal year where hearing 
was not requested

Average number of days in investigation stage 0 0 0 87 0 93
Average number of days in final action stage 0 0 0 62 0 92

2007 2008 2009 2010 2011 10/2011 - 9/2012
Total complaints dismissed by agency 0 0 0 0 1 0
Average days pending prior to dismissal 0 0 0 0 531 0                         

Total complaints withdrawn by complainants 0 1 0 0 0 1

# % # % # % # % # % # %
Total number findings 0 0 0 0 0 0
Without hearing 0 0 0 0 0 0 0 0 0 0 0 0
With hearing 0 0 0 0 0 0 0 0 0 0 0 0

Findings of discrimination 
rendered by basis

# % # % # % # % # % # %
Total number findings 0 0 0 0 0 0

Race 0 0 0 0 0 0 0 0 0 0 0 0

Color 0 0 0 0 0 0 0 0 0 0 0 0

Religion 0 0 0 0 0 0 0 0 0 0 0 0

Reprisal 0 0 0 0 0 0 0 0 0 0 0 0

Sex 0 0 0 0 0 0 0 0 0 0 0 0

National origin 0 0 0 0 0 0 0 0 0 0 0 0

Equal Pay Act 0 0 0 0 0 0 0 0 0 0 0 0

Age 0 0 0 0 0 0 0 0 0 0 0 0

Disability 0 0 0 0 0 0 0 0 0 0 0 0

Non EEO 0 0 0 0 0 0 0 0 0 0 0 0

Findings after hearing 0 0 0 0 0 0 0 0 0 0 0 0

Race 0 0 0 0 0 0 0 0 0 0 0 0

Color 0 0 0 0 0 0 0 0 0 0 0 0

Religion 0 0 0 0 0 0 0 0 0 0 0 0

Reprisal 0 0 0 0 0 0 0 0 0 0 0 0

Sex 0 0 0 0 0 0 0 0 0 0 0 0

National origin 0 0 0 0 0 0 0 0 0 0 0 0

Equal Pay Act 0 0 0 0 0 0 0 0 0 0 0 0

Age 0 0 0 0 0 0 0 0 0 0 0 0

Disability 0 0 0 0 0 0 0 0 0 0 0 0

Non EEO 0 0 0 0 0 0 0 0 0 0 0 0

Previous fiscal year data

10/2011 - 9/2012

Processing time 

2008

Comparative data

10/2011 - 9/20122010

Fiscal Year 2012

Fiscal Year 2012

Fiscal Year 2012

Complaints withdrawn by complainants

Comparative data

Comparative data

Previous fiscal year data

Complaints dismissed by agency

Reassignment

Previous fiscal year data

2009 2011

2010 20112007

Total final actions finding discrimination
Previous fiscal year data

Fiscal Year 2012

2008

2007

Comparative data

Note: Complaints can be filed alleging multiple 
bases.  The sum of the bases may not equal total 
complaints and findings

2009
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Findings without hearing 0 0 0 0 0 0 0 0 0 0 0 0

Race 0 0 0 0 0 0 0 0 0 0 0 0

Color 0 0 0 0 0 0 0 0 0 0 0 0

Religion 0 0 0 0 0 0 0 0 0 0 0 0

Reprisal 0 0 0 0 0 0 0 0 0 0 0 0

Sex 0 0 0 0 0 0 0 0 0 0 0 0

National origin 0 0 0 0 0 0 0 0 0 0 0 0

Equal Pay Act 0 0 0 0 0 0 0 0 0 0 0 0

Age 0 0 0 0 0 0 0 0 0 0 0 0

Disability 0 0 0 0 0 0 0 0 0 0 0 0

Non EEO 0 0 0 0 0 0 0 0 0 0 0 0

Findings of discrimination 
rendered by issue

# % # % # % # % # %  %

Total number findings 0 0 0 0 0 0

Appointment/hire 0 0 0 0 0 0 0 0 0 0 0 0

Assignment of duties 0 0 0 0 0 0 0 0 0 0 0 0

Awards 0 0 0 0 0 0 0 0 0 0 0 0

Conversion to full-time 0 0 0 0 0 0 0 0 0 0 0 0

Disciplinary action 0 0 0 0 0 0 0 0 0 0 0 0

Demotion 0 0 0 0 0 0 0 0 0 0 0 0

Reprimand 0 0 0 0 0 0 0 0 0 0 0 0

Suspension 0 0 0 0 0 0 0 0 0 0 0 0

Removal 0 0 0 0 0 0 0 0 0 0 0 0

Other 0 0 0 0 0 0 0 0 0 0 0 0

Duty hours 0 0 0 0 0 0 0 0 0 0 0 0

Evaluation appraisal 0 0 0 0 0 0 0 0 0 0 0 0

Examination/test 0 0 0 0 0 0 0 0 0 0 0 0

Harassment 0 0 0 0 0 0 0 0 0 0 0 0

Nonsexual 0 0 0 0 0 0 0 0 0 0 0 0

Sexual 0 0 0 0 0 0 0 0 0 0 0 0

Medical examination 0 0 0 0 0 0 0 0 0 0 0 0

Pay (including overtime) 0 0 0 0 0 0 0 0 0 0 0 0

Promotion/nonselection 0 0 0 0 0 0 0 0 0 0 0 0

Reassignment 0 0 0 0 0 0 0 0 0 0 0 0

Denied 0 0 0 0 0 0 0 0 0 0 0 0

Directed 0 0 0 0 0 0 0 0 0 0 0 0

Reasonable accommodation 0 0 0 0 0 0 0 0 0 0 0 0

Reinstatement 0 0 0 0 0 0 0 0 0 0 0 0

Retirement 0 0 0 0 0 0 0 0 0 0 0 0

Termination 0 0 0 0 0 0 0 0 0 0 0 0

Terms/conditions of employment 0 0 0 0 0 0 0 0 0 0 0 0

Time and attendance 0 0 0 0 0 0 0 0 0 0 0 0

Training 0 0 0 0 0 0 0 0 0 0 0 0

Other 0 0 0 0 0 0 0 0 0 0 0 0

Findings after hearing

Appointment/hire 0 0 0 0 0 0 0 0 0 0 0 0

Assignment of duties 0 0 0 0 0 0 0 0 0 0 0 0

Awards 0 0 0 0 0 0 0 0 0 0 0 0

Conversion to full-time 0 0 0 0 0 0 0 0 0 0 0 0

Disciplinary action 0 0 0 0 0 0 0 0 0 0 0 0

Demotion 0 0 0 0 0 0 0 0 0 0 0 0

Reprimand 0 0 0 0 0 0 0 0 0 0 0 0

Suspension 0 0 0 0 0 0 0 0 0 0 0 0

Removal 0 0 0 0 0 0 0 0 0 0 0 0

Other 0 0 0 0 0 0 0 0 0 0 0 0

Duty hours 0 0 0 0 0 0 0 0 0 0 0 0

Evaluation appraisal 0 0 0 0 0 0 0 0 0 0 0 0

Examination/test 0 0 0 0 0 0 0 0 0 0 0 0

Harassment 0 0 0 0 0 0 0 0 0 0 0 0

Nonsexual 0 0 0 0 0 0 0 0 0 0 0 0

Sexual 0 0 0 0 0 0 0 0 0 0 0 0

Medical examination 0 0 0 0 0 0 0 0 0 0 0 0

Pay (including overtime) 0 0 0 0 0 0 0 0 0 0 0 0

Promotion/nonselection 0 0 0 0 0 0 0 0 0 0 0 0

Reassignment 0 0 0 0 0 0 0 0 0 0 0 0

Denied 0 0 0 0 0 0 0 0 0 0 0 0

Directed 0 0 0 0 0 0 0 0 0 0 0 0

Reasonable accommodation 0 0 0 0 0 0 0 0 0 0 0 0

Fiscal Year 2012
Comparative data

10/2011 - 9/20122010

Previous fiscal year data

20112007 2008 2009
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Reinstatement 0 0 0 0 0 0 0 0 0 0 0 0

Retirement 0 0 0 0 0 0 0 0 0 0 0 0

Termination 0 0 0 0 0 0 0 0 0 0 0 0

Terms/conditions of employment 0 0 0 0 0 0 0 0 0 0 0 0

Time and attendance 0 0 0 0 0 0 0 0 0 0 0 0

Training 0 0 0 0 0 0 0 0 0 0 0 0

Other 0 0 0 0 0 0 0 0 0 0 0 0

Findings without hearing 0 0 0 0 0 0 0 0 0 0 0 0

Appointment/hire 0 0 0 0 0 0 0 0 0 0 0 0

Assignment of duties 0 0 0 0 0 0 0 0 0 0 0 0

Awards 0 0 0 0 0 0 0 0 0 0 0 0

Conversion to full-time 0 0 0 0 0 0 0 0 0 0 0 0

Disciplinary action 0 0 0 0 0 0 0 0 0 0 0 0

Demotion 0 0 0 0 0 0 0 0 0 0 0 0

Reprimand 0 0 0 0 0 0 0 0 0 0 0 0

Suspension 0 0 0 0 0 0 0 0 0 0 0 0

Removal 0 0 0 0 0 0 0 0 0 0 0 0

Other 0 0 0 0 0 0 0 0 0 0 0 0

Duty hours 0 0 0 0 0 0 0 0 0 0 0 0

Evaluation appraisal 0 0 0 0 0 0 0 0 0 0 0 0

Examination/test 0 0 0 0 0 0 0 0 0 0 0 0

Harassment 0 0 0 0 0 0 0 0 0 0 0 0

Nonsexual 0 0 0 0 0 0 0 0 0 0 0 0

Sexual 0 0 0 0 0 0 0 0 0 0 0 0

Medical examination 0 0 0 0 0 0 0 0 0 0 0 0

Pay (including overtime) 0 0 0 0 0 0 0 0 0 0 0 0

Promotion/nonselection 0 0 0 0 0 0 0 0 0 0 0 0

Reassignment 0 0 0 0 0 0 0 0 0 0 0 0

Denied 0 0 0 0 0 0 0 0 0 0 0 0

Directed 0 0 0 0 0 0 0 0 0 0 0 0

Reasonable accommodation 0 0 0 0 0 0 0 0 0 0 0 0

Reinstatement 0 0 0 0 0 0 0 0 0 0 0 0

Retirement 0 0 0 0 0 0 0 0 0 0 0 0

Termination 0 0 0 0 0 0 0 0 0 0 0 0

Terms/conditions of employment 0 0 0 0 0 0 0 0 0 0 0 0

Time and attendance 0 0 0 0 0 0 0 0 0 0 0 0

Training 0 0 0 0 0 0 0 0 0 0 0 0

Other 0 0 0 0 0 0 0 0 0 0 0 0

Pending complaints filed in previous

 fiscal years by status
2007 2008 2009 2010 2011 10/2011 - 9/2012

Total complaints from previous fiscal years 4 1 2 2 10 13

Investigation 0 0 0 0 0 0
Hearing 3 0 1 1 6 4
Final action 0 1 0 0 0 1
Appeal with EEOC Office of Federal Operations

1 0 1 1 1 2

Class Certification with EEOC Office of Federal 
Operations 

0 0 0 0 1 4

       District Court 0 0 0 0 2 2

2007 2008 2009 2010 2011 10/2011 - 9/2012
Pending complaints where investigations exceed 
required time frames 0 2 3 0 2 3

 For further information, please contact the Diversity and Inclusion Programs Director.
Office Diveristy and Inclusion Director, Stop 156
Board of Governors of the Federal Reserve System
20th and Constitution Avenue, NW
Washington, DC 20551
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Fiscal Year 2012

Number complaints pending

Previous fiscal year data
Comparative data

Fiscal Year 2012Complaint investigations

Comparative data

Previous fiscal year data



 
 
 

No FEAR Act Written Training Plan 
Submitted by 

Board of Governors of the Federal Reserve System 
 
 

On July 20, 2006, the Office of Personnel Management (OPM) published its final rule 
implementing the training requirements of the Notification and Federal Employee 
Antidiscrimination and Retaliation Act (No FEAR Act). 
 
The final rule required each agency to develop a written plan for training all of its employees, 
including supervisors and managers. The plan must describe: 
 

• The instructional materials and method of the training 
• The training schedule, and 
• The means of documenting completion of training 

 
On December 28, 2006, the Office of Personnel Management issued the final rule regarding 
“Implementations of Title II of the No FEAR Act of 2002 – Reporting and Best Practices.”  
Among other things, this final rule requires each agency to provide annual reports on the number 
of items relating to the agency’s implementation of the No FEAR Act, including the agency’s 
written plan. 
 
This document constitutes the Board of Governors of the Federal Reserve System’s (Board) No 
FEAR Act written training Plan. 
 
 

I. The instructional materials and method of the training 
 
The final rules require federal agencies to train all employees on their rights and remedies under 
the federal antidiscrimination and whistleblower protection laws. Agencies must have trained all 
current employees by December 17, 2006, and all new employees within 90 days of hire.  
Agencies also must provide training to all employees every two years. With these requirements 
in mind, the Board will provide instruction to employees through interactive online No FEAR 
Act training courses. 
 
As required by the No FEAR Act and the OPM final rule, the Board’s online course teaches our 
employees about their rights and remedies available under the antidiscrimination, retaliation, 
and whistleblower protection laws. With regard to rights under whistleblowing statutes, the No 
FEAR Act provides for notification and training only with regard to a federal statute that is 
inapplicable to employees of the Board. The Federal Deposit Insurance Act and the Inspector  
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General Act, however, prohibit retaliation against Board employees if they make a protected 
disclosure of any possible violation of any law or regulation, gross mismanagement, a gross 
waste of funds, and abuse of authority, or a substantial and specific danger to public health or 
safety. Employees who believe they have experienced retaliation for such whistleblowing 
activities have been informed via the required Employee Notification of Rights No FEAR Act 
provision whom to contact. 
 
The No FEAR Act course: 
 

• Provides instruction on all topics required by the No FEAR Act and the OPM final rule 
• Provides supervisors and managers additional instruction on their responsibilities 
• Allows users to interact with a series of audio-visual scenarios so that they are 

continually engaged in the learning process 
• Provides a quiz based on training content 
• Portal for employees to submit questions to the EEO office based on training content 

 
 

II. The training schedule 
 

The Board has conducted required EEO Training for all employees since 1979.  We have 
maintained completion records through our training course data base. The Board also provides 
specific EEO training for supervisory employees. The training modules cover anti-
discrimination laws, legal compliance, workplace harassment (including sexual harassment), the 
EEO complaint process and retaliation. 
 
Beginning April 2007, access to the online course was provided.  Employees completed their 
initial No FEAR Act training by April 30, 2007 and subsequent training thereafter. The Board 
ensures that employees complete training within 90 days from their starting dates. 
 
As  required under the No FEAR Act, employees will be provided refresher courses via blended 
training, i.e.: Web, classroom, and seminars focusing on the major principles of the previous 
training and addressing new and developing areas related to No FEAR Act compliance. 

 
III. The means of documenting completion of training 

 
The Board tracks employees’ completion of the online training courses through a learning 
management system which automatically creates a record of each employee’s course 
completion and enables the training coordinator to monitor training scheduling and completion. 

 



 

 

BOARD OF GOVERNORS OF THE FEDERAL RESERVE SYSTEM 
Tenth Annual No FEAR Act Report 

Fiscal Year 2013 
 
 
The Board of Governors of the Federal Reserve System (Board) hereby submits this 
Tenth Annual Report pursuant to the requirements of Section 203 of the Notification and 
Federal Employee Antidiscrimination and Retaliation Act of 2002 (No FEAR Act), 
Public Law 107-174.  In accordance with Section 203(a) of the No FEAR Act and its 
regulations there-under (5 C.F.R. § 724.302), this Tenth  Annual Report is being 
forwarded to the Speaker of the House of Representatives, the President pro tempore of 
the Senate, the Committee on Governmental Affairs of the Senate, the Committee on 
Government Reform of the House of Representatives, each committee of Congress with 
jurisdiction relating to the Board, the Equal Employment Opportunity Commission, and 
the Attorney General of the United States, and the Director of the Office of Personnel 
Management. 
 
The Board responds to the items listed in Section 203(a) (1) through (8) of the No FEAR 
Act and 5 C.F.R. § 724.302 as follows: 
 
(1) The number of cases in Federal court pending or resolved in each fiscal year 

and arising under each of the respective provisions of the Federal 
Antidiscrimination Laws and Whistleblower Protection Laws applicable to the 
agency as defined in 5 C.F.R. § 724.102 in which an employee, former Federal 
employee, or applicant alleged a violation(s) of these laws, separating data by  
the provision(s) of law involved; 

 

Basis of Actions
Total Cases Pending or 

Resolved
29 U.S.C. § 633a (Age) 0

42 U.S.C.  § 2000e-16 ( Race, 
Color, Religion, Sex, or National 

Origin)
1

29 U.S.C. § 206 (Equal Pay Act) 1

29 U.S.C . § 791 (Disability) 0

Fiscal Year 2013

 
 
 
 

(2) In the aggregate, for the cases identified in paragraph (1), above, and separated 
by provision(s) of law involved: 

 
(i) The status or disposition (including resolved); 

 



 2

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
(ii) The amount of money required to be reimbursed to the Judgment Fund by 
the agency for payments as defined in 5 C.F.R. § 724.102; 

 
None 

 
(iii) The amount of reimbursement to the Fund for attorney’s fees where such 
fees have been separately designated; 

 
None 

  
(3) In connection with cases identified in paragraph (1), above, the total number of 

employees in each fiscal year disciplined as defined in 5 C.F.R. § 724.102 and 
the specific nature, e.g., reprimand, etc., of the disciplinary actions taken, 
separated by the provision(s) of law involved; 

 
None 

 
(4) The final year-end data about discrimination complaints for each fiscal year 

that was posted in accordance with Equal Employment Opportunity 
Regulations at subpart G of title 29 of the Code of Federal Regulations 
(implementing section 301(c)(1)(b) of the No FEAR Act); 
 
Attached is a copy of the No FEAR Act FY 2013 data posted on the Board’s public 
website. 

 
(5) Whether or not in connection with cases in Federal court, the number of 

employees in each fiscal year disciplined as defined in 5 C.F.R. § 724.102 in 
accordance with any agency policy described in paragraph (6), below.  The 

Basis of Actions
29 U.S.C. § 633a (Age) 0

42 U.S.C. § 2000e-16 (Race, 
Color, Religion, Sex, or National 

Origin)
1

29 U.S.C. § 206 (Equal Pay) 1
29 U.S.C. § 791 (Disabiltiy) 0

Resolved
Basis of Actions

29 U.S.C. § 633a (Age) 0
42 U.S.C. § 2000e-16 (Race, 

Color, Religion, Sex, or National 
Origin)

0

29 U.S.C. § 791 (Disability) 0
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specific nature, e.g., reprimand, etc., of the disciplinary actions taken must be 
identified. 

 
None 

 
(6) A detailed description of the agency’s policy for taking disciplinary action 

against Federal employees for conduct that is inconsistent with Federal 
Antidiscrimination Laws and Whistleblower Protection Laws or for conduct 
that constitutes another prohibited personnel practice revealed in connection 
with agency investigations of alleged violations of these laws; 

 
The Board does not have a separate policy for disciplining Board employees found 
to have committed practices referenced above. However, the Board’s disciplinary 
policies; the Disciplinary Actions Policy and the Adverse Action Policy are used to 
discipline such employees. 

 
Under the Disciplinary Actions policy, the Board may take progressive discipline to 
correct unsatisfactory conduct or other work-related matters. Progressive discipline 
is a process for dealing with job-related behavior that does not meet the Board’s 
expected and communicated performance standards. The primary purpose for 
progressive discipline is to provide the employee aware of an opportunity to 
improve conduct or performance issues.  It involves increasingly formal efforts to 
provide feedback to the employee so he or she can correct the problem. It can 
include, where appropriate, oral counseling, written warnings, and suspensions of 14 
calendar days or less.  Under the Adverse Action Policy, adverse action against an 
employee may be in the form of discharge, removal, or suspension without pay for a 
period of more than 14 calendar days or a reduction in grade or pay. 
 
In accordance with Board procedures, the Board reviews and revises employment 
policies where applicable. The Equal Employment Opportunity, Discriminatory 
Workplace Harassment and Reasonable Accommodation policies are among the 
policies implemented or updated in fiscal year 2013. The updated policies strengthen 
and clarify the processes and procedures in addressing matters that pertain to EEO 
and other related workplace issues in order to avoid, decrease and/or resolve 
complaints. The Board informed employees of policy updates through the internal 
website and new employees certify receipt of the Workplace Harassment policy 
during the on-boarding process. Certifications are maintained by the Diversity and 
Inclusion office. 
 

 
(7) An analysis of the information provided in paragraphs (1) through (6), above, 

in conjunction with data provided to the Equal Employment Opportunity 
Commission in compliance with 29 C.F.R. § 1614.  Such analysis must include: 
(i) An examination of trends; (ii) Causal analysis; (iii) Practical knowledge 
gained through experience; and (iv) Any actions planned or taken to improve 
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complaint or civil rights programs of the agency with the goal of eliminating 
discrimination and retaliation in the workplace; 
 
EEO Complaint Activity 
 
In accordance with 29 C.F.R § 1614.105(d), pre-complaint counseling cases were 
completed timely within 30 calendar days, unless an extension was granted. During 
FY 2013, the Board’s EEO counselors counseled 146 pre-complaints, of which 6 
entered the formal complaint process.  In FY 2012, 54 pre-complaint counseling 
sessions were held and 12 formal complaints were filed.  Thus, while the number of 
pre-complaint counseling sessions increased, the number of formal EEO complaints 
filed in fiscal year 2013 decreased by 50 percent compared to fiscal year 2012. 
   
The EEO and Employee Relations staff continue to collaborate to reach resolutions 
through mediation and facilitated discussions between parties involved.  Also, 
counselors closely interacted with employees and management to effectively 
promote resolutions for complaints that did not enter the formal process. 
 
EEO Investigations 
 
In fiscal year 2013, the average number of days EEO formal complaints were in the 
investigative stage increased to 228 days, compared to 133 in FY 2012. Much of the 
increase in processing time was due to amendments of pending complaints, which 
required additional investigation.  To address this issue, the Board has established 
the following procedure to improve the investigation processing time:  
 
- Investigators are required to submit a status report of investigation within 45 days 

of the assignment.  
 
- When a complaint is amended, the Office of Diversity and Inclusion will adjust 

the timeframe for completing the investigation based on the number of amended 
claims accepted by the Board for investigation.     

 
Training 
 
In fiscal year 2013, the Board continued to provide Workplace Harassment 
Prevention training and counseling services to divisions addressing EEO and/or 
diversity issues and trends. Other diversity-related training included Conflict 
Resolution, Management Awareness, Fierce Conversations, and Micro Inequities 
Workshop. 
 
In compliance with the training requirements of the No FEAR Act, the Board has 
contracted with Navex Global to provide No FEAR web-based training in 2014. This 
training is required for all employees. The segments will cover EEO compliance, 
disability and accommodations and discriminatory workplace harassment. 
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(8) For each fiscal year, any adjustment needed or made to the budget of the 
agency to comply with its Judgment Fund reimbursement obligation(s) 
incurred under 5 C.F.R. § 724.103. 
 

None 
 
(9) The agency’s written plan developed under 5 C.F.R. § 724.203(a) to train its 

employees.   
 

See attached agency No FEAR Act Training Plan. 
 
Attachments as stated: 
 
FY 2013 No FEAR Act data posting 
No FEAR Act Training Plan 



No FEAR Act Notice

The Notification and Federal  Employee Anti-discrimination and

The No FEAR Act requires agencies to post on their public web sites 

 

The Federal Reserve Board's public web site contains statistical data
in accordance with the No FEAR Act.

 Information updated as of September 30, 2013

    Complaint activity
    Complaints by basis
    Complaints by issue
    Processing time
    Complaints dismissed by agency
    Complaints dismissed by complainants
    Total final actions finding of discrimination
    Finding of discrimination rendered by basis
    Finding of discrimination rendered by issue

       Pending complaints filed in previous fiscal years by status
    Complaint investigations

2008 2009 2010 2011 2012 10/2012 - 9/2013
Number of complaints filed 2 1 7 10 12 6
Number of complainants 3 3 9 17 23 18
Repeat filers 0 0 0 0 0 0

Note: Complaints can be filed alleging multiple 
bases. The sum of the bases may not equal total 
complaints filed

2008 2009 2010 2011 2012 10/2012 - 9/2013

Race 2 1 6 10 16 15
Color 1 0 1 2 3 4
Religion 1 0 0 0 2 2
Reprisal 1 1 2 5 11 8
Sex 2 1 5 8 11 11
National origin 1 1 2 3 3 1
Equal Pay Act 0 0 0 0 1 3
Age 3 3 6 8 15 9
Disability 1 0 3 2 5 2
Non EEO 0 0 0 0 0 0

Note: Complaints can be filed alleging multiple 
issues. The sum of the issues may not equal total 

complaints filed
2008 2009 2010 2011 2012 10/2012 - 9/2013

Appointment/hire 2 0 0 0 0 0
Assignment of duties 0 0 2 3 4 4
Awards 0 0 0 0 0 0
Conversion to full-time 0 0 0 0 0 0

Demotion 0 0 0 0 0 0
Reprimand 0 0 0 0 1 2
Removal 0 0 2 2 2 1
Suspension 0 0 0 0 0 0
Other 0 0 0 0 1 1

Duty hours 0 0 1 0 0 0
Evaluation appraisal 1 1 1 2 4 3
Examination/test 0 0 0 0 0 0

Nonsexual 2 0 4 8 11 10
Sexual 0 0 1 2 1 1

Medical examination 0 0 0 0 0 0

Complaints by basis

Disciplinary action

Harassment

Fiscal Year 2013

Fiscal Year 2013

Fiscal Year 2013
Previous fiscal year data

Comparative data

filed against the respective agencies. 

Retaliation Act (No FEAR Act) of 2002 increases federal agency
accountability for acts of discrimination or reprisal against employees.

statistical data relating to equal employment opportunity complaints 

No FEAR Act

Complaints by issue
Comparative data

Comparative data
Previous fiscal year data

Previous fiscal year data

Complaint activity

I I I I I I 



Pay (including overtime) 0 0 1 1 1 3
Promotion/nonselection 1 2 5 6 10 10

Denied 0 0 0 0 0 0

Directed 0 0 0 0 0 0

Reasonable accommodation 0 0 1 1 3 2

Reinstatement 0 0 0 0 0 0

Retirement 0 0 0 0 0 0

Termination 0 0 0 2 2 0

Terms/conditions of employment 0 0 2 2 9 5

Time and attendance 0 0 0 0 0 0

Training 0 0 0 0 0 1

Other 0 0 3 4 1 2

2008 2009 2010 2011 2012 10/2012 - 9/2013
Complaints pending during fiscal year

Average number of days in investigation stage 169 209 68 151 133 228

Average number of days in final action stage 0 28 28 36 53 26

Complaints pending during fiscal year where hearing 
was requested

Average number of days in investigation stage 137 209 93 183 148 151

Average number of days in final action stage 0 28 28 36 47 27

Complaints pending during fiscal year where hearing 
was not requested

Average number of days in investigation stage 0 0 87 0 93 220

Average number of days in final action stage 0 0 62 0 92 24

2008 2009 2010 2011 2012 10/2012 - 9/2013
Total complaints dismissed by agency 0 0 0 1 0 1

Average days pending prior to dismissal 0 0 0 531 0 27                         

Total complaints withdrawn by complainants 0 1 0 0 1 1

# % # % # % # % # % # %
Total number findings 0 0 0 0 0 0
Without hearing 0 0 0 0 0 0 0 0 0 0 0 0
With hearing 0 0 0 0 0 0 0 0 0 0 0 0

Findings of discrimination 
rendered by basis

# % # % # % # % # % # %
Total number findings 0 0 0 0 0 0

Race 0 0 0 0 0 0 0 0 0 0 0 0

Color 0 0 0 0 0 0 0 0 0 0 0 0

Religion 0 0 0 0 0 0 0 0 0 0 0 0

Reprisal 0 0 0 0 0 0 0 0 0 0 0 0

Sex 0 0 0 0 0 0 0 0 0 0 0 0

National origin 0 0 0 0 0 0 0 0 0 0 0 0

Equal Pay Act 0 0 0 0 0 0 0 0 0 0 0 0

Age 0 0 0 0 0 0 0 0 0 0 0 0

Disability 0 0 0 0 0 0 0 0 0 0 0 0

Non EEO 0 0 0 0 0 0 0 0 0 0 0 0

Findings after hearing 0 0 0 0 0 0 0 0 0 0 0 0

Race 0 0 0 0 0 0 0 0 0 0 0 0

Color 0 0 0 0 0 0 0 0 0 0 0 0

Religion 0 0 0 0 0 0 0 0 0 0 0 0

Reprisal 0 0 0 0 0 0 0 0 0 0 0 0

Sex 0 0 0 0 0 0 0 0 0 0 0 0

National origin 0 0 0 0 0 0 0 0 0 0 0 0

Equal Pay Act 0 0 0 0 0 0 0 0 0 0 0 0

Age 0 0 0 0 0 0 0 0 0 0 0 0

Disability 0 0 0 0 0 0 0 0 0 0 0 0

Non EEO 0 0 0 0 0 0 0 0 0 0 0 0

Complaints withdrawn by complainants

2010

Fiscal Year 2013

Fiscal Year 2013
Comparative data

Previous fiscal year data
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Previous fiscal year data

Processing time 

20009

Previous fiscal year data

Comparative data

2011

Note: Complaints can be filed alleging multiple 
bases.  The sum of the bases may not equal total 
complaints and findings
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Findings without hearing 0 0 0 0 0 0 0 0 0 0 0 0

Race 0 0 0 0 0 0 0 0 0 0 0 0

Color 0 0 0 0 0 0 0 0 0 0 0 0

Religion 0 0 0 0 0 0 0 0 0 0 0 0

Reprisal 0 0 0 0 0 0 0 0 0 0 0 0

Sex 0 0 0 0 0 0 0 0 0 0 0 0

National origin 0 0 0 0 0 0 0 0 0 0 0 0

Equal Pay Act 0 0 0 0 0 0 0 0 0 0 0 0

Age 0 0 0 0 0 0 0 0 0 0 0 0

Disability 0 0 0 0 0 0 0 0 0 0 0 0

Non EEO 0 0 0 0 0 0 0 0 0 0 0 0

Findings of discrimination 
rendered by issue

# % # % # % # % # %  %

Total number findings 0 0 0 0 0 0

Appointment/hire 0 0 0 0 0 0 0 0 0 0 0 0

Assignment of duties 0 0 0 0 0 0 0 0 0 0 0 0

Awards 0 0 0 0 0 0 0 0 0 0 0 0

Conversion to full-time 0 0 0 0 0 0 0 0 0 0 0 0

Disciplinary action 0 0 0 0 0 0 0 0 0 0 0 0

Demotion 0 0 0 0 0 0 0 0 0 0 0 0

Reprimand 0 0 0 0 0 0 0 0 0 0 0 0

Suspension 0 0 0 0 0 0 0 0 0 0 0 0

Removal 0 0 0 0 0 0 0 0 0 0 0 0

Other 0 0 0 0 0 0 0 0 0 0 0 0

Duty hours 0 0 0 0 0 0 0 0 0 0 0 0

Evaluation appraisal 0 0 0 0 0 0 0 0 0 0 0 0

Examination/test 0 0 0 0 0 0 0 0 0 0 0 0

Harassment 0 0 0 0 0 0 0 0 0 0 0 0

Nonsexual 0 0 0 0 0 0 0 0 0 0 0 0

Sexual 0 0 0 0 0 0 0 0 0 0 0 0

Medical examination 0 0 0 0 0 0 0 0 0 0 0 0

Pay (including overtime) 0 0 0 0 0 0 0 0 0 0 0 0

Promotion/nonselection 0 0 0 0 0 0 0 0 0 0 0 0

Reassignment 0 0 0 0 0 0 0 0 0 0 0 0

Denied 0 0 0 0 0 0 0 0 0 0 0 0

Directed 0 0 0 0 0 0 0 0 0 0 0 0

Reasonable accommodation 0 0 0 0 0 0 0 0 0 0 0 0

Reinstatement 0 0 0 0 0 0 0 0 0 0 0 0

Retirement 0 0 0 0 0 0 0 0 0 0 0 0

Termination 0 0 0 0 0 0 0 0 0 0 0 0

Terms/conditions of employment 0 0 0 0 0 0 0 0 0 0 0 0

Time and attendance 0 0 0 0 0 0 0 0 0 0 0 0

Training 0 0 0 0 0 0 0 0 0 0 0 0

Other 0 0 0 0 0 0 0 0 0 0 0 0

Findings after hearing

Appointment/hire 0 0 0 0 0 0 0 0 0 0 0 0

Assignment of duties 0 0 0 0 0 0 0 0 0 0 0 0

Awards 0 0 0 0 0 0 0 0 0 0 0 0

Conversion to full-time 0 0 0 0 0 0 0 0 0 0 0 0

Disciplinary action 0 0 0 0 0 0 0 0 0 0 0 0

Demotion 0 0 0 0 0 0 0 0 0 0 0 0

Reprimand 0 0 0 0 0 0 0 0 0 0 0 0

Suspension 0 0 0 0 0 0 0 0 0 0 0 0

Removal 0 0 0 0 0 0 0 0 0 0 0 0

Other 0 0 0 0 0 0 0 0 0 0 0 0

Duty hours 0 0 0 0 0 0 0 0 0 0 0 0

Evaluation appraisal 0 0 0 0 0 0 0 0 0 0 0 0

Examination/test 0 0 0 0 0 0 0 0 0 0 0 0

Harassment 0 0 0 0 0 0 0 0 0 0 0 0

Nonsexual 0 0 0 0 0 0 0 0 0 0 0 0

Sexual 0 0 0 0 0 0 0 0 0 0 0 0

Medical examination 0 0 0 0 0 0 0 0 0 0 0 0

Pay (including overtime) 0 0 0 0 0 0 0 0 0 0 0 0

Promotion/nonselection 0 0 0 0 0 0 0 0 0 0 0 0

Reassignment 0 0 0 0 0 0 0 0 0 0 0 0

Denied 0 0 0 0 0 0 0 0 0 0 0 0

Directed 0 0 0 0 0 0 0 0 0 0 0 0

Reasonable accommodation 0 0 0 0 0 0 0 0 0 0 0 0

Previous fiscal year data

2012

Comparative data

2008 2009 2010 10/2012 - 9/2013

Fiscal Year 2013

2011
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Reinstatement 0 0 0 0 0 0 0 0 0 0 0 0

Retirement 0 0 0 0 0 0 0 0 0 0 0 0

Termination 0 0 0 0 0 0 0 0 0 0 0 0

Terms/conditions of employment 0 0 0 0 0 0 0 0 0 0 0 0

Time and attendance 0 0 0 0 0 0 0 0 0 0 0 0

Training 0 0 0 0 0 0 0 0 0 0 0 0

Other 0 0 0 0 0 0 0 0 0 0 0 0

Findings without hearing 0 0 0 0 0 0 0 0 0 0 0 0

Appointment/hire 0 0 0 0 0 0 0 0 0 0 0 0

Assignment of duties 0 0 0 0 0 0 0 0 0 0 0 0

Awards 0 0 0 0 0 0 0 0 0 0 0 0

Conversion to full-time 0 0 0 0 0 0 0 0 0 0 0 0

Disciplinary action 0 0 0 0 0 0 0 0 0 0 0 0

Demotion 0 0 0 0 0 0 0 0 0 0 0 0

Reprimand 0 0 0 0 0 0 0 0 0 0 0 0

Suspension 0 0 0 0 0 0 0 0 0 0 0 0

Removal 0 0 0 0 0 0 0 0 0 0 0 0

Other 0 0 0 0 0 0 0 0 0 0 0 0

Duty hours 0 0 0 0 0 0 0 0 0 0 0 0

Evaluation appraisal 0 0 0 0 0 0 0 0 0 0 0 0

Examination/test 0 0 0 0 0 0 0 0 0 0 0 0

Harassment 0 0 0 0 0 0 0 0 0 0 0 0

Nonsexual 0 0 0 0 0 0 0 0 0 0 0 0

Sexual 0 0 0 0 0 0 0 0 0 0 0 0

Medical examination 0 0 0 0 0 0 0 0 0 0 0 0

Pay (including overtime) 0 0 0 0 0 0 0 0 0 0 0 0

Promotion/nonselection 0 0 0 0 0 0 0 0 0 0 0 0

Reassignment 0 0 0 0 0 0 0 0 0 0 0 0

Denied 0 0 0 0 0 0 0 0 0 0 0 0

Directed 0 0 0 0 0 0 0 0 0 0 0 0

Reasonable accommodation 0 0 0 0 0 0 0 0 0 0 0 0

Reinstatement 0 0 0 0 0 0 0 0 0 0 0 0

Retirement 0 0 0 0 0 0 0 0 0 0 0 0

Termination 0 0 0 0 0 0 0 0 0 0 0 0

Terms/conditions of employment 0 0 0 0 0 0 0 0 0 0 0 0

Time and attendance 0 0 0 0 0 0 0 0 0 0 0 0

Training 0 0 0 0 0 0 0 0 0 0 0 0

Other 0 0 0 0 0 0 0 0 0 0 0 0

Pending complaints filed in previous

 fiscal years by status
2008 2009 2010 2011 2012 10/2012 - 9/2013

Total complaints from previous fiscal years 1 2 2 10 13 14

Investigation 0 0 0 0 0 4

Hearing 0 1 1 6 4 7

Final action 1 0 0 0 1 0

Appeal with EEOC Office of Federal Operations
0 1 1 1 2 2

Class Certification with EEOC Office of Federal 
Operations 

0 0 0 1 4 0

       District Court 0 0 0 2 2 1

2008 2009 2010 2011 2012 10/2012 - 9/2013
Pending complaints where investigations exceed 
required time frames 2 3 0 2 3 8

 For further information, please contact the Diversity and Inclusion Programs Director.
Office Diveristy and Inclusion Director, Stop 156
Board of Governors of the Federal Reserve System
20th and Constitution Avenue, NW
Washington, DC 20551
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Previous fiscal year data
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Fiscal Year 2013Complaint investigations
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No FEAR Act Written Training Plan 
Submitted by 

Board of Governors of the Federal Reserve System 
 
 

On July 20, 2006, the Office of Personnel Management (OPM) published its final rule 
implementing the training requirements of the Notification and Federal Employee 
Antidiscrimination and Retaliation Act (“No FEAR Act”). 
 
The final rule required each agency to develop a written plan for training all of its employees, 
including supervisors and managers.  The plan must describe: 
 

• The instructional materials and method of the training 
• The training schedule, and 
• The means of documenting completion of training 

 
On December 28, 2006, the Office of Personnel Management issued the final rule regarding 
“Implementations of Title II of the No FEAR Act of 2002 – Reporting and Best Practices.”  
Among other things, this final rule requires each agency to provide annual reports on the number 
of items relating to the agency’s implementation of the No FEAR Act, including the agency’s 
written plan. 
 
This document constitutes the Board of Governors of the Federal Reserve System’s (Board) No 
FEAR Act written training Plan. 
 
 

I. The instructional materials and method of the training 
 
The final rules require federal agencies to train all employees on their rights and remedies under 
the federal antidiscrimination and whistleblower protection laws.  Agencies must have trained 
all current employees by December 17, 2006, and all new employees within 90 days of hire.  
Agencies also must provide training to all employees every two years. 
 
With these requirements in mind, the Board contracted with Brightline Compliance, LLC to 
provide instruction to employees through Brightline’s interactive online No FEAR Act training 
course. 
 
As required by the No FEAR Act and the OPM final rule, the Board’s online course teaches our 
employees about their rights and remedies available under the antidiscrimination, retaliation, 
and whistleblower protection laws.  With regard to rights under whistleblowing statutes, the No 
FEAR Act provides for notification and training only with regard to a federal statute that is 
inapplicable to employees of the Board.  The Federal Deposit Insurance Act and the Inspector  

BOARD OF GOVERNORS 
OF' THE 

FEDERAL RESERVE SYSTEM 
WASHINGTON, •. C. 20551 

ADDRESS OFFICIAL CORRESPONDENCE 
TO THE BOARD 



 2

 

 
General Act, however prohibit retaliation against Board employees if they make a protected 
disclosure of any possible violation of any law or regulation, gross mismanagement, a gross 
waste of funds, and abuse of authority, or a substantial and specific danger to public health or 
safety.  Employees who believe they have experienced retaliation for such whistleblowing 
activities have been informed via the required “Employee Notification of Rights” No FEAR Act 
provision whom to contact. 
 
The No FEAR Act course: 
 

• Provides instruction on all topics required by the No FEAR Act and the OPM final rule 
• Provides supervisors and managers additional instruction on their responsibilities 
• Allows users to interact with a series of audio-visual scenarios so that they are 

continually engaged in the learning process 
 
 

II. The training schedule 
 

The Board has conducted mandatory EEO Training since 1979.  We have maintained 
completion records through our training course data base.  The Board has provided two days of 
EEO training for supervisory and non-supervisor employees.  The training consisted of anti-
discrimination laws, legal compliance topics, EEO complaint process and retaliation. 
 
Beginning April 2007, access to the online course was provided.  Employees completed their 
initial No FEAR Act training by April 30, 2007.  The Board ensures that subsequently hired 
employees complete training within 90 days from their starting dates. 
 
As  required under the No FEAR Act, employees will be provided a refresher courses via 
blended training, i.e.: Web, classroom, and seminars focusing on the major principles of the 
previous training and addressing new and developing areas related to No FEAR compliance. 

 
III. The means of documenting completion of training 

 
The Board tracks employees’ completion of the online training courses through a learning 
management system which automatically creates a record of each employee’s course 
completion and enables training coordinator to monitor training activities such as start and 
incomplete. 

 



Appendix B: Glossary of Terms for ER Case Reporting 

GLOSSARY 

PSSC: See {i El.PR:G wp Non-EEO Complaints - Data 

Analyses. 

Somce: Allison Dichoso, Employee Relations Supervisor, 
202-452-6402 

1. Adverse Actions - a discharge, removal, suspension without pay for a period of more than 14 calendar days, or a reduction in 
grade or base pay against an employee. All other actions do not constitute adverse actions. fu addition, adverse actions do not 
include: 

• actions the employee voluntaiily agrees to or takes on his or her own behalf; 
• actions that reduce an employee's vai·iable pay, bonuses, cash awards, or any other type of pay that does not constitute base pay; 
• any action taken under the Board's Workforce Reduction policy (including separation or reduction in grade or pay); or 
• actions taken to cai1y out a transfer of function(s) required by law or other actions required by applicable law 

2. AWA - an alternative work atTangement (AW A) is a work anangement that varies from the traditional five-day workweek schedule. 
Options include, but are not limited to, compressed work schedules, flextime, job sharing, volunta1y pait-time employment, and 
telecommuting. 

3. Benefits - Any ER issue involving equity or fairness in administration of benefits. Benefits include both financial and convenience 
benefits: 

• Financial Benefits: The Board provides its employees with subsidized health (i.e., medical, dental, vision) benefits, a savings plan 
(Thiift Plan) with matching contributions, a defined benefit retirement plan, paid leave, tuition assistance, a transpo1tation subsidy, 
and other benefits as appropriate to the market. 

• Convenience Benefits: The Board also provides its employees non-financial benefits that contiibute to employee health, well
being, and efficiency. They include medical se1vices, a subsidized cafeteria, a fitness center, a credit union with an automated 
teller machine, and a convenience store. 
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Appendix B: Glossary of Terms for ER Case Reporting 

4. BOA (ER) - A Basic Ordering Agreement for ER is a contrnct with an external vendor for Job Coaching or Mediation services 
that sets fo1th the price schedule for specified services: 

• Job Coaching: Management may hire a job coach to help an employee (superviso1y or non-superviso1y) develop and improve 
skills. Job coaches may be requested when management notes perfo1mance deficiencies or when an employee simply wants to 
improve his/her own skills with assistance from an external source. 

• Mediation: Staff or management may request a neutral, third pruty mediator to assist in resolving workplace concerns and issues. 
The mediator's role is to promote an open dialogue between pa1ticipants, assist them in defining the problem, and help them find a 
mutually beneficial solution. 

5. Compensation -Any ER issue involving pay equity or pay fairness ruising out of the Board's cash compensation programs (including (1) 
base salru·ies and the guidelines used to set and adjust salru·ies, and (2) additional pay programs, such as cash awards, variable pay plans, 
sign-on and retention bonuses, project incentives or pay as described in the Ove1time and Other Fo1ms of Premium Pay Policy.) 

6. Disability - Any ER matter or complaint initiated because of an employee's stated medical disability and that is not prima1ily involved 
with the processing of an info1mal accommodation or fo1mal reasonable accommodation under the Boru·d's Reasonable Accommodation 
Policy. With respect to an individual, a disability is a physical or mental impailment that substantially limits one or more of such 
individual's "major life activities," such as walking, seeing, heru·ing, speaking, perfo1ming manual tasks, eating, sleeping, working, 
operating major bodily functions, etc. An impafrment that is episodic or in remission may constitute a disability if it would substantially 
limit a major life activity when active. 

7. Disciplinary Actions - a documented oral counseling, a written waining or suspension of 14 calendar days or less. Disciplinruy Actions 
only address conduct-related problems and provide for less-severe disciplinruy measures than the Adverse Action Policy and Procedures. 

8. EAP - The Employee Assistance Program (EAP) is a voluntruy, confidential resource for suppo1t when you are expe1iencing any personal 
difficulty. Objective advice, practical problem-solving, and info1mation ru·e offered to help you resolve problems. Se1ious problems may 
consume an employee's attention, causing job efficiency to suffer. The EAP can help employees resolve such problems eru·ly, before they 
affect job performance. ER may collaborate with an employee and the EAP to assist in the resolution of personal difficulties. 
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Appendix B: Glossary of Terms for ER Case Reporting 

9. EEO - The Board's policy is to provide Equal Employment Opportunity in employment for all persons, including disc1imination involving 
race, color, religion, sex, national origin, age, disability, genetic info1mation, employment applications, memberships, se1vice in the 
unifo1med se1vices, and sexual orientation. ER may receive initial complaints of prohibited disciimination under the EEO policy. ER may 
assist the Office of Diversity & Inclusion to investigate claims of discrimination or harassment. 

10. Fit for Duty - The Board's Mandato1y Fitness Program is applicable to employees in positions that affect the public safety and to 
applicants seeking such positions. The Mandato1y Fitness Program is designed to ensure that employees and applicants subject to this 
policy meet the physical, physiological, and mental fitness standards applicable to their jobs. The following employees are subject to 
periodic medical examinations: 

• an employee who is authorized under the Board's law enforcement authority to cany a fireann; or 
• an employee in any other position that affects the public safety 

11. FMLA -The Family and Medical Leave Act of 1993 (FMLA) is a United States federal law requiting covered employers to provide 
employees job-protected and unpaid leave for qualified medical and family reasons. Qualified medical and family reasons include: 
personal or family illness, family militaiy leave, pregnancy, adoption, or the foster cai·e placement of a child. 

12. Harassment - Discriminatory hai·assment is verbal or physical conduct that demeans or shows hostility or aversion toward an individual 
because of his or her race, color, religion, sex, gender, national origin, age (40 or older), disability, genetic info1mation, or because of 
retaliation for engaging in protected activity. Discriminat01y harassment is against the law when it has the purpose or effect of 
unreasonably interfe1ing with an individual's work pe1fo1mance or of creating an intimidating, hostile, or offensive working environment. 
ER may assist the Office of Diversity & Inclusion to investigate claims of disc1imination or harassment. 

13. Leave (Violations) - All employees must ensure that they work a full work day or receive approval to be absent and accurately repo1t and 
account for leave taken to cover such absences. Common Leave Violations include an employee's failure to follow procedures for 
requesting leave and for getting leave approved, like tai·diness and call-offs, that may result in a pe1iod of unautho1ized leave without pay, 
as well as making false statements in connection with a leave request. 

14. Leave (Processing) - All leave matters not involving violations of the Leave Policy, including leave administration matters like FMLA 
requests (now administered by the Employee Life function of HR), that involve the granting ofleave under the Boai·d's Leave Policy. 
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Appendix B: Glossary of Terms for ER Case Reporting 

15. PEP - The Board's provisional employment period for newly hired employees is two years, except as noted below. This time period 
permits supe1visors and the division to determine the employee's overall suitability for continued employment.. A provisional employee 
may be separated from employment at the will of the Board for any reason that is not unlawful. A provisional employee has no light to 
continued employment. 

16. Performance/PMP - Includes ER matters related to an employee's pe1fo1mance problems under the Board's 3Cs Program and the Board's 
PMP Policy. 

17. Rehab Act - Any matter involving an info1mal accommodation or a Reasonable Accommodation under the Rehabilitation Act of 1973. A 
reasonable accommodation includes any change in the work environment or in the way things are customarily done that would not create 
an undue hardship for the Board and would enable (1) a qualified individual with a disability to perfo1m the essential functions of his or 
her job, (2) an employee with a disability to enjoy the equal benefits and p1ivileges of employment, and/or (3) an individual with a 
disability to apply for a job at the Board. 

• an informal accommodation is an accommodation the Board may make in the ordinaiy course of its business, such as an 
ergonomic equipment adjustment, whether or not the employee is disabled under the Rehabilitation Act. 

• a formal reasonable accommodation is an accommodation the Boai·d would make as a result of its legal obligation to provide 
reasonable accommodations to qualified individuals with disabilities under the Rehabilitation Act. 

18. Selection - Any employee complaint involving the Boai·d's internal hiring practices as governed by the Board's Vacant-Position Posting 
Policy. 

19. Suitability - Generally, suitability means fitness or eligibility to perfo1m se1vices for the Boai·d, as evidenced by an individual's past and 
present conduct. An individual is not suitable to pe1fo1m se1vices for the Boai·d if the Boai·d has reason to believe that he or she will not 
protect and promote the integrity, efficiency, and security of its operations. Suitability dete1minations often occur at the beginning of an 
individual's employment, when the Boai·d receives the results of its initial background investigation. However, they may also occur at any 
time, including well after completion of an initial background investigation, if the Board becomes aware of inf 01mation that presents a 
concern about an individual's suitability to perform Board work. Employees who fail to meet the Boai·d's suitability requirements may be 
disciplined, transfen ed, suspended, te1minated, limited in their ability to access sensitive or classified info1mation, or subject to other 
actions that the Boai·d deems appropiiate to remedy its suitability concern. 
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Appendix B: Glossary of Terms for ER Case Reporting 

20. Work Related - The Work Related case type includes work related problems like employee complaints or questions regarding unfair 
treatment on the basis of conduct or reasons that do not adversely affect the employee's pe1fo1mance and that are not covered under 
existing laws regarding disc1imination. The Board's Adjusting Work Related Problems Policy covers these work related problems. In 
addition, the Work Related case type may include workplace conflict involving two or more staff persons, as well as conflict between staff 
and management. ER incorporates dispute resolution strategies to address workplace conflicts. Unlike the ER BOA case type, which is 
used whenever an external consultant is used to perfo1mjob coaching or mediation se1vices, the Work Related case type may not involve 
the use of an external consultant. 

21. Worker Compensation - Any matter involving an employee who suffers from a work-related illness or injllly and is therefore unable to 
perfo1m the full range of duties of his or her position and who is receiving workers' compensation. The Board's Retllln-to-Work Policy 
covers the administration of worker's compensation cases. 
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ED T NG

Mary Bean 
Chief

7

HOUSEHOLD 
& BUSINESS 
SPENDING

Paul 
Lengermann 

Chief
14

LABOR 
MARKETS

Charles 
Fleischman 

Chief
8

PRICES 
& WAGES

Alan Detme ster 
Chief

10

MACROECON  &  
QUANTITATIVE 

STUD ES
Mat hias Paustan 

Ch ef
19

F SCAL  
ANALYSIS
By on Lutz 

Ch ef

9

CURRENT 
MACRO

ECONOMIC 
CONDIT ONS4

G anni Am sano 
Chief

6

INDUSTR AL  
OUTPUT5

Norm Mor n 
Chief

19

RESEARCH  
L BRARY
Kris Vajs 
Assistant 

D rector/Ch ef
14

ADMINISTRATON
Lil Shewmaker 

Ch ef

12

APPLICAT ON 
DESIGN &  

DEVELOMENT
T mothy Mu len 

Chief
17

AUTOMAT ON  
& RESEARCH  
COMPUTING

Raymond Board 
Chief

33
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CIRECTOR 
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DEPIITY DEPUTY DEPIITY 
Da>UTY 

DIRECTOR DIIECTOR DIIECTOR DIRECTOR Janice 
JameeOou&e Wiliam Neleon SteY8 Meojet Shack-M81QJet' 

I I I 

ASSOCIATE ASSOCIATE ASSOCIATE 
SENIOA SENIOA 

CIRECTOR DIRECTOR DIRECTOR ADVISER ADVISER Fabio Egon Gre1ehen 
JoyoeZickler Bien_,. 

Natalucci Zal<rajeek Weinbach 

I I 

Ds>UTY 
DEPUTY 

DEPUTY DEPUTY 
ASSOCIATE ASSOCIATE ASSOCIATE 
DIRECTOR ASSOCIATE 

DIRECTOR DIRECTOR Marga,e1 DIIECTOR David Janeltrig OeBoer ~ lhrnBes&ett Lopez-Saldo 

I I I 

ASSISTANT ASSISTANT AO'Mal ADVISER ASSISTANT ASSISTANT ADVISER 
CIRI.CTOR DIRECTOR 8.lwl)J)tll'l-8.,rp Aooert Tetlow DIRECTOR DIRECTOR Mary Hoffmen a-lClot Min Wei EdwwdNeleon Matthew Lueclae 
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MONETARI' MONETARY MA 

MONEY MONETAllY RESERVB AHO POI.ICY»«> SUPPORT BAHIONG MONETARY fOMC 
-T ANO RESERVE RJNCTION ANANCIAl 

DEAl.ER FOR AKALYSIS STUDIES SECRETAFUAJ AOMUIS'TRATION 
AHllYSIS ANAmlS MJHJQEMENT M.11\KET 

ANALYSIS 
El,IIAHCEO 

ANM..YSIS SUPERVISION 
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BOARD OF GOVERNORS OF THE FEDERAL RESERVE SYSTEM

MANAGEMENT DIVISION
September 15, 2014

4402

Michell Clark

Director

(Chief Human Capital Officer)
1151

David Harmon

Deputy Director

3172

David Capp

Deputy Director

11

Todd Glissman

Senior Adviser

5

Tim Markey

Board Internal 
Communications

171

Jeffrey Martin

Assistant Director

(Chief Personnel Security Officer)
1581

Assist  Dir & Chief-Curtis Eldridge

Law Enforcement Unit

(Chief Technology Officer)
611

Assoc  Dir - Tara Tinsley Pelitere

Technology Services

11

Carol Sanders

Assistant Director

363

Assist  Dir - Reginald Roach

Technology Services

73

Theresa Trimble*

Assistant Director

1252

Sr  Assoc  Dir - Marie Savoy

Facility Services

11

Keith Bates

Assistant Director

Assistant Chief
1502

Katherine Perez

Law Enforcement Unit

781

John Bartell

Facility Operations

411

Kimberly Roque

General Services

171

Ann Buckingham

Intelligence & 
Resiliency Programs

COMPENSATION
- Program Design & Ops
BENEFITS
- Program Design
- Benefits Counseling

13

Beverley Eskow

Total Rewards

- Recruiting
- Workforce Planning
- Intern & Outreach 
programs

9

Talent 
Acquisition

- Corporate Learning
- Traditional Training

7

Sioux Thompson

Org. Develop. & 
Learning

- Health Services
- Integrated Disability Mgt

6

Renee Munir

Employee Life

- HR Metrics & Reporting
- eOPF
- Emp. Separation System
- HRIS
- Employee Records Mgt.
- Benefits Help Desk
- HR Compliance

9

Lewis Andrews

HR Analytics, 
Sys., & Ops.

- Officer Force
- Canine

124

Marvin Jones

LEU 
Operations

- LEU Administration
- Escort Services
- Parking Program
- WAVES

12

LEU Ops 
Support

4

Emerg Planning 
& Safety

- LEO Basic Training
- In-Service
- LEU Quality Assurance

5

Kevin Dowling

LEU Training

- ESS Support
- Locksmith

7

Richard 
Alexander

LEU Technical 
Security

- Technical Infrastructure
- Reporting, Analytics and 
Collaboration

11

Prakash Bhatt

ASAP 
Infrastructure

- Large Application 
Support
- Vendor Management

22

Eric Brooks

ASAP 
Applications

- Network Administration
- Small Application 
Support

17

Tim Ly

Information 
Systems

- Major Infrastructure 
Repairs & Improvements

4

Sonal Parikh

Design & 
Construction

- Personnel 
Administration
- Financial Management
- Logistic Support
- Special Projects

12

Jacqueline Raia*

Budget & 
Administration

- Exhibitions
- Art in Workspace
- Accession

2

Stephen Phillips

Fine Arts

- Mechanical Shops 
(Electrical, Carpenter, 
A/V, Preventive 
Maintenance, Painting, 
Elevator, etc.)
- Apprentice

48

Christopher 
Jennings

Mechanical

- Day & Night 
Maintenance

25

Louis Musgrove

Maintenance

- Space Planning
- Leased Space

8

Lyla Baumann

Space Planning

- Postal Operations
- Mail Services
- Supply
- Warehouse
- Facility Services Center

23

Sharlot Owens

Mail Ops., FSC, 
& Warehouse

- Shuttle Services
- Executive Transportation

7

Aaron Williams

Motor 
Transport

- Cafeteria Operations
- Catering Services

2

Trudy Knight

Food Services

Notes:
* Ms  Tinsley Pelitere, CTO, has dotted line responsibility over the LEU Technical Security unit to ensure it meets appropriate IT compliance, security, and operating standards
* Ms  Trimble is responsible for project management, vendor management, and technology governance for the Human Resources and Technology Services branches and the Human Resources budget
* Ms  Raia has budget and administration responsibilities for the Division of Financial Management, Management Division, and the Office of the Chief Operating Officer

X X

Positions 
in Section

Total Position 
Responsibility

- Personnel Security 
Investigations
- Security Clearances 

7

Security 
Clearances

4

Technology 
Governance

- HR Business Partners
- Employee Relations
- Leave Policy

7

HR Strategy 
and Counseling 

Services

33

Cynthia Johnston

Martin Construction

5

Continuity 
Programs

4

Intelligence 
Programs

3

Comms & 
COMSEC

1

Vacant

Special Security 
Office
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a OWMI - Gain an Understanding of the Office 

Source: Created by Sopeany Keo, OIG Auditor 

based on interviews with OD&I official. 

Office of Diversity and 
Inclusion 
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Equal Employment Diversity and Inclusion 

Opportunity Programs 

Responsible for EEO Responsible for Diversity and 

actlvltfes and Diversity Inclusion programs for 12 

and lnclusk>n programs divisions 

for 2 ~lvlslons 

I 
OMWI 

Responsible for financial 
education, supplier dlverslt.v, 
and regulated entitles 



December 27, 2010 

Establishment of the Office of Diversity and Inclusion and 
appointment of the program director 
From Governor Kevin M. Warsh and Stephen R. Malphrus, Staff Director 

Section 342 of the Dodd-Frank Act requires the Board and each Reserve Bank, as 
well as other financial regulatory agencies, to establish a diversity and inclusion 
office by January 21, 2011. 

To comply with this provision, the Board approved, effective January 2, 2011, the 
establishment of a new Office of Diversity and Inclusion that will incorporate the 
EEO Programs Office as well as other areas of focus under section 342, including 
fostering diversity in the Board’s procurements and assisting in developing 
standards to assess the diversity practices of the entities the Board regulates. The 
Office will work with other areas of the Board, including Procurement, Staffing, 
Bank Supervision and Regulation, and Consumer and Community Affairs to 
carry out its statutory responsibilities. 

Sheila Clark has been appointed program director for the 
office. Sheila joined the Board in February 1995 as the 
EEO programs director and has administered the Board’s 
equal employment opportunity and affirmative action 
programs over the last 15 years. She works with business 
units and divisions to promote equal opportunity and 
diversity in their employment practices. She has been 
responsible for providing training to Board employees 
regarding their rights and responsibilities under the federal 

EEO laws and providing an effective counseling program to address complaints 
of discrimination. 

In addition, Sheila works with and evaluates the Reserve Bank EEO programs. 
Prior to joining the Board, Sheila was manager of Workplace Diversity Programs 
at Dow Jones Company, where she gained extensive experience in equal 
employment opportunity and affirmative action in the private sector. During her 
employment with Dow Jones, she was responsible for the company's 
EEO/affirmative action initiatives, work-family initiatives, college recruitment, 
and diversity training. Sheila has a BA in management. 

Page 1 of 1ItB: ODI
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BOARD OF GOVERNORS 
Of THE 

FEDERAL RESERVE SYSTEM 
WASHINGTON, •. C. 205S1 

April 10, 2007 

The Honorable Nancy Pelosi 
Speaker of the House of Representatives 
Washington, D.C. 20515 

Dear Madam Speaker: 

On behalf of the Board of Govemors of the Federal Reserve System. I am 

submitting the third annual report pursuant to the requirements of Section 203(a) of the 

Notification and Federal Employee Anti-discrimination and Retaliation Act of2002 (''No 

FEAR Act''), Public Law 107-174. In accordance with Section 203(b) of the No FEAR 

Act, this report includes data for fiscal year 2006. Also enclosed are Supplemental 

Reports to the First and Second Annual No FEAR reports previously submitted which 

include data for fiscal years 1999 through 2005. 

Sincerely, 

(signed) Sheila Cl~rk 

Sheila Clark 
EEO Programs Director 

Enclosures 
Identical letters sent to the attached list. (o 1 ~ ~ 11 q \ 
bee: S. Clark, J. Bruce, R. McKinney (w/copy of report};' 

S. Seldin (w/copy of report) 



Distribution List for No FEAR Act report to Congress 
April 2007 

The Honorable Robert C. Byrd 
President Pro Tempore of the Senate 
Washington, D.C. 20510 

Dear Senator 

The Honorable Nancy Pelosi 
Speaker of the House of Representatives 
Washington, D.C. 20515 

Dear Madam Speaker 

The Honorable Joe Li,eberman 
Chairman 
Committee on Homeland Security 

and Governmental Affairs 
United States Senate 
Washington, D .C. 20510 

Dear Mr. Chairman: 

The Honorable Susan M. Collins 
Ranking Member 
Committee on Homeland Security 

and Governmental Affairs 
United States Senate 
Washington, D.C. 20510 

Dear Senator: 

The Honorable Henry A. Waxman 
Chairman 
Committee on Oversight and 

Government Reform 
House of Representatives 
Washington, D.C. 20515 

Dear Mr. Chairman: 

The Honorable Tom Davis 
Ranking Member 
Committee on Oversight and 

Government Reform 
House of Representatives 
Washington, D.C. 20515 

Dear Congressman: 

The Honorable Christopher J. Dodd 
Chairman 
Committee on Banking, Housing, 

and Urban Affairs 
United States Senate 
Washington, D.C. 20510 

Dear Mr. Chairman: 

The Honorable Richard C. Shelby 
Ranking Member 
Committee on Banking, Housing, 

and Urban Affairs 
United States Senate 
Washington. D.C. 20510 

Dear Senator: 

The Honorable Barney Frank 
Chairman 
Committee on Financial Services 
House of Representatives 
Washington, D.C. 20515 

Dear Mr. Chairman: 

The Honorable Spencer Bachus 
Ranking Member 
Committee on Financial Services 
House of Representatives 
Washington, D.C. 20515 

Dear Congressman 

The Honorable Naomi C. Earp 
Chair 
Equal Employment Opportunity Commission 
1801 L Street, N.W. 
Washing~on, D.C. 20507 

Dear. Madam Chair: 

The Honorable Alberto R. Gonzales 
Attorney General 
Department of Justice 
950 Pennsylvania Avenue, N.W. 
Washington, D.C. 20530 

Dear Mr. Attorney General: 

(b)(5) 



BOAR• or GOVERNORS 
or THE 

FECERAL RESERVE SYSTEM 
WASHINGTON, 0, C. 20551 

(b)(S) 

ADDRESS OF"FICIAL CORRESPONDENCE 
TO THE BOARD 

No FEAR Act Written Training Plan 
Submitted by 

Board of Governors of the Federal Reserve System 

On July 20, 2006, the Office of Personnel Management (OPM) published its final rule 
implementing the training requirements of the Notification and Federal Employee 
Antidiscrirnination and Retaliation Act (''No FEAR Act''). 

The final rule required each agency to develop a written plan for training all of its employees, 
including supervisors and managers. The plan must describe: 

• The instructional materials and method of the training 
• The training schedule, and 
• The means of documenting completion of training 

On December 28, 2006, the Office of Personnel Management issued the final rule regarding 
"Implementations of Title II of the No FEAR Act of2002 -Reporting and Best Practices." 
Among other things, this final rule requires each agency to provide annual reports on the number 
of items relating to the agency's implementation of the No FEAR Act, including the agency's 
written plan. 

This document constitutes the Board of Governors of the Federal Reserve System's (Board) No 
FEAR Act written training Plan. 

I. The instructional materials and method of the training 

The final rules require federal agencies to train all employees on their rights and remedies under 
the federal antidiscrimination and whistleblower protection laws. Agencies must have trained 
all current employees by December 17, 2007, and all new employees within 90 days of hire. 
Agencies also must provide training to all employees every two years. 

With these requirements in mind, the Board contracted with Brightline Compliance, LLC to 
provide instruction to employees through Brightline's interactive online No FEAR Act training 
course. 

As required by the No FEAR Act and the OPM final rule, the Board's online course teaches our 
employees about their rights and remedies available under the antidiscrirnination, retaliation, 
and whistleblower protection laws. With regard to rights under whistleblowing statutes, the No 
FEAR Act provides for notification and training only with regard to a federal statute that is 
inapplicable to employees of the Board. The Federal Deposit Insurance Act and the Inspector 



General Act, however prohibit retaliation against Board employees if they make a protected 
disclosure of any possible violation of any law or regulation, gross mismanagement, a gross 
waste of funds, and abuse of authority, or a substantial and specific danger to public health or 
safety. Employees who believe they have experienced retaliation for such whistleblowing 
activities have been informed via the required "Employee Notification of Rights" No FEAR Act 
provision whom to contact. 

The No FEAR Act course: 

• Provides instruction on all topics required by the No FEAR Act and the OPM final rule 
• Provides supervisors and managers additional instruction on their responsibilities 
• Allows users to interact with a series of audio-visual scenarios so that they are 

continually engaged in the learning process 

II. The training schedule 

The Board has conducted mandatory EEO Training sin_£e 1979. We have maintained 
completion records through our training course data base. The Board has provided two days of 
EEO training for supervisory and non-supervisor employees. The training consisted of anti
discrimination laws, legal compliance topics, EEO complaint process and retaliation. 

Beginning April 2007, access to the online course was provided. Employees completed their 
initial No FEAR Act training by April 30, 2007. The Board ensures that subsequently hired 
employees complete training within 90 days from their starting dates. 

As required under the No FEAR Act, employees will be provided a refresher courses via 
blended training, i.e.: Web, classroom, and seminars focusing on the major principles of the 
previous training and addressing new and developing areas related to No FEAR compliance. 

Ill. The means of documenting completion of training 

The Board tracks employees' completion of the online training courses through Brightline's 
learning management system, BrightlineLMS. BrightlineLMS automatically creates a record of 
each employee's course completion and enables training coordinator to monitor training 
activities such as start and incomplete. 

2 

(b) (5) 



The Honorable Daniel Jnouye 
President Pro Tempore of the Senate 
S-128 Capitol Bldg. 
Washington, DC 20510 

Dear Senator: 

(b)(S) 

April 22, 201 1 

On behalf of the Board of Governors of the Federal Reserve System, I am 

submitting the seventh annuaJ report pursuant to the requirements of Section 203(a) of 

the Notification and Federal Employee Anti-discrimination and Retaliation Act of 2002 

(No FEAR Act), Public Law 107-174. In accordance with Section 203(b) of the No 

FEAR Act, this report includes data for fiscal year 2010. 

Sincerely, 

Sheila Clark 
Diversity and Inclusion Programs Director 

Enclosure: 

CY 2010 No FEAR Act Congressional Report 
CY 2010 Report 
Federal Reserve Board Training Plan 



Prefix Name Title Committee Rouse-Senate Adre.ss Address State zip sulutation 
The Honorable Daniel Inouye President Pro Tempore of the Senate S-128 Capitol Bldg. Washington DC 2051 0 Senator 
The Honorable John Boehner Speaker of the House of Representatives H-232 Capitol Bldg. Washington DC 205 IS Mr. Speaker 
The Honorable Joseph I. Lieberman Chairman Committee on Homeland Security and Governmental Affairs Uohed States Senate SD-340 Dirksen Bldg. Washington DC 205 JO Mr. Chairman 
The Honorable Susan M. Collins Ranking Memb<,r Committee on Homeland Securi1)1 and Governmental Affairs United States Senate SD-34-0 Dirk.sen Bldg. Washington DC 205 JO Senator 
fhe Honorable Darrell Issa Chairman Committee on Oversight and Government Reform Honse of Representatives 2157 Rayburn Bldg. Washington DC 20515 Mr.Chairman 
The Honorable Stephen Lynch Ranldag Member Committee on Oversight and Government Reform House of Representatives B-3S0A Rayburn Bldg, Washington DC 20515 Congressman 
fhe Honorable Tim Johnson Chairman Committee on Banking, Housing, and Urban Affairs United States Senate SO-534 Dirksen Bldg. Washington oc 20510 Mr. Cbainnan 
The Honorable Richard C. Shelby Ranking Member Committee on Banking, Housing, and Urban Affairs United States Senate SD-534 Dirksen Bldg. Wasb.ington DC 20510 Senator 
The Honorable Spencer Bachus Chaianao Committee on financial Services House of Representative~ 2129 Rayburn Bldg. Washington oc 20515 Mr. Chairman 
The Honorable Barney Frank Ranking Member Committee on Financial Services House of Representatives B·371A Rayburn ·s1dg, Washington DC 205 15 Congressman 
·Toe Honorable Jacqueline A Barrien Chair Equal Employment Opport\lllity Commission 131 M Slrec~ NE Washington DC 20507 Ms. Madam Chair 
The Honorable Eric H. Holder A ttomey General Department of Justice 950Pennsylvania Avenue, N.W. Washinglon DC 20530 Mr, Attorney Genernl 
Mr. On, y D. Wahleri Office of Personnel Management Center tor Workforce Relations 1900 E Street, N.W., Suite 7H28 Washington DC 20415 Mr. Wahlert 

er ..__. -u, ..__. 



'b)(S 

March 27, 2012 

Dear: 

On behalf of the Board of Governors of the Federal Reserve System, I am 

submitting the eighth annual report pursuant to the requirements of Section 203(a) of the 

Notification and Federal Employee Anti-discrimination and Retaliation Act of 2002 (No 

FEAR Act), Public Law 107-174. In accordance with Section 203(b) of the No FEAR 

Act, this report includes data for fiscal year 2011 . 

Sincerely, 

Sheila Clark 
Diversity and Inclusion Programs Director 

Enclosure: 

FY 2011 No FEAR Act Congressional Report 
FY 2011 No FEAR Act Report 
Federal Reserve Board Training Plan 



Prefix Na,ne Title Committee 
The Honorable Daniel Inouye President Pro Tempore of the Senate 
The Honorable John Boehner Speaker of the House of Representatives 
The Honorable Joseph L Liebennau Chainnan Commiuee on Homeland Security and Governmental Affairs 
The Honorable Susan M Collins Ranking Member Committee on Homeland Security aad Governmental Affairs 
The Honorable Darrell lssa Chairman Committee on Oversight and Oovemment Refonn 
1he Honorable Elijah Cummings Ranking Member Committee on Oversight and Government Reform 
The Honorable Tim Johnson Chainnan Committee on Banking, Housing and Urban A ff airs 
The Honorable Richru:d C, Shelby Ranking Member Committee on Banking, Housing, and Urban Affairs 
The Honorable Spencer Bachus Chainnan Comnnttee on Financial Services 
Tbe Honorable Barney Frank Ranking Member Committee on Financial Services 
1'he Honorable Jacqueline A Barrien Chair Equal Employment Opportunity Commission 
The Honorable Eric H. Holder Attorney General Department of Justice 
Mr. Cary D. Wahlert omce or Personnel Managemeut Center tor Workforce Relations 

House-Senate Adress 
S-128 Capitol Bldg, 
H-232 Capitol Bldg. 

United Slates Senate SD-340 Dirksen Bldg. 
United States Senate SD-34() Dirksen Bldg, 
House of Representatives 2157 Rayburn Bldg. 
House of Representatives· B-350A Rayburn Bldg; 
United States Senate SD-534 Dirksen Bldg. 
United States Seoare SD-534 Dirksen Bldg. 
House of Representatives 2129 Rayburn Bldg. 
Ho1t~e of Representatives B-37JA Rayburn Bldg, 

1.31 M Stree1, NE 
950 Pennsylvania Avenu~. N. W. 

1900 EStreet. N.W., Suite7H28 

Address 
Washingion 
Washington 
Washington 
Washington 
Washingtop 
Washington 
Washington 
Washington 

Washington 
Washington 
Washington 
Washington 

Washington 

StJate zip salutation 
DC 20510 Sen.ator 
DC 20515 Mr. Speaker 
DC 205 JO Mr. Chairman 
DC 20510 Senalor 
DC 20515 Mr, Chairman 
DC 205 J 5 Congressman 
DC 205 IO Mr. Ch.airman 
DC 20510 Senator 
DC 20515 Mr. Chairman 
DC 20515 Congressman 
DC 20507 Ms. Madam Chair 
DC 20530 Mr. Attorney General 
DC 20415 Mr. Wahlen 

~ 
§ . 



April 18, 2013 

On behalf of the Board of Governors of the Federal Reserve System, I am submitting the 

ninth annual report pursuant to the requirements of Section 203(a) of the Notification and 

Federal Employee Anti-discrimination and Retaliation Act of2002 (No FEAR Act), Public Law 

107-174. In accordance with Section 203(b) of the No FEAR Act, this report includes data for 

fiscal year 2012. 

Sincerely, 

Sheila Clark 
Diversity and Inclusion Programs Director 

Enclosures: 

FY 2012 No FEAR Act Congressional Report 
FY 2012 No FEAR Act Report 
Federal Reserve Board Training Plan 



P•refb Name. Till< Committtt Howc,-Senate Adress Add~s State t ip sah11Rtion 
The Honorablo Patrick Leahy President Pro Tempore of the Senate S-128 Capitol Bldg. Washington DC 20510 Senator 
The Honorable Johll Boehner Speaker of lltc House of Represeotatives R-232 Capitol Bldg. Washington DC 20515 Mr. Speaker 
The Honorable Thomas R. Carper Chainnan Committee on Homeland Seeurity and Governmental Affairs United States Sc:nalc SD-340 Ditksen Bld1,1- Washington DC 20)10 Mr. Chairman 
The Honorable Tom Coburn Ranking Member Committee on Homeland Security and Governmental Affairs United Stales Senate SD-340 Dirksen Bldg. Washington DC 205 1() Senator 
The Honorable Darrell Issa Chainnan Committee on Oversight and Government Rdorm House of Representatives 2Jj7 Rayburn Bldg. Washington DC 20515 Mr. Chainnan 
The Honornble Elijah Cummings Ranking Member Committee on Oversight and Government Refo.rm House of Represematives B-JSOA Rayburn Bldg. Washington DC 20S15 Congress1H&1 
The Honorable Tim Johnson Chaim,an Committee on Banking. Housing and Urban Affairs Uruled Stales Senate SD-534 Dirksen Bldg. Washington DC 205 10 Mr. Chaim1an 
The Honorable Miko Crapo Rllnldng Member Committee on Banking, Housing, and Urban Affairs United States Senate SD-534 Dirksen Bld_g. Washington DC 20H0 Senator 
The Honorable Jeb HC)lSllfling Chairman Committee on Financial Services House ofRepresentatives 2129 Rayburn Bldg. Washington DC 20515 Mr Chainnan 
The Honorable Ma><incWoten Ronkfog Mc,nber Committee on Financial Services House of Representatives B-371 A Rayburn Bldg. Washington oc 20SIS Congressman 
The Honorable Jacglldlino A. Bcnien Chair Equal Employment Opporrunity Commission 131 M Stic•~ NE Washington DC 20507 Ms. Madron Chair 
the Honorable Eric.Ff. Holder Allomcy Oeneral Department of Justice 950 Pennsylvania Avenue, N.W. Washington DC 20S30 Mr. Attorney General 
Mr. 1'i·m C-uey Office of Personnel Management P8l1nership ond Labor Relwinn.s 1900 6 Street, N.W., Suite 7H28 Washington DC 20415 Mr. Wahlen 

~ 
..--. 
.!:!! 



(b) (5) 

April 18, 2014 

On behalf of the Board of Governors of the Federal Reserve System, I am submitting the 

tenth annual report pursuant to the requirements of Section 203(a) of the Notification and Federal 

Employee Anti-discrimination and Retaliation Act of2002 (No FEAR Act), Public Law 107-

174. In accordance with Section 203(b) of the No FEAR Act, this report includes data for fiscal 

year 2013. 

Sincerely, 

Sheila Clark 
Diversity and Inclusion Programs Director 

Enclosures: 

FY 2013 No FEAR Act Congressional Report 
FY 2013 No FEAR Act Report 
Federal Reserve Board Training Plan 



Pref"u Name Tirk Commin« Howe-Smate Adras Addnss ,State zip salutation 
The Honorable Patrick Leahy President Pro Tempore of the Senate S-128 Capitol Bldg. Washington DC 20510 Sena,or 
The Honorable John Boehner Speaker of the House of Reprosen111tives H-232 Capitol Bldg. Washington DC 20SIS Mr. Speaker 
Th• Honorable Thomas R. C~· Ch!linnan Commiuee on Homeland Security and Governmental Affairs United States Senate S0-340 Dirksen Bldg, Washington DC 105)0 Mr. Chnimtttn 
·n1e Honorable TomCob1.1111 Ranking Member Conumttee on Homeland Security and Govemmental A ff airs United Stales Senate S0-340 Dirksen Bldg, Washington DC 20510 Senator 
TI1e Honoraole Darrell Issa Chainnan Committee on OversigM and Government Rcforn1 Howsc of Representatives 2 157 Rayburn Bldg. Washington DC 20515 Mr. Chnirmllll 
The Honorable Elijah Cnrnrniogs Ranking Member Comrruttce on Oversight and Government Refonn Hoose of-Representatives B-:150A Rayburn Bldg. Washington DC 20515 Congressman 
Tho Honorable Tim Johnson Chaim1a.n Conmtittee 011 Banking. Housing and Urban Affairs Uuited States Senate SD-534 Dirksen Bldg. Washington DC 20510 Mr. Chainnan 
The Honorable Mike Crapo Rankfng Member Comrnittee on Bankiug. H011Sing. and Urban Af(airs United States Senate SD-S34 Dirksen Bldg. Washingt0<1 DC 20510 Senator 
The Hooorable Jeb Hensarling Chairman Committee: on f'inanc-ial Services House of Representatives 2129 Rayburn Bldg. Washington DC 20515 Mr. Cbrunnan 
Th• Honorable M axine Waters Rnnki ng. Member Committee on F1nandal Services House ofReprescntarives B-37JA Rayburn Bldg. Washington t>C 205ts Congressman 
11,e Honorable Jacqueline A. Berrien Chair Equal Ernployinenr Opportunity Commission 131 M Street. NE Washington' DC 20507 Ms. Madam Chair 
The Hooorabic Eric H. Holder Anomey Generol Dcpanment o( Justice 950 Pennsylvania Avenue, N. W. Washington DC 20530 Mr. Attorney General 
Mr. Tim Cuny Office of Personnel MArulgemcn1 POT1nership and Labor Relatious 1900 E Street. N.W., Suite 7H28 Woshlngton DC 20415 Mr. Wahlen 

~ -~ 



Help

About Us Employers Schools Students Resources

If you are an Employer in
the federal government and
wish to take advantage of
WRP,

Register Now!
If you are a private sector
employer and wish to take
advantage of WRP, go to
www.askEARN.org.
If you're a school or student
interested in WRP and wish to
learn more, read our About Us
section for more details.

Welcome to the 2015 Workforce Recruitment Program
(WRP)

Do you need highly qualified candidates for
jobs at your office? The Workforce
Recruitment Program can help! The WRP is a
recruitment and referral program that
connects federal and private sector employers
nationwide with highly motivated college
students and recent graduates with
disabilities who are eager to prove their
abilities in the workplace through summer or
permanent jobs.

The U.S. Department of Labor's Office of
Disability Employment Policy (ODEP) and the
U.S. Department of Defense's Office of
Diversity Management & Equal Opportunity

(ODMEO) manage the program, which continues to be successful with the
participation of many other federal agencies and sub-agencies. Since the
program's expansion in 1995, over 6,000 students and recent graduates have
received temporary and permanent employment opportunities through the
WRP.

In 2011, the Office of Personnel Management (OPM) highlighted the WRP as a
model strategy in its guidance to federal agencies regarding the recruitment
and hiring of people with disabilities in response to Executive Order 13548,
Increasing Federal Employment of Individuals with Disabilities.

Annually, trained WRP recruiters from federal agencies conduct personal
interviews with interested candidates on college and university campuses
across the country. Candidates represent all majors, and range from college
freshmen to graduate students and law students. Information from these
candidate interviews is compiled in a searchable database that is available
through this website to federal Human Resources Specialists, Equal
Employment Opportunity Specialists, and other hiring officials in federal
agencies. You can request a password here. If you are an employer in the
private sector, or a student interested in private sector employment, you can
take advantage of the WRP through the National Employer Technical
Assistance Center at www.askEARN.org.
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Forgot your password?

Disclaimer: This is a U.S. Government
computer system. U.S. Government
computer systems are provided for
the processing of Official U.S.
Government information only. All
information contained on this system
is owned by the Department of Labor
and the Department of Defense and
may be monitored, intercepted,
recorded, read, copied, or captured in
any manner and disclosed in any
manner, by authorized personnel.
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Copyright 2015 Workforce Recruitment Program (WRP)
Cosponsored by the Department of Labor's Office of Disability Employment
Policy and the U.S. Department of Defense.
The information contained herein is for United States Government use only
and should be treated as privileged information. Safeguard the confidential
nature of this data.
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Office of Inspector General Statement of Independence 
for Individual Projects 

Employees of the Office oflnspector General (OIG) or its contractors who are engaged in audit, attestation, inspection, evaluation, or 
investigative work arc to conduct themselves in a manner consistent with the Federal Reserve Board's and OIG's core values, the 
"Ethics Handbook for Board Employees," the Government Auditing Standards, the Quality Standards for Inspection and Eva/11atio11, 
and the standards applicable to their project. Employees of the OIG and its conn-actors must take precautions to ensure lhat their 
conduct is perceived as being independent, professional, .ind appropriate and are not to become involved in connict-of-interest 
situations or situations that give the appearance that a conflict exists. 

The OIG and its staff and contractors must be free from personal, external, and organ izational impairn1ents to independence and must avoid 
appearance of such impairments of independence, so their work will be viewed as impartial by objective third parties. Employees of the 0 1 
and its contractors should refer to the Quality Standards for Inspection and Evaluation and chapter 3 of the Government Auditing Standards 
a comprehensive discussion of personal, external, and organ izational impairn1ents to independence. lmpainnents to independence include, 
ure not limited to: 

-financial interest that is direct, or is significant/material though indirect, in the audited entity or program. 
- seeking employment with the entity to be reviewed or under review. 
--preconceived ideas toward individuals, groups, organizations, or objectives of a particular program that could bias the project. 
-official, professional, personal, or financial relationships that might cause an employee of t11e OIG or its contractors to limit the 

extent of his/her inquiry, to limit disclosure, or to weaken or slant findings in any way. 
--external interference or innuence that improperly or imprudently limits or modifies the scope of project work. 

Employees of the OIG and its contractors should be aware that independence impairments can occur because of the potential to develop 
close personal relationships with Board staff who work in program areas being audited or otherwise reviewed. Also, employees of the 
OIG and its contractors may wish to apply for job postings in other Board divisions at a time when they are assigned to or about to be 
assigned to review a program in that division. When these or other apparent or potential conflicts of interest occur, the individual should 
fully disclose the situation to the cognizant OIG manager. In consultation with the Inspector General, appropriate action by management 
might include reassigning the individual, limiting the individual's role, or providing additional reviews of the individual's work. Failure 
to comply with the OIG's policies and procedures regarding personal impairments may result in disciplinary action against the 
individual, consistent with the Board's Disciplinary Actions policy. 

Instructions: 

This form, which documents compliance with applicable independence standards, is to be completed at the start of each project by 
OlG or contractor project team members. The completed and signed form should be scanned into the project database. Individuals 
who are either not able to sign this statement or experience a situation in the future where they believe their independence and/or 
objectivity is or may be impaired should notify the cognizant OIG manager to discuss lheir situation. The Assistant Inspector General 
for Legal Services and the Board's Ethics Officer arc also available for consultation. 

I have read the above and attest that l have neither personal nor external impairments to my independence that will keep me from 
objectively planning and conducting my work on this project and reaching independent conclusions based on the evidence. I will 
reevaluate my independence whenever my assignment is changed and whenever my circumstances change. If changes affecting either 
my independence or my objectivity occur subsequent to the completion of this form, I will prompt ly notify the cognizant OIG 
manager. 

Project Name 2014 Congressional Request on the Board's Personnel Practices 

Individual's Na me: Anna Saez ------------------ - -------------- --------
D at c Individual Started Work on 

Individual's Signature: Date: 

Version 05/21/13 



Office of Inspector General Statement of Independence 
for Individual Projects 

Employees of the Office of Inspector General (OIG) or its contractors who arc engaged in audit, attestation, inspection, evaluation, or 
investigative work arc to conduct themselves in a manner consistent with the Federal Reserve Board's and OIG's core values, the 
"Ethics Handbook for Board Employees," the Govemmem Auditing Standards, the Quality Standards/or Inspection and Evaluation, 
and the standards applicable to their project. Employees of the OIG and its contractors must take precautions to ensure that their 
conduct is perceived as being independent, professional, and appropriate and arc not to become involved in conflict-of-interest 
situations or situations that give the appearance that a connict exists. 

The OfG and its staff and contractors must be free from personal, external, and organizational impaim1cnts to independence and must avoid 
appearance of such impairments of independence, so their work will be viewed as impartial by objective third parties. Employees of the OJ 
and its contractors should refer to the Quality Standards for Inspection and Evaluation and chapter 3 of the Government Auditing Standards 
a comprehensive discussion of personal, external, and organizational impairments to independence. Impaim1ents to independence include, 
are not limited to: 

--financial interest that is direct, or is significant/material though indirect, in the audited entity or program. 
--seeking employment with the entity to be reviewed or under review. 
--preconceived ideas toward individuals, groups, organizations, or o~jectives of a particular program that could bias the project. 
--official, professional, personal, or financia l relationships that might cause an employee of the OIG or its contractors to limit the 

extent of his/her inquiry, to limit disclosure, or to weaken or slant findings in any way. 
--external interference or influence that improperly or imprudently limits or modifies the scope of project work. 

Employees of the OfG and its contractors should be aware that independence impairments can occur because of the potential to develop 
close personal relationships with Board staff who work in program areas being audited or otherwise reviewed. Also, employees of the 
OIG and its contractors may wish to apply for job postings in other Board divisions at a time when they are assigned lo or about to be 
assigned to review a program in that division. When these or other apparent or potential conflicts of interest occur, the individual should 
fully disclose the situation to the cognizant OIG manager. In consultation with the Inspector General, appropriate action by management 
might include reassigning the individual. limiting the individual's role, or providing additional reviews of the individual's work. Failure 
to comply with the OJG's policies and procedures regarding personal impaim1ents may result in disciplinary action against the 
individual, consistent with the Board's Disciplinary Actions policy. 

Instructions: 

l11is form, which documents compliance with applicable independence standards, is to be completed at the start of each project by 
OIG or contractor project team members. The completed and signed form should be scanned into the project database. Individuals 
who are either not able to sign this statement or experience a situation in the future where they bel ieve their independence and/or 
objectivity is or may be impaired should notify the cognizant OIG manager to discuss their situation. The Assistant Inspector General 
for Legal Services and the Board's Ethics Officer are also available for consultation. 

l have read the above and anest that I have neither personal nor external impairments to my independence that will keep me from 
objectively planning and conducting my work on this project and reaching independent conclusions based on the evidence. I will 
reevaluate my independence whenever my assignment is changed and whccnever my circumstances change. If changes affecting either 
my independence or my objectivity occur subsequent to the completion of this forn1, I will promptly notify the cognizant OJG 
manager. 

Project Name 20 14 Congressional Request on the Board 's Personnel Practices 

Individual's Name: Anna Saez - ----------------------------------------
(' 

Date Individual Started Wo rk on rojcct: 

Individual's Signature: 

_) 
Date: 

Version 05/21/13 



Office of Inspector General 
Officer Statement of Independence for Individual Projects 

Office of Inspector General (OIG) officers engaged in audit, attestation, inspection, evaluation, or investigative work are 
to conduct themselves in a manner consistent with the Federal Reserve Board's and OIG's core values, the "Ethics 
Handbook for Board Employees," the Government Auditing Standards, the Quality Standards/or Inspection and 
Evaluation, and any other standards applicable to the specific project. 

OIG staff must be free from personal, external, and organizational impairments to independence and must avoid the 
appearance of such impairments of independence, so their work will be viewed as impartial by objective third parties. 
Officers should refer to the Quality Standards/or Inspection and Evaluation and chapter 3 of the Government Auditing 
Standards for a comprehensive discussion of personal, external, and organizational impairments to independence. 
Impairments to independence include, but are not limited to: 

-financial interest that is direct, or is significant/material though indirect, in the audited entity or program; 
--preconceived ideas toward individuals, groups, organizations, or objectives of a particular program that could bias 

the project; 
--official, professional, personal, or financial relationships that might cause one to limit the extent of his/her inquiry, 

to limit disclosure, or to weaken or slant findings in any way; 
-seeking employment with the entity to be reviewed or under review; or 
-external interference or influence that improperly or imprudently limits or modifies the scope of project work. 

When an actual, potential, or perceived conflict of interest occurs, the individual should fully disclose the situation to the 
Inspector General or, in the case of the Inspector General, the OIG's Assistant Inspector General for Legal Services. The 
Board's Ethics Officer also is available for consultation. Appropriate action to address the matter might include recusal 
from a specific project, reassigning the individual, limiting the individual's role, or providing additional reviews of the 
individual's work. 

This form, which documents compliance with applicable independence standards, is to be completed by an officer when 
he/she becomes involved in a project. The signed form should be scanned into the project database or provided to the 
project manager for inclusion. An officer who subsequently experiences a situation where his/her independence and/or 
objectivity is or may be impaired should fully disclose the situation as provided in the previous paragraph. Failure to 
comply with the OIG's policies and procedures regarding personal impairments may result in disciplinary action against the 
employee, consistent with the Board's Disciplinary Actions policy. 

I have read the above and attest that I do not have any personal, external, or organizational impairment to my 
independence with respect to this project. I am able to objectively oversee this project and reach independent conclusions 
or decisions based on the evidence. I will reevaluate my independence whenever my circumstances change and will 
notify the appropriate official as necessary. 

Project Name 2014 Congressional Request on the Board's Personnel Practices 

Individual's Name: Melissa Heist ------------------------------------
Date Individual Started Work on Project: _4_/_8_/2_0_14 _________________________ _ 

lndividual'sSignature:' (~ \~ Date: + \\ 0 \ \4-

Version 05/21/13 
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Kimberly Perteet

From: Tim Rogers
Sent: Friday, April 25, 2014 12:14 PM
To: Donald Hammond
Cc: Michell Clark; Sheila Clark; David Harmon; Bill Mitchell; WilliamsO@gao.gov; Mark 

Bialek; Tony Ogden; Melissa M. Heist; Andrew Patchan; Anna Saez; Kimberly Perteet
Subject: OIG Audit of the Board's Diversity and Inclusion Processes -ZFRSSE-
Attachments: Board Announcement CR Diversity April 2014.pdf

Good afternoon, 
 
The Office of Inspector General received a letter from the House Committee on Financial Services requesting that our 
office review activities related to workplace diversity and inclusion at the Board. As described in the attached 
memorandum, we are initiating an audit of the Board’s personnel operations and other efforts to provide equal 
employment opportunities, and will be contacting your offices shortly to arrange an entrance conference.  If you have 
any questions concerning this audit, please contact me at (202) 973‐5042 or Anna Saez, OIG Manager at (202) 973‐5027. 
 
Regards, 
Tim Rogers 
 
_____________________________________________________________ 
Timothy Rogers  |  Sr. OIG Manager for Management and Operations 
Audits and Evaluations 
Office of Inspector General 
Board of Governors of the Federal Reserve System  |  Consumer Financial Protection Bureau 
202-973-5042  |  c: 202-450-7792  |  timothy.p.rogers@frb.gov 
 
 



April 25, 2014 

MEMORANDUM 

OFFICE OF INSPECTOR GENERAL 

BOARD OF GOVERNORS OF THE fEOERAL RESERVE SYSTEM 

CONSUMER FtNANClAL PROTECTION BUREAU 

TO: Donald Hammond 
Cruef Operating Officer 

FROM: Timothy Rogers ~ ~10 ~ 
Senior OIG Manager for Management and Operations 
Office of Audits and Evaluations 

SUBJECT: Congressional Request Regarding the Board' s Diversity and Inclusion Processes 

In response to a recent letter from the House Committee on Financial Services (attachment A), 
the Office of Inspector General is initiating an audit of the Board of Governors of the Federal 
Reserve System's (Board) activities related to diversity and inclusion processes. The objective of 
trus audit is to assess the Board's personnel operations and other efforts to provide for equal 
employment opportunities, including equal opportunity for minorities and women to obtain 
senior management positions, and for racial, ethnic, and gender diversity in the workforce. 

To answer our objective, we plan to 
• analyze information related to trend statistics, such as performance management results 

and promotions for minority and women employees, informal and formal equal 
employment opportunity complaint statistics, and employee satisfaction survey results 

• review relevant Board personnel operations, policies, and procedures, such as those 
related to performance management, to determine whether adequate controls are 
established to prevent and detect bias or discrimination 

• assess the Board's efforts to respond to complaints, employee satisfaction survey results, 
or other potential indications of bias and to increase diversity in management 

• evaluate the Office of Minority and Women Inclusion' s role and involvement in 
monitoring the impact of the Board' s personnel policies on minorities and women, as 
well as monitoring the agency' s efforts to increase diversity in senior management 
positions 
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• identify any factors that may impact the Board's ability to increase diversity in senior 
management positions 

Our scope will include personnel activities that took place from January 2011 through December 
2013, as well as changes to policies and procedures since December 2013. 

We will contact your office shortly to schedule an entrance conference to further discuss our 
planned work in more detail. Attachment B contains our initial list of documents that we are 
requesting to assist us in addressing our objective. Please provide the documents at your earliest 
convenience. If you have any questions concerning this audit, please contact Anna Saez, OIG 
Manager, at 202-973-5027 or me at 202-973-5042. 

Attachments 
cc: Michell Clark, Director, Management Division 

David Harmon, Chief Human Capital Officer 
Sheila Clark, Program Director, Office of Minority and Women Inclusion 
William Mitchell, Chief Financial Officer and Director, Division of Financial Management 
Orice Williams Brown, U.S. Government Accountability Office 
Mark Bialek, Inspector General 
J. Anthony Ogden, Deputy Inspector General 
Melissa Heist, Associate Inspector General for Audits and Evaluations 
Andrew Patchan Jr., Associate Inspector General for Information Technology 



Attachment A
JEB HENSARLING, T X, CHAIRMAN mlnitell ~tntes ~011se of 3R.epresentnti\Je% 

QI:ommittee on jf innttdal ~er\.Jices 
Wns{Jinuton, 1.B.Ql:. 20515 

March 24, 2014 

Inspector General Mark Bialek 
Board of Governors of the Federal Reserve System 
Office of Inspector General 
20th and C Streets N.W. 
Mail Stop 300 
Washington, DC 20551 

Dear Inspector General Bialek: 

MAXINE WATERS, CA, RANKING 
MEMBER 

We write to request that the Office of the Inspector General (OIG) for the Board of 
Governors of the Federal Reserve System (FRS) review the agency's internal operations to 
determine whether any personnel practices have created a discriminatory workplace or otherwise 
systematically disadvantaged minorities from obtaining senior management positions. 

Section 342 of the Dodd-Frank Wall Street Reform and Consumer Protection Act 
established an Office of Minority and Women Inclusion (OMWI) at most of the federal financial 
regulatory agencies, responsible for matters relating to diversity in management, employment, 
and business activities. Despite this statutory mandate, the Government Accountability Office 
(GAO) concluded in a report released last year that management-level representation of 
minorities and women among federal financial agencies and Federal Reserve Banks has not 
changed substantially from 2007 through 2011. In fact, across all federal financial regulators, 
agency representation of minorities was as low as 6 percent and dropped as low as zero percent 
at one of the Reserve Banks. In light · of these findings and the concerns raised by employee 
perforn1ance evaluations at the Consumer Financial Protection Bureau (CFPB), we believe the 
OIG should work in cooperation with Federal Reserve System's OMWI Director to assess 
cLment personnel practices and make recommendations necessary to ensure full compliance with 
the law. 

The 2013 GAO report, entitled "Trends and Practices in the Financial Industry and 
Agencies after the Recent Financial Crisis," documented the extremely poor representation of 
women and minorities in leadership positions wHhin the financial services industry and among 
federal financial regulators. According to GAO, industry representation of minorities in 2011 
was higher in lower-level management positions - approximately 20 percent - as compared to 
about 1 r percent of senior-level manager positions. 

While public attention is currently aiid justifiably focused on the CFPB, the most 
recent OMWI reports suggest the disparities impeding internal upward mobility for minorities 
may be endemic throughout all the agencies regulating the financial services industry. 
According to the Treasury Department's 2013 OMWI report, among its senior executive 
management, 86 percent are white men, compared to 7 percent Black men, 4 percent Hispanic 
men, and 3 percent Asian men. Among the agency's GS-15 employees, which serves as a 
pipeline to senior level management, white men are once again overrepresented at 86 percent, 
compared to 6 percent Black men, 2 percent Hispanic men, and 6 percent Asian men. 
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At the Federal Reserve, white men represent 50 percent of executive senior level 
managers, compared to just 28.7 percent represented by white women. Along ethnic categories, 
black and Hispanic men represent, respectively, roughly 5 percent and 1 percent of executive 
senior level managers. Black women represent roughly 6 percent and Hispanic women represent 
nearly 2 percent of senior managers. 

According to the most recent information from the GAO, at the National Credit Union 
Administration (NCUA), whites represent 88 percent of senior level management positions, 
compared to 4 percent represented by blacks and 4 percent by Hispanics. At the Office of the 
Comptroller of the Currency (OCC), whites represent 82 percent of senior level managers, 
compared to 9 percent black and 5 percent Hispanic. Whites represent 89 percent of senjor level 
management positions at the Securities and Exchange Commission, compared to 2 percent black 
and 5 percent Hispanic. Minorities appear to fair best at the Federal Housing Finance Agency, 
where whites represent 76 percent of senior level management positions, compared to 16 percent 
black and 8 percent Hispallic. However, more comprehensive analysis is still needed from the 
agency to fully assess the racial and gender employment of minorities in senior positions beyond 
the GAO's limited information. 

Accordingly, we request that the OIG examine any employee complaints, formal or 
informal, related to personnel practices, workplace policies and the findings from any employee 
satisfaction surveys, whether conducted by the Federal Reserve System or an outside entity. If 
the OIG identifies any individuals or groups of individuals who have exhibited discriminatory 
behaviors or patterns of unfair or unequal treatment, we ask that the OIG provide 
recommendations about appropriate actions, including remedial training or removal from 
employment with the agency. Furthermore, we request that the OIG assess the agency's OMWI 
operations, and ensure corrective actions are taken within the agency with regard to employee 
compensation, rating systems, retention, and promotion of women and minorities. 

Sincerely, 

~ 19 4~ 1a<;;: 4£~ ........-c.--=---2~~---i.-,, 
e4-o.~~ 
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Office of Ins pector Genera l S tatement of Independence 
for Indiv idual Projects 

Employccl> of the Office of Inspector General (OIG) or its contrnctors who arc cngngcd i11 audit. a11cs1ation, 
i11spcc1io11, cvalua1io11, or investigative work arc Ill eo11tluc1 themselves in a manner co11si~1c111 wi1h the Federal 
Reserve Board's and O!G ·s con: values. the ·'Ethics I landbouk ror 13oard Employees," the Go1·em111e111 A 11di1i11g 
Standards. the Quality Stu11tlards for l11speaio11 and Ev11/11111io11. and the standards applicable 10 their project. 
Fmployees of the O!G anti it:. contractors must tal,.e precaution~ to ensure that their conduct is pt•rcei\ cd as being 
independent, professional, and appropriate :ind arc not to become involved in conflict-ol'-interest situntions or 
situations thm give the appearance that a conflict exists. 

The OIG and its staff and co111rac1ors must he free from pcn,onal, external. and organi1a1ional impairments 10 indepemlcnce 
and must avoid the appearance of such impairme111s of independence, so their work will be viewed as impartial by objective 
third parties. Employees ol'the OIG and its contractors should refer to the Quality Standards for Inspection and Evaluation 
and chapter J of lhe G11,·cm111e111 A 11di1i11g Stmulurcl.1· for a con1prchcnsive discussion of' personal, externa l. and organiza1iona l 
impairments to independence. Impairments to independence include. but arc not limited to: 

• financial interest thnt is direct, or is ~ignificant/materia l 1ho11gh indin..:ct. in the audited entity or 
program. 

• seeking employment wi1h the entity 10 be reviewed or under review. 
• preconceived ideas toward individunls. groups, organizations. or objectives of a particular program that 

could bias 1hc project. 
• official, professional, personal, or fimmcial relationships that might cause an employee of lhe OIG or 

its comractors lo limit lhe extent of his/her inquiry. lo limit disclosure, or to weaken or slant findings in 
any wny. 

• external in1crfcrencc or intlut:ncc 1hn1 improperly or imprudently limits or modifies the scope of' 
project work. 

l:.mplo)ccs ot'thc OIG and its con1rac1on, should be ,mare that independence impairments can occur b1:cause ol'the 
potential to develop close personal relationships with Board staff who work in program areas being audited or 
olhcrwise reviewed. Also. employees of the OIG and its contraclors may wish Lo apply for job postings in other Bonrd 
divisions at a time when lhey arc assigned to or about to be assigned lO review a program in that division. When the~e 
or other apparent or potential conOicts of interest occur. the individual should fully disclose the si1ua1ion to the 
cognizant OIG manager. In consultation with the lnspe1.:1or General, appropriale action by management might include 
re11ssigni11g the individual, li111i1ing the indi vidual's rolt:, or providing additionnl reviews ol'thc individual's work. 
Failure 10 comply with the OIG 's policies and procedures regarding personal impairme111s 111ay result in disciplinary 
action against the individual, consis1cnt with the Board's Disciplinary Actions poliC). 

I nsl ructions: 

Thi!. form. which document~ compliance wilh applicable independence standards, i!> 10 be complc11.:d at the start or 
each project by OIG or contractor project team members. The completed and signed form !>hould be scanned into 
the project database. Individuals who arc either no1 able to sign this statement or experience a situation in the ru1urc 
where they believe their indepcnden1.:c and/or objcc1ivity is or may be impaired should notify 1hc cognizant OIG 
manager lo discuss their si111ation. The Assistant Inspector General for Legal Services and 1hc Aoard's Ethics 
Officer arc also available for consuhmion. 

I have read the above and a11cs1 thai I have neither personal nor external i111p,1irmcnls to 11,y indcpemknce that will 
l,.eep me from objeclively planning and conducting my work on this project and reaching independent conclusions 
based on the evidence. I will reevaluate m~ independence whenever my assignment is changed and 11 henever Ill\ 

circumstances change. If changes affecting either my indcpcncknce or Ill) objectivity occur subsequcnl 10 the · 
cmnplction of 1his form, I will promptly notify the cognizunt OIG rnanngcr. 

l11divid11al's Na me: c.-- Jlt1tt Hw 
Date Individual 

ig11a1ure: Dale: s;b-0/.2011 
Version 05/21/13 



Office of Inspector General Statement of Independence 
for Individual Projects 

Employees of the Office oflnspector General (OIG) or its contractors who are engaged in audit, attestation, 
inspection, evaluation, or investigative work are to conduct themselves in a manner consistent with the Federal 
Reserve Board's and OIG's core values, the "Ethics Handbook for Board Employees," the Government Auditing 
Standards, the Quality Standards for Inspection and Evaluation, and the standards applicable to their project. 
Employees of the OIG and its contractors must take precautions to ensure that their conduct is perceived as being 
independent, professional, and appropriate and arc not to become involved in conflict-of-interest situations or 
situations that give the appearance that a conflict exists. 

The OIG and its staff and contractors must be free from personal, external, and organizational impairments to independence 
and must avoid the appearance of such impairments of independence, so their work will be viewed as impartial by objective 
third parties. Employees of the OIG and its contractors should refer to the Quality Standards for Inspection and Evaluation 
and chapter 3 of the Government Auditing Standards for a comprehensive discussion of personal, external, and organizational 
impairments to independence. Impairments to independence include, but are not limited to: 

• financial interest that is direct, or is significant/material though indirect, in the audited entity or 
program. 

• seeking employment with the entity to be reviewed or under review. 
• preconceived ideas toward individuals, groups, organizations, or objectives of a particular program that 

could bias the project. 
• official, professional, personal, or financial relationships that might cause an employee of the OIG or 

its contractors to limit the extent of his/her inquiry, to limit disclosure, or to weaken or slant findings in 
any way. 

• external interference or influence that improperly or imprudently limits or modifies the scope of 
project work. 

Employees of the OIG and its contractors should be aware that independence impairments can occur because of the 
potential to develop close personal relationships with Board staff who work in program areas being audited or 
otherwise reviewed. Also, employees of the OIG and its contractors may wish to apply for job postings in other Board 
divisions at a time when they are assigned to or about to be assigned to review a program in that division. When these 
or other apparent or potential conflicts of interest occur, the individual should fully disclose the situation to the 
cognizant OIG manager. In consultation with the Inspector General, appropriate action by management might include 
reassigning the individual, limiting the individual's role, or providing additional reviews of the individual's work. 
Failure to comply with the OIG's policies and procedures regarding personal impairments may result in disciplinary 
action against the individual, consistent with the Board's Disciplinary Actions policy. 

Instructions: 

This form, which documents compliance with applicable independence standards, is to be completed at the start of 
each project by OIG or contractor project team members. The completed and signed form should be scanned into 
the project database. Individuals who are either not able to sign this statement or experience a situation in the future 
where they believe their independence and/or objectivity is or may be impaired should notify the cognizant OIG 
manager to discuss their situation. The Assistant Inspector General for Legal Services and the Board's Ethics 
Officer are also available for consultation. 

I have read the above and attest that I have neither personal nor external impairments to my independence that will 
keep me from objectively planning and conducting my work on this project and reaching independent conclusions 
based on the evidence. I will reevaluate my independence whenever my assignment is changed and whenever my 
circumstances change. If changes affecting either my independence or my objectivity occur subsequent to the 
completion of this form, I will promptly notify the cognizant OIG manager. 

Project Name: Audit of the Board's Diversity and Inclusion Processes 

lndividual•s Name: 

.L.\-1>-lc>Jt.\ Date Individual Started Work on Project: ____ ....,..,:::::: ___ · _________ _ 

Signature: ~~ Dote: ':).'2,1-'J,OIL-\ 
Version 05/21/13 



Entrance Conference for the Audit of the Board’s Diversity and Inclusion Processes 

 

Date: 5/12/2014 

Participants: 

 Donald Hammond, Chief Operating Officer, COO 

 Michell Clark, Director, Management Division 

 David Harmon, Deputy Director, Human Capital 

 Shelia Clark, Program Director, Diversity and Inclusion 

 Melissa Heist, Associate Inspector General, OIG 

 Timothy Rogers, Senior Manager, OIG 

 Kimberly Perteet, Senior Auditor, OIG 

 Jina Hwang, Counsel, OIG 

 Brian Murphy, Auditor, OIG 

 Brandon Lee, Auditor, OIG 

Meeting objective/Purpose: 

The purpose of this meeting was to provide senior Management Division staff of objective, scope, 

methodology, and key dates related to the audit.  

Minutes: 

 The audit team presented an agenda and audit process documents.  

 The team informed the auditees of the objective, scope and methodology. 

o The audit team mentioned policies, procedures, and internal controls will be examined 

during this audit. 

o Also, the audit team will analyze statistical trends related to EEO complaints, the PMP, 

and promotions 
(b) (5)



(b) (5)



 
 
May 12, 2014 
 
 
SUBJECT: Entrance Conference for the Audit of the Board’s Diversity and Inclusion Processes 
 
Objective 

Assess the Board’s personnel operations and other efforts to provide equal employment 
opportunities, including equal opportunity for minorities and women to obtain senior 
management positions, and for racial, ethnic, and gender diversity in the workforce. 
 

Scope 
• Personnel activities from January 2011 through December 2013 
• Changes to policies and procedures since December 2013 

 
Methodology 

• Interview various agency personnel 
• Review personnel operations, policies and procedures, reports, existing statistics, and other 

relevant documentation 
• Analyze data to identify statistical trends  
• Conduct internal control testing to assess the adequacy of established controls  

 
Key Dates 

 
OIG Contacts 

• Primary contact:  
o Kimberly Perteet, Project Leader, (202) 973-7318, kimberly.l.perteet@frb.gov  
o Anna Saez, Project Manager, (202) 973-5027, annabelle.saez@frb.gov 

 
• Additional  contacts:  

o Brandon Lee, Auditor, (202) 973-7322, brandon.m.lee@frb.gov 
o Brian Murphy, Auditor, (202) 973-6179, brian.p.murphy@frb.gov 
o Tim Rogers, Senior OIG Manager for Management and Operations,  

(202) 973-5042, timothy.p.rogers@frb.gov 
o Melissa Heist, Associate Inspector General for Audits and Evaluations, 

(202) 973-5024, melissa.m.heist@frb.gov 
 

(b) (5)
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OFFICE OF INSPECTOR GENERAL 

BOARD OP GOVERNORS OP THE FEDERAL RESERVE SYSTEM 

CONSUMER FINANCIAL PROTECTION BUREAU 

Statement of Independence on Individual Projects 

The Office of Inspector General (OIG) and its staff and contractors must be independent in all 
matters relating to audit, inspection, and evaluation work. OIG employees and contractors who 
are engaged in audits, inspections, or evaluations are to comply with the OIG policy AE-001, 
Independence, and conduct themselves in a manner consistent with the Board of Governors of 
the Federal Reserve System's (Board) and the OIG's core values; the Board's Principles of 
Ethical Conduct; the Standards of Ethical Conduct for Employees of the Executive Branch, 
issued by the U.S. Office of Government Ethics; the generally accepted government auditing 
standards (GAGAS), issued by the Comptroller General of the United States; Quality Standards 
for Inspection and Evaluation, issued by the Council of the Inspectors General on Integrity and 
Efficiency; and any other standards applicable to their project. OIG employees and contractors 
must take precautions to ensure that their conduct is perceived as being independent, 
professional, and appropriate and are not to become involved in situations that impair 
independence or give the appearance that impairment to independence exists. 

Independence comprises independence of mind and independence in appearance. Independence 
of mind is the state of mind that permits the performance of an audit without being affected by 
influences that compromise professional judgment, thereby allowing an individual to act with 
integrity and exercise objectivity and professional skepticism. Independence in appearance is the 
absence of circumstances that would cause a reasonable and informed third party, having 
knowledge of the relevant information, to reasonably conclude that the integrity, objectivity, or 
professional skepticism of an audit organization or member of the audit team had been 
compromised (GAGAS 3.03). 

GAGAS establishes the conceptual framework (see GAGAS 3.07-3.26 and appendix II) that 
010 employees and contractors must use to identify and evaluate threats to independence given 
the circumstances of their work. Whether independence is impaired depends on the nature of the 
threat, whether the threat is of such significance that it would compromise an auditor's 
professional judgment or create the appearance that the auditor's professional judgment may be 
compromised, and the specific safeguards applied to eliminate the threat or reduce it to an 
acceptable level. GAGAS provides broad categories of threats (GAGAS 3.14) and examples of 
circumstances that create threats to independence (GAGAS A3.02-A3.09) and it describes 
safeguards that may be effective in certain circumstances (GAGAS 3.16--3.19). 

Consistent with GAGAS 3.21, 3.64, and 3.65, auditors use professional judgment in applying the 
conceptual framework to determine independence in a given situation. When identifying and 
evaluating threats to independence, OIG employees and contractors must consider the broad 
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categories of threats to independence and the example safeguards provided in GAGAS, as well 
as the unique circumstances of the project. In addition to the GAGAS examples, specific 
situations that threaten independence and must be reported to the project manager or an 
appropriate official if the project manager is not available include the following: 

• financial interest that is direct, or is significant or material though indirect, in the audited 
entity or program 

• seeking employment with the division or program area to be reviewed or under review 
(including the time period leading up to the submission of a job application) 

• preconceived ideas toward individuals, groups, organizations, or objectives of a 
particular program that could bias the project 

• official, professional, personal, financial, or any kind of relationship that might cause an 
010 employee or contractor to limit the extent of his or her inquiry, to limit disclosure, 
or to weaken or slant findings in any way 

• external interference or influence that improperly or imprudently limits or modifies the 
scope of project work 

When these or any other apparent or potential threats to independence are identified, the 
individual must immediately and fully disclose the situation to the project manager. The project 
manager, in consultation with the applicable Senior 010 Manager and Associate Inspector 
General, must determine whether identified threats to independence are significant and whether 
they can be reduced to an acceptable level with the imposition of safeguards. Any disclosed 
threats to independence and applied safeguards must be documented on this form 
(GAGAS 3.24). If the disclosed threats to independence are deemed insignificant, the basis for 
that determination must be documented on this form. 

Failure to comply with the OIG's policies and procedures regarding independence may result in 
adverse or disciplinary action against the individual, up to and including termination, consistent 
with applicable Board policy. 

Instructions 

This form, which documents compliance with applicable independence standards, is to be 
completed at the start of each project by 010 or contractor project team members, as well as any 
010 staff members who substantially contribute to the project in accordance with the OIG's 
Independence policy. Generally, the project's start date refers to the date the project is initiated 
in the audit system. A new form must be completed when circumstances change or when threats 
to independence arise that impact the individual's independence. In addition, this form must be 
completed by 010 referencers prior to their involvement in the project. The completed forms are 
maintained as electronic workpapers in the audit systems. 
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Certification 

I certify that l have read and understand the above, as well as the 0 IG's Independence policy and 
GAGAS independence standards. With regard to the assigned project, I have evaluated threats to 
my independence, both independence of mind and in appearance, and attest that (select one): 

✓ 1 have not identified any threats to my independence. 

• I have identified threats to independence and applied safeguards, as described below. 

Describe any threats to independence ident ified and safeguards applied {attach 
additional page if necessary). 

0 As a referencer forthis project, 1 certi fy that J have not identified any threats to my 
independence that would prevent me from objectively performing the independent 
reference review. 

1 also agree to reevaluate my independence whenever my assignment is changed or whenever my 
circumstances change while working on this project. 1 f changes affecting either my 
independence or my objectivity regarding this proj ect occur subsequent to the completion of this 
form. I will immediately notify the project manager or an appropriate official if the project 
manager is not available. 

Project name: 2014 Congressional Request on the Board's Personnel Practices 

Individual's name: ------- - - - --------------

tn /t u/1~ Date individual shirted on project: ___ v_ ...... ___ _.._ ___________ _ 

Signature: __ c~,,,_-A_,,.~~-/I+---_____ _ -6-'~ Date: 
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OFFICE OF INSPECTOR GENERAL 

BOARD OP GOVERNORS OP THE FEDERAL RESERVE SYSTEM 

CONSUMER FINANCIAL PROTECTION BUREAU 

Statement of Independence on Individual Projects 

The Office of Inspector General (OIG) and its staff and contractors must be independent in all 
matters relating to audit, inspection, and evaluation work. OIG employees and contractors who 
are engaged in audits, inspections, or evaluations are to comply with the OIG policy AE-001, 
Independence, and conduct themselves in a manner consistent with the Board of Governors of 
the Federal Reserve System's (Board) and the OIG's core values; the Board's Principles of 
Ethical Conduct; the Standards of Ethical Conduct for Employees of the Executive Branch, 
issued by the U.S. Office of Government Ethics; the generally accepted government auditing 
standards (GAGAS), issued by the Comptroller General of the United States; Quality Standards 
for Inspection and Evaluation, issued by the Council of the Inspectors General on Integrity and 
Efficiency; and any other standards applicable to their project. OIG employees and contractors 
must take precautions to ensure that their conduct is perceived as being independent, 
professional, and appropriate and are not to become involved in situations that impair 
independence or give the appearance that impairment to independence exists. 

Independence comprises independence of mind and independence in appearance. Independence 
of mind is the state of mind that permits the performance of an audit without being affected by 
influences that compromise professional judgment, thereby allowing an individual to act with 
integrity and exercise objectivity and professional skepticism. Independence in appearance is the 
absence of circumstances that would cause a reasonable and informed third party, having 
knowledge of the relevant information, to reasonably conclude that the integrity, objectivity, or 
professional skepticism of an audit organization or member of the audit team had been 
compromised {GAGAS 3.03). 

GAGAS establishes the conceptual framework (see GAGAS 3.07-3.26 and appendix II) that 
OIG employees and contractors must use to identify and evaluate threats to independence given 
the circumstances of their work. Whether independence is impaired depends on the nature of the 
threat, whether the threat is of such significance that it would compromise an auditor's 
professional judgment or create the appearance that the auditor's professional judgment may be 
compromised, and the specific safeguards applied to eliminate the threat or reduce it to an 
acceptable level. GAGAS provides broad categories of threats (GAGAS 3.14) and examples of 
circumstances that create threats to independence (GAGAS A3.02-A3.09) and it describes 
safeguards that may be effective in certain circumstances (GAGAS 3.16-3.19). 

Consistent with GAGAS 3.21, 3.64, and 3.65, auditors use professional judgment in applying the 
conceptual framework to determine independence in a given situation. When identifying and 
evaluating threats to independence, OIG employees and contractors must consider the broad 
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categories of threats to independence and the example safeguards provided in GAGAS, as well 
as the unique circumstances of the project. In addition to the GAGAS examples, specific 
situations that threaten independence and must be reported to the project manager or an 
appropriate official if the project manager is not available include the following: 

• financial interest that is direct, or is significant or material though indirect, in the audited 
entity or program 

• seeking employment with the division or program area to be reviewed or under review 
(including the time period leading up to the submission of a job application) 

• preconceived ideas toward individuals, groups, organizations, or objectives of a 
particular program that could bias the project 

• official, professional, personal, financial, or any kind of relationship that might cause an 
010 employee or contractor to limit the extent of his or her inquiry, to limit disclosure, 
or to weaken or slant findings in any way 

• external interference or influence that improperly or imprudently limits or modifies the 
scope of project work 

When these or any other apparent or potential threats to independence are identified, the 
individual must immediately and fully disclose the situation to the project manager. The project 
manager, in consultation with the applicable Senior 010 Manager and Associate Inspector 
General, must determine whether identified threats to independence are significant and whether 
they can be reduced to an acceptable level with the imposition of safeguards. Any disclosed 
threats to independence and applied safeguards must be documented on this form 
(GAGAS 3.24). lfthe disclosed threats to independence are deemed insignificant, the basis for 
that determination must be documented on this form. 

Failure to comply with the OIG's policies and procedures regarding independence may result in 
adverse or disciplinary action against the individual, up to and including termination, consistent 
with applicable Board policy. 

Instructions 

This form, which documents compliance with applicable independence standards, is to be 
completed at the start of each project by 010 or contractor project team members, as well as any 
010 staff members who substantially contribute to the project in accordance with the OIG's 
Independence policy. Generally, the project's start date refers to the date the project is initiated 
in the audit system. A new form must be completed when circumstances change or when threats 
to independence arise that impact the individual's independence. In addition, this form must be 
completed by 010 referencers prior to their involvement in the project. The completed forms are 
maintained as electronic workpapers in the audit systems. 
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Certification 

I certify that I have read and understand the above, as well as the OIG's Independence policy and 
GAGAS independence standards. With regard to the assigned project, I have evaluated threats to 
my independence, both independence of mind and in appearance, and attest that (select one): 

af I have not identified any threats to my independence. 

• I have identified threats to independence and applied safeguards, as described below. 

Describe any threats to independence identified and safeguards applied (attach 
additional page if necessary). 

D As a referencer for this project, I certify that I have not identified any threats to my 
independence that would prevent me from objectively performing the independent 
reference review. 

I also agree to reevaluate my independence whenever my assignment is changed or whenever my 
circumstances change while working on this project. If changes affecting either my 
independence or my objectivity regarding this project occur subsequent to the completion of this 
form, I will immediately notify the project manager or an appropriate official if the project 
manager is not available. 

Project name: 2014 Congressional Reguest on the Board's Personnel Practices 

Individual's name: ___ V,_,_C_<f"_o __ L ___ C=-__ a..... ___ \ .... cl __ e_f'_O __ f' _____ _ 

Date individual started on project: _ __,r{....._.,.../_2_7--+/_I_'{_,__ ______ _ 
~ I 

Signature: ~~ Date: 7/22 /!<( 
( 
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OPflJCE OF [ NSPECT0R G ENERA L 

BOARD OF GOVERNORS OF THE FEDERAL ReScRVE Svs:mM 

CONSUMER Fl NANCJAL PROTllCTION 8URRAU 

Statement of Independence on Individual Projects 

The Office of lnspeclor General (OIG) and ils staff and contractors must be independent in all 
matters relating to audit, inspection, and evaluation work. OIG employees and contractors who 
are engaged in audits, inspections, or evaluations are to comply with Lhe OTG policy AE-001 , 
Independence, and conduct themselves in a manner consistent with lhc Board of Governors o[ 
U1e Federal Reserve System's (Board) and (he OlG's core values: the Board's l'rinciples of 
Efhical Conduct; the Standards of Ethical Conduct.for Employees o,(lhe Executive Branch, 
issued by the U.S. Office of Government Ethics; the generally accepted government auditing 
standards (GAG AS). issued by the Comptroller General of lhe United States; Quality Standards 
for Inspection and Evaluation. issued by the Council of the Inspectors General on Integrity and 
Efficiency; and any olher standards applicable Lo U1eir project. OrG employees and conlractors 
must take precautions to ensure that their conduct is perceived as being independent, 
professional, and appropriate and are not lo become involved in situations that impair 
u1depcndence or give the appearance that impairment lo independence exists. 

Independence compri ses independence of 1nind and independence in appearance. lndependem.:c 
of mind is the stale of mind thal permits tho performance of an aud it without being affected by 
influences that compromise professional judgment, thereby allowing an individua l to act with 
integrity and exercise objectivity and professional skepticism. Independence in appearance is Lhe 
absence of circumstances that would cause a reasonable and informed third party, having 
knowledge of the relevant information, to reasonably conclude that the integrity. objectivity, or 
profossional skepticism of an auclil organization or member of Lhe audit team had been 
compromised (GAGAS 3.03). 

GAGAS establishes the conceptual framework (see GAGAS 3.07-3.26 and appendix ll) that 
OIG employees and contradors must use to identify and evaluate threats to independence given 
Lhe circumstances of their work. Whether independence is impaired depends on the nature or Lhe 
threat, whether the threat is o r such significance that it would compromise an auditor' s 
professional judgment or create the appearance that the auditor' s professional judgment may be 
compromised, and the specific safeguards appl ied to eliminate the threat or reduce it to an 
acceptable level. GA GAS provides broad categories of threats (GAGAS 3.14) and examples of' 
circumstances that create threats to independence (GAGAS J\3.02- /\3.09) and it describes 
safeguards that may be effective in cerlain circumstances (GAGAS 3. 16-3. 19). 

Consistent with G/\G/\S 3.2 1. 3.64, and 3.65, aud itors use professional j udgmenl in applying the 
conceptual framework to determine independence in a given situation. When identifying and 
evaluating threats to indepcnclcnce, OlG employees and contractors must consider the broad 
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categories of threats to independence and the example safeguards provided in GAGAS, as well 
as the unique circumstances of the project. In addition to the GA GAS examples, specific 
situations that threaten independence and must be reported to the project manager or an 
appropriate official if the project manager is not available include the following: 

• financial interest that is direct, or is significant or material though indirect, in the audited 
entity or program 

• seeking employment with the division or program area to be reviewed or under review 
(including the time period leading up to the submission of a job application) 

• preconceived ideas toward individuals, groups, organizations, or objectives of a 
particular program that could bias the project 

• official, professional, personal, financial, or any kind of relationship that might cause an 
OIG employee or contractor to limit the extent of his or her inquiry, to limit disclosure, 
or to weaken or slant findings in any way 

• external interference or influence that improperly or imprudently limits or modifies the 
scope of project work 

When these or any other apparent or potential threats to independence are identified, the 
individual must immediately and fully disclose the situation to the project manager. The project 
manager, in consultation with the applicable Senior OIG Manager and Associate Inspector 
General, must determine whether identified threats to independence are significant and whether 
they can be reduced to an acceptable level with the imposition of safeguards. Any disclosed 
threats to independence and applied safeguards must be documented on this form 
(GAGAS 3.24). If the disclosed threats to independence are deemed insignificant, the basis for 
that determination must be documented on this form. 

Failure to comply with the OIG's policies and procedures regarding independence may result in 
adverse or disciplinary action against the individual, up to and including termination, consistent 
with applicable Board policy. 

Instructions 

This form, which documents compliance with applicable independence standards, is to be 
completed at the start of each project by OIG or contractor project team members, as well as any 
OIG staff members who substantially contribute to the project in accordance with the OIG's 
Independence policy. Generally, the project's start date refers to the date the project is initiated 
in the audit system. A new form must be completed when circumstances change or when threats 
to independence arise that impact the individual's independence. In addition, this form must be 
completed by OIG referencers prior to their involvement in the project. The completed forms are 
maintained as electronic workpapers in the audit systems. 
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Certification 

I certify that I have read and understand the above, as well as the OIG's Independence policy and 
GAGAS independence standards. With regard to the assigned project, I have evaluated threats to 
my irn.lependern.:e, both independence or mind and in appearance, and attest that (select one): 

J I have not identified any threats to my independe nce . 

• I have identified threats to indcpendem:c and applied safeguards, as described below. 

Descrihe any threats to independence identified and safeguards applied (attach 
add itional pugc if neccss:u·y). 

D As a referencer for this project, 1 certi f'y that I have not i<lenti fled any threats to my 
independence that would prevent me from objectively performing t he independent 

reference review. 

I also "grce to reevaluHte my independence whenever my assignment is changed o r whenever my 
circumstances change while workin g on this project. Jf changes a ffecting either my 
independence or my objectivity regard ing this project occur subsequent to the completion of th is 
fo rm, I w ill immediately noti r y the project manager or an appropriate o fficial if' the proj ect 
manager is not available. 

Project name: 201 4 Congressional Reques t on the Hoard's Personnel Practice~ 

Individual' s name: J iDO. H wo.ri3 
Date individual start d on project: ___ 4-"

1
+-l ..... ~c...;!'-J_~ O_f 4_,__ ________ _ 

-r tz-"½/:; D If Date: 
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OFPlCE OF I NSPECTOR GENERAL 

BOARD OF GOVERNORS 01' Tiff. FEDERAL RESERVE SYSTEM 

CONSUMER FINANCIAL. PROTECTJON BURlli\U 

Statement of Independence on Individual Projects 

The Office oflnspector General (OlG) and its staff and contractors must be independent in all 
matters relating to audit, inspection, and evaluation work. 010 employees and eonlractors who 
are engaged in audits, inspections, o r evaluations are to comply with the 010 policy AE-00 I, 
Independence, and conduct themselves in a manner consistent will, the Board of Governors of 
the Federal Reserve System' s (Board) and the O10-s core vaJucs; the Boar<l·s Principles of 
Ethical Conduct; the Standard,;; of Ethical Conduct.f<>r Employees oft he Executive Branch. 
issued by the U.S. O nicc of Government Ethics; the generally accepted government auditing 
slrn1dards (GAGAS), issued by the Comptroller General of the United States; Quality Standards 
for Inspection and Evaluation, issued by the Council of the Inspectors General on Integrity and 
Efficiency; and any o ther standards applicable to their project. 0 10 employees and contractors 
must take precautions to ensure that their conduct is perceived as being independent, 
professional. and appropriate and arc not to become involved in situations that impair 
independence or give the appearance that impairment to indeptmdence exists. 

Independence comprises independence of mind and independence in appearance. Independence 
or mind is the state of mind that permits the performance of an audit without being affected by 
influences that compromise professional judgment. thereby allowing an individual to act wi th 
integrity and exercise objectivity and professional skepticism. lndependem::e in appearance is the 
absence of circumstances that would cause a reasonable and informed 1hird party, having 
knowledge of the relevant information, to reasonably conclude that the integ rity, obj ectivity, or 
professional skepticism of an auuit organization or member of the aud it team had been 
compromised (GAGAS 3.03). 

GAGAS es1ablishcs the conceptual framework (see GAGAS 3.07- 3.26 and appendix 11) U,at 
OIG employees and contractors must use to identify and evaluate threats to independence given 
the circumstances of U,eir work. Whether independence is impaired depends on the nat.ure of the 
threat, whether the threat is of such significance that it wouJd compromise an auditor's 
professional judgment or create the appearance that the auditor:s professional _judgment may be 
compromised, and the specific safeguards appl ied to el iminate the threat or reduce it to an 
acceptable level. GAGAS provides broad categories of threats (GAGAS 3.14) and examples of 
circumstances that create threats to independence (GAGAS A3.02- A3.09) and it describes 
safeguards that may be effective in certain circumstances (GAGJ\.S 3.16- 3. 19). 

Consistent with Cit\GJ\S 3.2 1, 3.64, and 3.65, aud itors use prolcssional juJgment in applying the 
conceptual framework to determine independence in a given situation. When identifying anti 
evaluating threats to independence, OlG employees and contractors must consider the broad 
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categories oftl)reats to independence and the example safeguards provided in GAGAS, as well 
as the unique circumstances of the project. In addition to the GA GAS examples, specific 
situations that threaten independence and must be reported to the project manager or an 
appropriate official if the project manager is not available include the following: 

• financial interest that is direct, or is significant or material though indirect, in the audited 
entity or program 

• seeking employment with the division or program area to be reviewed or under review 
(including the time period leading up to the submission of a job application) 

• preconceived ideas toward individuals, groups, organizations, or objectives of a 
particular program that could bias the project 

• official, professional, personal, financial, or any kind of relationship that might cause an 
OIG employee or contractor to limit the extent of his or her inquiry, to limit disclosure, 
or to weaken or slant findings in any way 

• external interference or influence that improperly or imprudently limits or modifies the 
scope of project work 

When these or any other apparent or potential threats to independence are identified, the 
individual must immediately and fully disclose the situation to the project manager. The project 
manager, in consultation with the applicable Senior OIG Manager and Associate Inspector 
General, must determine whether identified threats to independence are significant and whether 
they can be reduced to an acceptable level with the imposition of safeguards. Any disclosed 
threats to independence and applied safeguards must be documented on this form 
(GAGAS 3.24). If the disclosed threats to independence are deemed insignificant, the basis for 
that determination must be documented on this form. 

Failure to comply with the OIG's policies and procedures regarding independence may result in 
adverse or disciplinary action against the individual, up to and including termination, consistent 
with applicable Board policy. 

Instructions 

This form, which documents compliance with applicable independence standards, is to be 
completed at the start of each project by 010 or contractor project team members, as well as any 
OIG staff members who substantially contribute to the project in accordance with the OIG's 
Independence policy. Generally, the project's start date refers to the date the project is initiated 
in the audit system. A new form must be completed when circumstances change or when threats 
to independence arise that impact the individual's independence. In addition, this form must be 
completed by OIG referencers prior to their involvement in the project. The completed forms are 
maintained as electronic workpapers in the audit systems. 
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Certification 

I certify that I have read and understand the above, as well as the OIG's Independence policy and 
GAGAS independence standards. With regard to the assigned project, I have evaluated threats to 
my independence, both independence of mind and in appearance, and attest that (select one): 

J I have not identified any threats to my independence. 

• I have identified threats to independence and applied safeguards, as described below. 

Describe any threats to independence identified and safeguards applied (attach 
additional page if necessary). 

• As a referencer for this project, I certify that I have not identified any threats to my 
independence that would prevent me from objectively perfonning the independent 
reference review. 

I also agree to reevaluate my independence whenever my assignment is changed or whenever my 
circumstances change while working on this project. If changes affecting either my 
independence or my objectivity regarding this project occur subsequent to the completion of this 
fonn, I will immediately notify the project manager or an appropriate official if the project 
manager is not available. 

Project name: 2014 Congressional Reguest on the Board's Personnel Practices 

Individual's name: ~ee,\-a_ ~\\?A\'\tv\ 
) 

I ~1\)...-/)Q\\ 
Date individual started on project: __ l!>;::;..._ ___ J-J __ :)--'----------

Signature: ~~ Date: __ 1_-_2_S-_2_c_\ I..\_ 
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OFFICE OF INSPECTOR GENERAL 

BOARD OP GOVERNORS OP THE FEDERAL RESERVE SYSTEM 

CONSUMER FINANCIAL PROTECTION BUREAU 

Statement of Independence on Individual Projects 

The Office of Inspector General (OIG) and its staff and contractors must be independent in all 
matters relating to audit, inspection, and evaluation work. OIG employees and contractors who 
are engaged in audits, inspections, or evaluations are to comply with the OIG policy AE-001, 
Independence, and conduct themselves in a manner consistent with the Board of Governors of 
the Federal Reserve System's (Board) and the OIG's core values; the Board's Principles of 
Ethical Conduct; the Standards of Ethical Conduct for Employees of the Executive Branch, 
issued by the U.S. Office of Government Ethics; the generally accepted government auditing 
standards (GAGAS), issued by the Comptroller General of the United States; Quality Standards 
for Inspection and Evaluation, issued by the Council of the Inspectors General on Integrity and 
Efficiency; and any other standards applicable to their project. OIG employees and contractors 
must take precautions to ensure that their conduct is perceived as being independent, 
professional, and appropriate and are not to become involved in situations that impair 
independence or give the appearance that impairment to independence exists. 

Independence comprises independence of mind and independence in appearance. Independence 
of mind is the state of mind that permits the performance of an audit without being affected by 
influences that compromise professional judgment, thereby allowing an individual to act with 
integrity and exercise objectivity and professional skepticism. Independence in appearance is the 
absence of circumstances that would cause a reasonable and informed third party, having 
knowledge of the relevant information, to reasonably conclude that the integrity, objectivity, or 
professional skepticism of an audit organization or member of the audit team had been 
compromised (GAGAS 3.03). 

GAGAS establishes the conceptual framework (see GAGAS 3.07-3.26 and appendix II) that 
OIG employees and contractors must use to identify and evaluate threats to independence given 
the circumstances of their work. Whether independence is impaired depends on the nature of the 
threat, whether the threat is of such significance that it would compromise an auditor's 
professional judgment or create the appearance that the auditor's professional judgment may be 
compromised, and the specific safeguards applied to eliminate the threat or reduce it to an 
acceptable level. GAGAS provides broad categories of threats (GAGAS 3.14) and examples of 
circumstances that create threats to independence (GAGAS A3.02-A3.09) and it describes 
safeguards that may be effective in certain circumstances (GAGAS 3.16-3.19). 

Consistent with GAGAS 3.21, 3.64, and 3.65, auditors use professional judgment in applying the 
conceptual framework to determine independence in a given situation. When identifying and 
evaluating threats to independence, OIG employees and contractors must consider the broad 
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categories of threats to independence and the example safeguards provided in GAGAS, as well 
as the unique circumstances of the project. In addition to the GAGAS examples, specific 
situations that threaten independence and must be reported to the project manager or an 
appropriate official if the project manager is not available include the following: 

• financial interest that is direct, or is significant or material though indirect, in the audited 
entity or program 

• seeking employment with the division or program area to be reviewed or under review 
(including the time period leading up to the submission of a job application) 

• preconceived ideas toward individuals, groups, organizations, or objectives of a 
particular program that could bias the project 

• official, professional, personal, financial, or any kind of relationship that might cause an 
010 employee or contractor to limit the extent of his or her inquiry, to limit disclosure, 
or to weaken or slant findings in any way 

• external interference or influence that improperly or imprudently limits or modifies the 
scope of project work 

When these or any other apparent or potential threats to independence are identified, the 
individual must immediately and fully disclose the situation to the project manager. The project 
manager, in consultation with the applicable Senior OIG Manager and Associate Inspector 
General, must determine whether identified threats to independence are significant and whether 
they can be reduced to an acceptable level with the imposition of safeguards. Any disclosed 
threats to independence and applied safeguards must be documented on this form 
(GAGAS 3.24). If the disclosed threats to independence are deemed insignificant, the basis for 
that determination must be documented on this form. 

Failure to comply with the OIG's policies and procedures regarding independence may result in 
adverse or disciplinary action against the individual, up to and including termination, consistent 
with applicable Board policy. 

Instructions 

This form, which documents compliance with applicable independence standards, is to be 
completed at the start of each project by OIG or contractor project team members, as well as any 
OIG staff members who substantially contribute to the project in accordance with the OIG's 
Independence policy. Generally, the project's start date refers to the date the project is initiated 
in the audit system. A new form must be completed when circumstances change or when threats 
to independence arise that impact the individual's independence. In addition, this form must be 
completed by OIG referencers prior to their involvement in the project. The completed forms are 
maintained as electronic workpapers in the audit systems. 
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Certification 

I certify that I have read and understand the above, as well as the 0IG's Independence policy and 
GAGAS independence standards. With regard to the assigned project, I have evaluated threats to 
my independence, both independence of mind and in appearance, and attest that (select one): 

c(i' have not identified any threats to my independence. 

• I have identified threats to independence and applied safeguards, as described below. 

Describe any threats to independence identified and safeguards applied (attach 
additional page if necessaiy}. 

0 As a referencer for this project, I certify that I have not identified any threats to my 
independence that would prevent me from objectively performing the independent 
reference review. 

I also agree to reevaluate my independence whenever my assignment is changed or whenever my 
circumstances change while working on this project. If changes affecting either my 
independence or my objectivity regarding this project occur subsequent to the completion of this 
form, I will immediately notify the project manager or an appropriate official if the project 
manager is not available. 

Project name: 2014 Congressional Reguest on the Board's Personnel Practices 

Individual's name: __ _,D".\..._.;.:M:;...:. .... i _~_i:._e,. __ \_--.\._e.....__,.;...a..S-1--__________ _ 

Date individual started on project: ----~t-~--+,_l_j..__ _________ _ 

Signature: ~ \ ::¥:YY'.!: Date: __ 9_\ ·?.._J_\ __ 1_'1 __ 
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OFFICE OF INSPECTOR GENERAL 

BOARD OP GOVBRNORS OP THB FEDERAL RESERVE SYSTEM 

CONSUMER FINANCIAL PROTEC1.ION BUREAU 

Statement of Independence on Individual Projects 

The Office of Inspector General (OIG) and its staff and contractors must be independent in all 
matters relating to audit, inspection, and evaluation work. OIG employees and contractors who 
are engaged in audits, inspections, or evaluations are to comply with the OIG policy AE-001, 
Independence, and conduct themselves in a manner consistent with the Board of Governors of 
the Federal Reserve System's (Board) and the OIG's core values; the Board's Principles of 
Ethical Conduct; the Standards of Ethical Conduct/or Employees of the Executive Branch, 
issued by the U.S. Office of Government Ethics; the generally accepted government auditing 
standards (GA GAS), issued by the Comptroller General of the United States; Quality Standards 
for Inspection and Evaluation, issued by the Council of the Inspectors General on Integrity and 
Efficiency; and any other standards applicable to their project. OIG employees and contractors 
must take precautions to ensure that their conduct is perceived as being independent, 
professional, and appropriate and are not to become involved in situations that impair 
independence or give the appearance that impairment to independence exists. 

Independence comprises independence of mind and independence in appearance. Independence 
of mind is the state of mind that permits the performance of an audit without being affected by 
influences that compromise professional judgment, thereby allowing an individual to act with 
integrity and exercise objectivity and professional skepticism. Independence in appearance is the 
absence of circumstances that would cause a reasonable and informed third party, having 
knowledge of the relevant information, to reasonably conclude that the integrity, objectivity, or 
professional skepticism of an audit organization or member of the audit team had been 
compromised (GAGAS 3.03). 

GAGAS establishes the conceptual framework (see GAGAS 3.07-3.26 and appendix II) that 
OIG employees and contractors must use to identify and evaluate threats to independence given 
the circumstances of their work. Whether independence is impaired depends on the nature of the 
threat, whether the threat is of such significance that it would compromise an auditor's 
professional judgment or create the appearance that the auditor's professional judgment may be 
compromised, and the specific safeguards applied to eliminate the threat or reduce it to an 
acceptable level. GAGAS provides broad categories of threats (GAGAS 3.14) and examples of 
circumstances that create threats to independence (GAGAS A3.02-A3.09) and it describes 
safeguards that may be effective in certain circumstances {GAGAS 3.16-3.19). 

Consistent with GAGAS 3.21, 3.64, and 3.65, auditors use professional judgment in applying the 
conceptual framework to determine independence in a given situation. When identifying and 
evaluating threats to independence, OIG employees and contractors must consider the broad 
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categories of threats to independence and the example safeguards provided in GAGAS, as well 
as the unique circumstances of the project. In addition to the GAGAS examples, specific 
situations that threaten independence and must be reported to the project manager or an 
appropriate official if the project manager is not available include the following: 

• financial interest that is direct, or is significant or material though indirect, in the audited 
entity or program 

• seeking employment with the division or program area to be reviewed or under review 
(including the time period leading up to the submission of a job application) 

• preconceived ideas toward individuals, groups, organizations, or objectives of a 
particular program that could bias the project 

• official, professional, personal, financial, or any kind of relationship that might cause an 
OIG employee or contractor to limit the extent of his or her inquiry, to limit disclosure, 
or to weaken or slant findings in any way 

• external interference or influence that improperly or imprudently limits or modifies the 
scope of project work 

When these or any other apparent or potential threats to independence are identified, the 
individual must immediately and fully disclose the situation to the project manager. The project 
manager, in consultation with the applicable Senior OIG Manager and Associate Inspector 
General, must determine whether identified threats to independence are significant and whether 
they can be reduced to an acceptable level with the imposition of safeguards. Any disclosed 
threats to independence and applied safeguards must be documented on this form 
(GAGAS 3.24). If the disclosed threats to independence are deemed insignificant, the basis for 
that determination must be documented on this form. 

Failure to comply with the OIG's policies and procedures regarding independence may result in 
adverse or disciplinary action against the individual, up to and including termination, consistent 
with applicable Board policy. 

Instructions 

This form, which documents compliance with applicable independence standards, is to be 
completed at the start of each project by OIG or contractor project team members, as well as any 
OIG staff members who substantially contribute to the project in accordance with the OIG's 
Independence policy. Generally, the project's start date refers to the date the project is initiated 
in the audit system. A new form must be completed when circumstances change or when threats 
to independence arise that impact the individual's independence. In addition, this form must be 
completed by OIG referencers prior to their involvement in the project. The completed forms are 
maintained as electronic workpapers in the audit systems. 

Version 6.13.2014 



Certification 

I certify that I have read and understand the above, as well as the OIG's Independence policy and 
GAGAS independence standards. With regard to the assigned project, I have evaluated threats to 
my independence, both independence of mind and in appearance, and attest that (select one): 

~ have not identified any threats to my independence. 

• I have identified threats to independence and applied safeguards, as described below. 

Describe any threats to independence identified and safeguards applied (attach 
additional page if necessaa:y). 

• As a referencer for this project, I certify that I have not identified any threats to my 
independence that would prevent me from objectively performing the independent 
reference review. 

I also agree to reevaluate my independence whenever my assignment is changed or whenever my 
circumstances change while working on this project. If changes affecting either my 
independence or my objectivity regarding this project occur subsequent to the completion of this 
form, I will immediately notify the project manager or an appropriate official if the project 
manager is not available. 

Project name: Au~~+ cf- -H--ft .... ~ 0 -..r~; \),\,~~/ ~ ~ :I"\cJ ... ~J~ ~ c . .-«-SJ'R.J: 

lndividual'sname: C • WJ~~lr-u- Ly.or\.t 

Date individual started on project: _"'"'}a--+/_-z:_1_,_}_l_'f......_ ________ _ 
r ' 

Date: _lo_,_~_2..1_/_1 _'1 _ 
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OFFIC E OP INSPECTOR GENERAL 

BOARll OF GOVllRNORS Of' TllE FEDERAL RESERVE SYSTEM 

CONSUMER FtNJ\NC.:IJ\L PROTBCTION 8URHAU 

Statement of Independence on Individual Projects 

The Office of Inspector General (OJG) and its s taff and contractors must be independent in all 
matters relating to audit, inspection, and evaluation work. OlG employees and contractors who 
arc engaged in audits, inspect ions, or evaluations are to comply with the O!Gpol icy AE-001, 
Independence, and conduct themselves in a manner consistent with the Board of Governors of 
the rederal Reserve System's (Board) and the OIG's core values; the Board's Principles of 
Ethical Conduct· the Standards of Ethical Conduct for Employees of the Executive Branch, 
issued by the U.S. Office of Government Ethics; the generally accepted government audit ing 
standards (GA GAS), issued by the Comptroller General of the United States; Quality Standards 
fhr Inspection and Evaluation, issued by the Council of Lhe Inspectors General on Integrity and 
Efficiency; and any other s tandards applicable to their project. OIG employees and contracto rs 
must take precautions to ensure that their conduct is perceived as being independent, 
professional, and appropriate and are not to bec.;ome involved .in s it11ations that impair 
independence or give the appearance Lhat impairment lo independence ex is ts. 

lndcpendcnc.;c comprises inclcpcndenc.;c of mind and independence in appearance. lndepenclcncc 
of mind is the slate of mind Lhat permits the performance of an au<liL wiU10ul being affected by 
influences that compromise professional judgment, thereby allowing an individual to act with 
integrity and exercise objectivi ty and professional skepticism. Independence in appearance i~ the 
absence of circumstances that would cause a reasonable and informed third party, having 
knowledge of tbe relevant information, to reasonably conclude that the integrity, objectivity, or 
professional skeptic ism or an aud it organization or member of the aud it team had been 
compromised (GAGAS 3.03). 

GAGAS establishes the conceptual framework (see GAGAS 3.07- 3.26 and appendix 11) that 
0 10 employees and contractors must use to ident ify and evaluate threats to independence given 
the circumstances of their work. Whether independence is impaired depends on the nature of"the 
threat, whether the threat is of such significance that it would compromise an auditor's 
professional judgment or create the appearance that the auditor's professional judgment may be 
compromised, and the speciiic safeguards applied to eliminate the threat or reduce it to an 
acceptable level. GAGAS provides broad categories of threats (GAGAS 3. 14) and examples of 
circumstances that create threats to independence (GAGAS A3.02- A3.09) and it describes 
safeguards that may be effective in certain circumstances (GA GAS 3. I 6-3 .19). 

Consistent with GAG/\S 3.21, 3.64, und 3.65, auditors use professional judgment in applying the 
conceptual framework lo determine independence in a given situation. When identifying and 
evaluating threats to independence, O IG employees and contractors must consider the broad 

Version 6.13.2014 



categories of threats to independence and the example safeguards provided in GAGAS, as well 
as the unique circumstances of the project. In addition to the GAGAS examples, specific 
situations that threaten independence and must be reported to the project manager or an 
appropriate official if the project manager is not available include the following: 

• financial interest that is direct, or is significant or material though indirect, in the audited 
entity or program 

• seeking employment with the division or program area to be reviewed or under review 
(including the time period leading up to the submission of a job application) 

• preconceived ideas toward individuals, groups, organizations, or objectives of a 
particular program that could bias the project 

• official, professional, personal, financial, or any kind of relationship that might cause an 
OIG employee or contractor to limit the extent of his or her inquiry, to limit disclosure, 
or to weaken or slant findings in any way 

• external interference or influence that improperly or imprudently limits or modifies the 
scope of project work 

When these or any other apparent or potential threats to independence are identified, the 
individual must immediately and fully disclose the situation to the project manager. The project 
manager, in consultation with the applicable Senior OIG Manager and Associate Inspector 
General, must determine whether identified threats to independence are significant and whether 
they can be reduced to an acceptable level with the imposition of safeguards. Any disclosed 
threats to independence and applied safeguards must be documented on this form 
(GAGAS 3.24). If the disclosed threats to independence are deemed insignificant, the basis for 
that determination must be documented on this form. 

Failure to comply with the OIG's policies and procedures regarding independence may result in 
adverse or disciplinary action against the individual, up to and including termination, consistent 
with applicable Board policy. 

Instructions 

This form, which documents compliance with applicable independence standards, is to be 
completed at the start of each project by OIG or contractor project team members, as well as any 
OIG staff members who substantially contribute to the project in accordance with the OIG's 
Independence policy. Generally, the project's start date refers to the date the project is initiated 
in the audit system. A new form must be completed when circumstances change or when threats 
to independence arise that impact the individual's independence. In addition, this form must be 
completed by OIG referencers prior to their involvement in the project. The completed forms are 
maintained as electronic workpapers in the audit systems. 
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Certification 

I certify that I have read and understand the above, as well as the OIG's Independence policy and 
GAGAS independence standards. With regard to the assigned project, I have evaluated threats to 
my independence, both independence of mind and in appearance, and attest that (select one): 

• I have not identified any threats to my independence. 

• I have identified threats to independence and applied safeguards, as described below. 

Describe any threats to independence identified and safeguards applied (attach 
additional page if necessary}. 

~ As a referencer for this project, I certify that I have not identified any threats to my 
independence that would prevent me from objectively performing the independent 
reference review. 

I also agree to reevaluate my independence whenever my assignment is changed or whenever my 
circumstances change while working on this project. If changes affecting either my 
independence or my objectivity regarding this project occur subsequent to the completion of this 
form, I will immediately notify the project manager or an appropriate official if the project 
manager is not available. 

Project name: /:Aa.. fMaad Com ~ 

Individual's name: ·6r end (( /lif1ohm 

Date individual started on project: """'J'--..... l ..... u ___ -..... 2"""--""0"""'/!)=------------

Signature: ~ /Vl.Jl~ Date: /- / U 'tLOO --------
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From: Tim Rogers
To: Donald Hammond; Steven Kamin; Thomas Laubach; Nellie Liang; David Wilcox
Cc: Michell Clark; David Harmon; Sheila Clark; Lil Shewmaker; Tony Ogden; Melissa Heist; Mark Bialek; Anna Saez;

 Kimberly Perteet
Subject: OIG Discussion Draft Report - Board Diversity and Inclusion [FRSONLY]
Date: Wednesday, March 04, 2015 4:35:24 PM
Attachments: OIG Board Discussion Draft Report Diversity and Inclusion 3 4 2015.pdf

RESTRICTED FR

Restricted-FR
Good afternoon,
 
We are providing the attached discussion draft report on our audit related to the Board’s diversity
 and inclusion efforts, The Board Can Enhance its Diversity and Inclusion Efforts, for your review. Our
 report is in response to the congressional letter that we received in March 2014 requesting our
 review of areas within the Board related to diversity and inclusion, including performance
 management, employee complaint handling, and recruiting and hiring, among others. The report
 includes recommendations designed to enhance and promote diversity and inclusion, as well as to
 strengthen related controls. The discussion draft will be used to facilitate our exit conference, to be
 scheduled for next week.  Should you have any questions, please contact Anna Saez, OIG Manager,
 at 202-973-5027, or me at 202-973-5042.
 
Because the draft report is still subject to revision, please appropriately safeguard the report to
 prevent premature disclosure. We appreciate the cooperation we have received from many staff
 throughout the Board, and look forward to meeting with you to discuss the diversity and inclusion
 draft report.
 
Regards,
 
Tim Rogers
_____________________________________________________________
Timothy Rogers  |  Sr. OIG Manager for Management and Operations
Audits and Evaluations
Office of Inspector General
Board of Governors of the Federal Reserve System  |  Consumer Financial Protection Bureau
202-973-5042  |  c: 202-450-7792  |  timothy.p.rogers@frb.gov
 
 



Restricted-FR 

From: 

To: 
Cc: 
Subject: 
Date: 

Attachments: 

Melissa Heist 

Tim Rogers: Anna Saez: Kimberly Perteet: Brian Murphy: Sean Newman: Sopeany Keo 
MattSimber 

FW: OIG Draft Report on Board Diversity and Inclusion Efforts [FRSONLY] 

Thursday, March 19, 2015 3:59:10 PM 
OIG Draft Report for Official Comment Board Diversity 03-19-15.pdf 

INTERNAL FR 

Thank you so much! I hope you' ll now be able to have the really great weekend you all deserve. 

Melissa 

Melissa M. Heist I Associate Inspector General for Audits and Evaluations 

Office of Inspector General 

Board of Governors of the Federal Reserve System I Consumer Financial Protection Bureau 

202-973-5024 I c: 202-689-9189 I f: 202-973-5044 I melissa m beist@frb gov 
OIG Hotline: 800-827-3340 I oighotlioe@frb gov 

www federaireserve gov/oig 

From: Melissa Heist 
Sent: Thursday, March 19, 2015 3:53 PM 
To: Donald Hammond; Steven Kamin; Thomas Laubach; Nellie Liang; David Wilcox 
Cc: David Harmon; Sheila Clark; Michell Clark; Lil Shewmaker; Scott Alvarez; Tony Ogden; Kit 
Wheatley 
Subject: OIG Draft Report on Board Diversity and Inclusion Efforts [FRSONLY] 

INTERNAL FR 

Good Afternoon, 

We are providing for your comment the attached draft report on our audit of the Board 's 
diversity and inclusion efforts. We greatly appreciate the cooperation and support provided by 
you and your staff during this audit. The Congressional requestor for this audit has asked that 
we issue this report by March 31, so we are requesting you provide your written comments by 
Thursday, March 26, 2015. If you or your staff have any questions, please feel free to contact 
me or Tim Rogers, Senior OIG Manager, at 202-973-5042. 

Thank you, 
Melissa 
Melissa M. Heist I Associate Inspector General for Audits and Evaluations 

Office of Inspector General 

Board of Governors of the Federal Reserve System I Consumer Financial Protection Bureau 

202-973-5024 I c: 202-689-9189 I f: 202-973-5044 I melissa.m.heist@frb.gov 

OIG Hotline: 800-827-3340 I oighotline@frb.gov 
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Restricted-FR 
Office of Inspector General 

Audit of the Board's Diversity and Inclusion Processes 
Fieldwork Audit Program 

Prepared By: Kimberly Perteet June 6/2014 
Reviewed By: Anna Saez 8/15/2014 

To assess the Board's personnel operations and other efforts to prov ide for equal employment opportunities, including equa l opportunity for minorities and women to obtain senior management positions, and 
increase racial, ethnic, and gender diversity in the workforce. 

To answer our objective, we w ill : 

• analyze information related to trend statistics for minority and women employees (e.g., performance management and recognition results, promotions, and representation at all levels of the agency); 
informal and formal EEO complaint statistics; and employee satisfaction survey results to determine whether this information suggests disparit ies in race/ethnicity, gender or age. 

• rev iew relevant agency personnel operations, policies, and procedures (e.g., performance management, recruitment and hiring practices, and promotion) to determine w hether adequate controls are 
established to prevent and detect bias or discrimination 

• assess the agency' s efforts to respond to complaints, employee satisfaction survey results, or other potential indications of bias or discrimination and to increase diversity throughout the agency 
• eva luate the Office of Minority and Women Inclusion's (OMWI) role and involvement in monitoring the impact of the Board' s personnel pol icies on minorit ies and women, as well as monitoring the 

Board's efforts to increase diversity in senior management posit ions 
• identify factors that may impact the Board's ability to increase diversity in senior management posit ions 

Fieldwork Program: Personnel Operations, Policies, and Procedures 

I Procedure Title I Record of Work Done I Comments Where Applicable I Auditor-in-Charge 

Page 1 of 18 



Restricted-FR 
Office of Inspector General 

Audit of the Board’s Diversity and Inclusion Processes 
Fieldwork Audit Program 

Prepared By: Kimberly Perteet June 6/2014 
Reviewed By: Anna Saez 8/15/2014 
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Hiring - Gain an Understanding of the 
Process 

Sean Newman 

For Divisions that exclude Human Capital in 
Some Hiring Processes 

Kim Perteet 
Sopeany Keo  

Hiring - Test Compliance with Applicable 
Laws, Regulations, and Best Practices 

Kim Perteet 
Sopeany Keo 

Hiring - Test Internal Controls Sean Newman  
Sopeany Keo 

(b) (5)
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Hiring - Document Alleged or Proven Bias 
or Discrimination 

Performance Management - Gain an 
Understanding of the Process 

t>J (oJ 

Office of Inspector General 
Audit of the Board's Diversity and Inclusion Processes 

Fieldwork Audit Program 
Prepared By: Kimberly Perteet June 6/2014 

Reviewed By: Anna Saez 8/15/2014 

Kim Perteet 

(Please check to see if 
Sopeany has conducted 
any work on this to 
prevent duplicative work) 

Sean Newman 
Sopeany Keo 
Kim Perteet 

Brian Murphy 
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Restricted-FR 

Performance Management - Test 
Compliance with Applicable Laws, 
Regulations, and Best Practices 

Performance Management - Test Internal 
Controls 

Performance Management - Document 
instances of Alleged or Proven Bias or 
Discrimination 

Promotions - Gain an Understanding of the 
Process 

'(6JT5> 

Office of Inspector General 
Audit of the Board's Diversity and Inclusion Processes 

Fieldwork Audit Program 
Prepared By : Kimberly Perteet June 6/2014 

Reviewed By: Anna Saez 8/15/2014 

Sopeany Keo 
Kim Perteet 

Sopeany Keo 
Brian Murphy 
Kim Perteet 

Sopeany Keo 
Kim Perteet 

Brian Murphy 
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iUJ (5} 

Promotions - Test Compliance with 
Applicable Laws, Regulations, and Best 
Practices 

Promotions - Test Internal Controls 

Promotions - Document Alleged or Proven 
Bias or Discrimination 

Employee Satisfaction Surveys 

Office of Inspector General 
Audit of the Board's Diversity and Inclusion Processes 

Fieldwork Audit Program 
Prepared By : Kimberly Perteet June 6/2014 

Reviewed By: Anna Saez 8/15/2014 

Sean Newman 

Sean Newman 

Sean Newman 

Sean Newman 

Page 5 of 18 



Restricted-FR 

(t>J (SJ 

EEO Complaints - Gain an Understanding of 
the Process 

Office of Inspector General 
Audit of the Board's Diversity and Inclusion Processes 

Fieldwork Audit Program 
Prepared By: Kimberly Perteet June 6/2014 

Reviewed By: Anna Saez 8/15/2014 

Brian Murphy 
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EEO Complaints - Test Compliance with 16H 5J 
Applicable Laws, Regulations, and Best 
Practices 

EEO Complaints - Test Internal Controls 

EEO Complaints - Identify Alleged or Proven 
Bias or Discrimination 

Non-EEO Complaints - Gain an l(bJ (5) 

Understanding of the Process 

Office of Inspector General 
Audit of the Board's Diversity and Inclusion Processes 

Fieldwork Audit Program 
Prepared By : Kimberly Perteet June 6/2014 

Reviewed By: Anna Saez 8/15/2014 

I 

Sean Newman 

Sopeany Keo 

Kim Perteet 
Brian Murphy 

I 
Brian Murphy 
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Non-EEO Complaints - Test Compliance 
with Applicable Laws, Regulations, and Best 
Practices 

Non-EEO Complaints - Test Internal 
Controls 

Non-EEO Complaints - Document Alleged 
or Proven Bias or Discrimination 

Employee Exit Interview 

Fieldwork Program: OMWI 

(6) (SJ 

Office of Inspector General 
Audit of the Board's Diversity and Inclusion Processes 

Fieldwork Audit Program 
Prepared By: Kimberly Perteet June 6/2014 

Reviewed By: Anna Saez 8/15/2014 

I Procedure Title I Error! Unknown document property name. I Comments Where Applicable 

Sopeany Keo 

Sopeany Keo 

Brian Murphy 

Kim Perteet 

I Auditor-in-Charge 
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OWMI - Gain an understanding of the (b) (5) 

Office 

OMWI - Test Compliance with Laws, 
Regulations, and Best Practices 

Office of Inspector General 
Audit of the Board's Diversity and Inclusion Processes 

Fieldwork Audit Program 
Prepared By: Kimberly Perteet June 6/2014 

Reviewed By: Anna Saez 8/15/2014 

J 
Sean Newman 

Sean Newman 
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Office of Inspector General 

Audit of the Board’s Diversity and Inclusion Processes 
Fieldwork Audit Program 

Prepared By: Kimberly Perteet June 6/2014 
Reviewed By: Anna Saez 8/15/2014 
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OMWI - Test Internal Controls Sean Newman 

Efforts to Increase Diversity - OMWI Sean Newman 

(b) (5)
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Office of Inspector General 

Audit of the Board's Diversity and Inclusion Processes 
Fieldwork Audit Program 

Prepared By : Kimberly Perteet June 6/2014 
Reviewed By: Anna Saez 8/15/2014 

U>}15) 

Diversity Training - OMWI 

Communications and Awareness -
OMWI 

Management's Response to GAO 
Recommendation(s) - OMWI 

Fieldwork Program: Data Analyses 

Procedure Title Error! Unknown document property name. J Comments Where Applicable 

Workforce Demographics - Data Collection (b) (5) 

Workforce Demographics - Data Reliability 
II 

Sean Newman 

Sean Newman 

Sean Newman 

Auditor-in-Charge 

Brian Murphy 
Victor Calderon 

Brian Murphy 
Victor Calderon 
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Workforce Demographics - Data Analyses 

Hiring - Data Collection 

Hiring - Data Reliability 

Hiring - Data Analyses 

Office of Inspector General 
Audit of the Board's Diversity and Inclusion Processes 

Fieldwork Audit Program 
Prepared By: Kimberly Perteet June 6/2014 

Reviewed By: Anna Saez 8/15/2014 

I 

Brian Murphy 

Victor Calderon 

Brian Murphy 

Victor Calderon 

Brian Murphy 
Victor Calderon 

Brian Murphy 
Victor Calderon 

Page 12 of 18 



Restricted-FR 

{6J15) 

Performance Management - Data Collection 

Performance Management - Data Reliability 

Performance Management - Data Analyses 

Office of Inspector General 
Audit of the Board's Diversity and Inclusion Processes 

Fieldwork Audit Program 
Prepared By: Kimberly Perteet June 6/2014 

Reviewed By: Anna Saez 8/15/2014 

Brian Murphy 
Victor Calderon 

Brian Murphy 
Victor Calderon 

Brian Murphy 
Victor Calderon 
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Promotions - Data Collection 

Promotions - Data Reliability 

Promotions - Data Analyses 

Office of Inspector General 
Audit of the Board's Diversity and Inclusion Processes 

Fieldwork Audit Program 
Prepared By: Kimberly Perteet June 6/2014 

Reviewed By: Anna Saez 8/15/2014 

Brian Murphy 
Victor Calderon 

Brian Murphy 
Victor Calderon 

Brian Murphy 
Victor Calderon 
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-----------------

EEO Complaints - Data Collection 

EEO Complaints - Data Reliability 

EEO Complaints - Data Analyses 

Non-EEO Complaints - Data Collection 

Non-EEO Complaints - Data Reliability 

Non-EEO Complaints - Data Analyses 

Office of Inspector General 
Audit of the Board's Diversity and Inclusion Processes 

Fieldwork Audit Program 
Prepared By: Kimberly Perteet June 6/2014 

Reviewed By: Anna Saez 8/15/2014 

Sopeany Keo 
Brian Murphy 

Sopeany Keo 
Brian Murphy 

Sopeany Keo 
Brian Murphy 

\Brian Murphy 
Victor Calderon 
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From: John Manibusan
To: Kimberly Perteet
Subject: FW: Board-CFPB OIG Report on Board Diversity and Inclusion
Date: Tuesday, April 07, 2015 12:02:18 PM
Attachments: Beatty Transmittal Letter-Board.pdf

board-diversity-inclusion-mar2015.pdf

______________________________________________________
John Manibusan  |  Assistant Congressional and Media Liaison
Office of Inspector General
Board of Governors of the Federal Reserve System  |  Consumer Financial Protection Bureau
202-973-5043  |  f: 202-973-5044  |  john.p.manibusan@frb.gov
OIG Hotline: 800-827-3340  |  oighotline@frb.gov

http://oig.federalreserve.gov  |  http://oig.consumerfinance.gov

From: John Manibusan 
Sent: Tuesday, March 31, 2015 5:03 PM
To: 'jennifer.storipan@mail.house.gov'
Subject: Board-CFPB OIG Report on Board Diversity and Inclusion

Hi Jennifer:

Please find attached our final report, “The Board Can Enhance Its Diversity and Inclusion Efforts,”
 dated March 31, 2015. A hard copy will follow. This report responds to a March 24, 2014, letter
 requesting that we evaluate whether the Board’s personnel practices and policies have created an
 unfair or discriminatory workplace for minorities and women at the Board and to assess the roles
 and operations of the Board’s Office of Minority and Women Inclusion in dealing with personnel
 matters. This report will be posted on our website on Friday, April 3. We ask that you not release
 the report outside your office until it is available on our website.

Let me know if you have any questions.

Thanks,

______________________________________________________
John Manibusan  |  Assistant Congressional and Media Liaison
Office of Inspector General
Board of Governors of the Federal Reserve System  |  Consumer Financial Protection Bureau
202-973-5043  |  f: 202-973-5044  |  john.p.manibusan@frb.gov
OIG Hotline: 800-827-3340  |  oighotline@frb.gov

http://oig.federalreserve.gov  |  http://oig.consumerfinance.gov

FR Restricted
C.3 PRG Report Distribution 
List Prepared By: Kim Perteet 
Reviewed By: Anna Saez

AN: For attachments, please 
click on the respective links.



From: John Manibusan
To: Kimberly Perteet
Subject: FW: Board-CFPB OIG Report on Board Diversity and Inclusion
Date: Tuesday, April 07, 2015 12:01:12 PM
Attachments: Cleaver Transmittal Letter-Board.pdf

board-diversity-inclusion-mar2015.pdf

______________________________________________________
John Manibusan  |  Assistant Congressional and Media Liaison
Office of Inspector General
Board of Governors of the Federal Reserve System  |  Consumer Financial Protection Bureau
202-973-5043  |  f: 202-973-5044  |  john.p.manibusan@frb.gov
OIG Hotline: 800-827-3340  |  oighotline@frb.gov

http://oig.federalreserve.gov  |  http://oig.consumerfinance.gov

From: John Manibusan 
Sent: Tuesday, March 31, 2015 5:02 PM
To: 'jennifer.shapiro@mail.house.gov'
Subject: Board-CFPB OIG Report on Board Diversity and Inclusion

Hi Jennifer:

Please find attached our final report, “The Board Can Enhance Its Diversity and Inclusion Efforts,”
 dated March 31, 2015. A hard copy will follow. This report responds to a March 24, 2014, letter
 requesting that we evaluate whether the Board’s personnel practices and policies have created an
 unfair or discriminatory workplace for minorities and women at the Board and to assess the roles
 and operations of the Board’s Office of Minority and Women Inclusion in dealing with personnel
 matters. This report will be posted on our website on Friday, April 3. We ask that you not release
 the report outside your office until it is available on our website.

Let me know if you have any questions.

Thanks,

______________________________________________________
John Manibusan  |  Assistant Congressional and Media Liaison
Office of Inspector General
Board of Governors of the Federal Reserve System  |  Consumer Financial Protection Bureau
202-973-5043  |  f: 202-973-5044  |  john.p.manibusan@frb.gov
OIG Hotline: 800-827-3340  |  oighotline@frb.gov

http://oig.federalreserve.gov  |  http://oig.consumerfinance.gov

FR Restricted
C.3 PRG Report Distribution List 
Prepared By: Kim Perteet 
Reviewed By: Anna Saez

AN: For attachments, please click 
on the respective links.



From: John Manibusan
To: Kimberly Perteet
Subject: FW: Board-CFPB OIG Report on Board Diversity and Inclusion
Date: Tuesday, April 07, 2015 12:01:46 PM
Attachments: Delaney Transmittal Letter-Board.pdf

board-diversity-inclusion-mar2015.pdf

______________________________________________________
John Manibusan  |  Assistant Congressional and Media Liaison
Office of Inspector General
Board of Governors of the Federal Reserve System  |  Consumer Financial Protection Bureau
202-973-5043  |  f: 202-973-5044  |  john.p.manibusan@frb.gov
OIG Hotline: 800-827-3340  |  oighotline@frb.gov

http://oig.federalreserve.gov  |  http://oig.consumerfinance.gov

From: John Manibusan 
Sent: Tuesday, March 31, 2015 5:02 PM
To: 'ben.turner2@mail.house.gov'
Subject: Board-CFPB OIG Report on Board Diversity and Inclusion

Hi Ben:

Please find attached our final report, “The Board Can Enhance Its Diversity and Inclusion Efforts,”
 dated March 31, 2015. A hard copy will follow. This report responds to a March 24, 2014, letter
 requesting that we evaluate whether the Board’s personnel practices and policies have created an
 unfair or discriminatory workplace for minorities and women at the Board and to assess the roles
 and operations of the Board’s Office of Minority and Women Inclusion in dealing with personnel
 matters. This report will be posted on our website on Friday, April 3. We ask that you not release
 the report outside your office until it is available on our website.

Let me know if you have any questions.

Thanks,

______________________________________________________
John Manibusan  |  Assistant Congressional and Media Liaison
Office of Inspector General
Board of Governors of the Federal Reserve System  |  Consumer Financial Protection Bureau
202-973-5043  |  f: 202-973-5044  |  john.p.manibusan@frb.gov
OIG Hotline: 800-827-3340  |  oighotline@frb.gov

http://oig.federalreserve.gov  |  http://oig.consumerfinance.gov

FR Restricted
C.3 PRG Report Distribution 
List
Prepared By: Kim Perteet 
Reviewed By: Anna Saez

AN: For attachments, please 
click on the respective links.



From: John Manibusan
To: Kimberly Perteet
Subject: FW: Board-CFPB OIG Report on Board Diversity and Inclusion
Date: Tuesday, April 07, 2015 12:02:34 PM
Attachments: Heck Transmittal Letter-Board.pdf

board-diversity-inclusion-mar2015.pdf

______________________________________________________
John Manibusan  |  Assistant Congressional and Media Liaison
Office of Inspector General
Board of Governors of the Federal Reserve System  |  Consumer Financial Protection Bureau
202-973-5043  |  f: 202-973-5044  |  john.p.manibusan@frb.gov
OIG Hotline: 800-827-3340  |  oighotline@frb.gov

http://oig.federalreserve.gov  |  http://oig.consumerfinance.gov

From: John Manibusan 
Sent: Tuesday, March 31, 2015 5:03 PM
To: 'brendan.woodbury@mail.house.gov'
Subject: Board-CFPB OIG Report on Board Diversity and Inclusion

Hi Brendan:

Please find attached our final report, “The Board Can Enhance Its Diversity and Inclusion Efforts,”
 dated March 31, 2015. A hard copy will follow. This report responds to a March 24, 2014, letter
 requesting that we evaluate whether the Board’s personnel practices and policies have created an
 unfair or discriminatory workplace for minorities and women at the Board and to assess the roles
 and operations of the Board’s Office of Minority and Women Inclusion in dealing with personnel
 matters. This report will be posted on our website on Friday, April 3. We ask that you not release
 the report outside your office until it is available on our website.

Let me know if you have any questions.

Thanks,

______________________________________________________
John Manibusan  |  Assistant Congressional and Media Liaison
Office of Inspector General
Board of Governors of the Federal Reserve System  |  Consumer Financial Protection Bureau
202-973-5043  |  f: 202-973-5044  |  john.p.manibusan@frb.gov
OIG Hotline: 800-827-3340  |  oighotline@frb.gov

http://oig.federalreserve.gov  |  http://oig.consumerfinance.gov

FR Restricted
C.3 PRG Report Distribution 
List
Prepared By: Kim Perteet 
Reviewed By: Anna Saez
AN: For attachments, please 
click on the respective links.



From: John Manibusan
To: Kimberly Perteet
Subject: FW: Board-CFPB OIG Report on Board Diversity and Inclusion
Date: Tuesday, April 07, 2015 12:02:54 PM
Attachments: Hensarling Transmittal Letter-Board.pdf

board-diversity-inclusion-mar2015.pdf

______________________________________________________
John Manibusan  |  Assistant Congressional and Media Liaison
Office of Inspector General
Board of Governors of the Federal Reserve System  |  Consumer Financial Protection Bureau
202-973-5043  |  f: 202-973-5044  |  john.p.manibusan@frb.gov
OIG Hotline: 800-827-3340  |  oighotline@frb.gov

http://oig.federalreserve.gov  |  http://oig.consumerfinance.gov

From: John Manibusan 
Sent: Tuesday, March 31, 2015 7:14 PM
To: 'Johnson, Brian'
Subject: Board-CFPB OIG Report on Board Diversity and Inclusion

Hi Brian:

Please find attached our final report, “The Board Can Enhance Its Diversity and Inclusion Efforts,”
 dated March 31, 2015. A hard copy will follow. This report responds to a March 24, 2014, letter
 requesting that we evaluate whether the Board’s personnel practices and policies have created an
 unfair or discriminatory workplace for minorities and women at the Board and to assess the roles
 and operations of the Board’s Office of Minority and Women Inclusion in dealing with personnel
 matters. This report will be posted on our website on Friday, April 3. We ask that you not release
 the report outside your office until it is available on our website.

Let me know if you have any questions.

Thanks,

______________________________________________________
John Manibusan  |  Assistant Congressional and Media Liaison
Office of Inspector General
Board of Governors of the Federal Reserve System  |  Consumer Financial Protection Bureau
202-973-5043  |  f: 202-973-5044  |  john.p.manibusan@frb.gov
OIG Hotline: 800-827-3340  |  oighotline@frb.gov

http://oig.federalreserve.gov  |  http://oig.consumerfinance.gov

FR Restricted
C.3 PRG Report Distribution List 
Prepared By: Kim Perteet 
Reviewed By: Anna Saez
AN: For attachments, please click 
on the respective links.



From: John Manibusan
To: Kimberly Perteet
Subject: FW: Board-CFPB OIG Report on Board Diversity and Inclusion
Date: Tuesday, April 07, 2015 12:00:54 PM
Attachments: Maloney Transmittal Letter-Board.pdf

board-diversity-inclusion-mar2015.pdf

______________________________________________________
John Manibusan  |  Assistant Congressional and Media Liaison
Office of Inspector General
Board of Governors of the Federal Reserve System  |  Consumer Financial Protection Bureau
202-973-5043  |  f: 202-973-5044  |  john.p.manibusan@frb.gov
OIG Hotline: 800-827-3340  |  oighotline@frb.gov

http://oig.federalreserve.gov  |  http://oig.consumerfinance.gov

From: John Manibusan 
Sent: Tuesday, March 31, 2015 5:02 PM
To: 'ben.harney@mail.house.gov'
Subject: Board-CFPB OIG Report on Board Diversity and Inclusion

Hi Ben:

Please find attached our final report, “The Board Can Enhance Its Diversity and Inclusion Efforts,”
 dated March 31, 2015. A hard copy will follow. This report responds to a March 24, 2014, letter
 requesting that we evaluate whether the Board’s personnel practices and policies have created an
 unfair or discriminatory workplace for minorities and women at the Board and to assess the roles
 and operations of the Board’s Office of Minority and Women Inclusion in dealing with personnel
 matters. This report will be posted on our website on Friday, April 3. We ask that you not release
 the report outside your office until it is available on our website.

Let me know if you have any questions.

Thanks,

______________________________________________________
John Manibusan  |  Assistant Congressional and Media Liaison
Office of Inspector General
Board of Governors of the Federal Reserve System  |  Consumer Financial Protection Bureau
202-973-5043  |  f: 202-973-5044  |  john.p.manibusan@frb.gov
OIG Hotline: 800-827-3340  |  oighotline@frb.gov

http://oig.federalreserve.gov  |  http://oig.consumerfinance.gov

FR Restricted
C.3 PRG Report Distribution List 
Prepared By: Kim Perteet 
Reviewed By: Anna Saez
AN: For attachments, please click 
on the respective links.



From: John Manibusan
To: Kimberly Perteet
Subject: FW: Board-CFPB OIG Report on Board Diversity and Inclusion
Date: Tuesday, April 07, 2015 12:01:29 PM
Attachments: Perlmutter Transmittal Letter-Board.pdf

board-diversity-inclusion-mar2015.pdf

______________________________________________________
John Manibusan  |  Assistant Congressional and Media Liaison
Office of Inspector General
Board of Governors of the Federal Reserve System  |  Consumer Financial Protection Bureau
202-973-5043  |  f: 202-973-5044  |  john.p.manibusan@frb.gov
OIG Hotline: 800-827-3340  |  oighotline@frb.gov

http://oig.federalreserve.gov  |  http://oig.consumerfinance.gov

From: John Manibusan 
Sent: Tuesday, March 31, 2015 5:02 PM
To: 'noah.marine@mail.house.gov'
Subject: Board-CFPB OIG Report on Board Diversity and Inclusion

Hi Noah:

Please find attached our final report, “The Board Can Enhance Its Diversity and Inclusion Efforts,”
 dated March 31, 2015. A hard copy will follow. This report responds to a March 24, 2014, letter
 requesting that we evaluate whether the Board’s personnel practices and policies have created an
 unfair or discriminatory workplace for minorities and women at the Board and to assess the roles
 and operations of the Board’s Office of Minority and Women Inclusion in dealing with personnel
 matters. This report will be posted on our website on Friday, April 3. We ask that you not release
 the report outside your office until it is available on our website.

Let me know if you have any questions.

Thanks,

______________________________________________________
John Manibusan  |  Assistant Congressional and Media Liaison
Office of Inspector General
Board of Governors of the Federal Reserve System  |  Consumer Financial Protection Bureau
202-973-5043  |  f: 202-973-5044  |  john.p.manibusan@frb.gov
OIG Hotline: 800-827-3340  |  oighotline@frb.gov

http://oig.federalreserve.gov  |  http://oig.consumerfinance.gov

FR Restricted
C.3 PRG Report Distribution 
List
Prepared By: Kim Perteet 
Reviewed By: Anna Saez

AN: For attachments, please 
click on the respective links.



From: John Manibusan
To: Kimberly Perteet
Subject: FW: Board-CFPB OIG Report on Board Diversity and Inclusion
Date: Tuesday, April 07, 2015 12:02:02 PM
Attachments: Sinema Transmittal Letter-Board.pdf

board-diversity-inclusion-mar2015.pdf

______________________________________________________
John Manibusan  |  Assistant Congressional and Media Liaison
Office of Inspector General
Board of Governors of the Federal Reserve System  |  Consumer Financial Protection Bureau
202-973-5043  |  f: 202-973-5044  |  john.p.manibusan@frb.gov
OIG Hotline: 800-827-3340  |  oighotline@frb.gov

http://oig.federalreserve.gov  |  http://oig.consumerfinance.gov

From: John Manibusan 
Sent: Tuesday, March 31, 2015 5:03 PM
To: 'alyssa.marois@mail.house.gov'
Subject: Board-CFPB OIG Report on Board Diversity and Inclusion

Hi Alyssa:

Please find attached our final report, “The Board Can Enhance Its Diversity and Inclusion Efforts,”
 dated March 31, 2015. A hard copy will follow. This report responds to a March 24, 2014, letter
 requesting that we evaluate whether the Board’s personnel practices and policies have created an
 unfair or discriminatory workplace for minorities and women at the Board and to assess the roles
 and operations of the Board’s Office of Minority and Women Inclusion in dealing with personnel
 matters. This report will be posted on our website on Friday, April 3. We ask that you not release
 the report outside your office until it is available on our website.

Let me know if you have any questions.

Thanks,

______________________________________________________
John Manibusan  |  Assistant Congressional and Media Liaison
Office of Inspector General
Board of Governors of the Federal Reserve System  |  Consumer Financial Protection Bureau
202-973-5043  |  f: 202-973-5044  |  john.p.manibusan@frb.gov
OIG Hotline: 800-827-3340  |  oighotline@frb.gov

http://oig.federalreserve.gov  |  http://oig.consumerfinance.gov

FR Restricted
C.3 PRG Report Distribution 
List
Prepared By: Kim Perteet 
Reviewed By: Anna Saez

AN: For attachments, please 
click on the respective links.



From: John Manibusan
To: Kimberly Perteet
Subject: FW: Board-CFPB OIG Report on Board Diversity and Inclusion
Date: Tuesday, April 07, 2015 12:00:39 PM
Attachments: Waters Transmittal Letter-Board.pdf

Green Transmittal Letter-Board.pdf
board-diversity-inclusion-mar2015.pdf

______________________________________________________
John Manibusan  |  Assistant Congressional and Media Liaison
Office of Inspector General
Board of Governors of the Federal Reserve System  |  Consumer Financial Protection Bureau
202-973-5043  |  f: 202-973-5044  |  john.p.manibusan@frb.gov
OIG Hotline: 800-827-3340  |  oighotline@frb.gov

http://oig.federalreserve.gov  |  http://oig.consumerfinance.gov

From: John Manibusan 
Sent: Tuesday, March 31, 2015 5:01 PM
To: Lynch, Jason; Williams, Ola (Ola.Williams@mail.house.gov); Millison, Deanne;
 'gregg.orton@mail.house.gov'
Subject: Board-CFPB OIG Report on Board Diversity and Inclusion

Hi all:

Please find attached our final report, “The Board Can Enhance Its Diversity and Inclusion Efforts,”
 dated March 31, 2015. A hard copy will follow. This report responds to a March 24, 2014, letter
 requesting that we evaluate whether the Board’s personnel practices and policies have created an
 unfair or discriminatory workplace for minorities and women at the Board and to assess the roles
 and operations of the Board’s Office of Minority and Women Inclusion in dealing with personnel
 matters. This report will be posted on our website on Friday, April 3. We ask that you not release
 the report outside your office until it is available on our website.

Let me know if you have any questions.

Thanks,

______________________________________________________
John Manibusan  |  Assistant Congressional and Media Liaison
Office of Inspector General
Board of Governors of the Federal Reserve System  |  Consumer Financial Protection Bureau
202-973-5043  |  f: 202-973-5044  |  john.p.manibusan@frb.gov
OIG Hotline: 800-827-3340  |  oighotline@frb.gov

http://oig.federalreserve.gov  |  http://oig.consumerfinance.gov

FR Restricted
C.3 PRG Report Distribution 
List
Prepared By: Kim Perteet 
Reviewed By: Anna Saez
AN: For attachments, please 
click on the respective links.
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Statement of Independence on Individual Projects 

The Office of Inspector Genera l (OIG) and its s taff and contractors must be independent in all 
matters re lating to audit. inspection. and evaluation work. OIG employees and contractors who 
are engaged in audits, inspections, or evaluations are to comply with the OIG policy AE-00 I, 
Independence, and conduct themselves in a manner consistent with the Board of Governors of 
the Federal Reserve System's (Board) and the OIG"s core values; the Board' s Principles of 
Ethical Conduct; the Standards of Ethical Conduct.for Employees of the Executive Branch, 
issued by the U .S. Office of Government Ethics: the generally accepted government auditing 
standards (GAGAS), issued by the Comptroller General of the United States; Quality Standards 
for Inspection and Evaluation, issued by the Counc il of the Inspectors General on Integrity and 
Efficiency; and any other standards appl icable to their project. 010 employees and contractors 
must take precautions to ensure that their conduct is perceived as being independent. 
professional, and appropriate and are not to become involved in situations that impair 
independence or give the appearance that impairment to independence exists. 

Independence comprises independence of mind and independence in appearance. Independence 
of mind is the state of mind that pennits the performance of an audit without being affected by 
influences that compromise professional judgment, thereby allowing an individual to act with 
integrity and exercise objectivity and professional skeptic ism. Independence in appearance is the 
absence of circumstances that would cause a reasonable and infom,ed third party, having 
knowledge of the relevant infomiation, to reasonably conclude that the integrity, objectivity, or 
professional skepticism of an audit organization or member of the audit team had been 
compromised (GAGAS 3.03). 

GAGAS establishes the conceptual framework (see GAGAS 3.07-3.26 and appendix II) that 
O IG employees and contractors must use to identify and eva luate threats to independence given 
the circumstances of their work. Whether independence is impaired depends on the nature of the 
threat. whether the threat is of such significance that it would compromise an auditor· s 
professional judgment or create the appearance that the auditor·s profess ional judgment may be 
compromised, and the specific safeguards applied to eliminate the threat or reduce it to an 
acceptable level. GAGAS provides broad categories of threats (GAGAS 3.14) and examples of 
circumstances that create threats to independence (GAGAS A3.02- A3.09) and it describes 
safeguards that may be effoctive in certain circwnstances (GAGAS 3. 16-3.19). 

Consistent with GA GAS 3.2 1. 3.64. and 3.65, auditors use professional judgment in applying the 
conceptual framework to determine independence in a given situation. When identifying and 
evaluating threats to independence. OJG employees and contractors must consider the broad 
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categories of threats to independence and the example safeguards provided in GAGAS, as well 
as the unique circumstances of the project. In addition to the GAGAS examples, specific 
situations that threaten independence and must be reported to the project manager or an 
appropriate official if the project manager is not available include the following: 

• financial interest that is direct, or is significant or material though indirect, in the audited 
entity or program 

• seeking employment with the division or program area to be reviewed or under review 
(including the time period leading up to the submission of a job application) 

• preconceived ideas toward individuals, groups, organizations, or objectives of a 
particular program that could bias the project 

• official, professional, personal, financial, or any kind of relationship that might cause an 
010 employee or contractor to limit the extent of his or her inquiry, to limit disclosure, 
or to weaken or slant findings in any way 

• external interference or influence that improperly or imprudently limits or modifies the 
scope of project work 

When these or any other apparent or potential threats to independence are identified, the 
individual must immediately and fully disclose the situation to the project manager. The project 
manager, in consultation with the applicable Senior 010 Manager and Associate Inspector 
General, must determine whether identified threats to independence are significant and whether 
they can be reduced to an acceptable level with the imposition of safeguards. Any disclosed 
threats to independence and applied safeguards must be documented on this form 
(GAGAS 3.24). If the disclosed threats to independence are deemed insignificant, the basis for 
that determination must be documented on this form. 

Failure to comply with the OIG's policies and procedures regarding independence may result in 
adverse or disciplinary action against the individual, up to and including termination, consistent 
with applicable Board policy. 

Instructions 

This form, which documents compliance with applicable independence standards, is to be 
completed at the start of each project by 010 or contractor project team members, as well as any 
OIG staff members who substantially contribute to the project in accordance with the OIG's 
Independence policy. Generally, the project's start date refers to the date the project is initiated 
in the audit system. A new form must be completed when circumstances change or when threats 
to independence arise that impact the individual's independence. In addition, this form must be 
completed by 010 referencers prior to their involvement in the project. The completed forms are 
maintained as electronic workpapers in the audit systems. 
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Certification 

I certify that I have read and understand the above, as well as the OIG's Independence policy and 
GAGAS independence standards. With regard to the assigned project, I have evaluated threats to 
my independence, both independence of mind and in appearance, and attest that (select one): 

J I have DQt identified any threats to my independence. 

• I have identified threats to independence and applied safeguards, as described below. 

Describe any threats to independence identified and safeguards applied (attach 
additional page if necessary}. 

• As a referencer for this project, I certify that I have not identified any threats to my 
independence that would prevent me from objectively performing the independent 
reference review. 

I also agree to reevaluate my independence whenever my assignment is changed or whenever my 
circumstances change while working on this project. If changes affecting either my 
independence or my objectivity regarding this project occur subsequent to the completion of1this 
fonn, I will immediately notify the project manager or an appropriate official if the project 
manager is not available. 

Project name: 2014 Congressional Request on the Board's Personnel Practices 

{6f(6 
Individual's name: 

Date individual started on project: __ ____.Q~,_'-/.;........,_t;....;;.~_l_<./~---
6f(6} 

Signature: Date: ~-S--Zo/.'j 
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OFFI CE O F I NSPECTOR GENERAL 

Bo,\lw m GovrnNous or ·1111; F1.,1>rnAL RESERVE Svs·1 EM 

C ONSUM ER FINANCIAi. PtmTI\C l'ION BUREAU 

WASlllNCT(lN, DC 2055 I 

________ N.~ON-DISCLOSURE AGREEMENT 
(bl {6) 

I, 1.---=--__,..,..,,,..,...,,,.,---=-=----,::-11 understand that, in the course or performing work for the Office or 
Inspector General (OIG) or1he Board of Governors oft he Federal Reserve System (Board) and the 
Consumer Financial Protection Bureau (CFPB), I may come into posse.ssion or or obtain knowledge of 
informarion of the OIG, the Board. the Federal Open Market Cornmit1ee (FOMC), the Federal Reserve 
Banks. or the CFPB that is not public or that has not and is not required! by law to be made public. 
including. for example. informat ion that is designated ns restricted. controlled, proprietary. confidential, 
confidential supervisory, or personnel (co llectively, "Co,!f1de11tial l11jo1·111atioll''). Confidential 
In fo rmation shall include, but is not limited to (I) information pcrtainilllg to the security arrangements and 
strategies of the OIG. Board, FOMC. Federal Reserve Banks, or C FPB (including information describing 
security co11 trols related to information technology infrastructure such as network architecture and 
specific systems, appl ications, and databases); (2) econom ic data; (3) financia l. statistical, and personnel 
data pertaining 10 t11e OIG. Board. FOMC. Federal Reserve Banks. CFPB, or other financial institutions; 
(4) financial, statistica l. personnel plan ning and simi lar information relating to past, present, or future 
activities of the OIG. Board, FOMC, Federal Reserve Banks, or CFPB; (5) pre-decisional deliberative 
information and data: (6) law enforcement privileged in fonnation; (7) attorney-client privileged 
information; (8) personally identifiable information; (9) trade-secret information; and (JO) non-public 
infom,ation included in the files of the OIG, Board, FOMC, Federal Reserve Banks, or CFPB. 

Confidential Information does not include in formation thut ( I) is public: (2) is or becomes publicly 
available without breach by me of this Non-Disclosure Agreement ( .. NDA" ): (3) was rightrully recei ved 
by me without ob ligation of confidentiality: or (4) was developed by 1111~ independently of any disclosures 
to me made by the OIG, Board, FOMC. Federal Reserve Banks, or CFPB. Except for information I 
receive that is 1101 Confidential lnfonnaLion, 1 will treat all information I receive from the OIG. Board, 
FOMC, Federal Reserve Banks, or C FPB as Confidential Information, regard less of the manner or form 
in wh ich the information is transm itied or accessible. In addition, I wil ll also treat the advice, del iverables. 
products. outputs. or simi lar items I provide or produce while working with the OIG (''Product 
b ,jor111atio11··) as Confidential In lomiation until such time as the O IG in forms me in ,,,1riting I hat such 
Product Information is public. 

Thus, I agree 10 the following rerms: 

I. I will keep in confidence all Confidential Information that may be acquired in connection with or 
as a result of my responsibilities. I will not. at any time, either during or after my work with the 
OIG, make public or otherwise comm unicate or disc lose Confidential In forma tion to anyone 
other than authorized personnel of the OIG. Board. FOMC. Fcdlcra l Reserve Banks, or CFPB. 
without the OIG's prior wriucn consent. (The OlG wi ll coordinate and obtain the necessary 
approval(s) from the Board, the FOMC. the Federal Reserve Banks. or the CFPB. as applicable.) 
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2. I will use Confidential Information solely in connection with my responsibilities in working for 
the OIG. I will not directly or indirectly use Confidential Information for my private gain or for 
the private gain of another person or entity at any time, either during or after termination of my 
work with the OIG. 

3. I will inform the OIG of any external requests or demands for disclosure of Confidential 
Information, and I will refer all such demands and requests for disclosures, including but not 
limited to subpoenas, to the OIG. 

4. Should a question arise as to whether particular information is Confidential Information, I will 
immediately contact the OJG and seek a determination as to the information's status. Until a 
determination has been made by the OIG (after coordination with the Board, FOMC, Federal 
Reserve Banks, or CFPB, as applicable), I shall treat it as Confidential Information in accordance 
with this NOA. 

5. At all times, including during and after my work with the OIG, I will take all necessary steps to 
protect Confidential Information subject to this NOA. 

6. Upon completion, expiration, or termination of my services, unless I am instructed otherwise by 
the OIG, I will promptly dispose of all Confidential Information in my possession in whatever 
manner is approved by the OIG for the disposal of such information, which may include the 
return of Confidential Information to the OIG. 

7. I understand that I am prohibited from releasing any publicity or advertising regarding the work I 
perform for the OIG and from using the name or insignia of the OIG, Board, FOMC, CFPB, 
Federal Reserve Banks, or the Federal Reserve System, or any variation or adaptation thereof, for 
any commercial, advertisement, promotional, or endorsement purposes, unless the OIG and the 
Board's Chief Operating Officer ( or his/her designee) has given prior written consent for such 
release or use. 

8. I agree and acknowledge that the disclosure or use of any Confidential Information in breach of 
this NOA would cause irreparable harm to the OIG, Board, FOMC, CFPB, or Federal Reserve 
Banks. Accordingly, in the event of such use or disclosure, I understand that I may be subject to 
legal or other action, which may include termination of my work with the OIG and referral for 
criminal prosecution, if appropriate. 

9. If I suspect that any Confidential Information to which I am given access is or may have been lost 
or disclosed without authorization, I will immediately notify the OIG. 

I understanding that this NDA, all of its terms and conditions, shall remain in effect following the eKpiration 
or termination of my work with the OIG until this NOA is terminated in writing by the OIG. 

{6f(6 l 
[ _ r-r-zol~ 

SIONA TURE DATE 

rns, 
Printed Name 
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OFFICE OF I NSPECTOR GENERAL 

BOARD OF GOVERNORS OF THE FllOERAI. RtlS1'RVli 5YST1'M 

CONSUMER F INANCI AL PROTECTION BUREAU 

Statement of Independence on Individual Projects 

The Office ofTnspector General (OIG) and its staff and contractors must be independent in all 
matters relating to aud it. inspection, and evaluation work. OTG employees and contractors who 
are engaged in audits, inspections. or evaluations are to comply with the 0 10 policy AE-00 I, 
Independence, and conduct themselves in a manner consistent with the Board of Governors of 
the Federal Reserve System's (Board) and the OIG's core val ues; the Board's Principles of 
Ethical Conduct; the Standards of Ethical Conduct for Employees of the Executive Branch, 
issued by the U.S. Office of Government Ethics; the generally accepted government aud iting 
standards (GAGAS), issued by the Comptroller General of the United States; Qua lily Standards 
for Inspection and Evaluation. issued by the Council of' the Inspectors General on Integrity and 
Efficiency; and any other standasds applicable to their project. OJG employees and contractors 
must take precautions to ensme that their conduct is perceived as being independent, 
professional, and appropriate and are not to become involved in situations that impair 
independence or give the appearance that impairment to independence exists. 

Independence comprises independence of mind and independence in appearance. Independence 
of mind is the state of mind that penujts the performance of an audit without being affected by 
inJluences that compromise professional judgment, thereby allowing an individual to act with 
integri ty and exercise objectivity and professional skepticism. Independence in appearance is the 
absence of circumstances that would cause a reasonable and informed third pa11y, having 
knowledge of the relevant information, to reasonably conclude that the integrity, objectivity, o r 
professional skepticism of an audit orgaruzation or member of the audit team had been 
compromised (GAGAS 3.03). 

GAGAS establishes the conceptual framework (see GAGAS 3.07- 3.26 and append ix 11 ) that 
OIG employees and contractors must use to identify and evaluate threats to independence given 
the circumstances of their work. Whether independence is impaired depends on the nature of the 
tlu·cat, whether the threat is of such significance that it would compromise an auditor's 
professional judgment or create the appearance that the auditor's professional judgment may be 
compromised, and the specific safeguards applied to e liminate the threat or reduce it to an 
acceptable level. GA GAS provides broad categories of threats (GAG AS 3.14) and examples of 
circumstances that create threats to independence (GAGAS AJ.02-A3.09) and it describes 
safeguards that may be effective in certain ci rcumstances (GAGAS 3.1 6- 3.1 9). 

Consistent with GAGAS 3.21. 3.64. and 3.65. auditors use professional judgment in applying the 
conceptual framework to determine independence in a given situation. When identify ing and 
evaluating threats to independence, OlG employees and contractors must consider the broad 
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categories of threats to independence and the example safeguards provided in GAGAS, as well 
as the unique circumstances of the project. In addition to the GAG AS examples, specific 
situations that threaten independence and must be reported to the project manager or an 
appropriate official if the project manager is not available include the following: 

• financial interest that is direct, or is significant or material though indirect, in the audited 
entity or program 

• seeking employment with the division or program area to be reviewed or under review 
(including the time period leading up to the submission of a job application) 

• preconceived ideas toward individuals, groups, organizations, or objectives of a 
particular program that could bias the project 

• official, professional, personal, financial, or any kind of relationship that might cause an 
OIG employee or contractor to limit the extent of his or her inquiry, to limit disclosure, 
or to weaken or slant findings in any way 

• external interference or influence that improperly or imprudently limits or modifies the 
scope of project work 

When these or any other apparent or potential threats to independence are identified, the 
individual must immediately and fully disclose the situation to the project manager. The project 
manager, in consultation with the applicable Senior OIG Manager and Associate Inspector 
General, must determine whether identified threats to independence are significant and whether 
they can be reduced to an acceptable level with the imposition of safeguards. Any disclosed 
threats to independence and applied safeguards must be documented on this form 
(GAGAS 3.24). If the disclosed threats to independence are deemed insignificant, the basis for 
that determination must be documented on this form. 

Failure to comply with the OIG's policies and procedures regarding independence may result in 
adverse or disciplinary action against the individual, up to and including termination, consistent 
with applicable Board policy. 

Instructions 

This form, which documents compliance with applicable independence standards, is to be 
completed at the start of each project by OIG or contractor project team members, as well as any 
OIG staff members who substantially contribute to the project in accordance with the OIG's 
Independence policy. Generally, the project's start date refers to the date the project is initiated 
in the audit system. A new form must be completed when circumstances change or when threats 
to independence arise that impact the individual's independence. In addition, this form must be 
completed by OIG referencers prior to their involvement in the project. The completed forms are 
maintained as electronic workpapers in the audit systems. 
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Certification 

I certify that l have read and understand the above, as well as the Of G's independence policy and 
GA GAS independence standards. With regard to the assigned project, I have evaluated threats to 
my independence. both independence of mind and in appearance. and attest that (select one): 

i I have not identified any threats to my independence. 

• I have identified threats to independence and applied safeguards, as described below. 

Describe any threats to independence identified and safeguards applied (attach 
add itiona l page if necessary). 

• As a referencer for this project, I certify that l have no! identified any threats to my 
independence that would prevent me from objectively performing the independent 
reference review. 

I also agree to reevaluate my independence whenever my assignment is changed or whenever my 
circumstances change while working on this project. Tf changes affecting either my 
independence or my objectivity regarding this project occur subsequent to the completion of this 
form, I wi ll immediately notify the project manager or an appropriate orficial i r lhc project 
manager is not available. 

Project name: 2014 Congressional Request on the Board's ]Personnel Practices 

Individual's name: (6)l5} n _,.._____:~11 -
Date individual started on project: ___ _____,0'-'-/_c~/ b....:..1/_V _____ _ 

I j 

Signature: Date: 8 / (a 110 l':t 
I I 
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OFFICE O F l NSPECTO R GENER,\ L 

BOARD of G o vFHNDR~ cw ·1111• FE1>mu1 RE!-.El!VF Svs I M t 

CON5U~1ER FlNA:-:CIAL PRm1w rw~ 13URE1\U 

WASIIINCTOI>:. DC 2tl5'i l 

NON-DJSCLOS RE AGREEMENT 

I. {6) (SJ , understand that, in the course of performing work for the Office or 
lnspeccor''Gcnera1 tDlu) o me Board of Governors oflhe Federa l Reserve System (Board) and the 
Consumer Financial Protection Bureau (C FPB). I may come into possession of or oblain knowl edge of 
in formation of the OJG. the Board. the Federal Open Market Committee (f-'OMC), the Federal Reserve 
Banks, or the CFPB that is not public or that has not and is not required by law to be made public, 
including, for example. information that is designated as restricted, controlled, proprietary, confidential, 
confidential su pervisory. or personnel (collectively, "Con.fidenliol lnformalion" ). Confldential 
l11 fo rma1ion shall include. but is not limited to (I) information pertaining Lo the security arrangements and 
strategies or the OIG, Board. FOMC, Federal Reserve Banks. or CFPB (including in formation describing 
security controls related 10 information technology in frastructurc such as network architecture and 
specific systems, appl icalions, and dal:ibascs): (2) economic data; (3) financial. statistical, and personnel 
data pertaining to the OIG, Board, FOMC, Fcdcrnl Reserve Banks. CFPB. or other financial institutions: 
( 4) financial, statistical, personnel planning and similar informa tion relating to past, presem, or future 
activities of the OIG, Board, FOMC, federal Reserve Banks, or CFPB; (5) pre-decisional deliberative 
information and data; (6) law enforcement privi leged information: (7) attorney-client privileged 
information: (8) personally identifiable information: (9) trade-secret information: and ( I 0) non-pub I ic 
information inc luded in the files or the O[G, Board , FOMC. Federa l Reserve l:3anks. or CFPB. 

Confidential Informat ion does not include informntion lhflt (I) is public; (2) is or becomes publ icly 
available wi thoul breach by me of this Non-Disclosure Agreement ('"NDA"): (J) was rightfully received 
by me without obligation of confiden tiality; or ( 4) ,vas developed by me independently of any disclosures 
to me made by the OIG, Board, FOMC, Federal Reserve Banks, or CFPB. Except for information I 
receive that is not Confidential lnfomiation, I wi ll treat all information I receive from the OIG, Board, 
FOMC. Federal Reserve Banks. or CFPB as Confidentia l lnforrnation, regardless or the manner or form 
in which the information is transmitted or accessible. In addition. I wil l aLo treat the adv ice. deliverables. 
products, outputs, or sim ilar items I provide or prod uce while work ing with the OIG ("Product 
!Jd'or11wtio11'' ) as Confidential Information unti l such time as the OIG informs me in writing that such 
Product lnformalion is puhlic. 

Thus, I agree lo the fo llowing terms: 

I. I will keep in confidence all Confidentia l In formation that may be ,1cquired in connection with or 
as a resull or my responsib ilities. I will not. at any time, either during or after my work with lhe 
OIG. make public or othenvisc communicate or disdosc Confidential Information 10 anyone 
other thnn aulhorizcd personnel of the OIG. Board, FOMC, Ft:dcral Reserve Banks. or CFPB, 
without the O IG's prior ,vri tl1::n comcnt. (The OIG wil l courd innte and obta in the necessary 
approva l(s) from the Board. the FOMC. 1hc Fcdtm1I Reserve Banks. or the C f PO. as applicable.) 
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2. I will use Conlidential ln fonnation solely in connection with my responsibilities in working f0r 
the OIG. I will not directly or indirectly use Confidential In formation for my private ga in or for 
the private gain of another person or entity at any time. either during or after termination of my 
work with the O IG. 

3. I will in lorm the OIG of any external requests or demands for disclosure of Confidential 
l11formation. and I wil l refer all such demands and requests for disclosures, including but not 
limited to subpoenas, to the OIG. 

4. Shou ld a question arise as to whether particular infonmition is Confidentia l fnfonnation, I wi ll 
imm~diately eonlaetthe OIG and seek a determination as to th<~ information's status. Unti l a 
determination has been made by the OIG (a lte r coordination with the Board, FOMC, Federal 
Reserve Banks, or CFPB, as applieublu). I shnll !rent it ns Confidential Information in accordance 
with this NOA. 

5. At all times, including during ,mcl afler my work with the OIG. I will take all necessa ry steps to 
protect Conficlemia l Information subjec1 to this ND/\. 

6. Upon completion. expiration. or 1em1ination ofmy services. unless 1 am instructed otherwise by 
the OIG. l ,vi ii promptly dispose of al l Confidential In formation in my possession in whatever 
mannl!r is approved by the OIG for the di sposa l of such information. which may include the 
return of Confidential In fo rmation to the OIG. 

7. I understand that I am prohibi1ed rm111 re leasing any publicity or advert ising regarding the work I 
perform for the OIG and from using the name or insignia of the OIG. Board. FOMC. Cf PB. 
Federal Reserve Banks, or the Federa l Reserve System, or any variation or adaptation thereof, fo r 
any commercial, advertisement, promotional, or endorsement purposes, unless the OlG and the 
Board's Chief Operat ing Officer (or his/her designec) has givelll prior written consent for such 
release or use. 

k. I ag.rec :md acknowledge that the disclosure or use of any Confide111ial Information in breach of 
this NOA would cause irreparable harm to the OIG, Bonrd, FOMC. CFPB, or Federal Reserve 
Banks. Accordingly, in tl1e event of such use or disclosure. I understand that I may be subject to 
lega l or other action, which may include termination ofmy wo1rk with the OIG and referral fo r 
criminal prosecution, if appropriate. 

9. If I s uspect that any Confidentia l Information to which I am given access is or may have been lost 
or disclosed without authorization. l will immediately notify the OJG. 

I understanding that this NOA, nil of its terms and conditions, shnll remaiin in effect fo llowing the expiration 
or termination of my work with the OIG until this ND/\ is terminated in writing by the OIG. 

6J (ti) 

o) (6) 
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OFFI CE OF INSPECT OR GENERAL 

BOARD OF Cov1mNOHS or Tl-IE FliD1.lR1\I. RliSERVE SYSTEM 

CONSUMER F INANCIAL PROTECTION BUREAU 

Statement of Independence on Individual Projects 

The Office ofinspector General (OIG) and its staff and contractors must be independent in all 
matters relating to audit, inspection, and evaluation work. OJG employees and contractors who 
are engaged in audits, inspections, or eval.uations are to comply with the OIG policy AE-001 , 
Independence, and conduct themselves in a manner consistent with the Board of Governors of 
the Federal Reserve System's (Board) and the OIG's core values; the Board's Principles of 
Ethical Conduct; the Standards of Ethical Conduct for Employees of the Executive Branch, 
issued by the U.S. Office of Government Ethics; the generally accepted government auditing 
standards (GAGAS), issued by the Comptroller General of the United States; Quality Standards 
for inspection and Evaluation, issued by the Council of the Inspectors General on Integrity and 
Efficiency; and any other standards applicable to their project. OTG employees and contractors 
must take precautions to ensure that their conduct is perceived as being independent, 
professional, and appropriate and are not to become involved in situations that impair 
independence or give the appearance that impairment to independence exists. 

Independence comprises independence of mind and independence in appearance. Independence 
of mind is the state of mjnd that permits the performance of an audit without being affected by 
influences that compromise professional judgment, thereby allowing an individual to act with 
integrity and exercise objectivity and professional skepticism. Independence in appearance is the 
absence of circumstances that would cause a reasonable and informed third party, having 
knowledge of the relevant information, to reasonably conclude that the integrity, objectivity, or 
professional skepticism of an auilit organization or member of the audit team had been 
compromised (GAGAS 3.03). 

GAGAS establishes the conceptual framework (see GAGAS 3.07- 3.26 and appendix LI) that 
OIG employees and contractors must use to identify and evaluate threats to independence given 
the circumstances of their work. Whether independence is impaired depends on the nature of the 
threat, whether the threat is of such significance that it would compromise an auditor's 
professional judgment or create the appearance that the auditor' s professional judgment may be 
compromised, and the specific safeguards applied to eliminate the threat or reduce it to an 
acceptable level. GAGAS provides broad categories of threats (GAGAS 3.14) and examples of 
circumstances that create threats to independence (GAGAS A3.02-A3.09) and it describes 
safeguards that may be effective in ce1tain circwnstances (GAGAS 3.16-3.19). 

Consistent with GAG AS 3 .21 , 3 .64, and 3 .65, auditors use professional judgment in applying the 
conceptual framework to determine independence in a given situation. When identifying and 
evaluating threats to independence, OIG employees and contractors must consider the broad 
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categories of threats to independence and the example safeguards provided in GAGAS, as well 
as the unique circumstances of the project. In addition to the GAGAS examples, specific 
situations that threaten independence and must be reported to the project manager or an 
appropriate official if the project manager is not available include the following: 

• financial interest that is direct, or is significant or material though indirect, in the audited 
entity or program 

• seeking employment with the division or program area to be reviewed or under review 
(including the time period leading up to the submission of a job application) 

• preconceived ideas toward individuals, groups, organizations, or objectives of a 
particular program that could bias the project 

• official, professional, personal, financial, or any kind of relationship that might cause an 
OIG employee or contractor to limit the extent of his or her inquiry, to limit disclosure, 
or to weaken or slant findings in any way 

• external interference or influence that improperly or imprudently limits or modifies the 
scope of project work 

When these or any other apparent or potential threats to independence are identified, the 
individual must immediately and fully disclose the situation to the project manager. The project 
manager, in consultation with the applicable Senior OIG Manager and Associate Inspector 
General, must determine whether identified threats to independence are significant and whether 
they can be reduced to an acceptable level with the imposition of safeguards. Any disclosed 
threats to independence and applied safeguards must be documented on this form 
(GAGAS 3.24). If the disclosed threats to independence are deemed insignificant, the basis for 
that determination must be documented on this form. 

Failure to comply with the OIG's policies and procedures regarding independence may result in 
adverse or disciplinary action against the individual, up to and including termination, consistent 
with applicable Board policy. 

Instructions 

This form, which documents compliance with applicable independence standards, is to be 
completed at the start of each project by OIG or contractor project team members, as well as any 
OIG staff members who substantially contribute to the project in accordance with the OIG's 
Independence policy. Generally, the project's start date refers to the date the project is initiated 
in the audit system. A new form must be completed when circumstances change or when threats 
to independence arise that impact the individual's independence. In addition, this form must be 
completed by OIG referencers prior to their involvement in the project. The completed forms are 
maintained as electronic workpapers in the audit systems. 
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Certification 

I certify that I have read and understand the above, as well as th~: OIG' s Independence policy and 
GAGAS independence standards. With regard to the assigned project, I have evaluated threats to 
my independence, both independence of mind and in appearancu, and attest that (select one): 

Lve not identified any threats to my independence. 

• I have identified threats to independence and applied safieguards, as described below. 

Describe any threats to independence identified and safeguards applied {attach 
additional page if necessary). 

• As a referencer for this project, I certify that I have nQ1 identified any threats to my 
independence that would prevent me from objectively pt:rfonning the independent 
reference review. 

I also agree to reevaluate my independence whenever my assiglllment is changed or whenever my 
circumstances change while working on this project. If changes affecting either my 
independence or my objectivity regarding this project occur subsequent to the completion of this 
form, I will immediately notify the project manager or an appro:priate official if the project 
manager is not available. 

Project name: 2014 Congressional Request on the Board's P1ersonnel Practices 

{6) (6) 

Individual's name: ---: 

Date individual started on project: ----a..+-__.__,...._.u ___ f ____ V ___ _ 
00~ ,/ 

Date: ?L?/; 1/ Signature: _ 
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(6 (0..-----~NON-DISCLOSURE AGREEMJ~NT 

I, ..,.._,__ ___ ,_i , understand that, in the course of pe:iforming work for the Office o f 
lnspector Ueneral LUIGJ of mp Board of Governors of the Federal Reserve System (Board) and the 
Consumer Financial Protection Bureau (CFPB), I may come into poss:ession of or obtain knowledge of 
information of the OIG, the Board, the Federal Open Market Commit1tee (FOMC), the Federal Reserve 
Banks, or the CFPB that is not public or that has not and is not required by law to be made public, 
including, for example, information that is designated as restricted, controlled, proprietary, confidential, 
confidential supervisory, or personnel (collectively, "Confidential Infhrmation"). Confidential 
Information shall include, but is not limited to (1) infonnation pertaining to the security arrangements and 
strategies of the OIG, Board, FOMC, Federal Reserve Banks, or CFPIB (including information describing 
secw·ity controls related to info1mation technology infrastructure such as network architecture and 
specific systems, applications, and databases); (2) economic data; (3) financial, statistical, and personne l 
data pertaining to the OiG, Board, FOMC., Federal Reserve Banks, ClFPB, or other financial institutions; 
( 4) financial, statistical, personnel planning and similar information relating to past, present, or future 
activities of the OIG, Board, FOMC, Federal Reserve Banks, or CFPB; (5) pre-decisional deliberative 
infomiation and data; (6) law enforcement privileged information; (7) attorney-client privileged 
information; (8) personally identifiable illformation; (9) trade-secret information; and (10) non-public 
information included in the files of the OIG. Board, FOMC, Federal Reserve Banks, or CFPB. 

Confidential Information does not include information that ( I) is publlic; (2) is or becomes publicly 
available without breach by me of this Non-Disclosure Agreement (" NDA" ); (3) was rightfully received 
by me without obligation of confidentiality; or (4) was developed by .me independently of any disclosures 
to me made by the OIG, Board, FOMC, Federal Reserve Banks, or Cf PB. Except for infonnation I 
receive that is not Confidential lnfonnation, 1 will treat all infonnation I receive from the OIG, Board, 
FOMC, Federal Reserve Banks, or Cf PB as Confidential [nfonnation, regardless of the manner or form 
in which the infom,ation is transmitted or accessible. fn addition, I will also treat the advice, deliverables, 
products, outputs, or similar items l provide or produce while working with the OIG ("Producl 
Information") as Confidential lnfommtion until such time as the OIG informs me in writing that such 
Product Information is public. 

Thus, J agree to the following terms: 

1. 1 wi.ll keep in confidence aJI Confidentjal Information that may be acquired in connection with or 
as a result of my responsibilities. Twill not, at any time, eith,er during or after my work with the 
OIG, make public or otherwise communicate or disclose Confidential lnfommtion to ru1yone 
other than authorized personne l of the OlG, Board, FOMC, Federal Reserve Banks, or CFPB, 
without the OIG's prior written consent. (The OlG will coordinate and obtain the necessary 
upproval(s) from the Board, the FOMC, the Federal Reserve Banks, or the CFPB, as applicable.) 
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2. I will use Confidential Infonnation solely in connection with my responsibilities in working for 
the 010. I will not directly or indirectly use Confidential lnfonnation for my private gain or :for 
the private gain of another person or entity at any time, either during or after tennination of 1111y 
work with the OIG. 

3. I will infonn the 010 of any external requests or demands for disclosure of Confidential 
Infonnation, and I will refer all such demands and requests for disclosures, including but not 
limited to subpoenas, to the 010. 

4. Should a question arise as to whether particular infonnation is Confidential Information, I will! 
immediately contact the 010 and seek a detennination as to the information's status. Until a 
detennination has been made by the 010 (after coordination with the Board, FOMC, Federal 
Reserve Banks, or CFPB, as applicable), I shall treat it as Confidential Information in accordance 
with this NOA. 

S. At all times, including during and after my work with the OIG, I will take all necessary steps to 
protect Confidential lnfonnation subject to this NOA. 

6. Upon completion, expiration, or termination of my services, unless I am instructed otherwise by 
the 010, I will promptly dispose of all Confidential Information in my possession in whateve:r 
manner is approved by the OIG for the disposal of such infonnation, which may include the 
return of Confidential Information to the OIG. 

7. I understand that I am prohibited from releasing any publicity or advertising regarding the work I 
perfonn for the 010 and from using the name or insignia of the 010, Board, FOMC, CFPB, 
Federal Reserve Banks, or the Federal Reserve System, or any variation or adaptation thereof: for 
any commercial, advertisement, promotional, or endorsement purposes, unless the 010 and tine 
Board's Chief Operating Officer (or his/her designee) has given prior written consent for sucln 
release or use. 

8. I agree and acknowledge that the disclosure or use of any Confidential Information in breach of 
this NOA would cause irreparable harm to the 010, Board, FOMC, CFPB, or Federal Reserve 
Banks. Accordingly, in the event of such use or disclosure, I understand that I may be subject to 
legal or other action, which may include termination of my work with the 010 and referral for 
criminal prosecution, if appropriate. 

9. Ifl suspect that any Confidential Information to which I am given access is or may have been lost 
or disclosed without authorization, I will immediately notify the OIG. 

I understanding that this NOA, all of its tenn~d conditions, shall remain in effect following the expirattion 

r 'lmin&Dan n(mv "'°"'-"'ilh lhe_OIG IIDll[Jhis A is - in writing / lhe Qi I 'f 
~o DATE q ~ 
(I:>) (6) 

& ·····-- • --·-··· __________ _, 
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Statement of Independence on Individual Projects 

The Office oflnspector General (OIG) and its staff and contractors must be independent in all 
matters relating to audit, inspection, and evaluation work. OfG employees and contractors who 
are engaged in audits, inspections, or evaluations are to comply with the OIG policy AE-00 I, 
Independence, and conduct themselves in a manner consistent with the Board of Governors of 
the Federal Reserve System's (Board) and the OJG's core values; the Board's Principles of 
Ethical Conduct; the Standards of Ethical Conduct for Employees of the Executive Branch, 
issued by the U.S. Office of Government Ethics; the generally accepted government auditing 
standards (GA GAS), issued by the Comptroller General of the United States; Quality Standards 
for Inspection and Evaluation, issued by the Council of the Inspectors GeneraJ on Integrity and 
Efficiency; and any other standards applicable lo their project. OIG employees and contractors 
must take precautions to ensure that their conduct is perceived as being independent, 
professional, and appropriate and are not to become involved in situations that impair 
independence or give the appearance that impairment to independence exists. 

Independence comprises independence of mind and independence in appearance. Independence 
of mind is the state of mind that permits the performance of an audit without being affected by 
influences that compromise professional judgment, thereby allowing an individual to act with 
integrity and exercise objectivity and professional skepticism. lndependence in appearance is the 
absence of circumstances that would cause a reasonable and informed third party, having 
knowledge of the relevant information, to reasonably conclude that the integrity, objectivity, or 
professional skepticism of an audit organization or member of the audit team bad been 
compromised (GAGAS 3.03). 

GAGAS establishes the conceptual framework (see GAGAS 3.07- 3.26 and appendix II) that 
OIG employees and contractors must use to identify and evaluate threats to independence given 
the circumstances of their work. Whether independence is impaired depends on the nature of the 
threat, whether the threat is of such significance that it would compromise an auditor' s 
professional judgment or create the appearance that the auditor' s professional judgment may be 
compromised, and the specific safeguards applied to eliminate the threat or reduce it to an 
acceptable level. GAGAS provides broad categories of threats (GAGAS 3.14) and examples of 
circumstances that create threats to independence (GAGAS A3.02- A3.09) and it describes 
safeguards that may be effective in certain circumstances (GAGAS 3.16-3.19). 

Consistent with GAGAS 3.21. 3.64, and 3.65, auditors use professional judgment in applying the 
conceptual framework to determine independence in a given situation. When identifying and 
evaluating threats to independence, OIG employees and contractors must consider the broad 
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categories of threats to independence and the example safeguards provided in GA GAS, as well 
as the unique circumstances of the project. In addition to the GA GAS examples, specific 
situations that threaten independence and must be reported to the project manager or an 
appropriate official if the project manager is not available include the following: 

• financial interest that is direct, or is significant or material though indirect, in the audited 
entity or program 

• seeking employment with the division or program area to be reviewed or under review 
(including the time period leading up to the submission of a job application) 

• preconceived ideas toward individuals, groups, organi:zations, or objectives of a 
particular program that could bias the project 

• official, professional, personal, financial, or any kind of relationship that might cause an 
OIG employee or contractor to limit the extent of his or her inquiry, to limit disclosure, 
or to weaken or slant findings in any way 

• external interference or influence that improperly or imprudently limits or modifies the 
scope of project work 

When these or any other apparent or potential threats to independence are identified, the 
individual must immediately and fully disclose the situation to the project manager. The project 
manager, in consultation with the applicable Senior OIG Manager and Associate Inspector 
General, must determine whether identified threats to independence are significant and whether 
they can be reduced to an acceptable level with the imposition of safeguards. Any disclosed 
threats to independence and applied safeguards must be documented on this form 
(GAGAS 3.24). If the disclosed threats to independence are deemed insignificant, the basis for 
that determination must be documented on this form. 

Failure to comply with the OIG's policies and procedures regarding independence may result in 
adverse or disciplinary action against the individual, up to and including termination, consistent 
with applicable Board policy. 

Instructions 

This form, which documents compliance with applicable independence standards, is to be 
completed at the start of each project by OIG or contractor project team members, as well as any 
OIG staff members who substantially contribute to the project in accordance with the OIG's 
Independence policy. Generally, the project's start date refers to the date the project is initiated 
in the audit system. A new form must be completed when circumstances change or when threats 
to independence arise that impact the individual's independence. In addition, this form must be 
completed by OIG referencers prior to their involvement in the project. The completed forms are 
maintained as electronic workpapers in the audit systems. 
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Certification 

f certify that l have read and understand the above, as well as the OTG's Independence policy and 
GA GAS i1Jdependence standards. With regard to the assigned project, I have evaluated threats to 
my independence, both independence of mind and in appearance, and attest that (select one): 

I have not identified any threats to my independence. 

I have identified threats to independence and applied safeguards, as described below. 

Describe any threats to independence idenlifie<l and safeguards applied (attach 
additional page if necessary). 

✓As a referencer for tllis project, I certify that I have not identified any threats to my 
tndependence that wou ld prevent me from objectively performing the independent 
reference review. 

I also agree to reevaluate my independence whenever my assignment is changed or whenever my 
ci rcumstances change while working on this project. lf changes affecting either my 
independence or my objectivity regarding this project oecur subs•~quent to the completion of this 
form, I will immediately notify the project manager or an appropiriatc official if the project 
manager is not avai lable. 

Project n ame: 2014 Congressional Request on the Board 's Personnel Practices 

{6)(6} 
Individual's name: L_ _________________ _ 

Date individual started on project: __ f_-_L/_,_ZO __ /-Lj _______ _ 

Signature: Date: _ r',/(, / J 4-
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NON-DISCLOSURE AGREEMENT 

!,.__ _________ __._, understand that, in the course of performing work for the Office of 
Inspector General (OIG) of the Board of Governors of the Federal Rese,rve System (Board) and the 
Consumer Financial Protection Bureau (CFPB), I may come into possession of or obtain knowledge of 
information of the OIG, the Board, the Federal Open Market Committe,e (FOMC), the Federal Reserve 
Banks, or the CFPB that is not public or that has not and is not required by law to be made public, 
including, for example, information that is designated as restricted, conlrolled, proprietary, confidential, 
confidentia l supervisory, or personnel (collectively, «confidential information"). Confidential 
Information shall include, but is not limited 10 (I) information pertaining to the securiry arrangements and 
strategies of the OIG. Board, FOMC, Federal Reserve Banks, or Cf PB (i ncluding information describing 
security controls related to in formation technology infrastructure such a1s network architecture and 
speci fie systems, appl ications, and databases); (2) economic data; (3) financial, statistical, and personnel 
data pertaining to the OIG, Board, FOMC, Federal Reserve Banks, CFPB, or other financial institutions; 
(4) financial, statistical, personnel planning and simi lar informati on rela ting to past, present, or future 
activities of the OIG, Board, fOMC, Federal Reserve Banks, or CFPB; (5) pre-decisional deliberative 
information and data; (6) law enforcement privileged infonnation; (7) attorney-client privileged 
in formation; (8) personally identifiable information; (9) trade-secret information; and ( I 0) non-public 
information included in the liles of the OIG, Board, FOMC, Federal Reserve Banks, or CFPB. 

Confidential Information does not include information that ( I ) is public; (2) is or becomes publicly 
available without breach by me of this Non-Disc losure Agreement (" NJ)A''); (3) was rightfully received 
by me without obligation of confidentiality; or (4) was developed by nH~ independently of any disclosures 
to me made by the OIG, Board, FOMC, Federal Reserve Banks, or CFPB. Except for information I 
receive that is not Confidential Information, I will treat all information I receive from the OIG, Board, 
FOMC, Federal Reserve Banks, or CFPB as Confidentia l Information, iregardless of the manner or form 
in wh ich the information is transmitted or accessible. In addition, I wi lll also treat the advice, deliverables, 
products. outputs, or similar items I provide or produce while working with the OIG ("Product 
Jnformation" ) as Confidential Information until such time as the OIG informs me in writing that such 
Product lnformalion is public. 

Thus, J agree to the fo llowing terms: 

1. I will keep in confidence all Confidential lnformation that may be acquired in connection with or 
as a result of my responsibilities. I will not, at any time, either du.ring or after my work with the 
OIG, make public or otherwise communicate or disclose Conlidential In format ion to anyone 
other than authorized personnel o f the OIG, Board, FOMC, Federal Reserve Banks, or CFPB, 
without the O IG ' s prior written consent. (The OIG will coordirnatc and obtain the necessary 
approval(s) from the Board~ the FOMC. the Federal Reserve Banks, or the CFPB, as applicable.) 
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2. I will use Confidential Information solely in connection with my responsibilities in working for 
the OIG. I will not directly or indirectly use Confidential Information for my private gain or for 
the private gain of another person or entity at any ti me. either during or after termination of my 
work with the OIG. 

3. I will info rm the O IG of any external requests or demands for disclosure of Confidential 
In formation, and I will refer all such demands and requests for discl osures, including but not 
limited to subpoenas, to the OIG. 

4. Should a question arise as to whether particular infomrntion is Confidential Information, Twill 
immediately contact the OIG and seek a determination as to th,e infonnation's status. Until a 
determination has been made by the OIG (afte r coordinati on with the Board, FOMC, Federal 
Reserve Banks, or CFPB, as applicable). I shall treat it as Confidential lnfonnation in accordance 
with this N OA. 

5. At all times, including during and a fter my work with the OIG, l will take all necessary steps to 
protect Confidenti al Information subject to this NDA. 

6. Upon completi on, expirati on, or termination of my services, unless I am instructed otherwise by 
the OIG, r wil l promptly dispose of all Confidential Information in my possession in whatever 
manner is approved by the OlG for the disposal of such inform ation, which may include the 
return of Confidential lnfo nnation to the OlG. 

7. I understand that I am prohibited from re leasing any publicity or advertising regard ing the work J 
perfom, for the OIG and from using the name or insignia of the. OIG, Board, FOMC, CFPB, 
Federal Reserve Banks, or the Federal Reserve Systern, or any variation or adaptation thereof, for 
any commercial, advertisement, promotional, or endorsement purposes, unless the OIG and the 
Board's Chief Operating Officer (o r his/her designee) has give1n prior written consent for such 
re lease or use. 

8. I agree and acknowledge that the disclosure or usi;; o f any Confidential Information in breach of 
this NOA would causl! irreparable harm to the 0 10 , Bonrd, FOMC, CFPB, or Federal Reserve 
Banks. According ly , in the event of such use or disc losure, I understand that l may be subject to 
legal or other action, which may include termination of my woirk with the OIG and referraJ for 
crimi nal prosecution, if appropriate. 

9. [fl suspect that any Confidential Information to which I am given access is or may have been lost 
or disclosed wi thout authorization, I wi ll immediately notify the 0 10 . 

I understanding that this NOA, all of its terms and conditions, shall remai111 in effect following the expiration 
or tennination of my work with the OlG until this NDA is term inated in writing by the OIG. 

~~I lo I I LJ-
STCl-q-AfOlIB~--------- DATE 

PnnteaName 
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Statement of Independence on Individual Projects 

The Office of Inspector General (OIG) and its staff and contractors must be independent in aJI 
matters relating to audit, inspection, and evaluation work. OIG employees and contractors who 
are engaged in audits, inspections. or evaluations are to comply with the OIG policy AE-00 1, 
Independence. and conduct themselves in a manner consistent with the Board of Governors of 
the Federal Reserve System's (Board) and the OJG's core values; the Board's Principles of 
Ethical Conduct; the Standards of Ethical Conduc1 for Employees of the Executive Branch, 
issued by the U.S. Office of Government Ethics; the generally accepted government auditing 
standards (GAG AS), issued by the Comptroller General of the United States; Quality Standards 
for lmpection and Evaluation. issued by the Cow1cil of the Inspectors General on [ntegrity and 
Efficiency: and any other standards applicable to their project. 0 10 employees and contractors 
must take precautions to ensure that their conduct is perceived as being independent, 
profess ional, and appropriate and are not to become involved in s ituations that impair 
independence or g ive the appearance that impairment to independence exists. 

Tndependence comprises independence of mind and independence in appearance. Independence 
of mind is the state of mind that pem1jts the performance of an audit without being affected by 
influences that compromise professio nal j udgment. thereby allowing an ind ividuaJ to act with 
integrity and exercise o bjectivity and professional skepticism. Independence in appearance is the 
absence of circumstances that would cause a reasonable and infonned third party, having 
knowledge of the relevant infonnation, to reasonably conclude that the integrity, objectivity, or 
professional skepticism of an audit o rganization or member of the audit team had been 
compromised (GAGAS 3.03). 

GAGAS establishes the conceptual framework (see GAGAS 3.07-3.26 and appendix fl) that 
OfG employees and contractors must use to identify and evaluate threats to independence given 
the circtunstances of their work. Whether independence is impaired depends on the nature of the 
tlu·eat, whether the threat is of such significance that it would compromise an auditor 's 
professional judgment or create the appearance that the auditor's professional judgment may be 
compromised, and the specific safeguards applied to eliminate the threat or reduce it to an 
acceptable level. GA GAS provides broad categories of threats (GA GAS 3.14) and examples of 
circumstances that create threats to independence (GAGAS A3.02-A3.09) and it describes 
safeguards that may be effective in certain c ircumstances (GAGAS 3.16-3.19). 

Consistent with GA GAS 3.21, 3.64, and 3.65, auditors use professional judgment in applying the 
conceptual fran1ework to determine independence in a given situation. When identify ing and 
evaluating threats to independence, OIG employees and contractors must consider the broad 
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categories of threats to independence and the example safeguards provided in GAGAS, as well 
as the unique circumstances of the project. In addition to the GAGAS examples, specific 
situations that threaten independence and must be reported to the project manager or an 
appropriate official if the project manager is not available include the following: 

• financial interest that is direct, or is significant or material though indirect, in the audited 
entity or program 

• seeking employment with the division or program area to be reviewed or under review 
(including the time period leading up to the submission of a job application) 

• preconceived ideas toward individuals, groups, organizations, or objectives of a 
particular program that could bias the project 

• official, professional, personal, financial, or any kind of relationship that might cause an 
OIG employee or contractor to limit the extent of his or her inquiry, to limit disclosure, 
or to weaken or slant findings in any way 

• external interference or influence that improperly or imprudently limits or modifies the 
scope of project work 

When these or any other apparent or potential threats to independence are identified, the 
individual must immediately and fully disclose the situation to the project manager. The project 
manager, in consultation with the applicable Senior OIG Manager and Associate Inspector 
General, must detennine whether identified threats to independence are significant and whether 
they can be reduced to an acceptable level with the imposition of safeguards. Any disclosed 
threats to independence and applied safeguards must be documented on this fonn 
(GAGAS 3.24). If the disclosed threats to independence are deemed insignificant, the basis for 
that detennination must be documented on this fonn. 

Failure to comply with the OIG's policies and procedures regarding independence may result in 
adverse or disciplinary action against the individual, up to and including termination, consistent 
with applicable Board policy. 

Instructions 

This fonn, which documents compliance with applicable independence standards, is to be 
completed at the start of each project by OIG or contractor project team members, as well as any 
OIG staff members who substantially contribute to the project in accordance with the OIG's 
Independence policy. Generally, the project's start date refers to the date the project is initiated 
in the audit system. A new fonn must be completed when circumstances change or when threats 
to independence arise that impact the individual's independence. In addition, this fonn must be 
completed by OIG referencers prior to their involvement in the project. The completed fonns are 
maintained as electronic workpapers in the audit systems. 
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Certification 

I certify that I have read and understand the above, as well as the OIG's Independence policy and 
GAGAS independence standards. With regard to the assigned project, I have evaluated threats to 
my independence, both independence of mind and in appearance, and attest that (select one): 

~ I have not identified any threats to my independence. 

D I have identified threats to independence and applied safeg:uards, as described below. 

Describe any threats to independence identified and safeguards aeplied (attach 
additional page if necessary}. 

• As a referencer for this project, I certify that I have not id,entified any threats to my 
independence that would prevent me from objectively perfonning the independent 
reference review. 

I also agree to reevaluate my independence whenever my assignment is changed or whenever my 
circumstances change while working on this project. If changes affecting either my 
independence or my objectivity regarding this project occur subsec~uent to the completion of this 
fonn, I will immediately notify the project manager or an appropriate official if the project 
manager is not available. 

Project name: 2014 Congressional Request on the Board's Personnel Practices 

(t>f(6} 

Individual's name: . 

Date individual started on project: ____ <tJ..,.t-~'-i/,_.;.../...:l/;,....._ ______ _ 
0)(6) 

Signature: _ Date: 
~ I 
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NON-DISCLOSURE AGREEMENT 

I. ,____ __. _ __ . understand that. in the course of perfonning work for the Office of 
Inspector lienerarfO'I of the Board of Governors of the Federal Reserve System (Board) and the 
Consumer Financial Protection Bureau (Cf'PB), I may come into possession of or obtain knowledge of 
infom1ation of the OIG, the Board, the Federal O pen Market Committee (FOMC), the Federal Reserve 
Banks. or the CFPB that is not public or that has not and is not required by law to be made public, 
including, for example, infonnation that is des ignated as restric-ted, controlled, proprietary, confidenti al, 
confidential supervisory. or personnel (collectively, ''Confidential l11formation"). Confidential 
Information shall include. but is not limited to ( I ) in formation pertaining to the security arrangements and 
strategies of the OIG. Board, FOMC, Federal Reserve Banks, or Cf PB (including infonnation describi ng 
securi ty controls related ro info rmation technology infrnstructure such as network architecture and 
specific systems, applications, and databases); (2) economic data; (3) financia l, statistical, and personnel 
data pe1taining to the OlG , Board, FOMC, Federal Reserve Banks, CFPB, or other financial institutions; 
(4) financial, statist ica l, personne l planning and s imi lar information relating to past, present, or future 
activities of the OIG, Board. FOMC, Federal Reserve Banks, or CFPB; (5) pre-decisional deliberative 
information and data; (6) law enforcement privi leged infom1ation; (7) attorney-client privileged 
infonnation; (8) persona lly identifiable info rmation; (9) trade-secret infonnation; and (10) non-public 
information included in the lites of the 0 10, Board, FOMC, Federal Reserve Banks, or CFPB. 

Con fidcntial In formation does not inc lude information that (I) is public; (2) is or becomes publicly 
available without breach by me of this Non-Disclosure Agreement ("NDA"); (3) was rightfully received 
by me without obi igation of con falential ity; or ( 4) was developed by me independently of any disclosures 
to me made by the OIG, Board, FOMC. Federal Reserve Banks, or CFPB. Except for infonnation f 
receive that is not Confidential Info rmation, 1 will treat all info,mation l receive from the OlG, Board, 
FOMC, Federal Reserve Banks, or CFPB as Confidential Information, regardless of the manner or fotm 
in which the information is transm itted or accessible. In addition, I will a lso treat the advice, deliverables, 
products, outputs. or s im ilar items I provide or produce wh ile working with the OIG (·'Product 
b!formatio11 .. ) as Confidential Information until such time as the OIG infonns me in writing that such 
Product (nformation is public. 

Thus, J agree 10 the fo llowing terms: 

I. I wi ll keep in co11fidence a ll Confidential lnfo1111arion that may be acquired in connection with or 
as a result of my responsibilities. I. will not. at any time, either during or after my work with the 
OIG. make public or otherwise communicate or disclose Confidential In formation to anyone 
other than authorized personnel of the OIG, Board. FOMC, Federal Reserve Banks, or CFPB, 
without the OIG' s prior written consent. (The O IG will coordinate and obtain the necessary 
approval(s) fro m the Board, the FOMC, the Federa l Reserve Banks, or the CFP B, as applicable.) 
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2. I will use Confidential Information solely in connection with my responsibilities in working for 
the 010. I will not directly or indirectly use Confidential Information for my private gain or for 
the private gain of another person or entity at any time, either during or after termination of my 
work with the 010. 

3. I will inform the 010 of any external requests or demands for disclosure of Confidential 
Information, and I will refer all such demands and requests for disclosures, including but not 
limited to subpoenas, to the 010. 

4. Should a question arise as to whether particular information is Confidential Information, I will 
immediately contact the OIG and seek a determination as to the information's status. Until a 
determination has been made by the 010 (after coordination with the Board, FOMC, Federal 
Reserve Banks, or CFPB, as applicable), I shall treat it as Confidential Information in accordance 
with this NOA. 

5. At all times, including during and after my work with the 010, I will take all necessary steps to 
protect Confidential Information subject to this NDA. 

6. Upon completion, expiration, or termination of my services, unless I am instructed otherwise by 
the 010, I wil1 promptly dispose of all Confidential Information in my possession in whatever 
manner is approved by the 010 for the disposal of such information, which may include the 
return of Confidential Information to the OIG. 

7. I understand that I am prohibited from releasing any publicity or advertising regarding the work I 
perfonn for the OIG and from using the name or insignia of the OIG, Board, FOMC, CFPB, 
Federal Reserve Banks, or the Federal Reserve System, or any variation or adaptation thereof, for 
any commercial, advertisement, promotional, or endorsement purposes, unless the OIG and the 
Board's Chief Operating Officer ( or his/her designee) has given prior written consent for such 
release or use. 

8. I agree and acknowledge that the disclosure or use of any Confidential Information in breach of 
this NOA would cause irreparable hann to the OIG, Board, FOMC, CFPB, or Federal Reserve 
Banks. Accordingly, in the event of such use or disclosure, I understand that I may be subject to 
legal or other action, which may include termination of my work with the OIG and refenal for 
criminal prosecution, if appropriate. 

9. If I suspect that any Confidential Infonnation to which I am given access is or may have been lost 
or disclosed without authorization, I will immediately notify the OIG. 

I understanding that this NOA, all of its terms and conditions, shall remain in effect following the expiration 
or termination of my work with the OIG until this NDA is tenninated in writing by the OJG. 

P>l\6) 

)(6) -

Pnnteol"lame~---........ 
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OFFICE OF I NSPECTOR GEN E RAL 

BO,\RO OF C OVl!RNO RS or Tll ll FEOl!RAL RESERVE SYSTliM 

CONSUM ER FINANCIAL PROTECTION 8 URl!AU 

Statement of Independence on Individual Projects 

T he Office of Inspector General (OIG) and its staff and contractors must be independent in all 
matters relating to audit, inspection, and evaluation work. OIG employees and contractors who 
are engaged in audits, inspections, or evaluations are to comply w ith the OIG policy AE-001 , 
independence, and conduct themselves in a manner consistent with the Board of Governors of 
the Federal Reserve System 's (Board) and the O IG's core values; the Board 's Principles of 
Ethical Conduct; the Standards of Ethical Conduct for Employees of the Executive Branch, 
issued by the U.S. Office of Government Ethics; the generally accepted government auditing 
standards (GA GAS), issued by the Comptroller General of the United States; Quality Standard'i 
for Inspection and Evaluation, issued by the Council of the Inspectors General on Integrity and 
Efficiency; and any other standards applicable to their project. OIG employees and contractors 
must take precautions to ensure that their conduct is perceived as being independent, 
professional, and appropriate and are not to become involved in situations that impair 
independence or give the appearance that impairment to independence exists. 

Independence comprises independence of mind and independence in appearance. Independence 
of mind is the state of mind that pennits the perfonnance of an audit without being affected by 
influences that compromise professional judgment, thereby allowing an individual to act with 
integrity and exercise objectivity and professional skepticism. Independence i.n appearance is the 
absence of circumstances that would cause a reasonable and informed third party, having 
knowledge of the relevant infonnation, to reasonably conclude that the integrity, objectivity, or 
professional skepticism of an audit organization or member of the audit team bad been 
compromised (GAGAS 3.03). 

GAGAS establishes the conceptual framework (see GAGAS 3.07- 3.26 and appendix IJ) that 
OIG employees and contractors must use to identify and evaluate threats to independence given 
the circumstances of their work. Whether independence is impaired depends on the nature of the 
threat, whether the threat is of such significance that it would compromise an auditor's 
professional judgment or create the appearance that the auditor's professional j udgment may be 
compromised, and the specific safeguards applied to eliminate the threat or reduce it to an 
acceptable level. GAG AS provides broad categories of threats (GAGAS 3 .14) and examples of 
circumstances that create threats to independence (GAGAS A3.02- A3.09) and it describes 
safeguards that may be effective in certain circumstances (GAGAS 3.16-3.19). 

Consistent with GAGAS 3.2 1, 3.64, and 3.65, auditors use professional j udgment in applying the 
conceptual framework to determine independence in a given situation. When i?entifying and 
evaluating threats to independence, OIG employees and contractors must consider the broad 
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categories of threats to independence and the example safeguards provided in GAGA~, as well 
as the unique circumstances of the project. In addition to the GA GAS examples, specific 
situations that threaten independence and must be reported to the project manager or an 
appropriate official if the project manager is not available include the following: 

• financial interest that is direct, or is significant or material though indirect, in the audited 
entity or program 

• seeking employment with the division or program area to be reviewed or under review 
(including the time period leading up to the submission of a job application) 

• preconceived ideas toward individuals, groups, organizations, or objectives of a 
particular program that could bias the project 

• official, professional, personal, financial, or any kind of relationship that might cause an 
OIG employee or contractor to limit the extent of his or her inquiry, to limit disclosure, 
or to weaken or slant findings in any way 

• external interference or influence that improperly or imprudently limits or modifies the 
scope of project work 

When these or any other apparent or potential threats to independence are identified, the 
individual must immediately and fully disclose the situation to the project manager. The project 
manager, in consultation with the applicable Senior OIG Manager and Associate Inspector 
General, must determine whether identified threats to independence are significant and whether 
they can be reduced to an acceptable level with the imposition of safeguards. Any disclosed 
threats to independence and applied safeguards must be documented on this fonn 
(GAGAS 3.24). lfthe disclosed threats to independence are deemed insignificant, the basis for 
that determination must be documented on this form. 

Failure to comply with the OIG's policies and procedures regarding independence may result in 
adverse or disciplinary action against the individual, up to and including termination, consistent 
with applicable Board policy. 

Instructions 

This form, which documents compliance with applicable independence standards, is to be 
completed at the start of each project by OIG or contractor project team members, as well as any 
OIG staff members who substantially contribute to the project in accordance with the OIG's 
Independence policy. Generally, the project's start date refers to the date the project is initiated 
in the audit system. A new form must be completed when circumstances change or when threats 
to independence arise that impact the individual's independence. In addition, this form must be 
completed by OIG referencers prior to their involvement in the project. The completed forms are 
maintained as electronic workpapers in the audit systems. 
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Certification 

I certify that I have read and understand the above, as well as the OIG's Independence policy and 
GAGAS independence standards. With regard to the assigned project, I have evaluated threats to 
my independence, both independence of mind and in appearance, and attest that (select one): 

~ I have not identified any threats to my independence. 

D I have identified threats to independence and applied safeguards, as described below. 

Describe any threats to independence identified and safeguards applied <attach 
additional page jfnecessary}, 

0 As a referencer for this project, I certify that I have nQ1 identified any threats to my 
independence that would prevent me from objectively perfonning the independent 
reference review. 

I also agree to reevaluate my independence whenever my assignment is changed or whenever my 
circumstances change while working on this project. If changes affecting either my 
independence or my objectivity regarding this project occur subsequent to the completion of this 
fonn, I will immediately notify the project manager or an appropriate official if the project 
manager is not available. 

Project name: 2014 Congressional Request on the Board's Personnel Practices 

(t>f(6) 

Individual's name: _ '---------------' 

Signature: ..:::============= Date: _~/_7 /_/....;...Y __ 
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OFFI C E OF fNSPECTOR GENERAL 

Hn,, 1w 01: Gr1vtt1{ NIIK:> 0 1 ·1111• r1,1>1:iu1. R1: s1:.1tv 11 Svs..-g111 

C oNSU I\H ll 1; 11\.A:--.!t ' l ,11 l'ROTF.CTION B URH1\ U 

W 1\ fi lllNUTON, DC 20551 

NON-DISCLOSURE AGREEMENT 

<6Jrs1 L I, , _________ understand that, in the course of performing work for the Office of' 
inspector General (OJG) oft11e Board of Governors of the Federal Reserve System (Board) and the 
Consumer Financia l Protection Bureau (CFPB), 1 may come tnto possession of or obtain knowledge of 
information of the OIG, the Board, the Federal Open Market Committee (FOMC), the Federal Reserve 
Banks, or the CFPB that is not public or that has not and is not required by Jaw to be made public, 
i11cluding, for example, information that is designated as restricted, controlled, proprietary, confidential, 
confidential superv isory, or personnel (collectively, "Co,!fidential Information"). Confidential 
Informarion shall include, but is not limited to ( l) infom1ation pertaining to the security arrangements and 
strate,gies of the OIG, Board, FOMC, Federal Reserve Banks, or CFPB ( including information describ ing 
security controls related to information technology infrastructure such as network architecture and 
specific systems, applications, and databases); (2) economic data; (3) financial, statistical, and person.net 
data pertaining to the OIG, Board, FOMC, Federal Reserve Ban ks, Cf PB, or other financial institutions; 
( 4) financ ial, statistical, personnel planning and similar information relating to past, present, or future: 
activities of the OIG, Board, FOMC, Federal Reserve Banks, or CFPB; (5) pre-decisional deliberativ,~ 
information and data; (6) law enforcement privileged infonnation; (7) attorney-client privileged 
information; (8) personally identifiable information; (9) trade-secret information; and (10) non-public; 
information included in the files of the OIG, Board, FOMC, Federal Reserve Banks, or Cf PB. 

Confidential lnfonnation does uot include information that ( I) is public; (2) is or becomes publicly 
avai lable without breach by me of this Non-Disclosure Agreement ("NDA"); (3) was rightfully received 
by me withollt obligation of confiden tiali1y; or (4) was developed by me independently of any disclosures 
to me made by the OfG, Board, FOMC, Federal Reserve Banks, or CFPB. Except for infonnation I 
receive that is not Confidential Information, I will treat all information I receive from the OIG, Board, 
FOMC, Federal Reserve Banks, or CFPB as Confidential Information, regardless of the manner or form 
in which the infom1ation is transm itted or accessible. In addition, Twill also treat the advice, deliverables, 
products. outputs, or s imilar items I provide or produce while working with the 0 10 ("Product 
J,!formation'') as Confidential In fo rmation unti l such time as the OTG in fo rms me in writing that suc hi 
Product Infomiation is public. 

Thus, l agree to the following terms: 

I. I will keep in confidence all Confidential Information that may be acquired in connection wiith or 
as a result of my responsibilities. I will not, at anytime, e ither during or after my work with the 
OIG, make public or otherwise communicate or disclose Confidential Information to anyone 
other than authorized personnel of the OIG, Board, FOMC, Federal Reserve Banks, or C FPEI, 
without the OIG's prior written consent. (The OIG wi ll coordinate and obtain the necessary 
approval(s) from the Board, the FOMC, the Federal Reserve Banks, or the CFPB, as applicable.) 
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2. I will use Confidential Infonnation solely in connection with my responsibilities in working for 
the OIG. I will not directly or indirectly use Confidential lnfom1ation for my private gain or for 
the private gain of another person or entity at any time, either durring or after termination of my 
work with the OIG. 

3. I will inform the OIG of any external requests or demands for di.sclosure of Confidential 
Information, and I will refer all such demands and requests for dlisclosures, including but not 
limited to subpoenas, to the OIG. 

4. Should a question arise as to whether particular information is Confidential Information, I will 
immediately contact the OIG and seek a determination as to the information's status. Until a 
determination has been made by the OIG (after coordination with the Board, FOMC, Federal 
Reserve Banks, or CFPB, as applicable), I shall treat it as Confidential Information in accordance 
with this NOA. 

5. At all times, including during and after my work with the OIG, II will take all necessary steps to 
protect Confidential Information subject to this NOA. 

6. Upon completion, expiration, or termination of my services, unless I am instructed otherwise by 
the OIG, I will promptly dispose of all Confidential lnformationi in my possession in whatever 
manner is approved by the OlG for the disposal of such infonna.tion, which may include the 
return of Confidential Information to the OIG. 

7. I understand that I am prohibited from releasing any publicity 01r advertising regarding the work I 
perform for the OIG and from using the name or insignia of the OIG, Board, FOMC, CFPB, 
Federal Reserve Banks, or the Federal Reserve System, or any variation or adaptation thereof, for 
any commercial, advertisement, promotional, or endorsement purposes, unless the OIG and the 
Board• s Chief Operating Officer ( or his/her designee) has given prior written consent for such 
release or use. 

8. I agree and acknowledge that the disclosure or use of any Confidential Information in breach of 
this NOA would cause irreparable harm to the OIG, Board, FOMC, CFPB, or Federal Reserve 
Banks. Accordingly, in the event of such use or disclosure, I understand that I may be subject to 
legal or other action, which may include tennination of my worlk: with the OIG and referral for 
criminal prosecution, if appropriate. 

9. If I suspect that any Confidential Information to which I am giv•en access is or may have been lost 
or disclosed without authorization, I will immediately notify the: OIG. 

I understanding that this NOA, all of its terms and conditions, shall remain1 in effect following the expiration 
or termination of my work with the OIG until this NDA is terminated in writing by the OIO. 

{6) (6) 

SIGNATURE 

6){6 

Printed Name 

DATE 
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OFFICE OF I NSPECTOR GENERAL 

IIOARI) 01' GOVEl{NUHS OF Til l! F llOERAL R ESRRVE SYSTEM 

CONSUMER F1N,\NCIAL PROTECTION BUREAU 

Statement of Independence on Individual Projects 

The Office of inspector General (OIG) and its staff and contractors must be independent in all 
matters re lati ng to audit, inspection, and evaluation work. OIG employees and contractors who 
are engaged in audits, inspections, or evaluations are to comply with the OIG policy AE-001, 
Independence, and conduct themselves in a manner consistent with the Board of Governors of 
the Federal Reserve System' s (Board) and the OJ G's core values; the Board's Principles of 
Ethical Conduct; the Standards of Ethical Conduct for Employees of the Executive Branch, 
issued by the U.S. Office of Govenunent Ethics; the generally accepted government auditing 
standards (GAG AS), issued by the Comptroller General of the United States; Quality Standards 
for Inspection and Eval11ation, issued by the Council of the lnspectors General on Integrity and 
Efficiency; and any other standards applicable to their project. OIG employees and contractors 
must take precautions to ensure that their conduct is perceived as being independent, 
professional, and appropriate and are not to become involved in situations that impair 
independence or give the appearance that impairment to independence exists. 

Independence comprises independence of mind and independence in appearance. Independence 
of mind is the state of mind that permits the performance of an audit w ithout being affected by 
influences that compromise professional judgment, thereby a llowing an individual to act with 
integrity and exerc ise objectivity and professional skepticism. Independence in appearance is the 
absence of circumstances that would cause a reasonable and informed third party, having 
knowledge of the relevant info1mation, to reasonably conclude that the integrity, objectivity, or 
professional skepticism of an audit organization or member of the audit team had been 
compromised (GAGAS 3.03). 

GAGAS establishes the conceptual framework (see GAGAS 3.07- 3.26 and appendix II) that 
OIG employees and contractors must use to identify and evaluate threats to independence given 
the circumstances of their work. Whether independence is impaired depends on the nature of the 
threat, whether the threat is of such significance that it would compromise an auditor' s 
professional judgment or create the appearance that the auditor's professional judgment may be 
compromised, and the specific safeguards applied to eliminate tbe threat or reduce it to an 
acceptable level. GAGAS provides broad categories oftbreats (GAGAS 3.14) and examples of 
circumstances that create threats to independence (GAGAS A3.02-A3.09) and it describes 
safeguards that may be effective in certa in circumstances (GAGAS 3.16- 3.19). 

Consistent with GAGAS 3.21. 3 .64, and 3.65, auditors use professional judgment in applying the 
conceptual framework to determine independence in a given situation. When identifying and 
evaluating threats to independence, O IG employees and contractors must consider the broad 
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categories of threats to independence and the example safeguards provided in GAGAS, as well 
as the unique circumstances of the project. In addition to the GAGAS examples, specific 
situations that threaten independence and must be reported to the project manager or an 
appropriate official if the project manager is not available include the following: 

• financial interest that is direct, or is significant or material though indirect, in the audited 
entity or program 

• seeking employment with the division or program area to be reviewed or under review 
(including the time period leading up to the submission of a job application) 

• preconceived ideas toward individuals, groups, organizations, or objectives of a 
particular program that could bias the project 

• official, professional, personal, financial, or any kind of relationship that might cause an 
OIG employee or contractor to limit the extent of his or her inquiry, to limit disclosure, 
or to weaken or slant findings in any way 

• external interference or influence that improperly or imprudently limits or modifies the 
scope of project work 

When these or any other apparent or potential threats to independence are identified, the 
individual must immediately and fully disclose the situation to the project manager. The project 
manager, in consultation with the applicable Senior OIG Manager and Associate Inspector 
General, must determine whether identified threats to independence are significant and whether 
they can be reduced to an acceptable level with the imposition of safeguards. Any disclosed 
threats to independence and applied safeguards must be documented on this form 
(GAGAS 3.24). If the disclosed threats to independence are deemed insignificant, the basis for 
that determination must be documented on this form. 

Failure to comply with the OIG's policies and procedures regarding independence may result in 
adverse or disciplinary action against the individual, up to and including termination, consistent 
with applicable Board policy. 

Instructions 

This form, which documents compliance with applicable independence standards, is to be 
completed at the start of each project by OIG or contractor project team members, as well as any 
OIG staff members who substantially contribute to the project in accordance with the OIG's 
Independence policy. Generally, the project's start date refers to the date the project is initiated 
in the audit system. A new form must be completed when circumstances change or when threats 
to independence arise that impact the individual's independence. In addition, this form must be 
completed by OIG referencers prior to their involvement in the project. The completed forms are 
maintained as electronic workpapers in the audit systems. 
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Certification 

T certify that I have read and understand the above, as well as the: OIG's Independence policy and 
GAG AS independence standards. With regard to the assigned project, I have evaluated threats to 
my independence, both independence of mind and in appearance:, and attest that (select one): 

IQ~ ave nol identified any threats to my independence. 

D I have identified threats to independence and applied safeguards, as desc1ibed below. 

Describe any threats to independence identified and safeguards applied (attach 
additional page if necessary). 

• As a referencer fo r this project, f certify that r have 11ot identified any threats to my 
independence that would prevent me from objectively pe1rfom1ing the independent 
reference review. 

l also agree to reevaluate my independence whenever my assignment is changed or whenever my 
circumstances change while working on this project. ff changes affecting either my 
independence or my objectivity regarding this project occur subsequent to the completion of this 
form, I wi ll immediately notify the project manager or an appropriate official if the project 
manager is not available. 

Project name: 2014 Congressional Request on the Board's Pe1rsonnel Practices 

o)l6} L 
Indi\lidual 's name: --1------...------------' 

Date individual started on project: ____ 55i__,,,,....f ....:.C/,..,._

7
/2_(_t._/ _ _____ _ 

of{6) 

Signature: Date: 
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O FFI C L OF l NSP~CTOR GE NER 1\L 
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C o ~~l'~I I R Ft:\/\ '-Cl /\1 111!01 En 10-.: 13URl1,\ U 

\VASlll l\:CTON, DC 2()55 1 

rn::-....-.,,.--.----------.,ON-DlSCLOSURE AGREEMENT 

I, . understand that, in the course of perfo n11ing work for the Office of 
lnspectbr Gen ral (OIG) of the Board of Governors of the Federal Reserve System (Board) and the 
Consumer Financial Protection Bureau (CFPB ), I may come into possession of or obtain knowledge of 
info rmation of the OIG , the Board, the Federa l Open Market Committee (FOMC), the Federal Reserve 
Banks, or the CFPB that is not publ ic or that has not and is not required by law to be made public, 
including, for example. infonnation that is designated as restricted. controlled, proprietary, confidential, 
confidential st1pervisory, or personnel (collectively, "Cm1fidential Information"). Confidential 
Information shall include, but is not limited to ( I) information pertaining to the secmity arrangements and 
strategies of the OIG. Board, FOMC. Federal Reserve Bnnks. or CFPB (including infom1ation describing 
security controls related to in formarion technology infrastructure such as network architecture and 
specific systems, applications, and databases); (2) economic data: (3) financ ial, statistical, and personnel 
data pertaining to the OIG. Board, FOMC, Federal Reserve Banks, CFPB. or other financial insrirutions; 
(4) financial , statistical, personnel planning and similar infomrntion relating to past, present, or furure 
activities of the OIG. Board. FOMC, Federal Reserve Banks, or CFPB; (5 ) pre-decisional deliberative 
information and data; (6) law enforcemem privileged infonnation: (7) anorney-cl ient privileged 
in formation; (8) personally identifiable infomiation; (9) trade-secret information: and (I 0) non-public 
in formation included in the fi les of the OIG, Board, FOMC, Federal Reserve Banks, or CFPB. 

Confidential In formation does not inc lude info m1ation that (I) is public; (2) is or becomes publicly 
avai lable without breach by me of this Non-Disclosure Agreement ("NDA" ); (3) was rightfully received 
by me \Vithout obligation ofconfidential ity: or (4) was developed by me independently of any di sclosures 
to me made by the OIG, Board, FOMC, Federal Reserve Banks, or CFPB. Except fo r infonnation l 
receive that is not Confidentia l Information, I wi ll treat all information I receive from the OIG, Board, 
FOMC. Federal Reserve Banks. or CFPB as Confidential Information, regardless of the manner or form 
in which the infom1ation is tra11smit1ecl or accessible. In addition, I will also treat the advice, deliverables, 
products, outputs, or s imilar items I provide or produce whi le working, with the OTG ("Product 
J11fom 1atiu11'') as Con fidential Information until s uch time as the 010 info rms me in writing that such 
Product In formation is public. 

Thus, l agree to the fo llowing te1111s: 

1. I wil I keep in confidence all Confidentia I Information that may be acquired in connecti011 with or 
as a result of my responsibilities. I will not. at any time, either during or after my work with the 
OIG, make pub lic or otherwise communicate or disclose Confidential Informat ion tO anyone 
other than authorized personnel of the 0 10 , Board, FOMC, Federal Reserve Banks, or CFPB, 
without the OIG's prior written consent. (The 0 10 will coordinate and obtain the necessary 
approval(s) from the Board, rhe FOMC. the Federal Reserve Banks, or the CFPB, as applicable.) 
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2. I will use Confidential lnfonna1ion solely in connection with my responsibilities in working for 
the OIG. 1 will not directly or indLrectly use Confidential lnfonnation for my private gain or fo r 
the private gain of another person or entity at any time. either during or after termination of my 
work with the OlG. 

3. I will inform the OIG of any external requests or demands for disclosure of Confidential 
Information. and l ·will refer all such demands and requests for disclosures, including but not 
lim ited to subpoenas, to the OIG. 

4. Should a question arise as to whether particular information is Confidential Information. I wiJl 
immediately contact the OIG and seek a detemunation as to the u1formation's status. Until a 
determ ination has been made by the OlG (after coordination with the Board, FOMC, Federal 
Reserve Banks, or CFPB. as applicable). 1 shall treat it as Confidential Lnformation in accordance 
with this NDA. 

5. At all times, including during and after my work with the OIG. l will take all necessary steps to 
protect Confidential Information subject to this NDA. 

6. Upon completion, expiration, or termination of my services, unless J am instructed othe rwise by 
the 0 10, I will promptly dispose of all Confidential lruom1ation in my possession in whatever 
ma11ner is approved by the OIG for the disposa l of such in formation. which may include the 
return of Confiden tial Information lo the OIG. 

7. 1 understand that I am prohibited from releasing any publicity or advertising regarding the work I 
perform for the OlG and from using the name or insignia of the 0 10 , Board, FOMC, CFPB, 
federal Reserve Banks, or the Federal Reserve System, or any variation or adaptation thereof, fo r 
any commercial, advertisement, promotional, or endorsement purposes, unless tbe OIG and the 
Board 's Ch ief Operating Officer (or his/her designee) has given prior written consent for such 
release or use. 

8. I agree and acknowledge that the disclosure or use of any Confidential Information in breach of 
this NDA wou ld cause irreparable harm to the OIG. Board. r-OMC, CFPB, or Federal Reserve 
Banks. Accordingly, in the event of such use or disclosure. I understand that I may be subject to 

legal or other action, which may include term ination of my work with the OIG and referral for 
criminal prosecution, if appropriate. 

9. 1f I suspect that any Confidential Info rmation to which I am given access is or may have been lost 
or disclosed without aulhori zation, Twill immediately noti fy the 010. 

I understanding that this NDA, ci ll of its tenns and conditions, shall remain in effect following the expiration 
or ~~ration of my work with the 0

1

10 unril this NOA is terminated in wririn/g by tJ1e OIG. 

S,o ?'( • cncc .----- DA TE i7{ (, / ·2-t:>I 'I 
{t> (6) 

Prir t'ett"Nam'"'·-------------
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OFFICE Of INSPECTOR GENERAL 

BOAllO or GOVERNOKS OF TIiis FEDl,RAL RESERV U SYST EM 

CONSUMER FlN Al'iCIAL PROTECTION BURl!AU 

Statement of Independence on Individual Projects 

The Office of Inspector General (OIG) and its staff and contractors must be independent in all 
matters relating to aud it, inspection, and evaluation work. OTG employees and contractors who 
are engaged in audits, inspections, or evaluations are to comply with the OIG policy AE-001, 
independence, and conduct themselves in a manner consistent with the Board of Governors of 
the Federal Reserve System's (Board) and the OJ G's core values; the Board's Principles of 
Ethical Conduct; the Standards of Ethical Conduct for Employees of the Executive Branch, 
issued by the U.S. Office of Government Ethics; the generally accepted government auditing 
standards (GA GAS), issued by the Comptroller General of the United States; Quality Standards 
for Inspection and Evaluation, issued by the Council of the Inspectors General on Integrity and 
Efficiency; and any other standards applicable to their project. OIG employees and contractors 
must take precautions to ensure that their conduct is perceived as being independent, 
professional, and appropriate and are not to become involved in situations that impair 
independence or give the appearance that impairment to independence exists. 

Independence comprises independence of mind and independence in appearance. Independence 
of mind is the state of mind that permits the performance of an audit without being affected by 
influences that compromise professional judgment, thereby allowing an indjvidual to act with 
integrity and exercise objectivity and professional skepticism. Independence in appearance is the 
absence of circumstances that would cause a reasonable and informed third party, having 
knowledge of the relevant information, to reasonably conclude that the integrity, objectivity, or 
professional skepticism of an audit organization or member of the audit team had been 
compromised (GAGAS 3.03). 

GAGAS establishes the conceptual framework (see GAGAS 3.07- 3.26 and appendix II) that 
OIG employees and contractors must use to identify and evaluate threats to independence given 
the circumstances of their work. Whether independence is impaired depends on the nature of the 
threat, whether the threat is of such significance that it would compromise an auditor' s 
professional judgment or create the appearance that the auditor' s professional judgment may be 
compromised, and the specific safeguards applied to eliminate the threat or reduce it to an 
acceptable level. GAGAS provides broad categories of threats (GAGAS 3.14) and examples of 
circumstances that create threats to independence (GAGAS A3.02-A3.09) and it describes 
safeguards that may be effective in certain circumstances (GAGAS 3.16- 3.19). 

Consistent with GAGAS 3.21 , 3.64, and 3.65, auditors use professional judgment .in applying the 
conceptual framework to detennine independence in a given situation. When identifying and 
evaluating threats to independence, OIG employees and contractors must consider the broad 
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categories of threats to independence and the example safeguards provided in GAGAS, as well 
as the unique circumstances of the project. In addition to the GAGAS examples, specific 
situations that threaten independence and must be reported to the project manager or an 
appropriate official if the project manager is not available include the following: 

• financial interest that is direct, or is significant or material though indirect, in the audited 
entity or program 

• seeking employment with the division or program area to be reviewed or under review 
(including the time period leading up to the submission of a job application) 

• preconceived ideas toward individuals, groups, organizations, or objectives of a 
particular program that could bias the project 

• official, professional, personal, financial, or any kind of relationship that might cause an 
OIG employee or contractor to limit the extent of his or her inquiry, to limit disclosure, 
or to weaken or slant findings in any way 

• external interference or influence that improperly or imprudently limits or modifies the 
scope of project work 

When these or any other apparent or potential threats to independence are identified, the 
individual must immediately and fully disclose the situation to the project manager. The project 
manager, in consultation with the applicable Senior OIG Manager and Associate Inspector 
General, must determine whether identified threats to independence are significant and whether 
they can be reduced to an acceptable level with the imposition of safeguards. Any disclosed 
threats to independence and applied safeguards must be documented on this form 
(GAGAS 3.24). If the disclosed threats to independence are deemed insignificant, the basis for 
that determination must be documented on this form. 

Failure to comply with the OIG's policies and procedures regarding independence may result in 
adverse or disciplinary action against the individual, up to and including termination, consistent 
with applicable Board policy. 

Instructions 

This form, which documents compliance with applicable independence standards, is to be 
completed at the start of each project by OIG or contractor project team members, as well as any 
OIG staff members who substantially contribute to the project in accordance with the OIG's 
Independence policy. Generally, the project's start date refers to the date the project is initiated 
in the audit system. A new form must be completed when circumstances change or when threats 
to independence arise that impact the individual's independence. In addition, this form must be 
completed by OIG referencers prior to their involvement in the project. The completed forms are 
maintained as electronic workpapers in the audit systems. 
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Certification 

I certify that I have read and understand the above, as well as the OIG's Independence policy and 
GAGA$ independence standards. With regard to the assigned project, I have evaluated threats to 
my independence, both independence of mind and in appearance, and attest that (select one): 

~ I have not identified any threats to my independence. 

• I have identified threats to independence and applied safeguards, as described below. 

Describe any threats to independence identified and safeguards applied (attach 
additional page if necessaty). 

• As a ref ereocer for this project, I certify that I have not identified any threats to my 
independence that would prevent me from objectively perfonning the independent 
reference review. 

I also agree to reevaluate my independence whenever my assignment is changed or wheneve1r my 
circumstances change while working on this project. If changes affecting either my 
independence or my objectivity regarding this project occur subsequent to the completion ofthis 
form, I will immediately notify the project manager or an appropriate official if the project 
manager is not available. 

Project name: 2014 Con essional R uest on the Board's P rsonnel Practices 
(b)(6) 

Individual's name: 

Date indiv\iYtJrJaned on or_oieet._: __ _... 

Signature: Date: 
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OF F ICE OF I NSPECTOR G ENE RAL 

Bl1A1w u 1 G t1vi:1<No1<~ cw rm r1•llt•lt/\1. rh:~1-1w 1, Sv1, 11::~1 

C.O~<; U \IER 1-rN,\NClAl l'Ro 11,c11 O:-- BURl'. 1\ U 

W ,\SI II NGTO~, DC 20551 

NON-DISCLOSURE AGREEMENT 

I, , understand that, in the course of performing work for the Office of 
Inspector General [OIG)ot the Board of Governors of the federal Res,erve System (Board) and the 
Consumer Financial Protection Bureau (CFPB). I may come into possc:ssion of or obtain knowledge of 
information of the O1G. the Board, the Federal Open Market Committee (FOMC), the Federal Reserve 
Banks, or the CFPB that is not public or that has not and is not required by law to be made public, 
including, for example, information that is designated as restricted. controlled, proprietary, confidential, 
confidential supervisory, or personnel (collectively, "Confidential lnformation"). Confidential 
fnformation shall include, but is not limited to (I) information pertaining to the security arrangements and 
strategies of the 0 10. Board, FOMC, Federal Reserve Banks. or CFPB (including information describing 
security controls related to information technology infrastructure such :as network architecture and 
specific systems, applications, and databases): (2) economic data; (3) financial, statistical, and personnel 
data pertaining to the OIG, Board. FOMC, Federal Reserve Banks, CFPB. or other financial institutions; 
(4) financial, statistica l, personnel planning and similar information rel1ating to past, present, or future 
activities of the OlG, Board, FOMC, Federal Reserve Banks, or CFPB; (5) pre-decisional deliberative 
information and data; (6) law enforcement privileged infonnat ion; (7) attorney-client privileged 
information; (8) personally identifiable infonnation; (9) trade-secret information; and (JO) non-public 
information included in the files of the OIG, Board, fOMC, Federal Reserve Bauks, or CFPB. 

Confidential lnfonnation docs not include infon nation that ( I) is public; (2) is or becomes publicly 
available without breach by me of this Non-Disclosure Agreement (''NDA"); (3) was rightfully received 
by me without obligation of confidentiality; or (4) was developed by m,e independently of any disclosures 
to me made by the OlG, Board, FOMC, Federal Reserve Banks, orCFPB. Except for information I 
receive that is not Confidential Infonnation, I will treat all information 1 receive from the OIG, Board, 
FOMC, Federal Reserve Banks, or CFP B as Confidential lnfonnation, iregardless of the maimer or fonn 
in whjch the infonnation is transmitted or accessible. In addition, 1 wil I also treat the advice, deliverables, 
products, outputs, or s imilar items I provide or produce while working with the OIG ("Product 
h!formation") as Confidential Information until such time as the OIG irnforms me in writing that such 
Product Information is public. 

Thus, I agree to the following terms: 

I. 1 will keep in confidence all Confidential Information that may be acquired in connection with or 
as a result of my responsibilities. I will not, at any time, either during or after my work with the 
OIG. make public or otherwise commu11icate or disclose Confidential Information to anyone 
other than authorized personnel of the OIG, Board, FOMC, Federal Reserve Banks, or CFPB, 
wi thout the OIG's prior wrinen consent. (The OIG wi ll coordinate and obtain tbe necessary 
approval(s) from the Board, the FOMC, the Federal Reserve Bamks, or the CFPB, as applicable.) 
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2. I will use Confidential Infonnation solely in connection with my responsibilities in working for 
the OIG. I will not directly or indirectly use Confidential Infomtation for my private gain or for 
the private gain of another person or entity at any time, either duiring or after tennination of my 
work with the OIG. 

3. I will infonn the OIG of any external requests or demands for disclosure of Confidential 
Information, and I will refer all such demands and requests for dlisclosures, including but not 
limited to subpoenas, to the OIG. 

4. Should a question arise as to whether particular infonnation is Confidential Infonnation, I will 
immediately contact the OIG and seek a determination as to the information's status. Until a 
determination has been made by the OIG (after coordination with the Board, FOMC, Federal 
Reserve Banks, or CFPB, as applicable), I shall treat it as Confidential lnfonnation in accordance 
with this NOA. 

5. At all times, including during and after my work with the OIG, I[ will take all necessary steps to 
protect Confidential Information subject to this NDA. 

6. Upon completion, expiration, or tennination of my services, unless I am instructed otherwise by 
the OIG, I will promptly dispose of all Confidential Information. in my possession in whatever 
manner is approved by the OIG for the disposal of such infonna.tion, which may include the 
return of Confidential Information to the OIG. 

7. I understand that I am prohibited from releasing any publicity 01r advertising regarding the work I 
perfonn for the 010 and from using the name or insignia of the OIG, Board, FOMC, CFPB, 
Federal Reserve Banks, or the Federal Reserve System, or any •irariation or adaptation thereof, for 
any commercial, advertisement, promotional, or endorsement p111rposes, unless the OIG and the 
Board's Chief Operating Officer (or his/her designee) has given prior written consent for such 
release or use. 

8. I agree and acknowledge that the disclosure or use of any Confidential Information in breach of 
this NDA would cause irreparable harm to the OIG, Board, FOMC, CFPB, or Federal Reserve 
Banks. Accordingly, in the event of such use or disclosure, I u111derstand that I may be subject to 
legal or other action, which may include tennination of my worlk with the OIG and referral for 
criminal prosecution, if appropriate. 

9. If I suspect that any Confidential Information to which I am given access is or may have been lost 
or disclosed without authorization, I will immediately notify the! OIG. 

I understanding that this NOA, all of its tenns and conditions, shall remain in effect following the expiration 
1[b) (sr~ .... :,..,..,...r .... ., ,au.dr_.u,ltb_th,.. G\IG_notilthis A is tenninated in V\lriting by the 010. 

,/7 /i0ttf 
DATE r 1 .:.,a~,-,-.-.~-.~--------------' 

(6)16 
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OFF1CE OF INSPECTOR G E N E RAL 

BOARD OF Go\'ERNORS o r nm F1mF.1u1. REsrnv1r Svs·tEM 

CONSUMER FtNANCl/\1. PROT ECTION BUREAU 

Statement of Independence on Individual Projects 

The Office of Inspector General (OIG) and its staff and contractors must be independent in all 
matters relating to audit, inspection, and evaluation work. OlG employees and contractors who 
are engaged in audits, inspections, or evaluations are to comply with the OIG policy AE-001 , 
Independence, and conduct themselves in a manner consistent with the Board of Governors of 
the Federal Reserve System's (Board) and the OIG's core values; the Board's Principles of 
Ethical Conduct; the Standards of Ethical Conducrfor Employees of the Executive Branch, 
issued by the U.S. Office of Government Ethics; the generally accepted govemment auditing 
standards (GA GAS). issued by the Comptroller General of the United States: Quality Standards 
for Inspection and Evaluation. issued by the Council of the Inspectors General on Integrity and 
Efficiency; and any other standards applicable to their project. OJG employees and contractors 
must take precautions to ensure that the ir conduct is perceived as being independent, 
professional, and appropriate and are not to become involved in situations that impair 
independence or give the appearance that impainnent to independence exists. 

Independence comprises independence of mind and independence in appearance. Independence 
of mind is the stale of mind that permits the performance of an audit without being affected by 
influences that compromfae professional judgment, thereby allowing an individual to act with 
integrity and exercise objectivity and professional skepticism. Independence in appearance is the 
absence of circumstances that would cause a reasonable and informed third party, having 
knowledge of the relevant information, to reasonably conclude that the integrity, objectivity, or 
professional skepticism of an audit organization or member of the audit team had been 
compromised (GAGAS 3.03). 

GA GAS establishes the conceptual framework (see GA GAS 3.07- 3.26 and appendix II) that 
010 employees and contractors must use to identify and evaluate threats to independence given 
the circumstances of their work. Whether independence is impaired depends on the nature of the 
threat, whether the threat is of such significance that it would compromise an auditor' s 
professional judgment or create the appearance that rhe auditor' s professional judgment may be 
compromised, and the specific safeguards applied to eliminate the threat or reduce it to an 
acceptable level. GAGAS provides broad categories of threats (GAGAS 3.14) and examples of 
circumstances that create threats to independence (GAGAS A3.02- A3.09) and it describes 
safeguards that may be effective in certain circwnstances (GAGAS 3.16-3.19). 

Consistent with GAGAS 3.2 1, 3.64, and 3.65, auditors use professional judgment in applying the 
conceptual framework to detennine independence in a given situation. When identifying and 
evaluating threats to independence, OIG employees and contractors must consider the broad 
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categories of threats to independence and the example safeguards provided in GA GAS, as well 
as the unique circumstances of the project. In addition to the GAGAS examples, specific 
situations that threaten independence and must be reported to the project manager or an 
appropriate official if the project manager is not available include the following: 

• financial interest that is direct, or is significant or material though indirect, in the audited 
entity or program 

• seeking employment with the division or program area to be reviewed or under review 
(including the time period leading up to the submission of a job application) 

• preconceived ideas toward individuals, groups, organizations, or objectives of a 
particular program that could bias the project 

• official, professional, personal, financial, or any kind of relationship that might cause an 
OIG employee or contractor to limit the extent of his or her inquiry, to limit disclosure, 
or to weaken or slant findings in any way 

• external interference or influence that improperly or imprudently limits or modifies the 
scope of project work 

When these or any other apparent or potential threats to independence are identified, the 
individual must immediately and fully disclose the situation to the project manager. The project 
manager, in consultation with the applicable Senior OIG Manager and Associate Inspector 
General, must determine whether identified threats to independence are significant and whether 
they can be reduced to an acceptable level with the imposition of safeguards. Any disclosed 
threats to independence and applied safeguards must be documented on this form 
(GAGAS 3.24). If the disclosed threats to independence are deemed insignificant, the basis for 
that determination must be documented on this form. 

Failure to comply with the OIG's policies and procedures regarding independence may result in 
adverse or disciplinary action against the individual, up to and including termination, consistent 
with applicable Board policy. 

Instructions 

This form, which documents compliance with applicable independence standards, is to be 
completed at the start of each project by OIG or contractor project team members, as well as any 
OIG staff members who substantially contribute to the project in accordance with the OIG's 
Independence policy. Generally, the project's start date refers to the date the project is initiated 
in the audit system. A new form must be completed when circumstances change or when threats 
to independence arise that impact the individual's independence. In addition, this form must be 
completed by OIG referencers prior to their involvement in the project. The completed forms are 
maintained as electronic workpapers in the audit systems. 
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Certification 

I certify that I have read and understand the above , as well as the OlG's Independence policy and 
GAGAS independence standards. With regard to the assigned project, I have evaluated threats to 
my independence. both independence of mind and in appearance. and attest that (select one): 

flB I have not identified any threats to my independence. 

D I have identified threats to independence and applied safeguards, as described below. 

Describe any threats to independence identified and safeguards applied (attach 
addition a I page if necessarv). 

D As a referencer for this project, I certify that I have not identified any threats to my 
independence that would prevent me from objective ly perfonning the independent 
reference review. 

I also agree to reevaluate my independence whenever my assignment is changed or whenever my 
circumstances change while working on this project. If changes affecting either my 
independence or my objectivity regarding thi s project occur subsequent to the completion of Lhis 
fom1. I will immediately notify the project manager or an appropriate official if the project 
manager is not avai lab le. 

Project name: 201 4 Congressional Request on the Board's Perso1rnel Practices 

l
(bll6J 

Individual's name: _________ .---------------

Date individual started on project: 
(6}{6) 

Signature: _ 

Version 6.13.2014 



1ct> r 

OFF f CI! OF f N~PECTOR GENE R ,\ L 

lh)Al<I) ()~ GO\ [ l(i\'(JI{', OF I ill' FI. D l\1(,\1 . Rb!:.ER\ ' L $ \:-,11 (II 

( ONSUMFI{ r l i\'MKl.\ l l'HOTl!C l'to)< IJURt,\ U 

\V A~ II INGTON, DC 2055 1 

NON-DISCLOSURE AGREEMENT 

r. ,_______ ___,,---• understand t.J1at, in the course of performing work for the Office of 
Inspector enerni',:U o the Board of Governors of the Federal Reserve System (Board) and the 
Consumer Financial Protection Bureau (Cf PB). I may come into possession of or obtain knowledge of 
in formation of the OIG, the Board, the Federa l Open Market Commitiee (FOMC), the Federal Reserve 
Banks, or the CFPB that is not public or that has not and is not required by law to be made public, 
including, for example, infonnation that is designated as restricted, controlled, proprietaiy, confidential, 
confidential supervisory. or personnel (collectively, "Confidential Information"). Confidential 
In formation sha ll include, but is not limited to (I) information pertaining to the security arrangements and 
strategies of the OIG, Board, FOMC, Federal Reserve Banks, or CFP.B (including in formation describing 
security contro ls related to information technology infrnstrncture such as network architecture and 
specific systems, applications. and databases); (2) economic data; (3) financial, statistical, and personnel 
data pertaining to the 01G, Board. FOMC, Federal Reserve Banks, Cf PB. or other financia l institutions; 
(4) financial, statistical, personnel planning and similar infonnarion relating to past, present, or future 
activities of the OIG, Board, FOMC, Federal Reserve Banks, or CFPB; (5) pre-decisional deliberative 
information and data; (6) law enforcement privileged information; (7) attorney-client pri vileged 
information; ( 8) personally identifiable in fo rmation: (9) trade-secret information; and ( I 0) non-publ ic 
in formation included in the fil es of the OJG. Board, FOMC, Federal Reserve Banks. or CFPB. 

Confidential Information does 110 1 include in fo rmation that ( I) is public; (2) is or becomes publicly 
nvai lable without breach by me of this Non-Disclosure Agreement ("NDA' ' ); (3) was rightfully received 
by me without obligation of confidentiality; or ( 4) was deve loped by me independently of any disclosures 
to me made by the OIG, Board, FOMC. Federal Reserve Banks, or CFPB. Except for information I 
receive that is not ConfidentiaJ lnfonnation, I wi ll treat all infonnation J receive from Urn OTG, Board. 
FOMC, Federa l Reserve Ba11ks. or CFPB as Confidential lnfom1ation, regard less of the manner or form 
in which the in forma tion is transmitted or accessible. In addition, I w ill also treat the advice, deliverables. 
products, outputs. or similar items I prov ide or produce while working with the OIG ("Prod11c1 
h!formation" ) as Confidenti nl Lnformation until such time as the O IG infom1s me in writing that such 
Produet Info rmation is public. 

Thus, I agree to the following t.enns: 

I. I w ill keep in confidence all Confidential Information that may be acquired in connection with or 
as a result of my responsibilities. I will not, at any time, either during or after my work with the 
OTG, make public or otherwise communicate or d isclose Confidential Information to anyone 
other than authorized personne l of the OIG. Board. FOMC. Federal Reserve Banks. or CFPB, 
without Lhe OIG's prior written consent. (The OlG wi ll coordinme and obra in the necessary 
approva l(s) from the Board. the FOMC. the Federal Reserve Banks. or che Cf PB, as applicable.) 
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2. I will use Confidential lnfonnation solely in connection with my responsibilities in working for 
the OIG. I will not directly or indirectly use Confidential Infonnation for my private gain or for 
the private gain of another person or entity at' any time, either during or after termination of my 
work with the OIG. 

3. 1 will infonn the 010 of any external requests or demands for disclosure of Confidential 
Information, and I will refer all such demands and requests for disclosures. including but not 
limited to subpoenas. to ihe OIG. 

4. Should a question arise as to whether particular information is Confidentia l Information, I will 
immediately contact the O IG and seek a determination as to the information's status. Until a 
detennination has been made by the OIG (after coordination w ith the Board, FOMC, Federal 
Reserve Banks, or CFPB, as applicable), l sha ll treat it as Confidentia l Info rmation in accordance 
with this NDA. 

S. At a ll t imes, including during and after my work with the 0 10, I will take a ll necessary steps to 
protect Confidential Information subject lO this NOA. 

6. Upon completion, expiration, or tennination of my services, unless I am instructed otherwise by 
the OIG, I wi ll promptly dispose of all Confidential lnfom1at ion in my possession in whatever 
manner is approved by the OIG for the disposal of such infonnation, which may include the 
return of Confidential Information to the OIG. 

7. I understand d1at I am prohibited from releasing any publicity or advertising regarding the work l 
perform for the 0 10 and from using the name or insign ia of the OIG, Board, FOMC, CFPB, 
Federal Reserve Banks, or the Federal Reserve System, or any variation or adaptation thereof, for 
any commercial, advertisement, promotional, or endorsement purposes. unless the OrG and the 
Board's Ch ief Operating Officer (or his/her clesignee) bas given prior written consent for such 
release or use. 

8. r agree and acknowledge that the d isclosure or use of any Confidential lnfonnal ion in breach of 
this NOA wou ld cause in-eparable hann to the O IG, Board, FOMC, CFPB, or Federal Reserve 
Banks. Accordingly, in the event of such use or disc losure, I understand that I may be subject to 
legal or other action, which may include term ination of my work w ith the OIG and referral for 
c1·iminal prosecution, if appropriate. 

9. lfl suspectthar any Confidential lnfonnarion to wh ich I am given access Is or may have been lost 
or disclosed without authorization, J will immediately notity the OlG. 

[ understanding that this NOA, all of its tenns and conditions, shall remain in effect fo llowing the expiration 
or tennination of my work with the OIG until this NOA is terminated in writing by tile OIG. 

[6J 

6Gl<ATO _ ____ __i------- · 

DATii 

(6TT6) 
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OFFICE OF f NSPECTOR GENERAL 

BOARD m G OVERNO RS OF THE F EDERAL Rl!SJ;RVE 5 YST!>M 

CONSU~lER FIN A NCIAL PROTECTION BUREAU 

Statement of Independence on Individual Projects 

The Office of Inspector General (OIG) and its staff and contractors must be independent in all 
matters relating to audit, inspection. and evaluation work. OIG employees and contractors who 
are engaged in audits, inspections, or evaluations are to comply with the OIG policy AE-00 I, 
independence, and conduct themselves in a manner consistent with the Board of Governors of 
the Federal Reserve System's (Board) and the OIG's core values; the Board's Principles of 
Ethical Conduct; the Standards of Ethical Conduct for Employees of the Executive Branch, 
issued by the U.S. Office of Government Ethics; the generally accepted government auditing 
standards (GAGAS). issued by the Comptroller General of the United States; Quality Standards 
for lmpecrion and Evaluation. issued by the Council of the Inspectors General on Integrity and 
Efficiency; and any other standards applicable to their project. OIG employees and contractors 
must take precautions to ensure that their conduct is perceived as being independent. 
professional, and appropriate and are not to become involved in situations that impair 
independence or give the appearance that impairment to independence exists. 

Independence comprises independence of mind and independence in appearance. Independence 
of mind is the state of mind that permits the performance of an audit without being affected by 
influences that compromise professional judgment, thereby allowing an individual to act with 
integrity and exercise objectivity and professional skepticism. Independence in appearance is the 
absence of c ircumstances that would cause a reasonable and inforn1ed third party, having 
knowledge of the relevant information. to reasonably conclude that the integrity, objectivity, or 
professional skepticism of an audit organization or member of the audit team had been 
compromised (GAGAS 3.03). 

GAGAS establishes the conceptual framework (see GAGAS 3.07- 3.26 and appendix 11) that 
010 employees and contractors must use to identify and evaluate threats to independence given 
the circumstances of their work. Whether independence is impaired depends on the nature of the 
threat, whether the threat is of such significance that it wou ld compromise an auditor' s 
professional j udgment or create the appearance that the auditor's professional judgment may be 
compromised, and the specific safeguards applied to eliminate the threat or reduce it to an 
acceptable level. GAG AS provides broad categories of threats (GA GAS 3.14) and examples of 
circumstances that create threats to independence (GAGAS A3.02-A3.09) and it describes 
safeguards that may be effective in certain circumstances (GAGAS 3.16-3.19). 

Consistent with GAGAS 3.2 1. 3.64, and 3.65, audi tors use professional judgment in applying the 
concepn1al framework to determine independence in a given situation. When identifying and 
evaluating threats to independence, OIG employees and contractors must consider the broad 

Version 6.13.2014 



categories of threats to independence and the example safeguards provided in GAGA$, as well 
as the unique circumstances of the project. In addition to the GAGA$ examples, specific 
situations that threaten independence and must be reported to the project manager or an 
appropriate official if the project manager is not available include the following: 

• financial interest that is direct, or is significant or material though indirect, in the audited 
entity or program 

• seeking employment with the division or program area to be reviewed or under review 
(including the time period leading up to the submission of a job application) 

• preconceived ideas toward individuals, groups, organizations, or objectives of a 
particular program that could bias the project 

• official, professional, personal, financial, or any kind of relationship that might cause an 
OIG employee or contractor to limit the extent of his or her inquiry, to limit disclosure, 
or to weaken or slant findings in any way 

• external interference or influence that improperly or imprudently limits or modifies the 
scope of project work 

When these or any other apparent or potential threats to independence are identified, the 
individual must immediately and fully disclose the situation to the project manager. The project 
manager, in consultation with the applicable Senior OIG Manager and Associate Inspector 
General, must determine whether identified threats to independence are significant and whether 
they can be reduced to an acceptable level with the imposition of safeguards. Any disclosed 
threats to independence and applied safeguards must be documented on this form 
(GAGAS 3.24). If the disclosed threats to independence are deemed insignificant, the basis for 
that determination must be documented on this form. 

Failure to comply with the OIG's policies and procedures regarding independence may result in 
adverse or disciplinary action against the individual, up to and including termination, consistent 
with applicable Board policy. 

Instructions 

This form, which documents compliance with applicable independence standards, is to be 
completed at the start of each project by OIG or contractor project team members, as well as any 
OIG staff members who substantially contribute to the project in accordance with the OIG's 
Independence policy. Generally, the project's start date refers to the date the project is initiated 
in the audit system. A new form must be completed when circumstances change or when threats 
to independence arise that impact the individual's independence. In addition, this form must be 
completed by OIG referencers prior to their involvement in the project. The completed forms are 
maintained as electronic workpapers in the audit systems. 
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Certification 

I certify that I have read and understand the above, as well as the OIG's Independence policy and 
GAGAS independence standards. With regard to the assigned p~ject, I have evaluated threats to 
my independence, both independence of mind and in appearance, and attest that (select one): 

~ have not identified any threats to my independence. 

/• ; have identified threats to independence and applied safeguards, as described below. 

Describe any threats to independence identified and safeguards applied (attach 
additional page if necessary). 

• As a referencer for this project, I certify that I have not idlentified any threats to my 
independence that would prevent me from objectively perfonning the independent 
reference review. 

I also agree to reevaluate my independence whenever my assignment is changed or whenever my 
circumstances change while working on this project. If changes affecting either my 
independence or my objectivity regarding this project occur subsc::quent to the completion of this 
fonn, I will immediately notify the project manager or an appropriate official if the project 
manager is not available. 

Project name: 2014 Congressional Request on the Board's Personnel Practices 
6)16) ~ 

Individual's name: _ 

Date individu.ahtarted OD proi-=ec=t:_~----,,-{).;....._YJ_,__t~'l....,_,
1
_2,.;;..__o __ v __ <./_ 

{b) (6) 

0.1., 00/07 /zt1Jd Signature: I I 
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Or: F l Cll OF lNS P E CTOR GENERAL 

n o ,\IW 0 ~ G O\'Ell NORS OI l ll H Frd l hR,\I , l{t: '- Ll{\' li Sl'STEM 

C ONSU~IER FI N,\ NCIA I l'RO'I IJr rroN BURt:,\U 

W ,\SIII1'GTON, DC 2055 1 

(b) {6] J NON-DISCLOSURE AGREEMENT 

I,____ _ ~ _ , undersland tliat, in Ute course of perfonning work for the Otflce of 
lnspec'for (iljeneral (c1IU,Uo'f the .Board of Governors o.f the Federal Reserve System (Board) and the 
Consumer Financial Protection Bureau (CFPB), I may come into possession of or obtain knowledge of 
information oftbe OJG, the Board, the Federal Open Market Committee (FOMC), the Federal Reserve 
Banks, or tbe Cf PB that is not public or tbat has not and is not required by law to be made public, 
including, for example, infom1ation that is designated as restricted, controlled, proprietary, confidential, 
confidential supervisory, or personnel (collectively, "Confidential Information"). Confidential 
Information shall include, but is not limited to (1) information pertaining to the security arrangements and 
strategies of the OIG, Board, FOMC, Federal Reserve Banks, or CFPB ( including information describfog 
security conlrols related to information technology infrastructure such as network architecture and 
specific systems, applications, and databases); (2) economic data; (J) financial , statistical, and personnel 
data pertaining to the OlG, Board, FOMC, Federal Reserve Banks, CFPB, or other financial institutions; 
( 4) financial, statistical, personnel planning and similar information relating to past, present, or future 
activities of the OIG, Board, FOMC, Federal Reserve Banks, or CFPB; (5) pre-decisional deliberative 
infonnation and data; (6) law enforcement privileged information; (7) attorney-client privileged 
infonnation; (8) personally identifiable infonnation; (9) trade-secret infonnation; and (10) non-public 
information included in the files of the OTG, Board, FOMC, Federal Reserve Banks, or CFPB. 

Confidential l11formation does not include informatio n that (I ) is public; (2) is or becomes publicly 
available without breach by me of this Non-Disclosure Agreement (" NDA"); (3) was rightfully received 
by me without obligation of confidentiality; or ( 4) was developed by me independently of any disclosures 
to me made by the OlG, Board, FOMC, Federal Reserve Banks, or CFP'B. Except for information I 
receive that is not Confidential Information, I will treat all infonnation J[ receive from the OIG, Board, 
FOMC, Federal Reserve Banks, or CFPB as Confidential lofonnation, regardless of the manner or form 
in which the information is transmitted or accessible. In addition, I will also treat the advice, deliverables, 
products, outputs, or simi lar items I provide or produce while working with the OIG ("Product 
111/ormalion") as Confidential ln fo rmation until such time as the 010 informs me in writing that such 
Product Information is public. 

Thus, I agree to the following terms: 

1. l will keep in confidence all Confidential Tnformation that may be acquired in connection with or 
as a result of my responsibilities. I w il I not, at any time, either during or after my work with the 
010, make public or otherwise communicate or disclose Confidential [11fo1mation to anyone 
other than authorized personnel of the OIG, Board, FOMC, Federal Reserve Banks, or CFPB, 
without the OIG 's prior written consent. (The OlG will coordinate and obta in the necessary 
npproval(s) from the Board, the FOMC, the Federal Reserve Banks, or the CPPB, as applicable.) 
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2. [ will use Confidential Information solely in connection with n11y responsibilities in working for 
the OIG. I will not directly or indirectly use Confidential Information for my private gain or for 
the private gain of another person or entity at any time, either during or after termination of my 
work with the 010. 

3. I will infonn the OIG of any external requests or demands for disclosure of Confidential 
Information, and I will ref er all such demands and requests foir disclosures, including but not 
limited to subpoenas, to the OIG. 

4. Should a question arise as to whether particular information i!; Confidential Information, I will 
immediately contact the OIG and seek a determination as to the information's status. Until a 
determination has been made by the OIG (after coordination with the Board, FOMC, Federal 
Reserve Banks, or CFPB, as applicable), I shall treat it as Confidential Information in accordance 
with this NOA. 

S. At all times, including during and after my work with the OIG, I will take all necessary steps to 
protect Confidential Information subject to this NDA. 

6. Upon completion, expiration, or termination of my services, unless I am instructed otherwise by 
the OIG, I will promptly dispose of all Confidential Information in my possession in whatever 
manner is approved by the OIG for the disposal of such infom1ation, which may include the 
return of Confidential Information to the OIG. 

7. I understand that I am prohibited from releasing any publicity or advertising regarding the work I 
perfonn for the OIG and from using the name or insignia of the OIG, Board, FOMC, CFPB, 
Federal Reserve Banks, or the Federal Reserve System, or ainy variation or adaptation thereof, for 
any commercial, advertisement, promotional, or endorsement purposes, unless the 010 and the 
Board's Chief Operating Officer (or his/her designee) has giiven prior written consent for such 
release or use. 

8. I agree and acknowledge that the disclosure or use of any Confidential Information in breach of 
this NOA would cause irreparable hann to the OIG, Board, FOMC, CFPB, or Federal Reserve 
Banks. Accordingly, in the event of such use or disclosure, I understand that I may be subject to 
legal or other action. which may include termination of my work with the 010 and referral for 
criminal prosecution, if appropriate. 

9. If I suspect that any Confidential Information to which I am given access is or may have been lost 
or disclosed without authorization, I will immediately notify the OIG. 

~ing that this NOA, all of its tenns and conditions, shall remain in effect following the expiration 
this NDA is terminated in writing by the OIG. 

(b) (6) 
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OFFI CE OF INSPECTOR GENERAL 

BOAl<D OF GOVl!RNORS OF TIIE F !!Ol! RAL R ESERVE Svs ·1 CM 

CoNSUl\t F.R FINAl'/C IAL PROTECTIO I\ BURE A U 

Statement of Independence on Individual Projects 

The Office of Inspector General (OIG) and its staff and contractors must be independent in alJ 
matters relating to audit, inspection. and evaluation work. OIG employees and contractors who 
are engaged in audits, inspections. or evaluations are to comply with the OIG policy AE-00 I, 
independence, and conduct themselves in a manner consistent with the Board of Governors of 
the Federal Reserve System's (Board) and the OIG's core values; the Board's Principles of 
Ethical Conduct; the Standards of Ethical Conduct for Employees of the Executive Branch, 
issued by the U.S. Office of Government Ethics; the generally accepted government aud iting 
standards (GAGAS), issued by the Comptroller General of the Unjted States; Quality Standards 
for Inspection and Evaluation, issued by the Counci l of the Inspectors General on Integrity and 
Efficiency; and any other standards applicable to their project. OIG employees and contractors 
must take precautions to ensure that their conduct is perceived as being independent, 
professional, and appropriate and are not to become involved in situations that impair 
independence or give the appearance that impairment to independence exists. 

Independence comprises independence of mind and independence in appearance. Independence 
of mind is the state of mind that permits the performance of an audit without being affected by 
influences that compromise professional judgment, thereby allowing an individual to act with 
integrity and exercise objectivity and professional skepticism. lndependence in appearance is the 
absence of circumstances that would cause a reasonable and informed third party , having 
knowledge of the relevant inforn1ation. to reasonably conclude that the integrity, objectivity, or 
professional skepticism of an audit organization or member of the audit team had been 
compromised (GAGAS 3.03). 

GAGAS establishes the conceptual framework (see GAGAS 3.07-3.26 and appendix TT) that 
OIG employees and contractors must use to identify and evaluate threats to independence given 
the circumstances of their work. Whether independence is impaired depends on the nature of the 
threat, whether the threat is of such significance that it would compromjse an auditor's 
professional judgment or create the appearance that the auditor's professional judgment may be 
compromised, and the specific safeguards applied to eliminate the threat or reduce it to an 
acceptable level. GAGAS provides broad categories of threats (GAGAS 3.14) and examples of 
circumstances that create threats to independence (GAGAS A3.02-A3.09) and it describes 
safeguards that may be effecti ve in certain circumstances (GAGAS 3.16-3.19). 

Consistent w ith GAG AS 3.21, 3.64, and 3.65, auditors use professional judgment in applying the 
conceptual framework to determine independence in a given situation. When identifying and 
evaluating threats to independence, OJG employees and contractors must consider the broad 
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categories of threats to independence and the example safeguards provided in GA GAS, as well 
as the unique circumstances of the project. In addition to the GAGA$ examples, specific 
situations that threaten independence and must be reported to the project manager or an 
appropriate official if the project manager is not available include the following: 

• financial interest that is direct, or is significant or material though indirect, in the audited 
entity or program 

• seeking employment with the division or program area to be reviewed or under review 
(including the time period leading up to the submission of a job application) 

• preconceived ideas toward individuals, groups, organizations, or objectives of a 
particular program that could bias the project 

• official, professional, personal, financial, or any kind of relationship that might cause an 
010 employee or contractor to limit the extent of his or her inquiry, to limit disclosure, 
or to weaken or slant findings in any way 

• external interference or influence that improperly or imprudently limits or modifies the 
scope of project work 

When these or any other apparent or potential threats to independence are identified, the 
individual must immediately and fully disclose the situation to the project manager. The project 
manager, in consultation with the applicable Senior 010 Manager and Associate Inspector 
General, must determine whether identified threats to independence are significant and whether 
they can be reduced to an acceptable level with the imposition of safeguards. Any disclosed 
threats to independence and applied safeguards must be documented on this form 
(GAGA$ 3.24). lfthe disclosed threats to independence are deemed insignificant, the basis for 
that determination must be documented on this form. 

Failure to comply with the OIG's policies and procedures regarding independence may result in 
adverse or disciplinary action against the individual, up to and including termination, consistent 
with applicable Board policy. 

Instructions 

This form, which documents compliance with applicable independence standards, is to be 
completed at the start of each project by 010 or contractor project team members, as well as any 
010 staff members who substantially contribute to the project in accordance with the OIG's 
Independence policy. Generally, the project's start date refers to the date the project is initiated 
in the audit system. A new form must be completed when circumstances change or when threats 
to independence arise that impact the individual's independence. In addition, this form must be 
completed by 010 referencers prior to their involvement in the project. The completed forms are 
maintained as electronic workpapers in the audit systems. 
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Certification 

I certify that I have read and understand the above, as well as the: OIG's Independence policy and 
GAGAS independence standards. With regard to the assigned project, I have evaluated threats to 
my independence, both independence of mind and in appearance:, and attest that ( select one): 

181 I have not identified any threats to my independence. 

m I have identified threats to independence and applied safoguards, as described below. 

Describe any threats to independence identified and safeguards agplied (attach 
additional page if necessary). 

D As a referencer for this project, I certify that I have not iidentified any threats to my 
independence that would prevent me from objectively performing the independent 
reference review. 

I also agree to reevaluate my independence whenever my assignment is changed or whenever my 
circumstances change while working on this project. If changes :affecting either my 
independence or my objectivity regarding this project occur subsequent to the completion of this 
form, I will immediately notify the project manager or an appropriate official if the project 
manager is not available. 

Project name: 2014 Congressional Request on the Board's Pe:rsonnel Practices 

6)1 6) 
Individual's name: 

Date individuabtar:ted._nru uoleet:._ --=-1uru!lt 4. 2014 
'(b) (6) ·---------

Signature: Date: _8/6/14. ______ _ 
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NON-DISCLOSURE AGREEMENT 

I ~6)161 , understand that. in the course of perform ing work for the Office of 
Inspector General (OIG) of the Board or Governors of lhe Federa l Reserve System (Board) and the 
Conswr1 er Financial Protection Bureau (CFPB). r may come into posst!ssion of or obtain k11owledgc of 
in formation of the OIG, the Board, the Federal Open Markel Commi t1c~e (FOMC), the Federal Reserve 
Banks, or the CFPB that is not public or that has not and is not required by Jaw to be made public, 
includi11g. for example. infonnation that is designated as restricted, controlled, proprietary. confidential. 
confidential supervisory, or personnel (collectively, "Co11jide11tial Info rmmio11" ). Confidential 
lnfonnation shall include. but is not limited to ( 1) information pertaining to the security arrangements and 
strategics of the OIG. Board. FOMC. Federal Reserve Banks. or CFPB (i11cluding infonnation describing 
security cont-rols rel ated 10 in fonnation lechnology infrastrncture such as nchvork architecture and 
specific systems. applicati ons. and databases): (2) economic data: (3) financial. statistical. and personnel 
data pertuining to the OIG. Board. fOMC. f ederal Reserve Banks. CFPB. or other financial institutions; 
(4) financiRl, statist ical, personnel planning and simil ar in fonnation rellating to past, present, or future 
activities of the OJG, Board. FOMC, Federal Reserve Banks, or CF PB ; (5) pre-decisional deliberative 
infonnation and data; (6) law enforcement privileged i11fonnation: (7) attorney-client privileged 
in fonnation; (8) personally identifiable information; (9) trade-secret information; and (10) non-public 
in fonnation included in the files of the OIG, Board. FOMC, f-e<leral Reserve Banks, or CFPB. 

ConfidcntiaJ Info rmation does not include in formation that ( I) is public; (2) is or becomes publicly 
avai lable without breach by me oftl1i s Non-Disclosure Agreement ("NDA"); (3) was rightfully received 
by me without obligation or confidentiality; or (4) was developed by me independently of any disclosures 
to me made by the OlG, Board, FOMC, f ederal Rcsen1c Banks, or CFPB. Except for information 1 
receive that is not Confideulial Information, I wi11 treat all infomrntion I receive from the OIG, Board, 
FOMC, Federal Reserve Banks, or CFPB as Conlide111ial lnfonnation, regardless of the manner or fonn 
in which th e inromrntion is transmitted or accessibk. fn addition, I will also treat the advice. deliverables. 
products. outputs, or similar items I prov ide or produce while working wi1h tJ1e OIG (" Product 
!11jbr,11a1w,,-·) as Confidential JnJonnarion umil such time as the OIG in t'onns me in writing that such 
Product Info rm ation is public. 

Thus, I agree to the foU owing tenns: 

l . I will keep in confidence all Confidential lnfomialion that m a)1 be acquired in connection with or 
as a result of my responsibilities. I wiJI nol, at any time, either during or after my work with the 
OIG, make public or othe1w ise communicate or disclose Confidential Information to anyone 
other than authorized personn el of the OLG. Board, FOMC. r c:<lcral Rese rve Bwks, or CFPB, 
without the OIG's prior w1it1en consent. (The OIG will coorcliuale and obtain the necessary 
approval(s) from the Board, the FOMC, the Federal Rcsc1vc Banks. or the CFPB, as applicable.) 



2. I will use Confidential lnfonnation solely in connection with my responsibilities in working for 
the OIG. I will not directly or indirectly use Confidential Information for my private gain or for 
the private gain of another person or entity at any time, either •during or after tennination of my 
work with the OIG. 

3. I will infonn the OIG of any external requests or demands for disclosure of Confidential 
Jnfonnation, and I will refer all such demands and requests for disclosures, including but not 
limited to subpoenas, to the OIG. 

4. Should a question arise as to whether particular infonnation is Confidential Infonnation, I will 
immediately contact the OIG and seek a determination as to tbe infonnation's status. Until a 
detennination has been made by the OIG (after coordination ·with the Board, FOMC, Federal 
Reserve Banks, or CFPB, as applicable), I shall treat it as Confidential Infonnation in accordance 
with this NOA. 

S. At all times, including during and after my work with the OIG, I will take all necessary steps to 
protect Confidential Information subject to this NOA. 

6. Upon completion, expiration, or tennination of my services, wllless I am instructed otheawise by 
the OIG, I will promptly dispose of all Confidential Jnfonnation in my possession in whatever 
manner is approved by the OIG for the disposal of such infom1ation, which may include the 
return of Confidential Infonnation to the OIG. 

7. I understand that I am prohibited from releasing any publicity or advertising regarding the work I 
perform for the OIG and from using the name or insignia of the OIG, Board, FOMC, CFPB, 
Federal Reserve Banks, or the Federal Reserve System, or any' variation or adaptation thereof, for 
any commercial, advertisement, promotional, or endorsement purposes, unless the OIG and the 
Board's Chief Operating Officer ( or his/her designee) has givtm prior written consent for such 
release or use. 

8. I agree and acknowledge that the disclosure or use of any Confidential lnfonnation in breach of 
this NOA would cause irreparable hann to the OIG, Board, FOMC, Cf PB, or Federal Reserve 
Banks. Accordingly, in the event of such use or disclosure. I understand that I may be subject to 
legal or other action. which may include tennination ofmy work with the OIG and referral for 
criminal prosecution. if appropriate. 

9. lfl suspect that any Confidential Information to which I am gi,ven access is or may have been lost 
or disclosed without authorization, I will immediately notify tlile OIG. 

I understanding that this NOA, all of its tenns and conditions, shall remain in effect following the expiration 
of(fff nnin11tioo..ounv wodc_witluhe OLG_u til this NOA is tenninated in writing by the 010. 

_8/61'14 _ _ _____ _ 
DATE 

~6)(6) 

Printed Name 
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OFFICE OF I NS P ECTO R GENERAL 

BOARD OP GovmtNORS OF THE FEDERAi. R!iSllRVU SYS'rlJM 

CONSUMllR f-lNANCIAI. P1t0TllCTION 0URllAU 

Statement of Independence on Individual Projects 

The Office of Inspector General (OIG) and its staff and contractors must be independent in all 
matters relating lo audit, inspet.:tion, and evaluation work. OIG employees and contractors who 
are engaged in audits. inspections. or evaluations arc to comply wi th the OIG policy AE-001. 
/ndepe11dence. and conduct themselves in a manner consistent with the Board of Governors of 
the FederaJ Reserve System's (Board) and the OI G's core values; the Board's Principles of 
Ethical Conduct; the S1andardv of Ethical Conduct for Employees of the Executive Branch. 
issued by the U.S. Office of Government Ethics: the generally accepted government auditing 
standards (GA GAS). issued by the Comptroller General of the United States; Quality Standards 
for lnspectio11 and Evaluation. issued by the Council of the Inspectors General on Integrity and 
Efficiency: and any other standards applicable to their project. OlG employees and contractors 
must tnkc precautions to ensure that thei r conduct is perceived as being independent, 
professional. and appropriate and are not to become involved in situations that impair 
independence or give the appearance that impairment to independence exists. 

fndependence comprises independence of mind and independence in appearance. Independence 
of mind is the state or mind that pem1its the performance or an audit without being affected by 
influences that compromise prol'essional judgment. thereby allowing an individual to act wi th 
integrity and exercise objectivity and prolcssional skepticism. Independence in appearance is the 
absence of ci rcumstances that would cause a reasonable and informed third party. having 
knowledge of the relevant information. to reasonably conclude that the integrity, objectivity, or 
profess ional skepticism of an audit organization or member or the audit team bad been 
compromised (GAGAS 3.03). 

GAGAS establishes the conceptual framework (sec GAGAS 3.07-3.26 and appendi:-: 11) that 
OIG employees and contractors must use to identify and evaluate threats to independence given 
the circumstances of their work. Whether independence is impaired depends on the nature of the 
threat, whether the threat is of such signi ficancc that it would compromise an auditor's 
professional judgment or create the appearance that the auditor's professional judgment may be 
compromised. and the specific safeguards applied to eliminate the threat or reduce it to an 
acceptable level. GA GAS provides broad categories of threats (GAGAS 3.14) and examples or 
circumstances that create threats to independence (GAGAS /\3.02- A3.09) and it describes 
safeguards that may be cffect ivt: in certain circumstances (G/\GAS 3. 16-3. 19). 

Consistent with GA GAS 3.2 1. 3.64. and 3.65, audi tors use professional judgment in applying the 
conceptual framework to determine independence in a given situation. When identi fying and 
evaluating threats to independence. OlG employees and contractors must consider the broad 
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categories of threats to independence and the example safeguards provided in GAGAS, as well 
as the unique circumstances of the project. In addition to the GAGAS examples, specific 
situations that threaten independence and must be reported to the project manager or an 
appropriate official if the project manager is not available include the following: 

• financial interest that is direct, or is significant or material though indirect, in the audited 
entity or program 

• seeking employment with the division or program area to be reviewed or under review 
(including the time period leading up to the submission of a job application) 

• preconceived ideas toward individuals, groups, organizations, or objectives of a 
particular program that could bias the project 

• official, professional, personal, financial, or any kind of relationship that might cause an 
0 I G employee or contractor to limit the extent of his or her inquiry, to limit disclosure, 
or to weaken or slant findings in any way 

• external interference or influence that improperly or imprudently limits or modifies the 
scope of project work 

When these or any other apparent or potential threats to independence are identified, the 
individual must immediately and fully disclose the situation to the project manager. The project 
manager, in consultation with the applicable Senior OIG Manager and Associate Inspector 
General, must determine whether identified threats to independence are significant and whether 
they can be reduced to an acceptable level with the imposition of safeguards. Any disclosed 
threats to independence and applied safeguards must be documented on this form 
(GAGAS 3.24). If the disclosed threats to independence are deemed insignificant, the basis for 
that determination must be documented on this form. 

Failure to comply with the OIG's policies and procedures regarding independence may result in 
adverse or disciplinary action against the individual, up to and including termination, consistent 
with applicable Board policy. 

Instructions 

This form, which documents compliance with applicable independence standards, is to be 
completed at the start of each project by OIG or contractor project team members, as well as any 
OIG staff members who substantially contribute to the project in accordance with the OIG's 
Independence policy. Generally, the project's start date refers to the date the project is initiated 
in the audit system. A new form must be completed when circumstances change or when threats 
to independence arise that impact the individual's independence. In addition, this form must be 
completed by OIG referencers prior to their involvement in the project. The completed forms are 
maintained as electronic workpapers in the audit systems. 
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Certification 

I certify that I have read and understand the above, as well as the OIG's Independence policy and 
GAGAS independence standards. With regard to the assigned project, I have evaluated threats to 
my independence, both independence of mind and in appearance,, and attest that ( select one): 

gi, have not identified any threats to my independence. 

D I have identified threats to independence and applied safeguards, as described below. 

Describe any threats to independence identified and safeguards &(!plied (attach 
additional page if necessary). 

D As a referencer for this project, I certify that I have not identified any threats to my 
independence that would prevent me from objectively perfonning the independent 
reference review. 

I also agree to reevaluate my independence whenever my assignment is changed or whenever my 
circumstances change while working on this project. If changes affecting either my 
independence or my objectivity regarding this project occur subsequent to the completion of this 
fonn, I will immediately notify the project manager or an approp1riate official if the project 
manager is not available. 

Project name: 2014 Congressional Request on the Board's Personnel Practices 

(b) (6) 

Individual's name: -:_ __________ ...---------

Date individual started OD project: ___ r .... / ........ 91...,½ .... 1 .... c/ ........ ______ _ 
(t>) (6) 

Signatur ___ Date: 'it/5 /L ':/ 
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OFF I CE OF l NSPECTOR GENIERAL 

BOA l{I) OF GOVl::l<NORS 01' TI IE F l:DliR,\L Rl,Sl:l{VE 5 YS'l'li M 

C ONSUM l;R FINA NC IAL r,urrncTION BURI:AU 

WASHINGTON, DC20551 

NON-DISCLOSURE AGREEM(ENT 

I, 6) [
6

} , understand that, in the course of performing work fo r the Office of 
Inspector General (OIO) of the Board of Governors of the r-ederal R1cserve System (Board) and tbe 
Consumer Financial Protection Bureau (CFPl3), I may come into possession of or obtain knowledge of 
information of the OIG, the Board, the Federal Open Market Committee (FOMC), the Federal Reserve 
Banks, or the CFPB that is not public or that has not and is not requiired by law lo be made public, 
including. for example. infonnation that is designated as restricted, controlled, proprietary, confidential, 
confidential supervisory, or personnel (collectively, "Confidential b1formation"). Confidential 
Information sha ll include, but is not limited to (I) information pe11ain ing to the security arrangements and 
strategies of the OTG, Board, f-OMC, Federal Reserve Banks, or CFPB (including information describing 
security controls related lo i11lormation technology infrastructure suc:h as network architecture and 
specific systems, applications, and databases); (2) economic data; (3) financ ial, statistical, and personnel 
data pettaining to the OIG, Board, FOMC, Federal Reserve Banks, CF PB, or other financial institutions; 
(4) financial , statistical, personnel planning and similar information irelating to past, present, or fu ture 
activities of the OIG, Board. FOMC, Federal Reserve Banks, or CFPB; (5) pre-decisional deliberative 
information and data; (6) law enforcement privileged information; (7) attorney-client privileged 
informatit-)11; (8) personally identifiable infonnation; (9) trade-secret information; and (10) non-public 
information included in the fiJes of the OlG, Board, FOMC, federal Reserve Banks, or CFPB. 

Confidenria l Information docs not include infonnmion that (1) is public; (2) is or becomes publicly 
available withour breach by 111c of this Non-Disc losure Agreement ('·NDA" ); (3) was rightfully received 
by me without obligation of confidentiality; or (4) was developed by me independently of any disclosures 
to me made by the OlG, Board, fOMC, federal Reserve Banks, or CFPB. Except for in formation I 
receive that is not Confidential Information, I will treat all information I receive from the OIG, Board, 
FOMC, Federal Reserve Banks, or CFPB as Confidential Infom1ation, regardless of the manner or form 
in which the information is transmi tted or accessible. In addition, 1 will also treat the advice, deliverables, 
products, outputs, or similar items I prov ide or produce while working with the OIG (" l'rod11ct 
!njim11atio11" ) as Confidential ln fonnalion until such time as the OIG informs me in writing that such 
Product Information is publ ic. 

Thus, I agree to the fo llowing terms: 

1. I will keep in confidence all Confidential Information that may be acquired in connection with or 
as a result of my responsibilities. Twi ll not, at any ti me, e ither during or after my work with the 
OIG, make publ ic or otherwise commun icate or disclose Co111fidential Information to anyone 
other than authorized personnel of the OIG, Board, FOMC, Federal Reserve Banks, or CFPB, 
without the OIG 's prior written consent. (The OIG wi ll cooirdinntc and obtain the necessary 
approva l(s) fron1 the Board, the FOMC, the Federal Reserve Banks, or the CFPB, as applicable.) 
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2. I will use Confidential lnfonnation solely in coMection with my responsibilities in working for 
the OIG. I will not directly or indirectly use Confidential Information for my private gain or for 
the private gain of another person or entity at any time, either during or after termination of my 
work with the OIG. 

3. I will inform the OIG of any external requests or demands for disclosure of Confidential 
Information, and I will refer all such demands and requests for disclosures, including but not 
limited to subpoenas, to the OIG. 

4. Should a question arise as to whether particular infonnation is Confidential Information, I will 
immediately contact the OIG and seek a determination as to the information's status. Until a 
determination has been made by the OIG (after coordination with the Board, FOMC, Federal 
Reserve Banks, or CFPB, as applicable), I shall treat it as Confidential Information in accordance 
with this NOA. 

S. At all times, including during and after my work with the OIG, I will take all necessary steps to 
protect Confidential Information subject to this NOA. 

6. Upon completion, expiration, or termination of my services, unless I am instructed otherwise by 
the OIG, I will promptly dispose of all Confidential Information in my possession in whatever 
manner is approved by the OIG for the disposal of such information, which may include the 
return of Confidential Information to the OIG. 

7. I understand that I am prohibited from releasing any publicity or advertising regarding the work I 
perform for the 010 and from using the name or insignia of the OIG, Board, FOMC, CFPB, 
Federal Reserve Banks, or the Federal Reserve System, or any variation or adaptation thereof, for 
any commercial, advertisement, promotional, or endorsement purposes, unless the OlG and the 
Board's Chief Operating Officer (or his/her designee) has given prior written consent for such 
release or use. 

8. I agree and acknowledge that the disclosure or use of any Confidential Information in breach of 
this NOA would cause irreparable harm to the 010, Board, FOMC, CFPB, or Federal Reserve 
Banks. Accordingly, in the event of such use or disclosure, I understand that I may be subject to 
legal or other action, which may include termination ofmy work with the OIG and referral for 
criminal prosecution, if appropriate. 

9. If I suspect that any Confidential Information to which I am given access is or may have been lost 
or disclosed without authorization, I will immediately notify the OJG. 

I understanding that this NDA, all of its terms and conditions, shall remain in effect following the expiration 
or termination of my work with the OIG until this NOA is terminated in writing by the OIG. 

DATE 

(6)(6) 

PrintedName 
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OFfICE Of INSPECTOR GENERAL 

BOARD 01' Cov1mNORS 01' ·11 rn FEDERAL R ESF:RVE 5YSTF.M 

CONSUMER F 1N1\ NCIAL PROTECTION BUREAU 

Statement of Independence on Individual Projects 

The Office of Inspector General (OIG) and its staff and contractors must be independent in all 
matters relating to audit. inspection. and evaluation work. OJG employees and contractors who 
are engaged in audits, inspections, or evaluations are to comply with the 0 10 policy AE-001. 
Independence, and conduct themselves in a maru1er consistent with the Board of Governors of 
the Federal Reserve System' s (Board) and the OIG's core values; the Board' s Principles of 
Erhical Conduct; the Standards of Ethical Conduct for Employees of the Executive Branch, 
issued by the U.S. Office of Government Ethics; the generally accepted government auditing 
standards (GAG AS), issued by the Comptroller General of the United States· Quality Standards 
for inspection and Evaluation. issued by the Council of the Inspectors Genera l on Integrity and 
Efficiency; and any other standards applicable to their project. 010 employees and contractors 
must take precautions to ensure that their conduct is perceived as being independent, 
profess ional, and appropriate and are not to become involved in situations that impair 
independence or give the appearance that impairment to independence exists. 

Independence comprises independence of mind and independence in appearance. Independence 
of mind is the state of mind that permits the performance of an audit without being affected by 
influences that compromise professional judgment, thereby allowing an individual to act with 
integrity and exercise objectivity and professional skepticism. [ndependence in appearance is the 
absence of circwnstances that would cause a reasonable and infonned third party, having 
knowledge of the relevant information, to reasonably conclude that the integrity, objectivity, or 
professional skepticism of an audit organization or member of the audit team had been 
compromised (GAGAS 3.03). 

GAGAS establishes the conceptual framework (see GAGAS 3.07- 3.26 and appendix II) that 
010 employees and contractors must use to identi fy and evaluate tlu-eats to independence given 
the circumstances of their work. Whether independence is impaired depends on the nature of the 
threat, whether the tlu-eat is of such significance that it would compromise an auditor's 
professional judgment or create the appearance that the auditor's professional judgment may be 
compromised, and the specific safeguards applied to eliminate the threat or reduce it to an 
acceptable level. GA GAS provides broad categories of threats (GA GAS 3.14) and examples of 
circumstances that create threats to independence (GAGAS A3.02-A3.09) and it describes 
safeguards that may be effective in certain circumstances (GAGAS 3.16-3.19). 

Consistent with GAGAS 3.21. 3.64. and 3.65, auditors use professional judgment in applying the 
conceptual framework to detennine independence in a given situation. When identi fying and 
evaluating threats to independence. OIG employees and contractors must consider the broad 
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categories of threats to independence and the example safeguards provided in GA GAS, as well 
as the unique circumstances of the project. In addition to the GAGAS examples, specific 
situations that threaten independence and must be reported to the project manager or an 
appropriate official if the project manager is not available include the following: 

• financial interest that is direct, or is significant or material though indirect, in the audited 
entity or program 

• seeking employment with the division or program area to be reviewed or under review 
(including the time period leading up to the submission of a job application) 

• preconceived ideas toward individuals, groups, organizations, or objectives of a 
particular program that could bias the project 

• official, professional, personal, financial, or any kind of relationship that might cause an 
OIG employee or contractor to limit the extent of his or her inquiry, to limit disclosure, 
or to weaken or slant findings in any way 

• external interference or influence that improperly or imprudently limits or modifies the 
scope of project work 

When these or any other apparent or potential threats to independence are identified, the 
individual must immediately and fully disclose the situation to the project manager. The project 
manager, in consultation with the applicable Senior OIG Manager and Associate Inspector 
General, must determine whether identified threats to independence are significant and whether 
they can be reduced to an acceptable level with the imposition of safeguards. Any disclosed 
threats to independence and applied safeguards must be documented on this form 
(GAGAS 3.24). If the disclosed threats to independence are deemed insignificant, the basis for 
that determination must be documented on this form. 

Failure to comply with the OIG's policies and procedures regarding independence may result in 
adverse or disciplinary action against the individual, up to and including termination, consistent 
with applicable Board policy. 

Instructions 

This form, which documents compliance with applicable independence standards, is to be 
completed at the start of each project by OIG or contractor project team members, as well as any 
OIG staff members who substantially contribute to the project in accordance with the OIG's 
Independence policy. Generally, the project's start date refers to the date the project is initiated 
in the audit system. A new form must be completed when circumstances change or when threats 
to independence arise that impact the individual's independence. In addition, this form must be 
completed by OIG referencers prior to their involvement in the project. The completed forms are 
maintained as electronic workpapers in the audit systems. 
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Certification 

I certify that I have read and understand the above, as well as the OIG's Independence policy and 
GAGAS independence standards. With regard to the assigned project, I have evaluated threats to 
my independence, both independence of mind and in appearance, and attest that (select one): 

✓i have not identified any threats to my independence. 

D I have identified threats to independence and applied safeguards, as described below. 

Describe any threats to inds,endence identified and safeguards applied (attach 
additional page if necessai:y). 

• As a referencer for this project, I certify that I have not identified any threats to my 
independence that would prevent me from objectively performing the independent 
reference review. 

I also agree to reevaluate my independence whenever my assignment is changed or whenever my 
circumstances change while working on this project. If changes affecting either my 
independence or my objectivity regarding this project occur subsequent to the completion of this 
form, I will immediately notify the project manager or an appropriate official if the project 
manager is not available. 

Project name: 2014 Congressional Request on the Board's Personnel Practices 

{6f(6 

Individual's name: - .:_ _______ ....:,---------

Date individual started on project: ___ ..;;?J'""",~---,;l/;..,1.1/--=-} .... 1/~-----
t6J (6) 

Signatur1 Date: g/ U f P-1 
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NON-DISCLOSURE AGREEMENT 

I, (b) (S) . understand that. in the course of perfom1ing work for the Office of 
lnspecror Genera l (OIG) of the Board of Governors of the Federal Reserve System (Board) and the 
Consumer Financial Protection Bureau (CFPB), I may come into possession of or obta in knowledge of 
information of the OJG, the Board, the Federal Open Market Committee (FOMC), the Federal Reserve 
Banks, or the CFPB that is not public or that has not and is not req uired by law to be made public, 
including, for example, information that is designated as restricted, controlled, proprietary, confidential. 
confidential supervisory, or personnel (collectively. "Confidenlial Information"). Confidentia l 
Infom,ation shall include, but is not limited to ( I) infonnation pertaining to the security arrangements and 
strategies of the OTG, Board. FOMC. f-'cdera l Reserve Banks, or CFPB (including information describing 
security controls related to information technology infrastructure such as network architecture and 
specific systems, applications, and databases); (2) economic data; (3) financ ial, statistical, and personnel 
data pertaining to the OIG, Board, FOMC, federal Reserve Banks, CFPB, or other financial institutions; 
(4) financial, statistical, personnel planning and similar infonnat ion relating to past, present, or future 
activities of the OlG, Board, FOMC, Federal Reserve Banks, or CFPB; (5) pre-decisional deliberative 
information and data: (6) Jaw enforcement privileged infonnation; (7) anomey-client privileged 
information; (8) personally identifiable information; (9) trade-secret information; and ( 10) non-public 
infonnation included in the files of the OTG, Board. FOMC, federal Reserve Banks. or CFPB. 

Confidential Information does not include infom1ation that ( I) is public: (2) is or becomes publicly 
available without breach by me of this Non-Disclosure Agreement ("NDA"); (3) was rightfully rece ived 
by me without obligation of confidentiality: or ( 4) was developed by me independently of any disclosures 
to me made by the OIG, Board, FOMC, Federal Reserve Banks, or CFPB. Except for info1111ation I 
receive that is not Confidential Information, J will treat all infonnation I receive from the OlG, Board, 
FOMC. Federal Reserve Banks, or CFPB as Confidential Information. regardless of the manner or form 
in which the infonnation is transmitted or accessible. Ln addition. l will also treat the advice. deliverables, 
products, outputs . or similor items I provide or produce while working with the OIG ("Product 
h!for111crtio11·') as Confidential Information until such time as the OlG infom1s me in writing that such 
Product Tnfom1ation is public. 

Thus, I agree to the fo llowing terms: 

l. I will keep in confidence all Confidential Information that may be acquired in connection with or 
as a result ofmy responsibilities. I will not, at any time, either during or after my work with the 
OIG, make public or otherwise communicate or di sclose Confidential lnfom1ation to anyone 
other than authorized personnel of the OIG, Board, FOMC, Federal Reserve Banks, or CFPB, 
without the OJG's prior written consent. (The OIG will coordinate and obtain the necessary 
approval(s) from U1e Board, the fOMC. the Federal Reserve Banks, or the Cf PB, as applicable.) 
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2. I will use Confidential lnfonnation solely in connection with my responsibilities in working for 
the OIG. I will not directly or indirectly use Confidential lnfonnation for my private gain or for 
the private gain of another person or entity at any time, either during or after tennination of my 
work with the OIG. 

3. I will inform the OIG of any external requests or demands for disclosure of Confidential 
Information, and I will refer all such demands and requests for disclosures, including but not 
limited to subpoenas, to the OIG. 

4. Should a question arise as to whether particular information is Confidential Information, I will 
immediately contact the OIG and seek a detennination as to the information's status. Until a 
determination has been made by the OIG (after coordination with the Board, FOMC, Federal 
Reserve Banks, or Cf PB, as applicable), I shall treat it as Confidential Infonnation in accordance 
with this NOA. 

5. At all times, including during and after my work with the OIG, I will take all necessary steps to 
protect Confidential lnfonnation subject to this NOA. 

6. Upon completion, expiration, or termination of my services, unless I am instructed otherwise by 
the OIG, I will promptly dispose of all Confidential Information in my possession in whatever 
manner is approved by the OIG for the disposal of such infonnation, which may include the 
return of Confidential Jnfonnation to the 010. 

7. I understand that I am prohibited from releasing any publicity or advertising regarding the work I 
perform for the OIG and from using the name or insignia of the 010, Board, FOMC, CFPB, 
Federal Reserve Banks, or the Federal Reserve System. or any variation or adaptation thereof, for 
any commercial, advertisement, promotional, or endorsement purposes, unless the OIG and the 
Board• s Chief Operating Officer ( or bis/her designee) has given prior written consent for such 
release or use. 

8. I agree and acknowledge that the disclosure or use of any Confidential lnfonnation in breach of 
this NOA would cause irreparable harm to the OIG, Board, FOMC, Cf PB, or Federal Reserve 
Banks. Accordingly, in the event of such use or disclosure, I understand that I may be subject to 
legal or other action, which may include termination of my work with the 010 and referral for 
criminal prosecution, if appropriate. 

9. If I suspect that any Confidential Information to which I am given access is or may have been lost 
or disclosed without authorization, I will immediately notify the OIG. 

I unde~~ing that this NOA, aU of its terms and conditions, shall remain in effect following the expiration 

r
ortenmnat1on ofm work with the OIG until this NOA is terminated in writing by the OIG 
6)(6} ' 

~/&II~ 
SIGNS\fuRE DATE 

Printed Name 
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From: Laura Polly
To: Sean Newman
Subject: FW: Final Audit Report on Board Diversity and Inclusion Efforts [FRSONLY]
Date: Wednesday, April 01, 2015 3:36:42 PM
Attachments: board-diversity-inclusion-mar2015.pdf

INTERNAL FR

 
 
Thanks,
Laura
 
___________________________________
Laura Polly  |  Supervisory Writer-Editor
Office of Inspector General
Board of Governors of the Federal Reserve System  |  Consumer Financial Protection Bureau
202-973-6118  |  c: 202-380-7687  |  f: 202-973-5044  |  laura.a.polly@frb.gov
OIG Hotline: 800-827-3340  |  oighotline@frb.gov
 
http://oig.federalreserve.gov  |  http://oig.consumerfinance.gov

 

From: Melissa Heist 
Sent: Tuesday, March 31, 2015 2:42 PM
To: Donald Hammond; Steven Kamin; Thomas Laubach; Nellie Liang; David Wilcox
Cc: Michell Clark; David Harmon; Sheila Clark; Lil Shewmaker; Tony Ogden; Tim Rogers; Mark Bialek;
 Scott Alvarez; Bill Mitchell
Subject: Final Audit Report on Board Diversity and Inclusion Efforts [FRSONLY]
 

INTERNAL FR

Good afternoon,
 
Attached is our final report titled The Board Can Enhance Its Diversity and Inclusion Efforts, OIG
 Report No. 2015-MO-B-006. It includes recommendations designed to improve the monitoring and
 promotion of diversity and inclusion at the Board, as well as strengthen related controls.
 
We will be providing the report to the requesters and the Chairman of the House Financial Services
 Committee later today and plan to post the report on our public website on April 3, 2015.
 
We appreciate the cooperation that we received during the audit. If you have any questions or wish
 to discuss this report further, please contact me at 202-973-5024, or Timothy Rogers, Senior OIG
 Manager for Management and Operations at 202-973-5042.
 
Melissa
Melissa M. Heist  |  Associate Inspector General for Audits and Evaluations
Office of Inspector General



Board of Governors of the Federal Reserve System  |  Consumer Financial Protection Bureau
202-973-5024 |  c: 202-689-9189 |  f: 202-973-5044 |  melissa.m.heist@frb.gov
OIG Hotline: 800-827-3340  |  oighotline@frb.gov
 
www.federalreserve.gov/oig
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From: Melissa Heist
To: Donald Hammond; Steven Kamin; Thomas Laubach; Nellie Liang; David Wilcox
Cc: Michell Clark; David Harmon; Sheila Clark; Lil Shewmaker; Tony Ogden; Tim Rogers; Mark Bialek; Scott Alvarez;

 Bill Mitchell
Subject: Final Audit Report on Board Diversity and Inclusion Efforts [FRSONLY]
Date: Tuesday, March 31, 2015 2:41:51 PM
Attachments: board-diversity-inclusion-mar2015.pdf

INTERNAL FR

Good afternoon,
 
Attached is our final report titled The Board Can Enhance Its Diversity and Inclusion Efforts, OIG
 Report No. 2015-MO-B-006. It includes recommendations designed to improve the monitoring and
 promotion of diversity and inclusion at the Board, as well as strengthen related controls.
 
We will be providing the report to the requesters and the Chairman of the House Financial Services
 Committee later today and plan to post the report on our public website on April 3, 2015.
 
We appreciate the cooperation that we received during the audit. If you have any questions or wish
 to discuss this report further, please contact me at 202-973-5024, or Timothy Rogers, Senior OIG
 Manager for Management and Operations at 202-973-5042.
 
Melissa
Melissa M. Heist  |  Associate Inspector General for Audits and Evaluations
Office of Inspector General
Board of Governors of the Federal Reserve System  |  Consumer Financial Protection Bureau
202-973-5024 |  c: 202-689-9189 |  f: 202-973-5044 |  melissa.m.heist@frb.gov
OIG Hotline: 800-827-3340  |  oighotline@frb.gov
 
www.federalreserve.gov/oig
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From: Tim Rogers
To: Donald Hammond; Steven Kamin; Thomas Laubach; Nellie Liang; David Wilcox
Cc: Michell Clark; David Harmon; Sheila Clark; Lil Shewmaker; Tony Ogden; Melissa Heist; Mark Bialek; Anna Saez;

 Kimberly Perteet
Subject: OIG Discussion Draft Report - Board Diversity and Inclusion [FRSONLY]
Date: Wednesday, March 04, 2015 4:35:24 PM
Attachments: OIG Board Discussion Draft Report Diversity and Inclusion 3 4 2015.pdf

RESTRICTED FR

Restricted-FR
Good afternoon,
 
We are providing the attached discussion draft report on our audit related to the Board’s diversity
 and inclusion efforts, The Board Can Enhance its Diversity and Inclusion Efforts, for your review. Our
 report is in response to the congressional letter that we received in March 2014 requesting our
 review of areas within the Board related to diversity and inclusion, including performance
 management, employee complaint handling, and recruiting and hiring, among others. The report
 includes recommendations designed to enhance and promote diversity and inclusion, as well as to
 strengthen related controls. The discussion draft will be used to facilitate our exit conference, to be
 scheduled for next week.  Should you have any questions, please contact Anna Saez, OIG Manager,
 at 202-973-5027, or me at 202-973-5042.
 
Because the draft report is still subject to revision, please appropriately safeguard the report to
 prevent premature disclosure. We appreciate the cooperation we have received from many staff
 throughout the Board, and look forward to meeting with you to discuss the diversity and inclusion
 draft report.
 
Regards,
 
Tim Rogers
_____________________________________________________________
Timothy Rogers  |  Sr. OIG Manager for Management and Operations
Audits and Evaluations
Office of Inspector General
Board of Governors of the Federal Reserve System  |  Consumer Financial Protection Bureau
202-973-5042  |  c: 202-450-7792  |  timothy.p.rogers@frb.gov
 
 



OFFICE OF I NS P ECTOR GENERAL 

BOARD OF GOVERNORS OF THE FEDERAL RESERVE SYSTEM 

CONSUMER FINANCIAL PROTECTION BURBAU 

September 2, 2014 

MEMORANDUM 

TO: Distribution List 

FROM: TimothyRoge~f~ 
Senior OIG ManG~r'io} Mc«tagement and Operations 
Office of Audits and Evaluations 

SUBJECT: The OlO's Audit of Workplace Diversity at the Board: Request for input on 
Factors Related to Ensuring Diversity 

The Office of Inspector Genera] is conducting an audit in response to a letter from the House 
Committee on Financial Services. The letter requests that our office review activities related to 
workplace diversity and inclusion at the Board. Our audit objective is to assess the Board' s 
personnel operations and other efforts to provide for equal employment opportunities, including 
equal opportunity for minorities and women to obtain senior management positions. and for 
racial, ethnic, and gender diversity in the workforce. Our announcement memorandum, with the 
committee' s request let1er attached, is provided as an attachment to this memorandum. 

As part of our review, we are identifying factors that may affect the Board 's ability to increase 
diversity in senior management, as well as understanding the role and involvement of the Office 
of Minority and Women Inclusion (OMWI) in monitoring the effect of the Board's personnel 
policies on minorities and women. We have been working with OMWl. the Equal Employment 
Opportunity (EEO) office, and human resources directly, but we also believe that our audit 
would be enhanced if we obtained the views of the agency' s senior management on the 
following questions: 

o)(S) 
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Because of the limited time we have to respond to the House Committee on Financial Services, 
our team would like to schedule a meeting in early September to discuss these questions with 
you or yow· designee. Should a meeting not be feasible, a conference call or an e-mail with 
responses to our questions is also suitable. Ideally. we would like your input on the questions 
above by September 9, 2014. Anna Saez, OIG Manager. is overs'ccing the project . Should you 
have any questions, feel free to contact Anna at 202-973-5027 or me at 202-973•5042. 

Thank you for your assistance with this effort. 

Attachment 
cc: Melissa Ht::isl, Associate Inspector General for Audits and Evaluations 

Distribution: 
Eric Belsky, Director, Division on Consumer and Community Affairs 
Michell Clark, Director, Management Division 
Robert Frierson, Secretary of the Board, Office of the Secretary 
Michael Gibson. Director. Division of Banking Supervision and Regulation 
Donald Hammond, Chief Operating Officer. Office of the Chjef Operating Officer 
William Mitchell. Director and Chief Financial Officer, Division of Financial Management 
Sharon Mowry, Director, Division of Information Technology 
Michelle Smith, Director, Office of Board Members 
Louise Roseman. Director, Division of Reserve Bank Operations and Payment Systems 



Attachment

April 25, 2014 

MEMORANDUM 

OFFICE OF INSPECTOR GENERAL 

BOARD OF GOVERNORS OF THE fEOERAL RESERVE SYSTEM 

CONSUMER FtNANClAL PROTECTION BUREAU 

TO: Donald Hammond 
Cruef Operating Officer 

FROM: Timothy Rogers ~ ~10 ~ 
Senior OIG Manager for Management and Operations 
Office of Audits and Evaluations 

SUBJECT: Congressional Request Regarding the Board' s Diversity and Inclusion Processes 

In response to a recent letter from the House Committee on Financial Services (attachment A), 
the Office of Inspector General is initiating an audit of the Board of Governors of the Federal 
Reserve System's (Board) activities related to diversity and inclusion processes. The objective of 
trus audit is to assess the Board's personnel operations and other efforts to provide for equal 
employment opportunities, including equal opportunity for minorities and women to obtain 
senior management positions, and for racial, ethnic, and gender diversity in the workforce. 

To answer our objective, we plan to 
• analyze information related to trend statistics, such as performance management results 

and promotions for minority and women employees, informal and formal equal 
employment opportunity complaint statistics, and employee satisfaction survey results 

• review relevant Board personnel operations, policies, and procedures, such as those 
related to performance management, to determine whether adequate controls are 
established to prevent and detect bias or discrimination 

• assess the Board's efforts to respond to complaints, employee satisfaction survey results, 
or other potential indications of bias and to increase diversity in management 

• evaluate the Office of Minority and Women Inclusion' s role and involvement in 
monitoring the impact of the Board' s personnel policies on minorities and women, as 
well as monitoring the agency' s efforts to increase diversity in senior management 
positions 
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• identify any factors that may impact the Board's ability to increase diversity in senior 
management positions 

Our scope will include personnel activities that took place from January 2011 through December 
2013, as well as changes to policies and procedures since December 2013. 

We will contact your office shortly to schedule an entrance conference to further discuss our 
planned work in more detail. Attachment B contains our initial list of documents that we are 
requesting to assist us in addressing our objective. Please provide the documents at your earliest 
convenience. If you have any questions concerning this audit, please contact Anna Saez, OIG 
Manager, at 202-973-5027 or me at 202-973-5042. 

Attachments 
cc: Michell Clark, Director, Management Division 

David Harmon, Chief Human Capital Officer 
Sheila Clark, Program Director, Office of Minority and Women Inclusion 
William Mitchell, Chief Financial Officer and Director, Division of Financial Management 
Orice Williams Brown, U.S. Government Accountability Office 
Mark Bialek, Inspector General 
J. Anthony Ogden, Deputy Inspector General 
Melissa Heist, Associate Inspector General for Audits and Evaluations 
Andrew Patchan Jr., Associate Inspector General for Information Technology 



Attachment A
JEB HENSARLING, T X, CHAIRMAN mlnitell ~tntes ~011se of 3R.epresentnti\Je% 

QI:ommittee on jf innttdal ~er\.Jices 
Wns{Jinuton, 1.B.Ql:. 20515 

March 24, 2014 

Inspector General Mark Bialek 
Board of Governors of the Federal Reserve System 
Office of Inspector General 
20th and C Streets N.W. 
Mail Stop 300 
Washington, DC 20551 

Dear Inspector General Bialek: 

MAXINE WATERS, CA, RANKING 
MEMBER 

We write to request that the Office of the Inspector General (OIG) for the Board of 
Governors of the Federal Reserve System (FRS) review the agency's internal operations to 
determine whether any personnel practices have created a discriminatory workplace or otherwise 
systematically disadvantaged minorities from obtaining senior management positions. 

Section 342 of the Dodd-Frank Wall Street Reform and Consumer Protection Act 
established an Office of Minority and Women Inclusion (OMWI) at most of the federal financial 
regulatory agencies, responsible for matters relating to diversity in management, employment, 
and business activities. Despite this statutory mandate, the Government Accountability Office 
(GAO) concluded in a report released last year that management-level representation of 
minorities and women among federal financial agencies and Federal Reserve Banks has not 
changed substantially from 2007 through 2011. In fact, across all federal financial regulators, 
agency representation of minorities was as low as 6 percent and dropped as low as zero percent 
at one of the Reserve Banks. In light · of these findings and the concerns raised by employee 
perforn1ance evaluations at the Consumer Financial Protection Bureau (CFPB), we believe the 
OIG should work in cooperation with Federal Reserve System's OMWI Director to assess 
cLment personnel practices and make recommendations necessary to ensure full compliance with 
the law. 

The 2013 GAO report, entitled "Trends and Practices in the Financial Industry and 
Agencies after the Recent Financial Crisis," documented the extremely poor representation of 
women and minorities in leadership positions wHhin the financial services industry and among 
federal financial regulators. According to GAO, industry representation of minorities in 2011 
was higher in lower-level management positions - approximately 20 percent - as compared to 
about 1 r percent of senior-level manager positions. 

While public attention is currently aiid justifiably focused on the CFPB, the most 
recent OMWI reports suggest the disparities impeding internal upward mobility for minorities 
may be endemic throughout all the agencies regulating the financial services industry. 
According to the Treasury Department's 2013 OMWI report, among its senior executive 
management, 86 percent are white men, compared to 7 percent Black men, 4 percent Hispanic 
men, and 3 percent Asian men. Among the agency's GS-15 employees, which serves as a 
pipeline to senior level management, white men are once again overrepresented at 86 percent, 
compared to 6 percent Black men, 2 percent Hispanic men, and 6 percent Asian men. 
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At the Federal Reserve, white men represent 50 percent of executive senior level 
managers, compared to just 28.7 percent represented by white women. Along ethnic categories, 
black and Hispanic men represent, respectively, roughly 5 percent and 1 percent of executive 
senior level managers. Black women represent roughly 6 percent and Hispanic women represent 
nearly 2 percent of senior managers. 

According to the most recent information from the GAO, at the National Credit Union 
Administration (NCUA), whites represent 88 percent of senior level management positions, 
compared to 4 percent represented by blacks and 4 percent by Hispanics. At the Office of the 
Comptroller of the Currency (OCC), whites represent 82 percent of senior level managers, 
compared to 9 percent black and 5 percent Hispanic. Whites represent 89 percent of senjor level 
management positions at the Securities and Exchange Commission, compared to 2 percent black 
and 5 percent Hispanic. Minorities appear to fair best at the Federal Housing Finance Agency, 
where whites represent 76 percent of senior level management positions, compared to 16 percent 
black and 8 percent Hispallic. However, more comprehensive analysis is still needed from the 
agency to fully assess the racial and gender employment of minorities in senior positions beyond 
the GAO's limited information. 

Accordingly, we request that the OIG examine any employee complaints, formal or 
informal, related to personnel practices, workplace policies and the findings from any employee 
satisfaction surveys, whether conducted by the Federal Reserve System or an outside entity. If 
the OIG identifies any individuals or groups of individuals who have exhibited discriminatory 
behaviors or patterns of unfair or unequal treatment, we ask that the OIG provide 
recommendations about appropriate actions, including remedial training or removal from 
employment with the agency. Furthermore, we request that the OIG assess the agency's OMWI 
operations, and ensure corrective actions are taken within the agency with regard to employee 
compensation, rating systems, retention, and promotion of women and minorities. 

Sincerely, 

~ 19 4~ 1a<;;: 4£~ ........-c.--=---2~~---i.-,, 
e4-o.~~ 



OFFICE OF INSPECTOR GENERAL 

BOARD OF GOVERNORS OP THE FEDERAL RESERVE SYSTEM 

CONSUMER FINANCIAL PROTECTION BUR.EAU 

September 2. 2014 

MEMORANDUM 

TO: 

FROM: 

SUBJECT: 

Scott Alvarez 
General Counsel, Legal Division 
Board of Governors of the Federal Reserve System 

Timothy Roger~ '-ft tfrtr--
Senior OJG Maniger tor ~anagement and Operations 
Office of Audits and Evaluations 

The OlG's Audit of Workplace Diversity at the Board: Request for (nput on 
Factors Related to Ensuring Diversity 

The Office oflnspector General is conducting an audit in response to a letter from the House: 
Committee on Financial Services. The letter requests that our office review activities related to 
workplace diversity and inclusion at the Board. Our audit objective is to assess the Board' s 
personnel operations and other efforts to provide for equal employment opportunities. includling 
equal opportunity for minorities and women to obtain senior management positions, and for 
racial, ethnic, and gender diversity in the workforce. Our announcement memorandum. with the 
committee's request letter attached. is provided as an attachment to th.is memorandum. 

As part of our review, we are identifying factors that may affect the Board's ability to increase 
diversity in senior management. as well as understanding the role and involvement of the Office 
of Minority and Women Inclusion (OMWI) in monitoring the effect of the Board's personnel 
policies on minorities and women. We have been working with OMWI, the Equal Employment 
Opportunity (EEO) office, and human resources directly, but we also believe that our audit 
would be enhanced if we obtained the views of the agency·s senior management on the 
following questions: 

(6) {5) 



Scott Alvarez 2 September 2, 2014 

(6)15 

Because of the limited time we have to respond to the House Committee on Financial Services, 
our team would like to schedule a meeting in early September to discuss these questions with 
you or your designee. Should a meeting not be feasible, a conference call or an e-mail response 
to our questions is also suitable. ldeaJly. we would like your input on the questions above by 
September 9, 201 4. Anna Saez, 010 Manager, is overseeing the project. Should you have any 
questions, feel free to contact Anna at 202-973-5027 or me at 202-973-5042. 

Thank you for your assistance with this effort. 

Attachment 
cc: Melissa Heist, Associate Inspector General for Audits and Evaluations 



Attachment

April 25, 2014 

MEMORANDUM 

OFFICE OF INSPECTOR GENERAL 

BOARD OF GOVERNORS OF THE fEOERAL RESERVE SYSTEM 

CONSUMER FtNANClAL PROTECTION BUREAU 

TO: Donald Hammond 
Cruef Operating Officer 

FROM: Timothy Rogers ~ ~10 ~ 
Senior OIG Manager for Management and Operations 
Office of Audits and Evaluations 

SUBJECT: Congressional Request Regarding the Board' s Diversity and Inclusion Processes 

In response to a recent letter from the House Committee on Financial Services (attachment A), 
the Office of Inspector General is initiating an audit of the Board of Governors of the Federal 
Reserve System's (Board) activities related to diversity and inclusion processes. The objective of 
trus audit is to assess the Board's personnel operations and other efforts to provide for equal 
employment opportunities, including equal opportunity for minorities and women to obtain 
senior management positions, and for racial, ethnic, and gender diversity in the workforce. 

To answer our objective, we plan to 
• analyze information related to trend statistics, such as performance management results 

and promotions for minority and women employees, informal and formal equal 
employment opportunity complaint statistics, and employee satisfaction survey results 

• review relevant Board personnel operations, policies, and procedures, such as those 
related to performance management, to determine whether adequate controls are 
established to prevent and detect bias or discrimination 

• assess the Board's efforts to respond to complaints, employee satisfaction survey results, 
or other potential indications of bias and to increase diversity in management 

• evaluate the Office of Minority and Women Inclusion' s role and involvement in 
monitoring the impact of the Board' s personnel policies on minorities and women, as 
well as monitoring the agency' s efforts to increase diversity in senior management 
positions 
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• identify any factors that may impact the Board's ability to increase diversity in senior 
management positions 

Our scope will include personnel activities that took place from January 2011 through December 
2013, as well as changes to policies and procedures since December 2013. 

We will contact your office shortly to schedule an entrance conference to further discuss our 
planned work in more detail. Attachment B contains our initial list of documents that we are 
requesting to assist us in addressing our objective. Please provide the documents at your earliest 
convenience. If you have any questions concerning this audit, please contact Anna Saez, OIG 
Manager, at 202-973-5027 or me at 202-973-5042. 

Attachments 
cc: Michell Clark, Director, Management Division 

David Harmon, Chief Human Capital Officer 
Sheila Clark, Program Director, Office of Minority and Women Inclusion 
William Mitchell, Chief Financial Officer and Director, Division of Financial Management 
Orice Williams Brown, U.S. Government Accountability Office 
Mark Bialek, Inspector General 
J. Anthony Ogden, Deputy Inspector General 
Melissa Heist, Associate Inspector General for Audits and Evaluations 
Andrew Patchan Jr., Associate Inspector General for Information Technology 



Attachment A
JEB HENSARLING, T X, CHAIRMAN mlnitell ~tntes ~011se of 3R.epresentnti\Je% 

QI:ommittee on jf innttdal ~er\.Jices 
Wns{Jinuton, 1.B.Ql:. 20515 

March 24, 2014 

Inspector General Mark Bialek 
Board of Governors of the Federal Reserve System 
Office of Inspector General 
20th and C Streets N.W. 
Mail Stop 300 
Washington, DC 20551 

Dear Inspector General Bialek: 

MAXINE WATERS, CA, RANKING 
MEMBER 

We write to request that the Office of the Inspector General (OIG) for the Board of 
Governors of the Federal Reserve System (FRS) review the agency's internal operations to 
determine whether any personnel practices have created a discriminatory workplace or otherwise 
systematically disadvantaged minorities from obtaining senior management positions. 

Section 342 of the Dodd-Frank Wall Street Reform and Consumer Protection Act 
established an Office of Minority and Women Inclusion (OMWI) at most of the federal financial 
regulatory agencies, responsible for matters relating to diversity in management, employment, 
and business activities. Despite this statutory mandate, the Government Accountability Office 
(GAO) concluded in a report released last year that management-level representation of 
minorities and women among federal financial agencies and Federal Reserve Banks has not 
changed substantially from 2007 through 2011. In fact, across all federal financial regulators, 
agency representation of minorities was as low as 6 percent and dropped as low as zero percent 
at one of the Reserve Banks. In light · of these findings and the concerns raised by employee 
perforn1ance evaluations at the Consumer Financial Protection Bureau (CFPB), we believe the 
OIG should work in cooperation with Federal Reserve System's OMWI Director to assess 
cLment personnel practices and make recommendations necessary to ensure full compliance with 
the law. 

The 2013 GAO report, entitled "Trends and Practices in the Financial Industry and 
Agencies after the Recent Financial Crisis," documented the extremely poor representation of 
women and minorities in leadership positions wHhin the financial services industry and among 
federal financial regulators. According to GAO, industry representation of minorities in 2011 
was higher in lower-level management positions - approximately 20 percent - as compared to 
about 1 r percent of senior-level manager positions. 

While public attention is currently aiid justifiably focused on the CFPB, the most 
recent OMWI reports suggest the disparities impeding internal upward mobility for minorities 
may be endemic throughout all the agencies regulating the financial services industry. 
According to the Treasury Department's 2013 OMWI report, among its senior executive 
management, 86 percent are white men, compared to 7 percent Black men, 4 percent Hispanic 
men, and 3 percent Asian men. Among the agency's GS-15 employees, which serves as a 
pipeline to senior level management, white men are once again overrepresented at 86 percent, 
compared to 6 percent Black men, 2 percent Hispanic men, and 6 percent Asian men. 
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At the Federal Reserve, white men represent 50 percent of executive senior level 
managers, compared to just 28.7 percent represented by white women. Along ethnic categories, 
black and Hispanic men represent, respectively, roughly 5 percent and 1 percent of executive 
senior level managers. Black women represent roughly 6 percent and Hispanic women represent 
nearly 2 percent of senior managers. 

According to the most recent information from the GAO, at the National Credit Union 
Administration (NCUA), whites represent 88 percent of senior level management positions, 
compared to 4 percent represented by blacks and 4 percent by Hispanics. At the Office of the 
Comptroller of the Currency (OCC), whites represent 82 percent of senior level managers, 
compared to 9 percent black and 5 percent Hispanic. Whites represent 89 percent of senjor level 
management positions at the Securities and Exchange Commission, compared to 2 percent black 
and 5 percent Hispanic. Minorities appear to fair best at the Federal Housing Finance Agency, 
where whites represent 76 percent of senior level management positions, compared to 16 percent 
black and 8 percent Hispallic. However, more comprehensive analysis is still needed from the 
agency to fully assess the racial and gender employment of minorities in senior positions beyond 
the GAO's limited information. 

Accordingly, we request that the OIG examine any employee complaints, formal or 
informal, related to personnel practices, workplace policies and the findings from any employee 
satisfaction surveys, whether conducted by the Federal Reserve System or an outside entity. If 
the OIG identifies any individuals or groups of individuals who have exhibited discriminatory 
behaviors or patterns of unfair or unequal treatment, we ask that the OIG provide 
recommendations about appropriate actions, including remedial training or removal from 
employment with the agency. Furthermore, we request that the OIG assess the agency's OMWI 
operations, and ensure corrective actions are taken within the agency with regard to employee 
compensation, rating systems, retention, and promotion of women and minorities. 

Sincerely, 

~ 19 4~ 1a<;;: 4£~ ........-c.--=---2~~---i.-,, 
e4-o.~~ 



OFF I CE OF INSPECTOR GENERAL 

BOARD OF GOVllRNORS OF TIIE fl!DllRAL RESERVE SYSTEM 

CONSUMER FINANCIAL PROTECTION BUR.EAU 

September 2, 2014 

MEMORANDUM 

TO: Distribution List 

FROM: Timothy Roger</5f/.~ /(ry<---
Senior OJG Manrge; f~IManagement and Operations 
Office of Audits and Evaluations 

SUBJECT! The OIG's Audit of Workplace Diversity at the Board: Request for Input on 
Factors Related to Ensuring Diversity 

The Office of Inspector General is conducting an audit in response to a letter from the House 
Committee on Financial Services. The letter requests that our office review activities related to 

workplace diversity and inclusion at the Board. Our audit objective is to assess the Board's 
personnel operations and other efforts to provide for equal employment opportunities. including 
equal opportunity for minorities and women to obtain senior management positions, and for 
raciaJ, elhnic. and gender diversity in the workforce. Our announcement memorandum, with the 
committee's request letter attached, is provided as an attachment to this memorandum. 

As part of our review, we are identifying factors that may affect the Board's ability to increase 
diversity in senior management, as well as understanding the role and involvement of the Orfice 
of Minority and Women Inclusion (OMWI) in monitoring the effect of the Board· s personnel 
policies on minorities and women. We have been working with OMWl, the Equal Employment 
Opportunity (EEO) office, and human resources directly, but we also believe that our audit 
would be enhanced if we obtained the views of the agency's senior management on the 
following questions: 

o) (5) 
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Because of the limited time we have to respond to the House Committee on Financial Services, 
our team would like to schedule a meeting in early September to discuss these questions with 
you or your designee. Should a meeting not be feasible, a conference call or an e-mail response 
to our questions is also suitable. Ideally, we would like your input on the questions above by 
September 9, 2014. Anna Saez, OIG Manager, is overseeing the project. Should you have any 
questions, feel free to contact Anna at 202-973-5027 or me at 202-973-5042. 

Thank you for your assistance with this effort. 

Attachment 
cc: Melissa Heist, Associate Inspector General for Audits and Evaluations 

Distribution: 
William English, Director, Division of Monetary Affairs 
Steven Kamin, Director, Division of International finance 
Nellie Liang. Director, Office of Financial Stability Policy & Research 
l)avid Wilcox. Director. Division of Research and Statistics 



Attachment

April 25, 2014 

MEMORANDUM 

OFFICE OF INSPECTOR GENERAL 

BOARD OF GOVERNORS OF THE fEOERAL RESERVE SYSTEM 

CONSUMER FtNANClAL PROTECTION BUREAU 

TO: Donald Hammond 
Cruef Operating Officer 

FROM: Timothy Rogers ~ ~10 ~ 
Senior OIG Manager for Management and Operations 
Office of Audits and Evaluations 

SUBJECT: Congressional Request Regarding the Board' s Diversity and Inclusion Processes 

In response to a recent letter from the House Committee on Financial Services (attachment A), 
the Office of Inspector General is initiating an audit of the Board of Governors of the Federal 
Reserve System's (Board) activities related to diversity and inclusion processes. The objective of 
trus audit is to assess the Board's personnel operations and other efforts to provide for equal 
employment opportunities, including equal opportunity for minorities and women to obtain 
senior management positions, and for racial, ethnic, and gender diversity in the workforce. 

To answer our objective, we plan to 
• analyze information related to trend statistics, such as performance management results 

and promotions for minority and women employees, informal and formal equal 
employment opportunity complaint statistics, and employee satisfaction survey results 

• review relevant Board personnel operations, policies, and procedures, such as those 
related to performance management, to determine whether adequate controls are 
established to prevent and detect bias or discrimination 

• assess the Board's efforts to respond to complaints, employee satisfaction survey results, 
or other potential indications of bias and to increase diversity in management 

• evaluate the Office of Minority and Women Inclusion' s role and involvement in 
monitoring the impact of the Board' s personnel policies on minorities and women, as 
well as monitoring the agency' s efforts to increase diversity in senior management 
positions 
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• identify any factors that may impact the Board's ability to increase diversity in senior 
management positions 

Our scope will include personnel activities that took place from January 2011 through December 
2013, as well as changes to policies and procedures since December 2013. 

We will contact your office shortly to schedule an entrance conference to further discuss our 
planned work in more detail. Attachment B contains our initial list of documents that we are 
requesting to assist us in addressing our objective. Please provide the documents at your earliest 
convenience. If you have any questions concerning this audit, please contact Anna Saez, OIG 
Manager, at 202-973-5027 or me at 202-973-5042. 

Attachments 
cc: Michell Clark, Director, Management Division 

David Harmon, Chief Human Capital Officer 
Sheila Clark, Program Director, Office of Minority and Women Inclusion 
William Mitchell, Chief Financial Officer and Director, Division of Financial Management 
Orice Williams Brown, U.S. Government Accountability Office 
Mark Bialek, Inspector General 
J. Anthony Ogden, Deputy Inspector General 
Melissa Heist, Associate Inspector General for Audits and Evaluations 
Andrew Patchan Jr., Associate Inspector General for Information Technology 



Attachment A
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March 24, 2014 

Inspector General Mark Bialek 
Board of Governors of the Federal Reserve System 
Office of Inspector General 
20th and C Streets N.W. 
Mail Stop 300 
Washington, DC 20551 

Dear Inspector General Bialek: 

MAXINE WATERS, CA, RANKING 
MEMBER 

We write to request that the Office of the Inspector General (OIG) for the Board of 
Governors of the Federal Reserve System (FRS) review the agency's internal operations to 
determine whether any personnel practices have created a discriminatory workplace or otherwise 
systematically disadvantaged minorities from obtaining senior management positions. 

Section 342 of the Dodd-Frank Wall Street Reform and Consumer Protection Act 
established an Office of Minority and Women Inclusion (OMWI) at most of the federal financial 
regulatory agencies, responsible for matters relating to diversity in management, employment, 
and business activities. Despite this statutory mandate, the Government Accountability Office 
(GAO) concluded in a report released last year that management-level representation of 
minorities and women among federal financial agencies and Federal Reserve Banks has not 
changed substantially from 2007 through 2011. In fact, across all federal financial regulators, 
agency representation of minorities was as low as 6 percent and dropped as low as zero percent 
at one of the Reserve Banks. In light · of these findings and the concerns raised by employee 
perforn1ance evaluations at the Consumer Financial Protection Bureau (CFPB), we believe the 
OIG should work in cooperation with Federal Reserve System's OMWI Director to assess 
cLment personnel practices and make recommendations necessary to ensure full compliance with 
the law. 

The 2013 GAO report, entitled "Trends and Practices in the Financial Industry and 
Agencies after the Recent Financial Crisis," documented the extremely poor representation of 
women and minorities in leadership positions wHhin the financial services industry and among 
federal financial regulators. According to GAO, industry representation of minorities in 2011 
was higher in lower-level management positions - approximately 20 percent - as compared to 
about 1 r percent of senior-level manager positions. 

While public attention is currently aiid justifiably focused on the CFPB, the most 
recent OMWI reports suggest the disparities impeding internal upward mobility for minorities 
may be endemic throughout all the agencies regulating the financial services industry. 
According to the Treasury Department's 2013 OMWI report, among its senior executive 
management, 86 percent are white men, compared to 7 percent Black men, 4 percent Hispanic 
men, and 3 percent Asian men. Among the agency's GS-15 employees, which serves as a 
pipeline to senior level management, white men are once again overrepresented at 86 percent, 
compared to 6 percent Black men, 2 percent Hispanic men, and 6 percent Asian men. 
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At the Federal Reserve, white men represent 50 percent of executive senior level 
managers, compared to just 28.7 percent represented by white women. Along ethnic categories, 
black and Hispanic men represent, respectively, roughly 5 percent and 1 percent of executive 
senior level managers. Black women represent roughly 6 percent and Hispanic women represent 
nearly 2 percent of senior managers. 

According to the most recent information from the GAO, at the National Credit Union 
Administration (NCUA), whites represent 88 percent of senior level management positions, 
compared to 4 percent represented by blacks and 4 percent by Hispanics. At the Office of the 
Comptroller of the Currency (OCC), whites represent 82 percent of senior level managers, 
compared to 9 percent black and 5 percent Hispanic. Whites represent 89 percent of senjor level 
management positions at the Securities and Exchange Commission, compared to 2 percent black 
and 5 percent Hispanic. Minorities appear to fair best at the Federal Housing Finance Agency, 
where whites represent 76 percent of senior level management positions, compared to 16 percent 
black and 8 percent Hispallic. However, more comprehensive analysis is still needed from the 
agency to fully assess the racial and gender employment of minorities in senior positions beyond 
the GAO's limited information. 

Accordingly, we request that the OIG examine any employee complaints, formal or 
informal, related to personnel practices, workplace policies and the findings from any employee 
satisfaction surveys, whether conducted by the Federal Reserve System or an outside entity. If 
the OIG identifies any individuals or groups of individuals who have exhibited discriminatory 
behaviors or patterns of unfair or unequal treatment, we ask that the OIG provide 
recommendations about appropriate actions, including remedial training or removal from 
employment with the agency. Furthermore, we request that the OIG assess the agency's OMWI 
operations, and ensure corrective actions are taken within the agency with regard to employee 
compensation, rating systems, retention, and promotion of women and minorities. 

Sincerely, 

~ 19 4~ 1a<;;: 4£~ ........-c.--=---2~~---i.-,, 
e4-o.~~ 



From: 

To: 
Cc: 
Subject: 
Date: 

Attachments: 

Melissa Heist 

Tim Rogers: Anna Saez: Kimberly Perteet: Brian Murphy: Sean Newman: Sopeany 
MattSimber 

FW: OIG Draft Report on Board Diversity and Inclusion Efforts [FRSONLY] 

Thursday, March 19, 2015 3:59:10 PM 
OIG Draft Report for Official Comment Board Diversity 03-19-15.pdf 

INTERNAL FR 
double click attachment to open 

PSSC:D.l PRG 

PurposeJ 6)75 

Source: OIG 

Prepared by: Kimberly Perteet, SR 
Auditor 

Thank you so much! I hope you' ll now be able t o have the really great weekend you all deserve. 
Reviewed by: Anna Saez, SR Manager 

Melissa 

Melissa M. Heist I Associate Inspector General for Audits and Evaluations 

Office of Inspector General 

Board of Governors of the Federal Reserve System I Consumer Financial Protection Bureau 

202-973-5024 I c: 202-689-9189 I f: 202-973-5044 I melissa m beist@frb gov 
OIG Hotline: 800-827-3340 I oighotlioe@frb gov 

www federaireserve gov/oig 

From: Melissa Heist 
Sent: Thursday, March 19, 2015 3:53 PM 
To: Donald Hammond; Steven Kamin; Thomas Laubach; Nellie Liang; David Wilcox 
Cc: David Harmon; Sheila Clark; Michell Clark; Lil Shewmaker; Scott Alvarez; Tony Ogden; Kit 
Wheat ley 
Subject: OIG Draft Report on Board Diversity and Inclusion Efforts [FRSONLY] 

INTERNAL FR 

Good Afternoon, 

We are providing for your comment the attached draft report on our audit of the Board's 
diversity and inclusion efforts. We greatly appreciate the cooperation and support provided by 
you and your staff during this audit. The Congressional requestor for this audit has asked that 
we issue this report by March 31, so we are requesting you provide your written comments by 
Thursday, March 26, 2015. If you or your staff have any questions, please feel free to contact 
me or Tim Rogers, Senior OIG Manager, at 202-973-5042. 

Thank you, 
Melissa 
Melissa M. Heist I Associate Inspector General for Audits and Evaluations 

Office of Inspector General 

Board of Governors of the Federal Reserve System I Consumer Financial Protection Bureau 

202-973-5024 I c: 202-689-9189 I f: 202-973-5044 I melissa.m.heist@frb.gov 

OIG Hotline: 800-827-3340 I oighotline@frb.gov 
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March 12, 2015 

MEMORANDUM 

OFFICE OF I NS PECTOR G EN ERAL 

BOARD OF GOVERNORS OF THE FEDERAL RESERVE SYSTEM 

CONSUMER FINANCIAL PROTECTION BUREAU 

TO: Audit of the Board's Diversity and Inclusion Processes Audit File 

FROM: Kimberly Pe1teet 

CC: Anna Saez 

SUBJECT: OIG's Analysis of the Board's MD 715 Requirements for Banier Analysis 

The MD-715 states that agencies must regularly evaluate their employment practices to identify 
baniers to equality of opportunity for all individuals. Where such baniers are identified, agencies 
must take measures to eliminate them. With these steps, agencies will ensure that all persons are 
provided opportunities to participate in the full range of employment opportunities and achieve 
to their fullest potential. 

We identified in the Board's annual MD-715 reports for 201 1-2013, the Board repo1ts its 
identification of baniers to equal employment opportunity and its plans to eliminate such 
baniers. See pages 5- 48 ,2011 Ill E l .SB 2012 Ill E.J .59 2013 II E.3.6@ . 
~ Draft for Offiojal Comment_PartS_Survey_ODI 
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Brian Murphy

From: Kimberly Perteet
Sent: Wednesday, September 03, 2014 8:20 AM
To: Brian Murphy
Subject: FW: OIG Audit of Workplace Diversity at the Board -FRSONLY-
Attachments: OIG Memo Board Diversity Factors Div 09 02 14.pdf

 
 

From: Tim Rogers  
Sent: Tuesday, September 02, 2014 6:36 PM 
To: Eric Belsky; Michell Clark; Bob Frierson; Michael Gibson; Donald Hammond; Bill Mitchell; Sharon Mowry; Michelle 
Smith; Louise Roseman 
Cc: Melissa M. Heist; Anna Saez; Kimberly Perteet 
Subject: OIG Audit of Workplace Diversity at the Board -FRSONLY- 
 
Good afternoon, 
 
The Office of Inspector General is conducting an audit in response to a letter from the House Committee on Financial 
Services. The letter requests that our office review activities related to workplace diversity and inclusion at the 
Board.  As described in the attached memorandum, we are seeking input from the Board’s division directors on factors 
that may affect the Board’s ability to increase diversity in senior management, to include the role of the Office of 
Minority and Women Inclusion.  Included in the attached is a copy of our original announcement letter, as well the 
congressional request.  Should you have any questions you may contact Anna Saez, OIG Manager, at 202‐973‐5027, or 
me at 202‐973‐5042.  We appreciate your assistance in this effort. 
 
Regards, 
 
Tim Rogers 
 
_____________________________________________________________ 
Timothy Rogers  |  Sr. OIG Manager for Management and Operations 
Audits and Evaluations 
Office of Inspector General 
Board of Governors of the Federal Reserve System  |  Consumer Financial Protection Bureau 
202-973-5042  |  c: 202-450-7792  |  timothy.p.rogers@frb.gov 
 
www.federalreserve.gov/oig 
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Brian Murphy

From: Kimberly Perteet
Sent: Wednesday, September 03, 2014 8:20 AM
To: Brian Murphy
Subject: FW: OIG Audit of Workplace Diversity at the Board -FRSONLY-
Attachments: OIG Memo Board Diversity Factors Legal Div 09 02 14.pdf

 
 

From: Tim Rogers  
Sent: Tuesday, September 02, 2014 6:39 PM 
To: Scott Alvarez 
Cc: Melissa M. Heist; Anna Saez; Kimberly Perteet 
Subject: OIG Audit of Workplace Diversity at the Board -FRSONLY- 
 
Good afternoon Scott, 
 
The Office of Inspector General is conducting an audit in response to a letter from the House Committee on Financial 
Services. The letter requests that our office review activities related to workplace diversity and inclusion at the 
Board.  As described in the attached memorandum, we are seeking input from the Board’s division directors on factors 
that may affect the Board’s ability to increase diversity in senior management, to include the role of the Office of 
Minority and Women Inclusion.  Included in the attached is a copy of our original announcement letter, as well the 
congressional request.  Should you have any questions you may contact Anna Saez, OIG Manager, at 202‐973‐5027, or 
me at 202‐973‐5042.  We appreciate your assistance in this effort. 
 
Regards, 
 
Tim Rogers 
 
_____________________________________________________________ 
Timothy Rogers  |  Sr. OIG Manager for Management and Operations 
Audits and Evaluations 
Office of Inspector General 
Board of Governors of the Federal Reserve System  |  Consumer Financial Protection Bureau 
202-973-5042  |  c: 202-450-7792  |  timothy.p.rogers@frb.gov 
 
www.federalreserve.gov/oig 
 



1

Brian Murphy

From: Kimberly Perteet
Sent: Wednesday, September 03, 2014 8:11 AM
To: Brian Murphy
Subject: FW: OIG Audit of Workplace Diversity at the Board -FRSONLY-
Attachments: OIG Memo Board Diversity Res Div 09 02 14.pdf

 
Please save this correspondence along with the attach for your workpaper (analysis/procedure steps)  

From: Tim Rogers  
Sent: Tuesday, September 02, 2014 6:31 PM 
To: William English; Steven Kamin; Nellie Liang; David Wilcox 
Cc: Melissa M. Heist; Anna Saez; Kimberly Perteet 
Subject: OIG Audit of Workplace Diversity at the Board -FRSONLY- 
 
Good afternoon, 
 
The Office of Inspector General is conducting an audit in response to a letter from the House Committee on Financial 
Services. The letter requests that our office review activities related to workplace diversity and inclusion at the 
Board.  As described in the attached memorandum, we are seeking input from the Board’s division directors on factors 
that may affect the Board’s ability to increase diversity in senior management, to include the role of the Office of 
Minority and Women Inclusion.  Included in the attached is a copy of our original announcement letter, as well the 
congressional request.  Should you have any questions you may contact Anna Saez, OIG Manager, at 202‐973‐5027, or 
me at 202‐973‐5042.  We appreciate your assistance in this effort. 
 
Regards, 
 
Tim Rogers 
 
_____________________________________________________________ 
Timothy Rogers  |  Sr. OIG Manager for Management and Operations 
Audits and Evaluations 
Office of Inspector General 
Board of Governors of the Federal Reserve System  |  Consumer Financial Protection Bureau 
202-973-5042  |  c: 202-450-7792  |  timothy.p.rogers@frb.gov 
 
www.federalreserve.gov/oig 
 



Profile 

General 

Code: 

Name: 

Audit Plan: 

Entities: 

Unit: 

Group: 

Type: 

location: 

Scope: 

Origin: 

Team 

The Board Can Enhance Its Diversity and Inclusion Efforts 

2015-MO-B-006 

The Board Can Enhance Its Diversity and Inclusion Efforts 

2014 

Name 

Federal Reserve Board (FRB) 

Audits & Evaluations 

Management & Operations 

FRB 

Other 

Breadcrumb 

Organizations > Federal Reserve Board (FRB) 

lead· Kimberly Perteet 

Manag er. 

Staff Type: 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Schedule 

 

 
Actual Start Date: 4/4/2014 
Actual End Date:  
 

Actual Hours:  0 
 

Actual Resource Costs:   
 

Actual External Costs:  $0.00 
 

Actual Expenses:   

(b) (5)

(b) (5)

(b) (5)

(b) (5)

(b) (5)

(b) (5)

(b) (5)

(b) (5)



The Board Can Enhance Its Diversity and Inclusion Efforts 

Risk 
Risk:    
Total Risk Score: 0 
Inherent Risk:  0 
Residual Risk:  0 

Objective(s) 
2014 Congressional Request on the Board’s Personnel Practices in Team Mate 
  
 

Background 
 

Planning 
 

Scope 
 

General 
 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Contact 

Primary 
 

Other 
 

Summary 
Final Risk:   
Opinion:   
Cost Savings:  $0.00 
Cost Avoidance: $0.00 
Rating:    
Summary: 
 

Tracking 

Actual Draft Date:  3/19/2015 
 

Actual Response Date:  3/19/2015 

(b) (5)

(b) (5)



The Board Can Enhance Its Diversity and Inclusion Efforts 

6) 5) 

Actual Issue Date: 3/31 /2015 

Milestones 

Category 
l6HSJ 

Act. Date Comments 

Blank 

Entrance Meeting 5/12/2014 

Midpoint Meeting 9/3/2014 

Project Design Meeting 5/12/2014 

Message Development 10/2/2014 

Meeting 

AIG-Approved Draft Report 3/4/2015 

Discussion Draft Report 3/4/2015 

Exit Meeting 3/13/2015 

Formal Draft Report 3/19/2015 

Final Report 3/31 /2015 

Custom Properties 

I Custom Property Name I Value 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Procedures 

Summary Detail 

A.1.PRG- OIG Team Meetings Purpose: 
Conduct periodic meetings with senior OIG management (i.e., Senior 

Procedure Step: i6) (5)7 CR Meetings with Senior 
Managers and above) as necessary. 

Management (If items critical to the audit, such as termination of the audit prior to 

Type: Fieldwork 
completion, deviations from GAGAS, etc. are discussed, they should be 
documented.) 

Assigned To: 

Prepared By: SMN, 10/8/2014 Criteria: 

Reviewed By: (None) GAGAS 6.50 and 6.53-6.55 

6.50 If an audit is terminated before it is completed and an audit report is 
PROPERTIES: not issued, auditors should document the results of the work to the date of 

location: termination and why the audit was terminated . Determining whether and 
how to communicate the reason for terminating the audit to those charged 

Frequency: with governance, appropriate officials of the audited entity, the entity 

Category 4: contracting for or requesting the audit , and other appropriate officials will 
depend on the facts and circumstances and, therefore, is a matter of 

User Category: professional judgment. 

Category5 6.53 Audit supervisors or those designated to supervise auditors must 

Category6 
properly supervise audit staff. 
6.54 Audit supervision involves providing sufficient guidance and direction 
to staff assigned to the audit to address the audit objectives and follow 

SCORECARD: 
applicable requirements, while staying informed about significant problems 
encountered, reviewing the work performed, and providing effective on-the-

Rating: job training. 
6.55 The nature and extent of the supervision of staff and the review of 

Sample Size: audit work may vary depending on a number of factors, such as the size of 
the audit organization, the significance of the work, and the experience of 
the staff. 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 

Source: 

Auditor's Notes Taken During the Meeting 

Scope: 
The purpose of the meeting was to discuss the project status with senior 
leadership 

Details: 

Record of Work Done: 

fb) (5) 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 

b)(S) 

J Conclusion: 
'(6) (5) 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 

Notes: 

Results 4: 

A.1.PRG- OIG Team Meetings ~ u{gf_s_ec_. _____________________ _ 

Procedure Step: 

and Other OIGs 

Type: 

Assigned To: 

Prepared By: 

Reviewed By: 

PROPERTIES: 

Location: 

Frequency: 

Category 4: 

User Category: 

Category5 

Category6 

SCORECARD: 

Rating: 

04/14/14 Meeting with Senior Management 

Fieldwork 

SMN, 7/9/2014 

(None) 

Criteria: 
<P style="MARGIN- TOP : 0px; DIRECTION : ltr; MARGIN
BOTTOM : 0px" ><SPAN style="FONT- FAMILY : Tahoma; FONT
SIZE : 12pt" >GAGAS </SPAN>6 . 50 and 6 . 53-
6 . 55&nbsp; &nbsp; </P> 
<P style="MARGIN- TOP : 0px; DIRECTION : ltr; MARGIN
BOTTOM : 0px" >&nbsp ; </P> 



Summary 

Sample Size: 

The Board Can Enhance Its Diversity and Inclusion Efforts 

Detail 
<P style="MARGI N- TOP : 0px; DIRECTION: ltr; MARGIN
BOTTOM: 0px"></SPAN></P> 
<P></P><SPAN style="FONT- SIZE : 12pt; FONT- WEIGHT: bold"> 
<P><SPAN style="FONT-FAMILY: Tahoma; FONT- SIZE : 
12pt">6.50 </SPAN></SPAN><SPAN style="FONT-FAMILY: 
Tahoma; FONT-SIZE : 12pt">If an audit is ter minated 
before it is completed and an audit report is not 
issued, auditors should document the results of the work 
to the date of ter mination and why the audit was 
ter minated . Determining whether and how t o communicate 
the reason for ter minating the audit t o those charged 
with governance, appropriate officia l s of the audited 
entity, the entity contracting for or requesting the 
audit, and other appropriate officials will 
d</SPAN><SPAN style="FONT- FAMILY : Tahoma; FONT- SIZE : 
12pt">epend on the facts and circumstances and, 
therefore, is a matter o f professional 
j udgment . </P></SPAN></SPAN></SPAN> 
<P></P> 
<P></P><SPAN style="FONT-FAMILY : Tahoma; FONT- SIZE: 
12pt; FONT- WEIGHT : bold"> 
<P>6 . 53 </SPAN><SPAN style="FONT-FAMILY: Tahoma; FONT
SIZE : 12pt">Audit superviso r s o r those designated t o 
supervise auditors must properly supervise audit 
staff.</SPAN><SPAN style="FONT- FAMILY : Tahoma; FONT
SIZE: 12pt"> </P></SPAN> 
<P></P> 
<P style="MARGIN- TOP : 0px; MARGIN- BOTTOM: 
0px" ></SPAN></P> 
<P style="MARGIN- TOP : 0px; MARGIN- BOTTOM: 
0px" ></SPAN></P> 
<P></P> 
<P> 
<P></P> 
<P></P><SPAN style="FONT- SIZE : 12pt; FONT- WEIGHT: bold"> 



Summary 

The Board Can Enhance Its Diversity and Inclusion Efforts 

Detail 
<P>6 .54 </SPAN><SPAN style= "FONT-FAMILY : Arial ,Arial; 
FONT-SIZE : 12pt">Audit supervision involves p r ovidi ng 
sufficient guidance and direction t o s taff a ss igned t o 
the audit to address the audit objec tives a nd f ollow 
applicable requi rements , while s taying informed about 
significant problems encountered, reviewing the work 
performed, and providing effective on- the- j o b 
t rain ing. </SPAN></P><SPAN style= "FONT-SIZE : 12pt; FONT
WEIGHT: bold"> 
<P>6 . 55 </SPAN><SPAN style="FONT-FAMILY: Arial ,Arial ; 
FONT- SIZE : 12pt">The nature and extent of t he 
supervision of staff and the r eview o f aud it work may 
vary depending on a number of factors, such as the size 
o f the audit o rganization, the significance of the work, 
and the experience of the staff . </S PAN></P> 

Source: 
</SPAN> 
<P></P> 
<P></P><SPAN style= "FONT-FAMILY : Microso ft Sans Serif; 
FONT- SIZE : Bpt" > 
<P style="MARGIN: 0in 0in 0pt" ><SPAN s tyle="FONT-FAMILY : 
' Micr osoft Sans Serif' , ' sans - serif'; FONT- SIZE: 
llpt">Audito r' s Notes Taken During the 
Meeting</SPAN></P></SPAN> 

Scope: 
The purpose of the meeting was to discuss the project status with senior 
leadership and other OIGS. 

Details: 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary 

A.1.PRG- OIG Team Meetings 

Procedure Step: 

Type: 

Assigned To: 

Prepared By: 

Reviewed By: 

PROPERTIES: 

Locallon: 

Frequency: 

Category 4: 

User Category: 

Fieldwork 

SMN, 7/9/2014 

(None) 

I 

Detail 

Record of Work Done: 
See: 04-14-14 Conference Call Writeup 

Conclusion: 
For next steps, see: 04-14-14 Conference Call Writeup 

Notes: 

Results 4: 

(b1{$)ase_· ______________________ _ 

Criteria: 
<P style="MARGIN- TOP : 0px; DIRECTION : ltr; MARGIN
BOTTOM : 0px"><SPAN style=" FONT- FAMILY : Tahoma; FONT
SIZE : 12pt" >GAGAS 6 . 53- 6 . 55</SPAN></P><SPAN style="FONT
SIZE : 12pt; FONT- WEIGHT : bold" > 
<P>6 . 53 </SPAN><SPAN style=" FONT- FAMILY : Ar ial , Ar ial; 
FONT- SIZE : 12pt">Audit supervisors o r those designat ed 
to supervise auditors must properly supervi se audit 
staff . </SPAN><SPAN style=" FONT-FAMILY : Ar ial , Ar ial ; 
FONT- SIZE : l 0pt" > 



Summary 

Category5 

Category6 

SCORECARD: 

Rating: 

Sample Size: 

The Board Can Enhance Its Diversity and Inclusion Efforts 

Detail 
<P style="MARGIN- TOP : 0px; MARGIN- BOTTOM : 
0px"></SPAN></P> 
<P></P> 
<P style="MARGIN- TOP: 0px; MARGIN- BOTTOM : 
0px" ></SPAN></P> 
<P style="MARGIN- TOP : 0px; MARGIN- BOTTOM : 
0px" ></SPAN></P> 
<P></P> 
<P> 
<P></P> 
<P></P><SPAN style="FONT- SIZE : 12pt; FONT- WEIGHT : bold"> 
<P>6.54 </SPAN><SPAN style="FONT-FAMILY : Ar ial , Ar ial ; 
FONT- SIZE : 12pt">Audit supervision involves providing 
sufficient guidance and di r ection to staff assigned to 
the audit to addr ess the audit obj ectives and fo l low 
applicable r equi r ements , while s t aying informed about 
significant problems encounter ed, reviewing t he wor k 
per fo r med, and pr oviding effective on- the- j ob 
training . </SPAN></P><SPAN style="FONT-SIZE : 12pt; FONT
WEIGHT : bold" > 
<P>6.55 </SPAN><SPAN style="FONT-FAMILY : Ar ial , Ar ial ; 
FONT- SIZE : 12pt" >The natur e and extent of t he 
super vision of staff and the review of audit wor k may 
var y depending on a number of fact ors, such as the size 
of the audit o r ganization, the significance of t he wor k, 
and the exper ience of the staff . </SPAN></ P> 

Source: 
Auditor's notes taken during the meeting. 

Scope: 
f D) (5) 

J 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary 

A.1.PRG- OIG Team Meetings 

Procedure Step: 

Regulators 

Type: 

Assigned To: 

Prepared By: 

Reviewed By: 

PROPERTIES: 

Location: 

09/03/14 Meeting with Federal Financial 

Fieldwork 

SMN 

SMN, 9/8/2014 

(None) 

Detail 

Details: 

Record of Work Done: 
6)15J 

Notes: 

Results 4: 

Purpose: 
Conduct periodic meetings with senior OIG management (i.e., Senior 
Managers and above) as necessary. 

(I f items critical to the audit, such as termination of the audit prior to 
completion, deviations from GAGAS, et c. are discussed, they should be 
documented.) 
The purpose of the meeting was to discuss the ongoing diversity and 
inclusion audit with the other federal financial regulators. 

Criteria: 
<P style="MARGIN- TOP : 0px; DIRECTION: ltr; MARGIN
BOTTOM: 0px" ><SPAN style="FONT-FAMILY : Tahoma; FONT-



Summary 

Frequency: 

Category 4: 

User Category: 

Category5 

Category6 

SCORECARD: 

Rating: 

Sample Size: 

The Board Can Enhance Its Diversity and Inclusion Efforts 

Detail 
SIZE : 12pt">GAGAS </SPAN>6 . 50 and 6 . 53-
6 . SS&nbsp; &nbsp; </P> 
<P style="MARGIN-TOP : 0px; DIRECTION: ltr; MARGIN
BOTTOM : 0px" >&nbsp ; </P> 
<P style="MARGIN- TOP : 0px; DIRECTION: ltr; MARGIN
BOTTOM : 0px" ></SPAN></P> 
<P></P><SPAN style="FONT- SIZE : 12pt; FONT- WEIGHT : bold" > 
<P><SPAN style="FONT-FAMILY : Tahoma; FONT- SIZE : 
12pt" >6 . 50 </SPAN></SPAN><SPAN style="FONT-FAMILY : 
Tahoma; FONT- SIZE : 12pt">If an audit is ter minat ed 
befor e it is completed and an audi t report i s not 
issued, auditor s should document t he result s of t he work 
to the date of ter mination and why t he audit was 
ter minated . Deter mining whether and how t o communicate 
the r eason f o r ter minating the audit t o t hose cha rged 
with gover nance, appr opr iate offic i als of t he audit ed 
entity, the entity contracting for or requesting t he 
audit , and othe r appr opr iate off i cials wi ll 
d</SPAN><SPAN style="FONT- FAMILY : Tahoma; FONT- SIZE : 
12pt" >epend on the facts and ci r cumstances and, 
ther efo r e , is a matter o f p r ofessional 
j udgment . </P></SPAN></SPAN></SPAN> 
<P></P> 
<P></P><SPAN style=" FONT-FAMILY : Tahoma; FONT- SI ZE : 
12pt; FONT- WEIGHT : bold" > 
<P>6 . 53 </SPAN><SPAN style="FONT-FAMILY : Tahoma; FONT
SIZE : 12pt">Audit super viso r s o r t hose des i gnat ed t o 
super vise auditor s must pr oper ly supervise a udit 
staff . </SPAN><SPAN style="FONT-FAMILY : Tahoma; FONT
SI ZE : 12pt" > </P></SPAN> 
<P></P> 
<P style="MARGIN-TOP : 0px; MARGI N- BOTTOM : 
0px"></SPAN></P> 
<P style="MARGIN-TOP : 0px; MARGIN- BOTTOM : 
0px" ></SPAN></P> 
<P></P> 



Summary 

The Board Can Enhance Its Diversity and Inclusion Efforts 

Detail 
<P> 
<P></P> 
<P></ P><SPAN style="FONT- SIZE : 1 2pt; FONT- WEIGHT : bold"> 
<P>6 .54 </SPAN><SPAN style="FONT-FAMILY : Arial ,Arial ; 
FONT- SIZE : 12pt">Audit supervision involves p r oviding 
sufficient guidance and direction t o staff a ssigned t o 
the audit to a ddres s the audit objectives a nd follow 
applicable requirements , while s taying informed about 
significant problems encountered, reviewing the work 
performed, and providing effective on- the-j o b 
t raining . </SPAN></P><SPAN style= "FONT-SIZE : 1 2pt; FONT
WEIGHT : bold"> 
<P>6 . 55 </SPAN><SPAN style= "FONT-FAMI LY: Arial,Arial ; 
FONT- SIZE : 12pt">The nature and extent o f the 
supervision o f staff and the review of audit work may 
vary depending on a number of factors, such a s the s ize 
o f the audit o rganization, the s ign ificance of the work, 
and the experience of the staff . </S PAN></ P> 

Source: 

Auditor's Notes Taken During the Meeting 
Other Agency Participants: 
FDIC 
Treasury 
SEC 
NCUA 
FHFA 

OIG Participants: 
Melissa Heist, AIG of Audits and Evaluations 
Tim Rogers, Senior OIG Manager 
Anna Saez, Project Manager 
Kim Perteet, Sr. Auditor and Board Project Leader 
Megan Taylor, Auditor 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 

Scope: 
The purpose of the meeting was to discuss the project status with senior 
leadership and other federal financial regulators. 

Details: 

Record of Work Done: 
09-03-14 lnteragency Conference Call with Federal Financial Regulators 

Conclusion: 

Notes: 

Results 4: 

A.1.PRG - OIG Team Meetings Purpose: 

Conduct a message development meeting with senior OIG management. 

Procedure Step: 10/02/14 Message Development Meeting 

Type: Fieldwork 
Criteria: 

Assigned To: SMN Criteria: GAGAS 6.53-6.55 

Prepared By: SMN, 3/17/2015 
6.53 Audit supervisors or those designated to supervise auditors must 

Reviewed By: KLP, 3/24/2015 properly supervise audit staff. 
6.54 Audit supervision involves providing sufficient guidance and direction 
to staff assigned to the audit to address the audit objectives and follow 

PROPERTIES: applicable requirements, while staying informed about significant problems 



Summary 

Locallon: 

Frequency: 

Category 4: 

User Category: 

Category5 

Category6 

SCORECARD: 

Rating: 

Sample Size: 

The Board Can Enhance Its Diversity and Inclusion Efforts 

Detail 
encountered, reviewing the work performed, and providing effective on-the
job training. 
6.55 The nature and extent of the supervision of staff and the review of 
audit work may vary depending on a number of factors, such as the size of 
the audit organization, the significance of the work , and the experience of 
the staff. 

Source: 

Aud itor's Notes Taken During the Meeting 

Scope: 

The purpose of the meeting was to discuss the project status with 
senior leadership. 

Details: 

Record of Work Done: 
(6f(5) I 

Conclusion: 

The OIG condiucted its MDM as noted and documented in t he 
record of work completed. 

Notes: 

Results 4: 



The Board Can Enhance Its Diversity and Inclusion Efforts 

I Summary I Detail 



Profile 

General 

Code: 

Name: 

Audit Plan: 

Entities: 

Unit: 

Group: 

Type: 

location: 

Scope: 

Origin: 

Team 

The Board Can Enhance Its Diversity and Inclusion Efforts 

2015-MO-B-006 

The Board Can Enhance Its Diversity and Inclusion Efforts 

2014 

Name 

Federal Reserve Board (FRB) 

Audits & Evaluations 

Management & Operations 

FRB 

Other 

Breadcrumb 

Organizations > Federal Reserve Board (FRB) 

lead· Kimberly Perteet 

Manag er. 

Staff Type: 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Schedule 

 

 
Actual Start Date: 4/4/2014 
Actual End Date:  
 

Actual Hours:  0 
 

Actual Resource Costs:   
 

Actual External Costs:  $0.00 

Actual Expenses:   

(b) (5)

(b) (5)

(b) (5)

(b) (5)

(b) (5)

(b) (5)



The Board Can Enhance Its Diversity and Inclusion Efforts 

Risk 
Risk:    
Total Risk Score: 0 
Inherent Risk:  0 
Residual Risk:  0 

Objective(s) 
2014 Congressional Request on the Board’s Personnel Practices in Team Mate 
  
 

Background 
 

Planning 
 

Scope 
 

General 
 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Contact 

Primary 
 

Other 
 

Summary 
Final Risk:   
Opinion:   
Cost Savings:  $0.00 
Cost Avoidance: $0.00 
Rating:    
Summary: 
 

Tracking 

Actual Draft Date:  3/19/2015 
 

Actual Response Date:  3/19/2015 

(b) (5)

(b) (5)



The Board Can Enhance Its Diversity and Inclusion Efforts 

)(5) 

Actual Issue Date: 3/31 /2015 

Milestones 

Category 
(6)l 5J 

Act. Date Comments 

Blank 

Entrance Meeting 5/12/2014 

Midpoint Meeting 9/3/2014 

Project Design Meeting 5/12/2014 

Message Development 10/2/2014 

Meeting 

AIG-Approved Draft Report 3/4/2015 

Discussion Draft Report 3/4/2015 

Exit Meeting 3/13/2015 

Formal Draft Report 3/19/2015 

Final Report 3/31 /2015 

Custom Properties 

I Custom Property Name I Value 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Procedures 

Summary Detail 

E.3.PRG - Data Analyses 
(b) (5) 

Procedure Step: Workforce Demographics - Data Collection 

Type: 

Assigned To: BPM Criteria: 

Prepared By: SMN, 3/3/2015 N/A - See record of work done for OIG data analyses. 

Reviewed By: KLP, 3/16/2015 
Source: 

PROPERTIES: 
Board total workforce demographic data obtained from the HRASO 
office point of contact listed below: 

Location: 

Frequency: 
Jack Martin, Sr. Information Systems Specialist, 
jack.martin@frb.gov, 202-263-4830 

Category 4: 

User Category: 

Category5 Scope: 

Category6 Collecting Board workforce demographic data for CY1 1-CY13 

SCORECARD: Details: 
Rating: 

Sample Size: (6) (5) 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 

[(6)(5) 

Conclusion: 
The OIG obtained the Board's wor1<force data from HR analytics. 

Notes: 

Results 4: 

E.3.PRG - Data Anal;tses Pumose: 
o)lS) 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 

Procedure Step: Workforce Demographics - Data Reliability K6ff5) I 

Type: 

Assigned To: SMN 
Criteria: 
OIG audit program 

Prepared By: SMN, 3/12/2015 

Reviewed By: KLP, 3/18/2015 Source: 

Board total workforce demographic data obtained from both the 

PROPERTIES: HRASO and OD&I Office points of contact listed below: 

Location: Jack Martin, Sr. Information Systems Specialist, 
Frequency: jack.martin@frb.gov, 202-263-4830 

Category 4: Johanna Bruce, Diversity and Inclusion Specialist Supervisor, 
User Category: johanna.c.bruce@frb.gov , 202-452-2787 

Category5 

Category6 
Scope: 
Data Reliability of Board workforce demographic data for CY11-CY13 

SCORECARD: 

Rating: Details: 
Sample Size: 

(6)(5) 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
1-------------------i(b) (5) L 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
(b) (5) 

Notes: 

Results 4: 

E.3.PRG - Data Anal;tses Purpose: 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary I Detail 
~--------------------.(b) {5} 

Procedure Step: 

Type: 

Assigned To: 

Prepared By: 

Reviewed By: 

PROPERTIES: 

Location: 

Frequency: 

Category 4: 

User Category: 

Category5 

Category6 

SCORECARD: 

Rating: 

Sample Size: 

Workforce Demographics - Data Analyses 

SMN 

SMN, 3/16/2015 

KLP, 3/16/2015 

Criteria: 
</SPAN> 
<P></P> 
<P></P><SPAN style="FONT-FAMILY : Micr osoft Sans Ser if; 
FONT- SIZE : Bpt" > 
<P style="MARGIN : 0in 0in 0pt" ><SPAN s t y l e =" FONT-FAMILY : 
' Ar ial ', ' sans- serif ' ; FONT- SIZE : l0pt">N/A - See r ecor d 
of wor k done fo r OIG data analyses . </SPAN></P></SPAN> 

Source: 

Scope: 
Board workforce demographic data for FY11-FY1 3 

Details: 

[6} 5} 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary I Detail 
(b) (5) 

Conclusion: 

Data analyses is consistent with the OIG's policies and procedures. 

Notes: 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 

Results 4: 

E.3.PRG - Data Analyses 
(6) (5) 

Procedure Step: 

Type: 

Assigned To: 

Prepared By: 

Reviewed By: 

PROPERTIES: 

location: 

Frequency: 

Category 4: 

User Category: 

Category5 

Category6 

SCORECARD: 

Rating: 

Sample Size: 

Hiring - Data Collection 

8PM 

SMN, 11 /18/2014 

KLP, 1/21/2015 

Criteria: 
</SPAN> 
<P></P> 
<P></P><SPAN style="FONT-FAMILY : Micros oft Sans Serif; 
FONT- SIZE : Bpt"> 
<P style="MARGIN: 0in 0in 0pt"><SPAN style="FONT-FAMILY : 
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Source: 

Board total new hire data obtained from the HRASO office point of 
contact listed below: 

Jack Martin, Sr. Information Systems Specialist, 
jack.martin@frb.gov, 202-263-4830 

Scope: 
Collecting Board new hires data for CY11-CY13 

Details: 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary J Detail 
1------------------,,(b) (5) 

'.b f(5J 

Conclusion: 

This collection is consistent with OIG policies and procedures. 

Notes: 

Results 4: 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 

E.3.PRG - Data Analyses 
I6J (5) 

Procedure Step: 

Type: 

Assigned To: 

Prepared By: 

Reviewed By: 

PROPERTIES: 

Location: 

Frequency: 

Category 4: 

User Category: 

Category5 

Category6 

SCORECARD: 

Rating: 

Sample Size: 

Hiring - Data Reliability 

BPM 
SMN, 11 /18/2014 

KLP, 1/21 /2015 

Criteria: 
</SPAN> 
<P></P> 
<P></P><SPAN style="FONT-FAMILY : Micr osoft Sans Ser if; 
FONT- SIZE : Bpt" > 
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Source: 

Board total new hire data obtained from both the HRASO and OD&I 
Office points of contact listed below: 

Jack Martin, Sr. Information Systems Specialist, 
jack.martin@frb.gov, 202-263-4830 

Johanna Bruce, Diversity and Inclusion Specialist Supervisor, 
johanna.c.bruce@frb.gov , 202-452-2787 

Scope: 
Data Reliability of Board new hire data for CY1 1-CY13 

Details: 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 

~ti) (5) 

- D) (:>) 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
b)(S) 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
1-----------------------i(b) (5) 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
~---------------~(b) (5) 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary 

E.3.PRG - Data Analyses 

Procedure Step: 

Type: 

Assigned To: 

Prepared By: 

Reviewed By: 

PROPERTIES: 

Location: 

Frequency: 

Category 4: 

User Category: 

Category5 

Category6 

Hiring - Data Analyses 

BPM 
SMN, 3/3/2015 

KLP, 3/16/2015 

Detail 

Conclusion: 

Data reliability is conssitent with OIG policies and procedures. 

Notes: 

Results 4: 

{6J (~1mase_· ____________________ ___, 

Criteria: 
</SPAN> 
<P></P> 
<P></P><SPAN s t yle="FONT-FAMI LY : Micros of t Sans Serif; 
FONT- SI ZE : Bpt " > 
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Source: 

Scope: 
Board hiring data for FY 11-FY 13 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
(b)(5) 

SCORECARD: 

Rating: 

Sample Size: 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
~------------------',,._:o) (5) 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary 

E.3.PRG - Data Analyses 

Procedure Step: 

Collection 

Type: 

Assigned To: 

Prepared By: 

Reviewed By: 

PROPERTIES: 

Location: 

Frequency: 

Category 4: 

User Category: 

Category5 

Category 6 

Performance Management - Data 

BPM 

SMN, 3/3/2015 

KLP, 3/16/2015 

Detail 
I:>) (5) 

Notes: 

Results 4: 

6
r(5)llfP_OSe .. _· _____________________ __. __ 

Criteria: 
</SPAN> 
<P></P> 
<P></P><SPAN style="FONT- FAMILY : Micr osoft Sans Ser if; 
FONT- SIZE : Bpt" > 
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Source: 

Scope: 
Board performance management data for FY 11-FY 13 

Details: 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 

{6TT5) 
SCORECARD: 

Rating: 

Sample Size: 

Conclusion: 

This collection is consistent with OIG policies and procedures. 

Notes: 

Results 4: 

E.3.PRG - Data Analyses Purpose: 
{t>f{5) 

Procedure Step: Performance Management - Data 

Reliability 



Summary 

Type: 

Assigned To: 

Prepared By: 

Reviewed By: 

PROPERTIES: 

location: 

Frequency: 

Category 4: 

User Category: 

Category5 

Category6 

SCORECARD: 

Rating: 

Sample Size: 

The Board Can Enhance Its Diversity and Inclusion Efforts 

8PM 

SMN, 3/25/2015 

KLP, 3/26/2015 

Detail 

Criteria: 
</SPAN> 
<P></P> 
<P></P><SPAN style=" FONT- FAMILY : Microsoft Sans Ser if; 
FONT- SIZE : Bpt" > 
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Source: 
PMP Data provided by Jack Martin, HRASO Sr Information Systems 
Specialist. iack.martin@frb.gov. 202-263-4830 
OIG Trace and Verification Performed by: 
Fay Tang, Statistician, 202-872-4947 
and 
Chris Lyons, Senior Auditor, 202-973-7405 

Scope: 

Board performance management data for FY11-FY13 

Details: 

Record of Work Done: 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary I Detail 
~------------------' .. , b) (5) 
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Summary Detail 
~---------------------i(b) (5) 

E.3.PRG - Data Analyses 

Procedure Step: 

Type: 

Assigned To: 

Prepared By: 

Reviewed By: 

PROPERTIES: 

location: 

Frequency: 

Category 4: 

User Category: 

Category5 

Category 6 

Performance Management - Data Analyses 

SMN 

8PM, 3/16/2015 

KLP, 3/16/2015 

Notes: 

Results 4: 

Purpose: 

Criteria: 
</SPAN> 
<P></P> 
<P></P><SPAN style="FONT-FAMILY : Micr osoft Sans Ser if; 
FONT- SIZE : Bpt" > 
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Source: 

Scope: 
Board performance management data for FY11-FY13 

Details: 

Record of Work Done: 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 

SCORECARD: (b)(S) 

Rating: 

Sample Size: 

Conclusion: 

This ana lysis is consistent with OIG policies and procedures. 

Notes: 

Results 4: 

E.3.PRG- Data Analyses Purpose: 
L-----------------------....1-'-'(t>,.1,l,_,,,,.CS} _____________________ _ 



The Board Can Enhance Its Diversity and Inclusion Efforts 

1-S_u_m_m_a_ry ________________ .,(b} (~ etail 

Procedure Step: 

Type: 

Assigned To: 

Prepared By: 

Reviewed By: 

PROPERTIES: 

Location: 

Frequency: 

Category 4: 

User Category: 

Category5 

Category6 

SCORECARD: 

Rating: 

Sample Size: 

Promotions - Data Collection 

BPM 
SMN, 2/4/2015 

KLP, 3/16/2015 

Criteria: 
</SPAN> 
<P></P> 
<P></P><SPAN style=" FONT-FAMILY : Micr osoft Sans Ser if; 
FONT- SIZE : Bpt" > 
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of wor k done fo r OIG data analyses . </SPAN></P></SPAN> 

Source: 
Board total promotions data obtained from the HRASO office point of 
contact listed below: 
Jack Martin, Sr. Information Systems Specialist, jack.martin@frb.gov, 202-
263-4830 

Scope: 
Collecting Board promotions data for CY11-CY13 

Details: 

~6f{5) 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
(6)(5) 

Conclusion: 

Notes: 

Results 4: 

E.3.PRG - Data Analyses Pur12.ose: 
~t> (5 

Procedure Step: Promotions - Data Reliability 

Type: 

Assigned To: 8PM Criteria: 

Prepared By: SMN, 3/12/2015 </SPAN> 
<P></P> 

Reviewed By: KLP, 3/18/2015 <P></ P><SPAN s t yle="FONT-FAMILY: Micros of t Sans Serif; 
FONT-SI ZE: 8p t " > 



Summary 

PROPERTIES: 

location: 

Frequency: 

Category 4: 

User Category: 

Category5 

Category6 

SCORECARD: 

Rating: 

Sample Size: 

The Board Can Enhance Its Diversity and Inclusion Efforts 

Detail 
<P style="MARGIN : 0in 0in 0pt" ><SPAN s t yle=" FONT-FAMILY: 
'Arial ', ' sans- ser if '; FONT-SIZE: l 0pt" >N/A - See record 
of work done for OIG data analyses . </SPAN></P></SPAN> 

Source: 

Board total promotions data obtained from both the HRASO and 
00&1 Office points of contact listed below: 

Jack Martin, Sr. Information Systems Specialist, 
jack.martin@frb.gov, 202-263-4830 

Johanna Bruce, Diversity and Inclusion Specialist Supervisor, 
johanna.c.bruce@frb.gov , 202-452-2787 

Scope: 
Data Reliability of Board promotions data for CY1 1-CY13 

Details: 

Record of Work Done: 

Refer to Data Reliability Promotions Data for our full data reliability 
assessment as it relates to promotions for calendar years 2011 -
2013. 

D) (5} 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
1-----------------------i(b) (5) 
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Summary Detail 
(6}15) 

Conclusion: 

This data reliability assessment is consistent with OIG policies and 
procedures. 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary 

E.3.PRG - Data Analyses 

Procedure Step: 

Type: 

Assigned To: 

Prepared By: 

Reviewed By: 

PROPERTIES: 

Location: 

Frequency: 

Category 4: 

User Category: 

Category5 

Category6 

SCORECARD: 

Rating: 

Promotions - Data Analyses 

8PM 

SMN, 3/3/2015 

KLP, 3/18/2015 

Detail 

Notes: 

Results 4: 

Puroose: 
'J>) (5) 

Criteria: 
</SPAN> 
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Source: 

Scope: 

Board promotions data for FY 11-FY 13 

Details: 

Record of Work Done: 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 

Sample Size: 
(b)(S) 

Notes: 

Results 4: 

E.3.PRG - Data Anal:tses Purpose: 



Summary 

Procedure Step: 

Collection and Analyses 

Type: 

Assigned To: 

Prepared By: 

Reviewed By: 

PROPERTIES: 

Location: 

Frequency: 

Category 4: 

User Category: 

Category5 

Category6 

SCORECARD: 

Rating: 

Sample Size: 

The Board Can Enhance Its Diversity and Inclusion Efforts 

Employee Satisfaction Surveys - Data 

BPM 

KLP, 3/3/2015 

(None) 

Detail 
(b) 5) 

Criteria: 
</SPAN> 
<P></P> 
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FONT- SIZE : Bpt" > 
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Source: 

Scope: 
Board employee satisfaction survey data for FY 11-FY 13 

Details: 

(t> (5) 
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Summary Detail 
(b) (5) 

-, 
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Summary Detail 
~---------------------1(b) (5) 

E.3.PRG - Data Analyses 

Procedure Step: 

Type: 

Assigned To: 

Prepared By: 

Reviewed By: 

PROPERTIES: 

Location: 

Frequency: 

Category 4: 

User Category: 

Category5 

Category 6 

SCORECARD: 

EEO Complaints - Data Collection 

BPM 

8PM, 11/6/2014 

KLP, 11/14/2014 

Notes: 

Results 4: 

~-'='A,,.,u ... mos ... e.,,.: ______________________ _ 
1:>J (5) 

Criteria: 
</SPAN> 
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Source: 
Board EEO complaint data obtained from the OD&I Office points of contact 
listed below: 

Andre Smith, Senior Diversity and Inclusion Specialist, 
andre.m.smith@frb.gov • 202-728-5876 
Johanna Bruce, Diversity and Inclusion Specialist Supervisor, 
johanna.c.bruce@frb.gov , 202-452-2787 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 

Rating: Scope: 

Sample Size: Collecting Board EEO complaint data for FY 2011-FY 2013 

Details: 

{c) :~, 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
~------------------1('b) (5) 

E.3.PRG - Data Analyses 

Procedure Step: 

Type: 

Assigned To: 

Prepared By: 

Reviewed By: 

PROPERTIES: 

Location: 

Frequency: 

Category 4: 

User Category: 

Category5 

Category6 

EEO Complaints - Data Reliability 

8PM 

8PM, 10/27/2014 

KLP, 3/18/2015 

Notes: 

Results 4: 

Purpose: 
t6f(5J 

Criteria: 
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Source: 
Board EEO complaint data obtained from the OD&I Office points of contact 
listed below: 
Andre Smith, Senior Diversity and Inclusion Specialist, 
andre.m.smith@frb.gov , 202-728-5876 
Johanna Bruce, Diversity and Inclusion Specialist Supervisor, 
iohanna.c.bruce@frb.aov , 202-452-2787 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 

SCORECARD: Scope: 

Rating: Data Reliability of Board EEO complaint data for FY11-FY13 

Sample Size: 
Details: 

K6J s) 
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Summary Detail 
~-------------------1,'b) (5) 
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Summary Detail 
~---------------~(b) (5) 
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Summary Detail 
~-----------------'·,('b) (5) 
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Summary Detail 
(b) (5) 
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Summary Detail 
b)(S) 

-, 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
(b)(S) 

Notes: 

Results 4: 

E.3.PRG - Data Analyses Purpose: 
(b) (5) 

Procedure Step: EEO Complaints - Data Analyses 

Type: 

Assigned To: 8PM Criteria: 

Prepared By: SMN, 3/26/2015 </SPAN> 
<P></ P> 

Reviewed By: KLP, 3/26/2015 <P></ P><SPAN s t yle="FONT-FAMI LY: Micros of t Sans Serif; 
FONT- SI ZE : 8p t " > 



Summary 

PROPERTIES: 

location: 

Frequency: 

Category 4: 

User Category: 

Category5 

Category6 

SCORECARD: 

Rating: 

Sample Size: 

The Board Can Enhance Its Diversity and Inclusion Efforts 

Detail 
<P style="MARGIN: 0i n 0in 0pt" ><S PAN s t yle="FONT-FAMILY : 
'Arial ', ' sans- ser if '; FONT- SIZE : l 0pt" >N/ A - See record 
of work done for OIG data analyses . </SPAN></P></SPAN> 

Source: 
Board EEO complaint data obtained from the 00&1 Office points of contact 
listed below: 
Andre Smith, Senior Diversity and Inclusion Specialist, 
andre.m.smith@frb.gov , 202-728-5876 
Johanna Bruce, Diversity and Inclusion Specialist Supervisor, 
johanna.c.bruce@frb.gov , 202-452-2787 

Scope: 
Board EEO complaint data for FY11-FY13 

Details: 

Record of Work Done: 
Board EEO Complaints Analysis for Fiscal Years 2011-2013 

t6r SJ 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
{b) (5) 
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Summary Detail 
(b) (5) 
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Summary Detail 
~---------------------i(b) (5) 

E.3.PRG - Data Analyses 

Procedure Step: 

Type: 

Assigned To: 

Prepared By: 

Reviewed By: 

PROPERTIES: 

Locallon: 

Non-EEO Complaints - Data Collection 

BPM 

8PM, 11/7/2014 

(None) 

Notes: 

Results 4: 

PJ!22__os_e_: ______________________ _ 
[6J (5) 

Criteria: 
</SPAN> 
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FONT- SIZE: Bpt"> 
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The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 

Frequency: Source: 

Category 4: Allison Dichoso, Employee Relations Supervisor, 202-452-6402 

User Category: 

Category5 Scope: 
Board non-EEO complaint data for FY11 -FY13 

Category6 

Details: 
SCORECARD: 

Rating: 
t6J (5) 

Sample Size: 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
~-----------------',('b) (5) 

Notes: 

Results 4: 

E.3.PRG - Data Analyses Purpose: 
' I>) (5) 

Procedure Step: Non-EEO Complaints - Data Reliability 

Type: 

Assigned To: 8PM Criteria: 



Summary 

Prepared By: 

Reviewed By: 

PROPERTIES: 

Location: 

Frequency: 

Category 4: 

User Category: 

Category5 

Category6 

SCORECARD: 

Rating: 

Sample Size: 

The Board Can Enhance Its Diversity and Inclusion Efforts 

8PM, 11 /7/2014 

KLP, 3/18/2015 

Detail 
</SPAN> 
<P></P> 
<P></P><SPAN style="FONT-FAMILY : Micr osoft Sans Ser if; 
FONT- SIZE : Bpt " > 
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Source: 
Allison Dichoso, Employee Relations Supervisor, 202-452-6402 

Scope: 
Board non-EEO complaint data for FY11-FY13 

Details: 

(6} {SJ 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
~-----------------',,('b) (5) 
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Summary Detail 
~---------------------1(b) (5) 

E.3.PRG - Data Analyses 

Procedure Step: 

Type: 

Assigned To: 

Prepared By: 

Reviewed By: 

PROPERTIES: 

Locallon: 

Frequency: 

Category 4: 

Non-EEO Complaints - Data Analyses 

BPM 

8PM, 2/10/2015 

KLP, 3/18/2015 

Notes: 

Results 4: 

(6r t,uroose,_· ____________________ _ 

Criteria: 
</SPAN> 
<P></P> 
<P></P><SPAN style="FONT-FAMILY : Micros oft Sans Ser if; 
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Source: 
We obtained data from the Emolovee Relations arouo in the Manaaement 



Summary 

User Category: 

Category5 

Category6 

SCORECARD: 

Rating: 

Sample Size: 

The Board Can Enhance Its Diversity and Inclusion Efforts 

Detail 
Division: 

E.3 .79. E.3.80. and E.3.81 

[D) :>) 

Scope: 
Board non-EEO complaint data for CY11-CY13 

Details: 
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Summary Detail 
1-----------------------i(b) (5) 
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Summary Detail 
~-----------------,·, b) (5) 
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Summary Detail 
· b) (5) 

Notes: 
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Summary 

E.3.PRG - Data Analyses 

Procedure Step: 

Type: 

Assigned To: 

Prepared By: 

Reviewed By: 

PROPERTIES: 

location: 

Frequency: 

Category 4: 

User Category: 

Category5 

Category6 

SCORECARD: 

Rating: 

Sample Size: 

Separation - Data Collection 

8PM 

SMN, 11/18/2014 

KLP, 1/21/2015 

Detail 

Results 4: 

Criteria: 
</SPAN> 
<P></P> 
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Source: 
Board total promotions data obtained from the HRASO office point of contact listed below: 
Jack Martin, Sr. Information Systems Specialist, jack.rnartin@frb.gov, 202-263-4830 

Scope: 
Collecting Board promotions data for CY11-CY13 

Details: 

6H5) 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
~-------------------i-.(6)\~===============;----1 

E.3.PRG - Data Analyses 

Procedure Step: Separation - Data Reliability 

Conclusion: 

This data collection is consistent with OIG policies and procedures. 

Notes: 

Results 4: 

Purpose: 
1 6f(5) 



Summary 

Type: 

Assigned To: 

Prepared By: 

Reviewed By: 

PROPERTIES: 

location: 

Frequency: 

Category 4: 

User Category: 

Category5 

Category6 

SCORECARD: 

Rating: 

Sample Size: 

The Board Can Enhance Its Diversity and Inclusion Efforts 

8PM 

SMN, 11/18/2014 

KLP, 1/21 /2015 

Detail 

Criteria: 
</SPAN> 
<P></P> 
<P></P><SPAN style="FONT-FAMILY : Microsoft Sans Serif; 
FONT- SIZE : Bpt" > 
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' Arial ', ' sans- serif '; FONT- SIZE : l 0pt">N/A - See record 
of work done for OIG data analyses . </SPAN></P></SPAN> 

Source: 

Board total separations data obtained from both the HRASO and 
00&1 Office points of contact listed below: 

Jack Martin, Sr. Information Systems Specialist, 
jack.martin@frb.gov, 202-263-4830 

Johanna Bruce, Diversity and Inclusion Specialist Supervisor, 
johanna.c.bruce@frb.gov , 202-452-2787 

Scope: 
Data Reliability of Board separations data for CY11-CY13 

Details: 
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Summary Detail 
~--------------------"''b) (5) 
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Summary Detail 
~----------------,'(b) (5) 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary 

E.3.PRG - Data Analyses 

Procedure Step: 

Type: 

Assigned To: 

Prepared By: 

Reviewed By: 

PROPERTIES: 

Location: 

Frequency: 

Category 4: 

User Category: 

Category5 

Separation - Data Analyses 

8PM 

SMN, 3/3/2015 

KLP, 3/16/2015 

Detail 

Conclusion: 

This data reliability assessment is consistent with OIG policies and 
procedures. 

Notes: 

Results 4: 

Purpose: 
1(6) (5) 

Criteria: 
</SPAN> 
<P></ P> 
<P></P><SPAN s t yl e =" FONT- FAMI LY: Microsof t Sans Serif; 
FONT-SI ZE: Bpt " > 
<P s t yl e ="MARGIN: 0i n 0i n 0pt "><SPAN s tyle=" FONT-FAMI LY: 
'Arial ', ' s ans - serif'; FONT-SI ZE: l 0p t " >N/ A - See record 
of work done f o r OIG dat a a na l yses . </SPAN></ P></S PAN> 

Source: 

Scope: 
Board separation data for FY 11-FY 13 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary I Detail 
1-C-a-te-,ga_ry_6 _________________ (·b) (S) 

SCORECARD: 

Rating: 

Sample Size: 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary I Detail 
(b)(S) 

Notes: 

Results 4: 



Profile 

General 

Code: 

Name: 

Audit Plan: 

Entities: 

Unit: 

Group: 

Type: 

location: 

Scope: 

Origin: 

Team 

The Board Can Enhance Its Diversity and Inclusion Efforts 

2015-MO-B-006 

The Board Can Enhance Its Diversity and Inclusion Efforts 

2014 

Name 

Federal Reserve Board (FRB) 

Audits & Evaluations 

Management & Operations 

FRB 

Other 

Breadcrumb 

Organizations > Federal Reserve Board (FRB) 

lead· Kimberly Perteet 

Manag er. 

Staff Type: 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Schedule 

 

Actual Start Date: 4/4/2014 
Actual End Date:  
 

Actual Hours:  0 
 

Actual Resource Costs:   
 

Actual External Costs:  $0.00 
 

Actual Expenses:   

(b) (5)

(b) (5)

(b) (5)

(b) (5)

(b) (5)

(b) (5)



The Board Can Enhance Its Diversity and Inclusion Efforts 

Risk 
Risk:    
Total Risk Score: 0 
Inherent Risk:  0 
Residual Risk:  0 

Objective(s) 
2014 Congressional Request on the Board’s Personnel Practices in Team Mate 
  
 

Background 
 

Planning 
 

Scope 
 

General 
 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Contact 

Primary 
 

Other 
 

Summary 
Final Risk:   
Opinion:   
Cost Savings:  $0.00 
Cost Avoidance: $0.00 
Rating:    
Summary: 
 

Tracking 

Actual Draft Date:  3/19/2015 
 

Actual Response Date:  3/19/2015 

(b) (5)

(b) (5)



The Board Can Enhance Its Diversity and Inclusion Efforts 

(6} (SJ 

Actual Issue Date: 3/31 /2015 

Milestones 

Category 
l6HSJ 

Act. Date Comments 

Blank 

Entrance Meeting 5/12/2014 

Midpoint Meeting 9/3/2014 

Project Design Meeting 5/12/2014 

Message Development 10/2/2014 

Meeting 

AIG-Approved Draft Report 3/4/2015 

Discussion Draft Report 3/4/2015 

Exit Meeting 3/13/2015 

Formal Draft Report 3/19/2015 

Final Report 3/31 /2015 

Custom Properties 

I Custom Property Name I Value 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Procedures 

Summary Detail 

E.6.PRG - Diversity Factors e-J]urno,c;e.· 
(t>) (5) 

Procedure Step: i6J {5 ) 

Type: 
Criteria: 

Assigned To: BPM r6TT51 
Prepared By: 8PM, 3/26/2015 

Reviewed By: KLP, 3/26/2015 

PROPERTIES: 

Location: 
I 

Frequency : 
Source: 

Category 4: Board policies and procedures related to diversity efforts and 
User Category: industry best practices. 

Category5 

Category6 Scope: 

;cons> 
SCORECARD: 

Rating: Details: 

Sample Size: (6) (5) 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
(b) (5) 

Conclusion: 

See record of work done. 

Notes: 

Results 4: 

E.6.PRG - Diversity Factors Purpose: 
(6) (5) 

Procedure Step: ~6) (o) I 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 

Type: 

Assigned To: 8PM I6 (5) 

Prepared By: SPK, 3/26/2015 

Reviewed By: KLP, 3/26/2015 

PROPERTIES: 

Location: Source: 
Frequency: OHC and relevant supporting documents. 
Category 4: 

User Category: Scope: 

Category5 [BJ (SJ I 

Category6 
Details: 

SCORECARD: [6r 5J 
Rating: 

Sample Size: 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
[6}15) 

Conclusion: 

See record of work done. No exceptions noted. 

Notes: 

Results 4: 

E.6.PRG - Diversity Factors {,~f fse: 

Procedure Step: ~ (SJ I 
Type: 

Assigned To: BPM 

Prepared By: 8PM, 3/26/2015 

Reviewed By: KLP, 3/26/2015 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 

PROPERTIES: Source: 

location: Board policies and procedures related to diversity efforts and industry best 

Frequency: 
practices. 

Category 4: Scope: 
User Category: (6f(5) I 
Category5 I I 

Category6 
Details: 

SCORECARD: 

Rating: 
Record of Work Done: 
This assessment can be reviewed in workstep E.5.PRG. 

Sample Size: 6r{5) 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
(b) (5) 

Notes: 

Results 4: 

E.6.PRG - Diversity Factors Purpose: 
~6)15) I 

i6) {5) 
I I 

Procedure Step: I - Criteria: 
Type: t611~) I 
Assigned To: 8PM 

~ Prepared By: 8PM, 3/26/2015 

Reviewed By: KLP, 3/26/2015 I 

Source: 
PROPERTIES: rbl (5) L, Location: 

Frequency: I 

Category 4: 
Scope: 

User Category: r1 
{SJ, 

I 
Category5 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 

Category6 LDJ l!>) 

SCORECARD: 

Rating: 

Sample Size: 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
~-----------------1.b)(S) 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
~-----------------1(b) (5) 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
(b) (5) 

Notes: 

Results 4: 



Profile 

General 

Code: 

Name: 

Audit Plan: 

Entities: 

Unit: 

Group: 

Type: 

location: 

Scope: 

Origin: 

Team 

The Board Can Enhance Its Diversity and Inclusion Efforts 

2015-MO-B-006 

The Board Can Enhance Its Diversity and Inclusion Efforts 

2014 

Name 

Federal Reserve Board (FRB) 

Audits & Evaluations 

Management & Operations 

FRB 

Other 

Breadcrumb 

Organizations > Federal Reserve Board (FRB) 

lead· Kimberly Perteet 

Manag er. 

Staff Type: 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Schedule 

 

Actual Start Date: 4/4/2014 
Actual End Date:  
 

Actual Hours:  0 
 

Actual Resource Costs:   
 

Actual External Costs:  $0.00 
 

Actual Expenses:   

(b) (5)

(b) (5)

(b) (5)

(b) (5)

(b) (5)

(b) (5)



The Board Can Enhance Its Diversity and Inclusion Efforts 

Risk 
Risk:    
Total Risk Score: 0 
Inherent Risk:  0 
Residual Risk:  0 

Objective(s) 
2014 Congressional Request on the Board’s Personnel Practices in Team Mate 
  
 

Background 
 

Planning 
 

Scope 
 

General 
 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Contact 

Primary 
 

Other 
 

Summary 
Final Risk:   
Opinion:   
Cost Savings:  $0.00 
Cost Avoidance: $0.00 
Rating:    
Summary: 
 

Tracking 

Actual Draft Date:  3/19/2015 
 

Actual Response Date:  3/19/2015 

(b) (5)

(b) (5)



The Board Can Enhance Its Diversity and Inclusion Efforts 

r. 6} {SJ 

Actual Issue Date: 3/31 /2015 

Milestones 

Category 
\6f{5) 

Act. Date Comments 

Blank 

Entrance Meeting 5/12/2014 

Midpoint Meeting 9/3/2014 

Project Design Meeting 5/12/2014 

Message Development 10/2/2014 

Meeting 

AIG-Approved Draft Report 3/4/2015 

Discussion Draft Report 3/4/2015 

Exit Meeting 3/13/2015 

Formal Draft Report 3/19/2015 

Final Report 3/31 /2015 

Custom Properties 

I Custom Property Name I Value 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Procedures 

Summary Detail 

E.4.PRG - Management's Efforts Purpose: 
Assess the EEO's efforts to respond to complaints. 

Procedure Step: Efforts to Respond to Complaints - EEO 

Type: Criteria: 
N/A- Documenting EEO's processes to identify and respond to trends in 

Assigned To: EEO complaints. 

Prepared By: SPK, 3/26/2015 

Reviewed By: KLP, 3/26/2015 Source: 

See record of work done 

PROPERTIES: 

Location: Scope: 

Frequency: 
Board EEO complaints for FY11-FY13. 

Category 4: 
Details: 

User Category: 

Category5 [6J {5) 

Category6 

SCORECARD : 

Rating: 

Sample Size: 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
~-------------------i-.K6TT5)===============;1·------1 

E.4.PRG - Management's Efforts 

Procedure Step: Efforts to Respond to Employee 

Satisfaction Survey Results - EEO 

Type: 

Assigned To: 

Prepared By: SPK, 3/26/2015 

Reviewed By: KLP, 3/26/2015 

PROPERTIES: 

Location: 

Frequency: 

Category 4: 

User Category: 

Conclusion: 

See record of work done. No exceptions noted. 

Notes: 

Results 4: 

Purpose: 
Assess the EEO's efforts to respond to employee satisfaction survey 
results. 

Criteria: 

Audit Program (B.1.101) 

Source: 

See record of work done. 

Scope: 
Board Employee Satisfaction Survey Results for CY11-CY13. 

Details: 

Record of Work Done: 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
~C-a-~-g-ory_5 ________________ ----1-,(6)\~========,-------------1 

Category6 

SCORECARD: 

Rating: 

Sample Size: 

E.4.PRG - Management's Efforts 

Procedure Step: 

Type: 

Assigned To: 

Prepared By: 

Reviewed By: 

SPK, 3/26/2015 

KLP, 3/26/2015 

Conclusion: 

See record of work done. No exceptions noted. 

Notes: 

Results 4: 

Purpose: 

6TI 

Criteria: 

Aud it Program (B.1.101) 

Source: 

See record of work done. 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 

PROPERTIES: Scope: 

Location: EEO diversity programs and activities for CY11-CY13. 

Frequency: (6) (5) 

Category 4: 

User Category: 

Category5 

Category6 

SCORECARD: 

Rating: 

Sample Size: 

Conclusion: 

See record of work done. 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 

Notes: 

Results 4: 

E.4.PRG - Management's Efforts Purpose: 
Assess the EEO's diversity training. 

Procedure Step: Diversity Training - EEO 

Type: 
Criteria: 

Audit Program (B.1.101) 
Assigned To: 

Prepared By: SPK, 3/26/2015 
Source: 

Reviewed By: KLP, 3/26/2015 
See record of work done. 

PROPERTIES: 
Scope: 

Location: EEO diversity training materials for FY11-FY13. 

Frequency: 

Category 4: Details: 

User Category: 

Category5 
(6) (5) 

Category6 

SCORECARD: 

Rating: 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
~Sa- m- ~-~-S~-·e_: _________________ (6)\~=========--------------1 

Conclusion: 

See record of work done. 

Notes: 

Results 4: 

E.4.PRG - Management's Efforts Purpose: 
G )){SJ _________ _ 

Procedure Step: _ 6J_n_s ________ <t>> cs> 
Type: 

Assigned To: 

Prepared By: 

Reviewed By: 

PROPERTIES: 

Location: 

Frequency: 

KLP 

KLP, 3/19/2015 

(None) 

Source: 

Board officials 



Summary 

Category 4: 

User Category: 

Category5 

Category6 

SCORECARD: 

Rating: 

Sample Size: 

The Board Can Enhance Its Diversity and Inclusion Efforts 

Detail 

Scope: 
Board OHC complaints for FY11 -FY13. 

Details: 

t6r sJ 

Notes: 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 

Results 4: 

E.4.PRG - Management's Efforts Purpose: 

6)(5) f6H 5) 
1 

I 

Criteria: 
Type: Fieldwork 

f6f(5J I 
Assigned To: SMN I 
Prepared By: SMN, 3/4/2015 

Reviewed By: KLP, 3/4/2015 Source: 

OHC 

PROPERTIES: Sioux THompson 

location: 
Organizational Learning and Development 

Frequency: 
Scope: 

Category 4: Board Employee Satisfaction Survey results for FY11-FY13. 
User Category: 

Category5 Details: 

Category6 

(6) (5) 

SCORECARD: 

Rating: 

Sample Size: 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
~--------------------'(b) (5) 

Notes: 

Results 4: 

E.4.PRG - Management's Efforts Purpose: 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
~-------------------~K6TT~============~--------~ 

Procedure Step: 

Type: 

Assigned To: 

Prepared By: 

Reviewed By: 

PROPERTIES: 

location: 

Frequency: 

Category 4: 

User Category: 

Category5 

Category6 

SCORECARD: 

Rating: 

Sample Size: 

8PM, 3/3/2015 

KLP, 3/3/2015 

ion ) 

Source: 
t6)(5) 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
~----------------~'b){S) 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
~---------------~{'. b)(S) 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
~------------------'-b) (5) 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
ib)(S) 

Notes: 

Results 4: 

E.4.PRG - Management's Efforts Purpose: 
i6)l::>J I-

Procedure Step: r6)cs> I 
Type: 

Criteria: 
6)1S) I Assigned To: 

I 
Prepared By: SPK, 3/26/2015 

Reviewed By: KLP, 3/26/2015 Source: 

Board 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary 

PROPERTIES: 

Location: 

Frequency: 

Category 4: 

User Category: 

Category5 

Category6 

SCORECARD: 

Rating: 

Sample Size: 

E.4.PRG - Management's Efforts 

Detail 

Scope: 
6 5) 

Details: 

Conclusion: 

See record of work done. No exception noted. 

Notes: 

Results 4: 

Purpose: 



Summary 

Type: 

Assigned To: 

Prepared By: 

Reviewed By: 

PROPERTIES: 

Location: 

Frequency : 

Category 4: 

User Category: 

Category5 

Category6 

SCORECARD: 

Rating: 

Sample Size: 

The Board Can Enhance Its Diversity and Inclusion Efforts 

Fieldwork 

KLP 

KLP, 3/3/2015 

(None) 

(6)1 

Detail 

Criteria: 
6JT5) 

Source: 

Don Hammond, COO 
Michell Clark, Mgt Division 
Lewis Andrews, HR Analytics Manager 

Scope: 

CY 2011-2013 

Details: 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
~--------------------'Kb) (5) 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary 

E.4.PRG - Management's Efforts 

Procedure Step: (6)15J 

Type: 

Assigned To: 

Prepared By: 

Reviewed By: 

PROPERTIES: 

Location: 

Frequency: 

Category 4: 

User Category: 

Category5 

Category6 

SCORECARD: 

--------------
Fieldwork 

SMN 

SPK, 3/26/2015 

KLP, 3/26/2015 

Detail 

Notes: 

Results 4: 

Purpose: 
fl6)15·~--------------

Criteria: 

Board 's PM P pol icy,; {6) (SJ 

Source: 

Sioux Thompson, ODL 

Scope: 
6)(5) 

Details: 

Record of Work Done: 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary J Detail 

Rating: 
1(b) (5) 

Sample Size: 

Notes: 

Results 4: 



Profile 

General 

Code: 

Name: 

Audit Plan: 

Entities: 

Unit: 

Group: 

Type: 

location: 

Scope: 

Origin: 

Team 

The Board Can Enhance Its Diversity and Inclusion Efforts 

2015-MO-B-006 

The Board Can Enhance Its Diversity and Inclusion Efforts 

2014 

Name 

Federal Reserve Board (FRB) 

Audits & Evaluations 

Management & Operations 

FRB 

Other 

Breadcrumb 

Organizations > Federal Reserve Board (FRB) 

lead· Kimberly Perteet 

Manag er. 

Staff Type: 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Schedule 

 

Actual Start Date: 4/4/2014 
Actual End Date:  
 

Actual Hours:  0 

Actual Resource Costs:   

Actual External Costs:  $0.00 
 

Actual Expenses:   

(b) (5)

(b) (5)

(b) (5)

(b) (5)

(b) (5)

(b) (5)



The Board Can Enhance Its Diversity and Inclusion Efforts 

Risk 
Risk:    
Total Risk Score: 0 
Inherent Risk:  0 
Residual Risk:  0 

Objective(s) 
2014 Congressional Request on the Board’s Personnel Practices in Team Mate 
  
 

Background 
 

Planning 
 

Scope 
 

General 
 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Contact 

Primary 
 

Other 
 

Summary 
Final Risk:   
Opinion:   
Cost Savings:  $0.00 
Cost Avoidance: $0.00 
Rating:    
Summary: 
 

Tracking 

Actual Draft Date:  3/19/2015 
 

Actual Response Date:  3/19/2015 

(b) (5)

(b) (5)



The Board Can Enhance Its Diversity and Inclusion Efforts 

)}"(5 

Actual Issue Date: 3/31 /2015 

Milestones 

Category 
{6)15) 

Act. Date Comments 

Blank 

Entrance Meeting 5/12/2014 

Midpoint Meeting 9/3/2014 

Project Design Meeting 5/12/2014 

Message Development 10/2/2014 

Meeting 

AIG-Approved Draft Report 3/4/2015 

Discussion Draft Report 3/4/2015 

Exit Meeting 3/13/2015 

Formal Draft Report 3/19/2015 

Final Report 3/31 /2015 

Custom Properties 

I Custom Property Name I Value 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Procedures 

Summary Detail 

E.5.PRG - OD&I Purpose: 
[6J15) 

~ Procedure Step: i6J {5) I - I 

Type: 
Criteria: 

Assigned To: SMN 
Board policies and procedures. 

Prepared By: 8PM, 3/17/2015 

Reviewed By: KLP, 3/17/2015 
Source: 

OD&I officials, documents, reports and annual reports to Congress, 
PROPERTIES: MD-715, and certain e lements of the MD-715. 

location: 

Frequency: Scope: 

Category 4: Board OD&I activities from January 2011-January 2013. 

User Category: 

Category5 Details: 

Category6 6)(5) 

SCORECARD: 

Rating: 

Sample Size: 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
~----------------'(b) (5) 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
~------------------!.b) (5) 

Notes: 

Results 4: 

E.5.PRG - OD&I Purpose: Bf{~----------------~ 

Type: 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 

Assigned To: SMN Source: 

Prepared By: SMN, 3/17/2015 

Reviewed By: KLP, 3/25/2015 Scope: 
Board employee satisfaction survey results for FY11-FY13. 

PROPERTIES: 

Location: 
Details: 

Frequency: 
(b)(S) 

Category 4: 

User Category: 

Category5 

Category6 

SCORECARD: 

Rating: 

Sample Size: 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
~-----------------1(b) (5) 

E.5.PRG - OD&I 

Type: 

Assigned To: 

Prepared By: 

Reviewed By: 

PROPERTIES: 

Location: 

Frequency: 

SMN 

SPK, 3/23/2015 

KLP, 3/26/2015 

Notes: 

Results 4: 

Purpose: 
6) 5) 

Criteria: 

OWMI's efforts 

Source: 

Shelia Clark, OD&I, OIG Analysis 

Scope: 
OMWI activities/efforts in 2011-2013 



Summary 

Category 4: 

User Category: 

Category5 

Category6 

SCORECARD: 

Rating: 

Sample Size: 

The Board Can Enhance Its Diversity and Inclusion Efforts 

Detail 

Details: 

Conclusion: 

See record of work done. No exceptions noted. 

Notes: 

Results 4: 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 

E.5.PRG - OD&I Purpose: 
Assess the OMWl's efforts to increase diversity within the agency overall 

Procedure Step: Efforts to Increase Diversity - OMWI 
and in senior management . 

Type: Criteria: 
Assigned To: SMN Board policies and procedures, GAO's Expert-Identified Lead ing 
Prepared By: SPK, 3/19/2015 practices, and benchmarking with NCUA. In addition, relevant laws 

Reviewed By: KLP, 3/26/2015 and regulations such as MD-715, the No FEAR Act and section 342 of 

the Dodd-Frank Act. 

PROPERTIES: 

Location: Source: 

Frequency: 
Board documents, GAO, and Nat ional Cred it Union 

Association reports. 
Category 4: 

User Category: 
Scope: 

Category5 OMWI and EEO function under OD&l's diversity programs and activities for 

Category6 2011-2013. 

SCORECARD: Details: 

Rating: ~6n ) 
Sample Size: 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
~----------------t:b) (5) 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
1-----------------------..,(b) (5) 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
~-----------------~b) (5) 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
~------------------'~b) (5) 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
(b)(S) 

Notes: 

Results 4: 

E.5.PRG - 00&1 Purpose: 
Assess the OMWl's diversity training. 

Procedure Step: EEO and Diversity Training 

Type: Criteria: 

The Board's No FEAR Act Written Training Plan, wp E.5.4 
Assigned To: SMN 

Prepared By: 8PM, 3/17/2015 5 CFR Part 724.203, Tra ining Obligations, B.1.110 
Reviewed By: KLP, 3/27/2015 

Instructions to Federal Agencies for EEO MD-715 B.1.33 

PROPERTIES: 

Location: 
Source: 

Frequency: 
No FEAR Act Traininq plan provided by Sheila Clark, Office of 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 

Category 4: Diversity and Inclusion Director. 

User Category: Guidance documents MD-715 and 5 CFR 724 were both publ ically 

Category5 
available. 

Category6 
Scope: 
OMWl's diversity training for FY1 1-FY1 3. 

SCORECARD: 

Rating: Details: 
Sample Size: 

~oj (SJ 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
~--------------------'Kb) (5) 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
1------------------__,(b) (5) 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
(b)(S) 

Notes: 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 

Results 4: 

E.5.PRG - 00&1 Purpose: 
Ken s) I 

Procedure Step: rmsJ 
Type: 

Criteria: 

~6TT5J I Assigned To: SPK 

Prepared By: 8PM, 2/28/2015 
Source: 

Reviewed By: KLP, 3/30/2015 
Board Divisions 

PROPERTIES: 
Scope: 

Location: OMWl's programs and activities for FY11-FY13 

Frequency: 

Category 4: Details: 

User Category: 

Category5 (6) {SJ 

Category6 

SCORECARD: 

Rating: 

Sample Size: 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
~----------------~.b)(S) 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
~------------------'(b) (5) 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
~------------------''b) (5) 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
~------------------'(b) (5) 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
~------------------'(b) (5) 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
~------------------b) (5) 

E.5.PRG - OD&I 

Type: 

Assigned To: 

Prepared By: 

Reviewed By: 

PROPERTIES: 

location: 

Frequency: 

Category 4: 

User Category: 

Category5 

Category6 

SMN 

SMN, 3/17/2015 

KLP, 3/17/2015 

Notes: 

Results 4: 

Purpose: 
(6) 

Criteria: 

Source: 

Shelia Clark, Director, OD&I 

Scope: 
2014 OMWI Annual Report 

Details: 

Record of Work Done: 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 

SCORECARD: 
b)(S) 

Rating: 

Sample Size: 

Notes: 



Summary 

E.5.PRG - OD&I 

Type: 

Assigned To: 

Prepared By: 

Reviewed By: 

PROPERTIES: 

Location: 

Frequency: 

Category 4: 

User Category: 

Category5 

Category6 

SCORECARD: 

Rating: 

Sample Size: 

The Board Can Enhance Its Diversity and Inclusion Efforts 

SPK 

SPK, 311712015 

KLP, 3/17/2015 

Detail 

Results 4: 

Purpose: 

Criteria: 

Section 342 of Dodd Frank Act requ irements for the establishment of 
an agency's OMWI. 

Source: 

Board policies and procedures, Dodd-Frank Act, and interviews with 
OD&I officials. 

Scope: 
OD&I, specifically OMWl's programs and activities from 2011-2013. 

Details: 

6)(5) 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
~-----------------:,b){S) 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
b) (5) 

Notes: 

Results 4: 

E.5.PRG - 00&1 Purpose: 
6) 5J 

Procedure Step: Benchmarking 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 

Type: f6H5J I 
Assigned To: KLP I 
Prepared By: SPK, 212612015 

Reviewed By: KLP, 311712015 Criteria: 
r6J15) I 

PROPERTIES: 
Source: 

Location: 
Allison D. Washington 

Frequency: Senior Auditor 
Category 4: NCUA OIG 

User Category: OIG 

Category5 Shelia Clark, ODI Director 

Category6 
Scope: 

SCORECARD: 
NCUA's Strateg ic Plan 

Rating: 
Details: 

Sample Size: 

{6 ~5) 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
~---------------------1(b) (5) 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
' b) (5) 

Notes: 

Results 4: 
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Profile 

General 

Code: 

Name: 

Audit Plan: 

Entities: 

Unit: 

Group: 

Type: 

location: 

Scope: 

Origin: 

Team 

The Board Can Enhance Its Diversity and Inclusion Efforts 

2015-MO-B-006 

The Board Can Enhance Its Diversity and Inclusion Efforts 

2014 

Name 

Federal Reserve Board (FRB) 

Audits & Evaluations 

Management & Operations 

FRB 

Other 

Breadcrumb 

Organizations > Federal Reserve Board (FRB) 

lead· Kimberly Perteet 

Manag er. 

Staff Type: 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Schedule 

 

 
Actual Start Date: 4/4/2014 
Actual End Date:  
 

Actual Hours:  0 
 

Actual Resource Costs:   
 

Actual External Costs:  $0.00 
 

Actual Expenses:   

(b) (5)

(b) (5)

(b) (5)

(b) (5)

(b) (5)

(b) (5)



The Board Can Enhance Its Diversity and Inclusion Efforts 

Risk 
Risk:    
Total Risk Score: 0 
Inherent Risk:  0 
Residual Risk:  0 

Objective(s) 
2014 Congressional Request on the Board’s Personnel Practices in Team Mate 
  
 

Background 
 

Planning 
 

Scope 
 

General 
 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Contact 

Primary 
 

Other 
 

Summary 
Final Risk:   
Opinion:   
Cost Savings:  $0.00 
Cost Avoidance: $0.00 
Rating:    
Summary: 
 

Tracking 

Actual Draft Date:  3/19/2015 
 

Actual Response Date:  3/19/2015 

(b) (5)

(b) (5)



The Board Can Enhance Its Diversity and Inclusion Efforts 

{6)15 

Actual Issue Date: 3/31 /2015 

Milestones 

Category 
{6}{5} 

Act. Date Comments 

Blank 

Entrance Meeting 5/12/2014 

Midpoint Meeting 9/3/2014 

Project Design Meeting 5/12/2014 

Message Development 10/2/2014 

Meeting 

AIG-Approved Draft Report 3/4/2015 

Discussion Draft Report 3/4/2015 

Exit Meeting 3/13/2015 

Formal Draft Report 3/19/2015 

Final Report 3/31 /2015 

Custom Properties 

I Custom Property Name I Value 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Procedures 

Summary Detail 

E.2.PRG - Personnel Oeerations, Policies, and Procedures Purpose: 
Documents the OIG's approval of the Audit of the Board's Diversity and Inclusion's Processes 
Audit Program 

Procedure Step: OIG Approval of Audit Program 

Type: Criteria: 

Assigned To: KLP OIG policies and procedures 

Prepared By: KLP, 1/20/2015 

Reviewed By: 
Source: 

(None) 
Klmnberly Perteet, Project Lead 

PROPERTIES: Scope: 

Location: Board's Audit Program CY 2011- CY 2014 

Frequency: 

Category 4: 
Details: 

User Category: 

Category5 
Record of Work Done: 
See the following procedure steps oulined in E.2.78 

Category6 

Conclusion: 

SCORECARD: This audit program is in compliance with OIG policies and procedures. 

Rating: 

Sample Size: Notes: 

Results 4: 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 

E.2.PRG - Personnel Oeerations, Policies, and Procedures Purpose: 
6) (5) I 

r6JlsJ 
I 

Procedure Step: I I -Type: 
Criteria: 

Assigned To: SMN 
Vacant Posting Policy 

Prepared By: SMN, 3/12/2015 

Reviewed By: KLP, 3/23/2015 Source: 

Board and OIG 
PROPERTIES: 

Location: Scope: 

Frequency: Board hiring operations, policies, and procedures from FY11-FY13 

Category 4: 

User Category: Details: 

Category5 
(6 (5) 

Category6 

SCORECARD: 

Rating: 

Sample Size: 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
1------------------------"(b) (5) 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
1--------------------',(b) (5) 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
~----------------""(b)(S) 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary I Detail 
Kb)(S) 

Conclusion: 
Based on the record of work completed, 

Notes: 

Results 4: 

E.2.PRG - Personnel Oeerations, Policies, and Procedures Purpose: 
l§J15l I 

Procedure Step: i6J {5) I 
Criteria: 

r6J <5rt 
The Board's Human Capital Practices 

Type: 

Assigned To: SPK 
Source: 

Prepared By: SMN, 3/1 2/2015 
Human Capital Officals 

Reviewed By: KLP, 3/23/2015 

Scope: 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 

PROPERTIES: CY 2011- CY 2013 

Location: 

Frequency: Details: 

Category 4: 

User Category: 
(6) 5) 

Category5 

Category6 

SCORECARD: 

Rating: 

Sample Size: 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
(b)(S) 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
~---------------------::(b) (5) 

E.2.PRG - Personnel Operations, Policies, and Procedures 

Type: 

Assigned To: 

Prepared By: 

Reviewed By: 

PROPERTIES: 

SPK 

SPK, 3/25/2015 

KLP, 3/25/2015 

Notes: 

Results 4: 

Purpose: t6J(5) _______________ _ 

Criteria: 

Federa l Reserve Act Section 10 

Source: 

Board of Governors Legal Staff 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 

location: Scope: 

Frequency: Board hiring operations, policies, and procedures from FY11-FY13 

Category 4: 

User Category: Details: 

Category5 lf>f SJ 
Category6 

SCORECARD: 

Rating: 

Sample Size: 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
l(b) (5) 

Notes: 

Results 4: 

E.2.PRG - Personnel Oeerations, Policies, and Procedures Purpose: 
6J 5J 

Procedure Step: ~6)75) I 
Type: 

Assigned To: SPK 
Criteria: 

Prepared By: SPK, 1/21/2015 

Reviewed By: (None) 
Source: 

PROPERTIES: 

Location: 
Scope: 
Board hiring operations, policies, and procedures from FY11-FY13 

Frequency: 

Category 4: Details: 

User Category: 

Category5 {6) 5) 

Category6 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
1-S_C_O_R_E_C_A_R_D_: ----------------(b) (5) 

Rating: 

Sample Size: 

E.2.PRG - Personnel Operations, Policies, and Procedures 

Procedure Step: 

Type: 

Assigned To: 

Prepared By: 

Reviewed By: 

(6)15) 

SMN 

SPK, 3/24/2015 

KLP, 3/25/2015 

Notes: 

Results 4: 

Purpose: "~~-------------
Criteria: 

Board policies and procedures. 

Source: 

Board interviews and documents. 

Scope: 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary 

PROPERTIES: 

location: 

Frequency: 

Category 4: 

User Category: 

Category5 

Category6 

SCORECARD: 

Rab'ng: 

Sample Size: 

E.2.PRG - Personnel Operations, Policies, and Procedures 

Procedure Step: r6)15J -------------
Type: 

Detail 
(6) (5) 

Conclusion: 

See record of work done. No exception noted. 

Notes: 

Results 4: 

Puroo,.,,,s".,,e, .. _· _____________________ , 
>J (5) 



Summary 

Assigned To: 

Prepared By: 

Reviewed By: 

PROPERTIES: 

Location: 

Frequency: 

Category 4: 

User Category: 

Category5 

Category6 

SCORECARD: 

Rating: 

Sample Size: 

The Board Can Enhance Its Diversity and Inclusion Efforts 

SPK 

SPK, 3/18/2015 

KLP, 3/18/2015 

Detail 
Board policies and procedures. 

Source: 

Board 

Scope: 
Board performance management operations, policies, and procedures from 
2011 to 2013. 

Details: 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
(b) (5) 

Conclusion: 

See record of work done. 

Notes: 

Results 4: 

E.2.PRG - Personnel Oeerations, Policies, and Procedures Purpose: 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
~-------------------1-,(6)\~================~---I 

Type: 

Assigned To: 

Prepared By: 

Reviewed By: 

PROPERTIES: 

Location: 

Frequency: 

Category 4: 

User Category: 

Category5 

Category6 

SCORECARD: 

Rating: 

Sample Size: 

SPK 

SPK, 3/25/2015 

KLP, 3/25/2015 

Criteria: 

The Board's Perfomance Management Policy 

Source: 

Board officials and the OIG 

Scope: 
Board performance management operations, policies, and procedures from 
FY11-FY13 

Details: 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 

Conclusion: 

See record of work done. 

Notes: 

Results 4: 

E.2.PRG - Personnel Operations, Policies, and Procedures 

Procedure Step: ~6) (5J -Type: Criteria: 

Assigned To: SPK 

Prepared By: SPK, 11/10/2014 Source: 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 

Reviewed By: KLP, 3/25/2015 

Scope: 

PROPERTIES: Board performance management operations, policies, and procedures from 
FY1 1-FY13 

Location: 

Frequency: Details: 
Category 4: 

User Category: 
~6} (5} 

Category5 

Category6 

SCORECARD: 

Rating: 

Sample Size: 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
~-----------------1.'(b) (5) 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary 

E.2.PRG - Personnel Operations, Policies, and Procedures 

Procedure Step: 

Type: 

Assigned To: 

Prepared By: 

Reviewed By: 

PROPERTIES: 

Location: 

Frequency: 

Category 4: 

User Category: 

Category5 

Category6 

SCORECARD: 

Rating: 

[ D) (5) 

SPK 

SPK, 3/25/2015 

KLP, 3/25/201 5 

Detail 

Notes: 

Results 4: 

Purpose: t6J (5J,_ _____________ _ 

Criteria: 

The Board's Performance Management policy 

Source: 

Board officials and the OIG 

Scope: 

Board performance management operations, policies, and procedures from 
FY11-FY13 

Details: 

(5) 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 

Sample Size: l(b) (5) 

Notes: 

Results 4: 

E.2.PRG - Personnel Oeerations, Policies, and Procedures <SJ'ftr'ie· 
Procedure Step: ~o)(S) I -Type: 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 

Assigned To: SMN Criteria: 

Prepared By: SMN, 3/10/2015 GAGAS Appendix A, Section 6.04 - Types of Evidence 

Reviewed By: KLP, 3/10/2015 A6.04 In terms of its form and how it is collected, evidence may be 

categorized as physical, documentary, or testimonial. Physica l 

PROPERTIES: 
evidence is obtained by auditors' d irect inspection or observat ion of 
people, property, or events. Such evidence may be documented in 

Location: summary memos, photographs, videos, drawings, charts, maps, or 
Frequency: physical samples. Documentary evidence is obtained in the form of 

Category 4: already existing information such as lett ers, cont racts, accounting 

User Category: 
records, invoices, spreadsheets, database extracts, electronically 
stored information, and management information on performance. 

Category5 Testimonial evidence is obtained through inquiries, interviews, focus 
Category6 groups, public forums, or questionnaires. Auditors frequently use 

analytical processes including computations, comparisons, separation 

SCORECARD: of information into components, and rational arguments to analyze 

Rating: any evidence gathered to determine whether it is sufficient and 

Sample Size: 
appropriate. The strength and weakness of each form of evidence 
depends on the facts and circumstances associated with the evidence 
and professional judgment in the context of the audit objectives. 

Source: 

Policies and procedures, interviews, and review of other 
documentation. 

Scope: 
Board promotion practices/operations, policies, and procedures from CY11-
CY13 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 

Details: 

(ti (5) 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary 

E.2.PRG - Personnel Operations, Policies, and Procedures 

Detail 
[onsJ 

Conclusion: 

This review is in complaince with GAGAS and OIG policies and 
procedures based on the work conducted. 

Notes: 

Results 4: 

Purpose: 
{6)(5) 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
r-----------;;;~ ========---77(6)\~===----------------1 

Type: 

Assigned To: 

Prepared By: 

Reviewed By: 

PROPERTIES: 

Location: 

Frequency: 

Category 4: 

User Category: 

Category5 

Category6 

SCORECARD: 

Rating: 

Sample Size: 

SPK 

SPK, 3/25/2015 

KLP, 3/26/2015 

Criteria: 

Federal Reserve Act Section 10 

Source: 

Board Legal and the OIG 

Scope: 
Board promotion operations, policies, and procedures from FY11-FY13 

Details: 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
(b) (5) 

Notes: 

Results 4: 

E.2.PRG - Personnel Oeerations, Policies, and Procedures Purpose: 
[6H5) 

Procedure Step: ~t>) (5) I 
Type: 

Assigned To: SPK Criteria: 

Prepared By: SPK, 3/25/2015 Board promotion policies and procedures 

Reviewed By: KLP, 3/26/2015 



Summary 

PROPERTIES: 

location: 

Frequency: 

Category 4: 

User Category: 

Category5 

Category6 

SCORECARD: 

Rating: 

Sample Size: 

The Board Can Enhance Its Diversity and Inclusion Efforts 

Detail 

Source: 

Bioard and OIG Analysis 

Scope: 
Board promotion operations, policies, and procedures from FY11-FY13 

Details: 

[6J{SJ 

Conclusion: 

See record of work done. No except ion noted. 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary 

E.2.PRG - Personnel Operations, Policies, and Procedures 

Procedure Step: 

Type: 

Assigned To: 

Prepared By: 

Reviewed By: 

PROPERTIES: 

Location: 

Frequency: 

Category 4: 

User Category: 

Category5 

Category6 

SCORECARD: 

Rating: 

(D) (5) 

SPK 

SPK, 3/25/2015 

KLP, 3/26/2015 

Detail 

Notes: 

Results 4: 

Purpose: '6J(5) ______________ _ 

---
Criteria: 

Board policies and procedures related to promotions. 

Source: 

Board officials and the OIG 

Scope: 

Board promotion operations, policies, and procedures from FY11-FY13 

Details: 

r6J cs 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 

Sample Size: 
(b)(S) 

Notes: 

Results 4: 

E.2.PRG - Personnel Operations, Policies, and Procedures Purpose: 
{6Jl5} 

Procedure Step: 
f6)(oJ I 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 

Type: 

Assigned To: SPK Criteria: 

Prepared By: SPK, 3/25/2015 ' 6f(SJ I 
Reviewed By: KLP, 3/26/2015 I 

PROPERTIES: Source: 

Location: 
Board officials and the OIG 

Frequency: 
Scope: 

Category 4: f6)(5) I 
User Category: I 

Category5 

Category6 Details: 

SCORECARD: (6Y 5) 

Rating: 

Sample Size: 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
1-------------------:(b) (5) 

Notes: 

Results 4: 

E.2.PRG - Personnel Operations, Policies, and Procedures (b)(~ose .. · _____________________ , 

Procedure Step: 6)l5J -------------
Type: 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 

Assigned To: 8PM Kb)(5) 

I Prepared By: 8PM, 3/26/2015 

Reviewed By: KLP, 3/26/2015 Source: 

OIG interviews with Office of Diversity and Inclusion 
PROPERTIES: Board Policies and Procedures 

Location: Flowcharts created by the OIG 

Frequency: 

Category 4: Scope: 

User Category: 
Board EEO complaint operations, policies, and procedures from FY11-FY13 

Category5 
Details: 

Category6 

~6J {5J 
SCORECARD: 

Rating: 

Sample Size: 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
~---------------------1(b) (5) 

E.2.PRG - Personnel Operations, Policies, and Procedures 

Type: 

Assigned To: 

Prepared By: 

Reviewed By: 

SMN 

8PM, 3/25/2015 

KLP, 3/25/2015 

Notes: 

Results 4: 

Purpose: 
6){5;----------------

Criteria: 
The Board of Governors of the Federal Reserve System (the Board) has 
adopted a final rule that amends its "Rules Regarding Equal Opportunity," 
which establishes programs and procedures to promote equal opportunity 
for Board employees. This rule was published in the Federal Register as 12 
CFR 268 B.1 .25 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 

PROPERTIES: 268.104 outlines Pre-complaint processing 

location: 
268.105 outlines Individual complaints 
268.106 outlines Dismissals of complaints 

Frequency: 268.107 outlines investigation of complaints 

Category 4: 268.108 outlines Hearings 

User Category: 268.109 outlines Final action by the Board 
Also we identified the Board's EEO Policy which mirrors the above guidance 

Category5 in 12 CFR 268 B.1.1 

Category6 

Source: 

SCORECARD: For guidance information, see PSSC's in wp links 8 .1.1 and 8.1.25 

Rating: 
Board EEO complaint data obtained from E.3.PRG and the OD&I Office 
points of contact listed below: 

Sample Size: Andre Smith, Senior Diversity and Inclusion Specialist, 
andre.m.smith@frb.gov , 202-728-5876 
Johanna Bruce, Diversity and Inclusion Specialist Supervisor, 
johanna.c.bruce@frb.gov , 202-452-2787 

Scope: 

Board EEO complaint operations, policies, and procedures from FY11-FY1 3 

Details: 

(o) (5) 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
(b)(S) 

Notes: 

Results 4: 

E.2.PRG - Personnel Oeerations, Policies, and Procedures Purpose: 
(6)15) 

Procedure Step: imSJ I 
Type: 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 

Assigned To: SPK Criteria: 

Prepared By: SPK, 3/25/201 5 Board EEO Complaint policy 

Reviewed By: KLP, 3/25/2015 

Source: 

PROPERTIES: Board and OIG analysis 

Location: 

Frequency: Scope: 

Category 4: 
Board EEO complaint operations, policies, and procedures from FY11-FY1 3 

User Category: 
Details: 

Category5 
{6}15) 

Category6 

SCORECARD: 

Rating: 

Sample Size: 

Conclusion: 

See record of work done. No exception noted. 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary 

E.2.PRG - Personnel Operations, Policies, and Procedures 

Type: 

Assigned To: 

Prepared By: 

Reviewed By: 

PROPERTIES: 

Location: 

Frequency: 

Category 4: 

User Category: 

Category5 

Category6 

SCORECARD: 

BPM 

8PM, 3/25/2015 

KLP, 3/26/2015 

Detail 

Notes: 

Results 4: 

Purpose: 
6J15)'~---------------

Criteria: r6J<5J ______________ _ 

Source: 
Board EEO complaint data obtained from the OD&I Office points of contact 
listed below: 
Andre Smith, Senior Diversity and Inclusion Specialist, 
andre.m.smith@frb.gov , 202-728-5876 
Johanna Bruce, Diversity and Inclusion Specialist Supervisor, 
johanna.c.bruce@frb.gov , 202-452-2787 

Scope: 
Board EEO complaint operations, policies, and procedures from FY11-FY13 

Details: 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
(b) (5) 

-, 

Rating: 

Sample Size: 

Notes: 

Results 4: 

E.2.PRG - Personnel Oeerations, Policies, and Procedures Purp_ose: 
{cHS) 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
~-------------------~.6)\ ~====================~ 

Procedure Step: 

Type: 

Assigned To: 

Prepared By: 

Reviewed By: 

PROPERTIES: 

Location: 

Frequency: 

Category 4: 

User Category: 

Category5 

Category6 

SCORECARD: 

Rating: 

Sample Size: 

BPM 

8PM, 3/19/2015 

KLP, 3/25/2015 

Criteria: 
GAGAS Standards 
6.56 Auditors must obtain sufficient, appropriate evidence to provide a 
reasonable basis for their findings and conclusions. 
6.57 The concept of sufficient, appropriate evidence is integral to an audit. 
Appropriateness is the measure of the quality of evidence that 
encompasses its relevance, validity, and reliability in providing support for 
findings and conclusions related to the audit objectives. In assessing the 
overall appropriateness of evidence, auditors should assess whether the 
evidence is relevant, valid, and reliable. Sufficiency is a measure of the 
quantity of evidence used to support the findings and conclusions related to 
the audit objectives. In assessing the sufficiency of evidence, auditors 
should determine whether enough evidence has been obtained to persuade 
a knowledgeable person that the fi ndings are reasonable. 

Source: 

All ison Dichoso, ER Supervisor 
Kevin May, Sr Employee Relations Specialist 
Keisha Hargo, Sr Employee Relat ions Specialist 

Scope: 
Board non-EEO complaint operations, policies, and procedures from FY11-
FY13 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
~---------------------1(b) (5) 
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Summary 

E.2.PRG - Personnel Operations, Policies, and Procedures 

Type: 

Assigned To: 

Prepared By: 

Reviewed By: 

PROPERTIES: 

Location: 

Frequency: 

Category 4: 

User Category: 

Category5 

Category6 

SCORECARD: 

SPK 

8PM, 3/25/2015 

KLP, 3/26/2015 

Detail 

Notes: 

Results 4: 

Purpose: 
6J15)'~----------------

Criteria: r6J<5J ______________ _ 

Source: 

We obtained data from the Employee Relations group in t he 
Management Division: Ll.12, .E...ifill, Ufil 
6J (5) 

Scope: 

Board non-EEO complaint operations, policies, and procedures from FY11-
FY13 

Details: 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 

Rating: (b)(S) 

Sample Size: 

Notes: 

Results 4: 

E.2.PRG - Personnel Oeerations, Policies, and Procedures Purpose: 

Procedure Step: ~o) (SJ I Criteria: 

I I Board policies related to non-EEO complaints or matters. 



Summary 

Type: 

Assigned To: 

Prepared By: 

Reviewed By: 

PROPERTIES: 

Location: 

Frequency: 

Category 4: 

User Category: 

Category5 

Category6 

SCORECARD: 

Rating: 

Sample Size: 

The Board Can Enhance Its Diversity and Inclusion Efforts 

SPK 

SPK, 3/25/2015 

KLP, 3/25/2015 

Detail 

Source: 

Board pol icies and OIG auditor analysis. 

Scope: 
Board non-EEO complaint operations, policies, and procedures from FY11-
FY13 

Details: 

'(D) (5) 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary 

E.2.PRG - Personnel Operations, Policies, and Procedures 

Type: 

Assigned To: 

Prepared By: 

Reviewed By: 

PROPERTIES: 

Location: 

Frequency: 

Category 4: 

User Category: 

Category5 

Category6 

8PM 

8PM, 3/25/2015 

KLP, 3/26/2015 

Detail 
See record of work done. No exception noted. 

Notes: 

Results 4: 

Purpose: "6f(5J ________________ _ 

Source: 
We obtained data from the Employee Relations group in the Management 
Division:E.3 .79, E.3.80, and E.3.81 

Scope: 
Board non-EEO complaint operations, policies, and procedures from FY11-
FY13 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 

SCORECARD: 
b)(S) 

Rating: 

Sample Size: 

Notes: 

Results 4: 
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Profile 

General 

Code: 

Name: 

Audit Plan: 

Entities: 

Unit: 

Group: 

Type: 

location: 

Scope: 

Origin: 

Team 

The Board Can Enhance Its Diversity and Inclusion Efforts 

2015-MO-B-006 

The Board Can Enhance Its Diversity and Inclusion Efforts 

2014 

Name 

Federal Reserve Board (FRB) 

Audits & Evaluations 

Management & Operations 

FRB 

Other 

Breadcrumb 

Organizations > Federal Reserve Board (FRB) 

lead· Kimberly Perteet 

Manager. 

StaffType: 
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Schedule 

 

Actual Start Date: 4/4/2014 
Actual End Date:  
 

Actual Hours:  0 
 

Actual Resource Costs:   
 

Actual External Costs:  $0.00 
 

Actual Expenses:   

(b) (5)

(b) (5)

(b) (5)

(b) (5)

(b) (5)

(b) (5)
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Risk 
Risk:    
Total Risk Score: 0 
Inherent Risk:  0 
Residual Risk:  0 

Objective(s) 
2014 Congressional Request on the Board’s Personnel Practices in Team Mate 
  
 

Background 
 

Planning 
 

Scope 
 

General 
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Contact 

Primary 
 

Other 
 

Summary 
Final Risk:   
Opinion:   
Cost Savings:  $0.00 
Cost Avoidance: $0.00 
Rating:    
Summary: 
 

Tracking 

Actual Draft Date:  3/19/2015 
 

Actual Response Date:  3/19/2015 

(b) (5)

(b) (5)



The Board Can Enhance Its Diversity and Inclusion Efforts 

{6) {5 

Actual Issue Date: 3/31 /2015 

Milestones 

Category 
{6)1 5) 

Act. Date Comments 

Blank 

Entrance Meeting 5/12/2014 

Midpoint Meeting 9/3/2014 

Project Design Meeting 5/12/2014 

Message Development 10/2/2014 

Meeting 

AIG-Approved Draft Report 3/4/2015 

Discussion Draft Report 3/4/2015 

Exit Meeting 3/13/2015 

Formal Draft Report 3/19/2015 

Final Report 3/31 /2015 

Custom Properties 

I Custom Property Name I Value 
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Procedures 

Summary Detail 

D.1.PRG - Ree5:!rting Purpose: 

Document the preliminary observations and find ings related to the 

Procedure Step: Preliminary Observations and Findings Board 's diversity and inclusion processes. 

Type: 

Assigned To: SMN Criteria: 

Prepared By: SMN, 4/1/2015 
OIG policies and procedures 

Reviewed By: KLP, 4/7/2015 
Source: 

See record of work done. 
PROPERTIES: 

Location: 
Scope: 

Frequency: Aud it of t he Board's diversity and inclusion processes. 
Category 4: 

User Category: Details: 
Category5 

Category 6 Record of Work Done: 

Refer to D.1.1 

SCORECARD: 

Rating: Conclusion: 

Sample Size: See record of work done. 

Notes: 
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Summary 

D.1.PRG - Reporting 

Procedure Step: Prepare Draft Reports 

Type: Reporting 

Assigned To: SMN 

Prepared By: SMN, 4/1/2015 

Reviewed By: KLP, 4/1/2015 

PROPERTIES: 

location: 

Frequency: 

Category 4: 

User Category: 

Category5 

Category6 

SCORECARD: 

Rating: 

Sample Size: 

Detail 

Results 4: 

Purpose: rll)(S) _______________ _ 

Criteria: 
GAGAS 7.03, 7.08-7.31 

7.03 Auditors must issue audit reports communicating the results of each 
completed performance audit. 

7.08 Auditors should prepare audit reports that contain (1) the objectives, 
scope, and methodology of the audit; (2) the audit results, including 
findings, conclusions, and recommendations, as appropriate; (3) a 
statement about the auditors' compliance with GAGAS; (4) a summary of 
the views of responsible officials; and (5) if applicable, the nature of any 
confidential or sensitive information omitted. 
7.09 Auditors should include in the report a description of the audit 
objectives and the scope and methodology used for addressing the audit 
objectives. Report users need this information to understand the purpose of 
the audit, the nature and extent of the audit work performed, the context 
and perspective regarding what is reported, and any significant limitations in 
audit objectives, scope, or methodology. 
7.10 Audit objectives for performance audits may vary widely. Auditors 
should communicate audit objectives in the audit report in a clear, specific, 
neutral, and unbiased manner that includes relevant assumptions. When 
audit objectives are limited but broader objectives could be inferred by 
users, auditors should state in the audit report that certain issues were 
outside the scope of the audit in order to avoid potential misunderstanding. 
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Summary Detail 
7.11 Auditors should describe the scope of the work performed and any 
limitations, including issues that would be relevant to likely users, so that 
they could reasonably interpret the findings, conclusions, and 
recommendations in the report without being misled. Auditors should also 
report any significant constraints imposed on the audit approach by 
information limitations or scope impairments, including denials or excessive 
delays of access to certain records or individuals. 
7.12 In describing the work conducted to address the audit objectives and 
support the reported findings and conclusions, auditors should, as 
applicable, explain the relationship between the population and the items 
tested; identify organizations, geographic locations, and the period covered; 
report the kinds and sources of evidence; and explain any significant 
limitations or uncertainties based on the auditors' overall assessment of the 
sufficiency and appropriateness of the evidence in the aggregate. 
7.13 In reporting audit methodology, auditors should explain how the 
completed audit work supports the audit objectives, including the evidence 
gathering and analysis techniques, in sufficient detail to allow 
knowledgeable users of their reports to understand how the auditors 
addressed the audit objectives. Auditors may include a description of the 
procedures performed as part of their assessment of the sufficiency and 
appropriateness of information used as audit evidence. Auditors should 
identify significant assumptions made in conducting the audit; describe 
comparative techniques applied; describe the criteria used; and, when 
sampling significantly supports the auditors' findings, conclusions, or 
recommendations, describe the sample design and state why the design 
was chosen, including whether the results can be projected to the intended 
population. 
7.14 In the audit report, auditors should present sufficient, appropriate 
evidence to support the findings and conclusions in relation to the audit 
objectives. Clearly developed findings164 assist management and oversight 
officials of the audited entity in understanding the need for taking corrective 
action. If auditors are able to sufficiently develop the elements of a finding, 
they should provide recommendations for corrective action if they are 
significant within the context of the audit objectives. However, the extent to 
which the elements for a finding are developed depends on the audit 
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Summary Detail 
objectives. Thus, a finding or set of findings is complete to the extent that 
the auditors address the audit objectives. 
7.15 Auditors should describe in their report limitations or uncertainties with the 
reliability or validity of evidence if (1) the evidence is significant to the findings 
and conclusions within the context of the audit objectives and (2) such disclosm-e is 
necessaty to avoid misleading the report users about the findings at1d conclusions. 
As discussed in pat·agraphs 6.69 through 6.72, even though the auditors may have 
some uncertainty about the sufficiency or appropriateness of some of the evidence, 
they may nonetheless detennine that in total there is sufficient, appropriate 
evidence given the findings and conclusions. Auditors should describe the 
limitations or uncertainties regarding evidence in conjtu1ction with the findings and 
conclusions, in addition to describing those limitations or uncertainties as part of 
the objectives, scope, and methodology. Additionally, this description provides 
repo1t users with a clear understanding regat·ding how much responsibility the 
auditors ai·e taking for the infonnation. 
7 .16 Auditors should place their findings in perspective by describing the nature 
and extent of the issues being reported and the extent of the work pe1formed that 
resulted in the finding. To give the reader a basis for judging the prevalence and 
consequences of these findings, auditors should, as appropriate, relate the instances 
identified to the population or the number of cases examined and quantify the 
results in tenns of dollar value, or other measw·es. If the results cannot be 
projected, auditors should limit their conclusions appropriately. 
7.17 Auditors may provide background information to establish the context 
for the overall message and to help the reader understand the findings and 
significance of the issues discussed. Appropriate background information 
may include information on how programs and operations work; the 
significance of programs and operations ( e.g., dollars, impact, purposes, 
and past audit work, if relevant); a description of the audited entity's 
responsibilities; and explanation of terms, organizational structure, and the 
statutory basis for the program and operations. When reporting on the 
results of their work, auditors should disclose significant facts relevant to 
the objectives of their work and known to them which, if not disclosed, 
could mislead knowledgeable users, misrepresent the results, or conceal 
siqnificant improper or illeqal practices. 
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Summary Detail 
7.18 Auditors should also report deficiencies in internal control, instances of 
fraud, noncompliance with provisions of laws, regulations, cont racts, or 
grant agreements, or abuse that have occurred or are likely t o have 
occurred and are significant within the context of the audit objectives. 
7.19 Auditors should include in the audit report (1) the scope of their work 
on internal control and (2) any deficiencies in internal control that are 
significant within the context of the audit objectives and based upon the 
audit work performed.165 When auditors detect deficiencies in internal 
control that are not significant to the objectives of the audit but warrant the 
attention of those charged with governance, they should include those 
deficiencies either in the report or communicate those deficiencies in writing 
to audited entity officials. Auditors should refer to that written 
communication in the audit report if the written communication is separate 
from the audit report. When auditors detect deficiencies that do warrant the 
attention of those charged with governance, the determination of whether 
and how to communicate such deficiencies to audited entity officials is a 
matter of professional judgment. 
7 .20 In a perfonnance audit, auditors tnay conclude that identified deficiencies in 
internal control that are significant within the context of the audit objectives are the 
cause of deficient performance of the program or operations being audited. In 
reporting this type of finding, the internal control deficiency would be described as 
the cause. 

7.21 When auditors conc lude, based on sufficient, appropriate 
evidence, that fraud,166 noncompliance with provisions of laws, 
regulations, contracts or grant agreements, or abuse167 either has 
occurred or is likely to have occurred which is significant within the 
context of the audit objectives, they should report the matter as a 
finding. Whether a particular act is, in fact, fraud or noncompliance 
with provisions of laws, regulations, contracts or grant agreements 
may have to await final determination by a court of law or other 
adjudicative body. 
7.22 When auditors detect instances of fraud, noncompliance with 
provisions of laws, regulations, contracts, or grant agreements, or abuse 
that are not significant within the context of the audit objectives but warrant 
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Summary Detail 
the attention of those charged with governance, they should communicate 
those findings in writing to audited entity officials. When auditors detect 
any instances of fraud, noncompliance with provisions of laws, regulations, 
contracts, or grant agreements, or abuse that do not warrant the attention 
of those charged with governance, the auditors' determination of whether 
and how to communicate such instances to audited entity officials is a 
matter of professional j udgment. 
7.23 When fraud, noncompliance with provisions oflaws, regulations, contracts, or 
grant agreements, or abuse either have occutTed or a.re likely to have occutTed, 
auditors may consult with authorities or legal counsel about whether publicly 
reporting such infomiation would compromise investigative or legal proceedings. 
Auditors may limit their public reporting to matters that would not compromise 
those proceedings and, for example, report only on infonnation that is already a 
pa11 of the public record. 
7.24 Auditors should report known or likely fraud, noncompliance with 
provisions of laws, regulations, contracts, or grant agreements, or abuse 
directly to parties outside the audited entity in the following two 
circumstances. 
a. When entity management fails to satisfy legal or regulatory requirements 
to report such information to external parties specified in law or regulation, 
auditors should first communicate the failure to report such information to 
those charged with governance. If the audited entity still does not report this 
information to the specified external parties as soon as practicable after the 
auditors' communication with those charged with governance, then the 
auditors should report the information directly to the specified external 
parties. 
b. When entity management fails to take timely and appropriate steps to 
respond to known or likely fraud, noncompliance with provisions of laws, 
regulations, contracts, or grant agreements, or abuse that (1) is significant 
to the findings and conclusions and (2) involves funding received directly or 
indirectly from a government agency, auditors should first report 
management's failure to take timely and appropriate steps to those charged 
with governance. If the audited entity still does not take t imely and 
aooropriate steps as soon as practicable after the auditors' communication 
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with those charged with governance, then the auditors should report the 
ent ity's fai lure to take timely and appropriate steps directly to the funding 
agency. 
7.25 The repo1tinginparagraph 7.24 is in addition to any legal requirements for 
the auditor to rep01t such infonnation directly to parties outside the audited entity. 
Auditors should comply with these requirements even if they have resigned or been 
dismissed from the audit prior to its completion. Internal audit organizations do not 
have a duty to report outside the audited entity unless required by law, rule, 
regulation, or policy.168 
7 .26 Auditors should obtain sufficient, appropriate evidence, such as confinnation 
from outside patties, to co11"0borate assertions by mai1agement of the audited entity 
that it has repo1ted such findings in accordance with laws, regulations, or funding 
agreements. When auditors are wia.ble to do so, they should repo1t such information 
directly as discussed in paragraphs 7.24 and 7.25. 

7.27 Auditors should report conclusions based on the audit objectives and 
the audit findings. Report conclusions are logical inferences about the 
program based on the auditors' findings, not merely a summary of the 
findings. The strength of the auditors' conclusions depends on the 
sufficiency and appropriateness of the evidence supporting the findings and 
the soundness of the logic used to formulate the conclusions. Conclusions 
are more compelling if they lead to the auditors' recommendations and 
convince the knowledgeable user of the report that action is necessary. 
7.28 Auditors should recommend actions to correct deficiencies and other 
findings identified during the audit and to improve programs and operations 
when the potential for improvement in programs, operations, and 
performance is substantiated by the reported findings and conclusions. 
Auditors should make recommendations that flow logically from the findings 
and conclusions, are directed at resolving the cause of identified 
deficiencies and findings, and clearly state the actions recommended. 
7.29 Effective recommendations encourage improvements in the conduct of 
government programs and operations. Recommendations are effective 
when they are addressed to parties that have the authority to act and when 
the recommended actions are specific, practical, cost effective, and 
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measurable. 

7.30 When auditors comply with all applicable GAGAS requirements, they 
should use the following language, which represents an unmodified GAGAS 
compliance statement, in the audit report to indicate that they performed the 
audit in accordance with GAGAS. 
We conducted this performance audit in accordance with generally 
accepted government auditing standards. Those standards require that we 
plan and perform the audit to obtain sufficient , appropriate evidence to 
provide a reasonable basis for our findings and conclusions based on our 
audit objectives. We believe that the evidence obtained provides a 
reasonable basis for our findings and conclusions based on our audit 
objectives. 
7.31 When auditors do not comply with all applicable GAGAS requirements, they 
should include a modified GAGAS compliance statement in the audit report. For 
perfomi.anc-e audits, auditors should use a statement that includes either ( 1) the 
language in 7.30, modified to indicate the requirements that were not followed or 
(2) language that the auditor did not follow GAGAS.170 

Source: 

See record of work done. 

Scope: 

Aud it of t he Board 's d iversity and inclusion processes. 

Details: 

6J (51 
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I 
f(6) {!>J 
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(b)(S) 

Conclusion: 

See record of work done. No except ions noted . 

Notes: 

Results 4: 

D.1.PRG - Re~rting Purpose: 
Index and reference all sections of the report. 

Procedure Step: Index and Reference the Draft Report 

Type: Reporting Criteria: 

GAGAS 3.91 
Assigned To: 3.91 Audit organizations should establish policies and procedures for audit 
Prepared By: SMN, 3/31 /2015 performance, documentation, and reporting that are designed to provide the 

Reviewed By: (None) 
audit organization with reasonable assurance that audits are performed and 
reports are issued in accordance with professional standards and legal and 
regulatory requirements. 
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PROPERTIES: 

location: Source: 

Frequency: See record of work done 

Category 4: 

User Category: Scope: 

Category5 Audit of t he Board's diversity and inclusion processes. 

Category6 
Details: 

SCORECARD: 

Rab'ng: 
Record of Work Done: 

Sample Size: 
[1:>)15) 
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1-----------------------i(b) (5) 
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Summary Detail 

Conclusion: 

See record o f work done. No exceptio ns noted . 

Notes: 

Results 4: 

D.1.PRG - Re~rting Purpose: 

Document an electronic copy of the draft report as well as the transmittal 

Procedure Step: Issue the Discussion Draft Report 
letter or email. 

Type: Reporting 
Criteria: 

Assigned To: KLP GAGAS 7.32-7.38 

Prepared By: KLP, 3/9/2015 7 .32 Auditors should obtain and report the views of responsible officials of 

Reviewed By: (None) 
the audited entity concerning the findings, conclusions, and 
recommendations included in the audit report, as well as any planned 
corrective actions. 

PROPERTIES: 7.33 Providing a draft report with findings for review and comment by 
Location: responsible officials of the audited entity and others helps the auditors 

Frequency: 
develop a report that is fair, complete, and objective. Including the views of 
responsible officials results in a report that presents not only the auditors' 

Category 4: findings, conclusions, and recommendations, but also the perspectives of 

User Category: 
the responsible officials of the audited entity and the corrective actions they 
plan to take. Obtaining the comments in writing is preferred, but oral 

Category5 comments are acceptable. 

Category6 
7.34 When auditors receive written comments from the responsible officials, 
they should include in their report a copy of the officials' written comments, 
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or a summary of the comments received. When the responsible officials 

SCORECARD: 
provide oral comments only, auditors should prepare a summary of the oral 
comments and provide a copy of the summary to the responsible officials to 

Rating: verify that the comments are accurately stated. 
7.35 Auditors should also include in the report an evaluation of the 

Sample Size: comments, as appropriate. In cases in which the audited entity provides 
technical comments in addition to its written or oral comments on the report, 
auditors may disclose in the report that such comments were received. 
7.36 Obtaining oral comments may be appropriate when, for example, there 
is a reporting date critical to meeting a user's needs; auditors have worked 
closely with the responsible officials throughout the work and the parties are 
familiar with the findings and issues addressed in the draft report; or the 
auditors do not expect major disagreements with the findings, conclusions, 
and recommendations in the draft, or major controversies with regard to the 
issues discussed in the draft report. 

7.37 When the audited entity's comments are inconsistent or in conflict with 
the findings, conclusions, or recommendations in the draft report, or when 
planned corrective actions do not adequately address the auditors' 
recommendations, the auditors should evaluate the validity of the audited 
entity's comments. If the auditors disagree with the comments, they should 
explain in the report their reasons for disagreement. Conversely, the 
auditors should modify their report as necessary if they find the comments 
valid and supported with sufficient, appropriate evidence. 
7.38 If the audited entity refuses to provide comments or is unable to 
provide comments within a reasonable period of time, the auditors may 
issue the report without receiving comments from the audited entity. In such 
cases, the auditors should indicate in the report that the audited entity did 
not provide comments. 

Source: 

OIG Aud it Team the Board 's D iversity a 
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Scope: 

The Board's Diversity and Inclusion Processes CY 2011- CY 2013 an d 

any changes made during FY 2014. 

Details: 

6) t5) 

Conclusion: 

This work is in compliance with GAGAS standards and the OIG 
policies and procedures. 

Notes: 

Results 4: 

D.1.PRG - Re~rting Purpose: 
Document an electronic copy of the draft report as well as the transmittal 
letter or email. 

Procedure Step: Issue the Draft Report for Comment 
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Type: Reporting 

Assigned To: Criteria: 

Prepared By: SMN, 3/31 /2015 GAGAS 7.32-7.38 
7.32 Auditors should obtain and report the v iews of responsible 

Reviewed By: (None) officials of the audited entity concerning the findings, conclusions, 
and recommendations included in the audit report, as well as any 

PROPERTIES: 
planned corrective actions. 

location: 7.33 Providing a draft report with findings for review and comment by 

Frequency: 
responsible officials of the audited entity and others helps the auditors 
develop a report that is fair, complete, and objective. Including the views of 

Category 4: responsible officials results in a report that presents not only the auditors' 

User Category: 
findings, conclusions, and recommendations, but also the perspectives of 
the responsible officials of the audited entity and the corrective actions they 

Category5 plan to take. Obtaining the comments in writing is preferred, but oral 

Category6 
comments are acceptable. 
7.34 When auditors receive written comments from the responsible officials, 
they should include in their report a copy of the officials' written comments, 

SCORECARD: 
or a summary of the comments received. When the responsible officials 
provide oral comments only, auditors should prepare a summary of the oral 

Rating: comments and provide a copy of the summary to the responsible officials to 

Sample Size: 
verify that the comments are accurately stated. 
7.35 Auditors should also include in the report an evaluation of the 
comments, as appropriate. In cases in which the audited entity provides 
technical comments in addition to its written or oral comments on the report, 
auditors may disclose in the report that such comments were received. 
7.36 Obtaining oral comments may be appropriate when, for example, there 
is a reporting date critical to meeting a user's needs; auditors have worked 
closely with the responsible officials throughout the work and the parties are 
familiar with the findings and issues addressed in the draft report; or the 
auditors do not expect major disagreements with the findings, conclusions, 
and recommendations in the draft, or major controversies with regard to the 
issues discussed in the draft report. 
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Detail 
7.37 When the audited entity's comments are inconsistent or in confl ict with 
the findings, conclusions, or recommendations in the draft report, or when 
planned corrective actions do not adequately address the auditors' 
recommendations, the auditors should evaluate the validity of the audited 
entity's comments. If the auditors disagree with the comments, they should 
explain in the report their reasons for disagreement. Conversely, the 
auditors should modify their report as necessary if they find the comments 
valid and supported with sufficient, appropriate evidence. 
7.38 If the audited entity refuses to provide comments or is unable to 
provide comments within a reasonable period of time, the auditors may 
issue the report without receiving comments from the audited entity. In such 
cases, the auditors should indicate in the report that the audited entity did 
not provide comments. 

Source: 

OIG Management 

Scope: 

Aud it of the Board's Diversity and Inclusion Processes 

Details: 

Record of Work Done: 
(6)(5) 
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Conclusion: 

This workstep complies with GAGAS and the OIG policies and 

procedures. See record o f work done. No except ions noted. 

Notes: 

Results 4: 

D.1 . PRG - Re~ rting Purpose: 

Document a copy of the signed response from Board/ CFPB management as 

Procedure Step: Obtain and Evaluate Management's 
well as the OIG "Analysis of Comments." Index and reference the analysis 
and any changes to the report based on management's comments, as 

Response appropriate. 

Type: Reporting 

Assigned To: Criteria: 

Prepared By: SMN, 3/31 /2015 
GAGAS 7.32-7.38 
7.32 Auditors should obtain and report the views of responsible 

Reviewed By: (None) officials of the audited entity concerning the findings, conclusions, 
and recommendations included in the audit report, as well as any 
planned corrective actions. 

PROPERTIES: 

Location: 
7.33 Providing a draft report with findings for review and comment by 
responsible officials of the audited entity and others helps the auditors 

Frequency: develop a report that is fair, complete, and objective. Including the views of 

Category 4: 
responsible officials results in a report that presents not only the auditors' 
findings, conclusions, and recommendations, but also the perspectives of 

User Category: the responsible officials of the audited entity and the corrective actions they 
plan to take. Obtaininq the comments in writinq is preferred, but oral 
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Category5 comments are acceptable. 
7.34 When auditors receive written comments from the responsible officials, 

Category6 they should include in their report a copy of the officials' written comments, 
or a summary of the comments received. When the responsible officials 

SCORECARD: 
provide oral comments only, auditors should prepare a summary of the oral 
comments and provide a copy of the summary to the responsible officials to 

Rating: verify that the comments are accurately stated. 
7.35 Auditors should also include in the report an evaluation of the 

Sample Size: comments, as appropriate. In cases in which the audited entity provides 
technical comments in addition to its written or oral comments on the report, 
auditors may disclose in the report that such comments were received. 
7.36 Obtaining oral comments may be appropriate when, for example, there 
is a reporting date critical to meeting a user's needs; auditors have worked 
closely with the responsible officials throughout the work and the parties are 
familiar with the findings and issues addressed in the draft report; or the 
auditors do not expect major disagreements with the findings, conclusions, 
and recommendations in the draft, or major controversies with regard to the 
issues discussed in the draft report. 

7.37 When the audited entity's comments are inconsistent or in conflict with 
the findings, conclusions, or recommendations in the draft report, or when 
planned corrective actions do not adequately address the auditors' 
recommendations, the auditors should evaluate the validity of the audited 
entity's comments. If the auditors disagree with the comments, they should 
explain in the report their reasons for disagreement. Conversely, the 
auditors should modify their report as necessary if they find the comments 
valid and supported with sufficient, appropriate evidence. 
7.38 If the audited entity refuses to provide comments or is unable to 
provide comments within a reasonable period of time, the auditors may 
issue the report without receiving comments from the audited entity. In such 
cases, the auditors should indicate in the report that the audited entity did 
not provide comments. 

Source: 
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Board response signed by Don Hammondm, COO. 

Scope: 

OIG analysis of Board response to official draft. 

Details: 

[6} {SJ 
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(b)(S) 

Notes: 

Results 4: 
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D.1 . PRG - Re~ rting Purpose: 

Document an electronic copy of the final, signed report. 

Procedure Step: Issue the Final Report 

Type: Reporting Criteria: 
GAGAS 7.03, 7.08-7.31 

Assigned To: 7.03 Auditors must issue audit reports communicating the results of each 

Prepared By: SMN, 3/31 /2015 completed performance audit. 

Reviewed By: (None) 7.08 Auditors should prepare audit reports that contain (1) the objectives, 
scope, and methodology of the audit; (2) the audit results, including 

PROPERTIES: 
findings, conclusions, and recommendations, as appropriate; (3) a 
statement about the auditors' compliance with GAGAS; (4) a summary of 

Location: the views of responsible officials; and (5) if applicable, the nature of any 

Frequency: 
confidential or sensitive information omitted. 
7.09 Auditors should include in the report a description of the audit 

Category 4: objectives and the scope and methodology used for addressing the audit 

User Category: 
objectives. Report users need this information to understand the purpose of 
the audit, the nature and extent of the audit work performed, the context 

Category5 and perspective regarding what is reported, and any significant limitations in 

Category6 
audit objectives, scope, or methodology. 
7.10 Audit objectives for performance audits may vary widely. Auditors 
should communicate audit objectives in the audit report in a clear, specific, 

SCORECARD: 
neutral, and unbiased manner that includes relevant assumptions. When 
audit objectives are limited but broader objectives could be inferred by 

Rating: users, auditors should state in the audit report that certain issues were 

Sample Size: 
outside the scope of the audit in order to avoid potential misunderstanding. 
7.11 Auditors should describe the scope of the work performed and any 
limitations, including issues that would be relevant to likely users, so that 
they could reasonably interpret the findings, conclusions, and 
recommendations in the report without being misled. Auditors should also 
report any significant constraints imposed on the audit approach by 
information limitations or scope impairments, including denials or excessive 
delays of access to certain records or individuals. 
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7 .12 In describing the work conducted to address the audit objectives and 
support the reported findings and conclusions, auditors should, as 
applicable, explain the relationship between the population and the items 
tested; identify organizations, geographic locations, and the period covered; 
report the kinds and sources of evidence; and explain any significant 
limitations or uncertainties based on the auditors' overall assessment of the 
sufficiency and appropriateness of the evidence in the aggregate. 
7.13 In reporting audit methodology, auditors should explain how the 
completed audit work supports the audit objectives, including the evidence 
gathering and analysis techniques, in sufficient detail to allow 
knowledgeable users of their reports to understand how the auditors 
addressed the audit objectives. Auditors may include a description of the 
procedures performed as part of their assessment of the sufficiency and 
appropriateness of information used as audit evidence. Auditors should 
identify significant assumptions made in conducting the audit; describe 
comparative techniques applied; describe the criteria used; and, when 
sampling significantly supports the auditors' findings, conclusions, or 
recommendations, describe the sample design and state why the design 
was chosen, including whether the results can be projected to the intended 
population. 
7 .14 In the audit report, auditors should present sufficient, appropriate 
evidence to support the findings and conclusions in relation to the audit 
objectives. Clearly developed findings164 assist management and oversight 
officials of the audited entity in understanding the need for taking corrective 
action. If auditors are able to sufficiently develop the elements of a finding, 
they should provide recommendations for corrective action if they are 
significant within the context of the audit objectives. However, the extent to 
which the elements for a finding are developed depends on the audit 
objectives. Thus, a finding or set of findings is complete to the extent that 
the auditors address the audit objectives. 
7.15 Auditors should describe in their report limitations or uncertainties with the 
reliability or validity of evidence if (1) the evidence is significant to the findings 
and conclusions within the context of the audit objectives and (2) such disclosme is 
necessaty to avoid misleading the report users about the findings and conclusions. 
As discussed in pai·agraphs 6.69 through 6.72, even though the auditors may have 
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some uncertainty about the sufficiency or appropriateness of some of the evidence, 
they may nonetheless detennine that in total there is sufficient, appropriate 
evidence given the findings and conclusions. Auditors should describe the 
limitations or uncertainties regarding evidence in conjm1ction with the findings and 
conclusions, in addition to describing those limitations or uncertainties as part of 
the objectives, scope, and methodology. Additionally, this description provides 
report users with a clear understanding regarding how much responsibility the 
auditors are taking for the information. 
7 .16 Auditors should place their findings in perspective by describing the nature 
and extent of the issues being reported and the extent of the work perfom1ed that 
resulted in the finding. To give the reader a basis for judging the prevalence and 
consequences of thes e findings, auditors should, as appropriate, relate the instances 
identified to the population or the number of cases examined and quantify the 
results in tenns of dollar value, or other measures. If the results cannot be projected, 
auditors should limit their conclusions appropriately. 
7 .17 Auditors may provide background infom1ation to establish the context for the 
overall message and to help the reader m1derstand the findings and significance of 
the issues discussed. Appropriate background infonnation may include infomiation 
on how programs and operations work; the significance of programs and operations 
(e.g., dollars, impact, pwposes, and past audit work, if relevant); a description of 
the audited entity's responsibilities; and explanation of tenns, organizational 
stmcture, and the statutory basis for the program and operations. When repott ing on 
the results of their work, auditors should disclose significant facts relevant to the 
objectives of their work and known to them which, if not disclosed, could mislead 
knowledgeable users, misrepresent the results, or conceal significant improper or 
illegal practices. 
7 .18 Auditors should also repott deficiencies in intemal control, instances of fraud, 
noncompliance with provisions of la:ws, regulations, contracts, or grant agreements, 
or abuse that have occu!1'ed or are likely to have occun-ed and are significant within 
the context of the audit objectives. 
7.19 Auditors should include in the audit report (1) the scope of their work 
on internal control and (2) any deficiencies in internal control that are 
significant within the context of the audit objectives and based upon the 
audit work performed.165 When auditors detect deficiencies in internal 
control that are not sianificant to the obiectives of the audit but warrant the 
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attention of those charged with governance, they should include those 
deficiencies either in the report or communicate those deficiencies in writing 
to audited entity officials. Auditors should refer to that written 
communication in the audit report if the written communication is separate 
from the audit report. When auditors detect deficiencies that do warrant the 
attention of those charged with governance, the determination of whether 
and how to communicate such deficiencies to audited entity officials is a 
matter of professional judgment. 
7 .20 In a performance audit, auditors may conclude that identified deficiencies in 
internal control that are significant within the context of the audit objectives are the 
cause of deficient pe1fonnance of the program or operations being audited. In 
reporting this type of finding, the internal control deficiency would be described as 
the cause. 
7.21 When auditors conclude, based on sufficient, appropriate 
evidence, that fraud, 166 noncompliance with provisions of laws, 
regulations, contracts or grant agreements, or abuse167 either has 
occurred or is likely to have occurred which is significant within the 
context of the audit objectives, they should report the matter as a 
finding. Whether a particular act is, in fact, fraud or noncompliance 
with provisions of laws, regulations, contracts or grant agreements 
may have to await final determination by a court of law or other 
adjudicative body. 
7.22 When auditors detect instances of fraud, noncompliance with 
provisions of laws, regulations, contracts, or grant agreements, or abuse 
that are not significant within the context of the audit objectives but warrant 
the attention of those charged with governance, they should communicate 
those findings in writing to audited entity officials. When auditors detect 
any instances of fraud, noncompliance with provisions of laws, regulations, 
contracts, or grant agreements, or abuse that do not warrant the attention 
of those charged with governance, the auditors' determinat ion of whether 
and how to communicate such instances to audited entity officials is a 
matter of professional judgment. 
7.23 When fraud, noncompliance with provisions oflaws, regulations, contracts, or 
grant agreements, or abuse either have occtmed or are likely to have occull'ed, 
auditors may consult with authorities or legal counsel about whether publicly 
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repo1t ing such infom1ation would compromise investigative or legal proceedings. 
Auditors may limit their public reporting to matters that would not compromise 
those proceedings and, for example, report only on infonnation that is ah-eady a 
part of the public record. 
7.24 Auditors should report known or likely fraud, noncompliance with 
provisions of laws, regulations, contracts, or grant agreements, or abuse 
directly to parties outside the audited entity in the following two 
circumstances. 
a. When entity management fails to satisfy legal or regulatory requirements 
to report such information to external parties specified in law or regulation, 
auditors should first communicate the fai lure to report such information to 
those charged with governance. If the audited entity still does not report this 
information to the specified external parties as soon as practicable after the 
auditors' communication with those charged with governance, then the 
auditors should report the information d irectly to the specified external 
parties. 
b. When entity management fails to take timely and appropriate steps to 
respond to known or likely fraud, noncompliance with provisions of laws, 
regulations, contracts, or grant agreements, or abuse that (1) is significant 
to the findings and conclusions and (2) involves funding received directly or 
indirectly from a government agency, auditors should fi rst report 
management's failure to take timely and appropriate steps to those charged 
with governance. If the audited entity still does not take t imely and 
appropriate steps as soon as practicable after the auditors' communication 
with those charged with governance, then the auditors should report the 
entity's fai lure to take timely and appropriate steps directly to the funding 
agency. 
7.25 The repo1ting in paragraph 7.24 is in addition to any legal requirements for 
the auditor to rep01t such infomiation directly to parties outside the audited entity. 
Auditors should comply with these requirements even if they have resigned or been 
dismissed from the audit prior to its completion. Internal audit organizations do not 
have a duty to rep01t outside the audited entity unless required by law, rule, 
regulation, or policy.168 
7 .26 Auditors should obtain sufficient, aooropriate evidence, such as confinnation 
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from outside pa1t ies, to co1rnborate assertions by management of the audited entity 
that it has repo1t ed such findings in accordance with laws, regulations, or funding 
agreements. When auditors are unable to do so, they should report such information 
directly as discussed in paragraphs 7.24 and 7.25. 

7.27 Auditors should report conclusions based on the audit objectives and 
the audit findings. Report conclusions are logical inferences about the 
program based on the auditors' findings, not merely a summary of the 
findings. The strength of the auditors' conclusions depends on the 
sufficiency and appropriateness of the evidence supporting the findings and 
the soundness of the logic used to formulate the conclusions. Conclusions 
are more compelling if they lead to the auditors' recommendations and 
convince the knowledgeable user of the report that action is necessary. 
7.28 Auditors should recommend actions to correct deficiencies and other 
findings identified during the audit and to improve programs and operations 
when the potential for improvement in programs, operations, and 
performance is substantiated by the reported findings and conclusions. 
Auditors should make recommendations that flow logically from the findings 
and conclusions, are directed at resolving the cause of identified 
deficiencies and findings, and clearly state the actions recommended. 
7.29 Effective recommendations encourage improvements in the conduct of 
government programs and operations. Recommendations are effective 
when they are addressed to parties that have the authority to act and when 
the recommended actions are specific, practical, cost effective, and 
measurable. 

7.30 When auditors comply with all applicable GAGAS requirements, they 
should use the following language, which represents an unmodified GAGAS 
compliance statement, in the audit report to indicate that they performed the 
audit in accordance with GAGAS. 
We conducted this performance audit in accordance with generally 
accepted government auditing standards. Those standards require that we 
plan and perform the audit to obtain sufficient, appropriate evidence to 
provide a reasonable basis for our findinqs and conclusions based on our 
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audit objectives. We believe that the evidence obtained provides a 
reasonable basis for our findings and conclusions based on our audit 
objectives. 
7.31 When auditors do not comply with all applicable GAGAS requirements, they 
should include a modified GAGAS compliance statement in the audit report. For 
perfonnance audits, auditors should use a statement that includes either ( I) the 
language in 7.30, modified to indicate the requirements that were not followed or 
(2) language that the auditor did not follow GAGAS.170 

Source: 

Melissa Heist, Associate Inspector General for Audits and Eva luations 

Scope: 

Audit of t he Board's diversity and inclusion processes. 

Details: 

Record of Work Done: 

Melissa Heist, Associate Inspector General for Audits and Eva luat ions 
issued the final report on 03/31/15. See D.1.42 and 0 .1.43. 

Conclusion: 

See record of work done. No exceptions noted. 

Notes: 
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D.1.PRG - Reporting 

Procedure Step: 

Type: 

Assigned To: 

Prepared By: 

Reviewed By: 

PROPERTIES: 

Location: 

Frequency: 

Category 4: 

User Category: 

Category5 

Category6 

SCORECARD: 

Rating: 

Sample Size: 

The Board Can Enhance Its Diversity and Inclusion Efforts 

Prepare Semi-Annual Report Narrative 

Reporting 

KLP 

KLP, 4/1/2015 

(None) 

Detail 

Results 4: 

Purpose: 

Document the text for the semi-annual report. 

Criteria: 

FRB/CFPB OIG Policy 

Source: 

Kimberly Perteet, Senior Auditor 

Scope: 

Aud it of the Board's diversity and inclusion processes. 

Details: 

Record of Work Done: 

6JT5) .----------------r 
I 

Conclusion: 

Not appl icable for team. See record of work done. 

Notes: 



Summary 

D.1.PRG - Reporting 

Procedure Step: 

Type: 

Assigned To: 

Prepared By: 

Reviewed By: 

PROPERTIES: 

location: 

Frequency: 

Category 4: 

User Category: 

Category5 

Category6 

SCORECARD: 

Rating: 

Sample Size: 

The Board Can Enhance Its Diversity and Inclusion Efforts 

Send the Final Report to OIG IT Staff 

Reporting 

SMN 

SMN, 4/1/2015 

KLP, 4/7/2015 

Detail 

Results 4: 

Purpose: 
Send the final report to OIG IT Staff for inclusion on the OIG webpage. 

Criteria: 

FRB/CFPB OIG Policy 

Source: 

Laura Polly, Supervisory Writer-Editor 

Scope: 

Audit of the Board's diversity and inclusion processes. 

Details: 

Record of Work Done: 

[bllSJ 
I 

Conclusion: 

See record of work done. No exceptions noted. 

I 
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Notes: 

Results 4: 

D.1.PRG - Ree5:!rting Purpose: 
Collect and provide all hardcopy workpapers to the OIG administrative 

Procedure Step: Hard Copy Working Papers 
assistant for fil ing. 

Type: Reporting 
Criteria: 

Assigned To: GAGAS 6. 79-6.85 

Prepared By: SMN, 3/23/2015 6. 79 Auditors must prepare audit documentation related to planning, 

Reviewed By: (None) 
conducting, and reporting for each audit. Auditors should prepare audit 
documentation in sufficient detail to enable an experienced auditor, having 
no previous connection to the audit, to understand from the audit 

PROPERTIES: 
documentation the nature, t iming, extent, and results of audit procedures 
performed, the audit evidence obtained and its source and the conclusions 

Location: reached, including evidence that supports the auditors' significant 

Frequency: 
judgments and conclusions. An experienced auditor means an individual 
(whether internal or external to the audit organization) who possesses the 

Category 4: competencies and skills that would have enabled him or her to conduct the 

User Category: 
performance audit. These competencies and skills include an 
understanding of (1) the performance audit processes, (2) GAGAS and 

Category5 applicable legal and regulatory requirements , (3) the subject matter 
associated with achieving the audit objectives, and (4) issues related to the 

Category6 audited entity's environment. 
6.80 Auditors should prepare audit documentation that contains evidence that 

SCORECARD: 
supports the findings, conclusions, and recommendations before they issue their 
report. 

Rating: 6.81 Auditors should design the fo1m and content of audit documentation to meet 

Sample Size: 
the circumstances of the paiiicular audit. The audit documentation constitutes the 
principal record of the work that the auditors have pe1fom1ed in accordance with 
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standards and the conclusions that the auditors have reached. The quantity, type, 
and content of audit documentation are a matter of the auditors ' professional 
judgment. 
6.82 Audit documentation is an essential element of audit quality. The process of 
preparing and reviewing audit documentation contributes to the quality of an audit. 
Audit documentation serves to (1) provide the principal support for the auditors ' 
report, (2) aid auditors in conducting and supervising the audit, and (3) allow for 
the review of audit quality. 
6 .83 Auditors should document159 the following: 
a. the objectives, scope, and methodology of the audit; 
b. the work performed and evidence obtained to support significant 
judgments and conclusions, including descriptions of transactions and 
records examined (for example, by listing fi le numbers, case numbers, or 
other means of identifying specific documents examined, but copies of 
documents examined or detailed listings of information from those 
documents are not required); and 
c. supervisory review, before the audit report is issued, of the evidence that 
supports the findings, conclusions, and recommendations contained in the 
audit report. 
6 .84 When auditors do not comply with applicable GAGAS requirements 
due to law, regulation, scope limitations, restrictions on access to records, 
or other issues impacting the audit, the auditors should document the 
departure from the GAGAS requirements and the impact on the audit and 
on the auditors' conclusions. This applies to departures from unconditional 
requirements and from presumptively mandatory requirements when 
alternative procedures performed in the circumstances were not sufficient to 
achieve the objectives of the standard.160 
6 .85 Underlying GAGAS audits is the premise that audit organizations in 
federal, state, and local governments and public accounting fi rms engaged 
to perform audits in accordance with GAGAS cooperate in auditing 
programs of common interest so that auditors may use others' work and 
avoid duplication of efforts. Subject to applicable laws and regulations, 
auditors should make appropriate individuals, as well as audit 
documentat ion, available upon request and in a timely manner to other 
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auditors or reviewers to satisfy these objectives. The use of auditors' work 
by other auditors may be facilitated by contractual arrangements for GAGAS 
audits that provide for full and timely access to appropriate individuals, as 
well as audit documentation. 

Source: 

Hardcopy workpapers related to the audit. 

Scope: 

Audit of the Board's d iversity and inclusion processes. 

Details: 

Record of Work Done: 

No hardcopy workpapers were retained for this audit. 

Conclusion: 

See record of work done. No exceptions noted. 

Notes: 

Results 4: 

D.1.PRG - Reporting Purpose: 

Complete the referencing checklist. 
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Procedure Step: Complete Referencing Checklist 

Type: Reporting Criteria: 

Assigned To: FRB/CFPB OIG Policy 

Prepared By: KLP, 4/7/2015 

Reviewed By: (None) Source: 

See referencing checkl ist procedure steps and related workpapers. 

PROPERTIES: 

Location: 
Scope: 

Audit of t he Board's diversity and inclusion processes. 
Frequency: 

Category 4: 
Details: 

User Category: 

Category5 
Record of Work Done: 

Category6 See completed referencing checklists: 
1. Project Leader - C.4.PRG 

SCORECARD: 2. Project Manager - C.5.PRG 

Rating: 3. Referencer - C.6.PRG 

Sample Size: 
Conclusion: 

Referencing checklists are complete. Links in record of work done. 

Notes: 

Results 4: 
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D.1.PRG - Re~rting Purpose: 

f6HS) I 

Procedure Step: Follow-up 
I 

Type: 
Criteria: 

Assigned To: KLP FRB/CFPB OIG Policy 
Prepared By: KLP, 4/1/2015 

Reviewed By: (None) Source: 

The Board's report (#2015-MO-B-006) titled The Board Can Enhance 

PROPERTIES: Its Diversity and Inclusion Efforts 

Location: 

Frequency: Scope: 

Category 4: Audit of t he Board's diversity and inclusion processes. 

User Category: 

Category5 
Details: 

Category6 6} (5) 

SCORECARD: 

Rating: 

Sample Size: 

Conclusion: 
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(b) (5) 

Results 4: 



Profile 

General 

Code: 

Name: 

Audit Plan: 

Entities: 

Unit: 

Group: 

Type: 

location: 

Scope: 

Origin: 

Team 

The Board Can Enhance Its Diversity and Inclusion Efforts 

2015-MO-B-006 

The Board Can Enhance Its Diversity and Inclusion Efforts 

2014 

Name 

Federal Reserve Board (FRB) 

Audits & Evaluations 

Management & Operations 

FRB 

Other 

Breadcrumb 

Organizations > Federal Reserve Board (FRB) 

lead· Kimberly Perteet 

Manager. 

StaffType: 
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Schedule 

Actual Start Date: 4/4/2014 
Actual End Date:  
 

Actual Hours:  0 
 

Actual Resource Costs:   
 

Actual External Costs:  $0.00 
 

Actual Expenses:   

(b) (5)

(b) (5)

(b) (5)

(b) (5)

(b) (5)

(b) (5)
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Risk 
Risk:    
Total Risk Score: 0 
Inherent Risk:  0 
Residual Risk:  0 

Objective(s) 
2014 Congressional Request on the Board’s Personnel Practices in Team Mate 
  
 

Background 
 

Planning 
 

Scope 
 

General 
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Contact 

Primary 
 

Other 
 

Summary 
Final Risk:   
Opinion:   
Cost Savings:  $0.00 
Cost Avoidance: $0.00 
Rating:    
Summary: 
 

Tracking 

Actual Draft Date:  3/19/2015 
 

Actual Response Date:  3/19/2015 

(b) (5)

(b) (5)
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(6J (5) 

Actual Issue Date: 3/31 /2015 

Milestones 

Category 
\6TTo) 

Act. Date Comments 

Blank 

Entrance Meeting 5/12/2014 

Midpoint Meeting 9/3/2014 

Project Design Meeting 5/12/2014 

Message Development 10/2/2014 

Meeting 

AIG-Approved Draft Report 3/4/2015 

Discussion Draft Report 3/4/2015 

Exit Meeting 3/13/2015 

Formal Draft Report 3/19/2015 

Final Report 3/31 /2015 

Custom Properties 

I Custom Property Name I Value 
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Procedures 

Summary Detail 

B.2.PRG - Scoeing Purpose: 
The purpose of the meeting was to conduct an initial meeting with the 

Procedure Step: Phone Conference with Dave Harmon 
Board's Human Capital Officer and the Human Capital Function to gather 
information regarding their main roles and responsibilities. 

5/20/2014 

Type: Criteria: 

Assigned To: BPM GAGAS 6.47-6.49 
6.47 Auditors should communicate an overview of the objectives, scope, 

Prepared By: BPM, 7/11/2014 and methodology and the timing of the performance audit and planned 

Reviewed By: (None) reporting (including any potential restrictions on the report), unless doing so 
could significantly impair the auditors' ability to obtain sufficient, appropriate 
evidence to address the audit objectives, such as when the auditors plan to 

PROPERTIES: 
conduct unannounced cash counts or perform procedures related to 
indications of fraud. Auditors should communicate with the following parties, 

location: as applicable: 

Frequency: 
a. management of the audited entity, including those with sufficient authority 
and responsibility to implement corrective action in the program or activity 

Category 4: being audited; 

User Category: 
b. those charged with governance;146 
c. the individuals contracting for or requesting audit services, such as 

Category5 contracting officials or grantees; and 
d. the cognizant legislative committee, when auditors perform the audit 

Category6 pursuant to a law or regulation or they conduct the work for the legislative 
committee that has oversight of the audited entity. 

SCORECARD: 
6.48 In those situations where there is not a single individual or group that 
both oversees the strategic direction of the audited entity and the fulfillment 

Rating: of its accountability obligations or in other situations where the identity of 
those charged with governance is not clearly evident, auditors should 

Sample Size: document the process followed and conclusions reached for identifying the 
appropriate individuals to receive the required auditor communications. 
6.49 Determininq the form, content, and frequencv of the communication is 



Summary 
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Detail 
a matter of professional judgment, although written communication is 
preferred. Auditors may use an engagement letter to communicate the 
information. Auditors should document this communication. 

Source: 
Board: 

• Dave Harmon, Deputy Director & CHO 
• Lewis Andrews, M anager, HR Analytics 

OIG: 

• Anna Saez, Manager, OIG 
• Kim Perteet, Senior Auditor, OIG 

• Brian Murphy, Auditor, OIG 
• Brandon Lee, Auditor, OIG 

Scope: 

The scope of the meeting was general conversation where the OIG asked 
questions in order to gain clarity around what kind of high level 
responsibilities the Board's Human Resources function plays with regard to 
diversity in the workforce. The meeting was held on 5/20/2014. 

Details: 

Record of Work Done: 
(6)(5) 
i 

I 
I_ 
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(b) (5) 

Notes: 

Results 4: 

B.2.PRG - Scoeing Purpose: 
The purpose of the meeting was to conduct an initial meeting with the 
Board's Office of Diversity and Inclusion/Minority and Women Inclusion to 

Procedure Step: Meeting with Board OMWI 5/22/2014 gather information regarding their main roles and responsibilities. 

Type: 

Assigned To: 8PM Criteria: 

Prepared By: 8PM, 7/11/201 4 
GAGAS 6.47-6.49 
6.47 Auditors should communicate an overview of the objectives, scope, and methodology and 

Reviewed By: (None) the timing of the performance audit and planned reporting (including any potential restrictions 
on the report), unless doing so could significantly impair the auditors' ability to obtain sufficient, 
appropriate evidence to address the audit objectives, such as when the auditors plan to 
conduct unannounced cash counts or oerform orocedures related to indications of fraud. 
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PROPERTIES: Auditors should communicate with the following parties, as applicable: 
a. management of the audited entity, including those with sufficient authority and responsibility 

location: to implement corrective action in the program or activity being audited; 
b. those charged with governance;146 

Frequency: c. the individuals contracting for or requesting audit se1Vices, such as contracting officials or 
grantees; and 

Category 4: d. the cognizant legislative committee, when auditors perform the audit pursuant to a law or 
regulation or they conduct the work for the legislative committee that has oversight of the 

User Category: audited entity. 
6.48 In those situations where there is not a single individual or group that both oversees the 

Category5 strategic direction of the audited entity and the fulfillment of its accountability obligations or in 
other situations where the identity of those charged with governance is not clearly evident, 

Category6 auditors should document the process followed and conclusions reached for identifying the 
appropriate individuals to receive the required auditor communications. 
6.49 Determining the form, content, and frequency of the communication is a matter of 

SCORECARD: 
professional judgment, although written communication is preferred. Auditors may use an 
engagement letter to communicate the information. Auditors should document this 
communication. 

Rating: 

Sample Size: 
Source: 
Attendees: 

0 0&1: 
Sheila Clark, Program Director, Office of Diversity and Inclusion 
Johanna Bruce, Diversity/EEO Specialist 

OIG: 
Anna Saez, Senior OIG Manager 
Kim Perteet, Project Lead 
Twyla Tatum, Auditor Note: Ms. Tatum's attendance was to reduce project 
overlap with another OIG engagement. 
Brandon Lee, Auditor 
Brian Murphy, Auditor 

Scope: 
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b}(S) 

Details: 

{6f(5) 
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(b)(S) -

Notes: 

Results 4: 

B.2.PRG - Scoeing Purpose: 
The purpose of the meeting was to gain an understanding of the employee 

Procedure Step: Meeting with BS&R 6/10/2014 
survey completed by BS&R. 

Type: Criteria: 
Assigned To: BML GAGAS 6.47-6.49 

Prepared By: SMN, 10/8/2014 6.47 Auditors should communicate an overview of the objectives, scope, 
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Reviewed By: (None) and methodology and the timing of the performance audit and planned 
reporti ng (including any potential restrictions on the report), unless doing so 
could significantly impair the auditors' ability to obtain sufficient, appropriate 

PROPERTIES: evidence to address the audit objectives, such as when the auditors plan to 
conduct unannounced cash counts or perform procedures related to 

Location: indications of fraud. Auditors should communicate with the following parties, 

Frequency: as applicable: 
a. management of the audited entity, including those with sufficient authority 

Category 4: and responsibility to implement corrective action in the program or activity 

User Category: being audited; 
b. those charged with governance;146 

Category5 c. the individuals contracting for or requesting audit services, such as 

Category6 
contracting officials or grantees; and 
d. the cognizant legislative committee, when auditors perform the audit 
pursuant to a law or regulation or they conduct the work for the legislative 

SCORECARD: 
committee that has oversight of the audited entity . 
6.48 In those situations where there is not a single individual or group that 

Rating: both oversees the strategic direction of the audited entity and the fulfi llment 
of its accountability obligations or in other situations where the identity of 

Sample Size: those charged with governance is not clearly evident, auditors should 
document the process followed and conclusions reached for identifying the 
appropriate individuals to receive the required auditor communications. 
6.49 Determining the form, content, and frequency of the communication is 
a matter of professional judgment, although written communication is 
preferred. Auditors may use an engagement letter to communicate the 
information. Auditors should document this communication. 

Source: 
BS&R: 
Tameika Pope, Assistant Director 

OIG Participants: 
Kimberly Perteet, Sr. Auditor and Project Leader 
Brandon Lee Auditor 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 

Scope: 
The scope of the meeting was general conversation where the OIG asked 
questions in order to gain an understanding of the survey conducted by 
BS&R. The meeting was held on 6/10/2014. 

Details: 

Record of Work Done: 
Interview with BSR 

Conclusion: 
(6J (SJ 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
(b) (5) 

Notes: 

Results 4: 

B.2.PRG - Scoeing Purpose: 
The purpose of the meeting was to gain an understanding of the employee 

Procedure Step: Meeting with RBOPS 6/11/2014 
survey completed by RBOPS. 

Type: Criteria: 
Assigned To: SMN GAGAS 6.47-6.49 

Prepared By: SMN, 7/10/2014 6.47 Auditors should communicate an overview of the objectives, scope, 
and methodology and the timing of the performance audit and planned 

Reviewed By: (None) reporting (including any potential restrictions on the report), unless doing so 
could significantly impair the auditors' ability to obtain sufficient, appropriate 
evidence to address the audit objectives, such as when the auditors plan to 

PROPERTIES: conduct unannounced cash counts or perform procedures related to 

Location: 
indications of fraud. Auditors should communicate with the following parties, 
as applicable: 

Frequency: a. management of the audited entity, including those with sufficient authority 

Category 4: 
and responsibility to implement corrective action in the program or activity 
being audited; 

User Category: b. those charged with governance;146 

Category5 
c. the individuals contracting for or requesting audit services, such as 
contracting officials or grantees; and 

Category6 d. the cognizant legislative committee, when auditors perform the audit 
pursuant to a law or regulation or they conduct the work for the legislative 
committee that has oversight of the audited entity . 

SCORECARD: 6.48 In those situations where there is not a single individual or group that 



Summary 

Rating: 

Sample Size: 

The Board Can Enhance Its Diversity and Inclusion Efforts 

Detail 
both oversees the strategic direction of the audited entity and the fulfillment 
of its accountability obligations or in other situations where the identity of 
those charged with governance is not clearly evident, auditors should 
document the process followed and conclusions reached for identifying the 
appropriate individuals to receive the required auditor communications. 
6.49 Determining the form, content, and frequency of the communication is 
a matter of professional judgment, although written communication is 
preferred. Auditors may use an engagement letter to communicate the 
information. Auditors should document this communication. 

Source: 
RBOPS Participants: 
Lisa Hoskins, Deputy Associate Director of RBOPS 
Jennifer Chang, Manager of Adm in. & Special Projects 

OIG Participants: 
Kimberly Perteet, Sr. Auditor and Project Leader 
Sean Newman, Auditor 
Brandon Lee, Auditor 

Scope: 
The scope of the meeting was general conversation where the OIG asked 
questions in order to gain an understanding of the survey conducted by 
RBOPS. The meeting was held on 6/11/2014. 

Details: 

Record of Work Done: 
06 11 14 Write-Up for Meeting with RBOPS 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 

{b1(gf'usion: 

Notes: 

Results 4: 

B.2.PRG - Scoeing Purpose: 
The purpose of the meeting was to gain an understanding of the roles and 

Procedure Step: Meeting with Employee Relations 
responsibilties completed by Employee Relations. 



Summary 

6/12/2014 

Type: 

Assigned To: 

Prepared By: 

Reviewed By: 

PROPERTIES: 

Location: 

Frequency: 

Category 4: 

User Category: 

Category5 

Category 6 

SCORECARD: 

Rating: 

Sample Size: 

The Board Can Enhance Its Diversity and Inclusion Efforts 

SMN 

SMN, 10/8/2014 

(None) 

Detail 

Criteria: 
<P style= "MARGIN- TOP : 0px ; DIRECTION: ltr; MARGIN
BOTTOM : 0px" ></P> 
<P>GAGAS 6 . 47 - 6 . 49 
<P>6 . 47 Auditors should communicat e an ove r view of t he 
obj ectives , scope , and methodology and t he t iming of t he 
perfor mance audit and planned report ing (including any 
potential r estr ictions on the r eport ), unless doing so 
could significantly impair the audit ors ' abilit y t o 
obtain sufficient , appr opr iate evidence t o address t he 
audit obj ectives , such as when t he audito r s plan t o 
conduct unannounced cash counts or perfor m procedur es 
r elated to indications of f r aud . Audit ors should 
communicate with the following part ies , as applicable : 
<P>a . management of the audited ent i t y, including t hose 
with sufficient author ity and r esponsibilit y t o 
implement corrective action in t he progr am or activit y 
being audited; 
<P>b . those char ged with gover nance ; 1 46 
<P>c . the individuals contr acting for or r equesting 
audit ser vices , such as contr acting officials or 
g r antees ; and 
<P>d . the cognizant legislative committee, when audit ors 
per fo r m the audit pur suant to a law or r egulation or 
they conduct the wor k fo r the legislat ive committee t hat 
has oversight of the audited entity . 
<P>6 . 48 In those situations where t here is not a s i ngle 
individual or g r oup that both oversees t he s t rat egic 
di r ection of the audited entity and t he fulfillment of 
its accountability obligations o r i n o t her s ituations 
wher e the identity of those charged wit h governance i s 
not clear ly evident , auditor s should document t he 
process followed and conclusions reached for ident ifying 
the appr opr iate individuals to receive t he required 
auditor communications . 



Summary 

The Board Can Enhance Its Diversity and Inclusion Efforts 

Detail 
<P>6.49 Det ermi n i ng the f o r m, c ontent, and frequenc y o f 
the communi c a t i on is a ma tter o f pro fe ss i onal j udgment, 
a lthoug h writte n c ommunicat i on is p referred . Audito rs 
may u se a n e nga ge me nt letter to c ommunic ate the 
i nf o r ma t i on. Auditors s hould documen t thi s 
communicat i o n . 
<P><BR>&nbsp; </ P></SPAN> 

Source: 
ER Participants: 
Allison Dichoso, Employee Relations Supervisor 
Kevin May, Sr. Employee Relations Specialist 
Keisha Hargo, Sr. Employee Relations Specialist 

OIG Participants: 
Kimberly Perteet, Sr. Auditor and Project Leader 
Sean Newman, Auditor 
Brandon Lee, Auditor 

{6 ~(5J 

Details: 

{6)l} 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 

(D TS) 

Conclusion: 
(6TT5J 



Summary 

B.2.PRG - Scoping 

Procedure Step: 

Type: 

Assigned To: 

Prepared By: 

Reviewed By: 

PROPERTIES: 

location: 

Frequency: 

Category 4: 

User Category: 

Category5 

Category6 

SCORECARD: 

Rating: 

The Board Can Enhance Its Diversity and Inclusion Efforts 

Meeting with HR Analytics 6/24/2014 

SMN 

SMN, 2/10/2015 

(None) 

Detail 

Notes: 

Results 4: 

(lij(mose_· _____________________ _ 

Criteria: 
<P style="MARGIN- TOP : 0px ; DIRECTION : ltr; MARGIN
BOTTOM : 0px"></P> 
<P>GAGAS 6 . 47 - 6 . 49 
<P>6.47 Auditors should communicate an overview of the 
objectives , scope, and methodology and t he timing of the 
perfor mance audit and planned reporting (including any 
potential res trictions on the report), unless doing so 
could significantly impair the auditors' ability t o 
obtain sufficient , appropriate evidence t o address t he 
audit objectives , such as when the auditors plan t o 
conduct unannounced cash counts o r perform p r ocedures 
related to indications of fraud . Auditors shoul d 
communicate with the following parties, as applicable : 
<P>a . management of the audited entity, including those 
with sufficient authority and respons i bility t o 
implement corrective action in the program o r activity 
being audited; 
<P>b . those charged with governance; 1 46 
<P>c . the individuals contracting f or o r requesting 
audit ser vices, such as contracting officials or 
grantees; and 



Summary 

Sample Size: 

The Board Can Enhance Its Diversity and Inclusion Efforts 

Detail 
<P>d . the c ognizant legislative c ommittee, when auditors 
perfo r m the a udit p u r suant to a law o r regulation or 
they conduct the wo r k f o r the legislative committee that 
has oversight of the audited entity. 
<P>6 .48 In those situations where there is not a s i ngle 
individual o r group that b oth oversees the strategic 
direction o f the audited entity and the fulfillment of 
its accountability obligatio ns or in other situations 
where the identity of those charged with governance i s 
not clearly evident, auditors should document the 
process f ollowed and conclusions reached for identifying 
the appropriate individuals to receive t he required 
auditor communications . 
<P>6 . 49 Determining the f o r m, content, and frequency of 
the c ommunication is a matter o f profess i onal j udgment, 
although written communication is preferred. Auditors 
may use an engagement letter to communicate the 
info r mation . Audito rs should document this 
communication. 
<P><BR>&nbsp ; </P></SPAN> 

Source: 
HR Analytics Participants: 
Lewis Andrews, Manager of HR Analytics 
Jack Martin, Sr. Information Systems Specialist, HR Analytics 

OIG Participants: 
Anna Saez, OIG Manager 
Kimberly Perteet, Sr. Auditor and Project Leader 
Sean Newman, Auditor 
Brian Murphy, Auditor 

Scope: f6)(5) ______________ ½ 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
(6TT5) I 

Details: 

Record of Work Done: 
(6J15) I 
I I 

Conclusion: 
Kb) {5) 



Summary 

B.2.PRG - Scoping 

Procedure Step: 

Learning 6/30/2014 

Type: 

Assigned To: 

Prepared By: 

Reviewed By: 

PROPERTIES: 

Location: 

Frequency: 

Category 4: 

User Category: 

Category5 

Category6 

The Board Can Enhance Its Diversity and Inclusion Efforts 

Meeting with the Office of Development & 

SMN 

SMN, 7/10/2014 

(None) 

Detail 
(b) (5) 

Notes: 

Results 4: 

Purpose: 

The purpose of the meeting was to gain an understanding of the roles and 
responsibilties completed by the Office of Development & Learning (OD&L). 

Criteria: 
<P style= "MARGIN-TOP : 0px ; DIRECTION: ltr; MARGIN
BOTTOM : 0px" ></P> 
<P>GAGAS 6 . 47 - 6 . 49 

I 

<P>6.47 Auditor s should communicat e an overview of t he 
obj ectives , scope, and methodology and t he timi ng of t he 
per fo r mance audit and planned reporting (including any 
potential restrictions on the report ), unless doi ng so 
could significantly impai r the auditors' ability t o 
obtain sufficient , appr opr iate evi dence t o address t he 
audit obj ectives , such as when t he auditors plan t o 
conduct unannounced cash counts or perform procedures 
r elated to indications of fraud . Auditors shou ld 
communicate with the following part ies, as applicable : 
<P>a . management of the audited entity, includi ng t hose 
with sufficient author ity and r espons i bilit y t o 
implement corrective action in t he program or act ivit y 
being audited; 
<P>b . those char ged with governance ; 1 46 



Summary 

SCORECARD: 

Rating: 

Sample Size: 

The Board Can Enhance Its Diversity and Inclusion Efforts 

Detail 
<P>c . the individuals contr acting for or request ing 
audit ser vices , such as contracting offici als o r 
g r antees ; and 
<P>d . the cognizant legislative committee, when audit o r s 
per fo r m the audit pur suant to a law or r egulat ion or 
they conduct the wor k fo r the legislat ive committee t hat 
has over sight of the audited ent i t y . 
<P>6 . 48 In those s i tuations where t here is not a single 
individual o r g r oup that both oversees t he s t rat egi c 
di r ection of the audi ted entity and t he f ulfillment o f 
its accountability obligations or i n o t her s ituat ions 
wher e the identity of those charged wit h governance i s 
not clear ly evident , auditor s should document t he 
p r ocess followed and conclusions r eached for ident ifyi ng 
the appr opr iate individuals to rece i ve t he requi red 
auditor communications . 
<P>6 . 49 Deter mining the fo r m, cont ent, and frequency of 
the communication is a matter of profess i onal judgment , 
although wr itten communication is preferred . Audit ors 
may use an engagement letter to communicat e t he 
infor mation . Auditor s should document t h i s 
communication . 
<P><BR>&nbsp ; </P></SPAN> 

Source: 
OD&L Participants: 
Sioux Thompson, Manager, Org. Development & Learning 

OIG Participants: 
Kimberly Perteet, Sr. Auditor and Project Leader 
Sean Newman, Auditor 
Brian Murphy, Auditor 

Scope: 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
The scope of the meeting was general conversation where the OIG asked 
questions in order to gain an understanding of the role the OD&L group 
serves on a daily basis. The meeting was held on 6/30/2014. 

Details: 

Record of Work Done: 
6 30 14 Write-Up for Meeting with OD&L 

Conclusion: 
{6) (5) 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
(b)(S) 

-

Notes: 

Results 4: 

B.2.PRG - Scoeing Purpose: 
The pwpose of the meeting was to conduct a follow-up meeting with the Board's 

Procedure Step: Follow-Up Meeting with Board OMWI 
Office of Diversity and Inclusion/Min01·ity and Women Inclusion to gather 
infonnation regarding their main roles and responsibilities, documentation of 

7/1/2014 activities, interactions with other divisions, etc. 

Type: 

Assigned To: 8PM 
Criteria: 
GAGAS 6.47-6.49 

Prepared By: 8PM, 7/11/2014 6.47 Audito rs should communicate an overview of the objectives, scope, 

Reviewed By- (None) and methodology and the timing of the performance audit and planned 
reoortina (includina anv potential restrictions on the reoort), unless doina so 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
could significantly impair the auditors' ability to obtain sufficient, appropriate 

PROPERTIES: 
evidence to address the audit objectives, such as when the auditors plan to 
conduct unannounced cash counts or perform procedures related to 

Location: indications of fraud. Auditors should communicate with the following parties, 
as applicable: 

Frequency: a. management of the audited entity, including those with sufficient authority 

Category 4: and responsibility to implement corrective action in the program or activity 
being audited; 

User Category: b. those charged with governance;146 

Category5 c. the individuals contracting for or requesting audit services, such as 
contracting officials or grantees; and 

Category6 d. the cognizant legislative committee, when auditors perform the audit 
pursuant to a law or regulation or they conduct the work for the legislative 
committee that has oversight of the audited entity . 

SCORECARD: 6.48 In those situations where there is not a single individual or group that 

Rating: 
both oversees the strategic direction of the audited entity and the fulfillment 
of its accountability obligations or in other situations where the identity of 

Sample Size: those charged with governance is not clearly evident, auditors should 
document the process followed and conclusions reached for identifying the 
appropriate individuals to receive the required auditor communications. 
6.49 Determining the form, content, and frequency of the communication is 
a matter of professional judgment, although written communication is 
preferred. Auditors may use an engagement letter to communicate the 
information. Auditors should document this communication. 

Source: 
Attendees: 

OD&I: 
Sheila Clark, Program Director, Office of Diversity and Inclusion 
Johanna Bruce, Diversity/EEO Specialist 

OIG: 
Anna Saez, Senior OIG Mana~er 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
Kim Perteet, Project Lead 
Brian Murphy, Auditor 

Scope: 
The scope of the meeting was general conversation where the OIG asked questions 
in order to gain an tuiclerstanding of the roles and responsibilities of the Office of 
Diversity and Inclusion/Minority and Women Inclusion. The meeting was held on 
7/1/2014. 

Details: 

[D (5) 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
(6) (:>) 

Notes: 

Results 4: 



Summary 

B.2.PRG - Scoping 

Procedure Step: 

Type: 

Assigned To: 

Prepared By: 

Reviewed By: 

PROPERTIES: 

Location: 

Frequency: 

Category 4: 

User Category: 

Category5 

Category 6 

SCORECARD: 

Rating: 

Sample Size: 

The Board Can Enhance Its Diversity and Inclusion Efforts 

Meeting with Human Resources 7/2/2014 

SMN 

SMN, 7/10/2014 

(None) 

Detail 

Purpose: 

The purpose of the meeting was to gain an understanding of the roles and 
responsibilties completed by Human Resources and Talent Acquisition. 

Criteria: 
<P style= "MARGIN- TOP : 0px ; DIRECTION: ltr; MARGIN
BOTTOM : 0px" ></P> 
<P>GAGAS 6 . 47 - 6 . 49 
<P>6 . 47 Auditor s should communicate an over v i ew of t he 
obj ectives , scope , and methodology and t he timi ng of t he 
perfo r mance audit and planned r eport ing (including any 
p otential r estr ictions on the r eport ) , unle ss doi ng so 
could significantly impai r the audito r s' abilit y t o 
obtai n sufficient , appr o p r iate evidence t o addr ess t he 
audit obj ectives , such as when t he auditors plan t o 
conduct unannounced cash counts o r perfo rm p r ocedure s 
r elated to indications o f f r aud . Audito r s should 
communicate with the following part i e s, as applicable : 
<P>a . management o f the audited entity , i ncludi ng t hose 
with sufficient author ity and r esponsibilit y t o 
implement corr ective action in t he p r ogram o r act ivit y 
being audited; 
<P>b . those char ged with gover nance ; l 46 
<P>c . the i ndivi duals contr acting f o r o r r e quest ing 
audit ser vices , such as contr acting offi cia ls o r 
g r antees ; and 
<P>d . the cognizant legislative committe e , whe n audito r s 
per fo r m the audit pur suant to a law o r regulation o r 
they conduct the wo r k f o r the legislative c ommittee t hat 
has over sight o f the audited ent i ty. 
<P>6 . 48 In those situations where t he r e i s not a s i ngle 
i ndividual o r g r oup that both ove rsees t he s t rat egic 
di r ection of the audited entity a nd t he fulf i llme n t o f 
its accountability obligations o r in othe r s ituations 



Summary 

The Board Can Enhance Its Diversity and Inclusion Efforts 

Detail 
where the identi t y o f those c harged with governanc e is 
not c learly evident , a udi tors should document the 
process f ollowed a nd conclusions reac hed f o r identifying 
the appropriat e i ndiv iduals to rec eive the required 
a udi tor c ommunicat i ons . 
<P>6 . 4 9 Det e r mi n i ng the f o r m, c onten t , and f r equenc y o f 
the c ommunicat i on i s a ma tter o f p r o fe ss i onal j udgment, 
a lthoug h wri tte n c ommunicat i on is p referred . Audito rs 
may u se a n e ngageme nt l e tter to communi cat e the 
i nf o r ma t i on . Audi tor s s hould documen t thi s 
c ommuni c a t i on . 
<P><BR>&nbsp; </P></SPAN> 

Source: 
HR Participants: 
Debra York, Talent Acquisition Supervisor 
Gioia Wallace, Sr. Recruiting Specialist 

OIG Participants: 
Kimberly Perteet, Sr. Auditor and Project Leader 
Sean Newman, Auditor 
Brian Murphy, Auditor 

Scope: 

The scope of the meeting was general conversation where the OIG asked 
quest ions in order to gain an understanding of the role the HR group serves 
on a daily basis. The meeting was held on 7/ 2/ 2014. 

Details: 

Record of Work Done: 
7 2 14 Write-Uo for Meetina with HR 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 

{b1(5f1USLOn,-· ------------------1 
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Summary Detail 
~----------------·(b) (5) 

I 

B.2.PRG - Scoping 

Procedure Step: 

Type: 

Assigned To: 

Prepared By: 

Reviewed By: 

PROPERTIES: 

Location: 

Frequency: 

Category 4: 

User Category: 

Category5 

Category6 

Audit Objective, Scope, and Methodology 

BPM 

SMN, 3/24/2015 

KLP, 3/26/2015 

Notes: 

Results 4: 

Purpose: 
To finalize objective, scope and methodology to be used to complete the 
2014 Congressional Request on the Board's Personnel Practices. 

Criteria: 

Source: 
OIG Audit Team 

Scope: 
Audit of the Board's Diversity and Inclusion Processes. 

Details: 

Record of Work Done: 
(t>f{5) 

II 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 

SCORECARD: _Objective 
(b) (5) 

Rating: 

Sample Size: 

Conclusion: 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 

Notes: 

Results 4: 

B.2.PRG - Scoping r$>~{&f se: 

Procedure Step: End of Scoping 

Type: Criteria: 
Assigned To: 8PM The audit team will discuss with the AIG for Audits and Evaluations or the 

Prepared By: 8PM, 3/26/2015 AIG for Information Technology, as applicable, whether a scoping effort is 
needed, with the final determination made by the applicable AIG. 

Reviewed By: KLP, 3/26/2015 

Source: 
PROPERTIES: OIG Audit Team 

Location: 

Frequency: Scope: 

Category 4: 
Audit of the Board's Diversity and Inclusion Processes. 

User Category: Details: 
Category5 

Category6 Record of Work Done: 
{6f(::>} 

SCORECARD: 

Rating: 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 

Sample Size: Conclusion: 
This decision complies with the OIG's policies and procedures for scoping 
an audit. 

Notes: 

Results 4: 



Profile 

General 

Code: 

Name: 

Audit Plan: 

Entities: 

Unit: 

Group: 

Type: 

location: 

Scope: 

Origin: 

Team 

The Board Can Enhance Its Diversity and Inclusion Efforts 

2015-MO-B-006 

The Board Can Enhance Its Diversity and Inclusion Efforts 

2014 

Name 

Federal Reserve Board (FRB) 

Audits & Evaluations 

Management & Operations 

FRB 

Other 

Breadcrumb 

Organizations > Federal Reserve Board (FRB) 

lead· Kimberly Perteet 

Manag er. 

Staff Type: 
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Schedule 

Actual Start Date: 4/4/2014 
Actual End Date:  
 

Actual Hours:  0 
 

Actual Resource Costs:   
 

Actual External Costs:  $0.00 
 

Actual Expenses:   

(b) (5)

(b) (5)

(b) (5)

(b) (5)

(b) (5)

(b) (5)
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Risk 
Risk:    
Total Risk Score: 0 
Inherent Risk:  0 
Residual Risk:  0 

Objective(s) 
2014 Congressional Request on the Board’s Personnel Practices in Team Mate 
  
 

Background 
 

Planning 
 

Scope 
 

General 
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Contact 

Primary 
 

Other 
 

Summary 
Final Risk:   
Opinion:   
Cost Savings:  $0.00 
Cost Avoidance: $0.00 
Rating:    
Summary: 
 

Tracking 

Actual Draft Date:  3/19/2015 
 

Actual Response Date:  3/19/2015 

(b) (5)

(b) (5)
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{bl <SJ 

Actual Issue Date: 3/31 /2015 

Milestones 

Category 
lt>)l5J 

Act. Date Comments 

Blank 

Entrance Meeting 5/12/2014 

Midpoint Meeting 9/3/2014 

Project Design Meeting 5/12/2014 

Message Development 10/2/2014 

Meeting 

AIG-Approved Draft Report 3/4/2015 

Discussion Draft Report 3/4/2015 

Exit Meeting 3/13/2015 

Formal Draft Report 3/19/2015 

Final Report 3/31 /2015 

Custom Properties 

I Custom Property Name I Value 
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Procedures 

Summary Detail 

A.2.PRG - Admin Stees Purpose: 
Ensure staff assigned to the audit collectively possess adequate 

Procedure Step: Professional Competence 
professional competence for the tasks required . 

Type: Preliminary 
Criteria: 

Assigned To: SMN GAGAS 3.69-3.81, 6.12d, 6.45, and 6.51 

Prepared By: SMN, 3/27/2015 
Competence 

Reviewed By: KLP, 4/1/2015 3.69 The staff assigned to perform the audit must collectively possess 
adequate professional competence needed to address the audit objectives 

PROPERTIES: 
and perform the work in accordance with GAGAS. 
3. 70 The audit organization's management should assess skill needs to 

Location: consider whether its workforce has the essential skills that match those 

Frequency: 
necessary to perform the particular audit. Accordingly, audit organizations 
should have a process for recruitment, hiring, continuous development, 

Category 4: assignment, and evaluation of staff to maintain a competent workforce. The 

User Category: nature, extent, and formality of the process will depend on various factors 
such as the size of the audit organization, its structure, and its work. 

Category5 3. 7 1 Competence is derived from a blendn1g of education and experience. 

Category6 Competencies are not necessarily measured by years of auditmg experience because 
such a quantitative measurement may not accurately reflect the kinds of 
experiences gained by an auditor in any given time period. Mamtaining competence 

SCORECARD: through a commitment to leammg and development throughout an auditor' s 
professional life is an important element for auditors. Competence enables an 

Rating: auditor to make sound professional judgments. 

Sample Size: 
Technical Knowledge 
3.72 The staff assigned to conduct an audit in accordance with GAGAS 
should collectively possess the technical knowledge, skills, and experience 
necessary to be competent for the type of work beina performed before 
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Summary Detail 
beginning work on that audit. The staff assigned to a GAGAS audit should 
collectively possess 
a. knowledge of GAGAS applicable to the type of work they are assigned 
and the education, skills, and experience to apply this knowledge to the 
work being performed; 
b. general knowledge of the environment in which the audited entity 
operates and the subject matter; 
c. skills to communicate dearly and effectively, both orally and in writing; 
and 
d. skills appropriate for the work being performed; for example, skills in 
(I) statistical or nonstatistical sampling if the work involves use of sampling; 
(2) information technology if the work involves review of information 
systems; 
(3) engineering if the work involves review of complex engineering data; 
(4) specialized audit methodologies or analytical techniques, such as the use 
of complex survey instruments, actuarial-based estimates, or statistical 
analysis tests, as applicable; or 
(5) specialized knowledge in subject matters, such as scientific, medical, 
environmental, educational, or any other specialized subject matter, if the 
work calls for such expertise. 

Additional Qualifications 
3.73 Auditors performing financial audits should be knowledgeable in U.S. 
generally accepted accounting principles (GAAP), or with the applicable 
financial reporting framework being used, and the American Institute of 
Certified Public Accountants' (AICPA) 
Statements on Auditing Standards (SAS)37and they should be competent in 
applying these SASs to the audit work. 
3. 74 Similarly, auditors performing attestation engagements should be 
knowledgeable in the AICPA general attestation standard related to criteria, 
the AICPA attestation standards for field work and reporting, and the 
related Statements on Standards for Attestation Engagements (SSAE),38 
and they should be competent in aoolyinq these standards and SSAE to the 
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attestation work.39 
3.75 Auditors engaged to perform financial audits or attestation 
engagements should be licensed certified public accountants, persons 
working for a licensed certified public accounting firm or for a government 
auditing organization, or licensed accountants in states that have multi-
class licensing systems that recognize licensed accountants other than 
certified public accountants. 

Continuing Professional Education 
3.76 Auditors performing work in accordance with GAGAS, including 
planning, directing, performing audit procedures, or reporting on an audit 
conducted in accordance with GAGAS, should maintain their professional 
competence through continuing professional education (CPE) . Therefore, 
each auditor performing work in accordance with GAGAS should complete, 
every 2 years, at least 24 hours of CPE that directly relates to government 
auditing, the government environment, or the specific or unique 
environment in which the audited entity operates. Auditors who are 
involved in any amount of planning, directing, or reporting on GAGAS audits 
and auditors who are not involved in those activit ies but charge 20 percent 
or more of their t ime annually to GAGAS audits should also obtain at least 
an additional 56 hours of CPE (for a total of 80 hours of CPE in every 2-year 
period) that enhances the auditor's professional proficiency to perform 
audits. Auditors required to take the total 80 hours of CPE should complete 
at least 20 hours of CPE in each year of the 2-year periods. Auditors hired 
or init ially assigned to GAGAS audits after the beginning of an audit 
organization's 2-year CPE period should complete a prorated number of CPE 
hours. 
3.77 CPE programs are structured educational activit ies with learning 
objectives designed to maintain or enhance participants' knowledge, skills, 
and abilities in areas applicable to performing audits. Determining what 
subjects are appropriate for individual auditors to satisfy both the 80-hour 
and the 24-hour requirements is a matter of professional judgment to be 
exercised bv auditors in consultation with aoorooriate officials in their audit 
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Summary Detail 
organizations. Among the considerations in exercising that judgment are 
the auditors' experience, the responsibilities they assume in performing 
GAGAS audits, and the operating environment of the audited entity. 
3.78 Meeting CPE requirements is primarily the responsibility of individual 
auditors. The audit organization should have quality control procedures to 
help ensure that auditors meet the continuing education requirements, 
including documentation of the CPE completed. The Government 
Accountability Office (GAO) has developed guidance pertaining to CPE 
requirements to assist auditors and audit organizations in exercising 
professional judgment in complying with the CPE requirements. 
CPE For Specialists 
3.79 The audit team should determine that external specialists assisting in 
performing a GAGAS audit are qualified and competent in their areas of 
specialization; however, external specialists are not required to meet the 
GAGAS CPE requirements. 
3.80 The audit team should determine that internal specialists consult ing on 
a GAGAS audit who are not involved in directing, performing audit 
procedures, or reporting on a GAGAS audit, are qualified and competent in 
their areas of specialization; however, these internal specialists are not 
required to meet the GAGAS CPE requirements. 
3.81 The audit team should determine that internal specialists, who are 
performing work in accordance with GAGAS as part of the audit team, 
including directing, performing audit procedures, or reporting on a GAGAS 
audit, comply with GAGAS, including the CPE requirements.41 The GAGAS 
CPE requirements become effective for internal specialists when an audit 
organization fi rst assigns an internal specialist to an audit. Because internal 
specialists apply specialized knowledge in government audits, training in 
their areas of specialization qualify under the requirement for 24 hours of 
CPE that directly relates to government auditing, the government 
environment, or the specific or unique environment in which the audited 
entity operates. 
Planning 
6.12 During planning, auditors should also ( d) assign sufficient staff and 
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specialists with adequate collective professional competence and identify 
other resources needed to perform the audit; 

Assigning Staff & Other Resources 
6.45 Audit management should assign sufficient staff and specialists with 
adequate collective professional competence to perform the audit. Staffing 
an audit includes, among other things: 
a. assigning staff and specialists with the collective knowledge, skills, and 
experience appropriate for the job, 
b. assigning a sufficient number of staff and supervisors to the audit, 
c. providing for on-the-job training of staff, and 
d. engaging specialists when necessary. 
Written Audit Plan 
6.51 Auditors must prepare a written audit plan for each audit. The form 
and content of the written audit plan may vary among audits and may 
include an audit strategy, audit program, project plan, audit planning paper, 
or other appropriate documentation of key decisions about the audit 
objectives, scope, and methodology and the auditors' basis for those 
decisions. Auditors should update the plan, as necessary, to reflect any 
significant changes to the plan made during the audit. 

Source: 

(6J {SJ 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 

Details: 

6J (SJ 

t6rls, 
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b)(6) 

Conclusion: 
Audit organization's management has deemed the staff qualfied to excute 
the assigned audit in accordance with GAGAS. 

Notes: 

Results 4: 

A.2.PRG - Admin Stees Purpose: 
Prepare and issue announcement letter. When appropriate, prepare a 

Procedure Step: Notify Stakeholders 
separate letter at the end of the scoping stage. 

Type: Preliminary 
Criteria: 

Assigned To: KLP GAGAS 6.47-6.49 
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Prepared By: KLP, 4/29/2014 6.47 Auditors should communicate an overview of the objectives, scope, 

Reviewed By: (None) 
and methodology and the t iming of the performance audit and planned 
reporting (including any potential restrictions on the report), unless doing 
so could significantly impair the auditors' ability to obtain sufficient, 

PROPERTIES: 
appropriate evidence to address the audit objectives, such as when the 
auditors plan to conduct unannounced cash counts or perform procedures 

Location: related to indications of fraud. Auditors should communicate with the 

Frequency: following parties, as applicable: 
a. management of the audited entity, including those with sufficient authority 

Category 4: and responsibility to implement corrective action in the program or activity 

User Category: being audited; 
b. those charged with governance;146 

Category5 c. the individuals contracting for or requesting audit services, such as 

Category6 contracting officials or grantees; and 
d. the cognizant legislative committee, when auditors perform the audit 
pursuant to a law or regulation or they conduct the work for the legislative 

SCORECARD: committee that has oversight of the audited entity. 

Rating: 
6.48 In those situations where there is not a single individual or group that 
both oversees the strategic direction of the audited entity and the 

Sample Size: fulfillment of its accountability obligations or in other situations where the 
identity of those charged with governance is not clearly evident, auditors 
should document the process followed and conclusions reached for 
identifying the appropriate individuals to receive the required auditor 
communications. 
6.49 Determining the form, content, and frequency of the communication is 
a matter of professional judgment, although written communication is 
preferred. Auditors may use an engagement letter to communicate the 
information. Auditors should document this communication. 

Source: 

Scope: 
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A.2.PRG - Admin Steps 

I 
I 

I 

Details: 

Record of Work Done: 
The OIG audit team issued its announcement letter and document request 
list to the appropriate officials at the Board of Governors of the Federal 
Reserve System's (Board) in regards to the Audit of the Board's Diversity 
and Inclusion Processes. The letter was issued on Friday, April 25, 2014. 

References 
Board Announcement CR Diversity April 2014 
Board Announcement CR Diversity Ai;,ril 2014 Email Confirmation 

Conclusion: 
The OIG audit team issued its announcement letter and document request 
list to the appropriate officials at the Board of Governors of the Federal 
Reserve System's (Board) on Friday, April 25, 2014. 

Notes: 

Results 4: 

Purpose: 
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Plan for and conduct entrance conference. 

Procedure Step: Conduct Entrance Conference 

Type: Criteria: 

GAGAS 6.47-6.49 
Assigned To: BML 6.47 Auditors should communicate an overview of the objectives, scope, 
Prepared By: BML, 6/4/2014 and methodology and the timing of the performance audit and planned 

Reviewed By: KLP, 8/4/2014 
reporting (including any potential restrictions on the report), unless doing 
so could significantly impair the auditors' ability to obtain sufficient, 
appropriate evidence to address the audit objectives, such as when the 

PROPERTIES: 
auditors plan to conduct unannounced cash counts or perform procedures 
related to indications of fraud. Auditors should communicate with the 

Location: following parties, as applicable: 

Frequency: a. management of the audited entity, including those with sufficient 
authority and responsibility to implement corrective action in the program 

Category 4: or activity being audited; 

User Category: b. those charged with governance;146 

Category5 
c. the individuals contracting for or requesting audit services, such as 
contracting officials or grantees; and 

Category6 d. the cognizant legislative committee, when auditors perform the audit 
pursuant to a law or regulation or they conduct the work for the legislative 
committee that has oversight of the audited entity. 

SCORECARD: 6.48 In those situations where there is not a single individual or group that 

Rating: both oversees the strategic direction of the audited entity and the 
fulfillment of its accountability obligations or in other situations where the 

Sample Size: identity of those charged with governance is not clearly evident, auditors 
should document the process followed and conclusions reached for 
identifying the appropriate individuals to receive the required auditor 
communications. 
6.49 Determining the form, content, and frequency of the communication is 
a matter of professional judgment, although written communication is 
preferred. Auditors may use an engagement letter to communicate the 
information. Auditors should document this communication. 
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Source: 
FRB OIG 
Management Division 
Human Capital Office 
Diversity and Inclusion 

(6Ji 5) 

Details: 

<errs, 
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(b)(S) 

A.2.PRG - Admin Stees Purpose: 
Plan for and conduct exit conference. 

Procedure Step: Conduct Exit Conference 

Type: Preliminary Criteria: 
GAGAS 6.47-6.49 

Assigned To: SMN 

Prepared By: SMN, 3/31 /2015 Auditors should communicate an overview of the objectives, scope, and 
methodoloav and the timina of the performance audit and planned 
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Reviewed By: KLP, 4/1/2015 reporting (including any potential restrictions on the report), unless doing 
so could significantly impair the auditors' ability to obtain sufficient, 
appropriate evidence to address the audit objectives, such as when the 

PROPERTIES: auditors plan to conduct unannounced cash counts or perform procedures 

location: 
related to indications of fraud. Auditors should communicate with the 
following parties, as applicable: 

Frequency: a. management of the audited entity, including those with sufficient authority and 

Category 4: 
responsibility to implement c01Tective action in the program or activity being 
audited; 

User Category: b. those charged with governance;146 

Category5 c. the individuals contracting for or requesting audit services, such as 
contracting officials or grantees; and 

Category6 d. the cognizant legislative committee, when auditors perform the audit 
pursuant to a law or regulation or they conduct the work for the legislative 
committee that has oversight of the audited entity. 

SCORECARD: 6.48 In those situations where there is not a single individual or group that 

Rating: both oversees the strategic direction of the audited entity and the fulfillment 
of its accountability obligations or in other situations where the identity of 

Sample Size: those charged with governance is not clearly evident, auditors should 
document the process followed and conclusions reached for identifying the 
appropriate individuals to receive the required auditor communications. 
6.49 Determining the form, content, and frequency of the communication is 
a matter of professional judgment, although written communication is 
preferred. Auditors may use an engagement letter to communicate the 
information. Auditors should document this communication. 

Source: 

Aud itor's notes taken during meetings. 

Scope: 

2014 Audit o f the Board's Diversity and Inclusion Processes 
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Details: 

(t>J (SJ 

Notes: 

Results 4: 

A.2.PRG - Admin Stees Purpose: 
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Ensure that if a decision was made by the OIG that a standard was not 

Procedure Step: Document Deviations from GAGAS 
applicable, this decision has been documented in the report and supporting 
workpapers. 

Type: Fieldwork 

Assigned To: Criteria: 

Prepared By: SMN, 3/24/2015 GAGAS 6.84 

Reviewed By: KLP, 3/26/2015 6.84 When auditors do not comply with applicable GAGAS requirements due 
to law, regulation, scope limitations, restrictions on access to records, or 

PROPERTIES: 
other issues impacting the audit, the auditors should document the 
departure from the GAGAS requirements and the impact on the audit and 

Location: on the auditors' conclusions. This applies to departures from uncondit ional 

Frequency: requirements and from presumptively mandatory requirements when 
alternative procedures performed in the circumstances were not sufficient 

Category 4: to achieve the objectives of the standard. 

User Category: 

Category5 Source: 

Category6 Audit Team 

SCORECARD: Scope: 

Rating: To document deviations from GAGAS for the aud it on the Board 's 

Sample Size: 
d iversity and inclusion processes during the planning, field work, and 

reporting phases. This aud it was conducted from March 2014 

through March 2015. 

Details: 

Record of Work Done: 
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Summary Detail 
We confirmed that all GAGAS requirements were met by completing 
the audit checklists found in Teammate's program group C, as well as 
by completing applicable Teammate steps for planning, fieldwork, 
and reporting. 

No deviations from GAGAS have been documented. 

Conclusion: 

No deviations from GAGAS have been documented. 

Notes: 

Results 4: 



Entrance Conference for the Audit of the Board’s Diversity and Inclusion Processes 

 

Date: 5/12/2014 

Participants: 

 Donald Hammond, Chief Operating Officer, COO 

 Michell Clark, Director, Management Division 

 David Harmon, Deputy Director, Human Capital 

 Shelia Clark, Program Director, Diversity and Inclusion 

 Melissa Heist, Associate Inspector General, OIG 

 Timothy Rogers, Senior Manager, OIG 

 Kimberly Perteet, Senior Auditor, OIG 

 Jina Hwang, Counsel, OIG 

 Brian Murphy, Auditor, OIG 

 Brandon Lee, Auditor, OIG 

Meeting objective/Purpose: 

The purpose of this meeting was to provide senior Management Division staff of objective, scope, 

methodology, and key dates related to the audit.  

Minutes: 

 The audit team presented an agenda and audit process documents.  

 The team informed the auditees of the objective, scope and methodology. 

  

 
(b) (5)

(b) (5)



(b) (5)



Restricted-FR Office of Inspector General 
Audit of the Board's Diversity and Inclusion Processes 

Exit Conference 3/13/2015 

Purpose: To obtain the Board's thoughts on the discussion draft. 

Source: Auditor's notes taken during meeting. 

Scope: 2014 Audit of the Board's Diversity and Inclusion Processes 

Conclusion: See "Next Steps" 

Prepared by: S. Newman, Auditor, Sopeany Keo, and B. Murphy, Auditor 
Reviewed by: K. Perteet, Senior Auditor/Project Lead 

Attendees: 
Board 

0/G 

Donald Hammond, Chief Operating Officer 
David Harmon, Deputy Director & Chief HCO 
Michell Clark, Director of the Management Division 
Sheila Clark, ODI Program Director 
Lil Shewmaker, Chief Admin & Special Projects for R/S 
Janice Shack-Marquez, Deputy Director of R&S 
Kit Wheatley, Associate General Counsel Lit/Legal Services 
Jean Anderson, Assistant General Counsel for HR&SP 
Daniel Covitz, Deputy Director of R&S 
Egon Zakrajsek, Associate Director of Monetary Affairs 
Thomas Connors, Deputy Director of International Finance 

Melissa Heist, Associate Inspector General for Audits and Evaluations 
Jackie Becker, Associate Inspector General & Counsel 
Tim Rogers, Senior OIG Manager 
Anna Saez, OIG Manager 
Kimberly Perteet, Senior Auditor/Project Lead 
Sean Newman, Auditor 
Brian Murphy, Auditor 
Sopeany Keo, Auditor 

Time, Date, and Location: 

PSSC: See A.2.PRG, workstep. 
{IA.2.PRG 

Meeting minutes written up by project 
team members Sean Newman, Sopeany 
Keo, and Brian Murphy. 

Meeting held at 10:00 AM on 3/13/2015 in Room Kl-3810 at 1801 K St. Washington, DC 

ummaOL of Dis.cuss.ions,-·----------------------------------
6) (5) 



Restricted-FR Office of Inspector General 
 Audit of the Board’s Diversity and Inclusion Processes 
 Exit Conference 3/13/2015 

(b) (5)
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 Audit of the Board’s Diversity and Inclusion Processes 

(b) (5)



Restricted-FR Office of Inspector General 
 Audit of the Board’s Diversity and Inclusion Processes 
 Exit Conference 3/13/2015 

(b) (5)



Restricted-FR   
_____________________________________________________________________________________ 
 
September 30, 2014 
 
MEMORANDUM 
 
TO:      Audit of the Board’s Diversity and Inclusion Processes Audit File  
 
FROM: Sean Newman 
  
CC:  Anna Saez  
 
SUBJECT:    
 

Purpose:  
  

 

 

Source: Memo prepared by OIG Auditor Sean 
Newman.  

(b) (5)

(b) (5)

(b) (5)

(b) (5)

OFFICE OF I NSPECTOR GENERAL 

BOARD OF GOVERNORS OF THE FEDERAL RESERVE SYSTEM 

CONSUMER FINANCIAL PROTECTION BUREAU 



Profile 

General 

Code: 

Name: 

Audit Plan: 

Entities: 

Unit: 

Group: 

Type: 

location: 

Scope: 

Origin: 

Team 

The Board Can Enhance Its Diversity and Inclusion Efforts 

2015-MO-B-006 

The Board Can Enhance Its Diversity and Inclusion Efforts 

2014 

Name 

Federal Reserve Board (FRB) 

Audits & Evaluations 

Management & Operations 

FRB 

Other 

Breadcrumb 

Organizations > Federal Reserve Board (FRB) 

lead· Kimberly Perteet 

Manag er. 

Staff Type: 
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Schedule 

Actual Start Date: 4/4/2014 
Actual End Date:  
 

Actual Hours:  0 
 

Actual Resource Costs:   
 

Actual External Costs:  $0.00 
 

Actual Expenses:   

(b) (5)

(b) (5)

(b) (5)

(b) (5)

(b) (5)

(b) (5)



The Board Can Enhance Its Diversity and Inclusion Efforts 

Risk 
Risk:    
Total Risk Score: 0 
Inherent Risk:  0 
Residual Risk:  0 

Objective(s) 
2014 Congressional Request on the Board’s Personnel Practices in Team Mate 
  
 

Background 
 

Planning 
 

Scope 
 

General 
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Contact 

Primary 
 

Other 
 

Summary 
Final Risk:   
Opinion:   
Cost Savings:  $0.00 
Cost Avoidance: $0.00 
Rating:    
Summary: 
 

Tracking 

Actual Draft Date:  3/19/2015 
 

Actual Response Date:  3/19/2015 

(b) (5)

(b) (5)
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Actual Issue Date: 3/31 /2015 

Milestones 

Category 
{6)15) 

Act. Date Comments 

Blank 

Entrance Meeting 5/12/2014 

Midpoint Meeting 9/3/2014 

Project Design Meeting 5/12/2014 

Message Development 10/2/2014 

Meeting 

AIG-Approved Draft Report 3/4/2015 

Discussion Draft Report 3/4/2015 

Exit Meeting 3/13/2015 

Formal Draft Report 3/19/2015 

Final Report 3/31 /2015 

Custom Properties 

I Custom Property Name I Value 
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Procedures 

Summary Detail 

B.1.PRG - Background\Planning Purpose: 

Procedure Step: 

Type: 

Assigned To: 

Prepared By: 

Reviewed By: 

PROPERTIES: 

Location: 

Frequency: 

Category 4: 

User Category: 

Category5 

Category6 

SCORECARD: 

Rating: 

Sample Size: 

1. iE>J {5) 

Planning 

KLP 

SPK, 3/26/2015 

KLP, 3/26/2015 

I 

6)(5) 

Criteria: 
GAGAS 3.40 - 3.49, 7.04, 7.13 - 7.14 
3.40 Routine activities performed by auditors that relate directly to the 
performance of an audit, such as providing advice and responding to 
questions as part of an audit, are not considered nonaudit services under 
GAGAS. Such routine activities generally involve providing advice or 
assistance to the entity on an informal basis as part of an audit. Routine 
activities typically are insignificant in terms of time incurred or resources 
expended and generally do not result in a specific project or engagement or 
in the auditors producing a formal report or other formal work product. 
However, activities such as financial statement preparation, cash to accrual 
conversions, and reconciliations are considered nonaudit services under 
GAGAS, not routine activit ies related to the performance of an audit, and 
are evaluated using the conceptual framework as discussed in paragraph 
3.46. 
3.41 Routine activities directly related to an audit include the following: 
a. providing advice to the audited entity on an accounting matter as an ancillary prut 
of the overall financial audit; 
b. reseru·ching and responding to the audited entity's teclmical questions on relevant 
tax laws as an ancillary prui of providing tax services; 
c. providing advice to the audited entity on routine business matters; 
d. educating the audited entity on matters within the technical expertise of the 
auditors; and readily available to the auditors, such as best practices and 
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Summary Detail 
benchmarking studies. 
3.42 An auditor who previously performed nonaudit services for an entity 
that is a prospective subject of an audit should evaluate the impact of those 
nonaudit services on independence before accepting an audit. If the 
nonaudit services were performed in the period to be covered by the audit, 
the auditor should (1) determine if the nonaudit service is expressly 
prohibited by GAGAS and, if not, (2) determine whether a threat to 
independence exists and address any threats noted in accordance with the 
conceptual framework. 
3.43 Nonaudit services provided by auditors can impact independence of 
mind and in appearance in periods subsequent to the period in which the 
nonaudit service was provided. For example, if auditors have designed and 
implemented an accounting and financial reporting system that is expected 
to be in place for many years, a threat to independence in appearance for 
future financial audits or attestation engagements performed by those 
auditors may exist in subsequent periods. For recurring audits, having 
another independent audit organization perform an audit of the areas 
affected by the nonaudit service may provide a safeguard that allows the 
audit organization that provided the nonaudit service to mit igate the threat 
to its independence. Auditors use professional judgment to determine 
whether the safeguards adequately mitigate the threats. 
3.44 An auditor in a government entity may be required to perform a 
nonaudit service that could impair the auditor's independence with respect 
to a required audit. If the auditor cannot, as a consequence of 
constitutional or statutory requirements over which the auditor has no 
control, implement safeguards to reduce the resulting threat to an 
acceptable level, or decline to perform or terminate a nonaudit service that 
is incompatible with audit responsibilities, the auditor should disclose the 
nature of the threat that could not be eliminated or reduced to an 
acceptable level and modify the GAGAS compliance statement accordingly. 
3.45 By their nature, certain nonaudit services directly support the entity's 
operations and impair auditors' ability to maintain independence in mind 
and aooearance. The nonaudit services discussed below are amonq those 
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Summary Detail 
frequently requested of auditors working in a government environment. 
Some aspects of these services will impair an auditor's ability to perform 
audits for the entities for which the services are provided. The specific 
services indicated are not the only nonaudit services that would impair an 
auditor's independence. 
3.46 Auditors may be able to provide nonaudit services in the broad areas 
indicated in paragraphs 3.49 through 3.58 without impairing independence 
if (1) the nonaudit services are not expressly prohibited, (2) the auditor has 
determined that the requirements for performing nonaudit services in 
paragraphs 3.34 through 3.44 have been met, and (3) any significant 
threats to independence have been eliminated or reduced to an acceptable 
level through the application of safeguards. Auditors should use the 
conceptual framework to evaluate independence given the facts and 
circumstances of individual services not specifically prohibited in this 
section. 
3.47 For performance audits and agreed-upon procedures engagements, 
nonaudit services that are otherwise prohibited by GAGAS may be provided 
when such services do not relate to the specific subject matter of the 
engagement. 
3.48 For financial statement audits and examination or review engagements, 
a nonaudit service performed during the period covered by the financial 
statements may not impair an auditor's independence with respect to those 
financial statements provided that the following conditions exist: 
a. the nonaudit service was provided prior to the period of professional 
engagement; 
b. the nonaudit service related only to periods prior to the period covered 
by the financial statements; and 
c. the financial statements for the period to which the nonaudit service did relate 
were audited by another auditor ( or in the case of an examination or review 
engagement, examined, reviewed, or audited by another auditor as appropriate). 
Management Responsibilities 

3.49 If performed on behalf of an audited entity by the entity's auditor, 
management responsibilities such as those listed in paragraph 3.36 would 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
create management participation threats so significant that no safeguards 
could reduce them to an acceptable level. Consequently the auditor's 
independence would be impaired with respect to that entity. 

Source: 
FRBOIG 
House of Representatives Committee on Financial Services 

{b)(%r· I 
2014 Board's Congressional Request -- Personnel activities from January 
2011 to December 2013, and Changes to policies and procedures since 
December 2013. 

(o) (5) 



Summary 
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I Detail 
•(b) (5) 
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Summary Detail 
b)(S) 

B.1.PRG - Background\Planning Purpose: 
Review, as applicable, information explaining t he program's applicable 

Procedure Step: 2. Understand the Program to be Audited 
laws and regulations, goals and objectives, size (resource efforts), 
operations, outputs, and outcomes. 

Type: Planning 

Assigned To: BML Criteria: 

Prepared By: BML, 5/20/2014 GAGAS 6.15 

Reviewed By: KLP, 3/11/2015 
6.15 Obtaining an understanding of the program under audit helps auditors 
to assess the relevant risks associated with the program and the impact of 
the risks on the audit obiectives, scone, and methodoloav. The auditors' 
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Summary Detail 
understanding may come from knowledge they already have about the 

PROPERTIES: 
program or knowledge they gain from inquiries, observations, and 
reviewing documents while planning the audit . The extent and breadth of 

Location: those inquiries and observations will vary among audits based on the audit 

Frequency: 
objectives, as will the need to understand individual aspects of the 
program, such as the following: 

Category 4: a. Provisions of laws, regulations, contracts and grant agreements: 

User Category: Government programs are usually created by law and are subject to specific 
laws and regulations. Laws and regulations usually set forth what is to be 

Category5 done, who is to do it, the purpose to be achieved, the population to be 

Category6 served, and related funding guidelines or restrictions. Government 
programs may also be subject to contracts or grant agreements. Thus, 
understanding the laws and legislative history e.stablishing a program and 

SCORECARD: the provisions of any contracts or grant agreements is essential to 

Rating: 
understanding the program itself. Obtaining that understanding is also a 
necessary step in identifying the provisions of laws, regulations, contracts, 

Sample Size: or grant agreements that are significant within the context of the audit 
objectives. 
b. Purpose and goals: Purpose is the result or effect that is intended or 
desired from a program's operation. Legislatures usually establish the 
program's purpose when they provide authority for the program. Entity 
officials may provide more detailed information on the program's purpose to 
supplement the authorizing legislation . Entity officials are sometimes asked 
to set goals for program performance and operations, including both output 
and outcome goals. Auditors may use the stated program purpose and 
goals as criteria for assessing program performance or may develop 
additional criteria to use when assessing performance. 
c. Internal control: Internal control, sometimes referred to as management 
control, in the broadest sense includes the plan, policies, methods, and 
procedures adopted by management to meet its missions, goals, and 
objectives. Internal control includes the processes for planning, organizing, 
directing, and controlling program operations. It includes the systems for 
measurino, reoortino, and monitorino orooram performance. I nternal 
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control serves as a defense in safeguarding assets and in preventing and 
detecting errors; fraud; noncompliance with provisions of laws, regulations, 
contracts or grant agreements; or abuse. 
d. Inputs: Inputs are the amount of resources (in terms of money, material, 
personnel, etc.) that are put into a program. These resources may come 
from within or outside the entity operating the program. Measures of inputs 
can have a number of dimensions, such as cost, t iming, and quality. 
Examples of measures of inputs are dollars spent, employee-hours 
expended, and square feet of building space. 
e. Program operations: Program operations are the strategies, processes, 
and activities management uses to convert inputs into outputs. Program 
operations may be subject to internal control. 
f . Outputs: Outputs represent the quantity of goods or services produced by 
a program. For example, an output measure for a job t raining program 
could be the number of persons completing t raining, and an output 
measure for an aviation safety inspection program could be the number of 
safety inspections completed. 
g. Outcomes: Outcomes are accomplishments or results of a program. For 
example, an outcome measure for a job training program could be the 
percentage of trained persons obtaining a job and still in the work place 
after a specified period of t ime. An example of an outcome measure for an 
aviation safety inspection program could be the percentage reduction in 
safety problems found in subsequent inspections or the percentage of 
problems deemed corrected in follow-up inspections. Such outcome 
measures show the progress made in achieving the stated program purpose 
of helping unemployable citizens obtain and retain jobs, and improving the 
safety of aviation operations. Outcomes may be influenced by cultural, 
economic, physical, or technological factors outside the program. Auditors 
may use approaches drawn from other disciplines, such as program 
evaluation, to isolate the effects of the program from these other 
influences. Outcomes also include unexpected and/or unintentional effects 
of a program, both positive and negative. 
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Source: 

• Board internal website 

• FRB OIG 

Sco12_e: 
(o, (5) ----------------------

Details: 

Record of Work Done: 

Background 
Organization 
The Board of Governors of the Federal Reserve System (Board) is a federal 
government agency. The Board is composed of seven members, who are 
appointed by the President of the United States and confirmed by the U.S. 
Senate. 

Mission & Objectives 
The Federal Reserve System is the central bank of the United States. It was 
founded by Congress in 1913 to provide the nation with a safer, more 
flexible, and more stable monetary and financial system. Over the years, its 
role in banking and the economy has expanded. FRB Mission ; B.1.86 

Organization 
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The Office of Diversity and Inclusion {OD&I) 
is comprised of the Equal Employment Opportunity office, Diversity and 
Inclusion, and The Office of Minority, Women, and Inclusion. Shelia Clark is 
the program Director and has 9 employees. 
Office of Oiversl!:i and lndusion - Organizational ChartOffice of Oiversi!J'. and Inclusion staff 

Mission & Objectives 

The mission of 00&1 to provide equal opportunity for all qualified persons; 
to prohibit discrimination in employment and because of race, color, 
notational origin, disability, age, or sex; and to promote the full realization of 
equal employment opportunity. Additionally, the office provides oversight to 
the reserve banks. Some of the objectives of 00&1 are (1) meet the spirit 
and intent of relevant laws and regulations, (2) develop standards for EEO 
and diversity in the workforce, (3) Monitor the Reserve Banks progress 
related to EEO and diversity, (4) advise the Board about the impact of 
policies related to minority and women businesses, (5) provide guidance to 
help resolve EEO matters, (6) assist procurement in developing standards 
for good-faith estimates related to minorities and women, (7) work with staff 
from BSR, Legal, and Consumer Affairs to assess diversity policies and 
practices, (8) provide oversight related to training on EEO and diversity, (9) 
support HR and procurement related to diversity and EEO objectives, (10) 
review legal precedents that could affect EEO and diversity, ( 11) provide 
leadership to employee advisory committees, (12) sponsor 
programs/awareness about inter-group relations, (13) evaluate the EEO 
information system, (14) implement outreach programs to high schools and 
colleges, (15) maintain relationships with organizations who are responsible 
for EEO, (16) establish a board evaluation process that will withstand 
external review, (17) work with reserve banks, and various entities to 
balance the autonomy of the reserve banks with the Board's oversight role. 

OD&I Mission and Objectives 

Laws, Regulations, and Policies 

PMP 
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The purpose of the PMP process is to (1) continuously improve individual 
and organizational 
performance, (2) develop and motivate employees to become top 
performers and help the 
Board achieve its mission and purpose, and (3) inform various employment 
decisions. The performance ratings are extraordinary, outstanding, 
commendable, marginal, and unsatisfactory. To meet the goals of the 
PMP process, supervisors are responsible for creating performance 
standards, monitoring 
performance, and providing an employee with feedback on his or her 
performance. 
Board PMP Policy {Including Appeals Process) 

EEO 
The EEO policy is to provide equal opportunity in employment for all 
persons. The policy prohibits discrimination in employment on the basis of 
race, color, religion, sex, national origin, age, disability, or genetic 
information, and 
promotes the full realization of equal employment opportunity. Additionally, 
the Board complies with the following statues and any amendments: 

• Civil Rights Act of 1964 (title VII), 

• section 501 of the Rehabilitation Act of 1973, 

• the Age Discrimination in Employment Act of 1967 
(ADEA), 

• the Equal Pay Act of 1963, the Genetic 
Information Nondiscrimination Act of 2008, and 

• the Uniformed Services Employment and 
Reemployment Rights Act of 1994 {USERRA) 

If an employee feels they have been discriminated against on the basis of 
race, color, religion, sex, national origin, disability, age, or genetic 
information, or subject to retaliation the employee may raise a complaint 
with the 001 office. The aaarieved person must contact an EEO counselor 
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within 45 days of the date of the action. An employee or applicant for 
employment, who believes that he or she has been discriminated against on 
the basis of any application, membership, or service in the uniformed 
services, or subject to retaliation for engaging in protected activity, may 
raise any such complaint with the Department of Labor. Because the 
process for USERRA-related complaints differs from the process for 
complaints of other forms of discrimination, ODI does not counsel or provide 
any complaint processing for USERRA-related complaints. The Board has 
assigned managers and supervisors direct reasonability for implementation 
of EEO policies. The ODI director coordinates agency wide EEO 
procedures, advise the Board related to EEO laws, implementing other 
related Board policies, coordinating EEO complaint resolutions, and 
recommending corrective actions. 
Board EEO Policy 
Dodd Frank Wall Street Reform 
Section 342 of Dodd Frank established the Office of Minority and Women 
Inclusion (OMWI). Each agency was required to establish an OMWI, within 
6 months of the Act date, related to matters of diversity in management, 
employment, and business activities. The Act outlines duties of the director 
to coordinate with the agency to design and implement related policies 
(such as increased minority owned and women owned business 
participation, EEO, and assessing diversity polices). The agencies are 
required to submit an annual report to congress related to amounts paid by 
contractors, percentage totals of those amounts, challenges faced, and any 
findings/recommendations. Lastly, the agency will is required to take 
affirmative action steps to promote diversity. 
Dodd Frank Act Section 342 

OMWI Reprot April 2014 
The Board's ODI office regularly releases a report to Congress related 
about the activities of the Office of Diversity and Inclusion. ODI strives to 
meet the "Essential Elements of a Model EEO Program" found in the Equal 
Employment Opportunity Commission's (EEOC) Management Directive 
715. The Board reviews quarterly employment data to determine any 
adverse impact based on race or gender as well as complaint trends. The 
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Board annually submits the EEOC, EEO-1 Report, and EEO status report. 
The Board's total workforce is 44 percent female and 44 percent minority. 
The Board reported an increase of 69 (3 percent) employees in the total 
workforce for 2013, of which 32 were 
minorities and 20 were women. The percentage of minorities in the 
Executive Senior Level category increased from 21 percent in 2012 to 23 
percent in 2013. In the 1st/Mid. Level Manager category, the percentage of 
minorities increased from 42 percent in 2012 to 53 percent in 2013. 
Representation of women decreased from 65% in 2012 to 55% in 2013. 
The representation of women remained at 40 percent in the Executive 
Senior Level category. In 2013, the Board filled 409 positions, of which 113 
were summer interns. Board utilized a variety of sources to fill the positions. 
Thirty-nine percent of the positions were filled internally. In fill ing the 
remaining 61 percent of positions, the Board used a variety of methods. The 
Board still struggles to hire Hispanics in the overall workforce and in the 
hiring of minorities in economic and regulatory roles. A comprehensive 
program strategy was implemented by setting forth specific actions to assist 
the Board in fostering relationships with minority-owned and women-owned 
businesses. 
omwi-report-20140401 
omwi-report-20120402omwi-report-20130329 

Conclusion: 
The OIG has identified relevant information and data to gain an 
understanding of the entities to be audited. The information sources were 
policies/procedures, laws, and organizational charts. 

Notes: 

Results 4: 
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B.1.PRG - Background\Planning Purpose: 

f611SJ I 
3. ioj (5) I 

Procedure Step: I 
Type: Planning 

Criteria: 
Assigned To: GAGAS 7.04, 7.08-7.43 
Prepared By: KLP, 5/18/2014 7 .04 Auditors should use a form of the audit report that is appropriate for its 

Reviewed By: (None) 
intended use and is in writing or in some other retrievable form .162 For 
example, auditors may present audit reports using electronic media that are 
retrievable by report users and the audit organization. The users' needs will 

PROPERTIES: 
influence the form of the audit report. Different forms of audit reports include 
written reports, letters, briefing slides, or other presentation materials. 

Location: REPORT CONTENTS 

Frequency: 
7 .08 Auditors should prepare audit reports that contain ( 1) the objectives, 
scope, and methodology of the audit; (2) the audit results, including 

Category 4: f indings, conclusions, and recommendations, as appropriate; (3) a 
statement about the auditors' compliance with GAGAS; (4) a summary of 

User Category: the views of responsible officials; and (5) if applicable, the nature of any 

Category5 confidential or sensitive information omitted. 
Objective, Scope, Methodology 

Category6 7 .09 Auditors should include in the report a description of the audit 
objectives and the scope and methodology used for addressing the audit 

SCORECARD: 
objectives. Report users need this information to understand the purpose of 
the audit, the nature and extent of the audit work performed, the context 

Rating: and perspective regarding what is reported, and any significant limitations in 
audit objectives, scope, or methodology. 

Sample Size: 7.10 Audit objectives for performance audits may vary widely. Auditors 
should communicate audit objectives in the audit report in a clear, specific, 
neutral, and unbiased manner that includes relevant assumptions. When 
audit objectives are limited but broader objectives could be inferred by 
users, auditors should state in the audit report that certain issues were 
outside the scope of the audit in order to avoid potential m isunderstanding. 
7 .11 Auditors should describe the scope of the work performed and any 
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limitations, including issues that would be relevant to likely users, so that 
they could reasonably interpret the findings, conclusions, and 
recommendations in the report without being misled. Auditors should also 
report any significant constraints imposed on the audit approach by 
information limitations or scope impairments, including denials or excessive 
delays of access to certain records or individuals. 
7.12 In describing the work conducted to address the audit objectives and 
support the reported findings and conclusions, auditors should, as 
applicable, explain the relationship between the population and the items 
tested; identify organizations, geographic locations, and the period covered; 
report the kinds and sources of evidence; and explain any significant 
limitations or uncertainties based on the auditors' overall assessment of the 
sufficiency and appropriateness of the evidence in the aggregate. 
7.13 In reporting audit methodology, auditors should explain how the 
completed audit work supports the audit objectives, including the evidence 
gathering and analysis techniques, in sufficient detail to allow 
knowledgeable users of their reports to understand how the auditors 
addressed the audit objectives. Auditors may include a description of the 
procedures performed as part of their assessment of the sufficiency and 
appropriateness of information used as audit evidence. Auditors should 
identify significant assumptions made in conducting the audit; describe 
comparative techniques applied; describe the criteria used; and, when 
sampling significantly supports the auditors' findings, conclusions, or 
recommendations, describe the sample design and state why the design 
was chosen, including whether the results can be projected to the intended 
population. 
Repol't Findings 
7.14 In the audit report, auditors should present sufficient, appropriate 
evidence to support the findings and conclusions in relation to the audit 
objectives. Clearly developed findings164 assist management and oversight 
officials of the audited entity in understanding the need for taking corrective 
action. If auditors are able to sufficiently develop the elements of a finding, 
they should provide recommendations for corrective action if they are 
significant within the context of the audit objectives. However, the extent to 
which the elements for a finding are developed depends on the audit 
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objectives. Thus, a finding or set of findings is complete to the extent that 
the auditors address the audit objectives. 
7 .15 Auditors should describe in their report limitations or uncertainties with the 
reliability or validity of evidence if (1) the evidence is significant to the findings 
and conclusions within the context of the audit objectives and (2) such disclosure is 
necessary to avoid misleading the report users about the findings and conclusions. 
As discussed in paragraphs 6.69 through 6.72, even though the auditors may have 
some unc-ertainty about the sufficiency or appropriateness of some of the evidence, 
they may nonetheless determine that in total there is sufficient, appropriate 
evidence given the findings and conclusions. Auditors should describe the 
limitations or uncertainties regarding evidence in conjunction with the findings and 
conclusions, in addition to describing those limitations or uncertainties as part of 
the objectives, scope, and methodology. Additionally, this description provides 
report users with a clear understanding regarding how much responsibility the 
auditors are taking for the infonnation. 
7.16 Auditors should place their findings in perspective by describing the nature 
and extent of the issues being report.ed and the extent of the work perfom1ed that 
resulted in the finding. To give the reader a basis for judging the prevalence and 
consequences of these findings, auditors should, as appropriate, relate the instances 
identified to the population or the number of cases examined and quantify the 
results in tenns of dollar value, or other measures. If the results cannot be projected, 
auditors should limit their conclusions appropriately. 
7 .17 Auditors may provide background information to establish the context for the 
overall message and to help the reader understand the findings and significance of 
the issues discussed. Appropriate background infonnation may include information 
on how programs and operations work; the significance of progra111S and operations 
(e.g., dollars, impact, putposes, and past audit work, if relevant); a description of 
the audited entity' s responsibilities; and explanation oftem1S, organizational 
stmcture, and the statutory basis for the program and operations. When repoti ing on 
the results of their work, auditors should disclose significant facts relevant to the 
objectives of their work and known to them which, if not disclosed, could mislead 
knowledgeable users, misrepresent the results, or conceal significant improper or 
illegal practices. 
7 .18 Auditors should also repo1t deficiencies in intemal control, instances of fraud, 
noncomoliance with provisions oflaws, re,mlations, contracts, or ~rant agreements, 
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or abuse that have occurred or are likely to have occurred and are significant within 
the context of the audit objectives. 
Deficiencies in Internal Control 
7 .19 Auditors should include in the audit report ( 1 ) the scope of their work on 
internal control and (2) any deficiencies in internal control that are 
significant within the context of the audit objectives and based upon the 
audit work performed.165 When auditors detect def iciencies in internal 
control that are not significant to the objectives of the audit but warrant the 
attention of those charged with governance, they should include those 
deficiencies in writing to audited entity officials. Auditors should refer to that 
written communication in the audit report if the written communication is 
separate from the audit report. When auditors detect deficiencies that do 
warrant the attention of those charged with governance, the determination 
of whether and how to communicate such deficiencies to audited entity 
officials is a matter of professional judgment. 
7 .20 In a perfonnance audit, auditors may conclude that identified deficiencies in 
internal control that are significant within the context of the audit objectives are the 
cause of deficient perfonnance of the program or operations being audited. In 
reporting this type of finding, the internal control deficiency would be described as 
the cause. 
Fnud, Noncompliance with Provisions of Laws, Regulations, Contracts, and 
Grant Agreements, and Abuse 
7.21 When auditors conclude, based on sufficient, appropriate evidence, 
that fraud, 166 noncompliance with provisions of laws, regulations, contracts 
or grant agreements, or abuse167 either has occurred or is likely to have 
occurred which is significant within the context of the audit objectives, they 
should report the matter as a finding. Whether a particular act is, in fact, 
fraud or noncompliance with provisions of laws, regulations, contracts or 
grant agreements may have to await final determination by a court of law or 
other adjudicative body. 
7.22 When auditors detect instances of fraud, noncompliance with 
provisions of laws, regulations, contracts, or grant agreements, or abuse 
that are not significant within the context of the audit objectives but warrant 
the attention of those charged with governance, they should communicate 
those findings in writing to audited entity officials. When auditors detect any 
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instances of fraud, noncompliance with provisions of laws, regulations, 
contracts, or grant agreements, or abuse that do not warrant the attention of 
those charged with governance, the auditors' determination of whether and 
how to communicate such instances to audited entity officials is a matter of 
professional judgment. 
7.23 When fraud, noncompliance with provisions oflaws, regulations, contracts, or 
grant agreements, or abuse either have occw1·ed or are likely to have occull'ed, 
auditors may consult with authorities or legal cow1sel about whether publicly 
repo1t ing such information would compromise. investigative or legal proceedings. 
Auditors may limit their public reporting to matters that would not compromise 
those proceedings and, for example, report only on infonnation that is ah-eady a 
part of the public record. 
Repo1·ting Findings Directly to Pa1·ties Outside the Audited Entity 
7.24 Auditors should report known or likely fraud, noncompliance with 
provisions of laws, regulations, contracts, or grant agreements, or abuse 
directly to parties outside the audited entity in the following two 
circumstances. 
a. When entity management fails to satisfy legal or regulatory requirements 
to report such information to external parties specified in law or regulation, 
auditors should first communicate the fai lure to report such information to 
those charged with governance. If the audited entity still does not report this 
information to the specified external parties as soon as practicable after the 
auditors' communication with those charged with governance, then the 
auditors should report the information directly to the specified external 
parties. 
b. When entity management fails to take timely and appropriate steps to 
respond to known or likely fraud, noncompliance with provisions of laws, 
regulations, contracts, or grant agreements, or abuse that (1) is significant 
to the findings and conclusions and (2) involves funding received directly or 
indirectly from a government agency, auditors should first report 
management's fai lure to take timely and appropriate steps to those charged 
with governance. If the audited entity still does not take timely and 
appropriate steps as soon as practicable after the auditors' communication 
with those charged with governance, then the auditors should report the 
entity's fai lure to take timely and aooropriate steps directly to the funding 
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agency. 
7 .25 The reporting in paragraph 7 .24 is in addition to any legal requirements for the 
auditor to report such info1mation directly to parties outside the audited entity. 
Auditors should comply with these requirements even if they have resigned or been 
dismissed from the audit prior to its completion. Internal audit organizations do not 
have a duty to report outside the audited entity unless required by law, mle, 
regulation, or policy. 
7 .26 Auditors should obtain sufficient, appropriate evidence, such as confinnation 
from outside parties, to co1rnborate assertions by management of the audited entity 
that it has repo1t ed such findings in accordance with laws, regulations, or funding 
agreements. When auditors are unable to do so, they should report such info1matio11 
directly as discussed in paragraphs 7.24 and 7.25. 
Conclusions 
7.27 Auditors should report conclusions based on the audit objectives and 
the audit findings. Report conclusions are logical inferences about the 
program based on the auditors' findings, not merely a summary of the 
f indings. The strength of the auditors' conclusions depends on the 
sufficiency and appropriateness of the evidence supporting the findings and 
the soundness of the logic used to formulate the conclusions. Conclusions 
are more compell ing if they lead to the auditors' recommendations and 
convince the knowledgeable user of the report that action is necessary. 
Recommendations 
7.28 Auditors should recommend actions to correct deficiencies and other 
findings identified during the audit and to improve programs and operations 
when the potential for improvement in programs, operations, and 
performance is substantiated by the reported findings and conclusions. 
Auditors should make recommendations that flow logically from the findings 
and conclusions, are directed at resolving the cause of identified 
deficiencies and findings, and clearly state the actions recommended. 
7 .29 Effective recommendations encourage improvements in the conduct of 
government programs and operations. Recommendations are effective 
when they are addressed to parties that have the authority to act and when 
the recommended actions are specific, practical, cost effective, and 
measurable. 
Reportin2 Auditors' Compliance with GAGAS 
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7.30 When auditors comply with all applicable GAGAS requirements, they 
should use the following language, which represents an unmodified GAGAS 
compliance statement, in the audit report to indicate that they performed the 
audit in accordance with GAGAS. 
We conducted this perfonnance audit in accordance with generally accepted 
govemment auditing standards. Those standards require that we plan and perfonn 
the audit to obtain sufficient, appropriate evidence to provide a reasonable basis for 
our findings and conclusions based on our audit objectives. We believe that the 
evidence obtained provides a reasonable basis for our findings and conclusions 
based on our audit objectives. 
7 .31 When auditors do not comply with all applicable GA GAS requirements, they 
should include a modified GAGAS compliance statement in the audit report. For 
perfonnance audits, auditors should use a statement that includes either ( 1) the 
language in 7.30, modified to indicate the requirements that were not followed or 
(2) language that the auditor did not follow GAGAS 
Reporting Views of Responsible Officials 
7.32 Auditors should obtain and report the views of responsible officials of 
the audited entity concerning the findings, conclusions, and 
recommendations included in the audit report, as well as any planned 
corrective actions. 
7.33 Providing a draft report with findings for review and comment by 
responsible officials of the audited entity and others helps the auditors 
develop a report that is fair, complete, and objective. Including the views of 
responsible officials results in a report that presents not only the auditors' 
findings, conclusions, and recommendations, but also the perspectives of 
the responsible officials of the audited entity and the corrective actions they 
plan to take. Obtaining the comments in writing is preferred, but oral 
comments are acceptable. 
7.34 When auditors receive written comments from the responsible officials, 
they should include in their report a copy of the officials' written comments, 
or a summary of the comments received. When the responsible officials 
provide oral comments only, auditors should prepare a summary of the oral 
comments and provide a copy of the summary to the responsible officials to 
verify that the comments are accurately stated. 
7.35 Auditors should also include in the report an evaluation of the 
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comments, as appropriate. In cases in which the audited entity provides 
technical comments in addition to its written or oral comments on the report, 
auditors may disclose in the report that such comments were received. 
7.36 Obtaining oral comments may be appropriate when, for example, there 
is a reporting date critical to meeting a user's needs; auditors have worked 
closely with the responsible officials throughout the work and the parties are 
familiar with the findings and issues addressed in the draft report; or the 
auditors do not expect major disagreements with the findings, conclusions, 
and recommendations in the draft, or major controversies with regard to the 
issues discussed in the draft report. 
7.37 When the audited entity's comments are inconsistent or in conflict with 
the findings, conclusions, or recommendations in the draft report, or when 
planned corrective actions do not adequately address the auditors' 
recommendations, the auditors should evaluate the validity of the audited 
entity's comments. If the auditors disagree with the comments, they should 
explain in the report their reasons for disagreement. Conversely, the 
auditors should modify their report as necessary if they find the comments 
valid and supported with sufficient, appropriate evidence. 
7.38 If the audited entity refuses to provide comments or is unable to 
provide comments within a reasonable period of time, the auditors may 
issue the report without receiving comments from the audited entity. In such 
cases, the auditors should indicate in the report that the audited entity did 
not provide comments. 
Repo1·ting Confidential and Sensitive Information 
7.39 If certain pertinent information is prohibited from public disclosure or is 
excluded from a report due to the confidential or sensitive nature of the 
information, auditors should disclose in the report that certain information 
has been omitted and the reason or other circumstances that make the 
omission necessary. 
7.40 Certain information may be classified or may be otherwise prohibited 
from general disclosure by federal, state, or local laws or regulations. In 
such circumstances, auditors may issue a separate, classified or limited use 
report containing such information and distribute the report only to persons 
authorized by law or regulation to receive it. 
7.41 Additional circumstances associated with public safety, privacy, or 
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security concerns could also justify the exclusion of certain information from 
a publicly available or widely distributed report. For example, detailed 
information related to computer security for a particular program may be 
excluded from publicly available reports because of the potential damage 
that could be caused by the misuse of this information. In such 
circumstances, auditors may issue a limited use report containing such 
information and distribute the report only to those parties responsible for 
acting on the auditors' recommendations. In some instances, it may be 
appropriate to issue both a publicly available report with the sensitive 
information excluded and a limited use report. The auditors may consult 
with legal counsel regarding any requirements or other circumstances that 
may necessitate the omission of certain information. 
7.42 Considering the broad public interest in the program or activity under 
audit assists auditors when deciding whether to exclude certain information 
from publicly available reports. When circumstances call for omission of 
certain information, auditors should evaluate whether this omission could 
distort the audit results or conceal improper or illegal practices. 
7.43 When audit organizations are subject to public records laws, auditors 
should determine whether public records laws could impact the availability 
of classified or limited use reports and determine whether other means of 
communicating with management and those charged with governance 
would be more appropriate. For example, the auditors may communicate 
general information in a written report and communicate detailed 
information orally. The auditor may consult with legal counsel regarding 
applicable public records laws. 

Source: 
FRB OIG 

Scope: 
1C6HS> 
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Results 4: 

Purpose: 
Define the objectives, scope, and methodology of the audit. 

Criteria: 
GAGAS 6.07 - 6.10, 6.39 - 6.40, 6.83a 
6.07 Auditors must plan the audit to reduce audit r isk to an appropriate level 
for the auditors to obtain reasonable assurance that the evidence is 
sufficient and appropriate128 to support the auditors' findings and 
conclusions. This determination is a matter of professional judgment. In 
planning the audit, auditors should assess significance and audit risk and 
apply these assessments in defining the audit objectives and the scope and 
methodology to address those objectives. Planning is a continuous process 
throughout the audit. Therefore, auditors may need to adjust the audit 
objectives, scope, and methodology as work is being completed. In 
situations where the audit objectives are established by statute or legislative 
oversight, auditors may not have latitude to define or adjust the audit 
objectives or scope. 
6.08 The objectives are what the audit is intended to accomplish. They 
identify the audit subject matter and performance aspects to be included, 
and may also include the potential findings and reporting elements that the 
auditors expect to develop. Audit objectives can be thought of as questions 
about the program that the auditors seek to answer based on evidence 
obtained and assessed against criteria. The term "program" is used in 
GAGAS to include government entities, organizations, programs, activities, 
and functions. 
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SCORECARD: 6.09 Scope is the boundary of the audit and is directly tied to the audit 

Rating: 
objectives. The scope defines the subject matter that the auditors will 
assess and report on, such as a particular program or aspect of a program, 

Sample Size: the necessary documents or records, the period of t ime reviewed, and the 
locations that will be included. 
6.10 The methodology describes the nature and extent of audit procedures for 
gathering and analyzing evidence to address the audit objectives. Audit procedw-es 
are the specific steps and tests auditors perfonn to address the audit objectives. 
Auditors should design the methodology to obtain reasonable assurance that the 
evidence is sufficient and appropriate to support the auditors ' findings and 
conclusions in relation to the audit objectives and to reduce audit risk to an 
acceptable level. 

6.39 If auditors believe that it is likely that sufficient, appropriate evidence 
will not be available, they may revise the audit objectives or modify the 
scope and methodology and determine alternative procedures to obtain 
additional evidence or other forms of evidence to address the current audit 
objectives. Auditors should also evaluate whether the lack of sufficient, 
appropriate evidence is due to internal control deficiencies or other program 
weaknesses, and whether the lack of sufficient, appropriate evidence could 
be the basis for audit findings. 
6.40 Auditors should determine whether other auditors have conducted, or 
are conducting, audits of the program that could be relevant to the current 
audit objectives. The results of other auditors' work may be useful sources 
of information for planning and performing the audit. If other auditors have 
identified areas that warrant further audit work or follow-up, their work may 
influence the auditors' selection of objectives, scope, and methodology. 
6. 83 Auditors should document159 the following: a. the objectives, scope, 
and methodology of the audit; 

Source: 
FRB OIG 
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<o>l5> 

Details: 

t6J {5J 
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Source: Board- Entrance Conference Agenda Final 
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Summary Detail 
b) (5) 

Notes: 

Results 4: 

B.1.PRG - Background\Planning (6}([)°se · 

Procedure Step: [6)l 5J I 
Type: Planning 

Assigned To: BPM 

Prepared By: BPM, 7/25/2014 
Criteria: 
GAGAS Appendix A, Section 6.04 - Types of Evidence 

Reviewed By: KLP, 8/1/2014 A6.04 In terms of its form and how it is collected, evidence may be 
categorized as physical, documentary, or testimonial. Physical evidence is 
obtained by auditors' direct inspection or observation of people, property, or 

PROPERTIES: events. Such evidence may be documented in summary memos, 

Location: 
photographs, videos, drawings, charts, maps, or physical samples. 
Documentary evidence is obtained in the form of already existing 

Frequency: information such as letters, contracts, accounting records, invoices, 

Category 4: 
spreadsheets, database extracts, electronically stored information, and 
management information on performance. Testimonial evidence is obtained 

User Category: through inquiries, interviews, focus groups, public forums, or questionnaires. 

Category5 
Auditors frequently use analytical processes including computations, 
comparisons, separation of information into components, and rational 

Category6 arguments to analyze any evidence gathered to determine whether it is 
sufficient and appropriate. The strength and weakness of each form of 
evidence depends on the facts and circumstances associated with the 

SCORECARD: evidence and professional judgment in the context of the audit objectives. 
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Rating: 

Sample Size: Source: 

Attendees: 
Jina Hwang, Senior OIG Counsel 
Tim Rogers, Senior OIG Manager 
Anna Saez, OIG Manager 
Ed Fernandez, Project Leader for CFPB Review 
Kim Perteet, Project Leader for Board Review 
Megan Taylor, Auditor 
Amanda Sundstrom, Auditor 
Brandon Lee, Auditor 
Brian Murphy, Auditor 

Scope: 
(6J {5) 

Details: 

K6ff_gfrd af Wo£k Done · 
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(b)(S) 

B.1.PRG - Background\Planning Purpose: 
Describe the internal controls process for the program and the rationale for 

Procedure Step: 6. Understand Internal Controls Relevant to 
the extent that such controls will be evaluated and tested in the audit. 

Project 
Criteria: 

Type: Planning Board Policies Reviewed: 

Assigned To: SPK - Equal Employment Opportunity 

Prepared By: SPK, 3/10/2015 
- EEO Complaint Process and How It Works 
- Performance Management Program 

Reviewed By: (None) - Adverse Action 
- Vacant Position Posting 
- Discriminatory Workplace Harassment 

PROPERTIES: 

Location: GAGAS 6.16 - 6.22 
Frequency: 6.16 Auditors should obtain an understanding of internal control132 that is 

Category 4: 
significant within the context of the audit objectives. For internal control that 
is siqnificant within the context of the audit objectives, auditors should 
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User Category: assess whether internal control has been properly designed and 
implemented and should perform procedures designed to obtain sufficient, 

Category5 appropriate evidence to support their assessment about the effectiveness of 

Category6 those controls. Information systems controls are often an integral part of an 
entity's internal control. The effectiveness of significant internal controls is 
frequently dependent on the effectiveness of information systems controls. 

SCORECARD: Thus, when obtaining an understanding of internal control significant to the 
audit objectives, auditors should also determine whether it is necessary to 

Rating: evaluate information systems controls.133 

Sample Size: 6.17 The effectiveness of internal control that is significant within the context 
of the audit objectives can affect audit risk. Consequently, auditors may 
determine that it is necessary to modify the nature, timing, or extent of the 
audit procedures based on the auditors' assessment of internal control and 
the results of internal control testing. For example, poorly controlled aspects 
of a program have a higher risk of fai lure, so auditors may choose to focus 
more efforts in these areas. Conversely, effective controls at the audited 
entity may enable the auditors to limit the extent and type of audit testing 
needed. 
6.18 Auditors may obtain an understanding of internal control through 
inquiries, observations, inspection of documents and records, review of 
other auditors' reports, or direct tests. The nature and extent of procedures 
auditors perform to obtain an understanding of internal control may vary 
among audits based on audit objectives, audit risk, known or potential 
internal control deficiencies, and the auditors' knowledge about internal 
control gained in prior audits. 
6. 19 The following discussion of the principal types of intemal control objectives is 
intended to help auditors better understand internal controls and detennine whether 
or to what extent they are significant to the audit objectives. 
a. Effectiveness and efficiency of program operations: Controls over program 
operations include policies and procedw-es that the audited entity has implemented 
to provide reasonable asslU'ance that a program meets its objectives, while 
considering cost-effectiveness and efficiency. Understanding these controls can 
help auditors understand the program operations that convert inputs to outputs and 
outcomes. 
b. Relevance and reliabilitv of information: Controls over the relevance and 
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reliability of infonnation include policies and procedures that officials of the 
audited entity have implemented to provide themselves reasonable assurance that 
operational and financial information they use for decision making and reporting 
extemally is relevant and reliable and fairly disclosed in reports. Understanding 
these controls can help auditors (1) assess the risk that the infonnation gathered by 
the entity may not be relevant or reliable and (2) design appropriate tests of the 
infonnation considering the audit objectives. 
c. Compliance with applicable laws, regulations, contracts, and grant agreements: 
Controls over compliance include policies and procedures that the audited entity 
has implemented to provide reasonable assw-ance that program implementation is in 
ac.cordance with provisions of laws, regulations, contracts, and grant agreements. 
Understanding the relevant controls conceming compliance with those laws, 
regulations, contracts or grant agreements that the auditors have detennined are 
significant within the context of the audit objectives can help them assess the risk of 
noncompliance with provisions of laws, regulations, contracts, or grant agreements, 
or abuse. 
6.20 A subset of these categories of internal control objectives is the safeguarding 
of assets and resources . Controls over the safeguarding of assets and resom·ces 
include policies and procedures that the audited entity has implemented to 
reasonably prevent or promptly detect unauthorized acquisition, use, or disposition 
of assets and resources. 
6.21 In pe1fo1m ance audits, a deficiency in intemal controh34 exists when the 
design or operation of a control does not allow management or employees, in the 
normal course of perfonning their assigned functions, to prevent, or detect and 
con-ect (1) impainnents of effectiveness or efficiency of operations, (2) 
1nisstatements in financial or perfonnance infonnation, or (3) noncompliance with 
provisions of laws, regulations, contracts, or grant agreements on a timely basis. A 
deficiency in design exists when (a) a control necessary to meet the control 
objective is Inissing or (b) an existing control is not properly designed so that, even 
if the control operates as designed, the control objective is not met. A deficiency in 
operation exists when a properly designed control does not operate as designed, or 
when the necessary authority or qualifications to perfom1 the control effectively. 
6.22 Intemal auditing is an important part of overall govemance, accountability, 
and intemal contrnl. A key role of many internal audit organizations is to provide 
assurance that internal controls are in place to adeauatelv mitigate risks and achieve 
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Summary Detail 
program goals and objectives. The auditor may detennine that it is appropriate to 
use the work of the intemal auditors in the auditor's assessment of the effe•ctiveness 
of design or operation of intemal controls that are significant within the context of 
the audit objectives. 

Source: 
FRB OIG 
GAO Government Auditing Standards 
Board policies 

Scooe: 
{bl SJ 

Details: 

Record of Work Done: 
b) (5) 
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Background 
r. bJ (5) t 

(b) (5) 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
~------------------1.b) (S) 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
LD) (5) 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
~----------------""(b)(S) 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
1-----------------------1,(b) (5) 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
1------------------------"(b) (5) 



The Board Can Enhance Its Diversity and Inclusion Efforts 

Summary Detail 
t-------------------l(b) (5) 

B.1.PRG - Background\Planning 

Procedure Step: 7. Board's Internal Controls (Policies and 

Purpose: 

To summarize t he aud it approach to evaluating the Board 's internal 
controls, specifica lly the agency's policies and procedures. These 
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Procedures) controls may contribute to the prevention of bias or discrimination 

Type: Planning within the human resources-related activities or functions. 

Assigned To: SPK 

Prepared By: SPK, 3/10/2015 Criteria: 

Reviewed By: (None) 
See criteria in Record of Work Done. 

Source: 
PROPERTIES: 

See sources in Record of Word Done. 
Location: 

Frequency: 
Scope: 

Category 4: Aud it objective: To assess the Board's human resources- related 
User Category: functions and other efforts to provide for equal employment 

Category5 opportunities, including equal opportunity for minorities and women 

Category6 to obtain senior management positions, and increase racia l, ethn ic, 
and gender diversity in the workforce. 

SCORECARD: 
Details: 

Rating: 

Sample Size: 
Record of Work Done: 

6} (5) 
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B.1.PRG - Background\Planning Purpose: 

Describe the laws, regulations, policies, standards, measures, expectations, 

Procedure Step: 8. Identify Relevant Criteria 
best practices, and/ or benchmarks against which performance is to be 
compared and evaluated. 

Type: Planning 

Assigned To: Criteria: 

Prepared By: SMN, 3/26/2015 GAGAS 6.12a, 6.15b, 6.37 

Reviewed By: KLP, 3/26/2015 6.12 During planning, auditors should also (a) identify the potential criteria 
needed to evaluate matters subject to audit; 

PROPERTIES: 6.15 Obtaining an understanding of the program under audit helps auditors 
Location: to assess the relevant risks associated with the program and the impact of 

Frequency: the risks on the audit objectives, scope, and methodology. The auditors' 
understanding may come from knowledge they already have about the 

Category 4: program or knowledge they gain from inquiries, observations, and 
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User Category: reviewing documents while planning the audit. The extent and breadth of 

Category5 
those inquiries and observations will vary among audits based on the audit 
objectives, as will the need to understand individual aspects of the 

Category6 program, such as the following: (b) Purpose and goals: Purpose is the 
result or effect that is intended or desired from a program's operation. 
Legislatures usually establish the program's purpose when they provide 

SCORECARD: authority for the program. Entity officials may provide more detailed 

Rating: information on the program's purpose to supplement the authorizing 
legislation. Entity officials are sometimes asked to set goals for program 

Sample Size: performance and operations, including both output and outcome goals. 
Auditors may use the stated program purpose and goals as criteria for 
assessing program performance or may develop additional criteria to use 
when assessing performance. 
6.37 Auditors should identify criteria. Criteria represent the laws, 
regulations, contracts, grant agreements, standards, specific requirements, 
measures, expected performance, defined business practices, and 
benchmarks against which performance is compared or evaluated. Criteria 
identify the required or desired state or expectation with respect to the 
program or operation. Criteria provide a context for evaluating evidence 
and understanding the findings, conclusions, and recommendations 
included in the report. Auditors should use criteria that are relevant to the 
audit objectives and permit consistent assessment of the subject matter 

Source: 
Dodd Frank Act Section 342 

EEO MD 715 Guidance on establishingAffirmative programs of EEO 

Executive Order 13583 On Diversity 

5 USC 43 Performance Appraisal 

Board EEO Policv 



Summary 
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Detail 

Board PMP Policy (Including Appeals Process) 

Board Adverse Action Policy 

Instructions to Federal Agencies for EEO MD-715 Section I 

Title VII of the Civil Rights Act of 1964 

12 CFR Part 268 

Board EEO Policy 

Board PMP Policy (Including Appeals Process) 

Board Adverse Action Policy 

ltB Office of Diversity and Inclusion - EEO Complaint System and How It 
Works 

EEO Complaint Process 

Scope: 
To identify and summarize relevant laws, regulations, and applicable criteria 
that could prove relevant for the audit on the Board's diversity and inclusion 
processes. 

Details: 

Record of Work Done: 
Meeting(s) with Knowledgable Stakeholders: 
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(b)(S) 

B.1.PRG - Background\Planning Purpose: 
If applicable, describe how this audit relates to prior OIG work, including 

Procedure Step: 9. Consider Results of Prior Work 
the presence of any prior OIG recommendations ( open or closed). 

Type: Planning Determine whether any work steps will be performed to test actions taken 

Assigned To: BPM 
as a result of prior OIG work. 

Prepared By: BPM, 6/5/2014 
Criteria: 

Reviewed By: KLP, 2/26/2015 GAGAS 6.36 
6.36 Auditors should evaluate whether the audited entity has taken 

PROPERTIES: 
appropriate corrective action to address findings and recommendations 
from previous enaaaements that are sianificant within the context of the 



Summary 

Locallon: 

Frequency: 

Category 4: 

User Category: 

Category5 

Category6 

SCORECARD: 

Rating: 

Sample Size: 

The Board Can Enhance Its Diversity and Inclusion Efforts 

Detail 
audit objectives. When planning the audit, auditors should ask management 
of the audited entity to identify previous audits, attestation engagements, 
performance audits, or other studies that directly relate to the objectives of 
the audit, including whether related recommendations have been 
implemented. Auditors should use this information in assessing risk and 
determining the nature, timing, and extent of current audit work, including 
determining the extent to which testing the implementation of the corrective 
actions is applicable to the current audit objectives. 

Source: 
The OIG reviewed its public website for any reports issued related to CFPB 
personnel practices. See http://www.federalreserve.gov/oig/ , Reports 
section. 

Scope: 
All OIG reports issued as of June 5, 2014. 

Details: 
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Notes: 

Results 4: 

B.1.PRG - Background\Planning Purpose: 
Describe the decision made regarding plalllled data sow-ces, how the information 

Procedure Step: 10. Identify Potential Sources of Data 
will be obtained, and how the infonnation will be used and analyzed to answe-r the 
audit objective(s). 

Type: Planning 

Assigned To: BPM Criteria: 

Prepared By: BPM, 7/31/2014 GAGAS 6.38 - 6.39 
6.38 Auditors should identify potential sources of information that could be 

Reviewed By: KLP, 8/1/2014 used as evidence. Auditors should determine the amount and type of 
evidence needed to obtain sufficient, appropriate evidence to address the 

PROPERTIES: 
audit objectives and adequately plan audit work. 
6.39 If auditors believe that it is likely that sufficient, appropriate evidence 

Location: will not be available, they may revise the audit objectives or modify the 

Frequency: scope and methodology and determine alternative procedures to obtain 
additional evidence or other forms of evidence to address the current audit 

Category 4: objectives. Auditors should also evaluate whether the lack of sufficient, 

User Category: appropriate evidence is due to internal control deficiencies or ot her program 
weaknesses, and whether the lack of sufficient, appropriate evidence could 

Category5 be the basis for audit finding. 

Category6 

Source: 

SCORECARD: Public Board Reports: 

Rating: 
Board EEO 1 Reports 
No FEAR Act Reporting 

Sample Size: 
HR Analvtics: 
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Summary Detail 
PeopleSoft Data 
PeopleFluent 

Employee Relations: 
E-Relations Database 

ODI/OMWI Office: 
Data compiled from PeopleSoft and PeopleFluent 

Scope: 
rt>ll5> 

Details: 

{bl {5J 
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B.1.PRG - Background\Planning Purpose: 
6) (5) 

Procedure Step: 11. Consider Information System Controls 

Type: Planning 

Assigned To: BPM Criteria: 

Prepared By: BPM, 7/31 /2014 GAGAS 6.23 - 6.27 
6.23 Understanding information systems controls is important when 

Reviewed By: KLP, 8/1/2014 information systems are used extensively throughout the program under 
audit and the fundamental business processes related to the audit 
objectives rely on information systems. Information systems controls consist 

PROPERTIES: of those internal controls that are dependent on information systems 

location: processing and include general controls, application controls, and user 
controls. 

Frequency: a. Information systems general controls (entitywide, system, and application 
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Category 4: levels) are the policies and procedures that apply to all or a large segment 
of an entity's information systems. General controls help ensure the proper 

User Category: operation of information systems by creating the environment for proper 

Category5 operation of application controls. General controls include security 
management, logical and physical access, configuration management, 

Category6 segregation of duties, and contingency planning. 
b. Application controls, sometimes referred to as business process controls, 
are those controls that are incorporated directly into computer applications 

SCORECARD: to help ensure the validity, completeness, accuracy, and confidentiality of 

Rating: transactions and data during application processing. Application controls 
include controls over input, processing, output, master file, interface, and 

Sample Size: data management system controls . 
c. User controls are portions of controls that are performed by people 
interacting with information system controls. A user control is an information 
system control if its effectiveness depends on information systems 
processing or the rel iability (accuracy, completeness, and validity) of 
information processed by information systems. 
6.24 An organization's use of information systems controls may be 
extensive; however, auditors are primarily interested in those information 
systems controls that are significant to the audit objectives. Information 
systems controls are significant to the audit objectives if auditors determine 
that it is necessary to evaluate the effectiveness of information systems 
controls in order to obtain sufficient, appropriate evidence. When 
information systems controls are determined to be significant to the audit 
objectives or when the effectiveness of significant controls is dependent on 
the effectiveness of information systems controls, auditors should then 
evaluate the design and operating effectiveness of such controls. This 
evaluation would include other information systems controls that impact the 
effectiveness of the significant controls or the reliability of information used 
in performing the significant controls. Auditors should obtain a sufficient 
understanding of information systems controls necessary to assess audit risk 
and plan the audit within the context of the audit objectives. 
6.25 Audit procedures to evaluate the effectiveness of significant information 
systems controls include (1) gaining an understanding of the system as it relates to 
the info1mation and (2) identifying and evaluating the general, application, and user 
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controls that are critical to providing assurance over the reliability of the 
infonnation required for the audit. 
6.26 The evaluation of infonnation systems controls may be done in conjunction 
with the auditors ' consideration of intemal control within the context of the audit 
objectivesl37 or as a separate audit objective or audit procedme, depending on the 
objectives of the audit. Depending on the significance of infomiation systems 
controls to the audit objectives, the extent of audit procedures to obtain such an 
understanding may be limited or extensive. In addition, the nature and extent of 
audit risk related to information systems controls are affected by the nature of the 
hardware and software used, the configuration of the entity' s systems and networks, 
and the entity's i.nfonnation systems strategy. 
6.27 Auditors should determine which audit procedures related to info1mation 
systems controls are needed to obtain sufficient, appropriate evidence to support the 
audit findings and conclusions. The following factors 1nay assist auditors in making 
this detemlination: 
a. The extent to which internal controls that are significant to the audit 
depend on the reliability of information processed or generated by 
information systems. 
b. The availability of evidence outside the information system to support the 
findings and conclusions: It may not be possible for auditors to obtain 
sufficient, appropriate evidence without evaluating the effectiveness of 
relevant information systems controls. For example, if information 
supporting the findings and conclusions is generated by information 
systems or its reliability is dependent on information systems controls, there 
may not be sufficient supporting or corroborating information or 
documentary evidence that is available other than that produced by the 
information systems. 
c. The relationship of information systems controls to data reliability: To 
obtain evidence about the reliability of computer-generated information, 
auditors may decide to evaluate the effectiveness of information systems 
controls as part of obtaining evidence about the reliability of the data. If the 
auditor concludes that information systems controls are effective, the 
auditor may reduce the extent of direct testing of data. 
d. Evaluating the effectiveness of information systems controls as an audit 
objective: When evaluating the effectiveness of information systems 



Summary 
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Detail 
controls is directly a part of an audit objective, auditors should test 
information systems controls necessary to address the audit objectives. For 
example, the audit may involve the effectiveness of information systems 
controls related to certain systems, faci lities, or organizations. 

Source: 
Conversation with Board HR Analytics Manager Lewis Andrews, see RE 
Follow-up Question -FRSONL Y-
PeopleFluent Flyer Brochure, see wp peoplefluent brochure 
E-mails with OIG Office of Audits Manager Khalid Hasan, see wp IT Data 
Reliability PeopleSoft 
OIG's own internal data assessment form, see wp Data Reliability 
Assessment form Final - Jun 13, 2014 

Scope: 
Evaluate methods that could be used to ensure data rel iability assessments 
are completed for each source the OIG may use for the Board's 
Congressional Request of Personnel Practices. 

Details: (t>f(s~, ------------------1 
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Results 4: 

B.1.PRG - Background\Planning Purpose: 
Describe the extent that relevant work done by GAO, other audit organizations or 

Procedure Step: 12. Consider Work Performed by Others 
experts can/will be used to satisfy any work steps. 

Type: Planning Criteria: 
Assigned To: BPM GAGAS 6.40 - 6.44 

Prepared By: SMN, 3/26/2015 
6.40 Auditors should determine whether other auditors have conducted, or 

Reviewed By: KLP, 3/26/2015 are conducting, audits of the program that could be relevant to the current 
audit objectives. The results of other auditors' work may be useful sources 

PROPERTIES: 
of information for planning and performing the audit. If other auditors have 
identified areas that warrant further audit work or follow-up, their work may 

Location: influence the auditors' selection of objectives, scope, and methodology. 

Frequency: 
6.41 If other auditors have completed audit work related to the objectives of 
the current audit, the current auditors may be able to use the work of the 

Category 4: other auditors to support findings or conclusions for the current audit and, 
thereby, avoid duplication of efforts. If auditors use the work of other 

User Category: auditors, they should perform procedures that provide a sufficient basis for 

Category5 using that work. Auditors should obtain evidence concerning the other 
auditors' qualifications and independence and should determine whether 

Category6 the scope, quality, and timing of the audit work performed by the other 
auditors is adequate for reliance in the context of the current audit 

SCORECARD: 
objectives. Procedures that auditors may perform in making this 
determination include reviewing the other auditors' report, audit plan, or 

Rating: audit documentation, and/or performing tests of the other auditors' work. 
The nature and extent of evidence needed will depend on the significance 

Sample Size: of the other auditors' work to the current audit objectives and the extent to 
which the auditors will use that work.143 
6.42 Some audits may necessitate the use of specialized techniques or 
methods that reauire the skills of a specialist. Specialists to whom this 



Summary 
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Detail 
section applies include, but are not limited to, actuaries, appraisers, 
attorneys, engineers, environmental consultants, medical professionals, 
statisticians, geologists, and information technology experts. If auditors 
intend to use the work of specialists, they should assess the professional 
qualifications and independence of the specialists. 
6.43 Auditors' assessment of professional qualifications of the specialist 
involves the following: 
a. the professional certification, license, or other recognition of the 
competence of the specialist in his or her field, as appropriate; 
b. the reputation and standing of the specialist in the views of peers and 
others familiar with the specialist's capability or performance; 
c. the specialist's experience and previous work in the subject matter; and 
d. the auditors' prior experience in using the specialist's work. 
6.44 Auditors' assessment of the independence of specialists who perform 
audit work includes identifying threats and applying any necessary 
safeguards in the same manner as they would for auditors performing work 
on those audits 

Source: 
GAO-13-328 Diversity Management 

GAO-09-1 10 Federal SES Diversity 

GAO-05-90 Diversity Management Expert -lentified Leading practices and 
Agency Examples 

EPA-ocr 20110321 finalreport 

GPO 9.2008 OIG Diversity Management Programs Report 

GAO-08-116T 

OPM nofearact 
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GAO-13-830SP Standards for Internal Control 

Scope: 
{b) (5) 

Details: 

Record of Work Done: 
(6J [SJ 
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b) (5) 

B.1.PRG - Background\Planning Purpose: 

Procedure Step: i6J {5} I Criteria: 

Type: Planning CPE Requirements for Specialists 

Assigned To: BPM 3.79 The audit team should determine that external specialists assisting in 

Prepared By: 8PM, 7/29/2014 performing a GAGAS audit are qualified and competent in their areas of 
specialization; however, external specialists are not required to meet the 

Reviewed By: KLP, 8/1/2014 GAGAS CPE requirements. 

PROPERTIES: 
3.80 The audit team should determine that internal specialists consulting on 
a GAGAS audit who are not involved in directing, performing audit 

Locallon: procedures, or reporting on a GAGAS audit, are qualified and competent in 
their areas of specialization; however, these internal specialists are not 

Frequency: required to meet the GAGAS CPE requirements . 

Category 4: 
3.81 The audit team should determine that internal specialists, who are 

User Category: performing work in accordance with GAGAS as part of the audit team, 

Category5 including directing, performing audit procedures, or reporting on a GAGAS 
audit, comply with GAGAS, including the CPE requirements.41 The GAGAS 

Category6 CPE requirements become effective for internal specialists when an audit 
organization first assigns an internal specialist to an audit. Because internal 
specialists apply specialized knowledge in government audits, training in 

SCORECARD: their areas of specialization qualify under the requirement for 24 hours of 
CPE that directly relates to qovernment auditinq, the qovernment 



Summary 

Rating: 

Sample Size: 
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Detail 
environment, or the specific or unique environment in which the audited 
entity operates. 

[6)15} 

Details: 

Record of Work Done: 
(6) (6) 

Conclusion: 
{6HSJ 
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Summary 

B.1.PRG - Background\Planning 

Procedure Step: 

Type: 

Assigned To: 

Prepared By: 

Reviewed By: 

PROPERTIES: 

Location: 

Frequency: 

Category 4: 

User Category: 

Category5 

Category6 

SCORECARD: 

Rating: 

Sample Size: 

14. Use of External Auditors/Consultants 

Planning 

BPM 

KLP, 4/10/2015 

(None) 

Detail 

Notes: 

Results 4: 

Purpose: 
f6f~-------I---------I 

Criteria: 

GAGAS 3.28 - 3.30, 6.42 - 6.46 
3.28 Audit organizations that are structurally located within government 
entities are often subject to constitutional or statutory safeguards that 
mitigate the effects of structural threats to independence. For external audit 
organizations, such safeguards may include governmental structures under 
which a government audit organization is: 
a. at a level of government other than the one of which the audited entity is 
part (federal, state, or local); for example, federal auditors auditing a state 
government program; or 
b. placed within a different branch of government from that of the audited 
entity; for example, legislative auditors auditing an executive branch 
program. 
3.29 Safegual'ds othel' than those descl'ibed above may mitigate threats 
resulting from govemmental structul'es. For external auditors Ol' auditors who 
report both extemally and intemally, structuml threats may be mitigated if 
the head of an audit ol'ganization meets any of the following criteria in 
accordance with constitutional 01· statutory requirements: 
a. directly elected by voters of the jurisdiction being audited; 
b. elected or appointed by a legislative body, subject to removal by a legislative 
body, and reports the results of audits to and is accountable to a legislative body; 
c. appointed by someone other than a legislative body, so long as the appointment is 
confirmed by a legislative body and removal from the position is subject to 
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Summary Detail 
oversight or approval by a legislative body, and reports the results of audits to and 
is accountable to a legislative body; or 
d. appointed by, accountable to, reports to, and can only be removed by a statutorily 
created governing body, the majority of whose members are independently elected 
or appointed and are outside the organization being audited. 
3.30 In addition to the criteria in paragraphs 3.28 and 3.29, GAGAS recognizes that 
there may be other organizational structures under which extern.al audit 
organizations in government entities could be considered to be independent. If 
appropriately designed and implemented, these stmctmes provide safeguards that 
prevent the audited entity from interfering with the audit organization' s ability to 
perfonn the work and report. the results impartially. For an external audit 
organization or one that reports both externally and internally to be considered 
independent under a stmcture different from the ones listed in paragraphs 3 .28 and 
3.29, the audit organization should have all of the following safeguards. In such 
situations, the audit organization should document how each of the following 
safeguards was satisfied and provide the documentation to those perfonning quality 
control monitoring and to the extemal peer reviewers to detennine whether all the 
necessary safeguards are in place. The following safeguards may also be used to 
augment those listed in paragraphs 3.28 and 3.29: 
a. statuto1y protections that prevent the audited entity from abolishing the audit 
organization; 
b. statuto1y protections that require that if the head of the audit organization is 
removed from office, the head of the agency reports this fact and the reasons for the 
removal to the legislative body; 
c. statutory protections that prevent the audited entity from interfering with the 
initiation, scope, timing, and completion of any audit; 
d. statuto1y protections that prevent the audited entity from interfering with audit 
reporting, including the findings and conclusions or the manner, means, or timing 
of the audit organization' s reports; 
e. statuto1y protections that require the audit organization to report to a legislative 
body or other independent governing body on a recurring basis; 
f. statutory protections tl1at give the audit organization sole authority over the 
selection, retention, advancement, and dismissal of its staff; and 
g. statutory access to records and documents related to the agency, 
oroaram, or function beina audited and access to aovernment officials or 
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other individuals as needed to conduct the audit. 
6.42 Some audits may necessitate the use of specialized techniques or 
methods that require the skills of a specialist. Specialists to whom this 
section applies include, but are not limited to, actuaries, appraisers, 
attorneys, engineers, environmental consultants, medical professionals, 
statisticians, geologists, and information technology experts. If auditors 
intend to use the work of specialists, they should assess the professional 
qualifications and independence of the specialists. 
6.43 Auditors' assessment of professional qualifications of the specialist 
involves the following: 
a. the professional certification, license, or other recognition of the 
competence of the specialist in his or her field, as appropriate; 
b. the reputation and standing of the specialist in the views of peers and 
others familiar with the specialist's capability or performance; 
c. the specialist's experience and previous work in the subject matter; and 
d. the auditors' prior experience in using the specialist's work. 
6.44 Auditors' assessment of the independence of specialists who perform 
audit work includes identifying threats and applying any necessary 
safeguards in the same manner as they would for auditors performing work 
on those audits. 
6.45 Audit management should assign sufficient staff and specialists with 
adequate collective professional competence to perform the audit.145 
Staffing an audit includes, among other things: 
a. assigning staff and specialists with the collective knowledge, skills, and 
experience appropriate for the job, 
b. assigning a sufficient number of staff and supervisors to the audit, 
c. providing for on-the-job training of staff, and 
d. engaging specialists when necessary. 
6.46 If planning to use the work of a specialist, auditors should document 
the nature and scope of the work to be performed by the specialist, 
including 
a. the objectives and scope of the specialist's work, 
b. the intended use of the specialist's work to support the audit objectives, 
c. the specialist's procedures and findings so they can be evaluated and 
related to other planned audit procedures, and 
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d. the assumptions and methods used by the specialist. 

Source: 
OIG Inspector General Statement of Work Agreements with external consultants. 

Scope: 
OIG audit of the Board's Diversity and lncusion processes. 

Details: 

Record of Work Done: 
{6J {SJ 
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B.1.PRG - Background\Planning Purpose: 

Describe how audit risk will be reduced to an appropriate level to provide 

Procedure Step: 15. Assess Risk 
reasonable assurance that the evidence is sufficient and appropriate to supp01t the 
findings and conclusions. Consider the potential for: 

Type: Planning 
(a) violations of law or regulato1y requirements, contract provisions, grant 

Assigned To: 8PM agreements and the rationale for how such areas will be addressed in work steps. 

Prepared By: 8PM, 8/1/2014 
(b) fraud, waste and abuse and the rationale for how such areas will be addressed in 

Reviewed By: (None) work steps. [6J (SJ I -PROPERTIES: 

Location: 
Criteria: 

GAGAS 6.05, 6.07, 6.10-6.11, 6.28-6.34 
Frequency: 

Category 4: 6.05 Audit risk is the possibility that the auditors' findings, conclusions, 
recommendations, or assurance may be improper or incomplete, as a result 

User Category: of factors such as evidence that is not sufficient and/or appropriate, an 

Category5 inadequate audit process, or intentional omissions or misleading information 
due to misrepresentation or fraud. The assessment of audit risk involves 

Category6 both qualitative and quantitative considerations. Factors impacting audit risk 
include the time frames, complexity, or sensitivity of the work; size of the 
program in terms of dollar amounts and number of citizens served; 

SCORECARD: adequacy of the audited entity's systems and processes to detect 

Rating: 
inconsistencies, significant errors, or fraud; and auditors' access to records. 
Audit risk includes the risk that auditors will not detect a mistake, 

Sample Size: inconsistency, significant error, or fraud in the evidence supporting the 
audit. Audit risk can be reduced by taking actions such as increasing the 
scope of work; adding specialists, additional reviewers, and other resources 
to perform the audit; changing the methodology to obtain additional 
evidence, higher quality evidence, or alternative forms of corroborating 
evidence; or aligning the findings and conclusions to reflect the evidence 
obtained. 
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6.07 Auditors must plan the audit to reduce audit r isk to an appropriate level 
for the auditors to obtain reasonable assurance that the evidence is 
sufficient and appropriate12a to support the auditors' findings and 
conclusions. This determination is a matter of professional judgment. In 
planning the audit, auditors should assess significance and audit risk and 
apply these assessments in defining the audit objectives and the scope and 
methodology to address those objectives. Planning is a continuous process 
throughout the audit. Therefore, auditors may need to adjust the audit 
objectives, scope, and methodology as work is being completed. In 
situations where the audit objectives are established by statute or legislative 
oversight, auditors may not have latitude to define or adjust the audit 
objectives or scope. 

6.1 o The methodology describes the nature and extent of audit procedures 
for gathering and analyz.ing evidence to address the audit objectives. Audit 
procedures are the specific steps and tests auditors perform to address the 
audit objectives. Auditors should design the methodology to obtain 
reasonable assurance that the evidence is sufficient and appropriate to 
support the auditors' findings and conclusions in relation to the audit 
objectives and to reduce audit risk to an acceptable level. 
6.11 Auditors should assess audit risk and significance within the context of 
the audit objectives by gaining an understanding of the following: 
a. the nature and profile of the programs and the needs of potential users of 
the audit report; 
b. internal control as it relates to the specific objectives and scope of the 
audit; 
c. information systems controls for purposes of assessing audit risk and 
planning the audit within the context of the audit objectives; 
d. provisions of laws, regulations, contracts, and grant agreements, and 
potential fraud, and abuse that are significant within the context of the audit 
objectives; 
e. ongoing investigations or legal proceedings within the context of the audit 
objectives; and 
f. the results of previous audits and attestation engagements that directly 
relate to the current audit objectives 
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6.28 Auditors should identify any provisions of laws, regulations, contracts or 
grant agreements that are significant within the context of the audit objectives and 
assess the risk that noncompliance with provisions of laws, regulations, contracts or 
grant agreements could occur.138 Based on that risk assessment, the auditors should 
design and perfonn procedures to obtain reasonable assurance of detecting 
instances of noncompliance with provisions of laws, regulations, contracts, or grant 
agreements that are significant within the context of the audit objectives. 
6.29 The auditors' assessment of audit risk may be affected by such factors as the 
complexity or nevmess of the laws, regulations, contracts or grant agreements. The 
auditors' assessment of audit risk also may be affected by whether the entity has 
controls that are effective in preventing or detecting noncompliance with provisions 
of laws, regulations, c-ontJ:acts, or grant agreements. If auditors obtain sufficient, 
appropriate evidence of the effectiveness of these controls, they can reduce the 
extent of their tests of compliance. 
6.31 When auditors identify factors or risks related to fraud that has occw1·ed or is 
likely to have occtul'ed that they believe are significant within the context of the 
audit objectives, they should des ign procedures to obtain reasonable assurance of 
detecting any such fraud. Assessing the risk of fraud is an ongoing process 
throughout the audit and relates not only to planning the audit but also to evaluating 
evidence obtained dwi.ng the audit. 
6.32 When infonnation comes to the auditors' attention indicating that fraud, 
significant within the context of the audit objectives, may have occtul'ed, auditors 
should extend the audit steps and procedures, as necessary, to (1) detennine 
whether fraud has likely occul1'ed and (2) if so, detennine its effect on the audit 
findings. If the fraud that may have occtlll'ed is not significant within the context of 
the audit objectives, the auditors may conduct additional audit work as a separate 
engagement, or refer the matter to other parties v.rith oversight responsibility or 
jurisdiction 
6.33 Abuse involves behavior that is deficient or improper when compared 
with behavior that a prudent person would consider reasonable and 
necessary business practice g iven the facts and circumstances. Abuse also 
includes misuse of authority or position for personal financial interests or 
those of an immediate or close family member or business associate.140 
Abuse does not necessarily involve fraud, noncompliance with provisions of 
laws, reaulations, contracts, or arant aareements. 
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6.34 Because the determination of abuse is subjective, auditors are not 
required to detect abuse in perfonnance audits. However, as part of a 
GAGAS audit, if auditors become aware of abuse that could be 
quantitatively or qualitatively significant to the program under audit, auditors 
should apply audit procedures specifically directed to ascertain the potential 
effect on the program under audit within the context of the audit objectives. 
After performing additional work, auditors may discover that the abuse 
represents potential fraud or noncompliance with provisions of laws, 
regulations, contracts, or grant agreements. 

Source: 
Auditor Developed Matrix 

Scope: 

Any risk factors likely to be encountered during the course of the OIG's 
Audit of Board Personnel Practices including (data reliability, lack of 
sufficient evidence, complexity of the subject matter, potential for fraud, 
waste, and abuse). 

Details: 

Record of Work Done: 

GAGAS defines audit risk as "the possibility that the auditors' findings, 
conclusions, recommendations, or assurance may be improper or 
incomplete, as a result of factors such as evidence that is not sufficient 
and/or appropriate, an inadequate audit process, or intentional omissions or 
misleading information due to misrepresentation or fraud." The OIG will 
assess audit risk using the below risk model. The risk model states: Audit 
Risk = Inherent Risk x Control Risk x Detection Risk. 

a) Inherent Risk: The orobabilitv that an error (whether intentional or 
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unintentional) exists assuming that there are no related controls. 

b) Control Risk: The probability that an error (whether intentional or 
unintentional) will not be prevented or detected on a timely basis by the 
entity's internal control. 

c) Detection Risk: The probability that an error (whether intentional or 
unintentional) will not be detected by the auditor. 

rmJ {5J 

7i 
I 

I 
I 

I 

Conclusion: 
{6)151 

~ 
I 

I 
I 

Notes: 

Results 4: 

B.1.PRG - Background\Planning Purpose: 
6) (5) ½ 
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Type: Planning 

Assigned To: BPM 

Prepared By: 8PM, 7/28/2014 

Reviewed By: KLP, 8/1/2014 

PROPERTIES: 

Location: 

Frequency: 

Category 4: 

User Category: 

Category5 

Category6 

SCORECARD: 

Rating: 

Sample Size: 

Criteria: 
GAGAS6.30 

In planning the audit, auditors should assess risks of fraud occurring that is 
significant within the context of the audit objectives. Fraud involves 
obtaining something of value through willful misrepresentation. 

Whether an act is, in fact, fraud is a determination to be made through the 
judicial or other adjudicative system and is beyond auditors' professional 
responsibility. Audit team members should discuss among the team fraud 
risks, including factors such as individuals' incentives or pressures to 
commit fraud, the opportunity for fraud to occur, and rationalizations or 
attitudes that could allow individuals to commit fraud . Auditors should gather 
and assess information to identify risks of fraud that are significant within the 
scope of the audit objectives or that could affect the findings and 
conclusions. For example, auditors may obtain information through 
discussion with officials of the audited entity or through other means to 
determine the susceptibility of the program to fraud, the status of internal 
controls the audited entity has established to prevent and detect fraud, or 
the risk that officials of the audited entity could override internal control. An 
attitude of professional skepticism in assessing these risks assists auditors 
in assessing which factors or risks could significantly affect the audit 
objectives. 

Source: 
Date: 6/24/2014 
Time: 9:00 AM 
Location: K-2737 
OIG Participants: 
Anna Saez 
Kimberlv Perteet 
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(b) (6) I 

Megan Taylor 
Geeta Mullaney 
Jina Hwang 
Brian Murphy 
Ed Fernandez 
Amanda Sundstrom 

{6)16) I 

Scope: 
' 6)151 

~ 
I 

Details: 

Record of Work Done: 
{6TT5) L,, 

I 

(f {i_g)'usioa: 
1, 
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~----------------:(b) (5) 

B.1.PRG - Background\Planning 

Type: 

Assigned To: 

Prepared By: 

Reviewed By: 

PROPERTIES: 

Location: 

Frequency: 

Category 4: 

User Category: 

Category5 

BPM 

BPM, 7/29/2014 

KLP, 8/1/2014 

Purpose: 
ro> {5 

Criteria: 

Ongoing Investigations and Legal Proceedings 
6.35 Avoiding interference with investigations or legal proceedings is 
important in pursuing indications of fraud , noncompliance with provisions of 
laws, regulations, contracts or grant agreements, or abuse. Laws, 
regulations, and policies may require auditors to report indications of certain 
types of fraud , noncompliance with provisions of laws, regulations,contracts, 
or grant agreements, or abuse to law enforcement or investigatory 
authorities before performing additional audit procedures. When 
investigations or legal proceedings are initiated or in process, auditors 
should evaluate the impact on the current audit. In some cases, it may be 
appropriate for the auditors to work with investigators or legal authorities, or 
withdraw from or defer further work on the audit or a portion of the audit to 
avoid interfering with an ongoing investigation or legal proceeding. 
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Category6 Source: 
Participants: 

SCORECARD: 
Larry Valett, Associate IG for Investigations 
Kim Perteet, Project Lead (Board Audit) 

Rating: Brian Murphy, Auditor (Board Audit) 
Amanda Sundstrom, Auditor (CFPB Audit) 

Sample Size: 

Scope: 
6H S) I 

t, 
I 

{6} (SJ 
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(b)(S) 

B.1.PRG - Background\Planning Purpose: 
The purpose of coordinating with OIG Legal/Board Legal is to determine 

Procedure Step: 18. Coordinate with Legal on Ongoing 
whether any ongoing legal proceedings related to diversity could potentially 
impact the work of audit team. 

Legal Proceedings 

Type: Criteria: 

Assigned To: BPM Ongoing Investigations and Legal Proceedings 
6.35 Avoiding interference with investigations or legal proceedings is 

Prepared By: BPM, 7/29/2014 important in pursuing indications of fraud, noncompliance with provisions of 

Reviewed By: KLP, 8/1/2014 laws, regulations, contracts or grant agreements, or abuse. Laws, 
regulations, and policies may require auditors to report indications of certain 
types of fraud, noncompliance with provisions of laws, regulations,contracts, 

PROPERTIES: 
or grant agreements, or abuse to law enforcement or investigatory 
authorities before performing additional audit procedures. When 

location: investigations or legal proceedings are initiated or in process, auditors 

Frequency: 
should evaluate the impact on the current audit. In some cases, it may be 
appropriate for the auditors to work with investigators or legal authorities, or 

Category 4: withdraw from or defer further work on the audit or a portion of the audit to 

User Category: 
avoid interfering with an ongoing investigation or legal proceeding. 

Category5 
Source: 

Category6 Kit Wheatley, Associate General Counsel, 202-452-3779 
Geeta Mullaney, OIG Attorney, 202-475-6663 

SCORECARD: 

Rating: Scope: 
Any ongoing legal proceedings at the Board related to the audit objective 

Sample Size: that could impact the completion of the audit program. 
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Details: 

Record of Work Done: 
(6}15} 



Restricted-FR 
Office of Inspector General 

Audit of the Board's Diversity and Inclusion Processes 
Fieldwork Audit Program 

Prepared By: Kimberly Perteet June 6/2014 
Reviewed By: Anna Saez 8/15/2014 

To assess the Board's personnel operations and other efforts to prov ide for equal employment opportunities, including equa l opportunity for minorities and women to obtain senior management positions, and 
increase racial, ethnic, and gender diversity in the workforce. 

(b) (5) 

Fieldwork Program: Personnel Operations, Policies, and Procedures 

I Procedure Title I Record of Work Done I Comments Where Applicable I Auditor-in-Charge 
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Office of Inspector General 

Audit of the Board’s Diversity and Inclusion Processes 
Fieldwork Audit Program 

Prepared By: Kimberly Perteet June 6/2014 
Reviewed By: Anna Saez 8/15/2014 
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Hiring - Gain an Understanding of the 
Process 

Sean Newman 

For Divisions that exclude Human Capital in 
Some Hiring Processes 

Kim Perteet 
Sopeany Keo  

Hiring - Test Compliance with Applicable 
Laws, Regulations, and Best Practices 

Kim Perteet 
Sopeany Keo 

Hiring - Test Internal Controls Sean Newman  
Sopeany Keo 

(b) (5)
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Hiring - Document Alleged or Proven Bias 
or Discrimination 

Performance Management - Gain an 
Understanding of the Process 

t>J (oJ 

Office of Inspector General 
Audit of the Board's Diversity and Inclusion Processes 

Fieldwork Audit Program 
Prepared By: Kimberly Perteet June 6/2014 

Reviewed By: Anna Saez 8/15/2014 

Kim Perteet 

(Please check to see if 
Sopeany has conducted 
any work on this to 
prevent duplicative work) 

Sean Newman 
Sopeany Keo 
Kim Perteet 

Brian Murphy 

Page 3 of 18 
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Performance Management - Test 
Compliance with Applicable Laws, 
Regulations, and Best Practices 

Performance Management - Test Internal 
Controls 

Performance Management - Document 
instances of Alleged or Proven Bias or 
Discrimination 

Promotions - Gain an Understanding of the 
Process 

'(6JT5> 

Office of Inspector General 
Audit of the Board's Diversity and Inclusion Processes 

Fieldwork Audit Program 
Prepared By : Kimberly Perteet June 6/2014 

Reviewed By: Anna Saez 8/15/2014 

Sopeany Keo 
Kim Perteet 

Sopeany Keo 
Brian Murphy 
Kim Perteet 

Sopeany Keo 
Kim Perteet 

Brian Murphy 

Page 4 of 18 



Restricted-FR 

iUJ (5} 

Promotions - Test Compliance with 
Applicable Laws, Regulations, and Best 
Practices 

Promotions - Test Internal Controls 

Promotions - Document Alleged or Proven 
Bias or Discrimination 

Employee Satisfaction Surveys 

Office of Inspector General 
Audit of the Board's Diversity and Inclusion Processes 

Fieldwork Audit Program 
Prepared By : Kimberly Perteet June 6/2014 

Reviewed By: Anna Saez 8/15/2014 

Sean Newman 

Sean Newman 

Sean Newman 

Sean Newman 

Page 5 of 18 



Restricted-FR 

(t>J (SJ 

EEO Complaints - Gain an Understanding of 
the Process 

Office of Inspector General 
Audit of the Board's Diversity and Inclusion Processes 

Fieldwork Audit Program 
Prepared By: Kimberly Perteet June 6/2014 

Reviewed By: Anna Saez 8/15/2014 

Brian Murphy 

Page 6 of 18 



Restricted-FR 

EEO Complaints - Test Compliance with 16H 5J 
Applicable Laws, Regulations, and Best 
Practices 

EEO Complaints - Test Internal Controls 

EEO Complaints - Identify Alleged or Proven 
Bias or Discrimination 

Non-EEO Complaints - Gain an l(bJ (5) 

Understanding of the Process 

Office of Inspector General 
Audit of the Board's Diversity and Inclusion Processes 

Fieldwork Audit Program 
Prepared By : Kimberly Perteet June 6/2014 

Reviewed By: Anna Saez 8/15/2014 

I 

Sean Newman 

Sopeany Keo 

Kim Perteet 
Brian Murphy 

I 
Brian Murphy 

Page 7 of 18 



Restricted-FR 

Non-EEO Complaints - Test Compliance 
with Applicable Laws, Regulations, and Best 
Practices 

Non-EEO Complaints - Test Internal 
Controls 

Non-EEO Complaints - Document Alleged 
or Proven Bias or Discrimination 

Employee Exit Interview 

Fieldwork Program: OMWI 

(6) (SJ 

Office of Inspector General 
Audit of the Board's Diversity and Inclusion Processes 

Fieldwork Audit Program 
Prepared By: Kimberly Perteet June 6/2014 

Reviewed By: Anna Saez 8/15/2014 

I Procedure Title I Error! Unknown document property name. I Comments Where Applicable 

Sopeany Keo 

Sopeany Keo 

Brian Murphy 

Kim Perteet 

I Auditor-in-Charge 

Page 8 of 18 



Restricted-FR 

OWMI - Gain an understanding of the (b) (5) 

Office 

OMWI - Test Compliance with Laws, 
Regulations, and Best Practices 

Office of Inspector General 
Audit of the Board's Diversity and Inclusion Processes 

Fieldwork Audit Program 
Prepared By: Kimberly Perteet June 6/2014 

Reviewed By: Anna Saez 8/15/2014 

J 
Sean Newman 

Sean Newman 

Page 9 of 18 



Restricted-FR 
Office of Inspector General 

Audit of the Board’s Diversity and Inclusion Processes 
Fieldwork Audit Program 

Prepared By: Kimberly Perteet June 6/2014 
Reviewed By: Anna Saez 8/15/2014 

 

Page 10 of 18 

OMWI - Test Internal Controls Sean Newman 

Efforts to Increase Diversity - OMWI Sean Newman 

(b) (5)



Restricted-FR 
Office of Inspector General 

Audit of the Board's Diversity and Inclusion Processes 
Fieldwork Audit Program 

Prepared By : Kimberly Perteet June 6/2014 
Reviewed By: Anna Saez 8/15/2014 

U>}15) 

Diversity Training - OMWI 

Communications and Awareness -
OMWI 

Management's Response to GAO 
Recommendation(s) - OMWI 

Fieldwork Program: Data Analyses 

Procedure Title Error! Unknown document property name. J Comments Where Applicable 

Workforce Demographics - Data Collection (b) (5) 

Workforce Demographics - Data Reliability 
II 

Sean Newman 

Sean Newman 

Sean Newman 

Auditor-in-Charge 

Brian Murphy 
Victor Calderon 

Brian Murphy 
Victor Calderon 

Page 11 of 18 



Restricted-FR 

{6)lSJ 

Workforce Demographics - Data Analyses 

Hiring - Data Collection 

Hiring - Data Reliability 

Hiring - Data Analyses 

Office of Inspector General 
Audit of the Board's Diversity and Inclusion Processes 

Fieldwork Audit Program 
Prepared By: Kimberly Perteet June 6/2014 

Reviewed By: Anna Saez 8/15/2014 

I 

Brian Murphy 

Victor Calderon 

Brian Murphy 

Victor Calderon 

Brian Murphy 
Victor Calderon 

Brian Murphy 
Victor Calderon 

Page 12 of 18 



Restricted-FR 

{6J15) 

Performance Management - Data Collection 

Performance Management - Data Reliability 

Performance Management - Data Analyses 

Office of Inspector General 
Audit of the Board's Diversity and Inclusion Processes 

Fieldwork Audit Program 
Prepared By: Kimberly Perteet June 6/2014 

Reviewed By: Anna Saez 8/15/2014 

Brian Murphy 
Victor Calderon 

Brian Murphy 
Victor Calderon 

Brian Murphy 
Victor Calderon 

Page 13 of 18 



Restricted-FR 

IUJ (5} 

Promotions - Data Collection 

Promotions - Data Reliability 

Promotions - Data Analyses 

Office of Inspector General 
Audit of the Board's Diversity and Inclusion Processes 

Fieldwork Audit Program 
Prepared By: Kimberly Perteet June 6/2014 

Reviewed By: Anna Saez 8/15/2014 

Brian Murphy 
Victor Calderon 

Brian Murphy 
Victor Calderon 

Brian Murphy 
Victor Calderon 

Page 14 of 18 



Restricted-FR 

i6fro} 
-----------------

EEO Complaints - Data Collection 

EEO Complaints - Data Reliability 

EEO Complaints - Data Analyses 

Non-EEO Complaints - Data Collection 

Non-EEO Complaints - Data Reliability 

Non-EEO Complaints - Data Analyses 

Office of Inspector General 
Audit of the Board's Diversity and Inclusion Processes 

Fieldwork Audit Program 
Prepared By: Kimberly Perteet June 6/2014 

Reviewed By: Anna Saez 8/15/2014 

Sopeany Keo 
Brian Murphy 

Sopeany Keo 
Brian Murphy 

Sopeany Keo 
Brian Murphy 

\Brian Murphy 
Victor Calderon 

Brian Murphy 

Victor Calderon 

Brian Murphy 
Victor Calderon 

Page 15 of 18 



Restricted-FR 

{6J (SJ 

EEO and Non-EEO complaints related to 
PMP 

Separation - Data Collection 

Separation - Data Reliability 

Separation - Data Analyses 

Fieldwork Program: Management's Efforts 

Office of Inspector General 
Audit of the Board's Diversity and Inclusion Processes 

Fieldwork Audit Program 
Prepared By : Kimberly Perteet June 6/2014 

Reviewed By: Anna Saez 8/15/2014 

Sopeany Keo 
Brian Murphy 

Brian Murphy 
Victor Calderon 

Brian Murphy 
Victor Calderon 

Brian Murphy 
Victor Calderon 

Page 16 of 18 



Restricted-FR 

Procedure Title 

Efforts to Respond to EEO Complaints 
- EEO 

Efforts to Respond to Other Potential 
Indications of Bias or Discrimination -
EEO 

Efforts to Increase Diversity - EEO 

Efforts to Respond to Non- EEO 
Complaints - OHC ER 

Efforts to Respond to PMP Trends -
OHCER 

Efforts to Respond to Other Potential 
Indications of Bias or Discrimination -
OHCER 

Office of Inspector General 
Audit of the Board's Diversity and Inclusion Processes 

Fieldwork Audit Program 
Prepared By: Kimberly Perteet June 6/2014 

Reviewed By: Anna Saez 8/15/2014 

Error! Unknown document property name. I Comments Where Applicable 

(b)(S) 

Auditor-in-Charge 

Sopeany Keo 
Brian Murphy 

Sopeany Keo 
Brian Murphy 

Sopeany Keo 
Brian Murphy 

Brian Murphy 

Brian Murphy 

Brian Murphy 

Page 17 of 18 



Restricted-FR 
Office of Inspector General 

Audit of the Board’s Diversity and Inclusion Processes 
Fieldwork Audit Program 

Prepared By: Kimberly Perteet June 6/2014 
Reviewed By: Anna Saez 8/15/2014 

 

Page 18 of 18 

Efforts to Increase Diversity – OHC 
(Dave Harmon) 

Sean Newman 

Efforts to Respond to Complaints, 
PMP, Hiring, Promotions, and Diversity 
- Divisions 

Kim Perteet 
Brian Murphy   

 
 
 
 
 
 
 
 

(b) (5)



Restricted-FR Office of Inspector General 
Audits of the Board's and CFPB's Diversit and Inclusion Processes 

6)(5) 

Purpose: 6f(5J 

Date: Discussions held on 6/26/2014 

Participants: 
Larry Valett, Associate IG for Investigations 
Kim Perteet, Project Lead (Board Audit) 
Brian Murphy, Auditor (Board Audit) 
Amanda Sundstrom, Auditor (CFPB Audit) 

Summary of Discussions: 
6)15) 

I:> (5) 

Source: Notes taken by CFPB team member 
Amanda Sundstrom and Board team member 
Brian Murphy. 

Next Stepfl.:s?.i.: _________________________________ --, 
I:>) (5) 



Restricted-FR 

Januaiy 29, 2015 

MEMORANDUM 

OFF ICE O F I NS PE C TOR G ENERA L 

BOARD OF GOVERNORS OF THE FEDERAL RESERVE SYSTEM 

CONSUMER FINANCIAL PROTECTION BUREAU 

TO: Audit of the Board's Diversity and Inclusion Processes Audit File 

FROM: Brian Murphy 

CC: Anna Saez 

SUBJECT: Statistical Methodology for OIG Analysis 

) 5) 

1(6} (5) 

PSSC: See Gt E:3.PRG , w p "Performance 

Management- Data Analysis" 

Source: Memo prepared by OIG Auditor Brian 

Murphy. 



~6)(5) 

Restricted-FR Office of Inspector General 
Audit of the Board's Diversity and Inclusion Processes 

Preliminary Exit Conference 11/24/2014 
Purpose: To obtain the Board's preliminary thoughts on the discussion draft. 

Source: Auditor's notes taken during meeting. 

Scope: 2014 Audit of the Board's Diversity and Inclusion Processes 

Conclusion: See "Next Steps" 

Prepared by: S. Newman, Auditor and B. Murphy, Auditor 
Reviewed by: K. Perteet, Senior Auditor/Project Lead 

Attendees: 
Board 

0/G 

Donald Hammond, Chief Operating Officer 
Michell Clark, Director of the Management Division 
Bill Mitchell, Director and Chief Financial Officer 
Sheila Clark, ODI Program Director 
Lewis Andrews, Manager of HR Analytics (via conference call) 

PSSC: See A.2.PRG, wp. 

{I Conduct Exit Confefience 

Meeting minutes written up by project team 
member Sean Newman. 

Melissa Heist, Associate Inspector General for Audits and Evaluations 
Tim Rogers, Senior OIG Manager 
Anna Saez, OIG Manager 
Kimberly Perteet, Senior Auditor/Project Lead 
Sean Newman, Auditor 
Brian Murphy, Auditor 

Time, Date, and Location: 
Meeting held at 2:00 PM on 11/24/14 in Room 1-4240 at the International Square building (1850 K St. Washington, DC) 

Documents Provide.d:. ___________________________________ _ 



"6H5J 



(b) (5)



(b} (5) 

(b) (5) 

(6)(5) 

The EEO Tabulation 2006-2010 

(5-year ACS data) 

FTP Site Technical 

Documentation 

EEO ~ 
IJ. S. Equal F.mploymen1 
Opportunll)• Commissio n 

Social, Economic, and Housing Statist ics Division • 
American Community Survey Office 

Version 1 January 8, 2013 



2 

Table of Contents 
CHAPTER 1 INTRODUCTION ................................................................................................................................... 3 

Introduction .............................................................................................................................................. 3 

The American Community Survey ............................................................................................................ 3 

CHAPTER 2 HOW TO USE THE EEO TABULATION 2006-2010 (5-YEAR ACS DATA) FILES .......................................... 4 

2.1   Location of the EEO Tabulation (2006-2010) on the FTP site ........................................................... 4 

2.2   EEO Tabulation File Organization ...................................................................................................... 4 

2.3   Data Format and Access .................................................................................................................... 5 

2.4 Data and Annotation Files ................................................................................................................... 5 

2.5 Geographic Header File ....................................................................................................................... 6 

2.6 Metadata File ...................................................................................................................................... 7 

2.7 Data File Contents ............................................................................................................................... 7 

CHAPTER 3 USER NOTES ........................................................................................................................................ 9 

Supplemental Documentation .................................................................................................................. 9 

Jam Values .............................................................................................................................................. 10 



3 

Chapter 1 Introduction 

Introduction 

The Census Bureau entered into a reimbursable agreement with a consortium of four Federal 
agencies, consisting of the Equal Employment Opportunity Commission (EEOC), the 
Department of Justice (DOJ), the Office of Federal Contract Compliance Programs (OFCCP) at 
the Department of Labor (DOL), and the Office of Personnel Management (OPM), to create a 
custom tabulation identified as the EEO Tabulation 2006-2010 (5-year ACS data).  This 
tabulation was created according to the specifications of the agencies in the consortium based on 
the American Community Survey (ACS) 2006-2010 5-year data.  The EEO Tabulation 2006-
2010 (5-year ACS data) serves as the primary external benchmark for comparing the race, 
ethnicity, and sex composition of an organization’s internal workforce, and the analogous 
external labor market, within a specified geography and job category.  More detailed information 
on this tabulation can be found here: http://www.census.gov/people/eeotabulation/. 

The American Community Survey 

The American Community Survey (ACS) is a part of the U.S. Census Bureau's Decennial 
Census Program and is designed to provide more current demographic, social, economic, and 
housing estimates throughout the decade. The ACS provides information on more than 40 topics, 
including education, language ability, the foreign-born, marital status, migration and many more 
subjects.  Each year, the survey randomly samples around 3.5 million addresses and produces 
statistics that cover 1-year, 3-year, and 5-year periods for geographic areas in the United States 
and Puerto Rico. The 5-year estimates are available for many distinct geographies, including the 
nation, all 50 states, DC, Puerto Rico, counties, places, census tracts, and block groups. For more 
information about the ACS, please visit our home page at: www.census.gov/acs.   

The 107 tables on the EEO Tabulation 2006-2010 (5-year ACS data) are available through 
American FactFinder (AFF) (factfinder2.census.gov). On AFF, these are available for download 
in several forms, including .csv files.  This document will brief data users on the contents of the 
EEO tables located on the Census FTP site and explain how they can use it to obtain these tables.  



4 
 

Chapter 2 How to Use the EEO Tabulation 2006-2010 (5-year ACS data) Files 
 

2.1   Location of the EEO Tabulation (2006-2010) on the FTP site  
 
The EEO Tabulation is located on the Census FTP site at 
http://www2.census.gov/EEO_2006_2010/.  

2.2   EEO Tabulation File Organization 
 
The EEO Tabulation 2006-2010 (5-year ACS data) on the FTP site consists of a number of  
zipped files. Each file set consists of one version of each table that covers all areas. The contents 
of these files, how to use the datasets, and a description of the variables and geographies 
contained in the datasets are included in this documentation. 
 
 

 
 
The EEO Tabulation (2006-2010) on the FTP site is organized in two folders as shown in the 
above screenshot. There are two directories that contain the same combination of files. These are 
simply arranged differently to accommodate various user needs. 
 
EEO_2006_2010_Tables_All_In_2_Giant_Files 

The “Tables All in 2 Giant Files” directory contains two zipped files, which includes one 
multiple data and annotation files divided by EEO Table sets 1 thru 7 and Table sets 8 thru 14.  
These zipped files are ideal for users who want estimates and margins of error for all EEO 
geographies throughout the nation at once.  These files are very large and should only be used by 
those that can easily process very large files.   
 
EEO_2006_2010_Tables_By_Table _Set 

The “Tables By Table Set” directory contains files for each table set for all EEO geographic 
areas.  Within those folders are geography files and files containing the data and annotation files, 
one per table set (table sets are explained in Section 2.3).  Downloading from these folders is 

U S Departme-ill of Comm:rce 

(
United States· 

~~ ... ~ People I Business I Geography I Data I Research I News 

Last modified 

·parent Directorv 

EEOiabu l at i on200 6- 2 010 FTPS i teiabl e Referer.ces.z i p 07- J a n - 2 01 3 1 6 : 24 

EEO 2006 2010 Tabl es Al i I n 2 Gia nt Fi i es/ 

EEO 2006 2010 Tab l es Bv Table Set/ 

07- J a n- 20 13 18 : 22 

07- J a n- 201 3 1 6 : 22 

Size Description 

1 7 6K 
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ideal for users who only want an entire table set for EEO geographies.  These tables will be 
divided up by residence and workplace geographies.  
 
The naming convention used for the zipped files in this directory is the following: 

 

eeo-10_5yr-eeoall 1 r.zip 

 

  
                Program-                                                                                                                         r-Residence or w-Worksite   

EEO Tabulation 2006-2010 (5-year ACS data)                                                                                                                   
Geography 
                                                     
                               Table ID- 1 to 14 

eeoall – All, Citizen, and not a citizen categories   

                                         Dataset name-      
                                        10_5yr- 2010 5-year estimates    
 
 

File Name: eeo-10_5yr-eeoall1r.zip 
Example Name Range or Type 
eeo Program EEO Tabulation 2006-2010 (5-year ACS data) 
10 Reference Year ACS data year 2006-2010  
5yr Period Covered 5yr- 5-year data 
eeoall  Categories Covered Contains tables for categories of All (citizen and not a citizen 

combined), Citizen, and Not a citizen 
1 Table ID 1 to 14 
r/w Geography Type r-Residence or w-Worksite 

   
 

2.3   Data Format and Access 
 
ACSII text versions of the EEO Tabulation 2006-2010 (5-year ACS data) tables that are 
disseminated through AFF are available for downloading via FTP site. These files include the (1) 
geographic header record file, (2) data files and (3) annotation files in pipe-delimited (“|”) ASCII 
format. These three types of files contain shared identifiers so these can be joined together. 
Metadata and EEO table shells are contained in a Microsoft Excel spreadsheet.  More 
information about the files and metadata is described in detail in the sections below.  
 
 
2.4 Data and Annotation Files 
 
The data and annotation files are named <program>-< dataset>-<custom tab abbreviation>< 
table id><r-residence,w-worksite>.dat (or .ann). The program for this EEO Tabulation (2006-
2010)  is “eeo,” the dataset will be the 2010 5-year data set (e.g.10_5yr), the tabulation 
abbreviation “eeo,” the tableid is the EEO Table id (e.g.1 thru 14), followed by an “r” or “w” 
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denoting that the table set consists of residence or worksite geography. The file extension is .dat 
for the data files and .ann for the annotation files.  
 
For example, .dat table and .ann table for EEO Table Set 1 for the EEO Tabulation 2006-2010 
(5-year ACS data) for the total population in residence geographies are named as follows: 
 
eeo-10_5yr-eeoall1r.dat  
eeo-10_5yr-eeoall1r.ann 
 
For the worksite geographies, these are named as follows:  
 
eeo-10_5yr-eeoall1w.dat 
eeo-10_5yr-eeoall1w.ann 
 

2.5 Geographic Header File 
 
Two geographic header files are provided which contain  information about all geographic 
entities for the EEO Tabulation (2006-2010), one for the residence geographies and one for 
worksite/flow geographies. The geographic header file is named with the structure <program>-< 
dataset>-“-geographic-header_file-”-r/w.xls. The program for this tabulation is “eeo.” The 
dataset will be the current 5-year data set (e.g. 10_5yr). The file extension is .xls. For example, 
the geographic header files for the EEO Tabulation 2006-2010 data are named as follows: 
 
eeo-10-5yr-geographic-header-file-r.xlsx 
eeo-10-5yr-geographic-header-file-w.xlsx 
 
The header row in these files contains a record layout and each following row contains a single 
geographic area with a unique geographic identifier (GEOID). All geographic codes for a 
geographic area are embedded within the GEOID. The GEOID is made up of a three-digit 
summary level, a two-digit component (always “00” for EEO), a constant “US,” and the unique 
geographic area code within the summary level. The summary level field (SUMLEV) is the 
critical element in identifying the geographic area type for each record. The worksite file 
contains a FLOWID and its associated GEOID. Both of these geographic header files are located 
in the zipped file eeo-10-5yr-geographic-header-file.zip on the EEO FTP site at 
http://www.census.gov/EEO_2006_2010/. 
 
The SUMLEV field represents a three-digit code, which represent the following geographic 
areas: 
 
 Nation (010) 
 State (040) 
 CBSA (310) 
 State-County (050)   
 State-Place (160)   
 County Set (902) 
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2.6 Metadata File 
 
The spreadsheet called “The EEO Tabulation 2006-2010-5-Year-Table-shells.xls” contains all of 
the table shells in a single location. See Table 2-1 below for an example of a table shell applied 
to the .dat structure and the section under File Structure called “Table Shell Metadata” for details 
about the metadata file. 
 
Table 2-1. Example of an EEO table shell 
 

 
 

2.7 Data File Contents 
 
There are two types of tables that contain EEO Tabulation data. The data files (file extension - 
.dat) contain estimates and margins of error, but include numeric values for jam values (see 
Chapter 3 for more information on jam values). The annotation files (file extension - .ann) 
complement the .dat files by containing clearer character values for jam values. 
 
NOTE: All of the following structural references to the data files also apply to the annotation 
files. In order to simplify documentation in this chapter, descriptions about the structure of the 
annotation files are omitted because they are redundant with the descriptions of the data files. 
 
Each data file is a single EEO table in a pipe-delimited (|) ASCII file format. Each row contains 
the estimates and margins of error for a single geographic area for a particular iteration. The 
geographic area is identified with the first column, GEOID. Flow geographies contain a  GEOID 
followed by a FLOW ID (i.e. 0500000US01001| 0100100000|) in the second field of the data file 
shown as GEOID|FLOWID|. The iteration number is the second field in the data file for non-
flow data and indicates the EEO occupation iterations that are tabulated, and is in the third field 
for flow data. The iterations are identified by their four-digit iteration number (EEO OCC). See 
the example file layout for eeo-10_5yr-eeoall1w.dat in table 2-2 below for more details 
concerning the structure the data files.  
 
 
 
 

AFF Oisplat ID Table ID Indent Line Num Stub Estimate 1 MOE 1 

EEO-ALL01R EEOALL1R 0 0 EEO 11. Detailed Census Occupation by Selt and RacelEthnicity 
for Residence Geoo1aoh11 

EEO-ALL01R EEOALL1R 0 0.3 

EEO-ALL01R EEOALL1R 0 0.4 

Total, race and ethnicit11 Total, race and e:hnicit11 
EEO-ALL01R EEOALL1R 1 0.9 

Total, both SelCeS 
EEO-ALL01R EEOALL1R 2 1 Number M M 
EEO-ALL01R EEOALL1R 2 2 Percent ¾ ¾ 

EEO-ALL01R EEOALL1R 1 2.9 Male 
EEO-ALL01R EEOALL1R 2 3 Number M M 
EEO-ALL01R EEOALL1R 2 4 Percent ¾ ¾ 

EEO-ALL01R EEOALL1R 1 4.9 Female 
EEO-ALL01R EEOALL1R 2 5 Number M M 
EEO-ALL01R EEOALL1R 2 6 Percent ¾ ¾ 
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Table 2-2. Example File Layout for eeo-10_5yr-eeoall1w.dat 
  
GEOID                     |FLOWID           OCC|EST1|MOE1|EST2|MOE2|……..  
1600000US5613900|56139000000000|9750|21|32|0|119|0|119|35|42|0|222|0|222|0|222|9 
1600000US7206593|72065937206593|9750|22|23|20|23|0|222|0|222|0|222|0|222|0|222|9 
1600000US7214290|721429072119B0|9750|23|34|20|34|0|222|0|222|0|222|0|222|0|222|9 
1600000US7232522|72325227276770|9750|9|24|4|24|0|222|0|123|0|222|0|222|0|222|0|0 
1600000US7263820|72638207263820|9750|29|39|25|29|0|222|0|222|0|222|0|222|0|222|9 
1600000US7276770|72767700000000|9750|210|202|210|202|0|219|0|219|0|219|0|219|0|9 
1600000US7276770|72767707206593|9750|35|40|0|222|35|40|0|222|0|222|0|222|0|222|9 
1600000US7276770|727677072137B0|9750|20|26|0|222|20|26|0|222|0|222|0|222|0|222|9 
1600000US7276770|72767707276770|9750|70|53|45|46|20|23|0|222|15|25|0|222|0|222|9 
 
The remaining fields in the data files alternate estimates and margins of error in numerical order 
of the table cells. The recommended naming for the estimates is tblid_tblcell_EST and for 
margins of error is tblid_ tblcell _ME. In most tables, field 3 contains the estimate for table cell 1 
(i.e. eeoall1_1_EST, eeoall1_2_EST, etc.) and field 4 contains the margin of error for table cell 1 
(i.e. eeoall1_1_ME, eeoall1_2_ME, etc.). If there is more than one cell in the table, then field 5 
contains the estimate for table cell 2 and field 6 contains the margin of error for table cell 2, and 
so on for all table cells.  
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Chapter 3 User Notes 

Supplemental Documentation 
 
Supplemental documentation concerning the American Community Survey, to assist users using 
this technical document, is located on the ACS Website at: 
www.census.gov/acs/www/data_documentation/documentation_main/. 
 
Documents such as the Subject Definitions, Accuracy of the Data, and Code Lists are available 
on the URL listed above. 
 
Geographic Terms and Concepts  
 
The most updated geographic terms and concepts can be found at: 
http://www.census.gov/geo/www/reference.html. 
 
The EEO Tabulation 2006-2010 (5-year ACS data) uses the December 2009 vintage for 
metropolitan and micropolitan statistical areas and components which can be found at: 
http://www.census.gov/population/metro/files/lists/2009/List1.txt. 
 
Data Collection and Processing Procedures 
 
The American Community Survey operations involve a complex set of data collection and 
processing procedures that are too extensive to discuss as a chapter in the EEO Tabulation 
(2006-2010) documentation.  EEO data users interested in a technical discussion of ACS 
operational processes and survey design should review the ACS Design and Methodology Report 
located at: http://www.census.gov/acs/www/methodology/methodology_main/. 
 
Questionnaire 
 
Examples of the questionnaires that were sent to sample addresses can be found in the 
questionnaires section of the ACS website located at: 
http://www.census.gov/acs/www/SBasics/SQuest/SQuest1.htm. 
 
ACS Standard Data Products in New AFF and User Handbook 
 
The U.S. Census Bureau produces a variety of products that allow data users to access and 
research ACS data. These products are available in American FactFinder (AFF). Information 
about how to use AFF is located at:  
http://factfinder2.census.gov/faces/nav/jsf/pages/index.xhtml.  
Data users looking for a summary overview of the ACS program or for discussion of annual 
changes in ACS data collection or product availability should refer to the Data and 
Documentation section on the ACS website at: 
http://www.census.gov/acs/www/data_documentation/data_main/. 
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Maps and Geographic Reference Materials 
 
Detailed information about the ACS maps can be found in the reference maps section of the ACS 
website located at: http://www.census.gov/acs/www/data documentation/reference maps/. 
 
Code Lists 
 
The ACS provides code lists to identify all potential response categories for the variables 
included in the EEO Tabulation 2006-2010 (5-year ACS data). These variables are occupation, 
Hispanic origin, race, and industry. The code lists are available at: 
http://www.census.gov/acs/www/Downloads/data_documentation/pums/CodeLists/ACSPUMS2
006_2010CodeLists.pdf. 

Jam Values 
 
Some data values represent unique situations where either the information to be conveyed is an 
explanation for the absence of data represented by a symbol in the data display, such as "(X). 
The data files (.dat) contain numeric values for jam values, while the annotation files (.ann) 
contain character values that are more descriptive. 
 
The following list shows the special data values which can appear in any EEO Table on the FTP 
Site and on the American FactFinder website (AFF): 

Special Data 
Values 
(Used in .dat 
files) 

Display Value 
(Used in .ann 
files.) 

Description 

-999999999 N Indicates that an estimate or its margin of error cannot be provided 
because the number of sample cases is too small for the given 
geographic area. 

-888888888 (X) Indicates that the estimate is not applicable or not available. 

-666666666 - Indicates that no sample observations were available to compute 
an estimate, or a ratio of medians cannot be calculated because one 
or both of the median estimates falls in the lowest interval or upper 
interval of an open-ended distribution. 

-222222222 ** An '**' entry in the margin of error column indicates that either no 
sample observations or too few sample observations were 
available to compute a standard error and thus the margin of error. 
A statistical test is not appropriate. 
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A missing string indicates that the estimate is unavailable. This appears in the data files as two 
pipe-delimiters adjacent to each other without anything between them, or if the last cell in a data 
file is filtered then you get a pipe-delimiter followed immediately by a carriage return or EOF. A 
missing value indicates when an estimate is missing because of filtering for geographic 
restrictions or was removed due to the Disclosure Review Board’s (DRB) Requirements. 
 
Jam values are also used for the margins of error of controlled estimates. A statistical test for 
sampling variability is not appropriate. This is similar to the “*****” symbol used in American 
FactFinder. 
 
Resources for using the FTP Site Files  
 
The zipped file EEOTabulation2006-2010FTPSiteTableReferences.zip located on 
http://www2.census.gov/EEO_2006_2010/ contains the EEO-Tabulation-2006-2010-FTP-Site-
Table-References.xlsx document, which consists of the following supplemental information for 
the EEO Tabulation 2006-2010 (5-year ACS data) disseminated via FTP.   
 
 "TableID-List" defines the tables for EEO Tabulation (for FTP site). 
 "SummaryLevels-Table-Set" defines the summary levels for EEO Special Tabulation. 
 "Tables-By-Geography" defines all geographies used with which tables. 
 "Tables-By-Variables" defines all variables used with which tables. 
 "Variables" defines all variables that are referenced in the tables’ lists, except for 

industry and for occupation.  
 "Industry" defines the EEO 10W TableID suffix groupings, 2007 Census industry 

codes, corresponding 2007 NAICS industry codes, and EEO industry title. 
 "OccReCodesAggregatedOccs" defines the EEO Tabulation 2006-2010 (5-year ACS) 

and 2008-2010 (3-year ACS) Occupation Code Crosswalk to Aggregated Occupations 
 “Guide-AggregatedOccups" defines aggregated occupation group definitions. 
 "PUMSOCClist" contains a crosswalk of full list of 2010 Census Detailed Occupation 

Codes to EEO Tabulation/PUMS Detailed Occupation Code List. 
 "EEOcrosswalk2000to0610" contains an EEO Tabulation Crosswalk for the 2000 versus 

the 2006-2010 occupation codes. 
 
 
User Notes 
 
Other ACS user notes can be found on: 
http://www.census.gov/acs/www/UseData/usernotes.html 
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Presiding: Krishna Paudel (Louisiana State University)
Transboundary Allocation of Groundwater for Fracking under Threat of Salt Water Intrusion
Krishna Paudel (Louisiana State University)
Biswo Poudel (Louisiana State University)
[View Abstract]
The Effects of Energy Prices on Groundwater Extraction in Agriculture in the High Plains Aquifer
C.-Y. Cynthia Lin (University of California-Davis)
Lisa Pfeiffer (NOAA Fisheries)
[View Abstract] [Download Preview]

The Role of Energy Costs in Groundwater Pricing and Investments in Desalination and Wastewater
Recycling
James Roumasset (University of Hawaii)
Christopher Wada (University of Hawaii)
[View Abstract] [Download Preview]

Discussants:
Nicholas Brozovic (University of Illinois)
David Zilberman (University of California-Berkeley)

Jan 03, 2014 8:00 am, Pennsylvania Convention Center, 202-B
American Economic Association
Assessing the Welfare Impacts of Economic Integration: Evidence from the 19th and 20th
Centuries (F6)
Presiding: John Brown (Clark University)
How Large Are the Gains from Economic Integration? Theory and Evidence from United States
Agriculture, 1880-2002
Arnaud Costinot (Massachusetts Institute of Technology)
Dave Donaldson (Massachusetts Institute of Technology)
[View Abstract] [Download Preview]

The Global Welfare Impact of China: Trade Integration and Technological Change
Julian di Giovanni (International Monetary Fund)
Andrei Levchenko (University of Michigan)
Jing Zhang (University of Michigan)
[View Abstract] [Download Preview]

The Link Between Fundamentals and Proximate Causes of Development
Wolfgang Keller (University of Colorado)
Carol H. Shiue (University of Colorado)
[View Abstract]
A Factor Augmentation Formulation of the Gains from Trade with an Application to Japan, 1865-1876
Daniel M. Bernhofen (American University)
John C. Brown (Clark University)
[View Abstract] [Download Preview]

Discussants:
Cecilia Fieler (University of Pennsylvania)
Marius Brülhart (University of Lausanne)
Sascha O. Becker (University of Warwick)
Douglas A. Irwin (Dartmouth College)

Jan 03, 2014 8:00 am, Pennsylvania Convention Center, 105-B
American Economic Association
Economics of Intergenerational Transfers and Wealth (J1)
Presiding: Karen Eggleston (Stanford University)
Education Policy and Intergenerational Transfers in Equilibrium
Brant Abbott (University of British Columbia)
Giovanni Gallipoli (University of British Columbia)
Costas Meghir (Yale University)
Gianluca Violante (New York University)
[View Abstract] [Download Preview]

Intergenerational Wealth Mobility: Evidence from Danish Wealth Records of Three Generations
Simon Halphen Boserup (University of Copenhagen)
Wojciech Kopczuk (Columbia University)
Claus Thustrup Kreiner (University of Copenhagen, CESifo and CEPR)
[View Abstract]
Housing Windfalls and Intergenerational Transfers in China
Maria Porter (Michigan State University)
Albert Park (Hong Kong University of Science and Technology)
[View Abstract]
The Intergenerational Impact of Rural Pensions in China: Transfers, Living Arrangements, and
Off-Farm Employment of Adult Children
Ang Sun (Renmin University of China)
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Xi Chen (Yale University)
Karen N. Eggleston (Stanford University)
[View Abstract]
Discussants:
Susan M. Dynarski (University of Michigan)
Costas Meghir (Yale University)
Xiaobo Zhang (International Food Policy Research Institute)
Albert Park (Hong Kong University of Science and Technology)

Jan 03, 2014 8:00 am, Philadelphia Marriott, Grand Ballroom - Salon J
American Economic Association
Effects on Preferences Regarding Risk & Ambiguity (D8)
Presiding: Luca Rigotti (University of Pittsburgh)
The Long-Run Impact of Traumatic Experience on Risk Aversion
Young-Il Kim (Sogang University)
Jungmin Lee (Sogang University & IZA)
[View Abstract] [Download Preview]

Self Confirming Long Run Biases
Pierpaolo Battigalli (University of Bocconi)
Fabio Maccheroni (University of Bocconi)
Massimo Marinacci (University of Bocconi)
Simone Cerreia-Vioglio (University of Bocconi)
[View Abstract]
The Legacy of Parental Time Preferences: Investment Behavior, and Children's Lifetime Outcomes
Hans Gronqvist (Stockholm University)
Lena Lindahl (Stockholm University)
Bart Golsteyn (Maastricht University)
[View Abstract]
Over-Caution of Large Committees of Experts
Justin Mattias Valasek (WZB)
Rune Midjord (University of the Basque Country)
Tomas Rodriguez Barraquer (Hebrew University)
[View Abstract] [Download Preview]

An Evolutionary Justification for Non-Bayesian Beliefs and Overconfidence
Hanzhe Zhang (University of Chicago)
[View Abstract] [Download Preview]

Primary-Market Auctions for Event Tickets: Eliminating the Rents of "Bob the Broker"
Eric Budish (University of Chicago)
Aditya Bhave (University of Chicago)
[View Abstract]

Jan 03, 2014 8:00 am, Philadelphia Marriott, Meeting Room 305
American Economic Association
Evaluation of Social Programs (H4)
Presiding: William Hoyt (University of Kentucky)
Smallpox and Human Capital Development: 1850-1930
Dara Lee Luca (University of Missouri and Harvard University)
[View Abstract]
The Power of Hydroelectric Dams: Agglomeration Spillovers
Edson R. Severnini (Carnegie Mellon University)
[View Abstract] [Download Preview]

Evaluating Long-Term Impacts of Sustained Mass Deworming: South Korea 1969-1995
Taejong Kim (KDI School of Public Policy and Management)
Jungho Kim (Ajou University)
Hyeok Jeong (KDI School of Public Policy and Management)
Sunjin Kim (KDI School of Public Policy and Management)
[View Abstract] [Download Preview]

Moving High-Performing Teachers to Low Achieving Schools
Bing-ru Teh (Mathematica Policy Research Inc.)
Steven Glazerman (Mathematica Policy Research Inc.)
Ali Protik (Mathematica Policy Research Inc.)
Julie Bruch (Mathematica Policy Research Inc.)
Jeffrey Max (Mathematica Policy Research Inc.)
[View Abstract]
John Papp (Highbridge Capital Management)

Jan 03, 2014 8:00 am, Philadelphia Marriott, Grand Ballroom - Salon I
American Economic Association
Fertility Decisions (J1)
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Presiding: Tom Vogl (Princeton University)
Land Reform and Sex Selection in China
Douglas Almond (Columbia University)
Shuang Zhang (University of Colorada-Boulder)
Honbin Li (Tsinghua University)
[View Abstract] [Download Preview]

Heat Waves at Conception and Later Life Outcomes
Joshua Wilde (University of South Florida)
Benedicte Apouey (Paris School of Economics)
[View Abstract] [Download Preview]

Parenthood and Productivity of Highly Skilled Labor: Evidence From the Groves of Academe
Matthias Krapf (University of Zurich)
Heinrich Ursprung (University of Konstanz)
Christian Zimmermann (Federal Reserve Bank of St. Louis)
[View Abstract] [Download Preview]

School Cutoff Dates, and the Timing of Births
Hitoshi Shigeoka (Simon Fraser University)
[View Abstract] [Download Preview]

Intergenerational Dynamics and the Fertility Transition
Tom S. Vogl (Princeton University)
[View Abstract]
The Demographic Consequences of Gender Selection Technology
Qi Li (Peking University)
Juan Pantano (Washington University in St. Louis)
[View Abstract]

Jan 03, 2014 8:00 am, Philadelphia Marriott, Grand Ballroom - Salon L
American Economic Association
Gender Differences (J1)
Presiding: Joyce Jacobsen (Wesleyan University)
How the Design of a Pension System Influences Old Age Poverty and Gender Equity: A Study of Chile's
Private Retirement Accounts System
Petra Todd (University of Pennsylvania)
Clement Joubert (University of North Carolina-Chapel Hill)
[View Abstract] [Download Preview]

Math and Gender: Is Math a Route to a High-Powered Career?
Juanna Joensen (Stockholm School of Economics)
Helena Skyt Nielsen (Aarhus University)
[View Abstract]
Firm Level Monopsony and the Gender Pay Gap
Douglas Webber (Temple University)
[View Abstract] [Download Preview]

Gender Differences and Dynamics in Competition: The Role of Luck
David Gill (University of Oxford)
Victoria Prowse (Cornell University)
[View Abstract] [Download Preview]

Are Women â€œNaturallyâ€ Better Credit Risks in Microcredit? Evidence from Field Experiments in
Patriarchal and Matrilineal Societies in Bangladesh
Sugato Chakravarty (Purdue University)
Abu Zafar M. Shahriar (Monash University)
Zahid Iqbal (Purdue University)
[View Abstract] [Download Preview]

Jan 03, 2014 8:00 am, Philadelphia Marriott, Meeting Room 306
American Economic Association
Health Economics (I1)
Presiding: Kathleen Carey (Boston University)
Health Insurance and the Supply of Entrepreneurs: New Evidence from the Affordable Care Act's
Dependent Coverage Mandate
James Benjamin Bailey (Temple University)
[View Abstract] [Download Preview]

The Effect of Health Shocks and Health Insurance on Employment and Earnings. Evidence from Chile
Vincent Pohl (Queen's University)
Christopher Neilson (Yale University)
Francisco Parro (Ministerio de Hacienda de Chile)
[View Abstract] [Download Preview]

Peer Effects Among Hospitalized Patients: Evidence from Roommate Assignments.
Olga Yakusheva (Marquette University)
[View Abstract] [Download Preview]
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Digitizing Doctor Demand: The Impact of Online Reviews on Doctor Choice
Sonal Vats (Boston University)
Michael Luca (Harvard Business School)
[View Abstract] [Download Preview]

Does Employment Reduce Informal Caregiving?
Daifeng He (College of William and Mary)
Peter McHenry (College of William and Mary)
[View Abstract] [Download Preview]

Why Does the Health of Immigrants Deteriorate?
Osea Giuntella (University of Oxford)
[View Abstract] [Download Preview]

Jan 03, 2014 8:00 am, Pennsylvania Convention Center, 107-B
American Economic Association
Improving Student Performance (I2)
Presiding: Kristin Butcher (Wellesley College)
One Size Does Not Fit All: The Role of Vocational Ability on College Attendance and Labor Market
Outcomes
Sergio Urzua (University of Maryland)
Maria F. Prada (University of Maryland)
[View Abstract]
The Effect of an Individualized Online Practice Tool on Math Performance - Evidence from a
Randomized Field Experiment
Carla Haelermans (Maastricht University)
Joris Ghysels (Maastricht University)
[View Abstract] [Download Preview]

Not Just Test Scores: Parents' Demand Response to School Quality Information
Iftikhar Hussain (University of Sussex)
[View Abstract] [Download Preview]

High School Course Quality and Revealed Information
Jesse Bricker (Federal Reserve Board)
Hannah Allerdice Bricker (Unaffiliated)
[View Abstract] [Download Preview]

Educating Bright Students in Urban Schools
Kalena Cortes (Texas A&M University)
Wael Moussa (Syracuse University)
Jeffrey Weinstein (Syracuse University)
[View Abstract]
Rational Addiction and Video Games
Micah Pollak (Indiana University-Northwest)
[View Abstract]

Jan 03, 2014 8:00 am, Pennsylvania Convention Center, 103-A
American Economic Association
Individual and Employer Responses to Unemployment (J6)
Presiding: Laura Kawano (US Department of Treasury)
How Does Family Income Affect College Enrollment? Evidence from Timing of Parental Layoffs
Nate Hilger (Harvard University)
[View Abstract]
How Income Changes during Unemployment: Evidence from Tax Return Data
Laura Kawano (US Department of Treasury)
Sara LaLumia (Williams College)
[View Abstract]
Duration Dependence and Labor Market Conditions: Theory and Evidence from a Field Experiment
Kory Kroft (University of Toronto)
Fabian Lange (McGill University)
Matthew J. Notowidigdo (University of Chicago)
[View Abstract] [Download Preview]

A Contribution to the Empirics of Reservation Wages
Alan B Krueger (Princeton University)
Andreas Mueller (Columbia University)
[View Abstract] [Download Preview]

Discussants:
Ann Huff Stevens (University of California-Davis)
Till von Wachter (University of California-Los Angeles)

Jan 03, 2014 8:00 am, Pennsylvania Convention Center, 103-C
American Economic Association
Innovation (O3)

AEAweb: AEAweb: 2014 ASSA Preliminary Program https://www.aeaweb.org/aea/2014conference/program/preliminary.php

5 of 19 3/2/2015 6:55 PM



Presiding: Arthur Diamond (University of Nebraska-Omaha)
Why do Regions Vary in their Response to Crowdfunding? The Young, Restless, and Creative
Ajay Agrawal (University of Toronto)
Christian Catalini (Massachusetts Institute of Technology)
Avi Goldfarb (University of Toronto)
[View Abstract]
Retractions
Pierre Azoulay (Massachusetts Institute of Technology and NBER)
Jeffrey Furman (Boston University and NBER)
Joshua Krieger (Massachusetts Institute of Technology)
Fiona Murray (Massachusetts Institute of Technology)
[View Abstract] [Download Preview]

Buy, Keep or Sell: Economic Growth and the Market for Ideas
Ufuk Akcigit (University of Pennsylvania)
Murat Alp Celik (University of Pennsylvania)
Jeremy Greenwood (University of Pennsylvania)
[View Abstract]
Invisible Innovators: Historical Evidence from Mechanized Reapers and Cloud Computing
Richard Hunt (University of Colorado-Boulder)
[View Abstract]
The causal effect of labor unions on innovation
Daniel Bradley (University of South Florida)
Incheol Kim (University of South Florida)
Xuan Tian (Indiana University)
[View Abstract] [Download Preview]

Jan 03, 2014 8:00 am, Pennsylvania Convention Center, 201-B
American Economic Association
Macroeconomic Uncertainty and Asset Prices (G1)
Presiding: Ivan Shaliastovich (University of Pennsylvania)
Good and Bad Uncertainty: Macroeconomic and Financial Market Implications
Gill Segal (University of Pennsylvania)
Ivan Shaliastovich (University of Pennsylvania)
Amir Yaron (University of Pennsylvania)
[View Abstract] [Download Preview]

One-Sided Risk Shocks
Jesus Fernandez-Villaverde (University of Pennsylvania)
Pablo Guerron (Federal Reserve Bank of Philadelphia)
Juan Rubio-Ramirez (Duke University)
Uncertainty Shocks, Asset Supply and Pricing over the Business Cycle
Francesco Bianchi (Duke University)
Cosmin Ilut (Duke University)
Martin Schneider (Stanford University)
[View Abstract] [Download Preview]

Does Uncertainty Reduce Growth? Using Disasters as Natural Experiments
Scott R. Baker (Stanford University)
Nicholas Bloom (Stanford University)
[View Abstract] [Download Preview]

Jan 03, 2014 8:00 am, Pennsylvania Convention Center, 201-A
American Economic Association
Measuring Systemic Risk (G2)
Presiding: René Stulz (Ohio State University)
Enhanced Stress Testing and Financial Stability
Matthew Pritsker (Federal Reserve Bank of Boston)
[View Abstract] [Download Preview]

How Likely is Contagion in Financial Networks?
Paul Glasserman (Columbia University)
H. Peyton Young (University of Oxford)
[View Abstract] [Download Preview]

Taking the risk out of systemic risk measurement
Levent Guntay (Federal Deposit Insurance Corporation)
Paul H. Kupiec (The American Enterprise Institute)
[View Abstract] [Download Preview]

Can Top-down Banking Stress Tests Be Informative?
Pavel S. Kapinos (Federal Deposit Insurance Corporation)
Oscar A. Mitnik (Federal Deposit Insurance Corporation)
[View Abstract]
Discussants:
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Sanjiv R. Das (Santa Clara University)
Mark J. Flannery (University of Florida)
Albert S. Kyle (University of Maryland)
Rene M. Stulz (Ohio State University)

Jan 03, 2014 8:00 am, Philadelphia Marriott, Grand Ballroom - Salon B
American Economic Association
Microeconometrics: Theory and Applications (C2)
Presiding: Bidisha Mandal (Washington State University)
Estimation of an Education Production Function under Random Assignment with Selection
Eleanor Choi (Hanyang University)
Hyungsik Roger Moon (University of Southern California)
Geert Ridder (University of Southern California)
[View Abstract] [Download Preview]

Specification and Estimation of Treatment Models in the Presence of Sample Selection
Angela Vossmeyer (University of California-Irvine)
[View Abstract] [Download Preview]

Gender Wage Gap in the United States: An Interactive Fixed Effects Approach
Kusum Mundra (Rutgers University)
Treatment Effect Analyses through Orthogonality Conditions Implied by a Fuzzy Regression
Discontinuity Design, with Two Empirical Studies
Muzhe Yang (Lehigh University)
[View Abstract] [Download Preview]

Child Care Choices, Cognitive Development, and Kindergarten Enrollment
Bidisha Mandal (Washington State University)
[View Abstract] [Download Preview]

Jan 03, 2014 8:00 am, Pennsylvania Convention Center, 202-A
American Economic Association
Productivity (O4)
Presiding: Wayne Gray (Clark University)
Agricultural Production amidst Conflict: The Effects of Shocks, Uncertainty and Governance of
Non-State Armed Actors
Andres Zambrano (Universidad de los Andes)
Maria Alejandra Arias (Universidad de los Andes)
Ana Maria Ibañez (Universidad de los Andes)
[View Abstract] [Download Preview]

Trade Liberalization, Supply Chains and Productivity
Carol Newman (Trinity College Dublin)
John Rand (University of Copenhagen)
Finn Tarp (UNU-WIDER and University of Copenhagen)
[View Abstract] [Download Preview]

How Do Firms Adjust Production Factors to the Cycle? The Role of Rigidities
Gilbert Cette (Banque de France)
Remy Lecat (Banque de France)
Ahmed Ould (Banque de France)
Ahmed Jiddou (Banque de France)
[View Abstract] [Download Preview]

Demand Shocks and Productivity: Technology Adoption During the U.S. Ethanol Boom
Danny McGowan (Bangor University)
Richard Kneller (University of Nottingham)
[View Abstract] [Download Preview]

Cumulative Innovation, Growth and Welfare-Improving Patent Policy
Edwin L. Lai (Hong Kong University of Science and Technology)
Davin Chor (National University of Singapore)
[View Abstract] [Download Preview]

Jan 03, 2014 8:00 am, Pennsylvania Convention Center, 203-B
American Economic Association
Public Finance and Policy (H1)
Presiding: Erin Bronchetti (Swarthmore College)
Post-Retirement Benefit Plans, Leverage, and Real Investment
Sohnke m Bartram (London Business School and Warwick Business School)
[View Abstract] [Download Preview]

The Impact of Longevity Improvements on U.S. Corporate Defined Benefit Pension Plans
Michael Kisser (Norwegian School of Economics)
John Kiff (International Monetary Fund)
Erik Oppers (International Monetary Fund)
Mauricio Soto (International Monetary Fund)
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[View Abstract] [Download Preview]

The Impact of Numerical Constraints on Fiscal Policy in the EU27
Wolf Heinrich Reuter (Vienna University of Economics and Business)
[View Abstract]
The Effect of Government Spending in Construction on Job Creation: Evidence from Texas
Dakshina G. De Silva (Lancaster University)
Viplav Saini (Oberlin College)
[View Abstract]
Presidentialism, Parliamentarism and Fiscal Policy: Evidence from the Local Level in Germany
Thushyanthan Baskaran (University of Goettingen)
Zohal Hessami (University of Konstanz)
[View Abstract]

Jan 03, 2014 8:00 am, Pennsylvania Convention Center, 203-A
American Economic Association
Sources of Peer Effects (D8)
Presiding: Bruce Sacerdote (Dartmouth University)
Social Networks and the Decision to Insure
Jing Cai (University of Michigan)
Alain Janvry (University of California-Berkeley)
Elisabeth Sadoulet (University of California-Berkeley)
[View Abstract] [Download Preview]

Peer Effects in Risk Taking
Amrei Lahno (University of Munich)
Marta Serra-Garcia (University of Munich)
[View Abstract]
Academic Peer Effects with Different Group Assignment Policies: Residential Tracking versus Random
Assignment
Robert Garlick (Duke University)
[View Abstract] [Download Preview]

Understanding Mechanisms Underlying Peer Effects: Evidence from a Field Experiment on Financial
Decisions
Leonardo Bursztyn (University of California-Los Angeles)
Florian Ederer (University of California-Los Angeles)
Bruno Ferman (George Washington University)
Noam Yuchtman (University of California-Berkeley)
[View Abstract] [Download Preview]

Discussants:
Achyuta Adhvaryu (Yale University)
Kenneth Ahern (University of Southern California)
Scott Carrell (University of California-Davis)
John Beshears (Harvard University)

Jan 03, 2014 8:00 am, Pennsylvania Convention Center, 201-C
American Economic Association
The Demand for Insurance in Developing Countries (O1)
Presiding: Benjamin Olken (Massachusetts Institute of Technology)
Risk and Investment in Agriculture
Mark Rosenzweig (Yale University)
Christopher Udry (Yale University)
[View Abstract]
Dynamics of Demand for Index Insurance: Evidence from a Five-Year Panel in Gujarat
Shawn A. Cole (Harvard University)
Jeremy Tobacman (University of Pennsylvania)
Daniel Stein (The World Bank)
[View Abstract]
Adverse Selection in the Market for Catastrophic Health Insurance: Some Evidence from India
Abhijit Banerjee (Massachusetts Institute of Technology)
Esther Duflo (Massachusetts Institute of Technology)
Richard Hornbeck (Harvard University)
[View Abstract]
Discussants:
Seema Jayachandran (Northwestern University)
Tavneet Suri (Massachusetts Institute of Technology)
Jishnu Das (World Bank)

Jan 03, 2014 8:00 am, Pennsylvania Convention Center, 204-B
American Economic Association
The Price Theory of Selection Markets (D4)
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Presiding: Michael Whinston (Massachusetts Institute of Technology)
Product Design in Selection Markets
André F. Veiga (University of Oxford)
Eric Glen Weyl (University of Chicago)
[View Abstract] [Download Preview]

Imperfect Competition in Selection Markets
Neale Mahoney (University of Chicago)
Eric Glen Weyl (University of Chicago)
[View Abstract] [Download Preview]

Unraveling versus Unraveling: Competitive Equilibriums and Trade in Insurance Markets
Nathaniel Hendren (Harvard University)
[View Abstract] [Download Preview]

Information Frictions and the Welfare Consequences of Adverse Selection
Benjamin R. Handel (University of California-Berkeley)
Jonathan T. Kolstad (University of Pennsylvania)
Johannes Spinnewijn (London School of Economics)
[View Abstract]
Discussants:
Jonathan Levin (Stanford University)
Liran Einav (Stanford University)
Amy N. Finkelstein (Massachusetts Institute of Technology)
Michael Whinston (Massachusetts Institute of Technology)

Jan 03, 2014 8:00 am, Philadelphia Marriott, Grand Ballroom - Salon E
American Economic Association
What's Natural? Key Macroeconomic Parameters after the Great Recession (E1)
Presiding: Matthew Shapiro (University of Michigan)
The Natural Rate of Interest and Its Usefulness for Monetary Policy Making
Robert Barsky (Federal Reserve Bank of Chicago and University of Michigan)
Alejandro Justiniano (Federal Reserve Bank of Chicago)
Leonardo Melosi (Federal Reserve Bank of Chicago)
[View Abstract] [Download Preview]

Natural Rate of Unemployment
Mark Watson (Princeton University)
[View Abstract]
Natural Rate of Growth
John Fernald (Federal Reserve Bank of San Francisco)
Charles I Jones (Stanford University)
[View Abstract] [Download Preview]

Discussants:
Michael Woodford (Columbia University)
Robert E. Hall (Stanford University)
Susanto Basu (Boston College)

Jan 03, 2014 8:00 am, Loews Philadelphia Hotel, Millennium Hall
American Finance Association
Asset Management and Market Efficiency (G2)
Presiding: Christopher Malloy (Harvard University)
Transparency and Talent Allocation in Money Management
Simon Gervais (Duke University)
Gunter Strobl (Frankfurt School of Finance & Management)
[View Abstract] [Download Preview]

The People in Your Neighborhood: Social Interactions and Mutual Fund Portfolio Choice
Veronika Pool (Indiana University)
Noah Stoffman (Indiana University)
Scott Yonker (Indiana University)
[View Abstract]
Peer Effects in Mutual Funds
Jesse Blocher (Vanderbilt University)
[View Abstract] [Download Preview]

Predation versus Cooperation in Mutual Fund Families
Alexander Eisele (University of Lugano)
Tamara Nefedova (University of Lugano)
Gianpaolo Parise (University of Lugano)
[View Abstract]
Discussants:
Bruce Carlin (University of California-Los Angeles)
Kelly Shue (University of Chicago)
Antti Petajisto (New York University)
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Utpal Bhattacharya (Indiana University)

Jan 03, 2014 8:00 am, Loews Philadelphia Hotel, Regency Ballroom B
American Finance Association
Behavioral Asset Pricing (G1)
Presiding: Nicholas Barberis (Yale University)
No News is News: Do Markets Underreact to Nothing
Stefano Giglio (University of Chicago)
Kelly Shue (University of Chicago)
[View Abstract]
First Impressions: "System 1" Thinking and the Cross-Section of Stock Returns
Nicholas C. Barberis (Yale University)
Abhiroop Mukherjee (Hong Kong University of Science and Technology)
Baolian Wang (Hong Kong University of Science and Technology)
[View Abstract]
Waves in Ship Prices and Investment
Robin Greenwood (Harvard Business School)
Samuel Hanson (Harvard Business School)
[View Abstract]
Discussants:
Dong Lou (London School of Economics)
Byoung-Hyoun Hwang (Purdue University)
Kent Daniel (Columbia University)

Jan 03, 2014 8:00 am, Loews Philadelphia Hotel, Regency Ballroom A
American Finance Association
Credit Risk I (G1)
Presiding: Ilya Strebulaev (Stanford University)
CDS Auctions and Informative Biases in CDS Recovery Rates
Sudip Gupta (New York University)
Rangarajan K. Sundaram (New York University)
[View Abstract]
Synthetic or Real? The Equilibrium Effects of Credit Default Swaps on Bond Markets
Martin Oehmke (Columbia University)
Adam Zawadowski (Boston University)
[View Abstract] [Download Preview]

Does the Tail Wag the Dog? The Effect of Credit Default Swaps on Credit Risk
Marti Subrahmanyam (New York University)
Dragon Tang (University of Hong Kong)
Sarah Qian Wang (Warwick University)
[View Abstract] [Download Preview]

Jan 03, 2014 8:00 am, Loews Philadelphia Hotel, Commonwealth Hall C
American Finance Association
Institutional Investors' Portfolio Choices (G1)
Presiding: Luis Viceira (Harvard Business School)
Why Do University Endowments Invest So Much In Risky Assets?
Thomas Gilbert (University of Washington)
Christopher Hrdlicka (University of Washington)
[View Abstract]
Informed Trading and Expected Returns
James Choi (Yale University)
Li Jin (Harvard University)
Hongjun Yan (Yale University)
[View Abstract] [Download Preview]

Dynamic Portfolio Choice with Frictions
Nicolae Garleanu (University of California-Berkeley)
Lasse Pedersen (New York University)
[View Abstract] [Download Preview]

Deleveraging Risk
Scott Richardson (London Business School)
Pedro Saffi (University of Cambridge)
Kari Sigurdsson (Reykjavik University)
[View Abstract] [Download Preview]

Discussants:
Stephen G. Dimmock (Nanyang Technological University)
Lauren H. Cohen (Harvard Business School)
Bryan T. Kelly (University of Chicago)
Jakub W. Jurek (Princeton University)
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Jan 03, 2014 8:00 am, Loews Philadelphia Hotel, Commonwealth Hall D
American Finance Association
Macro Finance (G1)
Presiding: Ralph Koijen (University of Chicago)
Nominal Bonds, Real Bonds, and Equity
Andrew Ang (Columbia University)
Maxim Ulrich (Columbia University)
[View Abstract]
Forecasting through the Rear-View Mirror: Data Revisions and Bond Return Predictability
Eric Ghysels (University of North Carolina)
Casidhe Horan (University of Michigan)
Emanuel Moench (Federal Reserve Bank of New York)
[View Abstract]
Rare Booms and Disasters in a Multi-Sector Endowment Economy
Jerry Tsai (University of Pennsylvania)
Jessica Wachter (University of Pennsylvania)
[View Abstract]
Discussants:
Jules van Binsbergen (Stanford University)
Lars A. Lochstoer (Columbia University)
Leonid Kogan (Massachusetts Institute of Technology)

Jan 03, 2014 8:00 am, Loews Philadelphia Hotel, Commonwealth Hall B
American Finance Association
Macroeconomics, Deflation and Liquidity (G1)
Presiding: Markus Brunnermeier (Princeton University)
Deflation Risk
Matthias Fleckenstein (University of California-Los Angeles)
Francis Longstaff (University of California-Los Angeles)
Hanno Lustig (University of California-Los Angeles)
[View Abstract]
Banks Exposure to Interest Rate Risk and the Transmission of Monetary Policy
Augustin Landier (University of Toulouse)
David Sraer (Princeton University)
David Thesmar (HEC Paris)
[View Abstract]
Corporate Cash Hoarding: The Role of Just-in-Time Adoption
Xiaodan Gao (National University of Singapore)
[View Abstract] [Download Preview]

Funding Liquidity Risk and the Cross-Section of Stock Returns
Jean-Sebastien Fontaine (Bank of Canada)
Rene Garcia (EDHEC)
Sermin Gungor (Bank of Canada)
[View Abstract] [Download Preview]

Discussants:
Cesaire Meh (Bank of Canada)
Anil Kashyap (University of Chicago)
Thomas Eisenbach (Federal Reserve Bank of New York)
Tyler Muir (Yale University)

Jan 03, 2014 8:00 am, Loews Philadelphia Hotel, Washington B
American Real Estate & Urban Economic Association
Commercial Real Estate (G1)
Presiding: Andra Ghent (Arizona State University)
Real Earnings Management, Liquidity and SEO dynamics: Evidence from United States REITs
Xiaoying Deng (National University of Singapore)
Seow Eng Ong (National University of Singapore)
[View Abstract] [Download Preview]

Using Cash Flow Dynamics to Price Thinly Traded Assets: The Case of Commercial Real Estate
Walter Boudry (Cornell University)
Crocker Liu (Cornell University)
Tobias Muhlhofer (Indiana University)
Walter Torous (Massachusetts Institute of Technology)
[View Abstract] [Download Preview]

What Drives Building-Level Investment Returns?
Serguei Chervachidze (CBRE Econometric Advisors)
Jeffery Fisher (Indiana University)
William Wheaton (Massachusetts Institute of Technology)
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[View Abstract] [Download Preview]

Commercial Real Estate, Distress and Capital Recovery: Analysis of the Special Servicer
David Downs (Virginia Commonwealth University)
Tracy Xu (University of Denver)
[View Abstract] [Download Preview]

Discussants:
Moussa Diop (University of Wisconsin)
Rossen Valkanov (University of California-San Diego)
Xudong An (San Diego State University)
David T. Brown (University of Florida)

Jan 03, 2014 8:00 am, Loews Philadelphia Hotel, Washington C
American Real Estate & Urban Economic Association
Urban Development and Dynamics (R3)
Presiding: Eleonora Patacchini (Syracuse University)
Transportation Technologies, Agglomeration, and the Structure of Cities
Jeffrey Brinkman (Federal Reserve Bank of Philadelphia)
[View Abstract] [Download Preview]

The Decline of the Rust Belt: A Dynamic Spatial Equilbrium Analysis
Chamna Yoon (Baruch College City University of New York)
[View Abstract]
The Settlement of the United States, 1800 to 2000: The Long Transition Towards Gibrat's Law
Klaus Desmet (Carlos III)
Jordan Rappaport (Federal Reserve Bank of Kansas City)
[View Abstract] [Download Preview]

Driving to Opportunity: Local Wages, Commuting, and Sub-Metropolitan Quality of Life
David Albouy (University of Michigan)
Bert Lue (University of Michigan)
[View Abstract] [Download Preview]

Discussants:
Ronni Pavan (University of Rochester)
Giorgio Topa (Federal Reserve Bank of New York)
Matthew Turner (University of Toronto)
Jessie Handbury (University of Pennsylvania)

Jan 03, 2014 8:00 am, Philadelphia Marriott, Grand Ballroom - Salon A
Association for Comparative Economic Studies
Exploration of New and Existing Macro Data for the Chinese Economy (E2)
Presiding: Carsten Holz (Stanford University)
The Quality of Chinese GDP Statistics
Carsten Holz (Stanford University)
[View Abstract]
Chinese Capital Flight: Questions of Data and Policy
Frank Gunter (Lehigh University)
[View Abstract] [Download Preview]

China's Provincial Capital Stock by Sector: Data and Preliminary Analysis
Yanrui Wu (University of Western Australia)
[View Abstract]
China's Human Capital Stock
Haizheng Li (Georgia Institute of Technology)
[View Abstract]
Discussants:
Belton M. Fleisher (Ohio State University)
Zheng Michael Song (University of Chicago)

Jan 03, 2014 8:00 am, Loews Philadelphia Hotel, Regency Ballroom C1
Association for Evolutionary Economics
Macro Policy and Financial Stability in the Age of Turbulence (B5)
Presiding: Abu Shonchoy (Institute of Developing Economies)
Understanding Long-Term Japanese Government Bonds' Low Nominal Yields
Tanweer Akram (Ing Investment Management)
[View Abstract] [Download Preview]

Shadow Banking and Credit Driven Growth in China
Yan Liang (Willamette University)
[View Abstract]
Economic Consequences of the TARP
Heather Montgomery (International Christian University)
[View Abstract] [Download Preview]

Three Sector Balance Approach and the Economic Crisis
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Eric Tymoigne (Lewis and Clark College)
[View Abstract]
Discussants:
Abu Shonchoy (Institute of Developing Economies)
Yuki Takahashi (State University of New York-Stony Brook)

Jan 03, 2014 8:00 am, Loews Philadelphia Hotel, Congress A
Association for Social Economics
Social Entrepreneurship: Maximizing Impact and Innovation (L3)
Presiding: Tonia Warnecke (Rollins College)
Social Enterprises as Networks of Innovators in the Social Economy
Zohreh Emami (Alverno College)
[View Abstract]
Social Enterprises and the Analysis of Space to Alleviate Financial Constraints
Benjamin Wilson (University of Missouri-Kansas City)
[View Abstract]
Workers' Cooperatives: New Strategies for Finance
Daniel Fireside (Equal Exchange)
Christopher Gunn (Hobart and William Smith Colleges)
[View Abstract]
Social Entrepreneurship, Alternative Currencies, and Post-Transactional Civil Society: The Case of the
Sunshine Bank
Matthias Klaes (University of Dundee)
[View Abstract]
Social Entrepreneurship for Students: The Rollins Microfinance Fund
Tonia Warnecke (Rollins College)
[View Abstract]

Jan 03, 2014 8:00 am, Philadelphia Marriott, Grand Ballroom - Salon K
Association of Environmental & Resource Economists
Options for a New International Climate Regime Arising from the Durban Platform for
Enhanced Action (Q5) (Panel Discussion)
Panel Moderator: Robert Stavins (Harvard University)
Joseph Aldy (Harvard University)
Ottmar Edenhofer (Technical University of Berlin)
Geoffrey Heal (Columbia University)
Gilbert Metcalf (Tufts University)
William Pizer (Duke University)

Jan 03, 2014 8:00 am, Loews Philadelphia Hotel, Congress B
Association of Financial Economists/American Economic Association
Moral Attitudes and Financial Decision-Making (G3)
Presiding: Michael Jensen (Harvard University)
Moral Attitudes and Financial Decision-Making
Jonathan Haidt (New York University)
David Hirshleifer (University of California-Irvine)
Siew Hong Teoh (University of California-Irvine)
[View Abstract]
The Impact of Cultural Aversion on Economic Exchange: Evidence from Shocks to Sino-Japanese
Relations
Raymond Fisman (Columbia University)
Yasushi Hamao (University of Southern California)
Yongxiang Wang (University of Southern California)
[View Abstract] [Download Preview]

Honoring One's Word: CEO Integrity and Accruals Quality
Shane S. Dikolli (Duke University)
William J. Mayew (Duke University)
Thomas D. Steffen (Duke University)
[View Abstract] [Download Preview]

Trust, Consumer Debt, and Household Finance
Danling Jiang (Florida State University)
Sonya S. Lim (DePaul University)
[View Abstract] [Download Preview]

Discussants:
Harrison Hong (Princeton University)
Paola Sapienza (Northwestern University)
Alexander Dyck (University of Toronto)
Adair Morse (University of California-Berkeley)
Michael Jensen (Harvard University)
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Jan 03, 2014 8:00 am, Philadelphia Marriott, Meeting Room 401
Econometric Society
Big Data and High-Dimensional Problems (C3)
Presiding: Jushan Bai (Columbia University)
Incidental Endogeneity in High Dimensions
Jianqing Fan (Princeton University)
[View Abstract]
Program Evaluation with High-Dimensional Data
Victor Chernozhukov (Massachusetts Institute of Technology)
[View Abstract] [Download Preview]

Asymptotic Analysis of the Squared Estimation Error in Misspecified Factor Models
Alexei Onatski (University of Cambridge)
[View Abstract] [Download Preview]

Shrinkage Estimation of High-Dimensional Factor Models with Structural Instabilities
Xu Cheng (University of Pennsylvania)
Zhipeng Liao (University of Pennsylvania)
Frank Schorfheide (University of Pennsylvania)
[View Abstract] [Download Preview]

Jan 03, 2014 8:00 am, Philadelphia Marriott, Meeting Room 402
Econometric Society
Estimation of Industrial Organization Models (L2)
Presiding: Che-Lin Su (University of Chicago)
Relaxing Competition Through Speculation: Committing to a Negative Supply Slope
Pär Holmberg (Research Institute of Industrial Economics)
Bert Willems (Tilburg University)
[View Abstract] [Download Preview]

Estimating Dynamic Discrete-Choice Games of Incomplete Information
Michael Dannen Egesdal (Harvard University)
Zhenyu Lai (Harvard University)
Che-Lin Su (University of Chicago)
[View Abstract] [Download Preview]

Identification and Estimation of Heterogeneous Production Functions
Jorge Balat (Johns Hopkins University)
Yuya Sasaki (Johns Hopkins University)
[View Abstract]
Supply Function Competition and Exporters: Nonparametric Identification and Estimation of
Productivity Distributions and Marginal Costs
Ayse Ozgur Pehlivan (Bilkent University)
Quang Vuong (New York University)
[View Abstract] [Download Preview]

Primary Dealers, Indirect Bidders, and Direct Bidding: A Structural Model of United States Treasury
Auctions
Eiichiro Kazumori (State University of New York)
Leonard Tchuindjo (United States Treasury and George Washington University)
[View Abstract] [Download Preview]

Discussants:
Ayse Ozgur Pehlivan (Bilkent University)
Jorge Balat (Johns Hopkins University)
Che-Lin Su (University of Chicago)
Pär Holmberg (Research Institute of Industrial Economics)

Jan 03, 2014 8:00 am, Philadelphia Marriott, Meeting Room 404
Econometric Society
Long Run Changes in Labor Market Outcomes (J1)
Presiding: Sephorah Mangin (Monash University)
The Role of Allocative Efficiency in a Decade of Recovery
Kaiji Chen (Emory University)
[View Abstract] [Download Preview]

Factors Affecting College Completion and Student Ability in the United States since 1900
Christopher Michael Herrington (Arizona State University)
Kevin Donovan (Arizona State University)
[View Abstract] [Download Preview]

EPL and Capital-Labor Ratios
Alexandre Janiak (University of Chile)
Etienne Wasmer (Sciences-Po)
[View Abstract]
A Theory of Factor Shares
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Sephorah Joanne Mangin (Monash University)
[View Abstract] [Download Preview]

Jan 03, 2014 8:00 am, Philadelphia Marriott, Meeting Room 405
Econometric Society
The Real Effects of Financial Markets (G1)
Presiding: Franklin Allen (University of Pennsylvania)
Market Efficiency and Real Efficiency
Itay Goldstein (University of Pennsylvania)
Liyan Yang (University of Toronto)
[View Abstract]
Informational Frictions and Commodity Markets
Michael Sockin (Princeton University)
Wei Xiong (Princeton University)
[View Abstract] [Download Preview]

Learning from Peers' Stock Prices and Corporate Investment
Thierry Foucault (HEC, Paris)
Laurent Fresard (University of Maryland)
[View Abstract]
Financial Market Shocks and the Macroeconomy
Avanidhar Subrahmanyam (University of California-Los Angeles)
Sheridan Titman (University of Texas-Austin)
[View Abstract] [Download Preview]

Discussants:
Alexi Savov (New York University)
Thomas Michael Mertens (New York University)
Wei Jiang (Columbia University)
Gustavo Manso (University of California-Berkeley)

Jan 03, 2014 8:00 am, Loews Philadelphia Hotel, Commonwealth Hall A2
International Banking, Economics & Finance Association
Finance and Development/ International Finance (G2)
Presiding: Gillian Garcia (Gillian Garcia Associates)
Competition, Loan Rates and Information Dispersion in Microcredit Markets
Guillermo Baquero (European School of Management and Technology, Berlin)
Malika Hamadi (University of Sassari-Italy)
Andreas Heinen (Université de Cergy-Pontoise)
[View Abstract]
Investment in Relationship-Specific Assets: Does Finance Matter?
Martin Strieborny (Lund University)
Madina Kukenova (International Trade Center, Geneva)
[View Abstract] [Download Preview]

Finance and Growth: Time Series Evidence on Causality
Oana Peia (Université de Cergy-Pontoise)
Kasper Roszbach (Sveriges Riksbank and University of Groningen)
[View Abstract] [Download Preview]

Trilemma Stability and International Macroeconomic Archetypes
Helen Popper (Santa Clara University)
Alex Mandilaris (University of Surrey)
Graham Bird (University of Surrey)
[View Abstract] [Download Preview]

Discussants:
Matt Osborne (University of Toronto)
Jihad Dagher (International Monetary Fund)
Gibran Rezavi (University of Illinois-Chicago)
Andrei Zlate (Federal Reserve Board)

Jan 03, 2014 8:00 am, Pennsylvania Convention Center, 104-A
Labor & Employment Relations Association
Democratic Workplace Practices and Employee Ownership (J5)
Presiding: Stephen Woodbury (Michigan State University)
How Did Employee Ownership Firms Weather the Last Two Recessions? Employee Ownership and
Employment Stability in the United States.
Fidan Ana Kurtulus (University of Massachusetts-Amherst)
Douglas Kruse (Rutgers University)
[View Abstract]
The Citizen's Share: The Context for Employee Stock Ownership and Profit Sharing in American
History
Joseph Blasi (Rutgers University)
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Richard B. Freeman (Harvard University)
Douglas Kruse (Rutgers University)
[View Abstract]
Profit Sharing and Workplace Productivity: Does Teamwork Play a Role?
Tony Fang (Monash University)
Richard Long (University of Saskatchewan)
[View Abstract] [Download Preview]

Does Employee Ownership Affect Attitudes and Behaviors? Selection, Status, and Size of Stake
Dan Weltmann (Rutgers University)
[View Abstract] [Download Preview]

Discussants:
Brad Hershbein (W.E. Upjohn Institute for Employment Research)
Stephen Woodbury (Michigan State University)

Jan 03, 2014 8:00 am, Pennsylvania Convention Center, 104-B
Labor & Employment Relations Association/International Association for Feminist Economics
Employment Policies for the Modern Era: Understanding Who Has Access to Policies on Care
and How they Affect Employment (J5)
Presiding: Randy Albelda (University of Massachusetts-Boston)
Good for Business? The Case of Paid Sick Leave Legislation in Connecticut
Eileen Appelbaum (Center for Economic and Policy Research)
Ruth Milkman (City University of New York)
[View Abstract]
Impact of Child Care Policies on Parental Employment
Liana Fox (Stockholm University)
Wen-Jui Han (New York University)
Christopher Ruhm (University of Virginia)
Jane Waldfogel (Columbia University)
[View Abstract]
Workplace Flexibility: a Workplace Perk for the Most Valued Workers or Compensation for Those Who
Need It Most?
Peter Berg (Michigan State University)
Heather Boushey (Center for American Progress)
Sarah Jane Glynn (Center for American Progress)
[View Abstract]
Discussants:
Heather Boushey (Center for American Progress)
Elaine McCrate (University of Vermont-Burlington)

Jan 03, 2014 8:00 am, Pennsylvania Convention Center, 102-A
Labor & Employment Relations Association
Organizing Low-Wage Workers (J5)
Presiding: Janice Fine (Rutgers University)
Promoting Economic Justice for Home Care Workers in Washington: From Warfare to Kumbayya
Patrice Mareschal (Rutgers University)
[View Abstract] [Download Preview]

Organizing and Raising Standards for Restaurant Workers: The ROC Model
Teofilo Reyes (ROC Restaurant Opportunities Center)
The New York City Carwashero Campaign
Hilary Klein (Make The Road New York)
Creating a New Union Model: Taxi Drivers in Philadelphia
Ronald Blount (Taxi Workers Alliance of Pennsylvania)
Farmworker Organizing for the Long Haul and an Introduction to Food Chain Workers' Alliance
Nelson Carrasquillo (CATA The Farmworkers Support Committee)

Jan 03, 2014 8:00 am, Pennsylvania Convention Center, 106-B
Society of Government Economists
Externalities and the Power of Perceptions for Cash Transfer Programs (D1)
Presiding: David Seidenfeld (American Institutes for Research)
Power of Perceptions: Impacts of Perceived Conditionality in an Unconditional Cash Transfer Program
David Seidenfeld (American Institutes for Research)
Sudhanshu Handa (University of North Carolina)
[View Abstract]
The Impact of a Large Scale Poverty Program on Time Discounting
Sudhanshu Handa (University of North Carolina)
David Seidenfeld (American Institutes for Research)
[View Abstract]
Evaluating Local General Equilibrium Impacts of Zambia's Child Grant Program
Karen Thome (University of California-Davis)
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[View Abstract]
The Impact of Immigration on the Well-Being of Natives
Amelie Constant (IZA, Temple University and George Washington Unversity)
[View Abstract]

Jan 03, 2014 8:00 am, Philadelphia Marriott, Meeting Room 406
Transportation & Public Utilities Group
Pricing Digital Delivery of Services (L9)
Presiding: Carolyn Gideon (Tufts University)
Nonlinear Pricing: Self-Selecting Tariffs and Regulation
James Alleman (University of Colorado-Boulder)
Edmond Baranes (Temple University and Centris)
Paul Rappaport (University Montpellier 1)
[View Abstract]
A Comparative Study of Regulation and Pricing in Mobile Communications
Jun-Ji Shih (Academia Sinica)
[View Abstract] [Download Preview]

Evolution of Telephone Markets: A Choice Model of Cell and Land Line Telephone Communication
Wesley W. Wilson (University of Oregon)
[View Abstract]
Spillovers and Marginal Cost Pricing
Christaan Hogendorn (Wesleyan University)
[View Abstract]
Discussants:
David Gabel (Queens College)

Jan 03, 2014 8:00 am, Loews Philadelphia Hotel, P1 Parlor
Union for Radical Political Economists
Heterodox Analysis of the Great Recession (E3)
Presiding: James Devine (Loyola Marymount University)
From the Oil Crisis to the Great Recession: Five Crises of the World Economy
J. A. Tapia Granados (University of Michigan-Ann Arbor)
[View Abstract] [Download Preview]

Capitalism, Crisis and Class: The United States Economy After 2007-2008 Financial Crisis
Özgür Orhangazi (Kadir Has University)
Mathieu Dufour (John Jay College)
[View Abstract] [Download Preview]

Flaws in the Marxian Explanations of the Great Recession
Ismael Hossein-zadeh (Drake University)
[View Abstract] [Download Preview]

Income Inequality and the Appalachian Region Before, During and After the Great Recession
John Hisnanick (US Census Bureau)
[View Abstract] [Download Preview]

Everyday Economics: The 2007 Economic Crisis Through Internet Memes
Elizabeth Ramey (Hobart and William Smith Colleges)
[View Abstract]
Discussants:
James Devine (Loyola Marymount University)
Tim Koechlin (Vassar College)
Michael Perelman (California State University-Chico)

Jan 03, 2014 8:00 am, Loews Philadelphia Hotel, P2 Parlor
Union for Radical Political Economists
Heterodox International Economics (F2)
Presiding: Mehrene Larudee (Al Quds Bard Honors College)
Neoliberalism With a "State Capitalist" Face: The Case of BRIC Countries
Anna Klimina (University of Saskatchewan)
[View Abstract]
Macroprudential Regulations and Capital Flows: The Case of Turkey
Bilge Erten (Columbia University)
Armagan Gezici (Keene State College)
[View Abstract]
The Role of Remittance Flow in the Nepalese Economy
Kalpana Khanal (University of Missouri-Kansas City)
[View Abstract]
Gender and Decent Work in Manufacturing: The Indonesia Case
Shaianne Osterreich (Ithaca College)
[View Abstract]
Discussants:
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Mehrene Larudee (Al Quds Bard Honors College)
Firat Demir (University of Oklahoma)

Jan 03, 2014 10:15 am, Philadelphia Marriott, Meeting Room 413
African Finance & Economics Association
African Economic Growth and Development (O1)
Presiding: Gregory Price (Morehouse College)
The Fundamental Determinants of International Competitiveness in African Countries with Special
Reference to the CFA Zone
Julius Agbor (Stellenbosch University)
Taiwo Olumide (Centre for the Study of the Economies of Africa)
[View Abstract] [Download Preview]

Financial Development and Manufactured Exports: The African Experience
Evelyn Wamboye (Pennsylvania State University-DuBois)
Rajen Mookerjee (Pennsylvania State University-Monaca)
[View Abstract] [Download Preview]

Efficient Public Sector Audit
Gregory Iyke Ibe (Gregory University)
Moses O. Anuolam (Gregory University)
A.N. Orisakwe (Gregory University)
[View Abstract]
Governance, Growth and Development in Selected West African Countries
Akpan Ekpo (West African Institute for Financial and Economic Management)
[View Abstract] [Download Preview]

Analysis of Chinese Investment in the ECOWAS Region
Jane Karonga (United Nations)
[View Abstract]
Does Education Influence Clean-Tech Venture Capital and Private Equity Exits in Africa?
Jonathan O. Adongo (Missouri Southern State University)
[View Abstract] [Download Preview]

Discussants:
Thouraya Triki (African Development Bank)
David Poyer (Morehouse College)
Fekru Debebe (Educational Testing Service)
Malokele Nanivazo (United Nations University)
Kidaya Ntoko (City University of New York and Queens College)

Jan 03, 2014 10:15 am, Loews Philadelphia Hotel, Commonwealth Hall A1
Agricultural & Applied Economics Association
How Innovation and Technology Affect Contract Terms in Farming (O1)
Presiding: David Zilberman (University of California-Berkeley)
The Economics of Contract Farming: A Credit and Investment Perspective
Liang Lu (University of California-Berkeley)
Xiaoxue Du (University of California-Berkeley)
David Zilberman (University of California-Berkeley)
[View Abstract] [Download Preview]

Contracting for Energy Crops: Effect of Risk Preferences and Land Quality
Xi Yang (University of Illinois)
Nick Paulson (University of Illinois)
Madhu Khanna (University of Illinois)
[View Abstract] [Download Preview]

Adapting Contract Theory to Fit Contract Farming
Steven Wu (Purdue University)
[View Abstract]
The Transition to Modern Agriculture: Contract Farming in Developing Countries
H. Holly Wang (Purdue University)
[View Abstract] [Download Preview]

Jan 03, 2014 10:15 am, Philadelphia Marriott, Liberty Ballroom
American Economic Association
Capital Controls and Macro-Prudential Policies (F4)
Presiding: Mark Spiegel (Federal Reserve Bank of San Francisco)
Capital Controls: Myth and Reality
Nicolas Magud (International Monetary Fund)
Kenneth Rogoff (Harvard University)
Carmen M. Reinhart (Harvard University)
[View Abstract] [Download Preview]

Prudential Policy for Peggers
Stephanie Schmitt-Grohe (Columbia University)
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Load All

Martin Uribe (Columbia University)
[View Abstract]
Capital Controls and Optimal Chinese Monetary Policy
Chun Chang (Shanghai Advanced Institute of Finance)
Zheng Liu (Federal Reserve Bank of San Francisco)
Mark Spiegel (Federal Reserve Bank of San Francisco)
[View Abstract] [Download Preview]

Capital Controls or Macroprudential Regulation?
Anton Korinek (Johns Hopkins University and NBER)
Damiano Sandri (International Monetary Fund)
[View Abstract]
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 External Complaints and Compliance (Title VI);  
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1. Executive Summary 

The Environmental Protection Agency (EPA) contracted with Deloitte Consulting (Deloitte) to conduct an 
assessment of the Office of Civil Rights (OCR). The contract objectives were to: 

 Conduct a comprehensive review and program evaluation to determine how effectively OCR is 
meeting its mission and regulatory mandates. 

 Complete a comprehensive review of the OCR structure, staff and functions to pinpoint 
strengths and weaknesses. 

 Assess Headquarters, field office, and laboratory interactions, present findings and deliver high-
level recommendations. 

 Deliver an objective evaluation which EPA officers can use to guide improvements for OCR 
functions and day-to-day operations. 

Findings and Conclusions 

EPA’s senior leadership has increased the Agency’s emphasis on resolving civil rights issues that are 
critical to fulfilling its mission.  Recently, EPA leaders have been providing significant support to OCR, 
investing both time and resources needed to address significant performance challenges, including the 
following: 

 The Office has not adequately adjudicated Title VI complaints – those addressing allegations of 
discrimination against communities of citizens affected to environmental rules promulgated by 
the EPA.  

 OCR has struggled to track, investigate, and resolve Title VII cases – those addressing Equal 
Employment Opportunity (EEO) violations inside the Agency – in a timely or effective manner.  

 OCR has not completed compliance checks of EPA grantees, in a timely or effective manner, to 
ensure that grantees are not engaging in discrimination in their work.   

 OCR has not consistently filed its statutory affirmative employment reports over the past five 
years, although the 2010 MD-715 was submitted on time. 

These challenges emerged over the past decade and have continued to erode OCR’s performance. To a 
significant extent, they are attributable to OCR’s difficulty in building a staff with the qualifications, 
knowledge and training to effectively complete its mission-related work, much of which is highly 
technical and complex. Over a period of several years, required competencies have not been well-
defined, nor has there been any attempt to determine the extent to which staff possess the necessary 
competencies to perform successfully. There are limited formal training or career development 
programs to provide training in the work they have been assigned to perform, despite the challenging, 
sensitive, and often complex nature of the work. 

OCR staff members also suffer from the absence of the rudiments of organizational infrastructure – 
well-documented policies and procedures, standardized processes, and effective systems.  Staff 
members are often confused about their job duties. Managers lack the performance tracking and 
management systems and processes needed to manage the office’s business and hold staff members 
accountable for effectively executing their jobs. OCR has not implemented the processes needed to 
collect and maintain information needed to fulfill statutory recordkeeping requirements. 
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Finally, OCR has operated in an insular fashion that has limited its effectiveness. It has not taken full 
advantage of the extensive technical expertise available in the program areas of EPA that would enable 
it to conduct better investigations and achieve more expeditious resolutions. OCR has not provided 
sufficient clarity to the program management, human resources and EEO offices to secure the data it 
needs to complete its submissions in a timely fashion. Nor has it effectively leveraged other EPA and 
state government officials whose relationships, contacts and local knowledge would enhance its field 
investigations. Additionally, OCR has not conducted much outreach to state government departments of 
environmental quality to build awareness of circumstances that can give rise to allegations of 
discrimination from communities with environmental concerns.   

This set of circumstances has resulted in a record of poor performance:   

 Only 6% of the 247 Title VI complaints have been accepted or dismissed within the Agency 20-
day time limit.1 2  

 OCR’s backlog of Title VI cases stretches back to 2001.  At the time of this report’s publication, 
there were numerous cases that have been awaiting action for up to four years. Two cases have 
been in the queue for more than eight years.  

 In the area of Affirmative Employment and Diversity, OCR did not even complete its annual 
Management Directive 715 (MD-715) EEO report (a basic administrative task required of all 
Federal agencies) for 2006, 2007, and 2008.3 4 It is our understanding that 2010 MD-715 was 
filed on time. 

 OCR’s Title VII function is known for poor investigative quality and a lack of responsiveness.  It 
has not been able to perform its most fundamental Title VII administrative tasks related to filing 
mandatory reports and processing complaints and writing final agency decisions.    

This situation has exposed EPA’s Civil Rights programs to significant consequences which have damaged 
its reputation internally and externally.  In the Rosemere Neighborhood Association case regarding the 
timeliness of a Title VI complaint response, it was found that “OCR’s failure to process the Retaliation 
Complaint in accordance with the timeline set forth in 40 C.F.R. S7.115(c)(1) constitutes agency action 
unlawfully withheld pursuant to the Administrative Procedures Act, 5 U.S.C. S706(1).” 5  OCR’s 
performance has also damaged its reputation within EPA. It was noted repeatedly in interviews with EPA 
staff and management that OCR has been viewed as an organization that performs poorly and does not 
offer specialized expertise. 

Much of this owes to OCR’s challenges at the leadership levels over a period of years,  
 As leaders 

and staff struggled within this turbulent environment, OCR seemed to lose sight of its mission and 
priorities. It appeared to place too much emphasis on minor responsibilities, like executing heritage 
events, and not enough on the critical discrimination cases affecting employees and disadvantaged 
communities. In addition to not setting the right tone, past OCR leaders seemingly abdicated 
responsibility for crafting a vision, developing strategies, setting objectives, tracking performance and 

                                                           

1  “Settlement Agreement” 3/17/2010 between Rosemere Neighborhood Association (RNA) and EPA, p 3, paragraph 1. 
2. “Final OCR T6 Complaint Listing (10.15.2010).xls” received from Helena Wooden-Aguilar, Friday 11/19/2010 at 3:10 PM. 
3 “Inside EPA: Personnel Disputes Roil EPA’s Rights Office, Undermining Equity Agenda.” February 19, 2010. 
4 Confirmed during AED staff interviews. 
5 “Settlement Agreement” between Rosemere Neighborhood Association (RNA) and EPA. March, 17, 2010.  p3, paragraph 1. 
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making critical decisions that would have improved OCR’s effectiveness. While a new Director was 
recently appointed, other key leadership positions remain unfilled. 

Recommendations 

EPA has taken the initial steps to address OCR’s current challenges. First, the Agency commissioned this 
study as a vehicle to engage OCR and its stakeholders in the process of evaluating organizational 
performance improvement opportunities. Second, it has appointed an experienced Director with a 
strong understanding of OCR priorities. Third, and most importantly, it has made improving the OCR 
function a top priority, recognizing its importance to achieving the overall objectives of the EPA.  

Yet, much work remains. The recommendations in this report are intended to address the near term 
need to effectively perform fundamental processes such as complaint resolution, while establishing the 
organizational and operational infrastructure needed to transform OCR into a model Civil Rights 
organization for the longer term. Immediate steps should focus on making OCR more effective in its day-
to-day operations and expanding responsibilities for civil rights across EPA. In the long run, EPA should 
develop a strategy anchored in complaint prevention in order to effectively address both Title VI and 
Title VII issues.   

EPA’s first improvement actions must address current deficiencies in OCR’s leadership and workforce 
competencies: 

 Complete efforts to fill OCR’s leadership positions expeditiously with qualified, experienced, and 
motivated civil rights professionals. A competent leadership team will enable OCR to implement 
all of the other needed changes, while building its credibility. 

 Reevaluate all staff job roles and formally document required skills, competencies and 
experiences for each role. With well-defined job roles, OCR can evaluate its current workforce 
against the requirements and identify gaps.   

 Develop and execute a workforce plan that includes creation of well-defined career paths, 
employee performance management processes, new training programs and employee recruiting 
and selection processes. 

Building a more capable workforce from top to bottom will enable EPA and OCR to address its significant 
day-to-day operating issues and implement the other more strategic changes that are required. 

To expand responsibility for achieving the Agency’s civil rights objectives and to bring needed Agency 
support to OCR, the Administrator should establish two cross-functional or “networked” teams.  A 
networked team brings together people from different areas within EPA to work as a project team in 
accomplishing a set of specific goals but does not alter formal reporting relationships,  

These “networked” teams should help OCR set priorities, marshal resources and remove obstacles that 
challenge timely and effective completion of important tasks. These teams should be accountable and 
report to the Administrator for driving achievement of the EPA’s civil rights objectives through broad 
involvement of program offices, field offices, and the other Headquarters human capital and legal 
functions.   

The External Civil Rights Networked Team (External Team) should be established to address the pressing 
need to expedite effective resolution of complex Title VI cases. It should adopt a standard process to 
charter cross-functional investigative teams that bring together the right expertise to address each 
complaint. Specifically, the External Team should: 
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 Assist the OCR to prioritize complaints, ensuring their alignment with overall EPA and 
Administration objectives. 

 Bring the right program and field leaders together to assess the investigative requirements of 
each complaint.  

 Work with program and field leaders to identify and commit the right experts to each cross-
functional investigative team. 

 Hold those outside of OCR accountable for fulfilling their commitments to investigative analysis 
on behalf of the Administrator. 

The External Team should be chaired by the Environmental Justice Lead.  It should be composed of 
leaders from Office of Enforcement and Compliance Assurance (OECA), the Civil Rights and Finance Law 
Office (CRFLO), ORD, the Office of Grants and Debarment (OGD), and the Title VI program office.   

The Internal Diversity and Inclusion Networked Team (Internal Team) should be established to address 
OCR’s deficiency in gathering, analyzing and reporting important EEO data for reporting and remedial 
actions. It should help Affirmative Employment and Diversity (AED) facilitate the participation of other 
EPA departments in the timely collection of accurate data. Additionally, AED should: 

 Clarify and reinforce to staff that its primary role is to identify barriers and implement 
remediation strategies. 

 Use the MD-715 submission as the focal point to guide all communications with stakeholders 
across the Agency. 

 Hire, train, or realign staff members who possess a balance of barrier analysis expertise and 
passion for civil rights and diversity. 

 Coordinate programming, guidance and direction through its network of EEO Officers. 

 Develop awareness and training programs that will help managers across EPA preclude 
complaints and promote the agency’s civil rights objectives. 

The Internal Team should be chaired by the AA for the Office of Diversity, Outreach and Collaboration 
(ODOC). It should be composed of leaders from Associate Regional Administrator (ARA) EEO, the Office 
of Human Resources (OHR), CRFLO, Title VII and AED.   

Two other organizational changes should be adopted.  EPA should re-establish the dotted line 
relationship between ARA EEO Officers and the Director of OCR for tighter integration and collaboration 
with the field.  In addition, OCR should establish a Headquarters EEO Officer position to develop and 
manage EEO and AED programs for the staff at headquarters, which currently represents a significant 
percentage of overall EEO complaints. (For additional background information and alternatives, see 
Section 4.1). 6  Executing these initiatives should greatly enhance EPA’s ability to achieve and maintain 
compliance with Equal Employment Opportunity Commission (EEOC) reporting requirements, while 
providing a firmer foundation for AED to identify and address barriers. 

To achieve its Title VII objectives, OCR must upgrade its workforce capabilities in the areas of analysis, 
legal research and communications. It should also develop standard quality assurance processes and use 

                                                           

6 Recommendation based on analysis and interviews. Section 4.1 begins on page 20.   
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them to identify performance issues. A number of other operational improvements are required to 
reduce backlog and increase quality. OCR should:   

 Implement a case management tool to enable case tracking, reporting, analysis, and 
performance measurement. 

 Increase the use of the Alternative Dispute Resolution program at both the Headquarters and 
field offices, and institute conflict management training program targeted for staff and 
management. 

 Assign high-performing field-level EEO Officers on a temporary basis. 

 Prepare staff to manage investigations function performed by contractors. 

Implementing these improvements should lead to significant reductions in the backlog while instituting 
higher standards for quality. 

Implementation Considerations  

The changes needed to address current organizational and operational issues will require a 12-24 month 
timeframe. Instituting changes that have the potential to make OCR a model civil rights organization is 
likely to take longer. While EPA should be thinking long term, it must focus implementation efforts 
initially to address specific performance gaps, such as the quality of work products and an ad hoc 
approach to coordination with key internal operating partners, i.e., Human Resources (HR), Office of 
General Counsel (OGC), and OGD. Implementation should proceed in phases to address both immediate 
operational needs and the agency’s desire to fulfill a higher order of objectives for its civil rights 
function: 

 

 Stabilize (March to October, 2011) – Address operational challenges to improve current 
effectiveness. 

 Reassess (October, 2011) – Review progress of improvement efforts and develop strategies to 
institutionalize changes. 

 Institutionalize (October, 2011 to March, 2013) – Drive institutional changes and make strategic 
investments. 

In the Stabilize Phase, EPA should focus on implementing recommendations that address current 
deficiencies in leadership and workforce competencies, organizational changes, and basic process 
improvements. The Reassess Phase should be a time to assemble key leaders and stakeholders to take 
stock in progress to date, revisit civil rights objectives drawing on new insights, and develop plans for 
longer-term institutional changes and strategic investments.  The Institutionalize Phase should focus on 
implementing strategic investments in training, awareness and prevention programs, and new 
information systems.  Subject to constraints posed by conflicting priorities, new initiatives, and emerging 
directives from outside EPA, the Agency should set a goal to implement the recommendations within a 
12-24-month period.   
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2. Introduction 

2.1  Purpose and Scope 

The Environmental Protection Agency (EPA) contracted with Deloitte Consulting (Deloitte) to conduct a 
comprehensive review and program evaluation of the Office of Civil Rights. The purpose of the 
assessment was to determine the extent to which the structure, policies, procedures, and resources of 
the Office of Civil Rights (OCR) facilitate accomplishment of EPA’s equal employment opportunity and 
equal opportunity mission, and to assess whether OCR operates in accordance with applicable laws and 
regulations (e.g., Equal Employment Opportunity Commission (EEOC) regulations set forth at 29 C.F.R. 
Part 1614, 40 C.F.R. Part 5 & 7, EEOC’s MD-110 and MD-715 and external statutes including Title VI). 

This study evaluated the organizational structure, external civil rights programs, non-discrimination laws 
and statutes, internal operations, staff competencies, and resources of the Office of Civil Rights to 
determine its ability to meet its functional responsibilities and operations. In addition, the study 
conducted interviews with nine federal agencies and other external research to benchmark EPA’s civil 
rights function.  Below is the listing of agencies and interviewed personnel: 

Figure 2-1. Agencies and Personnel Interviewed 

Federal Agencies Interviewed 

Federal Highway Administration Office of Civil Rights 
Brenda Armstead, Internal Programs and External Investigations and 
Adjudications Director 
Thalia Williams, EEO Specialist-Title VI 

Department of  the Interior Office of Civil Rights 
Sharon D. Eller, Director Office of Civil Rights 
Lola Hatcher-Capers, Deputy Director, Office for Civil Rights 
Alvin Dillings, Senior EO Policy Advisor 
Jack Andre, Chief, Public Civil Rights Division 
Sylvia Jones, Special Emphasis Program Manager 

Department of Energy Office of Civil Rights 
Bill Valdez, Acting Director 
Sharon Wyatt, Attorney-Advisor  
Neil Schuldenfrei, Senior Attorney-Advisor  
C. Lloyd Buddoo, Senior Attorney-Advisor  
Bill Lewis, Deputy Director of Civil Rights 

NASA Office of Equal Opportunity and Diversity 
Brenda Manual, Associate Administrator 
Frederick Dalton, Conflict Management Program 

Department of Housing and Urban Development (HUD) Fair Housing and Equal Opportunity 
Sara Pratt, Deputy Assistant Secretary-Enforcement and Programs 
Lynn Grosso, Director-Office of Enforcement 
Will Brandt, Information Services and Communication 
Tracy Mullins, Acting Director-Compliance and Disability Rights 

Department of State Office of Civil Rights 
John M. Robinson, Director & Chief Diversity Officer 
Pamela Britton, Law Clerk 

U.S. Forest Service Office of Civil Rights 
Debra A. Muse, Director, Office of Civil Rights 
Deborah Lombardino, Branch Chief 
Eurial Turner, Assistant Director of Programs 

Department of Labor Civil Rights Center 
Julia Mankata-Tamakloe, Chief-Office of External Compliance 
Violet Parker, Chief- Diversity Management 
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Naomi Barry-Perez, Chief- Office of Internal Enforcement 

National Institute of Health Office of Equal Opportunity and Diversity Management  
Lawrence N. Self, Director 
Sheila Stokes, Director-Complaints Management and Resolution 
Rose Pruitt, Manager  

 

Lastly, the study looked for opportunities for OCR to become more effective and move towards its vision 
to become a “model Office of Civil Rights for the government.” 

During the project kickoff held on September 8, 2010, EPA and Deloitte project team leadership 
confirmed the list of deliverables for each task as follows: 

 Tasks 1 and 2: Develop Interim Report and Deliver Preliminary Briefing  

 Tasks 3 and 4: Develop Final Report and Deliver Final Briefing 
 

2.2 Approach 

Deloitte’s approach included a large number of internal and external interviews, a benchmark effort and 
a comprehensive desk study of leading practices. The Deloitte team conducted one-on-one interviews 
and focus group sessions with more than one hundred EPA employees to ensure broad inputs across 
organizational functions and hierarchies. The team conducted a benchmark study that included 
interviews at nine other federal agencies and with senior leadership at the Equal Employment 
Opportunity Commission (EEOC). In addition, Deloitte completed comprehensive desk study of leading 
practices in civil rights, and where relevant to the study, diversity and inclusion. 

During the course of the project, Deloitte solicited continuous feedback during its status meetings to 
address any scheduling or other project issues, ensure findings and recommendations consistent with 
EPA’s unique requirements, and to incorporate any missing data points that we may have overlooked. In 
addition, Deloitte conducted executive briefings to review preliminary findings and themes with EPA 
executives, including the Chief of Staff and Deputy Chiefs of Staff. 

As depicted in Figure 2.2, the Statement of Objectives (SOO) for the evaluation divided the study into 
four sets of tasks that are aligned with Deloitte’s Organizational Assessment Approach. This final report 
is the culmination of that work and offers EPA leadership recommendations to revitalize the EPA Office 
of Civil Rights (OCR) and position it to become a model civil rights organization.  
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Figure 2-2. Deloitte’s Organizational Assessment Approach 

 

2.3 Data Collection 

Deloitte collected both qualitative and quantitative data to inform its research activities.  

Interviews: Deloitte interviewed agency executives, key stakeholders, and OCR staff to gather current 
state information and seek validation that proposed recommendations align with EPA’s unique culture 
and values, business strategies, politics and bureaucracy.  

Job Analysis: Deloitte administered a web-based job analysis survey as a part of this assessment to 45 
OCR and EEO Officer resources from the 10 regions, three laboratories, and Headquarters (HQ). The 
survey involved 22 questions across the following four categories: workload distribution; skill 
requirements; internal and external contacts; employee morale and workplace satisfaction; and an open 
forum to add additional comments. 

OCR Document Review: Deloitte reviewed relevant EPA, OCR, and working group documents to better 
understand the processes, people, structure, and resources of OCR. Additionally, Deloitte sought copies 
of past “Diversity Action Plans” and any copies available of previously completed OCR Program Reviews 
though these were not provided. 

Leading Practices Analysis: Deloitte interviewed executives and staff of nine other federal agencies’ Civil 
Rights offices (or equivalent naming convention) to assess their approach to people, processes, 
structure, technology, and other relevant factors contributing to “model” design across Title VI, Title VII, 
AED, and Reasonable Accommodations functions. Deloitte also reviewed reference material from the 
Equal Employment Opportunity Commission and the Department of Justice’s Federal Coordination and 
Compliance Section. 

EPA Intranet: Deloitte sought access to the EPA Intranet to review stakeholder communications, 
consistency of mission statements and functional descriptions between HQ and field offices, and to 
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assess the breadth of recommendation options around web-based technologies.7 (Note: EPA was not 
able to grant access until January 5, 2011, two days before the draft Final report was submitted. EPA did 
produce a thumb drive on January 5 as an alternative. However due to the timing, it was not considered 
for this report.) 

2.4 Stakeholder Interviews 

In an effort to obtain inputs from all parties involved with or affected by OCR’s performance, Deloitte 
recommended representation from staff, oversight organizations, partners, and customers. The project 
team worked with EPA project leadership to finalize the interviewees, which included all the 
recommended groups and stakeholders from internal management groups, such as the EPA Human 
Resources Council. At a high level, the interviews represented the following key stakeholder groups:  

 Office of the Administrator – Interviews with the top executive team including the EPA 
Administrator, Deputy Administrator, Chief of Staff; 

 Office of Civil Rights – Interviews with more than 40 OCR managers and line employees;  

 Office of General Counsel and Office of Inspector General – Interviews with 5 members, including 
the General Counsel; 

 EPA Program Offices – Interviews with 7 senior and mid-level leadership staff from multiple 
program areas; and  

 Equal Employment Opportunity Commission – Interview with the senior representative for 
Federal programs at the EEOC, the main oversight body for the Civil Rights Act. 

Deloitte advised participants that interviews were confidential and non-attributable, and provided 
interviewees the opportunity to give additional input by contacting either the EPA Project Officer or 
through direct contact with the Deloitte interviewer via email or telephone. The project team 
aggregated the information collected in these discussions and considered it in conjunction with existing 
documentation so that no single source had more influence than another, regardless of role. 

Two experienced interviewers facilitated each interview, using standardized interview guides focused on 
six primary questions that were provided to respondents prior to the interview session. The staff 
interview questions, which covered two areas – organization and job analysis – are listed below:  

 
PART 1: ORGANIZATIONAL QUESTIONS 

 What do you think the vision and mission of OCR should be? 

 What are the top three priorities for your particular team? 

 What would you consider positive and negative about the overall work environment within 
OCR? 

 Does your immediate supervisor provide you with sufficient feedback and guidance?  

 What are the resources that you need to do your job effectively and efficiently? 

 What are you held accountable for with regards to your work performance? How and when are 
you evaluated? 

 

                                                           

7 Deloitte was notified on January 05, 2011 at 1:42 PM that the tokens were available. This report was submitted two days later on January 07, 
2011. As a result, Deloitte was unable to complete its review of the EPA intranet. 
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PART 2: JOB ANALYSIS QUESTIONS 

 What is your role within the organization? 

 What level of knowledge does your job need to have in order to be successful?  Please refer to 
specific product/professional knowledge. 

 What previous experience do you believe is needed to be successful? 

 What qualifications/training does the job holder need to have to undertake this job 
successfully? 

 What are the job holder’s daily, weekly, monthly, and yearly deliverables? 

 What processes are the deliverables of this position dependent on? 

 What other comments would you like to make regarding your job role? 
 
The EPA non-OCR interview questions are listed below:  

 
NON-OCR INTERVIEW QUESIONS 

 What are your expectations for OCR?  

 What do you believe are strengths and successes of OCR?  

 Where do you see shortcomings/deficiencies within OCR? 

 From your perspective what are the priorities for OCR? 

 What do you perceive are the major challenges for change? 

 What other stakeholders should we make sure to meet with, such as informal influencers? 
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3 Overview of the Office of Civil Rights (OCR) 

3.1 Background 

Federal agencies implement The Civil Rights Act of 1964 (i.e., “the Act”), as amended, which prohibits 
discrimination on the basis of race, color, religion, national origin or sex8. Federal agencies commonly 
organize their civil rights functions into three distinct programs, including Equal Employment 
Opportunity (EEO), External Civil Rights, and Affirmative Employment. 

3.2 OCR Overview 

The Office of Civil Rights (OCR) similarly divides the Environmental Protection Agency’s (EPA) civil rights 
responsibilities into three program offices9: External Complaints and Compliance (Title VI); Employment 
Complaints Resolution (Title VII); and Affirmative Employment and Diversity (AED). Each program office 
is headed by an Assistant Director who manages headquarters employees and provides leadership, 
direction, and guidance to carry out the Agency’s equal employment and equal opportunity programs. 
These programs provide policy and technical assistance to EPA’s Headquarters, regional offices, and 
laboratories located throughout the country. OCR’s headquarters office also has a Reasonable 
Accommodations function that serves the needs of both headquarters and field staff. 

The Director of OCR has a direct line reporting relationship to the EPA Administrator and takes 
administrative direction from the Chief of Staff or Deputy Chief of Staff on a day-to-day basis. The 
Director serves as the principal adviser on EPA’s nationwide internal and external Civil Rights programs 
and policies. OCR’s principal role is to uphold the Agency’s commitment to EEO, equity, and diversity in 
the workplace and foster an environment that is free from discrimination, reprisal, and harassment.  

Figure 3-1. OCR’s Primary Responsibilities 

OCR’s Primary Responsibilities 

 External Complaints and Compliance (Title VI) monitors compliance, processes complaints and 
conducts outreach and training related to Federal Title VI statutes and EPA's nondiscrimination 
regulations, 40 C.F.R. § 7.130(b). 

 Affirmative Employment and Diversity (AED) analyzes barriers to employment and 
advancement opportunities for women, minorities, and persons with disabilities and 
implements and reports remediation measures. 

 Employment Complaints Resolution (Title VII) processes discrimination complaints related to 
Federal Title VII statutes and provides guidance for applying the alternative dispute resolution 
mechanism. 

 

 
 
 
 

                                                           

8 Source: http://www.eeoc.gov/laws/statutes/index.cfm 
9 Source: http://www.epa.gov/civilrights/aboutocr.htm 
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External Complaints and Compliance (Title VI) Program 
The mission of EPA’s External Compliance (Title VI) program is to ensure that recipients of EPA financial 
assistance comply with relevant non-discrimination requirements under Federal law.10 The Title VI 
division is staffed by an Assistant Director, six case managers, and one senior case manager, reflecting 
the heavy emphasis on the complaints function. 

The program has three primary functional responsibilities including outreach and training, compliance 
and enforcement, and complaints management. The outreach and training responsibility is administered 
primarily through OCR’s web presence which includes a series of links to laws, regulations, and online 
training. Compliance and enforcement is administered through a pre-award form (form number 4700-4) 
that is attached to all grant applications and included in grant packages issued by the Office of Grants 
and Debarment (OGD) and implemented through OCR’s network of field-based EEO Officers. The Title VI 
case management process is divided into three discreet stages: 1) Jurisdictional Review, 2) Investigation, 
and 3) Final Agency Decision. Each stage concludes in a quality checkpoint with the Assistant Director, 
the Civil Rights and Finance Law Office (CRFLO), or both and always returns to the Case Manager before 
moving to the next stage.  Jurisdictional Review and Investigation stages have set targeted timeframes. 
In the Jurisdictional Review stage, Case Managers have twenty days to prepare and finalize an 
Acceptance Letter. The investigation stage must be completed within one hundred and eighty days 
unless requests for information from the complainant are not provided in a timely manner. 

The Title VI division is staffed by an Assistant Director, six case managers, and one senior case manager, 
reflecting the heavy emphasis on the complaints function. Case managers are assigned approximately 
five cases, while senior case managers are assigned up to seven cases. 

Affirmative Employment and Diversity (AED) Program 
AED is responsible for providing the leadership, direction and advice to managers and supervisors in 
carrying out their equal opportunity and civil rights responsibilities11. AED staff manage and oversee the 
Agency’s Affirmative Employment and Special Emphasis and Diversity Programs. The National Special 
Emphasis and Diversity Program Managers develop internal EEO policies and procedures, develop and 
implement training, and provide oversight and technical assistance to Headquarters program 
management offices, regional offices and laboratories.  

EPA’s Affirmative Employment and Diversity (AED) program implements the following seven National 
special emphasis programs:12 

 Black Employment Program 

 Federal Women’s Program 

 Hispanic Employment Program 

 Asian American/Pacific Islander Employment Program 

 American Indian/Alaska Native Employment Program 

 Diversity Programs for Older Workers and Sexual Orientation 

 Disability Employment Program 

                                                           

10
 Source: http://www.epa.gov/civilrights/extcom.htm 

11
 Source: http://www.epa.gov/civilrights/summ.htm 

12
 Source: http://www.epa.gov/civilrights/summ.htm 
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AED has a staff of nine full-time time employees including an Assistant Director (GS-15), an Affirmative 
Employment Program Manager (GS-14) who serves as the custodian of the workforce data, and six Equal 
Employment Managers (GS-14 and GS-13) who are the lead representatives for their respective 
employment programs which include targeted recruiting. The Assistant Director and Disabilities Equal 
Employment Manager positions were vacant at the time of this report. The majority of Equal 
Employment Managers (EEMs) have previous experience in employment complaints programs or 
counseling, though few have experience or education directly related to their affirmative employment 
program area to assist in developing remediation strategies to address the affirmative employment 
barriers.  

Employment Complaints Resolution (Title VII) Program 

The mission of EPA’s Employment Complaints (Title VII) program is to provide equal employment 
opportunity; eliminate discrimination in employment; and maintain an environment that is free from 
any form of prohibited discrimination.13 Employees can pursue their allegation through either the 
informal or Alternative Dispute Resolution (ADR) mechanism, or file a formal complaint with OCR or 
directly with the Equal Employment Opportunity Commission (EEOC).  

When employees choose to file a formal complaint of discrimination with OCR, the case is processed at 
the Headquarters OCR office by Equal Employment Specialists (EES) directly aligned to the region or 
laboratory of the case’s origination. The formal complaints process moves through three stages 
including: (1) Jurisdictional Review, (2) Investigation, and (3) Final Agency Decision (FAD).  

OCR has a staff of eight EESs reporting to an Assistant Director who reviews outputs along each stage of 
the case management process and moves completed work products to CRFLO for legal sufficiency 
review and, finally, the Director of OCR for approval and signature. Six of the eight EES positions are 
responsible for completing the Jurisdictional Review and Investigation stages while the remaining two 
EES positions are dedicated FAD writers. Two of the EES positions also hold collateral duty for, 
respectively, managing intake of formal cases and coordinating the Alternative Dispute Resolution (ADR) 
mechanism. 

3.3 Organizational Context 

OCR operates in a highly complex organizational environment and must carefully manage its inter- and 
intra-agency relationships in order to successfully deliver its statutory and administrative 
responsibilities. These operating partnerships vary by frequency of interaction and level of authority. 
Effectively managing these relationships is integral to maintaining OCR’s credibility and retaining the 
neutrality of EPA’s civil rights programs.  

By placing the OCR within the Office of the Administrator, EPA is well-positioned to achieve several 
efficiencies, including: 

 Executive Sponsorship – the Administrator is eager to champion OCR’s mission as she is directly 
held accountable for its success. 

 Organizational Alignment – OCR can more easily coordinate EPA’s Civil Rights programs and 
meet the Agency’s changing priorities by ensuring its neutrality and reinforcing the importance 
of civil rights within the context of EPA’s overall mission. 

                                                           

13
 Source: http://www.epa.gov/civilrights/crshome3.htm 
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 Oversight – the Administrator’s Chief of Staff and Deputy Chief of Staff regularly provide 
strategic direction to OCR and continuous feedback to the Administrator. 

 Visibility – OCR’s position in the Office of the Administrator enhances its visibility with program 
and regional leadership. 

As illustrated in Figure 3-2, OCR must regularly interact with two outside oversight bodies, the EEOC and 
the U.S. Department of Justice (DOJ). EEOC and DOJ also provide training and procedural guidance to 
assist civil rights professionals to implement best practice programs and complete reporting 
requirements in a timely and accurate manner. EEOC and DOJ oversight is explained below: 

Equal Employment Opportunity Commission (EEOC) – EEOC requires federal agencies to complete 
Management Directive 715 report (MD-715), which details the status of activities undertaken pursuant 
to its Affirmative Employment program under AED, and activities undertaken pursuant to its affirmative 
employment obligations under the Rehabilitation Act, Section 501. Additionally, agencies are required to 
complete the EEOC Form 462, which provides information on Federal equal employment opportunity 
complaints and ADR activities completed by the Title VII program. 

Department of Justice (DOJ) – DOJ requests federal agencies to regularly report in regards to Executive 
Order 12250, which ensures the consistent and effective implementation of Title VI and other civil rights 
laws that prohibit discriminatory practices in Federal programs and programs receiving Federal financial 
assistance. 

Figure 3-2. Internal and External EPA Civil Rights Reporting Relationships 
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Internally, OCR maintains operating partnerships with several EPA offices, including the Office of Human 
Resources (OHR), CRFLO (within the Office of General Counsel (OGC)), the Office of Grants and 
Debarment (OGD) and its network of field offices at the regions and laboratories; and OCR has an 
emerging relationship with the Office of Diversity, Outreach and Collaboration (ODOC) and strives to 
meet more regularly with Office of Environmental Justice (OEJ). 
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4 Current State Assessment 

Deloitte Consulting (Deloitte) identified a reoccurring set of challenges that have impacted the ability of 
the Office of Civil Rights (OCR) to fulfill its mission:  

 The OCR function has lacked stable leadership. While a new director has been appointed,  
 the organization’s inability to fill subordinate leadership 

positions continues to be problematic. 

 Management practices such as Standard Operating Procedures and operational goals are not 
well defined.  

 OCR and the program offices have not established processes for collaborating to resolve civil 
rights and Equal Employment Opportunity Commission (EEOC) issues  

 OCR staff lack the competencies and skills to get their job done effectively. Information systems 
support is also lacking. 

The following sections discuss the challenges OCR faces. The first addresses organization- wide 
challenges. The other three address the OCR program offices (Title VI, Title VII and Affirmative 
Employment and Diversity (AED)). Within each section, we present our current state findings, 
benchmark practices from other federal agencies, and recommendations to implement corrective 
actions. 

4.1 Organization-wide Challenges 

Historically OCR’s leadership had been relatively stable. 
However in a 16-month period, OCR lost four of its five top 
leaders  

. Below is a summary of OCR Director, Deputy 
Director and Assistant Director tenure: 

Name  Date Started   Date Left 

Director 

    

 

    

      

      

      

                                                           

14 “Summary of OCR Complaint Processing Issues 12-1-10to 1-3-11.doc)”. 01/03/2011, 12:41 p.m. (Page 2-3) 

Key Observations 

 Focus has been on reactive, tactical 
complaint processing with limited effort to 
implement more proactive, preventative trend 
analysis and interventions 

 80% leadership attrition 
 in the last year 

 Staff self report confusion on OCR mission 

 Processes are non-standard and not 
repeatable 

 Incomplete operating procedures and 
handbooks  

 Lack of case management tracking system 

 Internally supplied conflicting information on 
MD-715 and 462 report on Title VII FADs 
timeliness14 

 Backlog in Title VI and VII cases 

 Failure to meet MD-715 deadlines 

 Lack of core competencies such as legal 
analysis  

-

-
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Deputy Director 

      

                 

Assistant Directors 

      

      

           

 

       

As a result of this leadership turnover, OCR has struggled to clarify its organizational vision and articulate 
its value and relevance to internal operating partners and employees, thereby compromising its 
credibility with external stakeholders. As such, the overall Agency has little confidence in OCR’s 
programs ability to achieve its goals and objectives. 

Without strong and consistent leadership and vision, OCR has drifted in focus and struggled to perform 
fundamental tasks. There has been a “seesaw” in emphasis between Title VI and VII programs, 
depending on which had the greatest backlog. Historically, this fire drill mentality has resulted in 
significant financial and reputational consequences for the Agency. For example, a Title VII case in 2000 
led to a $600,000 settlement and resulted in the Notification and Federal Employee Antidiscrimination 
and Retaliation Act of 2002 (No FEAR), drawing attention to EPA’s employment discrimination 
challenges. More recently in 2010, a Title VI infraction led to a settlement and publicized criticism that 
EPA is ineffective in managing its External Civil Rights caseload. At the same time, OCR’s AED program 
has continually failed to meet its MD-715 reporting deadline for several years.  In the 2010 462 report, 
the Title VII program had to report that when the complainant requested an immediate FAD, EPA 
delivered “none on time”, and seven were delivered after an average of 282.43 days had passed.  Where 
the complainant did not elect a hearing or a Final Agency Decision (FAD), the Environmental Protection 
Agency (EPA) issued one on time, and the remaining 13 after an average of 332.38 days had passed.15 

These challenges, coupled with dwindling credibility, have inhibited OCR’s ability to champion a culture 
of inclusion, fairness, and respect, values that are fundamental to its mission. Furthermore, the current 
leadership environment has to address low employee morale, isolated program activities, and 
ineffective or unclear direction or guidance to the field. As a result, several duplicative civil rights 

                                                           

15 MD-715 - Inside EPA, Feb 19, 2010, “Personnel Disputes Roil EPA’s Rights Office, Undermining Equity Agenda”, “Summary 

of OCR Complaint Processing Issues 12-1-10 to 1-3-11.doc)”. 01/03/2011, 12:41 p.m. (Page 2-3). 

- -
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functions have emerged throughout EPA, outside of OCR.16 In this environment, OCR staff struggle to 
perform fundamental tasks and creativity and innovation is stymied. 

Management and Infrastructure 
OCR has not been well-managed. Lack of clear expectations, governance, and processes has created an 
environment where employees are not provided the structure and guidance required for their roles. 
Furthermore, inadequate oversight has led OCR to operate as a silo without influence on the greater 
EPA organization. 

At the time of the study in Fall 2010, OCR lacked a clearly articulated strategy to achieve its 
organizational goals and objectives. Roles and responsibilities lack strategic focus and basic 
understanding of the core set of tasks and, as a result, staff operates without clear guidance and 
managerial direction. Meaningful job descriptions, annual work plans, standard and repeatable 
processes, and performance monitoring and management are limited or altogether absent. While there 
was evidence of individual ad hoc initiatives to develop manuals, job aids, or performance plans, few 
were completed and implemented to sustain consistent performance.  

Moreover, some staff are not given proper guidance on desired competencies and skills development. 
For example, the web-based skills survey indicated that less than half of OCR staff felt that EPA 
programs knowledge was very important to do their job and only 55% of leadership rated legislative 
awareness as critical/very important. Other civil rights organizations have a required competency for 
knowledge of Equal Employment Opportunity (EEO) law, regulations and policies17.  If this EEO and 
program knowledge is not seen as valued, OCR may struggle to connect to the EPA mission and stay 
current on civil rights legislative mandates.   

 
 

Inadequate infrastructure is an additional concern.  OCR lacks documented processes and standard 
operating procedures necessary to sustain performance. Additionally, performance management 
programs and career paths have not been consistently developed and applied resulting in unclear 
performance feedback and career progression. 

Collaboration 
Finally, OCR has a heavy reliance on Office of General Counsel (OGC), Office of Human Resources (OHR) 
and other internal collaboration partners to complete its core tasks yet lacks mechanisms to secure 
necessary resources and support. For OCR to be successful, it needs to be seen as relevant and part of 
the Administrator’s agenda.  

There is concern that OCR may not have the same clout as other management initiatives raised by 
Associate/ Assistant Administrators, particularly with the Director in a non-political position, and 
therefore seen as less of a priority. However, there was equal concern that OCR would be subject to the 
political whims of each administration if the Director became a political appointee. 

When asked about the Director reporting relationship, the nine benchmarking agencies were consistent 
in their recommendation to leverage the mandated direct reporting line to the head of the Agency to be 

                                                           

16
 See Section 3.3, Figure 3-6, for additional background on “Redundant” civil rights functions outside of OCR. 

17 National Institutes of Health Competency Model, Equal Employment Opportunity Specialist GS-260, Occupation Competency 

Model 
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the advocate and voice of civil rights. Each Civil Rights Director indicated they would use the direct 
access to personally voice concern to the head of the Agency if they felt civil rights were not being 
upheld. Therefore, the sanctity of this reporting relationship was emphasized as the part of the OCR 
stewardship during our interviews.  

From 1993 to October 2010, OCR has received 247 Title VI complaints, according to the complaint 
tracking log provided to Deloitte. The tracking file notes the month and year the complaint is received 
and the month and year the complaint is accepted or closed. Only 6%, or 15 out of 247, were moved to 
either accepted or rejected within 1-month period, in alignment to the EPA targeted 20 day timeframe 
for acknowledgement. In fact, half of the complaints have taken one year or more to move to accepted 
or dismissed status18.  

The staff and management interviews indicated a core challenge with Title VI is the complexity of each 

case with complicated investigation plans often requiring health impact modeling as reflected in the 
investigation plan examples provided to Deloitte. The Title VI complaint backlog was directly 
attributable to OCR’s difficulty in securing the time of the resources in the program and regional offices 
that have the required technical and regulatory expertise to execute the highly analytical investigation 
plan.  

As of November 19, 2010 when Deloitte received the complaint log, there was an open case submitted 
in November 1994 with a status of Partial Informally Resolved.  has assisted 
in locating the appropriate expertise and securing support within EPA, but it may be difficult to sustain 
commitment to the complaint resolution process due to competing priorities.  

Similarly, AED and Title VII need to coordinate diversity efforts with OHR to embed into Human 
Resources (HR) programs such as recruiting and promotions. Additionally, the newly formed Office of 
Diversity, Outreach and Collaboration (ODOC) also plays a role in advocating diversity. OCR, OHR and 
ODOC are in the process of aligning missions and plans. 

Benchmark Approaches 

Figure 4-1 compares a summary of Deloitte’s key findings to example benchmark approaches from civil 
rights functions outside of EPA. Model civil rights offices ensure the relevancy to their organizations by 
integrating civil rights into the larger Agency strategy and goals. The majority of civil rights offices 
interviewed during the benchmark study participated in regular meetings as part of the top Agency 
leadership team to discuss civil rights as a mission critical function. This encourages active executive 
participation in addressing barriers and implementing remediation plans as well as supporting complaint 
timely resolution.  

Figure 4-1. Summary Findings and Example Benchmark Approaches 

Summary Findings Benchmark Approaches 

 OCR staff have varying interpretations of the 
mission and vision 

 U.S. Department of State OCR mission, vision, values, 
and goals were designed and ratified by all State 
Department civil rights employees19 

 MD-715 is seen as an administrative task with 
 National Institutes of Health MD-715 is produced 

quarterly at the Institute and Center level and actions and 
progress reported at the Executive level20.  

                                                           

18
  “Final OCR T6 Complaint Listing (10.15.2010).xls” received from Helena Wooden-Aguilar, Friday 11/19/2010 at 3:10 p.m.  

19
 Copy is provided in Appendix A 
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disjointed process of collecting each element  

 OCR does not have a cohesive leadership team 
regularly sharing insights into program and 
regions 

 U.S. Department of Labor Civil Rights Center (CRC) 
Title VI, Title VII, and AED program leads are a cohesive 
team that is able to articulate innovations and tools in all 
program areas, and share staff 

 EPA leadership lacks confidence in OCR 
program offices 

 National Aeronautics and Space Administration 
(NASA) Office of Diversity and Equal Opportunity 
(ODEO) Administrator champions diversity and oversees 
a strategic diversity partnership within NASA that involves 
top leadership across the agency in influencing and 
addressing diversity and inclusion. As a result, the Office 
of Diversity and Equal Opportunity can harness agency 
wide leadership support for initiatives and programs 

 OCR does not have a strategic plan or 
consistent performance tracking 

 NASA ODEO established a policy to incorporate specific 
and measurable diversity and inclusion metrics into SES, 
Managers, and Supervisors performance ratings 

 OCR, OHR, and OGC have not engaged in 
consistent discussion of formalized roles, 
responsibilities, and data sharing requirements 

 U.S. Forest Service OCR, Solicitor’s office, and Human 
Resources collaborated to map processes from informal 
to formal complaints and integrated mapping into action 
plans 

 Work product quality is inconsistent and often 
rejected by partnering offices (e.g. OGC). 

 U.S. Commission on Civil Rights suggests agency 
head offices develop guidelines for mandatory quality 
assurance review procedures that require review at 
various stages of development, and uniformly track 
witness contact to ensure accountability 

Recommendations 

The following recommendations are intended to help address these organization-wide challenges: 

 Develop the model OCR vision and strategy to more proactive, prevention mindset for civil 
rights protection. 

 Emphasize complaint trend analysis and predictive modeling to pinpoint potential problem 
areas for early interventions. 

 Increase the effort and expertise to develop and implement remediation strategies to reduce 
barriers and prevent complaints. 

 Develop External Networked Team to include Title VI, Office of Environmental Justice (EJ), Office 
of Enforcement and Compliance Assessment (OECA), and Office of Research and Development 
(ORD) resources chaired by overall champion to aggressively resolve Title VI backlog, enhance 
compliance reviews and develop proactive guidance for recipients to reduce potential for 
complaints. 

Develop a strategic roadmap to direct a complete overhaul of every OCR program area to align with 
model OCR and institute improvement management system. The roadmap should be coordinated by a 
senior leader, such as the Chief of Staff or Deputy Chief of Staff. By positioning the effort above OCR, it 
can create greater confidence that OCR has the Administrator level access to receive all the necessary 
support and is not trying to make all the improvements by itself. 

                                                                                                                                                                                           

20
 Sample Quarterly NIH MD-715 was not provided to Deloitte. EPA may need to request directly.  
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 The Chief of Staff or Deputy Chief of Staff should formally launch the initiative and serve as an informal 
ombudsman to both OCR employees and the broader community of EPA and external stakeholders.  
This concerted effort will restore the trust and confidence in the Office of Civil Rights as well as indicate 
the significant priority the Administrator has placed on developing a model OCR. The Chief of Staff or 
Deputy Chief of Staff governs the overall initiative – through regular status meetings – and facilitates 
access to Agency executives to build consensus among internal partners (e.g., OHR, OGC) and to ensure 
new OCR work plans are aligned with Agency goals and strategy. The roadmap should overhaul 
management systems, redefine job roles, and realign staff, as illustrated in Figure 4-2 below. 

Figure 4-2. Recommended Management and Resource-Related Improvements 

 

Monitor performance to track progress and course correct. OCR will restore its credibility by improving 
performance (e.g., reduce backlog) and articulating its value and relevancy to EPA’s goals and strategy 
through communications which are targeted to specific audiences and make practical sense in the day-
to-day lives of EPA employees and other relevant stakeholders.  
  

Improve Management Systems  Redefine Job Roles and Realign Staff 

1. Update Responsibility Assignment Matrix, or RACI 
charts, and develop Operating Level Agreements with 
key process partners to clarify roles, responsibilities, and 
interdependencies 

2. Conduct an end-to-end process improvement program to 
update processes, embed quality control measures, and 
define performance measures for all core OCR functions 

3. Formulate templates, checklists, handbooks (for new 
and rotating employees), and other job aids which are 
critical to empowering employees and ensuring 
consistent, repeatable processes 

1. Define the roles and responsibilities, competencies, 
and performance elements for each position 

2. Map current staff to newly defined roles according to  
Knowledge, Skills and Abilities (KSA) and career fit 

3. Conduct skills gap analysis and plans to develop the 
employees 

4. Provide necessary training and development to close 
gaps 

5. Formulate career paths and implement formal 
employee performance coaching 
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Make a few key changes to the organization of its civil rights functions 
Like most federal agencies, EPA has multiple options for organizing the civil rights function and 
optimizing its ability to accomplish its mission. In order to determine the optimal organizational model 
for EPA, the Agency should consider the following organizational goals: 

 Clarity on civil rights function; 

 Dedicated focus on rebuilding and maintaining robust civil rights program; 

 Greater influence on the programs and regions; and 

 Agility to tap into ad hoc expertise to resolve complex Title VI complaints. 

With these goals in mind, we recommend implementing a new OCR organizational structure as depicted 
in Figure 4-3. 

Figure 4-3. Recommended OCR Organizational Structure 

 

The diagram illustrates two “networked” teams. A networked team brings together people from 
different areas within EPA to work as a project team in accomplishing a set of specific goals but does not 
alter formal reporting relationships. The networked teams should have a Champion or Chair to lead and 
sponsor the effort.   These teams should supplement, rather than supplant, the OCR organization. One 
focuses on internal diversity and inclusion and the other focuses on external community civil rights. Each 
network has a Champion to drive participation and address issues as they arise with his/her 
Associate/Assistant Administrator peer level. 

In addition, Deloitte proposes a champion program to provide integration and coordination across 
collaboration partners for single point of accountability. The ODOC Associate Assistant Administrator 
can serve as the Diversity Champion. The Diversity Champion is goaled with action plans to address 
diversity barriers as identified in MD-715 and other internal EEO analyses. The Diversity Champion  
sponsors collaboration between OHR, ARA EEO, Affinity groups, Title VII and AED in developing 
remediation plans to address barriers. If team members are not fulfilling their role, the Diversity 
Champion can address with the respective Associate/Assistant Administrators for agreement on priority 
and time commitment.  For example, MD-715 might indicate low advancement rates of Hispanic 
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engineers in region X. The Diversity Champion charters a diversity team of Region Lead, AED, Region X 
EEO, Region X SEPM, Hispanic Affinity group and OHR to identify underlying root cause and offer 
suggestions to address. The Diversity Champion holds Region X accountable for finalizing and executing 
the action plan, which gets monitored at senior management meetings. This championship model 
provides shared accountability for barrier analysis and remediation plans at the leadership level with an 
executive sponsor yet still provides the OCR Director with direct line escalation access to the 
Administrator if issues are too politically sensitive or not getting the adequate attention.  

Similarly, Title VI would become part of External Civil Rights Networked Team under Environmental 
Justice (EJ) Champion linked with Office of Enforcement and Compliance Assurance (OECA), Office of 
Research and Development (ORD), Civil Rights and Finance Law Office (CRFLO), and Office of Grants and 
Debarment (OGD). By selecting the Champion from Office of Environmental Justice (OEJ), the External 
Team will align under the overall EJ mission of “fair treatment and meaningful involvement of all people 
regardless of race, color, national origin, or income with respect to the development, implementation, 
and enforcement of environmental laws, regulations and policies.”21 The EJ Champion would review 
with the OCR Director the Title VI complaint backlog to proactively work with the programs to resolve 
the complaints as well as take preventative measures based on case trend analysis (i.e., 55 percent of 
complaints related to public participation). This External Civil Right Networked Team works with DOJ in 
defining the framework for complaint investigations and compliance guidance.  

For example, ORD coordinates the development of scientific analyses and overall benchmarking data 
such as average number of superfund sites within different minority neighborhoods as part of the 
disparate impact analysis. When a complaint comes in, Title VI is able to leverage ORD’s 
benchmark/control group analytics for its investigation plan. OECA supplies the environmental program 
requirements for public participation, enforcement and permitting which Title VI layers on the civil 
rights requirements. Title VI provides the civil rights criteria and threshold while OECA determines the 
regulatory requirements under each program (i.e. public participation steps for Clean Air) with DOJ 
validating the overall approach. These guidelines can then be integrated into the grants management 
process, bolstering the current 4700 self assessment during the application phase as well as program 
evaluation which also considers civil rights requirements.  

By allocating the Title VI work elements to the appropriate EPA organizations, this mitigates the current 
challenge of Title VI having the full spectrum of possible skills required to process highly complex 
complaints. Title VI supplies the civil rights expertise working with OECA/EJ to supply the environmental 
regulatory and analysis expertise. With a single EJ Champion, the different parts of the organization 
receive regular monitoring to ensure the cases are prioritized appropriately.  

The Champion program addresses the concern that the non-political OCR Director is not on equal 
ground with the Associate/Assistant Administrators. With two champions supporting the main mission 
of external and internal compliance, they are able to support the Director in peer executive meetings. 
However, the OCR Director’s direct access to the Administrator is maintained since the formal reporting 
relationship is preserved and the benefit of confidential sensitive discussions can take place. It is highly 
recommended that supporting linked performance goals and Standard Operating Procedures (SOPs) are 
developed to reflect the specialized teams in order to institutionalize these informal structures and 

                                                           

21 http://www.epa.gov/environmentaljustice/basics/index.html 
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provide sustainability into future administrations subject to shifts in political appointee focus and 
preferences. 

In this concept, the current Office of Civil Rights structure of the three program areas remains intact for 
dedicated focus on civil rights. However Title VII adds Headquarter (HQ) focused EEO Officer to handle 
HQ intake and complaint resolution and administer EEO programs. Over 32% of overall Title VII 
complaints are from Headquarters, warranting dedicated resource to proactive address and monitor 
EEO issues.  

Further, the proposed model facilitates better coordination with the field.  ARA EEO Officers have a 
dotted line relationship with the OCR Director yet remain solid line to the region to maintain position on 
regional management team. However OCR Director should be involved in selection, certifying, input and 
feedback on performance goals, and promotion consideration for ARA EEOs. Similarly, EEOs should 
provide input for Special Emphasis Program Managers (SEPM) within their region, often 20% collateral 
duties assignment. This structural matrix addresses the need to be embedded in the mission but yet 
provides venue for escalation and objective oversight.  

Alternative changes to organization of its civil rights functions 
The OECA Assistant Administrator (AA) can also be considered for the External Team Chair.  As OECA’s 
mission to “aggressively goes after pollution problems that make a difference in communities through 
vigorous civil and criminal enforcement…advance environmental justice by protecting vulnerable 
communities 22”, it will bring the enforcement prowess and expertise to adjudicate Title VI cases. OECA, 
through its main website, has also stated it is “resetting our relationship with states” which is a practice 
Department of Labor, Fair Housing Equal Opportunity and Federal Highways Transit Authority 
emphasized in their benchmark interviews.   The advantage Deloitte sees with the OEJ Champion is the 
momentum from the White House in naming EPA as overall EJ Lead.  However, given that OEJ sits within 
OECA, either the EJ lead or OCEA AA will bring the enforcement and environmental justice perspective 
as chair.  
 
EPA can also consider moving Title VI function to OECA as part of overall enforcement. The advantage is 
the organizational legal competence required to assess cases and the outreach to the states and EPA 
programs. The disadvantage is the core knowledge and singular focus of civil rights law and regulations 
resident in OCR. Civil rights offices in other agencies expressed concerns about diluted access to 
resources, leadership attention if they were integrated into larger offices. This would be of concern as 
EPA embarks on transforming OCR into a model civil rights office.  
 
Another option for Title VI is to fold the function into OGD as part of grants management. U.S. 
Department of the Interior’s (DOI) Fish and Wildlife Services (FWS) administers Title VI within its grants 
management. However, FWS Title VI complaints tend to be related mostly to reasonable 
accommodations, which is much less complex than EPA’s Title VI complaint portfolio.  
 
 
 
 

                                                           

22 http://www.epa.gov/about epa/oeca.html 
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4.2 Title VI Program Management 

Current State Findings 

Administering the Title VI program for environmental 
regulation is highly complex and may require conducting 
technical analyses such as causal connection between 
these facially neutral procedures or practices, if there a 
disproportionate impact on the protected group and 
modeling for adverse health claims.  This often requires 
Title VI to request support across EPA’s scientific 
program offices, and OECA. 

Due to this complexity, the Title VI program has 
struggled to develop a consistent framework to analyze 
complaints, resulting in a lengthy and time-consuming 
effort to evaluate the complaints and once accepted, to 
adequately investigate the cases.  Only 6%, or 15 out of 
247, were compliant with EPA targeted 20-day 
timeframe for acknowledgement. In fact, half of the 
complaints have taken one year or more to move to accepted or dismissed status. One case was 
accepted after nine years and a second case was accepted only after ten years. 

Feedback from Title VI employees indicated that major delays result primarily from the complexity of 
determining whether cases fall within jurisdiction because there is little or no legal precedence for 
comparison. Investigations are further challenged by a lack of scientific methods to conduct needed 
analyses.  has assisted in locating the appropriate expertise and securing 
support but the overall complaint process is too often subject to competing priorities; mission related 
staff are in high-demand for mission related tasks. 

The Title VI program office has taken steps, however, to improve its programmatic success by: 

 Relocating the Title VI team to the main OCR office to increase contact with Headquarters Civil 
Rights, program and Agency executive offices; 

 Developing draft Standard Operating Procedures (SOPs) for the investigative process and the 
compliance process; and 

 Supporting training for environmental law proficiency of staff in the Title VI function. 

Repeatable Complaints Process 
Because each Title VI complaint often must be analyzed with the environmental science in addition to 
the civil rights regulations, EPA has not been able to develop a repeatable complaint resolution process 
and framework. As a result, OCR lacks finalized operational documents to govern the program’s internal 
functions, or to communicate meaningful guidance to external stakeholders. Existing standard operating 
procedures, templates, and job aids are in draft format. Title VI also lacks meaningful compliance 
guidance for grant applicants. Title VI office has developed draft investigative report templates and 
outlines, as well as draft investigative procedures. When Deloitte inquired in November 2010 if Title VI 
complaints portfolio analysis had ever been done, the response was Title VI has not tried to group the 
complaints. The grouping of potentially related complaints can help determine if the scientific analysis 

Key Observations 

  50% of Title VI cases took over 1 year to be 
accepted, versus EPA target 20 day turnaround 

 55 percent of the Title VI cases coming in to EPA’s 
OCR are related to permitting, enforcement and 
public participation/involvement 

 No tracking system to monitor investigations and 
complaints and lengthy case management 
timelines. 

 EPA does not provide Title VI compliance 
guidance to recipients. 

 OCR only conducts outreach and training for Title 
VI through web-based programs. 

 Much needed expertise in program and regional 
offices has no incentive for prioritizing Title VI work 
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could address a series of like complaints as well as trigger broader Environmental Justice inquiry due to 
the emerging patterns.   

OCR Title VI is just beginning to develop a network of environmental analysis technical expertise to bring 
together the right skill sets to investigate complaints. However, these resources are often overloaded 
with their own workload and may not be able to prioritize the complaint resolution in the timely manner 
required by OCR. The prolonged history of backlog has reinforced a persistent internal perception that 
EPA intentionally avoids making decisions in its Title VI program amongst OCR staff that further confirms 
unawareness on overall priority and urgency in Title VI function. 

Staff Skills and Competencies 
As mentioned in the Approach section, Deloitte administered a web-based job analysis. Responses 
indicate Title VI employees lack clarity regarding the technical skillset they require for their role. A high 
variability of answers points to a significant lack of common job role understanding. Furthermore, 
program staff’s competencies are inconsistent and/or misaligned with the highly technical nature of 
complex Title VI complaints investigations.  

The staff competencies required for EPA’s Title VI program are unique to EPA in comparison to other 
Title VI programs due to the highly technical environmental law and policy requirements which are 
layered on traditional civil rights case law skills. Currently, Title VI staff competencies are largely process-
based and many staff do not have the expected environmental policy or law background expected of 
their role, particularly necessary in completing the investigation plan as indicated in the template 
provided. Only 42% of the overall staff indicated knowledge of EPA programs to be important 
(breakdown by program office not available). For Title VI, each complaint must adhere to both civil 
rights requirements as well as each regulatory act (e.g. Clean Air).  

Process Impediments 
The highly technical nature of Title VI complaints requires investigative support from subject matter 
experts in EPA’s programs and regions. Although the Title VI Program has started to build a supportive 
network of technical expertise for environmental analysis, the program and regions have little incentive 
to prioritize OCR support above their increasing workload. Deloitte identified only one example of 
successful deployment of intra-agency expertise. This example occurred in 1998 during an investigation 
of a Title VI case against Select Steel. This investigation concluded in a ‘no finding’ decision. 

Deloitte noted that Final Agency Decisions (FADs) for Title VI has required EPA executives, including 
Chief of Staff and General Counsel, to meet on a regular basis for review and approval. While a lack of 
management systems and required expertise are partially the cause for the program’s backlog, the 
necessity to mobilize an executive decision making committee including membership from the General 
Counsel and Chief of Staff may become a standard process.  was successful in 
mobilizing this executive body for several months and concluded fifteen cases from the extensive 
backlog this year. 

The higher caseload volume and equally poor work quality from the Title VII program draws resources 
and attention from Title VI needs, further challenging its opportunities to devise and implement 
strategies to improve operational performance.  

 
The Title VI collaboration has been augmented by a Special Assistant for Title VI who 

reports directly to the Administrator; however, the role is a temporary detail leaving a void of 
mentorship, reputational credibility, and access to Agency leaders once the term expires.  

Compliance Review and Recipient Guidance 
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The only compliance review identified during the study is by the field-based EEO Officers in collecting 
and signing EPA’s 4700-4 mandatory external civil rights compliance form required of all grant 
recipients. The 4700-4 is a self-assessment web-based form the grant applicants complete. Title VI staff 
expressed concern in the current practice of requesting their signature on the form without any 
interaction with the recipient and opportunity to verify the data supplied in the 4700-4. Deloitte was not 
able to find a management control system that flagged current plaintiffs charged with a Title VI 
compliant violation if they were to apply for additional grants. Federal Highway Administration has a 
similarly complex Title VI program with economic, environmental impact and adverse impact 
assessments. They have been able to develop an extensive recipient handbook that identifies potential 
issues and recommends actionable and measurable mitigation strategies to prevent complaints. EPA is 
not currently in a position to develop and communicate similar guidance to applicants and recipients.  

Benchmark Approaches 

Figure 4-4 compares the Deloitte’s summary findings for the Title VI program to example benchmarked 
approaches from other U.S. government organizations. 

Figure 4-4. Summary Findings and Example Benchmark Approaches 

 

Summary Findings Benchmark Approaches 

 EPA does not drive recipients to be Title VI 
compliant 

 EPA underutilizes field staff for pre-award 
and post-award compliance and there is no 
indication that the Office of Grants and 
Debarment (OGD) is integrated into the 
compliance process 

 Federal Highway Administration (FHWA) Title VI program 
has placed responsibility on the State Transportation 
Authority to develop proactive Title VI programs, conduct 
annual reviews, develop procedures for collecting statistical 
data, and annual reviews of special emphasis programming.  

 U.S. Department of Housing and Urban Development 
(HUD) processes over 10,000 external civil rights complaint 
cases annually. The regions handle the majority of cases 
and there is heavy reliance on external partners.  

 EPA has not finalized its operating tools and 
templates 

 US Commission on Civil Rights suggests federal 
agencies should develop management plans that include 
clear procedures, and classification system regarding case 
priority.  

 EPA has not conducted statistical analysis of 
higher incidence cases, committed to 
developing investigative procedures, or 
implemented preventive measures 

 HUD’s Fair Housing and Equal Opportunity (FHEO) 
conducts a risk analysis using random sampling based on 
factors considered high risk to select entities for compliance 
review.  

 EPA has difficulty meeting timelines for 
complex cases with little or no legal 
precedence 

 U.S. Department of Labor The majority of OCR senior 
leadership staff had extensive experience (10 years or 
more) in civil rights functions, human resources/personnel 
management, or in an agency’s Solicitor’s General office 
providing expertise and leadership needed for complex 
cases.  

 Leadership requires further training in 
project management and effective staff 
supervision 

 National Institute of Health (NIH) Office of Equal 
Opportunity and Diversity Management (OEODM) requires 
Title VII staff to be trained in legal writing and legal analysis. 
EPA Title VI leadership could have a similar requirement. 

Summary Findings Benchmark Approaches 

 Staff competencies are inconsistent and/or  NIH OEODM has a detailed competency model outlines 
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Recommendations 

As discussed in Section 4.1, the development of an improvement roadmap will address defining Title VI 
core functions and related staff development plans and corresponding SOPs and tools. Below are 
additional Title VI recommendations, based on the findings.  
 
Define a framework to delineate the cross functional teams needed to respond. Building on the 
recommendation stated in the “Management” section of the report, Title VI should prioritize its 
management documentation according to highest priority or highest volume cases. Specifically, 
approximately 55 percent of cases originate from permitting, enforcement, and public participation, 
therefore, Title VI should concentrate its resources on developing standard, repeatable processes to 
address these types of cases. Title VI should work closely with DOJ to finalize processes and procedures. 
Additional stakeholders who should be consulted in developing SOPs including Civil Rights and Finance 
Law Office (CRFLO), Headquarters (HQ) and field-level OGD staff, subject matter experts from program 
areas, and the regional employees who maintain relationships with grantees. Coordinating stakeholders 
is needed to ensure uniformity across regional enforcement offices, particularly for high incidence 
complaints such as permits, enforcement, and public participation. 

misaligned with the highly technical nature of 
complex Title VI complaints investigations 

skills required for Title VII work, and provides customized 
training curriculum for each employee. The competency 
model also serves as a basis for conversations regarding 
performance. 

 There is a lack of focus on long-term strategic 
resources that integrate ADR and trend 
analysis to proactively work with repeat 
offenders 

 HUD FHEO is upgrading its IT system, TEAPOTs, to 
perform predictive modeling to identify potential non-
compliance, based on extensive available case data. 
Currently, the system is a real time web-accessible 
automated system used in the investigation and tracking 
of complaints and compliance reviews.  

 OCR only conducts outreach and training for 
Title VI through web-based programs 

 U.S. Department of Labor Civil Rights Center (CRC) 
Annual National Equal Opportunity Training Symposium 
educates recipients of Federal financial assistance about 
their nondiscrimination and equal opportunity 
responsibilities.  

 Federal Highway Administration (FHWA) OCR 
program specialists, civil rights specialists, and 
contracted investigators are provided with a Title VI desk 
reference book. Title VI funding recipients receive a 
handbook to assess their implementation, compliance, 
and enforcement efforts. 

 Much needed expertise in program and regional 
offices has no incentive for prioritizing Title VI 
work 

 HUD FHEO regional offices handle the majority of cases, 
and there is heavy reliance on external partners. Title VI 
intake, jurisdictional review, investigations, and decisions 
are all done at regional level.  

 Concluding  Final Agency Decision (FADs) 
requires General Counsel and Chief of Staff 
input 

 Department of Energy OCR, General Counsel, and 
Human Resources have joint monthly meetings. The 
Office of General Counsel gets involved with cases 
during very early stages, but is not involved in FAD or 
managerial processes. 

 Strain from Title VII and AED issues reduces 
resources and attention from addressing Title 
VI challenges 

 HUD FHEO separates its external civil rights function 
from its internal civil rights function because the functions 
do not interact with one another, and have uniquely 
different relationships internally and externally.  
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Clearly define guidance documents for funding grant recipients and establish formal Title VI 
compliance processes and procedures. Model agencies can seamlessly integrate a compliance program 
to help support and hold recipients accountable while also strategically addressing the use of federal 
funds. 

Implement a formal information management system to track, analyze, and forecast important Title 
VI data. The system should be capable of prioritizing compliance data and complaints cases, escalate 
high risk issues, and analyze data as required to prevent and proactively address unnecessary exposure. 
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4.3 Affirmative Employment and Diversity (AED) 

Current State Findings 

OCR’s AED program does not perform to the 
expectations of its mandated role, including the annual 
submission of the MD-715. Annual work plans include 
sections for structure goals, activities and persons 
responsible, timelines aligned to quarters, goals for 
recruitment, career development, and advancement of 
the employee groups. The document review indicated 
that content varied in breadth and depth. Interviews 
with program staff, EPA employees, and work plans 
revealed that AED primarily hosts special observance 
events – one event for each program area (e.g. Black 
History Month, etc.) – and compiles data required for 
the annual MD-715 report.23 However, AED staff rely on 
contractors for barrier and trend analysis of 
underrepresented workforce populations with untimely 
data. The MD-715 report was not completed between 
2006 and 2008. It is our understanding the 2010 MD-
715 was submitted on time January 31, 2011. 

AED historically has requested narrative  information  
for MD-715 from Program Management Officers (PMO), 
Human Resource Officers (HRO)s, and Equal 
Employment Opportunity (EEO) Officers with 
insufficient clarity (i.e., templates or examples of requested materials), resulting in incomplete and/or 
untimely submissions24.  

 

                                                           

23
 Agencies are required to submit the MD-715 report annually by January 31. 

24
 Based on interviews with PMOs and HROs requesting templates to ensure they are providing the correct type of narrative, 

ideally related to barriers identified. 

 

 

 

 

 

 

Key Observations 

 AED has difficulty accessing data from multiple 
sources for the MD-715. 

 Tendency to complete responsibilities (e.g., MD-
715) as last minute exercises 

 MD-715 contractor analysis capabilities are 
underutilized and serve as a redundant function to 
AED staff. Data accuracy is frequently questioned. 

 Redundancy in guidance and inconsistent direction 
provided to SEPMs.Content and timing of guidance 
to SEPMs not coordinated with EEO offices 

 AED staff tend to have higher grade levels without 
unique KSAs or competencies typically required to 
justify high non-supervisory grade level. 

 EPA staff lacks focus on staff training and customer 
service. 

 Minimal collaboration with the Title VII program and 
little engagement with other EPA functions. 

 No formal meetings, reporting relationships or 
operational guidelines to ensure consistency, 
strategic messaging, and resource allocation. 

 Redundant OCR functions have developed outside 
the purview of OCR. 
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Figure 4-5 depicts the workflow for compiling MD-715 data, including regional participation. 

Figure 4-5. AED Interactions  

 

Note the barrier analysis is not shared by AED with the regions yet they are asked to submit narrative for 
the annual report.  

 
 

 

Additionally, OHR and ODOC question the accuracy and validity of the numbers and analysis leading 
ODOC to begin developing its own dashboard tracking diversity workforce demographics based on the 
same HR database used by OCR for the MD-715 demographic analyses.  

Alternatively, it appears the majority of AED’s interactions involve coordinating national observance 
events (e.g. Women’s History Month) with the Headquarters PMOs and the collateral duty Special 
Emphasis Program Managers (SEPM) located in the Headquarters, regions, and laboratories. The 
affirmative employment work plans vary in structure although generally include sections for goals, 
activities and persons responsible, and timelines aligned to quarters. The content also varied in breadth 
and depth, though generally included goals for recruitment, career development, and advancement of 
the employee groups to be conducted in concert with the SEPMs, EEO and OHR. 

Collateral duty SEPMs located in the regions and EPA laboratories report to EEO Officers and receive 
direction from AED Headquarters. AED provides inconsistent centralized guidance and direction to EEO 
Officers as well as SEPMs. Furthermore, EEO Officers interviewed indicated that they are providing 
separate guidance and direction to SEPMs. SEPMs are tasked to spend 20 percent to AED functions; 
however, interviews indicated that SEPMs workload is disproportionate.  
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Staff Skills and Competencies 
 

 AED has a staff of nine full-
time time employees including a Director (GS-15), an Affirmative Employment Program Manager (GS-14) 
who serves as the custodian of the workforce data, and six Equal Employment Managers (GS-14 and GS-
13) who are the lead representatives for their respective employment programs. AED has seven GS-14’s 
and above, Title VI and Title VII each have only two GS-14’s and above in their similarly sized offices. The 
Assistant Director and Disabilities Equal Employment Manager positions were vacant at the time of this 
report was completed.  

 
 AED staff are not conducting analysis nor embedding results into on-going communications 

with program and regional managers and executives. Furthermore, there is no indication that barriers 
and trends or Equal Employment Opportunity Commission (EEOC) recommendations are proactively 
being identified and/or remedied.  

As with other OCR program areas, there is a general lack of focus on defining a training curriculum and 
developing staff competencies.  

 

Collaboration Partners 
Deloitte’s assessment indicates that AED does not actively collaborate with other functions in OCR, and 
minimally partners with other EPA functions, including three program areas outside that support AED’s 
mandate: Minority Academic Institutions (MAI) Program; White House Initiatives (WHI); and the Office 
of Diversity, Outreach, and Collaboration (ODOC). Several redundant functions now operate outside of 
OCR, as illustrated in Figure 4-6. Currently, no formal meetings, reporting relationships, and/or 
operational guidelines exist to ensure consistent and strategic messaging and resource allocation across 
these similar, yet separate functions. 
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Figure 4-6. Example Redundant OCR Functions Across EPA 

Location OCR Function Finding Redundancy 

Office of Human 
Resources (OHR) 

Targeted 
Recruitment 

 AED is responsible for designing and coordinating 
targeted recruitment plans25. 

 Lack of coordination and outreach from AED has 
led to OHR designing and implementing their own 
targeted recruitment plans. 

 OHR duplicates AED’s 
responsibility for targeted 
recruitment 

Office of Small 
Business Programs 
(OSBP) 

Minority Academic 
Institutions 

 AED is responsible for coordinating outreach and 
targeted recruitment, and cultivating mission-
related relationships with Minority Academic 
Institution26 

  
 

 OSBP coordinates Minority 
Academic Institutions 

Office of Diversity, 
Outreach and 
Collaboration 
(ODOC) 

Diversity and Related 
Workforce Analysis 

 AED is responsible for continually measuring and 
reporting disparities amongst protected classes of 
EPA’s workforce 

 , ineffective use of contracting, 
and limited or no outreach to programs, regions, or 
EPA executives has left a void 

 ODOC conducts workforce analysis demographics 
(i.e., AED’s barrier analysis) to be included in a  
executive dashboard for on-going diversity 
performance reporting 

 ODOC duplicates AED’s 
core responsibility for 
statistical analysis and 
reporting 

Benchmark Approaches 

Figure 4-7 compares the Deloitte’s summary findings for the AED program to example benchmark 
approaches from other U.S. government organizations. 
 

Figure 4-7. Summary Findings and Example Benchmark Approaches 

Summary Findings Benchmark Approaches 

 AED has outsourced its primary focus, MD-715, 
of which the data accuracy is frequently 
questioned 

 AED has difficulty accessing data from multiple 
sources for the MD-715 

 Tendency to complete responsibilities (e.g., MD-
715) as last minute exercises 

 NIH OEODM uses quarterly briefings to Executive 
Offices, Institutes, and Centers to ensure accuracy of 
data and analysis needed for the MD-715 and staff 
accountability. 

 OEODM has direct access to HR databases for MD-715 
that can drill down to 27 Institutes and Centers. 

 Redundancy in guidance and inconsistent 
direction provided to SEPMs 

 Content and timing of guidance to SEPMs not 
coordinated with EEO offices 

 AED uses a contractor to conduct periodic 
barrier analysis workshops for SEPMs 

 AED work plans varied in content and structure 

 National Nuclear Security Administration SEPMs are 
issued a comprehensive guide which includes the 
background and history of the federal program, SEPM 
roles and responsibilities, activity guidelines and detailed 
descriptions, guidance on purchasing requisitions, and an 
annual report of activities. 

 

 

                                                           

25 Based on AED position description and sample workplans 
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Summary Findings Benchmark Approaches 

 AED has a disproportionately higher grade 
levels yet does not require nor sponsor 
development plans for specialized knowledge, 
skills, abilities   

 NIH OEODM has a detailed competency model which 
they use to assess Title VII skills and provide customized 
training curriculum for each employee. The competency 
model also serves as a basis for conversations regarding 
performance  

  
 

 NIH OEODM staff training is available online. Staff can 
also request training outside of the agency if they can 
justify that it adds value to their core work and fits within 
the budget. Title VII staff is provided with online aids such 
as Cyberfeds, ELI training, and the EEOC Institute. 

 EPA OCR staff lacks focus on staff training and 
customer service 

 U.S. Department of State OCR FY11 Strategic Plan 
requests customer service training for staff in addition to a 
dedicated customer service staff role.  

 Minimal collaboration with the Title VII program 
and little engagement with other EPA functions 

 U.S. Department of Labor CRC Title VI, Title VII, and 
AED program leads are a cohesive team that is able to 
articulate innovations and tools in all program areas, and 
share staff. 

 No formal meetings, reporting relationships or 
operational guidelines to ensure consistency, 
strategic messaging, and resource allocation 

 National Nuclear Security Administration’s (NNSA) 
EEO and Diversity Program Manager issued a 
comprehensive Special Emphasis Program Manager’s 
guide. The guide includes background, roles and 
responsibilities of OCR and SEPMs, activity guidelines 
and descriptions, logistics guidance, sample materials, 
and annual report of activities. 

 Redundant functions exist outside the purview 
of OCR 

 NIH OEODM Director restructured the office to ensure 
that field officers report directly to the director, creating a 
centralized strategy and eliminating duplicate efforts.  

Recommendations 

As mentioned in Section 4.1, the improvement roadmap will address defining AED core functions and 
related staff development plans and corresponding SOPs and tools. Below are additional AED 
recommendations, based on the findings.  
 

Emphasize AED’s primary role in alleviating barriers and implementing remediation strategies and use 
the MD-715 as the focal point to guide all communications with stakeholders across the Agency, and 
with executives on a quarterly basis. AED is the public face of EPA’s civil rights programs and should 
lead the development of outreach and training materials which further the cause of fairness, respect, 
and inclusion in the workplace.  

Tactically, AED needs to develop a standard template for work plans which outlines its program of 
activities and links activities to their impact on identifying and reducing barriers. For example, AED 
should coordinate with EPA’s various Affinity groups to understand their workplace challenges and 
research these challenges by reviewing data from Human Resource (HR) records (i.e., the number of 
employees promoted, trained, rewarded, etc.) from the Federal and EPA implemented Affirmative 
Employment programs. 

AED should use this analysis as the basis for advising Affinity groups interested in hosting National 
Observance events to ensure the events focus on challenges for the employee population. National 
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Observance events should not be part of AED’s program of activities; they should only communicate 
relevant barriers and recommend speakers, activities or other targeted measures to be included in 
events as a further means for addressing barriers.  

AED should use SEPMs to implement barrier remediation strategies – such as training events, brownbag 
diversity discussion, town hall meetings, panels, workshops on barrier-related issues – and, as a means 
to collect additional qualitative data on workplace issues, validate the quantitative data AED uses in its 
annual MD-715 representation to EEOC. Additionally, Title VII complaints analysis should be included in 
the barrier analysis as well as assessing the preventative programs such as conflict management training 
and its subsequent impact on complaints for remediation consideration. 

Hire, train, or realign staff that possesses a balance of barrier analysis expertise and experience with a 
strong passion for civil rights and diversity. Successful AED staff have a command of barrier analysis – 
both statistical analysis and remediation strategies – and have strong interpersonal skills capable of 
building persuasive arguments for fairness, respect, and inclusion with both the executive staff and line 
employees. AED should implement a formal curriculum to ensure all staff have a common 
understanding for key functions (i.e., barrier analysis, presentation skills, and executive 
communications) and phase out reliance on contractor support for core statistical analysis 
responsibilities. 

Coordinate programming, guidance, and direction through its network of EEO Officers. AED should not 
circumvent field-based EEO Officers by providing input and direction to regional SEPMs, but rather 
leverage the existing network of EEO Officers as the focal point for all AED programming. EEO Officers 
translate the guidance and direction into specific measures unique to their local context and strengthen 
relationships with their network of SEPMs while reporting progress against barriers to AED for inclusion 
in the annual MD-715 report. Furthermore, a headquarters EEO Officer role should be established to 
coordinate AED functions across the employment programs. The Headquarters EEO Officer would act as 
the single point of contact for all AED programming, including the data collection and analysis for the 
annual MD-715 report, and eliminate the current tendency of AED staff to concentrate 
disproportionately on headquarters needs. 
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4.4 Title VII Program Management 

Current State Findings 

Analysis of interview records and Title VII program 
documentation pointed to a program lacking consistent, 
repeatable processes  

 
 

 
 

 
 

  

 
 

and a resulting perception that the Title VII 
program’s neutrality is at risk. CRFLO is involved in every 
stage of case processing which is the highest observed 
interaction between the CRFLO and OCR in comparison to 
benchmark agencies. EPA’s law office currently provides a 
high level of editing, notations, and rejections of Title VII 
staff findings. While much of this is explained by a lack of 
competence and ineffective quality controls within the 
Title VII program itself, there remains a need to delineate 
roles and responsibilities between CRFLO and OCR to 
clarify who holds the ultimate decision making authority 
and avoid external scrutiny of the grey area between 
providing legal advice and performing responsibilities on behalf of OCR. 

The Title VII program focuses almost exclusively on meeting the one hundred and eighty day timeline for 
completing Final Agency Decisions (FADs). EEONet, the database used to track overdue cases, is being 
reviewed by OCR for the quality and accuracy of EEONet data and reports. Therefore the specific 

quantity and days past due of FADs are not reliable statistics.  On 
January 3, 2011, Title VII management provided past due FADs 
data for this report, as a substitute for the EEONet figures.  

 One possible explanation for the delays is the minimal attention 
to quality when investigating cases, or more specifically, 
managing the work of contract EEO investigators.  

The Investigative Reports (IRs) which conclude this stage of the 
process are routinely insufficient both in terms of legal research 
and analysis, questioning the complainant and other persons 
involved, and lack comprehensible, logical writing. The result is a 

heavier burden on FAD writers to address the routine shortcomings or rely on the Special Assistant and 
OCR leadership to provide support. Deloitte’s assessment identified several shortcomings, including: 

 IRs contain references to outdated anti-discrimination policies; 

Key Observations 

 Title VII guidelines do not include templates, 
supporting quick reference guides, or other job 
aids integral for implementing standard, 
repeatable processes. 

 A formal performance measurement, reporting, 
and evaluation framework has not been 
institutionalized in the Title VII program. 

 Performance monitoring systems for tracking 
settlement costs, types, and case durations are 
limited, inconsistent, and include errors and 
omissions. 

 Staff have inconsistent skills and competencies, 
and lack formalized resources and managerial 
support. 

 No established formal training curriculum and 
limited emphasis on performance coaching and 
staff development. 

  
 

 
 

 Title VII’s heavy reliance on CRFLO threatens 
the program’s neutrality and delays processing. 

 Significant delays and quality control issues 
experienced in completion of several mandated 
reports. 

Example: 462 Reports in 2010 Show 
Delays 

 On December 13, 2010, when the 462 
Report was submitted, 15 FADs were over 
200 days overdue, 21 FADs were over 100 
days overdue. 

 As of the same date, one case was 630 
days overdue and seven others with 
deadlines in December and January were 
not yet assigned. 

Source: Title VII Special Assistant 
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 Critical investigative records are absent, incomplete, or illegible; 

 IRs lack reference to the Agency policy/guidelines involved in the complaint; 

 Complete lack of comparative data, for example, by race, EEO activity, and disability; and 

 Record of other instances where employees other than the complainant were denied/approved 
opportunities (e.g., training) and when such occurrences took place. 

 
 

 
 

 

 has led to continuous intervention from OCR leadership and a process that 
embeds CRFLO into reviewing outputs at the conclusion of each stage of the investigative process. While 
CRFLO is independent from the Employment Law Division which represents EPA management, there are 
still perceptual risks when Office of General Counsel (OGC) is involved at such a granular level. 

Performance Management and Guidance 
 EPA adheres to EEOC’s “Management Directive 110: Federal Sector Complaint Processing Manual” and 
29 C.F.R. Part 1614 as the standard operating procedures for implementing its formal complaints 
function and has adapted its own “EEO Investigator Guidelines”. However, the guidelines do not include 
templates, supporting quick reference guides or other job aids integral for implementing standard, 
repeatable processes. As a remedial step, OCR appointed a Special Assistant for Title VII to implement 
quality controls – such as a “Quality Assurance Checklist for FADs” – and provide on-going subject 
matter expertise and performance coaching to assist the Assistant Director and Equal Employment 
Specialists (EES) staff in improving the quality and timeliness of outputs. 

Performance monitoring systems for tracking settlement cost, type, case duration from open to close, 
and other aspects relevant to employment complaints, are limited and include errors and omissions. For 
instance, the settlement tracking workbook provided to the research team captured only the settlement 
fee and not associated attorney fees. Furthermore, the taxonomy of the classification system was non-
standard and lacked unique identifiers between the descriptors of complaint sources. The tracking sheet 
provided to the team only listed cases settled and does not indicate what judgments were awarded by 
the courts. Available data suggests that only two million dollars in settlement costs were issued over the 
ten year tracking period, while the real cost to the Agency could be much greater when court ordered 
fees are accounted.  

Management also does not track performance of EEO investigative contractors according to a 
performance checklist provided by the Title VII program. The program does not maintain records of 
supplemental investigations, nor attempt to determine whether these costs can be avoided in the 
future. Supplemental investigations are viewed as normal business practice and not associated with 
quality problems of contracted EEO investigators.26 Furthermore, OCR management provided Deloitte 

                                                           

26
 Note: The number of supplemental investigations, while not known by program leadership specifically, was said to be two or 

similarly nominal. 
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with a summary of complaint processing issues that identified 18 quality issues spanning from one 
month’s timeframe, requiring rework.27 

Complaints Case Tracking System 
Title VII lacks a formal complaints case tracking system. The study team learned that a system was 
purchased, but it was not evident at the time when or how the system would be implemented. The 
current approach to managing cases is largely paper-based and relies on the Assistant Director who 
reviews each new case and assigns to a case manager. During the three proceeding stages of case 
management: 1)Jurisdictional Review, 2) Investigation, and 3)Final Agency Decision – the document 
frequently changes hands between the case manager, CRFLO legal advisor, FAD writer, Special Assistant 
to Title VII, and the Assistant Director before proceeding to the Director of OCR for final signature. The 
handoffs are not recorded and there is no mechanism to capture comments for post mortem quality 
review; the current paper-based approach is inadequate for tracking and reporting case progress as it 
moves through the case management cycle and does not enable continuous process improvement.  

Staff Skills and Competencies 
Some staff members are consistently high performers, but others demonstrate a need for additional 
development. Staff roles have been compartmentalized into managing a stage of the complaints 
lifecycle such as Jurisdictional Review and Investigation, rather than owning a case from intake to close. 
This level of specialization should lead to standard, repeatable and quality controlled processes and yet 
work products lack attention to detail and exhibit the spectrum from easy to fix mistakes to incomplete 
IRs or acceptance of cases which do not meet legal sufficiency requirements for admittance into the 
formal complaints program. There is no evidence of a formalized learning and development curriculum. 
Furthermore, the majority of staff did not have routine performance coaching and career development 
discussions with supervisors. The results of Deloitte’s web-based survey highlight that the lack of formal 
career development appears to be linked to low employee morale and workplace satisfaction.  

Proactive and Preventative Program  
As Title VII struggles in its basic complaint intake and processes, little emphasis has been given to 
greater use of Alternative Dispute Resolution (ADR) program or development of conflict management 
courses to facilitate difficult conversations between employee and management. Deloitte was not able 
to find evidence of complaint trend analysis to determine repeat offenders or incident anomalies to 
proactively conduct interventions. These types of programs focus on reducing the likelihood of 
complaints being generated rather than passively waiting for incidents to occur. 

  

                                                           

27
 Fentonmiller, Laura. “Summary of OCR Complaint Processing Issues 12-1-10 to 1-3-11.doc)”. January 3, 2011. 12:41 PM. pp 2-

3. 
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Benchmark Approaches 

Figure 4-8 compares the Deloitte’s summary findings for the Title VII program to example benchmark 
approaches from other U.S. government organizations. 

Figure 4-8. Summary Findings and Example Benchmark Approaches 

Summary Findings Benchmark Approaches 

 Title VII guidelines do not include templates, 
supporting quick reference guides, or other job 
aids integral for implementing standard, 
repeatable processes 

 Department of the Interior OCR has a repository of past 
cases and templates for commonly occurring cases. 
Boiler plates have been developed for common 
processes and procedures. 

 A formal performance measurement, reporting, 
and evaluation framework has not been 
institutionalized in the Title VII program 

 Performance monitoring systems for tracking 
settlement costs, types, and case durations are 
limited, inconsistent, and include errors and 
omissions28 

 The Department of the Interior and the National 
Institutes for Health use iComplaints, a universal system 
for inputting and tracking complaints. The system also 
tracks staff pay and how long it takes staff to process the 
inputs of the system. 

 Staff have inconsistent skills and 
competencies, and lack formalized resources 

 

 NIH: Title VII EEO specialists are all certified counselors 
and mediators, and are required to be trained in legal 
writing and legal analysis.  

 NIH staff training is available online. In addition, staff has 
access to training outside of the agency, and online aids 
such as Cyberfeds, ELI training, and the EEOC Institute. 

  
 

 
 

 The MOU between the United States Postal Service 
(USPS) and the U.S. Department of Labor allows the 
Department of Labor to use USPS investigations 
contractors to ease their procurement process, reduce 
costs, and share the burden for quality control. 

 Title VII’s heavily reliance on CRFLO threatens 
the program’s neutrality and delays processing 

 Forest Service OCR and General Counsel collaborated 
to design standard operating procedures for the EEO 
complaint process. The SOPs outline every step in the 
process, process owner, and process time breakdown. 

 NASA has an attorney assigned to the ODEO from the 
Solicitor General’s office. The attorney is only asked to 
advise when there is an overload. The ODEO Associate 
Administrator has all final decision rights. 

 Significant delays and quality control issues 
experienced in completion of several mandated 
reports 

 U.S. Commission on Civil Rights suggests mandatory 
quality assurance review procedures. The guidelines 
should require review at various stages of development, 
and uniformly track witness contact so that investigators 
are held accountable for quality work. 

Recommendations 

As mentioned in Section 4.1, the improvement roadmap will address defining Title VII core functions and 
related staff development plans and corresponding SOPs and tools. Below are additional Title VII 
recommendations, based on the findings.  

                                                           

28
 Although OCR currently lacks a case management system, it has initiated the implementation of a system. 
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Enforce a performance management and quality assurance program. The Title VII program should 
institute a formal performance tracking program which defines specific targets for: timeliness; quality of 
writing; accuracy of legal research and analysis; and ability to effectively manage contract investigators, 
specifically to avoid unnecessary costs and rework. The performance tracking program should be 
preceded by an internal workshop on roles, responsibilities, and individual performance expectations 
which concludes with a commitment by staff to team and collaborate to take advantage of strengths 
where others have weaknesses and accept an ‘as-one’ approach to quality management. 

Strengthen legal research and analysis skills. Title VII staff should have attorneys on staff to advise the 
Civil Rights Director on Title VII issues, and perform leadership roles for the office. The lawyers do not 
need litigation experience, but should be able to provide a deep understanding of Title VII and civil rights 
related laws, whether through experience, formal education, or a combination of both. Furthermore, 
this legal acumen will help Title VII program provide prompt, fair and impartial review, and adjudication 
of any allegation of discrimination.  

Develop deep analytical and communication skills. OCR staff should have strong analytical, 
communication, and writing skills. The frequent interface with complainants and other parties 
necessitates competence in translating legal jargon into common language. Strong interpersonal skills 
should be emphasized. Additionally, Title VII staff should have the ability to or at least understand 
statistical analysis of case origin, issue, and other parameters to proactively identify hot spots of 
employment complaints and coordinate with the AED program to institute remedial actions, as feasible 
and appropriate.  

Implement a case management tool to manage Title VII  workload, track timeliness and results, and 
complete mandatory reporting. (Deloitte learned this is already underway.) The case management tool 
should incorporate access rights for each stakeholder involved in the process. Currently, field-based staff 
are left out of the case management process once they submit a case to Headquarters which turned 
from informal to formal status. It is important that EPA leverage technology as a vehicle to not only 
organize, streamline, and track operational performance, but also trigger alerts to inform stakeholders 
of outcomes which help civil rights colleagues and relevant parties learn from the decisions and 
outcomes resultant from case closure. 

Strengthen the Alternative Dispute Resolution (ADR) mechanism and Conflict Management programs. 
Assess the statistical outcomes of discrimination complaint origins and issues and develop specific ADR 
and Conflict Management measures to proactively conduct outreach in high incidence regions and for 
high incidence issues. Coordinate implementation through EEO Officers in the field who participate in 
ADR and Conflict Management training and set specific goals for number of supervisors and line 
employees in high incidence areas trained. The program should be supplemented by specific Affirmative 
Employment programming from AED wherever the complaint trends indicate higher incidence within 
one employee thread (i.e. Hispanics, women, American Indians and Native Alaskans, etc.). The training 
and intervention program should be tracked to measure increased instances of informal complaints 
resolved through ADR instead of moving into the formal complaints process, as well as an overall 
reduction in total informal complaints lodged as a result of supervisors and line employees trained in 
Conflict Management skills and techniques. Executive sponsorship for the ADR and Conflict 
Management initiative should originate from the top of the Agency, for example, through messaging 
from the Administrator to relevant regional or program leaders acknowledging high incidences of 
discrimination complaints and championing the intervention program. 
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Assign high-performing field-level EEO Officers to part-time or full-time detail to provide a better 
source of skilled labor to reduce Title VII backlog. The OCR Director coordinates with regional 
administration to assign high performing EEO Officers to a part-time detail. The Title VII Assistant 
Director coordinates the assignment of workload according to greatest need, either at the Jurisdictional 
Review and Investigation stages, or the Final Agency Decision stage. EEO Officers avoid handling cases 
where there could be a conflict of interest, such as EEO cases originating from their regions. The 
addition of quality inputs contributes to reducing backlog and also reinforcing a sense of common 
purpose and shared responsibility between HQ and field-level EEO Officers. The EEO Officers also gain 
insight into the mechanics of the formal investigation process enhancing their ability to inform 
prospective complainants through real-life experience. 

Document rules of engagement for collaborating with OGC staff to mitigate perceptions that 
neutrality is compromised by OGC involvement in the formal complaints management stages. 
Establish appropriate boundaries within OGC to protect OCR’s neutrality and its use of firewalled CRFLO 
staff.  

Restructure the Contract Investigations Function. Title VII should develop a more stringent standard for 
selecting and replacing contracted investigators, such as an approach for blocking underperforming 
contractors from reenlisting in EPA’s investigative program. Title VII should also explore alternatives to 
its contract management program, by either in-sourcing or outsourcing the function. Given Title VII’s 
inability to consistently meet their existing requirements, Deloitte recommends contracting with the 
USPS which has an established center of excellence for EEO contract investigators. The DOL uses the 
USPS contract investigative service and described as a benefit both cost reductions and ease of quality 
control.
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5 Approach to Implementation 

5.1 Implementation Plan 

This Implementation Plan addresses the activities and milestones to put into operation the 
recommendations for each of the five areas discussed: 1) Leadership; 2) Management; 3) Title VI 
Program Management; 4) AED; and 5) Title VII Program Management. Given the urgency within the 
Agency to rapidly transform the Office of Civil Rights (OCR) function, Deloitte Consulting (Deloitte) 
developed an Implementation Plan assuming a start date of March 1, 2011 and end date of March, 
2013. A Gantt chart illustrating tasks and timeline is on the following pages. 

We realize that both the number of recommendations proposed, and subsequent effort, would require 
a tremendous amount of Agency resources and commitment to accomplish within a one year 
timeframe. Further constraining matters will be the likelihood of budget reductions that will make it 
more difficult for the Agency to implement all of our proposed recommendations within a short time. 
Given this likelihood, we have presented a sequence of activities that would have the most immediate 
impact. Therefore, the Environmental Protection Agency (EPA) can choose to stretch these 
recommendations over a two-year time table to better balance resources. 

Our plan begins with recognizing that EPA must address its current deficiencies in leadership and 
workforce competencies. We propose a Stabilize Phase that will begin in March, 2011 and carry through 
to October, 2011. The intended purpose of this phase is to implement the recommendations that help 
fill OCR’s leadership positions expeditiously with qualified, experienced and motivated senior civil rights 
professionals; develop and implement a plan that will fundamentally improve OCR’s processes; and 
secure the right overall staff resources, including those who can carry out the fundamental pursuit of 
improving the specific Title VI program objectives.  

We begin by addressing how OCR can overcome problems in the core process areas impeding its 
effectiveness. This includes determining how the OCR programs can better interact with other EPA 
offices. For example, OCR can establish a stronger relationship with ORD and OECA to better collect and 
analyze data that will proactively predict the likelihood of potential Title VI cases. These activities, which 
include a great deal of interaction and outreach with internal EPA stakeholders, will take approximately 
two months.  

An equally important part of this Stabilize Phase is realignment and improvement of the core workforce 
to support OCR needs and Title VI extended network of resources. These activities will carry into late 
October 2011, including documenting all staff job roles and determining required skills, competencies 
and experiences for each role. With well-defined job roles, OCR can evaluate its current overall 
workforce against the requirements and identify gaps. Then, a comprehensive workforce plan will help 
OCR fill the gaps through a combination of new training programs and/or targeted staff hiring or 
alignment. It will also include the development of well-defined career paths and performance 
management processes. 

The other critical aspect of this Stabilize Phase is addressing OCR’s pressing need to expedite effective 
resolution of complex Title VI cases. This begins by helping OCR adopt a standard process to charter 
cross-functional investigative teams that bring together the right expertise to address each complaint. 
To catalyze these efforts, a senior leader in the Office of the Administrator should be identified as a 
“champion” to drive greater cooperation and collaboration between OCR, the program offices that 
possess unique technical expertise, and the field offices that understand the local context of individual 
complaints.  
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Upon the completion of the Stabilize Phase, it is recommended that OCR leadership set aside six weeks 
to conduct a long-term strategic planning session. This session will address a number of objectives, first 
and foremost being an assessment of its overall effectiveness. Also, it will give OCR leadership an 
opportunity to prioritize further improvements in the administering of the Title VI and Title VII programs 
and last, but not least, AED. Moreover, the group will review and refine the proposed organizational 
design recommendation. Once refined and approved, OCR will implement the new organizational 
structure.  

Most importantly, the purpose of this session will be to determine how the OCR leadership, in concert 
with the EPA Administrator, will be able to institutionalize the current Title VI program objectives. This 
institutionalization will be designed to protect the Title VI program objectives from the shifting political 
priorities – especially those common as a result of changes in Administrations. The likely result of these 
planning sessions will be recommendations to draw upon existing environmental authorization 
legislation in order to fashion a legal basis for regulations that can further justify Title VI objectives.  

Should EPA have the resources, our Implementation Plan assumes the next series of transformation 
objectives will focus on process improvements in AED and Title VII, as well as improving the underlying 
support systems. Focusing on AED first, the majority of recommendations will be conducted beginning in 
November, 2011 and carry through to March 2013. The initial focus will be on developing practical work 
plans to improve its ability to coordinate affirmative employment across the Agency. In particular, these 
plans will focus on activities and outreach initiatives to improve inclusion and diversity in the workplace. 
This will also include better alignment and leveraging EEO Officers in the field to both promote 
Affirmative Employment and Diversity (AED) sponsored initiatives as well as improve their ability to 
gather information about potential barriers. Like the Title VI program, however, one of the most critical 
and time consuming activities will be staff development and/or realignment for Title VII and AED. 

Title VII has the most recommendations in the Institutionalize Phase, as reflected in the project plan. 
Beginning in September 2011, the majority of Title VII efforts will focus on improving several key 
processes, including: strengthening the Alternative Dispute Resolution mechanism and conflict 
resolution programs; determining opportunities to improve staff legal research and analysis skills; and 
restructuring the Contracts Investigations function. We also recommend bringing experienced Equal 
Employment Opportunity (EEO) officials into the Title VII program to improve overall program 
interaction with regional offices. Once these process improvements are complete, they will be 
documented into a new set of Standard Operation Procedures (SOPs).  

Finally, our recommendations discuss implementation of three major systems improvements, including 
predictive analytics to support Title VI, improved case management support for Title VII (which is 
already  underway), and a general overall of the AED system. We have scheduled these systems 
improvements for the latter half of the overall effort as business requirements become clear. As 
discussed above, OCR has to focus on a number of critical process and human capital improvements at 
the outset, so there is no way to address these systems improvements earlier in the implementation 
plan. The risk, however, is that the plan calls for the systems improvements in AED, Title VI, Title VII to 
occur simultaneously. One systems upgrade, no matter how small, is a time and resource consuming 
initiative. Three upgrades in a near simultaneous schedule would be difficult to manage.  

As such, we would believe that OCR should consider spacing these upgrades out over the course of 18-
24 months so they can occur sequentially. This sequential systems development approach will also allow 
OCR to further refine the business and technical systems requirements, as well as explore additional 
technology alternatives both within the Agency and outside in order to determine the most cost-
effective and least risky solutions.  
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Figure 5-1. Implementation Plan 
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6 Appendices 

6.1 Appendix A: Leading Practices Analysis 

See enclosed PowerPoint presentation 

Requested Department of State, Office of Civil Rights mission, vision, values and goals 

 

6.2 Appendix B: Case Studies/Additional Leading Practices  

See enclosed PowerPoint presentation 

6.3 Appendix C: Web-based Survey Results 

See enclosed PowerPoint presentation 

6.4 Appendix D: Title VI Complaints and Title VII Workload Analysis 

See enclosed PowerPoint presentation 

6.5 Appendix E: Information Sources 

See enclosed PowerPoint presentation 

 

 

The Depanment of Sta_te, Office Of Civil. ·Righ_ 

~ 
Mission 

Propagate fairness, equity, and inclusion throughout the Department of State. 

Vision 
A workplace that is just and respects all people, their knowledge, skills, and abilities. 

Values 

Integrity 
$/ OCR values honoring d ifferences among.st all people 

Accountability 
$/ OCR values reliability and accepting respon ibility 

Knowledge 
S/OCR values continuous learning 

Creativity 
S/ OCR values new ideas and resourcefulness 

Customer ervice 
S/OCR values providing expertise for the Department 

Flexibility 
S/OCR values adjusting to situations as they arise 

Goals 

Treat all people with dignity, patience, and courtesy. 

Increase awareness and proactively address equal employment 
opporlunity concerns. 

Continue to create opporlunitics for collaboration and formal 
information sharing. 

Enhance teamwork through professionalism and cooperation. 

Stimulate an appreciation for differences throughout the 
Department. 

Provide quality outreach and expert guidance. 

Utilize government resources with care. 
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6.6 Appendix F: Roles and Responsibilities  

Strategic Advisors 

The Human Resource Council (HRC) is a cadre of Senior Executive Service (SES) Environmental 
Protection Agency (EPA) employees who volunteer to provide strategic guidance and direction in setting 
future human resource goals and strategies. OCR provides periodic reports to the HRC regarding the 
Agency’s demographic trends and high priority civil rights issues. The benefit of this relationship is 
access to SES staff overseeing both program and regional administration who can collaborate with the 
Office of Civil Rights (OCR) to link civil rights objectives to broader Agency goals. The HRC provides key 
operational insights to civil rights leadership and, vice versa, OCR receives important feedback regarding 
civil rights performance across EPA programs and regions. 

The Office of Environmental Justice (OEJ) maintains an ad hoc reporting relationship with the External 
Complaints and Compliance (Title VI) program to provide an alternative venue for cases which do not fit 
within Title VI guidelines but could still be addressed by other EPA program offices. OEJ and the Title VI 
program also collaborate in developing briefing materials for the White House Initiative on 
Environmental Justice and to assess whether Title VI processes can be replicated for managing 
Environmental Justice cases. 

The Office of Diversity, Outreach, and Collaboration (ODOC) is a newly established Associate Assistant 
Administrative level function whose role is to design a cross-cutting and strategic approach to diversity 
management. ODOC has developed a conceptual framework for an executive dashboard reporting 
workforce demographics which overlaps with the Affirmative Employment and Diversity’s 
responsibilities. Cultivating this relationship could provide OCR with subject matter expertise and 
visibility into diversity management. 

Operating Partners 

The Civil Rights Law and Finance Office (CRFLO) provides legal expertise to assist both Title VI and 
employment complaints (predominantly Title VII) case managers with complex legal analysis. The 
relationship has expanded and contracted over the years and presently CRFLO provides quality 
assurance for documentation developed throughout the lifecycle of case management for both external 
(Title VI) and internal (Title VII) complaints. CRFLO is a dedicated resource for civil rights related cases 
and structurally separate from the Employment Law division which represents Agency management. 

The Office of Human Resources (OHR) as well as its network of field staff, known as Human Resource 
Officers (HROs) is the primary partner for all EEO related civil rights programs – including those managed 
by the Affirmative Employment and Diversity (AED) and Employment Complaints Resolution programs. 
OHR and the HROs are stakeholders in capturing and reporting workforce data and ensuring affirmative 
employment and non-discrimination policies are integrated into EPA’s talent management practices at 
Headquarters and with front-line managers at the field level.  

The Office of Grants and Debarment (OGD) interfaces with the External Complaints and Compliance 
(Title VI) program to ensure all requests for federal funds include a pre-award declaration of compliance 
with federal non-discrimination requirements. OGD reports statistical data on grant applications which 
the Title VI program uses for ad hoc reporting to Agency leadership and biennial reporting to the 
Department of Justice. The Title VI program and OGD also coordinate changes to the database of 
organizations which have existing civil rights disputes or unresolved infractions and are barred from 
doing business with EPA. 
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Field offices at the regions and laboratories perform core civil rights responsibilities for AED, Title VI, 
and Title VII programs while also periodically interfacing with Headquarters OCR to communicate local 
civil rights challenges and accomplishments. 
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6.7 Appendix G: Abbreviations Glossary 

AA:  Associate/Assistant Administrator 

ADR:  Alternative Dispute Resolution 

AED:  Affirmative Employment and Diversity  

ARA: Associate Regional Administrator 

CRC:  Civil Rights Center (Department of Labor) 

CRFLO:  Civil Rights and Finance Law Office 

CRT:  Complaints Resolution Team 

DEQ:  Department of Environmental Quality (State level) 

DOJ:  Department of Justice 

DOL:  Department of Labor 

EEO:  Equal Employment Opportunity 

EEOC:   Equal Employment Opportunity Commission 

EES:  Equal Employment Specialists 

EPA:  Environmental Protection Agency 

FAD:  Final Agency Decision 

FHEO:  Federal Housing and Equal Opportunity (HUD) 

FHWA:  Federal Highway Administration 

HQ:  Headquarters 

HRO:  Human Resources Officer 

HUD:  Department of Housing and Urban Development 

IR:  Investigative Reports 

KSA:  Knowledge, Skills, and Abilities 

MAI:  Minority Academic Institution 

MD-110:  Management Directive Federal Sector Complaint Processing Manual 
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MD-715:  Management Directive EEO Reporting Requirements for Federal Agencies 

MOU:  Memorandum of Understanding 

NIH:  National Institutes of Health 

OA:  Office of the Administrator 

OCR:  Office of Civil Rights 

ODEO:  Office of Diversity and Equal Opportunity (NASA) 

ODOC:  Office of Diversity, Outreach, and Collaboration 

OECA:  Office of Enforcement and Compliance Assurance 

OEJ:  Office of Environmental Justice 

OEODM:  Office of Equal Opportunity and Diversity Management (NIH) 

OGC:  Office of General Counsel 

OGD:  Office of Grants and Debarment 

OHR:  Office of Human Resources 

ORD:  Office of Research and Development 

OSB:  Office of Small Business 

PMO:  Program Management Officer 

QA:  Quality Assurance 

RA EEO:  Regional Administrator, Equal Employment Opportunity field office 

RACI:  Responsibility Assignment Matrix 

SEPM:  Special Emphasis Program Manager 

SOO:  Statement of Objectives 

SOP:  Standard Operating Procedure 

USPS:  U.S. Postal Service 

WHI:  White House Initiative 
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Foreword
In 1992 the Committee of Sponsoring Organizations of the Treadway Commission 
(COSO) released its Internal Control—Integrated Framework (the original framework). 
The original framework has gained broad acceptance and is widely used around the 
world. It is recognized as a leading framework for designing, implementing, and con-
ducting internal control and assessing the effectiveness of internal control. 

In the twenty years since the inception of the original framework, business and operat-
ing environments have changed dramatically, becoming increasingly complex, techno-
logically driven, and global. At the same time, stakeholders are more engaged, seeking 
greater transparency and accountability for the integrity of systems of internal control 
that support business decisions and governance of the organization.

COSO is pleased to present the updated Internal Control—Integrated Framework 
(Framework). COSO believes the Framework will enable organizations to effectively 
and efficiently develop and maintain systems of internal control that can enhance the 
likelihood of achieving the entity’s objectives and adapt to changes in the business and 
operating environments. 

The experienced reader will find much that is familiar in the Framework, which builds 
on what has proven useful in the original version. It retains the core definition of internal 
control and the five components of internal control. The requirement to consider the 
five components to assess the effectiveness of a system of internal control remains 
unchanged fundamentally. Also, the Framework continues to emphasize the importance 
of management judgment in designing, implementing, and conducting internal control, 
and in assessing the effectiveness of a system of internal control.

At the same time, the Framework includes enhancements and clarifications that are 
intended to ease use and application. One of the more significant enhancements is the 
formalization of fundamental concepts that were introduced in the original framework. In 
the updated Framework, these concepts are now principles, which are associated with 
the five components, and which provide clarity for the user in designing and implement-
ing systems of internal control and for understanding requirements for effective internal 
control. 

The Framework has been enhanced by expanding the financial reporting category of 
objectives to include other important forms of reporting, such as non-financial and 
internal reporting. Also, the Framework reflects considerations of many changes in the 
business and operating environments over the past several decades, including:

 • Expectations for governance oversight

 • Globalization of markets and operations

 • Changes and greater complexities of business

 • Demands and complexities in laws, rules, regulations, and standards 

 • Expectations for competencies and accountabilities 

 • Use of, and reliance on, evolving technologies

 •  Expectations relating to preventing and detecting fraud 
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Internal Control—Integrated Framework

This Executive Summary, provides a high-level overview intended for the board of 
directors, chief executive officer, and other senior management. The Framework and 
Appendices publication sets out the Framework, defining internal control, describing 
requirements for effective internal control including components and relevant principles, 
and providing direction for all levels of management to use in designing, implementing, 
and conducting internal control and in assessing its effectiveness. Appendices within 
the Framework and Appendices provide additional reference, but are not considered a 
part of the Framework. The Illustrative Tools for Assessing Effectiveness of a System of 
Internal Control, provides templates and scenarios that may be useful in applying the 
Framework. 

In addition to the Framework, Internal Control over External Financial Reporting: A 
Compendium of Approaches and Examples has been published concurrently to provide 
practical approaches and examples that illustrate how the components and principles 
set forth in the Framework can be applied in preparing external financial statements.

COSO previously issued Guidance on Monitoring Internal Control Systems to help orga-
nizations understand and apply monitoring activities within a system of internal control. 
While this guidance was prepared to assist in applying the original framework, COSO 
believes this guidance has similar applicability to the updated Framework. 

COSO may, in the future, issue other documents to provide assistance in applying the 
Framework. However, neither the Internal Control over External Financial Reporting: A 
Compendium of Approaches and Examples, Guidance on Monitoring Internal Control 
Systems, nor any other past or future guidance takes precedence over the Framework.

Among other publications published by COSO is the Enterprise Risk Management—
Integrated Framework (ERM Framework). The ERM Framework and the Framework 
are intended to be complementary, and neither supersedes the other. Yet, while these 
frameworks are distinct and provide a different focus, they do overlap. The ERM 
Framework encompasses internal control, with several portions of the text of the original 
Internal Control–Integrated Framework reproduced. Consequently, the ERM Framework 
remains viable and suitable for designing, implementing, conducting, and assessing 
enterprise risk management. 

Finally, COSO would like to thank PwC and the Advisory Council for their contribu-
tions in developing the Framework and related documents. Their full consideration of 
input provided by many stakeholders and their insight were instrumental in ensuring 
that the core strengths of the original framework have been preserved, clarified, and 
strengthened.  

David L. Landsittel 
COSO Chair
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Executive Summary
Internal control helps entities achieve important objectives and sustain and improve 
performance. COSO’s Internal Control—Integrated Framework (Framework) enables 
organizations to effectively and efficiently develop systems of internal control that adapt 
to changing business and operating environments, mitigate risks to acceptable levels, 
and support sound decision making and governance of the organization.

Designing and implementing an effective system of internal control can be challenging; 
operating that system effectively and efficiently every day can be daunting. New and 
rapidly changing business models, greater use and dependence on technology, increas-
ing regulatory requirements and scrutiny, globalization, and other challenges demand 
any system of internal control to be agile in adapting to changes in business, operating 
and regulatory environments. 

An effective system of internal control demands more than rigorous adherence to poli-
cies and procedures: it requires the use of judgment. Management and boards of direc-
tors1 use judgment to determine how much control is enough. Management and other 
personnel use judgment every day to select, develop, and deploy controls across the 
entity. Management and internal auditors, among other personnel, apply judgment as 
they monitor and assess the effectiveness of the system of internal control.

The Framework assists management, boards of directors, external stakeholders, and 
others interacting with the entity in their respective duties regarding internal control 
without being overly prescriptive. It does so by providing both understanding of what 
constitutes a system of internal control and insight into when internal control is being 
applied effectively.

For management and boards of directors, the Framework provides:

 • A means to apply internal control to any type of entity, regardless of industry 
or legal structure, at the levels of entity, operating unit, or function

 • A principles-based approach that provides flexibility and allows for judgment 
in designing, implementing, and conducting internal control—principles that 
can be applied at the entity, operating, and functional levels 

 • Requirements for an effective system of internal control by considering how 
components and principles are present and functioning and how components 
operate together

 • A means to identify and analyze risks, and to develop and manage appropri-
ate responses to risks within acceptable levels and with a greater focus on 
anti-fraud measures

1 The Framework uses the term “board of directors,” which encompasses the governing body, including 
board, board of trustees, general partners, owner, or supervisory board. 
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Internal Control—Integrated Framework

 • An opportunity to expand the application of internal control beyond financial 
reporting to other forms of reporting, operations, and compliance objectives

 • An opportunity to eliminate ineffective, redundant, or inefficient controls 
that provide minimal value in reducing risks to the achievement of the 
entity’s objectives

For external stakeholders of an entity and others that interact with the entity, application 
of this Framework provides:

 • Greater confidence in the board of directors’ oversight of internal 
control systems 

 • Greater confidence regarding the achievement of entity objectives

 • Greater confidence in the organization’s ability to identify, analyze, and 
respond to risk and changes in the business and operating environments 

 • Greater understanding of the requirement of an effective system of 
internal control 

 • Greater understanding that through the use of judgment, management may be 
able to eliminate ineffective, redundant, or inefficient controls

Internal control is not a serial process but a dynamic and integrated process. The 
Framework applies to all entities: large, mid-size, small, for-profit and not-for-profit, 
and government bodies. However, each organization may choose to implement internal 
control differently. For instance, a smaller entity’s system of internal control may be less 
formal and less structured, yet still have effective internal control.

The remainder of this Executive Summary provides an overview of internal control, 
including a definition, categories of objective, description of the requisite components 
and associated principles, and requirement of an effective system of internal control. 
It also includes a discussion of limitations—the reasons why no system of internal 
control can be perfect. Finally, it offers considerations on how various parties may use 
the Framework.
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Executive Summary

Defining Internal Control 
Internal control is defined as follows:

Internal control is a process, effected by an entity’s board of directors, manage-
ment, and other personnel, designed to provide reasonable assurance regarding 
the achievement of objectives relating to operations, reporting, and compliance.  

This definition reflects certain fundamental concepts. Internal control is:

 • Geared to the achievement of objectives in one or more categories—opera-
tions, reporting, and compliance 

 • A process consisting of ongoing tasks and activities—a means to an end, not 
an end in itself

 • Effected by people—not merely about policy and procedure manuals, 
systems, and forms, but about people and the actions they take at every level 
of an organization to affect internal control

 • Able to provide reasonable assurance—but not absolute assurance, to an 
entity’s senior management and board of directors

 • Adaptable to the entity structure—flexible in application for the entire entity or 
for a particular subsidiary, division, operating unit, or business process

This definition is intentionally broad. It captures important concepts that are fundamen-
tal to how organizations design, implement, and conduct internal control, providing a 
basis for application across organizations that operate in different entity structures, 
industries, and geographic regions. 

Objectives
The Framework provides for three categories of objectives, which allow organizations to 
focus on differing aspects of internal control: 

 • Operations Objectives—These pertain to effectiveness and efficiency of the 
entity’s operations, including operational and financial performance goals, and 
safeguarding assets against loss. 

 • Reporting Objectives—These pertain to internal and external financial and 
non-financial reporting and may encompass reliability, timeliness, transpar-
ency, or other terms as set forth by regulators, recognized standard setters, or 
the entity’s policies.

 • Compliance Objectives—These pertain to adherence to laws and regulations 
to which the entity is subject. 
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Components of Internal Control 
Internal control consists of five integrated components. 

Control Environment

The control environment is the set of standards, processes, and structures that provide 
the basis for carrying out internal control across the organization. The board of directors 
and senior management establish the tone at the top regarding the importance of inter-
nal control including expected standards of conduct. Management reinforces expecta-
tions at the various levels of the organization. The control environment comprises the 
integrity and ethical values of the organization; the parameters enabling the board of 
directors to carry out its governance oversight responsibilities; the organizational struc-
ture and assignment of authority and responsibility; the process for attracting, develop-
ing, and retaining competent individuals; and the rigor around performance measures, 
incentives, and rewards to drive accountability for performance. The resulting control 
environment has a pervasive impact on the overall system of internal control. 

Risk Assessment

Every entity faces a variety of risks from external and internal sources. Risk is defined as 
the possibility that an event will occur and adversely affect the achievement of objec-
tives. Risk assessment involves a dynamic and iterative process for identifying and 
assessing risks to the achievement of objectives. Risks to the achievement of these 
objectives from across the entity are considered relative to established risk tolerances. 
Thus, risk assessment forms the basis for determining how risks will be managed.

A precondition to risk assessment is the establishment of objectives, linked at different 
levels of the entity. Management specifies objectives within categories relating to opera-
tions, reporting, and compliance with sufficient clarity to be able to identify and analyze 
risks to those objectives. Management also considers the suitability of the objectives for 
the entity. Risk assessment also requires management to consider the impact of pos-
sible changes in the external environment and within its own business model that may 
render internal control ineffective.

Control Activities

Control activities are the actions established through policies and procedures that help 
ensure that management’s directives to mitigate risks to the achievement of objectives 
are carried out. Control activities are performed at all levels of the entity, at various 
stages within business processes, and over the technology environment. They may be 
preventive or detective in nature and may encompass a range of manual and automated 
activities such as authorizations and approvals, verifications, reconciliations, and busi-
ness performance reviews. Segregation of duties is typically built into the selection and 
development of control activities. Where segregation of duties is not practical, manage-
ment selects and develops alternative control activities. 
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Information and Communication

Information is necessary for the entity to carry out internal control responsibilities to 
support the achievement of its objectives. Management obtains or generates and uses 
relevant and quality information from both internal and external sources to support the 
functioning of other components of internal control. Communication is the continual, 
iterative process of providing, sharing, and obtaining necessary information. Internal 
communication is the means by which information is disseminated throughout the orga-
nization, flowing up, down, and across the entity. It enables personnel to receive a clear 
message from senior management that control responsibilities must be taken seriously. 
External communication is twofold: it enables inbound communication of relevant exter-
nal information, and it provides information to external parties in response to require-
ments and expectations.

Monitoring Activities 

Ongoing evaluations, separate evaluations, or some combination of the two are used 
to ascertain whether each of the five components of internal control, including controls 
to effect the principles within each component, is present and functioning. Ongoing 
evaluations, built into business processes at different levels of the entity, provide timely 
information. Separate evaluations, conducted periodically, will vary in scope and fre-
quency depending on assessment of risks, effectiveness of ongoing evaluations, and 
other management considerations. Findings are evaluated against criteria established 
by regulators, recognized standard-setting bodies or management and the board of 
directors, and deficiencies are communicated to management and the board of direc-
tors as appropriate.
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Relationship of Objectives and Components 
A direct relationship exists between objectives, which are what an entity strives to 
achieve, components, which represent what 
is required to achieve the objectives, and the 
organizational structure of the entity (the oper-
ating units, legal entities, and other). The rela-
tionship can be depicted in the form of a cube. 

 • The three categories of objectives—oper-
ations, reporting, and compliance—are 
represented by the columns.

 • The five components are represented by 
the rows.

 • An entity’s organizational structure is rep-
resented by the third dimension. 

Components and Principles
The Framework sets out seventeen principles representing the fundamental concepts 
associated with each component. Because these principles are drawn directly from the 
components, an entity can achieve effective internal control by applying all principles. 
All principles apply to operations, reporting, and compliance objectives. The principles 
supporting the components of internal control are listed below. 

Control Environment 

1. The organization2 demonstrates a commitment to integrity and ethical values. 

2. The board of directors demonstrates independence from management and exer-
cises oversight of the development and performance of internal control. 

3. Management establishes, with board oversight, structures, reporting lines, and 
appropriate authorities and responsibilities in the pursuit of objectives. 

4. The organization demonstrates a commitment to attract, develop, and retain com-
petent individuals in alignment with objectives.

5. The organization holds individuals accountable for their internal control responsibili-
ties in the pursuit of objectives.

2 For purposes of the Framework, the term “organization” is used to collectively capture the board, man-
agement, and other personnel, as reflected in the definition of internal control.
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Executive Summary

Risk Assessment

6. The organization specifies objectives with sufficient clarity to enable the identifica-
tion and assessment of risks relating to objectives.

7. The organization identifies risks to the achievement of its objectives across 
the entity and analyzes risks as a basis for determining how the risks should 
be managed.

8. The organization considers the potential for fraud in assessing risks to the achieve-
ment of objectives.

9. The organization identifies and assesses changes that could significantly impact the 
system of internal control.

Control Activities

10. The organization selects and develops control activities that contribute to the miti-
gation of risks to the achievement of objectives to acceptable levels.

11. The organization selects and develops general control activities over technology to 
support the achievement of objectives.

12. The organization deploys control activities through policies that establish what is 
expected and procedures that put policies into action.

Information and Communication

13. The organization obtains or generates and uses relevant, quality information to 
support the functioning of internal control.

14. The organization internally communicates information, including objectives and 
responsibilities for internal control, necessary to support the functioning of internal 
control.

15. The organization communicates with external parties regarding matters affecting 
the functioning of internal control.

Monitoring Activities

16. The organization selects, develops, and performs ongoing and/or separate 
evaluations to ascertain whether the components of internal control are present 
and functioning.

17. The organization evaluates and communicates internal control deficiencies in a 
timely manner to those parties responsible for taking corrective action, including 
senior management and the board of directors, as appropriate.
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Effective Internal Control
The Framework sets forth the requirements for an effective system of internal control. 
An effective system provides reasonable assurance regarding achievement of an 
entity’s objectives. An effective system of internal control reduces, to an acceptable 
level, the risk of not achieving an entity objective and may relate to one, two, or all three 
categories of objectives. It requires that: 

 • Each of the five components and relevant principles is present and function-
ing. “Present” refers to the determination that the components and relevant 
principles exist in the design and implementation of the system of internal 
control to achieve specified objectives. “Functioning” refers to the determi-
nation that the components and relevant principles continue to exist in the 
operations and conduct of the system of internal control to achieve specified 
objectives.

 • The five components operate together in an integrated manner. “Operat-
ing together” refers to the determination that all five components collectively 
reduce, to an acceptable level, the risk of not achieving an objective. Com-
ponents should not be considered discretely; instead, they operate together 
as an integrated system. Components are interdependent with a multitude of 
interrelationships and linkages among them, particularly the manner in which 
principles interact within and across components.

When a major deficiency exists with respect to the presence and functioning of a com-
ponent or relevant principle, or with respect to the components operating together in an 
integrated manner, the organization cannot conclude that it has met the requirements 
for an effective system of internal control.

When a system of internal control is determined to be effective, senior management and 
the board of directors have reasonable assurance, relative to the application within the 
entity structure, that the organization:

 • Achieves effective and efficient operations when external events are consid-
ered unlikely to have a significant impact on the achievement of objectives or 
where the organization can reasonably predict the nature and timing of exter-
nal events and mitigate the impact to an acceptable level

 • Understands the extent to which operations are managed effectively and 
efficiently when external events may have a significant impact on the 
achievement of objectives or where the organization can reasonably predict 
the nature and timing of external events and mitigate the impact to an 
acceptable level

 • Prepares reports in conformity with applicable rules, regulations, and stan-
dards or with the entity’s specified reporting objectives 

 • Complies with applicable laws, rules, regulations, and external standards

The Framework requires judgment in designing, implementing, and conducting inter-
nal control and assessing its effectiveness. The use of judgment, within the boundar-
ies established by laws, rules, regulations, and standards, enhances management’s 
ability to make better decisions about internal control, but cannot guarantee perfect 
outcomes.
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Limitations
The Framework recognizes that while internal control provides reasonable assurance 
of achieving the entity’s objectives, limitations do exist. Internal control cannot prevent 
bad judgment or decisions, or external events that can cause an organization to fail to 
achieve its operational goals. In other words, even an effective system of internal control 
can experience a failure. Limitations may result from the:

 • Suitability of objectives established as a precondition to internal control

 • Reality that human judgment in decision making can be faulty and subject 
to bias

 • Breakdowns that can occur because of human failures such as simple errors 

 • Ability of management to override internal control 

 • Ability of management, other personnel, and/or third parties to circumvent 
controls through collusion 

 • External events beyond the organization’s control

These limitations preclude the board and management from having absolute assurance 
of the achievement of the entity’s objectives—that is, internal control provides reason-
able but not absolute assurance. Notwithstanding these inherent limitations, manage-
ment should be aware of them when selecting, developing, and deploying controls that 
minimize, to the extent practical, these limitations.

Using the Internal Control—Integrated Framework
How this report can be used depends on the roles of the interested parties:

 • The Board of Directors—The board should discuss with senior management 
the state of the entity’s system of internal control and provide oversight as 
needed. Senior management is accountable for internal control and to the 
board of directors, and the board needs to establish its policies and expecta-
tions of how members should provide oversight of the entity’s internal control. 
The board should be apprised of the risks to the achievement of the entity’s 
objectives, the assessments of internal control deficiencies, the management 
actions deployed to mitigate such risks and deficiencies, and how manage-
ment assesses the effectiveness of the entity’s system of internal control. The 
board should challenge management and ask the tough questions, as neces-
sary, and seek input and support from internal auditors, external auditors, and 
others. Sub-committees of the board often can assist the board by address-
ing some of these oversight activities. 

 • Senior Management—Senior management should assess the entity’s system 
of internal control in relation to the Framework, focusing on how the organiza-
tion applies the seventeen principles in support of the components of internal 
control. Where management has applied the 1992 edition of the framework, it 
should first review the updates made to this version (as noted in Appendix F 
of the Framework), and consider implications of those updates to the entity’s 
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system of internal control. Management may consider using the Illustrative 
Tools as part of this initial comparison and as an ongoing evaluation of the 
overall effectiveness of the entity’s system of internal control. 

 • Other Management and Personnel—Managers and other personnel should 
review the changes made to this version and assess implications of those 
changes on the entity’s system of internal control. In addition, they should 
consider how they are conducting their responsibilities in light of the Frame-
work and discuss with more senior personnel ideas for strengthening internal 
control. More specifically, they should consider how existing controls affect 
the relevant principles within the five components of internal control.

 • Internal Auditors—Internal auditors should review their internal audit plans 
and how they applied the 1992 edition of the framework. Internal auditors also 
should review in detail the changes made to this version and consider possi-
ble implications of those changes on audit plans, evaluations, and any report-
ing on the entity’s system of internal control. 

 • Independent Auditors—In some jurisdictions, an independant auditor is 
engaged to audit or examine the effectiveness of the client’s internal control 
over financial reporting in addition to auditing the entity’s financial statements. 
Auditors can assess the entity’s system of internal control in relation to the 
Framework, focusing on how the organization has selected, developed, and 
deployed controls that affect the principles within the components of inter-
nal control. Auditors, similar to management, may use the Illustrative Tools 
as part of this evaluation of the overall effectiveness of the entity’s system of 
internal control. 

 • Other Professional Organizations—Other professional organizations providing 
guidance on operations, reporting, and compliance may consider their stan-
dards and guidance in comparison to the Framework. To the extent diversity in 
concepts and terminology is eliminated, all parties benefit.

 • Educators—With the presumption that the Framework attains broad accep-
tance, its concepts and terms should find their way into university curricula.
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DISPARATE TREATMENT, Black's Law Dictionary (9th ed. 2009)

 © 2015 Thomson Reuters. No claim to original U.S. Government Works. 1

Black's Law Dictionary (9th ed. 2009), disparate treatment

DISPARATE TREATMENT

disparate treatment. The practice, esp. in employment, of intentionally dealing with persons differently because of their race,
sex, national origin, age, or disability. • To succeed on a disparate-treatment claim, the plaintiff must prove that the defendant
acted with discriminatory intent or motive. [Cases: Civil Rights 1033, 1138.]
“Claims brought on behalf of a group of employees come in two varieties: claims of intentional discrimination (or disparate
treatment) and claims of discriminatory impact (or disparate impact). The difference between these types of claims is
significant, so much so that constitutional law only recognizes claims of disparate treatment, not disparate impact. Yet these
two kinds of claims resemble one another, especially in the statistical evidence that the plaintiff must present in order to establish
liability.... [C]lass claims of disparate treatment emphasize the historical perspective and its negative conception of equality
as colorblindness, while class claims of disparate impact emphasize the remedial perspective and its goal of eliminating the
effects of past discrimination.” George Rutherglen, Employment Discrimination Law 56 (2001).

© 2009 Thomson Reuters

Bryan A. Garner, Editor in Chief

End of Document © 2015 Thomson Reuters. No claim to original U.S. Government Works.
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Federal 
Departures
On the heels of budget cuts, pay freezes and hiring slow-downs, more than 114,000 people left the federal government in 2013, 
mostly through retirements. Additionally, the number of employees who voluntarily resigned from federal service increased 
every year since 2009. With the steady turnover, it is imperative for federal leaders to closely examine who they are losing and 
assess their short- and long-term needs. Who did government lose in 2013? Which agencies had the highest attrition rates 
and are people in specific occupations leaving at higher rates? To address these questions, the Partnership for Public Service 
analyzed recent separations data for full-time, nonseasonal, permanent civilian employees who left the federal government in 
fiscal 2013 in executive branch agencies, excluding the U.S. Postal Service.

RECENT DEPARTURE TRENDS BY FISCAL YEAR

RETIREMENT: Separation entitling employee 
to withdraw from retirement fund.

RESIGNATION: Voluntarily leaving one’s position.

TERMINATION OR REMOVAL: Employee dismissal 
either based on misconduct, unsatisfactory performance 
or an expiration of appointment, work or funds.

DEATH

REDUCTION IN FORCE (RIF): Separation resulting 
from lack of funds or elimination of position or agency.

OTHER SEPARATION: Departures that include  
resignations in lieu of termination and other  
agency-specific separations.
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RECENT HIRING AND DEPARTURES TRENDS

The number of employees annually leaving the federal government 
increased from a low of 83,317 in 2009 to 115,661 in 2012 and leveled off 
at 114,354 in 2013. At the same time, the number of new employees hired 
by the government declined every year since 2009.

tOtAL 
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tOtAL FEDERAL 
WORKFORCE
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pERCEnt inCREAsE 
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37.3%

Federal employees leave government service for a variety of reasons, including resignations, retirements, reductions 
in force, terminations or removal, and death. Retirements made up the largest classification of departures, accounting 
for 54.2 percent or 61,953 of all separations from federal service in 2013, while employees who resigned made up 34.5 
percent of those who left.
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As government continues to lose more employees than it brings on board each year, who are we losing from federal service? The 
following pages offer a demographic profile of those employees who left in fiscal 2013 (October 1, 2012 through September 30, 2013). 
For years of service and veteran status, the most recent data available for departures was from fiscal 2012.
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EXITING EMPLOYEES IN 2013 18,733 17,361 8,507 6,547

EXITING EMPLOYEES IN 2012 20,429 15,923 7,993 7,207

TOP 10 OCCUPATIONAL GROUPS FOR FEDERAL DEPARTURES

A profile of recent federal departures

PARTNERSHIP FOR PUBLIC SERVICE

GENDER

MALE

FEMALE

Women accounted for 43.4 percent of all separations 
from federal service during fiscal 2013. This number 
closely mirrors the current makeup of the federal 
workforce, where 42.7 percent of federal employees 
in 2013 were women. This, along with recent hiring 
trends, continues to reinforce the gender gap between 
men and women in the federal workforce.
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AGENCY ATTRITION RATES VERSUS AGENCY HIRING RATES

Attrition rates are calculated by dividing the number of departures throughout the fiscal year by the size of the workforce 
at the end of that fiscal year. Of all mid-size and large agencies—those with 1,000 or more employees—the Department 
of the Army and the National Labor Relations Board had the highest attrition rates during fiscal 2013. This is juxtaposed 
with agency hiring rates, which we calculated by dividing the number of hires throughout the fiscal year by the size of the 
workforce at the end of that fiscal year. The government-wide average attrition rate was 6.2 percent.
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YEARS OF SERVICE Those who served for fewer than 10 years made up the largest number of employees who left federal service every year from 2002 to 2012, 
accounting for approximately one-third of the departures during this time. Years of service refers to the number of years of federal civilian 
employment, including creditable military service. Complete departures data for years of service was not available for 2013.
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RACE AND ETHNICITY In fiscal 2013, employees of a minority racial or ethnic group accounted 
for a smaller percentage of separations from federal service (30.8 
percent) than they made up in the overall workforce (35.0 percent).

PERCENT OF TOTAL FEDERAL WORKFORCE

PERCENT OF DEPARTURES

Employees under 30 accounted for 8.5 percent of departures, a sizable share since this group 
only represents 7.1 percent of the total federal workforce. Agencies will need to focus on retention 
strategies for this group of employees if they are to increase the representation of new, young 
talent in the federal workforce.
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Veterans have accounted for slightly more than one-third of all 
federal employees who have left the government since 2008. 
Despite this turnover rate, the number of veterans in the federal 
workforce has increased from 446,826 veterans in 2008 to 
572,239 veterans in 2012, the most recent year for which complete 
departures data for veterans is available. This coincided with a 2009 
presidential executive order to increase veterans’ employment.

Data Sources: Unless otherwise noted below, all data 
are from FedScope (fedscope.opm.gov) for all full-time, 
nonseasonal, permanent employees who left federal service 
during fiscal 2013.

Race and Ethnicity: U.S. Office of Personnel Management 
analysis of full-time, nonseasonal, permanent employees who 
left federal service during fiscal 2013.

Veteran Status: U.S. Office of Personnel Management, 
Employment of Veterans in the Federal Executive Branch: 
Fiscal Year 2012, (Washington, D.C., 2012), 7, 17.

Veteran Departure Trends and Years of Service: Partnership for 
Public Service analysis of the Central Personnel Data File (now 
called the EHRI-SDM) for full-time, nonseasonal, permanent 
employees who left federal service during fiscal 2008-2012 and 
during 2002-2012, respectively.

Historical Federal Workforce Tables: “Executive Branch Civilian 
Employment Since 1940,” U.S. Office of Personnel Management, 
http://1.usa.gov/1qUnFOQ (accessed Feb. 25, 2014).

*Includes positions that are not included in other white-collar 
occupational groups either because the duties are unique or 
because they do not align with one particular group.
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In analyzing data for federal departures, the Partnership finds:

•	 The number of departing employees has increased for most 
years since fiscal 2009. 

•	 Retirements accounted for more than half of all separations 
from federal service in 2013 (61,953), although the number of 
retirements decreased last year by 4,306.

•	 Resignations continued to increase in 2013, constituting 34.5 
percent of all departures. The number of employees who re-
signed decreased in 2008 and 2009 during the worst years of 
the economic downturn, though more federal employees have 
quit each year since.

•	 Terminations or removals constituted only 8.4 percent of all de-
partures in 2013. When placed in the context of government’s 
1.8 million employees, only 0.5 percent of the total workforce 
was terminated or removed in 2013.

•	 While entry-level employees only made up 33.7 percent of the 
federal workforce, they accounted for 42.5 percent of depar-
tures. In absolute numbers, the government hired roughly the 
same number of entry-level employees as it lost through depar-
tures in 2013, though the high turnover among entry-level talent 
poses challenges as agencies cultivate talent pipelines.

PARTNERSHIP FOR PUBLIC SERVICE

The Partnership for Public Service is a nonprofit, nonpartisan organization that works to revitalize our federal government by inspiring a new generation to 
serve and by transforming the way government works. For further information about the Partnership, visit ourpublicservice.org.

GS LEVEL The General Schedule (GS) is a 15-level, government-wide pay and classification system used for the majority of the federal workforce. The largest number of 
employees who left federal service in 2013 were working at the GS-12 level, although entry-level employees made up a larger percentage of departures than 
they currently make up in the overall workforce—42.5 percent compared to 33.7 percent. Attrition rates were highest among the Senior Executive Service (SES)  
(11.3 percent) and among entry-level employees (7.6 percent).
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Predicting, preparing and managing these departures is critical to 
reshaping the federal workforce to meet evolving needs. 

For more information and tips on how to examine turnover and re-
tain employees, see “Beneath the Surface: Understanding Attrition 
at Your Agency and Why It Matters” and “Keeping Talent: Strategies 
for Retaining Valued Federal Employees.” 

For further information on the federal workforce or recent federal 
hiring trends, see the Partnership’s “Federal Workforce” or “Federal 
Hiring” Fed Figures. 

All are available at ourpublicservice.org/publications.

-
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INROADS can be essential 

in meeting corporate 
strategic goals of hiring 

diverse leaders. future 
managers and 
high-performing , students. 

Read more>> 

Pat Collins 

Sr. Manager for Diversity 
(retired) 

Procter & Gamble 
North America 

Donate Now 

Frequently Asked 
Questions 
GENERAL QUESTIO S ABOUT 

OAD 

See the menu at right for answers to questions related to the 

specific topics fisted. 

What is INROADS? 
INROADS is the nation's largest non-profit source of paid 

internships for undergraduate , diverse youth. By providing the 

skills , support, and network students need to obtain an 

internship at a top company, INROADS prepares students to 

lead and contribute from Day 1. Learn more>>> 

How does INROADS work? 
INROADS knows talent. First, INROADS recruits the best and 

the brightest diverse college students. By understanding our 

corporate partners' needs and culture, while simultaneously 

coaching and training student applicants , we focus on getting 

the fi t right, matching candidates who are ready to contribute 

on Day 1. Upon acceptance of an internship, INROADS 

Interns are provided on-going coaching with an advisor, a 

corporate mentor, access to our network and support such as 

free tutoring and scholarships, and most importantly, a unique 

skills development plan designed lo Increase the lntern's soft 

skills and overall understanding of how to become a 

high-performer. We save our clients time so they can focus on 

providing a supportive work environment with challenging work 

assignments. These successive year internships groom the 

Interns, not only for a full-time job with their corporate sponsor 

upon graduation , but also for fast advancement with[n that 

company. Learn more>>> 

What is the INROADS goal? 
The INROADS goal is achieved When a corporate sponsor 

h1res its INROADS Intern immediately upon graduation. Over 

the past two years, 92% of INROADS Interns accepted offers 

for full lime employment from their sponsoring companies. A 

large percentage of the remaining INROADS graduates 

accepted offers from other INROADS corporate sponsors. 

Who is an INROADS Intern? 
An INROADS Intern rs an outstanding undergraduate college 

student pursuing a degree major in a field of study that will 

lead to a professional career in management. The student 

must maintain a B or better grade point average, and remain 

committed to the INROADS mission and goal. Learn more>» 

Who should apply for an INROADS 
Internship? 
Talented undergraduate college students who have a 3.0 or 

hlgher GPA. Many INROADS Internships require a higher 

GPA. Interested students must pursue a college degree in 

business , accounting , actuarial science, engineering, 
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Acting Inspector General Fred Gibson 
Federal Deposit Insurance CorporaLion 
Office of Inspector General 
3501 Fairfax Drive 
Arlington, VA 22226 

Dear Acting Inspector General Gibson: 

March 24, 2014 

MAXINE WATERS, CA, HANKING 
MEMBER 

We write to request that the Office of the inspector General (OJG) for the Federal 
Deposit l11Surance Corporation (FDIC) review the agency's internal operations to cletennine 
whether any personnel practices have created a discriminatory workplace or otherwise 
systematically disadvantaged minorities from obtaining senior management positions. 

Section 342 of the Dodd-Frank Wall Street Reform and Consumer Protection Act 
established an Office of Minority nnd Women Inclusion (OMWI) ill most of the federal finnncial 
regulatory agencies, responsible for matters relating to diversity in management, employment, 
and business activities. Despite this statutory mandate, the Government Accountability Office 
(GAO) concluded in a report released last year that management-level representation of 
mfoorities and women among federal financial agencies and Federal Reserve Banks has not 
changed substantially from 2007 through 2011. In fact, across all federal financial regulators, 
agency representation of minorities was as low as 6 percent and dropped as low as zero percent 
at one of the Reserve Banks. In light or these findings nnd the concerns raised by employee 
performance evaluations at the Consumer Financial Protection Bureau (CFPB), we believe the 
OIG should work in cooperation with Federal Deposit Insurance Corporation's OMWI Director 
to assess current personnel practices and make recommendations necessary to ensure full 
compliance with the law. 

The 20 r 3 GAO report, entitled "Trends and Practices in the Financial Industry and 
Agencies after the Recent Financial Crisis," documented the extremely poor representation of 
women and minorities in leadership positions within the financial services industry and among 
federal financial regulators. According to GAO, industry representation of minorities in 2011 
was higher in lower-level management positions - approximately 20 percent - as compared to 
about 11 percent of senior-level manager positions. 

While public attenrion is currently and justifiably focused on the CFPB, the most 
recent OMWJ reports suggest the disparities impeding internal upward mobility for minorilies 
may be endemic throughout all the agencies regulating the financial services industry. 
According to the Treasury Department 's 2013 OMWf report, among its senior executive 
management, 86 percent are white men, compared lo 7 percent Black men, 4 percent Hispanic 
men, and 3 percent Asian men. Among the agency's GS-15 employees, which serves as a 
pipeline to senior level management, white men are once again overrepresented at 86 percent, 
compared to 6 percent Black men, 2 percent Hispanic men, and 6 percent Asian men. 



Acting Inspector General Fred Gibson 
Page Two 
March 24, 2014 

At the Federal Reserve, white men represent 50 percent of executive senior level 
managers, compared to just 28.7 percent represented by white women. Along ethnic categories, 
black and Hispanic men represent, respectively, roughly 5 percent and 1 percent of executive 
senior level managers. Black women represent roughly 6 percent and Hispank women represent 
nearly 2 percent of senior managers. 

According to the most recent information from the GAO, at the National Credit Union 
Administration (NCUA), whites represent 88 percent of senior level management positions, 
compared to 4 percent represented by blacks and 4 percent by Hispanics. At the Office of the 
Comptroller of the Currency (OCC), whites represent 82 percent of senior level managers, 
compared to 9 percent black and 5 percent I lispanic. Whites represent 89 percent of senior level 
management posiUons at the Securities and Exchange Commission, compared lo 2 percent black 
and 5 percent Hispank. Minorities appear lo fair best at the Federal Housing Finance Agency, 
where whites represent 76 percent of senior level management positions, compared to 16 percent 
black and 8 percent Hispanic. However, more comprehensive analysis is still needed from the 
agency to fully assess the racial and gender employment of minorities in senior positions beyond 
the GAO's limited information. 

Accordingly, we request that the OIG examine any employee complaints, formal or 
informal, related to personnel practices, workplace pohdes and the findings from any employee 
satisfaction surveys, whether conducted by the Federal Deposit Insurance Corporation or an 
outside entity. H the OIG identifies any individuals or groups of individuals who have exhibited 
discriminatory behaviors or patterns of unfa ir or unequal treatment, we ask that the OIG provide 
recommendations about appropriate actions, including remedial training or removal from 
employment with the agency. Fu1thermore, we request that the OIG assess the agency's OMWI 
operations, and ensure corrective actions are taken within the agency with regard to employee 
compensation, rating systems, retention, and promotion of women and minorities. 

Sincerely, 

( 
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Inspector General Eric M. Thorson 
U.S. Department of the Treasury 
Office of Inspector General 
1500 Pcnnsylvanfa Avenue, N.W. 
Room 4436, 
Washington, DC 20220 

Dear Inspector General Thorson: 

March 24, 2014 

MAXINE WATERS, CA. nANKING 
MEMOEn 

We write lo request that the Office of the Jnspeclor General (OTG) for the U.S. Treasury 
Department review the agency's internal operations to determine whether any personnel 
practices have created a discriminatory workplace or otherwise systematically disadvantaged 
minorities from obtaining senior management positions. 

Section 342 of the Dodcl-Frank Wall Street Reform and Consumer Protection Act 
established an Office of Minori ty and Women Inclusion (OMWI) at most of the federal financial 
regulatory agencies, responsible for matters relating to diversity in management, employment, 
and business activities. Despite this statutory mandate, the Government Accountability Office 
(GAO) concluded in a reporl released last year that management-level repre.sentuti on of 
minorities and women among federal financial agencies and Federal Reserve Banks has not 
changed substantially from 2007 through 2011. In fact, across all federal financial regulators, 
agency representation of minorities was as low as 6 percent and dropped as low as zero percent 
at one of the Reserve Banks. In light of lhese findings and the concerns raised by employee 
performance evaluations at the Consumer Vinancial Protection Bureau (Cf PB), we believe the 
OIG should work in cooperation with Treasury's OMWI Director to assess cun ent personnel 
practices and make recommendations necessary to ensure full compliance with the law. 

The 2013 GAO report, entitled "Trends and Practices in the Financial Industry and 
Agencies after the Recent Financinl Crisis," documented the extremely poor representation of 
women and minorities in leadership positions within the financial services industry and among 
federal financial regulators. According to GAO, industry representation of mjnorities in 201 l 
was higher in lower-level management positions - approx imately 20 percent - as compared to 
about 11 percent of senior-level manager posjtions. 

While public nttention is currently and justifiably focused on the CFPB, the most 
recent OMWl reports suggest the disparities impeding internal upward mobility for minorities 
may be endentic throughout all the agencies regulating the financial services industry. 
According to the Treasury Department's 2013 OMWT report, among its senior executive 
management, 86 percent are while men, compared to 7 percent Black men, 4 percent Hispanic 
men, and 3 percent Asian men. Among the agency's GS-15 employees, which serves as a 
pipeline to senior level management, white men are once again overrepresented at 86 percent, 
compared to 6 percent Black men, 2 percent Hispanic men, and 6 percent Asian men. 
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At the Federal Reserve, white men represent 50 percent of execulive senior level 
managers, t..:ornpared lo just 28.7 percent represented by white women. Along e thnic categories, 
black and Hispanic men represent, respectively, roughly 5 percenl and 1 percent of executive 
senior level managers. Black women represent roughly 6 percent and Hispanic women represenl 
nearly 2 percent of senior managers. 

According to the most recent information from the GAO, at the National Credit Union 
Administration (NCUA), whites represent 88 percent of senior level management positions, 
compared to 4 percent represented by blacks and 4 percent by 1-fopanics. At the Office of the 
Comptroller of the Currency (OCC), whites represent 82 percent of senior level managers, 
compared to 9 percent black and 5 percent Hispanic. Whiles represent 89 percent of senior level 
management positions at the Securities and Exchange Commission, compared to 2 percent black 
and 5 percent Hispanic. Minorities appear to fair best at the Federal Housing Finance Agency, 
where whites represent 76 percent of senior level management positions, compared to 16 percent 
black and 8 percent Hispanic. However, more comprehensive analysis is still needed from the 
agency to fully assess the racial and gender employment of minorities in senior positions beyond 
the GAO's limited information. 

Accordingly, we request that the OIG examine any employee complaints, formal or 
informal, related to personnel practices, workplace policies and the findings from any employee 
satisfaction surveys, whether conducted by the Treasury or an outside entity. lf the OIG 
identifies any individuals or groups of individuals who have exhibited discriminatory behaviors 
or patterns of unfair or unequal treatment, we ask that the OIG provide recommendations about 
appropriate actions, including remedial training or removal from employment with the agency. 
Furthermore, we request that the OIG assess the agency's OMWI operations, and ensure 
corrective actions are taken within the agency with regard lo employee compensation, rating 
systems, retention, and promotion of women and minmities. 

Sincerely, 
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March 24, 2014 

Acting Inspector General Michael P. Stephens 
Federal Housing Finance Agency 
Office of Inspector General 
400 i" Street, S.W. 
Washington, DC 20024 

Dear Acting Inspector General Stephens: 

MAXINL WATERS, CA, RANKING 
MEMBER 

We write to request that the Office of the Inspec;tor General (010) for the Federal 
HousiJ1g F inance Agency (FHFA) review the agency's internal operations to determine whether 
any personnel practices have created a discriminatory workplace or otherwise systematically 
disadvantaged minorities from obtaining senior management positions. 

Section 342 of the Dodd-Frank Wall Street Reform and Consumer Protection Act 
established an Office of Minority and Women Inclusion (OMWl) at most of the federal financial 
regulatory agencies, responsible for mailers relating to <li vcrsity in management, employment, 
and business activities. Despite this statutory mandate, the Government Accountability Office 
(GAO) concluded in a report released last year that management-level representation of 
minorities and women among federal financial agencies and Federal Reserve Banks has not 
changed substantia lly from 2007 thrnugh 2011. ln fact, across alJ federal financial regulators, 
agency representation of minorities was as low as 6 percent and dropped as low as zero percent 
a l one of the Reserve Banks. In light of these findings and the concerns raised by employee 
performance evaluations at the Consumer Financial Protection Bureau (CFPB), we believe the 
OIG should work in cooperation with Federal Housing Finance Agency's OMWI Director to 
assess current personnel prncLices and make reconunendations necessary to ensure full 
compliance with the law. 

The 20 J 3 GAO report, entitled "Trends and Practices in the Financial Industry and 
Agencies after the Recent Financial Cris is," documented the extremely poor representaUon of 
women and minorities in leadership positions within the financial services industry and among 
federal financial regulators. According to GAO, industry representation of minorities in 2011 
was higher in lower- level management positions - approximately 20 percent - as compared lo 
about 11 percent of senior-level manager positions. 

While public attenlion is currently and justifiably focused on the CFPB, the mosl 
recenl OMWJ reports suggest the d isparities impeding inlcrnal upward mobility for minorities 
may be endemic throughout all the agencies regu1ating the financial services industry. 
According to the Treasmy Department's 20 13 OMWI report, among its senior executive 
management, 86 percent arc white men, compared lo 7 percent Black men, 4 percent Hispanic 
men, and 3 percent Asian men. Among the agency's GS-15 employees, which serves as a 
pipeline to senior level management, white men 11re once again overrepresented at 86 percent, 
compared to 6 percent Black men, 2 percent Hispanic men, and 6 percent Asian men. 
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Al the Federal Reserve, white men represent 50 percent of executive senior level 
managers, compared to just 28.7 percent represented by white women. Nong ethnic categories, 
black and Hispanic men represent, respectively, roughly 5 percent and 1 percent of executive 
senior level managers. Black women represent roughly 6 percent and Hispanic women represent 
nearly 2 percent of senior managers. 

According to the most recent information from the GAO, at the National Credit Union 
Administration (NCUA), whites represent 88 percent of senior level management positions, 
compared to 4 percent represented by blacks and 4 percent by Hispanics. At the Office of the 
Comptroller of the Currency (OCC), whites represent 82 percent of senior level managers, 
compared to 9 percent black and 5 percent Hispanic. Whites represent 89 percent of senior level 
management positions at the Securities and Exchange Comntission, compared to 2 p~rcent black 
and 5 percent Hispanic. Minorities appear to fair best at the r-ederal Housing Finance Agency, 
where whites represent 76 percent of senior level management positions, compared to 16 percent 
black and 8 percent Hispanic. However, more comprehensive analysis is still needed from the 
agency to folly assess the racial and gender employment of minorities in senior positions beyond 
the GAO's limited information. 

Accordingly, we request that the OIG examine any employee complaints, formal or 
informal, related to personnel practices, workplace policies and the findings from any employee 
satisfact ion surveys, whether conducted by the Federal Housing Finance Agency or an outside 
entity. If the OIG identifies any individuals or groups of individuals who have exhibited 
discrimiDatory behaviors or patterns of unfair or unequal treatment, we ask that the OIG provide 
recommendations about appropriate actions, including remedial training or removal from 
employment with the agency. Furthermore, we request that the OlG assess the agency's OMWJ 
operations, and ensure corrective actions are taken within the agency with regard to employee 
compensation, rating systems, retention, and promotion of women and minorities. 

Sincerely, 
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Inspector General James Hagen 
National Credit Union Administration 
Office of Inspector General 
P. 0. Box 25705 
Alexandria, VA 223 13-5705 

Dear Inspector General Hagen: 

March 24, 2014 

MAXINE WATCl1S, CA, RANKING 
MEMBER 

We write to request that the Office of the Inspector General (OTG) for the National Credi! 
Union Administration (NCUA) review 1he agency's internaJ operations to determine whether any 
personnel practices have created a discriminatory workplace or otherwise systematicalJy 
disadvantaged minorities from obtaining senior management positions. 

Section 342 of the Dodd-Frank Wall Street Reform and Consumer Protection Act 
established an Office of Minority and Women inclusion (OMWT) at most of the federal financial 
regulatory agencies, responsible for matters relating to diversity in management, employment, 
and business activities. Despite this statutory mandate, the Government Accountability Office 
(GAO) concluded in a report relensed last year that management-level represenlation of 
minorities and women among federal financial agencies and Federal Reserve Banks has not 
changed substant iaJly from 2007 through 2011. ln fact, across all federal financial regulators, 
agency representation of minorities was as low as 6 percent and dropped as low as zero percent 
at one of the Reserve Banks. In light of these findings and the concerns raised by employee 
performance evaluations at the Consumer Financial Protection Bureau (CFPB), we believe the 
OIG should work in cooperation with National Credit Union Administration's OMWI Director to 
assess current personnel practices and make recommendations necessary to ensure full 
compliance with the law. 

The 2013 GAO report, entitled "Trends and Practices in the Financial Industry and 
Agencies after the Recent Financial Crisis," documented the extremely poor representation of 
women and minorities in leadership positions within the financial services industry and among 
federal financial regulators. According to GAO, industry representation of minorities in 201 I 
was higher in lower-level management positions - approximately 20 percent - as compared to 
about I l percent of senior-level manager positions. 

While public attention is currenlly and justifiably focused on the CPPB, the most 
recent OMWI reports suggest the disparilies impeding internal upward mobility for minorities 
may be endemic throughout all the agencies regulating the financial services industry. 
According to the Treasury Departmcnl's OMWI report, among its senior executive management, 
86 percent are white men, compared to 7 percenl Black men, 4 percent Hispanic men, and 3 
percent Asian men. Among the agency's GS-15 employees, which serves as a pipeline to senior 
level management, white men are once again overrepresented at 86 percent, compared to 6 
percent Black men. 2 percent Hispanic men, and 6 percenl Asian men. 
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At the Federal Reserve, white men represent 50 percent of executive senior level 
managers, compared to just 28.7 percent represented by white women. Along ethnic categories, 
black and Hispanic men represent, respectively, roughly 5 percent and I percent of executive 
senior level managers. Black women represent roughly 6 percent and Hispanic women represent 
nearly 2 percent of senior managers. 

According to the most recent information from the GAO, at the National Credit Union 
Admin istration (NCUA), whites represent 88 percent of senior level management positions, 
compared to 4 percent represented by blacks and 4 percent by Hispanics. At the Office of the 
Comptroller of the Currency (OCC), whites represent 82 percent of senior level managers, 
compared to 9 percent black and 5 percent Hispanic. Whites represent 89 percent of senior level 
management positions at the Securities and Exchange Commission, compared to 2 percent black 
and 5 percent Hispanic. Minorities appear to fair best at the Federal Housing Finance Agency, 
where whites represent 76 percent of senior level management positions, compared to 16 percent 
black and 8 percent Hispanic. However, more comprehensive analysis is still needed from the 
agency to fully assess the racial and gender employment of minorities in senior positions beyond 
the GAO's lirnited information. 

Accordingly, we request that the OIG examine any employee complaints, formal or 
informal, related to personnel practices, workplace policies and the findings from any employee 
satisfaction surveys, whether conducted by the National Credit Union Administration or an 
outside entity. IJ tbe OlG identifies any individuals or groups of individuals who have exhibited 
discriminatory behaviors or patterns or unfair or unequal treatment, we ask that the OIG provide 
recommendatfons about appropriate actions, including remedial training or removal from 
employment with the agency. Furthermore, we request that the OJG assess the agency's OMWI 
operations, and ensure corrective actions are taken within the agency with regard lo employee 
compensation, rating systems, retention, and promotion of women and minorities. 

Sincerely, 
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March 24, 2014 

Inspector General Mark Bialek 
Board of Governors of the Federnl Reserve System 
Office of lnspector General 
20th and C Streets N.W. 
Mail Stop 300 
Washington, DC 20551 

Dear Inspector General Bialek: 

MAXINF WATERS, CA, RANKING 
MEMBER 

We write to request thal the Office of the Inspector General (OIG) for lite Board of 
Governors of the Federal Reserve System (FRS) review the agency's internal operations to 
determine whether any personnel practices have created a discriminatory workplace or otherwise 
systematically disadvantaged minorities from obtaining senior management positions. 

Section 342 of the Dodd-Frnnk Wall Street Reform and Consumer Protection Act 
established an Office of Minority and Women Inclusion (OMWl) at most of the federal financial 
regulatory agencies, responsible for matters relating to diversity in managemem, employment, 
and business activities. Despite this statutory mandate, the Government Accountabil ity Office 
(GAO) concluded in a rcpol'l released last year that management-level representation of 
minorilies and women among federal financial agencies and Federal Reserve Banks has not 
changed substantia!Jy from 2007 through 2011. 111 fact, across all federal financial regulators, 
agency representation of minorities was as low as 6 percent and drorpcd as low HS zero percent 
at one of the Reserve Banks. In light of these findings and the concerns raised by employee 
performance evaluations at the Consumer Financial Protection Bureau (CFPB), we believe the 
OIG should work in cooperation with Federal Reserve System's OMWI Director to assess 
current personnel practices and make recommendations necessary to ensure full compliance with 
the law. 

The 2013 GAO report, entitled "Trends and Practices in the Financial Industry and 
Agencies after the Recent Financial Crisis," documented the extremely poor representation of 
women and minorities in leadership positions within the financial services industry and among 
federnl financial regulutors. According to GAO, industry representfllion of minorities in 201 1 
was higher in lower-level management positions - approximately 20 percent - as compared to 
about J 1 percent of senior-level manager positions. 

While public attention is currently and justifiably focused on the CFPB, the most 
recen l OMWI reports snggest the disparities impeding internal upward mobility for minorities 
may be endemic throughout all the agencies regulating the financial services industry. 
According to the Treasury Department's 20 L3 OMWl report, among its senior executive 
management, 86 percelll are white men, compared to 7 percent Black men, 4 percent Hispanic 
men, and 3 percent Asian men. Among the agency's GS-15 employees, which serves as a 
pipeline to senior level management, white men are once again overrepresented at 86 percent, 
compared to 6 percent Black men, 2 percent Hispanic men, and 6 percent Asian men. 



Inspector General Mark Bialek 
Page Two 
March 24, 2014 

At tbe Federal Reserve, white men represent 50 percent of executive senior level 
managers, compared lo just 28.7 percent represented by white women. Along ethnic categories, 
black and Hispanic men represent, respectively, roughly 5 percenl and l percent of executive 
senior level managers. B lack women represent roughly 6 percent and Hispanic women represent 
nearly 2 percent of senior managers. 

According to the most recent information from the GAO, at the National Credit Union 
Achninjstralion (NCUA), whites represent 88 percent of senior level management positions, 
compared to 4 percent represented by blacks and 4 percent by Hispanics. At the Office of the 
Comptroller of the Currency (OCC), whites represent 82 percent of senior level managers, 
compared to 9 percent black and 5 percent Hispanic. Whites represent 89 percent of senior level 
management positions at the Securities nnd Exchange Commission, compared to 2 percent black 
and 5 percent Hispanic. Minorities appear to fair best at the Federal Housing Finance Agency, 
where whites represent 76 percent of senior level management positions, compared to 16 percent 
black and 8 percenl Hispanic. However, more comprehensive analysis is still needed from the 
agency to fully assess the racial and gender employment of m.inorilies in senior positions beyond 
the GAO's limited information. 

Accordingly, we request that the OJG examine any employee complaints, formal or 
informal, related to personnel practices, workplace policies and the findings from any employee 
satisfaction surveys, whether conducted by the Federal Reserve System or an outside entity. Jf 
the OIG identifies any individuals or groups of individuals who have exhibited discriminatory 
behaviors or patterns of unfair or unequal treatment, we ask Lhat the OIG provide 
recommendations about approp1iate actions, including remedial training or removal from 
employment with the agency. Furthermore, we request that the OJG assess the agency's OMWl 
operations, and ensure corrective actions are taken within the agency with regard to employee 
compensation, rating systems, retention, and promotion of women and minorities. 

Sincerely, 

~ t94~ ~ ,f'L ---2 ~ 
C4t1:~~ 



,JEB J IENS/\RUNG, TX, GI !AIRMAN 
mniteb f@t<lte% ~ousse of ~rprrgrntatiurg 

Ql:ommittrc on .ffinanrilll .§rrui crs 
U>MIJin{TIOII , :ID.Ill:. ~05 l G 

March 24, 2014 

fnspector General Carl W. Hoecker 
U.S. Securities and Exchange Commission 
Office of Inspector General 
1 00 F Street, N .E. 
Washington, DC 20549-2977 

Dear Inspector General Hoecker: 

MAXINE WATERS, CA, RANKINO 
ME~BER 

We wrile to request that the Office of the Inspector General (OIG) for the U.S. Securities 
and Exchange Commission (SEC) review the agency's internal operations to determine whether 
any personnel practices have created a discriminatory workplace or otherwise systematically 
disadvantaged minorities from obtaining senior management positions. 

Seclion 342 of the Dodd-Frank Wall Street Reform and Consumer Protection Act 
established an Office of Minority and Women Inclusion (OMWI) at most o f the federal financial 
regulatory agencies, responsible for matters relating to di vcrsity in management, employment, 
and business activities. Despite this statutory mandate, the Government Accountability Office 
(GAO) concluded in a report released last ye1:1r that rnnnagement-level representation of 
minorities and women among federal finnncial agencies amt Pederal Reserve Banks hus not 
changed substantially from 2007 tlu·ough 2011. In fact, across all federal financial regulators, 
agency representation of minorities was as low as 6 percent and dropped as low as zero percent 
at one of lhe Reserve Banks. Jn light of these findings and the concerns raised by employee 
performance evaluations at the Consumer Financial Protection Bureau (CPPB), we believe the 
OIG should work in cooperation with U.S. Securities and Exchange Commission's OMWI 
Director to assess current personnel prnclices and make recommendations necessary to ensure 
full compliance with the law. 

The 2013 GAO report, entitled ''Trends and Practices in the Financial Industry and 
Agencies after the Recent Financial Crisis," documented the extremely poor representation of 
women and minorities in leadership positions within the financia l services industry and among 
federnl financial regulators. According to GAO, industry representation of minorities in 2011 
was higher in lower-level management positions - approx imately 20 percent - as compared to 
about 11 percent of senior-level manager positions. 

While public allention is currently and justifiably focused on the CFPB. the most 
recent OMWl reports suggest the disparilies impeding internal upward mobiJity fo r minorities 
may be endemic throughout all the agencies regulating the financial services industry. 
According lo the Treasury Department's OMWI report, among its senior excculive management, 
86 percent nre white men , compared to 7 percent Black men, 4 percent Hispanic men, and 3 
percent Asian men. Among the agency's GS-15 employees, which serves as a pipeline to senior 
level management, white men are once again overrepresented at 86 percent, compared to 6 
percent Black men, 2 percent Hispanic men, and 6 percent Asian men. 



Inspector General Carl W. Hoecker 
Page Two 
March 25, 2014 

At the Federal Reserve, white men represent 50 percent of executive senior level 
managers, compared to just 28.7 percent represented by white women. Along ethnic categories, 
black and Hispanic men represent, respectively, roughly 5 percent and l percent of executive 
senior level managers. Black women represent roughly 6 percent and Hispanic women represent 
nearly 2 percent of senior managers. 

According to the most recent information from the GAO, at the National Credit Union 
Administration (NCUA), whites represent 88 percent of senior level management positions, 
compared to 4 percent represented by blacks and 4 percent by Hispanics. At the Office of the 
Comptroller of the Currency (OCC), whites represent 82 percent of senior level managers, 
compared to 9 percent black and 5 percent Hispanic. Whites represent 89 percent of senior level 
management positions at the Securities and Exchange Commission, compared to 2 percent black 
and 5 percent Hispanic. Minorities appear to fair best at the Federal Housing Finance Agency, 
where whites represenr 76 percent of senior level management positions, compared to 16 percent 
black and 8 percent Hispanic. However, more comprehensive analysis is stil l needed from Lhe 
agency to fu lly assess the racial and gender employment of minorities in senior positions beyond 
the GA O's limited information. 

Accordingly, we request that the OTG examine any employee complaints, formal or 
informal, related to personnel practices, workplace policies and the findings from any employee 
satisfaction surveys, whether conducted by the U.S. Securities and Exchange Commission or an 
outside entity. If the OIG identifies any individuals or groups of individuals who have exhibited 
discriminatory behaviors or patterns of unfair or unequaJ treatment, we ask that the OIG provide 
recommendations about appropriate actions, including remedial training or removal from 
employment wilh Lhe agency. Furthermore, we request lhal the 0 10 assess the agency's OMW1 
operations, and ensure corrective actions are taken within the agency with regard to employee 
compensation, rating systems, retention , and promotion of women and minorities. 

Sincerely, 

/ 
L__ 
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Authority 

This publication has been developed by NIST to further its statutory responsibilities under the 
Federal Information Security Management Act (FISMA), Public Law (P.L.) 107-347. NIST is 
responsible for developing information security standards and guidelines, including minimum 
requirements for federal information systems, but such standards and guidelines shall not apply to 
national security systems without the express approval of appropriate federal officials exercising 
policy authority over such systems. This guideline is consistent with the requirements of the 
Office of Management and Budget (OMB) Circular A-130, Section 8b(3), Securing Agency 
Information Systems, as analyzed in Circular A-130, Appendix IV: Analysis of Key Sections.  
Supplemental information is provided in Circular A-130, Appendix III, Security of Federal 
Automated Information Resources. 

Nothing in this publication should be taken to contradict the standards and guidelines made 
mandatory and binding on federal agencies by the Secretary of Commerce under statutory 
authority. Nor should these guidelines be interpreted as altering or superseding the existing 
authorities of the Secretary of Commerce, Director of the OMB, or any other federal official.  
This publication may be used by nongovernmental organizations on a voluntary basis and is not 
subject to copyright in the United States. Attribution would, however, be appreciated by NIST.   

National Institute of Standards and Technology Special Publication 800-53, Revision 4 
Natl. Inst. Stand. Technol. Spec. Publ. 800-53, Rev. 4, 460 pages (April 2013)  

http://dx.doi.org/10.6028/NIST.SP.800-53r4  
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Comments on this publication may be submitted to: 

National Institute of Standards and Technology 
Attn: Computer Security Division, Information Technology Laboratory 

100 Bureau Drive (Mail Stop 8930) Gaithersburg, MD 20899-8930 
Electronic Mail: sec-cert@nist.gov 

  

Certain commercial entities, equipment, or materials may be identified in this document in order to 
describe an experimental procedure or concept adequately. Such identification is not intended to 
imply recommendation or endorsement by NIST, nor is it intended to imply that the entities, 
materials, or equipment are necessarily the best available for the purpose.  

There may be references in this publication to other publications currently under development by 
NIST in accordance with its assigned statutory responsibilities. The information in this publication, 
including concepts and methodologies, may be used by Federal agencies even before the 
completion of such companion publications. Thus, until each publication is completed, current 
requirements, guidelines, and procedures, where they exist, remain operative. For planning and 
transition purposes, Federal agencies may wish to closely follow the development of these new 
publications by NIST.   

Organizations are encouraged to review all draft publications during public comment periods and 
provide feedback to NIST. All NIST Computer Security Division publications, other than the ones 
noted above, are available at http://csrc.nist.gov/publications. 
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Reports on Computer Systems Technology 

The Information Technology Laboratory (ITL) at the National Institute of Standards and 
Technology (NIST) promotes the U.S. economy and public welfare by providing technical 
leadership for the Nation’s measurement and standards infrastructure. ITL develops tests, test 
methods, reference data, proof of concept implementations, and technical analyses to advance the 
development and productive use of information technology. ITL’s responsibilities include the 
development of management, administrative, technical, and physical standards and guidelines for 
the cost-effective security and privacy of other than national security-related information in 
federal information systems. The Special Publication 800-series reports on ITL’s research, 
guidelines, and outreach efforts in information system security, and its collaborative activities 
with industry, government, and academic organizations. 

 
Abstract 

This publication provides a catalog of security and privacy controls for federal information 
systems and organizations and a process for selecting controls to protect organizational operations 
(including mission, functions, image, and reputation), organizational assets, individuals, other 
organizations, and the Nation from a diverse set of threats including hostile cyber attacks, natural 
disasters, structural failures, and human errors. The controls are customizable and implemented as 
part of an organization-wide process that manages information security and privacy risk. The 
controls address a diverse set of security and privacy requirements across the federal government 
and critical infrastructure, derived from legislation, Executive Orders, policies, directives, 
regulations, standards, and/or mission/business needs. The publication also describes how to 
develop specialized sets of controls, or overlays, tailored for specific types of missions/business 
functions, technologies, or environments of operation. Finally, the catalog of security controls 
addresses security from both a functionality perspective (the strength of security functions and 
mechanisms provided) and an assurance perspective (the measures of confidence in the 
implemented security capability). Addressing both security functionality and security assurance 
ensures that information technology products and the information systems built from those 
products using sound systems and security engineering principles are sufficiently trustworthy.  

 
 
 

Keywords 

Assurance; computer security; FIPS Publication 199; FIPS Publication 200, FISMA; Privacy Act; 
Risk Management Framework; security controls; security requirements.  
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FIPS 200 AND SP 800-53 
IMPLEMENTING INFORMATION SECURITY STANDARDS AND GUIDELINES 

FIPS Publication 200, Minimum Security Requirements for Federal Information and Information 
Systems, is a mandatory federal standard developed by NIST in response to FISMA. To comply 
with the federal standard, organizations first determine the security category of their information 
system in accordance with FIPS Publication 199, Standards for Security Categorization of Federal 
Information and Information Systems, derive the information system impact level from the security 
category in accordance with FIPS 200, and then apply the appropriately tailored set of baseline 
security controls in NIST Special Publication 800-53, Security and Privacy Controls for Federal 
Information Systems and Organizations. Organizations have flexibility in applying the baseline 
security controls in accordance with the guidance provided in Special Publication 800-53. This 
allows organizations to tailor the relevant security control baseline so that it more closely aligns 
with their mission and business requirements and environments of operation. 

FIPS 200 and NIST Special Publication 800-53, in combination, ensure that appropriate security 
requirements and security controls are applied to all federal information and information systems. 
An organizational assessment of risk validates the initial security control selection and determines if 
additional controls are needed to protect organizational operations (including mission, functions, 
image, or reputation), organizational assets, individuals, other organizations, or the Nation. The 
resulting set of security controls establishes a level of security due diligence for the organization. 
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DEVELOPING COMMON INFORMATION SECURITY FOUNDATIONS 
COLLABORATION AMONG PUBLIC AND PRIVATE SECTOR ENTITIES 

In developing standards and guidelines required by FISMA, NIST consults with other federal 
agencies and the private sector to improve information security, avoid unnecessary and costly 
duplication of effort, and ensure that its publications are complementary with the standards and 
guidelines employed for the protection of national security systems. In addition to a comprehensive 
public review and vetting process, NIST is collaborating with the Office of the Director of National 
Intelligence (ODNI), the Department of Defense (DoD), and the Committee on National Security 
Systems (CNSS) to establish a unified information security framework for the federal government. 
A common foundation for information security will provide the Civil, Defense, and Intelligence 
sectors of the federal government and their contractors, more cost-effective and consistent ways to 
manage information security-related risk to organizational operations and assets, individuals, other 
organizations, and the Nation. The unified framework will also provide a strong basis for reciprocal 
acceptance of authorization decisions and facilitate information sharing. NIST is also working with 
many public and private sector entities to establish mappings and relationships between the security 
standards and guidelines developed by NIST and the International Organization for Standardization 
and International Electrotechnical Commission (ISO/IEC). 
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SECURITY REQUIREMENTS 
FROM THE PERSPECTIVE OF DIFFERENT COMMUNITIES OF INTEREST 

The term security requirement is used by different communities and groups in different ways and 
may require additional explanation to establish the particular context for the various use cases. 
Security requirements can be stated at a very high level of abstraction, for example, in legislation, 
Executive Orders, directives, policies, standards, and mission/business needs statements. FISMA 
and FIPS Publication 200 articulate security requirements at such a level. 

Acquisition personnel develop security requirements for contracting purposes that address the 
protections necessary to achieve mission/business needs. Systems/security engineers, system 
developers, and systems integrators develop the security design requirements for the information 
system, develop the system security architecture and the architecture-specific derived security 
requirements, and subsequently implement specific security functions at the hardware, software, and 
firmware component level. 

Security requirements are also reflected in various nontechnical security controls that address such 
matters as policy and procedures at the management and operational elements within organizations, 
again at differing levels of detail. It is important to define the context for each use of the term 
security requirement so the respective communities (including individuals responsible for policy, 
architecture, acquisition, engineering, and mission/business protection) can clearly communicate 
their intent. 

Organizations may define certain security capabilities needed to satisfy security requirements and 
provide appropriate mission and business protection. Security capabilities are typically defined by 
bringing together a specific set of safeguards/countermeasures (i.e., security controls) derived from 
the appropriately tailored baselines that together produce the needed capability. 
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  TECHNOLOGY AND POLICY NEUTRALITY 

CHARACTERISTICS OF SECURITY CONTROLS 

The security controls in the catalog with few exceptions, have been designed to be policy- and 
technology-neutral. This means that security controls and control enhancements focus on the 
fundamental safeguards and countermeasures necessary to protect information during processing, 
while in storage, and during transmission. Therefore, it is beyond the scope of this publication to 
provide guidance on the application of security controls to specific technologies, environments of 
operation, communities of interest, or missions/business functions. Application-specific areas are 
addressed by the use of the tailoring process described in Chapter Three and the use of overlays 
described in Appendix I. It should also be noted that while the security controls are largely policy- 
and technology-neutral, that does not imply that the controls are policy- and technology-unaware. 
Understanding policy and technology is necessary so that the controls are meaningful and relevant 
when implemented. 

In the few cases where specific technologies are called out in security controls (e.g., mobile, PKI, 
wireless, VOIP), organizations are cautioned that the need to provide adequate security goes well 
beyond the requirements in a single control associated with a particular technology. Many of the 
needed safeguards and countermeasures are obtained from the other security controls in the catalog 
allocated to the initial control baselines as starting points for the development of security plans and 
overlays using the tailoring process. There may also be some overlap in the protections articulated 
by the security controls within the different control families. 

In addition to the customer-driven development of specialized security plans and overlays, NIST 
Special Publications and Interagency Reports may provide guidance on recommended security 
controls for specific technologies and sector-specific applications (e.g., Smart Grid, healthcare, 
Industrial Control Systems, and mobile). 

Employing a technology- and policy-neutral security control catalog has the following benefits: 

• It encourages organizations to focus on the security capabilities required for mission/business 
success and the protection of information, irrespective of the information technologies that are 
employed in organizational information systems. 

• It encourages organizations to analyze each security control for its applicability to specific 
technologies, environments of operation, missions/business functions, and communities of interest. 

• It encourages organizations to specify security policies as part of the tailoring process for security 
controls that have variable parameters. 

The specialization of security plans using the tailoring guidance and overlays, together with a robust 
set of technology- and policy-neutral security controls, promotes cost-effective, risk-based 
information security for organizations—in any sector, for any technology, and in any operating 
environment. 
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INFORMATION SECURITY DUE DILIGENCE 
MANAGING THE RISK TO ORGANIZATIONAL MISSIONS/BUSINESS FUNCTIONS  

The security controls in NIST Special Publication 800-53 are designed to facilitate compliance with 
applicable federal laws, Executive Orders, directives, policies, regulations, standards, and guidance. 
Compliance is not about adhering to static checklists or generating unnecessary FISMA reporting 
paperwork. Rather, compliance necessitates organizations executing due diligence with regard to 
information security and risk management. Information security due diligence includes using all 
appropriate information as part of an organization-wide risk management program to effectively use 
the tailoring guidance and inherent flexibility in NIST publications so that the selected security 
controls documented in organizational security plans meet the mission and business requirements of 
organizations. Using the risk management tools and techniques that are available to organizations is 
essential in developing, implementing, and maintaining the safeguards and countermeasures with 
the necessary and sufficient strength of mechanism to address the current threats to organizational 
operations and assets, individuals, other organizations, and the Nation. Employing effective risk-
based processes, procedures, and technologies will help ensure that all federal information systems 
and organizations have the necessary resilience to support ongoing federal responsibilities, critical 
infrastructure applications, and continuity of government. 
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PRIVACY CONTROLS 
PROVIDING PRIVACY PROTECTION FOR FEDERAL INFORMATION 

Appendix J, Privacy Control Catalog, is a new addition to NIST Special Publication 800-53. It is 
intended to address the privacy needs of federal agencies. The Privacy Appendix: 

• Provides a structured set of privacy controls, based on best practices, that help organizations 
comply with applicable federal laws, Executive Orders, directives, instructions, regulations, 
policies, standards, guidance, and organization-specific issuances; 

• Establishes a linkage and relationship between privacy and security controls for purposes of 
enforcing respective privacy and security requirements which may overlap in concept and in 
implementation within federal information systems, programs, and organizations; 

• Demonstrates the applicability of the NIST Risk Management Framework in the selection, 
implementation, assessment, and ongoing monitoring of privacy controls deployed in federal 
information systems, programs, and organizations; and 

• Promotes closer cooperation between privacy and security officials within the federal 
government to help achieve the objectives of senior leaders/executives in enforcing the 
requirements in federal privacy legislation, policies, regulations, directives, standards, and 
guidance. 

There is a strong similarity in the structure of the privacy controls in Appendix J and the security 
controls in Appendices F and G. For example, the control AR-1 (Governance and Privacy Program) 
requires organizations to develop privacy plans that can be implemented at the organizational or 
program level. These plans can also be used in conjunction with security plans to provide an 
opportunity for organizations to select the appropriate set of security and privacy controls in 
accordance with organizational mission/business requirements and the environments in which the 
organizations operate. Incorporating the same concepts used in managing information security risk, 
helps organizations implement privacy controls in a more cost-effective, risked-based manner while 
simultaneously protecting individual privacy and meeting compliance requirements. Standardized 
privacy controls provide a more disciplined and structured approach for satisfying federal privacy 
requirements and demonstrating compliance to those requirements. 
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CAUTIONARY NOTE 
IMPLEMENTING CHANGES BASED ON REVISIONS TO SPECIAL PUBLICATION 800-53 

When NIST publishes revisions to Special Publication 800-53, there are four primary types of 
changes made to the document: (i) security controls or control enhancements are added to or 
withdrawn from Appendices F and G and/or to the low, moderate, and high baselines; (ii) 
supplemental guidance is modified; (iii) material in the main chapters or appendices is modified; 
and (iv) language is clarified and/or updated throughout the document. 

When modifying existing tailored security control baselines at Tier 3 in the risk management 
hierarchy (as described in Special Publication 800-39) and updating security controls at any tier as a 
result of Special Publication 800-53 revisions, organizations should take a measured, risk-based 
approach in accordance with organizational risk tolerance and current risk assessments. Unless 
otherwise directed by OMB policy, the following activities are recommended to implement changes 
to Special Publication 800-53: 

• First, organizations determine if any added security controls/control enhancements are 
applicable to organizational information systems or environments of operation following 
tailoring guidelines in this publication. 

• Next, organizations review changes to the supplemental guidance, guidance in the main chapters 
and appendices, and updated/clarified language throughout the publication to determine if 
changes apply to any organizational information systems and if any immediate actions are 
required. 

• Finally, once organizations have determined the entirety of changes necessitated by the 
revisions to the publication, the changes are integrated into the established continuous 
monitoring process to the greatest extent possible. The implementation of new or modified 
security controls to address specific, active threats is always the highest priority for sequencing 
and implementing changes. Modifications such as changes to templates or minor language 
changes in policy or procedures are generally the lowest priority and are made in conjunction 
with established review cycles.   

 

PAGE xii 



Special Publication 800-53 Revision 4                                  Security and Privacy Controls for Federal Information Systems 
                                                                                               and Organizations 
________________________________________________________________________________________________ 

Table of Contents 

CHAPTER ONE   INTRODUCTION .......................................................................................... 1 
1.1   PURPOSE AND APPLICABILITY .................................................................................................. 2 
1.2   TARGET AUDIENCE .................................................................................................................. 3 
1.3   RELATIONSHIP TO OTHER SECURITY CONTROL PUBLICATIONS .................................................... 3 
1.4   ORGANIZATIONAL RESPONSIBILITIES ........................................................................................ 4 
1.5   ORGANIZATION OF THIS SPECIAL PUBLICATION .......................................................................... 6 

CHAPTER TWO   THE FUNDAMENTALS .................................................................................. 7 
2.1   MULTITIERED RISK MANAGEMENT ............................................................................................. 7 
2.2   SECURITY CONTROL STRUCTURE ............................................................................................. 9 
2.3   SECURITY CONTROL BASELINES ............................................................................................. 12 
2.4   SECURITY CONTROL DESIGNATIONS ....................................................................................... 14 
2.5   EXTERNAL SERVICE PROVIDERS ............................................................................................ 17 
2.6   ASSURANCE AND TRUSTWORTHINESS .................................................................................... 20 
2.7   REVISIONS AND EXTENSIONS ................................................................................................. 26 

CHAPTER THREE   THE PROCESS ...................................................................................... 28 
3.1   SELECTING SECURITY CONTROL BASELINES ........................................................................... 28 
3.2   TAILORING BASELINE SECURITY CONTROLS ............................................................................ 30 
3.3   CREATING OVERLAYS ............................................................................................................ 40 
3.4   DOCUMENTING THE CONTROL SELECTION PROCESS ............................................................... 42 
3.5   NEW DEVELOPMENT AND LEGACY SYSTEMS ........................................................................... 44 

APPENDIX A   REFERENCES ............................................................................................ A-1 
APPENDIX B   GLOSSARY ................................................................................................ B-1 
APPENDIX C   ACRONYMS ............................................................................................... C-1 
APPENDIX D   SECURITY CONTROL BASELINES – SUMMARY ............................................... D-1 
APPENDIX E   ASSURANCE AND TRUSTWORTHINESS ......................................................... E-1 
APPENDIX F   SECURITY CONTROL CATALOG .................................................................... F-1 
APPENDIX G   INFORMATION SECURITY PROGRAMS........................................................... G-1 
APPENDIX H   INTERNATIONAL INFORMATION SECURITY STANDARDS .................................. H-1 
APPENDIX I   OVERLAY TEMPLATE ..................................................................................... I-1 
APPENDIX J   PRIVACY CONTROL CATALOG ....................................................................... J-1 
 
  

PAGE xiii 



Special Publication 800-53 Revision 4                                  Security and Privacy Controls for Federal Information Systems 
                                                                                               and Organizations 
________________________________________________________________________________________________ 

Prologue 

“…Through the process of risk management, leaders must consider risk to US interests from 
adversaries using cyberspace to their advantage and from our own efforts to employ the global 
nature of cyberspace to achieve objectives in military, intelligence, and business operations… “ 

  “…For operational plans development, the combination of threats, vulnerabilities, and impacts 
must be evaluated in order to identify important trends and decide where effort should be applied 
to eliminate or reduce threat capabilities; eliminate or reduce vulnerabilities; and assess, 
coordinate, and deconflict all cyberspace operations…” 

“…Leaders at all levels are accountable for ensuring readiness and security to the same degree 
as in any other domain…" 

-- THE NATIONAL STRATEGY FOR CYBERSPACE OPERATIONS  
     OFFICE OF THE CHAIRMAN, JOINT CHIEFS OF STAFF, U.S. DEPARTMENT OF DEFENSE 
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Foreword 

NIST Special Publication 800-53, Revision 4, represents the most comprehensive update to the 
security controls catalog since its inception in 2005. The publication was developed by NIST, the 
Department of Defense, the Intelligence Community, and the Committee on National Security 
Systems as part of the Joint Task Force, an interagency partnership formed in 2009. This update 
was motivated principally by the expanding threat space—characterized by the increasing 
sophistication of cyber attacks and the operations tempo of adversaries (i.e., the frequency of such 
attacks, the professionalism of the attackers, and the persistence of targeting by attackers). State-
of-the-practice security controls and control enhancements have been developed and integrated 
into the catalog addressing such areas as: mobile and cloud computing; applications security; 
trustworthiness, assurance, and resiliency of information systems; insider threat; supply chain 
security; and the advanced persistent threat. In addition, Special Publication 800-53 has been 
expanded to include eight new families of privacy controls based on the internationally accepted 
Fair Information Practice Principles. 

Special Publication 800-53, Revision 4, provides a more holistic approach to information security 
and risk management by providing organizations with the breadth and depth of security controls 
necessary to fundamentally strengthen their information systems and the environments in which 
those systems operate—contributing to systems that are more resilient in the face of cyber attacks 
and other threats. This “Build It Right” strategy is coupled with a variety of security controls for 
“Continuous Monitoring” to give organizations near real-time information that is essential for 
senior leaders making ongoing risk-based decisions affecting their critical missions and business 
functions. 

To take advantage of the expanded set of security and privacy controls, and to give organizations 
greater flexibility and agility in defending their information systems, the concept of overlays was 
introduced in this revision. Overlays provide a structured approach to help organizations tailor 
security control baselines and develop specialized security plans that can be applied to specific 
missions/business functions, environments of operation, and/or technologies. This specialization 
approach is important as the number of threat-driven controls and control enhancements in the 
catalog increases and organizations develop risk management strategies to address their specific 
protection needs within defined risk tolerances. 

Finally, there have been several new features added to this revision to facilitate ease of use by 
organizations. These include:  

• Assumptions relating to security control baseline development; 

• Expanded, updated, and streamlined tailoring guidance; 

•  Additional assignment and selection statement options for security and privacy controls; 

• Descriptive names for security and privacy control enhancements; 

• Consolidated tables for security controls and control enhancements by family with 
baseline allocations; 

• Tables for security controls that support development, evaluation, and operational 
assurance; and 

• Mapping tables for international security standard ISO/IEC 15408 (Common Criteria). 
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The security and privacy controls in Special Publication 800-53, Revision 4, have been designed 
to be largely policy/technology-neutral to facilitate flexibility in implementation. The controls are 
well positioned to support the integration of information security and privacy into organizational 
processes including enterprise architecture, systems engineering, system development life cycle, 
and acquisition/procurement. Successful integration of security and privacy controls into ongoing 
organizational processes will demonstrate a greater maturity of security and privacy programs and 
provide a tighter coupling of security and privacy investments to core organizational missions and 
business functions. 

The Joint Task Force  
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05-07-2013 Editorial Changed PS-4 Priority Code from P2 to P1 in Table D-2. D-6 
05-07-2013 Editorial Changed SA-11 Priority Code from P2 to P1 in Table D-2. D-6 
05-07-2013 Editorial Changed SC-18 Priority Code from P1 to P2 in Table D-2. D-7 
05-07-2013 Editorial Changed SI-8 Priority Code from P1 to P2 in Table D-2. D-8 
05-07-2013 Editorial Deleted reference to SA-5 (6) in Table D-17. D-32 
05-07-2013 Editorial Deleted CM-4 (3) from Table E-2. E-4 
05-07-2013 Editorial Deleted CM-4 (3) from Table E-3. E-5 
05-07-2013 Editorial Deleted reference to SA-5 (6). F-161 
05-07-2013 Editorial Changed SI-16 Priority Code from P0 to P1. F-233 
01-15-2014 Editorial Deleted “(both intentional and unintentional)” in line 5 in Abstract. iii 
01-15-2014 Editorial Deleted “security and privacy” in line 5 in Abstract. iii 
01-15-2014 Editorial Changed “an initial set of baseline security controls” to “the applicable security 

control baseline” in Section 2.1, RMF Step 2. 
9 

01-15-2014 Editorial Deleted the following paragraph: “The security control enhancements section 
provides…in Appendix F.” 

11 

01-15-2014 Editorial Changed “baseline security controls” to “the security control baselines” in Section 
2.3, 2nd paragraph, line 6. 

13 

01-15-2014 Editorial Changed “an initial set of security controls” to “the applicable security control 
baseline” in Section 3.1, paragraph 2, line 4. 

28 

01-15-2014 Editorial Changed “security control baselines” to “baselines identified in Appendix D” in 
Section 3.1, paragraph 2, line 5. 

28 

01-15-2014 Editorial Changed “an appropriate set of baseline controls” to “the appropriate security 
control baseline” in Section 3.1, paragraph 3, line 3. 

29 

01-15-2014 Editorial Deleted “initial” before “security control baseline” and added “FIPS 200” before 
“impact level” in Section 3.1, paragraph 3, line 4. 

29 

01-15-2014 Editorial Changed “sets of baseline security controls” to “security control baselines” in 
Section 3.1, paragraph 3, line 6. 

29 

01-15-2014 Editorial Changed “initial set of baseline security controls” to “applicable security control 
baseline” in Section 3.2, paragraph 1, line 1. 

30 

01-15-2014 Editorial Changed “initial set of baseline security controls” to “applicable security control 
baseline” in Section 3.2, paragraph 3, line 5. 

31 

01-15-2014 Editorial Deleted “set of” before “security controls” in Section 3.2, Applying Scoping 
Considerations, Mobility paragraph, line 1. 

33 
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DATE TYPE CHANGE PAGE 

01-15-2014 Editorial Deleted “initial” before “set of” in Section 3.2, Applying Scoping Considerations, 
Mobility paragraph, line 2. 

33 

01-15-2014 Editorial Changed “the baselines” to “each baseline” in Section 3.2, Applying Scoping 
Considerations, Mobility paragraph, line 3. 

33 

01-15-2014 Editorial Changed “initial set of security controls” to “security control baseline” in Section 3.2, 
Applying Scoping Considerations, Mobility paragraph, line 5. 

33 

01-15-2014 Editorial Added “specific” before “locations” in Section 3.2, Applying Scoping 
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33 

01-15-2014 Editorial Changed “initial” to “three” in Section 3.2, Applying Scoping Considerations, 
Mobility paragraph, line 8. 

33 

01-15-2014 Editorial Changed “initial set of baseline security controls” to “applicable security control 
baseline” in Section 3.2, Selecting Compensating Security Controls, line 10. 

36 

01-15-2014 Editorial Changed “a set of initial baseline security controls” to “security control baselines” in 
Section 3.3, line 1. 

40 

01-15-2014 Editorial Added “.” after “C.F.R” in #3, Policies, Directives, Instructions, Regulations, and 
Memoranda. 

A-1 

01-15-2014 Editorial Added “Revision 1 (Draft)” to NIST Special Publication 800-52 in References. A-7 
01-15-2014 Editorial Added “Configuration,” to title of NIST Special Publication 800-52, Revision 1. A-7 
01-15-2014 Editorial Changed date for NIST Special Publication 800-52, Revision 1 to September 2013. A-7 
01-15-2014 Editorial Moved definition for Information Security Risk after Information Security Program 

Plan in Glossary. 
B-11 

01-15-2014 Editorial Added AC-2 (11) to high baseline in Table D-2. D-2 
01-15-2014 Editorial Changed AC-10 Priority Code from P2 to P3 in Table D-2. D-2 
01-15-2014 Editorial Changed AC-14 Priority Code from P1 to P3 in Table D-2. D-2 
01-15-2014 Editorial Changed AC-22 Priority Code from P2 to P3 in Table D-2. D-2 
01-15-2014 Editorial Changed AU-10 Priority Code from P1 to P2 in Table D-2. D-3 
01-15-2014 Editorial Changed CA-6 Priority Code from P3 to P2 in Table D-2. D-3 
01-15-2014 Editorial Changed CA-7 Priority Code from P3 to P2 in Table D-2. D-3 
01-15-2014 Editorial Changed CA-8 Priority Code from P1 to P2 in Table D-2. D-3 
01-15-2014 Editorial Changed IA-6 Priority Code from P1 to P2 in Table D-2. D-4 
01-15-2014 Editorial Changed IR-7 Priority Code from P3 to P2 in Table D-2. D-5 
01-15-2014 Editorial Changed MA-3 Priority Code from P2 to P3 in Table D-2. D-5 
01-15-2014 Editorial Changed MA-4 Priority Code from P1 to P2 in Table D-2. D-5 
01-15-2014 Editorial Changed MA-5 Priority Code from P1 to P2 in Table D-2. D-5 
01-15-2014 Editorial Deleted Program Management Controls from Table D-2. D-8/9 
01-15-2014 Editorial Deleted the following sentence at end of paragraph: 

“There is no summary table provided for the Program Management (PM) family 
since PM controls are not associated with any particular security control baseline.” 

D-9 

01-15-2014 Editorial Added AC-2 (12) and AC-2 (13) to high baseline in Table D-3. D-10 
01-15-2014 Editorial Changed AC-17 (5) incorporated into reference from AC-17 to SI-4 in Table D-3. D-12 
01-15-2014 Editorial Changed AC-17 (7) incorporated into reference from AC-3 to AC-3 (10) in Table D-

3. 
D-12 

01-15-2014 Editorial Changed AC-6 to AC-6 (9) in AU-2 (4) withdrawal notice in Table D-5. D-15 
01-15-2014 Editorial Changed “Training” to “Scanning” in SA-19 (4) title in Table D-17. D-34 
01-15-2014 Editorial Deleted SC-9 (1), SC-9 (2), SC-9 (3), and SC-9 (4) from Table D-18. D-37 
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01-15-2014 Editorial Changed “an appropriate set of security controls” to “the appropriate security 

control baselines” in Using the Catalog, line 5. 
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01-15-2014 Substantive Added the following text to AC-3 (2) Supplemental Guidance:  

“Dual authorization may also be known as two-person control.” 
F-11 

01-15-2014 Editorial Changed “ucdmo.gov” to “None” in AC-4 References. F-18 
01-15-2014 Editorial Added “.” after “C.F.R” in AT-2 References. F-38 
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“Dual authorization may also be known as two-person control.” 
F-49 

01-15-2014 Editorial Added “Control Enhancements: None.” to AU-15. F-53 
01-15-2014 Editorial Deleted extraneous “.” from CM-2 (7) Supplemental Guidance. F-66 
01-15-2014 Editorial Added “)” after “board” in CM-3 g. F-66 
01-15-2014 Substantive Added CA-7 to related controls list in CM-3. F-66 
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“Dual authorization may also be known as two-person control.” 
F-69 

01-15-2014 Editorial Added “http://” to URLs in CM-6 References. F-71 
01-15-2014 Editorial Added “component” before “inventories” in CM-8 (5). F-74 
01-15-2014 Editorial Changed “tsp.ncs.gov” to “http://www.dhs.gov/telecommunications-service-priority-

tsp” in CP-8 References. 
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01-15-2014 Substantive Added the following text to CP-9 (7) Supplemental Guidance:  
“Dual authorization may also be known as two-person control.” 

F-87 
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Supplemental Guidance. 

F-97 

PAGE xix 



Special Publication 800-53 Revision 4                                  Security and Privacy Controls for Federal Information Systems 
                                                                                               and Organizations 
________________________________________________________________________________________________ 

DATE TYPE CHANGE PAGE 

01-15-2014 Substantive Added the following text to IA-5 (1) Supplemental Guidance:  
“To mitigate certain brute force attacks against passwords, organizations may also 
consider salting passwords.” 

F-97 

01-15-2014 Editorial Added “http://” to URL in IA-5 References. F-99 
01-15-2014 Editorial Added “http://” to URL in IA-7 References. F-99 
01-15-2014 Editorial Added “http://” to URL in IA-8 References. F-101 
01-15-2014 Editorial Changed “:” to “;” after “800-61” and added “http://” to URL in IR-6 References. F-108 
01-15-2014 Substantive Added the following text to MP-6 (7) Supplemental Guidance:  

“Dual authorization may also be known as two-person control.” 
F-124 

01-15-2014 Editorial Added “http://” to URL in MP-6 References. F-124 
01-15-2014 Editorial Changed “DoDI” to “DoD Instruction” and added “http://” to URLs in PE-3 

References. 
F-130 

01-15-2014 Editorial Deleted “and supplementation” after “tailoring” in PL-2 a. 8. F-140 
01-15-2014 Editorial Added “Special” before “Publication” in PL-4 References. F-141 
01-15-2014 Editorial Added “Control Enhancements: None.” to PL-7. F-142 
01-15-2014 Editorial Deleted AT-5 and AC-19 (6) (8) (9) from PL-9 Supplemental Guidance. F-144 
01-15-2014 Editorial Added “Control Enhancements: None.” to PL-9. F-144 
01-15-2014 Editorial Added “Special” before “Publication” in PL-9 References. F-144 
01-15-2014 Editorial Changed “731.106(a)” to “731.106” in PS-2 References. F-145 
01-15-2014 Editorial Changed “Publication” to “Publications” and added “http://” to URL in RA-3 

References. 
F-153 

01-15-2014 Editorial Added “http://” to URLs in RA-5 References. F-155 
01-15-2014 Editorial Added “http://” to URLs in SA-4 References. F-160 
01-15-2014 Substantive Added the following text to SA-11 (8) Supplemental Guidance: 

“To understand the scope of dynamic code analysis and hence the assurance 
provided, organizations may also consider conducting code coverage analysis 
(checking the degree to which the code has been tested using metrics such as 
percent of subroutines tested or percent of program statements called during 
execution of the test suite) and/or concordance analysis (checking for words that 
are out of place in software code such as non-English language words or 
derogatory terms).” 

F-169 

01-15-2014 Editorial Added “http://” to URLs in SA-11 References. F-169 
01-15-2014 Editorial Added “Control Enhancements: None.” to SA-16. F-177 
01-15-2014 Editorial Changed “Training” to “Scanning” in SA-19 (4) title. F-181 
01-15-2014 Editorial Changed “physical” to “protected” in SC-8 Supplemental Guidance. F-193 
01-15-2014 Editorial Changed “140-2” to “140” and added “http://” to URLs in SC-13 References. F-196 
01-15-2014 Editorial Added “authentication” after “data origin” in SC-20, Part a. F-199 
01-15-2014 Editorial Added “verification” after “integrity” in SC-20, Part a. F-199 
01-15-2014 Editorial Added “Control Enhancements: None.” to SC-35. F-209 
01-15-2014 Editorial Deleted extraneous “References: None” from SI-7. F-228 

PAGE xx 



Special Publication 800-53 Revision 4                                  Security and Privacy Controls for Federal Information Systems 
                                                                                               and Organizations 
________________________________________________________________________________________________ 

DATE TYPE CHANGE PAGE 

01-15-2014 Substantive Added the following text as new third paragraph in Appendix G:: 
“Table G-1 provides a summary of the security controls in the program 
management family from Appendix G. Organizations can use the recommended 
priority code designation associated with each program management control to 
assist in making sequencing decisions for implementation (i.e., a Priority Code 1 
[P1] control has a higher priority for implementation than a Priority Code 2 [P2] 
control; and a Priority Code 2 [P2] control has a higher priority for implementation 
than a Priority Code 3 [P3] control.” 

G-1/2 

01-15-2014 Editorial Added Table G-1 to Appendix G. G-2 
01-15-2014 Editorial Added “http://” to URL in PM-5 References. G-5 
01-15-2014 Editorial Deleted “Web: www.fsam.gov” from PM-7 References. G-5 
01-15-2014 Editorial Added “http://” to URL in Footnote 124. J-22 
 

PAGE xxi 



Special Publication 800-53 Revision 4                                  Security and Privacy Controls for Federal Information Systems 
                                                                                               and Organizations 
________________________________________________________________________________________________ 

CHAPTER ONE 

INTRODUCTION 
THE NEED TO PROTECT INFORMATION AND INFORMATION SYSTEMS 

he selection and implementation of security controls for information systems1 and 
organizations are important tasks that can have major implications on the operations2 and 
assets of organizations3 as well as the welfare of individuals and the Nation. Security 

controls are the safeguards/countermeasures prescribed for information systems or organizations 
that are designed to: (i) protect the confidentiality, integrity, and availability of information that is 
processed, stored, and transmitted by those systems/organizations; and (ii) satisfy a set of defined 
security requirements.4 There are several key questions that should be answered by organizations 
when addressing the information security considerations for information systems: 

• What security controls are needed to satisfy the security requirements and to adequately 
mitigate risk incurred by using information and information systems in the execution of 
organizational missions and business functions? 

• Have the security controls been implemented, or is there an implementation plan in place? 

• What is the desired or required level of assurance that the selected security controls, as 
implemented, are effective in their application? 5  

The answers to these questions are not given in isolation but rather in the context of an effective 
risk management process for the organization that identifies, mitigates as deemed necessary, and 
monitors on an ongoing basis, risks6 arising from its information and information systems. NIST 
Special Publication 800-39 provides guidance on managing information security risk at three 
distinct tiers—the organization level, mission/business process level, and information system 
level. The security controls defined in this publication and recommended for use by organizations 
to satisfy their information security requirements should be employed as part of a well-defined 
risk management process that supports organizational information security programs.7 

1 An information system is a discrete set of information resources organized expressly for the collection, processing, 
maintenance, use, sharing, dissemination, or disposition of information. Information systems also include specialized 
systems such as industrial/process controls systems, telephone switching/private branch exchange (PBX) systems, and 
environmental control systems. 
2 Organizational operations include mission, functions, image, and reputation. 

3 The term organization describes an entity of any size, complexity, or positioning within an organizational structure 
(e.g., a federal agency or, as appropriate, any of its operational elements). 
4 Security requirements are derived from mission/business needs, laws, Executive Orders, directives, regulations, 
policies, instructions, standards, guidance, and/or procedures to ensure the confidentiality, integrity, and availability of 
the information being processed, stored, or transmitted by organizational information systems. 
5 Security control effectiveness addresses the extent to which the controls are implemented correctly, operating as 
intended, and producing the desired outcome with respect to meeting the security requirements for the information 
system in its operational environment or enforcing/mediating established security policies. 

6 Information security-related risks are those risks that arise from the loss of confidentiality, integrity, or availability of 
information or information systems and consider the potential adverse impacts to organizational operations and assets, 
individuals, other organizations, and the Nation. 
7 The program management controls (Appendix G) complement the security controls for an information system 
(Appendix F) by focusing on the organization-wide information security requirements that are independent of any 
particular information system and are essential for managing information security programs. 
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It is of paramount importance that responsible officials understand the risks and other factors that 
could adversely affect organizational operations and assets, individuals, other organizations, and 
the Nation.8 These officials must also understand the current status of their security programs and 
the security controls planned or in place to protect their information and information systems in 
order to make informed judgments and investments that mitigate risks to an acceptable level. The 
ultimate objective is to conduct the day-to-day operations of the organization and accomplish the 
organization’s stated missions and business functions with what the OMB Circular A-130 defines 
as adequate security, or security commensurate with risk resulting from the unauthorized access, 
use, disclosure, disruption, modification, or destruction of information. 

1.1   PURPOSE AND APPLICABILITY 
The purpose of this publication is to provide guidelines for selecting and specifying security 
controls for organizations and information systems supporting the executive agencies of the 
federal government to meet the requirements of FIPS Publication 200, Minimum Security 
Requirements for Federal Information and Information Systems. The guidelines apply to all 
components9 of an information system that process, store, or transmit federal information. The 
guidelines have been developed to achieve more secure information systems and effective risk 
management within the federal government by: 

• Facilitating a more consistent, comparable, and repeatable approach for selecting and 
specifying security controls for information systems and organizations; 

• Providing a stable, yet flexible catalog of security controls to meet current information 
protection needs and the demands of future protection needs based on changing threats, 
requirements, and technologies; 

• Providing a recommendation for security controls for information systems categorized in 
accordance with FIPS Publication 199, Standards for Security Categorization of Federal 
Information and Information Systems; 

• Creating a foundation for the development of assessment methods and procedures for 
determining security control effectiveness; and 

• Improving communication among organizations by providing a common lexicon that 
supports discussion of risk management concepts. 

In addition to the security controls described above, this publication: (i) provides a set of 
information security program management (PM) controls that are typically implemented at the 
organization level and not directed at individual organizational information systems; (ii) 
provides a set of privacy controls based on international standards and best practices that help 
organizations enforce privacy requirements derived from federal legislation, directives, policies, 
regulations, and standards; and (iii) establishes a linkage and relationship between privacy and 
security controls for purposes of enforcing respective privacy and security requirements which 
may overlap in concept and in implementation within federal information systems, programs, 
and organizations. Standardized privacy controls provide a more disciplined and structured 
approach for satisfying federal privacy requirements and demonstrating compliance to those 

8 This includes risk to critical infrastructure/key resources described in Homeland Security Presidential Directive 7. 
9 Information system components include, for example, mainframes, workstations, servers (e.g., database, electronic 
mail, authentication, web, proxy, file, domain name), input/output devices (e.g., scanners, copiers, printers), network 
components (e.g., firewalls, routers, gateways, voice and data switches, process controllers, wireless access points, 
network appliances, sensors), operating systems, virtual machines, middleware, and applications. 
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requirements. Incorporating the same concepts used in managing information security risk, 
helps organizations implement privacy controls in a more cost-effective, risked-based manner. 

The guidelines in this special publication are applicable to all federal information systems10 
other than those systems designated as national security systems as defined in 44 U.S.C., 
Section 3542.11 The guidelines have been broadly developed from a technical perspective to 
complement similar guidelines for national security systems and may be used for such systems 
with the approval of appropriate federal officials exercising policy authority over such 
systems.12 State, local, and tribal governments, as well as private sector organizations are 
encouraged to consider using these guidelines, as appropriate. 

1.2   TARGET AUDIENCE 
This publication is intended to serve a diverse audience of information system and information 
security professionals including: 

• Individuals with information system, security, and/or risk management and oversight 
responsibilities (e.g., authorizing officials, chief information officers, senior information 
security officers,13 information system managers, information security managers); 

• Individuals with information system development responsibilities (e.g., program managers, 
system designers and developers, information security engineers, systems integrators); 

• Individuals with information security implementation and operational responsibilities (e.g., 
mission/business owners, information system owners, common control providers, information 
owners/stewards, system administrators, information system security officers); 

• Individuals with information security assessment and monitoring responsibilities (e.g., 
auditors, Inspectors General, system evaluators, assessors, independent verifiers/validators, 
analysts, information system owners); and 

• Commercial companies producing information technology products and systems, creating 
information security-related technologies, or providing information security services. 

1.3   RELATIONSHIP TO OTHER SECURITY CONTROL PUBLICATIONS 
To create a technically sound and broadly applicable set of security controls for information 
systems and organizations, a variety of sources were considered during the development of this 
special publication. The sources included security controls from the defense, audit, financial, 
healthcare, industrial/process control, and intelligence communities as well as controls defined by 

10 A federal information system is an information system used or operated by an executive agency, by a contractor of an 
executive agency, or by another organization on behalf of an executive agency. 
11 A national security system is any information system (including any telecommunications system) used or operated by 
an agency or by a contractor of an agency, or other organization on behalf of an agency: (i) the function, operation, or 
use of which involves intelligence activities; involves cryptologic activities related to national security; involves 
command and control of military forces; involves equipment that is an integral part of a weapon or weapons system; or 
is critical to the direct fulfillment of military or intelligence missions (excluding a system that is to be used for routine 
administrative and business applications, e.g., payroll, finance, logistics, and personnel management applications); or 
(ii) is protected at all times by procedures established for information that have been specifically authorized under 
criteria established by an Executive Order or an Act of Congress to be kept classified in the interest of national defense 
or foreign policy. 
12 CNSS Instruction 1253 provides implementing guidance for national security systems. 

13 At the agency level, this position is known as the Senior Agency Information Security Officer. Organizations may 
also refer to this position as the Senior Information Security Officer or the Chief Information Security Officer. 
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national and international standards organizations. The objective of NIST Special Publication 
800-53 is to provide a set of security controls that can satisfy the breadth and depth of security 
requirements14 levied on organizations, mission/business processes, and information systems and 
that is consistent with and complementary to other established information security standards. 

The catalog of security controls in Special Publication 800-53 can be effectively used to protect 
information and information systems from traditional and advanced persistent threats in varied 
operational, environmental, and technical scenarios. The controls can also be used to demonstrate 
compliance with a variety of governmental, organizational, or institutional security requirements. 
Organizations have the responsibility to select the appropriate security controls, to implement the 
controls correctly, and to demonstrate the effectiveness of the controls in satisfying established 
security requirements.15 The security controls facilitate the development of assessment methods 
and procedures that can be used to demonstrate control effectiveness in a consistent/repeatable 
manner—thus contributing to the organization’s confidence that security requirements continue to 
be satisfied on an ongoing basis. In addition, security controls can be used in developing overlays 
for specialized information systems, information technologies, environments of operation, or 
communities of interest (see Appendix I). 

1.4   ORGANIZATIONAL RESPONSIBILITIES 
Organizations use FIPS Publication 199 to categorize their information and information systems. 
Security categorization is accomplished as an organization-wide activity16 with the involvement 
of senior-level organizational personnel including, for example, authorizing officials, chief 
information officers, senior information security officers, information owners and/or stewards, 
information system owners, and risk executive (function).17 Information is categorized at Tier 1 
(organization level) and at Tier 2 (mission/business process level). In accordance with FIPS 
Publication 200, organizations use the security categorization results from Tiers 1 and 2 to 
designate organizational information systems at Tier 3 (information system level) as low-impact, 
moderate-impact, or high-impact systems. For each organizational information system at Tier 3, 
the recommendation for security controls from the baseline controls defined in Appendix D is the 
starting point for the security control tailoring process. While the security control selection 
process is generally focused on information systems at Tier 3, the process is generally applicable 
across all three tiers of risk management. 

FIPS Publication 199 security categorization associates information and the operation and use of 
information systems with the potential worst-case adverse impact on organizational operations 
and assets, individuals, other organizations, and the Nation.18 Organizational assessments of risk, 
including the use of specific and credible threat information, vulnerability information, and the 
likelihood of such threats exploiting vulnerabilities to cause adverse impacts, guide and inform 

14 Security requirements are those requirements levied on an information system that are derived from laws, Executive 
Orders, directives, policies, instructions, regulations, standards, guidelines, or organizational (mission) needs to ensure 
the confidentiality, integrity, and availability of the information being processed, stored, or transmitted. 
15 NIST Special Publication 800-53A provides guidance on assessing the effectiveness of security controls. 

16 See FIPS Publication 200, Footnote 7. 
17 Organizations typically exercise managerial, operational, and financial control over their information systems and the 
security provided to those systems, including the authority and capability to implement or require the security controls 
deemed necessary to protect organizational operations and assets, individuals, other organizations, and the Nation. 

18 Considerations for potential national-level impacts and impacts to other organizations in categorizing organizational 
information systems derive from the USA PATRIOT Act and Homeland Security Presidential Directives (HSPDs). 
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the tailoring process and the final selection of security controls.19 The final, agreed-upon set of 
security controls addressing specific organizational mission/business needs and tolerance for risk 
is documented with appropriate rationale in the security plan for the information system.20 The 
use of security controls from Special Publication 800-53 (including the baseline controls as a 
starting point in the control selection process), facilitates a more consistent level of security for 
federal information systems and organizations, while simultaneously preserving the flexibility 
and agility organizations need to address an increasingly sophisticated and hostile threat space, 
specific organizational missions/business functions, rapidly changing technologies, and in some 
cases, unique environments of operation. 

Achieving adequate information security for organizations, mission/business processes, and 
information systems is a multifaceted undertaking that requires: 

• Clearly articulated security requirements and security specifications; 

• Well-designed and well-built information technology products based on state-of-the-practice 
hardware, firmware, and software development processes; 

• Sound systems/security engineering principles and practices to effectively integrate 
information technology products into organizational information systems; 

• Sound security practices that are well documented and seamlessly integrated into the training 
requirements and daily routines of organizational personnel with security responsibilities; 

• Continuous monitoring of organizations and information systems to determine the ongoing 
effectiveness of deployed security controls, changes in information systems and environments 
of operation, and compliance with legislation, directives, policies, and standards;21 and 

• Information security planning and system development life cycle management.22 

From an engineering viewpoint, information security is just one of many required operational 
capabilities for information systems that support organizational mission/business processes—
capabilities that must be funded by organizations throughout the system development life cycle in 
order to achieve mission/business success. It is important that organizations realistically assess 
the risk to organizational operations and assets, individuals, other organizations, and the Nation 
arising from mission/business processes and by placing information systems into operation or 
continuing operations. Realistic assessment of risk requires an understanding of threats to and 
vulnerabilities within organizations and the likelihood and potential adverse impacts of successful 
exploitations of such vulnerabilities by those threats.23 Finally, information security requirements 
must be satisfied with the full knowledge and consideration of the risk management strategy of 

19 Risk assessments can be accomplished in a variety of ways depending on the specific needs of organizations. NIST 
Special Publication 800-30 provides guidance on the assessment of risk as part of an overall risk management process. 
20 Authorizing officials or designated representatives, by accepting the completed security plans, agree to the set of 
security controls proposed to meet the security requirements for organizations (including mission/business processes) 
and/or designated information systems. 
21 NIST Special Publication 800-137 provides guidance on continuous monitoring of organizational information 
systems and environments of operation. 
22 NIST Special Publication 800-64 provides guidance on the information security considerations in the system 
development life cycle. 
23 NIST Special Publication 800-30 provides guidance on the risk assessment process. 
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the organization, in light of the potential cost, schedule, and performance issues associated with 
the acquisition, deployment, and operation of organizational information systems.24 

1.5   ORGANIZATION OF THIS SPECIAL PUBLICATION 
The remainder of this special publication is organized as follows: 

• Chapter Two describes the fundamental concepts associated with security control selection 
and specification including: (i) multitiered risk management; (ii) the structure of security 
controls and how the controls are organized into families; (iii) security control baselines as 
starting points for the tailoring process; (iv) the use of common controls and inheritance of 
security capabilities; (v) external environments and service providers; (vi) assurance and 
trustworthiness; and (vii) revisions and extensions to security controls and control baselines. 

• Chapter Three describes the process of selecting and specifying security controls for 
organizational information systems including: (i) selecting appropriate security control 
baselines; (ii) tailoring the baseline controls including developing specialized overlays; (iii) 
documenting the security control selection process; and (iv) applying the selection process to 
new and legacy systems. 

• Supporting appendices provide essential security control selection and specification-related 
information including: (i) general references; 25 (ii) definitions and terms; (iii) acronyms; (iv) 
baseline security controls for low-impact, moderate-impact, and high-impact information 
systems; (v) guidance on assurance and trustworthiness in information systems; (vi) a catalog 
of security controls;26 (vii) a catalog of information security program management controls; 
(viii) mappings to international information security standards; (ix) guidance for developing 
overlays by organizations or communities of interest; and (x) a catalog of privacy controls.

24 In addition to information security requirements, organizations must also address privacy requirements that derive 
from federal legislation and policies. Organizations can employ the privacy controls in Appendix J in conjunction with 
the security controls in Appendix F to achieve comprehensive security and privacy protection. 
25 Unless otherwise stated, all references to NIST publications in this document (i.e., Federal Information Processing 
Standards and Special Publications) are to the most recent version of the publication. 

26 The security controls in Special Publication 800-53 are available online and can be downloaded in various formats 
from the NIST web site at: http://web.nvd.nist.gov/view/800-53/home. 
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CHAPTER TWO 

THE FUNDAMENTALS 
SECURITY CONTROL STRUCTURE, ORGANIZATION, BASELINES, AND ASSURANCE 

his chapter presents the fundamental concepts associated with security control selection 
and specification including: (i) three-tiered risk management; (ii) the structure of security 
controls and the organization of the controls in the control catalog; (iii) security control 

baselines; (iv) the identification and use of common security controls; (v) security controls in 
external environments; (vi) security control assurance; and (vii) future revisions to the security 
controls, the control catalog, and baseline controls. 

2.1   MULTITIERED RISK MANAGEMENT 
The selection and specification of security controls for an information system is accomplished as 
part of an organization-wide information security program for the management of risk—that is, 
the risk to organizational operations and assets, individuals, other organizations, and the Nation 
associated with the operation of information systems. Risk-based approaches to security control 
selection and specification consider effectiveness, efficiency, and constraints due to applicable 
federal laws, Executive Orders, directives, policies, regulations, standards, and guidelines. To 
integrate the risk management process throughout the organization and more effectively address 
mission/business concerns, a three-tiered approach is employed that addresses risk at the: (i) 
organization level; (ii) mission/business process level; and (iii) information system level. The risk 
management process is carried out across the three tiers with the overall objective of continuous 
improvement in the organization’s risk-related activities and effective inter-tier and intra-tier 
communication among all stakeholders having a shared interest in the mission/business success of 
the organization. Figure 1 illustrates the three-tiered approach to risk management. 

  

 

 

 

 

 

 

 
 
 
 
 
 
 

FIGURE 1: THREE-TIERED RISK MANAGEMENT APPROACH 
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Tier 1 provides a prioritization of organizational missions/business functions which in turn drives 
investment strategies and funding decisions—promoting cost-effective, efficient information 
technology solutions consistent with the strategic goals and objectives of the organization and 
measures of performance. Tier 2 includes: (i) defining the mission/business processes needed to 
support the organizational missions/business functions; (ii) determining the security categories of 
the information systems needed to execute the mission/business processes; (iii) incorporating 
information security requirements into the mission/business processes; and (iv) establishing an 
enterprise architecture (including an embedded information security architecture) to facilitate the 
allocation of security controls to organizational information systems and the environments in 
which those systems operate. The Risk Management Framework (RMF), depicted in Figure 2, is 
the primary means for addressing risk at Tier 3.27 This publication focuses on Step 2 of the RMF, 
the security control selection process, in the context of the three tiers in the organizational risk 
management hierarchy. 

 
 
 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

FIGURE 2: RISK MANAGEMENT FRAMEWORK 

The RMF addresses the security concerns of organizations related to the design, development, 
implementation, operation, and disposal of information systems and the environments in which 
those systems operate. The RMF consists of the following six steps: 

27 NIST Special Publication 800-37 provides guidance on the implementation of the Risk Management Framework. A 
complete listing of all publications supporting the RMF and referenced in Figure 2 is provided in Appendix A. 
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Step 1:  Categorize the information system based on a FIPS Publication 199 impact assessment;28 

Step 2:  Select the applicable security control baseline based on the results of the security 
categorization and apply tailoring guidance (including the potential use of overlays); 

Step 3:  Implement the security controls and document the design, development, and 
implementation details for the controls; 

Step 4:  Assess the security controls to determine the extent to which the controls are implemented 
correctly, operating as intended, and producing the desired outcome with respect to meeting the 
security requirements for the system;29 

Step 5:  Authorize information system operation based on a determination of risk to organizational 
operations and assets, individuals, other organizations, and the Nation resulting from the 
operation and use of the information system and the decision that this risk is acceptable; and 

Step 6:  Monitor the security controls in the information system and environment of operation on 
an ongoing basis to determine control effectiveness, changes to the system/environment, and 
compliance to legislation, Executive Orders, directives, policies, regulations, and standards. 

2.2   SECURITY CONTROL STRUCTURE 
Security controls described in this publication have a well-defined organization and structure. For 
ease of use in the security control selection and specification process, controls are organized into 
eighteen families.30 Each family contains security controls related to the general security topic of 
the family. A two-character identifier uniquely identifies security control families, for example, 
PS (Personnel Security). Security controls may involve aspects of policy, oversight, supervision, 
manual processes, actions by individuals, or automated mechanisms implemented by information 
systems/devices. Table 1 lists the security control families and the associated family identifiers in 
the security control catalog.31   

TABLE 1: SECURITY CONTROL IDENTIFIERS AND FAMILY NAMES 

ID FAMILY ID FAMILY 
AC Access Control MP Media Protection 
AT Awareness and Training PE Physical and Environmental Protection 
AU Audit and Accountability PL Planning 
CA Security Assessment and Authorization PS Personnel Security 
CM Configuration Management RA Risk Assessment 
CP Contingency Planning SA System and Services Acquisition 
IA Identification and Authentication SC System and Communications Protection 
IR Incident Response SI System and Information Integrity 
MA Maintenance PM Program Management 

28 CNSS Instruction 1253 provides security categorization guidance for national security systems. 
29 NIST Special Publication 800-53A provides guidance on assessing the effectiveness of security controls. 
30 Of the eighteen security control families in NIST Special Publication 800-53, seventeen families are described in the 
security control catalog in Appendix F, and are closely aligned with the seventeen minimum security requirements for 
federal information and information systems in FIPS Publication 200. One additional family (Program Management 
[PM] family) provides controls for information security programs required by FISMA. This family, while not 
specifically referenced in FIPS Publication 200, provides security controls at the organization level rather than the 
information system level. See Appendix G for a description of and implementation guidance for the PM controls. 

31 Privacy controls listed in Appendix J, have an organization and structure similar to security controls, including the 
use of two-character identifiers for the eight privacy families. 
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The security control structure consists of the following components: (i) a control section; (ii) a 
supplemental guidance section; (iii) a control enhancements section; (iv) a references section; 
and (v) a priority and baseline allocation section. The following example from the Auditing and 
Accountability family illustrates the structure of a typical security control. 

AU-3 CONTENT OF AUDIT RECORDS 

 Control:  The information system generates audit records containing information that establishes 
what type of event occurred, when the event occurred, where the event occurred, the source of the 
event, the outcome of the event, and the identity of any individuals or subjects associated with the 
event. 

Supplemental Guidance:  Audit record content that may be necessary to satisfy the requirement of 
this control includes, for example, time stamps, source and destination addresses, user/process 
identifiers, event descriptions, success/fail indications, filenames involved, and access control or 
flow control rules invoked. Event outcomes can include indicators of event success or failure and 
event-specific results (e.g., the security state of the information system after the event occurred). 
Related controls: AU-2, AU-8, AU-12, SI-11. 

Control Enhancements: 

(1) CONTENT OF AUDIT RECORDS | ADDITIONAL AUDIT INFORMATION  
The information system generates audit records containing the following additional information: 
[Assignment: organization-defined additional, more detailed information]. 
Supplemental Guidance:  Detailed information that organizations may consider in audit records 
includes, for example, full-text recording of privileged commands or the individual identities 
of group account users. Organizations consider limiting the additional audit information to 
only that information explicitly needed for specific audit requirements. This facilitates the use 
of audit trails and audit logs by not including information that could potentially be misleading 
or could make it more difficult to locate information of interest. 

(2) CONTENT OF AUDIT RECORDS | CENTRALIZED MANAGEMENT OF PLANNED AUDIT RECORD CONTENT  
The information system provides centralized management and configuration of the content to be 
captured in audit records generated by [Assignment: organization-defined information system 
components]. 

Supplemental Guidance:  This control enhancement requires that the content to be captured in 
audit records be configured from a central location (necessitating automation). Organizations 
coordinate the selection of required audit content to support the centralized management and 
configuration capability provided by the information system. Related controls: AU-6, AU-7. 

References:  None. 

Priority and Baseline Allocation: 

P1 LOW   AU-3 MOD   AU-3 (1) HIGH   AU-3 (1) (2) 
 

The control section prescribes specific security-related activities or actions to be carried out by 
organizations or by information systems. The term information system refers to those functions 
that generally involve the implementation of information technology (e.g., hardware, software, 
and firmware). Conversely, the term organization refers to activities that are generally process-
driven or entity-driven—that is, the security control is generally implemented through human or 
procedural-based actions. Security controls that use the term organization may still require some 
degree of automation to be fulfilled. Similarly, security controls that use the term information 
system may have some elements that are process-driven or entity-driven. Using the terms 
organization and/or information system does not preclude the application of security controls at 
any of the tiers in the risk management hierarchy (i.e., organization level, mission/business 
process level, information system level), as appropriate.  
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For some security controls in the control catalog, a degree of flexibility is provided by allowing 
organizations to define values for certain parameters associated with the controls. This flexibility 
is achieved through the use of assignment and selection statements embedded within the security 
controls and control enhancements. Assignment and selection statements provide organizations 
with the capability to tailor security controls and control enhancements based on: (i) security 
requirements to support organizational missions/business functions and  operational needs; (ii) 
risk assessments and organizational risk tolerance; and (iii) security requirements originating in 
federal laws, Executive Orders, directives, policies, regulations, standards, or guidelines.32  

For example, organizations can specify additional information needed for audit records to support 
audit event processing. See the AU-3 (1) example above (i.e., [Assignment: organization-defined 
additional, more detailed information]). These assignments may include particular actions to be 
taken by information systems in the event of audit failures, the frequency of conducting system 
backups, restrictions on password use, or the distribution list for organizational policies and 
procedures.33 Once specified,34 the organization-defined values for assignment and selection 
statements become part of the security control, and the control implementation is assessed against 
the completed control statement. Assignment statements offer a high degree of flexibility by 
allowing organizations to specify parameter values, without requiring those values to be one of 
two or more specific predefined choices. In contrast, selection statements narrow the potential 
input values by providing a specific list of items from which organizations must choose.35 

The supplemental guidance section provides non-prescriptive, additional information for a 
specific security control. Organizations can apply the supplemental guidance as appropriate, 
when defining, developing, and/or implementing security controls. The supplemental guidance 
can provide important considerations for implementing security controls in the context of 
operational environments, mission/business requirements, or assessments of risk and can also 
explain the purpose or meaning of particular controls. Security control enhancements may also 
contain supplemental guidance when the guidance is not applicable to the entire control but 
instead focused on a particular control enhancement. The supplemental guidance sections for 
security controls and control enhancements may contain a list of related controls. Related 
controls: (i) directly impact or support the implementation of a particular security control or 
control enhancement; (ii) address a closely related security capability; or (iii) are referenced in 
the supplemental guidance. Security control enhancements are by definition related to the base 
control. Related controls that are listed in the supplemental guidance for the base controls are not 
repeated in the supplemental guidance for the control enhancements. However, there may be 
related controls identified for control enhancements that are not listed in the base control. 

The security control enhancements section provides statements of security capability to: (i) add 
functionality/specificity to a control; and/or (ii) increase the strength of a control. In both cases, 
control enhancements are used in information systems and environments of operation requiring 

32 In general, organization-defined parameters used in assignment and selection statements in the basic security 
controls apply also to all control enhancements associated with those controls. 
33 Organizations determine whether specific assignment or selection statements are completed at Tier 1 (organization 
level), Tier 2 (mission/business process level), Tier 3 (information system level), or a combination thereof. 

34 Organizations may choose to define specific values for security control parameters in policies, procedures, or 
guidance (which may be applicable to more than one information system) referencing the source documents in the 
security plan in lieu of explicitly completing the assignment/selection statements within the control as part of the plan. 
35 Security controls are generally designed to be technology- and implementation-independent, and therefore do not 
contain specific requirements in these areas. Organizations provide such requirements as deemed necessary in the 
security plan for the information system. 
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greater protection than provided by the base control due to the potential adverse organizational 
impacts or when organizations seek additions to the base control functionality/specificity based 
on organizational assessments of risk. Security control enhancements are numbered sequentially 
within each control so that the enhancements can be easily identified when selected to supplement 
the base control. Each security control enhancement has a short subtitle to indicate the intended 
security capability provided by the control enhancement. In the AU-3 example, if the first control 
enhancement is selected, the control designation becomes AU-3 (1). The numerical designation of 
a control enhancement is used only to identify the particular enhancement within the control. The 
designation is not indicative of either the strength of the control enhancement or any hierarchical 
relationship among the enhancements. Control enhancements are not intended to be selected 
independently (i.e., if a control enhancement is selected, then the corresponding base security 
control must also be selected). This intent is reflected in the baseline specifications in Appendix 
D and in the baseline allocation section under each control in Appendix F. 

The references section includes a list of applicable federal laws, Executive Orders, directives, 
policies, regulations, standards, and guidelines (e.g., OMB Circulars/Memoranda, Homeland 
Security Presidential Directives, FIPS Publications, and NIST Special Publications) that are 
relevant to a particular security control.36 The references provide federal legislative and policy 
mandates as well as supporting information for the implementation of security controls and 
control enhancements. The references section also contains pertinent websites for organizations to 
use in obtaining additional information for security control implementation and assessment. 

The priority and security control baseline allocation section provides: (i) the recommended 
priority codes used for sequencing decisions during security control implementation; and (ii) the 
initial allocation of security controls and control enhancements to the baselines. Organizations 
can use the priority code designation associated with each security control to assist in making 
sequencing decisions for control implementation (i.e., a Priority Code 1 [P1] control has a higher 
priority for implementation than a Priority Code 2 [P2] control, a Priority Code 2 [P2] control has 
a higher priority for implementation than a Priority Code 3 [P3] control, and a Priority Code 0 
[P0] indicates the security control is not selected in any baseline). This recommended sequencing 
prioritization helps to ensure that the foundational security controls upon which other controls 
depend are implemented first, thus enabling organizations to deploy controls in a more structured 
and timely manner in accordance with available resources. The implementation of security 
controls by sequence priority code does not imply the achievement of any defined level of risk 
mitigation until all of the security controls in the security plan have been implemented. The 
priority codes are intended only for implementation sequencing, not for making security control 
selection decisions.   

2.3   SECURITY CONTROL BASELINES 
Organizations are required to adequately mitigate the risk arising from use of information and 
information systems in the execution of missions and business functions. A significant challenge 
for organizations is to determine the most cost-effective, appropriate set of security controls, 
which if implemented and determined to be effective, would mitigate risk while complying with 
security requirements defined by applicable federal laws, Executive Orders, regulations, policies, 
directives, or standards (e.g., FISMA, OMB Circular A-130, HSPD-12, FIPS Publication 200). 
There is no one correct set of security controls that addresses all organizational security concerns 
in all situations. Selecting the most appropriate set of security controls for a specific situation or 

36 Publications listed in the references section refer to the most recent versions of the publications. References are 
provided to assist organizations in applying the security controls and are not intended to be inclusive or complete. 
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information system to adequately mitigate risk is an important task that requires a fundamental 
understanding of organizational mission/business priorities, the mission and business functions 
the information systems will support, and the environments of operation where the systems will 
reside. With that understanding, organizations can demonstrate how to most effectively assure the 
confidentiality, integrity, and availability of organizational information and information systems 
in a manner that supports mission/business needs while demonstrating due diligence. Selecting, 
implementing, and maintaining an appropriate set of security controls to adequately protect the 
information systems employed by organizations requires strong collaboration with system owners 
to understand ongoing changes to missions/business functions, environments of operation, and 
how the systems are used. 

To assist organizations in making the appropriate selection of security controls for information 
systems, the concept of baseline controls is introduced. Baseline controls are the starting point for 
the security control selection process described in this document and are chosen based on the 
security category and associated impact level of information systems determined in accordance 
with FIPS Publication 199 and FIPS Publication 200, respectively.37 Appendix D provides a 
listing of the security control baselines. Three security control baselines have been identified 
corresponding to the low-impact, moderate-impact, and high-impact information systems using 
the high water mark defined in FIPS Publication 200 and used in Section 3.1 of this document to 
provide an initial set of security controls for each impact level.38 

Appendix F provides a comprehensive catalog of security controls for information systems and 
organizations, arranged by control families. Chapter Three provides additional information on 
how to use FIPS Publication 199 security categories and FIPS Publication 200 system impact 
levels in applying the tailoring guidance to the baseline security controls to achieve adequate risk 
mitigation. Tailoring guidance, described in Section 3.2, helps organizations to customize the 
security control baselines selected using the results from organizational assessments of risk. 
Baseline tailoring actions include: (i) identifying and designating common controls; (ii) applying 
scoping considerations; (iii) selecting compensating controls; (iv) assigning specific values to 
security control parameters; (v) supplementing initial baselines with additional security controls 
or control enhancements; and (vi) providing additional information for control implementation. 

 
  

 

 

 

 

 

37 CNSS Instruction 1253 provides guidance on security control baselines for national security systems. 
38 The baseline security controls contained in Appendix D are not necessarily absolutes in that the guidance described 
in Section 3.2 provides organizations with the ability to tailor controls in accordance with the terms and conditions 
established by their authorizing officials and documented in their respective security plans. 

Implementation Tip 

There are security controls and control enhancements that appear in the security control catalog 
(Appendix F) that are found in only higher-impact baselines or are not used in any of the baselines. 
These additional security controls and control enhancements for information systems are available to 
organizations and can be used in tailoring security control baselines to achieve the needed level of 
protection in accordance with organizational assessments of risk. The set of security controls in the 
security plan must be sufficient to adequately mitigate risks to organizational operations and assets, 
individuals, other organizations, and the Nation based on the organizational risk tolerance. 
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2.4   SECURITY CONTROL DESIGNATIONS 
There are three distinct types of designations related to the security controls in Appendix F that 
define: (i) the scope of applicability for the control; (ii) the shared nature of the control; and (iii) 
the responsibility for control development, implementation, assessment, and authorization. These 
designations include common controls, system-specific controls, and hybrid controls. 

Common controls are security controls whose implementation results in a security capability that 
is inheritable by one or more organizational information systems. Security controls are deemed 
inheritable by information systems or information system components when the systems or 
components receive protection from the implemented controls but the controls are developed, 
implemented, assessed, authorized, and monitored by entities other than those responsible for the 
systems or components—entities internal or external to the organizations where the systems or 
components reside. Security capabilities provided by common controls can be inherited from 
many sources including, for example, organizations, organizational mission/business lines, sites, 
enclaves, environments of operation, or other information systems. Many of the controls needed 
to protect organizational information systems (e.g., security awareness training, incident response 
plans, physical access to facilities, rules of behavior) are excellent candidates for common control 
status. In addition, there can also be a variety of technology-based common controls (e.g., Public 
Key Infrastructure [PKI], authorized secure standard configurations for clients/servers, access 
control systems, boundary protection, cross-domain solutions). By centrally managing and 
documenting the development, implementation, assessment, authorization, and monitoring of 
common controls, security costs can be amortized across multiple information systems. 

The organization assigns responsibility for common controls to appropriate organizational 
officials (i.e., common control providers) and coordinates the development, implementation, 
assessment, authorization, and monitoring of the controls.39 The identification of common 
controls is most effectively accomplished as an organization-wide exercise with the active 
involvement of chief information officers, senior information security officers, the risk executive 
(function), authorizing officials, information owners/stewards, information system owners, and 
information system security officers. The organization-wide exercise considers the security 
categories of the information systems within the organization and the security controls necessary 
to adequately mitigate the risks arising from the use of those systems (see baseline security 
controls in Section 2.3).40 Common control identification for the controls that impact multiple 
information systems, but not all systems across the organization could benefit from taking a 
similar approach. Key stakeholders collaborate to identify opportunities to effectively employ 
common controls at the mission/business line, site, or enclave level. 

When common controls protect multiple organizational information systems of differing impact 
levels, the controls are implemented with regard to the highest impact level among the systems. If 
the common controls are not implemented at the highest impact level of the information systems, 
system owners will need to factor this situation into their assessments of risk and take appropriate 
risk mitigation actions (e.g., adding security controls or control enhancements, changing assigned 
values of security control parameters, implementing compensating controls, or changing certain 
aspects of mission/business processes). Implementing common controls that are less than 

39 The Chief Information Officer, Senior Information Security Officer, or other designated organizational officials at 
the senior leadership level assign responsibility for the development, implementation, assessment, authorization, and 
monitoring of common controls to appropriate entities (either internal or external to the organization). 

40 Each common control identified by the organization is reviewed for applicability to each specific organizational 
information system, typically by information system owners and authorizing officials. 
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effective or that provide insufficient security capability for higher-impact information systems 
can have a significant adverse impact on organizational missions or business functions. 

Common controls are generally documented in the organization-wide information security 
program plan unless implemented as part of a specific information system, in which case the 
controls are documented in the security plan for that system.41 Organizations have the flexibility 
to describe common controls in a single document or in multiple documents with references or 
pointers, as appropriate. In the case of multiple documents, the documents describing common 
controls are included as attachments to the information security program plan. If the information 
security program plan contains multiple documents, organizations specify in each document the 
organizational officials responsible for development, implementation, assessment, authorization, 
and monitoring of the respective common controls. For example, the organization may require 
that the Facilities Management Office develop, implement, assess, authorize, and continuously 
monitor physical and environmental protection controls from the PE family when such controls 
are not associated with a particular information system but instead, support multiple systems.  
When common controls are included in a separate security plan for an information system (e.g., 
security controls employed as part of an intrusion detection system providing boundary protection 
inherited by one or more organizational information systems), the information security program 
plan indicates which separate security plan contains a description of the common controls. 

 

 

 

 

 

 

 
Common controls, whether employed in organizational information systems or environments of 
operation, are authorized by senior officials with at least the same level of authority/responsibility 
for managing risk as the authorization officials for information systems inheriting the controls. 
Authorization results for common controls are shared with the appropriate information system 
owners and authorizing officials. A plan of action and milestones is developed and maintained for 
common controls that have been determined through independent assessments, to be less than 
effective. Information system owners dependent on common controls that are less than effective 
consider whether they are willing to accept the associated risk or if additional tailoring is required 
to address the weaknesses or deficiencies in the controls. Such risk-based decisions are influenced 
by available resources, the trust models employed by the organization, and the risk tolerance of 
authorizing officials and the organization.42 

41 Information security program plans are described in Appendix G. Organizations ensure that any security capabilities 
provided by common controls (i.e., security capabilities inheritable by other organizational entities) are described in 
sufficient detail to facilitate adequate understanding of the control implementation by inheriting entities. 

42 NIST Special Publication 800-39 provides guidance on trust models, including validated, direct historical, mediated, 
and mandated trust models. 

Implementation Tip 

The selection of common controls is most effectively accomplished on an organization-wide basis 
with the involvement of senior leadership (i.e., mission/business owners, authorizing officials, chief 
information officers, senior information security officers, information system owners, information 
owners/stewards, risk executives). These individuals have the collective knowledge to understand 
organizational priorities, the importance of organizational operations and assets, and the importance 
of the information systems that support those operations/assets. The senior leaders are also in the 
best position to select the common controls for each security control baseline and assign specific 
responsibilities for developing, implementing, assessing, authorizing, and monitoring those controls. 
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Common controls are subject to the same assessment and monitoring requirements as system-
specific controls employed in individual organizational information systems. Because common 
controls impact more than one system, a higher degree of confidence regarding the effectiveness 
of those controls may be required. 

Security controls not designated as common controls are considered system-specific or hybrid 
controls. System-specific controls are the primary responsibility of information system owners 
and their respective authorizing officials. Organizations assign a hybrid status to security controls 
when one part of the control is common and another part of the control is system-specific. For 
example, an organization may choose to implement the Incident Response Policy and Procedures 
security control (IR-1) as a hybrid control with the policy portion of the control designated as 
common and the procedures portion of the control designated as system-specific. Hybrid controls 
may also serve as predefined templates for further control refinement. Organizations may choose, 
for example, to implement the Contingency Planning security control (CP-2) as a predefined 
template for a generalized contingency plan for all organizational information systems with 
information system owners tailoring the plan, where appropriate, for system-specific uses. 

Partitioning security controls into common, hybrid, and system-specific controls can result in 
significant savings to organizations in implementation and assessment costs as well as a more 
consistent application of security controls organization-wide. While security control partitioning 
into common, hybrid, and system-specific controls is straightforward and intuitive conceptually, 
the actual application takes a significant amount of planning and coordination. At the information 
system level, determination of common, hybrid, or system-specific security controls follows the 
development of a tailored baseline. It is necessary to first determine what security capability is 
needed before organizations assign responsibility for how security controls are implemented, 
operated, and maintained. 

Security plans for individual information systems identify which security controls required for 
those systems have been designated by organizations as common controls and which controls 
have been designated as system-specific or hybrid controls. Information system owners are 
responsible for any system-specific implementation details associated with common controls. 
These implementation details are identified and described in the security plans for the individual 
information systems. Senior information security officers for organizations coordinate with 
common control providers (e.g., facility/site managers, human resources managers, intrusion 
detection system owners) to ensure that the required controls are developed, implemented, and 
assessed for effectiveness. Collectively, the security plans for individual information systems and 
the organization-wide information security program plans provide complete coverage for all 
security controls employed within organizations.   

The determination as to whether a security control is a common, hybrid, or system-specific is 
context-based. Security controls cannot be determined to be common, hybrid, or system-specific 
simply based on reviewing the language of the control. For example, a control may be system-
specific for a particular information system, but at the same time that control could be a common 
control for another system, which would inherit the control from the first system. One indicator of 
whether a system-specific control may also be a common control for other information systems is 
to consider who or what depends on the functionality of that particular control. If a certain part of 
an information system or solution external to the system boundary depends on the control, then 
that control may be a candidate for common control identification. 
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2.5   EXTERNAL SERVICE PROVIDERS 
Organizations are becoming increasingly reliant on information system services provided by 
external providers to conduct important missions and business functions. External information 
system services are computing and information technology services implemented outside of the 
traditional security authorization boundaries established by organizations for their information 
systems. Those traditional authorization boundaries linked to physical space and control of assets, 
are being extended (both physically and logically) with the growing use of external services. In 
this context, external services can be provided by: (i) entities within the organization but outside 
of the security authorization boundaries established for organizational information systems; (ii) 
entities outside of the organization either in the public sector (e.g., federal agencies) or private 
sector (e.g., commercial service providers); or (iii) some combination of the public and private 
sector options. External information system services include, for example, the use of service-
oriented architectures (SOAs), cloud-based services (infrastructure, platform, software), or data 
center operations. External information system services may be used by, but are typically not part 
of, organizational information systems. In some situations, external information system services 
may completely replace or heavily augment the routine functionality of internal organizational 
information systems. 

FISMA and OMB policies require that federal agencies using external service providers to 
process, store, or transmit federal information or operate information systems on behalf of the 

Implementation Tip 

• Organizations consider the inherited risk from the use of common controls. Security plans, 
security assessment reports, and plans of action and milestones for common controls (or a 
summary of such information) are made available to information system owners (for systems 
inheriting the controls) after the information is reviewed and approved by the senior official or 
executive responsible and accountable for the controls. 

• Organizations ensure that common control providers keep control status information current 
since the controls typically support multiple organizational information systems. Security plans, 
security assessment reports, and plans of action and milestones for common controls are used 
by authorizing officials to make risk-based decisions in the security authorization process for 
their information systems and therefore, inherited risk from common controls is a significant 
factor in such risk-based decisions. 

• Organizations ensure that common control providers have the capability to rapidly broadcast 
changes in the status of common controls that adversely affect the protections being provided by 
and expected of the common controls. Common control providers inform system owners when 
problems arise in the inherited common controls (e.g., when an assessment or reassessment of 
a common control indicates the control is flawed or deficient in some manner, or when a new 
threat or attack method arises that renders the common control less than effective in protecting 
against the new threat or attack method). 

• Organizations are encouraged to employ automated management systems to maintain records 
of the specific common controls employed in each organizational information system to enhance 
the ability of common control providers to rapidly communicate with system owners. 

• If common controls are provided to organizations by entities external to the organization (e.g., 
shared and/or external service providers), arrangements are made with the external/shared 
service providers by the organization to obtain information on the effectiveness of the deployed 
controls. Information obtained from external organizations regarding effectiveness of common 
controls is factored into authorization decisions. 
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federal government, assure that such use meets the same security requirements that federal 
agencies are required to meet. Security requirements for external service providers including the 
security controls for external information systems are expressed in contracts or other formal 
agreements.43 Organizations are responsible and accountable for the information security risk 
incurred by the use of information system services provided by external providers. Such risk is 
addressed by incorporating the Risk Management Framework (RMF) as part of the terms and 
conditions of the contracts with external providers. Organizations can require external providers 
to implement all steps in the RMF except the security authorization step, which remains an 
inherent federal responsibility directly linked to managing the information security risk related to 
the use of external information system services.44 Organizations can also require external 
providers to provide appropriate evidence to demonstrate that they have complied with the RMF 
in protecting federal information. However, federal agencies take direct responsibility for the 
overall security of such services by authorizing the information systems providing the services. 

Relationships with external service providers are established in a variety of ways, for example, 
through joint ventures, business partnerships, outsourcing arrangements (i.e., through contracts, 
interagency agreements, lines of business arrangements, service-level agreements), licensing 
agreements, and/or supply chain exchanges. The growing use of external service providers and 
new relationships being forged with those providers present new and difficult challenges for 
organizations, especially in the area of information system security. These challenges include: 

• Defining the types of external information system services provided to organizations; 

• Describing how those external services are protected in accordance with the information 
security requirements of organizations; and 

• Obtaining the necessary assurances that the risk to organizational operations and assets, 
individuals, other organizations, and the Nation arising from the use of the external services 
is acceptable. 

The degree of confidence that the risk from using external services is at an acceptable level 
depends on the trust that organizations place in external service providers. In some cases, the 
level of trust is based on the amount of direct control organizations are able to exert on external 
service providers with regard to employment of security controls necessary for the protection of 
the service/information and the evidence brought forth as to the effectiveness of those controls.45 
The level of control is usually established by the terms and conditions of the contracts or service-
level agreements with the external service providers and can range from extensive control (e.g., 
negotiating contracts or agreements that specify detailed security requirements for the providers) 
to very limited control (e.g., using contracts or service-level agreements to obtain commodity 

43 Organizations consult the Federal Risk and Authorization Management Program (FedRAMP) when acquiring cloud 
services from external providers. FedRAMP addresses required security controls and independent assessments for a 
variety of cloud services. Additional information is available at http://www.fedramp.gov. 
44 To effectively manage information security risk, organizations authorize information systems of external providers 
that are part of the information technologies or services (e.g., infrastructure, platform, or software) provided to the 
federal government. Security authorization requirements are expressed in the terms and conditions of contracts with 
external providers of those information technologies and services. 
45 The level of trust that organizations place in external service providers can vary widely, ranging from those who are 
highly trusted (e.g., business partners in a joint venture that share a common business model and common goals) to 
those who are less trusted and represent greater sources of risk (e.g., business partners in one endeavor who are also 
competitors in another market sector). NIST Special Publication 800-39 describes different trust models that can be 
employed by organizations when establishing relationships with external service providers. 
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services such as commercial telecommunications services).46 In other cases, levels of trust are 
based on factors that convince organizations that required security controls have been employed 
and that determinations of control effectiveness exist. For example, separately authorized external 
information system services provided to organizations through well-established lines of business 
relationships may provide degrees of trust in such services within the tolerable risk range of the 
authorizing officials and organizations using the services. 

The provision of services by external providers may result in certain services without explicit 
agreements between organizations and the providers. Whenever explicit agreements are feasible 
and practical (e.g., through contracts, service-level agreements), organizations develop such 
agreements and require the use of the security controls in Appendix F of this publication. When 
organizations are not in a position to require explicit agreements with external service providers 
(e.g., services are imposed on organizations, services are commodity services), organizations 
establish and document explicit assumptions about service capabilities with regard to security. In 
situations where organizations are procuring information system services through centralized 
acquisition vehicles (e.g., governmentwide contracts by the General Services Administration or 
other preferred and/or mandatory acquisition organizations), it may be more efficient and cost-
effective for contract originators to establish and maintain stated levels of trust with external 
service providers (including the definition of required security controls and level of assurance 
with regard to the provision of such controls). Organizations subsequently acquiring information 
system services from centralized contracts can take advantage of the negotiated levels of trust 
established by the procurement originators and thus avoid costly repetition of activities necessary 
to establish such trust.47 Centralized acquisition vehicles (e.g., contracts) may also require the 
active participation of organizations. For example, organizations may be required by provisions in 
contracts or agreements to install public key encryption-enabled client software recommended by 
external service providers. 

Ultimately, the responsibility for adequately mitigating unacceptable risks arising from the use of 
external information system services remains with authorizing officials. Organizations require 
that appropriate chains of trust be established with external service providers when dealing with 
the many issues associated with information system security. Organizations establish and retain a 
level of trust that participating service providers in the potentially complex consumer-provider 
relationship provide adequate protection for the services rendered to organizations. The chain of 
trust can be complicated due to the number of entities participating in the consumer-provider 
relationship and the types of relationships between the parties. External service providers may 
also outsource selected services to other external entities, making the chain of trust more difficult 
and complicated to manage. Depending on the nature of the services, organizations may find it 
impossible to place significant trust in external providers. This situation is due not to any inherent 
untrustworthiness on the part of providers, but to the intrinsic level of risk in the services.48  

46 Commercial providers of commodity-type services typically organize their business models and services around the 
concept of shared resources and devices for a broad and diverse customer base. Therefore, unless organizations obtain 
fully dedicated services from commercial service providers, there may be a need for greater reliance on compensating 
security controls to provide the necessary protections for the information system that relies on those external services.  
Organizational assessments of risk and risk mitigation activities reflect this situation. 
47 For example, procurement originators could authorize information systems providing external services to the federal 
government under the specific terms and conditions of the contracts. Federal agencies requesting such services under 
the terms of the contracts would not be required to reauthorize the information systems when acquiring such services 
(unless the request included services outside the scope of the original contracts). 
48 There may also be risk in disallowing certain functionality because of security concerns. Security is merely one of 
multiple considerations in an overall risk determination. 
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Where a sufficient level of trust cannot be established in the external services and/or providers, 
organizations can: (i) mitigate the risk by employing compensating controls; (ii) accept the risk 
within the level of organizational risk tolerance; (iii) transfer risk by obtaining insurance to cover 
potential losses; or (iv) avoid risk by choosing not to obtain the services from certain providers 
(resulting in performance of missions/business operations with reduced levels of functionality or 
possibly no functionality at all).49 For example, in the case of cloud-based information systems 
and/or services, organizations might require as a compensating control, that all information stored 
in the cloud be encrypted for added security of the information. Alternatively, organizations may 
require encrypting some of the information stored in the cloud (depending on the criticality or 
sensitivity of such information)—accepting additional risk but limiting the risk of not storing all 
information in an unencrypted form. 

2.6   ASSURANCE AND TRUSTWORTHINESS 
Assurance and trustworthiness of information systems, system components, and information 
system services are becoming an increasingly important part of the risk management strategies 
developed by organizations. Whether information systems are deployed to support, for example, 
the operations of the national air traffic control system, a major financial institution, a nuclear 
power plant providing electricity for a large city, or the military services and warfighters, the 
systems must be reliable, trustworthy, and resilient in the face of increasingly sophisticated and 
pervasive threats. To understand how organizations achieve trustworthy systems and the role 
assurance plays in the trustworthiness factor, it is important to first define the term trust. Trust, in 
general, is the belief that an entity will behave in a predictable manner while performing specific 
functions, in specific environments, and under specified conditions or circumstances. The entity 
may be a person, process, information system, system component, system-of-systems, or any 
combination thereof.  

From an information security perspective, trust is the belief that a security-relevant entity will 
behave in a predictable manner when satisfying a defined set of security requirements under 
specified conditions/circumstances and while subjected to disruptions, human errors, component 
faults and failures, and purposeful attacks that may occur in the environment of operation. Trust 
is usually determined relative to a specific security capability50 and can be decided relative to an 
individual system component or the entire information system. However, trust at the information 
system level is not achieved as a result of composing a security capability from a set of trusted 
system components—rather, trust at the system level is an inherently subjective determination 
that is derived from the complex interactions among entities (i.e., technical components, physical 
components, and individuals), taking into account the life cycle activities that govern, develop, 
operate, and sustain the system. In essence, to have trust in a security capability requires that 
there is a sufficient basis for trust, or trustworthiness, in the set of security-relevant entities that 
are to be composed to provide such capability.  

Trustworthiness with respect to information systems, expresses the degree to which the systems 
can be expected to preserve with some degree of confidence, the confidentiality, integrity, and 
availability of the information that is being processed, stored, or transmitted by the systems across 
a range of threats. Trustworthy information systems are systems that are believed to be capable of 
operating within a defined risk tolerance despite the environmental disruptions, human errors, 

49 Alternative providers offering a higher basis for trust, usually at a higher cost, may be available. 
50 A security capability is a combination of mutually reinforcing security controls (i.e., safeguards/countermeasures) 
implemented by technical means (i.e., functionality in hardware, software, and firmware), physical means (i.e., physical 
devices and protective measures), and/or procedural means (i.e., procedures performed by individuals). 
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structural failures, and purposeful attacks that are expected to occur in the environments in which 
the systems operate—systems that have the trustworthiness to successfully carry out assigned 
missions/business functions under conditions of stress and uncertainty.51 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Two fundamental components affecting the trustworthiness of information systems are security 
functionality and security assurance. Security functionality is typically defined in terms of the 
security features, functions, mechanisms, services, procedures, and architectures implemented 
within organizational information systems or the environments in which those systems operate. 
Security assurance is the measure of confidence that the security functionality is implemented 
correctly, operating as intended, and producing the desired outcome with respect to meeting the 
security requirements for the system—thus possessing the capability to accurately mediate and 
enforce established security policies. Security controls address both security functionality and 

51 While information is the primary area of concern, trustworthiness applies to the protections for all assets deemed 
critical by organizations. Furthermore, protections are provided by technology (i.e., hardware, software, firmware), 
physical elements (i.e., doors, locks, surveillance), and human elements (i.e., people, processes, procedures). 

Security Capability 

Organizations can consider defining a set of security capabilities as a precursor to the security 
control selection process. The concept of security capability is a construct that recognizes that the 
protection of information being processed, stored, or transmitted by information systems, seldom 
derives from a single safeguard or countermeasure (i.e., security control). In most cases, such 
protection results from the selection and implementation of a set of mutually reinforcing security 
controls. For example, organizations may wish to define a security capability for secure remote 
authentication. This capability can be achieved by the selection and implementation of a set of 
security controls from Appendix F (e.g., IA-2 [1], IA-2 [2], IA-2 [8], IA-2 [9], and SC-8 [1]). Moreover, 
security capabilities can address a variety of areas that can include, for example, technical means, 
physical means, procedural means, or any combination thereof. Thus, in addition to the above 
functional capability for secure remote access, organizations may also need security capabilities that 
address physical means such as tamper detection on a cryptographic module or anomaly 
detection/analysis on an orbiting spacecraft. 

As the number of security controls in Appendix F grows over time in response to an increasingly 
sophisticated threat space, it is important for organizations to have the ability to describe key security 
capabilities needed to protect core organizational missions/business functions, and to subsequently 
define a set of security controls that if properly designed, developed, and implemented, produce 
such capabilities. This simplifies how the protection problem is viewed conceptually. In essence, 
using the construct of security capability provides a shorthand method of grouping security controls 
that are employed for a common purpose or to achieve a common objective. This becomes an 
important consideration, for example, when assessing security controls for effectiveness. 

Traditionally, assessments have been conducted on a control-by-control basis producing results that 
are characterized as pass (i.e., control satisfied) or fail (i.e., control not satisfied). However, the 
failure of a single control or in some cases, the failure of multiple controls, may not affect the overall 
security capability needed by an organization. Moreover, employing the broader construct of security 
capability allows an organization to assess the severity of vulnerabilities discovered in its information 
systems and determine if the failure of a particular security control (associated with a vulnerability) or 
the decision not to deploy a certain control, affects the overall capability needed for mission/business 
protection. It also facilitates conducting root cause analyses to determine if the failure of one security 
control can be traced to the failure of other controls based on the established relationships among 
controls. Ultimately, authorization decisions (i.e., risk acceptance decisions) are made based on the 
degree to which the desired security capabilities have been effectively achieved and are meeting the 
security requirements defined by an organization. These risk-based decisions are directly related to 
organizational risk tolerance that is defined as part of an organization’s risk management strategy. 
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security assurance. Some controls focus primarily on security functionality (e.g., PE-3, Physical 
Access Control; IA-2, Identification and Authentication; SC-13, Cryptographic Protection; AC-2, 
Account Management). Other controls focus primarily on security assurance (e.g., CA-2, Security 
Assessment; SA-17, Developer Security Architecture and Design; CM-3, Configuration Change 
Control). Finally, certain security controls can support security functionality and assurance (e.g., 
RA-5, Vulnerability Scanning; SC-3, Security Function Isolation; AC-25, Reference Monitor). 
Security controls related to functionality are combined to develop a security capability with the 
assurance-related controls implemented to provide a degree of confidence in the capability within 
the organizational risk tolerance. 

Assurance Evidence—From Developmental and Operational Activities 
Organizations obtain security assurance by the actions taken by information system developers, 
implementers, operators, maintainers, and assessors. Actions by individuals and/or groups during 
the development/operation of information systems produce security evidence that contributes to 
the assurance, or measures of confidence, in the security functionality needed to deliver the 
security capability. The depth and coverage of these actions (as described in Appendix E) also 
contribute to the efficacy of the evidence and measures of confidence. The evidence produced by 
developers, implementers, operators, assessors, and maintainers during the system development 
life cycle (e.g., design/development artifacts, assessment results, warranties, and certificates of 
evaluation/validation) contributes to the understanding of the security controls implemented by 
organizations. 

The strength of security functionality52 plays an important part in being able to achieve the 
needed security capability and subsequently satisfying the security requirements of organizations. 
Information system developers can increase the strength of security functionality by employing as 
part of the hardware/software/firmware development process: (i) well-defined security policies 
and policy models; (ii) structured/rigorous design and development techniques; and (iii) sound 
system/security engineering principles. The artifacts generated by these development activities 
(e.g., functional specifications, high-level/low-level designs, implementation representations 
[source code and hardware schematics], the results from static/dynamic testing and code analysis) 
can provide important evidence that the information systems (including the components that 
compose those systems) will be more reliable and trustworthy. Security evidence can also be 
generated from security testing conducted by independent, accredited, third-party assessment 
organizations (e.g., Common Criteria Testing Laboratories, Cryptographic/Security Testing 
Laboratories, and other assessment activities by government and private sector organizations).53  

In addition to the evidence produced in the development environment, organizations can produce 
evidence from the operational environment that contributes to the assurance of functionality and 
ultimately, security capability. Operational evidence includes, for example, flaw reports, records 
of remediation actions, the results of security incident reporting, and the results of organizational 
continuous monitoring activities. Such evidence helps to determine the effectiveness of deployed 
security controls, changes to information systems and environments of operation, and compliance 
with federal legislation, policies, directives, regulations, and standards. Security evidence, 

52 The security strength of an information system component (i.e., hardware, software, or firmware) is determined by 
the degree to which the security functionality implemented within that component is correct, complete, resistant to 
direct attacks (strength of mechanism), and resistant to bypass or tampering. 
53 For example, third-party assessment organizations assess cloud services and service providers in support of the 
Federal Risk and Authorization Management Program (FedRAMP). Common Criteria Testing Laboratories test and 
evaluate information technology products using ISO/IEC standard 15408. Cryptographic/Security Testing Laboratories 
test cryptographic modules using the FIPS 140-2 standard. 
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whether obtained from development or operational activities, provides a better understanding of 
security controls implemented and used by organizations. Together, the actions taken during the 
system development life cycle by developers, implementers, operators, maintainers, and assessors 
and the evidence produced as part of those actions, help organizations to determine the extent to 
which the security functionality within their information systems is implemented correctly, 
operating as intended, and producing the desired outcome with respect to meeting stated security 
requirements and enforcing or mediating established security policies—thus providing greater 
confidence in the security capability. 

 

 

 

 

 

 

With regard to the security evidence produced, the depth and coverage of such evidence can 
affect the level of assurance in the functionality implemented. Depth and coverage are attributes 
associated with assessment methods and the generation of security evidence. Assessment methods 
can be applied to developmental and operational assurance. For developmental assurance, depth 
is associated with the rigor, level of detail, and formality of the artifacts produced during the 
design and development of the hardware, software, and firmware components of information 
systems (e.g., functional specifications, high-level design, low-level design, source code). The 
level of detail available in development artifacts can affect the type of testing, evaluation, and 
analysis conducted during the system development life cycle (e.g., black-box testing, gray-box 
testing, white-box testing, static/dynamic analysis). For operational assurance, the depth attribute 
addresses the number and types of assurance-related security controls selected and implemented. 
In contrast, the coverage attribute is associated with the assessment methods employed during 
development and operations, addressing the scope and breadth of assessment objects included in 
the assessments (e.g., number/types of tests conducted on source code, number of software 
modules reviewed, number of network nodes/mobile devices scanned for vulnerabilities, number 
of individuals interviewed to check basic understanding of contingency responsibilities).54 

Addressing assurance-related controls during acquisition and system development can help 
organizations to obtain sufficiently trustworthy information systems and components that are 
more reliable and less likely to fail. These controls include ensuring that developers employ 
sound systems security engineering principles and processes including, for example, providing a 
comprehensive security architecture, and enforcing strict configuration management and control 
of information system and software changes. Once information systems are deployed, assurance-
related controls can help organizations to continue to have confidence in the trustworthiness of 
the systems. These controls include, for example, conducting integrity checks on software and 
firmware components, conducting penetration testing to find vulnerabilities in organizational 

54 NIST Special Publication 800-53A provides guidance on the generation of security evidence related to security 
assessments conducted during the system development life cycle. 

The Compelling Argument for Assurance 

Organizations specify assurance-related controls to define activities performed to generate relevant 
and credible evidence about the functionality and behavior of organizational information systems and 
to trace the evidence to the elements that provide such functionality/behavior. This evidence is used 
to obtain a degree of confidence that the systems satisfy stated security requirements—and do so 
while effectively supporting the organizational missions/business functions while being subjected to 
threats in the intended environments of operation. 
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information systems, monitoring established secure configuration settings, and developing 
policies/procedures that support the operation and use of the systems. 

The concepts described above, including security requirements, security capability, security 
controls, security functionality, and security assurance, are brought together in a model for 
trustworthiness for information systems and system components. Figure 3 illustrates the key 
components in the model and the relationship among the components. 

 
 
 
 
 
 

 

 

 

 

 

 
 

 
 
 
 
 
 
 
 
 
 
 

FIGURE 3: TRUSTWORTHINESS MODEL 
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Developmental and Operational Activities to Achieve High Assurance 
Raising the bar on assurance can be difficult and costly for organizations—but sometimes 
essential for critical applications, missions, or business functions. Determining what parts of the 
organization’s information technology infrastructure demand higher assurance of implemented 
security functionality is a Tier 1/Tier 2 risk management activity (see Figure 1 in Chapter Two). 
This type of activity occurs when organizations determine the security requirements necessary to 
protect organizational operations (i.e., mission, functions, image, and reputation), organizational 
assets, individuals, other organizations, and the Nation. Determining security requirements and 
the associated security capabilities needed to generate the appropriate protection is an integral 
part of the organizational risk management process described in NIST Special Publication 800-
39—specifically, in the development of the risk response strategy following the risk framing and 
risk assessment steps (where organizations establish priorities, assumptions, constraints, risk 
tolerance and assess threats, vulnerabilities, mission/business impacts, and likelihood of threat 
occurrence). After the security requirements and security capabilities are determined at Tiers 1 
and 2 (including the necessary assurance requirements to provide measures of confidence in the 
desired capabilities), those requirements/capabilities are reflected in the design of the enterprise 
architecture, the associated mission/business processes, and the organizational information 
systems that are needed to support those processes. Organizations can use the Risk Management 
Framework (RMF), described in NIST Special Publication 800-37, to ensure that the appropriate 
assurance levels are achieved for the information systems and system components deployed to 
carry out core missions and business functions. This is primarily a Tier 3 activity but can have 
some overlap with Tiers 1 and 2, for example, in the area of common control selection. 

Trustworthy information systems are difficult to build from a software and systems development 
perspective. However, there are a number of design, architectural, and implementation principles 
that, if used, can result in more trustworthy systems. These core security principles include, for 
example, simplicity, modularity, layering, domain isolation, least privilege, least functionality, 
and resource isolation/encapsulation. Information technology products and systems exhibiting a 
higher degree of trustworthiness (i.e., products/systems having the requisite security functionality 
and security assurance) are expected to exhibit a lower rate of latent design/implementation flaws 
and a higher degree of penetration resistance against a range of threats including, for example, 
sophisticated cyber attacks, natural disasters, accidents, and intentional/unintentional errors.55 The 
vulnerability and susceptibility of organizational missions/business functions and supporting 
information systems to known threats, the environments of operation where those systems are 
deployed, and the maximum acceptable level of information security risk, guide the degree of 
trustworthiness needed. 

Appendix E describes the minimum assurance requirements for federal information systems and 
organizations and highlights the assurance-related controls in the security control baselines in 
Appendix D needed to ensure that the requirements are satisfied.56 

  

55 Organizations also rely to a great extent on security assurance from an operational perspective as illustrated by the 
assurance-related controls in Tables E-1 through E-3. Operational assurance is obtained by other than developmental 
actions including for example, defining and applying security configuration settings on information technology 
products, establishing policies and procedures, assessing security controls, and conducting a rigorous continuous 
monitoring program. In some situations, to achieve the necessary security capability with weak or deficient information 
technology, organizations compensate by increasing their operational assurance. 
56 CNSS Instruction 1253 designates security control baselines for national security systems. Therefore, the assurance-
related controls in the baselines established for the national security community, if so designated, may differ from those 
controls designated for non-national security systems. 
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2.7   REVISIONS AND EXTENSIONS 
The security controls listed in this publication represent the state-of-the-practice safeguards and 
countermeasures for federal information systems and organizations. The security controls57 will 
be carefully reviewed and revised periodically to reflect: 

• Experience gained from using the controls; 

• New federal legislation, Executive Orders, directives, regulations, or policies; 

• Changing security requirements; 

• Emerging threats, vulnerabilities, and attack methods; and 

• Availability of new technologies. 

The security controls in the security control catalog are expected to change over time, as controls 
are withdrawn, revised, and added. The security controls defined in the low, moderate, and high 
baselines are also expected to change over time as the level of security and due diligence for 
mitigating risks within organizations changes. In addition to the need for change, the need for 
stability is addressed by requiring that proposed modifications to security controls go through a 

57 The privacy controls listed in Appendix J will also be updated on a regular basis using similar criteria. 

Why Assurance Matters 

The importance of security assurance can be described by using the example of a light switch on a 
wall in the living room of your house. Individuals can observe that by simply turning the switch on and 
off, the switch appears to be performing according to its functional specification. This is analogous to 
conducting black-box testing of security functionality in an information system or system component. 
However, the more important questions might be— 
• Does the light switch do anything else besides what it is supposed to do? 
• What does the light switch look like from behind the wall? 
• What types of components were used to construct the light switch and how was the switch 

assembled? 
• Did the switch manufacturer follow industry best practices in the development process? 

This example is analogous to the many developmental activities that address the quality of the 
security functionality in an information system or system component including, for example, design 
principles, coding techniques, code analysis, testing, and evaluation. 

The security assurance requirements and associated assurance-related controls in Appendix E 
address the light switch problem from the front of the wall perspective, and potentially from the 
behind the wall perspective, depending on the measure of confidence needed about the component 
in question. For organizational missions/business functions that are less critical (i.e., low impact), 
lower levels of assurance might be appropriate. However, as missions/business functions become 
more important (i.e., moderate or high impact) and information systems and organizations become 
susceptible to advanced persistent threats by high-end adversaries, increased levels of assurance 
may be required. In addition, as organizations become more dependent on external information 
system services and providers, assurance becomes more important—providing greater insight and 
measures of confidence to organizations in understanding and verifying the security capability of 
external providers and the services provided to the federal government. Thus, when the potential 
impact to organizational operations and assets, individuals, other organizations, or the Nation is 
great, an increasing level of effort must be directed at what is happening behind the wall. 
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rigorous public review process to obtain both public and private sector feedback and to build 
consensus for such change. This provides over time, a stable, flexible, and technically sound set 
of security controls for the federal government, contractors, and any other organizations using the 
security control catalog.  
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CHAPTER THREE 

THE PROCESS 
SELECTION AND SPECIFICATION OF SECURITY CONTROLS 

his chapter describes the process of selecting and specifying security controls and control 
enhancements for organizational information systems to include: (i) selecting appropriate 
security control baselines; (ii) tailoring the baselines; (iii) documenting the security control 

selection process; and (iv) applying the control selection process to new development and legacy 
systems. 

3.1   SELECTING SECURITY CONTROL BASELINES 
In preparation for selecting and specifying the appropriate security controls for organizational 
information systems and their respective environments of operation, organizations first determine 
the criticality and sensitivity of the information to be processed, stored, or transmitted by those 
systems. This process, known as security categorization, is described in FIPS Publication 199.58 
The security categorization standard is based on a simple and well-established concept—that is, 
determining the potential adverse impact for organizational information systems. The results of 
security categorization help guide and inform the selection of appropriate security controls (i.e., 
safeguards and countermeasures) to adequately protect those information systems. The security 
controls selected for information systems are commensurate with the potential adverse impact on 
organizational operations and assets, individuals, other organizations, or the Nation if there is a 
loss of confidentiality, integrity, or availability. FIPS Publication 199 requires organizations to 
categorize information systems as low-impact, moderate-impact, or high-impact for the stated 
security objectives of confidentiality, integrity, and availability (RMF Step 1). The potential 
impact values assigned to the security objectives are the highest values (i.e., high water mark) 
from the security categories that have been determined for each type of information processed, 
stored, or transmitted by those information systems.59 The generalized format for expressing the 
security category (SC) of an information system is: 

SC information system  = {(confidentiality, impact), (integrity, impact), (availability, impact)}, 

where the acceptable values for potential impact are low, moderate, or high. 

Since the potential impact values for confidentiality, integrity, and availability may not always be 
the same for a particular information system, the high water mark concept (introduced in FIPS 
Publication 199) is used in FIPS Publication 200 to determine the impact level of the information 
system for the express purpose of selecting the applicable security control baseline from one of 
the three baselines identified in Appendix D.60 Thus, a low-impact system is defined as an 
information system in which all three of the security objectives are low. A moderate-impact 
system is an information system in which at least one of the security objectives is moderate and 

58 CNSS Instruction 1253 provides security categorization guidance for national security systems. 
59 NIST Special Publication 800-60, Guide for Mapping Types of Information and Information Systems to Security 
Categories, provides guidance on the assignment of security categories to information systems. 
60 The high water mark concept is employed because there are significant dependencies among the security objectives 
of confidentiality, integrity, and availability. In most cases, a compromise in one security objective ultimately affects 
the other security objectives as well. Accordingly, security controls are not categorized by security objective. Rather, 
the security controls are grouped into baselines to provide a general protection capability for classes of information 
systems based on impact level. 

T 
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no security objective is greater than moderate. Finally, a high-impact system is an information 
system in which at least one security objective is high. 

 

 

 

 

 

 

 

 

 

 

Once the impact level of the information system is determined, organizations begin the security 
control selection process (RMF Step 2). The first step in selecting and specifying security controls 
for the information system is to choose the appropriate security control baseline.61 The selection 
of the security control baseline is based on the FIPS 200 impact level of the information system 
as determined by the security categorization process described above. The organization selects 
one of three security control baselines from Appendix D corresponding to the low-impact, 
moderate-impact, or high-impact rating of the information system.62 Note that not all security 
controls are assigned to baselines, as indicated in Table D-2 by the phrase not selected. Similarly, 
as illustrated in Tables D-3 through D-19, not all control enhancements are assigned to baselines. 
Those control enhancements that are assigned to baselines are so indicated by an “x” in the low, 
moderate, or high columns. The use of the term baseline is intentional. The security controls and 
control enhancements in the baselines are a starting point from which controls/enhancements may 
be removed, added, or specialized based on the tailoring guidance in Section 3.2. 

The security control baselines in Appendix D address the security needs of a broad and diverse 
set of constituencies (including individual users and organizations). Some assumptions that 
generally underlie the baselines in Appendix D include, for example: (i) the environments in 
which organizational information systems operate; (ii) the nature of operations conducted by 
organizations; (iii) the functionality employed within information systems; (iv) the types of 
threats facing organizations, missions/business processes, and information systems; and (v) the 
type of information processed, stored, or transmitted by information systems. Articulating the 
underlying assumptions is a key element in the initial risk framing step of the risk management 
process described in NIST Special Publication 800-39. Some of the assumptions that underlie the 
baselines in Appendix D include: 

61 The general security control selection process may be augmented or further detailed by additional sector-specific 
guidance as described in Section 3.3, Creating Overlays, and Appendix I, template for developing overlays. 
62 CNSS Instruction 1253 provides security control baselines for national security systems. 

Implementation Tip 

To determine the impact level of an information system: 

• First, determine the different types of information that are processed, stored, or transmitted by the 
information system. NIST Special Publication 800-60 provides common information types. 

• Second, using the impact values in FIPS Publication 199 and the recommendations of NIST 
Special Publication 800-60, categorize the confidentiality, integrity, and availability of each 
information type.   

• Third, determine the information system security categorization, that is, the highest impact value 
for each security objective (confidentiality, integrity, availability) from among the categorizations 
for the information types associated with the information system. 

• Fourth, determine the overall impact level of the information system from the highest impact value 
among the three security objectives in the system security categorization. 

Note: For national security systems, organizations use CNSSI 1253 for security categorization. 
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• Information systems are located in physical facilities; 

• User data/information in organizational information systems is relatively persistent;63 

• Information systems are multi-user (either serially or concurrently) in operation; 

• Some user data/information in organizational information systems is not shareable with other 
users who have authorized access to the same systems; 

• Information systems exist in networked environments; 

• Information systems are general purpose in nature; and 

• Organizations have the necessary structure, resources, and infrastructure to implement the 
controls.64 

If one or more of these assumptions is not valid, then some of the security controls assigned to the 
initial baselines in Appendix D may not be applicable—a situation that can be readily addressed 
by applying the tailoring guidance in Section 3.2 and the results of organizational assessments of 
risk. Conversely, there are also some possible situations that are specifically not addressed in the 
baselines. These include: 

• Insider threats exist within organizations; 

• Classified data/information is processed, stored, or transmitted by information systems; 

• Advanced persistent threats (APTs) exist within organizations; 

• Selected data/information requires specialized protection based on federal legislation, 
directives, regulations, or policies; and 

• Information systems need to communicate with other systems across different security 
domains. 

If any of the above assumptions apply, then additional security controls from Appendix F would 
likely be needed to ensure adequate protection—a situation that can also be effectively addressed 
by applying the tailoring guidance in Section 3.2 (specifically, security control supplementation) 
and the results of organizational assessments of risk. 

3.2   TAILORING BASELINE SECURITY CONTROLS 
After selecting the applicable security control baseline from Appendix D, organizations initiate 
the tailoring process to modify appropriately and align the controls more closely with the specific 
conditions within the organization (i.e., conditions related to organizational missions/business 
functions, information systems, or environments of operation). The tailoring process includes: 

• Identifying and designating common controls in initial security control baselines; 

• Applying scoping considerations to the remaining baseline security controls; 

• Selecting compensating security controls, if needed; 

63 Persistent data/information refers to data/information with utility for a relatively long duration (e.g., days, weeks). 
64 In general, federal departments and agencies will satisfy this assumption. The assumption becomes more of an issue 
for nonfederal entities such as municipalities, first responders, and small (business) contractors. Such entities may not 
be large enough or sufficiently resourced to have elements dedicated to providing the range of security capabilities that 
are assumed by the baselines. Organizations consider such factors in their risk-based decisions. 
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• Assigning specific values to organization-defined security control parameters via explicit 
assignment and selection statements; 

• Supplementing baselines with additional security controls and control enhancements, if 
needed; and 

• Providing additional specification information for control implementation, if needed. 

The tailoring process, as an integral part of security control selection and specification, is part of a 
comprehensive organizational risk management process—framing, assessing, responding to, and 
monitoring information security risk. Organizations use risk management guidance to facilitate 
risk-based decision making regarding the applicability of security controls in the security control 
baselines. Ultimately, organizations use the tailoring process to achieve cost-effective, risk-based 
security that supports organizational mission/business needs. Tailoring activities are approved by 
authorizing officials in coordination with selected organizational officials (e.g., risk executive 
[function], chief information officers, senior information security officers, information system 
owners, common control providers) prior to implementing the security controls. Organizations 
have the flexibility to perform the tailoring process at the organization level for all information 
systems (either as a required tailored baseline or as the starting point for system-specific tailoring 
activities), in support of a particular line of business or mission/business process, at the individual 
information system level, or by using a combination of the above.65   

Conversely, organizations do not remove security controls for operational convenience. Tailoring 
decisions regarding security controls should be defensible based on mission/business needs and 
accompanied by explicit risk-based determinations.66 Tailoring decisions, including the specific 
rationale for those decisions, are documented in the security plans for organizational information 
systems. Every security control from the applicable security control baseline is accounted for 
either by the organization (e.g., common control provider) or by the information system owner. If 
certain security controls are tailored out, then the associated rationale is recorded in security plans 
(or references/pointers to other relevant documentation are provided) for the information systems 
and approved by the responsible organizational officials as part of the security plan approval 
process.67   

Documenting significant risk management decisions in the security control selection process is 
imperative in order for authorizing officials to have the necessary information to make credible, 
risk-based decisions with regard to the authorization of information systems. Since information 
systems, environments of operation, and personnel associated with the system development life 
cycle are subject to change, providing the assumptions, constraints, and rationale supporting those 
important risk decisions allows for a better understanding in the future of the security state of the 
information systems or environments of operation at the time the original risk decisions were 
made and facilitates identifying changes, when previous risk decisions are revisited.  

65 See also Section 3.3, Creating Overlays, and Appendix I, template for developing overlays. 
66 Tailoring decisions can also be based on timing and applicability of selected security controls under certain defined 
conditions. That is, security controls may not apply in every situation or the parameter values for assignment statements 
may change under certain circumstances. Overlays can define these special situations, conditions, or timing-related 
considerations. 
67 The level of detail required in documenting tailoring decisions in the security control selection process is at the 
discretion of organizations and reflects the impact levels of the respective information systems implementing or 
inheriting the controls. 
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Identifying and Designating Common Controls 

Common controls are controls that may be inherited by one or more organizational information 
systems. If an information system inherits a common control, then that system does not need to 
explicitly implement that control—that is, the security capability is being provided by another 
entity. Therefore, when the security controls in Appendix F call for an information system to 
implement or perform a particular security function, it should not be interpreted to mean that all 
systems that are part of larger, more complex systems or all components of a particular system 
need to implement the control or function. Organizational decisions on which security controls 
are designated as common controls may greatly affect the responsibilities of individual system 
owners with regard to the implementation of controls in a particular baseline. Common control 
selection can also affect the overall resource expenditures by organizations (i.e., the greater the 
number of common controls implemented, the greater potential cost savings). 

Applying Scoping Considerations 

Scoping considerations, when applied in conjunction with risk management guidance, provide 
organizations with a more granular foundation with which to make risk-based decisions.68 The 
application of scoping considerations can eliminate unnecessary security controls from the initial 
security control baselines and help to ensure that organizations select only those controls that are 
needed to provide the appropriate level of protection for organizational information systems—
protection based on the missions and business functions being supported by those systems and the 
environments in which the systems operate. Organizations may apply the scoping considerations 
described below to assist with making risk-based decisions regarding security control selection 
and specification—decisions that can potentially affect how the baseline security controls are 
applied and implemented by organizations: 

• CONTROL ALLOCATION AND PLACEMENT CONSIDERATIONS— 

The term information system can refer to systems at multiple levels of abstraction ranging 
from system-of-systems to individual single-user systems. The growing complexity of many 
information systems requires careful analysis in the allocation/placement of security controls 
within the three tiers in the risk management hierarchy (organization level, mission/business 
process level, and information system level) without imposing any specific architectural 
views or solutions.69 Security controls in the initial baselines represent an information 
system-wide set of controls that may not be applicable to every component in the system. 
Security controls are applicable only to information system components that provide or 
support the information security capability addressed by the controls.70 Organizations make 
explicit risk-based decisions about where to apply or allocate specific security controls in 
organizational information systems in order to achieve the needed security capability and to 
satisfy security requirements.71 An example of this type of allocation is applying the 

68 The scoping considerations listed in this section are exemplary and not intended to limit organizations in rendering 
risk-based decisions based on other organization-defined considerations with appropriate rationale. 

69 This is especially true with the advent of service-oriented architectures where specific services are provided to 
implement a single function. 
70 For example, auditing controls are typically applied to components of an information system that provide auditing 
capability (e.g., servers, etc.) and are not necessarily applied to every user-level workstation within the organization.  
Organizations should carefully assess the inventory of components that compose their information systems to 
determine which security controls are applicable to the various components. 
71 As information technology advances, more powerful and diverse functionality can be found in smart phones, tablets, 
and other types of mobile devices. While tailor guidance may support not allocating a particular security control to a 
specific technology or device, any residual risk associated with the absence of that control must be addressed in risk 
assessments to adequately protect organizational operations and assets, individuals, other organizations, and the Nation. 
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requirement from AC-18 (1) (i.e., protecting wireless access to information systems using 
authentication/encryption) to all wireless access except for wireless access to visitor 
subnetworks which are not connected to other system components. 

• OPERATIONAL/ENVIRONMENTAL-RELATED CONSIDERATIONS— 

Several of the security controls in the baselines are based on the assumption of the existence 
of certain operational/environmental factors. Where these factors are absent or significantly 
diverge from the baseline assumptions, it is justifiable to tailor the baseline. Some of the more 
common operational/environmental factors include: 

- Mobility 
The mobility of physical hosting environments can impact the security controls selected 
for organizational information systems. As noted above, the set of security controls 
assigned to each baseline in Appendix D assumes the operation of information systems in 
fixed facilities and nonmobile locations. If those information systems operate primarily in 
mobile environments, the security control baseline should be tailored appropriately to 
account for the differences in mobility and accessibility of the specific locations where 
the systems reside. For example, many of the security controls in the Physical and 
Environmental Protection (PE) family that are selected in all three baselines reflect the 
assumption that the information systems reside in physical facilities/complexes that 
require appropriate physical protections. Such controls would likely not provide added 
value for mobile environments such as ships, aircraft, automobiles, vans, or space-based 
systems.72 

- Single-User Systems and Operations 
For information systems that are designed to operate as single-user systems (e.g., smart 
phones), several of the security controls that address sharing among users may not be 
needed. A single-user system or device refers to a system/device that is only intended to 
be used by a single individual over time (i.e., exclusive use). Systems or devices that are 
shared by multiple users over time are not considered single-user. Security controls such 
as AC-10, Concurrent Session Control, SC-4, Information in Shared Resources, and AC-
3, Access Enforcement73 may not be required in single-user systems/operations and could 
reasonably be tailored out of the baseline at the discretion of organizations. 

- Data Connectivity and Bandwidth 
While many information systems are interconnected, there are some systems which for 
security or operational reasons, lack networking capabilities—that is, the systems are air 
gapped from the network. For nonnetworked systems, security controls such as AC-17, 
Remote Access, SC-8, Transmission Confidentiality and Integrity, and SC-7, Boundary 
Protection, are not applicable and may be tailored out of the security control baselines at 
the discretion of organizations. In addition to nonnetworked information systems, there 
are systems that have very limited or sporadic bandwidth (e.g., tactical systems that 
support warfighter or law enforcement missions). For such systems, the application of 
security controls would need to be examined carefully as the limited and/or sporadic 
bandwidth could impact the practicality of implementing those controls and the viability 
of adversaries staging cyber attacks over the limited bandwidth. 

72 The mobile nature of devices means that it is possible that, for some period of time, the devices may reside in fixed 
facilities or complexes in fixed locations. During that time, the PE controls would likely apply. 

73 Organizations consider whether individual users have administrator privileges before removing AC-3 from security 
control baselines. 
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- Limited Functionality Systems or System Components 
What constitutes an information system under the E-Government Act of 2002 is quite 
broad. Fax machines, printers, scanners, pagers, smart phones, tablets, E-readers, and 
digital cameras can all be categorized as information systems (or system components). 
These types of systems and components may lack the general processing capabilities 
assumed in the security control baselines. The nature of these constraints may limit the 
types of threats that these systems face, and hence the appropriateness of some of the 
security controls. Thus, a control such as SI-3, Malicious Code Protection (required in all 
control baselines) may not be practical for information systems or components that are 
not capable of executing code (e.g., text-only pagers). However, because there is often no 
clear delineation between these types of information systems or components (e.g., smart 
phones combine the digital capabilities of telephones, cameras, and computers), it is 
important that the application of security controls to limited functionality systems or 
components be done judiciously and always take into account the intended use of the 
systems, system capabilities, and the risk of compromise. 

- Information and System Non-Persistence 
There is often an assumption that user information within organizational information 
systems is persistent for a considerable period of time. However, for some applications 
and environments of operation (e.g., tactical systems, industrial control systems), the 
persistence of user information is often very limited in duration. For information systems 
processing, storing, or transmitting such non-persistent information, several security 
controls in the Contingency Planning (CP) family such as CP-6, Alternate Storage Site, 
CP-7, Alternate Processing Site, and CP-9, Information System Backup, may not be 
practical and can be tailored out at the discretion of organizations. For similar reasons, 
controls such as MP-6, Media Sanitization, and SC-28, Protection of Information at Rest, 
are good candidates for removal through tailoring.74 In addition to the non-persistence of 
information, the information systems/services may be non-persistent as well. This can be 
achieved by the use of virtualization techniques to establish non-persistent instantiations 
of operating systems and applications. Depending on the duration of the instantiations, 
some baseline controls might not be applicable. 

- Public Access 
When public access to organizational information systems is allowed, security controls 
should be applied with discretion since some security controls from the specified control 
baselines (e.g., identification and authentication, personnel security controls) may not be 
applicable for public access. Thus, in the case of the general public accessing federal 
government websites (e.g., to download publically accessible information such as forms, 
emergency preparedness information), security controls such as AC-7, Unsuccessful 
Logon Attempts, AC-17, Remote Access, IA-2, Identification and Authentication, IA-4, 
Identifier Management, and IA-5, Authenticator Management, typically would not be 
relevant for validating access authorizations or privileges. However, many of these 
controls would still be needed for identifying and authenticating organizational personnel 
that maintain and support information systems providing such public access websites and 
services. Similarly, many of the security controls may still be required for users accessing 
nonpublic information systems through such public interfaces, for example, to access or 
change personal information. 

74 Organizations balance information persistence with the sensitivity of the information. Non-persistent information 
may still require sanitization after deletion. In addition, organizations consider the duration of information sensitivity—
some information may be persistent, but only be sensitive for a limited time. 
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• SECURITY OBJECTIVE-RELATED CONSIDERATIONS— 

Security controls that support only one or two of the confidentiality, integrity, or availability 
security objectives may be downgraded to the corresponding control in a lower baseline (or 
modified or eliminated if not defined in a lower baseline) only if the downgrading action: (i) 
reflects the FIPS Publication 199 security category for the supported security objective(s) 
before moving to the FIPS Publication 200 impact level (i.e., high water mark);75 (ii) is 
supported by an organizational assessment of risk; and (iii) does not adversely affect the level 
of protection for the security-relevant information within the information system.76 For 
example, if an information system is categorized as moderate impact using the high water 
mark concept because confidentiality and/or integrity are moderate but availability is low, 
there are several controls that only support the availability security objective and that 
potentially could be downgraded to low baseline requirements—that is, it may be appropriate 
not to implement CP-2 (1) because the control enhancement supports only availability and is 
selected in the moderate baseline but not in the low baseline. The following security controls 
and control enhancements are potential candidates for downgrading:77 

- Confidentiality: AC-21, MA-3 (3), MP-3, MP-4, MP-5, MP-5 (4), MP-6 (1), MP-6 (2), 
PE-4, PE-5, SC-4, SC-8, SC-8 (1); 

- Integrity: CM-5, CM-5 (1), CM-5 (3), SC-8, SC-8 (1), SI-7, SI-7 (1), SI-7 (5), SI-10; and 

- Availability: CP-2 (1), CP-2 (2), CP-2 (3), CP-2 (4), CP-2 (5), CP-2 (8), CP-3 (1), CP-4 
(1), CP-4 (2), CP-6,  CP-6 (1), CP-6 (2), CP-6 (3), CP-7, CP-7 (1), CP-7 (2), CP-7 (3), 
CP-7 (4), CP-8, CP-8 (1), CP-8 (2), CP-8 (3), CP-8 (4), CP-9 (1), CP-9 (2), CP-9 (3), CP-
9 (5), CP-10 (2), CP-10 (4), MA-6, PE-9, PE-10, PE-11, PE-11 (1), PE-13 (1), PE-13 (2), 
PE-13 (3), PE-15 (1).  

• TECHNOLOGY-RELATED CONSIDERATIONS— 

Security controls that refer to specific technologies (e.g., wireless, cryptography, public key 
infrastructure) are applicable only if those technologies are employed or are required to be 
employed within organizational information systems. Security controls that can be explicitly 
or implicitly supported by automated mechanisms do not require the development of such 
mechanisms if the mechanisms do not already exist or are not readily available in commercial 
or government off-the-shelf products. If automated mechanisms are not readily available, 

75 When applying the high water mark in Section 3.1, some of the original FIPS Publication 199 confidentiality, 
integrity, or availability security objectives may have been upgraded to a higher security control baseline. As part of 
this process, security controls that uniquely support the confidentiality, integrity, or availability security objectives may 
have been upgraded unnecessarily. Consequently, it is recommended that organizations consider appropriate and 
allowable downgrading actions to ensure cost-effective, risk-based application of security controls. 

76 Information that is security-relevant at the information system level (e.g., password files, network routing tables, 
cryptographic key management information) is distinguished from user-level information within the same system. 
Certain security controls are used to support the security objectives of confidentiality and integrity for both user-level 
and system-level information. Caution should be exercised in downgrading confidentiality or integrity-related security 
controls to ensure that downgrading actions do not result in insufficient protection for the security-relevant information 
within the information system. Security-relevant information must be protected at the high water mark in order to 
achieve a similar level of protection for any of the security objectives related to user-level information. 
77 Downgrading actions apply only to the moderate and high baselines. Security controls that are uniquely attributable 
to confidentiality, integrity, or availability that would ordinarily be considered as potential candidates for downgrading 
(e.g., AC-16, AU-10, IA-7, PE-12, PE-14, SC-5, SC-13, SC-16) are eliminated from consideration because the controls 
are either selected for use in all baselines and have no enhancements that could be downgraded, or the controls are 
optional and not selected for use in any baseline. Organizations should exercise caution when downgrading security 
controls that do not appear in the list in Section 3.2 to ensure that downgrading actions do not affect security objectives 
other than the objectives targeted for downgrading. 
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cost-effective, or technically feasible, compensating security controls, implemented through 
nonautomated mechanisms or procedures, are used to satisfy specified security controls or 
control enhancements (see terms and conditions for applying compensating controls below). 

• MISSION REQUIREMENTS-RELATED CONSIDERATIONS— 

Some security controls may not be applicable (or appropriate) if implementing those controls 
has the potential to degrade, debilitate, or otherwise hamper critical organizational missions 
and/or business functions. For example, if the mission requires that an uninterrupted display 
of mission-critical information be available at an operator console (e.g., air traffic controller 
console), the implementation of AC-11, Session Lock, or SC-10, Network Disconnect, may 
not be appropriate. 

Selecting Compensating Security Controls 
Organizations may find it necessary on occasion to employ compensating security controls. 
Compensating controls are alternative security controls employed by organizations in lieu of 
specific controls in the low, moderate, or high baselines described in Appendix D—controls that 
provide equivalent or comparable protection for organizational information systems and the 
information processed, stored, or transmitted by those systems.78 This may occur, for example, 
when organizations are unable to effectively implement specific security controls in the baselines 
or when, due to the specific nature of the information systems or environments of operation, the 
controls in the baselines are not a cost-effective means of obtaining the needed risk mitigation. 
Compensating controls are typically selected after applying the scoping considerations in the 
tailoring guidance to the applicable security control baseline. Compensating controls may be 
employed by organizations under the following conditions: 

• Organizations select compensating controls from Appendix F; if appropriate compensating 
controls are not available, organizations adopt suitable compensating controls from other 
sources;79 

• Organizations provide supporting rationale for how compensating controls provide equivalent 
security capabilities for organizational information systems and why the baseline security 
controls could not be employed; and 

• Organizations assess and accept the risk associated with implementing compensating controls 
in organizational information systems. 

Assigning Security Control Parameter Values 
Security controls and control enhancements containing embedded parameters (i.e., assignment 
and selection statements) give organizations the flexibility to define certain portions of controls 
and enhancements to support specific organizational requirements. After the initial application of 
scoping considerations and the selection of compensating controls, organizations review the 
security controls and control enhancements for assignment/selection statements and determine 
appropriate organization-defined values for the identified parameters. Parameter values may be 
prescribed by applicable federal laws, Executive Orders, directives, regulations, policies, or 
standards. Once organizations define the parameter values for security controls and control 

78 More than one compensating control may be required to provide the equivalent protection for a particular security 
control in Appendix F. For example, organizations with significant staff limitations may compensate for the separation 
of duty security control by strengthening the audit, accountability, and personnel security controls. 
79 Organizations should make every attempt to select compensating controls from the security control catalog in 
Appendix F. Organization-defined compensating controls are employed only when organizations determine that the 
security control catalog does not contain suitable compensating controls. 
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enhancements, the assignments and selections become a part of the control and enhancement.80 
Organizations may choose to specify the values for security control parameters before selecting 
compensating controls since the specification of the parameters completes the control definitions 
and may affect compensating control requirements. There can also be significant benefits in 
collaborating on the development of parameter values. For organizations that work together on a 
frequent basis, it may be useful for those organizations to develop a mutually agreeable set of 
uniform values for security control parameters. Doing so may assist organizations in achieving a 
greater degree of reciprocity when depending upon the information systems and/or services 
offered by other organizations. 

Supplementing Security Control Baselines 
The final determination of the appropriate set of security controls necessary to provide adequate 
security for organizational information systems and the environments in which those systems 
operate is a function of the assessment of risk and what is required to sufficiently mitigate the 
risks to organizational operations and assets, individuals, other organizations, and the Nation.81  
In many cases, additional security controls or control enhancements (beyond those controls and 
enhancements contained in the baselines in Appendix D) will be required to address specific 
threats to and vulnerabilities in organizations, mission/business processes, and/or information 
systems and to satisfy the requirements of applicable federal laws, Executive Orders, directives, 
policies, standards, or regulations.82 The risk assessment in the security control selection process 
provides essential information in determining the necessity and sufficiency of the security 
controls and control enhancements in the initial baselines. Organizations are encouraged to make 
maximum use of Appendix F to facilitate the process of supplementing the initial baselines with 
additional security controls and/or control enhancements.83 

Situations Requiring Potential Baseline Supplementation 
Organizations may be subject to conditions that, from an operational, environmental, or threat 
perspective, warrant the selection and implementation of additional (supplemental) controls to 
achieve adequate protection of organizational missions/business functions and the information 
systems supporting those missions/functions. Examples of conditions and additional controls that 
might be required are provided below. 

• ADVANCED PERSISTENT THREAT 

Security control baselines do not assume that the current threat environment is one where 
adversaries have achieved a significant foothold and presence within organizations and 
organizational information systems—that is, organizations are dealing with an advanced 
persistent threat (APT). Adversaries continue to attack organizational information systems 
and the information technology infrastructure and are successful in some aspects of such 
attacks. To more fully address the advanced persistent threat, concepts such as insider threat 

80 CNSS Instruction 1253 provides assignment of minimum values for organization-defined variables applicable to 
national security systems. Parameter values can also be defined as part of overlays described in Section 3.4. 
81 Considerations for potential national-level impacts and impacts to other organizations in categorizing organizational 
information systems derive from the USA PATRIOT Act and Homeland Security Presidential Directives. 

82 In previous versions of Special Publication 800-53, tailoring referred only to the removal of security controls from 
baselines and supplementation referred only to the addition of controls to baselines. In this document, the term tailoring 
has been redefined to include both the addition of security controls to baselines (i.e., tailoring up) and the removal of 
controls from baselines (i.e., tailoring down). 

83 Security controls and control enhancements selected to supplement baselines are allocated to appropriate information 
system components in the same manner as the control allocations carried out by organizations in the initial baselines. 
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protection (CM-5 (4)), heterogeneity (SC-29), deception (SC-26 and SC-30), non-persistence 
(SC-25 and SC-34), and segmentation (SC-7 (13)) can be considered. 

• CROSS-DOMAIN SERVICES  

Security control baselines do not assume that information systems have to operate across 
multiple security domains. The baselines assume a flat view of information flows (i.e., the 
same security policies in different domains when information moves across authorization 
boundaries). To address cross-domain services and transactions, some subset of the AC-4 
security control enhancements can be considered to ensure adequate protection of information 
when transferred between information systems with different security policies.  

• MOBILITY 

The use of mobile devices might result in the need for additional security controls and control 
enhancements not selected in the initial baselines. For example, AC-7 (2), which requires the 
purging/wiping of information after an organization-defined number of unsuccessful logon 
attempts, or MP-6 (8), which requires the capability for remote purging/wiping, could be 
selected in order to address the threat of theft or loss of mobile devices. 

• CLASSIFIED INFORMATION 

In some environments, classified and sensitive information84 may be resident on national 
security systems without all users having the necessary authorizations to access all of the 
information. In those situations, additional security controls are required to ensure that 
information requiring strict separation is not accessed by unauthorized users. More stringent 
access controls include, for example, AC-3 (3) and AC-16. When classified information is 
being processed, stored, or transmitted on information systems that are jointly owned by 
multiple entities (e.g., coalition partners in military alliances), more restrictive controls for 
maintenance personnel may be required including, for example, MA-5 (4). 

Processes for Identifying Additional Needed Security Controls 
Organizations can employ a requirements definition approach or a gap analysis approach in 
selecting security controls and control enhancements to supplement initial baselines. In the 
requirements definition approach, organizations obtain specific and credible threat85 information 
(or make reasonable assumptions) about the activities of adversaries with certain capabilities or 
attack potential (e.g., skill levels, expertise, available resources). To effectively withstand cyber 
attacks from adversaries with the stated capabilities or attack potential, organizations strive to 
achieve a certain level of defensive capability or cyber preparedness. Organizations can select 
additional security controls and control enhancements from Appendix F to obtain such defensive 
capability or level of preparedness. In contrast to the requirements definition approach, the gap 
analysis approach begins with an organizational assessment of its current defensive capability or 
level of cyber preparedness. From that initial capability assessment, organizations determine the 
types of threats they can reasonably expect to counter. If the current organizational defensive 
capabilities or levels of cyber preparedness are insufficient, the gap analysis determines the 
required capabilities and levels of preparedness. Organizations subsequently define the security 
controls and control enhancements from Appendix F needed to achieve the desired capabilities or 
cyber-preparedness levels. Both of the approaches described above require timely and accurate 

84 The example is illustrative only. CNSS Instruction 1253 provides specific guidance regarding security controls 
required for national security systems.  

85 While this example focuses on threats to information systems from purposeful attacks, the threat space of concern to 
organizations also includes environmental disruptions and human errors.   
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threat information. It is essential that organizations work with the appropriate threat identification 
component to obtain such information. 

During the tailoring process, organizations consider reevaluating the priority codes from the 
security control baselines to determine if any changes to those priorities are appropriate. This is 
especially important when adding security controls that are not included in any of the baselines, 
because those controls have priority codes of P0. The reevaluation of priority codes can be based 
on organizational assessments of risk or design/developmental decisions related to the security 
architecture or the systems and security engineering process that may require certain sequencing 
in security control implementation. 

Enhancing Information Security without Changing Control Selection 
There may be situations in which organizations cannot apply sufficient security controls within 
their information systems to adequately reduce or mitigate risk (e.g., when using certain types of 
information technologies or employing certain computing paradigms). Therefore, alternative 
strategies are needed to prevent organizational missions/business functions from being adversely 
affected— strategies that consider the mission and business risks resulting from an aggressive use 
of information technology. Restrictions on the types of technologies used and how organizational 
information systems are employed provide an alternative method to reduce or mitigate risk that 
may be used in conjunction with, or instead of, supplemental security controls. Restrictions on the 
use of information systems and specific information technologies may be, in some situations, the 
only practical or reasonable actions organizations can take in order to have the capability to carry 
out assigned missions/business functions in the face of determined adversaries. Examples of use 
restrictions include: 

• Limiting the information that information systems can process, store, or transmit or the 
manner in which organizational missions/business functions are automated; 

• Prohibiting external access to organizational information by removing selected information 
system components from networks (i.e., air gapping); and 

• Prohibiting moderate- or high-impact information on organizational information system 
components to which the public has access, unless an explicit risk determination is made 
authorizing such access. 

Providing Additional Specification Information for Control Implementation 

Since security controls are statements of security capability at higher levels of abstraction, the 
controls may lack sufficient information for successful implementation. Therefore, additional 
detail may be necessary to fully define the intent of a given security control for implementation 
purposes and to ensure that the security requirements related to that control are satisfied. For 
example, additional information may be provided as part of the process of moving from control to 
specification requirement, and may involve refinement of implementation details, refinement of 
scope, or iteration to apply the same control differently to different scopes. Organizations ensure 
that if existing security control information (e.g., selection and assignment statements) is not 
sufficient to fully define the intended application of the control, such information is provided. 
Organizations have the flexibility to determine whether additional detail is included as a part of 
the control statement, in supplemental guidance, or in a separate control addendum section. When 
providing additional detail, organizations are cautioned not to change the intent of the security 
control or modify the original language in the control. The additional implementation information 
can be documented either in security plans or systems and security engineering plans. The type of 
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additional detail that might be necessary to fully specify a security control for implementation 
purposes is provided in the SI-7 (6) example below: 

SI-7 SOFTWARE, FIRMWARE, AND INFORMATION INTEGRITY 

(6) SOFTWARE, FIRMWARE, AND INFORMATION INTEGRITY | CRYPTOGRAPHIC PROTECTION  
The information system implements cryptographic mechanisms to detect unauthorized changes to 
software, firmware, and information. 
Supplemental Guidance:  Cryptographic mechanisms used for the protection of integrity include, 
for example, digital signatures and the computation and application of signed hashes using 
asymmetric cryptography, protecting the confidentiality of the key used to generate the hash, 
and using the public key to verify the hash information. Related control: SC-13. 

Additional implementation detail for SI-7 (6): 

Digital signatures are applied to all traffic for which non-repudiation is required employing 
SHA-256 or another approved NIST algorithm demonstrably of at least the same strength of 
mechanism. 

3.3   CREATING OVERLAYS 
The previous sections described the process of tailoring security control baselines to achieve a 
more focused and relevant security capability for organizations. In certain situations, it may be 
beneficial for organizations to apply tailoring guidance to the baselines to develop a set of 
security controls for community-wide use or to address specialized requirements, technologies, or 
unique missions/environments of operation.86 For example, the federal government may decide to 
establish a governmentwide set of security controls and implementation guidance for: (i) public 
key infrastructure (PKI) systems that could be uniformly applied to all PKI systems implemented 
within federal agencies; (ii) cloud-based information systems that are uniformly applied to all 
federal agencies procuring or implementing cloud services; or (iii) industrial control systems 
(ICSs) at federal facilities producing electric power or controlling environmental systems in 
federal facilities. Alternatively, to address particular communities of interest with specialized 
requirements, the Department of Defense, for example, may decide to establish a set of security 
controls and implementation guidance for its tactical operations and environments by applying 
the tailoring guidance to the standard security control baselines for national security systems to 
achieve more specialized solutions. In each of the above examples, tailored baselines can be 
developed for each information technology area or for the unique circumstances/environments 
and promulgated to large communities of interest—thus achieving standardized security 
capabilities, consistency of implementation, and cost-effective security solutions. 

To address the need for developing community-wide and specialized sets of security controls for 
information systems and organizations, the concept of overlay is introduced. An overlay is a fully 
specified set of security controls, control enhancements, and supplemental guidance derived from 
the application of tailoring guidance in Section 3.2 to security control baselines in Appendix D.87 
Overlays complement the initial security control baselines by: (i) providing the opportunity to add 
or eliminate controls; (ii) providing security control applicability and interpretations for specific 
information technologies, computing paradigms, environments of operation, types of information 
systems, types of missions/operations, operating modes, industry sectors, and statutory/regulatory 
requirements; (iii) establishing community-wide parameter values for assignment and/or selection 
statements in security controls and control enhancements; and (iv) extending the supplemental 
guidance for security controls, where necessary. Organizations typically use the overlay concept 

86 This type of tailoring can be conducted at the federal level or by individual organizations. 
87 CNSS Instruction 1253 provides tailoring guidance and security control baselines for national security systems. 
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when there is divergence from the basic assumptions used to create the initial security control 
baselines (see Section 3.1). If organizations are not divergent from the basic assumptions for the 
initial baselines, there is likely no need to create an overlay. Alternatively, the baselines may be 
missing key assumptions which would justify creating an overlay with additional assumptions. 

The full range of tailoring activities can be employed by organizations to provide a disciplined 
and structured approach for developing tailored baselines supporting the areas described above. 
Overlays provide an opportunity to build consensus across communities of interest and develop 
security plans for organizational information systems that have broad-based support for very 
specific circumstances, situations, and/or conditions. Categories of overlays that may be useful 
include, for example: 

• Communities of interest, industry sectors, or coalitions/partnerships (e.g., healthcare, law 
enforcement, intelligence, financial, transportation, energy, allied collaboration/sharing); 

• Information technologies/computing paradigms (e.g., cloud/mobile, PKI, Smart Grid, cross-
domain solutions); 

• Environments of operation (e.g., space, tactical); 

• Types of information systems and operating modes (e.g., industrial/process control systems, 
weapons systems, single-user systems, standalone systems); 

• Types of missions/operations (e.g., counterterrorism, first responders, research, development, 
test, and evaluation); and 

• Statutory/regulatory requirements (e.g., Foreign Intelligence Surveillance Act, Health 
Insurance Portability and Accountability Act, Privacy Act). 

Organizations can effectively use the risk management concepts defined in NIST Special 
Publication 800-39 when developing overlays. The successful development of overlays requires 
the involvement of: (i) information security professionals who understand the specific subject 
area that is the focus of the overlay development effort; and (ii) subject matter experts in the 
overlay area who understand the security controls in Appendix F and the initial baselines in 
Appendix D. The format and structure for developing overlays is provided in Appendix I. 

Multiple overlays can be applied to a single security control baseline. The tailored baselines that 
result from the overlay development process may be more or less stringent than the original 
security control baselines. Risk assessments provide information necessary to determine if the 
risk from implementing the tailored baselines falls within the risk tolerance of the organizations 
or communities of interest developing the overlays. If multiple overlays are employed, it is 
possible that there could be a conflict between the overlays. If the use of multiple overlays results 
in conflicts between the application or removal of security controls, the authorizing official (or 
designee), in coordination with the mission/business owner and/or information owner/steward, 
can resolve the conflict. In general, overlays are intended to reduce the need for ad hoc tailoring 
of baselines by organizations through the selection of a set of controls and control enhancements 
that more closely correspond to common circumstances, situations, and/or conditions. However, 
the use of overlays does not preclude organizations from performing further tailoring to reflect 
organization-specific needs, assumptions, or constraints. Tailoring of overlays is accomplished 
within the constraints defined within the overlay and may require the concurrence/approval of the 
authorizing official or other organization-designated individuals. For example, an overlay created 
for an industrial control system (ICS) may require tailoring for applicability to a specific type of 
ICS and its environment of operation. But it is anticipated that the use of overlays would greatly 
reduce the number and extent of organization-specific ad hoc tailoring. 
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3.4   DOCUMENTING THE CONTROL SELECTION PROCESS 
Organizations document the relevant decisions taken during the security control selection process, 
providing a sound rationale for those decisions. This documentation is essential when examining 
the security considerations for organizational information systems with respect to the potential 
mission/business impact. The resulting set of security controls and the supporting rationale for the 
selection decisions (including any information system use restrictions required by organizations) 
are documented in the security plans. Documenting significant risk management decisions in the 
security control selection process is imperative so that authorizing officials can have access to the 
necessary information to make informed authorization decisions for organizational information 
systems.88 Without such information, the understanding, assumptions, constraints, and rationale 
supporting those risk management decisions will, in all likelihood, not be available when the state 
of the information systems or environments of operation change, and the original risk decisions 
are revisited. Figure 4 summarizes the security control selection process, including the selection 
of initial baselines and the tailoring of the baselines by applying the guidance in Section 3.2. 

 

 

 

 

 

 

 

 

 

 

 

FIGURE 4: SECURITY CONTROL SELECTION PROCESS 

Iterative and Dynamic Nature of Security Control Tailoring 
The security control tailoring process described above, while appearing to be sequential in nature, 
can also have an iterative aspect. Organizations may choose to execute the tailoring steps in any 
order based on organizational needs and the information generated from risk assessments. For 
example, some organizations may establish the parameter values for security controls in the initial 
baselines prior to selecting compensating controls. Other organizations may delay completing 
assignment and selection statements in the controls until after the supplementation activities have 
been completed. Organizations may also discover that when fully specifying security controls for 
the intended environments of operation, there may be difficulties that arise which may trigger the 
need for additional (supplemental) controls. Finally, the security control tailoring process is not 
static—that is, organizations revisit the tailoring step as often as needed based on ongoing 
organizational assessments of risk. 

88 The security control selection process also applies to common control providers and the authorizing officials 
rendering authorization decisions for common controls deployed within organizations. 
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In addition to the iterative and dynamic nature of the security control tailoring process, there may 
also be side effects as controls are added and removed from the baselines. Security controls in 
Appendix F can have some degree of dependency and functional overlap with other controls. In 
many cases, security controls work together to achieve a security capability. Thus, removing a 
particular security control from a baseline during the tailoring process may have unintended side 
effects (and potentially adverse impacts) on the remaining controls. Alternatively, adding a new 
security control to a baseline during the tailoring process may eliminate or reduce the need for 
certain specific controls because the new control provides a better security capability than the 
capability provided by other controls. For example, if organizations implement SC-30 (2) using 
virtualization techniques to randomly/frequently deploy diverse and changing operating systems 
and applications, this approach could potentially limit the requirement to update the security 
configurations in CM-2 (2). Therefore, the addition or removal of security controls is viewed with 
regard to the totality of the information security needs of the organization and its information 
systems, and not simply with regard to the controls being added or removed. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Other Considerations 
Organizational tailoring decisions are not carried out in a vacuum. While such decisions are 
rightly focused on information security considerations, it is important that the decisions be 
aligned with other risk factors that organizations address routinely. Risk factors such as cost, 
schedule, and performance are considered in the overall determination of which security controls 
to employ in organizational information systems and environments of operation. For example, in 
military command and control systems in which lives may be at stake, the adoption of security 
controls is balanced with operational necessity. With respect to the air traffic control system and 
consoles used by air traffic controllers, the need to access the consoles in real time to control the 
air space outweighs the security need for an AC-11, Session Lock. In short, the security control 
selection process (to include tailoring activities described in Section 3.2) should be integrated into 
the overall risk management process as described in NIST Special Publication 800-39. 

Finally, organizations factor scalability into the security control selection process—that is, 
controls are scalable with regard to the extent/rigor of the implementation. Scalability is guided 
by the FIPS Publication 199 security categorizations and the associated FIPS Publication 200 
impact levels of the information systems where the controls are to be applied. For example, 
contingency plans for high-impact information systems may contain significant amounts of 

Implementation Tip 

In diverging from the security control baselines during the tailoring process, organizations consider 
some very important linkages between various controls and control enhancements. These linkages 
are captured in the selection of controls and enhancements in the baselines and are especially 
significant when developing overlays (described in Section 3.3 and Appendix I). In some instances, 
the linkages are such that it is not meaningful to include a security control or control enhancement 
without some other control or enhancement. The totality of the controls and enhancements provide a 
required security capability. Some linkages are obvious such as the linkage between Mandatory 
Access Control enhancement (AC-3 (3)) and Security Attributes (AC-16). But other linkages may be 
more subtle. This is especially true in the case where the linkage is between security functionality-
related controls and security assurance-related controls as described in Appendix E. For example, it 
is not particularly meaningful to implement AC-3 (3) without also implementing a Reference Monitor 
(AC-25). Organizations are encouraged to pay careful attention to the related controls section of the 
Supplemental Guidance for the security controls to help in identifying such linkages. 
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implementation detail and be quite lengthy. In contrast, contingency plans for low-impact systems 
may contain considerably less detail and be quite succinct. Organizations use discretion in 
applying the security controls to organizational information systems, giving consideration to the 
scalability factors in particular operational environments. Scaling controls to the appropriate 
system impact level facilitates a more cost-effective, risk-based approach to security control 
implementation—expending only the level of resources necessary to achieve sufficient risk 
mitigation and adequate security. 

 
 
 
 
 
 
 
 

3.5   NEW DEVELOPMENT AND LEGACY SYSTEMS 
The security control selection process described in this section can be applied to organizational 
information systems from two different perspectives: (i) new development; and (ii) legacy. For 
new development systems, the security control selection process is applied from a requirements 
definition perspective since the systems do not yet exist and organizations are conducting initial 
security categorizations. The security controls included in the security plans for the information 
systems serve as a security specification and are expected to be incorporated into the systems 
during the development and implementation phases of the system development life cycle. In 
contrast, for legacy information systems, the security control selection process is applied from a 
gap analysis perspective when organizations are anticipating significant changes to the systems 
(e.g., during major upgrades, modifications, or outsourcing). Since the information systems 
already exist, organizations in all likelihood have completed the security categorization and 
security control selection processes resulting in the establishment of previously agreed-upon 
security controls in the respective security plans and the implementation of those controls within 
the information systems. Therefore, the gap analysis can be applied in the following manner: 

• First, reconfirm or update as necessary, the security category and impact level for the 
information system based on the types of information that are currently being processed, 
stored, or transmitted by the system. 

• Second, review the existing security plan that describes the security controls that are currently 
employed considering any updates to the security category and information system impact 
level as well as any changes to the organization, mission/business processes, the system, or 
the operational environment. Reassess the risk and revise the security plan as necessary, 
including documenting any additional security controls that would be needed by the system to 
ensure that the risk to organizational operations, organizational assets, individuals, other 
organizations, and the Nation, remains at an acceptable level. 

• Third, implement the security controls described in the updated security plan, document in the 
plan of action and milestones any controls not implemented, and continue with the remaining 
steps in the Risk Management Framework in the same manner as a new development system. 

Implementation Tip 

Maintaining a record of security control selection and control status can be addressed in one or 
multiple documents or security plans. If using multiple documents, consider providing references to 
the necessary information in the relevant documents rather than requiring duplication of information. 
Using references to relevant documentation reduces the amount of time and resources needed by 
organizations to generate such information. Other benefits include greater security awareness and 
understanding of the information system capabilities. Increased security awareness/understanding 
supports more effective integration of information security into organizational information systems. 
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Applying Gap Analyses to External Service Providers 
The gap analysis perspective is also applied when interacting with external service providers. As 
described in Section 2.5, organizations are becoming increasingly reliant on external providers for 
information system services. Using the steps in the gap analysis described above, organizations 
can effectively use the acquisition process and appropriate contractual vehicles to require external 
providers to carry out the security categorization and security control selection steps in the RMF.  
The resulting information can help determine what security controls the external provider either 
has in place or intends to implement for the information system services that are to be provided.  
If a security control deficit exists, the responsibility for adequately mitigating unacceptable risks 
arising from the use of external information system services remains with authorizing officials. In 
such situations, organizations can reduce the organizational risk to an acceptable level by: 

• Using the existing contractual vehicle to require the external provider to meet the additional 
security control requirements established by the organization; 

• Negotiating with the provider for additional security controls if the existing contractual 
vehicle does not provide for such added requirements; 

• Approving the use of compensating controls by the provider; or 

• Employing alternative risk mitigation actions89 within the organizational information system 
when a contract either does not exist or the contract does not provide the necessary leverage 
for organizations to obtain the needed security controls. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

89 For example, local policies, procedures, and/or compensating controls could be established by organizations to serve 
as alternative mitigation actions for risks identified in a gap analysis. 

Implementation Tip 

Many organizations operate and maintain complex information systems, often referred to as a 
system-of-systems. Enterprise architecture plays a key part in the security control selection process 
for these types of information systems. Organizations can address the complex system problem by 
dividing the system into two or more subsystems and applying the FIPS 199 security categorization 
and FIPS 200 impact level determination to each subsystem. Applying separate impact levels to 
each subsystem does not change the overall impact level of the information system; rather, it allows 
constituent subsystems to receive a separate allocation of security controls instead of deploying 
higher-impact controls across every subsystem. It is not valid to treat the subsystems as entirely 
independent entities, however, since the subsystems are interdependent and interconnected.  

Organizations develop security architectures to allocate security controls among subsystems 
including monitoring and controlling communications at key internal boundaries within the system 
and provide system-wide controls that meet or exceed the highest information system impact level of 
the constituent subsystems inheriting security capabilities from those controls. Organizations also 
consider that replicated subsystems within complex systems may exhibit common vulnerabilities that 
can be exploited by common threat sources—thereby negating the redundancy that might be relied 
upon as a risk mitigation measure. The impact due to a security incident against one constituent 
subsystem might cascade and impact many subsystems at the same time. 
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APPENDIX B 

GLOSSARY 
COMMON TERMS AND DEFINITIONS 

Appendix B provides definitions for security terminology used within Special Publication 800-53.  
Unless specifically defined in this glossary, all terms used in this publication are consistent with 
the definitions contained in CNSS Instruction 4009, National Information Assurance Glossary. 

Adequate Security  
[OMB Circular A-130, 
Appendix III, Adapted] 

Security commensurate with the risk resulting from the loss, 
misuse, or unauthorized access to or modification of information. 

Advanced Persistent 
Threat 

An adversary that possesses sophisticated levels of expertise and 
significant resources which allow it to create opportunities to 
achieve its objectives by using multiple attack vectors (e.g., 
cyber, physical, and deception). These objectives typically 
include establishing and extending footholds within the 
information technology infrastructure of the targeted 
organizations for purposes of exfiltrating information, 
undermining or impeding critical aspects of a mission, program, 
or organization; or positioning itself to carry out these objectives 
in the future. The advanced persistent threat: (i) pursues its 
objectives repeatedly over an extended period of time; (ii) adapts 
to defenders’ efforts to resist it; and (iii) is determined to maintain 
the level of interaction needed to execute its objectives. 

Agency See Executive Agency. 

All Source Intelligence 
[Department of Defense, 
Joint Publication 1-02] 

Intelligence products and/or organizations and activities that 
incorporate all sources of information, most frequently including 
human resources intelligence, imagery intelligence, measurement 
and signature intelligence, signals intelligence, and open source 
data in the production of finished intelligence. 

Assessment See Security Control Assessment. 

Assessor See Security Control Assessor. 

Assurance 
[CNSSI 4009] 

Measure of confidence that the security features, practices, 
procedures, and architecture of an information system accurately 
mediates and enforces the security policy. 

Assurance Case 
[Software Engineering 
Institute, Carnegie Mellon 
University] 

A structured set of arguments and a body of evidence showing 
that an information system satisfies specific claims with respect 
to a given quality attribute. 

Audit Log 
[CNSSI 4009] 

A chronological record of information system activities, including 
records of system accesses and operations performed in a given 
period.  

Audit Record An individual entry in an audit log related to an audited event. 
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Audit Reduction Tools 
[CNSSI 4009] 

Preprocessors designed to reduce the volume of audit records to 
facilitate manual review. Before a security review, these tools can 
remove many audit records known to have little security 
significance. These tools generally remove records generated by 
specified classes of events, such as records generated by nightly 
backups. 

Audit Trail 
[CNSSI 4009] 

 

A chronological record that reconstructs and examines the 
sequence of activities surrounding or leading to a specific 
operation, procedure, or event in a security-relevant transaction 
from inception to final result. 

Authentication 
[FIPS 200] 

Verifying the identity of a user, process, or device, often as a 
prerequisite to allowing access to resources in an information 
system. 

Authenticator The means used to confirm the identity of a user, processor, or 
device (e.g., user password or token). 

Authenticity The property of being genuine and being able to be verified and 
trusted; confidence in the validity of a transmission, a message, or 
message originator. See Authentication. 

Authorization 
(to operate) 

The official management decision given by a senior 
organizational official to authorize operation of an information 
system and to explicitly accept the risk to organizational 
operations (including mission, functions, image, or reputation), 
organizational assets, individuals, other organizations, and the 
Nation based on the implementation of an agreed-upon set of 
security controls. 

Authorization Boundary All components of an information system to be authorized for 
operation by an authorizing official and excludes separately 
authorized systems, to which the information system is 
connected. 

Authorize Processing See Authorization. 

Authorizing Official A senior (federal) official or executive with the authority to 
formally assume responsibility for operating an information 
system at an acceptable level of risk to organizational operations 
(including mission, functions, image, or reputation), 
organizational assets, individuals, other organizations, and the 
Nation. 

Availability 
[44 U.S.C., Sec. 3542] 

Ensuring timely and reliable access to and use of information.  

Baseline Configuration A documented set of specifications for an information system, or 
a configuration item within a system, that has been formally 
reviewed and agreed on at a given point in time, and which can be 
changed only through change control procedures. 
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Blacklisting The process used to identify: (i) software programs that are not 
authorized to execute on an information system; or (ii) prohibited 
Universal Resource Locators (URL)/websites. 

Boundary Protection Monitoring and control of communications at the external 
boundary of an information system to prevent and detect 
malicious and other unauthorized communications, through the 
use of boundary protection devices (e.g., gateways, routers, 
firewalls, guards, encrypted tunnels). 

Boundary Protection 
Device 

A device with appropriate mechanisms that: (i) facilitates the 
adjudication of different interconnected system security policies 
(e.g., controlling the flow of information into or out of an 
interconnected system); and/or (ii) provides information system 
boundary protection. 

Central Management The organization-wide management and implementation of selected 
security controls and related processes. Central management includes 
planning, implementing, assessing, authorizing, and monitoring the 
organization-defined, centrally managed security controls and processes. 

Chief Information Officer 
[PL 104-106, Sec. 5125(b)] 

Agency official responsible for: 

(i) Providing advice and other assistance to the head of the 
executive agency and other senior management personnel of the 
agency to ensure that information technology is acquired and 
information resources are managed in a manner that is consistent 
with laws, Executive Orders, directives, policies, regulations, and 
priorities established by the head of the agency; 

(ii) Developing, maintaining, and facilitating the implementation 
of a sound and integrated information technology architecture for 
the agency; and  

(iii) Promoting the effective and efficient design and operation of 
all major information resources management processes for the 
agency, including improvements to work processes of the agency. 
Note: Organizations subordinate to federal agencies may use the term Chief 
Information Officer to denote individuals filling positions with similar security 
responsibilities to agency-level Chief Information Officers. 

Chief Information Security 
Officer 

See Senior Agency Information Security Officer. 

Chief Privacy Officer See Senior Agency Official for Privacy. 

Classified Information Information that has been determined: (i) pursuant to Executive 
Order 12958 as amended by Executive Order 13526, or any 
predecessor Order, to be classified national security information; 
or (ii) pursuant to the Atomic Energy Act of 1954, as amended, to 
be Restricted Data (RD). 
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Commodity Service An information system service (e.g., telecommunications service) 
provided by a commercial service provider typically to a large 
and diverse set of consumers. The organization acquiring and/or 
receiving the commodity service possesses limited visibility into 
the management structure and operations of the provider, and 
while the organization may be able to negotiate service-level 
agreements, the organization is typically not in a position to 
require that the provider implement specific security controls.  

Common Carrier In a telecommunications context, a telecommunications company 
that holds itself out to the public for hire to provide 
communications transmission services. 
Note: In the United States, such companies are usually subject to regulation by 
federal and state regulatory commissions. 

Common Control 
[NIST SP 800-37; CNSSI 
4009] 

A security control that is inheritable by one or more 
organizational information systems. See Security Control 
Inheritance. 

Common Control Provider 
[NIST SP 800-37]   

An organizational official responsible for the development, 
implementation, assessment, and monitoring of common controls 
(i.e., security controls inheritable by information systems). 

Common Criteria 
[CNSSI 4009] 

Governing document that provides a comprehensive, rigorous 
method for specifying security function and assurance 
requirements for products and systems.  

Common Secure 
Configuration 

A recognized standardized and established benchmark that 
stipulates specific secure configuration settings for a given 
information technology platform. 

Compensating Security 
Controls 
[CNSSI 4009, Adapted] 

The security controls employed in lieu of the recommended 
controls in the security control baselines described in NIST 
Special Publication 800-53 and CNSS Instruction 1253 that 
provide equivalent or comparable protection for an information 
system or organization. 

Computer Matching 
Agreement 

An agreement entered into by an organization in connection with 
a computer matching program to which the organization is a 
party, as required by the Computer Matching and Privacy 
Protection Act of 1988. With certain exceptions, a computer 
matching program is any computerized comparison of two or 
more automated systems of records or a system of records with 
nonfederal records for the purpose of establishing or verifying the 
eligibility of, or continuing compliance with, statutory and 
regulatory requirements by, applicants for, recipients or 
beneficiaries of, participants in, or providers of services with 
respect to cash or in-kind assistance or payments under federal 
benefit programs or computerized comparisons of two or more 
automated federal personnel or payroll systems of records or a 
system of federal personnel or payroll records with non-federal 
records. 
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Confidentiality 
[44 U.S.C., Sec. 3542] 

Preserving authorized restrictions on information access and 
disclosure, including means for protecting personal privacy and 
proprietary information. 

Configuration Control 
[CNSSI 4009] 

Process for controlling modifications to hardware, firmware, 
software, and documentation to protect the information system 
against improper modifications before, during, and after system 
implementation. 

Configuration Item An aggregation of information system components that is 
designated for configuration management and treated as a single 
entity in the configuration management process.  

Configuration 
Management 

A collection of activities focused on establishing and maintaining 
the integrity of information technology products and information 
systems, through control of processes for initializing, changing, 
and monitoring the configurations of those products and systems 
throughout the system development life cycle. 

Configuration Settings The set of parameters that can be changed in hardware, software, 
or firmware that affect the security posture and/or functionality of 
the information system. 

Controlled Area Any area or space for which an organization has confidence that 
the physical and procedural protections provided are sufficient to 
meet the requirements established for protecting the information 
and/or information system. 

Controlled Interface 
[CNSSI 4009] 

A boundary with a set of mechanisms that enforces the security 
policies and controls the flow of information between 
interconnected information systems.  

Controlled Unclassified 
Information 
[E.O. 13556] 

 

A categorical designation that refers to unclassified information 
that does not meet the standards for National Security 
Classification under Executive Order 12958, as amended, but is 
(i) pertinent to the national interests of the United States or to the 
important interests of entities outside the federal government, and 
(ii) under law or policy requires protection from unauthorized 
disclosure, special handling safeguards, or prescribed limits on 
exchange or dissemination. 

Countermeasures 
[CNSSI 4009] 

Actions, devices, procedures, techniques, or other measures that 
reduce the vulnerability of an information system. Synonymous 
with security controls and safeguards. 

Covert Channel Analysis 
[CNSSI 4009] 

Determination of the extent to which the security policy model 
and subsequent lower-level program descriptions may allow 
unauthorized access to information. 

Covert Storage Channel 
[CNSSI 4009] 

Covert channel involving the direct or indirect writing to a 
storage location by one process and the direct or indirect reading 
of the storage location by another process. Covert storage 
channels typically involve a finite resource (e.g., sectors on a 
disk) that is shared by two subjects at different security levels.  
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Covert Timing Channel 
[CNSSI 4009] 

Covert channel in which one process signals information to 
another process by modulating its own use of system resources 
(e.g., central processing unit time) in such a way that this 
manipulation affects the real response time observed by the 
second process.  

Cross Domain Solution 
[CNSSI 4009] 

A form of controlled interface that provides the ability to 
manually and/or automatically access and/or transfer information 
between different security domains. 

Cyber Attack 
[CNSSI 4009] 

An attack, via cyberspace, targeting an enterprise’s use of 
cyberspace for the purpose of disrupting, disabling, destroying, or 
maliciously controlling a computing environment/infrastructure; 
or destroying the integrity of the data or stealing controlled 
information. 

Cyber Security 
[CNSSI 4009] 

The ability to protect or defend the use of cyberspace from cyber 
attacks. 

Cyberspace 
[CNSSI 4009] 

A global domain within the information environment consisting 
of the interdependent network of information systems 
infrastructures including the Internet, telecommunications 
networks, computer systems, and embedded processors and 
controllers. 

Data Mining/Harvesting An analytical process that attempts to find correlations or patterns 
in large data sets for the purpose of data or knowledge discovery. 

Defense-in-Breadth 
[CNSSI 4009] 

A planned, systematic set of multidisciplinary activities that seek 
to identify, manage, and reduce risk of exploitable vulnerabilities 
at every stage of the system, network, or subcomponent life cycle 
(system, network, or product design and development; 
manufacturing; packaging; assembly; system integration; 
distribution; operations; maintenance; and retirement). 

Defense-in-Depth Information security strategy integrating people, technology, and 
operations capabilities to establish variable barriers across 
multiple layers and missions of the organization. 

Developer A general term that includes: (i) developers or manufacturers of 
information systems, system components, or information system 
services; (ii) systems integrators; (iii) vendors; (iv) and product 
resellers. Development of systems, components, or services can 
occur internally within organizations (i.e., in-house development) 
or through external entities. 

Digital Media A form of electronic media where data are stored in digital (as 
opposed to analog) form. 

APPENDIX B   PAGE B-6 



Special Publication 800-53 Revision 4                                  Security and Privacy Controls for Federal Information Systems 
                                                                                               and Organizations 
________________________________________________________________________________________________ 

Discretionary Access 
Control 
 

 

 

 

 

 

 

[CNSSI 4009] 

An access control policy that is enforced over all subjects and 
objects in an information system where the policy specifies that a 
subject that has been granted access to information can do one or 
more of the following: (i) pass the information to other subjects 
or objects; (ii) grant its privileges to other subjects; (iii) change 
security attributes on subjects, objects, information systems, or 
system components; (iv) choose the security attributes to be 
associated with newly-created or revised objects; or (v) change 
the rules governing access control. Mandatory access controls 
restrict this capability. 

A means of restricting access to objects (e.g., files, data entities) 
based on the identity and need-to-know of subjects (e.g., users, 
processes) and/or groups to which the object belongs. The 
controls are discretionary in the sense that a subject with a certain 
access permission is capable of passing that permission (perhaps 
indirectly) on to any other subject (unless restrained by 
mandatory access control). 

Domain 
[CNSSI 4009] 

An environment or context that includes a set of system resources 
and a set of system entities that have the right to access the 
resources as defined by a common security policy, security 
model, or security architecture. See Security Domain. 

Enterprise 
[CNSSI 4009] 

An organization with a defined mission/goal and a defined 
boundary, using information systems to execute that mission, and 
with responsibility for managing its own risks and performance. 
An enterprise may consist of all or some of the following 
business aspects: acquisition, program management, financial 
management (e.g., budgets), human resources, security, and 
information systems, information and mission management. See 
Organization. 

Enterprise Architecture 
[44 U.S.C. Sec. 3601] 

A strategic information asset base, which defines the mission; the 
information necessary to perform the mission; the technologies 
necessary to perform the mission; and the transitional processes 
for implementing new technologies in response to changing 
mission needs; and includes a baseline architecture; a target 
architecture; and a sequencing plan. 

Environment of Operation 
[NIST SP 800-37]  

The physical surroundings in which an information system 
processes, stores, and transmits information. 

Event 
[CNSSI 4009, Adapted] 

Any observable occurrence in an information system. 

Executive Agency 
[41 U.S.C., Sec. 403] 

An executive department specified in 5 U.S.C., Sec. 101; a 
military department specified in 5 U.S.C., Sec. 102; an 
independent establishment as defined in 5 U.S.C., Sec. 104(1); 
and a wholly owned Government corporation fully subject to the 
provisions of 31 U.S.C., Chapter 91. 

Exfiltration The unauthorized transfer of information from an information 
system. 
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External Information 
System (or Component) 

An information system or component of an information system 
that is outside of the authorization boundary established by the 
organization and for which the organization typically has no 
direct control over the application of required security controls or 
the assessment of security control effectiveness. 

External Information 
System Service 

An information system service that is implemented outside of the 
authorization boundary of the organizational information system 
(i.e., a service that is used by, but not a part of, the organizational 
information system) and for which the organization typically has 
no direct control over the application of required security controls 
or the assessment of security control effectiveness. 

External Information 
System Service Provider  

A provider of external information system services to an 
organization through a variety of consumer-producer 
relationships including but not limited to: joint ventures; business 
partnerships; outsourcing arrangements (i.e., through contracts, 
interagency agreements, lines of business arrangements); 
licensing agreements; and/or supply chain exchanges. 

External Network A network not controlled by the organization. 

Failover The capability to switch over automatically (typically without 
human intervention or warning) to a redundant or standby 
information system upon the failure or abnormal termination of 
the previously active system. 

Fair Information Practice 
Principles 

Principles that are widely accepted in the United States and 
internationally as a general framework for privacy and that are 
reflected in various federal and international laws and policies. In 
a number of organizations, the principles serve as the basis for 
analyzing privacy risks and determining appropriate mitigation 
strategies. 

Federal Agency See Executive Agency. 

Federal Enterprise 
Architecture 
[FEA Program Management 
Office] 

A business-based framework for governmentwide improvement 
developed by the Office of Management and Budget that is 
intended to facilitate efforts to transform the federal government 
to one that is citizen-centered, results-oriented, and market-based. 

Federal Information 
System 
[40 U.S.C., Sec. 11331] 

An information system used or operated by an executive agency, 
by a contractor of an executive agency, or by another 
organization on behalf of an executive agency. 

FIPS-Validated 
Cryptography 

A cryptographic module validated by the Cryptographic Module 
Validation Program (CMVP) to meet requirements specified in 
FIPS Publication 140-2 (as amended). As a prerequisite to CMVP 
validation, the cryptographic module is required to employ a 
cryptographic algorithm implementation that has successfully 
passed validation testing by the Cryptographic Algorithm 
Validation Program (CAVP). See NSA-Approved Cryptography. 
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Firmware 
[CNSSI 4009] 

Computer programs and data stored in hardware - typically in 
read-only memory (ROM) or programmable read-only memory 
(PROM) - such that the programs and data cannot be dynamically 
written or modified during execution of the programs. 

Guard (System) 
[CNSSI 4009, Adapted] 

A mechanism limiting the exchange of information between 
information systems or subsystems. 

Hardware 
[CNSSI 4009] 

The physical components of an information system. See Software 
and Firmware. 

High-Impact System 
[FIPS 200] 

An information system in which at least one security objective 
(i.e., confidentiality, integrity, or availability) is assigned a FIPS 
Publication 199 potential impact value of high. 

Hybrid Security Control 
[CNSSI 4009] 

A security control that is implemented in an information system 
in part as a common control and in part as a system-specific 
control. See Common Control and System-Specific Security 
Control. 

Impact The effect on organizational operations, organizational assets, 
individuals, other organizations, or the Nation (including the 
national security interests of the United States) of a loss of 
confidentiality, integrity, or availability of information or an 
information system. 

Impact Value The assessed potential impact resulting from a compromise of the 
confidentiality, integrity, or availability of information expressed 
as a value of low, moderate or high. 

Incident 
[FIPS 200] 

An occurrence that actually or potentially jeopardizes the 
confidentiality, integrity, or availability of an information system 
or the information the system processes, stores, or transmits or 
that constitutes a violation or imminent threat of violation of 
security policies, security procedures, or acceptable use policies. 

Industrial Control System An information system used to control industrial processes such 
as manufacturing, product handling, production, and distribution.  
Industrial control systems include supervisory control and data 
acquisition (SCADA) systems used to control geographically 
dispersed assets, as well as distributed control systems (DCSs) 
and smaller control systems using programmable logic controllers 
to control localized processes. 

Information 
[CNSSI 4009] 

 
[FIPS 199] 

Any communication or representation of knowledge such as facts, 
data, or opinions in any medium or form, including textual, 
numerical, graphic, cartographic, narrative, or audiovisual.  

An instance of an information type. 

Information Leakage The intentional or unintentional release of information to an 
untrusted environment. 

Information Owner 
[CNSSI 4009] 

Official with statutory or operational authority for specified 
information and responsibility for establishing the controls for its 
generation, collection, processing, dissemination, and disposal. 
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Information Resources 
[44 U.S.C., Sec. 3502] 

Information and related resources, such as personnel, equipment, 
funds, and information technology. 

Information Security 
[44 U.S.C., Sec. 3542] 

The protection of information and information systems from 
unauthorized access, use, disclosure, disruption, modification, or 
destruction in order to provide confidentiality, integrity, and 
availability. 

Information Security 
Architecture 

An embedded, integral part of the enterprise architecture that 
describes the structure and behavior for an enterprise’s security 
processes, information security systems, personnel and 
organizational subunits, showing their alignment with the 
enterprise’s mission and strategic plans. 

Information Security 
Policy 
[CNSSI 4009] 

Aggregate of directives, regulations, rules, and practices that 
prescribes how an organization manages, protects, and distributes 
information. 

Information Security 
Program Plan 

Formal document that provides an overview of the security 
requirements for an organization-wide information security 
program and describes the program management controls and 
common controls in place or planned for meeting those 
requirements. 

Information Security Risk The risk to organizational operations (including mission, 
functions, image, reputation), organizational assets, individuals, 
other organizations, and the Nation due to the potential for 
unauthorized access, use, disclosure, disruption, modification, or 
destruction of information and/or information systems. 

Information Steward 
[CNSSI 4009] 

An agency official with statutory or operational authority for 
specified information and responsibility for establishing the 
controls for its generation, collection, processing, dissemination, 
and disposal. 

Information System 
[44 U.S.C., Sec. 3502] 

A discrete set of information resources organized for the 
collection, processing, maintenance, use, sharing, dissemination, 
or disposition of information. 
Note: Information systems also include specialized systems such as 
industrial/process controls systems, telephone switching and private branch 
exchange (PBX) systems, and environmental control systems. 

Information System 
Boundary 

See Authorization Boundary. 

Information System 
Component 
[NIST SP 800-128, Adapted] 

A discrete, identifiable information technology asset (e.g., 
hardware, software, firmware) that represents a building block of 
an information system. Information system components include 
commercial information technology products. 

Information System Owner 
(or Program Manager) 

Official responsible for the overall procurement, development, 
integration, modification, or operation and maintenance of an 
information system. 
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Information System 
Resilience 

The ability of an information system to continue to: (i) operate 
under adverse conditions or stress, even if in a degraded or 
debilitated state, while maintaining essential operational 
capabilities; and (ii) recover to an effective operational posture in 
a time frame consistent with mission needs. 

Information System 
Security Officer 
[CNSSI 4009] 

Individual with assigned responsibility for maintaining the 
appropriate operational security posture for an information 
system or program. 

Information System 
Service 

A capability provided by an information system that facilitates 
information processing, storage, or transmission. 

Information System-
Related Security Risks 

Risks that arise through the loss of confidentiality, integrity, or 
availability of information or information systems and that 
considers impacts to the organization (including assets, mission, 
functions, image, or reputation), individuals, other organizations, 
and the Nation. See Risk. 

Information Technology 
[40 U.S.C., Sec. 1401] 

Any equipment or interconnected system or subsystem of 
equipment that is used in the automatic acquisition, storage, 
manipulation, management, movement, control, display, 
switching, interchange, transmission, or reception of data or 
information by the executive agency. For purposes of the 
preceding sentence, equipment is used by an executive agency if 
the equipment is used by the executive agency directly or is used 
by a contractor under a contract with the executive agency which: 
(i) requires the use of such equipment; or (ii) requires the use, to a 
significant extent, of such equipment in the performance of a 
service or the furnishing of a product. The term information 
technology includes computers, ancillary equipment, software, 
firmware, and similar procedures, services (including support 
services), and related resources. 

Information Technology 
Product 

See Information System Component. 

Information Type 
[FIPS 199] 

A specific category of information (e.g., privacy, medical, 
proprietary, financial, investigative, contractor-sensitive, security 
management) defined by an organization or in some instances, by 
a specific law, Executive Order, directive, policy, or regulation. 

Insider 
[Presidential Memorandum, 
National Insider Threat 
Policy and Minimum 
Standards for Executive 
Branch Insider Threat 
Programs] 

Any person with authorized access to any U.S. Government 
resource, to include personnel, facilities, information, equipment, 
networks, or systems. 

APPENDIX B   PAGE B-11 



Special Publication 800-53 Revision 4                                  Security and Privacy Controls for Federal Information Systems 
                                                                                               and Organizations 
________________________________________________________________________________________________ 

Insider Threat 
[Presidential Memorandum, 
National Insider Threat 
Policy and Minimum 
Standards for Executive 
Branch Insider Threat 
Programs] 

The threat that an insider will use her/his authorized access, 
wittingly or unwittingly, to do harm to the security of United 
States. This threat can include damage to the United States 
through espionage, terrorism, unauthorized disclosure of national 
security information, or through the loss or degradation of 
departmental resources or capabilities. 

[CNSSI 4009] An entity with authorized access (i.e., within the security domain) 
that has the potential to harm an information system or enterprise 
through destruction, disclosure, modification of data, and/or 
denial of service.   

Insider Threat Program 
[Presidential Memorandum, 
National Insider Threat 
Policy and Minimum 
Standards for Executive 
Branch Insider Threat 
Programs] 

A coordinated group of capabilities under centralized 
management that is organized to detect and prevent the 
unauthorized disclosure of sensitive information. At a minimum,  
for departments and agencies that handle classified information, 
an insider threat program shall consist of capabilities that provide 
access to information; centralized information integration, 
analysis, and response; employee insider threat awareness 
training; and the monitoring of user activity on government 
computers. For department and agencies that do not handle 
classified information, these can be employed effectively for 
safeguarding information that is unclassified but sensitive. 

Integrity 
[44 U.S.C., Sec. 3542] 

Guarding against improper information modification or 
destruction, and includes ensuring information non-repudiation 
and authenticity. 

Internal Network A network where: (i) the establishment, maintenance, and 
provisioning of security controls are under the direct control of 
organizational employees or contractors; or (ii) cryptographic 
encapsulation or similar security technology implemented 
between organization-controlled endpoints, provides the same 
effect (at least with regard to confidentiality and integrity). An 
internal network is typically organization-owned, yet may be 
organization-controlled while not being organization-owned. 

Label See Security Label. 

Line of Business The following OMB-defined process areas common to virtually 
all federal agencies: Case Management, Financial Management, 
Grants Management, Human Resources Management, Federal 
Health Architecture, Information Systems Security, Budget 
Formulation and Execution, Geospatial, and IT Infrastructure. 

Local Access Access to an organizational information system by a user (or 
process acting on behalf of a user) communicating through a 
direct connection without the use of a network. 
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Logical Access Control 
System 
[FICAM Roadmap and 
Implementation Guidance] 

An automated system that controls an individual’s ability to 
access one or more computer system resources such as a 
workstation, network, application, or database. A logical access 
control system requires validation of an individual’s identity 
through some mechanism such as a PIN, card, biometric, or other 
token. It has the capability to assign different access privileges to 
different persons depending on their roles and responsibilities in 
an organization. 

Low-Impact System 
[FIPS 200] 

An information system in which all three security objectives (i.e., 
confidentiality, integrity, and availability) are assigned a FIPS 
Publication 199 potential impact value of low. 

Malicious Code Software or firmware intended to perform an unauthorized 
process that will have adverse impact on the confidentiality, 
integrity, or availability of an information system. A virus, worm, 
Trojan horse, or other code-based entity that infects a host. 
Spyware and some forms of adware are also examples of 
malicious code. 

Malware See Malicious Code. 

Managed Interface An interface within an information system that provides boundary 
protection capability using automated mechanisms or devices. 

Mandatory Access Control 
 
 
 
 
 
 
 
 
 
 
 
 
 

[CNSSI 4009] 

An access control policy that is uniformly enforced across all 
subjects and objects within the boundary of an information 
system. A subject that has been granted access to information is 
constrained from doing any of the following: (i) passing the 
information to unauthorized subjects or objects; (ii) granting its 
privileges to other subjects; (iii) changing one or more security 
attributes on subjects, objects, the information system, or system 
components; (iv) choosing the security attributes to be associated 
with newly-created or modified objects; or (v) changing the rules 
governing access control. Organization-defined subjects may 
explicitly be granted organization-defined privileges (i.e., they are 
trusted subjects) such that they are not limited by some or all of 
the above constraints. 

A means of restricting access to objects based on the sensitivity 
(as represented by a security label) of the information contained 
in the objects and the formal authorization (i.e., clearance, formal 
access approvals, and need-to-know) of subjects to access 
information of such sensitivity. Mandatory Access Control is a 
type of nondiscretionary access control. 

Marking See Security Marking. 

Media 
[FIPS 200] 

Physical devices or writing surfaces including, but not limited to, 
magnetic tapes, optical disks, magnetic disks, Large-Scale 
Integration (LSI) memory chips, and printouts (but not including 
display media) onto which information is recorded, stored, or 
printed within an information system. 
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Metadata Information describing the characteristics of data including, for 
example, structural metadata describing data structures (e.g., data 
format, syntax, and semantics) and descriptive metadata 
describing data contents (e.g., information security labels). 

Mobile Code Software programs or parts of programs obtained from remote 
information systems, transmitted across a network, and executed 
on a local information system without explicit installation or 
execution by the recipient. 

Mobile Code Technologies Software technologies that provide the mechanisms for the 
production and use of mobile code (e.g., Java, JavaScript, 
ActiveX, VBScript). 

Mobile Device A portable computing device that: (i) has a small form factor such 
that it can easily be carried by a single individual; (ii) is designed 
to operate without a physical connection (e.g., wirelessly transmit 
or receive information); (iii) possesses local, non-removable or 
removable data storage; and (iv) includes a self-contained power 
source. Mobile devices may also include voice communication 
capabilities, on-board sensors that allow the devices to capture 
information, and/or built-in features for synchronizing local data 
with remote locations. Examples include smart phones, tablets, 
and E-readers. 

Moderate-Impact System 
[FIPS 200] 

An information system in which at least one security objective 
(i.e., confidentiality, integrity, or availability) is assigned a FIPS 
Publication 199 potential impact value of moderate and no 
security objective is assigned a FIPS Publication 199 potential 
impact value of high. 

Multifactor Authentication Authentication using two or more different factors to achieve 
authentication. Factors include: (i) something you know (e.g., 
password/PIN); (ii) something you have (e.g., cryptographic 
identification device, token); or (iii) something you are (e.g., 
biometric). See Authenticator. 

Multilevel Security 
[CNSSI 4009] 

Concept of processing information with different classifications 
and categories that simultaneously permits access by users with 
different security clearances and denies access to users who lack 
authorization. 

Multiple Security Levels 
[CNSSI 4009] 

Capability of an information system that is trusted to contain, and 
maintain separation between, resources (particularly stored data) 
of different security domains. 

National Security 
Emergency Preparedness 
Telecommunications 
Services 
[47 C.F.R., Part 64, App A] 

Telecommunications services that are used to maintain a state of 
readiness or to respond to and manage any event or crisis (local, 
national, or international) that causes or could cause injury or 
harm to the population, damage to or loss of property, or degrade 
or threaten the national security or emergency preparedness 
posture of the United States. 
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National Security System 
[44 U.S.C., Sec. 3542] 

Any information system (including any telecommunications 
system) used or operated by an agency or by a contractor of an 
agency, or other organization on behalf of an agency—(i) the 
function, operation, or use of which involves intelligence 
activities; involves cryptologic activities related to national 
security; involves command and control of military forces; 
involves equipment that is an integral part of a weapon or 
weapons system; or is critical to the direct fulfillment of military 
or intelligence missions (excluding a system that is to be used for 
routine administrative and business applications, for example, 
payroll, finance, logistics, and personnel management 
applications); or (ii) is protected at all times by procedures 
established for information that have been specifically authorized 
under criteria established by an Executive Order or an Act of 
Congress to be kept classified in the interest of national defense 
or foreign policy. 

Network 
[CNSSI 4009] 

Information system(s) implemented with a collection of 
interconnected components. Such components may include 
routers, hubs, cabling, telecommunications controllers, key 
distribution centers, and technical control devices. 

Network Access Access to an information system by a user (or a process acting on 
behalf of a user) communicating through a network (e.g., local 
area network, wide area network, Internet). 

Nondiscretionary Access 
Control 

See Mandatory Access Control. 

Nonlocal Maintenance Maintenance activities conducted by individuals communicating 
through a network, either an external network (e.g., the Internet) 
or an internal network. 

Non-Organizational User A user who is not an organizational user (including public users). 

Non-repudiation Protection against an individual falsely denying having performed 
a particular action. Provides the capability to determine whether a 
given individual took a particular action such as creating 
information, sending a message, approving information, and 
receiving a message. 

NSA-Approved 
Cryptography 

Cryptography that consists of: (i) an approved algorithm; (ii) an 
implementation that has been approved for the protection of 
classified information and/or controlled unclassified information 
in a particular environment; and (iii) a supporting key 
management infrastructure. 

Object Passive information system-related entity (e.g., devices, files, 
records, tables, processes, programs, domains) containing or 
receiving information. Access to an object (by a subject) implies 
access to the information it contains. See Subject. 
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Operations Security 
[CNSSI 4009] 

 

Systematic and proven process by which potential adversaries can 
be denied information about capabilities and intentions by 
identifying, controlling, and protecting generally unclassified 
evidence of the planning and execution of sensitive activities. The 
process involves five steps: identification of critical information, 
analysis of threats, analysis of vulnerabilities, assessment of risks, 
and application of appropriate countermeasures. 

Organization 
[FIPS 200, Adapted] 

An entity of any size, complexity, or positioning within an 
organizational structure (e.g., a federal agency or, as appropriate, 
any of its operational elements). 

Organizational User An organizational employee or an individual the organization 
deems to have equivalent status of an employee including, for 
example, contractor, guest researcher, individual detailed from 
another organization. Policy and procedures for granting 
equivalent status of employees to individuals may include need-
to-know, relationship to the organization, and citizenship. 

Overlay A specification of security controls, control enhancements, 
supplemental guidance, and other supporting information 
employed during the tailoring process, that is intended to 
complement (and further refine) security control baselines. The 
overlay specification may be more stringent or less stringent than 
the original security control baseline specification and can be 
applied to multiple information systems. 

Penetration Testing A test methodology in which assessors, typically working under 
specific constraints, attempt to circumvent or defeat the security 
features of an information system. 

Personally Identifiable 
Information 
[OMB Memorandum 07-16] 

Information which can be used to distinguish or trace the identity 
of an individual (e.g., name, social security number, biometric 
records, etc.) alone, or when combined with other personal or 
identifying information which is linked or linkable to a specific 
individual (e.g., date and place of birth, mother’s maiden name, 
etc.). 

Physical Access Control 
System 
[FICAM Roadmap and 
Implementation Guidance] 

An automated system that manages the passage of people or 
assets through an opening(s) in a secure perimeter(s) based on a 
set of authorization rules. 

Plan of Action and 
Milestones 
[OMB Memorandum 02-01] 

A document that identifies tasks needing to be accomplished. It 
details resources required to accomplish the elements of the plan, 
any milestones in meeting the tasks, and scheduled completion 
dates for the milestones. 

Portable Storage Device An information system component that can be inserted into and 
removed from an information system, and that is used to store 
data or information (e.g., text, video, audio, and/or image data). 
Such components are typically implemented on magnetic, optical, 
or solid state devices (e.g., floppy disks, compact/digital video 
disks, flash/thumb drives, external hard disk drives, and flash 
memory cards/drives that contain non-volatile memory). 
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Potential Impact 
[FIPS 199] 

The loss of confidentiality, integrity, or availability could be 
expected to have: (i) a limited adverse effect (FIPS Publication 
199 low); (ii) a serious adverse effect (FIPS Publication 199 
moderate); or (iii) a severe or catastrophic adverse effect (FIPS 
Publication 199 high) on organizational operations, 
organizational assets, or individuals. 

Privacy Act Statement A disclosure statement required by Section (e)(3) of the Privacy 
Act of 1974, as amended, to appear on documents used by 
organizations to collect personally identifiable information from 
individuals to be maintained in a Privacy Act System of Records 
(SORN). 

Privacy Impact 
Assessment 
[OMB Memorandum 03-22] 

An analysis of how information is handled: (i) to ensure handling 
conforms to applicable legal, regulatory, and policy requirements 
regarding privacy; (ii) to determine the risks and effects of 
collecting, maintaining, and disseminating information in 
identifiable form in an electronic information system; and (iii) to 
examine and evaluate protections and alternative processes for 
handling information to mitigate potential privacy risks. 

Privileged Account An information system account with authorizations of a 
privileged user. 

Privileged Command A human-initiated command executed on an information system 
involving the control, monitoring, or administration of the system 
including security functions and associated security-relevant 
information. 

Privileged User 
[CNSSI 4009] 

A user that is authorized (and therefore, trusted) to perform 
security-relevant functions that ordinary users are not authorized 
to perform. 

Protective Distribution 
System 

Wire line or fiber optic system that includes adequate safeguards 
and/or countermeasures (e.g., acoustic, electric, electromagnetic, 
and physical) to permit its use for the transmission of unencrypted 
information. 

Provenance The records describing the possession of, and changes to, 
components, component processes, information, systems, 
organization, and organizational processes. Provenance enables 
all changes to the baselines of components, component processes, 
information, systems, organizations, and organizational 
processes, to be reported to specific actors, functions, locales, or 
activities. 

Public Key Infrastructure 
[CNSSI 4009] 

The framework and services that provide for the generation, 
production, distribution, control, accounting, and destruction of 
public key certificates. Components include the personnel, 
policies, processes, server platforms, software, and workstations 
used for the purpose of administering certificates and public-
private key pairs, including the ability to issue, maintain, recover, 
and revoke public key certificates. 
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Purge  Rendering sanitized data unrecoverable by laboratory attack 
methods. 

Reciprocity 
[CNSSI 4009] 

Mutual agreement among participating organizations to accept 
each other’s security assessments in order to reuse information 
system resources and/or to accept each other’s assessed security 
posture in order to share information. 

Records The recordings (automated and/or manual) of evidence of 
activities performed or results achieved (e.g., forms, reports, test 
results), which serve as a basis for verifying that the organization 
and the information system are performing as intended. Also used 
to refer to units of related data fields (i.e., groups of data fields 
that can be accessed by a program and that contain the complete 
set of information on particular items). 

Red Team Exercise An exercise, reflecting real-world conditions, that is conducted as 
a simulated adversarial attempt to compromise organizational 
missions and/or business processes to provide a comprehensive 
assessment of the security capability of the information system 
and organization. 

Reference Monitor A set of design requirements on a reference validation mechanism 
which as key component of an operating system, enforces an 
access control policy over all subjects and objects. A reference 
validation mechanism must be: (i) always invoked (i.e., complete 
mediation); (ii) tamperproof; and (iii) small enough to be subject 
to analysis and tests, the completeness of which can be assured 
(i.e., verifiable). 

Remote Access Access to an organizational information system by a user (or a 
process acting on behalf of a user) communicating through an 
external network (e.g., the Internet). 

Remote Maintenance Maintenance activities conducted by individuals communicating 
through an external network (e.g., the Internet). 

Resilience See Information System Resilience. 

Restricted Data 
[Atomic Energy Act of 1954] 

All data concerning (i) design, manufacture, or utilization of 
atomic weapons; (ii) the production of special nuclear material; or 
(iii) the use of special nuclear material in the production of 
energy, but shall not include data declassified or removed from 
the Restricted Data category pursuant to Section 142 [of the 
Atomic Energy Act of 1954]. 
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Risk 
[FIPS 200, Adapted] 

A measure of the extent to which an entity is threatened by a 
potential circumstance or event, and typically a function of: (i) 
the adverse impacts that would arise if the circumstance or event 
occurs; and (ii) the likelihood of occurrence. 

Information system-related security risks are those risks that arise 
from the loss of confidentiality, integrity, or availability of 
information or information systems and reflect the potential 
adverse impacts to organizational operations (including mission, 
functions, image, or reputation), organizational assets, 
individuals, other organizations, and the Nation. 

Risk Assessment 
 

The process of identifying risks to organizational operations 
(including mission, functions, image, reputation), organizational 
assets, individuals, other organizations, and the Nation, resulting 
from the operation of an information system. 

Part of risk management, incorporates threat and vulnerability 
analyses, and considers mitigations provided by security controls 
planned or in place. Synonymous with risk analysis. 

Risk Executive (Function) 
[CNSSI 4009] 

An individual or group within an organization that helps to ensure 
that: (i) security risk-related considerations for individual 
information systems, to include the authorization decisions for 
those systems, are viewed from an organization-wide perspective 
with regard to the overall strategic goals and objectives of the 
organization in carrying out its missions and business functions; 
and (ii) managing risk from individual information systems is 
consistent across the organization, reflects organizational risk 
tolerance, and is considered along with other organizational risks 
affecting mission/business success. 

Risk Management 
[CNSSI 4009, adapted] 

The program and supporting processes to manage information 
security risk to organizational operations (including mission, 
functions, image, reputation), organizational assets, individuals, 
other organizations, and the Nation, and includes: (i) establishing 
the context for risk-related activities; (ii) assessing risk; (iii) 
responding to risk once determined; and (iv) monitoring risk over 
time. 

Risk Mitigation 
[CNSSI 4009] 

Prioritizing, evaluating, and implementing the appropriate risk-
reducing controls/countermeasures recommended from the risk 
management process. 

Risk Monitoring Maintaining ongoing awareness of an organization’s risk 
environment, risk management program, and associated activities 
to support risk decisions. 

Risk Response Accepting, avoiding, mitigating, sharing, or transferring risk to 
organizational operations (i.e., mission, functions, image, or 
reputation), organizational assets, individuals, other 
organizations, or the Nation. 
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Role-Based Access 
Control 

Access control based on user roles (i.e., a collection of access 
authorizations a user receives based on an explicit or implicit 
assumption of a given role). Role permissions may be inherited 
through a role hierarchy and typically reflect the permissions 
needed to perform defined functions within an organization. A 
given role may apply to a single individual or to several 
individuals. 

Safeguards 
[CNSSI 4009] 

Protective measures prescribed to meet the security requirements 
(i.e., confidentiality, integrity, and availability) specified for an 
information system. Safeguards may include security features, 
management constraints, personnel security, and security of 
physical structures, areas, and devices. Synonymous with security 
controls and countermeasures. 

Sanitization Actions taken to render data written on media unrecoverable by 
both ordinary and, for some forms of sanitization, extraordinary 
means. 

Process to remove information from media such that data 
recovery is not possible. It includes removing all classified labels, 
markings, and activity logs. 

Scoping Considerations A part of tailoring guidance providing organizations with specific 
considerations on the applicability and implementation of security 
controls in the security control baseline. Areas of consideration 
include policy/regulatory, technology, physical infrastructure, 
system component allocation, operational/environmental, public 
access, scalability, common control, and security objective. 

Security 
[CNSSI 4009] 

 

A condition that results from the establishment and maintenance 
of protective measures that enable an enterprise to perform its 
mission or critical functions despite risks posed by threats to its 
use of information systems. Protective measures may involve a 
combination of deterrence, avoidance, prevention, detection, 
recovery, and correction that should form part of the enterprise’s 
risk management approach. 

Security Assessment See Security Control Assessment. 

Security Assessment Plan The objectives for the security control assessment and a detailed 
roadmap of how to conduct such an assessment. 

Security Assurance See Assurance. 

Security Attribute An abstraction representing the basic properties or characteristics 
of an entity with respect to safeguarding information; typically 
associated with internal data structures (e.g., records, buffers, 
files) within the information system and used to enable the 
implementation of access control and flow control policies, 
reflect special dissemination, handling or distribution instructions, 
or support other aspects of the information security policy. 
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Security Authorization See Authorization.  

Security Authorization 
Boundary 

See Authorization Boundary. 

Security Capability A combination of mutually-reinforcing security controls (i.e., 
safeguards and countermeasures) implemented by technical 
means (i.e., functionality in hardware, software, and firmware), 
physical means (i.e., physical devices and protective measures), 
and procedural means (i.e., procedures performed by individuals). 

Security Categorization The process of determining the security category for information 
or an information system. Security categorization methodologies 
are described in CNSS Instruction 1253 for national security 
systems and in FIPS Publication 199 for other than national 
security systems. See Security Category. 

Security Category 
[FIPS 199, Adapted; CNSSI 
4009] 

The characterization of information or an information system 
based on an assessment of the potential impact that a loss of 
confidentiality, integrity, or availability of such information or 
information system would have on organizational operations, 
organizational assets, individuals, other organizations, and the 
Nation. 

Security Control 
[FIPS 199, Adapted] 

A safeguard or countermeasure prescribed for an information 
system or an organization designed to protect the confidentiality, 
integrity, and availability of its information and to meet a set of 
defined security requirements. 

Security Control 
Assessment 
[CNSSI 4009, Adapted] 

The testing or evaluation of security controls to determine the 
extent to which the controls are implemented correctly, operating 
as intended, and producing the desired outcome with respect to 
meeting the security requirements for an information system or 
organization. 

Security Control Assessor The individual, group, or organization responsible for conducting 
a security control assessment. 

Security Control Baseline 
[FIPS 200, Adapted] 

The set of minimum security controls defined for a low-impact, 
moderate-impact, or high-impact information system that 
provides a starting point for the tailoring process. 

Security Control 
Enhancement 

Augmentation of a security control to: (i) build in additional, but 
related, functionality to the control; (ii) increase the strength of 
the control; or (iii) add assurance to the control. 

Security Control 
Inheritance 
[CNSSI 4009] 

A situation in which an information system or application 
receives protection from security controls (or portions of security 
controls) that are developed, implemented, assessed, authorized, 
and monitored by entities other than those responsible for the 
system or application; entities either internal or external to the 
organization where the system or application resides. See 
Common Control. 

Security Control Overlay See Overlay. 
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Security Domain 
[CNSSI 4009] 

A domain that implements a security policy and is administered 
by a single authority. 

Security Functionality The security-related features, functions, mechanisms, services, 
procedures, and architectures implemented within organizational 
information systems or the environments in which those systems 
operate. 

Security Functions The hardware, software, and/or firmware of the information 
system responsible for enforcing the system security policy and 
supporting the isolation of code and data on which the protection 
is based. 

Security Impact Analysis 
[CNSSI 4009] 

 

The analysis conducted by an organizational official to determine 
the extent to which changes to the information system have 
affected the security state of the system. 

Security Incident See Incident. 

Security Kernel 
[CNSSI 4009] 

 

Hardware, firmware, and software elements of a trusted 
computing base implementing the reference monitor concept. 
Security kernel must mediate all accesses, be protected from 
modification, and be verifiable as correct.  

Security Label The means used to associate a set of security attributes with a 
specific information object as part of the data structure for that 
object. 

Security Marking  The means used to associate a set of security attributes with 
objects in a human-readable form, to enable organizational 
process-based enforcement of information security policies. 

Security Objective 
[FIPS 199] 

Confidentiality, integrity, or availability. 

Security Plan Formal document that provides an overview of the security 
requirements for an information system or an information security 
program and describes the security controls in place or planned 
for meeting those requirements. 

See System Security Plan or Information Security Program Plan. 

Security Policy 
[CNSSI 4009] 

A set of criteria for the provision of security services. 

Security Policy Filter A hardware and/or software component that performs one or 
more of the following functions: (i) content verification to ensure 
the data type of the submitted content; (ii) content inspection, 
analyzing the submitted content to verify it complies with a 
defined policy (e.g., allowed vs. disallowed file constructs and 
content portions); (iii) malicious content checker that evaluates 
the content for malicious code; (iv) suspicious activity checker 
that evaluates or executes the content in a safe manner, such as in 
a sandbox/detonation chamber and monitors for suspicious 
activity; or (v) content sanitization, cleansing, and transformation, 
which modifies the submitted content to comply with a defined 
policy. 

APPENDIX B   PAGE B-22 



Special Publication 800-53 Revision 4                                  Security and Privacy Controls for Federal Information Systems 
                                                                                               and Organizations 
________________________________________________________________________________________________ 

Security Requirement 
[FIPS 200, Adapted] 

A requirement levied on an information system or an organization 
that is derived from applicable laws, Executive Orders, directives, 
policies, standards, instructions, regulations, procedures, and/or 
mission/business needs to ensure the confidentiality, integrity, 
and availability of information that is being processed, stored, or 
transmitted. 
Note: Security requirements can be used in a variety of contexts from high-level 
policy-related activities to low-level implementation-related activities in system 
development and engineering disciplines. 

Security Service 
[CNSSI 4009] 

A capability that supports one, or more, of the security 
requirements (Confidentiality, Integrity, Availability). Examples 
of security services are key management, access control, and 
authentication.  

Security-Relevant 
Information 

Any information within the information system that can 
potentially impact the operation of security functions or the 
provision of security services in a manner that could result in 
failure to enforce the system security policy or maintain isolation 
of code and data. 

Senior Agency  
Information Security  
Officer 
[44 U.S.C., Sec. 3544] 

Official responsible for carrying out the Chief Information 
Officer responsibilities under FISMA and serving as the Chief 
Information Officer’s primary liaison to the agency’s authorizing 
officials, information system owners, and information system 
security officers. 
Note: Organizations subordinate to federal agencies may use the term Senior 
Information Security Officer or Chief Information Security Officer to denote 
individuals filling positions with similar responsibilities to Senior Agency 
Information Security Officers. 

Senior Agency Official for 
Privacy 

The senior organizational official with overall organization-wide 
responsibility for information privacy issues. 

Senior Information 
Security Officer 

See Senior Agency Information Security Officer. 

Sensitive Information 
[CNSSI 4009, Adapted] 

Information where the loss, misuse, or unauthorized access or 
modification could adversely affect the national interest or the 
conduct of federal programs, or the privacy to which individuals 
are entitled under 5 U.S.C. Section 552a (the Privacy Act); that 
has not been specifically authorized under criteria established by 
an Executive Order or an Act of Congress to be kept classified in 
the interest of national defense or foreign policy. 

Sensitive Compartmented 
Information 
[CNSSI 4009] 

Classified information concerning or derived from intelligence 
sources, methods, or analytical processes, which is required to be 
handled within formal access control systems established by the 
Director of National Intelligence.   

Service-Oriented 
Architecture 

A set of principles and methodologies for designing and 
developing software in the form of interoperable services. These 
services are well-defined business functions that are built as 
software components (i.e., discrete pieces of code and/or data 
structures) that can be reused for different purposes. 
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Software 
[CNSSI 4009] 

Computer programs and associated data that may be dynamically 
written or modified during execution. 

Spam The abuse of electronic messaging systems to indiscriminately 
send unsolicited bulk messages. 

Special Access Program 
[CNSSI 4009] 

A program established for a specific class of classified 
information that imposes safeguarding and access requirements 
that exceed those normally required for information at the same 
classification level. 

Spyware Software that is secretly or surreptitiously installed into an 
information system to gather information on individuals or 
organizations without their knowledge; a type of malicious code. 

Subject Generally an individual, process, or device causing information to 
flow among objects or change to the system state. See Object. 

Subsystem A major subdivision or component of an information system 
consisting of information, information technology, and personnel 
that performs one or more specific functions. 

Supplemental Guidance Statements used to provide additional explanatory information for 
security controls or security control enhancements. 

Supplementation The process of adding security controls or control enhancements 
to a security control baseline as part of the tailoring process 
(during security control selection) in order to adequately meet the 
organization’s risk management needs. 

Supply Chain 
[ISO 28001, Adapted] 

Linked set of resources and processes between multiple tiers of 
developers that begins with the sourcing of products and services 
and extends through the design, development, manufacturing, 
processing, handling, and delivery of products and services to the 
acquirer. 

Supply Chain Element An information technology product or product component that 
contains programmable logic and that is critically important to the 
functioning of an information system. 

System See Information System. 

System of Records Notice An official public notice of an organization’s system(s) of 
records, as required by the Privacy Act of 1974, that identifies: (i) 
the purpose for the system of records; (ii) the individuals covered 
by information in the system of records; (iii) the categories of 
records maintained about individuals; and (iv) the ways in which 
the information is shared. 

System Security Plan 
[NIST SP 800-18] 

Formal document that provides an overview of the security 
requirements for an information system and describes the security 
controls in place or planned for meeting those requirements. 
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System-Specific Security 
Control 

A security control for an information system that has not been 
designated as a common security control or the portion of a 
hybrid control that is to be implemented within an information 
system. 

Tailored Security Control 
Baseline 

A set of security controls resulting from the application of 
tailoring guidance to a security control baseline. See Tailoring. 

Tailoring The process by which security control baselines are modified by: 
(i) identifying and designating common controls; (ii) applying 
scoping considerations on the applicability and implementation of 
baseline controls; (iii) selecting compensating security controls; 
(iv) assigning specific values to organization-defined security 
control parameters; (v) supplementing baselines with additional 
security controls or control enhancements; and (vi) providing 
additional specification information for control implementation. 

Threat 
[CNSSI 4009, Adapted] 

Any circumstance or event with the potential to adversely impact 
organizational operations (including mission, functions, image, or 
reputation), organizational assets, individuals, other 
organizations, or the Nation through an information system via 
unauthorized access, destruction, disclosure, modification of 
information, and/or denial of service. 

Threat Assessment 
[CNSSI 4009] 

Formal description and evaluation of threat to an information 
system. 

Threat Source 
[FIPS 200] 

The intent and method targeted at the intentional exploitation of a 
vulnerability or a situation and method that may accidentally 
trigger a vulnerability. Synonymous with threat agent. 

Trusted Path A mechanism by which a user (through an input device) can 
communicate directly with the security functions of the 
information system with the necessary confidence to support the 
system security policy. This mechanism can only be activated by 
the user or the security functions of the information system and 
cannot be imitated by untrusted software. 

Trustworthiness 
[CNSSI 4009] 

The attribute of a person or enterprise that provides confidence to 
others of the qualifications, capabilities, and reliability of that 
entity to perform specific tasks and fulfill assigned 
responsibilities. 

Trustworthiness 
(Information System) 

The degree to which an information system (including the 
information technology components that are used to build the 
system) can be expected to preserve the confidentiality, integrity, 
and availability of the information being processed, stored, or 
transmitted by the system across the full range of threats. A 
trustworthy information system is a system that is believed to be 
capable of operating within defined levels of risk despite the 
environmental disruptions, human errors, structural failures, and 
purposeful attacks that are expected to occur in its environment of 
operation. 
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User 
[CNSSI 4009, adapted] 

Individual, or (system) process acting on behalf of an individual, 
authorized to access an information system. 

See Organizational User and Non-Organizational User. 

Virtual Private Network 
[CNSSI 4009] 

Protected information system link utilizing tunneling, security 
controls, and endpoint address translation giving the impression 
of a dedicated line. 

Vulnerability 
[CNSSI 4009] 

Weakness in an information system, system security procedures, 
internal controls, or implementation that could be exploited or 
triggered by a threat source. 

Vulnerability Analysis See Vulnerability Assessment. 

Vulnerability Assessment 
[CNSSI 4009] 

Systematic examination of an information system or product to 
determine the adequacy of security measures, identify security 
deficiencies, provide data from which to predict the effectiveness 
of proposed security measures, and confirm the adequacy of such 
measures after implementation. 

Whitelisting The process used to identify: (i) software programs that are 
authorized to execute on an information system; or (ii) authorized 
Universal Resource Locators (URL)/websites. 
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APPENDIX C 

ACRONYMS 
COMMON ABBREVIATIONS 

APT Advanced Persistent Threat 

CFR Code of Federal Regulations 

CIO Chief Information Officer 

CISO Chief Information Security Officer 

CAVP Cryptographic Algorithm Validation Program 

CMVP Cryptographic Module Validation Program 

CNSS Committee on National Security Systems 

CPO Chief Privacy Officer 

CUI Controlled Unclassified Information 

DCS Distributed Control System 

DNS Domain Name System 

DoD Department of Defense 

FAR Federal Acquisition Regulation 

FEA Federal Enterprise Architecture 

FICAM Federal Identity, Credential, and Access Management 

FIPP Fair Information Practice Principles 

FIPS Federal Information Processing Standards 

FISMA Federal Information Security Management Act 

HSPD Homeland Security Presidential Directive 

ICS Industrial Control System 

IEEE Institute of Electrical and Electronics Engineers 

IPsec Internet Protocol Security 

ISO/IEC International Organization for Standardization/International Electrotechnical 
Commission 

ITL Information Technology Laboratory 

LACS Logical Access Control System 

LSI Large-Scale Integration 

NIST National Institute of Standards and Technology 

NISTIR National Institute of Standards and Technology Interagency or Internal Report 

NSA National Security Agency 
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NSTISSI National Security Telecommunications and  Information System Security 
Instruction 

ODNI Office of the Director of National Intelligence 

OMB Office of Management and Budget 

OPSEC Operations Security 

PBX Private Branch Exchange 

PACS Physical Access Control System 

PIA Privacy Impact Assessment  

PII Personally Identifiable Information 

PIV Personal Identity Verification 

PKI Public Key Infrastructure 

RBAC Role-Based Access Control 

RD Restricted Data 

RMF Risk Management Framework 

SAISO Senior Agency Information Security Officer 

SAMI Sources And Methods Information 

SAOP Senior Agency Official for Privacy 

SAP Special Access Program 

SC Security Category 

SCADA Supervisory Control and Data Acquisition 

SCI Sensitive Compartmented Information 

SOA Service-Oriented Architecture 

SORN System of Records Notice 

SP Special Publication 

TCP/IP Transmission Control Protocol/Internet Protocol 

USB Universal Serial Bus 

VoIP Voice over Internet Protocol 

VPN Virtual Private Network 
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APPENDIX D 

SECURITY CONTROL BASELINES – SUMMARY 
LOW-IMPACT, MODERATE-IMPACT, AND HIGH-IMPACT INFORMATION SYSTEMS 

his appendix contains the security control baselines that represent the starting point in 
determining the security controls for low-impact, moderate-impact, and high-impact 
information systems.90 The three security control baselines are hierarchical in nature with 

regard to the security controls employed in those baselines.91 If a security control is selected for 
one of the baselines, the family identifier and control number are listed in the appropriate column. 
If a security control is not used in a particular baseline, the entry is marked not selected. Security 
control enhancements, when used to supplement security controls, are indicated by the number of 
the enhancement. For example, an IR-2 (1) in the high baseline entry for the IR-2 security control 
indicates that the second control from the Incident Response family has been selected along with 
control enhancement (1). Some security controls and enhancements in the security control catalog 
are not used in any of the baselines in this appendix but are available for use by organizations if 
needed. This situation occurs, for example, when the results of a risk assessment indicate the need 
for additional security controls or control enhancements in order to adequately mitigate risk to 
organizational operations and assets, individuals, other organizations, and the Nation.  

Organizations can use the recommended priority code designation associated with each security 
control in the baselines to assist in making sequencing decisions for control implementation (i.e., 
a Priority Code 1 [P1] control has a higher priority for implementation than a Priority Code 2 [P2] 
control; a Priority Code 2 [P2] control has a higher priority for implementation than a Priority 
Code 3 [P3] control, and a Priority Code 0 [P0] indicates the security control is not selected in 
any baseline). This recommended sequencing prioritization helps ensure that security controls 
upon which other controls depend are implemented first, thus enabling organizations to deploy 
controls in a more structured and timely manner in accordance with available resources. The 
implementation of security controls by sequence priority code does not imply any defined level of 
risk mitigation until all controls in the security plan have been implemented. The priority codes 
are used only for implementation sequencing, not for making security control selection decisions. 
Table D-1 summarizes sequence priority codes for the baseline security controls in Table D-2. 

TABLE D-1:  SECURITY CONTROL PRIORITIZATION CODES 

Priority Code Sequencing Action 

Priority Code 1  (P1)             FIRST Implement P1 security controls first. 

Priority Code 2  (P2)             NEXT Implement P2 security controls after implementation of P1 controls. 

Priority Code 3  (P3)             LAST Implement P3 security controls after implementation of P1 and P2 controls. 

Unspecified Priority Code  (P0) NONE Security control not selected in any baseline. 

90 A complete description of all security controls is provided in Appendices F and G. In addition, separate documents 
for individual security control baselines (listed as Annexes 1, 2, and 3) are available at http://csrc.nist.gov/publications. 
An online version of the catalog of security controls is also available at http://web.nvd.nist.gov/view/800-53/home.  
91 The hierarchical nature applies to the security requirements of each control (i.e., the base control plus all of its 
enhancements) at the low-impact, moderate-impact, and high-impact level in that the control requirements at a 
particular impact level (e.g., CP-4 Contingency Plan Testing—Moderate: CP-4 (1)) meets a stronger set of security 
requirements for that control than the next lower impact level of the same control (e.g., CP-4 Contingency Plan 
Testing—Low: CP-4).  

T 
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Table D-2 provides a summary of the security controls and control enhancements from Appendix 
F that have been allocated to the initial security control baselines (i.e., low, moderate, and high). 
The sequence priority codes for security control implementation and those security controls that 
have been withdrawn from Appendix F are also indicated in Table D-2. In addition to Table D-2, 
the sequence priority codes and security control baselines are annotated in a priority and baseline 
allocation summary section below each security control in Appendix F.  

TABLE D-2:  SECURITY CONTROL BASELINES92 

CNTL 
NO. CONTROL NAME 

PR
IO

R
IT

Y INITIAL CONTROL BASELINES 

LOW MOD HIGH 

Access Control 

AC-1 Access Control Policy and Procedures   P1 AC-1  AC-1 AC-1 

AC-2 Account Management P1 AC-2  AC-2 (1) (2) (3) 
(4) 

AC-2 (1) (2) (3) 
(4) (5) (11) (12) 

(13) 

AC-3 Access Enforcement P1 AC-3  AC-3 AC-3 

AC-4 Information Flow Enforcement P1 Not Selected AC-4 AC-4 

AC-5 Separation of Duties P1 Not Selected  AC-5  AC-5  

AC-6 Least Privilege P1 Not Selected AC-6 (1) (2) (5) 
(9) (10) 

AC-6 (1) (2) (3) 
(5) (9) (10) 

AC-7 Unsuccessful Logon Attempts P2 AC-7 AC-7 AC-7 

AC-8 System Use Notification P1 AC-8  AC-8 AC-8 

AC-9 Previous Logon (Access) Notification P0 Not Selected Not Selected Not Selected 

AC-10 Concurrent Session Control P3 Not Selected Not Selected AC-10  

AC-11 Session Lock P3 Not Selected  AC-11 (1) AC-11 (1) 

AC-12 Session Termination P2 Not Selected AC-12 AC-12 

AC-13 Withdrawn --- --- --- --- 

AC-14 Permitted Actions without Identification or 
Authentication 

P3 AC-14  AC-14  AC-14 

AC-15 Withdrawn --- --- --- ---   

AC-16 Security Attributes P0 Not Selected Not Selected Not Selected 

AC-17 Remote Access P1 AC-17  AC-17 (1) (2) 
(3) (4) 

AC-17 (1) (2) 
(3) (4) 

AC-18 Wireless Access P1 AC-18 AC-18 (1) AC-18 (1) (4) 
(5) 

AC-19 Access Control for Mobile Devices P1 AC-19 AC-19 (5) AC-19 (5) 

AC-20 Use of External Information Systems P1 AC-20 AC-20 (1) (2) AC-20 (1) (2) 

AC-21 Information Sharing P2 Not Selected AC-21 AC-21 

AC-22 Publicly Accessible Content P3 AC-22 AC-22 AC-22 

AC-23 Data Mining Protection P0 Not Selected Not Selected Not Selected 

AC-24 Access Control Decisions P0 Not Selected Not Selected Not Selected 

AC-25 Reference Monitor P0 Not Selected Not Selected Not Selected 

92 The security control baselines in Table D-2 are the initial baselines selected by organizations prior to conducting the 
tailoring activities described in Section 3.2. The control baselines and priority codes are only applicable to non-national 
security systems. Security control baselines for national security systems are included in CNSS Instruction 1253. 
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CNTL 
NO. CONTROL NAME 

PR
IO

R
IT

Y INITIAL CONTROL BASELINES 

LOW MOD HIGH 

Awareness and Training 

AT-1 Security Awareness and Training Policy and 
Procedures 

P1 AT-1  AT-1  AT-1  

AT-2 Security Awareness Training P1 AT-2  AT-2 (2) AT-2 (2) 

AT-3 Role-Based Security Training P1 AT-3  AT-3  AT-3  

AT-4 Security Training Records P3 AT-4  AT-4  AT-4  

AT-5 Withdrawn  --- --- --- --- 

Audit and Accountability 

AU-1 Audit and Accountability Policy and 
Procedures 

P1 AU-1  AU-1  AU-1  

AU-2 Audit Events P1 AU-2  AU-2 (3) AU-2 (3) 

AU-3 Content of Audit Records P1 AU-3  AU-3 (1) AU-3 (1) (2) 

AU-4 Audit Storage Capacity P1 AU-4  AU-4 AU-4 

AU-5 Response to Audit Processing Failures P1 AU-5  AU-5  AU-5 (1) (2) 

AU-6 Audit Review, Analysis, and Reporting P1 AU-6  AU-6 (1) (3) AU-6 (1) (3) (5) 
(6) 

AU-7 Audit Reduction and Report Generation P2 Not Selected  AU-7 (1) AU-7 (1) 

AU-8 Time Stamps P1 AU-8  AU-8 (1) AU-8 (1) 

AU-9 Protection of Audit Information P1 AU-9 AU-9 (4) AU-9 (2) (3) (4) 

AU-10 Non-repudiation P2 Not Selected Not Selected AU-10 

AU-11 Audit Record Retention P3 AU-11 AU-11 AU-11 

AU-12 Audit Generation P1 AU-12 AU-12 AU-12 (1) (3) 

AU-13 Monitoring for Information Disclosure P0 Not Selected Not Selected Not Selected 

AU-14 Session Audit P0 Not Selected Not Selected Not Selected 

AU-15 Alternate Audit Capability P0 Not Selected Not Selected Not Selected 

AU-16 Cross-Organizational Auditing P0 Not Selected Not Selected Not Selected 

Security Assessment and Authorization 

CA-1 Security Assessment and Authorization 
Policies and Procedures 

P1 CA-1  CA-1 CA-1  

CA-2 Security Assessments P2 CA-2 CA-2 (1) CA-2 (1) (2) 

CA-3 System Interconnections P1 CA-3 CA-3 (5) CA-3 (5) 

CA-4 Withdrawn  --- --- --- --- 

CA-5 Plan of Action and Milestones P3 CA-5  CA-5  CA-5  

CA-6 Security Authorization P2 CA-6 CA-6 CA-6  

CA-7 Continuous Monitoring P2 CA-7  CA-7 (1) CA-7 (1) 

CA-8 Penetration Testing P2 Not Selected Not Selected CA-8 

CA-9 Internal System Connections P2 CA-9 CA-9 CA-9 

Configuration Management 

CM-1 Configuration Management Policy and 
Procedures 

P1 CM-1  CM-1  CM-1 

CM-2 Baseline Configuration P1 CM-2 CM-2 (1) (3) (7) CM-2 (1) (2) (3) 
(7) 

CM-3 Configuration Change Control P1 Not Selected CM-3 (2) CM-3 (1) (2) 

CM-4 Security Impact Analysis P2 CM-4 CM-4 CM-4 (1) 

CM-5 Access Restrictions for Change P1 Not Selected CM-5 CM-5 (1) (2) (3) 
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CNTL 
NO. CONTROL NAME 

PR
IO

R
IT

Y INITIAL CONTROL BASELINES 

LOW MOD HIGH 

CM-6 Configuration Settings P1 CM-6  CM-6 CM-6 (1) (2) 

CM-7 Least Functionality P1 CM-7 CM-7 (1) (2) (4) CM-7 (1) (2) (5) 

CM-8 Information System Component Inventory P1 CM-8 CM-8 (1) (3) (5)  CM-8 (1) (2) (3) 
(4) (5) 

CM-9 Configuration Management Plan P1 Not Selected CM-9 CM-9 

CM-10 Software Usage Restrictions P2 CM-10 CM-10 CM-10 

CM-11 User-Installed Software P1 CM-11 CM-11 CM-11 

Contingency Planning 

CP-1 Contingency Planning Policy and 
Procedures 

P1 CP-1  CP-1  CP-1  

CP-2 Contingency Plan P1 CP-2  CP-2 (1) (3) (8) CP-2 (1) (2) (3) 
(4) (5) (8) 

CP-3 Contingency Training P2 CP-3 CP-3  CP-3 (1) 

CP-4 Contingency Plan Testing P2 CP-4 CP-4 (1) CP-4 (1) (2) 

CP-5 Withdrawn --- --- --- ---  

CP-6 Alternate Storage Site P1 Not Selected CP-6 (1) (3)  CP-6 (1) (2) (3) 

CP-7 Alternate Processing Site P1 Not Selected CP-7 (1) (2) (3) CP-7 (1) (2) (3) 
(4) 

CP-8 Telecommunications Services P1 Not Selected CP-8 (1) (2) CP-8 (1) (2) (3) 
(4) 

CP-9 Information System Backup P1 CP-9  CP-9 (1) CP-9 (1) (2) (3) 
(5) 

CP-10 Information System Recovery and 
Reconstitution 

P1 CP-10  CP-10 (2) CP-10 (2) (4) 

CP-11 Alternate Communications Protocols P0 Not Selected Not Selected Not Selected 

CP-12 Safe Mode P0 Not Selected Not Selected Not Selected 

CP-13 Alternative Security Mechanisms P0 Not Selected Not Selected Not Selected 

Identification and Authentication 

IA-1 Identification and Authentication Policy and 
Procedures 

P1 IA-1  IA-1  IA-1  

IA-2 Identification and Authentication 
(Organizational Users) 

P1 IA-2 (1) (12) IA-2 (1) (2) (3) 
(8) (11) (12) 

IA-2 (1) (2) (3) 
(4) (8) (9) (11) 

(12) 

IA-3 Device Identification and Authentication P1 Not Selected  IA-3  IA-3  

IA-4 Identifier Management P1 IA-4 IA-4 IA-4 

IA-5 Authenticator Management P1 IA-5 (1) (11) IA-5 (1) (2) (3) 
(11) 

IA-5 (1) (2) (3) 
(11) 

IA-6 Authenticator Feedback P2 IA-6  IA-6  IA-6  

IA-7 Cryptographic Module Authentication P1 IA-7  IA-7  IA-7  

IA-8 Identification and Authentication (Non-
Organizational Users) 

P1 IA-8 (1) (2) (3) 
(4) 

IA-8 (1) (2) (3) 
(4) 

IA-8 (1) (2) (3) 
(4) 

IA-9 Service Identification and Authentication P0 Not Selected Not Selected Not Selected 

IA-10 Adaptive Identification and Authentication P0 Not Selected Not Selected Not Selected 

IA-11 Re-authentication P0 Not Selected Not Selected Not Selected 

Incident Response 

IR-1 Incident Response Policy and Procedures P1 IR-1  IR-1  IR-1  

IR-2 Incident Response Training P2 IR-2 IR-2 IR-2 (1) (2) 
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CNTL 
NO. CONTROL NAME 

PR
IO

R
IT

Y INITIAL CONTROL BASELINES 

LOW MOD HIGH 

IR-3 Incident Response Testing P2 Not Selected IR-3 (2) IR-3 (2) 

IR-4 Incident Handling P1 IR-4  IR-4 (1) IR-4 (1) (4) 

IR-5 Incident Monitoring P1 IR-5 IR-5  IR-5 (1) 

IR-6 Incident Reporting P1 IR-6  IR-6 (1) IR-6 (1) 

IR-7 Incident Response Assistance P2 IR-7  IR-7 (1) IR-7 (1) 

IR-8 Incident Response Plan P1 IR-8 IR-8 IR-8 

IR-9 Information Spillage Response P0 Not Selected Not Selected Not Selected 

IR-10 Integrated Information Security Analysis 
Team 

P0 Not Selected Not Selected Not Selected 

Maintenance 

MA-1 System Maintenance Policy and Procedures P1 MA-1  MA-1  MA-1  

MA-2 Controlled Maintenance P2 MA-2  MA-2 MA-2 (2) 

MA-3 Maintenance Tools P3 Not Selected MA-3 (1) (2) MA-3 (1) (2) (3) 

MA-4 Nonlocal Maintenance P2 MA-4  MA-4 (2) MA-4 (2) (3) 

MA-5 Maintenance Personnel P2 MA-5 MA-5 MA-5 (1) 

MA-6 Timely Maintenance P2 Not Selected MA-6  MA-6  

Media Protection 

MP-1 Media Protection Policy and Procedures P1 MP-1  MP-1  MP-1  

MP-2 Media Access P1 MP-2  MP-2 MP-2 

MP-3 Media Marking P2 Not Selected MP-3 MP-3 

MP-4 Media Storage P1 Not Selected MP-4 MP-4 

MP-5 Media Transport P1 Not Selected MP-5 (4) MP-5 (4) 

MP-6 Media Sanitization P1 MP-6 MP-6 MP-6 (1) (2) (3) 

MP-7 Media Use P1 MP-7 MP-7 (1) MP-7 (1) 

MP-8 Media Downgrading P0 Not Selected Not Selected Not Selected 

Physical and Environmental Protection 

PE-1 Physical and Environmental Protection 
Policy and Procedures 

P1 PE-1  PE-1  PE-1  

PE-2 Physical Access Authorizations P1 PE-2  PE-2  PE-2  

PE-3 Physical Access Control P1 PE-3  PE-3 PE-3 (1)  

PE-4 Access Control for Transmission Medium P1 Not Selected PE-4 PE-4 

PE-5 Access Control for Output Devices P2 Not Selected PE-5 PE-5  

PE-6 Monitoring Physical Access P1 PE-6  PE-6 (1) PE-6 (1) (4) 

PE-7 Withdrawn --- --- --- ---  

PE-8 Visitor Access Records P3 PE-8 PE-8 PE-8 (1) 

PE-9 Power Equipment and Cabling P1 Not Selected PE-9  PE-9  

PE-10 Emergency Shutoff P1 Not Selected  PE-10  PE-10 

PE-11 Emergency Power P1 Not Selected  PE-11 PE-11 (1) 

PE-12 Emergency Lighting P1 PE-12 PE-12 PE-12  

PE-13 Fire Protection P1 PE-13  PE-13 (3) PE-13 (1) (2) 
(3) 

PE-14 Temperature and Humidity Controls P1 PE-14  PE-14  PE-14  

PE-15 Water Damage Protection P1 PE-15  PE-15  PE-15 (1)  

PE-16 Delivery and Removal P2 PE-16  PE-16  PE-16  
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CNTL 
NO. CONTROL NAME 

PR
IO

R
IT

Y INITIAL CONTROL BASELINES 

LOW MOD HIGH 

PE-17 Alternate Work Site P2 Not Selected PE-17  PE-17  

PE-18 Location of Information System Components P3 Not Selected Not Selected PE-18 

PE-19 Information Leakage P0 Not Selected Not Selected Not Selected 

PE-20 Asset Monitoring and Tracking P0 Not Selected Not Selected Not Selected 

Planning 

PL-1 Security Planning Policy and Procedures P1 PL-1  PL-1  PL-1  

PL-2 System Security Plan P1 PL-2  PL-2 (3) PL-2 (3) 

PL-3 Withdrawn  --- --- ---  --- 

PL-4 Rules of Behavior P2 PL-4  PL-4 (1) PL-4 (1) 

PL-5 Withdrawn --- --- --- ---  

PL-6 Withdrawn --- --- --- ---  

PL-7 Security Concept of Operations P0 Not Selected Not Selected Not Selected 

PL-8 Information Security Architecture P1 Not Selected PL-8 PL-8 

PL-9 Central Management P0 Not Selected Not Selected Not Selected 

Personnel Security 

PS-1 Personnel Security Policy and Procedures P1 PS-1  PS-1  PS-1  

PS-2 Position Risk Designation P1 PS-2  PS-2  PS-2  

PS-3 Personnel Screening P1 PS-3  PS-3  PS-3  

PS-4 Personnel Termination P1 PS-4  PS-4  PS-4 (2) 

PS-5 Personnel Transfer P2 PS-5  PS-5 PS-5  

PS-6 Access Agreements P3 PS-6  PS-6  PS-6  

PS-7 Third-Party Personnel Security P1 PS-7  PS-7 PS-7 

PS-8 Personnel Sanctions P3 PS-8  PS-8 PS-8 

Risk Assessment 

RA-1 Risk Assessment Policy and Procedures P1 RA-1  RA-1  RA-1  

RA-2 Security Categorization P1 RA-2  RA-2  RA-2 

RA-3 Risk Assessment P1 RA-3  RA-3  RA-3  

RA-4 Withdrawn --- --- --- ---  

RA-5 Vulnerability Scanning P1 RA-5 RA-5 (1) (2) (5) RA-5 (1) (2) (4) 
(5) 

RA-6 Technical Surveillance Countermeasures 
Survey 

P0 Not Selected Not Selected Not Selected 

System and Services Acquisition 

SA-1 System and Services Acquisition Policy and 
Procedures 

P1 SA-1  SA-1  SA-1  

SA-2 Allocation of Resources P1 SA-2  SA-2  SA-2  

SA-3 System Development Life Cycle P1 SA-3  SA-3  SA-3  

SA-4 Acquisition Process P1 SA-4 (10) SA-4 (1) (2) (9) 
(10) 

SA-4 (1) (2) (9) 
(10) 

SA-5 Information System Documentation P2 SA-5  SA-5 SA-5 

SA-6 Withdrawn --- --- ---  --- 

SA-7 Withdrawn --- --- ---  --- 

SA-8 Security Engineering Principles P1 Not Selected SA-8  SA-8  

SA-9 External Information System Services P1 SA-9  SA-9 (2) SA-9 (2) 
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CNTL 
NO. CONTROL NAME 

PR
IO

R
IT

Y INITIAL CONTROL BASELINES 

LOW MOD HIGH 

SA-10 Developer Configuration Management P1 Not Selected SA-10 SA-10 

SA-11 Developer Security Testing and Evaluation P1 Not Selected SA-11 SA-11 

SA-12 Supply Chain Protection P1 Not Selected Not Selected SA-12 

SA-13 Trustworthiness P0 Not Selected Not Selected Not Selected 

SA-14 Criticality Analysis P0 Not Selected Not Selected Not Selected 

SA-15 Development Process, Standards, and 
Tools 

P2 Not Selected Not Selected SA-15 

SA-16 Developer-Provided Training  P2 Not Selected Not Selected SA-16 

SA-17 Developer Security Architecture and Design P1 Not Selected Not Selected SA-17 

SA-18 Tamper Resistance and Detection P0 Not Selected Not Selected Not Selected 

SA-19 Component Authenticity P0 Not Selected Not Selected Not Selected 

SA-20 Customized Development of Critical 
Components 

P0 Not Selected Not Selected Not Selected 

SA-21 Developer Screening P0 Not Selected Not Selected Not Selected 

SA-22 Unsupported System Components P0 Not Selected Not Selected Not Selected 

System and Communications Protection 

SC-1 System and Communications Protection 
Policy and Procedures 

P1 SC-1  SC-1  SC-1  

SC-2 Application Partitioning P1 Not Selected SC-2  SC-2  

SC-3 Security Function Isolation P1 Not Selected Not Selected SC-3 

SC-4 Information in Shared Resources P1 Not Selected SC-4  SC-4  

SC-5 Denial of Service Protection P1 SC-5  SC-5  SC-5  

SC-6 Resource Availability P0 Not Selected Not Selected Not Selected  

SC-7 Boundary Protection P1 SC-7  SC-7 (3) (4) (5) 
(7) 

SC-7 (3) (4) (5) 
(7) (8) (18) (21) 

SC-8 Transmission Confidentiality and Integrity P1 Not Selected SC-8 (1) SC-8 (1) 

SC-9 Withdrawn --- --- --- ---  

SC-10 Network Disconnect P2 Not Selected SC-10  SC-10  

SC-11 Trusted Path P0 Not Selected Not Selected Not Selected 

SC-12 Cryptographic Key Establishment and 
Management   

P1 SC-12 SC-12  SC-12 (1)  

SC-13 Cryptographic Protection P1 SC-13 SC-13  SC-13  

SC-14 Withdrawn --- --- --- ---  

SC-15 Collaborative Computing Devices P1 SC-15 SC-15 SC-15  

SC-16 Transmission of Security Attributes P0 Not Selected Not Selected Not Selected 

SC-17 Public Key Infrastructure Certificates P1 Not Selected SC-17 SC-17  

SC-18 Mobile Code P2 Not Selected SC-18  SC-18  

SC-19 Voice Over Internet Protocol P1 Not Selected SC-19 SC-19 

SC-20 Secure Name /Address Resolution Service 
(Authoritative Source) 

P1 SC-20 SC-20 SC-20 

SC-21 Secure Name /Address Resolution Service 
(Recursive or Caching Resolver) 

P1 SC-21 SC-21 SC-21 

SC-22 Architecture and Provisioning for 
Name/Address Resolution Service 

P1 SC-22 SC-22 SC-22 

SC-23 Session Authenticity P1 Not Selected SC-23 SC-23 

SC-24 Fail in Known State P1 Not Selected Not Selected SC-24 
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CNTL 
NO. CONTROL NAME 

PR
IO

R
IT

Y INITIAL CONTROL BASELINES 

LOW MOD HIGH 

SC-25 Thin Nodes P0 Not Selected Not Selected Not Selected 

SC-26 Honeypots P0 Not Selected Not Selected Not Selected 

SC-27 Platform-Independent Applications P0 Not Selected Not Selected Not Selected 

SC-28 Protection of Information at Rest P1 Not Selected SC-28 SC-28 

SC-29 Heterogeneity P0 Not Selected Not Selected Not Selected 

SC-30 Concealment and Misdirection P0 Not Selected Not Selected Not Selected 

SC-31 Covert Channel Analysis P0 Not Selected Not Selected Not Selected 

SC-32 Information System Partitioning P0 Not Selected Not Selected Not Selected 

SC-33 Withdrawn --- --- --- ---  

SC-34 Non-Modifiable Executable Programs P0 Not Selected Not Selected Not Selected 

SC-35 Honeyclients P0 Not Selected Not Selected Not Selected 

SC-36 Distributed Processing and Storage P0 Not Selected Not Selected Not Selected 

SC-37 Out-of-Band Channels P0 Not Selected Not Selected Not Selected 

SC-38 Operations Security P0 Not Selected Not Selected Not Selected 

SC-39 Process Isolation P1 SC-39 SC-39 SC-39 

SC-40 Wireless Link Protection P0 Not Selected Not Selected Not Selected 

SC-41 Port and I/O Device Access P0 Not Selected Not Selected Not Selected 

SC-42 Sensor Capability and Data P0 Not Selected Not Selected Not Selected 

SC-43 Usage Restrictions P0 Not Selected Not Selected Not Selected 

SC-44 Detonation Chambers P0 Not Selected Not Selected Not Selected 

System and Information Integrity 

SI-1 System and Information Integrity Policy and 
Procedures 

P1 SI-1  SI-1  SI-1  

SI-2 Flaw Remediation P1 SI-2  SI-2 (2) SI-2 (1) (2) 

SI-3 Malicious Code Protection P1 SI-3  SI-3 (1) (2) SI-3 (1) (2) 

SI-4 Information System Monitoring P1 SI-4 SI-4 (2) (4) (5) SI-4 (2) (4) (5)  

SI-5 Security Alerts, Advisories, and Directives P1 SI-5 SI-5  SI-5 (1) 

SI-6 Security Function Verification P1 Not Selected Not Selected SI-6 

SI-7 Software, Firmware, and Information 
Integrity 

P1 Not Selected SI-7 (1) (7) SI-7 (1) (2) (5) 
(7) (14) 

SI-8 Spam Protection P2 Not Selected SI-8 (1) (2) SI-8 (1) (2) 

SI-9 Withdrawn --- --- --- --- 

SI-10 Information Input Validation P1 Not Selected SI-10 SI-10 

SI-11 Error Handling P2 Not Selected SI-11 SI-11 

SI-12 Information Handling and Retention   P2 SI-12 SI-12 SI-12 

SI-13 Predictable Failure Prevention P0 Not Selected Not Selected Not Selected 

SI-14 Non-Persistence P0 Not Selected Not Selected Not Selected 

SI-15 Information Output Filtering P0 Not Selected Not Selected Not Selected 

SI-16 Memory Protection P1 Not Selected SI-16 SI-16 

SI-17 Fail-Safe Procedures P0 Not Selected Not Selected Not Selected 
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Tables D-3 through D-19 provide a more detailed summary of the security controls and control 
enhancements in Appendix F. Each table focuses on a different security control family. Whereas 
Table D-2 includes only those security controls and control enhancements allocated to the three 
security control baselines, Tables D-3 through D-19 include all controls and enhancements for the 
respective security control families. The tables include the following information: (i) the security 
controls and control enhancements that have been selected for the security control baselines as 
indicated by an “x” in the column for the selected baseline;93 (ii) the security controls and control 
enhancements that have not been selected for any security control baseline (i.e., the controls and 
control enhancements available for selection to achieve greater protection) as indicated by blank 
cells in the baseline columns; (iii) the security controls and control enhancements that have been 
withdrawn from Appendix F as indicated by an “x” in the respective withdrawn column; and (iv) 
the security controls and control enhancements that have assurance-related characteristics or 
properties (i.e., assurance-related controls) as indicated by an “x” in the respective assurance 
column. Assurance-related controls are discussed in greater detail in Appendix E to include the 
allocation of such controls to security control baselines (see Tables E-1 through E-3). 

  

93 The security control baselines in Tables D-3 through D-19 are only applicable to non-national security systems. 
Security control baselines for national security systems are included in CNSS Instruction 1253. 
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TABLE D-3:  SUMMARY — ACCESS CONTROLS 

CNTL 
NO. 

CONTROL NAME 
Control Enhancement Name 

W
IT

H
D

R
A

W
N

 

A
SS

U
R

A
N

C
E CONTROL BASELINES 

LOW MOD HIGH 

AC-1 Access Control Policy and Procedures    x x x x 
AC-2 Account Management   x x x 

AC-2 (1) ACCOUNT MANAGEMENT | AUTOMATED SYSTEM ACCOUNT 
MANAGEMENT 

   x x 

AC-2 (2) ACCOUNT MANAGEMENT | REMOVAL OF TEMPORARY / EMERGENCY 
ACCOUNTS 

   x x 

AC-2 (3) ACCOUNT MANAGEMENT | DISABLE INACTIVE ACCOUNTS    x x 
AC-2 (4) ACCOUNT MANAGEMENT | AUTOMATED AUDIT ACTIONS    x x 
AC-2 (5) ACCOUNT MANAGEMENT | INACTIVITY LOGOUT     x 
AC-2 (6) ACCOUNT MANAGEMENT | DYNAMIC PRIVILEGE MANAGEMENT      
AC-2 (7) ACCOUNT MANAGEMENT | ROLE-BASED SCHEMES      
AC-2 (8) ACCOUNT MANAGEMENT | DYNAMIC ACCOUNT CREATION      
AC-2 (9) ACCOUNT MANAGEMENT | RESTRICTIONS ON USE OF SHARED 

GROUPS / ACCOUNTS 
     

AC-2 (10) ACCOUNT MANAGEMENT | SHARED / GROUP ACCOUNT CREDENTIAL 
TERMINATION 

     

AC-2 (11) ACCOUNT MANAGEMENT | USAGE CONDITIONS     x 
AC-2 (12) ACCOUNT MANAGEMENT | ACCOUNT MONITORING / ATYPICAL USAGE     x 
AC-2 (13) ACCOUNT MANAGEMENT | DISABLE ACCOUNTS FOR HIGH-RISK 

INDIVIDUALS 
    x 

AC-3 Access Enforcement   x x x 
AC-3 (1) ACCESS ENFORCEMENT | RESTRICTED ACCESS TO PRIVILEGED 

FUNCTIONS 
x Incorporated into AC-6. 

 

AC-3 (2) ACCESS ENFORCEMENT | DUAL AUTHORIZATION      
AC-3 (3) ACCESS ENFORCEMENT | MANDATORY ACCESS CONTROL      
AC-3 (4) ACCESS ENFORCEMENT | DISCRETIONARY ACCESS CONTROL      
AC-3 (5) ACCESS ENFORCEMENT | SECURITY-RELEVANT INFORMATION      
AC-3 (6) ACCESS ENFORCEMENT | PROTECTION OF USER AND SYSTEM 

INFORMATION 
x Incorporated into MP-4 and SC-28. 

AC-3 (7) ACCESS ENFORCEMENT | ROLE-BASED ACCESS CONTROL      
AC-3 (8) ACCESS ENFORCEMENT | REVOCATION OF ACCESS AUTHORIZATIONS      
AC-3 (9) ACCESS ENFORCEMENT | CONTROLLED RELEASE      

AC-3 (10) ACCESS ENFORCEMENT | AUDITED OVERRIDE OF ACCESS CONTROL 
MECHANISMS 

     

AC-4 Information Flow Enforcement    x x 
AC-4 (1) INFORMATION FLOW ENFORCEMENT | OBJECT SECURITY ATTRIBUTES      
AC-4 (2) INFORMATION FLOW ENFORCEMENT | PROCESSING DOMAINS      
AC-4 (3) INFORMATION FLOW ENFORCEMENT | DYNAMIC INFORMATION FLOW 

CONTROL 
     

AC-4 (4) INFORMATION FLOW ENFORCEMENT  | CONTENT CHECK ENCRYPTED 
INFORMATION 

     

AC-4 (5) INFORMATION FLOW ENFORCEMENT | EMBEDDED DATA TYPES      
AC-4 (6) INFORMATION FLOW ENFORCEMENT | METADATA      
AC-4 (7) INFORMATION FLOW ENFORCEMENT | ONE-WAY FLOW MECHANISMS      
AC-4 (8) INFORMATION FLOW ENFORCEMENT | SECURITY POLICY FILTERS      
AC-4 (9) INFORMATION FLOW ENFORCEMENT | HUMAN REVIEWS      

AC-4 (10) INFORMATION FLOW ENFORCEMENT | ENABLE / DISABLE SECURITY 
POLICY FILTERS 
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CNTL 
NO. 

CONTROL NAME 
Control Enhancement Name 

W
IT

H
D

R
A

W
N

 

A
SS

U
R

A
N

C
E CONTROL BASELINES 

LOW MOD HIGH 

AC-4 (11) INFORMATION FLOW ENFORCEMENT | CONFIGURATION OF SECURITY 
POLICY FILTERS 

     

AC-4 (12) INFORMATION FLOW ENFORCEMENT | DATA TYPE IDENTIFIERS      
AC-4 (13) INFORMATION FLOW ENFORCEMENT | DECOMPOSITION INTO POLICY-

RELEVANT SUBCOMPONENTS 
     

AC-4 (14) INFORMATION FLOW ENFORCEMENT | SECURITY POLICY FILTER 
CONSTRAINTS 

     

AC-4 (15) INFORMATION FLOW ENFORCEMENT | DETECTION OF UNSANCTIONED 
INFORMATION 

     

AC-4 (16) INFORMATION FLOW ENFORCEMENT | INFORMATION TRANSFERS ON 
INTERCONNECTED SYSTEMS 

x Incorporated into AC-4. 

AC-4 (17) INFORMATION FLOW ENFORCEMENT | DOMAIN AUTHENTICATION      
AC-4 (18) INFORMATION FLOW ENFORCEMENT | SECURITY ATTRIBUTE BINDING      
AC-4 (19) INFORMATION FLOW ENFORCEMENT | VALIDATION OF METADATA      
AC-4 (20) INFORMATION FLOW ENFORCEMENT | APPROVED SOLUTIONS      
AC-4 (21) INFORMATION FLOW ENFORCEMENT | PHYSICAL / LOGICAL 

SEPARATION OF INFORMATION FLOWS 
     

AC-4 (22) INFORMATION FLOW ENFORCEMENT | ACCESS ONLY      

AC-5 Separation of Duties    x x 

AC-6 Least Privilege    x x 
AC-6 (1) LEAST PRIVILEGE | AUTHORIZE ACCESS TO SECURITY FUNCTIONS    x x 
AC-6 (2) LEAST PRIVILEGE | NON-PRIVILEGED ACCESS FOR NONSECURITY 

FUNCTIONS 
   x x 

AC-6 (3) LEAST PRIVILEGE | NETWORK ACCESS TO PRIVILEGED COMMANDS     x 
AC-6 (4) LEAST PRIVILEGE | SEPARATE PROCESSING DOMAINS      
AC-6 (5) LEAST PRIVILEGE | PRIVILEGED ACCOUNTS    x x 
AC-6 (6) LEAST PRIVILEGE | PRIVILEGED ACCESS BY NON-ORGANIZATIONAL 

USERS 
     

AC-6 (7) LEAST PRIVILEGE | REVIEW OF USER PRIVILEGES      
AC-6 (8) LEAST PRIVILEGE | PRIVILEGE LEVELS FOR CODE EXECUTION      
AC-6 (9) LEAST PRIVILEGE | AUDITING USE OF PRIVILEGED FUNCTIONS    x x 

AC-6 (10) LEAST PRIVILEGE | PROHIBIT NON-PRIVILEGED USERS FROM 
EXECUTING PRIVILEGED FUNCTIONS 

   x x 

AC-7 Unsuccessful Logon Attempts   x x x 
AC-7 (1) UNSUCCESSFUL LOGON ATTEMPTS | AUTOMATIC ACCOUNT LOCK x Incorporated into AC-7. 

AC-7 (2) UNSUCCESSFUL LOGON ATTEMPTS | PURGE / WIPE MOBILE DEVICE      

AC-8 System Use Notification   x x x 

AC-9 Previous Logon (Access) Notification      
AC-9 (1) PREVIOUS LOGON NOTIFICATION | UNSUCCESSFUL LOGONS      
AC-9 (2) PREVIOUS LOGON NOTIFICATION | SUCCESSFUL / UNSUCCESSFUL 

LOGONS 
     

AC-9 (3) PREVIOUS LOGON NOTIFICATION | NOTIFICATION OF ACCOUNT 
CHANGES 

     

AC-9 (4) PREVIOUS LOGON NOTIFICATION | ADDITIONAL LOGON INFORMATION      

AC-10 Concurrent Session Control     x 

AC-11 Session Lock    x x 
AC-11 (1) SESSION LOCK | PATTERN-HIDING DISPLAYS    x x 

AC-12 Session Termination    x x 
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CNTL 
NO. 

CONTROL NAME 
Control Enhancement Name 

W
IT

H
D

R
A

W
N

 

A
SS

U
R

A
N

C
E CONTROL BASELINES 

LOW MOD HIGH 

AC-12 (1) SESSION TERMINATION | USER-INITIATED LOGOUTS / MESSAGE 
DISPLAYS 

     

AC-13 Supervision and Review — Access Control x Incorporated into AC-2 and AU-6. 

AC-14 Permitted Actions without Identification or Authentication   x x x 
AC-14 (1) PERMITTED ACTIONS WITHOUT IDENTIFICATION OR AUTHENTICATION 

| NECESSARY USES 
x Incorporated into AC-14. 

AC-15 Automated Marking x Incorporated into MP-3. 

AC-16 Security Attributes      
AC-16 (1) SECURITY ATTRIBUTES | DYNAMIC ATTRIBUTE ASSOCIATION      
AC-16 (2) SECURITY ATTRIBUTES | ATTRIBUTE VALUE CHANGES BY 

AUTHORIZED INDIVIDUALS 
     

AC-16 (3) SECURITY ATTRIBUTES | MAINTENANCE OF ATTRIBUTE 
ASSOCIATIONS BY INFORMATION SYSTEM 

     

AC-16 (4) SECURITY ATTRIBUTES | ASSOCIATION OF ATTRIBUTES BY 
AUTHORIZED INDIVIDUALS 

     

AC-16 (5) SECURITY ATTRIBUTES | ATTRIBUTE DISPLAYS FOR OUTPUT DEVICES      
AC-16 (6) SECURITY ATTRIBUTES | MAINTENANCE OF ATTRIBUTE ASSOCIATION 

BY ORGANIZATION 
     

AC-16 (7) SECURITY ATTRIBUTES | CONSISTENT ATTRIBUTE INTERPRETATION      
AC-16 (8) SECURITY ATTRIBUTES | ASSOCIATION TECHNIQUES / TECHNOLOGIES      
AC-16 (9) SECURITY ATTRIBUTES | ATTRIBUTE REASSIGNMENT      
AC-16 (10) SECURITY ATTRIBUTES | ATTRIBUTE CONFIGURATION BY 

AUTHORIZED INDIVIDUALS 
     

AC-17 Remote Access   x x x 
AC-17 (1) REMOTE ACCESS | AUTOMATED MONITORING / CONTROL    x x 
AC-17 (2) REMOTE ACCESS | PROTECTION OF CONFIDENTIALITY / INTEGRITY 

USING ENCRYPTION 
   x x 

AC-17 (3) REMOTE ACCESS | MANAGED ACCESS CONTROL POINTS    x x 
AC-17 (4) REMOTE ACCESS | PRIVILEGED COMMANDS / ACCESS    x x 
AC-17 (5) REMOTE ACCESS | MONITORING FOR UNAUTHORIZED CONNECTIONS x Incorporated into SI-4. 

AC-17 (6) REMOTE ACCESS | PROTECTION OF INFORMATION      
AC-17 (7) REMOTE ACCESS | ADDITIONAL PROTECTION FOR SECURITY 

FUNCTION ACCESS 
x Incorporated into AC-3 (10). 

AC-17 (8) REMOTE ACCESS | DISABLE NONSECURE NETWORK PROTOCOLS x Incorporated into CM-7. 

AC-17 (9) REMOTE ACCESS | DISCONNECT / DISABLE ACCESS      

AC-18 Wireless Access   x x x 
AC-18 (1) WIRELESS ACCESS | AUTHENTICATION AND ENCRYPTION    x x 
AC-18 (2) WIRELESS ACCESS | MONITORING UNAUTHORIZED CONNECTIONS x Incorporated into SI-4. 

AC-18 (3) WIRELESS ACCESS | DISABLE WIRELESS NETWORKING      
AC-18 (4) WIRELESS ACCESS | RESTRICT CONFIGURATIONS BY USERS     x 
AC-18 (5) WIRELESS ACCESS |  ANTENNAS / TRANSMISSION POWER LEVELS     x 

AC-19 Access Control for Mobile Devices   x x x 
AC-19 (1) ACCESS CONTROL FOR MOBILE DEVICES | USE OF  WRITABLE / 

PORTABLE STORAGE DEVICES 
x Incorporated into MP-7. 

AC-19 (2) ACCESS CONTROL FOR MOBILE DEVICES | USE OF PERSONALLY 
OWNED PORTABLE STORAGE DEVICES 

x Incorporated into MP-7. 

AC-19 (3) ACCESS CONTROL FOR MOBILE DEVICES | USE OF PORTABLE 
STORAGE DEVICES WITH NO IDENTIFIABLE OWNER 

x Incorporated into MP-7. 
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CNTL 
NO. 

CONTROL NAME 
Control Enhancement Name 

W
IT

H
D

R
A

W
N

 

A
SS

U
R

A
N

C
E CONTROL BASELINES 

LOW MOD HIGH 

AC-19 (4) ACCESS CONTROL FOR MOBILE DEVICES | RESTRICTIONS FOR 
CLASSIFIED INFORMATION 

     

AC-19 (5) ACCESS CONTROL FOR MOBILE DEVICES | FULL DEVICE / CONTAINER-
BASED ENCRYPTION 

   x x 

AC-20 Use of External Information Systems   x x x 
AC-20 (1) USE OF EXTERNAL INFORMATION SYSTEMS | LIMITS ON AUTHORIZED 

USE 
   x x 

AC-20 (2) USE OF EXTERNAL INFORMATION SYSTEMS | PORTABLE STORAGE 
DEVICES 

   x x 

AC-20 (3) USE OF EXTERNAL INFORMATION SYSTEMS | NON-
ORGANIZATIONALLY OWNED SYSTEMS / COMPONENTS / DEVICES 

     

AC-20 (4) USE OF EXTERNAL INFORMATION SYSTEMS | NETWORK ACCESSIBLE 
STORAGE DEVICES 

     

AC-21 Information Sharing    x x 
AC-21 (1) INFORMATION SHARING | AUTOMATED DECISION SUPPORT      
AC-21 (2) INFORMATION SHARING | INFORMATION SEARCH AND RETRIEVAL      

AC-22 Publicly Accessible Content   x x x 

AC-23 Data Mining Protection      

AC-24 Access Control Decisions      
AC-24 (1) ACCESS CONTROL DECISIONS | TRANSMIT ACCESS AUTHORIZATION 

INFORMATION 
     

AC-24 (2) ACCESS CONTROL DECISIONS | NO USER OR PROCESS IDENTITY      

AC-25 Reference Monitor  x    
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TABLE D-4:  SUMMARY — AWARENESS AND TRAINING CONTROLS 

CNTL 
NO. 

CONTROL NAME 
Control Enhancement Name 

W
IT

H
D

R
A

W
N

 

A
SS

U
R

A
N

C
E CONTROL BASELINES 

LOW MOD HIGH 

AT-1 Security Awareness and Training Policy and Procedures  x x x x 
AT-2 Security Awareness Training  x x x x 

AT-2 (1) SECURITY AWARENESS | PRACTICAL EXERCISES  x    
AT-2 (2) SECURITY AWARENESS | INSIDER THREAT  x  x x 

AT-3 Role-Based Security Training  x x x x 
AT-3 (1) SECURITY TRAINING | ENVIRONMENTAL CONTROLS  x    
AT-3 (2) SECURITY TRAINING | PHYSICAL SECURITY CONTROLS  x    
AT-3 (3) SECURITY TRAINING | PRACTICAL EXERCISES  x    
AT-3 (4) SECURITY TRAINING | SUSPICIOUS COMMUNICATIONS AND 

ANOMALOUS SYSTEM BEHAVIOR 
 x    

AT-4 Security Training Records  x x x x 

AT-5 Contacts with Security Groups and Associations x Incorporated into PM-15. 
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TABLE D-5:  SUMMARY — AUDIT AND ACCOUNTABILITY CONTROLS 

CNTL 
NO. 

CONTROL NAME 
Control Enhancement Name 

W
IT

H
D

R
A

W
N

 

A
SS

U
R

A
N

C
E CONTROL BASELINES 

LOW MOD HIGH 

AU-1 Audit and Accountability Policy and Procedures  x x x x 
AU-2 Audit Events   x x x 

AU-2 (1) AUDIT EVENTS | COMPILATION OF AUDIT RECORDS FROM MULTIPLE 
SOURCES 

x Incorporated into AU-12. 

AU-2 (2) AUDIT EVENTS | SELECTION OF AUDIT EVENTS BY COMPONENT x Incorporated into AU-12. 
AU-2 (3) AUDIT EVENTS | REVIEWS AND UPDATES    x x 
AU-2 (4) AUDIT EVENTS | PRIVILEGED FUNCTIONS x Incorporated into AC-6 (9). 
AU-3 Content of Audit Records   x x x 

AU-3 (1) CONTENT OF AUDIT RECORDS | ADDITIONAL AUDIT INFORMATION    x x 
AU-3 (2) CONTENT OF AUDIT RECORDS | CENTRALIZED MANAGEMENT OF 

PLANNED AUDIT RECORD CONTENT 
    x 

AU-4 Audit Storage Capacity   x x x 
AU-4 (1) AUDIT STORAGE CAPACITY | TRANSFER TO ALTERNATE STORAGE      

AU-5 Response to Audit Processing Failures   x x x 
AU-5 (1) RESPONSE TO AUDIT PROCESSING FAILURES | AUDIT STORAGE 

CAPACITY 
    x 

AU-5 (2) RESPONSE TO AUDIT PROCESSING FAILURES | REAL-TIME ALERTS     x 
AU-5 (3) RESPONSE TO AUDIT PROCESSING FAILURES | CONFIGURABLE 

TRAFFIC VOLUME THRESHOLDS 
     

AU-5 (4) RESPONSE TO AUDIT PROCESSING FAILURES | SHUTDOWN ON 
FAILURE 

     

AU-6 Audit Review, Analysis, and Reporting  x x x x 
AU-6 (1) AUDIT REVIEW, ANALYSIS, AND REPORTING | PROCESS INTEGRATION  x  x x 
AU-6 (2) AUDIT REVIEW, ANALYSIS, AND REPORTING | AUTOMATED SECURITY 

ALERTS 
x Incorporated into SI-4. 

AU-6 (3) AUDIT REVIEW, ANALYSIS, AND REPORTING | CORRELATE AUDIT 
REPOSITORIES 

 x  x x 

AU-6 (4) AUDIT REVIEW, ANALYSIS, AND REPORTING | CENTRAL REVIEW AND 
ANALYSIS 

 x    

AU-6 (5) AUDIT REVIEW, ANALYSIS, AND REPORTING | INTEGRATION / 
SCANNING AND MONITORING CAPABILITIES 

 x   x 

AU-6 (6) AUDIT REVIEW, ANALYSIS, AND REPORTING | CORRELATION WITH 
PHYSICAL MONITORING 

 x   x 

AU-6 (7) AUDIT REVIEW, ANALYSIS, AND REPORTING | PERMITTED ACTIONS  x    
AU-6 (8) AUDIT REVIEW, ANALYSIS, AND REPORTING | FULL TEXT ANALYSIS OF 

PRIVILEGED COMMANDS 
 x    

AU-6 (9) AUDIT REVIEW, ANALYSIS, AND REPORTING | CORRELATION WITH 
INFORMATION FROM NONTECHNICAL SOURCES 

 x    

AU-6 (10) AUDIT REVIEW, ANALYSIS, AND REPORTING | AUDIT LEVEL 
ADJUSTMENT 

 x    

AU-7 Audit Reduction and Report Generation  x  x x 
AU-7 (1) AUDIT REDUCTION AND REPORT GENERATION | AUTOMATIC 

PROCESSING 
 x  x x 

AU-7 (2) AUDIT REDUCTION AND REPORT GENERATION | AUTOMATIC SORT 
AND SEARCH 

     

AU-8 Time Stamps   x x x 
AU-8 (1) TIME STAMPS | SYNCHRONIZATION WITH AUTHORITATIVE TIME 

SOURCE 
   x x 

AU-8 (2) TIME STAMPS | SECONDARY AUTHORITATIVE TIME SOURCE      
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CNTL 
NO. 

CONTROL NAME 
Control Enhancement Name 

W
IT

H
D

R
A

W
N

 

A
SS

U
R

A
N

C
E CONTROL BASELINES 

LOW MOD HIGH 

AU-9 Protection of Audit Information   x x x 
AU-9 (1) PROTECTION OF AUDIT INFORMATION | HARDWARE WRITE-ONCE 

MEDIA 
     

AU-9 (2) PROTECTION OF AUDIT INFORMATION | AUDIT BACKUP ON SEPARATE 
PHYSICAL SYSTEMS / COMPONENTS 

    x 

AU-9 (3) PROTECTION OF AUDIT INFORMATION | CRYPTOGRAPHIC 
PROTECTION 

    x 

AU-9 (4) PROTECTION OF AUDIT INFORMATION | ACCESS BY SUBSET OF 
PRIVILEGED USERS 

   x x 

AU-9 (5) PROTECTION OF AUDIT INFORMATION | DUAL AUTHORIZATION      
AU-9 (6) PROTECTION OF AUDIT INFORMATION | READ-ONLY ACCESS      

AU-10 Non-repudiation  x   x 
AU-10 (1) NON-REPUDIATION | ASSOCIATION OF IDENTITIES  x    
AU-10 (2) NON-REPUDIATION | VALIDATE BINDING OF INFORMATION PRODUCER 

IDENTITY 
 x    

AU-10 (3) NON-REPUDIATION | CHAIN OF CUSTODY  x    
AU-10 (4) NON-REPUDIATION | VALIDATE BINDING OF INFORMATION REVIEWER 

IDENTITY 
 x    

AU-10 (5) NON-REPUDIATION | DIGITAL SIGNATURES x Incorporated into SI-7. 

AU-11 Audit Record Retention   x x x 
AU-11 (1) AUDIT RECORD RETENTION | LONG-TERM RETRIEVAL CAPABILITY  x    

AU-12 Audit Generation   x x x 
AU-12 (1) AUDIT GENERATION | SYSTEM-WIDE / TIME-CORRELATED AUDIT TRAIL     x 
AU-12 (2) AUDIT GENERATION | STANDARDIZED FORMATS      
AU-12 (3) AUDIT GENERATION | CHANGES BY AUTHORIZED INDIVIDUALS     x 

AU-13 Monitoring for Information Disclosure  x    
AU-13 (1) MONITORING FOR INFORMATION DISCLOSURE | USE OF AUTOMATED 

TOOLS 
 x    

AU-13 (2) MONITORING FOR INFORMATION DISCLOSURE | REVIEW OF 
MONITORED SITES 

 x    

AU-14 Session Audit  x    
AU-14 (1) SESSION AUDIT | SYSTEM START-UP  x    
AU-14 (2) SESSION AUDIT | CAPTURE/RECORD AND LOG CONTENT  x    
AU-14 (3) SESSION AUDIT | REMOTE VIEWING / LISTENING  x    

AU-15 Alternate Audit Capability      

AU-16 Cross-Organizational Auditing      
AU-16 (1) CROSS-ORGANIZATIONAL AUDITING | IDENTITY PRESERVATION      
AU-16 (2) CROSS-ORGANIZATIONAL AUDITING | SHARING OF AUDIT 

INFORMATION 
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TABLE D-6:  SUMMARY — SECURITY ASSESSMENT AND AUTHORIZATION CONTROLS 

CNTL 
NO. 

CONTROL NAME 
Control Enhancement Name 

W
IT

H
D

R
A

W
N

 

A
SS

U
R

A
N

C
E CONTROL BASELINES 

LOW MOD HIGH 

CA-1 Security Assessment and Authorization Policies and 
Procedures 

 x x x x 

CA-2 Security Assessments  x x x x 
CA-2 (1) SECURITY ASSESSMENTS | INDEPENDENT ASSESSORS  x  x x 
CA-2 (2) SECURITY ASSESSMENTS | SPECIALIZED ASSESSMENTS  x   x 
CA-2 (3) SECURITY ASSESSMENTS | EXTERNAL ORGANIZATIONS  x    

CA-3 System Interconnections  x x x x 
CA-3 (1) SYSTEM INTERCONNECTIONS  | UNCLASSIFIED NATIONAL SECURITY 

SYSTEM CONNECTIONS 
     

CA-3 (2) SYSTEM INTERCONNECTIONS | CLASSIFIED NATIONAL SECURITY 
SYSTEM CONNECTIONS 

     

CA-3 (3) SYSTEM INTERCONNECTIONS  | UNCLASSIFIED NON-NATIONAL 
SECURITY SYSTEM CONNECTIONS 

     

CA-3 (4) SYSTEM INTERCONNECTIONS  | CONNECTIONS TO PUBLIC NETWORKS      
CA-3 (5) SYSTEM INTERCONNECTIONS  | RESTRICTIONS ON EXTERNAL 

SYSTEM CONNECTIONS 
   x x 

CA-4 Security Certification  x Incorporated into CA-2. 

CA-5 Plan of Action and Milestones  x x x x 
CA-5 (1) PLAN OF ACTION AND MILESTONES  | AUTOMATION SUPPORT FOR 

ACCURACY / CURRENCY 
 x    

CA-6 Security Authorization  x x x x 

CA-7 Continuous Monitoring  x x x x 
CA-7 (1) CONTINUOUS MONITORING | INDEPENDENT ASSESSMENT  x  x x 
CA-7 (2) CONTINUOUS MONITORING | TYPES OF ASSESSMENTS x Incorporated into CA-2. 
CA-7 (3) CONTINUOUS MONITORING | TREND ANALYSES  x    

CA-8 Penetration Testing  x   x 
CA-8 (1) PENETRATION TESTING | INDEPENDENT PENETRATION AGENT OR 

TEAM 
 x    

CA-8 (2) PENETRATION TESTING | RED TEAM EXERCISES  x    

CA-9 Internal System Connections  x x x x 
CA-9 (1) INTERNAL SYSTEM CONNECTIONS | SECURITY COMPLIANCE CHECKS  x    
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TABLE D-7:  SUMMARY — CONFIGURATION MANAGEMENT CONTROLS 

CNTL 
NO. 

CONTROL NAME 
Control Enhancement Name 

W
IT

H
D

R
A

W
N

 

A
SS

U
R

A
N

C
E CONTROL BASELINES 

LOW MOD HIGH 

CM-1 Configuration Management Policy and Procedures  x x x x 
CM-2 Baseline Configuration  x x x x 

CM-2 (1) BASELINE CONFIGURATION | REVIEWS AND UPDATES  x  x x 
CM-2 (2) BASELINE CONFIGURATION | AUTOMATION SUPPORT FOR ACCURACY 

/ CURRENCY 
 x   x 

CM-2 (3) BASELINE CONFIGURATION | RETENTION OF PREVIOUS 
CONFIGURATIONS 

 x  x x 

CM-2 (4) BASELINE CONFIGURATION | UNAUTHORIZED SOFTWARE x Incorporated into CM-7. 
CM-2 (5) BASELINE CONFIGURATION | AUTHORIZED SOFTWARE x Incorporated into CM-7. 
CM-2 (6) BASELINE CONFIGURATION | DEVELOPMENT AND TEST 

ENVIRONMENTS 
 x    

CM-2 (7) BASELINE CONFIGURATION | CONFIGURE SYSTEMS, COMPONENTS, 
OR DEVICES FOR HIGH-RISK AREAS 

 x  x x 

CM-3 Configuration Change Control  x  x x 
CM-3 (1) CONFIGURATION CHANGE CONTROL | AUTOMATED DOCUMENT / 

NOTIFICATION / PROHIBITION OF CHANGES 
 x   x 

CM-3 (2) CONFIGURATION CHANGE CONTROL | TEST / VALIDATE / DOCUMENT 
CHANGES 

 x  x x 

CM-3 (3) CONFIGURATION CHANGE CONTROL | AUTOMATED CHANGE 
IMPLEMENTATION 

     

CM-3 (4) CONFIGURATION CHANGE CONTROL | SECURITY REPRESENTATIVE      
CM-3 (5) CONFIGURATION CHANGE CONTROL | AUTOMATED SECURITY 

RESPONSE  
     

CM-3 (6) CONFIGURATION CHANGE CONTROL | CRYPTOGRAPHY MANAGEMENT      

CM-4 Security Impact Analysis  x x x x 
CM-4 (1) SECURITY IMPACT ANALYSIS | SEPARATE TEST ENVIRONMENTS  x   x 
CM-4 (2) SECURITY IMPACT ANALYSIS | VERIFICATION OF SECURITY 

FUNCTIONS 
 x    

CM-5 Access Restrictions for Change    x x 
CM-5 (1) ACCESS RESTRICTIONS FOR CHANGE | AUTOMATED ACCESS 

ENFORCEMENT / AUDITING 
    x 

CM-5 (2) ACCESS RESTRICTIONS FOR CHANGE | REVIEW SYSTEM CHANGES     x 
CM-5 (3) ACCESS RESTRICTIONS FOR CHANGE | SIGNED COMPONENTS     x 
CM-5 (4) ACCESS RESTRICTIONS FOR CHANGE | DUAL AUTHORIZATION      
CM-5 (5) ACCESS RESTRICTIONS FOR CHANGE | LIMIT PRODUCTION / 

OPERATIONAL PRIVILEGES 
     

CM-5 (6) ACCESS RESTRICTIONS FOR CHANGE | LIMIT LIBRARY PRIVILEGES      
CM-5 (7) ACCESS RESTRICTIONS FOR CHANGE | AUTOMATIC IMPLEMENTATION 

OF SECURITY SAFEGUARDS 
x Incorporated into SI-7. 

CM-6 Configuration Settings   x x x 
CM-6 (1) CONFIGURATION SETTINGS | AUTOMATED CENTRAL MANAGEMENT / 

APPLICATION / VERIFICATION 
    x 

CM-6 (2) CONFIGURATION SETTINGS | RESPOND TO UNAUTHORIZED CHANGES     x 
CM-6 (3) CONFIGURATION SETTINGS | UNAUTHORIZED CHANGE DETECTION x Incorporated into SI-7. 
CM-6 (4) CONFIGURATION SETTINGS | CONFORMANCE DEMONSTRATION x Incorporated into CM-4. 

CM-7 Least Functionality   x x x 
CM-7 (1) LEAST FUNCTIONALITY | PERIODIC REVIEW    x x 
CM-7 (2) LEAST FUNCTIONALITY | PREVENT PROGRAM EXECUTION    x x 
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CNTL 
NO. 

CONTROL NAME 
Control Enhancement Name 

W
IT

H
D

R
A

W
N

 

A
SS

U
R

A
N

C
E CONTROL BASELINES 

LOW MOD HIGH 

CM-7 (3) LEAST FUNCTIONALITY | REGISTRATION COMPLIANCE      
CM-7 (4) LEAST FUNCTIONALITY | UNAUTHORIZED SOFTWARE / BLACKLISTING    x  
CM-7 (5) LEAST FUNCTIONALITY | AUTHORIZED SOFTWARE / WHITELISTING     x 

CM-8 Information System Component Inventory  x x x x 
CM-8 (1) INFORMATION SYSTEM COMPONENT INVENTORY | UPDATES DURING 

INSTALLATIONS / REMOVALS 
 x  x x 

CM-8 (2) INFORMATION SYSTEM COMPONENT INVENTORY | AUTOMATED 
MAINTENANCE 

 x   x 

CM-8 (3) INFORMATION SYSTEM COMPONENT INVENTORY | AUTOMATED 
UNAUTHORIZED COMPONENT DETECTION 

 x  x x 

CM-8 (4) INFORMATION SYSTEM COMPONENT INVENTORY | ACCOUNTABILITY 
INFORMATION 

 x   x 

CM-8 (5) INFORMATION SYSTEM COMPONENT INVENTORY | NO DUPLICATE 
ACCOUNTING OF COMPONENTS  

 x  x x 

CM-8 (6) INFORMATION SYSTEM COMPONENT INVENTORY | ASSESSED 
CONFIGURATIONS / APPROVED DEVIATIONS 

 x    

CM-8 (7) INFORMATION SYSTEM COMPONENT INVENTORY | CENTRALIZED 
REPOSITORY 

 x    

CM-8 (8) INFORMATION SYSTEM COMPONENT INVENTORY | AUTOMATED 
LOCATION TRACKING 

 x    

CM-8 (9) INFORMATION SYSTEM COMPONENT INVENTORY | ASSIGNMENT OF 
COMPONENTS TO SYSTEMS 

 x    

CM-9 Configuration Management Plan    x x 
CM-9 (1) CONFIGURATION MANAGEMENT PLAN | ASSIGNMENT OF 

RESPONSIBILITY 
     

CM-10 Software Usage Restrictions   x x x 
CM-10 (1) SOFTWARE USAGE RESTRICTIONS | OPEN SOURCE SOFTWARE      

CM-11 User-Installed Software   x x x 
CM-11 (1) USER-INSTALLED SOFTWARE | ALERTS FOR UNAUTHORIZED 

INSTALLATIONS 
     

CM-11 (2) USER-INSTALLED SOFTWARE | PROHIBIT INSTALLATION WITHOUT 
PRIVILEGED STATUS 
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TABLE D-8:  SUMMARY — CONTINGENCY PLANNING CONTROLS 

CNTL 
NO. 

CONTROL NAME 
Control Enhancement Name 

W
IT

H
D

R
A

W
N

 

A
SS

U
R

A
N

C
E CONTROL BASELINES 

LOW MOD HIGH 

CP-1 Contingency Planning Policy and Procedures  x x x x 
CP-2 Contingency Plan   x x x 

CP-2 (1) CONTINGENCY PLAN | COORDINATE WITH RELATED PLANS    x x 
CP-2 (2) CONTINGENCY PLAN | CAPACITY PLANNING     x 
CP-2 (3) CONTINGENCY PLAN | RESUME ESSENTIAL MISSIONS / BUSINESS 

FUNCTIONS 
   x x 

CP-2 (4) CONTINGENCY PLAN | RESUME ALL MISSIONS / BUSINESS FUNCTIONS     x 
CP-2 (5) CONTINGENCY PLAN | CONTINUE  ESSENTIAL MISSIONS / BUSINESS 

FUNCTIONS 
    x 

CP-2 (6) CONTINGENCY PLAN | ALTERNATE PROCESSING / STORAGE SITE      
CP-2 (7) CONTINGENCY PLAN | COORDINATE  WITH EXTERNAL SERVICE 

PROVIDERS 
     

CP-2 (8) CONTINGENCY PLAN | IDENTIFY CRITICAL ASSETS    x x 

CP-3 Contingency Training  x x x x 
CP-3 (1) CONTINGENCY TRAINING | SIMULATED EVENTS  x   x 
CP-3 (2) CONTINGENCY TRAINING | AUTOMATED TRAINING ENVIRONMENTS  x    

CP-4 Contingency Plan Testing  x x x x 
CP-4 (1) CONTINGENCY PLAN TESTING | COORDINATE WITH RELATED PLANS  x  x x 
CP-4 (2) CONTINGENCY PLAN TESTING | ALTERNATE PROCESSING SITE  x   x 
CP-4 (3) CONTINGENCY PLAN TESTING | AUTOMATED TESTING  x    
CP-4 (4) CONTINGENCY PLAN TESTING | FULL RECOVERY / RECONSTITUTION  x    

CP-5 Contingency Plan Update x Incorporated into CP-2. 

CP-6 Alternate Storage Site    x x 
CP-6 (1) ALTERNATE STORAGE SITE | SEPARATION FROM PRIMARY SITE    x x 
CP-6 (2) ALTERNATE STORAGE SITE | RECOVERY TIME / POINT OBJECTIVES     x 
CP-6 (3) ALTERNATE STORAGE SITE | ACCESSIBILITY    x x 

CP-7 Alternate Processing Site    x x 
CP-7 (1) ALTERNATE PROCESSING SITE | SEPARATION FROM PRIMARY SITE    x x 
CP-7 (2) ALTERNATE PROCESSING SITE | ACCESSIBILITY    x x 
CP-7 (3) ALTERNATE PROCESSING SITE | PRIORITY OF SERVICE    x x 
CP-7 (4) ALTERNATE PROCESSING SITE | PREPARATION FOR USE     x 
CP-7 (5) ALTERNATE PROCESSING SITE | EQUIVALENT INFORMATION 

SECURITY SAFEGUARDS 
x Incorporated into CP-7. 

CP-7 (6) ALTERNATE PROCESSING SITE | INABILITY TO RETURN TO PRIMARY 
SITE 

     

CP-8 Telecommunications Services    x x 
CP-8 (1) TELECOMMUNICATIONS SERVICES | PRIORITY OF SERVICE 

PROVISIONS 
   x x 

CP-8 (2) TELECOMMUNICATIONS SERVICES | SINGLE POINTS OF FAILURE    x x 
CP-8 (3) TELECOMMUNICATIONS SERVICES | SEPARATION OF PRIMARY / 

ALTERNATE PROVIDERS 
    x 

CP-8 (4) TELECOMMUNICATIONS SERVICES | PROVIDER CONTINGENCY PLAN     x 
CP-8 (5) TELECOMMUNICATIONS SERVICES | ALTERNATE 

TELECOMMUNICATION SERVICE TESTING 
     

CP-9 Information System Backup   x x x 
CP-9 (1) INFORMATION SYSTEM BACKUP | TESTING FOR RELIABILITY / 

INTEGRITY 
   x x 
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CNTL 
NO. 

CONTROL NAME 
Control Enhancement Name 

W
IT

H
D

R
A

W
N

 

A
SS

U
R

A
N

C
E CONTROL BASELINES 

LOW MOD HIGH 

CP-9 (2) INFORMATION SYSTEM BACKUP | TEST RESTORATION USING 
SAMPLING 

    x 

CP-9 (3) INFORMATION SYSTEM BACKUP | SEPARATE STORAGE FOR CRITICAL 
INFORMATION 

    x 

CP-9 (4) INFORMATION SYSTEM BACKUP | PROTECTION FROM UNAUTHORIZED 
MODIFICATION 

x Incorporated into CP-9. 

CP-9 (5) INFORMATION SYSTEM BACKUP | TRANSFER TO ALTERNATE 
STORAGE SITE 

    x 

CP-9 (6) INFORMATION SYSTEM BACKUP | REDUNDANT SECONDARY SYSTEM      
CP-9 (7) INFORMATION SYSTEM BACKUP | DUAL AUTHORIZATION      

CP-10 Information System Recovery and Reconstitution   x x x 
CP-10 (1) INFORMATION SYSTEM RECOVERY AND RECONSTITUTION | 

CONTINGENCY PLAN TESTING 
x Incorporated into CP-4. 

CP-10 (2) INFORMATION SYSTEM RECOVERY AND RECONSTITUTION | 
TRANSACTION RECOVERY 

   x x 

CP-10 (3) INFORMATION SYSTEM RECOVERY AND RECONSTITUTION | 
COMPENSATING SECURITY CONTROLS 

x Addressed by tailoring procedures. 

CP-10 (4) INFORMATION SYSTEM RECOVERY AND RECONSTITUTION | RESTORE 
WITHIN TIME PERIOD 

    x 

CP-10 (5) INFORMATION SYSTEM RECOVERY AND RECONSTITUTION | FAILOVER 
CAPABILITY 

x Incorporated into SI-13. 

CP-10 (6) INFORMATION SYSTEM RECOVERY AND RECONSTITUTION | 
COMPONENT PROTECTION 

     

CP-11 Alternate Communications Protocols      

CP-12 Safe Mode  x    

CP-13 Alternative Security Mechanisms      
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TABLE D-9:  SUMMARY — IDENTIFICATION AND AUTHENTICATION CONTROLS 

CNTL 
NO. 

CONTROL NAME 
Control Enhancement Name 

W
IT

H
D

R
A

W
N

 

A
SS

U
R

A
N

C
E CONTROL BASELINES 

LOW MOD HIGH 

IA-1 Identification and Authentication Policy and Procedures  x x x x 
IA-2 Identification and Authentication (Organizational Users)   x x x 

IA-2 (1) IDENTIFICATION AND AUTHENTICATION (ORGANIZATIONAL USERS) | 
NETWORK ACCESS TO PRIVILEGED ACCOUNTS 

  x x x 

IA-2 (2) IDENTIFICATION AND AUTHENTICATION (ORGANIZATIONAL USERS) | 
NETWORK ACCESS TO NON-PRIVILEGED ACCOUNTS 

   x x 

IA-2 (3) IDENTIFICATION AND AUTHENTICATION (ORGANIZATIONAL USERS) | 
LOCAL ACCESS TO PRIVILEGED ACCOUNTS 

   x x 

IA-2 (4) IDENTIFICATION AND AUTHENTICATION (ORGANIZATIONAL USERS) | 
LOCAL ACCESS TO NON-PRIVILEGED ACCOUNTS 

    x 

IA-2 (5) IDENTIFICATION AND AUTHENTICATION (ORGANIZATIONAL USERS) | 
GROUP AUTHENTICATION 

     

IA-2 (6) IDENTIFICATION AND AUTHENTICATION (ORGANIZATIONAL USERS) | 
NETWORK ACCESS TO PRIVILEGED ACCOUNTS - SEPARATE DEVICE 

     

IA-2 (7) IDENTIFICATION AND AUTHENTICATION (ORGANIZATIONAL USERS) | 
NETWORK ACCESS TO NON-PRIVILEGED ACCOUNTS - SEPARATE 
DEVICE 

     

IA-2 (8) IDENTIFICATION AND AUTHENTICATION (ORGANIZATIONAL USERS) | 
NETWORK ACCESS TO PRIVILEGED ACCOUNTS - REPLAY RESISTANT 

   x x 

IA-2 (9) IDENTIFICATION AND AUTHENTICATION (ORGANIZATIONAL USERS) | 
NETWORK ACCESS TO NON-PRIVILEGED ACCOUNTS - REPLAY 
RESISTANT 

    x 

IA-2 (10) IDENTIFICATION AND AUTHENTICATION (ORGANIZATIONAL USERS) | 
SINGLE SIGN-ON 

     

IA-2 (11) IDENTIFICATION AND AUTHENTICATION (ORGANIZATIONAL USERS) | 
REMOTE ACCESS - SEPARATE DEVICE 

   x x 

IA-2 (12) IDENTIFICATION AND AUTHENTICATION (ORGANIZATIONAL USERS) | 
ACCEPTANCE OF PIV CREDENTIALS 

  x x x 

IA-2 (13) IDENTIFICATION AND AUTHENTICATION | OUT-OF-BAND 
AUTHENTICATION  

     

IA-3 Device Identification and Authentication    x x 
IA-3 (1) DEVICE IDENTIFICATION AND AUTHENTICATION | CRYPTOGRAPHIC 

BIDIRECTIONAL AUTHENTICATION 
     

IA-3 (2) DEVICE IDENTIFICATION AND AUTHENTICATION | CRYPTOGRAPHIC 
BIDIRECTIONAL NETWORK AUTHENTICATION 

x Incorporated into IA-3 (1). 

IA-3 (3) DEVICE IDENTIFICATION AND AUTHENTICATION | DYNAMIC ADDRESS 
ALLOCATION 

     

IA-3 (4) DEVICE IDENTIFICATION AND AUTHENTICATION | DEVICE 
ATTESTATION 

     

IA-4 Identifier Management   x x x 
IA-4 (1) IDENTIFIER MANAGEMENT | PROHIBIT ACCOUNT IDENTIFIERS AS 

PUBLIC IDENTIFIERS 
     

IA-4 (2) IDENTIFIER MANAGEMENT | SUPERVISOR AUTHORIZATION      
IA-4 (3) IDENTIFIER MANAGEMENT | MULTIPLE FORMS OF CERTIFICATION      
IA-4 (4) IDENTIFIER MANAGEMENT | IDENTIFY USER STATUS      
IA-4 (5) IDENTIFIER MANAGEMENT | DYNAMIC MANAGEMENT      
IA-4 (6) IDENTIFIER MANAGEMENT | CROSS-ORGANIZATION MANAGEMENT      
IA-4 (7) IDENTIFIER MANAGEMENT | IN-PERSON REGISTRATION      

IA-5 Authenticator Management   x x x 
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CNTL 
NO. 

CONTROL NAME 
Control Enhancement Name 

W
IT

H
D

R
A

W
N

 

A
SS

U
R

A
N

C
E CONTROL BASELINES 

LOW MOD HIGH 

IA-5 (1) AUTHENTICATOR MANAGEMENT | PASSWORD-BASED 
AUTHENTICATION 

  x x x 

IA-5 (2) AUTHENTICATOR MANAGEMENT | PKI-BASED AUTHENTICATION    x x 
IA-5 (3) AUTHENTICATOR MANAGEMENT | IN-PERSON OR TRUSTED THIRD-

PARTY REGISTRATION 
   x x 

IA-5 (4) AUTHENTICATOR MANAGEMENT | AUTOMATED SUPPORT  FOR 
PASSWORD STRENGTH DETERMINATION 

     

IA-5 (5) AUTHENTICATOR MANAGEMENT | CHANGE AUTHENTICATORS PRIOR 
TO DELIVERY 

     

IA-5 (6) AUTHENTICATOR MANAGEMENT | PROTECTION OF AUTHENTICATORS      
IA-5 (7) AUTHENTICATOR MANAGEMENT | NO EMBEDDED UNENCRYPTED 

STATIC AUTHENTICATORS 
     

IA-5 (8) AUTHENTICATOR MANAGEMENT | MULTIPLE INFORMATION SYSTEM 
ACCOUNTS 

     

IA-5 (9) AUTHENTICATOR MANAGEMENT | CROSS-ORGANIZATION 
CREDENTIAL MANAGEMENT 

     

IA-5 (10) AUTHENTICATOR MANAGEMENT | DYNAMIC CREDENTIAL 
ASSOCIATION 

     

IA-5 (11) AUTHENTICATOR MANAGEMENT | HARDWARE TOKEN-BASED 
AUTHENTICATION 

  x x x 

IA-5 (12) AUTHENTICATOR MANAGEMENT | BIOMETRIC AUTHENTICATION      
IA-5 (13) AUTHENTICATOR MANAGEMENT | EXPIRATION OF CACHED 

AUTHENTICATORS 
     

IA-5 (14) AUTHENTICATOR MANAGEMENT | MANAGING CONTENT OF PKI TRUST 
STORES 

     

IA-5 (15) AUTHENTICATOR MANAGEMENT | FICAM-APPROVED PRODUCTS AND 
SERVICES 

     

IA-6 Authenticator Feedback   x x x 

IA-7 Cryptographic Module Authentication   x x x 

IA-8 Identification and Authentication (Non-Organizational 
Users) 

  x x x 

IA-8 (1) IDENTIFICATION AND AUTHENTICATION (NON-ORGANIZATIONAL 
USERS) | ACCEPTANCE OF PIV CREDENTIALS FROM OTHER AGENCIES 

  x x x 

IA-8 (2) IDENTIFICATION AND AUTHENTICATION (NON-ORGANIZATIONAL 
USERS) | ACCEPTANCE OF THIRD-PARTY CREDENTIALS 

  x x x 

IA-8 (3) IDENTIFICATION AND AUTHENTICATION (NON-ORGANIZATIONAL 
USERS) | USE OF FICAM-APPROVED PRODUCTS 

  x x x 

IA-8 (4) IDENTIFICATION AND AUTHENTICATION (NON-ORGANIZATIONAL 
USERS) | USE OF FICAM-ISSUED PROFILES 

  x x x 

IA-8 (5) IDENTIFICATION AND AUTHENTICATION (NON-ORGANIZATIONAL 
USERS) | ACCEPTANCE OF PIV-I CREDENTIALS 

     

IA-9 Service Identification and Authentication      
IA-9 (1) SERVICE IDENTIFICATION AND AUTHENTICATION | INFORMATION 

EXCHANGE 
     

IA-9 (2) SERVICE IDENTIFICATION AND AUTHENTICATION | TRANSMISSION OF 
DECISIONS 

     

IA-10 Adaptive Identification and Authentication      

IA-11 Re-authentication      
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TABLE D-10:  SUMMARY — INCIDENT RESPONSE CONTROLS 

CNTL 
NO. 

CONTROL NAME 
Control Enhancement Name 

W
IT

H
D

R
A

W
N

 

A
SS

U
R

A
N

C
E CONTROL BASELINES 

LOW MOD HIGH 

IR-1 Incident Response Policy and Procedures  x x x x 
IR-2 Incident Response Training  x x x x 

IR-2 (1) INCIDENT RESPONSE TRAINING | SIMULATED EVENTS  x   x 
IR-2 (2) INCIDENT RESPONSE TRAINING | AUTOMATED TRAINING 

ENVIRONMENTS 
 x   x 

IR-3 Incident Response Testing  x  x x 
IR-3 (1) INCIDENT RESPONSE TESTING | AUTOMATED TESTING  x    
IR-3 (2) INCIDENT RESPONSE TESTING | COORDINATION WITH RELATED 

PLANS 
 x  x x 

IR-4 Incident Handling   x x x 
IR-4 (1) INCIDENT HANDLING | AUTOMATED INCIDENT HANDLING PROCESSES    x x 
IR-4 (2) INCIDENT HANDLING | DYNAMIC RECONFIGURATION      
IR-4 (3) INCIDENT HANDLING | CONTINUITY OF OPERATIONS      
IR-4 (4) INCIDENT HANDLING | INFORMATION CORRELATION     x 
IR-4 (5) INCIDENT HANDLING | AUTOMATIC DISABLING OF INFORMATION 

SYSTEM 
     

IR-4 (6) INCIDENT HANDLING | INSIDER THREATS - SPECIFIC CAPABILITIES      
IR-4 (7) INCIDENT HANDLING | INSIDER THREATS - INTRA-ORGANIZATION 

COORDINATION 
     

IR-4 (8) INCIDENT HANDLING | CORRELATION WITH EXTERNAL 
ORGANIZATIONS 

     

IR-4 (9) INCIDENT HANDLING | DYNAMIC RESPONSE CAPABILITY      
IR-4 (10) INCIDENT HANDLING | SUPPLY CHAIN COORDINATION      

IR-5 Incident Monitoring  x x x x 
IR-5 (1) INCIDENT MONITORING | AUTOMATED TRACKING / DATA COLLECTION 

/ ANALYSIS 
 x   x 

IR-6 Incident Reporting   x x x 
IR-6 (1) INCIDENT REPORTING | AUTOMATED REPORTING    x x 
IR-6 (2) INCIDENT REPORTING | VULNERABILITIES RELATED TO INCIDENTS      
IR-6 (3) INCIDENT REPORTING | COORDINATION WITH SUPPLY CHAIN      
IR-7 Incident Response Assistance   x x x 

IR-7 (1) INCIDENT RESPONSE ASSISTANCE | AUTOMATION SUPPORT FOR 
AVAILABILITY OF INFORMATION / SUPPORT 

   x x 

IR-7 (2) INCIDENT RESPONSE ASSISTANCE | COORDINATION WITH EXTERNAL 
PROVIDERS 

     

IR-8 Incident Response Plan   x x x 
IR-9 Information Spillage Response      

IR-9 (1) INFORMATION SPILLAGE RESPONSE | RESPONSIBLE PERSONNEL      
IR-9 (2) INFORMATION SPILLAGE RESPONSE | TRAINING      
IR-9 (3) INFORMATION SPILLAGE RESPONSE | POST-SPILL OPERATIONS      
IR-9 (4) INFORMATION SPILLAGE RESPONSE | EXPOSURE TO UNAUTHORIZED 

PERSONNEL 
     

IR-10 Integrated Information Security Analysis Team      
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TABLE D-11:  SUMMARY — MAINTENANCE CONTROLS 

CNTL 
NO. 

CONTROL NAME 
Control Enhancement Name 

W
IT

H
D

R
A

W
N

 

A
SS

U
R

A
N

C
E CONTROL BASELINES 

LOW MOD HIGH 

MA-1 System Maintenance Policy and Procedures  x x x x 
MA-2 Controlled Maintenance   x x x 

MA-2 (1) CONTROLLED MAINTENANCE | RECORD CONTENT x Incorporated into MA-2. 
MA-2 (2) CONTROLLED MAINTENANCE | AUTOMATED MAINTENANCE ACTIVITIES     x 
MA-3 Maintenance Tools    x x 

MA-3 (1) MAINTENANCE TOOLS | INSPECT TOOLS    x x 
MA-3 (2) MAINTENANCE TOOLS | INSPECT MEDIA    x x 
MA-3 (3) MAINTENANCE TOOLS | PREVENT UNAUTHORIZED REMOVAL     x 
MA-3 (4) MAINTENANCE TOOLS | RESTRICTED TOOL USE      
MA-4 Nonlocal Maintenance   x x x 

MA-4 (1) NONLOCAL MAINTENANCE | AUDITING AND REVIEW      
MA-4 (2) NONLOCAL MAINTENANCE | DOCUMENT NONLOCAL MAINTENANCE    x x 
MA-4 (3) NONLOCAL MAINTENANCE | COMPARABLE SECURITY / SANITIZATION     x 
MA-4 (4) NONLOCAL MAINTENANCE | AUTHENTICATION / SEPARATION OF 

MAINTENANCE SESSIONS 
     

MA-4 (5) NONLOCAL MAINTENANCE | APPROVALS AND NOTIFICATIONS      
MA-4 (6) NONLOCAL MAINTENANCE | CRYPTOGRAPHIC PROTECTION      
MA-4 (7) NONLOCAL MAINTENANCE | REMOTE DISCONNECT VERIFICATION      
MA-5 Maintenance Personnel   x x x 

MA-5 (1) MAINTENANCE PERSONNEL | INDIVIDUALS WITHOUT APPROPRIATE 
ACCESS 

    x 

MA-5 (2) MAINTENANCE PERSONNEL | SECURITY CLEARANCES FOR 
CLASSIFIED SYSTEMS 

     

MA-5 (3) MAINTENANCE PERSONNEL | CITIZENSHIP REQUIREMENTS FOR 
CLASSIFIED SYSTEMS 

     

MA-5 (4) MAINTENANCE PERSONNEL | FOREIGN NATIONALS      
MA-5 (5) MAINTENANCE PERSONNEL | NON-SYSTEM-RELATED MAINTENANCE      
MA-6 Timely Maintenance    x x 

MA-6 (1) TIMELY MAINTENANCE | PREVENTIVE MAINTENANCE      
MA-6 (2) TIMELY MAINTENANCE | PREDICTIVE MAINTENANCE      
MA-6 (3) TIMELY MAINTENANCE | AUTOMATED SUPPORT FOR PREDICTIVE 

MAINTENANCE 
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TABLE D-12:  SUMMARY — MEDIA PROTECTION CONTROLS 

CNTL 
NO. 

CONTROL NAME 
Control Enhancement Name 

W
IT

H
D

R
A

W
N

 

A
SS

U
R

A
N

C
E CONTROL BASELINES 

LOW MOD HIGH 

MP-1 Media Protection Policy and Procedures  x x x x 
MP-2 Media Access   x x x 

MP-2 (1) MEDIA ACCESS | AUTOMATED RESTRICTED ACCESS x Incorporated into MP-4 (2). 
MP-2 (2) MEDIA ACCESS | CRYPTOGRAPHIC PROTECTION x Incorporated into SC-28 (1). 
MP-3 Media Marking    x x 
MP-4 Media Storage    x x 

MP-4 (1) MEDIA STORAGE  | CRYPTOGRAPHIC PROTECTION x Incorporated into SC-28 (1). 
MP-4 (2) MEDIA STORAGE  | AUTOMATED RESTRICTED ACCESS       
MP-5 Media Transport    x x 

MP-5 (1) MEDIA TRANSPORT | PROTECTION OUTSIDE OF CONTROLLED AREAS x Incorporated into MP-5. 
MP-5 (2) MEDIA TRANSPORT | DOCUMENTATION OF ACTIVITIES x Incorporated into MP-5. 
MP-5 (3) MEDIA TRANSPORT | CUSTODIANS      
MP-5 (4) MEDIA TRANSPORT | CRYPTOGRAPHIC PROTECTION    x x 
MP-6 Media Sanitization   x x x 

MP-6 (1) MEDIA SANITIZATION | REVIEW / APPROVE / TRACK / DOCUMENT / 
VERIFY 

    x 

MP-6 (2) MEDIA SANITIZATION | EQUIPMENT TESTING     x 
MP-6 (3) MEDIA SANITIZATION | NONDESTRUCTIVE TECHNIQUES     x 
MP-6 (4) MEDIA SANITIZATION | CONTROLLED UNCLASSIFIED INFORMATION x Incorporated into MP-6. 
MP-6 (5) MEDIA SANITIZATION | CLASSIFIED INFORMATION x Incorporated into MP-6. 
MP-6 (6) MEDIA SANITIZATION | MEDIA DESTRUCTION x Incorporated into MP-6. 
MP-6 (7) MEDIA SANITIZATION | DUAL AUTHORIZATION      
MP-6 (8) MEDIA SANITIZATION | REMOTE PURGING / WIPING OF INFORMATION      
MP-7 Media Use   x x x 

MP-7 (1) MEDIA USE | PROHIBIT USE WITHOUT OWNER    x x 
MP-7 (2) MEDIA USE | PROHIBIT USE OF SANITIZATION-RESISTANT MEDIA      
MP-8 Media Downgrading      

MP-8 (1) MEDIA DOWNGRADING  | DOCUMENTATION OF PROCESS      
MP-8 (2) MEDIA DOWNGRADING  | EQUIPMENT TESTING      
MP-8 (3) MEDIA DOWNGRADING  | CONTROLLED UNCLASSIFIED INFORMATION      
MP-8 (4) MEDIA DOWNGRADING  | CLASSIFIED INFORMATION      
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TABLE D-13:  SUMMARY — PHYSICAL AND ENVIRONMENTAL PROTECTION CONTROLS 

CNTL 
NO. 

CONTROL NAME 
Control Enhancement Name 

W
IT

H
D

R
A

W
N

 

A
SS

U
R

A
N

C
E CONTROL BASELINES 

LOW MOD HIGH 

PE-1 Physical and Environmental Protection Policy and 
Procedures 

 x x x x 

PE-2 Physical Access Authorizations   x x x 
PE-2 (1) PHYSICAL ACCESS AUTHORIZATIONS | ACCESS BY POSITION / ROLE      
PE-2 (2) PHYSICAL ACCESS AUTHORIZATIONS | TWO FORMS OF 

IDENTIFICATION 
     

PE-2 (3) PHYSICAL ACCESS AUTHORIZATIONS | RESTRICT UNESCORTED 
ACCESS 

     

PE-3 Physical Access Control   x x x 
PE-3 (1) PHYSICAL ACCESS CONTROL | INFORMATION SYSTEM ACCESS     x 
PE-3 (2) PHYSICAL ACCESS CONTROL | FACILITY / INFORMATION SYSTEM 

BOUNDARIES 
     

PE-3 (3) PHYSICAL ACCESS CONTROL | CONTINUOUS GUARDS / ALARMS / 
MONITORING 

     

PE-3 (4) PHYSICAL ACCESS CONTROL | LOCKABLE CASINGS      
PE-3 (5) PHYSICAL ACCESS CONTROL | TAMPER PROTECTION      
PE-3 (6) PHYSICAL ACCESS CONTROL | FACILITY PENETRATION TESTING      
PE-4 Access Control for Transmission Medium    x x 
PE-5 Access Control for Output Devices    x x 

PE-5 (1) ACCESS CONTROL FOR OUTPUT DEVICES  | ACCESS TO OUTPUT BY 
AUTHORIZED INDIVIDUALS  

     

PE-5 (2) ACCESS CONTROL FOR OUTPUT DEVICES  | ACCESS TO OUTPUT BY 
INDIVIDUAL IDENTITY 

     

PE-5 (3) ACCESS CONTROL FOR OUTPUT DEVICES  | MARKING OUTPUT 
DEVICES 

     

PE-6 Monitoring Physical Access  x x x x 
PE-6 (1) MONITORING PHYSICAL ACCESS | INTRUSION ALARMS / 

SURVEILLANCE EQUIPMENT 
 x  x x 

PE-6 (2) MONITORING PHYSICAL ACCESS | AUTOMATED INTRUSION 
RECOGNITION / RESPONSES 

 x    

PE-6 (3) MONITORING PHYSICAL ACCESS | VIDEO SURVEILLANCE  x    
PE-6 (4) MONITORING PHYSICAL ACCESS | MONITORING PHYSICAL ACCESS TO 

INFORMATION SYSTEMS 
 x   x 

PE-7 Visitor Control x Incorporated into PE-2 and PE-3. 
PE-8 Visitor Access Records  x x x x 

PE-8 (1) VISITOR ACCESS RECORDS | AUTOMATED RECORDS MAINTENANCE / 
REVIEW 

    x 

PE-8 (2) VISITOR ACCESS RECORDS | PHYSICAL ACCESS RECORDS x Incorporated into PE-2. 
PE-9 Power Equipment and Cabling    x x 

PE-9 (1) POWER EQUIPMENT AND CABLING | REDUNDANT CABLING      
PE-9 (2) POWER EQUIPMENT AND CABLING | AUTOMATIC VOLTAGE CONTROLS      
PE-10 Emergency Shutoff    x x 

PE-10 (1) EMERGENCY SHUTOFF | ACCIDENTAL / UNAUTHORIZED ACTIVATION x Incorporated into PE-10. 
PE-11 Emergency Power    x x 

PE-11 (1) EMERGENCY POWER  | LONG-TERM ALTERNATE POWER SUPPLY - 
MINIMAL OPERATIONAL CAPABILITY 

    x 

PE-11 (2) EMERGENCY POWER  | LONG-TERM ALTERNATE POWER SUPPLY - 
SELF-CONTAINED 
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CNTL 
NO. 

CONTROL NAME 
Control Enhancement Name 

W
IT

H
D

R
A

W
N

 

A
SS

U
R

A
N

C
E CONTROL BASELINES 

LOW MOD HIGH 

PE-12 Emergency Lighting   x x x 
PE-12 (1) EMERGENCY LIGHTING  | ESSENTIAL MISSIONS / BUSINESS 

FUNCTIONS 
     

PE-13 Fire Protection   x x x 
PE-13 (1) FIRE PROTECTION | DETECTION DEVICES / SYSTEMS     x 
PE-13 (2) FIRE PROTECTION | SUPPRESSION DEVICES / SYSTEMS     x 
PE-13 (3) FIRE PROTECTION | AUTOMATIC FIRE SUPPRESSION    x x 
PE-13 (4) FIRE PROTECTION | INSPECTIONS      
PE-14 Temperature and Humidity Controls   x x x 

PE-14 (1) TEMPERATURE AND HUMIDITY CONTROLS | AUTOMATIC CONTROLS      
PE-14 (2) TEMPERATURE AND HUMIDITY CONTROLS | MONITORING WITH 

ALARMS / NOTIFICATIONS 
     

PE-15 Water Damage Protection   x x x 
PE-15 (1) WATER DAMAGE PROTECTION | AUTOMATION SUPPORT     x 
PE-16 Delivery and Removal   x x x 
PE-17 Alternate Work Site    x x 
PE-18 Location of Information System Components     x 

PE-18 (1) LOCATION OF INFORMATION SYSTEM COMPONENTS | FACILITY SITE      
PE-19 Information Leakage      

PE-19 (1) INFORMATION LEAKAGE | NATIONAL EMISSIONS / TEMPEST POLICIES 
AND PROCEDURES 

     

PE-20 Asset Monitoring and Tracking      
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TABLE D-14:  SUMMARY — PLANNING CONTROLS 

CNTL 
NO. 

CONTROL NAME 
Control Enhancement Name 

W
IT

H
D

R
A

W
N

 

A
SS

U
R

A
N

C
E CONTROL BASELINES 

LOW MOD HIGH 

PL-1 Security Planning Policy and Procedures  x x x x 
PL-2 System Security Plan  x x x x 

PL-2 (1) SYSTEM SECURITY PLAN | CONCEPT OF OPERATIONS x Incorporated into PL-7. 
PL-2 (2) SYSTEM SECURITY PLAN | FUNCTIONAL ARCHITECTURE x Incorporated into PL-8. 
PL-2 (3) SYSTEM SECURITY PLAN | PLAN / COORDINATE WITH OTHER 

ORGANIZATIONAL ENTITIES 
 x  x x 

PL-3 System Security Plan Update  x Incorporated into PL-2. 
PL-4 Rules of Behavior  x x x x 

PL-4 (1) RULES OF BEHAVIOR | SOCIAL MEDIA AND NETWORKING 
RESTRICTIONS 

 x  x x 

PL-5 Privacy Impact Assessment x Incorporated into Appendix J, AR-2. 
PL-6 Security-Related Activity Planning x Incorporated into PL-2. 
PL-7 Security Concept of Operations      
PL-8 Information Security Architecture  x  x x 

PL-8 (1) INFORMATION SECURITY ARCHITECTURE | DEFENSE-IN-DEPTH  x    
PL-8 (2) INFORMATION SECURITY ARCHITECTURE | SUPPLIER DIVERSITY  x    

PL-9 Central Management  x    
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TABLE D-15:  SUMMARY — PERSONNEL SECURITY CONTROLS 

CNTL 
NO. 

CONTROL NAME 
Control Enhancement Name 

W
IT

H
D

R
A

W
N

 

A
SS

U
R

A
N

C
E CONTROL BASELINES 

LOW MOD HIGH 

PS-1 Personnel Security Policy and Procedures  x x x x 
PS-2 Position Risk Designation   x x x 
PS-3 Personnel Screening   x x x 

PS-3 (1) PERSONNEL SCREENING | CLASSIFIED INFORMATION      
PS-3 (2) PERSONNEL SCREENING | FORMAL INDOCTRINATION      
PS-3 (3) PERSONNEL SCREENING | INFORMATION WITH SPECIAL PROTECTION 

MEASURES 
     

PS-4 Personnel Termination   x x x 
PS-4 (1) PERSONNEL TERMINATION | POST-EMPLOYMENT REQUIREMENTS      
PS-4 (2) PERSONNEL TERMINATION | AUTOMATED NOTIFICATION     x 
PS-5 Personnel Transfer   x x x 
PS-6 Access Agreements  x x x x 

PS-6 (1) ACCESS AGREEMENTS | INFORMATION REQUIRING SPECIAL 
PROTECTION 

x Incorporated into PS-3. 

PS-6 (2) ACCESS AGREEMENTS | CLASSIFIED INFORMATION REQUIRING 
SPECIAL PROTECTION 

 x    

PS-6 (3) ACCESS AGREEMENTS | POST-EMPLOYMENT REQUIREMENTS  x    
PS-7 Third-Party Personnel Security  x x x x 
PS-8 Personnel Sanctions   x x x 
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TABLE D-16:  SUMMARY — RISK ASSESSMENT CONTROLS 

CNTL 
NO. 

CONTROL NAME 
Control Enhancement Name 

W
IT

H
D

R
A

W
N

 

A
SS

U
R

A
N

C
E CONTROL BASELINES 

LOW MOD HIGH 

RA-1 Risk Assessment Policy and Procedures  x x x x 
RA-2 Security Categorization   x x x 
RA-3 Risk Assessment  x x x x 
RA-4 Risk Assessment Update x Incorporated into RA-3. 
RA-5 Vulnerability Scanning  x x x x 

RA-5 (1) VULNERABILITY SCANNING | UPDATE TOOL CAPABILITY  x  x x 
RA-5 (2) VULNERABILITY SCANNING | UPDATE BY FREQUENCY / PRIOR TO NEW 

SCAN / WHEN IDENTIFIED 
 x  x x 

RA-5 (3) VULNERABILITY SCANNING | BREADTH / DEPTH OF COVERAGE  x    
RA-5 (4) VULNERABILITY SCANNING | DISCOVERABLE INFORMATION  x   x 
RA-5 (5) VULNERABILITY SCANNING | PRIVILEGED ACCESS  x  x x 
RA-5 (6) VULNERABILITY SCANNING | AUTOMATED TREND ANALYSES  x    
RA-5 (7) VULNERABILITY SCANNING | AUTOMATED DETECTION AND 

NOTIFICATION OF UNAUTHORIZED COMPONENTS 
x Incorporated into CM-8. 

RA-5 (8) VULNERABILITY SCANNING | REVIEW HISTORIC AUDIT LOGS  x    
RA-5 (9) VULNERABILITY SCANNING | PENETRATION TESTING AND ANALYSES x Incorporated into CA-8. 

RA-5 (10) VULNERABILITY SCANNING | CORRELATE SCANNING INFORMATION  x    
RA-6 Technical Surveillance Countermeasures Survey  x    
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TABLE D-17:  SUMMARY — SYSTEM AND SERVICES ACQUISITION CONTROLS 

CNTL 
NO. 

CONTROL NAME 
Control Enhancement Name 

W
IT

H
D

R
A

W
N

 

A
SS

U
R

A
N

C
E CONTROL BASELINES 

LOW MOD HIGH 

SA-1 System and Services Acquisition Policy and Procedures  x x x x 
SA-2 Allocation of Resources  x x x x 
SA-3 System Development Life Cycle  x x x x 
SA-4 Acquisition Process  x x x x 

SA-4 (1) ACQUISITION PROCESS | FUNCTIONAL PROPERTIES OF SECURITY 
CONTROLS 

 x  x x 

SA-4 (2) ACQUISITION PROCESS | DESIGN / IMPLEMENTATION INFORMATION 
FOR SECURITY CONTROLS 

 x  x x 

SA-4 (3) ACQUISITION PROCESS | DEVELOPMENT METHODS / TECHNIQUES / 
PRACTICES 

 x    

SA-4 (4) ACQUISITION PROCESS | ASSIGNMENT OF COMPONENTS TO 
SYSTEMS 

x Incorporated into CM-8 (9). 

SA-4 (5) ACQUISITION PROCESS | SYSTEM / COMPONENT / SERVICE 
CONFIGURATIONS 

 x    

SA-4 (6) ACQUISITION PROCESS | USE OF INFORMATION ASSURANCE 
PRODUCTS 

 x    

SA-4 (7) ACQUISITION PROCESS | NIAP-APPROVED PROTECTION PROFILES  x    
SA-4 (8) ACQUISITION PROCESS | CONTINUOUS MONITORING PLAN  x    
SA-4 (9) ACQUISITION PROCESS | FUNCTIONS / PORTS / PROTOCOLS / 

SERVICES IN USE 
 x  x x 

SA-4 (10) ACQUISITION PROCESS | USE OF APPROVED PIV PRODUCTS  x x x x 
SA-5 Information System Documentation  x x x x 

SA-5 (1) INFORMATION SYSTEM DOCUMENTATION | FUNCTIONAL PROPERTIES 
OF SECURITY CONTROLS 

x Incorporated into SA-4 (1). 

SA-5 (2) INFORMATION SYSTEM DOCUMENTATION | SECURITY-RELEVANT 
EXTERNAL SYSTEM INTERFACES 

x Incorporated into SA-4 (2). 

SA-5 (3) INFORMATION SYSTEM DOCUMENTATION | HIGH-LEVEL DESIGN x Incorporated into SA-4 (2). 
SA-5 (4) INFORMATION SYSTEM DOCUMENTATION | LOW-LEVEL DESIGN x Incorporated into SA-4 (2). 
SA-5 (5) INFORMATION SYSTEM DOCUMENTATION | SOURCE CODE x Incorporated into SA-4 (2). 
SA-6 Software Usage Restrictions x Incorporated into CM-10 and SI-7. 
SA-7 User-Installed Software x Incorporated into CM-11 and SI-7. 
SA-8 Security Engineering Principles  x  x x 
SA-9 External Information System Services  x x x x 

SA-9 (1) EXTERNAL INFORMATION SYSTEMS | RISK ASSESSMENTS / 
ORGANIZATIONAL APPROVALS 

 x    

SA-9 (2) EXTERNAL INFORMATION SYSTEMS | IDENTIFICATION OF FUNCTIONS / 
PORTS / PROTOCOLS / SERVICES 

 x  x x 

SA-9 (3) EXTERNAL INFORMATION SYSTEMS | ESTABLISH / MAINTAIN TRUST 
RELATIONSHIP WITH PROVIDERS 

 x    

SA-9 (4) EXTERNAL INFORMATION SYSTEMS | CONSISTENT INTERESTS OF 
CONSUMERS AND PROVIDERS 

 x    

SA-9 (5) EXTERNAL INFORMATION SYSTEMS | PROCESSING, STORAGE, AND 
SERVICE LOCATION 

 x    

SA-10 Developer Configuration Management  x  x x 
SA-10 (1) DEVELOPER CONFIGURATION MANAGEMENT | SOFTWARE / 

FIRMWARE INTEGRITY VERIFICATION 
 x    

SA-10 (2) DEVELOPER CONFIGURATION MANAGEMENT | ALTERNATIVE 
CONFIGURATION MANAGEMENT PROCESSES 

 x    

APPENDIX D   PAGE D-32 



Special Publication 800-53 Revision 4                                  Security and Privacy Controls for Federal Information Systems 
                                                                                               and Organizations 
________________________________________________________________________________________________ 

CNTL 
NO. 

CONTROL NAME 
Control Enhancement Name 

W
IT
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D
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A
SS

U
R

A
N

C
E CONTROL BASELINES 

LOW MOD HIGH 

SA-10 (3) DEVELOPER CONFIGURATION MANAGEMENT | HARDWARE INTEGRITY 
VERIFICATION 

 x    

SA-10 (4) DEVELOPER CONFIGURATION MANAGEMENT | TRUSTED GENERATION  x    
SA-10 (5) DEVELOPER CONFIGURATION MANAGEMENT | MAPPING INTEGRITY 

FOR VERSION CONTROL 
 x    

SA-10 (6) DEVELOPER CONFIGURATION MANAGEMENT | TRUSTED 
DISTRIBUTION 

 x    

SA-11 Developer Security Testing and Evaluation  x  x x 
SA-11 (1) DEVELOPER SECURITY TESTING AND EVALUATION | STATIC CODE 

ANALYSIS 
 x    

SA-11 (2) DEVELOPER SECURITY TESTING AND EVALUATION | THREAT AND 
VULNERABILITY ANALYSES 

 x    

SA-11 (3) DEVELOPER SECURITY TESTING AND EVALUATION | INDEPENDENT 
VERIFICATION OF ASSESSMENT PLANS / EVIDENCE 

 x    

SA-11 (4) DEVELOPER SECURITY TESTING AND EVALUATION | MANUAL CODE 
REVIEWS 

 x    

SA-11 (5) DEVELOPER SECURITY TESTING AND EVALUATION | PENETRATION 
TESTING / ANALYSIS 

 x    

SA-11 (6) DEVELOPER SECURITY TESTING AND EVALUATION | ATTACK SURFACE 
REVIEWS 

 x    

SA-11 (7) DEVELOPER SECURITY TESTING AND EVALUATION | VERIFY SCOPE 
OF TESTING / EVALUATION 

 x    

SA-11 (8) DEVELOPER SECURITY TESTING AND EVALUATION | DYNAMIC CODE 
ANALYSIS 

 x    

SA-12 Supply Chain Protection  x   x 
SA-12 (1) SUPPLY CHAIN PROTECTION | ACQUISITION STRATEGIES / TOOLS / 

METHODS 
 x    

SA-12 (2) SUPPLY CHAIN PROTECTION | SUPPLIER REVIEWS  x    
SA-12 (3) SUPPLY CHAIN PROTECTION | TRUSTED SHIPPING AND 

WAREHOUSING 
x Incorporated into SA-12 (1). 

SA-12 (4) SUPPLY CHAIN PROTECTION | DIVERSITY OF SUPPLIERS x Incorporated into SA-12 (13). 
SA-12 (5) SUPPLY CHAIN PROTECTION | LIMITATION OF HARM  x    
SA-12 (6) SUPPLY CHAIN PROTECTION | MINIMIZING PROCUREMENT TIME x Incorporated into SA-12 (1). 
SA-12 (7) SUPPLY CHAIN PROTECTION | ASSESSMENTS PRIOR TO SELECTION / 

ACCEPTANCE / UPDATE 
 x    

SA-12 (8) SUPPLY CHAIN PROTECTION | USE OF ALL-SOURCE INTELLIGENCE  x    
SA-12 (9) SUPPLY CHAIN PROTECTION | OPERATIONS SECURITY  x    
SA-12 (10) SUPPLY CHAIN PROTECTION | VALIDATE AS GENUINE AND NOT 

ALTERED 
 x    

SA-12 (11) SUPPLY CHAIN PROTECTION | PENETRATION TESTING / ANALYSIS OF 
ELEMENTS, PROCESSES, AND ACTORS 

 x    

SA-12 (12) SUPPLY CHAIN PROTECTION | INTER-ORGANIZATIONAL AGREEMENTS  x    
SA-12 (13) SUPPLY CHAIN PROTECTION | CRITICAL INFORMATION SYSTEM 

COMPONENTS 
 x    

SA-12 (14) SUPPLY CHAIN PROTECTION | IDENTITY AND TRACEABILITY  x    
SA-12 (15) SUPPLY CHAIN PROTECTION | PROCESSES TO ADDRESS 

WEAKNESSES OR DEFICIENCIES 
 x    

SA-13 Trustworthiness  x    
SA-14 Criticality Analysis  x    

SA-14 (1) CRITICALITY ANALYSIS | CRITICAL COMPONENTS WITH NO VIABLE 
ALTERNATIVE SOURCING 

x Incorporated into SA-20. 
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CNTL 
NO. 

CONTROL NAME 
Control Enhancement Name 
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R

A
N

C
E CONTROL BASELINES 

LOW MOD HIGH 

SA-15 Development Process, Standards, and Tools  x   x 
SA-15 (1) DEVELOPMENT PROCESS, STANDARDS, AND TOOLS | QUALITY 

METRICS 
 x    

SA-15 (2) DEVELOPMENT PROCESS, STANDARDS, AND TOOLS | SECURITY 
TRACKING TOOLS 

 x    

SA-15 (3) DEVELOPMENT PROCESS, STANDARDS, AND TOOLS | CRITICALITY 
ANALYSIS 

 x    

SA-15 (4) DEVELOPMENT PROCESS, STANDARDS, AND TOOLS | THREAT 
MODELING / VULNERABILITY ANALYSIS 

 x    

SA-15 (5) DEVELOPMENT PROCESS, STANDARDS, AND TOOLS | ATTACK 
SURFACE REDUCTION 

 x    

SA-15 (6) DEVELOPMENT PROCESS, STANDARDS, AND TOOLS | CONTINUOUS 
IMPROVEMENT 

 x    

SA-15 (7) DEVELOPMENT PROCESS, STANDARDS, AND TOOLS | AUTOMATED 
VULNERABILITY ANALYSIS 

 x    

SA-15 (8) DEVELOPMENT PROCESS, STANDARDS, AND TOOLS | REUSE OF 
THREAT / VULNERABILITY INFORMATION 

 x    

SA-15 (9) DEVELOPMENT PROCESS, STANDARDS, AND TOOLS | USE OF LIVE 
DATA 

 x    

SA-15 (10) DEVELOPMENT PROCESS, STANDARDS, AND TOOLS | INCIDENT 
RESPONSE PLAN 

 x    

SA-15 (11) DEVELOPMENT PROCESS, STANDARDS, AND TOOLS | ARCHIVE 
INFORMATION SYSTEM / COMPONENT 

 x    

SA-16 Developer-Provided Training   x   x 
SA-17 Developer Security Architecture and Design  x   x 

SA-17 (1) DEVELOPER SECURITY ARCHITECTURE AND DESIGN | FORMAL 
POLICY MODEL 

 x    

SA-17 (2) DEVELOPER SECURITY ARCHITECTURE AND DESIGN | SECURITY-
RELEVANT COMPONENTS 

 x    

SA-17 (3) DEVELOPER SECURITY ARCHITECTURE AND DESIGN | FORMAL 
CORRESPONDENCE 

 x    

SA-17 (4) DEVELOPER SECURITY ARCHITECTURE AND DESIGN | INFORMAL 
CORRESPONDENCE 

 x    

SA-17 (5) DEVELOPER SECURITY ARCHITECTURE AND DESIGN | 
CONCEPTUALLY SIMPLE DESIGN 

 x    

SA-17 (6) DEVELOPER SECURITY ARCHITECTURE AND DESIGN | STRUCTURE 
FOR TESTING 

 x    

SA-17 (7) DEVELOPER SECURITY ARCHITECTURE AND DESIGN | STRUCTURE 
FOR LEAST PRIVILEGE 

 x    

SA-18 Tamper Resistance and Detection  x    
SA-18 (1) TAMPER RESISTANCE AND DETECTION | MULTIPLE PHASES OF SDLC  x    
SA-18 (2) TAMPER RESISTANCE AND DETECTION | INSPECTION OF 

INFORMATION SYSTEMS, COMPONENTS, OR DEVICES 
 x    

SA-19 Component Authenticity  x    
SA-19 (1) COMPONENT AUTHENTICITY | ANTI-COUNTERFEIT TRAINING  x    
SA-19 (2) COMPONENT AUTHENTICITY | CONFIGURATION CONTROL FOR 

COMPONENT SERVICE / REPAIR 
 x    

SA-19 (3) COMPONENT AUTHENTICITY | COMPONENT DISPOSAL  x    
SA-19 (4) COMPONENT AUTHENTICITY | ANTI-COUNTERFEIT SCANNING  x    
SA-20 Customized Development of Critical Components  x    
SA-21 Developer Screening  x    
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CONTROL NAME 
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C
E CONTROL BASELINES 

LOW MOD HIGH 

SA-21 (1) DEVELOPER SCREENING | VALIDATION OF SCREENING  x    
SA-22 Unsupported System Components  x    

SA-22 (1) UNSUPPORTED SYSTEM COMPONENTS | ALTERNATIVE SOURCES FOR 
CONTINUED SUPPORT 

 x    
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TABLE D-18:  SUMMARY — SYSTEM AND COMMUNICATIONS PROTECTION CONTROLS 

CNTL 
NO. 

CONTROL NAME 
Control Enhancement Name 

W
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R

A
N

C
E CONTROL BASELINES 

LOW MOD HIGH 

SC-1 System and Communications Protection Policy and 
Procedures 

 x x x x 

SC-2 Application Partitioning  x  x x 
SC-2 (1) APPLICATION PARTITIONING | INTERFACES FOR NON-PRIVILEGED 

USERS 
 x    

SC-3 Security Function Isolation  x   x 
SC-3 (1) SECURITY FUNCTION ISOLATION | HARDWARE SEPARATION  x    
SC-3 (2) SECURITY FUNCTION ISOLATION | ACCESS / FLOW CONTROL 

FUNCTIONS 
 x    

SC-3 (3) SECURITY FUNCTION ISOLATION | MINIMIZE NONSECURITY 
FUNCTIONALITY 

 x    

SC-3 (4) SECURITY FUNCTION ISOLATION | MODULE COUPLING AND 
COHESIVENESS 

 x    

SC-3 (5) SECURITY FUNCTION ISOLATION | LAYERED STRUCTURES  x    
SC-4 Information in Shared Resources    x x 

SC-4 (1) INFORMATION IN SHARED RESOURCES | SECURITY LEVELS x Incorporated into SC-4. 
SC-4 (2) INFORMATION IN SHARED RESOURCES | PERIODS PROCESSING      
SC-5 Denial of Service Protection   x x x 

SC-5 (1) DENIAL OF SERVICE PROTECTION | RESTRICT INTERNAL USERS      
SC-5 (2) DENIAL OF SERVICE PROTECTION | EXCESS CAPACITY / BANDWIDTH / 

REDUNDANCY 
     

SC-5 (3) DENIAL OF SERVICE PROTECTION | DETECTION / MONITORING      
SC-6 Resource Availability  x    
SC-7 Boundary Protection   x x x 

SC-7 (1) BOUNDARY PROTECTION | PHYSICALLY SEPARATED SUBNETWORKS x Incorporated into SC-7. 
SC-7 (2) BOUNDARY PROTECTION | PUBLIC ACCESS x Incorporated into SC-7. 
SC-7 (3) BOUNDARY PROTECTION | ACCESS POINTS    x x 
SC-7 (4) BOUNDARY PROTECTION | EXTERNAL TELECOMMUNICATIONS 

SERVICES 
   x x 

SC-7 (5) BOUNDARY PROTECTION | DENY BY DEFAULT / ALLOW BY EXCEPTION    x x 
SC-7 (6) BOUNDARY PROTECTION | RESPONSE TO RECOGNIZED FAILURES x Incorporated into SC-7 (18). 
SC-7 (7) BOUNDARY PROTECTION | PREVENT SPLIT TUNNELING FOR REMOTE 

DEVICES 
   x x 

SC-7 (8) BOUNDARY PROTECTION | ROUTE TRAFFIC TO AUTHENTICATED 
PROXY SERVERS 

    x 

SC-7 (9) BOUNDARY PROTECTION | RESTRICT THREATENING OUTGOING 
COMMUNICATIONS TRAFFIC 

     

SC-7 (10) BOUNDARY PROTECTION | PREVENT UNAUTHORIZED EXFILTRATION      
SC-7 (11) BOUNDARY PROTECTION | RESTRICT INCOMING COMMUNICATIONS 

TRAFFIC 
     

SC-7 (12) BOUNDARY PROTECTION | HOST-BASED PROTECTION      
SC-7 (13) BOUNDARY PROTECTION | ISOLATION OF SECURITY TOOLS / 

MECHANISMS / SUPPORT COMPONENTS 
     

SC-7 (14) BOUNDARY PROTECTION | PROTECTS AGAINST UNAUTHORIZED 
PHYSICAL CONNECTIONS 

     

SC-7 (15) BOUNDARY PROTECTION | ROUTE PRIVILEGED NETWORK ACCESSES      
SC-7 (16) BOUNDARY PROTECTION | PREVENT DISCOVERY OF COMPONENTS / 

DEVICES 
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LOW MOD HIGH 

SC-7 (17) BOUNDARY PROTECTION | AUTOMATED ENFORCEMENT OF 
PROTOCOL FORMATS 

     

SC-7 (18) BOUNDARY PROTECTION | FAIL SECURE  x   x 
SC-7 (19) BOUNDARY PROTECTION | BLOCKS COMMUNICATION FROM NON-

ORGANIZATIONALLY CONFIGURED HOSTS 
     

SC-7 (20) BOUNDARY PROTECTION | DYNAMIC ISOLATION / SEGREGATION      
SC-7 (21) BOUNDARY PROTECTION | ISOLATION OF INFORMATION SYSTEM 

COMPONENTS 
 x   x 

SC-7 (22) BOUNDARY PROTECTION | SEPARATE SUBNETS FOR CONNECTING TO 
DIFFERENT SECURITY DOMAINS 

 x    

SC-7 (23) BOUNDARY PROTECTION | DISABLE SENDER FEEDBACK ON 
PROTOCOL VALIDATION FAILURE 

     

SC-8 Transmission Confidentiality and Integrity    x x 
SC-8 (1) TRANSMISSION CONFIDENTIALITY AND INTEGRITY | CRYPTOGRAPHIC 

OR ALTERNATE PHYSICAL PROTECTION 
   x x 

SC-8 (2) TRANSMISSION CONFIDENTIALITY AND INTEGRITY | PRE / POST 
TRANSMISSION HANDLING 

     

SC-8 (3) TRANSMISSION CONFIDENTIALITY AND INTEGRITY | CRYPTOGRAPHIC 
PROTECTION FOR MESSAGE EXTERNALS 

     

SC-8 (4) TRANSMISSION CONFIDENTIALITY AND INTEGRITY | CONCEAL / 
RANDOMIZE COMMUNICATIONS 

     

SC-9 Transmission Confidentiality x Incorporated into SC-8. 
SC-10 Network Disconnect    x x 
SC-11 Trusted Path  x    

SC-11 (1) TRUSTED PATH  | LOGICAL ISOLATION  x    

SC-12 Cryptographic Key Establishment and Management     x x x 
SC-12 (1) CRYPTOGRAPHIC KEY ESTABLISHMENT AND MANAGEMENT | 

AVAILABILITY 
    x 

SC-12 (2) CRYPTOGRAPHIC KEY ESTABLISHMENT AND MANAGEMENT | 
SYMMETRIC KEYS 

     

SC-12 (3) CRYPTOGRAPHIC KEY ESTABLISHMENT AND MANAGEMENT | 
ASYMMETRIC KEYS 

     

SC-12 (4) CRYPTOGRAPHIC KEY ESTABLISHMENT AND MANAGEMENT | PKI 
CERTIFICATES 

x Incorporated into SC-12. 

SC-12 (5) CRYPTOGRAPHIC KEY ESTABLISHMENT AND MANAGEMENT | PKI 
CERTIFICATES / HARDWARE TOKENS 

x Incorporated into SC-12. 

SC-13 Cryptographic Protection   x x x 
SC-13 (1) CRYPTOGRAPHIC PROTECTION | FIPS-VALIDATED CRYPTOGRAPHY x Incorporated into SC-13. 
SC-13 (2) CRYPTOGRAPHIC PROTECTION | NSA-APPROVED CRYPTOGRAPHY x Incorporated into SC-13. 
SC-13 (3) CRYPTOGRAPHIC PROTECTION | INDIVIDUALS WITHOUT FORMAL 

ACCESS  APPROVALS 
x Incorporated into SC-13. 

SC-13 (4) CRYPTOGRAPHIC PROTECTION | DIGITAL SIGNATURES x Incorporated into SC-13. 
SC-14 Public Access Protections x Capability provided by AC-2, AC-3, 

AC-5, SI-3, SI-4, SI-5, SI-7, SI-10. 

SC-15 Collaborative Computing Devices   x x x 
SC-15 (1) COLLABORATIVE COMPUTING DEVICES | PHYSICAL DISCONNECT      
SC-15 (2) COLLABORATIVE COMPUTING DEVICES | BLOCKING INBOUND / 

OUTBOUND COMMUNICATIONS TRAFFIC 
x Incorporated into SC-7. 

SC-15 (3) COLLABORATIVE COMPUTING DEVICES | DISABLING / REMOVAL IN 
SECURE WORK AREAS 
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LOW MOD HIGH 

SC-15 (4) COLLABORATIVE COMPUTING DEVICES | EXPLICITLY INDICATE 
CURRENT PARTICIPANTS 

     

SC-16 Transmission of Security Attributes      
SC-16 (1) TRANSMISSION OF SECURITY ATTRIBUTES | INTEGRITY VALIDATION      
SC-17 Public Key Infrastructure Certificates    x x 
SC-18 Mobile Code    x x 

SC-18 (1) MOBILE CODE | IDENTIFY UNACCEPTABLE CODE / TAKE CORRECTIVE 
ACTIONS 

     

SC-18 (2) MOBILE CODE | ACQUISITION / DEVELOPMENT / USE      
SC-18 (3) MOBILE CODE | PREVENT DOWNLOADING / EXECUTION      
SC-18 (4) MOBILE CODE | PREVENT AUTOMATIC EXECUTION       
SC-18 (5) MOBILE CODE | ALLOW EXECUTION ONLY IN CONFINED 

ENVIRONMENTS 
     

SC-19 Voice Over Internet Protocol    x x 
SC-20 Secure Name /Address Resolution Service 

(Authoritative Source) 
  x x x 

SC-20 (1) SECURE NAME / ADDRESS RESOLUTION SERVICE (AUTHORITATIVE 
SOURCE) | CHILD SUBSPACES 

x Incorporated into SC-20. 

SC-20 (2) SECURE NAME / ADDRESS RESOLUTION SERVICE (AUTHORITATIVE 
SOURCE) | DATA ORIGIN / INTEGRITY 

     

SC-21 Secure Name /Address Resolution Service 
(Recursive or Caching Resolver) 

  x x x 

SC-21 (1) SECURE NAME / ADDRESS RESOLUTION SERVICE (RECURSIVE OR 
CACHING RESOLVER) | DATA ORIGIN / INTEGRITY 

x Incorporated into SC-21. 

SC-22 Architecture and Provisioning for 
Name/Address Resolution Service 

  x x x 

SC-23 Session Authenticity    x x 
SC-23 (1) SESSION AUTHENTICITY | INVALIDATE SESSION IDENTIFIERS AT 

LOGOUT 
     

SC-23 (2) SESSION AUTHENTICITY | USER-INITIATED LOGOUTS / MESSAGE 
DISPLAYS 

x Incorporated into AC-12 (1). 

SC-23 (3) SESSION AUTHENTICITY | UNIQUE SESSION IDENTIFIERS WITH 
RANDOMIZATION 

     

SC-23 (4) SESSION AUTHENTICITY | UNIQUE SESSION IDENTIFIERS WITH 
RANDOMIZATION 

x Incorporated into SC-23 (3). 

SC-23 (5) SESSION AUTHENTICITY | ALLOWED CERTIFICATE AUTHORITIES      
SC-24 Fail in Known State  x   x 
SC-25 Thin Nodes      
SC-26 Honeypots      

SC-26 (1) HONEYPOTS | DETECTION OF MALICIOUS CODE x Incorporated into SC-35. 
SC-27 Platform-Independent Applications      
SC-28 Protection of Information at Rest    x x 

SC-28 (1) PROTECTION OF INFORMATION AT REST | CRYPTOGRAPHIC 
PROTECTION 

     

SC-28 (2) PROTECTION OF INFORMATION AT REST  | OFF-LINE STORAGE      
SC-29 Heterogeneity  x    

SC-29 (1) HETEROGENEITY | VIRTUALIZATION TECHNIQUES  x    
SC-30 Concealment and Misdirection  x    

SC-30 (1) CONCEALMENT AND MISDIRECTION | VIRTUALIZATION TECHNIQUES x Incorporated into SC-29 (1). 
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LOW MOD HIGH 

SC-30 (2) CONCEALMENT AND MISDIRECTION | RANDOMNESS  x    
SC-30 (3) CONCEALMENT AND MISDIRECTION | CHANGE PROCESSING / 

STORAGE LOCATIONS 
 x    

SC-30 (4) CONCEALMENT AND MISDIRECTION | MISLEADING INFORMATION  x    
SC-30 (5) CONCEALMENT AND MISDIRECTION | CONCEALMENT OF SYSTEM 

COMPONENTS 
 x    

SC-31 Covert Channel Analysis  x    
SC-31 (1) COVERT CHANNEL ANALYSIS | TEST COVERT CHANNELS FOR 

EXPLOITABILITY 
 x     

SC-31 (2) COVERT CHANNEL ANALYSIS | MAXIMUM BANDWIDTH  x    
SC-31 (3) COVERT CHANNEL ANALYSIS | MEASURE BANDWIDTH IN 

OPERATIONAL ENVIRONMENTS 
 x    

SC-32 Information System Partitioning  x    
SC-33 Transmission Preparation Integrity x Incorporated into SC-8. 
SC-34 Non-Modifiable Executable Programs  x    

SC-34 (1) NON-MODIFIABLE EXECUTABLE PROGRAMS | NO WRITABLE STORAGE  x    
SC-34 (2) NON-MODIFIABLE EXECUTABLE PROGRAMS | INTEGRITY PROTECTION 

/ READ-ONLY MEDIA 
 x    

SC-34 (3) NON-MODIFIABLE EXECUTABLE PROGRAMS | HARDWARE-BASED 
PROTECTION 

 x    

SC-35 Honeyclients      
SC-36 Distributed Processing and Storage  x    

SC-36 (1) DISTRIBUTED PROCESSING AND STORAGE | POLLING TECHNIQUES  x    
SC-37 Out-of-Band Channels  x    

SC-37 (1) OUT-OF-BAND CHANNELS | ENSURE DELIVERY / TRANSMISSION  x    
SC-38 Operations Security  x    
SC-39 Process Isolation  x x x x 

SC-39 (1) PROCESS ISOLATION | HARDWARE SEPARATION  x    
SC-39 (2) PROCESS ISOLATION | THREAD ISOLATION  x    
SC-40 Wireless Link Protection      

SC-40 (1) WIRELESS LINK PROTECTION | ELECTROMAGNETIC INTERFERENCE      
SC-40 (2) WIRELESS LINK PROTECTION | REDUCE DETECTION POTENTIAL      
SC-40 (3) WIRELESS LINK PROTECTION | IMITATIVE OR MANIPULATIVE 

COMMUNICATIONS DECEPTION 
     

SC-40 (4) WIRELESS LINK PROTECTION | SIGNAL PARAMETER IDENTIFICATION      
SC-41 Port and I/O Device Access      
SC-42 Sensor Capability and Data      

SC-42 (1) SENSOR CAPABILITY AND DATA | REPORTING TO AUTHORIZED 
INDIVIDUALS OR ROLES 

     

SC-42 (2) SENSOR CAPABILITY AND DATA | AUTHORIZED USE      
SC-42 (3) SENSOR CAPABILITY AND DATA | PROHIBIT USE OF DEVICES      
SC-43 Usage Restrictions      
SC-44 Detonation Chambers      
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TABLE D-19:  SUMMARY — SYSTEM AND INFORMATION INTEGRITY CONTROLS 
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CONTROL NAME 
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E CONTROL BASELINES 

LOW MOD HIGH 

SI-1 System and Information Integrity Policy and Procedures  x x x x 
SI-2 Flaw Remediation   x x x 

SI-2 (1) FLAW REMEDIATION | CENTRAL MANAGEMENT     x 
SI-2 (2) FLAW REMEDIATION | AUTOMATED FLAW REMEDIATION STATUS    x x 
SI-2 (3) FLAW REMEDIATION | TIME TO REMEDIATE FLAWS / BENCHMARKS 

FOR CORRECTIVE ACTIONS 
     

SI-2 (4) FLAW REMEDIATION | AUTOMATED PATCH MANAGEMENT TOOLS x Incorporated into SI-2. 
SI-2 (5) FLAW REMEDIATION | AUTOMATIC SOFTWARE / FIRMWARE UPDATES      
SI-2 (6) FLAW REMEDIATION | REMOVAL OF PREVIOUS VERSIONS OF 

SOFTWARE / FIRMWARE 
     

SI-3 Malicious Code Protection   x x x 
SI-3 (1) MALICIOUS CODE PROTECTION | CENTRAL MANAGEMENT    x x 
SI-3 (2) MALICIOUS CODE PROTECTION | AUTOMATIC UPDATES    x x 
SI-3 (3) MALICIOUS CODE PROTECTION | NON-PRIVILEGED USERS x Incorporated into AC-6 (10). 
SI-3 (4) MALICIOUS CODE PROTECTION | UPDATES ONLY BY PRIVILEGED 

USERS 
     

SI-3 (5) MALICIOUS CODE PROTECTION | PORTABLE STORAGE DEVICES x Incorporated into MP-7. 
SI-3 (6) MALICIOUS CODE PROTECTION | TESTING / VERIFICATION      
SI-3 (7) MALICIOUS CODE PROTECTION | NONSIGNATURE-BASED DETECTION      
SI-3 (8) MALICIOUS CODE PROTECTION | DETECT UNAUTHORIZED COMMANDS      
SI-3 (9) MALICIOUS CODE PROTECTION | AUTHENTICATE REMOTE COMMANDS      

SI-3 (10) MALICIOUS CODE PROTECTION | MALICIOUS CODE ANALYSIS      

SI-4 Information System Monitoring  x x x x 
SI-4 (1) INFORMATION SYSTEM MONITORING | SYSTEM-WIDE INTRUSION 

DETECTION SYSTEM 
 x    

SI-4 (2) INFORMATION SYSTEM MONITORING | AUTOMATED TOOLS FOR REAL-
TIME ANALYSIS 

 x  x x 

SI-4 (3) INFORMATION SYSTEM MONITORING | AUTOMATED TOOL 
INTEGRATION 

 x    

SI-4 (4) INFORMATION SYSTEM MONITORING | INBOUND AND OUTBOUND 
COMMUNICATIONS TRAFFIC 

 x  x x 

SI-4 (5) INFORMATION SYSTEM MONITORING | SYSTEM-GENERATED ALERTS  x  x x 
SI-4 (6) INFORMATION SYSTEM MONITORING | RESTRICT NON-PRIVILEGED 

USERS 
x Incorporated into AC-6 (10). 

SI-4 (7) INFORMATION SYSTEM MONITORING | AUTOMATED RESPONSE TO 
SUSPICIOUS EVENTS 

 x    

SI-4 (8) INFORMATION SYSTEM MONITORING | PROTECTION OF MONITORING 
INFORMATION 

x Incorporated into SI-4. 

SI-4 (9) INFORMATION SYSTEM MONITORING | TESTING OF MONITORING 
TOOLS 

 x    

SI-4 (10) INFORMATION SYSTEM MONITORING | VISIBILITY OF ENCRYPTED 
COMMUNICATIONS 

 x    

SI-4 (11) INFORMATION SYSTEM MONITORING | ANALYZE COMMUNICATIONS 
TRAFFIC ANOMALIES 

 x    

SI-4 (12) INFORMATION SYSTEM MONITORING | AUTOMATED ALERTS  x    
SI-4 (13) INFORMATION SYSTEM MONITORING | ANALYZE TRAFFIC / EVENT 

PATTERNS 
 x    

SI-4 (14) INFORMATION SYSTEM MONITORING | WIRELESS INTRUSION 
DETECTION 

 x    
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LOW MOD HIGH 

SI-4 (15) INFORMATION SYSTEM MONITORING | WIRELESS TO WIRELINE 
COMMUNICATIONS 

 x    

SI-4 (16) INFORMATION SYSTEM MONITORING | CORRELATE MONITORING 
INFORMATION 

 x    

SI-4 (17) INFORMATION SYSTEM MONITORING | INTEGRATED SITUATIONAL 
AWARENESS 

 x    

SI-4 (18) INFORMATION SYSTEM MONITORING | ANALYZE TRAFFIC / COVERT 
EXFILTRATION 

 x    

SI-4 (19) INFORMATION SYSTEM MONITORING | INDIVIDUALS POSING GREATER 
RISK 

 x    

SI-4 (20) INFORMATION SYSTEM MONITORING | PRIVILEGED USER  x    
SI-4 (21) INFORMATION SYSTEM MONITORING | PROBATIONARY PERIODS  x    
SI-4 (22) INFORMATION SYSTEM MONITORING | UNAUTHORIZED NETWORK 

SERVICES 
 x    

SI-4 (23) INFORMATION SYSTEM MONITORING | HOST-BASED DEVICES  x    
SI-4 (24) INFORMATION SYSTEM MONITORING | INDICATORS OF COMPROMISE  x    

SI-5 Security Alerts, Advisories, and Directives  x x x x 
SI-5 (1) SECURITY ALERTS, ADVISORIES, AND DIRECTIVES | AUTOMATED 

ALERTS AND ADVISORIES 
 x   x 

SI-6 Security Function Verification  x   x 
SI-6 (1) SECURITY FUNCTION VERIFICATION | NOTIFICATION OF FAILED 

SECURITY TESTS 
x Incorporated into SI-6. 

SI-6 (2) SECURITY FUNCTION VERIFICATION | AUTOMATION SUPPORT FOR 
DISTRIBUTED TESTING 

     

SI-6 (3) SECURITY FUNCTION VERIFICATION | REPORT VERIFICATION 
RESULTS 

     

SI-7 Software, Firmware, and Information Integrity  x  x x 
SI-7 (1) SOFTWARE, FIRMWARE, AND INFORMATION INTEGRITY | INTEGRITY 

CHECKS 
 x  x x 

SI-7 (2) SOFTWARE, FIRMWARE, AND INFORMATION INTEGRITY | AUTOMATED 
NOTIFICATIONS OF INTEGRITY VIOLATIONS 

 x   x 

SI-7 (3) SOFTWARE, FIRMWARE, AND INFORMATION INTEGRITY | CENTRALLY 
MANAGED INTEGRITY TOOLS 

 x    

SI-7 (4) SOFTWARE, FIRMWARE, AND INFORMATION INTEGRITY | TAMPER-
EVIDENT PACKAGING 

x Incorporated into SA-12. 

SI-7 (5) SOFTWARE, FIRMWARE, AND INFORMATION INTEGRITY | AUTOMATED 
RESPONSE TO INTEGRITY VIOLATIONS 

 x   x 

SI-7 (6) SOFTWARE, FIRMWARE, AND INFORMATION INTEGRITY | 
CRYPTOGRAPHIC PROTECTION 

 x    

SI-7 (7) SOFTWARE, FIRMWARE, AND INFORMATION INTEGRITY | 
INTEGRATION OF DETECTION AND RESPONSE 

 x  x x 

SI-7 (8) SOFTWARE, FIRMWARE, AND INFORMATION INTEGRITY | AUDITING 
CAPABILITY FOR SIGNIFICANT EVENTS 

 x    

SI-7 (9) SOFTWARE, FIRMWARE, AND INFORMATION INTEGRITY | VERIFY 
BOOT PROCESS 

 x    

SI-7 (10) SOFTWARE, FIRMWARE, AND INFORMATION INTEGRITY | PROTECTION 
OF BOOT FIRMWARE 

 x    

SI-7 (11) SOFTWARE, FIRMWARE, AND INFORMATION INTEGRITY | CONFINED 
ENVIRONMENTS WITH LIMITED PRIVILEGES 

 x    

SI-7 (12) SOFTWARE, FIRMWARE, AND INFORMATION INTEGRITY | INTEGRITY 
VERIFICATION 

 x    
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LOW MOD HIGH 

SI-7 (13) SOFTWARE, FIRMWARE, AND INFORMATION INTEGRITY | CODE 
EXECUTION IN PROTECTED ENVIRONMENTS 

 x    

SI-7 (14) SOFTWARE, FIRMWARE, AND INFORMATION INTEGRITY | BINARY OR 
MACHINE EXECUTABLE CODE 

 x   x 

SI-7 (15) SOFTWARE, FIRMWARE, AND INFORMATION INTEGRITY | CODE 
AUTHENTICATION 

 x    

SI-7 (16) SOFTWARE, FIRMWARE, AND INFORMATION INTEGRITY | TIME LIMIT 
ON PROCESS EXECUTION WITHOUT SUPERVISION 

 x    

SI-8 Spam Protection    x x 
SI-8 (1) SPAM PROTECTION | CENTRAL MANAGEMENT    x x 
SI-8 (2) SPAM PROTECTION | AUTOMATIC UPDATES    x x 
SI-8 (3) SPAM PROTECTION | CONTINUOUS LEARNING CAPABILITY      

SI-9 Information Input Restrictions x Incorporated into AC-2, AC-3, AC-5, 
AC-6. 

SI-10 Information Input Validation  x  x x 
SI-10 (1) INFORMATION INPUT VALIDATION | MANUAL OVERRIDE CAPABILITY  x    
SI-10 (2) INFORMATION INPUT VALIDATION | REVIEW / RESOLUTION OF ERRORS  x    
SI-10 (3) INFORMATION INPUT VALIDATION | PREDICTABLE BEHAVIOR  x    
SI-10 (4) INFORMATION INPUT VALIDATION | REVIEW / TIMING INTERACTIONS  x    
SI-10 (5) INFORMATION INPUT VALIDATION | REVIEW / RESTRICT INPUTS TO 

TRUSTED SOURCES AND APPROVED FORMATS 
 x    

SI-11 Error Handling    x x 

SI-12 Information Handling and Retention     x x x 

SI-13 Predictable Failure Prevention  x    
SI-13 (1) PREDICTABLE FAILURE PREVENTION | TRANSFERRING COMPONENT 

RESPONSIBILITIES 
 x    

SI-13 (2) PREDICTABLE FAILURE PREVENTION | TIME LIMIT ON PROCESS 
EXECUTION WITHOUT SUPERVISION 

x Incorporated into SI-7 (16). 

SI-13 (3) PREDICTABLE FAILURE PREVENTION | MANUAL TRANSFER BETWEEN 
COMPONENTS 

 x    

SI-13 (4) PREDICTABLE FAILURE PREVENTION | STANDBY COMPONENT 
INSTALLATION / NOTIFICATION 

 x    

SI-13 (5) PREDICTABLE FAILURE PREVENTION | FAILOVER CAPABILITY  x    

SI-14 Non-Persistence  x    
SI-14 (1) NON-PERSISTENCE | REFRESH FROM TRUSTED SOURCES  x    

SI-15 Information Output Filtering  x    

SI-16 Memory Protection  x  x x 

SI-17 Fail-Safe Procedures  x    
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ADJUSTMENTS TO SECURITY CONTROL BASELINES 
ALLOCATION OF SECURITY CONTROLS AND ASSIGNMENT OF PRIORITY SEQUENCING CODES 

With each revision to SP 800-53, minor adjustments may occur with the security control baselines 
including, for example, allocating additional controls and/or control enhancements, eliminating 
selected controls/enhancements, and changing sequencing priority codes (P-codes). These changes 
reflect: (i)  the ongoing receipt and analysis of threat information; (ii) the periodic reexamination of 
the initial assumptions that generated the security control baselines; (iii) the desire for common 
security control baseline starting points for national security and non-national security systems to 
achieve community-wide convergence (relying subsequently on specific overlays to describe any 
adjustments from the common starting points); and (iv) the periodic reassessment of priority codes 
to appropriately balance the workload of security control implementation. Over time, as the security 
control catalog expands to address the continuing challenges from a dynamic and growing threat 
space that is increasingly sophisticated, organizations will come to rely to a much greater degree on 
overlays to provide the needed specialization for their security plans. 
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APPENDIX E 

ASSURANCE AND TRUSTWORTHINESS 
MEASURES OF CONFIDENCE FOR INFORMATION SYSTEMS 

ecurity assurance is a critical aspect in determining the trustworthiness of information 
systems. Assurance is the measure of confidence that the security functions, features, 
practices, policies, procedures, mechanisms, and architecture of organizational information 

systems accurately mediate and enforce established security policies.94 The objective of this 
appendix is: 

• To encourage organizations to include assurance requirements in procurements of 
information systems, system components, and services; 

• To encourage hardware, software, and firmware developers to employ development practices 
that result in more trustworthy information technology products and systems; 

• To encourage organizations to identify, select, and use information technology products that 
have been built with appropriate levels of assurance and to employ sound systems and 
security engineering techniques and methods during the system development life cycle 
process; 

• To reduce information security risk by deploying more trustworthy information technology 
products within critical information systems or system components; and 

• To encourage developers and organizations to obtain on an ongoing basis, assurance evidence 
for maintaining trustworthiness of information systems. 

Minimum security requirements for federal information and information systems are defined in 
FIPS Publication 200. These requirements can be satisfied by selecting, tailoring, implementing, 
and obtaining assurance evidence for the security controls in the low, moderate, or high baselines 
in Appendix D.95 The baselines also include the assurance-related controls for the minimum 
assurance requirements that are generally applicable to federal information and information 
systems.96 However, considering the current threat space and the increasing risk to organizational 
operations and assets, individuals, other organizations, and the Nation, posed by the advanced 
persistent threat (APT), organizations may choose to implement additional assurance-related 
controls from Appendix F. These additional controls can be selected based on the tailoring 
guidance provided in Section 3.2. Organizations can also consider developing high-assurance 
overlays for critical missions/business functions, specialized environments of operation, and/or 
information technologies (see Section 3.3 and Appendix I). When assurance-related controls 
cannot be satisfied, organizations can propose compensating controls (e.g., procedural/operational 

94 Section 2.6 provides an introduction to the concepts of assurance and trustworthiness and how the two concepts are 
related. A trustworthiness model is illustrated in Figure 3. 
95 CNSS Instruction 1253 provides security control baselines for national security systems. Therefore, the assurance-
related controls in the baselines established for the national security community, if so designated, may differ from those 
controls designated in Tables E-1 through E-3. 

96 It is difficult to determine if a given security control baseline from Appendix D provides the assurance needed across 
all information technologies, users, platforms, and organizations. For example, while the use of formal methods might 
be appropriate in a cross-domain product, different assurance techniques might be appropriate for a complex air traffic 
control system or for a web server providing emergency preparedness information from the Department of Homeland 
Security. Still, the existing baselines do have assurance aspects that reflect the minimum assurance that is anticipated to 
be common across all technologies, users, platforms, and organizations. 

S 
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solutions to compensate for insufficient technology-based solutions) or assume a greater degree 
of risk with regard to the actual security capability achieved. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

The following sections provide a description of the assurance-related controls that are included in 
each of the security control baselines in Appendix D. The criteria for whether a security control is 
assurance-related or functionality-related is based on the overall characteristics of the control. In 
general, assurance-related controls are controls that: (i) define processes, procedures, techniques, 
or methodologies for designing and developing information systems and system components (i.e., 
hardware, software, firmware); (ii) provide supporting operational processes including improving 
the quality of systems/components/processes; (iii) produce security evidence from developmental 
or operational activities; (iv) determine security control effectiveness or risk (e.g., audit, testing, 
evaluation, analysis, assessment, verification, validation, monitoring); or (v) improve personnel 
skills, expertise, and understanding (e.g., security awareness/training, incident response training, 
contingency training). 
 
Security controls may be designated as assurance-related controls even when the controls exhibit 
some functional characteristics or properties (e.g., SI-4, Information System Monitoring). The 
distinction between functionality and assurance is less important when describing the assurance-
related controls in the baselines—primarily because the security controls in the three baselines 
after the tailoring process is applied, become part of the security plans for information systems 
and for organizations.97 However, the distinction becomes more important when organizations 
exercise the option of selecting additional security controls to increase the level of assurance (or 
the degree of confidence) in the security functionality and security capability.  

97 Organizations are cautioned to carefully examine the assurance-related controls in the baselines during the tailoring 
process, including the development of overlays, to help ensure that controls are not being inadvertently eliminated that 
provide the measures of confidence in the security functionality needed for mission/business protection. 

The New Look for Assurance 

While previous versions of Special Publication 800-53 addressed minimum assurance requirements, 
the focus was on higher-level, more abstract requirements applied to the low, moderate, and high 
baselines. This revision takes a fundamentally different approach to assurance by defining specific 
assurance-related security controls in Appendix F that can be implemented by organizations based 
on the security categorizations of their information systems—making the assurance requirements 
more actionable and providing opportunities for increasing the levels of assurance based on mission 
and business needs, current/projected threats, unique operating environments, or the use of new 
technologies. The identification of specific assurance-related controls in the low, moderate, and high 
baselines in easy-to read tables (Tables E-1, E-2, E-3) helps organizations to quickly define controls 
necessary to satisfy minimum assurance requirements. The optional assurance-related controls in 
Table E-4 provide organizations with specification language to use in acquisitions targeted at the 
developers of information systems, system components, and information system services. The 
controls address specific methodologies, techniques, design, and architectural considerations as 
well as sound system and security engineering principles to fundamentally improve the quality of 
hardware, software, and firmware components that will be integrated into organizational information 
systems or the critical infrastructure. The designation of assurance-related controls is not intended to 
imply a greater level of importance for such controls. Achieving adequate security for organizational 
information systems requires the correct combination of both functionality- and assurance-related 
security controls. Only by understanding the importance of the concept of assurance and recognizing 
which security controls are more assurance-oriented versus functionality-oriented can organizations 
select the most appropriate combination of controls to protect their organizational operations and 
assets, individuals, other organizations, and the Nation. 
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Minimum Assurance Requirements – Low-Impact Systems 

Assurance Requirement:  The organization, based on its security requirements, security policies, and needed 
security capabilities, has an expectation of: (i) a limited strength of security functionality; and (ii) a limited 
degree of confidence supported by the depth and coverage of associated security evidence, that the security 
functionality is complete, consistent, and correct. 

Supplemental Guidance:  Security functionality and assurance for low-impact systems are achieved by the 
implementation of security controls from the tailored low baseline in Appendix D. Assurance requirements 
for low-impact systems (including the information technology components that are part of those systems), 
align with that which is readily achievable with unmodified, commercial off-the-shelf (COTS) products and 
services. Due to the limited strength of functionality expected for low-impact systems, the depth/coverage 
of security evidence98 produced is minimal and is not expected to be more than what is routinely provided 
by COTS manufacturers, vendors, and resellers. The depth/coverage evidence is further supplemented by 
the results of security control assessments and the ongoing monitoring of organizational information 
systems and environments in which the systems operate. For other than technology-based functionality, the 
emphasis is on a limited degree of confidence in the completeness, correctness, and consistency of 
procedural and/or operational security functionality (e.g., policies, procedures, physical security, and 
personnel security). Assurance requirements specified in the form of developmental and operational 
assurance controls for low-impact systems are listed in Table E-1. Organizations, through the tailoring 
process (including an organizational assessment of risk), may choose to add other assurance-related 
controls and/or control enhancements to the set included in Table E-1. 

TABLE E-1:  ASSURANCE-RELATED CONTROLS FOR LOW-IMPACT SYSTEMS99 

ID CONTROLS ID CONTROLS 

AC AC-1 MP MP-1 
AT AT-1, AT-2, AT-3, AT-4 PE PE-1, PE-6, PE-8 
AU AU-1, AU-6 PL PL-1, PL-2, PL-4 
CA CA-1, CA-2, CA-3, CA-5, CA-6, CA-7, CA-9 PS PS-1, PS-6, PS-7 
CM CM-1, CM-2, CM-4, CM-8 RA RA-1, RA-3, RA-5 
CP CP-1, CP-3, CP-4 SA SA-1, SA-2, SA-3, SA-4, SA-4 (10), SA-5, SA-9 
IA IA-1 SC SC-1, SC-39 
IR IR-1, IR-2, IR-5 SI SI-1, SI-4, SI-5 
MA MA-1 

 

  

98 NIST Special Publication 800-53A provides additional information on depth and coverage in security control 
assessments. 
99 The assurance-related controls in Table E-1 are a subset of the security controls contained in the security control 
baseline for low-impact systems in Appendix D. Implementing the assurance-related controls in Table E-1 (including 
depth/coverage security evidence from NIST Special Publication 800-53A) will satisfy the minimum assurance 
requirements for low-impact systems mandated by FIPS Publication 200. 
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Minimum Assurance Requirements – Moderate-Impact Systems 

Assurance Requirement:  The organization, based on its security requirements, security policies, and needed 
security capabilities, has an expectation of: (i) a moderate strength of security functionality; and (ii) a 
moderate degree of confidence supported by the depth and coverage of associated security evidence, that 
the security functionality is complete, consistent, and correct. 

Supplemental Guidance:  Security functionality and assurance for moderate-impact systems are achieved by 
the implementation of security controls from the tailored moderate baseline in Appendix D. Assurance 
requirements for moderate-impact systems (including the information technology components that are part 
of those systems) add to the expectations at the low-assurance level by: (i) incorporating COTS security 
functionality with greater strength of mechanism and capability than the strength of mechanism and 
capability achieved in low-impact systems; (ii) requiring perhaps, some special development; (iii) 
establishing more secure configuration settings; and (iv) requiring some additional assessment of the 
implemented capability. Due to the moderate strength of functionality expected for moderate-impact 
systems, the depth/coverage of security evidence100 produced is more substantial than the minimal evidence 
produced for low-impact systems but still in the range of what can be provided by COTS manufacturers, 
vendors, and resellers. The depth/coverage evidence is further supplemented by the results of additional 
security control assessments and the ongoing monitoring of organizational information systems and 
environments of operation. For other than technology-based functionality, the emphasis is on a moderate 
degree of confidence in the completeness, correctness, and consistency of procedural and/or operational 
security functionality (e.g., policies, procedures, physical security, and personnel security). Assurance 
requirements in the form of developmental and operational assurance controls for moderate-impact systems 
are listed in Table E-2. Organizations, through the tailoring process (including an organizational assessment 
of risk), may choose to add other assurance-related controls and/or control enhancements to the set 
included in Table E-2. 

TABLE E-2:  ASSURANCE-RELATED CONTROLS FOR MODERATE-IMPACT SYSTEMS101 

ID CONTROLS ID CONTROLS 
AC AC-1 MP MP-1 
AT AT-1, AT-2, AT-2 (2), AT-3, AT-4 PE PE-1, PE-6, PE-6 (1), PE-8 
AU AU-1, AU-6, AU-6 (1), AU-6 (3), AU-7, AU-7 (1) PL PL-1, PL-2, PL-2 (3), PL-4, PL-4 (1), PL-8 
CA CA-1, CA-2, CA-2 (1), CA-3, CA-5, CA-6, CA-7, CA-7 (1), CA-

9 
PS PS-1, PS-6, PS-7 

CM CM-1, CM-2, CM-2 (1), CM-2 (3), CM-2 (7), CM-3, CM-3 (2), 
CM-4, CM-8, CM-8 (1), CM-8 (3), CM-8 (5) 

RA RA-1, RA-3, RA-5, RA-5 (1), RA-5 (2), RA-5 (5) 

CP CP-1, CP-3, CP-4, CP-4 (1) SA SA-1, SA-2, SA-3, SA-4, SA-4 (1), SA-4 (2), SA-4 (9), SA-4 
(10), SA-5, SA-8, SA-9, SA-9 (2), SA-10, SA-11 

IA IA-1 SC SC-1, SC-2, SC-39 
IR IR-1, IR-2, IR-3, IR-3 (2), IR-5 SI SI-1, SI-4, SI-4 (2), SI-4 (4), SI-4 (5), SI-5, SI-7, SI-7 (1), SI-7 

(7), SI-10, SI-16 MA MA-1 
  

100 NIST Special Publication 800-53A provides additional information on depth and coverage in security control 
assessments. 

101 The assurance-related controls in Table E-2 are a subset of the security controls contained in the security control 
baseline for moderate-impact systems in Appendix D. Implementing the assurance-related controls in Table E-2 
(including depth/coverage security evidence from NIST Special Publication 800-53A) will satisfy the minimum 
assurance requirements for moderate-impact systems mandated by FIPS Publication 200. The bold text indicates the 
delta from the low baseline (i.e., the assurance-related controls added to the low baseline to produce the increased level 
of assurance in the moderate baseline). 
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Minimum Assurance Requirements – High-Impact Systems 

Assurance Requirement:  The organization, based on its security requirements, security policies, and needed 
security capabilities, has an expectation of: (i) a high strength of security functionality; and (ii) a high 
degree of confidence supported by the depth and coverage of associated security evidence, that the security 
functionality is complete, consistent, and correct. 

Supplemental Guidance:  Security functionality and assurance for high-impact systems are achieved by the 
implementation of security controls from the tailored high baseline in Appendix D. Assurance requirements 
for high-impact systems (including the information technology components that are part of those systems), 
add to the expectations at the moderate assurance level by: (i) incorporating higher-end COTS security 
capabilities that result from the application of commonly accepted best commercial development practices 
for reducing latent flaw rates, some special development, and additional assessment of the implemented 
capability. Due to the high strength of functionality expected for high-impact systems, the depth/coverage 
of security evidence102 produced is more comprehensive than the evidence produced for moderate-impact 
systems. Although the evidence may still be in the range of what can be provided by COTS manufacturers, 
vendors, and resellers, greater assurance from independent assessment providers may be required. The 
depth/coverage evidence is supplemented by the results of additional security control assessments and the 
ongoing monitoring of organizational information systems/environments of operation. For other than 
technology-based functionality, there is a high degree of confidence in the completeness, correctness, and 
consistency of procedural and/or operational security functionality (e.g., policies, procedures, physical 
security, and personnel security). Assurance requirements in the form of developmental and operational 
assurance controls for high-impact information systems are listed in Table E-3. Organizations, through the 
tailoring process (including an organizational assessment of risk), may choose to add other assurance-
related controls and/or control enhancements to the set included in Table E-3. 

TABLE E-3:  ASSURANCE-RELATED CONTROLS FOR HIGH-IMPACT SYSTEMS103 

ID CONTROLS ID CONTROLS 
AC AC-1 MP MP-1 
AT AT-1, AT-2, AT-2 (2), AT-3, AT-4 PE PE-1, PE-6, PE-6 (1), PE-6 (4), PE-8 
AU AU-1, AU-6, AU-6 (1), AU-6 (3), AU-6 (5), AU-6 (6), AU-7, AU-

7 (1), AU-10 
PL PL-1, PL-2, PL-2 (3), PL-4, PL-4 (1), PL-8 

CA CA-1, CA-2, CA-2 (1), CA-2 (2), CA-3, CA-5, CA-6, CA-7, CA-
7 (1), CA-8, CA-9 

PS PS-1, PS-6, PS-7 

CM CM-1, CM-2, CM-2 (1), CM-2 (2), CM-2 (3), CM-2 (7), CM-3, 
CM-3 (1), CM-3 (2), CM-4, CM-4 (1), CM-8, CM-8 (1), CM-8 
(2), CM-8 (3), CM-8 (4), CM-8 (5) 

RA RA-1, RA-3, RA-5, RA-5 (1), RA-5 (2), RA-5 (4), RA-5 (5) 

CP CP-1, CP-3, CP-3 (1), CP-4, CP-4 (1), CP-4 (2) SA SA-1, SA-2, SA-3, SA-4, SA-4 (1), SA-4 (2), SA-4 (9), SA-4 
(10), SA-5, SA-8, SA-9, SA-9 (2), SA-10, SA-11, SA-12, SA-
15, SA-16, SA-17 

IA IA-1 SC SC-1, SC-2, SC-3, SC-7 (18), SC-7 (21), SC-24, SC-39 
IR IR-1, IR-2, IR-2 (1), IR-2 (2), IR-3, IR-3 (2), IR-5, IR-5 (1) SI SI-1, SI-4, SI-4 (2), SI-4 (4), SI-4 (5), SI-5, SI-5 (1), SI-6, SI-7, 

SI-7 (1), SI-7 (2), SI-7 (5), SI-7 (7), SI-7 (14), SI-10, SI-16 MA MA-1 
 

 
 
  

102 NIST Special Publication 800-53A provides additional information on depth and coverage in security control 
assessments. 

103 The assurance-related controls in Table E-3 are a subset of the security controls contained in the security control 
baseline for high-impact systems in Appendix D. Implementing the assurance-related controls in Table E-3 (including 
depth/coverage security evidence from NIST Special Publication 800-53A) will satisfy the minimum assurance 
requirements for high-impact systems mandated by FIPS Publication 200. The bold text indicates the delta from the 
moderate baseline (i.e., the assurance-related controls added to the moderate baseline to produce the increased level of 
assurance in the high baseline). 
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Security Controls to Achieve Enhanced Assurance 

While the assurance-related controls allocated to the low, moderate, and high baselines in the 
previous sections, represent minimum assurance requirements, organizations can, over time, 
choose to raise the level of assurance in their information systems—increasing the level of 
trustworthiness accordingly. This is accomplished by adding assurance-related controls to the 
controls in the baselines to increase both the strength of security functionality and degree of 
confidence that the functionality is correct, complete, and consistent—making the functionality 
highly resistant to penetration, tamper, or bypass. Security functionality that is highly resistant to 
penetration, tamper, and bypass requires a significant work factor on the part of adversaries to 
compromise the confidentiality, integrity, or availability of the information system or system 
components where that functionality is employed. 

Since high-assurance information technology products may be more costly and difficult to obtain, 
organizations may choose to partition their information systems into distinct subsystems to isolate 
the critical components and focus the high-assurance efforts on a more narrowly defined subset of 
information resources. Organizations that find it difficult to achieve high-assurance information 
technology solutions may have to rely to a greater extent on procedural or operational protections 
to ensure mission and business success. This includes, for example, reengineering critical mission 
and business processes to be less susceptible to high-end threats. Table E-4 provides additional 
developmental and operational activities (e.g., in the SA, SI, and CM security control families), 
that organizations can select to achieve an enhanced level of assurance (up to and including high 
assurance). The list of assurance-related controls is not intended to be exhaustive. Organizations, 
during the tailoring process, may choose to designate other security controls as assurance-related 
and add to the exemplar set in Table E-4. 
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TABLE E-4:  SECURITY CONTROLS FOR ENHANCED ASSURANCE104 

ID CONTROLS ID CONTROLS 
AC AC-25 MP No additional controls. 
AT AT-2 (1), AT-3 (all enhancements) PE PE-6 (2), PE-6 (3) 
AU AU-6 (4), AU-6 (7), AU-6 (8), AU-6 (9), AU-6 (10), AU-10 (all 

enhancements), AU-11 (1), AU-13 (plus enhancements), AU-
14 (plus enhancements) 

PL PL-8 (all enhancements), PL-9 

CA CA-2 (3), CA-5 (1), CA-7 (3), CA-8 (all enhancements), CA-9 
(1) 

PS PS-6 (2), PS-6 (3) 

CM CM-2  (6), CM-4 (2), CM-8 (6), CM-8 (7), CM-8 (8), CM-8 (9) RA RA-5 (3), RA-5 (6), RA-5 (8), RA-5 (10), RA-6 
CP CP-3 (2), CP-4 (3), CP-4 (4), CP-12 SA SA-4 (3), SA-4 (5), SA-4 (6), SA-4 (7), SA-4 (8), SA-9 (1), SA-

9 (3), SA-9 (4), SA-9 (5), SA-10 (all enhancements), SA-11 (all 
enhancements), SA-12 (all enhancements), SA-13, SA-14, 
SA-15 (all enhancements), SA-17 (all enhancements), SA-18 
(plus enhancements), SA-19 (plus enhancements), SA-20, 
SA-21 (plus enhancement), SA-22 (plus enhancement) 

IA No additional controls. SC SC-2 (1), SC-3 (all enhancements), SC-6, SC-7 (22), SC-11 
(plus enhancement), SC-29 (plus enhancement), SC-30 (plus 
enhancements), SC-31 (plus enhancements), SC-32, SC-34 
(plus enhancements), SC-36 (plus enhancement), SC-37 (plus 
enhancement), SC-38, SC-39 (all enhancements) 

IR IR-3 (1) SI SI-4 (1), SI-4 (3), SI-4 (7), SI-4 (9), SI-4 (10), SI-4 (11), SI-4 
(12), SI-4 (13), SI-4 (14), SI-4 (15), SI-4 (16), SI-4 (17), SI-4 
(18), SI-4 (19), SI-4 (20), SI-4 (21), SI-4 (22), SI-4 (23), SI-4 
(24), SI-7 (3), SI-7 (6), SI-7 (8), SI-7 (9), SI-7 (10), SI-7 (11), 
SI-7 (12), SI-7 (13), SI-7 (15), SI-7 (16), SI-10 (all 
enhancements), SI-13 (plus enhancements), SI-14 (plus 
enhancement), SI-15, SI-17 

MA No additional controls. 

104 The assurance-related controls in Table E-4 represent the additional security controls needed to achieve enhanced 
levels of assurance (i.e., the controls needed to go beyond the minimum assurance levels that are represented by the 
assurance-related controls in Tables E-1, E-2, and E-3). When an assurance-related control is allocated to a baseline 
(i.e., listed in Tables E-1, E-2, or E-3), but all of its control enhancements are in Table E-4, it is designated in the table 
as Control (all enhancements). When an assurance-related control and all of its control enhancements are not allocated 
to baselines, it is designated in the table as Control (plus enhancements). When assurance-related control enhancements 
from a particular control are allocated to one of the baselines, the remaining unselected control enhancements are listed 
individually in Table E-4. 
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APPENDIX F 

SECURITY CONTROL CATALOG  
SECURITY CONTROLS, ENHANCEMENTS, AND SUPPLEMENTAL GUIDANCE 

he catalog of security controls in this appendix provides a range of safeguards and 
countermeasures for organizations and information systems.105 The security controls have 
been designed to facilitate compliance with applicable federal laws, Executive Orders, 

directives, policies, regulations, standards, and guidelines.106 The organization of the security 
control catalog, the structure of the security controls, and the concept of allocating security 
controls and control enhancements to the initial baselines in Appendix D are described in Chapter 
Two. The security controls in the catalog with few exceptions, have been designed to be policy- 
and technology-neutral. This means that security controls and control enhancements focus on the 
fundamental safeguards and countermeasures necessary to protect information during processing, 
while in storage, and during transmission. Therefore, it is beyond the scope of this publication to 
provide guidance on the application of security controls to specific technologies, communities of 
interest, environments of operation, or missions/business functions. These areas are addressed by 
the use of the tailoring process described in Chapter Three and the development of overlays 
described in Appendix I. 

In the few cases where specific technologies are called out in security controls (e.g., mobile, PKI, 
wireless, VOIP), organizations are cautioned that the need to provide adequate security goes well 
beyond the requirements in a single control associated with a particular technology. Many of the 
needed safeguards/countermeasures are obtained from the other security controls in the catalog 
allocated to the initial control baselines as the starting point for the development of security plans 
and overlays using the tailoring process. In addition to the organization-driven development of 
specialized security plans and overlays, NIST Special Publications and Interagency Reports may 
provide guidance on recommended security controls for specific technologies and sector-specific 
applications (e.g., Smart Grid, healthcare, Industrial Control Systems, and mobile). 

Employing a policy- and technology-neutral security control catalog has the following benefits: 

• It encourages organizations to focus on the security capabilities required for mission/business 
success and the protection of information, irrespective of the information technologies that 
are employed in organizational information systems; 

• It encourages organizations to analyze each security control for its applicability to specific 
technologies, environments of operation, missions/business functions, and communities of 
interest; and 

105 An online version of the catalog of security controls is also available at http://web.nvd.nist.gov/view/800-53/home. 
106 Compliance necessitates organizations executing due diligence with regard to information security and risk 
management. Information security due diligence includes using all appropriate information as part of an organization-
wide risk management program to effectively use the tailoring guidance and inherent flexibility in NIST publications so 
that the selected security controls documented in organizational security plans meet the specific mission and business 
requirements of organizations. Using the risk management tools and techniques that are available to organizations is 
essential in developing, implementing, and maintaining the safeguards and countermeasures with the necessary and 
sufficient strength of mechanism to address the current threats to organizational operations and assets, individuals, 
other organizations, and the Nation. Employing effective risk-based processes, procedures, and technologies will help 
ensure that all federal information systems and organizations have the necessary resilience to support ongoing federal 
responsibilities, critical infrastructure applications, and continuity of government. 
 

T 
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• It encourages organizations to specify security policies as part of the tailoring process for 
security controls that have variable parameters. 

For example, organizations using smart phones, tablets, or other types of mobile devices would 
start the tailoring process by assuming that all security controls and control enhancements in the 
appropriate baseline (low, moderate, or high) are needed. The tailoring process may result in 
certain security controls being eliminated for a variety of reasons, including, for example, the 
inability of the technology to support the implementation of the control. However, the elimination 
of such controls without understanding the potential adverse impacts to organizational missions 
and business functions can significantly increase information security risk and should be carefully 
analyzed. This type of analysis is essential in order for organizations to make effective risk-based 
decisions including the selection of appropriate compensating security controls, when considering 
the use of these emerging mobile devices and technologies. The specialization of security plans 
using the tailoring guidance and overlays, together with a comprehensive set of technology- and 
policy-neutral security controls, promotes cost-effective, risk-based information security for 
organizations—in any sector, for any technology, and in any operating environment. 

The security controls in the catalog are expected to change over time, as controls are withdrawn, 
revised, and added. In order to maintain stability in security plans and automated tools supporting 
the implementation of Special Publication 800-53, security controls will not be renumbered each 
time a control is withdrawn. Rather, notations of security controls that have been withdrawn are 
maintained in the catalog for historical purposes. Security controls are withdrawn for a variety of 
reasons including, for example: the security capability provided by the withdrawn control has 
been incorporated into another control; the security capability provided by the withdrawn control 
is redundant to an existing control; or the security control is deemed to be no longer necessary. 

There may, on occasion, be repetition in requirements that appear in the security controls and 
control enhancements that are part of the security control catalog. This repetition in requirements 
is intended to reinforce the security requirements from the perspective of multiple controls and/or 
enhancements. For example, the requirement for strong identification and authentication when 
conducting remote maintenance activities appears in the MA family in the specific context of 
systems maintenance activities conducted by organizations. The identification and authentication 
requirement also appears in a more general context in the IA family. While these requirements 
appear to be redundant (i.e., overlapping), they are, in fact, mutually reinforcing and not intended 
to require additional effort on the part of organizations in the development and implementation of 
security programs. 

  

Implementation Tip 

New security controls and control enhancements will be developed on a regular basis using state-of-
the-practice information from national-level threat and vulnerability databases as well as information 
on the tactics, techniques, and procedures employed by adversaries in launching cyber attacks. The 
proposed modifications to security controls and security control baselines will be carefully weighed 
during each revision cycle, considering the desire for stability of the security control catalog and the 
need to respond to changing threats, vulnerabilities, attack methods, and information technologies. 
The overall objective is to raise the basic level of information security over time. Organizations may 
choose to develop new security controls when there is a specific security capability required and the 
appropriate controls are not available in Appendices F or G. 
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SECURITY CONTROL CLASS DESIGNATIONS 
MANAGEMENT, OPERATIONAL, AND TECHNICAL REFERENCES 

Because many security controls within the security control families in Appendix F have various 
combinations of management, operational, and technical properties, the specific class designations 
have been removed from the security control families. Organizations may still find it useful to 
apply such designations to individual security controls and control enhancements or to individual 
sections within a particular control/enhancement. Organizations may find it beneficial to employ 
class designations as a way to group or refer to security controls. The class designations may also 
help organizations with the process of allocating security controls and control enhancements to: (i) 
responsible parties or information systems (e.g., as common or hybrid controls); (ii) specific roles; 
and/or (iii) specific components of a system. For example, organizations may determine that the 
responsibility for system-specific controls they have placed in the management class belong to the 
information system owner, controls placed in the operational class belong to the Information 
System Security Officer (ISSO), and controls placed in the technical class belong to one or more 
system administrators. This example is provided to illustrate the potential usefulness of designating 
classes for controls and/or control enhancements; it is not meant to suggest or require additional 
tasks for organizations. 
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CAUTIONARY NOTE 
DEVELOPMENT OF SYSTEMS, COMPONENTS, AND SERVICES 

With the renewed emphasis on trustworthy information systems and supply chain security, it is 
essential that organizations have the capability to express their information security requirements 
with clarity and specificity in order to engage the information technology industry and obtain the 
systems, components, and services necessary for mission and business success. To ensure that 
organizations have such capability, Special Publication 800-53 provides a set of security controls in 
the System and Services Acquisition family (i.e., SA family) addressing requirements for the 
development of information systems, information technology products, and information system 
services. Therefore, many of the controls in the SA family are directed at developers of those 
systems, components, and services. It is important for organizations to recognize that the scope of 
the security controls in the SA family includes all system/component/service development and the 
developers associated with such development whether the development is conducted by internal 
organizational personnel or by external developers through the contracting/acquisition process. 
Affected controls include SA-8, SA-10, SA-11, SA-15, SA-16, SA-17, SA-20, and SA-21. 
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Fundamentals of the Catalog 

Security controls and control enhancements in Appendices F and G are generally designed to be 
policy-neutral and technology/implementation-independent. Organizations provide information 
about security controls and control enhancements in two ways: 

• By specifying security control implementation details (e.g., platform dependencies) in the 
associated security plan for the information system or security program plan for the 
organization; and 

• By establishing specific values in the variable sections of selected security controls through the 
use of assignment and selection statements. 

Assignment and selection statements provide organizations with the capability to specialize 
security controls and control enhancements based on organizational security requirements or 
requirements originating in federal laws, Executive Orders, directives, policies, regulations, 
standards, or guidelines. Organization-defined parameters used in assignment and selection 
statements in the basic security controls apply also to all control enhancements associated with 
those controls. Control enhancements strengthen the fundamental security capability in the base 
control but are not a substitute for using assignment or selection statements to provide greater 
specificity to the control. Assignment statements for security controls and control enhancements 
do not contain minimum or maximum values (e.g., testing contingency plans at least annually). 
Organizations should consult specific federal laws, Executive Orders, directives, regulations, 
policies, standards, or guidelines as the definitive sources for such information. The absence of 
minimum and maximum values from the security controls and control enhancements does not 
obviate the need for organizations to comply with requirements in the controlling source 
publications. 

The first security control in each family (i.e., the dash-1 control) generates requirements for 
specific policies and procedures that are needed for the effective implementation of the other 
security controls in the family. Therefore, individual controls and control enhancements in a 
particular family do not call for the development of such policies and procedures. Supplemental 
guidance sections of security controls and control enhancements do not contain any requirements 
or references to FIPS or NIST Special Publications. NIST publications are, however, included in 
a references section for each security control.  

In support of the Joint Task Force initiative to develop a unified information security framework 
for the federal government, security controls and control enhancements for national security 
systems are included in this appendix. The inclusion of such controls and enhancements is not 
intended to impose security requirements on organizations that operate national security systems. 
Rather, organizations can use the security controls and control enhancements on a voluntary basis 
with the approval of federal officials exercising policy authority over national security systems. In 
addition, the security control priorities and security control baselines listed in Appendix D and in 
the priority and baseline allocation summary boxes below each security control in Appendix F, 
apply to non-national security systems only unless otherwise directed by the federal officials with 
national security policy authority.  
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Using the Catalog 

Organizations employ security controls107 in federal information systems and the environments in 
which those systems operate in accordance with FIPS Publication 199, FIPS Publication 200, and 
NIST Special Publications 800-37 and 800-39. Security categorization of federal information and 
information systems, as required by FIPS Publication 199, is the first step in the RMF.108 Next, 
organizations select the appropriate security control baselines for their information systems by 
satisfying the minimum security requirements set forth in FIPS Publication 200. Appendix D 
includes three security control baselines that are associated with the designated impact levels of 
information systems as determined during the security categorization process.109 After baseline 
selection, organizations tailor the baselines by: (i) identifying/designating common controls; (ii) 
applying scoping considerations; (iii) selecting compensating controls, if needed; (iv) assigning 
control parameter values in selection and assignment statements; (v) supplementing the baseline 
controls with additional controls and control enhancements from the security control catalog; and 
(vi) providing additional information for control implementation. Organizations can also use the 
baseline tailoring process with the overlay concept that is described in Section 3.2 and Appendix 
I. Risk assessments, as described in NIST Special Publication 800-30, guide and inform the 
security control selection process.110 

 

 

107 The security controls in Special Publication 800-53 are available online and can be downloaded in various formats 
from the NIST web site at: http://web.nvd.nist.gov/view/800-53/home. 

108 CNSS Instruction 1253 provides guidance for security categorization of national security systems. 
109 CNSS Instruction 1253 provides guidance on security control baselines for national security systems and specific 
tailoring requirements associated with such systems. 
110 There are additional security controls and control enhancements that appear in the catalog that are not used in any of 
the initial baselines. These additional controls and control enhancements are available to organizations and can be used 
in the tailoring process to achieve the needed level of protection in accordance with organizational risk assessments. 

CAUTIONARY NOTE 
USE OF CRYPTOGRAPHY 

If cryptography is required for the protection of information based on the selection of security 
controls in Appendix F and subsequently implemented by organizational information systems, the 
cryptographic mechanisms comply with applicable federal laws, Executive Orders, directives, 
policies, regulations, standards, and guidance. This includes, for NSA-approved cryptography to 
protect classified information, FIPS-validated cryptography to protect unclassified information, and 
NSA-approved and FIPS-compliant key management technologies and processes. Security controls 
SC-12 and SC-13 provide specific information on the selection of appropriate cryptographic 
mechanisms, including the strength of such mechanisms. 
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FAMILY:  ACCESS CONTROL 

AC-1 ACCESS CONTROL POLICY AND PROCEDURES 

Control:  The organization: 

a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or 
roles]: 

1. An access control policy that addresses purpose, scope, roles, responsibilities, 
management commitment, coordination among organizational entities, and compliance; 
and 

2. Procedures to facilitate the implementation of the access control policy and associated 
access controls; and 

b. Reviews and updates the current: 

1. Access control policy [Assignment: organization-defined frequency]; and 

2. Access control procedures [Assignment: organization-defined frequency]. 

Supplemental Guidance:  This control addresses the establishment of policy and procedures for the 
effective implementation of selected security controls and control enhancements in the AC family. 
Policy and procedures reflect applicable federal laws, Executive Orders, directives, regulations, 
policies, standards, and guidance. Security program policies and procedures at the organization 
level may make the need for system-specific policies and procedures unnecessary. The policy can 
be included as part of the general information security policy for organizations or conversely, can 
be represented by multiple policies reflecting the complex nature of certain organizations. The 
procedures can be established for the security program in general and for particular information 
systems, if needed. The organizational risk management strategy is a key factor in establishing 
policy and procedures. Related control: PM-9. 

Control Enhancements:  None. 

References:  NIST Special Publications 800-12, 800-100. 

Priority and Baseline Allocation: 

P1 LOW   AC-1 MOD   AC-1 HIGH   AC-1 
 

AC-2 ACCOUNT MANAGEMENT 

Control:  The organization: 

a. Identifies and selects the following types of information system accounts to support 
organizational missions/business functions: [Assignment: organization-defined information 
system account types]; 

b. Assigns account managers for information system accounts; 

c. Establishes conditions for group and role membership; 

d. Specifies authorized users of the information system, group and role membership, and access 
authorizations (i.e., privileges) and other attributes (as required) for each account; 

e. Requires approvals by [Assignment: organization-defined personnel or roles] for requests to 
create information system accounts; 

f. Creates, enables, modifies, disables, and removes information system accounts in accordance 
with [Assignment: organization-defined procedures or conditions]; 

g. Monitors the use of information system accounts; 

APPENDIX F-AC   PAGE F-7 



Special Publication 800-53 Revision 4                                  Security and Privacy Controls for Federal Information Systems 
                                                                                               and Organizations 
________________________________________________________________________________________________ 

h. Notifies account managers: 

1. When accounts are no longer required; 

2. When users are terminated or transferred; and 

3. When individual information system usage or need-to-know changes; 

i. Authorizes access to the information system based on: 

1. A valid access authorization; 

2. Intended system usage; and 

3. Other attributes as required by the organization or associated missions/business functions; 

j. Reviews accounts for compliance with account management requirements [Assignment: 
organization-defined frequency]; and 

k. Establishes a process for reissuing shared/group account credentials (if deployed) when 
individuals are removed from the group. 

Supplemental Guidance:  Information system account types include, for example, individual, shared, 
group, system, guest/anonymous, emergency, developer/manufacturer/vendor, temporary, and 
service. Some of the account management requirements listed above can be implemented by 
organizational information systems. The identification of authorized users of the information 
system and the specification of access privileges reflects the requirements in other security 
controls in the security plan. Users requiring administrative privileges on information system 
accounts receive additional scrutiny by appropriate organizational personnel (e.g., system owner, 
mission/business owner, or chief information security officer) responsible for approving such 
accounts and privileged access. Organizations may choose to define access privileges or other 
attributes by account, by type of account, or a combination of both. Other attributes required for 
authorizing access include, for example, restrictions on time-of-day, day-of-week, and point-of-
origin. In defining other account attributes, organizations consider system-related requirements 
(e.g., scheduled maintenance, system upgrades) and mission/business requirements, (e.g., time 
zone differences, customer requirements, remote access to support travel requirements). Failure to 
consider these factors could affect information system availability. Temporary and emergency 
accounts are accounts intended for short-term use. Organizations establish temporary accounts as a 
part of normal account activation procedures when there is a need for short-term accounts without 
the demand for immediacy in account activation. Organizations establish emergency accounts in 
response to crisis situations and with the need for rapid account activation. Therefore, emergency 
account activation may bypass normal account authorization processes. Emergency and temporary 
accounts are not to be confused with infrequently used accounts (e.g., local logon accounts used 
for special tasks defined by organizations or when network resources are unavailable). Such 
accounts remain available and are not subject to automatic disabling or removal dates. Conditions 
for disabling or deactivating accounts include, for example: (i) when shared/group, emergency, or 
temporary accounts are no longer required; or (ii) when individuals are transferred or terminated. 
Some types of information system accounts may require specialized training. Related controls: 
AC-3, AC-4, AC-5, AC-6, AC-10, AC-17, AC-19, AC-20, AU-9, IA-2, IA-4, IA-5, IA-8, CM-5, 
CM-6, CM-11, MA-3, MA-4, MA-5, PL-4, SC-13. 

Control Enhancements: 

(1) ACCOUNT MANAGEMENT | AUTOMATED SYSTEM ACCOUNT MANAGEMENT 
The organization employs automated mechanisms to support the management of information 
system accounts. 

Supplemental Guidance:  The use of automated mechanisms can include, for example: using 
email or text messaging to automatically notify account managers when users are terminated 
or transferred; using the information system to monitor account usage; and using telephonic 
notification to report atypical system account usage. 
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(2) ACCOUNT MANAGEMENT | REMOVAL OF TEMPORARY / EMERGENCY ACCOUNTS 
The information system automatically [Selection: removes; disables] temporary and emergency 
accounts after [Assignment: organization-defined time period for each type of account]. 

Supplemental Guidance:  This control enhancement requires the removal of both temporary and 
emergency accounts automatically after a predefined period of time has elapsed, rather than at 
the convenience of the systems administrator. 

(3) ACCOUNT MANAGEMENT | DISABLE INACTIVE ACCOUNTS  
The information system automatically disables inactive accounts after [Assignment: organization-
defined time period]. 

(4) ACCOUNT MANAGEMENT | AUTOMATED AUDIT ACTIONS 
The information system automatically audits account creation, modification, enabling, disabling, 
and removal actions, and notifies [Assignment: organization-defined personnel or roles]. 
Supplemental Guidance:  Related controls: AU-2, AU-12. 

(5) ACCOUNT MANAGEMENT | INACTIVITY LOGOUT 
The organization requires that users log out when [Assignment: organization-defined time-period 
of expected inactivity or description of when to log out]. 
Supplemental Guidance:  Related control: SC-23. 

(6) ACCOUNT MANAGEMENT | DYNAMIC PRIVILEGE MANAGEMENT 
The information system implements the following dynamic privilege management capabilities: 
[Assignment: organization-defined list of dynamic privilege management capabilities]. 

Supplemental Guidance:  In contrast to conventional access control approaches which employ 
static information system accounts and predefined sets of user privileges, dynamic access 
control approaches (e.g., service-oriented architectures) rely on run time access control 
decisions facilitated by dynamic privilege management. While user identities may remain 
relatively constant over time, user privileges may change more frequently based on ongoing 
mission/business requirements and operational needs of organizations. Dynamic privilege 
management can include, for example, the immediate revocation of privileges from users, as 
opposed to requiring that users terminate and restart their sessions to reflect any changes in 
privileges. Dynamic privilege management can also refer to mechanisms that change the 
privileges of users based on dynamic rules as opposed to editing specific user profiles. This 
type of privilege management includes, for example, automatic adjustments of privileges if 
users are operating out of their normal work times, or if information systems are under duress 
or in emergency maintenance situations. This control enhancement also includes the ancillary 
effects of privilege changes, for example, the potential changes to encryption keys used for 
communications. Dynamic privilege management can support requirements for information 
system resiliency. Related control: AC-16. 

(7) ACCOUNT MANAGEMENT | ROLE-BASED SCHEMES 
The organization: 

(a) Establishes and administers privileged user accounts in accordance with a role-based access 
scheme that organizes allowed information system access and privileges into roles; 

(b) Monitors privileged role assignments; and 

(c) Takes [Assignment: organization-defined actions] when privileged role assignments are no 
longer appropriate. 

Supplemental Guidance:  Privileged roles are organization-defined roles assigned to individuals 
that allow those individuals to perform certain security-relevant functions that ordinary users 
are not authorized to perform. These privileged roles include, for example, key management, 
account management, network and system administration, database administration, and web 
administration. 

(8) ACCOUNT MANAGEMENT | DYNAMIC ACCOUNT CREATION 
The information system creates [Assignment: organization-defined information system accounts] 
dynamically. 

Supplemental Guidance:  Dynamic approaches for creating information system accounts (e.g., as 
implemented within service-oriented architectures) rely on establishing accounts (identities) at 
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run time for entities that were previously unknown. Organizations plan for dynamic creation 
of information system accounts by establishing trust relationships and mechanisms with the 
appropriate authorities to validate related authorizations and privileges. Related control: AC-
16. 

(9) ACCOUNT MANAGEMENT | RESTRICTIONS ON USE OF SHARED GROUPS / ACCOUNTS 
The organization only permits the use of shared/group accounts that meet [Assignment: 
organization-defined conditions for establishing shared/group accounts]. 

(10) ACCOUNT MANAGEMENT | SHARED / GROUP ACCOUNT CREDENTIAL TERMINATION 
The information system terminates shared/group account credentials when members leave the 
group. 

(11) ACCOUNT MANAGEMENT | USAGE CONDITIONS 
The information system enforces [Assignment: organization-defined circumstances and/or usage 
conditions] for [Assignment: organization-defined information system accounts]. 
Supplemental Guidance:  Organizations can describe the specific conditions or circumstances 
under which information system accounts can be used, for example, by restricting usage to 
certain days of the week, time of day, or specific durations of time. 

(12) ACCOUNT MANAGEMENT | ACCOUNT MONITORING / ATYPICAL USAGE 
The organization: 
(a) Monitors information system accounts for [Assignment: organization-defined atypical use]; 

and 
(b) Reports atypical usage of information system accounts to [Assignment: organization-defined 

personnel or roles]. 

Supplemental Guidance:  Atypical usage includes, for example, accessing information systems 
at certain times of the day and from locations that are not consistent with the normal usage 
patterns of individuals working in organizations. Related control: CA-7. 

(13) ACCOUNT MANAGEMENT | DISABLE ACCOUNTS FOR HIGH-RISK INDIVIDUALS 
The organization disables accounts of users posing a significant risk within [Assignment: 
organization-defined time period] of discovery of the risk. 

Supplemental Guidance:  Users posing a significant risk to organizations include individuals for 
whom reliable evidence or intelligence indicates either the intention to use authorized access 
to information systems to cause harm or through whom adversaries will cause harm. Harm 
includes potential adverse impacts to organizational operations and assets, individuals, other 
organizations, or the Nation. Close coordination between authorizing officials, information 
system administrators, and human resource managers is essential in order for timely execution 
of this control enhancement. Related control: PS-4. 

References:  None. 

Priority and Baseline Allocation: 

P1 LOW   AC-2 MOD   AC-2 (1) (2) (3) (4) HIGH   AC-2 (1) (2) (3) (4) (5) (11) (12) (13) 
 

AC-3 ACCESS ENFORCEMENT 

Control:  The information system enforces approved authorizations for logical access to information           
and system resources in accordance with applicable access control policies. 

Supplemental Guidance:  Access control policies (e.g., identity-based policies, role-based policies, 
control matrices, cryptography) control access between active entities or subjects (i.e., users or 
processes acting on behalf of users) and passive entities or objects (e.g., devices, files, records, 
domains) in information systems. In addition to enforcing authorized access at the information 
system level and recognizing that information systems can host many applications and services in 
support of organizational missions and business operations, access enforcement mechanisms can 
also be employed at the application and service level to provide increased information security. 
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Related controls: AC-2, AC-4, AC-5, AC-6, AC-16, AC-17, AC-18, AC-19, AC-20, AC-21, AC-
22, AU-9, CM-5, CM-6, CM-11, MA-3, MA-4, MA-5, PE-3. 

Control Enhancements: 

(1) ACCESS ENFORCEMENT | RESTRICTED ACCESS TO PRIVILEGED FUNCTIONS  
[Withdrawn: Incorporated into AC-6]. 

(2) ACCESS ENFORCEMENT | DUAL AUTHORIZATION 
The information system enforces dual authorization for [Assignment: organization-defined 
privileged commands and/or other organization-defined actions]. 

Supplemental Guidance:  Dual authorization mechanisms require the approval of two authorized 
individuals in order to execute. Organizations do not require dual authorization mechanisms 
when immediate responses are necessary to ensure public and environmental safety. Dual 
authorization may also be known as two-person control. Related controls: CP-9, MP-6. 

(3) ACCESS ENFORCEMENT | MANDATORY ACCESS CONTROL 
The information system enforces [Assignment: organization-defined mandatory access control 
policies] over all subjects and objects where the policy specifies that: 

(a) The policy is uniformly enforced across all subjects and objects within the boundary of the 
information system;  

(b) A subject that has been granted access to information is constrained from doing any of the 
following; 

(1) Passing the information to unauthorized subjects or objects; 

(2) Granting its privileges to other subjects;  

(3) Changing one or more security attributes on subjects, objects, the information system, or 
information system components; 

(4) Choosing the security attributes and attribute values to be associated with newly created 
or modified objects; or 

(5) Changing the rules governing access control; and 

(c) [Assignment: Organized-defined subjects] may explicitly be granted [Assignment: 
organization-defined privileges (i.e., they are trusted subjects)] such that they are not limited 
by some or all of the above constraints.  

Supplemental Guidance:  Mandatory access control as defined in this control enhancement is 
synonymous with nondiscretionary access control, and is not constrained only to certain 
historical uses (e.g., implementations using the Bell-LaPadula Model). The above class of 
mandatory access control policies constrains what actions subjects can take with information 
obtained from data objects for which they have already been granted access, thus preventing 
the subjects from passing the information to unauthorized subjects and objects. This class of 
mandatory access control policies also constrains what actions subjects can take with respect 
to the propagation of access control privileges; that is, a subject with a privilege cannot pass 
that privilege to other subjects. The policy is uniformly enforced over all subjects and objects 
to which the information system has control. Otherwise, the access control policy can be 
circumvented. This enforcement typically is provided via an implementation that meets the 
reference monitor concept (see AC-25). The policy is bounded by the information system 
boundary (i.e., once the information is passed outside of the control of the system, additional 
means may be required to ensure that the constraints on the information remain in effect). The 
trusted subjects described above are granted privileges consistent with the concept of least 
privilege (see AC-6). Trusted subjects are only given the minimum privileges relative to the 
above policy necessary for satisfying organizational mission/business needs. The control is 
most applicable when there is some policy mandate (e.g., law, Executive Order, directive, or 
regulation) that establishes a policy regarding access to sensitive/classified information and 
some users of the information system are not authorized access to all sensitive/classified 
information resident in the information system. This control can operate in conjunction with 
AC-3 (4). A subject that is constrained in its operation by policies governed by this control is 
still able to operate under the less rigorous constraints of AC-3 (4), but policies governed by 
this control take precedence over the less rigorous constraints of AC-3 (4). For example, 
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while a mandatory access control policy imposes a constraint preventing a subject from 
passing information to another subject operating at a different sensitivity label, AC-3 (4) 
permits the subject to pass the information to any subject with the same sensitivity label as the 
subject. Related controls: AC-25, SC-11. 

(4) ACCESS ENFORCEMENT | DISCRETIONARY ACCESS CONTROL  
The information system enforces [Assignment: organization-defined discretionary access control 
policies] over defined subjects and objects where the policy specifies that a subject that has been 
granted access to information can do one or more of the following: 

(a) Pass the  information to any other subjects or objects; 

(b) Grant its privileges to other subjects;  

(c) Change security attributes on subjects, objects, the information system, or the information 
system’s components; 

(d) Choose the security attributes to be associated with newly created or revised objects; or 

(e) Change the rules governing access control. 

Supplemental Guidance:  When discretionary access control policies are implemented, subjects 
are not constrained with regard to what actions they can take with information for which they 
have already been granted access. Thus, subjects that have been granted access to information 
are not prevented from passing (i.e., the subjects have the discretion to pass) the information 
to other subjects or objects. This control enhancement can operate in conjunction with AC-3 
(3). A subject that is constrained in its operation by policies governed by AC-3 (3) is still able 
to operate under the less rigorous constraints of this control enhancement. Thus, while AC-3 
(3) imposes constraints preventing a subject from passing information to another subject 
operating at a different sensitivity level, AC-3 (4) permits the subject to pass the information 
to any subject at the same sensitivity level. The policy is bounded by the information system 
boundary. Once the information is passed outside of the control of the information system, 
additional means may be required to ensure that the constraints remain in effect. While the 
older, more traditional definitions of discretionary access control require identity-based access 
control, that limitation is not required for this use of discretionary access control. 

(5) ACCESS ENFORCEMENT | SECURITY-RELEVANT INFORMATION  
The information system prevents access to [Assignment: organization-defined security-relevant 
information] except during secure, non-operable system states. 
Supplemental Guidance:  Security-relevant information is any information within information 
systems that can potentially impact the operation of security functions or the provision of 
security services in a manner that could result in failure to enforce system security policies or 
maintain the isolation of code and data. Security-relevant information includes, for example, 
filtering rules for routers/firewalls, cryptographic key management information, configuration 
parameters for security services, and access control lists. Secure, non-operable system states 
include the times in which information systems are not performing mission/business-related 
processing (e.g., the system is off-line for maintenance, troubleshooting, boot-up, shut down). 
Related control: CM-3. 

(6) ACCESS ENFORCEMENT | PROTECTION OF USER AND SYSTEM INFORMATION  
[Withdrawn: Incorporated into MP-4 and SC-28]. 

(7) ACCESS ENFORCEMENT | ROLE-BASED ACCESS CONTROL 
The information system enforces a role-based access control policy over defined subjects and 
objects and controls access based upon [Assignment: organization-defined roles and users 
authorized to assume such roles]. 

Supplemental Guidance:  Role-based access control (RBAC) is an access control policy that 
restricts information system access to authorized users. Organizations can create specific roles 
based on job functions and the authorizations (i.e., privileges) to perform needed operations 
on organizational information systems associated with the organization-defined roles. When 
users are assigned to the organizational roles, they inherit the authorizations or privileges 
defined for those roles. RBAC simplifies privilege administration for organizations because 
privileges are not assigned directly to every user (which can be a significant number of 
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individuals for mid- to large-size organizations) but are instead acquired through role 
assignments. RBAC can be implemented either as a mandatory or discretionary form of 
access control. For organizations implementing RBAC with mandatory access controls, the 
requirements in AC-3 (3) define the scope of the subjects and objects covered by the policy. 

(8) ACCESS ENFORCEMENT | REVOCATION OF ACCESS AUTHORIZATIONS  
The information system enforces the revocation of access authorizations resulting from changes 
to the security attributes of subjects and objects based on [Assignment: organization-defined rules 
governing the timing of revocations of access authorizations]. 

Supplemental Guidance:  Revocation of access rules may differ based on the types of access 
revoked. For example, if a subject (i.e., user or process) is removed from a group, access may 
not be revoked until the next time the object (e.g., file) is opened or until the next time the 
subject attempts a new access to the object. Revocation based on changes to security labels 
may take effect immediately. Organizations can provide alternative approaches on how to 
make revocations immediate if information systems cannot provide such capability and 
immediate revocation is necessary. 

(9) ACCESS ENFORCEMENT | CONTROLLED RELEASE  
The information system does not release information outside of the established system boundary 
unless: 

(a) The receiving [Assignment: organization-defined information system or system component] 
provides [Assignment: organization-defined security safeguards]; and 

(b) [Assignment: organization-defined security safeguards] are used to validate the 
appropriateness of the information designated for release. 

Supplemental Guidance:  Information systems can only protect organizational information 
within the confines of established system boundaries. Additional security safeguards may be 
needed to ensure that such information is adequately protected once it is passed beyond the 
established information system boundaries. Examples of information leaving the system 
boundary include transmitting information to an external information system or printing the 
information on one of its printers. In cases where the information system is unable to make a 
determination of the adequacy of the protections provided by entities outside its boundary, as 
a mitigating control, organizations determine procedurally whether the external information 
systems are providing adequate security. The means used to determine the adequacy of the 
security provided by external information systems include, for example, conducting 
inspections or periodic testing, establishing agreements between the organization and its 
counterpart organizations, or some other process. The means used by external entities to 
protect the information received need not be the same as those used by the organization, but 
the means employed are sufficient to provide consistent adjudication of the security policy to 
protect the information. This control enhancement requires information systems to employ 
technical or procedural means to validate the information prior to releasing it to external 
systems. For example, if the information system passes information to another system 
controlled by another organization, technical means are employed to validate that the security 
attributes associated with the exported information are appropriate for the receiving system. 
Alternatively, if the information system passes information to a printer in organization-
controlled space, procedural means can be employed to ensure that only appropriately 
authorized individuals gain access to the printer. This control enhancement is most applicable 
when there is some policy mandate (e.g., law, Executive Order, directive, or regulation) that 
establishes policy regarding access to the information, and that policy applies beyond the 
realm of a particular information system or organization. 

(10) ACCESS ENFORCEMENT | AUDITED OVERRIDE OF ACCESS CONTROL MECHANISMS  
The organization employs an audited override of automated access control mechanisms under 
[Assignment: organization-defined conditions]. 

Supplemental Guidance:  Related controls: AU-2, AU-6. 

References:  None. 
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Priority and Baseline Allocation: 

P1 LOW   AC-3 MOD   AC-3 HIGH   AC-3 
 

AC-4 INFORMATION FLOW ENFORCEMENT 

Control:  The information system enforces approved authorizations for controlling the flow of 
information within the system and between interconnected systems based on [Assignment: 
organization-defined information flow control policies]. 

Supplemental Guidance:  Information flow control regulates where information is allowed to travel 
within an information system and between information systems (as opposed to who is allowed to 
access the information) and without explicit regard to subsequent accesses to that information. 
Flow control restrictions include, for example, keeping export-controlled information from being 
transmitted in the clear to the Internet, blocking outside traffic that claims to be from within the 
organization, restricting web requests to the Internet that are not from the internal web proxy 
server, and limiting information transfers between organizations based on data structures and 
content. Transferring information between information systems representing different security 
domains with different security policies introduces risk that such transfers violate one or more 
domain security policies. In such situations, information owners/stewards provide guidance at 
designated policy enforcement points between interconnected systems. Organizations consider 
mandating specific architectural solutions when required to enforce specific security policies. 
Enforcement includes, for example: (i) prohibiting information transfers between interconnected 
systems (i.e., allowing access only); (ii) employing hardware mechanisms to enforce one-way 
information flows; and (iii) implementing trustworthy regrading mechanisms to reassign security 
attributes and security labels. 

Organizations commonly employ information flow control policies and enforcement mechanisms 
to control the flow of information between designated sources and destinations (e.g., networks, 
individuals, and devices) within information systems and between interconnected systems. Flow 
control is based on the characteristics of the information and/or the information path. Enforcement 
occurs, for example, in boundary protection devices (e.g., gateways, routers, guards, encrypted 
tunnels, firewalls) that employ rule sets or establish configuration settings that restrict information 
system services, provide a packet-filtering capability based on header information, or message-
filtering capability based on message content (e.g., implementing key word searches or using 
document characteristics). Organizations also consider the trustworthiness of filtering/inspection 
mechanisms (i.e., hardware, firmware, and software components) that are critical to information 
flow enforcement. Control enhancements 3 through 22 primarily address cross-domain solution 
needs which focus on more advanced filtering techniques, in-depth analysis, and stronger flow 
enforcement mechanisms implemented in cross-domain products, for example, high-assurance 
guards. Such capabilities are generally not available in commercial off-the-shelf information 
technology products. Related controls: AC-3, AC-17, AC-19, AC-21, CM-6, CM-7, SA-8, SC-2, 
SC-5, SC-7, SC-18. 

Control Enhancements: 

(1) INFORMATION FLOW ENFORCEMENT | OBJECT SECURITY ATTRIBUTES  
The information system uses [Assignment: organization-defined security attributes] associated 
with [Assignment: organization-defined information, source, and destination objects] to enforce 
[Assignment: organization-defined information flow control policies] as a basis for flow control 
decisions. 

Supplemental Guidance:  Information flow enforcement mechanisms compare security attributes 
associated with information (data content and data structure) and source/destination objects, 
and respond appropriately (e.g., block, quarantine, alert administrator) when the mechanisms 
encounter information flows not explicitly allowed by information flow policies. For example, 
an information object labeled Secret would be allowed to flow to a destination object labeled 
Secret, but an information object labeled Top Secret would not be allowed to flow to a 
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destination object labeled Secret. Security attributes can also include, for example, source and 
destination addresses employed in traffic filter firewalls. Flow enforcement using explicit 
security attributes can be used, for example, to control the release of certain types of 
information. Related control: AC-16. 

(2) INFORMATION FLOW ENFORCEMENT | PROCESSING DOMAINS  
The information system uses protected processing domains to enforce [Assignment: organization-
defined information flow control policies] as a basis for flow control decisions. 
Supplemental Guidance:  Within information systems, protected processing domains are 
processing spaces that have controlled interactions with other processing spaces, thus 
enabling control of information flows between these spaces and to/from data/information 
objects. A protected processing domain can be provided, for example, by implementing 
domain and type enforcement. In domain and type enforcement, information system processes 
are assigned to domains; information is identified by types; and information flows are 
controlled based on allowed information accesses (determined by domain and type), allowed 
signaling among domains, and allowed process transitions to other domains. 

(3) INFORMATION FLOW ENFORCEMENT | DYNAMIC INFORMATION FLOW CONTROL  
The information system enforces dynamic information flow control based on [Assignment: 
organization-defined policies]. 

Supplemental Guidance:  Organizational policies regarding dynamic information flow control 
include, for example, allowing or disallowing information flows based on changing conditions 
or mission/operational considerations. Changing conditions include, for example, changes in 
organizational risk tolerance due to changes in the immediacy of mission/business needs, 
changes in the threat environment, and detection of potentially harmful or adverse events. 
Related control: SI-4. 

(4) INFORMATION FLOW ENFORCEMENT  | CONTENT CHECK ENCRYPTED INFORMATION  
The information system prevents encrypted information from bypassing content-checking 
mechanisms by [Selection (one or more): decrypting the information; blocking the flow of the 
encrypted information; terminating communications sessions attempting to pass encrypted 
information; [Assignment: organization-defined procedure or method]]. 

Supplemental Guidance:  Related control: SI-4. 

(5) INFORMATION FLOW ENFORCEMENT | EMBEDDED DATA TYPES  
The information system enforces [Assignment: organization-defined limitations] on embedding 
data types within other data types. 

Supplemental Guidance:  Embedding data types within other data types may result in reduced 
flow control effectiveness. Data type embedding includes, for example, inserting executable 
files as objects within word processing files, inserting references or descriptive information 
into a media file, and compressed or archived data types that may include multiple embedded 
data types. Limitations on data type embedding consider the levels of embedding and prohibit 
levels of data type embedding that are beyond the capability of the inspection tools. 

(6) INFORMATION FLOW ENFORCEMENT | METADATA 
The information system enforces information flow control based on [Assignment: organization-
defined metadata]. 

Supplemental Guidance:  Metadata is information used to describe the characteristics of data. 
Metadata can include structural metadata describing data structures (e.g., data format, syntax, 
and semantics) or descriptive metadata describing data contents (e.g., age, location, telephone 
number). Enforcing allowed information flows based on metadata enables simpler and more 
effective flow control. Organizations consider the trustworthiness of metadata with regard to 
data accuracy (i.e., knowledge that the metadata values are correct with respect to the data), 
data integrity (i.e., protecting against unauthorized changes to metadata tags), and the binding 
of metadata to the data payload (i.e., ensuring sufficiently strong binding techniques with 
appropriate levels of assurance). Related controls: AC-16, SI-7. 

(7) INFORMATION FLOW ENFORCEMENT | ONE-WAY FLOW MECHANISMS  
The information system enforces [Assignment: organization-defined one-way flows] using 
hardware mechanisms. 
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(8) INFORMATION FLOW ENFORCEMENT | SECURITY POLICY FILTERS 
The information system enforces information flow control using [Assignment: organization-defined 
security policy filters] as a basis for flow control decisions for [Assignment: organization-defined 
information flows]. 

Supplemental Guidance:  Organization-defined security policy filters can address data structures 
and content. For example, security policy filters for data structures can check for maximum 
file lengths, maximum field sizes, and data/file types (for structured and unstructured data). 
Security policy filters for data content can check for specific words (e.g., dirty/clean word 
filters), enumerated values or data value ranges, and hidden content. Structured data permits 
the interpretation of data content by applications. Unstructured data typically refers to digital 
information without a particular data structure or with a data structure that does not facilitate 
the development of rule sets to address the particular sensitivity of the information conveyed 
by the data or the associated flow enforcement decisions. Unstructured data consists of: (i) 
bitmap objects that are inherently non language-based (i.e., image, video, or audio files); and 
(ii) textual objects that are based on written or printed languages (e.g., commercial off-the-
shelf word processing documents, spreadsheets, or emails). Organizations can implement 
more than one security policy filter to meet information flow control objectives (e.g., 
employing clean word lists in conjunction with dirty word lists may help to reduce false 
positives). 

(9) INFORMATION FLOW ENFORCEMENT | HUMAN REVIEWS  
The information system enforces the use of human reviews for [Assignment: organization-defined 
information flows] under the following conditions: [Assignment: organization-defined conditions]. 

Supplemental Guidance:  Organizations define security policy filters for all situations where 
automated flow control decisions are possible. When a fully automated flow control decision 
is not possible, then a human review may be employed in lieu of, or as a complement to, 
automated security policy filtering. Human reviews may also be employed as deemed 
necessary by organizations. 

(10) INFORMATION FLOW ENFORCEMENT | ENABLE / DISABLE SECURITY POLICY FILTERS  
The information system provides the capability for privileged administrators to enable/disable 
[Assignment: organization-defined security policy filters] under the following conditions: 
[Assignment: organization-defined conditions]. 

Supplemental Guidance:  For example, as allowed by the information system authorization, 
administrators can enable security policy filters to accommodate approved data types. 

(11) INFORMATION FLOW ENFORCEMENT | CONFIGURATION OF SECURITY POLICY FILTERS  
The information system provides the capability for privileged administrators to configure 
[Assignment: organization-defined security policy filters] to support different security policies. 
Supplemental Guidance:  For example, to reflect changes in security policies, administrators can 
change the list of “dirty words” that security policy mechanisms check in accordance with the 
definitions provided by organizations. 

(12) INFORMATION FLOW ENFORCEMENT | DATA TYPE IDENTIFIERS  
The information system, when transferring information between different security domains, uses 
[Assignment: organization-defined data type identifiers] to validate data essential for information 
flow decisions. 

Supplemental Guidance:  Data type identifiers include, for example, filenames, file types, file 
signatures/tokens, and multiple internal file signatures/tokens. Information systems may allow 
transfer of data only if compliant with data type format specifications. 

(13) INFORMATION FLOW ENFORCEMENT | DECOMPOSITION INTO POLICY-RELEVANT SUBCOMPONENTS  
The information system, when transferring information between different security domains, 
decomposes information into [Assignment: organization-defined policy-relevant subcomponents] 
for submission to policy enforcement mechanisms. 

Supplemental Guidance:  Policy enforcement mechanisms apply filtering, inspection, and/or 
sanitization rules to the policy-relevant subcomponents of information to facilitate flow 
enforcement prior to transferring such information to different security domains. Parsing 
transfer files facilitates policy decisions on source, destination, certificates, classification, 
attachments, and other security-related component differentiators. 
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(14) INFORMATION FLOW ENFORCEMENT | SECURITY POLICY FILTER CONSTRAINTS  
The information system, when transferring information between different security domains, 
implements [Assignment: organization-defined security policy filters] requiring fully enumerated 
formats that restrict data structure and content. 

Supplemental Guidance:  Data structure and content restrictions reduce the range of potential 
malicious and/or unsanctioned content in cross-domain transactions. Security policy filters 
that restrict data structures include, for example, restricting file sizes and field lengths. Data 
content policy filters include, for example: (i) encoding formats for character sets (e.g., 
Universal Character Set Transformation Formats, American Standard Code for Information 
Interchange); (ii) restricting character data fields to only contain alpha-numeric characters; 
(iii) prohibiting special characters; and (iv) validating schema structures. 

(15) INFORMATION FLOW ENFORCEMENT | DETECTION OF UNSANCTIONED INFORMATION 
The information system, when transferring information between different security domains, 
examines the information for the presence of [Assignment: organized-defined unsanctioned 
information] and prohibits the transfer of such information in accordance with the [Assignment: 
organization-defined security policy]. 

Supplemental Guidance:  Detection of unsanctioned information includes, for example, checking 
all information to be transferred for malicious code and dirty words. Related control: SI-3. 

(16) INFORMATION FLOW ENFORCEMENT | INFORMATION TRANSFERS ON INTERCONNECTED SYSTEMS  
[Withdrawn: Incorporated into AC-4]. 

(17) INFORMATION FLOW ENFORCEMENT | DOMAIN AUTHENTICATION  
The information system uniquely identifies and authenticates source and destination points by 
[Selection (one or more): organization, system, application, individual] for information transfer. 

Supplemental Guidance:  Attribution is a critical component of a security concept of operations. 
The ability to identify source and destination points for information flowing in information 
systems, allows the forensic reconstruction of events when required, and encourages policy 
compliance by attributing policy violations to specific organizations/individuals. Successful 
domain authentication requires that information system labels distinguish among systems, 
organizations, and individuals involved in preparing, sending, receiving, or disseminating 
information. Related controls: IA-2, IA-3, IA-4, IA-5. 

(18) INFORMATION FLOW ENFORCEMENT | SECURITY ATTRIBUTE BINDING  
The information system binds security attributes to information using [Assignment: organization-
defined binding techniques] to facilitate information flow policy enforcement. 
Supplemental Guidance:  Binding techniques implemented by information systems affect the 
strength of security attribute binding to information. Binding strength and the assurance 
associated with binding techniques play an important part in the trust organizations have in 
the information flow enforcement process. The binding techniques affect the number and 
degree of additional reviews required by organizations. Related controls: AC-16, SC-16. 

(19) INFORMATION FLOW ENFORCEMENT | VALIDATION OF METADATA  
The information system, when transferring information between different security domains, applies 
the same security policy filtering to metadata as it applies to data payloads. 

Supplemental Guidance: This control enhancement requires the validation of metadata and the 
data to which the metadata applies. Some organizations distinguish between metadata and 
data payloads (i.e., only the data to which the metadata is bound). Other organizations do not 
make such distinctions, considering metadata and the data to which the metadata applies as 
part of the payload. All information (including metadata and the data to which the metadata 
applies) is subject to filtering and inspection. 

(20) INFORMATION FLOW ENFORCEMENT | APPROVED SOLUTIONS  
The organization employs [Assignment: organization-defined solutions in approved 
configurations] to control the flow of [Assignment: organization-defined information] across 
security domains. 

Supplemental Guidance:  Organizations define approved solutions and configurations in cross-
domain policies and guidance in accordance with the types of information flows across 
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classification boundaries. The Unified Cross Domain Management Office (UCDMO) 
provides a baseline listing of approved cross-domain solutions. 

(21) INFORMATION FLOW ENFORCEMENT | PHYSICAL / LOGICAL SEPARATION OF INFORMATION FLOWS   
The information system separates information flows logically or physically using [Assignment: 
organization-defined mechanisms and/or techniques] to accomplish [Assignment: organization-
defined required separations by types of information]. 
Supplemental Guidance:  Enforcing the separation of information flows by type can enhance 
protection by ensuring that information is not commingled while in transit and by enabling 
flow control by transmission paths perhaps not otherwise achievable. Types of separable 
information include, for example, inbound and outbound communications traffic, service 
requests and responses, and information of differing security categories. 

(22) INFORMATION FLOW ENFORCEMENT | ACCESS ONLY   
The information system provides access from a single device to computing platforms, 
applications, or data residing on multiple different security domains, while preventing any 
information flow between the different security domains. 

Supplemental Guidance:  The information system, for example, provides a desktop for users to 
access each connected security domain without providing any mechanisms to allow transfer 
of information between the different security domains. 

References:  None. 

Priority and Baseline Allocation: 

P1 LOW   Not Selected MOD   AC-4 HIGH   AC-4 
 

AC-5 SEPARATION OF DUTIES 

Control:  The organization: 

a. Separates [Assignment: organization-defined duties of individuals]; 

b. Documents separation of duties of individuals; and  

c. Defines information system access authorizations to support separation of duties. 

Supplemental Guidance:  Separation of duties addresses the potential for abuse of authorized 
privileges and helps to reduce the risk of malevolent activity without collusion. Separation of 
duties includes, for example: (i) dividing mission functions and information system support 
functions among different individuals and/or roles; (ii) conducting information system support 
functions with different individuals (e.g., system management, programming, configuration 
management, quality assurance and testing, and network security); and (iii) ensuring security 
personnel administering access control functions do not also administer audit functions. Related 
controls: AC-3, AC-6, PE-3, PE-4, PS-2. 

Control Enhancements:  None. 

References:  None. 

Priority and Baseline Allocation: 

P1 LOW   Not Selected MOD   AC-5 HIGH   AC-5 
 

AC-6 LEAST PRIVILEGE 

Control:  The organization employs the principle of least privilege, allowing only authorized 
accesses for users (or processes acting on behalf of users) which are necessary to accomplish 
assigned tasks in accordance with organizational missions and business functions. 
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Supplemental Guidance:  Organizations employ least privilege for specific duties and information 
systems. The principle of least privilege is also applied to information system processes, ensuring 
that the processes operate at privilege levels no higher than necessary to accomplish required 
organizational missions/business functions. Organizations consider the creation of additional 
processes, roles, and information system accounts as necessary, to achieve least privilege. 
Organizations also apply least privilege to the development, implementation, and operation of 
organizational information systems. Related controls: AC-2, AC-3, AC-5, CM-6, CM-7, PL-2.   

Control Enhancements:  

(1) LEAST PRIVILEGE | AUTHORIZE ACCESS TO SECURITY FUNCTIONS  
The organization explicitly authorizes access to [Assignment: organization-defined security 
functions (deployed in hardware, software, and firmware) and security-relevant information]. 
Supplemental Guidance:  Security functions include, for example, establishing system accounts, 
configuring access authorizations (i.e., permissions, privileges), setting events to be audited, 
and setting intrusion detection parameters. Security-relevant information includes, for 
example, filtering rules for routers/firewalls, cryptographic key management information, 
configuration parameters for security services, and access control lists. Explicitly authorized 
personnel include, for example, security administrators, system and network administrators, 
system security officers, system maintenance personnel, system programmers, and other 
privileged users. Related controls: AC-17, AC-18, AC-19. 

(2) LEAST PRIVILEGE | NON-PRIVILEGED ACCESS FOR NONSECURITY FUNCTIONS  
The organization requires that users of information system accounts, or roles, with access to 
[Assignment: organization-defined security functions or security-relevant information], use non-
privileged accounts or roles, when accessing nonsecurity functions. 

Supplemental Guidance:  This control enhancement limits exposure when operating from within 
privileged accounts or roles. The inclusion of roles addresses situations where organizations 
implement access control policies such as role-based access control and where a change of 
role provides the same degree of assurance in the change of access authorizations for both the 
user and all processes acting on behalf of the user as would be provided by a change between 
a privileged and non-privileged account. Related control: PL-4. 

(3) LEAST PRIVILEGE | NETWORK ACCESS TO PRIVILEGED COMMANDS  
The organization authorizes network access to [Assignment: organization-defined privileged 
commands] only for [Assignment: organization-defined compelling operational needs] and 
documents the rationale for such access in the security plan for the information system. 
Supplemental Guidance:  Network access is any access across a network connection in lieu of 
local access (i.e., user being physically present at the device). Related control: AC-17. 

(4) LEAST PRIVILEGE | SEPARATE PROCESSING DOMAINS  
The information system provides separate processing domains to enable finer-grained allocation 
of user privileges. 

Supplemental Guidance:  Providing separate processing domains for finer-grained allocation of 
user privileges includes, for example: (i) using virtualization techniques to allow additional 
privileges within a virtual machine while restricting privileges to other virtual machines or to 
the underlying actual machine; (ii) employing hardware and/or software domain separation 
mechanisms; and (iii) implementing separate physical domains. Related controls: AC-4, SC-3, 
SC-30, SC-32. 

(5) LEAST PRIVILEGE | PRIVILEGED ACCOUNTS  
The organization restricts privileged accounts on the information system to [Assignment: 
organization-defined personnel or roles]. 

Supplemental Guidance:  Privileged accounts, including super user accounts, are typically 
described as system administrator for various types of commercial off-the-shelf operating 
systems. Restricting privileged accounts to specific personnel or roles prevents day-to-day 
users from having access to privileged information/functions. Organizations may differentiate 
in the application of this control enhancement between allowed privileges for local accounts 
and for domain accounts provided organizations retain the ability to control information 
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system configurations for key security parameters and as otherwise necessary to sufficiently 
mitigate risk. Related control: CM-6. 

(6) LEAST PRIVILEGE | PRIVILEGED ACCESS BY NON-ORGANIZATIONAL USERS  
The organization prohibits privileged access to the information system by non-organizational 
users. 

Supplemental Guidance:  Related control: IA-8. 

(7) LEAST PRIVILEGE | REVIEW OF USER PRIVILEGES 
The organization:  

(a) Reviews [Assignment: organization-defined frequency] the privileges assigned to 
[Assignment: organization-defined roles or classes of users] to validate the need for such 
privileges; and 

(b) Reassigns or removes privileges, if necessary, to correctly reflect organizational 
mission/business needs. 

Supplemental Guidance:  The need for certain assigned user privileges may change over time 
reflecting changes in organizational missions/business function, environments of operation, 
technologies, or threat. Periodic review of assigned user privileges is necessary to determine if 
the rationale for assigning such privileges remains valid. If the need cannot be revalidated, 
organizations take appropriate corrective actions. Related control: CA-7. 

(8) LEAST PRIVILEGE | PRIVILEGE LEVELS FOR CODE EXECUTION  
The information system prevents [Assignment: organization-defined software] from executing at 
higher privilege levels than users executing the software. 
Supplemental Guidance:  In certain situations, software applications/programs need to execute 
with elevated privileges to perform required functions. However, if the privileges required for 
execution are at a higher level than the privileges assigned to organizational users invoking 
such applications/programs, those users are indirectly provided with greater privileges than 
assigned by organizations. 

(9) LEAST PRIVILEGE | AUDITING USE OF PRIVILEGED FUNCTIONS  
The information system audits the execution of privileged functions. 

Supplemental Guidance:  Misuse of privileged functions, either intentionally or unintentionally 
by authorized users, or by unauthorized external entities that have compromised information 
system accounts, is a serious and ongoing concern and can have significant adverse impacts 
on organizations. Auditing the use of privileged functions is one way to detect such misuse, 
and in doing so, help mitigate the risk from insider threats and the advanced persistent threat 
(APT). Related control: AU-2. 

(10) LEAST PRIVILEGE | PROHIBIT NON-PRIVILEGED USERS FROM EXECUTING PRIVILEGED FUNCTIONS  
The information system prevents non-privileged users from executing privileged functions to 
include disabling, circumventing, or altering implemented security safeguards/countermeasures. 

Supplemental Guidance:  Privileged functions include, for example, establishing information 
system accounts, performing system integrity checks, or administering cryptographic key 
management activities. Non-privileged users are individuals that do not possess appropriate 
authorizations. Circumventing intrusion detection and prevention mechanisms or malicious 
code protection mechanisms are examples of privileged functions that require protection from 
non-privileged users. 

References:  None. 

Priority and Baseline Allocation: 

P1 LOW   Not Selected MOD   AC-6 (1) (2) (5) (9) (10) HIGH   AC-6 (1) (2) (3) (5) (9) (10) 
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AC-7 UNSUCCESSFUL LOGON ATTEMPTS 

 Control:  The information system: 

a. Enforces a limit of [Assignment: organization-defined number] consecutive invalid logon 
attempts by a user during a [Assignment: organization-defined time period]; and 

b. Automatically [Selection: locks the account/node for an [Assignment: organization-defined 
time period]; locks the account/node until released by an administrator; delays next logon 
prompt according to [Assignment: organization-defined delay algorithm]] when the 
maximum number of unsuccessful attempts is exceeded. 

Supplemental Guidance:  This control applies regardless of whether the logon occurs via a local or 
network connection. Due to the potential for denial of service, automatic lockouts initiated by 
information systems are usually temporary and automatically release after a predetermined time 
period established by organizations. If a delay algorithm is selected, organizations may choose to 
employ different algorithms for different information system components based on the capabilities 
of those components. Responses to unsuccessful logon attempts may be implemented at both the 
operating system and the application levels. Related controls: AC-2, AC-9, AC-14, IA-5. 

Control Enhancements: 

(1) UNSUCCESSFUL LOGON ATTEMPTS | AUTOMATIC ACCOUNT LOCK 
[Withdrawn: Incorporated into AC-7]. 

(2) UNSUCCESSFUL LOGON ATTEMPTS | PURGE / WIPE MOBILE DEVICE  
The information system purges/wipes information from [Assignment: organization-defined mobile 
devices] based on [Assignment: organization-defined purging/wiping requirements/techniques] 
after [Assignment: organization-defined number] consecutive, unsuccessful device logon 
attempts. 
Supplemental Guidance:  This control enhancement applies only to mobile devices for which a 
logon occurs (e.g., personal digital assistants, smart phones, tablets). The logon is to the 
mobile device, not to any one account on the device. Therefore, successful logons to any 
accounts on mobile devices reset the unsuccessful logon count to zero. Organizations define 
information to be purged/wiped carefully in order to avoid over purging/wiping which may 
result in devices becoming unusable. Purging/wiping may be unnecessary if the information 
on the device is protected with sufficiently strong encryption mechanisms. Related controls: 
AC-19, MP-5, MP-6, SC-13. 

References:  None. 

Priority and Baseline Allocation: 

P2 LOW   AC-7 MOD   AC-7 HIGH   AC-7 
 

AC-8 SYSTEM USE NOTIFICATION 

Control:  The information system: 

a. Displays to users [Assignment: organization-defined system use notification message or 
banner] before granting access to the system that provides privacy and security notices 
consistent with applicable federal laws, Executive Orders, directives, policies, regulations, 
standards, and guidance and states that: 

1. Users are accessing a U.S. Government information system; 

2. Information system usage may be monitored, recorded, and subject to audit; 

3. Unauthorized use of the information system is prohibited and subject to criminal and civil 
penalties; and 

4. Use of the information system indicates consent to monitoring and recording; 
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b. Retains the notification message or banner on the screen until users acknowledge the usage 
conditions and take explicit actions to log on to or further access the information system; and 

c. For publicly accessible systems: 

1. Displays system use information [Assignment: organization-defined conditions], before 
granting further access; 

2. Displays references, if any, to monitoring, recording, or auditing that are consistent with 
privacy accommodations for such systems that generally prohibit those activities; and 

3. Includes a description of the authorized uses of the system. 

Supplemental Guidance:  System use notifications can be implemented using messages or warning 
banners displayed before individuals log in to information systems. System use notifications are 
used only for access via logon interfaces with human users and are not required when such human 
interfaces do not exist. Organizations consider system use notification messages/banners displayed 
in multiple languages based on specific organizational needs and the demographics of information 
system users. Organizations also consult with the Office of the General Counsel for legal review 
and approval of warning banner content. 

Control Enhancements:  None. 

References:  None. 

Priority and Baseline Allocation: 

P1 LOW   AC-8 MOD   AC-8 HIGH   AC-8 
 

AC-9 PREVIOUS LOGON (ACCESS) NOTIFICATION 

Control:  The information system notifies the user, upon successful logon (access) to the system, of 
the date and time of the last logon (access).  

Supplemental Guidance:  This control is applicable to logons to information systems via human user 
interfaces and logons to systems that occur in other types of architectures (e.g., service-oriented 
architectures). Related controls: AC-7, PL-4. 

Control Enhancements: 

(1) PREVIOUS LOGON NOTIFICATION | UNSUCCESSFUL LOGONS 
The information system notifies the user, upon successful logon/access, of the number of 
unsuccessful logon/access attempts since the last successful logon/access. 

(2) PREVIOUS LOGON NOTIFICATION | SUCCESSFUL / UNSUCCESSFUL LOGONS 
The information system notifies the user of the number of [Selection: successful logons/accesses; 
unsuccessful logon/access attempts; both] during [Assignment: organization-defined time period]. 

(3) PREVIOUS LOGON NOTIFICATION | NOTIFICATION OF ACCOUNT CHANGES  
The information system notifies the user of changes to [Assignment: organization-defined 
security-related characteristics/parameters of the user’s account] during [Assignment: 
organization-defined time period]. 

(4) PREVIOUS LOGON NOTIFICATION | ADDITIONAL LOGON INFORMATION  
The information system notifies the user, upon successful logon (access), of the following 
additional information: [Assignment: organization-defined information to be included in addition to 
the date and time of the last logon (access)]. 

Supplemental Guidance:  This control enhancement permits organizations to specify additional 
information to be provided to users upon logon including, for example, the location of last 
logon. User location is defined as that information which can be determined by information 
systems, for example, IP addresses from which network logons occurred, device identifiers, or 
notifications of local logons. 
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References:  None. 

Priority and Baseline Allocation: 

P0 LOW   Not Selected MOD   Not Selected HIGH   Not Selected 
 

AC-10 CONCURRENT SESSION CONTROL 

Control:  The information system limits the number of concurrent sessions for each [Assignment: 
organization-defined account and/or account type] to [Assignment: organization-defined number]. 

Supplemental Guidance:  Organizations may define the maximum number of concurrent sessions for 
information system accounts globally, by account type (e.g., privileged user, non-privileged user, 
domain, specific application), by account, or a combination. For example, organizations may limit 
the number of concurrent sessions for system administrators or individuals working in particularly 
sensitive domains or mission-critical applications. This control addresses concurrent sessions for 
information system accounts and does not address concurrent sessions by single users via multiple 
system accounts. 

Control Enhancements:  None. 

References:  None. 

Priority and Baseline Allocation: 

P3 LOW   Not Selected MOD   Not Selected HIGH   AC-10 
  

AC-11 SESSION LOCK 

Control:  The information system: 

a. Prevents further access to the system by initiating a session lock after [Assignment: 
organization-defined time period] of inactivity or upon receiving a request from a user; and 

b. Retains the session lock until the user reestablishes access using established identification and 
authentication procedures. 

Supplemental Guidance:  Session locks are temporary actions taken when users stop work and move 
away from the immediate vicinity of information systems but do not want to log out because of the 
temporary nature of their absences. Session locks are implemented where session activities can be 
determined. This is typically at the operating system level, but can also be at the application level. 
Session locks are not an acceptable substitute for logging out of information systems, for example, 
if organizations require users to log out at the end of workdays. Related control: AC-7. 

Control Enhancements: 

(1) SESSION LOCK | PATTERN-HIDING DISPLAYS 
The information system conceals, via the session lock, information previously visible on the 
display with a publicly viewable image. 

Supplemental Guidance:  Publicly viewable images can include static or dynamic images, for 
example, patterns used with screen savers, photographic images, solid colors, clock, battery 
life indicator, or a blank screen, with the additional caveat that none of the images convey 
sensitive information. 

References:  OMB Memorandum 06-16. 
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Priority and Baseline Allocation: 

P3 LOW   Not Selected MOD   AC-11 (1) HIGH   AC-11 (1) 
 

AC-12 SESSION TERMINATION 

Control:  The information system automatically terminates a user session after [Assignment: 
organization-defined conditions or trigger events requiring session disconnect].  

Supplemental Guidance:  This control addresses the termination of user-initiated logical sessions in 
contrast to SC-10 which addresses the termination of network connections that are associated with 
communications sessions (i.e., network disconnect). A logical session (for local, network, and 
remote access) is initiated whenever a user (or process acting on behalf of a user) accesses an 
organizational information system. Such user sessions can be terminated (and thus terminate user 
access) without terminating network sessions. Session termination terminates all processes 
associated with a user’s logical session except those processes that are specifically created by the 
user (i.e., session owner) to continue after the session is terminated. Conditions or trigger events 
requiring automatic session termination can include, for example, organization-defined periods of 
user inactivity, targeted responses to certain types of incidents, time-of-day restrictions on 
information system use. Related controls: SC-10, SC-23. 

Control Enhancements: 

(1) SESSION TERMINATION | USER-INITIATED LOGOUTS / MESSAGE DISPLAYS  
The information system: 

(a) Provides a logout capability for user-initiated communications sessions whenever 
authentication is used to gain access to [Assignment: organization-defined information 
resources]; and 

(b) Displays an explicit logout message to users indicating the reliable termination of 
authenticated communications sessions. 

Supplemental Guidance:  Information resources to which users gain access via authentication 
include, for example, local workstations, databases, and password-protected websites/web-
based services. Logout messages for web page access, for example, can be displayed after 
authenticated sessions have been terminated. However, for some types of interactive sessions 
including, for example, file transfer protocol (FTP) sessions, information systems typically 
send logout messages as final messages prior to terminating sessions. 

References:  None. 

Priority and Baseline Allocation: 

P2 LOW   Not Selected MOD   AC-12 HIGH   AC-12 
 

AC-13 SUPERVISION AND REVIEW — ACCESS CONTROL 

[Withdrawn: Incorporated into AC-2 and AU-6]. 
 

AC-14 PERMITTED ACTIONS WITHOUT IDENTIFICATION OR AUTHENTICATION 

Control:  The organization: 

a. Identifies [Assignment: organization-defined user actions] that can be performed on the 
information system without identification or authentication consistent with organizational 
missions/business functions; and 
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b. Documents and provides supporting rationale in the security plan for the information system, 
user actions not requiring identification or authentication. 

Supplemental Guidance:  This control addresses situations in which organizations determine that no 
identification or authentication is required in organizational information systems. Organizations 
may allow a limited number of user actions without identification or authentication including, for 
example, when individuals access public websites or other publicly accessible federal information 
systems, when individuals use mobile phones to receive calls, or when facsimiles are received. 
Organizations also identify actions that normally require identification or authentication but may 
under certain circumstances (e.g., emergencies), allow identification or authentication mechanisms 
to be bypassed. Such bypasses may occur, for example, via a software-readable physical switch 
that commands bypass of the logon functionality and is protected from accidental or unmonitored 
use. This control does not apply to situations where identification and authentication have already 
occurred and are not repeated, but rather to situations where identification and authentication have 
not yet occurred. Organizations may decide that there are no user actions that can be performed on 
organizational information systems without identification and authentication and thus, the values 
for assignment statements can be none. Related controls: CP-2, IA-2. 

Control Enhancements:  None. 

(1) PERMITTED ACTIONS WITHOUT IDENTIFICATION OR AUTHENTICATION | NECESSARY USES 
[Withdrawn: Incorporated into AC-14]. 

References:  None. 

Priority and Baseline Allocation: 

P3 LOW   AC-14 MOD   AC-14 HIGH   AC-14 
 

AC-15 AUTOMATED MARKING 

[Withdrawn: Incorporated into MP-3]. 
 

AC-16 SECURITY ATTRIBUTES 

Control:  The organization: 

a. Provides the means to associate [Assignment: organization-defined types of security 
attributes] having [Assignment: organization-defined security attribute values] with 
information in storage, in process, and/or in transmission; 

b. Ensures that the security attribute associations are made and retained with the information; 

c. Establishes the permitted [Assignment: organization-defined security attributes] for 
[Assignment: organization-defined information systems]; and 

d. Determines the permitted [Assignment: organization-defined values or ranges] for each of the 
established security attributes. 

Supplemental Guidance:  Information is represented internally within information systems using 
abstractions known as data structures. Internal data structures can represent different types of 
entities, both active and passive. Active entities, also known as subjects, are typically associated 
with individuals, devices, or processes acting on behalf of individuals. Passive entities, also known 
as objects, are typically associated with data structures such as records, buffers, tables, files, inter-
process pipes, and communications ports. Security attributes, a form of metadata, are abstractions 
representing the basic properties or characteristics of active and passive entities with respect to 
safeguarding information. These attributes may be associated with active entities (i.e., subjects) 
that have the potential to send or receive information, to cause information to flow among objects, 
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or to change the information system state. These attributes may also be associated with passive 
entities (i.e., objects) that contain or receive information. The association of security attributes to 
subjects and objects is referred to as binding and is typically inclusive of setting the attribute value 
and the attribute type. Security attributes when bound to data/information, enables the enforcement 
of information security policies for access control and information flow control, either through 
organizational processes or information system functions or mechanisms. The content or assigned 
values of security attributes can directly affect the ability of individuals to access organizational 
information. 

Organizations can define the types of attributes needed for selected information systems to support 
missions/business functions. There is potentially a wide range of values that can be assigned to 
any given security attribute. Release markings could include, for example, US only, NATO, or 
NOFORN (not releasable to foreign nationals). By specifying permitted attribute ranges and 
values, organizations can ensure that the security attribute values are meaningful and relevant. The 
term security labeling refers to the association of security attributes with subjects and objects 
represented by internal data structures within organizational information systems, to enable 
information system-based enforcement of information security policies. Security labels include, 
for example, access authorizations, data life cycle protection (i.e., encryption and data expiration), 
nationality, affiliation as contractor, and classification of information in accordance with legal and 
compliance requirements. The term security marking refers to the association of security attributes 
with objects in a human-readable form, to enable organizational process-based enforcement of 
information security policies. The AC-16 base control represents the requirement for user-based 
attribute association (marking). The enhancements to AC-16 represent additional requirements 
including information system-based attribute association (labeling). Types of attributes include, 
for example, classification level for objects and clearance (access authorization) level for subjects. 
An example of a value for both of these attribute types is Top Secret. Related controls: AC-3, AC-
4, AC-6, AC-21, AU-2, AU-10, SC-16, MP-3. 

Control Enhancements:  

(1) SECURITY ATTRIBUTES | DYNAMIC ATTRIBUTE ASSOCIATION 
The information system dynamically associates security attributes with [Assignment: organization-
defined subjects and objects] in accordance with [Assignment: organization-defined security 
policies] as information is created and combined. 

Supplemental Guidance:  Dynamic association of security attributes is appropriate whenever the 
security characteristics of information changes over time. Security attributes may change, for 
example, due to information aggregation issues (i.e., the security characteristics of individual 
information elements are different from the combined elements), changes in individual access 
authorizations (i.e., privileges), and changes in the security category of information. Related 
control: AC-4. 

(2) SECURITY ATTRIBUTES | ATTRIBUTE VALUE CHANGES BY AUTHORIZED INDIVIDUALS  
The information system provides authorized individuals (or processes acting on behalf of 
individuals) the capability to define or change the value of associated security attributes. 

Supplemental Guidance:  The content or assigned values of security attributes can directly affect 
the ability of individuals to access organizational information. Therefore, it is important for 
information systems to be able to limit the ability to create or modify security attributes to 
authorized individuals. Related controls: AC-6, AU-2. 

(3) SECURITY ATTRIBUTES | MAINTENANCE OF ATTRIBUTE ASSOCIATIONS BY INFORMATION SYSTEM  
The information system maintains the association and integrity of [Assignment: organization-
defined security attributes] to [Assignment: organization-defined subjects and objects]. 

Supplemental Guidance:  Maintaining the association and integrity of security attributes to 
subjects and objects with sufficient assurance helps to ensure that the attribute associations 
can be used as the basis of automated policy actions. Automated policy actions include, for 
example, access control decisions or information flow control decisions. 
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(4) SECURITY ATTRIBUTES | ASSOCIATION OF ATTRIBUTES BY AUTHORIZED INDIVIDUALS  
The information system supports the association of [Assignment: organization-defined security 
attributes] with [Assignment: organization-defined subjects and objects] by authorized individuals 
(or processes acting on behalf of individuals). 

Supplemental Guidance:  The support provided by information systems can vary to include: (i) 
prompting users to select specific security attributes to be associated with specific information 
objects; (ii) employing automated mechanisms for categorizing information with appropriate 
attributes based on defined policies; or (iii) ensuring that the combination of selected security 
attributes selected is valid. Organizations consider the creation, deletion, or modification of 
security attributes when defining auditable events. 

(5) SECURITY ATTRIBUTES | ATTRIBUTE DISPLAYS FOR OUTPUT DEVICES  
The information system displays security attributes in human-readable form on each object that 
the system transmits to output devices to identify [Assignment: organization-identified special 
dissemination, handling, or distribution instructions] using [Assignment: organization-identified 
human-readable, standard naming conventions]. 

Supplemental Guidance:  Information system outputs include, for example, pages, screens, or 
equivalent. Information system output devices include, for example, printers and video 
displays on computer workstations, notebook computers, and personal digital assistants. 

(6) SECURITY ATTRIBUTES | MAINTENANCE OF ATTRIBUTE ASSOCIATION BY ORGANIZATION 
The organization allows personnel to associate, and maintain the association of [Assignment: 
organization-defined security attributes] with [Assignment: organization-defined subjects and 
objects] in accordance with [Assignment: organization-defined security policies]. 

Supplemental Guidance:  This control enhancement requires individual users (as opposed to the 
information system) to maintain associations of security attributes with subjects and objects. 

(7) SECURITY ATTRIBUTES | CONSISTENT ATTRIBUTE INTERPRETATION 
The organization provides a consistent interpretation of security attributes transmitted between 
distributed information system components. 

Supplemental Guidance:  In order to enforce security policies across multiple components in 
distributed information systems (e.g., distributed database management systems, cloud-based 
systems, and service-oriented architectures), organizations provide a consistent interpretation 
of security attributes that are used in access enforcement and flow enforcement decisions. 
Organizations establish agreements and processes to ensure that all distributed information 
system components implement security attributes with consistent interpretations in automated 
access/flow enforcement actions. 

(8) SECURITY ATTRIBUTES | ASSOCIATION TECHNIQUES / TECHNOLOGIES  
The information system implements [Assignment: organization-defined techniques or 
technologies] with [Assignment: organization-defined level of assurance] in associating security 
attributes to information. 

Supplemental Guidance:  The association (i.e., binding) of security attributes to information 
within information systems is of significant importance with regard to conducting automated 
access enforcement and flow enforcement actions. The association of such security attributes 
can be accomplished with technologies/techniques providing different levels of assurance. For 
example, information systems can cryptographically bind security attributes to information 
using digital signatures with the supporting cryptographic keys protected by hardware devices 
(sometimes known as hardware roots of trust). 

(9) SECURITY ATTRIBUTES | ATTRIBUTE REASSIGNMENT  
The organization ensures that security attributes associated with information are reassigned only 
via re-grading mechanisms validated using [Assignment: organization-defined techniques or 
procedures]. 
Supplemental Guidance:  Validated re-grading mechanisms are employed by organizations to 
provide the requisite levels of assurance for security attribute reassignment activities. The 
validation is facilitated by ensuring that re-grading mechanisms are single purpose and of 
limited function. Since security attribute reassignments can affect security policy enforcement 
actions (e.g., access/flow enforcement decisions), using trustworthy re-grading mechanisms is 
necessary to ensure that such mechanisms perform in a consistent/correct mode of operation. 
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(10) SECURITY ATTRIBUTES | ATTRIBUTE CONFIGURATION BY AUTHORIZED INDIVIDUALS  
The information system provides authorized individuals the capability to define or change the type 
and value of security attributes available for association with subjects and objects. 

Supplemental Guidance:  The content or assigned values of security attributes can directly affect 
the ability of individuals to access organizational information. Therefore, it is important for 
information systems to be able to limit the ability to create or modify security attributes to 
authorized individuals only. 

References:  None. 

Priority and Baseline Allocation: 

P0 LOW   Not Selected MOD   Not Selected HIGH   Not Selected 
 

AC-17 REMOTE ACCESS 

Control:  The organization: 

a. Establishes and documents usage restrictions, configuration/connection requirements, and 
implementation guidance for each type of remote access allowed; and 

b. Authorizes remote access to the information system prior to allowing such connections. 

Supplemental Guidance:  Remote access is access to organizational information systems by users (or 
processes acting on behalf of users) communicating through external networks (e.g., the Internet). 
Remote access methods include, for example, dial-up, broadband, and wireless. Organizations 
often employ encrypted virtual private networks (VPNs) to enhance confidentiality and integrity 
over remote connections. The use of encrypted VPNs does not make the access non-remote; 
however, the use of VPNs, when adequately provisioned with appropriate security controls (e.g., 
employing appropriate encryption techniques for confidentiality and integrity protection) may 
provide sufficient assurance to the organization that it can effectively treat such connections as 
internal networks.  Still, VPN connections traverse external networks, and the encrypted VPN 
does not enhance the availability of remote connections. Also, VPNs with encrypted tunnels can 
affect the organizational capability to adequately monitor network communications traffic for 
malicious code. Remote access controls apply to information systems other than public web 
servers or systems designed for public access. This control addresses authorization prior to 
allowing remote access without specifying the formats for such authorization. While organizations 
may use interconnection security agreements to authorize remote access connections, such 
agreements are not required by this control. Enforcing access restrictions for remote connections is 
addressed in AC-3. Related controls: AC-2, AC-3, AC-18, AC-19, AC-20, CA-3, CA-7, CM-8, 
IA-2, IA-3, IA-8, MA-4, PE-17, PL-4, SC-10, SI-4. 

Control Enhancements: 

(1) REMOTE ACCESS | AUTOMATED MONITORING / CONTROL  
The information system monitors and controls remote access methods. 
Supplemental Guidance:  Automated monitoring and control of remote access sessions allows 
organizations to detect cyber attacks and also ensure ongoing compliance with remote access 
policies by auditing connection activities of remote users on a variety of information system 
components (e.g., servers, workstations, notebook computers, smart phones, and tablets). 
Related controls: AU-2, AU-12. 

(2) REMOTE ACCESS | PROTECTION OF CONFIDENTIALITY / INTEGRITY USING ENCRYPTION  
The information system implements cryptographic mechanisms to protect the confidentiality and 
integrity of remote access sessions. 
Supplemental Guidance:  The encryption strength of mechanism is selected based on the security 
categorization of the information.  Related controls: SC-8, SC-12, SC-13. 
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(3) REMOTE ACCESS | MANAGED ACCESS CONTROL POINTS  
The information system routes all remote accesses through [Assignment: organization-defined 
number] managed network access control points. 

Supplemental Guidance:  Limiting the number of access control points for remote accesses 
reduces the attack surface for organizations. Organizations consider the Trusted Internet 
Connections (TIC) initiative requirements for external network connections. Related control: 
SC-7. 

(4) REMOTE ACCESS | PRIVILEGED COMMANDS / ACCESS  
The organization: 
(a) Authorizes the execution of privileged commands and access to security-relevant information 

via remote access only for [Assignment: organization-defined needs]; and 
(b) Documents the rationale for such access in the security plan for the information system. 

Supplemental Guidance:  Related control: AC-6. 

(5) REMOTE ACCESS | MONITORING FOR UNAUTHORIZED CONNECTIONS  
[Withdrawn: Incorporated into SI-4]. 

(6) REMOTE ACCESS | PROTECTION OF INFORMATION  
The organization ensures that users protect information about remote access mechanisms from 
unauthorized use and disclosure. 

Supplemental Guidance:  Related controls: AT-2, AT-3, PS-6. 

(7) REMOTE ACCESS | ADDITIONAL PROTECTION FOR SECURITY FUNCTION ACCESS 
[Withdrawn: Incorporated into AC-3 (10)]. 

(8) REMOTE ACCESS | DISABLE NONSECURE NETWORK PROTOCOLS  
[Withdrawn: Incorporated into CM-7]. 

(9) REMOTE ACCESS | DISCONNECT / DISABLE ACCESS  
The organization provides the capability to expeditiously disconnect or disable remote access to 
the information system within [Assignment: organization-defined time period]. 

Supplemental Guidance:  This control enhancement requires organizations to have the capability 
to rapidly disconnect current users remotely accessing the information system and/or disable 
further remote access. The speed of disconnect or disablement varies based on the criticality 
of missions/business functions and the need to eliminate immediate or future remote access to 
organizational information systems.  

References:  NIST Special Publications 800-46, 800-77, 800-113, 800-114, 800-121. 

Priority and Baseline Allocation:  

P1 LOW   AC-17 MOD   AC-17 (1) (2) (3) (4) HIGH   AC-17 (1) (2) (3) (4) 
 

AC-18 WIRELESS ACCESS 

Control:  The organization: 

a. Establishes usage restrictions, configuration/connection requirements, and implementation 
guidance for wireless access; and 

b. Authorizes wireless access to the information system prior to allowing such connections. 

Supplemental Guidance:  Wireless technologies include, for example, microwave, packet radio 
(UHF/VHF), 802.11x, and Bluetooth. Wireless networks use authentication protocols (e.g., 
EAP/TLS, PEAP), which provide credential protection and mutual authentication. Related 
controls: AC-2, AC-3, AC-17, AC-19, CA-3, CA-7, CM-8, IA-2, IA-3, IA-8, PL-4, SI-4. 
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Control Enhancements: 

(1) WIRELESS ACCESS | AUTHENTICATION AND ENCRYPTION 
The information system protects wireless access to the system using authentication of [Selection 
(one or more): users; devices] and encryption. 

Supplemental Guidance:  Related controls: SC-8, SC-13. 

(2) WIRELESS ACCESS | MONITORING UNAUTHORIZED CONNECTIONS  
[Withdrawn: Incorporated into SI-4]. 

(3) WIRELESS ACCESS | DISABLE WIRELESS NETWORKING  
The organization disables, when not intended for use, wireless networking capabilities internally 
embedded within information system components prior to issuance and deployment. 

Supplemental Guidance:  Related control: AC-19. 

(4) WIRELESS ACCESS | RESTRICT CONFIGURATIONS BY USERS  
The organization identifies and explicitly authorizes users allowed to independently configure 
wireless networking capabilities. 

Supplemental Guidance:  Organizational authorizations to allow selected users to configure 
wireless networking capability are enforced in part, by the access enforcement mechanisms 
employed within organizational information systems. Related controls: AC-3, SC-15. 

(5) WIRELESS ACCESS | ANTENNAS / TRANSMISSION POWER LEVELS  
The organization selects radio antennas and calibrates transmission power levels to reduce the 
probability that usable signals can be received outside of organization-controlled boundaries. 

Supplemental Guidance:  Actions that may be taken by organizations to limit unauthorized use 
of wireless communications outside of organization-controlled boundaries include, for 
example: (i) reducing the power of wireless transmissions so that the transmissions are less 
likely to emit a signal that can be used by adversaries outside of the physical perimeters of 
organizations; (ii) employing measures such as TEMPEST to control wireless emanations; 
and (iii) using directional/beam forming antennas that reduce the likelihood that unintended 
receivers will be able to intercept signals. Prior to taking such actions, organizations can 
conduct periodic wireless surveys to understand the radio frequency profile of organizational 
information systems as well as other systems that may be operating in the area. Related 
control: PE-19. 

References:  NIST Special Publications 800-48, 800-94, 800-97. 

Priority and Baseline Allocation: 

P1 LOW   AC-18 MOD   AC-18 (1) HIGH   AC-18 (1) (4) (5) 
 

AC-19 ACCESS CONTROL FOR MOBILE DEVICES 

Control:  The organization: 

a. Establishes usage restrictions, configuration requirements, connection requirements, and 
implementation guidance for organization-controlled mobile devices; and 

b. Authorizes the connection of mobile devices to organizational information systems. 

Supplemental Guidance:  A mobile device is a computing device that: (i) has a small form factor 
such that it can easily be carried by a single individual; (ii) is designed to operate without a 
physical connection (e.g., wirelessly transmit or receive information); (iii) possesses local, non-
removable or removable data storage; and (iv) includes a self-contained power source. Mobile 
devices may also include voice communication capabilities, on-board sensors that allow the device 
to capture information, and/or built-in features for synchronizing local data with remote locations. 
Examples include smart phones, E-readers, and tablets. Mobile devices are typically associated 
with a single individual and the device is usually in close proximity to the individual; however, the 
degree of proximity can vary depending upon on the form factor and size of the device. The 
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processing, storage, and transmission capability of the mobile device may be comparable to or 
merely a subset of desktop systems, depending upon the nature and intended purpose of the 
device. Due to the large variety of mobile devices with different technical characteristics and 
capabilities, organizational restrictions may vary for the different classes/types of such devices. 
Usage restrictions and specific implementation guidance for mobile devices include, for example, 
configuration management, device identification and authentication, implementation of mandatory 
protective software (e.g., malicious code detection, firewall), scanning devices for malicious code, 
updating virus protection software, scanning for critical software updates and patches, conducting 
primary operating system (and possibly other resident software) integrity checks, and disabling 
unnecessary hardware (e.g., wireless, infrared). Organizations are cautioned that the need to 
provide adequate security for mobile devices goes beyond the requirements in this control. Many 
safeguards and countermeasures for mobile devices are reflected in other security controls in the 
catalog allocated in the initial control baselines as starting points for the development of security 
plans and overlays using the tailoring process. There may also be some degree of overlap in the 
requirements articulated by the security controls within the different families of controls. AC-20 
addresses mobile devices that are not organization-controlled. Related controls: AC-3, AC-7, AC-
18, AC-20, CA-9, CM-2, IA-2, IA-3, MP-2, MP-4, MP-5, PL-4, SC-7, SC-43, SI-3, SI-4. 

Control Enhancements: 

(1) ACCESS CONTROL FOR MOBILE DEVICES | USE OF  WRITABLE / PORTABLE STORAGE DEVICES 
[Withdrawn: Incorporated into MP-7]. 

(2) ACCESS CONTROL FOR MOBILE DEVICES | USE OF PERSONALLY OWNED PORTABLE STORAGE DEVICES 
[Withdrawn: Incorporated into MP-7]. 

(3) ACCESS CONTROL FOR MOBILE DEVICES | USE OF PORTABLE STORAGE DEVICES WITH NO IDENTIFIABLE OWNER 
[Withdrawn: Incorporated into MP-7]. 

(4) ACCESS CONTROL FOR MOBILE DEVICES | RESTRICTIONS FOR CLASSIFIED INFORMATION  
The organization: 

(a) Prohibits the use of unclassified mobile devices in facilities containing information systems 
processing, storing, or transmitting classified information unless specifically permitted by the 
authorizing official; and 

(b) Enforces the following restrictions on individuals permitted by the authorizing official to use 
unclassified mobile devices in facilities containing information systems processing, storing, 
or transmitting classified information: 

(1) Connection of unclassified mobile devices to classified information systems is 
prohibited; 

(2) Connection of unclassified mobile devices to unclassified information systems requires 
approval from the authorizing official; 

(3) Use of internal or external modems or wireless interfaces within the unclassified mobile 
devices is prohibited; and 

(4) Unclassified mobile devices and the information stored on those devices are subject to 
random reviews and inspections by [Assignment: organization-defined security officials], 
and if classified information is found, the incident handling policy is followed. 

(c) Restricts the connection of classified mobile devices to classified information systems in 
accordance with [Assignment: organization-defined security policies]. 

Supplemental Guidance:  Related controls: CA-6, IR-4. 

(5) ACCESS CONTROL FOR MOBILE DEVICES | FULL DEVICE / CONTAINER-BASED  ENCRYPTION 
The organization employs [Selection: full-device encryption; container encryption] to protect the 
confidentiality and integrity of information on [Assignment: organization-defined mobile devices]. 

Supplemental Guidance:  Container-based encryption provides a more fine-grained approach to 
the encryption of data/information on mobile devices, including for example, encrypting 
selected data structures such as files, records, or fields. Related controls: MP-5, SC-13, SC-
28. 

References:  OMB Memorandum 06-16; NIST Special Publications 800-114, 800-124, 800-164. 
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Priority and Baseline Allocation: 

P1 LOW   AC-19 MOD   AC-19 (5) HIGH   AC-19 (5) 
 

AC-20 USE OF EXTERNAL INFORMATION SYSTEMS 

Control:  The organization establishes terms and conditions, consistent with any trust relationships 
established with other organizations owning, operating, and/or maintaining external information 
systems, allowing authorized individuals to: 

a. Access the information system from external information systems; and 

b. Process, store, or transmit organization-controlled information using external information 
systems. 

Supplemental Guidance:  External information systems are information systems or components of 
information systems that are outside of the authorization boundary established by organizations 
and for which organizations typically have no direct supervision and authority over the application 
of required security controls or the assessment of control effectiveness. External information 
systems include, for example: (i) personally owned information systems/devices (e.g., notebook 
computers, smart phones, tablets, personal digital assistants); (ii) privately owned computing and 
communications devices resident in commercial or public facilities (e.g., hotels, train stations, 
convention centers, shopping malls, or airports); (iii) information systems owned or controlled by 
nonfederal governmental organizations; and (iv) federal information systems that are not owned 
by, operated by, or under the direct supervision and authority of organizations. This control also 
addresses the use of external information systems for the processing, storage, or transmission of 
organizational information, including, for example, accessing cloud services (e.g., infrastructure as 
a service, platform as a service, or software as a service) from organizational information systems. 

 For some external information systems (i.e., information systems operated by other federal 
agencies, including organizations subordinate to those agencies), the trust relationships that have 
been established between those organizations and the originating organization may be such, that 
no explicit terms and conditions are required. Information systems within these organizations 
would not be considered external. These situations occur when, for example, there are pre-existing 
sharing/trust agreements (either implicit or explicit) established between federal agencies or 
organizations subordinate to those agencies, or when such trust agreements are specified by 
applicable laws, Executive Orders, directives, or policies. Authorized individuals include, for 
example, organizational personnel, contractors, or other individuals with authorized access to 
organizational information systems and over which organizations have the authority to impose 
rules of behavior with regard to system access. Restrictions that organizations impose on 
authorized individuals need not be uniform, as those restrictions may vary depending upon the 
trust relationships between organizations. Therefore, organizations may choose to impose different 
security restrictions on contractors than on state, local, or tribal governments. 

This control does not apply to the use of external information systems to access public interfaces 
to organizational information systems (e.g., individuals accessing federal information through 
www.usa.gov). Organizations establish terms and conditions for the use of external information 
systems in accordance with organizational security policies and procedures. Terms and conditions 
address as a minimum: types of applications that can be accessed on organizational information 
systems from external information systems; and the highest security category of information that 
can be processed, stored, or transmitted on external information systems. If terms and conditions 
with the owners of external information systems cannot be established, organizations may impose 
restrictions on organizational personnel using those external systems. Related controls: AC-3, AC-
17, AC-19, CA-3, PL-4, SA-9. 
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Control Enhancements: 

(1) USE OF EXTERNAL INFORMATION SYSTEMS | LIMITS ON AUTHORIZED USE  
The organization permits authorized individuals to use an external information system to access 
the information system or to process, store, or transmit organization-controlled information only 
when the organization: 

(a) Verifies the implementation of required security controls on the external system as specified 
in the organization’s information security policy and security plan; or 

(b) Retains approved information system connection or processing agreements with the 
organizational entity hosting the external information system. 

Supplemental Guidance:  This control enhancement recognizes that there are circumstances 
where individuals using external information systems (e.g., contractors, coalition partners) 
need to access organizational information systems. In those situations, organizations need 
confidence that the external information systems contain the necessary security safeguards 
(i.e., security controls), so as not to compromise, damage, or otherwise harm organizational 
information systems. Verification that the required security controls have been implemented 
can be achieved, for example, by third-party, independent assessments, attestations, or other 
means, depending on the confidence level required by organizations. Related control: CA-2. 

(2) USE OF EXTERNAL INFORMATION SYSTEMS | PORTABLE STORAGE DEVICES 
The organization [Selection: restricts; prohibits] the use of organization-controlled portable 
storage devices by authorized individuals on external information systems. 

Supplemental Guidance:  Limits on the use of organization-controlled portable storage devices 
in external information systems include, for example, complete prohibition of the use of such 
devices or restrictions on how the devices may be used and under what conditions the devices 
may be used. 

(3) USE OF EXTERNAL INFORMATION SYSTEMS | NON-ORGANIZATIONALLY OWNED SYSTEMS / COMPONENTS / DEVICES  
The organization [Selection: restricts; prohibits] the use of non-organizationally owned information 
systems, system components, or devices to process, store, or transmit organizational information. 

Supplemental Guidance:  Non-organizationally owned devices include devices owned by other 
organizations (e.g., federal/state agencies, contractors) and personally owned devices. There 
are risks to using non-organizationally owned devices. In some cases, the risk is sufficiently 
high as to prohibit such use. In other cases, it may be such that the use of non-organizationally 
owned devices is allowed but restricted in some way. Restrictions include, for example: (i) 
requiring the implementation of organization-approved security controls prior to authorizing 
such connections; (ii) limiting access to certain types of information, services, or applications; 
(iii) using virtualization techniques to limit processing and storage activities to servers or 
other system components provisioned by the organization; and (iv) agreeing to terms and 
conditions for usage. For personally owned devices, organizations consult with the Office of 
the General Counsel regarding legal issues associated with using such devices in operational 
environments, including, for example, requirements for conducting forensic analyses during 
investigations after an incident. 

(4) USE OF EXTERNAL INFORMATION SYSTEMS | NETWORK ACCESSIBLE STORAGE DEVICES  
The organization prohibits the use of [Assignment: organization-defined network accessible 
storage devices] in external information systems. 

Supplemental Guidance:  Network accessible storage devices in external information systems 
include, for example, online storage devices in public, hybrid, or community cloud-based 
systems. 

References:  FIPS Publication 199. 

Priority and Baseline Allocation: 

P1 LOW   AC-20 MOD   AC-20 (1) (2) HIGH   AC-20 (1) (2) 
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AC-21 INFORMATION SHARING 

Control:  The organization: 

a. Facilitates information sharing by enabling authorized users to determine whether access 
authorizations assigned to the sharing partner match the access restrictions on the information 
for [Assignment: organization-defined information sharing circumstances where user 
discretion is required]; and 

b. Employs [Assignment: organization-defined automated mechanisms or manual processes] to 
assist users in making information sharing/collaboration decisions. 

Supplemental Guidance:  This control applies to information that may be restricted in some manner 
(e.g., privileged medical information, contract-sensitive information, proprietary information, 
personally identifiable information, classified information related to special access programs or 
compartments) based on some formal or administrative determination. Depending on the particular 
information-sharing circumstances, sharing partners may be defined at the individual, group, or 
organizational level. Information may be defined by content, type, security category, or special 
access program/compartment. Related control: AC-3. 

 Control Enhancements:  

(1) INFORMATION SHARING | AUTOMATED DECISION SUPPORT  
The information system enforces information-sharing decisions by authorized users based on 
access authorizations of sharing partners and access restrictions on information to be shared. 

(2) INFORMATION SHARING | INFORMATION SEARCH AND RETRIEVAL  
The information system implements information search and retrieval services that enforce 
[Assignment: organization-defined information sharing restrictions]. 

References:  None. 

Priority and Baseline Allocation: 

P2 LOW   Not Selected MOD   AC-21 HIGH   AC-21 
 

AC-22 PUBLICLY ACCESSIBLE CONTENT 

Control:  The organization: 

a. Designates individuals authorized to post information onto a publicly accessible information 
system; 

b. Trains authorized individuals to ensure that publicly accessible information does not contain 
nonpublic information; 

c. Reviews the proposed content of information prior to posting onto the publicly accessible 
information system to ensure that nonpublic information is not included; and 

d. Reviews the content on the publicly accessible information system for nonpublic information 
[Assignment: organization-defined frequency] and removes such information, if discovered. 

Supplemental Guidance:  In accordance with federal laws, Executive Orders, directives, policies, 
regulations, standards, and/or guidance, the general public is not authorized access to nonpublic 
information (e.g., information protected under the Privacy Act and proprietary information). This 
control addresses information systems that are controlled by the organization and accessible to the 
general public, typically without identification or authentication. The posting of information on 
non-organization information systems is covered by organizational policy. Related controls: AC-3, 
AC-4, AT-2, AT-3, AU-13. 

Control Enhancements:  None. 

References:  None. 
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Priority and Baseline Allocation: 

P3 LOW   AC-22 MOD   AC-22 HIGH   AC-22 
 

AC-23 DATA MINING PROTECTION 

Control:  The organization employs [Assignment: organization-defined data mining prevention and 
detection techniques] for [Assignment: organization-defined data storage objects] to adequately 
detect and protect against data mining. 

Supplemental Guidance:  Data storage objects include, for example, databases, database records, and 
database fields. Data mining prevention and detection techniques include, for example: (i) limiting 
the types of responses provided to database queries; (ii) limiting the number/frequency of database 
queries to increase the work factor needed to determine the contents of such databases; and (iii) 
notifying organizational personnel when atypical database queries or accesses occur. This control 
focuses on the protection of organizational information from data mining while such information 
resides in organizational data stores. In contrast, AU-13 focuses on monitoring for organizational 
information that may have been mined or otherwise obtained from data stores and is now available 
as open source information residing on external sites, for example, through social networking or 
social media websites. 

Control Enhancements:  None. 

References:  None. 

Priority and Baseline Allocation: 

P0 LOW   Not Selected MOD   Not Selected HIGH   Not Selected 
 

AC-24 ACCESS CONTROL DECISIONS 

Control:  The organization establishes procedures to ensure [Assignment: organization-defined 
access control decisions] are applied to each access request prior to access enforcement. 

Supplemental Guidance:  Access control decisions (also known as authorization decisions) occur 
when authorization information is applied to specific accesses. In contrast, access enforcement 
occurs when information systems enforce access control decisions. While it is very common to 
have access control decisions and access enforcement implemented by the same entity, it is not 
required and it is not always an optimal implementation choice. For some architectures and 
distributed information systems, different entities may perform access control decisions and access 
enforcement. 

 Control Enhancements: 

(1) ACCESS CONTROL DECISIONS | TRANSMIT ACCESS AUTHORIZATION INFORMATION  
The information system transmits [Assignment: organization-defined access authorization 
information] using [Assignment: organization-defined security safeguards] to [Assignment: 
organization-defined information systems] that enforce access control decisions. 

Supplemental Guidance:  In distributed information systems, authorization processes and access 
control decisions may occur in separate parts of the systems. In such instances, authorization 
information is transmitted securely so timely access control decisions can be enforced at the 
appropriate locations. To support the access control decisions, it may be necessary to transmit 
as part of the access authorization information, supporting security attributes. This is due to 
the fact that in distributed information systems, there are various access control decisions that 
need to be made and different entities (e.g., services) make these decisions in a serial fashion, 
each requiring some security attributes to make the decisions. Protecting access authorization 
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information (i.e., access control decisions) ensures that such information cannot be altered, 
spoofed, or otherwise compromised during transmission. 

(2) ACCESS CONTROL DECISIONS | NO USER OR PROCESS IDENTITY 
The information system enforces access control decisions based on [Assignment: organization-
defined security attributes] that do not include the identity of the user or process acting on behalf 
of the user. 
Supplemental Guidance:  In certain situations, it is important that access control decisions can be 
made without information regarding the identity of the users issuing the requests. These are 
generally instances where preserving individual privacy is of paramount importance. In other 
situations, user identification information is simply not needed for access control decisions 
and, especially in the case of distributed information systems, transmitting such information 
with the needed degree of assurance may be very expensive or difficult to accomplish. 

References:  None. 

Priority and Baseline Allocation: 

P0 LOW   Not Selected MOD   Not Selected HIGH   Not Selected 
 

AC-25 REFERENCE MONITOR  
 Control:  The information system implements a reference monitor for [Assignment: organization-

defined access control policies] that is tamperproof, always invoked, and small enough to be 
subject to analysis and testing, the completeness of which can be assured. 

Supplemental Guidance:  Information is represented internally within information systems using 
abstractions known as data structures. Internal data structures can represent different types of 
entities, both active and passive. Active entities, also known as subjects, are typically associated 
with individuals, devices, or processes acting on behalf of individuals. Passive entities, also known 
as objects, are typically associated with data structures such as records, buffers, tables, files, inter-
process pipes, and communications ports. Reference monitors typically enforce mandatory access 
control policies—a type of access control that restricts access to objects based on the identity of 
subjects or groups to which the subjects belong. The access controls are mandatory because 
subjects with certain privileges (i.e., access permissions) are restricted from passing those 
privileges on to any other subjects, either directly or indirectly—that is, the information system 
strictly enforces the access control policy based on the rule set established by the policy. The 
tamperproof property of the reference monitor prevents adversaries from compromising the 
functioning of the mechanism. The always invoked property prevents adversaries from bypassing 
the mechanism and hence violating the security policy. The smallness property helps to ensure the 
completeness in the analysis and testing of the mechanism to detect weaknesses or deficiencies 
(i.e., latent flaws) that would prevent the enforcement of the security policy. Related controls: AC-
3, AC-16, SC-3, SC-39. 

Control Enhancements:  None. 

References:  None. 

Priority and Baseline Allocation: 

P0 LOW   Not Selected MOD   Not Selected HIGH   Not Selected 
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FAMILY:  AWARENESS AND TRAINING 

AT-1 SECURITY AWARENESS AND TRAINING POLICY AND PROCEDURES 

Control:  The organization: 

a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or 
roles]: 

1. A security awareness and training policy that addresses purpose, scope, roles, 
responsibilities, management commitment, coordination among organizational entities, 
and compliance; and 

2.  Procedures to facilitate the implementation of the security awareness and training policy 
and associated security awareness and training controls; and 

b. Reviews and updates the current: 

1. Security awareness and training policy [Assignment: organization-defined frequency]; 
and 

2.  Security awareness and training procedures [Assignment: organization-defined 
frequency]. 

Supplemental Guidance:  This control addresses the establishment of policy and procedures for the 
effective implementation of selected security controls and control enhancements in the AT family. 
Policy and procedures reflect applicable federal laws, Executive Orders, directives, regulations, 
policies, standards, and guidance. Security program policies and procedures at the organization 
level may make the need for system-specific policies and procedures unnecessary. The policy can 
be included as part of the general information security policy for organizations or conversely, can 
be represented by multiple policies reflecting the complex nature of certain organizations. The 
procedures can be established for the security program in general and for particular information 
systems, if needed. The organizational risk management strategy is a key factor in establishing 
policy and procedures. Related control: PM-9. 

Control Enhancements:  None. 

References:  NIST Special Publications 800-12, 800-16, 800-50, 800-100. 

Priority and Baseline Allocation: 

P1 LOW   AT-1 MOD   AT-1 HIGH   AT-1 
 

AT-2 SECURITY AWARENESS TRAINING 

Control:  The organization provides basic security awareness training to information system users 
(including managers, senior executives, and contractors): 

a. As part of initial training for new users; 

b. When required by information system changes; and 

c. [Assignment: organization-defined frequency] thereafter. 

Supplemental Guidance:  Organizations determine the appropriate content of security awareness 
training and security awareness techniques based on the specific organizational requirements and 
the information systems to which personnel have authorized access. The content includes a basic 
understanding of the need for information security and user actions to maintain security and to 
respond to suspected security incidents. The content also addresses awareness of the need for 
operations security. Security awareness techniques can include, for example, displaying posters, 
offering supplies inscribed with security reminders, generating email advisories/notices from 
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senior organizational officials, displaying logon screen messages, and conducting information 
security awareness events. Related controls: AT-3, AT-4, PL-4. 

Control Enhancements: 

(1) SECURITY AWARENESS | PRACTICAL EXERCISES  
The organization includes practical exercises in security awareness training that simulate actual 
cyber attacks. 
Supplemental Guidance:  Practical exercises may include, for example, no-notice social 
engineering attempts to collect information, gain unauthorized access, or simulate the adverse 
impact of opening malicious email attachments or invoking, via spear phishing attacks, 
malicious web links. Related controls: CA-2, CA-7, CP-4, IR-3. 

(2) SECURITY AWARENESS | INSIDER THREAT  
The organization includes security awareness training on recognizing and reporting potential 
indicators of insider threat. 

Supplemental Guidance:  Potential indicators and possible precursors of insider threat can 
include behaviors such as inordinate, long-term job dissatisfaction, attempts to gain access to 
information not required for job performance, unexplained access to financial resources, 
bullying or sexual harassment of fellow employees, workplace violence, and other serious 
violations of organizational policies, procedures, directives, rules, or practices. Security 
awareness training includes how to communicate employee and management concerns 
regarding potential indicators of insider threat through appropriate organizational channels in 
accordance with established organizational policies and procedures. Related controls: PL-4, 
PM-12, PS-3, PS-6. 

References:  C.F.R. Part 5 Subpart C (5 C.F.R. 930.301); Executive Order 13587; NIST Special 
Publication 800-50. 
Priority and Baseline Allocation: 

P1 LOW   AT-2 MOD   AT-2 (2) HIGH   AT-2 (2) 
 

AT-3 ROLE-BASED SECURITY TRAINING 

Control:  The organization provides role-based security training to personnel with assigned security 
roles and responsibilities: 

a. Before authorizing access to the information system or performing assigned duties; 

b. When required by information system changes; and 

c. [Assignment: organization-defined frequency] thereafter. 

Supplemental Guidance:  Organizations determine the appropriate content of security training based 
on the assigned roles and responsibilities of individuals and the specific security requirements of 
organizations and the information systems to which personnel have authorized access. In addition, 
organizations provide enterprise architects, information system developers, software developers, 
acquisition/procurement officials, information system managers, system/network administrators, 
personnel conducting configuration management and auditing activities, personnel performing 
independent verification and validation activities, security control assessors, and other personnel 
having access to system-level software, adequate security-related technical training specifically 
tailored for their assigned duties. Comprehensive role-based training addresses management, 
operational, and technical roles and responsibilities covering physical, personnel, and technical 
safeguards and countermeasures. Such training can include for example, policies, procedures, 
tools, and artifacts for the organizational security roles defined. Organizations also provide the 
training necessary for individuals to carry out their responsibilities related to operations and 
supply chain security within the context of organizational information security programs. Role-
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based security training also applies to contractors providing services to federal agencies. Related 
controls: AT-2, AT-4, PL-4, PS-7, SA-3, SA-12, SA-16. 

Control Enhancements: 

(1) SECURITY TRAINING | ENVIRONMENTAL CONTROLS  
The organization provides [Assignment: organization-defined personnel or roles] with initial and 
[Assignment: organization-defined frequency] training in the employment and operation of 
environmental controls. 

Supplemental Guidance:  Environmental controls include, for example, fire suppression and 
detection devices/systems, sprinkler systems, handheld fire extinguishers, fixed fire hoses, 
smoke detectors, temperature/humidity, HVAC, and power within the facility. Organizations 
identify personnel with specific roles and responsibilities associated with environmental 
controls requiring specialized training. Related controls: PE-1, PE-13, PE-14, PE-15. 

(2) SECURITY TRAINING | PHYSICAL SECURITY CONTROLS 
The organization provides [Assignment: organization-defined personnel or roles] with initial and 
[Assignment: organization-defined frequency] training in the employment and operation of 
physical security controls. 

Supplemental Guidance:  Physical security controls include, for example, physical access control 
devices, physical intrusion alarms, monitoring/surveillance equipment, and security guards 
(deployment and operating procedures). Organizations identify personnel with specific roles 
and responsibilities associated with physical security controls requiring specialized training. 
Related controls: PE-2, PE-3, PE-4, PE-5. 

(3) SECURITY TRAINING | PRACTICAL EXERCISES 
The organization includes practical exercises in security training that reinforce training objectives. 
Supplemental Guidance:  Practical exercises may include, for example, security training for 
software developers that includes simulated cyber attacks exploiting common software 
vulnerabilities (e.g., buffer overflows), or spear/whale phishing attacks targeted at senior 
leaders/executives. These types of practical exercises help developers better understand the 
effects of such vulnerabilities and appreciate the need for security coding standards and 
processes. 

(4) SECURITY TRAINING | SUSPICIOUS COMMUNICATIONS AND ANOMALOUS SYSTEM BEHAVIOR 
The organization provides training to its personnel on [Assignment: organization-defined 
indicators of malicious code] to recognize suspicious communications and anomalous behavior in 
organizational information systems. 

Supplemental Guidance:  A well-trained workforce provides another organizational safeguard 
that can be employed as part of a defense-in-depth strategy to protect organizations against 
malicious code coming in to organizations via email or the web applications. Personnel are 
trained to look for indications of potentially suspicious email (e.g., receiving an unexpected 
email, receiving an email containing strange or poor grammar, or receiving an email from an 
unfamiliar sender but who appears to be from a known sponsor or contractor). Personnel are 
also trained on how to respond to such suspicious email or web communications (e.g., not 
opening attachments, not clicking on embedded web links, and checking the source of email 
addresses). For this process to work effectively, all organizational personnel are trained and 
made aware of what constitutes suspicious communications. Training personnel on how to 
recognize anomalous behaviors in organizational information systems can potentially provide 
early warning for the presence of malicious code. Recognition of such anomalous behavior by 
organizational personnel can supplement automated malicious code detection and protection 
tools and systems employed by organizations. 

References:  C.F.R. Part 5 Subpart C (5 C.F.R. 930.301); NIST Special Publications 800-16, 800-
50. 

Priority and Baseline Allocation: 

P1 LOW   AT-3 MOD   AT-3 HIGH   AT-3 
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AT-4 SECURITY TRAINING RECORDS 

Control:  The organization: 

a. Documents and monitors individual information system security training activities including 
basic security awareness training and specific information system security training; and 

b. Retains individual training records for [Assignment: organization-defined time period]. 

Supplemental Guidance:  Documentation for specialized training may be maintained by individual 
supervisors at the option of the organization. Related controls: AT-2, AT-3, PM-14. 

Control Enhancements:  None. 

References:  None. 

Priority and Baseline Allocation: 

P3 LOW   AT-4 MOD   AT-4 HIGH   AT-4 
 

AT-5 CONTACTS WITH SECURITY GROUPS AND ASSOCIATIONS 

[Withdrawn: Incorporated into PM-15].
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FAMILY:  AUDIT AND ACCOUNTABILITY 

AU-1 AUDIT AND ACCOUNTABILITY POLICY AND PROCEDURES 
Control:  The organization: 

a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or 
roles]: 

1. An audit and accountability policy that addresses purpose, scope, roles, responsibilities, 
management commitment, coordination among organizational entities, and compliance; 
and 

2. Procedures to facilitate the implementation of the audit and accountability policy and 
associated audit and accountability controls; and 

b. Reviews and updates the current: 

1. Audit and accountability policy [Assignment: organization-defined frequency]; and 

2. Audit and accountability procedures [Assignment: organization-defined frequency]. 

Supplemental Guidance:  This control addresses the establishment of policy and procedures for the 
effective implementation of selected security controls and control enhancements in the AU family. 
Policy and procedures reflect applicable federal laws, Executive Orders, directives, regulations, 
policies, standards, and guidance. Security program policies and procedures at the organization 
level may make the need for system-specific policies and procedures unnecessary. The policy can 
be included as part of the general information security policy for organizations or conversely, can 
be represented by multiple policies reflecting the complex nature of certain organizations. The 
procedures can be established for the security program in general and for particular information 
systems, if needed. The organizational risk management strategy is a key factor in establishing 
policy and procedures. Related control: PM-9.  

Control Enhancements:  None. 

References:  NIST Special Publications 800-12, 800-100. 

Priority and Baseline Allocation: 

P1 LOW   AU-1 MOD   AU-1 HIGH   AU-1 
 

AU-2 AUDIT EVENTS 

 Control:  The organization: 

a. Determines that the information system is capable of auditing the following events: 
[Assignment: organization-defined auditable events]; 

b. Coordinates the security audit function with other organizational entities requiring audit-
related information to enhance mutual support and to help guide the selection of auditable 
events; 

c. Provides a rationale for why the auditable events are deemed to be adequate to support after-
the-fact investigations of security incidents; and 

d. Determines that the following events are to be audited within the information system: 
[Assignment: organization-defined audited events (the subset of the auditable events defined 
in AU-2 a.) along with the frequency of (or situation requiring) auditing for each identified 
event]. 

Supplemental Guidance:  An event is any observable occurrence in an organizational information 
system. Organizations identify audit events as those events which are significant and relevant to 
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the security of information systems and the environments in which those systems operate in order 
to meet specific and ongoing audit needs. Audit events can include, for example, password 
changes, failed logons, or failed accesses related to information systems, administrative privilege 
usage, PIV credential usage, or third-party credential usage. In determining the set of auditable 
events, organizations consider the auditing appropriate for each of the security controls to be 
implemented. To balance auditing requirements with other information system needs, this control 
also requires identifying that subset of auditable events that are audited at a given point in time. 
For example, organizations may determine that information systems must have the capability to 
log every file access both successful and unsuccessful, but not activate that capability except for 
specific circumstances due to the potential burden on system performance. Auditing requirements, 
including the need for auditable events, may be referenced in other security controls and control 
enhancements. Organizations also include auditable events that are required by applicable federal 
laws, Executive Orders, directives, policies, regulations, and standards. Audit records can be 
generated at various levels of abstraction, including at the packet level as information traverses the 
network. Selecting the appropriate level of abstraction is a critical aspect of an audit capability and 
can facilitate the identification of root causes to problems. Organizations consider in the definition 
of auditable events, the auditing necessary to cover related events such as the steps in distributed, 
transaction-based processes (e.g., processes that are distributed across multiple organizations) and 
actions that occur in service-oriented architectures. Related controls: AC-6, AC-17, AU-3, AU-12, 
MA-4, MP-2, MP-4, SI-4. 

Control Enhancements: 

(1) AUDIT EVENTS | COMPILATION OF AUDIT RECORDS FROM MULTIPLE SOURCES  
[Withdrawn: Incorporated into AU-12]. 

(2) AUDIT EVENTS | SELECTION OF AUDIT EVENTS BY COMPONENT 
[Withdrawn: Incorporated into AU-12]. 

(3) AUDIT EVENTS | REVIEWS AND UPDATES  
The organization reviews and updates the audited events [Assignment: organization-defined 
frequency]. 

Supplemental Guidance:  Over time, the events that organizations believe should be audited may 
change. Reviewing and updating the set of audited events periodically is necessary to ensure 
that the current set is still necessary and sufficient. 

(4) AUDIT EVENTS | PRIVILEGED FUNCTIONS  
[Withdrawn: Incorporated into AC-6 (9)]. 

References:  NIST Special Publication 800-92; Web: http://idmanagement.gov.  

Priority and Baseline Allocation: 

P1 LOW   AU-2 MOD   AU-2 (3) HIGH   AU-2 (3) 
 

AU-3 CONTENT OF AUDIT RECORDS 

 Control:  The information system generates audit records containing information that establishes 
what type of event occurred, when the event occurred, where the event occurred, the source of the 
event, the outcome of the event, and the identity of any individuals or subjects associated with the 
event. 

Supplemental Guidance:  Audit record content that may be necessary to satisfy the requirement of 
this control, includes, for example, time stamps, source and destination addresses, user/process 
identifiers, event descriptions, success/fail indications, filenames involved, and access control or 
flow control rules invoked. Event outcomes can include indicators of event success or failure and 
event-specific results (e.g., the security state of the information system after the event occurred). 
Related controls: AU-2, AU-8, AU-12, SI-11. 
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Control Enhancements: 

(1) CONTENT OF AUDIT RECORDS | ADDITIONAL AUDIT INFORMATION  
The information system generates audit records containing the following additional information: 
[Assignment: organization-defined additional, more detailed information]. 

Supplemental Guidance:  Detailed information that organizations may consider in audit records 
includes, for example, full text recording of privileged commands or the individual identities 
of group account users. Organizations consider limiting the additional audit information to 
only that information explicitly needed for specific audit requirements. This facilitates the use 
of audit trails and audit logs by not including information that could potentially be misleading 
or could make it more difficult to locate information of interest. 

(2) CONTENT OF AUDIT RECORDS | CENTRALIZED MANAGEMENT OF PLANNED AUDIT RECORD CONTENT  
The information system provides centralized management and configuration of the content to be 
captured in audit records generated by [Assignment: organization-defined information system 
components]. 
Supplemental Guidance:  This control enhancement requires that the content to be captured in 
audit records be configured from a central location (necessitating automation). Organizations 
coordinate the selection of required audit content to support the centralized management and 
configuration capability provided by the information system. Related controls: AU-6, AU-7. 

References:  None. 

Priority and Baseline Allocation: 

P1 LOW   AU-3 MOD   AU-3 (1) HIGH   AU-3 (1) (2) 
 

AU-4 AUDIT STORAGE CAPACITY 

Control:  The organization allocates audit record storage capacity in accordance with [Assignment: 
organization-defined audit record storage requirements]. 

Supplemental Guidance:  Organizations consider the types of auditing to be performed and the audit 
processing requirements when allocating audit storage capacity. Allocating sufficient audit storage 
capacity reduces the likelihood of such capacity being exceeded and resulting in the potential loss 
or reduction of auditing capability. Related controls: AU-2, AU-5, AU-6, AU-7, AU-11, SI-4. 

Control Enhancements: 

(1) AUDIT STORAGE CAPACITY | TRANSFER TO ALTERNATE STORAGE  
The information system off-loads audit records [Assignment: organization-defined frequency] onto 
a different system or media than the system being audited. 

Supplemental Guidance:  Off-loading is a process designed to preserve the confidentiality and 
integrity of audit records by moving the records from the primary information system to a 
secondary or alternate system. It is a common process in information systems with limited 
audit storage capacity; the audit storage is used only in a transitory fashion until the system 
can communicate with the secondary or alternate system designated for storing the audit 
records, at which point the information is transferred. 

References:  None. 

Priority and Baseline Allocation: 

P1 LOW   AU-4 MOD   AU-4 HIGH   AU-4 
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AU-5 RESPONSE TO AUDIT PROCESSING FAILURES 

Control:  The information system: 

a. Alerts [Assignment: organization-defined personnel or roles] in the event of an audit 
processing failure; and 

b. Takes the following additional actions: [Assignment: organization-defined actions to be taken 
(e.g., shut down information system, overwrite oldest audit records, stop generating audit 
records)]. 

Supplemental Guidance:  Audit processing failures include, for example, software/hardware errors, 
failures in the audit capturing mechanisms, and audit storage capacity being reached or exceeded. 
Organizations may choose to define additional actions for different audit processing failures (e.g., 
by type, by location, by severity, or a combination of such factors). This control applies to each 
audit data storage repository (i.e., distinct information system component where audit records are 
stored), the total audit storage capacity of organizations (i.e., all audit data storage repositories 
combined), or both. Related controls: AU-4, SI-12. 

Control Enhancements: 

(1) RESPONSE TO AUDIT PROCESSING FAILURES | AUDIT STORAGE CAPACITY  
The information system provides a warning to [Assignment: organization-defined personnel, roles, 
and/or locations] within [Assignment: organization-defined time period] when allocated audit 
record storage volume reaches [Assignment: organization-defined percentage] of repository 
maximum audit record storage capacity. 
Supplemental Guidance:  Organizations may have multiple audit data storage repositories 
distributed across multiple information system components, with each repository having 
different storage volume capacities. 

(2) RESPONSE TO AUDIT PROCESSING FAILURES | REAL-TIME ALERTS  
The information system provides an alert in [Assignment: organization-defined real-time period] to 
[Assignment: organization-defined personnel, roles, and/or locations] when the following audit 
failure events occur: [Assignment: organization-defined audit failure events requiring real-time 
alerts]. 

Supplemental Guidance:  Alerts provide organizations with urgent messages. Real-time alerts 
provide these messages at information technology speed (i.e., the time from event detection to 
alert occurs in seconds or less). 

(3) RESPONSE TO AUDIT PROCESSING FAILURES | CONFIGURABLE TRAFFIC VOLUME THRESHOLDS  
The information system enforces configurable network communications traffic volume thresholds 
reflecting limits on auditing capacity and [Selection: rejects; delays] network traffic above those 
thresholds. 
Supplemental Guidance:  Organizations have the capability to reject or delay the processing of 
network communications traffic if auditing such traffic is determined to exceed the storage 
capacity of the information system audit function. The rejection or delay response is triggered 
by the established organizational traffic volume thresholds which can be adjusted based on 
changes to audit storage capacity.   

(4) RESPONSE TO AUDIT PROCESSING FAILURES | SHUTDOWN ON FAILURE  
The information system invokes a [Selection: full system shutdown; partial system shutdown; 
degraded operational mode with limited mission/business functionality available] in the event of 
[Assignment: organization-defined audit failures], unless an alternate audit capability exists. 

Supplemental Guidance:  Organizations determine the types of audit failures that can trigger 
automatic information system shutdowns or degraded operations. Because of the importance 
of ensuring mission/business continuity, organizations may determine that the nature of the 
audit failure is not so severe that it warrants a complete shutdown of the information system 
supporting the core organizational missions/business operations. In those instances, partial 
information system shutdowns or operating in a degraded mode with reduced capability may 
be viable alternatives. Related control: AU-15. 

References:  None.  
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Priority and Baseline Allocation: 

P1 LOW   AU-5 MOD   AU-5 HIGH   AU-5 (1) (2) 
 

AU-6 AUDIT REVIEW, ANALYSIS, AND REPORTING 

Control:  The organization: 

a. Reviews and analyzes information system audit records [Assignment: organization-defined 
frequency] for indications of [Assignment: organization-defined inappropriate or unusual 
activity]; and 

b. Reports findings to [Assignment: organization-defined personnel or roles]. 

Supplemental Guidance:  Audit review, analysis, and reporting covers information security-related 
auditing performed by organizations including, for example, auditing that results from monitoring 
of account usage, remote access, wireless connectivity, mobile device connection, configuration 
settings, system component inventory, use of maintenance tools and nonlocal maintenance, 
physical access, temperature and humidity, equipment delivery and removal, communications at 
the information system boundaries, use of mobile code, and use of VoIP. Findings can be reported 
to organizational entities that include, for example, incident response team, help desk, information 
security group/department. If organizations are prohibited from reviewing and analyzing audit 
information or unable to conduct such activities (e.g., in certain national security applications or 
systems), the review/analysis may be carried out by other organizations granted such authority. 
Related controls: AC-2, AC-3, AC-6, AC-17, AT-3, AU-7, AU-16, CA-7, CM-5, CM-10, CM-11, 
IA-3, IA-5, IR-5, IR-6, MA-4, MP-4, PE-3, PE-6, PE-14, PE-16, RA-5, SC-7, SC-18, SC-19, SI-3, 
SI-4, SI-7. 

Control Enhancements: 

(1) AUDIT REVIEW, ANALYSIS, AND REPORTING | PROCESS INTEGRATION  
The organization employs automated mechanisms to integrate audit review, analysis, and 
reporting processes to support organizational processes for investigation and response to 
suspicious activities. 

Supplemental Guidance:  Organizational processes benefiting from integrated audit review, 
analysis, and reporting include, for example, incident response, continuous monitoring, 
contingency planning, and Inspector General audits. Related controls: AU-12, PM-7. 

(2) AUDIT REVIEW, ANALYSIS, AND REPORTING | AUTOMATED SECURITY ALERTS  
[Withdrawn: Incorporated into SI-4].  

(3) AUDIT REVIEW, ANALYSIS, AND REPORTING | CORRELATE AUDIT REPOSITORIES  
The organization analyzes and correlates audit records across different repositories to gain 
organization-wide situational awareness. 

Supplemental Guidance:  Organization-wide situational awareness includes awareness across all 
three tiers of risk management (i.e., organizational, mission/business process, and information 
system) and supports cross-organization awareness. Related controls: AU-12, IR-4. 

(4) AUDIT REVIEW, ANALYSIS, AND REPORTING | CENTRAL REVIEW AND ANALYSIS  
The information system provides the capability to centrally review and analyze audit records from 
multiple components within the system. 
Supplemental Guidance:  Automated mechanisms for centralized reviews and analyses include, 
for example, Security Information Management products.  Related controls: AU-2, AU-12. 

(5) AUDIT REVIEW, ANALYSIS, AND REPORTING | INTEGRATION / SCANNING AND MONITORING CAPABILITIES  
The organization integrates analysis of audit records with analysis of [Selection (one or more): 
vulnerability scanning information; performance data; information system monitoring information; 
[Assignment: organization-defined data/information collected from other sources]] to further 
enhance the ability to identify inappropriate or unusual activity. 
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Supplemental Guidance:  This control enhancement does not require vulnerability scanning, the 
generation of performance data, or information system monitoring. Rather, the enhancement 
requires that the analysis of information being otherwise produced in these areas is integrated 
with the analysis of audit information. Security Event and Information Management System 
tools can facilitate audit record aggregation/consolidation from multiple information system 
components as well as audit record correlation and analysis. The use of standardized audit 
record analysis scripts developed by organizations (with localized script adjustments, as 
necessary) provides more cost-effective approaches for analyzing audit record information 
collected. The correlation of audit record information with vulnerability scanning information 
is important in determining the veracity of vulnerability scans and correlating attack detection 
events with scanning results. Correlation with performance data can help uncover denial of 
service attacks or cyber attacks resulting in unauthorized use of resources. Correlation with 
system monitoring information can assist in uncovering attacks and in better relating audit 
information to operational situations. Related controls: AU-12, IR-4, RA-5. 

(6) AUDIT REVIEW, ANALYSIS, AND REPORTING | CORRELATION WITH PHYSICAL MONITORING  
The organization correlates information from audit records with information obtained from 
monitoring physical access to further enhance the ability to identify suspicious, inappropriate, 
unusual, or malevolent activity. 
Supplemental Guidance:  The correlation of physical audit information and audit logs from 
information systems may assist organizations in identifying examples of suspicious behavior 
or supporting evidence of such behavior. For example, the correlation of an individual’s 
identity for logical access to certain information systems with the additional physical security 
information that the individual was actually present at the facility when the logical access 
occurred, may prove to be useful in investigations. 

(7) AUDIT REVIEW, ANALYSIS, AND REPORTING | PERMITTED ACTIONS  
The organization specifies the permitted actions for each [Selection (one or more): information 
system process; role; user] associated with the review, analysis, and reporting of audit 
information. 

Supplemental Guidance:  Organizations specify permitted actions for information system 
processes, roles, and/or users associated with the review, analysis, and reporting of audit 
records through account management techniques. Specifying permitted actions on audit 
information is a way to enforce the principle of least privilege. Permitted actions are enforced 
by the information system and include, for example, read, write, execute, append, and delete. 

(8) AUDIT REVIEW, ANALYSIS, AND REPORTING | FULL TEXT ANALYSIS OF PRIVILEGED COMMANDS  
The organization performs a full text analysis of audited privileged commands in a physically 
distinct component or subsystem of the information system, or other information system that is 
dedicated to that analysis. 

Supplemental Guidance:  This control enhancement requires a distinct environment for the 
dedicated analysis of audit information related to privileged users without compromising such 
information on the information system where the users have elevated privileges including the 
capability to execute privileged commands. Full text analysis refers to analysis that considers 
the full text of privileged commands (i.e., commands and all parameters) as opposed to 
analysis that considers only the name of the command. Full text analysis includes, for 
example, the use of pattern matching and heuristics. Related controls: AU-3, AU-9, AU-11, 
AU-12. 

(9) AUDIT REVIEW, ANALYSIS, AND REPORTING | CORRELATION WITH INFORMATION FROM NONTECHNICAL SOURCES  
The organization correlates information from nontechnical sources with audit information to 
enhance organization-wide situational awareness. 

Supplemental Guidance:  Nontechnical sources include, for example, human resources records 
documenting organizational policy violations (e.g., sexual harassment incidents, improper use 
of organizational information assets). Such information can lead organizations to a more 
directed analytical effort to detect potential malicious insider activity. Due to the sensitive 
nature of the information available from nontechnical sources, organizations limit access to 
such information to minimize the potential for the inadvertent release of privacy-related 
information to individuals that do not have a need to know. Thus, correlation of information 
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from nontechnical sources with audit information generally occurs only when individuals are 
suspected of being involved in a security incident. Organizations obtain legal advice prior to 
initiating such actions. Related control: AT-2. 

(10) AUDIT REVIEW, ANALYSIS, AND REPORTING | AUDIT LEVEL ADJUSTMENT  
The organization adjusts the level of audit review, analysis, and reporting within the information 
system when there is a change in risk based on law enforcement information, intelligence 
information, or other credible sources of information. 

Supplemental Guidance:  The frequency, scope, and/or depth of the audit review, analysis, and 
reporting may be adjusted to meet organizational needs based on new information received. 

References:  None. 

Priority and Baseline Allocation: 

P1 LOW   AU-6 MOD   AU-6 (1) (3) HIGH   AU-6 (1) (3) (5) (6) 
 

AU-7 AUDIT REDUCTION AND REPORT GENERATION 

 Control:  The information system provides an audit reduction and report generation capability that: 

a. Supports on-demand audit review, analysis, and reporting requirements and after-the-fact 
investigations of security incidents; and 

b. Does not alter the original content or time ordering of audit records. 

Supplemental Guidance:  Audit reduction is a process that manipulates collected audit information 
and organizes such information in a summary format that is more meaningful to analysts. Audit 
reduction and report generation capabilities do not always emanate from the same information 
system or from the same organizational entities conducting auditing activities. Audit reduction 
capability can include, for example, modern data mining techniques with advanced data filters to 
identify anomalous behavior in audit records. The report generation capability provided by the 
information system can generate customizable reports. Time ordering of audit records can be a 
significant issue if the granularity of the timestamp in the record is insufficient. Related control: 
AU-6. 

Control Enhancements: 

(1) AUDIT REDUCTION AND REPORT GENERATION | AUTOMATIC PROCESSING  
The information system provides the capability to process audit records for events of interest 
based on [Assignment: organization-defined audit fields within audit records]. 

Supplemental Guidance:  Events of interest can be identified by the content of specific audit 
record fields including, for example, identities of individuals, event types, event locations, 
event times, event dates, system resources involved, IP addresses involved, or information 
objects accessed. Organizations may define audit event criteria to any degree of granularity 
required, for example, locations selectable by general networking location (e.g., by network or 
subnetwork) or selectable by specific information system component. Related controls: AU-2, 
AU-12. 

(2) AUDIT REDUCTION AND REPORT GENERATION | AUTOMATIC SORT AND SEARCH  
The information system provides the capability to sort and search audit records for events of 
interest based on the content of [Assignment: organization-defined audit fields within audit 
records]. 
Supplemental Guidance:  Sorting and searching of audit records may be based upon the contents 
of audit record fields, for example: (i) date/time of events; (ii) user identifiers; (iii) Internet 
Protocol (IP) addresses involved in the event; (iv) type of event; or (v) event success/failure. 

References:  None. 
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Priority and Baseline Allocation: 

P2 LOW   Not Selected MOD   AU-7 (1) HIGH   AU-7 (1) 
 

AU-8 TIME STAMPS 

 Control:  The information system: 

a. Uses internal system clocks to generate time stamps for audit records; and 

b. Records time stamps for audit records that can be mapped to Coordinated Universal Time 
(UTC) or Greenwich Mean Time (GMT) and meets [Assignment: organization-defined 
granularity of time measurement]. 

Supplemental Guidance:  Time stamps generated by the information system include date and time. 
Time is commonly expressed in Coordinated Universal Time (UTC), a modern continuation of 
Greenwich Mean Time (GMT), or local time with an offset from UTC. Granularity of time 
measurements refers to the degree of synchronization between information system clocks and 
reference clocks, for example, clocks synchronizing within hundreds of milliseconds or within 
tens of milliseconds. Organizations may define different time granularities for different system 
components. Time service can also be critical to other security capabilities such as access control 
and identification and authentication, depending on the nature of the mechanisms used to support 
those capabilities. Related controls: AU-3, AU-12. 

Control Enhancements: 

(1) TIME STAMPS | SYNCHRONIZATION WITH AUTHORITATIVE TIME SOURCE  
The information system:  
(a) Compares the internal information system clocks [Assignment: organization-defined 

frequency] with [Assignment: organization-defined authoritative time source]; and 

(b) Synchronizes the internal system clocks to the authoritative time source when the time 
difference is greater than [Assignment: organization-defined time period]. 

Supplemental Guidance:  This control enhancement provides uniformity of time stamps for 
information systems with multiple system clocks and systems connected over a network. 

(2) TIME STAMPS | SECONDARY AUTHORITATIVE TIME SOURCE  
The information system identifies a secondary authoritative time source that is located in a 
different geographic region than the primary authoritative time source. 

References:  None. 

Priority and Baseline Allocation: 

P1 LOW   AU-8 MOD   AU-8 (1) HIGH   AU-8 (1) 
 

AU-9 PROTECTION OF AUDIT INFORMATION 

 Control:  The information system protects audit information and audit tools from unauthorized 
access, modification, and deletion. 

Supplemental Guidance:  Audit information includes all information (e.g., audit records, audit 
settings, and audit reports) needed to successfully audit information system activity. This control 
focuses on technical protection of audit information. Physical protection of audit information is 
addressed by media protection controls and physical and environmental protection controls. 
Related controls: AC-3, AC-6, MP-2, MP-4, PE-2, PE-3, PE-6. 
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Control Enhancements: 

(1) PROTECTION OF AUDIT INFORMATION | HARDWARE WRITE-ONCE MEDIA 
The information system writes audit trails to hardware-enforced, write-once media. 

Supplemental Guidance:  This control enhancement applies to the initial generation of audit 
trails (i.e., the collection of audit records that represents the audit information to be used for 
detection, analysis, and reporting purposes) and to the backup of those audit trails. The 
enhancement does not apply to the initial generation of audit records prior to being written to 
an audit trail. Write-once, read-many (WORM) media includes, for example, Compact Disk-
Recordable (CD-R) and Digital Video Disk-Recordable (DVD-R). In contrast, the use of 
switchable write-protection media such as on tape cartridges or Universal Serial Bus (USB) 
drives results in write-protected, but not write-once, media. Related controls: AU-4, AU-5. 

(2) PROTECTION OF AUDIT INFORMATION | AUDIT BACKUP ON SEPARATE PHYSICAL SYSTEMS / COMPONENTS  
The information system backs up audit records [Assignment: organization-defined frequency] onto 
a physically different system or system component than the system or component being audited. 

Supplemental Guidance:  This control enhancement helps to ensure that a compromise of the 
information system being audited does not also result in a compromise of the audit records. 
Related controls: AU-4, AU-5, AU-11. 

(3) PROTECTION OF AUDIT INFORMATION | CRYPTOGRAPHIC PROTECTION   
The information system implements cryptographic mechanisms to protect the integrity of audit 
information and audit tools. 

Supplemental Guidance:  Cryptographic mechanisms used for protecting the integrity of audit 
information include, for example, signed hash functions using asymmetric cryptography 
enabling distribution of the public key to verify the hash information while maintaining the 
confidentiality of the secret key used to generate the hash. Related controls: AU-10, SC-12, 
SC-13. 

(4) PROTECTION OF AUDIT INFORMATION | ACCESS BY SUBSET OF PRIVILEGED USERS  
The organization authorizes access to management of audit functionality to only [Assignment: 
organization-defined subset of privileged users]. 

Supplemental Guidance:  Individuals with privileged access to an information system and who 
are also the subject of an audit by that system, may affect the reliability of audit information 
by inhibiting audit activities or modifying audit records. This control enhancement requires 
that privileged access be further defined between audit-related privileges and other privileges, 
thus limiting the users with audit-related privileges. Related control: AC-5. 

(5) PROTECTION OF AUDIT INFORMATION | DUAL AUTHORIZATION  
The organization enforces dual authorization for [Selection (one or more): movement; deletion] of 
[Assignment: organization-defined audit information]. 
Supplemental Guidance:  Organizations may choose different selection options for different 
types of audit information. Dual authorization mechanisms require the approval of two 
authorized individuals in order to execute. Dual authorization may also be known as two-
person control. Related controls: AC-3, MP-2. 

(6) PROTECTION OF AUDIT INFORMATION | READ ONLY ACCESS  
The organization authorizes read-only access to audit information to [Assignment: organization-
defined subset of privileged users]. 

Supplemental Guidance:  Restricting privileged user authorizations to read-only helps to limit 
the potential damage to organizations that could be initiated by such users (e.g., deleting audit 
records to cover up malicious activity). 

References:  None. 

Priority and Baseline Allocation: 

P1 LOW   AU-9 MOD   AU-9 (4) HIGH   AU-9 (2) (3) (4) 
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AU-10 NON-REPUDIATION 

Control:  The information system protects against an individual (or process acting on behalf of an 
individual) falsely denying having performed [Assignment: organization-defined actions to be 
covered by non-repudiation]. 

Supplemental Guidance:  Types of individual actions covered by non-repudiation include, for 
example, creating information, sending and receiving messages, approving information (e.g., 
indicating concurrence or signing a contract). Non-repudiation protects individuals against later 
claims by: (i) authors of not having authored particular documents; (ii) senders of not having 
transmitted messages; (iii) receivers of not having received messages; or (iv) signatories of not 
having signed documents. Non-repudiation services can be used to determine if information 
originated from a particular individual, or if an individual took specific actions (e.g., sending an 
email, signing a contract, approving a procurement request) or received specific information. 
Organizations obtain non-repudiation services by employing various techniques or mechanisms 
(e.g., digital signatures, digital message receipts). Related controls: SC-12, SC-8, SC-13, SC-16, 
SC-17, SC-23. 

Control Enhancements: 

(1) NON-REPUDIATION | ASSOCIATION OF IDENTITIES  
The information system: 
(a) Binds the identity of the information producer with the information to [Assignment: 

organization-defined strength of binding]; and 
(b) Provides the means for authorized individuals to determine the identity of the producer of the 

information. 

Supplemental Guidance:  This control enhancement supports audit requirements that provide 
organizational personnel with the means to identify who produced specific information in the 
event of an information transfer. Organizations determine and approve the strength of the 
binding between the information producer and the information based on the security category 
of the information and relevant risk factors. Related controls: AC-4, AC-16. 

(2) NON-REPUDIATION | VALIDATE BINDING OF INFORMATION PRODUCER IDENTITY 
The information system: 

(a) Validates the binding of the information producer identity to the information at [Assignment: 
organization-defined frequency]; and 

(b) Performs [Assignment: organization-defined actions] in the event of a validation error. 
Supplemental Guidance:  This control enhancement prevents the modification of information 
between production and review. The validation of bindings can be achieved, for example, by 
the use of cryptographic checksums. Organizations determine if validations are in response to 
user requests or generated automatically. Related controls: AC-3, AC-4, AC-16. 

(3) NON-REPUDIATION | CHAIN OF CUSTODY  
The information system maintains reviewer/releaser identity and credentials within the established 
chain of custody for all information reviewed or released. 

Supplemental Guidance:  Chain of custody is a process that tracks the movement of evidence 
through its collection, safeguarding, and analysis life cycle by documenting each person who 
handled the evidence, the date and time it was collected or transferred, and the purpose for the 
transfer. If the reviewer is a human or if the review function is automated but separate from 
the release/transfer function, the information system associates the identity of the reviewer of 
the information to be released with the information and the information label. In the case of 
human reviews, this control enhancement provides organizational officials the means to 
identify who reviewed and released the information. In the case of automated reviews, this 
control enhancement ensures that only approved review functions are employed. Related 
controls: AC-4, AC-16. 
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(4) NON-REPUDIATION | VALIDATE BINDING OF INFORMATION REVIEWER IDENTITY  
The information system: 

(a) Validates the binding of the information reviewer identity to the information at the transfer or 
release points prior to release/transfer between [Assignment: organization-defined security 
domains]; and 

(b) Performs [Assignment: organization-defined actions] in the event of a validation error. 

Supplemental Guidance:  This control enhancement prevents the modification of information 
between review and transfer/release. The validation of bindings can be achieved, for example, 
by the use of cryptographic checksums. Organizations determine validations are in response 
to user requests or generated automatically. Related controls: AC-4, AC-16. 

(5) NON-REPUDIATION | DIGITAL SIGNATURES  
[Withdrawn: Incorporated into SI-7]. 

References:  None. 

Priority and Baseline Allocation: 

P2 LOW   Not Selected MOD   Not Selected HIGH   AU-10 
 

AU-11 AUDIT RECORD RETENTION 

Control:  The organization retains audit records for [Assignment: organization-defined time period 
consistent with records retention policy] to provide support for after-the-fact investigations of 
security incidents and to meet regulatory and organizational information retention requirements. 

Supplemental Guidance:  Organizations retain audit records until it is determined that they are no 
longer needed for administrative, legal, audit, or other operational purposes. This includes, for 
example, retention and availability of audit records relative to Freedom of Information Act (FOIA) 
requests, subpoenas, and law enforcement actions. Organizations develop standard categories of 
audit records relative to such types of actions and standard response processes for each type of 
action. The National Archives and Records Administration (NARA) General Records Schedules 
provide federal policy on record retention. Related controls: AU-4, AU-5, AU-9, MP-6. 

Control Enhancements: 

(1) AUDIT RECORD RETENTION | LONG-TERM RETRIEVAL CAPABILITY  
The organization employs [Assignment: organization-defined measures] to ensure that long-term 
audit records generated by the information system can be retrieved. 
Supplemental Guidance:  Measures employed by organizations to help facilitate the retrieval of 
audit records include, for example, converting records to newer formats, retaining equipment 
capable of reading the records, and retaining necessary documentation to help organizational 
personnel understand how to interpret the records. 

References:  None. 

Priority and Baseline Allocation: 

P3 LOW   AU-11 MOD   AU-11 HIGH   AU-11 
 

AU-12 AUDIT GENERATION 

Control:  The information system: 

a. Provides audit record generation capability for the auditable events defined in AU-2 a. at 
[Assignment: organization-defined information system components]; 
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b. Allows [Assignment: organization-defined personnel or roles] to select which auditable 
events are to be audited by specific components of the information system; and 

c. Generates audit records for the events defined in AU-2 d. with the content defined in AU-3. 

Supplemental Guidance:  Audit records can be generated from many different information system 
components. The list of audited events is the set of events for which audits are to be generated. 
These events are typically a subset of all events for which the information system is capable of 
generating audit records. Related controls: AC-3, AU-2, AU-3, AU-6, AU-7. 

Control Enhancements: 

(1) AUDIT GENERATION | SYSTEM-WIDE / TIME-CORRELATED AUDIT TRAIL  
The information system compiles audit records from [Assignment: organization-defined 
information system components] into a system-wide (logical or physical) audit trail that is time-
correlated to within [Assignment: organization-defined level of tolerance for relationship between 
time stamps of individual records in the audit trail]. 

Supplemental Guidance:  Audit trails are time-correlated if the time stamps in the individual 
audit records can be reliably related to the time stamps in other audit records to achieve a time 
ordering of the records within organizational tolerances. Related controls: AU-8, AU-12. 

(2) AUDIT GENERATION | STANDARDIZED FORMATS  
The information system produces a system-wide (logical or physical) audit trail composed of audit 
records in a standardized format. 
Supplemental Guidance:  Audit information that is normalized to common standards promotes 
interoperability and exchange of such information between dissimilar devices and information 
systems. This facilitates production of event information that can be more readily analyzed 
and correlated. Standard formats for audit records include, for example, system log records 
and audit records compliant with Common Event Expressions (CEE). If logging mechanisms 
within information systems do not conform to standardized formats, systems may convert 
individual audit records into standardized formats when compiling system-wide audit trails. 

(3) AUDIT GENERATION | CHANGES BY AUTHORIZED INDIVIDUALS  
The information system provides the capability for [Assignment: organization-defined individuals 
or roles] to change the auditing to be performed on [Assignment: organization-defined information 
system components] based on [Assignment: organization-defined selectable event criteria] within 
[Assignment: organization-defined time thresholds]. 
Supplemental Guidance:  This control enhancement enables organizations to extend or limit 
auditing as necessary to meet organizational requirements. Auditing that is limited to conserve 
information system resources may be extended to address certain threat situations. In addition, 
auditing may be limited to a specific set of events to facilitate audit reduction, analysis, and 
reporting. Organizations can establish time thresholds in which audit actions are changed, for 
example, near real-time, within minutes, or within hours. Related control: AU-7. 

References:  None. 

Priority and Baseline Allocation: 

P1 LOW   AU-12 MOD   AU-12 HIGH   AU-12 (1) (3) 
 

AU-13 MONITORING FOR INFORMATION DISCLOSURE 

Control:  The organization monitors [Assignment: organization-defined open source information 
and/or information sites] [Assignment: organization-defined frequency] for evidence of 
unauthorized disclosure of organizational information. 

Supplemental Guidance:  Open source information includes, for example, social networking sites. 
Related controls: PE-3, SC-7. 
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Control Enhancements: 

(1) MONITORING FOR INFORMATION DISCLOSURE | USE OF AUTOMATED TOOLS  
The organization employs automated mechanisms to determine if organizational information has 
been disclosed in an unauthorized manner. 

Supplemental Guidance:  Automated mechanisms can include, for example, automated scripts to 
monitor new posts on selected websites, and commercial services providing notifications and 
alerts to organizations. 

(2) MONITORING FOR INFORMATION DISCLOSURE | REVIEW OF MONITORED SITES 
The organization reviews the open source information sites being monitored [Assignment: 
organization-defined frequency]. 

References:  None. 

Priority and Baseline Allocation: 

P0 LOW   Not Selected MOD   Not Selected HIGH   Not Selected 
 

AU-14 SESSION AUDIT 

 Control:  The information system provides the capability for authorized users to select a user 
session to capture/record or view/hear. 

Supplemental Guidance:  Session audits include, for example, monitoring keystrokes, tracking 
websites visited, and recording information and/or file transfers. Session auditing activities are 
developed, integrated, and used in consultation with legal counsel in accordance with applicable 
federal laws, Executive Orders, directives, policies, regulations, or standards. Related controls: 
AC-3, AU-4, AU-5, AU-9, AU-11. 

Control Enhancements: 

(1) SESSION AUDIT | SYSTEM START-UP  
The information system initiates session audits at system start-up. 

(2) SESSION AUDIT | CAPTURE/RECORD AND LOG CONTENT 
The information system provides the capability for authorized users to capture/record and log 
content related to a user session. 

(3) SESSION AUDIT | REMOTE VIEWING / LISTENING  
The information system provides the capability for authorized users to remotely view/hear all 
content related to an established user session in real time. 

References:  None. 

Priority and Baseline Allocation: 

P0 LOW   Not Selected MOD   Not Selected HIGH   Not Selected 
 

AU-15 ALTERNATE AUDIT CAPABILITY 

Control:  The organization provides an alternate audit capability in the event of a failure in primary 
audit capability that provides [Assignment: organization-defined alternate audit functionality]. 

Supplemental Guidance:  Since an alternate audit capability may be a short-term protection employed 
until the failure in the primary auditing capability is corrected, organizations may determine that 
the alternate audit capability need only provide a subset of the primary audit functionality that is 
impacted by the failure. Related control: AU-5. 

Control Enhancements:  None. 
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References:  None. 

Priority and Baseline Allocation: 

P0 LOW   Not Selected MOD   Not Selected HIGH   Not Selected 
 

AU-16 CROSS-ORGANIZATIONAL AUDITING 

 Control:  The organization employs [Assignment: organization-defined methods] for coordinating 
[Assignment: organization-defined audit information] among external organizations when audit 
information is transmitted across organizational boundaries. 

Supplemental Guidance:  When organizations use information systems and/or services of external 
organizations, the auditing capability necessitates a coordinated approach across organizations. 
For example, maintaining the identity of individuals that requested particular services across 
organizational boundaries may often be very difficult, and doing so may prove to have significant 
performance ramifications. Therefore, it is often the case that cross-organizational auditing (e.g., 
the type of auditing capability provided by service-oriented architectures) simply captures the 
identity of individuals issuing requests at the initial information system, and subsequent systems 
record that the requests emanated from authorized individuals. Related control: AU-6. 

Control Enhancements: 

(1) CROSS-ORGANIZATIONAL AUDITING | IDENTITY PRESERVATION  
The organization requires that the identity of individuals be preserved in cross-organizational audit 
trails. 

Supplemental Guidance:  This control enhancement applies when there is a need to be able to 
trace actions that are performed across organizational boundaries to a specific individual. 

(2) CROSS-ORGANIZATIONAL AUDITING | SHARING OF AUDIT INFORMATION  
The organization provides cross-organizational audit information to [Assignment: organization-
defined organizations] based on [Assignment: organization-defined cross-organizational sharing 
agreements]. 

Supplemental Guidance:  Because of the distributed nature of the audit information, cross-
organization sharing of audit information may be essential for effective analysis of the 
auditing being performed. For example, the audit records of one organization may not provide 
sufficient information to determine the appropriate or inappropriate use of organizational 
information resources by individuals in other organizations. In some instances, only the home 
organizations of individuals have the appropriate knowledge to make such determinations, 
thus requiring the sharing of audit information among organizations. 

References:  None. 

Priority and Baseline Allocation: 

P0 LOW   Not Selected MOD   Not Selected HIGH   Not Selected 
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FAMILY:  SECURITY ASSESSMENT AND AUTHORIZATION 

CA-1 SECURITY ASSESSMENT AND AUTHORIZATION POLICY AND PROCEDURES 
Control:  The organization: 

a. Develops, documents, and disseminates to [Assignment: organization-defined personnel 
or roles]: 

1. A security assessment and authorization policy that addresses purpose, scope, roles, 
responsibilities, management commitment, coordination among organizational 
entities, and compliance; and 

2. Procedures to facilitate the implementation of the security assessment and 
authorization policy and associated security assessment and authorization controls; 
and 

b. Reviews and updates the current: 

1. Security assessment and authorization policy [Assignment: organization-defined 
frequency]; and 

2. Security assessment and authorization procedures [Assignment: organization-defined 
frequency]. 

Supplemental Guidance:  This control addresses the establishment of policy and procedures for the 
effective implementation of selected security controls and control enhancements in the CA family. 
Policy and procedures reflect applicable federal laws, Executive Orders, directives, regulations, 
policies, standards, and guidance. Security program policies and procedures at the organization 
level may make the need for system-specific policies and procedures unnecessary. The policy can 
be included as part of the general information security policy for organizations or conversely, can 
be represented by multiple policies reflecting the complex nature of certain organizations. The 
procedures can be established for the security program in general and for particular information 
systems, if needed. The organizational risk management strategy is a key factor in establishing 
policy and procedures. Related control: PM-9.  

Control Enhancements:  None. 

References:  NIST Special Publications 800-12, 800-37, 800-53A, 800-100.  

Priority and Baseline Allocation: 

P1 LOW   CA-1 MOD   CA-1 HIGH   CA-1 
 

CA-2 SECURITY ASSESSMENTS 

 Control:  The organization: 

a. Develops a security assessment plan that describes the scope of the assessment including: 

1. Security controls and control enhancements under assessment; 

2. Assessment procedures to be used to determine security control effectiveness; and 

3. Assessment environment, assessment team, and assessment roles and responsibilities; 

b. Assesses the security controls in the information system and its environment of operation 
[Assignment: organization-defined frequency] to determine the extent to which the controls 
are implemented correctly, operating as intended, and producing the desired outcome with 
respect to meeting established security requirements; 

c. Produces a security assessment report that documents the results of the assessment; and 
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d. Provides the results of the security control assessment to [Assignment: organization-defined 
individuals or roles]. 

Supplemental Guidance:  Organizations assess security controls in organizational information 
systems and the environments in which those systems operate as part of: (i) initial and ongoing 
security authorizations; (ii) FISMA annual assessments; (iii) continuous monitoring; and (iv) 
system development life cycle activities. Security assessments: (i) ensure that information security 
is built into organizational information systems; (ii) identify weaknesses and deficiencies early in 
the development process; (iii) provide essential information needed to make risk-based decisions 
as part of security authorization processes; and (iv) ensure compliance to vulnerability mitigation 
procedures. Assessments are conducted on the implemented security controls from Appendix F 
(main catalog) and Appendix G (Program Management controls) as documented in System 
Security Plans and Information Security Program Plans. Organizations can use other types of 
assessment activities such as vulnerability scanning and system monitoring to maintain the 
security posture of information systems during the entire life cycle. Security assessment reports 
document assessment results in sufficient detail as deemed necessary by organizations, to 
determine the accuracy and completeness of the reports and whether the security controls are 
implemented correctly, operating as intended, and producing the desired outcome with respect to 
meeting security requirements. The FISMA requirement for assessing security controls at least 
annually does not require additional assessment activities to those activities already in place in 
organizational security authorization processes. Security assessment results are provided to the 
individuals or roles appropriate for the types of assessments being conducted. For example, 
assessments conducted in support of security authorization decisions are provided to authorizing 
officials or authorizing official designated representatives. 

To satisfy annual assessment requirements, organizations can use assessment results from the 
following sources: (i) initial or ongoing information system authorizations; (ii) continuous 
monitoring; or (iii)   system development life cycle activities. Organizations ensure that security 
assessment results are current, relevant to the determination of security control effectiveness, and 
obtained with the appropriate level of assessor independence. Existing security control assessment 
results can be reused to the extent that the results are still valid and can also be supplemented with 
additional assessments as needed. Subsequent to initial authorizations and in accordance with 
OMB policy, organizations assess security controls during continuous monitoring. Organizations 
establish the frequency for ongoing security control assessments in accordance with organizational 
continuous monitoring strategies. Information Assurance Vulnerability Alerts provide useful 
examples of vulnerability mitigation procedures. External audits (e.g., audits by external entities 
such as regulatory agencies) are outside the scope of this control. Related controls: CA-5, CA-6, 
CA-7, PM-9, RA-5, SA-11, SA-12, SI-4. 

Control Enhancements: 

(1) SECURITY ASSESSMENTS | INDEPENDENT ASSESSORS 
The organization employs assessors or assessment teams with [Assignment: organization-defined 
level of independence] to conduct security control assessments. 
Supplemental Guidance:  Independent assessors or assessment teams are individuals or groups 
who conduct impartial assessments of organizational information systems. Impartiality 
implies that assessors are free from any perceived or actual conflicts of interest with regard to 
the development, operation, or management of the organizational information systems under 
assessment or to the determination of security control effectiveness. To achieve impartiality, 
assessors should not: (i) create a mutual or conflicting interest with the organizations where 
the assessments are being conducted; (ii) assess their own work; (iii) act as management or 
employees of the organizations they are serving; or (iv) place themselves in positions of 
advocacy for the organizations acquiring their services. Independent assessments can be 
obtained from elements within organizations or can be contracted to public or private sector 
entities outside of organizations. Authorizing officials determine the required level of 
independence based on the security categories of information systems and/or the ultimate risk 
to organizational operations, organizational assets, or individuals. Authorizing officials also 
determine if the level of assessor independence provides sufficient assurance that the results 
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are sound and can be used to make credible, risk-based decisions. This includes determining 
whether contracted security assessment services have sufficient independence, for example, 
when information system owners are not directly involved in contracting processes or cannot 
unduly influence the impartiality of assessors conducting assessments. In special situations, 
for example, when organizations that own the information systems are small or organizational 
structures require that assessments are conducted by individuals that are in the developmental, 
operational, or management chain of system owners, independence in assessment processes 
can be achieved by ensuring that assessment results are carefully reviewed and analyzed by 
independent teams of experts to validate the completeness, accuracy, integrity, and reliability 
of the results. Organizations recognize that assessments performed for purposes other than 
direct support to authorization decisions are, when performed by assessors with sufficient 
independence, more likely to be useable for such decisions, thereby reducing the need to 
repeat assessments. 

(2) SECURITY ASSESSMENTS | SPECIALIZED ASSESSMENTS 
The organization includes as part of security control assessments, [Assignment: organization-
defined frequency], [Selection: announced; unannounced], [Selection (one or more): in-depth 
monitoring; vulnerability scanning; malicious user testing; insider threat assessment; 
performance/load testing; [Assignment: organization-defined other forms of security assessment]]. 

Supplemental Guidance:  Organizations can employ information system monitoring, insider 
threat assessments, malicious user testing, and other forms of testing (e.g., verification and 
validation) to improve readiness by exercising organizational capabilities and indicating 
current performance levels as a means of focusing actions to improve security. Organizations 
conduct assessment activities in accordance with applicable federal laws, Executive Orders, 
directives, policies, regulations, and standards. Authorizing officials approve the assessment 
methods in coordination with the organizational risk executive function. Organizations can 
incorporate vulnerabilities uncovered during assessments into vulnerability remediation 
processes. Related controls: PE-3, SI-2. 

(3) SECURITY ASSESSMENTS | EXTERNAL ORGANIZATIONS 
The organization accepts the results of an assessment of [Assignment: organization-defined 
information system] performed by [Assignment: organization-defined external organization] when 
the assessment meets [Assignment: organization-defined requirements]. 

Supplemental Guidance:  Organizations may often rely on assessments of specific information 
systems by other (external) organizations. Utilizing such existing assessments (i.e., reusing 
existing assessment evidence) can significantly decrease the time and resources required for 
organizational assessments by limiting the amount of independent assessment activities that 
organizations need to perform. The factors that organizations may consider in determining 
whether to accept assessment results from external organizations can vary. Determinations for 
accepting assessment results can be based on, for example, past assessment experiences one 
organization has had with another organization, the reputation that organizations have with 
regard to assessments, the level of detail of supporting assessment documentation provided, or 
mandates imposed upon organizations by federal legislation, policies, or directives. 

References:  Executive Order 13587; FIPS Publication 199; NIST Special Publications 800-37, 
800-39, 800-53A, 800-115, 800-137. 

Priority and Baseline Allocation: 

P2 LOW   CA-2 MOD   CA-2 (1) HIGH   CA-2 (1) (2) 
 

CA-3 SYSTEM INTERCONNECTIONS 

 Control:  The organization: 

a. Authorizes connections from the information system to other information systems through the 
use of Interconnection Security Agreements; 
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b. Documents, for each interconnection, the interface characteristics, security requirements, and 
the nature of the information communicated; and 

c. Reviews and updates Interconnection Security Agreements [Assignment: organization-defined 
frequency]. 

Supplemental Guidance:  This control applies to dedicated connections between information systems 
(i.e., system interconnections) and does not apply to transitory, user-controlled connections such 
as email and website browsing. Organizations carefully consider the risks that may be introduced 
when information systems are connected to other systems with different security requirements and 
security controls, both within organizations and external to organizations. Authorizing officials 
determine the risk associated with information system connections and the appropriate controls 
employed. If interconnecting systems have the same authorizing official, organizations do not 
need to develop Interconnection Security Agreements. Instead, organizations can describe the 
interface characteristics between those interconnecting systems in their respective security plans. 
If interconnecting systems have different authorizing officials within the same organization, 
organizations can either develop Interconnection Security Agreements or describe the interface 
characteristics between systems in the security plans for the respective systems. Organizations 
may also incorporate Interconnection Security Agreement information into formal contracts, 
especially for interconnections established between federal agencies and nonfederal (i.e., private 
sector) organizations. Risk considerations also include information systems sharing the same 
networks. For certain technologies (e.g., space, unmanned aerial vehicles, and medical devices), 
there may be specialized connections in place during preoperational testing. Such connections may 
require Interconnection Security Agreements and be subject to additional security controls. 
Related controls: AC-3, AC-4, AC-20, AU-2, AU-12, AU-16, CA-7, IA-3, SA-9, SC-7, SI-4. 

Control Enhancements: 

(1) SYSTEM INTERCONNECTIONS  | UNCLASSIFIED NATIONAL SECURITY SYSTEM CONNECTIONS 
The organization prohibits the direct connection of an [Assignment: organization-defined 
unclassified, national security system] to an external network without the use of [Assignment: 
organization-defined boundary protection device]. 
Supplemental Guidance:  Organizations typically do not have control over external networks 
(e.g., the Internet). Approved boundary protection devices (e.g., routers, firewalls) mediate 
communications (i.e., information flows) between unclassified national security systems and 
external networks. This control enhancement is required for organizations processing, storing, 
or transmitting Controlled Unclassified Information (CUI). 

(2) SYSTEM INTERCONNECTIONS | CLASSIFIED NATIONAL SECURITY SYSTEM CONNECTIONS  
The organization prohibits the direct connection of a classified, national security system to an 
external network without the use of [Assignment: organization-defined boundary protection 
device]. 

Supplemental Guidance:  Organizations typically do not have control over external networks 
(e.g., the Internet). Approved boundary protection devices (e.g., routers, firewalls) mediate 
communications (i.e., information flows) between classified national security systems and 
external networks. In addition, approved boundary protection devices (typically managed 
interface/cross-domain systems) provide information flow enforcement from information 
systems to external networks. 

(3) SYSTEM INTERCONNECTIONS  | UNCLASSIFIED NON-NATIONAL SECURITY SYSTEM CONNECTIONS 
The organization prohibits the direct connection of an [Assignment: organization-defined 
unclassified, non-national security system] to an external network without the use of [Assignment; 
organization-defined boundary protection device]. 

Supplemental Guidance:  Organizations typically do not have control over external networks 
(e.g., the Internet). Approved boundary protection devices (e.g., routers, firewalls) mediate 
communications (i.e., information flows) between unclassified non-national security systems 
and external networks. This control enhancement is required for organizations processing, 
storing, or transmitting Controlled Unclassified Information (CUI). 
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(4) SYSTEM INTERCONNECTIONS  | CONNECTIONS TO PUBLIC NETWORKS 
The organization prohibits the direct connection of an [Assignment: organization-defined 
information system] to a public network. 

Supplemental Guidance:  A public network is any network accessible to the general public 
including, for example, the Internet and organizational extranets with public access. 

(5) SYSTEM INTERCONNECTIONS  | RESTRICTIONS ON EXTERNAL SYSTEM CONNECTIONS 
The organization employs [Selection: allow-all, deny-by-exception; deny-all, permit-by-exception] 
policy for allowing [Assignment: organization-defined information systems] to connect to external 
information systems. 
Supplemental Guidance:  Organizations can constrain information system connectivity to 
external domains (e.g., websites) by employing one of two policies with regard to such 
connectivity: (i) allow-all, deny by exception, also known as blacklisting (the weaker of the 
two policies); or (ii) deny-all, allow by exception, also known as whitelisting (the stronger of 
the two policies). For either policy, organizations determine what exceptions, if any, are 
acceptable. Related control: CM-7. 

References:  FIPS Publication 199; NIST Special Publication 800-47. 

Priority and Baseline Allocation: 

P1 LOW   CA-3 MOD   CA-3 (5) HIGH   CA-3 (5) 
 

CA-4 SECURITY CERTIFICATION 

 [Withdrawn: Incorporated into CA-2]. 
 

CA-5 PLAN OF ACTION AND MILESTONES 

 Control:  The organization: 

a. Develops a plan of action and milestones for the information system to document the 
organization’s planned remedial actions to correct weaknesses or deficiencies noted during 
the assessment of the security controls and to reduce or eliminate known vulnerabilities in the 
system; and 

b. Updates existing plan of action and milestones [Assignment: organization-defined frequency] 
based on the findings from security controls assessments, security impact analyses, and 
continuous monitoring activities. 

Supplemental Guidance:  Plans of action and milestones are key documents in security authorization 
packages and are subject to federal reporting requirements established by OMB. Related controls: 
CA-2, CA-7, CM-4, PM-4. 

Control Enhancements: 

(1) PLAN OF ACTION AND MILESTONES  | AUTOMATION SUPPORT FOR ACCURACY / CURRENCY  
The organization employs automated mechanisms to help ensure that the plan of action and 
milestones for the information system is accurate, up to date, and readily available. 

References:  OMB Memorandum 02-01; NIST Special Publication 800-37. 

Priority and Baseline Allocation: 

P3 LOW   CA-5 MOD   CA-5 HIGH   CA-5 
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CA-6 SECURITY AUTHORIZATION 

Control:  The organization: 

a. Assigns a senior-level executive or manager as the authorizing official for the information 
system; 

b. Ensures that the authorizing official authorizes the information system for processing before 
commencing operations; and 

c. Updates the security authorization [Assignment: organization-defined frequency]. 

Supplemental Guidance:  Security authorizations are official management decisions, conveyed 
through authorization decision documents, by senior organizational officials or executives (i.e., 
authorizing officials) to authorize operation of information systems and to explicitly accept the 
risk to organizational operations and assets, individuals, other organizations, and the Nation based 
on the implementation of agreed-upon security controls. Authorizing officials provide budgetary 
oversight for organizational information systems or assume responsibility for the mission/business 
operations supported by those systems. The security authorization process is an inherently federal 
responsibility and therefore, authorizing officials must be federal employees. Through the security 
authorization process, authorizing officials assume responsibility and are accountable for security 
risks associated with the operation and use of organizational information systems. Accordingly, 
authorizing officials are in positions with levels of authority commensurate with understanding 
and accepting such information security-related risks. OMB policy requires that organizations 
conduct ongoing authorizations of information systems by implementing continuous monitoring 
programs. Continuous monitoring programs can satisfy three-year reauthorization requirements, so 
separate reauthorization processes are not necessary. Through the employment of comprehensive 
continuous monitoring processes, critical information contained in authorization packages (i.e., 
security plans, security assessment reports, and plans of action and milestones) is updated on an 
ongoing basis, providing authorizing officials and information system owners with an up-to-date 
status of the security state of organizational information systems and environments of operation.  
To reduce the administrative cost of security reauthorization, authorizing officials use the results 
of continuous monitoring processes to the maximum extent possible as the basis for rendering 
reauthorization decisions. Related controls: CA-2, CA-7, PM-9, PM-10.   

Control Enhancements:  None. 

References:  OMB Circular A-130; OMB Memorandum 11-33; NIST Special Publications 800-37, 
800-137. 

Priority and Baseline Allocation: 

P2 LOW   CA-6 MOD   CA-6 HIGH   CA-6 
 

CA-7 CONTINUOUS MONITORING 

 Control:  The organization develops a continuous monitoring strategy and implements a continuous 
monitoring program that includes: 

a. Establishment of [Assignment: organization-defined metrics] to be monitored; 

b. Establishment of [Assignment: organization-defined frequencies] for monitoring and 
[Assignment: organization-defined frequencies] for assessments supporting such monitoring; 

c. Ongoing security control assessments in accordance with the organizational continuous 
monitoring strategy; 

d. Ongoing security status monitoring of organization-defined metrics in accordance with the 
organizational continuous monitoring strategy; 
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e. Correlation and analysis of security-related information generated by assessments and 
monitoring; 

f. Response actions to address results of the analysis of security-related information; and 

g. Reporting the security status of organization and the information system to [Assignment: 
organization-defined personnel or roles] [Assignment: organization-defined frequency]. 

Supplemental Guidance:  Continuous monitoring programs facilitate ongoing awareness of threats, 
vulnerabilities, and information security to support organizational risk management decisions. The 
terms continuous and ongoing imply that organizations assess/analyze security controls and 
information security-related risks at a frequency sufficient to support organizational risk-based 
decisions. The results of continuous monitoring programs generate appropriate risk response 
actions by organizations. Continuous monitoring programs also allow organizations to maintain 
the security authorizations of information systems and common controls over time in highly 
dynamic environments of operation with changing mission/business needs, threats, vulnerabilities, 
and technologies. Having access to security-related information on a continuing basis through 
reports/dashboards gives organizational officials the capability to make more effective and timely 
risk management decisions, including ongoing security authorization decisions. Automation 
supports more frequent updates to security authorization packages, hardware/software/firmware 
inventories, and other system information. Effectiveness is further enhanced when continuous 
monitoring outputs are formatted to provide information that is specific, measurable, actionable, 
relevant, and timely. Continuous monitoring activities are scaled in accordance with the security 
categories of information systems. Related controls: CA-2, CA-5, CA-6, CM-3, CM-4, PM-6, PM-
9, RA-5, SA-11, SA-12, SI-2, SI-4. 

Control Enhancements: 

(1) CONTINUOUS MONITORING | INDEPENDENT ASSESSMENT  
The organization employs assessors or assessment teams with [Assignment: organization-defined 
level of independence] to monitor the security controls in the information system on an ongoing 
basis. 
Supplemental Guidance:  Organizations can maximize the value of assessments of security 
controls during the continuous monitoring process by requiring that such assessments be 
conducted by assessors or assessment teams with appropriate levels of independence based on 
continuous monitoring strategies. Assessor independence provides a degree of impartiality to 
the monitoring process. To achieve such impartiality, assessors should not: (i) create a mutual 
or conflicting interest with the organizations where the assessments are being conducted; (ii) 
assess their own work; (iii) act as management or employees of the organizations they are 
serving; or (iv) place themselves in advocacy positions for the organizations acquiring their 
services. 

(2) CONTINUOUS MONITORING | TYPES OF ASSESSMENTS  
[Withdrawn: Incorporated into CA-2.] 

(3) CONTINUOUS MONITORING | TREND ANALYSES  
The organization employs trend analyses to determine if security control implementations, the 
frequency of continuous monitoring activities, and/or the types of activities used in the continuous 
monitoring process need to be modified based on empirical data. 

Supplemental Guidance:  Trend analyses can include, for example, examining recent threat 
information regarding the types of threat events that have occurred within the organization or 
across the federal government, success rates of certain types of cyber attacks, emerging 
vulnerabilities in information technologies, evolving social engineering techniques, results 
from multiple security control assessments, the effectiveness of configuration settings, and 
findings from Inspectors General or auditors. 

References:  OMB Memorandum 11-33; NIST Special Publications 800-37, 800-39, 800-53A, 800-
115, 800-137; US-CERT Technical Cyber Security Alerts; DoD Information Assurance 
Vulnerability Alerts. 
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Priority and Baseline Allocation: 

P2 LOW   CA-7 MOD   CA-7 (1) HIGH   CA-7 (1) 
 

CA-8 PENETRATION TESTING 

 Control:  The organization conducts penetration testing [Assignment: organization-defined 
frequency] on [Assignment: organization-defined information systems or system components]. 

Supplemental Guidance:  Penetration testing is a specialized type of assessment conducted on 
information systems or individual system components to identify vulnerabilities that could be 
exploited by adversaries. Such testing can be used to either validate vulnerabilities or determine 
the degree of resistance organizational information systems have to adversaries within a set of 
specified constraints (e.g., time, resources, and/or skills). Penetration testing attempts to duplicate 
the actions of adversaries in carrying out hostile cyber attacks against organizations and provides a 
more in-depth analysis of security-related weaknesses/deficiencies. Organizations can also use the 
results of vulnerability analyses to support penetration testing activities. Penetration testing can be 
conducted on the hardware, software, or firmware components of an information system and can 
exercise both physical and technical security controls. A standard method for penetration testing 
includes, for example: (i) pretest analysis based on full knowledge of the target system; (ii) pretest 
identification of potential vulnerabilities based on pretest analysis; and (iii) testing designed to 
determine exploitability of identified vulnerabilities. All parties agree to the rules of engagement 
before the commencement of penetration testing scenarios. Organizations correlate the penetration 
testing rules of engagement with the tools, techniques, and procedures that are anticipated to be 
employed by adversaries carrying out attacks. Organizational risk assessments guide decisions on 
the level of independence required for personnel conducting penetration testing. Related control: 
SA-12. 

Control Enhancements: 

(1) PENETRATION TESTING | INDEPENDENT PENETRATION AGENT OR TEAM  
The organization employs an independent penetration agent or penetration team to perform 
penetration testing on the information system or system components. 

Supplemental Guidance:  Independent penetration agents or teams are individuals or groups who 
conduct impartial penetration testing of organizational information systems. Impartiality 
implies that penetration agents or teams are free from any perceived or actual conflicts of 
interest with regard to the development, operation, or management of the information systems 
that are the targets of the penetration testing. Supplemental guidance for CA-2 (1) provides 
additional information regarding independent assessments that can be applied to penetration 
testing. Related control: CA-2. 

(2) PENETRATION TESTING | RED TEAM EXERCISES  
The organization employs [Assignment: organization-defined red team exercises] to simulate 
attempts by adversaries to compromise organizational information systems in accordance with 
[Assignment: organization-defined rules of engagement]. 

Supplemental Guidance:  Red team exercises extend the objectives of penetration testing by 
examining the security posture of organizations and their ability to implement effective cyber 
defenses. As such, red team exercises reflect simulated adversarial attempts to compromise 
organizational mission/business functions and provide a comprehensive assessment of the 
security state of information systems and organizations. Simulated adversarial attempts to 
compromise organizational missions/business functions and the information systems that 
support those missions/functions may include technology-focused attacks (e.g., interactions 
with hardware, software, or firmware components and/or mission/business processes) and 
social engineering-based attacks (e.g., interactions via email, telephone, shoulder surfing, or 
personal conversations). While penetration testing may be largely laboratory-based testing, 
organizations use red team exercises to provide more comprehensive assessments that reflect 
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real-world conditions. Red team exercises can be used to improve security awareness and 
training and to assess levels of security control effectiveness. 

References:  None. 

Priority and Baseline Allocation: 

P2 LOW   Not Selected MOD   Not Selected HIGH   CA-8 
 

CA-9 INTERNAL SYSTEM CONNECTIONS 

 Control:  The organization: 

a. Authorizes internal connections of [Assignment: organization-defined information system 
components or classes of components] to the information system; and 

b. Documents, for each internal connection, the interface characteristics, security requirements, 
and the nature of the information communicated. 

Supplemental Guidance:  This control applies to connections between organizational information 
systems and (separate) constituent system components (i.e., intra-system connections) including, 
for example, system connections with mobile devices, notebook/desktop computers, printers, 
copiers, facsimile machines, scanners, sensors, and servers. Instead of authorizing each individual 
internal connection, organizations can authorize internal connections for a class of components 
with common characteristics and/or configurations, for example, all digital printers, scanners, and 
copiers with a specified processing, storage, and transmission capability or all smart phones with a 
specific baseline configuration. Related controls: AC-3, AC-4, AC-18, AC-19, AU-2, AU-12, CA-
7, CM-2, IA-3, SC-7, SI-4. 

Control Enhancements: 

(1) INTERNAL SYSTEM CONNECTIONS | SECURITY COMPLIANCE CHECKS  
The information system performs security compliance checks on constituent system components 
prior to the establishment of the internal connection. 

Supplemental Guidance:  Security compliance checks may include, for example, verification of 
the relevant baseline configuration. Related controls: CM-6. 

References:  None. 

Priority and Baseline Allocation: 

P2 LOW   CA-9 MOD   CA-9 HIGH   CA-9 
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FAMILY:  CONFIGURATION MANAGEMENT 

CM-1 CONFIGURATION MANAGEMENT POLICY AND PROCEDURES  
Control:  The organization: 

a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or 
roles]: 

1. A configuration management policy that addresses purpose, scope, roles, responsibilities, 
management commitment, coordination among organizational entities, and compliance; 
and 

2. Procedures to facilitate the implementation of the configuration management policy and 
associated configuration management controls; and 

b. Reviews and updates the current: 

1. Configuration management policy [Assignment: organization-defined frequency]; and 

2. Configuration management procedures [Assignment: organization-defined frequency]. 

Supplemental Guidance: This control addresses the establishment of policy and procedures for the 
effective implementation of selected security controls and control enhancements in the CM family. 
Policy and procedures reflect applicable federal laws, Executive Orders, directives, regulations, 
policies, standards, and guidance. Security program policies and procedures at the organization 
level may make the need for system-specific policies and procedures unnecessary. The policy can 
be included as part of the general information security policy for organizations or conversely, can 
be represented by multiple policies reflecting the complex nature of certain organizations. The 
procedures can be established for the security program in general and for particular information 
systems, if needed. The organizational risk management strategy is a key factor in establishing 
policy and procedures. Related control: PM-9.  

Control Enhancements:  None. 

References:  NIST Special Publications 800-12, 800-100. 

Priority and Baseline Allocation: 

P1 LOW   CM-1 MOD   CM-1 HIGH   CM-1 
 

CM-2 BASELINE CONFIGURATION 

 Control:  The organization develops, documents, and maintains under configuration control, a 
current baseline configuration of the information system. 

Supplemental Guidance:  This control establishes baseline configurations for information systems 
and system components including communications and connectivity-related aspects of systems. 
Baseline configurations are documented, formally reviewed and agreed-upon sets of specifications 
for information systems or configuration items within those systems. Baseline configurations 
serve as a basis for future builds, releases, and/or changes to information systems. Baseline 
configurations include information about information system components (e.g., standard software 
packages installed on workstations, notebook computers, servers, network components, or mobile 
devices; current version numbers and patch information on operating systems and applications; 
and configuration settings/parameters), network topology, and the logical placement of those 
components within the system architecture. Maintaining baseline configurations requires creating 
new baselines as organizational information systems change over time. Baseline configurations of 
information systems reflect the current enterprise architecture. Related controls: CM-3, CM-6, 
CM-8, CM-9, SA-10, PM-5, PM-7. 
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Control Enhancements: 

(1) BASELINE CONFIGURATION | REVIEWS AND UPDATES  
The organization reviews and updates the baseline configuration of the information system: 

(a) [Assignment: organization-defined frequency]; 

(b) When required due to [Assignment organization-defined circumstances]; and 

(c) As an integral part of information system component installations and upgrades. 

Supplemental Guidance:  Related control: CM-5. 

(2) BASELINE CONFIGURATION | AUTOMATION SUPPORT FOR ACCURACY / CURRENCY  
The organization employs automated mechanisms to maintain an up-to-date, complete, accurate, 
and readily available baseline configuration of the information system. 

Supplemental Guidance:  Automated mechanisms that help organizations maintain consistent 
baseline configurations for information systems include, for example, hardware and software 
inventory tools, configuration management tools, and network management tools. Such tools 
can be deployed and/or allocated as common controls, at the information system level, or at 
the operating system or component level (e.g., on workstations, servers, notebook computers, 
network components, or mobile devices). Tools can be used, for example, to track version 
numbers on operating system applications, types of software installed, and current patch 
levels. This control enhancement can be satisfied by the implementation of CM-8 (2) for 
organizations that choose to combine information system component inventory and baseline 
configuration activities. Related controls: CM-7, RA-5. 

(3) BASELINE CONFIGURATION | RETENTION OF PREVIOUS CONFIGURATIONS 
The organization retains [Assignment: organization-defined previous versions of baseline 
configurations of the information system] to support rollback. 

Supplemental Guidance:  Retaining previous versions of baseline configurations to support 
rollback may include, for example, hardware, software, firmware, configuration files, and 
configuration records. 

(4) BASELINE CONFIGURATION | UNAUTHORIZED SOFTWARE  
[Withdrawn: Incorporated into CM-7]. 

(5) BASELINE CONFIGURATION | AUTHORIZED SOFTWARE  
[Withdrawn: Incorporated into CM-7]. 

(6) BASELINE CONFIGURATION | DEVELOPMENT AND TEST ENVIRONMENTS  
The organization maintains a baseline configuration for information system development and test 
environments that is managed separately from the operational baseline configuration. 

Supplemental Guidance:  Establishing separate baseline configurations for development, testing, 
and operational environments helps protect information systems from unplanned/unexpected 
events related to development and testing activities. Separate baseline configurations allow 
organizations to apply the configuration management that is most appropriate for each type of 
configuration. For example, management of operational configurations typically emphasizes 
the need for stability, while management of development/test configurations requires greater 
flexibility. Configurations in the test environment mirror the configurations in the operational 
environment to the extent practicable so that the results of the testing are representative of the 
proposed changes to the operational systems. This control enhancement requires separate 
configurations but not necessarily separate physical environments. Related controls: CM-4, 
SC-3, SC-7. 

(7) BASELINE CONFIGURATION | CONFIGURE SYSTEMS, COMPONENTS, OR DEVICES FOR HIGH-RISK AREAS  
The organization: 

(a) Issues [Assignment: organization-defined information systems, system components, or 
devices] with [Assignment: organization-defined configurations] to individuals traveling to 
locations that the organization deems to be of significant risk; and 

(b) Applies [Assignment: organization-defined security safeguards] to the devices when the 
individuals return. 
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Supplemental Guidance:  When it is known that information systems, system components, or 
devices (e.g., notebook computers, mobile devices) will be located in high-risk areas, 
additional security controls may be implemented to counter the greater threat in such areas 
coupled with the lack of physical security relative to organizational-controlled areas. For 
example, organizational policies and procedures for notebook computers used by individuals 
departing on and returning from travel include, for example, determining which locations are 
of concern, defining required configurations for the devices, ensuring that the devices are 
configured as intended before travel is initiated, and applying specific safeguards to the 
device after travel is completed. Specially configured notebook computers include, for 
example, computers with sanitized hard drives, limited applications, and additional hardening 
(e.g., more stringent configuration settings). Specified safeguards applied to mobile devices 
upon return from travel include, for example, examining the device for signs of physical 
tampering and purging/reimaging the hard disk drive. Protecting information residing on 
mobile devices is covered in the media protection family. 

References:  NIST Special Publication 800-128. 

Priority and Baseline Allocation: 

P1 LOW   CM-2 MOD   CM-2 (1) (3) (7) HIGH   CM-2 (1) (2) (3) (7) 
 

CM-3 CONFIGURATION CHANGE CONTROL 

 Control:  The organization: 

a. Determines the types of changes to the information system that are configuration-controlled; 

b. Reviews proposed configuration-controlled changes to the information system and approves 
or disapproves such changes with explicit consideration for security impact analyses; 

c. Documents configuration change decisions associated with the information system; 

d. Implements approved configuration-controlled changes to the information system; 

e. Retains records of configuration-controlled changes to the information system for 
[Assignment: organization-defined time period]; 

f. Audits and reviews activities associated with configuration-controlled changes to the 
information system; and 

g. Coordinates and provides oversight for configuration change control activities through 
[Assignment: organization-defined configuration change control element (e.g., committee, 
board)] that convenes [Selection (one or more): [Assignment: organization-defined 
frequency]; [Assignment: organization-defined configuration change conditions]]. 

Supplemental Guidance:  Configuration change controls for organizational information systems 
involve the systematic proposal, justification, implementation, testing, review, and disposition of 
changes to the systems, including system upgrades and modifications. Configuration change 
control includes changes to baseline configurations for components and configuration items of 
information systems, changes to configuration settings for information technology products (e.g., 
operating systems, applications, firewalls, routers, and mobile devices), unscheduled/unauthorized 
changes, and changes to remediate vulnerabilities. Typical processes for managing configuration 
changes to information systems include, for example, Configuration Control Boards that approve 
proposed changes to systems. For new development information systems or systems undergoing 
major upgrades, organizations consider including representatives from development organizations 
on the Configuration Control Boards. Auditing of changes includes activities before and after 
changes are made to organizational information systems and the auditing activities required to 
implement such changes. Related controls: CA-7, CM-2, CM-4, CM-5, CM-6, CM-9, SA-10, SI-
2, SI-12. 

APPENDIX F-CM   PAGE F-66 



Special Publication 800-53 Revision 4                                  Security and Privacy Controls for Federal Information Systems 
                                                                                               and Organizations 
________________________________________________________________________________________________ 

Control Enhancements: 

(1) CONFIGURATION CHANGE CONTROL | AUTOMATED DOCUMENT / NOTIFICATION / PROHIBITION OF CHANGES 
The organization employs automated mechanisms to: 

(a) Document proposed changes to the information system; 

(b) Notify [Assignment: organized-defined approval authorities] of proposed changes to the 
information system and request change approval; 

(c) Highlight proposed changes to the information system that have not been approved or 
disapproved by [Assignment: organization-defined time period]; 

(d) Prohibit changes to the information system until designated approvals are received; 

(e) Document all changes to the information system; and 

(f) Notify [Assignment: organization-defined personnel] when approved changes to the 
information system are completed. 

(2) CONFIGURATION CHANGE CONTROL | TEST / VALIDATE / DOCUMENT CHANGES  
The organization tests, validates, and documents changes to the information system before 
implementing the changes on the operational system. 

Supplemental Guidance:  Changes to information systems include modifications to hardware, 
software, or firmware components and configuration settings defined in CM-6. Organizations 
ensure that testing does not interfere with information system operations. Individuals/groups 
conducting tests understand organizational security policies and procedures, information 
system security policies and procedures, and the specific health, safety, and environmental 
risks associated with particular facilities/processes. Operational systems may need to be taken 
off-line, or replicated to the extent feasible, before testing can be conducted. If information 
systems must be taken off-line for testing, the tests are scheduled to occur during planned 
system outages whenever possible. If testing cannot be conducted on operational systems, 
organizations employ compensating controls (e.g., testing on replicated systems). 

(3) CONFIGURATION CHANGE CONTROL | AUTOMATED CHANGE IMPLEMENTATION 
The organization employs automated mechanisms to implement changes to the current 
information system baseline and deploys the updated baseline across the installed base. 

(4) CONFIGURATION CHANGE CONTROL | SECURITY REPRESENTATIVE  
The organization requires an information security representative to be a member of the 
[Assignment: organization-defined configuration change control element]. 

Supplemental Guidance:  Information security representatives can include, for example, senior 
agency information security officers, information system security officers, or information 
system security managers. Representation by personnel with information security expertise is 
important because changes to information system configurations can have unintended side 
effects, some of which may be security-relevant. Detecting such changes early in the process 
can help avoid unintended, negative consequences that could ultimately affect the security 
state of organizational information systems. The configuration change control element in this 
control enhancement reflects the change control elements defined by organizations in CM-3. 

(5) CONFIGURATION CHANGE CONTROL | AUTOMATED SECURITY RESPONSE  
The information system implements [Assignment: organization-defined security responses] 
automatically if baseline configurations are changed in an unauthorized manner. 

Supplemental Guidance:  Security responses include, for example, halting information system 
processing, halting selected system functions, or issuing alerts/notifications to organizational 
personnel when there is an unauthorized modification of a configuration item. 

(6) CONFIGURATION CHANGE CONTROL | CRYPTOGRAPHY MANAGEMENT  
The organization ensures that cryptographic mechanisms used to provide [Assignment: 
organization-defined security safeguards] are under configuration management. 

Supplemental Guidance:  Regardless of the cryptographic means employed (e.g., public key, 
private key, shared secrets), organizations ensure that there are processes and procedures in 
place to effectively manage those means. For example, if devices use certificates as a basis for 

APPENDIX F-CM   PAGE F-67 



Special Publication 800-53 Revision 4                                  Security and Privacy Controls for Federal Information Systems 
                                                                                               and Organizations 
________________________________________________________________________________________________ 

identification and authentication, there needs to be a process in place to address the expiration 
of those certificates. Related control: SC-13. 

References:  NIST Special Publication 800-128. 

Priority and Baseline Allocation: 

P1 LOW   Not Selected MOD   CM-3 (2) HIGH   CM-3 (1) (2) 
 

CM-4 SECURITY IMPACT ANALYSIS 

Control:  The organization analyzes changes to the information system to determine potential 
security impacts prior to change implementation. 

Supplemental Guidance:  Organizational personnel with information security responsibilities (e.g., 
Information System Administrators, Information System Security Officers, Information System 
Security Managers, and Information System Security Engineers) conduct security impact analyses. 
Individuals conducting security impact analyses possess the necessary skills/technical expertise to 
analyze the changes to information systems and the associated security ramifications. Security 
impact analysis may include, for example, reviewing security plans to understand security control 
requirements and reviewing system design documentation to understand control implementation 
and how specific changes might affect the controls. Security impact analyses may also include 
assessments of risk to better understand the impact of the changes and to determine if additional 
security controls are required. Security impact analyses are scaled in accordance with the security 
categories of the information systems. Related controls: CA-2, CA-7, CM-3, CM-9, SA-4, SA-5, 
SA-10, SI-2. 

Control Enhancements: 

(1) SECURITY IMPACT ANALYSIS | SEPARATE TEST ENVIRONMENTS  
The organization analyzes changes to the information system in a separate test environment 
before implementation in an operational environment, looking for security impacts due to flaws, 
weaknesses, incompatibility, or intentional malice. 
Supplemental Guidance:  Separate test environment in this context means an environment that is 
physically or logically isolated and distinct from the operational environment. The separation 
is sufficient to ensure that activities in the test environment do not impact activities in the 
operational environment, and information in the operational environment is not inadvertently 
transmitted to the test environment. Separate environments can be achieved by physical or 
logical means. If physically separate test environments are not used, organizations determine 
the strength of mechanism required when implementing logical separation (e.g., separation 
achieved through virtual machines). Related controls: SA-11, SC-3, SC-7. 

(2) SECURITY IMPACT ANALYSIS | VERIFICATION OF SECURITY FUNCTIONS  
The organization, after the information system is changed, checks the security functions to verify 
that the functions are implemented correctly, operating as intended, and producing the desired 
outcome with regard to meeting the security requirements for the system. 

Supplemental Guidance:  Implementation is this context refers to installing changed code in the 
operational information system. Related control: SA-11. 

References:  NIST Special Publication 800-128. 

Priority and Baseline Allocation: 

P2 LOW   CM-4 MOD   CM-4 HIGH   CM-4 (1) 
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CM-5 ACCESS RESTRICTIONS FOR CHANGE 

Control:  The organization defines, documents, approves, and enforces physical and logical access 
restrictions associated with changes to the information system.  

Supplemental Guidance:  Any changes to the hardware, software, and/or firmware components of 
information systems can potentially have significant effects on the overall security of the systems. 
Therefore, organizations permit only qualified and authorized individuals to access information 
systems for purposes of initiating changes, including upgrades and modifications. Organizations 
maintain records of access to ensure that configuration change control is implemented and to 
support after-the-fact actions should organizations discover any unauthorized changes. Access 
restrictions for change also include software libraries. Access restrictions include, for example, 
physical and logical access controls (see AC-3 and PE-3), workflow automation, media libraries, 
abstract layers (e.g., changes implemented into third-party interfaces rather than directly into 
information systems), and change windows (e.g., changes occur only during specified times, 
making unauthorized changes easy to discover). Related controls: AC-3, AC-6, PE-3. 

Control Enhancements: 

(1) ACCESS RESTRICTIONS FOR CHANGE | AUTOMATED ACCESS ENFORCEMENT / AUDITING 
The information system enforces access restrictions and supports auditing of the enforcement 
actions. 

Supplemental Guidance:  Related controls: AU-2, AU-12, AU-6, CM-3, CM-6. 

(2) ACCESS RESTRICTIONS FOR CHANGE | REVIEW SYSTEM CHANGES 
The organization reviews information system changes [Assignment: organization-defined 
frequency] and [Assignment: organization-defined circumstances] to determine whether 
unauthorized changes have occurred. 
Supplemental Guidance:  Indications that warrant review of information system changes and the 
specific circumstances justifying such reviews may be obtained from activities carried out by 
organizations during the configuration change process. Related controls: AU-6, AU-7, CM-3, 
CM-5, PE-6, PE-8. 

(3) ACCESS RESTRICTIONS FOR CHANGE | SIGNED COMPONENTS  
The information system prevents the installation of [Assignment: organization-defined software 
and firmware components] without verification that the component has been digitally signed using 
a certificate that is recognized and approved by the organization. 
Supplemental Guidance:  Software and firmware components prevented from installation unless 
signed with recognized and approved certificates include, for example, software and firmware 
version updates, patches, service packs, device drivers, and basic input output system (BIOS) 
updates. Organizations can identify applicable software and firmware components by type, by 
specific items, or a combination of both. Digital signatures and organizational verification of 
such signatures, is a method of code authentication. Related controls: CM-7, SC-13, SI-7. 

(4) ACCESS RESTRICTIONS FOR CHANGE | DUAL AUTHORIZATION  
The organization enforces dual authorization for implementing changes to [Assignment: 
organization-defined information system components and system-level information]. 
Supplemental Guidance:  Organizations employ dual authorization to ensure that any changes to 
selected information system components and information cannot occur unless two qualified 
individuals implement such changes. The two individuals possess sufficient skills/expertise to 
determine if the proposed changes are correct implementations of approved changes. Dual 
authorization may also be known as two-person control. Related controls: AC-5, CM-3. 

(5) ACCESS RESTRICTIONS FOR CHANGE | LIMIT PRODUCTION / OPERATIONAL PRIVILEGES 
The organization: 
(a) Limits privileges to change information system components and system-related information 

within a production or operational environment; and 
(b) Reviews and reevaluates privileges [Assignment: organization-defined frequency]. 

Supplemental Guidance:  In many organizations, information systems support multiple core 
missions/business functions. Limiting privileges to change information system components 
with respect to operational systems is necessary because changes to a particular information 
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system component may have far-reaching effects on mission/business processes supported by 
the system where the component resides. The complex, many-to-many relationships between 
systems and mission/business processes are in some cases, unknown to developers. Related 
control: AC-2. 

(6) ACCESS RESTRICTIONS FOR CHANGE | LIMIT LIBRARY PRIVILEGES  
The organization limits privileges to change software resident within software libraries. 

Supplemental Guidance:  Software libraries include privileged programs. Related control: AC-2. 

(7) ACCESS RESTRICTIONS FOR CHANGE | AUTOMATIC IMPLEMENTATION OF SECURITY SAFEGUARDS  
[Withdrawn: Incorporated into SI-7]. 

References:  None. 

Priority and Baseline Allocation: 

P1 LOW   Not Selected MOD   CM-5 HIGH   CM-5 (1) (2) (3) 
 

CM-6 CONFIGURATION SETTINGS 

 Control:  The organization: 

a. Establishes and documents configuration settings for information technology products 
employed within the information system using [Assignment: organization-defined security 
configuration checklists] that reflect the most restrictive mode consistent with operational 
requirements; 

b. Implements the configuration settings; 

c. Identifies, documents, and approves any deviations from established configuration settings for 
[Assignment: organization-defined information system components] based on [Assignment: 
organization-defined operational requirements]; and 

d. Monitors and controls changes to the configuration settings in accordance with organizational 
policies and procedures. 

Supplemental Guidance:  Configuration settings are the set of parameters that can be changed in 
hardware, software, or firmware components of the information system that affect the security 
posture and/or functionality of the system. Information technology products for which security-
related configuration settings can be defined include, for example, mainframe computers, servers 
(e.g., database, electronic mail, authentication, web, proxy, file, domain name), workstations, 
input/output devices (e.g.,  scanners, copiers, and printers), network components (e.g., firewalls, 
routers, gateways, voice and data switches, wireless access points, network appliances, sensors), 
operating systems, middleware, and applications. Security-related parameters are those parameters 
impacting the security state of information systems including the parameters required to satisfy 
other security control requirements. Security-related parameters include, for example: (i) registry 
settings; (ii) account, file, directory permission settings; and (iii) settings for functions, ports, 
protocols, services, and remote connections. Organizations establish organization-wide 
configuration settings and subsequently derive specific settings for information systems. The 
established settings become part of the systems configuration baseline. 

Common secure configurations (also referred to as security configuration checklists, lockdown 
and hardening guides, security reference guides, security technical implementation guides) provide 
recognized, standardized, and established benchmarks that stipulate secure configuration settings 
for specific information technology platforms/products and instructions for configuring those 
information system components to meet operational requirements. Common secure configurations 
can be developed by a variety of organizations including, for example, information technology 
product developers, manufacturers, vendors, consortia, academia, industry, federal agencies, and 
other organizations in the public and private sectors. Common secure configurations include the 
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United States Government Configuration Baseline (USGCB) which affects the implementation of 
CM-6 and other controls such as AC-19 and CM-7. The Security Content Automation Protocol 
(SCAP) and the defined standards within the protocol (e.g., Common Configuration Enumeration) 
provide an effective method to uniquely identify, track, and control configuration settings. OMB 
establishes federal policy on configuration requirements for federal information systems. Related 
controls: AC-19, CM-2, CM-3, CM-7, SI-4. 

Control Enhancements: 

(1) CONFIGURATION SETTINGS | AUTOMATED CENTRAL MANAGEMENT / APPLICATION / VERIFICATION 
The organization employs automated mechanisms to centrally manage, apply, and verify 
configuration settings for [Assignment: organization-defined information system components]. 

Supplemental Guidance:  Related controls: CA-7, CM-4. 

(2) CONFIGURATION SETTINGS | RESPOND TO UNAUTHORIZED CHANGES  
The organization employs [Assignment: organization-defined security safeguards] to respond to 
unauthorized changes to [Assignment: organization-defined configuration settings]. 
Supplemental Guidance:  Responses to unauthorized changes to configuration settings can 
include, for example, alerting designated organizational personnel, restoring established 
configuration settings, or in extreme cases, halting affected information system processing. 
Related controls: IR-4, SI-7. 

(3) CONFIGURATION SETTINGS | UNAUTHORIZED CHANGE DETECTION 
 [Withdrawn: Incorporated into SI-7]. 

(4) CONFIGURATION SETTINGS | CONFORMANCE DEMONSTRATION 
 [Withdrawn: Incorporated into CM-4]. 

References:  OMB Memoranda 07-11, 07-18, 08-22; NIST Special Publications 800-70, 800-128; 
Web: http://nvd.nist.gov, http://checklists.nist.gov, http://www.nsa.gov.   

Priority and Baseline Allocation: 

P1 LOW   CM-6 MOD   CM-6 HIGH   CM-6 (1) (2) 
 

CM-7 LEAST FUNCTIONALITY 

 Control:  The organization: 

a. Configures the information system to provide only essential capabilities; and 

b. Prohibits or restricts the use of the following functions, ports, protocols, and/or services: 
[Assignment: organization-defined prohibited or restricted functions, ports, protocols, and/or 
services]. 

Supplemental Guidance:  Information systems can provide a wide variety of functions and services. 
Some of the functions and services, provided by default, may not be necessary to support essential 
organizational operations (e.g., key missions, functions). Additionally, it is sometimes convenient 
to provide multiple services from single information system components, but doing so increases 
risk over limiting the services provided by any one component. Where feasible, organizations limit 
component functionality to a single function per device (e.g., email servers or web servers, but not 
both). Organizations review functions and services provided by information systems or individual 
components of information systems, to determine which functions and services are candidates for 
elimination (e.g., Voice Over Internet Protocol, Instant Messaging, auto-execute, and file sharing). 
Organizations consider disabling unused or unnecessary physical and logical ports/protocols (e.g., 
Universal Serial Bus, File Transfer Protocol, and Hyper Text Transfer Protocol) on information 
systems to prevent unauthorized connection of devices, unauthorized transfer of information, or 
unauthorized tunneling. Organizations can utilize network scanning tools, intrusion detection and 
prevention systems, and end-point protections such as firewalls and host-based intrusion detection 
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systems to identify and prevent the use of prohibited functions, ports, protocols, and services. 
Related controls: AC-6, CM-2, RA-5, SA-5, SC-7. 

Control Enhancements: 

(1) LEAST FUNCTIONALITY | PERIODIC REVIEW  
The organization: 

(a) Reviews the information system [Assignment: organization-defined frequency] to identify 
unnecessary and/or nonsecure functions, ports, protocols, and services; and 

(b) Disables [Assignment: organization-defined functions, ports, protocols, and services within 
the information system deemed to be unnecessary and/or nonsecure]. 

Supplemental Guidance:  The organization can either make a determination of the relative 
security of the function, port, protocol, and/or service or base the security decision on the 
assessment of other entities. Bluetooth, FTP, and peer-to-peer networking are examples of 
less than secure protocols. Related controls: AC-18, CM-7, IA-2. 

(2) LEAST FUNCTIONALITY | PREVENT PROGRAM EXECUTION  
The information system prevents program execution in accordance with [Selection (one or more): 
[Assignment: organization-defined policies regarding software program usage and restrictions]; 
rules authorizing the terms and conditions of software program usage]. 
Supplemental Guidance:  Related controls: CM-8, PM-5. 

(3) LEAST FUNCTIONALITY | REGISTRATION COMPLIANCE  
The organization ensures compliance with [Assignment: organization-defined registration 
requirements for functions, ports, protocols, and services]. 

Supplemental Guidance:  Organizations use the registration process to manage, track, and 
provide oversight for information systems and implemented functions, ports, protocols, and 
services. 

(4) LEAST FUNCTIONALITY | UNAUTHORIZED SOFTWARE / BLACKLISTING 
The organization: 

(a) Identifies [Assignment: organization-defined software programs not authorized to execute on 
the information system]; 

(b) Employs an allow-all, deny-by-exception policy to prohibit the execution of unauthorized 
software programs on the information system; and 

(c) Reviews and updates the list of unauthorized software programs [Assignment: organization-
defined frequency]. 

Supplemental Guidance:  The process used to identify software programs that are not authorized 
to execute on organizational information systems is commonly referred to as blacklisting. 
Organizations can implement CM-7 (5) instead of this control enhancement if whitelisting 
(the stronger of the two policies) is the preferred approach for restricting software program 
execution. Related controls: CM-6, CM-8, PM-5. 

(5) LEAST FUNCTIONALITY | AUTHORIZED SOFTWARE / WHITELISTING 
The organization: 

(a) Identifies [Assignment: organization-defined software programs authorized to execute on the 
information system]; 

(b) Employs a deny-all, permit-by-exception policy to allow the execution of authorized software 
programs on the information system; and 

(c) Reviews and updates the list of authorized software programs [Assignment: organization-
defined frequency]. 

Supplemental Guidance:  The process used to identify software programs that are authorized to 
execute on organizational information systems is commonly referred to as whitelisting. In 
addition to whitelisting, organizations consider verifying the integrity of white-listed software 
programs using, for example, cryptographic checksums, digital signatures, or hash functions. 
Verification of white-listed software can occur either prior to execution or at system startup. 
Related controls: CM-2, CM-6, CM-8, PM-5, SA-10, SC-34, SI-7. 
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References:  DoD Instruction 8551.01. 

Priority and Baseline Allocation: 

P1 LOW   CM-7 MOD   CM-7 (1) (2) (4) HIGH   CM-7 (1) (2) (5) 
 

CM-8 INFORMATION SYSTEM COMPONENT INVENTORY 

 Control:  The organization: 

a. Develops and documents an inventory of information system components that: 

1. Accurately reflects the current information system; 

2. Includes all components within the authorization boundary of the information system; 

3. Is at the level of granularity deemed necessary for tracking and reporting; and 

4. Includes [Assignment: organization-defined information deemed necessary to achieve 
effective information system component accountability]; and 

b. Reviews and updates the information system component inventory [Assignment: 
organization-defined frequency]. 

Supplemental Guidance:  Organizations may choose to implement centralized information system 
component inventories that include components from all organizational information systems. In 
such situations, organizations ensure that the resulting inventories include system-specific 
information required for proper component accountability (e.g., information system association, 
information system owner). Information deemed necessary for effective accountability of 
information system components includes, for example, hardware inventory specifications, 
software license information, software version numbers, component owners, and for networked 
components or devices, machine names and network addresses. Inventory specifications include, 
for example, manufacturer, device type, model, serial number, and physical location. Related 
controls: CM-2, CM-6, PM-5. 

Control Enhancements: 

(1) INFORMATION SYSTEM COMPONENT INVENTORY | UPDATES DURING INSTALLATIONS / REMOVALS  
The organization updates the inventory of information system components as an integral part of 
component installations, removals, and information system updates. 

(2) INFORMATION SYSTEM COMPONENT INVENTORY | AUTOMATED MAINTENANCE  
The organization employs automated mechanisms to help maintain an up-to-date, complete, 
accurate, and readily available inventory of information system components. 

Supplemental Guidance:  Organizations maintain information system inventories to the extent 
feasible. Virtual machines, for example, can be difficult to monitor because such machines are 
not visible to the network when not in use. In such cases, organizations maintain as up-to-
date, complete, and accurate an inventory as is deemed reasonable. This control enhancement 
can be satisfied by the implementation of CM-2 (2) for organizations that choose to combine 
information system component inventory and baseline configuration activities. Related 
control: SI-7. 

(3) INFORMATION SYSTEM COMPONENT INVENTORY | AUTOMATED UNAUTHORIZED COMPONENT DETECTION 
The organization: 

(a) Employs automated mechanisms [Assignment: organization-defined frequency] to detect the 
presence of unauthorized hardware, software, and firmware components within the 
information system; and 

(b) Takes the following actions when unauthorized components are detected: [Selection (one or 
more): disables network access by such components; isolates the components; notifies 
[Assignment: organization-defined personnel or roles]]. 
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Supplemental Guidance:  This control enhancement is applied in addition to the monitoring for 
unauthorized remote connections and mobile devices. Monitoring for unauthorized system 
components may be accomplished on an ongoing basis or by the periodic scanning of systems 
for that purpose. Automated mechanisms can be implemented within information systems or 
in other separate devices. Isolation can be achieved, for example, by placing unauthorized 
information system components in separate domains or subnets or otherwise quarantining 
such components. This type of component isolation is commonly referred to as sandboxing. 
Related controls: AC-17, AC-18, AC-19, CA-7, SI-3, SI-4, SI-7, RA-5. 

(4) INFORMATION SYSTEM COMPONENT INVENTORY | ACCOUNTABILITY INFORMATION  
The organization includes in the information system component inventory information, a means for 
identifying by [Selection (one or more): name; position; role], individuals responsible/accountable 
for administering those components. 
Supplemental Guidance:  Identifying individuals who are both responsible and accountable for 
administering information system components helps to ensure that the assigned components 
are properly administered and organizations can contact those individuals if some action is 
required (e.g., component is determined to be the source of a breach/compromise, component 
needs to be recalled/replaced, or component needs to be relocated). 

(5) INFORMATION SYSTEM COMPONENT INVENTORY | NO DUPLICATE ACCOUNTING OF COMPONENTS 
The organization verifies that all components within the authorization boundary of the information 
system are not duplicated in other information system component inventories. 
Supplemental Guidance:  This control enhancement addresses the potential problem of duplicate 
accounting of information system components in large or complex interconnected systems. 

(6) INFORMATION SYSTEM COMPONENT INVENTORY | ASSESSED CONFIGURATIONS / APPROVED DEVIATIONS  
The organization includes assessed component configurations and any approved deviations to 
current deployed configurations in the information system component inventory. 

Supplemental Guidance: This control enhancement focuses on configuration settings established 
by organizations for information system components, the specific components that have been 
assessed to determine compliance with the required configuration settings, and any approved 
deviations from established configuration settings. Related controls: CM-2, CM-6. 

(7) INFORMATION SYSTEM COMPONENT INVENTORY | CENTRALIZED REPOSITORY  
The organization provides a centralized repository for the inventory of information system 
components. 
Supplemental Guidance:  Organizations may choose to implement centralized information 
system component inventories that include components from all organizational information 
systems. Centralized repositories of information system component inventories provide 
opportunities for efficiencies in accounting for organizational hardware, software, and 
firmware assets. Such repositories may also help organizations rapidly identify the location 
and responsible individuals of system components that have been compromised, breached, or 
are otherwise in need of mitigation actions. Organizations ensure that the resulting centralized 
inventories include system-specific information required for proper component accountability 
(e.g., information system association, information system owner). 

(8) INFORMATION SYSTEM COMPONENT INVENTORY | AUTOMATED LOCATION TRACKING  
The organization employs automated mechanisms to support tracking of information system 
components by geographic location. 

Supplemental Guidance:  The use of automated mechanisms to track the location of information 
system components can increase the accuracy of component inventories. Such capability may 
also help organizations rapidly identify the location and responsible individuals of system 
components that have been compromised, breached, or are otherwise in need of mitigation 
actions. 

(9) INFORMATION SYSTEM COMPONENT INVENTORY | ASSIGNMENT OF COMPONENTS TO SYSTEMS  
The organization: 

(a) Assigns [Assignment: organization-defined acquired information system components] to an 
information system; and  
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(b) Receives an acknowledgement from the information system owner of this assignment. 

Supplemental Guidance:  Organizations determine the criteria for or types of information system 
components (e.g., microprocessors, motherboards, software, programmable logic controllers, 
and network devices) that are subject to this control enhancement. Related control: SA-4. 

References:  NIST Special Publication 800-128. 

Priority and Baseline Allocation: 

P1 LOW   CM-8 MOD   CM-8 (1) (3) (5) HIGH   CM-8 (1) (2) (3) (4) (5) 
 

CM-9 CONFIGURATION MANAGEMENT PLAN 

 Control:  The organization develops, documents, and implements a configuration management plan 
for the information system that: 

a. Addresses roles, responsibilities, and configuration management processes and procedures; 

b. Establishes a process for identifying configuration items throughout the system development 
life cycle and for managing the configuration of the configuration items; 

c. Defines the configuration items for the information system and places the configuration items 
under configuration management; and 

d. Protects the configuration management plan from unauthorized disclosure and modification.  

Supplemental Guidance:  Configuration management plans satisfy the requirements in configuration 
management policies while being tailored to individual information systems. Such plans define 
detailed processes and procedures for how configuration management is used to support system 
development life cycle activities at the information system level. Configuration management plans 
are typically developed during the development/acquisition phase of the system development life 
cycle. The plans describe how to move changes through change management processes, how to 
update configuration settings and baselines, how to maintain information system component 
inventories, how to control development, test, and operational environments, and how to develop, 
release, and update key documents. Organizations can employ templates to help ensure consistent 
and timely development and implementation of configuration management plans. Such templates 
can represent a master configuration management plan for the organization at large with subsets of 
the plan implemented on a system by system basis. Configuration management approval processes 
include designation of key management stakeholders responsible for reviewing and approving 
proposed changes to information systems, and personnel that conduct security impact analyses 
prior to the implementation of changes to the systems. Configuration items are the information 
system items (hardware, software, firmware, and documentation) to be configuration-managed. As 
information systems continue through the system development life cycle, new configuration items 
may be identified and some existing configuration items may no longer need to be under 
configuration control. Related controls: CM-2, CM-3, CM-4, CM-5, CM-8, SA-10. 

Control Enhancements: 

(1) CONFIGURATION MANAGEMENT PLAN | ASSIGNMENT OF RESPONSIBILITY  
The organization assigns responsibility for developing the configuration management process to 
organizational personnel that are not directly involved in information system development. 

Supplemental Guidance: In the absence of dedicated configuration management teams assigned 
within organizations, system developers may be tasked to develop configuration management 
processes using personnel who are not directly involved in system development or integration. 
This separation of duties ensures that organizations establish and maintain a sufficient degree 
of independence between the information system development and integration processes and 
configuration management processes to facilitate quality control and more effective oversight. 

References:  NIST Special Publication 800-128. 
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Priority and Baseline Allocation: 

P1 LOW   Not Selected MOD   CM-9 HIGH   CM-9 
 

CM-10 SOFTWARE USAGE RESTRICTIONS 

 Control:  The organization: 

a. Uses software and associated documentation in accordance with contract agreements and 
copyright laws; 

b. Tracks the use of software and associated documentation protected by quantity licenses to 
control copying and distribution; and 

c. Controls and documents the use of peer-to-peer file sharing technology to ensure that this 
capability is not used for the unauthorized distribution, display, performance, or reproduction 
of copyrighted work. 

Supplemental Guidance:  Software license tracking can be accomplished by manual methods (e.g., 
simple spreadsheets) or automated methods (e.g., specialized tracking applications) depending on 
organizational needs. Related controls: AC-17, CM-8, SC-7. 

Control Enhancements: 

(1) SOFTWARE USAGE RESTRICTIONS | OPEN SOURCE SOFTWARE  
The organization establishes the following restrictions on the use of open source software: 
[Assignment: organization-defined restrictions]. 

Supplemental Guidance:  Open source software refers to software that is available in source code 
form. Certain software rights normally reserved for copyright holders are routinely provided 
under software license agreements that permit individuals to study, change, and improve the 
software. From a security perspective, the major advantage of open source software is that it 
provides organizations with the ability to examine the source code. However, there are also 
various licensing issues associated with open source software including, for example, the 
constraints on derivative use of such software. 

References:  None. 

Priority and Baseline Allocation: 

P2 LOW   CM-10 MOD   CM-10 HIGH   CM-10 
 

CM-11 USER-INSTALLED SOFTWARE 

 Control:  The organization: 

a. Establishes [Assignment: organization-defined policies] governing the installation of software 
by users; 

b. Enforces software installation policies through [Assignment: organization-defined methods]; 
and 

c. Monitors policy compliance at [Assignment: organization-defined frequency]. 

Supplemental Guidance:  If provided the necessary privileges, users have the ability to install 
software in organizational information systems. To maintain control over the types of software 
installed, organizations identify permitted and prohibited actions regarding software installation. 
Permitted software installations may include, for example, updates and security patches to existing 
software and downloading applications from organization-approved “app stores.” Prohibited 
software installations may include, for example, software with unknown or suspect pedigrees or 
software that organizations consider potentially malicious. The policies organizations select 
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governing user-installed software may be organization-developed or provided by some external 
entity. Policy enforcement methods include procedural methods (e.g., periodic examination of user 
accounts), automated methods (e.g., configuration settings implemented on organizational 
information systems), or both. Related controls: AC-3, CM-2, CM-3, CM-5, CM-6, CM-7, PL-4. 

Control Enhancements: 

(1) USER-INSTALLED SOFTWARE | ALERTS FOR UNAUTHORIZED INSTALLATIONS  
The information system alerts [Assignment: organization-defined personnel or roles] when the 
unauthorized installation of software is detected. 

Supplemental Guidance:  Related controls: CA-7, SI-4. 

(2) USER-INSTALLED SOFTWARE | PROHIBIT INSTALLATION WITHOUT PRIVILEGED STATUS  
The information system prohibits user installation of software without explicit privileged status. 

Supplemental Guidance:  Privileged status can be obtained, for example, by serving in the role 
of system administrator. Related control: AC-6. 

References:  None. 

Priority and Baseline Allocation: 

P1 LOW   CM-11 MOD   CM-11 HIGH   CM-11 
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FAMILY:  CONTINGENCY PLANNING 

CP-1 CONTINGENCY PLANNING POLICY AND PROCEDURES  
Control:  The organization: 

a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or 
roles]: 

1. A contingency planning policy that addresses purpose, scope, roles, responsibilities, 
management commitment, coordination among organizational entities, and compliance; 
and 

2. Procedures to facilitate the implementation of the contingency planning policy and 
associated contingency planning controls; and 

b. Reviews and updates the current: 

1. Contingency planning policy [Assignment: organization-defined frequency]; and 

2. Contingency planning procedures [Assignment: organization-defined frequency]. 

Supplemental Guidance:  This control addresses the establishment of policy and procedures for the 
effective implementation of selected security controls and control enhancements in the CP family. 
Policy and procedures reflect applicable federal laws, Executive Orders, directives, regulations, 
policies, standards, and guidance. Security program policies and procedures at the organization 
level may make the need for system-specific policies and procedures unnecessary. The policy can 
be included as part of the general information security policy for organizations or conversely, can 
be represented by multiple policies reflecting the complex nature of certain organizations. The 
procedures can be established for the security program in general and for particular information 
systems, if needed. The organizational risk management strategy is a key factor in establishing 
policy and procedures. Related control: PM-9.  

Control Enhancements:  None. 

References:  Federal Continuity Directive 1; NIST Special Publications 800-12, 800-34, 800-100. 

Priority and Baseline Allocation: 

P1 LOW   CP-1 MOD   CP-1 HIGH   CP-1 
 

CP-2 CONTINGENCY PLAN 

 Control:  The organization: 

a. Develops a contingency plan for the information system that: 

1. Identifies essential missions and business functions and associated contingency 
requirements; 

2. Provides recovery objectives, restoration priorities, and metrics; 

3. Addresses contingency roles, responsibilities, assigned individuals with contact 
information; 

4. Addresses maintaining essential missions and business functions despite an information 
system disruption, compromise, or failure;  

5. Addresses eventual, full information system restoration without deterioration of the 
security safeguards originally planned and implemented; and 

6. Is reviewed and approved by [Assignment: organization-defined personnel or roles]; 
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b. Distributes copies of the contingency plan to [Assignment: organization-defined key 
contingency personnel (identified by name and/or by role) and organizational elements]; 

c. Coordinates contingency planning activities with incident handling activities; 

d. Reviews the contingency plan for the information system [Assignment: organization-defined 
frequency]; 

e. Updates the contingency plan to address changes to the organization, information system, or 
environment of operation and problems encountered during contingency plan implementation, 
execution, or testing; 

f. Communicates contingency plan changes to [Assignment: organization-defined key 
contingency personnel (identified by name and/or by role) and organizational elements]; and 

g. Protects the contingency plan from unauthorized disclosure and modification. 

Supplemental Guidance:  Contingency planning for information systems is part of an overall 
organizational program for achieving continuity of operations for mission/business functions. 
Contingency planning addresses both information system restoration and implementation of 
alternative mission/business processes when systems are compromised. The effectiveness of 
contingency planning is maximized by considering such planning throughout the phases of the 
system development life cycle. Performing contingency planning on hardware, software, and 
firmware development can be an effective means of achieving information system resiliency. 
Contingency plans reflect the degree of restoration required for organizational information 
systems since not all systems may need to fully recover to achieve the level of continuity of 
operations desired.  Information system recovery objectives reflect applicable laws, Executive 
Orders, directives, policies, standards, regulations, and guidelines. In addition to information 
system availability, contingency plans also address other security-related events resulting in a 
reduction in mission and/or business effectiveness, such as malicious attacks compromising the 
confidentiality or integrity of information systems. Actions addressed in contingency plans 
include, for example, orderly/graceful degradation, information system shutdown, fallback to a 
manual mode, alternate information flows, and operating in modes reserved for when systems are 
under attack. By closely coordinating contingency planning with incident handling activities, 
organizations can ensure that the necessary contingency planning activities are in place and 
activated in the event of a security incident. Related controls: AC-14, CP-6, CP-7, CP-8, CP-9, 
CP-10, IR-4, IR-8, MP-2, MP-4, MP-5, PM-8, PM-11. 

Control Enhancements: 

(1) CONTINGENCY PLAN | COORDINATE WITH RELATED PLANS  
The organization coordinates contingency plan development with organizational elements 
responsible for related plans. 
Supplemental Guidance:  Plans related to contingency plans for organizational information 
systems include, for example, Business Continuity Plans, Disaster Recovery Plans, Continuity 
of Operations Plans, Crisis Communications Plans, Critical Infrastructure Plans, Cyber 
Incident Response Plans, Insider Threat Implementation Plan, and Occupant Emergency 
Plans. 

(2) CONTINGENCY PLAN | CAPACITY PLANNING 
The organization conducts capacity planning so that necessary capacity for information 
processing, telecommunications, and environmental support exists during contingency 
operations. 

Supplemental Guidance:  Capacity planning is needed because different types of threats (e.g., 
natural disasters, targeted cyber attacks) can result in a reduction of the available processing, 
telecommunications, and support services originally intended to support the organizational 
missions/business functions. Organizations may need to anticipate degraded operations during 
contingency operations and factor such degradation into capacity planning. 

(3) CONTINGENCY PLAN | RESUME ESSENTIAL MISSIONS / BUSINESS FUNCTIONS  
The organization plans for the resumption of essential missions and business functions within 
[Assignment: organization-defined time period] of contingency plan activation. 
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Supplemental Guidance:  Organizations may choose to carry out the contingency planning 
activities in this control enhancement as part of organizational business continuity planning 
including, for example, as part of business impact analyses. The time period for resumption of 
essential missions/business functions may be dependent on the severity/extent of disruptions 
to the information system and its supporting infrastructure. Related control: PE-12. 

(4) CONTINGENCY PLAN | RESUME ALL MISSIONS / BUSINESS FUNCTIONS  
The organization plans for the resumption of all missions and business functions within 
[Assignment: organization-defined time period] of contingency plan activation. 

Supplemental Guidance:  Organizations may choose to carry out the contingency planning 
activities in this control enhancement as part of organizational business continuity planning 
including, for example, as part of business impact analyses. The time period for resumption of 
all missions/business functions may be dependent on the severity/extent of disruptions to the 
information system and its supporting infrastructure. Related control: PE-12. 

(5) CONTINGENCY PLAN | CONTINUE  ESSENTIAL MISSIONS / BUSINESS FUNCTIONS 
The organization plans for the continuance of essential missions and business functions with little 
or no loss of operational continuity and sustains that continuity until full information system 
restoration at primary processing and/or storage sites. 

Supplemental Guidance:  Organizations may choose to carry out the contingency planning 
activities in this control enhancement as part of organizational business continuity planning 
including, for example, as part of business impact analyses. Primary processing and/or storage 
sites defined by organizations as part of contingency planning may change depending on the 
circumstances associated with the contingency (e.g., backup sites may become primary sites). 
Related control: PE-12. 

(6) CONTINGENCY PLAN | ALTERNATE PROCESSING / STORAGE SITE 
The organization plans for the transfer of essential missions and business functions to alternate 
processing and/or storage sites with little or no loss of operational continuity and sustains that 
continuity through information system restoration to primary processing and/or storage sites. 
Supplemental Guidance:  Organizations may choose to carry out the contingency planning 
activities in this control enhancement as part of organizational business continuity planning 
including, for example, as part of business impact analyses. Primary processing and/or storage 
sites defined by organizations as part of contingency planning may change depending on the 
circumstances associated with the contingency (e.g., backup sites may become primary sites). 
Related control: PE-12. 

(7) CONTINGENCY PLAN | COORDINATE  WITH EXTERNAL SERVICE PROVIDERS 
The organization coordinates its contingency plan with the contingency plans of external service 
providers to ensure that contingency requirements can be satisfied. 
Supplemental Guidance:  When the capability of an organization to successfully carry out its 
core missions/business functions is dependent on external service providers, developing a 
timely and comprehensive contingency plan may become more challenging. In this situation, 
organizations coordinate contingency planning activities with the external entities to ensure 
that the individual plans reflect the overall contingency needs of the organization. Related 
control: SA-9. 

(8) CONTINGENCY PLAN | IDENTIFY CRITICAL ASSETS  
The organization identifies critical information system assets supporting essential missions and 
business functions. 
Supplemental Guidance:  Organizations may choose to carry out the contingency planning 
activities in this control enhancement as part of organizational business continuity planning 
including, for example, as part of business impact analyses. Organizations identify critical 
information system assets so that additional safeguards and countermeasures can be employed 
(above and beyond those safeguards and countermeasures routinely implemented) to help 
ensure that organizational missions/business functions can continue to be conducted during 
contingency operations. In addition, the identification of critical information assets facilitates 
the prioritization of organizational resources. Critical information system assets include 
technical and operational aspects. Technical aspects include, for example, information 

APPENDIX F-CP   PAGE F-80 



Special Publication 800-53 Revision 4                                  Security and Privacy Controls for Federal Information Systems 
                                                                                               and Organizations 
________________________________________________________________________________________________ 

technology services, information system components, information technology products, and 
mechanisms. Operational aspects include, for example, procedures (manually executed 
operations) and personnel (individuals operating technical safeguards and/or executing 
manual procedures). Organizational program protection plans can provide assistance in 
identifying critical assets. Related controls: SA-14, SA-15. 

References:  Federal Continuity Directive 1; NIST Special Publication 800-34. 

Priority and Baseline Allocation: 

P1 LOW   CP-2 MOD   CP-2 (1) (3) (8) HIGH   CP-2 (1) (2) (3) (4) (5) (8) 
 

CP-3 CONTINGENCY TRAINING 

 Control:  The organization provides contingency training to information system users consistent 
with assigned roles and responsibilities:  

a. Within [Assignment: organization-defined time period] of assuming a contingency role or 
responsibility; 

b. When required by information system changes; and 

c. [Assignment: organization-defined frequency] thereafter. 

Supplemental Guidance:  Contingency training provided by organizations is linked to the assigned 
roles and responsibilities of organizational personnel to ensure that the appropriate content and 
level of detail is included in such training. For example, regular users may only need to know 
when and where to report for duty during contingency operations and if normal duties are affected; 
system administrators may require additional training on how to set up information systems at 
alternate processing and storage sites; and managers/senior leaders may receive more specific 
training on how to conduct mission-essential functions in designated off-site locations and how to 
establish communications with other governmental entities for purposes of coordination on 
contingency-related activities. Training for contingency roles/responsibilities reflects the specific 
continuity requirements in the contingency plan. Related controls: AT-2, AT-3, CP-2, IR-2. 

Control Enhancements: 

(1) CONTINGENCY TRAINING | SIMULATED EVENTS 
The organization incorporates simulated events into contingency training to facilitate effective 
response by personnel in crisis situations.   

(2) CONTINGENCY TRAINING | AUTOMATED TRAINING ENVIRONMENTS 
The organization employs automated mechanisms to provide a more thorough and realistic 
contingency training environment. 

References:  Federal Continuity Directive 1; NIST Special Publications 800-16, 800-50. 

Priority and Baseline Allocation: 

P2 LOW   CP-3 MOD   CP-3 HIGH   CP-3 (1) 
 

CP-4 CONTINGENCY PLAN TESTING 

 Control:  The organization: 

a. Tests the contingency plan for the information system [Assignment: organization-defined 
frequency] using [Assignment: organization-defined tests] to determine the effectiveness of 
the plan and the organizational readiness to execute the plan; 

b. Reviews the contingency plan test results; and 
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c. Initiates corrective actions, if needed. 

Supplemental Guidance:  Methods for testing contingency plans to determine the effectiveness of the 
plans and to identify potential weaknesses in the plans include, for example, walk-through and 
tabletop exercises, checklists, simulations (parallel, full interrupt), and comprehensive exercises. 
Organizations conduct testing based on the continuity requirements in contingency plans and 
include a determination of the effects on organizational operations, assets, and individuals arising 
due to contingency operations. Organizations have flexibility and discretion in the breadth, depth, 
and timelines of corrective actions. Related controls: CP-2, CP-3, IR-3. 

Control Enhancements: 

(1) CONTINGENCY PLAN TESTING | COORDINATE WITH RELATED PLANS  
The organization coordinates contingency plan testing with organizational elements responsible 
for related plans. 
Supplemental Guidance:  Plans related to contingency plans for organizational information 
systems include, for example, Business Continuity Plans, Disaster Recovery Plans, Continuity 
of Operations Plans, Crisis Communications Plans, Critical Infrastructure Plans, Cyber 
Incident Response Plans, and Occupant Emergency Plans. This control enhancement does not 
require organizations to create organizational elements to handle related plans or to align such 
elements with specific plans. It does require, however, that if such organizational elements are 
responsible for related plans, organizations should coordinate with those elements. Related 
controls: IR-8, PM-8. 

(2) CONTINGENCY PLAN TESTING | ALTERNATE PROCESSING SITE  
The organization tests the contingency plan at the alternate processing site: 

(a) To familiarize contingency personnel with the facility and available resources; and 

(b) To evaluate the capabilities of the alternate processing site to support contingency 
operations. 

Supplemental Guidance:  Related control: CP-7. 

(3) CONTINGENCY PLAN TESTING | AUTOMATED TESTING 
The organization employs automated mechanisms to more thoroughly and effectively test the 
contingency plan. 

Supplemental Guidance:  Automated mechanisms provide more thorough and effective testing 
of contingency plans, for example: (i) by providing more complete coverage of contingency 
issues; (ii) by selecting more realistic test scenarios and environments; and (iii) by effectively 
stressing the information system and supported missions. 

(4) CONTINGENCY PLAN TESTING | FULL RECOVERY / RECONSTITUTION  
The organization includes a full recovery and reconstitution of the information system to a known 
state as part of contingency plan testing. 
Supplemental Guidance:  Related controls: CP-10, SC-24. 

References:  Federal Continuity Directive 1; FIPS Publication 199; NIST Special Publications 800-
34, 800-84. 

Priority and Baseline Allocation: 

P2 LOW   CP-4 MOD   CP-4 (1) HIGH   CP-4 (1) (2) 
 

CP-5 CONTINGENCY PLAN UPDATE 

[Withdrawn: Incorporated into CP-2]. 
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CP-6 ALTERNATE STORAGE SITE 

 Control:  The organization: 

a. Establishes an alternate storage site including necessary agreements to permit the storage and 
retrieval of information system backup information; and 

b. Ensures that the alternate storage site provides information security safeguards equivalent to 
that of the primary site. 

Supplemental Guidance:  Alternate storage sites are sites that are geographically distinct from 
primary storage sites. An alternate storage site maintains duplicate copies of information and data 
in the event that the primary storage site is not available. Items covered by alternate storage site 
agreements include, for example, environmental conditions at alternate sites, access rules, physical 
and environmental protection requirements, and coordination of delivery/retrieval of backup 
media. Alternate storage sites reflect the requirements in contingency plans so that organizations 
can maintain essential missions/business functions despite disruption, compromise, or failure in 
organizational information systems. Related controls: CP-2, CP-7, CP-9, CP-10, MP-4. 

Control Enhancements: 

(1) ALTERNATE STORAGE SITE | SEPARATION FROM PRIMARY SITE  
The organization identifies an alternate storage site that is separated from the primary storage site 
to reduce susceptibility to the same threats. 

Supplemental Guidance:  Threats that affect alternate storage sites are typically defined in 
organizational assessments of risk and include, for example, natural disasters, structural 
failures, hostile cyber attacks, and errors of omission/commission. Organizations determine 
what is considered a sufficient degree of separation between primary and alternate storage 
sites based on the types of threats that are of concern. For one particular type of threat (i.e., 
hostile cyber attack), the degree of separation between sites is less relevant. Related control: 
RA-3. 

(2) ALTERNATE STORAGE SITE | RECOVERY TIME / POINT OBJECTIVES 
The organization configures the alternate storage site to facilitate recovery operations in 
accordance with recovery time and recovery point objectives.  

(3) ALTERNATE STORAGE SITE | ACCESSIBILITY  
The organization identifies potential accessibility problems to the alternate storage site in the 
event of an area-wide disruption or disaster and outlines explicit mitigation actions. 

Supplemental Guidance:  Area-wide disruptions refer to those types of disruptions that are broad 
in geographic scope (e.g., hurricane, regional power outage) with such determinations made 
by organizations based on organizational assessments of risk. Explicit mitigation actions 
include, for example: (i) duplicating backup information at other alternate storage sites if 
access problems occur at originally designated alternate sites; or (ii) planning for physical 
access to retrieve backup information if electronic accessibility to the alternate site is 
disrupted. Related control: RA-3. 

References:  NIST Special Publication 800-34. 

Priority and Baseline Allocation: 

P1 LOW   Not Selected MOD   CP-6 (1) (3) HIGH   CP-6 (1) (2) (3) 
 

CP-7 ALTERNATE PROCESSING SITE 

 Control:  The organization: 

a. Establishes an alternate processing site including necessary agreements to permit the transfer 
and resumption of [Assignment: organization-defined information system operations] for 
essential missions/business functions within [Assignment: organization-defined time period 
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consistent with recovery time and recovery point objectives] when the primary processing 
capabilities are unavailable; 

b. Ensures that equipment and supplies required to transfer and resume operations are available 
at the alternate processing site or contracts are in place to support delivery to the site within 
the organization-defined time period for transfer/resumption; and 

c. Ensures that the alternate processing site provides information security safeguards equivalent 
to that of the primary site. 

Supplemental Guidance:  Alternate processing sites are sites that are geographically distinct from 
primary processing sites. An alternate processing site provides processing capability in the event 
that the primary processing site is not available. Items covered by alternate processing site 
agreements include, for example, environmental conditions at alternate sites, access rules, physical 
and environmental protection requirements, and coordination for the transfer/assignment of 
personnel. Requirements are specifically allocated to alternate processing sites that reflect the 
requirements in contingency plans to maintain essential missions/business functions despite 
disruption, compromise, or failure in organizational information systems. Related controls: CP-2, 
CP-6, CP-8, CP-9, CP-10, MA-6. 

Control Enhancements: 

(1) ALTERNATE PROCESSING SITE | SEPARATION FROM PRIMARY SITE  
The organization identifies an alternate processing site that is separated from the primary 
processing site to reduce susceptibility to the same threats. 

Supplemental Guidance:  Threats that affect alternate processing sites are typically defined in 
organizational assessments of risk and include, for example, natural disasters, structural 
failures, hostile cyber attacks, and errors of omission/commission. Organizations determine 
what is considered a sufficient degree of separation between primary and alternate processing 
sites based on the types of threats that are of concern. For one particular type of threat (i.e., 
hostile cyber attack), the degree of separation between sites is less relevant. Related control: 
RA-3. 

(2) ALTERNATE PROCESSING SITE | ACCESSIBILITY  
The organization identifies potential accessibility problems to the alternate processing site in the 
event of an area-wide disruption or disaster and outlines explicit mitigation actions. 

Supplemental Guidance:  Area-wide disruptions refer to those types of disruptions that are broad 
in geographic scope (e.g., hurricane, regional power outage) with such determinations made 
by organizations based on organizational assessments of risk. Related control: RA-3. 

(3) ALTERNATE PROCESSING SITE | PRIORITY OF SERVICE  
The organization develops alternate processing site agreements that contain priority-of-service 
provisions in accordance with organizational availability requirements (including recovery time 
objectives). 

Supplemental Guidance:  Priority-of-service agreements refer to negotiated agreements with 
service providers that ensure that organizations receive priority treatment consistent with their 
availability requirements and the availability of information resources at the alternate 
processing site. 

(4) ALTERNATE PROCESSING SITE | PREPARATION FOR USE 
The organization prepares the alternate processing site so that the site is ready to be used as the 
operational site supporting essential missions and business functions. 

Supplemental Guidance:  Site preparation includes, for example, establishing configuration 
settings for information system components at the alternate processing site consistent with the 
requirements for such settings at the primary site and ensuring that essential supplies and 
other logistical considerations are in place. Related controls: CM-2, CM-6. 

(5) ALTERNATE PROCESSING SITE | EQUIVALENT INFORMATION SECURITY SAFEGUARDS 
 [Withdrawn: Incorporated into CP-7]. 
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(6) ALTERNATE PROCESSING SITE | INABILITY TO RETURN TO PRIMARY SITE  
The organization plans and prepares for circumstances that preclude returning to the primary 
processing site. 

References:  NIST Special Publication 800-34. 

Priority and Baseline Allocation: 

P1 LOW   Not Selected MOD   CP-7 (1) (2) (3) HIGH   CP-7 (1) (2) (3) (4) 
 

CP-8 TELECOMMUNICATIONS SERVICES 

 Control:  The organization establishes alternate telecommunications services including necessary 
agreements to permit the resumption of [Assignment: organization-defined information system 
operations] for essential missions and business functions within [Assignment: organization-
defined time period] when the primary telecommunications capabilities are unavailable at either 
the primary or alternate processing or storage sites. 

Supplemental Guidance:  This control applies to telecommunications services (data and voice) for 
primary and alternate processing and storage sites. Alternate telecommunications services reflect 
the continuity requirements in contingency plans to maintain essential missions/business functions 
despite the loss of primary telecommunications services. Organizations may specify different time 
periods for primary/alternate sites. Alternate telecommunications services include, for example, 
additional organizational or commercial ground-based circuits/lines or satellites in lieu of ground-
based communications. Organizations consider factors such as availability, quality of service, and 
access when entering into alternate telecommunications agreements. Related controls: CP-2, CP-6, 
CP-7. 

Control Enhancements: 

(1) TELECOMMUNICATIONS SERVICES | PRIORITY OF SERVICE PROVISIONS  
The organization: 

(a) Develops primary and alternate telecommunications service agreements that contain priority-
of-service provisions in accordance with organizational availability requirements (including 
recovery time objectives); and 

(b) Requests Telecommunications Service Priority for all telecommunications services used for 
national security emergency preparedness in the event that the primary and/or alternate 
telecommunications services are provided by a common carrier. 

Supplemental Guidance:  Organizations consider the potential mission/business impact in 
situations where telecommunications service providers are servicing other organizations with 
similar priority-of-service provisions. 

(2) TELECOMMUNICATIONS SERVICES | SINGLE POINTS OF FAILURE  
The organization obtains alternate telecommunications services to reduce the likelihood of sharing 
a single point of failure with primary telecommunications services.  

(3) TELECOMMUNICATIONS SERVICES | SEPARATION OF PRIMARY / ALTERNATE PROVIDERS 
The organization obtains alternate telecommunications services from providers that are separated 
from primary service providers to reduce susceptibility to the same threats. 

Supplemental Guidance:  Threats that affect telecommunications services are typically defined 
in organizational assessments of risk and include, for example, natural disasters, structural 
failures, hostile cyber/physical attacks, and errors of omission/commission. Organizations 
seek to reduce common susceptibilities by, for example, minimizing shared infrastructure 
among telecommunications service providers and achieving sufficient geographic separation 
between services. Organizations may consider using a single service provider in situations 
where the service provider can provide alternate telecommunications services meeting the 
separation needs addressed in the risk assessment. 
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(4) TELECOMMUNICATIONS SERVICES | PROVIDER CONTINGENCY PLAN  
The organization: 

(a) Requires primary and alternate telecommunications service providers to have contingency 
plans; 

(b) Reviews provider contingency plans to ensure that the plans meet organizational contingency 
requirements; and 

(c) Obtains evidence of contingency testing/training by providers [Assignment: organization-
defined frequency]. 

Supplemental Guidance:  Reviews of provider contingency plans consider the proprietary nature 
of such plans. In some situations, a summary of provider contingency plans may be sufficient 
evidence for organizations to satisfy the review requirement. Telecommunications service 
providers may also participate in ongoing disaster recovery exercises in coordination with the 
Department of Homeland Security, state, and local governments. Organizations may use these 
types of activities to satisfy evidentiary requirements related to service provider contingency 
plan reviews, testing, and training. 

(5) TELECOMMUNICATIONS SERVICES | ALTERNATE TELECOMMUNICATION SERVICE TESTING  
The organization tests alternate telecommunication services [Assignment: organization-defined 
frequency]. 

References:  NIST Special Publication 800-34; National Communications Systems Directive 3-10; 
Web: http://www.dhs.gov/telecommunications-service-priority-tsp.  

Priority and Baseline Allocation: 

P1 LOW   Not Selected MOD   CP-8 (1) (2) HIGH   CP-8 (1) (2) (3) (4) 
 

CP-9 INFORMATION SYSTEM BACKUP 

 Control:  The organization: 

a. Conducts backups of user-level information contained in the information system [Assignment: 
organization-defined frequency consistent with recovery time and recovery point objectives]; 

b. Conducts backups of system-level information contained in the information system 
[Assignment: organization-defined frequency consistent with recovery time and recovery 
point objectives]; 

c. Conducts backups of information system documentation including security-related 
documentation [Assignment: organization-defined frequency consistent with recovery time 
and recovery point objectives]; and   

d. Protects the confidentiality, integrity, and availability of backup information at storage 
locations. 

Supplemental Guidance:  System-level information includes, for example, system-state information, 
operating system and application software, and licenses. User-level information includes any 
information other than system-level information. Mechanisms employed by organizations to 
protect the integrity of information system backups include, for example, digital signatures and 
cryptographic hashes. Protection of system backup information while in transit is beyond the 
scope of this control. Information system backups reflect the requirements in contingency plans as 
well as other organizational requirements for backing up information. Related controls: CP-2, CP-
6, MP-4, MP-5, SC-13. 

Control Enhancements: 

(1) INFORMATION SYSTEM BACKUP | TESTING FOR RELIABILITY / INTEGRITY  
The organization tests backup information [Assignment: organization-defined frequency] to verify 
media reliability and information integrity. 
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Supplemental Guidance:  Related control: CP-4. 

(2) INFORMATION SYSTEM BACKUP | TEST RESTORATION USING SAMPLING  
The organization uses a sample of backup information in the restoration of selected information 
system functions as part of contingency plan testing. 

Supplemental Guidance:  Related control: CP-4. 

(3) INFORMATION SYSTEM BACKUP | SEPARATE STORAGE FOR CRITICAL INFORMATION  
The organization stores backup copies of [Assignment: organization-defined critical information 
system software and other security-related information] in a separate facility or in a fire-rated 
container that is not collocated with the operational system. 
Supplemental Guidance:  Critical information system software includes, for example, operating 
systems, cryptographic key management systems, and intrusion detection/prevention systems. 
Security-related information includes, for example, organizational inventories of hardware, 
software, and firmware components. Alternate storage sites typically serve as separate storage 
facilities for organizations. Related controls: CM-2, CM-8. 

(4) INFORMATION SYSTEM BACKUP | PROTECTION FROM UNAUTHORIZED MODIFICATION  
[Withdrawn: Incorporated into CP-9]. 

(5) INFORMATION SYSTEM BACKUP | TRANSFER TO ALTERNATE STORAGE SITE  
The organization transfers information system backup information to the alternate storage site 
[Assignment: organization-defined time period and transfer rate consistent with the recovery time 
and recovery point objectives]. 
Supplemental Guidance:  Information system backup information can be transferred to alternate 
storage sites either electronically or by physical shipment of storage media. 

(6) INFORMATION SYSTEM BACKUP | REDUNDANT SECONDARY SYSTEM  
The organization accomplishes information system backup by maintaining a redundant secondary 
system that is not collocated with the primary system and that can be activated without loss of 
information or disruption to operations. 

Supplemental Guidance:  Related controls: CP-7, CP-10. 

(7) INFORMATION SYSTEM BACKUP | DUAL AUTHORIZATION  
The organization enforces dual authorization for the deletion or destruction of [Assignment: 
organization-defined backup information]. 
Supplemental Guidance:  Dual authorization ensures that the deletion or destruction of backup 
information cannot occur unless two qualified individuals carry out the task. Individuals 
deleting/destroying backup information possess sufficient skills/expertise to determine if the 
proposed deletion/destruction of backup information reflects organizational policies and 
procedures. Dual authorization may also be known as two-person control. Related controls: 
AC-3, MP-2. 

References:  NIST Special Publication 800-34.  

Priority and Baseline Allocation: 

P1 LOW   CP-9 MOD   CP-9 (1) HIGH   CP-9 (1) (2) (3) (5) 
 

CP-10 INFORMATION SYSTEM RECOVERY AND RECONSTITUTION 

 Control:  The organization provides for the recovery and reconstitution of the information system to 
a known state after a disruption, compromise, or failure. 

Supplemental Guidance:  Recovery is executing information system contingency plan activities to 
restore organizational missions/business functions. Reconstitution takes place following recovery 
and includes activities for returning organizational information systems to fully operational states. 
Recovery and reconstitution operations reflect mission and business priorities, recovery point/time 
and reconstitution objectives, and established organizational metrics consistent with contingency 
plan requirements. Reconstitution includes the deactivation of any interim information system 
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capabilities that may have been needed during recovery operations. Reconstitution also includes 
assessments of fully restored information system capabilities, reestablishment of continuous 
monitoring activities, potential information system reauthorizations, and activities to prepare the 
systems against future disruptions, compromises, or failures. Recovery/reconstitution capabilities 
employed by organizations can include both automated mechanisms and manual procedures. 
Related controls: CA-2, CA-6, CA-7, CP-2, CP-6, CP-7, CP-9, SC-24. 

Control Enhancements: 

(1) INFORMATION SYSTEM RECOVERY AND RECONSTITUTION | CONTINGENCY PLAN TESTING 
[Withdrawn: Incorporated into CP-4]. 

(2) INFORMATION SYSTEM RECOVERY AND RECONSTITUTION | TRANSACTION RECOVERY  
The information system implements transaction recovery for systems that are transaction-based. 
Supplemental Guidance:  Transaction-based information systems include, for example, database 
management systems and transaction processing systems. Mechanisms supporting transaction 
recovery include, for example, transaction rollback and transaction journaling. 

(3) INFORMATION SYSTEM RECOVERY AND RECONSTITUTION | COMPENSATING SECURITY CONTROLS  
[Withdrawn: Addressed through tailoring procedures]. 

(4) INFORMATION SYSTEM RECOVERY AND RECONSTITUTION | RESTORE WITHIN TIME PERIOD  
The organization provides the capability to restore information system components within 
[Assignment: organization-defined restoration time-periods] from configuration-controlled and 
integrity-protected information representing a known, operational state for the components. 

Supplemental Guidance:  Restoration of information system components includes, for example, 
reimaging which restores components to known, operational states. Related control: CM-2. 

(5) INFORMATION SYSTEM RECOVERY AND RECONSTITUTION | FAILOVER CAPABILITY 
[Withdrawn: Incorporated into SI-13]. 

(6) INFORMATION SYSTEM RECOVERY AND RECONSTITUTION | COMPONENT PROTECTION  
The organization protects backup and restoration hardware, firmware, and software. 

Supplemental Guidance:  Protection of backup and restoration hardware, firmware, and software 
components includes both physical and technical safeguards. Backup and restoration software 
includes, for example, router tables, compilers, and other security-relevant system software. 
Related controls: AC-3, AC-6, PE-3. 

References:  Federal Continuity Directive 1; NIST Special Publication 800-34. 

Priority and Baseline Allocation: 

P1 LOW   CP-10 MOD   CP-10 (2) HIGH   CP-10 (2) (4) 
 

CP-11 ALTERNATE COMMUNICATIONS PROTOCOLS 

 Control:  The information system provides the capability to employ [Assignment: organization-
defined alternative communications protocols] in support of maintaining continuity of operations. 

Supplemental Guidance:  Contingency plans and the associated training and testing for those plans, 
incorporate an alternate communications protocol capability as part of increasing the resilience of 
organizational information systems. Alternate communications protocols include, for example, 
switching from Transmission Control Protocol/Internet Protocol (TCP/IP) Version 4 to TCP/IP 
Version 6. Switching communications protocols may affect software applications and therefore, 
the potential side effects of introducing alternate communications protocols are analyzed prior to 
implementation. 

Control Enhancements:  None. 

References:  None. 
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Priority and Baseline Allocation: 

P0 LOW   Not Selected MOD   Not Selected HIGH   Not Selected 
 

CP-12 SAFE MODE 

 Control:  The information system, when [Assignment: organization-defined conditions] are 
detected, enters a safe mode of operation with [Assignment: organization-defined restrictions of 
safe mode of operation]. 

Supplemental Guidance:  For information systems supporting critical missions/business functions 
including, for example, military operations and weapons systems, civilian space operations, 
nuclear power plant operations, and air traffic control operations (especially real-time operational 
environments), organizations may choose to identify certain conditions under which those systems 
revert to a predefined safe mode of operation. The safe mode of operation, which can be activated 
automatically or manually, restricts the types of activities or operations information systems could 
execute when those conditions are encountered. Restriction includes, for example, allowing only 
certain functions that could be carried out under limited power or with reduced communications 
bandwidth. 

Control Enhancements:  None. 

References:  None. 

Priority and Baseline Allocation: 

P0 LOW   Not Selected MOD   Not Selected HIGH   Not Selected 
 

CP-13 ALTERNATIVE SECURITY MECHANISMS 

 Control:  The organization employs [Assignment: organization-defined alternative or supplemental 
security mechanisms] for satisfying [Assignment: organization-defined security functions] when 
the primary means of implementing the security function is unavailable or compromised. 

Supplemental Guidance:  This control supports information system resiliency and contingency 
planning/continuity of operations. To ensure mission/business continuity, organizations can 
implement alternative or supplemental security mechanisms. These mechanisms may be less 
effective than the primary mechanisms (e.g., not as easy to use, not as scalable, or not as secure). 
However, having the capability to readily employ these alternative/supplemental mechanisms 
enhances overall mission/business continuity that might otherwise be adversely impacted if 
organizational operations had to be curtailed until the primary means of implementing the 
functions was restored. Given the cost and level of effort required to provide such alternative 
capabilities, this control would typically be applied only to critical security capabilities provided 
by information systems, system components, or information system services. For example, an 
organization may issue to senior executives and system administrators one-time pads in case 
multifactor tokens, the organization’s standard means for secure remote authentication, is 
compromised. Related control: CP-2. 

Control Enhancements:  None. 

References:  None. 

Priority and Baseline Allocation: 

P0 LOW   Not Selected MOD   Not Selected HIGH   Not Selected 
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FAMILY:  IDENTIFICATION AND AUTHENTICATION 

IA-1 IDENTIFICATION AND AUTHENTICATION POLICY AND PROCEDURES 

Control:  The organization: 

a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or 
roles]: 

1. An identification and authentication policy that addresses purpose, scope, roles, 
responsibilities, management commitment, coordination among organizational entities, 
and compliance; and 

2. Procedures to facilitate the implementation of the identification and authentication policy 
and associated identification and authentication controls; and 

b. Reviews and updates the current: 

1. Identification and authentication policy [Assignment: organization-defined frequency]; 
and 

2. Identification and authentication procedures [Assignment: organization-defined 
frequency]. 

Supplemental Guidance:  This control addresses the establishment of policy and procedures for the 
effective implementation of selected security controls and control enhancements in the IA family. 
Policy and procedures reflect applicable federal laws, Executive Orders, directives, regulations, 
policies, standards, and guidance. Security program policies and procedures at the organization 
level may make the need for system-specific policies and procedures unnecessary. The policy can 
be included as part of the general information security policy for organizations or conversely, can 
be represented by multiple policies reflecting the complex nature of certain organizations. The 
procedures can be established for the security program in general and for particular information 
systems, if needed. The organizational risk management strategy is a key factor in establishing 
policy and procedures. Related control: PM-9. 

Control Enhancements:  None. 

References:  FIPS Publication 201; NIST Special Publications 800-12, 800-63, 800-73, 800-76, 
800-78, 800-100. 

Priority and Baseline Allocation: 

P1 LOW   IA-1 MOD   IA-1 HIGH   IA-1 
 

IA-2 IDENTIFICATION AND AUTHENTICATION (ORGANIZATIONAL USERS) 

 Control:  The information system uniquely identifies and authenticates organizational users (or 
processes acting on behalf of organizational users). 

Supplemental Guidance:  Organizational users include employees or individuals that organizations 
deem to have equivalent status of employees (e.g., contractors, guest researchers). This control 
applies to all accesses other than: (i) accesses that are explicitly identified and documented in AC-
14; and (ii) accesses that occur through authorized use of group authenticators without individual 
authentication. Organizations may require unique identification of individuals in group accounts 
(e.g., shared privilege accounts) or for detailed accountability of individual activity. Organizations 
employ passwords, tokens, or biometrics to authenticate user identities, or in the case multifactor 
authentication, or some combination thereof. Access to organizational information systems is 
defined as either local access or network access. Local access is any access to organizational 
information systems by users (or processes acting on behalf of users) where such access is 
obtained by direct connections without the use of networks. Network access is access to 
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organizational information systems by users (or processes acting on behalf of users) where such 
access is obtained through network connections (i.e., nonlocal accesses). Remote access is a type 
of network access that involves communication through external networks (e.g., the Internet). 
Internal networks include local area networks and wide area networks. In addition, the use of 
encrypted virtual private networks (VPNs) for network connections between organization-
controlled endpoints and non-organization controlled endpoints may be treated as internal 
networks from the perspective of protecting the confidentiality and integrity of information 
traversing the network. 

Organizations can satisfy the identification and authentication requirements in this control by 
complying with the requirements in Homeland Security Presidential Directive 12 consistent with 
the specific organizational implementation plans. Multifactor authentication requires the use of 
two or more different factors to achieve authentication. The factors are defined as: (i) something 
you know (e.g., password, personal identification number [PIN]); (ii) something you have (e.g., 
cryptographic identification device, token); or (iii) something you are (e.g., biometric). Multifactor 
solutions that require devices separate from information systems gaining access include, for 
example, hardware tokens providing time-based or challenge-response authenticators and smart 
cards such as the U.S. Government Personal Identity Verification card and the DoD common 
access card. In addition to identifying and authenticating users at the information system level 
(i.e., at logon), organizations also employ identification and authentication mechanisms at the 
application level, when necessary, to provide increased information security. Identification and 
authentication requirements for other than organizational users are described in IA-8. Related 
controls: AC-2, AC-3, AC-14, AC-17, AC-18, IA-4, IA-5, IA-8. 

Control Enhancements: 

(1) IDENTIFICATION AND AUTHENTICATION | NETWORK ACCESS TO PRIVILEGED ACCOUNTS  
The information system implements multifactor authentication for network access to privileged 
accounts. 

Supplemental Guidance:  Related control: AC-6. 

(2) IDENTIFICATION AND AUTHENTICATION | NETWORK ACCESS TO NON-PRIVILEGED ACCOUNTS  
The information system implements multifactor authentication for network access to non-
privileged accounts. 

(3) IDENTIFICATION AND AUTHENTICATION | LOCAL ACCESS TO PRIVILEGED ACCOUNTS  
The information system implements multifactor authentication for local access to privileged 
accounts. 

Supplemental Guidance:  Related control: AC-6. 

(4) IDENTIFICATION AND AUTHENTICATION | LOCAL ACCESS TO NON-PRIVILEGED ACCOUNTS  
The information system implements multifactor authentication for local access to non-privileged 
accounts. 

(5) IDENTIFICATION AND AUTHENTICATION | GROUP AUTHENTICATION  
The organization requires individuals to be authenticated with an individual authenticator when a 
group authenticator is employed. 
Supplemental Guidance:  Requiring individuals to use individual authenticators as a second level 
of authentication helps organizations to mitigate the risk of using group authenticators. 

(6) IDENTIFICATION AND AUTHENTICATION | NETWORK ACCESS TO PRIVILEGED ACCOUNTS - SEPARATE DEVICE  
The information system implements multifactor authentication for network access to privileged 
accounts such that one of the factors is provided by a device separate from the system gaining 
access and the device meets [Assignment: organization-defined strength of mechanism 
requirements]. 
Supplemental Guidance:  Related control: AC-6. 

(7) IDENTIFICATION AND AUTHENTICATION | NETWORK ACCESS TO NON-PRIVILEGED ACCOUNTS - SEPARATE DEVICE  
The information system implements multifactor authentication for network access to non-
privileged accounts such that one of the factors is provided by a device separate from the system 
gaining access and the device meets [Assignment: organization-defined strength of mechanism 
requirements]. 
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(8) IDENTIFICATION AND AUTHENTICATION | NETWORK ACCESS TO PRIVILEGED ACCOUNTS - REPLAY RESISTANT  
The information system implements replay-resistant authentication mechanisms for network 
access to privileged accounts. 

Supplemental Guidance:  Authentication processes resist replay attacks if it is impractical to 
achieve successful authentications by replaying previous authentication messages. Replay-
resistant techniques include, for example, protocols that use nonces or challenges such as 
Transport Layer Security (TLS) and time synchronous or challenge-response one-time 
authenticators. 

(9) IDENTIFICATION AND AUTHENTICATION | NETWORK ACCESS TO NON-PRIVILEGED ACCOUNTS - REPLAY RESISTANT  
The information system implements replay-resistant authentication mechanisms for network 
access to non-privileged accounts. 

Supplemental Guidance:  Authentication processes resist replay attacks if it is impractical to 
achieve successful authentications by recording/replaying previous authentication messages. 
Replay-resistant techniques include, for example, protocols that use nonces or challenges such 
as Transport Layer Security (TLS) and time synchronous or challenge-response one-time 
authenticators. 

(10) IDENTIFICATION AND AUTHENTICATION | SINGLE SIGN-ON  
The information system provides a single sign-on capability for [Assignment: organization-defined 
list of information system accounts and services]. 
Supplemental Guidance:  Single sign-on enables users to log in once and gain access to multiple 
information system resources. Organizations consider the operational efficiencies provided by 
single sign-on capabilities with the increased risk from disclosures of single authenticators 
providing access to multiple system resources. 

(11) IDENTIFICATION AND AUTHENTICATION | REMOTE ACCESS  - SEPARATE DEVICE  
The information system implements multifactor authentication for remote access to privileged and 
non-privileged accounts such that one of the factors is provided by a device separate from the 
system gaining access and the device meets [Assignment: organization-defined strength of 
mechanism requirements]. 

Supplemental Guidance:  For remote access to privileged/non-privileged accounts, the purpose 
of requiring a device that is separate from the information system gaining access for one of 
the factors during multifactor authentication is to reduce the likelihood of compromising 
authentication credentials stored on the system. For example, adversaries deploying malicious 
code on organizational information systems can potentially compromise such credentials 
resident on the system and subsequently impersonate authorized users. Related control: AC-6. 

(12) IDENTIFICATION AND AUTHENTICATION | ACCEPTANCE OF PIV CREDENTIALS  
The information system accepts and electronically verifies Personal Identity Verification (PIV) 
credentials. 

Supplemental Guidance:  This control enhancement applies to organizations implementing 
logical access control systems (LACS) and physical access control systems (PACS). Personal 
Identity Verification (PIV) credentials are those credentials issued by federal agencies that 
conform to FIPS Publication 201 and supporting guidance documents. OMB Memorandum 
11-11 requires federal agencies to continue implementing the requirements specified in 
HSPD-12 to enable agency-wide use of PIV credentials. Related controls: AU-2, PE-3, SA-4. 

(13) IDENTIFICATION AND AUTHENTICATION | OUT-OF-BAND AUTHENTICATION  
The information system implements [Assignment: organization-defined out-of-band authentication] 
under [Assignment: organization-defined conditions]. 

Supplemental Guidance:  Out-of-band authentication (OOBA) refers to the use of two separate 
communication paths to identify and authenticate users or devices to an information system. 
The first path (i.e., the in-band path), is used to identify and authenticate users or devices, and 
generally is the path through which information flows. The second path (i.e., the out-of-band 
path) is used to independently verify the authentication and/or requested action. For example, 
a user authenticates via a notebook computer to a remote server to which the user desires 
access, and requests some action of the server via that communication path. Subsequently, the 
server contacts the user via the user’s cell phone to verify that the requested action originated 
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from the user. The user may either confirm the intended action to an individual on the 
telephone or provide an authentication code via the telephone. This type of authentication can 
be employed by organizations to mitigate actual or suspected man-in the-middle attacks. The 
conditions for activation can include, for example, suspicious activities, new threat indicators 
or elevated threat levels, or the impact level or classification level of information in requested 
transactions. Related controls: IA-10, IA-11, SC-37. 

References:  HSPD-12; OMB Memoranda 04-04, 06-16, 11-11; FIPS Publication 201; NIST 
Special Publications 800-63, 800-73, 800-76, 800-78; FICAM Roadmap and Implementation 
Guidance; Web: http://idmanagement.gov. 

Priority and Baseline Allocation: 

P1 LOW   IA-2 (1) (12) MOD   IA-2 (1) (2) (3) (8) (11) 
(12) 

HIGH   IA-2 (1) (2) (3) (4) (8) (9) 
(11) (12) 

 

IA-3 DEVICE IDENTIFICATION AND AUTHENTICATION 

Control:  The information system uniquely identifies and authenticates [Assignment: organization-
defined specific and/or types of devices] before establishing a [Selection (one or more): local; 
remote; network] connection. 

Supplemental Guidance:  Organizational devices requiring unique device-to-device identification and 
authentication may be defined by type, by device, or by a combination of type/device. Information 
systems typically use either shared known information (e.g., Media Access Control [MAC] or 
Transmission Control Protocol/Internet Protocol [TCP/IP] addresses) for device identification or 
organizational authentication solutions (e.g., IEEE 802.1x and Extensible Authentication Protocol 
[EAP], Radius server with EAP-Transport Layer Security [TLS] authentication, Kerberos) to 
identify/authenticate devices on local and/or wide area networks. Organizations determine the 
required strength of authentication mechanisms by the security categories of information systems. 
Because of the challenges of applying this control on large scale, organizations are encouraged to 
only apply the control to those limited number (and type) of devices that truly need to support this 
capability. Related controls: AC-17, AC-18, AC-19, CA-3, IA-4, IA-5. 

Control Enhancements: 

(1) DEVICE IDENTIFICATION AND AUTHENTICATION | CRYPTOGRAPHIC BIDIRECTIONAL AUTHENTICATION  
The information system authenticates [Assignment: organization-defined specific devices and/or 
types of devices] before establishing [Selection (one or more): local; remote; network] connection 
using bidirectional authentication that is cryptographically based. 

Supplemental Guidance:  A local connection is any connection with a device communicating 
without the use of a network. A network connection is any connection with a device that 
communicates through a network (e.g., local area or wide area network, Internet). A remote 
connection is any connection with a device communicating through an external network (e.g., 
the Internet). Bidirectional authentication provides stronger safeguards to validate the identity 
of other devices for connections that are of greater risk (e.g., remote connections). Related 
controls: SC-8, SC-12, SC-13. 

(2) DEVICE IDENTIFICATION AND AUTHENTICATION | CRYPTOGRAPHIC BIDIRECTIONAL NETWORK AUTHENTICATION  
[Withdrawn: Incorporated into IA-3 (1)]. 

(3) DEVICE IDENTIFICATION AND AUTHENTICATION | DYNAMIC ADDRESS ALLOCATION  
The organization:  

(a) Standardizes dynamic address allocation lease information and the lease duration assigned to 
devices in accordance with [Assignment: organization-defined lease information and lease 
duration]; and 

(b) Audits lease information when assigned to a device. 
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Supplemental Guidance:  DHCP-enabled clients obtaining leases for IP addresses from DHCP 
servers, is a typical example of dynamic address allocation for devices. Related controls: AU-
2, AU-3, AU-6, AU-12. 

(4) DEVICE IDENTIFICATION AND AUTHENTICATION | DEVICE ATTESTATION  
The organization ensures that device identification and authentication based on attestation is 
handled by [Assignment: organization-defined configuration management process]. 
Supplemental Guidance:  Device attestation refers to the identification and authentication of a 
device based on its configuration and known operating state. This might be determined via 
some cryptographic hash of the device. If device attestation is the means of identification and 
authentication, then it is important that patches and updates to the device are handled via a 
configuration management process such that the those patches/updates are done securely and 
at the same time do not disrupt the identification and authentication to other devices. 

References:  None. 

Priority and Baseline Allocation: 

P1 LOW   Not Selected MOD   IA-3 HIGH   IA-3 
 

IA-4 IDENTIFIER MANAGEMENT 

 Control:  The organization manages information system identifiers by: 

a. Receiving authorization from [Assignment: organization-defined personnel or roles] to assign 
an individual, group, role, or device identifier; 

b. Selecting an identifier that identifies an individual, group, role, or device; 

c. Assigning the identifier to the intended individual, group, role, or device; 

d. Preventing reuse of identifiers for [Assignment: organization-defined time period]; and 

e. Disabling the identifier after [Assignment: organization-defined time period of inactivity]. 

Supplemental Guidance:  Common device identifiers include, for example, media access control 
(MAC), Internet protocol (IP) addresses, or device-unique token identifiers. Management of 
individual identifiers is not applicable to shared information system accounts (e.g., guest and 
anonymous accounts). Typically, individual identifiers are the user names of the information 
system accounts assigned to those individuals. In such instances, the account management 
activities of AC-2 use account names provided by IA-4. This control also addresses individual 
identifiers not necessarily associated with information system accounts (e.g., identifiers used in 
physical security control databases accessed by badge reader systems for access to information 
systems). Preventing reuse of identifiers implies preventing the assignment of previously used 
individual, group, role, or device identifiers to different individuals, groups, roles, or devices. 
Related controls: AC-2, IA-2, IA-3, IA-5, IA-8, SC-37. 

Control Enhancements: 

(1) IDENTIFIER MANAGEMENT | PROHIBIT ACCOUNT IDENTIFIERS AS PUBLIC IDENTIFIERS 
The organization prohibits the use of information system account identifiers that are the same as 
public identifiers for individual electronic mail accounts. 

Supplemental Guidance:  Prohibiting the use of information systems account identifiers that are 
the same as some public identifier such as the individual identifier section of an electronic 
mail address, makes it more difficult for adversaries to guess user identifiers on organizational 
information systems. Related control: AT-2. 

(2) IDENTIFIER MANAGEMENT | SUPERVISOR AUTHORIZATION 
The organization requires that the registration process to receive an individual identifier includes 
supervisor authorization. 
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(3) IDENTIFIER MANAGEMENT | MULTIPLE FORMS OF CERTIFICATION  
The organization requires multiple forms of certification of individual identification such as 
documentary evidence or a combination of documents and biometrics be presented to the 
registration authority. 

Supplemental Guidance:  Requiring multiple forms of identification reduces the likelihood of 
individuals using fraudulent identification to establish an identity, or at least increases the 
work factor of potential adversaries. 

(4) IDENTIFIER MANAGEMENT | IDENTIFY USER STATUS  
The organization manages individual identifiers by uniquely identifying each individual as 
[Assignment: organization-defined characteristic identifying individual status]. 

Supplemental Guidance:  Characteristics identifying the status of individuals include, for 
example, contractors and foreign nationals. Identifying the status of individuals by specific 
characteristics provides additional information about the people with whom organizational 
personnel are communicating. For example, it might be useful for a government employee to 
know that one of the individuals on an email message is a contractor. Related control: AT-2. 

(5) IDENTIFIER MANAGEMENT | DYNAMIC MANAGEMENT  
The information system dynamically manages identifiers. 

Supplemental Guidance:  In contrast to conventional approaches to identification which presume 
static accounts for preregistered users, many distributed information systems including, for 
example, service-oriented architectures, rely on establishing identifiers at run time for entities 
that were previously unknown. In these situations, organizations anticipate and provision for 
the dynamic establishment of identifiers. Preestablished trust relationships and mechanisms 
with appropriate authorities to validate identities and related credentials are essential. Related 
control: AC-16. 

(6) IDENTIFIER MANAGEMENT | CROSS-ORGANIZATION MANAGEMENT  
The organization coordinates with [Assignment: organization-defined external organizations] for 
cross-organization management of identifiers. 

Supplemental Guidance:  Cross-organization identifier management provides the capability for 
organizations to appropriately identify individuals, groups, roles, or devices when conducting 
cross-organization activities involving the processing, storage, or transmission of information. 

(7) IDENTIFIER MANAGEMENT | IN-PERSON REGISTRATION 
The organization requires that the registration process to receive an individual identifier be 
conducted in person before a designated registration authority. 

Supplemental Guidance:  In-person registration reduces the likelihood of fraudulent identifiers 
being issued because it requires the physical presence of individuals and actual face-to-face 
interactions with designated registration authorities. 

References:  FIPS Publication 201; NIST Special Publications 800-73, 800-76, 800-78. 

Priority and Baseline Allocation: 

P1 LOW   IA-4 MOD   IA-4 HIGH   IA-4 
 

IA-5 AUTHENTICATOR MANAGEMENT 

 Control:  The organization manages information system authenticators by: 

a. Verifying, as part of the initial authenticator distribution, the identity of the individual, group, 
role, or device receiving the authenticator; 

b. Establishing initial authenticator content for authenticators defined by the organization; 

c. Ensuring that authenticators have sufficient strength of mechanism for their intended use; 
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d. Establishing and implementing administrative procedures for initial authenticator distribution, 
for lost/compromised or damaged authenticators, and for revoking authenticators; 

e. Changing default content of authenticators prior to information system installation; 

f. Establishing minimum and maximum lifetime restrictions and reuse conditions for 
authenticators; 

g. Changing/refreshing authenticators [Assignment: organization-defined time period by 
authenticator type]; 

h. Protecting authenticator content from unauthorized disclosure and modification; 

i. Requiring individuals to take, and having devices implement, specific security safeguards to 
protect authenticators; and 

j. Changing authenticators for group/role accounts when membership to those accounts changes. 

Supplemental Guidance:  Individual authenticators include, for example, passwords, tokens, 
biometrics, PKI certificates, and key cards. Initial authenticator content is the actual content (e.g., 
the initial password) as opposed to requirements about authenticator content (e.g., minimum 
password length). In many cases, developers ship information system components with factory 
default authentication credentials to allow for initial installation and configuration. Default 
authentication credentials are often well known, easily discoverable, and present a significant 
security risk. The requirement to protect individual authenticators may be implemented via control 
PL-4 or PS-6 for authenticators in the possession of individuals and by controls AC-3, AC-6, and 
SC-28 for authenticators stored within organizational information systems (e.g., passwords stored 
in hashed or encrypted formats, files containing encrypted or hashed passwords accessible with 
administrator privileges). Information systems support individual authenticator management by 
organization-defined settings and restrictions for various authenticator characteristics including, 
for example, minimum password length, password composition, validation time window for time 
synchronous one-time tokens, and number of allowed rejections during the verification stage of 
biometric authentication. Specific actions that can be taken to safeguard authenticators include, for 
example, maintaining possession of individual authenticators, not loaning or sharing individual 
authenticators with others, and reporting lost, stolen, or compromised authenticators immediately. 
Authenticator management includes issuing and revoking, when no longer needed, authenticators 
for temporary access such as that required for remote maintenance. Device authenticators include, 
for example, certificates and passwords. Related controls: AC-2, AC-3, AC-6, CM-6, IA-2, IA-4, 
IA-8, PL-4, PS-5, PS-6, SC-12, SC-13, SC-17, SC-28. 

Control Enhancements:  

(1) AUTHENTICATOR MANAGEMENT | PASSWORD-BASED AUTHENTICATION  
The information system, for password-based authentication: 

(a) Enforces minimum password complexity of [Assignment: organization-defined requirements 
for case sensitivity, number of characters, mix of upper-case letters, lower-case letters, 
numbers, and special characters, including minimum requirements for each type]; 

(b) Enforces at least the following number of changed characters when new passwords are 
created: [Assignment: organization-defined number]; 

(c) Stores and transmits only cryptographically-protected passwords; 

(d) Enforces password minimum and maximum lifetime restrictions of [Assignment: organization-
defined numbers for lifetime minimum, lifetime maximum]; 

(e) Prohibits password reuse for [Assignment: organization-defined number] generations; and 
(f) Allows the use of a temporary password for system logons with an immediate change to a 

permanent password. 

Supplemental Guidance:  This control enhancement applies to single-factor authentication of 
individuals using passwords as individual or group authenticators, and in a similar manner, 
when passwords are part of multifactor authenticators. This control enhancement does not 
apply when passwords are used to unlock hardware authenticators (e.g., Personal Identity 
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Verification cards). The implementation of such password mechanisms may not meet all of 
the requirements in the enhancement. Cryptographically-protected passwords include, for 
example, encrypted versions of passwords and one-way cryptographic hashes of passwords. 
The number of changed characters refers to the number of changes required with respect to 
the total number of positions in the current password. Password lifetime restrictions do not 
apply to temporary passwords. To mitigate certain brute force attacks against passwords, 
organizations may also consider salting passwords. Related control: IA-6. 

(2) AUTHENTICATOR MANAGEMENT | PKI-BASED AUTHENTICATION  
The information system, for PKI-based authentication: 
(a) Validates certifications by constructing and verifying a certification path to an accepted trust 

anchor including checking certificate status information; 

(b) Enforces authorized access to the corresponding private key; 

(c) Maps the authenticated identity to the account of the individual or group; and 
(d) Implements a local cache of revocation data to support path discovery and validation in case 

of inability to access revocation information via the network. 

Supplemental Guidance:  Status information for certification paths includes, for example, 
certificate revocation lists or certificate status protocol responses. For PIV cards, validation of 
certifications involves the construction and verification of a certification path to the Common 
Policy Root trust anchor including certificate policy processing. Related control: IA-6. 

(3) AUTHENTICATOR MANAGEMENT | IN-PERSON OR TRUSTED THIRD-PARTY REGISTRATION  
The organization requires that the registration process to receive [Assignment: organization-
defined types of and/or specific authenticators] be conducted [Selection: in person; by a trusted 
third party] before [Assignment: organization-defined registration authority] with authorization by 
[Assignment: organization-defined personnel or roles]. 

(4) AUTHENTICATOR MANAGEMENT | AUTOMATED SUPPORT  FOR PASSWORD STRENGTH DETERMINATION 
The organization employs automated tools to determine if password authenticators are sufficiently 
strong to satisfy [Assignment: organization-defined requirements]. 

Supplemental Guidance:  This control enhancement focuses on the creation of strong passwords 
and the characteristics of such passwords (e.g., complexity) prior to use, the enforcement of 
which is carried out by organizational information systems in IA-5 (1). Related controls: CA-
2, CA-7, RA-5. 

(5) AUTHENTICATOR MANAGEMENT | CHANGE AUTHENTICATORS PRIOR TO DELIVERY  
The organization requires developers/installers of information system components to provide 
unique authenticators or change default authenticators prior to delivery/installation. 

Supplemental Guidance:  This control enhancement extends the requirement for organizations to 
change default authenticators upon information system installation, by requiring developers 
and/or installers to provide unique authenticators or change default authenticators for system 
components prior to delivery and/or installation. However, it typically does not apply to the 
developers of commercial off-the-shelve information technology products. Requirements for 
unique authenticators can be included in acquisition documents prepared by organizations 
when procuring information systems or system components. 

(6) AUTHENTICATOR MANAGEMENT | PROTECTION OF AUTHENTICATORS  
The organization protects authenticators commensurate with the security category of the 
information to which use of the authenticator permits access. 

Supplemental Guidance:  For information systems containing multiple security categories of 
information without reliable physical or logical separation between categories, authenticators 
used to grant access to the systems are protected commensurate with the highest security 
category of information on the systems. 

(7) AUTHENTICATOR MANAGEMENT | NO EMBEDDED UNENCRYPTED STATIC AUTHENTICATORS  
The organization ensures that unencrypted static authenticators are not embedded in applications 
or access scripts or stored on function keys. 

Supplemental Guidance:  Organizations exercise caution in determining whether embedded or 
stored authenticators are in encrypted or unencrypted form. If authenticators are used in the 
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manner stored, then those representations are considered unencrypted authenticators. This is 
irrespective of whether that representation is perhaps an encrypted version of something else 
(e.g., a password). 

(8) AUTHENTICATOR MANAGEMENT | MULTIPLE INFORMATION SYSTEM ACCOUNTS  
The organization implements [Assignment: organization-defined security safeguards] to manage 
the risk of compromise due to individuals having accounts on multiple information systems. 
Supplemental Guidance:  When individuals have accounts on multiple information systems, 
there is the risk that the compromise of one account may lead to the compromise of other 
accounts if individuals use the same authenticators. Possible alternatives include, for example: 
(i) having different authenticators on all systems; (ii) employing some form of single sign-on 
mechanism; or (iii) including some form of one-time passwords on all systems. 

(9) AUTHENTICATOR MANAGEMENT | CROSS-ORGANIZATION CREDENTIAL MANAGEMENT  
The organization coordinates with [Assignment: organization-defined external organizations] for 
cross-organization management of credentials. 

Supplemental Guidance:  Cross-organization management of credentials provides the capability 
for organizations to appropriately authenticate individuals, groups, roles, or devices when 
conducting cross-organization activities involving the processing, storage, or transmission of 
information. 

(10) AUTHENTICATOR MANAGEMENT | DYNAMIC CREDENTIAL ASSOCIATION 
The information system dynamically provisions identities. 
Supplemental Guidance:  Authentication requires some form of binding between an identity and 
the authenticator used to confirm the identity. In conventional approaches, this binding is 
established by pre-provisioning both the identity and the authenticator to the information 
system. For example, the binding between a username (i.e., identity) and a password (i.e., 
authenticator) is accomplished by provisioning the identity and authenticator as a pair in the 
information system. New authentication techniques allow the binding between the identity 
and the authenticator to be implemented outside an information system. For example, with 
smartcard credentials, the identity and the authenticator are bound together on the card. Using 
these credentials, information systems can authenticate identities that have not been pre-
provisioned, dynamically provisioning the identity after authentication. In these situations, 
organizations can anticipate the dynamic provisioning of identities. Preestablished trust 
relationships and mechanisms with appropriate authorities to validate identities and related 
credentials are essential. 

(11) AUTHENTICATOR MANAGEMENT | HARDWARE TOKEN-BASED AUTHENTICATION  
The information system, for hardware token-based authentication, employs mechanisms that 
satisfy [Assignment: organization-defined token quality requirements]. 

Supplemental Guidance:  Hardware token-based authentication typically refers to the use of 
PKI-based tokens, such as the U.S. Government Personal Identity Verification (PIV) card. 
Organizations define specific requirements for tokens, such as working with a particular PKI. 

(12) AUTHENTICATOR MANAGEMENT | BIOMETRIC AUTHENTICATION  
The information system, for biometric-based authentication, employs mechanisms that satisfy 
[Assignment: organization-defined biometric quality requirements]. 
Supplemental Guidance:  Unlike password-based authentication which provides exact matches 
of user-input passwords to stored passwords, biometric authentication does not provide such 
exact matches. Depending upon the type of biometric and the type of collection mechanism, 
there is likely to be some divergence from the presented biometric and stored biometric which 
serves as the basis of comparison. There will likely be both false positives and false negatives 
when making such comparisons. The rate at which the false accept and false reject rates are 
equal is known as the crossover rate. Biometric quality requirements include, for example, 
acceptable crossover rates, as that essentially reflects the accuracy of the biometric. 

(13) AUTHENTICATOR MANAGEMENT | EXPIRATION OF CACHED AUTHENTICATORS  
The information system prohibits the use of cached authenticators after [Assignment: 
organization-defined time period]. 
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(14) AUTHENTICATOR MANAGEMENT | MANAGING CONTENT OF PKI TRUST STORES  
The organization, for PKI-based authentication, employs a deliberate organization-wide 
methodology for managing the content of PKI trust stores installed across all platforms including 
networks, operating systems, browsers, and applications.  

(15) AUTHENTICATOR MANAGEMENT | FICAM-APPROVED PRODUCTS AND SERVICES  
The organization uses only FICAM-approved path discovery and validation products and services. 

Supplemental Guidance:  Federal Identity, Credential, and Access Management (FICAM)-
approved path discovery and validation products and services are those products and services 
that have been approved through the FICAM conformance program, where applicable. 

References:  OMB Memoranda 04-04, 11-11; FIPS Publication 201; NIST Special Publications 
800-73, 800-63, 800-76, 800-78; FICAM Roadmap and Implementation Guidance; Web: 
http://idmanagement.gov. 

Priority and Baseline Allocation: 

P1 LOW   IA-5 (1) (11) MOD   IA-5 (1) (2) (3) (11) HIGH   IA-5 (1) (2) (3) (11) 
 

IA-6 AUTHENTICATOR FEEDBACK 

Control:  The information system obscures feedback of authentication information during the 
authentication process to protect the information from possible exploitation/use by unauthorized 
individuals. 

Supplemental Guidance:  The feedback from information systems does not provide information that 
would allow unauthorized individuals to compromise authentication mechanisms. For some types 
of information systems or system components, for example, desktops/notebooks with relatively 
large monitors, the threat (often referred to as shoulder surfing) may be significant. For other types 
of systems or components, for example, mobile devices with 2-4 inch screens, this threat may be 
less significant, and may need to be balanced against the increased likelihood of typographic input 
errors due to the small keyboards. Therefore, the means for obscuring the authenticator feedback is 
selected accordingly. Obscuring the feedback of authentication information includes, for example, 
displaying asterisks when users type passwords into input devices, or displaying feedback for a 
very limited time before fully obscuring it. Related control: PE-18. 

Control Enhancements:  None. 

References:  None. 

Priority and Baseline Allocation: 

P2 LOW   IA-6 MOD   IA-6 HIGH   IA-6 
 

IA-7 CRYPTOGRAPHIC MODULE AUTHENTICATION 

 Control:  The information system implements mechanisms for authentication to a cryptographic 
module that meet the requirements of applicable federal laws, Executive Orders, directives, 
policies, regulations, standards, and guidance for such authentication. 

Supplemental Guidance:  Authentication mechanisms may be required within a cryptographic 
module to authenticate an operator accessing the module and to verify that the operator is 
authorized to assume the requested role and perform services within that role. Related controls: 
SC-12, SC-13. 

Control Enhancements:  None. 

References:  FIPS Publication 140; Web: http://csrc.nist.gov/groups/STM/cmvp/index.html.  
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Priority and Baseline Allocation: 

P1 LOW   IA-7 MOD   IA-7 HIGH   IA-7 
 

IA-8 IDENTIFICATION AND AUTHENTICATION (NON-ORGANIZATIONAL USERS) 

 Control:  The information system uniquely identifies and authenticates non-organizational users (or 
processes acting on behalf of non-organizational users). 

Supplemental Guidance:  Non-organizational users include information system users other than 
organizational users explicitly covered by IA-2. These individuals are uniquely identified and 
authenticated for accesses other than those accesses explicitly identified and documented in AC-
14. In accordance with the E-Authentication E-Government initiative, authentication of non-
organizational users accessing federal information systems may be required to protect federal, 
proprietary, or privacy-related information (with exceptions noted for national security systems). 
Organizations use risk assessments to determine authentication needs and consider scalability, 
practicality, and security in balancing the need to ensure ease of use for access to federal 
information and information systems with the need to protect and adequately mitigate risk. IA-2 
addresses identification and authentication requirements for access to information systems by 
organizational users. Related controls: AC-2, AC-14, AC-17, AC-18, IA-2, IA-4, IA-5, MA-4, 
RA-3, SA-12, SC-8. 

Control Enhancements: 

(1) IDENTIFICATION AND AUTHENTICATION | ACCEPTANCE OF PIV CREDENTIALS FROM OTHER AGENCIES 
The information system accepts and electronically verifies Personal Identity Verification (PIV) 
credentials from other federal agencies. 
Supplemental Guidance:  This control enhancement applies to logical access control systems 
(LACS) and physical access control systems (PACS). Personal Identity Verification (PIV) 
credentials are those credentials issued by federal agencies that conform to FIPS Publication 
201 and supporting guidance documents. OMB Memorandum 11-11 requires federal agencies 
to continue implementing the requirements specified in HSPD-12 to enable agency-wide use 
of PIV credentials. Related controls: AU-2, PE-3, SA-4. 

(2) IDENTIFICATION AND AUTHENTICATION | ACCEPTANCE OF THIRD-PARTY CREDENTIALS 
The information system accepts only FICAM-approved third-party credentials. 
Supplemental Guidance:  This control enhancement typically applies to organizational 
information systems that are accessible to the general public, for example, public-facing 
websites. Third-party credentials are those credentials issued by nonfederal government 
entities approved by the Federal Identity, Credential, and Access Management (FICAM) Trust 
Framework Solutions initiative. Approved third-party credentials meet or exceed the set of 
minimum federal government-wide technical, security, privacy, and organizational maturity 
requirements. This allows federal government relying parties to trust such credentials at their 
approved assurance levels. Related control: AU-2. 

(3) IDENTIFICATION AND AUTHENTICATION | USE OF FICAM-APPROVED PRODUCTS 
The organization employs only FICAM-approved information system components in [Assignment: 
organization-defined information systems] to accept third-party credentials. 

Supplemental Guidance:  This control enhancement typically applies to information systems that 
are accessible to the general public, for example, public-facing websites. FICAM-approved 
information system components include, for example, information technology products and 
software libraries that have been approved by the Federal Identity, Credential, and Access 
Management conformance program. Related control: SA-4. 

(4) IDENTIFICATION AND AUTHENTICATION | USE OF FICAM-ISSUED PROFILES 
The information system conforms to FICAM-issued profiles. 
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Supplemental Guidance:  This control enhancement addresses open identity management 
standards. To ensure that these standards are viable, robust, reliable, sustainable (e.g., 
available in commercial information technology products), and interoperable as documented, 
the United States Government assesses and scopes identity management standards and 
technology implementations against applicable federal legislation, directives, policies, and 
requirements.  The result is FICAM-issued implementation profiles of approved protocols 
(e.g., FICAM authentication protocols such as SAML 2.0 and OpenID 2.0, as well as other 
protocols such as the FICAM Backend Attribute Exchange). Related control: SA-4.  

(5) IDENTIFICATION AND AUTHENTICATION | ACCEPTANCE OF PIV-I CREDENTIALS 
The information system accepts and electronically verifies Personal Identity Verification-I (PIV-I) 
credentials. 

Supplemental Guidance:  This control enhancement: (i) applies to logical and physical access 
control systems; and (ii) addresses Non-Federal Issuers (NFIs) of identity cards that desire to 
interoperate with United States Government Personal Identity Verification (PIV) information 
systems and that can be trusted by federal government-relying parties. The X.509 certificate 
policy for the Federal Bridge Certification Authority (FBCA) addresses PIV-I requirements. 
The PIV-I card is suitable for Assurance Level 4 as defined in OMB Memorandum 04-04 and 
NIST Special Publication 800-63, and multifactor authentication as defined in NIST Special 
Publication 800-116. PIV-I credentials are those credentials issued by a PIV-I provider whose 
PIV-I certificate policy maps to the Federal Bridge PIV-I Certificate Policy. A PIV-I provider 
is cross-certified (directly or through another PKI bridge) with the FBCA with policies that 
have been mapped and approved as meeting the requirements of the PIV-I policies defined in 
the FBCA certificate policy. Related control: AU-2. 

References:  OMB Memoranda 04-04, 11-11, 10-06-2011; FICAM Roadmap and Implementation 
Guidance; FIPS Publication 201; NIST Special Publications 800-63, 800-116; National Strategy 
for Trusted Identities in Cyberspace; Web: http://idmanagement.gov.  
Priority and Baseline Allocation: 

P1 LOW   IA-8 (1) (2) (3) (4) MOD   IA-8 (1) (2) (3) (4) HIGH   IA-8 (1) (2) (3) (4) 
 

IA-9 SERVICE IDENTIFICATION AND AUTHENTICATION 

Control:  The organization identifies and authenticates [Assignment: organization-defined 
information system services] using [Assignment: organization-defined security safeguards].  

Supplemental Guidance:  This control supports service-oriented architectures and other distributed 
architectural approaches requiring the identification and authentication of information system 
services. In such architectures, external services often appear dynamically. Therefore, information 
systems should be able to determine in a dynamic manner, if external providers and associated 
services are authentic. Safeguards implemented by organizational information systems to validate 
provider and service authenticity include, for example, information or code signing, provenance 
graphs, and/or electronic signatures indicating or including the sources of services. 

Control Enhancements: 

(1) SERVICE IDENTIFICATION AND AUTHENTICATION | INFORMATION EXCHANGE  
The organization ensures that service providers receive, validate, and transmit identification and 
authentication information. 

(2) SERVICE IDENTIFICATION AND AUTHENTICATION | TRANSMISSION OF DECISIONS 
The organization ensures that identification and authentication decisions are transmitted between 
[Assignment: organization-defined services] consistent with organizational policies. 

Supplemental Guidance:  For distributed architectures (e.g., service-oriented architectures), the 
decisions regarding the validation of identification and authentication claims may be made by 
services separate from the services acting on those decisions. In such situations, it is necessary 
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Supplemental Guidance:  This control enhancement addresses open identity management 
standards. To ensure that these standards are viable, robust, reliable, sustainable (e.g., 
available in commercial information technology products), and interoperable as documented, 
the United States Government assesses and scopes identity management standards and 
technology implementations against applicable federal legislation, directives, policies, and 
requirements.  The result is FICAM-issued implementation profiles of approved protocols 
(e.g., FICAM authentication protocols such as SAML 2.0 and OpenID 2.0, as well as other 
protocols such as the FICAM Backend Attribute Exchange). Related control: SA-4.  

(5) IDENTIFICATION AND AUTHENTICATION | ACCEPTANCE OF PIV-I CREDENTIALS 
The information system accepts and electronically verifies Personal Identity Verification-I (PIV-I) 
credentials. 

Supplemental Guidance:  This control enhancement: (i) applies to logical and physical access 
control systems; and (ii) addresses Non-Federal Issuers (NFIs) of identity cards that desire to 
interoperate with United States Government Personal Identity Verification (PIV) information 
systems and that can be trusted by federal government-relying parties. The X.509 certificate 
policy for the Federal Bridge Certification Authority (FBCA) addresses PIV-I requirements. 
The PIV-I card is suitable for Assurance Level 4 as defined in OMB Memorandum 04-04 and 
NIST Special Publication 800-63, and multifactor authentication as defined in NIST Special 
Publication 800-116. PIV-I credentials are those credentials issued by a PIV-I provider whose 
PIV-I certificate policy maps to the Federal Bridge PIV-I Certificate Policy. A PIV-I provider 
is cross-certified (directly or through another PKI bridge) with the FBCA with policies that 
have been mapped and approved as meeting the requirements of the PIV-I policies defined in 
the FBCA certificate policy. Related control: AU-2. 

References:  OMB Memoranda 04-04, 11-11, 10-06-2011; FICAM Roadmap and Implementation 
Guidance; FIPS Publication 201; NIST Special Publications 800-63, 800-116; National Strategy 
for Trusted Identities in Cyberspace; Web: http://idmanagement.gov.  
Priority and Baseline Allocation: 

P1 LOW   IA-8 (1) (2) (3) (4) MOD   IA-8 (1) (2) (3) (4) HIGH   IA-8 (1) (2) (3) (4) 
 

IA-9 SERVICE IDENTIFICATION AND AUTHENTICATION 

Control:  The organization identifies and authenticates [Assignment: organization-defined 
information system services] using [Assignment: organization-defined security safeguards].  

Supplemental Guidance:  This control supports service-oriented architectures and other distributed 
architectural approaches requiring the identification and authentication of information system 
services. In such architectures, external services often appear dynamically. Therefore, information 
systems should be able to determine in a dynamic manner, if external providers and associated 
services are authentic. Safeguards implemented by organizational information systems to validate 
provider and service authenticity include, for example, information or code signing, provenance 
graphs, and/or electronic signatures indicating or including the sources of services. 

Control Enhancements: 

(1) SERVICE IDENTIFICATION AND AUTHENTICATION | INFORMATION EXCHANGE  
The organization ensures that service providers receive, validate, and transmit identification and 
authentication information. 

(2) SERVICE IDENTIFICATION AND AUTHENTICATION | TRANSMISSION OF DECISIONS 
The organization ensures that identification and authentication decisions are transmitted between 
[Assignment: organization-defined services] consistent with organizational policies. 

Supplemental Guidance:  For distributed architectures (e.g., service-oriented architectures), the 
decisions regarding the validation of identification and authentication claims may be made by 
services separate from the services acting on those decisions. In such situations, it is necessary 
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to provide the identification and authentication decisions (as opposed to the actual identifiers 
and authenticators) to the services that need to act on those decisions. Related control: SC-8. 

References:  None. 
Priority and Baseline Allocation: 

P0 LOW   Not Selected MOD   Not Selected HIGH   Not Selected 
 

IA-10 ADAPTIVE IDENTIFICATION AND AUTHENTICATION 

Control:  The organization requires that individuals accessing the information system employ 
[Assignment: organization-defined supplemental authentication techniques or mechanisms] under 
specific [Assignment: organization-defined circumstances or situations].  

Supplemental Guidance:  Adversaries may compromise individual authentication mechanisms and 
subsequently attempt to impersonate legitimate users. This situation can potentially occur with any 
authentication mechanisms employed by organizations. To address this threat, organizations may 
employ specific techniques/mechanisms and establish protocols to assess suspicious behavior 
(e.g., individuals accessing information that they do not typically access as part of their normal 
duties, roles, or responsibilities, accessing greater quantities of information than the individuals 
would routinely access, or attempting to access information from suspicious network addresses). 
In these situations when certain preestablished conditions or triggers occur, organizations can 
require selected individuals to provide additional authentication information. Another potential use 
for adaptive identification and authentication is to increase the strength of mechanism based on the 
number and/or types of records being accessed. Related controls: AU-6, SI-4. 

Control Enhancements:  None. 

References:  None. 
Priority and Baseline Allocation: 

P0 LOW   Not Selected MOD   Not Selected HIGH   Not Selected 
 

IA-11 RE-AUTHENTICATION 

Control:  The organization requires users and devices to re-authenticate when [Assignment: 
organization-defined circumstances or situations requiring re-authentication].  

Supplemental Guidance:  In addition to the re-authentication requirements associated with session 
locks, organizations may require re-authentication of individuals and/or devices in other situations 
including, for example: (i) when authenticators change; (ii), when roles change; (iii) when security 
categories of information systems change; (iv), when the execution of privileged functions occurs; 
(v) after a fixed period of time; or (vi) periodically. Related control: AC-11. 

Control Enhancements:  None. 

References:  None. 
Priority and Baseline Allocation: 

P0 LOW   Not Selected MOD   Not Selected HIGH   Not Selected 
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FAMILY:  INCIDENT RESPONSE 

IR-1 INCIDENT RESPONSE POLICY AND PROCEDURES 
Control:  The organization: 

a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or 
roles]: 

1. An incident response policy that addresses purpose, scope, roles, responsibilities, 
management commitment, coordination among organizational entities, and compliance; 
and 

2. Procedures to facilitate the implementation of the incident response policy and associated 
incident response controls; and 

b. Reviews and updates the current: 

1. Incident response policy [Assignment: organization-defined frequency]; and 

2. Incident response procedures [Assignment: organization-defined frequency]. 

Supplemental Guidance:  This control addresses the establishment of policy and procedures for the 
effective implementation of selected security controls and control enhancements in the IR family. 
Policy and procedures reflect applicable federal laws, Executive Orders, directives, regulations, 
policies, standards, and guidance. Security program policies and procedures at the organization 
level may make the need for system-specific policies and procedures unnecessary. The policy can 
be included as part of the general information security policy for organizations or conversely, can 
be represented by multiple policies reflecting the complex nature of certain organizations. The 
procedures can be established for the security program in general and for particular information 
systems, if needed. The organizational risk management strategy is a key factor in establishing 
policy and procedures. Related control: PM-9. 

Control Enhancements:  None. 

References:  NIST Special Publications 800-12, 800-61, 800-83, 800-100. 

Priority and Baseline Allocation: 

P1 LOW   IR-1 MOD   IR-1 HIGH   IR-1 
 

IR-2 INCIDENT RESPONSE TRAINING 

 Control:  The organization provides incident response training to information system users 
consistent with assigned roles and responsibilities: 

a. Within [Assignment: organization-defined time period] of assuming an incident response role 
or responsibility; 

b. When required by information system changes; and 

c. [Assignment: organization-defined frequency] thereafter. 

Supplemental Guidance:  Incident response training provided by organizations is linked to the 
assigned roles and responsibilities of organizational personnel to ensure the appropriate content 
and level of detail is included in such training. For example, regular users may only need to know 
who to call or how to recognize an incident on the information system; system administrators may 
require additional training on how to handle/remediate incidents; and incident responders may 
receive more specific training on forensics, reporting, system recovery, and restoration. Incident 
response training includes user training in the identification and reporting of suspicious activities, 
both from external and internal sources. Related controls: AT-3, CP-3, IR-8. 
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Control Enhancements: 

(1) INCIDENT RESPONSE TRAINING | SIMULATED EVENTS  
The organization incorporates simulated events into incident response training to facilitate 
effective response by personnel in crisis situations.   

(2) INCIDENT RESPONSE TRAINING | AUTOMATED TRAINING ENVIRONMENTS 
The organization employs automated mechanisms to provide a more thorough and realistic 
incident response training environment. 

References:  NIST Special Publications 800-16, 800-50. 

Priority and Baseline Allocation: 

P2 LOW   IR-2 MOD   IR-2 HIGH   IR-2 (1) (2) 
 

IR-3 INCIDENT RESPONSE TESTING 

 Control:  The organization tests the incident response capability for the information system 
[Assignment: organization-defined frequency] using [Assignment: organization-defined tests] to 
determine the incident response effectiveness and documents the results. 

Supplemental Guidance:  Organizations test incident response capabilities to determine the overall 
effectiveness of the capabilities and to identify potential weaknesses or deficiencies. Incident 
response testing includes, for example, the use of checklists, walk-through or tabletop exercises, 
simulations (parallel/full interrupt), and comprehensive exercises. Incident response testing can 
also include a determination of the effects on organizational operations (e.g., reduction in mission 
capabilities), organizational assets, and individuals due to incident response. Related controls: CP-
4, IR-8. 

Control Enhancements: 

(1) INCIDENT RESPONSE TESTING | AUTOMATED TESTING 
The organization employs automated mechanisms to more thoroughly and effectively test the 
incident response capability. 
Supplemental Guidance:  Organizations use automated mechanisms to more thoroughly and 
effectively test incident response capabilities, for example: (i) by providing more complete 
coverage of incident response issues; (ii) by selecting more realistic test scenarios and test 
environments; and (iii) by stressing the response capability. Related control: AT-2. 

(2) INCIDENT RESPONSE TESTING | COORDINATION WITH RELATED PLANS 
The organization coordinates incident response testing with organizational elements responsible 
for related plans. 

Supplemental Guidance:  Organizational plans related to incident response testing include, for 
example, Business Continuity Plans, Contingency Plans, Disaster Recovery Plans, Continuity 
of Operations Plans, Crisis Communications Plans, Critical Infrastructure Plans, and 
Occupant Emergency Plans. 

References:  NIST Special Publications 800-84, 800-115. 

Priority and Baseline Allocation: 

P2 LOW   Not Selected MOD   IR-3 (2) HIGH   IR-3 (2) 
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IR-4 INCIDENT HANDLING 

Control:  The organization: 

a. Implements an incident handling capability for security incidents that includes preparation, 
detection and analysis, containment, eradication, and recovery; 

b. Coordinates incident handling activities with contingency planning activities; and 

c. Incorporates lessons learned from ongoing incident handling activities into incident response 
procedures, training, and testing/exercises, and implements the resulting changes accordingly. 

Supplemental Guidance:  Organizations recognize that incident response capability is dependent on 
the capabilities of organizational information systems and the mission/business processes being 
supported by those systems. Therefore, organizations consider incident response as part of the 
definition, design, and development of mission/business processes and information systems. 
Incident-related information can be obtained from a variety of sources including, for example, 
audit monitoring, network monitoring, physical access monitoring, user/administrator reports, and 
reported supply chain events. Effective incident handling capability includes coordination among 
many organizational entities including, for example, mission/business owners, information system 
owners, authorizing officials, human resources offices, physical and personnel security offices, 
legal departments, operations personnel, procurement offices, and the risk executive (function). 
Related controls: AU-6, CM-6, CP-2, CP-4, IR-2, IR-3, IR-8, PE-6, SC-5, SC-7, SI-3, SI-4, SI-7. 

Control Enhancements: 

(1) INCIDENT HANDLING | AUTOMATED INCIDENT HANDLING PROCESSES 
The organization employs automated mechanisms to support the incident handling process. 

Supplemental Guidance:  Automated mechanisms supporting incident handling processes 
include, for example, online incident management systems. 

(2) INCIDENT HANDLING | DYNAMIC RECONFIGURATION 
The organization includes dynamic reconfiguration of [Assignment: organization-defined 
information system components] as part of the incident response capability. 
Supplemental Guidance:  Dynamic reconfiguration includes, for example, changes to router 
rules, access control lists, intrusion detection/prevention system parameters, and filter rules 
for firewalls and gateways. Organizations perform dynamic reconfiguration of information 
systems, for example, to stop attacks, to misdirect attackers, and to isolate components of 
systems, thus limiting the extent of the damage from breaches or compromises. Organizations 
include time frames for achieving the reconfiguration of information systems in the definition 
of the reconfiguration capability, considering the potential need for rapid response in order to 
effectively address sophisticated cyber threats. Related controls: AC-2, AC-4, AC-16, CM-2, 
CM-3, CM-4. 

(3) INCIDENT HANDLING | CONTINUITY OF OPERATIONS  
The organization identifies [Assignment: organization-defined classes of incidents] and 
[Assignment: organization-defined actions to take in response to classes of incidents] to ensure 
continuation of organizational missions and business functions.   
Supplemental Guidance:  Classes of incidents include, for example, malfunctions due to 
design/implementation errors and omissions, targeted malicious attacks, and untargeted 
malicious attacks. Appropriate incident response actions include, for example, graceful 
degradation, information system shutdown, fall back to manual mode/alternative technology 
whereby the system operates differently, employing deceptive measures, alternate information 
flows, or operating in a mode that is reserved solely for when systems are under attack. 

(4) INCIDENT HANDLING | INFORMATION CORRELATION 
The organization correlates incident information and individual incident responses to achieve an 
organization-wide perspective on incident awareness and response. 
Supplemental Guidance:  Sometimes the nature of a threat event, for example, a hostile cyber 
attack, is such that it can only be observed by bringing together information from different 
sources including various reports and reporting procedures established by organizations. 
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(5) INCIDENT HANDLING | AUTOMATIC DISABLING OF INFORMATION SYSTEM  
The organization implements a configurable capability to automatically disable the information 
system if [Assignment: organization-defined security violations] are detected. 

(6) INCIDENT HANDLING | INSIDER THREATS - SPECIFIC CAPABILITIES 
The organization implements incident handling capability for insider threats. 
Supplemental Guidance:  While many organizations address insider threat incidents as an 
inherent part of their organizational incident response capability, this control enhancement 
provides additional emphasis on this type of threat and the need for specific incident handling 
capabilities (as defined within organizations) to provide appropriate and timely responses. 

(7) INCIDENT HANDLING | INSIDER THREATS - INTRA-ORGANIZATION COORDINATION 
The organization coordinates incident handling capability for insider threats across [Assignment: 
organization-defined components or elements of the organization]. 

Supplemental Guidance:  Incident handling for insider threat incidents (including preparation, 
detection and analysis, containment, eradication, and recovery) requires close coordination 
among a variety of organizational components or elements to be effective. These components 
or elements include, for example, mission/business owners, information system owners, 
human resources offices, procurement offices, personnel/physical security offices, operations 
personnel, and risk executive (function). In addition, organizations may require external 
support from federal, state, and local law enforcement agencies. 

(8) INCIDENT HANDLING | CORRELATION WITH EXTERNAL ORGANIZATIONS  
The organization coordinates with [Assignment: organization-defined external organizations] to 
correlate and share [Assignment: organization-defined incident information] to achieve a cross-
organization perspective on incident awareness and more effective incident responses. 

Supplemental Guidance:  The coordination of incident information with external organizations 
including, for example, mission/business partners, military/coalition partners, customers, and 
multitiered developers, can provide significant benefits. Cross-organizational coordination 
with respect to incident handling can serve as an important risk management capability. This 
capability allows organizations to leverage critical information from a variety of sources to 
effectively respond to information security-related incidents potentially affecting the 
organization’s operations, assets, and individuals. 

(9) INCIDENT HANDLING | DYNAMIC RESPONSE CAPABILITY  
The organization employs [Assignment: organization-defined dynamic response capabilities] to 
effectively respond to security incidents. 

Supplemental Guidance:  This control enhancement addresses the deployment of replacement or 
new capabilities in a timely manner in response to security incidents (e.g., adversary actions 
during hostile cyber attacks). This includes capabilities implemented at the mission/business 
process level (e.g., activating alternative mission/business processes) and at the information 
system level. Related control: CP-10. 

(10) INCIDENT HANDLING | SUPPLY CHAIN COORDINATION  
The organization coordinates incident handling activities involving supply chain events with other 
organizations involved in the supply chain. 

Supplemental Guidance:  Organizations involved in supply chain activities include, for example, 
system/product developers, integrators, manufacturers, packagers, assemblers, distributors, 
vendors, and resellers. Supply chain incidents include, for example, compromises/breaches 
involving information system components, information technology products, development 
processes or personnel, and distribution processes or warehousing facilities. 

References:  Executive Order 13587; NIST Special Publication 800-61. 

Priority and Baseline Allocation: 

P1 LOW   IR-4 MOD   IR-4 (1) HIGH   IR-4 (1) (4) 
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IR-5 INCIDENT MONITORING 
Control:  The organization tracks and documents information system security incidents. 

Supplemental Guidance:  Documenting information system security incidents includes, for example, 
maintaining records about each incident, the status of the incident, and other pertinent information 
necessary for forensics, evaluating incident details, trends, and handling. Incident information can 
be obtained from a variety of sources including, for example, incident reports, incident response 
teams, audit monitoring, network monitoring, physical access monitoring, and user/administrator 
reports. Related controls: AU-6, IR-8, PE-6, SC-5, SC-7, SI-3, SI-4, SI-7. 

Control Enhancements: 

(1) INCIDENT MONITORING | AUTOMATED TRACKING / DATA COLLECTION / ANALYSIS 
The organization employs automated mechanisms to assist in the tracking of security incidents 
and in the collection and analysis of incident information. 

Supplemental Guidance:  Automated mechanisms for tracking security incidents and 
collecting/analyzing incident information include, for example, the Einstein network 
monitoring device and monitoring online Computer Incident Response Centers (CIRCs) or 
other electronic databases of incidents.  Related controls: AU-7, IR-4. 

References:  NIST Special Publication 800-61. 

Priority and Baseline Allocation: 

P1 LOW   IR-5 MOD   IR-5 HIGH   IR-5 (1) 
 

IR-6 INCIDENT REPORTING 

  Control:  The organization: 

a. Requires personnel to report suspected security incidents to the organizational incident 
response capability within [Assignment: organization-defined time period]; and 

b. Reports security incident information to [Assignment: organization-defined authorities]. 

Supplemental Guidance:  The intent of this control is to address both specific incident reporting 
requirements within an organization and the formal incident reporting requirements for federal 
agencies and their subordinate organizations. Suspected security incidents include, for example, 
the receipt of suspicious email communications that can potentially contain malicious code. The 
types of security incidents reported, the content and timeliness of the reports, and the designated 
reporting authorities reflect applicable federal laws, Executive Orders, directives, regulations, 
policies, standards, and guidance. Current federal policy requires that all federal agencies (unless 
specifically exempted from such requirements) report security incidents to the United States 
Computer Emergency Readiness Team (US-CERT) within specified time frames designated in the 
US-CERT Concept of Operations for Federal Cyber Security Incident Handling. Related controls: 
IR-4, IR-5, IR-8. 

Control Enhancements: 

(1) INCIDENT REPORTING | AUTOMATED REPORTING 
The organization employs automated mechanisms to assist in the reporting of security incidents. 

Supplemental Guidance:  Related control: IR-7. 

(2) INCIDENT REPORTING | VULNERABILITIES RELATED TO INCIDENTS  
The organization reports information system vulnerabilities associated with reported security 
incidents to [Assignment: organization-defined personnel or roles]. 

(3) INCIDENT REPORTING | COORDINATION WITH SUPPLY CHAIN  
The organization provides security incident information to other organizations involved in the 
supply chain for information systems or information system components related to the incident. 
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Supplemental Guidance:  Organizations involved in supply chain activities include, for example, 
system/product developers, integrators, manufacturers, packagers, assemblers, distributors, 
vendors, and resellers. Supply chain incidents include, for example, compromises/breaches 
involving information system components, information technology products, development 
processes or personnel, and distribution processes or warehousing facilities. Organizations 
determine the appropriate information to share considering the value gained from support by 
external organizations with the potential for harm due to sensitive information being released 
to outside organizations of perhaps questionable trustworthiness. 

References:  NIST Special Publication 800-61; Web: http://www.us-cert.gov.  

Priority and Baseline Allocation: 

P1 LOW   IR-6 MOD   IR-6 (1) HIGH   IR-6 (1) 
 

IR-7 INCIDENT RESPONSE ASSISTANCE 

 Control:  The organization provides an incident response support resource, integral to the 
organizational incident response capability that offers advice and assistance to users of the 
information system for the handling and reporting of security incidents.  

Supplemental Guidance:  Incident response support resources provided by organizations include, for 
example, help desks, assistance groups, and access to forensics services, when required. Related 
controls: AT-2, IR-4, IR-6, IR-8, SA-9. 

Control Enhancements: 

(1) INCIDENT RESPONSE ASSISTANCE | AUTOMATION SUPPORT FOR AVAILABILITY OF INFORMATION / SUPPORT 
The organization employs automated mechanisms to increase the availability of incident response-
related information and support. 

Supplemental Guidance:  Automated mechanisms can provide a push and/or pull capability for 
users to obtain incident response assistance. For example, individuals might have access to a 
website to query the assistance capability, or conversely, the assistance capability may have 
the ability to proactively send information to users (general distribution or targeted) as part of 
increasing understanding of current response capabilities and support. 

(2) INCIDENT RESPONSE ASSISTANCE | COORDINATION WITH EXTERNAL PROVIDERS  
The organization: 

(a) Establishes a direct, cooperative relationship between its incident response capability and 
external providers of information system protection capability; and 

(b) Identifies organizational incident response team members to the external providers. 
Supplemental Guidance:  External providers of information system protection capability include, 
for example, the Computer Network Defense program within the U.S. Department of 
Defense. External providers help to protect, monitor, analyze, detect, and respond to 
unauthorized activity within organizational information systems and networks. 

References:  None. 

Priority and Baseline Allocation: 

P2 LOW   IR-7 MOD   IR-7 (1) HIGH   IR-7 (1) 
 

IR-8 INCIDENT RESPONSE PLAN 

 Control:  The organization: 

a. Develops an incident response plan that: 
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1. Provides the organization with a roadmap for implementing its incident response 
capability; 

2. Describes the structure and organization of the incident response capability; 

3. Provides a high-level approach for how the incident response capability fits into the 
overall organization; 

4. Meets the unique requirements of the organization, which relate to mission, size, 
structure, and functions; 

5. Defines reportable incidents; 

6. Provides metrics for measuring the incident response capability within the organization; 

7. Defines the resources and management support needed to effectively maintain and 
mature an incident response capability; and 

8. Is reviewed and approved by [Assignment: organization-defined personnel or roles]; 

b. Distributes copies of the incident response plan to [Assignment: organization-defined incident 
response personnel (identified by name and/or by role) and organizational elements]; 

c. Reviews the incident response plan [Assignment: organization-defined frequency]; 

d. Updates the incident response plan to address system/organizational changes or problems 
encountered during plan implementation, execution, or testing; 

e. Communicates incident response plan changes to [Assignment: organization-defined incident 
response personnel (identified by name and/or by role) and organizational elements]; and 

f. Protects the incident response plan from unauthorized disclosure and modification. 

Supplemental Guidance:  It is important that organizations develop and implement a coordinated 
approach to incident response. Organizational missions, business functions, strategies, goals, and 
objectives for incident response help to determine the structure of incident response capabilities. 
As part of a comprehensive incident response capability, organizations consider the coordination 
and sharing of information with external organizations, including, for example, external service 
providers and organizations involved in the supply chain for organizational information systems. 
Related controls: MP-2, MP-4, MP-5. 

Control Enhancements:  None. 

References:  NIST Special Publication 800-61. 

Priority and Baseline Allocation: 

P1 LOW   IR-8 MOD   IR-8 HIGH   IR-8 
 

IR-9 INFORMATION SPILLAGE RESPONSE 

  Control:  The organization responds to information spills by: 

a. Identifying the specific information involved in the information system contamination; 

b. Alerting [Assignment: organization-defined personnel or roles] of the information spill using 
a method of communication not associated with the spill; 

c. Isolating the contaminated information system or system component; 

d. Eradicating the information from the contaminated information system or component; 

e. Identifying other information systems or system components that may have been subsequently 
contaminated; and 

APPENDIX F-IR   PAGE F-109 



Special Publication 800-53 Revision 4                                  Security and Privacy Controls for Federal Information Systems 
                                                                                               and Organizations 
________________________________________________________________________________________________ 

f. Performing other [Assignment: organization-defined actions]. 

Supplemental Guidance:  Information spillage refers to instances where either classified or sensitive 
information is inadvertently placed on information systems that are not authorized to process such 
information. Such information spills often occur when information that is initially thought to be of 
lower sensitivity is transmitted to an information system and then is subsequently determined to be 
of higher sensitivity. At that point, corrective action is required. The nature of the organizational 
response is generally based upon the degree of sensitivity of the spilled information (e.g., security 
category or classification level), the security capabilities of the information system, the specific 
nature of contaminated storage media, and the access authorizations (e.g., security clearances) of 
individuals with authorized access to the contaminated system. The methods used to communicate 
information about the spill after the fact do not involve methods directly associated with the actual 
spill to minimize the risk of further spreading the contamination before such contamination is 
isolated and eradicated. 

Control Enhancements: 

(1) INFORMATION SPILLAGE RESPONSE | RESPONSIBLE PERSONNEL  
The organization assigns [Assignment: organization-defined personnel or roles] with responsibility 
for responding to information spills. 

(2) INFORMATION SPILLAGE RESPONSE | TRAINING  
The organization provides information spillage response training [Assignment: organization-
defined frequency]. 

(3) INFORMATION SPILLAGE RESPONSE | POST-SPILL OPERATIONS  
The organization implements [Assignment: organization-defined procedures] to ensure that 
organizational personnel impacted by information spills can continue to carry out assigned tasks 
while contaminated systems are undergoing corrective actions. 

Supplemental Guidance:  Correction actions for information systems contaminated due to 
information spillages may be very time-consuming. During those periods, personnel may not 
have access to the contaminated systems, which may potentially affect their ability to conduct 
organizational business. 

(4) INFORMATION SPILLAGE RESPONSE | EXPOSURE TO UNAUTHORIZED PERSONNEL 
The organization employs [Assignment: organization-defined security safeguards] for personnel 
exposed to information not within assigned access authorizations. 
Supplemental Guidance:  Security safeguards include, for example, making personnel exposed 
to spilled information aware of the federal laws, directives, policies, and/or regulations 
regarding the information and the restrictions imposed based on exposure to such information. 

References:  None. 

Priority and Baseline Allocation: 

P0 LOW   Not Selected  MOD   Not Selected HIGH   Not Selected 
 

IR-10 INTEGRATED INFORMATION SECURITY ANALYSIS TEAM 
Control:  The organization establishes an integrated team of forensic/malicious code analysts, tool 
developers, and real-time operations personnel. 

Supplemental Guidance:  Having an integrated team for incident response facilitates information 
sharing. Such capability allows organizational personnel, including developers, implementers, and 
operators, to leverage the team knowledge of the threat in order to implement defensive measures 
that will enable organizations to deter intrusions more effectively. Moreover, it promotes the rapid 
detection of intrusions, development of appropriate mitigations, and the deployment of effective 
defensive measures. For example, when an intrusion is detected, the integrated security analysis 
team can rapidly develop an appropriate response for operators to implement, correlate the new 
incident with information on past intrusions, and augment ongoing intelligence development. This 
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enables the team to identify adversary TTPs that are linked to the operations tempo or to specific 
missions/business functions, and to define responsive actions in a way that does not disrupt the 
mission/business operations. Ideally, information security analysis teams are distributed within 
organizations to make the capability more resilient. 

Control Enhancements:  None. 

References:  None. 
Priority and Baseline Allocation: 

P0 LOW   Not Selected MOD   Not Selected HIGH   Not Selected 
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FAMILY:  MAINTENANCE 

MA-1 SYSTEM MAINTENANCE POLICY AND PROCEDURES 
Control:  The organization: 

a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or 
roles]: 

1. A system maintenance policy that addresses purpose, scope, roles, responsibilities, 
management commitment, coordination among organizational entities, and compliance; 
and 

2. Procedures to facilitate the implementation of the system maintenance policy and 
associated system maintenance controls; and 

b. Reviews and updates the current: 

1. System maintenance policy [Assignment: organization-defined frequency]; and 

2. System maintenance procedures [Assignment: organization-defined frequency]. 

Supplemental Guidance:  This control addresses the establishment of policy and procedures for the 
effective implementation of selected security controls and control enhancements in the MA family. 
Policy and procedures reflect applicable federal laws, Executive Orders, directives, regulations, 
policies, standards, and guidance. Security program policies and procedures at the organization 
level may make the need for system-specific policies and procedures unnecessary. The policy can 
be included as part of the general information security policy for organizations or conversely, can 
be represented by multiple policies reflecting the complex nature of certain organizations. The 
procedures can be established for the security program in general and for particular information 
systems, if needed. The organizational risk management strategy is a key factor in establishing 
policy and procedures. Related control: PM-9. 

Control Enhancements:  None. 

References:  NIST Special Publications 800-12, 800-100. 

Priority and Baseline Allocation: 

P1 LOW   MA-1 MOD   MA-1 HIGH   MA-1 
 

MA-2 CONTROLLED MAINTENANCE 

 Control:  The organization: 

a. Schedules, performs, documents, and reviews records of maintenance and repairs on 
information system components in accordance with manufacturer or vendor specifications 
and/or organizational requirements; 

b. Approves and monitors all maintenance activities, whether performed on site or remotely and 
whether the equipment is serviced on site or removed to another location; 

c. Requires that [Assignment: organization-defined personnel or roles] explicitly approve the 
removal of the information system or system components from organizational facilities for 
off-site maintenance or repairs; 

d. Sanitizes equipment to remove all information from associated media prior to removal from 
organizational facilities for off-site maintenance or repairs; 

e. Checks all potentially impacted security controls to verify that the controls are still 
functioning properly following maintenance or repair actions; and 

APPENDIX F-MA   PAGE F-112 



Special Publication 800-53 Revision 4                                  Security and Privacy Controls for Federal Information Systems 
                                                                                               and Organizations 
________________________________________________________________________________________________ 

f. Includes [Assignment: organization-defined maintenance-related information] in 
organizational maintenance records. 

Supplemental Guidance:  This control addresses the information security aspects of the information 
system maintenance program and applies to all types of maintenance to any system component 
(including applications) conducted by any local or nonlocal entity (e.g., in-contract, warranty, in-
house, software maintenance agreement). System maintenance also includes those components not 
directly associated with information processing and/or data/information retention such as scanners, 
copiers, and printers. Information necessary for creating effective maintenance records includes, 
for example: (i) date and time of maintenance; (ii) name of individuals or group performing the 
maintenance; (iii) name of escort, if necessary; (iv) a description of the maintenance performed; 
and (v) information system components/equipment removed or replaced (including identification 
numbers, if applicable). The level of detail included in maintenance records can be informed by 
the security categories of organizational information systems. Organizations consider supply chain 
issues associated with replacement components for information systems. Related controls: CM-3, 
CM-4, MA-4, MP-6, PE-16, SA-12, SI-2. 

Control Enhancements: 

(1) CONTROLLED MAINTENANCE | RECORD CONTENT  
[Withdrawn: Incorporated into MA-2].  

(2) CONTROLLED MAINTENANCE | AUTOMATED MAINTENANCE ACTIVITIES 
The organization: 

(a) Employs automated mechanisms to schedule, conduct, and document maintenance and 
repairs; and 

(b) Produces up-to date, accurate, and complete records of all maintenance and repair actions 
requested, scheduled, in process, and completed. 

Supplemental Guidance:  Related controls: CA-7, MA-3. 

References:  None. 

Priority and Baseline Allocation: 

P2 LOW   MA-2 MOD   MA-2 HIGH   MA-2 (2) 
 

MA-3 MAINTENANCE TOOLS 

 Control:  The organization approves, controls, and monitors information system maintenance tools. 

Supplemental Guidance:  This control addresses security-related issues associated with maintenance 
tools used specifically for diagnostic and repair actions on organizational information systems. 
Maintenance tools can include hardware, software, and firmware items. Maintenance tools are 
potential vehicles for transporting malicious code, either intentionally or unintentionally, into a 
facility and subsequently into organizational information systems. Maintenance tools can include, 
for example, hardware/software diagnostic test equipment and hardware/software packet sniffers. 
This control does not cover hardware/software components that may support information system 
maintenance, yet are a part of the system, for example, the software implementing “ping,” “ls,” 
“ipconfig,” or the hardware and software implementing the monitoring port of an Ethernet switch. 
Related controls: MA-2, MA-5, MP-6. 

Control Enhancements: 

(1) MAINTENANCE TOOLS | INSPECT TOOLS  
The organization inspects the maintenance tools carried into a facility by maintenance personnel 
for improper or unauthorized modifications. 

Supplemental Guidance:  If, upon inspection of maintenance tools, organizations determine that 
the tools have been modified in an improper/unauthorized manner or contain malicious code, 
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the incident is handled consistent with organizational policies and procedures for incident 
handling. Related control: SI-7. 

(2) MAINTENANCE TOOLS | INSPECT MEDIA  
The organization checks media containing diagnostic and test programs for malicious code before 
the media are used in the information system. 

Supplemental Guidance:  If, upon inspection of media containing maintenance diagnostic and 
test programs, organizations determine that the media contain malicious code, the incident is 
handled consistent with organizational incident handling policies and procedures. Related 
control: SI-3. 

(3) MAINTENANCE TOOLS | PREVENT UNAUTHORIZED REMOVAL  
The organization prevents the unauthorized removal of maintenance equipment containing 
organizational information by: 

(a) Verifying that there is no organizational information contained on the equipment; 

(b) Sanitizing or destroying the equipment; 

(c) Retaining the equipment within the facility; or 

(d) Obtaining an exemption from [Assignment: organization-defined personnel or roles] explicitly 
authorizing removal of the equipment from the facility. 

Supplemental Guidance:  Organizational information includes all information specifically owned 
by organizations and information provided to organizations in which organizations serve as 
information stewards. 

(4) MAINTENANCE TOOLS | RESTRICTED TOOL USE 
The information system restricts the use of maintenance tools to authorized personnel only. 

Supplemental Guidance:  This control enhancement applies to information systems that are used 
to carry out maintenance functions. Related controls: AC-2, AC-3, AC-5, AC-6. 

References:  NIST Special Publication 800-88. 

Priority and Baseline Allocation: 

P3 LOW   Not Selected MOD   MA-3 (1) (2) HIGH   MA-3 (1) (2) (3) 
 

MA-4 NONLOCAL MAINTENANCE 

 Control:  The organization: 

a. Approves and monitors nonlocal maintenance and diagnostic activities; 

b. Allows the use of nonlocal maintenance and diagnostic tools only as consistent with 
organizational policy and documented in the security plan for the information system; 

c. Employs strong authenticators in the establishment of nonlocal maintenance and diagnostic 
sessions; 

d. Maintains records for nonlocal maintenance and diagnostic activities; and 

e. Terminates session and network connections when nonlocal maintenance is completed.     

Supplemental Guidance:  Nonlocal maintenance and diagnostic activities are those activities 
conducted by individuals communicating through a network, either an external network (e.g., the 
Internet) or an internal network. Local maintenance and diagnostic activities are those activities 
carried out by individuals physically present at the information system or information system 
component and not communicating across a network connection. Authentication techniques used 
in the establishment of nonlocal maintenance and diagnostic sessions reflect the network access 
requirements in IA-2. Typically, strong authentication requires authenticators that are resistant to 
replay attacks and employ multifactor authentication. Strong authenticators include, for example, 
PKI where certificates are stored on a token protected by a password, passphrase, or biometric. 
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Enforcing requirements in MA-4 is accomplished in part by other controls. Related controls: AC-
2, AC-3, AC-6, AC-17, AU-2, AU-3, IA-2, IA-4, IA-5, IA-8, MA-2, MA-5, MP-6, PL-2, SC-7, 
SC-10, SC-17. 

Control Enhancements: 

(1) NONLOCAL MAINTENANCE | AUDITING AND REVIEW  
The organization: 
(a) Audits nonlocal maintenance and diagnostic sessions [Assignment: organization-defined 

audit events]; and 

(b) Reviews the records of the maintenance and diagnostic sessions. 

Supplemental Guidance:  Related controls: AU-2, AU-6, AU-12. 

(2) NONLOCAL MAINTENANCE | DOCUMENT NONLOCAL MAINTENANCE  
The organization documents in the security plan for the information system, the policies and 
procedures for the establishment and use of nonlocal maintenance and diagnostic connections. 

(3) NONLOCAL MAINTENANCE | COMPARABLE SECURITY / SANITIZATION 
The organization: 

(a) Requires that nonlocal maintenance and diagnostic services be performed from an 
information system that implements a security capability comparable to the capability 
implemented on the system being serviced; or 

(b) Removes the component to be serviced from the information system and prior to nonlocal 
maintenance or diagnostic services, sanitizes the component (with regard to organizational 
information) before removal from organizational facilities, and after the service is performed, 
inspects and sanitizes the component (with regard to potentially malicious software) before 
reconnecting the component to the information system. 

Supplemental Guidance:  Comparable security capability on information systems, diagnostic 
tools, and equipment providing maintenance services implies that the implemented security 
controls on those systems, tools, and equipment are at least as comprehensive as the controls 
on the information system being serviced. Related controls: MA-3, SA-12, SI-3, SI-7. 

(4) NONLOCAL MAINTENANCE | AUTHENTICATION / SEPARATION OF MAINTENANCE SESSIONS  
The organization protects nonlocal maintenance sessions by: 

(a) Employing [Assignment: organization-defined authenticators that are replay resistant]; and 

(b) Separating the maintenance sessions from other network sessions with the information 
system by either: 

(1) Physically separated communications paths; or 

(2) Logically separated communications paths based upon encryption. 

Supplemental Guidance:  Related control: SC-13. 

(5) NONLOCAL MAINTENANCE | APPROVALS AND NOTIFICATIONS  
The organization: 

(a) Requires the approval of each nonlocal maintenance session by [Assignment: organization-
defined personnel or roles]; and 

(b) Notifies [Assignment: organization-defined personnel or roles] of the date and time of planned 
nonlocal maintenance. 

Supplemental Guidance:  Notification may be performed by maintenance personnel. Approval of 
nonlocal maintenance sessions is accomplished by organizational personnel with sufficient 
information security and information system knowledge to determine the appropriateness of 
the proposed maintenance. 

(6) NONLOCAL MAINTENANCE | CRYPTOGRAPHIC PROTECTION  
The information system implements cryptographic mechanisms to protect the integrity and 
confidentiality of nonlocal maintenance and diagnostic communications. 

Supplemental Guidance:  Related controls: SC-8, SC-13. 
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(7) NONLOCAL MAINTENANCE | REMOTE DISCONNECT VERIFICATION  
The information system implements remote disconnect verification at the termination of nonlocal 
maintenance and diagnostic sessions. 

Supplemental Guidance:  Remote disconnect verification ensures that remote connections from 
nonlocal maintenance sessions have been terminated and are no longer available for use. 
Related control: SC-13. 

References:  FIPS Publications 140-2, 197, 201; NIST Special Publications 800-63, 800-88; CNSS 
Policy 15. 

Priority and Baseline Allocation: 

P2 LOW   MA-4 MOD   MA-4 (2) HIGH   MA-4 (2) (3) 
 

MA-5 MAINTENANCE PERSONNEL        

 Control:  The organization: 

a. Establishes a process for maintenance personnel authorization and maintains a list of 
authorized maintenance organizations or personnel; 

b. Ensures that non-escorted personnel performing maintenance on the information system have 
required access authorizations; and 

c. Designates organizational personnel with required access authorizations and technical 
competence to supervise the maintenance activities of personnel who do not possess the 
required access authorizations.  

Supplemental Guidance:  This control applies to individuals performing hardware or software 
maintenance on organizational information systems, while PE-2 addresses physical access for 
individuals whose maintenance duties place them within the physical protection perimeter of the 
systems (e.g., custodial staff, physical plant maintenance personnel). Technical competence of 
supervising individuals relates to the maintenance performed on the information systems while 
having required access authorizations refers to maintenance on and near the systems. Individuals 
not previously identified as authorized maintenance personnel, such as information technology 
manufacturers, vendors, systems integrators, and consultants, may require privileged access to 
organizational information systems, for example, when required to conduct maintenance activities 
with little or no notice. Based on organizational assessments of risk, organizations may issue 
temporary credentials to these individuals. Temporary credentials may be for one-time use or for 
very limited time periods. Related controls: AC-2, IA-8, MP-2, PE-2, PE-3, PE-4, RA-3. 

Control Enhancements: 

(1) MAINTENANCE PERSONNEL | INDIVIDUALS WITHOUT APPROPRIATE ACCESS 
The organization: 

(a) Implements procedures for the use of maintenance personnel that lack appropriate security 
clearances or are not U.S. citizens, that include the following requirements: 

(1) Maintenance personnel who do not have needed access authorizations, clearances, or 
formal access approvals are escorted and supervised during the performance of 
maintenance and diagnostic activities on the information system by approved 
organizational personnel who are fully cleared, have appropriate access authorizations, 
and are technically qualified; 

(2) Prior to initiating maintenance or diagnostic activities by personnel who do not have 
needed access authorizations, clearances or formal access approvals, all volatile 
information storage components within the information system are sanitized and all 
nonvolatile storage media are removed or physically disconnected from the system and 
secured; and 

(b) Develops and implements alternate security safeguards in the event an information system 
component cannot be sanitized, removed, or disconnected from the system. 
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Supplemental Guidance:  This control enhancement denies individuals who lack appropriate 
security clearances (i.e., individuals who do not possess security clearances or possess 
security clearances at a lower level than required) or who are not U.S. citizens, visual and 
electronic access to any classified information, Controlled Unclassified Information (CUI), or 
any other sensitive information contained on organizational information systems. Procedures 
for the use of maintenance personnel can be documented in security plans for the information 
systems. Related controls: MP-6, PL-2. 

(2) MAINTENANCE PERSONNEL | SECURITY CLEARANCES FOR CLASSIFIED SYSTEMS  
The organization ensures that personnel performing maintenance and diagnostic activities on an 
information system processing, storing, or transmitting classified information possess security 
clearances and formal access approvals for at least the highest classification level and for all 
compartments of information on the system. 

Supplemental Guidance:  Related control: PS-3. 

(3) MAINTENANCE PERSONNEL | CITIZENSHIP REQUIREMENTS FOR CLASSIFIED SYSTEMS  
The organization ensures that personnel performing maintenance and diagnostic activities on an 
information system processing, storing, or transmitting classified information are U.S. citizens. 

Supplemental Guidance:  Related control: PS-3. 

(4) MAINTENANCE PERSONNEL | FOREIGN NATIONALS  
The organization ensures that: 

(a) Cleared foreign nationals (i.e., foreign nationals with appropriate security clearances), are 
used to conduct maintenance and diagnostic activities on classified information systems only 
when the systems are jointly owned and operated by the United States and foreign allied 
governments, or owned and operated solely by foreign allied governments; and 

(b) Approvals, consents, and detailed operational conditions regarding the use of foreign 
nationals to conduct maintenance and diagnostic activities on classified information systems 
are fully documented within Memoranda of Agreements. 

Supplemental Guidance:  Related control: PS-3. 

(5) MAINTENANCE PERSONNEL | NONSYSTEM-RELATED MAINTENANCE 
The organization ensures that non-escorted personnel performing maintenance activities not 
directly associated with the information system but in the physical proximity of the system, have 
required access authorizations. 

Supplemental Guidance:  Personnel performing maintenance activities in other capacities not 
directly related to the information system include, for example, physical plant personnel and 
janitorial personnel. 

References:  None. 

Priority and Baseline Allocation: 

P2 LOW   MA-5 MOD   MA-5 HIGH   MA-5 (1) 
  

MA-6 TIMELY MAINTENANCE 

 Control:  The organization obtains maintenance support and/or spare parts for [Assignment: 
organization-defined information system components] within [Assignment: organization-defined 
time period] of failure. 

Supplemental Guidance:  Organizations specify the information system components that result in 
increased risk to organizational operations and assets, individuals, other organizations, or the 
Nation when the functionality provided by those components is not operational. Organizational 
actions to obtain maintenance support typically include having appropriate contracts in place. 
Related controls: CM-8, CP-2, CP-7, SA-14, SA-15. 
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Control Enhancements: 

(1) TIMELY MAINTENANCE | PREVENTIVE MAINTENANCE 
The organization performs preventive maintenance on [Assignment: organization-defined 
information system components] at [Assignment: organization-defined time intervals]. 

Supplemental Guidance:  Preventive maintenance includes proactive care and servicing of 
organizational information systems components for the purpose of maintaining equipment and 
facilities in satisfactory operating condition. Such maintenance provides for the systematic 
inspection, tests, measurements, adjustments, parts replacement, detection, and correction of 
incipient failures either before they occur or before they develop into major defects. The 
primary goal of preventive maintenance is to avoid/mitigate the consequences of equipment 
failures. Preventive maintenance is designed to preserve and restore equipment reliability by 
replacing worn components before they actually fail. Methods of determining what preventive 
(or other) failure management policies to apply include, for example, original equipment 
manufacturer (OEM) recommendations, statistical failure records, requirements of codes, 
legislation, or regulations within a jurisdiction, expert opinion, maintenance that has already 
been conducted on similar equipment, or measured values and performance indications. 

(2) TIMELY MAINTENANCE | PREDICTIVE MAINTENANCE 
The organization performs predictive maintenance on [Assignment: organization-defined 
information system components] at [Assignment: organization-defined time intervals]. 

Supplemental Guidance:  Predictive maintenance, or condition-based maintenance, attempts to 
evaluate the condition of equipment by performing periodic or continuous (online) equipment 
condition monitoring. The goal of predictive maintenance is to perform maintenance at a 
scheduled point in time when the maintenance activity is most cost-effective and before the 
equipment loses performance within a threshold. The predictive component of predictive 
maintenance stems from the goal of predicting the future trend of the equipment's condition. 
This approach uses principles of statistical process control to determine at what point in the 
future maintenance activities will be appropriate. Most predictive maintenance inspections are 
performed while equipment is in service, thereby minimizing disruption of normal system 
operations. Predictive maintenance can result in substantial cost savings and higher system 
reliability. Predictive maintenance tends to include measurement of the item. To evaluate 
equipment condition, predictive maintenance utilizes nondestructive testing technologies such 
as infrared, acoustic (partial discharge and airborne ultrasonic), corona detection, vibration 
analysis, sound level measurements, oil analysis, and other specific online tests. 

(3) TIMELY MAINTENANCE | AUTOMATED SUPPORT FOR PREDICTIVE MAINTENANCE 
The organization employs automated mechanisms to transfer predictive maintenance data to a 
computerized maintenance management system. 

Supplemental Guidance:  A computerized maintenance management system maintains a 
computer database of information about the maintenance operations of organizations and 
automates processing equipment condition data in order to trigger maintenance planning, 
execution, and reporting. 

References:  None. 

Priority and Baseline Allocation: 

P2 LOW   Not Selected MOD   MA-6 HIGH   MA-6 
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FAMILY:  MEDIA PROTECTION 

MP-1 MEDIA PROTECTION POLICY AND PROCEDURES 
Control:  The organization: 

a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or 
roles]: 

1. A media protection policy that addresses purpose, scope, roles, responsibilities, 
management commitment, coordination among organizational entities, and compliance; 
and 

2. Procedures to facilitate the implementation of the media protection policy and associated 
media protection controls; and 

b. Reviews and updates the current: 

1. Media protection policy [Assignment: organization-defined frequency]; and 

2. Media protection procedures [Assignment: organization-defined frequency]. 

Supplemental Guidance:  This control addresses the establishment of policy and procedures for the 
effective implementation of selected security controls and control enhancements in the MP family. 
Policy and procedures reflect applicable federal laws, Executive Orders, directives, regulations, 
policies, standards, and guidance. Security program policies and procedures at the organization 
level may make the need for system-specific policies and procedures unnecessary. The policy can 
be included as part of the general information security policy for organizations or conversely, can 
be represented by multiple policies reflecting the complex nature of certain organizations. The 
procedures can be established for the security program in general and for particular information 
systems, if needed. The organizational risk management strategy is a key factor in establishing 
policy and procedures. Related control: PM-9. 

Control Enhancements:  None. 

References:  NIST Special Publications 800-12, 800-100. 
Priority and Baseline Allocation: 

P1 LOW   MP-1 MOD   MP-1 HIGH   MP-1 
 

MP-2 MEDIA ACCESS 

Control:  The organization restricts access to [Assignment: organization-defined types of digital 
and/or non-digital media] to [Assignment: organization-defined personnel or roles]. 

Supplemental Guidance:   Information system media includes both digital and non-digital media. 
Digital media includes, for example, diskettes, magnetic tapes, external/removable hard disk 
drives, flash drives, compact disks, and digital video disks. Non-digital media includes, for 
example, paper and microfilm. Restricting non-digital media access includes, for example, 
denying access to patient medical records in a community hospital unless the individuals seeking 
access to such records are authorized healthcare providers. Restricting access to digital media 
includes, for example, limiting access to design specifications stored on compact disks in the 
media library to the project leader and the individuals on the development team. Related controls: 
AC-3, IA-2, MP-4, PE-2, PE-3, PL-2. 

Control Enhancements: 

(1) MEDIA ACCESS | AUTOMATED RESTRICTED ACCESS  
[Withdrawn: Incorporated into MP-4 (2)]. 
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(2) MEDIA ACCESS | CRYPTOGRAPHIC PROTECTION  
[Withdrawn: Incorporated into SC-28 (1)]. 

References:  FIPS Publication 199; NIST Special Publication 800-111. 

Priority and Baseline Allocation: 

P1 LOW   MP-2 MOD   MP-2 HIGH   MP-2 
 

MP-3 MEDIA MARKING 

Control:  The organization: 

a. Marks information system media indicating the distribution limitations, handling caveats, and 
applicable security markings (if any) of the information; and 

b. Exempts [Assignment: organization-defined types of information system media] from marking 
as long as the media remain within [Assignment: organization-defined controlled areas].   

Supplemental Guidance:  The term security marking refers to the application/use of human-readable 
security attributes. The term security labeling refers to the application/use of security attributes 
with regard to internal data structures within information systems (see AC-16). Information 
system media includes both digital and non-digital media. Digital media includes, for example, 
diskettes, magnetic tapes, external/removable hard disk drives, flash drives, compact disks, and 
digital video disks. Non-digital media includes, for example, paper and microfilm. Security 
marking is generally not required for media containing information determined by organizations to 
be in the public domain or to be publicly releasable. However, some organizations may require 
markings for public information indicating that the information is publicly releasable. Marking of 
information system media reflects applicable federal laws, Executive Orders, directives, policies, 
regulations, standards, and guidance. Related controls: AC-16, PL-2, RA-3.   

Control Enhancements:  None. 

References:  FIPS Publication 199. 

Priority and Baseline Allocation: 

P2 LOW   Not Selected MOD   MP-3 HIGH   MP-3 
 

MP-4 MEDIA STORAGE 

Control:  The organization: 

a. Physically controls and securely stores [Assignment: organization-defined types of digital 
and/or non-digital media] within [Assignment: organization-defined controlled areas]; and 

b. Protects information system media until the media are destroyed or sanitized using approved 
equipment, techniques, and procedures. 

Supplemental Guidance:  Information system media includes both digital and non-digital media. 
Digital media includes, for example, diskettes, magnetic tapes, external/removable hard disk 
drives, flash drives, compact disks, and digital video disks. Non-digital media includes, for 
example, paper and microfilm. Physically controlling information system media includes, for 
example, conducting inventories, ensuring procedures are in place to allow individuals to check 
out and return media to the media library, and maintaining accountability for all stored media. 
Secure storage includes, for example, a locked drawer, desk, or cabinet, or a controlled media 
library. The type of media storage is commensurate with the security category and/or classification 
of the information residing on the media. Controlled areas are areas for which organizations 
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provide sufficient physical and procedural safeguards to meet the requirements established for 
protecting information and/or information systems. For media containing information determined 
by organizations to be in the public domain, to be publicly releasable, or to have limited or no 
adverse impact on organizations or individuals if accessed by other than authorized personnel, 
fewer safeguards may be needed. In these situations, physical access controls provide adequate 
protection. Related controls: CP-6, CP-9, MP-2, MP-7, PE-3. 

Control Enhancements: 

(1) MEDIA STORAGE  | CRYPTOGRAPHIC PROTECTION  
[Withdrawn: Incorporated into SC-28 (1)]. 

(2) MEDIA STORAGE | AUTOMATED RESTRICTED ACCESS  
The organization employs automated mechanisms to restrict access to media storage areas and to 
audit access attempts and access granted. 

Supplemental Guidance:  Automated mechanisms can include, for example, keypads on the 
external entries to media storage areas. Related controls: AU-2, AU-9, AU-6, AU-12. 

References:  FIPS Publication 199; NIST Special Publications 800-56, 800-57, 800-111. 

Priority and Baseline Allocation: 

P1 LOW   Not Selected MOD   MP-4 HIGH   MP-4 
 

MP-5 MEDIA TRANSPORT 

Control:  The organization: 

a. Protects and controls [Assignment: organization-defined types of information system media] 
during transport outside of controlled areas using [Assignment: organization-defined security 
safeguards]; 

b. Maintains accountability for information system media during transport outside of controlled 
areas; 

c. Documents activities associated with the transport of information system media; and 

d. Restricts the activities associated with the transport of information system media to authorized 
personnel. 

Supplemental Guidance:  Information system media includes both digital and non-digital media. 
Digital media includes, for example, diskettes, magnetic tapes, external/removable hard disk 
drives, flash drives, compact disks, and digital video disks. Non-digital media includes, for 
example, paper and microfilm. This control also applies to mobile devices with information 
storage capability (e.g., smart phones, tablets, E-readers), that are transported outside of controlled 
areas. Controlled areas are areas or spaces for which organizations provide sufficient physical 
and/or procedural safeguards to meet the requirements established for protecting information 
and/or information systems.   

Physical and technical safeguards for media are commensurate with the security category or 
classification of the information residing on the media. Safeguards to protect media during 
transport include, for example, locked containers and cryptography. Cryptographic mechanisms 
can provide confidentiality and integrity protections depending upon the mechanisms used. 
Activities associated with transport include the actual transport as well as those activities such as 
releasing media for transport and ensuring that media enters the appropriate transport processes. 
For the actual transport, authorized transport and courier personnel may include individuals from 
outside the organization (e.g., U.S. Postal Service or a commercial transport or delivery service). 
Maintaining accountability of media during transport includes, for example, restricting transport 
activities to authorized personnel, and tracking and/or obtaining explicit records of transport 
activities as the media moves through the transportation system to prevent and detect loss, 
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destruction, or tampering. Organizations establish documentation requirements for activities 
associated with the transport of information system media in accordance with organizational 
assessments of risk to include the flexibility to define different record-keeping methods for the 
different types of media transport as part of an overall system of transport-related records. Related 
controls: AC-19, CP-9, MP-3, MP-4, RA-3, SC-8, SC-13, SC-28. 

Control Enhancements: 

(1) MEDIA TRANSPORT | PROTECTION OUTSIDE OF CONTROLLED AREAS 
[Withdrawn: Incorporated into MP-5]. 

(2) MEDIA TRANSPORT | DOCUMENTATION OF ACTIVITIES  
[Withdrawn: Incorporated into MP-5]. 

(3) MEDIA TRANSPORT | CUSTODIANS  
The organization employs an identified custodian during transport of information system media 
outside of controlled areas. 
Supplemental Guidance:  Identified custodians provide organizations with specific points of 
contact during the media transport process and facilitate individual accountability. Custodial 
responsibilities can be transferred from one individual to another as long as an unambiguous 
custodian is identified at all times. 

(4) MEDIA TRANSPORT | CRYPTOGRAPHIC PROTECTION  
The information system implements cryptographic mechanisms to protect the confidentiality and 
integrity of information stored on digital media during transport outside of controlled areas. 

Supplemental Guidance:  This control enhancement applies to both portable storage devices 
(e.g., USB memory sticks, compact disks, digital video disks, external/removable hard disk 
drives) and mobile devices with storage capability (e.g., smart phones, tablets, E-readers). 
Related control: MP-2. 

References:  FIPS Publication 199; NIST Special Publication 800-60. 

Priority and Baseline Allocation: 

P1 LOW   Not Selected MOD   MP-5 (4) HIGH   MP-5 (4) 
 

MP-6 MEDIA SANITIZATION 

Control:  The organization: 

a. Sanitizes [Assignment: organization-defined information system media] prior to disposal, 
release out of organizational control, or release for reuse using [Assignment: organization-
defined sanitization techniques and procedures] in accordance with applicable federal and 
organizational standards and policies; and 

b. Employs sanitization mechanisms with the strength and integrity commensurate with the 
security category or classification of the information. 

Supplemental Guidance:   This control applies to all information system media, both digital and non-
digital, subject to disposal or reuse, whether or not the media is considered removable. Examples 
include media found in scanners, copiers, printers, notebook computers, workstations, network 
components, and mobile devices. The sanitization process removes information from the media 
such that the information cannot be retrieved or reconstructed. Sanitization techniques, including 
clearing, purging, cryptographic erase, and destruction, prevent the disclosure of information to 
unauthorized individuals when such media is reused or released for disposal. Organizations 
determine the appropriate sanitization methods recognizing that destruction is sometimes 
necessary when other methods cannot be applied to media requiring sanitization. Organizations 
use discretion on the employment of approved sanitization techniques and procedures for media 
containing information deemed to be in the public domain or publicly releasable, or deemed to 
have no adverse impact on organizations or individuals if released for reuse or disposal. 
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Sanitization of non-digital media includes, for example, removing a classified appendix from an 
otherwise unclassified document, or redacting selected sections or words from a document by 
obscuring the redacted sections/words in a manner equivalent in effectiveness to removing them 
from the document. NSA standards and policies control the sanitization process for media 
containing classified information. Related controls: MA-2, MA-4, RA-3, SC-4. 

Control Enhancements: 

(1) MEDIA SANITIZATION | REVIEW / APPROVE / TRACK / DOCUMENT / VERIFY  
The organization reviews, approves, tracks, documents, and verifies media sanitization and 
disposal actions. 

Supplemental Guidance:  Organizations review and approve media to be sanitized to ensure 
compliance with records-retention policies. Tracking/documenting actions include, for 
example, listing personnel who reviewed and approved sanitization and disposal actions, 
types of media sanitized, specific files stored on the media, sanitization methods used, date 
and time of the sanitization actions, personnel who performed the sanitization, verification 
actions taken, personnel who performed the verification, and disposal action taken. 
Organizations verify that the sanitization of the media was effective prior to disposal. Related 
control: SI-12. 

(2) MEDIA SANITIZATION | EQUIPMENT TESTING  
The organization tests sanitization equipment and procedures [Assignment: organization-defined 
frequency] to verify that the intended sanitization is being achieved. 
Supplemental Guidance:  Testing of sanitization equipment and procedures may be conducted by 
qualified and authorized external entities (e.g., other federal agencies or external service 
providers). 

(3) MEDIA SANITIZATION | NONDESTRUCTIVE TECHNIQUES  
The organization applies nondestructive sanitization techniques to portable storage devices prior 
to connecting such devices to the information system under the following circumstances: 
[Assignment: organization-defined circumstances requiring sanitization of portable storage 
devices]. 

Supplemental Guidance:  This control enhancement applies to digital media containing classified 
information and Controlled Unclassified Information (CUI). Portable storage devices can be 
the source of malicious code insertions into organizational information systems. Many of 
these devices are obtained from unknown and potentially untrustworthy sources and may 
contain malicious code that can be readily transferred to information systems through USB 
ports or other entry portals. While scanning such storage devices is always recommended, 
sanitization provides additional assurance that the devices are free of malicious code to 
include code capable of initiating zero-day attacks. Organizations consider nondestructive 
sanitization of portable storage devices when such devices are first purchased from the 
manufacturer or vendor prior to initial use or when organizations lose a positive chain of 
custody for the devices. Related control: SI-3. 

(4) MEDIA SANITIZATION | CONTROLLED UNCLASSIFIED INFORMATION 
[Withdrawn: Incorporated into MP-6]. 

(5) MEDIA SANITIZATION | CLASSIFIED INFORMATION  
[Withdrawn: Incorporated into MP-6]. 

(6) MEDIA SANITIZATION | MEDIA DESTRUCTION 
[Withdrawn: Incorporated into MP-6]. 

(7) MEDIA SANITIZATION | DUAL AUTHORIZATION  
The organization enforces dual authorization for the sanitization of [Assignment: organization-
defined information system media]. 

Supplemental Guidance:  Organizations employ dual authorization to ensure that information 
system media sanitization cannot occur unless two technically qualified individuals conduct 
the task. Individuals sanitizing information system media possess sufficient skills/expertise to 
determine if the proposed sanitization reflects applicable federal/organizational standards, 
policies, and procedures. Dual authorization also helps to ensure that sanitization occurs as 
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intended, both protecting against errors and false claims of having performed the sanitization 
actions. Dual authorization may also be known as two-person control. Related controls: AC-3, 
MP-2. 

(8) MEDIA SANITIZATION | REMOTE PURGING / WIPING OF INFORMATION 
The organization provides the capability to purge/wipe information from [Assignment: 
organization-defined information systems, system components, or devices] either remotely or 
under the following conditions: [Assignment: organization-defined conditions]. 

Supplemental Guidance:  This control enhancement protects data/information on organizational 
information systems, system components, or devices (e.g., mobile devices) if such systems, 
components, or devices are obtained by unauthorized individuals. Remote purge/wipe 
commands require strong authentication to mitigate the risk of unauthorized individuals 
purging/wiping the system/component/device. The purge/wipe function can be implemented 
in a variety of ways including, for example, by overwriting data/information multiple times or 
by destroying the key necessary to decrypt encrypted data. 

References:  FIPS Publication 199; NIST Special Publications 800-60, 800-88; Web: 
http://www.nsa.gov/ia/mitigation_guidance/media_destruction_guidance/index.shtml. 

Priority and Baseline Allocation: 

P1 LOW   MP-6 MOD   MP-6 HIGH   MP-6 (1) (2) (3) 
 

MP-7 MEDIA USE 

Control:  The organization [Selection: restricts; prohibits] the use of [Assignment: organization-
defined types of information system media] on [Assignment: organization-defined information 
systems or system components] using [Assignment: organization-defined security safeguards]. 

Supplemental Guidance:  Information system media includes both digital and non-digital media. 
Digital media includes, for example, diskettes, magnetic tapes, external/removable hard disk 
drives, flash drives, compact disks, and digital video disks. Non-digital media includes, for 
example, paper and microfilm. This control also applies to mobile devices with information 
storage capability (e.g., smart phones, tablets, E-readers). In contrast to MP-2, which restricts user 
access to media, this control restricts the use of certain types of media on information systems, for 
example, restricting/prohibiting the use of flash drives or external hard disk drives. Organizations 
can employ technical and nontechnical safeguards (e.g., policies, procedures, rules of behavior) to 
restrict the use of information system media. Organizations may restrict the use of portable storage 
devices, for example, by using physical cages on workstations to prohibit access to certain external 
ports, or disabling/removing the ability to insert, read or write to such devices. Organizations may 
also limit the use of portable storage devices to only approved devices including, for example, 
devices provided by the organization, devices provided by other approved organizations, and 
devices that are not personally owned. Finally, organizations may restrict the use of portable 
storage devices based on the type of device, for example, prohibiting the use of writeable, portable 
storage devices, and implementing this restriction by disabling or removing the capability to write 
to such devices. Related controls: AC-19, PL-4. 

Control Enhancements: 

(1) MEDIA USE | PROHIBIT USE WITHOUT OWNER  
The organization prohibits the use of portable storage devices in organizational information 
systems when such devices have no identifiable owner. 

Supplemental Guidance:  Requiring identifiable owners (e.g., individuals, organizations, or 
projects) for portable storage devices reduces the risk of using such technologies by allowing 
organizations to assign responsibility and accountability for addressing known vulnerabilities 
in the devices (e.g., malicious code insertion). Related control: PL-4. 
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(2) MEDIA USE | PROHIBIT USE OF SANITIZATION-RESISTANT MEDIA  
The organization prohibits the use of sanitization-resistant media in organizational information 
systems. 

Supplemental Guidance:  Sanitation-resistance applies to the capability to purge information 
from media. Certain types of media do not support sanitize commands, or if supported, the 
interfaces are not supported in a standardized way across these devices. Sanitation-resistant 
media include, for example, compact flash, embedded flash on boards and devices, solid state 
drives, and USB removable media. Related control: MP-6. 

References:  FIPS Publication 199; NIST Special Publication 800-111. 

Priority and Baseline Allocation: 

P1 LOW   MP-7 MOD   MP-7 (1) HIGH   MP-7 (1) 
 

MP-8 MEDIA DOWNGRADING 

Control:  The organization: 

a. Establishes [Assignment: organization-defined information system media downgrading 
process] that includes employing downgrading mechanisms with [Assignment: organization-
defined strength and integrity]; 

b. Ensures that the information system media downgrading process is commensurate with the 
security category and/or classification level of the information to be removed and the access 
authorizations of the potential recipients of the downgraded information; 

c. Identifies [Assignment: organization-defined information system media requiring 
downgrading]; and 

d. Downgrades the identified information system media using the established process. 

Supplemental Guidance:  This control applies to all information system media, digital and non-
digital, subject to release outside of the organization, whether or not the media is considered 
removable. The downgrading process, when applied to system media, removes information from 
the media, typically by security category or classification level, such that the information cannot 
be retrieved or reconstructed. Downgrading of media includes redacting information to enable 
wider release and distribution. Downgrading of media also ensures that empty space on the media 
(e.g., slack space within files) is devoid of information. 

Control Enhancements: 

(1) MEDIA DOWNGRADING  | DOCUMENTATION OF PROCESS 
The organization documents information system media downgrading actions. 

Supplemental Guidance:  Organizations can document the media downgrading process by 
providing information such as the downgrading technique employed, the identification 
number of the downgraded media, and the identity of the individual that authorized and/or 
performed the downgrading action. 

(2) MEDIA DOWNGRADING  | EQUIPMENT TESTING  
The organization employs [Assignment: organization-defined tests] of downgrading equipment and 
procedures to verify correct performance [Assignment: organization-defined frequency]. 

(3) MEDIA DOWNGRADING  | CONTROLLED UNCLASSIFIED INFORMATION  
The organization downgrades information system media containing [Assignment: organization-
defined Controlled Unclassified Information (CUI)] prior to public release in accordance with 
applicable federal and organizational standards and policies. 

(4) MEDIA DOWNGRADING  | CLASSIFIED INFORMATION 
The organization downgrades information system media containing classified information prior to 
release to individuals without required access authorizations in accordance with NSA standards 
and policies. 
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Supplemental Guidance:  Downgrading of classified information uses approved sanitization 
tools, techniques, and procedures to transfer information confirmed to be unclassified from 
classified information systems to unclassified media. 

References:  None. 

Priority and Baseline Allocation: 

P0 LOW   Not Selected MOD   Not Selected HIGH   Not Selected 
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FAMILY:  PHYSICAL AND ENVIRONMENTAL PROTECTION 

PE-1 PHYSICAL AND ENVIRONMENTAL PROTECTION POLICY AND PROCEDURES 
Control:  The organization: 

a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or 
roles]: 

1. A physical and environmental protection policy that addresses purpose, scope, roles, 
responsibilities, management commitment, coordination among organizational entities, 
and compliance; and 

2. Procedures to facilitate the implementation of the physical and environmental protection 
policy and associated physical and environmental protection controls; and 

b. Reviews and updates the current: 

1. Physical and environmental protection  policy [Assignment: organization-defined 
frequency]; and 

2. Physical and environmental protection procedures [Assignment: organization-defined 
frequency]. 

Supplemental Guidance:  This control addresses the establishment of policy and procedures for the 
effective implementation of selected security controls and control enhancements in the PE family. 
Policy and procedures reflect applicable federal laws, Executive Orders, directives, regulations, 
policies, standards, and guidance. Security program policies and procedures at the organization 
level may make the need for system-specific policies and procedures unnecessary. The policy can 
be included as part of the general information security policy for organizations or conversely, can 
be represented by multiple policies reflecting the complex nature of certain organizations. The 
procedures can be established for the security program in general and for particular information 
systems, if needed. The organizational risk management strategy is a key factor in establishing 
policy and procedures. Related control: PM-9. 

Control Enhancements:  None. 

References:  NIST Special Publications 800-12, 800-100. 

Priority and Baseline Allocation: 

P1 LOW   PE-1 MOD   PE-1 HIGH   PE-1 
 

PE-2 PHYSICAL ACCESS AUTHORIZATIONS 

Control:  The organization: 

a. Develops, approves, and maintains a list of individuals with authorized access to the facility 
where the information system resides; 

b. Issues authorization credentials for facility access; 

c. Reviews the access list detailing authorized facility access by individuals [Assignment: 
organization-defined frequency]; and 

d. Removes individuals from the facility access list when access is no longer required. 

Supplemental Guidance:  This control applies to organizational employees and visitors. Individuals 
(e.g., employees, contractors, and others) with permanent physical access authorization credentials 
are not considered visitors. Authorization credentials include, for example, badges, identification 
cards, and smart cards. Organizations determine the strength of authorization credentials needed 
(including level of forge-proof badges, smart cards, or identification cards) consistent with federal 
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standards, policies, and procedures. This control only applies to areas within facilities that have 
not been designated as publicly accessible. Related controls: PE-3, PE-4, PS-3. 

Control Enhancements: 

(1) PHYSICAL ACCESS AUTHORIZATIONS | ACCESS BY POSITION / ROLE  
The organization authorizes physical access to the facility where the information system resides 
based on position or role. 
Supplemental Guidance:  Related controls: AC-2, AC-3, AC-6. 

(2) PHYSICAL ACCESS AUTHORIZATIONS | TWO FORMS OF IDENTIFICATION  
The organization requires two forms of identification from [Assignment: organization-defined list of 
acceptable forms of identification] for visitor access to the facility where the information system 
resides. 

Supplemental Guidance:  Acceptable forms of government photo identification include, for 
example, passports, Personal Identity Verification (PIV) cards, and drivers’ licenses. In the 
case of gaining access to facilities using automated mechanisms, organizations may use PIV 
cards, key cards, PINs, and biometrics. Related controls: IA-2, IA-4, IA-5. 

(3) PHYSICAL ACCESS AUTHORIZATIONS | RESTRICT UNESCORTED ACCESS  
The organization restricts unescorted access to the facility where the information system resides 
to personnel with [Selection (one or more): security clearances for all information contained within 
the system; formal access authorizations for all information contained within the system; need for 
access to all information contained within the system; [Assignment: organization-defined 
credentials]].  

Supplemental Guidance:  Due to the highly sensitive nature of classified information stored 
within certain facilities, it is important that individuals lacking sufficient security clearances, 
access approvals, or need to know, be escorted by individuals with appropriate credentials to 
ensure that such information is not exposed or otherwise compromised. Related controls: PS-
2, PS-6. 

References:  None. 

Priority and Baseline Allocation: 

P1 LOW   PE-2 MOD   PE-2 HIGH   PE-2 
 

PE-3 PHYSICAL ACCESS CONTROL 

Control:  The organization: 

a. Enforces physical access authorizations at [Assignment: organization-defined entry/exit points 
to the facility where the information system resides] by; 

1. Verifying individual access authorizations before granting access to the facility; and 

2. Controlling ingress/egress to the facility using [Selection (one or more): [Assignment: 
organization-defined physical access control systems/devices]; guards]; 

b. Maintains physical access audit logs for [Assignment: organization-defined entry/exit points]; 

c. Provides [Assignment: organization-defined security safeguards] to control access to areas 
within the facility officially designated as publicly accessible; 

d. Escorts visitors and monitors visitor activity [Assignment: organization-defined 
circumstances requiring visitor escorts and monitoring]; 

e. Secures keys, combinations, and other physical access devices; 

f. Inventories [Assignment: organization-defined physical access devices] every [Assignment: 
organization-defined frequency]; and 
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g. Changes combinations and keys [Assignment: organization-defined frequency] and/or when 
keys are lost, combinations are compromised, or individuals are transferred or terminated. 

Supplemental Guidance:  This control applies to organizational employees and visitors. Individuals 
(e.g., employees, contractors, and others) with permanent physical access authorization credentials 
are not considered visitors. Organizations determine the types of facility guards needed including, 
for example, professional physical security staff or other personnel such as administrative staff or 
information system users. Physical access devices include, for example, keys, locks, combinations, 
and card readers. Safeguards for publicly accessible areas within organizational facilities include, 
for example, cameras, monitoring by guards, and isolating selected information systems and/or 
system components in secured areas. Physical access control systems comply with applicable 
federal laws, Executive Orders, directives, policies, regulations, standards, and guidance. The 
Federal Identity, Credential, and Access Management Program provides implementation guidance 
for identity, credential, and access management capabilities for physical access control systems. 
Organizations have flexibility in the types of audit logs employed. Audit logs can be procedural 
(e.g., a written log of individuals accessing the facility and when such access occurred), automated 
(e.g., capturing ID provided by a PIV card), or some combination thereof. Physical access points 
can include facility access points, interior access points to information systems and/or components 
requiring supplemental access controls, or both. Components of organizational information 
systems (e.g., workstations, terminals) may be located in areas designated as publicly accessible 
with organizations safeguarding access to such devices. Related controls: AU-2, AU-6, MP-2, 
MP-4, PE-2, PE-4, PE-5, PS-3, RA-3. 

Control Enhancements: 

(1) PHYSICAL ACCESS CONTROL | INFORMATION SYSTEM ACCESS  
The organization enforces physical access authorizations to the information system in addition to 
the physical access controls for the facility at [Assignment: organization-defined physical spaces 
containing one or more components of the information system]. 

Supplemental Guidance:  This control enhancement provides additional physical security for 
those areas within facilities where there is a concentration of information system components 
(e.g., server rooms, media storage areas, data and communications centers). Related control: 
PS-2. 

(2) PHYSICAL ACCESS CONTROL | FACILITY / INFORMATION SYSTEM BOUNDARIES  
The organization performs security checks [Assignment: organization-defined frequency] at the 
physical boundary of the facility or information system for unauthorized exfiltration of information 
or removal of information system components. 

Supplemental Guidance:  Organizations determine the extent, frequency, and/or randomness of 
security checks to adequately mitigate risk associated with exfiltration. Related controls: AC-
4, SC-7. 

(3) PHYSICAL ACCESS CONTROL | CONTINUOUS GUARDS / ALARMS / MONITORING  
The organization employs guards and/or alarms to monitor every physical access point to the 
facility where the information system resides 24 hours per day, 7 days per week. 

Supplemental Guidance:  Related controls: CP-6, CP-7. 

(4) PHYSICAL ACCESS CONTROL | LOCKABLE CASINGS  
The organization uses lockable physical casings to protect [Assignment: organization-defined 
information system components] from unauthorized physical access. 

(5) PHYSICAL ACCESS CONTROL | TAMPER PROTECTION  
The organization employs [Assignment: organization-defined security safeguards] to [Selection 
(one or more): detect; prevent] physical tampering or alteration of [Assignment: organization-
defined hardware components] within the information system. 
Supplemental Guidance:  Organizations may implement tamper detection/prevention at selected 
hardware components or tamper detection at some components and tamper prevention at other 
components. Tamper detection/prevention activities can employ many types of anti-tamper 
technologies including, for example, tamper-detection seals and anti-tamper coatings. Anti-
tamper programs help to detect hardware alterations through counterfeiting and other supply 
chain-related risks. Related control: SA-12. 
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(6) PHYSICAL ACCESS CONTROL | FACILITY PENETRATION TESTING  
The organization employs a penetration testing process that includes [Assignment: organization-
defined frequency], unannounced attempts to bypass or circumvent security controls associated 
with physical access points to the facility. 

Supplemental Guidance:  Related controls: CA-2, CA-7. 

References:  FIPS Publication 201; NIST Special Publications 800-73, 800-76, 800-78, 800-116; 
ICD 704, 705; DoD Instruction 5200.39; Personal Identity Verification (PIV) in Enterprise 
Physical Access Control System (E-PACS); Web: http://idmanagement.gov, 
http://fips201ep.cio.gov.  

Priority and Baseline Allocation: 

P1 LOW   PE-3 MOD   PE-3 HIGH   PE-3 (1) 
 

PE-4 ACCESS CONTROL FOR TRANSMISSION MEDIUM 

Control:  The organization controls physical access to [Assignment: organization-defined 
information system distribution and transmission lines] within organizational facilities using 
[Assignment: organization-defined security safeguards]. 

Supplemental Guidance:  Physical security safeguards applied to information system distribution and 
transmission lines help to prevent accidental damage, disruption, and physical tampering. In 
addition, physical safeguards may be necessary to help prevent eavesdropping or in transit 
modification of unencrypted transmissions. Security safeguards to control physical access to 
system distribution and transmission lines include, for example: (i) locked wiring closets; (ii) 
disconnected or locked spare jacks; and/or (iii) protection of cabling by conduit or cable trays. 
Related controls: MP-2, MP-4, PE-2, PE-3, PE-5, SC-7, SC-8. 

Control Enhancements:  None. 

References:  NSTISSI No. 7003. 

Priority and Baseline Allocation: 

P1 LOW   Not Selected MOD   PE-4 HIGH   PE-4 
 

PE-5 ACCESS CONTROL FOR OUTPUT DEVICES 

Control:  The organization controls physical access to information system output devices to prevent 
unauthorized individuals from obtaining the output. 

Supplemental Guidance:  Controlling physical access to output devices includes, for example, 
placing output devices in locked rooms or other secured areas and allowing access to authorized 
individuals only, and placing output devices in locations that can be monitored by organizational 
personnel. Monitors, printers, copiers, scanners, facsimile machines, and audio devices are 
examples of information system output devices. Related controls: PE-2, PE-3, PE-4, PE-18.  

Control Enhancements: 

(1) ACCESS CONTROL FOR OUTPUT DEVICES  | ACCESS TO OUTPUT BY AUTHORIZED INDIVIDUALS  
The organization: 

(a) Controls physical access to output from [Assignment: organization-defined output devices]; 
and 

(b) Ensures that only authorized individuals receive output from the device. 
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Supplemental Guidance:  Controlling physical access to selected output devices includes, for 
example, placing printers, copiers, and facsimile machines in controlled areas with keypad 
access controls or limiting access to individuals with certain types of badges. 

(2) ACCESS CONTROL FOR OUTPUT DEVICES  | ACCESS TO OUTPUT BY INDIVIDUAL IDENTITY  
The information system: 

(a) Controls physical access to output from [Assignment: organization-defined output devices]; 
and 

(b) Links individual identity to receipt of the output from the device. 

Supplemental Guidance:  Controlling physical access to selected output devices includes, for 
example, installing security functionality on printers, copiers, and facsimile machines that 
allows organizations to implement authentication (e.g., using a PIN or hardware token) on 
output devices prior to the release of output to individuals. 

(3) ACCESS CONTROL FOR OUTPUT DEVICES  | MARKING OUTPUT DEVICES 
The organization marks [Assignment: organization-defined information system output devices] 
indicating the appropriate security marking of the information permitted to be output from the 
device. 

Supplemental Guidance:  Outputs devices include, for example, printers, monitors, facsimile 
machines, scanners, copiers, and audio devices. This control enhancement is generally 
applicable to information system output devices other than mobiles devices. 

References:  None. 

Priority and Baseline Allocation: 

P2 LOW   Not Selected MOD   PE-5 HIGH   PE-5 
 

PE-6 MONITORING PHYSICAL ACCESS 

Control:  The organization: 

a. Monitors physical access to the facility where the information system resides to detect and 
respond to physical security incidents; 

b. Reviews physical access logs [Assignment: organization-defined frequency] and upon 
occurrence of [Assignment: organization-defined events or potential indications of events]; 
and 

c. Coordinates results of reviews and investigations with the organizational incident response 
capability. 

Supplemental Guidance:  Organizational incident response capabilities include investigations of and 
responses to detected physical security incidents. Security incidents include, for example, apparent 
security violations or suspicious physical access activities. Suspicious physical access activities 
include, for example: (i) accesses outside of normal work hours; (ii) repeated accesses to areas not 
normally accessed; (iii) accesses for unusual lengths of time; and (iv) out-of-sequence accesses. 
Related controls: CA-7, IR-4, IR-8. 

Control Enhancements: 

(1) MONITORING PHYSICAL ACCESS | INTRUSION ALARMS / SURVEILLANCE EQUIPMENT  
The organization monitors physical intrusion alarms and surveillance equipment. 

(2) MONITORING PHYSICAL ACCESS | AUTOMATED INTRUSION RECOGNITION / RESPONSES  
The organization employs automated mechanisms to recognize [Assignment: organization-defined 
classes/types of intrusions] and initiate [Assignment: organization-defined response actions]. 

Supplemental Guidance:  Related control: SI-4. 
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(3) MONITORING PHYSICAL ACCESS | VIDEO SURVEILLANCE  
The organization employs video surveillance of [Assignment: organization-defined operational 
areas] and retains video recordings for [Assignment: organization-defined time period]. 

Supplemental Guidance:  This control enhancement focuses on recording surveillance video 
for purposes of subsequent review, if circumstances so warrant (e.g., a break-in detected by 
other means). It does not require monitoring surveillance video although organizations may 
choose to do so. Note that there may be legal considerations when performing and retaining 
video surveillance, especially if such surveillance is in a public location. 

(4) MONITORING PHYSICAL ACCESS | MONITORING PHYSICAL ACCESS TO INFORMATION SYSTEMS  
The organization monitors physical access to the information system in addition to the physical 
access monitoring of the facility as [Assignment: organization-defined physical spaces containing 
one or more components of the information system]. 

Supplemental Guidance:  This control enhancement provides additional monitoring for those 
areas within facilities where there is a concentration of information system components (e.g., 
server rooms, media storage areas, communications centers). Related controls: PS-2, PS-3. 

References:  None. 

Priority and Baseline Allocation: 

P1 LOW   PE-6 MOD   PE-6 (1) HIGH   PE-6 (1) (4) 
 

PE-7 VISITOR CONTROL 

 [Withdrawn: Incorporated into PE-2 and PE-3]. 
 

PE-8 VISITOR ACCESS RECORDS 

Control:  The organization: 

a. Maintains visitor access records to the facility where the information system resides for 
[Assignment: organization-defined time period]; and 

b. Reviews visitor access records [Assignment: organization-defined frequency]. 

Supplemental Guidance:  Visitor access records include, for example, names and organizations of 
persons visiting, visitor signatures, forms of identification, dates of access, entry and departure 
times, purposes of visits, and names and organizations of persons visited. Visitor access records 
are not required for publicly accessible areas. 

Control Enhancements: 

(1) VISITOR ACCESS RECORDS | AUTOMATED RECORDS MAINTENANCE / REVIEW  
The organization employs automated mechanisms to facilitate the maintenance and review of 
visitor access records. 

(2) VISITOR ACCESS RECORDS | PHYSICAL ACCESS RECORDS 
[Withdrawn: Incorporated into PE-2]. 

References:  None. 

Priority and Baseline Allocation: 

P3 LOW   PE-8 MOD   PE-8 HIGH   PE-8 (1) 
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PE-9 POWER EQUIPMENT AND CABLING 

Control:  The organization protects power equipment and power cabling for the information system 
from damage and destruction. 

Supplemental Guidance:  Organizations determine the types of protection necessary for power 
equipment and cabling employed at different locations both internal and external to organizational 
facilities and environments of operation. This includes, for example, generators and power cabling 
outside of buildings, internal cabling and uninterruptable power sources within an office or data 
center, and power sources for self-contained entities such as vehicles and satellites. Related 
control: PE-4. 

Control Enhancements: 

(1) POWER EQUIPMENT AND CABLING | REDUNDANT CABLING  
The organization employs redundant power cabling paths that are physically separated by 
[Assignment: organization-defined distance]. 

Supplemental Guidance:  Physically separate, redundant power cables help to ensure that power 
continues to flow in the event one of the cables is cut or otherwise damaged. 

(2) POWER EQUIPMENT AND CABLING | AUTOMATIC VOLTAGE CONTROLS  
The organization employs automatic voltage controls for [Assignment: organization-defined critical 
information system components]. 

References:  None. 

Priority and Baseline Allocation: 

P1 LOW   Not Selected MOD   PE-9 HIGH   PE-9 
 

PE-10 EMERGENCY SHUTOFF 

Control:  The organization: 

a. Provides the capability of shutting off power to the information system or individual system 
components in emergency situations; 

b. Places emergency shutoff switches or devices in [Assignment: organization-defined location 
by information system or system component] to facilitate safe and easy access for personnel; 
and 

c. Protects emergency power shutoff capability from unauthorized activation. 

Supplemental Guidance:  This control applies primarily to facilities containing concentrations of 
information system resources including, for example, data centers, server rooms, and mainframe 
computer rooms. Related control: PE-15. 

Control Enhancements: 

(1) EMERGENCY SHUTOFF | ACCIDENTAL / UNAUTHORIZED ACTIVATION 
[Withdrawn: Incorporated into PE-10]. 

References:  None. 

Priority and Baseline Allocation: 

P1 LOW   Not Selected MOD   PE-10 HIGH   PE-10 
 

APPENDIX F-PE   PAGE F-133 



Special Publication 800-53 Revision 4                                  Security and Privacy Controls for Federal Information Systems 
                                                                                               and Organizations 
________________________________________________________________________________________________ 

PE-11 EMERGENCY POWER 

Control:  The organization provides a short-term uninterruptible power supply to facilitate 
[Selection (one or more): an orderly shutdown of the information system; transition of the 
information system to long-term alternate power] in the event of a primary power source loss. 

Supplemental Guidance:  Related controls: AT-3, CP-2, CP-7. 

Control Enhancements: 

(1) EMERGENCY POWER  | LONG-TERM ALTERNATE POWER SUPPLY - MINIMAL OPERATIONAL CAPABILITY  
The organization provides a long-term alternate power supply for the information system that is 
capable of maintaining minimally required operational capability in the event of an extended loss of 
the primary power source. 
Supplemental Guidance:  This control enhancement can be satisfied, for example, by the use of a 
secondary commercial power supply or other external power supply. Long-term alternate 
power supplies for the information system can be either manually or automatically activated. 

(2) EMERGENCY POWER  | LONG-TERM ALTERNATE POWER SUPPLY - SELF-CONTAINED 
The organization provides a long-term alternate power supply for the information system that is: 

(a) Self-contained; 

(b) Not reliant on external power generation; and 

(c) Capable of maintaining [Selection: minimally required operational capability; full operational 
capability] in the event of an extended loss of the primary power source. 

Supplemental Guidance:  This control enhancement can be satisfied, for example, by the use of 
one or more generators with sufficient capacity to meet the needs of the organization. Long-
term alternate power supplies for organizational information systems are either manually or 
automatically activated. 

References:  None. 

Priority and Baseline Allocation: 

P1 LOW   Not Selected MOD   PE-11 HIGH   PE-11 (1) 
 

PE-12 EMERGENCY LIGHTING 

Control:  The organization employs and maintains automatic emergency lighting for the 
information system that activates in the event of a power outage or disruption and that covers 
emergency exits and evacuation routes within the facility. 

Supplemental Guidance:  This control applies primarily to facilities containing concentrations of 
information system resources including, for example, data centers, server rooms, and mainframe 
computer rooms. Related controls: CP-2, CP-7. 

Control Enhancements: 

(1) EMERGENCY LIGHTING  | ESSENTIAL MISSIONS / BUSINESS FUNCTIONS 
The organization provides emergency lighting for all areas within the facility supporting essential 
missions and business functions. 

References:  None. 

Priority and Baseline Allocation: 

P1 LOW   PE-12 MOD   PE-12 HIGH   PE-12 
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PE-13 FIRE PROTECTION 

Control:  The organization employs and maintains fire suppression and detection devices/systems 
for the information system that are supported by an independent energy source. 

Supplemental Guidance:  This control applies primarily to facilities containing concentrations of 
information system resources including, for example, data centers, server rooms, and mainframe 
computer rooms. Fire suppression and detection devices/systems include, for example, sprinkler 
systems, handheld fire extinguishers, fixed fire hoses, and smoke detectors. 

Control Enhancements: 

(1) FIRE PROTECTION | DETECTION DEVICES / SYSTEMS  
The organization employs fire detection devices/systems for the information system that activate 
automatically and notify [Assignment: organization-defined personnel or roles] and [Assignment: 
organization-defined emergency responders] in the event of a fire. 

Supplemental Guidance:  Organizations can identify specific personnel, roles, and emergency 
responders in the event that individuals on the notification list must have appropriate access 
authorizations and/or clearances, for example, to obtain access to facilities where classified 
operations are taking place or where there are information systems containing classified 
information. 

(2) FIRE PROTECTION | SUPPRESSION DEVICES / SYSTEMS  
The organization employs fire suppression devices/systems for the information system that 
provide automatic notification of any activation to Assignment: organization-defined personnel or 
roles] and [Assignment: organization-defined emergency responders]. 

Supplemental Guidance:  Organizations can identify specific personnel, roles, and emergency 
responders in the event that individuals on the notification list must have appropriate access 
authorizations and/or clearances, for example, to obtain access to facilities where classified 
operations are taking place or where there are information systems containing classified 
information. 

(3) FIRE PROTECTION | AUTOMATIC FIRE SUPPRESSION  
The organization employs an automatic fire suppression capability for the information system 
when the facility is not staffed on a continuous basis. 

(4) FIRE PROTECTION | INSPECTIONS  
The organization ensures that the facility undergoes [Assignment: organization-defined frequency] 
inspections by authorized and qualified inspectors and resolves identified deficiencies within 
[Assignment: organization-defined time period]. 

References:  None. 

Priority and Baseline Allocation: 

P1 LOW   PE-13 MOD   PE-13 (3) HIGH   PE-13 (1) (2) (3) 
 

PE-14 TEMPERATURE AND HUMIDITY CONTROLS 

Control:  The organization: 

a. Maintains temperature and humidity levels within the facility where the information system 
resides at [Assignment: organization-defined acceptable levels]; and 

b. Monitors temperature and humidity levels [Assignment: organization-defined frequency]. 

Supplemental Guidance:  This control applies primarily to facilities containing concentrations of 
information system resources, for example, data centers, server rooms, and mainframe computer 
rooms. Related control: AT-3. 
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Control Enhancements: 

(1) TEMPERATURE AND HUMIDITY CONTROLS | AUTOMATIC CONTROLS  
The organization employs automatic temperature and humidity controls in the facility to prevent 
fluctuations potentially harmful to the information system. 

(2) TEMPERATURE AND HUMIDITY CONTROLS | MONITORING WITH ALARMS / NOTIFICATIONS  
The organization employs temperature and humidity monitoring that provides an alarm or 
notification of changes potentially harmful to personnel or equipment. 

References:  None. 

Priority and Baseline Allocation: 

P1 LOW   PE-14 MOD   PE-14 HIGH   PE-14 
 

PE-15 WATER DAMAGE PROTECTION 

Control:  The organization protects the information system from damage resulting from water 
leakage by providing master shutoff or isolation valves that are accessible, working properly, and 
known to key personnel. 

Supplemental Guidance:  This control applies primarily to facilities containing concentrations of 
information system resources including, for example, data centers, server rooms, and mainframe 
computer rooms. Isolation valves can be employed in addition to or in lieu of master shutoff 
valves to shut off water supplies in specific areas of concern, without affecting entire 
organizations. Related control: AT-3. 

Control Enhancements: 

(1) WATER DAMAGE PROTECTION | AUTOMATION SUPPORT  
The organization employs automated mechanisms to detect the presence of water in the vicinity of 
the information system and alerts [Assignment: organization-defined personnel or roles]. 

Supplemental Guidance:  Automated mechanisms can include, for example, water detection 
sensors, alarms, and notification systems. 

References:  None. 

Priority and Baseline Allocation: 

P1 LOW   PE-15 MOD   PE-15 HIGH   PE-15 (1) 
 

PE-16 DELIVERY AND REMOVAL 

Control:  The organization authorizes, monitors, and controls [Assignment: organization-defined 
types of information system components] entering and exiting the facility and maintains records of 
those items. 

Supplemental Guidance:  Effectively enforcing authorizations for entry and exit of information 
system components may require restricting access to delivery areas and possibly isolating the 
areas from the information system and media libraries. Related controls: CM-3, MA-2, MA-3, 
MP-5, SA-12. 

Control Enhancements:  None. 

References:  None. 
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Priority and Baseline Allocation: 

P2 LOW   PE-16 MOD   PE-16 HIGH   PE-16 
 

PE-17 ALTERNATE WORK SITE 

Control:  The organization: 

a. Employs [Assignment: organization-defined security controls] at alternate work sites; 

b. Assesses as feasible, the effectiveness of security controls at alternate work sites; and 

c. Provides a means for employees to communicate with information security personnel in case 
of security incidents or problems. 

Supplemental Guidance:  Alternate work sites may include, for example, government facilities or 
private residences of employees. While commonly distinct from alternative processing sites, 
alternate work sites may provide readily available alternate locations as part of contingency 
operations. Organizations may define different sets of security controls for specific alternate work 
sites or types of sites depending on the work-related activities conducted at those sites. This 
control supports the contingency planning activities of organizations and the federal telework 
initiative. Related controls: AC-17, CP-7. 

Control Enhancements:  None. 

References:  NIST Special Publication 800-46. 

Priority and Baseline Allocation: 

P2 LOW   Not Selected MOD   PE-17 HIGH   PE-17 
 

PE-18 LOCATION OF INFORMATION SYSTEM COMPONENTS 

Control:  The organization positions information system components within the facility to minimize 
potential damage from [Assignment: organization-defined physical and environmental hazards] 
and to minimize the opportunity for unauthorized access. 

Supplemental Guidance:  Physical and environmental hazards include, for example, flooding, fire, 
tornados, earthquakes, hurricanes, acts of terrorism, vandalism, electromagnetic pulse, electrical 
interference, and other forms of incoming electromagnetic radiation. In addition, organizations 
consider the location of physical entry points where unauthorized individuals, while not being 
granted access, might nonetheless be in close proximity to information systems and therefore 
increase the potential for unauthorized access to organizational communications (e.g., through the 
use of wireless sniffers or microphones). Related controls: CP-2, PE-19, RA-3. 

Control Enhancements: 

(1) LOCATION OF INFORMATION SYSTEM COMPONENTS | FACILITY SITE 
The organization plans the location or site of the facility where the information system resides with 
regard to physical and environmental hazards and for existing facilities, considers the physical and 
environmental hazards in its risk mitigation strategy. 

Supplemental Guidance:  Related control: PM-8. 

References:  None. 

Priority and Baseline Allocation: 

P3 LOW   Not Selected MOD   Not Selected HIGH   PE-18 
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PE-19 INFORMATION LEAKAGE 

Control:  The organization protects the information system from information leakage due to 
electromagnetic signals emanations. 

Supplemental Guidance:  Information leakage is the intentional or unintentional release of 
information to an untrusted environment from electromagnetic signals emanations. Security 
categories or classifications of information systems (with respect to confidentiality) and 
organizational security policies guide the selection of security controls employed to protect 
systems against information leakage due to electromagnetic signals emanations. 

Control Enhancements: 

(1) INFORMATION LEAKAGE | NATIONAL EMISSIONS / TEMPEST POLICIES AND PROCEDURES  
The organization ensures that information system components, associated data communications, 
and networks are protected in accordance with national emissions and TEMPEST policies and 
procedures based on the security category or classification of the information. 

References:  FIPS Publication 199. 

Priority and Baseline Allocation: 

P0 LOW   Not Selected MOD   Not Selected HIGH   Not Selected 
 

PE-20 ASSET MONITORING AND TRACKING 

Control:  The organization: 

a. Employs [Assignment: organization-defined asset location technologies] to track and monitor 
the location and movement of [Assignment: organization-defined assets] within [Assignment: 
organization-defined controlled areas]; and 

b. Ensures that asset location technologies are employed in accordance with applicable federal 
laws, Executive Orders, directives, regulations, policies, standards, and guidance. 

Supplemental Guidance:  Asset location technologies can help organizations ensure that critical 
assets such as vehicles or essential information system components remain in authorized locations. 
Organizations consult with the Office of the General Counsel and the Senior Agency Official for 
Privacy (SAOP)/Chief Privacy Officer (CPO) regarding the deployment and use of asset location 
technologies to address potential privacy concerns. Related control: CM-8. 

Control Enhancements:  None. 

References:  None. 

Priority and Baseline Allocation: 

P0 LOW   Not Selected MOD   Not Selected HIGH   Not Selected 
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FAMILY:  PLANNING 

PL-1 SECURITY PLANNING POLICY AND PROCEDURES  
Control:  The organization: 

a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or 
roles]: 

1. A security planning policy that addresses purpose, scope, roles, responsibilities, 
management commitment, coordination among organizational entities, and compliance; 
and 

2. Procedures to facilitate the implementation of the security planning policy and associated 
security planning controls; and 

b. Reviews and updates the current: 

1. Security planning policy [Assignment: organization-defined frequency]; and 

2. Security planning procedures [Assignment: organization-defined frequency]. 

Supplemental Guidance:  This control addresses the establishment of policy and procedures for the 
effective implementation of selected security controls and control enhancements in the PL family. 
Policy and procedures reflect applicable federal laws, Executive Orders, directives, regulations, 
policies, standards, and guidance. Security program policies and procedures at the organization 
level may make the need for system-specific policies and procedures unnecessary. The policy can 
be included as part of the general information security policy for organizations or conversely, can 
be represented by multiple policies reflecting the complex nature of certain organizations. The 
procedures can be established for the security program in general and for particular information 
systems, if needed. The organizational risk management strategy is a key factor in establishing 
policy and procedures. Related control: PM-9. 

Control Enhancements:  None. 

References:  NIST Special Publications 800-12, 800-18, 800-100. 

Priority and Baseline Allocation: 

P1 LOW   PL-1 MOD   PL-1 HIGH   PL-1 
 

PL-2 SYSTEM SECURITY PLAN 

 Control:  The organization: 

a. Develops a security plan for the information system that: 

1. Is consistent with the organization’s enterprise architecture; 

2. Explicitly defines the authorization boundary for the system; 

3. Describes the operational context of the information system in terms of missions and 
business processes; 

4. Provides the security categorization of the information system including supporting 
rationale; 

5. Describes the operational environment for the information system and relationships with 
or connections to other information systems; 

6. Provides an overview of the security requirements for the system; 

7. Identifies any relevant overlays, if applicable; 
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8. Describes the security controls in place or planned for meeting those requirements 
including a rationale for the tailoring decisions; and 

9. Is reviewed and approved by the authorizing official or designated representative prior to 
plan implementation; 

b. Distributes copies of the security plan and communicates subsequent changes to the plan to 
[Assignment: organization-defined personnel or roles]; 

c. Reviews the security plan for the information system [Assignment: organization-defined 
frequency];  

d. Updates the plan to address changes to the information system/environment of operation or 
problems identified during plan implementation or security control assessments; and 

e. Protects the security plan from unauthorized disclosure and modification. 

Supplemental Guidance:  Security plans relate security requirements to a set of security controls and 
control enhancements. Security plans also describe, at a high level, how the security controls and 
control enhancements meet those security requirements, but do not provide detailed, technical 
descriptions of the specific design or implementation of the controls/enhancements. Security plans 
contain sufficient information (including the specification of parameter values for assignment and 
selection statements either explicitly or by reference) to enable a design and implementation that is 
unambiguously compliant with the intent of the plans and subsequent determinations of risk to 
organizational operations and assets, individuals, other organizations, and the Nation if the plan is 
implemented as intended. Organizations can also apply tailoring guidance to the security control 
baselines in Appendix D and CNSS Instruction 1253 to develop overlays for community-wide use 
or to address specialized requirements, technologies, or missions/environments of operation (e.g., 
DoD-tactical, Federal Public Key Infrastructure, or Federal Identity, Credential, and Access 
Management, space operations). Appendix I provides guidance on developing overlays. 

Security plans need not be single documents; the plans can be a collection of various documents 
including documents that already exist. Effective security plans make extensive use of references 
to policies, procedures, and additional documents (e.g., design and implementation specifications) 
where more detailed information can be obtained. This reduces the documentation requirements 
associated with security programs and maintains security-related information in other established 
management/operational areas related to enterprise architecture, system development life cycle, 
systems engineering, and acquisition. For example, security plans do not contain detailed 
contingency plan or incident response plan information but instead provide explicitly or by 
reference, sufficient information to define what needs to be accomplished by those plans. Related 
controls: AC-2, AC-6, AC-14, AC-17, AC-20, CA-2, CA-3, CA-7, CM-9, CP-2, IR-8, MA-4, 
MA-5, MP-2, MP-4, MP-5, PL-7, PM-1, PM-7, PM-8, PM-9, PM-11, SA-5, SA-17. 

Control Enhancements: 

(1) SYSTEM SECURITY PLAN | CONCEPT OF OPERATIONS  
[Withdrawn: Incorporated into PL-7]. 

(2) SYSTEM SECURITY PLAN | FUNCTIONAL ARCHITECTURE 
 [Withdrawn: Incorporated into PL-8]. 

(3) SYSTEM SECURITY PLAN | PLAN / COORDINATE WITH OTHER ORGANIZATIONAL ENTITIES  
The organization plans and coordinates security-related activities affecting the information system 
with [Assignment: organization-defined individuals or groups] before conducting such activities in 
order to reduce the impact on other organizational entities. 

Supplemental Guidance:  Security-related activities include, for example, security assessments, 
audits, hardware and software maintenance, patch management, and contingency plan testing. 
Advance planning and coordination includes emergency and nonemergency (i.e., planned or 
nonurgent unplanned) situations. The process defined by organizations to plan and coordinate 
security-related activities can be included in security plans for information systems or other 
documents, as appropriate. Related controls: CP-4, IR-4.  
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References:  NIST Special Publication 800-18. 

Priority and Baseline Allocation: 

P1 LOW   PL-2 MOD   PL-2 (3) HIGH   PL-2 (3) 
 

PL-3 SYSTEM SECURITY PLAN UPDATE 

 [Withdrawn: Incorporated into PL-2]. 
 

PL-4 RULES OF BEHAVIOR 

 Control:  The organization: 

a. Establishes and makes readily available to individuals requiring access to the information 
system, the rules that describe their responsibilities and expected behavior with regard to 
information and information system usage; 

b. Receives a signed acknowledgment from such individuals, indicating that they have read, 
understand, and agree to abide by the rules of behavior, before authorizing access to 
information and the information system; 

c. Reviews and updates the rules of behavior [Assignment: organization-defined frequency]; and 

d. Requires individuals who have signed a previous version of the rules of behavior to read and 
resign when the rules of behavior are revised/updated. 

Supplemental Guidance:  This control enhancement applies to organizational users. Organizations 
consider rules of behavior based on individual user roles and responsibilities, differentiating, for 
example, between rules that apply to privileged users and rules that apply to general users. 
Establishing rules of behavior for some types of non-organizational users including, for example, 
individuals who simply receive data/information from federal information systems, is often not 
feasible given the large number of such users and the limited nature of their interactions with the 
systems. Rules of behavior for both organizational and non-organizational users can also be 
established in AC-8, System Use Notification. PL-4 b. (the signed acknowledgment portion of this 
control) may be satisfied by the security awareness training and role-based security training 
programs conducted by organizations if such training includes rules of behavior. Organizations 
can use electronic signatures for acknowledging rules of behavior. Related controls: AC-2, AC-6, 
AC-8, AC-9, AC-17, AC-18, AC-19, AC-20, AT-2, AT-3, CM-11, IA-2, IA-4, IA-5, MP-7, PS-6, 
PS-8, SA-5. 

Control Enhancements: 

(1) RULES OF BEHAVIOR | SOCIAL MEDIA AND NETWORKING RESTRICTIONS  
The organization includes in the rules of behavior, explicit restrictions on the use of social 
media/networking sites and posting organizational information on public websites. 
Supplemental Guidance:  This control enhancement addresses rules of behavior related to the 
use of social media/networking sites: (i) when organizational personnel are using such sites 
for official duties or in the conduct of official business; (ii) when organizational information 
is involved in social media/networking transactions; and (iii) when personnel are accessing 
social media/networking sites from organizational information systems. Organizations also 
address specific rules that prevent unauthorized entities from obtaining and/or inferring non-
public organizational information (e.g., system account information, personally identifiable 
information) from social media/networking sites. 

References:  NIST Special Publication 800-18. 
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Priority and Baseline Allocation: 

P2 LOW   PL-4 MOD   PL-4 (1) HIGH   PL-4 (1) 
 

PL-5 PRIVACY IMPACT ASSESSMENT 

 [Withdrawn: Incorporated into Appendix J, AR-2].  
 

PL-6 SECURITY-RELATED ACTIVITY PLANNING 

 [Withdrawn: Incorporated into PL-2]. 
 

PL-7 SECURITY CONCEPT OF OPERATIONS 

 Control:  The organization: 

a. Develops a security Concept of Operations (CONOPS) for the information system containing 
at a minimum, how the organization intends to operate the system from the perspective of 
information security; and 

b. Reviews and updates the CONOPS [Assignment: organization-defined frequency]. 

Supplemental Guidance:  The security CONOPS may be included in the security plan for the 
information system or in other system development life cycle-related documents, as appropriate. 
Changes to the CONOPS are reflected in ongoing updates to the security plan, the information 
security architecture, and other appropriate organizational documents (e.g., security specifications 
for procurements/acquisitions, system development life cycle documents, and systems/security 
engineering documents). Related control: PL-2. 

Control Enhancements:  None. 

References:  None. 

Priority and Baseline Allocation: 

P0 LOW   Not Selected MOD   Not Selected HIGH   Not Selected 
 

PL-8 INFORMATION SECURITY ARCHITECTURE 

 Control:  The organization: 

a. Develops an information security architecture for the information system that: 

1. Describes the overall philosophy, requirements, and approach to be taken with regard to 
protecting the confidentiality, integrity, and availability of organizational information; 

2. Describes how the information security architecture is integrated into and supports the 
enterprise architecture; and 

3. Describes any information security assumptions about, and dependencies on, external 
services; 

b. Reviews and updates the information security architecture [Assignment: organization-defined 
frequency] to reflect updates in the enterprise architecture; and 
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c. Ensures that planned information security architecture changes are reflected in the security 
plan, the security Concept of Operations (CONOPS), and organizational 
procurements/acquisitions. 

Supplemental Guidance:  This control addresses actions taken by organizations in the design and 
development of information systems. The information security architecture at the individual 
information system level is consistent with and complements the more global, organization-wide 
information security architecture described in PM-7 that is integral to and developed as part of the 
enterprise architecture. The information security architecture includes an architectural description, 
the placement/allocation of security functionality (including security controls), security-related 
information for external interfaces, information being exchanged across the interfaces, and the 
protection mechanisms associated with each interface. In addition, the security architecture can 
include other important security-related information, for example, user roles and access privileges 
assigned to each role, unique security requirements, the types of information processed, stored, 
and transmitted by the information system, restoration priorities of information and information 
system services, and any other specific protection needs. 

In today’s modern architecture, it is becoming less common for organizations to control all 
information resources. There are going to be key dependencies on external information services 
and service providers. Describing such dependencies in the information security architecture is 
important to developing a comprehensive mission/business protection strategy. Establishing, 
developing, documenting, and maintaining under configuration control, a baseline configuration 
for organizational information systems is critical to implementing and maintaining an effective 
information security architecture. The development of the information security architecture is 
coordinated with the Senior Agency Official for Privacy (SAOP)/Chief Privacy Officer (CPO) to 
ensure that security controls needed to support privacy requirements are identified and effectively 
implemented. PL-8 is primarily directed at organizations (i.e., internally focused) to help ensure 
that organizations develop an information security architecture for the information system, and 
that the security architecture is integrated with or tightly coupled to the enterprise architecture 
through the organization-wide information security architecture. In contrast, SA-17 is primarily 
directed at external information technology product/system developers and integrators (although 
SA-17 could be used internally within organizations for in-house system development). SA-17, 
which is complementary to PL-8, is selected when organizations outsource the development of 
information systems or information system components to external entities, and there is a need to 
demonstrate/show consistency with the organization’s enterprise architecture and information 
security architecture. Related controls: CM-2, CM-6, PL-2, PM-7, SA-5, SA-17, Appendix J. 

Control Enhancements: 

(1) INFORMATION SECURITY ARCHITECTURE | DEFENSE-IN-DEPTH  
The organization designs its security architecture using a defense-in-depth approach that: 
(a) Allocates [Assignment: organization-defined security safeguards] to [Assignment: 

organization-defined locations and architectural layers]; and 

(b) Ensures that the allocated security safeguards operate in a coordinated and mutually 
reinforcing manner. 

Supplemental Guidance:  Organizations strategically allocate security safeguards (procedural, 
technical, or both) in the security architecture so that adversaries have to overcome multiple 
safeguards to achieve their objective. Requiring adversaries to defeat multiple mechanisms 
makes it more difficult to successfully attack critical information resources (i.e., increases 
adversary work factor) and also increases the likelihood of detection. The coordination of 
allocated safeguards is essential to ensure that an attack that involves one safeguard does not 
create adverse unintended consequences (e.g., lockout, cascading alarms) by interfering with 
another safeguard. Placement of security safeguards is a key activity. Greater asset criticality 
or information value merits additional layering. Thus, an organization may choose to place 
anti-virus software at organizational boundary layers, email/web servers, notebook computers, 
and workstations to maximize the number of related safeguards adversaries must penetrate 
before compromising the information and information systems. Related controls: SC-29, SC-
36. 
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(2) INFORMATION SECURITY ARCHITECTURE | SUPPLIER DIVERSITY  
The organization requires that [Assignment: organization-defined security safeguards] allocated to 
[Assignment: organization-defined locations and architectural layers] are obtained from different 
suppliers. 

Supplemental Guidance:  Different information technology products have different strengths and 
weaknesses. Providing a broad spectrum of products complements the individual offerings. 
For example, vendors offering malicious code protection typically update their products at 
different times, often developing solutions for known viruses, Trojans, or worms according to 
their priorities and development schedules. By having different products at different locations 
(e.g., server, boundary, desktop) there is an increased likelihood that at least one will detect 
the malicious code. Related control: SA-12. 

References:  None. 

Priority and Baseline Allocation: 

P1 LOW   Not Selected MOD   PL-8 HIGH   PL-8 
 

PL-9 CENTRAL MANAGEMENT 

 Control:  The organization centrally manages [Assignment: organization-defined security controls 
and related processes]. 

Supplemental Guidance:  Central management refers to the organization-wide management and 
implementation of selected security controls and related processes. Central management includes 
planning, implementing, assessing, authorizing, and monitoring the organization-defined, centrally 
managed security controls and processes. As central management of security controls is generally 
associated with common controls, such management promotes and facilitates standardization of 
security control implementations and management and judicious use of organizational resources.  
Centrally-managed security controls and processes may also meet independence requirements for 
assessments in support of initial and ongoing authorizations to operate as part of organizational 
continuous monitoring. As part of the security control selection process, organizations determine 
which controls may be suitable for central management based on organizational resources and 
capabilities. Organizations consider that it may not always be possible to centrally manage every 
aspect of a security control. In such cases, the security control is treated as a hybrid control with 
the control managed and implemented either centrally or at the information system level. Controls 
and control enhancements that are candidates for full or partial central management include, but 
are not limited to: AC-2 (1) (2) (3) (4); AC-17 (1) (2) (3) (9); AC-18 (1) (3) (4) (5); AC-19 (4); 
AC-22; AC-23; AT-2 (1) (2); AT-3 (1) (2) (3); AT-4; AU-6 (1) (3) (5) (6) (9); AU-7 (1) (2); AU-
11, AU-13, AU-16, CA-2 (1) (2) (3); CA-3 (1) (2) (3); CA-7 (1); CA-9; CM-2 (1) (2); CM-3 (1) 
(4); CM-4; CM-6 (1); CM-7 (4) (5); CM-8 (all); CM-9 (1); CM-10; CM-11; CP-7 (all); CP-8 (all); 
SC-43; SI-2; SI-3; SI-7; and SI-8. 

Control Enhancements:  None. 

References:  NIST Special Publication 800-37. 

Priority and Baseline Allocation: 

P0 LOW   Not Selected MOD   Not Selected HIGH   Not Selected 
 

APPENDIX F-PL   PAGE F-144 



Special Publication 800-53 Revision 4                                  Security and Privacy Controls for Federal Information Systems 
                                                                                               and Organizations 
________________________________________________________________________________________________ 

FAMILY:  PERSONNEL SECURITY 

PS-1 PERSONNEL SECURITY POLICY AND PROCEDURES 

Control:  The organization: 

a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or 
roles]: 

1. A personnel security policy that addresses purpose, scope, roles, responsibilities, 
management commitment, coordination among organizational entities, and compliance; 
and 

2. Procedures to facilitate the implementation of the personnel security policy and 
associated personnel security controls; and 

b. Reviews and updates the current: 

1. Personnel security policy [Assignment: organization-defined frequency]; and 

2. Personnel security procedures [Assignment: organization-defined frequency]. 

Supplemental Guidance:  This control addresses the establishment of policy and procedures for the 
effective implementation of selected security controls and control enhancements in the PS family. 
Policy and procedures reflect applicable federal laws, Executive Orders, directives, regulations, 
policies, standards, and guidance. Security program policies and procedures at the organization 
level may make the need for system-specific policies and procedures unnecessary. The policy can 
be included as part of the general information security policy for organizations or conversely, can 
be represented by multiple policies reflecting the complex nature of certain organizations. The 
procedures can be established for the security program in general and for particular information 
systems, if needed. The organizational risk management strategy is a key factor in establishing 
policy and procedures. Related control: PM-9. 

Control Enhancements:  None. 

References:  NIST Special Publications 800-12, 800-100. 

Priority and Baseline Allocation: 

P1 LOW   PS-1 MOD   PS-1 HIGH   PS-1 
 

PS-2 POSITION RISK DESIGNATION 

 Control:  The organization: 

a. Assigns a risk designation to all organizational positions; 

b. Establishes screening criteria for individuals filling those positions; and 

c. Reviews and updates position risk designations [Assignment: organization-defined 
frequency]. 

Supplemental Guidance:  Position risk designations reflect Office of Personnel Management policy 
and guidance. Risk designations can guide and inform the types of authorizations individuals 
receive when accessing organizational information and information systems. Position screening 
criteria include explicit information security role appointment requirements (e.g., training, security 
clearances). Related controls: AT-3, PL-2, PS-3. 

Control Enhancements:  None. 

References:  5 C.F.R. 731.106. 
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Priority and Baseline Allocation: 

P1 LOW   PS-2 MOD   PS-2 HIGH   PS-2 
 

PS-3 PERSONNEL SCREENING 

 Control:  The organization: 

a. Screens individuals prior to authorizing access to the information system; and 

b. Rescreens individuals according to [Assignment: organization-defined conditions requiring 
rescreening and, where rescreening is so indicated, the frequency of such rescreening]. 

Supplemental Guidance:  Personnel screening and rescreening activities reflect applicable federal 
laws, Executive Orders, directives, regulations, policies, standards, guidance, and specific criteria 
established for the risk designations of assigned positions. Organizations may define different 
rescreening conditions and frequencies for personnel accessing information systems based on 
types of information processed, stored, or transmitted by the systems. Related controls: AC-2, IA-
4, PE-2, PS-2. 

Control Enhancements: 

(1) PERSONNEL SCREENING | CLASSIFIED INFORMATION  
The organization ensures that individuals accessing an information system processing, storing, or 
transmitting classified information are cleared and indoctrinated to the highest classification level 
of the information to which they have access on the system. 

Supplemental Guidance:  Related controls: AC-3, AC-4. 

(2) PERSONNEL SCREENING | FORMAL INDOCTRINATION  
The organization ensures that individuals accessing an information system processing, storing, or 
transmitting types of classified information which require formal indoctrination, are formally 
indoctrinated for all of the relevant types of information to which they have access on the system. 

Supplemental Guidance:  Types of classified information requiring formal indoctrination 
include, for example, Special Access Program (SAP), Restricted Data (RD), and Sensitive 
Compartment Information (SCI). Related controls: AC-3, AC-4. 

(3) PERSONNEL SCREENING | INFORMATION WITH SPECIAL PROTECTION MEASURES  
The organization ensures that individuals accessing an information system processing, storing, or 
transmitting information requiring special protection: 

(a) Have valid access authorizations that are demonstrated by assigned official government 
duties; and 

(b) Satisfy [Assignment: organization-defined additional personnel screening criteria]. 
Supplemental Guidance:  Organizational information requiring special protection includes, for 
example, Controlled Unclassified Information (CUI) and Sources and Methods Information 
(SAMI).  Personnel security criteria include, for example, position sensitivity background 
screening requirements. 

References:  5 C.F.R. 731.106; FIPS Publications 199, 201; NIST Special Publications 800-60, 
800-73, 800-76, 800-78; ICD 704. 

Priority and Baseline Allocation: 

P1 LOW   PS-3 MOD   PS-3 HIGH   PS-3 
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PS-4 PERSONNEL TERMINATION 

 Control:  The organization, upon termination of individual employment: 

a. Disables information system access within [Assignment: organization-defined time period]; 

b. Terminates/revokes any authenticators/credentials associated with the individual; 

c. Conducts exit interviews that include a discussion of [Assignment: organization-defined 
information security topics]; 

d. Retrieves all security-related organizational information system-related property; 

e. Retains access to organizational information and information systems formerly controlled by 
terminated individual; and 

f. Notifies [Assignment: organization-defined personnel or roles] within [Assignment: 
organization-defined time period]. 

Supplemental Guidance:  Information system-related property includes, for example, hardware 
authentication tokens, system administration technical manuals, keys, identification cards, and 
building passes. Exit interviews ensure that terminated individuals understand the security 
constraints imposed by being former employees and that proper accountability is achieved for 
information system-related property. Security topics of interest at exit interviews can include, for 
example, reminding terminated individuals of nondisclosure agreements and potential limitations 
on future employment. Exit interviews may not be possible for some terminated individuals, for 
example, in cases related to job abandonment, illnesses, and nonavailability of supervisors. Exit 
interviews are important for individuals with security clearances. Timely execution of termination 
actions is essential for individuals terminated for cause. In certain situations, organizations 
consider disabling the information system accounts of individuals that are being terminated prior 
to the individuals being notified. Related controls: AC-2, IA-4, PE-2, PS-5, PS-6. 

Control Enhancements: 

(1) PERSONNEL TERMINATION | POST-EMPLOYMENT REQUIREMENTS 
The organization: 

(a) Notifies terminated individuals of applicable, legally binding post-employment requirements 
for the protection of organizational information; and 

(b) Requires terminated individuals to sign an acknowledgment of post-employment 
requirements as part of the organizational termination process. 

Supplemental Guidance:  Organizations consult with the Office of the General Counsel 
regarding matters of post-employment requirements on terminated individuals. 

(2) PERSONNEL TERMINATION | AUTOMATED NOTIFICATION 
The organization employs automated mechanisms to notify [Assignment: organization-defined 
personnel or roles] upon termination of an individual. 

Supplemental Guidance:  In organizations with a large number of employees, not all personnel 
who need to know about termination actions receive the appropriate notifications—or, if such 
notifications are received, they may not occur in a timely manner. Automated mechanisms 
can be used to send automatic alerts or notifications to specific organizational personnel or 
roles (e.g., management personnel, supervisors, personnel security officers, information 
security officers, systems administrators, or information technology administrators) when 
individuals are terminated. Such automatic alerts or notifications can be conveyed in a variety 
of ways, including, for example, telephonically, via electronic mail, via text message, or via 
websites. 

References:  None. 
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Priority and Baseline Allocation: 

P1 LOW   PS-4 MOD   PS-4 HIGH   PS-4 (2) 
 

PS-5 PERSONNEL TRANSFER 

 Control:  The organization:  

a. Reviews and confirms ongoing operational need for current logical and physical access 
authorizations to information systems/facilities when individuals are reassigned or transferred 
to other positions within the organization; 

b. Initiates [Assignment: organization-defined transfer or reassignment actions] within 
[Assignment: organization-defined time period following the formal transfer action]; 

c. Modifies access authorization as needed to correspond with any changes in operational need 
due to reassignment or transfer; and 

d. Notifies [Assignment: organization-defined personnel or roles] within [Assignment: 
organization-defined time period]. 

Supplemental Guidance:  This control applies when reassignments or transfers of individuals are 
permanent or of such extended durations as to make the actions warranted. Organizations define 
actions appropriate for the types of reassignments or transfers, whether permanent or extended. 
Actions that may be required for personnel transfers or reassignments to other positions within 
organizations include, for example: (i) returning old and issuing new keys, identification cards, 
and building passes; (ii) closing information system accounts and establishing new accounts; (iii) 
changing information system access authorizations (i.e., privileges); and (iv) providing for access 
to official records to which individuals had access at previous work locations and in previous 
information system accounts. Related controls: AC-2, IA-4, PE-2, PS-4. 

Control Enhancements:  None. 

References:  None. 

Priority and Baseline Allocation: 

P2 LOW   PS-5 MOD   PS-5 HIGH   PS-5 
 

PS-6 ACCESS AGREEMENTS 

 Control:  The organization: 

a. Develops and documents access agreements for organizational information systems; 

b. Reviews and updates the access agreements [Assignment: organization-defined frequency]; 
and 

c. Ensures that individuals requiring access to organizational information and information 
systems:  

1. Sign appropriate access agreements prior to being granted access; and 

2. Re-sign access agreements to maintain access to organizational information systems 
when access agreements have been updated or [Assignment: organization-defined 
frequency]. 

Supplemental Guidance:  Access agreements include, for example, nondisclosure agreements, 
acceptable use agreements, rules of behavior, and conflict-of-interest agreements. Signed access 
agreements include an acknowledgement that individuals have read, understand, and agree to 
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abide by the constraints associated with organizational information systems to which access is 
authorized. Organizations can use electronic signatures to acknowledge access agreements unless 
specifically prohibited by organizational policy. Related control: PL-4, PS-2, PS-3, PS-4, PS-8. 

Control Enhancements: 

(1) ACCESS AGREEMENTS | INFORMATION REQUIRING SPECIAL PROTECTION  
[Withdrawn: Incorporated into PS-3]. 

(2) ACCESS AGREEMENTS | CLASSIFIED INFORMATION REQUIRING SPECIAL PROTECTION  
The organization ensures that access to classified information requiring special protection is 
granted only to individuals who: 

(a) Have a valid access authorization that is demonstrated by assigned official government 
duties; 

(b) Satisfy associated personnel security criteria; and 

(c) Have read, understood, and signed a nondisclosure agreement. 

Supplemental Guidance:  Classified information requiring special protection includes, for 
example, collateral information, Special Access Program (SAP) information, and Sensitive 
Compartmented Information (SCI). Personnel security criteria reflect applicable federal laws, 
Executive Orders, directives, regulations, policies, standards, and guidance. 

(3) ACCESS AGREEMENTS | POST-EMPLOYMENT REQUIREMENTS 
The organization: 

(a) Notifies individuals of applicable, legally binding post-employment requirements for 
protection of organizational information; and 

(b) Requires individuals to sign an acknowledgment of these requirements, if applicable, as part 
of granting initial access to covered information. 

Supplemental Guidance:  Organizations consult with the Office of the General Counsel 
regarding matters of post-employment requirements on terminated individuals. 

References:  None. 

Priority and Baseline Allocation: 

P3 LOW   PS-6 MOD   PS-6 HIGH   PS-6 
 

PS-7 THIRD-PARTY PERSONNEL SECURITY 

 Control:  The organization: 

a. Establishes personnel security requirements including security roles and responsibilities for 
third-party providers; 

b. Requires third-party providers to comply with personnel security policies and procedures 
established by the organization; 

c. Documents personnel security requirements; 

d. Requires third-party providers to notify [Assignment: organization-defined personnel or 
roles] of any personnel transfers or terminations of third-party personnel who possess 
organizational credentials and/or badges, or who have information system privileges within 
[Assignment: organization-defined time period]; and 

e. Monitors provider compliance. 

Supplemental Guidance:  Third-party providers include, for example, service bureaus, contractors, 
and other organizations providing information system development, information technology 
services, outsourced applications, and network and security management. Organizations explicitly 
include personnel security requirements in acquisition-related documents. Third-party providers 
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may have personnel working at organizational facilities with credentials, badges, or information 
system privileges issued by organizations. Notifications of third-party personnel changes ensure 
appropriate termination of privileges and credentials. Organizations define the transfers and 
terminations deemed reportable by security-related characteristics that include, for example, 
functions, roles, and nature of credentials/privileges associated with individuals transferred or 
terminated. Related controls: PS-2, PS-3, PS-4, PS-5, PS-6, SA-9, SA-21. 

Control Enhancements:  None. 

References:  NIST Special Publication 800-35. 

Priority and Baseline Allocation: 

P1 LOW   PS-7 MOD   PS-7 HIGH   PS-7 
 

PS-8 PERSONNEL SANCTIONS 

 Control:  The organization: 

a. Employs a formal sanctions process for individuals failing to comply with established 
information security policies and procedures; and 

b. Notifies [Assignment: organization-defined personnel or roles] within [Assignment: 
organization-defined time period] when a formal employee sanctions process is initiated, 
identifying the individual sanctioned and the reason for the sanction. 

Supplemental Guidance:  Organizational sanctions processes reflect applicable federal laws, 
Executive Orders, directives, regulations, policies, standards, and guidance. Sanctions processes 
are described in access agreements and can be included as part of general personnel policies and 
procedures for organizations. Organizations consult with the Office of the General Counsel 
regarding matters of employee sanctions. Related controls: PL-4, PS-6. 

Control Enhancements:  None. 

References:  None. 

Priority and Baseline Allocation: 

P3 LOW   PS-8 MOD   PS-8 HIGH   PS-8 
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FAMILY:  RISK ASSESSMENT 

RA-1 RISK ASSESSMENT POLICY AND PROCEDURES  
Control:  The organization: 

a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or 
roles]: 

1. A risk assessment policy that addresses purpose, scope, roles, responsibilities, 
management commitment, coordination among organizational entities, and compliance; 
and 

2. Procedures to facilitate the implementation of the risk assessment policy and associated 
risk assessment controls; and 

b. Reviews and updates the current: 

1. Risk assessment policy [Assignment: organization-defined frequency]; and 

2. Risk assessment procedures [Assignment: organization-defined frequency]. 

Supplemental Guidance:  This control addresses the establishment of policy and procedures for the 
effective implementation of selected security controls and control enhancements in the RA family. 
Policy and procedures reflect applicable federal laws, Executive Orders, directives, regulations, 
policies, standards, and guidance. Security program policies and procedures at the organization 
level may make the need for system-specific policies and procedures unnecessary. The policy can 
be included as part of the general information security policy for organizations or conversely, can 
be represented by multiple policies reflecting the complex nature of certain organizations. The 
procedures can be established for the security program in general and for particular information 
systems, if needed. The organizational risk management strategy is a key factor in establishing 
policy and procedures. Related control: PM-9. 

Control Enhancements:  None. 

References:  NIST Special Publications 800-12, 800-30, 800-100. 

Priority and Baseline Allocation: 

P1 LOW   RA-1 MOD   RA-1 HIGH   RA-1 
 

RA-2 SECURITY CATEGORIZATION  

Control:  The organization: 

a. Categorizes information and the information system in accordance with applicable federal 
laws, Executive Orders, directives, policies, regulations, standards, and guidance; 

b. Documents the security categorization results (including supporting rationale) in the security 
plan for the information system; and 

c. Ensures that the security categorization decision is reviewed and approved by the authorizing 
official or authorizing official designated representative. 

Supplemental Guidance:  Clearly defined authorization boundaries are a prerequisite for effective 
security categorization decisions. Security categories describe the potential adverse impacts to 
organizational operations, organizational assets, and individuals if organizational information and 
information systems are comprised through a loss of confidentiality, integrity, or availability. 
Organizations conduct the security categorization process as an organization-wide activity with 
the involvement of chief information officers, senior information security officers, information 
system owners, mission/business owners, and information owners/stewards. Organizations also 
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consider the potential adverse impacts to other organizations and, in accordance with the USA 
PATRIOT Act of 2001 and Homeland Security Presidential Directives, potential national-level 
adverse impacts. Security categorization processes carried out by organizations facilitate the 
development of inventories of information assets, and along with CM-8, mappings to specific 
information system components where information is processed, stored, or transmitted. Related 
controls: CM-8, MP-4, RA-3, SC-7. 

Control Enhancements:  None. 

 References:  FIPS Publication 199; NIST Special Publications 800-30, 800-39, 800-60. 

Priority and Baseline Allocation: 

P1 LOW   RA-2 MOD   RA-2 HIGH   RA-2 
 

RA-3 RISK ASSESSMENT 

Control:  The organization: 

a. Conducts an assessment of risk, including the likelihood and magnitude of harm, from the 
unauthorized access, use, disclosure, disruption, modification, or destruction of the 
information system and the information it processes, stores, or transmits; 

b. Documents risk assessment results in [Selection: security plan; risk assessment report; 
[Assignment: organization-defined document]]; 

c. Reviews risk assessment results [Assignment: organization-defined frequency]; 

d. Disseminates risk assessment results to [Assignment: organization-defined personnel or 
roles]; and 

e. Updates the risk assessment [Assignment: organization-defined frequency] or whenever there 
are significant changes to the information system or environment of operation (including the 
identification of new threats and vulnerabilities), or other conditions that may impact the 
security state of the system. 

Supplemental Guidance:  Clearly defined authorization boundaries are a prerequisite for effective 
risk assessments. Risk assessments take into account threats, vulnerabilities, likelihood, and 
impact to organizational operations and assets, individuals, other organizations, and the Nation 
based on the operation and use of information systems. Risk assessments also take into account 
risk from external parties (e.g., service providers, contractors operating information systems on 
behalf of the organization, individuals accessing organizational information systems, outsourcing 
entities). In accordance with OMB policy and related E-authentication initiatives, authentication of 
public users accessing federal information systems may also be required to protect nonpublic or 
privacy-related information. As such, organizational assessments of risk also address public access 
to federal information systems. 

Risk assessments (either formal or informal) can be conducted at all three tiers in the risk 
management hierarchy (i.e., organization level, mission/business process level, or information 
system level) and at any phase in the system development life cycle. Risk assessments can also be 
conducted at various steps in the Risk Management Framework, including categorization, security 
control selection, security control implementation, security control assessment, information 
system authorization, and security control monitoring. RA-3 is noteworthy in that the control must 
be partially implemented prior to the implementation of other controls in order to complete the 
first two steps in the Risk Management Framework. Risk assessments can play an important role 
in security control selection processes, particularly during the application of tailoring guidance, 
which includes security control supplementation. Related controls: RA-2, PM-9. 

Control Enhancements:  None. 
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References:  OMB Memorandum 04-04; NIST Special Publications 800-30, 800-39; Web: 
http://idmanagement.gov.  

Priority and Baseline Allocation: 

P1 LOW   RA-3 MOD   RA-3 HIGH   RA-3 
 

RA-4 RISK ASSESSMENT UPDATE 

[Withdrawn: Incorporated into RA-3]. 
  

RA-5 VULNERABILITY SCANNING  

Control:  The organization: 

a. Scans for vulnerabilities in the information system and hosted applications [Assignment: 
organization-defined frequency and/or randomly in accordance with organization-defined 
process] and when new vulnerabilities potentially affecting the system/applications are 
identified and reported; 

b. Employs vulnerability scanning tools and techniques that facilitate interoperability among 
tools and automate parts of the vulnerability management process by using standards for: 

1. Enumerating platforms, software flaws, and improper configurations; 

2. Formatting checklists and test procedures; and 

3. Measuring vulnerability impact;  

c. Analyzes vulnerability scan reports and results from security control assessments; 

d. Remediates legitimate vulnerabilities [Assignment: organization-defined response times] in 
accordance with an organizational assessment of risk; and 

e. Shares information obtained from the vulnerability scanning process and security control 
assessments with [Assignment: organization-defined personnel or roles] to help eliminate 
similar vulnerabilities in other information systems (i.e., systemic weaknesses or 
deficiencies). 

Supplemental Guidance:  Security categorization of information systems guides the frequency and 
comprehensiveness of vulnerability scans. Organizations determine the required vulnerability 
scanning for all information system components, ensuring that potential sources of vulnerabilities 
such as networked printers, scanners, and copiers are not overlooked. Vulnerability analyses for 
custom software applications may require additional approaches such as static analysis, dynamic 
analysis, binary analysis, or a hybrid of the three approaches. Organizations can employ these 
analysis approaches in a variety of tools (e.g., web-based application scanners, static analysis 
tools, binary analyzers) and in source code reviews. Vulnerability scanning includes, for example: 
(i) scanning for patch levels; (ii) scanning for functions, ports, protocols, and services that should 
not be accessible to users or devices; and (iii) scanning for improperly configured or incorrectly 
operating information flow control mechanisms. Organizations consider using tools that express 
vulnerabilities in the Common Vulnerabilities and Exposures (CVE) naming convention and that 
use the Open Vulnerability Assessment Language (OVAL) to determine/test for the presence of 
vulnerabilities. Suggested sources for vulnerability information include the Common Weakness 
Enumeration (CWE) listing and the National Vulnerability Database (NVD). In addition, security 
control assessments such as red team exercises provide other sources of potential vulnerabilities 
for which to scan. Organizations also consider using tools that express vulnerability impact by the 
Common Vulnerability Scoring System (CVSS). Related controls: CA-2, CA-7, CM-4, CM-6, 
RA-2, RA-3, SA-11, SI-2. 
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Control Enhancements: 

(1) VULNERABILITY SCANNING | UPDATE TOOL CAPABILITY 
The organization employs vulnerability scanning tools that include the capability to readily update 
the information system vulnerabilities to be scanned. 

Supplemental Guidance:  The vulnerabilities to be scanned need to be readily updated as new 
vulnerabilities are discovered, announced, and scanning methods developed. This updating 
process helps to ensure that potential vulnerabilities in the information system are identified 
and addressed as quickly as possible. Related controls: SI-3, SI-7. 

(2) VULNERABILITY SCANNING | UPDATE BY FREQUENCY / PRIOR TO NEW SCAN / WHEN IDENTIFIED 
The organization updates the information system vulnerabilities scanned [Selection (one or more): 
[Assignment: organization-defined frequency]; prior to a new scan; when new vulnerabilities are 
identified and reported]. 

Supplemental Guidance:  Related controls: SI-3, SI-5. 

(3) VULNERABILITY SCANNING | BREADTH / DEPTH OF COVERAGE  
The organization employs vulnerability scanning procedures that can identify the breadth and 
depth of coverage (i.e., information system components scanned and vulnerabilities checked). 

(4) VULNERABILITY SCANNING | DISCOVERABLE INFORMATION  
The organization determines what information about the information system is discoverable by 
adversaries and subsequently takes [Assignment: organization-defined corrective actions]. 
Supplemental Guidance:  Discoverable information includes information that adversaries could 
obtain without directly compromising or breaching the information system, for example, by 
collecting information the system is exposing or by conducting extensive searches of the web. 
Corrective actions can include, for example, notifying appropriate organizational personnel, 
removing designated information, or changing the information system to make designated 
information less relevant or attractive to adversaries. Related control: AU-13. 

(5) VULNERABILITY SCANNING | PRIVILEGED ACCESS  
The information system implements privileged access authorization to [Assignment: organization-
identified information system components] for selected [Assignment: organization-defined 
vulnerability scanning activities]. 

Supplemental Guidance:  In certain situations, the nature of the vulnerability scanning may be 
more intrusive or the information system component that is the subject of the scanning may 
contain highly sensitive information. Privileged access authorization to selected system 
components facilitates more thorough vulnerability scanning and also protects the sensitive 
nature of such scanning. 

(6) VULNERABILITY SCANNING | AUTOMATED TREND ANALYSES  
The organization employs automated mechanisms to compare the results of vulnerability scans 
over time to determine trends in information system vulnerabilities. 

Supplemental Guidance:  Related controls: IR-4, IR-5, SI-4. 

(7) VULNERABILITY SCANNING | AUTOMATED DETECTION AND NOTIFICATION OF UNAUTHORIZED COMPONENTS 
[Withdrawn: Incorporated into CM-8]. 

(8) VULNERABILITY SCANNING | REVIEW HISTORIC AUDIT LOGS 
The organization reviews historic audit logs to determine if a vulnerability identified in the 
information system has been previously exploited. 
Supplemental Guidance:  Related control: AU-6. 

(9) VULNERABILITY SCANNING | PENETRATION TESTING AND ANALYSES  
[Withdrawn: Incorporated into CA-8]. 

(10) VULNERABILITY SCANNING | CORRELATE SCANNING INFORMATION  
The organization correlates the output from vulnerability scanning tools to determine the presence 
of multi-vulnerability/multi-hop attack vectors. 

References:  NIST Special Publications 800-40, 800-70, 800-115; Web: http://cwe.mitre.org, 
http://nvd.nist.gov.  
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Priority and Baseline Allocation: 

P1 LOW   RA-5 MOD   RA-5 (1) (2) (5) HIGH   RA-5 (1) (2) (4) (5) 
 

RA-6 TECHNICAL SURVEILLANCE COUNTERMEASURES SURVEY 

Control:  The organization employs a technical surveillance countermeasures survey at 
[Assignment: organization-defined locations] [Selection (one or more): [Assignment: 
organization-defined frequency]; [Assignment: organization-defined events or indicators occur]]. 

Supplemental Guidance:  Technical surveillance countermeasures surveys are performed by qualified 
personnel to detect the presence of technical surveillance devices/hazards and to identify technical 
security weaknesses that could aid in the conduct of technical penetrations of surveyed facilities. 
Such surveys provide evaluations of the technical security postures of organizations and facilities 
and typically include thorough visual, electronic, and physical examinations in and about surveyed 
facilities. The surveys also provide useful input into risk assessments and organizational exposure 
to potential adversaries. 

Control Enhancements:  None. 

References:  None. 

Priority and Baseline Allocation: 

P0 LOW   Not Selected MOD   Not Selected HIGH   Not Selected 
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FAMILY:  SYSTEM AND SERVICES ACQUISITION 

SA-1 SYSTEM AND SERVICES ACQUISITION POLICY AND PROCEDURES  
Control:  The organization: 

a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or 
roles]: 

1. A system and services acquisition policy that addresses purpose, scope, roles, 
responsibilities, management commitment, coordination among organizational entities, 
and compliance; and 

2. Procedures to facilitate the implementation of the system and services acquisition policy 
and associated system and services acquisition controls; and 

b. Reviews and updates the current: 

1. System and services acquisition policy [Assignment: organization-defined frequency]; 
and 

2.  System and services acquisition procedures [Assignment: organization-defined 
frequency]. 

Supplemental Guidance:  This control addresses the establishment of policy and procedures for the 
effective implementation of selected security controls and control enhancements in the SA family. 
Policy and procedures reflect applicable federal laws, Executive Orders, directives, regulations, 
policies, standards, and guidance. Security program policies and procedures at the organization 
level may make the need for system-specific policies and procedures unnecessary. The policy can 
be included as part of the general information security policy for organizations or conversely, can 
be represented by multiple policies reflecting the complex nature of certain organizations. The 
procedures can be established for the security program in general and for particular information 
systems, if needed. The organizational risk management strategy is a key factor in establishing 
policy and procedures. Related control: PM-9. 

Control Enhancements:  None. 

References:  NIST Special Publications 800-12, 800-100. 

Priority and Baseline Allocation: 

P1 LOW   SA-1 MOD   SA-1 HIGH   SA-1 
 

SA-2 ALLOCATION OF RESOURCES 

 Control:  The organization: 

a. Determines information security requirements for the information system or information 
system service in mission/business process planning; 

b. Determines, documents, and allocates the resources required to protect the information system 
or information system service as part of its capital planning and investment control process; 
and 

c. Establishes a discrete line item for information security in organizational programming and 
budgeting documentation. 

Supplemental Guidance:  Resource allocation for information security includes funding for the initial 
information system or information system service acquisition and funding for the sustainment of 
the system/service. Related controls: PM-3, PM-11. 

Control Enhancements:  None. 
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References:  NIST Special Publication 800-65. 

Priority and Baseline Allocation: 

P1 LOW   SA-2 MOD   SA-2 HIGH   SA-2 
 

SA-3 SYSTEM DEVELOPMENT LIFE CYCLE 

 Control:  The organization: 

a. Manages the information system using [Assignment: organization-defined system 
development life cycle] that incorporates information security considerations; 

b. Defines and documents information security roles and responsibilities throughout the system 
development life cycle; 

c. Identifies individuals having information security roles and responsibilities; and 

d. Integrates the organizational information security risk management process into system 
development life cycle activities. 

Supplemental Guidance:  A well-defined system development life cycle provides the foundation for 
the successful development, implementation, and operation of organizational information systems. 
To apply the required security controls within the system development life cycle requires a basic 
understanding of information security, threats, vulnerabilities, adverse impacts, and risk to critical 
missions/business functions. The security engineering principles in SA-8 cannot be properly 
applied if individuals that design, code, and test information systems and system components 
(including information technology products) do not understand security. Therefore, organizations 
include qualified personnel, for example, chief information security officers, security architects, 
security engineers, and information system security officers in system development life cycle 
activities to ensure that security requirements are incorporated into organizational information 
systems. It is equally important that developers include individuals on the development team that 
possess the requisite security expertise and skills to ensure that needed security capabilities are 
effectively integrated into the information system. Security awareness and training programs can 
help ensure that individuals having key security roles and responsibilities have the appropriate 
experience, skills, and expertise to conduct assigned system development life cycle activities. The 
effective integration of security requirements into enterprise architecture also helps to ensure that 
important security considerations are addressed early in the system development life cycle and that 
those considerations are directly related to the organizational mission/business processes. This 
process also facilitates the integration of the information security architecture into the enterprise 
architecture, consistent with organizational risk management and information security strategies. 
Related controls: AT-3, PM-7, SA-8. 

Control Enhancements:  None. 

References:  NIST Special Publications 800-37, 800-64. 

Priority and Baseline Allocation: 

P1 LOW   SA-3 MOD   SA-3 HIGH   SA-3 
 

SA-4 ACQUISITION PROCESS 

 Control:  The organization includes the following requirements, descriptions, and criteria, explicitly 
or by reference, in the acquisition contract for the information system, system component, or 
information system service in accordance with applicable federal laws, Executive Orders, 
directives, policies, regulations, standards, guidelines, and organizational mission/business needs: 
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a. Security functional requirements; 

b. Security strength requirements; 

c. Security assurance requirements; 

d. Security-related documentation requirements; 

e. Requirements for protecting security-related documentation; 

f. Description of the information system development environment and environment in which 
the system is intended to operate; and 

g. Acceptance criteria. 

Supplemental Guidance:  Information system components are discrete, identifiable information 
technology assets (e.g., hardware, software, or firmware) that represent the building blocks of an 
information system. Information system components include commercial information technology 
products. Security functional requirements include security capabilities, security functions, and 
security mechanisms. Security strength requirements associated with such capabilities, functions, 
and mechanisms include degree of correctness, completeness, resistance to direct attack, and 
resistance to tampering or bypass. Security assurance requirements include: (i) development 
processes, procedures, practices, and methodologies; and (ii) evidence from development and 
assessment activities providing grounds for confidence that the required security functionality has 
been implemented and the required security strength has been achieved. Security documentation 
requirements address all phases of the system development life cycle. 

Security functionality, assurance, and documentation requirements are expressed in terms of 
security controls and control enhancements that have been selected through the tailoring process. 
The security control tailoring process includes, for example, the specification of parameter values 
through the use of assignment and selection statements and the specification of platform 
dependencies and implementation information. Security documentation provides user and 
administrator guidance regarding the implementation and operation of security controls. The level 
of detail required in security documentation is based on the security category or classification level 
of the information system and the degree to which organizations depend on the stated security 
capability, functions, or mechanisms to meet overall risk response expectations (as defined in the 
organizational risk management strategy). Security requirements can also include organizationally 
mandated configuration settings specifying allowed functions, ports, protocols, and services. 
Acceptance criteria for information systems, information system components, and information 
system services are defined in the same manner as such criteria for any organizational acquisition 
or procurement. The Federal Acquisition Regulation (FAR) Section 7.103 contains information 
security requirements from FISMA. Related controls: CM-6, PL-2, PS-7, SA-3, SA-5, SA-8, SA-
11, SA-12. 

Control Enhancements: 

(1) ACQUISITION PROCESS | FUNCTIONAL PROPERTIES OF SECURITY CONTROLS  
The organization requires the developer of the information system, system component, or 
information system service to provide a description of the functional properties of the security 
controls to be employed. 
Supplemental Guidance:  Functional properties of security controls describe the functionality 
(i.e., security capability, functions, or mechanisms) visible at the interfaces of the controls and 
specifically exclude functionality and data structures internal to the operation of the controls. 
Related control: SA-5. 

(2) ACQUISITION PROCESS | DESIGN / IMPLEMENTATION INFORMATION FOR SECURITY CONTROLS  
The organization requires the developer of the information system, system component, or 
information system service to provide design and implementation information for the security 
controls to be employed that includes: [Selection (one or more): security-relevant external system 
interfaces; high-level design; low-level design; source code or hardware schematics; [Assignment: 
organization-defined design/implementation information]] at [Assignment: organization-defined 
level of detail]. 
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Supplemental Guidance:  Organizations may require different levels of detail in design and 
implementation documentation for security controls employed in organizational information 
systems, system components, or information system services based on mission/business 
requirements, requirements for trustworthiness/resiliency, and requirements for analysis and 
testing. Information systems can be partitioned into multiple subsystems. Each subsystem 
within the system can contain one or more modules. The high-level design for the system is 
expressed in terms of multiple subsystems and the interfaces between subsystems providing 
security-relevant functionality. The low-level design for the system is expressed in terms of 
modules with particular emphasis on software and firmware (but not excluding hardware) and 
the interfaces between modules providing security-relevant functionality. Source code and 
hardware schematics are typically referred to as the implementation representation of the 
information system. Related control: SA-5. 

(3) ACQUISITION PROCESS | DEVELOPMENT METHODS / TECHNIQUES / PRACTICES  
The organization requires the developer of the information system, system component, or 
information system service to demonstrate the use of a system development life cycle that 
includes [Assignment: organization-defined state-of-the-practice system/security engineering 
methods, software development methods, testing/evaluation/validation techniques, and quality 
control processes]. 

Supplemental Guidance:  Following a well-defined system development life cycle that includes 
state-of-the-practice software development methods, systems/security engineering methods, 
quality control processes, and testing, evaluation, and validation techniques helps to reduce 
the number and severity of latent errors within information systems, system components, and 
information system services. Reducing the number/severity of such errors reduces the number 
of vulnerabilities in those systems, components, and services. Related control: SA-12. 

(4) ACQUISITION PROCESS | ASSIGNMENT OF COMPONENTS TO SYSTEMS  
[Withdrawn: Incorporated into CM-8 (9)]. 

(5) ACQUISITION PROCESS | SYSTEM / COMPONENT / SERVICE CONFIGURATIONS  
The organization requires the developer of the information system, system component, or 
information system service to: 

(a) Deliver the system, component, or service with [Assignment: organization-defined security 
configurations] implemented; and 

(b) Use the configurations as the default for any subsequent system, component, or service 
reinstallation or upgrade. 

Supplemental Guidance:  Security configurations include, for example, the U.S. Government 
Configuration Baseline (USGCB) and any limitations on functions, ports, protocols, and 
services. Security characteristics include, for example, requiring that all default passwords 
have been changed. Related control: CM-8. 

(6) ACQUISITION PROCESS | USE OF INFORMATION ASSURANCE PRODUCTS  
The organization: 

(a) Employs only government off-the-shelf (GOTS) or commercial off-the-shelf (COTS) 
information assurance (IA) and IA-enabled information technology products that compose an 
NSA-approved solution to protect classified information when the networks used to transmit 
the information are at a lower classification level than the information being transmitted; and 

(b) Ensures that these products have been evaluated and/or validated by NSA or in accordance 
with NSA-approved procedures. 

Supplemental Guidance:  COTS IA or IA-enabled information technology products used to 
protect classified information by cryptographic means may be required to use NSA-approved 
key management. Related controls: SC-8, SC-12, SC-13. 

(7) ACQUISITION PROCESS | NIAP-APPROVED  PROTECTION PROFILES  
The organization: 

(a) Limits the use of commercially provided information assurance (IA) and IA-enabled 
information technology products to those products that have been successfully evaluated 
against a National Information Assurance partnership (NIAP)-approved Protection Profile for a 
specific technology type, if such a profile exists; and 
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(b) Requires, if no NIAP-approved Protection Profile exists for a specific technology type but a 
commercially provided information technology product relies on cryptographic functionality 
to enforce its security policy, that the cryptographic module is FIPS-validated. 

Supplemental Guidance:  Related controls: SC-12, SC-13. 

(8) ACQUISITION PROCESS | CONTINUOUS MONITORING PLAN  
The organization requires the developer of the information system, system component, or 
information system service to produce a plan for the continuous monitoring of security control 
effectiveness that contains [Assignment: organization-defined level of detail]. 
Supplemental Guidance:  The objective of continuous monitoring plans is to determine if the 
complete set of planned, required, and deployed security controls within the information 
system, system component, or information system service continue to be effective over time 
based on the inevitable changes that occur. Developer continuous monitoring plans include a 
sufficient level of detail such that the information can be incorporated into the continuous 
monitoring strategies and programs implemented by organizations. Related control: CA-7. 

(9) ACQUISITION PROCESS | FUNCTIONS / PORTS / PROTOCOLS / SERVICES IN USE  
The organization requires the developer of the information system, system component, or 
information system service to identify early in the system development life cycle, the functions, 
ports, protocols, and services intended for organizational use. 

Supplemental Guidance:  The identification of functions, ports, protocols, and services early in 
the system development life cycle (e.g., during the initial requirements definition and design 
phases) allows organizations to influence the design of the information system, information 
system component, or information system service. This early involvement in the life cycle 
helps organizations to avoid or minimize the use of functions, ports, protocols, or services that 
pose unnecessarily high risks and understand the trade-offs involved in blocking specific 
ports, protocols, or services (or when requiring information system service providers to do 
so). Early identification of functions, ports, protocols, and services avoids costly retrofitting 
of security controls after the information system, system component, or information system 
service has been implemented. SA-9 describes requirements for external information system 
services with organizations identifying which functions, ports, protocols, and services are 
provided from external sources. Related controls: CM-7, SA-9. 

(10) ACQUISITION PROCESS | USE OF APPROVED PIV PRODUCTS  
The organization employs only information technology products on the FIPS 201-approved 
products list for Personal Identity Verification (PIV) capability implemented within organizational 
information systems. 

Supplemental Guidance:  Related controls: IA-2; IA-8. 

References:  HSPD-12; ISO/IEC 15408; FIPS Publications 140-2, 201; NIST Special Publications 
800-23, 800-35, 800-36, 800-37, 800-64, 800-70, 800-137; Federal Acquisition Regulation; Web: 
http://www.niap-ccevs.org, http://fips201ep.cio.gov, http://www.acquisition.gov/far.  

Priority and Baseline Allocation: 

P1 LOW   SA-4 (10) MOD   SA-4 (1) (2) (9) (10) HIGH   SA-4 (1) (2) (9) (10) 
 

SA-5 INFORMATION SYSTEM DOCUMENTATION 

 Control:  The organization: 

a. Obtains administrator documentation for the information system, system component, or 
information system service that describes: 

1. Secure configuration, installation, and operation of the system, component, or service;  

2. Effective use and maintenance of security functions/mechanisms; and 

3. Known vulnerabilities regarding configuration and use of administrative (i.e., privileged) 
functions; 
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b. Obtains user documentation for the information system, system component, or information 
system service that describes: 

1. User-accessible security functions/mechanisms and how to effectively use those security 
functions/mechanisms; 

2. Methods for user interaction, which enables individuals to use the system, component, or 
service in a more secure manner; and 

3. User responsibilities in maintaining the security of the system, component, or service; 

c. Documents attempts to obtain information system, system component, or information system 
service documentation when such documentation is either unavailable or nonexistent and 
[Assignment: organization-defined actions] in response; 

d. Protects documentation as required, in accordance with the risk management strategy; and 

e. Distributes documentation to [Assignment: organization-defined personnel or roles]. 

Supplemental Guidance:  This control helps organizational personnel understand the implementation 
and operation of security controls associated with information systems, system components, and 
information system services. Organizations consider establishing specific measures to determine 
the quality/completeness of the content provided. The inability to obtain needed documentation 
may occur, for example, due to the age of the information system/component or lack of support 
from developers and contractors. In those situations, organizations may need to recreate selected 
documentation if such documentation is essential to the effective implementation or operation of 
security controls. The level of protection provided for selected information system, component, or 
service documentation is commensurate with the security category or classification of the system. 
For example, documentation associated with a key DoD weapons system or command and control 
system would typically require a higher level of protection than a routine administrative system. 
Documentation that addresses information system vulnerabilities may also require an increased 
level of protection. Secure operation of the information system, includes, for example, initially 
starting the system and resuming secure system operation after any lapse in system operation. 
Related controls: CM-6, CM-8, PL-2, PL-4, PS-2, SA-3, SA-4. 
Control Enhancements: 

(1) INFORMATION SYSTEM DOCUMENTATION | FUNCTIONAL PROPERTIES OF SECURITY CONTROLS  
[Withdrawn: Incorporated into SA-4 (1)]. 

(2) INFORMATION SYSTEM DOCUMENTATION | SECURITY-RELEVANT EXTERNAL SYSTEM INTERFACES  
[Withdrawn: Incorporated into SA-4 (2)]. 

(3) INFORMATION SYSTEM DOCUMENTATION | HIGH-LEVEL DESIGN  
[Withdrawn: Incorporated into SA-4 (2)]. 

(4) INFORMATION SYSTEM DOCUMENTATION | LOW-LEVEL DESIGN  
[Withdrawn: Incorporated into SA-4 (2)]. 

(5) INFORMATION SYSTEM DOCUMENTATION | SOURCE CODE 
[Withdrawn: Incorporated into SA-4 (2)]. 

References:  None. 

Priority and Baseline Allocation: 

P2 LOW   SA-5 MOD   SA-5 HIGH   SA-5 
 

SA-6 SOFTWARE USAGE RESTRICTIONS 

 [Withdrawn: Incorporated into CM-10 and SI-7]. 
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SA-7 USER-INSTALLED SOFTWARE 

 [Withdrawn: Incorporated into CM-11 and SI-7]. 
 

SA-8 SECURITY ENGINEERING PRINCIPLES 

 Control:  The organization applies information system security engineering principles in the 
specification, design, development, implementation, and modification of the information system. 

Supplemental Guidance:  Organizations apply security engineering principles primarily to new 
development information systems or systems undergoing major upgrades. For legacy systems, 
organizations apply security engineering principles to system upgrades and modifications to the 
extent feasible, given the current state of hardware, software, and firmware within those systems. 
Security engineering principles include, for example: (i) developing layered protections; (ii) 
establishing sound security policy, architecture, and controls as the foundation for design; (iii) 
incorporating security requirements into the system development life cycle; (iv) delineating 
physical and logical security boundaries; (v) ensuring that system developers are trained on how to 
build secure software; (vi) tailoring security controls to meet organizational and operational needs; 
(vii) performing threat modeling to identify use cases, threat agents, attack vectors, and attack 
patterns as well as compensating controls and design patterns needed to mitigate risk; and (viii) 
reducing risk to acceptable levels, thus enabling informed risk management decisions. Related 
controls: PM-7, SA-3, SA-4, SA-17, SC-2, SC-3. 

Control Enhancements:  None. 

References:  NIST Special Publication 800-27. 

Priority and Baseline Allocation: 

P1 LOW   Not Selected MOD   SA-8 HIGH   SA-8 
 

SA-9 EXTERNAL INFORMATION SYSTEM SERVICES 

 Control:  The organization: 

a. Requires that providers of external information system services comply with organizational 
information security requirements and employ [Assignment: organization-defined security 
controls] in accordance with applicable federal laws, Executive Orders, directives, policies, 
regulations, standards, and guidance; 

b. Defines and documents government oversight and user roles and responsibilities with regard  
to external information system services; and 

c. Employs [Assignment: organization-defined processes, methods, and techniques] to monitor 
security control compliance by external service providers on an ongoing basis. 

Supplemental Guidance:  External information system services are services that are implemented 
outside of the authorization boundaries of organizational information systems. This includes 
services that are used by, but not a part of, organizational information systems. FISMA and OMB 
policy require that organizations using external service providers that are processing, storing, or 
transmitting federal information or operating information systems on behalf of the federal 
government ensure that such providers meet the same security requirements that federal agencies 
are required to meet. Organizations establish relationships with external service providers in a 
variety of ways including, for example, through joint ventures, business partnerships, contracts, 
interagency agreements, lines of business arrangements, licensing agreements, and supply chain 
exchanges. The responsibility for managing risks from the use of external information system 
services remains with authorizing officials. For services external to organizations, a chain of trust 
requires that organizations establish and retain a level of confidence that each participating 
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provider in the potentially complex consumer-provider relationship provides adequate protection 
for the services rendered. The extent and nature of this chain of trust varies based on the 
relationships between organizations and the external providers. Organizations document the basis 
for trust relationships so the relationships can be monitored over time. External information 
system services documentation includes government, service providers, end user security roles and 
responsibilities, and service-level agreements. Service-level agreements define expectations of 
performance for security controls, describe measurable outcomes, and identify remedies and 
response requirements for identified instances of noncompliance. Related controls: CA-3, IR-7, 
PS-7. 

Control Enhancements: 

(1) EXTERNAL INFORMATION SYSTEMS | RISK ASSESSMENTS / ORGANIZATIONAL APPROVALS  
The organization: 

(a) Conducts an organizational assessment of risk prior to the acquisition or outsourcing of 
dedicated information security services; and 

(b) Ensures that the acquisition or outsourcing of dedicated information security services is 
approved by [Assignment: organization-defined personnel or roles]. 

Supplemental Guidance:  Dedicated information security services include, for example, incident 
monitoring, analysis and response, operation of information security-related devices such as 
firewalls, or key management services. Related controls: CA-6, RA-3. 

(2) EXTERNAL INFORMATION SYSTEMS | IDENTIFICATION OF FUNCTIONS / PORTS / PROTOCOLS / SERVICES  
The organization requires providers of [Assignment: organization-defined external information 
system services] to identify the functions, ports, protocols, and other services required for the use 
of such services. 
Supplemental Guidance:  Information from external service providers regarding the specific 
functions, ports, protocols, and services used in the provision of such services can be 
particularly useful when the need arises to understand the trade-offs involved in restricting 
certain functions/services or blocking certain ports/protocols. Related control: CM-7. 

(3) EXTERNAL INFORMATION SYSTEMS | ESTABLISH / MAINTAIN TRUST RELATIONSHIP WITH PROVIDERS  
The organization establishes, documents, and maintains trust relationships with external service 
providers based on [Assignment: organization-defined security requirements, properties, factors, 
or conditions defining acceptable trust relationships]. 

Supplemental Guidance:  The degree of confidence that the risk from using external services is 
at an acceptable level depends on the trust that organizations place in the external providers, 
individually or in combination. Trust relationships can help organization to gain increased 
levels of confidence that participating service providers are providing adequate protection for 
the services rendered. Such relationships can be complicated due to the number of potential 
entities participating in the consumer-provider interactions, subordinate relationships and 
levels of trust, and the types of interactions between the parties. In some cases, the degree of 
trust is based on the amount of direct control organizations are able to exert on external 
service providers with regard to employment of security controls necessary for the protection 
of the service/information and the evidence brought forth as to the effectiveness of those 
controls. The level of control is typically established by the terms and conditions of the 
contracts or service-level agreements and can range from extensive control (e.g., negotiating 
contracts or agreements that specify security requirements for the providers) to very limited 
control (e.g., using contracts or service-level agreements to obtain commodity services such as 
commercial telecommunications services). In other cases, levels of trust are based on factors 
that convince organizations that required security controls have been employed and that 
determinations of control effectiveness exist. For example, separately authorized external 
information system services provided to organizations through well-established business 
relationships may provide degrees of trust in such services within the tolerable risk range of 
the organizations using the services. External service providers may also outsource selected 
services to other external entities, making the trust relationship more difficult and complicated 
to manage. Depending on the nature of the services, organizations may find it very difficult to 
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place significant trust in external providers. This is not due to any inherent untrustworthiness 
on the part of providers, but to the intrinsic level of risk in the services. 

(4) EXTERNAL INFORMATION SYSTEMS | CONSISTENT INTERESTS OF CONSUMERS AND PROVIDERS  
The organization employs [Assignment: organization-defined security safeguards] to ensure that 
the interests of [Assignment: organization-defined external service providers] are consistent with 
and reflect organizational interests. 
Supplemental Guidance:  As organizations increasingly use external service providers, the 
possibility exists that the interests of the service providers may diverge from organizational 
interests. In such situations, simply having the correct technical, procedural, or operational 
safeguards in place may not be sufficient if the service providers that implement and control 
those safeguards are not operating in a manner consistent with the interests of the consuming 
organizations. Possible actions that organizations might take to address such concerns include, 
for example, requiring background checks for selected service provider personnel, examining 
ownership records, employing only trustworthy service providers (i.e., providers with which 
organizations have had positive experiences), and conducting periodic/unscheduled visits to 
service provider facilities. 

(5) EXTERNAL INFORMATION SYSTEMS | PROCESSING, STORAGE, AND SERVICE LOCATION  
The organization restricts the location of [Selection (one or more): information processing; 
information/data; information system services] to [Assignment: organization-defined locations] 
based on [Assignment: organization-defined requirements or conditions]. 
Supplemental Guidance:  The location of information processing, information/data storage, or 
information system services that are critical to organizations can have a direct impact on the 
ability of those organizations to successfully execute their missions/business functions. This 
situation exists when external providers control the location of processing, storage or services. 
The criteria external providers use for the selection of processing, storage, or service locations 
may be different from organizational criteria. For example, organizations may want to ensure 
that data/information storage locations are restricted to certain locations to facilitate incident 
response activities (e.g., forensic analyses, after-the-fact investigations) in case of information 
security breaches/compromises. Such incident response activities may be adversely affected 
by the governing laws or protocols in the locations where processing and storage occur and/or 
the locations from which information system services emanate.  

References:  NIST Special Publication 800-35. 

Priority and Baseline Allocation: 

P1 LOW   SA-9 MOD   SA-9 (2) HIGH   SA-9 (2) 
 

SA-10 DEVELOPER CONFIGURATION MANAGEMENT 

 Control:  The organization requires the developer of the information system, system component, or 
information system service to: 

a. Perform configuration management during system, component, or service [Selection (one or 
more): design; development; implementation; operation]; 

b. Document, manage, and control the integrity of changes to [Assignment: organization-defined 
configuration items under configuration management]; 

c. Implement only organization-approved changes to the system, component, or service; 

d. Document approved changes to the system, component, or service and the potential security 
impacts of such changes; and 

e. Track security flaws and flaw resolution within the system, component, or service and report 
findings to [Assignment: organization-defined personnel]. 
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Supplemental Guidance:  This control also applies to organizations conducting internal information 
systems development and integration. Organizations consider the quality and completeness of the 
configuration management activities conducted by developers as evidence of applying effective 
security safeguards. Safeguards include, for example, protecting from unauthorized modification 
or destruction, the master copies of all material used to generate security-relevant portions of the 
system hardware, software, and firmware. Maintaining the integrity of changes to the information 
system, information system component, or information system service requires configuration 
control throughout the system development life cycle to track authorized changes and prevent 
unauthorized changes. Configuration items that are placed under configuration management (if 
existence/use is required by other security controls) include: the formal model; the functional, 
high-level, and low-level design specifications; other design data; implementation documentation; 
source code and hardware schematics; the running version of the object code; tools for comparing 
new versions of security-relevant hardware descriptions and software/firmware source code with 
previous versions; and test fixtures and documentation. Depending on the mission/business needs 
of organizations and the nature of the contractual relationships in place, developers may provide 
configuration management support during the operations and maintenance phases of the life cycle. 
Related controls: CM-3, CM-4, CM-9, SA-12, SI-2.  

Control Enhancements: 

(1) DEVELOPER CONFIGURATION MANAGEMENT | SOFTWARE / FIRMWARE INTEGRITY VERIFICATION  
The organization requires the developer of the information system, system component, or 
information system service to enable integrity verification of software and firmware components. 

Supplemental Guidance:  This control enhancement allows organizations to detect unauthorized 
changes to software and firmware components through the use of tools, techniques, and/or 
mechanisms provided by developers. Integrity checking mechanisms can also address 
counterfeiting of software and firmware components. Organizations verify the integrity of 
software and firmware components, for example, through secure one-way hashes provided by 
developers. Delivered software and firmware components also include any updates to such 
components. Related control: SI-7. 

(2) DEVELOPER CONFIGURATION MANAGEMENT | ALTERNATIVE CONFIGURATION MANAGEMENT PROCESSES  
The organization provides an alternate configuration management process using organizational 
personnel in the absence of a dedicated developer configuration management team. 
Supplemental Guidance:  Alternate configuration management processes may be required, for 
example, when organizations use commercial off-the-shelf (COTS) information technology 
products. Alternate configuration management processes include organizational personnel 
that: (i) are responsible for reviewing/approving proposed changes to information systems, 
system components, and information system services; and (ii) conduct security impact 
analyses prior to the implementation of any changes to systems, components, or services (e.g., 
a configuration control board that considers security impacts of changes during development 
and includes representatives of both the organization and the developer, when applicable). 

(3) DEVELOPER CONFIGURATION MANAGEMENT | HARDWARE INTEGRITY VERIFICATION  
The organization requires the developer of the information system, system component, or 
information system service to enable integrity verification of hardware components. 

Supplemental Guidance:  This control enhancement allows organizations to detect unauthorized 
changes to hardware components through the use of tools, techniques, and/or mechanisms 
provided by developers. Organizations verify the integrity of hardware components, for 
example, with hard-to-copy labels and verifiable serial numbers provided by developers, and 
by requiring the implementation of anti-tamper technologies. Delivered hardware components 
also include updates to such components. Related control: SI-7. 

(4) DEVELOPER CONFIGURATION MANAGEMENT | TRUSTED GENERATION 
The organization requires the developer of the information system, system component, or 
information system service to employ tools for comparing newly generated versions of security-
relevant hardware descriptions and software/firmware source and object code with previous 
versions. 
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Supplemental Guidance:  This control enhancement addresses changes to hardware, software, 
and firmware components between versions during development. In contrast, SA-10 (1) and 
SA-10 (3) allow organizations to detect unauthorized changes to hardware, software, and 
firmware components through the use of tools, techniques, and/or mechanisms provided by 
developers. 

(5) DEVELOPER CONFIGURATION MANAGEMENT | MAPPING INTEGRITY FOR VERSION CONTROL 
The organization requires the developer of the information system, system component, or 
information system service to maintain the integrity of the mapping between the  master build data 
(hardware drawings and software/firmware code) describing the current version of security-
relevant hardware, software, and firmware and the on-site master copy of the data for the current 
version. 

Supplemental Guidance:  This control enhancement addresses changes to hardware, software, 
and firmware components during initial development and during system life cycle updates. 
Maintaining the integrity between the master copies of security-relevant hardware, software, 
and firmware (including designs and source code) and the equivalent data in master copies 
on-site in operational environments is essential to ensure the availability of organizational 
information systems supporting critical missions and/or business functions. 

(6) DEVELOPER CONFIGURATION MANAGEMENT | TRUSTED DISTRIBUTION  
The organization requires the developer of the information system, system component, or 
information system service to execute procedures for ensuring that security-relevant hardware, 
software, and firmware updates distributed to the organization are exactly as specified by the 
master copies. 
Supplemental Guidance:  The trusted distribution of security-relevant hardware, software, and 
firmware updates helps to ensure that such updates are faithful representations of the master 
copies maintained by the developer and have not been tampered with during distribution. 

References:  NIST Special Publication 800-128. 

Priority and Baseline Allocation: 

P1 LOW   Not Selected MOD   SA-10 HIGH   SA-10 
 

SA-11 DEVELOPER SECURITY TESTING AND EVALUATION 

Control:  The organization requires the developer of the information system, system component, or 
information system service to: 

a. Create and implement a security assessment plan; 

b. Perform [Selection (one or more): unit; integration; system; regression] testing/evaluation at 
[Assignment: organization-defined depth and coverage]; 

c. Produce evidence of the execution of the security assessment plan and the results of the 
security testing/evaluation; 

d. Implement a verifiable flaw remediation process; and 

e. Correct flaws identified during security testing/evaluation. 

Supplemental Guidance:  Developmental security testing/evaluation occurs at all post-design phases 
of the system development life cycle. Such testing/evaluation confirms that the required security 
controls are implemented correctly, operating as intended, enforcing the desired security policy, 
and meeting established security requirements. Security properties of information systems may be 
affected by the interconnection of system components or changes to those components. These 
interconnections or changes (e.g., upgrading or replacing applications and operating systems) may 
adversely affect previously implemented security controls. This control provides additional types 
of security testing/evaluation that developers can conduct to reduce or eliminate potential flaws. 
Testing custom software applications may require approaches such as static analysis, dynamic 
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analysis, binary analysis, or a hybrid of the three approaches. Developers can employ these 
analysis approaches in a variety of tools (e.g., web-based application scanners, static analysis 
tools, binary analyzers) and in source code reviews. Security assessment plans provide the specific 
activities that developers plan to carry out including the types of analyses, testing, evaluation, and 
reviews of software and firmware components, the degree of rigor to be applied, and the types of 
artifacts produced during those processes. The depth of security testing/evaluation refers to the 
rigor and level of detail associated with the assessment process (e.g., black box, gray box, or white 
box testing). The coverage of security testing/evaluation refers to the scope (i.e., number and type) 
of the artifacts included in the assessment process. Contracts specify the acceptance criteria for 
security assessment plans, flaw remediation processes, and the evidence that the plans/processes 
have been diligently applied. Methods for reviewing and protecting assessment plans, evidence, 
and documentation are commensurate with the security category or classification level of the 
information system. Contracts may specify documentation protection requirements. Related 
controls: CA-2, CM-4, SA-3, SA-4, SA-5, SI-2. 

Control Enhancements: 

(1) DEVELOPER SECURITY TESTING AND EVALUATION | STATIC CODE ANALYSIS 
The organization requires the developer of the information system, system component, or 
information system service to employ static code analysis tools to identify common flaws and 
document the results of the analysis. 

Supplemental Guidance:  Static code analysis provides a technology and methodology for 
security reviews. Such analysis can be used to identify security vulnerabilities and enforce 
security coding practices. Static code analysis is most effective when used early in the 
development process, when each code change can be automatically scanned for potential 
weaknesses. Static analysis can provide clear remediation guidance along with defects to 
enable developers to fix such defects. Evidence of correct implementation of static analysis 
can include, for example, aggregate defect density for critical defect types, evidence that 
defects were inspected by developers or security professionals, and evidence that defects were 
fixed. An excessively high density of ignored findings (commonly referred to as ignored or 
false positives) indicates a potential problem with the analysis process or tool. In such cases, 
organizations weigh the validity of the evidence against evidence from other sources. 

(2) DEVELOPER SECURITY TESTING AND EVALUATION | THREAT AND VULNERABILITY ANALYSES  
The organization requires the developer of the information system, system component, or 
information system service to perform threat and vulnerability analyses and subsequent 
testing/evaluation of the as-built system, component, or service. 

Supplemental Guidance:  Applications may deviate significantly from the functional and design 
specifications created during the requirements and design phases of the system development 
life cycle. Therefore, threat and vulnerability analyses of information systems, system 
components, and information system services prior to delivery are critical to the effective 
operation of those systems, components, and services. Threat and vulnerability analyses at 
this phase of the life cycle help to ensure that design or implementation changes have been 
accounted for, and that any new vulnerabilities created as a result of those changes have been 
reviewed and mitigated. Related controls: PM-15, RA-5. 

(3) DEVELOPER SECURITY TESTING AND EVALUATION | INDEPENDENT VERIFICATION OF ASSESSMENT PLANS / 
EVIDENCE  
The organization: 
(a) Requires an independent agent satisfying [Assignment: organization-defined independence 

criteria] to verify the correct implementation of the developer security assessment plan and 
the evidence produced during security testing/evaluation; and 

(b) Ensures that the independent agent either is provided with sufficient information to complete 
the verification process or has been granted the authority to obtain such information. 

Supplemental Guidance:  Independent agents have the necessary qualifications (i.e., expertise, 
skills, training, and experience) to verify the correct implementation of developer security 
assessment plans. Related controls: AT-3, CA-7, RA-5, SA-12. 
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(4) DEVELOPER SECURITY TESTING AND EVALUATION | MANUAL CODE REVIEWS  
The organization requires the developer of the information system, system component, or 
information system service to perform a manual code review of [Assignment: organization-defined 
specific code] using [Assignment: organization-defined processes, procedures, and/or 
techniques]. 
Supplemental Guidance:  Manual code reviews are usually reserved for the critical software and 
firmware components of information systems. Such code reviews are uniquely effective at 
identifying weaknesses that require knowledge of the application’s requirements or context 
which are generally unavailable to more automated analytic tools and techniques such as 
static or dynamic analysis. Components benefiting from manual review include for example, 
verifying access control matrices against application controls and reviewing more detailed 
aspects of cryptographic implementations and controls. 

(5) DEVELOPER SECURITY TESTING AND EVALUATION | PENETRATION TESTING / ANALYSIS 
The organization requires the developer of the information system, system component, or 
information system service to perform penetration testing at [Assignment: organization-defined 
breadth/depth] and with [Assignment: organization-defined constraints]. 

Supplemental Guidance:  Penetration testing is an assessment methodology in which assessors, 
using all available information technology product and/or information system documentation 
(e.g., product/system design specifications, source code, and administrator/operator manuals) 
and working under specific constraints, attempt to circumvent implemented security features 
of information technology products and information systems. Penetration testing can include, 
for example, white, gray, or black box testing with analyses performed by skilled security 
professionals simulating adversary actions. The objective of penetration testing is to uncover 
potential vulnerabilities in information technology products and information systems resulting 
from implementation errors, configuration faults, or other operational deployment weaknesses 
or deficiencies. Penetration tests can be performed in conjunction with automated and manual 
code reviews to provide greater levels of analysis than would ordinarily be possible. 

(6) DEVELOPER SECURITY TESTING AND EVALUATION | ATTACK SURFACE REVIEWS  
The organization requires the developer of the information system, system component, or 
information system service to perform attack surface reviews.  

Supplemental Guidance:  Attack surfaces of information systems are exposed areas that make 
those systems more vulnerable to cyber attacks. This includes any accessible areas where 
weaknesses or deficiencies in information systems (including the hardware, software, and 
firmware components) provide opportunities for adversaries to exploit vulnerabilities. Attack 
surface reviews ensure that developers: (i) analyze both design and implementation changes 
to information systems; and (ii) mitigate attack vectors generated as a result of the changes. 
Correction of identified flaws includes, for example, deprecation of unsafe functions. 

(7) DEVELOPER SECURITY TESTING AND EVALUATION | VERIFY SCOPE OF TESTING / EVALUATION 
The organization requires the developer of the information system, system component, or 
information system service to verify that the scope of security testing/evaluation provides 
complete coverage of required security controls at [Assignment: organization-defined depth of 
testing/evaluation]. 

Supplemental Guidance:  Verifying that security testing/evaluation provides complete coverage 
of required security controls can be accomplished by a variety of analytic techniques ranging 
from informal to formal. Each of these techniques provides an increasing level of assurance 
corresponding to the degree of formality of the analysis. Rigorously demonstrating security 
control coverage at the highest levels of assurance can be provided by the use of formal 
modeling and analysis techniques including correlation between control implementation and 
corresponding test cases. 

(8) DEVELOPER SECURITY TESTING AND EVALUATION | DYNAMIC CODE ANALYSIS  
The organization requires the developer of the information system, system component, or 
information system service to employ dynamic code analysis tools to identify common flaws and 
document the results of the analysis. 
Supplemental Guidance:  Dynamic code analysis provides run-time verification of software 
programs, using tools capable of monitoring programs for memory corruption, user privilege 
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issues, and other potential security problems. Dynamic code analysis employs run-time tools 
to help to ensure that security functionality performs in the manner in which it was designed. 
A specialized type of dynamic analysis, known as fuzz testing, induces program failures by 
deliberately introducing malformed or random data into software programs. Fuzz testing 
strategies derive from the intended use of applications and the functional and design 
specifications for the applications. To understand the scope of dynamic code analysis and 
hence the assurance provided, organizations may also consider conducting code coverage 
analysis (checking the degree to which the code has been tested using metrics such as percent 
of subroutines tested or percent of program statements called during execution of the test 
suite) and/or concordance analysis (checking for words that are out of place in software code 
such as non-English language words or derogatory terms). 

References:  ISO/IEC 15408; NIST Special Publication 800-53A; Web: http://nvd.nist.gov, 
http://cwe.mitre.org, http://cve.mitre.org, http://capec.mitre.org.  

Priority and Baseline Allocation: 

P1 LOW   Not Selected MOD   SA-11 HIGH   SA-11 
 

SA-12 SUPPLY CHAIN PROTECTION 

 Control:  The organization protects against supply chain threats to the information system, system 
component, or information system service by employing [Assignment: organization-defined 
security safeguards] as part of a comprehensive, defense-in-breadth information security strategy. 

Supplemental Guidance:  Information systems (including system components that compose those 
systems) need to be protected throughout the system development life cycle (i.e., during design, 
development, manufacturing, packaging, assembly, distribution, system integration, operations, 
maintenance, and retirement). Protection of organizational information systems is accomplished 
through threat awareness, by the identification, management, and reduction of vulnerabilities at 
each phase of the life cycle and the use of complementary, mutually reinforcing strategies to 
respond to risk. Organizations consider implementing a standardized process to address supply 
chain risk with respect to information systems and system components, and to educate the 
acquisition workforce on threats, risk, and required security controls. Organizations use the 
acquisition/procurement processes to require supply chain entities to implement necessary security 
safeguards to: (i) reduce the likelihood of unauthorized modifications at each stage in the supply 
chain; and (ii) protect information systems and information system components, prior to taking 
delivery of such systems/components. This control enhancement also applies to information 
system services. Security safeguards include, for example: (i) security controls for development 
systems, development facilities, and external connections to development systems; (ii) vetting 
development personnel; and (iii) use of tamper-evident packaging during shipping/warehousing. 
Methods for reviewing and protecting development plans, evidence, and documentation are 
commensurate with the security category or classification level of the information system. 
Contracts may specify documentation protection requirements. Related controls: AT-3, CM-8, IR-
4, PE-16, PL-8, SA-3, SA-4, SA-8, SA-10, SA-14, SA-15, SA-18, SA-19, SC-29, SC-30, SC-38, 
SI-7. 

Control Enhancements: 

(1) SUPPLY CHAIN PROTECTION | ACQUISITION STRATEGIES / TOOLS / METHODS  
The organization employs [Assignment: organization-defined tailored acquisition strategies, 
contract tools, and procurement methods] for the purchase of the information system, system 
component, or information system service from suppliers.  

Supplemental Guidance:  The use of acquisition and procurement processes by organizations 
early in the system development life cycle provides an important vehicle to protect the supply 
chain. Organizations use available all-source intelligence analysis to inform the tailoring of 
acquisition strategies, tools, and methods. There are a number of different tools and 
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techniques available (e.g., obscuring the end use of an information system or system 
component, using blind or filtered buys). Organizations also consider creating incentives for 
suppliers who: (i) implement required security safeguards; (ii) promote transparency into their 
organizational processes and security practices; (iii) provide additional vetting of the 
processes and security practices of subordinate suppliers, critical information system 
components, and services; (iv) restrict purchases from specific suppliers or countries; and (v) 
provide contract language regarding the prohibition of tainted or counterfeit components. In 
addition, organizations consider minimizing the time between purchase decisions and required 
delivery to limit opportunities for adversaries to corrupt information system components or 
products. Finally, organizations can use trusted/controlled distribution, delivery, and 
warehousing options to reduce supply chain risk (e.g., requiring tamper-evident packaging of 
information system components during shipping and warehousing). Related control: SA-19. 

(2) SUPPLY CHAIN PROTECTION | SUPPLIER REVIEWS  
The organization conducts a supplier review prior to entering into a contractual agreement to 
acquire the information system, system component, or information system service.  

Supplemental Guidance:  Supplier reviews include, for example: (i) analysis of supplier 
processes used to design, develop, test, implement, verify, deliver, and support information 
systems, system components, and information system services; and (ii) assessment of supplier 
training and experience in developing systems, components, or services with the required 
security capability. These reviews provide organizations with increased levels of visibility 
into supplier activities during the system development life cycle to promote more effective 
supply chain risk management. Supplier reviews can also help to determine whether primary 
suppliers have security safeguards in place and a practice for vetting subordinate suppliers, for 
example, second- and third-tier suppliers, and any subcontractors. 

(3) SUPPLY CHAIN PROTECTION | TRUSTED SHIPPING AND WAREHOUSING  
[Withdrawn: Incorporated into SA-12 (1)]. 

(4) SUPPLY CHAIN PROTECTION | DIVERSITY OF SUPPLIERS  
[Withdrawn: Incorporated into SA-12 (13)].  

(5) SUPPLY CHAIN PROTECTION | LIMITATION OF HARM  
The organization employs [Assignment: organization-defined security safeguards] to limit harm 
from potential adversaries identifying and targeting the organizational supply chain. 

Supplemental Guidance:  Supply chain risk is part of the advanced persistent threat (APT). 
Security safeguards and countermeasures to reduce the probability of adversaries successfully 
identifying and targeting the supply chain include, for example: (i) avoiding the purchase of 
custom configurations to reduce the risk of acquiring information systems, components, or 
products that have been corrupted via supply chain actions targeted at specific organizations; 
(ii) employing a diverse set of suppliers to limit the potential harm from any given supplier in 
the supply chain; (iii) employing approved vendor lists with standing reputations in industry, 
and (iv) using procurement carve outs (i.e., exclusions to commitments or obligations). 

(6) SUPPLY CHAIN PROTECTION | MINIMIZING PROCUREMENT TIME 
 [Withdrawn: Incorporated into SA-12 (1)]. 

(7) SUPPLY CHAIN PROTECTION | ASSESSMENTS PRIOR TO SELECTION / ACCEPTANCE / UPDATE 
The organization conducts an assessment of the information system, system component, or 
information system service prior to selection, acceptance, or update. 

Supplemental Guidance:  Assessments include, for example, testing, evaluations, reviews, and 
analyses. Independent, third-party entities or organizational personnel conduct assessments of 
systems, components, products, tools, and services. Organizations conduct assessments to 
uncover unintentional vulnerabilities and intentional vulnerabilities including, for example, 
malicious code, malicious processes, defective software, and counterfeits. Assessments can 
include, for example, static analyses, dynamic analyses, simulations, white, gray, and black 
box testing, fuzz testing, penetration testing, and ensuring that components or services are 
genuine (e.g., using tags, cryptographic hash verifications, or digital signatures). Evidence 
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generated during security assessments is documented for follow-on actions carried out by 
organizations. Related controls: CA-2, SA-11. 

(8) SUPPLY CHAIN PROTECTION | USE OF ALL-SOURCE INTELLIGENCE  
The organization uses all-source intelligence analysis of suppliers and potential suppliers of the 
information system, system component, or information system service. 

Supplemental Guidance:  All-source intelligence analysis is employed by organizations to 
inform engineering, acquisition, and risk management decisions. All-source intelligence 
consists of intelligence products and/or organizations and activities that incorporate all 
sources of information, most frequently including human intelligence, imagery intelligence, 
measurement and signature intelligence, signals intelligence, and open source data in the 
production of finished intelligence. Where available, such information is used to analyze the 
risk of both intentional and unintentional vulnerabilities from development, manufacturing, 
and delivery processes, people, and the environment. This review is performed on suppliers at 
multiple tiers in the supply chain sufficient to manage risks. Related control: SA-15. 

(9) SUPPLY CHAIN PROTECTION | OPERATIONS SECURITY  
The organization employs [Assignment: organization-defined Operations Security (OPSEC) 
safeguards] in accordance with classification guides to protect supply chain-related information 
for the information system, system component, or information system service. 

Supplemental Guidance:  Supply chain information includes, for example: user identities; uses 
for information systems, information system components, and information system services; 
supplier identities; supplier processes; security requirements; design specifications; testing 
and evaluation results; and system/component configurations. This control enhancement 
expands the scope of OPSEC to include suppliers and potential suppliers. OPSEC is a process 
of identifying critical information and subsequently analyzing friendly actions attendant to 
operations and other activities to: (i) identify those actions that can be observed by potential 
adversaries; (ii) determine indicators that adversaries might obtain that could be interpreted or 
pieced together to derive critical information in sufficient time to cause harm to organizations; 
(iii) implement safeguards or countermeasures to eliminate or reduce to an acceptable level, 
exploitable vulnerabilities; and (iv) consider how aggregated information may compromise 
the confidentiality of users or uses of the supply chain. OPSEC may require organizations to 
withhold critical mission/business information from suppliers and may include the use of 
intermediaries to hide the end use, or users, of information systems, system components, or 
information system services. Related control: PE-21. 

(10) SUPPLY CHAIN PROTECTION | VALIDATE AS GENUINE AND NOT ALTERED  
The organization employs [Assignment: organization-defined security safeguards] to validate that 
the information system or system component received is genuine and has not been altered. 

Supplemental Guidance:  For some information system components, especially hardware, there 
are technical means to help determine if the components are genuine or have been altered. 
Security safeguards used to validate the authenticity of information systems and information 
system components include, for example, optical/nanotechnology tagging and side-channel 
analysis. For hardware, detailed bill of material information can highlight the elements with 
embedded logic complete with component and production location. 

(11) SUPPLY CHAIN PROTECTION | PENETRATION TESTING / ANALYSIS OF ELEMENTS, PROCESSES, AND ACTORS 
The organization employs [Selection (one or more): organizational analysis, independent third-
party analysis, organizational penetration testing, independent third-party penetration testing] of 
[Assignment: organization-defined supply chain elements, processes, and actors] associated with 
the information system, system component, or information system service. 
Supplemental Guidance:  This control enhancement addresses analysis and/or testing of the 
supply chain, not just delivered items. Supply chain elements are information technology 
products or product components that contain programmable logic and that are critically 
important to information system functions. Supply chain processes include, for example: (i) 
hardware, software, and firmware development processes; (ii) shipping/handling procedures; 
(iii) personnel and physical security programs; (iv) configuration management tools/measures 
to maintain provenance; or (v) any other programs, processes, or procedures associated with 
the production/distribution of supply chain elements. Supply chain actors are individuals with 
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specific roles and responsibilities in the supply chain. The evidence generated during analyses 
and testing of supply chain elements, processes, and actors is documented and used to inform 
organizational risk management activities and decisions. Related control: RA-5. 

(12) SUPPLY CHAIN PROTECTION | INTER-ORGANIZATIONAL AGREEMENTS  
The organization establishes inter-organizational agreements and procedures with entities 
involved in the supply chain for the information system, system component, or information system 
service. 

Supplemental Guidance:  The establishment of inter-organizational agreements and procedures 
provides for notification of supply chain compromises. Early notification of supply chain 
compromises that can potentially adversely affect or have adversely affected organizational 
information systems, including critical system components, is essential for organizations to 
provide appropriate responses to such incidents. 

(13) SUPPLY CHAIN PROTECTION | CRITICAL INFORMATION SYSTEM COMPONENTS  
The organization employs [Assignment: organization-defined security safeguards] to ensure an 
adequate supply of [Assignment: organization-defined critical information system components]. 
Supplemental Guidance:  Adversaries can attempt to impede organizational operations by 
disrupting the supply of critical information system components or corrupting supplier 
operations. Safeguards to ensure adequate supplies of critical information system components 
include, for example: (i) the use of multiple suppliers throughout the supply chain for the 
identified critical components; and (ii) stockpiling of spare components to ensure operation 
during mission-critical times. 

(14) SUPPLY CHAIN PROTECTION | IDENTITY AND TRACEABILITY 
The organization establishes and retains unique identification of [Assignment: organization-
defined supply chain elements, processes, and actors] for the information system, system 
component, or information system service. 

Supplemental Guidance:  Knowing who and what is in the supply chains of organizations is 
critical to gaining visibility into what is happening within such supply chains, as well as 
monitoring and identifying high-risk events and activities. Without reasonable visibility and 
traceability into supply chains (i.e., elements, processes, and actors), it is very difficult for 
organizations to understand and therefore manage risk, and to reduce the likelihood of adverse 
events. Uniquely identifying acquirer and integrator roles, organizations, personnel, mission 
and element processes, testing and evaluation procedures, delivery mechanisms, support 
mechanisms, communications/delivery paths, and disposal/final disposition activities as well 
as the components and tools used, establishes a foundational identity structure for assessment 
of supply chain activities. For example, labeling (using serial numbers) and tagging (using 
radio-frequency identification [RFID] tags) individual supply chain elements including 
software packages, modules, and hardware devices, and processes associated with those 
elements can be used for this purpose. Identification methods are sufficient to support the 
provenance in the event of a supply chain issue or adverse supply chain event. 

(15) SUPPLY CHAIN PROTECTION | PROCESSES TO ADDRESS WEAKNESSES OR DEFICIENCIES  
The organization establishes a process to address weaknesses or deficiencies in supply chain 
elements identified during independent or organizational assessments of such elements. 
Supplemental Guidance:  Evidence generated during independent or organizational assessments 
of supply chain elements (e.g., penetration testing, audits, verification/validation activities) is 
documented and used in follow-on processes implemented by organizations to respond to the 
risks related to the identified weaknesses and deficiencies. Supply chain elements include, for 
example, supplier development processes and supplier distribution systems. 

References:  NIST Special Publication 800-161; NIST Interagency Report 7622. 

Priority and Baseline Allocation: 

P1 LOW   Not Selected MOD   Not Selected HIGH   SA-12 
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SA-13 TRUSTWORTHINESS 

 Control:  The organization: 

a. Describes the trustworthiness required in the [Assignment: organization-defined information 
system, information system component, or information system service] supporting its critical 
missions/business functions; and 

b. Implements [Assignment: organization-defined assurance overlay] to achieve such 
trustworthiness. 

Supplemental Guidance:  This control helps organizations to make explicit trustworthiness decisions 
when designing, developing, and implementing information systems that are needed to conduct 
critical organizational missions/business functions. Trustworthiness is a characteristic/property of 
an information system that expresses the degree to which the system can be expected to preserve 
the confidentiality, integrity, and availability of the information it processes, stores, or transmits.  
Trustworthy information systems are systems that are capable of being trusted to operate within 
defined levels of risk despite the environmental disruptions, human errors, and purposeful attacks 
that are expected to occur in the specified environments of operation. Trustworthy systems are 
important to mission/business success. Two factors affecting the trustworthiness of information 
systems include: (i) security functionality (i.e., the security features, functions, and/or mechanisms 
employed within the system and its environment of operation); and (ii) security assurance (i.e., the 
grounds for confidence that the security functionality is effective in its application). Developers, 
implementers, operators, and maintainers of organizational information systems can increase the 
level of assurance (and trustworthiness), for example, by employing well-defined security policy 
models, structured and rigorous hardware, software, and firmware development techniques, sound 
system/security engineering principles, and secure configuration settings (defined by a set of 
assurance-related security controls in Appendix E). 

Assurance is also based on the assessment of evidence produced during the system development 
life cycle. Critical missions/business functions are supported by high-impact systems and the 
associated assurance requirements for such systems. The additional assurance controls in Table E-
4 in Appendix E (designated as optional) can be used to develop and implement high-assurance 
solutions for specific information systems and system components using the concept of overlays 
described in Appendix I. Organizations select assurance overlays that have been developed, 
validated, and approved for community adoption (e.g., cross-organization, governmentwide), 
limiting the development of such overlays on an organization-by-organization basis. Organizations 
can conduct criticality analyses as described in SA-14, to determine the information systems, 
system components, or information system services that require high-assurance solutions. 
Trustworthiness requirements and assurance overlays can be described in the security plans for 
organizational information systems. Related controls: RA-2, SA-4, SA-8, SA-14, SC-3. 

Control Enhancements:  None. 

References:  FIPS Publications 199, 200; NIST Special Publications 800-53, 800-53A, 800-60, 
800-64. 

Priority and Baseline Allocation: 

P0 LOW   Not Selected MOD   Not Selected HIGH   Not Selected 
 

SA-14 CRITICALITY ANALYSIS 

Control:  The organization identifies critical information system components and functions by 
performing a criticality analysis for [Assignment: organization-defined information systems, 
information system components, or information system services] at [Assignment: organization-
defined decision points in the system development life cycle]. 

APPENDIX F-SA   PAGE F-173 



Special Publication 800-53 Revision 4                                  Security and Privacy Controls for Federal Information Systems 
                                                                                               and Organizations 
________________________________________________________________________________________________ 

Supplemental Guidance:  Criticality analysis is a key tenet of supply chain risk management and 
informs the prioritization of supply chain protection activities such as attack surface reduction, use 
of all-source intelligence, and tailored acquisition strategies. Information system engineers can 
conduct an end-to-end functional decomposition of an information system to identify mission-
critical functions and components. The functional decomposition includes the identification of 
core organizational missions supported by the system, decomposition into the specific functions to 
perform those missions, and traceability to the hardware, software, and firmware components that 
implement those functions, including when the functions are shared by many components within 
and beyond the information system boundary. Information system components that allow for 
unmediated access to critical components or functions are considered critical due to the inherent 
vulnerabilities such components create. Criticality is assessed in terms of the impact of the 
function or component failure on the ability of the component to complete the organizational 
missions supported by the information system. A criticality analysis is performed whenever an 
architecture or design is being developed or modified, including upgrades. Related controls: CP-2, 
PL-2, PL-8, PM-1, SA-8, SA-12, SA-13, SA-15, SA-20. 

Control Enhancements:  None. 

(1) CRITICALITY ANALYSIS | CRITICAL COMPONENTS WITH  NO VIABLE ALTERNATIVE SOURCING  
[Withdrawn: Incorporated into SA-20]. 

References:  None. 

Priority and Baseline Allocation: 

P0 LOW   Not Selected MOD   Not Selected HIGH   Not Selected 
 

SA-15 DEVELOPMENT PROCESS, STANDARDS, AND TOOLS 

 Control:  The organization: 

a. Requires the developer of the information system, system component, or information system 
service to follow a documented development process that: 

1. Explicitly addresses security requirements; 

2. Identifies the standards and tools used in the development process; 

3. Documents the specific tool options and tool configurations used in the development 
process; and 

4. Documents, manages, and ensures the integrity of changes to the process and/or tools 
used in development; and 

b. Reviews the development process, standards, tools, and tool options/configurations 
[Assignment: organization-defined frequency] to determine if the process, standards, tools, 
and tool options/configurations selected and employed can satisfy [Assignment: organization-
defined security requirements]. 

Supplemental Guidance:  Development tools include, for example, programming languages and 
computer-aided design (CAD) systems. Reviews of development processes can include, for 
example, the use of maturity models to determine the potential effectiveness of such processes. 
Maintaining the integrity of changes to tools and processes enables accurate supply chain risk 
assessment and mitigation, and requires robust configuration control throughout the life cycle 
(including design, development, transport, delivery, integration, and maintenance) to track 
authorized changes and prevent unauthorized changes. Related controls: SA-3, SA-8. 
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Control Enhancements: 

(1) DEVELOPMENT PROCESS, STANDARDS, AND TOOLS | QUALITY METRICS  
The organization requires the developer of the information system, system component, or 
information system service to: 

(a) Define quality metrics at the beginning of the development process; and 

(b) Provide evidence of meeting the quality metrics [Selection (one or more): [Assignment: 
organization-defined frequency]; [Assignment: organization-defined program review 
milestones]; upon delivery]. 

Supplemental Guidance:  Organizations use quality metrics to establish minimum acceptable 
levels of information system quality. Metrics may include quality gates which are collections 
of completion criteria or sufficiency standards representing the satisfactory execution of 
particular phases of the system development project. A quality gate, for example, may require 
the elimination of all compiler warnings or an explicit determination that the warnings have 
no impact on the effectiveness of required security capabilities. During the execution phases 
of development projects, quality gates provide clear, unambiguous indications of progress. 
Other metrics apply to the entire development project. These metrics can include defining the 
severity thresholds of vulnerabilities, for example, requiring no known vulnerabilities in the 
delivered information system with a Common Vulnerability Scoring System (CVSS) severity 
of Medium or High. 

(2) DEVELOPMENT PROCESS, STANDARDS, AND TOOLS | SECURITY TRACKING TOOLS  
The organization requires the developer of the information system, system component, or 
information system service to select and employ a security tracking tool for use during the 
development process. 

Supplemental Guidance:  Information system development teams select and deploy security 
tracking tools, including, for example, vulnerability/work item tracking systems that facilitate 
assignment, sorting, filtering, and tracking of completed work items or tasks associated with 
system development processes. 

(3) DEVELOPMENT PROCESS, STANDARDS, AND TOOLS | CRITICALITY ANALYSIS  
The organization requires the developer of the information system, system component, or 
information system service to perform a criticality analysis at [Assignment: organization-defined 
breadth/depth] and at [Assignment: organization-defined decision points in the system 
development life cycle]. 

Supplemental Guidance:  This control enhancement provides developer input to the criticality 
analysis performed by organizations in SA-14. Developer input is essential to such analysis 
because organizations may not have access to detailed design documentation for information 
system components that are developed as commercial off-the-shelf (COTS) information 
technology products (e.g., functional specifications, high-level designs, low-level designs, and 
source code/hardware schematics). Related controls: SA-4, SA-14. 

(4) DEVELOPMENT PROCESS, STANDARDS, AND TOOLS | THREAT MODELING / VULNERABILITY ANALYSIS  
The organization requires that developers perform threat modeling and a vulnerability analysis for 
the information system at [Assignment: organization-defined breadth/depth] that: 

(a) Uses [Assignment: organization-defined information concerning impact, environment of 
operations, known or assumed threats, and acceptable risk levels]; 

(b) Employs [Assignment: organization-defined tools and methods]; and 

(c) Produces evidence that meets [Assignment: organization-defined acceptance criteria]. 
Supplemental Guidance:  Related control: SA-4. 

(5) DEVELOPMENT PROCESS, STANDARDS, AND TOOLS | ATTACK SURFACE REDUCTION  
The organization requires the developer of the information system, system component, or 
information system service to reduce attack surfaces to [Assignment: organization-defined 
thresholds]. 

Supplemental Guidance:  Attack surface reduction is closely aligned with developer threat and 
vulnerability analyses and information system architecture and design. Attack surface 
reduction is a means of reducing risk to organizations by giving attackers less opportunity to 
exploit weaknesses or deficiencies (i.e., potential vulnerabilities) within information systems, 
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information system components, and information system services. Attack surface reduction 
includes, for example, applying the principle of least privilege, employing layered defenses, 
applying the principle of least functionality (i.e., restricting ports, protocols, functions, and 
services), deprecating unsafe functions, and eliminating application programming interfaces 
(APIs) that are vulnerable to cyber attacks. Related control: CM-7. 

(6) DEVELOPMENT PROCESS, STANDARDS, AND TOOLS | CONTINUOUS IMPROVEMENT  
The organization requires the developer of the information system, system component, or 
information system service to implement an explicit process to continuously improve the 
development process. 

Supplemental Guidance:  Developers of information systems, information system components, 
and information system services consider the effectiveness/efficiency of current development 
processes for meeting quality objectives and addressing security capabilities in current threat 
environments. 

(7) DEVELOPMENT PROCESS, STANDARDS, AND TOOLS | AUTOMATED VULNERABILITY ANALYSIS  
The organization requires the developer of the information system, system component, or 
information system service to: 

(a) Perform an automated vulnerability analysis using [Assignment: organization-defined tools]; 

(b) Determine the exploitation potential for discovered vulnerabilities; 

(c) Determine potential risk mitigations for delivered vulnerabilities; and 

(d) Deliver the outputs of the tools and results of the analysis to [Assignment: organization-
defined personnel or roles]. 

Supplemental Guidance:  Related control: RA-5. 

(8) DEVELOPMENT PROCESS, STANDARDS, AND TOOLS | REUSE OF THREAT / VULNERABILITY INFORMATION  
The organization requires the developer of the information system, system component, or 
information system service to use threat modeling and vulnerability analyses from similar systems, 
components, or services to inform the current development process. 

Supplemental Guidance:  Analysis of vulnerabilities found in similar software applications can 
inform potential design or implementation issues for information systems under development. 
Similar information systems or system components may exist within developer organizations. 
Authoritative vulnerability information is available from a variety of public and private sector 
sources including, for example, the National Vulnerability Database. 

(9) DEVELOPMENT PROCESS, STANDARDS, AND TOOLS | USE OF LIVE DATA  
The organization approves, documents, and controls the use of live data in development and test 
environments for the information system, system component, or information system service. 

Supplemental Guidance:  The use of live data in preproduction environments can result in 
significant risk to organizations. Organizations can minimize such risk by using test or 
dummy data during the development and testing of information systems, information system 
components, and information system services. 

(10) DEVELOPMENT PROCESS, STANDARDS, AND TOOLS | INCIDENT RESPONSE PLAN  
The organization requires the developer of the information system, system component, or 
information system service to provide an incident response plan. 
Supplemental Guidance:  The incident response plan for developers of information systems, 
system components, and information system services is incorporated into organizational 
incident response plans to provide the type of incident response information not readily 
available to organizations. Such information may be extremely helpful, for example, when 
organizations respond to vulnerabilities in commercial off-the-shelf (COTS) information 
technology products. Related control: IR-8. 

(11) DEVELOPMENT PROCESS, STANDARDS, AND TOOLS | ARCHIVE INFORMATION SYSTEM / COMPONENT  
The organization requires the developer of the information system or system component to archive 
the system or component to be released or delivered together with the corresponding evidence 
supporting the final security review. 
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Supplemental Guidance:  Archiving relevant documentation from the development process can 
provide a readily available baseline of information that can be helpful during information 
system/component upgrades or modifications. 

References:  None. 

Priority and Baseline Allocation: 

P2 LOW   Not Selected MOD   Not Selected  HIGH   SA-15 
 

SA-16 DEVELOPER-PROVIDED TRAINING 

 Control:  The organization requires the developer of the information system, system component, or 
information system service to provide [Assignment: organization-defined training] on the correct 
use and operation of the implemented security functions, controls, and/or mechanisms. 

Supplemental Guidance:  This control applies to external and internal (in-house) developers. Training 
of personnel is an essential element to ensure the effectiveness of security controls implemented 
within organizational information systems. Training options include, for example, classroom-style 
training, web-based/computer-based training, and hands-on training. Organizations can also 
request sufficient training materials from developers to conduct in-house training or offer self-
training to organizational personnel. Organizations determine the type of training necessary and 
may require different types of training for different security functions, controls, or mechanisms. 
Related controls: AT-2, AT-3, SA-5. 

Control Enhancements:  None. 

References:  None. 

Priority and Baseline Allocation: 

P2 LOW   Not Selected MOD   Not Selected HIGH   SA-16 
 

SA-17 DEVELOPER SECURITY ARCHITECTURE AND DESIGN 

Control:  The organization requires the developer of the information system, system component, or 
information system service to produce a design specification and security architecture that: 

a. Is consistent with and supportive of the organization’s security architecture which is 
established within and is an integrated part of the organization’s enterprise architecture; 

b. Accurately and completely describes the required security functionality, and the allocation of 
security controls among physical and logical components; and 

c. Expresses how individual security functions, mechanisms, and services work together to 
provide required security capabilities and a unified approach to protection. 

Supplemental Guidance:  This control is primarily directed at external developers, although it could 
also be used for internal (in-house) development. In contrast, PL-8 is primarily directed at internal 
developers to help ensure that organizations develop an information security architecture and such 
security architecture is integrated or tightly coupled to the enterprise architecture. This distinction 
is important if/when organizations outsource the development of information systems, information 
system components, or information system services to external entities, and there is a requirement 
to demonstrate consistency with the organization’s enterprise architecture and information security 
architecture. Related controls: PL-8, PM-7, SA-3, SA-8. 
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Control Enhancements: 

(1) DEVELOPER SECURITY ARCHITECTURE AND DESIGN | FORMAL POLICY MODEL  
The organization requires the developer of the information system, system component, or 
information system service to: 

(a) Produce, as an integral part of the development process, a formal policy model describing the 
[Assignment: organization-defined elements of organizational security policy] to be enforced; 
and 

(b) Prove that the formal policy model is internally consistent and sufficient to enforce the 
defined elements of the organizational security policy when implemented. 

Supplemental Guidance:  Formal models describe specific behaviors or security policies using 
formal languages, thus enabling the correctness of those behaviors/policies to be formally 
proven. Not all components of information systems can be modeled, and generally, formal 
specifications are scoped to specific behaviors or policies of interest (e.g., nondiscretionary 
access control policies). Organizations choose the particular formal modeling language and 
approach based on the nature of the behaviors/policies to be described and the available tools. 
Formal modeling tools include, for example, Gypsy and Zed. 

(2) DEVELOPER SECURITY ARCHITECTURE AND DESIGN | SECURITY-RELEVANT COMPONENTS 
The organization requires the developer of the information system, system component, or 
information system service to: 

(a) Define security-relevant hardware, software, and firmware; and 

(b) Provide a rationale that the definition for security-relevant hardware, software, and firmware is 
complete. 

Supplemental Guidance:  Security-relevant hardware, software, and firmware represent the 
portion of the information system, component, or service that must be trusted to perform 
correctly in order to maintain required security properties. Related control: SA-5. 

(3) DEVELOPER SECURITY ARCHITECTURE AND DESIGN | FORMAL CORRESPONDENCE  
The organization requires the developer of the information system, system component, or 
information system service to: 

(a) Produce, as an integral part of the development process, a formal top-level specification that 
specifies the interfaces to security-relevant hardware, software, and firmware in terms of 
exceptions, error messages, and effects; 

(b) Show via proof to the extent feasible with additional informal demonstration as necessary, 
that the formal top-level specification is consistent with the formal policy model; 

(c) Show via informal demonstration, that the formal top-level specification completely covers the 
interfaces to security-relevant hardware, software, and firmware; 

(d) Show that the formal top-level specification is an accurate description of the implemented 
security-relevant hardware, software, and firmware; and 

(e) Describe the security-relevant hardware, software, and firmware mechanisms not addressed 
in the formal top-level specification but strictly internal to the security-relevant hardware, 
software, and firmware. 

Supplemental Guidance:  Correspondence is an important part of the assurance gained through 
modeling. It demonstrates that the implementation is an accurate transformation of the model, 
and that any additional code or implementation details present have no impact on the 
behaviors or policies being modeled. Formal methods can be used to show that the high-level 
security properties are satisfied by the formal information system description, and that the 
formal system description is correctly implemented by a description of some lower level, for 
example a hardware description. Consistency between the formal top-level specification and 
the formal policy models is generally not amenable to being fully proven. Therefore, a 
combination of formal/informal methods may be needed to show such consistency. 
Consistency between the formal top-level specification and the implementation may require 
the use of an informal demonstration due to limitations in the applicability of formal methods 
to prove that the specification accurately reflects the implementation. Hardware, software, and 
firmware mechanisms strictly internal to security-relevant hardware, software, and firmware 
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include, for example, mapping registers and direct memory input/output. Related control: SA-
5. 

(4) DEVELOPER SECURITY ARCHITECTURE AND DESIGN | INFORMAL CORRESPONDENCE  
The organization requires the developer of the information system, system component, or 
information system service to: 

(a) Produce, as an integral part of the development process, an informal descriptive top-level 
specification that specifies the interfaces to security-relevant hardware, software, and 
firmware in terms of exceptions, error messages, and effects; 

(b) Show via [Selection: informal demonstration, convincing argument with formal methods as 
feasible] that the descriptive top-level specification is consistent with the formal policy model; 

(c) Show via informal demonstration, that the descriptive top-level specification completely  
covers the interfaces to security-relevant hardware, software, and firmware; 

(d) Show that the descriptive top-level specification is an accurate description of the interfaces to 
security-relevant hardware, software, and firmware; and 

(e) Describe the security-relevant hardware, software, and firmware mechanisms not addressed 
in the descriptive top-level specification but strictly internal to the security-relevant hardware, 
software, and firmware. 

Supplemental Guidance:  Correspondence is an important part of the assurance gained through 
modeling. It demonstrates that the implementation is an accurate transformation of the model, 
and that any additional code or implementation details present has no impact on the behaviors 
or policies being modeled. Consistency between the descriptive top-level specification (i.e., 
high-level/low-level design) and the formal policy model is generally not amenable to being 
fully proven. Therefore, a combination of formal/informal methods may be needed to show 
such consistency. Hardware, software, and firmware mechanisms strictly internal to security-
relevant hardware, software, and firmware include, for example, mapping registers and direct 
memory input/output. Related control: SA-5. 

(5) DEVELOPER SECURITY ARCHITECTURE AND DESIGN | CONCEPTUALLY SIMPLE DESIGN  
The organization requires the developer of the information system, system component, or 
information system service to: 

(a) Design and structure the security-relevant hardware, software, and firmware to use a 
complete, conceptually simple protection mechanism with precisely defined semantics; and 

(b) Internally structure the security-relevant hardware, software, and firmware with specific regard 
for this mechanism. 

Supplemental Guidance:  Related control: SC-3. 

(6) DEVELOPER SECURITY ARCHITECTURE AND DESIGN | STRUCTURE FOR TESTING  
The organization requires the developer of the information system, system component, or 
information system service to structure security-relevant hardware, software, and firmware to 
facilitate testing. 

Supplemental Guidance:  Related control: SA-11. 

(7) DEVELOPER SECURITY ARCHITECTURE AND DESIGN | STRUCTURE FOR LEAST PRIVILEGE  
The organization requires the developer of the information system, system component, or 
information system service to structure security-relevant hardware, software, and firmware to 
facilitate controlling access with least privilege. 

Supplemental Guidance:  Related controls: AC-5, AC-6. 

References:  None. 

Priority and Baseline Allocation: 

P1 LOW   Not Selected MOD   Not Selected HIGH   SA-17 
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SA-18 TAMPER RESISTANCE AND DETECTION 

 Control:  The organization implements a tamper protection program for the information system, 
system component, or information system service. 

Supplemental Guidance:  Anti-tamper technologies and techniques provide a level of protection for 
critical information systems, system components, and information technology products against a 
number of related threats including modification, reverse engineering, and substitution. Strong 
identification combined with tamper resistance and/or tamper detection is essential to protecting 
information systems, components, and products during distribution and when in use. Related 
controls: PE-3, SA-12, SI-7. 

Control Enhancements: 

(1) TAMPER RESISTANCE AND DETECTION | MULTIPLE PHASES OF SDLC  
The organization employs anti-tamper technologies and techniques during multiple phases in the 
system development life cycle including design, development, integration, operations, and 
maintenance. 

Supplemental Guidance:  Organizations use a combination of hardware and software techniques 
for tamper resistance and detection. Organizations employ obfuscation and self-checking, for 
example, to make reverse engineering and modifications more difficult, time-consuming, and 
expensive for adversaries. Customization of information systems and system components can 
make substitutions easier to detect and therefore limit damage. Related control: SA-3. 

(2) TAMPER RESISTANCE AND DETECTION | INSPECTION OF INFORMATION SYSTEMS, COMPONENTS, OR DEVICES  
The organization inspects [Assignment: organization-defined information systems, system 
components, or devices] [Selection (one or more): at random; at [Assignment: organization-
defined frequency], upon [Assignment: organization-defined indications of need for inspection]] to 
detect tampering. 

Supplemental Guidance:  This control enhancement addresses both physical and logical 
tampering and is typically applied to mobile devices, notebook computers, or other system 
components taken out of organization-controlled areas. Indications of need for inspection 
include, for example, when individuals return from travel to high-risk locations. Related 
control: SI-4.  

References:  None. 

Priority and Baseline Allocation: 

P0 LOW   Not Selected MOD   Not Selected HIGH   Not Selected 
 

SA-19 COMPONENT AUTHENTICITY 

 Control:  The organization: 

a. Develops and implements anti-counterfeit policy and procedures that include the means to 
detect and prevent counterfeit components from entering the information system; and 

b. Reports counterfeit information system components to [Selection (one or more): source of 
counterfeit component; [Assignment: organization-defined external reporting organizations]; 
[Assignment: organization-defined personnel or roles]].      

Supplemental Guidance:  Sources of counterfeit components include, for example, manufacturers, 
developers, vendors, and contractors. Anti-counterfeiting policy and procedures support tamper 
resistance and provide a level of protection against the introduction of malicious code. External 
reporting organizations include, for example, US-CERT. Related controls: PE-3, SA-12, SI-7. 

Control Enhancements: 

(1) COMPONENT AUTHENTICITY | ANTI-COUNTERFEIT TRAINING  
The organization trains [Assignment: organization-defined personnel or roles] to detect counterfeit 
information system components (including hardware, software, and firmware). 
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(2) COMPONENT AUTHENTICITY | CONFIGURATION CONTROL FOR COMPONENT SERVICE / REPAIR  
The organization maintains configuration control over [Assignment: organization-defined 
information system components] awaiting service/repair and serviced/repaired components 
awaiting return to service. 

(3) COMPONENT AUTHENTICITY | COMPONENT DISPOSAL 
The organization disposes of information system components using [Assignment: organization-
defined techniques and methods]. 

Supplemental Guidance:  Proper disposal of information system components helps to prevent 
such components from entering the gray market. 

(4) COMPONENT AUTHENTICITY | ANTI-COUNTERFEIT SCANNING  
The organization scans for counterfeit information system components [Assignment: organization-
defined frequency]. 

References:  None. 

Priority and Baseline Allocation: 

P0 LOW   Not Selected MOD   Not Selected HIGH   Not Selected 
 

SA-20 CUSTOMIZED DEVELOPMENT OF CRITICAL COMPONENTS 

 Control:  The organization re-implements or custom develops [Assignment: organization-defined 
critical information system components]. 

Supplemental Guidance:  Organizations determine that certain information system components likely 
cannot be trusted due to specific threats to and vulnerabilities in those components, and for which 
there are no viable security controls to adequately mitigate the resulting risk. Re-implementation 
or custom development of such components helps to satisfy requirements for higher assurance. 
This is accomplished by initiating changes to system components (including hardware, software, 
and firmware) such that the standard attacks by adversaries are less likely to succeed. In situations 
where no alternative sourcing is available and organizations choose not to re-implement or custom 
develop critical information system components, additional safeguards can be employed (e.g., 
enhanced auditing, restrictions on source code and system utility access, and protection from 
deletion of system and application files. Related controls: CP-2, SA-8, SA-14. 

Control Enhancements:  None. 

References:  None. 

Priority and Baseline Allocation: 

P0 LOW   Not Selected MOD   Not Selected HIGH   Not Selected 
 

SA-21 DEVELOPER SCREENING 

 Control:  The organization requires that the developer of [Assignment: organization-defined 
information system, system component, or information system service]: 

a. Have appropriate access authorizations as determined by assigned [Assignment: organization-
defined official government duties]; and 

b. Satisfy [Assignment: organization-defined additional personnel screening criteria]. 

Supplemental Guidance:  Because the information system, system component, or information system 
service may be employed in critical activities essential to the national and/or economic security 
interests of the United States, organizations have a strong interest in ensuring that the developer is 
trustworthy. The degree of trust required of the developer may need to be consistent with that of 
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the individuals accessing the information system/component/service once deployed. Examples of 
authorization and personnel screening criteria include clearance, satisfactory background checks, 
citizenship, and nationality. Trustworthiness of developers may also include a review and analysis 
of company ownership and any relationships the company has with entities potentially affecting 
the quality/reliability of the systems, components, or services being developed. Related controls: 
PS-3, PS-7. 

Control Enhancements: 

(1) DEVELOPER SCREENING | VALIDATION OF SCREENING  
The organization requires the developer of the information system, system component, or 
information system service take [Assignment: organization-defined actions] to ensure that the 
required access authorizations and screening criteria are satisfied. 
Supplemental Guidance:  Satisfying required access authorizations and personnel screening 
criteria includes, for example, providing a listing of all the individuals authorized to perform 
development activities on the selected information system, system component, or information 
system service so that organizations can validate that the developer has satisfied the necessary 
authorization and screening requirements. 

References:  None. 

Priority and Baseline Allocation: 

P0 LOW   Not Selected MOD   Not Selected HIGH   Not Selected 
 

SA-22 UNSUPPORTED SYSTEM COMPONENTS 

 Control:  The organization: 

a. Replaces information system components when support for the components is no longer 
available from the developer, vendor, or manufacturer; and 

b. Provides justification and documents approval for the continued use of unsupported system 
components required to satisfy mission/business needs. 

Supplemental Guidance:  Support for information system components includes, for example, 
software patches, firmware updates, replacement parts, and maintenance contracts. Unsupported 
components (e.g., when vendors are no longer providing critical software patches), provide a 
substantial opportunity for adversaries to exploit new weaknesses discovered in the currently 
installed components. Exceptions to replacing unsupported system components may include, for 
example, systems that provide critical mission/business capability where newer technologies are 
not available or where the systems are so isolated that installing replacement components is not an 
option. Related controls: PL-2, SA-3. 

Control Enhancements: 

(1) UNSUPPORTED SYSTEM COMPONENTS | ALTERNATIVE SOURCES FOR CONTINUED SUPPORT  
The organization provides [Selection (one or more): in-house support; [Assignment: organization-
defined support from external providers]] for unsupported information system components. 

Supplemental Guidance:  This control enhancement addresses the need to provide continued 
support for selected information system components that are no longer supported by the 
original developers, vendors, or manufacturers when such components remain essential to 
mission/business operations. Organizations can establish in-house support, for example, by 
developing customized patches for critical software components or secure the services of 
external providers who through contractual relationships, provide ongoing support for the 
designated unsupported components. Such contractual relationships can include, for example, 
Open Source Software value-added vendors. 

References:  None. 
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Priority and Baseline Allocation: 

P0 LOW   Not Selected MOD   Not Selected HIGH   Not Selected 
 

SYSTEM AND SERVICES ACQUISITION CONTROLS 
DEVELOPMENT OF SYSTEMS, COMPONENTS, AND SERVICES 

With the renewed emphasis on trustworthy information systems and supply chain security, it is 
essential that organizations have the capability to express their information security requirements 
with clarity and specificity in order to engage the information technology industry and obtain the 
systems, components, and services necessary for mission and business success. To ensure that 
organizations have such capability, this publication provides a set of security controls in the System 
and Services Acquisition family (i.e., SA family) addressing requirements for the development of 
information systems, information technology products, and information system services. Therefore, 
many of the controls in the SA family are directed at developers of those systems, components, and 
services. It is important for organizations to recognize that the scope of the security controls in the 
SA family includes all system/component/service development and the developers associated with 
such development whether the development is conducted by internal organizational personnel or by 
external developers through the contracting/acquisition process. Affected controls include SA-8, 
SA-10, SA-11, SA-15, SA-16, SA-17, SA-20, and SA-21. 
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FAMILY:  SYSTEM AND COMMUNICATIONS PROTECTION 

SC-1 SYSTEM AND COMMUNICATIONS PROTECTION POLICY AND PROCEDURES  
Control:  The organization: 

a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or 
roles]: 

1. A system and communications protection policy that addresses purpose, scope, roles, 
responsibilities, management commitment, coordination among organizational entities, 
and compliance; and 

2. Procedures to facilitate the implementation of the system and communications protection 
policy and associated system and communications protection controls; and 

b. Reviews and updates the current: 

1. System and communications protection policy [Assignment: organization-defined 
frequency]; and 

2. System and communications protection procedures [Assignment: organization-defined 
frequency]. 

Supplemental Guidance:  This control addresses the establishment of policy and procedures for the 
effective implementation of selected security controls and control enhancements in the SC family. 
Policy and procedures reflect applicable federal laws, Executive Orders, directives, regulations, 
policies, standards, and guidance. Security program policies and procedures at the organization 
level may make the need for system-specific policies and procedures unnecessary. The policy can 
be included as part of the general information security policy for organizations or conversely, can 
be represented by multiple policies reflecting the complex nature of certain organizations. The 
procedures can be established for the security program in general and for particular information 
systems, if needed. The organizational risk management strategy is a key factor in establishing 
policy and procedures. Related control: PM-9. 

Control Enhancements:  None. 

References:  NIST Special Publications 800-12, 800-100. 

Priority and Baseline Allocation: 

P1 LOW   SC-1 MOD   SC-1 HIGH   SC-1 
 

SC-2 APPLICATION PARTITIONING  
Control:  The information system separates user functionality (including user interface services) 
from information system management functionality. 

Supplemental Guidance:  Information system management functionality includes, for example, 
functions necessary to administer databases, network components, workstations, or servers, and 
typically requires privileged user access. The separation of user functionality from information 
system management functionality is either physical or logical. Organizations implement separation 
of system management-related functionality from user functionality by using different computers, 
different central processing units, different instances of operating systems, different network 
addresses, virtualization techniques, or combinations of these or other methods, as appropriate. 
This type of separation includes, for example, web administrative interfaces that use separate 
authentication methods for users of any other information system resources. Separation of system 
and user functionality may include isolating administrative interfaces on different domains and 
with additional access controls. Related controls: SA-4, SA-8, SC-3. 
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Control Enhancements: 

(1) APPLICATION PARTITIONING | INTERFACES FOR NON-PRIVILEGED USERS  
The information system prevents the presentation of information system management-related 
functionality at an interface for non-privileged users. 

Supplemental Guidance:  This control enhancement ensures that administration options (e.g., 
administrator privileges) are not available to general users (including prohibiting the use of 
the grey-out option commonly used to eliminate accessibility to such information). Such 
restrictions include, for example, not presenting administration options until users establish 
sessions with administrator privileges. Related control: AC-3. 

References:  None. 

Priority and Baseline Allocation: 

P1 LOW   Not Selected MOD   SC-2 HIGH   SC-2 
 

SC-3 SECURITY FUNCTION ISOLATION  
Control:  The information system isolates security functions from nonsecurity functions. 

Supplemental Guidance:  The information system isolates security functions from nonsecurity 
functions by means of an isolation boundary (implemented via partitions and domains). Such 
isolation controls access to and protects the integrity of the hardware, software, and firmware that 
perform those security functions. Information systems implement code separation (i.e., separation 
of security functions from nonsecurity functions) in a number of ways, including, for example, 
through the provision of security kernels via processor rings or processor modes. For non-kernel 
code, security function isolation is often achieved through file system protections that serve to 
protect the code on disk, and address space protections that protect executing code. Information 
systems restrict access to security functions through the use of access control mechanisms and by 
implementing least privilege capabilities. While the ideal is for all of the code within the security 
function isolation boundary to only contain security-relevant code, it is sometimes necessary to 
include nonsecurity functions within the isolation boundary as an exception. Related controls: AC-
3, AC-6, SA-4, SA-5, SA-8, SA-13, SC-2, SC-7, SC-39. 

Control Enhancements: 

(1) SECURITY FUNCTION ISOLATION | HARDWARE SEPARATION  
The information system utilizes underlying hardware separation mechanisms to implement 
security function isolation. 

Supplemental Guidance:  Underlying hardware separation mechanisms include, for example, 
hardware ring architectures, commonly implemented within microprocessors, and hardware-
enforced address segmentation used to support logically distinct storage objects with separate 
attributes (i.e., readable, writeable). 

(2) SECURITY FUNCTION ISOLATION | ACCESS / FLOW CONTROL FUNCTIONS  
The information system isolates security functions enforcing access and information flow control 
from nonsecurity functions and from other security functions. 

Supplemental Guidance:  Security function isolation occurs as a result of implementation; the 
functions can still be scanned and monitored. Security functions that are potentially isolated 
from access and flow control enforcement functions include, for example, auditing, intrusion 
detection, and anti-virus functions. 

(3) SECURITY FUNCTION ISOLATION | MINIMIZE NONSECURITY FUNCTIONALITY 
The organization minimizes the number of nonsecurity functions included within the isolation 
boundary containing security functions. 
Supplemental Guidance:  In those instances where it is not feasible to achieve strict isolation of 
nonsecurity functions from security functions, it is necessary to take actions to minimize the 
nonsecurity-relevant functions within the security function boundary. Nonsecurity functions 
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contained within the isolation boundary are considered security-relevant because errors or 
maliciousness in such software, by virtue of being within the boundary, can impact the 
security functions of organizational information systems. The design objective is that the 
specific portions of information systems providing information security are of minimal 
size/complexity. Minimizing the number of nonsecurity functions in the security-relevant 
components of information systems allows designers and implementers to focus only on those 
functions which are necessary to provide the desired security capability (typically access 
enforcement). By minimizing nonsecurity functions within the isolation boundaries, the 
amount of code that must be trusted to enforce security policies is reduced, thus contributing 
to understandability. 

(4) SECURITY FUNCTION ISOLATION | MODULE COUPLING AND COHESIVENESS  
The organization implements security functions as largely independent modules that maximize 
internal cohesiveness within modules and minimize coupling between modules. 
Supplemental Guidance:  The reduction in inter-module interactions helps to constrain security 
functions and to manage complexity. The concepts of coupling and cohesion are important 
with respect to modularity in software design. Coupling refers to the dependencies that one 
module has on other modules. Cohesion refers to the relationship between the different 
functions within a particular module. Good software engineering practices rely on modular 
decomposition, layering, and minimization to reduce and manage complexity, thus producing 
software modules that are highly cohesive and loosely coupled. 

(5) SECURITY FUNCTION ISOLATION | LAYERED STRUCTURES  
The organization implements security functions as a layered structure minimizing interactions 
between layers of the design and avoiding any dependence by lower layers on the functionality or 
correctness of higher layers. 

Supplemental Guidance:  The implementation of layered structures with minimized interactions 
among security functions and non-looping layers (i.e., lower-layer functions do not depend on 
higher-layer functions) further enables the isolation of security functions and management of 
complexity. 

References:  None. 

Priority and Baseline Allocation: 

P1 LOW   Not Selected MOD   Not Selected HIGH   SC-3 
 

SC-4 INFORMATION IN SHARED RESOURCES 
Control:  The information system prevents unauthorized and unintended information transfer via 
shared system resources. 

Supplemental Guidance:  This control prevents information, including encrypted representations of 
information, produced by the actions of prior users/roles (or the actions of processes acting on 
behalf of prior users/roles) from being available to any current users/roles (or current processes) 
that obtain access to shared system resources (e.g., registers, main memory, hard disks) after those 
resources have been released back to information systems. The control of information in shared 
resources is also commonly referred to as object reuse and residual information protection. This 
control does not address: (i) information remanence which refers to residual representation of data 
that has been nominally erased or removed; (ii) covert channels (including storage and/or timing 
channels) where shared resources are manipulated to violate information flow restrictions; or (iii) 
components within information systems for which there are only single users/roles. Related 
controls: AC-3, AC-4, MP-6. 

Control Enhancements: 

(1) INFORMATION IN SHARED RESOURCES | SECURITY LEVELS 
 [Withdrawn: Incorporated into SC-4]. 
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(2) INFORMATION IN SHARED RESOURCES | PERIODS PROCESSING  
The information system prevents unauthorized information transfer via shared resources in 
accordance with [Assignment: organization-defined procedures] when system processing 
explicitly switches between different information classification levels or security categories. 

Supplemental Guidance:  This control enhancement applies when there are explicit changes in 
information processing levels during information system operations, for example, during 
multilevel processing and periods processing with information at different classification levels 
or security categories. Organization-defined procedures may include, for example, approved 
sanitization processes for electronically stored information. 

References:  None. 

Priority and Baseline Allocation: 

P1 LOW   Not Selected MOD   SC-4 HIGH   SC-4 
 

SC-5 DENIAL OF SERVICE PROTECTION 
Control:  The information system protects against or limits the effects of the following types of 
denial of service attacks: [Assignment: organization-defined types of denial of service attacks or 
reference to source for such information] by employing [Assignment: organization-defined 
security safeguards]. 

Supplemental Guidance:  A variety of technologies exist to limit, or in some cases, eliminate the 
effects of denial of service attacks. For example, boundary protection devices can filter certain 
types of packets to protect information system components on internal organizational networks 
from being directly affected by denial of service attacks. Employing increased capacity and 
bandwidth combined with service redundancy may also reduce the susceptibility to denial of 
service attacks. Related controls: SC-6, SC-7. 

Control Enhancements: 

(1) DENIAL OF SERVICE PROTECTION | RESTRICT INTERNAL USERS  
The information system restricts the ability of individuals to launch [Assignment: organization-
defined denial of service attacks] against other information systems. 
Supplemental Guidance:  Restricting the ability of individuals to launch denial of service attacks 
requires that the mechanisms used for such attacks are unavailable. Individuals of concern can 
include, for example, hostile insiders or external adversaries that have successfully breached 
the information system and are using the system as a platform to launch cyber attacks on third 
parties. Organizations can restrict the ability of individuals to connect and transmit arbitrary 
information on the transport medium (i.e., network, wireless spectrum). Organizations can 
also limit the ability of individuals to use excessive information system resources. Protection 
against individuals having the ability to launch denial of service attacks may be implemented 
on specific information systems or on boundary devices prohibiting egress to potential target 
systems. 

(2) DENIAL OF SERVICE PROTECTION | EXCESS CAPACITY / BANDWIDTH / REDUNDANCY  
The information system manages excess capacity, bandwidth, or other redundancy to limit the 
effects of information flooding denial of service attacks. 

Supplemental Guidance:  Managing excess capacity ensures that sufficient capacity is available 
to counter flooding attacks. Managing excess capacity may include, for example, establishing 
selected usage priorities, quotas, or partitioning. 

(3) DENIAL OF SERVICE PROTECTION | DETECTION / MONITORING  
The organization: 

(a) Employs [Assignment: organization-defined monitoring tools] to detect indicators of denial of 
service attacks against the information system; and 
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(b) Monitors [Assignment: organization-defined information system resources] to determine if 
sufficient resources exist to prevent effective denial of service attacks. 

Supplemental Guidance:  Organizations consider utilization and capacity of information system 
resources when managing risk from denial of service due to malicious attacks. Denial of 
service attacks can originate from external or internal sources. Information system resources 
sensitive to denial of service include, for example, physical disk storage, memory, and CPU 
cycles. Common safeguards to prevent denial of service attacks related to storage utilization 
and capacity include, for example, instituting disk quotas, configuring information systems to 
automatically alert administrators when specific storage capacity thresholds are reached, using 
file compression technologies to maximize available storage space, and imposing separate 
partitions for system and user data. Related controls: CA-7, SI-4. 

References:  None. 

Priority and Baseline Allocation: 

P1 LOW   SC-5 MOD   SC-5 HIGH   SC-5 
 

SC-6 RESOURCE AVAILABILITY 
Control:  The information system protects the availability of resources by allocating [Assignment: 
organization-defined resources] by [Selection (one or more); priority; quota; [Assignment: 
organization-defined security safeguards]]. 

Supplemental Guidance:  Priority protection helps prevent lower-priority processes from delaying or 
interfering with the information system servicing any higher-priority processes. Quotas prevent 
users or processes from obtaining more than predetermined amounts of resources. This control 
does not apply to information system components for which there are only single users/roles. 

Control Enhancements:  None. 

References:  None. 

Priority and Baseline Allocation: 

P0 LOW   Not Selected MOD   Not Selected HIGH   Not Selected 
 

SC-7  BOUNDARY PROTECTION 
Control:  The information system: 

a. Monitors and controls communications at the external boundary of the system and at key 
internal boundaries within the system; 

b. Implements subnetworks for publicly accessible system components that are [Selection: 
physically; logically] separated from internal organizational networks; and 

c. Connects to external networks or information systems only through managed interfaces 
consisting of boundary protection devices arranged in accordance with an organizational 
security architecture. 

Supplemental Guidance:  Managed interfaces include, for example, gateways, routers, firewalls, 
guards, network-based malicious code analysis and virtualization systems, or encrypted tunnels 
implemented within a security architecture (e.g., routers protecting firewalls or application 
gateways residing on protected subnetworks). Subnetworks that are physically or logically 
separated from internal networks are referred to as demilitarized zones or DMZs. Restricting or 
prohibiting interfaces within organizational information systems includes, for example, restricting 
external web traffic to designated web servers within managed interfaces and prohibiting external 
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traffic that appears to be spoofing internal addresses. Organizations consider the shared nature of 
commercial telecommunications services in the implementation of security controls associated 
with the use of such services. Commercial telecommunications services are commonly based on 
network components and consolidated management systems shared by all attached commercial 
customers, and may also include third party-provided access lines and other service elements. 
Such transmission services may represent sources of increased risk despite contract security 
provisions. Related controls: AC-4, AC-17, CA-3, CM-7, CP-8, IR-4, RA-3, SC-5, SC-13. 

Control Enhancements: 

(1) BOUNDARY PROTECTION | PHYSICALLY SEPARATED SUBNETWORKS  
[Withdrawn: Incorporated into SC-7]. 

(2) BOUNDARY PROTECTION | PUBLIC ACCESS 
[Withdrawn: Incorporated into SC-7]. 

(3) BOUNDARY PROTECTION | ACCESS POINTS  
The organization limits the number of external network connections to the information system. 
Supplemental Guidance:  Limiting the number of external network connections facilitates more 
comprehensive monitoring of inbound and outbound communications traffic. The Trusted 
Internet Connection (TIC) initiative is an example of limiting the number of external network 
connections. 

(4) BOUNDARY PROTECTION | EXTERNAL TELECOMMUNICATIONS SERVICES  
The organization: 

(a) Implements a managed interface for each external telecommunication service; 

(b) Establishes a traffic flow policy for each managed interface; 

(c) Protects the confidentiality and integrity of the information being transmitted across each 
interface; 

(d) Documents each exception to the traffic flow policy with a supporting mission/business need 
and duration of that need; and 

(e) Reviews exceptions to the traffic flow policy [Assignment: organization-defined frequency] 
and removes exceptions that are no longer supported by an explicit mission/business need. 

Supplemental Guidance:  Related control: SC-8. 

(5) BOUNDARY PROTECTION | DENY BY DEFAULT / ALLOW BY EXCEPTION  
The information system at managed interfaces denies network communications traffic by default 
and allows network communications traffic by exception (i.e., deny all, permit by exception). 

Supplemental Guidance:  This control enhancement applies to both inbound and outbound 
network communications traffic. A deny-all, permit-by-exception network communications 
traffic policy ensures that only those connections which are essential and approved are 
allowed. 

(6) BOUNDARY PROTECTION | RESPONSE TO RECOGNIZED FAILURES  
[Withdrawn: Incorporated into SC-7 (18)]. 

(7) BOUNDARY PROTECTION | PREVENT SPLIT TUNNELING FOR REMOTE DEVICES  
The information system, in conjunction with a remote device, prevents the device from 
simultaneously establishing non-remote connections with the system and communicating via 
some other connection to resources in external networks. 
Supplemental Guidance:  This control enhancement is implemented within remote devices (e.g., 
notebook computers) through configuration settings to disable split tunneling in those devices, 
and by preventing those configuration settings from being readily configurable by users. This 
control enhancement is implemented within the information system by the detection of split 
tunneling (or of configuration settings that allow split tunneling) in the remote device, and by 
prohibiting the connection if the remote device is using split tunneling. Split tunneling might 
be desirable by remote users to communicate with local information system resources such as 
printers/file servers. However, split tunneling would in effect allow unauthorized external 
connections, making the system more vulnerable to attack and to exfiltration of organizational 
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information. The use of VPNs for remote connections, when adequately provisioned with 
appropriate security controls, may provide the organization with sufficient assurance that it 
can effectively treat such connections as non-remote connections from the confidentiality and 
integrity perspective. VPNs thus provide a means for allowing non-remote communications 
paths from remote devices. The use of an adequately provisioned VPN does not eliminate the 
need for preventing split tunneling. 

(8) BOUNDARY PROTECTION | ROUTE TRAFFIC TO AUTHENTICATED PROXY SERVERS  
The information system routes [Assignment: organization-defined internal communications traffic] 
to [Assignment: organization-defined external networks] through authenticated proxy servers at 
managed interfaces. 

Supplemental Guidance:  External networks are networks outside of organizational control. A 
proxy server is a server (i.e., information system or application) that acts as an intermediary 
for clients requesting information system resources (e.g., files, connections, web pages, or 
services) from other organizational servers. Client requests established through an initial 
connection to the proxy server are evaluated to manage complexity and to provide additional 
protection by limiting direct connectivity. Web content filtering devices are one of the most 
common proxy servers providing access to the Internet. Proxy servers support logging 
individual Transmission Control Protocol (TCP) sessions and blocking specific Uniform 
Resource Locators (URLs), domain names, and Internet Protocol (IP) addresses. Web proxies 
can be configured with organization-defined lists of authorized and unauthorized websites. 
Related controls: AC-3, AU-2. 

(9) BOUNDARY PROTECTION | RESTRICT THREATENING OUTGOING COMMUNICATIONS TRAFFIC  
The information system: 

(a) Detects and denies outgoing communications traffic posing a threat to external information 
systems; and 

(b) Audits the identity of internal users associated with denied communications. 

Supplemental Guidance:  Detecting outgoing communications traffic from internal actions that 
may pose threats to external information systems is sometimes termed extrusion detection. 
Extrusion detection at information system boundaries as part of managed interfaces includes 
the analysis of incoming and outgoing communications traffic searching for indications of 
internal threats to the security of external systems. Such threats include, for example, traffic 
indicative of denial of service attacks and traffic containing malicious code. Related controls: 
AU-2, AU-6, SC-38, SC-44, SI-3, SI-4. 

(10) BOUNDARY PROTECTION | PREVENT UNAUTHORIZED EXFILTRATION  
The organization prevents the unauthorized exfiltration of information across managed interfaces. 

Supplemental Guidance:  Safeguards implemented by organizations to prevent unauthorized 
exfiltration of information from information systems include, for example: (i) strict adherence 
to protocol formats; (ii) monitoring for beaconing from information systems; (iii) monitoring 
for steganography; (iv) disconnecting external network interfaces except when explicitly 
needed; (v) disassembling and reassembling packet headers; and (vi) employing traffic profile 
analysis to detect deviations from the volume/types of traffic expected within organizations or 
call backs to command and control centers. Devices enforcing strict adherence to protocol 
formats include, for example, deep packet inspection firewalls and XML gateways. These 
devices verify adherence to protocol formats and specification at the application layer and 
serve to identify vulnerabilities that cannot be detected by devices operating at the network or 
transport layers. This control enhancement is closely associated with cross-domain solutions 
and system guards enforcing information flow requirements. Related control: SI-3. 

(11) BOUNDARY PROTECTION | RESTRICT INCOMING COMMUNICATIONS TRAFFIC  
The information system only allows incoming communications from [Assignment: organization-
defined authorized sources] routed to [Assignment: organization-defined authorized destinations]. 

Supplemental Guidance:  This control enhancement provides determinations that source and 
destination address pairs represent authorized/allowed communications. Such determinations 
can be based on several factors including, for example, the presence of source/destination 
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address pairs in lists of authorized/allowed communications, the absence of address pairs in 
lists of unauthorized/disallowed pairs, or meeting more general rules for authorized/allowed 
source/destination pairs. Related control: AC-3. 

(12) BOUNDARY PROTECTION | HOST-BASED PROTECTION  
The organization implements [Assignment: organization-defined host-based boundary protection 
mechanisms] at [Assignment: organization-defined information system components]. 
Supplemental Guidance:  Host-based boundary protection mechanisms include, for example, 
host-based firewalls. Information system components employing host-based boundary 
protection mechanisms include, for example, servers, workstations, and mobile devices. 

(13) BOUNDARY PROTECTION | ISOLATION OF SECURITY TOOLS / MECHANISMS / SUPPORT COMPONENTS  
The organization isolates [Assignment: organization-defined information security tools, 
mechanisms, and support components] from other internal information system components by 
implementing physically separate subnetworks with managed interfaces to other components of 
the system. 
Supplemental Guidance:  Physically separate subnetworks with managed interfaces are useful, 
for example, in isolating computer network defenses from critical operational processing 
networks to prevent adversaries from discovering the analysis and forensics techniques of 
organizations. Related controls: SA-8, SC-2, SC-3. 

(14) BOUNDARY PROTECTION | PROTECTS AGAINST UNAUTHORIZED PHYSICAL CONNECTIONS  
The organization protects against unauthorized physical connections at [Assignment: 
organization-defined managed interfaces]. 

Supplemental Guidance:  Information systems operating at different security categories or 
classification levels may share common physical and environmental controls, since the 
systems may share space within organizational facilities. In practice, it is possible that these 
separate information systems may share common equipment rooms, wiring closets, and cable 
distribution paths. Protection against unauthorized physical connections can be achieved, for 
example, by employing clearly identified and physically separated cable trays, connection 
frames, and patch panels for each side of managed interfaces with physical access controls 
enforcing limited authorized access to these items. Related controls: PE-4, PE-19. 

(15) BOUNDARY PROTECTION | ROUTE PRIVILEGED NETWORK ACCESSES  
The information system routes all networked, privileged accesses through a dedicated, managed 
interface for purposes of access control and auditing. 

Supplemental Guidance:  Related controls: AC-2, AC-3, AU-2, SI-4. 

(16) BOUNDARY PROTECTION | PREVENT DISCOVERY OF COMPONENTS / DEVICES  
The information system prevents discovery of specific system components composing a managed 
interface. 

Supplemental Guidance:  This control enhancement protects network addresses of information 
system components that are part of managed interfaces from discovery through common tools 
and techniques used to identify devices on networks. Network addresses are not available for 
discovery (e.g., network address not published or entered in domain name systems), requiring 
prior knowledge for access. Another obfuscation technique is to periodically change network 
addresses. 

(17) BOUNDARY PROTECTION | AUTOMATED ENFORCEMENT OF PROTOCOL FORMATS  
The information system enforces adherence to protocol formats. 
Supplemental Guidance:  Information system components that enforce protocol formats include, 
for example, deep packet inspection firewalls and XML gateways. Such system components 
verify adherence to protocol formats/specifications (e.g., IEEE) at the application layer and 
identify significant vulnerabilities that cannot be detected by devices operating at the network 
or transport layers. Related control: SC-4. 

(18) BOUNDARY PROTECTION | FAIL SECURE  
The information system fails securely in the event of an operational failure of a boundary 
protection device.  
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Supplemental Guidance:  Fail secure is a condition achieved by employing information system 
mechanisms to ensure that in the event of operational failures of boundary protection devices 
at managed interfaces (e.g., routers, firewalls, guards, and application gateways residing on 
protected subnetworks commonly referred to as demilitarized zones), information systems do 
not enter into unsecure states where intended security properties no longer hold. Failures of 
boundary protection devices cannot lead to, or cause information external to the devices to 
enter the devices, nor can failures permit unauthorized information releases. Related controls: 
CP-2, SC-24. 

(19) BOUNDARY PROTECTION | BLOCKS COMMUNICATION FROM NON-ORGANIZATIONALLY CONFIGURED HOSTS 
The information system blocks both inbound and outbound communications traffic between 
[Assignment: organization-defined communication clients] that are independently configured by 
end users and external service providers. 
Supplemental Guidance:  Communication clients independently configured by end users and 
external service providers include, for example, instant messaging clients. Traffic blocking 
does not apply to communication clients that are configured by organizations to perform 
authorized functions. 

(20) BOUNDARY PROTECTION | DYNAMIC ISOLATION / SEGREGATION  
The information system provides the capability to dynamically isolate/segregate [Assignment: 
organization-defined information system components] from other components of the system. 

Supplemental Guidance:  The capability to dynamically isolate or segregate certain internal 
components of organizational information systems is useful when it is necessary to partition 
or separate certain components of dubious origin from those components possessing greater 
trustworthiness. Component isolation reduces the attack surface of organizational information 
systems. Isolation of selected information system components is also a means of limiting the 
damage from successful cyber attacks when those attacks occur. 

(21) BOUNDARY PROTECTION | ISOLATION OF INFORMATION SYSTEM COMPONENTS  
The organization employs boundary protection mechanisms to separate [Assignment: 
organization-defined information system components] supporting [Assignment: organization-
defined missions and/or business functions]. 

Supplemental Guidance:  Organizations can isolate information system components performing 
different missions and/or business functions. Such isolation limits unauthorized information 
flows among system components and also provides the opportunity to deploy greater levels of 
protection for selected components. Separating system components with boundary protection 
mechanisms provides the capability for increased protection of individual components and to 
more effectively control information flows between those components. This type of enhanced 
protection limits the potential harm from cyber attacks and errors. The degree of separation 
provided varies depending upon the mechanisms chosen. Boundary protection mechanisms 
include, for example, routers, gateways, and firewalls separating system components into 
physically separate networks or subnetworks, cross-domain devices separating subnetworks, 
virtualization techniques, and encrypting information flows among system components using 
distinct encryption keys. Related controls: CA-9, SC-3.  

(22) BOUNDARY PROTECTION | SEPARATE SUBNETS FOR CONNECTING TO DIFFERENT SECURITY DOMAINS  
The information system implements separate network addresses (i.e., different subnets) to connect 
to systems in different security domains. 

Supplemental Guidance:  Decomposition of information systems into subnets helps to provide 
the appropriate level of protection for network connections to different security domains 
containing information with different security categories or classification levels.  

(23) BOUNDARY PROTECTION | DISABLE SENDER FEEDBACK ON PROTOCOL VALIDATION FAILURE  
The information system disables feedback to senders on protocol format validation failure. 

Supplemental Guidance:  Disabling feedback to senders when there is a failure in protocol 
validation format prevents adversaries from obtaining information which would otherwise be 
unavailable.  

References:  FIPS Publication 199; NIST Special Publications 800-41, 800-77. 
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Priority and Baseline Allocation: 

P1 LOW   SC-7 MOD   SC-7 (3) (4) (5) (7) HIGH   SC-7 (3) (4) (5) (7) (8) (18) (21) 
 

SC-8 TRANSMISSION CONFIDENTIALITY AND INTEGRITY 
Control:  The information system protects the [Selection (one or more): confidentiality; integrity] of 
transmitted information. 

Supplemental Guidance:  This control applies to both internal and external networks and all types of 
information system components from which information can be transmitted (e.g., servers, mobile 
devices, notebook computers, printers, copiers, scanners, facsimile machines). Communication 
paths outside the physical protection of a controlled boundary are exposed to the possibility of 
interception and modification. Protecting the confidentiality and/or integrity of organizational 
information can be accomplished by physical means (e.g., by employing protected distribution 
systems) or by logical means (e.g., employing encryption techniques). Organizations relying on 
commercial providers offering transmission services as commodity services rather than as fully 
dedicated services (i.e., services which can be highly specialized to individual customer needs), 
may find it difficult to obtain the necessary assurances regarding the implementation of needed 
security controls for transmission confidentiality/integrity. In such situations, organizations 
determine what types of confidentiality/integrity services are available in standard, commercial 
telecommunication service packages. If it is infeasible or impractical to obtain the necessary 
security controls and assurances of control effectiveness through appropriate contracting vehicles, 
organizations implement appropriate compensating security controls or explicitly accept the 
additional risk. Related controls: AC-17, PE-4. 

Control Enhancements: 

(1) TRANSMISSION CONFIDENTIALITY AND INTEGRITY | CRYPTOGRAPHIC OR ALTERNATE PHYSICAL PROTECTION  
The information system implements cryptographic mechanisms to [Selection (one or more): 
prevent unauthorized disclosure of information; detect changes to information] during 
transmission unless otherwise protected by [Assignment: organization-defined alternative physical 
safeguards]. 

Supplemental Guidance:  Encrypting information for transmission protects information from 
unauthorized disclosure and modification. Cryptographic mechanisms implemented to protect 
information integrity include, for example, cryptographic hash functions which have common 
application in digital signatures, checksums, and message authentication codes. Alternative 
physical security safeguards include, for example, protected distribution systems. Related 
control: SC-13. 

(2) TRANSMISSION CONFIDENTIALITY AND INTEGRITY | PRE / POST TRANSMISSION HANDLING 
The information system maintains the [Selection (one or more): confidentiality; integrity] of 
information during preparation for transmission and during reception. 

Supplemental Guidance:  Information can be either unintentionally or maliciously disclosed or 
modified during preparation for transmission or during reception including, for example, 
during aggregation, at protocol transformation points, and during packing/unpacking. These 
unauthorized disclosures or modifications compromise the confidentiality or integrity of the 
information. Related control: AU-10. 

(3) TRANSMISSION CONFIDENTIALITY AND INTEGRITY | CRYPTOGRAPHIC PROTECTION FOR MESSAGE EXTERNALS  
The information system implements cryptographic mechanisms to protect message externals 
unless otherwise protected by [Assignment: organization-defined alternative physical safeguards]. 

Supplemental Guidance:  This control enhancement addresses protection against unauthorized 
disclosure of information. Message externals include, for example, message headers/routing 
information. This control enhancement prevents the exploitation of message externals and 
applies to both internal and external networks or links that may be visible to individuals who 
are not authorized users. Header/routing information is sometimes transmitted unencrypted 
because the information is not properly identified by organizations as having significant value 
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or because encrypting the information can result in lower network performance and/or higher 
costs. Alternative physical safeguards include, for example, protected distribution systems. 
Related controls: SC-12, SC-13. 

(4) TRANSMISSION CONFIDENTIALITY AND INTEGRITY | CONCEAL / RANDOMIZE COMMUNICATIONS 
The information system implements cryptographic mechanisms to conceal or randomize 
communication patterns unless otherwise protected by [Assignment: organization-defined 
alternative physical safeguards]. 

Supplemental Guidance:  This control enhancement addresses protection against unauthorized 
disclosure of information. Communication patterns include, for example, frequency, periods, 
amount, and predictability. Changes to communications patterns can reveal information 
having intelligence value especially when combined with other available information related 
to missions/business functions supported by organizational information systems. This control 
enhancement prevents the derivation of intelligence based on communications patterns and 
applies to both internal and external networks or links that may be visible to individuals who 
are not authorized users. Encrypting the links and transmitting in continuous, fixed/random 
patterns prevents the derivation of intelligence from the system communications patterns. 
Alternative physical safeguards include, for example, protected distribution systems. Related 
controls: SC-12, SC-13. 

References:  FIPS Publications 140-2, 197; NIST Special Publications 800-52, 800-77, 800-81, 
800-113; CNSS Policy 15; NSTISSI No. 7003. 

Priority and Baseline Allocation: 

P1 LOW   Not Selected MOD   SC-8 (1) HIGH   SC-8 (1) 
 

SC-9 TRANSMISSION CONFIDENTIALITY 
[Withdrawn: Incorporated into SC-8]. 

 

SC-10 NETWORK DISCONNECT 
Control:  The information system terminates the network connection associated with a 
communications session at the end of the session or after [Assignment: organization-defined time 
period] of inactivity.  

Supplemental Guidance:  This control applies to both internal and external networks. Terminating 
network connections associated with communications sessions include, for example, de-allocating 
associated TCP/IP address/port pairs at the operating system level, or de-allocating networking 
assignments at the application level if multiple application sessions are using a single, operating 
system-level network connection. Time periods of inactivity may be established by organizations 
and include, for example, time periods by type of network access or for specific network accesses. 

Control Enhancements:  None. 

References:  None. 

Priority and Baseline Allocation: 

P2 LOW   Not Selected MOD   SC-10 HIGH   SC-10 
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SC-11 TRUSTED PATH 
Control:  The information system establishes a trusted communications path between the user and 
the following security functions of the system: [Assignment: organization-defined security 
functions to include at a minimum, information system authentication and re-authentication].  

Supplemental Guidance:  Trusted paths are mechanisms by which users (through input devices) can 
communicate directly with security functions of information systems with the requisite assurance 
to support information security policies. The mechanisms can be activated only by users or the 
security functions of organizational information systems. User responses via trusted paths are 
protected from modifications by or disclosure to untrusted applications. Organizations employ 
trusted paths for high-assurance connections between security functions of information systems 
and users (e.g., during system logons). Enforcement of trusted communications paths is typically 
provided via an implementation that meets the reference monitor concept. Related controls: AC-
16, AC-25. 

Control Enhancements: 

(1) TRUSTED PATH  | LOGICAL ISOLATION 
The information system provides a trusted communications path that is logically isolated and 
distinguishable from other paths. 

References:  None. 

Priority and Baseline Allocation: 

P0 LOW   Not Selected MOD   Not Selected HIGH   Not Selected 
 

SC-12 CRYPTOGRAPHIC KEY ESTABLISHMENT AND MANAGEMENT 
Control:  The organization establishes and manages cryptographic keys for required cryptography 
employed within the information system in accordance with [Assignment: organization-defined 
requirements for key generation, distribution, storage, access, and destruction]. 

Supplemental Guidance:  Cryptographic key management and establishment can be performed using 
manual procedures or automated mechanisms with supporting manual procedures. Organizations 
define key management requirements in accordance with applicable federal laws, Executive 
Orders, directives, regulations, policies, standards, and guidance, specifying appropriate options, 
levels, and parameters. Organizations manage trust stores to ensure that only approved trust 
anchors are in such trust stores. This includes certificates with visibility external to organizational 
information systems and certificates related to the internal operations of systems. Related controls: 
SC-13, SC-17. 

Control Enhancements: 

(1) CRYPTOGRAPHIC KEY ESTABLISHMENT AND MANAGEMENT | AVAILABILITY  
The organization maintains availability of information in the event of the loss of cryptographic keys 
by users. 

Supplemental Guidance:  Escrowing of encryption keys is a common practice for ensuring 
availability in the event of loss of keys (e.g., due to forgotten passphrase). 

(2) CRYPTOGRAPHIC KEY ESTABLISHMENT AND MANAGEMENT | SYMMETRIC KEYS  
The organization produces, controls, and distributes symmetric cryptographic keys using 
[Selection: NIST FIPS-compliant; NSA-approved] key management technology and processes. 

(3) CRYPTOGRAPHIC KEY ESTABLISHMENT AND MANAGEMENT | ASYMMETRIC KEYS  
The organization produces, controls, and distributes asymmetric cryptographic keys using 
[Selection: NSA-approved key management technology and processes; approved PKI Class 3 
certificates or prepositioned keying material; approved PKI Class 3 or Class 4 certificates and 
hardware security tokens that protect the user’s private key]. 
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(4) CRYPTOGRAPHIC KEY ESTABLISHMENT AND MANAGEMENT | PKI CERTIFICATES  
[Withdrawn: Incorporated into SC-12]. 

(5) CRYPTOGRAPHIC KEY ESTABLISHMENT AND MANAGEMENT | PKI CERTIFICATES / HARDWARE TOKENS  
[Withdrawn: Incorporated into SC-12]. 

References:  NIST Special Publications 800-56, 800-57. 

Priority and Baseline Allocation: 

P1 LOW   SC-12 MOD   SC-12 HIGH   SC-12 (1) 
  

SC-13 CRYPTOGRAPHIC PROTECTION 
Control:  The information system implements [Assignment: organization-defined cryptographic 
uses and type of cryptography required for each use] in accordance with applicable federal laws, 
Executive Orders, directives, policies, regulations, and standards. 

Supplemental Guidance:  Cryptography can be employed to support a variety of security solutions 
including, for example, the protection of classified and Controlled Unclassified Information, the 
provision of digital signatures, and the enforcement of information separation when authorized 
individuals have the necessary clearances for such information but lack the necessary formal 
access approvals. Cryptography can also be used to support random number generation and hash 
generation. Generally applicable cryptographic standards include FIPS-validated cryptography and 
NSA-approved cryptography. This control does not impose any requirements on organizations to 
use cryptography. However, if cryptography is required based on the selection of other security 
controls, organizations define each type of cryptographic use and the type of cryptography 
required (e.g., protection of classified information: NSA-approved cryptography; provision of 
digital signatures: FIPS-validated cryptography). Related controls: AC-2, AC-3, AC-7, AC-17, 
AC-18, AU-9, AU-10, CM-11, CP-9, IA-3, IA-7, MA-4, MP-2, MP-4, MP-5, SA-4, SC-8, SC-12, 
SC-28, SI-7. 

Control Enhancements:  None. 

(1) CRYPTOGRAPHIC PROTECTION | FIPS-VALIDATED CRYPTOGRAPHY  
[Withdrawn: Incorporated into SC-13]. 

(2) CRYPTOGRAPHIC PROTECTION | NSA-APPROVED CRYPTOGRAPHY 
[Withdrawn: Incorporated into SC-13]. 

(3) CRYPTOGRAPHIC PROTECTION | INDIVIDUALS WITHOUT FORMAL ACCESS  APPROVALS  
[Withdrawn: Incorporated into SC-13]. 

(4) CRYPTOGRAPHIC PROTECTION | DIGITAL SIGNATURES  
[Withdrawn: Incorporated into SC-13]. 

References:  FIPS Publication 140; Web: http://csrc.nist.gov/cryptval, http://www.cnss.gov.  

Priority and Baseline Allocation: 

P1 LOW   SC-13 MOD   SC-13 HIGH   SC-13 
 

SC-14 PUBLIC ACCESS PROTECTIONS 
[Withdrawn: Capability provided by AC-2, AC-3, AC-5, AC-6, SI-3, SI-4, SI-5, SI-7, SI-10]. 
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SC-15 COLLABORATIVE COMPUTING DEVICES 
Control:  The information system: 

a. Prohibits remote activation of collaborative computing devices with the following exceptions: 
[Assignment: organization-defined exceptions where remote activation is to be allowed]; and 

b. Provides an explicit indication of use to users physically present at the devices. 

Supplemental Guidance:  Collaborative computing devices include, for example, networked white 
boards, cameras, and microphones. Explicit indication of use includes, for example, signals to 
users when collaborative computing devices are activated. Related control: AC-21. 

Control Enhancements: 

(1) COLLABORATIVE COMPUTING DEVICES | PHYSICAL DISCONNECT  
The information system provides physical disconnect of collaborative computing devices in a 
manner that supports ease of use. 

Supplemental Guidance:  Failing to physically disconnect from collaborative computing devices 
can result in subsequent compromises of organizational information. Providing easy methods 
to physically disconnect from such devices after a collaborative computing session helps to 
ensure that participants actually carry out the disconnect activity without having to go through 
complex and tedious procedures. 

(2) COLLABORATIVE COMPUTING DEVICES | BLOCKING INBOUND / OUTBOUND COMMUNICATIONS TRAFFIC  
[Withdrawn: Incorporated into SC-7]. 

(3) COLLABORATIVE COMPUTING DEVICES | DISABLING / REMOVAL IN SECURE WORK AREAS  
The organization disables or removes collaborative computing devices from [Assignment: 
organization-defined information systems or information system components] in [Assignment: 
organization-defined secure work areas]. 
Supplemental Guidance:  Failing to disable or remove collaborative computing devices from 
information systems or information system components can result in subsequent compromises 
of organizational information including, for example, eavesdropping on conversations. 

(4) COLLABORATIVE COMPUTING DEVICES | EXPLICITLY INDICATE CURRENT PARTICIPANTS 
The information system provides an explicit indication of current participants in [Assignment: 
organization-defined online meetings and teleconferences]. 

Supplemental Guidance:  This control enhancement helps to prevent unauthorized individuals 
from participating in collaborative computing sessions without the explicit knowledge of 
other participants. 

References:  None. 

Priority and Baseline Allocation: 

P1 LOW   SC-15 MOD   SC-15 HIGH   SC-15 
 

SC-16 TRANSMISSION OF SECURITY ATTRIBUTES 
Control:  The information system associates [Assignment: organization-defined security attributes] 
with information exchanged between information systems and between system components. 

Supplemental Guidance:  Security attributes can be explicitly or implicitly associated with the 
information contained in organizational information systems or system components. Related 
controls: AC-3, AC-4, AC-16. 

Control Enhancements: 

(1) TRANSMISSION OF SECURITY ATTRIBUTES | INTEGRITY VALIDATION  
The information system validates the integrity of transmitted security attributes. 
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Supplemental Guidance:  This control enhancement ensures that the verification of the integrity 
of transmitted information includes security attributes. Related controls: AU-10, SC-8. 

References:  None. 

Priority and Baseline Allocation: 

P0 LOW   Not Selected MOD   Not Selected HIGH   Not Selected 
 

SC-17 PUBLIC KEY INFRASTRUCTURE CERTIFICATES 
Control:  The organization issues public key certificates under an [Assignment: organization-
defined certificate policy] or obtains public key certificates from an approved service provider. 

Supplemental Guidance:  For all certificates, organizations manage information system trust stores to 
ensure only approved trust anchors are in the trust stores. This control addresses both certificates 
with visibility external to organizational information systems and certificates related to the internal 
operations of systems, for example, application-specific time services. Related control: SC-12. 

Control Enhancements:  None. 

References:  OMB Memorandum 05-24; NIST Special Publications 800-32, 800-63. 

 
Priority and Baseline Allocation: 

P1 LOW   Not Selected MOD   SC-17 HIGH   SC-17 
 

SC-18 MOBILE CODE 
Control:  The organization: 

a. Defines acceptable and unacceptable mobile code and mobile code technologies; 

b. Establishes usage restrictions and implementation guidance for acceptable mobile code and 
mobile code technologies; and 

c. Authorizes, monitors, and controls the use of mobile code within the information system. 

Supplemental Guidance:  Decisions regarding the employment of mobile code within organizational 
information systems are based on the potential for the code to cause damage to the systems if used 
maliciously. Mobile code technologies include, for example, Java, JavaScript, ActiveX, Postscript, 
PDF, Shockwave movies, Flash animations, and VBScript. Usage restrictions and implementation 
guidance apply to both the selection and use of mobile code installed on servers and mobile code 
downloaded and executed on individual workstations and devices (e.g., smart phones). Mobile 
code policy and procedures address preventing the development, acquisition, or introduction of 
unacceptable mobile code within organizational information systems. Related controls: AU-2, 
AU-12, CM-2, CM-6, SI-3. 

Control Enhancements: 

(1) MOBILE CODE | IDENTIFY UNACCEPTABLE CODE / TAKE CORRECTIVE ACTIONS  
The information system identifies [Assignment: organization-defined unacceptable mobile code] 
and takes [Assignment: organization-defined corrective actions]. 

Supplemental Guidance:  Corrective actions when unacceptable mobile code is detected include, 
for example, blocking, quarantine, or alerting administrators. Blocking includes, for example, 
preventing transmission of word processing files with embedded macros when such macros 
have been defined to be unacceptable mobile code. 
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(2) MOBILE CODE | ACQUISITION / DEVELOPMENT / USE  
The organization ensures that the acquisition, development, and use of mobile code to be 
deployed in the information system meets [Assignment: organization-defined mobile code 
requirements]. 

(3) MOBILE CODE | PREVENT DOWNLOADING / EXECUTION  
The information system prevents the download and execution of [Assignment: organization-
defined unacceptable mobile code]. 

(4) MOBILE CODE | PREVENT AUTOMATIC EXECUTION  
The information system prevents the automatic execution of mobile code in [Assignment: 
organization-defined software applications] and enforces [Assignment: organization-defined 
actions] prior to executing the code. 
Supplemental Guidance:  Actions enforced before executing mobile code, include, for example, 
prompting users prior to opening electronic mail attachments. Preventing automatic execution 
of mobile code includes, for example, disabling auto execute features on information system 
components employing portable storage devices such as Compact Disks (CDs), Digital Video 
Disks (DVDs), and Universal Serial Bus (USB) devices.   

(5) MOBILE CODE | ALLOW EXECUTION ONLY IN CONFINED ENVIRONMENTS  
The organization allows execution of permitted mobile code only in confined virtual machine 
environments. 

References:  NIST Special Publication 800-28; DoD Instruction 8552.01. 

Priority and Baseline Allocation: 

P2 LOW   Not Selected MOD   SC-18 HIGH   SC-18 
 

SC-19 VOICE OVER INTERNET PROTOCOL 
Control:  The organization: 

a. Establishes usage restrictions and implementation guidance for Voice over Internet Protocol 
(VoIP) technologies based on the potential to cause damage to the information system if used 
maliciously; and 

b. Authorizes, monitors, and controls the use of VoIP within the information system. 

Supplemental Guidance:  Related controls: CM-6, SC-7, SC-15. 

Control Enhancements:  None. 

References:  NIST Special Publication 800-58. 

Priority and Baseline Allocation: 

P1 LOW   Not Selected MOD   SC-19 HIGH   SC-19 
 

SC-20 SECURE NAME / ADDRESS RESOLUTION SERVICE (AUTHORITATIVE SOURCE) 
Control:  The information system: 

a. Provides additional data origin authentication and integrity verification artifacts along with 
the authoritative name resolution data the system returns in response to external name/address 
resolution queries; and 

b. Provides the means to indicate the security status of child zones and (if the child supports 
secure resolution services) to enable verification of a chain of trust among parent and child 
domains, when operating as part of a distributed, hierarchical namespace. 
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Supplemental Guidance:  This control enables external clients including, for example, remote 
Internet clients, to obtain origin authentication and integrity verification assurances for the 
host/service name to network address resolution information obtained through the service. 
Information systems that provide name and address resolution services include, for example, 
domain name system (DNS) servers. Additional artifacts include, for example, DNS Security 
(DNSSEC) digital signatures and cryptographic keys. DNS resource records are examples of 
authoritative data. The means to indicate the security status of child zones includes, for example, 
the use of delegation signer resource records in the DNS. The DNS security controls reflect (and 
are referenced from) OMB Memorandum 08-23. Information systems that use technologies other 
than the DNS to map between host/service names and network addresses provide other means to 
assure the authenticity and integrity of response data. Related controls: AU-10, SC-8, SC-12, SC-
13, SC-21, SC-22. 

Control Enhancements: 

(1) SECURE NAME / ADDRESS RESOLUTION SERVICE (AUTHORITATIVE SOURCE) | CHILD SUBSPACES  
[Withdrawn: Incorporated into SC-20]. 

(2) SECURE NAME / ADDRESS RESOLUTION SERVICE (AUTHORITATIVE SOURCE) | DATA ORIGIN / INTEGRITY   
The information system provides data origin and integrity protection artifacts for internal 
name/address resolution queries. 

References:  OMB Memorandum 08-23; NIST Special Publication 800-81. 

Priority and Baseline Allocation: 

P1 LOW   SC-20 MOD   SC-20 HIGH   SC-20 
 

SC-21 SECURE NAME / ADDRESS RESOLUTION SERVICE (RECURSIVE OR CACHING RESOLVER) 
Control:  The information system requests and performs data origin authentication and data 
integrity verification on the name/address resolution responses the system receives from 
authoritative sources. 

Supplemental Guidance:  Each client of name resolution services either performs this validation on 
its own, or has authenticated channels to trusted validation providers. Information systems that 
provide name and address resolution services for local clients include, for example, recursive 
resolving or caching domain name system (DNS) servers. DNS client resolvers either perform 
validation of DNSSEC signatures, or clients use authenticated channels to recursive resolvers that 
perform such validations. Information systems that use technologies other than the DNS to map 
between host/service names and network addresses provide other means to enable clients to verify 
the authenticity and integrity of response data. Related controls: SC-20, SC-22. 

Control Enhancements:  None. 

(1) SECURE NAME / ADDRESS RESOLUTION SERVICE (RECURSIVE OR CACHING RESOLVER) | DATA ORIGIN / INTEGRITY 
[Withdrawn: Incorporated into SC-21]. 

References:  NIST Special Publication 800-81. 

Priority and Baseline Allocation: 

P1 LOW   SC-21 MOD   SC-21 HIGH   SC-21 
 

SC-22 ARCHITECTURE AND PROVISIONING FOR NAME / ADDRESS RESOLUTION SERVICE  

Control:  The information systems that collectively provide name/address resolution service for an 
organization are fault-tolerant and implement internal/external role separation. 
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Supplemental Guidance:  Information systems that provide name and address resolution services 
include, for example, domain name system (DNS) servers. To eliminate single points of failure 
and to enhance redundancy, organizations employ at least two authoritative domain name system 
servers, one configured as the primary server and the other configured as the secondary server. 
Additionally, organizations typically deploy the servers in two geographically separated network 
subnetworks (i.e., not located in the same physical facility). For role separation, DNS servers with 
internal roles only process name and address resolution requests from within organizations (i.e., 
from internal clients). DNS servers with external roles only process name and address resolution 
information requests from clients external to organizations (i.e., on external networks including 
the Internet). Organizations specify clients that can access authoritative DNS servers in particular 
roles (e.g., by address ranges, explicit lists). Related controls: SC-2, SC-20, SC-21, SC-24. 

Control Enhancements:  None. 

References:  NIST Special Publication 800-81. 

Priority and Baseline Allocation: 

P1 LOW   SC-22 MOD   SC-22 HIGH   SC-22 
 

SC-23 SESSION AUTHENTICITY 
Control:  The information system protects the authenticity of communications sessions. 

Supplemental Guidance:  This control addresses communications protection at the session, versus 
packet level (e.g., sessions in service-oriented architectures providing web-based services) and 
establishes grounds for confidence at both ends of communications sessions in ongoing identities 
of other parties and in the validity of information transmitted. Authenticity protection includes, for 
example, protecting against man-in-the-middle attacks/session hijacking and the insertion of false 
information into sessions. Related controls: SC-8, SC-10, SC-11. 

Control Enhancements: 

(1) SESSION AUTHENTICITY | INVALIDATE SESSION IDENTIFIERS AT LOGOUT  
The information system invalidates session identifiers upon user logout or other session 
termination. 

Supplemental Guidance:  This control enhancement curtails the ability of adversaries from 
capturing and continuing to employ previously valid session IDs. 

(2) SESSION AUTHENTICITY | USER-INITIATED LOGOUTS / MESSAGE DISPLAYS  
[Withdrawn: Incorporated into AC-12 (1)]. 

(3) SESSION AUTHENTICITY | UNIQUE SESSION IDENTIFIERS WITH RANDOMIZATION 
The information system generates a unique session identifier for each session with [Assignment: 
organization-defined randomness requirements] and recognizes only session identifiers that are 
system-generated. 

Supplemental Guidance:  This control enhancement curtails the ability of adversaries from 
reusing previously valid session IDs. Employing the concept of randomness in the generation 
of unique session identifiers helps to protect against brute-force attacks to determine future 
session identifiers. Related control: SC-13. 

(4) SESSION AUTHENTICITY | UNIQUE SESSION IDENTIFIERS WITH RANDOMIZATION  
[Withdrawn: Incorporated into SC-23 (3)]. 

(5) SESSION AUTHENTICITY | ALLOWED CERTIFICATE AUTHORITIES  
The information system only allows the use of [Assignment: organization-defined certificate 
authorities] for verification of the establishment of protected sessions. 
Supplemental Guidance:  Reliance on certificate authorities (CAs) for the establishment of 
secure sessions includes, for example, the use of Secure Socket Layer (SSL) and/or Transport 
Layer Security (TLS) certificates. These certificates, after verification by the respective 

APPENDIX F-SC   PAGE F-201 



Special Publication 800-53 Revision 4                                  Security and Privacy Controls for Federal Information Systems 
                                                                                               and Organizations 
________________________________________________________________________________________________ 

certificate authorities, facilitate the establishment of protected sessions between web clients 
and web servers. Related control: SC-13. 

References:  NIST Special Publications 800-52, 800-77, 800-95. 

Priority and Baseline Allocation: 

P1 LOW   Not Selected MOD   SC-23 HIGH   SC-23 
 

SC-24 FAIL IN KNOWN STATE 
Control:  The information system fails to a [Assignment: organization-defined known-state] for 
[Assignment: organization-defined types of failures] preserving [Assignment: organization-defined 
system state information] in failure. 

Supplemental Guidance:  Failure in a known state addresses security concerns in accordance with the 
mission/business needs of organizations. Failure in a known secure state helps to prevent the loss 
of confidentiality, integrity, or availability of information in the event of failures of organizational 
information systems or system components. Failure in a known safe state helps to prevent systems 
from failing to a state that may cause injury to individuals or destruction to property. Preserving 
information system state information facilitates system restart and return to the operational mode 
of organizations with less disruption of mission/business processes. Related controls: CP-2, CP-
10, CP-12, SC-7, SC-22. 

Control Enhancements:  None. 

References:  None. 

Priority and Baseline Allocation: 

P1 LOW   Not Selected MOD   Not Selected HIGH   SC-24 
 

SC-25 THIN NODES 
Control:  The organization employs [Assignment: organization-defined information system 
components] with minimal functionality and information storage. 

Supplemental Guidance:  The deployment of information system components with reduced/minimal 
functionality (e.g., diskless nodes and thin client technologies) reduces the need to secure every 
user endpoint, and may reduce the exposure of information, information systems, and services to 
cyber attacks. Related control: SC-30. 

Control Enhancements:  None. 

References:  None. 

Priority and Baseline Allocation: 

P0 LOW   Not Selected MOD   Not Selected HIGH   Not Selected 
 

SC-26 HONEYPOTS 
Control:  The information system includes components specifically designed to be the target of 
malicious attacks for the purpose of detecting, deflecting, and analyzing such attacks. 

Supplemental Guidance:  A honeypot is set up as a decoy to attract adversaries and to deflect their 
attacks away from the operational systems supporting organizational missions/business function. 

APPENDIX F-SC   PAGE F-202 



Special Publication 800-53 Revision 4                                  Security and Privacy Controls for Federal Information Systems 
                                                                                               and Organizations 
________________________________________________________________________________________________ 

Depending upon the specific usage of the honeypot, consultation with the Office of the General 
Counsel before deployment may be needed. Related controls: SC-30, SC-44, SI-3, SI-4. 

Control Enhancements:  None. 

(1) HONEYPOTS | DETECTION OF MALICIOUS CODE  
[Withdrawn: Incorporated into SC-35]. 

References:  None. 

Priority and Baseline Allocation: 

P0 LOW   Not Selected MOD   Not Selected HIGH   Not Selected 
 

SC-27 PLATFORM-INDEPENDENT APPLICATIONS 
Control:  The information system includes: [Assignment: organization-defined platform-
independent applications]. 

Supplemental Guidance:  Platforms are combinations of hardware and software used to run software 
applications. Platforms include: (i) operating systems; (ii) the underlying computer architectures, 
or (iii) both. Platform-independent applications are applications that run on multiple platforms. 
Such applications promote portability and reconstitution on different platforms, increasing the 
availability of critical functions within organizations while information systems with specific 
operating systems are under attack. Related control: SC-29. 

Control Enhancements:  None. 

References:  None. 

Priority and Baseline Allocation: 

P0 LOW   Not Selected MOD   Not Selected HIGH   Not Selected 
 

SC-28 PROTECTION OF INFORMATION AT REST 
Control:  The information system protects the [Selection (one or more): confidentiality; integrity] of 
[Assignment: organization-defined information at rest]. 

Supplemental Guidance:  This control addresses the confidentiality and integrity of information at 
rest and covers user information and system information. Information at rest refers to the state of 
information when it is located on storage devices as specific components of information systems. 
System-related information requiring protection includes, for example, configurations or rule sets 
for firewalls, gateways, intrusion detection/prevention systems, filtering routers, and authenticator 
content. Organizations may employ different mechanisms to achieve confidentiality and integrity 
protections, including the use of cryptographic mechanisms and file share scanning. Integrity 
protection can be achieved, for example, by implementing Write-Once-Read-Many (WORM) 
technologies. Organizations may also employ other security controls including, for example, 
secure off-line storage in lieu of online storage when adequate protection of information at rest 
cannot otherwise be achieved and/or continuous monitoring to identify malicious code at rest. 
Related controls: AC-3, AC-6, CA-7, CM-3, CM-5, CM-6, PE-3, SC-8, SC-13, SI-3, SI-7. 

Control Enhancements: 

(1) PROTECTION OF INFORMATION AT REST | CRYPTOGRAPHIC PROTECTION  
The information system implements cryptographic mechanisms to prevent unauthorized 
disclosure and modification of [Assignment: organization-defined information] on [Assignment: 
organization-defined information system components]. 
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Supplemental Guidance:  Selection of cryptographic mechanisms is based on the need to protect 
the confidentiality and integrity of organizational information. The strength of mechanism is 
commensurate with the security category and/or classification of the information. This control 
enhancement applies to significant concentrations of digital media in organizational areas 
designated for media storage and also to limited quantities of media generally associated with 
information system components in operational environments (e.g., portable storage devices, 
mobile devices). Organizations have the flexibility to either encrypt all information on storage 
devices (i.e., full disk encryption) or encrypt specific data structures (e.g., files, records, or 
fields). Organizations employing cryptographic mechanisms to protect information at rest also 
consider cryptographic key management solutions. Related controls: AC-19, SC-12. 

(2) PROTECTION OF INFORMATION AT REST  | OFF-LINE STORAGE 
The organization removes from online storage and stores off-line in a secure location [Assignment: 
organization-defined information]. 
Supplemental Guidance:  Removing organizational information from online information system 
storage to off-line storage eliminates the possibility of individuals gaining unauthorized 
access to the information through a network. Therefore, organizations may choose to move 
information to off-line storage in lieu of protecting such information in online storage. 

References:  NIST Special Publications 800-56, 800-57, 800-111. 

Priority and Baseline Allocation: 

P1 LOW   Not Selected MOD   SC-28 HIGH   SC-28 
 

SC-29 HETEROGENEITY 

 Control:  The organization employs a diverse set of information technologies for [Assignment: 
organization-defined information system components] in the implementation of the information 
system. 

Supplemental Guidance:  Increasing the diversity of information technologies within organizational 
information systems reduces the impact of potential exploitations of specific technologies and also 
defends against common mode failures, including those failures induced by supply chain attacks. 
Diversity in information technologies also reduces the likelihood that the means adversaries use to 
compromise one information system component will be equally effective against other system 
components, thus further increasing the adversary work factor to successfully complete planned 
cyber attacks. An increase in diversity may add complexity and management overhead which 
could ultimately lead to mistakes and unauthorized configurations. Related controls: SA-12, SA-
14, SC-27. 

Control Enhancements: 

(1) HETEROGENEITY | VIRTUALIZATION TECHNIQUES  
The organization employs virtualization techniques to support the deployment of a diversity of 
operating systems and applications that are changed [Assignment: organization-defined 
frequency]. 

Supplemental Guidance:  While frequent changes to operating systems and applications pose 
configuration management challenges, the changes can result in an increased work factor for 
adversaries in order to carry out successful cyber attacks. Changing virtual operating systems 
or applications, as opposed to changing actual operating systems/applications, provide virtual 
changes that impede attacker success while reducing configuration management efforts. In 
addition, virtualization techniques can assist organizations in isolating untrustworthy software 
and/or software of dubious provenance into confined execution environments. 

References:  None. 
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Priority and Baseline Allocation: 

P0 LOW   Not Selected MOD   Not Selected HIGH   Not Selected 
 

SC-30 CONCEALMENT AND MISDIRECTION 

Control:  The organization employs [Assignment: organization-defined concealment and 
misdirection techniques] for [Assignment: organization-defined information systems] at 
[Assignment: organization-defined time periods] to confuse and mislead adversaries. 

Supplemental Guidance:  Concealment and misdirection techniques can significantly reduce the 
targeting capability of adversaries (i.e., window of opportunity and available attack surface) to 
initiate and complete cyber attacks. For example, virtualization techniques provide organizations 
with the ability to disguise information systems, potentially reducing the likelihood of successful 
attacks without the cost of having multiple platforms. Increased use of concealment/misdirection 
techniques including, for example, randomness, uncertainty, and virtualization, may sufficiently 
confuse and mislead adversaries and subsequently increase the risk of discovery and/or exposing 
tradecraft. Concealment/misdirection techniques may also provide organizations additional time to 
successfully perform core missions and business functions. Because of the time and effort required 
to support concealment/misdirection techniques, it is anticipated that such techniques would be 
used by organizations on a very limited basis. Related controls: SC-26, SC-29, SI-14. 

Control Enhancements:   

(1) CONCEALMENT AND MISDIRECTION | VIRTUALIZATION TECHNIQUES  
[Withdrawn: Incorporated into SC-29 (1)].  

(2) CONCEALMENT AND MISDIRECTION | RANDOMNESS  
The organization employs [Assignment: organization-defined techniques] to introduce 
randomness into organizational operations and assets. 
Supplemental Guidance:  Randomness introduces increased levels of uncertainty for adversaries 
regarding the actions organizations take in defending against cyber attacks. Such actions may 
impede the ability of adversaries to correctly target information resources of organizations 
supporting critical missions/business functions. Uncertainty may also cause adversaries to 
hesitate before initiating or continuing attacks. Misdirection techniques involving randomness 
include, for example, performing certain routine actions at different times of day, employing 
different information technologies (e.g., browsers, search engines), using different suppliers, 
and rotating roles and responsibilities of organizational personnel. 

(3) CONCEALMENT AND MISDIRECTION | CHANGE PROCESSING / STORAGE LOCATIONS  
The organization changes the location of [Assignment: organization-defined processing and/or 
storage] [Selection: [Assignment: organization-defined time frequency]; at random time intervals]]. 

Supplemental Guidance:  Adversaries target critical organizational missions/business functions 
and the information resources supporting those missions and functions while at the same time, 
trying to minimize exposure of their existence and tradecraft. The static, homogeneous, and 
deterministic nature of organizational information systems targeted by adversaries, make such 
systems more susceptible to cyber attacks with less adversary cost and effort to be successful. 
Changing organizational processing and storage locations (sometimes referred to as moving 
target defense) addresses the advanced persistent threat (APT) using techniques such as 
virtualization, distributed processing, and replication. This enables organizations to relocate 
the information resources (i.e., processing and/or storage) supporting critical missions and 
business functions. Changing locations of processing activities and/or storage sites introduces 
uncertainty into the targeting activities by adversaries. This uncertainty increases the work 
factor of adversaries making compromises or breaches to organizational information systems 
much more difficult and time-consuming, and increases the chances that adversaries may 
inadvertently disclose aspects of tradecraft while attempting to locate critical organizational 
resources. 
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(4) CONCEALMENT AND MISDIRECTION | MISLEADING INFORMATION  
The organization employs realistic, but misleading information in [Assignment: organization-
defined information system components] with regard to its security state or posture. 

Supplemental Guidance:  This control enhancement misleads potential adversaries regarding the 
nature and extent of security safeguards deployed by organizations. As a result, adversaries 
may employ incorrect (and as a result ineffective) attack techniques. One way of misleading 
adversaries is for organizations to place misleading information regarding the specific security 
controls deployed in external information systems that are known to be accessed or targeted 
by adversaries. Another technique is the use of deception nets (e.g., honeynets, virtualized 
environments) that mimic actual aspects of organizational information systems but use, for 
example, out-of-date software configurations. 

(5) CONCEALMENT AND MISDIRECTION | CONCEALMENT OF SYSTEM COMPONENTS  
The organization employs [Assignment: organization-defined techniques] to hide or conceal 
[Assignment: organization-defined information system components]. 

Supplemental Guidance:  By hiding, disguising, or otherwise concealing critical information 
system components, organizations may be able to decrease the probability that adversaries 
target and successfully compromise those assets. Potential means for organizations to hide 
and/or conceal information system components include, for example, configuration of routers 
or the use of honeynets or virtualization techniques. 

References:  None. 

Priority and Baseline Allocation: 

P0 LOW   Not Selected MOD   Not Selected HIGH   Not Selected 
 

SC-31 COVERT CHANNEL ANALYSIS 
Control:  The organization:  

a. Performs a covert channel analysis to identify those aspects of communications within the 
information system that are potential avenues for covert [Selection (one or more): storage; 
timing] channels; and 

b. Estimates the maximum bandwidth of those channels. 

Supplemental Guidance:  Developers are in the best position to identify potential areas within 
systems that might lead to covert channels. Covert channel analysis is a meaningful activity when 
there is the potential for unauthorized information flows across security domains, for example, in 
the case of information systems containing export-controlled information and having connections 
to external networks (i.e., networks not controlled by organizations). Covert channel analysis is 
also meaningful for multilevel secure (MLS) information systems, multiple security level (MSL) 
systems, and cross-domain systems. Related controls: AC-3, AC-4, PL-2. 

Control Enhancements: 

(1) COVERT CHANNEL ANALYSIS | TEST COVERT CHANNELS FOR EXPLOITABILITY 
The organization tests a subset of the identified covert channels to determine which channels are 
exploitable. 

(2) COVERT CHANNEL ANALYSIS | MAXIMUM BANDWIDTH  
The organization reduces the maximum bandwidth for identified covert [Selection (one or more); 
storage; timing] channels to [Assignment: organization-defined values]. 

Supplemental Guidance:  Information system developers are in the best position to reduce the 
maximum bandwidth for identified covert storage and timing channels. 

(3) COVERT CHANNEL ANALYSIS | MEASURE BANDWIDTH IN OPERATIONAL ENVIRONMENTS  
The organization measures the bandwidth of [Assignment: organization-defined subset of 
identified covert channels] in the operational environment of the information system. 
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Supplemental Guidance:  This control enhancement addresses covert channel bandwidth in 
operational environments versus developmental environments. Measuring covert channel 
bandwidth in operational environments helps organizations to determine how much 
information can be covertly leaked before such leakage adversely affects organizational 
missions/business functions. Covert channel bandwidth may be significantly different when 
measured in those settings that are independent of the particular environments of operation 
(e.g., laboratories or development environments). 

References:  None. 

Priority and Baseline Allocation: 

P0 LOW   Not Selected MOD   Not Selected HIGH   Not Selected 
 

SC-32 INFORMATION SYSTEM PARTITIONING 

 Control:  The organization partitions the information system into [Assignment: organization-defined 
information system components] residing in separate physical domains or environments based on 
[Assignment: organization-defined circumstances for physical separation of components]. 

Supplemental Guidance:  Information system partitioning is a part of a defense-in-depth protection 
strategy. Organizations determine the degree of physical separation of system components from 
physically distinct components in separate racks in the same room, to components in separate 
rooms for the more critical components, to more significant geographical separation of the most 
critical components. Security categorization can guide the selection of appropriate candidates for 
domain partitioning. Managed interfaces restrict or prohibit network access and information flow 
among partitioned information system components. Related controls: AC-4, SA-8, SC-2, SC-3, 
SC-7. 

Control Enhancements:  None. 

References:  FIPS Publication 199. 

Priority and Baseline Allocation: 

P0 LOW   Not Selected MOD   Not Selected HIGH   Not Selected 
 

SC-33 TRANSMISSION PREPARATION INTEGRITY 

[Withdrawn: Incorporated into SC-8]. 
 

SC-34 NON-MODIFIABLE EXECUTABLE PROGRAMS 

 Control:  The information system at [Assignment: organization-defined information system 
components]: 

a. Loads and executes the operating environment from hardware-enforced, read-only media; 
and 

b. Loads and executes [Assignment: organization-defined applications] from hardware-
enforced, read-only media. 

Supplemental Guidance:  The term operating environment is defined as the specific code that hosts 
applications, for example, operating systems, executives, or monitors including virtual machine 
monitors (i.e., hypervisors). It can also include certain applications running directly on hardware 
platforms. Hardware-enforced, read-only media include, for example, Compact Disk-Recordable 
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(CD-R)/Digital Video Disk-Recordable (DVD-R) disk drives and one-time programmable read-
only memory. The use of non-modifiable storage ensures the integrity of software from the point 
of creation of the read-only image. The use of reprogrammable read-only memory can be accepted 
as read-only media provided: (i) integrity can be adequately protected from the point of initial 
writing to the insertion of the memory into the information system; and (ii) there are reliable 
hardware protections against reprogramming the memory while installed in organizational 
information systems. Related controls: AC-3, SI-7. 

Control Enhancements: 

(1) NON-MODIFIABLE EXECUTABLE PROGRAMS | NO WRITABLE STORAGE  
The organization employs [Assignment: organization-defined information system components] 
with no writeable storage that is persistent across component restart or power on/off. 
Supplemental Guidance:  This control enhancement: (i) eliminates the possibility of malicious 
code insertion via persistent, writeable storage within the designated information system 
components; and (ii) applies to both fixed and removable storage, with the latter being 
addressed directly or as specific restrictions imposed through access controls for mobile 
devices. Related controls: AC-19, MP-7. 

(2) NON-MODIFIABLE EXECUTABLE PROGRAMS | INTEGRITY PROTECTION / READ-ONLY MEDIA  
The organization protects the integrity of information prior to storage on read-only media and 
controls the media after such information has been recorded onto the media. 

Supplemental Guidance:  Security safeguards prevent the substitution of media into information 
systems or the reprogramming of programmable read-only media prior to installation into the 
systems. Security safeguards include, for example, a combination of prevention, detection, 
and response. Related controls: AC-5, CM-3, CM-5, CM-9, MP-2, MP-4, MP-5, SA-12, SC-
28, SI-3. 

(3) NON-MODIFIABLE EXECUTABLE PROGRAMS | HARDWARE-BASED PROTECTION  
The organization: 

(a) Employs hardware-based, write-protect for [Assignment: organization-defined information 
system firmware components]; and 

(b) Implements specific procedures for [Assignment: organization-defined authorized individuals] 
to manually disable hardware write-protect for firmware modifications and re-enable the write-
protect prior to returning to operational mode. 

References:  None. 

Priority and Baseline Allocation: 

P0 LOW   Not Selected MOD   Not Selected HIGH   Not Selected 
 

SC-35 HONEYCLIENTS 
Control:  The information system includes components that proactively seek to identify malicious 
websites and/or web-based malicious code. 

Supplemental Guidance:  Honeyclients differ from honeypots in that the components actively probe 
the Internet in search of malicious code (e.g., worms) contained on external websites. As with 
honeypots, honeyclients require some supporting isolation measures (e.g., virtualization) to ensure 
that any malicious code discovered during the search and subsequently executed does not infect 
organizational information systems. Related controls: SC-26, SC-44, SI-3, SI-4. 

Control Enhancements:  None. 

References:  None. 
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Priority and Baseline Allocation: 

P0 LOW   Not Selected MOD   Not Selected HIGH   Not Selected 
 

SC-36 DISTRIBUTED PROCESSING AND STORAGE 
Control:  The organization distributes [Assignment: organization-defined processing and storage] 
across multiple physical locations. 

Supplemental Guidance:  Distributing processing and storage across multiple physical locations 
provides some degree of redundancy or overlap for organizations, and therefore increases the work 
factor of adversaries to adversely impact organizational operations, assets, and individuals. This 
control does not assume a single primary processing or storage location, and thus allows for 
parallel processing and storage. Related controls: CP-6, CP-7. 

Control Enhancements: 

(1) DISTRIBUTED PROCESSING AND STORAGE | POLLING TECHNIQUES  
The organization employs polling techniques to identify potential faults, errors, or compromises to 
[Assignment: organization-defined distributed processing and storage components]. 
Supplemental Guidance:  Distributed processing and/or storage may be employed to reduce 
opportunities for adversaries to successfully compromise the confidentiality, integrity, or 
availability of information and information systems. However, distribution of processing 
and/or storage components does not prevent adversaries from compromising one (or more) of 
the distributed components. Polling compares the processing results and/or storage content 
from the various distributed components and subsequently voting on the outcomes. Polling 
identifies potential faults, errors, or compromises in distributed processing and/or storage 
components. Related control: SI-4. 

References:  None. 

Priority and Baseline Allocation: 

P0 LOW   Not Selected MOD   Not Selected HIGH   Not Selected 
 

SC-37 OUT-OF-BAND CHANNELS 
Control:  The organization employs [Assignment: organization-defined out-of-band channels] for 
the physical delivery or electronic transmission of [Assignment: organization-defined information, 
information system components, or devices] to [Assignment: organization-defined individuals or 
information systems]. 

Supplemental Guidance:  Out-of-band channels include, for example, local (nonnetwork) accesses to 
information systems, network paths physically separate from network paths used for operational 
traffic, or nonelectronic paths such as the US Postal Service. This is in contrast with using the 
same channels (i.e., in-band channels) that carry routine operational traffic. Out-of-band channels 
do not have the same vulnerability/exposure as in-band channels, and hence the confidentiality, 
integrity, or availability compromises of in-band channels will not compromise the out-of-band 
channels. Organizations may employ out-of-band channels in the delivery or transmission of many 
organizational items including, for example, identifiers/authenticators, configuration management 
changes for hardware, firmware, or software, cryptographic key management information, security 
updates, system/data backups, maintenance information, and malicious code protection updates. 
Related controls: AC-2, CM-3, CM-5, CM-7, IA-4, IA-5, MA-4, SC-12, SI-3, SI-4, SI-7. 
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Control Enhancements: 

(1) OUT-OF-BAND CHANNELS | ENSURE DELIVERY / TRANSMISSION  
The organization employs [Assignment: organization-defined security safeguards] to ensure that 
only [Assignment: organization-defined individuals or information systems] receive the 
[Assignment: organization-defined information, information system components, or devices]. 
Supplemental Guidance:  Techniques and/or methods employed by organizations to ensure that 
only designated information systems or individuals receive particular information, system 
components, or devices include, for example, sending authenticators via courier service but 
requiring recipients to show some form of government-issued photographic identification as a 
condition of receipt. 

References:  None. 

Priority and Baseline Allocation: 

P0 LOW   Not Selected MOD   Not Selected HIGH   Not Selected 
 

SC-38 OPERATIONS SECURITY 

Control:  The organization employs [Assignment: organization-defined operations security 
safeguards] to protect key organizational information throughout the system development life 
cycle. 

Supplemental Guidance:  Operations security (OPSEC) is a systematic process by which potential 
adversaries can be denied information about the capabilities and intentions of organizations by 
identifying, controlling, and protecting generally unclassified information that specifically relates 
to the planning and execution of sensitive organizational activities. The OPSEC process involves 
five steps: (i) identification of critical information (e.g., the security categorization process); (ii) 
analysis of threats; (iii) analysis of vulnerabilities; (iv) assessment of risks; and (v) the application 
of appropriate countermeasures. OPSEC safeguards are applied to both organizational information 
systems and the environments in which those systems operate. OPSEC safeguards help to protect 
the confidentiality of key information including, for example, limiting the sharing of information 
with suppliers and potential suppliers of information system components, information technology 
products and services, and with other non-organizational elements and individuals. Information 
critical to mission/business success includes, for example, user identities, element uses, suppliers, 
supply chain processes, functional and security requirements, system design specifications, testing 
protocols, and security control implementation details. Related controls: RA-2, RA-5, SA-12. 

Control Enhancements:  None. 

References:  None. 

Priority and Baseline Allocation: 

P0 LOW   Not Selected MOD   Not Selected HIGH   Not Selected 
 

SC-39 PROCESS ISOLATION  
Control:  The information system maintains a separate execution domain for each executing 
process. 

Supplemental Guidance:  Information systems can maintain separate execution domains for each 
executing process by assigning each process a separate address space. Each information system 
process has a distinct address space so that communication between processes is performed in a 
manner controlled through the security functions, and one process cannot modify the executing 
code of another process. Maintaining separate execution domains for executing processes can be 
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achieved, for example, by implementing separate address spaces. This capability is available in 
most commercial operating systems that employ multi-state processor technologies. Related 
controls: AC-3, AC-4, AC-6, SA-4, SA-5, SA-8, SC-2, SC-3. 

Control Enhancements: 

(1) PROCESS ISOLATION | HARDWARE SEPARATION  
The information system implements underlying hardware separation mechanisms to facilitate 
process separation. 

Supplemental Guidance:  Hardware-based separation of information system processes is 
generally less susceptible to compromise than software-based separation, thus providing 
greater assurance that the separation will be enforced. Underlying hardware separation 
mechanisms include, for example, hardware memory management. 

(2) PROCESS ISOLATION | THREAD ISOLATION  
The information system maintains a separate execution domain for each thread in [Assignment: 
organization-defined multi-threaded processing]. 

References:  None. 

Priority and Baseline Allocation: 

P1 LOW   SC-39 MOD   SC-39 HIGH   SC-39 
 

SC-40 WIRELESS LINK PROTECTION  
Control:  The information system protects external and internal [Assignment: organization-defined 
wireless links] from [Assignment: organization-defined types of signal parameter attacks or 
references to sources for such attacks]. 

Supplemental Guidance:  This control applies to internal and external wireless communication links 
that may be visible to individuals who are not authorized information system users. Adversaries 
can exploit the signal parameters of wireless links if such links are not adequately protected. There 
are many ways to exploit the signal parameters of wireless links to gain intelligence, deny service, 
or to spoof users of organizational information systems. This control reduces the impact of attacks 
that are unique to wireless systems. If organizations rely on commercial service providers for 
transmission services as commodity items rather than as fully dedicated services, it may not be 
possible to implement this control. Related controls: AC-18, SC-5. 

Control Enhancements: 

(1) WIRELESS LINK PROTECTION | ELECTROMAGNETIC INTERFERENCE  
The information system implements cryptographic mechanisms that achieve [Assignment: 
organization-defined level of protection] against the effects of intentional electromagnetic 
interference. 

Supplemental Guidance:  This control enhancement protects against intentional jamming that 
might deny or impair communications by ensuring that wireless spread spectrum waveforms 
used to provide anti-jam protection are not predictable by unauthorized individuals. The 
control enhancement may also coincidentally help to mitigate the effects of unintentional 
jamming due to interference from legitimate transmitters sharing the same spectrum. Mission 
requirements, projected threats, concept of operations, and applicable legislation, directives, 
regulations, policies, standards, and guidelines determine levels of wireless link availability 
and performance/cryptography needed. Related controls: SC-12, SC-13. 

(2) WIRELESS LINK PROTECTION | REDUCE DETECTION POTENTIAL  
The information system implements cryptographic mechanisms to reduce the detection potential 
of wireless links to [Assignment: organization-defined level of reduction].   

Supplemental Guidance:  This control enhancement is needed for covert communications and 
protecting wireless transmitters from being geo-located by their transmissions. The control 
enhancement ensures that spread spectrum waveforms used to achieve low probability of 
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detection are not predictable by unauthorized individuals. Mission requirements, projected 
threats, concept of operations, and applicable legislation, directives, regulations, policies, 
standards, and guidelines determine the levels to which wireless links should be undetectable. 
Related controls: SC-12, SC-13. 

(3) WIRELESS LINK PROTECTION | IMITATIVE OR MANIPULATIVE COMMUNICATIONS DECEPTION  
The information system implements cryptographic mechanisms to identify and reject wireless 
transmissions that are deliberate attempts to achieve imitative or manipulative communications 
deception based on signal parameters. 

Supplemental Guidance:  This control enhancement ensures that the signal parameters of 
wireless transmissions are not predictable by unauthorized individuals. Such unpredictability 
reduces the probability of imitative or manipulative communications deception based upon 
signal parameters alone. Related controls: SC-12, SC-13. 

(4) WIRELESS LINK PROTECTION | SIGNAL PARAMETER IDENTIFICATION  
The information system implements cryptographic mechanisms to prevent the identification of 
[Assignment: organization-defined wireless transmitters] by using the transmitter signal 
parameters.  

Supplemental Guidance:  Radio fingerprinting techniques identify the unique signal parameters 
of transmitters to fingerprint such transmitters for purposes of tracking and mission/user 
identification. This control enhancement protects against the unique identification of wireless 
transmitters for purposes of intelligence exploitation by ensuring that anti-fingerprinting 
alterations to signal parameters are not predictable by unauthorized individuals. This control 
enhancement helps assure mission success when anonymity is required. Related controls: SC-
12, SC-13. 

References:  None. 

Priority and Baseline Allocation: 

P0 LOW   Not Selected MOD   Not Selected HIGH   Not Selected 
 

SC-41 PORT AND I/O DEVICE ACCESS 

Control:  The organization physically disables or removes [Assignment: organization-defined 
connection ports or input/output devices] on [Assignment: organization-defined information 
systems or information system components]. 

Supplemental Guidance:  Connection ports include, for example, Universal Serial Bus (USB) and 
Firewire (IEEE 1394). Input/output (I/O) devices include, for example, Compact Disk (CD) and 
Digital Video Disk (DVD) drives. Physically disabling or removing such connection ports and I/O 
devices helps prevent exfiltration of information from information systems and the introduction of 
malicious code into systems from those ports/devices. 

Control Enhancements:  None. 

References:  None. 

Priority and Baseline Allocation: 

P0 LOW   Not Selected MOD   Not Selected HIGH   Not Selected 
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SC-42 SENSOR CAPABILITY AND DATA 

Control:  The information system: 

a. Prohibits the remote activation of environmental sensing capabilities with the following 
exceptions: [Assignment: organization-defined exceptions where remote activation of sensors 
is allowed]; and 

b. Provides an explicit indication of sensor use to [Assignment: organization-defined class of 
users]. 

Supplemental Guidance:  This control often applies to types of information systems or system 
components characterized as mobile devices, for example, smart phones, tablets, and E-readers. 
These systems often include sensors that can collect and record data regarding the environment 
where the system is in use. Sensors that are embedded within mobile devices include, for example, 
cameras, microphones, Global Positioning System (GPS) mechanisms, and accelerometers. While 
the sensors on mobiles devices provide an important function, if activated covertly, such devices 
can potentially provide a means for adversaries to learn valuable information about individuals 
and organizations. For example, remotely activating the GPS function on a mobile device could 
provide an adversary with the ability to track the specific movements of an individual. 

Control Enhancements: 

(1) SENSOR CAPABILITY AND DATA | REPORTING TO AUTHORIZED INDIVIDUALS OR ROLES 
The organization ensures that the information system is configured so that data or information 
collected by the [Assignment: organization-defined sensors] is only reported to authorized 
individuals or roles. 
Supplemental Guidance:  In situations where sensors are activated by authorized individuals 
(e.g., end users), it is still possible that the data/information collected by the sensors will be 
sent to unauthorized entities. 

(2) SENSOR CAPABILITY AND DATA | AUTHORIZED USE  
The organization employs the following measures: [Assignment: organization-defined measures], 
so that data or information collected by [Assignment: organization-defined sensors] is only used 
for authorized purposes. 
Supplemental Guidance:  Information collected by sensors for a specific authorized purpose 
potentially could be misused for some unauthorized purpose. For example, GPS sensors that 
are used to support traffic navigation could be misused to track movements of 
individuals.  Measures to mitigate such activities include, for example, additional training to 
ensure that authorized parties do not abuse their authority, or (in the case where sensor 
data/information is maintained by external parties) contractual restrictions on the use of the 
data/information. 

(3) SENSOR CAPABILITY AND DATA | PROHIBIT USE OF DEVICES  
The organization prohibits the use of devices possessing [Assignment: organization-defined 
environmental sensing capabilities] in [Assignment: organization-defined facilities, areas, or 
systems]. 

Supplemental Guidance:  For example, organizations may prohibit individuals from bringing cell 
phones or digital cameras into certain facilities or specific controlled areas within facilities 
where classified information is stored or sensitive conversations are taking place.  

References:  None. 

Priority and Baseline Allocation: 

P0 LOW   Not Selected MOD   Not Selected HIGH   Not Selected 
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SC-43 USAGE RESTRICTIONS 
Control:  The organization: 

a. Establishes usage restrictions and implementation guidance for [Assignment: organization-
defined information system components] based on the potential to cause damage to the 
information system if used maliciously; and 

b. Authorizes, monitors, and controls the use of such components within the information system. 

Supplemental Guidance:  Information system components include hardware, software, or firmware 
components (e.g., Voice Over Internet Protocol, mobile code, digital copiers, printers, scanners, 
optical devices, wireless technologies, mobile devices). Related controls: CM-6, SC-7. 

Control Enhancements:  None. 

References:  None. 

Priority and Baseline Allocation: 

P0 LOW   Not Selected MOD   Not Selected HIGH   Not Selected 
 

SC-44 DETONATION CHAMBERS 

Control:  The organization employs a detonation chamber capability within [Assignment: 
organization-defined information system, system component, or location]. 

Supplemental Guidance:  Detonation chambers, also known as dynamic execution environments, 
allow organizations to open email attachments, execute untrusted or suspicious applications, and 
execute Universal Resource Locator (URL) requests in the safety of an isolated environment or 
virtualized sandbox. These protected and isolated execution environments provide a means of 
determining whether the associated attachments/applications contain malicious code. While 
related to the concept of deception nets, the control is not intended to maintain a long-term 
environment in which adversaries can operate and their actions can be observed. Rather, it is 
intended to quickly identify malicious code and reduce the likelihood that the code is propagated 
to user environments of operation (or prevent such propagation completely). Related controls: SC-
7, SC-25, SC-26, SC-30. 

Control Enhancements:  None. 

References:  None. 

Priority and Baseline Allocation: 

P0 LOW   Not Selected MOD   Not Selected HIGH   Not Selected 
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FAMILY:  SYSTEM AND INFORMATION INTEGRITY 

SI-1 SYSTEM AND INFORMATION INTEGRITY POLICY AND PROCEDURES 
Control:  The organization: 

a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or 
roles]: 

1. A system and information integrity policy that addresses purpose, scope, roles, 
responsibilities, management commitment, coordination among organizational entities, 
and compliance; and 

2. Procedures to facilitate the implementation of the system and information integrity policy 
and associated system and information integrity controls; and 

b. Reviews and updates the current: 

1. System and information integrity policy [Assignment: organization-defined frequency]; 
and 

2.  System and information integrity procedures [Assignment: organization-defined 
frequency]. 

Supplemental Guidance:  This control addresses the establishment of policy and procedures for the 
effective implementation of selected security controls and control enhancements in the SI family. 
Policy and procedures reflect applicable federal laws, Executive Orders, directives, regulations, 
policies, standards, and guidance. Security program policies and procedures at the organization 
level may make the need for system-specific policies and procedures unnecessary. The policy can 
be included as part of the general information security policy for organizations or conversely, can 
be represented by multiple policies reflecting the complex nature of certain organizations. The 
procedures can be established for the security program in general and for particular information 
systems, if needed. The organizational risk management strategy is a key factor in establishing 
policy and procedures. Related control: PM-9. 

Control Enhancements:  None. 

References:  NIST Special Publications 800-12, 800-100. 

Priority and Baseline Allocation: 

P1 LOW   SI-1 MOD   SI-1 HIGH   SI-1 
 

SI-2 FLAW REMEDIATION 

 Control:  The organization: 

a. Identifies, reports, and corrects information system flaws; 

b. Tests software and firmware updates related to flaw remediation for effectiveness and 
potential side effects before installation; 

c. Installs security-relevant software and firmware updates within [Assignment: organization-
defined time period] of the release of the updates; and 

d. Incorporates flaw remediation into the organizational configuration management process. 

Supplemental Guidance:  Organizations identify information systems affected by announced 
software flaws including potential vulnerabilities resulting from those flaws, and report this 
information to designated organizational personnel with information security responsibilities. 
Security-relevant software updates include, for example, patches, service packs, hot fixes, and 
anti-virus signatures. Organizations also address flaws discovered during security assessments, 

APPENDIX F-SI   PAGE F-215 



Special Publication 800-53 Revision 4                                  Security and Privacy Controls for Federal Information Systems 
                                                                                               and Organizations 
________________________________________________________________________________________________ 

continuous monitoring, incident response activities, and system error handling. Organizations take 
advantage of available resources such as the Common Weakness Enumeration (CWE) or Common 
Vulnerabilities and Exposures (CVE) databases in remediating flaws discovered in organizational 
information systems. By incorporating flaw remediation into ongoing configuration management 
processes, required/anticipated remediation actions can be tracked and verified. Flaw remediation 
actions that can be tracked and verified include, for example, determining whether organizations 
follow US-CERT guidance and Information Assurance Vulnerability Alerts. Organization-defined 
time periods for updating security-relevant software and firmware may vary based on a variety of 
factors including, for example, the security category of the information system or the criticality of 
the update (i.e., severity of the vulnerability related to the discovered flaw). Some types of flaw 
remediation may require more testing than other types. Organizations determine the degree and 
type of testing needed for the specific type of flaw remediation activity under consideration and 
also the types of changes that are to be configuration-managed. In some situations, organizations 
may determine that the testing of software and/or firmware updates is not necessary or practical, 
for example, when implementing simple anti-virus signature updates. Organizations may also 
consider in testing decisions, whether security-relevant software or firmware updates are obtained 
from authorized sources with appropriate digital signatures. Related controls: CA-2, CA-7, CM-3, 
CM-5, CM-8, MA-2, IR-4, RA-5, SA-10, SA-11, SI-11. 

Control Enhancements: 

(1) FLAW REMEDIATION | CENTRAL MANAGEMENT  
The organization centrally manages the flaw remediation process. 

Supplemental Guidance:  Central management is the organization-wide management and 
implementation of flaw remediation processes. Central management includes planning, 
implementing, assessing, authorizing, and monitoring the organization-defined, centrally 
managed flaw remediation security controls. 

(2) FLAW REMEDIATION | AUTOMATED FLAW REMEDIATION STATUS  
The organization employs automated mechanisms [Assignment: organization-defined frequency] 
to determine the state of information system components with regard to flaw remediation. 

Supplemental Guidance:  Related controls: CM-6, SI-4. 

(3) FLAW REMEDIATION | TIME TO REMEDIATE FLAWS / BENCHMARKS FOR CORRECTIVE ACTIONS  
The organization: 

(a) Measures the time between flaw identification and flaw remediation; and 

(b) Establishes [Assignment: organization-defined benchmarks] for taking corrective actions. 

Supplemental Guidance:  This control enhancement requires organizations to determine the 
current time it takes on the average to correct information system flaws after such flaws have 
been identified, and subsequently establish organizational benchmarks (i.e., time frames) for 
taking corrective actions. Benchmarks can be established by type of flaw and/or severity of 
the potential vulnerability if the flaw can be exploited. 

(4) FLAW REMEDIATION | AUTOMATED PATCH MANAGEMENT TOOLS  
[Withdrawn: Incorporated into SI-2]. 

(5) FLAW REMEDIATION | AUTOMATIC SOFTWARE / FIRMWARE UPDATES  
The organization installs [Assignment: organization-defined security-relevant software and 
firmware updates] automatically to [Assignment: organization-defined information system 
components]. 

Supplemental Guidance:  Due to information system integrity and availability concerns, 
organizations give careful consideration to the methodology used to carry out automatic 
updates. Organizations must balance the need to ensure that the updates are installed as soon 
as possible with the need to maintain configuration management and with any mission or 
operational impacts that automatic updates might impose. 

(6) FLAW REMEDIATION | REMOVAL OF PREVIOUS VERSIONS OF SOFTWARE / FIRMWARE 
The organization removes [Assignment: organization-defined software and firmware components] 
after updated versions have been installed. 
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Supplemental Guidance:  Previous versions of software and/or firmware components that are not 
removed from the information system after updates have been installed may be exploited by 
adversaries. Some information technology products may remove older versions of software 
and/or firmware automatically from the information system. 

References:  NIST Special Publications 800-40, 800-128. 

Priority and Baseline Allocation: 

P1 LOW   SI-2 MOD   SI-2 (2) HIGH   SI-2 (1) (2) 
 

SI-3 MALICIOUS CODE PROTECTION 

 Control:  The organization: 

a. Employs malicious code protection mechanisms at information system entry and exit points to 
detect and eradicate malicious code; 

b. Updates malicious code protection mechanisms whenever new releases are available in 
accordance with organizational configuration management policy and procedures; 

c. Configures malicious code protection mechanisms to: 

1. Perform periodic scans of the information system [Assignment: organization-defined 
frequency] and real-time scans of files from external sources at [Selection (one or more); 
endpoint; network entry/exit points] as the files are downloaded, opened, or executed in 
accordance with organizational security policy; and 

2. [Selection (one or more): block malicious code; quarantine malicious code;  send alert to 
administrator; [Assignment: organization-defined action]] in response to malicious code 
detection; and 

d. Addresses the receipt of false positives during malicious code detection and eradication and 
the resulting potential impact on the availability of the information system. 

Supplemental Guidance:  Information system entry and exit points include, for example, firewalls, 
electronic mail servers, web servers, proxy servers, remote-access servers, workstations, notebook 
computers, and mobile devices. Malicious code includes, for example, viruses, worms, Trojan 
horses, and spyware. Malicious code can also be encoded in various formats (e.g., UUENCODE, 
Unicode), contained within compressed or hidden files, or hidden in files using steganography. 
Malicious code can be transported by different means including, for example, web accesses, 
electronic mail, electronic mail attachments, and portable storage devices. Malicious code 
insertions occur through the exploitation of information system vulnerabilities. Malicious code 
protection mechanisms include, for example, anti-virus signature definitions and reputation-based 
technologies. A variety of technologies and methods exist to limit or eliminate the effects of 
malicious code. Pervasive configuration management and comprehensive software integrity 
controls may be effective in preventing execution of unauthorized code. In addition to commercial 
off-the-shelf software, malicious code may also be present in custom-built software. This could 
include, for example, logic bombs, back doors, and other types of cyber attacks that could affect 
organizational missions/business functions. Traditional malicious code protection mechanisms 
cannot always detect such code. In these situations, organizations rely instead on other safeguards 
including, for example, secure coding practices, configuration management and control, trusted 
procurement processes, and monitoring practices to help ensure that software does not perform 
functions other than the functions intended. Organizations may determine that in response to the 
detection of malicious code, different actions may be warranted. For example, organizations can 
define actions in response to malicious code detection during periodic scans, actions in response to 
detection of malicious downloads, and/or actions in response to detection of maliciousness when 
attempting to open or execute files. Related controls: CM-3, MP-2, SA-4, SA-8, SA-12, SA-13, 
SC-7, SC-26, SC-44, SI-2, SI-4, SI-7.  
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Control Enhancements: 

(1) MALICIOUS CODE PROTECTION | CENTRAL MANAGEMENT  
The organization centrally manages malicious code protection mechanisms. 

Supplemental Guidance:  Central management is the organization-wide management and 
implementation of malicious code protection mechanisms. Central management includes 
planning, implementing, assessing, authorizing, and monitoring the organization-defined, 
centrally managed flaw malicious code protection security controls. Related controls: AU-2, 
SI-8. 

(2) MALICIOUS CODE PROTECTION | AUTOMATIC UPDATES  
The information system automatically updates malicious code protection mechanisms. 
Supplemental Guidance:  Malicious code protection mechanisms include, for example, signature 
definitions. Due to information system integrity and availability concerns, organizations give 
careful consideration to the methodology used to carry out automatic updates. Related control: 
SI-8. 

(3) MALICIOUS CODE PROTECTION | NON-PRIVILEGED USERS  
[Withdrawn: Incorporated into AC-6 (10)]. 

(4) MALICIOUS CODE PROTECTION | UPDATES ONLY BY PRIVILEGED USERS  
The information system updates malicious code protection mechanisms only when directed by a 
privileged user. 

Supplemental Guidance:  This control enhancement may be appropriate for situations where for 
reasons of security or operational continuity, updates are only applied when selected/approved 
by designated organizational personnel. Related controls: AC-6, CM-5. 

(5) MALICIOUS CODE PROTECTION | PORTABLE STORAGE DEVICES  
[Withdrawn: Incorporated into MP-7]. 

(6) MALICIOUS CODE PROTECTION | TESTING / VERIFICATION  
The organization: 
(a) Tests malicious code protection mechanisms [Assignment: organization-defined frequency] 

by introducing a known benign, non-spreading test case into the information system; and 
(b) Verifies that both detection of the test case and associated incident reporting occur. 

Supplemental Guidance:  Related controls: CA-2, CA-7, RA-5. 

(7) MALICIOUS CODE PROTECTION | NONSIGNATURE-BASED DETECTION  
The information system implements nonsignature-based malicious code detection mechanisms. 
Supplemental Guidance:  Nonsignature-based detection mechanisms include, for example, the 
use of heuristics to detect, analyze, and describe the characteristics or behavior of malicious 
code and to provide safeguards against malicious code for which signatures do not yet exist or 
for which existing signatures may not be effective. This includes polymorphic malicious code 
(i.e., code that changes signatures when it replicates). This control enhancement does not 
preclude the use of signature-based detection mechanisms. 

(8) MALICIOUS CODE PROTECTION | DETECT UNAUTHORIZED COMMANDS  
The information system detects [Assignment: organization-defined unauthorized operating system 
commands] through the kernel application programming interface at [Assignment: organization-
defined information system hardware components] and [Selection (one or more): issues a warning; 
audits the command execution; prevents the execution of the command]. 

Supplemental Guidance:  This control enhancement can also be applied to critical interfaces 
other than kernel-based interfaces, including for example, interfaces with virtual machines 
and privileged applications. Unauthorized operating system commands include, for example, 
commands for kernel functions from information system processes that are not trusted to 
initiate such commands, or commands for kernel functions that are suspicious even though 
commands of that type are reasonable for processes to initiate. Organizations can define the 
malicious commands to be detected by a combination of command types, command classes, 
or specific instances of commands. Organizations can define hardware components by 
specific component, component type, location in the network, or combination therein. 
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Organizations may select different actions for different types/classes/specific instances of 
potentially malicious commands. Related control: AU-6. 

(9) MALICIOUS CODE PROTECTION | AUTHENTICATE REMOTE COMMANDS 
The information system implements [Assignment: organization-defined security safeguards] to 
authenticate [Assignment: organization-defined remote commands]. 

Supplemental Guidance:  This control enhancement protects against unauthorized commands 
and replay of authorized commands. This capability is important for those remote information 
systems whose loss, malfunction, misdirection, or exploitation would have immediate and/or 
serious consequences (e.g., injury or death, property damage, loss of high-valued assets or 
sensitive information, or failure of important missions/business functions). Authentication 
safeguards for remote commands help to ensure that information systems accept and execute 
in the order intended, only authorized commands, and that unauthorized commands are 
rejected. Cryptographic mechanisms can be employed, for example, to authenticate remote 
commands. Related controls:  SC-12, SC-13, SC-23. 

(10) MALICIOUS CODE PROTECTION | MALICIOUS CODE ANALYSIS 
The organization: 

(a) Employs [Assignment: organization-defined tools and techniques] to analyze the 
characteristics and behavior of malicious code; and 

(b) Incorporates the results from malicious code analysis into organizational incident response 
and flaw remediation processes. 

Supplemental Guidance:  The application of selected malicious code analysis tools and 
techniques provides organizations with a more in-depth understanding of adversary tradecraft 
(i.e., tactics, techniques, and procedures) and the functionality and purpose of specific 
instances of malicious code. Understanding the characteristics of malicious code facilitates 
more effective organizational responses to current and future threats. Organizations can 
conduct malicious code analyses by using reverse engineering techniques or by monitoring 
the behavior of executing code. 

References:  NIST Special Publication 800-83. 

Priority and Baseline Allocation: 

P1 LOW   SI-3 MOD   SI-3 (1) (2) HIGH   SI-3 (1) (2) 
 

SI-4 INFORMATION SYSTEM MONITORING 

Control:  The organization: 

a. Monitors the information system to detect: 

1. Attacks and indicators of potential attacks in accordance with [Assignment: organization-
defined monitoring objectives]; and 

2. Unauthorized local, network, and remote connections; 

b. Identifies unauthorized use of the information system through [Assignment: organization-
defined techniques and methods]; 

c. Deploys monitoring devices: (i) strategically within the information system to collect 
organization-determined essential information; and (ii) at ad hoc locations within the system 
to track specific types of transactions of interest to the organization; 

d. Protects information obtained from intrusion-monitoring tools from unauthorized access, 
modification, and deletion; 

e. Heightens the level of information system monitoring activity whenever there is an indication 
of increased risk to organizational operations and assets, individuals, other organizations, or 
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the Nation based on law enforcement information, intelligence information, or other credible 
sources of information; 

f. Obtains legal opinion with regard to information system monitoring activities in accordance 
with applicable federal laws, Executive Orders, directives, policies, or regulations; and 

g. Provides [Assignment: organization-defined information system monitoring information] to 
[Assignment: organization-defined personnel or roles] [Selection (one or more): as needed; 
[Assignment: organization-defined frequency]]. 

Supplemental Guidance:  Information system monitoring includes external and internal monitoring. 
External monitoring includes the observation of events occurring at the information system 
boundary (i.e., part of perimeter defense and boundary protection). Internal monitoring includes 
the observation of events occurring within the information system. Organizations can monitor 
information systems, for example, by observing audit activities in real time or by observing other 
system aspects such as access patterns, characteristics of access, and other actions. The monitoring 
objectives may guide determination of the events. Information system monitoring capability is 
achieved through a variety of tools and techniques (e.g., intrusion detection systems, intrusion 
prevention systems, malicious code protection software, scanning tools, audit record monitoring 
software, network monitoring software). Strategic locations for monitoring devices include, for 
example, selected perimeter locations and near server farms supporting critical applications, with 
such devices typically being employed at the managed interfaces associated with controls SC-7 
and AC-17. Einstein network monitoring devices from the Department of Homeland Security can 
also be included as monitoring devices. The granularity of monitoring information collected is 
based on organizational monitoring objectives and the capability of information systems to 
support such objectives. Specific types of transactions of interest include, for example, Hyper Text 
Transfer Protocol (HTTP) traffic that bypasses HTTP proxies. Information system monitoring is 
an integral part of organizational continuous monitoring and incident response programs. Output 
from system monitoring serves as input to continuous monitoring and incident response programs. 
A network connection is any connection with a device that communicates through a network (e.g., 
local area network, Internet). A remote connection is any connection with a device communicating 
through an external network (e.g., the Internet). Local, network, and remote connections can be 
either wired or wireless. Related controls: AC-3, AC-4, AC-8, AC-17, AU-2, AU-6, AU-7, AU-9, 
AU-12, CA-7, IR-4, PE-3, RA-5, SC-7, SC-26, SC-35, SI-3, SI-7. 

Control Enhancements: 

(1) INFORMATION SYSTEM MONITORING | SYSTEM-WIDE INTRUSION DETECTION SYSTEM 
The organization connects and configures individual intrusion detection tools into an information 
system-wide intrusion detection system. 

(2) INFORMATION SYSTEM MONITORING | AUTOMATED TOOLS FOR REAL-TIME ANALYSIS 
The organization employs automated tools to support near real-time analysis of events. 

Supplemental Guidance:  Automated tools include, for example, host-based, network-based, 
transport-based, or storage-based event monitoring tools or Security Information and Event 
Management (SIEM) technologies that provide real time analysis of alerts and/or notifications 
generated by organizational information systems. 

(3) INFORMATION SYSTEM MONITORING | AUTOMATED TOOL INTEGRATION 
The organization employs automated tools to integrate intrusion detection tools into access 
control and flow control mechanisms for rapid response to attacks by enabling reconfiguration of 
these mechanisms in support of attack isolation and elimination. 

(4) INFORMATION SYSTEM MONITORING | INBOUND AND OUTBOUND COMMUNICATIONS TRAFFIC 
The information system monitors inbound and outbound communications traffic [Assignment: 
organization-defined frequency] for unusual or unauthorized activities or conditions. 
Supplemental Guidance:  Unusual/unauthorized activities or conditions related to information 
system inbound and outbound communications traffic include, for example, internal traffic 
that indicates the presence of malicious code within organizational information systems or 
propagating among system components, the unauthorized exporting of information, or 
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signaling to external information systems. Evidence of malicious code is used to identify 
potentially compromised information systems or information system components. 

(5) INFORMATION SYSTEM MONITORING | SYSTEM-GENERATED ALERTS 
The information system alerts [Assignment: organization-defined personnel or roles] when the 
following indications of compromise or potential compromise occur: [Assignment: organization-
defined compromise indicators]. 
Supplemental Guidance:  Alerts may be generated from a variety of sources, including, for 
example, audit records or inputs from malicious code protection mechanisms, intrusion 
detection or prevention mechanisms, or boundary protection devices such as firewalls, 
gateways, and routers. Alerts can be transmitted, for example, telephonically, by electronic 
mail messages, or by text messaging. Organizational personnel on the notification list can 
include, for example, system administrators, mission/business owners, system owners, or 
information system security officers. Related controls: AU-5, PE-6. 

(6) INFORMATION SYSTEM MONITORING | RESTRICT NON-PRIVILEGED USERS 
[Withdrawn: Incorporated into AC-6 (10)]. 

(7) INFORMATION SYSTEM MONITORING | AUTOMATED RESPONSE TO SUSPICIOUS EVENTS 
The information system notifies [Assignment: organization-defined incident response personnel 
(identified by name and/or by role)] of detected suspicious events and takes [Assignment: 
organization-defined least-disruptive actions to terminate suspicious events]. 

Supplemental Guidance:  Least-disruptive actions may include, for example, initiating requests 
for human responses. 

(8) INFORMATION SYSTEM MONITORING | PROTECTION OF MONITORING INFORMATION 
[Withdrawn: Incorporated into SI-4]. 

(9) INFORMATION SYSTEM MONITORING | TESTING OF MONITORING TOOLS 
The organization tests intrusion-monitoring tools [Assignment: organization-defined frequency]. 
Supplemental Guidance:  Testing intrusion-monitoring tools is necessary to ensure that the tools 
are operating correctly and continue to meet the monitoring objectives of organizations. The 
frequency of testing depends on the types of tools used by organizations and methods of 
deployment. Related control: CP-9. 

(10) INFORMATION SYSTEM MONITORING | VISIBILITY OF ENCRYPTED COMMUNICATIONS 
The organization makes provisions so that [Assignment: organization-defined encrypted 
communications traffic] is visible to [Assignment: organization-defined information system 
monitoring tools]. 
Supplemental Guidance:  Organizations balance the potentially conflicting needs for encrypting 
communications traffic and for having insight into such traffic from a monitoring perspective. 
For some organizations, the need to ensure the confidentiality of communications traffic is 
paramount; for others, mission-assurance is of greater concern. Organizations determine 
whether the visibility requirement applies to internal encrypted traffic, encrypted traffic 
intended for external destinations, or a subset of the traffic types. 

(11) INFORMATION SYSTEM MONITORING | ANALYZE COMMUNICATIONS TRAFFIC ANOMALIES 
The organization analyzes outbound communications traffic at the external boundary of the 
information system and selected [Assignment: organization-defined interior points within the 
system (e.g., subnetworks, subsystems)] to discover anomalies. 

Supplemental Guidance:  Anomalies within organizational information systems include, for 
example, large file transfers, long-time persistent connections, unusual protocols and ports in 
use, and attempted communications with suspected malicious external addresses. 

(12) INFORMATION SYSTEM MONITORING | AUTOMATED ALERTS 
The organization employs automated mechanisms to alert security personnel of the following 
inappropriate or unusual activities with security implications: [Assignment: organization-defined 
activities that trigger alerts]. 

Supplemental Guidance:  This control enhancement focuses on the security alerts generated by 
organizations and transmitted using automated means. In contrast to the alerts generated by 
information systems in SI-4 (5), which tend to focus on information sources internal to the 
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systems (e.g., audit records), the sources of information for this enhancement can include 
other entities as well (e.g., suspicious activity reports, reports on potential insider threats). 
Related controls: AC-18, IA-3. 

(13) INFORMATION SYSTEM MONITORING | ANALYZE TRAFFIC / EVENT PATTERNS 
The organization: 

(a) Analyzes communications traffic/event patterns for the information system; 

(b) Develops profiles representing common traffic patterns and/or events; and 

(c) Uses the traffic/event profiles in tuning system-monitoring devices to reduce the number of 
false positives and the number of false negatives. 

(14) INFORMATION SYSTEM MONITORING | WIRELESS INTRUSION DETECTION 
The organization employs a wireless intrusion detection system to identify rogue wireless devices 
and to detect attack attempts and potential compromises/breaches to the information system. 
Supplemental Guidance:  Wireless signals may radiate beyond the confines of organization-
controlled facilities. Organizations proactively search for unauthorized wireless connections 
including the conduct of thorough scans for unauthorized wireless access points. Scans are not 
limited to those areas within facilities containing information systems, but also include areas 
outside of facilities as needed, to verify that unauthorized wireless access points are not 
connected to the systems. Related controls: AC-18, IA-3. 

(15) INFORMATION SYSTEM MONITORING | WIRELESS TO WIRELINE COMMUNICATIONS 
The organization employs an intrusion detection system to monitor wireless communications 
traffic as the traffic passes from wireless to wireline networks. 
Supplemental Guidance:  Related control: AC-18. 

(16) INFORMATION SYSTEM MONITORING | CORRELATE MONITORING INFORMATION 
The organization correlates information from monitoring tools employed throughout the 
information system. 

Supplemental Guidance:  Correlating information from different monitoring tools can provide a 
more comprehensive view of information system activity. The correlation of monitoring tools 
that usually work in isolation (e.g., host monitoring, network monitoring, anti-virus software) 
can provide an organization-wide view and in so doing, may reveal otherwise unseen attack 
patterns. Understanding the capabilities/limitations of diverse monitoring tools and how to 
maximize the utility of information generated by those tools can help organizations to build, 
operate, and maintain effective monitoring programs. Related control: AU-6. 

(17) INFORMATION SYSTEM MONITORING | INTEGRATED SITUATIONAL AWARENESS 
The organization correlates information from monitoring physical, cyber, and supply chain 
activities to achieve integrated, organization-wide situational awareness. 

Supplemental Guidance:  This control enhancement correlates monitoring information from a 
more diverse set of information sources to achieve integrated situational awareness. Integrated 
situational awareness from a combination of physical, cyber, and supply chain monitoring 
activities enhances the capability of organizations to more quickly detect sophisticated cyber 
attacks and investigate the methods and techniques employed to carry out such attacks. In 
contrast to SI-4 (16) which correlates the various cyber monitoring information, this control 
enhancement correlates monitoring beyond just the cyber domain. Such monitoring may help 
reveal attacks on organizations that are operating across multiple attack vectors. Related 
control: SA-12. 

(18) INFORMATION SYSTEM MONITORING | ANALYZE TRAFFIC / COVERT EXFILTRATION 
The organization analyzes outbound communications traffic at the external boundary of the 
information system (i.e., system perimeter) and at [Assignment: organization-defined interior 
points within the system (e.g., subsystems, subnetworks)] to detect covert exfiltration of 
information. 

Supplemental Guidance:  Covert means that can be used for the unauthorized exfiltration of 
organizational information include, for example, steganography. 
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(19) INFORMATION SYSTEM MONITORING | INDIVIDUALS POSING GREATER RISK 
The organization implements [Assignment: organization-defined additional monitoring] of 
individuals who have been identified by [Assignment: organization-defined sources] as posing an 
increased level of risk. 

Supplemental Guidance:  Indications of increased risk from individuals can be obtained from a 
variety of sources including, for example, human resource records, intelligence agencies, law 
enforcement organizations, and/or other credible sources. The monitoring of individuals is 
closely coordinated with management, legal, security, and human resources officials within 
organizations conducting such monitoring and complies with federal legislation, Executive 
Orders, policies, directives, regulations, and standards.  

(20) INFORMATION SYSTEM MONITORING | PRIVILEGED USER 
The organization implements [Assignment: organization-defined additional monitoring] of 
privileged users. 

(21) INFORMATION SYSTEM MONITORING | PROBATIONARY PERIODS 
The organization implements [Assignment: organization-defined additional monitoring] of 
individuals during [Assignment: organization-defined probationary period]. 

(22) INFORMATION SYSTEM MONITORING | UNAUTHORIZED NETWORK SERVICES 
The information system detects network services that have not been authorized or approved by 
[Assignment: organization-defined authorization or approval processes] and [Selection (one or 
more): audits; alerts [Assignment: organization-defined personnel or roles]]. 
Supplemental Guidance:  Unauthorized or unapproved network services include, for example, 
services in service-oriented architectures that lack organizational verification or validation 
and therefore may be unreliable or serve as malicious rogues for valid services. Related 
controls: AC-6, CM-7, SA-5, SA-9. 

(23) INFORMATION SYSTEM MONITORING | HOST-BASED DEVICES 
The organization implements [Assignment: organization-defined host-based monitoring 
mechanisms] at [Assignment: organization-defined information system components]. 
Supplemental Guidance:  Information system components where host-based monitoring can be 
implemented include, for example, servers, workstations, and mobile devices. Organizations 
consider employing host-based monitoring mechanisms from multiple information technology 
product developers. 

(24) INFORMATION SYSTEM MONITORING | INDICATORS OF COMPROMISE 
The information system discovers, collects, distributes, and uses indicators of compromise. 

Supplemental Guidance:  Indicators of compromise (IOC) are forensic artifacts from intrusions 
that are identified on organizational information systems (at the host or network level). IOCs 
provide organizations with valuable information on objects or information systems that have 
been compromised. IOCs for the discovery of compromised hosts can include for example, 
the creation of registry key values. IOCs for network traffic include, for example, Universal 
Resource Locator (URL) or protocol elements that indicate malware command and control 
servers. The rapid distribution and adoption of IOCs can improve information security by 
reducing the time that information systems and organizations are vulnerable to the same 
exploit or attack. 

References:  NIST Special Publications 800-61, 800-83, 800-92, 800-94, 800-137. 

Priority and Baseline Allocation: 

P1 LOW   SI-4 MOD   SI-4 (2) (4) (5) HIGH   SI-4 (2) (4) (5) 
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SI-5 SECURITY ALERTS, ADVISORIES, AND DIRECTIVES 

 Control:  The organization: 

a. Receives information system security alerts, advisories, and directives from [Assignment: 
organization-defined external organizations] on an ongoing basis; 

b. Generates internal security alerts, advisories, and directives as deemed necessary; 

c. Disseminates security alerts, advisories, and directives to: [Selection (one or more): 
[Assignment: organization-defined personnel or roles]; [Assignment: organization-defined 
elements within the organization]; [Assignment: organization-defined external 
organizations]]; and 

d. Implements security directives in accordance with established time frames, or notifies the 
issuing organization of the degree of noncompliance. 

Supplemental Guidance:  The United States Computer Emergency Readiness Team (US-CERT) 
generates security alerts and advisories to maintain situational awareness across the federal 
government. Security directives are issued by OMB or other designated organizations with the 
responsibility and authority to issue such directives. Compliance to security directives is essential 
due to the critical nature of many of these directives and the potential immediate adverse effects 
on organizational operations and assets, individuals, other organizations, and the Nation should the 
directives not be implemented in a timely manner. External organizations include, for example, 
external mission/business partners, supply chain partners, external service providers, and other 
peer/supporting organizations.  Related control: SI-2. 

Control Enhancements: 

(1) SECURITY ALERTS, ADVISORIES, AND DIRECTIVES | AUTOMATED ALERTS AND ADVISORIES 

The organization employs automated mechanisms to make security alert and advisory information 
available throughout the organization. 

Supplemental Guidance:  The significant number of changes to organizational information 
systems and the environments in which those systems operate requires the dissemination of 
security-related information to a variety of organizational entities that have a direct interest in 
the success of organizational missions and business functions. Based on the information 
provided by the security alerts and advisories, changes may be required at one or more of the 
three tiers related to the management of information security risk including the governance 
level, mission/business process/enterprise architecture level, and the information system level. 

References:  NIST Special Publication 800-40. 

Priority and Baseline Allocation: 

P1 LOW   SI-5 MOD   SI-5 HIGH   SI-5 (1) 
 

SI-6 SECURITY FUNCTION VERIFICATION 

 Control:  The information system: 

a. Verifies the correct operation of [Assignment: organization-defined security functions]; 

b. Performs this verification [Selection (one or more): [Assignment: organization-defined system 
transitional states]; upon command by user with appropriate privilege; [Assignment: 
organization-defined frequency]]; 

c. Notifies [Assignment: organization-defined personnel or roles] of failed security verification 
tests; and 

d. [Selection (one or more): shuts the information system down; restarts the information system; 
[Assignment: organization-defined alternative action(s)]] when anomalies are discovered. 
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Supplemental Guidance:  Transitional states for information systems include, for example, system 
startup, restart, shutdown, and abort. Notifications provided by information systems include, for 
example, electronic alerts to system administrators, messages to local computer consoles, and/or 
hardware indications such as lights. Related controls: CA-7, CM-6. 

Control Enhancements: 

(1) SECURITY FUNCTION VERIFICATION | NOTIFICATION OF FAILED SECURITY TESTS  
[Withdrawn: Incorporated into SI-6]. 

(2) SECURITY FUNCTION VERIFICATION | AUTOMATION SUPPORT FOR DISTRIBUTED TESTING  
The information system implements automated mechanisms to support for the management of 
distributed security testing. 
Supplemental Guidance:  Related control: SI-2. 

(3) SECURITY FUNCTION VERIFICATION | REPORT VERIFICATION RESULTS  
The organization reports the results of security function verification to [Assignment: organization-
defined personnel or roles]. 

Supplemental Guidance:  Organizational personnel with potential interest in security function 
verification results include, for example, senior information security officers, information 
system security managers, and information systems security officers. Related controls: SA-12, 
SI-4, SI-5. 

References:  None. 

Priority and Baseline Allocation: 

P1 LOW   Not Selected MOD   Not Selected HIGH   SI-6 
 

SI-7 SOFTWARE, FIRMWARE, AND INFORMATION INTEGRITY 

 Control:  The organization employs integrity verification tools to detect unauthorized changes to 
[Assignment: organization-defined software, firmware, and information]. 

Supplemental Guidance:  Unauthorized changes to software, firmware, and information can occur 
due to errors or malicious activity (e.g., tampering). Software includes, for example, operating 
systems (with key internal components such as kernels, drivers), middleware, and applications. 
Firmware includes, for example, the Basic Input Output System (BIOS). Information includes 
metadata such as security attributes associated with information. State-of-the-practice integrity-
checking mechanisms (e.g., parity checks, cyclical redundancy checks, cryptographic hashes) and 
associated tools can automatically monitor the integrity of information systems and hosted 
applications. Related controls: SA-12, SC-8, SC-13, SI-3. 

Control Enhancements: 

(1) SOFTWARE, FIRMWARE, AND INFORMATION INTEGRITY | INTEGRITY CHECKS  
The information system performs an integrity check of [Assignment: organization-defined 
software, firmware, and information] [Selection (one or more): at startup; at [Assignment: 
organization-defined transitional states or security-relevant events]; [Assignment: organization-
defined frequency]]. 
Supplemental Guidance:  Security-relevant events include, for example, the identification of a 
new threat to which organizational information systems are susceptible, and the installation of 
new hardware, software, or firmware. Transitional states include, for example, system startup, 
restart, shutdown, and abort. 

(2) SOFTWARE, FIRMWARE, AND INFORMATION INTEGRITY | AUTOMATED NOTIFICATIONS OF INTEGRITY VIOLATIONS  
The organization employs automated tools that provide notification to [Assignment: organization-
defined personnel or roles] upon discovering discrepancies during integrity verification. 

Supplemental Guidance:  The use of automated tools to report integrity violations and to notify 
organizational personnel in a timely matter is an essential precursor to effective risk response. 
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Personnel having an interest in integrity violations include, for example, mission/business 
owners, information system owners, systems administrators, software developers, systems 
integrators, and information security officers. 

(3) SOFTWARE, FIRMWARE, AND INFORMATION INTEGRITY | CENTRALLY-MANAGED INTEGRITY TOOLS  
The organization employs centrally managed integrity verification tools. 

Supplemental Guidance:  Related controls: AU-3, SI-2, SI-8. 

(4) SOFTWARE, FIRMWARE, AND INFORMATION INTEGRITY | TAMPER-EVIDENT PACKAGING  
[Withdrawn: Incorporated into SA-12]. 

(5) SOFTWARE, FIRMWARE, AND INFORMATION INTEGRITY | AUTOMATED RESPONSE TO INTEGRITY VIOLATIONS  
The information system automatically [Selection (one or more): shuts the information system 
down; restarts the information system; implements [Assignment: organization-defined security 
safeguards]] when integrity violations are discovered. 

Supplemental Guidance:  Organizations may define different integrity checking and anomaly 
responses: (i) by type of information (e.g., firmware, software, user data); (ii) by specific 
information (e.g., boot firmware, boot firmware for a specific types of machines); or (iii) a 
combination of both. Automatic implementation of specific safeguards within organizational 
information systems includes, for example, reversing the changes, halting the information 
system, or triggering audit alerts when unauthorized modifications to critical security files 
occur. 

(6) SOFTWARE, FIRMWARE, AND INFORMATION INTEGRITY | CRYPTOGRAPHIC PROTECTION  
The information system implements cryptographic mechanisms to detect unauthorized changes to 
software, firmware, and information. 
Supplemental Guidance:  Cryptographic mechanisms used for the protection of integrity include, 
for example, digital signatures and the computation and application of signed hashes using 
asymmetric cryptography, protecting the confidentiality of the key used to generate the hash, 
and using the public key to verify the hash information. Related control: SC-13. 

(7) SOFTWARE, FIRMWARE, AND INFORMATION INTEGRITY | INTEGRATION OF DETECTION AND RESPONSE  
The organization incorporates the detection of unauthorized [Assignment: organization-defined 
security-relevant changes to the information system] into the organizational incident response 
capability. 
Supplemental Guidance:  This control enhancement helps to ensure that detected events are 
tracked, monitored, corrected, and available for historical purposes. Maintaining historical 
records is important both for being able to identify and discern adversary actions over an 
extended period of time and for possible legal actions. Security-relevant changes include, for 
example, unauthorized changes to established configuration settings or unauthorized elevation 
of information system privileges. Related controls: IR-4, IR-5, SI-4. 

(8) SOFTWARE, FIRMWARE, AND INFORMATION INTEGRITY | AUDITING CAPABILITY FOR SIGNIFICANT EVENTS  
The information system, upon detection of a potential integrity violation, provides the capability to 
audit the event and initiates the following actions: [Selection (one or more): generates an audit 
record; alerts current user; alerts [Assignment: organization-defined personnel or roles]; 
[Assignment: organization-defined other actions]]. 

Supplemental Guidance:  Organizations select response actions based on types of software, 
specific software, or information for which there are potential integrity violations. Related 
controls: AU-2, AU-6, AU-12. 

(9) SOFTWARE, FIRMWARE, AND INFORMATION INTEGRITY | VERIFY BOOT PROCESS  
The information system verifies the integrity of the boot process of [Assignment: organization-
defined devices]. 

Supplemental Guidance:  Ensuring the integrity of boot processes is critical to starting devices in 
known/trustworthy states. Integrity verification mechanisms provide organizational personnel 
with assurance that only trusted code is executed during boot processes. 

(10) SOFTWARE, FIRMWARE, AND INFORMATION INTEGRITY | PROTECTION OF BOOT FIRMWARE  
The information system implements [Assignment: organization-defined security safeguards] to 
protect the integrity of boot firmware in [Assignment: organization-defined devices]. 
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Supplemental Guidance:  Unauthorized modifications to boot firmware may be indicative of a 
sophisticated, targeted cyber attack. These types of cyber attacks can result in a permanent 
denial of service (e.g., if the firmware is corrupted) or a persistent malicious code presence 
(e.g., if code is embedded within the firmware). Devices can protect the integrity of the boot 
firmware in organizational information systems by: (i) verifying the integrity and authenticity 
of all updates to the boot firmware prior to applying changes to the boot devices; and (ii) 
preventing unauthorized processes from modifying the boot firmware. 

(11) SOFTWARE, FIRMWARE, AND INFORMATION INTEGRITY | CONFINED ENVIRONMENTS WITH LIMITED PRIVILEGES  
The organization requires that [Assignment: organization-defined user-installed software] execute 
in a confined physical or virtual machine environment with limited privileges.   

Supplemental Guidance:  Organizations identify software that may be of greater concern with 
regard to origin or potential for containing malicious code. For this type of software, user 
installations occur in confined environments of operation to limit or contain damage from 
malicious code that may be executed. 

(12) SOFTWARE, FIRMWARE, AND INFORMATION INTEGRITY | INTEGRITY VERIFICATION  
The organization requires that the integrity of [Assignment: organization-defined user-installed 
software] be verified prior to execution. 

Supplemental Guidance:  Organizations verify the integrity of user-installed software prior to 
execution to reduce the likelihood of executing malicious code or code that contains errors 
from unauthorized modifications. Organizations consider the practicality of approaches to 
verifying software integrity including, for example, availability of checksums of adequate 
trustworthiness from software developers or vendors. 

(13) SOFTWARE, FIRMWARE, AND INFORMATION INTEGRITY | CODE EXECUTION IN PROTECTED ENVIRONMENTS  
The organization allows execution of binary or machine-executable code obtained from sources 
with limited or no warranty and without the provision of source code only in confined physical or 
virtual machine environments and with the explicit approval of [Assignment: organization-defined 
personnel or roles]. 
Supplemental Guidance:  This control enhancement applies to all sources of binary or machine-
executable code including, for example, commercial software/firmware and open source 
software. 

(14) SOFTWARE, FIRMWARE, AND INFORMATION INTEGRITY | BINARY OR MACHINE EXECUTABLE CODE 
The organization: 

(a) Prohibits the use of binary or machine-executable code from sources with limited or no 
warranty and without the provision of source code; and 

(b) Provides exceptions to the source code requirement only for compelling mission/operational 
requirements and with the approval of the authorizing official. 

Supplemental Guidance:  This control enhancement applies to all sources of binary or machine-
executable code including, for example, commercial software/firmware and open source 
software. Organizations assess software products without accompanying source code from 
sources with limited or no warranty for potential security impacts. The assessments address 
the fact that these types of software products may be very difficult to review, repair, or 
extend, given that organizations, in most cases, do not have access to the original source code, 
and there may be no owners who could make such repairs on behalf of organizations. Related 
control: SA-5. 

(15) SOFTWARE, FIRMWARE, AND INFORMATION INTEGRITY | CODE AUTHENTICATION  
The information system implements cryptographic mechanisms to authenticate [Assignment: 
organization-defined software or firmware components] prior to installation. 
Supplemental Guidance:  Cryptographic authentication includes, for example, verifying that 
software or firmware components have been digitally signed using certificates recognized and 
approved by organizations. Code signing is an effective method to protect against malicious 
code. 
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(16) SOFTWARE, FIRMWARE, AND INFORMATION INTEGRITY | TIME LIMIT ON PROCESS EXECUTION W/O SUPERVISION 
The organization does not allow processes to execute without supervision for more than 
[Assignment: organization-defined time period]. 

Supplemental Guidance:  This control enhancement addresses processes for which normal 
execution periods can be determined and situations in which organizations exceed such 
periods. Supervision includes, for example, operating system timers, automated responses, or 
manual oversight and response when information system process anomalies occur. 

References:  NIST Special Publications 800-147, 800-155. 

Priority and Baseline Allocation: 

P1 LOW   Not Selected MOD   SI-7 (1) (7) HIGH   SI-7 (1) (2) (5) (7) (14) 
 

SI-8 SPAM PROTECTION   

 Control:  The organization: 

a. Employs spam protection mechanisms at information system entry and exit points to detect 
and take action on unsolicited messages; and 

b. Updates spam protection mechanisms when new releases are available in accordance with 
organizational configuration management policy and procedures. 

Supplemental Guidance:  Information system entry and exit points include, for example, firewalls, 
electronic mail servers, web servers, proxy servers, remote-access servers, workstations, mobile 
devices, and notebook/laptop computers. Spam can be transported by different means including, 
for example, electronic mail, electronic mail attachments, and web accesses. Spam protection 
mechanisms include, for example, signature definitions. Related controls: AT-2, AT-3, SC-5, SC-
7, SI-3. 

Control Enhancements: 

(1) SPAM PROTECTION | CENTRAL MANAGEMENT  
The organization centrally manages spam protection mechanisms. 

Supplemental Guidance:  Central management is the organization-wide management and 
implementation of spam protection mechanisms. Central management includes planning, 
implementing, assessing, authorizing, and monitoring the organization-defined, centrally 
managed spam protection security controls. Related controls: AU-3, SI-2, SI-7. 

(2) SPAM PROTECTION | AUTOMATIC UPDATES  
The information system automatically updates spam protection mechanisms. 

(3) SPAM PROTECTION | CONTINUOUS LEARNING CAPABILITY  
The information system implements spam protection mechanisms with a learning capability to 
more effectively identify legitimate communications traffic. 

Supplemental Guidance:  Learning mechanisms include, for example, Bayesian filters that 
respond to user inputs identifying specific traffic as spam or legitimate by updating algorithm 
parameters and thereby more accurately separating types of traffic. 

References:  NIST Special Publication 800-45. 

Priority and Baseline Allocation: 

P2 LOW   Not Selected MOD   SI-8 (1) (2) HIGH   SI-8 (1) (2) 
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SI-9 INFORMATION INPUT RESTRICTIONS 

[Withdrawn: Incorporated into AC-2, AC-3, AC-5, AC-6]. 

SI-10 INFORMATION INPUT VALIDATION 

Control:  The information system checks the validity of [Assignment: organization-defined 
information inputs]. 

Supplemental Guidance:  Checking the valid syntax and semantics of information system inputs 
(e.g., character set, length, numerical range, and acceptable values) verifies that inputs match 
specified definitions for format and content. Software applications typically follow well-defined 
protocols that use structured messages (i.e., commands or queries) to communicate between 
software modules or system components. Structured messages can contain raw or unstructured 
data interspersed with metadata or control information. If software applications use attacker-
supplied inputs to construct structured messages without properly encoding such messages, then 
the attacker could insert malicious commands or special characters that can cause the data to be 
interpreted as control information or metadata. Consequently, the module or component that 
receives the tainted output will perform the wrong operations or otherwise interpret the data 
incorrectly. Prescreening inputs prior to passing to interpreters prevents the content from being 
unintentionally interpreted as commands. Input validation helps to ensure accurate and correct 
inputs and prevent attacks such as cross-site scripting and a variety of injection attacks. 

Control Enhancements: 

(1) INFORMATION INPUT VALIDATION | MANUAL OVERRIDE CAPABILITY  
The information system: 

(a) Provides a manual override capability for input validation of [Assignment: organization-
defined inputs]; 

(b) Restricts the use of the manual override capability to only [Assignment: organization-defined 
authorized individuals]; and 

(c) Audits the use of the manual override capability. 

Supplemental Guidance:  Related controls:  CM-3, CM-5. 

(2) INFORMATION INPUT VALIDATION | REVIEW / RESOLUTION OF ERRORS  
The organization ensures that input validation errors are reviewed and resolved within 
[Assignment: organization-defined time period]. 
Supplemental Guidance:  Resolution of input validation errors includes, for example, correcting 
systemic causes of errors and resubmitting transactions with corrected input. 

(3) INFORMATION INPUT VALIDATION | PREDICTABLE BEHAVIOR  
The information system behaves in a predictable and documented manner that reflects 
organizational and system objectives when invalid inputs are received. 

Supplemental Guidance:  A common vulnerability in organizational information systems is 
unpredictable behavior when invalid inputs are received. This control enhancement ensures 
that there is predictable behavior in the face of invalid inputs by specifying information 
system responses that facilitate transitioning the system to known states without adverse, 
unintended side effects. 

(4) INFORMATION INPUT VALIDATION | REVIEW / TIMING INTERACTIONS  
The organization accounts for timing interactions among information system components in 
determining appropriate responses for invalid inputs. 
Supplemental Guidance:  In addressing invalid information system inputs received across 
protocol interfaces, timing interfaces become relevant, where one protocol needs to consider 
the impact of the error response on other protocols within the protocol stack. For example, 
802.11 standard wireless network protocols do not interact well with Transmission Control 
Protocols (TCP) when packets are dropped (which could be due to invalid packet input). TCP 
assumes packet losses are due to congestion, while packets lost over 802.11 links are typically 
dropped due to collisions or noise on the link. If TCP makes a congestion response, it takes 
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precisely the wrong action in response to a collision event. Adversaries may be able to use 
apparently acceptable individual behaviors of the protocols in concert to achieve adverse 
effects through suitable construction of invalid input. 

(5) INFORMATION INPUT VALIDATION | RESTRICT INPUTS TO TRUSTED SOURCES AND APPROVED FORMATS 
The organization restricts the use of information inputs to [Assignment: organization-defined 
trusted sources] and/or [Assignment: organization-defined formats]. 
Supplemental Guidance:  This control enhancement applies the concept of whitelisting to 
information inputs. Specifying known trusted sources for information inputs and acceptable 
formats for such inputs can reduce the probability of malicious activity. 

References:  None. 
Priority and Baseline Allocation: 

P1 LOW   Not Selected MOD   SI-10 HIGH   SI-10 
 

SI-11 ERROR HANDLING 

Control:  The information system: 

a. Generates error messages that provide information necessary for corrective actions without 
revealing information that could be exploited by adversaries; and 

b. Reveals error messages only to [Assignment: organization-defined personnel or roles]. 

Supplemental Guidance:  Organizations carefully consider the structure/content of error messages. 
The extent to which information systems are able to identify and handle error conditions is guided 
by organizational policy and operational requirements. Information that could be exploited by 
adversaries includes, for example, erroneous logon attempts with passwords entered by mistake as 
the username, mission/business information that can be derived from (if not stated explicitly by) 
information recorded, and personal information such as account numbers, social security numbers, 
and credit card numbers. In addition, error messages may provide a covert channel for transmitting 
information. Related controls: AU-2, AU-3, SC-31. 

Control Enhancements:  None. 

References:  None. 
Priority and Baseline Allocation: 

P2 LOW   Not Selected MOD   SI-11 HIGH   SI-11 
 

SI-12 INFORMATION HANDLING AND RETENTION 

Control:  The organization handles and retains information within the information system and 
information output from the system in accordance with applicable federal laws, Executive Orders, 
directives, policies, regulations, standards, and operational requirements. 

Supplemental Guidance:  Information handling and retention requirements cover the full life cycle of 
information, in some cases extending beyond the disposal of information systems. The National 
Archives and Records Administration provides guidance on records retention. Related controls: 
AC-16, AU-5, AU-11, MP-2, MP-4. 

Control Enhancements:  None. 

References:  None. 
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Priority and Baseline Allocation: 

P2 LOW   SI-12 MOD   SI-12 HIGH   SI-12 
 

SI-13 PREDICTABLE FAILURE PREVENTION 

Control:  The organization: 

a. Determines mean time to failure (MTTF) for [Assignment: organization-defined information 
system components] in specific environments of operation; and 

b. Provides substitute information system components and a means to exchange active and 
standby components at [Assignment: organization-defined MTTF substitution criteria]. 

Supplemental Guidance:  While MTTF is primarily a reliability issue, this control addresses potential 
failures of specific information system components that provide security capability. Failure rates 
reflect installation-specific consideration, not industry-average. Organizations define criteria for 
substitution of information system components based on MTTF value with consideration for 
resulting potential harm from component failures. Transfer of responsibilities between active and 
standby components does not compromise safety, operational readiness, or security capability 
(e.g., preservation of state variables). Standby components remain available at all times except for 
maintenance issues or recovery failures in progress. Related controls: CP-2, CP-10, MA-6. 

Control Enhancements: 

(1) PREDICTABLE FAILURE PREVENTION | TRANSFERRING COMPONENT RESPONSIBILITIES  
The organization takes information system components out of service by transferring component 
responsibilities to substitute components no later than [Assignment: organization-defined fraction 
or percentage] of mean time to failure. 

(2) PREDICTABLE FAILURE PREVENTION | TIME LIMIT ON PROCESS EXECUTION WITHOUT SUPERVISION  
[Withdrawn: Incorporated into SI-7 (16)]. 

(3) PREDICTABLE FAILURE PREVENTION | MANUAL TRANSFER BETWEEN COMPONENTS  
The organization manually initiates transfers between active and standby information system 
components [Assignment: organization-defined frequency] if the mean time to failure exceeds 
[Assignment: organization-defined time period]. 

(4) PREDICTABLE FAILURE PREVENTION | STANDBY COMPONENT INSTALLATION / NOTIFICATION  
The organization, if information system component failures are detected: 

(a) Ensures that the standby components are successfully and transparently installed within 
[Assignment: organization-defined time period]; and 

(b) [Selection (one or more): activates [Assignment: organization-defined alarm]; automatically 
shuts down the information system]. 

Supplemental Guidance:  Automatic or manual transfer of components from standby to active 
mode can occur, for example, upon detection of component failures. 

(5) PREDICTABLE FAILURE PREVENTION | FAILOVER CAPABILITY  
The organization provides [Selection: real-time; near real-time] [Assignment: organization-defined 
failover capability] for the information system. 

Supplemental Guidance:  Failover refers to the automatic switchover to an alternate information 
system upon the failure of the primary information system. Failover capability includes, for 
example, incorporating mirrored information system operations at alternate processing sites or 
periodic data mirroring at regular intervals defined by recovery time periods of organizations. 

References:  None. 

Priority and Baseline Allocation: 

P0 LOW   Not Selected MOD   Not Selected HIGH   Not Selected 
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SI-14 NON-PERSISTENCE 

Control:  The organization implements non-persistent [Assignment: organization-defined 
information system components and services] that are initiated in a known state and terminated 
[Selection (one or more): upon end of session of use; periodically at [Assignment: organization-
defined frequency]]. 

Supplemental Guidance:  This control mitigates risk from advanced persistent threats (APTs) by 
significantly reducing the targeting capability of adversaries (i.e., window of opportunity and 
available attack surface) to initiate and complete cyber attacks. By implementing the concept of 
non-persistence for selected information system components, organizations can provide a known 
state computing resource for a specific period of time that does not give adversaries sufficient time 
on target to exploit vulnerabilities in organizational information systems and the environments in 
which those systems operate. Since the advanced persistent threat is a high-end threat with regard 
to capability, intent, and targeting, organizations assume that over an extended period of time, a 
percentage of cyber attacks will be successful. Non-persistent information system components and 
services are activated as required using protected information and terminated periodically or upon 
the end of sessions. Non-persistence increases the work factor of adversaries in attempting to 
compromise or breach organizational information systems. 

Non-persistent system components can be implemented, for example, by periodically re-imaging 
components or by using a variety of common virtualization techniques. Non-persistent services 
can be implemented using virtualization techniques as part of virtual machines or as new instances 
of processes on physical machines (either persistent or non-persistent).The benefit of periodic 
refreshes of information system components/services is that it does not require organizations to 
first determine whether compromises of components or services have occurred (something that 
may often be difficult for organizations to determine). The refresh of selected information system 
components and services occurs with sufficient frequency to prevent the spread or intended impact 
of attacks, but not with such frequency that it makes the information system unstable. In some 
instances, refreshes of critical components and services may be done periodically in order to 
hinder the ability of adversaries to exploit optimum windows of vulnerabilities. Related controls: 
SC-30, SC-34. 

Control Enhancements: 

(1) NON-PERSISTENCE | REFRESH FROM TRUSTED SOURCES  
The organization ensures that software and data employed during information system component 
and service refreshes are obtained from [Assignment: organization-defined trusted sources]. 
Supplemental Guidance:  Trusted sources include, for example, software/data from write-once, 
read-only media or from selected off-line secure storage facilities. 

References:  None. 

Priority and Baseline Allocation: 

P0 LOW   Not Selected MOD   Not Selected HIGH   Not Selected 
 

SI-15 INFORMATION OUTPUT FILTERING 

Control:  The information system validates information output from [Assignment: organization-
defined software programs and/or applications] to ensure that the information is consistent with 
the expected content. 

Supplemental Guidance:  Certain types of cyber attacks (e.g., SQL injections) produce output results 
that are unexpected or inconsistent with the output results that would normally be expected from 
software programs or applications. This control enhancement focuses on detecting extraneous 
content, preventing such extraneous content from being displayed, and alerting monitoring tools 
that anomalous behavior has been discovered. Related controls: SI-3, SI-4. 
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Control Enhancements:  None. 

References:  None. 
Priority and Baseline Allocation: 

P0 LOW   Not Selected MOD   Not Selected HIGH   Not Selected 
 

SI-16 MEMORY PROTECTION 

Control:  The information system implements [Assignment: organization-defined security 
safeguards] to protect its memory from unauthorized code execution. 

Supplemental Guidance:  Some adversaries launch attacks with the intent of executing code in non-
executable regions of memory or in memory locations that are prohibited. Security safeguards 
employed to protect memory include, for example, data execution prevention and address space 
layout randomization. Data execution prevention safeguards can either be hardware-enforced or 
software-enforced with hardware providing the greater strength of mechanism. Related controls: 
AC-25, SC-3. 

Control Enhancements:  None. 

References:  None. 
Priority and Baseline Allocation: 

P1 LOW   Not Selected MOD   SI-16 HIGH   SI-16 
 

SI-17 FAIL-SAFE PROCEDURES 

 Control:  The information system implements [Assignment: organization-defined fail-safe 
procedures] when [Assignment: organization-defined failure conditions occur]. 

Supplemental Guidance:  Failure conditions include, for example, loss of communications among 
critical system components or between system components and operational facilities. Fail-safe 
procedures include, for example, alerting operator personnel and providing specific instructions on 
subsequent steps to take (e.g., do nothing, reestablish system settings, shut down processes, restart 
the system, or contact designated organizational personnel). Related controls: CP-12, CP-13, SC-
24, SI-13. 

Control Enhancements:  None. 

References:  None. 

Priority and Baseline Allocation: 

P0 LOW   Not Selected MOD   Not Selected HIGH   Not Selected 
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APPENDIX G 

INFORMATION SECURITY PROGRAMS 
ORGANIZATION-WIDE INFORMATION SECURITY PROGRAM MANAGEMENT CONTROLS 

he Federal Information Security Management Act (FISMA) requires organizations to 
develop and implement an organization-wide information security program to address 
information security for the information and information systems that support the 

operations and assets of the organization, including those provided or managed by another 
organization, contractor, or other source. The information security program management (PM) 
controls described in this appendix are typically implemented at the organization level and not 
directed at individual organizational information systems. The program management controls 
have been designed to facilitate compliance with applicable federal laws, Executive Orders, 
directives, policies, regulations, and standards. The controls are independent of any FIPS 
Publication 200 impact levels and therefore, are not directly associated with any of the security 
control baselines described in Appendix D. The program management controls do, however, 
complement the security controls in Appendix F and focus on the programmatic, organization-
wide information security requirements that are independent of any particular information system 
and are essential for managing information security programs. Tailoring guidance can be applied 
to the program management controls in a manner similar to how the guidance is applied to 
security controls in Appendix F. Organizations specify the individual or individuals responsible 
and accountable for the development, implementation, assessment, authorization, and monitoring 
of the program management controls. Organizations document program management controls in 
the information security program plan. The organization-wide information security program plan 
supplements the individual security plans developed for each organizational information system. 
Together, the security plans for the individual information systems and the information security 
program cover the totality of security controls employed by the organization. 

In addition to documenting the information security program management controls, the security 
program plan provides a vehicle for the organization, in a central repository, to document all 
security controls from Appendix F that have been designated as common controls (i.e., security 
controls inheritable by organizational information systems).111 The information security program 
management controls and common controls contained in the information security program plan 
are implemented, assessed for effectiveness,112 and authorized by a senior organizational official, 
with the same or similar authority and responsibility for managing risk as the authorization 
officials for information systems. Plans of action and milestones are developed and maintained 
for the program management and common controls that are deemed through assessment to be less 
than effective. Information security program management and common controls are also subject 
to the same continuous monitoring requirements as security controls employed in individual 
organizational information systems. 

Table G-1 provides a summary of the security controls in the program management family from 
Appendix G. Organizations can use the recommended priority code designation associated with 
each program management control to assist in making sequencing decisions for implementation 

111 Common controls are those security controls that are inheritable by one or more organizational information systems, 
and thus are separate and distinct from information security program management controls. 

112 Assessment procedures for program management controls and common controls can be found in NIST Special 
Publication 800-53A. 

T 
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(i.e., a Priority Code 1 [P1] control has a higher priority for implementation than a Priority Code 
2 [P2] control; and a Priority Code 2 [P2] control has a higher priority for implementation than a 
Priority Code 3 [P3] control. 

TABLE G-1:  PROGRAM MANAGEMENT CONTROLS 

CNTL 
NO. CONTROL NAME 

PR
IO

R
IT

Y INITIAL CONTROL BASELINES 

LOW MOD HIGH 

PM-1 Information Security Program Plan P1  

 
 
 
 
 

Deployed organization-wide. 
Supporting information security program. 

Not associated with security control baselines. 
Independent of any system impact level. 

 
 
 
 

 
 
 

 
 
 

PM-2 Senior Information Security Officer P1 

PM-3 Information Security Resources P1 

PM-4 Plan of Action and Milestones Process P1 

PM-5 Information System Inventory P1 

PM-6 Information Security Measures of 
Performance 

P1 

PM-7 Enterprise Architecture P1 

PM-8 Critical Infrastructure Plan P1 

PM-9 Risk Management Strategy P1 

PM-10 Security Authorization Process P1 

PM-11 Mission/Business Process Definition P1 

PM-12 Insider Threat Program P1 

PM-13 Information Security Workforce P1 

PM-14 Testing, Training, and Monitoring P1 

PM-15 Contacts with Security Groups and 
Associations 

P3 

PM-16 Threat Awareness Program P1 

 
  

Cautionary Note 
Organizations are required to implement security program management controls to provide a foundation 
for the organizational information security program. The successful implementation of security controls 
for organizational information systems depends on the successful implementation of organization-wide 
program management controls. However, the manner in which organizations implement the program 
management controls depends on specific organizational characteristics including, for example, the size, 
complexity, and mission/business requirements of the respective organizations. 
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PM-1 INFORMATION SECURITY PROGRAM PLAN 

Control:  The organization: 

a. Develops and disseminates an organization-wide information security program plan that: 

1. Provides an overview of the requirements for the security program and a description of 
the security program management controls and common controls in place or planned for 
meeting those requirements; 

2. Includes the identification and assignment of roles, responsibilities, management 
commitment, coordination among organizational entities, and compliance; 

3. Reflects coordination among organizational entities responsible for the different aspects 
of information security (i.e., technical, physical, personnel, cyber-physical); and 

4. Is approved by a senior official with responsibility and accountability for the risk being 
incurred to organizational operations (including mission, functions, image, and 
reputation), organizational assets, individuals, other organizations, and the Nation; 

b. Reviews the organization-wide information security program plan [Assignment: organization-
defined frequency]; 

c. Updates the plan to address organizational changes and problems identified during plan 
implementation or security control assessments; and 

d. Protects the information security program plan from unauthorized disclosure and 
modification. 

Supplemental Guidance:  Information security program plans can be represented in single documents 
or compilations of documents at the discretion of organizations. The plans document the program 
management controls and organization-defined common controls. Information security program 
plans provide sufficient information about the program management controls/common controls 
(including specification of parameters for any assignment and selection statements either explicitly 
or by reference) to enable implementations that are unambiguously compliant with the intent of 
the plans and a determination of the risk to be incurred if the plans are implemented as intended. 

The security plans for individual information systems and the organization-wide information 
security program plan together, provide complete coverage for all security controls employed 
within the organization. Common controls are documented in an appendix to the organization’s 
information security program plan unless the controls are included in a separate security plan for 
an information system (e.g., security controls employed as part of an intrusion detection system 
providing organization-wide boundary protection inherited by one or more organizational 
information systems). The organization-wide information security program plan will indicate 
which separate security plans contain descriptions of common controls.  

Organizations have the flexibility to describe common controls in a single document or in multiple 
documents. In the case of multiple documents, the documents describing common controls are 
included as attachments to the information security program plan. If the information security 
program plan contains multiple documents, the organization specifies in each document the 
organizational official or officials responsible for the development, implementation, assessment, 
authorization, and monitoring of the respective common controls. For example, the organization 
may require that the Facilities Management Office develop, implement, assess, authorize, and 
continuously monitor common physical and environmental protection controls from the PE family 
when such controls are not associated with a particular information system but instead, support 
multiple information systems. Related control: PM-8. 

Control Enhancements:  None. 

References:  None. 
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PM-2 SENIOR INFORMATION SECURITY OFFICER 

Control:  The organization appoints a senior information security officer with the mission and 
resources to coordinate, develop, implement, and maintain an organization-wide information 
security program.  

Supplemental Guidance:  The security officer described in this control is an organizational official.  
For a federal agency (as defined in applicable federal laws, Executive Orders, directives, policies, 
or regulations) this official is the Senior Agency Information Security Officer. Organizations may 
also refer to this official as the Senior Information Security Officer or Chief Information Security 
Officer. 

Control Enhancements:  None. 

References:  None. 

PM-3 INFORMATION SECURITY RESOURCES  

Control:  The organization: 

a. Ensures that all capital planning and investment requests include the resources needed to 
implement the information security program and documents all exceptions to this 
requirement; 

b. Employs a business case/Exhibit 300/Exhibit 53 to record the resources required; and 

c. Ensures that information security resources are available for expenditure as planned. 

Supplemental Guidance:  Organizations consider establishing champions for information security 
efforts and as part of including the necessary resources, assign specialized expertise and resources 
as needed. Organizations may designate and empower an Investment Review Board (or similar 
group) to manage and provide oversight for the information security-related aspects of the capital 
planning and investment control process. Related controls: PM-4, SA-2. 

Control Enhancements:  None. 

References:  NIST Special Publication 800-65. 

PM-4 PLAN OF ACTION AND MILESTONES PROCESS  

Control:  The organization: 

a. Implements a process for ensuring that plans of action and milestones for the security 
program and associated organizational information systems: 

1. Are developed and maintained; 

2. Document the remedial information security actions to adequately respond to risk to 
organizational operations and assets, individuals, other organizations, and the Nation; and 

3. Are reported in accordance with OMB FISMA reporting requirements. 

b. Reviews plans of action and milestones for consistency with the organizational risk 
management strategy and organization-wide priorities for risk response actions. 

Supplemental Guidance:  The plan of action and milestones is a key document in the information 
security program and is subject to federal reporting requirements established by OMB. With the 
increasing emphasis on organization-wide risk management across all three tiers in the risk 
management hierarchy (i.e., organization, mission/business process, and information system), 
organizations view plans of action and milestones from an organizational perspective, prioritizing 
risk response actions and ensuring consistency with the goals and objectives of the organization. 
Plan of action and milestones updates are based on findings from security control assessments and 
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continuous monitoring activities. OMB FISMA reporting guidance contains instructions regarding 
organizational plans of action and milestones. Related control: CA-5. 

Control Enhancements:  None. 

References:  OMB Memorandum 02-01; NIST Special Publication 800-37. 

PM-5 INFORMATION SYSTEM INVENTORY  

Control:  The organization develops and maintains an inventory of its information systems.  

Supplemental Guidance:  This control addresses the inventory requirements in FISMA. OMB 
provides guidance on developing information systems inventories and associated reporting 
requirements. For specific information system inventory reporting requirements, organizations 
consult OMB annual FISMA reporting guidance. 

Control Enhancements:  None. 

References:  Web: http://www.omb.gov.  

PM-6 INFORMATION SECURITY MEASURES OF PERFORMANCE 

Control:  The organization develops, monitors, and reports on the results of information security 
measures of performance. 

Supplemental Guidance:  Measures of performance are outcome-based metrics used by an 
organization to measure the effectiveness or efficiency of the information security program and 
the security controls employed in support of the program. 

Control Enhancements:  None. 

References:  NIST Special Publication 800-55. 

PM-7 ENTERPRISE ARCHITECTURE  

Control:  The organization develops an enterprise architecture with consideration for information 
security and the resulting risk to organizational operations, organizational assets, individuals, other 
organizations, and the Nation.  

Supplemental Guidance:  The enterprise architecture developed by the organization is aligned with 
the Federal Enterprise Architecture. The integration of information security requirements and 
associated security controls into the organization’s enterprise architecture helps to ensure that 
security considerations are addressed by organizations early in the system development life cycle 
and are directly and explicitly related to the organization’s mission/business processes. This 
process of security requirements integration also embeds into the enterprise architecture, an 
integral information security architecture consistent with organizational risk management and 
information security strategies. For PM-7, the information security architecture is developed at a 
system-of-systems level (organization-wide), representing all of the organizational information 
systems. For PL-8, the information security architecture is developed at a level representing an 
individual information system but at the same time, is consistent with the information security 
architecture defined for the organization. Security requirements and security control integration 
are most effectively accomplished through the application of the Risk Management Framework 
and supporting security standards and guidelines. The Federal Segment Architecture Methodology 
provides guidance on integrating information security requirements and security controls into 
enterprise architectures. Related controls: PL-2, PL-8, PM-11, RA-2, SA-3. 

Control Enhancements:  None. 

References:  NIST Special Publication 800-39. 
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PM-8 CRITICAL INFRASTRUCTURE PLAN  

Control:  The organization addresses information security issues in the development, 
documentation, and updating of a critical infrastructure and key resources protection plan.  

Supplemental Guidance:  Protection strategies are based on the prioritization of critical assets and 
resources. The requirement and guidance for defining critical infrastructure and key resources and 
for preparing an associated critical infrastructure protection plan are found in applicable federal 
laws, Executive Orders, directives, policies, regulations, standards, and guidance. Related 
controls: PM-1, PM-9, PM-11, RA-3. 

Control Enhancements:  None. 

References:  HSPD 7; National Infrastructure Protection Plan. 

PM-9 RISK MANAGEMENT STRATEGY  

Control:  The organization: 

a. Develops a comprehensive strategy to manage risk to organizational operations and assets, 
individuals, other organizations, and the Nation associated with the operation and use of 
information systems; 

b. Implements the risk management strategy consistently across the organization; and 

c. Reviews and updates the risk management strategy [Assignment: organization-defined 
frequency] or as required, to address organizational changes.  

Supplemental Guidance:  An organization-wide risk management strategy includes, for example, an 
unambiguous expression of the risk tolerance for the organization, acceptable risk assessment 
methodologies, risk mitigation strategies, a process for consistently evaluating risk across the 
organization with respect to the organization’s risk tolerance, and approaches for monitoring risk 
over time. The use of a risk executive function can facilitate consistent, organization-wide 
application of the risk management strategy. The organization-wide risk management strategy can 
be informed by risk-related inputs from other sources both internal and external to the organization 
to ensure the strategy is both broad-based and comprehensive. Related control: RA-3. 

Control Enhancements:  None. 

References:  NIST Special Publications 800-30, 800-39. 

PM-10 SECURITY AUTHORIZATION PROCESS  

Control:  The organization: 

a. Manages (i.e., documents, tracks, and reports) the security state of organizational information 
systems and the environments in which those systems operate through security authorization 
processes; 

b. Designates individuals to fulfill specific roles and responsibilities within the organizational 
risk management process; and 

c. Fully integrates the security authorization processes into an organization-wide risk 
management program. 

Supplemental Guidance:  Security authorization processes for information systems and environments 
of operation require the implementation of an organization-wide risk management process, a Risk 
Management Framework, and associated security standards and guidelines. Specific roles within 
the risk management process include an organizational risk executive (function) and designated 
authorizing officials for each organizational information system and common control provider. 
Security authorization processes are integrated with organizational continuous monitoring 
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processes to facilitate ongoing understanding and acceptance of risk to organizational operations 
and assets, individuals, other organizations, and the Nation. Related control: CA-6. 

Control Enhancements:  None. 

References:  NIST Special Publications 800-37, 800-39. 

PM-11 MISSION/BUSINESS PROCESS DEFINITION 

 Control:  The organization: 

a. Defines mission/business processes with consideration for information security and the 
resulting risk to organizational operations, organizational assets, individuals, other 
organizations, and the Nation; and 

b. Determines information protection needs arising from the defined mission/business processes 
and revises the processes as necessary, until achievable protection needs are obtained. 

Supplemental Guidance:  Information protection needs are technology-independent, required 
capabilities to counter threats to organizations, individuals, or the Nation through the compromise 
of information (i.e., loss of confidentiality, integrity, or availability). Information protection needs 
are derived from the mission/business needs defined by the organization, the mission/business 
processes selected to meet the stated needs, and the organizational risk management strategy.  
Information protection needs determine the required security controls for the organization and the 
associated information systems supporting the mission/business processes. Inherent in defining an 
organization’s information protection needs is an understanding of the level of adverse impact that 
could result if a compromise of information occurs. The security categorization process is used to 
make such potential impact determinations. Mission/business process definitions and associated 
information protection requirements are documented by the organization in accordance with 
organizational policy and procedure. Related controls: PM-7, PM-8, RA-2. 

Control Enhancements:  None. 

References:  FIPS Publication 199; NIST Special Publication 800-60. 

PM-12 INSIDER THREAT PROGRAM 

 Control:  The organization implements an insider threat program that includes a cross-discipline 
insider threat incident handling team. 

Supplemental Guidance:  Organizations handling classified information are required, under 
Executive Order 13587 and the National Policy on Insider Threat, to establish insider threat 
programs. The standards and guidelines that apply to insider threat programs in classified 
environments can also be employed effectively to improve the security of Controlled Unclassified 
Information in non-national security systems. Insider threat programs include security controls to 
detect and prevent malicious insider activity through the centralized integration and analysis of 
both technical and non-technical information to identify potential insider threat concerns. A senior 
organizational official is designated by the department/agency head as the responsible individual 
to implement and provide oversight for the program. In addition to the centralized integration and 
analysis capability, insider threat programs as a minimum, prepare department/agency insider 
threat policies and implementation plans, conduct host-based user monitoring of individual 
employee activities on government-owned classified computers, provide insider threat awareness 
training to employees, receive access to information from all offices within the department/agency 
(e.g., human resources, legal, physical security, personnel security, information technology, 
information system security, and law enforcement) for insider threat analysis, and conduct self-
assessments of department/agency insider threat posture. 

Insider threat programs can leverage the existence of incident handling teams organizations may 
already have in place, such as computer security incident response teams. Human resources 
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records are especially important in this effort, as there is compelling evidence to show that some 
types of insider crimes are often preceded by nontechnical behaviors in the workplace (e.g., 
ongoing patterns of disgruntled behavior and conflicts with coworkers and other colleagues). 
These precursors can better inform and guide organizational officials in more focused, targeted 
monitoring efforts. The participation of a legal team is important to ensure that all monitoring 
activities are performed in accordance with appropriate legislation, directives, regulations, 
policies, standards, and guidelines. Related controls: AC-6, AT-2, AU-6, AU-7- AU-10, AU-12, 
AU-13, CA-7, IA-4, IR-4, MP-7, PE-2, PS-3, PS-4, PS-5, PS-8, SC-7, SC-38, SI-4, PM-1, PM-14. 

Control Enhancements:  None. 

References:  Executive Order 13587. 

PM-13 INFORMATION SECURITY WORKFORCE 

 Control:  The organization establishes an information security workforce development and 
improvement program. 

Supplemental Guidance:  Information security workforce development and improvement programs 
include, for example: (i) defining the knowledge and skill levels needed to perform information 
security duties and tasks; (ii) developing role-based training programs for individuals assigned 
information security roles and responsibilities; and (iii) providing standards for measuring and 
building individual qualifications for incumbents and applicants for information security-related 
positions. Such workforce programs can also include associated information security career paths 
to encourage: (i) information security professionals to advance in the field and fill positions with 
greater responsibility; and (ii) organizations to fill information security-related positions with 
qualified personnel. Information security workforce development and improvement programs are 
complementary to organizational security awareness and training programs. Information security 
workforce development and improvement programs focus on developing and institutionalizing 
core information security capabilities of selected personnel needed to protect organizational 
operations, assets, and individuals. Related controls: AT-2, AT-3. 

Control Enhancements:  None. 

References:  None. 

PM-14 TESTING, TRAINING, AND MONITORING  

Control:  The organization: 

a. Implements a process for ensuring that organizational plans for conducting security testing, 
training, and monitoring activities associated with organizational information systems: 

1. Are developed and maintained; and 

2. Continue to be executed in a timely manner; 

b. Reviews testing, training, and monitoring plans for consistency with the organizational risk 
management strategy and organization-wide priorities for risk response actions. 

Supplemental Guidance:  This control ensures that organizations provide oversight for the security 
testing, training, and monitoring activities conducted organization-wide and that those activities 
are coordinated. With the importance of continuous monitoring programs, the implementation of 
information security across the three tiers of the risk management hierarchy, and the widespread 
use of common controls, organizations coordinate and consolidate the testing and monitoring 
activities that are routinely conducted as part of ongoing organizational assessments supporting a 
variety of security controls. Security training activities, while typically focused on individual 
information systems and specific roles, also necessitate coordination across all organizational 
elements. Testing, training, and monitoring plans and activities are informed by current threat and 
vulnerability assessments. Related controls: AT-3, CA-7, CP-4, IR-3, SI-4. 
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Control Enhancements:  None. 

References:  NIST Special Publications 800-16, 800-37, 800-53A, 800-137. 

PM-15 CONTACTS WITH SECURITY GROUPS AND ASSOCIATIONS 

Control:  The organization establishes and institutionalizes contact with selected groups and 
associations within the security community: 

a. To facilitate ongoing security education and training for organizational personnel; 

b. To maintain currency with recommended security practices, techniques, and technologies; and 

c. To share current security-related information including threats, vulnerabilities, and incidents. 

Supplemental Guidance:  Ongoing contact with security groups and associations is of paramount 
importance in an environment of rapidly changing technologies and threats. Security groups and 
associations include, for example, special interest groups, forums, professional associations, news 
groups, and/or peer groups of security professionals in similar organizations. Organizations select 
groups and associations based on organizational missions/business functions. Organizations share 
threat, vulnerability, and incident information consistent with applicable federal laws, Executive 
Orders, directives, policies, regulations, standards, and guidance. Related control: SI-5. 

Control Enhancements:  None. 

References:  None. 

PM-16 THREAT AWARENESS PROGRAM 

 Control:  The organization implements a threat awareness program that includes a cross-
organization information-sharing capability. 

Supplemental Guidance:  Because of the constantly changing and increasing sophistication of 
adversaries, especially the advanced persistent threat (APT), it is becoming more likely that 
adversaries may successfully breach or compromise organizational information systems. One of 
the best techniques to address this concern is for organizations to share threat information. This 
can include, for example, sharing threat events (i.e., tactics, techniques, and procedures) that 
organizations have experienced, mitigations that organizations have found are effective against 
certain types of threats, threat intelligence (i.e., indications and warnings about threats that are 
likely to occur). Threat information sharing may be bilateral (e.g., government-commercial 
cooperatives, government-government cooperatives), or multilateral (e.g., organizations taking 
part in threat-sharing consortia). Threat information may be highly sensitive requiring special 
agreements and protection, or less sensitive and freely shared. Related controls: PM-12, PM-16. 

Control Enhancements:  None. 

References:  None. 
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APPENDIX H 

INTERNATIONAL INFORMATION SECURITY STANDARDS  
SECURITY CONTROL MAPPINGS FOR ISO/IEC 27001 AND 15408 

he mapping tables in this appendix provide organizations with a general indication of 
security control coverage with respect to ISO/IEC 27001, Information technology–Security 
techniques–Information security management systems–Requirements113 and ISO/IEC 

15408, Information technology -- Security techniques -- Evaluation criteria for IT security.114 
ISO/IEC 27001 applies to all types of organizations and specifies requirements for establishing, 
implementing, operating, monitoring, reviewing, maintaining, and improving a documented 
information security management system (ISMS) within the context of business risks. NIST 
Special Publication 800-39 includes guidance on managing risk at the organizational level, 
mission/business process level, and information system level, is consistent with ISO/IEC 27001, 
and provides additional implementation detail for the federal government and its contractors. 
ISO/IEC 15408 (also known as the Common Criteria) provides functionality and assurance 
requirements for developers of information systems and information system components (i.e., 
information technology products). Since many of the technical security controls defined in 
Appendix F are implemented in hardware, software, and firmware components of information 
systems, organizations can obtain significant benefit from the acquisition and employment of 
information technology products evaluated against the requirements of ISO/IEC 15408. The use 
of such products can provide evidence that certain security controls are implemented correctly, 
operating as intended, and producing the desired effect in satisfying stated security requirements. 

  

113 ISO/IEC 27001 was published in October 2005 by the International Organization for Standardization (ISO) and the 
International Electrotechnical Commission (IEC). 

114 ISO/IEC 15408 was published in September 2012 by the International Organization for Standardization (ISO) and 
the International Electrotechnical Commission (IEC). 

T 
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Table H-1 provides a mapping from the security controls in NIST Special Publication 800-53 to 
the security controls in ISO/IEC 27001. The mappings are created by using the primary security 
topic identified in each of the Special Publication 800-53 and searching for a similar security 
topic in ISO/IEC 27001. Security controls with similar functional meaning are included in the 
mapping table. For example, Special Publication 800-53 contingency planning and ISO/IEC 
27001 business continuity were deemed to have similar, but not the same, functionality. In some 
cases, similar topics are addressed in the security control sets but provide a different context, 
perspective, or scope. For example, Special Publication 800-53 addresses information flow 
control broadly in terms of approved authorizations for controlling access between source and 
destination objects, whereas ISO/IEC 27001 addresses the information flow more narrowly as it 
applies to interconnected network domains. Table H-2 provides a reverse mapping from the 
security controls in ISO/IEC 27001 to the security controls in Special Publication 800-53.115 

TABLE H-1:  MAPPING NIST SP 800-53 TO ISO/IEC 27001 

NIST SP 800-53 CONTROLS ISO/IEC 27001 CONTROLS 
AC-1 Access Control Policy and Procedures A.5.1.1, A.5.1.2, A.6.1.1, A.6.1.2, A.6.1.3, A.8.1.1, A.10.1.1, 

A.10.8.1, A.11.1.1, A.11.3.3, A.11.4.1, A.11.6.1, A.11.7.1, 
A.11.7.2, A.12.3.2, A.15.1.1, A.15.2.1 

AC-2 Account Management A.8.3.3, A.11.2.1, A.11.2.2, A.11.2.4, A.11.5.2, A.11.5.5, 
A.11.5.6 

AC-3 Access Enforcement A.7.2.2, A.10.6.1, A.10.7.3, A.10.7.4, A.10.8.1 A.10.9.1, 
A.10.9.2, A.10.9.3, A.11.2.2, A.11.5.4, A.11.6.1, A.12.4.3, 
A.15.1.3 

AC-4 Information Flow Enforcement A.7.2.2, A.10.7.3, A.10.8.1, A.11.4.5, A.11.4.7, A.12.5.4 
AC-5 Separation of Duties A.10.1.3 
AC-6 Least Privilege A.11.2.2, A.11.4.1, A.11.4.4, A.11.5.4, A.11.6.1, A.12.4.3 
AC-7 Unsuccessful Logon Attempts A.11.5.1 
AC-8 System Use Notification A.6.2.2, A.11.5.1, A.15.1.5 
AC-9 Previous Logon (Access) Notification A.11.5.1 

AC-10 Concurrent Session Control None 
AC-11 Session Lock A.11.3.2, A.11.3.3, A.11.5.5 
AC-12 Session Termination A.11.5.5 
AC-13 Withdrawn --- 
AC-14 Permitted Actions without Identification or 

Authentication                                                                                                                                                                                                                                                                
None 

AC-15 Withdrawn --- 
AC-16 Security Attributes A.7.2.2, A.10.7.3 
AC-17 Remote Access A.10.6.1, A.10.8.1, A.10.8.5, A.11.4.1, A.11.4.2, A.11.4.6,  

A.11.7.1, A.11.7.2 
AC-18 Wireless Access A.10.6.1, A.10.8.1, A.11.4.1, A.11.4.2, A.11.4.6,  A.11.7.1 
AC-19 Access Control for Mobile Devices A.9.2.5, A.10.4.1, A.10.7.3, A.11.4.3, A.11.4.6, A.11.7.1 
AC-20 Use of External Information Systems A.6.2.1, A.7.1.3, A.9.2.5, A.10.6.1, A.10.8.1, A.11.4.1, 

A.11.4.2, A.11.4.6 
AC-21 Information Sharing None 
AC-22 Publicly Accessible Content A.10.9.3, A.11.6.1 
AC-23 Data Mining Protection None 
AC-24 Access Control Decisions A.11.6.1 
AC-25 Reference Monitor None 
AT-1 Security Awareness and Training Policy 

and Procedures 
A.5.1.1, A.5.1.2, A.6.1.1, A.6.1.2, A.6.1.3, A.8.1.1, A.10.1.1, 
A.15.1.1, A.15.2.1 

AT-2 Security Awareness Training A.6.2.2, A.8.2.2, A.10.4.1 
AT-3 Role-Based Security Training A.6.2.2, A.8.2.2, A.10.4.1 

115 The use of the term XX-1 controls in mapping Table H-2 refers to the set of security controls represented by the first 
control in each family in Appendix F, where XX is a placeholder for the two-letter family identifier. 
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NIST SP 800-53 CONTROLS ISO/IEC 27001 CONTROLS 
AT-4 Security Training Records None 
AT-5 Withdrawn  --- 
AU-1 Audit and Accountability Policy and 

Procedures 
A.5.1.1, A.5.1.2, A.6.1.1, A.6.1.2, A.6.1.3, A.8.1.1, A.10.1.1, 
A.15.1.1, A.15.2.1, A.15.3.1 

AU-2 Audit Events A.10.10.1, A.10.10.2, A.10.10.4, A.10.10.5, A.11.5.4, A.15.3.1 
AU-3 Content of Audit Records A.10.10.1, A.10.10.2, A.10.10.4 
AU-4 Audit Storage Capacity A.10.3.1, A.10.10.3 
AU-5 Response to Audit Processing Failures A.10.3.1, A.10.10.3 
AU-6 Audit Review, Analysis, and Reporting A.10.10.2, A.10.10.5, A.13.1.1, A.15.1.5 
AU-7 Audit Reduction and Report Generation A.10.10.2, A.13.2.3 
AU-8 Time Stamps A.10.10.1, A.10.10.6, A.13.2.3 
AU-9 Protection of Audit Information A.10.10.3, A.13.2.3, A.15.1.3, A.15.3.2 

AU-10 Non-repudiation A.10.8.4, A.10.9.1, A.10.9.2, A.12.2.3 
AU-11 Audit Record Retention A.10.10.1, A.13.2.3, A.15.1.3 
AU-12 Audit Generation A.10.10.1, A.10.10.2, A.10.10.4, A.10.10.5 
AU-13 Monitoring for Information Disclosure A.12.5.4 
AU-14 Session Audit A.10.10.1 
AU-15 Alternate Audit Capability None 
AU-16 Cross-Organizational Auditing None 
CA-1 Security Assessment and Authorization 

Policies and Procedures 
A.5.1.1, A.5.1.2, A.6.1.1, A.6.1.2, A.6.1.3 A.6.1.4, A.6.1.8, 
A.8.1.1, A.10.1.1, A.15.1.1, A.15.2.1 

CA-2 Security Assessments A.6.1.8, A.6.2.2, A.10.3.2, A.13.1.2, A.15.2.1, A.15.2.2 
CA-3 System Interconnections A.6.2.1, A.6.2.2, A.6.2.3, A.10.6.1, A.10.6.2, A.10.8.1, 

A.10.8.2, A.10.8.5, A.11.4.2 
CA-4 Withdrawn --- 
CA-5 Plan of Action and Milestones None 
CA-6 Security Authorization A.6.1.4, A.10.3.2 
CA-7 Continuous Monitoring A.6.1.8, A.12.6.1, A.13.1.2, A.15.2.1, A.15.2.2 
CA-8 Penetration Testing None 
CA-9 Internal System Connections None 
CM-1 Configuration Management Policy and 

Procedures 
A.5.1.1, A.5.1.2, A.6.1.1, A.6.1.2, A.6.1.3, A.8.1.1, A.10.1.1, 
A.12.4.1, A.12.5.1, A.15.1.1, A.15.2.1 

CM-2 Baseline Configuration A.10.1.2, A.10.1.4, A.12.4.1 
CM-3 Configuration Change Control A.10.1.2, A.10.3.2, A.12.4.1, A.12.5.1, A.12.5.2, A.12.5.3 
CM-4 Security Impact Analysis A.10.1.2, A.10.1.4, A.10.3.2, A.12.4.1, A.12.5.2, A.12.5.3 
CM-5 Access Restrictions for Change A.10.1.2, A.12.4.1, A.12.4.3, A.12.5.3 
CM-6 Configuration Settings A.10.10.2 
CM-7 Least Functionality A.11.4.1, A.11.4.4, A.11.4.6, A.12.4.1 
CM-8 Information System Component Inventory A.7.1.1, A.7.1.2 
CM-9 Configuration Management Plan A.6.1.3. A.7.1.1, A.7.1.2, A.10.1.2, A.10.1.4, A.10.3.2, 

A.12.4.1, A.12.4.3, A.12.5.1, A.12.5.2, A.12.5.3 
CM-10 Software Usage Restrictions A.12.4.1, A.15.1.2 
CM-11 User-Installed Software A.10.4.1, A.10.10.2, A.12.4.1, A.15.1.5 
CP-1 Contingency Planning Policy and 

Procedures 
A.5.1.1, A.5.1.2, A.6.1.1, A.6.1.2, A.6.1.3, A.8.1.1, A.10.1.1, 
A.14.1.1, A.14.1.3, A.15.1.1, A.15.2.1 

CP-2 Contingency Plan A.6.1.2, A.6.1.3, A.9.1.4, A.10.3.1, A.14.1.1, A.14.1.2, 
A.14.1.3, A.14.1.4, A.14.1.5 

CP-3 Contingency Training A.8.2.2 
CP-4 Contingency Plan Testing A.6.1.2, A.14.1.4, A.14.1.5 
CP-5 Withdrawn --- 
CP-6 Alternate Storage Site A.9.1.4, A.14.1.3 
CP-7 Alternate Processing Site A.9.1.4, A.14.1.3 
CP-8 Telecommunications Services A.9.2.2, A.14.1.3  
CP-9 Information System Backup A.10.5.1, A.14.1.3, A.15.1.3 
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NIST SP 800-53 CONTROLS ISO/IEC 27001 CONTROLS 
CP-10 Information System Recovery and 

Reconstitution 
A.14.1.3 

CP-11 Alternate Communications Protocols A.14.1.3 
CP-12 Safe Mode None 
CP-13 Alternative Security Mechanisms A.14.1.3 
IA-1 Identification and Authentication Policy 

and Procedures 
A.5.1.1, A.5.1.2, A.6.1.1, A.6.1.2, A.6.1.3, A.8.1.1, A.10.1.1, 
A.15.1.1, A.15.2.1 

IA-2 Identification and Authentication 
(Organizational Users) 

A.10.9.1, A.10.9.2, A.11.4.2, A.11.5.1, A.11.5.2 

IA-3 Device Identification and Authentication A.11.4.2, A.11.4.3 
IA-4 Identifier Management A.11.2.1, A.11.5.2 
IA-5 Authenticator Management A.11.2.1, A.11.2.3, A.11.3.1, A.11.5.1, A.11.5.2, A.11.5.3 
IA-6 Authenticator Feedback A.11.5.1, A.11.5.3 
IA-7 Cryptographic Module Authentication A.15.1.6 
IA-8 Identification and Authentication (Non-

Organizational Users) 
A.10.9.1, A.10.9.2, A.11.4.2, A.11.5.1, A.11.5.2 

IA-9 Service Identification and Authentication None 
IA-10 Adaptive Identification and Authentication None 
IA-11 Re-authentication A.11.5.6 
IR-1 Incident Response Policy and Procedures A.5.1.1, A.5.1.2, A.6.1.1, A.6.1.2, A.6.1.3, A.8.1.1, A.10.1.1, 

A.13.1.1, A.13.2.1, A.15.1.1, A.15.2.1 
IR-2 Incident Response Training A.8.2.2, A.10.4.1 
IR-3 Incident Response Testing None 
IR-4 Incident Handling A.6.1.2, A.6.1.6, A.13.2.1, A.13.2.2, A.13.2.3 
IR-5 Incident Monitoring None 
IR-6 Incident Reporting A.6.1.6, A.13.1.1 
IR-7 Incident Response Assistance A.6.1.6 
IR-8 Incident Response Plan A.10.4.1 
IR-9 Information Spillage Response None 

IR-10 Integrated Information Security Analysis 
Team 

A.13.2.2 

MA-1 System Maintenance Policy and 
Procedures 

A.5.1.1, A.5.1.2, A.6.1.1, A.6.1.2, A.6.1.3, A.8.1.1, A.10.1.1, 
A.15.1.1, A.15.2.1 

MA-2 Controlled Maintenance A.9.2.4, A.9.2.7, A.11.4.4 
MA-3 Maintenance Tools A.9.2.4, A.10.4.1 
MA-4 Nonlocal Maintenance A.9.2.4, A.11.4.4 
MA-5 Maintenance Personnel A.9.1.1, A.9.2.4, A.12.4.3 
MA-6 Timely Maintenance A.9.2.4 
MP-1 Media Protection Policy and Procedures A.5.1.1, A.5.1.2, A.6.1.1, A.6.1.2, A.6.1.3, A.8.1.1, A.10.1.1, 

A.10.7.1,  A.11.1.1, A.11.3.3, A.12.3.1, A.15.1.1, A.15.1.3, 
A.15.2.1 

MP-2 Media Access A.7.2.2, A.10.7.3, A.11.3.3 
MP-3 Media Marking A.7.2.2, A.10.7.3, A.10.7.4 
MP-4 Media Storage A.10.7.1, A.10.7.4, A.11.3.3, A.15.1.3 
MP-5 Media Transport A.9.2.5, A.9.2.7, A.10.7.1, A.10.8.3 
MP-6 Media Sanitization A.9.2.6, A.10.7.1, A.10.7.2 
MP-7 Media Use A.10.4.1, A.10.7.1 
MP-8 Media Downgrading None 
PE-1 Physical and Environmental Protection 

Policy and Procedures 
A.5.1.1, A.5.1.2, A.6.1.1, A.6.1.2, A.6.1.3, A.8.1.1, A.9.1.4, 
A.9.1.5, A.10.1.1, A.15.1.1, A.15.2.1 

PE-2 Physical Access Authorizations A.8.3.3, A.9.1.2 
PE-3 Physical Access Control A.9.1.1, A.9.1.2, A.9.1.3, A.9.1.6, A.11.4.4 
PE-4 Access Control for Transmission Medium A.9.1.1, A.9.1.2, A.9.1.3, A.9.2.3 
PE-5 Access Control for Output Devices A.9.1.1, A.9.1.2, A.9.1.3 
PE-6 Monitoring Physical Access A.9.1.2, A.10.10.2 
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NIST SP 800-53 CONTROLS ISO/IEC 27001 CONTROLS 
PE-7 Withdrawn --- 
PE-8 Visitor Access Records A.9.1.2, A.10.10.2 
PE-9 Power Equipment and Cabling A.9.1.4, A.9.2.2, A.9.2.3 

PE-10 Emergency Shutoff A.9.2.2 
PE-11 Emergency Power A.9.2.2 
PE-12 Emergency Lighting A.9.2.2 
PE-13 Fire Protection A.6.1.6, A.9.1.4, A.9.2.1 
PE-14 Temperature and Humidity Controls A.9.2.1, A.9.2.2 
PE-15 Water Damage Protection A.9.1.4, A.9.2.1 
PE-16 Delivery and Removal A.9.1.6, A.9.2.7 
PE-17 Alternate Work Site A.9.2.5, A.11.7.2 
PE-18 Location of Information System 

Components 
A.9.1.4, A.9.2.1 

PE-19 Information Leakage A.9.1.4, A.9.2.1, A.12.5.4 
PE-20 Asset Monitoring and Tracking None 
PL-1 Security Planning Policy and Procedures A.5.1.1, A.5.1.2, A.6.1.1, A.6.1.2, A.6.1.3, A.8.1.1, A.10.1.1, 

A.15.1.1, A.15.2.1 
PL-2 System Security Plan A.6.1.2 
PL-3 Withdrawn --- 
PL-4 Rules of Behavior A.6.1.5, A.6.2.2, A.6.2.3, A.7.1.3. A.8.1.1, A.8.1.3, A.8.2.1, 

A.10.8.1, A.11.7.1, A.11.7.2, A.13.1.2, A.15.1.5 
PL-5 Withdrawn --- 
PL-6 Withdrawn --- 
PL-7 Security Concept of Operations A.12.1.1 
PL-8 Information Security Architecture A.12.1.1 
PL-9 Central Management None 
PS-1 Personnel Security Policy and Procedures A.5.1.1, A.5.1.2, A.6.1.1, A.6.1.2, A.6.1.3, A.8.1.1, A.10.1.1, 

A.15.1.1, A.15.2.1 
PS-2 Position Risk Designation A.8.1.1 
PS-3 Personnel Screening A.8.1.2 
PS-4 Personnel Termination A.8.3.1, A.8.3.2, A.8.3.3 
PS-5 Personnel Transfer A.8.3.1, A.8.3.2, A.8.3.3 
PS-6 Access Agreements A.6.1.5, A.6.2.3, A.7.1.3, A.8.1.1, A.8.1.3, A.8.2.1, A.10.8.1, 

A.11.7.1, A.11.7.2, A.15.1.5 
PS-7 Third-Party Personnel Security A.6.1.3, A.6.2.3, A.8.1.1, A.8.2.1 
PS-8 Personnel Sanctions A.8.2.3, A.15.1.5 
RA-1 Risk Assessment Policy and Procedures A.5.1.1, A.5.1.2, A.6.1.1, A.6.1.2, A.6.1.3, A.8.1.1, A.10.1.1, 

A.15.1.1, A.15.2.1 
RA-2 Security Categorization A.7.2.1, A.12.1.1 
RA-3 Risk Assessment A.6.2.1, A.12.6.1, A.14.1.2 
RA-4 Withdrawn --- 
RA-5 Vulnerability Scanning A.12.6.1, A.15.2.2 
RA-6 Technical Surveillance Countermeasures 

Survey 
None 

SA-1 System and Services Acquisition Policy 
and Procedures 

A.5.1.1, A.5.1.2, A.6.1.1, A.6.1.2, A.6.1.3, A.8.1.1, A.10.1.1, 
A.12.5.5, A.15.1.1, A.15.2.1 

SA-2 Allocation of Resources A.6.1.2, A.10.3.1 
SA-3 System Development Life Cycle A.6.1.3, A.12.1.1 
SA-4 Acquisition Process A.10.3.2, A.12.1.1, A.12.5.5 
SA-5 Information System Documentation A.10.1.1, A.10.7.4, A.13.1.2, A.15.1.3 
SA-6 Withdrawn --- 
SA-7 Withdrawn --- 
SA-8 Security Engineering Principles A.10.4.2, A.12.1.1 
SA-9 External Information System Services A.6.1.3, A.6.1.5, A.6.2.1, A.6.2.2, A.6.2.3, A.8.2.1, A.10.2.1, 

A.10.2.2,  A.10.2.3, A.10.6.2, A.10.8.2, A.12.5.5 

APPENDIX H   PAGE H-5 



Special Publication 800-53 Revision 4                                  Security and Privacy Controls for Federal Information Systems 
                                                                                               and Organizations 
________________________________________________________________________________________________ 

NIST SP 800-53 CONTROLS ISO/IEC 27001 CONTROLS 
SA-10 Developer Configuration Management A.10.1.2, A.10.1.4, A.10.2.3, A.10.3.2, A.12.4.3, A.12.5.1, 

A.12.5.3, A.12.5.5 
SA-11 Developer Security Testing and Evaluation A.6.1.8, A.10.3.2, A.12.5.5, A.13.1.2 
SA-12 Supply Chain Protections A.12.5.5 
SA-13 Trustworthiness A.12.5.5  
SA-14 Criticality Analysis None 
SA-15 Development Process, Standards, and 

Tools 
A.12.4.2, A.12.5.5 

SA-16 Developer-Provided Training A.8.2.2 
SA-17 Developer Security Architecture and 

Design 
None 

SA-18 Tamper Resistance and Detection None 
SA-19 Component Authenticity None 
SA-20 Customized Development of Critical 

Components 
None 

SA-21 Developer Screening A.8.1.2 
SA-22 Unsupported System Components None 
SC-1 System and Communications Protection 

Policy and Procedures 
A.5.1.1, A.5.1.2, A.6.1.1, A.6.1.2, A.6.1.3, A.8.1.1, A.10.1.1, 
A.10.8.1, A.11.4.1, A.12.3.1, A.15.1.1, A.15.2.1 

SC-2 Application Partitioning A.10.4.2, A.10.9.2, A.11.4.5, A.11.5.4 
SC-3 Security Function Isolation A.10.4.2, A.10.9.2 
SC-4 Information In Shared Resources None 
SC-5 Denial of Service Protection A.10.3.1, A.10.6.1 
SC-6 Resource Availability None 
SC-7 Boundary Protection A.10.4.1, A.10.4.2, A.10.6.1, A.10.8.1, A.10.8.4, A.10.9.1, 

A.10.9.2, A.10.10.2, A.11.4.1, A.11.4.5, A.11.4.6, A.11.4.7, 
A.11.6.2 

SC-8 Transmission Confidentiality and Integrity A.10.6.1, A.10.8.1, A.10.8.4, A.10.9.1, A.10.9.2, A.12.2.3 
SC-9 Withdrawn --- 

SC-10 Network Disconnect A.10.6.1, A.11.3.2, A.11.5.5 
SC-11 Trusted Path None 
SC-12 Cryptographic Key Establishment and 

Management 
A.12.3.2 

SC-13 Cryptographic Protection A.10.9.1, A.10.9.2, A.15.1.6 
SC-14 Withdrawn --- 
SC-15 Collaborative Computing Devices A.10.8.1 
SC-16 Transmission of Security Attributes A.7.2.2 
SC-17 Public Key Infrastructure Certificates A.12.3.2 
SC-18 Mobile Code A.10.4.2, A.12.4.1 
SC-19 Voice Over Internet Protocol None 
SC-20 Secure Name/Address Resolution Service 

(Authoritative Source) 
A.10.6.1 

SC-21 Secure Name/Address Resolution Service 
(Recursive or Caching Resolver) 

A.10.6.1 

SC-22 Architecture and Provisioning for 
Name/Address Resolution Service 

A.10.6.1 

SC-23 Session Authenticity None 
SC-24 Fail in Known State None 
SC-25 Thin Nodes None 
SC-26 Honeypots None 
SC-27 Platform-Independent Applications  None 
SC-28 Protection of Information at Rest None 
SC-29 Heterogeneity None 
SC-30 Concealment and Misdirection None 
SC-31 Covert Channel Analysis A.12.5.4 
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SC-32 Information System Partitioning A.11.6.2 
SC-33 Withdrawn --- 
SC-34 Non-Modifiable Executable Programs None 
SC-35 Honeyclients None 
SC-36 Distributed Processing and Storage None 
SC-37 Out-of-Band Channels None 
SC-38 Operations Security A.12.5.4 
SC-39 Process Isolation  None 
SC-40 Wireless Link Protection None 
SC-41 Port and I/O Device Access None 
SC-42 Sensor Capability and Data A.10.4.1 
SC-43 Usage Restrictions A.11.5.6 
SC-44 Detonation Chambers A.10.8.4 
SI-1 System and Information Integrity Policy 

and Procedures 
A.5.1.1, A.5.1.2, A.6.1.1, A.6.1.2, A.6.1.3, A.8.1.1, A.10.1.1, 
A.10.4.1, A.15.1.1, A.15.2.1 

SI-2 Flaw Remediation A.12.6.1, A.13.1.2 
SI-3 Malicious Code Protection A.10.4.1, A.10.9.3 
SI-4 Information System Monitoring A.10.9.3, A.10.10.2, A.10.10.3, A.15.3.1 
SI-5 Security Alerts, Advisories, and Directives A.6.1.6, A.6.1.7, A.10.4.1, A.10.9.3, A.12.6.1, A.13.1.2 
SI-6 Security Function Verification A.10.10.2, A.10.10.6, A.12.2.2 
SI-7 Software, Firmware, and Information 

Integrity 
A.10.4.1, A.10.9.3, A.10.10.2, A.12.2.2, A.12.2.3, A.12.4.1 

SI-8 Spam Protection None 
SI-9 Withdrawn --- 

SI-10 Information Input Validation A.10.7.3, A.10.9.3, A.12.2.1, A.12.2.2 
SI-11 Error Handling None 
SI-12 Information Handling and Retention A.10.7.3, A.15.1.3, A.15.1.4 
SI-13 Predictable Failure Prevention None 
SI-14 Non-Persistence None 
SI-15 Information Output Filtering A.12.2.4 
SI-16 Memory Protection None 
SI-17 Fail-Safe Procedures None 
PM-1 Information Security Program Plan A.5.1.1, A.5.1.2, A.6.1.1, A.6.1.2, A.6.1.3 
PM-2 Senior Information Security Officer A.6.1.1, A.6.1.2, A.6.1.3 
PM-3 Information Security Resources A.6.1.1 
PM-4 Plan of Action and Milestones Process None 
PM-5 Information System Inventory A.7.1.1, A.7.1.2 
PM-6 Information Security Measures of 

Performance 
None 

PM-7 Enterprise Architecture None 
PM-8 Critical Infrastructure Plan None 
PM-9 Risk Management Strategy A.6.1.8, A.6.2.1, A.14.1.2 
PM-10 Security Authorization Process A.6.1.3, A.6.1.4 
PM-11 Mission/Business Process Definition None 
PM-12 Insider Threat Program None 
PM-13 Information Security Workforce A.8.2.2 
PM-14 Testing, Training, and Monitoring A.8.2.2 
PM-15 Contacts with Security Groups and 

Associations 
A.6.1.7 

PM-16 Threat Awareness Program None. 
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TABLE H-2:  MAPPING ISO/IEC 27001 TO NIST SP 800-53 

ISO/IEC 27001 CONTROLS NIST SP 800-53 CONTROLS 
A.5  Security Policy  
A.5.1  Information security policy  
A.5.1.1  Information security policy document XX-1 controls, PM-1 
A.5.1.2  Review of the information security policy XX-1 controls, PM-1 
A.6  Organization of information security  
A.6.1  Internal  
A.6.1.1  Management commitment to information security XX-1 controls, PM-1, PM-2, PM-3 
A.6.1.2  Information security coordination XX-1 controls, PM-1, PM-2, CP-2, CP-4, IR-4, 

PL-1, PL-2, SA-2 
A.6.1.3  Allocation of information security responsibilities XX-1 controls, PM-1, PM-2, PM-10, CM-9, CP-

2, PS-7, SA-3, SA-9,  
A.6.1.4  Authorization process for information processing facilities PM-10, CA-1, CA-6 
A.6.1.5  Confidentiality agreements PL-4, PS-6, SA-9 
A.6.1.6  Contact with authorities IR-4, IR-6, IR-7, PE-13, SA-19, SI-5 
A.6.1.7  Contact with special interest groups PM-15, SI-5 
A.6.1.8  Independent review of information security PM-9, CA-1, CA-2, CA-7, SA-11 
A.6.2  External Parties  
A.6.2.1  Identification of risks related to external parties PM-9, AC-20, CA-3, RA-3, SA-9 
A.6.2.2  Addressing security when dealing with customers AC-8 , AT-2, AT-3, CA-2, CA-3, PL-4, SA-9 
A.6.2.3  Addressing security in third party agreements CA-3, PL-4, PS-6, PS-7, SA-9 
A.7  Asset Management  
A.7.1  Responsibility for assets  
A.7.1.1  Inventory of assets PM-5, CM-8, CM-9 
A.7.1.2  Ownership of assets PM-5, CM-8, CM-9 
A.7.1.3  Acceptable use of assets AC-20, PL-4, PS-6  
A.7.2   Information Classification  
A.7.2.1  Classification Guidelines RA-2 
A.7.2.2  Information labeling and handling AC-3, AC-4, AC-16, MP-2, MP-3, SC-16 
A.8  Human Resources Security  
A.8.1  Prior to Employment  
A.8.1.1  Roles and Responsibilities XX-1 controls, PL-4, PS-2, PS-6, PS-7 
A.8.1.2  Screening PS-3, SA-21 
A.8.1.3  Terms and conditions of employment PL-4, PS-6 
A.8.2  During employment  
A.8.2.1  Management responsibilities PL-4, PS-6, PS-7, SA-9 
A.8.2.2  Awareness, education, and training PM-13, PM-14, AT-2, AT-3, CP-3, IR-2, SA-16 
A.8.2.3  Disciplinary process PS-8 
A.8.3  Termination or change of employment  
A.8.3.1  Termination responsibilities PS-4, PS-5 
A.8.3.2  Return of assets  PS-4, PS-5 
A.8.3.3  Removal of access rights AC-2, PE-2, PS-4, PS-5 
A.9  Physical and environmental security  
A.9.1  Secure areas  
A.9.1.1  Physical security perimeter PE-3, PE-4, PE-5 
A.9.1.2  Physical entry controls MA-5, PE-2, PE-3, PE-4, PE-5, PE-6, PE-8 
A.9.1.3  Securing offices, rooms, facilities PE-3, PE-4, PE-5 
A.9.1.4  Protecting against external and environmental threats CP-2, CP-6, CP-7, PE-1, PE-9, PE-13, PE-15, 

PE-18, PE-19 
A.9.1.5  Working in secure areas PE-1 
A.9.1.6  Public access, delivery and loading areas PE-3 , PE-16 
A.9.2  Equipment security  
A.9.2.1  Equipment siting and protection PE-13, PE-14, PE-15, PE-18, PE-19 
A.9.2.2  Supporting utilities CP-8, PE-9, PE-10, PE-11, PE-12, PE-14 
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A.9.2.3  Cabling security PE-4, PE-9 
A.9.2.4  Equipment maintenance MA-2, MA-3, MA-4, MA-5, MA-6 
A.9.2.5  Security of equipment off-premises AC-19, AC-20, MP-5, PE-17 
A.9.2.6  Secure disposal or reuse of equipment MP-6 
A.9.2.7  Removal of property MA-2, MP-5, PE-16 
A.10  Communications and operations management  
A.10.1  Operational procedures and responsibilities  
A.10.1.1  Documented operating procedures XX-1 controls, SA-5 
A.10.1.2  Change management CM-2, CM-3, CM-4, CM-5, CM-9, SA-10 
A.10.1.3  Segregation of duties AC-5 
A.10.1.4  Separation of development, test and operational facilities CM-2, CM-4, CM-9, SA-10 
A.10.2  Third-party service delivery management  
A.10.2.1  Service delivery SA-9 
A.10.2.2  Monitoring and review of third-party services SA-9 
A.10.2.3  Managing changes to third-party services SA-9, SA-10 
A.10.3  System planning and acceptance  
A.10.3.1  Capacity management AU-4, AU-5, CP-2, SA-2, SC-5 
A.10.3.2  System acceptance CA-2, CA-6, CM-3, CM-4, CM-9, SA-4, SA-10, 

SA-11 
A.10.4  Protection against malicious and mobile code  
A.10.4.1  Controls against malicious code AC-19, AT-2, AT-3, CM-11, IR-2, IR-8, MA-3, 

MP-7, SC-7, SC-42, SI-1, SI-3, SI-5, SI-7 
A.10.4.2  Controls against mobile code SA-8, SC-2, SC-3, SC-7, SC-18 
A.10.5  Backup  
A.10.5.1  Information backup CP-9 
A.10.6  Network security management  
A.10.6.1  Network controls AC-3, AC-17, AC-18, AC-20, CA-3, SC-5, SC-7, 

SC-8, SC-10 
A.10.6.2  Security of network services CA-3, SA-9 
A.10.7  Media handling  
A.10.7.1  Management of removable media MP-1, MP-4, MP-5, MP-6, MP-7 
A.10.7.2  Disposal of media MP-6 
A.10.7.3  Information handling procedures AC-3, AC-4, AC-16, AC-19, MP-2, MP-3, SI-10, 

SI-12 
A.10.7.4  Security of system documentation AC-3, MP-3, MP-4, SA-5 
A.10.8  Exchange of information  
A.10.8.1  Information exchange policies and procedures AC-1, AC-3, AC-4, AC-17, AC-18, AC-20, CA-3, 

PL-4, PS-6, SC-1, SC-7, SC-8, SC-15 
A.10.8.2  Exchange agreements CA-3, SA-9 
A.10.8.3  Physical media in transit MP-5 
A.10.8.4  Electronic messaging AU-10, SC-7, SC-8, SC-44 
A.10.8.5  Business information systems AC-17, CA-3 
A.10.9  Electronic commerce services  
A.10.9.1  Electronic commerce AC-3, AU-10, IA-2, IA-8, SC-7, SC-8, SC-13 
A.10.9.2  Online transactions AC-3, AU-10, IA-2, IA-8, SC-2, SC-3, SC-7, 

SC-8, SC-13 
A.10.9.3  Publicly available information AC-3, AC-22, SI-3, SI-4, SI-5, SI-7, SI-10 
A.10.10  Monitoring  
A.10.10.1  Audit logging AU-2, AU-3, AU-8, AU-11, AU-12, AU-14 
A.10.10.2  Monitoring system use AU-2, AU-3, AU-6, AU-7, AU-12, CM-6, CM-11, 

PE-6, PE-8, SC-7, SI-4, SI-6, SI-7 
A.10.10.3  Protection of log information AU-4, AU-5, AU-9, SI-4 
A.10.10.4  Administrator and operator logs AU-2, AU-3, AU-12 
A.10.10.5  Fault logging AU-2, AU-6, AU-12, SI-6 
A.10.10.6  Clock synchronization AU-8 
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A.11  Access Control  
A.11.1  Business requirement for access control  
A.11.1.1  Access control policy AC-1, MP-1 
A.11.2  User access management  
A.11.2.1  User registration AC-2, IA-4, IA-5 
A.11.2.2  Privilege management AC-2, AC-3, AC-6 
A.11.2.3  User password management IA-5 
A.11.2.4  Review of user access rights AC-2 
A.11.3  User responsibilities  
A.11.3.1  Password use IA-5 
A.11.3.2  Unattended user equipment AC-11, SC-10 
A.11.3.3  Clear desk and clear screen policy AC-1, AC-11, MP-1, MP-2, MP-4 
A.11.4  Network access control  
A.11.4.1  Policy on use of network services AC-1, AC-6, AC-17, AC-18, AC-20, CM-7, SC-1, 

SC-7 
A.11.4.2  User authentication for external connections AC-17, AC-18, AC-20, CA-3, IA-2, IA-3, IA-8 
A.11.4.3  Equipment identification in networks AC-19, IA-3 
A.11.4.4  Remote diagnostic and configuration port protection AC-6, CM-7, MA-2, MA-4, PE-3 
A.11.4.5  Segregation in networks AC-4, SC-2, SC-7 
A.11.4.6  Network connection control AC-17, AC-18, AC-19, AC-20, CM-7, SC-7 
A.11.4.7  Network routing control AC-4, SC-7 
A.11.5  Operating system access control  
A.11.5.1  Secure log-on procedures AC-7, AC-8, AC-9, IA-2, IA-5, IA-6, IA-8 
A.11.5.2  User identification and authentication AC-2, IA-2, IA-4, IA-5, IA-8 
A.11.5.3  Password management system IA-5, IA-6 
A.11.5.4  Use of system utilities AC-3, AC-6, AU-2, SC-2 
A.11.5.5  Session time-out AC-2, AC-11, AC-12, SC-10 
A.11.5.6  Limitation of connection time AC-2, IA-11, SC-43 
A.11.6  Application and information access control  
A.11.6.1  Information access restriction AC-1, AC-3, AC-6, AC-22, AC-24 
A.11.6.2  Sensitive system isolation SC-7, SC-32 
A.11.7  Mobile computing and teleworking  
A.11.7.1  Mobile computing and communications AC-1, AC-17, AC-18, AC-19, PL-4, PS-6 
A.11.7.2  Teleworking AC-1, AC-17, PE-17, PL-4, PS-6 
A.12  Information systems acquisition, development and 
maintenance 

 

A.12.1  Security requirements of information systems  
A.12.1.1  Security requirements analysis and specification PL-7, PL-8, RA-2, SA-3, SA-4, SA-8 
A.12.2  Correct processing in applications  
A.12.2.1  Input data validation SI-10 
A.12.2.2  Control of internal processing SI-6, SI-7, SI-10 
A.12.2.3  Message integrity AU-10, SC-8, SC-23, SI-7 
A.12.2.4  Output data validation SI-15 
A.12.3  Cryptographic controls  
A.12.3.1  Policy on the use of cryptographic controls AC-1, MP-1, SC-1 
A.12.3.2  Key management SC-12, SC-17 
A.12.4  Security of system files  
A.12.4.1  Control of operational software CM-1, CM-2, CM-3, CM-4, CM-5, CM-7, CM-9, 

CM-10, CM-11, SC-18, SI-7 
A.12.4.2  Protection of system test data SA-15 
A.12.4.3  Access control to program source code AC-3, AC-6, CM-5, CM-9, MA-5, SA-10 
A.12.5  Security in development and support processes  
A.12.5.1  Change control procedures CM-1, CM-3, CM-9, SA-10 

APPENDIX H   PAGE H-10 



Special Publication 800-53 Revision 4                                  Security and Privacy Controls for Federal Information Systems 
                                                                                               and Organizations 
________________________________________________________________________________________________ 

ISO/IEC 27001 CONTROLS NIST SP 800-53 CONTROLS 
A.12.5.2  Technical review of applications after operating system 
changes 

CM-3, CM-4, CM-9 

A.12.5.3  Restrictions on changes to software packages CM-3, CM-4, CM-5, CM-9, SA-10 
A.12.5.4  Information leakage AC-4, AU-13, PE-19, SC-31, SC-38 
A.12.5.5  Outsourced software development SA-1, SA-4, SA-9, SA-10, SA-11, SA-12, SA-13, 

SA-15 
A.12.6  Technical Vulnerability Management  
A.12.6.1  Control of technical vulnerabilities CA-7, RA-3, RA-5, SI-2, SI-5 
A.13  Information security incident management  
A.13.1  Reporting information security events and weaknesses  
A.13.1.1  Reporting information security events AU-6, IR-1, IR-6 
A.13.1.2  Reporting security weaknesses CA-2, CA-7, PL-4, SA-5, SA-11, SI-2, SI-5 
A.13.2  Management of information security incidents and 
improvements 

 

A.13.2.1  Responsibilities and procedures IR-1, IR-4 
A.13.2.2  Learning from information security incidents IR-4, IR-10 
A.13.2.3  Collection of evidence AU-7, AU-8, AU-9, AU-11, IR-4 
A.14  Business continuity management  
A.14.1  Information security aspects of business continuity 
management 

 

A.14.1.1  Including information security in the business continuity 
management process 

CP-1, CP-2 

A.14.1.2  Business continuity and risk assessment PM-9, CP-2, RA-3 
A.14.1.3  Developing and implementing continuity plans including 
information security 

CP-1, CP-2, CP-6, CP-7, CP-8, CP-9, CP-10, 
CP-11, CP-13 

A.14.1.4  Business continuity planning framework CP-2, CP-4 
A.14.1.5  Testing, maintaining and reassessing business continuity 
plans 

CP-2, CP-4 

A.15  Compliance  
A.15.1  Compliance with legal requirements  
A.15.1.1  Identification of applicable legislation XX-1 controls 
A.15.1.2  Intellectual property rights (IPR) CM-10 
A.15.1.3  Protection of organizational records AC-3, AU-9, AU-11, CP-9, MP-4, SA-5, SI-12 
A.15.1.4  Data protection and privacy of personal information Appendix J Privacy controls, SI-12 
A.15.1.5  Prevention of misuse of information processing facilities AC-8, AU-6, CM-11, PL-4, PS-6, PS-8 
A.15.1.6  Regulation of cryptographic controls IA-7, SC-13 
A.15.2  Compliance with security policies and standards, and 
technical compliance 

 

A.15.2.1  Compliance with security policies and standards XX-1 controls, CA-2, CA-7 
A.15.2.2  Technical compliance checking CA-2, CA-7, RA-5 
A.15.3  Information systems audit considerations  
A.15.3.1  Information systems audit controls AU-1, AU-2, SI-4 
A.15.3.2  Protection of information systems audit tools AU-9 
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Table H-3 provides a generalized mapping from the functional and assurance requirements in 
ISO/IEC 15408 (Common Criteria) to the security controls in Special Publication 800-53. The 
table represents an informal correspondence between security requirements and security controls 
(i.e., the table is not intended to determine whether the ISO/IEC 15408 security requirements are 
fully, partially, or not satisfied by the associated security controls). However, the table can serve 
as a beneficial starting point for further correspondence analysis. Organizations are cautioned that 
satisfying ISO/IEC 15408 security requirements for an particular evaluated and validated 
information technology product as represented by the presence of certain security controls from 
Appendix F, does not imply that such requirements have been satisfied throughout the entire 
information system (which may consist of multiple, integrated individual component products). 
Additional information explaining the specific mappings that appear in Table H-3 is available at 
the National Information Assurance Partnership (NIAP) website at: http://www.niap-ccevs.org. 

TABLE H-3:  MAPPING ISO/IEC 15408 TO NIST SP 800-53 

ISO/IEC 15408 REQUIREMENTS NIST SP 800-53 CONTROLS 
Functional Requirements  

FAU_ARP.1 Security Audit Automatic Response 
Security Alarms 

AU-5 Response to Audit Processing Failures 
AU-5 (1) 
 

Response to Audit Processing Failures 
Audit Storage Capacity 

AU-5 (2) 
 

Response to Audit Processing Failures 
Real-Time Alerts 

AU-5 (3) 
 

Response to Audit Processing Failures 
Configurable Traffic Volume Thresholds 

AU-5 (4) 
 

Response to Audit Processing Failures 
Shutdown on Failure 

PE-6 (2) Monitoring Physical Access 
Automated Intrusion Recognition / Responses 

SI-3 Malicious Code Protection 
SI-3 (8) Malicious Code Protection 

Detect Unauthorized Commands 
SI-4 (5) 
 

Information System Monitoring 
System-Generated  Alerts 

SI-4 (7) Information Systems Monitoring 
Automated Response to Suspicious Events 

SI-4 (22) Information Systems Monitoring 
Unauthorized Network Services 

SI-7 (2) Software, Firmware, and Information 
Integrity 
Automated Notifications of Integrity Violations 

SI-7 (5) Software, Firmware, and Information 
Integrity 
Automated Response to Integrity Violations 

SI-7 (8) Software, Firmware, and Information 
Integrity 
Auditing Capability for Significant Events 

FAU_GEN.1 Security Audit Data Generation 
Audit Data Generation 

AU-2 Audit Events 

AU-3 Content of Audit Records 

AU-3 (1) Content of Audit Records  
Additional Audit Information  

AU-12 Audit Generation 
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FAU_GEN.2 Security Audit Data Generation 

User Identity Association 
AU-3 Content of Audit Records 

FAU_SAA.1 Security Audit Analysis 
Potential Violation Analysis 

SI-4  Information System Monitoring  

FAU_SAA.2 Security Audit Analysis 
Profile-Based Anomaly Detection 

AC-2 (12) Account Management 
Account Monitoring / Atypical Usage 

SI-4  Information System Monitoring 

FAU_SAA.3 Security Audit Analysis 
Simple Attack Heuristics 

SI-3 (7) 
 

Malicious Code Protection 
Non Signature-Based Protection 

SI-4 Information System Monitoring 

FAU_SAA.4 Security Audit Analysis 
Complex Attack Heuristics 
  

SI-3 (7) 
 

Malicious Code Protection 
Non Signature-Based Protection 

SI-4 Information System Monitoring 

FAU_SAR.1 Security Audit Review 
Audit Review 

AU-7 Audit Reduction and Report Generation 

FAU_SAR.2 Security Audit Review 
Restricted Audit Review 

AU-9 (6) 
 

Protection of Audit Information 
Read Only Access 

FAU_SAR.3 Security Audit Review 
Selectable Audit Review 

AU-7 Audit Reduction and Report Generation 

AU-7 (1) Audit Reduction and Report Generation 
Automatic Processing 

AU-7 (2) Audit Reduction and Report Generation 
Automatic Sort and Search 

FAU_SEL.1 Security Audit Event Selection 
Selective Audit 

AU-12 Audit Generation 

FAU_STG.1 Security Audit Event Storage 
Protected Audit Trail Storage 

AU-9 Protection of Audit Information 

FAU_STG.2 Security Audit Event Storage 
Guarantees of Audit Data Availability 

AU-9 Protection of Audit Information 
Alternate audit capability 

FAU_STG.3 Security Audit Event Storage 
Action In Case of Possible Audit Data 
Loss 

AU-5 Response to Audit Processing Failures 
AU-5 (1) Response to Audit Processing Failures 

Audit Storage Capacity 

AU-5 (2) Response To Audit Processing Failures 
Real-Time Alerts 

AU-5 (4) Response To Audit Processing Failures 
Shutdown on Failure 

FAU_STG.4 Security Audit Event Storage 
Prevention of Audit Data Loss 

AU-4 Audit Storage Capacity 

AU-5 Response to Audit Processing Failures 

AU-5 (2) Response To Audit Processing Failures 
Real-Time Alerts 

AU-5 (4) Response To Audit Processing Failures 
Shutdown on Failure 

FCO_NRO.1 Non-Repudiation of Origin 
Selective Proof of Origin 

AU-10 Non-Repudiation 

AU-10 (1) Non-Repudiation 
Association Of Identities 

AU-10 (2) Non-Repudiation 
Validate Binding of Information Producer 
Identity  
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FCO_NRO.2 Non-Repudiation of Origin 

Enforced Proof of Origin 
AU-10 Non-Repudiation 

AU-10 (1) Non-Repudiation 
Association Of Identities 

AU-10 (2) Non-Repudiation 
Validate Binding of Information Producer 
Identity 

FCO_NRR.1 Non-Repudiation of Receipt 
Selective Proof of Receipt 

AU-10 Non-Repudiation 

AU-10 (1) Non-Repudiation 
Association Of Identities 

AU-10 (2) Non-Repudiation 
Validate Binding of Information Producer 
Identity 

FCO_NRR.2 Non-Repudiation of Receipt 
Enforced Proof of Receipt 

AU-10 Non-Repudiation 

AU-10 (1) Non-Repudiation 
Association Of Identities 

AU-10 (2) Non-Repudiation 
Validate Binding of Information Producer 
Identity 

FCS_CKM.1 Cryptographic Key Management 
Cryptographic Key Generation 

SC-12 
 

Cryptographic Key Establishment and 
Management 

FCS_CKM.2 Cryptographic Key Management 
Cryptographic Key Distribution 

SC-12 
 

Cryptographic Key Establishment and 
Management 

FCS_CKM.3 Cryptographic Key Management 
Cryptographic Key Access 

SC-12 
 

Cryptographic Key Establishment and 
Management 

FCS_CKM.4 Cryptographic Key Management 
Cryptographic Key Destruction 

SC-12 
 

Cryptographic Key Establishment and 
Management 

FCS_COP.1 Cryptographic Operation 
Cryptographic Operation 

SC-13 Cryptographic Protection 

FDP_ACC.1 Access Control Policy 
Subset Access Control 

AC-3 Access Enforcement 
AC-3 (3) Access Enforcement 

Mandatory Access Control 

AC-3 (4) Access Enforcement 
Discretionary Access Control 

AC-3 (7) Access Enforcement 
Role-Based Access Control 

FDP_ACC.2 Access Control Policy 
Complete Access Control 

AC-3 Access Enforcement 
AC-3 (3) Access Enforcement 

Mandatory Access Control 

AC-3 (4) Access Enforcement 
Discretionary Access Control 

AC-3 (7) Access Enforcement 
Role-Based Access Control 

FDP_ACF.1 Access Control Functions 
Security Attribute Based Access 
Control 

AC-3 Access Enforcement 
AC-3 (3) Access Enforcement 

Mandatory Access Control 

AC-3 (4) Access Enforcement 
Discretionary Access Control 

AC-3 (7) Access Enforcement 
Role-Based Access Control 

AC-16 Security Attributes 
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SC-16 Transmission of Security Attributes 

FDP_DAU.1 Data Authentication 
Basic Data Authentication 

SI-7 Software, Firmware, and Information 
Integrity 

SI-7 (1) Software, Firmware, and Information 
Integrity 
Integrity Checks 

SI-7 (6) Software, Firmware, And Information 
Integrity 
Cryptographic Protection 

SI-10 Information Input Validation 
FDP_DAU.2 Data Authentication 

Data Authentication With Identity of 
Guarantor 

SI-7 Software, Firmware, and Information 
Integrity 

SI-7 (1) Software, Firmware, and Information 
Integrity 
Integrity Checks 

SI-7 (6) Software, Firmware, And Information 
Integrity 
Cryptographic Protection 

SI-10 Information Input Validation 
FDP_ETC.1 Export from the TOE 

Export of User Data without Security 
Attributes 

No Mapping. 

FDP_ETC.2 Export from the TOE 
Export of User Data with Security 
Attributes 

AC-4 (18) Information Flow Enforcement 
Security Attribute Binding  

AC-16 Security Attributes 

AC-16 (5) Security Attributes 
Attribute Displays for Output Devices  

SC-16 Transmission of Security Attributes 
FDP_IFC.1 Information Flow Control Policy 

Subset Information Flow Control 
AC-3 Access Enforcement 
AC-3 (3) Access Enforcement 

Mandatory Access Control 

AC-4 Information Flow Enforcement 
AC-4 (1) Information Flow Enforcement 

Object Security Attributes 

FDP_IFC.2 Information Flow Control Policy 
Complete Information Flow Control 

AC-3 Access Enforcement 
AC-3 (3) Access Enforcement 

Mandatory Access Control 

AC-4 Information Flow Enforcement 
FDP_IFF.1 Information Flow Control Functions 

Simple Security Attributes 
AC-3 Access Enforcement 
AC-3 (3) Access Enforcement 

Mandatory Access Control 

AC-4 Information Flow Enforcement 
AC-4 (1) Information Flow Enforcement 

Object Security Attributes 

AC-4 (2) Information Flow Enforcement 
Processing Domains 

AC-4 (7) Information Flow Enforcement 
One-Way Flow Mechanisms 

AC-16 Security Attributes 
SC-7 Boundary Protection 
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FDP_IFF.2 Information Flow Control Functions 

Hierarchical Security Attributes 
AC-3 Access Enforcement 
AC-3 (3) Access Enforcement 

Mandatory Access Control 

AC-4 (1) Information Flow Enforcement 
Object Security Attributes 

AC-16 Security Attributes 
FDP_IFF.3 Information Flow Control Functions 

Limited Illicit Information Flows 
SC-31 Covert Channel Analysis 

SC-31 (2) Covert Channel Analysis 
Maximum Bandwidth 

FDP_IFF.4 Information Flow Control Functions 
Partial Elimination of Illicit Information 
Flows 

SC-31 Covert Channel Analysis 

SC-31 (2) Covert Channel Analysis 
Maximum Bandwidth 

FDP_IFF.5 Information Flow Control Functions 
No Illicit Information Flows 

SC-31 Covert Channel Analysis 

SC-31 (2) Covert Channel Analysis 
Maximum Bandwidth 

FDP_IFF.6 Information Flow Control Functions 
Illicit Information Flow Monitoring 

SC-31 Covert Channel Analysis 

SI-4 (18) Information System Monitoring 
Analyze Traffic / Covert Exfiltration 

FDP_ITC.1 Import from Outside of the TOE 
Import of User Data without Security 
Attributes 

AC-4 (9) Information Flow Enforcement 
Human Reviews 

AC-4 (12) Information Flow Enforcement 
Data Type Identifiers 

FDP_ITC.2 Import from Outside of the TOE 
Import of User Data with Security 
Attributes 

AC-4 (18) Information Flow Enforcement 
Security Attribute Binding 

AC-16 Security Attributes 

SC-16 Transmission of Security Attributes 
FDP_ITT.1 Internal TOE Transfer 

Basic Internal Transfer Protection 
SC-8 Transmission Confidentiality and Integrity 

SC-8 (1) Transmission Confidentiality and Integrity 
Cryptographic or Alternate Physical Protection   

SC-5 Denial of Service Protection 

FDP_ITT.2 Internal TOE Transfer 
Transmission Separation by Attribute 

SC-8 Transmission Confidentiality and Integrity 

SC-8 (1) Transmission Confidentiality and Integrity 
Cryptographic or Alternate Physical Protection 

SC-5 Denial of Service Protection 
AC-4 (21) Information Flow Enforcement 

Physical / Logical Separation of Information 
Flows 

FDP_ITT.3 Internal TOE Transfer 
Integrity Monitoring 

SI-7 Software, Firmware, and Information 
Integrity 

SI-7 (1) Software, Firmware, and Information 
Integrity 
Integrity Checks 

SC-8 (1) Transmission Integrity 
Cryptographic or Alternate Physical Protection 

SI-7 (5) Software, Firmware, and Information 
Integrity 
Automated Response to Integrity Violations 

APPENDIX H   PAGE H-16 



Special Publication 800-53 Revision 4                                  Security and Privacy Controls for Federal Information Systems 
                                                                                               and Organizations 
________________________________________________________________________________________________ 

ISO/IEC 15408 REQUIREMENTS NIST SP 800-53 CONTROLS 
FDP_ITT.4 Internal TOE Transfer 

Attribute-Based Integrity Monitoring 
SI-7 Software, Firmware, and Information 

Integrity 
SI-7 (1) Software, Firmware, and Information 

Integrity 
Integrity Checks 

SC-8 (1) Transmission Integrity 
Cryptographic or Alternate  Physical 
Protection 

AC-4 (21) Information Flow Enforcement 
Physical / Logical Separation of Information 
Flows 

SI-7 (5) Software, Firmware, and Information 
Integrity 
Automated Response to Integrity Violations 

FDP_RIP.1 Residual Information Protection 
Subset Residual Information 
Protection 

SC-4 Information in Shared Resources 

FDP_RIP.2 Residual Information Protection 
Full Residual Information Protection 

SC-4 Information in Shared Resources 

FDP_ROL.1 Rollback 
Basic Rollback 

CP-10 (2) Information System Recovery and 
Reconstitution  
Transaction Recovery 

FDP_ROL.2 Rollback 
Advanced Rollback 

CP-10 (2) Information System Recovery and 
Reconstitution 
Transaction Recovery 

FDP_SDI.1 Stored Data Integrity 
Stored Data Integrity Monitoring 

SI-7 Software, Firmware, and Information 
Integrity 

SI-7 (1) Software, Firmware, and Information 
Integrity 
Integrity Scans 

FDP_SDI.2 Stored Data Integrity 
Stored Data Integrity Monitoring and 
Action 

SI-7 Software, Firmware, and Information 
Integrity 

SI-7 (1) Software, Firmware, and Information 
Integrity 
Integrity Scans  

SI-7 (5) Software, Firmware, and Information 
Integrity 
Automated Response to Integrity Violations 

FDP_UCT.1 Inter-TSF User Data Confidentiality 
Transfer Protection 
Basic Data Exchange Confidentiality 

SC-8 Transmission Confidentiality and Integrity 

SC-8 (1) Transmission Confidentiality and Integrity 
Cryptographic or Alternate Physical Protection 

FDP_UIT.1 Inter-TSF User Data Integrity 
Transfer Protection 
Data Exchange Integrity 

SC-8 Transmission Confidentiality and Integrity 

SC-8 (1) Transmission Confidentiality and Integrity 
Cryptographic or Alternate Physical Protection 

SI-7 Software, Firmware, and Information 
Integrity 

SI-7 (6) Software, Firmware, and Information 
Integrity 
Cryptographic Protection 

FDP_UIT.2 Inter-TSF User Data Integrity 
Transfer Protection 
Source Data Exchange Recovery 

No Mapping. 
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FDP_UIT.3 Inter-TSF User Data Integrity 

Transfer Protection 
Destination Data Exchange Recovery 

No Mapping. 

FIA_AFL.1 Authentication Failure 
Authentication Failure Handling 

AC-7 Unsuccessful Logon Attempts 

FIA_ATD.1 User Attribute Definition 
User Attribute Definition 

AC-2 Account Management 
IA-2 Identification and Authentication 

(Organizational Users) 
FIA_SOS.1 Specification of Secrets 

Verification of Secrets 
IA-5 Authenticator Management 
IA-5 (1) Authenticator Management 

Password-Based Authentication 
IA-5 (12) Authenticator Management 

Biometric Authentication 
FIA_SOS.2 Specification of Secrets 

TSF Generation of Secrets 
IA-5 Authenticator Management 
IA-5 (1) Authenticator Management 

Password-Based Authentication 
IA-5 (12) Authenticator Management 

Biometric Authentication 
FIA_UAU.1 User Authentication 

Timing of Authentication 
AC-14 Permitted Actions without Identification or 

Authentication 

IA-2 Identification and Authentication 
(Organizational Users) 

IA-8 Identification and Authentication (Non-
Organizational Users) 

FIA_UAU.2 User Authentication 
User Authentication Before Any Action 

AC-14 Permitted Actions without Identification or 
Authentication 

IA-2 Identification and Authentication 
(Organizational Users) 

IA-8 Identification and Authentication (Non-
Organizational Users) 

FIA_UAU.3 User Authentication 
Unforgeable Authentication 

IA-2 (8) Identification and Authentication 
(Organizational Users) 
Network Access To Privileged Accounts - 
Replay Resistant  

IA-2 (9) Identification and Authentication 
(Organizational Users) 
Network Access To Non-Privileged Accounts - 
Replay Resistant 

FIA_UAU.4 User Authentication 
Single-Use Authentication 
Mechanisms 

IA-2 (8) Identification and Authentication 
(Organizational Users) 
Network Access To Privileged Accounts - 
Replay Resistant  

IA-2 (9) Identification and Authentication 
(Organizational Users) 
Network Access To Non-Privileged Accounts - 
Replay Resistant 

FIA_UAU.5 User Authentication 
Multiple Authentication Mechanisms 

IA-2 (1) Identification and Authentication 
(Organizational Users) 
Network Access To Privileged Accounts  

IA-2 (2) Identification and Authentication 
(Organizational Users) 
Network Access To Non-Privileged Accounts  
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IA-2 (3) Identification and Authentication 

(Organizational Users) 
Local Access To Privileged Accounts  

IA-2 (4) Identification and Authentication 
(Organizational Users) 
Local Access To Non-Privileged Accounts  

IA-2 (6) Identification and Authentication 
(Organizational Users) 
Network Access To Privileged Accounts - 
Separate Device  

IA-2 (7) Identification and Authentication 
(Organizational Users) 
Network Access To Non-Privileged Accounts - 
Separate Device  

IA-2 (11) Identification and Authentication 
(Organizational Users) 
Remote Access  - Separate Device 

FIA_UAU.6 User Authentication 
Re-Authenticating 

IA-11 Re-authentication 

FIA_UAU.7 User Authentication 
Protected Authentication Feedback 

IA-6 Authenticator Feedback 

FIA_UID.1 User Identification 
Timing of Identification 

AC-14 Permitted Actions without Identification or 
Authentication 

IA-2 Identification and Authentication 
(Organizational Users) 

IA-8 Identification and Authentication (Non-
Organizational Users) 

FIA_UID.2 User Identification 
User Identification Before Any Action 

AC-14 Permitted Actions without Identification or 
Authentication 

IA-2 Identification and Authentication 
(Organizational Users) 

IA-8 Identification and Authentication (Non-
Organizational Users) 

FIA_USB.1 User-Subject Binding 
User-Subject Binding 

AC-16 (3) Security Attributes 
Maintenance Of Attribute Associations By 
Information System 

FMT_MOF.1 Management of Functions in TSF 
Management of Security Functions 
Behavior  

AC-3 (7) Access Enforcement 
Role-Based Access Control  

AC-6 Least Privilege 
AC-6 (1) Least Privilege 

Authorize Access To Security Functions 
FMT_MSA.1 Management of Security Attributes 

Management of Security Attributes 
AC-6  Least Privilege 

AC-6 (1) Least Privilege 
Authorize Access To Security Functions 

AC-16 (2) Security Attributes 
Attribute Value Changes By Authorized 
Individuals 

AC-16 (4) Security Attributes 
Association of Attributes By Authorized 
Individuals 

AC-16 (10) Security Attributes 
Attribute Configuration By Authorized 
Individuals 
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FMT_MSA.2 Management of Security Attributes 

Secure Security Attributes 
AC-16  Security Attributes   
CM-6 Configuration Settings 
SI-10 Information Input Validation 

FMT_MSA.3 Management of Security Attributes 
Static Attribute Initialization 

No Mapping. 

FMT_MSA.4 Management of Security Attributes 
Security Attribute Value Inheritance  

No Mapping. 

FMT_MTD.1 Management of TSF Data 
Management of TSF Data 

AC-3 (7) Access Enforcement 
Role-Based Access Control 

AC-6 Least Privilege 
AC-6 (1) Least Privilege 

Authorize Access To Security Functions 
AU-6 (7) Audit Review, Analysis, and Reporting 

Permitted Actions 
AU-9 (4) Protection of Audit Information 

Access By Subset of Privileged Users 
FMT_MTD.2 Management of TSF Data 

Management of Limits on TSF Data 
AC-3 (7) Access Enforcement 

Role-based Access Control 

AC-6 Least Privilege 
AC-6 (1) Least Privilege 

Authorize Access To Security Functions 
FMT_MTD.3 Management of TSF Data 

Secure TSF Data 
SI-10 Information Input Validation 

FMT_REV.1 Revocation 
Revocation 

AC-3 (7) Access Enforcement 
Rose-based Access Control 

AC-3 (8) Access Enforcement 
Revocation Of Access Authorizations 

AC-6 Least Privilege 
AC-6 (1)  Least Privilege 

Authorize Access To Security Functions  
FMT_SAE.1 Security Attribute Expiration 

Time-Limited Authorization 
AC-3 (7) Access Enforcement 

Role-based Access Control 

AC-6 Least Privilege 
AC-6 (1) Least Privilege 

Authorize Access To Security Functions 
FMT_SMF.1 Specification of Management 

Functions 
Specification of Management 
Functions 

No Mapping. 

FMT_SMR.1 Security Management Roles 
Security Roles 

AC-2 (7) 
 

Account Management 
Role-based schemes 

AC-3 (7) Access Enforcement 
Role-Based Access Control 

AC-5 Separation of Duties 

AC-6 Least Privilege 

FMT_SMR.2  Security Management Roles 
Restrictions on Security Roles 
 

AC-2 (7) Account Management 
Role-based schemes 

AC-3 (7) Access Enforcement 
Role-Based Access Control 

AC-5 Separation of Duties 
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AC-6 Least Privilege 

FMT_SMR.3 Security Management Roles 
Assuming Roles 

AC-6 (1) 
 

Least Privilege 
Authorized Access to Security Functions 

AC-6 (2) Least Privilege 
Non-Privileged Access For Nonsecurity 
Functions 

FPR_ANO.1 Anonymity 
Anonymity 

No Mapping. 

FPR_ANO.2 Anonymity 
Anonymity Without Soliciting 
Information 

No Mapping. 

FPR_PSE.1 Pseudonymity 
Pseudonymity 

No Mapping. 

FPR_PSE.2 Pseudonymity 
Reversible Pseudonymity 

No Mapping. 

FPR_PSE.3 Pseudonymity 
Alias Pseudonymity 

No Mapping. 

FPR_UNL.1 Unlinkability 
Unlinkability 

No Mapping. 

FPR_UNO.1 Unobservability 
Unobservability 

No Mapping. 

FPR_UNO.2 Unobservability 
Allocation of Information Impacting 
Unobservability 

No Mapping. 

FPR_UNO.3 Unobservability 
Unobservability Without Soliciting 
Information 

No Mapping. 

FPR_UNO.4 Unobservability 
Authorized User Observability 

No Mapping. 

FPT_FLS.1 Fail Secure 
Failure with Preservation of Secure 
State 

SC-7 (18) Boundary Protection 
Fail Secure 

SC-24 Fail in Known State 

FPT_ITA.1 Availability of Exported TSF Data 
Inter-TSF Availability within a Defined 
Availability Metric 

CP-10 Information System Recovery And 
Reconstitution 
Restore Within Time Period 

SC-5 Denial of Service Protection 

SC-5 (2) Denial of Service Protection 
Excess Capacity/Bandwidth/Redundancy 

SC-5 (3) 
 

Denial of Service Protection 
Detection/Monitoring 

FPT_ITC.1 Confidentiality of Exported TSF 
Data 
Inter-TSF Confidentiality During 
Transmission 

SC-8 Transmission Confidentiality and Integrity 

SC-8 (1) Transmission Confidentiality and Integrity 
Cryptographic Or Alternate Physical Protection  

FPT_ITI.1 Integrity of Exported TSF Data 
Inter-TSF Detection of Modification 

SC-8 Transmission Confidentiality and Integrity 

SC-8 (1) Transmission Confidentiality and Integrity 
Cryptographic Or Alternate Physical Protection  

SI-7 Software, Firmware, and Information 
Integrity 

SI-7 (1) Software, Firmware, and Information 
Integrity 
Integrity Scans  
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SI-7 (5) Software, Firmware, and Information 

Integrity 
Automated Response to Integrity Violations 

SI-7 (6) Software, Firmware, and Information 
Integrity 
Cryptographic Protection 

FPT_ITI.2 Integrity of Exported TSF Data 
Inter-TSF Detection and Correction of 
Modification 

SC-8 Transmission Confidentiality and Integrity 

SC-8 (1) Transmission Confidentiality and Integrity 
Cryptographic Or Alternate Physical Protection  

SI-7 Software, Firmware, and Information 
Integrity 

SI-7 (1) Software, Firmware, and Information 
Integrity 
Integrity Scans  

SI-7 (5) Software, Firmware, and Information 
Integrity 
Automated Response to Integrity Violations 

SI-7 (6) Software, Firmware, and Information 
Integrity 
Cryptographic Protection 

FPT_ITT.1 Internal TOE TSF Data Transfer 
Basic Internal TSF Data Transfer 
Protection 

SC-8 Transmission Confidentiality and Integrity 

SC-8 (1) Transmission Confidentiality and Integrity 
Cryptographic Or Alternate Physical Protection 

FPT_ITT.2 
 

Internal TOE TSF Data Transfer 
TSF Data Transfer Separation 

AC-4 (21) Information Flow Enforcement 
Physical / Logical Separation Of Information 
Flows 

SC-8 Transmission Confidentiality and Integrity 

SC-8 (1) Transmission Confidentiality and Integrity 
Cryptographic Or Alternate Physical Protection 

FPT_ITT.3 Internal TOE TSF Data Transfer 
TSF Data Integrity Monitoring 

SI-7 Software, Firmware, and Information 
Integrity 

SI-7 (1) Software, Firmware, and Information 
Integrity 
Integrity Scans  

SI-7 (5) Software, Firmware, and Information 
Integrity 
Automated Response to Integrity Violations 

SI-7 (6) Software, Firmware, and Information 
Integrity 
Cryptographic Protection 

FPT_PHP.1 TSF Physical Protection 
Passive Detection of Physical Attack 

PE-3 (5) Physical Access Control 
Tamper Protection  

PE-6 (2) Monitoring Physical Access 
Automated Intrusion Recognition / Responses 

SA-18 Tamper Resistance and Detection 
FPT_PHP.2 TSF Physical Protection 

Notification of Physical Attack 
PE-3 (5) Physical Access Control 

Tamper Protection  

PE-6 (2) Monitoring Physical Access 
Automated Intrusion Recognition / Responses 

SA-18 Tamper Resistance and Detection 
FPT_PHP.3 TSF Physical Protection 

Resistance to Physical Attack 
PE-3 (5) Physical Access Control 

Tamper Protection  
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SA-18 Tamper Resistance and Detection 

FPT_RCV.1 Trusted Recovery 
Manual Recovery 

CP-10 Information System Recovery and 
Reconstitution 

CP-12 Safe Mode 
FPT_RCV.2 Trusted Recovery 

Automated Recovery 
CP-10 Information System Recovery and 

Reconstitution 
CP-12 Safe Mode 

FPT_RCV.3 Trusted Recovery 
Automated Recovery Without Undue 
Loss 

CP-10 Information System Recovery and 
Reconstitution 

CP-12 Safe Mode 
FPT_RCV.4 Trusted Recovery 

Function Recovery 
SI-6  Security Function Verification  
SI-10 (3) Information Input Validation 

Predictable Behavior 

SC-24 Fail in Known State 

FPT_RPL.1 Replay Detection 
Replay Detection 

IA-2 (8)  Identification and Authentication 
(Organizational Users) 
Network Access To Privileged Accounts - 
Replay Resistant 

IA-2 (9)  Identification and Authentication 
(Organizational Users) 
Network Access To Non-Privileged Accounts - 
Replay Resistant  

SC-23  Session Authenticity  
SI-3 (9) Malicious Code Protection 

Authenticate Remote Commands 
FPT_SSP.1 State Synchrony Protocol 

Simple Trusted Acknowledgement 
No Mapping. 

FPT_SSP.2 State Synchrony Protocol 
Mutual Trusted Acknowledgement 

No Mapping. 

FPT_STM.1 Time Stamps 
Reliable Time Stamps 

AU-8 Time Stamps 

FPT_TDC.1 Inter-TSF TSF Data Consistency 
Inter-TSF Basic Data Consistency 

AC-16 (7) 
 

Security Attributes | Consistent Attribute 
Interpretation 

AC-16 (8) Security Attributes 
Association Techniques/Technologies 

FPT_TEE.1 Testing of External Entities 
Testing of External Entities 

SI-6 Security Functionality Verification 

FPT_TRC.1 Internal TOE TSF Data Replication 
Consistency 
Internal TSF Consistency 

SI-7 Software, Firmware, and Information 
Integrity 

FPT_TST.1 TSF Self Test 
TSF Testing 

SI-6 Security Functionality Verification 
SI-7 Software, Firmware, and Information 

Integrity 

FRU_FLT.1 Fault Tolerance 
Degraded Fault Tolerance 

AU-15 Alternate Audit Capability 

CP-11 Alternate Communications Protocols 
SC-24 Fail in Known State 
SI-13 Predictable Failure Prevention 
SI-13 (1) Predictable Failure Prevention 

Transferring Component Responsibilities 
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SI-13 (2) Predictable Failure Prevention 

Time Limit on Process Execution Without 
Supervision 

SI-13 (3) Predictable Failure Prevention 
Manual Transfer Between Components 

SI-13 (4) Predictable Failure Prevention 
Standby Component Installation/Notification 

SI-13 (5) Predictable Failure Prevention 
Failover Capability 

FRU_FLT.2 Fault Tolerance 
Limited Fault Tolerance 

AU-15 Alternate Audit Capability 

CP-11 Alternate Communications Protocols 
SC-24 Fail in Known State 
SI-13 Predictable Failure Prevention 
SI-13 (1) Predictable Failure Prevention 

Transferring Component Responsibilities 

SI-13 (2) Predictable Failure Prevention 
Time Limit on Process Execution Without 
Supervision 

SI-13 (3) Predictable Failure Prevention 
Manual Transfer Between Components 

SI-13 (4) Predictable Failure Prevention 
Standby Component Installation/Notification 

SI-13 (5) Predictable Failure Prevention 
Failover Capability 

FRU_PRS.1 Priority of Service 
Limited Priority of Service 

SC-6 Resource Availability 

FRU_PRS.2 Priority of Service 
Full Priority of Service 

SC-6 Resource Availability 

FRU_RSA.1 Resource Allocation 
Maximum Quotas 

SC-6 Resource Availability 

FRU_RSA.2 Resource Allocation 
Minimum and Maximum Quotas 

SC-6 Resource Availability 

FTA_LSA.1 Limitation on Scope of Selectable 
Attributes 
Limitation on Scope of Selectable 
Attributes 

AC-2 (6) Account Management 
Dynamic Privilege Management 

AC-2 (11) Account Management 
Usage Conditions 

FTA_MCS.1 Limitation on Multiple Concurrent 
Sessions 
Basic Limitation on Multiple 
Concurrent Sessions 

AC-10 Concurrent Session Control 

FTA_MCS.2 Limitation on Multiple Concurrent 
Sessions 
Per-User Limitation on Multiple 
Concurrent Sessions 

AC-10 Concurrent Session Control 

FTA_SSL.1 Session Locking and Termination 
TSF-Initiated Session Locking 

AC-11  Session Lock  

AC-11 (1) Session Lock 
Pattern-Hiding Displays 

FTA_SSL.2 Session Locking and Termination 
User-Initiated Locking 

AC-11  Session Lock  

AC-11 (1) Session Lock 
Pattern-Hiding Displays 
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FTA_SSL.3 Session Locking and Termination 

TSF-Initiated Termination 
AC-12 Session Termination 
SC-10 Network Disconnect 

FTA_SSL.4 Session Locking and Termination 
User-Initiated Termination 

AC-12 (1) Session Termination 
User-Initiated Logouts / Message Displays  

FTA_TAB.1 TOE Access Banners 
Default TOE Access Banners 

AC-8 System Use Notification 

FTA_TAH.1 TOE Access History 
TOE Access History 

AC-9 Previous Login (Access) Notification 

AC-9 (1) Previous Login (Access) Notification 
Unsuccessful Logons  

FTA_TSE.1 TOE Session Establishment 
TOE Session Establishment 

AC-2 (11) Account Management 
Usage Conditions 

FTP_ITC.1 Inter-TSF Trusted Channel 
Inter-TSF Trusted Channel 

IA-3 (1) Device Identification and Authentication 
Cryptographic Bidirectional Authentication 

SC-8 Transmission Confidentiality and Integrity 

SC-8 (1) Transmission Confidentiality and Integrity 
Cryptographic or Alternate Physical Protection 

FTP_TRP.1 Trusted Path 
Trusted Path 

SC-11 Trusted Path 

Assurance Requirements  

ASE_INT.1 
EAL1 
EAL2 
EAL3 
EAL4 
EAL5 
EAL6 
EAL7 

ST Introduction 
ST Introduction 

SA-4 Acquisition Process 

ASE_CCL.1 
EAL1 
EAL2 
EAL3 
EAL4 
EAL5 
EAL6 
EAL7 

Conformance Claims 
Conformance Claims 

PL-2 System Security Plan 

SA-4 (7) Acquisition Process 
NIAP-Approved Protection Profiles 

ASE_SPD.1 
EAL1 
EAL2 
EAL3 
EAL4 
EAL5 
EAL6 
EAL7 

Security Problem Definition 
Security Problem Definition 

PL-2 System Security Plan 

SA-4 Acquisition Process 

ASE_OBJ.1 
EAL1 

Security Objectives 
Security Objectives for the Operational 
Environment 

PL-2 System Security Plan 

SA-4 Acquisition Process 

ASE_OBJ.2 
EAL2 
EAL3 
EAL4 
EAL5 
EAL6 
EAL7 

Security Objectives 
Security Objectives 

PL-2 System Security Plan 

SA-4 Acquisition Process 
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ASE_ECD.1 
EAL1 
EAL2 
EAL3 
EAL4 
EAL5 
EAL6 
EAL7 

Extended Components Definition 
Extended Components Definition 

No Mapping. 

ASE_REQ.1 
EAL1 

Security Requirements 
Stated Security Requirements 

PL-2 System Security Plan 

SA-4 Acquisition Process 

ASE_REQ.2 
EAL2 
EAL3 
EAL4 
EAL5 
EAL6 
EAL7 

Security Requirements 
Derived Security Requirements 

PL-2 System Security Plan 

SA-4 Acquisition Process 

ASE_TSS.1 
EAL1 
EAL2 
EAL3 
EAL4 
EAL5 
EAL6 
EAL7 

TOE Summary Specification 
TOE Summary Specification 

PL-2 System Security Plan 
SA-4 (1)  
 
 

Acquisition Process 
Functional Properties of  Security Controls 

ASE_TSS.2 TOE Summary Specification 
TOE Summary Specification with 
Architectural Design Summary 

PL-2 System Security Plan 
SA-4 (1) Acquisition Process 

Functional Properties of  Security Controls 

SA-4 (2) Acquisition Process 
Design / Implementation Information For 
Security Controls 

SA-17 Developer Security Architecture and 
Design 

ADV_ARC.1 
EAL2 
EAL3 
EAL4 
EAL5 
EAL6 
EAL7 

Security Architecture 
Security Architecture Description 

AC-25 Reference Monitor 
SA-17 Developer Security Architecture and 

Design 

SA-18 Tamper Resistance and Detection 
SC-3 Security Function Isolation 

SC-3 (1) Security Function Isolation 
Hardware Separation 

SC-3 (2) Security Function Isolation 
Minimize Nonsecurity Functionality  

SC-41 Process Isolation 
ADV_FSP.1 
EAL1 

Functional Specification 
Basic Functional Specification 

SA-4 (1) Acquisition Process 
Functional Properties of  Security Controls 

SA-4 (2)  Acquisition Process 
Design / Implementation Information for 
Security Controls  

ADV_FSP.2 
EAL2 

Functional Specification 
Security-Enforcing Functional 
Specification 

SA-4 (1) Acquisition Process 
Functional Properties of  Security Controls 

SA-4 (2)  Acquisition Process 
Design / Implementation Information for 
Security Controls  

APPENDIX H   PAGE H-26 



Special Publication 800-53 Revision 4                                  Security and Privacy Controls for Federal Information Systems 
                                                                                               and Organizations 
________________________________________________________________________________________________ 

ISO/IEC 15408 REQUIREMENTS NIST SP 800-53 CONTROLS 
SA-17 (4) Developer Security Architecture and 

Design 
Informal Correspondence 

ADV_FSP.3 
EAL3 

Functional Specification 
Functional Specification With 
Complete Summary 

SA-4 (1) Acquisition Process 
Functional Properties of  Security Controls 

SA-4 (2)  Acquisition Process 
Design / Implementation Information for 
Security Controls  

SA-17 (4) Developer Security Architecture and 
Design 
Informal Correspondence 

ADV_FSP.4 
EAL4 

Functional Specification 
Complete Functional Specification 

SA-4 (1) Acquisition Process 
Functional Properties of  Security Controls 

SA-4 (2)  Acquisition Process 
Design / Implementation Information for 
Security Controls  

SA-17 (4) Developer Security Architecture and 
Design 
Informal Correspondence 

ADV_FSP.5 
EAL5 
EAL6 

Functional Specification 
Complete Semi-Formal Functional 
Specification with Additional Error 
Information 

SA-4 (1) Acquisition Process 
Functional Properties of  Security Controls 

SA-4 (2)  Acquisition Process 
Design / Implementation Information for 
Security Controls 

SA-17 (4) Developer Security Architecture and 
Design 
Informal Correspondence 

ADV_FSP.6 
EAL7 

Functional Specification 
Complete Semi-Formal Functional 
Specification with Additional Formal 
Specification 

SA-4 (1) Acquisition Process 
Functional Properties of  Security Controls 

SA-4 (2)  Acquisition Process 
Design / Implementation Information for 
Security Controls 

SA-17 (3) Developer Security Architecture and 
Design 
Formal Correspondence 

SA-17 (4) Developer Security Architecture and 
Design 
Informal Correspondence 

ADV_IMP.1 
EAL4 
EAL5 

Implementation Representation 
Implementation Representation of the 
TSF 

SA-4 (2)  Acquisition Process 
Design / Implementation Information for 
Security Controls 

ADV_IMP.2 
EAL6 
EAL7 

Implementation Representation 
Complete Mapping of the  
Implementation Representation of the 
TSF 

SA-4 (2)  Acquisition Process 
Design / Implementation Information for 
Security Controls 

SA-17 (3)  Developer Security Architecture and 
Design 
Formal Correspondence  

ADV_INT.1 TSF Internals 
Well-Structured Subset of TSF 
Internals 

SA-8 Security Engineering Principles 

SC-3 (3) Security Function Isolation 
Minimize Nonsecurity Functionality 

SC-3 (4) Security Function Isolation 
Module Coupling and Cohesiveness 

SC-3 (5) Security Function Isolation 
Layered Structures 
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ADV_INT.2 
EAL5 

TSF Internals 
Well-Structured Internals 

SA-8 Security Engineering Principles 

SC-3 (3) Security Function Isolation 
Minimize Nonsecurity Functionality 

SC-3 (4) Security Function Isolation 
Module Coupling and Cohesiveness 

SC-3 (5) Security Function Isolation 
Layered Structures 

ADV_INT.3 
EAL6 
EAL7 

TSF Internals 
Minimally Complex Internals 

SA-8 Security Engineering Principles 

SA-17 (5) Developer Security Architecture and 
Design 
Conceptually Simple Design 

SC-3 (3) Security Function Isolation 
Minimize Nonsecurity 
Functionality  

SC-3 (4) Security Function Isolation 
Module Coupling and Cohesiveness 

SC-3 (5) Security Function Isolation 
Layered Structures 

AC-25 Reference Monitor 
ADV_SPM.1 
EAL6 
EAL7 

Security Policy Modeling 
Formal TOE Security Policy Model 

SA-17 (1) Developer Security Architecture and 
Design 
Formal Policy Model 

SA-17 (3) Developer Security Architecture and 
Design 
Formal Correspondence 

ADV_TDS.1 
EAL2 

TOE Design 
Basic Design 

SA-4 (2) Acquisition Process 
Design / Implementation Information for 
Security Controls 

SA-17 Developer Security Architecture and 
Design 

ADV_TDS.2 
EAL3 

TOE Design 
Architectural Design 

SA-4 (2) Acquisition Process 
Design / Implementation Information for 
Security Controls 

SA-17 Developer Security Architecture and 
Design 

ADV_TDS.3 
EAL4 

TOE Design 
Basic Modular Design 

SA-4 (2) Acquisition Process 
Design / Implementation Information for 
Security Controls 

SA-17 Developer Security Architecture and 
Design 

ADV_TDS.4 
EAL5 

TOE Design 
Semiformal Modular Design 

SA-4 (2) Acquisition Process 
Design / Implementation Information for 
Security Controls 

SA-17 Developer Security Architecture and 
Design 

SA-17 (2) Developer Security Architecture and 
Design 
Security Relevant Components 

SA-17 (4) Developer Security Architecture and 
Design 
Informal Correspondence 
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ADV_TDS.5 
EAL6 

TOE Design 
Complete Semiformal Modular Design 

SA-4 (2) Acquisition Process 
Design / Implementation Information for 
Security Controls 

SA-17 Developer Security Architecture and 
Design 

SA-17 (2) Developer Security Architecture and 
Design 
Security Relevant Components 

SA-17 (4) Developer Security Architecture and 
Design 
Informal Correspondence 

ADV_TDS.6 
EAL7 

TOE Design 
Complete Semiformal Modular Design 
with Formal High-Level Design 
Presentation 

SA-4 (2) Acquisition Process 
Design / Implementation Information for 
Security Controls 

SA-17 Developer Security Architecture and 
Design 

SA-17 (2) Developer Security Architecture and 
Design 
Security Relevant Components 

SA-17 (3) Developer Security Architecture and 
Design 
Formal Correspondence 

SA-17 (4) Developer Security Architecture and 
Design 
Informal Correspondence 

AGD_OPE.1 
EAL1 
EAL2 
EAL3 
EAL4 
EAL5 
EAL6 
EAL7 

Operational User Guidance 
Operational User Guidance 

SA-5 Information System Documentation 

AGD_PRE.1 
EAL1 
EAL2 
EAL3 
EAL4 
EAL5 
EAL6 
EAL7 

Preparative Procedures 
Preparative Procedures 

SA-5 Information System Documentation 

ALC_CMC.1 
EAL1 

CM Capabilities 
Labeling of the TOE 

CM-9 Configuration Management Plan 

SA-10 Developer Configuration Management 
ALC_CMC.2 
EAL2 

CM Capabilities 
Use of a CM System 

CM-9 Configuration Management Plan 

SA-10 Developer Configuration Management 
ALC_CMC.3 
EAL3 

CM Capabilities 
Authorization Controls 

CM-3 Configuration Change Control 
CM-9 Configuration Management Plan 

SA-10 Developer Configuration Management 
ALC_CMC.4 
EAL4 
EAL5 

CM Capabilities 
Production Support, Acceptance 
Procedures, and Automation 

CM-3 Configuration Change Control 
CM-3 (1) Configuration Change Control 

Automated Document / Notification / 
Prohibition of Changes  

CM-3 (3) Configuration Change Control 
Automated Change Implementation  

CM-9 Configuration Management Plan 
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SA-10 Developer Configuration Management 

ALC_CMC.5 
EAL6 
EAL7 

CM Capabilities 
Advanced Support 

CM-3 Configuration Change Control 
CM-3 (1) Configuration Change Control 

Automated Document / Notification / 
Prohibition of Changes  

CM-3 (2) Configuration Change Control 
Test / Validate / Document Changes  

CM-3 (3) Configuration Change Control 
Automated mechanisms to field and deploy  

CM-9 Configuration Management Plan 

SA-10 Developer Configuration Management 
ALC_CMS.1 
EAL1 

CM Scope 
TOE CM Coverage 

CM-9 Configuration Management Plan 

SA-10 Developer Configuration Management 
ALC_CMS.2 
EAL2 

CM Scope 
Parts of the TOE CM Coverage 

CM-9 Configuration Management Plan 

SA-10 Developer Configuration Management 
ALC_CMS.3 
EAL3 

CM Scope 
Implementation Representation CM 
Coverage 

CM-9 Configuration Management Plan 

SA-10 Developer Configuration Management 

ALC_CMS.4 
EAL4 

CM Scope 
Problem Tracking CM Coverage 

CM-9 Configuration Management Plan 

SA-10 Developer Configuration Management 
ALC_CMS.5 
EAL5 
EAL6 
EAL7 

CM Scope 
Development Tools CM Coverage 

CM-9 Configuration Management Plan 

SA-10 Developer Configuration Management 

ALC_DEL.1 
EAL2 
EAL3 
EAL4 
EAL5 
EAL6 
EAL7 

Delivery 
Delivery Procedures 

MP-5 Media Transport 
SA-10 (1) Developer Configuration Management 

Software / Firmware Integrity Verification 

SA-10 (6) Developer Configuration Management 
Trusted Distribution 

SA-18 Tamper Resistance and Detection 
SA-19 Component Authenticity  

ALC_DVS.1 
EAL3 
EAL4 
EAL5 

Development Security 
Identification of Security Measures 

SA-1 System and Services Acquisition Policy 
and Procedures 

SA-3 System Development Lifecycle 
SA-12 Supply Chain Protection 

ALC_DVS.2 
EAL6 
EAL7 

Development Security 
Sufficiency of Security Measures 

CM-5 Access Restrictions for Change 
SA-3 System Development Lifecycle 
SA-12 Supply Chain Protection 

ALC_FLR.1 Flaw Remediation 
Basic Flaw Remediation 

SA-10 Developer Configuration Management 
SA-11 Developer Security Testing / Evaluation 
SI-2 Flaw Remediation 

ALC_FLR.2 Flaw Remediation 
Flaw Reporting Procedures 

SA-10 Developer Configuration Management 
SA-11 Developer Security Testing / Evaluation 
SI-2 Flaw Remediation 

ALC_FLR.3 Flaw Remediation 
Systematic Flaw Remediation 

SA-10 Developer Configuration Management 
SA-11 Developer Security Testing / Evaluation 
SI-2 Flaw Remediation 
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ALC_LCD.1 
EAL3 
EAL4 
EAL5 
EAL6 

Life-Cycle Definition 
Developer Defined Life-Cycle Model 

SA-3 System Development Life Cycle 

SA-15 Development Process, Standards, and 
Tools 

ALC_LCD.2 
EAL7 

Life-Cycle Definition 
Measurable Life-Cycle Model 

SA-3 System Development Life Cycle 

SA-15 Development Process, Standards, and 
Tools 

ALC_TAT.1 
EAL4 

Tools and Techniques 
Well-Defined Development Tools 

SA-15 Development Process, Standards, and 
Tools 

ALC_TAT.2 
EAL5 

Tools and Techniques 
Compliance with Implementation 
Standards 

SA-15 Development Process, Standards, and 
Tools 

ALC_TAT.3 
EAL6 
EAL7 

Tools and Techniques 
Compliance with Implementation 
Standards – All Parts 

SA-15 Development Process, Standards, and 
Tools 

ATE_COV.1 
EAL2 

Coverage 
Evidence of Coverage 

SA-11 Developer Security Testing  and Evaluation 
SA-11 (7) Developer Security Testing and Evaluation 

Verify Scope of Testing / Evaluation 

ATE_COV.2 
EAL3 
EAL4 
EAL5 

Coverage 
Analysis of Coverage 

SA-11 Developer Security Testing and Evaluation 

SA-11 (7) Developer Security Testing and Evaluation 
Verify Scope of Testing / Evaluation 

ATE_COV.3 
EAL6 
EAL7 

Coverage 
Rigorous Analysis of Coverage 

SA-11 Developer Security Testing and Evaluation 

SA-11 (7) Developer Security Testing and Evaluation 
Verify Scope of Testing / Evaluation 

ATE_DPT.1 
EAL3 

Depth 
Testing: Basic Design 

SA-11 Developer Security Testing and Evaluation 

SA-11 (7) Developer Security Testing and Evaluation 
Verify Scope of Testing / Evaluation 

ATE_DPT.2 
EAL4 

Depth 
Testing: Security Enforcing Modules 

SA-11 Developer Security Testing and Evaluation 

SA-11 (7) Developer Security Testing and Evaluation 
Verify Scope of Testing / Evaluation 

ATE_DPT.3 
EAL5 
EAL6 

Depth 
Testing: Modular Design 

SA-11 Developer Security Testing and Evaluation 

SA-11 (7) Developer Security Testing and Evaluation 
Verify Scope of Testing / Evaluation 

ATE_DPT.4 
EAL7 

Depth 
Testing: Implementation 
Representation 

SA-11 Developer Security Testing and Evaluation 

SA-11 (7) Developer Security Testing and Evaluation 
Verify Scope of Testing / Evaluation 

ATE_FUN.1 
EAL2 
EAL3 
EAL4 
EAL5 

Functional Tests 
Functional Testing 

SA-11 Developer Security Testing and Evaluation 

ATE_FUN.2 
EAL6 
EAL7 

Functional Tests 
Ordered Functional Testing 

SA-11 Developer Security Testing and Evaluation 

ATE_IND.1 
EAL1 

Independent Testing 
Independent Testing – Conformance  

CA-2 Security Assessments 

CA-2 (1) Security Assessments 
Independent Assessors 

SA-11 (3) Developer Security Testing and Evaluation 
Independent Verification of Assessment Plans 
/ Evidence 
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ATE_IND.2 
EAL2 
EAL3 
EAL4 
EAL5 
EAL6 

Independent Testing 
Independent Testing – Sample 

CA-2 Security Assessments 

CA-2 (1) Security Assessments 
Independent Assessors 

SA-11 (3) Developer Security Testing and Evaluation 
Independent Verification of Assessment Plans 
/ Evidence 

ATE_IND.3 
EAL7 

Independent Testing 
Independent Testing – Complete 

CA-2 Security Assessments 

CA-2 (1) Security Assessments 
Independent Assessors 

SA-11 (3)  Developer Security Testing and Evaluation 
Independent Verification of Assessment Plans 
/ Evidence  

AVA_VAN.1 
EAL1 

Vulnerability Analysis 
Vulnerability Survey 

CA-2 (2) Security Assessments 
Specialized Assessments  

CA-8 Penetration Testing 
RA-3 Risk Assessment 
SA-11 (2) Developer Security Testing and Evaluation 

Threat And Vulnerability Analyses / Flaw 
Remediation  

SA-11 (5)  Developer Security Testing and Evaluation 
Penetration Testing 

AVA_VAN.2 
EAL2 
EAL3 

Vulnerability Analysis 
Vulnerability Analysis 

CA-2 (2) Security Assessments 
Specialized Assessments  

CA-8 Penetration Testing 
RA-3 Risk Assessment 
SA-11 (2) Developer Security Testing and Evaluation 

Threat And Vulnerability Analyses / Flaw 
Remediation  

SA-11 (5)  Developer Security Testing and Evaluation 
Penetration Testing 

AVA_VAN.3 
EAL4 

Vulnerability Analysis 
Focused Vulnerability Analysis 

CA-2 (2) Security Assessments 
Specialized Assessments  

CA-8 Penetration Testing 
RA-3 Risk Assessment 
SA-11 ( 2) Developer Security Testing and Evaluation 

Threat And Vulnerability Analyses / Flaw 
Remediation  

SA-11 (5)  Developer Security Testing and Evaluation 
Penetration Testing 

AVA_VAN.4 
EAL5 

Vulnerability Analysis 
Methodical Vulnerability Analysis 

CA-2 (2) Security Assessments 
Types of Assessments  

CA-8 Penetration Testing 
RA-3 Risk Assessment 
SA-11 (2) Developer Security Testing and Evaluation 

Threat And Vulnerability Analyses / Flaw 
Remediation  

SA-11 (5)  Developer Security Testing and Evaluation 
Penetration Testing 

AVA_VAN.5 
EAL6 
EAL7 

Vulnerability Analysis 
Advanced Methodical Vulnerability 
Analysis 

CA-2 (2) Security Assessments 
Types of Assessments  

CA-8 Penetration Testing 
RA-3 Risk Assessment 
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SA-11 (2) Developer Security Testing and Evaluation 

Threat And Vulnerability Analyses / Flaw 
Remediation  

SA-11 (5)  Developer Security Testing and Evaluation 
Penetration Testing 

ACO_COR.1 Composition Rationale 
Composition Rationale 

SA-17 Developer Security Architecture and 
Design 

ACO_DEV.1 Development Evidence 
Functional Description 

SA-17 Developer Security Architecture and 
Design 

ACO_DEV.2 Development Evidence 
Basic Evidence of Design 

SA-17 Developer Security Architecture and 
Design 

ACO_DEV.3 Development Evidence 
Detailed Evidence of Design 

SA-17 Developer Security Architecture and 
Design 

ACO_REL.1 Reliance on Dependent Component 
Basic Reliance Information 

SA-17 Developer Security Architecture and 
Design 

ACO_REL.2 Reliance on Dependent Component 
Reliance Information 

SA-17 Developer Security Architecture and 
Design 

ACO_CTT.1 Composed TOE Testing 
Interface Testing  

SA-11 Developer Security Testing and Evaluation 

ACO_CTT.2 Composed TOE Testing 
Rigorous Interface Testing  

SA-11 Developer Security Testing and Evaluation 

ACO_VUL.1 Composition Vulnerability Analysis 
Composition Vulnerability Review 

CA-2 Security Assessments 

CA-8 Penetration Testing 
RA-3 Risk Assessment 
SA-11 Developer Security Testing and Evaluation 

ACO_VUL.2 Composition Vulnerability Analysis 
Composition Vulnerability Analysis 

CA-2 Security Assessments 

CA-8 Penetration Testing 
RA-3 Risk Assessment 
SA-11 Developer Security Testing and Evaluation 

ACO_VUL.3 Composition Vulnerability Analysis 
Enhanced-Basic Composition 
Vulnerability Review 

CA-2 Security Assessments 

CA-8 Penetration Testing 
RA-3 Risk Assessment 
SA-11 Developer Security Testing and Evaluation 
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OVERLAY TEMPLATE 
APPLYING TAILORING GUIDANCE FOR SPECIAL CONDITIONS OR COMMUNITY-WIDE USE116 

rganizations may use the following template when developing tailored baselines using the 
concept of overlays.117 The template is provided as an example only—organizations may 
choose to use other formats or modify the format in this appendix based on organizational 

needs and the type of overlay being developed. The level of detail included in the overlay is at the 
discretion of the organization initiating the overlay but should be of sufficient breadth and depth 
to provide an appropriate rationale and justification for the resulting tailored baseline developed, 
including any risk-based decisions made during the overlay development process. Security 
control baseline tailoring using the concept of overlays results in security plans that are subject to 
approval by authorizing officials. The example template consists of eight sections: 

• Identification; 

• Overlay Characteristics; 

• Applicability; 

• Overlay Summary; 

• Detailed Overlay Control Specifications; 

• Tailoring Considerations; 

• Definitions; and 

• Additional Information or Instructions. 

How Overlays Can Be Used 
Within the Risk Management Framework (RMF), overlays are implemented as part of the 
tailoring process after the completion of an initial security categorization process described in 
Section 3.1 and any organization-specific guidance. The security categorization process results in 
the determination of an impact level of the information system, and is subsequently used to select 
an initial set of security controls from one of the security control baselines in Appendix D.118 
After the initial set of security controls is identified, organizations initiate the tailoring process to 
modify and align the controls more closely with the specific conditions within the organizations. 
Overlays provide tailoring guidance from a community-wide perspective to address specialized 
requirements, missions/business functions, technologies, or environments of operation. Overlays 
provide uniformity and efficiency of security control selection by presenting tailoring options 

116 Tailored baselines produced using the concept of overlays can be published independently in a variety of venues and 
publications including, for example, OMB policies, CNSS Instructions, NIST Special Publications, industry standards, 
and sector-specific guidance. As part of the overlay initiative, the previous guidance in Appendix I regarding industrial 
and process control system security will be transferred to NIST Special Publication 800-82. 
117 While organizations are encouraged to use the overlay concept to tailor security control baselines, generating widely 
divergent overlays on the same topic may prove to be counterproductive. The overlay concept is most effective when 
communities of interest work together to create consensus-based overlays that are not duplicative. 

118 CNSS Instruction 1253 provides security categorization guidance and security control baselines for national security 
systems.  
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developed by security experts and other subject matter experts to information system owners 
responsible for implementing and maintaining such systems. 

There is a considerable range of options that can be used to construct overlays, depending on the 
specificity desired by the overlay developers. Some overlays may be very specific with respect to 
the hardware, firmware, and software that form the key components the information system and 
the environment in which the system operates. Other overlays may be more abstract in order to be 
applicable to a large class of information systems that may be deployed in different environments. 
The example template described below can be used for any level of specificity on this continuum 
of potential options for overlays. 

Overlays that provide greater specificity are typically developed by organizations with authority 
over the information system owners and environments of operation. Organizations decide on the 
appropriate tailoring actions for the selected baseline security controls as described in Section 3.2. 
Many of the variables and conditions that qualify the overlay for use on a specific information 
system are made explicit to ensure consistency when applying the overlay. Overlays that provide 
less specificity can also be developed by security and subject matter experts for application to 
large classes of information systems or in situations where there is less than full knowledge about 
the specific implementation details related to the system. Less specific overlays may require 
additional tailoring to customize the set of security controls for the specific information system. 
These overlays leave many of the assignment and selection statements in the security controls 
(i.e., the variable portion of the controls) to be completed by the organization that owns and 
operates the information system. The eight sections comprising the overlay are described below. 

Identification 
Organizations identify the overlay by providing: (i) a unique name for the overlay; (ii) a version 
number and date; (iii) the version of NIST Special Publication 800-53 used to create the overlay; 
(iv) other documentation used to create the overlay; (v) author or authoring group and point of 
contact; and (vi) type of organizational approval received. Organizations define how long the 
overlay is to be in effect and any events that may trigger an update to the overlay other than 
changes to NIST Special Publication 800-53 or organization-specific security guidance. If there 
are no unique events that can trigger an update for the overlay, this section provides that notation. 

Overlay Characteristics 
Organizations describe the characteristics that define the intended use of the overlay in order to 
help potential users select the most appropriate overlay for their missions/business functions. This 
may include, for example, a description of: (i) the environment in which the information system 
will be used (e.g., inside a guarded building within the continental United States, in an unmanned 
space vehicle, while traveling for business to a foreign country that is known for attempting to 
gain access to sensitive or classified information, or in a mobile vehicle that is in close proximity 
to hostile entities); (ii) the type of information that will be processed, stored, or transmitted (e.g., 
personal identity and authentication information, financial management information, facilities, 
fleet, and equipment management information, defense and national security information, system 
development information); (iii) the functionality within the information system or the type of 
system (e.g., standalone system, industrial/process control system, or cross-domain system); and 
(iv) other characteristics related to the overlay that help protect organizational missions/business 
functions, information systems, information, or individuals from a specific set of threats that may 
not be addressed by the assumptions described in Chapter Three. 
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Applicability 
Organizations provide criteria to assist potential users of the overlay in determining whether or 
not the overlay applies to a particular information system or environment of operation. Typical 
formats include, for example, a list of questions or a decision tree based on the description of the 
characteristics of the information system (including associated applications) and its environment 
of operation at the level of specificity appropriate to the overlay. 

Overlay Summary 

Organizations provide a brief summary of the salient characteristics of the overlay. This summary 
may include, for example: (i) the security controls and control enhancements that are affected by 
the overlay; (ii) an indication of which controls/enhancements are selected or not selected based 
on the characteristics and assumptions in the overlay, the tailoring guidance provided in Section 
3.2, or any organization-specific guidance; (iii) the selected controls/enhancements including an 
overview of new supplemental guidance and parameter values; and (iv) references to applicable 
laws, Executive Orders, directives, instructions, regulations, policies, or standards.   

Detailed Overlay Control Specifications 
Organizations provide a comprehensive expression of the security controls/control enhancements 
in the overlay as part of the tailoring process. This may include, for example: (i) justification for 
selecting or not selecting a specific security control/control enhancement; (ii) modifications to the 
supplemental guidance or the addition of new supplemental guidance for the security controls and 
control enhancements to address the characteristics of the overlay and the environments in which 
the overlay is intended to operate; (iii) unique parameter values for security control selection or 
assignment statements; (iv) specific statutory and/or regulatory requirements (above and beyond 
FISMA) that are met by a security control or control enhancement; (v) recommendations for 
compensating controls, as appropriate; and (vi) guidance that extends the basic capability of the 
control/enhancement by specifying additional functionality, altering the strength of mechanism, 
or adding or limiting implementation options. 

Tailoring Considerations 
Organizations provide information to information system owners and authorizing officials to 
consider during the tailoring process when determining the set of security controls applicable to 
their specific information systems. This is especially important for overlays that are used in an 
environment of operation different from the one assumed by the security control baselines (as 
defined in Section 3.1). In addition, organizations can provide guidance on the use of multiple 
overlays applied to a security control baseline and address any potential conflicts that may arise 
between overlay specifications and baseline controls. 

Definitions 

Organizations provide any terms and associated definitions that are unique and relevant to the 
overlay. The terms and definitions are listed in alphabetical order. If there are no unique terms or 
definitions for the overlay, this is stated in this section. 

Additional Information or Instructions   
Organizations provide any additional information or instructions relevant to the overlay not 
covered in the previous sections.
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APPENDIX J 

PRIVACY CONTROL CATALOG  
PRIVACY CONTROLS, ENHANCEMENTS, AND SUPPLEMENTAL GUIDANCE 

he need to protect an individual's privacy is as important today as it was in 1974 when the 
Privacy Act first sought to balance the government's need to collect information from an 
individual with a citizen's right to be notified as to how that information was being used, 

collected, maintained, and disposed of after the requisite period of use. These concerns are also 
shared in the private sector, where healthcare, financial, and other services continue to be 
delivered via the web with increasingly higher levels of personalization. The proliferation of 
social media, Smart Grid, mobile, and cloud computing, as well as the transition from structured 
to unstructured data and metadata environments, have added significant complexities and 
challenges for federal organizations in safeguarding privacy. These challenges extend well 
beyond the traditional information technology security view of protecting privacy which focused 
primarily on ensuring confidentiality. Now there are greater implications with respect to 
controlling the integrity of an individual's information, and with ensuring that an individual's 
information is available on demand. The challenging landscape requires federal organizations to 
expand their view of privacy, in order to meet citizen expectations of privacy that go beyond 
information security. 

Privacy, with respect to personally identifiable information (PII),119 is a core value that can be 
obtained only with appropriate legislation, policies, procedures, and associated controls to ensure 
compliance with requirements. Protecting the privacy of individuals and their PII that is collected, 
used, maintained, shared, and disposed of by programs and information systems, is a fundamental 
responsibility of federal organizations. Privacy also involves each individual’s right to decide 
when and whether to share personal information, how much information to share, and the 
particular circumstances under which that information can be shared. In today’s digital world, 
effective privacy for individuals depends on the safeguards employed within the information 
systems that are processing, storing, and transmitting PII and the environments in which those 
systems operate. Organizations cannot have effective privacy without a basic foundation of 
information security. Privacy is more than security, however, and includes, for example, the 
principles of transparency, notice, and choice. 

This appendix provides a structured set of controls for protecting privacy and serves as a roadmap 
for organizations to use in identifying and implementing privacy controls concerning the entire 
life cycle of PII, whether in paper or electronic form. The controls focus on information privacy 
as a value distinct from, but highly interrelated with, information security. Privacy controls are 

119 OMB Memorandum 07-16 defines PII as information which can be used to distinguish or trace an individual’s 
identity such as their name, social security number, biometric records, etc., alone, or when combined with other 
personal or identifying information which is linked or linkable to a specific individual, such as date and place of birth, 
mother’s maiden name, etc. OMB Memorandum 10-22 further states that “the definition of PII is not anchored to any 
single category of information or technology. Rather, it requires a case-by-case assessment of the specific risk that an 
individual can be identified by examining the context of use and combination of data elements. In performing this 
assessment, it is important for agencies to recognize that non-PII can become PII, whenever additional information is 
made publicly available, in any medium and from any source that, when combined with other available information, 
could be used to identify an individual.” NIST Special Publication 800-122 also includes a definition of PII that differs 
from this appendix because it was focused on the security objective of confidentiality and not privacy in the broad 
sense. Organizational definitions of PII may vary based on the consideration of additional regulatory requirements. The 
privacy controls in this appendix apply regardless of the definition of PII by organizations. 

T 
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the administrative, technical, and physical safeguards employed within organizations to protect 
and ensure the proper handling of PII.120 Organizations may also engage in activities that do not 
involve the collection and use of PII, but may nevertheless raise privacy concerns and associated 
risk. The privacy controls are equally applicable to those activities and can be used to analyze the 
privacy risk and mitigate such risk when necessary. 

The privacy controls in this appendix are based on the Fair Information Practice Principles 
(FIPPs)121 embodied in the Privacy Act of 1974, Section 208 of the E-Government Act of 2002, 
and Office of Management and Budget (OMB) policies. The FIPPs are designed to build public 
trust in the privacy practices of organizations and to help organizations avoid tangible costs and 
intangible damages from privacy incidents. There are eight privacy control families, each aligning 
with one of the FIPPs. The privacy families can be implemented at the organization, department, 
agency, component, office, program, or information system level, under the leadership and 
oversight of the Senior Agency Official for Privacy (SAOP)/Chief Privacy Officer (CPO)122 and 
in coordination with the Chief Information Security Officer, Chief Information Officer, program 
officials, legal counsel, and others as appropriate. Table J-1 provides a summary of the privacy 
controls by family in the privacy control catalog.  

TABLE J-1:  SUMMARY OF PRIVACY CONTROLS BY FAMILY 

ID                                                   PRIVACY CONTROLS 

AP Authority and Purpose 
AP-1 Authority to Collect 
AP-2 Purpose Specification 
AR Accountability, Audit, and Risk Management 

AR-1 Governance and Privacy Program 
AR-2 Privacy Impact and Risk Assessment 
AR-3 Privacy Requirements for Contractors and Service Providers 
AR-4 Privacy Monitoring and Auditing 
AR-5 Privacy Awareness and Training 
AR-6 Privacy Reporting 
AR-7 Privacy-Enhanced System Design and Development 
AR-8 Accounting of Disclosures 

DI Data Quality and Integrity 
DI-1 Data Quality 
DI-2 Data Integrity and Data Integrity Board 
DM Data Minimization and Retention 

DM-1 Minimization of Personally Identifiable Information 
DM-2 Data Retention and Disposal 

120 In 2010, the Federal CIO Council Privacy Committee issued a framework for designing and implementing a privacy 
program entitled Best Practices: Elements of a Federal Privacy Program (Elements White Paper). The privacy controls 
in this appendix mirror a number of the elements included in the paper. Organizations can use the privacy controls and 
the guidance in the paper to develop an organization-wide privacy program or enhance an already existing program.  
121 The FIPPs are widely accepted in the United States and internationally as a general framework for privacy and are 
reflected in other federal and international laws and policies. In a number of organizations, FIPPs serve as the basis for 
analyzing privacy risks and determining appropriate mitigation strategies. The Federal Enterprise Architecture Security 
and Privacy Profile (FEA-SPP) also provided information and materials in development of the privacy controls. 
122 All federal agencies and departments designate an SAOP/CPO as the senior organizational official with the overall 
organization-wide responsibility for information privacy issues. OMB Memorandum 05-08 provides guidance for the 
designation of SAOPs/CPOs. The term SAOP/CPO as used in this appendix means an organization’s senior privacy 
leader, whose job title may vary from organization to organization. 
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ID                                                   PRIVACY CONTROLS 

DM-3 Minimization of PII Used in Testing, Training, and Research 
IP Individual Participation and Redress 

IP-1 Consent 
IP-2 Individual Access 
IP-3 Redress 
IP-4 Complaint Management 
SE Security 

SE-1 Inventory of Personally Identifiable Information 
SE-2 Privacy Incident Response 
TR Transparency 

TR-1 Privacy Notice 
TR-2 System of Records Notices and Privacy Act Statements 
TR-3 Dissemination of Privacy Program Information 
UL Use Limitation 

UL-1 Internal Use 
UL-2 Information Sharing with Third Parties 

There is a strong similarity between the structure of the privacy controls in this appendix and the 
structure of the security controls in Appendices F and G. For example, the control AR-1 
(Governance and Privacy Program) requires organizations to develop privacy plans that can be 
implemented at the organizational or program level. These plans can also be used in conjunction 
with security plans to provide an opportunity for organizations to select the appropriate set of 
security and privacy controls in accordance with organizational mission/business requirements 
and the environments in which the organizations operate. Incorporating the fundamental concepts 
associated with managing information security risk helps to ensure that the employment of 
privacy controls is carried out in a cost-effective and risk-based manner while simultaneously 
meeting compliance requirements. Standardized privacy controls and assessment procedures 
(developed to evaluate the effectiveness of the controls) will provide a more disciplined and 
structured approach for satisfying federal privacy requirements and demonstrating compliance 
with those requirements. 

In summary, the Privacy Appendix achieves several important objectives. The appendix: 

• Provides a structured set of privacy controls, based on best practices, that helps organizations 
comply with applicable federal laws, Executive Orders, directives, instructions, regulations, 
policies, standards, guidance, and organization-specific issuances; 

• Establishes a linkage and relationship between privacy and security controls for purposes of 
enforcing respective privacy and security requirements that may overlap in concept and in 
implementation within federal information systems, programs, and organizations; 

• Demonstrates the applicability of the NIST Risk Management Framework in the selection, 
implementation, assessment, and ongoing monitoring of privacy controls deployed in federal 
information systems, programs, and organizations; and 

• Promotes closer cooperation between privacy and security officials within the federal 
government to help achieve the objectives of senior leaders/executives in enforcing the 
requirements in federal privacy legislation, policies, regulations, directives, standards, and 
guidance.   
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HOW TO USE THIS APPENDIX 
The privacy controls outlined in this publication are primarily for use by an organization’s  Senior 
Agency Official for Privacy (SAOP)/Chief Privacy Officer (CPO) when working with program 
managers, mission/business owners, information owners/stewards, Chief Information Officers, 
Chief Information Security Officers, information system developers/integrators, and risk executives 
to determine how best to incorporate effective privacy protections and practices (i.e., privacy 
controls) within organizational programs and information systems and the environments in which 
they operate. The privacy controls facilitate the organization’s efforts to comply with privacy 
requirements affecting those organizational programs and/or systems that collect, use, maintain, 
share, or dispose of personally identifiable information (PII) or other activities that raise privacy 
risks. While the security controls in Appendix F are allocated to the low, moderate, and high 
baselines in Appendix D, the privacy controls are selected and implemented based on the privacy 
requirements of organizations and the need to protect the PII of individuals collected and 
maintained by organizational information systems and programs, in accordance with federal privacy 
legislation, policies, directives, regulations, guidelines, and best practices. 

Organizations analyze and apply each privacy control with respect to their distinct mission/business 
and operational needs based on their legal authorities and obligations. Implementation of the 
privacy controls may vary based upon this analysis (e.g., organizations that are defined as covered 
entities pursuant to the Health Insurance Portability and Accountability Act [HIPAA] may have 
additional requirements that are not specifically enumerated in this publication). This enables 
organizations to determine the information practices that are compliant with law and policy and 
those that may need review. It also enables organizations to tailor the privacy controls to meet their 
defined and specific needs at the organization level, mission/business process level, and information 
system level. Organizations with national security or law enforcement authorities take those 
authorities as well as privacy interests into account in determining how to apply the privacy controls 
in their operational environments. Similarly, organizations subject to the Confidential Information 
Protection and Statistical Efficiency Act (CIPSEA), implement the privacy controls consistent with 
that Act. All organizations implement the privacy controls consistent with the Privacy Act of 1974, 
5 U.S.C. § 552a, subject to any exceptions and/or exemptions. 

Privacy control enhancements described in Appendix J reflect best practices which organizations 
should strive to achieve, but are not mandatory. Organizations should decide when to apply control 
enhancements to support their particular missions/business functions. Specific overlays for privacy, 
developed in accordance with the guidance in Section 3.2 and Appendix I, can also be considered to 
facilitate the tailoring of the security control baselines in Appendix D with the requisite privacy 
controls to ensure that both security and privacy requirements can be satisfied by organizations. 
Many of the security controls in Appendix F provide the fundamental information protection for 
confidentiality, integrity, and availability within organizational information systems and the 
environments in which those systems operate—protection that is essential for strong and effective 
privacy. 

Organizations document the agreed upon privacy controls to be implemented in organizational 
programs and information systems and the environments in which they operate. At the discretion of 
the implementing organization, privacy controls may be documented in a distinct privacy plan or 
incorporated into other risk management documents (e.g., system security plans). Organizations 
also establish appropriate assessment methodologies to determine the extent to which the privacy 
controls are implemented correctly, operating as intended, and producing the desired outcome with 
respect to meeting designated privacy requirements. Organizational assessments of privacy controls 
can be conducted either by the SAOP/CPO alone or jointly with the other organizational risk 
management offices including the information security office. 
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Implementation Tip 

• Select and implement privacy controls based on the privacy requirements of organizations and 
the need to protect the personally identifiable information (PII) of individuals collected and 
maintained by systems and programs. 

• Coordinate privacy control selection and implementation with the organizational Risk Executive 
Function, mission/business owners, enterprise architects, Chief Information Officer, SAOP/CPO, 
and Chief Information Security Officer. 

• View the privacy controls in Appendix J from the same perspective as the Program 
Management controls in Appendix G—that is, the controls are implemented for each 
organizational information system irrespective of the FIPS 199 categorization for that system. 

• Select and implement the optional privacy control enhancements when there is a demonstrated 
need for additional privacy protection for individuals and PII. 

• Apply the privacy controls consistent with any specific exceptions and exemptions included in 
legislation, Executive Orders, directives, policies, and regulations (e.g., law enforcement or 
national security considerations). 
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FAMILY:  AUTHORITY AND PURPOSE 

This family ensures that organizations: (i) identify the legal bases that authorize a particular personally 
identifiable information (PII) collection or activity that impacts privacy; and (ii) specify in their notices 
the purpose(s) for which PII is collected. 

AP-1 AUTHORITY TO COLLECT 

Control:  The organization determines and documents the legal authority that permits the collection, 
use, maintenance, and sharing of personally identifiable information (PII), either generally or in 
support of a specific program or information system need. 

Supplemental Guidance:  Before collecting PII, the organization determines whether the 
contemplated collection of PII is legally authorized. Program officials consult with the Senior 
Agency Official for Privacy (SAOP)/Chief Privacy Officer (CPO) and legal counsel regarding the 
authority of any program or activity to collect PII. The authority to collect PII is documented in 
the System of Records Notice (SORN) and/or Privacy Impact Assessment (PIA) or other 
applicable documentation such as Privacy Act Statements or Computer Matching Agreements. 
Related controls: AR-2, DM-1, TR-1, TR-2. 

Control Enhancements:  None. 

References:  The Privacy Act of 1974, 5 U.S.C. § 552a (e); Section 208(c), E-Government Act of 
2002 (P.L. 107-347); OMB Circular A-130, Appendix I. 

AP-2 PURPOSE SPECIFICATION 

Control:  The organization describes the purpose(s) for which personally identifiable information 
(PII) is collected, used, maintained, and shared in its privacy notices. 

Supplemental Guidance:  Often, statutory language expressly authorizes specific collections and uses 
of PII. When statutory language is written broadly and thus subject to interpretation, organizations 
ensure, in consultation with the Senior Agency Official for Privacy (SAOP)/Chief Privacy Officer 
(CPO) and legal counsel, that there is a close nexus between the general authorization and any 
specific collection of PII. Once the specific purposes have been identified, the purposes are clearly 
described in the related privacy compliance documentation, including but not limited to Privacy 
Impact Assessments (PIAs), System of Records Notices (SORNs), and Privacy Act Statements 
provided at the time of collection (e.g., on forms organizations use to collect PII). Further, in order 
to avoid unauthorized collections or uses of PII, personnel who handle PII receive training on the 
organizational authorities for collecting PII, authorized uses of PII, and on the contents of the 
notice. Related controls: AR-2, AR-4, AR-5, DM-1, DM-2, TR-1, TR-2, UL-1, UL-2. 

Control Enhancements:  None. 

References:  The Privacy Act of 1974, 5 U.S.C. § 552a (e)(3)(A)-(B); Sections 208(b), (c), E-
Government Act of 2002 (P.L. 107-347). 
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FAMILY:  ACCOUNTABILITY, AUDIT, AND RISK MANAGEMENT 

This family enhances public confidence through effective controls for governance, monitoring, risk 
management, and assessment to demonstrate that organizations are complying with applicable privacy 
protection requirements and minimizing overall privacy risk. 

AR-1 GOVERNANCE AND PRIVACY PROGRAM 

Control:  The organization:  

a. Appoints a Senior Agency Official for Privacy (SAOP)/Chief Privacy Officer (CPO) 
accountable for developing, implementing, and maintaining an organization-wide governance 
and privacy program to ensure compliance with all applicable laws and regulations regarding 
the collection, use, maintenance, sharing, and disposal of personally identifiable information 
(PII) by programs and information systems; 

b. Monitors federal privacy laws and policy for changes that affect the privacy program; 

c. Allocates [Assignment: organization-defined allocation of budget and staffing] sufficient 
resources to implement and operate the organization-wide privacy program; 

d. Develops a strategic organizational privacy plan for implementing applicable privacy 
controls, policies, and procedures; 

e. Develops, disseminates, and implements operational privacy policies and procedures that 
govern the appropriate privacy and security controls for programs, information systems, or 
technologies involving PII; and 

f. Updates privacy plan, policies, and procedures [Assignment: organization-defined frequency, 
at least biennially]. 

Supplemental Guidance:  The development and implementation of a comprehensive governance and 
privacy program demonstrates organizational accountability for and commitment to the protection 
of individual privacy. Accountability begins with the appointment of an SAOP/CPO with the 
authority, mission, resources, and responsibility to develop and implement a multifaceted privacy 
program. The SAOP/CPO, in consultation with legal counsel, information security officials, and 
others as appropriate: (i) ensures the development, implementation, and enforcement of privacy 
policies and procedures; (ii) defines roles and responsibilities for protecting PII; (iii) determines 
the level of information sensitivity with regard to PII holdings; (iv) identifies the laws, regulations, 
and internal policies that apply to the PII; (v) monitors privacy best practices; and (vi) 
monitors/audits compliance with identified privacy controls.   

To further accountability, the SAOP/CPO develops privacy plans to document the privacy 
requirements of organizations and the privacy and security controls in place or planned for 
meeting those requirements. The plan serves as evidence of organizational privacy operations and 
supports resource requests by the SAOP/CPO. A single plan or multiple plans may be necessary 
depending upon the organizational structures, requirements, and resources, and the plan(s) may 
vary in comprehensiveness. For example, a one-page privacy plan may cover privacy policies, 
documentation, and controls already in place, such as Privacy Impact Assessments (PIA) and 
System of Records Notices (SORN). A comprehensive plan may include a baseline of privacy 
controls selected from this appendix and include: (i) processes for conducting privacy risk 
assessments; (ii) templates and guidance for completing PIAs and SORNs; (iii) privacy training 
and awareness requirements; (iv) requirements for contractors processing PII; (v) plans for 
eliminating unnecessary PII holdings; and (vi) a framework for measuring annual performance 
goals and objectives for implementing identified privacy controls.  
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Control Enhancements:  None. 

References:  The Privacy Act of 1974, 5 U.S.C. § 552a; E-Government Act of 2002 (P.L. 107-
347); Federal Information Security Management Act (FISMA) of 2002, 44 U.S.C. § 3541; OMB 
Memoranda 03-22, 05-08, 07-16; OMB Circular A-130; Federal Enterprise Architecture Security 
and Privacy Profile. 

AR-2 PRIVACY IMPACT AND RISK ASSESSMENT 

Control:  The organization:  

a. Documents and implements a privacy risk management process that assesses privacy risk to 
individuals resulting from the collection, sharing, storing, transmitting, use, and disposal of 
personally identifiable information (PII); and 

b. Conducts Privacy Impact Assessments (PIAs) for information systems, programs, or other 
activities that pose a privacy risk in accordance with applicable law, OMB policy, or any 
existing organizational policies and procedures. 

Supplemental Guidance:  Organizational privacy risk management processes operate across the life 
cycles of all mission/business processes that collect, use, maintain, share, or dispose of PII. The 
tools and processes for managing risk are specific to organizational missions and resources. They 
include, but are not limited to, the conduct of PIAs. The PIA is both a process and the document 
that is the outcome of that process. OMB Memorandum 03-22 provides guidance to organizations 
for implementing the privacy provisions of the E-Government Act of 2002, including guidance on 
when PIAs are required for information systems. Some organizations may be required by law or 
policy to extend the PIA requirement to other activities involving PII or otherwise impacting 
privacy (e.g., programs, projects, or regulations). PIAs are conducted to identify privacy risks and 
identify methods to mitigate those risks. PIAs are also conducted to ensure that programs or 
information systems comply with legal, regulatory, and policy requirements. PIAs also serve as 
notice to the public of privacy practices. PIAs are performed before developing or procuring 
information systems, or initiating programs or projects, that collect, use, maintain, or share PII and 
are updated when changes create new privacy risks. 

Control Enhancements:  None. 

References:  Section 208, E-Government Act of 2002 (P.L. 107-347); Federal Information Security 
Management Act (FISMA) of 2002, 44 U.S.C. § 3541; OMB Memoranda 03-22, 05-08, 10-23. 

AR-3 PRIVACY REQUIREMENTS FOR CONTRACTORS AND SERVICE PROVIDERS 

Control:  The organization:  

a. Establishes privacy roles, responsibilities, and access requirements for contractors and service 
providers; and 

b. Includes privacy requirements in contracts and other acquisition-related documents. 

Supplemental Guidance:  Contractors and service providers include, but are not limited to, 
information providers, information processors, and other organizations providing information 
system development, information technology services, and other outsourced 
applications. Organizations consult with legal counsel, the Senior Agency Official for Privacy 
(SAOP)/Chief Privacy Officer (CPO), and contracting officers about applicable laws, directives, 
policies, or regulations that may impact implementation of this control. Related control: AR-1, 
AR-5, SA-4. 

Control Enhancements:  None. 

References:  The Privacy Act of 1974, 5 U.S.C. § 552a(m); Federal Acquisition Regulation, 48 
C.F.R. Part 24; OMB Circular A-130. 
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AR-4 PRIVACY MONITORING AND AUDITING 

Control:  The organization monitors and audits privacy controls and internal privacy policy 
[Assignment: organization-defined frequency] to ensure effective implementation. 

Supplemental Guidance:  To promote accountability, organizations identify and address gaps in 
privacy compliance, management, operational, and technical controls by conducting regular 
assessments (e.g., internal risk assessments). These assessments can be self-assessments or third-
party audits that result in reports on compliance gaps identified in programs, projects, and 
information systems. In addition to auditing for effective implementation of all privacy controls 
identified in this appendix, organizations assess whether they: (i) implement a process to embed 
privacy considerations into the life cycle of personally identifiable information (PII), programs, 
information systems, mission/business processes, and technology; (ii) monitor for changes to 
applicable privacy laws, regulations, and policies; (iii) track programs, information systems, and 
applications that collect and maintain PII to ensure compliance; (iv) ensure that access to PII is 
only on a need-to-know basis; and (v) ensure that PII is being maintained and used only for the 
legally authorized purposes identified in the public notice(s).  

Organizations also: (i) implement technology to audit for the security, appropriate use, and loss of 
PII; (ii) perform reviews to ensure physical security of documents containing PII; (iii) assess 
contractor compliance with privacy requirements; and (iv) ensure that corrective actions identified 
as part of the assessment process are tracked and monitored until audit findings are corrected. The 
organization Senior Agency Official for Privacy (SAOP)/Chief Privacy Officer (CPO) coordinates 
monitoring and auditing efforts with information security officials and ensures that the results are 
provided to senior managers and oversight officials. Related controls: AR-6, AR-7, AU-1, AU-2, 
AU-3, AU-6, AU-12, CA-7, TR-1, UL-2. 

Control Enhancements:  None. 

References:  The Privacy Act of 1974, 5 U.S.C. § 552a; Federal Information Security Management 
Act (FISMA) of 2002, 44 U.S.C. § 3541; Section 208, E-Government Act of 2002 (P.L. 107-347); 
OMB Memoranda 03-22, 05-08, 06-16, 07-16; OMB Circular A-130. 

AR-5 PRIVACY AWARENESS AND TRAINING 

Control:  The organization:  

a. Develops, implements, and updates a comprehensive training and awareness strategy aimed at 
ensuring that personnel understand privacy responsibilities and procedures; 

b. Administers basic privacy training [Assignment: organization-defined frequency, at least 
annually] and targeted, role-based privacy training for personnel having responsibility for 
personally identifiable information (PII) or for activities that involve PII [Assignment: 
organization-defined frequency, at least annually]; and 

c. Ensures that personnel certify (manually or electronically) acceptance of responsibilities for 
privacy requirements [Assignment: organization-defined frequency, at least annually]. 

Supplemental Guidance:  Through implementation of a privacy training and awareness strategy, the 
organization promotes a culture of privacy. Privacy training and awareness programs typically 
focus on broad topics, such as responsibilities under the Privacy Act of 1974 and E-Government 
Act of 2002 and the consequences of failing to carry out those responsibilities, how to identify 
new privacy risks, how to mitigate privacy risks, and how and when to report privacy incidents. 
Privacy training may also target data collection and use requirements identified in public notices, 
such as Privacy Impact Assessments (PIAs) or System of Records Notices (SORNs) for a program 
or information system. Specific training methods may include: (i) mandatory annual privacy 
awareness training; (ii) targeted, role-based training; (iii) internal privacy program websites; (iv) 
manuals, guides, and handbooks; (v) slide presentations; (vi) events (e.g., privacy awareness week, 
privacy clean-up day); (vii) posters and brochures; and (viii) email messages to all employees and 
contractors. Organizations update training based on changing statutory, regulatory, mission, 
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program, business process, and information system requirements, or on the results of compliance 
monitoring and auditing. Where appropriate, organizations may provide privacy training as part of 
existing information security training. Related controls: AR-3, AT-2, AT-3, TR-1. 

Control Enhancements:  None. 

References:  The Privacy Act of 1974, 5 U.S.C. § 552a(e); Section 208, E-Government Act of 2002 
(P.L. 107-347); OMB Memoranda 03-22, 07-16. 

AR-6 PRIVACY REPORTING 

Control:  The organization develops, disseminates, and updates reports to the Office of 
Management and Budget (OMB), Congress, and other oversight bodies, as appropriate, to 
demonstrate accountability with specific statutory and regulatory privacy program mandates, and 
to senior management and other personnel with responsibility for monitoring privacy program 
progress and compliance. 

Supplemental Guidance:  Through internal and external privacy reporting, organizations promote 
accountability and transparency in organizational privacy operations. Reporting also helps 
organizations to determine progress in meeting privacy compliance requirements and privacy 
controls, compare performance across the federal government, identify vulnerabilities and gaps in 
policy and implementation, and identify success models. Types of privacy reports include: (i) 
annual Senior Agency Official for Privacy (SAOP) reports to OMB; (ii) reports to Congress 
required by the Implementing Regulations of the 9/11 Commission Act; and (iii) other public 
reports required by specific statutory mandates or internal policies of organizations. The 
organization Senior Agency Official for Privacy (SAOP)/Chief Privacy Officer (CPO) consults 
with legal counsel, where appropriate, to ensure that organizations meet all applicable privacy 
reporting requirements. 

Control Enhancements:  None. 

References:  The Privacy Act of 1974, 5 U.S.C. § 552a; Section 208, E-Government Act of 2002 
(P.L. 107-347); Federal Information Security Management Act (FISMA) of 2002, 44 U.S.C. § 
3541; Section 803, 9/11 Commission Act, 42 U.S.C. § 2000ee-1; Section 804, 9/11 Commission 
Act, 42 U.S.C. § 2000ee-3; Section 522, Consolidated Appropriations Act of 2005 (P.L. 108-447); 
OMB Memoranda 03-22; OMB Circular A-130. 

AR-7 PRIVACY-ENHANCED SYSTEM DESIGN AND DEVELOPMENT 

Control:  The organization designs information systems to support privacy by automating privacy 
controls. 

Supplemental Guidance:  To the extent feasible, when designing organizational information systems, 
organizations employ technologies and system capabilities that automate privacy controls on the 
collection, use, retention, and disclosure of personally identifiable information (PII). By building 
privacy controls into system design and development, organizations mitigate privacy risks to PII, 
thereby reducing the likelihood of information system breaches and other privacy-related 
incidents. Organizations also conduct periodic reviews of systems to determine the need for 
updates to maintain compliance with the Privacy Act and the organization’s privacy policy. 
Regardless of whether automated privacy controls are employed, organizations regularly monitor 
information system use and sharing of PII to ensure that the use/sharing is consistent with the 
authorized purposes identified in the Privacy Act and/or in the public notice of organizations, or in 
a manner compatible with those purposes. Related controls: AC-6, AR-4, AR-5, DM-2, TR-1. 

Control Enhancements:  None. 

References:  The Privacy Act of 1974, 5 U.S.C. § 552a(e)(10); Sections 208(b) and(c), E-
Government Act of 2002 (P.L. 107-347); OMB Memorandum 03-22. 
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AR-8 ACCOUNTING OF DISCLOSURES 

Control:  The organization:  

a. Keeps an accurate accounting of disclosures of information held in each system of records 
under its control, including: 

(1) Date, nature, and purpose of each disclosure of a record; and 

(2) Name and address of the person or agency to which the disclosure was made; 

b. Retains the accounting of disclosures for the life of the record or five years after the 
disclosure is made, whichever is longer; and 

c. Makes the accounting of disclosures available to the person named in the record upon request. 

Supplemental Guidance:  The Senior Agency Official for Privacy (SAOP)/Chief Privacy Officer 
(CPO) periodically consults with managers of organization systems of record to ensure that the 
required accountings of disclosures of records are being properly maintained and provided to 
persons named in those records consistent with the dictates of the Privacy Act. Organizations are 
not required to keep an accounting of disclosures when the disclosures are made to individuals 
with a need to know, are made pursuant to the Freedom of Information Act, or are made to a law 
enforcement agency pursuant to 5 U.S.C. § 552a(c)(3). Heads of agencies can promulgate rules to 
exempt certain systems of records from the requirement to provide the accounting of disclosures to 
individuals. Related control: IP-2.  

Control Enhancements:  None. 

References:  The Privacy Act of 1974, 5 U.S.C. § 552a (c)(1), (c)(3), (j), (k). 
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FAMILY:  DATA QUALITY AND INTEGRITY 

This family enhances public confidence that any personally identifiable information (PII) collected and 
maintained by organizations is accurate, relevant, timely, and complete for the purpose for which it is to 
be used, as specified in public notices. 

DI-1 DATA QUALITY 

Control:  The organization:  

a. Confirms to the greatest extent practicable upon collection or creation of personally 
identifiable information (PII), the accuracy, relevance, timeliness, and completeness of that 
information; 

b. Collects PII directly from the individual to the greatest extent practicable; 

c. Checks for, and corrects as necessary, any inaccurate or outdated PII used by its programs or 
systems [Assignment: organization-defined frequency]; and 

d. Issues guidelines ensuring and maximizing the quality, utility, objectivity, and integrity of 
disseminated information.   

Supplemental Guidance:  Organizations take reasonable steps to confirm the accuracy and relevance 
of PII. Such steps may include, for example, editing and validating addresses as they are collected 
or entered into information systems using automated address verification look-up application 
programming interfaces (API). The types of measures taken to protect data quality are based on 
the nature and context of the PII, how it is to be used, and how it was obtained. Measures taken to 
validate the accuracy of PII that is used to make determinations about the rights, benefits, or 
privileges of individuals under federal programs may be more comprehensive than those used to 
validate less sensitive PII. Additional steps may be necessary to validate PII that is obtained from 
sources other than individuals or the authorized representatives of individuals. 

When PII is of a sufficiently sensitive nature (e.g., when it is used for annual reconfirmation of a 
taxpayer’s income for a recurring benefit), organizations incorporate mechanisms into information 
systems and develop corresponding procedures for how frequently, and by what method, the 
information is to be updated. Related controls: AP-2, DI-2, DM-1, IP-3, SI-10. 

Control Enhancements: 

(1) DATA QUALITY | VALIDATE PII  
The organization requests that the individual or individual’s authorized representative validate PII 
during the collection process. 

(2) DATA QUALITY | RE-VALIDATE PII  
The organization requests that the individual or individual’s authorized representative revalidate 
that PII collected is still accurate [Assignment: organization-defined frequency]. 

References:   The Privacy Act of 1974, 5 U.S.C. § 552a (c) and (e); Treasury and General 
Government Appropriations Act for Fiscal Year 2001 (P.L. 106-554), app C § 515, 114 Stat. 
2763A-153-4; Paperwork Reduction Act, 44 U.S.C. § 3501; OMB Guidelines for Ensuring and 
Maximizing the Quality, Objectivity, Utility, and Integrity of Information Disseminated by 
Federal Agencies (October 2001); OMB Memorandum 07-16. 

DI-2 DATA INTEGRITY AND DATA INTEGRITY BOARD 

Control:  The organization:  

a. Documents processes to ensure the integrity of personally identifiable information (PII) 
through existing security controls; and 
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b. Establishes a Data Integrity Board when appropriate to oversee organizational Computer 
Matching Agreements123 and to ensure that those agreements comply with the computer 
matching provisions of the Privacy Act. 

Supplemental Guidance:  Organizations conducting or participating in Computer Matching 
Agreements with other organizations regarding applicants for and recipients of financial assistance 
or payments under federal benefit programs or regarding certain computerized comparisons 
involving federal personnel or payroll records establish a Data Integrity Board to oversee and 
coordinate their implementation of such matching agreements. In many organizations, the Data 
Integrity Board is led by the Senior Agency Official for Privacy (SAOP)/Chief Privacy Officer 
(CPO). The Data Integrity Board ensures that controls are in place to maintain both the quality and 
the integrity of data shared under Computer Matching Agreements. Related controls: AC-1, AC-3, 
AC-4, AC-6, AC-17, AC-22, AU-2, AU-3, AU-6, AU-10, AU-11, DI-1, SC-8, SC-28, UL-2. 

Control Enhancements: 

(1) DATA INTEGRITY AND DATA INTEGRITY BOARD | PUBLISH AGREEMENTS ON WEBSITE  
The organization publishes Computer Matching Agreements on its public website. 

References:  The Privacy Act of 1974, 5 U.S.C. §§ 552a (a)(8)(A), (o), (p), (u); OMB Circular A-
130, Appendix I. 

  

123 Organizations enter into Computer Matching Agreements in connection with computer matching programs to which 
they are a party. With certain exceptions, a computer matching program is any computerized comparison of two or 
more automated systems of records or a system of records with nonfederal records for the purpose of establishing or 
verifying the eligibility of, or continuing compliance with, statutory and regulatory requirements by, applicants for, 
recipients or beneficiaries of, participants in, or providers of services with respect to cash or in-kind assistance or 
payments under federal benefit programs or computerized comparisons of two or more automated federal personnel or 
payroll systems of records or a system of federal personnel or payroll records with nonfederal records. See Computer 
Matching and Privacy Protection Act of 1988, 5 U.S.C. § 552a (a)(8)(A). 
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FAMILY:  DATA MINIMIZATION AND RETENTION 

This family helps organizations implement the data minimization and retention requirements to collect, 
use, and retain only personally identifiable information (PII) that is relevant and necessary for the 
purpose for which it was originally collected. Organizations retain PII for only as long as necessary to 
fulfill the purpose(s) specified in public notices and in accordance with a National Archives and Records 
Administration (NARA)-approved record retention schedule. 

DM-1 MINIMIZATION OF PERSONALLY IDENTIFIABLE INFORMATION 

Control:  The organization:  

a. Identifies the minimum personally identifiable information (PII) elements that are relevant 
and necessary to accomplish the legally authorized purpose of collection; 

b. Limits the collection and retention of PII to the minimum elements identified for the purposes 
described in the notice and for which the individual has provided consent; and  

c. Conducts an initial evaluation of PII holdings and establishes and follows a schedule for 
regularly reviewing those holdings [Assignment: organization-defined frequency, at least 
annually] to ensure that only PII identified in the notice is collected and retained, and that the 
PII continues to be necessary to accomplish the legally authorized purpose. 

Supplemental Guidance:  Organizations take appropriate steps to ensure that the collection of PII is 
consistent with a purpose authorized by law or regulation. The minimum set of PII elements 
required to support a specific organization business process may be a subset of the PII the 
organization is authorized to collect. Program officials consult with the Senior Agency Official for 
Privacy (SAOP)/Chief Privacy Officer (CPO) and legal counsel to identify the minimum PII 
elements required by the information system or activity to accomplish the legally authorized 
purpose. 

Organizations can further reduce their privacy and security risks by also reducing their inventory 
of PII, where appropriate. OMB Memorandum 07-16 requires organizations to conduct both an 
initial review and subsequent reviews of their holdings of all PII and ensure, to the maximum 
extent practicable, that such holdings are accurate, relevant, timely, and complete. Organizations 
are also directed by OMB to reduce their holdings to the minimum necessary for the proper 
performance of a documented organizational business purpose. OMB Memorandum 07-16 
requires organizations to develop and publicize, either through a notice in the Federal Register or 
on their websites, a schedule for periodic reviews of their holdings to supplement the initial 
review. Organizations coordinate with their federal records officers to ensure that reductions in 
organizational holdings of PII are consistent with NARA retention schedules. 

By performing periodic evaluations, organizations reduce risk, ensure that they are collecting only 
the data specified in the notice, and ensure that the data collected is still relevant and necessary for 
the purpose(s) specified in the notice. Related controls: AP-1, AP-2, AR-4, IP-1, SE-1, SI-12, TR-
1. 

Control Enhancements: 

(1) MINIMIZATION OF PERSONALLY IDENTIFIABLE INFORMATION | LOCATE / REMOVE / REDACT / ANONYMIZE PII  
The organization, where feasible and within the limits of technology, locates and removes/redacts 
specified PII and/or uses anonymization and de-identification techniques to permit use of the 
retained information while reducing its sensitivity and reducing the risk resulting from disclosure. 

Supplemental Guidance:  NIST Special Publication 800-122 provides guidance on 
anonymization. 

References:  The Privacy Act of 1974, 5 U.S.C. §552a (e); Section 208(b), E-Government Act of 
2002 (P.L. 107-347); OMB Memoranda 03-22, 07-16. 
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DM-2 DATA RETENTION AND DISPOSAL 

Control:  The organization:  

a. Retains each collection of personally identifiable information (PII) for [Assignment: 
organization-defined time period] to fulfill the purpose(s) identified in the notice or as 
required by law; 

b. Disposes of, destroys, erases, and/or anonymizes the PII, regardless of the method of storage, 
in accordance with a NARA-approved record retention schedule and in a manner that prevents 
loss, theft, misuse, or unauthorized access; and 

c. Uses [Assignment: organization-defined techniques or methods] to ensure secure deletion or 
destruction of PII (including originals, copies, and archived records).   

Supplemental Guidance:  NARA provides retention schedules that govern the disposition of federal 
records. Program officials coordinate with records officers and with NARA to identify appropriate 
retention periods and disposal methods. NARA may require organizations to retain PII longer than 
is operationally needed. In those situations, organizations describe such requirements in the notice. 
Methods of storage include, for example, electronic, optical media, or paper. 

Examples of ways organizations may reduce holdings include reducing the types of PII held (e.g., 
delete Social Security numbers if their use is no longer needed) or shortening the retention period 
for PII that is maintained if it is no longer necessary to keep PII for long periods of time (this 
effort is undertaken in consultation with an organization’s records officer to receive NARA 
approval). In both examples, organizations provide notice (e.g., an updated System of Records 
Notice) to inform the public of any changes in holdings of PII. 

Certain read-only archiving techniques, such as DVDs, CDs, microfilm, or microfiche, may not 
permit the removal of individual records without the destruction of the entire database contained 
on such media. Related controls: AR-4, AU-11, DM-1, MP-1, MP-2, MP-3, MP-4, MP-5, MP-6, 
MP-7, MP-8, SI-12, TR-1. 

Control Enhancements: 

(1) DATA RETENTION AND DISPOSAL | SYSTEM CONFIGURATION  
The organization, where feasible, configures its information systems to record the date PII is 
collected, created, or updated and when PII is to be deleted or archived under an approved record 
retention schedule. 

References:  The Privacy Act of 1974, 5 U.S.C. § 552a (e)(1), (c)(2); Section 208 (e), E-
Government Act of 2002 (P.L. 107-347); 44 U.S.C. Chapters 29, 31, 33; OMB Memorandum 07-
16; OMB Circular A-130; NIST Special Publication 800-88. 

DM-3 MINIMIZATION OF PII USED IN TESTING, TRAINING, AND RESEARCH 

Control:  The organization:  

a. Develops policies and procedures that minimize the use of personally identifiable information 
(PII) for testing, training, and research; and 

b. Implements controls to protect PII used for testing, training, and research. 

Supplemental Guidance:  Organizations often use PII for testing new applications or information 
systems prior to deployment. Organizations also use PII for research purposes and for training. 
The use of PII in testing, research, and training increases risk of unauthorized disclosure or misuse 
of the information. If PII must be used, organizations take measures to minimize any associated 
risks and to authorize the use of and limit the amount of PII for these purposes. Organizations 
consult with the SAOP/CPO and legal counsel to ensure that the use of PII in testing, training, and 
research is compatible with the original purpose for which it was collected.    
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Control Enhancements: 

(1) MINIMIZATION OF PII USED IN TESTING, TRAINING, AND RESEARCH | RISK MINIMIZATION TECHNIQUES  
The organization, where feasible, uses techniques to minimize the risk to privacy of using PII for 
research, testing, or training. 

Supplemental Guidance:  Organizations can minimize risk to privacy of PII by using techniques 
such as de-identification. 

References: NIST Special Publication 800-122. 
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FAMILY:  INDIVIDUAL PARTICIPATION AND REDRESS 

This family addresses the need to make individuals active participants in the decision-making process 
regarding the collection and use of their personally identifiable information (PII). By providing 
individuals with access to PII and the ability to have their PII corrected or amended, as appropriate, the 
controls in this family enhance public confidence in organizational decisions made based on the PII. 

IP-1 CONSENT 

Control:  The organization:  

a. Provides means, where feasible and appropriate, for individuals to authorize the collection, 
use, maintaining, and sharing of personally identifiable information (PII) prior to its 
collection; 

b. Provides appropriate means for individuals to understand the consequences of decisions to 
approve or decline the authorization of the collection, use, dissemination, and retention of PII; 

c. Obtains consent, where feasible and appropriate, from individuals prior to any new uses or 
disclosure of previously collected PII; and 

d. Ensures that individuals are aware of and, where feasible, consent to all uses of PII not 
initially described in the public notice that was in effect at the time the organization collected 
the PII. 

Supplemental Guidance:  Consent is fundamental to the participation of individuals in the decision-
making process regarding the collection and use of their PII and the use of technologies that may 
increase risk to personal privacy. To obtain consent, organizations provide individuals appropriate 
notice of the purposes of the PII collection or technology use and a means for individuals to 
consent to the activity. Organizations tailor the public notice and consent mechanisms to meet 
operational needs. Organizations achieve awareness and consent, for example, through updated 
public notices. 

Organizations may obtain consent through opt-in, opt-out, or implied consent. Opt-in consent is 
the preferred method, but it is not always feasible. Opt-in requires that individuals take affirmative 
action to allow organizations to collect or use PII. For example, opt-in consent may require an 
individual to click a radio button on a website, or sign a document providing consent. In contrast, 
opt-out requires individuals to take action to prevent the new or continued collection or use of 
such PII. For example, the Federal Trade Commission’s Do-Not-Call Registry allows individuals 
to opt-out of receiving unsolicited telemarketing calls by requesting to be added to a list. Implied 
consent is the least preferred method and should be used in limited circumstances. Implied consent 
occurs where individuals’ behavior or failure to object indicates agreement with the collection or 
use of PII (e.g., by entering and remaining in a building where notice has been posted that security 
cameras are in use, the individual implies consent to the video recording). Depending upon the 
nature of the program or information system, it may be appropriate to allow individuals to limit 
the types of PII they provide and subsequent uses of that PII. Organizational consent mechanisms 
include a discussion of the consequences to individuals of failure to provide PII. Consequences 
can vary from organization to organization. Related controls: AC-2, AP-1, TR-1, TR-2. 

Control Enhancements: 

(1) CONSENT | MECHANISMS SUPPORTING ITEMIZED OR TIERED CONSENT  
The organization implements mechanisms to support itemized or tiered consent for specific uses 
of data. 
Supplemental Guidance:  Organizations can provide, for example, individuals’ itemized choices 
as to whether they wish to be contacted for any of a variety of purposes. In this situation, 
organizations construct consent mechanisms to ensure that organizational operations comply 
with individual choices.   
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References:  The Privacy Act of 1974, 5 U.S.C. § 552a (b), (e)(3); Section 208(c), E-Government 
Act of 2002 (P.L. 107-347); OMB Memoranda 03-22, 10-22. 

IP-2 INDIVIDUAL ACCESS 

Control:  The organization:  

a. Provides individuals the ability to have access to their personally identifiable information 
(PII) maintained in its system(s) of records; 

b. Publishes rules and regulations governing how individuals may request access to records 
maintained in a Privacy Act system of records; 

c. Publishes access procedures in System of Records Notices (SORNs); and 

d. Adheres to Privacy Act requirements and OMB policies and guidance for the proper 
processing of Privacy Act requests. 

Supplemental Guidance:  Access affords individuals the ability to review PII about them held within 
organizational systems of records. Access includes timely, simplified, and inexpensive access to 
data. Organizational processes for allowing access to records may differ based on resources, legal 
requirements, or other factors. The organization Senior Agency Official for Privacy (SAOP)/Chief 
Privacy Officer (CPO) is responsible for the content of Privacy Act regulations and record request 
processing, in consultation with legal counsel. Access to certain types of records may not be 
appropriate, however, and heads of agencies may promulgate rules exempting particular systems 
from the access provision of the Privacy Act. In addition, individuals are not entitled to access to 
information compiled in reasonable anticipation of a civil action or proceeding. Related controls: 
AR-8, IP-3, TR-1, TR-2. 

Control Enhancements:  None. 

References:  The Privacy Act of 1974, 5 U.S.C. §§ 552a (c)(3), (d)(5), (e) (4); (j), (k), (t); OMB 
Circular A-130. 

IP-3 REDRESS 

Control:  The organization:  

a. Provides a process for individuals to have inaccurate personally identifiable information (PII) 
maintained by the organization corrected or amended, as appropriate; and 

b. Establishes a process for disseminating corrections or amendments of the PII to other 
authorized users of the PII, such as external information-sharing partners and, where feasible 
and appropriate, notifies affected individuals that their information has been corrected or 
amended. 

Supplemental Guidance:  Redress supports the ability of individuals to ensure the accuracy of PII 
held by organizations. Effective redress processes demonstrate organizational commitment to data 
quality especially in those business functions where inaccurate data may result in inappropriate 
decisions or denial of benefits and services to individuals. Organizations use discretion in 
determining if records are to be corrected or amended, based on the scope of redress requests, the 
changes sought, and the impact of the changes. Individuals may appeal an adverse decision and 
have incorrect information amended, where appropriate. 

To provide effective redress, organizations: (i) provide effective notice of the existence of a PII 
collection; (ii) provide plain language explanations of the processes and mechanisms for 
requesting access to records; (iii) establish criteria for submitting requests for correction or 
amendment; (iv) implement resources to analyze and adjudicate requests; (v) implement means of 
correcting or amending data collections; and (vi) review any decisions that may have been the 
result of inaccurate information. 
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Organizational redress processes provide responses to individuals of decisions to deny requests for 
correction or amendment, including the reasons for those decisions, a means to record individual 
objections to the organizational decisions, and a means of requesting organizational reviews of the 
initial determinations. Where PII is corrected or amended, organizations take steps to ensure that 
all authorized recipients of that PII are informed of the corrected or amended information. In 
instances where redress involves information obtained from other organizations, redress processes 
include coordination with organizations that originally collected the information. Related controls: 
IP-2, TR-1, TR-2, UL-2. 

Control Enhancements:  None. 

References:  The Privacy Act of 1974, 5 U.S.C. § 552a (d), (c)(4); OMB Circular A-130. 

IP-4 COMPLAINT MANAGEMENT 

Control:  The organization implements a process for receiving and responding to complaints, 
concerns, or questions from individuals about the organizational privacy practices. 

Supplemental Guidance:  Complaints, concerns, and questions from individuals can serve as a 
valuable source of external input that ultimately improves operational models, uses of technology, 
data collection practices, and privacy and security safeguards. Organizations provide complaint 
mechanisms that are readily accessible by the public, include all information necessary for 
successfully filing complaints (including contact information for the Senior Agency Official for 
Privacy (SAOP)/Chief Privacy Officer (CPO) or other official designated to receive complaints), 
and are easy to use. Organizational complaint management processes include tracking mechanisms 
to ensure that all complaints received are reviewed and appropriately addressed in a timely 
manner. Related controls: AR-6, IP-3. 

Control Enhancements: 

(1) COMPLAINT MANAGEMENT | RESPONSE TIMES  
The organization responds to complaints, concerns, or questions from individuals within 
[Assignment: organization-defined time period]. 

References:  OMB Circular A-130; OMB Memoranda 07-16, 08-09. 
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FAMILY:  SECURITY 

This family supplements the security controls in Appendix F to ensure that technical, physical, and 
administrative safeguards are in place to protect personally identifiable information (PII) collected or 
maintained by organizations against loss, unauthorized access, or disclosure, and to ensure that planning 
and responses to privacy incidents comply with OMB policies and guidance. The controls in this family 
are implemented in coordination with information security personnel and in accordance with the existing 
NIST Risk Management Framework. 

SE-1 INVENTORY OF PERSONALLY IDENTIFIABLE INFORMATION 

Control:  The organization:  

a. Establishes, maintains, and updates [Assignment: organization-defined frequency] an 
inventory that contains a listing of all programs and information systems identified as 
collecting, using, maintaining, or sharing personally identifiable information (PII); and 

b. Provides each update of the PII inventory to the CIO or information security official 
[Assignment: organization-defined frequency] to support the establishment of information 
security requirements for all new or modified information systems containing PII. 

Supplemental Guidance:  The PII inventory enables organizations to implement effective 
administrative, technical, and physical security policies and procedures to protect PII consistent 
with Appendix F, and to mitigate risks of PII exposure. As one method of gathering information 
for their PII inventories, organizations may extract the following information elements from 
Privacy Impact Assessments (PIA) for information systems containing PII: (i) the name and 
acronym for each system identified; (ii) the types of PII contained in that system; (iii) 
classification of level of sensitivity of all types of PII, as combined in that information system; and 
(iv) classification of level of potential risk of substantial harm, embarrassment, inconvenience, or 
unfairness to affected individuals, as well as the financial or reputational risks to organizations, if 
PII is exposed. Organizations take due care in updating the inventories by identifying linkable data 
that could create PII. Related controls: AR-1, AR-4, AR-5, AT-1, DM-1, PM-5, UL-3. 

Control Enhancements:  None. 

References:  The Privacy Act of 1974, 5 U.S.C. § 552a (e) (10); Section 208(b)(2), E-Government 
Act of 2002 (P.L. 107-347); OMB Memorandum 03-22; OMB Circular A-130, Appendix I; FIPS 
Publication 199; NIST Special Publications 800-37, 800-122. 

SE-2 PRIVACY INCIDENT RESPONSE 

Control:  The organization:  

a. Develops and implements a Privacy Incident Response Plan; and 

b. Provides an organized and effective response to privacy incidents in accordance with the 
organizational Privacy Incident Response Plan.  

Supplemental Guidance:  In contrast to the Incident Response (IR) family in Appendix F, which 
concerns a broader range of incidents affecting information security, this control uses the term 
Privacy Incident to describe only those incidents that relate to personally identifiable information 
(PII). The organization Privacy Incident Response Plan is developed under the leadership of the 
SAOP/CPO. The plan includes: (i) the establishment of a cross-functional Privacy Incident 
Response Team that reviews, approves, and participates in the execution of the Privacy Incident 
Response Plan; (ii) a process to determine whether  notice to oversight organizations or affected 
individuals is appropriate and to provide that notice accordingly; (iii) a privacy risk assessment 
process to determine the extent of harm, embarrassment, inconvenience, or unfairness to affected 
individuals and, where appropriate, to take steps to mitigate any such risks; (iv) internal 
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procedures to ensure prompt reporting by employees and contractors of any privacy incident to 
information security officials and the Senior Agency Official for Privacy (SAOP)/Chief Privacy 
Officer (CPO), consistent with organizational incident management structures; and (v) internal 
procedures for reporting noncompliance with organizational privacy policy by employees or 
contractors to appropriate management or oversight officials. Some organizations may be required 
by law or policy to provide notice to oversight organizations in the event of a breach. 
Organizations may also choose to integrate Privacy Incident Response Plans with Security 
Incident Response Plans, or keep the plans separate. Related controls: AR-1, AR-4, AR-5, AR-6, 
AU-1 through 14, IR-1 through IR-8, RA-1. 

Control Enhancements:  None. 

References:  The Privacy Act of 1974, 5 U.S.C. § 552a (e), (i)(1), and (m); Federal Information 
Security Management Act (FISMA) of 2002, 44 U.S.C. § 3541; OMB Memoranda 06-19, 07-16; 
NIST Special Publication 800-37. 
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FAMILY:  TRANSPARENCY 

This family ensures that organizations provide public notice of their information practices and the 
privacy impact of their programs and activities. 

TR-1 PRIVACY NOTICE 

Control:  The organization:  

a. Provides effective notice to the public and to individuals regarding: (i) its activities that 
impact privacy, including its collection, use, sharing, safeguarding, maintenance, and disposal 
of personally identifiable information (PII); (ii) authority for collecting PII; (iii) the choices, if 
any, individuals may have regarding how the organization uses PII and the consequences of 
exercising or not exercising those choices; and (iv) the ability to access and have PII amended 
or corrected if necessary; 

b. Describes: (i) the PII the organization collects and the purpose(s) for which it collects that 
information; (ii) how the organization uses PII internally; (iii) whether the organization shares 
PII with external entities, the categories of those entities, and the purposes for such sharing; 
(iv) whether individuals have the ability to consent to specific uses or sharing of PII and how 
to exercise any such consent; (v) how individuals may obtain access to PII; and (vi) how the 
PII will be protected; and 

c. Revises its public notices to reflect changes in practice or policy that affect PII or changes in 
its activities that impact privacy, before or as soon as practicable after the change. 

Supplemental Guidance: Effective notice, by virtue of its clarity, readability, and comprehensiveness, 
enables individuals to understand how an organization uses PII generally and, where appropriate, 
to make an informed decision prior to providing PII to an organization. Effective notice also 
demonstrates the privacy considerations that the organization has addressed in implementing its 
information practices. The organization may provide general public notice through a variety of 
means, as required by law or policy, including System of Records Notices (SORNs), Privacy 
Impact Assessments (PIAs), or in a website privacy policy. As required by the Privacy Act, the 
organization also provides direct notice to individuals via Privacy Act Statements on the paper and 
electronic forms it uses to collect PII, or on separate forms that can be retained by the individuals. 

The organization Senior Agency Official for Privacy (SAOP)/Chief Privacy Officer (CPO) is 
responsible for the content of the organization’s public notices, in consultation with legal counsel 
and relevant program managers. The public notice requirement in this control is satisfied by an 
organization’s compliance with the public notice provisions of the Privacy Act, the E-Government 
Act’s PIA requirement, with OMB guidance related to federal agency privacy notices, and, where 
applicable, with policy pertaining to participation in the Information Sharing Environment 
(ISE).124 Changing PII practice or policy without prior notice is disfavored and should only be 
undertaken in consultation with the SAOP/CPO and counsel. Related controls: AP-1, AP-2, AR-1, 
AR-2, IP-1, IP-2, IP-3, UL-1, UL-2. 

Control Enhancements: 

(1) PRIVACY NOTICE | REAL-TIME OR LAYERED NOTICE  
The organization provides real-time and/or layered notice when it collects PII. 

Supplemental Guidance:  Real-time notice is defined as notice at the point of collection. A 
layered notice approach involves providing individuals with a summary of key points in the 
organization’s privacy policy. A second notice provides more detailed/specific information. 

124 The Information Sharing Environment is an approach that facilitates the sharing of terrorism and homeland security 
information. The ISE was established by the Intelligence Reform and Terrorism Prevention Act of 2004, Public Law 
108-458, 118 Stat. 3638. See the ISE website at: http://www.ise.gov.  
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References:  The Privacy Act of 1974, 5 U.S.C. § 552a (e)(3), (e)(4); Section 208(b), E-
Government Act of 2002 (P.L. 107-347); OMB Memoranda 03-22, 07-16, 10-22, 10-23; ISE 
Privacy Guidelines. 

TR-2 SYSTEM OF RECORDS NOTICES AND PRIVACY ACT STATEMENTS 

Control:  The organization:  

a. Publishes System of Records Notices (SORNs) in the Federal Register, subject to required 
oversight processes, for systems containing personally identifiable information (PII); 

b. Keeps SORNs current; and 

c. Includes Privacy Act Statements on its forms that collect PII, or on separate forms that can be 
retained by individuals, to provide additional formal notice to individuals from whom the 
information is being collected. 

Supplemental Guidance:  Organizations issue SORNs to provide the public notice regarding PII 
collected in a system of records, which the Privacy Act defines as “a group of any records under 
the control of any agency from which information is retrieved by the name of an individual or by 
some identifying number, symbol, or other identifier.” SORNs explain how the information is 
used, retained, and may be corrected, and whether certain portions of the system are subject to 
Privacy Act exemptions for law enforcement or national security reasons. Privacy Act Statements 
provide notice of: (i) the authority of organizations to collect PII; (ii) whether providing PII is 
mandatory or optional; (iii) the principal purpose(s) for which the PII is to be used; (iv) the 
intended disclosures (routine uses) of the information; and (v) the consequences of not providing 
all or some portion of the information requested. When information is collected verbally, 
organizations read a Privacy Act Statement prior to initiating the collection of PII (for example, 
when conducting telephone interviews or surveys). Related control: DI-2. 

Control Enhancements: 

(1) SYSTEM OF RECORDS NOTICES AND PRIVACY ACT STATEMENTS | PUBLIC WEBSITE PUBLICATION  
The organization publishes SORNs on its public website. 

References:  The Privacy Act of 1974, 5 U.S.C. § 552a (e)(3); OMB Circular A-130. 

TR-3 DISSEMINATION OF PRIVACY PROGRAM INFORMATION 

Control:  The organization:  

a. Ensures that the public has access to information about its privacy activities and is able to 
communicate with its Senior Agency Official for Privacy (SAOP)/Chief Privacy Officer 
(CPO); and 

b. Ensures that its privacy practices are publicly available through organizational websites or 
otherwise. 

Supplemental Guidance:  Organizations employ different mechanisms for informing the public about 
their privacy practices including, but not limited to, Privacy Impact Assessments (PIAs), System 
of Records Notices (SORNs), privacy reports, publicly available web pages, email distributions, 
blogs, and periodic publications (e.g., quarterly newsletters). Organizations also employ publicly 
facing email addresses and/or phone lines that enable the public to provide feedback and/or direct 
questions to privacy offices regarding privacy practices. Related control: AR-6. 

Control Enhancements:  None. 

References:  The Privacy Act of 1974, 5 U.S.C. § 552a; Section 208, E-Government Act of 2002 
(P.L. 107-347); OMB Memoranda 03-22, 10-23. 
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FAMILY:  USE LIMITATION 

This family ensures that organizations only use personally identifiable information (PII) either as 
specified in their public notices, in a manner compatible with those specified purposes, or as otherwise 
permitted by law. Implementation of the controls in this family will ensure that the scope of PII use is 
limited accordingly. 

UL-1 INTERNAL USE 

Control:  The organization uses personally identifiable information (PII) internally only for the 
authorized purpose(s) identified in the Privacy Act and/or in public notices. 

Supplemental Guidance:  Organizations take steps to ensure that they use PII only for legally 
authorized purposes and in a manner compatible with uses identified in the Privacy Act and/or in 
public notices. These steps include monitoring and auditing organizational use of PII and training 
organizational personnel on the authorized uses of PII. With guidance from the Senior Agency 
Official for Privacy (SAOP)/Chief Privacy Officer (CPO) and where appropriate, legal counsel, 
organizations document processes and procedures for evaluating any proposed new uses of PII to 
assess whether they fall within the scope of the organizational authorities. Where appropriate, 
organizations obtain consent from individuals for the new use(s) of PII. Related controls: AP-2, 
AR-2, AR-3, AR-4, AR-5, IP-1, TR-1, TR-2. 

Control Enhancements:  None. 

References:  The Privacy Act of 1974, 5 U.S.C. § 552a (b)(1). 

UL-2 INFORMATION SHARING WITH THIRD PARTIES 

Control:  The organization:  

a. Shares personally identifiable information (PII) externally, only for the authorized purposes 
identified in the Privacy Act and/or described in its notice(s) or for a purpose that is 
compatible with those purposes; 

b. Where appropriate, enters into Memoranda of Understanding, Memoranda of Agreement, 
Letters of Intent, Computer Matching Agreements, or similar agreements, with third parties 
that specifically describe the PII covered and specifically enumerate the purposes for which 
the PII may be used; 

c. Monitors, audits, and trains its staff on the authorized sharing of PII with third parties and on 
the consequences of unauthorized use or sharing of PII; and 

d. Evaluates any proposed new instances of sharing PII with third parties to assess whether the 
sharing is authorized and whether additional or new public notice is required. 

Supplemental Guidance:  The organization Senior Agency Official for Privacy (SAOP)/Chief 
Privacy Officer (CPO) and, where appropriate, legal counsel review and approve any proposed 
external sharing of PII, including with other public, international, or private sector entities, for 
consistency with uses described in the existing organizational public notice(s). When a proposed 
new instance of external sharing of PII is not currently authorized by the Privacy Act and/or 
specified in a notice, organizations evaluate whether the proposed external sharing is compatible 
with the purpose(s) specified in the notice. If the proposed sharing is compatible, organizations 
review, update, and republish their Privacy Impact Assessments (PIAs), System of Records 
Notices (SORNs), website privacy policies, and other public notices, if any, to include specific 
descriptions of the new uses(s) and obtain consent where appropriate and feasible. Information-
sharing agreements also include security protections consistent with the sensitivity of the 
information being shared. Related controls: AR-3, AR-4, AR-5, AR-8, AP-2, DI-1, DI-2, IP-1, 
TR-1. 
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Control Enhancements:  None. 

References:  The Privacy Act of 1974, 5 U.S.C. § 552a (a)(7), (b), (c), (e)(3)(C), (o); ISE Privacy 
Guidelines. 
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Executive Summary 

he National Archives and Records Administration (NARA) is committed to maintaining a diverse 
workforce at all levels.  Having a diverse workforce contributes directly to the achievement of 
NARA’s mission by bringing a wide variety of perspectives and approaches to our work.  
Moreover, we recognize diversity as a catalyst for new ideas and innovation, helping us to solve 

not only the problems of today but also the challenges of tomorrow.  

This Federal Equal Opportunity Recruitment Program (FEORP) Plan is our roadmap for how to recruit 
and retain a highly qualified diverse workforce.  It outlines the basic policy, legal authority, and 
responsibility for NARA’s FEORP Plan; provides data on our workforce and how it compares to both the 
Federal Civilian Workforce (FCW) and the Relevant Civilian Labor Force (RCLF); and identifies specific 
actions that NARA will undertake in the coming years to address areas where underrepresentation of 
women and minorities exist in our workforce.  

As shown in Figure 1 below, representation for some groups – specifically, women and Blacks - compare 
favorably to both the FCW and the RCLF.  However, with the exception of these two groups, all others 
are underrepresented at NARA when compared to the FCW.  In particular, Hispanics are significantly 
underrepresented in NARA, comprising just 1.6 percent of the workforce as compared to the 7.7 percent 
of the FCW and 10.7 percent of the RCLF.  Representation rates for Asian/Pacific Islanders and Native 
Americans are also below those in both the RCLF and the FCW.  

Figure 1 
NARA vs. Federal and Relevant Civilian Labor Workforce1 

1 NARA data provided by NARA’s Performance Measurement and Reporting System (PMRS); covers full-time permanent employees as of  
October 27, 2011 
Federal Civilian Workforce (FCW.); covers full and part-time permanent employees, data sourced from Fedscope, June 2011, Nationwide 
Relevant Civilian Labor Workforce (RCLF); covers full and part-time permanent employees, data sourced from Census EEO Tool, Nationwide 
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Relative to NARA’s supervisory/non-supervisory and executive level workforce, minorities and women 
are most underrepresented within the supervisory and executive level positions.  While minorities 
comprise 32 percent of our non-supervisory workforce, they comprise only 18 percent of supervisory 
positions and 6 percent of executive positions.  Likewise, while women comprise 53 percent of our non-
supervisory workforce, they comprise only 45 percent of supervisory positions and 23 percent of 
executive positions. 

To address these challenges, NARA has identified three multi-year strategic goals that together form the 
foundation of our FEORP.  These goals are: 

Ensure that FEORP goals are aligned with NARA’s Strategic Plan and Strategic Human Capital 
Plan and integrated with workforce planning efforts; 
Expand the pipeline of women and minorities available for employment with NARA; and 
Enhance staff development opportunities that prepare staff for upper level positions. 

In support of these goals, we have identified 14 specific strategies that NARA will undertake in Fiscal 
Year 2012 to enhance the representation of women and minorities at all levels.  Our strategies focus on 
expanding partnerships with minority-serving universities, education associations, and professional 
organizations; attending and networking at minority conferences and job fairs; encouraging the use of 
developmental assignments that provide on-the-job training opportunities for women and minorities; and 
ensuring that our FEORP goals and strategies are fully aligned with NARA’s Strategic Human Capital 
Plan and, by extension, NARA’s Strategic Plan. 

Progress against these goals and strategies will be assessed each year as part of our human capital 
accountability efforts and the U.S. Office of Personnel Management’s (OPM) annual FEORP and Federal 
Hispanic Employment Plan (HEP) reporting requirements.  In addition, this plan will be revised each year 
to reflect NARA’s latest workforce demographics and updated strategies for addressing 
underrepresentation at NARA. 

• 

• 
• 
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Introduction 
 
 

he National Archives and Records Administration is our national record keeper.  An independent 
agency created by statute in 1934, NARA safeguards the records of all three branches of the 
Federal Government.   
 

Our job is to ensure continuing access to essential documentation and, in doing so, we serve a broad 
spectrum of American society.  Genealogists and family historians; veterans and their authorized 
representatives; academics, scholars, historians, business and occupational researchers; publication and 
broadcast journalists; Congress, the Courts, the White House, and other public officials; Federal 
Government agencies and the individuals they serve; state and local government personnel; professional 
organizations and their members; students and teachers; and the general public – all seek answers from 
the records we preserve. 
    
 

 Mission 
The National Archives and Records Administration serves American democracy by safeguarding 
and preserving the records of our Government, ensuring that the people can discover, use, and 
learn from this documentary heritage. We ensure continuing access to the essential 
documentation of the rights of American citizens and the actions of their government. We 
support democracy, promote civic education, and facilitate historical understanding of our 
national experience. 

 
Vision  

As the nation’s record keeper, it is our vision that all Americans will understand the vital role 
records play in a democracy, and their own personal stake in the National Archives. Our 
holdings and diverse programs will be available to more people than ever before through 
modern technology and dynamic partnerships. The stories of our nation and our people are told 
in the records and artifacts cared for in NARA facilities around the country. We want all 
Americans to be inspired to explore the records of their country. 

 

T 
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We carry out our mission through a national network of archives and records services facilities stretching 
from Washington, DC, to the West Coast, including Presidential libraries documenting administrations 
back to Herbert Hoover.  Additionally, we publish the Federal Register, administer the Information 
Security Oversight Office (ISOO), and make grants for historical documentation through the National 
Historical Publications and Records Commission (NHPRC).  We preserve and make available, in 
response to hundreds of thousands of requests, the records on which the entitlements of citizens, the 
credibility of Government, and the accuracy of history depend. 

In order to accomplish our mission and effectively represent the many customers we serve, NARA 
recognizes the need to recruit, retain, reward, and promote a highly qualified diverse workforce.  
Demographic research suggests that the future workforce talent pool will be much more diverse, 
including individuals of different genders, ages, races, ethnicities, and lifestyles.  By effectively 
leveraging this human capital, we can increase the variety of available skills and knowledge in our 
workforce, thereby achieving greater mission success.  Specifically, diversity recruitment initiatives can 
help NARA reduce turnover, improve retention and employee morale, and increase innovation.   

NARA’s commitment to diversity is reflected in our 2006 – 2016 Strategic Plan (“Preserving the Past to 
Protect the Future”).  The Strategic Plan incorporates two goals, specifically 6.1 and 6.2, aimed at 
enhancing the competencies and diversity of our workforce: 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
This Federal Equal Opportunity Recruitment Program Plan further emphasizes our commitment to 
diversity.  It identifies specific objectives and strategies for eliminating underrepresentation of women 
and minorities in NARA, and it provides a framework for aligning our strategic diversity recruitment and 
human capital goals with the vision and mission articulated in our Strategic Plan. 

Strategic Goal 6 
We will equip NARA to meet the changing needs of our customers. 

 
 6.1  By 2016, 95 percent of employees possess the core competencies that 

were identified for their jobs. 
 
 6.2  By 2016, the percentage of NARA employees in underrepresented 

groups match their respective availability levels in the Civilian Labor 
Force (CLF). 
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PURPOSE AND SCOPE 

The purpose of this plan is to govern the administration of NARA’s Federal Equal Opportunity 
Recruitment Program. .  It outlines basic policy, legal authority and responsibilities.  It further provides 
the necessary analyses for identifying and correcting areas in which underrepresentation of minorities and 
women exist. 
  
The U.S. Office of Personnel Management (OPM) sets policy and provides guidance to Federal agencies 
on the development and administration of FEORP.  OPM requires that agency FEORP plans cover the 
following underrepresented groups: White females, Black males and females, Hispanic males and 
females2, Asian/Pacific Islander males and females, and Native American males and females. 
 
The FEORP applies to all positions in all pay plans, unless specifically exempt by statute. 

This plan is reviewed and updated on an annual basis.  

LEGAL AUTHORITY 
 
As outlined in 5 U.S.C. 7201(b), “It is the policy of the United States to insure equal employment 
opportunities for employees without discrimination because of race, color, religion, sex, or national 
origin.” 
 
Further, as outlined in Executive Order 13171, “The head of each executive department and agency 
(agency) shall establish and maintain a program for the recruitment and career development of 
Hispanics/Latinos in Federal government.” 
 
OPM’s implementing regulations for these provisions are contained at 5 CFR 720, Subpart B – Federal 
Equal Opportunity Recruitment Program.  Specifically, 5 CFR 720.205 requires each agency to “have an 
up-to-date equal opportunity recruitment program plan covering recruitment of positions at various 
organizational levels and geographic locations within the agency.” 
 
Pursuant to this policy, 5 U.S.C. 7201(c) requires: “That each Executive agency conduct a continuing 
program for the recruitment of members of minorities for positions in the agency to carry out the [anti-
discrimination] policy set forth in subsection (b) in a manner designed to eliminate underrepresentation of 
minorities in the various categories of civil service employment within the Federal service, with special 
efforts directed at recruiting in minority communities, in educational institutions, and from other sources 
from which minorities can be recruited….” 

                                            
2 Until 2010, agencies were also required to submit a separate Hispanic Employment Plan to OPM.  However, in September 2010, OPM released 
a memo, “Subject: Tenth Annual Report to the President on Hispanic Employment” which requests that Hispanic Employment information be 
submitted with the FEORP report in an effort to consolidate like reports.  Complying with this request, NARA has integrated the analysis, goals 
and strategies Hispanic employment into our FEORP plan. 
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DEFINITIONS 
 
Appendix A contains definitions of commonly-used terms throughout this plan. 
 
EQUAL EMPLOYMENT OPPORTUNITY (EEO) POLICY 
 
It is the policy of the National Archives and Records Administration to prohibit discrimination and to 
ensure equal employment opportunity for all applicants and employees without regard to race, color, 
religion, sex, sexual orientation and genetics, national origin, age or disability. 
 
DESIGNATION OF RESPONSIBILITY 
 
 

A. The Chief Human Capital Officer (CHCO), is responsible for: 
1. Overseeing the planning and implementation of this plan; 
2. Communicating the FEORP plan to NARA’s managers and employees; 
3. Certifying that the FEORP plan exists and is current; and 
4. Submitting the annual FEORP report to OPM. 

 
B. The Talent Management Division (HT) within the Office of Human Capital is responsible for: 

1. Annually developing and updating the FEORP plan; 
2. Implementing the recruitment strategies and programs identified within the plan; and 
3. Preparing FEORP reports and responding to inquiries about program activities. 

 
C. The Staffing and Recruitment Branch (HTS) within The Office of Human Capital is responsible 

for:  
1. Conducting recruitment and hiring practices that align with the FEORP plan and 

promote the advancement of women and minorities; and 
2. Providing advice and assistance to selecting officials when vacancies occur in 

underrepresented occupations. 
 

D. The Office of Diversity and Inclusion (HD) recommends changes to programs and procedures to 
eliminate practices that act as barriers to the hiring and advancement of women and minorities. 

 
E. The Learning and Development Division (HL) is responsible for providing developmental 

opportunities that will support the advancement of women and minorities. 
 

F. Hiring officials are responsible for conducting recruitment and hiring practices that align with this 
plan and promote the advancement of women and minorities. 
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Underrepresentation Analysis 

 
 

otal employment for NARA at the end of Fiscal 2011 was 2,7233.  Table 1 shows the race and 
national origin (RNO) and gender of our workforce as of October 7, 2011.   
 
When evaluating the composition of our workforce to determine if underrepresentation exists, 

NARA measures itself against two groups: the Federal Civilian Workforce and the Relevant Civilian 
Labor Force.  The Federal Civilian Workforce is defined by the OPM as full and part-time permanent 
non-military employees working in non-Postal Executive Branch agencies of the U.S. Government.  
Measuring ourselves against the FCW enables us to see how our workforce compares to other Federal 
agencies. 

Relevant Civilian Labor Force is defined as those occupations in the Civilian Labor Force (non-
institutionalized individuals 16 years of age or older, employed or unemployed, U.S. citizens and non-
U.S. citizens) that are directly comparable or relevant to occupations at NARA.  Appendix B contains a 
list of the 54 occupational groups that comprise NARA’s RCLF, cross-walked to their corresponding 
OPM occupational series.  Measuring ourselves against the RCLF enables us to compare ourselves 
against like occupations in the national labor market.   

 
Table 1 

Representation of Minorities and Women at NARA 
 

 
 

 

 

 

 

 

 

 
 
 
 
 

                                            
3 Total employment includes full-time permanent staff onboard as of October 7, 2011. 

T 

RNO AND GENDER AGENCY WORKFORCE 
 #  percent 
Overall total (includes White non-
Hispanics) 

2,723 100 

   Men 1,301 47.8 
   Women 1,422 52.2 
Total Blacks 697 25.6 
   Men 262 37.5 
   Women 435 62.4 
Total Hispanics 43 1.6 
   Men 22 51.2 
   Women 21 48.8 
Total Asian/Pacific Islanders 77 2.9 
   Men 39 50.6 
   Women 38 49.3 
Total Native Americans 18 0.7 
   Men 11 61.0 
   Women 7 39.0 
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Table 2 compares NARA’s workforce to the Relevant Civilian Labor Force.  Groups that are 
underrepresented by comparison to the RCLF (the legal standard of comparison required by 5 CFR 720) 
are shown in red. 
 

Table 2 
 

 
RNO AND GENDER 

 
NARA 

 percent 

 
RCLF 

 percent 
Overall total (includes White non-
Hispanics) 

100 100 

   Men 47.8 53.2 
   Women 52.2 46.8 
Total Blacks 25.6 10.5 
   Men 9.6 4.8 
   Women 16.0 5.7 
Total Hispanics 1.6 10.7 
   Men .80 6.2 
   Women .80 4.5 
Total Asian/Pacific Islanders 2.9 3.7 
   Men 1.4 1.9 
   Women 1.5 1.7 
Total Native Americans 0.7 1.4 
   Men .40 .70 
   Women .30 .70 
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RNO IN MISSION CRITICAL OCCUPATIONS 
 
The majority of NARA’s workforce (58.9 percent) holds one of three Mission Critical Occupations – 
Archivist in the GS-1420 occupational series, or Archives Specialist or Archives Technician in the GS-
1421 occupational series.  Figures 2, 3 and 4 show the RNO and gender of NARA’s Mission Critical 
Occupations. 

Figure 2 
 

 
 

 Figure 3        Figure 4 
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To provide a larger perspective on the composition of NARA’s workforce, Figures 5, 6 and 7 show the 
RNO and gender of the next three largest occupational series within the agency: the GS-1001 General 
Arts and Information series, GS-0343 Management and Program Analyst series, and GS-2210 
Information Technology Management series, respectively.   

  Figure 5       Figure 6 
 
 

 
 
 
 
 
 
 
 
 
 
 

 
Figure 7 
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GRADE CLUSTER INFORMATION 
 
Figure 8 compares the RNO and gender of NARA’s workforce, by grade cluster, to that of the Federal 
Civilian Workforce.   

Figure 8 
Grade Cluster Information 
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SUPERVISORY VS. NON-SUPERVISORY WORKFORCE 
 
The following charts show the distribution of women and minorities in supervisory versus non-
supervisory positions at NARA. 

 

Figure 9 
Supervisory vs. Non-supervisory Workforce 
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DIVERSITY AT THE EXECUTIVE LEVEL 
 
Figure 10 shows the distribution of women and minorities in executive level positions at NARA.  NARA 
defines executive level positions as positions classified under the Senior Level (SL), Senior Executive 
Service (SES), Administratively Determined (AD) or Executive (EX) pay schedule. 

 
Figure 10 

Executive Level RNO and Gender  
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Findings 

 
ur analysis shows that while representation rates of Blacks and women compare favorably to 
both the FCW and the RCLF, Hispanics, Asian/Pacific Islanders and Native Americans are 
underrepresented in NARA’s workforce.  Underrepresentation is particularly acute among 
Hispanics, who comprise only 1.6 percent of NARA’s workforce.  Native Americans are 

likewise underrepresented at all grade levels and across four of NARA’s five largest occupational series.  
Representation rates for Asian/Pacific Islanders vary.  For example, Asian/Pacific Islanders comprise six 
percent of NARA’s executive level positions; however, they are consistently underrepresented at all other 
grade levels.   
 
Our analysis also shows that minorities and women are better represented in the non-supervisory 
workforce than in the supervisory workforce.  Minorities comprise 32 percent of our non-supervisory 
workforce, and only 18 percent of our supervisory ranks; likewise, women comprise 53 percent of our 
non-supervisory workforce and 45 percent of supervisory positions.   
 
Progress is needed in increasing the representation of women and minorities at the most senior levels of 
NARA.  As illustrated in Figure 10, minorities comprise just 6 percent of NARA’s executive level 
positions, and women comprise 23 percent of NARA’s executive level positions.   
 
Specific findings for each group are outlined below: 
 
BLACKS 
 
Blacks comprise 25.6 percent of NARA’s total workforce, exceeding their representation in the FCW and 
RCLF by 7.7 percent and 15.1 percent respectively.  Representation rates for Blacks exceed the FCW 
across all grade levels, except at the GS 13-15 levels where representation rates are somewhat lower than 
the FCW. Representation rates for Blacks declined in FY11 in three of NARA’s five largest occupational 
series; GS-1421 (Archives Technician), GS-1001 (General Arts and Information) and the GS-2210 
(Information Technology Management) series.  
 
NARA’s greatest challenges regarding the representation of Blacks are at the supervisory and executive 
levels.  Blacks comprise 28.7 percent of NARA’s non-supervisory workforce, but only 15.2 percent of 
supervisory positions. Moreover, Blacks are not represented at all among NARA’s executive level 
positions. It is encouraging to note, however, that there was a 1.2 percent increase in representation (14 to 
15.2 percent) of Blacks at the supervisory level from last year.  

O 



 

                                                                                                                    
          
 

17  

 
 
HISPANICS 
 
Hispanics comprise 7.7 percent of the Federal workforce and 10.7 percent of the RCLF.  However, 
Hispanics represent only 1.6 percent of NARA’s total workforce, making them the most underrepresented 
group at the agency.  Hispanics are underrepresented at all grade levels, with the most significant 
underrepresentation occurring at the GS 9-12 levels with a difference of 7.6 percent when compared to 
the FCW. 
 
Hispanics are underrepresented across NARA’s five largest occupational series when compared to the 
RCLF. However, when compared to FCW, Hispanics fare slightly better in the GS-1421 occupational 
series – exceeding the FCW by .1 percent.  
 
Hispanics comprise .18 percent of NARA’s non-supervisory workforce and are represented at a rate of 1 
percent within NARA’s supervisory positions.  Hispanics are not represented at all among NARA’s 
executive level positions. 
 
NARA’s greatest challenge in recruiting Hispanics continues to be the exceedingly small number of 
Hispanics studying in the fields of archives, history, library and information science, and social science – 
the areas of study from which the majority (58.9 percent) of NARA’s workforce is based. Of the 
approximate 200,000 undergraduate and graduate degrees conferred in the areas of library and 
information science, social science or history in 2008 - 2009, only 0.86 percent was conferred to 
Hispanics4.  
 
ASIAN/PACIFIC ISLANDERS 
 
Asian/Pacific Islanders represent 2.5 percent of NARA’s workforce, as compared to 5.5 percent of the 
Federal workforce and 3.7 percent of the RCLF.  In comparison to FY10, representation of this group has 
increased by .4 percent. Representation rates vary across NARA’s five largest occupational series.  
Within the GS-1421 occupational series, Asian/Pacific Islanders slightly exceed both the FCW and 
RECLF. Within the GS-1001 series, Asian/Pacific Islanders are only slightly underrepresented when 
compared to the RCLF, but significantly more underrepresented when compared to the FCW.  Within the 
GS-0343 series, Asian/Pacific Islanders exceed the FCW representation by .77 percent but are 
underrepresented by .47 percent when compared to the RCLF.  This however, is an improvement over 
FY10 when Asian/Pacific Islanders were not represented all within this occupational series.  Asian/Pacific 
Islanders also continue to exceed both the FCW and the RCLF within the GS-2210 series. 
 
Although Asian/Pacific Islanders represent only 1.7 percent of supervisory positions at NARA, they are 
the only minority group represented within NARA’s executive ranks – representing 6 percent of that 
workforce.  
 
 
 
 
 

                                            
4 National Center for Education Statistics, 2008-2009, Tables 297 and 300.  2008 – 2009 is the most recent year for which data is available. 
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NATIVE AMERICANS 
 
Native Americans comprise 0.7 percent of NARA’s workforce (an increase of .10 percent over FY10), as 
compared to 1.8 percent of the FCW and 1.4 percent of the RCLF.  They are underrepresented at all grade 
levels and across four of NARA’s five largest occupational series.  The exception is the GS-1420 series, 
where Native Americans comprise .60 percent of the workforce (an increase of .30 percent over FY10), 
exceeding the FCW by the same amount.  Native Americans do not hold any supervisory or executive 
level positions at NARA.  
 
As with Hispanics, one of the challenges NARA faces in recruiting Native Americans is the small number 
of Native Americans majoring in fields of study that are applicable to NARA’s Mission Critical 
Occupations.  Only .80 percent of all undergraduate and graduate degrees conferred in 2008 - 2009 were 
conferred to Native Americans majoring in library and information science, social science or history.5 
 
  
WOMEN 
 
Women represent 52.3 percent of NARA’s workforce, exceeding their representation in the FCW and 
RCLF by 8.6 and 5.5 percent respectively.   
 
Women comprise 50.9 percent of NARA’s MCOs, an increase of 2.9 percent over FY10. However, 
women exceed the RCLF for NARA’s three other largest occupational series – the GS-1001 series, GS-
0343 series, and GS-2210 series, and the FCW in two of those series (GS-1001 and GS-2210). 
 
NARA leads the FCW in female representation at the GS 9-12 and GS 13-15 levels.  However, women 
are underrepresented at the GS 1-4 and GS 5-8 levels.  This is an improvement over FY10 when the FCW 
led NARA in female representation at all but the GS 5-8 level.  Women comprise 53 percent of the non-
supervisory workforce and 45 percent of supervisory positions.  Women comprise 23 percent of NARA’s 
executive positions, a decrease of 3 percent when compared to FY10.  
 

                                            
5 National Center for Education Statistics, 2008-2009, Tables 297 and 300.  2008 – 2009 is the most recent year for which data is available. 
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Trend Analysis 

 
his section provides a snapshot of our minority employment trends over the past three fiscal years 
(2009 – 2011). Specifically, we examined the composition of NARA’s overall workforce, RNO 
and gender of our Mission Critical Occupations (MCOs), RNO and gender of NARA’s next three 
largest occupational series (GS-1001 General Arts and Information series, GS-0343 Management 

and Program Analysts series, and GS-2210 Information Technology Management series), grade-cluster 
data, and the composition of our supervisory/non-supervisory workforce as well as our executive level 
positions. 
 
These areas are discussed in detail below.  
 
NARA’s Workforce Composition 
 
Overall minority representation has remained relatively stable over the three-year period, as shown in 
Figure 11 below. 
 
Representation of Blacks within NARA’s workforce has declined slightly each year - down 1.7 compared 
to FY2009 and 1.0 percent compared to FY2010. Despite this decrease, Blacks continue to exceed both 
the FCW and RCLF over the three-year analysis period.  
 
Hispanic representation had remained consistent at 1.4 percent for FY2009 and FY2010. In FY11 there 
was slight increase (up .2 percent) to 1.6 percent in FY11.  Representation of Asian/Pacific Islanders has 
shown the greatest improvement, with slight increases each year over the three-year period.  
 
Native American representation has increased slightly each year, for a net increase of .2 percent over the 
three-year analysis period.   

Figure 11 
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Mission Critical Occupations (MCOs) 
 
With the majority of NARA’s workforce (58.9 percent) being employed in one of three MCOs, trend 
analysis in this area is especially critical. With the exception of Blacks, minority and female 
representation in MCOs have either remained the same or increased slightly each year.   
 
As shown in Figure 12 below, representation of Blacks declined from 30.9% in 2009 to 30.1% in 2010 
and 28.6% in 2011, while all other races and women either stayed the same or slightly increased at the 
end of the analysis period.  While we are cognizant of the decline in Black representation levels, we also 
recognize that we continue to considerably exceed the representation of Blacks in these occupations when 
compared to the RCLF – by an average of 24.5 percent over the three year period. 
 

Figure 12 
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Next Three Largest Occupational Series 
 
The next three largest occupational series at NARA consist of the GS-1001 General Arts and Information 
series, GS-0343 Management and Program Analyst series and the GS-2210 Information Technology 
Management series.  Figures13-15 provides an overview of the data. 
 
 
GS-1001, General Arts and Information Series – Representation of women, Hispanics, and Native 
Americans has not changed.  Representation of Blacks and Asian /Pacific Islanders has declined slightly.   
 
 

Figure 13 
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GS-0343, Management and Program Analyst Series - When comparing NARA’s workforce in the 
Management and Program Analyst series (GS-0343), Native Americans are the most severely impacted 
with no representation during the three-year analysis period. Representation of all other groups have 
continued to increase, with the greatest growth reflected in representation of Asian/Pacific Islanders, who 
had no representation in FY09 and FY10 to a 4.8% increase in FY11.   

 
Figure 14 

 
GS-2210, Information Technology Management Series - Over the course of the three-year analysis 
period, Hispanics have had no representation in this occupational series. There has been a slight decrease 
in representation amongst Blacks and Women.  Representation of Asian/Pacific Islanders, on the other 
hand, maintained representation from FY09 to FY10 at 15.2% and increased by 1.1 percent in FY11.   
 

Figure 15 
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NARA’s Grade-Cluster Data 
 
The following figures (16-19) compare the grade cluster data over the course of the three-year analysis 
period.  Overall minority and female representation across the grade clusters has fluctuated slightly over 
the course of three years.  Representation of Blacks in the GS 1-4 and GS 9-12 levels saw the most 
declines.  
 

Figures 16-19 Grade Cluster Information 
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NARA’s Supervisory/Non-supervisory and Executive Level Workforce 
 
A review of the data relative to minority representation in supervisory positions and non-supervisory 
positions reveals mixed results, although Black representation increased and Asian/Pacific Islander 
representation decreased in both the supervisory and non-supervisory workforce (see Figures 20-22).   
As shown in Figure 22, there has been no representation of Blacks, Hispanics and Native Americans at 
the executive level over the three-year analysis period.  The representation of Asian/Pacific Islanders has 
remained stable. Representation of women has fluctuated from 24.2 percent in 2009 to 26 percent in 2010 
and 23 percent in 2011.  While these increases are hopeful, there is still room for improvement.  As we 
move forward it will important to communicate these trends and findings and develop strategies to 
increase representation of minorities across the board at executive levels. 
 

Figures 20 - 22 
Supervisory/Non-supervisory and Executive Level Workforce 
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Trend Analysis Summary 
 

While the 2009-20110 data reveals that fluctuations of minorities and women within NARA’s workforce 
over the past three years have occurred, overall progress has been negligible. To further analyze NARA’s 
workforce, data was also reviewed for Fiscal Year 2008. This additional data also reinforces the notion 
that we have had minimal variation in minority representation throughout the analysis period.  
 
While our strategies appear to be effective in maintaining the representation of minorities and women, the 
data suggests that new and/or additional strategies, including an in-depth analysis of barriers, may be 
needed in order to yield significant changes going forward.  In addition, the lack of minority candidates 
majoring in the fields of study applicable to the majority of NARA’s workforce continues to be a 
challenge.  
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Goals & Strategies 

 
ased on the findings and trend analysis presented in the preceding sections of this plan, and in 
accordance with OPM’s annual data call, NARA has identified three multi-year strategic goals 
that together form the foundation for improving our  recruitment strategy for women and 
minorities:  

 
 Ensure that FEORP goals are aligned with NARA’s Strategic Plan and Strategic Human 

Capital Plan and integrated with workforce planning efforts; 
 Expand the pipeline of women and minorities available for employment with NARA; and 
 Enhance staff development opportunities that prepare staff for upper level positions. 

 
In support of these goals, we have identified 14 specific strategies that NARA will undertake in Fiscal 
Year 2012 to enhance the representation of women and minorities at all levels.  These strategies are 
discussed in detail on the following pages.   
 
Several of these strategies are a continuation from previous years.  However, as mentioned previously in 
this report, NARA recognizes the need to identify additional new strategies and further analyze barriers if 
we are to make significant improvements versus simply maintaining our current rates of minority 
representation.   
 
Progress against our goals and strategies will be assessed each year as part of our human capital 
accountability efforts and OPM’s annual FEORP reporting requirement.  In addition, this plan will be 
revised each year to reflect our latest workforce demographics and the strategies will be updated as 
necessary to address any underrepresentation at NARA. 
 

B 
• 

• 
• 



GOAL1 

Ensure that FEORP goals are aligned with NARA's Strategic Plan and 
Strategic Human Capital Plan and integrated with 

workforce planning efforts. 

In FY2011 NARA began work on a workforce planning infrastmcture that will enable managers to better 
understand the composition of their workforce, antic.ipate retirements and other atttition, and plan for 
projected vacancies. 

The purpose of tl1is goal is to ensure that the recruitment goals outlined in NARA's FEORP plan are fully 
aligned with the goals ofNARA's Strategic Human Capital Plan and, by extension, NARA's Strategic 
Plan. This alignment is critical to ensming that diversity recruitment goals are met. Appendix C 
documents the linkage between NARA's FEORP, Strategic Human Capital Plan, and Stt·ategic Plan. The 
following strategies supp01t NARA' s overall strategic plan and will ensure that we have the infrastmcture 
in place to plan for and priolitize human capital needs in Fiscal Year 2012. 

Through our stt·ategic diversity plamting effo1ts, we intend to remain focused on creating solutions that 
suppo1t an inclusive work environment, develop continual improvement in workforce representation, 
strengthen employee talent through diversity recruiting, hiring and retention, ensming a diverse leadership 
pipeline through employee development and promoting and holding management accountability for 
diversity at all levels. 

STRATEGIES 

1.1 Analyze and incorporate EEO data (e.g., workforce demographics, luring statistics, and turnover 
statistics) as a fonnal component ofNARA's workforce plamiing process. 

1.2 Continue to work with program offices to identify the human capital required to meet organizational 
goals, analyze competency gaps in mission-critical occupations, develop stt·ategies to address human 
capital needs and include the agency's diversity recruittnent goals. 

1.3 Develop and implement an agency-wide diversity strategic plan to provide a fo1mulated approach to 
increasing minority, female and Veteran representation throughout NARA and in upper management 
positions and hold hiring managers, supe1visors and upper management accountable for 
implementing strategies and reaching identified goals. 

1.4 Continue to work with NARA's EEO office as they pursue assistance from the Equal Employment 
Opportunity Commission and USAStaffing to create a government-wide applicant flow data tool. 



Maintain a diverse high-performing workforce by effectively 
recruiting, hiring and retaining top talent. 

NARA places a particular emphasis on recmiting for our Mission Critical Occupations - Archivists, 
Archives Specialists, and Archives Technicians - since these occupations comprise the largest percentage 
(58.9 percent) of our permanent workforce and thus, the most opportunities to enhance diversity. 

NARA targets its recmitment outreach efforts to organizations that represent highly qualified diverse 
applicants in the fields of archives, library and info1mation science, and history. We utilize a variety of 
outreach methods and tools in an attempt to reach the broadest cross-section of applicants. These include: 
attending career fairs and professional networking events; posting recruitment adveitisements on diversity 
websites; and attending resume workshops and related career events in partnership with universities and 
minority-serving organizations and hosting interns through our Summer Diversity hlternship program. 

Through our Summer Diversity h1ternship Program, NARA reaches out to minority-serving organizations 
to ftmd internship oppo1tunities for talented mino1ities. hl FY 201 1, we sponsored 12 highly qualified 
diverse candidates through the Hispanic Association of Colleges and Universities (HACU) National 
hlternship Program and ten students through The Washington Center (TWC) internship program. 

Beyond the recrnitment efforts in place, NARA recognizes the need to hire and retain a diverse 
workforce. Therefore, strategies will be implemented in FY12 that will provide the necessary training to 
supe1visors and managers in U11derstanding the benefit of biting and retaining a diverse workforce. 
Havi11g a diverse applicant pool alone will not increase minority representation at NARA; we must 
actually hire some of these diverse candidates and work to retain new and cun ent minolities. 

STRATEGIES 

2.1 Continue to utilize minority se1ving intern organizations in order to build a diverse talent pool. 

2.2 Expand NARA's network of recrniters (refened to as Diversity Champions), including issuing 
guidance that emphasizes diversity as a recrnitment factor. 

II 



• American Legion Veterans Career Fair. 

2.4 Strengthen relationships with Hispanic-Serving hlstitutions (HSis), Historically Black Colleges and 
Universities (HBCUs), and Tribal Colleges and Universities (TCUs) through education ofNARA's 
mission and promotion of internship and employment opportunities at NARA. 

2.5 Continue to maximize the visibility of vacancy announcements by posting them on USAJobs.gov, 
NARA's career website and with universities/organizations with a high concentration of minorities 
and/or female students, alumni and/or members. 

2.6 Conduct benchmarking efforts in order to better understand and implement strategies that have 
yielded other Federal agencies successes in the areas of minority recruitment, hiring and retention. 



GOAL3 

Enhance staff development opportunities that prepare staff 
for upper level positions. 

NARA depends on leaders who possess the knowledge, skills, and abilities to effectively lead our 
workforce in suppo1t ofNARA's mission. We are committed to developing our leadership capacity and 
to ensuring continuity in leadership even as key players retire or move to new responsibilities. To do this, 
we recognize that we must have systems and processes in place to b1ing fo1th new, highly competent, 
diverse leaders. 

As NARA moves fo1ward with the development of our workforce planning infrastructure, we will be 
systematically identifying our cunent and foture leadership needs and the leadership competencies and 
talent sources available to meet those needs. We will also be using the results of that analysis to design 
and implement development oppo1tunities that prepare staff for upper level positions, paying dose 
attention to the need for diversity among our supe1viso1y and executive ranks. 

STRATEGIES 

3.1 Encourage supe1visors/managers to consider the use of developmental assignments and/or detail 
opportunities as tools for resourcing special projects that, in tum, provide mino1ity and/or female 
employees the opportunity to gain experience in higher graded occupations. 

3.2 Increase awareness of the benefits of a diverse workforce at NARA's manager/supe1visor training and 
encourage upward mobility of minorities and women. 

3.3 Develop mentoring programs that will enable employees to broaden skill sets; exposing them to a 
wider scope of activities perfo1med by NARA thereby expanding their visibility and personal networks 
throughout the agency. 

3.4 Educate and promote awareness among employees about available opportl.mities to participate in a 
mentoring program, either as a mentor or mentee. 

II 
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Appendix A – Definitions 
 

Accountability:  A data-driven results-oriented planning system. 
 

Civilian Labor Force (CLF):  Non-institutionalized individuals 16 years of age or older, employed 
or unemployed, U.S. citizens and non-U.S. citizens. 
 
Competencies:  Underlying characteristics of an individual that contributes to job or role 
performance and to organizational success. 

 
Diversity or Workplace diversity:  Covers gender, age, disability, language, ethnicity, cultural 
background, sexual preference, religious belief and family responsibilities. Diversity also refers to the 
other ways in which people are different, such as educational level, life experience, work experience, 
socio-economic background, personality, marital status and abilities/disabilities. Workplace diversity 
involves recognizing the value of individual differences and managing them in the workplace. 
 
Federal Civilian Workforce (FCW): Covers full and part-time permanent employees in non-Postal 
Executive Branch Agencies participating in Central Personnel Data File (CPDF).  CPDF coverage is 
limited to Federal civilian employees. 

 
Federal Equal Opportunity Recruitment Program (FEORP): A recruiting initiative designed to 
eliminate underrepresentation of minorities and women in the Federal service.   

 
Gaps: Amount by which workforce needs (future state) exceed current resources.  These resources 
should be essential for NARA to carry out its mission and accomplish its strategic goals. 
 
Minorities:  All categories of current and potential employees identified as non-white. 

 
Mission Critical Occupation:  An occupation that is so critical to NARA’s mission, that if it ceased 
to exist NARA could not accomplish its statutory mission and related statutes, the vision articulated 
in NARA’s Strategic Plan, and the mission articulated in NARA’s Strategic Plan.   

 
Relevant Civilian Labor Force (RCLF):  Occupational groups that are directly comparable or 
relevant to occupational groups at NARA. 
 
Underrepresentation:  A situation in which the number of women or members of a minority group 
within a category of civil service employment constitutes a lower percentage of the total number of 
employees within the employment category than the percentage that women or the minority group 
constitutes within the civilian labor force of the United States. 
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Appendix B – Relevant Civilian Labor Force Crosswalk 
 

OPM 
CODE 

OPM OCCUPATION TITLE EEOC 
CODE 

EEOC Occupational Group Name 

18 SAFETY & OCCUPATIONAL 
HEALTH MANAGEMENT 

354 OTHER HEALTHCARE PRACTITIONERS & 
TECHNICAL OCCUPATIONS 

80 SECURITY 
ADMINISTRATION 

73 OTHER BUSINESS OPERATIONS 
SPECIALISTS 

170 HISTORY 186 MISCELLANEOUS SOCIAL SCIENTISTS, 
INCLUDING SOCIOLOGISTS 

201 HUMAN RESOURCES 
MANAGEMENT 

62 HUMAN RESOURCES, TRAINING & 
LABOR RELATIONS SPECIALISTS 

203 HUMAN RESOURCES 
CLERICAL & ASSISTANCE 

536 TIMEKEEPING 

260 EQUAL EMPLOYMENT 
OPPORTUNITY 

56 COMPLIANCE OFFICERS 

301 MISCELLANEOUS 
ADMINISTRATION & 
PROGRAM 

73 OTHER BUSINESS OPERATIONS 
SPECIALISTS 

303 MISCELLANEOUS CLERK & 
ASSISTANT 

593 OFFICE & ADMINISTRATIVE SUPPORT 
WORKERS, ALL OTHER 

305 MAIL & FILE 526 FILE CLERKS 

318 SECRETARY 570 SECRETARIES & ADMINISTRATIVE 
ASSISTANTS 

322 CLERK-TYPIST 582 WORD PROCESSORS & TYPISTS 

326 OFFICE AUTOMATION 
CLERICAL AND 
ASSISTANCE 

582 WORD PROCESSORS & TYPISTS 

334 COMPUTER SPECIALIST 100 COMPUTER SCIENTISTS AND SYSTEMS 
ANALYST 

335 COMPUTER CLERK & 
ASSISTANT 

104 COMPUTER SUPPORT SPECIALISTS 
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340 

PROGRAM MANAGEMENT 73 OTHER BUSINESS OPERATIONS 
SPECIALISTS 

341 ADMINISTRATIVE OFFICER 73 OTHER BUSINESS OPERATIONS 
SPECIALISTS 

342 SUPPORT SERVICES 
ADMINISTRATION 

10 ADMINISTRATIVE SERVICES MANAGERS 

343 MANAGEMENT PROGRAM 
ANALYSIS 

71 MANAGEMENT ANALYSTS 

344 MANAGEMENT & PROGRAM  
CLERICAL & ASSISTANCE 

593 OFFICE & ADMINISTRATIVE SUPPORT 
WORKERS, ALL OTHER 

346 LOGISTICS MANAGEMENT 70 LOGISTICIANS 

350 EQUIPMENT OPERATOR 511 BILLING & POSTING CLERKS & MACHINE 
OPERATORS 

356 DATA TRANSCRIBER 581 DATA ENTRY KEYERS 

361 EQUAL OPPORTUNITY 
ASSISTANCE 

593 OFFICE & ADMINISTRATIVE SUPPORT 
WORKERS, ALL OTHER 

390 TELECOMMUNICATIONS 
PROCESSING 

503 COMMUNICATIONS EQUIPMENT 
OPERATORS, ALL OTHERS 

391 TELECOMMUNICATIONS 290 BROADCAST & SOUND ENGINEERING 
TECHNICIANS 

501 FINANCIAL ADMINISTRATION & 
PROGRAM 

95 FINANCIAL SPECIALISTS, ALL OTHER 

503 FINANCIAL CLERICAL & 
TECHNICIAN 

512 BOOKKEEPING, ACCOUNTING & 
AUDITING CLERKS 

505 FINANCIAL MANAGEMENT 95 FINANCIAL SPECIALISTS, ALL OTHER 

510 ACCOUNTING 80 ACCOUNTANTS & AUDITORS 

511 AUDITING 80 ACCOUNTANTS & AUDITORS 

525 ACCOUNTING TECHNICIAN 512 BOOKKEEPING, ACCOUNTING, & 
AUDITING CLERKS 

530 CASH PROCESSING 472 CASHIERS 
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560 BUDGET ANALYSIS 82 BUDGET ANALYSTS 

561 BUDGET CLERICAL & 
ASSISTANCE 

512 BOOKKEEPING, ACCOUNTING, & 
AUDITING CLERKS 

801 GENERAL ENGINEERING 153 MISCELLANEOUS ENGINEERS, 
INCLUDING AGRICULTURAL & 
BIOMEDICAL 

808 ARCHITECTURE 130 ARCHITECTS 

854 COMPUTER ENGINEERING 140 COMPUTER HARDWARE ENGINEERS 

855 ELECTRONICS ENGINEERING 141 ELECTRICAL & ELECTRONIC ENGINEERS 

904 LAW CLERK 215 MISC. LEGAL SUPPORT WORKERS 

905 GENERAL ATTORNEY 210 LAWYERS 

0 PARALEGAL SPECIALIST 214 PARALEGALS & LEGAL ASSISTANTS 

1001 GENERAL ARTS & 
INFORMATION 

260 ARTISTS & RELATED WORKERS 

1010 EXHIBITS SPECIALIST 263 DESIGNERS 

1015 MUSEUM CURATOR 240 ARCHIVISTS, CURATORS & MUSEUM 
TECHNICIANS 

1016 MUSEUM SPECIALIST & 
TECHNICIAN 

240 ARCHIVISTS, CURATORS & MUSEUM 
TECHNICIANS 

1035 PUBLIC AFFAIRS 282 PUBLIC RELATIONS SPECIALISTS 

1060 PHOTOGRAPHY 291 PHOTOGRAPHERS 

1071 AUDIOVISUAL PRODUCTION 271 PRODUCERS & DIRECTORS 

1082 WRITING & EDITING 285 WRITERS & AUTHORS 

1083 TECHNICAL WRITING & 
EDITING 

284 TECHNICAL WRITERS 

1084 VISUAL INFORMATION 263 DESIGNERS 

1101 GENERAL BUSINESS & 
INDUSTRY 

73 OTHER BUSINESS OPERATIONS 
SPECIALISTS 
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1102 CONTRACTING 53 PURCHASING AGENTS, EXCEPT 

WHOLESALE, RETAIL & FARM 
PRODUCTS 

1106 PROCUREMENT CLERICAL & 
ASSISTANCE 

515 PROCUREMENT CLERKS 

1310 PHYSICS 170 ASTRONOMERS & PHYSICISTS 

1320 CHEMISTRY 172 CHEMISTS & MATERIALS SCIENTISTS 

1410 LIBRARIAN 243 LIBRARIANS 

1411 LIBRARY TECHNICIAN 244 LIBRARY TECHNICIANS 

1412 TECHNICIAN INFORMATION 
SERVICES 

244 LIBRARY TECHNICIANS 

1420 ARCHIVIST 240 ARCHIVISTS, CURATORS & MUSEUM 
TECHNICIANS 

1421 ARCHIVES TECHNICIAN 240 ARCHIVISTS, CURATORS & MUSEUM 
TECHNICIANS 

1499 LIBRARY & ARCHIVES 
STUDENT TRAINEE 

255 OTHER EDUCATION, TRAINING & 
LIBRARY WORKERS 

1550 COMPUTER SCIENCE 100 COMPUTER SCIENTISTS & SYSTEMS 
ANALYSTS 

1601 EQUIPMENT, FACILITIES, & 
SERVICES 

73 OTHER BUSINESS OPERATIONS 
SPECIALISTS 

1640 FACILITY OPERATIONS 22 CONSTRUCTION MANAGERS 

1654 PRINTING MANAGEMENT 10 ADMINISTRATIVE SERVICES MANAGERS 

1701 GENERAL EDUCATION & 
TRAINING 

234 OTHER TEACHERS & INSTRUCTORS 

1702 EDUCATION & TRAINING 
TECHNICIAN 

255 OTHER EDUCATION, TRAINING & 
LIBRARY WORKERS 

1712 TRAINING INSTRUCTION 234 OTHER TEACHERS & INSTRUCTORS 

1750 INSTRUCTIONAL SYSTEMS 255 OTHER EDUCATION, TRAINING & 
LIBRARY WORKERS 
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1811 CRIMINAL INVESTIGATING 382 DETECTIVES & CRIMINAL 

INVESTIGATORS 

1910 QUALITY ASSURANCE 73 OTHER BUSINESS OPERATIONS 
SPECIALISTS 

2001 GENERAL SUPPLY 73 OTHER BUSINESS OPERATIONS 
SPECIALISTS 

2010 INVENTORY MANAGEMENT 70 LOGISTICIANS 

2091 SALES STORE CLERICAL 476 RETAIL SALESPERSONS 

2210 INFORMATION TECHNOLOGY 
MANAGEMENT 

100 COMPUTER SCIENTISTS & SYSTEMS 
ANALYSTS 

3306 OPTICAL INSTRUMENT 
REPAIRING 

743 PRECISION INSTRUMENT & EQUIPMENT  
REPAIRERS 

3502 LABORING 962 LABORERS & FREIGHT, STOCK, & 
MATERIAL MOVERS, HAND 

5301 MISC. INDUSTRIAL EQUIP. 
MAINTENANCE 

NA NA 

5703 MOTOR VEHICLE OPERATING 915 MISCELLANEOUS MOTOR VEHICLE 
OPERATORS 

6907 MATERIALS HANDLER 975 MISCELLANEOUS MATERIAL MOVING 
WORKERS 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



Strategic Goals 
Crosswalk 

NARA FEORP Goals 

Strate ic Human Ca 

Strategic Alignment- Ensure 
that NARA's Strategic Human 
Capital Plan is aligned with the 
Agency's Strategic Plan and 
integrated into workforce planning 
efforts 

Leadership and Knowledge 
Management - Ensure that 
NARA supports a culture of 
leadership and continuous 
learning 

Results.Oriented Performance 
Culture - Sustain a productive 
workforce and achieve results by 
valuing and recognizing 
performance in an environment in 
which all employees are 
encouraged to contribute 

Talent Management - Maximize 
employee talent through 
recruitment, outreach, hiring and 
retention efforts 

Accountability- Monitor and 
evaluate results of NARA's human 
capital management policies, 
practices, and programs 

Strategic Goal 6: NARA Strategic Goal 6: We will equip NARA to 
meet the chan · needs of our customers 

6.1: By 2016, 95 percent of employees possess the 
core competencies that were identified for their 

jobs 

6.2: By 2016, the percentages of NARA employees 
underrepresented groups match their respective 

availability levels in the Civilian Labor Force (CLF) 

_________ _,A..__ ________ _ 

r "' 
1.0 

Ensure that FEORP goals are 
aligned with NARA's Strategic Plan 
and Strategic Human Capital Plan 

and integrated with workforce 
annin efforts. 

✓ 

✓ 

2.0 

Expand the pipeline of women 
and minorities available for 
employment with NARA. 

✓ 

✓ 

✓ 

3.0 

Enhance staff development 
opportunities that prepare staff for 

upper level positions. 

✓ 

✓ 

✓ 

✓ 
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1 Introduction

Contemporary society places great value on standardized achievement tests to sift and sort

people, to evaluate schools, and to assess the performance of nations. Admissions commit-

tees use tests like the SAT, the ACT, and the GRE (Graduate Record Examinations) to

screen applicants. In the United States, the No Child Left Behind (NCLB) Act stipulates

that government-run schools must administer standardized achievement tests in order to be

eligible for federal funding.1 The Programme for International Student Assessment (PISA)

evaluates student performance in math, science, and reading across countries. The results

attract media attention and influence policy. The year 2000 PISA test results caused Ger-

many to re-evaluate its educational system and introduce a variety of educational reforms

(Grek, 2009).

Despite the widespread use of standardized achievement tests, the traits that they mea-

sure are not well-understood. This paper summarizes recent evidence on what achievement

tests capture; how achievement tests relate to other measures of “cognitive ability” like IQ

and grades; the important skills that achievement tests miss or mismeasure, and how much

these other skills matter in life.

Achievement tests miss, or more accurately, do not adequately capture, soft skills—

personality traits, goals, motivations, and preferences that are valued in the labor market,

in school, and in many other domains. The larger message of this paper is that soft skills

predict success in life, that they produce that success, and that programs that enhance soft

skills have an important place in an effective portfolio of public policies.2

Measurement of cognition and educational attainment has been refined during the past

century. Psychometricians have shown that cognitive ability has multiple facets.3 This

1Sales of achievement tests have increased by nearly 400% between 1959 and 2005 (Digest of Education
Statistics, various years; The Bowker Annual: Library and Book Trade Almanac, various years).

2This paper draws on and supplements Borghans et al. (2008a), Almlund et al. (2011), and Heckman
et al. (2012a).

3See Carroll (1994) and Ackerman and Heggestad (1997) for a discussion.
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progress is not widely appreciated. Many social scientists—even many psychologists—

continue to use IQ tests, standardized achievement tests, and grades interchangeably to

proxy “cognitive ability.”4 Even though scores on IQ tests, standardized achievement tests,

and grades are positively correlated with each other, the recent literature shows that they

measure different skills and depend on different facets of cognitive ability. Recent research

also shows that all three measures are associated with personality, but to different degrees

across various cognitive measures.

Standardized achievement tests were designed to capture “general knowledge” produced

in schools and through life experiences. Such knowledge is thought to be relevant to success

inside and outside of the classroom. However, achievement tests are often validated using

other standardized achievement tests or other measures of cognitive ability—surely a circular

practice.

A more relevant validity criterion is how well these tests predict meaningful outcomes,

such as educational attainment, labor market success, crime, and health. No single mea-

sure of cognitive ability predicts much of the variance in these outcomes, and measurement

error does not account for most of the remaining variance, leaving much room for other

determinants of success.5

Success in life depends on personality traits that are not well captured by measures of cog-

nition. Conscientiousness, perseverance, sociability, and curiosity matter. While economists

have largely ignored these traits, personality psychologists have studied them over the last

century.6 They have constructed measures of them and provide evidence that these traits

predict meaningful life outcomes.

Many scholars—inside and outside of psychology—have questioned the existence of sta-

ble personality traits, arguing that constraints and incentives in situations almost entirely

4Many call this “IQ”, e.g., Flynn (2007), Nisbett (2009), and Nisbett et al. (2012).
5On the magnitudes of measurement error on a variety of economic measures, see Bound et al. (2001).

These authors report that at most 15–30% of earnings variance is due to measurement error.
6Some early studies in economics are Bowles and Gintis (1976), and Bowles et al. (2001). An important

study in sociology is Jencks (1979). Work in psychology going back to Terman et al. (1925) shows that
personality traits matter (see Murray, 1938; Terman et al., 1947; and the discussion in Gensowski, 2012).
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determine behavior. These scholars claim that people are like chameleons—they adapt to

any situation.7 A substantial body of evidence shows that stable traits exist. People tend

to behave in the same fashion across a wide range of situations.8 Evidence from genetics

and neuroscience provides a biological basis for the existence of such traits, suggesting that

something tied to the person, not the just the situation, affects behavior.9

Throughout this paper we use the term “personality traits” to describe the personal

attributes not thought to be captured by measures of abstract reasoning power. These at-

tributes go by many names in the literature, including soft skills, personality traits, noncogni-

tive skills, noncognitive abilities, character, and socioemotional skills. These different names

connote different properties. The term “traits” suggests a sense of permanence and possibly

also of heritability. The terms “skills” and “character” suggest that they can be learned. In

reality, the extent to which these personal attributes can change lies on a spectrum. Both

cognitive and personality traits can change and be changed over the life cycle but through dif-

ferent mechanisms and to different degrees at different ages. To avoid confusion, throughout

this paper we use the term “trait” to capture the set of personal attributes we study.10

Psychological traits are not directly observed. There is no ruler for perseverance, no

caliper for intelligence. All cognitive and personality traits are measured using performance

on “tasks,” broadly defined. Different tasks require different traits in different combinations.

Some distinguish between measurements of traits and measurements of outcomes, but this

distinction is misleading. Both traits and outcomes are measured using performance on some

task or set of tasks.

Psychologists sometimes claim to circumvent this measurement issue by creating tax-

onomies of traits and by applying intuitive names to responses on questionnaires. These

7See Mischel (1968). Some behavioral economists share this view. See, e.g., Thaler (2008).
8See Epstein (1979) for an early paper showing that personality traits are stable across multiple situations.

See the special issue of Journal of Research in Personality (43),“Personality and Assessment at Age 40,” for
a more recent discussion.

9See Bouchard and Loehlin (2001) for estimates of the heritability of traits. See Canli (2006) and DeYoung
et al. (2010) for evidence that regions of the brain are associated with different traits.

10Drawing on the literature in psychology, Borghans et al. (2008a) present one definition of cognitive traits.
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questionnaires are not windows to the soul. They are still rooted in task performance or

behavior. Responding to a questionnaire is itself a task. Additionally, many of the question-

naires inquire directly about behavior, e.g., a measure of Agreeableness used in the German

Socioeconomic Panel asks the extent to which a respondent “is sometimes somewhat rude to

others.”11 How else can one answer that question but reflect on one’s behavior? IQ tests and

standardized achievement tests also measure performance on different “cognitively loaded”

tasks.

Performance on most tasks depends on effort, personality traits, cognitive ability, and

incentives, although the importance of each differs by task. This dependence creates a

fundamental problem in measuring traits. Most studies in psychology devise a set of measures

to capture a trait but do not standardize for incentives in the situation in which the trait

is being measured or for other traits. Measured cognitive ability and measured personality

depend on a constellation of factors. The identification problem arising from the multiple

determinants of performance on tasks is empirically important, even for measures of cognitive

ability. Incentives can affect performance on IQ tests. Multiple traits affect performance on

cognitive tasks. For example, personality traits affect achievement test scores and grades.12

Caution is required in taking the measures developed by psychologists too literally.

Nonetheless, measures of personality traits predict meaningful life outcomes. Conscien-

tiousness – the tendency to be organized, responsible, and hardworking—is the most widely

predictive of the commonly used personality measures. It predicts educational attainment,

health, and labor market outcomes as strongly as measures of cognitive ability.13

Most studies in psychology only report correlations between measured traits and out-

comes without addressing whether the traits cause the outcomes and without controlling for

the other traits and incentives that determine performance on the tasks used to measure the

traits. While traits are relatively stable across situations, they are not set in stone. They

11Throughout this paper, we adopt the convention of capitalizing traits from the “Big Five” personality
taxonomy. See Table 3 for a description of the Big Five.

12See Borghans et al. (2011a).
13See the evidence collected in Almlund et al. (2011), Borghans et al. (2008a), and Roberts et al. (2007).
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change over the life cycle. On average, Agreeableness and Conscientiousness tend to grow

with age. Different facets of cognitive ability peak at different ages. Interventions, education,

and parenting can affect traits in lasting ways.

This paper summarizes recent evidence that personality causally affects life outcomes.

We review some of the literature from psychology and economics and then focus on two

particularly compelling examples.14

First, we show how an achievement test, the General Educational Development (GED)

test, fails to capture important traits that affect success in life. High school dropouts can

take the GED to certify to employers and post-secondary institutions that their skills are

equivalent to those of high school graduates who do not attend college. After accounting for

differences in pre-existing cognitive ability, GED recipients perform much worse in the labor

market than high school graduates and much more like other high school dropouts. GED

recipients lack important personality traits. (See Heckman et al., 2011a and Heckman et al.,

2012a.)

Second, we show how an early childhood intervention, the Perry Preschool Program,

improved the lives of disadvantaged children, even though the program did not permanently

change the IQ of its participants. The program changed their personality traits in a lasting

way (see Heckman et al., 2012b). Other interventions and observational studies provide

supporting evidence that early-childhood investments improve outcomes through their effects

on personality.15

14Borghans et al. (2008a) and Almlund et al. (2011) present extensive surveys of this literature.
15The “Tools of the Mind” intervention is designed to promote “executive functioning,” which has both

cognitive and personality components. Barnett et al. (2008, 2006); Bierman et al. (2010); Bodrova and Leong
(2001, 2007); Dee and West (2011); Diamond et al. (2007); Durlak et al. (2011); Lillard and Else-Quest (2006)
report success of this intervention. For a contrary view, see the study by Farran et al. (2011).
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2 Defining and Measuring Personality Traits

2.1 History and Measurement of Cognitive Ability

Modern intelligence tests have been used for just over a century, beginning when a French

minister of public instruction wished to identify retarded pupils in need of specialized ed-

ucation programs. In response, Alfred Binet created the first IQ test.16 IQ scores were

interpreted as measuring a stable trait. The standardized achievement test was created in

the wake of the perceived success of IQ tests as an objective and cost-effective measure of

acquired skills. In contrast to IQ tests, standardized achievement tests were designed to

measure “general knowledge” that could be acquired in schools and through life experiences

and was widely applicable beyond the classroom to workplace and social functioning.17

Achievement tests are typically validated on other achievement tests, IQ tests, and grades,

rather than on tasks or outcomes in the labor market and in social functioning. Table 1

shows correlations among scores on standardized achievement tests, IQ tests, and grades.

Standardized achievement tests are correlated with IQ tests, but the correlation depends on

the subject area of the standardized achievement test. Hartlage and Steele (1977) find that

the arithmetic portions of standardized achievement tests are the most highly correlated with

IQ. Grades and scores on IQ tests and standardized achievement tests are far from perfectly

correlated, suggesting that they measure different aspects of “cognitive functioning.”18

Psychologists distinguish between fluid intelligence (the rate at which people learn) and

crystalized intelligence (acquired knowledge).19 Achievement tests are heavily weighted to-

16In 1904, La Société Libre pour l’Etude Psychologique de l’Enfant appointed a commission to create a
mechanism for identifying these pupils in need of alternative education led by Binet. See Herrnstein and
Murray (1994) for an overview of Binet’s life and work.

17See Lindquist (1951).
18It is an irony of the testing literature that high school grades are more predictive of first year college

performance than SAT scores (Bowen et al., 2009). The SAT and related tests are thought to be more
objective measures of student quality than high school grades (Lemann, 1999).

19See, e.g., Nisbett et al. (2012).
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Table 1: Cognitive Ability Validities

Test Validation Domain Estimate(s) Source(s)

SAT (Achievement) 1st Year College GPA 0.35 - 0.53 Kobrin et al. (2008)

ACT (Achievement) Early College GPA 0.42 ACT, Inc. (2007)

GED (Achievement) HS Senior GPA 0.33 - 0.49 GED Testing Service (2009)

DAT (Achievement) College GPA 0.13 - 0.62† Omizo (1980)

AFQT (Achievement) 9th Grade GPA 0.54 Borghans et al. (2011a)

WAIS (IQ) College GPA 0.38 - 0.43 Feingold (1982)

WAIS (IQ) HS GPA 0.62 Feingold (1982)

Various IQ∗∗ 9th Grade GPA 0.42 Borghans et al. (2011a)

WISC (IQ) WRAT (Achievement) 0.44 - 0.75‡ Hartlage and Steele (1977)

WISC-R (IQ) WRAT (Achievement) 0.35 - 0.76‡ Hartlage and Steele (1977)

Various IQ∗∗ AFQT (Achievement) 0.65 Borghans et al. (2011a)

Stanford Binet (IQ) WISC-R (IQ) 0.77 - 0.87 Rothlisberg (1987), Greene et al. (1990)

Raven’s (IQ) WAIS-R (IQ) 0.74 - 0.84 O’Leary et al. (1991)

WIAT (Achievement) CAT/2 (Achievement) 0.69 - 0.83∗ Michalko and Saklofske (1996)

Definitions: WISC – Wechsler Intelligence Scale for Children, WISC-R – Wechsler Intelligence Scale for Children - Revised,
WAIS - Wechsler Adult Intelligence Scale, Raven’s IQ – Raven’s Standard Progressive Matrices, GED – General Educational
Development, DAT – Differential Aptitude Tests, WIAT – Wechsler Individual Achievement Test, CAT – California
Achievement Test, WRAT – Wide Range Achievement Test, AFQT – Armed Forces Qualification Test
† Large range is due to varying validity of eight subtests of DAT
‡ Ranges are given because correlations vary by academic subject
∗ Ranges are given because correlations vary by grade level
∗∗ IQ test scores in the NLSY79 are pooled across several IQ tests using IQ percentiles
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wards crystallized intelligence,20 whereas IQ tests like Raven’s progressive matrices (1962)

are heavily weighted toward fluid intelligence.21,22 Many psychologists do not recognize the

differences among these measures and interchangeably use IQ, achievement tests, and grades

to measure “cognitive ability” or “intelligence,” and this practice is also widespread in eco-

nomics.23

2.2 Defining and Measuring Psychological Traits

Validating one measure of cognitive ability using other measures of cognitive ability is circu-

lar. More relevant is how well these measures predict important life outcomes. Table 2 shows

the extent to which IQ, standardized achievement tests, and grades explain the variance of

outcomes at age 35 in the National Longitudinal Survey of Youth, 1979 (NLSY79) data. The

three groups of columns under each category show results for different sub-samples based on

the availability of the different cognitive measures. For each category, the first column shows

the explained variance using only the designated measure of cognitive ability. Achievement

tests and grades are more predictive than IQ. But none of these measures explains much of

the variation of any outcome, leaving considerable room for other determinants. As noted

in the introduction, it is unlikely that measurement error accounts for all of the remaining

variance.

Personality is one missing ingredient. The second columns in each category preview our

later discussion of the explanatory power of personality. They show the variance explained

by measures of personality.24 In many cases, the variance explained by personality measures

rivals that explained by measures of cognitive ability. The relative importance of person-

20See Roberts et al. (2000).
21See Raven et al. (1988). The high correlation between intelligence and achievement tests is in part due

to the fact that both require cognitive ability and knowledge. Common developmental factors may affect
both of these traits. Fluid intelligence promotes the acquisition of crystallized intelligence.

22Carroll (1994) and Ackerman and Heggestad (1997) discuss more disaggregated facets of cognitive ability.
23See Flynn (2007) and Nisbett et al. (2012). For examples in economics, see Benjamin et al. (2006).
24They include measures of adolescent risky behavior, self-esteem and locus of control (the extent to which

people feel they have control over their lives). For precise definitions of the measures used, see the notes to
Table 2.
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ality depends on the outcome. The third column for each sub-sample shows the variance

explained when both the cognitive and personality measures are used as predictors. In many

cases, including the measures of personality in a regression with cognitive measures explains

additional variance. The correlations between the set of measures of personality and the

measures of cognition are positive, but not especially strong (see the bottom row of each

table). Each set of traits has an independent influence on the outcomes in the table.

Even though economists have largely ignored personality traits, the pioneers of the orig-

inal IQ tests recognized their importance.25 Alfred Binet the creator of the first IQ test (the

Stanford-Binet test), noted that:

“[Success in school] ...admits of other things than intelligence; to succeed in his

studies, one must have qualities which depend on attention, will, and character;

for example a certain docility, a regularity of habits, and especially continuity of

effort. A child, even if intelligent, will learn little in class if he never listens, if

he spends his time in playing tricks, in giggling, in playing truant.”

-(Binet and Simon, 1916, p. 254)

Since the middle of the 19th century, personality psychologists have studied these traits.

One leading personality psychologist defines personality traits in the following way:

“Personality traits are the relatively enduring patterns of thoughts, feelings, and

behaviors that reflect the tendency to respond in certain ways under certain cir-

cumstances.”

-(Roberts, 2009, p. 140)

Personality traits are manifested through thoughts, feelings, and behaviors, and therefore,

must be inferred from measures of performance on “tasks,” broadly defined. Under this

25Lewis Terman, who created the Stanford-Binet test, even collected data on personality traits of a high-
ability sample. In this sample, Conscientiousness is highly predictive of health and earnings (Savelyev, 2011;
Gensowski, 2012).
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Table 2: Predictive Validities in Outcomes that Matter (Adjusted R-Squared)

IQ Sample AFQT Sample GPA Sample

Males IQ Personality Both AFQT Personality Both GPA Personality Both

Earnings at Age 35 0.07 0.05 0.09 0.17 0.07 0.18 0.09 0.06 0.12
Hourly Wage at Age 35 0.07 0.03 0.08 0.13 0.06 0.14 0.07 0.06 0.09
Hours Worked at Age 35 0.01 0.03 0.04 0.03 0.02 0.03 0.02 0.01 0.02
Jail by Age 35 0.03 0.02 0.04 0.06 0.06 0.09 0.03 0.03 0.04
Welfare at Age 35 0.01 0.00 0.01 0.03 0.01 0.03 0.01 0.00 0.01
Married at Age 35 0.01 0.05 0.05 0.04 0.03 0.06 0.03 0.03 0.04
B.A. Degree by Age 35 0.12 0.08 0.16 0.19 0.10 0.22 0.14 0.10 0.18
Depression in 1992 0.01 0.05 0.05 0.04 0.04 0.06 0.02 0.04 0.04

Adj, R2 Cog, Personality 0.07 0.17 0.11

IQ Sample AFQT Sample GPA Sample

Females IQ Personality Both AFQT Personality Both GPA Personality Both

Earnings at Age 35 0.01 0.03 0.03 0.09 0.05 0.11 0.05 0.04 0.07
Hourly Wage at Age 35 0.05 0.03 0.06 0.12 0.05 0.14 0.06 0.04 0.08
Hours Worked at Age 35 -0.00 0.02 0.02 0.00 0.01 0.00 0.00 0.01 0.01
Jail by Age 35 -0.00 0.01 0.00 0.01 0.02 0.02 0.01 0.01 0.02
Welfare at Age 35 0.02 0.04 0.05 0.10 0.05 0.12 0.05 0.05 0.07
Married at Age 35 0.03 0.03 0.05 0.05 0.04 0.07 0.03 0.03 0.05
B.A. Degree by Age 35 0.10 0.08 0.14 0.17 0.09 0.20 0.10 0.08 0.13
Depression in 1992 0.02 0.05 0.05 0.04 0.05 0.07 0.02 0.05 0.05

Adj, R2 Cog, Personality 0.10 0.15 0.10

Source: National Longitudinal Survey of Youth 1979. Table Description: The table shows the adjusted R-squared from regressions of later-life outcomes on measures of
personality and cognition. For each cognitive measure, the first column shows the explained variance using only the measures of cognitive ability, the second column shows the
explained variance from using only the measure of personality (Personality), and the third column shows the explained variance from using both the measures of personality
and cognition (Both). The last row shows the adjusted R-squared from a regression of each cognitive measure on the personality measures. Measures of Personality and
Cognition: The measures of personality include minor illegal activity in 1979 (vandalism, shoplifting, petty theft, fraud and fencing), major illegal activity in 1979 (auto theft,
breaking/entering private property, grand theft), participation in violent crime in 1979 (fighting, assault and aggravated assault), tried marijuana before age 15, daily smoking
before age 15, regular drinking before age 15, and any intercourse before age 15. It also includes measures of self-esteem and locus of control. Self-esteem is measured using the
ten-item Rosenberg scale administered in 1980. Locus of control is a measure of how much control an individual believes they have over their life and is measured using the 4-item
Rotter scale. IQ and grades are from high school transcripts. IQ is pooled across several IQ tests using IQ percentiles. GPA is the individual’s core-subject GPA from 9th grade.
The Armed Forces Qualification Test (AFQT) was adjusted for schooling at the time of the test conditional on final schooling as described in Hansen et al. (2004). Outcomes:
Due to the biennial nature of the survey after 1994, some respondents are not interviewed at age 35, for these individuals age 36 is used. Earnings includes zero-earners and
excludes observations over $200,000 (2005 dollars). Hourly wage excludes observations less than $3 or over $200 (2005 dollars). Hours worked excludes observations less than
80 or more than 4000. Jail by age 35 indicates whether the respondent had listed residing in a jail or prison at some point before age 35. Welfare at age 35 indicates whether
the respondent received any positive amount of welfare at age 35. Married at age 35 indicates whether the responded was currently married. B.A. degree by age 35 indicates
whether the respondent received a B.A. degree (or higher) by age 35. Depression in 1992 is based on the 7-item Center for Epidemiologic Studies Depression Scale (CES-D).
Sample: The sample excludes the military over sample. The samples differ across the IQ, AFQT, and GPA due to missing measures across the samples.
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definition, performance on IQ tests is a personality trait because it is an enduring pattern

of behavior (how one “behaves” or “performs” on an IQ test).26

Personality psychologists primarily measure personality traits using self-reported surveys.

They have arrived at a relatively well-accepted taxonomy of traits called the “Big Five,”

which includes Openness to Experience, Conscientiousness, Extraversion, Agreeableness,

and Neuroticism. Table 3 defines these traits and their multiple facets.27 Some argue that

the Big Five are the longitude and latitude of personality, by which all more narrowly defined

traits may be categorized (see Costa and McCrae, 1992a). While the Big Five measures are

now the most widely used, there are several other taxonomies, including the Big Three, the

MPQ, and the Big Nine. They are conceptually and empirically related to the Big Five.28

Other taxonomies, including psychopathology as measured by the DSM IV and measures

of temperament, have also been related to the Big Five.29 Almlund et al. (2011) show

that economic preference parameters are not all that closely related to psychological traits

and apparently represent different traits that, along with the psychological traits, govern

behavior.

A deeper issue, as yet not systematically investigated in the literature in economics

or psychology, is whether the traits captured by the alternative measurement systems are

the manifestation of a deeper set of preferences or goals. Achieving certain goals requires

certain traits, e.g., a surgeon has to be careful and intelligent; a salesman has to be outgoing

and engaging and so forth, etc. Under this view, traits are developed through practice,

investment, and habituation. The deeper traits may be the preference parameters that

generate the manifest traits. The apparent stability of expressed traits across situations may

be a consequence of the stability of the goals and incentives to achieve these goals.30

26Studies of test-retest reliability of IQ tests show that scores are highly correlated across repeated testing
occasions (see, e.g., Niolon, 2005).

27See, e.g., Borghans et al. (2008a).
28See Borghans et al. (2008a) and Almlund et al. (2011) for a comparison of these taxonomies.
29See, e.g., Cloninger et al. (1999).
30McAdams and Pals (2006) adds goals to the list of possible traits. Almlund et al. (2011) develop a model

in which preferences and traits determine the effort applied to tasks.
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Table 3: The Big Five Domains and Their Facets

Big Five Person-
ality Factor

American Psychology
Association Dictionary
description

Facets (and correlated trait ad-
jective)

Related Traits Analogous Childhood Tempera-

ment Traits

Conscientiousness “the tendency to be or-
ganized, responsible, and
hardworking”

Competence (efficient), Order
(organized), Dutifulness (not
careless), Achievement striving
(ambitious), Self-discipline (not
lazy), and Deliberation (not
impulsive)

Grit, Perseverance, De-
lay of gratification, Im-
pulse control, Achieve-
ment striving, Ambition,
and Work ethic

Attention/(lack of) distractibil-
ity, Effortful control, Impulse
control/delay of gratification,
Persistence, Activity∗

Openness to Ex-
perience

“the tendency to be open
to new aesthetic, cul-
tural, or intellectual ex-
periences”

Fantasy (imaginative), Aesthetic
(artistic), Feelings (excitable),
Actions (wide interests), Ideas
(curious), and Values (unconven-
tional)

Sensory sensitivity, Pleasure in
low-intensity activities, Curiosity

Extraversion “an orientation of one’s
interests and energies to-
ward the outer world of
people and things rather
than the inner world
of subjective experience;
characterized by positive
affect and sociability”

Warmth (friendly), Gregarious-
ness (sociable), Assertiveness
(self-confident), Activity (en-
ergetic), Excitement seeking
(adventurous), and Positive
emotions (enthusiastic)

Surgency, Social dominance, So-
cial vitality, Sensation seek-
ing, Shyness*, Activity*, Posi-
tive emotionality, and Sociabil-
ity/affiliation

Agreeableness “the tendency to act in
a cooperative, unselfish
manner”

Trust (forgiving), Straight-
forwardness (not demanding),
Altruism (warm), Compli-
ance (not stubborn), Modesty
(not show-off), and Tender-
mindedness (sympathetic)

Empathy, Perspective
taking, Cooperation,
and Competitiveness

Irritability∗, Aggressiveness, and
Willfulness

Neuroticism/
Emotional
Stability

Emotional Stability is
“predictability and con-
sistency in emotional re-
actions, with absence of
rapid mood changes.”
Neuroticism is “a chronic
level of emotional insta-
bility and proneness to
psychological distress.”

Anxiety (worrying), Hostility (ir-
ritable), Depression (not con-
tented), Self-consciousness (shy),
Impulsiveness (moody), Vulnera-
bility to stress (not self-confident)

Internal vs. External,
Locus of control, Core
self-evaluation, Self-
esteem, Self-efficacy,
Optimism, and Axis I
psychopathologies (men-
tal disorders) including
depression and anxiety
disorders

Fearfulness/behavioral inhibi-
tion, Shyness∗, Irritability∗,
Frustration (Lack of) soothabil-
ity, Sadness

Notes: Facets specified by the NEO PI-R personality inventory (Costa and McCrae, 1992b). Trait adjectives in parentheses from the Adjective Check
List (Gough and Heilbrun, 1983). ∗These temperament traits may be related to two Big Five factors.
Source: Table adapted from John and Srivastava (1999).
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2.3 Identification Problems in Measuring Traits

Measuring traits is difficult, because, as suggested by Roberts’ definition of personality, all

psychological measurements are calibrated on measured behavior, and the behaviors used

to measure one trait can be influenced by incentives and other traits. To infer traits from

behaviors requires standardizing for all of the other contributing factors that produce the

observed behavior. The inability to parse and localize behaviors that depend on a single

trait or ability gives rise to a fundamental identification problem that is typically ignored in

empirical research investigating how psychological traits affect outcomes.31

There are two primary issues. First, behavior depends on incentives created in situations.

Different incentives elicit different amounts of effort on the tasks used to measure traits.

Accurately measuring personality traits requires standardizing for the effort applied in any

task. Second, behavior in one task can depend on multiple traits. Not standardizing for

incentives and other traits can produce misleading estimates of any trait.

These identification problems are empirically important when measuring any given trait.

For example, incentives partly determine scores on IQ tests, even though some have argued

that performance on IQ tests reflects maximal effort.32 A series of studies conducted over

the past 40 years shows that incentives, like money or candy, can increase IQ scores, partic-

ularly among low-IQ individuals. The Black-White gap in IQ can be completely eliminated

by incentivizing students with M&M candies.33 The incentives in one test do not affect

performance on future tests.

The recent literature shows that personality traits are associated with standardized

achievement test scores, which many analysts use interchangeably with IQ scores.34 Figures

1 and 2 show how the variance in the scores on two achievement tests, the Armed Forces

31See Borghans et al. (2011a) and Almlund et al. (2011).
32A leading psychometrician, Carroll (1993), does not accept the notion that IQ captures maximal effort.
33See Ayllon and Kelly (1972); Borghans et al. (2008b); Breuning and Zella (1978); Clingman and Fowler

(1976); Edlund (1972); Holt and Hobbs (1979); Larson et al. (1994); Segal (2008). This evidence is summa-
rized in Borghans et al. (2008a) and Almlund et al. (2011).

34See, e.g., Nisbett (2009).
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Qualification Test (AFQT) and the closely related Differential Aptitudes Tests (DAT),35

are decomposed into IQ and personality measures. Personality traits explain a substantial

portion of the variances in both AFQT scores and DAT scores.36 The personality traits are

incrementally valid in that they explain the variance above and beyond the variance that IQ

explains in a regression. These findings caution the interpretation that standardized achieve-

ment tests only measure cognitive ability. They are bundled with personality traits. In data

from the Stella Maris secondary school in Maastricht, Holland, Openness to Experience is

strongly correlated with IQ.37

Further complicating identification, not everyone responds to incentives in the same way.

Borghans et al. (2008b) show that adults spend substantially more time answering questions

on IQ tests when rewards are higher. Subjects high in Emotional Stability and Conscien-

tiousness are less affected by rewards. Similarly, Segal (2008) shows that introducing cash

incentives for performance on the coding speed test of the Armed Services Vocational Bat-

tery (ASVAB) increases performance substantially, particularly for men with lower levels of

Conscientiousness.

2.4 Are There Stable Personality Traits?

Many have questioned whether personality traits exist. The publication of Walter Mischel’s

1968 book, Personality and Assessment, gave rise to a heated “personality-situation” debate

within psychology, which pitted the social psychologists who favored situational factors as

explaining behavior against those who considered stable personality traits as more conse-

quential. Mischel argued that aspects of situations overshadow any effect of personality on

35The correlation between DAT and AFQT scores in the National Longitudinal Study of Youth 1979
(NLSY79) is 0.76 to 0.80 (Borghans et al., 2011b). Friedman and Streicher (1985) estimate correlations
between 0.65 and 0.82 for in a sample of high school sophomores and juniors. Kettner (1976) estimates
correlations between DAT and the AFQT subtests of 0.76 to 0.89 in a sample of juniors and seniors.

36The lower explained variance in the sample with DAT is likely a consequence of restriction on range.
The DAT data come from a single school, whereas the AFQT data come from a national sample.

37See Borghans et al. (2011b) for information on the Stella Marris secondary school and the analysis
described in the text.
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Figure 1: Decomposing Achievement Tests and Grades into IQ and Personality [NLSY79]
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Source: Borghans et al. (2011a), National Longitudinal Survey of Youth 1979 (NLSY79). Notes: Rotter is a measure of locus
of control designed to measure the extent to which individuals believe that they have control over their lives through self-
motivation or self-determination as opposed to the extent to which individuals believe that the environment controls their lives
(Rotter, 1966). Rosenberg is a measure of self-esteem designed to measure the degree of approval or disapproval toward oneself
(Rosenberg, 1965). The Armed Forces Qualification Test (AFQT) score is constructed from the Arithmetic Reasoning, Word
Knowledge, Mathematical Knowledge, and Paragraph Comprehension Armed Services Vocational Aptitude Battery (ASVAB)
subtests. Rotter was administered in 1979. The ASVAB and Rosenberg were administered in 1980. IQ and GPA are from
high school transcript data. AFQT, Rosenberg, and Rotter have been adjusted for schooling at the time of the test conditional
on final schooling, as described in Hansen et al. (2004). IQ is pooled across several IQ tests using IQ percentiles. GPA is the
individual’s core subject GPA from 9th grade. Sample excludes the military over-sample.

behavior.38

A large body of evidence reviewed in Almlund et al. (2011) shows that stable personality

traits exist and are predictive of many behaviors.39 An important paper by Epstein (1979)

presents compelling evidence that, averaging over tasks and situations at a point in time,

people act in a predictable fashion with a high level of reliability (R2 of 0.6-0.8) of average

behavior (“measured personality”) across situations. The incentives in any situation also

matter. Heritability studies show that measures of personality traits tend to be about 40%-

60% heritable, suggesting that something tied to the person, rather than the situation,

influences behavior (Bouchard and Loehlin, 2001).40 Evidence in neuroscience suggests that

38This theme has been picked up in behavioral economics. See Thaler (2008).
39See the special issue of Journal of Research in Personality (43), entitled “Personality and Assessment

at Age 40 ” for a recent discussion.
40Devlin et al. (1997) suggest that traditional estimates of the heritability of IQ may be inflated because
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Figure 2: Decomposing Achievement Tests and Grades into IQ and Personality [Stella Maris]

∗Grit is a measure of persistence on tasks (Duckworth et al., 2007).

Source: Borghans et al. (2011a).

expression of traits is related to regions of the brain (see Canli, 2006, and DeYoung et al.,

2010).

2.5 The Evolution of Personality Traits Over the Life Cycle

Even though personality traits are relatively stable across situations, they are not set in

stone. They change over the life cycle. Figure 3 shows that Conscientiousness tends to

increase monotonically over the life cycle. Other traits change in different ways over the life

cycle.41 Crystallized intelligence tends to increase monotonically for most of the life cycle,

whereas fluid intelligence tends to peak in early adulthood and then decline.42

This evidence does not address whether these changes occur naturally (“ontogenic change”)

or whether they are due to changes in the environments commonly experienced over the life

they fail to take into account the effect of the environment on conditions in the maternal womb. See also
Rutter (2006) and an emerging literature on epigenetics.

41See the evidence collected in Borghans et al. (2008a) and Almlund et al. (2011) for a variety of other
traits.

42See McArdle et al. (2000).

17

0,25 

Achievement Grades 
0.20 

0.20 

'"'l:J 0.15 QJ 

;;; 
=i 
g-

1/1 

cc. 0.10 0.09 
0.07 

0.07 

D,05 

0.01 

0.00 

DAT Grades 

• IQ1 Big 5, and Grit .. IQ • Big S and Grit .. 



cycle (“sociogenic change”). No evidence is available in the published literature on the dis-

tributions of these profiles over the life cycle. Almlund et al. (2011) review the evidence on

how parental investment and interventions promote changes in personality.

Figure 3: Cumulative Mean-Level Changes in Personality Across the Life Cycle

−0.2
0

0.2
0.4
0.6
0.8

1
1.2

C
um

ul
at

iv
e 

d 
va

lu
e

Conscientiousness

Age
10 20 30 40 50 60 70 80

Note: Cumulative d values represent total lifetime change in units of standard deviations (“effect sizes”).
Source: Figure taken from Roberts et al. (2006) and Roberts and Mroczek (2008). Reprinted with permission of the authors.

2.6 The Predictive Power of Personality

Table 2 shows that personality traits predict many later-life outcomes as strongly as measures

of cognitive ability. Conscientiousness – the tendency to be perseverant and hardworking

– stands out as the most predictive of the Big Five traits across many outcomes. Figure 4

presents for males correlations between the Big Five and educational attainment, adjusting

and not adjusting for fluid and crystalized intelligence. Conscientiousness predicts educa-

tional attainment more than either of the facets of intelligence.43 Similar patterns appear

for many other outcomes, including labor market performance, grades, and health.44

A recurrent finding in the literature is that measured IQ is highly predictive of perfor-

43Results are similar for women (see Almlund et al., 2011).
44See Almlund et al. (2011), Borghans et al. (2008a), and Roberts et al. (2007) for comprehensive reviews

of the evidence.
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mance on complex tasks and jobs (Gottfredson, 1997). The importance of IQ increases with

job complexity, defined as the information processing requirements of the job: cognitive skills

are more important for professors, scientists, and senior managers than for semi-skilled or

unskilled laborers (Schmidt and Hunter, 2004). In contrast, the importance of Conscien-

tiousness does not vary much with job complexity (Barrick and Mount, 1991), suggesting

that it pertains to a wider spectrum of jobs.

The literature in economics establishes that the same bundle of traits has different pro-

ductivity in different tasks. People also differ in their endowments of traits. These two

features lead to sorting in the tasks people pursue in life and are a manifestation of the

general principle of comparative advantage in the labor market and in life. (See Almlund

et al., 2011; Borghans et al., 2008a; Cattan, 2012; Heckman et al., 2006a, 2011b.)

Achievement test scores are crude, low-dimensional summaries of high-dimensional vec-

tors of traits that operate in conjunction with effort. It is unlikely that these summaries

capture the precise combinations of traits required for success in specific life tasks. The

thrust of recent research in personality and economics is to isolate the traits that determine

life outcomes and to understand how those diverse traits determine choices of tasks.

Most of the evidence in personality psychology is correlational. The reported correla-

tions do not prove that personality traits cause higher educational attainment although it is

consistent with it. For example, the reported pattern in Figure 4 could arise if educational

attainment increased Conscientiousness. We next present causal evidence.
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Figure 4: Association of the Big Five and intelligence with years of completed schooling
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Notes: The figure displays standardized regression coefficients from a multivariate regression of years of school attended on the
Big Five and intelligence, controlling for age and age squared. The bars represent standard errors. The Big Five coefficients are
corrected for attenuation bias. The Big Five were measured in 2005. Years of schooling were measured in 2008. Intelligence was
measured in 2006. The measures of intelligence were based on components of the Wechsler Adult Intelligence Scale (WAIS).
The data is a representative sample of German adults between the ages 21 and 94.
Source: Almlund et al. (2011), German Socio-Economic Panel (GSOEP), waves 2004-2008.

3 Causal Evidence

3.1 Problems with Establishing Causality

Most studies in personality psychology do not address the question of causality, i.e., whether

measured traits cause (rather than just predict) outcomes. Empirical associations are not

a reliable basis for policy analysis. In this section, we discuss difficulties in establishing

causality. We also summarize several studies that provide evidence that personality traits

cause outcomes.

We introduce a simple framework to analyze the effect of traits on outcomes and how

traits evolve over time.45 Equation (1) shows how an outcome at age a, Ta, which is the

45This framework draws on Almlund et al. (2011).
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performance on a task, depends on cognition Ca, personality Pa, other acquired skills such

as education and job training Ka, and the effort allocated to the task eTa :

Ta︸︷︷︸
Outcome on a
task at age a

= φa( Ca︸︷︷︸
Cognition

, Pa︸︷︷︸
Personality

, Ka︸︷︷︸
Other

acquired
skills

, eTa︸︷︷︸
Effort

devoted to
task

) a = 1, . . . , A. (1)

Equation (2) shows how the effort allocated to task Ta depends on cognition Ca, personality

Pa, other acquired skills Ka, incentives RTa , and preferences Υa:

eTa = ψTa(Ca, Pa, Ka, RTa︸︷︷︸
Incentives
to perform

on task

, Υa︸︷︷︸
Preferences

). (2)

The effort applied to a task is the outcome of a choice problem that depends on traits,

preferences, and incentives, much like a supply equation in the standard theory of consumer

choice. Preferences can be thought of as additional traits.46 Some psychological theories

posit that people have limited effort that they can divide among different tasks (See, e.g.,

Baumeister and Tierney, 2011).

Equations (1) and (2) formalize the difficulty in establishing a causal relationship between

outcomes and traits. Multiple traits, effort, and acquired skills generate performance in a

given task. Many studies in psychology and economics do not control for these inputs and

equate measurement of a set of outcomes with the trait the analyst is trying to measure.47

This practice can lead to a substantial bias in inference about any particular trait.

An additional point is that most studies assume a linear relationship between outcomes

and traits. This practice is particularly problematic for measuring personality traits, where

the effect of a trait on an outcome is not always linear or even monotonic. Too much of a

46The empirical relationship between measured preference parameters and Big Five measures is weak (see
Almlund et al., 2011).

47Selecting measures and verifying them is part of the sometimes mysterious and inherently subjective
process of “construct validity” in psychology. For a discussion, see Borghans et al. (2008a).
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good thing can be bad
(
∂φa
∂Pa

< 0 for Pa > P̄ for threshold P̄
)

. For example, extreme levels of

traits are associated with psychopathologies. High levels of Conscientiousness are associated

with Obsessive Compulsive Disorder, which hinders task performance (Samuel and Widiger,

2008). Nonlinearities can also arise when traits and incentives interact, as in the analyses

of Borghans et al. (2008b) and Segal (2008) who show that people with different personality

traits respond differently to incentives on tests.48

The traits and other acquired skills evolve over time through investment and habituation.

Equation (3) shows that traits at age a+ 1 are age-dependent functions of cognitive ability,

personality traits, other acquired skills, and investment Ia at age a. In this way, previous

levels of traits and acquired skill affect current levels of traits and acquired skill. Equation

(3) formalizes the notion that the traits and skills governing performance at a point in time

are themselves the outcome of investment and habituation:

(Ca+1, Pa+1, Ka+1) = ηa(Ca , Pa , Ka , Ia︸︷︷︸
Investment

and
experience

), a = 1, . . . , A. (3)

In conjunction with resource constraints, a “deeper” set of preference parameters at age a

may govern investment decisions and effort allocated to tasks.

3.2 Extreme Examples of Personality Change

Laboratory experiments and brain lesion studies provide some of the most compelling evi-

dence that personality traits can change and that the change affects behaviors. The most

famous example is that of Phineas Gage, a railway construction foreman whose head was

impaled by a metal spike. Miraculously he retained his problem solving abilities, but he

changed from being polite and dependable to being rude and unreliable. His personality

change caused him to lose his job and alienate family members (Damasio et al., 2005). Lab-

48Formally, this occurs when
∂2ψTa

∂Pa∂RTa
6= 0.
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oratory experiments show that expressed traits can be manipulated temporarily. Magnetic

disruption of the left lateral prefrontal cortex can increase experimentally elicited discount

rates (Figner et al., 2010) and nasal sprays of oxytocin increase trust (Kosfeld et al., 2005).

3.3 Evidence from the GED Testing Program

The GED is a standardized achievement test that serves as an alternative to a high school

diploma. High school dropouts can take the seven-and-a-half hour GED exam to certify

that they have the “general knowledge” of a high school graduate. The test is widely used.

The GED testing program currently produces 12% of high school certificates each year in

the United States. We draw on the analysis of Heckman et al. (2012a) and first present

results for males. The GED program provides insight into the effects of personality traits

on outcomes. GED recipients have the same cognitive ability as high school graduates, but

differ in their personality traits.

Table 4 shows the correlations between GED test scores and other achievement test scores.

GED test scores are strongly correlated with scores on other standardized achievement tests.

The correlations range from 0.61 with the General Aptitude Test Battery (GATB) to 0.88

with the Iowa Test of Educational Development, the progenitor of the GED.
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Table 4: Validities of GED Test

Test Correlation Source(s)

Armed Forces Qualification Test (AFQT) 0.75 - 0.79 † Means and Laurence (1984)

Iowa Test of Educational Development 0.88 † Means and Laurence (1984)

ACT 0.80 † Means and Laurence (1984)

Adult Performance Level (APL) Survey 0.81 † Means and Laurence (1984)

New York’s Degrees of Reading Power (DRP) Test 0.77 † Means and Laurence (1984)

Test of Adult Basic Education (TABE) 0.66-0.68† Means and Laurence (1984)

General Aptitude Test Battery (GATB) 0.61-0.67† Means and Laurence (1984)

National Adult Literacy Survey (NALS) factor 0.78 ‡ Baldwin (1995)

† Uses mean GED subtest scores
‡ Uses a general GED factor

GED recipients are smarter than other dropouts. Figure 5 shows the distributions of a fac-

tor extracted from the components of the ASVAB for male high school dropouts, GED recip-

ients, and high school graduates.49 The sample excludes people who attend post-secondary

education. The distribution of the scores of GED recipients is much more like that of high

school graduates than that of high school dropouts.

49Similar results are found for females.
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Figure 5: Cognitive ability by educational status

Source: Reproduced from Heckman et al. (2011b), which uses data from the National Longitudinal Study of Youth 1979
(NLSY79). Notes: The distributions above represent cognitive ability factors estimated using a subset of the Armed Services
Vocational Aptitude Battery (ASVAB) and educational attainment as laid out in Hansen et al. (2004). The sample is restricted
to the cross-sectional subsample for both males and females. Distributions show only those with no post-secondary educational
attainment. The cognitive ability factors are normalized by gender to be mean zero standard deviation one.

If they have the same cognitive ability as high school graduates, then why do they drop

out of high school? Success in school requires other traits. On a variety of other dimensions,

GED recipients behave much more like other dropouts. Figure 6 shows measures of early

adolescent drug use, crime, sex, and violence extracted from three data sources.50 Male

high school graduates perform better on all measures than high school dropouts or GED

recipients. GED recipients are much more similar to dropouts, but in several cases are

statistically significantly more likely to engage in risky behaviors than other dropouts. On

no outcome measure in that figure are dropouts statistically significantly more likely to

engage in risky behaviors compared to GED recipients. Figure 7 summarizes these adolescent

behaviors using a single factor and shows that unlike the cognitive summary measures, the

distribution of the noncognitive (personality) summary measure of GED recipients is much

closer to that of dropouts than to that of high school graduates.

50The data sets are the National Longitudinal Survey of Youth 1979 (NLSY79), National Longitudinal
Survey of Youth 1997 (NLSY97), and National Educational Longitudinal Survey (NELS). For discussion of
these data sets, see Heckman et al. (2012a).
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Figure 6: Measures of Adolescent Behaviors for Male Dropouts, GED Recipients, and High
School Graduates

(a) Smoking and Drinking
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(b) Sex and Violent Behavior

0
.2

.4
.6

Sex
by 15

(NLSY79)

Fight
by 14

(NLSY97)

Gang
by 14

(NLSY97)

School Fight
Gr.8

(NELS)

Drop GED HSG +/− S.E.

(c) Criminal Behavior

0
.2

.4
.6

.8

Minor
Crime

(NLSY79)

Major
Crime

(NLSY79)

Violent
Crime

(NLSY79)

Arrested
by 14

(NLSY97)

Prop Crime
by 14

(NLSY97)

Theft
by 14

(NLSY97)

Drop GED HSG +/− S.E.

Sources: Heckman et al. (2012a, Chapter 3). National Longitudinal Survey of Youth 1979 (NLSY79), National Longitudinal
Survey of Youth 1997 (NLSY97), National Educational Longitudinal Survey (NELS). Notes: Minor crime includes vandalism,
shoplifting, petty theft, fraud, holding or selling stolen goods. Major crime includes auto theft, breaking/entering private
property, grand theft. Violent crime includes fighting, assault, aggravated assault. Tests of Significance: The estimates for
GED recipients and high school graduates are statistically significantly different at the 5% level for all variables. The estimates
for dropouts and high school graduates are statistically significantly different at the 5% level for all variables, except for “Minor
Crime (NLSY79)” and “Drinks by 14 (NLSY97).” The estimates of “Smokes by 14 (NLSY97),” “Drinks by 14 (NLSY97),” and
“Theft by 14 (NLSY97)” between GED recipients and dropouts are statistically significantly different at the 5% level.
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Figure 7: Distribution of a Summary Measure of Noncognitive Ability by Education Group

Source: Reproduced from Heckman et al. (2011b), which uses data from the National Longitudinal Study of Youth 1979
(NLSY79). Notes: The distributions above represent noncognitive ability factors estimated using measures of early violent
crime, minor crime, marijuana use, regular smoking, drinking, early sexual intercourse, and educational attainment as in
Hansen et al. (2004). Sample restricted to the cross-sectional subsample for both males and females. Distributions show only
those with no post-secondary educational attainment. The noncognitive ability factors normalized to be mean zero standard
deviation one.

The traits that cause GED recipients to drop out of high school manifest themselves

in many other life outcomes. One potential benefit of the GED certificate is that it opens

doors to post-secondary education. Figure 8 shows post-secondary educational attainment

for GED recipients and high school graduates. About 40% of GED recipients enroll in a 2-

or 4- year college. Nearly half drop out within the first year. Fewer than 5% earn a B.A.

degree and fewer than 10% earn an A.A. degree.
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Figure 8: Post-Secondary Educational Attainment Across Education Groups Through Age
40 - Males
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Sources: Heckman et al. (2012a, Chapter 4). National Longitudinal Survey of Youth 1979 (NLSY79). Notes: The graph shows
post-secondary educational attainment of GED recipients and high school graduates. Variable Definitions: “Some College”
represents people who entered any post-secondary institution ever. “Some College, More Than a Year” represents people who
completed at least a year of some post-secondary education ever. “A.A.” represents people who obtained associate’s degrees
ever. “B.A.” represents people who obtained bachelor’s degrees ever. “B.A.” also includes people with higher education:
M.A. Ph.D and professional degrees. Tests of Significance: The estimates for GED recipients and high school graduates are
statistically significantly different at the 5% level for all but attainment of the A.A. degree.

GED recipients lack persistence in a variety of tasks in life. Figure 9 shows the survival

rates in employment, marriage, and in the condition of not having been incarcerated. GED

recipients tend to exit employment, become divorced, and enter jail at rates similar to those

of high school dropouts, while high school graduates are much more persistent.
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Figure 9: Survival Rates in Various States for Male Dropouts, GED Recipients, and High
School Dropouts
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Source: Heckman et al. (2012a, Chapter 4). National Longitudinal Survey of Youth 1979 (NLSY79), nationally representative
cross sectional sample. Notes: The “Survival Rate in Marriage” is based on the first marriage spell that began after 1979. People
who were already married or divorced in 1979 were excluded from the sample, because the length of their spell is unknown.
The “Survival Rate in Employment” is based on all employment spells that began after 1979 and after the respondent was
16. People are excluded from the employment estimates if they have been to jail. The “Survival Rate in Non-Incarcerated
State” is based on the time until first incarceration starting at age 22 (the youngest age for which the jail status is available
for all respondents). Respondents who were already in jail at age 22 were excluded from the sample. Tests of Significance: The
estimates for GED recipients and high school graduates are statistically significantly different at the 5% level in all cases except
for the first year of the “Survival Rate in Employment” and the first year of the “Survival Rate in Marriage.” The estimates
for dropouts and high school graduates are statistically significantly different at the 5% level in all cases. The estimates for
dropouts and GED recipients are significantly different at the 5% level for years three through five of the “Survival Rate in
Employment.”
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Adjusting for their differences in cognitive ability, male GED recipients perform virtually

the same as high school dropouts in the labor market. Figure 10 shows the hourly wages

and annual earnings of male GED recipients and high school graduates compared to high

school dropouts for different age groups. The first set of bars shows the outcomes after

adjusting for age, race, year, and region of residence. The second set of bars shows the

effects after additionally adjusting for AFQT scores. The third set of bars shows the effects

after additionally adjusting for standard measures of family background. GED recipients

and high school graduates outperform dropouts in regressions that only adjust for age, race,

year, and region of residence. After adjusting for cognitive ability, GED recipients are

indistinguishable from dropouts, whereas high school graduates earn more and have higher

hourly wages. Controlling for family background characteristics does not change the story.
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Figure 10: Labor Market Outcomes Differences - By Age - NLSY79 - Males
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Source: Heckman et al. (2012a, Chapter 3). National Longitudinal Survey of Youth 1979 (NLSY79). Controls: “Raw” – age,
race, and region of residence; “Abil” –age, race, year, region of residence, and Armed Forces Qualification Test (AFQT) adjusted
for schooling at time of test; “BG” – age, race, year, region of residence, mother’s highest grade completed, urban status at age
14, family income in 1978, broken home status at age 14, south at age 14, AFQT, and factors based on adolescent behavioral
measures, crime and school performance. Regressions exclude those reporting earning more than $300,000 or working more
than 4,000 hours. Notes: All regressions allow for heteroskedastic errors and when appropriate clustering at the individual
level.
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Most of the patterns found for women parallel those found for men. However, there

are some important differences.51 While female GED recipients share similar cognitive and

personality traits as male GED recipients, their outcomes differ. After accounting for differ-

ences in cognitive ability, female GED recipients do not earn higher hourly wages than other

dropouts, but unlike men they have higher annual earnings because they are more likely to

participate in the labor force.52

3.4 Evidence from The Perry Preschool Program and Other In-

terventions

Evidence from the Perry Preschool Program shows how personality traits can be changed in

ways that produce beneficial lifetime outcomes. The Perry preschool Program enriched the

lives of three- and four-year-old low-income, Black children with initial IQs below 85 at age

3.53

Participants were taught social skills in a “plan-do-review” sequence where students

planned a task, executed it, and then reviewed it with teachers and fellow students. They

learned to work with others when problems arose.54 In addition, home visits promoted

parent-child interactions. The program ended after two years of enrollment and both treat-

ments and controls entered the same school. The program was evaluated by the method of

random assignment.

The program did not improve IQ scores in a lasting way. Figure 11 shows that, by age

ten, treatment and control groups had the same average IQ scores. Many critics of early

childhood programs seize on this finding and related evidence to dismiss the value of early

51See Heckman et al. (2012a).
52The increased labor supply response is largely due to female GED recipients who attain some post-

secondary education or who have dropped out of high school due to pregnancy. See Heckman et al. (2012a)
for a full discussion of the evidence on the performance of GED recipients.

53We draw on the analysis of Heckman et al. (2012b).
54Sylva (1997) describes the Perry program as a Vygotskian program fostering personality traits. Vygotsky

developed a psychology of child development in structured social settings that emphasized development of
social and personality skills. The Vygotskian approach strongly influences the Tools of the Mind program
(see Bodrova and Leong, 2001, 2007).
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intervention studies.

Figure 11: Perry Preschool Program: IQ, by Age and Treatment Group
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Notes: IQ measured on the Stanford-Binet Intelligence Scale (Terman and Merrill, 1960). The test was administered at program
entry and at each of the ages indicated. Source: Cunha et al. (2006) and Heckman and Masterov (2007) based on data provided
by the High Scope Foundation.

Nevertheless, the program improved outcomes for both boys and girls, resulting in a

statistically significant rate of return of around 6-10% per annum for both boys and girls

(see Heckman et al., 2010a,b). These returns are above the post-World War II, pre-2008

meltdown in stock market returns to equity estimated to be 5.8% per annum.55

The Perry Preschool Program worked primarily through improving personality traits.

Participants had better direct measures of personal behavior (a weighted average of “ab-

sences and truancies,” “lying and cheating,” “stealing,” and “swears or uses obscene words”

measured by teachers in the elementary school years). Participants of both genders im-

proved their “externalizing behavior,” a psychological construct related to Agreeableness

and Conscientiousness. For girls, the program improved Openness to Experience (proxied

by academic motivation). The program also improved scores on the California Achievement

55See DeLong and Magin (2009).
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Test (CAT). This evidence is consistent with the evidence presented in the previous section

that shows that performance on achievement tests depends on personality traits.

Other studies are broadly consistent with the evidence from the Perry Preschool study.

Analyses of data from Project STAR, a program that randomly assigned kindergartners and

teachers to classes of different sizes, yields results similar to the Perry Program. Using data

from Project STAR, Dee and West (2011) find that assignment to a small class is associated

with positive changes in personality. In a follow-up analysis, Chetty et al. (2011) examine

the Project STAR program and find that students placed in higher quality kindergarten

classes–as measured by their peer’s average performance on a Stanford Achievement Test–

had significantly higher earnings in early adulthood.

The curriculum of Promoting Alternative Thinking Strategies (PATHS) teaches self-

control, emotional awareness, and social problem-solving skills and is aimed at elementary

school children (see Bierman et al., 2010). A recent random-assignment, longitudinal study

demonstrates that the PATHS curriculum reduces teacher and peer ratings of aggression,

improves teacher and peer ratings of prosocial behavior, and improves teacher ratings of

academic engagement.56 PATHS is an exemplar of school-based social and emotional learning

(SEL) programs. A recent meta-analysis shows that the program improved grades by 0.33

standard deviations and achievement test scores by 0.27 standard deviations (Durlak et al.,

2011).57

Likewise, several random assignment evaluations of Tools of the Mind, a preschool and

early primary school curriculum targeting development of self-control, show that it improves

classroom behavior as well as executive function, defined as higher-level cognitive skills in-

cluding inhibitory control, working memory, and cognitive flexibility (Barnett et al., 2008,

2006; Bodrova and Leong, 2001, 2007; Diamond et al., 2007; Lillard and Else-Quest, 2006).58

56See Bierman et al. (2010).
57Note, however, that the largest federal study to date on character education programs, including PATHS,

failed to find evidence for improvements in behavior or academic performance (see Social and Character
Development Research Consortium, 2010).

58However, a more recent large-scale study (Farran et al., 2011) does not find any effect of the program
on self-regulation or literacy, language, and mathematics achievement.
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Positive findings are reported for the Montessori preschool curriculum (Lillard and Else-

Quest, 2006). Unlike the Perry study, these studies do not have long-term followups.

There is evidence that targeted intervention efforts can improve aspects of Conscien-

tiousness. In contrast to the multi-faceted curricula described above, studies targeting im-

provement in this trait are designed to isolate a particular mechanism producing behavioral

change. For instance, Rueda et al. (2005) designed a set of computer exercises to train

attention in children between four and six years of age. Children in the intervention group

improved in performance on computer tasks of attention relative to children who instead

watched interactive videos for a comparable amount of time. Similarly, Stevens et al. (2008)

designed a 6-week computerized intervention and showed that it can improve selective au-

ditory attention (i.e., the ability to attend to a target auditory signal in the face of an

irrelevant, distracting auditory signal). As is typical of much of the literature, all of these

programs have only short-term follow-ups.

Several studies suggest that personality can be remediated in adolescence. Martins (2010)

analyzes data from EPSIS, a program developed to improve student achievement of 13-15

year-olds in Portugal by increasing motivation, self-esteem, and study skills. The program

consists of one-on-one meetings with a trained staff member or meetings in small groups. The

intervention was tailored to each participant’s individual skill deficit. Overall, the program

was successful and cost-effective, decreasing grade retention by 10 percentage points.

Other life experiences, like employment, can improve personality. Gottschalk (2005)

analyzes evidence from a randomized control trial that working at a job can improve locus

of control, a trait related to Neuroticism that measures the extent to which individuals

believe that they have control over their lives through self-motivation or self-determination

as opposed to the extent that the environment controls their lives (Rotter, 1966).59 He uses

data from the Self-Sufficiency Project (SSP) in which some welfare recipients were randomly

offered substantial subsidies to work. The subsidy more than doubled the earnings of a

59The relationship between locus of control and the Big Five trait of Neuroticism is discussed in Almlund
et al. (2011).
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minimum wage worker. People in the experimental group worked about 30% more hours

than those in the control group. After 36 months, those who received the subsidy were more

likely to have an improved locus of control.

3.5 Additional Evidence

Studies that account for the endogeneity of investment and education provide further ev-

idence of the causal effect of education and cognitive and personality traits on outcomes.

Heckman et al. (2011b) estimate a sequential model of education to study the effects of

education on a variety of outcomes. Correcting for selection into education, they find that

early cognitive and personality traits affect schooling choices, labor market outcomes, adult

health, and social outcomes and that increasing education promotes beneficial labor market,

health, and social outcomes.

Heckman et al. (2006b) estimate a version of Equation (3) to analyze the effects of

increases in education on measured cognition and personality measures.60 Controlling for

the problem of reverse causality that schooling may be caused by traits, they find that

schooling improves both personality and cognitive traits and that these traits, in turn, boost

outcomes.61

Cunha et al. (2010) estimate a model of the technology of skill formation using longitudi-

nal data on the development of children with rich measures of parental investment and child

traits. They control for the endogeneity of investment using shocks to family income along

with other instruments. Their model is a version of Equation (3). Traits are self-productive

and exhibit dynamic complementarity – current values of traits affect the evolution of future

traits through direct and cross effects. A leading example of a cross effect is that more

motivated children are more likely to learn. They estimate parameters that summarize how

60They estimate the effect of schooling on self-esteem and locus of control, personality traits related to
Neuroticism. The Rosenberg Self-Esteem Scale attempts to assess the degree of approval or disapproval of
oneself (Rosenberg, 1965). The relationship between these measures and the Big Five traits of Neuroticism
is discussed in Almlund et al. (2011).

61Both Heckman et al. (2011b) and Heckman et al. (2006b) use an identification strategy based on matching
on proxies for unobserved traits that corrects for measurement error and the endogeneity of schooling.
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past personality traits affect future cognitive traits.

They find that self-productivity becomes stronger as children become older, for both

cognitive and personality traits. The elasticity of substitution for cognitive inputs is smaller

later in life. This means that it is more difficult to compensate for the effects of adverse

environments on cognitive endowments at later ages than it is at earlier ages. This finding

is consistent with the high rank stability of cognition over ages past 10-12 reported in the

literature. It also helps to explain the evidence on the ineffectiveness of cognitive remediation

strategies for disadvantaged adolescents documented in Cunha et al. (2006); Knudsen et al.

(2006) and Cunha and Heckman (2007).

Personality traits foster the development of cognition but not vice versa. It is equally

easy at all stages of the child’s life cycle to compensate for early disadvantage in endow-

ments using personality traits. (Elasticities of substitution for these traits are essentially the

same at different stages of the life cycle.) The most effective adolescent interventions target

personality traits.62

4 Summary

This paper reviews recent evidence on the importance of personality in economic and social

life. It shows that success in life depends on many traits, not just those measured by IQ,

grades, and standardized achievements tests. Personality traits predict and cause outcomes.

All psychological traits are measured by performance on tasks. Psychological traits have

different productivities in different tasks. Performance on tasks depends on incentives and

multiple traits, giving rise to a fundamental identification problem when measuring any single

trait. This identification problem is empirically important even for measures of cognitive

traits.

The importance of cognitive ability increases with the complexity of the task. Given their

62Cunha et al. (2006) report that 16% of the variation in educational attainment is explained by adolescent
cognitive traits, 12% is due to adolescent personality (socioemotional traits), and 15% is due to measured
parental investments.
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endowments of traits and the incentives they face, people sort into tasks in life in pursuit of

their comparative advantage.

Traits are stable across situations, but their manifestation depends on incentives to apply

effort in the situations where they are measured and also depends on other traits and skills.

However, traits are not set in stone. They change over the life cycle and can be enhanced

by education, parenting, and environment to different degrees at different ages.

Scores on achievement tests capture both cognitive and personality traits. Children who

are more academically motivated and more curious learn more and have higher test scores.

More motivated children also try harder on achievement tests.

The evidence in this paper should give pause to analysts and policy makers who rely

solely on achievement tests to monitor school performance and school systems. Standardized

achievement tests do not adequately capture many skills that matter in life. GED recipients

perform about as well as high school graduates on achievement tests but perform much

worse in many aspects of life because they lack important personality traits. Categorizing

GED recipients as high school graduates misrepresents national statistics on educational

attainment.63 The Perry Preschool Program improved the lives of its participants without

increasing their IQ scores, demonstrating why it is problematic to focus curricula exclusively

on improving cognitive test scores.

Monitoring school progress and creating programs to enhance skills requires a broader

framework of measurement. Interventions that promote beneficial changes in personality

have an important place in a portfolio of public policies to foster human development.

63See Heckman and LaFontaine (2010).
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Wößmann, Amsterdam: North Holland, Elsevier, 2011a, volume 3, chapter 9, 423–484.

Heckman, James J., John Eric Humphries, Sergio Urzúa, and Gregory Veramendi. “The
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No FEAR Act Notice

PDF

The Notification and Federal Employee Anti-discrimination and Retaliation Act (No FEAR Act) of 2002 increases federal
agency accountability for acts of discrimination or reprisal against employees.

The No FEAR Act requires agencies to post on their public websites statistical data relating to equal employment
opportunity complaints filed against the respective agencies.

The Federal Reserve Board's public website contains statistical data in accordance with the No FEAR Act.

Information updated as of June 30, 2014

Complaint activity
Complaints by basis
Complaints by issue
Processing time
Complaints dismissed by agency
Total final actions finding discrimination
Findings of discrimination rendered by basis
Findings of discrimination rendered by issue
Pending complaints filed in previous fiscal years by status
Complaint investigations  

Complaint activity

Comparative data
Previous fiscal year data Fiscal Year 2014

10/2013 - 6/2014
2009 2010 2011 2012 2013

Number of complaints filed 1 7 10 12 6 7

Number of complainants 3 9 17 23 16 21

Repeat filers 0 0 0 0 0 0

 Return to top

 

Complaints by basis Comparative data
Previous fiscal year data

Fiscal Year 2014
10/2013 - 6/2014Note: Complaints can be filed alleging

multiple bases. The sum of the bases may
not equal total complaints filed

2009 2010 2011 2012 2013

Race 1 6 10 16 15 17

Color 0 1 2 3 4 5

Religion 0 0 0 2 2 3

Reprisal 1 2 5 11 8 7

Sex 1 5 8 11 11 11

National origin 1 2 3 3 1 2

Equal Pay Act 0 0 0 1 3 4

Age 3 6 8 15 9 9

Disability 0 3 2 5 2 3

Non EEO 0 0 0 0 0 0

 Return to top

 

Complaints by issue Comparative data
Previous fiscal year data

Fiscal Year 2014
10/2013 - 6/2014

Home

No FEAR Act Data

FRB: No FEAR Act Data http://www.federalreserve.gov/eeo.htm

1 of 6 9/18/2014 9:30 AM

I I 
~ +-

~ +-

4:J.Je~s 

I I 
+-+-

+-+-

~ ~ 

+ t 

+ t 

+ t 

+ t 

~ ~ 

: I I 
t 

t 

--' ... ,,,.. 

• 

• 
• 
• 
• 

. ./•, ·,, ,, .. ,· _._. 

wa1sis aAJaSal{ 1e.1apad a1.p JO s_J~waAOD JO pJ-eog 
' 



Note: Complaints can be filed alleging
multiple issues. The sum of the issues may

not equal total complaints filed
2009 2010 2011 2012 2013

Appointment/hire 0 0 0 0 0 1

Assignment of duties 0 2 3 4 4 4

Awards 0 0 0 0 0 0

Conversion to full-time 0 0 0 0 0 0

Disciplinary action

   Demotion 0 0 0 0 0 0

   Reprimand 0 0 0 1 2 3

   Removal 0 2 2 2 1 3

   Suspension 0 0 0 0 0 0

   Other 0 0 0 1 1 0

Duty hours 0 1 0 0 0 1

Evaluation appraisal 1 1 2 4 3 4

Examination/test 0 0 0 0 0 0

Harassment

   Nonsexual 0 4 8 11 10 12

   Sexual 0 1 2 1 1 0

Medical examination 0 0 0 0 0 0

Pay (including overtime) 0 1 1 1 3 4

Promotion/nonselection 2 5 6 10 10 11

Reassignment

   Denied 0 0 0 0 0 0

   Directed 0 0 0 0 0 0

Reasonable accommodation 0 1 1 3 2 3

Reinstatement 0 0 0 0 0 0

Retirement 0 0 0 0 0 0

Termination 0 0 2 2 0 0

Terms/conditions of employment 0 2 2 9 5 6

Time and attendance 0 0 0 0 0 0

Training 0 0 0 0 1 1

Other 0 3 4 1 2 3
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Processing time

Comparative data
Previous fiscal year data Fiscal Year 2014

10/2013 - 6/2014
2009 2010 2011 2012 2013

Complaints pending during fiscal year  

   Average number of days in investigation stage 209 68 151 133 228 136

   Average number of days in final action stage 28 28 36 53 26 0

Complaints pending during fiscal year where hearing was
requested  

   Average number of days in investigation stage 209 93 183 148 151 100

   Average number of days in final action stage 28 28 36 47 27 0

Complaints pending during fiscal year where hearing was
not requested  

   Average number of days in investigation stage 0 87 0 93 220 317

   Average number of days in final action stage 0 62 0 92 24 0

 Return to top

 

Complaints dismissed by agency

Comparative data
Previous fiscal year data Fiscal Year 2014

10/2013 - 6/2014
2009 2010 2011 2012 2013

Total complaints dismissed by agency 0 0 1 0 1 0

Average days pending prior to dismissal 0 0 531 0 27 0

FRB: No FEAR Act Data http://www.federalreserve.gov/eeo.htm
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Complaints withdrawn by complainants

   Total complaints withdrawn by complainants 1 0 0 1 1 1

 Return to top

 

Total final actions finding
discrimination

Comparative data
Previous fiscal year data

Fiscal Year
2014

10/2013 -
6/20142009 2010 2011 2012 2013

# % # % # % # % # % # %

Total number findings 0  0  0  0  0  0  

Without hearing 0 0 0 0 0 0 0 0 0 0 0 0

With hearing 0 0 0 0 0 0 0 0 0 0 0 0

 Return to top

 

Findings of discrimination rendered
by basis

Comparative data
Previous fiscal year data

Fiscal Year
2014

10/2013 -
6/2014Note: Complaints can be filed alleging

multiple bases. The sum of the bases
may not equal total complaints and

findings

2009 2010 2011 2012 2013

# % # % # % # % # % # %

Total number findings 0  0  0  0  0  0  

   Race 0 0 0 0 0 0 0 0 0 0 0 0

   Color 0 0 0 0 0 0 0 0 0 0 0 0

   Religion 0 0 0 0 0 0 0 0 0 0 0 0

   Reprisal 0 0 0 0 0 0 0 0 0 0 0 0

   Sex 0 0 0 0 0 0 0 0 0 0 0 0

   National orgin 0 0 0 0 0 0 0 0 0 0 0 0

   Equal Pay Act 0 0 0 0 0 0 0 0 0 0 0 0

   Age 0 0 0 0 0 0 0 0 0 0 0 0

   Disability 0 0 0 0 0 0 0 0 0 0 0 0

   Non EEO 0 0 0 0 0 0 0 0 0 0 0 0

Findings after hearing 0  0  0  0  0  0  

   Race 0 0 0 0 0 0 0 0 0 0 0 0

   Color 0 0 0 0 0 0 0 0 0 0 0 0

   Religion 0 0 0 0 0 0 0 0 0 0 0 0

   Reprisal 0 0 0 0 0 0 0 0 0 0 0 0

   Sex 0 0 0 0 0 0 0 0 0 0 0 0

   National orgin 0 0 0 0 0 0 0 0 0 0 0 0

   Equal Pay Act 0 0 0 0 0 0 0 0 0 0 0 0

   Age 0 0 0 0 0 0 0 0 0 0 0 0

   Disability 0 0 0 0 0 0 0 0 0 0 0 0

   Non EEO 0 0 0 0 0 0 0 0 0 0 0 0

Findings without hearings 0  0  0  0  0  0  

   Race 0 0 0 0 0 0 0 0 0 0 0 0

   Color 0 0 0 0 0 0 0 0 0 0 0 0

   Religion 0 0 0 0 0 0 0 0 0 0 0 0

   Reprisal 0 0 0 0 0 0 0 0 0 0 0 0

   Sex 0 0 0 0 0 0 0 0 0 0 0 0

   National orgin 0 0 0 0 0 0 0 0 0 0 0 0

   Equal Pay Act 0 0 0 0 0 0 0 0 0 0 0 0

   Age 0 0 0 0 0 0 0 0 0 0 0 0

   Disability 0 0 0 0 0 0 0 0 0 0 0 0

   Non EEO 0 0 0 0 0 0 0 0 0 0 0 0
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Findings of discrimination rendered, Comparative data Fiscal Year
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by issue

Previous fiscal year data 2014
10/2013 -

6/20142009 2010 2011 2012 2013

# % # % # % # % # % # %

Total number findings 0  0  0  0  0  0  

Appointment/hire 0 0 0 0 0 0 0 0 0 0 0 0

Assignment of duties 0 0 0 0 0 0 0 0 0 0 0 0

Awards 0 0 0 0 0 0 0 0 0 0 0 0

Conversion to full-time 0 0 0 0 0 0 0 0 0 0 0 0

Disciplinary action 0 0 0 0 0 0 0 0 0 0 0 0

   Demotion 0 0 0 0 0 0 0 0 0 0 0 0

   Reprimand 0 0 0 0 0 0 0 0 0 0 0 0

   Suspension 0 0 0 0 0 0 0 0 0 0 0 0

   Removal 0 0 0 0 0 0 0 0 0 0 0 0

   Other 0 0 0 0 0 0 0 0 0 0 0 0

Duty hours 0 0 0 0 0 0 0 0 0 0 0 0

Evaluation appraisal 0 0 0 0 0 0 0 0 0 0 0 0

Examination/test 0 0 0 0 0 0 0 0 0 0 0 0

Harassment 0 0 0 0 0 0 0 0 0 0 0 0

   Nonsexual 0 0 0 0 0 0 0 0 0 0 0 0

   Sexual 0 0 0 0 0 0 0 0 0 0 0 0

Medical examination 0 0 0 0 0 0 0 0 0 0 0 0

Pay (including overtime) 0 0 0 0 0 0 0 0 0 0 0 0

Promotion/nonselection 0 0 0 0 0 0 0 0 0 0 0 0

Reassignment 0 0 0 0 0 0 0 0 0 0 0 0

   Denied 0 0 0 0 0 0 0 0 0 0 0 0

   Directed 0 0 0 0 0 0 0 0 0 0 0 0

Reasonable accommodation 0 0 0 0 0 0 0 0 0 0 0 0

Reinstatement 0 0 0 0 0 0 0 0 0 0 0 0

Retirement 0 0 0 0 0 0 0 0 0 0 0 0

Termination 0 0 0 0 0 0 0 0 0 0 0 0

Terms/conditions of employment 0 0 0 0 0 0 0 0 0 0 0 0

Time and attendance 0 0 0 0 0 0 0 0 0 0 0 0

Training 0 0 0 0 0 0 0 0 0 0 0 0

Other 0 0 0 0 0 0 0 0 0 0 0 0

Findings after hearings 0  0  0  0  0  0  

Appointment/hire 0 0 0 0 0 0 0 0 0 0 0 0

Assignment of duties 0 0 0 0 0 0 0 0 0 0 0 0

Awards 0 0 0 0 0 0 0 0 0 0 0 0

Conversion to full-time 0 0 0 0 0 0 0 0 0 0 0 0

Disciplinary action 0 0 0 0 0 0 0 0 0 0 0 0

   Demotion 0 0 0 0 0 0 0 0 0 0 0 0

   Reprimand 0 0 0 0 0 0 0 0 0 0 0 0

   Suspension 0 0 0 0 0 0 0 0 0 0 0 0

   Removal 0 0 0 0 0 0 0 0 0 0 0 0

   Other 0 0 0 0 0 0 0 0 0 0 0 0

Duty hours 0 0 0 0 0 0 0 0 0 0 0 0

Evaluation appraisal 0 0 0 0 0 0 0 0 0 0 0 0

Examination/test 0 0 0 0 0 0 0 0 0 0 0 0

Harassment 0 0 0 0 0 0 0 0 0 0 0 0

   Nonsexual 0 0 0 0 0 0 0 0 0 0 0 0

   Sexual 0 0 0 0 0 0 0 0 0 0 0 0

Medical examination 0 0 0 0 0 0 0 0 0 0 0 0

Pay (including overtime) 0 0 0 0 0 0 0 0 0 0 0 0

Promotion/nonselection 0 0 0 0 0 0 0 0 0 0 0 0

Reassignment 0 0 0 0 0 0 0 0 0 0 0 0

   Denied 0 0 0 0 0 0 0 0 0 0 0 0

FRB: No FEAR Act Data http://www.federalreserve.gov/eeo.htm
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   Directed 0 0 0 0 0 0 0 0 0 0 0 0

Reasonable accommodation 0 0 0 0 0 0 0 0 0 0 0 0

Reinstatement 0 0 0 0 0 0 0 0 0 0 0 0

Retirement 0 0 0 0 0 0 0 0 0 0 0 0

Termination 0 0 0 0 0 0 0 0 0 0 0 0

Terms/conditions of employment 0 0 0 0 0 0 0 0 0 0 0 0

Time and attendance 0 0 0 0 0 0 0 0 0 0 0 0

Training 0 0 0 0 0 0 0 0 0 0 0 0

Other 0 0 0 0 0 0 0 0 0 0 0 0

Findings without hearing 0  0  0  0  0  0  

Appointment/hire 0 0 0 0 0 0 0 0 0 0 0 0

Assignment of duties 0 0 0 0 0 0 0 0 0 0 0 0

Awards 0 0 0 0 0 0 0 0 0 0 0 0

Conversion to full-time 0 0 0 0 0 0 0 0 0 0 0 0

Disciplinary action 0 0 0 0 0 0 0 0 0 0 0 0

   Demotion 0 0 0 0 0 0 0 0 0 0 0 0

   Reprimand 0 0 0 0 0 0 0 0 0 0 0 0

   Suspension 0 0 0 0 0 0 0 0 0 0 0 0

   Removal 0 0 0 0 0 0 0 0 0 0 0 0

   Other 0 0 0 0 0 0 0 0 0 0 0 0

Duty hours 0 0 0 0 0 0 0 0 0 0 0 0

Evaluation appraisal 0 0 0 0 0 0 0 0 0 0 0 0

Examination/test 0 0 0 0 0 0 0 0 0 0 0 0

Harassment 0 0 0 0 0 0 0 0 0 0 0 0

   Nonsexual 0 0 0 0 0 0 0 0 0 0 0 0

   Sexual 0 0 0 0 0 0 0 0 0 0 0 0

Medical examination 0 0 0 0 0 0 0 0 0 0 0 0

Pay (including overtime) 0 0 0 0 0 0 0 0 0 0 0 0

Promotion/nonselection 0 0 0 0 0 0 0 0 0 0 0 0

Reassignment 0 0 0 0 0 0 0 0 0 0 0 0

   Denied 0 0 0 0 0 0 0 0 0 0 0 0

   Directed 0 0 0 0 0 0 0 0 0 0 0 0

Reasonable accommodation 0 0 0 0 0 0 0 0 0 0 0 0

Reinstatement 0 0 0 0 0 0 0 0 0 0 0 0

Retirement 0 0 0 0 0 0 0 0 0 0 0 0

Termination 0 0 0 0 0 0 0 0 0 0 0 0

Terms/conditions of employment 0 0 0 0 0 0 0 0 0 0 0 0

Time and attendance 0 0 0 0 0 0 0 0 0 0 0 0

Training 0 0 0 0 0 0 0 0 0 0 0 0

Other 0 0 0 0 0 0 0 0 0 0 0 0
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Pending complaints filed in previous fiscal years, by
status

Comparative data
Previous fiscal year data Fiscal Year 2014

10/2013 - 6/2014
2009 2010 2011 2012 2013

Total complaints from previous fiscal years 2 2 10 10 14 15

Number of complaints pending

   Investigation 0 0 0 0 4 3

   Hearing 1 1 6 4 7 9

   Final action 0 0 0 0 0 0

   Appeal with EEOC Office of Federal Operations  1 1 1 0 2 2

   Class Certification with EEOC Office of Federal
Operations  0 0 1 4 0 0

   District Court  0 0 2 2 1 1
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Complaint investigations

Comparative data
Previous fiscal year data Fiscal Year 2014

10/2013 - 6/2014
2009 2010 2011 2012 2013

Pending complaints where investigations
exceed required time frames 2 3 0 2 8 7

 Return to top

For further information, please contact the Diversity & Inclusion Director.

Diversity & Inclusion Director, Stop 156
Board of Governors of the Federal Reserve System
20th and Constitution Avenue, N.W.
Washington, D.C. 20551
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Last update: September 18, 2014
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Federal Reserve Board, 2012 Employer Information Report 

Occupational 
Categories 

Total Employees 

Race/Ethnicity 

Non- Hispanic or Latino 

Hispanic or 
Latino White Black or African 

American Asian 
Native 

Hawaiian or 
Other Pacific 

Islander 

American 
Indian or 

Alaska Native 
Two or More 

Races 

All Male Female Male Female Male Female Male Female Male Female Male Female Male Female Male Female 

1.1 Exec. Sr. Level Managers, Governors, Officers, FR-29 & FR-28 

By total 351 211 140 4 6 176 101 19 21 11 10 1 1 0 0 0 1 

By percent 100.00% 60.11% 39.89% 1.14% 1.71% 50.14% 28.77% 5.41% 5.98% 3.13% 2.85% 0.28% 0.28% 0.00% 0.00% 0.00% 0.28% 

1.2 1st/Mid. Level 

By total 78 27 51 0 1 15 30 8 19 4 1 0 0 0 0 0 0 

By percent 100.00% 34.62% 65.38% 0.00% 1.28% 19.23% 38.46% 10.26% 24.36% 5.13% 1.28% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 

Officials and Managers Total 

By total 429 238 191 4 7 191 131 27 40 15 11 1 1 0 0 0 1 

By percent 100.00% 55.48% 44.52% 0.93% 1.63% 80.25% 30.54% 6.29% 9.32% 3.50% 2.56% 0.23% 0.23% 0.00% 0.00% 0.00% 0.23% 

2. Professionals 

By total 1,562 839 723 39 41 559 355 86 186 133 126 17 15 1 0 4 0 

By percent 100.00% 53.71% 46.29% 2.50% 2.62% 66.63% 22.73% 5.51% 11.91% 8.51% 8.07% 1.09% 0.96% 0.06% 0.00% 0.26% 0.00% 

3. Technicians 

By total 6 2 4 0 0 0 2 2 2 0 0 0 0 0 0 0 0 

By percent 100.00% 33.33% 66.67% 0.00% 0.00% 0.00% 33.33% 33.33% 33.33% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 

4. Sales Workers 

By total 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 

By percent 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 

5. Admin. Support Workers 

By total 145 26 119 1 5 6 15 18 93 1 4 0 0 0 2 0 0 

By percent 100.00% 17.93% 82.07% 0.69% 3.45% 4.14% 10.34% 12.41% 64.14% 0.69% 2.76% 0.00% 0.00% 0.00% 1.38% 0.00% 0.00% 

6. Craft Workers 

By total 42 41 1 0 0 23 0 13 1 4 0 1 0 0 0 0 0 

By percent 100.00% 97.62% 2.38% 0.00% 0.00% 54.76% 0.00% 30.95% 2.38% 9.52% 0.00% 2.38% 0.00% 0.00% 0.00% 0.00% 0.00% 

7. Operatives 

By total 11 11 0 0 0 0 0 11 0 0 0 0 0 0 0 0 0 

By percent 100.00% 100.00% 0.00% 0.00% 0.00% 0.00% 0.00% 100.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 

8. Laborers and Helpers 

By total 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 

By percent 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 

9. Service Workers 

By total 192 158 34 9 0 53 4 93 28 3 1 0 1 0 0 0 0 

By percent 100.00% 82.29% 17.71% 4.69% 0.00% 27.60% 2.08% 48.44% 14.58% 1.56% 0.52% 0.00% 0.52% 0.00% 0.00% 0.00% 0.00% 

Total Workforce 

By total 2,387 1,315 1,072 53 53 832 507 250 350 156 142 19 17 1 2 4 1 

By percent 100.00% 55.09% 44.91% 2.22% 2.22% 34.86% 21.24% 10.47% 14.66% 6.54% 5.95% 0.80% 0.71% 0.04% 0.08% 0.17% 0.04% 
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 Release Date: November 4, 2010

 For immediate release

 The Federal Reserve Board on Thursday established the Office of Financial Stability
 Policy and Research and appointed Board economist J. Nellie Liang as its director.

 The office will bring together economists, banking supervisors, markets experts, and
 others in the Federal Reserve who will be dedicated to supporting the Board's financial
 stability responsibilities. The office will develop and coordinate staff efforts to identify
 and analyze potential risks to the financial system and the broader economy, including
 through the monitoring of asset prices, leverage, financial flows, and other market risk
 indicators; follow developments at key institutions; and analyze policies to promote
 financial stability. It will also support the supervision of large financial institutions and the
 Board's participation on the Financial Stability Oversight Council.

 "The Office of Financial Stability Policy and Research brings together a skilled group of
 people with a wide range of expertise to focus solely on financial stability," Federal
 Reserve Chairman Ben S. Bernanke said. "The financial stability team will play an
 important role in implementing the Dodd-Frank Wall Street Reform and Consumer
 Protection Act, in our oversight of systemically important financial institutions, and in our
 overall surveillance of the financial markets and the economy. I am pleased that such a
 strong economist and leader as Nellie is leading this group."

 Liang joined the Board in 1986, acting most recently as a senior associate director in the
 Division of Research and Statistics. In that role, she has led a group of economists
 focused on the intersection of economics and finance, including oversight of capital
 markets, financial institutions, consumer finance, and financial flows. Liang was a key
 participant in crafting the Federal Reserve's response to the financial crisis and helped
 lead the Supervisory Capital Assessment Program, or bank stress tests, which helped
 increase public confidence in the banking system in 2009. Liang has a Ph.D. in
 economics from the University of Maryland and an undergraduate degree in economics
 from the University of Notre Dame.
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Purpose  
 
The Office of Inspector General conducted 
this audit in response to a congressional 
request for information on the Board of 
Governors of the Federal Reserve System’s 
(Board) activities related to diversity and 
inclusion. Our objective was to assess the 
Board’s human resources–related operations 
and other efforts to provide for equal 
employment opportunities, including equal 
opportunity for minorities and women to 
obtain senior management positions, and 
increase racial, ethnic, and gender diversity 
in the workforce. 
 
 
Background  
 
Section 10 of the Federal Reserve Act 
(12 U.S.C. § 244) grants the Board broad 
authority and independence over matters of 
employment. As such, the Board is 
generally not subject to the personnel 
provisions of title 5 of the United States 
Code, including those relating to recruiting 
and hiring, performance management, 
promotions, and employee satisfaction 
surveys. However, as part of its employment 
rules, the Board has adopted equal 
employment opportunity (EEO) provisions 
that prohibit employment discrimination, 
including provisions of the No FEAR Act.  
 
The Dodd-Frank Wall Street Reform and 
Consumer Protection Act required the 
Board to establish an Office of Minority and 
Women Inclusion that is responsible for all 
agency matters relating to diversity in 
management. 
 
 

Findings  
 
The Board has established diversity and inclusion practices that are 
embedded in its longstanding EEO programs. Recent activities include 
adopting a more standardized process for recruiting officers, developing a 
formal agency-wide succession planning program to help identify a diverse 
pool of candidates for senior management positions, and conducting an 
agency-wide employee survey.  
 
We identified areas of the Board’s diversity and inclusion efforts that can be 
enhanced. First, the Board can enhance its efforts to track and analyze certain 
types of workforce data that can be used to identify diversity and inclusion 
trends. Second, the Office of Diversity and Inclusion can increase its 
interaction with all Board divisions and provide diversity and inclusion and 
EEO training on a regular basis. Third, the Board should formalize standards 
for equal employment opportunity and the racial, ethnic, and gender diversity 
of the workforce to fully comply with section 342 of the Dodd-Frank Wall 
Street Reform and Consumer Protection Act. Fourth, the Board can further 
enhance its diversity and inclusion goals and objectives by finalizing and 
implementing its diversity strategic plan.  
 
We acknowledge that initiatives and activities that are beyond the scope of 
our review also contribute to enhancing diversity and inclusion. Therefore, 
the Board’s ability to attract, develop, and retain a diverse and inclusive 
workforce is affected by other factors not specifically identified in our report. 
 

 
Recommendations 
 
Our report contains recommendations designed to enhance and promote 
diversity and inclusion at the Board. In its response to our draft report, the 
Board concurs with our recommendations and outlines planned, ongoing, and 
completed activities. The Board has taken steps to improve the collection of 
applicant demographic data, provide non-EEO statistics, and finalize the 
diversity and inclusion strategic plan. In addition, the Board plans to enhance 
certain functions within the Office of Diversity and Inclusion. 
 
 
 
 
 
 
 
 
 

 

• 



  

 

Summary of Recommendations, OIG Report No. 2015-MO-B-006  
Rec. no. Report page no. Recommendation Responsible office 

1 23 Develop and implement an alternative method for 
collecting the demographic data of economist and 
research assistant applicants to improve the 
response rate. 

Divisions that recruit 
economists and research 

assistants 

2 24 Ensure that the demographic data for all internal 
and external officer applicants are maintained in 
the Board’s centralized applicant database. 

Management Division 
3 30 Consider conducting annual analyses of the 

distribution of employee performance ratings to 
identify whether patterns exist that may indicate 
unfair or unequal treatment. If the analyses reveal 
patterns that may indicate unfair or unequal 
treatment, determine whether any actions are 
necessary.   

Management Division 
 

4 41 Ensure that aggregate non–equal employment 
opportunity case statistics are provided to all 
Division Directors and that division-specific 
statistics are provided to the respective Division 
Director. 

Management Division 
 

5 51 Finalize and implement the Board’s diversity and 
inclusion strategic plan and ensure that 

a. the plan incorporates the agency’s overall 
diversity and inclusion objectives. 

b. key elements of the plan are included in 
the Board’s 2016–2019 agency strategic 
plan. 

Office of Diversity and Inclusion 

6 52 Formalize the standards the Office of Diversity and 
Inclusion relies on for equal employment 
opportunity and the racial, ethnic, and gender 
diversity of the workforce and the senior 
management of the agency.   

Office of Diversity and Inclusion 

7 54 Ensure that No FEAR Act training  
a. is offered on a regular basis. 
b. is tailored to the Board and includes equal 

employment opportunity and diversity and 
inclusion topics in accordance with the 
Board’s No FEAR Act Written Training 
Plan.  

c. is evaluated for effectiveness and that any 
improvements identified are incorporated 
into the training as needed. 

d. attendance records are retained.  

Office of Diversity and Inclusion 

8 56 Document the roles and responsibilities of the 
Office of Diversity and Inclusion and distribute them 
to all Board divisions. 

Office of Diversity and Inclusion 

9 56 Partner with divisions to cooperatively develop 
strategies and initiatives that will help advance 
diversity and inclusion throughout the Board. 

Office of Diversity and Inclusion 

10 56 Work with divisions to finalize and implement the 
quarterly reporting tool and establish a schedule to 
communicate the results for each division to the 
respective Division Director. The quarterly reporting 
tool should include diversity and inclusion activities 
for each division with clear objectives and 
corresponding measures. 

Office of Diversity and Inclusion 

-



  

 

Rec. no. Report page no. Recommendation Responsible office 

11 57 Strengthen internal controls for reporting 
Management Directive 715 data, to include 

a. documenting the methodology for    
extracting and filtering the appropriate 
data. 

b. verifying the accuracy and completeness of 
the data in the Management Directive 715 
report prior to submission. 

Office of Diversity and Inclusion 
and Management Division -
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audit in response to a congressional request for information on the Board of Governors of the Federal 
Reserve System’s (Board) activities related to diversity and inclusion. Our objective was to assess the 
Board’s human resources–related operations and other efforts to provide for equal employment 
opportunities, including equal opportunity for minorities and women to obtain senior management 
positions, and increase racial, ethnic, and gender diversity in the workforce.  
 
Our report contains recommendations designed to improve the monitoring and promotion of diversity and 
inclusion at the Board, as well as strengthen related controls. In the Board’s response to our draft report, 
the Board concurs with our recommendations and indicated progress in addressing the recommendations. 
We have included the Board’s response as appendix I in our report. 
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Objective 

 
The Office of Inspector General (OIG) conducted an audit in response to a March 24, 2014, 
congressional request for information on the Board of Governors of the Federal Reserve System’s 
(Board) activities related to diversity and inclusion.1 We received a similar congressional request 
for information on activities related to diversity and inclusion at the Consumer Financial 
Protection Bureau, as did the OIGs of five other federal financial regulatory agencies.2 We 
coordinated with the other OIGs to develop a comparable objective and scope to address the 
congressional requests. 
 
Our resultant objective was to assess the Board’s human resources–related functions and other 
efforts to provide for equal employment opportunities, including equal opportunity for minorities 
and women to obtain senior management positions, and increase racial, ethnic, and gender 
diversity in the workforce. To answer our objective, we 

 
• reviewed relevant agency personnel operations, policies, and procedures, (e.g., policies  

related to performance management and hiring), to determine whether adequate controls 
are established to prevent and detect bias or discrimination 

 
• analyzed information related to demographic statistics for minority and women 

employees (e.g., performance management, promotions, and representation at all levels 
of the agency); informal and formal equal employment opportunity (EEO) complaint 
statistics; and employee satisfaction survey results to determine whether this information 
suggests disparities in gender, race/ethnicity, or age 

 
• assessed the Board’s efforts to respond to complaints, employee satisfaction survey 

results, or other potential indications of bias or discrimination and to increase diversity 
throughout the agency 

 
• evaluated the Office of Minority and Women Inclusion’s (OMWI) role and involvement 

in monitoring the impact of the Board’s personnel policies on minorities and women, as 
well as monitoring the Board’s efforts to increase diversity in senior management 
positions 

 
• identified factors that may impact the Board’s ability to increase diversity in senior 

management positions 
 

                                                      
1. The congressional request letter is in appendix A. 
 
2. The OIGs that received similar requests are those for the U.S. Department of the Treasury’s Office of the Comptroller of the 

Currency, the Federal Deposit Insurance Corporation, the Federal Housing Finance Agency, the National Credit Union 
Administration, and the U.S. Securities and Exchange Commission. 

Introduction 
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The scope of our audit included the Board’s human resources–related functions affecting 
diversity and inclusion from 2011 through 2013.3 We also report on relevant management actions 
that were undertaken in 2014.  
 
We acknowledge that diversity and inclusion are much broader than the areas covered in our 
report, and that initiatives and activities that are beyond the scope of our review also contribute to 
enhancing diversity and inclusion. The U.S. Office of Personnel Management (OPM) defines 
workforce diversity and inclusion, respectively, as follows: 
 

[Workforce diversity is] a collection of individual attributes that together help 
agencies pursue organizational objectives efficiently and effectively. These 
include, but are not limited to, characteristics such as national origin, language, 
race, color, disability, ethnicity, gender, age, religion, sexual orientation, gender 
identity, socioeconomic status, veteran status, and family structures. The concept 
also encompasses differences among people concerning where they are from and 
where they have lived and their differences of thought and life experiences.4 

 
[Inclusion is] a culture that connects each employee to the organization; encourages 
collaboration, flexibility, and fairness; and leverages diversity throughout the 
organization so that all individuals are able to participate and contribute to their full 
potential.5 
 

For the purposes of our review, we focused on aspects of diversity and inclusion as they 
specifically relate to gender, race/ethnicity, and age. These three aspects of diversity were 
emphasized as being of particular interest in our discussions with congressional staff. The 
race/ethnicity categories discussed in this report follow those prescribed by the U.S. Equal 
Employment Opportunity Commission (EEOC) as defined in its Equal Employment Opportunity 
Standard Form 100, Rev. January 2006, Employer Information Report EEO-1 Instruction 
Booklet. These categories include White (Not Hispanic or Latino), Black or African American 
(Not Hispanic or Latino), Hispanic or Latino, and Asian (Not Hispanic or Latino), among others.6 
Details on our scope and methodology are in appendix B.  
 
The U.S. Government Accountability Office (GAO), in its Diversity Management: Expert-
Identified Leading Practices and Agency Examples report, emphasized that a high-performance 
organization relies on a dynamic workforce with the requisite talents, multidisciplinary 
knowledge, and up-to-date skills to ensure that it is equipped to accomplish its mission and 

                                                      
3. The Board generally operates on a calendar-year basis; however its performance management process is on a fiscal-year 

basis. 
 
4. U.S. Office of Personnel Management, Government-Wide Diversity and Inclusion Strategic Plan 2011. 
 
5. U.S. Office of Personnel Management, Government-Wide Diversity and Inclusion Strategic Plan 2011. 
 
6. For the purposes of this report, we grouped the following race/ethnicity categories as Other due to the small number of 

individuals typically represented in each of these categories: (1) Native Hawaiian or Other Pacific Islander (Not Hispanic or 
Latino), (2) American Indian or Alaska Native (Not Hispanic or Latino), (3) Two or More Races/Ethnicities (Not Hispanic 
or Latino), and (4) Not Specified (i.e., individuals who chose not to disclose demographic data). 

 



 

2015-MO-B-006 3 

achieve its goals.7 Further, the GAO report states that the approach a high-performance 
organization takes toward its workforce is inclusive and draws on the strengths of employees at 
all levels and of all backgrounds. Diversity management creates and maintains a positive work 
environment where the similarities and differences of individuals are valued, so that all can reach 
their potential and maximize their contributions to an organization’s strategic goals and 
objectives. 

 
 
Background 
  

The Federal Reserve Act established the Board of Governors of the Federal Reserve System.8 The 
Board is composed of seven Governors appointed by the President of the United States, with the 
advice and consent of the United States Senate.9 The Board’s mission is to foster the stability, 
integrity, and efficiency of the nation’s monetary, financial, and payment systems. The Board has 
14 divisions and an OIG.  
 
Section 10 of the Federal Reserve Act10 grants the Board broad authority over matters of 
employment. Specifically, section 10 states that Board employment will be governed “solely” by 
the provisions of the Federal Reserve Act and rules and regulations of the Board that are not 
inconsistent with the act. As such, the Board is generally not subject to the personnel provisions 
of title 5 of the United States Code, including those relating to recruiting and hiring, performance 
management, promotions, and employee satisfaction surveys. However, as part of its employment 
rules, the Board has adopted EEO laws that prohibit discrimination against an individual on the 
basis of race, color, religion, sex, national origin, age, disability, or genetic information, and the 
Board promotes the full realization of equal employment opportunity through a continuing 
affirmative program. The Board also prohibits discrimination on the basis of any application, 
membership, or service in the uniformed services. In addition, as a matter of policy and although 
it is not required by law, the Board prohibits discrimination in employment on the basis of sexual 
orientation. The Board’s employment rules include the provisions of the Notification and Federal 
Employee Antidiscrimination and Retaliation Act of 2002 (No FEAR Act) that require agencies 
to report EEO complaint information and to provide training at least every two years to their 
employees, including managers, regarding the rights and remedies available under the 
employment discrimination protection laws. 

 
 
Guidance and Best Practices Related to Diversity and Inclusion 
 
This section highlights guidance and best practices related to diversity and inclusion, including 
EEOC management directives, GAO’s Standards for Internal Control in the Federal 
Government, and diversity management leading practices.  

                                                      
7. U.S. Government Accountability Office, Diversity Management: Expert-Identified Leading Practices and Agency Examples, 

GAO-05-90, January 14, 2005. 
 
8. The Federal Reserve System comprises the Board, the 12 regional Federal Reserve Banks, and the Federal Open Market 

Committee. 
 
9. 12 U.S.C. § 241. 
 
10. 12 U.S.C. § 244. 
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The EEOC is responsible for enforcing federal laws that prohibit discrimination against a job 
applicant or an employee because of the person’s race/ethnicity, color, religion, sex, national 
origin, age (40 or older), disability, or genetic information. Federal law also prohibits 
discrimination against a person because the person complained about discrimination, filed a 
charge of discrimination, or participated in an employment discrimination investigation or 
lawsuit. The EEOC provides leadership and guidance to federal agencies on all aspects of the 
federal government’s EEO program. The EEOC ensures federal agency and department 
compliance with EEOC regulations, provides technical assistance to federal agencies concerning 
EEO complaint adjudication, monitors and evaluates federal agencies’ affirmative employment 
programs, develops and distributes federal-sector educational materials and conducts training for 
stakeholders, and adjudicates appeals from administrative decisions made by federal agencies on 
EEO complaints.  
 
The EEOC’s Management Directive 715 (MD-715) provides federal agencies policy guidance 
and standards for establishing and maintaining effective EEO programs. The Board follows the 
requirements of the MD-715 and annually attests to its commitment to equal opportunity in 
aspects of employment and fostering diversity and inclusion in the workplace.11 The MD-715 
provides instructions that require agencies, among other things, to report demographic data on 
their workforce on an annual basis. The MD-715 also provides guidance on establishing and 
maintaining effective programs of equal employment. The MD-715 defines the following six 
essential elements of a model EEO program: 
 

• demonstrated commitment from agency leadership 
• integration of equal employment opportunity into the agency’s strategic mission 
• management and program accountability 
• proactive prevention of unlawful discrimination 
• efficiency (e.g., efficient, fair, and impartial complaint resolution process) 
• responsiveness and legal compliance12 

 
Establishing appropriate internal controls helps agencies improve organizational effectiveness 
and accountability. In the context of diversity and inclusion at the Board, internal controls may 
assist the agency in preventing and detecting bias or discrimination in its human resources–
related functions and in ensuring the accurate reporting of diversity information. GAO’s 
Standards for Internal Control in the Federal Government contains internal control standards for 
federal agencies to follow; these standards incorporate elements of the Committee of Sponsoring 
Organizations of the Treadway Commission’s (COSO) internal control framework. COSO’s 
internal control framework is widely used and recognized as a leading framework for designing, 
implementing, and evaluating the effectiveness of internal control. Similar controls are also 
prescribed for the accurate reporting of information. The National Institute of Standards and 
Technology’s Special Publication 800-53, Revision 4, Security and Privacy Controls for Federal 
Information Systems and Organizations, outlines mandatory information security controls for 
federal information systems, including data output reconciliation and error correction.  
 
GAO has reported leading practices to guide organizations in diversity management. These 
practices are intended to help agencies create and maintain a positive work environment where 

                                                      
11.  In May 2014, the Board published The EEO Complaint System and How It Works, which contains Chair Janet Yellen’s 

attestation to the Board’s commitment to providing equal employment to all persons.   
 
12.  Equal Employment Opportunity Commission, Management Directive 715, October 1, 2003. 
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the similarities and differences of individuals are valued so that all can reach their potential and 
maximize their contributions to an organization’s strategic goals and objectives. GAO issued 
Diversity Management: Expert-Identified Leading Practices and Agency Examples in response to 
a congressional request to report on the federal government’s performance in managing its 
diverse workforce. In its report, GAO identifies the following nine leading diversity management 
practices: 

 
Top leadership commitment—A vision of diversity demonstrated and communicated 
throughout an organization by top-level management. 
 
Diversity as part of an organization’s strategic plan—A diversity strategy and plan that 
are developed and aligned with the organization’s strategic plan. 
 
Diversity linked to performance—The understanding that a more diverse and inclusive 
work environment can yield greater productivity and help improve individual and 
organizational performance. 
 
Measurement—A set of quantitative and qualitative measures of the impact of various 
aspects of an overall diversity program. 

 
Accountability—The means to ensure that leaders are responsible for diversity by linking 
their performance assessment and compensation to the progress of diversity initiatives. 
 
Succession planning—An ongoing, strategic process for identifying and developing a 
diverse pool of talent for an organization’s potential future leaders. 
 
Recruitment—The process of attracting a supply of qualified, diverse applicants for 
employment. 
 
Employee involvement—The contribution of employees in driving diversity throughout an 
organization. 
 
Diversity training—Organizational efforts to inform and educate management and staff 
about diversity.13 

 
The GAO report states that the diversity management experts it spoke with or whose publications 
it reviewed generally agreed that organizations should consider a combination of these nine 
leading practices when developing and implementing diversity management.  
 
 
The Board’s Workforce 

 
In this section, we provide information about the Board’s workforce composition by sex, 
race/ethnicity, and age. This information provides context for the remainder of the report.  
 
 

                                                      
13.  U.S. Government Accountability Office, Diversity Management: Expert-Identified Leading Practices and Agency Examples, 

GAO-05-90, January 14, 2005. 
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Composition of the Workforce 
 

The Board’s total workforce was 2,187 in 2011, 2,279 in 2012, and 2,353 in 2013.14 During this 
period, as shown in figure 1, female employees accounted for approximately 45 percent of the 
Board’s workforce. According to the U.S. Census Bureau, females accounted for approximately 
47 percent of the general workforce, as represented by the most recent five-year American 
Community Survey (ACS) data.15  

 
 
Figure 1: Permanent Board Employees, 2011–2013, and ACS Data,a by Sex 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
Source: OIG analysis of Board-provided data and the U.S. Census Bureau’s ACS data. 
 
aThese data are compiled through the survey, which randomly samples around 3.5 million addresses and produces statistics for 
five-year time periods. 
 

 
  

                                                      
14. The OIG was excluded from this audit to maintain its independence. In addition, the total workforce numbers do not include 

temporary employees or interns. 
 
15.   The U.S. Census Bureau entered into a reimbursable agreement with a consortium of four federal agencies—the EEOC, the 

U.S. Department of Justice, the Office of Federal Contract Compliance Programs at the U.S. Department of Labor, and 
OPM—to create a custom tabulation identified as the EEO Tabulation 2006–2010 and referred to as the five-year ACS data. 
The five-year ACS data serve as the primary benchmark for comparing the race, ethnicity, and sex composition of an 
organization’s workforce with that of the analogous external labor market within a specified geography and job category. 
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The non-White workforce population averaged 44 percent for all three years under review 
(figure 2). The Board’s workforce is more racially diverse than the workforce represented in the 
ACS data, which reported a 33 percent non-White workforce for 2006–2010.16 
 
   

Figure 2: Permanent Board Employees, 2011–2013, and ACS Data,a by Race/Ethnicityb 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 

Source: OIG analysis of Board-provided data and the Census Bureau’s ACS data. 
 
aThese data are compiled through the survey, which randomly samples around 3.5 million addresses and produces statistics for 
five-year time periods. 
 

bOther includes (1) Native Hawaiian or Other Pacific Islander (Not Hispanic or Latino), (2) American Indian or Alaska Native (Not 
Hispanic or Latino), (3) Two or More Races/Ethnicities (Not Hispanic or Latino), and (4) Not Specified (i.e., individuals who chose 
not to disclose demographic data). 

 

 

                                                      
16. The race/ethnicity categories discussed in this report are the same as those prescribed by the EEOC in its Equal Employment 

Opportunity Standard Form 100, Rev. January 2006, Employer Information Report EEO-1 Instruction Booklet.  
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Data

Other 1.74% 1.71% 1.83% 2.21%
Hispanic/Latino 3.93% 4.17% 4.08% 14.58%
Asian 11.93% 12.59% 13.56% 4.82%
Black/African American 25.93% 25.14% 24.35% 11.34%
White 56.47% 56.38% 56.18% 67.05%
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To assess age diversity, we looked at two age groups: those under 40 years of age and those 40 
years of age or older. We noted that employees 40 years of age or older accounted for 
approximately 56 to 58 percent of the Board’s workforce in 2011, 2012, and 2013 (figure 3). 
There are no comparable ACS data on age demographics. 

 
 
Figure 3: Permanent Board Employees, 2011–2013, by Age 

 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
Source: OIG analysis of Board-provided data. 

  
 
Demographics by Pay Grade Category  
 
The Board’s pay structure has 22 pay grades.17 For wage employees, there are seven pay grades, 
or WE levels, ranging from 41 (lowest) to 47 (highest). The Board also has 14 professional pay 
grades, or FR levels, ranging from 16 (lowest) to 29 (highest).18 For executive-level Board staff 
(known as official staff or officers), the Board has one pay grade, 00, regardless of position title. 
For the purpose of our analysis, we grouped the wage, professional, and officer grades into the 
following three categories:  
 

• senior managers and officers (FR-29 and 00) 
• mid-level professionals (FR-26 to FR-28)19 
• all other professional employees and all wage employees (FR-16 to FR-25 and WE-41 to 

WE-47) 
 

                                                      
17. The Board’s salary structure does not map to the federal government’s General Schedule pay structure.  
 
18. In January 2014, the Board added the FR-30 pay grade. This pay grade was not included in our analysis. As of March 2015, 

there were no incumbents at this pay grade.  
 

19. Mid-level professionals may include supervisors and managers. 
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Men held more positions than women in each pay grade category. The number of women in the 
mid-level professionals and senior managers and officers pay grade categories increased in all 
three years (appendix C, table C-3). 
 
As illustrated in figure 4, the overall race/ethnicity concentrations within pay grade categories 
were relatively unchanged from 2011 through 2013. From 2011 through 2013, the Board’s 
workforce was the most diverse in the all other professional employees and all wage employees 
category. During that same period, the workforce was the least diverse in the senior managers 
and officers category.  

 
In each year under review, White employees as a percentage of total employees increased in each 
successively higher grade category. For example, in 2013, White employees accounted for 
approximately 42 percent of the all other professional employees and all wage employees 
category, 62 percent of the mid-level professionals pay grade category, and 80 percent of the 
senior managers and officers pay grade category. Within the mid-level professionals and senior 
managers and officers pay grade categories, the percentage of White employees declined while 
the percentage of non-White employees increased each year.  

 
 
Figure 4: Workforce Distribution by Race/Ethnicitya and Pay Grade Category, 2011–2013  
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Source: OIG analysis of Board-provided data. 
 
Note: Percentages may not total 100 due to rounding. 
 
aOther includes (1) Native Hawaiian or Other Pacific Islander (Not Hispanic or Latino), (2) American Indian or Alaska Native (Not 
Hispanic or Latino), (3) Two or More Races/Ethnicities (Not Hispanic or Latino), and (4) Not Specified (i.e., individuals who chose 
not to disclose demographic data). 
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Other 1.89% 1.78% 2.18% 1.78% 1.99% 1.80% 1.05% 0.65% 0.88%
Hispanic/Latino 3.68% 4.15% 3.86% 5.02% 4.91% 4.89% 1.40% 1.94% 2.35%
Asian 10.85% 11.46% 12.17% 15.38% 16.09% 17.47% 4.91% 5.48% 6.18%
Black/African American 43.18% 41.30% 39.56% 11.82% 13.06% 13.57% 9.47% 9.68% 10.88%
White 40.40% 41.30% 42.24% 66.00% 63.95% 62.28% 83.16% 82.26% 79.71%
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Additional workforce distribution data for permanent employees by pay grade category, 
race/ethnicity, sex, and age are in appendix C. 
 
 
Human Resource–Related Offices at the Board 
 
Generally, the Board’s human resources–related functions are performed by certain sections 
under the Chief Human Capital Officer within the Management Division as well as the Office of 
Diversity and Inclusion (OD&I), which is within the Office of the Chief Operating Officer.  

 
 
Human Resources’ Sections in the Management Division 
 
Human Resources’ (HR) mission is “to develop human capital strategies and services that align 
and support the strategic direction of the Board while creating an environment recognized as a 
‘great place to work’ with a high-performing, diverse workforce.” The office includes several 
sections that provide human resources services: Talent Acquisition, Compensation, Employee 
Relations (ER), and Organizational Development and Learning (OD&L). 
  

 
Talent Acquisition 
 
Talent Acquisition is responsible for recruiting and hiring. Although Talent Acquisition is 
involved with the hiring process for all 14 divisions and the OIG, the section does not recruit for 
certain specialized positions. These specialized positions are legal assistants, attorneys, senior 
attorneys, counsels, research assistants, and economists. Board divisions that hire research 
assistants and economists, as well as some specialized legal positions, conduct their own 
recruiting and applicant screening for those positions, while Talent Acquisition conducts final 
processing and onboarding for the selected specialized candidates.    

 
   

Compensation 
 
Compensation conducts analysis and provides recommendations on salary offers and increases 
for employees based on their qualifications and market conditions. For the performance 
management process, Compensation ensures that employees’ performance ratings are accurately 
recorded and reconciled before annual merit increases are finalized, as these increases are based 
on the employees’ performance ratings. 

 
 
Employee Relations 
 
ER provides employee counseling, dispute resolution, and policy assistance, and it also facilitates 
formal employee relations cases. ER’s responsibilities include, but are not limited to, the following: 
 

• identifying and bringing to management’s attention emerging employee relations issues 
and trends that may affect employee morale 

• gauging employee morale and assessing the quality of human resources programs and 
services through outreach 
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• resolving workplace issues by providing consultation and counseling for management 
and employees  

• administering the Board’s grievance and disciplinary actions policies 
• collecting employee performance appraisals and managing appeals of employee 

performance appraisals  
• developing and implementing employee relations policies  

 
 

Organizational Development and Learning  
 
OD&L is responsible for improving the Board’s organizational performance and employees’ 
productivity through training and development. The section provides the following services to 
Board employees: 
 

• Assessments—employee and managerial assessments to identify opportunities for growth 
and expansion  

• Career planning—assessments and development of employee skills that add value to the 
Board 

• Consulting—guidance on organizational transitions, strategy creation, skill-gap analysis, 
team-need analysis, and creative training options  

• Training and classes—guidance on training classes as well as the organization of in-
house training for Board employees  

• Succession planning—guidance to divisions in identifying and developing staff for career 
advancement  

• Employee engagement surveys—management of the newly adopted, agency-wide 
process aimed at gaining employees’ feedback on the Board’s work environment.20 

 
 
Office of Diversity and Inclusion 

 
The Dodd-Frank Wall Street Reform and Consumer Protection Act (Dodd-Frank Act) requires 
federal financial agencies to establish an OMWI to be responsible for all agency matters related 
to diversity in management, employment, and business activities. The Board established the 
OD&I in January 2011 to house in one organization its existing EEO function; its diversity and 
inclusion programs for minorities, women, and other Board employees; and the Dodd-Frank Act 
OMWI activities related to financial education, supplier diversity, and regulated entities.   

 
The Board’s EEO function follows the regulations set forth in title 12, part 268, of the Code of 
Federal Regulations. These provisions are included in the Board’s policy, program, and 
procedures for providing equal opportunity to Board employees and applicants for employment. 
In addition, the Board’s EEO function manages the Board’s EEO complaint process; regulatory 
reporting, such as that set forth in the MD-715; and EEO training.  
 

                                                      
20.  The Board refers to the employee satisfaction survey as an engagement survey.  
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In accordance with the Dodd-Frank Act, the Board’s OD&I is responsible for the following:    
 

• developing and implementing standards and procedures to ensure, to the maximum extent 
possible, the fair inclusion and utilization of minorities and women in all activities of the 
Board 

 
• developing standards for assessing the diversity policies and practices of entities 

regulated by the Board 
 

• submitting to Congress an annual report regarding actions taken by the Board since the 
previous report, to include successes achieved and challenges faced by the Board in 
operating minority and women outreach programs; challenges the Board may face in 
hiring qualified minority and women employees and contracting with qualified minority-
owned and women-owned businesses; and any other information, findings, conclusions, 
and recommendations for legislative or agency action, as appropriate 

 
The OD&I is also responsible for diversity and inclusion programs that support recruiting and hiring. 
 
 
Human Resources–Related Functions at the Board 
 
The five human resources–related functions pertaining to diversity and inclusion that are covered 
in this report and the respective offices with primary or secondary responsibilities for these 
functions are shown in table 1.  
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Table 1: Board Offices Responsible for Select Human Resources–Related Functions  
 

Source: OIG analysis of Board-provided documents and interviews. 
 
 

The congressional request that initiated our work asked us to examine certain components of the 
Board’s personnel-related functions with respect to diversity and inclusion. We identified these 
functions to include recruiting and hiring; performance management; promotions and succession 
planning; complaints; employee satisfaction surveys; and, more generally, the OD&I’s overall 
efforts to enhance diversity and inclusion at the Board. Our findings and recommendations related 
to each of these activities are discussed in the remaining sections of this report. 

Office 

Human resources–related functions at the Board 

Recruiting and 
hiring 

Performance 
management 

Promotions 
and 

succession 
planning 

Employee 
complaints 

Employee 
surveys 

Human Resources 

Employee Relations  primary for 
collecting  primary for 

non-EEO 
primary for 
exit surveys  

Organizational 
Development and 
Learning 

  
primary for 
succession 
planning 

 
primary for 

engagement 
surveys 

Talent Acquisition 

primary for 
general 

professional 
and wage 

 
secondary for 

officers 

 secondary for 
promotions   

Office of Diversity and Inclusion 

Diversity and 
Inclusion secondary     

Equal Employment 
Opportunity    primary for 

EEO  

All Board divisions 

Divisions 

primary for 
specialized 

positions and 
officers 

primary for 
conducting 

primary for 
promotions   
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The Board recognizes that a work environment that attracts top talent is essential. We considered 
the Board’s diversity efforts in its recruiting and hiring as part of our work to address the 
congressional request to examine the Board’s overall human resources–related practices.  
 
This section presents information on the Board’s recruiting and hiring processes, including the 
competitive promotion process. Further, we present demographic statistics on recruiting and 
hiring. Our findings relate to the Board’s processes for gathering and analyzing demographic data 
on applicants for certain specialized positions and officers. 
 
 

The Board’s Processes  
 
The Board has four distinct processes for recruiting and hiring, depending on position type:  
 

1. professional employees (other than professionals with specialized skills) and wage 
employees 

2. specialized professional employees—legal assistants, attorneys, senior attorneys, and 
counsels 

3. specialized professional employees—economists and research assistants 
4. officers  

 
The Board’s recruiting and hiring processes for each position type are described below. For each 
recruitment process, Talent Acquisition assists with the final processing and onboarding of 
candidates selected for employment.  
 

 
Recruiting and Hiring for Professional Positions (Other Than Professionals With 
Specialized Skills) and Wage Positions 
 
The Board has established recruitment practices and uses a variety of methods to attract a broad 
range of candidates, including job boards, social media, and career fairs. In addition, the Board 
recruits from colleges and universities. The Board’s Vacant-Position Policy provides guidance on 
posting vacancies, selecting the most qualified candidates from a pool of internal and external 
applicants, and promoting employee awareness of available career opportunities.  
 
Talent Acquisition leads the Board’s recruitment efforts and participates in recruiting events with 
entities such as the National Society of Hispanic MBAs, the National Society of Asian MBAs, 
and the Thurgood Marshall College Fund. Further, the Board recruits interns through (1) colleges 
and universities, including historically Black colleges and universities; (2) diversity-focused 
organizations, such as the Hispanic Association of Colleges and Universities, Washington 

Recruiting and Hiring 
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Internships for Native Students, the Workforce Recruitment Program,21 and INROADS;22 and 
(3) special-interest publications. OD&I staff members accompany Talent Acquisition 
representatives at certain recruiting events. 
 
The Board generally provides current employees the first opportunity to apply for open 
positions;23 however, the Board may simultaneously advertise open positions to external and 
internal candidates. Applicants are asked to voluntarily provide their sex and race/ethnicity at the 
time of application. Talent Acquisition reviews the applications of internal and external 
candidates to determine whether they meet the position’s minimum requirements. Talent 
Acquisition forwards the applications of qualified internal and external candidates to the hiring 
manager. The hiring manager identifies candidates to be interviewed. Upon selection of a 
candidate, the hiring manager informs Talent Acquisition, which then conducts reference and 
education checks and offers a salary. Applicant information for these professional and wage 
positions is stored in a centralized applicant database.24  
 
 
Recruiting and Hiring for Specialized Professional Positions—Attorneys  
 
The Legal Division recruits for attorney positions in two ways. For mid-career attorney positions, 
the division can partner with Talent Acquisition to advertise a vacancy on the Board’s public 
website. In August 2013, Talent Acquisition became involved in recruiting and screening attorney 
applicants. These applicants are asked to voluntarily provide demographic data at the time of 
application, and their information is stored in the same centralized applicant database that 
contains information on other professional and wage position applicants. 
 
For entry-level attorney positions, a Legal Division recruiter recruits second- and third-year 
students from select law schools, which include schools that have banking law programs. Legal 
Division applicant information obtained through this process is also stored in the Board’s 
centralized applicant database.  
 
 
Recruiting and Hiring for Specialized Professional Positions—Economists and 
Research Assistants   
 
Board divisions that recruit for and hire economists and research assistants have a standard 
practice for each type of position.25 According to an economics division official, the Board’s 

                                                      
21.  The Workforce Recruitment Program is a nationwide recruitment and referral program that connects federal and private-

sector employers with highly motivated college students and recent graduates with disabilities. 
 

22. INROADS is the nation’s largest nonprofit source of paid internships for undergraduate students of diverse backgrounds.  
 
23. Employees may apply after the internal-only posting period ends, but they are then considered as external applicants and are 

not guaranteed an interview. 
 
24. Talent Acquisition uses a human resources software application that manages the recruiting and hiring process. Information 

stored in the software database assists with evaluating candidate qualifications, tracking new hires, and maintaining metrics.  
 
25. Six Board divisions hire economists and research assistants: Research and Statistics, International Finance, Monetary 

Affairs, Office of Financial Stability Policy and Research, Banking Supervision and Regulation, and Reserve Bank 
Operations and Payment Systems.  
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practice derives from universities’ practice of posting relevant materials of those pursuing a PhD 
in economics on their public website. The Board develops its economist candidate pool in four 
ways:26  
 

• A representative for the Board’s economics divisions downloads the job market materials 
of those pursuing a PhD in economics (e.g., curriculum vitae and publications) from 
select university websites, irrespective of whether the individuals have expressed an 
interest in working for the Board.  
 

• A committee of Board economists contacts faculty members in economics and finance 
departments at universities in the United States and abroad to request referrals of 
individuals expected to be in the job market. 

 
• Candidates can send job market materials to an e-mail address specified on the section of 

the Board’s public website that describes economist positions at the Board.  
 

• Candidates can apply through the American Economic Association’s Job Openings for 
Economists listings. 

 
Board divisions that hire economists contact individuals from this resultant candidate pool to 
offer them an interview at the American Economic Association’s annual meeting in January. A 
subset of those interviewed are invited for additional interviews at the Board. An individual may 
be extended multiple interviews and offers, and the economics divisions ultimately choose the 
candidates to whom they will extend an offer of employment. All economist candidate 
information is stored in the economics divisions’ proprietary database,27 which is separate from 
the Board’s centralized applicant database.  

 
Research assistants are recruited twice a year through job fairs and outreach to economics and 
mathematics departments at a number of universities. Applicants for these positions are directed 
to the Board’s website and must submit the required materials (college transcripts and a survey of 
interest form) to the Board. The materials are reviewed by staff members in several divisions, and 
qualified candidates are ranked based on credentials. Multiple divisions can interview and extend 
offers to research assistant candidates. Research assistants at the Board are typically employed for 
two years; however, their positions can be extended for a year.28 Research assistant applicant 
materials are downloaded to a database that is separate from both the database used for 
economists’ applications as well as the Board’s centralized applicant database. 
 
Divisions that recruit for economists request demographic data from applicants in the Board’s 
economist database in a mass e-mail that is sent to all the e-mail addresses obtained from 
curriculum vitae accumulated during the development of the applicant pool, irrespective of 
whether the individuals have expressed an interest in working for the Board. Divisions that recruit 
for research assistants request demographic data from applicants after the applicants submit their 

                                                      
26.  For the purposes of our review, an economist or research assistant applicant is a candidate whose information is stored in the 

economics divisions’ proprietary database. These individuals may or may not have expressed an interest in working for the 
Board. An applicant’s job market materials are considered by multiple Board divisions. 

 
27. Multiple divisions may consider any candidate in the database for an economist or research assistant position. As a result, 

individuals were counted multiple times.  
 

28. Research assistants are considered as part of the Board’s permanent workforce.  
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job market materials. The e-mail contains a form that requests research assistant applicants to 
voluntarily provide their sex and race/ethnicity. Applicants choosing to disclose this information 
must return the form via e-mail. Data for all individuals being considered for these positions is 
manually compiled and submitted to HR. HR combines the economist and research assistant 
demographic data with all other applicant data contained in the Board’s centralized applicant 
database to complete federal reporting requirements.  
 
Hiring officials in the divisions that recruit economists and research assistants acknowledge that 
diversity within the economics profession is low and that the Board faces challenges in recruiting 
minorities for these positions. Divisions that hire for these specialized positions recruit at select 
schools with economist programs. Hiring officials state that they have taken measures to broaden 
their outreach for economists to underrepresented groups. For example, Board economists serve 
as program faculty at the American Economic Association Summer Program, which is designed 
for minority college-level students studying economics.  
 
In addition, outreach is conducted at the high-school level to enhance students’ interest in 
economics prior to college. For example, the FedEd program promotes outreach to underserved 
high schools in the Washington, DC, metro area and Math x Econ program brings students who 
are underrepresented in the field of economics, including minorities and women, from 
underserved high schools to the Board for a one-day program that highlights careers in economics 
in general and at the Board in particular.  
 
Subsequent to our review, the Board, in partnership with the American Economic Association, 
hosted the National Summit on Diversity in the Economics Profession. The conference brought 
together Presidents and Research Directors of the Federal Reserve Banks and Chairs of 
economics departments from universities around the country to discuss, among other things, the 
state of diversity in the economics profession. 
 

 
Recruiting and Hiring for Officers 
  
Board divisions can recruit officers by using the assistance of an external search firm or using the 
assistance of Talent Acquisition. Divisions can also promote from within. However, officer 
hirings are managed by, and must be processed through, HR. Each division is charged with 
developing a detailed justification memorandum to support its officer selection. According to a 
Board official, Talent Acquisition and the OD&I review the candidate selection justification 
before it is submitted for approval by either the Oversight Governor for the division or the full 
Board of Governors.29  
 
As of June 2014, both Talent Acquisition and the Director of the OD&I are involved in the early 
activities of the officer hiring process. These activities include, but are not limited to, discussing 
the recruitment strategy, identifying the selection panel, and reviewing résumés. Information 
about the officer applicant pool varied from division to division and was not always captured in 
the Board’s centralized database during the years under review.  

                                                      
29.   Internal officer promotions are approved by the division’s Oversight Governor and the Administrative Governor. For a 

newly created officer position, officer vacancies filled with external candidates, or a Board employee who is being 
considered for an officer position, the members of the Board of Governors must approve the position and the new officer 
appointment. 
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Demographic Statistics 
 
Professional Positions (Other Than Economists and Research 
Assistants) and Wage Positions 
 
During the application process, applicants for professional positions—including legal assistants, 
attorneys, senior attorneys, and counsels—and wage positions are prompted to voluntarily 
provide demographic data, to include sex and race/ethnicity. We analyzed demographic data from 
the Board’s centralized applicant database pertaining to all applicants, to those applicants found 
to be qualified and referred to the hiring manager, and to those who were ultimately hired. The 
Board filled 232 professional and wage positions in 2011, 199 positions in 2012, and 154 
positions in 2013. 
 
Figure 5 illustrates the number of male and female applicants who applied and the number who 
were referred to the hiring manager during the period under our review. We found that similar 
percentages of male and female applicants were referred to the hiring manager. Applicants who 
did not voluntarily disclose their sex are included in the Unknown category. 
 

 
Figure 5: Professional Position (Other Than Economist and Research Assistant) and Wage 
Position Applicants, by Sex, 2011–2013  

 
 
 
 
 
 
  
 
 
 
 
 
 
 
 
 
 
 
 

 
Source: OIG analysis of Board-provided data. 

 

 
The total distribution of hires by sex for professional positions (other than economists and 
research assistants) and wage positions during the three-year period was 339 males, or 
57.95 percent of the total hired, and 246 females, or 42.05 percent of the total hired. 
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Figure 6 illustrates the race/ethnicity composition of applicants who applied and were referred to 
the hiring manager during the three years we reviewed. Applicants who did not voluntarily 
disclose their race/ethnicity are included in the Unknown category.30  

 
 

Figure 6: Professional Position (Other Than Economist and Research Assistant) and Wage 
Position Applicants, by Race/Ethnicity,a 2011–2013  

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Source: OIG analysis of Board-provided data. 

 
aOther includes (1) Native Hawaiian or Other Pacific Islander (Not Hispanic or Latino), (2) American Indian or Alaska Native (Not 
Hispanic or Latino), and (3) Two or More Races/Ethnicities (Not Hispanic or Latino). Unknown includes individuals who chose not to 
disclose their demographic data.  
 
 

Table 2 illustrates, for the period of our review, the race/ethnicity composition of applicants hired 
for professional positions (other than economists and research assistants) and wage positions. In 
the three-year period, approximately 43 percent of all such hires were non-White individuals. 
 
 

                                                      
30. Because applicants are not asked to provide a birthdate during the application process, we did not conduct an analysis of the 

age of applicants and referred applicants.  
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Table 2: Professional Position (Other Than Economist and Research Assistant)              
and Wage Position Hires, by Race/Ethnicity, 2011–2013 

Race/Ethnicity Number hired % of hired 

Asian 82 14.02 
Black/African American 128 21.88 
White 333 56.92 
Hispanic/Latino 31 5.30 
Othera  11 1.88 

Total hired 585 100.00 
Source: OIG analysis of Board-provided data. 
 
Note: All hires fully disclosed their race/ethnicity. We were unable to compare the composition of  
hires to the composition of the applicant pool due to the number of Unknown responses in the applicant pool. 
  
aOther includes (1) Native Hawaiian or Other Pacific Islander (Not Hispanic or Latino), (2) American Indian  
or Alaska Native (Not Hispanic or Latino), and (3) Two or More Races/Ethnicities (Not Hispanic or Latino).  
 
 
For more detailed information on the demographics of applicants for professional positions (other 
than economists and research assistants) and wage positions, see appendix D. 

 
 
Specialized Positions for Economists and Research Assistants 
 
We attempted to analyze the demographic trends of economist and research assistant applicants 
as they moved through the recruiting and hiring process; however, we were unable to perform a 
meaningful analysis due to the large number of applicants who had not voluntarily disclosed their 
sex or race/ethnicity.31 The economist database for storing applicant information differs from the 
database used to store information on research assistant applicants, and both are separate from the 
Board’s centralized applicant database, which is used for other professional and wage position 
vacancies. As noted above, divisions that recruit for economists and research assistants request 
demographic data from applicants by sending a form in a separate mass e-mail, and in the case of 
economist candidates, demographic data is requested irrespective of whether the candidates have 
expressed an interest in working for the Board. Applicants choosing to disclose this information 
must return the form via e-mail.  

 
The Board filled 116 economist and research assistant positions in 2011, 85 positions in 2012, 
and 112 positions in 2013. Upon gaining employment at the Board, all economists and research 
assistants disclosed their sex for the years under review. The total distribution of economist and 
research assistant hires by sex during the three-year period was 206 males, or 65.81 percent of the 
total hired, and 107 females, or 34.19 percent of the total hired.  
 
Table 3 illustrates the total distribution of economist and research assistant hires by race/ethnicity 
during the period of our review. Approximately 25 percent of economist and research assistant 
hires during this period were non-White.  
 

                                                      
31.   For the purposes of our review, an economist or research assistant applicant is a candidate whose information is stored in the  
        economics divisions’ proprietary database. These individuals may or may not have expressed an interest in working for the  
        Board. An applicant’s job market materials are considered by multiple Board divisions. 
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Table 3: Economist and Research Assistant Hires, by Race/Ethnicity, 2011–2013 
Race/Ethnicity Number hired % of hired 

Asian 61 19.49 
Black/African American 2 0.64 
White 234 74.76 
Hispanic/Latino 10 3.19 
Othera  6 1.92 

Total hired 313 100.00 
Source: OIG analysis of Board-provided data. 
 
Note: All hires fully disclosed their race/ethnicity. We were unable to compare the composition of  
hires to the composition of the applicant pool due to the number of Unknown responses in the applicant pool.  
 
aOther includes (1) Native Hawaiian or Other Pacific Islander (Not Hispanic or Latino), (2) American Indian  
or Alaska Native (Not Hispanic or Latino), and (3) Two or More Races/Ethnicities (Not Hispanic or Latino).  
 

 
For more detailed information on the demographics of applicants for economist and research 
assistant positions, see appendix D. 
 
 
The OIG’s Analysis of Nondisclosure of Demographic Information 
 
We found that in 2011, approximately 67 percent of individuals considered for economist and 
research assistant positions did not voluntarily disclose their sex or race/ethnicity, which was 
considerably higher than the 10 to 15 percent nondisclosure rate of applicants for professional 
positions (other than economists and research assistants) and wage positions (table 4). In 2012, 
the nondisclosure rate of economist and research assistant applicants approximated 59 percent, 
and in 2013, this rate rose to approximately 92 percent. The low response rate may be attributable 
to the fact that a mass e-mail is sent to the applicant pool for economist positions, irrespective of 
whether the individuals have expressed an interest in working for the Board. Also, in 2013, 
according to a Board official, the e-mail was not sent. See appendix D for a distribution of the 
applicants who voluntarily disclosed their demographic data.  
 
 
Table 4: Percentage of Applicants Who Did Not Voluntarily Disclose Demographic 
Information, by Type of Position, 2011–2013 

Applicant type 2011 2012 2013 

Unknown sex 

Economist and research assistant 67.01 58.96 92.13 

Other professional position and wage position 10.14 11.38 11.43 

Unknown race/ethnicity 

Economist and research assistant 67.19 59.31 92.26 

Other professional position and wage position 14.89 16.86 16.18 

Source: OIG analysis based on Board-provided data. 
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Officers 
 
We attempted to analyze the applicant demographic data for officer positions; however, these 
data were not consistently tracked by Talent Acquisition and Board divisions. As such, we 
conducted an analysis of the sex and race/ethnicity of the number of officers selected during the 
years under our review. The Board filled 30 officer positions in 2011, 26 in 2012, and 18 in 2013 
(table 5). Of these 74 officer positions filled through internal promotions and external hires, 
41.89 percent were female. The race/ethnicity composition of officers selected over the three-year 
period was as follows: 8.11 percent were Asian, 8.11 percent were Black/African American, 
81.08 percent were White, 1.35 percent were Hispanic/Latino, and 1.35 percent were Other.  
 
 
Table 5: Officer Selections, by Sex and by Race/Ethnicity, 2011–2013  

Demographic group 
2011 2012 2013 

Number 
selected 

% of 
selected 

Number 
selected 

% of 
selected 

Number 
selected 

% of 
selected 

Sex 

Male 13 43.33 19 73.08 11 61.11 

Female 17 56.67 7 26.92 7 38.89 

Total 30 100.00 26 100.00 18 100.00 

Race/Ethnicity 

Asian 1 3.33 5 19.23 0 0.00 

Black/African American 3 10.00 3 11.54 0 0.00 
White 25 83.33 17 65.38 18 100.00 
Hispanic/Latino 1 3.33 0 0.00 0 0.00 
Othera 0 0.00 1 3.85 0 0.00 
Total 30 100.00 26 100.00 18 100.00 

 Source: OIG analysis based on Board-provided data. 
  
 Note: Officer selections include both internal promotions and external hires. 
 

aOther includes (1) Native Hawaiian or Other Pacific Islander (Not Hispanic or Latino), (2) American Indian or Alaska Native  
(Not Hispanic or Latino), and (3) Two or More Races/Ethnicities (Not Hispanic or Latino).  

 
 
Finding: The Board Cannot Fully Assess the Level of Diversity in the 
Economist and Research Assistant Applicant Pool  

 
We found that in 2011 and 2012, over half the individuals in the economist and research assistant 
database did not voluntarily disclose their sex and race/ethnicity; this percentage rose to over 90 
percent in 2013. We were informed that in 2013, no economist applicants disclosed demographic 
information. These rates of nondisclosure did not facilitate demographic trend analysis in the 
economist and research assistant applicant pools. 
 
The EEOC’s guidance to federal agencies for MD-715 reporting instructs agencies to report 
applicant demographic data for prescribed occupational categories. Pursuant to this guidance, the 
Board reports applicant pool data for occupational categories that include economists and 
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research assistants. Further, the guidance states that if a particular group has a low participation 
rate in a particular occupation, the agency should determine whether recruitment efforts are 
resulting in a diverse pool of applicants. The Board cannot assess the degree to which the 
economist and research assistant applicant pool is diverse because the Board’s process to collect 
demographic data for these applicants has resulted in high nondisclosure rates.   
 
Divisions request demographic data from individuals considered for economist and research 
assistant positions in an additional step in the recruitment process by sending a mass e-mail that 
contains a form requesting the individual to voluntarily provide his or her sex and race/ethnicity. 
In the case of economist applicants, this e-mail is sent irrespective of whether the individuals 
have expressed an interest in working for the Board. Research assistant applicants are asked after 
their expression of interest in employment. If the individual chooses to disclose this information, 
he or she must return the form via e-mail. In contrast, professional and wage applicants are asked 
to voluntarily disclose their demographic data at the time they apply for a position on the Board’s 
website, and the information is stored in the Board’s centralized applicant database. In 2013, 
according to an official, the mass e-mail to request economists’ demographic data was never 
released due to an administrative error. 
 
We found that the method used to obtain demographic data from economist and research assistant 
applicants did not result in a response rate that enabled the agency to identify diversity trends in 
its economist and research assistant applicant pool. This method is less effective than the method 
used for professional positions (other than economists and research assistants) and wage 
positions, which yields a higher percentage of applicants disclosing demographic data. 
 
 
Management Actions  
 
According to an official, the Board implemented a new process for economist candidates in 2014 
in which the Board automatically requests self-disclosure of demographic information within 
24 hours of the Board obtaining an economist applicant’s e-mail address. This process eliminates 
the administrator’s role of releasing the mass e-mail. 
 
 
Recommendation  

 
We recommend that the Directors of the divisions that recruit economists and research assistants  
 

1. Develop and implement an alternative method for collecting the demographic data of 
economist and research assistant applicants to improve the response rate.  
 

 
Management’s Response  
 
The Board concurs with our recommendation. In its response, the Board notes that management 
began implementing a new process to automatically request self-disclosure of demographic 
information within 24 hours of obtaining an economist applicant’s e-mail address. The Board will 
assess whether this change provides a significant improvement in response rates for economist 
and research assistant applicants and, if not, will consider other changes in order to obtain 
demographic data for economist and research assistant applicants. 
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OIG Comment  
 
The actions described by the Board are generally responsive to our recommendation. We plan to 
follow up on the Board’s actions to ensure that the recommendation is fully addressed.  

 
 
Finding: The Board Did Not Consistently Track Officer Applicant 
Demographic Data  
 

We found that the Board’s method for recruiting and hiring officers did not produce information 
that shows the diversity of the applicant pool. Demographic information for the officer applicant 
pool was not consistently tracked by Talent Acquisition, the hiring division, or the executive 
search firms used by divisions. We also noted that during 2011–2013, two officer positions were 
tracked in the Board’s centralized applicant database. 
 
The MD-715 guidance requires agencies to report applicant demographic data for occupational 
categories, including senior-level positions. Further, the guidance states that if a particular group 
has a low participation rate in the applicant pool, the agency should determine whether 
recruitment efforts are resulting in a diverse pool of applicants.  
 
Historically, the Board’s divisions have operated autonomously in establishing their management 
processes, including those for recruiting and hiring officers. A division may fill an officer 
vacancy by promoting from within the division, using an executive search firm, or posting a 
vacancy announcement through the Board’s centralized applicant database. Because the Board 
has several methods to recruit and hire officers and does not consistently collect voluntary 
demographic data for officer applicants, the Board cannot assess the diversity of the applicant 
pool for officer-level positions. By establishing a standardized formal process to ensure that 
officer applicant demographic data are captured, the Board can better assess whether its officer 
recruitment efforts are resulting in a diverse pool of applicants. 
 
 
Management Actions  

 
In June 2013, the Board began a more standardized process to recruit for officer positions. 
Further, all officer positions will be tracked through the centralized applicant database. This 
standardized process may allow Talent Acquisition to accumulate demographic data and measure 
trends in diversity at the officer-applicant level. While these efforts will provide the Board with 
better information to assess the diversity of its officer applicant pool, we note that there may be 
gaps in the demographic data when divisions use an executive search firm to recruit officer 
candidates. 
 
 
Recommendation  

 
We recommend that the Chief Human Capital Officer   

 
2. Ensure that the demographic data for all internal and external officer applicants are 

maintained in the Board’s centralized applicant database. 
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Management’s Response  
 
The Board concurs with our recommendation. In its response, the Board notes that management 
began to implement processes to track officer positions, which it believes will allow it to 
accumulate demographic data and measure trends in diversity at the officer-applicant level.  
  
 
OIG Comment  
 
The actions described by the Board are generally responsive to our recommendation. We plan to 
follow up on the Board’s actions to ensure that the recommendation is fully addressed.  
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The purpose of the Board’s Performance Management Program is (1) to continuously improve 
individual and organizational performance, (2) to develop and motivate employees to become top 
performers and help the Board achieve its mission and purpose, and (3) to inform various 
employment decisions.  
 
This section presents information on performance management for the period of our review, 
including a summary of the Board’s process and trend statistics based on the independent analysis 
performed by an external consulting firm. The consulting firm’s analysis indicated statistically 
significant differences in performance ratings among certain demographic groups on an agency-
wide basis. When these demographic groups’ performance ratings were evaluated by pay grade 
category, however, in most cases there was no trend of statistically significant differences.32 The 
agency-wide differences do not necessarily indicate discrimination and could be due to actual 
differences in employee performance or other factors. Further analysis of performance ratings 
may help the Board identify any patterns that may indicate potential unfair or unequal treatment. 
The Board piloted a new performance management system in 2014; performance management 
data associated with the new rating system are not reflected in our analysis. 
 
 

The Board’s Process  
 
The Board’s Performance Management Program policy describes the Board’s Performance 
Management Program, which provides the framework for an employee’s annual performance 
assessment and rating during the period of our review. The Board’s performance periods follow a 
fiscal year (October 1 through September 30) schedule. Supervisors are responsible for creating 
performance standards, monitoring performance, and providing employees with feedback on their 
performance. Supervisors are required to conduct an annual, written review of an employee’s 
performance, which should be reviewed by the supervisors’ manager before issuance to the 
employee. In the fiscal year (FY) 2011, FY 2012, and  FY 2013 rating periods, employees were 
assigned one of five possible ratings: extraordinary, outstanding, commendable, marginal, and 
unsatisfactory.33  
 
According to the Board’s policy, the reviewing manager should attempt to resolve any 
disagreement between an employee and his or her supervisor with respect to the employee’s 
performance rating. Further, Board employees other than a Division Director, an Office Director, 
or the Chief Operating Officer can, within a certain time frame, appeal their performance rating 

                                                      
32. The external consulting firm we used refers to this as job level rather than pay grade category. 
 
33. Economists were on a seven-tier system: extraordinary, outstanding plus, outstanding, commendable plus, commendable, 

marginal, and unsatisfactory.  
 

Performance Management  
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with the Director of the division or office.34 ER will assist in facilitating this process. However, if 
the appeal is based on sex, race/ethnicity, or age, the employee must file a separate complaint 
with the OD&I.35  

 
Annual performance ratings are the basis for determining merit salary increases, which are 
administered by Compensation, and the ratings may also be considered when determining 
variable pay, eligibility for additional incentive programs, and promotions.36 Employees with a 
rating of marginal or unsatisfactory are not eligible for merit increases or other types of 
performance-based pay.  
 
 

Demographic Statistics 
 
Results From an External Consulting Firm’s Analysis Performed for 
the OIG 
 
We used an external consulting firm to conduct an independent analysis of the Board’s FY 2011, 
FY 2012, and FY 2013 employee performance ratings. The consulting firm conducted tests of 
statistical significance and practical significance to evaluate group differences.37 For analysis 
purposes, the consulting firm analyzed gender and age differences, as well as race/ethnicity 
differences among the White, Black/African American, Hispanic/Latino, Asian, and Other 
groups.38 The consulting firm evaluated performance data for three pay grade categories: senior 
managers and officers (FR-29 and 00), mid-level professionals (FR-26 to FR-28), and all others39 
(FR-16 to FR-25 and WE-41 to WE-47).  

 
The external consulting firm’s analysis revealed that overall during the three-year period, 
approximately 99 percent of Board employees received ratings of commendable or above 
(table 6).40 

                                                      
34. The Chief Human Capital Officer will review appeals if the Division Director is the supervisor or the reviewing manager. If 

the Chief Human Capital Officer is the supervisor or the reviewing manager, the Board’s General Counsel will appoint an 
appeals officer.  

 
35.   The OD&I and ER ensure that the appropriate office handles an employee’s complaint, depending on the basis. Gender,  

race/ethnicity, age, or disability discrimination claims are handled by the OD&I; other workplace complaints are handled by 
ER. 
 

36. During the review period, variable pay was generally targeted toward officers and employees in designated job families that 
(1) are critical to the execution of the Board’s core mission, (2) require skills that are in high demand in the marketplace, 
(3) have salaries well below prevailing market levels, and (4) experience recruiting difficulties and high rates of turnover. 
Compensation reviews new variable pay requests for additional job families and makes a recommendation to the Chair of 
the Committee on Board Affairs, who makes the final determination. 

 
37. A test for statistical significance indicates the probability that the group difference could have been due to chance. In 

contrast, measures of practical significance provide an indication of the size of the difference.    
 
38. Other includes American Indian/Alaskan Native, Native Hawaiian/Pacific Islander, individuals identifying themselves as 

belonging to two or more races, and individuals who chose not to disclose demographic data. 
 
39. In this section of the report, the external consulting firm’s use of the term all others equates to our use of the term all other 

professional employees and all wage employees elsewhere in the report.     
 
40.   Economists who were rated outstanding plus are shown as outstanding and those rated as commendable plus are shown as 

commendable. 
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Table 6: Distribution of Performance Ratings for All Employees, FY 2011–FY 2013 

Performance 
ratings 

FY 2011 FY 2012 FY 2013 
Number of 

rated 
employees 

% of total 
rated 

employees 

Number of 
rated 

employees 

% of total 
rated 

employees 

Number of 
rated 

employees 

% of total 
rated 

employees 
1—extraordinary 378 19.13 429 20.27 480 22.39 
2—outstanding 712 36.03 848 40.08 956 44.59 
3—commendable 882 44.64 829 39.18 696 32.46 

4—marginal 4 0.20 10 0.47 12 0.56 

5—unsatisfactory 0 N/A 0 N/A 0 N/A 
Total 1,976 100.00 2,116 100.00 2,144 100.00 

Source: External consulting firm analysis based on Board-provided data. 
 
 

The results of the consulting firm’s analysis of the Board’s FY 2011, FY 2012, and FY 2013 
performance ratings indicated statistically significant differences among Board employees across 
certain demographic groups on an agency-wide basis. However, when these demographic groups’ 
performance ratings were evaluated by pay grade category, in most cases, there was no trend of 
statistically significant differences. These statistically significant differences do not necessarily 
indicate discrimination and could be due to a variety of factors either individually or in 
combination, such as actual differences in employee performance. A statistically significant result 
does not imply that a difference is good or bad or that it is large or small; it indicates that the 
observed difference is probably not due to chance.  

 
The external consulting firm did not find statistically significant differences in the gender 
category. However, the consulting firm found statistically significant differences in the following 
race/ethnicity and age categories: 
 

• In all three years, on an agency-wide basis, White employees received higher 
performance ratings compared with Asian employees; however, there were no significant 
differences in performance ratings when analyzed at the job levels. 
 

• In all three years, on an agency-wide basis, White employees received higher 
performance ratings compared with Black/African American employees. In 2012 and 
2013, there were no statistically significant differences in performance ratings when 
analyzed at the job levels. In 2011, there was a statistically significant difference between 
the average ratings of White employees and Black/African American employees for the 
all others employee job level. 
 

• In 2013, in the senior managers and officers category, Hispanic/Latino employees 
received higher performance ratings as compared with White employees. The comparison 
included 247 White employees and only 7 Hispanic/Latino employees; therefore, these 
results should be interpreted with caution.41 
 

                                                      
41.   According to the external consulting firm, small sample results are often nonrepresentative and unstable and can change  
        substantially with small changes in the data.  
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• In 2012, on an agency-wide basis, White employees received higher performance ratings 
compared with Hispanic/Latino employees; however, there were no significant 
differences in performance ratings when analyzed at the job levels. 
 

• In 2012, on an agency-wide basis, employees 40 years of age or older received higher 
performance ratings than employees under 40 years of age; however, there were no 
significant differences in ratings for employees under 40 years of age and employees 40 
years of age or older within the senior managers and officers job level and within the all 
others employee job level.  

 
• In all three years, in the mid-level professionals category, employees under 40 years of 

age received higher performance ratings than employees 40 years of age or older. 
 

The consulting firm’s full report on the Board’s employee performance ratings is included as 
appendix E.  
 

 
The OIG’s Analysis 
 
In addition to the external consulting firm’s statistical analysis of performance ratings for the 
entire Board, we analyzed performance ratings by division to determine average performance 
ratings for FY 2011, FY 2012, and FY 2013 by race/ethnicity. We did not evaluate these averages 
for statistical significance, and we did not conduct analyses by pay grade category.  
 
The results of our analysis by division were similar to the external consulting firm’s agency-wide 
findings discussed above.42 These observations do not necessarily indicate discrimination and 
could be due to a variety of factors. Appendix F contains our analysis of performance 
management data by divisions.  

 
 
Finding: The Board Has Not Conducted Analyses of Employee 
Performance Reviews on an Annual Basis  
 

According to a Board official, the Board does not consistently conduct a review of the 
distribution of performance ratings to ascertain how the ratings are distributed across sex, race, or 
people 40 years of age or older. The Board has periodically analyzed aggregate performance 
ratings distributions by divisions. Further, in 2012, the Board surveyed employees on the 
Performance Management Program. The final results report indicates survey participant concerns 
with effectiveness, fairness, and rater bias.  
 
One government best practice suggests that organizations should gather and analyze statistics on 
the distribution of performance ratings.43 Uneven ratings distributions across gender and 
race/ethnicity might raise questions about fairness. If differing treatment is found within the 
performance appraisal process, efforts should be made to determine whether appraisal design 

                                                      
42. The external consulting firm reversed the order of the Board’s performance management rating system so that higher ratings 

reflected better performance. However, our analysis reflects the Board’s ordering of performance ratings, in which a lower 
rating number reflected higher performance (e.g., extraordinary is represented by a rating of 1). 

   
43.  U.S. Office of Personnel Management, Evaluating Performance Appraisal Programs: An Overview, PMD-09, January 1999. 
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features are causing the lack of balance in the ratings or whether other issues at the organization 
may be responsible.  
 
As previously noted, the external consulting firm found statistically significant differences in 
performance ratings among certain demographic groups on an agency-wide basis. When these 
demographic groups’ performance ratings were evaluated by pay grade category, however, in 
most cases there was no trend of statistically significant differences. Additional analyses of 
employee performance ratings will allow the Board to better determine whether its performance 
management system supports the development and retention of a diverse workforce.  

 
 
Management Actions  
 
The Board acknowledged challenges with the performance management system in place during 
the review period. In discussions about the performance management framework, employees 
were in favor of a framework that (1) focused on growth, (2) included ongoing conversations 
between managers and employees, (3) created a partnership between managers and employees, 
and (4) potentially had a more effective method to rate performance. The Board decided to adopt 
a new performance rating system. 
 
The new performance management process was piloted in five divisions and the OIG for 
performance year 2013–2014, with full implementation in all Board divisions in the 2014–2015 
performance year. The purpose of the new process is to align staff to the work of the Board, 
provide greater accountability, support the growth of staff, improve the value of time spent, and 
increase the fairness of the process. In addition, the new process involves frequent conversations 
between employees and their managers that are designed to develop and grow employees’ 
capabilities. The Board contracted for the necessary expertise to assist with the program’s 
implementation, which includes information sessions, tools and guides, training, and other 
support.  
 

 
Recommendation 
 
We recommend that the Chief Human Capital Officer 
 

3. Consider conducting annual analyses of the distribution of employee performance ratings 
to identify whether patterns exist that may indicate unfair or unequal treatment. If the 
analyses reveal patterns that may indicate unfair or unequal treatment, determine whether 
any actions are necessary.  

 
 
Management’s Response  
 
The Board concurs with our recommendation. In its response, the Board notes that a periodic 
analysis focused on areas in which management has potential concerns may be useful. 
Management will consider the feasibility of conducting additional analyses on a periodic basis.  
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OIG Comment  
 
The actions described by the Board are generally responsive to our recommendation. We plan to 
follow up with the Board to determine its final decision in considering our recommendation. 
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In the OIG’s September 2014 Major Management Challenges for the Board of Governors of the 
Federal Reserve System, we reported on the Board’s risk associated with staff retirement and 
turnover, as well as challenges the Board faces in replacing employees with specialized 
knowledge and skill sets. One way to address such challenges is through succession planning. 
GAO states that succession planning is a comprehensive ongoing process that provides for 
forecasting senior leadership needs, identifying and developing candidates with the potential to 
fill future leadership position openings, and selecting individuals from a diverse pool of qualified 
candidates to meet executive resource needs. Similarly, promotions can also be a vehicle for 
increasing agency diversity. 
  
This section presents information on the Board’s career-ladder promotions process as well as 
demographic statistics on promotions. We found that the Board started a formal succession 
planning process in late 2012, but it has not yet been fully implemented across all Board 
divisions.  
 
 

The Board’s Processes 
 
Promotions 
 
Promotions at the Board may be made in a competitive manner or through career-ladder 
progression. A competitive promotion is a grade increase that results when an employee applies 
for a vacant position in a higher grade level than the current employee’s grade level, competes 
from a pool of applicants, and is hired for the position. Competitive promotions are addressed in 
the Board’s Vacant-Position Posting policy. Information on competitive promotions is included 
in the Recruiting and Hiring section of this report.  
 
A career-ladder promotion is available to both wage and professional employees in positions that 
allow for the employee to be promoted to one or more sequentially higher pay grades within the 
career ladder for his or her position. Employees in such positions may become eligible for a 
career-ladder promotion once they complete any required time within the grade and have proven 
their ability to perform satisfactorily at the next-higher pay grade. An employee’s manager or 
supervisor recommends an employee for a career-ladder promotion by preparing a written 
justification. Once the recommendation is approved within the respective division, Talent 
Acquisition processes the personnel action. 
 

 
Succession Planning  
  
According to GAO, agencies with effective succession planning and management efforts 
determine the critical skills and competencies that will be needed to achieve current and future 
program results; develop strategies tailored to address gaps in human capital approaches for 
enabling and sustaining the contributions of all critical skills and competencies; and address 

Promotions and Succession Planning 
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specific human capital challenges, such as diversity.44 In addition, succession planning is one of 
GAO’s nine leading diversity management practices. In that context, GAO describes strategic 
planning as an ongoing, strategic process for identifying and developing a diverse pool of talent 
for an organization’s potential future leaders. 
 
The Board developed a two-phase, formal agency-wide succession planning program in late 2012 
to help identify a diverse pool of candidates for senior management positions throughout the 
Board. The Board’s program will identify development opportunities for employees to prepare 
them for potential advancement. Both phases entail planning discussions with Board senior 
management focusing on three elements: (1) employee performance, (2) learning agility, and 
(3) readiness.   
 
Phase 1 discussions are held with Division Directors and Deputy Directors regarding their direct 
reports at the officer level. Phase 2 of the Board’s succession planning program will involve 
discussions with officers regarding their managers. The Board currently does not have a formal 
plan for Board employees in nonsupervisory roles; however, divisions have engaged in informal 
succession planning practices that are separate from the Board’s formal succession planning 
program. 
 
 

Demographic Statistics 
 

We conducted an analysis of career-ladder promotions for all three pay grade categories at the 
Board. For the purpose of this report, our analysis focuses on career-ladder promotions by 
race/ethnicity in 2011, 2012, and 2013 (figure 7). We did not conduct an analysis of the eligibility 
requirements based on time in grade for career-ladder promotions because these requirements 
vary by division and position type. In addition, an employee’s performance rating may also factor 
into his or her eligibility. Therefore, the results of our trend analysis do not necessarily indicate 
discrimination or bias and could be due to a variety of factors.   
 
In 2011 through 2013, the Board awarded a total of 610 career-ladder promotions. Of these 610 
promotions,  
 

• 460 occurred in the all other professional employees and all wage employees category 
(FR-16 to FR-25 and WE-41 to WE-47) 

• 144 occurred in the mid-level professionals category (FR-26–FR-28) 
• 6 occurred in the senior managers and officers category (FR-29–00)45 

 
As a percentage of the overall workforce during 2011–2013, female employees accounted for 
44.89 percent of the workforce and received 42.13 percent of the career-ladder promotions. Male 
employees accounted for 55.11 percent of the workforce and received 57.87 percent of the career-
ladder promotions.  

 
 
 

                                                      
44.  U.S. Government Accountability Office, Human Capital: Selected Agencies Have Opportunities to Enhance Existing 

Succession Planning and Management Efforts, GAO-05-585, June 2005. 
 
45. All six promotions were from FR-28 to FR-29.  
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Figure 7: Career-Ladder Promotions Awarded, by Race/Ethnicity, 2011–2013a 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Source: OIG analysis of Board-provided data. 
 

aOther includes (1) Native Hawaiian or Other Pacific Islander (Not Hispanic or Latino), (2) American Indian or Alaska Native  
(Not Hispanic or Latino), (3) Two or More Races/Ethnicities (Not Hispanic or Latino), and (4) Not Specified (i.e., individuals  
who chose not to disclose demographic data). 

 

 
For additional information on the 2011–2013 career-ladder promotions by sex, race/ethnicity, and 
age within each pay grade category, refer to appendix G.  

 
 
The Board Is in the Process of Implementing Its Formal Succession 
Planning Process  
 

The Board developed a two-phase, formal agency-wide succession planning program in late 2012 
to help identify a diverse pool of candidates for senior management positions throughout the 
Board. Phase 1 of the Board’s process has been implemented in 8 of the 14 divisions and the 
OIG. The Board anticipates implementing phase 1 in the remaining 6 divisions by 2016. Phase 2 
will begin by the end of 2015. Both phases are scheduled for full implementation by 2017.  
 

2011 2012 2013
Other 3.75% 3.64% 0.87%
Hispanic/Latino 3.13% 3.64% 6.52%
Asian 15.63% 17.73% 12.61%
Black/African American 15.63% 12.27% 14.35%
White 61.88% 62.73% 65.65%
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GAO’s Diversity Management: Expert-Identified Leading Practices and Agency Examples 
defines succession planning as 
 

a comprehensive, ongoing strategic process that provides for forecasting an 
organization’s senior leadership needs; identifying and developing candidates 
who have the potential to be future leaders; and selecting individuals from among 
a diverse pool of qualified candidates to meet executive resource needs. . . . 
Succession planning and management can help an organization become what it 
needs to be, rather than simply recreate the existing organization.46 

 
In addition, GAO reports that succession planning is also tied to the federal government’s 
“opportunity to change” the diversity of its executives through new appointments.  
 
Board officials informed the OIG that most divisions have performed some form of succession 
planning. For example, one Board division is developing a process to meet with every officer, 
manager, and supervisor to determine the developmental requirements for preparing a qualified 
replacement. Further, the division is developing key competencies for each pay grade and plans to 
identify training to complement these competencies. These steps are designed to guide staff 
members as they progress through the division’s career ladder. Another division offers a robust 
staff development program that focuses on technical training and soft skills.47 Aside from the 
Board’s formal succession planning program, Board divisions have taken actions to develop staff 
members. 

 
Succession planning is associated with opportunities to change diversity at the executive level.48 
Therefore, the establishment within the Board of a formal succession program may help the 
Board in its efforts to reach diversity and inclusion goals.  

 
 
 
 
 

                                                      
46. U.S. Government Accountability Office, Diversity Management: Expert-Identified Leading Practices and Agency Examples, 

GAO-05-90, January 14, 2005. 
 
47. Soft skills include, but are not limited to, communication, self-awareness, motivation, social skills, and empathy.  
   
48. U.S. Government Accountability Office, Diversity Management: Expert-Identified Leading Practices and Agency Examples, 

GAO-05-90, January 14, 2005. 
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Employees can raise grievances through the EEO and non-EEO processes. The Board has a 
defined EEO complaint process for applicants and Board employees who believe that they have 
been a victim of discrimination. The non-EEO process includes providing opportunities for 
employees to file and resolve grievances related to unfavorable performance ratings, unfair 
treatment, harassment, relationships with coworkers, and disciplinary actions.  
 
This section provides a summary of the Board’s processes and statistics related to EEO and non-
EEO case data. We noted an opportunity for the Board to better communicate non-EEO case 
statistics to all divisions.  
 

 
Related Laws and Regulations 

 
Although not required by law, the Board follows several laws and regulations related to the 
EEOC and the processing of EEO complaints. In particular, the Board follows the requirements 
of the MD-715, which provides guidance and standards for establishing and maintaining effective 
EEO programs that ensure that all employees have equal opportunity without regard to 
race/ethnicity, color, religion, national origin, age, sex, or disability.49  
 
The Board has also adopted, as part of its employment rules, EEO laws that prohibit 
discrimination, including the provisions of the No FEAR Act that require the Board to report and 
provide training on compliance with EEO laws and to post on its public website on a quarterly 
basis certain summary statistical data relating to EEO complaints. 
 
 

The Board’s Process for EEO Complaints 
 

The Board’s Equal Employment Opportunity Policy, revised May 13, 2013, provides for equal 
opportunity in employment for all persons and applies to, among other human resources–related 
functions, the EEO complaint process. The Board prohibits discrimination in employment on the 
basis of race/ethnicity, color, religion, sex, national origin, age, disability, or genetic information, 
and promotes the full realization of EEO through a continuing affirmative program. The Board 
also prohibits discrimination on the basis of any application, membership, or service in the 
uniformed services. In addition, as a matter of policy and although it is not required by law, the 
Board prohibits discrimination in employment on the basis of sexual orientation. An applicant or 
Board employee who believes that he or she has been discriminated against should consult with 
the OD&I within 45 days of becoming aware of the alleged discriminatory act or personnel 
action.  
 
 

                                                      
49. These programs are under of title VII, section 717, of the Civil Rights Act of 1964 and section 501 of the Rehabilitation Act 

of 1973. 
 

Employee Complaints 
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Informal EEO Complaints 
 
The informal process begins when an EEO counselor is assigned to conduct an initial counseling 
session with the complainant to obtain information about the alleged complaint. The EEO 
counselor then has 30 calendar days to make inquiries, attempt to resolve the matter, and advise 
the employee on the process to file a formal complaint. On a case-by-case basis, the EEO 
counselor may offer the complainant the right to engage in the alternative dispute resolution 
process. If counseling sessions or the alternative dispute resolution process cannot resolve the 
matter, or if a complaint in mediation is not resolved by the 90th day, the EEO counselor will 
issue a written notice to the complainant stating that it is the complainant’s right to file a formal 
complaint within 15 days of receipt of the notice.  
 
 
Formal EEO Complaints 
 
If a formal complaint is filed, an EEO counselor will review the complaint and determine the 
issues that will be accepted for investigation. During the investigation stage, an independent 
investigator will be contracted to investigate the issues accepted in the complaint. At the close of 
the investigation, the OD&I will provide the complainant with an investigative report. On receipt 
of the investigative report, the complainant has 30 days to take one of the following courses of 
action: 

 
• Request from the OD&I a final Board decision without a hearing; the Board has 

60 calendar days to render a decision.  
 

• Request a hearing and decision from an EEOC Administrative Judge, followed by a final 
decision by the Board.50 

 
If a complainant does not agree with the final decision that has been rendered by the Board, the 
complainant may take the following courses of action:  
 

• Appeal to the EEOC upon the Board’s dismissal of, or its final decision on, a formal 
complaint within 30 calendar days of receipt of the Board’s dismissal or final decision.  

 
• File a civil action in U.S. district court within 90 calendar days of the Board’s final 

decision or the EEOC’s decision on appeal. 
 

• If 180 days have elapsed since the filing of the formal complaint, request a hearing from 
an EEOC Administrative Judge.  

 
• If 180 days have elapsed since the filing of the formal complaint or since the filing of an 

appeal with the EEOC, file a civil action in U.S. district court.  
 
                                                      
50. Employees who request a hearing before an EEOC Administrative Judge must notify the OD&I. The EEOC will appoint an 

EEOC Administrative Judge to hold the hearing. The Administrative Judge will make findings of fact and conclusions of 
law and will issue a decision. The Board will have 40 calendar days from the date it receives the Administrative Judge’s 
decision to issue a final order informing the complainant of whether it will implement the decision. If the Board does not 
implement the Administrative Judge’s decision, the complainant can file an appeal with the EEOC simultaneously with the 
issuance of the Board’s final order.  
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Statistics  
 

Informal EEO Complaints 
 
From FY 2011 through FY 2013, the OD&I conducted 166 counseling sessions.51 A counseling 
session is a conversation between an EEO staff member and a complainant. The number of 
counseling sessions for FY 2011–FY 2013 remained relatively steady. Specifically, there were 
58 counseling sessions in FY 2011 and 54 counseling sessions each year in FY 2012 and 
FY 2013.52   
 

 
Formal EEO Complaints  
 
Overall, the total number of new formal EEO complaints was 8 in FY 2011, 11 in FY 2012, and 
2 in FY 2013.53 Of the 21 new complaints filed during FY 2011–FY 2013, the most common 
EEO issues were as follows:  
 

• Retaliation. Federal law prohibits the removal, demotion, harassment, or otherwise 
retaliatory activity against employees because they filed a charge of discrimination or 
because they complained to their employer about discrimination on the job. 
 

• Hostile work environment/harassment. Hostile work environment or harassment is 
created by unwelcome conduct that is based on race, color, religion, sex, national origin, 
age, disability, or genetic information.54  

 
• Disparate treatment. This prohibited treatment is apparent when an individual of a 

protected group is shown to have been singled out and treated less favorably than others 
who are similarly situated based on race, color, religion, sex, national origin, age, 
disability, or genetic information. 

 
A complainant may file multiple issues in a single complaint. 
 
 

                                                      
51.  The Board operates on a calendar-year basis; however, EEOC reporting requirements are based on a fiscal-year basis. 

Therefore, the OD&I reports counseling session data and EEO cases filed on a fiscal-year basis. Counseling sessions are 
counted, but to preserve anonymity, complainant identification data are not collected. As a result, the counseling session 
counts may include OIG personnel who are otherwise excluded from the data in this report. 

 
52.   Complainants may receive multiple counseling sessions; therefore, the number of counseling sessions per fiscal year may be 

greater than the number of complainants who sought counseling. 
 

53. The OIG was excluded from this audit; therefore, we excluded OIG complaints. During this period, we noted that for the 21 
complaints filed, there were 21 complainants.  

 
54. Harassment becomes unlawful when (1) enduring the offensive conduct becomes a condition of continued employment or 

(2) the conduct is severe or pervasive enough to create a work environment that a reasonable person would consider 
intimidating, hostile, or abusive. 
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EEO Processing Time 
 

The Board reports EEO complaint processing times as part of its No FEAR Act reporting. 
Investigations must be completed within 270 days, including extension, of the filing date of an 
individual complaint.55 We noted that during FY 2011–FY 2013, the average number of days 
complaints were in the investigation stage rose sharply in FY 2013; however, the Board’s average 
remained below the 270-day requirement. In addition, the average number of days that 
complaints were in the final action stage rose in FY 2012 and then declined in FY 2013 
(table 7).56  
 
 
Table 7: EEO Complaint Processing Times, FY 2011–FY 2013a 

Complaint phase 
Average number of days, 

FY 2011 
Average number of days, 

FY 2012 
Average number of days, 

FY 2013 

Investigation 151 133 228 

Final action 36 53 26 

Source: The Board’s No FEAR Act Report, September 18, 2014. 
 
aComplaint processing times include data from all EEO complaints filed during FY 2011–FY 2013, including EEO 
complaints filed by the OIG. 

 
 
The Board’s Process for Non-EEO Matters  

 
The Board’s non-EEO process is initiated when a Board employee or an employee’s supervisor 
contacts ER for advice or guidance. ER categorizes non-EEO matters into 21 categories that 
include performance, leave, attendance, or other workplace issues (such as perceived unfair or 
unprofessional treatment, concerns about promotions, or relationships with coworkers), and 
disciplinary actions.57  
 
ER will provide one or more counseling sessions to help resolve a non-EEO issue. At any time 
during this counseling process, a Board employee or supervisor can choose to file a non-EEO 
case, which requires ER to take action aside from counseling, such as mediation. When this 
occurs, ER documents the action as a non-EEO case. Cases include employee complaints and 
adverse actions taken by the Board against an employee.  

 
ER recorded 711 active non-EEO cases during 2011–2013, excluding the OIG. The majority of 
the cases were concentrated in four categories related to performance, work, leave, and 
disciplinary actions, which are defined as follows:  

                                                      
55.   This requirement derives from Management Directive 110, which provides federal agencies with EEOC policies, 

procedures, and guidance relating to the processing of employment discrimination complaints governed by the EEOC’s 
regulations in title 29,  part 1614, of the Code of Federal Regulations.  

 
56.   When an Administrative Law Judge renders a decision, final action is required within 40 days of receipt of the hearing file 

and the Administrative Law Judge’s decision. The Board’s Rules Regarding Equal Opportunity delineates time frames for 
other circumstances and particular complaints. 

 
57. For purposes of this report, performance issues include performance, performance management, and performance 

improvement. Categories that garnered fewer complaints include adverse action, disability, fit for duty, garnishment, 
harassment, Americans with Disabilities Act, selection, suitability, and other/miscellaneous. 



 

2015-MO-B-006 40 

• Performance issues include matters related to an employee’s performance under the 
Board’s performance management system. 

 
• Work issues include employee complaints or questions regarding unfair treatment on the 

basis of conduct or reasons that do not adversely affect the employee’s performance and 
that are not covered under existing laws regarding discrimination. 

 
• Leave issues include an employee’s failing to follow leave procedures, being tardy, and 

making false statements related to a leave request. Other leave complaints may include 
leave administration matters such as Family and Medical Leave Act requests.  

 
• Disciplinary actions document oral counseling, a written warning, or a suspension of 

14 calendar days or less. Disciplinary actions only address conduct-related problems and 
provide for disciplinary measures that are less severe than those outlined in the Board’s 
Adverse Action Policy and associated procedures.  

 
In general, ER works to resolve all non-EEO matters informally through counseling sessions or 
formally as a case between the employee and management within four to six weeks. Resolution 
time frames vary, however, based on the type of case.   

 
The Board maintains non-EEO case data on a calendar-year basis. Overall, we noted that the 
number of active non-EEO cases as of year-end 2011, 2012, and 2013 were 232, 229, and 250, 
respectively.58 We found that in 2011, the average processing time was 147 days; in 2012, 153 
days; and in 2013, 155 days. In general, resolution time frames vary based on the type of case.  

 
 
Finding: Non-EEO Case Statistics Were Not Provided to Divisions on 
a Regular Basis  

 
We found that during 2011–2013, ER provided non-EEO case statistics to Board divisions only 
on request. According to ER, if it detected a pattern of non-EEO cases (i.e., three or more) in a 
specific division, it would typically address the issue by offering counseling or training to 
division officials to prevent future occurrences. We also noted that the HR division compiled 
aggregate statistics in an internal report each year; however, only the report containing 2013 data 
was distributed to the divisions in May 2014.59 
 
One of ER’s objectives is to identify emerging employee relations issues and trends that may 
affect employee morale and notify management of such issues in advance of any impact. ER’s 
practice is to collect non-EEO case data, conduct trend analysis, and submit this information to 
Management Division officials and to divisions that specifically request this information. While 
we acknowledge that ER collected this information, this information was not disseminated to all 
Board divisions. Further, according to a Board official, there was no systematic process in place 
to distribute the annual HR report that contained aggregate non-EEO statistics to all divisions in 
the Board in 2011 and 2012. 

                                                      
58. Formal non-EEO cases are tracked in a centralized database by ER; one employee may have more than one formal case. 
 
59.  The Management Division publishes an annual internal HR operations report. This report includes the number of new hires, 

employee benefits, separations, and employee exit interview data, among other types of information. 
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Disclosure of non-EEO case statistics to all Board divisions will help the divisions to identify 
barriers and other issues related to harassment, unfair treatment, relationships with coworkers, 
disciplinary action, and unfavorable performance ratings that may relate to diversity and 
inclusion. In addition, sharing information with division officials may assist them in identifying 
any patterns. Communicating non-EEO case data to all divisions can help to mitigate similar 
occurrences and assist in developing improvement strategies.  
 
 
Management Actions 
  
ER provided Division Directors with a more detailed non-EEO trend statistics report in October 
2014 with the intent of obtaining their feedback and suggestions for an ongoing information 
exchange. This was the first detailed report to be distributed to all Division Directors. ER intends 
to distribute non-EEO trend statistics on at least a quarterly basis. 
  
 
Recommendation  

 
We recommend that the Chief Human Capital Officer 

 
4. Ensure that aggregate non-EEO case statistics are provided to all Division Directors and 

that division-specific statistics are provided to the respective Division Director. 
 

 
Management’s Response  
 
The Board concurs with our recommendation. In its response, the Board notes that management 
began providing Division Directors with non-EEO trend statistics and plans to continue this 
practice on a quarterly basis. 
 
 
OIG Comment  
 
The actions described by the Board are responsive to our recommendation. We plan to follow up 
on the Board’s actions to ensure that the recommendation is fully addressed.   
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According to GAO, involving employees in diversity management efforts helps drive diversity 
throughout an organization. Employee surveys provide an opportunity for employees to share 
with management their perceptions of the agency’s diversity and inclusion, culture, and work 
environment.60 
 
This section presents information on the Board’s efforts to obtain employee feedback. 
Specifically, we provide the Board’s practices on satisfaction and exit surveys as well as 
demographic information regarding separations from the Board during the 2011–2013 period.  
 

 
The Board’s Process 

 
The Board did not conduct agency-wide employee satisfaction surveys during the 2011–2013 
period. On September 4, 2014, an external consulting firm administered the Board’s first agency-
wide engagement survey. Eighty-seven percent, or 2,147 employees, responded to the survey in 
its entirety. The survey included the three questions below, which were designed to gather data 
specifically related to employee perceptions of diversity and inclusion. Employees were asked to 
rate their responses as strongly agree, agree, neutral, disagree, or strongly disagree. As detailed 
below, 64 percent to 75 percent of respondents answered either or strongly agree or agree to the 
three questions.  
 
 
Diversity and inclusion question                  % responding strongly agree or agree  

 

 
 

The Board is continuing to assess the results of the 2014 survey and will determine what, if any, 
action plans are needed. These action plans will help to determine the timing of the next survey. 
We were also informed that the Board may consider conducting a diversity and inclusion survey 
once the agency-wide survey results have been thoroughly analyzed. These efforts will allow for 
trend analyses on the success of diversity initiatives as well as workplace inclusion. 

                                                      
60. U.S. Government Accountability Office, Diversity Management: Expert-Identified Leading Practices and Agency Examples, 

GAO-05-90, January 14, 2005. 
 

My organization’s policies promote fair  
treatment of employees regardless of their     75 
different diversity characteristics. 
 
My organization values employees with varied    67 
backgrounds and experiences. 
 
My organization is committed to promoting     64  
diversity and inclusion.  
 
 

Employee Surveys 
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We also noted that in 2013, two divisions independently conducted employee satisfaction surveys 
to obtain their employees’ perspective on the particular division’s work environment. Each 
survey contained one question specifically related to diversity and inclusion.  
 
Although the Board did not conduct an agency-wide employee satisfaction survey in 2011, 2012, 
or 2013, ER offered separating employees the opportunity to voluntarily complete an electronic 
exit survey and participate in a face-to-face exit interview. ER collected the data and interview 
responses and prepared aggregate separation information for reporting in the HR section’s 
internal annual report. 
 
 

Demographic Statistics 
 

Separations  
 
We reviewed data for employees leaving the Board. Generally, the rate at which employees left 
Board employment was consistent with federal executive agencies during 2011–2013 (figure 8).61  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

                                                      
61. The federal government average for separations was obtained from OPM’s FedScope, which is a database that includes 

information on permanent employees who left the federal executive service (excluding the U.S. Postal Service). FedScope 
data are recorded on a fiscal-year basis; however, Board separation data are captured on a calendar-year basis. Therefore, an 
exact comparison could not be made. FedScope can be found at http://www.fedscope.opm.gov. 
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Figure 8: Separations (Including Retirements) From the Board and the Federal Government  
Average, as a Percentage of the Workforce, 2011–2013a  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Source: OIG analysis of Board-provided data and OPM’s FedScope data. 
 

aOPM’s FedScope data, which we used as a benchmark, are recorded on a fiscal-year basis; however, Board separation data are 
captured on a calendar-year basis rather than a fiscal-year basis. Both FedScope and Board separation data include retirements. 
 
 

We analyzed the demographics of employees leaving Board service for reasons other than 
retirement. In 2011, 117 Board employees, or approximately 5 percent of the workforce, 
separated for reasons other than retirement. In 2012 and 2013, there were 139 and 138 
nonretirement separations, respectively, accounting for approximately 6 percent of the workforce 
in both years.  
 
Research assistants are considered permanent employees during their two-year tenure at the 
Board. Excluding research assistant separations, the Board’s annual separation rate decreases by 
an average of 1.71 percent over the three years.  

 
From 2011 through 2013, the number and percentage of female employees leaving Board service 
for reasons other than retirement remained relatively steady. Fifty-three female employees left the 
Board in 2011 and again in 2012, and 49 female employees left the Board in 2013. These 
separations represented 4.68 percent to 5.34 percent of the total female workforce.  
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With respect to race/ethnicity: 
 

• In 2011, 12 Black/African American employees separated; in 2012, 20 Black/African 
American employees separated; and in 2013, 12 Black/African American employees 
separated. These separations represented 2.09 percent to 3.49 percent of the 
Black/African American workforce.  
 

• In 2011, 16 Asian employees separated; in 2012, 13 Asian employees separated; and 
in 2013, 14 Asian employees separated. These separations represented 4.39 percent 
to 6.13 percent of the Asian workforce.  
 

• In 2011, 4 Hispanic/Latino employees separated; in 2012, 5 Hispanic/Latino 
employees separated; and in 2013, 9 Hispanic/Latino employees separated. These 
separations represented 4.65 percent to 9.38 percent of the Hispanic/Latino 
workforce.  

 
• In 2011, 83 White employees separated; in 2012, 98 White employees separated; and 

in 2013, 99 White employees separated. These separations represented 6.72 percent 
to 7.63 percent of the total White workforce.  
 

Additional information on nonretirement separations by sex, race/ethnicity, and age can be found 
in appendix H.  

 
 
The Board Has Begun Providing Employee Exit Survey Statistics to 
Divisions 
 

Employees who separated from the Board are given the opportunity to voluntarily complete an 
exit survey and, separately, to participate in an exit interview. HR reported aggregate employee 
exit data for employees who separated in 2011 and 2012 in its 2013 annual report for its internal 
use; the aggregate data were provided to divisions only on request. For employees who separated 
in 2013, the aggregate employee exit data in HR’s annual report were distributed to Board 
divisions in May 2014. The 2015 publication that will reflect 2014 aggregate employee exit data 
was being compiled at the time of our audit. 

 
GAO’s Diversity Management: Expert-Identified Leading Practices and Agency Examples 
suggests that one leading practice is to use quantitative and qualitative data derived from 
interviews, focus groups, and surveys to identify employee perceptions of the work environment 
and culture. Over time, trends in responses can help an organization assess progress in achieving 
organizational goals and objectives.  
 
We noted that specific diversity and inclusion issues did not emerge in HR’s annual reports; 
however, exit interview narratives documented that the most favorable aspects of working at the 
Board were colleagues, employee benefits, and work schedules. Interviewees indicated that the 
least favorable aspects included workload pressures, dissatisfaction with management, and 
frustration with having several layers of review of work and not being able to make decisions at 
lower levels of the organization. Board divisions can benefit from having access to agency-wide 
employee exit statistics and exit interview responses regardless of whether the division had 
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employees who separated, as that information may help inform the Board’s continued efforts 
related to diversity and inclusion. 
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The OD&I’s mission is to ensure equal opportunity for all persons and to promote diversity 
relating to the Board’s initiatives to employ, manage, and retain its human capital. This section 
discusses the OD&I’s compliance with applicable provisions of the Dodd-Frank Act, the Board’s 
application of the EEOC’s MD-715 requirements, and the Board’s compliance with provisions of 
the No FEAR Act as set forth in the Board’s employment rules. It also presents the OD&I’s 
organizational structure.  
 
We found that the Board could benefit from finalizing its diversity strategic plan. We also found 
that the Board should formalize standards for equal employment opportunity and racial, ethnic, 
and gender diversity of the workforce and the senior management of the agency and ensure that 
No FEAR Act training is offered on a regular basis. In addition, we noted that the OD&I could 
enhance its communication to divisions on EEO matters and diversity initiatives. Finally, the 
OD&I should strengthen its internal controls for data collection and processing for MD-715 
reporting.  
 
 

Related Laws and Regulations 
 

The Dodd-Frank Act required the Board to establish an OMWI. To satisfy this requirement, the 
Board established the OD&I in January 2011. The OD&I houses the preexisting EEO function; 
the Diversity and Inclusion section, which is responsible for programs for minorities, women, and  
other employees at the Board; and OMWI, which is responsible for implementing the applicable 
provisions of the Dodd-Frank Act related to financial education, supplier diversity, and regulated 
entities. The Director of the OD&I reports to the Board’s Administrative Governor and to the 
Chief Operating Officer.62  

 
The Board follows the EEOC’s MD-715, which includes general reporting requirements that help 
an agency identify and eliminate any barriers that impede free and open competition in the 
workplace and prevent individuals of any racial or national origin group or either sex from 
realizing their full potential. As part of its annual MD-715 reporting, the Board reports its 
identification of barriers to equal employment opportunity and its plans to eliminate such barriers.  
 
In addition, the Board has adopted provisions of the No FEAR Act and its implementing 
regulations63 that require agencies to (1) post quarterly, on their public website, certain summary 
statistical data relating to EEO complaints filed under title 29, part 1614, of the Code of Federal 
Regulations and (2) notify current and former employees and applicants for federal employment 
of their rights and protections against discrimination. The No FEAR Act also requires each 
agency to develop a written plan for training all its employees, including supervisors and 

                                                      
62. The Federal Reserve Act authorizes the Board to delegate any of its functions, other than those pertaining to rulemaking or 

pertaining principally to monetary and credit policies, to members or employees of the Board, among others. As such, the 
Chairman delegated the responsibility for the OD&I to the Chief Operating Officer, who in turn delegated it to the Director 
of the OD&I. 

 
63. 5 C.F.R. part 724. 

The Office of Diversity and Inclusion 
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managers. In response to the No FEAR Act’s requirements, the Board developed the No FEAR 
Act Written Training Plan, which outlines how the Board will satisfy the No FEAR Act 
requirements. The plan includes, but is not limited to, providing training to all new Board 
employees within 90 days of employment and refresher training to Board employees.  
 
The EEOC produces an Annual Report on the Federal Workforce that includes, among other data, 
information on federal EEO complaints and alternative dispute resolution activities. Similar to 
other federal agencies, the Board reports this information on the EEOC’s Annual Federal Equal 
Employment Opportunity Statistical Report of Discrimination Complaints. Federal agency 
administrators upload data into the EEOC’s Federal Sector EEO Portal, which is only accessible 
to authorized federal agency administrators.  
 
 

Structure of the OD&I 
 
An OD&I official explained that the OD&I’s structure is based on its three functions:  
 

• Diversity and Inclusion—OD&I staff members are responsible for the diversity and 
inclusion aspects of certain programs, such as recruiting, and for generating workforce 
trend data and providing this information to 13 of the 15 Board divisions.64 In addition, a 
Diversity and Inclusion staff member is assigned as an official liaison to 12 Board 
divisions.65 This section of the OD&I fulfills the Dodd-Frank Act requirements 
concerning minorities and women.  
 

• Equal Employment Opportunity—OD&I staff members are responsible for handling 
the Board’s EEO complaints and relevant reporting requirements, such as the annual 
MD-715 and No FEAR Act reports and the EEOC’s Annual Federal Equal Employment 
Opportunity Statistical Report of Discrimination Complaints. In addition to EEO 
responsibilities, EEO staff members assist the Diversity and Inclusion section with 
generating workforce trend data and providing the data to the remaining two Board 
divisions, as well as assisting with diversity and inclusion programs. In addition, an EEO 
staff member is assigned as an official liaison to these two Board divisions.   

 
• OMWI—OD&I staff members are responsible for activities related to the financial 

education of the community, such as minority and youth groups; the diversity of the 
Board’s suppliers; and the standards for assessing the policies and practices of the entities 
supervised by the Federal Reserve Banks under delegated authority from the Board. 
These specific practices do not directly relate to diversity within the Board and are not 
addressed in this report. 

 
 

Compliance With Dodd-Frank Act Requirements 
 

We assessed the OD&I’s activities for compliance with 10 requirements of section 342 of the 
Dodd-Frank Act that pertain to our audit objective. We found that the OD&I complies with 9 of 
the 10 requirements and partially complies with 1 requirement, as shown in table 8.  

                                                      
64. The OIG is included in the 15 divisions. 
 
65. The OD&I does not provide a liaison to the Office of the Chief Operating Officer because the OD&I is part of that division. 



 

2015-MO-B-006 49 

Table 8: The Board’s Compliance With Relevant OMWI Requirements of Section 342 of the 
Dodd-Frank Acta 

Relevanta OMWI requirements applicable to the Board 

 
Fully 

satisfies 
Partially 
satisfies 

The Director of each Office shall be appointed by, and shall report to, the agency 
administrator. 

  

Each Director shall develop standards for equal employment opportunity and the 
racial, ethnic, and gender diversity of the workforce and senior management of the 
agency: 

  

Each Office shall submit to Congress an annual report regarding the actions 
taken by the agency and the Office pursuant to this section, which shall include   

the successes achieved and challenges faced by the agency in operating 
minority and women outreach programs 

  

the challenges the agency may face in hiring qualified minority and women 
employees and contracting with qualified minority-owned and women-owned 
businesses; and 

  

any other information, findings, conclusions, and recommendations for legislative 
or agency action, as the Director determines appropriate. 

  

Each agency shall take affirmative steps to seek diversity in the workforce of 
the agency at all levels of the agency in a manner consistent with applicable 
law. Such steps shall include 

  

recruiting at historically black colleges and universities, Hispanic-serving 
institutions, women’s colleges, and colleges that typically serve majority minority 
populations; 

  

sponsoring and recruiting at job fairs in urban communities; 
  

placing employment advertisements in newspapers and magazines oriented 
toward minorities and women; 

  

partnering with organizations that are focused on developing opportunities for 
minorities and women to place talented young minorities and women in industry 
internships, summer employment, and full-time positions; 

  

any other mass media communications that the Office determines necessary. 
  

Source: OIG analysis of the Board’s Annual Report to Congress on OMWI, OIG interviews with OMWI officials, Board policies and 
procedures, and section 342 of the Dodd-Frank Act (12 U.S.C. § 5452). 
 
aWe only analyzed the Dodd-Frank Act requirements that pertained to the scope of our audit. 

 
 
The OD&I submitted annual reports to Congress for 2011, 2012, and 2013, which outlined its 
activities, successes, and challenges. The OD&I focused on agency diversity issues by partnering 
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with the six Board employee advisory committees that deal with gender, race/ethnicity, and 
diversity.66 
 
In addition, Board officials indicated that the OD&I participates in divisions’ recruiting efforts 
and in national diversity recruiting events by sharing the costs associated with career fairs and 
attending affinity group67 engagements hosted by professional minority organizations. We also 
noted that the OD&I is involved with the hiring of Board officers, as detailed in the Recruiting 
and Hiring section of this report. However, the Director of the OD&I has not formalized 
standards for equal employment opportunity and the racial, ethnic, and gender diversity of the 
workforce and the senior management of the agency. 
 
 

Finding: The Board Needs to Finalize Its Diversity and Inclusion 
Strategic Plan  

 
We found that the Board has not finalized its diversity and inclusion strategic plan. Board 
officials, including those within the OD&I, were in the process of developing this plan during our 
audit. The Board’s Strategic Framework 2012–15 states,  

 
OD&I is working with Human Resources and Procurement staff at the Board to 
(1) ensure a commitment to recruit and retain a staff that is diverse and inclusive 
and (2) develop standards and procedures to ensure, to the extent possible, the 
fair inclusion and utilization of minority and women-owned businesses in the 
Board’s procurements. 
 

The Board is developing its 2016–2019 strategic plan, which will include a component on 
diversity.  
 
GAO’s Diversity Management: Expert-Identified Leading Practices and Agencies Examples 
states that an agency’s diversity strategy and plan should be developed and aligned with the 
organization’s overall strategic plan. Further, GAO reports that one expert suggests that 
organizations link diversity to their overall strategic plan to ensure that diversity initiatives are not 
viewed as extras that could be vulnerable to cuts, for example, when funds are tight. An agency 
that incorporates diversity as part of its strategic plan can translate its diversity aspirations into a 
tangible practice and can foster a culture change that supports and values differences.  
 
Implementation of a diversity and inclusion strategic plan tied to the Board’s strategic plan would 
promote a culture of diversity and inclusion in achieving the Board’s goals. The plan can also 
provide a base from which progress can be measured on the Board’s diversity and inclusion 
objectives. 
 

 

                                                      
66. The six employee advisory groups are (1) Advisory Committee for People with Disabilities; (2) African American 

Employees Advisory Committee; (3) Asian Employees Advisory Committee; (4) FRB Woman’s Program Advisory 
Committee; (5) Hispanic Employees Advisory Committee; and (6) Lesbian, Gay, Bisexual, Transgender, and Allies 
Employees Advisory Committee. 

 
67. An affinity group is a group formed around a shared interest or common goal, to which individuals formally or informally 

belong. 
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Recommendation 
 

We recommend the Director of the OD&I 
 
5. Finalize and implement the Board’s diversity and inclusion strategic plan and ensure that 

 
a. the plan incorporates the agency’s overall diversity and inclusion objectives. 

 
b. key elements of the plan are included in the Board’s 2016–2019 agency strategic 

plan. 
 

 
Management’s Response  

 
The Board concurs with our recommendation. In its response, the Board states that it will finalize 
the diversity and inclusion strategic plan. In addition, the Director of OMWI is a member of the 
Board’s 2016–2019 strategic plan workgroup and is ensuring that the key elements of the 
diversity and inclusion plan are included. 
 

 
OIG Comment  

 
The actions described by the Board appear to be responsive to our recommendation. We plan to 
follow up on the Board’s actions to ensure that the recommendation is fully addressed.  

 
 
Finding: The Board’s Standards for Equal Employment Opportunity 
and Racial, Ethnic, and Gender Diversity Have Not Been Formalized   
 

We found that the Director of the OD&I has not formalized the OD&I’s standards for equal 
employment opportunity and racial, ethnic, and gender diversity of the workforce and the senior 
management of the agency, as required by section 342(b)(2)(A) of the Dodd-Frank Act. Although 
the OD&I’s diversity efforts are guided by federal government EEO requirements, it has not 
formalized a set of standards as required by the Dodd-Frank Act.  

 
As a benchmarking exercise, we reviewed the standards of another financial regulatory agency’s 
OMWI that were documented in the agency’s overall diversity and inclusion strategic plan. In 
developing standards, the OMWI used the agency’s strategic plan, annual performance budget 
information, the Federal Equal Employment Opportunity Recruitment Plan,68 and the MD-715. 
Following best practices, the financial regulatory agency’s diversity and inclusion strategic plan 
contains standards that include the agency’s attestation of, commitment to, and definition of 
diversity and inclusion, as well as the agency’s goals, implementation measures, priorities, and 
actions to satisfy Dodd-Frank Act requirements and to enhance diversity and inclusion within the 
agency.   
 

                                                      
68.   The Federal Equal Employment Opportunity Recruitment Plan provides statistical data on employment in the federal 

workforce and highlights human capital practices that federal agencies are using to recruit, develop, and retain talent.  
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Since 1995 and prior to the creation of the OD&I, the Board sponsored EEO and affirmative 
action programs that included promoting diversity in its employment practices. The OD&I 
considers elements of these legacy programs, as well as the EEOC guidance used for MD-715 
reporting, as its Dodd-Frank Act–required standards.  
 
Formalizing standards can increase the transparency of the OD&I’s diversity processes and 
practices and the way in which it plans to meet its internal objectives, monitor its progress, and 
meet its long-term goals. Without formalized standards, the Board is only partially compliant 
with the Dodd-Frank Act and may be limited in its ability to evaluate its effectiveness in 
promoting equal employment opportunity and diversity within its workforce and senior 
management. 

 
 

Recommendation  
 
We recommend that the Director of the OD&I 
 

6. Formalize the standards the OD&I relies on for equal employment opportunity and the 
racial, ethnic, and gender diversity of the workforce and the senior management of the 
agency. 

 
 

Management’s Response  
 
The Board concurs with our recommendation. In its response, the Board states that it plans to 
formalize the standards the OD&I relies on for equal employment opportunity and the racial, 
ethnic, and gender diversity of the workforce and the senior management of the agency, which 
will be included in the diversity and inclusion strategic plan. 
 

 
OIG Comment  
 
The actions described by the Board appear to be responsive to our recommendation. We plan to 
follow up on the Board’s actions to ensure that the recommendation is fully addressed.  
 

 
Finding: The Board’s EEO and Diversity Training Is Not Provided on a 
Regular Basis  
 

We found that the OD&I does not provide training related to EEO and diversity to all employees 
on a regular basis. No FEAR Act training is required every two years. The Board provided No 
FEAR Act training in 2011; however, the OD&I did not retain any records pertaining to this 
training. No FEAR Act training, as described in the Board’s No FEAR Act Written Training Plan, 
was not provided in 2013.  
 
The OD&I is responsible for providing EEO, No FEAR Act, and diversity training. Internal and 
external guidance related to administering these trainings includes the following:  

 



 

2015-MO-B-006 53 

• The EEOC’s MD-715 instructions identify the basic elements necessary to create and 
maintain a model EEO program. One element in the guidance advocates that all 
employees receive information about the EEO program through training on the EEO 
process and the protections afforded to employees, related policy statements, and 
reasonable accommodation procedures. 
 

• GAO’s Diversity Management: Expert-Identified Leading Practices and Agencies 
Examples states that diversity training can help an organization’s employees increase 
their awareness and understanding of diversity as well as help employees develop skills 
to promote communication and increase productivity. Such training can provide 
employees with an awareness of individual differences—including cultural, work style, 
and personal presentation—and an understanding of how diverse perspectives can 
improve organizational performance. The GAO report also states that the effectiveness of 
diversity training efforts should be evaluated to help decisionmakers manage resources 
and help agencies improve results.  
 

• The Board’s No FEAR Act Written Training Plan, developed in response to OPM’s July 
2006 final rule implementing the No FEAR Act training requirements, outlines how the 
Board will satisfy the No FEAR Act requirements. The act requires federal agencies to 
train all new employees within 90 days of hire and provide training to all employees 
every two years. Training must inform employees of their rights and remedies under the 
federal antidiscrimination laws. 

 
An OD&I official informed us that both EEO and diversity training were included in the No 
FEAR Act training that was required for all Board employees in 2014. In addition, the OD&I 
official indicated that the office provided customized EEO and diversity training based on trends 
or issues observed in particular divisions. Division officials we spoke with expressed an interest 
in having more guidance on the EEO complaint handling process.  
 
In 2011, a Board contractor provided No FEAR Act training. According to an OD&I official, the 
vendor retained records of attendance using its own identification system and OD&I officials 
verified employees’ completion of the training by matching Board employee identification 
numbers to those in the vendor’s identification system. However, the OD&I did not retain records 
of this verification or of the training modules that were taught. The contract ended in 2011, and 
similar training was not offered Boardwide in 2013.  
 
Providing No FEAR Act training—which includes both EEO and diversity and inclusion 
elements—on a regular basis can benefit the Board. For example, training on equal employment 
opportunity can inform employees who may wish to file EEO complaints and managers who 
handle such complaints, and it can assist the Board in establishing a model EEO program. 
Further, training on diversity and inclusion can help employees to understand how diverse 
perspectives can improve organizational performance. To ensure that the training accomplishes 
these goals, the Board will need to evaluate the effectiveness of the training offered and take steps 
to make improvements, as needed. 
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Management Actions  
 
On October 27, 2014, the OD&I offered a web-based No FEAR Act training that was mandatory 
for all employees. Additional training modules were provided for supervisors, managers, and 
officers.  
 
 
Recommendation 
 
We recommend that the Director of the OD&I 
 

7. Ensure that No FEAR Act training  
 

a. is offered on a regular basis. 
 

b. is tailored to the Board and includes EEO and diversity and inclusion topics in 
accordance with the Board’s No FEAR Act Written Training Plan.  
 

c. is evaluated for effectiveness and that any improvements identified are 
incorporated into the training as needed.  
 

d. attendance records are retained.  
 

 
Management’s Response  

 
The Board concurs with our recommendation. In its response, the Board states that it will 
continue to provide No FEAR Act training on a regular basis. In addition, it will explore methods 
to evaluate the training for effectiveness and to incorporate improvements as needed. Further, the 
Board will consider including provisions in its contract for the training that would require the 
vendor to provide the Board with evidence of employees’ completion of the training. 

 
 

OIG Comment  
 
The actions described by the Board are generally responsive to our recommendation. While the 
Board will explore methods to evaluate the No FEAR Act training for effectiveness, we 
encourage the Board to tailor the program to the Board’s workplace needs, as necessary. We also 
encourage the Board to retain evidence of employees’ completion of the No FEAR Act training. 
We plan to follow up on the Board’s actions to ensure that the recommendation is fully 
addressed.  
 

 
Finding: The OD&I Can Improve Its Communication to Divisions on 
EEO Matters and Diversity Initiatives  
 

Board division officials reported that they experienced varying levels of interaction with and 
guidance from the OD&I. Specifically, four divisions reported positive experiences with the 
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OD&I in regard to its EEO function and its diversity and inclusion activities. However, the 
remaining divisions communicated a variety of concerns that indicate perceived limits to the 
OD&I’s value and impact, including not understanding the function of components within OD&I, 
the limited assistance available to managers and officers with respect to the EEO complaint 
process, and the OD&I’s minimal involvement during the recruiting and hiring of specialized 
positions.  

 
Further, one division expressed that it would like the OD&I to address developmental issues for 
women and minorities. Additionally, another division stated that it would like the OD&I to hold 
annual or biannual meetings with division management to, among other things,  
 

• discuss Boardwide expectations and any planned diversity initiatives  
• educate managers and officers on the Board’s EEO program and expectations  
• discuss how EEO counselors can assist managers and officers 

 
The OD&I’s objectives are to provide guidance to Division Directors, managers, and supervisors 
to help them resolve EEO matters as they arise and to participate in planning and implementing 
the divisions’ EEO and diversity programs, including talent management, employee coaching, 
career development, recruitment, outreach, intern programs, and leadership development. 
However, these objectives do not fully address OD&I’s roles and responsibilities, which will 
assist divisions in understanding the function of components within the OD&I.  
 
According to an OD&I official, prior to the Dodd-Frank Act enactment, the EEO section and the 
Diversity and Inclusion section conducted outreach to the divisions. Although the Board 
established the OD&I to include an OMWI function in response to the Dodd-Frank Act 
requirements, according to the OD&I official, the OD&I has not significantly modified its 
approach because these activities were already being covered prior to the enactment of the Dodd-
Frank Act.  
 
We believe that the OD&I can further its objectives by enhancing communications with all Board 
divisions on EEO and diversity and inclusion efforts. This approach can also assist the OD&I in 
aligning its efforts to its objectives and better enable the office to ensure equal opportunity for all 
persons and to promote diversity relating to the Board’s initiatives to employ, manage, and retain 
its human capital.  
 
 
Management Actions  
 
We were informed that the OD&I is developing a quarterly reporting tool for each division. The 
tool’s purpose is to support the Board’s strategic objectives and commitment to attract, hire, 
develop, promote, and retain a highly diverse workforce and to show each division’s progress. 
The OD&I plans to implement this tool during the second quarter of 2015. The sharing and 
discussion of the quarterly reporting tool results with the divisions will provide the OD&I with an 
opportunity to clarify its roles and responsibilities and provide guidance and assistance to 
divisions. 
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Recommendations  
 
We recommend that the Director of the OD&I 
 

8. Document the roles and responsibilities of the OD&I and distribute them to all Board 
divisions.    
 

9. Partner with divisions to cooperatively develop strategies and initiatives that will help 
advance diversity and inclusion throughout the Board. 

 
10. Work with divisions to finalize and implement the quarterly reporting tool and establish a 

schedule to communicate the results for each division to the respective Division Director. 
The quarterly reporting tool should include diversity and inclusion activities for each 
division with clear objectives and corresponding measures. 

    
 

Management’s Response  
 
The Board concurs with our recommendations. In its response, the Board states that it will take 
steps to increase the divisions’ awareness of the OD&I’s roles and responsibilities. In addition, 
the Board plans to implement a new quarterly reporting tool for divisions that will establish 
specific diversity and inclusion strategies and initiatives.  
 

 
OIG Comment  

 
The actions described by the Board are generally responsive to our recommendations. While we 
acknowledge that the OD&I’s objectives are updated annually as part of the Board’s budget 
process, the stated objectives do not fully address the OD&I’s roles and responsibilities. A more 
comprehensive document may assist divisions in understanding the functions of the components 
within the OD&I. We plan to follow up on the Board’s actions to ensure that the 
recommendations are fully addressed.  

 
 
Finding: The OD&I’s Controls for MD-715 Data Collection Should Be 
Strengthened  
 

We analyzed the workforce data in the Board’s human resources database and had difficulty 
reconciling the annual aggregated data to the information reported on the MD-715. We 
determined that the OD&I’s process to filter the data used for the MD-715 report resulted in a 
limited overstatement of the number of promotions, separations, and new hires. Specifically, we 
found 20 duplicate entries, representing less than 1 percent of the 2,600 total entries in the 
promotions, separations, and new hires data in the Board’s MD-715 report for 2011, 2012, and 
2013. Although we identified a small number of errors in the MD-715 reporting, additional 
controls would help reduce the risk of significant errors occurring in the future. 
 
Establishing appropriate internal controls helps agencies improve organizational effectiveness 
and accountability. GAO’s Standards for Internal Controls in the Federal Government states that 
effective communications within the organization are needed to carry out internal controls and 
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other responsibilities. In addition to internal communications, agencies should ensure that there 
are adequate means of communicating with, and obtaining information from, stakeholders. 
Moreover, effective information management is critical to achieving useful and reliable 
communication of information.  
 
Further, National Institute of Standards and Technology Special Publication 800-53, Revision 4, 
Security and Privacy Controls for Federal Information Systems and Organizations, outlines 
mandatory information security controls for federal information systems, including in the areas of 
data output reconciliation and error correction.  
 
The OD&I’s process for reporting certain data in the MD-715 report consists of querying, 
downloading, and filtering data provided by HR. During the 2011–2013 period, we found that the 
data collected were not validated against the employee electronic records stored in HR. We 
believe that the duplicate entries resulted from the lack of mutual understanding between the 
OD&I and HR of the underlying data needed to complete a line item in the MD-715 report and 
the lack of internal controls in the OD&I to validate the data. We noted fewer duplicate entries in 
2013 due to better collaboration between the OD&I and HR. 
 
While we understand that the error rate was less than 1 percent, a documented data gathering 
methodology can facilitate consistent reporting and reduce the risk of reporting errors, such as the 
duplicate entries noted in our analysis. During our audit, we were informed that the OD&I will 
hire a data specialist to assist with the MD-715 reporting process. 
 
 
Recommendation 
 
We recommend that the Director of the OD&I and the Director of the Management Division 
 

11. Strengthen internal controls for reporting MD-715 data, to include 
 

a. documenting the methodology for extracting and filtering the appropriate data. 
 

b. verifying the accuracy and completeness of the data in the MD-715 report prior 
to submission. 

 
 

Management’s Response  
 
The Board concurs with our recommendation. In its response, the Board states that it agrees that it 
is always useful to take steps to ensure that data are reported as completely and accurately as 
possible, and the Board states that it will take the recommended steps to enhance the data 
reporting process. 
 

 
OIG Comment  

 
The actions described by the Board are generally responsive to our recommendation. We plan to 
follow up on the Board’s actions to ensure that the recommendation is fully addressed.  
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According to GAO, an agency with a diverse workforce that includes minorities and women in 
key positions benefits from multidisciplinary knowledge and skills that can help the organization 
better accomplish its mission and goals and increase innovation.69 An agency that effectively 
manages its employees provides for equal opportunities, which is essential to attracting, 
developing, and retaining the most qualified workforce. GAO further states that when an 
organization’s top leaders demonstrate the importance of diversity and inclusion initiatives, a 
clear message is sent about the organization’s commitment to diversity management. 

 
Prior to the enactment of the Dodd-Frank Act, which required the Board to establish an OMWI, 
the Board had established diversity and inclusion practices, followed the requirements of the 
EEOC’s MD-715, and adopted provisions of the No FEAR Act. After the period under review, 
we noted that the Board took actions to change certain practices, including, but not limited to, 
adopting a more standardized process for recruiting officer positions; sharing a non-EEO trend 
statistics report with all divisions; providing mandatory, web-based No FEAR Act training; and 
developing a quarterly reporting tool to show each division’s progress in supporting the Board’s 
strategic objectives and commitment to attract, hire, develop, promote, and retain a highly diverse 
workforce.  

 
Our audit results identified several opportunities for the Board to enhance its diversity and 
inclusion efforts. Such improvements may enable the Board to further realize the benefits of a 
diverse workforce and reaffirm its commitment to diversity and inclusion in the workplace. Our 
recommendations address issues in the following four areas: 

 
Data Analysis and Reporting—The Board can enhance its efforts to monitor and analyze 
certain types of workforce data that can be used to identify diversity and inclusion trends. For 
example, the Board could more effectively collect demographic data on applicants for 
economist, research assistant, and officer positions to gain a better understanding of the 
diversity within applicant pools for these professions. Additionally, there is an opportunity 
for the Board to conduct additional analysis of its employees’ performance ratings to identify 
any patterns that may relate to diversity and inclusion or to identify any differences that may 
indicate bias. We also noted that in areas with available statistics, such as non-EEO matters, 
the Board can provide this information on a regular basis to all divisions. Further, the Board 
can strengthen its controls for MD-715 data collection. 

 
Communication and Training—The Board can benefit from communicating the roles and 
responsibilities for carrying out EEO and diversity and inclusion activities. The Board is 
developing a quarterly reporting tool to evaluate each division’s progress toward achieving 
the Board’s diversity and inclusion goals. This tool could be used to enhance communication 
between the divisions and the OD&I as well as the divisions’ understanding of the OD&I’s 

                                                      
69.  U.S. Government Accountability Office, Diversity Management: Trends and Practices in the Financial Services Industry 

and Agencies after the Recent Financial Crisis, GAO-13-238, April 2013. 
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functions. The Board can also benefit from requiring No FEAR Act training on a regular 
basis, include both EEO and diversity components in the training, and maintain internal 
records of employee’s completion of training. No FEAR Act training should be tailored to the 
agency and evaluated to determine its effectiveness. Moreover, regular, mandatory training 
can be used to increase organizational efforts to inform and educate management and staff 
and provide employees with an understanding of how diverse perspectives can improve 
organizational performance. Further, regular No FEAR Act training can facilitate the 
appropriate handling of EEO matters by management and staff.  

  
Full Compliance With Relevant Dodd-Frank Act Requirements—The Board believes that 
elements of its legacy EEO program satisfy section 342(b)(2)(A) of the Dodd-Frank Act— 
which requires agencies to develop standards for equal employment opportunity and racial, 
ethnic, and gender diversity of the workforce and the senior management of the agency—and 
therefore has not formalized these standards. Formalizing standards can increase the 
transparency of the Board’s diversity processes and practices and the way in which it plans to 
meet its internal objectives, monitor its progress, and meet its long-term goals. Additionally, 
with formalized standards, the Board can be in full compliance with the Dodd-Frank Act 
requirements.   

 
Diversity Strategic Planning—The Board should finalize its diversity strategic plan and 
ensure that the Board’s diversity and inclusion objectives are incorporated into the agency’s 
broader strategic plan. As indicated by best practices, incorporating diversity and inclusion 
objectives into the agency-wide strategic plan will assist in ensuring that diversity and 
inclusion are viewed as essential to meeting the Board’s strategic goals. Implementation of a 
diversity and inclusion strategic plan tied to the Board’s strategic plan would promote a 
culture of diversity and inclusion in achieving the Board’s goals. The plan can also provide a 
base from which progress can be measured on the Board’s diversity and inclusion objectives. 
 

It is important to note that while our report focuses on the Board’s specific diversity and inclusion 
initiatives and human resources–related activities, initiatives and activities that are beyond the 
scope of our review also contribute to enhancing diversity and inclusion principles. 
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Appendix A 
Congressional Request Letter 

JEB HENSARLING, TX, CHAIRMAN Wniteb ~tnW3' JJotrS't> of ~epres-entatibe!l 
QLom mittec on jf inmicilll ~er\Jices 

WnJ!Dington , :ID .QI: . 205 15 

March 24, 2014 

Inspector General Mark Bialek 
Board of Governors of the Federal Reserve System 
Office of Inspector General 
201h and C Streets N.W . 
Mail Stop 300 
Washington, DC 20551 

Dear Inspector General Bialek: 

MAXINE WATERS, CA, RANKING 
MEMBER 

We write to request that the Office of the Inspector General (OIG) for the Board of 
Governors of the Federal Reserve System (FRS) review the agency's internal operations to 
determine whether any personnel practices have created a discriminatory workplace or otherwise 
systematically disadvantaged minorities from obtaining senior management positions. 

Section 342 of the Dodd-Frank Wall Street Reform and Consumer Protection Act 
established an Office of Minority and Women Inclusion (OMWD at most of the federal financial 
regulatory agencies, responsible for matters relating to diversity in management, employment, 
and business activities . Despite this statutory mandate, the Government Accountability Office 
(GAO) concluded in a report released last year that management-level representation of 
minorities and women among federal financial agencies and Federal Reserve Banks bas not 
changed substantially from 2007 through 2011. In fact, across all federal financial regu lators, 
agency representation of minorities was as low as 6 percent and dropped as low as zero percent 
at one of the Reserve Banks. In light of these findings and the concerns raised by employee 
performance evaluations at the Consumer Financial Protection Bmeau (CFPB), we believe the 
OIG should work in cooperation with Federal Reserve System's OMWI Director to assess 
current personnel practices and make recommendations necessary to ensure foll compliance with 
the law. 

The 2013 GAO report, entitled "Trends and Practices in the Financial Industry and 
Agencies after the Recent Financial Crisis," documented the extremely poor representation of 
women and minorities in leadership positions within the financial services industry and among 
federal financial regulators. According to GAO, industry representation of minorities in 201 1 
was hjgher in lower-level management. positions - approximately 20 percent - as compared to 
about 11 percent of senior-level manager positions. 

While public attention is cuuently and justifiably focused on the CFPB, the most 
recent OMWJ reports suggest the disparities impeding internal upward mobility for minorities 
may be endemic througl1out all the agencies regulating the financial services industry. 
According to the Treasury Department's 2013 OMWI report, among its senior executive 
management, 86 percent are white men, compared to 7 percent Black men, 4 percent Hispanic 
men, and 3 percent Asian men. Among the agency's GS-15 employees, which serves as a 
pipeline to senior level management, white men are once again overrepresented at 86 percent, 
compared to 6 percent Black men, 2 percent Hispanic men, and 6 percent Asian men. 
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Inspector General Mark Bialek 
Page Two 
March 24, 2014 

At the Federal Reserve, white men represent 50 percent of executive senior level 
managers, compared to just 28.7 percent represented by white women. Along ethnic categories, 
black and Hispanic men represent, respectively, roughly 5 percent and 1 percent of executive 
senior level managers. Black women represent roughly 6 percent and Hispanic women represent 
nearly 2 percent of senior managers. 

According to the most recent information from the GAO, at the National Credit Union 
Administration (NCUA), whites represent 88 percent of senior level management positions, 
compared to 4 percent represented by blacks and 4 percent by Hispanics. At the Office of the 
Comptroller of the Currency (OCC), whites represent 82 percent of senior level managers, 
compared to 9 percent black and 5 percent Hispanic. Whites represent 89 percent of senior level 
management positions at the Securities and Exchange Commission, compared to 2 percent black 
and 5 percent Hispanic. Minorities appear to fair best at the Federal Housing Finance Agency, 
where whites represent 76 percent of senior level management positions, compared to 16 percent 
black and 8 percent Hispanic. However, more comprehensive analysis is still needed from the 
agency to fully assess the racial and gender employment of minorities in senior positions beyond 
the GAO's limited information. 

Accordingly, we request that the OIG examine any employee complaints, formal or 
informal, related to personnel practices, workplace policies and the findings from any employee 
satisfaction surveys, whether conducted by the Federal Reserve System or an outside entity. If 
the OIG identifies any individuals or groups of individuals who have exhibited discriminatory 
behaviors or patterns of unfair or unequal treatment, we ask that the OIG provide 
recommendations about appropriate actions, including remedial training or removal from 
employment with the agency. Furthermore, we request that the OIG assess the agency's OMWI 
operations, and ensure corrective actions are taken within the agency with regard to employee 
compensation, rating systems, retention, and promotion of women and minorities. 

Sincerely, 
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The overall objective for this audit was to assess the Board’s human resources–related functions 
and other efforts to provide for equal employment opportunities, including equal opportunity for 
minorities and women to obtain senior management positions, and for racial, ethnic, and gender 
diversity in the workforce. The scope of our audit included the Board’s human resources–related 
operations affecting diversity and inclusion from January 2011 through December 2013. We also 
considered any changes that occurred during 2014. 
 
We gained an understanding of the Board’s human resources–related functions within our scope, 
which include recruiting and hiring, performance management, promotions and succession 
planning, complaints, and employee satisfaction surveys, by reviewing relevant Board policies 
and procedures and interviewing Board divisions responsible for performing these functions. 
Specifically, we met with officials from the OD&I and HR, as well as representatives from the 
economics-related divisions and the Legal Division, to discuss topics such as key personnel, roles 
and responsibilities, systems and applications, and policies and procedures.  
 
We identified Board policies and procedures related to recruiting and hiring, employee 
complaints, and performance management, as well as guidance and best practices related to 
diversity and inclusion. We reviewed relevant Board policies and procedures to identify internal 
controls that may prevent or detect bias or discrimination. The Board has a limited number of 
policies related to its human resources–related functions. As a result, we selected two internal 
controls related to preventing or detecting discrimination or bias in the performance management 
process to conduct compliance testing with policies and procedures.  
 
We collected and analyzed data from HR to identify trend statistics related to the Board’s 
workforce, recruiting and hiring, performance management, promotions, and separations. In 
addition, we analyzed data related to informal and formal EEO complaints and non-EEO 
complaints. We assessed the reliability of all the data we obtained to ensure that they were 
sufficiently reliable for the purposes of our analysis. As part of our data reliability evaluation, we 
observed the Board extract the data it provided us from the Board’s centralized database of record 
for all of the human resources–related activities except for EEO complaints. We also obtained 
screenshots of the queries it used to extract the data. In the case of EEO complaints, we did not 
verify this information, as the Board informed us of the potential for privacy issues associated 
with the OIG’s extracting or observing the extraction of these data; however, officials provided us 
with the summary data, and we attempted to use publicly available sources to verify the cases the 
Board provided us. After we determined that the data were reliable for the purposes of our audit, 
we analyzed the data based on sex, race/ethnicity, and age, where possible.  
 
We examined workforce demographics agency-wide and by pay grade category. We also 
compared the workforce demographics data to the data from the ACS published by the U.S. 
Census Bureau, which serves as the primary external benchmark for comparing the sex and 
race/ethnicity composition of an organization’s workforce. We examined the demographics of the 
applicants processed during each phase of the Board’s hiring process.  
 

Appendix B 
Scope and Methodology 
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For performance management, we coordinated with the four other federal financial regulatory 
agency OIGs that had received a similar congressional request to use the services of an external 
consulting firm. The external consulting firm analyzed, on an agency-wide basis, the Board’s 
FY 2011, FY 2012, and FY 2013 performance ratings by gender, race/ethnicity, and age. The 
external consulting firm’s analysis is provided in its entirety in appendix E of this report. In 
addition, we conducted an internal analysis of the performance ratings by division.  
 
We analyzed data for career-ladder promotions, exit survey results, EEO complaints, non-EEO 
complaints, and Board separations. We assessed the Board’s efforts (1) to respond to complaints 
or other potential indications of bias and (2) to increase diversity in management. 
 
We evaluated the OD&I’s role and involvement in monitoring (1) the impact of the Board’s 
human resources–related policies on minorities and women and (2) the agency’s efforts to 
increase diversity in senior management positions and within the agency. We reviewed 
documents and conducted interviews with OD&I officials to assess its efforts to respond to EEO 
complaints. We also reviewed documents, conducted interviews, and applied best practices to 
evaluate the OD&I’s efforts as they relate to diversity and inclusion and the provision of training 
to management and staff. In addition, we reviewed Board documents and conducted interviews 
with OD&I officials to evaluate compliance with applicable sections of the Dodd-Frank Act.  
 
Finally, we interviewed Board division officials to gain an understanding of the Board’s challenges 
in achieving diversity throughout the agency and within senior management. Through these 
interviews, we sought to gain management’s perspective on  
 

• diversity challenges and strategies to enhance diversity and succession planning efforts 
for critical management positions 

 
• division interactions with the OD&I 
 
• the OD&I’s role and involvement in monitoring the effect of the Board’s human 

resources–related policies on minorities and women 
 

We conducted our audit fieldwork from May 2014 to November 2014. We conducted this 
performance audit in accordance with generally accepted government auditing standards. Those 
standards require that we plan and perform the audit to obtain sufficient, appropriate evidence to 
provide a reasonable basis for our findings and conclusions based on our audit objective. We 
believe that the evidence obtained provides a reasonable basis for our finding and conclusions 
based on our audit objective. 
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The tables below provide a breakdown of permanent employees based on sex, race/ethnicity, and 
age for 2011, 2012, and 2013.  

 

 

Table C-1: Permanent Employees, by Sex, Race/Ethnicity, and Age, 2011–2013, and Demographic 
Breakdown of ACS Data, 2006–2010 

Permanent workforce 
demographics 

2011 2012 2013 ACS data 

Number 
% of total 
workforce Number 

% of total 
workforce Number 

% of total 
workforce % of total 

Total permanent workforce 2,187 100.00 2,279 100.00 2,353 100.00 100.00 

Sex 

Female 992 45.36 1,021 44.80 1,047 44.50 47.21 

Male 1,195 54.64 1,258 55.20 1,306 55.50 52.79 

Race/Ethnicity 

White 1,235 56.47 1,285 56.38 1,322 56.18 67.05 

Black/African American 567 25.93 573 25.14 573 24.35 11.34 
Asian 261 11.93 287 12.59 319 13.56 4.82 
Hispanic/Latino 86 3.93 95 4.17 96 4.08 14.58 

Othera  38 1.74 39 1.71 43 1.83 2.21 

Age 

Under 40 927 42.39 983 43.13 1,032 43.86 N/A 
40 or older 1,260 57.61 1,296 56.87 1,321 56.14 N/A 

Source: OIG analysis of Board-provided data and the Census Bureau’s ACS data. 
 
Note: Percentages may not total 100 due to rounding. 
 
aOther includes (1) Native Hawaiian or Other Pacific Islander (Not Hispanic or Latino), (2) American Indian or Alaska Native (Not Hispanic or 
Latino), (3) Two or More Races/Ethnicities (Not Hispanic or Latino), and (4) Not Specified (i.e., individuals who chose not to disclose 
demographic data). 
 
 
 
 
 
 

Appendix C 
Workforce Data  
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Table C-2: Permanent Employees, Race/Ethnicity Distribution by Pay Grade Category, 2011–2013 

Workforce by race/ethnicity  
and pay grade category 

2011 2012 2013 

Number 
% of total 
workforce Number 

% of total 
workforce Number 

% of total 
workforce 

Total permanent workforce 2,187 100.00 2,279 100.00 2,353 100.00 

All others (FR-16–FR-25 and WE-41–WE-47)                          

Asian 109 4.98 116 5.09 123 5.23 
Black/African American 434 19.84 418 18.34 400 17.00 
White 406 18.56 418 18.34 427 18.15 
Hispanic/Latino 37 1.69 42 1.84 39 1.66 
Othera  19 0.87 18 0.79 22 0.93 

Total 1,005 45.95 1,012 44.41 1,011 42.97 

Mid-level professionals (FR-26–FR-28)  

Asian 138 6.31 154 6.76 175 7.44 
Black/African American 106 4.85 125 5.48 136 5.78 
White 592 27.07 612 26.85 624 26.52 
Hispanic/Latino 45 2.06 47 2.06 49 2.08 
Othera  16 0.73 19 0.83 18 0.76 

Total 897 41.02 957 41.99 1,002 42.58 

Senior managers and officers (FR-29–00)  

Asian 14 0.64 17 0.75 21 0.89 
Black/African American 27 1.23 30 1.32 37 1.57 
White 237 10.84 255 11.19 271 11.52 
Hispanic/Latino 4 0.18 6 0.26 8 0.34 
Othera  3 0.14 2 0.09 3 0.13 
Total 285 13.03 310 13.60 340 14.45 

Source: OIG analysis of Board-provided data. 
 
aOther includes (1) Native Hawaiian or Other Pacific Islander (Not Hispanic or Latino), (2) American Indian or Alaska Native (Not Hispanic or 
Latino), (3) Two or More Races/Ethnicities (Not Hispanic or Latino), and (4) Not Specified (i.e., individuals who chose not to disclose 
demographic data). 
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Table C-3: Permanent Employees, Sex Distribution by Pay Grade Category, 2011–2013 

Workforce by sex  
and pay grade category 

2011 2012 2013 

Number 
% of total 
workforce Number 

% of total 
workforce Number 

% of total 
workforce 

Total permanent workforce 2,187 100.00 2,279 100.00 2,353 100.00 

All others (FR-16–FR-25 and WE-41–WE-47) 

Female 497 22.73 490 21.50 488 20.74 
Male 508 23.23 522 22.90 523 22.23 

Total 1,005 45.95 1,012 44.41 1,011 42.97 

Mid-level professionals (FR-26–FR-28) 

Female 380 17.38 409 17.95 424 18.02 
Male 517 23.64 548 24.05 578 24.56 

Total 897 41.02 957 41.99 1,002 42.58 

Senior managers and officers (FR-29–00)  

Female 115 5.26 122 5.35 135 5.74 
Male 170 7.77 188 8.25 205 8.71 
Total 285 13.03 310 13.60 340 14.45 

Source: OIG analysis of Board-provided data. 
 
 
Table C-4: Permanent Employees, Age Distribution by Pay Grade Category, 2011–2013 

Workforce by age and pay grade 
category  

2011 2012 2013 

Number 
% of total 
workforce Number 

% of total 
workforce Number 

% of total 
workforce 

Total permanent workforce 2,187 100.00 2,279 100.00 2,353 100.00 

All others (FR-16–FR-25 and WE-41–WE-47) 

Under 40 529 24.19 541 23.74 559 23.76 
40 or older 476 21.76 471 20.67 452 19.21 

Total 1,005 45.95 1,012 44.41 1,011 42.97 

Mid-level professionals (FR-26–FR-28) 

Under 40 366 16.74 409 17.95 441 18.74 
40 or older 531 24.28 548 24.05 561 23.84 

Total 897 41.02 957 41.99 1,002 42.58 

Senior managers and officers (FR-29–00)  

Under 40 32 1.46 33 1.45 32 1.36 
40 or older 253 11.57 277 12.15 308 13.09 
Total 285 13.03 310 13.60 340 14.45 

Source: OIG analysis of Board-provided data. 
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Tables D-1 through D-4 provide the complete distribution of applicants based on sex and 
race/ethnicity for professional and wage employee and specialized positions of research assistants 
and economist. For each category under the candidate dispositions, the table provides the number 
and percentage of applicants that were referred and hired.   

 
 
Table D-1: Recruiting and Hiring for Professional and Wage Positions, by Sex, 2011–2013 

Candidate disposition  
by sex 

2011 2012 2013 

Number 
% of 

applicants Number 
% of 

applicants Number 
% of 

applicants 

Applicants 

Female 3,588 35.67 3,076 40.83 3,427 41.86 
Male 5,413 54.19 3,600 47.79 3,824 46.71 
Unknown  1,020 10.14 857 11.38 936 11.43 

Total applicants 10,059 100.00 7,533 100.00 8,187 100.00 

Referred 

Female 1,835 51.14 1,397 45.42 1,302 37.99 
Male 2,709 49.70 1,720 47.78 1,763 46.10 
Unknown  707 69.31 603 70.36 539 57.59 

Total referred 5,251 52.20 3,720 49.38 3,604 44.02 

Hireda 

Female 92 2.56 89 2.89 65 1.90 
Male 140 2.57 110 3.06 89 2.33 
Unknown  0 0.00 0 0.00 0 0.00 
Total hired 232 2.31 199 2.64 154 1.88 

Source: OIG analysis of Board-provided data. 
 
aAll individuals who were hired provided demographic data. 
 
 
 
 
 
 

Appendix D 
Recruiting and Hiring Data 
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Table D-2: Recruiting and Hiring Distribution for Professional and Wage Positions, by 
Race/Ethnicity, 2011–2013 

Candidate disposition  
by race/ethnicity 

2011 2012 2013 

Number 
% of 

applicants Number 
% of 

applicants Number 
% of 

applicants 

Applicants 

Asian 1,200 11.93 838 11.12 928 11.34 
Black/African American 3,112 30.94 2,387 31.69 2,681 32.75 
White 3,339 33.19 2,394 31.78 2,531 30.91 
Hispanic/Latino 542 5.39 360 4.78 393 4.80 
Othera 368 3.66 284 3.77 329 4.02 
Unknownb  1,498 14.89 1,270 16.86 1,325 16.18 

Total applicants 10,059 100.00 7,533 100.00 8,187 100.00 

Referred 

Asian 515 42.92 353 42.12 354 38.15 
Black/African American 1,508 48.46 1,037 43.44 1,141 42.56 
White 1,856 55.59 1,253 52.34 1,091 43.11 
Hispanic/Latino 264 48.71 170 47.22 173 44.02 
Othera  173 47.01 120 42.25 138 41.95 
Unknownb  935 62.42 787 61.97 707 53.36 

Total referred 5,251 52.20 3,720 49.38 3,604 44.02 

Hiredc 

Asian 32 2.67 26 3.10 24 2.59 
Black/African American 49 1.57 45 1.89 34 1.27 
White 138 4.13 108 4.51 87 3.44 
Hispanic/Latino 10 1.85 15 4.17 6 1.53 
Othera   3 0.82 5 1.76 3 0.91 
Unknownb  0 0.00 0 0.00 0 0.00 
Total hired 232 2.31 199 2.64 154 1.88 

Source: OIG analysis of Board-provided data. 
 
aOther includes (1) Native Hawaiian or Other Pacific Islander (Not Hispanic or Latino), (2) American Indian or Alaska Native (Not Hispanic or 
Latino), and (3) Two or More Races/Ethnicities (Not Hispanic or Latino).  
 
bUnknown includes individuals who chose not to disclose their demographic data. 
 

cAll individuals who were hired provided demographic data. 
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Table D-3: Recruiting and Hiring for Economists and Research Assistants, by Sex, 2011–2013 

Candidate disposition 
by sex 

2011 2012 2013 

Number % of applicants Number % of applicants Number % of applicants 

Applicantsa 

Female 525 10.67 830 13.04 149 2.73 
Male 1,099 22.33 1,783 28.00 280 5.13 
Unknown  3,298 67.01 3,754 58.96 5,024 92.13 

Total applicants 4,922 100.00 6,367 100.00 5,453 100.00 

Referredb 

Female 524 99.81 725 87.35 138 92.62 
Male 1,096 99.73 1,547 86.76 253 90.36 
Unknown  3,297 99.97 3,314 88.28 5,020 99.92 

Total referred 4,917 99.90 5,586 87.73 5,411 99.23 

Hiredc 

Female 42 8.00 27 3.25 38 25.50 
Male 74 6.73 58 3.25 74 26.43 
Unknown  0 0.00 0 0.00 0 0.00 
Total hired 116 2.36 85 1.34 112 2.05 

Source: OIG analysis of Board-provided data. 
 
aFor the purposes of our review, multiple divisions may consider any candidate in the database for an economist or research 
assistant position. As a result, individuals were counted multiple times.  
  
bAn economist applicant is automatically referred to a hiring manager in all divisions that hire economists. Research assistants can 
be referred to a hiring manager in multiple divisions, once considered qualified. 
 
cAll individuals who were hired provided demographic data. 
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Table D-4: Recruiting and Hiring for Economists and Research Assistants, by Race/Ethnicity, 
2011–2013 

Candidate disposition  
by race/ethnicity 

2011 2012 2013 

Number % of 
applicants Number % of 

applicants Number % of 
applicants 

Applicantsa 

Asian 429 8.72 695 10.92 61 1.12 
Black/African American 63 1.28 97 1.52 26 0.48 
White 974 19.79 1,451 22.79 301 5.52 
Hispanic/Latino 128 2.60 303 4.76 19 0.35 
Otherb  21 0.43 45 0.71 15 0.28 
Unknownc  3,307 67.19 3,776 59.31 5,031 92.26 

Total applicants 4,922 100.00 6,367 100.00 5,453 100.00 

Referredd 

Asian 429 100.00 604 86.91 54 88.52 
Black/African American 61 96.83 81 83.51 19 73.08 
White 972 99.79 1,257 86.63 283 94.02 
Hispanic/Latino 128 100.00 275 90.76 17 89.47 
Otherb  21 100.00 39 86.67 13 86.67 
Unknownc  3,306 99.97 3,330 88.19 5,025 99.88 

Total referred 4,917 99.90 5,586 87.73 5,411 99.23 

Hirede 

Asian 21 4.90 16 2.30 24 39.34 
Black/African American 0 0.00 2 2.06 0 0.00 
White 88 9.03 66 4.55 80 26.58 
Hispanic/Latino 4 3.13 1 0.33 5 26.32 
Otherb  3 14.29 0 0.00 3 20.00 
Unknownc  0 0.00 0 0.00 0 0.00 
Total hired 116 2.36 85 1.34 112 2.05 

Source: OIG analysis of Board-provided data. 
 
aFor the purposes of our review, multiple divisions may consider any candidate in the database for an economist or research 
assistant position. As a result, individuals were counted multiple times. 
 
bOther includes (1) Native Hawaiian or Other Pacific Islander (Not Hispanic or Latino), (2) American Indian or Alaska Native (Not Hispanic 
or Latino), and (3) Two or More Races/Ethnicities (Not Hispanic or Latino).  
 
cUnknown includes individuals who chose not to disclose their demographic data. 
 
dAn economist applicant is automatically referred to a hiring manager in all divisions that hire economists. Research assistants can 
be referred to a hiring manager in multiple divisions, once considered qualified. 
  
eAll individuals who were hired provided demographic data. 
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E, ecutive Sumn1ary 

On March 24, 20 l 4, members of the United States House of Representatives Committee on 
Financial Services sent letters requesting that the Offices of In spector Generals OIG.s) for seven 
finaucia l regulatory agencies perfom1 work to determine whether agency internal operations and 
personnel practices -are systematically disadvantaging minoritie and women from obtaining 
senior management positions. The federal Reserve Board (FRB) was one of d1ese agencies. 

The OIGs initiated individual assignments with a general overall objective to assess agency 
personnel operations and odler efforts to provide for equal employment opportunities, including 
equal opportuni ty for minorities and women to obtain senior management positions, and increase 
racial , ethnic and gender diver ity in the workforce. One element of the work was for each OIG 
to assemble agency wide performance appraisal data to identify performance ratings distributions 
by gender, race/ethnicity, age and bargaining unit ·tatus ,(where applicable)" Thi s report presents 
the methodology and results of the analyses c.onducted for the OlG for the Board of Governors of 
the Federal Re ·erve System (FRB). 

eparate analyses were conducted on overall perfom1ance ratings -administered in 20 11, 2012, 
and 20 13, These analyses were conducted to detect potential performance rating differences 
based on gender, race/ethnicity and age. Analyses were conducted at a number of different job 
levels. Both statistical sign ifi cance tests (e.g ... t-tests) and effect sizes (e.g. , ct-scores) were 
evaluated to determine whether differences were meaningful. Standard social scienoe criteria 
(e.g., alpha = .05) \/ ere used to interpret statistical sign ificaoc.e, and effect sizes were compared 
to typical results found in the personnel selection research literature. 

For gender data, males and females did not differ sigoil:ic-antly in performance ratings at an 
level of analysis in any of the three years. 

For the agency wide race/ethnicity data, Whites were rated significantly higher than frioan 
Americans and Asian · in all three years, and were rated ignificantl higher than Hispanics in 
2012 butnot20 I I and 2013. 

La tly, for age data, younger workers were rated igniticantly higher than older workers at the 
mid-level jobs for all three years. 

Stati ticall ig_nilicant group differences do not necessarily indicate discrimi.nation b 
themselves. Differences in performance ratings could be due to a wide vatiety of explanations. 
This report concludes with a number of measures that an agency can take to as ·ess performance 
ratings stern content and process. 
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Introduction 
Project Background 

On March 24, 2014, members of the Uaited States House of Represeatatives Commirtee on 
Financial Services sent letters requesting that the Offices of Inspector Generals {O!Gs) for seven 
financial re!,'lllatory agencies perfom1 work to determine whether agen y internal operations and 
personnel practices are systematically disadvantaging minorities and women from obtaining 
seL1ior management positions. 1 The agencies include the following: 

.Federal Deposit Insurance Corporation (FD.IC) 
• Board of Governors of the Federal Reserve System (FRB) 

onsumer Financial Protection Bureau (CFPB) 
Office of the Comptroller of the Currency (OCC) 

• Federal Housing Finance Agency (H--lF A) 
National Credit Uni on dministration CUA) 
Securities and Exchange Commission (SEC) 

Tbe OIGs initiated individual assignments witl1 a general overall objective to assess agency 
personnel operations and other efforts to provide for equal employment opportunities, including 
equal opportunity for minorities and women to obtain senior management posi tions, and increase 
racial , ethnic and gender diversity in the workplace. One element of the work was for each OIG 
to assemble agency wide performance appraisal data to identify performance ratings distributions 
by gender, race/ethnicity, age and bargaining unit sta1us (applicable to all agencies except the 
FRB and FHF A). The FDIC Office of .Inspector General (FDLC OLG) offered to engage and fund 
an independent contractor to pe,form statistical analyses of the perfomiance appraisal results for 
each agency to determine whether there are statistically significant ditl"erenc.es between groups of 
interest D l Consulting Group was selected to conduct these analyses for each of the agencies 
except for the Securities and Exchange Commission (SEC). 

This repon presents the methodology and results of the analyses conducted for the OlG for the 
Board of Governor of the Federal Reserve System (FRB).2 

Th<: F'RB Performance Rating. y kill 

The performance management program at FRB serves as the basis for determining "pay-for
performance" ammmts provided to employees. These increases take the form of merit increases, 
which affect employees' base salary and growth over time. Performance ratings may also be 
considered when determining variab le pay or eligibility for addi ti onal incentive programs. 
Employees who receive lower ratings (i .e., unsatisfactory or marginal) may not be eligible for 
such increases. 

1 Sec tJ1c Appendix for a copy of Liu Jetter. 
: DCI sta!Tconduc1cd all analyses and authored 1his report . Nollling in tJ1e rcpon should be constmed as representi11g 
the views of FRB OIG. 
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The distribution of perfomiance ratings for 2011 , 20 12, and 20 I 3 are depicted in Table I. As 
presented. the lower the rating the better the performance. For purposes of exposition and 
consistency across agencies, these codes\ ere reverse ordered so that h1gher ratings reflected 
better performance in the results section below. For example, a rating of 5 represents 
extraordinary perfonnance in the results summarized in this report. 

Table I Di s1ribution of Pe~ nuan ce Ratings 

Count Percent 
Rating 2011 2012 2013 2011 2012 2013 

I - Extraordinary 378 429 480 19. 13 20.27 22.39 
2 - Outstanding 712 848 956 36,03 40,08 44,59 
., 

ommendable 882 829 696 44.64 39. 18 32-46 .) -

4 - Marginal 4 1.0 12 0,20 0.47 0,56 
5 - Unsatisfactory 0 0 0 0.00 0,00 0.00 
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Method 
Initial Data et 

FRB OIG provided DCI with data for 201 I . 2012 and 2013 . The perfom1ancetirne period 
covered for each year wa -from October l st through September 30th. Relevant information for 
each year included : 

• Performance Year 

• EEOl Category 
• Job Function 

• Job Level 
• Salary Plan 
• Overall Rating 
• Rating Description 

• Age 
• Race ational origin 
• Gender 
• Whetl1er the employee was 40 years of age or Older 

The dataset for each year included all employees who were eligible for perfom1ance ratings. 
!though OTG employees are rated using the FRB system, they were not included in the dataset, 

Neither employee name nor employee number was included in the dataset 

Dala Cleaning 

The first step in the data cleaning process was to remove employees in the dataset who had not 
beeo with the agency long eoough (90 days) to receive a perfonnance rating. As it turned out, no 
employees were removed in any of the three year . 

Ra e/Ethnicity Grouping 

FRB OIG pro ided race/ethnicity grouping for analysis . Their coding scheme is pre ented in 
Table 2. If employees li sted only one race/ethnicity (e.g. , White, A ian), they were placed into 
that race/ethnicity category. If employees listed more than one race/ethnicity (e.g ., sian and 
White) were placed into the category of "Two or more'' , Employees who did not identify their 

' As shown io Table 2. the exception lo 1llis was Lhal ~11y employees identifying Lhcmselvos as Hispanic. rcg.1rdlcss 
of whether the) listed any ot her races. \\ ere counted as Hispanic rnther than ··Two or More: · There were no 
employees categorized as 'T wo or more" r.ices. Note lhat employees self-identifying n ~two or more·· races or 
'·other~ are typically not fncludcd in any analy i . because those classificat ions could mean 1111111) differcm thillgs. 
particularly due to tile number of possible race co1nbinations. 

(i 
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race/ethnicity were included in th gender and age analyses but were omitted from the 
race/ethnicity analyses. 

Table '2 Race/E1hnicilv From Datasel and Race/Etlrnici ty Analysis Groups 

Analysis Grouping Racc/Elhnicily Calcgorics in Dmasel . White 

While, Non-Hispanic (White) • While. nol of Hispanic origin 

• Nol Hispanic in Puerto Rico 
Asian (Asian) • Asian 

Blnck or African American (African American) • Black or AfriC,\ n Ar1,eric1tn . Black. nol of Hispanic Oriein . Hispp,iic 

• Hisptmic or Lalino . .Hispanic or L.11ino. A,uerican Indian or Alaska at.ive 

• Hispnnic or L.1tino. Black or African American 

Hispanic or Latino (Hispanic) . Hispauic or L1Lioo, Black or African American. 
Whi te 

• J-1.iso.utic or Lalino. White . Native Hawaiian 
Nalive Hawaiian or 0 1her Paci fic Islander • OIJicr Pacific Islander 
(Native Huwaifan) . American J.ndi!lll 

mcrican Indian or Alaska Native (American . Ak1 ska alive 
Indian) • American Lndian/Afaska Native 
01her • Unkn0\\11 

Age Grouping 

FRB OTG al so provided age groupings for anal ysi s. Employees were placed in10 one of two 
categories: under 40 or 40+. These categories were chosen to be consistent wi th the Age 
Discrimination in E mployment Act (ADE A). The category placement was based on tbe 
employee' age on the first day of the performance period for each of the three years . Table 3 
depicts the race/ethn1city, gender. and age breakdown for each of the three years. 
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Tabl 3. Number or mplo ee · by Gender. Race/l:<.tl111ic11y. and Age 

Year 
Demographic Group 2011 2012 

TOTAL 1,976 2,116 

Gender 
Female 917 960 
Male 1,059 1,156 

Race/Ethnicity 
White 1,087 1,184 
Black or Afhcan Ame1ican 546 s·o 
Asian 229 259 
Not pecitied 3 2 
Hispanic/Latino 79 87 
American Indian/Ala kan Native 2 2 
Native Hawaiian/Paci fie Islander 2 
Other (Unknown) 29 30 

Age 
Under 40 778 881 
40+ 1,198 1.235 

Data Integrity 

2013 

2. 144 

973 
].J71 

1,185 
5-4 
280 

2 
88 
2 
0 
'' _,_, 

893 
l.251 

To ensure the integrity of the data, two consultant reviewed the initial dataset. To ensure the 
accuracy of the statistical analyses, the analyses 1vere conducted twice by separate consultants 
using different analysis programs (i .e., SAS. SPSS, Excel, HR Equator) . These separate analyses 
yielded identical results. 

Data Analysis Me1hodolo•!Y 

The OIG for each agenc agreed that the analyses would be conducted at two level for al l 
agencies: Overall and by bargaining unit status (where applicable) . However, bargaining status 
was not a factor 111 the FRB data. Each agency then determined other levels of analysis that 
made sense for the agency. FRB OLG asked that anal.yses also be conducted by job level (senior 
managers, mid-level employee • and all other employees). 

To compare the differences in the mean performance ratings across gender, race/ethnicity and 
age groups, tests of both statistical igniticance and practical significance were used.~ Tests of 

• Statis1ical analyses were only conducted when con1pmisons included - or more employees in e'<1ch group. This 
decision was based on professional judgmenl. Small sample rcsulls arc ortcn non-rcprcsenia1ive. un 1able and can 
change substantially with small chaoges in Lhe dat~. arnples too small for ~nalyses are labeled n/a in results tables . 
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statistical significance indicate the probability that the group difference could have been due to 
chance. A statistically significant result does not imply that a difference is good or bad or that it 
is large or small. Instead it simply indicates that the observed difference is probably not due to 
chance. In contrast, measures of practi cal significance provide an indication of the size of the 
difference. 

To determine if the group differences were statistically significant, t-tests were used.; To assess 
statistical significance, DCI used two-tailed tests, which assess rating differences in both 
directions (e.g., differences that favor males as well as differences that favor females) and an 
alpha level of .05. Both standards are common in social science research . An alpha level of .05 
indicates that the probability of a fal se positive (i .e., a statistically significant result that is 
incorrect) is S percent. This threshold for identifying a statistically significant difference 
generally corresponds to at-value of 1.96 (although this value may vary slightly depending on 
sample size). Any t-value highlighted in the results tables was stati stically significant at an alpha 
level of .05. 

To determine practical significance, two measures were used: the percent differences between 
the two groups and d-scores. A d-score indicates the size of the difference in terms of standard 
deviations. That is, a d of 1.0 indicates that the two groups differed by a full standard deviation 
(a large effect) whereas a d of 0. 10 indicates that the two groups differed by a tenth of a standard 
deviation (a small effect). 

Table 4 will be helpful in interpreting the d-scores observed for FRB. The table summarizes a 
combination of d-scores obtained in a meta-analysis6 by Roth, Huffcutt, and Bobko (2003)7 on 
racial differences, a meta-analysis by McKay and McDaniel (2006}8 on Black-White differences, 
a meta-analysis by Roth, Purvis, and Bobko (2012)9 on gender differences, as well as internal 
research conducted by DCI. Thus, Table 4 represents the gender and race/ethnicity differences 
that are "typically found" in studies of performance apprai sal differences. There have been no 
meta-analyses comparing performance ratings of employees over and under 40. 

'for each compari son, we tested the assumption of equal variances between the two groups. Tf thi s test indicated unequal 
variances, at-test for unequal variances was used (Welch's /,test) . Tfthe Welch's /,test changed the significance 
interpretati on from that of the initial Student' s H cst, the Welch 's Hcst value was li sted in the tahlc. 
6 I\ meta-analysis is a study that statistically eomhmes the results of all previous studies conducted on a topic . These 
studies combine data over time (e.g., some source studies date back to the 1960s) and fro m a variety of jobs (e.g., blue 
collar and whllc collar) 111 different settings (e.g.; private, public and military) to identify ·'ty11ical' ' fi ndings. Tn this 
context, the results of a mcta,analysis arc a series of effect sizes (d-scorcs) that pro\idc a single sourne summary of 
previous research. Tntcrcstcd readers shoul d refer to the references be low for more infotmation related to specific sntdics. 
7 Roth, P. L., Iluffct1ll, A I., & 13obko, P. (2003) . Ethnic group differences in measures ol'j ob performance: A mcla 
analysis . .Joumal ojApplied Psychology, 88(4), 694-706. 
8 McK,1y, P. F, & McDuniel, M. A (200(,). A reexamina tion of 13lack-W11ite meun differences in work perfonnance: 
More data, more moderators. Journal a/Applied I'sycholog)·; 91(3), 538,554. 
• Roth, P. L. , Purvis, K. L. , & 13obko, P. (20 12) . A meta-mrnlysis or gender gro t1p dillerences for measures of job 
performance in field studies . Journal ofMcmagemem , 38(2), 7 19-739. 

') 
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1'abl -1 , • Typical"' D-Scores ound in Peri' rrnancl! Rating tudics 

Comparison 

Male - fema le 

White - Black 
White - Hjspanic 
White - Asian 

Level of A11alysis 
Company Wide By Ti tl e 

-0,07 

0.34 
0.14 
0.08 

-0,08 

0.22 
O,D7 
0.00 

Note: Negative d-scorcs indicate females have higher raLings tl1J111 men, D-scorcs 
computed by title rcnc t ill'emge porfommnce differences bcLween protected clas 
subgroups wiLhin specific Lilies. rJthcr Limn compru1y-widc. Tlms. ,mttl)'SCS conducted 
by ti tle are conducted at a I:incr level of mialysis Limn arc analyses conducted 
company wide. uch thaL employees are more simllar 10 one anotJ1cr in each cross
section of emplosccs that are ,1na ly1;ed, 

10 
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Ana sis Results 

Gender 

Table 5 present the results of gender analy es. There were no tali tically significant gender 
differences in average perfonnance ratings either agency wide or wi thi 11 the three job levels. This 
pattern was observed for all three years. 

Race/Ethn icil_ 

White to African-American ComparLon 

As depicted in Table 6, for 2013 the average performat1ce ratings for Whites were higher than 
the average performance ratings for African Americans, at a tatisticall y significant level, when 
e aluating ratings agency wide. However, when the data were analyzed by job level . there were 
no stati stically significant White-African American differences in ratings. The effect size for the 
agency wide difference in 2013 (d= 0.23) was smaller than the value normally found for 
company-wide White-African American comparisons (which is d= 0.34), 

In terms of statisticall y significant findings at the agency wide level , the pattern for 2012 and 
2011 was identical to that of 2013 : the average perfonnance ratings for Whites were higher than 
the average performance ratings for African Americans, at a statisticall y significant level. The 
effect size for 20 I 2 was d= 0.32 and for 2011 was d= 0,27, which is ·imilar to the magnitude of 
differences reported in the research literature. The results for 2012 were also similar to those for 
2013 i.n that there were no statistically significant differet1ces once the data were anal yzed b job 
level. In 011 , howe er, there was a statistically significant difference between average ratings 
of Whites and African Americans for the all other employee job level (do= 0.15). '° 

White to Hispanic Comparison 

As depicted in Table 7, there were two statistically significant differences in tl1e average 
perfom1ance ratings of Whites and Hi panic across all year and comparisons. In 2013, there 
was a statistically significant difference in fa vor of Hispanics at the senior manager level. Thi s 
effect was in the opposite direction of what is typically found in the literature and was large (d=-
0, 77). However, it should be noted that this latter comparison included 247 Whites and onl y 7 
Hispanics, and results should be interpreted with caution . 

1' One pa ilem Uml we 11 ere nol asked lo l'onnnlly cvaluole using stnllslics, but which is clellr ~imply by eva lualing. lhe 
overage ratings aero. s U1c different joh levels, ,s tl1ot empl0yces at higher level;; lend to rccci ,·c higher perff\i11,ancc 
mlings. 

11 
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T'a ble 5. Analy Re ult - end ·r 0111 pari 11 

Count Avg Rating Statistics 
Year/Unil of Anall'.sis M F M F t-value o/odiff d 

2013 
Overall 1171 973 3.89 3.88 0.47 0.4 0.02 

Level 
Sr Mgmt 186 127 4.32 4.42 -1.36 -2.3 -0.16 

Mid-Level 529 399 3.91 3.90 0 .26 0.3 0.02 

Other 456 447 3.70 .J .71 -0. l -0.2 -0,01 

2012 
Overall 1156 960 3.82 3.78 1. 12 1.0 0.05 

Level 
Sr gmt 178 115 4.38 4.33 0 .58 I.J 0.07 

Mid-Level 519 394 3.84 3.80 0 .79 1.0 0.05 

Other 459 451 3 .58 3.62 -0.95 - 1.3 -0,06 

2011 

Overall 1059 917 3.74 3.74 0 .20 0.2 0.01 

Level 
Sr gmt 161 108 4.26 4.34 -0.96 -1.9 -0. I 2 

Mid-Level 462 351 3.68 3.77 -1.85 -2.5 -0. 13 

Other 436 458 3 .62 3.57 l.l4 1.6 0 .08 
Nole: Negnti e I-values indicate women received higher ratin&s than men 

t-valucs highlighted in orange indicate that the t-vnlue i. statistically significant fornring. woincn 

l•\'olucs h.ig.hli!l,h tcd in grny indicate thal the I-va lue is statistically significant fovoring men 

12 
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Table 6. Analy Re ult - Race: Whit1.: to AF1ica11 American Compari on 

Count Avg Rating Statistics 
Year/Unil of Anallsis w AA w AA t- alue %diff d 

20l3 
Overall 11 85 554 3.96 3.79 4.48 4.6 0.23 

Level 
Sr Mgmt 247 37 4.37 4.27 0.86 2.3 0. 15 

Mid-Level 584 129 3.95 3.86 1.20 2.2 0.L 

Other 354 388 3.71 3.72 -0.23 -0.3 -0,02 

2012 
Overall 1184 550 3.89 3.65 6.6 0.32 

Level 
Sr gmt 243 27 4.37 4.37 0.03 0.1 0.0l 

Mid-Level 584 119 3.84 3.79 0.73 1-4 0.07 

Other 357 404 3.65 3.56 1.66 2.5 0.12 

2011 
Overall 1087 546 3.82 .> .62 5 13 5.6 0.27 

Level 
Sr i:,rmt 223 26 4.30 4.31 -0.08 -0.3 -0,02 

Mid-Level -33 103 3.73 3.75 -0.25 -0.5 -0 03 

Other 331 417 3.66 3.54 2.09 3.2 0.15 
Nole: Negative I-va lues indicate African Americans received higher mting than Whites 

t-valucs highlighted in orange indicate that the t-,·aluc i. tatistically signi ficant fovoring African Americans 

l-volues hig.h.li!l,h tcd in gray indicate that lhc I-value is statistically significant fovoring Whiles 
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Tabl > 7. Analy Re ult - Race: White to Hispanic ompmi ·on 

Count Avg Rating_ Statistics 
Year/Unit of Anal~sis w H w H t- alue % diff d 

2013 
Overall 11 85 88 3.96 3.81 1.87 4.1 0 .2 1 

Level 
Sr Mgmt 247 7 4.37 4.86 -2.00 .IQ. I -0.77 

Mid-Level 584 43 3_q5 3.77 1.54 4.8 0.24 

Other 354 38 3.71 3.66 0.40 1.4 0,07 

2012 
Overall 11 84 87 3.89 3.71 2.15 4.9 0.24 

Level 
Sr Mgmt 243 6 4.37 4.50 -0.4 -2.8 -0.19 

Mid-Level 584 45 3-84 3.69 1.37 4.2 0.21 

Other 357 36 3.65 3.61 0.32 1.2 0.06 

201 I 
Overall 1087 79 3.82 3.67 l.69 4.2 0.20 

Level 
SrMpnt 223 4 4.30 n/a n/a n/a n/a 

Mid-Level 533 39 3.73 3.54 l.57 5.4 0.26 

Other 331 36 3.66 3.67 -0.06 -0.2 -0.0 1 
Nole; Negati e I-values indicate I lispanics 1·ccei,·cd higher ratings than Whites 

l-valucs highlighted in orange ind icate t11at the t-vnlue i statistically signiiicant farnri ng. I Ii panics 

l •\lllucs highlighted in groy ioclicate tbul lb~ I-va lue is stalis ticaUy significant fovoring Whltes 

14 
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At the agency wide level in 0 l 2, Whites received ignificantly higher perfo1mance ratings than 
Hispanics and the effect size e ·ceeded \ hat would be e;xpected ba ed on tbe re earch literature 
(d==0.24), However, there were no significant differences in performance rating · within any of 
the three job levels. 

For 2011 , there were no significant differences in performance ratings for Whites versus 
mspanics at· an agency 1.vfde level , and for eitl1er mid-level employees or all otl1er employees. 
There were too few Hispanic senior managers (N=4) to make a comparison bet-ween White and 
Hi panic at the enior manager level. 

White to Asian Compari on 

As depicted in Table 8, Whites received significantly higher performance ratings than Asians at 
the agency wide level in 2013, and the effect size (d=0.22) was larger than the value nonnally 
found for company-wide White-Asian differences (d= 0.08). However, there were no significant 
differences in performance ratings within any of the three job levels. 

This pattern \ as repeated for both 2012 and 201 I, where Whites received sig11ificanUy higher 
performance ratings than Asians (d = 0.22). However, a in 2013, there were no igniticant 
differences in performance ratings witJ1in any of1he tJ1ree job levels in either 2012 or 20 I I. 

ge 

As depicted in Table 9, there were no statistically Significant differences in performance rating 
betvieen older and younger employees in 2013 at an agency wide level, for senior managers, or 
for all other employees. However. there was 8 significant difference in favor of younger 
employees for mid-level employees (d= 0.21)_ 

Ln 20 I 2, there was a statistically significant overall difference in performance ratings favoring 
older employee (d= -0. 11). However. there were no ignificant differences in rating for 
younger and older employees when looking at the senior manager or all other employee job 
level. Younger employees received significantly higher ratings than older employees for mid
level employees (d "'0.13). This flip in the direction of the difference acros unit of analy is is 
likely what statisticians refer to as a Simpson' s paradox. This phenomenon occurs when 
aggregating data across levels while ignoring the distributions at particular levels produce 
misleading results (i e., that older workers are significantly favored in the aggregate). ln tJiis 
case, a larger percentage of older workers were in senior executive roles compared to younger 
workers, where ratings were much higher than other job levels. As such the larger percentage of 
older workers at thi level may be driving aggregate results. 

For 201 J, there were no significant difference in performance ratings between older alid 
younger employee at an agency \vide level , and the same was true for senior managers and al l 

15 
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other employees. However, there was a significant difference in favor of the younger employees 
for mid-level employees (d= 0 20). 

16 
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fable 8. Analy ·i Re ult - Race: Whit1.: to A · ia11 ompari on 

Count Avg Rating Statistics 
Year/Unil of Anallsis w A w A t- alue %diff d 

2013 

Overall 11 85 280 3.96 3.80 3 .36 4.4 0.22 

Level 
Sr Mgmt 247 20 4.J7 4.25 0.80 2.8 0.19 

Mid-Level 584 156 3_q5 3.83 1.7 ~.o 0.16 

Other 354 104 3.71 3.65 0.67 1.5 0.07 

201 2 

Overall 1184 259 3.89 3.73 3 24 4.5 0.22 

Level 
Sr gmt 243 15 4.37 4.07 l.73 7.6 0.46 

Mid-Level 584 148 3.84 3.80 0.57 1.0 0.05 

Other 357 96 3.65 3.55 1.19 2.8 0.14 

2011 

Overall 1087 229 3.82 .) .66 3 02 4.6 0.22 

Level 
Sr i:,rmt 223 13 4.30 4.15 0.73 3.4 0.21 

Mid-Level -33 122 3 73 3.70 0.31 0.6 0.03 

Other 331 94 3.66 J.52 1.56 3.9 0.18 
Nole: Negative I-va lues indicate Asians received higher ra ting than Whites 

(-values highlighted in orange indicate that the t-valuc i statistically signi ficant fovorin!,! Asians 

l -vo lucs hig.h.l i!l,htcd in groy iadicalc that the I-value is statistically significant fc,1oriag Whiles 

17 



 

2015-MO-B-006 89 

Table 9. J\ nalyj Re ult -Age ompari Oil 

Count Avg Rating_ ta tis tics 
Year/Unil of Analysis 0 40+ <40 40+ t- alue % diff d 

2013 
Overall 893 1-Sl 3.86 3.90 -1 .2.., -1.0 -0,0 

Ll'vel 
rMgmt 34 279 4.38 4.35 0.24 0.6 0.04 

Mid-Level 394 534 4.00 3.84 J 18 4.0 0.21 

Other 465 438 3.71 3.69 0.46 0.6 0.03 

2012 
Overall 881 1235 3.75 3.84 -2.57 -2.2 -0.11 

Level 
Sr Mgmt 34 259 4.47 4.34 I.OS 2.9 0.19 

Mid-Level 388 525 3.88 3.78 1.99 2.5 0.13 

Other 459 451 3.59 3.61 -0.40 -0.S -0 ,03 

20 11 

Overall 778 1198 3.72 3.75 -0.87 -0.8 -0,04 

Level 
Sr Mf,'!Tlt 34 235 4.32 4.29 0.27 0.8 0.05 

Mid-Level 304 509 381 3.67 2.79 4.0 0.20 

Other 440 454 3.61 3.57 0.83 J.l 0.06 
Note: Negative l• \":J lucS-indicalc those 40 ycur:i of ugc or older rccciv'-xl higher ra tings than thow younger thw1 -40 years ol' age 

I-values hishligh1cJ in ornngc indicalo 1h01 1hc 1-vnluc is .,1n1islically signi ticnnl tavoring those ~O cur,; ol' ago or older 

l-vulucs h.i_ghljgbtcd in gruy indicate 1hu1 dtc t-valne is s1ulistie:1ll)r signiGc:1nt fovorin_g 1hosc. youuser tlu.u1 40 y~rs of :1g_c. 

18 
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onclus · ons and Discussion 

This report summarized the methodology and results of analyses related to subgroup differences 
on overall performance ratings administered irt 2011, 2012, and 2013 at FRB. These analyses 
were conducted to detect potential performance rating differences based on gender, race/ethnicity 
and age. Analyses were conducted at a variety of levels of analysis. Both statistical significance 
tests (e.g., t-tests) and effect sizes (e.g , d-scores) were evaluated to determine whether 
differences were meaningful . Standard social science criteria (e.g .. alpha = .OS) were used to 
interpret statistical significance, and effect sizes were compared to typical results found in the 
personnel selection research literature. 

The agency wide results across years indicate no pattern of statistically significant differences in 
average perfom1ance ratings between (a) women and men, (b) Hispanic and Whites, or (c) those 
age 40 or older and those younger than 40. In fact, there were no statistically significant gender 
differences, regardless of tbe level of analysis (i .e .• overall or by organizational level). There 
were two statistically significant differences in average perfom1ance ratings between Hispanic 
and Whites, but they were not (a) at the ame level of analysis (one was at the agency wide level 
and the other at the senior management level) or (b) in the same direction (one indicated higher 
average ratings for Hispanics and the otJ1er for Whites). Tims, in general, the overall results 
indicat·ed no systematic differences in performance ratings for gender or White-Hispanic 
comparison . With respect to age, a consistent pattern across years emerged at the mid-level 
jobs. The average performance ratings for employees younger than 40 were higher than those for 
employees age 40 or older, at a statistically significant level, but the effect sizes were not large. 

With respect to agency wide performance differences between White employee and both Asian 
and African American employees, .there is a trend of statistically significant differences in 
average ratings . In all three years, tbe average performance ratings for Whites were higher than 
those for A ians at a statistical ly ignificartt level. Similarly, in all three years, the a erage 
performance rating for Whites were higher than those for African Americans, at a statistically 
significant level. The White-Asian differences were higher than that which is typically reported 
in the research ljterature, whereas the White-African American differences were lower than that 
which is typically repo1te<l in the research literature. It is notabl that in the case of both White
A ian comparisons and White-African American comparisons, tJ1ere is not a trend of statistically 
significant differences in performance ratings once the data are evaluated by job level. 

Interpreting Statistically Significant Findings 

lt is important to understand that a statistically significant difference in ratings based on gender, 
race/ethnicity, or age does not necessarily indicate that discrimination is occurring. Such group 
differences could be due to iictual differences in performance. regional differences in ratings, job 
family differences in ratings (i .e., supervisors in certain fields are more strict or lenient tJ1an 
supervisor in other fields) or some combination of all these factors . 
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To investigate whether any group differences are due to actual differences in perfom1ance or 
other factors rather than to discrimination, a number of mea ·ure · could be taken to assess an 
agency' s performance rating system process and content, These include verification that: 

• The perfon11ance appraisal dimensions are job related ; 
• The perfom,aoce appraisal system is adequately structured: 

• Supervi ors making the pe1fom1ance evaluations receive training; 
• There is a system in place for management to review supervisor' s performance ratings to 

determine if there are any patterns (e.g., racial or gender differences) that need to be 
reviewed; 

• There is an appeal process for employees who believe their performance ratings are not 
accurate; 

• There is a standardized, objective system for making employment deci sions (e.g., merit 
increases, promotions) on the basis of the performance ratings: 

• There is a wel l-developed feedback ystem through which e01ployee can recei e 
infonnation about their perfonnaoce thut will promote their future develop111ent and 
enable them to improve job performance. 

Potential •uture Analyses 

As described above, in cases where statistical ly sig11ificant differences exist, we generally 
recommend that the performance appraisal system be evaluated along the dimensions described 
above. lo addition, a number of follow up analyses may be u eful for interpreting results and 
gaining a clearer understl1nding of what factors may be driving those findings . 

First. the analyses for this report were conducted at three job levels: senior managers, mid-level 
employees, and all other employees. It might be useful to conduct further analyses by uch trata 
as salary band, region or location, and job title . ln some instances, job le el resul1s may be 
further explained by more nuanced analyses and more granular levels. 

econd, examining the interaction between the race/ethnicity and gender of the employee and the 
race/ethnicity and gender of the supervisor might also provide some insight into the statistically 
signjficant group differences. 111 some instances rater-ratee interactions may further explain 
results . 

Third, becau e the analyse in this report focused on the overall rating, i t might be informative to 
look at group differences in the initial element ratings, to detem1ine whether a particular element 
could be driving results. 

Fourth, it may be useful to analyze tangible employment outcomes that are directly or indirectly 
linked to performance ratings. For example, merit raises, bonuses and promotion decisions could 

20 
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Note: We did not include appendix I of the external consultant’s report, which is a copy of the 
congressional request letter. We include that letter as appendix A of this report.

all be analyzed across the protected groups discussed in this report. This set of analyses could 
provide a broader perspective on equal employment opportunity outcomes across groups. 

21 



 

2015-MO-B-006 93 

  
 

In addition to the consultant’s analysis on performance management data, we conducted our own 
analysis to determine the average performance ratings for each division by race/ethnicity 
(tables F-1 and F-2). 
 

Table F-1: Average Performance Ratings, Race/Ethnicity Distribution by Division, 2011–2013 

Average performance 
ratings by race/ethnicity 

Division 
Office of the 

Chief 
Operating 

Officer 

Division of 
Financial 

Management 

Division of 
Information 
Technology 

Legal 
Division 

Management 
Division 

Office of the 
Staff 

Director 

Office of the 
Secretary 

2011 

Asian a a 2.35 2.29 2.29 N/A N/A 

Black/African American a a 2.33 2.62 2.34 2.32 2.39 

White a a 2.24 2.22 2.14 2.08 2.25 

Hispanic/Latino a a 2.17 N/A 2.50 N/A 2.50 

Otherb  a a 1.83 N/A 2.25 N/A N/A 

2012 

Asian a 1.88 2.29 2.29 2.18 c N/A 

Black/African American a 2.57 2.38 2.43 2.35 c 2.32 

White a 2.04 2.29 2.10 2.17 c 2.00 

Hispanic/Latino a N/A 2.17 N/A 2.41 c N/A 

Otherb  a N/A 2.33 N/A 2.25 c N/A 

2013 

Asian N/A 2.25 2.15 2.38 2.13 c N/A 

Black/African American 2.30 2.43 2.38 2.33 2.13 c 2.36 

White 2.00 2.12 2.16 2.07 2.04 c 2.00 

Hispanic/Latino N/A N/A 2.00 N/A 2.00 c 2.33 

Otherb  N/A N/A 2.17 N/A 2.11 c N/A 

Source: OIG analysis of Board-provided data. 
 
Note: Analyses were only conducted when comparisons included more than five employees in each group. This decision was based on professional 
judgment; samples too small for analysis are labeled N/A, unless otherwise noted. The lower the average number, the higher the performance rating. 
 

aThe Office of the Chief Operating Officer and the Division of Financial Management were not established until 2012. Only two members of the Office 
of the Chief Operating Officer received a performance rating in 2012; therefore, the sample was too small for analysis. 

 
bOther includes (1) Native Hawaiian or Other Pacific Islander (Not Hispanic or Latino), (2) American Indian or Alaska Native (Not Hispanic or Latino), 
(3) Two or More Races/Ethnicities (Not Hispanic or Latino), and (4) Not Specified (i.e., individuals who chose not to disclose demographic data). 
 
cThe Office of the Staff Director was not an established division in 2012 and 2013; therefore, performance rating results were not captured for those 
years. 

 

Appendix F 
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Table F-2: Average Performance Ratings, Race/Ethnicity Distribution by Divisions With Economist Positions,  
2011–2013 

Race/Ethnicity and year 

Division 

Office of 
Board 

Members 

Division of 
Banking 

Supervision 
and 

Regulation 

Division of 
Consumer 

and 
Community 

Affairs 

Division of 
International 

Finance 

Division 
of 

Monetary 
Affairs 

Office of 
Financial 
Stability 

Policy and 
Research 

Division 
of 

Research 
and 

Statistics 

Division of 
Reserve 

Bank 
Operations 

and 
Payment 
Systems 

2011 

Asian N/A 2.42 N/A 2.22 2.29 a 2.38 2.27 

Black/African American 2.35 2.43 2.43 2.38 N/A a 2.68 2.57 

White 1.88 2.27 2.08 2.21 1.92 a 2.21 2.21 

Hispanic/Latino 2.17 2.64 1.71 N/A N/A a 2.33 N/A 

Otherb  N/A N/A N/A N/A N/A a N/A N/A 

2012 

Asian 2.33 2.28 N/A 2.55 2.25 N/A 2.26 2.22 

Black/African American 2.17 2.19 2.52 2.50 2.17 N/A 2.63 2.20 

White 1.74 2.11 2.10 2.19 1.96 1.91 2.12 2.06 

Hispanic/Latino 2.33 2.50 2.13 2.13 N/A N/A 2.13 N/A 

Otherb  N/A N/A N/A N/A N/A N/A N/A N/A 

2013 

Asian N/A 2.09 2.17 2.50 2.25 N/A 2.32 2.37 

Black/African American 2.07 2.07 2.41 2.20 2.29 N/A 2.50 2.00 

White 1.69 1.96 2.10 2.27 1.94 2.36 2.04 2.04 

Hispanic/Latino 2.17 2.57 1.63 2.14 N/A N/A N/A 2.17 

Otherb  N/A N/A N/A N/A N/A N/A N/A N/A 

Source: OIG analysis of Board-provided data.  
 
Note: Analyses were only conducted when comparisons included more than five employees in each group. This decision was based on professional 
judgment; samples too small for analysis are labeled N/A, unless otherwise noted. The lower the average number, the higher the performance rating.  
 

aThe Office of Financial Stability Policy and Resarch was established in 2011. Only five staff members received performance ratings in 2011. Therefore,  
the sample was too small for analysis.  
 
bOther includes (1) Native Hawaiian or Other Pacific Islander (Not Hispanic or Latino), (2) American Indian or Alaska Native (Not Hispanic or Latino),  
(3) Two or More Races/Ethnicities (Not Hispanic or Latino), and (4) Not Specified (i.e., individuals who chose not to disclose demographic data). 
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Tables G-1 through G-3 depict career-ladder promotions by grade based on sex, race/ethnicity, 
and age for 2011, 2012, and 2013. The tables do not include the pay grade category from which 
the employee was promoted. 

 
Table G-1: Career-Ladder Promotions, Sex Distribution by Pay Grade Category, 2011–2013 

Sex and pay grade category 
2011 2012 2013 

Number % of 
promotions Number % of 

promotions Number % of 
promotions 

All others (FR-16–FR-25 and WE-41–WE-47) 

Female 54 41.86 75 44.91 66 40.24 
Male 75 58.14 92 55.09 98 59.76 

Total 129 100.00 167 100.00 164 100.00 

Mid-level professionals (FR-26–FR-28) 

Female 9 29.03 24 50.00 28 43.08 
Male 22 70.97 24 50.00 37 56.92 

Total 31 100.00 48 100.00 65 100.00 

Senior managers and officers (FR-29–00) 

Female 0 0.00 1 20.00 0 0.00 
Male 0 0.00 4 80.00 1 100.00 
Total 0 0.00 5 100.00 1 100.00 

Source: OIG analysis of Board-provided data.  
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Table G-2: Career-Ladder Promotions, Race/Ethnicity Distribution by Pay Grade Category, 2011–
2013 

Race/Ethnicity and pay grade 
category 

2011 2012 2013 

Number 
% of 

promotions Number 
% of 

promotions Number 
% of 

promotions 

All others (FR-16–FR-25 and WE-41–WE-47) 

Asian 21 16.28 32 19.16 20 12.20 
Black/African American 25 19.38 22 13.17 24 14.63 
White 74 57.36 103 61.68 110 67.07 
Hispanic/Latino 5 3.88 5 2.99 9 5.49 
Othera  4 3.10 5 2.99 1 0.61 

Total 129 100.00 167 100.00 164 100.00 

Mid-level professionals (FR-26–FR-28) 

Asian 4 12.90 7 14.58 9 13.85 

Black/African American 0 0.00 5 10.42 9 13.85 
White 25 80.65 30 62.50 40 61.54 
Hispanic/Latino 0 0.00 3 6.25 6 9.23 
Othera  2 6.45 3 6.25 1 1.54 

Total 31 100.00 48 100.00 65 100.00 

Senior managers and officers (FR-29–00) 

Asian 0 0.00 0 0.00 N/A 0.00 
Black/African American 0 0.00 0 0.00 N/A 0.00 
White 0 0.00 5 100.00 1 100.00 
Hispanic/Latino 0 0.00 0 0.00 N/A 0.00 
Othera  0 0.00 0 0.00 N/A 0.00 
Total 0 0.00 5 100.00 1 100.00 

Source: OIG analysis of Board-provided data. 
 

aOther includes (1) Native Hawaiian or Other Pacific Islander (Not Hispanic or Latino), (2) American Indian or Alaska Native (Not 
Hispanic or Latino), (3) Two or More Races/Ethnicities (Not Hispanic or Latino), and (4) Not Specified (i.e., individuals who chose not to 
disclose demographic data). 
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Table G-3: Career-Ladder Promotions, Age Distribution by Pay Grade Category, 2011–2013 

 Age and pay grade category  
2011 2012 2013 

Number 
% of 

promotions Number 
% of 

promotions Number 
% of 

promotions 

All others (FR-16–FR-25 and WE-41–WE-47) 

Under 40 107 82.95 143 85.63 147 89.63 
40 or older 22 17.05 24 14.37 17 10.37 

Total 129 100.00 167 100.00 164 100.00 

Mid-level professionals (FR-26–FR-28) 

Under 40 25 80.65 41 85.42 53 81.54 
40 or older 6 19.35 7 14.58 12 18.46 

Total 31 100.00 48 100.00 65 100.00 

Senior managers and officers (FR-29–00) 

Under 40 0 0.00 1 20.00 1 100.00 
40 or older 0 0.00 4 80.00 0 0.00 
Total 0 0.00 5 100.00 1 100.00 

Source: OIG analysis of Board-provided data. 
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Table H-1 illustrates separations, other than retirements, by sex, race/ethnicity, and age for 2011–
2013. 
 

Table H-1: Nonretirement Separations, by Sex, Race/Ethnicity, and Age, 2011–2013  

Sex, race/ethnicity, 
and age 

2011 2012 2013 

Number 
% of total 

workforcea Number 
% of total 

workforcea Number 
% of total 

workforcea 

Total separations 117 5.35 139 6.10 138 5.86 

Gender 

Female 53 5.34 53 5.19 49 4.68 

Male 64 5.36 86 6.84 89 6.81 

Race/Ethnicity 

Asian 16 6.13 13 4.53 14 4.39 
Black/African American 12 2.12 20 3.49 12 2.09 
White 83 6.72 98 7.63 99 7.49 
Hispanic/Latino 4 4.65 5 5.26 9 9.38 

Otherb  2 5.26 3 7.69 4 9.30 

Age 

Under 40 81 8.74 100 10.17 116 11.24 
40 or older 36 2.86 39 3.01 22 1.67 

Source: OIG analysis of Board-provided data. 
 
aPercentage of the total demographic group in the workforce for that year. 
 

bOther includes (1) Native Hawaiian or Other Pacific Islander (Not Hispanic or Latino), (2) American Indian or Alaska Native (Not 
Hispanic or Latino), (3) Two or More Races/Ethnicities (Not Hispanic or Latino), and (4) Not Specified (i.e., individuals who chose 
not to disclose demographic data). 
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Appendix I 
Management’s Response 
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Mark Bialek, inspector General ~ '\i ~---
Don Hammond, Chief Operating Offic~ 
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llBJECT: Response to March 19, 20 I 5 Draft - "The Board Can En hance Its Diversity 
and Inclusion Efforts'' 

Board staff has reviewed the above referenced draft report prepared by the Office 
of Inspector General ("OIG"). We appreciate the amount of work that went into the 
report and the opportunity to respond to its recommendations. 

At the outset we would like to take the opportunity to emphasize that the Board is 
committed to increasing diversity and enhancing inclu ion, and we believe that the 
evidence in the report shows some successes in that effort. For example, as noted in 
Figure 4 of the draft report, the representation of minorities in the Board ' s mid-le el and 
senior level positions increased in eacb year under review. We believe this is a clear 
indication of this commitment. 

Upon reviewi ng the draft report we consider it significant that the independent 
consultant who analyzed the Board ' s performance ratings concluded that there is " not a 
trend of statistically significant differences" in ratings based on race, gender, or age when 
the data -are e aluated by job level. 1 Because performance ratings at the Board are not 
awarded on an agency-wide basis, agency-wide resulLs do not provide useful infonnation 
about whether employment discrimination may have occurred, 2 a1 though the Board ' s 
agency-wide results are generally positive. The independent consultant concluded that 
the agency-wide results across years " indicate no pattern of statistically significant 
differences in average performance ratings between: (a) women and men, {b) Hispanic 
and Whites, or (c) tho e age 40 or older and those younger than 40," and that agency
wide White-Aftican American differences were lower than those typically found in 

1 OIG draft repo11, dated March 19. 2015, entitled. "The Board Can Enhance lts Diversity 
and Inclusion Efforts.' p.98 (Appendix E, " An Analysis of Gender, Race, and Age 
Differences in Performance Ratings of FRB Employees '. 2011-2013") . 

2 See Wal-Mart Slore. v. Dukes, 131 S. Ct. 2541 , 2555 (2011). 

www, c1.for11lrc~crvc .gcw 
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studies of performance appraisal differences. 3 With respect to the more relevantjob
level analyses, the independent con ultant concluded that there is no trend of statistically 
significant differences between White and African American performance ratings when 
the data are analyzed at the job level. 4 imilarly, all White-Asian differences disappeared 
when the data were analyzed at the job level. 5 It is also important to keep in mind that, as 
stated in the independent consultant ' s analysis, differences in performance ratings could 
be due to a wide variety of explanations. The independent consultant also suggested a 
number of measures that could be taken to assess an agency ' s performance rating system 
process and content. Management will keep these in mind as we evaluate our 
performance appraisal system . 

Although the Board ' s results are positive, management is fully committed to 
making further improvements in its diversity and inclusion efforts given the utmost 
importance of providing a work environment that is free of employment discrimination 
and that supports the engagement of all employees. In this regard we note that the OIG 
has recommended several additional improvements to the Board ' s diversity and inclusion 
efforts. Management generally agrees with the OIG's recommendations and, in a number 
of instances, has already implemented, or has begun to implement, changes to address 
them. Each OIG re.commendation, and management's response, is discussed in more 
detail below. 

OIG Recommendations and Management ' s Response 

Recommendation 1: Develop and implement an alternative method for collecting the 
demographic data of economic and research assistant applicants to imp rove the response 
rate. 

Management ' s Response: Management agrees with this recommendation and, as the 
OJG notes, in 2013 , management began implementing a new process to automatically 
request self-disclosure of demographic infonnation within 24 hours of obtaining an 
economist applicant ' s email address. anagement will assess whether this change 
provides a significant improvement in response rates, and if not will consider other 
changes in order to obtain demographic data for economist and research assistant 
applicants. 

Recommendation 2: Ensure that the demographic data for all internal and external 
officer applicants are maintained in the Board ' s centra.lized applicant database. 

Management ' s Response: Management agrees with this recommendation and, as the 
OIG notes, in 2014, management implemented a process to track all officer positions 
through a centralized appli cant database. This process will allow management to 
accumulate demographic data and measure trends in diversity at the officer-applicant 

' id. 

' id. 

5 id. at 94. 
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level. Although this process does not currently fully capture applicant data when an 
executive earch firm is used to recruit officer candidates, management plans to 
implement a process in the near future to capture this data. 

Recommendation 3: Consider conducting annual analyses of the distribution of 
employee performance ratings to identify whether patterns exist that may indicate unfair 
or unequal treatment. lfthe analyses reveal patterns that may indicate unfair or unequal 
treatment, determine whether any actions are necessary. 

Management ' s Response: Management agrees that a periodic analysis focused on areas 
where management has potential concerns may be useful. Management wi ll consider 
establi hing a process for identifying such areas and determining what type of statistical 
review would be warranted, and if statistically significant discrepancies are found from 
such analyses, will explore steps that may be appropriate to address those discrepancies. 
It is unclear whether the costs of paying for an annual statistical analyses on a Board
wide basis or even on the basis of job level provide corresponding value. 

Recommendation 4: Ensure that aggregate non-EEO case statistics are provided to all 
Division Directors and that division-specific statistics are provided to the respective 
Division Director. 

Management ' s Response: Management agrees with this recommendation and, as the OIG 
notes, in 2014 management began providing Division Directors with a non-EEO trend 
statistics report and we will continue to do so on a quarterly basis. 

Recommendation 5: Finalize and implement the Board 's diversity and inclusion strategic 
plan, and ensure that: (a) the plan incorporates the agency's overall diversity and 
inclusion objectives; and (b) key elements of the plan are included in the Board ' s 2016-
2019 agency strategic plan . 

Management ' s Response: Management agrees with this recommendation to final ize the 
diversity and inclusion strategic plan currently being developed, as noted in the OIG 
report . The OMWI Director is a member of the Board' s 20 16-19 strategic plan 
workgroup, ensuring that the key elements of the di versity and inclusion plan are 
included. 

Recommendation 6: Formalize the standards the 0D&l relies on for equal employment 
opportunity and the racial, ethnic, and gender diversity of the workforce and the senior 
management of the agency. 

Management ' s Response: The standards will be formalized and incorporated in the 
diversity and inclusion strategic plan which is currently under development and 
scheduled for issuance in 20 15. 
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Recommendation 7: Ensure that o FEAR Act training: (a) is offered on a regular basis; 
(b) is tailored to the Board and includes EEO and diversity and inclusion topics in 
accordance with the Board ' s No FEAR Act Written Training Plan; (c) is evaluated for 
effectiveness and that any improvements identified are incorporated into the training as 
needed; and (d) attendance records are retained. 

Management's Response: Management agrees with this recommendation and notes that 
the Board ha historically offered o FEAR Act training on a regular basis. Management 
recognizes that there was one instance in which · o FEAR training was not offered during 
the planned year because ofa procurement issue; the Board resolved this discrepancy by 
providing No FEAR Act training in October of 2014. Going forward , management 
agrees that it continues to be important to provide No FEAR Act training on a regular 
basis and to evaluate the training for effectiveness. Management also will explore 
methods of evaluating the effectiveness of training and incorporating improvements. 
Finally, whi le management has historically monitored employees to ensure they complete 
the training, management has not typically retained evidence of completion at the Board. 
Rather, such records have been held by the vendor that provides the training materials. 
The Board will consider providing in its contract for these services that the vendor 
provide the Board with evidence of employees' completion of training. 

Recommendations 8-10: Document the roles and responsibi lities of the OD&I and 
distribute to all Board divisions; Partner with divisions to cooperatively develop 
strategies and initiatives that will help advance diversity and inclusion throughout the 
Board; and work with divisions to finalize and implement the quarterly reporting tool and 
establ ish a schedule to communicate the results for each division to the respective 
Division Director. The quarterly reporting tool should include diversity and inclusion 
activities for each division with clear goals, objectives, and corresponding measures. 

Management' s Response: Management agrees with these recommendations; however, it 
should be noted that the mission and objectives of OD&I are updated annually as part of 
the Board ' s budget process. Management will take steps to increase the divisions ' 
awareness of OD&I's role and responsibilities. Also, each division, has a designated 
EEO Officer as Liaison to OD&l. A new quarterly reporting tool for divisions aimed at 
establishing specific diversity and inclusion strategies and initiatives will be implemented 
in the second quarter. The new tool slated for the second quarter wi ll strengthen the 
strategic direction of diversity and inclusion and provide transparency and accountabi lity 
for achievement of objectives. 

Recommendation 11 : Strengthen internal controls for reporting MD-715 data, to include: 
(a) documenting the methodology for extracting and filtering the appropriate data; and 
(b) verifying the accuracy and completeness of the data in the MD-715 report prior to 
submission. 

Management ' s Response: Although the very low error rate in reporting these data (less 
than 0.8 percent) suggests that data reporting errors were not a significant problem, 
management agrees that it is always useful to take steps to ensure that data are reported as 
completely and accurately as possible. Thus, management agrees to take the steps noted 
by the OIG to provide an enhanced data reporting process. 
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Section 10. Board of Governors of the Federal Reserve System

1. Appointment and qualification of members

The Board of Governors of the Federal Reserve System (hereinafter referred to as the "Board") shall be composed of
seven members, to be appointed by the President, by and with the advice and consent of the Senate, after the date of
enactment of the Banking Act of 1935, for terms of fourteen years except as hereinafter provided, but each appointive
member of the Federal Reserve Board in office on such date shall continue to serve as a member of the Board until
February 1, 1936, and the Secretary of the Treasury and the Comptroller of the Currency shall continue to serve as
members of the Board until February 1, 1936. In selecting the members of the Board, not more than one of whom shall be
selected from any one Federal Reserve district, the President shall have due regard to a fair representation of the financial,
agricultural, industrial, and commercial interests, and geographical divisions of the country. The members of the Board
shall devote their entire time to the business of the Board and shall each receive an annual salary of $15,000, payable
monthly, together with actual necessary traveling expenses.

[12 USC 241. As amended by acts of June 3, 1922 (42 Stat. 620); Aug. 23, 1935 (49 Stat. 704). Prior to the enactment of the Banking Act of
1935, approved Aug. 23, 1935, the Board of Governors of the Federal Reserve System was known as the Federal Reserve Board. See note to
the third paragraph of section 1. The portion of this paragraph dealing with salaries of Board members has in effect been amended numerous
times, most recently by Executive Order. Prior to the act of December 27, 2000, section 1002 of which revised the executive schedule, the salary
of the chairman of the Board was set at executive schedule level 2 and the salary of other members at level 3. The salary of the chairman of the
Board is now set at executive schedule level I, and the salary of other members at level II (see 2 USC 358 and 5 USC 5313 and 5314).]

Back to Top

2. Members ineligible to serve member banks; term of office; chairman and vice chairman

The members of the Board shall be ineligible during the time they are in office and for two years thereafter to hold any
office, position, or employment in any member bank, except that this restriction shall not apply to a member who has
served the full term for which he was appointed. Upon the expiration of the term of any appointive member of the Federal
Reserve Board in office on the date of enactment of the Banking Act of 1935, the President shall fix the term of the
successor to such member at not to exceed fourteen years, as designated by the President at the time of nomination, but
in such manner as to provide for the expiration of the term of not more than one member in any two-year period, and
thereafter each member shall hold office for a term of fourteen years from the expiration of the term of his predecessor,
unless sooner removed for cause by the President. Of the persons thus appointed, 1 shall be designated by the President,
by and with the advice and consent of the Senate, to serve as Chairman of the Board for a term of 4 years, and 2 shall be
designated by the President, by and with the advice and consent of the Senate, to serve as Vice Chairmen of the Board,
each for a term of 4 years, 1 of whom shall serve in the absence of the Chairman, as provided in the fourth undesignated
paragraph of this section, and 1 of whom shall be designated Vice Chairman for Supervision. The Vice Chairman for
Supervision shall develop policy recommendations for the Board regarding supervision and regulation of depository
institution holding companies and other financial firms supervised by the Board, and shall oversee the supervision and
regulation of such firms. The chairman of the Board, subject to its supervision, shall be its active executive officer. Each
member of the Board shall within fifteen days after notice of appointment make and subscribe to the oath of office. Upon
the expiration of their terms of office, members of the Board shall continue to serve until their successors are appointed
and have qualified. Any person appointed as a member of the Board after the date of enactment of the Banking Act of
1935 shall not be eligible for reappointment as such member after he shall have served a full term of fourteen years.

[12 USC 242. As amended by acts of March 3, 1919 (40 Stat. 1315); June 3, 1922 (42 Stat. 620); June 16, 1933 (48 Stat. 166); Aug. 23, 1935
(49 Stat. 704); November 16, 1977 (91 Stat. 1388); and act of July 21, 2010 (124 Stat. 2126). The Banking Act of 1935, referred to in this
paragraph, became effective Aug. 23, 1935. Prior to the enactment of that act, the chairman and vice chairman of the Board of Governors of the
Federal Reserve System were known as the governor and vice governor of the Federal Reserve Board, respectively. See note to the third
paragraph of section 1. The act of November 16, 1977, amended the second sentence of this paragraph. The amendment takes effect on Jan. 1,
1979, and applies to individuals who are designated by the President on or after such date to serve as chairman or vice chairman. The act of
July 21, 2010, designated a new Vice Chairman for Supervision.]

Back to Top

3. Assessments on Federal reserve banks

The Board of Governors of the Federal Reserve System shall have power to levy semiannually upon the Federal reserve
banks, in proportion to their capital stock and surplus, an assessment sufficient to pay its estimated expenses and the
salaries of its members and employees for the half year succeeding the levying of such assessments, together with any
deficit carried forward from the preceding half year, and such assessments may include amounts sufficient to provide for
the acquisition by the Board in its own name of such site or building in the District of Columbia as in its judgment alone
shall be necessary for the purpose of providing suitable and adequate quarters for the performance of its functions. After
September 1, 2000, the Board may also use such assessments to acquire, in its own name, a site or building (in addition to
the facilities existing on such date) to provide for the performance of the functions of the Board. After approving such plans,
estimates, and specifications as it shall have caused to be prepared, the Board may, notwithstanding any other provision of
law, cause to be constructed on any site so acquired by it a building or buildings suitable and adequate in its judgment for
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its purposes and proceed to take all such steps as it may deem necessary or appropriate in connection with the
construction, equipment, and furnishing of such building or buildings. The Board may maintain, enlarge, or remodel any
building or buildings so acquired or constructed and shall have sole control of such building or buildings and space therein.

[12 USC 243. As reenacted without change by act of June 3, 1922 (42 Stat. 621); and amended by acts of June 19, 1934 (48 Stat. 1108) and
Dec. 27, 2000 (114 Stat. 3027). By act approved June 27, 1935 (49 Stat. 425), provision was made for the furnishing of steam from the central
heating plant to the Federal Reserve Board, now the Board of Governors of the Federal Reserve System.]

Back to Top

4. Principal offices; expenses; deposit of funds; members not to be officers or stockholders of banks

The principal offices of the Board shall be in the District of Columbia. At meetings of the Board the chairman shall preside,
and, in his absence, the vice chairman shall preside. In the absence of the chairman and the vice chairman, the board shall
elect a member to act as chairman pro tempore. The Board shall determine and prescribe the manner in which its
obligations shall be incurred and its disbursements and expenses allowed and paid, and may leave on deposit in the
Federal Reserve banks the proceeds of assessments levied upon them to defray its estimated expenses and the salaries
of its members and employees, whose employment, compensation, leave, and expenses shall be governed solely by the
provisions of this Act, specific amendments thereof, and rules and regulations of the Board not inconsistent therewith; and
funds derived from such assessments shall not be construed to be Government funds or appropriated moneys. No
member of the Board of Governors of the Federal Reserve System shall be an officer or director of any bank, banking
institution, trust company, or Federal Reserve bank or hold stock in any bank, banking institution, or trust company; and
before entering upon his duties as a member of the Board of Governors of the Federal Reserve System he shall certify
under oath that he has complied with this requirement, and such certification shall be filed with the secretary of the Board.
Whenever a vacancy shall occur, other than by expiration of term, among the six members of the Board of Governors of
the Federal Reserve System appointed by the President as above provided, a successor shall be appointed by the
President, by and with the advice and consent of the Senate, to fill such vacancy, and when appointed he shall hold office
for the unexpired term of his predecessor.

[12 USC 244. As amended by acts of June 3, 1922 (42 Stat. 621); June 16, 1933 (48 Stat. 167); Aug. 23, 1935 (49 Stat. 705). The reference to
"the six members" of the Board of Governors is an apparent error in the law and should read "the seven members." See section 10, first
paragraph, this act.]
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5. Vacancies during recess of Senate

The President shall have power to fill all vacancies that may happen on the Board of Governors of the Federal Reserve
System during the recess of the Senate by granting commissions which shall expire with the next session of the Senate.

[12 USC 245. As amended by act of June 3, 1922 (42 Stat. 621).]
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6. Reservation of powers of Secretary of Treasury

Nothing in this Act contained shall be construed as taking away any powers heretofore vested by law in the Secretary of
the Treasury which relate to the supervision, management, and control of the Treasury Department and bureaus under
such department, and wherever any power vested by this Act in the Board of Governors of the Federal Reserve System or
the Federal reserve agent appears to conflict with the powers of the Secretary of the Treasury, such powers shall be
exercised subject to the supervision and control of the Secretary.

[12 USC 246. As reenacted without change by act of June 3, 1922 (42 Stat. 621).]
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7. Annual report

The Board of Governors of the Federal Reserve System shall annually make a full report of its operations to the Speaker of
the House of Representatives, who shall cause the same to be printed for the information of the Congress. The report
required under this paragraph shall include the reports required under section 707 of the Equal Credit Opportunity Act,
section 18(f)(7) of the Federal Trade Commission Act, section 114 of the Truth in Lending Act, and the tenth undesignated
paragraph of this section.

[12 USC 247. As reenacted without change by act of June 3, 1922 (42 Stat. 621) and amended by acts of June 3, 1922, and Dec. 27, 2000 (114
Stat. 3030).]
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8. Office of the Comptroller of the Currency

Section three hundred and twenty-four of the Revised Statutes of the United States shall be amended so as to read as
follows:

(a) Office Of The Comptroller Of The Currency Established. There is established in the Department of the Treasury a
bureau to be known as the “Office of the Comptroller of the Currency” which is charged with assuring the safety and
soundness of, and compliance with laws and regulations, fair access to financial services, and fair treatment of customers
by, the institutions and other persons subject to its jurisdiction.

(b) Comptroller Of The Currency.

In General. The chief officer of the Office of the Comptroller of the Currency shall be known as the Comptroller of
the Currency. The Comptroller of the Currency shall perform the duties of the Comptroller of the Currency under the
general direction of the Secretary of the Treasury. The Secretary of the Treasury may not delay or prevent the
issuance of any rule or the promulgation of any regulation by the Comptroller of the Currency, and may not
intervene in any matter or proceeding before the Comptroller of the Currency (including agency enforcement
actions), unless otherwise specifically provided by law.

1. 

Additional Authority. The Comptroller of the Currency shall have the same authority with respect to functions2. 
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transferred to the Comptroller of the Currency under the Enhancing Financial Institution Safety and Soundness Act
of 2010 as was vested in the Director of the Office of Thrift Supervision on the transfer date, as defined in section
311 of that Act.

[12 USC 1. As reenacted without change by act of June 3, 1922 (42 Stat. 621); and amended by acts of May 20, 1966 (80 Stat. 161), Sept. 23,
1994 (108 Stat. 2232), and July 21, 2010 (124 Stat. 1523).]

Back to Top

9. Branch Federal Reserve bank buildings

No Federal Reserve bank may authorize the acquisition or construction of any branch building, or enter into any contract or
other obligation for the acquisition or construction of any branch building, without the approval of the Board.

[12 USC 522. As added by act of June 3, 1922 (42 Stat. 622); and amended by acts of Feb. 6, 1923 (42 Stat. 1223); July 30, 1947 (61 Stat.
520); May 29, 1953 (67 Stat. 41); Aug. 31, 1962 (76 Stat. 418); Oct. 28, 1974 (88 Stat. 1505); and Oct. 24, 1992 (106 Stat. 3144).]
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10. Record of open market and other policies

The Board of Governors of the Federal Reserve System shall keep a complete record of the action taken by the Board and
by the Federal Open Market Committee upon all questions of policy relating to open-market operations and shall record
therein the votes taken in connection with the determination of open-market policies and the reasons underlying the action
of the Board and the Committee in each instance. The Board shall keep a similar record with respect to all questions of
policy determined by the Board, and shall include in its annual report to the Congress a full account of the action so taken
during the preceding year with respect to open-market policies and operations and with respect to the policies determined
by it and shall include in such report a copy of the records required to be kept under the provisions of this paragraph.

[12 USC 247a. As added by act of Aug. 23, 1935 (49 Stat. 705).]
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12. Appearances before Congress*

The Vice Chairman for Supervision shall appear before the Committee on Banking, Housing, and Urban Affairs of the
Senate and the Committee on Financial Services of the House of Representatives and at semi-annual hearings regarding
the efforts, activities, objectives, and plans of the Board with respect to the conduct of supervision and regulation of
depository institution holding companies and other financial firms supervised by the Board.

[12 USC 247b. As added by act of July 21, 2010 (124 Stat. 2126).]

* The act of July 21, 2010, added paragraph 12 without adding paragraph 11.
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Mission, Values, and Goals of the Board of Governors

Mission
The mission of the Board is to foster the stability, integrity, and efficiency of the nation's monetary, financial, and payment systems so as
to promote optimal macroeconomic performance.

Back to section top

Values
The following values of the Board guide its organizational decisions and its employees' actions.

Public interest. In its actions and policies, the Board seeks to promote the public interest. It is accountable and responsive to
the general public, the U.S. government, and the financial community.

Integrity. The Board adheres to the highest standards of integrity in its dealings with the public, the financial community, and its
employees.

Excellence. The conduct of monetary policy, responsibility for bank supervision, and maintenance of the payment system
demand high-quality analysis; high performance standards; and a secure, robust infrastructure. The pursuit of excellence drives
the Board's policies concerning recruitment, selection, and retention of Board employees.

Efficiency and effectiveness. In carrying out its functions, the Board is continually aware that its operations are supported
primarily by public funds, and it recognizes its obligation to manage resources efficiently and effectively.

Independence of views. The Board values the diversity of its employees, input from a variety of sources, and the independent
professional judgment that is fostered by the System's highly valued regional structure. It relies on strong teamwork to mold
independent viewpoints into coherent, effective policies.

Back to section top
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Values

Strategic Goals

Role of Strategic Planning

Interagency Coordination
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In this Section:

Strategic Goals
The Board has six primary strategic goals with interrelated and mutually reinforcing elements:

conduct monetary policy that promotes the achievement of the Federal Reserve's statutory objectives of maximum employment and
stable prices

promote a safe, sound, competitive, and accessible banking system and stable financial markets

administer federal consumer financial protection laws that fall within the Board's statutory authority, including those designed to
encourage regulated financial institutions to help meet the credit needs of their local communities

foster the integrity, efficiency, and accessibility of U.S. payment and settlement systems

provide oversight of the Reserve Banks

foster the integrity, efficiency, and effectiveness of Board programs and operations

Back to section top

Role of Strategic Planning
Unlike most other government agencies, the Board's budget is not subject to the congressional appropriations process or to review by
the Administration through the Office of Management and Budget. Rather, the Board establishes its own budget formulation procedures,
conducts strategic planning to identify changes to its critical activities and the proper amount and allocation of resources to support its
mission, and provides various reports to the Congress.

The Board, like the framers of the Federal Reserve Act, considers its budgetary independence directly relevant to independence in
managing monetary policy. The Board believes that to maintain budgetary independence, it must demonstrate effective and efficient use
of its financial resources. Resource management begins with a clear mission statement, identification of goals, a review of factors that
might affect the long-term attainment of these goals, and consideration of possible responses to those factors. By establishing objectives
to attain its goals and by identifying the resources needed to accomplish them, the Board develops a budget necessary to implement its
strategic plan.

Strategic planning is a critical factor in ensuring the long-term effectiveness of Board operations and in minimizing its costs.
Effectiveness is improved through timely identification of threats and through efforts to improve operational efficiency. Efficiency is
increased by early identification of issues and timely responses.

As technological and other changes evolve and accelerate, planning is essential to the effective and efficient conduct of Board
operations. A continuing challenge to government agencies in this regard is identifying the appropriate measures of performance. The
Board's strategic planning effort recognizes the key distinctions between government and private-sector strategic planning efforts and
measurement of those efforts.

Private-sector planning often relies on measures of cost and revenue derived from prices determined in competitive markets; the results
of that planning are reflected in the ability of the private entity to prosper over time. The government does not have direct competition in
certain areas and has a monopoly in others (conducting monetary policy, for example); establishing a comparable metric to costs and
prices is therefore extraordinarily difficult. Moreover, the results are judged relative to public policy objectives embodied in law, which
often are not readily measurable. The Board seeks to accomplish its mission effectively while creating the efficiencies that come from
strategic planning, recognizing that analogies to the private sector are just that. The Board's central planning objective is oriented toward
achieving efficiency and effectiveness specific to the functions it serves.

Back to section top

Interagency Coordination
The Federal Reserve works closely with other regulators, the Congress, and the Administration
to ensure that its responsibilities are carried out in a manner that best protects the stability of
the nation's financial system and strengthens the U.S. economy. Following are some highlights
of the Board's interagency coordination efforts.

Federal Financial Institutions Examination Council (FFIEC)

Federal Financial Institutions
Examination Council (FFIEC)

Financial Stability Oversight
Council (FSOC)
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To promote uniformity in the supervision of financial institutions by the federal regulatory
agencies, the Board participates in the FFIEC, a formal interagency body empowered to
prescribe uniform principles, standards, and report forms for the federal examination of financial
institutions and to make recommendations to the federal supervisory agencies. The FFIEC is composed of a Board governor, the
Comptroller of the Currency, the director of the CFPB, the chairman of the Federal Deposit Insurance Corporation (FDIC), the chairman
of the National Credit Union Administration (NCUA), and the chairman of the State Liaison Committee, representing state banking
supervisors.

Financial Stability Oversight Council (FSOC)

The FSOC, which was established by the Dodd-Frank Act, is charged with a number of important duties, including monitoring and
identifying emerging risks to financial stability across the entire financial system, identifying potential regulatory gaps, and coordinating
financial regulatory agencies' responses to potential systemic risks. The FSOC is composed of the Secretary of the U.S. Department of
the Treasury (Treasury) (serves as chairperson of the FSOC); the Chairman of the Federal Reserve Board; the heads of the Commodity
Futures Trading Commission, CFPB, FDIC, Federal Housing Finance Agency, NCUA, Office of the Comptroller of the Currency (OCC),
Securities and Exchange Commission (SEC); and an independent member with insurance expertise, appointed by the President and
confirmed by the Senate.

Other Interagency Efforts

In addition to participating in the FFIEC and FSOC, the Board also works bilaterally with federal agencies to coordinate key initiatives,
such as the Board's implementation efforts under the Dodd-Frank Act. For example, shortly after the Dodd-Frank Act was enacted in
July 2010, the Board developed a transition team, headed by a Board governor, to provide technical assistance to Treasury in setting up
the functions of the CFPB.4 The Board also worked with the Office of Thrift Supervision (OTS) to develop comprehensive plans relating
to the transfer of the supervisory authority of the OTS for savings associations and their parent holding companies.5 The Board will
continue to work closely and cooperatively with other federal agencies to develop several joint rules required under the Dodd-Frank Act.

Back to section top

References
4. On July 21, 2011, certain consumer protection functions designated by the Dodd-Frank Act were transferred from the Board and other banking agencies to
the CFPB.  Return to text

5. The Dodd-Frank Act transferred the OTS's responsibilities with respect to the supervision and regulation of savings and loan holding companies to the
Board. The transfer of this authority occurred on July 21, 2011.  Return to text
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Preface 

This is the ninth edition of The Federal Reserve System: 
Purposes and Functions. It has been revised by staff 
members of the Federal Reserve Board to ref lect the changes 
that have taken place in the monetary, regulatory, and other 
policy areas since publication of the eighth edition in 1994. It 
incorporates major changes in the law and in the structure of 
the financial system that have occurred over the past decade. 

The Board’s Publications Committee had overall responsibility for the prep-
aration of this edition.  Major contributions were made by the following: 

Division of Research and Statistics 
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Division of Monetary Affairs 
Cheryl L. Edwards, William R. Nelson, Seth B. Carpenter, and 
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Office of Board Members 
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 1 Overview of the Federal Reserve System 

The Federal Reserve System is the central bank of the United 
States. It was founded by Congress in 1913 to provide the 
nation with a safer, more f lexible, and more stable monetary 
and financial system. Over the years, its role in banking and 
the economy has expanded. 

Today, the Federal Reserve’s duties fall into four general areas: 

• 	 conducting the nation’s monetary policy by inf luencing the monetary 
and credit conditions in the economy in pursuit of maximum employ-
ment, stable prices, and moderate long-term interest rates 

• 	 supervising and regulating banking institutions to ensure the safety 
and soundness of the nation’s banking and financial system and to 
protect the credit rights of consumers 

• 	 maintaining the stability of the financial system and containing 
systemic risk that may arise in financial markets 

• 	 providing financial services to depository institutions, the U.S. gov-
ernment, and foreign official institutions, including playing a major 
role in operating the nation’s payments system 

Most developed countries have a central bank whose functions are broadly 
similar to those of the Federal Reserve. The oldest, Sweden’s Riksbank, 
has existed since 1668 and the Bank of England since 1694. Napoleon I 
established the Banque de France in 1800, and the Bank of Canada be-
gan operations in 1935. The German Bundesbank was reestablished after 
World War II and is loosely modeled on the Federal Reserve.  More re-
cently, some functions of the Banque de France and the Bundesbank have 
been assumed by the European Central Bank, formed in 1998. 

Background      

During the nineteenth century and the beginning of the twentieth cen-
tury, financial panics plagued the nation, leading to bank failures and 
business bankruptcies that severely disrupted the economy. The failure 
of the nation’s banking system to effectively provide funding to troubled 
depository institutions contributed significantly to the economy’s vulner-
ability to financial panics. Short-term credit is an important source of 
liquidity when a bank experiences unexpected and widespread withdraw-
als during a financial panic. A particularly severe crisis in 1907 prompted 
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Congress to establish the National Monetary Commission, which put 
forth proposals to create an institution that would help prevent and con-
tain financial disruptions of this kind. After considerable debate, Congress 

passed the Federal Reserve Act “to 
provide for the establishment of Federal 
reserve banks, to furnish an elastic cur-
rency, to afford means of rediscounting 
commercial paper, to establish a more 
effective supervision of banking in the 
United States, and for other purposes.” 
President Woodrow Wilson signed the 
act into law on December 23, 1913. 

Soon after the creation of the Federal 
Reserve, it became clear that the act 
had broader implications for national 
economic and financial policy.  As 
time has passed, further legislation has 
clarified and supplemented the origi-
nal purposes. Key laws affecting the 
Federal Reserve have been the Bank-
ing Act of 1935; the Employment Act 
of 1946; the Bank Holding Company 
Act of 1956 and the amendments of 
1970; the International Banking Act of 
1978; the Full Employment and Bal-
anced Growth Act of 1978; the De-
pository Institutions Deregulation and 
Monetary Control Act of 1980; the 
Financial Institutions Reform, Recov-
ery, and Enforcement Act of 1989; the 
Federal Deposit Insurance Corpora-
tion Improvement Act of 1991; and 
the Gramm-Leach-Bliley Act of 1999. 
Congress has also adopted legislation President Wilson signed the Federal Reserve Act on December 23, 1913. 
defining the primary objectives of na-

tional economic policy, including the Employment Act of 1946; the Fed-
eral Reserve Reform Act of 1977; and the Full Employment and Balanced 
Growth Act of 1978, which is sometimes called the Humphrey-Hawkins 
Act, after its original sponsors. These objectives include economic growth 
in line with the economy’s potential to expand; a high level of employ-
ment; stable prices (that is, stability in the purchasing power of the dollar); 
and moderate long-term interest rates. 

The Federal Reserve System is considered to be an independent central 
bank because its decisions do not have to be ratified by the President or 
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Overview of the Federal Reserve System 

anyone else in the executive branch of government. The System is, how-
ever, subject to oversight by the U.S. Congress. The Federal Reserve must 
work within the framework of the overall objectives of economic and 
financial policy established by the government; therefore, the description 
of the System as “independent within the government” is more accurate. 

Structure of the System 

Congress designed the structure of the Federal Reserve System to give it 
a broad perspective on the economy and on economic activity in all parts 
of the nation.  It is a federal system, composed of a central, governmental 
agency—the Board of Governors—in Washington, D.C., and twelve re-
gional Federal Reserve Banks. The Board and the Reserve Banks share 
responsibility for supervising and regulating certain financial institutions 
and activities, for providing banking services to depository institutions and 
the federal government, and for ensuring that consumers receive adequate 
information and fair treatment in their business with the banking system. 

A major component of the System is the Federal Open Market Committee 
(FOMC), which is made up of the members of the Board of Governors, 
the president of the Federal Reserve Bank of New York, and presidents 
of four other Federal Reserve Banks, who serve on a rotating basis. The 
FOMC oversees open market operations, which is the main tool used by 
the Federal Reserve to inf luence overall monetary and credit conditions.  
These operations are described in greater detail in chapter 3. 

The Federal Reserve implements monetary policy through its control over 
the federal funds rate—the rate at which depository institutions trade bal-
ances at the Federal Reserve.  It exercises this control by inf luencing the 
demand for and supply of these balances through the following means: 

• 	 Open market operations—the purchase or sale of securities, primarily 
U.S. Treasury securities, in the open market to inf luence the level of 
balances that depository institutions hold at the Federal Reserve Banks 

• 	 Reserve requirements—requirements regarding the percentage of 
certain deposits that depository institutions must hold in reserve in the 
form of cash or in an account at a Federal Reserve Bank 

• 	 Contractual clearing balances—an amount that a depository institu-
tion agrees to hold at its Federal Reserve Bank in addition to any 
required reserve balance 

• 	 Discount window lending—extensions of credit to depository in-
stitutions made through the primary, secondary, or seasonal lending 
programs 

Two other groups play roles in the functioning of the Federal Reserve Sys-

The Federal 
Reserve must 
work within the 
framework of the 
overall objectives 
of economic and 
financial policy 
established by the 
government. 
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tem: depository institutions, through which monetary policy operates, and 
advisory committees, which make recommendations to the Board of Gov-
ernors and to the Reserve Banks regarding the System’s responsibilities. 

Board of Governors 

The Board of Governors of the Federal Reserve System is a federal gov-
ernment agency. The Board is composed of seven members, who are 
appointed by the President of the United States and confirmed by the 
U.S. Senate. The full term of a Board member is fourteen years, and the 
appointments are staggered so that one term expires on January 31 of each 
even-numbered year.  After serving a full term, a Board member may not 
be reappointed.  If a member leaves the Board before his or her term ex-
pires, however, the person appointed and confirmed to serve the remain-
der of the term may later be reappointed to a full term. 

The Chairman and the Vice Chairman of the Board 
are also appointed by the President and confirmed by 
the Senate. The nominees to these posts must already 
be members of the Board or must be simultaneously 
appointed to the Board. The terms for these positions 
are four years. 

The Board of Governors is supported by a staff in 
Washington, D.C., numbering about 1,800 as of 2004. 
The Board’s responsibilities require thorough analysis 
of domestic and international financial and economic 
developments. The Board carries out those responsi-
bilities in conjunction with other components of the 

The first Federal Reserve Board, 1914 Federal Reserve System.  The Board of Governors 
also supervises and regulates the operations of the Federal Reserve Banks, 
exercises broad responsibility in the nation’s payments system, and admin-
isters most of the nation’s laws regarding consumer credit protection. 

Policy regarding open market operations is established by the FOMC. 
However, the Board of Governors has sole authority over changes in 
reserve requirements, and it must approve any change in the discount rate 
initiated by a Federal Reserve Bank. 

The Board also plays a major role in the supervision and regulation of the 
U.S. banking system.  It has supervisory responsibilities for state-chartered 
banks that are members of the Federal Reserve System, bank holding 
companies (companies that control banks), the foreign activities of mem-
ber banks, the U.S. activities of foreign banks, and Edge Act and agree-
ment corporations (limited-purpose institutions that engage in a foreign 
banking business).  The Board and, under delegated authority, the Federal 
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Reserve Banks, supervise approximately 900 state member banks and 
5,000 bank holding companies.  Other federal agencies also serve as the 
primary federal supervisors of commercial banks; the Office of the Comp-
troller of the Currency supervises national banks, and the Federal Deposit 
Insurance Corporation supervises state banks that are not members of the 
Federal Reserve System. 

Some regulations issued by the Board apply to the entire banking industry, 
whereas others apply only to member banks, that is, state banks that have 
chosen to join the Federal Reserve System and national banks, which by 
law must be members of the System. The Board also issues regulations to 
carry out major federal laws governing consumer credit protection, such 
as the Truth in Lending, Equal Credit Opportunity, and Home Mortgage 
Disclosure Acts. Many of these consumer protection regulations apply to 
various lenders outside the banking industry as well as to banks. 

Members of the Board of Governors are in continual contact with other 
policy makers in government. They frequently testify before congressional 
committees on the economy, monetary policy, banking supervision and 
regulation, consumer credit protection, financial markets, and other 
matters.  For instance, as required by the Federal Reserve Act, the Chair-
man of the Board of Governors testifies before the Senate Committee 
on Banking, Housing, and Urban Affairs and the House Committee on 
Financial Services on or about February 20 and July 20 of each year.  The 
Chairman’s testimony addresses the efforts, activities, objectives, and plans 
of the Board of Governors and the Federal Open Market Committee with 
respect to the conduct of monetary policy, as well as economic develop-
ments in the United States and the prospects for the future.  Concurrently, 
the Board of Governors must submit a report on these same issues to the 
House and Senate committees before which the Chairman testifies. 

The Board has regular contact with members of the President’s Council of 
Economic Advisers and other key economic officials. The Chairman also 
meets from time to time with the President of the United States and has 
regular meetings with the Secretary of the Treasury.  

The Chairman has formal responsibilities in the international arena as 
well.  For example, he is the alternate U.S. member of the board of gov-
ernors of the International Monetary Fund, a member of the board of the 
Bank for International Settlements (BIS), and a member, along with the 
heads of other relevant U.S. agencies and departments, of the National 
Advisory Council on International Monetary and Financial Policies. He 
is also a member of U.S. delegations to key international meetings, such 
as those of the finance ministers and central bank governors of the seven 
largest industrial countries—referred to as the Group of Seven, or G-7. 
He, other Board members, and Board staff members share many inter-
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The Reserve Banks 
are the operating 
arms of the central 
banking system. 

national responsibilities, including representing the Federal Reserve at 
meetings at the BIS in Basel, Switzerland, and at the Organisation for 
Economic Co-operation and Development in Paris, France. 

One member of the Board of Governors serves as the System’s representa-
tive to the Federal Financial Institutions Examination Council (FFIEC), 
which is responsible for coordinating, at the federal level, examinations 
of depository institutions and related policies. The FFIEC has representa-
tives from the Federal Deposit Insurance Corporation, the National Credit 
Union Administration, the Office of the Comptroller of the Currency, 
and the Office of Thrift Supervision, as well. 

The Board publishes detailed statistics and other information about the Sys-
tem’s activities and the economy in publications such as the quarterly Fed-
eral Reserve Bulletin, the monthly Statistical Supplement, and separate statistical 
releases. Through the Federal Reserve Regulatory Service, it provides materials 
relating to its regulatory and supervisory functions.  Extensive information 
about the Board of Governors is available on the Board’s web site (www. 
federalreserve.gov), including the testimony and speeches of Board members; 
actions on banking and consumer regulations and other matters; and statistics 
and research papers concerning economic, banking, and financial matters. 

The Board is audited annually by a major public accounting firm. In addi-
tion, the Government Accountability Office (GAO) generally exercises its 
authority to conduct a number of reviews each year to look at specific 
aspects of the Federal Reserve’s activities. The audit report of the public 
accounting firm and a complete list of GAO reviews under way are avail-
able in the Board’s Annual Report, which is sent to Congress during the 
second quarter of each calendar year.  Monetary policy is exempt from 
audit by the GAO because it is monitored directly by Congress through 
written reports, including the semiannual Monetary Policy Report to the 
Congress, prepared by the Board of Governors. 

Federal Reserve Banks 

A network of twelve Federal Reserve Banks and their Branches (twenty-
five as of 2004) carries out a variety of System functions, including oper-
ating a nationwide payments system, distributing the nation’s currency and 
coin, supervising and regulating member banks and bank holding com-
panies, and serving as banker for the U.S. Treasury. The twelve Reserve 
Banks are each responsible for a particular geographic area or district of 
the United States. Each Reserve District is identified by a number and a 
letter (see the list of District offices on page 7). Besides carrying out func-
tions for the System as a whole, such as administering nationwide banking 
and credit policies, each Reserve Bank acts as a depository for the banks 
in its own District and fulfills other District responsibilities. The various 
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Federal Reserve District Banks and Branches 

Number Letter Bank Branch 

A Boston 

B New York 	 Buffalo, New York 

3 C Philadelphia 

D Cleveland Cincinnati, Ohio 
Pittsburgh, Pennsylvania 

E Richmond Baltimore, Maryland 
Charlotte, North Carolina 

F Atlanta 	 Birmingham, Alabama 
Jacksonville, Florida 
Miami, Florida 
Nashville, Tennessee 
New Orleans, Louisiana 

G Chicago 	 Detroit, Michigan


H St. Louis 	 Little Rock, Arkansas 
Louisville, Kentucky 
Memphis, Tennessee 

I Minneapolis 	 Helena, Montana


J Kansas City 	 Denver, Colorado 
Oklahoma City, Oklahoma 
Omaha, Nebraska 

K Dallas 	 El Paso, Texas 
Houston, Texas 
San Antonio, Texas 

L San Francisco 	 Los Angeles, California 
Portland, Oregon 
Salt Lake City, Utah 
Seattle, Washington 
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San Francisco 
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Richmond 
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Boston 
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New York 

Legend 

Federal Reserve Bank city 

Board of Governors of the Federal Reserve System, 
Washington, D.C. 

• Federal Reserve Branch city 

— Branch boundary 

Notes 

The Federal Reserve officially identifies Districts by number and by Re-
serve Bank city (shown on both pages) as well as by letter (shown on the 
facing page). 

In the 12th District, the Seattle Branch serves Alaska and the San Fran-
cisco Bank serves Hawaii. 

The New York Bank serves the Commonwealth of Puerto Rico and the 
U.S. Virgin Islands; the San Francisco Bank serves American Samoa, 
Guam, and the Commonwealth of the Northern Mariana Islands. 

The Board of Governors revised the Branch boundaries of the System 
most recently in February 1996. 
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offices and boundaries of the Federal Reserve Districts are shown on the 
maps on pages 8 and 9. 

The Board of Governors has broad oversight responsibility for the opera-
tions and activities of the Federal Reserve Banks and their Branches. This 
authority includes oversight of the Reserve Banks’ services to banks and 
other depository institutions and of their examination and supervision of 
various banking institutions. Each Federal Reserve Bank must submit its 
annual budget to the Board of Governors for approval. Particular types of 
expenditures—such as those for construction or major alterations of Re-
serve Bank buildings and for the salaries of Reserve Bank presidents and 
first vice presidents—also are subject to specific Board approval. 

Congress chartered the Federal Reserve Banks for a public purpose. The 
Reserve Banks are the operating arms of the central banking system, and 
they combine both public and private elements in their makeup and orga-
nization. As part of the Federal Reserve System, the Banks are subject to 
oversight by Congress. 

Each Reserve Bank has its own board of nine directors chosen from 
outside the Bank as provided by law. The boards of the Reserve Banks 
are intended to represent a cross-section of banking, commercial, agricul-
tural, industrial, and public interests within the Federal Reserve District.  
Three directors, designated Class A directors, represent commercial banks 
that are members of the Federal Reserve System. Three Class B and three 
Class C directors represent the public. The member commercial banks in 
each District elect the Class A and Class B directors. The Board of Gover-
nors appoints the Class C directors to their posts. From the Class C direc-
tors, the Board of Governors selects one person as chairman and another 
as deputy chairman. No Class B or Class C director may be an officer, 
director, or employee of a bank or a bank holding company.  No Class C 
director may own stock in a bank or a bank holding company. The direc-
tors in turn nominate a president and first vice president of the Reserve 
Bank, whose selection is subject to approval by the Board of Governors. 
Each Branch of a Reserve Bank has its own board of directors composed 
of at least three and no more than seven members. A majority of these 
directors are appointed by the Branch’s Reserve Bank; the others are ap-
pointed by the Board of Governors. 

Boards of directors of the Reserve Banks provide the Federal Reserve 
System with a wealth of information on economic conditions in virtu-
ally every corner of the nation. This information is used by the FOMC 
and the Board of Governors in reaching major decisions about monetary 
policy. Information from directors and other sources gathered by the Re-
serve Banks is also shared with the public in a special report— 
informally called the Beige Book—which is issued about two weeks 
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before each meeting of the FOMC. In addition, every two weeks, the 
board of each Bank must recommend interest rates for its Bank’s discount 
window lending, subject to review and determination by the Board of 
Governors. 

The income of the Federal Reserve System is derived primarily from 
the interest on U.S. government securities that it has acquired through 
open market operations. Other major sources of income are the interest 
on foreign currency investments held by the System; interest on loans to 
depository institutions; and fees received for services provided to deposi-
tory institutions, such as check clearing, funds transfers, and automated 
clearinghouse operations. 

After it pays its expenses, the Federal Reserve turns the rest of its earn-
ings over to the U.S. Treasury. About 95 percent of the Reserve Banks’ 
net earnings have been paid into the Treasury since the Federal Reserve 
System began operations in 1914. (Income and expenses of the Federal 
Reserve Banks from 1914 to the present are included in the Annual Report 
of the Board of Governors.)  In 2003, the Federal Reserve paid approxi-
mately $22 billion to the Treasury. 

The Board of Governors contracts with an accounting firm to conduct 
an audit of the Reserve Banks every year, and Board staff periodically 
reviews the operations of the Reserve Banks in key functional areas. The 
audited combined financial statements of the Reserve Banks are published 
in the Board’s Annual Report. The Reserve Banks, like the Board, are sub-
ject to audit by the GAO, but certain functions, such as transactions with 
foreign central banks and open market operations, are excluded from the 
GAO’s audit. Each Reserve Bank has an internal auditor who is respon-
sible to the Bank’s board of directors. 

Federal Open Market Committee 

The FOMC is charged under law with overseeing open market opera-
tions, the principal tool of national monetary policy. These operations 
affect the amount of Federal Reserve balances available to depository in-
stitutions (see chapter 3), thereby inf luencing overall monetary and credit 
conditions. The FOMC also directs operations undertaken by the Federal 
Reserve in foreign exchange markets. 

The FOMC is composed of the seven members of the Board of Gover-
nors and five of the twelve Reserve Bank presidents. The president of the 
Federal Reserve Bank of New York is a permanent member; the other 

After it pays its 
expenses, the 
Federal Reserve 
turns the rest of its 
earnings over to the 
U.S. Treasury. 
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presidents serve one-year terms on a rotating basis.1 All the presidents par-
ticipate in FOMC discussions, contributing to the committee’s assessment 
of the economy and of policy options, but only the five presidents who are 
committee members vote on policy decisions. The FOMC, under law, de-
termines its own internal organization and by tradition elects the Chair-
man of the Board of Governors as its chairman and the president of the 
Federal Reserve Bank of New York as its vice chairman. Formal meetings 
typically are held eight times each year in Washington, D.C. Telephone 
consultations and other meetings are held when needed. 

Member Banks 

The nation’s commercial banks can be divided into three types according 
to which governmental body charters them and whether or not they are 
members of the Federal Reserve System. Those chartered by the federal 
government (through the Office of the Comptroller of the Currency 
in the Department of the Treasury) are national banks; by law, they are 
members of the Federal Reserve System. Banks chartered by the states are 
divided into those that are members of the Federal Reserve System (state 
member banks) and those that are not (state nonmember banks). State 
banks are not required to join the Federal Reserve System, but they may 
elect to become members if they meet the standards set by the Board of 
Governors. As of March 2004, of the nation’s approximately 7,700 com-
mercial banks approximately 2,900 were members of the Federal Reserve 
System—approximately 2,000 national banks and 900 state banks. 

Member banks must subscribe to stock in their regional Federal Reserve 
Bank in an amount equal to 6 percent of their capital and surplus, half of 
which must be paid in while the other half is subject to call by the Board 
of Governors. The holding of this stock, however, does not carry with it 
the control and financial interest conveyed to holders of common stock in 
for-profit organizations. It is merely a legal obligation of Federal Reserve 
membership, and the stock may not be sold or pledged as collateral for 
loans. Member banks receive a 6 percent dividend annually on their stock, 
as specified by law, and vote for the Class A and Class B directors of the 
Reserve Bank. Stock in Federal Reserve Banks is not available for pur-
chase by individuals or entities other than member banks. 

1. The rotating seats are filled from the following four groups of Banks, one Bank 
president from each group: Boston, Philadelphia, and Richmond; Cleveland and Chi-
cago; Atlanta, St. Louis, and Dallas; and Minneapolis, Kansas City, and San Francisco.  
An alternate for each Reserve Bank president also is elected.  This alternate, who must 
be a president or first vice president of a Reserve Bank, may serve on the FOMC in the 
absence of the relevant Reserve Bank president. 
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Advisory Committees 

The Federal Reserve System uses advisory committees in carrying out 
its varied responsibilities. Three of these committees advise the Board of 
Governors directly: 

• 	 Federal Advisory Council. This council, which is composed of twelve 
representatives of the banking industry, consults with and advises the 
Board on all matters within the Board’s jurisdiction. It ordinarily 
meets four times a year, as required by the Federal Reserve Act. These 
meetings are held in Washington, D.C., customarily on the first Friday 
of February, May, September, and December, although occasionally the 
meetings are set for different times to suit the convenience of either 
the council or the Board. Annually, each Reserve Bank chooses one 
person to represent its District on the Federal Advisory Committee, 
and members customarily serve three one-year terms and elect their 
own officers. 

• 	 Consumer Advisory Council. This council, established in 1976, advises 
the Board on the exercise of its responsibilities under the Consumer 
Credit Protection Act and on other matters in the area of consumer 
financial services. The council’s membership represents the interests of 
consumers, communities, and the financial services industry. Members 
are appointed by the Board of Governors and serve staggered three-
year terms. The council meets three times a year in Washington, D.C., 
and the meetings are open to the public. 

• 	 Thrift Institutions Advisory Council. After the passage of the Deposi-
tory Institutions Deregulation and Monetary Control Act of 1980, 
which extended to thrift institutions the Federal Reserve’s reserve 
requirements and access to the discount window, the Board of Gov-
ernors established this council to obtain information and views on the 
special needs and problems of thrift institutions. Unlike the Federal 
Advisory Council and the Consumer Advisory Council, the Thrift 
Institutions Advisory Council is not a statutorily mandated body, but 
it performs a comparable function in providing firsthand advice from 
representatives of institutions that have an important relationship with 
the Federal Reserve. The council meets with the Board in Washing-
ton, D.C., three times a year. The members are representatives from 
savings and loan institutions, mutual savings banks, and credit unions. 
Members are appointed by the Board of Governors and generally serve 
for two years. 

The Federal Reserve Banks also use advisory committees. Of these advi-
sory committees, perhaps the most important are the committees (one for 
each Reserve Bank) that advise the Banks on matters of agriculture, small 
business, and labor.  Biannually, the Board solicits the views of each of 
these committees by mail. 
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 2 Monetary Policy and the Economy 

The Federal Reserve sets the nation’s monetary policy to 
promote the objectives of maximum employment, stable prices, 
and moderate long-term interest rates. The challenge for policy 
makers is that tensions among the goals can arise in the short 
run and that information about the economy becomes available 
only with a lag and may be imperfect. 

Goals of Monetary Policy 

The goals of monetary policy are spelled out in the Federal Reserve Act, 
which specifies that the Board of Governors and the Federal Open Mar-
ket Committee should seek “to promote effectively the goals of maxi-
mum employment, stable prices, and moderate long-term interest rates.”  
Stable prices in the long run are a precondition for maximum sustainable 
output growth and employment as well as moderate long-term interest 
rates.  When prices are stable and believed likely to remain so, the prices 
of goods, services, materials, and labor are undistorted by inf lation and 
serve as clearer signals and guides to the efficient allocation of resources 
and thus contribute to higher standards of living.  Moreover, stable prices 
foster saving and capital formation, because when the risk of erosion of 
asset values resulting from inf lation—and the need to guard against such 
losses—are minimized, households are encouraged to save more and busi-
nesses are encouraged to invest more. 

Although price stability can help achieve maximum sustainable output 
growth and employment over the longer run, in the short run some ten-
sion can exist between the two goals.  Often, a slowing of employment 
is accompanied by lessened pressures on prices, and moving to counter 
the weakening of the labor market by easing policy does not have adverse 
inf lationary effects.  Sometimes, however, upward pressures on prices are 
developing as output and employment are softening—especially when 
an adverse supply shock, such as a spike in energy prices, has occurred. 
Then, an attempt to restrain inf lation pressures would compound the 
weakness in the economy, or an attempt to reverse employment losses 
would aggravate inf lation.  In such circumstances, those responsible for 
monetary policy face a dilemma and must decide whether to focus on 
defusing price pressures or on cushioning the loss of employment and 
output.  Adding to the difficulty is the possibility that an expectation of 
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increasing inf lation might get built into decisions about prices and wages, 
thereby adding to inf lation inertia and making it more difficult to achieve 
price stability.  

Beyond inf luencing the level of prices and the level of output in the near 
term, the Federal Reserve can contribute to financial stability and better 
economic performance by acting to contain financial disruptions and pre-
venting their spread outside the financial sector.  Modern financial systems 
are highly complex and interdependent and may be vulnerable to wide-
scale systemic disruptions, such as those that can occur during a plunge 
in stock prices.  The Federal Reserve can enhance the financial system’s 
resilience to such shocks through its regulatory policies toward banking 
institutions and payment systems.  If a threatening disturbance develops, 
the Federal Reserve can also cushion the impact on financial markets and 
the economy by aggressively and visibly providing liquidity through open 
market operations or discount window lending. 

How Monetary Policy Affects the Economy 

The initial link in the chain between monetary policy and the economy 
is the market for balances held at the Federal Reserve Banks.  Depository 
institutions have accounts at their Reserve Banks, and they actively trade 
balances held in these accounts in the federal funds market at an interest 
rate known as the federal funds rate.  The Federal Reserve exercises con-
siderable control over the federal funds rate through its inf luence over the 
supply of and demand for balances at the Reserve Banks. 

The FOMC sets the federal funds rate at a level it believes will foster 
financial and monetary conditions consistent with achieving its monetary 
policy objectives, and it adjusts that target in line with evolving economic 
developments.  A change in the federal funds rate, or even a change in 
expectations about the future level of the federal funds rate, can set off a 
chain of events that will affect other short-term interest rates, longer-term 
interest rates, the foreign exchange value of the dollar, and stock prices.  
In turn, changes in these variables will affect households’ and businesses’ 
spending decisions, thereby affecting growth in aggregate demand and the 
economy. 

Short-term interest rates, such as those on Treasury bills and commercial 
paper, are affected not only by the current level of the federal funds rate 
but also by expectations about the overnight federal funds rate over the 
duration of the short-term contract.  As a result, short-term interest rates 
could decline if the Federal Reserve surprised market participants with 
a reduction in the federal funds rate, or if unfolding events convinced 
participants that the Federal Reserve was going to be holding the federal 
funds rate lower than had been anticipated.  Similarly, short-term inter-
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est rates would increase if the Federal Reserve surprised market partici-
pants by announcing an increase in the federal funds rate, or if some event 
prompted market participants to believe that the Federal Reserve was 
going to be holding the federal funds rate at higher levels than had been 
anticipated. 

It is for these reasons that market participants closely follow data releases 
and statements by Federal Reserve officials, watching for clues that the 
economy and prices are on a different trajectory than had been thought, 
which would have implications for the stance of monetary policy.  

Changes in short-term interest rates will inf luence long-term interest 
rates, such as those on Treasury notes, corporate bonds, fixed-rate mort-
gages, and auto and other consumer loans.  Long-term rates are affected 
not only by changes in current short-term rates but also by expectations 
about short-term rates over the rest of the life of the long-term contract.  
Generally, economic news or statements by officials will have a greater 
impact on short-term interest rates than on longer rates because they typi-
cally have a bearing on the course of the economy and monetary policy 
over a shorter period; however, the impact on long rates can also be con-
siderable because the news has clear implications for the expected course 
of short-term rates over a long period. 

Changes in long-term interest rates also affect stock prices, which can 
have a pronounced effect on household wealth.  Investors try to keep their 
investment returns on stocks in line with the return on bonds, after allow-
ing for the greater riskiness of stocks.  For example, if long-term inter-
est rates decline, then, all else being equal, returns on stocks will exceed 
returns on bonds and encourage investors to purchase stocks and bid up 
stock prices to the point at which expected risk-adjusted returns on stocks 
are once again aligned with returns on bonds.  Moreover, lower interest 
rates may convince investors that the economy will be stronger and profits 
higher in the near future, which should further lift equity prices.  

Furthermore, changes in monetary policy affect the exchange value of 
the dollar on currency markets.  For example, if interest rates rise in the 
United States, yields on dollar assets will look more favorable, which will 
lead to bidding up of the dollar on foreign exchange markets.  The higher 
dollar will lower the cost of imports to U.S. residents and raise the price of 
U.S. exports to those living outside the United States.  Conversely, lower 
interest rates in the United States will lead to a decline in the exchange 
value of the dollar, prompting an increase in the price of imports and a 
decline in the price of exports. 

Changes in the value of financial assets, whether the result of an actual or 
expected change in monetary policy, will affect a wide range of spending 
decisions.  For example, a drop in interest rates, a lower exchange value of 

Lower interest rates 
in the United States 
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the dollar, and higher stock prices will stimulate various types of spend-
ing.  Investment projects that businesses believed would be only margin-
ally profitable will become more attractive with lower financing costs.  
Lower consumer loan rates will elicit greater demand for consumer goods, 
especially bigger-ticket items such as motor vehicles.  Lower mortgage 
rates will make housing more affordable and lead to more home purchases. 
They will also encourage mortgage refinancing, which will reduce on-
going housing costs and enable households to purchase other goods. When 
refinancing, some homeowners may withdraw a portion of their home 
equity to pay for other things, such as a motor vehicle, other consumer 
goods, or a long-desired vacation trip.  Higher stock prices can also add to 
household wealth and to the ability to make purchases that had previously 
seemed beyond reach.  The reduction in the value of the dollar associated 
with a drop in interest rates will tend to boost U.S. exports by lowering 
the cost of U.S. goods and services in foreign markets. It will also make 
imported goods more expensive, which will encourage businesses and 
households to purchase domestically produced goods instead.  All of these 
responses will strengthen growth in aggregate demand.  A tightening of 
monetary policy will have the opposite effect on spending and will mod-
erate growth of aggregate demand. 

If the economy slows and employment softens, policy makers will be 
inclined to ease monetary policy to stimulate aggregate demand.  When 
growth in aggregate demand is boosted above growth in the economy’s 
potential to produce, slack in the economy will be absorbed and employ-
ment will return to a more sustainable path.  In contrast, if the economy 
is showing signs of overheating and inf lation pressures are building, the 
Federal Reserve will be inclined to counter these pressures by tighten-
ing monetary policy—to bring growth in aggregate demand below that 
of the economy’s potential to produce—for as long as necessary to defuse 
the inf lationary pressures and put the economy on a path to sustainable 
expansion. 

While these policy choices seem reasonably straightforward, monetary 
policy makers routinely face certain notable uncertainties. First, the actual 
position of the economy and growth in aggregate demand at any point 
in time are only partially known, as key information on spending, pro-
duction, and prices becomes available only with a lag.  Therefore, policy 
makers must rely on estimates of these economic variables when assessing 
the appropriate course of policy, aware that they could act on the basis of 
misleading information.  Second, exactly how a given adjustment in the 
federal funds rate will affect growth in aggregate demand—in terms of 
both the overall magnitude and the timing of its impact—is never certain. 
Economic models can provide rules of thumb for how the economy will 
respond, but these rules of thumb are subject to statistical error.  Third, 
the growth in aggregate supply, often called the growth in potential 

18 



Monetary Policy and the Economy 

output, cannot be measured with certainty.  Key here is the growth of 
the labor force and associated labor input, as well as underlying growth in 
labor productivity.  Growth in labor input typically can be measured with 
more accuracy than underlying productivity; for some time, growth in 
labor input has tended to be around the growth in the overall population 
of 1 percentage point per year.  However, underlying productivity growth 
has varied considerably over recent decades, from approximately 1 percent 
or so per year to somewhere in the neighborhood of 3 percent or even 
higher, getting a major boost during the mid- and late 1990s from applica-
tions of information technology and advanced management systems.  If, 
for example, productivity growth is 2 percent per year, then growth in ag-
gregate supply would be the sum of this amount and labor input growth of 
1 percent—that is, 3 percent per year.  In which case, growth in aggregate 
demand in excess of 3 percent per year would result in a pickup in growth 
in employment in excess of that of the labor force and a reduction in un-
employment.  In contrast, growth in aggregate demand below 3 percent 
would result in a softening of the labor market and, in time, a reduction in 
inf lationary pressures. 

Limitations of Monetary Policy 

Monetary policy is not the only force acting on output, employment, and 
prices.  Many other factors affect aggregate demand and aggregate supply 
and, consequently, the economic position of households and businesses.  
Some of these factors can be anticipated and built into spending and other 
economic decisions, and some come as a surprise.  On the demand side, 
the government inf luences the economy through changes in taxes and 
spending programs, which typically receive a lot of public attention and 
are therefore anticipated.  For example, the effect of a tax cut may precede 
its actual implementation as businesses and households alter their spend-
ing in anticipation of the lower taxes.  Also, forward-looking financial 
markets may build such fiscal events into the level and structure of interest 
rates, so that a stimulative measure, such as a tax cut, would tend to raise 
the level of interest rates even before the tax cut becomes effective, which 
will have a restraining effect on demand and the economy before the fiscal 
stimulus is actually applied. 

Other changes in aggregate demand and supply can be totally unpredict-
able and inf luence the economy in unforeseen ways.  Examples of such 
shocks on the demand side are shifts in consumer and business confidence, 
and changes in the lending posture of commercial banks and other credi-
tors.  Lessened confidence regarding the outlook for the economy and 
labor market or more restrictive lending conditions tend to curb business 
and household spending.  On the supply side, natural disasters, disruptions 
in the oil market that reduce supply, agricultural losses, and slowdowns in 
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productivity growth are examples of adverse supply shocks.  Such shocks 
tend to raise prices and reduce output.  Monetary policy can attempt to 
counter the loss of output or the higher prices but cannot fully offset both. 

In practice, as previously noted, monetary policy makers do not have up-
to-the-minute information on the state of the economy and prices.  Useful 
information is limited not only by lags in the construction and availability 
of key data but also by later revisions, which can alter the picture consid-
erably.  Therefore, although monetary policy makers will eventually be 
able to offset the effects that adverse demand shocks have on the economy, 
it will be some time before the shock is fully recognized and—given the 
lag between a policy action and the effect of the action on aggregate de-
mand—an even longer time before it is countered.  Add to this the un-
certainty about how the economy will respond to an easing or tightening 
of policy of a given magnitude, and it is not hard to see how the economy 
and prices can depart from a desired path for a period of time. 

The statutory goals of maximum employment and stable prices are easier 
to achieve if the public understands those goals and believes that the 
Federal Reserve will take effective measures to achieve them.  For ex-
ample, if the Federal Reserve responds to a negative demand shock to the 
economy with an aggressive and transparent easing of policy, businesses 
and consumers may believe that these actions will restore the economy to 
full employment; consequently, they may be less inclined to pull back on 
spending because of concern that demand may not be strong enough to 
warrant new business investment or that their job prospects may not war-
rant the purchase of big-ticket household goods.  Similarly, a credible anti-
inf lation policy will lead businesses and households to expect less wage 
and price inf lation; workers then will not feel the same need to protect 
themselves by demanding large wage increases, and businesses will be less 
aggressive in raising their prices, for fear of losing sales and profits.  As a 
result, inf lation will come down more rapidly, in keeping with the policy-
related slowing in growth of aggregate demand, and will give rise to less 
slack in product and resource markets than if workers and businesses con-
tinued to act as if inf lation were not going to slow. 

Guides to Monetary Policy 

Although the goals of monetary policy are clearly spelled out in law, the 
means to achieve those goals are not.  Changes in the FOMC’s target 
federal funds rate take some time to affect the economy and prices, and 
it is often far from obvious whether a selected level of the federal funds 
rate will achieve those goals.  For this reason, some have suggested that 
the Federal Reserve pay close attention to guides that are intermediate 
between its operational target—the federal funds rate—and the economy. 
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Among those frequently mentioned are monetary aggregates, the level 
and structure of interest rates, the so-called Taylor rule (discussed on page 
23), and foreign exchange rates.  Some suggest that one of these guides be 
selected as an intermediate target—that is, that a specific formal objective 
be set for the intermediate target and pursued aggressively with the policy 
instruments.  Others suggest that these guides be used more as indictors, 
to be monitored regularly; in other words, the Federal Reserve could 
establish a reference path for the intermediate variable that it thought to 
be consistent with achieving the final goals of monetary policy, and actual 
outcomes departing appreciably from that path would be seen as suggesting 
that the economy might be drifting off course and that a policy adjustment 
might be necessary. 

Monetary Aggregates 

Monetary aggregates have at times been advocated as guides to monetary 
policy on the grounds that they may have a fairly stable relationship with 
the economy and can be controlled to a reasonable extent by the central 
bank, either through control over the supply of balances at the Federal 
Reserve or the federal funds rate.  An increase in the federal funds rate 
(and other short-term interest rates), for example, will reduce the attrac-
tiveness of holding money balances relative to now higher-yielding money 
market instruments and thereby reduce the amount of money demanded 
and slow growth of the money stock.  There are a few measures of the 
money stock—ranging from the transactions-dominated M1 to the broad-
er M2 and M3 measures, which include other liquid balances—and these 
aggregates have different behaviors.  (See page 22 for a description of the 
composition of the monetary aggregates.) 

Ordinarily, the rate of money growth sought over time would be equal 
to the rate of nominal GDP growth implied by the objective for inf la-
tion and the objective for growth in real GDP.  For example, if the ob-
jective for inf lation is 1 percent in a given year and the rate of growth in 
real GDP associated with achieving maximum employment is 3 percent, 
then the guideline for growth in the money stock would be 4 percent.  
However, the relation between the growth in money and the growth in 
nominal GDP, known as “velocity,” can vary, often unpredictably, and 
this uncertainty can add to difficulties in using monetary aggregates as a 
guide to policy.  Indeed, in the United States and many other countries 
with advanced financial systems over recent decades, considerable slip-
page and greater complexity in the relationship between money and GDP 
have made it more difficult to use monetary aggregates as guides to policy. 
In addition, the narrow and broader aggregates often give very different 
signals about the need to adjust policy.  Accordingly, monetary aggregates 
have taken on less importance in policy making over time. 
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The Components of the Monetary Aggregates 

The Federal Reserve publishes data on three monetary aggre-
gates.  The first, M1, is made up of types of money commonly 
used for payment, basically currency and checking deposits.  The 
second, M2, includes M1 plus balances that generally are similar 
to transaction accounts and that, for the most part, can be con-
verted fairly readily to M1 with little or no loss of principal.  The 
M2 measure is thought to be held primarily by households.  The 
third aggregate, M3, includes M2 plus certain accounts that are 
held by entities other than individuals and are issued by banks and 
thrift institutions to augment M2-type balances in meeting credit 
demands; it also includes balances in money market mutual funds 
held by institutional investors. 

The aggregates have had different roles in monetary policy as their 
reliability as guides has changed.  The following details their prin-
cipal components: 

M1 Currency (and traveler’s checks) 
Demand deposits 
NOW and similar interest-earning checking accounts 

M2 M1  
Savings deposits and money market deposit accounts 
Small time deposits1 

Retail money market mutual fund balances2 

M3 M2  
Large time deposits 
Institutional money market mutual fund balances 
Repurchase agreements

 Eurodollars  

1. Time deposits in amounts of less than $100,000, excluding balances in 
IRA and Keogh accounts at depository institutions. 

2. Excludes balances held in IRA and Keogh accounts with money market 
mutual funds. 
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Interest Rates 

Interest rates have frequently been proposed as a guide to policy, not only 
because of the role they play in a wide variety of spending decisions but 
also because information on interest rates is available on a real-time basis. 
Arguing against giving interest rates the primary role in guiding monetary 
policy is uncertainty about exactly what level or path of interest rates is 
consistent with the basic goals of monetary policy.  The appropriate level 
of interest rates will vary with the stance of fiscal policy, changes in the 
pattern of household and business spending, productivity growth, and 
economic developments abroad.  It can be difficult not only to gauge the 
strength of these forces but also to translate them into a path for interest 
rates. 

The slope of the yield curve (that is, the difference between the interest 
rate on longer-term and shorter-term instruments) has also been suggested 
as a guide to monetary policy.  Whereas short-term interest rates are 
strongly inf luenced by the current setting of the policy instrument, 
longer-term interest rates are inf luenced by expectations of future short-
term interest rates and thus by the longer-term effects of monetary policy 
on inf lation and output.  For example, a yield curve with a steeply positive 
slope (that is, longer-term interest rates far above short-term rates) may be 
a signal that participants in the bond market believe that monetary policy 
has become too expansive and thus, without a monetary policy correc-
tion, more inf lationary.  Conversely, a yield curve with a downward slope 
(short-term rates above longer rates) may be an indication that policy is 
too restrictive, perhaps risking an unwanted loss of output and employment. 
However, the yield curve is also inf luenced by other factors, including 
prospective fiscal policy, developments in foreign exchange markets, and 
expectations about the future path of monetary policy.  Thus, signals from 
the yield curve must be interpreted carefully. 

The Taylor Rule 

The “Taylor rule,” named after the prominent economist John Taylor, is 
another guide to assessing the proper stance of monetary policy.  It relates 
the setting of the federal funds rate to the primary objectives of monetary 
policy—that is, the extent to which inf lation may be departing from 
something approximating price stability and the extent to which out-
put and employment may be departing from their maximum sustainable 
levels.  For example, one version of the rule calls for the federal funds rate 
to be set equal to the rate thought to be consistent in the long run with 
the achievement of full employment and price stability plus a component 
based on the gap between current inf lation and the inf lation objective 
less a component based on the shortfall of actual output from the full-
employment level.  If inf lation is picking up, the Taylor rule prescribes 
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the amount by which the federal funds rate would need to be raised or, 
if output and employment are weakening, the amount by which it would 
need to be lowered.  The specific parameters of the formula are set to 
describe actual monetary policy behavior over a period when policy is 
thought to have been fairly successful in achieving its basic goals. 

Although this guide has appeal, it too has shortcomings.  The level of 
short-term interest rates associated with achieving longer-term goals, a 
key element in the formula, can vary over time in unpredictable ways.  
Moreover, the current rate of inf lation and position of the economy in 
relation to full employment are not known because of data lags and diffi-
culties in estimating the full-employment level of output, adding another 
layer of uncertainty about the appropriate setting of policy. 

Foreign Exchange Rates 

Exchange rate movements are an important channel through which 
monetary policy affects the economy, and exchange rates tend to respond 
promptly to a change in the federal funds rate.  Moreover, information 
on exchange rates, like information on interest rates, is available continu-
ously throughout the day. 

Interpreting the meaning of movements in exchange rates, however, can 
be difficult.  A decline in the foreign exchange value of the dollar, for ex-
ample, could indicate that monetary policy has become, or is expected to 
become, more accommodative, resulting in inf lation risks.  But exchange 
rates respond to other inf luences as well, notably developments abroad; 
so a weaker dollar on foreign exchange markets could instead ref lect 
higher interest rates abroad, which make other currencies more attrac-
tive and have fewer implications for the stance of U.S. monetary policy 
and the performance of the U.S. economy.  Conversely, a strengthening 
of the dollar on foreign exchange markets could ref lect a move to a more 
restrictive monetary policy in the United States—or expectations of such 
a move.  But it also could ref lect expectations of a lower path for interest 
rates elsewhere or a heightened perception of risk in foreign financial as-
sets relative to U.S. assets. 

Some have advocated taking the exchange rate guide a step further and 
using monetary policy to stabilize the dollar’s value in terms of a par-
ticular currency or in terms of a basket of currencies.  However, there 
is a great deal of uncertainty about which level of the exchange rate is 
most consistent with the basic goals of monetary policy, and selecting the 
wrong rate could lead to a protracted period of def lation and economic 
slack or to an overheated economy.  Also, attempting to stabilize the ex-
change rate in the face of a disturbance from abroad would short-circuit 
the cushioning effect that the associated movement in the exchange rate 
would have on the U.S. economy. 
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Conclusion 

All of the guides to monetary policy discussed here have something to do 
with the transmission of monetary policy to the economy.  All have cer-
tain advantages; however, none has shown so consistently close a relation-
ship with the ultimate goals of monetary policy that it can be relied on 
alone.  Consequently, monetary policy makers have tended to use a broad 
range of indicators—those mentioned above along with many others, 
including the actual behavior of output and prices—to judge trends in the 
economy and to assess the stance of monetary policy. 

Such an eclectic approach enables the Federal Reserve and other central 
banks to use all the available information in conducting monetary policy.  
This tack may be especially important as market structures and economic 
processes change in ways that reduce the utility of any single indictor.  
However, a downside to such an approach is the difficulty it poses in 
communicating the central bank’s intentions to the public; the lack of a 
relatively simple set of procedures may make it difficult for the public to 
understand the actions of the Federal Reserve and to judge whether those 
actions are consistent with achieving its statutory goals. This downside 
risk can be mitigated if the central bank develops a track record of achiev-
ing favorable policy outcomes when no single guide to policy has proven 
reliable. 
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 3 The Implementation of Monetary Policy 

The Federal Reserve exercises considerable control over the 
demand for and supply of balances that depository institutions 
hold at the Reserve Banks. In so doing, it influences the federal 
funds rate and, ultimately, employment, output, and prices. 

The Federal Reserve implements U.S. monetary policy by affecting con-
ditions in the market for balances that depository institutions hold at the 
Federal Reserve Banks.  The operating objectives or targets that it has 
used to effect desired conditions in this market have varied over the years. 
At one time, the FOMC sought to achieve a specific quantity of balances, 
but now it sets a target for the interest rate at which those balances are 
traded between depository institutions—the federal funds rate.  (See “Op-
erational Approaches over the Years” on page 28.) By conducting open 
market operations, imposing reserve requirements, permitting depository 
institutions to hold contractual clearing balances, and extending credit 
through its discount window facility, the Federal Reserve exercises con-
siderable control over the demand for and supply of Federal Reserve bal-
ances and the federal funds rate.  Through its control of the federal funds 
rate, the Federal Reserve is able to foster financial and monetary condi-
tions consistent with its monetary policy objectives. 

The Market for Federal Reserve Balances 

The Federal Reserve inf luences the economy through the market for 
balances that depository institutions maintain in their accounts at Federal 
Reserve Banks.  Depository institutions make and receive payments on 
behalf of their customers or themselves in these accounts.  The end-of-
day balances in these accounts are used to meet reserve and other bal-
ance requirements.  If a depository institution anticipates that it will end 
the day with a larger balance than it needs, it can reduce that balance in 
several ways, depending on how long it expects the surplus to persist.  For 
example, if it expects the surplus to be temporary, the institution can lend 
excess balances in financing markets, such as the market for repurchase 
agreements or the market for federal funds. 
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Operational Approaches over the Years 

The Federal Reserve can try to achieve a desired quantity of bal-
ances at the Federal Reserve Banks or a desired price of those 
balances (the federal funds rate), but it may not be able to achieve 
both at once.  The greater the emphasis on a quantity objective, 
the more short-run changes in the demand for balances will inf lu-
ence the federal funds rate.  Conversely, the greater the emphasis 
on a funds-rate objective, the more shifts in demand will inf luence 
the quantity of balances at the Federal Reserve.  Over the years, 
the Federal Reserve has used variations of both of these operational 
approaches. 

During most of the 1970s, the Federal Reserve targeted the price 
of Federal Reserve balances.  The FOMC would choose a target 
federal funds rate that it thought would be consistent with its ob-
jective for M1 growth over short intervals of time.  The funds-rate 
target would be raised or lowered if M1 growth significantly ex-
ceeded or fell short of the desired rate.  At times, large rate move-
ments were needed to bring money growth back in line with the 
target, but the extent of the necessary policy adjustment was not 
always gauged accurately.  Moreover, there appears to have been 
some reluctance to permit substantial variation in the funds rate. 
As a result, the FOMC did not have great success in combating 
the increase in inf lationary pressures that resulted from oil-price 
shocks and excessive money growth over the decade.  

By late 1979, the FOMC recognized that a change in tactics was 
necessary.  In October, the Federal Reserve began to target the 
quantity of reserves—the sum of balances at the Federal Reserve 
and cash in the vaults of depository institutions that is used to 
meet reserve requirements—to achieve greater control over M1 
and bring down inf lation.  In particular, the operational objective 
for open market operations was a specific level of nonborrowed 
reserves, or total reserves less the quantity of discount window 
borrowing.  A predetermined target path for nonborrowed reserves 
was based on the FOMC’s objectives for M1.  If M1 grew faster 
than the objective, required reserves, which were linked to M1 
through the required reserve ratios, would expand more quickly 
than nonborrowed reserves.  With the fixed supply of nonbor-
rowed reserves falling short of demand, banks would bid up the 
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federal funds rate, sometimes sharply.  The rise in short-term inter-
est rates would eventually damp M1 growth, and M1 would be 
brought back toward its targeted path. 

By late 1982, it had become clear that the combination of interest 
rate deregulation and financial innovation had weakened the his-
torical link between M1 and the economic objectives of monetary 
policy.  The FOMC began to make more discretionary decisions 
about money market conditions, using a wider array of economic 
and financial variables to judge the need for adjustments in short-
term interest rates.  In the day-to-day implementation of open 
market operations, this change was manifested in a shift of focus 
from a nonborrowed-reserve target to a borrowed-reserve 
target.  The Federal Reserve routinely supplied fewer nonbor-
rowed reserves than the estimated demand for total reserves, thus 
forcing depository institutions to meet their remaining need for 
reserves by borrowing at the discount window.  The total amount 
borrowed was limited, however, even though the discount rate was 
generally below the federal funds rate, because access to discount 
window credit was restricted.  In particular, depository institutions 
were required to pursue all other reasonably available sources of 
funds, including those available in the federal funds market, before 
credit was granted.  During the time it was targeting borrowed 
reserves, the Federal Reserve inf luenced the level of the federal 
funds rate by controlling the extent to which depository institu-
tions had to turn to the discount window.  When it wanted to ease 
monetary policy, it would reduce the borrowed-reserve target and 
supply more nonborrowed reserves to meet estimated demand. 
With less pressure to borrow from the discount window, deposi-
tory institutions would bid less aggressively for balances at the 
Federal Reserve and the federal funds rate would fall. 

Beginning in the mid-1980s, spreading doubts about the financial 
health of some depository institutions led to an increasing reluc-
tance on the part of many institutions to borrow at the discount 
window, thus weakening the link between borrowing and the 
federal funds rate. Consequently, the Federal Reserve increasingly 
sought to attain a specific level of the federal funds rate rather than 
a targeted amount of borrowed reserves.  In July 1995, the FOMC 
began to announce its target for the federal funds rate. 
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In the federal funds market, depository institutions actively trade balances 
held at the Federal Reserve with each other, usually overnight, on an 
uncollateralized basis.  Institutions with surplus balances in their accounts 
lend those balances to institutions in need of larger balances. The federal 
funds rate—the interest rate at which these transactions occur—is an im-
portant benchmark in financial markets.  Daily f luctuations in the federal 
funds rate ref lect demand and supply conditions in the market for Federal 
Reserve balances. 

Demand for Federal Reserve Balances 

The demand for Federal Reserve balances has three components: required 
reserve balances, contractual clearing balances, and excess reserve balances. 

Required Reserve Balances 

Required reserve balances are balances that a depository institution must 
hold with the Federal Reserve to satisfy its reserve requirement.  Reserve 
requirements are imposed on all depository institutions—which include 
commercial banks, savings banks, savings and loan associations, and credit 
unions—as well as U.S. branches and agencies of foreign banks and other 

The Market for Balances at the Federal Reserve 
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domestic banking entities that engage in international transactions.  Since 
the early 1990s, reserve requirements have been applied only to transaction 
deposits, which include demand deposits and interest-bearing accounts that 
offer unlimited checking privileges.  An institution’s reserve requirement is 
a fraction of such deposits; the fraction—the required reserve ratio—is set 
by the Board of Governors within limits prescribed in the Federal Reserve 
Act.  A depository institution’s reserve requirement expands or contracts 
with the level of its transaction deposits and with the required reserve 
ratio set by the Board.  In practice, the changes in required reserves ref lect 
movements in transaction deposits because the Federal Reserve adjusts the 
required reserve ratio only infrequently. 

A depository institution satisfies its reserve requirement by its holdings of 
vault cash (currency in its vault) and, if vault cash is insufficient to meet 
the requirement, by the balance maintained directly with a Federal Re-
serve Bank or indirectly with a pass-through correspondent bank (which 
in turn holds the balances in its account at the Federal Reserve).  The 
difference between an institution’s reserve requirement and the vault cash 
used to meet that requirement is called the required reserve balance.  If 
the balance maintained by the depository institution does not satisfy its 
reserve balance requirement, the deficiency may be subject to a charge. 

Contractual Clearing Balances 

Depository institutions use their accounts at Federal Reserve Banks not 
only to satisfy their reserve balance requirements but also to clear many 
financial transactions.  Given the volume and unpredictability of transac-
tions that clear through their accounts every day, depository institutions 
seek to hold an end-of-day balance that is high enough to protect against 
unexpected debits that could leave their accounts overdrawn at the end of 
the day and against any resulting charges, which could be quite large.  If a 
depository institution finds that targeting an end-of-day balance equal to 
its required reserve balance provides insufficient protection against over-
drafts, it may establish a contractual clearing balance (sometimes referred 
to as a required clearing balance). 

A contractual clearing balance is an amount that a depository institution 
agrees to hold at its Reserve Bank in addition to any required reserve 
balance.  In return, the depository institution earns implicit interest, in 
the form of earnings credits, on the balance held to satisfy its contractual 
clearing balance.  It uses these credits to defray the cost of the Federal 
Reserve services it uses, such as check clearing and wire transfers of funds 
and securities.  If the depository institution fails to satisfy its contractual 
requirement, the deficiency is subject to a charge.  
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Purchases or sales 
of securities by the 
Federal Reserve, 
whether outright 
or temporary, are 
called open market 
operations. 

Excess Reserve Balances 

A depository institution may hold balances at its Federal Reserve Bank in 
addition to those it must hold to meet its reserve balance requirement and 
its contractual clearing balance; these balances are called excess reserve 
balances (or excess reserves). In general, a depository institution attempts 
to keep excess reserve balances at low levels because balances at the Fed-
eral Reserve do not earn interest.  However, a depository institution may 
aim to hold some positive excess reserve balances at the end of the day as 
additional protection against an overnight overdraft in its account or the 
risk of failing to hold enough balances to satisfy its reserve or clearing bal-
ance requirement.  This desired cushion of balances can vary considerably 
from day to day, depending in part on the volume and uncertainty about 
payments f lowing through the institution’s account.  The daily demand 
for excess reserve balances is the least-predictable component of the de-
mand for balances.  (See table 3.1 for data on required reserve balances, 
contractual clearing balances, and excess reserve balances.) 

Table 3.1 

Measures of aggregate balances, 2001–2004 
Billions of dollars; annual averages of daily data 

Year Required 
reserve  

balances 

Contractual 
clearing  
balances 

Excess 
reserve  

balances 

2001 7.2 7.0 2.8 

2002 8.0 9.7 1.5 

2003 10.0 11.0 1.8 

2004 11.0 10.4 1.6 

Supply of Federal Reserve Balances 

The supply of Federal Reserve balances to depository institutions comes 
from three sources:  the Federal Reserve’s portfolio of securities and re-
purchase agreements; loans from the Federal Reserve through its discount 
window facility; and certain other items on the Federal Reserve’s balance 
sheet known as autonomous factors.  

Securities Portfolio 

The most important source of balances to depository institutions is the 
Federal Reserve’s portfolio of securities.  The Federal Reserve buys and 
sells securities either on an outright (also called permanent) basis or tem-
porarily in the form of repurchase agreements and reverse repurchase 
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agreements.  Purchases or sales of securities by the Federal Reserve, 
whether outright or temporary, are called open market operations, and 
they are the Federal Reserve’s principal tool for inf luencing the supply 
of balances at the Federal Reserve Banks.  Open market operations are 
conducted to align the supply of balances at the Federal Reserve with the 
demand for those balances at the target rate set by the FOMC.  

Purchasing securities or arranging a repurchase agreement increases the 
quantity of balances because the Federal Reserve creates balances when it 
credits the account of the seller’s depository institution at the Federal Re-
serve for the amount of the transaction; there is no corresponding offset in 
another institution’s account.  Conversely, selling securities or conducting 
a reverse repurchase agreement decreases the quantity of Federal Reserve 
balances because the Federal Reserve extinguishes balances when it debits 
the account of the purchaser’s depository institution at the Federal Re-
serve; there is no corresponding increase in another institution’s account.  
In contrast, when financial institutions, business firms, or individuals buy 
or sell securities among themselves, the credit to the account of the seller’s 
depository institution is offset by the debit to the account of the purchas-
er’s depository institution; so existing balances held at the Federal Re-
serve are redistributed from one depository institution to another without 
changing the total available.  

Discount Window Lending 

The supply of Federal Reserve balances increases when depository institu-
tions borrow from the Federal Reserve’s discount window.  Access to dis-
count window credit is established by rules set by the Board of Governors, 
and loans are made at interest rates set by the Reserve Banks and approved 
by the Board.  Depository institutions decide to borrow based on the level 
of the lending rate and their liquidity needs.  Beginning in early 2003, 
rates for discount window loans have been set above prevailing market 
rates (see “Major Revision to Discount Window Programs” on page 47). 
As a result, depository institutions typically will borrow from the discount 
window in significant volume only when overall market conditions have 
tightened enough to push the federal funds rate up close to the discount 
rate.  Overall market conditions tend to tighten to such an extent only 
infrequently, so the volume of balances supplied through the discount 
window is usually only a small portion of the total supply of Federal Re-
serve balances.  However, at times of market disruptions, such as after the 
terrorist attacks in 2001, loans extended through the discount window can 
supply a considerable volume of Federal Reserve balances. 

Autonomous Factors 

The supply of balances can vary substantially from day to day because of 
movements in other items on the Federal Reserve’s balance sheet (table 

The supply of 
Federal Reserve 
balances increases 
when depository 
institutions borrow 
from the Federal 
Reserve’s discount 
window. 
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3.2). These so-called autonomous factors are generally outside the Federal 
Reserve’s direct day-to-day control.  The most important of these factors 
are Federal Reserve notes, the Treasury’s balance at the Federal Reserve, 
and Federal Reserve f loat. 

The largest autonomous factor is Federal Reserve notes.  When a deposi-
tory institution needs currency, it places an order with a Federal Reserve 
Bank.  When the Federal Reserve fills the order, it debits the account of 
the depository institution at the Federal Reserve, and total Federal Re-
serve balances decline.  The amount of currency demanded tends to grow 
over time, in part ref lecting increases in nominal spending as the economy 
grows.  Consequently, an increasing volume of balances would be extin-
guished, and the federal funds rate would rise, if the Federal Reserve did 
not offset the contraction in balances by purchasing securities.  Indeed, the 
expansion of Federal Reserve notes is the primary reason that the Federal 
Reserve’s holdings of securities grow over time. 

Table 3.2 

Consolidated balance sheet of the Federal Reserve Banks, 
December 31, 2004 
Millions of dollars 

Assets Liabilities 

Securities 717,819 Federal Reserve notes 719,436 

Repurchase agreements 33,000 Reverse repurchase agreements 30,783 

Loans 43 Balance, U.S. Treasury account 5,912 

Float 927 Other liabilities and capital 27,745 

All other assets 56,130 Balances, all depository institutions 24,043 

Another important factor is the balance in the U.S. Treasury’s account at 
the Federal Reserve.  The Treasury draws on this account to make pay-
ments by check or direct deposit for all types of federal spending.  When 
these payments clear, the Treasury’s account is reduced and the account of 
the depository institution for the person or entity that receives the funds is 
increased.  The Treasury is not a depository institution, so a payment by 
the Treasury to the public (for example, a Social Security payment) raises 
the volume of Federal Reserve balances available to depository institutions. 
Movements in the Treasury’s balance at the Federal Reserve tend to be less 
predictable following corporate and individual tax dates, especially in the 
weeks following the April 15 deadline for federal income tax payments. 

Federal Reserve f loat is created when the account of the depository insti-
tution presenting a check for payment is credited on a different day than 
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the account of the depository institution on which the check is drawn 
is debited.  This situation can arise because credit is granted to the pre-
senting depository institution on a preset schedule, whereas the paying 
institution’s account is not debited until the check is presented to it.  Float 
temporarily adds Federal Reserve balances when there is a delay in debit-
ing the paying institution’s account because the two depository institu-
tions essentially are credited with the same balances.  Float temporarily 
drains balances when the paying institution’s account is debited before the 
presenting institution receives credit under the schedule.  Float tends to 
be quite high and variable following inclement weather that disrupts the 
normal check-delivery process. 

Controlling the Federal Funds Rate 

The Federal Reserve’s conduct of open market operations, its policies 
related to required reserves and contractual clearing balances, and its lend-
ing through the discount window all play important roles in keeping the 
federal funds rate close to the FOMC’s target rate.  Open market opera-
tions are the most powerful and often-used tool for controlling the funds 
rate.  These operations, which are arranged nearly every business day, are 
designed to bring the supply of Federal Reserve balances in line with the 
demand for those balances at the FOMC’s target rate.  Required reserve 
balances and contractual clearing balances facilitate the conduct of open 
market operations by creating a predictable demand for Federal Reserve 
balances.  If, even after an open market operation is arranged, the supply 
of balances falls short of demand, then discount window lending provides 
a mechanism for expanding the supply of balances to contain pressures on 
the funds rate. 

Reserve balance requirements and contractual clearing balances need to 
be met only on average over a so-called reserve maintenance period, not 
each day.  This structure gives depository institutions considerable f lex-
ibility in managing their end-of-day balances at the Federal Reserve from 
one day to the next.  This f lexibility helps smooth f luctuations in the 
federal funds rate.  If a depository institution finds that its balance at the 
Federal Reserve is unexpectedly high on one day (for instance, because 
a customer made an unexpected deposit or an expected payment was not 
made), it does not have to offer to lend the extra balance at very low rates; 
it can absorb the surplus by choosing to hold lower balances in the re-
maining days of the maintenance period and still meet its balance require-
ments.  Holding a lower balance on a subsequent day of the period does 
not necessarily increase the likelihood that the depository institution will 
incur an overnight overdraft if the sum of its required reserve balance and 
contractual clearing balance is high relative to its payment needs.  This 
f lexibility in managing account balances protects against variations in the 
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demand for and supply of Federal Reserve balances that would otherwise 
put pressure on the federal funds rate. 

Reserve balance requirements and contractual clearing balances also help 
create a predictable demand for balances at the Federal Reserve.  With-
out reserve balance requirements or contractual clearing balances, many 
depository institutions would still hold positive balances at the Federal 
Reserve to facilitate payments on behalf of themselves or their customers 
and to avoid having a negative balance in their account at the end of the 
day.  The exact amount of balances that depository institutions want to 
hold at the Federal Reserve at the end of the day for clearing purposes can 
vary considerably from day to day, often depending on the volume and 
uncertainty of the payment f lows through their accounts.  These demands 
are very difficult for the Federal Reserve to forecast.  When the level of 
reserve balance requirements, contractual clearing balances, or the sum 
of the two make it necessary for depository institutions to hold balances 
above the shifting and unpredictable level needed for clearing purposes, 
the Federal Reserve can more accurately determine the demand for Fed-
eral Reserve balances and, by manipulating the supply of Federal Reserve 
balances through open market operations, more readily attain the target 
funds rate. 

The remainder of this chapter takes a more detailed look at open market 
operations, reserve requirements, contractual clearing balances, and the 
discount window. 

Open Market Operations 

In theory, the Federal Reserve could conduct open market operations by 
purchasing or selling any type of asset.  In practice, however, most assets 
cannot be traded readily enough to accommodate open market operations. 
For open market operations to work effectively, the Federal Reserve 
must be able to buy and sell quickly, at its own convenience, in whatever 
volume may be needed to keep the federal funds rate at the target level.  
These conditions require that the instrument it buys or sells be traded in a 
broad, highly active market that can accommodate the transactions with-
out distortions or disruptions to the market itself. 

The market for U.S. Treasury securities satisfies these conditions.  The 
U.S. Treasury securities market is the broadest and most active of U.S. 
financial markets.  Transactions are handled over the counter, not on an 
organized exchange.  Although most of the trading occurs in New York 
City, telephone and computer connections link dealers, brokers, and 
customers—regardless of their location—to form a global market. 
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Composition of the Federal Reserve’s Portfolio 

The overall size of the Federal Reserve’s holdings of Treasury securities 
depends principally on the growth of  Federal Reserve notes; however, 
the amounts and maturities of the individual securities held depends on 
the FOMC’s preferences for liquidity.  The Federal Reserve has guidelines 
that limit its holdings of individual Treasury securities to a percentage of 
the total amount outstanding.  These guidelines are designed to help the 
Federal Reserve manage the liquidity and average maturity of the Sys-
tem portfolio.  The percentage limits under these guidelines are larger for 
shorter-dated issues than longer-dated ones.  Consequently, a sizable share 
of the Federal Reserve’s holdings is held in Treasury securities with re-
maining maturities of one year or less.  This structure provides the Federal 
Reserve with the ability to alter the composition of its assets quickly when 
developments warrant.  At the end of 2004, the Federal Reserve’s holdings 
of Treasury securities were about evenly weighted between those with 
maturities of one year or less and those with maturities greater than one 
year (table 3.3). 

Table 3.3 

U.S. Treasury securities held in the Federal Reserve’s open 
market account, December 31, 2004 
Billions of dollars 

Remaining maturity U.S. Treasury securities 

1 year or less 379.4 

More than 1 year to 5 years 208.3 

More than 5 years to 10 years 54.4 

More than 10 years 75.8

 Total  717.8  

The Conduct of Open Market Operations 

The Federal Reserve Bank of New York conducts open market operations 
for the Federal Reserve, under an authorization from the Federal Open 
Market Committee.  The group that carries out the operations is com-
monly referred to as “the Open Market Trading Desk” or “the Desk.”  
The Desk is permitted by the FOMC’s authorization to conduct business 
with U.S. securities dealers and with foreign official and international 
institutions that maintain accounts at the Federal Reserve Bank of New 
York.  The dealers with which the Desk transacts business are called pri-
mary dealers.  The Federal Reserve requires primary dealers to meet the 
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capital standards of their primary regulators and satisfy other criteria con-
sistent with being a meaningful and creditworthy counterparty.  All open 
market operations transacted with primary dealers are conducted through 
an auction process. 

Each day, the Desk must decide whether to conduct open market opera-
tions, and, if so, the types of operations to conduct.  It examines forecasts 
of the daily supply of Federal Reserve balances from autonomous fac-
tors and discount window lending.  The forecasts, which extend several 
weeks into the future, assume that the Federal Reserve abstains from open 
market operations.  These forecasts are compared with projections of the 
demand for balances to determine the need for open market operations.  
The decision about the types of operations to conduct depends on how 
long a deficiency or surplus of Federal Reserve balances is expected to 
last.  If staff projections indicate that the demand for balances is likely to 
exceed the supply of balances by a large amount for a number of weeks or 
months, the Federal Reserve may make outright purchases of securities or 
arrange longer-term repurchase agreements to increase supply.  Converse-
ly, if the projections suggest that demand is likely to fall short of supply, 
then the Federal Reserve may sell securities outright or redeem maturing 
securities to shrink the supply of balances. 

Even after accounting for planned outright operations or long-term re-
purchase agreements, there may still be a short-term need to alter Federal 
Reserve balances.  In these circumstances, the Desk assesses whether the 
federal funds rate is likely to remain near the FOMC’s target rate in light 
of the estimated imbalance between supply and demand.  If the funds 
rate is likely to move away from the target rate, then the Desk will ar-
range short-term repurchase agreements, which add balances, or reverse 
repurchase agreements, which drain balances, to better align the supply of 
and demand for balances.  If the funds rate is likely to remain close to the 
target, then the Desk will not arrange a short-term operation.  Short-term 
temporary operations are much more common than outright transactions 
because daily f luctuations in autonomous factors or the demand for ex-
cess reserve balances can create a sizable imbalance between the supply of 
and demand for balances that might cause the federal funds rate to move 
significantly away from the FOMC’s target.   

Outright Purchases and Sales 

The Federal Reserve tends to conduct far more outright purchases than 
outright sales or redemptions of securities primarily because it must offset 
the drain of balances resulting from the public’s increasing demand for 
Federal Reserve notes (table 3.4). When the Desk decides to buy securi-
ties in an outright operation, it first determines how much it wants to buy 
to address the mismatch between supply and demand.  It then divides that 
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amount into smaller portions and makes a series of purchases in different 
segments of the maturity spectrum, rather than buying securities across all 
maturities at once, in order to minimize the impact on market prices. 

When the projections indicate a need to drain Federal Reserve balances, 
the Desk may choose to sell securities or to redeem maturing securi-
ties.  Sales of securities are extremely rare.  By redeeming some maturing 
securities, rather than exchanging all of them for new issues, the Federal 
Reserve can reduce the size of its holdings gradually without having to 
enter the market.  Redemptions drain Federal Reserve balances when the 
Treasury takes funds out of its accounts at depository institutions, transfers 
those funds to its account at the Federal Reserve, and then pays the Fed-
eral Reserve for the maturing issues. 

Table 3.4 

Federal Reserve System outright transactions, 2001–2004 
Billions of dollars 

Transaction 2001 2002 2003 2004 

Purchases 68.5 54.2 36.8 50.5 

Redemptions 26.9 — — — 

Total 95.4 54.2 36.8 50.5 

Purchases from and sales to foreign official and international customers en-
able the Federal Reserve to make small adjustments to its portfolio without 
formally entering the market. These transactions occur at market prices. 
The size of the buy or sell orders of these customers and the projected 
need for open market operations determine whether the Desk chooses to 
arrange these customer transactions directly with the Federal Reserve, in 
which case they affect Federal Reserve balances, or to act as agent by con-
ducting the transactions in the market, with no effect on balances. 

Repurchase Agreements 

The Federal Reserve frequently arranges repurchase agreements to add 
Federal Reserve balances temporarily (table 3.5).  In these transactions, it 
acquires a security from a primary dealer under an agreement to return 
the security on a specified date.  Most repurchase agreements have an 
overnight term, although short-term repurchase agreements with ma-
turities of two to thirteen days are also arranged to address shortages in 
Federal Reserve balances that are expected to extend over several days.  
Longer-term repurchase agreements are used to address more-persistent 
needs.  The Federal Reserve accepts Treasury, federal agency, and mort-
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gage-backed securities guaranteed by federal agencies as collateral for its 
repurchase agreements. 

Table 3.5 

Federal Reserve System temporary transactions, 2001–2004 
Volume in billions of dollars 

2001 
Num. Vol. 

2002 
Num. Vol. 

2003 
Num. Vol. 

2004 
Num. Vol. 

Repurchase 
 agreements1 

305 1,497.7 262 1,143.1 288 1,522.9 299 1,876.9

Matched  sale–  
 purchase
 transactions/
 Reverse
 repurchase
 agreements2 

10  25.0  7  11.3  10  22.8  2  4.8

1. Includes all types of repurchase agreements. 
2. Reverse repurchase agreements after 2003. 

Reverse Repurchase Agreements 

When the Federal Reserve needs to absorb Federal Reserve balances tem-
porarily, it enters into reverse repurchase agreements with primary dealers. 
These transactions involve selling a Treasury security to a primary dealer 
under an agreement to receive the security back on a specified date.  As 
in repurchase agreement transactions, these operations are arranged on an 
auction basis.  When the Federal Reserve transfers the collateral (usually 
a Treasury bill) to the dealer, the account of the dealer’s clearing bank at 
the Federal Reserve is debited, and total Federal Reserve balances decline. 
When the transaction unwinds, the account of the dealer’s clearing bank is 
credited and total balances increase. 

Every business day, the Federal Reserve also arranges reverse repurchase 
agreements with foreign official and international accounts.  These insti-
tutions have accounts at the Federal Reserve Bank of New York to help 
manage their U.S. dollar payments and receipts.  The Federal Reserve 
permits these institutions to invest cash balances overnight through these 
agreements. 

A Typical Day in the Conduct of Open Market Operations 

Each weekday, beginning at around 7:30 a.m., two groups of Federal 
Reserve staff members, one at the Federal Reserve Bank of New York 
and one at the Board of Governors in Washington, prepare independent 
projections of the supply of and demand for Federal Reserve balances.  
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The manager of the System Open Market Account and the group in New 
York are linked in a telephone conference call with members of the staff at 
the Board of Governors and with a Federal Reserve Bank president who 
is currently a member of the FOMC.  Participants in the call discuss staff 
forecasts for Federal Reserve balances and recent developments in finan-
cial markets.  They pay special attention to trading conditions in the fed-
eral funds market, particularly the level of the federal funds rate in relation 
to the FOMC’s target.  In light of this information, they determine a plan 
for open market operations.  The decision is announced to the markets at 
around 9:30 a.m., at the same time that the Desk solicits offers from deal-
ers.  (Typically, longer-term repurchase agreements are arranged earlier in 
the morning, usually on a specific day of the week.) If an outright opera-
tion is also needed, it would typically be executed later in the morning, 
after the daily operation is complete. 

Securities Lending 

The Federal Reserve has a securities lending program designed to provide 
a secondary and temporary source of securities to the market in order 
to promote the smooth clearing of Treasury securities.  Under this pro-
gram, securities from the portfolio are offered for loan to primary dealers 
through an auction process each day at noon.  The total amount available 
for an individual security is a fraction of the Federal Reserve’s total hold-
ings, and there are limits on the amount of securities that can be lent to 
a single dealer.  As collateral, the dealer gives the Federal Reserve other 
securities, not cash; therefore, the Federal Reserve’s lending operations do 
not affect the supply of Federal Reserve balances and are not considered 
open market operations. 

Reserve Requirements 

Reserve requirements have long been a part of our nation’s banking his-
tory.  Depository institutions maintain a fraction of certain liabilities in 
reserve in specified assets.  The Federal Reserve can adjust reserve require-
ments by changing required reserve ratios, the liabilities to which the ratios 
apply, or both.  Changes in reserve requirements can have profound effects 
on the money stock and on the cost to banks of extending credit and are 
also costly to administer; therefore, reserve requirements are not adjusted 
frequently.  Nonetheless, reserve requirements play a useful role in the con-
duct of open market operations by helping to ensure a predictable demand 
for Federal Reserve balances and thus enhancing the Federal Reserve’s 
control over the federal funds rate. 

Requiring depository institutions to hold a certain fraction of their de-
posits in reserve, either as cash in their vaults or as non-interest-bearing 
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balances at the Federal Reserve, does impose a cost on the private sector.  
The cost is equal to the amount of forgone interest on these funds—or at 
least on the portion of these funds that depository institutions hold only 
because of legal requirements and not to meet their customers’ needs. 

The burden of reserve requirements is structured to bear generally less 
heavily on smaller institutions.  At every depository institution, a certain 
amount of reservable liabilities is exempt from reserve requirements, and a 
relatively low required reserve ratio is applied to reservable liabilities up to 
a specific level.  The amounts of reservable liabilities exempt from reserve 
requirements and subject to the low required reserve ratio are adjusted 
annually to ref lect growth in the banking system.  Table 3.6 shows the 
reserve requirement ratios in effect in 2004. 

Table 3.6 

Reserve requirement ratios, 2004 

Category Reserve requirement 

Net transaction accounts 

$0 to $6.6 million 0 percent of amount 

Over $6.6 million and up to $45.4 million 3 percent of amount 

Over $45.4 million $1,164,000 plus 10 percent 
of amount over $45.4 million 

Nonpersonal time deposits 0 percent 

Eurocurrency liabilities 0 percent 

Changes in reserve requirements can affect the money stock, by altering 
the volume of deposits that can be supported by a given level of reserves, 
and bank funding costs.  Unless it is accompanied by an increase in the 
supply of Federal Reserve balances, an increase in reserve requirements 
(through an increase in the required reserve ratio, for example) reduces 
excess reserves, induces a contraction in bank credit and deposit levels, and 
raises interest rates. It also pushes up bank funding costs by increasing the 
amount of non-interest-bearing assets that must be held in reserve.  Con-
versely, a decrease in reserve requirements, unless accompanied by a reduc-
tion in Federal Reserve balances, initially leaves depository institutions 
with excess reserves, which can encourage an expansion of bank credit and 
deposit levels and reduce interest rates. 

Recent History of Reserve Requirements 

In the 1960s and 1970s, the Federal Reserve actively used reserve require-
ments as a tool of monetary policy in order to inf luence the expansion of 
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money and credit partly by manipulating bank funding costs.  As financial 
innovation spawned new sources of bank funding, the Federal Reserve 
adapted reserve requirements to these new financial products.  It changed 
required reserve ratios on specific bank liabilities that were most frequently 
used to fund new lending.  Reserve requirements were also imposed on 
other, newly emerging liabilities that were the functional equivalents of 
deposits, such as Eurodollar borrowings.  At times, it supplemented these 
actions by placing a marginal reserve requirement on large time deposits 
—that is, an additional requirement applied only to each new increment of 
these deposits. 

As the 1970s unfolded, it became increasingly apparent that the structure 
of reserve requirements was becoming outdated.  At this time, only banks 
that were members of the Federal Reserve System were subject to reserve 
requirements established by the Federal Reserve.  The regulatory struc-
ture and competitive pressures during a period of high interest rates were 
putting an increasing burden on member banks.  This situation fostered 
the growth of deposits, especially the newly introduced interest-bearing 
transaction deposits, at institutions other than member banks and led many 
banks to leave the Federal Reserve System.  Given this situation, policy 
makers felt that reserve requirements needed to be applied to a broad group 
of institutions for more effective monetary control—that is, to strengthen 
the relationship between the amount of reserves supplied by the Federal 
Reserve and the overall quantity of money in the economy. 

The Monetary Control Act of 1980 (MCA) ended the problem of member-
ship attrition and facilitated monetary control by reforming reserve re-
quirements.  Under the act, all depository institutions are subject to reserve 
requirements set by the Federal Reserve, whether or not they are members 
of the Federal Reserve System.  The Board of Governors may impose re-
serve requirements solely for the purpose of implementing monetary policy. 
The required reserve ratio may range from 8 percent to 14 percent on 
transaction deposits and from 0 percent to 9 percent on nonpersonal time 
deposits.  The Board may also set reserve requirements on the net liabilities 
owed by depository institutions in the United States to their foreign affili-
ates or to other foreign banks.  The MCA permits the Board, under certain 
circumstances, to establish supplemental and emergency reserve require-
ments, but these powers have never been exercised. 

Following the passage of the MCA in 1980, reserve requirements were not 
adjusted for policy purposes for a decade.  In December 1990, the required 
reserve ratio on nonpersonal time deposits was pared from 3 percent to 0 
percent, and in April 1992 the 12 percent ratio on transaction deposits was 
trimmed to 10 percent.  These actions were partly motivated by evidence 
suggesting that some lenders had adopted a more cautious approach to ex-
tending credit, which was increasing the cost and restricting the availability 
of credit to some types of borrowers.  By reducing funding costs and thus 
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providing depository institutions with easier access to capital markets, the 
cuts in required reserve ratios put depository institutions in a better posi-
tion to extend credit. 

Although reserve requirement ratios have not been changed since the early 
1990s, the level of reserve requirements and required reserve balances has 
fallen considerably since then because of the widespread implementation of 
retail sweep programs by depository institutions. Under such a program, a 
depository institution sweeps amounts above a predetermined level from a 
depositor’s checking account into a special-purpose money market deposit 
account created for the depositor.  In this way, the depository institution 
shifts funds from an account that is subject to reserve requirements to one 
that is not and therefore reduces its reserve requirement. With no change 
in its vault cash holdings, the depository institution can lower its required 
reserve balance, on which it earns no interest, and invest the funds formerly 
held at the Federal Reserve in interest-earning assets. 

Contractual Clearing Balances 

Contractual clearing balances, like required reserve balances, help to create 
a stable, predictable demand for Federal Reserve balances, which assists in 
the conduct of open market operations.  In early 1981, the Federal Re-
serve Board established a policy that permitted all depository institutions 
to hold contractual clearing balances at the Federal Reserve Banks.  Such 
balances, which were referred to as required clearing balances at the time, 
were established following the passage of the MCA to facilitate access to 
Federal Reserve priced services by depository institutions with zero or 
low required reserve balances.  Use of these arrangements was minimal in 
the early 1980s because required reserve balances were sufficiently high to 
facilitate clearing and meet reserve requirements. 

Chart 3.1 
Balances at Federal Reserve Banks, 1990–2004 
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The use of contractual clearing balances rose considerably in the 1990s 
as required reserve balances dropped in the wake of the cuts in required 
reserve ratios early in the decade and the widespread implementation of 
retail sweep programs by depository institutions. The resulting reduction in 
required reserve balances left some depository institutions with insufficient 
protection against overnight overdrafts, so they established or expanded 
their contractual clearing balances.  The rise in contractual clearing balances 
during the 1990s did not match the decline in required reserve balances, 
however, in part because depository institutions apparently did not need as 
large a cushion to protect against overnight overdrafts as was once provided 
by their required reserve balance.  In addition, the ability of some deposi-
tory institutions to expand their contractual clearing balances was limited 
by the extent to which they use Federal Reserve priced services. 

The Discount Window 

The Federal Reserve’s lending at the discount window serves two pri-
mary functions.  It complements open market operations in achieving 
the target federal 
funds rate by mak-
ing Federal Reserve 
balances available to 
depository institu-
tions when the supply 
of balances falls short 
of demand.  It also 
serves as a backup 
source of liquidity for 
individual depository 
institutions. 

Although the volume 
of discount window 
borrowing is rela-
tively small, it plays 
an important role in 
containing upward 
pressures on the fed-
eral funds rate.  If a 
depository institution 
faces an unexpectedly 
low balance in its account at the Federal Reserve, either because the total 
supply of balances has fallen short of demand or because it failed to receive 
an expected transfer of funds from a counterparty, it can borrow at the 
discount window.  This extension of credit increases the supply of Federal 
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Reserve balances and helps to limit any upward pressure on the federal 
funds rate.  At times when the normal functioning of financial markets is 
disrupted—for example after operational problems, a natural disaster, or a 
terrorist attack—the discount window can become the principal channel 
for supplying balances to depository institutions.  

The discount window can also, at times, serve as a useful tool for promot-
ing financial stability by providing temporary funding to depository insti-
tutions that are having significant financial difficulties.  If the institution’s 
sudden collapse were likely to have severe adverse effects on the financial 
system, an extension of central bank credit could be desirable because it 
would address the liquidity strains and permit the institution to make a 
transition to sounder footing.  Discount window credit can also be used to 
facilitate an orderly resolution of a failing institution.  An institution ob-
taining credit in either situation must be monitored appropriately to ensure 
that it does not take excessive risks in an attempt to return to profitability 
and that the use of central bank credit would not increase costs to the de-
posit insurance fund and ultimately the taxpayer. 

Types of Credit 

In ordinary circumstances, the Federal Reserve extends discount window 
credit to depository institutions under the primary, secondary, and seasonal 
credit programs.  The rates charged on loans under each of these programs 
are established by each Reserve Bank’s board of directors every two weeks, 
subject to review and determination by the Board of Governors.  The rates 
for each of the three lending programs are the same at all Reserve Banks, 
except occasionally for very brief periods following the Board’s action to 
adopt a requested rate change.  The Federal Reserve also has the author-
ity under the Federal Reserve Act to extend credit to entities that are not 
depository institutions in “unusual and exigent circumstances”; however, 
such lending has not occurred since the 1930s.  

Primary Credit 

Primary credit is available to generally sound depository institutions on a 
very short-term basis, typically overnight.  To assess whether a depository 
institution is in sound financial condition, its Reserve Bank regularly re-
views the institution’s condition, using supervisory ratings and data on ad-
equacy of the institution’s capital.  Depository institutions are not required 
to seek alternative sources of funds before requesting occasional advances 
of primary credit, but primary credit is expected to be used as a backup, 
rather than a regular, source of funding. 

The rate on primary credit has typically been set 1 percentage point above 
the FOMC’s target federal funds rate, but the spread can vary depending on 
circumstances.  Because primary credit is the Federal Reserve’s main dis-
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Major Revision to Discount Window Programs 

On January 9, 2003, the Federal Reserve significantly revised its dis-
count window lending programs, replacing the previous adjustment and 
extended credit programs with primary and secondary credit facilities.  
Adjustment credit had been made available to help depository institu-
tions make short-term balance-sheet adjustments and to provide an 
alternate source of funds in the event of a shortfall in the supply of Fed-
eral Reserve balances.  Extended credit, which was intended to accom-
modate depository institutions’ somewhat longer-term liquidity needs 
resulting from exceptional circumstances, had not been used since 1995. 

Adjustment credit was extended at the basic discount rate, which over 
the previous decade had been 25 to 50 basis points below the usual level 
of overnight market interest rates.  The below-market interest rate on 
adjustment credit had caused several significant problems.  The incen-
tive for depository institutions to exploit the below-market rate meant 
that borrowing requests necessarily were subject to considerable admin-
istration by Reserve Banks.  In particular, borrowers were required to 
seek funds elsewhere before coming to the window.  Partly as a result 
of those requirements, many depository institutions were reluctant to 
borrow from the discount window, reducing the effectiveness of the 
discount window in buffering shocks to the money market. 

Under the revised lending programs, the above-market rate and the fact 
that primary credit is restricted to financially sound institutions mean 
that primary credit can be extended largely without administration, 
making depository institutions more willing to borrow and so mak-
ing the discount window a more effective monetary policy tool.  The 
central banks of nearly all industrialized countries have similar lending 
facilities that extend collateralized credit at an above-market rate with 
little or no administration. 

Chart 3.3 

Effective federal funds rate and discount rate, 1955–2004* 
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* On January 9, 2003, the main discount rate switched from being the rate on adjustment 
credit to the rate on primary credit. 
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count window program, the Federal Reserve at times uses the term discount 
rate specifically to mean the primary credit rate. 

Reserve Banks ordinarily do not require depository institutions to provide 
reasons for requesting very short-term primary credit.  Borrowers are asked 
to provide only the minimum information necessary to process a loan, 
usually the requested amount and term of the loan.  If a pattern of borrow-
ing or the nature of a particular borrowing request strongly indicates that a 
depository institution is not generally sound or is using primary credit as a 
regular rather than a backup source of funding, a Reserve Bank may seek 
additional information before deciding whether to extend the loan. 

Primary credit may be extended for longer periods of up to a few weeks if 
a depository institution is in generally sound financial condition and can-
not obtain temporary funds in the market at reasonable terms.  Large and 
medium-sized institutions are unlikely to meet this test. 

Secondary Credit 

Secondary credit is available to depository institutions that are not eligible 
for primary credit.  It is extended on a very short-term basis, typically 
overnight.  Ref lecting the less-sound financial condition of borrowers 
of secondary credit, the rate on secondary credit has typically been 50 
basis points above the primary credit rate, although the spread can vary 
as circumstances warrant.  Secondary credit is available to help a deposi-
tory institution meet backup liquidity needs when its use is consistent with 
the borrowing institution’s timely return to a reliance on market sources of 
funding or with the orderly resolution of a troubled institution’s difficulties. 
Secondary credit may not be used to fund an expansion of the borrower’s 
assets.  

Loans extended under the secondary credit program entail a higher level of 
Reserve Bank administration and oversight than loans under the primary 
credit program.  A Reserve Bank must have sufficient information about 
a borrower’s financial condition and reasons for borrowing to ensure that 
an extension of secondary credit would be consistent with the purpose 
of the facility.  Moreover, under the Federal Deposit Insurance Corpora-
tion Improvement Act of 1991, extensions of Federal Reserve credit to an 
FDIC-insured depository institution that has fallen below minimum capital 
standards are generally limited to 60 days in any 120-day period or, for the 
most severely undercapitalized, to only five days. 

Seasonal Credit 

The Federal Reserve’s seasonal credit program is designed to help small 
depository institutions manage significant seasonal swings in their loans 
and deposits.  Seasonal credit is available to depository institutions that can 
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demonstrate a clear pattern of recurring swings in funding needs through-
out the year—usually institutions in agricultural or tourist areas.  Borrow-
ing longer-term funds from the discount window during periods of sea-
sonal need allows institutions to carry fewer liquid assets during the rest of 
the year and make more funds available for local lending. 

The seasonal credit rate is based on market interest rates.  It is set on the 
first business day of each two-week reserve maintenance period as the aver-
age of the effective federal funds rate and the interest rate on three-month 
certificates of deposit over the previous reserve maintenance period. 

Eligibility to Borrow 

By law, depository institutions that have reservable transaction accounts or 
nonpersonal time deposits may borrow from the discount window.  U.S. 
branches and agencies of foreign banks that are subject to reserve require-
ments are eligible to borrow under the same general terms and conditions 
that apply to domestic depository institutions.  Banker’s banks, corporate 
credit unions, and certain other banking institutions that are not subject to 
reserve requirements generally do not have access to the discount window. 
However, the Board of Governors has determined that those institutions 
may obtain access to the discount window if they voluntarily maintain 
required reserve balances. 

Chart 3.2 
Collateral value by asset type, December 31, 2004 

Other securities 

Other loans 

Business loans 

Home mortgages 

Mortgage-backed securities 
Treasury securities 
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Discount Window Collateral 

By law, all discount window loans must be secured by collateral to the 
satisfaction of the lending Reserve Bank.  Most loans that are not past due 
and most investment-grade securities held by depository institutions are ac-
ceptable as collateral.  Reserve Banks must be able to establish a legal right 
in the event of default to be first in line to take possession of and, if neces-
sary, sell all collateral that secures discount window loans. 

Reserve Banks assign a lendable value to assets accepted as collateral. The 
lendable value is the maximum loan amount that can be backed by that 
asset.  It is based on market values, if available, or par values—in both cases 
reduced by a margin.  The margin depends on how accurately the asset can 
be valued, how much its value tends to vary over time, the liquidity of the 
asset, and the financial condition of the pledging institution. 
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4 The Federal Reserve in the International Sphere 

The U.S. economy and the world economy are linked in many 
ways. Economic developments in this country have a major 
inf luence on production, employment, and prices beyond our 
borders; at the same time, developments abroad significantly 
affect our economy. The U.S. dollar, which is the currency 
most used in international transactions, constitutes more than 
half of other countries’ official foreign exchange reserves. U.S. 
banks abroad and foreign banks in the United States are 
important actors in international financial markets. 

The activities of the Federal Reserve and the international economy inf lu-
ence each other. Therefore, when deciding on the appropriate monetary 
policy for achieving basic economic goals, the Board of Governors and the 
FOMC consider the record of U.S. international transactions, movements 
in foreign exchange rates, and other international economic developments. 
And in the area of bank supervision and regulation, innovations in inter-
national banking require continual assessments of, and occasional modifi-
cations in, the Federal Reserve’s procedures and regulations. 

The Federal Reserve formulates policies that shape, and are shaped by, 
international developments.  It also participates directly in international 
affairs. For example, the Federal Reserve occasionally undertakes foreign 
exchange transactions aimed at inf luencing the value of the dollar in rela-
tion to foreign currencies, primarily with the goal of stabilizing disorderly 
market conditions.  These transactions are undertaken in close and con-
tinuous consultation and cooperation with the U.S. Treasury.  The Federal 
Reserve also works with the Treasury and other government agencies on 
various aspects of international financial policy.  It participates in a num-
ber of international organizations and forums and is in almost continuous 
contact with other central banks on subjects of mutual concern. 

International Linkages 

The Federal Reserve’s actions to adjust U.S. monetary policy are designed 
to attain basic objectives for the U.S. economy.  But any policy move also 
inf luences, and is inf luenced by, international developments.  For example, 
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U.S. monetary policy actions inf luence exchange rates.  The dollar’s ex-
change value in terms of other currencies is therefore one of the channels 
through which U.S. monetary policy affects the U.S. economy.  If Federal 
Reserve actions raised U.S. interest rates, for instance, the foreign ex-
change value of the dollar generally would rise.  An increase in the foreign 
exchange value of the dollar, in turn, would raise the price in foreign cur-
rency of U.S. goods traded on world markets and lower the dollar price of 
goods imported into the United States.  By restraining exports and boost-
ing imports, these developments could lower output and price levels in the 
U.S. economy.  In contrast, an increase in interest rates in a foreign coun-
try could raise worldwide demand for assets denominated in that country’s 
currency and thereby reduce the dollar’s value in terms of that currency.  
Other things being equal, U.S. output and price levels would tend to 
increase—just the opposite of what happens when U.S. interest rates rise. 

Therefore, when formulating monetary policy, the Board of Governors 
and the FOMC draw upon information about and analysis of international 
as well as U.S. domestic inf luences. Changes in public policies or in eco-
nomic conditions abroad and movements in international variables that 
affect the U.S. economy, such as exchange rates, must be factored into the 
determination of U.S. monetary policy. 

Conversely, economic developments in the United States, including U.S. 
monetary policy actions, have significant effects on growth and inf lation 
in foreign economies.  Although the Federal Reserve’s policy objectives 
are limited to economic outcomes in the United States, it is mutually 
beneficial for macroeconomic and financial policy makers in the United 
States and other countries to maintain a continuous dialogue.  This dia-
logue enables the Federal Reserve to better understand and anticipate 
inf luences on the U.S. economy that emanate from abroad. 

The increasing complexity of global financial markets—combined with 
ever-increasing linkages between national markets through trade, finance, 
and direct investment—have led to a proliferation of forums in which pol-
icy makers from different countries can meet and discuss topics of mutual 
interest.  One important forum is provided by the Bank for International 
Settlements (BIS) in Basel, Switzerland. Through the BIS, the Federal 
Reserve works with representatives of the central banks of other coun-
tries on mutual concerns regarding monetary policy, international finan-
cial markets, banking supervision and regulation, and payments systems. 
(The Chairman of the Board of Governors and the president of the Fed-
eral Reserve Board of New York represent the U.S. central bank on the 
board of directors of the BIS.) Representatives of the Federal Reserve also 
participate in the activities of the International Monetary Fund (IMF) and 
discuss macroeconomic, financial market, and structural issues with rep-
resentatives of other industrial countries at the Organisation for Economic 
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Co-operation and Development (OECD). Following the Asian Financial 
Crises of 1997 and 1998, the Financial Stability Forum (FSF) was estab-
lished to enable central banks, finance ministries, and financial regula-
tory authorities in systemically important economies to work together to 
address issues related to financial stability.  The Federal Reserve also sends 
delegates to international meetings such as those of the Asia Pacific Eco-
nomic Cooperation (APEC) Finance Ministers’ Process, the G-7 Finance 
Ministers and Central Bank Governors, the G-20, and the Governors of 
Central Banks of the American Continent. 

Foreign Currency Operations 

The Federal Reserve conducts foreign currency operations—the buying 
and selling of dollars in exchange for foreign currency—under the direc-
tion of the FOMC, acting in close and continuous consultation and coop-
eration with the U.S. Treasury, which has overall responsibility for U.S. 
international financial policy. The manager of the System Open Market 
Account at the Federal Reserve Bank of New York acts as the agent for 
both the FOMC and the Treasury in carrying out foreign currency op-
erations.  Since the late 1970s, the U.S. Treasury and the Federal Reserve 
have conducted almost all foreign currency operations jointly and equally. 

The purpose of Federal Reserve foreign currency operations has evolved 
in response to changes in the international monetary system. The most 
important of these changes was the transition in the 1970s from a system 
of fixed exchange rates—established in 1944 at an international monetary 
conference held in Bretton Woods, New Hampshire—to a system of 
f lexible (or f loating) exchange rates for the dollar in terms of other coun-
tries’ currencies.  Under the Bretton Woods Agreements, which created 
the IMF and the International Bank for Reconstruction and Develop-
ment (known informally as the World Bank), foreign authorities were 
responsible for intervening in exchange markets to maintain their coun-
tries’ exchange rates within 1 percent of their currencies’ parities with 
the U.S. dollar; direct exchange market intervention by U.S. authorities 
was extremely limited.  Instead, U.S. authorities were obliged to buy and 
sell dollars against gold to maintain the dollar price of gold near $35 per 
ounce.  After the United States suspended the gold convertibility of the 
dollar in 1971, a regime of f lexible exchange rates emerged; in 1973, un-
der that regime, the United States began to intervene in exchange markets 
on a more significant scale. In 1978, the regime of f lexible exchange rates 
was codified in an amendment to the IMF’s Articles of Agreement. 

Under f lexible exchange rates, the main aim of Federal Reserve foreign 
currency operations has been to counter disorderly conditions in exchange 
markets through the purchase or sale of foreign currencies (called foreign 
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exchange intervention operations), primarily in the New York market. 
During some episodes of downward pressure on the foreign exchange 
value of the dollar, the Federal Reserve has purchased dollars (sold foreign 
currency) and has thereby absorbed some of the selling pressure on the 
dollar.  Similarly, the Federal Reserve may sell dollars (purchase foreign 
currency) to counter upward pressure on the dollar’s foreign exchange 
value.  The Federal Reserve Bank of New York also executes transactions 
in the U.S. foreign exchange market for foreign monetary authorities, us-
ing their funds. 

In the early 1980s, the United States curtailed its official exchange market 
operations, although it remained ready to enter the market when necessary 
to counter disorderly conditions. In 1985, particularly after September, 
when representatives of the five major industrial countries reached the 
so-called Plaza Agreement on exchange rates, the United States began to 
use exchange market intervention as a policy instrument more frequently. 
Between 1985 and 1995, the Federal Reserve—sometimes in coordination 
with other central banks—intervened to counter dollar movements that 
were perceived as excessive.  Based on an assessment of past experience 
with official intervention and a reluctance to let exchange rate issues be 
seen as a major focus of monetary policy, U.S. authorities have intervened 
only rarely since 1995.  

Sterilization 

Intervention operations involving dollars affect the supply of Federal Re-
serve balances to U.S. depository institutions, unless the Federal Reserve 
offsets the effect. A purchase of foreign currency by the Federal Reserve 
increases the supply of balances when the Federal Reserve credits the 
account of the seller’s depository institution at the Federal Reserve. Con-
versely, a sale of foreign currency by the Federal Reserve decreases the 
supply of balances. The Federal Reserve offsets, or “sterilizes,” the effects 
of intervention on Federal Reserve balances through open market opera-
tions; otherwise, the intervention could cause the federal funds rate to 
move away from the target set by the FOMC.  

For example, assume that the Federal Reserve, perhaps in conjunction 
with Japanese authorities, wants to counter downward pressure on the 
dollar’s foreign exchange value in relation to the Japanese yen. The Fed-
eral Reserve would sell some of its yen-denominated securities for yen 
on the open market and then trade the yen for dollars in the foreign ex-
change market, thus reducing the supply of dollar balances at the Federal 
Reserve. In order to sterilize the effect of intervention on the supply of 
Federal Reserve balances, the Open Market Desk would then purchase an 
equal amount of U.S. Treasury securities in the open market (or arrange a 
repurchase agreement), thereby raising the supply of balances back to 
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its former level. The net effect of such an intervention is a reduction in 
dollar-denominated securities in the hands of the public and an increase in 
yen-denominated securities. The operations have no net effect on the level 
of yen balances at the Bank of Japan or on the level of dollar balances at 
the Federal Reserve. 

A dollar intervention initiated by a foreign central bank also leaves the 
supply of balances at the Federal Reserve unaffected, unless the central 
bank changes the amount it has on deposit at the Federal Reserve. If, for 
example, the foreign central bank purchases dollars in the foreign ex-
change market and places them in its account at the Federal Reserve Bank 
of New York, then the supply of Federal Reserve balances available to 
U.S. depository institutions decreases because the dollars are transferred 
from the bank of the seller of dollars to the foreign central bank’s account 
with the Federal Reserve. However, the Open Market Desk would offset 
this drain by buying a Treasury security or arranging a repurchase agree-
ment to increase the supply of Federal Reserve balances to U.S. depository 
institutions. Most dollar purchases by foreign central banks are used to 
purchase dollar securities directly, and thus they do not need to be coun-
tered by U.S. open market operations to leave the supply of dollar balances 
at the Federal Reserve unchanged.  

U.S. Foreign Currency Resources 

The main source of foreign currencies used in U.S. intervention opera-
tions currently is U.S. holdings of foreign exchange reserves.  At the end 
of June 2004, the United States held foreign currency reserves valued at 
$40 billion. Of this amount, the Federal Reserve held foreign currency 
assets of $20 billion, and the Exchange Stabilization Fund of the Treasury 
held the rest. 

The U.S. monetary authorities have also arranged swap facilities with for-
eign monetary authorities to support foreign currency operations.  These 
facilities, which are also known as reciprocal currency arrangements, pro-
vide short-term access to foreign currencies. A swap transaction involves 
both a spot (immediate delivery) transaction, in which the Federal Re-
serve transfers dollars to another central bank in exchange for foreign cur-
rency, and a simultaneous forward (future delivery) transaction, in which 
the two central banks agree to reverse the spot transaction, typically no 
later than three months in the future.  The repurchase price incorporates 
a market rate of return in each currency of the transaction. The original 
purpose of swap arrangements was to facilitate a central bank’s support 
of its own currency in case of undesired downward pressure in foreign 
exchange markets.  Drawings on swap arrangements were common in 
the 1960s but over time declined in frequency as policy authorities came 
to rely more on foreign exchange reserve balances to finance currency 
operations. 
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In years past, the Federal Reserve had standing commitments to swap 
currencies with the central banks of more than a dozen countries.  In the 
middle of the 1990s, these arrangements totaled more than $30 billion, 
but they were almost never drawn upon.  At the end of 1998, these facili-
ties were allowed to lapse by mutual agreement among the central banks 
involved, with the exception of arrangements with the central banks of 
Canada and Mexico (see table 4.1). 

Reciprocal currency arrangements can be an important policy tool in 
times of unusual market disruptions.  For example, immediately after the 
terrorist attacks of September 11, 2001, the Federal Reserve established 
temporary swap arrangements with the European Central Bank and the 
Bank of England, as well as a temporary augmentation of the existing ar-
rangement with the Bank of Canada (see table 4.1). The purpose of these 
arrangements was to enable the foreign central banks to lend dollars to 
local financial institutions to facilitate the settlement of their dollar obliga-
tions and to guard against possible disruptions to the global payments sys-
tem.  The European Central Bank drew $23.5 billion of its swap line; the 
balance was repaid after three days. The other central banks did not draw 
on their lines.  The temporary arrangements lapsed after thirty days. 

Table 4.1 
Federal Reserve standing reciprocal currency arrangements, 
June 30, 2004 
Millions of U.S. dollars 

0 

0 

0 

0 

Institution Amount of Amount 
facility drawn 

Bank of Canada 2,000 

Bank of Mexico 3,000 

Temporary reciprocal currency 
arrangements of September 2001 

European Central Bank 50,000 23,500* 

Bank of England 30,000 

Bank of Canada 10,000† 

* Total drawings on September 12, 13, and 14, 2001.  Balance repaid as of 
September 15, 2001. 

† Includes 2,000 from existing arrangement (see upper panel). 
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International Banking 

The Federal Reserve is interested in the international activities of banks, 
not only because it functions as a bank supervisor but also because such 
activities are often close substitutes for domestic banking activities and 
need to be monitored carefully to help interpret U.S. monetary and credit 
conditions. Moreover, international banking institutions are important 
vehicles for capital f lows into and out of the United States. 

Where international banking activities are conducted depends on such 
factors as the business needs of customers, the scope of operations permit-
ted by a country’s legal and regulatory framework, and tax considerations. 
The international activities of U.S.-chartered banks include lending to 
and accepting deposits from foreign customers at the banks’ U.S. offices 
and engaging in other financial transactions with foreign counterparts. 
However, the bulk of the international business of U.S.-chartered banks 
takes place at their branch offices located abroad and at their foreign-
incorporated subsidiaries, usually wholly owned. Much of the activity of 
foreign branches and subsidiaries of U.S. banks has been Eurocurrency1 

business—that is, taking deposits and lending in currencies other than that 
of the country in which the banking office is located.  Increasingly, U.S. 
banks are also offering a range of sophisticated financial products to resi-
dents of other countries and to U.S. firms abroad. 

The international role of U.S. banks has a counterpart in foreign bank op-
erations in the United States. U.S. offices of foreign banks actively partici-
pate as both borrowers and investors in U.S. domestic money markets and 
are active in the market for loans to U.S. businesses. (See chapter 5 for a 
discussion of the Federal Reserve’s supervision and regulation of the inter-
national activities of U.S. banks and the U.S. activities of foreign banks.) 

International banking by both U.S.-based and foreign banks facilitates the 
holding of Eurodollar deposits—dollar deposits in banking offices out-
side the United States—by nonbank U.S. entities. Similarly, Eurodollar 
loans—dollar loans from banking offices outside the United States—can 
be an important source of credit for U.S. companies (banks and non-
banks). Because they are close substitutes for deposits at domestic banks, 
Eurodollar deposits of nonbank U.S. entities at foreign branches of U.S. 
banks are included in the U.S. monetary aggregate M3;  Eurodollar de-
posits of nonbank U.S. entities at all other banking offices in the United 
Kingdom and Canada are also included in M3. (See page 21 for a discus-
sion of U.S. monetary aggregates.) 

1. The term Eurocurrency should not be confused with euro, the common currency 
of several European Union countries. 

$¥ 
€ 
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 5 Supervision and Regulation 

The Federal Reserve has supervisory and regulatory authority 
over a wide range of financial institutions and activities.  It 
works with other federal and state supervisory authorities 
to ensure the safety and soundness of financial institutions, 
stability in the financial markets, and fair and equitable 
treatment of consumers in their financial transactions.  As the 
U.S. central bank, the Federal Reserve also has extensive 
and well-established relationships with the central banks 
and financial supervisors of other countries, which enables it 
to coordinate its actions with those of other countries when 
managing international financial crises and supervising 
institutions with a substantial international presence. 

The Federal Reserve has responsibility for supervising and regulating 
the following segments of the banking industry to ensure safe and sound 
banking practices and compliance with banking laws: 

• 	 bank holding companies, including diversified financial holding com-
panies formed under the Gramm-Leach-Bliley Act of 1999 and foreign 
banks with U.S. operations 

• 	 state-chartered banks that are members of the Federal Reserve System 
(state member banks) 

• 	 foreign branches of member banks 
• 	 Edge and agreement corporations, through which U.S. banking orga-

nizations may conduct international banking activities 
• 	 U.S. state-licensed branches, agencies, and representative offices of 

foreign banks 
• 	 nonbanking activities of foreign banks 

Although the terms bank supervision and bank regulation are often used inter-
changeably, they actually refer to distinct, but complementary, activities. Bank 
supervision involves the monitoring, inspecting, and examining of banking 
organizations to assess their condition and their compliance with relevant 
laws and regulations. When a banking organization within the Federal 
Reserve’s supervisory jurisdiction is found to be noncompliant or to have 
other problems, the Federal Reserve may use its supervisory authority to 
take formal or informal action to have the organization correct the problems. 
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Bank regulation entails issuing specific regulations and guidelines governing 
the operations, activities, and acquisitions of banking organizations. 

Responsibilities of the Federal Banking Agencies 

The Federal Reserve shares supervisory and regulatory responsibilities for 
domestic banking institutions with the Office of the Comptroller of the 
Currency (OCC), the Federal Deposit Insurance Corporation (FDIC), 
and the Office of Thrift Supervision (OTS) at the federal level, and with 
the banking departments of the various states.  The primary supervisor 
of a domestic banking institution is generally determined by the type of 
institution that it is and the governmental authority that granted it permis-
sion to commence business (commonly referred to as a charter). Banks 
that are chartered by a state government are referred to as state banks; 
banks that are chartered by the OCC, which is a bureau of the Depart-
ment of the Treasury, are referred to as national banks. 

The Federal Reserve has primary supervisory authority for state banks that 
elect to become members of the Federal Reserve System (state member 
banks).  State banks that are not members of the Federal Reserve System 
(state nonmember banks) are supervised by the FDIC.  In addition to being 
supervised by the Federal Reserve or FDIC, all state banks are supervised 
by their chartering state. The OCC supervises national banks. All national 
banks must become members of the Federal Reserve System. This dual 
federal–state banking system has evolved partly out of the complexity of 
the U.S. financial system, with its many kinds of depository institutions and 
numerous chartering authorities.  It has also resulted from a wide variety of 
federal and state laws and regulations designed to remedy problems that the 
U.S. commercial banking system has faced over its history. 

Banks are often owned or controlled by another company.  These com-
panies are referred to as bank holding companies.  The Federal Reserve 
has supervisory authority for all bank holding companies, regardless of 
whether the subsidiary bank of the holding company is a national bank, 
state member bank, or state nonmember bank.  

Savings associations, another type of depository institution, have histori-
cally focused on residential mortgage lending.  The OTS, which is a 
bureau of the Department of the Treasury, charters and supervises federal 
savings associations and also supervises companies that own or control 
a savings association.  These companies are referred to as thrift holding 
companies.   

The FDIC insures the deposits of banks and savings associations up to cer-
tain limits established by law.  As the insurer, the FDIC has special exami-
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nation authority to determine the condition of an insured bank or savings 
association for insurance purposes. 

Table 5.1 summarizes the supervisory responsibilities of the Federal Re-
serve and other federal banking agencies. 

Table 5.1 
Federal supervisor and regulator of corporate components of 
banking organizations in the United States 

FR 

/ 1 

/ /FR 

FR 

2 

3 

/
/FR/

Component Supervisor and regulator 

Bank holding companies (including 
financial holding companies) 

Nonbank subsidiaries of bank holding companies FR Functional regulator

National banks OCC 

State banks
 Members  FR
 Nonmembers  FDIC  

Thrift holding companies OTS 

Savings banks OTS FDIC

Savings and loan associations OTS 

Edge and agreement corporations 

Foreign banks
Branches and agencies

State-licensed FR FDIC 
Federally licensed OCC FDIC 

Representative offi ces FR 

NOTE: FR = Federal Reserve; OCC = Office of the Comptroller of the Currency; 
FDIC = Federal Deposit Insurance Corporation; OTS = Office of Thrift Supervision 

1. Nonbank subsidiaries engaged in securities, commodities, or insurance activi-
ties are supervised and regulated by their appropriate functional regulators. Such 
functionally regulated subsidiaries include a broker, dealer, investment adviser, and 
investment company registered with and regulated by the Securities and Exchange 
Commission (or, in the case of an investment adviser, registered with any state); an 
insurance company or insurance agent subject to supervision by a state insurance 
regulator; and a subsidiary engaged in commodity activities regulated by the Com-
modity Futures Trading Commission. 

2. Applies to direct operations in the United States. Foreign banks may also 
have indirect operations in the United States through their ownership of U.S. bank-
ing organizations. 

3. The FDIC has responsibility for branches that are insured. 
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Federal Financial Institutions Examination Council 

To promote consistency in the examination and supervision of banking 
organizations, in 1978 Congress created the Federal Financial Institu-
tions Examination Council (FFIEC). The FFIEC is composed of the 
chairpersons of the FDIC and the National Credit Union Administration, 
the comptroller of the currency, the director of the OTS, and a governor 
of the Federal Reserve Board appointed by the Board Chairman. The 
FFIEC’s purposes are to prescribe uniform federal principles and standards 
for the examination of depository institutions, to promote coordination of 
bank supervision among the federal agencies that regulate financial insti-
tutions, and to encourage better coordination of federal and state regula-
tory activities.  Through the FFIEC, state and federal regulatory agencies 
may exchange views on important regulatory issues.  Among other things, 
the FFIEC has developed uniform financial reports for federally super-
vised banks to file with their federal regulator.  

Supervisory Process 

The main objective of the supervisory process is to evaluate the over-
all safety and soundness of the banking organization.  This evaluation 
includes an assessment of the organization’s risk-management systems, 
financial condition, and compliance with applicable banking laws and 
regulations. 

The supervisory process entails both on-site examinations and inspections 
and off-site surveillance and monitoring. Typically, state member banks must 
have an on-site examination at least once every twelve months.  Banks that 
have assets of less than $250 million and that meet certain management, capi-
tal, and other criteria may be examined once every eighteen months. The 
Federal Reserve coordinates its examinations with those of the bank’s char-
tering state and may alternate exam cycles with the bank’s state supervisor. 

The Federal Reserve generally conducts an annual inspection of large 
bank holding companies (companies with consolidated assets of $1 billion 
or greater) and smaller bank holding companies that have significant non-
bank assets.  Small, noncomplex bank holding companies are subject to 
a special supervisory program that permits a more f lexible approach that 
relies on off-site monitoring and the supervisory ratings of the lead subsid-
iary depository institution.  When evaluating the consolidated condition 
of the holding company, Federal Reserve examiners rely heavily on the 
results of the examination of the company’s subsidiary banks by the pri-
mary federal or state banking authority, to minimize duplication of efforts 
and reduce burden on the banking organization. 
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Risk-Focused Supervision 

With the largest banking organizations growing in both size and com-
plexity, the Federal Reserve has moved towards a risk-focused approach 
to supervision that is more a continuous process than a point-in-time 
examination.  The goal of the risk-focused supervision process is to iden-
tify the greatest risks to a banking organization and assess the ability of 
the organization’s management to identify, measure, monitor, and control 
these risks.  Under the risk-focused approach, Federal Reserve examiners 
focus on those business activities that may pose the greatest risk to the 
organization. 

Supervisory Rating System 

The results of an on-site examination or inspection are reported to the 
board of directors and management of the bank or holding company in a 
report of examination or inspection, which includes a confidential super-
visory rating of the financial condition of the bank or holding company.  
The supervisory rating system is a supervisory tool that all of the federal 
and state banking agencies use to communicate to banking organizations 
the agency’s assessment of the organization and to identify institutions that 
raise concern or require special attention.  This rating system for banks is 
commonly referred to as CAMELS, which is an acronym for the six com-
ponents of the rating system: capital adequacy, asset quality, management 
and administration, earnings, liquidity, and sensitivity to market risk.  The 
Federal Reserve also uses a supervisory rating system for bank holding 
companies, referred to as RFI/C(D), that takes into account risk manage-
ment, financial condition, potential impact of the parent company and 
nondepository subsidiaries on the affiliated depository institutions, and the 
CAMELS rating of the affiliated depository institutions.1 

Financial Regulatory Reports 

In carrying out their supervisory activities, Federal Reserve examiners and 
supervisory staff rely on many sources of financial and other information 
about banking organizations, including reports of recent examinations 
and inspections, information published in the financial press and else-
where, and the standard financial regulatory reports filed by institutions.  

1. The risk-management component has four subcomponents that ref lect the effec-
tiveness of the banking organization’s risk management and controls: board and senior 
management oversight; policies, procedures, and limits; risk monitoring and manage-
ment information systems; and internal controls.  The financial-condition component 
has four subcomponents ref lecting an assessment of the quality of the banking organiza-
tion’s capital, assets, earnings, and liquidity. 
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The financial report for banks is the Consolidated Reports of Condition 
and Income, often referred to as the Call Report.  It is used to prepare 
the Uniform Bank Performance Report, which employs ratio analysis to 
detect unusual or significant changes in a bank’s financial condition that 
may warrant supervisory attention.  The financial report for bank hold-
ing companies is the Consolidated Financial Statements for Bank Holding 
Companies (the FR Y-9 series). 

The number and type of report forms that must be filed by a banking or-
ganization depend on the size of the organization, the scope of its opera-
tions, and the types of activities that it conducts either directly or through 
a subsidiary.  The report forms filed by larger institutions that engage in a 
wider range of activities are generally more numerous and more detailed 
than those filed by smaller organizations. 

Off-Site Monitoring 

In its ongoing off-site supervision of banks and bank holding companies, 
the Federal Reserve uses automated screening systems to identify orga-
nizations with poor or deteriorating financial profiles and to help detect 
adverse trends developing in the banking industry.  The System to Esti-
mate Examinations Ratings (SEER) statistically estimates an institution’s 
supervisory rating based on prior examination data and information that 
banks provide in their quarterly Call Report filings.  This information 
enables the Federal Reserve to better direct examiner resources to those 
institutions needing supervisory attention. 

Accounting Policy and Disclosure 

Enhanced market discipline is an important component of bank supervi-
sion.  Accordingly, the Federal Reserve plays a significant role in promot-
ing sound accounting policies and meaningful public disclosure by finan-
cial institutions.  In 1991, Congress passed the Federal Deposit Insurance 
Corporation Improvement Act, emphasizing the importance of financial 
institution accounting, auditing, and control standards.  In addition, the 
Sarbanes-Oxley Act of 2002 seeks to improve the accuracy and reliability 
of corporate disclosures and to detect and address corporate and account-
ing fraud.  Through its supervision and regulation function, the Federal 
Reserve seeks to strengthen the accounting, audit, and control standards 
related to financial institutions.  The Federal Reserve is involved in the 
development of international and domestic capital, accounting, financial 
disclosure, and other supervisory standards.  Federal Reserve examiners 
also review the quality of financial institutions’ disclosure practices.  Pub-
lic disclosure allows market participants to assess the strength of individual 
institutions and is a critical element in market discipline. 
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Umbrella Supervision and Coordination with Other Functional 
Regulators 

In addition to owning banks, bank holding companies also may own 
broker-dealers engaged in securities activities or insurance companies.  In-
deed, one of the primary purposes of the Gramm-Leach-Bliley Act (GLB 
Act), enacted in 1999, was to allow banks, securities broker-dealers, and 
insurance companies to affiliate with each other through the bank hold-
ing company structure.  To take advantage of the expanded affiliations 
permitted by the GLB Act, a bank holding company must meet certain 
capital, managerial, and other requirements and must elect to become a 
“financial holding company.” When a bank holding company or financial 
holding company owns a subsidiary broker-dealer or insurance company, 
the Federal Reserve seeks to coordinate its supervisory responsibilities 
with those of the subsidiary’s functional regulator—the Securities and 
Exchange Commission (SEC) in the case of a broker-dealer and the state 
insurance authorities in the case of an insurance company.  

The Federal Reserve’s role as the supervisor of a bank holding company 
or financial holding company is to review and assess the consolidated 
organization’s operations, risk-management systems, and capital adequacy 
to ensure that the holding company and its nonbank subsidiaries do not 
threaten the viability of the company’s depository institutions.  In this 
role, the Federal Reserve serves as the “umbrella supervisor” of the con-
solidated organization.  In fulfilling this role, the Federal Reserve relies 
to the fullest extent possible on information and analysis provided by the 
appropriate supervisory authority of the company’s bank, securities, or 
insurance subsidiaries. 

Anti-Money-Laundering Program 

To enhance domestic security following the terrorist attacks of September 
11, 2001, Congress passed the USA Patriot Act, which contained provi-
sions for fighting international money laundering and for blocking ter-
rorists’ access to the U.S. financial system.  The provisions of the act that 
affect banking organizations were generally set forth as amendments to the 
Bank Secrecy Act (BSA), which was enacted in 1970. 

The BSA requires financial institutions doing business in the United States 
to report large currency transactions and to retain certain records, includ-
ing information about persons involved in large currency transactions and 
about suspicious activity related to possible violations of federal law, such 
as money laundering, terrorist financing, and other financial crimes.  The 
BSA also prohibits the use of foreign bank accounts to launder illicit funds 
or to avoid U.S. taxes and statutory restrictions. 
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The Department of the Treasury maintains primary responsibility for issu-
ing and enforcing regulations to implement this statute.  However, Trea-
sury has delegated to the federal financial regulatory agencies responsibil-
ity for monitoring banks’ compliance with the BSA.  The Federal Reserve 
Board’s Regulation H requires banking organizations to develop a writ-
ten program for BSA compliance.  During examinations of state member 
banks and U.S. branches and agencies of foreign banks, Federal Reserve 
examiners verify an institution’s compliance with the recordkeeping and 
reporting requirements of the BSA and with related regulations, including 
those related to economic sanctions imposed by Congress against certain 
countries, as implemented by the Office of Foreign Assets Control. 

Business Continuity 

After September 11, 2001, the Federal Reserve implemented a number of 
measures to promote the continuous operation of financial markets and to 
ensure the continuity of Federal Reserve operations in the event of a future 
crisis.  The process of strengthening the resilience of the private-sector 
financial system—focusing on organizations with systemic elements—is 
largely accomplished through the existing regulatory framework.  In 
2003, responding to the need for further guidance for financial institutions 
in this area, the Federal Reserve Board, the OCC, and the SEC issued the 
“Interagency Paper on Sound Practices to Strengthen the Resilience of 
the U.S. Financial System.”  The paper sets forth sound practices for the 
financial industry to ensure a rapid recovery of the U.S. financial system 
in the event of a wide-scale disruption that may include loss or inacces-
sibility of staff.  Many of the concepts in the paper amplify long-standing 
and well-recognized principles relating to safeguarding information and 
the ability to recover and resume essential f inancial services. 

Other Supervisory Activities 

The Federal Reserve conducts on-site examinations of banks to ensure 
compliance with consumer protection laws (discussed in chapter 6) as well 
as compliance in other areas, such as fiduciary activities, transfer agency, 
securities clearing agency, government and municipal securities dealing, 
securities credit lending, and information technology.  Further, in light of 
the importance of information technology to the safety and soundness of 
banking organizations, the Federal Reserve has the authority to examine 
the operations of certain independent organizations that provide informa-
tion technology services to supervised banking organizations. 

Enforcement 

If the Federal Reserve determines that a state member bank or bank hold-
ing company has problems that affect the institution’s safety and soundness 
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or is not in compliance with laws and regulations, it may take a supervi-
sory action to ensure that the institution undertakes corrective measures. 
Typically, such findings are communicated to the management and direc-
tors of a banking organization in a written report.  The management and 
directors are then asked to address all identified problems voluntarily and 
to take measures to ensure that the problems are corrected and will not 
recur.  Most problems are resolved promptly after they are brought to the 
attention of an institution’s management and directors.  In some situations, 
however, the Federal Reserve may need to take an informal supervisory 
action, requesting that an institution adopt a board resolution or agree to 
the provisions of a memorandum of understanding to address the problem. 

If necessary, the Federal Reserve may take formal enforcement actions to 
compel the management and directors of a troubled banking organization, 
or persons associated with it, to address the organization’s problems.  For 
example, if an institution has significant deficiencies or fails to comply 
with an informal action, the Federal Reserve may enter into a written 
agreement with the troubled institution or may issue a cease-and-desist 
order against the institution or against an individual associated with the 
institution, such as an officer or director.  The Federal Reserve may also 
assess a fine, remove an officer or director from office and permanently 
bar him or her from the banking industry, or both.  All final enforcement 
orders issued by the Board and all written agreements executed by Re-
serve Banks are available to the public on the Board’s web site. 

Supervision of International Operations of U.S. Banking 
Organizations 

The Federal Reserve also has supervisory and regulatory responsibility 
for the international operations of member banks (that is, national and 
state member banks) and bank holding companies. These responsibilities 
include 

• 	 authorizing the establishment of foreign branches of national banks 
and state member banks and regulating the scope of their activities; 

• 	 chartering and regulating the activities of Edge and agreement cor-
porations, which are specialized institutions used for international and 
foreign business; 

• 	 authorizing foreign investments of member banks, Edge and agree-
ment corporations, and bank holding companies and regulating the 
activities of foreign firms acquired by such investors; and 

• 	 establishing supervisory policy and practices regarding foreign lending 
by state member banks. 

Under federal law, U.S. banking organizations generally may conduct a 
wider range of activities abroad than they may conduct in this country. 
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The Board has broad discretionary powers to regulate the foreign activi-
ties of member banks and bank holding companies so that, in financing 
U.S. trade and investments abroad, U.S. banking organizations can be 
fully competitive with institutions of the host country.  U.S. banks also 
may conduct deposit and loan business in U.S. markets outside their home 
states through Edge and agreement corporations if the operations of the 
corporations are related to international transactions. 

The Federal Reserve examines the international operations of state mem-
ber banks, Edge and agreement corporations, and bank holding companies 
principally at the U.S. head offices of these organizations.  When appro-
priate, the Federal Reserve will conduct an examination at the foreign op-
erations of a U.S. banking organization in order to review the accuracy of 
financial and operational information maintained at the head office as well 
as to test the organization’s adherence to safe and sound banking practices 
and to evaluate its efforts to implement corrective measures.  Examina-
tions abroad are conducted in cooperation with the responsible foreign-
country supervisor. 

Supervision of U.S. Activities of Foreign Banking Organizations 

Although foreign banks have been operating in the United States for 
more than a century, before 1978 the U.S. branches and agencies of these 
banks were not subject to supervision or regulation by any federal banking 
agency.  When Congress enacted the International Banking Act of 1978 
(IBA), it created a federal regulatory structure for the activities of foreign 
banks with U.S. branches and agencies.  The IBA established a policy of 
“national treatment” for foreign banks operating in the United States to 
promote competitive equality between them and domestic institutions.  
This policy generally gives foreign banking organizations operating in the 
United States the same powers as U.S. banking organizations and subjects 
them to the same restrictions and obligations that apply to the domestic 
operations of U.S. banking organizations. 

The Foreign Bank Supervision Enhancement Act of 1991 (FBSEA) in-
creased the Federal Reserve’s supervisory responsibility and authority over 
the U.S. operations of foreign banking organizations and eliminated gaps 
in the supervision and regulation of foreign banking organizations.  The 
FBSEA amended the IBA to require foreign banks to obtain Federal Re-
serve approval before establishing branches, agencies, or commercial lend-
ing company subsidiaries in the United States.  An application by a foreign 
bank to establish such offices or subsidiaries generally may be approved 
only if the Board determines that the foreign bank and any foreign-bank 
parents engage in banking business outside the United States and are sub-
ject to comprehensive supervision or regulation on a consolidated basis by 
their home-country supervisors.  The Board may also take into account 
other factors, such as whether the home-country supervisor has consented 
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to the proposed new office or subsidiary, the financial and managerial 
resources of the foreign bank, the condition of any existing U.S. offices, 
the bank’s compliance with U.S. law, the extent of access by the Federal 
Reserve to information on the foreign bank from the bank and its home-
country supervisor, and whether both the foreign bank and its home-
country supervisor have taken actions to combat money laundering.  The 
Board’s prior approval is also required before a foreign bank may establish 
a representative office and, in approving the establishment of such an of-
fice, the Board takes the above-mentioned standards into account to the 
extent deemed appropriate. 

The FBSEA also increased the responsibility and the authority of the Fed-
eral Reserve to regularly examine the U.S. operations of foreign banks.  
Under the FBSEA, all branches and agencies of foreign banks must be 
examined on-site at least once every twelve months, although this period 
may be extended to eighteen months if the branch or agency meets certain 
criteria.  Supervisory actions resulting from examinations may be taken by 
the Federal Reserve alone or with other agencies. Representative offices 
are also subject to examination by the Federal Reserve. 

The Federal Reserve coordinates the supervisory program for the U.S. 
operations of foreign banking organizations with the other federal and 
state banking agencies.  Since a foreign banking organization may have 
both federally and state-chartered offices in the United States, the Federal 
Reserve plays a key role in assessing the condition of the organization’s 
entire U.S. operations and the foreign banking organization’s ability to 
support its U.S. operations.  In carrying out their supervisory responsibili-
ties, the Federal Reserve and other U.S. supervisors rely on two supervi-
sory tools:  SOSA rankings and ROCA ratings.  SOSA (the Strength of 
Support Assessment) is the examiners’ assessment of a foreign bank’s ability 
to provide support for its U.S. operations.  The ROCA rating is an assess-
ment of the organization’s U.S. activities in terms of its risk management, 
operational controls, compliance, and asset quality. 

Under the Bank Holding Company Act and the IBA, the Federal Reserve 
is also responsible for approving, reviewing, and monitoring the U.S. 
nonbanking activities of foreign banking organizations that have a branch, 
agency, commercial lending company, or subsidiary bank in the United 
States.  In addition, such foreign banks must obtain Federal Reserve ap-
proval to acquire more than 5 percent of the shares of a U.S. bank or bank 
holding company. 

Supervision of Transactions with Affi liates 

As part of the supervisory process, the Federal Reserve also evaluates 
transactions between a bank and its affiliates to determine the effect of the 
transactions on the bank’s condition and to ascertain whether the transac-
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tions are consistent with sections 23A and 23B of the Federal Reserve Act, 
as implemented by the Federal Reserve Board’s Regulation W.  Since the 
GLB Act increased the range of affiliations permitted to banking organiza-
tions, sections 23A and 23B play an increasingly important role in limiting 
the risk to depository institutions from these broader affiliations.  Among 
other things, section 23A prohibits a bank from purchasing an affiliate’s 
low-quality assets.  In addition, it limits a bank’s loans and other exten-
sions of credit to any single affiliate to 10 percent of the bank’s capital and 
surplus, and it limits loans and other extensions of credit to all affiliates in 
the aggregate to 20 percent of the bank’s capital and surplus.  Section 23B 
requires that all transactions between a bank and its affiliates be on terms 
that are substantially the same, or at least as favorable, as those prevailing at 
the time for comparable transactions with nonaffiliated companies.  The 
Federal Reserve Board is the only banking agency that has the author-
ity to exempt any bank from these requirements.  During the course of 
an examination, examiners review a banking organization’s intercompany 
transactions for compliance with these statutes and Regulation W. 

Regulatory Functions 

As a bank regulator, the Federal Reserve establishes standards designed 
to ensure that banking organizations operate in a safe and sound manner 
and in accordance with applicable law.  These standards may take the form 
of regulations, rules, policy guidelines, or supervisory interpretations and 
may be established under specific provisions of a law or under more general 
legal authority.  Regulatory standards may be either restrictive (limiting 
the scope of a banking organization’s activities) or permissive (authorizing 
banking organizations to engage in certain activities). (For a complete list 
of Federal Reserve regulations, see appendix A.) 

In many cases, the Federal Reserve Board’s regulations are adopted to 
implement specific legislative initiatives or requirements passed by Con-
gress.  These statutory provisions may have been adopted by Congress to 
respond to past crises or problems or to update the nation’s banking laws 
to respond to changes in the marketplace.  For example, in response to the 
savings and loan crisis and financial difficulties in the banking industry in 
the late 1980s and early 1990s, Congress enacted several laws to improve 
the condition of individual institutions and of the overall banking indus-
try, including the Competitive Equality Banking Act of 1987; the Finan-
cial Institutions Reform, Recovery, and Enforcement Act of 1989; and the 
Federal Deposit Insurance Corporation Improvement Act of 1991.  These 
legislative initiatives restricted banking practices, limited supervisors’ 
discretion in dealing with weak banks, imposed new regulatory require-
ments—including prompt corrective action—and strengthened supervi-
sory oversight overall. 
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More recently, Congress has adopted other laws to respond to the growing 
integration of banking markets, both geographically and functionally, and 
the increasing convergence of banking, securities, and insurance activities. 
The Riegle-Neal Interstate Banking and Branching Efficiency Act of 
1994 significantly reduced the legal barriers that had restricted the abil-
ity of banks and bank holding companies to expand their activities across 
state lines.  In 1999, Congress passed the GLB Act, which repealed certain 
Depression-era banking laws and permitted banks to affiliate with securi-
ties and insurance firms within financial holding companies.  

Acquisitions and Mergers 

Under the authority assigned to the Federal Reserve by the Bank Hold-
ing Company Act of 1956 as amended, the Bank Merger Act of 1960, 
and the Change in Bank Control Act of 1978, the Federal Reserve Board 
maintains broad authority over the structure of the banking system in the 
United States. 

The Bank Holding Company Act assigned to the Federal Reserve primary 
responsibility for supervising and regulating the activities of bank holding 
companies. Through this act, Congress sought to achieve two basic objec-
tives:  (1) to avoid the creation of a monopoly or the restraint of trade in 
the banking industry through the acquisition of additional banks by bank 
holding companies and (2) to keep banking and commerce separate by 
restricting the nonbanking activities of bank holding companies.  Histori-
cally, bank holding companies could engage only in banking activities and 
other activities that the Federal Reserve determined to be closely related 
to banking.  But since the passage of the GLB Act, a bank holding com-
pany that qualifies to become a financial holding company may engage 
in a broader range of financially related activities, including full-scope 
securities underwriting and dealing, insurance underwriting and sales, and 
merchant banking.  A bank holding company seeking financial holding 
company status must file a written declaration with the Federal Reserve 
System, certifying that the company meets the capital, managerial, and 
other requirements to be a financial holding company. 

Bank Acquisitions 

Under the Bank Holding Company Act, a firm that seeks to become a 
bank holding company must first obtain approval from the Federal Re-
serve.  The act defines a bank holding company as any company that directly 
or indirectly owns, controls, or has the power to vote 25 percent or more 
of any class of the voting shares of a bank; controls in any manner the 
election of a majority of the directors or trustees of a bank; or is found 
to exercise a controlling inf luence over the management or policies of a 
bank.  A bank holding company must obtain the approval of the Federal 
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Reserve before acquiring more than 5 percent of the shares of an addi-
tional bank or bank holding company.  All bank holding companies must 
file certain reports with the Federal Reserve System. 

When considering applications to acquire a bank or a bank holding com-
pany, the Federal Reserve is required to take into account the likely 
effects of the acquisition on competition, the convenience and needs of 
the communities to be served, the financial and managerial resources and 
future prospects of the companies and banks involved, and the effective-
ness of the company’s policies to combat money laundering.  In the case 
of an interstate bank acquisition, the Federal Reserve also must consider 
certain other factors and may not approve the acquisition if the resulting 
organization would control more than 10 percent of all deposits held by 
insured depository institutions.  When a foreign bank seeks to acquire a 
U.S. bank, the Federal Reserve also must consider whether the foreign 
banking organization is subject to comprehensive supervision or regula-
tion on a consolidated basis by its home-country supervisor. 

Bank Mergers 

Another responsibility of the Federal Reserve is to act on proposed bank 
mergers when the resulting institution would be a state member bank.  
The Bank Merger Act of 1960 sets forth the factors to be considered in 
evaluating merger applications.  These factors are similar to those that 
must be considered in reviewing bank acquisition proposals by bank hold-
ing companies.  To ensure that all merger applications are evaluated in a 
uniform manner, the act requires that the responsible agency request re-
ports from the Department of Justice and from the other approving bank-
ing agencies addressing the competitive impact of the transaction.    

Other Changes in Bank Control 

The Change in Bank Control Act of 1978 authorizes the federal bank 
regulatory agencies to deny proposals by a single “person” (which includes 
an individual or an entity), or several persons acting in concert, to acquire 
control of an insured bank or a bank holding company.  The Federal Re-
serve is responsible for approving changes in the control of bank holding 
companies and state member banks, and the FDIC and the OCC are re-
sponsible for approving changes in the control of insured state nonmember 
and national banks, respectively.  In considering a proposal under the act, 
the Federal Reserve must review several factors, including the financial 
condition, competence, experience, and integrity of the acquiring person 
or group of persons; the effect of the transaction on competition; and the 
adequacy of the information provided by the acquiring party. 
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Formation and Activities of Financial Holding Companies 

As authorized by the GLB Act, the Federal Reserve Board’s regulations 
allow a bank holding company or a foreign banking organization to 
become a financial holding company and engage in an expanded array of 
financial activities if the company meets certain capital, managerial, and 
other criteria.  Permissible activities for financial holding companies in-
clude conducting securities underwriting and dealing, serving as an insur-
ance agent and underwriter, and engaging in merchant banking.  Other 
permissible activities include those that the Federal Reserve Board, after 
consulting with the Secretary of the Treasury, determines to be financial 
in nature or incidental to financial activities.  Financial holding compa-
nies also may engage to a limited extent in a nonfinancial activity if the 
Board determines that the activity is complementary to one or more of the 
company’s financial activities and would not pose a substantial risk to the 
safety or soundness of depository institutions or the financial system. 

Capital Adequacy Standards 

A key goal of banking regulation is to ensure that banks maintain suffi-
cient capital to absorb reasonably likely losses. In 1989, the federal banking 
regulators adopted a common standard for measuring capital adequacy that 
is broadly based on the risks of an institution’s investments.  This com-
mon standard, in turn, was based on the 1988 agreement “International 
Convergence of Capital Measurement and Capital Standards” (commonly 
known as the Basel Accord) developed by the Basel Committee on Bank-
ing Supervision.  This committee, which is associated with the Bank for 
International Settlements headquartered in Switzerland, is composed of 
representatives of the central banks or bank supervisory authorities from 
Belgium, Canada, France, Germany, Italy, Japan, Luxembourg, the 
Netherlands, Spain, Sweden, Switzerland, the United Kingdom, and the 
United States. 

The risk-based capital standards require institutions that assume greater 
risk to hold higher levels of capital.  Moreover, these standards take into 
account risks associated with activities that are not included on a bank’s 
balance sheet, such as the risks arising from commitments to make loans.  
Because they have been accepted by the bank supervisory authorities of 
most of the countries with major international banking centers, these 
standards promote safety and soundness and reduce competitive inequi-
ties among banking organizations operating within an increasingly global 
market. 

Recognizing that the existing risk-based capital standards were in need 
of significant enhancements to address the activities of complex bank-
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ing organizations, the Basel Committee began work to revise the Basel 
Accord in 1999 and, in June 2004, endorsed a revised framework, which 
is referred to as Basel II.  Basel II has three “pillars” that make up the 
framework for assessing capital adequacy.  Pillar I, minimum regulatory 
capital requirements, more closely aligns banking organizations’ capital 
levels with their underlying risks.  Pillar II, supervisory oversight, requires 
supervisors to evaluate banking organizations’ capital adequacy and to 
encourage better risk-management techniques.  Pillar III, market disci-
pline, calls for enhanced public disclosure of banking organizations’ risk 
exposures.  

Financial Disclosures by State Member Banks 

State member banks that issue securities registered under the Securities 
Exchange Act of 1934 must disclose certain information of interest to 
investors, including annual and quarterly financial reports and proxy state-
ments.  By statute, the Federal Reserve administers these requirements 
and has adopted financial disclosure regulations for state member banks 
that are substantially similar to the SEC’s regulations for other public 
companies. 

Securities Credit 

The Securities Exchange Act of 1934 requires the Federal Reserve to 
regulate the extension of credit used in connection with the purchase of 
securities.  Through its regulations, the Board establishes the minimum 
amount the buyer must put up when purchasing a security.  This minimum 
amount is known as the margin requirement.  In fulfilling its responsibility 
under the act, the Federal Reserve limits the amount of credit that may be 
provided by securities brokers and dealers (Regulation T) and the amount 
of securities credit extended by banks and other lenders (Regulation U). 
These regulations generally apply to credit-financed purchases of securities 
traded on securities exchanges and certain securities traded over the coun-
ter when the credit is collateralized by such securities.  In addition, Regu-
lation X prohibits borrowers who are subject to U.S. laws from obtaining 
such credit overseas on terms more favorable than could be obtained from 
a domestic lender. 

In general, compliance with the Federal Reserve’s margin regulations is 
enforced by several federal regulatory agencies.  The federal agencies that 
regulate financial institutions check for Regulation U compliance during 
examinations.  The Federal Reserve checks for Regulation U compliance 
on the part of securities credit lenders not otherwise regulated by federal 
agencies.  Compliance with Regulation T is verified during examinations 
of broker-dealers by the securities industry’s self-regulatory organizations 
under the general oversight of the SEC. 
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 6 Consumer and Community Affairs 

The number of federal laws intended to protect consumers in 
credit and other financial transactions has been growing since 
the late 1960s. Congress has assigned to the Federal Reserve 
the duty of implementing many of these laws to ensure that 
consumers receive comprehensive information and fair treatment. 

Among the Federal Reserve’s responsibilities in this area are 

• 	 writing and interpreting regulations to carry out many of the major 
consumer protection laws, 

• 	 reviewing bank compliance with the regulations, 
• 	 investigating complaints from the public about state member banks’ 

compliance with consumer protection laws, 
• 	 addressing issues of state and federal jurisdiction, 
• 	 testifying before Congress on consumer protection issues, and 
• 	 conducting community development activities. 

In carrying out these responsibilities, the Federal Reserve is advised by 
its Consumer Advisory Council, whose members represent the interests 
of consumers, community groups, and creditors nationwide.  Meetings 
of the council, which take place three times a year at the Federal Reserve 
Board in Washington, D.C., are open to the public. 

Consumer Protection 

Most financial transactions involving consumers are covered by consumer 
protection laws. These include transactions involving credit, charge, and 
debit cards issued by financial institutions and credit cards issued by retail 
establishments; automated teller machine transactions and other electronic 
fund transfers; deposit account transactions; automobile leases; mortgages 
and home equity loans; and lines of credit and other unsecured credit. 

Writing and Interpreting Regulations 

The Federal Reserve Board writes regulations to implement many of the 
major consumer protection laws. These regulations may cover not only 
banks but also certain businesses, including finance companies, mortgage 
brokers, retailers, and automobile dealers.  For example, Congress passed 
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the Truth in Lending Act to ensure that consumers have adequate infor-
mation about credit. The Board implemented that law by writing Regu-
lation Z, which requires banks and other creditors to provide detailed 
information to consumers about the terms and cost of consumer credit for 
mortgages, car loans, credit and charge cards, and other credit products. 
The Board also revises and updates its regulations to address new products 
or changes in technology, to implement changes to existing legislation, or 
to address problems encountered by consumers. 

Educating Consumers about Consumer Protection Laws 

Well-educated consumers are the best consumer protection in the market. 
They know their rights and responsibilities, and they use the information 
provided in disclosures to shop and compare.  The Federal Reserve Board 
maintains a consumer information web site with educational materials 
related to the consumer protection regulations developed by the Board 
(www.federalreserve.gov/consumers.htm).  In addition, the Federal Re-
serve staff uses consumer surveys and focus groups to learn more about 
what issues are important to consumers and to develop and test additional 
educational resources.  

Enforcing Consumer Protection Laws 

The Federal Reserve has a comprehensive program to examine financial 
institutions and other entities that it supervises to ensure compliance with 
consumer protection laws and regulations.  Its enforcement responsibili-
ties generally extend only to state-chartered banks that are members of 
the Federal Reserve System and to certain foreign banking organizations. 
Other federal regulators are responsible for examining banks, thrift insti-
tutions, and credit unions under their jurisdictions and for taking enforce-
ment action. 

Each Reserve Bank has specially trained examiners who regularly evaluate 
banks’ compliance with consumer protection laws and their Community 
Reinvestment Act (CRA) performance.  Most banks are evaluated every 
forty-eight months, although large banks are examined every twenty-four 
months and poorly rated banks are examined more frequently. 

To make the most effective and efficient use of resources while ensuring 
compliance with consumer protection laws and regulations, the Federal 
Reserve uses a risk-focused approach to supervision, focusing most in-
tensely on those areas involving the greatest compliance risk. Examina-
tions always include a comprehensive assessment of an institution’s CRA 
performance in order to present to the public a full and fair portrait of the 
institution’s efforts.  Examiners also assess the broad range of large com-
plex banking organizations’ activities to determine the level and trend of 
compliance risk in the area of consumer protection.  
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In accordance with the Community Reinvestment Act of 1977, the Fed-
eral Reserve reviews a bank’s efforts to meet the credit and community 
development needs of its entire community, including low- and moderate-
income neighborhoods; for example, it looks at the extent to which a bank 
has programs that contribute to the building of affordable housing and to 
other aspects of community development.  When deciding whether to ap-
prove an application for a bank acquisition or merger or for the formation 
of a bank holding company, the Federal Reserve takes into account an 
institution’s performance under the CRA. An important aspect of the pro-
cess is that it gives the public the opportunity to submit written comments 
on the proposal. These comments, which often provide insight into a 
financial institution’s CRA performance, are reviewed by Federal Reserve 
staff and considered by the Board when it evaluates an application. 

At the end of this chapter is a list of the consumer protection laws for 
which the Federal Reserve has rule-writing or enforcement responsibility, 
the dates the laws were enacted, and the highlights of the laws’ provisions. 

Consumer Complaint Program 

The Federal Reserve responds to inquiries and complaints from the public 
about the policies and practices of financial institutions involving consum-
er protection issues.  Each Reserve Bank has staff whose primary respon-
sibility is to investigate consumer complaints about state member banks 
and refer complaints about other institutions to the appropriate regulatory 
agencies.  The Federal Reserve’s responses not only address the concerns 
raised but also educate consumers about financial matters. 

The Federal Reserve Board maintains information on consumer inqui-
ries and complaints in a database, which it regularly reviews to identify 
potential problems at individual financial institutions and, as required by 
the Federal Trade Commission Improvement Act, to uncover potentially 
unfair or deceptive practices within the banking industry. Complaint data 
are a critical component of the risk-focused supervisory program and are 
used as a risk factor to assess a bank’s compliance with consumer regula-
tions.  Data about consumer complaints are also used to determine the 
need for future regulations or educational efforts.   

Community Affairs 

Community affairs programs at the Board and the twelve Federal Reserve 
Banks promote community development and fair and impartial access to 
credit.  Community affairs offices at the Board and Reserve Banks engage 
in a wide variety of activities to help financial institutions, community-
based organizations, government entities, and the public understand and 

The Federal 
Reserve reviews 
a bank’s efforts 
to meet the credit 
and community 
development 
needs of its entire 
community. 
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address financial services issues that affect low- and moderate-income 
people and geographic regions.  Each office responds to local needs in its 
District and establishes its own programs to 

• 	 foster depository institutions’ active engagement in providing credit 
and other banking services to their entire communities, particularly 
traditionally underserved markets; 

• 	 encourage mutually beneficial cooperation among community organi-
zations, government agencies, financial institutions, and other com-
munity development practitioners; 

• 	 develop greater public awareness of the benefits and risks of financial 
products and of the rights and responsibilities that derive from com-
munity investment and fair lending regulations; and 

• 	 promote among policy makers, community leaders, and private-sector 
decision makers a better understanding of the practices, processes, and 
resources that result in successful community development programs. 

Each Federal Reserve Bank develops specific products and services to 
meet the informational needs of its region.  The community affairs offices 
issue a wide array of publications, sponsor a variety of public forums, and 
provide technical information on community and economic development 
and on fair and equal access to credit and other banking services. 

Consumer Protection Laws 

The Fair Housing Act prohibits 
discrimination in the exten-
sion of housing credit. 

• Fair Housing Act (1968) 
Prohibits discrimination in the extension of housing credit on the basis 
of race, color, religion, national origin, sex, handicap, or family status. 

• Truth in Lending Act (1968) 
Requires uniform methods for computing the cost of credit and for 
disclosing credit terms. Gives borrowers the right to cancel, within 
three days, certain loans secured by their residences. Prohibits the 
unsolicited issuance of credit cards and limits cardholder liability for 
unauthorized use. Also imposes limitations on home equity loans with 
rates or fees above a specified threshold. 

• Fair Credit Reporting Act (1970) 
Protects consumers against inaccurate or misleading information in 
credit files maintained by credit-reporting agencies; requires credit-
reporting agencies to allow credit applicants to correct erroneous 
reports. 

• Flood Disaster Protection Act of 1973 
Requires f lood insurance on property in a f lood hazard area that 
comes under the National Flood Insurance Program. 

• Fair Credit Billing Act (1974) 
Specifies how creditors must respond to billing-error complaints from 
consumers; imposes requirements to ensure that creditors handle ac-
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counts fairly and promptly. Applies primarily to credit and charge card 

accounts (for example, store card and bank card accounts).  Amended 

the Truth in Lending Act.


• 	 Equal Credit Opportunity Act (1974) 
Prohibits discrimination in credit transactions on several bases, includ-
ing sex, marital status, age, race, religion, color, national origin, the 
receipt of public assistance funds, or the exercise of any right under the 
Consumer Credit Protection Act. Requires creditors to grant credit 
to qualified individuals without requiring cosignature by spouses, to 
inform unsuccessful applicants in writing of the reasons credit was 
denied, and to allow married individuals to have credit histories on 
jointly held accounts maintained in the names of both spouses.  Also 
entitles a borrower to a copy of a real estate appraisal report.  

• 	 Real Estate Settlement Procedures Act of 1974 
Requires that the nature and costs of real estate settlements be dis-
closed to borrowers. Also protects borrowers against abusive practices, 
such as kickbacks, and limits the use of escrow accounts. 

• 	 Home Mortgage Disclosure Act of 1975 
Requires mortgage lenders to annually disclose to the public data 
about the geographic distribution of their applications, originations, 
and purchases of home-purchase and home-improvement loans and 
refinancings.  Requires lenders to report data on the ethnicity, race, 
sex, income of applicants and borrowers, and other data.  Also directs 
the Federal Financial Institutions Examination Council, of which the 
Federal Reserve is a member, to make summaries of the data available 
to the public. 

• 	 Consumer Leasing Act of 1976 
The Community Reinvest-

Requires that institutions disclose the cost and terms of consumer 	 ment Act encourages fi nancial 
leases, such as automobile leases.	 institutions to help meet the 

credit needs of their entire • 	 Fair Debt Collection Practices Act (1977) 
communities. 

Prohibits abusive debt collection practices. Applies to banks that func-
tion as debt collectors for other entities. 

• 	 Community Reinvestment Act of 1977 
Encourages financial institutions to help meet the credit needs of 
their entire communities, particularly low- and moderate-income 
neighborhoods. 

• 	 Right to Financial Privacy Act of 1978 
Protects bank customers from the unlawful scrutiny of their financial 
records by federal agencies and specifies procedures that government 
authorities must follow when they seek information about a customer’s 
financial records from a financial institution. 

• 	 Electronic Fund Transfer Act (1978) 
Establishes the basic rights, liabilities, and responsibilities of consumers 
who use electronic fund transfer services and of financial institutions 
that offer these services. Covers transactions conducted at automated 
teller machines, at point-of-sale terminals in stores, and through tele-
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phone bill-payment plans and preauthorized transfers to and from a 
customer’s account, such as direct deposit of salary or Social Security 
payments. 

• 	 Federal Trade Commission Improvement Act (1980) 
Authorizes the Federal Reserve to identify unfair or deceptive acts or 
practices by banks and to issue regulations to prohibit them.  Using 
this authority, the Federal Reserve has adopted rules substantially sim-
ilar to those adopted by the FTC that restrict certain practices in the 
collection of delinquent consumer debt, for example, practices related 
to late charges, responsibilities of cosigners, and wage assignments. 

• 	 Expedited Funds Availability Act (1987) 
Specifies when depository institutions must make funds deposited by 
check available to depositors for withdrawal. Requires institutions to 
disclose to customers their policies on funds availability. 

• Women’s Business Ownership Act of 1988 
Extends to applicants for business credit certain protections afforded 
consumer credit applicants, such as the right to an explanation for 
credit denial.  Amended the Equal Credit Opportunity Act. 

• 	 Fair Credit and Charge Card Disclosure Act of 1988 
Requires that applications for credit cards that are sent through the 
mail, solicited by telephone, or made available to the public (for exam-
ple, at counters in retail stores or through catalogs) contain information 
about key terms of the account.  Amended the Truth in Lending Act. 

• 	 Home Equity Loan Consumer Protection Act of 1988 
Requires creditors to provide consumers with detailed information 
about open-end credit plans secured by the consumer’s dwelling. Also 

The Fair Credit and Charge regulates advertising of home equity loans and restricts the terms of 
Card Disclosure Act requires home equity loan plans. 
that applications for credit 
cards contain information • Truth in Savings Act (1991) 
about key terms of the Requires that depository institutions disclose to depositors certain 
account. information about their accounts—including the annual percentage 

yield, which must be calculated in a uniform manner—and prohibits 
certain methods of calculating interest. Regulates advertising of sav-
ings accounts. 

• 	 Home Ownership and Equity Protection Act of 1994 
Provides additional disclosure requirements and substantive limitations 
on home-equity loans with rates or fees above a certain percentage or 
amount. Amended the Truth in Lending Act. 

• 	 Gramm-Leach-Bliley Act, title V, subpart A, Disclosure of Nonpublic 
Personal Information (1999) 
Describes the conditions under which a financial institution may dis-
close nonpublic personal information about consumers to nonaffiliated 
third parties, provides a method for consumers to opt out of informa-
tion sharing with nonaffiliated third parties, and requires a financial 
institution to notify consumers about its privacy policies and practices. 
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• 	 Fair and Accurate Credit Transaction Act of 2003 
Enhances consumers’ ability to combat identity theft, increases the ac-
curacy of consumer reports, allows consumers to exercise greater con-
trol over the type and amount of marketing solicitations they receive, 
restricts the use and disclosure of sensitive medical information, and 
establishes uniform national standards in the regulation of consumer 
reporting.  Amended the Fair Credit Reporting Act. 
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 7 The Federal Reserve in the U.S. Payments System 

The Federal Reserve plays an important role in the U.S. 
payments system. The twelve Federal Reserve Banks provide 
banking services to depository institutions and to the federal 
government. For depository institutions, they maintain accounts 
and provide various payment services, including collecting 
checks, electronically transferring funds, and distributing and 
receiving currency and coin. For the federal government, the 
Reserve Banks act as fiscal agents, paying Treasury checks; 
processing electronic payments; and issuing, transferring, and 
redeeming U.S. government securities. 

By creating the Federal Reserve System, Congress intended to eliminate 
the severe financial crises that had periodically swept the nation, especially 
the sort of financial panic that occurred in 1907.  During that episode, 
payments were disrupted throughout the country because many banks 
and clearinghouses refused to clear checks drawn on certain other banks, 
a practice that contributed to the failure of otherwise solvent banks.  To 
address these problems, Congress gave the Federal Reserve System the 
authority to establish a nationwide check-clearing system.  The System, 
then, was to provide not only an elastic currency—that is, a currency that 
would expand or shrink in amount as economic conditions warranted— 
but also an efficient and equitable check-collection system. 

Bank panic of 1907 
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The Federal 
Reserve performs 
an important role as 
an intermediary in 
clearing and settling 
interbank payments. 

Congress was also concerned about some banks’ paying less than the full 
amount of checks deposited by their customers because some paying banks 
charged fees to presenting banks to pay checks.  To avoid paying present-
ment fees, many collecting banks routed checks through banks that were 
not charged presentment fees by paying banks.  This practice, called circu-
itous routing, resulted in extensive delays and inefficiencies in the check-
collection system.  In 1917, Congress amended the Federal Reserve Act 
to prohibit banks from charging the Reserve Banks presentment fees and 
to authorize nonmember banks as well as member banks to collect checks 
through the Federal Reserve System. 

In passing the Monetary Control Act of 1980, Congress reaffirmed its 
intention that the Federal Reserve should promote an efficient nationwide 
payments system.  The act subjects all depository institutions, not just 
member commercial banks, to reserve requirements and grants them equal 
access to Reserve Bank payment services.  It also encourages competi-
tion between the Reserve Banks and private-sector providers of payment 
services by requiring the Reserve Banks to charge fees for certain pay-
ments services listed in the act and to recover the costs of providing these 
services over the long run.  

More recent congressional action has focused increasingly on improving 
the efficiency of the payments system by encouraging increased use of 
technology.  In 1987, Congress enacted the Expedited Funds Availability 
Act (EFAA), which gave the Board, for the first time, the authority to 
regulate the payments system in general, not just those payments made 
through the Reserve Banks. The Board used its authority under the EFAA 
to revamp the check-return system, improve the presentment rights of 
private-sector banks, and establish rules governing the time that banks can 
hold funds from checks deposited into customer accounts before making 
the funds available for withdrawal.  In 2003, Congress enacted the Check 
Clearing for the 21st Century Act, which further enhanced the efficiency 
of the payments system by reducing legal and practical impediments to 
check truncation and the electronic collection of checks, services that 
speed up check collection and reduce associated costs. 

Financial Services 

The U.S. payments system is the largest in the world.  Each day, millions 
of transactions, valued in the trillions of dollars, are conducted between 
sellers and purchasers of goods, services, or financial assets.  Most of the 
payments underlying those transactions f low between depository insti-
tutions, a large number of which maintain accounts with the Reserve 
Banks.  The Federal Reserve therefore performs an important role as an 
intermediary in clearing and settling interbank payments.  The Reserve 
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Banks settle payment transactions efficiently by debiting the accounts of 
the depository institutions making payments and by crediting the accounts 
of depository institutions receiving payments.  Moreover, as the U.S. cen-
tral bank, the Federal Reserve is immune from liquidity problems—not 
having sufficient funds to complete payment transactions—and credit 
problems that could disrupt its clearing and settlement activities. 

The Federal Reserve plays a vital role in both the nation’s retail and 
wholesale payments systems, providing a variety of financial services to 
depository institutions. Retail payments are generally for relatively small-
dollar amounts and often involve a depository institution’s retail clients— 
individuals and smaller businesses.  The Reserve Banks’ retail services 
include distributing currency and coin, collecting checks, and electroni-
cally transferring funds through the automated clearinghouse system.  By 
contrast, wholesale payments are generally for large-dollar amounts and 
often involve a depository institution’s large corporate customers or coun-
terparties, including other financial institutions.  The Reserve Banks’ 
wholesale services include electronically transferring funds through the 
Fedwire Funds Service and transferring securities issued by the U.S. gov-
ernment, its agencies, and certain other entities through the Fedwire Se-
curities Service.  Because of the large amounts of funds that move through 
the Reserve Banks every day, the System has policies and procedures to 
limit the risk to the Reserve Banks from a depository institution’s failure 
to make or settle its payments. 

Retail Services 

Currency and Coin 

An important function of the Federal Reserve is ensuring that enough 
cash—that is, currency and coin—is in circulation to meet the public’s 
demand.  When Congress established the Federal Reserve, it recognized 
that the public’s demand for cash is variable.  This demand increases or 
decreases seasonally and as the level of economic activity changes.  For 
example, in the weeks leading up to a holiday season, depository institu-
tions increase their orders of currency and coin from Reserve Banks to 
meet their customers’ demand.  Following the holiday season, depository 
institutions ship excess currency and coin back to the Reserve Banks, 
where it is credited to their accounts.  

Each of the twelve Reserve Banks is authorized by the Federal Reserve 
Act to issue currency, and the Department of Treasury is authorized to 
issue coin.  The Secretary of the Treasury approves currency designs, and 
the Treasury’s Bureau of Engraving and Printing prints the notes.  The 
Federal Reserve Board places an annual printing order with the bureau 

An important 
function of the 
Federal Reserve 
is ensuring that 
enough cash is in 
circulation to meet 
the public’s demand. 
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and pays the bureau for the cost of printing.  The Federal Reserve Board 
coordinates shipments of currency to the Reserve Banks around the coun-
try.  The Reserve Banks, in turn, issue the notes to the public through 
depository institutions.  Federal Reserve notes are obligations of the 
Reserve Banks.  The Reserve Banks secure the currency they issue with 
legally authorized collateral, most of which is in the form of U.S. Treasury 
securities held by the Reserve Banks.  Coin, unlike currency, is issued by 
the Treasury, not the Reserve Banks.  The Reserve Banks order coin from 
the Treasury’s Bureau of the Mint and pay the Mint the full face value of 
coin, rather than the cost to produce it.  The Reserve Banks then distrib-
ute coin to the public through depository institutions.  

Demand Treasury note, 1861 

Silver certificate, 1880 

Although the issuance of paper money in this country dates back to 1690, 
the U.S. government did not issue paper currency with the intent that it 
circulate as money until 1861, when Congress approved the issuance of 
demand Treasury notes.  All currency issued by the U.S. government since 
then remains legal tender, including silver certificates, which have a blue 
seal for the Department of the Treasury; United States notes, which have a 
red seal; and national bank notes, which have a brown seal.  Today, nearly 
all currency in circulation is in the form of Federal Reserve notes, which 
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were first issued in 1914 and have a green Treasury seal.  Currency is rede-
signed periodically to incorporate new anti-counterfeiting features.  When 
currency is redesigned, all previous Federal Reserve notes remain valid. 

National bank note, Winters National Bank of Dayton, Ohio, 1901 

When currency f lows back to the Reserve Banks, each deposit is counted, 
verified, and authenticated.  Notes that are too worn for recirculation (un-
fit notes) and those that are suspected of being counterfeit are culled out.  
Suspect notes are forwarded to the United States Secret Service, and unfit 
notes are destroyed at the Reserve Banks on behalf of the Treasury.  Notes 
that can be recirculated to the public are held in Reserve Bank vaults, 
along with new notes, until they are needed to meet demand.  Coin that 
is received by Reserve Banks is verified by weight rather than piece-
counted, as currency is.  

Today, currency and coin are used primarily for small-dollar transactions 
and thus account for only a small proportion of the total dollar value of all 
monetary transactions.  During 2003, Reserve Banks delivered to deposi-
tory institutions about 36.6 billion notes having a value of $633.4 billion 
and received from depository institutions about 35.7 billion notes having 
a value of $596.9 billion.  Of the total received by Reserve Banks, 7.4 
billion notes, with a face value of $101.3 billion, were deemed to be unfit 
to continue to circulate and were destroyed.  The difference between the 
amount of currency paid to depository institutions and the amount of cur-
rency received from circulation equals the change in demand for currency 
resulting from economic activity.  In 2003, the increase in demand was 
$36.5 billion. 

Over the past five decades, the value of currency and coin in circulation 
has risen dramatically—from $31.2 billion in 1955 to $724.2 billion in 

12003 (table 7.1).   The total number of notes in circulation (24.8 billion at 

1. Current data on currency and coin can be found on the Board’s web site (www. 
federalreserve.gov), under “Payment Systems.” 
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the end of 2003) and the demand for larger denominations ($20, $50, and 
$100 notes) has also increased (table 7.2).  In 1960, these larger denomina-
tions accounted for 64 percent of the total value of currency in circulation; 
by the end of 2003, they accounted for 95 percent.  Because the U.S. dol-
lar is highly regarded throughout the world as a stable and readily nego-
tiable currency, much of the increased demand for larger-denomination 
notes has arisen outside of the United States.  Although the exact value 
of U.S. currency held outside the country is unknown, Federal Reserve 
economists estimate that from one-half to two-thirds of all U.S. currency 
circulates abroad. 

Table 7.1 
Value of currency and coin in circulation, selected years, 
1955–2003 
Millions of dollars 

Year Currency* Coin Total 

1955 29,242 1,916 31,158 

1960 30,442 2,426 32,868 

1965 38,029 4,027 42,056 

1970 45,915 5,986 51,901 

1975 68,059 8,285 76,344 

1980 109,515 11,641 121,156 

1985 182,003 15,456 197,459 

1990 268,206 18,765 286,971 

1995 401,517 22,727 424,244 

2000 563,970 29,724 593,694 

2001 612,273 31,028 643,301 

2002 654,785 32,733 687,518 

2003 690,267 33,927 724,194 

* Currency in circulation includes Federal Reserve notes, silver certifi cates, 
United States notes, and national bank notes. 
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Table 7.2 
Estimated value of currency in circulation by denomination, 
selected years, 1960–2003 
Billions of dollars 

1 2 5 20 

.6 

Denomination 

Year 10 50 100 Other* Total 

1960 1.5 .1 2.2 6.7 10.5 2.8 6.0 30.4 

1970 2.1 .1 2.9 8.4 16.6 4.4 10.9 .5 45.9 

1980 3.1 .7 4.1 11.0 36.4 12.2 41.6 .4 109.5 

1990 5.1 .8 6.3 12.6 69.0 33.9 140.2 .3 268.2 

2000 7.7 1.2 8.9 14.5 98.6 55.1 377.7 .3 564.0 

2003 8.2 1.4 9.7 15.2 107.8 59.9 487.8 .3 690.3 

* Other denominations include the $500, $1,000, $5,000, and $10,000 notes.  No 
denominations larger than $100 have been printed since 1946 or issued since 1969.  
The majority of these notes are held by private collectors, currency dealers, and 
financial institutions for display. 

Check Processing 

While cash is convenient for small-dollar transactions, for larger-value 
transactions individuals, businesses, and governments generally use checks 
or electronic funds transfers.  Measured by the number used, checks con-
tinue to be the preferred noncash payment method; however, their use has 
begun to decline in favor of electronic methods.  In 2001, the Federal Re-
serve conducted an extensive survey on the use of checks and other non-
cash payment instruments in the United States and compared the results 
with a 1979 study of noncash payments and similar data collected in 1995. 
The survey results indicated that check usage peaked sometime during the 
mid-1990s and has declined since then.  For example, the survey found 
that checks represented 59.5 percent of retail noncash payments in 2000, 
compared with 77.1 percent just five years earlier and 85.7 percent in 1979. 
The total value of checks paid declined from an estimated $50.7 trillion in 

21979 to $39.3 trillion in 2000 (both in 2000 dollars). 

In 2004, the Federal Reserve conducted another study to determine the 
changes in noncash payments from 2000 to 2003. That study found that 
the number of noncash payments had grown since 2000 and that checks 
were the only payment instrument being used less frequently than in 2000

 2. See Gerdes, Geoffrey R., and Jack K. Walton II, “The Use of Checks and Other 
Noncash Payment Instruments in the United States,” Federal Reserve Bulletin, vol. 88 
(August 2002), pp. 360–74. 
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(table 7.3). Chart 7.1 illustrates the changes in the distribution of noncash 
payments from 2000 to 2003.   

Table 7.3 
Number of noncash payments, 2000 and 2003 

2000 estimate 2003 estimate CAGR* 
(billions) (billions) 

Noncash payments 72.5 81.2 38%

 Check  41.9  36.7  –4.3%  

Credit card 15.6 19.0 6.7%

 ACH  6.2  9.1  13.4%

 Offline debit 5.3 10.3 24.9% 

Online debit 3.0 5.3 21.0%

 Electronic  benefits 0.5 0.8 15.4% 
transfers (EBTs) 

* Compound annual growth rate. 

Chart 7.1 
Distribution of number of noncash payments, 2000 and 2003 

2000 2003 
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Offline debit 

EBTs 

Offline debit 

Of the estimated 36.7 billion checks paid in 2003, approximately 8.7 bil-
lion were “on-us checks,” that is, checks deposited in the same institution 
on which they were drawn. In 2003, the Reserve Banks processed more 
than 58 percent of interbank checks, checks not drawn on the institution 
at which they were deposited.  Depository institutions cleared the re-
maining checks through private arrangements among themselves.  These 
private arrangements include sending checks directly to the depository 
institution on which they are drawn, depositing the checks for collection 
with a correspondent bank, or delivering the checks to a clearinghouse 
for exchange.  Processing interbank checks requires a mechanism for 
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exchanging the checks as well as for the related movement of funds, or 
settlement, among the depository institutions involved.  

For checks collected through the Reserve Banks, the account of the collecting 
institution is credited for the value of the deposited checks in accordance with 
the availability schedules maintained by the Reserve Banks.  These schedules 
reflect the time normally needed for the Reserve Banks to receive payments 
from the institutions on which the checks are drawn.  Credit is usually given 
on the day of deposit or the next business day.  In 2003, the Reserve Banks 
collected 16 billion checks with a value of $15.8 trillion (table 7.4). 

Table 7.4 
Number and value of checks collected by the Reserve Banks, 
selected years, 1920–2003 
Number in millions; value in millions of dollars 

Year Number Value 

1920 424 149,784 

1930 905 324,883 

1940 1,184 280,436 

1950 1,955 856,953 

1960 3,419 1,154,121 

1970 7,158 3,331,733 

1980 15,716 8,038,026 

1990 18,598 12,519,171 

2000 16,994 13,849,084 

2003 16,271 15,768,877 

 NOTE: In 2003, the Reserve Banks, acting as fiscal agents for the United States, 
also paid 267 million Treasury checks and 198 million postal money orders. 

Since it was established, the Federal Reserve has worked with the private 
sector to improve the eff iciency and cost-effectiveness of the check-
collection system. Toward that end, the Federal Reserve and the banking 
industry developed bank routing numbers in the 1940s. These numbers 
are still printed on checks to identify the institution on which a check 
is drawn and to which the check must be presented for payment. In the 
1950s, the magnetic ink character recognition (MICR) system for encod-
ing pertinent data on checks was developed so that the data could be read 
electronically. The MICR system contributed significantly to the automa-
tion of check processing.  

In the 1970s, the Federal Reserve introduced a regional check-processing 
program to further improve the efficiency of check clearing, which resulted 
in an increase in the number of check-processing facilities throughout the 
country.  In response to the recent decline in overall check usage, the 
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Reserve Banks began an initiative to better align Reserve Bank check-
processing operations with the changing demand for those services.  As 
part of the initiative, the Reserve Banks standardized check processing, 
consolidated some operations, and reduced the overall number of their 
check-processing sites.  

Other improvements in check collection have focused on when a customer 
has access to funds deposited in a bank.  Until the late 1980s, depository 
institutions were not required to make funds from check deposits avail-
able for withdrawal within specific time frames.  In 1988, the Federal 
Reserve Board adopted Regulation CC, Availability of Funds and Collec-
tion of Checks, which implemented the Expedited Funds Availability Act.  
Regulation CC established maximum permissible hold periods for checks 
and other deposits, after which banks must make funds available for with-
drawal. It also established rules to speed the return of unpaid checks. In 
late 1992, the Federal Reserve Board amended Regulation CC to permit 
all depository institutions to demand settlement in same-day funds from 
paying banks without paying presentment fees, provided presenting banks 
meet certain conditions. 

Substitute check 

In addition to processing paper checks more efficiently, the Federal Reserve 
has also encouraged check truncation, which improves efficiency by elimi-
nating the need to transfer paper checks physically between institutions.  To 
that end, the Federal Reserve worked with Congress on the Check Clear-
ing for the 21st Century Act, commonly known as Check 21, which be-
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came effective October 28, 2004.  Check 21 facilitates check truncation by 
creating a new negotiable instrument called a substitute check, which is the 
legal equivalent of an original check.  A substitute check is a paper repro-
duction of an original check that contains an image of the front and back 
of the original check and is suitable for automated processing, just as the 
original check is.  Check 21 allows depository institutions to truncate origi-
nal checks, process check information electronically, and deliver substitute 
checks to depository institutions if they require paper checks.  In 2004, the 
Board amended Regulation CC to implement Check 21. 

The Automated Clearinghouse 

The automated clearinghouse (ACH) is an electronic payment system, 
developed jointly by the private sector and the Federal Reserve in the 
early 1970s as a more-efficient alternative to checks.  Since then, the ACH 
has evolved into a nationwide mechanism that processes credit and debit 
transfers electronically.  ACH credit transfers are used to make direct 
deposit payroll payments and corporate payments to vendors.  ACH debit 
transfers are used by consumers to authorize the payment of insurance pre-
miums, mortgages, loans, and other bills from their account.  The ACH 
is also used by businesses to concentrate funds at a primary bank and to 
make payments to other businesses.  In 2003, the Reserve Banks processed 
6.5 billion ACH payments with a value of $16.8 trillion (table 7.5). 

Table 7.5 
Number and value of ACH transactions processed by the 
Reserve Banks, selected years, 1975–2003 
Number in millions; value in millions of dollars 

6 

Year Number Value 

1975 92,868 

1980 227 286,600 

1990 1,435 4,660,476 

2000 4,651 14,024,445 

2003 6,502 16,761,883 

The use of the ACH has evolved over time. The ACH is now used to 
make certain payments initiated by telephone or over the Internet. In ad-
dition, merchants that receive checks at the point of sale and banks that 
receive bill-payment checks in the mail are increasingly converting those 
checks into ACH payments. 

In 2001, the Reserve Banks began a cross-border ACH service.  Legal and 
operational differences between countries have presented challenges to 
the rapid growth of the cross-border service; however, the Reserve Banks 
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are continuing to work with financial institutions and ACH operators in 
other nations to address these challenges.  

Depository institutions transmit ACH payments to the Reserve Banks 
in batches, rather than individually.  ACH funds transfers are generally 
processed within one to two days, according to designated schedules, 
and are delivered to receiving institutions several times a day, as they are 
processed.  The Reserve Banks offer ACH operator services to all deposi-
tory institutions.  A private-sector processor also provides ACH operator 
services in competition with the Reserve Banks.  The Reserve Banks and 
the private-sector operator deliver ACH payments to participants in each 
other’s system in order to maintain a national ACH payment system. 

Both the government and the commercial sectors use ACH payments.  
Compared with checks, ACH transfers are less costly to process and 
provide greater certainty of payment to the receiver.  Initially, the federal 
government was the dominant user of the ACH and promoted its use for 
Social Security and payroll payments.  Since the early 1980s, commercial 
ACH volume has grown rapidly, and in 2003 it accounted for 86 percent 
of total ACH volume (table 7.6). 

Table 7.6 
ACH volume by type, selected years 1975–2003 
Number in millions 

Year Number of Number of Commercial payments 
commercial government as a percentage 
payments payments of total (percent) 

1975 5.8 .2 97 

1980 64.5 162.5 28 

1990 915.3 519.5 64 

2000 3,812.0 839.0 82 

2003 5,588.0 914.0 86 

Wholesale Services 

Fedwire Funds Service 

The Fedwire Funds Service provides a real-time gross settlement system 
in which more than 9,500 participants are able to initiate electronic funds 
transfers that are immediate, final, and irrevocable.  Depository institu-
tions that maintain an account with a Reserve Bank are eligible to use the 
service to send payments directly to, or receive payments from, other par-
ticipants.  Depository institutions can also use a correspondent relationship 
with a Fedwire participant to make or receive transfers indirectly through 
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the system.  Participants generally use Fedwire to handle large-value, 
time-critical payments, such as payments to settle interbank purchases and 
sales of federal funds; to purchase, sell, or finance securities transactions; 
to disburse or repay large loans; and to settle real estate transactions.  The 
Department of the Treasury, other federal agencies, and government-
sponsored enterprises also use the Fedwire Funds Service to disburse and 
collect funds.  In 2003, the Reserve Banks processed 123 million Fed-
wire payments having a total value of $436.7 trillion (table 7.7). 

Table 7.7 
Number and value of Fedwire funds transactions processed by 
the Federal Reserve, selected years, 1920–2003 
Number in millions; value in millions of dollars 

Year Number Value 

1920 .5 30,857 

1930 1.9 198,881 

1940 .8 92,106 

1950 1.0 509,168 

1960 3.0 2,428,083 

1970 7.0 12,332,001 

1980 43.0 78,594,862 

1990 62.6 199,067,200 

2000 108.3 379,756,389 

2003 123.0 436,706,269 

Fedwire funds transfers are processed individually, rather than in batches 
as ACH transfers are.  The Federal Reserve uses secure, sophisticated data-
communications and data-processing systems to ensure that each transfer 
is authorized by the sender and that it is not altered while it is under the 
control of a Reserve Bank.  Although a few depository institutions use 
the telephone to initiate Fedwire payments, more than 99 percent of all 
Fedwire funds transfers are initiated electronically.  The Federal Reserve 
processes Fedwire funds transfers in seconds, electronically debiting the 
account of the sending institution and crediting the account of the receiv-
ing institution.  The Federal Reserve guarantees the payment, assuming 
any risk that the institution sending the payment has insufficient funds in 
its Federal Reserve account to complete the transfer. 

Fedwire Securities Service 

The Fedwire Securities Service provides safekeeping, transfer, and settle-
ment services for securities issued by the Treasury, federal agencies, gov-
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ernment-sponsored enterprises, and certain international organizations.  
The Reserve Banks perform these services as fiscal agents for these enti-
ties.  Securities are safekept in the form of electronic records of securities 
held in custody accounts.  Securities are transferred according to instruc-
tions provided by parties with access to the system.  Access to the Fed-
wire Securities Service is limited to depository institutions that maintain 
accounts with a Reserve Bank, and a few other organizations, such as 
federal agencies, government-sponsored enterprises, and state govern-
ment treasurer’s offices (which are designated by the U.S. Treasury to hold 
securities accounts).  Other parties, specifically brokers and dealers, typi-
cally hold and transfer securities through depository institutions that are 
Fedwire participants and that provide specialized government securities 
clearing services.  In 2003, the Fedwire Securities Service processed 20.4 
million securities transfers with a value of $267.6 trillion (table 7.8). 

Table 7.8 
Number and value of book-entry securities transfers processed by 
the Federal Reserve, selected years, 1970–2003 
Number in millions; value in millions of dollars 

Year Number Value

 1970  .3  258,200  

1980 4.1 13,354,100 

1990 10.9 99,861,205 

2000 13.6 188,133,178

 2003  20.4  267,644,194  

Fedwire securities are processed individually, in much the same way that 
Fedwire funds transfers are processed, and participants initiate securi-
ties transfers in the same manner, using either a computer connection or 
the telephone.  When the Federal Reserve receives a request to transfer a 
security, for example as a result of the sale of securities, it determines that 
the security is held in safekeeping for the institution requesting the transfer 
and withdraws the security from the institution’s safekeeping account.  It 
then electronically credits the proceeds of the sale to the account of the 
depository institution, deposits the book-entry security into the safekeep-
ing account of the receiving institution, and electronically debits that 
institution’s account for the purchase price.  Most securities transfers in-
volve the delivery of securities and the simultaneous exchange of payment, 
which is referred to as delivery versus payment.  The transfer of securities 
ownership and related funds is final at the time of transfer, and the Federal 
Reserve guarantees payment to institutions that initiate such securities 
transfers. 
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National Settlement Service 

The National Settlement Service allows participants in private-sector 
clearing arrangements to do multilateral funds settlements on a net basis 
using balances in their Federal Reserve accounts.  The service provides 
an automated mechanism for submitting settlement information to the 
Reserve Banks.  It improves operational efficiency and controls for this 
process and reduces settlement risk to participants by granting settlement 
finality for movements of funds on settlement day.  The service also en-
ables the Federal Reserve to manage and limit the financial risk posed by 
these arrangements because it incorporates risk controls that are as strin-
gent as those used in the Fedwire Funds Service.  Approximately seventy 
arrangements use the National Settlement Service—primarily check clear-
inghouse associations, but also other types of arrangements. 

Fiscal Agency Services 

As fiscal agents of the United States, the Reserve Banks function as the 
U.S. government’s bank and perform a variety of services for the Treasury, 
other government agencies, government-sponsored enterprises, and some 
international organizations.  Often the fiscal agent services performed by 
the Reserve Banks are the same, or similar to, services that the Reserve 
Banks provide to the banking system.  Services performed for the Trea-
sury include maintaining the Treasury’s bank account; processing pay-
ments; and issuing, safekeeping, and transferring securities.  Fiscal services 
performed for other entities are generally securities-related.  The Treasury 
and other entities reimburse the Reserve Banks for the expenses incurred 
in providing these services. 

One of the unique fiscal agency functions that the Reserve Banks provide 
to the Treasury is a program through which the Reserve Banks invest 
Treasury monies until needed to fund the government’s operations.  The 
Treasury receives funds from two principal sources: tax receipts and bor-
rowings.  The funds that f low into and out of the government’s account 
vary in amount throughout the year; for example, the account balance 
tends to be relatively high during the April tax season.  The Treasury 
directs the Reserve Banks to invest funds in excess of a previously agreed-
upon minimum amount in special collateralized accounts at depository 
institutions nationwide.  The Federal Reserve monitors these balances 
for compliance with collateral requirements and returns the funds to the 
Treasury when they are needed.  

This investment facility, in which excess funds are invested in accounts 
at depository institutions, also facilitates the implementation of monetary 
policy.  When funds f low from depository institutions into the Treasury’s 

As fiscal agents of 
the United States, 
the Reserve Banks 
function as the U.S. 
government’s bank. 
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account at the Federal Reserve, the supply of Federal Reserve balances 
to depository institutions decreases.  The reverse occurs when funds f low 
from the Treasury’s Federal Reserve account to the Treasury’s accounts at 
depository institutions.  A stable balance in the Treasury’s account at the 
Federal Reserve mitigates the effect of Treasury’s receipts and disburse-
ments on the supply of Federal Reserve balances to depository institutions. 

The Reserve Banks make disbursements from the government’s account 
through Fedwire funds transfers or ACH payments, or to a limited extent, 
by check.  Fedwire disbursements are typically associated with, but not 
limited to, the redemption of Treasury securities.  Certain recurring trans-
actions, such as Social Security benefit payments and government employee 
salary payments, are processed mainly by the ACH and electronically 
deposited directly to the recipients’ accounts at their depository institutions. 
Other government payments may be made using Treasury checks drawn on 
the government’s account at the Reserve Banks.  The Treasury continues 
to work to move the remaining government payments away from Treasury 
checks toward electronic payments, primarily the ACH, in an effort to im-
prove efficiency and reduce the costs associated with government payments. 

The Federal Reserve plays an important role when the Treasury needs to 
raise money to finance the government or to refinance maturing Treasury 
securities.  The Reserve Banks handle weekly, monthly, and quarterly 
auctions of Treasury securities, accepting bids, communicating them to 
the Treasury, issuing the securities in book-entry form to the winning 
bidders, and collecting payment for the securities.  Over the past several 
years, the auction process has become increasingly automated, which 
further ensures a smooth borrowing process.  For example, automation has 
reduced to only minutes the time between the close of bidding and the 
announcement of the results of a Treasury securities auction.  

Treasury securities are maintained in book-entry form in either the Reserve 
Banks’ Fedwire Securities Service or the Treasury’s TreasuryDirect system, 
which is also operated by the Reserve Banks.  Even though TreasuryDirect 
holds less than 2 percent of all outstanding Treasury securities, it provides a 
convenient way for individuals to hold their securities directly, rather than 
with a third party such as a depository institution.  Individuals purchase 
Treasury securities either directly from the Treasury when they are issued or 
on the secondary market, and they instruct their broker that the securities 
be delivered to their TreasuryDirect account.  Once the securities are de-
posited there, the ACH directly deposits any interest or principal payments 
owed to the account holder to the account holder’s account at a depository 
institution.  A Reserve Bank, if requested, will sell securities held in Trea-
suryDirect for a fee on the secondary market, even though this is a service 
intended for individuals who hold Treasury securities to maturity. 
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The Federal Reserve also provides support for the Treasury’s savings 
bonds program.  Although savings bonds represent less than 5 percent of 
the federal debt, they are a means for individuals to invest in government 
securities with a small initial investment, currently $25.  The Reserve 
Banks issue, service, and redeem tens of millions of U.S. savings bonds 
each year on behalf of the Treasury.  As authorized by the Treasury, the 
Reserve Banks also qualify depository institutions and corporations to 
serve as issuing agents and paying agents for savings bonds. 3 

International Services 

As the central bank of the United States, the Federal Reserve performs 
services for foreign central banks and for international organizations such 
as the International Monetary Fund and the International Bank for Re-
construction and Development.  The Reserve Banks provide several types 
of services to these organizations, including maintaining non-interest-
bearing deposit accounts (in U.S. dollars), securities safekeeping accounts, 
and accounts for safekeeping gold.  Some foreign official institutions direct 
a portion of their daily receipts and payments in U.S. dollars through 
their funds accounts at the Federal Reserve.  If an account contains ex-
cess funds, the foreign official institution may request that these funds 
be invested overnight in repurchase agreements with the Reserve Banks. 
If investments are needed for longer periods, the foreign official institu-
tion may provide instructions to buy securities to be held in safekeeping.  
Conversely, the foreign institution may provide instructions to sell securi-
ties held in safekeeping, with the proceeds deposited in its account.  The 
Reserve Banks charge foreign official institutions for these services. 

Federal Reserve Intraday Credit Policy 

Each day, the Reserve Banks process a large number of payment transactions 
resulting from the Banks’ role in providing payment services to depository 
institutions.  Because depository institutions in the aggregate generally 
hold a relatively small amount of funds overnight in their Reserve Bank 
accounts, the Reserve Banks extend intraday credit, commonly referred to 
as daylight credit or daylight-overdraft credit, to facilitate the settlement 
of payment transactions and to ensure the smooth functioning of the U.S. 
payments system.  To address the risk of providing this credit, the Federal 
Reserve has developed a policy that balances the goals of ensuring smooth 
functioning of the payments system and managing the Federal Reserve’s 
direct credit risk from institutions’ use of Federal Reserve intraday credit.  

3. Savings bonds are now available in book-entry form from the Treasury, through 
www.TreasuryDirect.gov. 

Gold vault, Federal Reserve 
Bank of New York 
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Institutions incur daylight overdrafts in their Reserve Bank accounts 
because of the mismatch in timing between the settlement of payments 
owed and the settlement of payments due.  The Federal Reserve uses a 
schedule of rules, referred to as daylight-overdraft posting rules, to deter-
mine whether a daylight overdraft has occurred in an institution’s account. 
The daylight-overdraft posting rules define the time of day that debits and 
credits for transactions processed by the Reserve Banks will be posted to 
an institution’s account.  The Federal Reserve relies on an automated system 
to measure an institution’s intraday account activity, to monitor its compli-
ance with the Federal Reserve’s policy, and to calculate the institution’s 
daylight-overdraft charges.  The Reserve Banks’ daylight-overdraft ex-
posure can be significant.  For example, in 2003 daylight overdrafts across 
depository institutions peaked at levels over $100 billion per day (chart 7.2). 

Chart 7.2 
Average peak daylight overdrafts of depository institutions, 
1986:Q1–2004:Q2 
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 NOTE: The Federal Reserve measures each depository institution’s account 
balance at the end of each minute during the business day.  An institution’s peak 
daylight overdraft for a given day is its largest negative end-of-minute balance.   
The System peak daylight overdraft for a given day is determined by adding the 
negative account balances of all depository institutions at the end of each minute 
and then selecting the largest negative end-of-minute balance.  The quarterly 
average peak is the sum of daily System peaks for a quarter divided by the number 
of days in that quarter. 

The Federal Reserve’s policy establishes various measures to control the 
risks associated with daylight overdrafts.  Beginning in 1985, the policy set 
a maximum limit, or net debit cap, on depository institutions’ daylight-
overdraft positions.  In order to adopt a net debit cap greater than zero, an 
institution must be in sound financial condition.  Certain institutions may 
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be eligible to obtain additional daylight-overdraft capacity above their net 
debit caps by pledging collateral, subject to Reserve Bank approval.  In-
stitutions must have regular access to the Federal Reserve’s discount win-
dow so that they can borrow overnight from their Reserve Bank to cover 
any daylight overdrafts that are not eliminated before the end of the day.  
Those that lack regular access to the discount window are prohibited from 
incurring daylight overdrafts in their Reserve Bank accounts and are sub-
ject to additional risk controls.  Beginning in 1994, the Reserve Banks also 
began charging fees to depository institutions for their use of daylight over-
drafts as an economic incentive to reduce the overdrafts, thereby reducing 
direct Federal Reserve credit risk and contributing to economic efficiency. 

Federal Reserve policy allows Reserve Banks to apply additional risk 
controls to an account holder’s payment activity, if necessary to limit risk. 
These risk controls include unilaterally reducing an account holder’s net 
debit cap, placing real-time controls on the account holder’s payment 
activity so that requested payments are rejected, or requiring the account 
holder to pledge collateral to cover its daylight overdrafts. 
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 A Appendix: Federal Reserve Regulations 

A 	 Extensions of Credit by Federal Reserve Banks 
Governs borrowing by depository institutions and others at the 
Federal Reserve discount window 

B 	 Equal Credit Opportunity 
Prohibits lenders from discriminating against credit applicants, 
establishes guidelines for gathering and evaluating credit informa-
tion, and requires written notification when credit is denied 

Home Mortgage Disclosure 
Requires certain mortgage lenders to disclose data regarding their 
lending patterns 

D 	 Reserve Requirements of Depository Institutions 
Sets uniform requirements for all depository institutions to main-
tain reserves either with their Federal Reserve Bank or as cash in 
their vaults 

E 	 Electronic Funds Transfers 
Establishes the rights, liabilities, and responsibilities of parties in 
electronic funds transfers and protects consumers when they use 
such systems 

F 	 Limitations on Interbank Liabilities 
Prescribes standards to limit the risks that the failure of a deposi-
tory institution would pose to an insured depository institution 

G 	 Disclosure and Reporting of CRA-Related Agreements 
Implements provisions of the Gramm-Leach-Bliley Act that 
require reporting and public disclosure of written agreements 
between (1) insured depository institutions or their affiliates and 
(2) nongovernmental entities or persons, made in connection with 
fulfillment of Community Reinvestment Act requirements 

H 	 Membership of State Banking Institutions 
in the Federal Reserve System 
Defines the requirements for membership of state-chartered banks 
in the Federal Reserve System; sets limitations on certain invest-
ments and requirements for certain types of loans; describes rules 
pertaining to securities-related activities; establishes the minimum 
ratios of capital to assets that banks must maintain and procedures 
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for prompt corrective action when banks are not adequately capi-
talized; prescribes real estate lending and appraisal standards; sets 
out requirements concerning bank security procedures, suspicious-
activity reports, and compliance with the Bank Secrecy Act; and 
establishes rules governing banks’ ownership or control of financial 
subsidiaries 

I 	 Issue and Cancellation of Capital Stock of Federal Reserve 
Banks 
Sets out stock-subscription requirements for all banks joining the 
Federal Reserve System 

J 	 Collection of Checks and Other Items by Federal Reserve 
Banks and Funds Transfers through Fedwire 
Establishes procedures, duties, and responsibilities among (1) Fed-
eral Reserve Banks, (2) the senders and payors of checks and other 
items, and (3) the senders and recipients of Fedwire funds transfers 

K 	 International Banking Operations 
Governs the international banking operations of U.S. banking 
organizations and the operations of foreign banks in the United 
States 

L 	 Management Official Interlocks 
Generally prohibits a management official from serving two non-
affiliated depository institutions, depository institution holding 
companies, or any combination thereof, in situations where the 
management interlock would likely have an anticompetitive effect 

M 	 Consumer Leasing 
Implements the consumer leasing provisions of the Truth in Lend-
ing Act by requiring meaningful disclosure of leasing terms 

N 	 Relations with Foreign Banks and Bankers 
Governs relationships and transactions between Federal Reserve 
Banks and foreign banks, bankers, or governments 

O 	 Loans to Executive Officers, Directors, and Principal 
Shareholders of Member Banks 
Restricts credit that a member bank may extend to its executive of-
ficers, directors, and principal shareholders and their related interests 

P 	 Privacy of Consumer Financial Information 
Governs how financial institutions use nonpublic personal infor-
mation about consumers 

104 



Appendix A: Federal Reserve Regulations 

Q Prohibition against Payment of Interest on Demand Deposits 
Prohibits member banks from paying interest on demand deposits   

S Reimbursement to Financial Institutions for Assembling 
or Providing Financial Records; Recordkeeping Require-
ments for Certain Financial Records 
Establishes rates and conditions for reimbursement to financial in-
stitutions for providing customer records to a government author-
ity and prescribes recordkeeping and reporting requirements for 
insured depository institutions making domestic wire transfers and 
for insured depository institutions and nonbank financial institu-
tions making international wire transfers 

T Credit by Brokers and Dealers 
Governs extension of credit by securities brokers and dealers, 
including all members of national securities exchanges (See also 
Regulations U and X.) 

U Credit by Banks and Persons Other Than Brokers and 
Dealers for the Purpose of Purchasing or Carrying Margin 
Stock 
Governs extension of credit by banks or persons other than brokers 
or dealers to finance the purchase or the carrying of margin secu-
rities (See also Regulations T and X.) 

V Fair Credit Reporting 
Implements the provisions of the Fair Credit Reporting Act ap-
plicable to financial institutions regarding obtaining and using 
consumer reports and other information about consumers, sharing 
such information among affiliates, furnishing information to con-
sumer reporting agencies, and preventing identity theft 

W Transactions Between Member Banks and Their Affiliates 
Implements sections 23A and 23B of the Federal Reserve Act, 
which establish certain restrictions on and requirements for transac-
tions between a member bank and its affiliates 

X Borrowers of Securities Credit 
Applies the provisions of Regulations T and U to borrowers who 
are subject to U.S. laws and who obtain credit within or outside 
the United States for the purpose of purchasing securities 

Y Bank Holding Companies and Change in Bank Control 
Regulates the acquisition of control of banks and bank holding 
companies by companies and individuals, defines and regulates the 
nonbanking activities in which bank holding companies (includ-
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ing financial holding companies) and foreign banking organiza-
tions with United States operations may engage, and establishes the 
minimum ratios of capital to assets that bank holding companies 
must maintain 

Z Truth in Lending 
Prescribes uniform methods for computing the cost of credit, for 
disclosing credit terms, and for resolving errors on certain types of 
credit accounts 

AA Unfair or Deceptive Acts or Practices 
Establishes consumer complaint procedures and defines unfair or 
deceptive practices in extending credit to consumers 

BB Community Reinvestment 
Implements the Community Reinvestment Act and encourages 
banks to help meet the credit needs of their entire communities 

CC Availability of Funds and Collection of Checks 
Governs the availability of funds deposited in checking accounts 
and the collection and return of checks 

DD Truth in Savings 
Requires depository institutions to provide disclosures to enable 
consumers to make meaningful comparisons of deposit accounts 

EE Netting Eligibility for Financial Institutions 
Defines financial institutions to be covered by statutory provisions 
that validate netting contracts, thereby permitting one institution 
to pay or receive the net, rather than the gross, amount due, even 
if the other institution is insolvent 
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 B Appendix: Glossary of Terms 

This glossary gives basic definitions of terms used in the text. Readers 
looking for more comprehensive explanations may want to consult text-
books in economics, banking, and finance. 

A 

agreement corporation   
Corporation chartered by a state to engage in international banking; so 
named because the corporation enters into an “agreement” with the Board 
of Governors to limit its activities to those permitted an Edge Act corpo-
ration.  Typically organized as a subsidiary of a bank, an agreement corpo-
ration may conduct activities abroad that are permissible to foreign banks 
abroad but that may not otherwise be permissible for U.S. banks. 

automated clearinghouse (ACH)  
Electronic clearing and settlement system for exchanging electronic credit 
and debit transactions among participating depository institutions. The 
Federal Reserve Banks operate an automated clearinghouse, as do private 
organizations. 

B 

balances 
See Federal Reserve balances. 

Bank for International Settlements (BIS)   
International organization established in 1930 and based in Basel, Switzer-
land, that serves as a forum for central banks for collecting information, 
developing analyses, and cooperating on a wide range of policy-related 
matters; also provides certain financial services to central banks. 

bank holding company  
Company that owns, or has controlling interest in, one or more banks. 
The Board of Governors is responsible for regulating and supervising bank 
holding companies, even if the bank owned by the holding company is 
under the primary supervision of a different federal agency (the Comp-
troller of the Currency or the Federal Deposit Insurance Corporation). 

Bank Holding Company Act of 1956  
Federal legislation that establishes the legal framework under which bank 
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holding companies operate and places the formation of bank holding com-
panies and their acquisition of banking and nonbanking interests under 
the supervision of the Federal Reserve. 

banking organization  
A bank holding company (consolidated to include all of its subsidiary 
banks and nonbank subsidiaries) or an independent bank (a bank that is 
not owned or controlled by a bank holding company). 

bank regulation  
Actions to make and issue rules and regulations and enforce those rules 
and other laws governing the structure and conduct of banking. 

bank supervision  
Oversight of individual banks to ensure that they are operated prudently 
and in accordance with applicable statutes and regulations. 

Basel Committee on Banking Supervision  
An international committee of bank supervisors, associated with the BIS, 
that is headquartered in Basel, Switzerland, and is composed of bank 
supervisors from Belgium, Canada, France, Germany, Italy, Japan, 
Luxembourg, the Netherlands, Spain, Sweden, Switzerland, the United 
Kingdom, and the United States. 

Basel I 
Informal name for the 1988 agreement—the International Convergence of 
Capital Measurement and Capital Standards—under which national bank 
supervisors for the first time agreed on an international framework for 
capital adequacy guidelines. Also known as the Basel Accord. 

Basel II  
Informal name for the 2004 agreement updating the Basel Accord. Also 
known as the New Basel Accord, Basel II has three pillars: minimum 
capital requirements, supervisory oversight, and market discipline. 

Board of Governors  
Central, governmental agency of the Federal Reserve System, located in 
Washington, D.C., and composed of seven members, who are appointed 
by the President and confirmed by the Senate. The Board, with other 
components of the System, has responsibilities associated with the conduct 
of monetary policy, the supervision and regulation of certain banking 
organizations, the operation of much of the nation’s payments system, and 
the administration of many federal laws that protect consumers in credit 
transactions. The Board also supervises the Federal Reserve Banks. 
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book-entry securities  
Securities that are recorded in electronic records, called book entries, 
rather than as paper certificates. (Compare definitive securities.) 

Call Report  
Informal name for quarterly Reports of Condition and Income. 

capital  
In banking, the funds invested in a bank that are available to absorb loan 
losses or other problems and therefore protect depositors. Capital includes 
all equity and some types of debt. Bank regulators have developed two 
definitions of capital for supervisory purposes: tier 1 capital, which can 
absorb losses while a bank continues operating, and tier 2 capital, which 
may be of limited life and may carry an interest obligation or other char-
acteristics of a debt obligation, and therefore provides less protection to 
depositors than tier 1 capital. 

capital market  
The market in which corporate equity and longer-term debt securities 
(those maturing in more than one year) are issued and traded. (Compare 
money market.) 

cash 
U.S. paper currency plus coin. 

central bank  
Principal monetary authority of a nation, which performs several key 
functions, including conducting monetary policy to stabilize the economy 
and level of prices. The Federal Reserve is the central bank of the United 
States. 

check clearing  
The movement of a check from the depository institution at which it 
was deposited back to the institution on which it was written, the move-
ment of funds in the opposite direction, and the corresponding credit 
and debit to the accounts involved. Check clearing also encompasses the 
return of a check (for insufficient funds, for example) from the bank on 
which it was written to the bank at which it was deposited, and the cor-
responding movement of funds.  The Federal Reserve Banks operate a 
nationwide check-clearing system. 
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check truncation  
The practice of removing an original paper check from the check-clearing 
process and sending in its place an alternative paper or electronic version 
of the essential information on the check. 

clearing 
General term that may refer to check clearing or to the process of match-
ing trades between the sellers and buyers of securities and other financial 
instruments and contracts. 

commercial bank  
Bank that offers a variety of deposit accounts, including checking, savings, 
and time deposits, and extends loans to individuals and businesses. Com-
mercial banks can be contrasted with investment banking firms, which 
generally are involved in arranging for the sale of corporate or municipal 
securities, and broker-dealer firms, which buy and sell securities for them-
selves and others. (Compare savings bank.) 

commercial paper  
Short-term, unsecured promissory note issued by an industrial or com-
mercial firm, a financial company, or a foreign government. 

Consumer Advisory Council  
Group, created under the Federal Reserve Act, composed of thirty mem-
bers who represent the interests of a broad range of consumers and credi-
tors. The council meets with the Board of Governors three times a year 
on matters concerning consumers and the consumer protection laws 
administered by the Board. 

corporate bond  
Interest-bearing or discounted debt obligation issued by a private corporation. 

contractual clearing balance  
An amount a depository institution may contract to maintain in its ac-
count at a Federal Reserve Bank in addition to any reserve balance re-
quirement.  This amount helps ensure that the institution can meet its 
daily transaction obligations without overdrawing its account. Balances 
maintained to satisfy the contractual clearing balance earn credits that can 
be used to pay for services provided by the Federal Reserve Banks. 

correspondent bank  
Bank that accepts the deposits of, and performs services for, another bank 
(called a respondent bank). 
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credit risk  
The risk that economic loss will result from the failure of an obligor to 
repay financial institutions according to the terms and conditions of a con-
tract or agreement. 

credit union  
Financial cooperative organization whose membership consists of in-
dividuals who have a common bond, such as place of employment or 
residence or membership in a labor union. Credit unions accept deposits 
from members, pay interest (in the form of dividends) on the deposits out 
of earnings, and use their funds mainly to provide consumer installment 
loans to members. 

currency  
Paper money that consists mainly of Federal Reserve notes.  Other types 
of currency that were once issued by the United States include silver cer-
tificates, United States notes, and national bank notes. 

D 

daylight overdraft 
A negative balance in an institution’s Federal Reserve Bank account at any 
time during the operating hours of the Fedwire Funds Service. 

daylight-overdraft posting rules  
A schedule used to determine the timing of debits and credits to an insti-
tution’s Federal Reserve Bank account for various transactions processed 
by the Reserve Banks. 

definitive securities  
Securities that are recorded on engraved paper certificates and payable to the 
bearers or to specific, registered owners. (Compare book-entry securities.) 

demand deposit  
A deposit that the depositor has a right to withdraw at any time without 
prior notice to the depository institution. By law, no interest can be paid 
on such deposits. Demand deposits are commonly offered in the form of 
checking accounts. 

depository institution  
Financial institution that makes loans and obtains its funds mainly 
through accepting deposits from the public; includes commercial banks, 
savings and loan associations, savings banks, and credit unions. 
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derivative  
A financial instrument whose value depends upon the characteristics and 
value of an underlying commodity, currency, or security.  

discounting  
Practice of extending credit in which the borrower endorses a negotiable 
instrument or other commercial paper in the borrower’s portfolio over 
to the lender in exchange for funds from the lender in the amount of the 
instrument’s face value less the interest due over the term of the loan, that 
is, the “discounted” value. 

discount rate  
Officially the primary credit rate, it is the interest rate at which an eli-
gible depository institution may borrow funds, typically for a short period, 
directly from a Federal Reserve Bank. The law requires that the board of 
directors of each Reserve Bank establish the discount rate every fourteen 
days, subject to review and determination by the Board of Governors. 

discount window (the window)  
Figurative expression for the Federal Reserve facility that extends credit 
directly to eligible depository institutions (those subject to reserve re-
quirements); so named because, in the early days of the Federal Reserve 
System, bankers would come to a Reserve Bank teller window to obtain 
credit. 

discount window credit  
Credit extended by a Federal Reserve Bank to an eligible depository in-
stitution. All discount window borrowing must be secured by collateral. 
Three types of discount window credit are available to eligible depository 
institutions: 
• primary credit 

Credit extended to generally sound depository institutions at a rate 
above the target federal funds rate on a very short-term basis as a 
backup source of funding. 

• seasonal credit  
Credit extended by a Federal Reserve Bank to depository institu-
tions that have difficulty raising funds in national money markets to 
help meet temporary needs for funds resulting from regular, seasonal 
f luctuations in loans and deposits. The interest rate charged is based on 
market rates. 

• secondary credit  
Credit extended to depository institutions ineligible for primary 
credit, at a rate above the primary credit rate, either on a very short-
term basis (when consistent with a timely return to market sources of 
funds) or for a longer term (to facilitate the orderly resolution of seri-
ous financial difficulties). 
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E 

easing  
Federal Reserve action to lower the federal funds rate.  The action is 
undertaken when economic activity needs to be stimulated. (Compare 
tightening.) 

Edge Act corporation (or Edge corporation)  
Corporation chartered by the Federal Reserve to engage in international 
banking. The Board of Governors acts on applications to establish Edge 
Act corporations and also examines the corporations and their subsidiaries. 
Typically organized as a subsidiary of a bank, an Edge Act corporation may 
conduct activities abroad that are permissible to foreign banks abroad but 
that may not otherwise be permissible to U.S. banks. Named after Senator 
Walter Edge of New Jersey, who sponsored the original legislation to per-
mit formation of such organizations. (Compare agreement corporation.) 

elastic currency  
Currency that can, by the actions of the central monetary authority, ex-
pand or contract in amount warranted by economic conditions. 

electronic funds transfer (EFT)  
Transfer of funds electronically rather than by check or cash. The Federal 
Reserve’s Fedwire Funds Service and automated clearinghouse services are 
EFT systems. (EFTs subject to the Electronic Funds Transfer Act are more 
narrowly defined.) 

Eurocurrency liabilities  
A generic term referring to liabilities in a bank located in a country other 
than the one that issues the currency in which the liability is denominat-
ed. Despite its name, Eurocurrency need not be a liability of a European 
banking office nor denominated in European currency.  Not to be con-
fused with the euro, the name of the common currency of twelve (as of 
2004) European Union countries. 

Eurodollar deposits  
Dollar-denominated deposits in banks and other financial institutions out-
side the United States; includes deposits at banks not only in Europe, but 
in all parts of the world. 

excess reserves  
Amount of funds held by an institution in its account at a Federal Reserve 
Bank in excess of its required reserve balance and its contractual clearing 
balance. 
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F 

Federal Advisory Council  
Advisory group made up of one representative (in most cases a banker) 
from each of the twelve Federal Reserve Districts.  Established by the 
Federal Reserve Act, the council meets periodically with the Board 
of Governors to discuss business and financial conditions and to make 
recommendations. 

federal agency securities  
Interest-bearing obligations issued by federal agencies and government-
sponsored entities, such as the Federal Home Loan Banks, the Federal 
Farm Credit Banks, the Federal National Mortgage Association (Fannie 
Mae), the Federal Home Loan Mortgage Corporation (Freddie Mac), and 
the Tennessee Valley Authority.  Some federal agency securities are backed 
by the U.S. government while others are not. 

Federal Financial Institutions Examination Council (FFIEC)  
Group of representatives of the federal banking regulatory agencies—the 
Board of Governors, the Office of Thrift Supervision, the Federal Deposit 
Insurance Corporation, the Office of the Comptroller of the Currency, 
and the National Credit Union Administration—established to help main-
tain uniform standards for examining and supervising federally insured 
depository institutions. 

federal funds transactions  
Short-term transactions in immediately available funds—between deposi-
tory institutions and certain other institutions that maintain accounts with 
the Federal Reserve—that involve lending balances at the Federal Re-
serve; usually not collateralized. 

federal funds rate  
Rate charged by a depository institution on an overnight loan of federal 
funds to another depository institution; rate may vary from day to day and 
from bank to bank. 

Federal Open Market Committee (FOMC, or the Committee)  
Twelve-voting-member committee made up of the seven members of the 
Board of Governors; the president of the Federal Reserve Bank of New 
York; and, on a rotating basis, the presidents of four other Reserve Banks. 
Nonvoting Reserve Bank presidents also participate in Committee delib-
erations and discussion. The FOMC generally meets eight times a year in 
Washington, D.C., to set the nation’s monetary policy.  It also establishes 
policy relating to System operations in the foreign exchange markets. 
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Federal Reserve Act   
Federal legislation, enacted in 1913, that established the Federal Reserve 
System. 

Federal Reserve balances  
The amount of funds held by a depository institution in its account at its 
Federal Reserve Bank. 

Federal Reserve Bank  
One of the twelve operating arms of the Federal Reserve System, located 
throughout the nation, that together with their Branches carry out vari-
ous System functions, including providing payment services to depository 
institutions, distributing the nation’s currency and coin, supervising and 
regulating member banks and bank holding companies, and serving as fis-
cal agent for the U.S. government. 

Federal Reserve District (Reserve District, or District)  
One of the twelve geographic regions served by a Federal Reserve Bank. 

Federal Reserve float  
Float is credit that appears on the books of the depository institution of 
both the check writer (the payor) and the check receiver (the payee) while 
a check is being processed. Federal Reserve f loat is f loat present during 
the Federal Reserve Banks’ check-clearing process. To promote efficiency 
in the payments system and provide certainty about the date that depos-
ited funds will become available to the receiving depository institution 
(and the payee), the Federal Reserve Banks credit the accounts of banks 
that deposit checks according to a fixed schedule. However, processing 
certain checks and collecting funds from the banks on which these checks 
are written may take more time than the schedule allows. Therefore, the 
accounts of some banks may be credited before the Federal Reserve Banks 
are able to collect payment from other banks, resulting in Federal Reserve 
f loat.  

Federal Reserve note  
Paper currency issued by the Federal Reserve Banks. Nearly all the na-
tion’s circulating currency is in the form of Federal Reserve notes, which 
are printed by the Bureau of Engraving and Printing, a bureau of the U.S. 
Department of the Treasury. Federal Reserve notes are obligations of the 
Federal Reserve Banks and legal tender for all debts. 

Federal Reserve Regulatory Service 
Monthly subscription service that includes all statutes and regulations for 
which the Federal Reserve has responsibility, Board of Governors inter-
pretations and rulings, official staff commentaries, significant staff opin-
ions, and procedural rules under which the Board operates. 
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Federal Reserve System  
The central bank of the United States, created by the Federal Reserve 
Act and made up of a seven-member Board of Governors in Washington, 
D.C., twelve regional Federal Reserve Banks, and Branches of the Federal 
Reserve Banks. 

Fedwire Funds Service  
Electronic funds transfer network operated by the Federal Reserve Banks. 
It is usually used to transfer large amounts of funds from one institution’s 
account at the Federal Reserve to another institution’s account. It is also 
used by the U.S. Department of the Treasury, other federal agencies, and 
government-sponsored enterprises to collect and disburse funds. 

Fedwire Securities Service 
Electronic vault that stores records of book-entry securities holdings and 
a transfer and settlement mechanism used by depository institutions to 
transfer custody of book-entry securities from one depository institu-
tion to another.  The securities on the Fedwire Securities Service include 
U.S. Treasury securities, U.S. agency securities, mortgage-backed securi-
ties issued by government-sponsored enterprises, and securities of certain 
international organizations. 

financial holding company  
A bank holding company that has met the capital, managerial, and other 
requirements to take advantage of the expanded affiliations allowed under 
the Gramm-Leach-Bliley Act. 

financial institution  
Institution that uses its funds chief ly to purchase financial assets, such 
as loans or securities (as opposed to tangible assets, such as real estate). 
Financial institutions can be separated into two major groups according 
to the nature of the principal claims they issue: (1) depository institutions 
(also called depository intermediaries), such as commercial banks, sav-
ings and loan associations, savings banks, and credit unions, which obtain 
funds largely by accepting deposits from the public and (2) nondepositories 
(sometimes called nondepository intermediaries), such as life insurance 
and property–casualty insurance companies and pension funds, whose 
claims are the policies they sell or their promise to provide income after 
retirement. 

fiscal agency services  
Services performed by the Federal Reserve Banks for the U.S. govern-
ment and other organizations, including maintaining accounts for the U.S. 
Department of the Treasury, paying checks and making electronic pay-
ments on behalf of the Treasury, and selling and redeeming marketable 
Treasury securities and savings bonds. 
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fiscal policy  
Federal government policy regarding taxation and spending, set by Con-
gress and the President. 

flexible exchange rates  
Arrangements in which the rate of exchange between countries’ cur-
rencies (the foreign exchange rate) is allowed to f luctuate in response to 
market forces of supply and demand. 

foreign currency operations  
Transactions in the foreign exchange markets involving the purchase of 
the currency of one nation with that of another. Also called foreign ex-
change transactions. 

foreign exchange intervention  
A foreign currency operation (see above) designed to inf luence the value 
of the dollar against foreign currencies, typically with the aim of stabiliz-
ing disorderly markets. 

foreign exchange markets  
Markets in which foreign currencies are purchased and sold. 

foreign exchange rate  
Price of the currency of one nation in terms of the currency of another 
nation. 

G 

government securities  
Securities issued by the U.S. Treasury or federal agencies. 

Gramm-Leach-Bliley Act 
Federal legislation that allowed affiliations among banks, securities firms, 
and insurance companies under a financial holding company structure. 
The act reaffirmed the Federal Reserve’s role as “umbrella supervisor” 
over organizations that control banks, while also requiring that bank 
regulators and functional regulators supervise subsidiaries within a finan-
cial holding company. 

gross domestic product (GDP)  
Total value of goods and services produced by labor and property located 
in the United States during a specific period. 
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Group of Seven (G-7)  
International group made up of seven leading industrial nations—Canada, 
France, Germany, Italy, Japan, the United Kingdom, and the United 
States—whose finance ministers and central bank governors meet occa-
sionally to discuss economic policy. 

I 

interest-rate risk  
Risk of gain or loss in the value of a portfolio as a result of changes in 
market interest rates. 

international banking facility  
Specially designated activities of a bank located in the United States that 
are treated as those of an offshore bank by U.S. regulatory authorities.  
Dollar deposits in such a facility are considered to be Eurodollars. 

International Monetary Fund (IMF)  
International organization established for lending funds to member na-
tions to promote international monetary cooperation among nations, to 
facilitate the expansion and balanced growth of international trade, and 
to finance temporary balance-of-payments deficits, usually in conjunction 
with macroeconomic adjustment programs. 

L 

liquidity  
Quality that makes an asset easily convertible into cash with relatively 
little loss of value in the conversion process. Sometimes used more broadly 
to encompass cash and credit in hand and promises of credit to meet needs 
for cash. 

liquidity risk  
In banking, the risk that a depository institution will not have sufficient 
cash or liquid assets to meet the claims of depositors and other creditors. 

M 

M1  
Measure of the U.S. money stock that consists of currency held by the 
public, traveler’s checks, demand deposits, and other checkable deposits. 
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M2  
Measure of the U.S. money stock that consists of M1, savings deposits 
(including money market deposit accounts), time deposits in amounts of 
less than $100,000, and balances in retail money market mutual funds. 
Excludes individual retirement account (IRA) and Keough balances at 
depository institutions and retail money funds. 

M3 
Measure of the U.S. money stock that consists of M2, time deposits of 
$100,000 or more at all depository institutions, repurchase agreements in 
amounts of $100,000 or more, Eurodollars, and balances held in institu-
tional money market mutual funds. 

margin requirement  
Buying on margin refers to buying stocks or securities with borrowed 
money (usually borrowed from a brokerage firm or bank). The margin 
requirement is the minimum amount (expressed as a percentage) the buyer 
must put up (rather than borrow). The Federal Reserve Board sets margin 
requirements. 

market interest rates  
Rates of interest determined by the interaction of the supply of and 
demand for funds in freely functioning markets. 

market risk  
The risk that a banking organization may incur losses due to the change 
in market value of an asset or liability on its balance sheet. 

member bank  
Depository institution that is a member of the Federal Reserve System. All 
national banks are automatically members of the System; state-chartered 
banks may choose to apply to join the System. 

monetary aggregates  
Aggregate measures through which the Federal Reserve monitors the 
nation’s monetary assets: M1, M2, and M3. 

monetary policy  
A central bank’s actions to inf luence the availability and cost of money 
and credit, as a means of helping to promote national economic goals. 
Tools of monetary policy include open market operations, direct lending 
to depository institutions, and reserve requirements. 
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monetize  
Action in which a central bank purchases an object that is not money (for 
example, gold) and pays for it by creating balances at the central bank.  
The action permits an increase in the money stock. 

money  
Anything that serves as a generally accepted medium of exchange, a 
standard of value, and a means of saving or storing purchasing power. In 
the United States, currency (the bulk of which is Federal Reserve notes) 
and coin as well as funds in deposit accounts at depository institutions are 
examples of money. 

money market  
Figurative expression for the informal network of dealers and investors 
over which short-term debt securities are purchased and sold. Money mar-
ket securities generally are highly liquid securities that mature in less than 
one year, often less than ninety days. (Compare capital market.) 

money stock  
Total quantity of money available for transactions and investment; mea-
sures of the U.S. money stock include M1, M2, and M3. (Also referred to 
as the money supply or, simply, money.) 

mutual savings bank  
Savings bank owned by its depositors (contrasted with a stock savings 
bank, which issues common stock to the public). 

N 

national bank  
A commercial bank that is chartered by the Office of the Comptroller of 
the Currency, which is a bureau of the U.S. Department of the Treasury; 
by law, national banks are members of the Federal Reserve System. 

net debit cap  
The maximum uncollateralized daylight-overdraft position that a deposi-
tory institution is permitted to incur in its Federal Reserve Bank account 
at any point in the day, or on average over a two-week period. 

nominal interest rates  
Current stated rates of interest paid or earned. (Compare real interest rates.) 

nonmember bank  
State-chartered commercial bank that is not a member of the Federal Re-
serve System. 
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nonpersonal time deposit  
Time deposit held by a depositor other than an individual (for example, a 
corporation). 

O 

official foreign exchange reserves  
Assets denominated in foreign currencies held by a country’s monetary 
authorities (in the United States, held by the Federal Reserve System and 
the Treasury Department). 

open market  
Freely competitive market. 

open market operations  
Purchases and sales of securities, typically U.S. Treasury securities, in the 
open market, by the Open Market Trading Desk at the Federal Reserve 
Bank of New York as directed by the Federal Open Market Committee, 
to inf luence interest rates. Purchases increase the supply of Federal Re-
serve balances to depository institutions; sales do the opposite. 

outright transaction  
“Permanent” purchase or sale of securities in the open market, or the 
redemption of securities, by the Federal Reserve to adjust the supply of 
balances at the Federal Reserve Banks over the long term. (Contrasts with 
transactions intended to adjust the supply of balances only temporarily.  
See repurchase agreement and reverse repurchase agreement.) 

over the counter  
Figurative term for the means of trading securities that are not listed on 
an organized stock exchange such as the New York Stock Exchange. 
Over-the-counter trading is done by broker-dealers who communicate by 
telephone and computer networks. 

P 

paper  
General term for short-term debt instruments such as commercial paper. 

payments system  
Collective term for mechanisms (both paper-based and electronic) 
for moving funds, payments, and money among financial institutions 
throughout the nation. The Federal Reserve plays a major role in the 
nation’s payments system through distribution of currency and coin, pro-
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cessing of checks, and electronic transfer of funds; various private organi-
zations also perform payments system functions. 

portfolio  
Collection of loans or assets, classified by type of borrower or asset. For 
example, a bank’s portfolio might include loans, investment securities, 
and assets managed in trust; the loan portfolio might include commercial, 
mortgage, and consumer installment loans. 

presentment fee  
Fee that a bank receiving a check imposes on the bank collecting payment. 

prompt corrective action  
Supervisory framework, created under the Federal Deposit Insurance Cor-
poration Improvement Act of 1991, that links enforcement actions closely 
to the level of capital held by banks. 

R 

real interest rates  
Interest rates adjusted for the expected erosion of purchasing power result-
ing from inf lation. Technically defined as nominal interest rates minus the 
expected rate of inf lation. (Compare nominal interest rates.) 

reciprocal currency (swap) arrangements  
Short-term reciprocal arrangements between a Federal Reserve Bank and 
individual foreign central banks. By drawing on a swap the foreign cen-
tral bank obtains dollars that can be used to conduct foreign exchange 
intervention in support of its currency or to lend to its domestic banking 
system to satisfy temporary liquidity demands.  For the duration of the 
swap, the Federal Reserve Bank obtains an equivalent amount of foreign 
currency along with a commitment from the foreign central bank to re-
purchase the foreign currency at a preset exchange rate. 

Reports of Condition and Income  
Quarterly financial report that all banks, savings and loan associations, 
Edge and agreement corporations, and certain other types of organiza-
tions must file with a federal regulatory agency. Informally called a Call 
Report. 

repurchase agreement (RP or repo) 
A transaction in which the Federal Reserve enters into an agreement 
with a primary dealer to acquire securities from the dealer for a specified 
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principal amount at an agreed-upon interest rate and to return the securi-
ties on a specified future date.  The maturity date may be the next day 
or many days later, with the maximum length set by the FOMC.  These 
transactions permit the Federal Reserve to increase the supply of Federal 
Reserve balances for the length of the agreement. 

required reserve balance   
That portion of its required reserves that a depository institution must 
hold in an account at a Federal Reserve Bank.  This portion is the differ-
ence between the institution’s reserve requirement and its vault cash. 

required reserve ratio  
The percentage of reservable liabilities that depository institutions must set 
aside in the form of reserves. 

required reserves 
Funds that a depository institution is required to maintain in the form of 
vault cash or, if vault cash is insufficient to meet the requirement, in the 
form of a balance maintained directly with a Reserve Bank or indirectly 
with a pass-through correspondent bank.  The required amount varies ac-
cording to the required reserve ratios set by the Board and the amount of 
reservable liabilities held by the institution. 

reservable liabilities  
Those obligations on a depository institution’s balance sheet that are 
subject to reserve requirements. Transaction deposits, nonpersonal time 
deposits, and Eurocurrency liabilities are all subject to reserve require-
ments; however, the required reserve ratios for nonpersonal time deposits 
and Eurocurrency liabilities are zero. 

reserve requirements  
Requirements set by the Board of Governors for the amounts of certain 
liabilities that depository institutions must set aside in the form of reserves. 

reverse repurchase agreement  
A transaction—the opposite of a repurchase agreement—in which the 
Federal Reserve enters into an agreement with a primary dealer to sell 
securities from the System portfolio for a specified principal amount at 
an agreed-upon interest rate and to receive the securities back from the 
dealer on a specified future date.  The maturity date may be the next day 
or many days later, with the maximum length set by the FOMC.  These 
transactions permit the Federal Reserve to decrease the supply of Federal 
Reserve balances for the length of the agreement. 
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S 

savings and loan association (S&L)  
Historically, depository institution that accepted deposits mainly from 
individuals and invested heavily in residential mortgage loans; although 
still primarily residential lenders, S&Ls now have many of the powers of 
commercial banks. 

savings bank  
Depository institution historically engaged primarily in accepting con-
sumer savings deposits and in originating and investing in residential 
mortgage loans; now may offer checking-type deposits and make a wider 
range of loans. (Compare commercial bank.) 

savings bond  
A nonmarketable debt obligation of the U.S. government.  Savings bonds 
are available in both paper and book-entry form and can be purchased 
with an initial investment of as little as $25.  Investors can purchase paper 
savings bonds in person from many depository institutions, by mail from a 
Reserve Bank or the Treasury, or online. Book-entry bonds are available 
from the Treasury online. 

securities  
Paper certificates (definitive securities) or electronic records (book-entry 
securities) evidencing ownership of equity (stocks) or debt obligations 
(bonds). 

securitization  
The process of packaging and selling similar financial instruments, such 
as loans and other receivables, in the form of “asset-backed” securities that 
can be traded on secondary markets. Securitization allows financial insti-
tutions to transfer some of the risks of ownership to parties more willing 
or able to manage them. 

self-regulatory organizations  
Associations of broker-dealers or others that have responsibility, under the 
oversight of the Securities and Exchange Commission, to regulate their 
own members through the adoption and enforcement of rules of conduct 
for fair, ethical, and efficient practices. Examples include the National 
Association of Securities Dealers and the New York Stock Exchange. 

settlement  
In banking, the process of recording the debit and credit positions of two 
parties in a transfer of funds. Also, the delivery of securities by a seller and 
the payment by the buyer. 
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shock 
Unanticipated or unusual event that has a noticeable impact on the econo-
my or a financial system. 

special drawing rights (SDRs)  
Type of international reserve asset created by the International Monetary 
Fund and allocated, on occasion, to the nations that are members of the 
IMF. 

state bank  
Bank that is chartered by a state; may or may not be a member of the Fed-
eral Reserve System. 

subsidiary  
Company that is controlled by another corporation (called the parent cor-
poration), typically through stock ownership or voting control. 

substitute check  
A paper reproduction of an original check that contains an image of the 
front and back of the original check and is suitable for automated process-
ing, just as the original check is.  The Check Clearing for the 21st Cen-
tury Act, commonly known as Check 21, allows depository institutions 
to truncate original checks, process check information electronically, and 
deliver substitute checks to depository institutions if they require paper 
checks. 

swap  
An agreement between two parties to exchange cash f lows of underlying 
securities. For example, in an interest rate swap, the most common type of 
swap, one party agrees to pay a fixed interest rate in return for receiving a 
variable rate from the other party. 

swap arrangement  
See reciprocal currency arrangement. 

System Open Market Account  
The Federal Reserve’s portfolio of U.S. Treasury securities.  Purchases 
and sales in this account—open market operations—are under the overall 
supervision of the manager of the System Open Market Account, subject 
to the policies and rules of the Federal Open Market Committee. 

systemic risk  
Risk that a disruption at a firm, in a market segment, to a settlement 
system, or in a similar setting will cause widespread difficulties at other 
firms, in other market segments, or in the financial system as a whole. 

125 



The Federal Reserve System: Purposes and Functions 

T 

thrift institution  
A general term encompassing savings banks, savings and loan associations, 
and credit unions. 

Thrift Institutions Advisory Council  
Group established by the Board of Governors to obtain information and 
opinions on the needs and problems of thrift institutions. Made up of 
representatives of savings and loan associations, savings banks, and credit 
unions. 

tightening  
Federal Reserve action to raise interest rates.  Undertaken when inf lation 
is a concern. (Compare easing.) 

time deposit  
Funds deposited in an account that has a fixed term to maturity and tech-
nically cannot be withdrawn before maturity without advance notice (for 
example, a certificate of deposit). Time deposits may earn interest. 

Trading Desk (the Desk)  
The group at the Federal Reserve Bank of New York that conducts open 
market operations for the Federal Reserve System and intervenes in for-
eign currency markets for the Federal Reserve and Treasury. 

transaction account  
A checking account or similar deposit account from which transfers of 
funds can be made. Demand deposit accounts, NOW (negotiable order of 
withdrawal) accounts, and credit union share draft accounts are examples 
of transaction accounts. 

U 

U.S. Treasury securities  
Obligations of the U.S. government issued by the U.S. Department of 
the Treasury as a means of borrowing money to meet government ex-
penditures not covered by tax revenues. All marketable Treasury securi-
ties have a minimum purchase amount of $1,000 and are issued in $1,000 
increments. There are three types of marketable Treasury securities: bills, 
notes, and bonds.  

• Treasury bill (T-bill)  
Short-term U.S. Treasury security having a maturity of up to one 
year. T-bills are sold at a discount. Investors purchase a bill at a price 
lower than the face value (for example, the investor might buy a 
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$10,000 bill for $9,700); the return is the difference between the price 
paid and the amount received when the bill is sold or it matures (if 
held to maturity, the return on the T-bill in the example would be 
$300). 

• Treasury note  
Intermediate-term security having a maturity of one to ten years. 
Notes pay interest semiannually, and the principal is payable at matu-
rity. 

• Treasury bond  
Long-term security having a maturity of longer than ten years. Bonds 
pay interest semiannually, and the principal is payable at maturity. 

The Treasury Department also issues several types of nonmarketable secu-
rities, including savings bonds. 

vault cash  
Cash on hand at a depository institution to meet day-to-day business 
needs, such as cashing checks for customers.  Can be used to satisfy the 
institution’s reserve requirement. 

W 

wire transfer  
Electronic transfer of funds; usually involves large-dollar payments. 
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A 
Accounting policies and procedures of financial institutions, 64 
Adjustment credit program, 47 

See also Discount window lending. 
Advisory committees, 13 
Affiliate–member bank transactions, 69–70 
Agreement corporations, 59, 67–68 
Annual Report, Board of Governors, 6, 11 
Asian Pacific Economic Cooperation Finance Ministers’ Process, 53 
Automated clearinghouse, 93–94 
Autonomous factors, supply of Federal Reserve balances, 33–35 

B 
Balances—See Federal Reserve balances. 
Balance sheet, of Federal Reserve Banks, 33–34 
Bank control, changes in, 71–72 

Community Reinvestment Act performance, 77 
Bank examination—See Examination of banks. 
Bank for International Settlements, 52, 73 

Board Chairman member of, 5–6 
Bank holding companies, supervision of,  59–74 
Bank Holding Company Act, 69, 71 
Banking 

Federal Reserve services—See Financial services.

 International, 57 

 Interstate, 71 

 Supervision—See Supervision and regulation.

Bank Merger Act of 1960, 71–72 
Bank Secrecy Act, 65–66 
Basel Accord, 73–74 
Basel Committee on Banking Supervision, 73–74 
Beige Book, Federal Reserve publication, 10 
Board of Governors 

Audits of, 6

Contacts with other officials and organizations, 5–6

Membership and responsibilities, 4–6


 Publications, 6 

 Regulations—See Regulations.


Reports to Congress, 6, 11

Book-entry securities, 96, 98 
Bretton Woods Agreement, 53 
Bureau of Engraving and Printing, printing of currency, 85 
Bureau of the Mint, 86 
Business continuity of U.S. financial system, measures to ensure, 66 

Call Reports, 64 
Capital adequacy standards for depository institutions, 73–74 
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Central banks, foreign, 1 
Basel Committee on Banking Supervision, 73–74

 Cooperation  with, 51–53  
Federal Reserve services for, 99 
Foreign currency operations, 53–56 
Transactions with not subject to audit, 11 

Change in Bank Control Act of 1978, 71–72 
See also Bank control, changes in. 

Check Clearing for the 21st Century Act, 84, 92–93 
Checks 

Processing, 83–84, 89–93

 Substitute, 93 


Truncation, 92–93

Clearinghouses
 Automated, 93–94  

National Settlement Service, use of, 97 
Commercial banks—See Depository institutions. 
Community affairs, 77–78 
Community Reinvestment Act, 76–77, 79 
Competitive Equality Banking Act of 1987, 70 
Comptroller of the Currency, Office of the, 60–61 
Consolidated balance sheet of the Federal Reserve Banks, 34 
Consolidated Financial Statements for Bank Holding Companies, 64 
Consolidated Reports of Condition and Income (Call Reports), 64 
Consumer Advisory Council, 13 
Consumer Credit Protection Act, 13 
Consumer and community affairs, 75–81 
Consumer Leasing Act of 1976, 79 
Consumer protection, 75–77
 Complaint  program, 77 

 Laws, 78–81 

  Enforcement, 76  
Contractual clearing balances, 31, 44–45 
Credit
 Consumer, 75–81 


Discount window—See Discount window lending.

 Intraday, 99–101 


Securities, 74

Credit unions—See Depository institutions. 
Currency and coin 

Foreign currency operations, 53–56 
Issuance and circulation, 85–89 

D 
Daylight overdrafts, 99–101 
Depository institutions 

Balances at Federal Reserve Banks—See Federal Reserve balances. 
Consumer protection laws, compliance with, 76 
Discount window, access to, 45–46, 49 
Reserve requirements, 30–31, 41–45 
Supervision and regulation of, 59–74 

Depository Institutions Deregulation and Monetary Control Act of 1980—See Monetary 
Control Act of 1980. 

Directors, Federal Reserve Banks, 10, 12 
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Discount window lending, 33, 45–50
 Collateral, 49–50  

Discount rate, 4, 47–48 
Eligibility, 49 
Federal funds rate, controlling, 33 
Federal Reserve balances, effect on, 31 
Primary credit, 46–48 
Revision to programs, 47 
Seasonal credit, 48–49

 Secondary  credit, 48  

E 
Earnings and income, Federal Reserve System, 11 
Edge corporations, 59, 67–68 
Electronic funds transfers, 93–94 
Electronic Fund Transfer Act, 79–80 
Equal Credit Opportunity Act, 79 
Eurocurrency, 57 

Reserve requirements, 42 
Eurodollar deposits and loans, 57 

Reserve requirements, 43 
Examination of banks, 62–70 

Community Reinvestment Act performance, 76–77 
Securities credit, 74 

Exchange rates, 24 
Expedited Funds Availability Act, 80, 84, 92 
Extended credit program, 47 

F 
Fair and Accurate Credit Transaction Act of 2003, 81 
Fair Credit and Charge Card Disclosure Act of 1988, 80 
Fair Credit Billing Act, 78 
Fair Credit Reporting Act, 78 
Fair Debt Collection Practices Act, 79 
Fair Housing Act, 78 
Federal Advisory Council, 13 
Federal Deposit Insurance Corporation, 60–61 
Federal Deposit Insurance Corporation Improvement Act of 1991, 48, 64, 70 
Federal Financial Institutions Examination Council, 61–62 
Federal funds rate, 16–18, 28–29, 35–36, 47 
Federal Open Market Committee—See also Monetary policy and Open market
 operations. 


Membership and responsibilities, 3, 11–12

Foreign currency operations, 53–56


Federal Reserve Act, 2 
Sections 23A and 23B, member bank–affiliate transactions, 70 

Federal Reserve balances
 Borrowed, 28–29  

Contractual clearing balances, 31 
Demand for, 30–32

 Excess, 32
 Market  for, 27–35  

Nonborrowed, 28–29 
Open market operations, 36–41 
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Federal Reserve balances—continued
 Required, 30–31  

Supply of, 32–35 
Trading of, 16, 30 

Federal Reserve Banks, 6–11
 Assets, 34  

Audits of, 11
 Branches, 7–9  

Consolidated balance sheet, 34 
Directors of, 10, 12 
Federal Open Market Committee, representation on, 11–12 
Financial services—See Financial services. 
Fiscal agency services, 97–99

 Liabilities, 34
 Services—See also specific type of service. 

Banking organizations, to, 84–97
  Federal  government, to, 96–97  

Foreign central banks and international organizations, to, 99 
Supervision of, 4 

Federal Reserve Bulletin, 6 
Federal Reserve f loat, 34–35 
Federal Reserve notes 

Autonomous factor, as, 34 
Issuance and circulation, 85–89 
Open market operations to offset drain of balances resulting from demand for, 38 

Federal Reserve Regulatory Service, 6 
Federal Reserve System—See also Board of Governors and Federal Reserve Banks. 

Establishment, 1–2 
Functions and duties, 1 
Income and expenses of, 11 
International sphere, operations and activities, 51–57

 Maps, 8–9
 Membership, 12
 Structure, 3–13  
Federal Trade Commission Improvement Act, 77, 80 
Fedwire Funds Service, 94–95 
Fedwire Securities Service, 95–96 
Financial holding companies, 65, 71, 73 
Financial Institutions Reform, Recovery, and Enforcement Act of 1989, 70 
Financial reports and statements, 63–64, 74 
Financial services, 84–97 

Automated clearinghouse, 93–94

Check processing, 89–93

Currency and coin, 85–89

Fedwire Funds Service, 94–95

Fedwire Securities Service, 95–96

Foreign central banks and international organizations, to, 99

National Settlement Service, 97


 Noncash  transactions, 89–94 

Financial Stability Forum, 53 
Fiscal agency services of Federal Reserve Banks, 97–99 
Float, 32–33 
Flood Disaster Protection Act of 1973, 78 
Foreign Assets Control, Office of, 65 
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Foreign Bank Supervision Enhancement Act of 1991, 68 
Foreign banks, supervision of U.S. activities of, 68–69 
Foreign central banks—See Central banks, foreign 
Foreign currency operations, 53–56 
Foreign exchange, 17, 24, 53–56 
Foreign operations of U.S. banks, supervision of, 67–68 

See also International banking. 

G 
G-7 and G-20, U.S. delegates to, 5, 53 
General Accountability Office, 6, 11 
Gold 

Foreign exchange operations, 53 
Safekeeping accounts, 98 

Government funds transfer accounts, 97–98 
Governors of Central Banks of the American Continent, U.S. delegates to, 53 
Gramm-Leach-Bliley Act, 65, 70–71, 73, 80 
Group of Seven, U.S. delegates to, 5, 53 

H 
Home Equity Loan Consumer Protection Act of 1994, 80 
Home Ownership and Equity Protection Act of 1994, 80 
Home Mortgage Disclosure Act of 1975, 79 

Information technology services provided to supervised banking organizations, 66 
Interest rates—See also Discount window lending and Federal funds rate. 

Components of, 22 
Guide to monetary policy, 21, 23 

International Bank for Reconstruction and Development 
Creation of, 53 
Federal Reserve services to, 99 

International banking, 57 
Federal Reserve services to foreign institutions, 99 
Supervision of, 67–69 

International Banking Act of 1978, 68–69 
International Convergence of Capital Measurement and Capital Standards, 73 
International economy, inf luence on U.S. monetary policy, 51–53 
International Monetary Fund 

Board Chairman as alternate U.S. member of board, 5

Federal Reserve participation in activities of, 53

Federal Reserve services to, 99


International organizations 
Federal Reserve participation in activities of, 5, 52–53 
Federal Reserve services to, 99 

Interstate banking, 71 
Intraday credit policy, 99–101 

M 
M1, M2, and M3,  21–22 
Magnetic ink character recognition (MICR) system, 91 
Margin requirements, supervision and regulation of, 74 
Member banks—See also Depository institutions and State member banks. 

System membership and obligations, 12 
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Mergers and acquisitions, supervision and regulation of, 71–72 
Monetary aggregates, 21–22 
Monetary Control Act of 1980, 13, 43, 84 
Monetary policy 

Congress, reports to, 6

Effects on economy, 16–19

Foreign exchange rates, 24


 Goals, 15–16 

Guides to, 20–24


 Implementation  of, 27–50 

Interest rates, 23

Limitations of, 19–20

Monetary aggregates, 21–22


 Operational  approaches, 28–29 

Reserves market, 27, 30–35

Taylor rule, 23–24


Money laundering, combating, 65–66, 69 
National Advisory Council on International Monetary and Financial Policies, 5 
National Credit Union Administration, 62 
National Monetary Commission, 2 
National Settlement Service, 97 
Nonbanking activities and acquisitions, supervision and regulation of, 69, 71 
Nonborrowed reserves, 28–29 
Noncash payments, 89–94 
Notes, Federal Reserve—See Federal Reserve notes. 

O 
Open market operations, 36–41 

See also Federal Open Market Committee. 
Organisation for Economic Co-operation and Development, Federal Reserve
 representation, 6, 52  

P 
Payments system, Federal Reserve’s role in, 83–101 

See also specific topic. 
Plaza Agreement, exchange rates,  54 
Presentment fees, 84, 92 
Primary credit, 46–48 

See also Discount window lending. 

R 
Real Estate Settlement Procedures Act of 1974, 79 
Reciprocal currency arrangements, 55–56 
Regulations (Federal Reserve Board), 5, 103–106 

CC, Availability of Funds and Collection of Checks, 92–93 
Consumer protection, 75–76 
T, U, and X; margin requirements, 74 
W, Transactions between Member Banks and Their Affiliates, 69–70 
Z, Truth in Lending, 76 

Regulatory functions, 59, 70–74 
Repurchase agreements, 32–34, 38–41, 54–55 
Reserve requirements, 27–36, 41–44 

Board authority over, 4

 Ratios, 31, 42–43 
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Reserves—See Federal Reserve balances. 
Reverse repurchase agreements, 32–34, 38, 40 
Riegle-Neal Interstate Banking and Branching Efficiency Act of 1994, 71 
Right to Financial Privacy Act of 1978, 79 
Risk-focused supervision, 63 

Consumer complaints, 77 

S 
Sarbanes-Oxley Act of 2002, 64 
Savings associations, 60–61 

See also Depository institutions. 
Savings bonds, U.S., 99 
Seasonal credit, 48–49 

See also Discount window lending. 
Secondary credit, 48 

See also Discount window lending. 
Securities and Exchange Commission, 65, 74 
Securities Exchange Act of 1934, 74 
Securities
 Book-entry, 96, 98 


Credit, margin requirements, 74

Federal Reserve fiscal agency services, 97–99

Federal Reserve holdings, 32–33, 36–41

Fedwire Securities Service, 95–96

State member banks, issued by, 74

U.S. government—See U.S. government securities. 

State member banks—See also Depository institutions and Member banks.
 Examination  of, 62–70  

Supervision and regulation of, 59–74 
System membership and obligations, 12 

Sterilization, foreign currency operations, 54 
Supervision and regulation, 51–74 

Accounting policy and disclosure, 64 
Acquisitions and mergers, 71–72 
Affiliates of banks, transactions with, 69–70 
Bank control, changes in, 71–72, 77 
Business continuity, 66 
Consumer protection laws, 75–81 
Cooperation with other regulators, 65

 Enforcement, 66–67  
Foreign banking organizations, U.S. activities of, 68–69 
Financial reports and statements, 63, 74 
International operations of U.S. banking organizations, 67–68 
Money laundering, combating, 65–66, 69 
Prompt corrective action, 70 
Rating system, 63 
Risk-focused, 63, 

  Consumer  complaints, 77  
Securities credit transactions, 74 

Swap (reciprocal currency) arrangements, 55–56 
System Open Market Account 

Foreign currency operations, 53 
Open market operations, 41 

System to Estimate Examinations Ratings (SEER), 64 
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T 
Taylor rule, guide to monetary policy, 23–24 
Terrorist financing, 65–66 
Thrift Institutions Advisory Council, 13 
Thrift Supervision, Office of, 60–61 
Trading Desk, Open Market, 37–41 
Treasury, U.S. Department of the 

Federal Reserve account, balance in, 34 
Money laundering, regulatory and enforcement responsibility, 65 
Securities, in Federal Reserve open market account, 36–37 

Truth in Lending Act, 5, 76, 78 
Truth in Savings Act, 80 

U 
USA Patriot Act, 65 
U.S. government securities 

Fedwire Securities Service, 95–96 
Interest on, income of the Federal Reserve System, 11 
Lending of by Federal Reserve, 41 
Purchases and sales of, 3, 32–33, 36–41

 Savings  bonds, 99  

W 
Wire transfers, 94–96 
Women’s Business Ownership Act of 1988, 80 
World Bank 

Creation of, 53

Federal Reserve services to, 99
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Board of Governors 
www.federalreserve.gov 

Federal Reserve Bank of Atlanta 
www.frbatlanta.org 

Federal Reserve Bank of Boston 
www.bos.frb.org 

Federal Reserve Bank of Chicago 
www.chicagofed.org 

Federal Reserve Bank of Cleveland 
www.clevelandfed.org 

Federal Reserve Bank of Dallas 
www.dallasfed.org 

Federal Reserve Bank of Kansas City 
www.kansascityfed.org 

Federal Reserve Bank of Minneapolis 
www.minneapolisfed.org 

Federal Reserve Bank of New York 
www.newyorkfed.org 

Federal Reserve Bank of Philadelphia 
www.philadelphiafed.org 

Federal Reserve Bank of Richmond 
www.rich.frb.org 

Federal Reserve Bank of San Francisco 
www.frbsf.org 

Federal Reserve Bank of St. Louis 
www.stlouisfed.org 

Published by the Board of Governors of the Federal Reserve System on behalf of the Federal Reserve System. 
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Janet L. Yellen, Chair

Stanley Fischer, Vice Chairman

Daniel K. Tarullo

Jerome H. Powell
Lael Brainard

Members since 1913

The seven members of the Board of Governors of the Federal Reserve System are nominated by the President and
confirmed by the Senate. A full term is fourteen years. One term begins every two years, on February 1 of even-numbered
years. A member who serves a full term may not be reappointed. A member who completes an unexpired portion of a term
may be reappointed. All terms end on their statutory date regardless of the date on which the member is sworn into office.

The Chairman and the Vice Chairman of the Board are named by the President from among the members and are
confirmed by the Senate. They serve a term of four years. A member's term on the Board is not affected by his or her
status as Chairman or Vice Chairman.

 

Board Member Assignments - Board Committees

Committee on Board Affairs
Governor Powell, Chairman
Vice Chairman Fischer

Committee on Consumer and Community Affairs
Governor Brainard, Chair
Governor Tarullo

Committee on Economic and Financial Monitoring and Research
Vice Chairman Fischer, Chairman
Governor Brainard

Committee on Financial Stability
Vice Chairman Fischer, Chairman
Governor Tarullo
Governor Brainard

Committee on Federal Reserve Bank Affairs
Governor Powell, Chairman
Governor Brainard

Committee on Bank Supervision
Governor Tarullo, Chairman
Governor Powell
Governor Brainard 

Subcommittee on Smaller Regional and Community Banking
Governor Powell, Chairman
Governor Brainard

Committee on Payments, Clearing, and Settlement
Governor Powell, Chairman
Governor Tarullo
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Federal Reserve Board, 2011 Employer Information Report

      Percentage

Occupational
Categories

Total Employees

RACE/ETHNICITY

Hispanic or
Latino

Non- Hispanic or Latino

White
Black or
African

American
Asian

Native
Hawaiian or

Other Pacific
Islander

American
Indian or

Alaska Native

Two or more
races

All Male Female Male Female Male Female Male Female Male Female Male Female Male Female Male Female

1.1 Exec. Sr.
Lvl Mgrs
Governors,
Officers, FR-29
& FR-28                  

By total 343 201 142 3 4 170 107 15 20 11 9 2 1 0 0 0 1

By percent 100.00% 58.60% 41.40% 0.87% 1.17% 49.56% 31.20% 4.37% 5.83% 3.21% 2.62% 0.58% 0.29% 0.00% 0.00% 0.00% 0.29%

1.2 1st / Mid Lvl                  

By total 81 38 43 1 0 19 25 15 16 3 2 0 0 0 0 0 0

By percent 100.00% 46.91% 53.09% 1.23% 0.00% 23.46% 30.86% 18.52% 19.75% 3.70% 2.47% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%

Officials &
Managers Total                  

By total 424 239 185 4 4 189 132 30 36 14 11 2 1 0 0 0 1

By percent 100.00% 56.37% 43.63% 0.94% 0.94% 79.08% 31.13% 7.08% 8.49% 3.30% 2.59% 0.47% 0.24% 0.00% 0.00% 0.00% 0.24%

2. Professionals                  

By total 1,459 775 684 36 37 521 338 80 180 119 114 14 14 1 0 4 1

By percent 100.00% 53.12% 46.88% 2.47% 2.54% 67.23% 23.17% 5.48% 12.34% 8.16% 7.81% 0.96% 0.96% 0.07% 0.00% 0.27% 0.07%

3. Technicians                  

By total 6 2 4 0 0 0 2 2 2 0 0 0 0 0 0 0 0

By percent 100.00% 33.33% 66.67% 0.00% 0.00% 0.00% 33.33% 33.33% 33.33% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%

4. Sales
Workers                  

By total 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

By percent 100.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%

5.
Administrative
Support
Workers                  

By total 154 27 127 1 5 7 12 19 104 0 4 0 0 0 2 0 0

By percent 100.00% 17.53% 82.47% 0.65% 3.25% 4.55% 7.79% 12.34% 67.53% 0.00% 2.60% 0.00% 0.00% 0.00% 1.30% 0.00% 0.00%

6. Craft
Workers                  

By total 42 41 1 0 0 23 0 14 1 3 0 1 0 0 0 0 0

By percent 100.00% 97.62% 2.38% 0.00% 0.00% 54.76% 0.00% 33.33% 2.38% 7.14% 0.00% 2.38% 0.00% 0.00% 0.00% 0.00% 0.00%

7. Operatives                  

By total 12 12 0 0 0 1 0 11 0 0 0 0 0 0 0 0 0

By percent 100.00% 100.00% 0.00% 0.00% 0.00% 8.33% 0.00% 91.67% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%

8. Laborers and
Helpers                  

By total 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

By percent 100.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%

9. Service
Workers                  

By total 177 142 35 7 0 47 4 83 29 5 1 0 1 0 0 0 0

Home > About the Fed > Diversity & Inclusion > Employer Information Report EEO-1
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Occupational
Categories

Total Employees

RACE/ETHNICITY

Hispanic or
Latino

Non- Hispanic or Latino

White Black or African
American Asian

Native
Hawaiian or
Other Pacific

Islander

American
Indian or

Alaska Native

Two or more
races

All Male Female Male Female Male Female Male Female Male Female Male Female Male Female Male Female

By percent 100.00% 80.23% 19.77% 3.95% 0.00% 26.55% 2.26% 46.89% 16.38% 2.82% 0.56% 0.00% 0.56% 0.00% 0.00% 0.00% 0.00%

Total Workforce                  

By total 2,274 1,238 1,036 48 46 788 488 239 352 141 130 17 16 1 2 4 2

By percent 100% 54.44% 45.56% 2.11% 2.02% 34.65% 21.46% 10.51% 15.48% 6.20% 5.72% 0.75% 0.70% 0.04% 0.09% 0.18% 0.09%
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Section 10. Board of Governors of the Federal Reserve System

1. Appointment and qualification of members

The Board of Governors of the Federal Reserve System (hereinafter referred to as the "Board") shall be composed of
seven members, to be appointed by the President, by and with the advice and consent of the Senate, after the date of
enactment of the Banking Act of 1935, for terms of fourteen years except as hereinafter provided, but each appointive
member of the Federal Reserve Board in office on such date shall continue to serve as a member of the Board until
February 1, 1936, and the Secretary of the Treasury and the Comptroller of the Currency shall continue to serve as
members of the Board until February 1, 1936. In selecting the members of the Board, not more than one of whom shall be
selected from any one Federal Reserve district, the President shall have due regard to a fair representation of the financial,
agricultural, industrial, and commercial interests, and geographical divisions of the country. The members of the Board
shall devote their entire time to the business of the Board and shall each receive an annual salary of $15,000, payable
monthly, together with actual necessary traveling expenses.

[12 USC 241. As amended by acts of June 3, 1922 (42 Stat. 620); Aug. 23, 1935 (49 Stat. 704). Prior to the enactment of the Banking Act of
1935, approved Aug. 23, 1935, the Board of Governors of the Federal Reserve System was known as the Federal Reserve Board. See note to
the third paragraph of section 1. The portion of this paragraph dealing with salaries of Board members has in effect been amended numerous
times, most recently by Executive Order. Prior to the act of December 27, 2000, section 1002 of which revised the executive schedule, the salary
of the chairman of the Board was set at executive schedule level 2 and the salary of other members at level 3. The salary of the chairman of the
Board is now set at executive schedule level I, and the salary of other members at level II (see 2 USC 358 and 5 USC 5313 and 5314).]
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2. Members ineligible to serve member banks; term of office; chairman and vice chairman

The members of the Board shall be ineligible during the time they are in office and for two years thereafter to hold any
office, position, or employment in any member bank, except that this restriction shall not apply to a member who has
served the full term for which he was appointed. Upon the expiration of the term of any appointive member of the Federal
Reserve Board in office on the date of enactment of the Banking Act of 1935, the President shall fix the term of the
successor to such member at not to exceed fourteen years, as designated by the President at the time of nomination, but
in such manner as to provide for the expiration of the term of not more than one member in any two-year period, and
thereafter each member shall hold office for a term of fourteen years from the expiration of the term of his predecessor,
unless sooner removed for cause by the President. Of the persons thus appointed, 1 shall be designated by the President,
by and with the advice and consent of the Senate, to serve as Chairman of the Board for a term of 4 years, and 2 shall be
designated by the President, by and with the advice and consent of the Senate, to serve as Vice Chairmen of the Board,
each for a term of 4 years, 1 of whom shall serve in the absence of the Chairman, as provided in the fourth undesignated
paragraph of this section, and 1 of whom shall be designated Vice Chairman for Supervision. The Vice Chairman for
Supervision shall develop policy recommendations for the Board regarding supervision and regulation of depository
institution holding companies and other financial firms supervised by the Board, and shall oversee the supervision and
regulation of such firms. The chairman of the Board, subject to its supervision, shall be its active executive officer. Each
member of the Board shall within fifteen days after notice of appointment make and subscribe to the oath of office. Upon
the expiration of their terms of office, members of the Board shall continue to serve until their successors are appointed
and have qualified. Any person appointed as a member of the Board after the date of enactment of the Banking Act of
1935 shall not be eligible for reappointment as such member after he shall have served a full term of fourteen years.

[12 USC 242. As amended by acts of March 3, 1919 (40 Stat. 1315); June 3, 1922 (42 Stat. 620); June 16, 1933 (48 Stat. 166); Aug. 23, 1935
(49 Stat. 704); November 16, 1977 (91 Stat. 1388); and act of July 21, 2010 (124 Stat. 2126). The Banking Act of 1935, referred to in this
paragraph, became effective Aug. 23, 1935. Prior to the enactment of that act, the chairman and vice chairman of the Board of Governors of the
Federal Reserve System were known as the governor and vice governor of the Federal Reserve Board, respectively. See note to the third
paragraph of section 1. The act of November 16, 1977, amended the second sentence of this paragraph. The amendment takes effect on Jan. 1,
1979, and applies to individuals who are designated by the President on or after such date to serve as chairman or vice chairman. The act of
July 21, 2010, designated a new Vice Chairman for Supervision.]
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3. Assessments on Federal reserve banks

The Board of Governors of the Federal Reserve System shall have power to levy semiannually upon the Federal reserve
banks, in proportion to their capital stock and surplus, an assessment sufficient to pay its estimated expenses and the
salaries of its members and employees for the half year succeeding the levying of such assessments, together with any
deficit carried forward from the preceding half year, and such assessments may include amounts sufficient to provide for
the acquisition by the Board in its own name of such site or building in the District of Columbia as in its judgment alone
shall be necessary for the purpose of providing suitable and adequate quarters for the performance of its functions. After
September 1, 2000, the Board may also use such assessments to acquire, in its own name, a site or building (in addition to
the facilities existing on such date) to provide for the performance of the functions of the Board. After approving such plans,
estimates, and specifications as it shall have caused to be prepared, the Board may, notwithstanding any other provision of
law, cause to be constructed on any site so acquired by it a building or buildings suitable and adequate in its judgment for
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its purposes and proceed to take all such steps as it may deem necessary or appropriate in connection with the
construction, equipment, and furnishing of such building or buildings. The Board may maintain, enlarge, or remodel any
building or buildings so acquired or constructed and shall have sole control of such building or buildings and space therein.

[12 USC 243. As reenacted without change by act of June 3, 1922 (42 Stat. 621); and amended by acts of June 19, 1934 (48 Stat. 1108) and
Dec. 27, 2000 (114 Stat. 3027). By act approved June 27, 1935 (49 Stat. 425), provision was made for the furnishing of steam from the central
heating plant to the Federal Reserve Board, now the Board of Governors of the Federal Reserve System.]
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4. Principal offices; expenses; deposit of funds; members not to be officers or stockholders of banks

The principal offices of the Board shall be in the District of Columbia. At meetings of the Board the chairman shall preside,
and, in his absence, the vice chairman shall preside. In the absence of the chairman and the vice chairman, the board shall
elect a member to act as chairman pro tempore. The Board shall determine and prescribe the manner in which its
obligations shall be incurred and its disbursements and expenses allowed and paid, and may leave on deposit in the
Federal Reserve banks the proceeds of assessments levied upon them to defray its estimated expenses and the salaries
of its members and employees, whose employment, compensation, leave, and expenses shall be governed solely by the
provisions of this Act, specific amendments thereof, and rules and regulations of the Board not inconsistent therewith; and
funds derived from such assessments shall not be construed to be Government funds or appropriated moneys. No
member of the Board of Governors of the Federal Reserve System shall be an officer or director of any bank, banking
institution, trust company, or Federal Reserve bank or hold stock in any bank, banking institution, or trust company; and
before entering upon his duties as a member of the Board of Governors of the Federal Reserve System he shall certify
under oath that he has complied with this requirement, and such certification shall be filed with the secretary of the Board.
Whenever a vacancy shall occur, other than by expiration of term, among the six members of the Board of Governors of
the Federal Reserve System appointed by the President as above provided, a successor shall be appointed by the
President, by and with the advice and consent of the Senate, to fill such vacancy, and when appointed he shall hold office
for the unexpired term of his predecessor.

[12 USC 244. As amended by acts of June 3, 1922 (42 Stat. 621); June 16, 1933 (48 Stat. 167); Aug. 23, 1935 (49 Stat. 705). The reference to
"the six members" of the Board of Governors is an apparent error in the law and should read "the seven members." See section 10, first
paragraph, this act.]
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5. Vacancies during recess of Senate

The President shall have power to fill all vacancies that may happen on the Board of Governors of the Federal Reserve
System during the recess of the Senate by granting commissions which shall expire with the next session of the Senate.

[12 USC 245. As amended by act of June 3, 1922 (42 Stat. 621).]

Back to Top

6. Reservation of powers of Secretary of Treasury

Nothing in this Act contained shall be construed as taking away any powers heretofore vested by law in the Secretary of
the Treasury which relate to the supervision, management, and control of the Treasury Department and bureaus under
such department, and wherever any power vested by this Act in the Board of Governors of the Federal Reserve System or
the Federal reserve agent appears to conflict with the powers of the Secretary of the Treasury, such powers shall be
exercised subject to the supervision and control of the Secretary.

[12 USC 246. As reenacted without change by act of June 3, 1922 (42 Stat. 621).]

Back to Top

7. Annual report

The Board of Governors of the Federal Reserve System shall annually make a full report of its operations to the Speaker of
the House of Representatives, who shall cause the same to be printed for the information of the Congress. The report
required under this paragraph shall include the reports required under section 707 of the Equal Credit Opportunity Act,
section 18(f)(7) of the Federal Trade Commission Act, section 114 of the Truth in Lending Act, and the tenth undesignated
paragraph of this section.

[12 USC 247. As reenacted without change by act of June 3, 1922 (42 Stat. 621) and amended by acts of June 3, 1922, and Dec. 27, 2000 (114
Stat. 3030).]
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8. Office of the Comptroller of the Currency

Section three hundred and twenty-four of the Revised Statutes of the United States shall be amended so as to read as
follows:

(a) Office Of The Comptroller Of The Currency Established. There is established in the Department of the Treasury a
bureau to be known as the “Office of the Comptroller of the Currency” which is charged with assuring the safety and
soundness of, and compliance with laws and regulations, fair access to financial services, and fair treatment of customers
by, the institutions and other persons subject to its jurisdiction.

(b) Comptroller Of The Currency.

In General. The chief officer of the Office of the Comptroller of the Currency shall be known as the Comptroller of
the Currency. The Comptroller of the Currency shall perform the duties of the Comptroller of the Currency under the
general direction of the Secretary of the Treasury. The Secretary of the Treasury may not delay or prevent the
issuance of any rule or the promulgation of any regulation by the Comptroller of the Currency, and may not
intervene in any matter or proceeding before the Comptroller of the Currency (including agency enforcement
actions), unless otherwise specifically provided by law.

1. 

Additional Authority. The Comptroller of the Currency shall have the same authority with respect to functions2. 
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transferred to the Comptroller of the Currency under the Enhancing Financial Institution Safety and Soundness Act
of 2010 as was vested in the Director of the Office of Thrift Supervision on the transfer date, as defined in section
311 of that Act.

[12 USC 1. As reenacted without change by act of June 3, 1922 (42 Stat. 621); and amended by acts of May 20, 1966 (80 Stat. 161), Sept. 23,
1994 (108 Stat. 2232), and July 21, 2010 (124 Stat. 1523).]
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9. Branch Federal Reserve bank buildings

No Federal Reserve bank may authorize the acquisition or construction of any branch building, or enter into any contract or
other obligation for the acquisition or construction of any branch building, without the approval of the Board.

[12 USC 522. As added by act of June 3, 1922 (42 Stat. 622); and amended by acts of Feb. 6, 1923 (42 Stat. 1223); July 30, 1947 (61 Stat.
520); May 29, 1953 (67 Stat. 41); Aug. 31, 1962 (76 Stat. 418); Oct. 28, 1974 (88 Stat. 1505); and Oct. 24, 1992 (106 Stat. 3144).]
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10. Record of open market and other policies

The Board of Governors of the Federal Reserve System shall keep a complete record of the action taken by the Board and
by the Federal Open Market Committee upon all questions of policy relating to open-market operations and shall record
therein the votes taken in connection with the determination of open-market policies and the reasons underlying the action
of the Board and the Committee in each instance. The Board shall keep a similar record with respect to all questions of
policy determined by the Board, and shall include in its annual report to the Congress a full account of the action so taken
during the preceding year with respect to open-market policies and operations and with respect to the policies determined
by it and shall include in such report a copy of the records required to be kept under the provisions of this paragraph.

[12 USC 247a. As added by act of Aug. 23, 1935 (49 Stat. 705).]

Back to Top

12. Appearances before Congress*

The Vice Chairman for Supervision shall appear before the Committee on Banking, Housing, and Urban Affairs of the
Senate and the Committee on Financial Services of the House of Representatives and at semi-annual hearings regarding
the efforts, activities, objectives, and plans of the Board with respect to the conduct of supervision and regulation of
depository institution holding companies and other financial firms supervised by the Board.

[12 USC 247b. As added by act of July 21, 2010 (124 Stat. 2126).]

* The act of July 21, 2010, added paragraph 12 without adding paragraph 11.
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Report to the Congress on the Office of Minority and Women Inclusion Print

Preface: Implementing the Dodd-Frank
Act
Introduction
Equal Employment of Minorities and
Women

Inclusion of Minority-Owned and
Women-Owned Businesses
Financial Literacy Activities
Diversity Policies and Practices of
Regulated Entities

Appendix A

Financial Literacy Activities
 

During 2013, the Board continued to participate in community and Federal Reserve System outreach events and programs,
examples of which are listed below.

Congressional Black Caucus Annual Legislative Conference: In September 2013, the Board, in conjunction with the
Federal Reserve System, sponsored a booth at the 43rd Annual Legislative Conference. Financial education
materials and information were distributed to conference attendees. The Board also provided support for the
Financial Education Youth Summit convened by the Congressional Black Caucus held at the U.S. Capitol Visitor
Center and Trinity Washington University.

FedEd Program: During 2013, research assistants from divisions within the Board continued to implement a
program developed to work with local high school students to improve their understanding of personal finances and
the role of the Federal Reserve System in the economy. Subjects covered include the importance of saving,
budgeting, using credit, establishing financial goals, and the impact of Federal Reserve policy on those subjects.
More than 40 presentations were made to middle and high school students in the Washington metropolitan area.
Presentations were made at ten schools in the District of Columbia: Roosevelt High School; Wilson High School;
Coolidge High School; Dunbar High School; Anacostia High School; Ballou High School; Washington Latin Public
Charter School; Edmund Burke School; KIPP DC Charter School; and St. Albans School. Presentations were made
at two schools in Virginia--Annandale High School and Marshall High School--and one school in Maryland--Stone
Ridge School of the Sacred Heart. Presentations were also made at the District of Columbia Public Schools Central
Office to preview the FedEd Program for the New Heights Providers Meeting, the Sumner School for the DC Future
Business Leaders of America, and the Heights School.

Federal Reserve Financial Literacy Day: On October 23, 2013, the Board and the Federal Reserve System held
training programs and seminars around the country on such topics as saving, budgeting, credit use, and the
establishment of financial goals. Board research assistants presented the program to classes at two schools in the
District of Columbia: Cardozo High School and the Columbia Heights Education Campus.

Math x Economics: On May 23, 2013, the Board hosted the Math x Economics program for a second year in a row.
The goal of the program was to introduce students to economics as a potential course of study in college and as a
future career option. The Board's recruitment efforts targeted groups who are underrepresented in the field of
economics, including minorities and females, especially from underserved schools. A total of 29 students from
Washington metropolitan area schools attended. The students completed a survey at the end of the program; all 29
participants said they would recommend the program to other students. The descriptive statistics of the
respondents are listed below.

Distribution of participants Percent

Female 56

Male 44

Juniors 78

Seniors 22

African American 25.9

Hispanic 18.5

Asian 18.5

White 18.5

More than one ethnicity 14.8

Did not specify ethnicity 3.7

Education and Training Materials Distribution: During 2013, the Board continued to provide financial literacy
materials to consumer education and financial literacy groups, including the University of Maryland Extension
Family and Consumer Sciences Center, the YMCA of Metropolitan Washington, Operation HOPE, and It Takes a
Community to Raise a Child (located in New York City).
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Professional Outreach: On April 3, 2013, Chairman Bernanke delivered remarks to the 13th Annual Redefining
Investment Strategy Education (RISE) Forum. His remarks highlighted the importance of promoting economic and
financial knowledge among people of all ages and walks of life. He stated that the Board and the 12 Federal
Reserve Banks are all deeply involved in economic education and in supporting the work of teachers, schools, and
national organizations.

On November 13, 2013, Chairman Bernanke hosted the annual Teacher Town Hall Meeting at the Federal Reserve
Board. Federal Reserve Banks also held gatherings around the country to provide educators the opportunity to
listen to the Chairman and ask questions. His remarks covered the origins, history, and role of the Federal Reserve,
and how it has helped shape the nation's economy and financial system.
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About Conference Program

About

The National Summit on Diversity in the Economics Profession, hosted by the Board of
Governors of the Federal Reserve System in partnership with the American Economic
Association, will be held at the Federal Reserve Board on October 30, 2014 in
Washington, D.C. This conference brings together presidents and research directors of
the Federal Reserve Banks and chairs of economics departments from around the country
to open a profession-wide dialogue about diversity. Speakers and panelists will discuss
the state of diversity in the economics profession and examples of successful diversity
initiatives in academia. A hallmark of the conference will be the opportunity for collegial
learning, discussion, and sharing among faculty peers to develop practical ideas about
what can be accomplished in our profession.

Please note that attendance at the conference is by invitation only. Conference
attendees and media representatives must register in advance.

Watch the online webcast of the event at http://www.ustream.tv/federalreserve 

Organizers

Janice Shack-Marquez
Amanda Bayer
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No FEAR Act Notice

PDF

The Notification and Federal Employee Anti-discrimination and Retaliation Act (No FEAR Act) of 2002 increases federal
agency accountability for acts of discrimination or reprisal against employees.

The No FEAR Act requires agencies to post on their public websites statistical data relating to equal employment
opportunity complaints filed against the respective agencies.

The Federal Reserve Board's public website contains statistical data in accordance with the No FEAR Act.

Information updated as 1st Quarter 2015 for period ending December 31, 2014

Complaint activity
Complaints by basis
Complaints by issue
Processing time
Complaints dismissed by agency
Total final actions finding discrimination
Findings of discrimination rendered by basis
Findings of discrimination rendered by issue
Pending complaints filed in previous fiscal years by status
Complaint investigations  

Complaint activity

Comparative data
Previous fiscal year data Fiscal Year 2015

thru 12/31
2010 2011 2012 2013 2014

Number of complaints filed 7 10 12 6 10 2

Number of complainants 7 10 12 6 10 2

Repeat filers 0 0 0 0 0 0

 Return to top

 

Complaints by basis Comparative data
Previous fiscal year data Fiscal Year

2015
thru 12/31Note: Complaints can be filed alleging multiple bases. The sum of the

bases may not equal total complaints filed 2010 2011 2012 2013 2014

Race 6 10 16 15 15 1

Color 1 2 3 4 5 0

Religion 0 0 2 2 3 1

Reprisal 2 5 11 8 9 2

Sex 5 8 11 11 12 0

National origin 2 3 3 1 3 1

Equal Pay Act 0 0 1 3 3 0

Age 6 8 15 9 10 1

Disability 3 2 5 2 5 0

Non EEO 0 0 0 0 0 0
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Complaints by issue Comparative data
Previous fiscal year data

Fiscal Year
2015
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thru 12/31Note: Complaints can be filed alleging multiple issues. The sum of the
issues may not equal total complaints filed 2010 2011 2012 2013 2014

Appointment/hire 0 0 0 0 1 0

Assignment of duties 2 3 4 4 4 2

Awards 0 0 0 0 0 0

Conversion to full-time 0 0 0 0 0 0

Disciplinary action

Demotion 0 0 0 0 0 0

Reprimand 0 0 1 2 1 0

Removal 2 2 2 1 3 0

Suspension 0 0 0 0 0 0

Other 0 0 1 1 0 0

Duty hours 1 0 0 0 1 0

Evaluation appraisal 1 2 4 3 5 2

Examination/test 0 0 0 0 0 0

Harassment

Nonsexual 4 8 11 10 13 2

Sexual 1 2 1 1 0 0

Medical examination 0 0 0 0 0 0

Pay (including overtime) 1 1 1 3 3 0

Promotion/nonselection 5 6 10 10 10 1

Reassignment

Denied 0 0 0 0 0 0

Directed 0 0 0 0 0 0

Reasonable accommodation 1 1 3 2 4 0

Reinstatement 0 0 0 0 0 0

Retirement 0 0 0 0 0 0

Termination 0 2 2 0 0 0

Terms/conditions of employment 2 2 9 5 6 0

Time and attendance 0 0 0 0 0 0

Training 0 0 0 1 1 0

Other 3 4 1 2 2 2
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Processing time

Comparative data
Previous fiscal year data Fiscal Year 2015

thru 12/31
2010 2011 2012 2013 2014

Complaints pending during fiscal year

Average number of days in investigation stage 68 151 133 228 148 197

Average number of days in final action stage 28 36 53 26 0 0

Complaints pending during fiscal year where hearing was requested

Average number of days in investigation stage 93 183 148 151 211 108

Average number of days in final action stage 28 36 47 27 0 0

Complaints pending during fiscal year where hearing was not requested

Average number of days in investigation stage 87 0 93 220 55 0

Average number of days in final action stage 62 0 92 24 0 0
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Complaints dismissed by agency

Comparative data
Previous fiscal year data Fiscal Year 2015

thru 12/31
2010 2011 2012 2013 2014

Total complaints dismissed by agency 0 1 0 1 0 0

Average days pending prior to dismissal 0 531 0 27 0 0

Complaints withdrawn by complainants

Total complaints withdrawn by complainants 1 0 0 1 1 1
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Total final actions finding discrimination

Comparative data
Previous fiscal year dataFiscal Year 2015

thru 12/31
20102011201220132014

#%#%#%#%#%#%

Total number findings000000

Without hearing000000000000

With hearing000000000000
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Findings of discrimination rendered by basisComparative data
Previous fiscal year dataFiscal Year

2015
thru 12/31

Note: Complaints can be filed alleging multiple bases. The sum of the
bases may not equal total complaints and findings

20102011201220132014

#%#%#%#%#%#%

Total number findings000000

Race000000000000

Color000000000000

Religion000000000000

Reprisal000000000000

Sex000000000000

National origin000000000000

Equal Pay Act000000000000

Age000000000000

Disability000000000000

Non EEO000000000000

Findings after hearing000000000000

Race000000000000

Color000000000000

Religion000000000000

Reprisal000000000000

Sex000000000000

National origin000000000000

Equal Pay Act000000000000

Age000000000000

Disability000000000000

Non EEO000000000000

Findings without hearing000000000000

Race000000000000

Color000000000000

Religion000000000000

Reprisal000000000000

Sex000000000000

National origin000000000000

Equal Pay Act000000000000

Age000000000000

Disability000000000000

Non EEO000000000000
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Findings of discrimination rendered by issue

Comparative data
Previous fiscal year dataFiscal Year 2015

thru 12/31
20102011201220132014

#%#%#%#%#%%
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Findings of discrimination rendered by issue

Comparative data
Previous fiscal year data Fiscal Year 2015

thru 12/31
2010 2011 2012 2013 2014

# % # % # % # % # % %

Total number findings 0 0 0 0 0 0

Appointment/hire 0 0 0 0 0 0 0 0 0 0 0 0

Assignment of duties 0 0 0 0 0 0 0 0 0 0 0 0

Awards 0 0 0 0 0 0 0 0 0 0 0 0

Conversion to full-time 0 0 0 0 0 0 0 0 0 0 0 0

Disciplinary action 0 0 0 0 0 0 0 0 0 0 0 0

Demotion 0 0 0 0 0 0 0 0 0 0 0 0

Reprimand 0 0 0 0 0 0 0 0 0 0 0 0

Suspension 0 0 0 0 0 0 0 0 0 0 0 0

Removal 0 0 0 0 0 0 0 0 0 0 0 0

Other 0 0 0 0 0 0 0 0 0 0 0 0

Duty hours 0 0 0 0 0 0 0 0 0 0 0 0

Evaluation appraisal 0 0 0 0 0 0 0 0 0 0 0 0

Examination/test 0 0 0 0 0 0 0 0 0 0 0 0

Harassment 0 0 0 0 0 0 0 0 0 0 0 0

Nonsexual 0 0 0 0 0 0 0 0 0 0 0 0

Sexual 0 0 0 0 0 0 0 0 0 0 0 0

Medical examination 0 0 0 0 0 0 0 0 0 0 0 0

Pay (including overtime) 0 0 0 0 0 0 0 0 0 0 0 0

Promotion/nonselection 0 0 0 0 0 0 0 0 0 0 0 0

Reassignment 0 0 0 0 0 0 0 0 0 0 0 0

Denied 0 0 0 0 0 0 0 0 0 0 0 0

Directed 0 0 0 0 0 0 0 0 0 0 0 0

Reasonable accommodation 0 0 0 0 0 0 0 0 0 0 0 0

Reinstatement 0 0 0 0 0 0 0 0 0 0 0 0

Retirement 0 0 0 0 0 0 0 0 0 0 0 0

Termination 0 0 0 0 0 0 0 0 0 0 0 0

Terms/conditions of employment 0 0 0 0 0 0 0 0 0 0 0 0

Time and attendance 0 0 0 0 0 0 0 0 0 0 0 0

Training 0 0 0 0 0 0 0 0 0 0 0 0

Other 0 0 0 0 0 0 0 0 0 0 0 0

Findings after hearing

Appointment/hire 0 0 0 0 0 0 0 0 0 0 0 0

Assignment of duties 0 0 0 0 0 0 0 0 0 0 0 0

Awards 0 0 0 0 0 0 0 0 0 0 0 0

Conversion to full-time 0 0 0 0 0 0 0 0 0 0 0 0

Disciplinary action 0 0 0 0 0 0 0 0 0 0 0 0

Demotion 0 0 0 0 0 0 0 0 0 0 0 0

Reprimand 0 0 0 0 0 0 0 0 0 0 0 0

Suspension 0 0 0 0 0 0 0 0 0 0 0 0

Removal 0 0 0 0 0 0 0 0 0 0 0 0

Other 0 0 0 0 0 0 0 0 0 0 0 0

Duty hours 0 0 0 0 0 0 0 0 0 0 0 0

Evaluation appraisal 0 0 0 0 0 0 0 0 0 0 0 0

Examination/test 0 0 0 0 0 0 0 0 0 0 0 0

Harassment 0 0 0 0 0 0 0 0 0 0 0 0

Nonsexual 0 0 0 0 0 0 0 0 0 0 0 0

Sexual 0 0 0 0 0 0 0 0 0 0 0 0

Medical examination 0 0 0 0 0 0 0 0 0 0 0 0

Pay (including overtime) 0 0 0 0 0 0 0 0 0 0 0 0

Promotion/nonselection 0 0 0 0 0 0 0 0 0 0 0 0

Reassignment 0 0 0 0 0 0 0 0 0 0 0 0

Denied 0 0 0 0 0 0 0 0 0 0 0 0

FRB: No FEAR Act Data http://www.federalreserve.gov/eeo.htm
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Findings of discrimination rendered by issue

Comparative data
Previous fiscal year data Fiscal Year 2015

thru 12/31
2010 2011 2012 2013 2014

# % # % # % # % # % %

Directed 0 0 0 0 0 0 0 0 0 0 0 0

Reasonable accommodation 0 0 0 0 0 0 0 0 0 0 0 0

Reinstatement 0 0 0 0 0 0 0 0 0 0 0 0

Retirement 0 0 0 0 0 0 0 0 0 0 0 0

Termination 0 0 0 0 0 0 0 0 0 0 0 0

Terms/conditions of employment 0 0 0 0 0 0 0 0 0 0 0 0

Time and attendance 0 0 0 0 0 0 0 0 0 0 0 0

Training 0 0 0 0 0 0 0 0 0 0 0 0

Other 0 0 0 0 0 0 0 0 0 0 0 0

Findings without hearing 0 0 0 0 0 0 0 0 0 0 0 0

Appointment/hire 0 0 0 0 0 0 0 0 0 0 0 0

Assignment of duties 0 0 0 0 0 0 0 0 0 0 0 0

Awards 0 0 0 0 0 0 0 0 0 0 0 0

Conversion to full-time 0 0 0 0 0 0 0 0 0 0 0 0

Disciplinary action 0 0 0 0 0 0 0 0 0 0 0 0

Demotion 0 0 0 0 0 0 0 0 0 0 0 0

Reprimand 0 0 0 0 0 0 0 0 0 0 0 0

Suspension 0 0 0 0 0 0 0 0 0 0 0 0

Removal 0 0 0 0 0 0 0 0 0 0 0 0

Other 0 0 0 0 0 0 0 0 0 0 0 0

Duty hours 0 0 0 0 0 0 0 0 0 0 0 0

Evaluation appraisal 0 0 0 0 0 0 0 0 0 0 0 0

Examination/test 0 0 0 0 0 0 0 0 0 0 0 0

Harassment 0 0 0 0 0 0 0 0 0 0 0 0

Nonsexual 0 0 0 0 0 0 0 0 0 0 0 0

Sexual 0 0 0 0 0 0 0 0 0 0 0 0

Medical examination 0 0 0 0 0 0 0 0 0 0 0 0

Pay (including overtime) 0 0 0 0 0 0 0 0 0 0 0 0

Promotion/nonselection 0 0 0 0 0 0 0 0 0 0 0 0

Reassignment 0 0 0 0 0 0 0 0 0 0 0 0

Denied 0 0 0 0 0 0 0 0 0 0 0 0

Directed 0 0 0 0 0 0 0 0 0 0 0 0

Reasonable accommodation 0 0 0 0 0 0 0 0 0 0 0 0

Reinstatement 0 0 0 0 0 0 0 0 0 0 0 0

Retirement 0 0 0 0 0 0 0 0 0 0 0 0

Termination 0 0 0 0 0 0 0 0 0 0 0 0

Terms/conditions of employment 0 0 0 0 0 0 0 0 0 0 0 0

Time and attendance 0 0 0 0 0 0 0 0 0 0 0 0

Training 0 0 0 0 0 0 0 0 0 0 0 0

Other 0 0 0 0 0 0 0 0 0 0 0 0

 Return to top

 

Pending complaints filed in previous fiscal years by status

Comparative data
Previous fiscal year data Fiscal Year 2015

thru 12/31
2010 2011 2012 2013 2014

Total complaints from previous fiscal years 2 10 10 14 13 23

Number complaints pending

Investigation 0 0 0 0 3 4

Hearing 1 1 6 4 8 11

Final action 0 0 0 0 0 1

Appeal with EEOC Office of Federal Operations 1 1 0 1 2 4

Class Certification with EEOC Office of Federal Operations 0 0 1 4 0 0

FRB: No FEAR Act Data http://www.federalreserve.gov/eeo.htm
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Pending complaints filed in previous fiscal years by status
Comparative data

Previous fiscal year data Fiscal Year 2015
thru 12/31

2010 2011 2012 2013 2014

District Court 0 0 2 2 0 1

 Return to top

 

Complaint investigations

Comparative data
Previous fiscal year data Fiscal Year 2015

thru 12/2014
2010 2011 2012 2013 2014

Pending complaints where investigations exceed required time frames 3 0 2 8 6 1

 Return to top

For further information, please contact the Diversity & Inclusion Director.

Diversity & Inclusion Director, Stop 156
Board of Governors of the Federal Reserve System
20th and Constitution Avenue, N.W.
Washington, D.C. 20551
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Purpose  
 

Our objective for this audit was to determine the 
processes for establishing, maintaining, and monitoring 
internal control within the Board of Governors of the 
Federal Reserve System (Board).  We focused on 
internal control over the effectiveness and efficiency of 
operations and compliance with laws and regulations, 
i.e., administrative internal control.  Our scope does not 
include internal control over financial reporting or 
information systems because the Board issues a 
management assertion on internal control over financial 
reporting and complies with the Federal Information 
Security Management Act of 2002, which requires 
agencies to establish and maintain an information 
security program to protect information and 
information systems. 
 
 

Background  
 

Internal control is an integral part of managing an 
organization and is critical to improving organizational 
effectiveness and accountability.  It comprises the 
plans, methods, and procedures used to meet the 
organization’s mission, goals, and objectives.  Internal 
control is the first line of defense in safeguarding assets 
and preventing and detecting errors and fraud and, thus, 
helps organizations achieve desired results through 
effective stewardship of public resources.  
 
The Federal Managers’ Financial Integrity Act of 1982 
(FMFIA) requires that each executive agency establish 
internal accounting and administrative controls in 
compliance with standards established by the 
Government Accountability Office and prepare an 
annual statement on internal control based on an 
evaluation performed using Office of Management and 
Budget guidelines.  Although the Board is not subject 
to FMFIA, the Board decided to voluntarily comply 
with the spirit and intent of FMFIA shortly after its 
enactment.  The Board’s approach to FMFIA remains 
unchanged.  
 

 
Findings  
 
We found that the Board’s divisions have processes for establishing 
administrative internal control that are tailored to their specific 
responsibilities.  These controls generally utilize best practices and are 
designed to increase efficiency and react to changing environments.  
The Board’s processes for maintaining and monitoring these controls 
can be enhanced.  Specifically, we found that the Board does not have 
an agency-wide process for maintaining and monitoring its 
administrative internal control.   
 
Although the Board is not subject to FMFIA, the Board decided to 
voluntarily comply with the spirit and intent of FMFIA.  The Board’s 
approach to addressing the provisions of FMFIA does not require 
management to assess and monitor administrative internal control.  We 
believe that an agency-wide process that maintains, monitors, and 
reports on administrative internal control can assist the Board in 
effectively and efficiently achieving its mission, goals, and objectives, 
as well as address the organizational challenges outlined in the Board’s 
2012–2015 strategic framework. 
 
 
Recommendation 
 
We recommend that the Chief Operating Officer (COO) designate 
responsible officials or an office to develop and implement an agency-
wide policy and process to more closely follow the spirit and intent of 
FMFIA and develop a training program to increase staff awareness 
about maintaining and monitoring administrative internal control.   
 
In its response to a draft of our report, the COO stated that the Board 
concurred with the recommendation’s intent.  The COO also stated that 
the Board has already implemented, or is in the process of 
implementing, several enhanced administrative processes.  He added 
that, given the priorities and budgetary constraints underlying the 
Board’s new strategic framework, Board management will evaluate 
whether, and in what form, an agency-wide framework makes sense 
and will coordinate with the Executive Committee of the Board to 
implement any additional requirements. 
 
 
 

Access the full report:  http://www.federalreserve.gov/oig/files/FRB_Administrative_Internal_Control_full_Sep2013.pdf 
For more information, contact the OIG at 202-973-5000 or visit http://www.federalreserve.gov/oig.                               



 

 

Summary of Recommendation, OIG Report No. 2013-AE-B-013 
Rec. no. Report page no. Recommendation Responsible office 

1 
 

 

10 Designate responsible officials or an office to 
a. develop and implement an agency-wide 

policy and process to more closely follow 
the spirit and intent of the Federal 
Managers’ Financial Integrity Act of 1982.  
 

b. develop a training program to increase 
staff awareness about maintaining and 
monitoring administrative internal control. 

Chief Operating Officer 
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September 5, 2013 

MEMORANDUM 
 
TO:  Donald Hammond 
  Chief Operating Officer 
  Board of Governors of the Federal Reserve System 
               
FROM: Melissa Heist 

Associate Inspector General for Audits and Evaluations 
                 
SUBJECT:   OIG Report No. 2013-AE-B-013:  The Board Can Benefit from Implementing an 

Agency-Wide Process for Maintaining and Monitoring Administrative Internal Control 
 
Attached is the Office of Inspector General’s (OIG’s) final report on the subject audit.  We conducted this 
audit to determine the processes for establishing, maintaining, and monitoring internal control within the 
Board of Governors of the Federal Reserve System (Board).  We focused on internal control over the 
effectiveness and efficiency of operations and compliance with laws and regulations, i.e., administrative 
internal control.   
 
We provided you with a copy of our draft report for review and comment.  In your response, you stated 
that you concurred with the intent of our recommendation, and that you planned to evaluate whether, and 
in what form, an agency-wide framework makes sense and that you will coordinate with the Executive 
Committee of the Board to implement any additional requirements. The Inspector General Act, as 
amended, requires that we report in our Semiannual Report to Congress on recommendations for which 
no management decision has been made.  The act defines a management decision as the issuance of a 
final decision by management concerning its response to audit findings and recommendations, including 
actions concluded to be necessary.  Since your response indicates that you have not yet determined the 
final actions you will take to address our report’s findings we request that you provide to us within 
90 calendar days a final management decision describing the actions you have taken or that you plan to 
take to address our recommendation.  We have included your response as appendix B to our report.  

O FF I CE OF I NSPECTO R G ENERAL 

BOARD OF GOVERNORS OF THE FEDERAL RESERVE SYSTEM 

CONSUMER FINANCIAL PROTECTION BUREAU 



 

 

We appreciate the cooperation that we received from the Board’s Office of the Chief Operating Officer 
and the divisions with which we met.  Please contact Cynthia Gray, Senior OIG Manager, or me if you 
would like to discuss this report or any related issues. 
 
Attachment 
cc:     Michelle A. Smith, Office of Board Members 

Michael S. Gibson, Division of Banking Supervision and Regulation 
Sandra F. Braunstein, Division of Consumer and Community Affairs 
William Mitchell, Division of Financial Management 
Steven B. Kamin, Division of International Finance 
Sharon Mowry, Division of Information Technology 
Scott G. Alvarez, Legal Division 
William English, Division of Monetary Affairs 
Michell Clark, Management Division 
Nellie Liang, Office of Financial Stability Policy and Research 
Robert deV. Frierson, Office of the Secretary 
David Wilcox, Division of Research and Statistics 
Louise L. Roseman, Division of Reserve Bank Operations and Payment Systems 
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Objective 

Our objective for this audit was to determine the processes for establishing, maintaining, and 
monitoring internal control within the Board of Governors of the Federal Reserve System 
(Board).  Our audit focused on the internal control over the effectiveness and efficiency of 
operations and compliance with laws and regulations, i.e., administrative internal control.  
Administrative controls address programmatic, operational, and administrative areas.  Our scope 
does not include internal control over financial reporting or information systems because the 
Board issues a management assertion on internal control over financial reporting and complies 
with the Federal Information Security Management Act of 2002, which requires agencies to 
establish and maintain an information security program to protect information and information 
systems.  Additional detail on our scope and methodology is in appendix A. 

 
 
Background 
 

Internal control is an integral part of managing an organization and is critical to improving 
organizational effectiveness and accountability.  It comprises the plans, methods, and procedures 
used to meet the organization’s mission, goals, and objectives.  Internal control is the first line of 
defense in safeguarding assets and preventing and detecting errors and fraud and, thus, helps 
organizations achieve desired results through effective stewardship of public resources.  Internal 
control should provide reasonable assurance that the objectives of the organization are being 
achieved in the following categories:  (1) effectiveness and efficiency of operations, (2) reliability 
of financial reporting, and (3) compliance with applicable laws and regulations.    
 
The Board’s long-standing mission is to foster stability, integrity, and efficiency in the nation’s 
monetary, financial, and payment systems in pursuit of optimal macroeconomic performance.  In 
carrying out its mission, the Board has stated that it is continually aware that its operations are 
supported primarily by public funds, it is accountable and responsive to the public, and it 
recognizes its obligation to manage resources efficiently and effectively while providing 
transparency and accountability.1    
 
 

                                                           
1. The Board is an independent federal government agency that does not receive funding appropriated by Congress.  The 

Federal Reserve System’s income is derived primarily from the interest on U.S. government securities that it has acquired 
through open market operations.  After paying its expenses, the Federal Reserve System turns the rest of its earnings over to 
the U.S. Treasury. 

Introduction 
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Federal Managers’ Financial Integrity Act of 1982 
 
Congress has long recognized the importance that internal control plays in achieving 
organizational effectiveness and accountability.  In 1982, when faced with several highly 
publicized internal control breakdowns, including disclosures of waste, loss, unauthorized use, 
and misappropriation of funds across a wide spectrum of government operations, Congress 
passed the Federal Managers’ Financial Integrity Act of 1982 (FMFIA) to help reduce fraud, 
waste, and abuse, as well as to enhance the management of federal government operations 
through improved internal control.   
 
FMFIA requires the Government Accountability Office (GAO) to establish internal control 
standards (Standards for Internal Control in the Federal Government) and the Office of 
Management and Budget (OMB) to issue guidelines (Circular A-123—Management’s 
Responsibility for Internal Control) for agencies to follow in assessing and reporting on their 
internal control.  In addition, FMFIA requires that each executive agency establish internal 
accounting and administrative controls in compliance with GAO’s standards and evaluate and 
report annually on internal control using OMB guidelines.   

 
Under its long-standing legal interpretation, the Board is not required to comply with FMFIA 
because it is a financially related statute that is made inapplicable to the Board by section 10 of 
the Federal Reserve Act.2  However, in 1983, shortly after the enactment of FMFIA, the Board’s 
Controller issued a memorandum to the Board’s Staff Director for Management stating that it 
would be in the Board’s best interest to comply with the spirit and intent of FMFIA.3 The Board’s 
approach to addressing FMFIA was described in this memorandum as well as in later 
correspondence in 1984 and 1988.  The Board’s approach to addressing FMFIA remains 
unchanged since the correspondence from the 1980s.  
 
 
Standards for Internal Control  
 
In accordance with FMFIA, GAO issued Standards for Internal Control in the Federal 
Government in 1983.  To address changes in information technology and financial systems, GAO 
revised and reissued its standards in November 1999.  The revised standards include five 
standards for internal control and provide the overall framework for establishing and maintaining 
internal control and for identifying and addressing major performance challenges and areas at 
greater risk for fraud, waste, abuse, and mismanagement (figure 1).   
 
The revised GAO standards also incorporate the private sector’s Internal Control—Integrated 
Framework published by the Committee of Sponsoring Organizations of the Treadway 

                                                           
2. Section 10 of the Federal Reserve Act empowers the Board to “determine and prescribe the manner in which its obligations 

shall be incurred and its disbursements and expenses allowed and paid.” 12 U.S.C. § 244.     
 
3.  The positions of Controller and Staff Director for Management no longer exist within the current Board organizational 

structure. 
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Commission (COSO).4   The COSO framework was recently updated to include enhancements 
and clarifications that are intended to increase ease of use and broaden application.  The new 
COSO framework provides clarity for understanding requirements for effective internal control 
and expands reporting to include nonfinancial and internal reporting.  It also reflects changes in 
the business and operating environments, including governance oversight, demands and 
complexities in laws and regulations, and expectations for competencies and accountabilities. 
 
Figure 1:  GAO’s Standards for Internal Control in the Federal Government 
 
 
 

            
 
 

Control Environment:  Sets a positive and supportive attitude toward internal control and  
conscientious management. 
 
Risk Assessment:  Provides for an assessment of the risks the agency faces from both  
external and internal sources. 
 
Control Activities:  Help ensure that management's directives are carried out.   
 
Information & Communication:  Ensure that information is recorded and communicated to  
management and others within the entity to enable them to carry out their internal control and other 
responsibilities. 
 
Monitoring:  Assesses the quality of internal control performance over time and ensures that  
the findings of audits and other reviews are promptly resolved. 

 
 
 

                                                           
4.  COSO’s internal control framework is widely used and recognized as a leading framework for designing, implementing, and 

evaluating the effectiveness of internal control.  It integrates various internal control concepts into a framework in which a 
common definition is established and control components are identified.  COSO’s internal control framework was updated 
in May 2013 with a transition period ending December 15, 2014. 

 

Monitoring 

Information & 
Communication 

Control Activities 

Risk Assessment 

Control Environment 
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Responsibility for Internal Control 
 
In anticipation of FMFIA’s enactment, OMB issued Circular A-123, then titled Internal Control 
Systems, in 1981.  In 1982, following FMFIA’s enactment, OMB issued the assessment 
guidelines required by FMFIA.  Circular A-123 has been periodically updated over the years and 
is now titled Management’s Responsibility for Internal Control.  The updated circular emphasizes 
the need for agencies to integrate and coordinate internal control assessments with other internal 
control–related activities.  The circular provides information on improving the accountability and 
effectiveness of programs and operations by establishing, assessing, correcting, and reporting on 
internal control.  Internal control guidance can be found in GAO’s Standards for Internal Control 
in the Federal Government, OMB’s Circular A-123, as well as COSO’s Internal Control—
Integrated Framework.  Below are excerpts from those documents. 

 
 
Establishing Internal Control  
 
Management is responsible for developing and maintaining effective internal control.  
Management sets the objectives, defines organizational programs and operations, performs risk 
assessments to identify the most significant areas within those programs and operations, 
communicates the objectives of internal control to the organization, and implements the control 
activities to minimize risks.  Some examples of internal control activities are 
 

• policies and procedures 
• segregation of duties  
• reviews by management at the functional or activity level 
• appropriate documentation of transactions and internal control 
• access restrictions to and accountability for resources and records 

 
As part of this process, management should take systematic and proactive measures to develop 
and implement appropriate, cost-effective internal control.   
 
While management is responsible for developing and maintaining effective internal control, 
internal control is accomplished by all personnel in an organization.  Internal control recognizes 
that personnel do not always understand, communicate, or perform consistently.  Accordingly, a 
clear and close linkage must exist between personnel’s duties and the way in which they are 
carried out, as well as between personnel’s duties and the organization’s objectives.  Personnel 
should know their responsibilities and the limits of their authority.  Further, internal control 
should be clearly documented, and the documentation should be readily available for 
examination.  All documentation and records should be properly managed and maintained. 
 
 
Maintaining and Monitoring Internal Control  
 
Managers should continually assess and evaluate internal control.  Once-effective procedures can 
become less effective over time, or the application of controls may change.  Such changes can 
result from the arrival of new personnel, the variability of training and supervision, time and 
resource constraints, or other factors.  Monitoring ensures that internal control continues to 
operate effectively and is accomplished by (1) appropriate personnel assessing the design and 
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operation of controls on a suitably timely basis and (2) management taking necessary actions to 
address any issues.  
 
Monitoring can be done through ongoing activities or separate evaluations.  Ongoing monitoring 
occurs during the course of normal operations; separate evaluations of specific processes take 
place after the processes have been performed.  Ongoing monitoring is effective because it is 
performed on a real-time basis, it reacts dynamically to changing conditions, and it is ingrained in 
the organization.  However, separate evaluations provide an opportunity to consider the continued 
effectiveness of ongoing monitoring.  Therefore, a combination of ongoing monitoring and 
separate evaluations will usually ensure that the internal control maintains its effectiveness over 
time.   
 
The final stage of monitoring involves reporting findings and deficiencies on a timely basis to 
appropriate personnel.  Reporting enables the results of monitoring to either confirm previously 
established expectations about the effectiveness of internal control or highlight identified 
deficiencies for possible corrective action.  The basis for reporting on internal control can include 
a variety of information sources including Office of Inspector General (OIG) and GAO reports, 
management reviews, and annual evaluations pursuant to statutory requirements; however, 
management should use its own judgment to assess and report on internal control and use other 
sources of information as supplements.   

 
 



 
 

 

2013-AE-B-013                                                                                                                                          6 
 

We found that the Board’s divisions have processes for establishing administrative internal 
control that are tailored to their specific responsibilities.  These controls generally utilize best 
practices and are designed to increase efficiency and react to changing environments.  A few of 
the divisions’ functional areas formally maintain and monitor their controls.  However, the 
Board’s processes for maintaining and monitoring these internal controls can be enhanced.  
Specifically, we found that the Board does not have an agency-wide process for maintaining, 
monitoring, and reporting on its administrative internal control.  Although the Board is not 
subject to FMFIA, the Board decided to voluntarily comply with the spirit and intent of FMFIA.  
The Board’s approach to addressing the provisions of FMFIA does not require management to 
assess and monitor administrative internal control.  GAO has emphasized the benefits of internal 
control, and during our audit we performed benchmarking against other independent agencies that 
voluntarily follow FMFIA as a best practice.  We believe that an agency-wide process that 
maintains, monitors, and reports on administrative internal control can assist the Board in 
effectively and efficiently achieving its mission, goals, and objectives, as well as address 
organizational challenges outlined in the Board’s 2012–2015 strategic framework.     
 
 

The Board Has Not Implemented an Agency-Wide Process for 
Maintaining and Monitoring Administrative Internal Control 
 

During our audit, we found that the Board’s functional areas have processes for establishing 
internal control.  The types of internal controls implemented differ by functional area because 
they are tailored to their specific responsibilities.  For example, we found that some functional 
areas have implemented automated processes to increase efficiency while others have 
documented their procedures to ensure consistency as environments may change.  In general, we 
found that functional areas developed their internal controls as they recognized the need to 
mitigate risks. 
 
Although the Board’s divisions have processes for establishing internal controls, we found that 
the Board does not have an agency-wide process for maintaining, monitoring, and reporting on 
administrative internal control.  A few of the divisions’ functional areas do formally maintain and 
monitor their controls through regular updates to policies and procedures, continuous evaluation 
of a process, or internal business reviews.  For example, functional areas in multiple divisions that 
are responsible for providing economic analyses to support monetary policy decisionmaking have 
created a committee to periodically review their process and ensure that it is up-to-date.  Other 
functional areas have set schedules for reviewing their procedures to ensure they are up-to-date.  
Some of these functional areas maintain and monitor their controls because they are reviewed 
periodically by outside agencies.  Two of these functional areas perform and submit self-
assessments to those outside agencies.  However, we found that the majority of the functional 
areas do not formally maintain and monitor their administrative internal controls.  The functional 
areas that do not maintain and monitor their administrative internal controls update them on an 

Finding:  The Board Does Not Have an 
Agency-Wide Process for Maintaining and 
Monitoring Administrative Internal Control  
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as-needed basis, such as when a process changes or new guidance is issued, rather than as a result 
of monitoring.     
 
 

The Board’s Approach to Complying with FMFIA in Spirit and Intent 
Does Not Require Management to Assess and Monitor Administrative 
Internal Control 
 

In a series of correspondence from 1983 to 1988, the Board stated its intent to comply with the 
spirit and intent of FMFIA.  Since that time, the Board’s approach to addressing the provisions of 
FMFIA has relied on work already being conducted, such as the examination of the Board’s 
financial statements by independent auditors as well as independent reviews by the OIG and 
GAO.  In addition, the Board stated that its approach to meeting the reporting provisions of 
FMFIA is through reports the Board provides to Congress, such as the Board’s annual report and 
the OIG’s semiannual reports.  However, this approach does not require any action by the 
Board’s divisions and does not include maintaining, monitoring, and reporting on administrative 
internal control.   
 
FMFIA guidance states that management has primary responsibility for assessing and monitoring 
controls associated within their programs and should use other sources as a supplement to, not a 
replacement for, its own judgment when assessing and reporting on internal control.  The 
guidance also states that continuous monitoring and other periodic assessments should provide 
the basis for the agency’s assessment of its internal control.  Therefore, although the OIG and 
GAO perform independent reviews of the Board’s programs and operations, their reports should 
not replace Board management’s own judgment for assessing and reporting on administrative 
internal control.   
  
 

Complying with FMFIA Is a Best Practice 
 
GAO has emphasized the benefits of internal control.  GAO monitored and reported on initial 
FMFIA implementation efforts across the government in a series of reports as well as in 
numerous reports targeting specific agencies and programs.  Specifically, GAO reported that 
agencies noted moderate or better senior management support for a strong internal control review 
process and for reporting weaknesses identified and making the needed improvements as a result 
of implementing FMFIA.  GAO also reported that federal managers generally perceived that 
positive impacts, such as improved internal control and program efficiency and effectiveness, 
have resulted from FMFIA.  In February 2005, GAO testified before Congress that controls at 
agencies had improved and that agencies had implemented logical, cohesive, and coordinated 
agency-wide approaches to identifying and correcting internal control problems. 
 
During our benchmarking, we met with management at one executive agency that is required to 
comply with FMFIA (Agency 1) and two independent agencies that voluntarily follow FMFIA as 
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a best practice (Agency 2 and Agency 3).5  Management from Agencies 2 and 3 stated to us that 
they recognize the importance of internal control and therefore decided to follow FMFIA.  Both 
of the agencies stated that accountability was recognized as one of the benefits of following 
FMFIA.  Agency 2 also stated that its FMFIA process allows business units to proactively focus 
on their areas of highest risk.   
 
We found only minor differences in the approach of the agency required to comply with FMFIA 
as compared with the agencies that voluntarily follow FMFIA.  Specifically, we found that all 
three agencies have developed an agency-wide process for evaluating and reporting on internal 
control.  For example, all three agencies have designated officials responsible for FMFIA 
compliance at the agency level.  Within these agencies, each business unit performs internal 
control reviews and provides an assurance statement to the head of the agency concerning the 
adequacy of their internal control, including deficiencies identified during their assessments.  In 
addition, using the assurance statements provided by the business units, the heads of each of the 
three agencies publicly issue a consolidated assurance statement on the adequacy of the agency’s 
internal control.  One of the agencies that voluntarily follows FMFIA has also implemented a 
policy for FMFIA compliance and has established a senior oversight council.  The other agency 
stated that it is planning to implement a policy for FMFIA compliance and establish a senior 
oversight council in the near future.  Both agencies placed great emphasis on the importance of 
educating their staffs regarding internal control.   
 
A comparison of the FMFIA implementation approaches of the benchmarked agencies is in 
table 1.   

 
Table 1:  Benchmarking Summary, FMFIA Section 2a  

FMFIA Implementation Agency 1 Agency 2 Agency 3 
Required to comply with FMFIA Yes No No 

Designated officials responsible for FMFIA compliance Yes Yes Yes 

Developed an agency-wide policy regarding FMFIA compliance Yes Yes Nob 

Established an oversight council Yes Yes Noc 

Conduct internal control reviews and program evaluations of the 
business lines 

Yes Yes Yes 

Provide an assurance statement concerning the adequacy of 
business units’ internal control to the agency head 

Yes Yes Yes 

Include all the deficiencies identified throughout the unit in the 
assurance letter, which is forwarded to the agency head 

Yes Yes Yes 

Publicly issues an annual assurance statement Yes Yes Yes 

Source:  OIG compilation of benchmarking results. 
 
aSection 2 of FMFIA deals with accounting and administrative internal controls. 
bDuring our interview, agency officials stated that they were planning to develop an agency policy for FMFIA compliance. 
cDuring our interview, agency officials stated that they were planning to create an oversight council in the future. 

                                                           
5. Agency 1 is required to comply with FMFIA and was included in our benchmarking to gain an understanding of how an 

executive agency implemented FMFIA.  This agency was used as the basis of comparison to the agencies that voluntarily 
comply with FMFIA. 
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Maintaining and Monitoring Administrative Internal Control Can Help 
the Board Achieve Its Mission, Goals, and Objectives 

 
Maintaining and monitoring administrative internal control can help the Board respond to shifting 
environments and evolving demands and priorities by ensuring that the control activities being 
used are effective and updated when necessary.  While the Board’s broad mission of fostering 
stability, integrity, and efficiency in the nation’s monetary, financial, and payment system 
remains essentially unchanged, the 2007–2009 financial crisis fundamentally changed how the 
Board operates within its functional disciplines.  To address these changes, the Board developed a 
strategic framework for 2012–2015 that addresses the most critical organizational challenges, 
such as retaining the right mix of skills and expertise, data governance, and facilities upgrades.  
As the Board’s programs change to meet the strategic framework goals, established control 
activities can become less effective due to changing conditions.  Maintaining and monitoring 
established control activities to address organizational challenges can help the Board ensure that 
the internal controls implemented are adequately designed and continue to work over time and 
that control failures and risks are identified, corrected, and mitigated on a timely basis.   
 
We believe that an agency-wide process for maintaining, monitoring, and reporting on internal 
control can assist the Board in achieving its mission, goals, and objectives; lead to organizational 
efficiencies; and help avoid and address potential and actual problems that might prevent the 
Board from carrying out its mission effectively and efficiently or complying with laws and 
regulations.  Prior OIG work products have identified internal control weaknesses at the Board, 
including noncompliance with policies and procedures, inadequate access control, and the 
premature release of confidential information.  Although these internal control weaknesses did 
not prevent the Board from carrying out its mission or achieving its strategic objectives, they 
introduced operational and reputational risks.  An agency-wide process for maintaining and 
monitoring administrative internal control can allow the Board to (1) identify and prevent or 
correct internal control weaknesses in a timely manner; (2) reduce costs because problems are 
identified and addressed in a proactive, rather than reactive, manner; (3) produce more accurate 
and reliable information for use in decisionmaking; and (4) provide periodic assertions on the 
effectiveness of internal control. 
 
 

Conclusion 
 
Recognizing the importance of FMFIA, the Board decided to voluntarily comply with the spirit 
and intent of the legislation.  However, the Board’s approach to FMFIA compliance does not 
include an agency-wide process for evaluating and reporting on administrative internal control.  
During our benchmarking, we found that other agencies that are not required to follow FMFIA 
have developed an agency-wide process for evaluating and reporting on administrative internal 
control.  Maintaining and monitoring administrative internal control can provide management 
with reasonable assurance that the Board is effectively and efficiently achieving its mission, 
goals, and objectives and complying with laws and regulations.  We believe an agency-wide 
approach that more closely follows and addresses the spirit and intent of FMFIA would allow the 
Board to maximize the benefit from its internal control and could contribute to the Board’s 
ongoing commitment to accountability and effective and efficient operations.   
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Recommendation 
 

We recommend that the Chief Operating Officer 
 

1. Designate responsible officials or an office to 
 

 

 

a. develop and implement an agency-wide policy and process to more closely follow 
the spirit and intent of FMFIA. 

b. develop a training program to increase staff awareness about maintaining and 
monitoring administrative internal control. 

 
Management’s Response 
 

Regarding our recommendation, the Board’s Chief Operating Officer (COO) stated the following: 
 

Concur with the recommendation’s intent.  We agree that effectively 
establishing, maintaining, and monitoring administrative internal controls can 
assist the Board in achieving its goals and objectives and in complying with laws 
and regulations.  We also agree that there are opportunities to enhance our 
current practices related to administrative internal controls.  To that end, we have 
already implemented, or are in the process of implementing, several enhanced 
administrative processes.  For example, we are establishing within the Division 
of Financial Management a central tracking point for all audit, inspection, 
evaluation, or other similar reports pertaining to any Board functional area.  This 
will allow us to better monitor findings across the organization and identify 
trends and opportunities to more broadly strengthen administrative internal 
controls.  We have also established a comprehensive process for regularly 
reviewing and updating all of our management policies to ensure that the policies 
and the underlying practices and associated controls remain up-to-date; I receive 
regular reports on the status of this activity. 
 
The audit report notes that shortly after FMFIA was enacted, as well as in later 
correspondence in 1984 and 1988, staff recommended that the Board comply 
with the spirit and intent of FMFIA.  It is unclear, however, from this 
correspondence whether the Board officially adopted this recommendation or 
exactly what staff intended in establishing a FMFIA-compliant program.  Given 
the priorities and budgetary constraints underlying the Board’s new strategic 
framework, we believe that creating additional infrastructure to develop and 
implement policies and processes, to include developing a training program, must 
be carefully balanced with other competing resource priorities.  We will evaluate 
whether, and in what form, an agency-wide framework makes sense and 
coordinate with the Executive Committee of the Board to implement any 
additional requirements. 
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OIG Comment 
 

The COO acknowledged that there are opportunities to enhance the Board’s current practices 
related to administrative internal controls and provided two examples of enhancements that have 
been implemented or are in the process of being implemented.  The COO stated that the Board 
has established a comprehensive process for regularly reviewing and updating all management 
policies.  We agree that this is a method of maintaining and monitoring internal control over those 
management policies; however, this process addresses only one of the Board’s functions.  We 
believe that this is a good example of a method by which other functional areas in other divisions 
can keep their policies and procedures up to date.  In addition, the COO stated that the Division of 
Financial Management is establishing a central tracking point for all audit, inspection, evaluation, 
and other similar reports.  While a tracking system will assist the Board in monitoring the areas 
that have been reviewed by others, FMFIA and COSO guidance state that management should 
continually assess and evaluate internal control and should use other sources as a supplement to, 
not as a replacement for, its own judgment when assessing and reporting on internal control.  
 
The COO also stated in his response that it is unclear whether the Board officially adopted a staff 
recommendation included in the correspondence from the 1980s to comply with the spirit and 
intent of FMFIA.  Further, the COO stated in his response that it is unclear what the staff 
recommendation intended regarding the establishment of a FMFIA-compliant program.  While 
we did not find evidence that the Board officially adopted a staff recommendation to comply with 
the spirit and intent of FMFIA, correspondence from the 1980s from the Vice Chairman of the 
Board and others indicate support for complying with the spirit and intent of FMFIA. 
 
Concerning our audit recommendation, the COO stated that implementing policies and processes, 
to include developing a training program, must be balanced with other competing resource 
priorities as detailed in the Board’s new strategic framework.  He plans to evaluate whether, and 
in what form, an agency-wide framework makes sense and coordinate with the Executive 
Committee of the Board to implement any additional requirements.  We recognize that the Board 
has priorities and resource constraints, but we believe that an agency-wide process for 
maintaining and monitoring administrative internal control can help the Board manage changes 
that may result from implementing the strategic framework and further the Board’s goal of 
increasing the efficiencies of its operations.  As we stated in our report, change can decrease the 
effectiveness of the Board’s control activities.  Therefore, maintaining and monitoring established 
control activities to address organizational challenges can help the Board ensure that the internal 
controls implemented are adequately designed and continue to work over time and that control 
failures and risks are identified, corrected, and mitigated in a timely manner.  Based on our 
benchmarking and the emphasis on the benefits of internal control throughout the federal 
government, we strongly believe it is in the Board’s best interest to more closely follow the spirit 
and intent of FMFIA. 
 
The Inspector General Act, as amended, requires that we report in our Semiannual Report to 
Congress on recommendations for which no management decision has been made.  The act 
defines a management decision as the issuance of a final decision by management concerning its 
response to audit findings and recommendations, including actions concluded to be necessary.  
Since the COO’s response indicated that he had not yet determined the final actions he would 
take to address our report’s findings, we are requesting that he provide us within 90 calendar days 
a final management decision describing the actions taken or planned to address our 
recommendation. 
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To accomplish our objective, we reviewed FMFIA and applicable guidance, including GAO’s 
Standards for Internal Control in the Federal Government, GAO’s Internal Control and 
Management Evaluation Tool, OMB Circular A-123, and COSO publications.  We also reviewed 
previous audit reports issued by our office as well as by GAO. 
 
We met with personnel in 12 of the 14 Board divisions to provide background information on 
internal control and the process for maintaining and monitoring internal control, and to gain a 
high-level understanding of administrative internal control processes in place in the divisions.6  
Following the initial meetings, the divisions provided the audit team with points of contact in a 
variety of functional areas in each of the divisions.  The audit team held over 70 meetings across 
the 12 divisions, including follow-up meetings with points of contact in functional areas for each 
division, to determine their administrative internal control processes.  We then reviewed 
documentation of those administrative internal controls.  Although we reviewed the internal 
control documentation, we did not test any of the controls in place nor did we make a 
determination on the adequacy of the controls.   
 
We discussed the process for establishing internal control with selected functional areas.  We also 
benchmarked with three federal agencies to gain an understanding of their processes for 
maintaining and monitoring their internal controls.  One of these agencies is required to comply 
with FMFIA, while the other two follow it voluntarily.   
 
Our audit addressed section 2 of FMFIA (internal accounting and administrative control) and not 
section 4 (financial accounting systems).  We focused on internal control over the effectiveness 
and efficiency of operations and compliance with laws and regulations, i.e., administrative 
controls, because the Board voluntarily complies with Sarbanes-Oxley section 404, which 
requires management to assert that it is responsible for creating, maintaining, and assessing the 
effectiveness of internal control over financial reporting.  Further, we did not assess internal 
control over information systems because the Board complies with the Federal Information 
Security Management Act of 2002, which requires agencies to establish and maintain an 
information security program and implement controls to protect information and information 
systems that support the operations and assets of the agency. 
 
We conducted our audit fieldwork from March 2012 to May 2013.  We conducted this 
performance audit in accordance with generally accepted government auditing standards.  Those 
standards require that we plan and perform the audit to obtain sufficient, appropriate evidence to 
provide a reasonable basis for our findings and conclusions based on our audit objective.  We 

                                                           
6.  We did not include the OIG in the scope of this audit because we are not independent with regard to the OIG’s internal 

control activities.  We did not meet with the Division of Financial Management because it was created during our fieldwork 
phase.     

 

Appendix A 
Scope and Methodology  
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believe that the evidence obtained provides a reasonable basis for our findings and conclusions 
based on our audit objective.
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Appendix B 
Management’s Response  

BOARD o r G V E R OR or T Ii i! F l! D E Ri\L R 5 RVE YSTE M 

A !> II I NCT0 , DC 2 0 55 .1 

DHl ('r or Tl Ir 

LIIIEI• 0 1'LkAI INt, OH JCER 

July 15,2013 

To: 

FROM: 

BJ ECT: Response to the 0 10 ' Draft Report: The Boar I an Benefi t from 
Implementing an Agency-wide Process for Maintaining and 1\1/onitoring 
Administrative /111ernal omrol 

We appreciate the opportun ity to comment on the draft report or the OIG ' s audi t work 
related to the processes for cstabli hing maintaining, and monitoring internal control 
within the Board of Governors of the Federal Reserve System (Board). As the report 
notes, the Board ' s di visions have developed processes fo r establishing ad mini strative 
internal controls that are tailored to their sp cific responsibilities. We are pleased that the 
report found that these control s generally utilize best practices and are designed to 
increase efficiency and react to changing envi ronments. The fo llowi ng corrm1ents 
provide additional perspective on the report ' s recommendation and management"s 
planned actions to further enhance our processes. 

Recommendation 1: We recommend that the Chief Operating Officer de ignate 
responsible officials or an office to: 

a. develop and implement an agency-wide policy and proccs to more 
closely follow the spirit and intent of the Federal Managers' Financial 
Integrity Act (FMFIA), and 

b. develop a training program to increase staff awareness about 
maintaining and monitoring administrative internal control. 

COO Response: 

Concur with the reconunendation 's intent. We agree that effectively establishing, 
maintaining, and monitoring administrative internal control s can ass ist the Board in 
achieving its goa ls and objectives and in complying, ith laws and regu lations. We also 
agree that there are opportunities to enhance our current practices related to 
admini strative internal controls. To that end. we have already implemented, or are in the 
process of implementing se era! enhanced admi ni strati ve processes. For example, we 
are establishing with in the Division of Financial Management a centra l tracking point fo r 
all audit. inspection, evaluation, or other similar report pertaining to any Board 
f1mc tional area. T hi s will a llow us to better monitor fi ndings across the organi zation and 
identify trends and opportunities to more broadly strengthen administrative internal 
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controls. We have also established a comprehensive process for regularly reviewing and 
updating all of our management policies to ensure that the policies and the underlying 
practices and associated controls remain up-to-date; I receive regular reports on the status 
of this activity. 

The audit report notes that shortly after FMFIA was enacted, as well as in later 
correspondence in 19M and 1988, staff recommended that the Board comply with the 
spirit and intent of FMFIA. It is unclear, however, from this correspondence whether the 
Board officially adopted this recommendation or exactly what staff intended in 
establishing a FMFIA-compliant program. Given the priorities and budgetary constraints 
underlying the Board's new strategic framework, we believe that creating additional 
infrastructure to develop and implement policies and processes, to include developing a 
training program, must be carefully balanced with other competing resource priorities. 
We will evaluate whether, and in what form, an agency-wide framework makes sense and 
coordinate with the Executive Committee of the Board to implement any additional 
requirements. 

BC: 
Bill Mitchell 
Kit Wheatley 
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1-800-827-3340 

OIGHotline@frb.gov 

Report Fraud, Waste, and Abuse 
Those suspecting possible wrongdoing may contact the 

OIG Hotline by mail, e-mail, fax, or telephone. 

Office of Inspector General, c/o Board of Governors of the Federal Reserve System 
20th Street and Constitution Avenue NW, Mail Stop K-300, Washington, DC 20551 

Attention: OIG Hotline 

Fax: 202-973-5044 

Questions about what to report? 
Visit the OIG website at www.federalreserve.gov/oig 

or 
www.consumerfinance.gov/oig 
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Preface: Implementing the Dodd-Frank Act

The Board of Governors of the Federal Reserve

System (the Board) is responsible for implementing

numerous provisions of the Dodd-Frank Wall Street

Reform and Consumer Protection Act of 2010

(Dodd-Frank Act). The Dodd-Frank Act requires,

among other things, that the Board produce reports

to the Congress on a number of potential reform

topics.

Pursuant to section 342(e) of the Dodd-Frank Act,

Sheila Clark, director of the Board’s Office of Diver-

sity and Inclusion, submits this first annual report to

the Congress outlining the activities, successes, and

challenges of the office.

See the Board’s website for an overview of the Dodd-

Frank Act regulatory reform effort (www

.federalreserve.gov/newsevents/reform_about.htm)

and a list of the implementation initiatives recently

completed by the Board as well as several of the most

significant initiatives that the Board expects to

address in the future (www.federalreserve.gov/

newsevents/reform_milestones.htm).
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Introduction

In January 2011, pursuant to section 342 of the

Dodd-Frank Wall Street Reform and Consumer Pro-

tection Act (Dodd-Frank Act), the Board of Gover-

nors of the Federal Reserve System (the Board)

established its Office of Diversity and Inclusion

(ODI). The ODI builds on the Board’s long-standing

efforts to promote equal employment opportunity

and diversity and to foster diversity in procurement.

The Board has welcomed the new requirements

under section 342 as a complement to its existing

efforts as well as an opportunity to strengthen those

efforts.

The ODI’s mission and scope include the responsi-

bilities identified in section 342 for the Office of

Minority and Women Inclusion, as well as Equal

Employment Opportunity (EEO) compliance and

programs and initiatives addressing diversity and

inclusion more generally (for example, inclusion of

persons with disabilities).
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Employment of Minorities and Women

The Board is committed to fostering an inclusive

work environment where diversity is respected and

leveraged to better serve the agency’s mission. The

Board has a long-standing equal employment policy

and makes significant efforts to recruit and retain a

staff that is diverse and inclusive. The best ideas,

decisionmaking, and ultimately, service to the public

are born from diverse perspectives.

Equal Employment Opportunity
Policies

The Board’s Equal Employment Program, which is

housed within the ODI, strives to meet the “Essential

Elements of a Model EEO Program” as prescribed in

the Equal Employment Opportunity Commission’s

(EEOC) Management Directive 715 (MD-715). The

Board has formal policies regarding equal employ-

ment opportunity, reasonable accommodation, and

sexual harassment; and the EEO Program undertakes

training and analysis to ensure that the Board com-

plies with all applicable laws and regulations. The

Board uses MD-715 (which includes an annual bar-

rier analysis) as the primary metric to assess the effec-

tiveness of its diversity policies. In addition, the

Board conducts an impact analysis on employment

transaction data (i.e., hires and promotions) and a

complaint trend analysis. Each operational division

has an EEO liaison who works with the ODI to

address recruitment and retention issues specific to

the liaison’s division. The ODI, in conjunction with

each EEO liaison, monitors progress on increasing

workforce diversity.

The Board submits an EEO Program Status Report

based on the requirements of MD-715 annually to

the EEOC, as required by law. As part of that report,

the Board provides the EEOC with an EEO-1 Report

on workforce demographics. The EEO-1 Report is

available on the Board’s public website: www

.federalreserve.gov/aboutthefed/diversityinclusion

.htm. The Board’s EEO-1 Report for calendar year

2011 is also appended to this report as appendix A.

In general, the Board compares favorably to the fed-

eral government in workforce diversity, with an over-

all workforce that is approximately 46 percent female,

27 percent African American, 12 percent Asian, and

4 percent Hispanic. Within the ranks of Board offi-

cials and managers, approximately 44 percent are

female, 15 percent are African American, 6 percent

are Asian, and 2 percent are Hispanic. Recruitment

and retention of Hispanics has been a strategic objec-

tive for the Board. We have made some progress in

recent years; the Hispanic workforce has increased

from 3.70 percent in 2010 to 4.02 percent in 2011.

The Board reviews the diversity profile of its work-

force and applicant pool periodically, comparing

against census availability data for major occupa-

tions. The following have been implemented based on

the reviews and comparisons of our workforce

against census availability data for major

occupations:

• identification of effective recruitment resources to

increase diversity in the applicant pool;

• development of recruitment outreach action plans;

• increased participation by divisions in summer

internships and recruitment at minority and female

professional career fairs; and

• mentoring and career development activities to

increase the pipeline to senior professional, mana-

gerial, and official staff (i.e., its officers) positions.

To further strengthen its diversity, EEO, and inclu-

sion policies and practices, the Board is a member of

organizations that provide research, benchmarking,

exchange of diversity best practices, and networking

opportunities. The Board has participated in bench-

marking surveys conducted by the Conference

Board, the Society for Human Resource Manage-

ment, the Organization Resource Network Council,

the Equal Employment Advisory Council, and the

Federal Inter-Agency Diversity Partnership. Board
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staff have also served on committees and workgroups

focusing on diversity and EEO topics.

Recruitment and Retention

The Board uses a variety of recruitment methods

depending on the role, level, and grade of the posi-

tion. Different divisions also may use different

recruitment methods based on specialty skill sets

needed. Methods of recruitment include, but are not

limited to, posting positions on job boards, placing

advertisements in targeted minority and female publi-

cations (such as IMDiversity, Hispanic Business, and

Careers & the Disabled), and announcing job oppor-

tunities with industry, trade, and minority and female

professional organizations. The Board also works

with career placement offices at colleges and universi-

ties. Organizations such as the American Economic

Association and the Urban Financial Services Asso-

ciation provide access to applicants for positions

critical to meet the Board’s mission. The Board has

found that including hiring managers at recruitment

events enhances recruiting effectiveness, and it has

increased its use of this technique in recent years.

Also, in order to increase diversity in candidate pools

for executive positions, the Board at times uses exter-

nal minority and female recruiting search firms. In

addition, the Board has a summer intern program

that provides an opportunity for students to work in

a variety of Board positions, including financial ana-

lyst, information technology (IT), economic research,

and business management. Summer intern applicants

are sourced from colleges, universities, and diversity

organizations, including INROADS and the His-

panic Association of Colleges and Universities.

To assess the effectiveness of the different recruit-

ment channels and strategies in achieving a diverse

applicant pool, the Board performs applicant track-

ing reviews to determine the diversity of applicant

pools, interviewees, and hire results based on inter-

views. Information derived from program assess-

ments is used to improve diversity outreach and

recruitment efforts at colleges, universities, and pro-

fessional career fairs. The ODI similarly monitors the

retention of minorities and women by role, level, and

grade. Where issues are identified in hiring or reten-

tion, meetings are held with management in the spe-

cific division. This enables the ODI to address issues

and/or trends that adversely impact the Board’s poli-

cies and practices pertaining to EEO.

Training and Mentoring

The Federal Reserve System and the Board sponsor

the Federal Reserve System Leadership Exchange

Program. This program, in conjunction with custom-

ized division mentoring programs, enables partici-

pants to develop depth and breadth of skills and

experiences in their careers. Exchange assignments

come in many forms, ranging from a short-term job

shadow to a long-term critical project or a specialized

experience tailored to support an individual’s devel-

opment goals. The exchange and mentoring pro-

grams provide hands-on learning; promote exposure

to different functions, experiences, and cross-System

opportunities; and expand cross-System and cross-

function networks and visibility.

Further, the Board has implemented an apprentice-

ship program to provide employees in job families

with limited potential for advancement the opportu-

nity to receive classroom and on-the-job training in

order to develop careers in skilled trades.

In addition, the Board has provided training in class-

room and web-based formats. The following are

examples of diversity training and education activi-

ties that have been offered to official staff and

employees: Leading in an Environment of Diversity,

Working in an Environment of Diversity, Workplace

Harassment, Conflict Resolution, and Leadership

Competencies. The ODI plans to increase its training

activities in 2012 and going forward.

Successes

An ongoing focus of the Board is to increase diver-

sity in the official staff. In 2011, the Board increased

its official staff by 14 positions, of which 3, or more

than 21 percent, were minorities. In addition, 17 His-

panics were hired in job categories with low Hispanic

participation. Further, the Board’s increased out-

reach efforts resulted in more diverse applicant pools

for a number of positions.

Challenges

Despite some progress, the Board continues to have

low minority representation in the economist job

family. The Board hires a large number of Ph.D.

economists, and the availability of minority candi-
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dates for these positions is low. To address this chal-

lenge, the Board participates in educational forums

and is a member of the American Economic Associa-

tion’s Committee on the Status of Minority Groups

in the Economics Profession.

The Board also identified the need to enhance diver-

sity in the pool of applicants for key functions such

as financial analysis, IT, middle management, and

senior professional positions. In response, the Board

enhanced its recruitment outreach efforts for these

positions by targeting recruitment venues with a

more diversified applicant pool. The Board also

included hiring managers at recruitment fairs with

high participation by black and Hispanic MBAs,

attorneys, and IT professionals. In addition, the

Board has enhanced its advertisement of career

opportunities in minority and female conference pub-

lications. These activities resulted in a more diverse

applicant pool.
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Inclusion of Minority-Owned and
Women-Owned Businesses

The Procurement Section of the Board’s Manage-

ment Division, working with the ODI, is responsible

for implementing section 342 of the Dodd-Frank Act

in connection with developing standards and proce-

dures to ensure, to the extent possible, the fair inclu-

sion and utilization of minority- and women-owned

businesses in the Board’s procurement process. The

ODI and the Procurement Section meet on a regular

basis to assess the results of the supplier diversity

objectives and activities and to determine whether

additional efforts would be helpful in assisting

minority- and women-owned businesses to compete

successfully in the Board’s acquisition process.

Currently, the Board continues to operate under its

small disadvantaged business acquisition policy,

which existed prior to the enactment of the Dodd-

Frank Act. That policy helps to ensure that small and

socially and economically disadvantaged businesses

have an equitable opportunity to compete in the

Board’s procurement activities. To further enhance

the Board’s Small and Disadvantaged Business

Development Program and to support the ODI’s

goals and objectives, the Procurement Section is in

the process of implementing a supplier diversity pro-

gram. Under the program, as required by sec-

tion 342, the Board’s general contract provisions will

include standard language that requires contractors

to confirm their commitment to ensuring the fair

inclusion of women and minorities in employment

and contracting. In addition, during the solicitation

phase, the program will allow prospective vendors to

submit a subcontracting plan with their proposal.

With the adoption of the supplier diversity policy,

the Board is confident that its vendor selection pro-

cesses will encourage and support the participation

of minority- and women-owned businesses.

Access Initiatives

In 2011, a supplier diversity specialist was hired to

develop a comprehensive program strategy, including

meetings with prospective suppliers to pre-qualify

them and offer technical assistance as needed. By

dedicating a full-time staff person to this effort, the

Board expects to increase the participation and iden-

tification of diverse suppliers in the Board’s acquisi-

tion process. Procurement staff and the supplier

diversity specialist plan to host workshops and other

technical assistance activities to assist vendors with

the fundamentals of doing business with the Board.

The Board is also working to develop a website that

will enable companies to register, identify their busi-

ness type, and include information regarding their

products and services.

Outreach Activities

The Board continues its outreach activities to attract

a diverse pool of vendors by holding events to pro-

vide vendors an opportunity to meet with procure-

ment staff and the technical end users. These vendor

fairs have been well received by the vendors that

attend as well as the internal-Board customers that

meet one-on-one with potential suppliers. Giving the

internal-Board customer an opportunity to meet with

potential suppliers prior to starting the solicitation

process provides the customer an opportunity to

speak with the vendors about their qualifications.

The Board plans to hold additional events, including

workshops and forums for vendors on how to do

business with the Board and how to access small

business opportunities.

The Board’s external strategies to increase contract-

ing opportunities for minority- and women-owned

firms focus on developing partnerships with advo-

cacy groups representing minority- and women-

owned businesses and organizational memberships.

The Board is a member of the Maryland/District of

Columbia Minority Supplier Development Council.

As a member, the Board uses the Council’s vendor

database to find qualified suppliers to invite to out-
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reach activities and to include in the bidding process

for contracts with the Board. The Board is also

applying for membership in the Women’s Business

Enterprise National Council, which hosts networking

events focused on supplier diversity. In addition, the

Board has met with advocacy groups, such as the

Greenlining Institute, to discuss the inclusion of

minority businesses in products and services

contracts.

The Board also attends external vendor outreach

events, such as the annual procurement conference

sponsored by the Office of Small Disadvantaged

Business Utilization in Washington, D.C., local and

national conferences of the Minority Supplier Devel-

opment Council, and the national conference of the

Women’s Business Enterprise National Council. In

2012, the Board plans to participate in a number of

trade shows, such as the Minority Enterprise Devel-

opment Week, D.C. Small Business Expo, the

National Association of Women Business Owners,

the U.S. Chamber of Commerce Business Summit,

the U.S. Pan American Expo, the New York Small

Business Expo, and the trade show held in conjunc-

tion with the Congressional Black Caucus annual

conference.

Successes

As mentioned earlier in the report, the Procurement

Section hired a supplier diversity specialist to

enhance outreach activities and to focus the Board’s

efforts toward increasing the number of minority-

and women-owned businesses involved in the Board’s

procurement process.

A separate budget was approved for the supplier

diversity program to ensure that the program is

adequately funded. As a result, the Board has tripled

the number of outreach activities planned for 2012.

During 2011, the Board participated in several local

and national events designed to identify and educate

minority- and women-owned businesses about con-

tracting opportunities at the Board. In addition, the

Board hosted its annual vendor fair, which provided

the opportunity for minority- and women-owned

businesses to meet with procurement staff and end

users. These activities resulted in a more diverse pool

of qualified minority- and women-owned businesses

in the bid process.

Over the past five years, the Board has increased the

amount of contracting dollars spent with minority-

and women-owned businesses from $8,376,750 in

2007 to $15,414,147 in 2011, representing an increase

of 84 percent.

In order to improve the accuracy of information on

vendors in our procurement database, we contacted

vendors to revalidate their classification and status.

More than 90 percent of the vendors responded. This

effort will enhance our ability to track and produce

accurate reports.

Challenges

As an initial hurdle, the Board’s total procurement

expenditure is small relative to other federal agencies,

and the specific mission of our agency dictates the

type of products and services purchased. In particu-

lar, the Board spends a significant amount of its

overall contracting dollars on purchases of economic

data, which are generally not available from minority-

or women-owned firms.

A further barrier to competition by minority- and

women-owned businesses is the fact that many of

these companies have never conducted business with

the federal government and have expressed concern

that the documentation requirements are an undue

burden. The outreach and technical assistance pro-

grams described earlier are designed to assist

minority- and women-owned businesses in address-

ing this concern.

In addition, to ensure further participation of

minority- and women-owned businesses, it is impor-

tant to identify ways to foster networking opportuni-

ties between prime contractors and minority- and

women-owned firms interested in subcontracting

opportunities.

Contracts with Minority-Owned and
Women-Owned Businesses

The Board tracks the diversity of a company by its

business size (small or large) and by its ownership

classification (such as minority-owned or women-

owned). The Board is more likely to receive a more

diverse pool of vendor applications in some areas

than others. For example, the Board has encountered

a number of diverse vendors in the areas of tempo-

rary staffing, IT staffing, IT consulting, and office

supplies and furnishings. Conversely, the Board does
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not receive a diverse pool of vendor applications

from firms that provide economic and statistical

data.

During 2011, the Board’s procurement contracts for

goods and services totaled $125,070,569. Of this

total, $15,414,147, or 12.3 percent, was awarded to

minority-owned or women-owned businesses. Spe-

cific awards by contractor classification are as follows

• minority-owned businesses (excludes women-

owned businesses) = $9,028,526 (7.2 percent of

total);

• women-owned businesses (excludes minority

women) = $4,237,038 (3.4 percent of total); and

• minority women-owned businesses = $2,148,583

(1.7 percent of total).
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Financial Literacy Activities

The Board is dedicated to enhancing economic and

financial literacy. The financial literacy program pro-

vides educational programs and resources for educa-

tors and students through workshops, classroom cur-

ricula, and other resources related to concepts of

economics and personal finance.

In April 2011, Chairman Ben Bernanke provided a

statement for the record, for a hearing held by the

U.S. Senate Homeland Security and Governmental

Affairs Subcommittee on Oversight of Government

Management, in which he highlighted the impor-

tance of financial literacy to a stable and healthy

economy. He also described some of the Federal

Reserve System’s efforts to help Americans make

informed financial decisions. Specifically, the Chair-

man noted that exposing young people to financial

concepts is particularly important and that the Fed-

eral Reserve is committed to helping teachers and

schools work more effectively with students to

develop financial literacy. For example, the Federal

Reserve provides a financial and economic education

website (federalreserveeducation.org) that features a

variety of resources for teachers and students of

various ages and knowledge levels.

The Board also participates in community outreach

events and programs, examples of which are listed

below.

• Financial Literacy Day on the Hill: The Board par-

ticipated in the ninth annual “Financial Literacy

Day on the Hill” on April 15, 2011, in the Cannon

House Office Building in Washington, D.C. and

provided financial publications and education pro-

gram information to participants.

• Congressional Black Caucus Annual Legislative

Conference: In September 2011, the Board spon-

sored a booth at the 41st Annual Legislative Con-

ference. Financial education materials and informa-

tion on how to access the System’s public website

for additional information regarding financial lit-

eracy were distributed to exhibit fair attendees.

• FedEd Program:During the summer of 2010,

research assistants from divisions within the Board

developed and implemented a program to work

with local high-school students to improve under-

standing of personal financial subjects and the role

of the Federal Reserve System in the economy.

Subjects covered include budgeting, credit and the

time value of money, and the importance of saving.

Since the inception of the program, more than a

dozen presentations have been made to middle-

and high-school students in the Washington metro-

politan area. The program is continuing in 2012

with an expanded focus on high schools with high

minority and female student populations within the

urban communities of Maryland, Virginia, and

Washington, D.C.

• Education and Training Materials Distribution:

During 2011, the Board provided financial literacy

materials to the Ready to Achieve Mentoring Pro-

gram (RAMP), a project of the Institute for Edu-

cational Leadership. RAMP is a high-tech, career-

focused mentoring program being implemented by

organizations across the country to promote

employment and continued learning opportunities

for underserved, at-risk youth. The Board provided

training materials to PEN OR PENCIL: Writing a

New History, a program developed by the National

Alliance of Faith and Justice and the National

CARES Mentoring Movement. The program’s

goal is to provide mentoring that will assist under-

served youth in developing a keen and improved

understanding of all aspects of financial literacy.

• The Jump$tart Coalition for Personal Financial Lit-

eracy: The Board continues to partner with and

serve on the Jump$tart Coalition Board of Direc-

tors. In its 15-year history, Jump$tart has brought

visibility and—through its biennial survey of high-

school seniors—research-based data to the finan-

cial literacy movement. Jump$tart is a Washington,

D.C.-based not-for-profit organization that seeks

to improve the personal financial literacy of stu-

dents in kindergarten through college. The Board
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plans to continue its partnership with the Washing-

ton, D.C. Jump$tart chapter.

• In the spring of 2012, Chairman Bernanke deliv-

ered a four-part lecture series at the George Wash-

ington University about the history of the Federal

Reserve and its response to the 2007–2009 financial

crisis. The series was live-streamed to the public

and was available on the Board’s public website:

www.federalreserve.gov/newsevents/lectures/about

.htm.

Going forward, the Board is developing a strategic

plan for continued implementation of the goals of

section 342. The plan includes a proposal to convene

a meeting of senior-level educators from the school

systems in the Washington metropolitan area. The

purpose of the meeting is to ascertain the goals of

the respective school systems as related to expansion

of financial education opportunities for the student

population and to explore ways that the Board could

add value and assist in achieving those goals. The

Board will also pursue partnerships with financial

education entities such as the Institute for Financial

Literacy and the Council for Economic Education.

Such partnerships will serve to enhance the Board’s

ability to develop and deliver the most meaningful

financial education products to our partners and our

community.

The Board will continue its outreach efforts and will

continue to participate in conventions and seminars

given by national groups such as the National School

Boards Association.
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Diversity Policies and Practices of
Regulated Entities

Section 342 requires the Board and the other agen-

cies with Offices of Minority and Women Inclusion

to develop standards to assess the diversity policies

and practices of the entities the agencies regulate.

Board staff have met regularly with the staff of other

financial regulatory agencies to establish a common

framework for compliance with this provision of sec-

tion 342. The regulatory community believes that a

uniform approach is important to ensure that all enti-

ties are subject to similar standards regardless of

regulator. This is particularly important because

some entities are regulated by more than one agency,

and conflicting or overlapping expectations could

create significant confusion for the industry. The

agencies are discussing a variety of approaches to

implementing this provision of section 342 in a way

that will have maximum impact while limiting regula-

tory burden and remaining within the constraints of

the statutory authorization.

In order to develop a framework for standards that

promote good faith efforts for diversity and EEO, the

financial regulators hosted a roundtable of financial

industry trade groups on February 20, 2012.

Approximately 10 industry groups attended. The

roundtable discussion focused on how to engage

members on leading practices for diversity and EEO.

Based on the feedback received, the financial regula-

tors will establish a schedule of roundtable discus-

sions with financial institutions and other regulated

entities to further develop standards for the diversity

policies and practices of regulated entities.
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Appendix A: EEO-1 Report for the Board of
Governors of the Federal Reserve System for
Calendar Year 2011

Employer Information Report EEO-1

Federal Reserve Board, 2011 Employer Information Report

Occupational
Categories

Total Employees

Race/Ethnicity

Non- Hispanic or Latino

Hispanic
or Latino

White
Black or

African American
Asian

Native Hawaiian
or Other Pacific

Islander

American Indian
or Alaska Native

Two or
More Races

All Male Female Male Female Male Female Male Female Male Female Male Female Male Female Male Female

1.1 Exec. Sr. Lvl Mgrs, Governors, Officers, FR-29 & FR-28

By total 343 201 142 3 4 170 107 15 20 11 9 2 1 0 0 0 1

By percent 100.00% 58.60% 41.40% 0.87% 1.17% 49.56% 31.20% 4.37% 5.83% 3.21% 2.62% 0.58% 0.29% 0.00% 0.00% 0.00% 0.29%

1.2 1st/Mid Lvl

By total 81 38 43 1 0 19 25 15 16 3 2 0 0 0 0 0 0

By percent 100.00% 46.91% 53.09% 1.23% 0.00% 23.46% 30.86% 18.52% 19.75% 3.70% 2.47% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%

Officials and Managers Total

By total 424 239 185 4 4 189 132 30 36 14 11 2 1 0 0 0 1

By percent 100.00% 56.37% 43.63% 0.94% 0.94% 79.08% 31.13% 7.08% 8.49% 3.30% 2.59% 0.47% 0.24% 0.00% 0.00% 0.00% 0.24%

2. Professionals

By total 1,459 775 684 36 37 521 338 80 180 119 114 14 14 1 0 4 1

By percent 100.00% 53.12% 46.88% 2.47% 2.54% 67.23% 23.17% 5.48% 12.34% 8.16% 7.81% 0.96% 0.96% 0.07% 0.00% 0.27% 0.07%

3. Technicians

By total 6 2 4 0 0 0 2 2 2 0 0 0 0 0 0 0 0

By percent 0.00% 33.33% 66.67% 0.00% 0.00% 0.00% 33.33% 33.33% 33.33% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%

4. Sales Workers

By total 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

By percent 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%

5. Admin Support Workers

By total 154 27 127 1 5 7 12 19 104 0 4 0 0 0 2 0 0

By percent 100.00% 17.53% 82.47% 0.65% 3.25% 4.55% 7.79% 12.34% 67.53% 0.00% 2.60% 0.00% 0.00% 0.00% 1.30% 0.00% 0.00%

6. Craft Workers

By total 42 41 1 0 0 23 0 14 1 3 0 1 0 0 0 0 0

By percent 100.00% 97.62% 2.38% 0.00% 0.00% 54.76% 0.00% 33.33% 2.38% 7.14% 0.00% 2.38% 0.00% 0.00% 0.00% 0.00% 0.00%

7. Operatives

By total 12 12 0 0 0 1 0 11 0 0 0 0 0 0 0 0 0

By percent 100.00% 100.00% 0.00% 0.00% 0.00% 8.33% 0.00% 91.67% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%

8. Laborers and Helpers

By total 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

By percent 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%

9. Service Workers

By total 177 142 35 7 0 47 4 83 29 5 1 0 1 0 0 0 0

By percent 100.00% 80.23% 19.77% 3.95% 0.00% 26.55% 2.26% 46.89% 16.38% 2.82% 0.56% 0.00% 0.56% 0.00% 0.00% 0.00% 0.00%

Total Workforce

By total 2,274 1,238 1,036 48 46 788 488 239 352 141 130 17 16 1 2 4 2

By percent 100.00% 54.44% 45.56% 2.11% 2.02% 34.65% 21.46% 10.51% 15.48% 6.20% 5.72% 0.75% 0.70% 0.04% 0.09% 0.18% 0.09%
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Preface: Implementing the Dodd-Frank Act

Pursuant to section 342(e) of the Dodd-Frank Wall

Street Reform and Consumer Protection Act (the

Dodd-Frank Act), the Office of Diversity and Inclu-

sion of the Board of Governors of the Federal

Reserve System must submit an annual report to the

Congress outlining the activities, successes, and chal-

lenges of the Office. This is the Office’s report for

2012.

See the Board’s website for an overview of the Dodd-

Frank Act regulatory reform effort (www.

federalreserve.gov/newsevents/reform_about.htm)

and a list of the implementation initiatives recently

completed by the Board as well as several of the most

significant initiatives that the Board expects to

address in the future (www.federalreserve.gov/

newsevents/reform_milestones.htm).
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Introduction

In January 2011, pursuant to section 342 of the

Dodd-Frank Wall Street Reform and Consumer Pro-

tection Act (the Dodd-Frank Act), the Board of

Governors of the Federal Reserve System (the

Board) established its Office of Diversity and Inclu-

sion (ODI) to promote diversity and inclusion. ODI

builds on the Board’s long-standing efforts to pro-

mote equal employment opportunity and diversity

and to foster diversity in procurement. The Board

has welcomed the new requirements under sec-

tion 342 as a complement to its existing efforts as

well as an opportunity to strengthen those efforts.

ODI’s mission and scope include the responsibilities

identified in section 342 for the Office of Minority

and Women Inclusion (OMWI), as well as Equal

Employment Opportunity (EEO) compliance and

programs, and initiatives addressing diversity and

inclusion. Sheila Clark serves as the director of ODI.
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Equal Employment of Minorities and Women

The Board is committed to equal employment oppor-

tunity in all aspects of employment, and to fostering

diversity and inclusion in the workplace. The Board

believes that it can assemble the workforce needed to

complete its important mission only by attracting

and hiring talented individuals without regard to

race, gender, color, creed, nationality, or sexual pref-

erence, and by providing an inclusive and respectful

work environment that allows its employees to fully

use their individual talents to advance the mission of

the Board most effectively.

In support of its commitment, the Board has in place

strategic objectives to attract, hire, develop, promote,

and retain a highly skilled and diverse workforce. The

Board also allocates significant resources to ensure

the success of its equal employment opportunity

(EEO) and diversity and inclusion initiatives, which

assist in enabling the Board to compete with other

federal agencies and the private sector for talented

individuals.

Equal Employment Opportunity

The Office of Diversity and Inclusion (ODI) has

oversight for equal employment opportunity and

diversity and inclusion initiatives for the Board.

The Board’s Equal Employment Program, which is

housed within ODI, strives to meet the “Essential

Elements of a Model EEO Program” as prescribed in

the Equal Employment Opportunity Commission’s

(EEOC) Management Directive 715 (MD-715) and

the Government-Wide Diversity and Inclusion Stra-

tegic Plan 2011 issued by the Office of Personnel

Management and mandated by the President’s

Executive Order 13583. The Board has formal poli-

cies regarding equal employment opportunity, rea-

sonable accommodation, and sexual harassment, and

the EEO Program undertakes training and analysis to

ensure that the Board complies with all applicable

laws and regulations. The Board uses MD-715 (which

includes an annual barrier analysis) as the primary

metric to assess the effectiveness of its diversity poli-

cies. In addition, the Board conducts an impact

analysis on employment transaction data (i.e., hires

and promotions) and a complaint trend analysis.

Each of the Board’s 15 operational divisions has an

EEO liaison who works with ODI to address recruit-

ment and retention issues specific to the liaison’s

division. ODI, in conjunction with each EEO liaison,

monitors progress on increasing workforce diversity.

The Board annually submits to the EEOC an EEO

Program Status Report as well as its EEO-1 Report,

which is published at www.federalreserve.gov/

aboutthefed/diversityinclusionrpt.htm. The Board’s

2012 EEO-1 report is included in this document as

appendix A.

Highlights of the Board’s 2011 and 2012 EEO-1

reported total workforce demographics are shown in

tables 1, 2, and 3. The Board’s total workforce is

45 percent female and 44 percent minority. The

Board reported an increase of 113 (5 percent)

employees in the total workforce for 2012. The per-

centage of minorities in the Executive Senior Level

category increased from 19 percent in 2011 to 21 per-

cent in 2012. The percentage of minorities decreased

from 46 percent in 2011 to 42 percent in 2012 in the

1st/Mid. Level Manager category compared to

increases in previous years as noted in the MD-715

for 2007–10. The representation of women increased

from 53 percent in 2011 to 65 percent in 2012 in the

Table 1. Federal Reserve Board reported total workforce
demographics, selected data, 2011 and 2012

2012 2011
Change
(number)

Male 1,315 1,238 +77

Female 1,072 1,036 +36

Non-minority 1,339 1,276 +63

Minority 1,048 998 +50

Total employees 2,387 2,274 +113
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1st/Mid. Level Manager category and decreased

slightly in the Executive Senior Level category from

41 percent in 2011 to 40 percent in 2012. Hispanic

representation in the Board’s workforce continued to

increase from a total of 94 employees in 2011 to 106

employees in 2012.

Table 2. Federal Reserve Board workforce profile, 2011

EEO-1 categories

Exec. Sr. Level 1st/Mid. Level Manager Professionals Admin. Support Workers Service Workers

Number Percent Number Percent Number Percent Number Percent Number Percent

Male 201 59 38 47 775 53 27 18 142 80

Female 142 41 43 53 684 47 127 82 35 20

Non-minority 277 81 44 54 859 59 19 12 57 32

Minority 66 19 37 46 600 41 135 88 120 68

Total employees 343 – 81 – 1,459 – 154 – 177 –

Table 3. Federal Reserve Board workforce profile, 2012

EEO-1 categories

Exec. Sr. Level 1st/Mid. Level Manager Professionals Admin. Support Workers Service Workers

Number Percent Number Percent Number Percent Number Percent Number Percent

Male 211 60 27 35 839 54 26 18 158 82

Female 140 40 51 65 723 46 119 82 34 18

Non-minority 277 79 45 58 914 59 21 14 57 30

Minority 74 21 33 42 648 41 124 86 135 70

Total employees 351 – 78 – 1,562 – 145 – 192 –

The Board recognizes that a strategic approach to

diversity and inclusion requires multiple, integrated,

ongoing efforts. The Board continuously reviews and

assesses our employment policies, procedures, and

practices to ensure EEO compliance and the full uti-

lization of our diverse and talented workforce. As

examples, the Board closely monitors: the pipeline in

place to advance and promote young workers, efforts

relating to skill development, succession planning,

compensation equity, and analysis of applicant pool

data. Results of the Board’s assessment(s) are consid-

ered when deciding how to address issues and trends.

In addition to monitoring hiring and promotion, the

Board also monitors the retention of women and

minorities by job category, level, and grade. In the

event there are concerns about retention, ODI works

with management to address issues.

Further, the Board utilizes the complaint investiga-

tion process to address employees’ concerns. This

process is also utilized as a means of identifying

trends in the workplace that may adversely affect the

Board’s employees.

ODI and the Office of Employee Relations collabo-

rate to ensure that the Board properly administers its

EEO policies, including those relating to reasonable

accommodations for employees with disabilities, and

its workplace-related policies, such as adverse actions

and disciplinary actions.

Recruitment and Retention

The Board recognizes that a work environment that

attracts and retains top talent is essential. ODI,

Human Resources, Employee Relations, and Organi-

zational Development and Learning collaborate con-

tinuously to promote an excellent quality of work life

at the Board for all employees.

Short-term and long-term strategies are developed to

help ensure women and minorities are represented in

4 Report to the Congress on the Office of Minority and Women Inclusion



the Board’s applicant and candidate pools and are

considered for hires and/or promotions for key posi-

tions. In 2012, the Board filled 427 positions, includ-

ing 116 summer interns. The positions were filled in

the following major job families: financial analysis,

information technology, economics, human

resources, and legal.

The Board utilized a variety of sources to fill the

positions. Thirty-five percent of the positions were

filled through internal promotions. In filling the

remaining 65 percent of positions, the Board used a

variety of methods to reach out to a broad range of

qualified candidates, including job boards, social

media (e.g., LinkedIn Talent Advantage, Federal

Reserve System’s Diversity Twitter account), profes-

sional associations (e.g., National Black MBA Asso-

ciation, National Society of Hispanic MBAs, HBCU

Connect), career fairs, and publications that aid in

providing diverse pools of candidates with the skill

sets—or the potential to develop such skill sets—nec-

essary to fill positions.

Additionally, as part of its strategy to attract pools of

talented applicants, the Board recruits from a number

of colleges and universities for full-time positions,

including those listed in table 4.

The Board also continues to partner with the Reserve

Banks to participate in national diversity recruiting

events by sharing the cost of career fairs, engage-

ments hosted by professional organizations (National

Black MBA Association, National Society of His-

panic MBAs, and the Association of Latino Profes-

sionals in Finance and Accounting), and networking

opportunities with special interest organizations.

In addition, the Board identifies students for paid

summer internships. The internship program helps

enable the Board to identify candidates for future

employment opportunities and provides students

hands-on opportunities and insight into the mission

and work of the Board and the Federal Reserve

System. Many of the students are recruited through

colleges and universities (including Historically Black

Colleges and Universities), special interest publica-

tions, and diversity focused organizations (e.g., the

Hispanic Association of Colleges and Universities,

Washington Internship for Native American Stu-

dents, Workforce Recruitment Programs - College

Students with Disabilities, and INROADS).

Internally, to help ensure equal opportunity and

diversity in their divisions, the Board appoints Divi-

sion Liaisons to work directly with ODI. Divisions

also develop their own equal employment opportu-

nity and diversity strategies, such as management

development, succession planning, and accountabil-

ity, and include these strategies in management per-

formance objectives.

To ensure Division Liaisons are aware of innovative

developments and best practices, ODI consults with

leading national professional organizations such as

the Equal Employment Advisory Council, the Soci-

ety of Human Resources Management, the Federal

Interagency Diversity Partnership, Workforce Oppor-

tunity Network, and the Conference Board. These

organizations conduct valuable research and bench-

marking, and highlight relevant best practices, which

ODI shares with Division Liaisons to meet the

Board’s needs.

Training and Mentoring

In 2012, the Board continued to provide Workplace

Harassment Prevention training and counseling ser-

vices to divisions to address EEO and/or diversity

issues and trends. Other diversity-related training

included “Leading in a Diverse Environment and

Working in a Diverse Environment,” “Conflict Reso-

lution,” and “Diversity Management Awareness.” In

compliance with the mandates of the No FEAR Act,

the Board is enhancing the No FEAR web-based

training to be implemented in the spring of 2013.

This training is required for all employees.

Table 4. University career fairs and recruiting outreach
initiatives utilized by the Board in 2012

Pennsylvania State University Career Fair – Interns

University of North Carolina at Chapel Hill – Diversity Job & Internship Fair

College of William & Mary – Diversity Job Fair

Virginia Tech – Business & Engineering Career Fairs

George Washington University School of Business

University of Maryland – College Park

AUCC: Spelman & Morehouse Colleges and Clark Atlanta University

University of Pittsburgh

Howard University

Florida A&M University

West Virginia University – Engineering

Florida International University

Hampton University

James Madison University

Syracuse University – IT and Business Career Fairs

University of Maryland – Baltimore County

Gallaudet University

University of Virginia – Diversity Fair

Columbia University Engineering Consortium
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The Federal Reserve System Leadership Exchange

Program, in conjunction with division-specific men-

toring programs, enables participants to develop

skills relating to their careers. The exchange and men-

toring programs provide hands-on learning, promote

exposure to different experiences, and broaden cross-

system opportunities and visibility.

The Board also has a Quick Start for Managers pro-

gram, which provides several interactive learning ses-

sions for managers to design a plan of action to help

enable them to be successful managers. The sessions

are: “Exploring Your Role as a Manager,” “Motivat-

ing and Engaging Others,” “Influencing and Manag-

ing Up,” “Managing Results,” “Providing High-

Impact Feedback,” “Navigating Conflict,” “Building

High Performance Teams,” and “Realizing Your

Impact.”

Successes

At the officer level, the Board increased its staff by

seven positions in 2012, of which six, or 86 percent,

were minorities. Female representation in 1st/Mid.

Level Manager category increased from 53 percent in

2011 to 65 percent in 2012. Further, the Board’s out-

reach initiatives resulted in more diverse applicant

pools for major job families, such as financial analyst

and IT professional, as well as 26 minority hires (out

of a total 66 hires). The minority hires included seven

Hispanics in job categories with low Hispanic repre-

sentation. Overall, there was an increase of Hispanic

representation from a total of 94 employees in 2011

(4.1 percent of the workforce) to 106 employees in

2012 (4.4 percent of the workforce).

Challenges

Although there was some improvement, there con-

tinue to be challenges in hiring minorities in the

economist job family and Hispanics in the overall

employee workforce.

To help improve the current state of low Hispanic

representation, the Board has strengthened its

recruiting for major job occupations through its rela-

tionships with professional associations, such as the

Association of Latino Professionals in Finance and

Accounting, and by sourcing applicants for intern-

ships through organizations such as the Hispanic

Association of Colleges and Universities.

The Board also continues to address these challenges

through participation in educational forums, mentor-

ing programs, and summer internships sponsored by

the American Economic Association’s Committee on

Status of Minority Groups in Economics Profession

(CSMGEP), of which the Board is a member.

In recent years, a senior staff member or an econo-

mist has represented the Board on CSMGEP.

CSMGEP was established by the American Eco-

nomic Association (AEA) to increase the representa-

tion of minorities in the economics profession, pri-

marily by broadening opportunities for the training

of underrepresented minorities. CSMGEP, which

comprises economists from all areas of the profes-

sion, also works to ensure that issues related to the

representation of minorities are considered in the

work of the AEA, and engages in other efforts to

promote the advancement of minorities in the eco-

nomics profession. The Board representative helps to

organize and oversee the three programs under the

purview of CSMGEP: (1) the Summer Economics

Fellows Program, which matches advanced graduate

students or junior faculty with research-oriented

sponsoring institutions (including the Board) for a

short residency, during which fellows are expected to

work in one of their own research projects while par-

ticipating in the research community of the sponsor-

ing institutions; (2) the Summer Training Program,

which is designed to provide undergraduate students

with a program of study and research opportunities

that prepare them with a better understanding of

what the study of economics entails at the doctoral

level and career options for doctoral graduates; and

(3) the Mentoring Program in which students are

matched with a mentor who sees them through the

critical junctures of their graduate program (includ-

ing the transition from course work to research) or

the early stages of their post-graduate career.

Board economics staff have been actively involved in

all three CSMGEP programs serving as mentors in

the Mentoring Program, instructors in the Summer

Training Program, and sponsors for the Summer Fel-

lows program.
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Inclusion of Minority-Owned and
Women-Owned Businesses

The Procurement Section in the Board’s Division of

Financial Management continues to demonstrate a

strong and positive commitment to the inclusion of

minority-owned and women-owned businesses in the

Board’s acquisition process. A comprehensive pro-

gram strategy has been implemented by setting forth

specific actions to assist the Board in fostering rela-

tionships with these types of businesses. This strategy

contains objectives and activities with detailed steps

that are aligned with the provisions of section 342 of

the Dodd-Frank Act to help position the Board to

cultivate minority-owned and women-owned busi-

nesses. Through networking with minority-owned

and women-owned firms, the Procurement Section

has made significant progress in fostering success for

minority-owned and women-owned businesses look-

ing to do business with the Board.

Outreach Activities

The Board is committed to executing a dynamic and

effective outreach program to minority-owned and

women-owned businesses. As a part of Procure-

ment’s Supplier Diversity Plan, the Procurement staff

participated in numerous external outreach programs

and activities. The Board designed and implemented

an outreach plan primarily focused on three strate-

gies: (1) forging partnerships with the local, regional,

and national minority-owned and women-owned

business communities; (2) creating or having access

to a database of minority-owned and women-owned

firms that can offer the Board quality goods and ser-

vices; and (3) reviewing minority-owned and women-

owned firms offering goods and services aligned with

the Board’s expected needs. As will be discussed, the

Board has made significant progress in implementing

each of the three strategies outlined above.

Providing Technical Assistance

In April 2012, ODI and the Federal Reserve Bank of

Richmond’s Office of Minority and Women Inclu-

sion sponsored an Empower Forum. The goal of the

forum was to provide capacity-building resources for

minority-owned and women-owned businesses. Fea-

tured sessions included “How to do business with the

Federal Reserve System and other Government agen-

cies,” “Sustaining minority-owned and women-

owned businesses during challenging economic

times,” “Building successful and beneficial relation-

ships to grow business,” “Challenges of accessing

capital,” and “Top characteristics of emerging

businesses.”

Federal Reserve Board Chairman Ben Bernanke pro-

vided opening remarks, and presentations were given

by the following partnering organizations: U.S.

Department of the Treasury, Minority Business

Development Agency, Small Business Investor Alli-

ance, Interise, Women’s Business Enterprise National

Council, United States Hispanic Chamber of Com-

merce, and the U.S. Pan Asian American Chamber of

Commerce. Representatives from the Board and the

Federal Reserve Bank of Richmond participated in

and led various panel discussions and workshops.

Fifty percent of the total participants at the forum

were minority-owned businesses of which 50 percent

were African American, 36 percent were Asian

American, and eight percent were Hispanic Ameri-

can; 35 percent of the total participants were women-

owned businesses. The largest number of participants

represented companies that focus on business services

and information technology. Other sectors repre-

sented were: law firms, management, consulting, and

the service industry.

Further, the Supplier Diversity Specialist, hired by

the Board in 2011, has continued to work with sup-

pliers to provide technical assistance in order to

increase the participation and identification of

diverse suppliers in the Board’s acquisition process.

A major initiative in 2012 was the implementation of

an external vendor management system. This web-

based application allows vendors to register their
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companies’ information with the Board to become

potential suppliers.

The Board is very proud that its Procurement Section

was named 2012 Minority Business Advocate of the

Year by the Minority Business Development Agency

(MBDA) Business Center of Washington, D.C.

Through the Board’s Supplier Diversity Program, the

Procurement Section worked closely with the MBDA

to raise awareness among minority-owned firms of

contracting opportunities at the Board, and to pro-

vide technical assistance regarding the Board’s acqui-

sition process.

Program Enhancements

The Board has made a number of internal program

enhancements. The Procurement Section now

requires that for all procurements greater than or

equal to $50,000, staff members are to make con-

certed efforts to include minority-owned and women-

owned companies in the solicitation process by

reviewing the solicitations and adding to the list of

potential vendors qualified companies identified

through the Procurement vendor management

system or through other means. The Board is also

making efforts to review U.S. General Services

Administration and Federal Supply Schedule pur-

chases to ensure that, where possible, minority-

owned and women-owned companies are included in

contracting opportunities. In 2013, the Board also

plans to solicit information from its telephone and

utility company contractors regarding their second-

tier sourcing with minority-owned and women-

owned companies in an effort to better track such

subcontracts.

Successes

In 2012, the Procurement Section made substantial

progress in its supplier diversity initiatives, which are

designed to foster the fair inclusion and utilization of

minority-owned and women-owned businesses in the

Board’s acquisition process.

The Board incorporated supplier diversity language

in contracts, including a statement requiring contrac-

tors to confirm their commitment to equal opportu-

nity in employment and contracting, and to the fair

inclusion of minorities and women in their

workforce.

As mentioned earlier, the Board implemented a web-

based application allowing vendors to register their

companies’ information with the Board to become

potential suppliers. Approximately 900 companies

have registered with the Board using the web-based

application. This information is available to internal

purchasers of goods and services (such as the Pro-

curement Section) to use as a tool to identify regis-

tered minority-owned and women-owned companies

for solicitations. The site also allows internal users to

export stored data in a way that allows Procurement

and other Board users to measure and track the

progress made to include minority-owned and

women-owned companies in the solicitation process.

Ultimately, this system will also be used to communi-

cate information to potential suppliers regarding

goods and services projected in the Board’s forecast

of contract opportunities and networking/outreach

opportunities.

The Board held its annual Vendor Outreach Fair in

May 2012. Vendors were able to conduct one-on-one

meetings to share their capabilities with representa-

tives from several Board functional areas, including

Human Resources, Benefits, Employee Relations,

Staffing, Information Technology, Facilities, Com-

munications, Staff Development, Organizational

Development and Learning, Space Planning, and

Automation Programs Applications. Representatives

from the Small Business Administration and from the

Federal Reserve Bank of Richmond were also in

attendance to meet with vendors. Approximately 116

of the roughly 200 firms that attended the event were

minority-owned and/or women-owned firms.

Further, the Board designed capacity-development

workshops on “How to do Business with the Federal

Reserve Board,” and conducted these workshops at

the 2012 Vendor Outreach Fair and at other outreach

events. These capacity workshops are designed to

assist minority-owned and women-owned firms with

overcoming obstacles that inhibit them from success-

fully competing in the Board’s acquisition process.

The Board also obtained memberships in national

and local organizations which serve as a method to

connect directly with qualified minority-owned and

women-owned companies. Memberships in these

types of organizations will provide direct access to

diverse suppliers that demonstrate the ability to pro-

vide high-quality goods and services.
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The Board significantly strengthened its relationships

in the business community by forging key external

relationships through collaboration. Relationships

with the following key external organizations were

either established or enhanced, through organization

memberships and/or participation in conferences and

outreach events: the Greater Washington Hispanic

Chamber of Commerce, the U.S. Hispanic Chamber

of Commerce, the Office of Small and Disadvan-

taged Business Utilization (OSDBU), the U.S. Black

Chamber of Commerce, Women Impacting Public

Policy, the U.S. Women’s Chamber of Commerce, the

U.S. Pan Asian American Chamber of Commerce,

the Minority Business Development Agency, the

National Minority Supplier Development Council,

the MD/DCMinority Supplier Development Coun-

cil, the Chicago Minority Supplier Development

Council, the Women Business Enterprise National

Council, the National Association of Small Disad-

vantaged Businesses, the Small Business Administra-

tion, the National 8(a) Association, and the National

Center for American Indian Enterprise Develop-

ment. The Board continues to work to identify addi-

tional opportunities for outreach and networking

events with minority-owned and women-owned com-

panies, locally and nationally.

Contracts with Minority-Owned and
Women-Owned Businesses

In reviewing the 2012 contract awards, the Board

identified a critical need to implement a systematic

process to track, monitor, and forecast the progress

of contracts from inception to completion, including

the contract option years. To address this need, Pro-

curement staff is working with technical support staff

to discuss requirements for an automated system that

will track contracts.

The Board continues to maintain indefinite-delivery/

indefinite-quantity (IDIQ) contracts for information

technology consulting services with several minority-

owned and women-owned firms, through which the

Board can order consulting services. Out of 15 total

IDIQ contracts for IT consulting services, eight are

with minority-owned or women-owned companies,

and the Board will continue to place task orders with

these firms on an ongoing basis. In an effort to fur-

ther the Board’s contracting activity with minority-

owned and women-owned construction firms, the

Board conducted a competitive solicitation, offer,

and award process that resulted in the award of sev-

eral Basic Ordering Agreement construction con-

tracts to minority-owned firms. The Board plans to

issue task orders for construction projects to these

firms during 2013 and beyond.

During 2012, the Board’s contracts for goods and

services totaled $141,168,580. Of that amount, a total

of $13,556,629, or 9.6 percent, was awarded to

minority-owned or women-owned businesses. Con-

tracting with minority-owned businesses decreased in

2012 compared to 2011, due in part to a number of

construction contracts that concluded in 2011. At the

same time, however, contracts issued to women-

owned businesses increased significantly, from

3.4 percent of contract expenditures in 2011 to

8.4 percent in 2012, and contracts with minority

women-owned businesses also expanded.

Table 5. Contract awards for minority-owned and
women-owned businesses, 2011 and 2012

20121 20112

Dollars Percent Dollars Percent

Minority-owned businesses3 $3,726,415 2.6 $9,028,526 7.2

Women-owned businesses3 $8,145,183 8.4 $4,237,038 3.4

Minority women-owned
businesses $1,685,031 1.2 $2,148,583 1.7

1 Total contracts awarded in 2012 were $141,168,580.
2 Total contracts awarded in 2011 were $125,070,569.
3 Does not include contracts with minority women-owned businesses.

Challenges

Much of the Board’s procurement activity involves

acquisition of economic data, generally purchased

from large companies. ODI and Procurement offices

have met with minority-owned and women-owned

businesses that have indicated that they can provide

these services, and expect to host a meeting between

the Board’s research divisions and these prospective

vendors. The meeting agenda will focus on the

Board’s requirements for economic data, and will

provide an opportunity for vendors to discuss their

capabilities.

The Procurement section continues to actively solicit

and review minority-owned and women-owned ven-

dors to participate in the Board’s contracting activi-

ties. Procurement collaborates with advocacy groups

representing minority-owned and women-owned

firms to better understand the challenges of these
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businesses and provide assistance to help them navi-

gate the Board’s acquisition process.

Looking Ahead

The Board will continue to improve its acquisition

process to enhance the ability of minority-owned and

women-owned firms to successfully compete. Among

its strategies are comprehensive training programs for

all Board employees, supplier diversity performance

plans for procurement staff, targeted outreach pro-

grams, revised procurement policies, and the adop-

tion of online tools and resources. The Board is cur-

rently finalizing a draft Supplier Diversity Policy

which will assist the Board in implementing policies

that will increase the number of contracts awarded to

minority-owned and women-owned businesses.

To maximize the impact on minority-owned and

women-owned firms, the Board will focus on increas-

ing the participation of small business enterprises in

its acquisition process. To that end, the Board will

post on Procurement’s external webpage a forecast of

upcoming solicitations to inform firms of contract-

ing opportunities. The Board will continue to col-

laborate with other Federal banking agencies, the

OSDBU, and the Federal Reserve System Supplier

Diversity Work Group to share successful “best prac-

tices” and to integrate those practices into the

Board’s business processes and systems to capture

relevant data and monitor improvements in the inclu-

sion of minority-owned and women-owned firms.

The Board will provide resources to its end users who

participate in the Board purchase card program to

allow them to purchase from minority-owned and

women-owned companies to the maximum extent

practicable.

In addition, the Board plans to host networking

meetings for vendors in specific markets such as eco-

nomic research/data and legal services in order to

expand opportunities for the Board to contract with

minority-owned and women-owned firms in these

industries. In preparation for a major construction

project anticipated to take place in the next few years,

the Board plans to host networking meetings where

large general construction firms that might be

included as prime contractors for the construction

project could meet with minority-owned and women-

owned construction firms that could serve as subcon-

tractors on the project. The Board also plans to

solicit information from its primary contractors

regarding their second-tier sourcing with minority-

owned and women-owned companies in an effort to

better track such subcontracts.

Finally, the Board will continue to nurture and foster

relationships with small minority-owned and women-

owned firms to broaden its access to quality products

and services.
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Financial Literacy Activities

During 2012, the Board continued to participate in

community outreach events and programs, examples

of which are listed below.

• Conversation with the Chairman: A Teacher Town

Hall Meeting: In August 2012, Chairman Bernanke

held a town hall meeting with teachers and educa-

tors across the 12 Reserve Bank Districts to discuss

the need for personal financial education in the

wake of the recent financial crisis. Chairman Ber-

nanke took questions in person and via videocon-

ference from K–12 and post-secondary educators

of economics, personal finance, and related disci-

plines, who were gathered at Federal Reserve Bank

offices across the country.

• Congressional Black Caucus Annual Legislative

Conference: In September 2012, the Board, in con-

junction with the Federal Reserve Banks, spon-

sored a booth at the 42nd Annual Legislative Con-

ference. Financial education materials and informa-

tion on how to access the System’s public website

for additional information regarding financial lit-

eracy were distributed to exhibit fair attendees. The

Board also provided support for the Financial Edu-

cation Youth Summit convened by the Black Cau-

cus held at the U.S. Capitol Visitor’s Center and

Trinity Washington University.

• FedEd Program: During 2012, research assistants

from divisions within the Board continued to

expand upon and implement a program developed

to work with local high school students to improve

their understanding of personal finances and the

role of the Federal Reserve System in the economy.

Subjects covered included the importance of sav-

ing, budgeting, use of credit, and the establishment

of financial goals. In 2012, more than a dozen pre-

sentations were made to middle and high school

students in the Washington metropolitan area. Pre-

sentations were made at six schools: Friendly High

School and Sherwood High School in Maryland;

Cardozo High School and The Duke Ellington

School of the Arts in Washington, D.C.; and the

Academy of Finance at T.C. Williams High School

in Virginia.

• Math x Economics: In May 2012, the Board hosted

a one-day program for high school juniors and

seniors who are exceptionally talented in math-

ematics. The goal of the program was to introduce

students to economics as a potential course of

study in college, and as a future career option.

• D.C. Public Schools Partner Fair: In June 2012,

Board research assistants participated in the “Con-

necting School Leaders and Community Partners”

event held at Eastern High School in Washington,

D.C. The research assistants distributed informa-

tion on the Federal Reserve Board’s FedEd pro-

gram as well as other financial literacy materials

from the Federal Reserve System. As a result of

this activity, several school administrators

requested presentations for their students. Presen-

tations have been scheduled for the 2013 school

year.

• Education and Training Materials Distribution:

During 2012, the Board continued to provide

financial literacy materials to consumer education

and financial literacy groups including the Univer-

sity of Maryland Extension Family and Consumer

Sciences Center, the YMCA of Metropolitan

Washington, and Operation HOPE.

• Financial Literacy Day on the Hill: The Board par-

ticipated in the 10th annual “Financial Literacy

Day on the Hill” on April 17, 2012, in the Hart

Senate Building in Washington, D.C., and provided

financial publications and education program

information to participants.
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Diversity Policies and Practices of
Regulated Entities

In 2012, an interagency working group comprising

the financial agency OMWI Directors (the Board,

the Office of the Comptroller of the Currency, the

Federal Deposit Insurance Corporation, the National

Credit Union Administration, the Consumer Finan-

cial Protection Bureau, and the Securities Exchange

Commission) continued to coordinate closely in the

development of standards for assessing the diversity

policies and practices of entities regulated by each

agency. The priority of the interagency working

group is to meet the provisions of section 342(b)(3)

of the Dodd-Frank Act pertaining to the develop-

ment of standards to assess the diversity policies and

practices of entities regulated by the agencies, and

ensure that all entities are subject to similar standards

regardless of regulator.

The interagency working group completed the fol-

lowing activities in 2012:

• held meetings with the EEOC, the Department of

Labor, Office of Federal Contract Compliance Pro-

grams, and the Department of Justice to determine

available resources;

• held industry, trade, and public roundtables

throughout the United States, and telephone con-

ferences with industry, trade, and state banking

representatives;

• held meetings with community interest group rep-

resentatives to broadly discuss implementation of

section 342 of the Dodd-Frank Act; and

• held meetings with banking and industry trade rep-

resentatives to gather information and discuss lead-

ing practices in recognition of the wide-ranging

sizes, markets, and complexities of the regulated

entities.

The roundtables referenced above, held with the

OMWI Directors, regulated entities, industry trade

organizations, and consumer organizations in Wash-

ington, D.C.; Chicago; Dallas; New York City; Char-

lotte; and Denver, were attended by more than 100

representatives. In addition, two roundtable confer-

ence calls were held to enable community bankers

from across the country to provide input. The infor-

mation and suggestions gathered from these meetings

have assisted the interagency group’s efforts in devel-

oping a direction for standards that would promote

diversity best practices while not disrupting existing,

successful programs or imposing undue burdens on

the financial services and banking industry. Attend-

ees responded to questions and shared suggestions

and concerns regarding standards and implementa-

tion methods. Using this input, as well as diversity

best practices research information, the OMWI

Directors have drafted proposed interagency

standards.

The interagency OMWI Directors plan to publish for

comment a Proposed Policy Statement proposing

joint standards to assess the diversity policies and

practices of regulated entities during spring 2013.

The standards describe leading diversity practices for

the financial services industry in four key areas: orga-

nizational commitment, workforce profile and

employment practices, supplier diversity in procure-

ment and business practices, and transparency of

organizational diversity and inclusion policies.
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Appendix A: EEO-1 Report for the Board of
Governors of the Federal Reserve System for
Calendar Year 2012

Employer Information Report EEO-1

Federal Reserve Board, 2012 Employer Information Report

Occupational
Categories

Total Employees

Race/Ethnicity

Non- Hispanic or Latino

Hispanic
or Latino

White
Black or

African American
Asian

Native Hawaiian
or Other Pacific

Islander

American Indian
or Alaska Native

Two or
More Races

All Male Female Male Female Male Female Male Female Male Female Male Female Male Female Male Female

1.1 Exec. Sr. Level Managers, Governors, Officers, FR-29 & FR-28

By total 351 211 140 4 6 176 101 19 21 11 10 1 1 0 0 0 1

By percent 100.00% 60.11% 39.89% 1.14% 1.71% 50.14% 28.77% 5.41% 5.98% 3.13% 2.85% 0.28% 0.28% 0.00% 0.00% 0.00% 0.28%

1.2 1st/Mid. Level

By total 78 27 51 0 1 15 30 8 19 4 1 0 0 0 0 0 0

By percent 100.00% 34.62% 65.38% 0.00% 1.28% 19.23% 38.46% 10.26% 24.36% 5.13% 1.28% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%

Officials and Managers Total

By total 429 238 191 4 7 191 131 27 40 15 11 1 1 0 0 0 1

By percent 100.00% 55.48% 44.52% 0.93% 1.63% 80.25% 30.54% 6.29% 9.32% 3.50% 2.56% 0.23% 0.23% 0.00% 0.00% 0.00% 0.23%

2. Professionals

By total 1,562 839 723 39 41 559 355 86 186 133 126 17 15 1 0 4 0

By percent 100.00% 53.71% 46.29% 2.50% 2.62% 66.63% 22.73% 5.51% 11.91% 8.51% 8.07% 1.09% 0.96% 0.06% 0.00% 0.26% 0.00%

3. Technicians

By total 6 2 4 0 0 0 2 2 2 0 0 0 0 0 0 0 0

By percent 100.00% 33.33% 66.67% 0.00% 0.00% 0.00% 33.33% 33.33% 33.33% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%

4. Sales Workers

By total 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

By percent 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%

5. Admin. Support Workers

By total 145 26 119 1 5 6 15 18 93 1 4 0 0 0 2 0 0

By percent 100.00% 17.93% 82.07% 0.69% 3.45% 4.14% 10.34% 12.41% 64.14% 0.69% 2.76% 0.00% 0.00% 0.00% 1.38% 0.00% 0.00%

6. Craft Workers

By total 42 41 1 0 0 23 0 13 1 4 0 1 0 0 0 0 0

By percent 100.00% 97.62% 2.38% 0.00% 0.00% 54.76% 0.00% 30.95% 2.38% 9.52% 0.00% 2.38% 0.00% 0.00% 0.00% 0.00% 0.00%

7. Operatives

By total 11 11 0 0 0 0 0 11 0 0 0 0 0 0 0 0 0

By percent 100.00% 100.00% 0.00% 0.00% 0.00% 0.00% 0.00% 100.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%

8. Laborers and Helpers

By total 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

By percent 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%

9. Service Workers

By total 192 158 34 9 0 53 4 93 28 3 1 0 1 0 0 0 0

By percent 100.00% 82.29% 17.71% 4.69% 0.00% 27.60% 2.08% 48.44% 14.58% 1.56% 0.52% 0.00% 0.52% 0.00% 0.00% 0.00% 0.00%

Total Workforce

By total 2,387 1,315 1,072 53 53 832 507 250 350 156 142 19 17 1 2 4 1

By percent 100.00% 55.09% 44.91% 2.22% 2.22% 34.86% 21.24% 10.47% 14.66% 6.54% 5.95% 0.80% 0.71% 0.04% 0.08% 0.17% 0.04%
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Preface: Implementing the Dodd-Frank Act

Pursuant to section 342(e) of the Dodd-Frank Wall

Street Reform and Consumer Protection Act (Dodd-

Frank Act), the Office of Diversity and Inclusion

(ODI) of the Board of Governors of the Federal

Reserve System must submit an annual report to the

Congress outlining the activities, successes, and chal-

lenges of the Office. This is the Office’s report for cal-

endar year 2013. Sheila Clark serves as the director

of ODI.

See the Board’s website for an overview of the Dodd-

Frank Act regulatory reform effort (www.

federalreserve.gov/newsevents/reform_about.htm)

and a list of the implementation initiatives recently

completed by the Board as well as several of the most

significant initiatives that the Board expects to

address in the future (www.federalreserve.gov/

newsevents/reform_milestones.htm).

iii



Introduction ............................................................................................................................... 1

Equal Employment of Minorities and Women .............................................................. 3
Equal Employment Opportunity ................................................................................................... 3

Recruitment and Retention .......................................................................................................... 5

Training and Mentoring ................................................................................................................ 5

Successes .................................................................................................................................. 6

Challenges and Next Steps ......................................................................................................... 6

Inclusion of Minority-Owned and Women-Owned Businesses ............................... 9

Successes .................................................................................................................................. 9

Outreach Activities .................................................................................................................... 10

Providing Technical Assistance .................................................................................................. 10

Internal Training and Automation Support ................................................................................... 11

Challenges ............................................................................................................................... 11

Financial Literacy Activities ............................................................................................... 13

Diversity Policies and Practices of Regulated Entities .............................................. 15

Appendix A: EEO-1 Report for the Board of Governors of the
Federal Reserve System for Calendar Year 2013 ......................................................... 17

v

Contents



Introduction

In January 2011, pursuant to section 342 of the

Dodd-Frank Wall Street Reform and Consumer Pro-

tection Act (Dodd-Frank Act), the Board of Gover-

nors of the Federal Reserve System (the Board)

established its Office of Diversity and Inclusion

(ODI) to promote diversity and inclusion. ODI

builds on the Board’s long-standing efforts to pro-

mote equal employment opportunity and diversity

and to foster diversity in procurement.

ODI’s mission and scope include the responsibilities

identified in section 342 for the Office of Minority

and Women Inclusion (OMWI), as well as Equal

Employment Opportunity (EEO) compliance and

programs, and initiatives addressing diversity and

inclusion. ODI works to assess the Board’s diversity

policies, programs, and performance to determine

progress and increase transparency. ODI’s ongoing

effort to foster an informed dialogue on diversity best

practices includes participation in Equal Employ-

ment Opportunity Commission (EEOC) technical

workshops, attendance at conferences and events

held by professional organizations, and participation

in financial industry groups.
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Equal Employment of Minorities and Women

The Board is committed to equal employment oppor-

tunity in all aspects of employment, and to fostering

diversity and inclusion in the workplace. In support of

its commitment, the Board has in place strategic objec-

tives to attract, hire, develop, promote, and retain a

highly skilled and diverse workforce. The Board also

allocates significant resources to ensure the success of

its equal employment opportunity (EEO) and diversity

and inclusion initiatives, which assist in enabling the

Board to compete with other federal agencies and the

private sector for talented individuals.

Equal Employment Opportunity

The Board’s Equal Employment Program, which is

housed within the Office of Diversity and Inclusion

(ODI), strives to meet the “Essential Elements of a

Model EEO Program” as prescribed in the Equal

Employment Opportunity Commission’s (EEOC)

Management Directive 715 (MD-715) and the

Government-Wide Diversity and Inclusion Strategic

Plan 2011 issued by the Office of Personnel Manage-

ment and mandated by the President’s Executive

Order 13583. The Board has formal policies regarding

equal employment opportunity, reasonable accommo-

dation, and discriminatory workplace harassment, and

the EEO Program undertakes training and analysis to

ensure that the Board complies with all applicable laws

and regulations. The Board uses elements of MD-715

(which includes an annual barrier analysis) as the pri-

mary metric to assess the effectiveness of its diversity

policies and initiatives. Further, the Board reviews

quarterly employment transaction data (i.e., hires and

promotions) to determine any adverse impact based

on race or gender as well as a complaint trend analysis.

In addition, the Board utilizes EEO management sys-

tems to identify strengths and areas for improvement

in the talent acquisition process. By identifying

potential issues, the Board can develop action plans

that incorporate short- and long-term objectives.

ODI works in conjunction with EEO liaisons from

each of the Board’s 15 operational divisions and

Board leadership to ensure that inclusion and diver-

sity exist at all levels of employment throughout the

Board and that divisions identify and approach

diversity challenges with transparency. Divisions also

develop their own additional EEO and diversity strat-

egies, such as management development, succession

planning, and accountability, and include these strat-

egies in management performance objectives.

To ensure the Board is aware of innovative develop-

ments and best practices, ODI consults with leading

national professional organizations such as the Equal

Employment Advisory Council, the Society of

Human Resources Management, the Federal Inter-

agency Diversity Partnership, Workforce Opportu-

nity Network, the Conference Board, and the Federal

Dispute Resolution Conference. These organizations

conduct valuable research and benchmarking, and

highlight relevant best practices, which ODI shares

with division EEO liaisons to meet the Board’s needs.

The Board annually submits to the EEOC an EEO

Program Status Report as well as its EEO-1 Report,

which is published at www.federalreserve.gov/

aboutthefed/diversityinclusionrpt.htm. The Board’s

2013 EEO-1 Report is included in this document as

appendix A.

Highlights of the Board’s 2012 and 2013 EEO-1

reported total workforce demographics are shown in

tables 1, 2, and 3. The Board’s total workforce is

44 percent female and 44 percent minority. The

Board reported an increase of 69 (3 percent) employ-

Table 1. Federal Reserve Board reported total workforce
demographics, selected data, 2012 and 2013

2012 2013
Change
(number)

Male 1,315 1,364 +49

Female 1,072 1,092 +20

Non-minority 1,339 1,376 +37

Minority 1,048 1,080 +32

Total employees 2,387 2,456 +69
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ees in the total workforce for 2013, of which 32 were

minorities and 20 were women. The percentage of

minorities in the Executive Senior Level category

increased from 21 percent in 2012 to 23 percent in

2013. In the 1st/Mid. Level Manager category,

the percentage of minorities increased from 42 per-

cent in 2012 to 53 percent in 2013 and the representa-

tion of women decreased from 65 percent in 2012 to

55 percent in 2013. The representation of women

remained at 40 percent in the Executive Senior Level

category. Hispanic representation in the Board’s

workforce continued to increase from a total of 106

employees in 2012 to 109 employees in 2013.

Table 2. Federal Reserve Board workforce profile, 2012

EEO-1 categories

Exec. Sr. Level 1st/Mid. Level Manager Professionals Admin. Support Workers Service Workers

Number Percent Number Percent Number Percent Number Percent Number Percent

Male 211 60 27 35 839 54 26 18 158 82

Female 140 40 51 65 723 46 119 82 34 18

Non-minority 277 79 45 58 914 59 21 14 57 30

Minority 74 21 33 42 648 41 124 86 135 70

Total employees 351 – 78 – 1,562 – 145 – 192 –

Table 3. Federal Reserve Board workforce profile, 2013

EEO-1 categories

Exec. Sr. Level 1st/Mid. Level Manager Professionals Admin. Support Workers Service Workers

Number Percent Number Percent Number Percent Number Percent Number Percent

Male 231 60 38 45 894 54 24 18 124 82

Female 153 40 47 55 747 46 112 82 28 18

Non-minority 294 77 40 47 960 59 18 13 41 27

Minority 90 23 45 53 681 41 118 87 111 73

Total employees 384 – 85 – 1,641 – 136 – 152 –

The Board recognizes that a strategic approach to

diversity and inclusion requires multiple, integrated,

ongoing efforts. The Board continuously reviews and

assesses its employment policies, procedures, and

practices to ensure EEO compliance and the full uti-

lization of our diverse and talented workforce. As

examples, the Board closely monitors applicant pool

data; the programs in place to advance and promote

employees, as well as those related to skill develop-

ment, succession planning, and compensation equity;

and the pipeline of personnel available for promo-

tions. Results of the Board’s assessment(s) are con-

sidered when deciding how to address issues and

trends.

In addition to monitoring hiring and promotion, the

Board also monitors the retention of women and

minorities by job category, level, and grade. In the

event there are concerns about retention, ODI works

with management to address any issues.

Further, the Board utilizes the complaint investiga-

tion process to address employees’ concerns and to

identify trends in the workplace that may adversely

affect the Board’s employees.

ODI and the Office of Employee Relations collabo-

rate to ensure that the Board properly administers its

EEO policies, including those relating to reasonable

accommodations for employees with disabilities, and

its workplace-related policies, such as adverse actions

and disciplinary actions.
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Recruitment and Retention

The Board recognizes that a work environment that

attracts and retains top talent is essential. ODI,

Human Resources, Employee Relations, and Organi-

zational Development and Learning collaborate con-

tinuously to promote an excellent quality of work life

at the Board for all employees.

Short-term and long-term strategies are developed to

help ensure women and minorities are represented in

the Board’s applicant and candidate pools and are

considered for hires and/or promotions for key posi-

tions. In 2013, the Board filled 409 positions, of

which 113 were summer interns. Fifty-seven percent

of the positions filled were in the following major job

families: attorney, computer professional, financial

analyst, economist, and research assistant.

The Board utilized a variety of sources to fill the

positions. Thirty-nine percent of the positions were

filled internally. In filling the remaining 61 percent of

positions, the Board used a variety of methods to

attract a broad range of candidates, including job

boards, social media (e.g., LinkedIn Talent Advan-

tage, Federal Reserve System’s Diversity Twitter

account), career fairs, and publications that aid in

providing diverse pools of candidates with the skill

sets necessary to fill positions.

Additionally, as part of its strategy to attract diverse

pools of talented applicants, the Board recruits from

a number of colleges and universities for full-time

positions, including those listed in table 4.

The Board also continues to partner with the Reserve

Banks to participate in national diversity recruiting

events by sharing the cost of career fairs, engage-

ments hosted by professional organizations (National

Society of Hispanic MBAs, Asian MBA (AMBA),

and the Thurgood Marshall College Fund), and net-

working opportunities with special interest organiza-

tions. The Board is collaborating with the National

Capital Region chapter of Year Up and will have a

formal internship program during the summer of

2014. Year Up empowers urban young adults with

the skills, experience, and support to achieve their

potential through professional career opportunities

and higher education. It offers a one-year, intensive

training program that equips students with a combi-

nation of hands-on skill development, college credits,

and corporate internships.

In addition, the Board identifies students for paid

summer internships. The internship program helps

enable the Board to identify candidates for future

employment opportunities and provides students

hands-on opportunities and insight into the mission

and work of the Board and the Federal Reserve

System. Many of the students are recruited through

colleges and universities (including Historically Black

Colleges and Universities), special interest publica-

tions, and diversity focused organizations (e.g., the

Hispanic Association of Colleges and Universities,

Washington Internship for Native American Stu-

dents, Workforce Recruitment Programs – College

Students with Disabilities, and INROADS).

Training and Mentoring

In 2013, the Board continued to provide Workplace

Harassment Prevention training and counseling ser-

vices to divisions to address EEO and/or diversity

issues and trends. Other diversity-related training

included “Conflict Resolution,” “Diversity Manage-

ment Awareness,” “Fierce Conversations,” and

“Micro-Triggers.”

Table 4. University career fairs and recruiting outreach
initiatives utilized by the Board in 2013

Big East Career Fair

Carnegie Mellon University

Christopher Newport University

Clark Atlanta University

Columbia University – Engineering Consortium

Cornell University

Drexel University

Florida A&M University

Florida International University

George Washington University – School of Business

Hampton University

Howard University

James Madison University

Morehouse College

New Jersey Institute of Technology

Pennsylvania State University

New York University – Polytechnic School of Engineering

Rochester Institute of Technology

Scholarship for Service

Spelman College

Syracuse University

University of Maryland

University of Miami

University of North Carolina at Charlotte

University of Virginia
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In compliance with the training requirements of the

Notification and Federal Employee Antidiscrimina-

tion and Retaliation Act (No FEAR Act), the Board

has contracted with Navex Global to provide No

FEAR web-based training in 2014. This training is

required for all employees. The segments will cover

EEO compliance, disability and accommodations,

and discriminatory workplace harassment.

The Federal Reserve System Leadership Exchange

Program, in conjunction with division-specific men-

toring programs, enables participants to develop

skills relating to their careers. The exchange and men-

toring programs provide hands-on learning, promote

exposure to different employment experiences, and

broaden cross-system opportunities and visibility.

The Board’s talent development processes also corre-

late to six performance competencies:

• decision quality

• learning agility

• drive for excellence

• perspective and strategic

• collaborative relationships

• effective communications

The competencies are grouped by employee role (e.g.,

manager or officer) and include desired behaviors in

shaping, guiding, and leveraging diversity and

inclusion.

Talent is developed through participation in the

Executive Coaching Program, the System Senior

Leadership Initiative, and the Quick Start for Man-

agers Program. The Quick Start for Managers Pro-

gram provides several interactive learning sessions for

new managers to design a plan of action to help

enable them to be successful. The sessions are:

“Exploring Your Role as a Manager,” “Motivating

and Engaging Others,” “Influencing and Managing

Up,” “Managing Results,” “Providing High-Impact

Feedback,” “Navigating Conflict,” “Building High

Performance Teams,” and “Realizing Your Impact.”

A Quick Start program for officers will be developed

in 2014.

Employees are encouraged to take part in develop-

ment opportunities through self-assessment, coach-

ing, mentoring, service on task forces, participating

in significant high priority projects, and taking on

special assignments.

In 2013, a total of 149 officers and managers partici-

pated in leadership programs, of which 46 percent

were female and 31 percent were minorities.

Successes

Minorities in the pipeline (grades FR-27 through

29) to official staff increased by 13 percent, from 256

in 2012 to 289 in 2013.1 The Board’s outreach initia-

tives resulted in more diverse applicant pools for

major job families, such as financial analyst and

information technology (IT) professional. Out of a

total of 409 hires, 167 were minorities. The minority

hires included 15 Hispanics in the major job families.

Challenges and Next Steps

Although there was some improvement, there con-

tinue to be challenges in the hiring of Hispanics in

the overall workforce, and in the hiring of minorities

in the job families of economist, program analyst,

and regulatory and business analyst.

To help improve the current state of low Hispanic

representation, the Board has strengthened its

recruiting for major job occupations through its rela-

tionships with professional associations and aca-

demic institutions, such as the Association of Latino

Professionals in Finance and Accounting, the

National Society of Hispanic MBAs, and universities

with significant Hispanic representation (e.g., Florida

International University, the University of Mary-

land, and the New Jersey Institute of Technology),

and by sourcing applicants for internships through

organizations such as the Hispanic Association of

Colleges and Universities.

Further, the Board also anticipates exploring new

sources for recruitment of Hispanics such as partner-

ing with community colleges that have joint pro-

grams with four-year universities and colleges to

identify juniors for summer internship positions. This

will enable students to gain experience in critical job

occupations and encourage future applicants and

candidates for job opportunities after degree

completion.

The Board continues to address low representation of

minorities in the official staff as well as in the pipe-

line to become official staff. During calendar year

2013, the official staff had 20 new appointments, of

1 Official staff is equivalent to Senior Executive Service.
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which 14 were internal promotions. While 8 women

were appointed, no minorities were appointed. This

can be attributed to insufficient availability of

minorities in the senior professional levels from

grades FR-28 through 29 from which official staff is

drawn. Although minorities were not appointed to

the official staff of the Board in 2013, there was an

increase of 36 percent in minority managers (grades

FR-25 through 27). The potential for these managers

to reach senior professional levels in the long-term

should increase the number of minorities in the pipe-

line from which official staff is selected. Under a

broad management mandate, succession planning

and workforce planning strategy objectives are being

established to ensure leadership and accountability in

addressing this issue. In addition, during the initial

stages of appointing official staff, the director of

ODI is now consulted and is a member of the review-

ing team (which also includes representatives from

the Human Resources Department and the Division

of Financial Management) that evaluates proposed

actions. This allows the ODI director to better sup-

port inclusion and diversity at the official staff level

and to ensure that the Board’s leadership nomination

criteria and process are inclusive.

The Board has also completed an availability analysis

utilizing the 2010 Census civilian labor force data to

determine minority representation in the major occu-

pations of the Board. The census data continue to

show significant low availability of minorities, par-

ticularly in the economist job occupation for all

minority groups and women. To address this, the

Board continues to organize, oversee, and participate

in the three programs under the purview of the

American Economic Association’s Committee on the

Status of Minority Groups in the Economics Profes-

sion (CSMGEP): (1) the Summer Economics Fellow

Program; (2) the Summer Training Program; and

(3) the Mentoring Program. The Board also plans to

expand its participation at a number of recruitment

and outreach events that target minority and women

students and experienced professionals in the occupa-

tions of financial analyst, IT, quality assurance,

system analyst, and attorney.
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Inclusion of Minority-Owned and
Women-Owned Businesses

The Procurement Function in the Board’s Division

of Financial Management continued to demonstrate

a strong and positive commitment to the inclusion of

minority-owned and women-owned businesses in the

Board’s acquisition process. As outlined below, a

comprehensive program strategy was implemented by

setting forth specific actions to assist the Board in

fostering relationships with these types of businesses.

This strategy contains objectives and activities that

are aligned with the provisions of section 342 of the

Dodd-Frank Wall Street Reform and Consumer Pro-

tection Act (Dodd-Frank Act) and will help position

the Board to continue to cultivate positive relation-

ships with minority-owned and women-owned busi-

nesses. Key elements of the program strategy include

• establishing a supplier diversity policy that reaf-

firms the Board’s commitment to equal opportu-

nity in the acquisition process;

• developing an internal and external communication

plan, including the design and dissemination of

informational brochures and the creation of an

external website where vendors can register their

companies with the Board and obtain information

on upcoming procurement opportunities;

• creating a vendor management system that allows

Procurement to track the status of minority-owned

and women-owned businesses throughout the

acquisition process;

• conducting capacity-building workshops;

• reviewing subcontractor plans from prime contrac-

tors; and

• preparing quarterly reports for senior management

that describe the status and results of the Supplier

Diversity Program.

Through implementation of the program strategy

and through networking with minority-owned and

women-owned firms, Procurement has made signifi-

cant progress in fostering success for those firms

seeking to do business with the Board.

Successes

The accomplishments of the Supplier Diversity Pro-

gram complement the Board’s long-standing com-

mitment to support the inclusion of minority-owned

and women-owned businesses in the procurement

process. During 2013, the Board increased the num-

ber of contracts awarded to minority-owned and

women-owned businesses. This was due in part to an

increased focus on providing technical training,

enhancing outreach activities, and holding meetings

with senior leaders and division representatives to

discuss their role and responsibility in implementing

Dodd-Frank Act requirements related to supplier

diversity. The Board awarded 1,362 contracts in 2013;

figure 1 shows the distribution of those contracts

among minority-owned businesses, women-owned

businesses, minority women-owned businesses, and

other businesses. The Board awarded contracts for

goods and services in the amount of $158,196,516.2

Of this total, $20,997,715, or 13.3 percent, was

awarded to minority-owned or women-owned busi-

nesses. This represents a 54.9 percent increase in the

dollar value of contracts awarded to minorities and

2 This report describes the contracts awarded by the Board for
the period January 1, 2013 through December 31, 2013. The
dollar amount shown represents the estimated value of the con-
tracts rather than the actual amount spent.

Figure 1. Distribution of contracts awarded by the Board,
2013
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women in 2012. Table 5 summarizes the Board’s con-

tract awards for the period 2011–2013.

Outreach Activities

The Procurement Function implemented an effective

outreach program to minority-owned and women-

owned businesses. As part of these efforts, Procure-

ment participated in events hosted by a wide array of

organizations that promote the growth and develop-

ment of minority-owned and women-owned busi-

nesses. A listing of these outreach events is shown in

table 6.

The Board hosted its annual vendor outreach fair in

May. The fair, which allows vendors to interact with

the procurement staff and Board technical representa-

tives, was an overwhelming success. More than 400

companies, along with the U.S. Small Business Admin-

istration, other federal financial regulatory agencies,

the Federal Reserve Bank of Richmond, and 87 Board

staff members participated in the event. Vendors were

given the opportunity to learn about the Board’s pur-

chasing needs, to attend a seminar on “How to Do

Business with the Board,” and to discuss their business

capabilities with Board representatives and staff from

other agencies. Figure 2 shows a breakdown of com-

panies participating in the fair.

Providing Technical Assistance

A significant amount of time and effort was devoted

to supplier development. Procurement provided guid-

ance to interested vendors to help them be more

competitive in the procurement process. Technical

assistance included discussing how to do business

with the Board, providing information on upcoming

contracting opportunities, monitoring the period of

performance during the life of the contract, and pre-

paring post-contract award debriefs. Debriefs include

the following information:

• an evaluation of significant weaknesses or deficien-

cies in the offeror’s proposal;

Table 5. Contract awards for minority-owned and women-owned businesses, 2011 through 2013

20131 20122 20113

Dollars Percent Dollars Percent Dollars Percent

Minority-owned businesses4 $ 6,806,841 4.3 $ 3,726,415 2.6 $ 9,028,526 7.2

Women-owned businesses4 $11,520,842 7.3 $ 8,145,183 5.8 $ 4,237,038 3.4

Minority women-owned businesses $ 2,670,032 1.7 $ 1,685,031 1.2 $ 2,148,583 1.7

Total $20,997,715 13.3 $13,556,629 9.6 $15,414,147 12.3

1 Total contracts awarded in 2013 were $158,196,516.
2 Total contracts awarded in 2012 were $141,168,580.
3 Total contracts awarded in 2011 were $125,070,569.
4 Does not include contracts with minority women-owned businesses.

Table 6. Supplier diversity outreach activities, 2013

National 8(a) Association Small Business Conference

Alliance Mid-Atlantic Small Business Procurement Fair

National Reservation Economic Summit for Native American Businesses

WBENC 2013 Summit & Salute to Women’s Business Enterprises

U.S. Hispanic Chamber of Commerce Conference

Women-Owned Small Business National Council Contracting Summit

Federal Reserve Board’s Annual Vendor Fair

Greater Washington Hispanic Chamber of Commerce (GWHCC) Business Exposition

Annual Government Procurement Conference

US Pan Asian CelebrASIAN

National Minority Supplier Development Council (NMSDC) Conference

U.S. Women’s Chamber of Commerce Conference

American Small Business Chamber of Commerce

U.S. Black Chambers, Inc.

Congressional Black Caucus Foundation’s Annual Legislative Conference

Figure 2. Participation of minority-owned and
women-owned businesses at the Board’s annual vendor
fair, 2013
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• the overall cost or price and technical rating, if

applicable, of the successful offeror and the

debriefed offeror;

• past performance information on the debriefed

offeror;

• the overall ranking of all offerors; and

• a summary of the rationale for the award to assist

the offeror in preparing more comprehensive pro-

posals for future acquisitions.

Internal Training and Automation
Support

During 2013, Procurement enhanced the Contracting

Officer Technical Representative (COTR) training to

include discussions of Dodd-Frank Act require-

ments, the COTR’s responsibility in supporting sup-

plier diversity initiatives, and the competitive advan-

tages of the inclusion of minority-owned and

women-owned businesses.

Procurement also implemented a system to track the

status of vendors throughout the acquisition process.

This system allows the Board’s staff to identify where

barriers may exist within the acquisition process, and

helps staff develop targeted technical training for

vendors. Other automation initiatives included

• implementing a business intelligence reporting tool

that provides trend analyses and dashboards to

assist Procurement and Board divisions in evaluat-

ing their procurement activity;

• developing a web-based tutorial video, “How to

Do Business with the Board,” which will be located

on the Board’s public website when completed; and

• creating a link to expiring contracts on the Board’s

public website.

Challenges

Among the challenges faced by the Procurement

Function in 2013 is the issue of vendors’ self-

designation of their status as a minority-owned or

women-owned business. The Board currently accepts

vendors’ self-designation, which may result in inaccu-

rate data classification. To address this issue, the

Board plans to meet with the Women’s Business

Enterprise National Council (WBENC) and National

Minority Supplier Development Council (NMSDC)

to validate their certification procedures so that their

certifications can be used during the Board’s vetting

process. This will help validate vendors’ status more

efficiently during the acquisition process.

In addition, Procurement continues to recognize the

need to increase Board staff awareness and under-

standing of Dodd-Frank Act requirements as they

relate to supplier diversity. Procurement and ODI

have implemented a strategy to raise awareness

within the agency that includes educating and train-

ing staff on the importance of supplier diversity,

holding regular meetings with senior leadership to

discuss the Supplier Diversity Program and garner

their support, and engaging division leadership to

work as champions by supporting the inclusion of

minority-owned and women-owned businesses in

their contracting opportunities.

Finally, Procurement is working to revise existing

acquisition policies and procedures that have become

outdated and do not reflect the objectives of the Sup-

plier Diversity Policy approved in 2013. Acquisition

policies and procedures are being revised to reflect

the commitment and objectives of the Supplier

Diversity Program.
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Financial Literacy Activities

During 2013, the Board continued to participate in

community and Federal Reserve System outreach

events and programs, examples of which are listed

below.

• Congressional Black Caucus Annual Legislative

Conference: In September 2013, the Board, in con-

junction with the Federal Reserve System, spon-

sored a booth at the 43rd Annual Legislative Con-

ference. Financial education materials and informa-

tion were distributed to conference attendees. The

Board also provided support for the Financial Edu-

cation Youth Summit convened by the Congres-

sional Black Caucus held at the U.S. Capitol Visi-

tor Center and Trinity Washington University.

• FedEd Program: During 2013, research assistants

from divisions within the Board continued to

implement a program developed to work with local

high school students to improve their understand-

ing of personal finances and the role of the Federal

Reserve System in the economy. Subjects covered

include the importance of saving, budgeting, using

credit, establishing financial goals, and the impact

of Federal Reserve policy on those subjects. More

than 40 presentations were made to middle and

high school students in the Washington metropoli-

tan area. Presentations were made at ten schools in

the District of Columbia: Roosevelt High School;

Wilson High School; Coolidge High School; Dun-

bar High School; Anacostia High School; Ballou

High School; Washington Latin Public Charter

School; Edmund Burke School; KIPP DC Charter

School; and St. Albans School. Presentations were

made at two schools in Virginia—Annandale High

School and Marshall High School—and one

school in Maryland—Stone Ridge School of the

Sacred Heart. Presentations were also made at the

District of Columbia Public Schools Central Office

to preview the FedEd Program for the New

Heights Providers Meeting, the Sumner School for

the DC Future Business Leaders of America, and

the Heights School.

• Federal Reserve Financial Literacy Day: On Octo-

ber 23, 2013, the Board and the Federal Reserve

System held training programs and seminars

around the country on such topics as saving, bud-

geting, credit use, and the establishment of finan-

cial goals. Board research assistants presented the

program to classes at two schools in the District of

Columbia: Cardozo High School and the Colum-

bia Heights Education Campus.

• Math x Economics: On May 23, 2013, the Board

hosted the Math x Economics program for a sec-

ond year in a row. The goal of the program was to

introduce students to economics as a potential

course of study in college and as a future career

option. The Board’s recruitment efforts targeted

groups who are underrepresented in the field of

economics, including minorities and females, espe-

cially from underserved schools. A total of 29 stu-

dents fromWashington metropolitan area schools

attended. The students completed a survey at the

end of the program; all 29 participants said they

would recommend the program to other students.

The descriptive statistics of the respondents are

listed below.

Distribution of participants Percent

Female 56

Male 44

Juniors 78

Seniors 22

African American 25.9

Hispanic 18.5

Asian 18.5

White 18.5

More than one ethnicity 14.8

Did not specify ethnicity 3.7
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• Education and Training Materials Distribution:

During 2013, the Board continued to provide

financial literacy materials to consumer education

and financial literacy groups, including the Univer-

sity of Maryland Extension Family and Consumer

Sciences Center, the YMCA of Metropolitan

Washington, Operation HOPE, and It Takes a

Community to Raise a Child (located in New York

City).

• Professional Outreach: On April 3, 2013, Chairman

Bernanke delivered remarks to the 13th Annual

Redefining Investment Strategy Education (RISE)

Forum. His remarks highlighted the importance of

promoting economic and financial knowledge

among people of all ages and walks of life. He

stated that the Board and the 12 Federal Reserve

Banks are all deeply involved in economic educa-

tion and in supporting the work of teachers,

schools, and national organizations.

On November 13, 2013, Chairman Bernanke

hosted the annual Teacher Town Hall Meeting at

the Federal Reserve Board. Federal Reserve Banks

also held gatherings around the country to provide

educators the opportunity to listen to the Chair-

man and ask questions. His remarks covered the

origins, history, and role of the Federal Reserve,

and how it has helped shape the nation’s economy

and financial system.

14 Report to the Congress on the Office of Minority and Women Inclusion



Diversity Policies and Practices of
Regulated Entities

In 2013, an interagency working group comprising

the financial agency OMWI directors (the Board, the

Federal Deposit Insurance Corporation, the Office of

the Comptroller of the Currency, the National Credit

Union Administration, the Consumer Financial Pro-

tection Bureau, and the Securities and Exchange

Commission) published proposed standards for

assessing the diversity policies and practices of enti-

ties regulated by each agency. The proposed stan-

dards were published in the Federal Register on Octo-

ber 25, 2013, for public comment; the comment

period was later extended to February 7, 2014.3

The interagency working group is meeting to review

all comments received and expects to adopt final

standards in 2014.

3 See the Federal Register notices at www.gpo.gov/fdsys/pkg/FR-
2013-10-25/pdf/2013-25142.pdf and www.gpo.gov/fdsys/pkg/
FR-2013-12-24/pdf/2013-30629.pdf.
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Appendix A: EEO-1 Report for the Board of
Governors of the Federal Reserve System for
Calendar Year 2013

Employer Information Report EEO-1

Federal Reserve Board, 2013 Employer Information Report

Occupational
Categories

Total Employees

Race/Ethnicity

Non- Hispanic or Latino

Hispanic
or Latino

White
Black or

African American
Asian

Native Hawaiian
or Other Pacific

Islander

American Indian
or Alaska Native

Two or
More Races

All Male Female Male Female Male Female Male Female Male Female Male Female Male Female Male Female

1.1 Exec. Sr. Level Managers, Governors, Officers, FR-29 & FR-28

By total 384 231 153 4 6 187 107 23 29 16 9 1 2 0 0 0 0

By percent 100.00% 60.16% 39.84% 1.05% 1.56% 48.70% 27.86% 5.99% 7.55% 4.17% 2.34% 0.26% 0.52% 0.00% 0.00% 0.00% 0.00%

1.2 1st/Mid. Level

By total 85 38 47 1 2 17 23 17 19 3 3 0 0 0 0 0 0

By percent 100.00% 44.71% 55.29% 1.18% 2.35% 20.00% 27.06% 20.00% 22.35% 3.53% 3.53% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%

Officials and Managers Total

By total 469 269 200 5 8 204 130 40 48 19 12 1 2 0 0 0 0

By percent 100.00% 57.36% 42.64% 1.07% 1.71% 43.50% 27.72% 8.53% 10.23% 4.05% 2.56% 0.21% 0.43% 0.00% 0.00% 0.00% 0.00%

2. Professionals

By total 1,641 894 747 49 34 594 366 90 184 139 150 20 13 0 0 2 0

By percent 100.00% 54.48% 45.52% 2.99% 2.07% 36.20% 22.30% 5.48% 11.21% 8.47% 9.14% 1.22% 0.80% 0.00% 0.00% 0.12% 0.00%

3. Technicians

By total 6 2 4 0 0 0 2 2 2 0 0 0 0 0 0 0 0

By percent 100.00% 33.33% 66.67% 0.00% 0.00% 0.00% 33.33% 33.33% 33.33% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%

4. Sales Workers

By total 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

By percent 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%

5. Admin. Support Workers

By total 136 24 112 1 5 5 13 17 86 1 4 0 2 0 2 0 0

By percent 100.00% 17.65% 82.35% 0.74% 3.68% 3.68% 9.56% 12.50% 63.24% 0.74% 2.94% 0.00% 1.47% 0.00% 1.47% 0.00% 0.00%

6. Craft Workers

By total 41 40 1 0 0 21 0 14 1 4 0 1 0 0 0 0 0

By percent 100.00% 97.56% 2.44% 0.00% 0.00% 51.22% 0.00% 34.15% 2.44% 9.76% 0.00% 2.44% 0.00% 0.00% 0.00% 0.00% 0.00%

7. Operatives

By total 11 11 0 0 0 0 0 11 0 0 0 0 0 0 0 0 0

By percent 100.00% 100.00% 0.00% 0.00% 0.00% 0.00% 0.00% 100.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%

8. Laborers and Helpers

By total 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

By percent 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%

9. Service Workers

By total 152 124 28 7 0 38 3 76 23 3 1 0 1 0 0 0 0

By percent 100.00% 81.58% 18.42% 4.61% 0.00% 25.00% 1.97% 50.00% 15.13% 1.97% 0.66% 0.00% 0.66% 0.00% 0.00% 0.00% 0.00%

Total Workforce

By total 2,456 1,364 1,092 62 47 862 514 250 344 166 167 22 18 0 2 2 0

By percent 100.00% 55.54% 44.46% 2.52% 1.91% 35.10% 20.93% 10.18% 14.01% 6.76% 6.80% 0.90% 0.73% 0.00% 0.08% 0.08% 0.00%
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September 30, 2014 

MEMORANDUM 

OFFICE OF INSPECTOR GENERAL 

BOARD OF GOVERNORS OF THE FEDERAL RESERVE SYSTEM 

CONSUMl!R FINANCIAL PROTECTION BUREAU 

TO: Board of Governors 

FROM: Mark Bialek 

SUBJECT: The OIG's List of Major Management Challenges for the Board 

We are pleased to provide you with the Office of Inspector General's (OIG) fi rst listing of major 
management challenges facing the Board of Governors of the Federal Reserve System (Board). 
These challenges represent what we believe to be the areas that, if not addressed, are most likely 
to hamper the Board' s accomplishment of its strategic objectives. 

We used audit and evaluation work performed by the OIG, audits performed by the U.S. 
Government Accountability Office, and the Board ' s strategic planning documentation to identify 
the Board's major management challenges, which are listed in the table below. 

Management O . t · Attachment 1 escnp 10n 
challenge no. page no. 

1 Continuing to implement a financial stability regulatory and 1 
supervisory framework 

2 Human capital 3 

3 Board governance 5 

4 Capital improvement projects 8 

5 Information security 11 

Details on each challenge are in attachment I of this memorandum. Attachment 2 maps our 
ongoing and planned work related to the major management challenges we have identified for 
the Board. 
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We appreciate the cooperation that we received from the Board as we developed this listing of 
challenges. Feel free to contact me if you would like to discuss any of the challenges. 

Attachments 
cc: Scott Alvarez, General Counsel, Legal Division 

Eric Belsky, Director, Division of Consumer and Community Affairs 
Michell Clark, Director, Management Division 
Robert de V. Frierson, Secretary of the Board, Office of the Secretary 
William English, Director, Division of Monetary Affairs 
Michael Gibson, Director, Division of Banking Supervision and Regulation 
Donald Hammond, Chief Operating Officer, Office of the Chief Operating Officer 
Steven Kamin, Director, Division of International Finance 
J. Nellie Liang, Director, Office of Financial Stability Policy and Research 
William Mitchell, Chief Financial Officer and Director, Division of Financial Management 
Sharon Mowry, Chief Information Officer and Director, Division of Information 

Technology 
Louise Roseman, Director, Division of Reserve Bank Operations and 

Payment Systems 
Michelle Smith, Assistant to the Board, Chief of Staff, and Director, Office of 

Board Members 
David Wilcox, Director, Division of Research and Statistics 



Attachment 1 

Major Management Challenges for the 
Board of Governors of the Federal Reserve System, 

September 2014 

Management Challenge 1: Continuing to Implement a Financial Stability 
Regulatory and Supervisory Framework 

As outlined in the Board of Governors of the Federal Reserve System's (Board) Strategic 
Framework 2012-15, continuing to build a robust infrastructure for regulating, supervising, and 
monitoring risks to financial stability remains a strategic priority for the agency. The Dodd-Frank 
Wall Street Reform and Consumer Protection Act (Dodd-Frank Act) provided the Board with the 
authority to oversee nonbank financial companies designated by the Financial Stability Oversight 
Council (FSOC) as systemically important. In Supervision and Regulation Letter 12-17, the 
Board outlined its updated framework for consolidated supervision of large financial institutions 
as a result of lessons learned during the financial crisis. While Supervision and Regulation 
Letter 12-17 provides a high-level description of the framework and priorities for consolidated 
supervision for large institutions, including nonbank systemically important financial companies, 
we understand that the supporting guidance necessary to fully implement the framework is 
forthcoming. Finalizing the supporting guidance and effectively implementing it through 
examiner training programs will be a challenge for management in the coming years. The 
following sections describe specific challenges associated with implementing the financial 
stability regulatory and supervisory framework. 

Cultivating Effective Relationships With Other Regulators 

Effective consolidated supervision is predicated on the Board, as the consolidated supervisor for 
bank, financial, and savings and loan holding companies, cultivating strong cooperative 
relationships with the primary supervisors of holding company subsidiaries. Our evaluation work 
has revealed instances in which this cooperation could be improved. 

Agency Actions 

Since 2013, senior Board officials have made significant efforts to coordinate with their 
counterparts at the Office of the Comptroller of the Currency and the Federal Deposit 
Insurance Corporation to align strategic objectives and minimize duplication of efforts 
with respect to the supervisory planning process. We also understand that similar efforts 
routinely occur at the examination-team level. 
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Finalizing and Ensuring Compliance With New Regulations 

While the Board has finalized many of the regulations mandated by the Dodd-Frank Act and 
other significant rulemakings supporting the financial stability framework, such as the Basel lII 
capital rules, some rulemakings remain in the comment phase or have yet to be finalized. For 
example, the comment period for the Board 's proposal to amend its emergency lending 
regulations to conform to the requirements of the Dodd-Frank Act has closed, but the rules have 
yet to be finalized. 1 

Further, the Board will face challenges as its focus shifts from rulemaking to interpreting the 
rules and ensuring compliance with recently issued regulations. As an example of challenges 
related to interpreting rules, we understand that fo llowing the issuance of the Basel ill capital 
rules, responding to industry questions for interpretive guidance became a priority for the Board. 
With regard to ensuring compliance, the Volcker Rule took effect in April 2014, and the Board 
has indicated its intent to hold banks accountable for complying with the requirements of the 
final rule starting in July 2015. Under delegated authority from the Board, Federal Reserve Bank 
examiners will be expected to monitor and enforce compliance with prohibitions and restrictions 
related to proprietary trading and certain relationships with hedge funds or private equity funds. 
Supervisory guidance on this topic needs to be issued, and examiners will need to be trained on 
how to assess compliance with the rule's provisions. Similar training and implementation 
challenges also exist for other significant rulemakings. 

Agency Actions 

The Board has made considerable progress in fulfilling the regulatory mandates outlined 
in the Dodd-Frank Act and in finalizing other significant rulemakings supporting the 
financial stability framework. Our office will assess the Board's progress toward 
implementing its supervisory approach for these new, complex regulations. 

Developing Technology Infrastructure and Addressing Human Capital Challenges 
Associated With Monitoring Risks to Financial Stability 

The Board faces operational and human capital challenges associated with its efforts to supervise 
and monitor risks to financial stability. Within the large bank portfolio, our evaluation work has 
revealed that supervisory teams have encountered challenges searching through the significant 
amounts of supervisory information that result from the Board ' s continuous monitoring 
activities. Within the regional and community bank portfolios, we understand that the Board is in 
the process of transitioning to a technology platform that wi ll standardize the processes for 
conducting examinations across the Federal Reserve Banks. This project requires a multiyear 
implementation effort. The Board also faces challenges in attracting and retaining employees 

1. The status of Dodd-Frank Act rulemakings is available on the Federal Reserve Bank of St. Louis' s website at 
http://www.stlouisfed.org/regreformrules/index.aspx. 
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with the specialized subject-matter expertise necessary to execute its supervisory activities, as 
further discussed in the human capital management challenge. 

Agency Actions 

The Board recently improved supervisory teams' search capabilities for informal 
supervisory information related to specific institutions. Information previously stored in 
specific Lotus Notes databases has been transitioned to internal websites to facilitate 
these enhanced search capabilities. We also understand that the INSite platform will be 
implemented for the regional and community bank portfolios using a phased approach 
over multiple years. 

Management Challenge 2: Human Capital 

The Board's success in achieving its mission depends on having the right number of people with 
the necessary technical, managerial, and leadership skills. Accordingly, human capital is one of 
the key themes in the Board's Strategic Framework 2012-15. As the Board's framework notes, 
maximizing the value of the Board's human capital will depend on enhancing processes for 
effective recruitment, development, and retention of qualified staff. A key first step in ensuring 
that the Board has a workforce that can effectively carry out the Board's mission both now and 
in the future is identifying the critical technical, managerial, and leadership skills through 
workforce and succession planning. The Board faces challenges in maintaining the necessary 
skill sets due to competition for highly qualified staff and the difficulties associated with 
replacing employees who have the specialized knowledge and skill needed to fulfill the Board's 
mission. In addition, the Board will face challenges as it implements a new performance 
management process and continues its efforts to recruit and retain a more diverse workforce. 

Identifying Mission-Critical Technical, Managerial, and Leadership Skills Through 
Workforce and Succession Planning 

The Board will need to determine the skill sets and number of staff members needed to enable 
each division to efficiently and effectively accomplish its goals. The U.S. Government 
Accountability Office (GAO) congressional testimony highlighted the need for federal agencies 
to identify and address current and emerging critical skills gaps to reduce the risk of staffing 
shortfalls that could jeopardize agencies' efforts to accomplish their missions. In its 2003 report 
Human Capital: Key Principles for Effective Strategic Workforce Planning, GAO highlights 
effective principles for workforce planning that include determining the critical skills and 
competencies needed to achieve an agency's mission, along with strategies to address skill and 
competency gaps. 

An important consideration in workforce planning is the need to develop a succession plan to 
ensure continuity of knowledge and leadership in key positions. The Board has noted the 
operational risks associated with staff retirement and turnover and the difficulties associated with 
replacing employees with specialized knowledge and skill sets. Failure to plan for and anticipate 
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turnover and departures could have a negative effect on the Board's ability to achieve its goals 
and fulfill its mission. In addition, the Board has experienced turnover in the leadership of 
various divisions, highlighting the need for clear succession plans. In a 2005 report on succession 
planning, GAO encourages federal agencies to "go beyond a succession planning approach that 
focuses on replacing individuals and engage in broad, integrated succession planning and 
management efforts that focus on strengthening current and future organizational capacity." To 
ensure that the Board successfully achieves its mission, each division will need to identify its 
current and emerging skill needs, develop and implement a plan to address any identified skill 
gaps, and ensure that leadership development is a component of its succession planning. 

Agency Actions 

In its strategic framework, the Board acknowledged the need to establish a Boardwide 
succession planning process, which will require considerable support across all divisions. 
The 2012-2015 Human Resources Strategic Plan also identifies leadership development 
as a key focus area. In support of these objectives, the Board formed a Leading and 
Managing People workgroup, composed of senior managers and officers across divisions. 
The purpose of this workgroup is to develop leadership capacity, including but not 
limited to introducing leadership coaching, creating case studies to define successful and 
unsuccessful leadership skills, and developing a list of core competencies expected of 
leaders. The Board has also successfully implemented a new manager development 
program, which it is expanding to include senior Board officials, and has begun using a 
succession planning tool. 

Implementing a New Performance Management Process 

In early 2013, the Board elected to change how employees approach and use individual 
performance feedback. The Board is currently developing and implementing a new performance 
management program intended to align staff members to the work of the Board, provide greater 
accountability, and support employee development. The new program seeks to be a more 
forward-looking, development-centric process in which staff members and managers work 
together for the greater effectiveness of the Board. The new performance management program 
is a significant change for the Board. The Board will need to ensure that the new process is 
effective, fair, and not overly burdensome, while simultaneously maintaining distinctions 
between high and low performers. Ensuring a successful paradigm shift from a rating-centric 
process to a development-centric process for assessing employee performance, as well as 
ensuring that a consistent approach is followed across the Board, will be a challenge for the 
Board. 

Agency Actions 

The Board introduced the new performance management process as a pilot in six 
divisions for performance year 2013-2014. Full implementation in all divisions is 
planned for performance year 2014--2015. The Board contracted for the necessary 
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expertise to assist with the program's implementation, which includes information 
sessions, tools and guides, training, and other support. 

Recruiting and Retaining a Diverse Workforce 

The Board's policy is to provide equal opportunity in employment for all persons. In support of 
this commitment, the Board has established strategic objectives to attract, hire, develop, promote, 
and retain a highly diverse workforce. A diverse workforce is one that not only includes 
employees with a wide variety of attributes but also is rich in diversity of thought and 
perspective. According to the Office of Personnel Management's Government-Wide Diversity 
and Inclusion Strategic Plan, harnessing the innovation that can come from a diverse workforce 
will help agencies to realize full performance potential and to cultivate a high-performing 
organization. Although the Board has undertaken a number of activities to increase diversity, it 
noted continuing challenges in hiring minorities in its April 2014 Report to the Congress on the 
Office of Minority and Women Inclusion. In April 2013, GAO reported that federal agency 
officials said the main challenge to improving diversity was identifying candidates, noting that 
minorities and women are often underrepresented in both internal and external candidate pools. 

Agency Actions 

To successfully achieve its diversity goals and objectives, the Office of Human 
Resources plans to partner with divisions to design, develop, and implement an integrated 
Boardwide talent management strategy. This strategy will facilitate the management of a 
diverse workforce throughout all phases of the employee life cycle, which includes 
recruiting, engaging, retaining, and developing employees. Building on each phase of the 
life cycle will enable the Board to create an integrated approach to managing talent. An 
enterprise-wide talent management strategy that identifies the basic competencies every 
employee should possess will allow the Board to assess performance and to develop and 
retain talent. In addition, the Board continues to address challenges to improving 
diversity by participating in educational forums and offering mentoring programs and 
summer internships. 

Management Challenge 3: Board Governance 

Historically, the Board's divisions have operated largely autonomously in performing their 
specified mission functions, developing organizational structures, formulating budgets, and 
establishing management processes. As the Board's mandate expanded in the wake of the 
financial crisis and the enactment of the Dodd-Frank Act, so has the Board's need for strategic 
planning, management processes, and coordination across divisions. In its Strategic Framework 
2012-15, the Board lists three strategic themes that address various aspects of its governance 
challenges: 

• strengthening management processes to enable effective implementation of strategic 
themes, increasing operating efficiencies, and reducing administrative burden 
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• establishing a cost-reduction approach and a budgetary growth target that maintains an 
effective and efficient use of financial resources 

• redesigning data governance and management processes to enhance the Board's data 
environment 

The Board's strategic framework states that achieving its strategic objectives will require more 
active collaboration across divisions. Collaboration will be required to fulfill the Board's 
supervisory expectations under the Dodd-Frank Act as well as its traditional monetary policy 
functions. Collaboration will also be required to carry out the Board's agenda of management 
process changes to keep major investments on track, identify additional opportunities for cost 
savings, and improve overall operations. Enhancements to the Board's management processes 
will allow for increased ownership of and accountability for leadership decisions, an enhanced 
ability to prioritize strategic needs, and a potentially reduced administrative burden. We believe 
that aspects of Board governance, including internal control, information technology (IT), and 
data, will continue to pose management challenges to the Board's efficient accomplishment of its 
mission. 

Internal Control Governance 

Internal control is an integral part of managing an organization and is critical to improving 
organizational effectiveness ~d accountability. Internal control comprises the plans, methods, 
and procedures used to meet the organization's mission, goals, and objectives. The Federal 
Managers' Financial Integrity Act of 1982 (FMFIA) requires that each executive agency 
establish internal accounting and administrative controls in compliance with standards 
established by GAO and prepare an annual statement on internal control based on an evaluation 
performed using Office of Management and Budget guidelines. The Board is not subject to 
FMFIA. 

Although the Board has stated that it voluntarily complies with the spirit and intent of FMFIA, it 
does not currently have a Boardwide process for maintaining and monitoring its administrative 
internal controls. Office of Inspector General (OIG) work has identified internal control 
weaknesses at the Board. While these control weaknesses have not prevented the Board from 
carrying out its mission or achieving its strategic objectives, some of them have introduced 
operational and reputational risks. Establishing a process for maintaining and monitoring internal 
controls will help ensure that the Board's controls, as designed and implemented, are effective 
and continue to work over time. Establishing a Boardwide process to monitor internal controls 
will also provide a means for the Board to identify and timely rpitigate any control weaknesses 
that exist. 

Agency Actions 

Board management identified actions that it plans to take in 2014 to implement a process 
for maintaining and monitoring administrative internal controls. Management plans to 
(1) develop a Board policy describing the requirements for appropriate administrative 
internal controls based on the guidance provided by the Committee of Sponsoring 
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Organizations of the Treadway Commission2 and GAO, (2) implement the new policy 
using a phased approach, (3) require each Division Director to provide a reliance letter 
acknowledging that the division is responsible for implementing and maintaining internal 
controls, and (4) develop training on administrative internal controls and the Board's 
policy. Management noted that given the priorities and budget constraints underlying the 
Board's new strategic framework, creating additional infrastructure to develop and 
implement policies and processes must be carefully balanced with other competing 
resource priorities. 

IT Governance 

The Board also faces governance challenges in both the centralized and decentralized 
management of IT services. A primary mission of the Division of Information Technology 
(Division of IT) is to provide services to meet the automation and data analysis needs of its 
customers; however, divisions also provide IT services to their employees. Our recent audit work 
found that over half of Board divisions perform their own application development and help desk 
activities, often using differing processes, procedures, and tools. We also found that Board 
divisions do not track costs for IT services in a consistent manner. 

Agency Actions 

The Board recently approved new delegations of authority that grant the Director of the 
Division of IT the authority for automation, telecommunications, and other IT matters; 
information security; and the formulation, approval, and implementation of the 
management policies for IT and information security. 

The Director of the Division ofIT chairs the Board's Business Technology Strategic 
Committee, which comprises senior IT representatives from each division. The purpose 
of the committee is to promote an enterprise view of the implementation and 
administration of IT services in a consistent, cost-sensitive, and secure manner that is 
informed by business needs. The Director of the Division of IT recently updated and 
finalized the committee's charter to increase coordination among the divisions; she also 
continues to hold discussions on strategic collaboration. 

In 2013, the Director of the Division of IT administered a survey of IT costs across the 
divisions to help the Board better understand the scope and diversity of the technology 
services provisioned across the enterprise. Also, the Business Technology Strategic 
Committee designed a survey to collect information from each Board division and office 
to identify opportunities to improve operational efficiency. 

2. The Committee of Sponsoring Organizations of the Treadway Commission's internal control framework is 
widely used and recognized as a leading framework for designing, implementing, and evaluating the 
effectiveness of internal control. It integrates various internal control concepts into a framework in which a 
common definition is established and control components are identified. The commission's internal control 
framework was updated in May 2013 with a transition period ending December 15, 2014. 
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Data Governance 

As a result of expanded responsibilities under the Dodd-Frank Act, the Board is engaging in new 
data collection and analysis. New data collection and data management processes are required to 
perform these new responsibilities. The need for data across the divisions to support the Board's 
analytical challenges has also increased in terms of the quantity, sharing, awareness, access, 
controls, and quality. Traditionally, data were used within divisions to accomplish specific 
mission functions; however, to fulfill the Board's expanded responsibilities, divisions now need 
to increase coordination with each other and with the Board's new Office of Financial Stability 
Policy and Research, and they need to support the Board's participation in FSOC. A Boardwide 
data management view is needed to enhance the ability of staff members to obtain, interpret, and 
analyze these data. The Board will be challenged to expand its technology infrastructure and 
processes to support the increased requests for and analysis of data, as well as to enable 
comprehensive, enterprise-level data governance and information management practices. 

Agency Actions 

In the Strategic Framework 2012-15, the Board outlined the role of a new Chief Data 
Officer (COO) position. The first COO was hired in April 2013. The COO is working 
with the Board Data Council and Board divisions to establish data governance 
policies and to facilitate coordination across data communities at the Board and 
among the Board; the Federal Reserve Banks; and other regulatory agencies, such as 
FSOC and the U.S. Department of the Treasury's Office of Financial Research. 

A new Boardwide data governance and management structure is planned to support the 
growing need to share large amounts of data across divisions. The COO is reviewing the 
current data collections, engaging divisions, and developing a cohesive enterprise data 
governance framework. 

Management Challenge 4: Capital Improvement Projects 

The Board is currently managing two major capital improvement projects that are included as 
key themes in the Board's Strategic Framework 2012-15: the Martin Building renovation and 
construction and the relocation of the Board's data center. Both are multi year projects that 
involve significant resources and pose challenges due to their size, complexity, and effect on the 
Board's staff members and mission. In addition, managing large-scale construction projects is 
not a core function of the Board. 

The Martin Building facility has not been significantly renovated since its construction in 1974. 
In addition to ensuring a safe and adequate environment in which individuals and groups can 
work and meet, efforts associated with the renovation will focus on security, energy efficiency, 
meeting and conference space, and physical plant capacity. Relocating the data center is critical 
because the Board needs increased storage capacity for the data essential to its mission. As 
currently planned, the relocation of the Board's data center will overlap with the Martin Building 
project, creating an additional challenge as the Board attempts to oversee and manage both 
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projects. In addition to managing these projects, the Board will have to adapt its space-planning 
and leasing activities due to the Martin Building project. The Board will need to manage the 
swing space acquired to accommodate its significant workforce growth as well as staff members 
displaced from the Martin Building during the construction period. 

Martin Building Renovation and Construction 

The Martin Building renovation and construction project is one of the Board's largest contracting 
efforts, and it will require an estimated $280 million expenditure. The concept for the project 
began shortly after the events of September 11, 2001. Since the original concept was developed, 
the Martin Building project has gone through a lengthy design phase, primarily due to significant 
scope changes. In addition, project management has been complicated by changes in the Board's 
organizational structure and leadership. 

The Martin Building renovation and construction project is a complex undertaking with 
significant implementation risks and challenges that the Board must manage. These risks 
include scope changes, cost management, and disruption to staff members during the 
renovation. Delays during construction could lead to contractor claims and increased costs for 
the Board due to the size of the construction contract and the nature of construction work. 
Many parties are involved in the construction life cycle process, and interdependencies exist. 
As a result, delays could cascade and affect the timing and sequencing of others' work. 

In September 2012, the Martin Building project team presented an overall conceptual 
construction cost estimate of $179.9 million to the Committee on Board Affairs. The project was 
approved as a strategic plan project, and the capital portions of the project are currently included 
as a multiyear capital project in the Board's 2013 Budget as Approved by the Board of 
Governors. Our audit of this conceptual construction cost estimate identified opportunities for 
the Board to improve its recordkeeping, cost estimation, and cost management processes for the 
Martin Building project. 

Agency Actions 

Since 2011, the Board has hired personnel with construction experience. In addition to 
the project team, an executive team and the Executive Oversight Group were 
established to be strategic advisors to the Martin Building renovation and construction 
project. The project team purchased software that provides collaboration, project 
management, and information management applications specifically for the 
architectural, engineering, design, and construction business sector. In addition, the 
project team is currently maintaining files initiated by the former project manager to 
fulfill contracting officer technical representative and project recordkeeping 
responsibilities. After receiving independent cost reviews, a stated cost limitation was 
established with the architectural and engineering firm, and the firm submitted cost
saving items to aid in cost management. 
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Relocation of the Board's Data Center 

A key consideration of the Martin Building renovation and construction project is the future of 
the data center. The Board has undertaken a multiyear project to move its data center from the 
Martin Building to the Baltimore Branch of the Federal Reserve Bank of Richmond. The Board 
is relocating the data center because the growing number of file servers, network racks, and 
network switches has dramatically increased the footprint of data center operations. Critical 
subsystems for cooling and power have exceeded their capacity. The data center relocation is a 
major element of the third theme in the Board's Strategic Framework 201_2-J 5, and the 
multi year data center project is composed of four overlapping phases, with completion scheduled 
for December 2015. 

Relocating the Board's data center within the approved budget and schedule will pose challenges 
to the Board. The start of the Martin Building renovation and construction project is contingent 
on completion of the data center relocation. The construction phase of the data center relocation 
project has an aggressive schedule with several identified risk areas. The initial planning 
schedules for the Martin Building project and the completion of the data center project have a 
six-month overlap; therefore, delays in the data center schedule could affect the Martin Building 
project. The Board's data center operates 24 hours a day, 365 days a year, to monitor the 
operation of the Board's mainframe and the status of the file servers and other critical 
components of the Board's distributed network. The data center provides the infrastructure that 
makes data and IT available to the Board and to the Federal Reserve System for monetary policy, 
financial supervision, consumer protection, and economic research purposes. 

The Board has approved $201.5 million as the overall budget for the project. The budget was 
based on a 10-year total cost of ownership estimate based on a rough order of magnitude. As the 
actual build-out work begins, additional changes and cost increases are possible, which could 
potentially affect the budget. 

Agency Actions 

The Federal Reserve Bank of Richmond is responsible for the build-out of the data 
center, and it designated a project manager to oversee the project. The Board designated a 
program manager and a project manager, both within the Division of IT, to oversee the 
project in coordination with a team composed of members with experience in IT, 
procurement, and financial management, among other areas. There is also an Executive 
Oversight Group that oversees and provides guidance on the project and ensures that the 
Board's strategic objectives are being met. 

Space Planning and Leasing 

The Board currently occupies space in several buildings in Washington, DC. The Board's overall 
staffing level has grown significantly over the last several years, and continued growth is 
expected in some of its divisions. The Board is challenged with accommodating both the 
expected growth of its workforce and the placement of staff members in swing space due to the 
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Martin Building renovation and construction project, while also effectively managing its existing 
real property assets. 

The Board acknowledges the need to focus on its long-term space requirements while also 
considering, in the context of its strategic framework, factors such as the current space 
environment, building location limitations, the projected growth of the organization, 
technological requirements, the implications oftelework, and the operational effects and life 
cycle costs of all options. Considering these factors will help the Board to develop a meaningful 
approach for the mos_t efficient and effective use of space. 

Agency Actions 

The Board signed a 10-year lease for swing space to relocate staff members displaced by 
the Martin Building renovation. To accommodate anticipated growth in some divisions, 
the Board plans to retain that space after the renovation is complete. Recognizing that it 
needs to take a more consistent approach to space planning, the Board is developing a 
standard process for allocating and managing its space. The Board is also developing a 
strategic master plan for space planning, and it contracted for real estate advisory services 
to assist with this effort. This plan is intended to inform the decisions of the Board's 
senior leadership regarding the Board's space needs. 

Management Challenge 5: Information Security 

GAO continues to include as a priority for federal agencies the protection of information systems 
and the nation's cybercritical infrastructures. The 010 has also identified information security as 
a major management challenge for the Board. Management should place a high priority on 
implementing new federal requirements for developing a Boardwide continuous monitoring 
program and a Boardwide risk management program. In addition, the Board is challenged to 
ensure that information systems and services provided by third-party providers, including the 
Federal Reserve Banks, meet the requirements of the Federal Information Security Management 
Act of 2002 (FISMA) and the Board's information security program. 

Continuous Monitoring of Information Security 

Implementing Boardwide continuous monitoring of information security that complies with 
National Institute for Standards and Technology {NIST) requirements will pose challenges for 
the Board. NIST requires that agencies establish a continuous monitoring strategy and implement 
a continuous monitoring program that includes a configuration management process for the 
information system and its constituent components, a determination of the security impact of 
changes to the information system and the environment of operation, ongoing security control 
assessments in accordance with the organizational continuous monitoring strategy, and a 
reporting of the security state of the information system to appropriate organizational officials. 
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NIST Special Publication 800-13 7, Information Security Continuous Monitoring (ISCM) for 
Federal Information Systems and Organizations (SP 800-137), states that at the mission/business 
processes tier, the organization needs to establish the minimum frequency with which each 
security control or metric is to be assessed or monitored. Frequencies need to be established 
across all organizational systems and common controls. SP 800-13 7 states that the organization
wide information security continuous monitoring strategy and associated policy should be 
developed at the organizational tier, with general procedures for implementation at the mission 
or business tier. OIG reports have identified that the Board's Chief Information Officer has 
continued to make progress in implementing a continuous monitoring program; however, the 
Chief Information Officer should finalize policies and procedures, establish metrics, and define 
the frequency of monitoring. 

Agency Actions 

The Board's Information Security Officer (ISO) outlined a strategic plan for the Board 
and has made progress in implementing NIST guidance. The initial plan for continuous 
monitoring was developed in 2011 and was updated in August 2012 to include additional 
continuous monitoring automation tools and to provide more detailed implementation 
status information. In August 2013, the ISO evolved the continuous monitoring strategy 
into an Information Security Continuous Monitoring Program document, which 
discusses three primary activities: continuous monitoring automation, manual processes, 
and key metrics. Lastly, the ISO developed a draft version of the continuous monitoring 
standard. 

Risk Management 

Implementing Boardwide risk management will pose challenges to the Board. Although the 
majority of the Board's computing environment is managed by the Division of IT, NIST requires 
that the risk management program be expanded to address and cover all aspects of the Board's 
computing environments within all divisions' missions and business processes. 

FISMA requires organizations to develop and implement an organization-wide information 
security program for the information and the information systems that support the operations and 
assets of the organization, including those provided or managed by another organization, a 
contractor, or another source. NIST Special Publication 800-37, Revision 1, Guide/or Applying 
the Risk Management Framework to Federal Information Systems, expands the concept of risk 
management and covers a strategic-to-tactical organizational approach to risk management. NIST 
Special Publication 800-39, Managing Information Security Risk, states that it is imperative that 
leaders and managers at all levels understand their responsibilities and are held accountable for 
managing information security risk-that is, the risk associated with the operation and use of 
information systems that support the mission and business functions of their organizations. OIG 
reports have identified that the Board's Chief Information Officer has continued to make 
progress in implementing a risk management program; however, the program still needs to be 
implemented Boardwide. 
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Agency Actions 

The ISO developed the Risk Management Program and Risk Assessment Guide to 
enhance the original risk assessment framework initiative. 

Reliance on the Federal Reserve Banks and Third-Party Providers 

The Board will be challenged to ensure that information systems and services provided by third
party providers, including systems supported by the Federal Reserve Banks while they transition 
to a NIST-based information security program, meet FISMA requirements. FISMA requires 
agencies to provide information security for the information and information systems that 
support the operations and assets of the agency, including those provided or managed by another 
agency, a contractor, or another source. The Board's information security program requires third 
parties, including Federal Reserve Banks, other agencies, and commercial providers, to use 
appropriate security controls to protect Board-provided information and services. The level of 
controls provided by third parties must be comparable to the controls provided for in NIST 
requirements. 

The Board is part of the Federal Reserve System and relies on some services provided through 
the Federal Reserve Banks; however, the Federal Reserve Banks are not bound by the 
requirements of FISMA. We have issued information security control review reports to the 
Board that identified services provided by third-party providers, including Federal Reserve 
Banks, that did not meet the Board's information security requirements. 

Agency Actions 

The Federal Reserve System is currently implementing NIST guidance as the strategic 
direction for the Federal Reserve Bank information security program. The information 
security program defines the rules, such as the security objectives and control 
requirements, and the risk management process that help the Federal Reserve System 
manage information security risk. 

The ISO performs onsite security reviews of Federal Reserve Bank systems that store or 
process Board data to ensure that the systems are meeting the requirements of the Board's 
information security program. The ISO has developed a security policy that applies to all 
third parties that collect or maintain Board information or those that operate or use 
information systems on behalf of the Board. The ISO also published an inventory guide 
that outlines how the Board accounts for all information assets and tracks the security 
compliance of all systems, including systems used or operated by third parties on behalf 
of the Board. 
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Attachment 2 

Board Management Challenges: 
Crosswalk to Ongoing and Planned OIG Work 

Management Challenge 1: Continuing to Implement a Financial Stability Regulatory and Supervisory 
Framework 

Ongoing work 

• Evaluation of the Federal Reserve's Supervisory 
Activities Related to the Loss at JPMorgan 
Chase & Co.'s Chief Investment Office 

• Evaluation of the Division of Banking 
Supervision and Regulation's Model Risk 
Management Practices for Models Used in 
Support of the Annual Comprehensive Capital 
Analysis and Review 

Management Challenge 2 : Human Capital 

Ongoing work 

• Audit of the Board's Diversity and Inclusion 
Processes 

Management Challenge 3: Board Governance 

Ongoing work 

None 

Planned work for 2014 

• Audit of the Board's Process for Supervisory 
Assessments of Large Bank Holding 
Companies and Savings and Loan Holding 
Companies 

• Evaluation of the Board's Continuous 
Monitoring Supervisory Tool 

• Evaluation of Systemically Important Financial 
Institutions Supervision Teams: Preserving and 
Transferring Institutional Knowledge Within and 
Between Supervisory Teams 

• Audit of the Board's C-SCAPE Project 

Planned work for 2014 

• Evaluation of Systemically Important Financial 
Institutions Supervision Teams: Preserving and 
Transferring Institutional Knowledge W ithin and 
Between Supervisory Teams 

Planned work for 2014 

• Audit of the Board's Data Governance 
• Audit of the Board's Strategic Plan 

Implementation and Governance 

Management Challenge 4 : Capital Improvement Projects 

Ongoing work 

• Audit of the Board's Data Center Relocation
Phase 2 

1 

Planned work for 2014 

• Follow-Up on Martin Building Audit 



Management Challenge 5: Information Security 

Ongoing work 

• 2014 Audit of the Board's lnfonnation Security 
Program 

• Audit of the Board's STAR Modernization 
Project 

• Audit of the Board's lnfonnation Technology 
Contingency Planning and Continuity of 
Operations Program 

• Security Control Review of the C-SCAPE 
System 
Audit of the lnfonnation System Security Life 
Cycle Process 

Planned work for 2014 

• Board Security Control Reviews 

• Vulnerability Scanning 

Source: Office of Inspector General, Work Plan, updated September 5, 2014. The OIG's current Work Plan is available at 
http://oig.federalreserve.govlreports/work-plan.htm. 

2 



Español | Other Languages

Enter search terms...  Search
U.S. Equal Employment
Opportunity Commission

Federal Sector

Overview

Federal Employees
& Applicants

Federal EEO
Coordination

Federal Agency
EEO Directors

Laws, Regulations &
Guidance

Management
Directives & Federal
Sector Guidance

Federal Sector
Alternative Dispute
Resolution

Federal Sector
Reports

Appellate Decisions

Digest of EEO Law

Federal Sector EEO
Portal (FedSEP)

Form 462 Reporting

Federal Training &
Outreach

    

Home > Federal Agencies > Form 462

462 Data Collection Resources

The Office of Federal Operations (OFO) produces an Annual Report on the Federal
Workforce that includes, among other data, information on federal equal employment
opportunity complaints and ADR activities. This data is collected from each agency in the
Annual Federal Equal Employment Opportunity Statistical Report of Discrimination
Complaints (EEOC Form 462). Federal agency administrators upload data into the EEOC
Federal Sector EEO Portal (FedSEP) provided by EEOC and which is not accessible to the
general public but only to authorized federal agency administrators. OFO also produces an
Instruction Manual which provides detailed information pertaining to the form which aids in
understanding the data that must be submitted (rather than entered). Questions concerning
the EEOC Form 462 report or Instruction Manual may be sent to the email address
form462.form462@eeoc.gov.

Privacy Policy | Disclaimer | USA.Gov

Home About EEOC Employees & Applicants Employers Federal Agencies

Contact Us

462 Data Collection Resources http://www.eeoc.gov/federal/form462/

1 of 1 2/26/2015 5:24 PM



Purpose (6) (5) 
Source Obtained from http://www.census.gov/people/eeotabulation/data/eeotables20062010.html 

Scope 2006-'""20=1=0=E=.3=·=54""-'-=============-==,-~-
Conclusion (6) (5) -



Balance of 
not Hispanic 
or Latino

White alone 
Hispanic or 
Latino

A l other 
Hispanic or 
Latino

White alone Black or 
African 
American 
alone

American 
Indian and 
Alaska 
Native alone

Asian alone Native 
Hawa ian 
and Other 
Pac fic 
Islander 
alone 

White and 
Black

Wh te and 
AIAN

White and 
Asian

Black and 
AIAN

NHPI and 
White 
(Hawaii 
only)

NHPI and 
Asian 
(Hawaii 
only)

NHPI and 
Asian and 
Wh te 
(Hawa i 
only)

13,249,225 9,207,885 ######### 17,469,155 894,065 7,426,010 234,435 330,745 633,080 416,890 116,805 (X) (X) (X) 780,775
8.6% 6.0% 67.00% 11.3% 0.6% 4.8% 0.2% 0.2% 0.4% 0.3% 0.1% (X) (X) (X) 0.5%
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14 385 6 795 140 980 22 425 1 050 8 440 310 470 455 510 225 (X) (X) (X) 720
4.3% 2.1% 42.6% 6.8% 0.3% 2.5% 0.1% 0.1% 0.1% 0.2% 0.1% (X) (X) (X) 0.2%

1 755 860 34 945 4 360 180 1 085 100 105 110 135 40 (X) (X) (X) 80
4.0% 2.0% 79.9% 10.0% 0.4% 2.5% 0.2% 0.2% 0.3% 0.3% 0.1% (X) (X) (X) 0.2%

860 470 16 965 1 840 70 490 30 0 70 70 0 (X) (X) (X) 75
2.0% 1.1% 38.8% 4.2% 0.2% 1.1% 0.1% 0.0% 0.2% 0.2% 0.0% (X) (X) (X) 0.2%

895 390 17 975 2 520 110 590 70 105 45 70 40 (X) (X) (X) 4
2.0% 0.9% 41.1% 5.8% 0.3% 1.3% 0.2% 0.2% 0.1% 0.2% 0.1% (X) (X) (X) 0.0%

12 410 7 760 198 630 9 510 785 10 890 180 270 870 555 55 (X) (X) (X) 605
5.1% 3.2% 81.9% 3.9% 0.3% 4.5% 0.1% 0.1% 0.4% 0.2% 0.0% (X) (X) (X) 0.2%

10 215 5 940 165 495 6 700 545 7 575 170 200 710 375 55 (X) (X) (X) 430
4.2% 2.4% 68.2% 2.8% 0.2% 3.1% 0.1% 0.1% 0.3% 0.2% 0.0% (X) (X) (X) 0.2%

2 195 1 820 33 135 2 810 240 3 315 10 70 160 180 0 (X) (X) (X) 175
0.9% 0.8% 13.7% 1.2% 0.1% 1.4% 0.0% 0.0% 0.1% 0.1% 0.0% (X) (X) (X) 0.1%

9 040 3 390 151 395 16 150 920 8 215 150 320 575 435 110 (X) (X) (X) 705
4.7% 1.8% 79.1% 8.4% 0.5% 4.3% 0.1% 0.2% 0.3% 0.2% 0.1% (X) (X) (X) 0.4%

4 890 1 625 86 815 6 670 405 4 535 135 80 295 270 70 (X) (X) (X) 355
2.6% 0.8% 45.4% 3.5% 0.2% 2.4% 0.1% 0.0% 0.2% 0.1% 0.0% (X) (X) (X) 0.2%

Purchasing managers 0150 (SOC 11-3061)   Number 106 150
Purchasing managers 0150 (SOC 11-3061)   Percent 55.5%

Purchasing managers 0150 (SOC 11-3061)   Percent 100.0%
Purchasing managers 0150 (SOC 11-3061) Male

Purchasing managers 0150 (SOC 11-3061) Total  both sexes
Purchasing managers 0150 (SOC 11-3061)   Number 191 400

Industrial production managers 0140 (SOC 11-3051)   Number 44 105
Industrial production managers 0140 (SOC 11-3051)   Percent 18.2%

Industrial production managers 0140 (SOC 11-3051)   Percent 81.8%
Industrial production managers 0140 (SOC 11-3051) Female

Industrial production managers 0140 (SOC 11-3051) Male
Industrial production managers 0140 (SOC 11-3051)   Number 198 415

Industrial production managers 0140 (SOC 11-3051)   Number 242 520
Industrial production managers 0140 (SOC 11-3051)   Percent 100.0%

Training and development managers 0137 (SOC 11-3131)   Percent 52.1%
Industrial production managers 0140 (SOC 11-3051) Total  both sexes

Training and development managers 0137 (SOC 11-3131) Female
Training and development managers 0137 (SOC 11-3131)   Number 22 810

Training and development managers 0137 (SOC 11-3131)   Number 20 940
Training and development managers 0137 (SOC 11-3131)   Percent 47.9%

Training and development managers 0137 (SOC 11-3131)   Percent 100.0%
Training and development managers 0137 (SOC 11-3131) Male

Training and development managers 0137 (SOC 11-3131) Total  both sexes
Training and development managers 0137 (SOC 11-3131)   Number 43 755

Human resources managers 0136 (SOC 11-3121)   Number 196 760
Human resources managers 0136 (SOC 11-3121)   Percent 59.4%

Human resources managers 0136 (SOC 11-3121)   Percent 40.6%
Human resources managers 0136 (SOC 11-3121) Female

Human resources managers 0136 (SOC 11-3121) Male
Human resources managers 0136 (SOC 11-3121)   Number 134 365

Human resources managers 0136 (SOC 11-3121)   Number 331 125
Human resources managers 0136 (SOC 11-3121)   Percent 100.0%

Compensation and benefits managers 0135 (SOC 11-   Percent 78.2%
Human resources managers 0136 (SOC 11-3121) Total  both sexes

Compensation and benefits managers 0135 (SOC 11- Female
Compensation and benefits managers 0135 (SOC 11-   Number 21,895

Compensation and benefits managers 0135 (SOC 11-   Number 6,115
Compensation and benefits managers 0135 (SOC 11-   Percent 21.8%

Compensation and benefits managers 0135 (SOC 11-   Percent 100.0%
Compensation and benefits managers 0135 (SOC 11- Male

Compensation and benefits managers 0135 (SOC 11- Total  both sexes
Compensation and benefits managers 0135 (SOC 11-   Number 28 010

Financial managers 0120 (SOC 11-3031)   Number 596 500
Financial managers 0120 (SOC 11-3031)   Percent 53.8%

Financial managers 0120 (SOC 11-3031)   Percent 46.2%
Financial managers 0120 (SOC 11-3031) Female

Financial managers 0120 (SOC 11-3031) Male
Financial managers 0120 (SOC 11-3031)   Number 512 305

Financial managers 0120 (SOC 11-3031)   Number 1 108 810
Financial managers 0120 (SOC 11-3031)   Percent 100.0%

Computer and information systems managers 0110 (SOC   Percent 29.9%
Financial managers 0120 (SOC 11-3031) Total  both sexes

Computer and information systems managers 0110 (SOC Female
Computer and information systems managers 0110 (SOC   Number 144 385

Computer and information systems managers 0110 (SOC   Number 338 130
Computer and information systems managers 0110 (SOC   Percent 70.1%

Computer and information systems managers 0110 (SOC   Percent 100.0%
Computer and information systems managers 0110 (SOC Male

Computer and information systems managers 0110 (SOC Total, both sexes
Computer and information systems managers 0110 (SOC   Number 482 515

Administrative services managers 0100 (SOC 11-3011)   Number 38 660
Administrative services managers 0100 (SOC 11-3011)   Percent 34.8%

Administrative services managers 0100 (SOC 11-3011)   Percent 65.2%
Administrative services managers 0100 (SOC 11-3011) Female

Administrative services managers 0100 (SOC 11-3011) Male
Administrative services managers 0100 (SOC 11-3011)   Number 72 410

Administrative services managers 0100 (SOC 11-3011)   Number 111 065
Administrative services managers 0100 (SOC 11-3011)   Percent 100.0%

Public relations and fundraising managers 0060 (SOC 11-   Percent 60.1%
Administrative services managers 0100 (SOC 11-3011) Total  both sexes

Public relations and fundraising managers 0060 (SOC 11- Female
Public relations and fundraising managers 0060 (SOC 11-   Number 34 525

Public relations and fundraising managers 0060 (SOC 11-   Number 22 880
Public relations and fundraising managers 0060 (SOC 11-   Percent 39.9%

Public relations and fundraising managers 0060 (SOC 11-   Percent 100.0%
Public relations and fundraising managers 0060 (SOC 11- Male

Public relations and fundraising managers 0060 (SOC 11- Total  both sexes
Public relations and fundraising managers 0060 (SOC 11-   Number 57 405

Marketing and sales managers 0050 (SOC 11-2020)   Number 382 860
Marketing and sales managers 0050 (SOC 11-2020)   Percent 44.0%

Marketing and sales managers 0050 (SOC 11-2020)   Percent 56.0%
Marketing and sales managers 0050 (SOC 11-2020) Female

Marketing and sales managers 0050 (SOC 11-2020) Male
Marketing and sales managers 0050 (SOC 11-2020)   Number 488 260

Marketing and sales managers 0050 (SOC 11-2020)   Number 871 120
Marketing and sales managers 0050 (SOC 11-2020)   Percent 100.0%

Advertising and promotions managers 0040 (SOC 11-   Percent 54.8%
Marketing and sales managers 0050 (SOC 11-2020) Total  both sexes

Advertising and promotions managers 0040 (SOC 11- Female
Advertising and promotions managers 0040 (SOC 11-   Number 33 630

Advertising and promotions managers 0040 (SOC 11-   Number 27 745
Advertising and promotions managers 0040 (SOC 11-   Percent 45.2%

Advertising and promotions managers 0040 (SOC 11-   Percent 100.0%
Advertising and promotions managers 0040 (SOC 11- Male

Advertising and promotions managers 0040 (SOC 11- Total  both sexes
Advertising and promotions managers 0040 (SOC 11-   Number 61 375

General and operations managers 0020 (SOC 11-1021)   Number 283 200
General and operations managers 0020 (SOC 11-1021)   Percent 29.2%

General and operations managers 0020 (SOC 11-1021)   Percent 70.8%
General and operations managers 0020 (SOC 11-1021) Female

General and operations managers 0020 (SOC 11-1021) Male
General and operations managers 0020 (SOC 11-1021)   Number 686 620

General and operations managers 0020 (SOC 11-1021)   Number 969 820
General and operations managers 0020 (SOC 11-1021)   Percent 100.0%

Chief executives and legislators 0010 (SOC 11-10XX)   Percent 22.2%
General and operations managers 0020 (SOC 11-1021) Total  both sexes

Chief executives and legislators 0010 (SOC 11-10XX) Female
Chief executives and legislators 0010 (SOC 11-10XX)   Number 257 150

Total, all occupations   Number #########
Total  all occupations   Percent 100.0%

Hispanic or Latino Not Hispanic or Latino, one race Not Hispanic or Latino, two or more races

Total  all occupations Total  both sexes

EEO-ALL01R-Geography-United StatesEstimate-Estimate  EEO 1r. Detailed 
EEO Tabulation 2006-2010 (5-year ACS data)

The EEO Tabulation is sponsored by 
four Federal agencies consisting of 

Occupation Code Subject

Total, race 
and 
ethnicity

Chief executives and legislators 0010 (SOC 11-10XX)   Number 901,735
Chief executives and legislators 0010 (SOC 11-10XX)   Percent 77.8%

Chief executives and legislators 0010 (SOC 11-10XX)   Percent 100.0%
Chief executives and legislators 0010 (SOC 11-10XX) Male

Chief executives and legislators 0010 (SOC 11-10XX) Total  both sexes
Chief executives and legislators 0010 (SOC 11-10XX)   Number 1,158,885

Total  all occupations   Number 72 714 390
Total  all occupations   Percent 47.2%

Total  all occupations   Percent 52.8%
Total  all occupations Female

Total  all occupations Male
Total  all occupations   Number 81 323 085



4 150 1 765 64 575 9 475 515 3 680 15 240 280 165 40 (X) (X) (X) 350
2.2% 0.9% 33.7% 5.0% 0.3% 1.9% 0.0% 0.1% 0.1% 0.1% 0.0% (X) (X) (X) 0.2%

16 570 10 635 171 210 20 295 1 220 7 325 650 220 770 525 75 (X) (X) (X) 825
7.2% 4.6% 74.3% 8.8% 0.5% 3.2% 0.3% 0.1% 0.3% 0.2% 0.0% (X) (X) (X) 0.4%

13 780 9 040 141 480 15 470 910 5 680 430 200 640 445 65 (X) (X) (X) 600
6.0% 3.9% 61.4% 6.7% 0.4% 2.5% 0.2% 0.1% 0.3% 0.2% 0.0% (X) (X) (X) 0.3%

2 795 1 595 29 730 4 825 310 1 650 220 20 130 75 10 (X) (X) (X) 225
1.2% 0.7% 12.9% 2.1% 0.1% 0.7% 0.1% 0.0% 0.1% 0.0% 0.0% (X) (X) (X) 0.1%

19 135 13 295 617 105 6 110 3 010 7 600 245 440 2 900 435 40 (X) (X) (X) 1 240
2.8% 2.0% 91.9% 0.9% 0.4% 1.1% 0.0% 0.1% 0.4% 0.1% 0.0% (X) (X) (X) 0.2%

16 690 11 465 526 065 5 330 2 445 5 555 115 280 2 270 280 30 (X) (X) (X) 815
2.5% 1.7% 78.3% 0.8% 0.4% 0.8% 0.0% 0.0% 0.3% 0.0% 0.0% (X) (X) (X) 0.1%

2 445 1 830 91 040 775 565 2 045 130 160 630 160 10 (X) (X) (X) 425
0.4% 0.3% 13.6% 0.1% 0.1% 0.3% 0.0% 0.0% 0.1% 0.0% 0.0% (X) (X) (X) 0.1%

51 260 30 000 749 580 31 495 4 035 16 895 770 755 4 530 1 455 305 (X) (X) (X) 2 855
5.7% 3.4% 83.9% 3.5% 0.5% 1.9% 0.1% 0.1% 0.5% 0.2% 0.0% (X) (X) (X) 0.3%

47,455 27,910 698,010 28,275 3,695 14,995 655 700 4,185 1,275 280 (X) (X) (X) 2,605
5.3% 3.1% 78.1% 3.2% 0.4% 1.7% 0.1% 0.1% 0.5% 0.1% 0.0% (X) (X) (X) 0.3%

3,805 2,095 51,565 3,220 335 1,900 115 55 345 180 25 (X) (X) (X) 255
0.4% 0.2% 5.8% 0.4% 0.0% 0.2% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

40 635 21 925 635 685 113 070 4 570 21 575 690 1 640 2 850 1 945 915 (X) (X) (X) 3 135
4.8% 2.6% 74.9% 13.3% 0.5% 2.5% 0.1% 0.2% 0.3% 0.2% 0.1% (X) (X) (X) 0.4%

13 175 6 810 240 565 34 235 1 335 7 580 200 605 920 800 225 (X) (X) (X) 1 020
1.6% 0.8% 28.3% 4.0% 0.2% 0.9% 0.0% 0.1% 0.1% 0.1% 0.0% (X) (X) (X) 0.1%

27 460 15 115 395 120 78 835 3 230 13 995 490 1 035 1 930 1 145 690 (X) (X) (X) 2 115
3.2% 1.8% 46.6% 9.3% 0.4% 1.6% 0.1% 0.1% 0.2% 0.1% 0.1% (X) (X) (X) 0.2%

4 040 1 940 120 975 4 125 350 13 495 20 205 450 440 20 (X) (X) (X) 535
2.8% 1.3% 82.5% 2.8% 0.2% 9.2% 0.0% 0.1% 0.3% 0.3% 0.0% (X) (X) (X) 0.4%

3 615 1 760 112 325 3 265 345 12 010 10 130 385 395 20 (X) (X) (X) 405
2.5% 1.2% 76.6% 2.2% 0.2% 8.2% 0.0% 0.1% 0.3% 0.3% 0.0% (X) (X) (X) 0.3%

425 175 8 650 855 4 1 485 10 70 65 40 0 (X) (X) (X) 130
0.3% 0.1% 5.9% 0.6% 0.0% 1.0% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.1%

83 270 54 995 630 060 80 870 4 040 90 080 1 525 2 030 3 455 3 275 440 (X) (X) (X) 4 710
8.7% 5.7% 65.7% 8.4% 0.4% 9.4% 0.2% 0.2% 0.4% 0.3% 0.0% (X) (X) (X) 0.5%

47 055 31 095 331 720 36 720 1 650 53 055 800 895 1 600 1 895 250 (X) (X) (X) 2 655
4.9% 3.2% 34.6% 3.8% 0.2% 5.5% 0.1% 0.1% 0.2% 0.2% 0.0% (X) (X) (X) 0.3%

36 215 23 900 298 340 44 150 2 390 37 025 725 1 135 1 855 1 380 190 (X) (X) (X) 2 055
3.8% 2.5% 31.1% 4.6% 0.2% 3.9% 0.1% 0.1% 0.2% 0.1% 0.0% (X) (X) (X) 0.2%

905 675 14 025 1 400 1 220 585 20 10 245 45 0 (X) (X) (X) 65
4.7% 3.5% 73.1% 7.3% 6.4% 3.0% 0.1% 0.1% 1.3% 0.2% 0.0% (X) (X) (X) 0.3%

575 330 8 985 730 535 350 0 10 150 15 0 (X) (X) (X) 45
3.0% 1.7% 46.8% 3.8% 2.8% 1.8% 0.0% 0.1% 0.8% 0.1% 0.0% (X) (X) (X) 0.2%

330 345 5 040 670 685 240 20 0 100 25 0 (X) (X) (X) 20
1.7% 1.8% 26.3% 3.5% 3.6% 1.3% 0.1% 0.0% 0.5% 0.1% 0.0% (X) (X) (X) 0.1%

8 015 5 030 98 850 10 945 960 16 480 435 295 525 230 25 (X) (X) (X) 1 595
5.6% 3.5% 68.9% 7.6% 0.7% 11.5% 0.3% 0.2% 0.4% 0.2% 0.0% (X) (X) (X) 1.1%

3 940 2 120 47 240 4 325 390 10 575 215 100 305 135 10 (X) (X) (X) 730
2.7% 1.5% 32.9% 3.0% 0.3% 7.4% 0.1% 0.1% 0.2% 0.1% 0.0% (X) (X) (X) 0.5%

4 075 2 910 51 610 6 620 570 5 900 220 195 220 95 10 (X) (X) (X) 865
2.8% 2.0% 36.0% 4.6% 0.4% 4.1% 0.2% 0.1% 0.2% 0.1% 0.0% (X) (X) (X) 0.6%

26 495 12 850 400 545 60 385 2 555 24 545 520 585 1 805 945 355 (X) (X) (X) 2 350
5.0% 2.4% 75.0% 11.3% 0.5% 4.6% 0.1% 0.1% 0.3% 0.2% 0.1% (X) (X) (X) 0.4%

8 830 3 565 120 660 16 545 705 8 925 75 165 560 300 30 (X) (X) (X) 715
1.7% 0.7% 22.6% 3.1% 0.1% 1.7% 0.0% 0.0% 0.1% 0.1% 0.0% (X) (X) (X) 0.1%

17 665 9 285 279 880 43 840 1 845 15 620 440 420 1 245 650 325 (X) (X) (X) 1 635
3.3% 1.7% 52.4% 8.2% 0.3% 2.9% 0.1% 0.1% 0.2% 0.1% 0.1% (X) (X) (X) 0.3%

730 165 15 425 410 15 2 235 45 120 65 135 0 (X) (X) (X) 130
3.7% 0.8% 79.2% 2.1% 0.1% 11.5% 0.2% 0.6% 0.3% 0.7% 0.0% (X) (X) (X) 0.7%

490 45 9 490 215 4 1 375 45 45 30 45 0 (X) (X) (X) 125
2.5% 0.2% 48.7% 1.1% 0.0% 7.1% 0.2% 0.2% 0.2% 0.2% 0.0% (X) (X) (X) 0.6%

240 120 5 935 195 10 860 0 70 35 90 0 (X) (X) (X) 4
1.2% 0.6% 30.5% 1.0% 0.1% 4.4% 0.0% 0.4% 0.2% 0.5% 0.0% (X) (X) (X) 0.0%

36 115 24 680 424 685 44 235 3 120 17 665 865 995 2 755 1 430 455 (X) (X) (X) 2 235
6.5% 4.4% 75.9% 7.9% 0.6% 3.2% 0.2% 0.2% 0.5% 0.3% 0.1% (X) (X) (X) 0.4%

15 585 11 785 215 215 17 715 1 375 9 255 345 315 1 245 695 180 (X) (X) (X) 985
2.8% 2.1% 38.5% 3.2% 0.2% 1.7% 0.1% 0.1% 0.2% 0.1% 0.0% (X) (X) (X) 0.2%

20,530 12,890 209,470 26,520 1,745 8,410 520 680 1,510 735 270 (X) (X) (X) 1,250
3.7% 2.3% 37.5% 4.7% 0.3% 1.5% 0.1% 0.1% 0.3% 0.1% 0.0% (X) (X) (X) 0.2%

14,245 8,905 241,630 43,440 2,670 9,355 300 885 1,455 860 345 (X) (X) (X) 1,625
4.4% 2.7% 74.2% 13.3% 0.8% 2.9% 0.1% 0.3% 0.4% 0.3% 0.1% (X) (X) (X) 0.5%

4 385 3 010 80 860 13 655 805 3 335 50 300 460 185 65 (X) (X) (X) 345
1.3% 0.9% 24.8% 4.2% 0.2% 1.0% 0.0% 0.1% 0.1% 0.1% 0.0% (X) (X) (X) 0.1%

9 860 5 900 160 770 29 785 1 865 6 020 250 585 995 675 280 (X) (X) (X) 1 275
3.0% 1.8% 49.4% 9.1% 0.6% 1.8% 0.1% 0.2% 0.3% 0.2% 0.1% (X) (X) (X) 0.4%

130 50 2 645 340 15 35 0 15 0 4 15 (X) (X) (X) 50
3.9% 1.5% 80.3% 10.3% 0.5% 1.1% 0.0% 0.5% 0.0% 0.1% 0.5% (X) (X) (X) 1.5%

70 50 1 745 205 15 35 0 0 0 4 0 (X) (X) (X) 15
2.1% 1.5% 53.0% 6.2% 0.5% 1.1% 0.0% 0.0% 0.0% 0.1% 0.0% (X) (X) (X) 0.5%

60 0 900 135 0 0 0 15 0 0 15 (X) (X) (X) 35
1.8% 0.0% 27.3% 4.1% 0.0% 0.0% 0.0% 0.5% 0.0% 0.0% 0.5% (X) (X) (X) 1.1%

161 540 81 980 2 494 480 225 570 13 515 162 745 3 285 4 530 11 695 9 150 2 315 (X) (X) (X) 13 030
5.1% 2.6% 78.3% 7.1% 0.4% 5.1% 0.1% 0.1% 0.4% 0.3% 0.1% (X) (X) (X) 0.4%

104 970 51 875 1 662 640 116 705 7 810 104 920 2 070 2 530 7 115 5 115 1 135 (X) (X) (X) 7 645
3.3% 1.6% 52.2% 3.7% 0.2% 3.3% 0.1% 0.1% 0.2% 0.2% 0.0% (X) (X) (X) 0.2%

56 570 30 105 831 840 108 865 5 710 57 825 1 210 2 000 4 580 4 035 1 180 (X) (X) (X) 5 390
1.8% 0.9% 26.1% 3.4% 0.2% 1.8% 0.0% 0.1% 0.1% 0.1% 0.0% (X) (X) (X) 0.2%

3 105 1 935 33 905 5 115 220 1 680 100 175 180 250 10 (X) (X) (X) 325
6.6% 4.1% 72.1% 10.9% 0.5% 3.6% 0.2% 0.4% 0.4% 0.5% 0.0% (X) (X) (X) 0.7%

1 700 1 435 17 705 3 635 105 765 100 110 70 145 0 (X) (X) (X) 195
3.6% 3.1% 37.7% 7.7% 0.2% 1.6% 0.2% 0.2% 0.1% 0.3% 0.0% (X) (X) (X) 0.4%

1 405 500 16 200 1 480 115 920 0 70 110 105 10 (X) (X) (X) 130
3.0% 1.1% 34.5% 3.1% 0.2% 2.0% 0.0% 0.1% 0.2% 0.2% 0.0% (X) (X) (X) 0.3%

Agents and business managers of artists  performers  and   Number 21 040
Agents and business managers of artists  performers  and   Percent 44.8%

Agents and business managers of artists  performers  and   Percent 55.2%
Agents and business managers of artists  performers  and Female

Agents and business managers of artists  performers  and Male
Agents and business managers of artists  performers  and   Number 25 965

Agents and business managers of artists  performers  and   Number 47 010
Agents and business managers of artists  performers  and   Percent 100.0%

Miscellaneous managers, including funeral service   Percent 34.8%
Agents and business managers of artists  performers  and Total  both sexes

Miscellaneous managers  including funeral service Female
Miscellaneous managers  including funeral service   Number 1 109 305

Miscellaneous managers  including funeral service   Number 2 074 525
Miscellaneous managers, including funeral service   Percent 65.2%

Miscellaneous managers  including funeral service   Percent 100.0%
Miscellaneous managers  including funeral service Male

Miscellaneous managers  including funeral service Total  both sexes
Miscellaneous managers  including funeral service   Number 3 183 835

Emergency management directors 0425 (SOC 11-9161)   Number 1 155
Emergency management directors 0425 (SOC 11-9161)   Percent 35.1%

Emergency management directors 0425 (SOC 11-9161)   Percent 64.9%
Emergency management directors 0425 (SOC 11-9161) Female

Emergency management directors 0425 (SOC 11-9161) Male
Emergency management directors 0425 (SOC 11-9161)   Number 2 140

Emergency management directors 0425 (SOC 11-9161)   Number 3 295
Emergency management directors 0425 (SOC 11-9161)   Percent 100.0%

Social and community service managers 0420 (SOC 11-   Percent 67.0%
Emergency management directors 0425 (SOC 11-9161) Total  both sexes

Social and community service managers 0420 (SOC 11- Female
Social and community service managers 0420 (SOC 11-   Number 218 255

Social and community service managers 0420 (SOC 11-   Number 107 455
Social and community service managers 0420 (SOC 11-   Percent 33.0%

Social and community service managers 0420 (SOC 11-   Percent 100.0%
Social and community service managers 0420 (SOC 11- Male

Social and community service managers 0420 (SOC 11- Total  both sexes
Social and community service managers 0420 (SOC 11-   Number 325,710

Property, real estate, and commun ty association   Number 284,540
Property  real estate  and commun ty association   Percent 50.9%

Property  real estate  and commun ty association   Percent 49.1%
Property  real estate  and commun ty association Female

Property  real estate  and commun ty association Male
Property  real estate  and commun ty association   Number 274 700

Property  real estate  and commun ty association   Number 559 240
Property  real estate  and commun ty association   Percent 100.0%

Natural sciences managers 0360 (SOC 11-9121)   Percent 38.8%
Property  real estate  and commun ty association Total  both sexes

Natural sciences managers 0360 (SOC 11-9121) Female
Natural sciences managers 0360 (SOC 11-9121)   Number 7 565

Natural sciences managers 0360 (SOC 11-9121)   Number 11 915
Natural sciences managers 0360 (SOC 11-9121)   Percent 61.2%

Natural sciences managers 0360 (SOC 11-9121)   Percent 100.0%
Natural sciences managers 0360 (SOC 11-9121) Male

Natural sciences managers 0360 (SOC 11-9121) Total  both sexes
Natural sciences managers 0360 (SOC 11-9121)   Number 19 480

Medical and health services managers 0350 (SOC 11-   Number 372 850
Medical and health services managers 0350 (SOC 11-   Percent 69.8%

Medical and health services managers 0350 (SOC 11-   Percent 30.2%
Medical and health services managers 0350 (SOC 11- Female

Medical and health services managers 0350 (SOC 11- Male
Medical and health services managers 0350 (SOC 11-   Number 161 075

Medical and health services managers 0350 (SOC 11-   Number 533 925
Medical and health services managers 0350 (SOC 11-   Percent 100.0%

Lodging managers 0340 (SOC 11-9081)   Percent 51.1%
Medical and health services managers 0350 (SOC 11- Total, both sexes

Lodging managers 0340 (SOC 11-9081) Female
Lodging managers 0340 (SOC 11-9081)   Number 73 295

Lodging managers 0340 (SOC 11-9081)   Number 70 085
Lodging managers 0340 (SOC 11-9081)   Percent 48.9%

Lodging managers 0340 (SOC 11-9081)   Percent 100.0%
Lodging managers 0340 (SOC 11-9081) Male

Lodging managers 0340 (SOC 11-9081) Total  both sexes
Lodging managers 0340 (SOC 11-9081)   Number 143 375

Gaming managers 0330 (SOC 11-9071)   Number 7 475
Gaming managers 0330 (SOC 11-9071)   Percent 38.9%

Gaming managers 0330 (SOC 11-9071)   Percent 61.1%
Gaming managers 0330 (SOC 11-9071) Female

Gaming managers 0330 (SOC 11-9071) Male
Gaming managers 0330 (SOC 11-9071)   Number 11 720

Gaming managers 0330 (SOC 11-9071)   Number 19 195
Gaming managers 0330 (SOC 11-9071)   Percent 100.0%

Food service managers 0310 (SOC 11-9051)   Percent 46.9%
Gaming managers 0330 (SOC 11-9071) Total  both sexes

Food service managers 0310 (SOC 11-9051) Female
Food service managers 0310 (SOC 11-9051)   Number 449 355

Food service managers 0310 (SOC 11-9051)   Number 509 395
Food service managers 0310 (SOC 11-9051)   Percent 53.1%

Food service managers 0310 (SOC 11-9051)   Percent 100.0%
Food service managers 0310 (SOC 11-9051) Male

Food service managers 0310 (SOC 11-9051) Total  both sexes
Food service managers 0310 (SOC 11-9051)   Number 958 745

Architectural and engineering managers 0300 (SOC 11-   Number 11 920
Architectural and engineering managers 0300 (SOC 11-   Percent 8.1%

Architectural and engineering managers 0300 (SOC 11-   Percent 91.9%
Architectural and engineering managers 0300 (SOC 11- Female

Architectural and engineering managers 0300 (SOC 11- Male
Architectural and engineering managers 0300 (SOC 11-   Number 134 670

Architectural and engineering managers 0300 (SOC 11-   Number 146 595
Architectural and engineering managers 0300 (SOC 11-   Percent 100.0%

Education administrators 0230 (SOC 11-9030)   Percent 63.8%
Architectural and engineering managers 0300 (SOC 11- Total  both sexes

Education administrators 0230 (SOC 11-9030) Female
Education administrators 0230 (SOC 11-9030)   Number 541 165

Education administrators 0230 (SOC 11-9030)   Number 307 480
Education administrators 0230 (SOC 11-9030)   Percent 36.2%

Education administrators 0230 (SOC 11-9030)   Percent 100.0%
Education administrators 0230 (SOC 11-9030) Male

Education administrators 0230 (SOC 11-9030) Total  both sexes
Education administrators 0230 (SOC 11-9030)   Number 848 645

Construction managers 0220 (SOC 11-9021)   Number 63,895
Construction managers 0220 (SOC 11-9021)   Percent 7.1%

Construction managers 0220 (SOC 11-9021)   Percent 92.9%
Construction managers 0220 (SOC 11-9021) Female

Construction managers 0220 (SOC 11-9021) Male
Construction managers 0220 (SOC 11-9021)   Number 830,040

Construction managers 0220 (SOC 11-9021)   Number 893 930
Construction managers 0220 (SOC 11-9021)   Percent 100.0%

Farmers  ranchers  and other agricultural managers 0205   Percent 14.9%
Construction managers 0220 (SOC 11-9021) Total  both sexes

Farmers  ranchers  and other agricultural managers 0205 Female
Farmers  ranchers  and other agricultural managers 0205   Number 100 215

Farmers  ranchers  and other agricultural managers 0205   Number 571 345
Farmers  ranchers  and other agricultural managers 0205   Percent 85.1%

Farmers  ranchers  and other agricultural managers 0205   Percent 100.0%
Farmers  ranchers  and other agricultural managers 0205 Male

Farmers  ranchers  and other agricultural managers 0205 Total  both sexes
Farmers  ranchers  and other agricultural managers 0205   Number 671 560

Transportation  storage  and distribution managers 0160   Number 41 580
Transportation  storage  and distribution managers 0160   Percent 18.1%

Transportation  storage  and distribution managers 0160   Percent 81.9%
Transportation  storage  and distribution managers 0160 Female

Transportation  storage  and distribution managers 0160 Male
Transportation  storage  and distribution managers 0160   Number 188 740

Transportation  storage  and distribution managers 0160   Number 230 320
Transportation  storage  and distribution managers 0160   Percent 100.0%

Purchasing managers 0150 (SOC 11-3061)   Percent 44.5%
Transportation, storage, and distribution managers 0160 Total, both sexes

Purchasing managers 0150 (SOC 11-3061) Female
Purchasing managers 0150 (SOC 11-3061)   Number 85 250



1 015 500 9 285 360 45 450 110 20 10 15 15 (X) (X) (X) 45
8.6% 4.2% 78.3% 3.0% 0.4% 3.8% 0.9% 0.2% 0.1% 0.1% 0.1% (X) (X) (X) 0.4%

660 370 7 140 205 20 255 45 20 10 0 15 (X) (X) (X) 45
5.6% 3.1% 60.2% 1.7% 0.2% 2.2% 0.4% 0.2% 0.1% 0.0% 0.1% (X) (X) (X) 0.4%

350 130 2 140 155 25 190 65 0 4 15 0 (X) (X) (X) 0
3.0% 1.1% 18.0% 1.3% 0.2% 1.6% 0.5% 0.0% 0.0% 0.1% 0.0% (X) (X) (X) 0.0%

14 025 8 515 180 220 13 215 650 11 600 405 480 815 825 25 (X) (X) (X) 1 295
6.0% 3.7% 77.7% 5.7% 0.3% 5.0% 0.2% 0.2% 0.4% 0.4% 0.0% (X) (X) (X) 0.6%

7 630 4 365 83 535 6 070 405 5 150 75 155 405 375 25 (X) (X) (X) 785
3.3% 1.9% 36.0% 2.6% 0.2% 2.2% 0.0% 0.1% 0.2% 0.2% 0.0% (X) (X) (X) 0.3%

6 395 4 150 96 685 7 140 240 6 450 330 325 410 450 0 (X) (X) (X) 510
2.8% 1.8% 41.7% 3.1% 0.1% 2.8% 0.1% 0.1% 0.2% 0.2% 0.0% (X) (X) (X) 0.2%

13 790 7 640 212 635 22 455 1 210 10 175 360 345 940 625 160 (X) (X) (X) 900
5.1% 2.8% 78.4% 8.3% 0.4% 3.8% 0.1% 0.1% 0.3% 0.2% 0.1% (X) (X) (X) 0.3%

6 575 3 710 101 120 8 125 475 4 570 50 80 420 255 30 (X) (X) (X) 325
2.4% 1.4% 37.3% 3.0% 0.2% 1.7% 0.0% 0.0% 0.2% 0.1% 0.0% (X) (X) (X) 0.1%

7,215 3,930 111,515 14,325 735 5,605 310 260 520 370 130 (X) (X) (X) 575
2.7% 1.4% 41.1% 5.3% 0.3% 2.1% 0.1% 0.1% 0.2% 0.1% 0.0% (X) (X) (X) 0.2%

16,065 9,580 210,700 43,900 765 11,085 305 770 1,005 885 180 (X) (X) (X) 1,085
5.4% 3.2% 71.1% 14.8% 0.3% 3.7% 0.1% 0.3% 0.3% 0.3% 0.1% (X) (X) (X) 0.4%

6 020 2 805 88 660 9 875 220 4 315 75 165 315 370 35 (X) (X) (X) 335
2.0% 0.9% 29.9% 3.3% 0.1% 1.5% 0.0% 0.1% 0.1% 0.1% 0.0% (X) (X) (X) 0.1%

10 045 6 775 122 040 34 025 540 6 775 235 605 690 515 145 (X) (X) (X) 750
3.4% 2.3% 41.2% 11.5% 0.2% 2.3% 0.1% 0.2% 0.2% 0.2% 0.0% (X) (X) (X) 0.3%

11 110 5 320 129 325 19 905 1 390 9 395 310 210 630 550 190 (X) (X) (X) 950
6.2% 3.0% 72.1% 11.1% 0.8% 5.2% 0.2% 0.1% 0.4% 0.3% 0.1% (X) (X) (X) 0.5%

5 885 2 310 72 425 7 635 710 5 290 105 115 395 310 95 (X) (X) (X) 465
3.3% 1.3% 40.4% 4.3% 0.4% 3.0% 0.1% 0.1% 0.2% 0.2% 0.1% (X) (X) (X) 0.3%

5 225 3 010 56 895 12 270 680 4 105 210 90 235 240 95 (X) (X) (X) 485
2.9% 1.7% 31.7% 6.8% 0.4% 2.3% 0.1% 0.1% 0.1% 0.1% 0.1% (X) (X) (X) 0.3%

5 505 3 185 114 620 1 910 405 3 440 50 80 485 255 35 (X) (X) (X) 495
4.2% 2.4% 87.9% 1.5% 0.3% 2.6% 0.0% 0.1% 0.4% 0.2% 0.0% (X) (X) (X) 0.4%

4 470 2 655 101 230 1 435 345 2 595 50 80 385 220 0 (X) (X) (X) 390
3.4% 2.0% 77.6% 1.1% 0.3% 2.0% 0.0% 0.1% 0.3% 0.2% 0.0% (X) (X) (X) 0.3%

1 035 530 13 390 480 60 840 0 0 100 30 35 (X) (X) (X) 105
0.8% 0.4% 10.3% 0.4% 0.0% 0.6% 0.0% 0.0% 0.1% 0.0% 0.0% (X) (X) (X) 0.1%

40 860 26 620 450 200 91 105 3 930 26 730 1 030 1 880 2 415 2 145 720 (X) (X) (X) 3 450
6.3% 4.1% 69.1% 14.0% 0.6% 4.1% 0.2% 0.3% 0.4% 0.3% 0.1% (X) (X) (X) 0.5%

12 020 7 285 134 975 25 230 1 050 7 735 220 575 565 660 75 (X) (X) (X) 880
1.8% 1.1% 20.7% 3.9% 0.2% 1.2% 0.0% 0.1% 0.1% 0.1% 0.0% (X) (X) (X) 0.1%

28 840 19 335 315 225 65 875 2 880 18 995 810 1 305 1 850 1 485 640 (X) (X) (X) 2 570
4.4% 3.0% 48.4% 10.1% 0.4% 2.9% 0.1% 0.2% 0.3% 0.2% 0.1% (X) (X) (X) 0.4%

5 535 3 290 73 355 13 330 495 3 640 160 185 310 275 80 (X) (X) (X) 275
5.5% 3.3% 72.7% 13.2% 0.5% 3.6% 0.2% 0.2% 0.3% 0.3% 0.1% (X) (X) (X) 0.3%

1 020 555 12 340 2 420 105 665 45 30 70 55 0 (X) (X) (X) 50
1.0% 0.5% 12.2% 2.4% 0.1% 0.7% 0.0% 0.0% 0.1% 0.1% 0.0% (X) (X) (X) 0.0%

4 515 2 735 61 015 10 905 390 2 975 115 155 240 220 80 (X) (X) (X) 225
4.5% 2.7% 60.4% 10.8% 0.4% 2.9% 0.1% 0.2% 0.2% 0.2% 0.1% (X) (X) (X) 0.2%

6 960 4 340 94 210 18 395 735 3 795 100 355 685 480 140 (X) (X) (X) 720
5.3% 3.3% 72.0% 14.1% 0.6% 2.9% 0.1% 0.3% 0.5% 0.4% 0.1% (X) (X) (X) 0.5%

3 300 1 865 41 535 6 830 310 1 485 55 85 280 115 80 (X) (X) (X) 170
2.5% 1.4% 31.7% 5.2% 0.2% 1.1% 0.0% 0.1% 0.2% 0.1% 0.1% (X) (X) (X) 0.1%

3 660 2 475 52 680 11 560 425 2 305 45 270 405 360 60 (X) (X) (X) 550
2.8% 1.9% 40.2% 8.8% 0.3% 1.8% 0.0% 0.2% 0.3% 0.3% 0.0% (X) (X) (X) 0.4%

4 080 2 740 50 185 11 220 485 3 290 295 175 390 340 75 (X) (X) (X) 350
5.5% 3.7% 68.1% 15.2% 0.7% 4.5% 0.4% 0.2% 0.5% 0.5% 0.1% (X) (X) (X) 0.5%

2 590 1 685 32 895 7 405 255 1 980 220 125 240 230 40 (X) (X) (X) 140
3.5% 2.3% 44.7% 10.1% 0.3% 2.7% 0.3% 0.2% 0.3% 0.3% 0.1% (X) (X) (X) 0.2%

1 495 1 060 17 290 3 820 230 1 310 80 50 150 110 40 (X) (X) (X) 210
2.0% 1.4% 23.5% 5.2% 0.3% 1.8% 0.1% 0.1% 0.2% 0.1% 0.1% (X) (X) (X) 0.3%

24 445 10 145 542 035 45 075 2 135 57 040 410 840 1 980 2 455 595 (X) (X) (X) 3 525
3.5% 1.5% 78.5% 6.5% 0.3% 8.3% 0.1% 0.1% 0.3% 0.4% 0.1% (X) (X) (X) 0.5%

14 065 5 105 327 155 20 320 1 015 35 025 150 460 1 000 1 255 190 (X) (X) (X) 2 075
2.0% 0.7% 47.4% 2.9% 0.1% 5.1% 0.0% 0.1% 0.1% 0.2% 0.0% (X) (X) (X) 0.3%

10 385 5 040 214 875 24 760 1 120 22 015 255 380 980 1 200 405 (X) (X) (X) 1 450
1.5% 0.7% 31.1% 3.6% 0.2% 3.2% 0.0% 0.1% 0.1% 0.2% 0.1% (X) (X) (X) 0.2%

2,990 2,320 45,860 5,640 160 2,440 10 215 240 305 60 (X) (X) (X) 415
4.9% 3.8% 75.6% 9.3% 0.3% 4.0% 0.0% 0.4% 0.4% 0.5% 0.1% (X) (X) (X) 0.7%

820 890 9,255 1,785 4 765 4 40 15 65 50 (X) (X) (X) 110
1.4% 1.5% 15.3% 2.9% 0.0% 1.3% 0.0% 0.1% 0.0% 0.1% 0.1% (X) (X) (X) 0.2%

2 170 1 430 36 605 3 855 160 1 675 4 175 225 235 10 (X) (X) (X) 305
3.6% 2.4% 60.3% 6.4% 0.3% 2.8% 0.0% 0.3% 0.4% 0.4% 0.0% (X) (X) (X) 0.5%

2 370 1 235 73 495 4 950 130 2 285 65 285 270 395 30 (X) (X) (X) 325
2.8% 1.4% 85.6% 5.8% 0.2% 2.7% 0.1% 0.3% 0.3% 0.5% 0.0% (X) (X) (X) 0.4%

535 295 20 480 1 680 75 550 10 150 150 45 0 (X) (X) (X) 105
0.6% 0.3% 23.9% 2.0% 0.1% 0.6% 0.0% 0.2% 0.2% 0.1% 0.0% (X) (X) (X) 0.1%

1 835 940 53 015 3 270 55 1 735 55 135 120 350 30 (X) (X) (X) 220
2.1% 1.1% 61.8% 3.8% 0.1% 2.0% 0.1% 0.2% 0.1% 0.4% 0.0% (X) (X) (X) 0.3%

8 495 3 435 143 525 9 825 375 15 640 70 210 480 1 205 70 (X) (X) (X) 1 030
4.6% 1.9% 77.9% 5.3% 0.2% 8.5% 0.0% 0.1% 0.3% 0.7% 0.0% (X) (X) (X) 0.6%

3 730 1 295 64 870 4 110 140 7 490 0 65 245 490 0 (X) (X) (X) 385
2.0% 0.7% 35.2% 2.2% 0.1% 4.1% 0.0% 0.0% 0.1% 0.3% 0.0% (X) (X) (X) 0.2%

4 765 2 140 78 655 5 715 235 8 150 70 145 235 720 70 (X) (X) (X) 645
2.6% 1.2% 42.7% 3.1% 0.1% 4.4% 0.0% 0.1% 0.1% 0.4% 0.0% (X) (X) (X) 0.3%

14 175 8 655 158 375 27 990 1 230 16 555 165 400 870 1 325 160 (X) (X) (X) 1 350
6.1% 3.7% 68.5% 12.1% 0.5% 7.2% 0.1% 0.2% 0.4% 0.6% 0.1% (X) (X) (X) 0.6%

5 380 3 125 60 890 8 150 390 7 345 55 145 345 430 70 (X) (X) (X) 520
2.3% 1.4% 26.3% 3.5% 0.2% 3.2% 0.0% 0.1% 0.1% 0.2% 0.0% (X) (X) (X) 0.2%

8 795 5 530 97 485 19 835 845 9 210 110 260 525 895 90 (X) (X) (X) 835
3.8% 2.4% 42.2% 8.6% 0.4% 4.0% 0.0% 0.1% 0.2% 0.4% 0.0% (X) (X) (X) 0.4%

92 405 47 135 1 537 555 170 610 7 450 218 470 2 050 2 915 4 875 6 905 1 145 (X) (X) (X) 9 200
4.4% 2.2% 73.2% 8.1% 0.4% 10.4% 0.1% 0.1% 0.2% 0.3% 0.1% (X) (X) (X) 0.4%

Accountants and auditors 0800 (SOC 13-2011)   Number 2 100 705
Accountants and auditors 0800 (SOC 13-2011)   Percent 100.0%

Business operations specialists  all other 0740 (SOC 13-   Percent 62.4%
Accountants and auditors 0800 (SOC 13-2011) Total  both sexes

Business operations specialists  all other 0740 (SOC 13- Female
Business operations specialists  all other 0740 (SOC 13-   Number 144 415

Business operations specialists  all other 0740 (SOC 13-   Number 86 840
Business operations specialists  all other 0740 (SOC 13-   Percent 37.6%

Business operations specialists, all other 0740 (SOC 13-   Percent 100.0%
Business operations specialists  all other 0740 (SOC 13- Male

Business operations specialists  all other 0740 (SOC 13- Total  both sexes
Business operations specialists  all other 0740 (SOC 13-   Number 231 255

Market research analysts and marketing specialists 0735   Number 101 545
Market research analysts and marketing specialists 0735   Percent 55.1%

Market research analysts and marketing specialists 0735   Percent 44.9%
Market research analysts and marketing specialists 0735 Female

Market research analysts and marketing specialists 0735 Male
Market research analysts and marketing specialists 0735   Number 82 815

Market research analysts and marketing specialists 0735   Number 184 360
Market research analysts and marketing specialists 0735   Percent 100.0%

Fundraisers 0726 (SOC 13-1131)   Percent 72.0%
Market research analysts and marketing specialists 0735 Total  both sexes

Fundraisers 0726 (SOC 13-1131) Female
Fundraisers 0726 (SOC 13-1131)   Number 61 760

Fundraisers 0726 (SOC 13-1131)   Number 24 080
Fundraisers 0726 (SOC 13-1131)   Percent 28.1%

Fundraisers 0726 (SOC 13-1131)   Percent 100.0%
Fundraisers 0726 (SOC 13-1131) Male

Fundraisers 0726 (SOC 13-1131) Total  both sexes
Fundraisers 0726 (SOC 13-1131)   Number 85 835

Meeting  convention  and event planners 0725 (SOC 13-   Number 46 850
Meeting  convention  and event planners 0725 (SOC 13-   Percent 77.2%

Meeting  convention  and event planners 0725 (SOC 13-   Percent 22.8%
Meeting  convention  and event planners 0725 (SOC 13- Female

Meeting  convention  and event planners 0725 (SOC 13- Male
Meeting, convention, and event planners 0725 (SOC 13-   Number 13,810

Meeting, convention, and event planners 0725 (SOC 13-   Number 60,660
Meeting  convention  and event planners 0725 (SOC 13-   Percent 100.0%

Management analysts 0710 (SOC 13-1111)   Percent 41.0%
Meeting  convention  and event planners 0725 (SOC 13- Total  both sexes

Management analysts 0710 (SOC 13-1111) Female
Management analysts 0710 (SOC 13-1111)   Number 282 860

Management analysts 0710 (SOC 13-1111)   Number 407 820
Management analysts 0710 (SOC 13-1111)   Percent 59.0%

Management analysts 0710 (SOC 13-1111)   Percent 100.0%
Management analysts 0710 (SOC 13-1111) Male

Management analysts 0710 (SOC 13-1111) Total  both sexes
Management analysts 0710 (SOC 13-1111)   Number 690 680

Logisticians 0700 (SOC 13-1081)   Number 25 835
Logisticians 0700 (SOC 13-1081)   Percent 35.1%

Logisticians 0700 (SOC 13-1081)   Percent 64.9%
Logisticians 0700 (SOC 13-1081) Female

Logisticians 0700 (SOC 13-1081) Male
Logisticians 0700 (SOC 13-1081)   Number 47 805

Logisticians 0700 (SOC 13-1081)   Number 73 640
Logisticians 0700 (SOC 13-1081)   Percent 100.0%

Training and development specialists 0650 (SOC 13-1151)   Percent 57.1%
Logisticians 0700 (SOC 13-1081) Total  both sexes

Training and development specialists 0650 (SOC 13-1151) Female
Training and development specialists 0650 (SOC 13-1151)   Number 74 790

Training and development specialists 0650 (SOC 13-1151)   Number 56 120
Training and development specialists 0650 (SOC 13-1151)   Percent 42.9%

Training and development specialists 0650 (SOC 13-1151)   Percent 100.0%
Training and development specialists 0650 (SOC 13-1151) Male

Training and development specialists 0650 (SOC 13-1151) Total  both sexes
Training and development specialists 0650 (SOC 13-1151)   Number 130 910

Compensation  benef ts  and job analysis specialists 0640   Number 83 575
Compensation  benef ts  and job analysis specialists 0640   Percent 82.8%

Compensation  benef ts  and job analysis specialists 0640   Percent 17.2%
Compensation  benef ts  and job analysis specialists 0640 Female

Compensation  benef ts  and job analysis specialists 0640 Male
Compensation  benef ts  and job analysis specialists 0640   Number 17 360

Compensation  benef ts  and job analysis specialists 0640   Number 100 935
Compensation  benef ts  and job analysis specialists 0640   Percent 100.0%

Human resources workers 0630 (SOC 13-1070)   Percent 70.6%
Compensation  benef ts  and job analysis specialists 0640 Total  both sexes

Human resources workers 0630 (SOC 13-1070) Female
Human resources workers 0630 (SOC 13-1070)   Number 459 815

Human resources workers 0630 (SOC 13-1070)   Number 191 270
Human resources workers 0630 (SOC 13-1070)   Percent 29.4%

Human resources workers 0630 (SOC 13-1070)   Percent 100.0%
Human resources workers 0630 (SOC 13-1070) Male

Human resources workers 0630 (SOC 13-1070) Total  both sexes
Human resources workers 0630 (SOC 13-1070)   Number 651 090

Cost estimators 0600 (SOC 13-1051)   Number 16 610
Cost estimators 0600 (SOC 13-1051)   Percent 12.7%

Cost estimators 0600 (SOC 13-1051)   Percent 87.3%
Cost estimators 0600 (SOC 13-1051) Female

Cost estimators 0600 (SOC 13-1051) Male
Cost estimators 0600 (SOC 13-1051)   Number 113 860

Cost estimators 0600 (SOC 13-1051)   Number 130 470
Cost estimators 0600 (SOC 13-1051)   Percent 100.0%

Comp iance officers 0565 (SOC 13-1041)   Percent 46.6%
Cost estimators 0600 (SOC 13-1051) Total  both sexes

Comp iance officers 0565 (SOC 13-1041) Female
Comp iance officers 0565 (SOC 13-1041)   Number 83 545

Comp iance officers 0565 (SOC 13-1041)   Number 95 745
Comp iance officers 0565 (SOC 13-1041)   Percent 53.4%

Comp iance officers 0565 (SOC 13-1041)   Percent 100.0%
Comp iance officers 0565 (SOC 13-1041) Male

Comp iance officers 0565 (SOC 13-1041) Total  both sexes
Comp iance officers 0565 (SOC 13-1041)   Number 179 290

Claims adjusters  appraisers  examiners  and investigators   Number 183 135
Claims adjusters  appraisers  examiners  and investigators   Percent 61.8%

Claims adjusters  appraisers  examiners  and investigators   Percent 38.2%
Claims adjusters  appraisers  examiners  and investigators Female

Claims adjusters  appraisers  examiners  and investigators Male
Claims adjusters  appraisers  examiners  and investigators   Number 113 190

Claims adjusters, appraisers, examiners, and investigators   Number 296,325
Claims adjusters  appraisers  examiners  and investigators   Percent 100.0%

Purchasing agents  except wholesale  retail  and farm   Percent 53.6%
Claims adjusters  appraisers  examiners  and investigators Total  both sexes

Purchasing agents  except wholesale  retail  and farm Female
Purchasing agents, except wholesale, retail, and farm   Number 145,500

Purchasing agents  except wholesale  retail  and farm   Number 125 735
Purchasing agents  except wholesale  retail  and farm   Percent 46.4%

Purchasing agents  except wholesale  retail  and farm   Percent 100.0%
Purchasing agents  except wholesale  retail  and farm Male

Purchasing agents  except wholesale  retail  and farm Total  both sexes
Purchasing agents  except wholesale  retail  and farm   Number 271 240

Wholesale and retail buyers  except farm products 0520   Number 123 085
Wholesale and retail buyers  except farm products 0520   Percent 53.0%

Wholesale and retail buyers  except farm products 0520   Percent 47.0%
Wholesale and retail buyers  except farm products 0520 Female

Wholesale and retail buyers  except farm products 0520 Male
Wholesale and retail buyers  except farm products 0520   Number 108 980

Wholesale and retail buyers  except farm products 0520   Number 232 065
Wholesale and retail buyers  except farm products 0520   Percent 100.0%

Buyers and purchasing agents  farm products 0510 (SOC   Percent 25.9%
Wholesale and retail buyers  except farm products 0520 Total  both sexes

Buyers and purchasing agents  farm products 0510 (SOC Female
Buyers and purchasing agents  farm products 0510 (SOC   Number 3 075

Buyers and purchasing agents  farm products 0510 (SOC   Number 8 785
Buyers and purchasing agents  farm products 0510 (SOC   Percent 74.1%

Buyers and purchasing agents  farm products 0510 (SOC   Percent 100.0%
Buyers and purchasing agents, farm products 0510 (SOC Male

Buyers and purchasing agents, farm products 0510 (SOC Total, both sexes
Buyers and purchasing agents  farm products 0510 (SOC   Number 11 860



35 025 16 060 643 790 54 340 2 010 78 990 680 1 005 1 715 3 005 290 (X) (X) (X) 3 685
1.7% 0.8% 30.6% 2.6% 0.1% 3.8% 0.0% 0.0% 0.1% 0.1% 0.0% (X) (X) (X) 0.2%

57 380 31 075 893 765 116 270 5 435 139 480 1 365 1 910 3 160 3 900 855 (X) (X) (X) 5 515
2.7% 1.5% 42.5% 5.5% 0.3% 6.6% 0.1% 0.1% 0.2% 0.2% 0.0% (X) (X) (X) 0.3%

4 140 1 560 98 590 4 110 415 2 870 75 110 425 230 55 (X) (X) (X) 315
3.7% 1.4% 87.3% 3.6% 0.4% 2.5% 0.1% 0.1% 0.4% 0.2% 0.0% (X) (X) (X) 0.3%

2 500 940 66 435 2 085 135 1 825 50 30 155 105 45 (X) (X) (X) 240
2.2% 0.8% 58.8% 1.8% 0.1% 1.6% 0.0% 0.0% 0.1% 0.1% 0.0% (X) (X) (X) 0.2%

1 640 620 32 155 2 025 285 1 045 25 80 270 125 10 (X) (X) (X) 75
1.5% 0.5% 28.5% 1.8% 0.3% 0.9% 0.0% 0.1% 0.2% 0.1% 0.0% (X) (X) (X) 0.1%

2 320 1 400 35 560 8 340 230 3 780 130 150 335 250 85 (X) (X) (X) 365
4.4% 2.6% 67.2% 15.8% 0.4% 7.1% 0.2% 0.3% 0.6% 0.5% 0.2% (X) (X) (X) 0.7%

700 405 14 090 2 380 80 1 330 25 65 145 95 20 (X) (X) (X) 90
1.3% 0.8% 26.6% 4.5% 0.2% 2.5% 0.0% 0.1% 0.3% 0.2% 0.0% (X) (X) (X) 0.2%

1 615 995 21 470 5 960 145 2 450 100 85 190 155 65 (X) (X) (X) 275
3.1% 1.9% 40.6% 11.3% 0.3% 4.6% 0.2% 0.2% 0.4% 0.3% 0.1% (X) (X) (X) 0.5%

1,650 1,285 21,040 3,545 130 2,280 35 0 95 85 15 (X) (X) (X) 40
5.5% 4.3% 69.7% 11.7% 0.4% 7.5% 0.1% 0.0% 0.3% 0.3% 0.0% (X) (X) (X) 0.1%

530 480 9,335 1,320 20 965 20 0 45 30 0 (X) (X) (X) 4
1.8% 1.6% 30.9% 4.4% 0.1% 3.2% 0.1% 0.0% 0.1% 0.1% 0.0% (X) (X) (X) 0.0%

1 120 805 11 710 2 225 110 1 315 15 0 55 50 15 (X) (X) (X) 35
3.7% 2.7% 38.8% 7.4% 0.4% 4.4% 0.0% 0.0% 0.2% 0.2% 0.0% (X) (X) (X) 0.1%

3 275 1 450 61 550 6 050 120 10 910 55 170 140 650 40 (X) (X) (X) 490
3.9% 1.7% 72.5% 7.1% 0.1% 12.9% 0.1% 0.2% 0.2% 0.8% 0.0% (X) (X) (X) 0.6%

2 110 875 43 445 2 960 50 6 320 45 45 70 485 0 (X) (X) (X) 250
2.5% 1.0% 51.2% 3.5% 0.1% 7.4% 0.1% 0.1% 0.1% 0.6% 0.0% (X) (X) (X) 0.3%

1 170 575 18 100 3 090 70 4 590 4 130 75 165 40 (X) (X) (X) 240
1.4% 0.7% 21.3% 3.6% 0.1% 5.4% 0.0% 0.2% 0.1% 0.2% 0.0% (X) (X) (X) 0.3%

14 305 6 720 283 590 22 015 675 21 505 300 625 560 1 125 95 (X) (X) (X) 1 605
4.1% 1.9% 80.3% 6.2% 0.2% 6.1% 0.1% 0.2% 0.2% 0.3% 0.0% (X) (X) (X) 0.5%

8 795 3 090 205 690 11 755 320 13 245 140 425 360 720 40 (X) (X) (X) 1 075
2.5% 0.9% 58.2% 3.3% 0.1% 3.8% 0.0% 0.1% 0.1% 0.2% 0.0% (X) (X) (X) 0.3%

5 510 3 630 77 900 10 260 355 8 260 160 200 200 405 55 (X) (X) (X) 525
1.6% 1.0% 22.1% 2.9% 0.1% 2.3% 0.0% 0.1% 0.1% 0.1% 0.0% (X) (X) (X) 0.1%

3 805 2 615 79 090 10 380 200 4 810 95 150 155 395 105 (X) (X) (X) 365
3.7% 2.6% 77.4% 10.2% 0.2% 4.7% 0.1% 0.1% 0.2% 0.4% 0.1% (X) (X) (X) 0.4%

1 120 640 26 530 2 540 35 1 690 4 40 25 135 15 (X) (X) (X) 50
1.1% 0.6% 26.0% 2.5% 0.0% 1.7% 0.0% 0.0% 0.0% 0.1% 0.0% (X) (X) (X) 0.0%

2 685 1 975 52 560 7 840 165 3 120 90 115 130 260 95 (X) (X) (X) 315
2.6% 1.9% 51.4% 7.7% 0.2% 3.1% 0.1% 0.1% 0.1% 0.3% 0.1% (X) (X) (X) 0.3%

625 270 9 260 1 515 35 1 020 0 60 15 55 0 (X) (X) (X) 65
4.8% 2.1% 71.7% 11.7% 0.3% 7.9% 0.0% 0.5% 0.1% 0.4% 0.0% (X) (X) (X) 0.5%

285 125 5 645 445 10 495 0 20 0 20 0 (X) (X) (X) 30
2.2% 1.0% 43.7% 3.4% 0.1% 3.8% 0.0% 0.2% 0.0% 0.2% 0.0% (X) (X) (X) 0.2%

340 145 3 615 1 070 25 525 0 40 15 35 0 (X) (X) (X) 35
2.6% 1.1% 28.0% 8.3% 0.2% 4.1% 0.0% 0.3% 0.1% 0.3% 0.0% (X) (X) (X) 0.3%

28 875 14 590 278 410 37 715 835 19 480 805 655 1 225 1 225 240 (X) (X) (X) 1 995
7.5% 3.8% 72.1% 9.8% 0.2% 5.0% 0.2% 0.2% 0.3% 0.3% 0.1% (X) (X) (X) 0.5%

12 350 6 090 136 200 13 975 390 8 565 305 440 420 455 95 (X) (X) (X) 865
3.2% 1.6% 35.3% 3.6% 0.1% 2.2% 0.1% 0.1% 0.1% 0.1% 0.0% (X) (X) (X) 0.2%

16 525 8 500 142 210 23 745 445 10 915 500 210 805 770 145 (X) (X) (X) 1 135
4.3% 2.2% 36.8% 6.2% 0.1% 2.8% 0.1% 0.1% 0.2% 0.2% 0.0% (X) (X) (X) 0.3%

4 835 2 365 40 760 12 645 275 3 085 105 275 190 205 140 (X) (X) (X) 225
7.4% 3.6% 62.6% 19.4% 0.4% 4.7% 0.2% 0.4% 0.3% 0.3% 0.2% (X) (X) (X) 0.3%

2 375 720 15 050 3 190 65 1 525 35 110 80 115 0 (X) (X) (X) 85
3.6% 1.1% 23.1% 4.9% 0.1% 2.3% 0.1% 0.2% 0.1% 0.2% 0.0% (X) (X) (X) 0.1%

2 460 1 645 25 710 9 455 210 1 555 70 160 115 90 140 (X) (X) (X) 140
3.8% 2.5% 39.5% 14.5% 0.3% 2.4% 0.1% 0.2% 0.2% 0.1% 0.2% (X) (X) (X) 0.2%

7 995 4 300 73 150 15 585 370 5 250 120 55 415 100 95 (X) (X) (X) 435
7.4% 4.0% 67.8% 14.4% 0.3% 4.9% 0.1% 0.1% 0.4% 0.1% 0.1% (X) (X) (X) 0.4%

2 620 1 215 27 010 3 990 50 1 935 40 30 60 45 20 (X) (X) (X) 185
2.4% 1.1% 25.0% 3.7% 0.0% 1.8% 0.0% 0.0% 0.1% 0.0% 0.0% (X) (X) (X) 0.2%

5 375 3 090 46 140 11 595 320 3 315 80 25 355 55 75 (X) (X) (X) 250
5.0% 2.9% 42.8% 10.7% 0.3% 3.1% 0.1% 0.0% 0.3% 0.1% 0.1% (X) (X) (X) 0.2%

4 265 2 640 45 025 8 060 370 3 930 40 85 385 210 95 (X) (X) (X) 270
6.5% 4.0% 68.9% 12.3% 0.6% 6.0% 0.1% 0.1% 0.6% 0.3% 0.1% (X) (X) (X) 0.4%

1,925 900 20,675 3,100 155 1,565 0 20 85 70 95 (X) (X) (X) 140
2.9% 1.4% 31.6% 4.7% 0.2% 2.4% 0.0% 0.0% 0.1% 0.1% 0.1% (X) (X) (X) 0.2%

2,340 1,740 24,355 4,960 215 2,360 40 65 300 140 0 (X) (X) (X) 130
3.6% 2.7% 37.3% 7.6% 0.3% 3.6% 0.1% 0.1% 0.5% 0.2% 0.0% (X) (X) (X) 0.2%

585 290 10 540 1 055 25 3 405 40 30 30 75 0 (X) (X) (X) 20
3.6% 1.8% 65.5% 6.6% 0.2% 21.2% 0.2% 0.2% 0.2% 0.5% 0.0% (X) (X) (X) 0.1%

345 195 7 415 560 4 2 580 40 30 30 45 0 (X) (X) (X) 15
2.1% 1.2% 46.1% 3.5% 0.0% 16.0% 0.2% 0.2% 0.2% 0.3% 0.0% (X) (X) (X) 0.1%

235 100 3 125 495 20 820 0 0 0 30 0 (X) (X) (X) 10
1.5% 0.6% 19.4% 3.1% 0.1% 5.1% 0.0% 0.0% 0.0% 0.2% 0.0% (X) (X) (X) 0.1%

17 205 7 615 330 725 41 405 1 225 80 165 390 635 1 250 1 815 310 (X) (X) (X) 3 800
3.5% 1.6% 68.0% 8.5% 0.3% 16.5% 0.1% 0.1% 0.3% 0.4% 0.1% (X) (X) (X) 0.8%

11 560 4 645 215 070 21 910 750 55 655 195 395 795 1 030 185 (X) (X) (X) 2 785
2.4% 1.0% 44.2% 4.5% 0.2% 11.4% 0.0% 0.1% 0.2% 0.2% 0.0% (X) (X) (X) 0.6%

5 645 2 965 115 655 19 490 475 24 510 195 240 450 780 125 (X) (X) (X) 1 015
1.2% 0.6% 23.8% 4.0% 0.1% 5.0% 0.0% 0.0% 0.1% 0.2% 0.0% (X) (X) (X) 0.2%

1 685 1 015 31 215 4 410 75 2 770 75 65 165 200 35 (X) (X) (X) 305
4.0% 2.4% 74.3% 10.5% 0.2% 6.6% 0.2% 0.2% 0.4% 0.5% 0.1% (X) (X) (X) 0.7%

1 455 660 23 830 2 780 65 1 935 55 35 125 170 35 (X) (X) (X) 200
3.5% 1.6% 56.7% 6.6% 0.2% 4.6% 0.1% 0.1% 0.3% 0.4% 0.1% (X) (X) (X) 0.5%

235 355 7 385 1 630 10 835 20 30 40 30 0 (X) (X) (X) 105
0.6% 0.8% 17.6% 3.9% 0.0% 2.0% 0.0% 0.1% 0.1% 0.1% 0.0% (X) (X) (X) 0.2%

16 345 8 220 374 965 25 105 1 060 88 335 360 765 1 560 2 135 280 (X) (X) (X) 3 155
3.1% 1.6% 71.8% 4.8% 0.2% 16.9% 0.1% 0.1% 0.3% 0.4% 0.1% (X) (X) (X) 0.6%

12 990 6 425 290 660 16 700 755 60 900 285 670 1 185 1 590 140 (X) (X) (X) 2 450
2.5% 1.2% 55.7% 3.2% 0.1% 11.7% 0.1% 0.1% 0.2% 0.3% 0.0% (X) (X) (X) 0.5%

Computer programmers 1010 (SOC 15-1131)   Number 394 745
Computer programmers 1010 (SOC 15-1131)   Percent 75.6%

Computer programmers 1010 (SOC 15-1131)   Percent 100.0%
Computer programmers 1010 (SOC 15-1131) Male

Computer programmers 1010 (SOC 15-1131) Total  both sexes
Computer programmers 1010 (SOC 15-1131)   Number 522 290

Information security analysts 1007 (SOC 15-1122)   Number 10 685
Information security analysts 1007 (SOC 15-1122)   Percent 25.4%

Information security analysts 1007 (SOC 15-1122)   Percent 74.6%
Information security analysts 1007 (SOC 15-1122) Female

Information security analysts 1007 (SOC 15-1122) Male
Information security analysts 1007 (SOC 15-1122)   Number 31 330

Information security analysts 1007 (SOC 15-1122)   Number 42 010
Information security analysts 1007 (SOC 15-1122)   Percent 100.0%

Computer systems analysts 1006 (SOC 15-1121)   Percent 35.3%
Information security analysts 1007 (SOC 15-1122) Total  both sexes

Computer systems analysts 1006 (SOC 15-1121) Female
Computer systems analysts 1006 (SOC 15-1121)   Number 171 545

Computer systems analysts 1006 (SOC 15-1121)   Number 314 990
Computer systems analysts 1006 (SOC 15-1121)   Percent 64.7%

Computer systems analysts 1006 (SOC 15-1121)   Percent 100.0%
Computer systems analysts 1006 (SOC 15-1121) Male

Computer systems analysts 1006 (SOC 15-1121) Total  both sexes
Computer systems analysts 1006 (SOC 15-1121)   Number 486 535

Computer and information research scientists 1005 (SOC   Number 4 830
Computer and information research scientists 1005 (SOC   Percent 30.0%

Computer and information research scientists 1005 (SOC   Percent 70.0%
Computer and information research scientists 1005 (SOC Female

Computer and information research scientists 1005 (SOC Male
Computer and information research scientists 1005 (SOC   Number 11 260

Computer and information research scientists 1005 (SOC   Number 16 090
Computer and information research scientists 1005 (SOC   Percent 100.0%

Financial specia ists  all other 0950 (SOC 13-2099)   Percent 56.1%
Computer and information research scientists 1005 (SOC Total  both sexes

Financial specia ists  all other 0950 (SOC 13-2099) Female
Financial specia ists, all other 0950 (SOC 13-2099)   Number 36,645

Financial specia ists, all other 0950 (SOC 13-2099)   Number 28,725
Financial specia ists  all other 0950 (SOC 13-2099)   Percent 43.9%

Financial specia ists  all other 0950 (SOC 13-2099)   Percent 100.0%
Financial specia ists  all other 0950 (SOC 13-2099) Male

Financial specia ists  all other 0950 (SOC 13-2099) Total  both sexes
Financial specia ists  all other 0950 (SOC 13-2099)   Number 65 370

Tax preparers 0940 (SOC 13-2082)   Number 70 665
Tax preparers 0940 (SOC 13-2082)   Percent 65.5%

Tax preparers 0940 (SOC 13-2082)   Percent 34.5%
Tax preparers 0940 (SOC 13-2082) Female

Tax preparers 0940 (SOC 13-2082) Male
Tax preparers 0940 (SOC 13-2082)   Number 37 200

Tax preparers 0940 (SOC 13-2082)   Number 107 865
Tax preparers 0940 (SOC 13-2082)   Percent 100.0%

Tax examiners and collectors  and revenue agents 0930   Percent 64.1%
Tax preparers 0940 (SOC 13-2082) Total  both sexes

Tax examiners and collectors  and revenue agents 0930 Female
Tax examiners and collectors  and revenue agents 0930   Number 41 755

Tax examiners and collectors  and revenue agents 0930   Number 23 350
Tax examiners and collectors  and revenue agents 0930   Percent 35.9%

Tax examiners and collectors  and revenue agents 0930   Percent 100.0%
Tax examiners and collectors  and revenue agents 0930 Male

Tax examiners and collectors, and revenue agents 0930 Total, both sexes
Tax examiners and collectors  and revenue agents 0930   Number 65 105

Credit counselors and loan officers 0910 (SOC 13-2070)   Number 205 905
Credit counselors and loan officers 0910 (SOC 13-2070)   Percent 53.3%

Credit counselors and loan officers 0910 (SOC 13-2070)   Percent 46.7%
Credit counselors and loan officers 0910 (SOC 13-2070) Female

Credit counselors and loan officers 0910 (SOC 13-2070) Male
Credit counselors and loan officers 0910 (SOC 13-2070)   Number 180 140

Credit counselors and loan officers 0910 (SOC 13-2070)   Number 386 045
Credit counselors and loan officers 0910 (SOC 13-2070)   Percent 100.0%

Financial examiners 0900 (SOC 13-2061)   Percent 45.2%
Credit counselors and loan officers 0910 (SOC 13-2070) Total  both sexes

Financial examiners 0900 (SOC 13-2061) Female
Financial examiners 0900 (SOC 13-2061)   Number 5 845

Financial examiners 0900 (SOC 13-2061)   Number 7 075
Financial examiners 0900 (SOC 13-2061)   Percent 54.8%

Financial examiners 0900 (SOC 13-2061)   Percent 100.0%
Financial examiners 0900 (SOC 13-2061) Male

Financial examiners 0900 (SOC 13-2061) Total  both sexes
Financial examiners 0900 (SOC 13-2061)   Number 12 920

Insurance underwriters 0860 (SOC 13-2053)   Number 69 345
Insurance underwriters 0860 (SOC 13-2053)   Percent 67.9%

Insurance underwriters 0860 (SOC 13-2053)   Percent 32.1%
Insurance underwriters 0860 (SOC 13-2053) Female

Insurance underwriters 0860 (SOC 13-2053) Male
Insurance underwriters 0860 (SOC 13-2053)   Number 32 825

Insurance underwriters 0860 (SOC 13-2053)   Number 102 170
Insurance underwriters 0860 (SOC 13-2053)   Percent 100.0%

Personal financial advisors 0850 (SOC 13-2052)   Percent 30.4%
Insurance underwriters 0860 (SOC 13-2053) Total  both sexes

Personal financial advisors 0850 (SOC 13-2052) Female
Personal financial advisors 0850 (SOC 13-2052)   Number 107 465

Personal financial advisors 0850 (SOC 13-2052)   Number 245 655
Personal financial advisors 0850 (SOC 13-2052)   Percent 69.6%

Personal financial advisors 0850 (SOC 13-2052)   Percent 100.0%
Personal financial advisors 0850 (SOC 13-2052) Male

Personal financial advisors 0850 (SOC 13-2052) Total  both sexes
Personal financial advisors 0850 (SOC 13-2052)   Number 353 120

Financial analysts 0840 (SOC 13-2051)   Number 28 255
Financial analysts 0840 (SOC 13-2051)   Percent 33.3%

Financial analysts 0840 (SOC 13-2051)   Percent 66.7%
Financial analysts 0840 (SOC 13-2051) Female

Financial analysts 0840 (SOC 13-2051) Male
Financial analysts 0840 (SOC 13-2051)   Number 56 645

Financial analysts 0840 (SOC 13-2051)   Number 84 900
Financial analysts 0840 (SOC 13-2051)   Percent 100.0%

Credit analysts 0830 (SOC 13-2041)   Percent 57.8%
Financial analysts 0840 (SOC 13-2051) Total  both sexes

Credit analysts 0830 (SOC 13-2041) Female
Credit analysts 0830 (SOC 13-2041)   Number 17 450

Credit analysts 0830 (SOC 13-2041)   Number 12,750
Credit analysts 0830 (SOC 13-2041)   Percent 42.2%

Credit analysts 0830 (SOC 13-2041)   Percent 100.0%
Credit analysts 0830 (SOC 13-2041) Male

Credit analysts 0830 (SOC 13-2041) Total  both sexes
Credit analysts 0830 (SOC 13-2041)   Number 30,200

Budget analysts 0820 (SOC 13-2031)   Number 33 525
Budget analysts 0820 (SOC 13-2031)   Percent 63.3%

Budget analysts 0820 (SOC 13-2031)   Percent 36.7%
Budget analysts 0820 (SOC 13-2031) Female

Budget analysts 0820 (SOC 13-2031) Male
Budget analysts 0820 (SOC 13-2031)   Number 19 425

Budget analysts 0820 (SOC 13-2031)   Number 52 945
Budget analysts 0820 (SOC 13-2031)   Percent 100.0%

Appraisers and assessors of real estate 0810 (SOC 13-   Percent 34.0%
Budget analysts 0820 (SOC 13-2031) Total  both sexes

Appraisers and assessors of real estate 0810 (SOC 13- Female
Appraisers and assessors of real estate 0810 (SOC 13-   Number 38 345

Appraisers and assessors of real estate 0810 (SOC 13-   Number 74 545
Appraisers and assessors of real estate 0810 (SOC 13-   Percent 66.0%

Appraisers and assessors of real estate 0810 (SOC 13-   Percent 100.0%
Appraisers and assessors of real estate 0810 (SOC 13- Male

Appraisers and assessors of real estate 0810 (SOC 13- Total  both sexes
Appraisers and assessors of real estate 0810 (SOC 13-   Number 112 895

Accountants and auditors 0800 (SOC 13-2011)   Number 1 260 110
Accountants and auditors 0800 (SOC 13-2011)   Percent 60.0%

Accountants and auditors 0800 (SOC 13-2011)   Percent 40.0%
Accountants and auditors 0800 (SOC 13-2011) Female

Accountants and auditors 0800 (SOC 13-2011) Male
Accountants and auditors 0800 (SOC 13-2011)   Number 840 595



3 355 1 795 84 305 8 410 300 27 435 80 95 370 540 145 (X) (X) (X) 705
0.6% 0.3% 16.1% 1.6% 0.1% 5.3% 0.0% 0.0% 0.1% 0.1% 0.0% (X) (X) (X) 0.1%

22 575 10 655 525 150 37 710 1 505 247 000 670 1 200 2 010 4 175 290 (X) (X) (X) 7 850
2.6% 1.2% 61.0% 4.4% 0.2% 28.7% 0.1% 0.1% 0.2% 0.5% 0.0% (X) (X) (X) 0.9%

18 220 8 115 425 990 23 670 1 015 184 015 465 960 1 520 3 275 155 (X) (X) (X) 6 085
2.1% 0.9% 49.5% 2.7% 0.1% 21.4% 0.1% 0.1% 0.2% 0.4% 0.0% (X) (X) (X) 0.7%

4 360 2 540 99 160 14 040 490 62 980 210 240 485 900 135 (X) (X) (X) 1 765
0.5% 0.3% 11.5% 1.6% 0.1% 7.3% 0.0% 0.0% 0.1% 0.1% 0.0% (X) (X) (X) 0.2%

6 420 3 055 125 235 7 530 550 15 225 205 525 945 1 260 85 (X) (X) (X) 1 290
4.0% 1.9% 77.2% 4.6% 0.3% 9.4% 0.1% 0.3% 0.6% 0.8% 0.1% (X) (X) (X) 0.8%

4 390 1 850 81 065 4 970 385 9 180 125 360 565 820 70 (X) (X) (X) 765
2.7% 1.1% 49.9% 3.1% 0.2% 5.7% 0.1% 0.2% 0.3% 0.5% 0.0% (X) (X) (X) 0.5%

2 030 1 205 44 170 2 560 165 6 045 80 165 380 445 15 (X) (X) (X) 525
1.3% 0.7% 27.2% 1.6% 0.1% 3.7% 0.0% 0.1% 0.2% 0.3% 0.0% (X) (X) (X) 0.3%

26 975 15 060 367 800 56 390 1 975 41 550 855 1 280 2 150 2 690 370 (X) (X) (X) 2 740
5.2% 2.9% 70.8% 10.8% 0.4% 8.0% 0.2% 0.2% 0.4% 0.5% 0.1% (X) (X) (X) 0.5%

19,250 10,810 262,925 33,825 1,175 31,865 610 940 1,485 2,040 160 (X) (X) (X) 2,035
3.7% 2.1% 50.6% 6.5% 0.2% 6.1% 0.1% 0.2% 0.3% 0.4% 0.0% (X) (X) (X) 0.4%

7,725 4,250 104,875 22,570 800 9,685 245 340 665 650 210 (X) (X) (X) 705
1.5% 0.8% 20.2% 4.3% 0.2% 1.9% 0.0% 0.1% 0.1% 0.1% 0.0% (X) (X) (X) 0.1%

3 320 1 935 75 880 7 905 190 16 645 85 165 295 400 50 (X) (X) (X) 725
3.1% 1.8% 70.5% 7.3% 0.2% 15.5% 0.1% 0.2% 0.3% 0.4% 0.0% (X) (X) (X) 0.7%

2 110 1 410 47 070 4 305 105 11 030 80 75 170 280 25 (X) (X) (X) 430
2.0% 1.3% 43.8% 4.0% 0.1% 10.3% 0.1% 0.1% 0.2% 0.3% 0.0% (X) (X) (X) 0.4%

1 210 525 28 810 3 600 85 5 615 4 90 125 120 25 (X) (X) (X) 300
1.1% 0.5% 26.8% 3.3% 0.1% 5.2% 0.0% 0.1% 0.1% 0.1% 0.0% (X) (X) (X) 0.3%

12 490 6 045 197 265 22 500 940 25 670 285 400 1 155 1 150 405 (X) (X) (X) 1 485
4.6% 2.2% 73.1% 8.3% 0.3% 9.5% 0.1% 0.1% 0.4% 0.4% 0.2% (X) (X) (X) 0.6%

10 250 5 000 158 205 15 280 645 21 290 275 305 860 960 290 (X) (X) (X) 1 175
3.8% 1.9% 58.6% 5.7% 0.2% 7.9% 0.1% 0.1% 0.3% 0.4% 0.1% (X) (X) (X) 0.4%

2 240 1 045 39 065 7 220 290 4 380 10 95 295 190 115 (X) (X) (X) 310
0.8% 0.4% 14.5% 2.7% 0.1% 1.6% 0.0% 0.0% 0.1% 0.1% 0.0% (X) (X) (X) 0.1%

3 995 2 505 77 340 9 345 295 13 500 200 380 370 385 35 (X) (X) (X) 980
3.7% 2.3% 70.7% 8.5% 0.3% 12.3% 0.2% 0.3% 0.3% 0.4% 0.0% (X) (X) (X) 0.9%

3 655 2 235 69 530 7 795 260 11 780 200 310 335 305 35 (X) (X) (X) 785
3.3% 2.0% 63.6% 7.1% 0.2% 10.8% 0.2% 0.3% 0.3% 0.3% 0.0% (X) (X) (X) 0.7%

340 270 7 815 1 550 35 1 720 0 70 35 80 0 (X) (X) (X) 190
0.3% 0.2% 7.1% 1.4% 0.0% 1.6% 0.0% 0.1% 0.0% 0.1% 0.0% (X) (X) (X) 0.2%

13 485 8 775 194 675 29 020 1 430 34 315 480 480 1 075 1 335 250 (X) (X) (X) 2 110
4.7% 3.1% 67.7% 10.1% 0.5% 11.9% 0.2% 0.2% 0.4% 0.5% 0.1% (X) (X) (X) 0.7%

10 590 7 030 149 100 19 530 1 025 25 600 350 335 905 980 230 (X) (X) (X) 1 610
3.7% 2.4% 51.9% 6.8% 0.4% 8.9% 0.1% 0.1% 0.3% 0.3% 0.1% (X) (X) (X) 0.6%

2 895 1 745 45 575 9 490 405 8 715 130 145 175 355 20 (X) (X) (X) 500
1.0% 0.6% 15.9% 3.3% 0.1% 3.0% 0.0% 0.1% 0.1% 0.1% 0.0% (X) (X) (X) 0.2%

440 100 20 105 645 10 2 675 20 20 35 185 0 (X) (X) (X) 70
1.8% 0.4% 82.7% 2.7% 0.0% 11.0% 0.1% 0.1% 0.1% 0.8% 0.0% (X) (X) (X) 0.3%

295 100 13 890 320 0 1 330 20 20 0 80 0 (X) (X) (X) 55
1.2% 0.4% 57.1% 1.3% 0.0% 5.5% 0.1% 0.1% 0.0% 0.3% 0.0% (X) (X) (X) 0.2%

145 0 6 215 325 10 1 350 0 0 35 105 0 (X) (X) (X) 15
0.6% 0.0% 25.6% 1.3% 0.0% 5.6% 0.0% 0.0% 0.1% 0.4% 0.0% (X) (X) (X) 0.1%

5 500 2 740 87 305 13 510 285 9 390 190 335 310 535 120 (X) (X) (X) 555
4.6% 2.3% 72.3% 11.2% 0.2% 7.8% 0.2% 0.3% 0.3% 0.4% 0.1% (X) (X) (X) 0.5%

2 705 1 400 47 445 4 870 140 4 870 95 210 175 245 30 (X) (X) (X) 285
2.2% 1.2% 39.3% 4.0% 0.1% 4.0% 0.1% 0.2% 0.1% 0.2% 0.0% (X) (X) (X) 0.2%

2 795 1 345 39 860 8 640 150 4 520 95 125 140 285 90 (X) (X) (X) 270
2.3% 1.1% 33.0% 7.2% 0.1% 3.7% 0.1% 0.1% 0.1% 0.2% 0.1% (X) (X) (X) 0.2%

1 560 545 27 925 2 820 165 6 990 110 75 135 195 20 (X) (X) (X) 235
3.8% 1.3% 68.5% 6.9% 0.4% 17.1% 0.3% 0.2% 0.3% 0.5% 0.0% (X) (X) (X) 0.6%

775 150 15 965 930 50 3 040 0 45 110 140 20 (X) (X) (X) 105
1.9% 0.4% 39.2% 2.3% 0.1% 7.5% 0.0% 0.1% 0.3% 0.3% 0.0% (X) (X) (X) 0.3%

785 395 11 960 1 890 110 3 950 110 30 25 60 0 (X) (X) (X) 130
1.9% 1.0% 29.3% 4.6% 0.3% 9.7% 0.3% 0.1% 0.1% 0.1% 0.0% (X) (X) (X) 0.3%

10 160 4 380 157 820 5 165 345 17 550 195 190 565 910 65 (X) (X) (X) 755
5.1% 2.2% 79.7% 2.6% 0.2% 8.9% 0.1% 0.1% 0.3% 0.5% 0.0% (X) (X) (X) 0.4%

7 370 3 185 120 010 3 730 285 11 885 130 105 355 490 20 (X) (X) (X) 530
3.7% 1.6% 60.6% 1.9% 0.1% 6.0% 0.1% 0.1% 0.2% 0.2% 0.0% (X) (X) (X) 0.3%

2,790 1,195 37,810 1,435 60 5,670 60 85 210 425 45 (X) (X) (X) 225
1.4% 0.6% 19.1% 0.7% 0.0% 2.9% 0.0% 0.0% 0.1% 0.2% 0.0% (X) (X) (X) 0.1%

1,510 600 34,730 1,490 245 1,030 0 70 175 180 15 (X) (X) (X) 95
3.8% 1.5% 86.5% 3.7% 0.6% 2.6% 0.0% 0.2% 0.4% 0.4% 0.0% (X) (X) (X) 0.2%

1 210 420 28 695 1 105 195 695 0 70 125 115 15 (X) (X) (X) 45
3.0% 1.0% 71.5% 2.8% 0.5% 1.7% 0.0% 0.2% 0.3% 0.3% 0.0% (X) (X) (X) 0.1%

300 175 6 035 385 50 335 0 0 45 70 0 (X) (X) (X) 50
0.7% 0.4% 15.0% 1.0% 0.1% 0.8% 0.0% 0.0% 0.1% 0.2% 0.0% (X) (X) (X) 0.1%

5 585 2 450 105 405 5 545 395 17 990 140 190 445 755 230 (X) (X) (X) 530
4.0% 1.8% 75.5% 4.0% 0.3% 12.9% 0.1% 0.1% 0.3% 0.5% 0.2% (X) (X) (X) 0.4%

4 860 2 140 94 270 4 705 320 14 980 140 165 410 645 145 (X) (X) (X) 420
3.5% 1.5% 67.5% 3.4% 0.2% 10.7% 0.1% 0.1% 0.3% 0.5% 0.1% (X) (X) (X) 0.3%

725 315 11 140 840 75 3 010 0 25 35 110 85 (X) (X) (X) 110
0.5% 0.2% 8.0% 0.6% 0.1% 2.2% 0.0% 0.0% 0.0% 0.1% 0.1% (X) (X) (X) 0.1%

415 310 10 660 720 35 1 550 0 10 30 60 0 (X) (X) (X) 75
3.0% 2.2% 76.9% 5.2% 0.3% 11.2% 0.0% 0.1% 0.2% 0.4% 0.0% (X) (X) (X) 0.5%

385 205 8 975 680 35 1 185 0 10 30 35 0 (X) (X) (X) 40
2.8% 1.5% 64.8% 4.9% 0.3% 8.5% 0.0% 0.1% 0.2% 0.3% 0.0% (X) (X) (X) 0.3%

30 105 1 680 40 0 365 0 0 0 25 0 (X) (X) (X) 35
0.2% 0.8% 12.1% 0.3% 0.0% 2.6% 0.0% 0.0% 0.0% 0.2% 0.0% (X) (X) (X) 0.3%

2 085 1 010 46 320 3 270 75 7 145 4 65 100 175 25 (X) (X) (X) 275
3.4% 1.7% 76.5% 5.4% 0.1% 11.8% 0.0% 0.1% 0.2% 0.3% 0.0% (X) (X) (X) 0.5%

1 765 695 40 010 2 535 75 5 740 4 40 85 155 25 (X) (X) (X) 245
2.9% 1.1% 66.1% 4.2% 0.1% 9.5% 0.0% 0.1% 0.1% 0.3% 0.0% (X) (X) (X) 0.4%

325 315 6 315 735 4 1 405 0 25 15 25 0 (X) (X) (X) 30
0.5% 0.5% 10.4% 1.2% 0.0% 2.3% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

Chemical engineers 1350 (SOC 17-2041)   Number 9 185
Chemical engineers 1350 (SOC 17-2041)   Percent 15.2%

Chemical engineers 1350 (SOC 17-2041)   Percent 84.8%
Chemical engineers 1350 (SOC 17-2041) Female

Chemical engineers 1350 (SOC 17-2041) Male
Chemical engineers 1350 (SOC 17-2041)   Number 51 375

Chemical engineers 1350 (SOC 17-2041)   Number 60 555
Chemical engineers 1350 (SOC 17-2041)   Percent 100.0%

Biomedical and agricu tural engineers 1340 (SOC 17-   Percent 16.5%
Chemical engineers 1350 (SOC 17-2041) Total  both sexes

Biomedical and agricu tural engineers 1340 (SOC 17- Female
Biomedical and agricu tural engineers 1340 (SOC 17-   Number 2 285

Biomedical and agricu tural engineers 1340 (SOC 17-   Number 11 575
Biomedical and agricu tural engineers 1340 (SOC 17-   Percent 83.5%

Biomedical and agricu tural engineers 1340 (SOC 17-   Percent 100.0%
Biomedical and agricu tural engineers 1340 (SOC 17- Male

Biomedical and agricu tural engineers 1340 (SOC 17- Total  both sexes
Biomedical and agricu tural engineers 1340 (SOC 17-   Number 13 860

Aerospace engineers 1320 (SOC 17-2011)   Number 16 460
Aerospace engineers 1320 (SOC 17-2011)   Percent 11.8%

Aerospace engineers 1320 (SOC 17-2011)   Percent 88.2%
Aerospace engineers 1320 (SOC 17-2011) Female

Aerospace engineers 1320 (SOC 17-2011) Male
Aerospace engineers 1320 (SOC 17-2011)   Number 123 200

Aerospace engineers 1320 (SOC 17-2011)   Number 139 665
Aerospace engineers 1320 (SOC 17-2011)   Percent 100.0%

Surveyors  cartographers  and photogrammetrists 1310   Percent 18.5%
Aerospace engineers 1320 (SOC 17-2011) Total  both sexes

Surveyors  cartographers  and photogrammetrists 1310 Female
Surveyors  cartographers  and photogrammetrists 1310   Number 7 445

Surveyors  cartographers  and photogrammetrists 1310   Number 32 695
Surveyors  cartographers  and photogrammetrists 1310   Percent 81.5%

Surveyors  cartographers  and photogrammetrists 1310   Percent 100.0%
Surveyors  cartographers  and photogrammetrists 1310 Male

Surveyors  cartographers  and photogrammetrists 1310 Total  both sexes
Surveyors, cartographers, and photogrammetrists 1310   Number 40,140

Architects, except naval 1300 (SOC 17-1010)   Number 50,010
Architects  except naval 1300 (SOC 17-1010)   Percent 25.2%

Architects  except naval 1300 (SOC 17-1010)   Percent 74.8%
Architects  except naval 1300 (SOC 17-1010) Female

Architects  except naval 1300 (SOC 17-1010) Male
Architects  except naval 1300 (SOC 17-1010)   Number 148 095

Architects  except naval 1300 (SOC 17-1010)   Number 198 105
Architects  except naval 1300 (SOC 17-1010)   Percent 100.0%

Miscellaneous mathematical science occupations    Percent 47.7%
Architects  except naval 1300 (SOC 17-1010) Total  both sexes

Miscellaneous mathematical science occupations  Female
Miscellaneous mathematical science occupations    Number 19 450

Miscellaneous mathematical science occupations    Number 21 325
Miscellaneous mathematical science occupations    Percent 52.3%

Miscellaneous mathematical science occupations    Percent 100.0%
Miscellaneous mathematical science occupations  Male

Miscellaneous mathematical science occupations  Total  both sexes
Miscellaneous mathematical science occupations    Number 40 775

Operations research analysts 1220 (SOC 15-2031)   Number 58 315
Operations research analysts 1220 (SOC 15-2031)   Percent 48.3%

Operations research analysts 1220 (SOC 15-2031)   Percent 51.7%
Operations research analysts 1220 (SOC 15-2031) Female

Operations research analysts 1220 (SOC 15-2031) Male
Operations research analysts 1220 (SOC 15-2031)   Number 62 465

Operations research analysts 1220 (SOC 15-2031)   Number 120 780
Operations research analysts 1220 (SOC 15-2031)   Percent 100.0%

Actuaries 1200 (SOC 15-2011)   Percent 33.7%
Operations research analysts 1220 (SOC 15-2031) Total, both sexes

Actuaries 1200 (SOC 15-2011) Female
Actuaries 1200 (SOC 15-2011)   Number 8 200

Actuaries 1200 (SOC 15-2011)   Number 16 110
Actuaries 1200 (SOC 15-2011)   Percent 66.3%

Actuaries 1200 (SOC 15-2011)   Percent 100.0%
Actuaries 1200 (SOC 15-2011) Male

Actuaries 1200 (SOC 15-2011) Total  both sexes
Actuaries 1200 (SOC 15-2011)   Number 24 310

Computer occupations  a l other 1107 (SOC 15-1199)   Number 70 135
Computer occupations  a l other 1107 (SOC 15-1199)   Percent 24.4%

Computer occupations  a l other 1107 (SOC 15-1199)   Percent 75.6%
Computer occupations  a l other 1107 (SOC 15-1199) Female

Computer occupations  a l other 1107 (SOC 15-1199) Male
Computer occupations  a l other 1107 (SOC 15-1199)   Number 217 285

Computer occupations  a l other 1107 (SOC 15-1199)   Number 287 425
Computer occupations  a l other 1107 (SOC 15-1199)   Percent 100.0%

Computer network architects 1106 (SOC 15-1143)   Percent 11.1%
Computer occupations  a l other 1107 (SOC 15-1199) Total  both sexes

Computer network architects 1106 (SOC 15-1143) Female
Computer network architects 1106 (SOC 15-1143)   Number 12 105

Computer network architects 1106 (SOC 15-1143)   Number 97 220
Computer network architects 1106 (SOC 15-1143)   Percent 88.9%

Computer network architects 1106 (SOC 15-1143)   Percent 100.0%
Computer network architects 1106 (SOC 15-1143) Male

Computer network architects 1106 (SOC 15-1143) Total  both sexes
Computer network architects 1106 (SOC 15-1143)   Number 109 325

Network and computer systems administrators 1105 (SOC   Number 55 250
Network and computer systems administrators 1105 (SOC   Percent 20.5%

Network and computer systems administrators 1105 (SOC   Percent 79.5%
Network and computer systems administrators 1105 (SOC Female

Network and computer systems administrators 1105 (SOC Male
Network and computer systems administrators 1105 (SOC   Number 214 530

Network and computer systems administrators 1105 (SOC   Number 269 780
Network and computer systems administrators 1105 (SOC   Percent 100.0%

Database administrators 1060 (SOC 15-1141)   Percent 37.6%
Network and computer systems administrators 1105 (SOC Total  both sexes

Database administrators 1060 (SOC 15-1141) Female
Database administrators 1060 (SOC 15-1141)   Number 40 500

Database administrators 1060 (SOC 15-1141)   Number 67 085
Database administrators 1060 (SOC 15-1141)   Percent 62.4%

Database administrators 1060 (SOC 15-1141)   Percent 100.0%
Database administrators 1060 (SOC 15-1141) Male

Database administrators 1060 (SOC 15-1141) Total  both sexes
Database administrators 1060 (SOC 15-1141)   Number 107 585

Computer support specialists 1050 (SOC 15-1150)   Number 152,720
Computer support specialists 1050 (SOC 15-1150)   Percent 29.4%

Computer support specialists 1050 (SOC 15-1150)   Percent 70.6%
Computer support specialists 1050 (SOC 15-1150) Female

Computer support specialists 1050 (SOC 15-1150) Male
Computer support specialists 1050 (SOC 15-1150)   Number 367,120

Computer support specialists 1050 (SOC 15-1150)   Number 519 840
Computer support specialists 1050 (SOC 15-1150)   Percent 100.0%

Web developers 1030 (SOC 15-1134)   Percent 35.6%
Computer support specialists 1050 (SOC 15-1150) Total  both sexes

Web developers 1030 (SOC 15-1134) Female
Web developers 1030 (SOC 15-1134)   Number 57 780

Web developers 1030 (SOC 15-1134)   Number 104 545
Web developers 1030 (SOC 15-1134)   Percent 64.4%

Web developers 1030 (SOC 15-1134)   Percent 100.0%
Web developers 1030 (SOC 15-1134) Male

Web developers 1030 (SOC 15-1134) Total  both sexes
Web developers 1030 (SOC 15-1134)   Number 162 325

Software developers  applications and systems software   Number 187 305
Software developers  applications and systems software   Percent 21.8%

Software developers  applications and systems software   Percent 78.2%
Software developers  applications and systems software Female

Software developers  applications and systems software Male
Software developers  applications and systems software   Number 673 485

Software developers  applications and systems software   Number 860 790
Software developers  applications and systems software   Percent 100.0%

Computer programmers 1010 (SOC 15-1131)   Percent 24.4%
Software developers, applications and systems software Total, both sexes

Computer programmers 1010 (SOC 15-1131) Female
Computer programmers 1010 (SOC 15-1131)   Number 127 545



11 875 5 775 251 915 14 410 855 33 230 375 180 905 1 385 55 (X) (X) (X) 1 855
3.7% 1.8% 78.0% 4.5% 0.3% 10.3% 0.1% 0.1% 0.3% 0.4% 0.0% (X) (X) (X) 0.6%

9 730 4 695 223 350 12 080 720 27 495 255 155 645 1 035 50 (X) (X) (X) 1 560
3.0% 1.5% 69.2% 3.7% 0.2% 8.5% 0.1% 0.0% 0.2% 0.3% 0.0% (X) (X) (X) 0.5%

2 140 1 080 28 570 2 330 135 5 735 120 25 260 355 4 (X) (X) (X) 295
0.7% 0.3% 8.9% 0.7% 0.0% 1.8% 0.0% 0.0% 0.1% 0.1% 0.0% (X) (X) (X) 0.1%

2 515 1 330 41 305 4 310 310 14 860 20 145 125 290 20 (X) (X) (X) 520
3.8% 2.0% 62.8% 6.6% 0.5% 22.6% 0.0% 0.2% 0.2% 0.4% 0.0% (X) (X) (X) 0.8%

2 090 1 105 35 395 3 465 265 12 135 4 120 120 245 0 (X) (X) (X) 475
3.2% 1.7% 53.8% 5.3% 0.4% 18.5% 0.0% 0.2% 0.2% 0.4% 0.0% (X) (X) (X) 0.7%

425 225 5 910 845 45 2 725 20 30 10 45 20 (X) (X) (X) 45
0.6% 0.3% 9.0% 1.3% 0.1% 4.1% 0.0% 0.0% 0.0% 0.1% 0.0% (X) (X) (X) 0.1%

9 340 4 645 172 435 12 365 605 39 635 145 205 660 845 105 (X) (X) (X) 1 145
3.9% 1.9% 71.2% 5.1% 0.2% 16.4% 0.1% 0.1% 0.3% 0.3% 0.0% (X) (X) (X) 0.5%

8 270 4 060 160 100 10 395 515 34 065 130 205 620 655 45 (X) (X) (X) 1 035
3.4% 1.7% 66.1% 4.3% 0.2% 14.1% 0.1% 0.1% 0.3% 0.3% 0.0% (X) (X) (X) 0.4%

1,070 585 12,335 1,970 85 5,570 20 0 40 190 65 (X) (X) (X) 110
0.4% 0.2% 5.1% 0.8% 0.0% 2.3% 0.0% 0.0% 0.0% 0.1% 0.0% (X) (X) (X) 0.0%

840 615 26,690 2,220 155 3,245 45 80 75 95 0 (X) (X) (X) 140
2.5% 1.8% 78.0% 6.5% 0.5% 9.5% 0.1% 0.2% 0.2% 0.3% 0.0% (X) (X) (X) 0.4%

670 450 20 455 1 660 110 2 170 4 15 65 95 0 (X) (X) (X) 100
2.0% 1.3% 59.8% 4.9% 0.3% 6.3% 0.0% 0.0% 0.2% 0.3% 0.0% (X) (X) (X) 0.3%

170 165 6 230 565 45 1 075 40 70 10 0 0 (X) (X) (X) 35
0.5% 0.5% 18.2% 1.7% 0.1% 3.1% 0.1% 0.2% 0.0% 0.0% 0.0% (X) (X) (X) 0.1%

6 340 3 620 140 720 8 110 370 16 460 205 195 670 615 30 (X) (X) (X) 720
3.6% 2.0% 79.0% 4.6% 0.2% 9.2% 0.1% 0.1% 0.4% 0.3% 0.0% (X) (X) (X) 0.4%

5 220 2 680 116 870 5 810 340 11 880 145 140 530 465 30 (X) (X) (X) 600
2.9% 1.5% 65.6% 3.3% 0.2% 6.7% 0.1% 0.1% 0.3% 0.3% 0.0% (X) (X) (X) 0.3%

1 125 940 23 845 2 300 35 4 580 65 55 140 150 0 (X) (X) (X) 120
0.6% 0.5% 13.4% 1.3% 0.0% 2.6% 0.0% 0.0% 0.1% 0.1% 0.0% (X) (X) (X) 0.1%

160 55 9 825 790 60 895 4 35 35 0 20 (X) (X) (X) 35
1.3% 0.5% 82.5% 6.6% 0.5% 7.5% 0.0% 0.3% 0.3% 0.0% 0.2% (X) (X) (X) 0.3%

150 55 9 095 710 60 810 4 35 35 0 20 (X) (X) (X) 25
1.3% 0.5% 76.4% 6.0% 0.5% 6.8% 0.0% 0.3% 0.3% 0.0% 0.2% (X) (X) (X) 0.2%

10 0 730 80 0 90 0 0 0 0 0 (X) (X) (X) 4
0.1% 0.0% 6.1% 0.7% 0.0% 0.8% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

995 605 24 655 1 170 100 4 795 50 0 145 190 4 (X) (X) (X) 120
3.0% 1.8% 75.1% 3.6% 0.3% 14.6% 0.2% 0.0% 0.4% 0.6% 0.0% (X) (X) (X) 0.4%

865 500 22 095 1 005 80 3 900 50 0 130 130 4 (X) (X) (X) 110
2.6% 1.5% 67.3% 3.1% 0.2% 11.9% 0.2% 0.0% 0.4% 0.4% 0.0% (X) (X) (X) 0.3%

130 105 2 560 165 20 895 0 0 15 55 0 (X) (X) (X) 10
0.4% 0.3% 7.8% 0.5% 0.1% 2.7% 0.0% 0.0% 0.0% 0.2% 0.0% (X) (X) (X) 0.0%

7 055 4 420 189 330 9 265 495 23 905 185 195 520 745 110 (X) (X) (X) 1 175
3.0% 1.9% 79.8% 3.9% 0.2% 10.1% 0.1% 0.1% 0.2% 0.3% 0.0% (X) (X) (X) 0.5%

6 530 3 995 176 370 8 255 460 21 715 185 150 460 660 80 (X) (X) (X) 1 010
2.8% 1.7% 74.3% 3.5% 0.2% 9.1% 0.1% 0.1% 0.2% 0.3% 0.0% (X) (X) (X) 0.4%

525 430 12 960 1 010 35 2 190 0 40 60 85 30 (X) (X) (X) 165
0.2% 0.2% 5.5% 0.4% 0.0% 0.9% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.1%

1 465 575 23 430 1 470 105 2 105 0 30 215 120 30 (X) (X) (X) 125
4.9% 1.9% 79.0% 5.0% 0.4% 7.1% 0.0% 0.1% 0.7% 0.4% 0.1% (X) (X) (X) 0.4%

1 240 470 21 415 1 305 75 1 620 0 30 205 95 30 (X) (X) (X) 105
4.2% 1.6% 72.2% 4.4% 0.3% 5.5% 0.0% 0.1% 0.7% 0.3% 0.1% (X) (X) (X) 0.4%

225 110 2 015 165 30 480 0 0 10 20 0 (X) (X) (X) 20
0.8% 0.4% 6.8% 0.6% 0.1% 1.6% 0.0% 0.0% 0.0% 0.1% 0.0% (X) (X) (X) 0.1%

16 865 7 535 342 685 19 350 1 445 67 330 320 440 1 240 1 925 45 (X) (X) (X) 2 155
3.7% 1.6% 74.3% 4.2% 0.3% 14.6% 0.1% 0.1% 0.3% 0.4% 0.0% (X) (X) (X) 0.5%

14 295 6 445 307 635 15 280 1 230 55 790 235 400 990 1 595 40 (X) (X) (X) 1 880
3.1% 1.4% 66.7% 3.3% 0.3% 12.1% 0.1% 0.1% 0.2% 0.3% 0.0% (X) (X) (X) 0.4%

2 570 1 095 35 050 4 070 210 11 540 90 40 250 330 4 (X) (X) (X) 275
0.6% 0.2% 7.6% 0.9% 0.0% 2.5% 0.0% 0.0% 0.1% 0.1% 0.0% (X) (X) (X) 0.1%

12 750 7 610 167 475 8 310 900 12 345 150 155 1 080 700 55 (X) (X) (X) 680
6.0% 3.6% 78.9% 3.9% 0.4% 5.8% 0.1% 0.1% 0.5% 0.3% 0.0% (X) (X) (X) 0.3%

10 455 6 330 135 000 6 485 675 9 230 115 110 805 520 35 (X) (X) (X) 610
4.9% 3.0% 63.6% 3.1% 0.3% 4.3% 0.1% 0.1% 0.4% 0.2% 0.0% (X) (X) (X) 0.3%

2 295 1 280 32 480 1 820 225 3 115 35 40 280 180 15 (X) (X) (X) 70
1.1% 0.6% 15.3% 0.9% 0.1% 1.5% 0.0% 0.0% 0.1% 0.1% 0.0% (X) (X) (X) 0.0%

26,150 17,005 311,520 40,250 2,245 34,100 655 715 2,115 1,405 445 (X) (X) (X) 2,220
6.0% 3.9% 71.0% 9.2% 0.5% 7.8% 0.1% 0.2% 0.5% 0.3% 0.1% (X) (X) (X) 0.5%

20,985 13,505 256,230 30,600 1,810 24,175 565 490 1,695 1,160 255 (X) (X) (X) 1,775
4.8% 3.1% 58.4% 7.0% 0.4% 5.5% 0.1% 0.1% 0.4% 0.3% 0.1% (X) (X) (X) 0.4%

5 160 3 500 55 290 9 650 440 9 930 85 225 420 250 190 (X) (X) (X) 445
1.2% 0.8% 12.6% 2.2% 0.1% 2.3% 0.0% 0.1% 0.1% 0.1% 0.0% (X) (X) (X) 0.1%

4 855 2 340 73 935 3 055 930 1 060 200 65 535 210 0 (X) (X) (X) 325
5.5% 2.7% 84.5% 3.5% 1.1% 1.2% 0.2% 0.1% 0.6% 0.2% 0.0% (X) (X) (X) 0.4%

4 325 2 090 67 610 2 535 745 760 195 65 485 210 0 (X) (X) (X) 295
4.9% 2.4% 77.3% 2.9% 0.9% 0.9% 0.2% 0.1% 0.6% 0.2% 0.0% (X) (X) (X) 0.3%

525 250 6 325 520 185 295 4 0 50 0 0 (X) (X) (X) 30
0.6% 0.3% 7.2% 0.6% 0.2% 0.3% 0.0% 0.0% 0.1% 0.0% 0.0% (X) (X) (X) 0.0%

930 535 25 670 765 175 2 050 35 25 285 90 4 (X) (X) (X) 115
3.0% 1.7% 83.7% 2.5% 0.6% 6.7% 0.1% 0.1% 0.9% 0.3% 0.0% (X) (X) (X) 0.4%

735 410 19 265 585 150 1 370 35 20 165 30 0 (X) (X) (X) 95
2.4% 1.3% 62.8% 1.9% 0.5% 4.5% 0.1% 0.1% 0.5% 0.1% 0.0% (X) (X) (X) 0.3%

190 125 6 405 180 25 680 4 4 120 60 4 (X) (X) (X) 20
0.6% 0.4% 20.9% 0.6% 0.1% 2.2% 0.0% 0.0% 0.4% 0.2% 0.0% (X) (X) (X) 0.1%

3 460 1 040 67 530 2 615 305 9 765 80 145 345 445 45 (X) (X) (X) 355
4.0% 1.2% 78.4% 3.0% 0.4% 11.3% 0.1% 0.2% 0.4% 0.5% 0.1% (X) (X) (X) 0.4%

1 685 635 35 650 1 220 175 4 490 40 65 205 285 0 (X) (X) (X) 175
2.0% 0.7% 41.4% 1.4% 0.2% 5.2% 0.0% 0.1% 0.2% 0.3% 0.0% (X) (X) (X) 0.2%

1 770 405 31 880 1 395 130 5 270 35 80 145 160 45 (X) (X) (X) 180
2.1% 0.5% 37.0% 1.6% 0.2% 6.1% 0.0% 0.1% 0.2% 0.2% 0.1% (X) (X) (X) 0.2%

485 125 23 185 510 365 275 4 0 150 55 40 (X) (X) (X) 125
1.9% 0.5% 91.5% 2.0% 1.4% 1.1% 0.0% 0.0% 0.6% 0.2% 0.2% (X) (X) (X) 0.5%

Conservation scientists and foresters 1640 (SOC 19-   Number 25 325
Conservation scientists and foresters 1640 (SOC 19-   Percent 100.0%

Biological scientists 1610 (SOC 19-1020)   Percent 48.2%
Conservation scientists and foresters 1640 (SOC 19- Total  both sexes

Biological scientists 1610 (SOC 19-1020) Female
Biological scientists 1610 (SOC 19-1020)   Number 41 500

Biological scientists 1610 (SOC 19-1020)   Number 44 630
Biological scientists 1610 (SOC 19-1020)   Percent 51.8%

Biological scientists 1610 (SOC 19-1020)   Percent 100.0%
Biological scientists 1610 (SOC 19-1020) Male

Biological scientists 1610 (SOC 19-1020) Total  both sexes
Biological scientists 1610 (SOC 19-1020)   Number 86 130

Agricultural and food scientists 1600 (SOC 19-1010)   Number 7 825
Agricultural and food scientists 1600 (SOC 19-1010)   Percent 25.5%

Agricultural and food scientists 1600 (SOC 19-1010)   Percent 74.5%
Agricultural and food scientists 1600 (SOC 19-1010) Female

Agricultural and food scientists 1600 (SOC 19-1010) Male
Agricultural and food scientists 1600 (SOC 19-1010)   Number 22 860

Agricultural and food scientists 1600 (SOC 19-1010)   Number 30 685
Agricultural and food scientists 1600 (SOC 19-1010)   Percent 100.0%

Surveying and mapping technicians 1560 (SOC 17-3031)   Percent 9.4%
Agricultural and food scientists 1600 (SOC 19-1010) Total  both sexes

Surveying and mapping technicians 1560 (SOC 17-3031) Female
Surveying and mapping technicians 1560 (SOC 17-3031)   Number 8 190

Surveying and mapping technicians 1560 (SOC 17-3031)   Number 79 320
Surveying and mapping technicians 1560 (SOC 17-3031)   Percent 90.6%

Surveying and mapping technicians 1560 (SOC 17-3031)   Percent 100.0%
Surveying and mapping technicians 1560 (SOC 17-3031) Male

Surveying and mapping technicians 1560 (SOC 17-3031) Total  both sexes
Surveying and mapping technicians 1560 (SOC 17-3031)   Number 87 510

Engineering technicians  except drafters 1550 (SOC 17-   Number 85 590
Engineering technicians  except drafters 1550 (SOC 17-   Percent 19.5%

Engineering technicians  except drafters 1550 (SOC 17-   Percent 80.5%
Engineering technicians  except drafters 1550 (SOC 17- Female

Engineering technicians  except drafters 1550 (SOC 17- Male
Engineering technicians, except drafters 1550 (SOC 17-   Number 353,240

Engineering technicians, except drafters 1550 (SOC 17-   Number 438,830
Engineering technicians  except drafters 1550 (SOC 17-   Percent 100.0%

Drafters 1540 (SOC 17-3010)   Percent 19.7%
Engineering technicians  except drafters 1550 (SOC 17- Total  both sexes

Drafters 1540 (SOC 17-3010) Female
Drafters 1540 (SOC 17-3010)   Number 41 840

Drafters 1540 (SOC 17-3010)   Number 170 365
Drafters 1540 (SOC 17-3010)   Percent 80.3%

Drafters 1540 (SOC 17-3010)   Percent 100.0%
Drafters 1540 (SOC 17-3010) Male

Drafters 1540 (SOC 17-3010) Total  both sexes
Drafters 1540 (SOC 17-3010)   Number 212 205

Miscellaneous engineers  including nuclear engineers   Number 55 520
Miscellaneous engineers  including nuclear engineers   Percent 12.0%

Miscellaneous engineers  including nuclear engineers   Percent 88.0%
Miscellaneous engineers  including nuclear engineers Female

Miscellaneous engineers  including nuclear engineers Male
Miscellaneous engineers  including nuclear engineers   Number 405 810

Miscellaneous engineers  including nuclear engineers   Number 461 335
Miscellaneous engineers  including nuclear engineers   Percent 100.0%

Petroleum  mining and geological engineers  including   Percent 10.4%
Miscellaneous engineers  including nuclear engineers Total  both sexes

Petroleum, mining and geological engineers, including Female
Petroleum  mining and geological engineers  including   Number 3 080

Petroleum  mining and geological engineers  including   Number 26 585
Petroleum  mining and geological engineers  including   Percent 89.6%

Petroleum  mining and geological engineers  including   Percent 100.0%
Petroleum, mining and geological engineers, including Male

Petroleum  mining and geological engineers  including Total  both sexes
Petroleum  mining and geological engineers  including   Number 29 665

Mechanical engineers 1460 (SOC 17-2141)   Number 17 530
Mechanical engineers 1460 (SOC 17-2141)   Percent 7.4%

Mechanical engineers 1460 (SOC 17-2141)   Percent 92.6%
Mechanical engineers 1460 (SOC 17-2141) Female

Mechanical engineers 1460 (SOC 17-2141) Male
Mechanical engineers 1460 (SOC 17-2141)   Number 219 865

Mechanical engineers 1460 (SOC 17-2141)   Number 237 395
Mechanical engineers 1460 (SOC 17-2141)   Percent 100.0%

Materials engineers 1450 (SOC 17-2131)   Percent 12.1%
Mechanical engineers 1460 (SOC 17-2141) Total  both sexes

Materials engineers 1450 (SOC 17-2131) Female
Materials engineers 1450 (SOC 17-2131)   Number 3 955

Materials engineers 1450 (SOC 17-2131)   Number 28 865
Materials engineers 1450 (SOC 17-2131)   Percent 87.9%

Materials engineers 1450 (SOC 17-2131)   Percent 100.0%
Materials engineers 1450 (SOC 17-2131) Male

Materials engineers 1450 (SOC 17-2131) Total  both sexes
Materials engineers 1450 (SOC 17-2131)   Number 32 820

Marine engineers and naval arch tects 1440 (SOC 17-   Number 920
Marine engineers and naval arch tects 1440 (SOC 17-   Percent 7.7%

Marine engineers and naval arch tects 1440 (SOC 17-   Percent 92.3%
Marine engineers and naval arch tects 1440 (SOC 17- Female

Marine engineers and naval arch tects 1440 (SOC 17- Male
Marine engineers and naval arch tects 1440 (SOC 17-   Number 10 995

Marine engineers and naval arch tects 1440 (SOC 17-   Number 11 910
Marine engineers and naval arch tects 1440 (SOC 17-   Percent 100.0%

Industrial engineers  including health and safety 1430   Percent 18.7%
Marine engineers and naval arch tects 1440 (SOC 17- Total  both sexes

Industrial engineers  including health and safety 1430 Female
Industrial engineers  including health and safety 1430   Number 33 355

Industrial engineers  including health and safety 1430   Number 144 700
Industrial engineers  including health and safety 1430   Percent 81.3%

Industrial engineers  including health and safety 1430   Percent 100.0%
Industrial engineers  including health and safety 1430 Male

Industrial engineers  including health and safety 1430 Total  both sexes
Industrial engineers  including health and safety 1430   Number 178 055

Environmental engineers 1420 (SOC 17-2081)   Number 8 405
Environmental engineers 1420 (SOC 17-2081)   Percent 24.6%

Environmental engineers 1420 (SOC 17-2081)   Percent 75.4%
Environmental engineers 1420 (SOC 17-2081) Female

Environmental engineers 1420 (SOC 17-2081) Male
Environmental engineers 1420 (SOC 17-2081)   Number 25 790

Environmental engineers 1420 (SOC 17-2081)   Number 34,200
Environmental engineers 1420 (SOC 17-2081)   Percent 100.0%

Electrical and electronics engineers 1410 (SOC 17-2070)   Percent 9.1%
Environmental engineers 1420 (SOC 17-2081) Total  both sexes

Electrical and electronics engineers 1410 (SOC 17-2070) Female
Electrical and electronics engineers 1410 (SOC 17-2070)   Number 22,040

Electrical and electronics engineers 1410 (SOC 17-2070)   Number 220 100
Electrical and electronics engineers 1410 (SOC 17-2070)   Percent 90.9%

Electrical and electronics engineers 1410 (SOC 17-2070)   Percent 100.0%
Electrical and electronics engineers 1410 (SOC 17-2070) Male

Electrical and electronics engineers 1410 (SOC 17-2070) Total  both sexes
Electrical and electronics engineers 1410 (SOC 17-2070)   Number 242 135

Computer hardware engineers 1400 (SOC 17-2061)   Number 10 345
Computer hardware engineers 1400 (SOC 17-2061)   Percent 15.7%

Computer hardware engineers 1400 (SOC 17-2061)   Percent 84.3%
Computer hardware engineers 1400 (SOC 17-2061) Female

Computer hardware engineers 1400 (SOC 17-2061) Male
Computer hardware engineers 1400 (SOC 17-2061)   Number 55 415

Computer hardware engineers 1400 (SOC 17-2061)   Number 65 755
Computer hardware engineers 1400 (SOC 17-2061)   Percent 100.0%

Civil engineers 1360 (SOC 17-2051)   Percent 12.7%
Computer hardware engineers 1400 (SOC 17-2061) Total  both sexes

Civil engineers 1360 (SOC 17-2051) Female
Civil engineers 1360 (SOC 17-2051)   Number 41 050

Civil engineers 1360 (SOC 17-2051)   Number 281 770
Civil engineers 1360 (SOC 17-2051)   Percent 87.3%

Civil engineers 1360 (SOC 17-2051)   Percent 100.0%
Civil engineers 1360 (SOC 17-2051) Male

Civil engineers 1360 (SOC 17-2051) Total, both sexes
Civil engineers 1360 (SOC 17-2051)   Number 322 820



405 95 18 835 455 355 155 4 0 70 20 0 (X) (X) (X) 95
1.6% 0.4% 74.4% 1.8% 1.4% 0.6% 0.0% 0.0% 0.3% 0.1% 0.0% (X) (X) (X) 0.4%

85 30 4 355 55 10 120 0 0 80 35 40 (X) (X) (X) 30
0.3% 0.1% 17.2% 0.2% 0.0% 0.5% 0.0% 0.0% 0.3% 0.1% 0.2% (X) (X) (X) 0.1%

3 905 1 400 69 430 4 910 125 37 305 115 50 95 620 35 (X) (X) (X) 880
3.3% 1.2% 58.4% 4.1% 0.1% 31.4% 0.1% 0.0% 0.1% 0.5% 0.0% (X) (X) (X) 0.7%

1 685 555 33 740 1 860 85 19 745 90 15 25 215 15 (X) (X) (X) 435
1.4% 0.5% 28.4% 1.6% 0.1% 16.6% 0.1% 0.0% 0.0% 0.2% 0.0% (X) (X) (X) 0.4%

2 220 845 35 690 3 050 40 17 560 30 35 70 405 20 (X) (X) (X) 450
1.9% 0.7% 30.0% 2.6% 0.0% 14.8% 0.0% 0.0% 0.1% 0.3% 0.0% (X) (X) (X) 0.4%

485 35 10 525 255 20 1 315 10 0 40 120 0 (X) (X) (X) 65
3.8% 0.3% 81.7% 2.0% 0.2% 10.2% 0.1% 0.0% 0.3% 0.9% 0.0% (X) (X) (X) 0.5%

420 20 8 925 230 20 955 10 0 40 85 0 (X) (X) (X) 40
3.3% 0.2% 69.3% 1.8% 0.2% 7.4% 0.1% 0.0% 0.3% 0.7% 0.0% (X) (X) (X) 0.3%

60 15 1 600 25 0 360 0 0 0 35 0 (X) (X) (X) 25
0.5% 0.1% 12.4% 0.2% 0.0% 2.8% 0.0% 0.0% 0.0% 0.3% 0.0% (X) (X) (X) 0.2%

180 100 8,100 365 60 340 0 0 35 0 15 (X) (X) (X) 60
1.9% 1.1% 87.6% 3.9% 0.6% 3.7% 0.0% 0.0% 0.4% 0.0% 0.2% (X) (X) (X) 0.6%

150 55 6,640 230 55 280 0 0 35 0 15 (X) (X) (X) 15
1.6% 0.6% 71.8% 2.5% 0.6% 3.0% 0.0% 0.0% 0.4% 0.0% 0.2% (X) (X) (X) 0.2%

30 45 1 460 130 4 60 0 0 0 0 0 (X) (X) (X) 45
0.3% 0.5% 15.8% 1.4% 0.0% 0.6% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.5%

2 490 1 795 63 275 5 880 240 17 395 120 220 160 375 30 (X) (X) (X) 350
2.7% 1.9% 68.5% 6.4% 0.3% 18.8% 0.1% 0.2% 0.2% 0.4% 0.0% (X) (X) (X) 0.4%

1 310 995 41 410 3 385 100 9 420 80 25 125 235 30 (X) (X) (X) 210
1.4% 1.1% 44.9% 3.7% 0.1% 10.2% 0.1% 0.0% 0.1% 0.3% 0.0% (X) (X) (X) 0.2%

1 180 795 21 860 2 495 140 7 970 35 195 35 140 0 (X) (X) (X) 135
1.3% 0.9% 23.7% 2.7% 0.2% 8.6% 0.0% 0.2% 0.0% 0.2% 0.0% (X) (X) (X) 0.1%

2 355 850 68 410 3 065 445 3 165 85 80 235 230 50 (X) (X) (X) 155
3.0% 1.1% 86.5% 3.9% 0.6% 4.0% 0.1% 0.1% 0.3% 0.3% 0.1% (X) (X) (X) 0.2%

1 520 560 50 110 1 750 320 2 150 85 50 130 145 35 (X) (X) (X) 135
1.9% 0.7% 63.3% 2.2% 0.4% 2.7% 0.1% 0.1% 0.2% 0.2% 0.0% (X) (X) (X) 0.2%

835 295 18 300 1 315 125 1 010 4 30 105 85 15 (X) (X) (X) 20
1.1% 0.4% 23.1% 1.7% 0.2% 1.3% 0.0% 0.0% 0.1% 0.1% 0.0% (X) (X) (X) 0.0%

5 300 2 350 112 945 5 685 450 41 255 45 190 360 1 205 30 (X) (X) (X) 1 030
3.1% 1.4% 66.1% 3.3% 0.3% 24.1% 0.0% 0.1% 0.2% 0.7% 0.0% (X) (X) (X) 0.6%

3 025 1 410 72 110 2 465 330 25 335 45 65 245 625 15 (X) (X) (X) 580
1.8% 0.8% 42.2% 1.4% 0.2% 14.8% 0.0% 0.0% 0.1% 0.4% 0.0% (X) (X) (X) 0.3%

2 275 940 40 835 3 220 125 15 920 0 120 115 585 15 (X) (X) (X) 450
1.3% 0.6% 23.9% 1.9% 0.1% 9.3% 0.0% 0.1% 0.1% 0.3% 0.0% (X) (X) (X) 0.3%

1 620 540 18 020 1 350 50 2 840 15 0 65 80 4 (X) (X) (X) 50
6.6% 2.2% 73.1% 5.5% 0.2% 11.5% 0.1% 0.0% 0.3% 0.3% 0.0% (X) (X) (X) 0.2%

1 165 295 12 255 790 30 1 755 4 0 60 10 0 (X) (X) (X) 40
4.7% 1.2% 49.7% 3.2% 0.1% 7.1% 0.0% 0.0% 0.2% 0.0% 0.0% (X) (X) (X) 0.2%

455 245 5 765 560 20 1 085 10 0 4 70 4 (X) (X) (X) 10
1.8% 1.0% 23.4% 2.3% 0.1% 4.4% 0.0% 0.0% 0.0% 0.3% 0.0% (X) (X) (X) 0.0%

7 330 2 905 156 755 8 715 395 4 555 80 280 645 555 40 (X) (X) (X) 385
4.0% 1.6% 85.8% 4.8% 0.2% 2.5% 0.0% 0.2% 0.4% 0.3% 0.0% (X) (X) (X) 0.2%

2 305 850 52 150 2 740 75 1 155 45 35 145 125 15 (X) (X) (X) 45
1.3% 0.5% 28.6% 1.5% 0.0% 0.6% 0.0% 0.0% 0.1% 0.1% 0.0% (X) (X) (X) 0.0%

5 025 2 055 104 605 5 975 320 3 400 35 245 500 430 25 (X) (X) (X) 340
2.8% 1.1% 57.3% 3.3% 0.2% 1.9% 0.0% 0.1% 0.3% 0.2% 0.0% (X) (X) (X) 0.2%

915 425 19 460 1 640 105 1 195 0 85 130 75 15 (X) (X) (X) 125
3.8% 1.8% 80.5% 6.8% 0.4% 4.9% 0.0% 0.4% 0.5% 0.3% 0.1% (X) (X) (X) 0.5%

570 220 11 905 845 40 610 0 45 55 20 15 (X) (X) (X) 15
2.4% 0.9% 49.3% 3.5% 0.2% 2.5% 0.0% 0.2% 0.2% 0.1% 0.1% (X) (X) (X) 0.1%

340 205 7 555 795 65 580 0 35 75 50 0 (X) (X) (X) 110
1.4% 0.8% 31.3% 3.3% 0.3% 2.4% 0.0% 0.1% 0.3% 0.2% 0.0% (X) (X) (X) 0.5%

2 335 870 38 060 4 235 235 2 395 30 140 300 195 15 (X) (X) (X) 275
4.8% 1.8% 77.5% 8.6% 0.5% 4.9% 0.1% 0.3% 0.6% 0.4% 0.0% (X) (X) (X) 0.6%

1 095 325 18 610 2 080 115 990 20 80 85 85 0 (X) (X) (X) 150
2.2% 0.7% 37.9% 4.2% 0.2% 2.0% 0.0% 0.2% 0.2% 0.2% 0.0% (X) (X) (X) 0.3%

1 240 545 19 445 2 155 120 1 405 10 60 220 110 15 (X) (X) (X) 125
2.5% 1.1% 39.6% 4.4% 0.2% 2.9% 0.0% 0.1% 0.4% 0.2% 0.0% (X) (X) (X) 0.3%

2 560 1 695 22 360 2 240 230 1 720 115 15 45 110 0 (X) (X) (X) 205
8.2% 5.4% 71.4% 7.2% 0.7% 5.5% 0.4% 0.0% 0.1% 0.4% 0.0% (X) (X) (X) 0.7%

1,415 1,095 13,015 1,160 60 1,245 60 0 20 60 0 (X) (X) (X) 125
4.5% 3.5% 41.6% 3.7% 0.2% 4.0% 0.2% 0.0% 0.1% 0.2% 0.0% (X) (X) (X) 0.4%

1,145 600 9,350 1,080 175 475 50 15 25 50 0 (X) (X) (X) 80
3.7% 1.9% 29.9% 3.5% 0.6% 1.5% 0.2% 0.0% 0.1% 0.2% 0.0% (X) (X) (X) 0.3%

1 610 790 15 780 1 635 260 3 470 25 25 235 125 35 (X) (X) (X) 165
6.7% 3.3% 65.3% 6.8% 1.1% 14.4% 0.1% 0.1% 1.0% 0.5% 0.1% (X) (X) (X) 0.7%

570 285 8 520 975 205 1 775 25 4 155 10 0 (X) (X) (X) 105
2.4% 1.2% 35.3% 4.0% 0.8% 7.3% 0.1% 0.0% 0.6% 0.0% 0.0% (X) (X) (X) 0.4%

1 045 510 7 260 660 55 1 700 4 20 80 115 35 (X) (X) (X) 60
4.3% 2.1% 30.0% 2.7% 0.2% 7.0% 0.0% 0.1% 0.3% 0.5% 0.1% (X) (X) (X) 0.2%

4 440 2 750 52 975 8 745 400 5 710 65 150 190 270 45 (X) (X) (X) 355
5.8% 3.6% 69.6% 11.5% 0.5% 7.5% 0.1% 0.2% 0.2% 0.4% 0.1% (X) (X) (X) 0.5%

2 945 1 870 35 205 4 915 205 3 090 35 80 165 185 30 (X) (X) (X) 160
3.9% 2.5% 46.3% 6.5% 0.3% 4.1% 0.0% 0.1% 0.2% 0.2% 0.0% (X) (X) (X) 0.2%

1 500 880 17 775 3 830 195 2 620 35 70 25 85 15 (X) (X) (X) 195
2.0% 1.2% 23.4% 5.0% 0.3% 3.4% 0.0% 0.1% 0.0% 0.1% 0.0% (X) (X) (X) 0.3%

1 165 755 15 845 1 175 155 635 15 35 110 30 0 (X) (X) (X) 10
5.8% 3.8% 79.5% 5.9% 0.8% 3.2% 0.1% 0.2% 0.6% 0.2% 0.0% (X) (X) (X) 0.1%

895 585 11 765 850 105 405 10 35 95 30 0 (X) (X) (X) 0
4.5% 2.9% 59.0% 4.3% 0.5% 2.0% 0.1% 0.2% 0.5% 0.2% 0.0% (X) (X) (X) 0.0%

270 170 4 085 325 50 230 4 0 15 0 0 (X) (X) (X) 10
1.4% 0.9% 20.5% 1.6% 0.3% 1.2% 0.0% 0.0% 0.1% 0.0% 0.0% (X) (X) (X) 0.1%

9 400 6 155 123 825 14 520 1 650 19 660 320 400 790 1 325 165 (X) (X) (X) 1 120
5.2% 3.4% 69.0% 8.1% 0.9% 11.0% 0.2% 0.2% 0.4% 0.7% 0.1% (X) (X) (X) 0.6%

4 870 3 435 66 485 6 420 1 085 9 555 155 180 465 690 50 (X) (X) (X) 565
2.7% 1.9% 37.1% 3.6% 0.6% 5.3% 0.1% 0.1% 0.3% 0.4% 0.0% (X) (X) (X) 0.3%

Miscellaneous ife  physical  and social science   Number 93 950
Miscellaneous ife  physical  and social science   Percent 52.4%

Miscellaneous ife  physical  and social science   Percent 100.0%
Miscellaneous ife  physical  and social science Male

Miscellaneous ife  physical  and social science Total  both sexes
Miscellaneous ife  physical  and social science   Number 179 335

Geological and petroleum technicians  and nuclear   Number 5 160
Geological and petroleum technicians  and nuclear   Percent 25.9%

Geological and petroleum technicians, and nuclear   Percent 74.1%
Geological and petroleum technicians  and nuclear Female

Geological and petroleum technicians  and nuclear Male
Geological and petroleum technicians  and nuclear   Number 14 775

Geological and petroleum technicians  and nuclear   Number 19 935
Geological and petroleum technicians, and nuclear   Percent 100.0%

Chemical technicians 1920 (SOC 19-4031)   Percent 35.8%
Geological and petroleum technicians  and nuclear Total  both sexes

Chemical technicians 1920 (SOC 19-4031) Female
Chemical technicians 1920 (SOC 19-4031)   Number 27 220

Chemical technicians 1920 (SOC 19-4031)   Number 48 875
Chemical technicians 1920 (SOC 19-4031)   Percent 64.2%

Chemical technicians 1920 (SOC 19-4031)   Percent 100.0%
Chemical technicians 1920 (SOC 19-4031) Male

Chemical technicians 1920 (SOC 19-4031) Total  both sexes
Chemical technicians 1920 (SOC 19-4031)   Number 76 095

Biological technicians 1910 (SOC 19-4021)   Number 11 545
Biological technicians 1910 (SOC 19-4021)   Percent 47.8%

Biological technicians 1910 (SOC 19-4021)   Percent 52.2%
Biological technicians 1910 (SOC 19-4021) Female

Biological technicians 1910 (SOC 19-4021) Male
Biological technicians 1910 (SOC 19-4021)   Number 12 625

Biological technicians 1910 (SOC 19-4021)   Number 24 170
Biological technicians 1910 (SOC 19-4021)   Percent 100.0%

Agricultural and food science technicians 1900 (SOC 19-   Percent 41.7%
Biological technicians 1910 (SOC 19-4021) Total  both sexes

Agricultural and food science technicians 1900 (SOC 19- Female
Agricultural and food science technicians 1900 (SOC 19-   Number 13,045

Agricultural and food science technicians 1900 (SOC 19-   Number 18,250
Agricultural and food science technicians 1900 (SOC 19-   Percent 58.3%

Agricultural and food science technicians 1900 (SOC 19-   Percent 100.0%
Agricultural and food science technicians 1900 (SOC 19- Male

Agricultural and food science technicians 1900 (SOC 19- Total  both sexes
Agricultural and food science technicians 1900 (SOC 19-   Number 31 295

Miscellaneous social scientists  including survey   Number 25 445
Miscellaneous social scientists  including survey   Percent 51.8%

Miscellaneous social scientists  including survey   Percent 48.2%
Miscellaneous social scientists  including survey Female

Miscellaneous social scientists  including survey Male
Miscellaneous social scientists  including survey   Number 23 640

Miscellaneous social scientists  including survey   Number 49 085
Miscellaneous social scientists  including survey   Percent 100.0%

Urban and regional planners 1840 (SOC 19-3051)   Percent 40.7%
Miscellaneous social scientists  including survey Total  both sexes

Urban and regional planners 1840 (SOC 19-3051) Female
Urban and regional planners 1840 (SOC 19-3051)   Number 9 825

Urban and regional planners 1840 (SOC 19-3051)   Number 14 340
Urban and regional planners 1840 (SOC 19-3051)   Percent 59.3%

Urban and regional planners 1840 (SOC 19-3051)   Percent 100.0%
Urban and regional planners 1840 (SOC 19-3051) Male

Urban and regional planners 1840 (SOC 19-3051) Total, both sexes
Urban and regional planners 1840 (SOC 19-3051)   Number 24 165

Psychologists 1820 (SOC 19-3030)   Number 122 950
Psychologists 1820 (SOC 19-3030)   Percent 67.3%

Psychologists 1820 (SOC 19-3030)   Percent 32.7%
Psychologists 1820 (SOC 19-3030) Female

Psychologists 1820 (SOC 19-3030) Male
Psychologists 1820 (SOC 19-3030)   Number 59 685

Psychologists 1820 (SOC 19-3030)   Number 182 635
Psychologists 1820 (SOC 19-3030)   Percent 100.0%

Economists 1800 (SOC 19-3011)   Percent 33.4%
Psychologists 1820 (SOC 19-3030) Total  both sexes

Economists 1800 (SOC 19-3011) Female
Economists 1800 (SOC 19-3011)   Number 8 230

Economists 1800 (SOC 19-3011)   Number 16 405
Economists 1800 (SOC 19-3011)   Percent 66.6%

Economists 1800 (SOC 19-3011)   Percent 100.0%
Economists 1800 (SOC 19-3011) Male

Economists 1800 (SOC 19-3011) Total  both sexes
Economists 1800 (SOC 19-3011)   Number 24 635

Physical scientists  a l other 1760 (SOC 19-2099)   Number 64 600
Physical scientists  a l other 1760 (SOC 19-2099)   Percent 37.8%

Physical scientists  a l other 1760 (SOC 19-2099)   Percent 62.2%
Physical scientists  a l other 1760 (SOC 19-2099) Female

Physical scientists  a l other 1760 (SOC 19-2099) Male
Physical scientists  a l other 1760 (SOC 19-2099)   Number 106 250

Physical scientists  a l other 1760 (SOC 19-2099)   Number 170 850
Physical scientists, a l other 1760 (SOC 19-2099)   Percent 100.0%

Environmental scientists and geoscientists 1740 (SOC 19-   Percent 28.0%
Physical scientists  a l other 1760 (SOC 19-2099) Total  both sexes

Environmental scientists and geoscientists 1740 (SOC 19- Female
Environmental scientists and geoscientists 1740 (SOC 19-   Number 22 140

Environmental scientists and geoscientists 1740 (SOC 19-   Number 56 990
Environmental scientists and geoscientists 1740 (SOC 19-   Percent 72.0%

Environmental scientists and geoscientists 1740 (SOC 19-   Percent 100.0%
Environmental scientists and geoscientists 1740 (SOC 19- Male

Environmental scientists and geoscientists 1740 (SOC 19- Total  both sexes
Environmental scientists and geoscientists 1740 (SOC 19-   Number 79 130

Chemists and materials scientists 1720 (SOC 19-2030)   Number 34 990
Chemists and materials scientists 1720 (SOC 19-2030)   Percent 37.9%

Chemists and materials scientists 1720 (SOC 19-2030)   Percent 62.1%
Chemists and materials scientists 1720 (SOC 19-2030) Female

Chemists and materials scientists 1720 (SOC 19-2030) Male
Chemists and materials scientists 1720 (SOC 19-2030)   Number 57 335

Chemists and materials scientists 1720 (SOC 19-2030)   Number 92 325
Chemists and materials scientists 1720 (SOC 19-2030)   Percent 100.0%

Atmospheric and space scientists 1710 (SOC 19-2021)   Percent 19.2%
Chemists and materials scientists 1720 (SOC 19-2030) Total  both sexes

Atmospheric and space scientists 1710 (SOC 19-2021) Female
Atmospheric and space scientists 1710 (SOC 19-2021)   Number 1 775

Atmospheric and space scientists 1710 (SOC 19-2021)   Number 7,470
Atmospheric and space scientists 1710 (SOC 19-2021)   Percent 80.8%

Atmospheric and space scientists 1710 (SOC 19-2021)   Percent 100.0%
Atmospheric and space scientists 1710 (SOC 19-2021) Male

Atmospheric and space scientists 1710 (SOC 19-2021) Total  both sexes
Atmospheric and space scientists 1710 (SOC 19-2021)   Number 9,245

Astronomers and physicists 1700 (SOC 19-2010)   Number 2 125
Astronomers and physicists 1700 (SOC 19-2010)   Percent 16.5%

Astronomers and physicists 1700 (SOC 19-2010)   Percent 83.5%
Astronomers and physicists 1700 (SOC 19-2010) Female

Astronomers and physicists 1700 (SOC 19-2010) Male
Astronomers and physicists 1700 (SOC 19-2010)   Number 10 750

Astronomers and physicists 1700 (SOC 19-2010)   Number 12 875
Astronomers and physicists 1700 (SOC 19-2010)   Percent 100.0%

Medical scientists  and l fe scientists  all other 1650 (SOC   Percent 50.8%
Astronomers and physicists 1700 (SOC 19-2010) Total  both sexes

Medical scientists  and l fe scientists  all other 1650 (SOC Female
Medical scientists  and l fe scientists  all other 1650 (SOC   Number 60 405

Medical scientists  and l fe scientists  all other 1650 (SOC   Number 58 470
Medical scientists  and l fe scientists  all other 1650 (SOC   Percent 49.2%

Medical scientists  and l fe scientists  all other 1650 (SOC   Percent 100.0%
Medical scientists  and l fe scientists  all other 1650 (SOC Male

Medical scientists  and l fe scientists  all other 1650 (SOC Total  both sexes
Medical scientists  and l fe scientists  all other 1650 (SOC   Number 118 875

Conservation scientists and foresters 1640 (SOC 19-   Number 4 840
Conservation scientists and foresters 1640 (SOC 19-   Percent 19.1%

Conservation scientists and foresters 1640 (SOC 19-   Percent 80.9%
Conservation scientists and foresters 1640 (SOC 19- Female

Conservation scientists and foresters 1640 (SOC 19- Male
Conservation scientists and foresters 1640 (SOC 19-   Number 20 485



4 530 2 720 57 345 8 100 560 10 110 165 220 325 635 115 (X) (X) (X) 555
2.5% 1.5% 32.0% 4.5% 0.3% 5.6% 0.1% 0.1% 0.2% 0.4% 0.1% (X) (X) (X) 0.3%

37 365 27 350 447 890 139 145 6 130 17 400 1 310 2 310 3 090 2 175 990 (X) (X) (X) 4 035
5.4% 4.0% 65.0% 20.2% 0.9% 2.5% 0.2% 0.3% 0.4% 0.3% 0.1% (X) (X) (X) 0.6%

10 900 9 625 128 865 51 410 2 315 6 150 595 760 835 700 455 (X) (X) (X) 1 150
1.6% 1.4% 18.7% 7.5% 0.3% 0.9% 0.1% 0.1% 0.1% 0.1% 0.1% (X) (X) (X) 0.2%

26 465 17 720 319 025 87 735 3 820 11 250 715 1 550 2 255 1 480 540 (X) (X) (X) 2 885
3.8% 2.6% 46.3% 12.7% 0.6% 1.6% 0.1% 0.2% 0.3% 0.2% 0.1% (X) (X) (X) 0.4%

49 480 36 170 482 675 170 860 5 675 20 660 885 2 230 3 200 1 785 1 470 (X) (X) (X) 4 090
6.4% 4.6% 61.9% 21.9% 0.7% 2.7% 0.1% 0.3% 0.4% 0.2% 0.2% (X) (X) (X) 0.5%

10 355 7 770 93 770 38 340 845 5 895 240 285 540 300 230 (X) (X) (X) 980
1.3% 1.0% 12.0% 4.9% 0.1% 0.8% 0.0% 0.0% 0.1% 0.0% 0.0% (X) (X) (X) 0.1%

39 130 28 400 388 905 132 520 4 830 14 765 645 1 945 2 660 1 485 1 240 (X) (X) (X) 3 110
5.0% 3.6% 49.9% 17.0% 0.6% 1.9% 0.1% 0.2% 0.3% 0.2% 0.2% (X) (X) (X) 0.4%

7 775 4 720 58 355 23 015 850 1 620 270 410 330 360 375 (X) (X) (X) 455
7.9% 4.8% 59.2% 23.4% 0.9% 1.6% 0.3% 0.4% 0.3% 0.4% 0.4% (X) (X) (X) 0.5%

3,865 2,185 29,180 10,360 400 1,045 205 150 110 255 135 (X) (X) (X) 190
3.9% 2.2% 29.6% 10.5% 0.4% 1.1% 0.2% 0.2% 0.1% 0.3% 0.1% (X) (X) (X) 0.2%

3,915 2,540 29,175 12,655 450 575 65 260 220 105 245 (X) (X) (X) 260
4.0% 2.6% 29.6% 12.8% 0.5% 0.6% 0.1% 0.3% 0.2% 0.1% 0.2% (X) (X) (X) 0.3%

12 555 10 385 83 860 37 565 1 960 4 475 295 470 560 320 340 (X) (X) (X) 745
8.2% 6.8% 54.6% 24.5% 1.3% 2.9% 0.2% 0.3% 0.4% 0.2% 0.2% (X) (X) (X) 0.5%

2 335 2 560 17 160 9 975 320 1 470 125 75 130 95 105 (X) (X) (X) 245
1.5% 1.7% 11.2% 6.5% 0.2% 1.0% 0.1% 0.0% 0.1% 0.1% 0.1% (X) (X) (X) 0.2%

10 220 7 825 66 700 27 590 1 640 3 005 165 395 430 225 235 (X) (X) (X) 500
6.7% 5.1% 43.4% 18.0% 1.1% 2.0% 0.1% 0.3% 0.3% 0.1% 0.2% (X) (X) (X) 0.3%

5 795 4 655 50 760 15 840 1 235 2 410 145 390 390 280 80 (X) (X) (X) 495
7.0% 5.6% 61.5% 19.2% 1.5% 2.9% 0.2% 0.5% 0.5% 0.3% 0.1% (X) (X) (X) 0.6%

2 000 1 585 17 000 5 100 330 800 70 225 50 80 0 (X) (X) (X) 95
2.4% 1.9% 20.6% 6.2% 0.4% 1.0% 0.1% 0.3% 0.1% 0.1% 0.0% (X) (X) (X) 0.1%

3 795 3 070 33 755 10 740 900 1 610 75 160 340 200 80 (X) (X) (X) 400
4.6% 3.7% 40.9% 13.0% 1.1% 2.0% 0.1% 0.2% 0.4% 0.2% 0.1% (X) (X) (X) 0.5%

15 140 9 460 350 490 42 810 1 710 19 260 515 330 1 845 635 380 (X) (X) (X) 1 465
3.4% 2.1% 78.9% 9.6% 0.4% 4.3% 0.1% 0.1% 0.4% 0.1% 0.1% (X) (X) (X) 0.3%

12 965 7 975 287 700 35 015 1 335 16 615 460 200 1 555 560 245 (X) (X) (X) 1 190
2.9% 1.8% 64.8% 7.9% 0.3% 3.7% 0.1% 0.0% 0.4% 0.1% 0.1% (X) (X) (X) 0.3%

2 175 1 485 62 785 7 795 375 2 645 55 130 285 75 135 (X) (X) (X) 275
0.5% 0.3% 14.1% 1.8% 0.1% 0.6% 0.0% 0.0% 0.1% 0.0% 0.0% (X) (X) (X) 0.1%

2 060 1 005 44 265 3 830 135 1 665 95 55 250 150 40 (X) (X) (X) 75
3.8% 1.9% 82.5% 7.1% 0.3% 3.1% 0.2% 0.1% 0.5% 0.3% 0.1% (X) (X) (X) 0.1%

740 490 16 295 1 875 35 985 85 0 45 35 0 (X) (X) (X) 15
1.4% 0.9% 30.4% 3.5% 0.1% 1.8% 0.2% 0.0% 0.1% 0.1% 0.0% (X) (X) (X) 0.0%

1 325 515 27 970 1 960 100 680 10 55 205 115 40 (X) (X) (X) 60
2.5% 1.0% 52.2% 3.7% 0.2% 1.3% 0.0% 0.1% 0.4% 0.2% 0.1% (X) (X) (X) 0.1%

4 280 2 025 71 380 6 945 270 4 110 95 125 375 145 60 (X) (X) (X) 475
4.7% 2.2% 79.1% 7.7% 0.3% 4.6% 0.1% 0.1% 0.4% 0.2% 0.1% (X) (X) (X) 0.5%

1 495 955 27 550 2 350 175 1 945 35 100 170 70 15 (X) (X) (X) 240
1.7% 1.1% 30.5% 2.6% 0.2% 2.2% 0.0% 0.1% 0.2% 0.1% 0.0% (X) (X) (X) 0.3%

2 780 1 070 43 830 4 595 100 2 165 60 25 205 75 45 (X) (X) (X) 235
3.1% 1.2% 48.5% 5.1% 0.1% 2.4% 0.1% 0.0% 0.2% 0.1% 0.0% (X) (X) (X) 0.3%

35 015 12 465 890 815 48 185 2 640 36 945 315 1 380 2 975 3 785 485 (X) (X) (X) 3 895
3.4% 1.2% 85.7% 4.6% 0.3% 3.6% 0.0% 0.1% 0.3% 0.4% 0.0% (X) (X) (X) 0.4%

20 620 6 865 615 100 21 790 1 315 19 105 200 500 1 875 1 890 175 (X) (X) (X) 2 160
2.0% 0.7% 59.2% 2.1% 0.1% 1.8% 0.0% 0.0% 0.2% 0.2% 0.0% (X) (X) (X) 0.2%

14 395 5 600 275 715 26 395 1 325 17 840 120 880 1 100 1 895 305 (X) (X) (X) 1 735
1.4% 0.5% 26.5% 2.5% 0.1% 1.7% 0.0% 0.1% 0.1% 0.2% 0.0% (X) (X) (X) 0.2%

630 170 9 660 615 55 575 0 35 15 70 0 (X) (X) (X) 10
5.3% 1.4% 81.7% 5.2% 0.5% 4.9% 0.0% 0.3% 0.1% 0.6% 0.0% (X) (X) (X) 0.1%

130 80 4 610 270 10 195 0 0 0 30 0 (X) (X) (X) 0
1.1% 0.7% 39.0% 2.3% 0.1% 1.6% 0.0% 0.0% 0.0% 0.3% 0.0% (X) (X) (X) 0.0%

500 90 5 045 345 45 380 0 35 15 40 0 (X) (X) (X) 10
4.2% 0.8% 42.6% 2.9% 0.4% 3.2% 0.0% 0.3% 0.1% 0.3% 0.0% (X) (X) (X) 0.1%

28 900 15 410 291 570 36 795 1 510 14 245 495 840 1 325 1 485 290 (X) (X) (X) 2 345
7.3% 3.9% 73.8% 9.3% 0.4% 3.6% 0.1% 0.2% 0.3% 0.4% 0.1% (X) (X) (X) 0.6%

5 330 2 395 43 895 7 555 265 3 895 100 120 200 420 40 (X) (X) (X) 405
1.3% 0.6% 11.1% 1.9% 0.1% 1.0% 0.0% 0.0% 0.1% 0.1% 0.0% (X) (X) (X) 0.1%

23,570 13,020 247,675 29,240 1,240 10,350 395 720 1,125 1,065 250 (X) (X) (X) 1,945
6.0% 3.3% 62.7% 7.4% 0.3% 2.6% 0.1% 0.2% 0.3% 0.3% 0.1% (X) (X) (X) 0.5%

14,780 9,890 181,140 24,435 1,840 9,850 260 560 1,025 810 200 (X) (X) (X) 1,120
6.0% 4.0% 73.7% 9.9% 0.7% 4.0% 0.1% 0.2% 0.4% 0.3% 0.1% (X) (X) (X) 0.5%

3 545 2 015 46 750 6 380 450 4 325 30 205 290 355 40 (X) (X) (X) 205
1.4% 0.8% 19.0% 2.6% 0.2% 1.8% 0.0% 0.1% 0.1% 0.1% 0.0% (X) (X) (X) 0.1%

11 235 7 875 134 390 18 050 1 390 5 520 230 355 740 455 160 (X) (X) (X) 915
4.6% 3.2% 54.7% 7.3% 0.6% 2.2% 0.1% 0.1% 0.3% 0.2% 0.1% (X) (X) (X) 0.4%

51 185 22 105 1 010 055 82 185 3 780 158 150 765 2 330 4 600 6 070 1 145 (X) (X) (X) 8 640
3.8% 1.6% 74.8% 6.1% 0.3% 11.7% 0.1% 0.2% 0.3% 0.4% 0.1% (X) (X) (X) 0.6%

24 295 11 265 523 505 36 615 1 605 92 695 270 1 205 2 145 3 295 455 (X) (X) (X) 5 050
1.8% 0.8% 38.7% 2.7% 0.1% 6.9% 0.0% 0.1% 0.2% 0.2% 0.0% (X) (X) (X) 0.4%

26 885 10 835 486 555 45 570 2 175 65 455 495 1 125 2 455 2 775 690 (X) (X) (X) 3 590
2.0% 0.8% 36.0% 3.4% 0.2% 4.8% 0.0% 0.1% 0.2% 0.2% 0.1% (X) (X) (X) 0.3%

43 375 26 920 396 465 95 150 4 550 17 010 755 1 455 1 995 1 130 495 (X) (X) (X) 2 640
7.3% 4.5% 67.0% 16.1% 0.8% 2.9% 0.1% 0.2% 0.3% 0.2% 0.1% (X) (X) (X) 0.4%

1 205 1 140 8 655 3 205 180 460 45 0 25 75 40 (X) (X) (X) 150
0.2% 0.2% 1.5% 0.5% 0.0% 0.1% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

42 170 25 780 387 810 91 940 4 365 16 550 710 1 455 1 975 1 050 455 (X) (X) (X) 2 490
7.1% 4.4% 65.5% 15.5% 0.7% 2.8% 0.1% 0.2% 0.3% 0.2% 0.1% (X) (X) (X) 0.4%

172 335 83 110 2 766 040 303 080 13 385 73 825 2 145 4 290 11 100 7 910 2 710 (X) (X) (X) 12 615
5.0% 2.4% 80.1% 8.8% 0.4% 2.1% 0.1% 0.1% 0.3% 0.2% 0.1% (X) (X) (X) 0.4%

38 080 18 330 568 780 63 150 3 040 14 150 365 985 2 540 1 855 555 (X) (X) (X) 2 925
1.1% 0.5% 16.5% 1.8% 0.1% 0.4% 0.0% 0.0% 0.1% 0.1% 0.0% (X) (X) (X) 0.1%

134 255 64 775 2 197 265 239 930 10 345 59 675 1 780 3 305 8 555 6 055 2 155 (X) (X) (X) 9 690
3.9% 1.9% 63.6% 6.9% 0.3% 1.7% 0.1% 0.1% 0.2% 0.2% 0.1% (X) (X) (X) 0.3%

Elementary and middle school teachers 2310 (SOC 25-   Number 2 737 785
Elementary and middle school teachers 2310 (SOC 25-   Percent 79.3%

Elementary and middle school teachers 2310 (SOC 25-   Percent 20.7%
Elementary and middle school teachers 2310 (SOC 25- Female

Elementary and middle school teachers 2310 (SOC 25- Male
Elementary and middle school teachers 2310 (SOC 25-   Number 714 765

Elementary and middle school teachers 2310 (SOC 25-   Number 3 452 545
Elementary and middle school teachers 2310 (SOC 25-   Percent 100.0%

Preschool and kindergarten teachers 2300 (SOC 25-2010)   Percent 97.4%
Elementary and middle school teachers 2310 (SOC 25- Total  both sexes

Preschool and kindergarten teachers 2300 (SOC 25-2010) Female
Preschool and kindergarten teachers 2300 (SOC 25-2010)   Number 576 760

Preschool and kindergarten teachers 2300 (SOC 25-2010)   Number 15 180
Preschool and kindergarten teachers 2300 (SOC 25-2010)   Percent 2.6%

Preschool and kindergarten teachers 2300 (SOC 25-2010)   Percent 100.0%
Preschool and kindergarten teachers 2300 (SOC 25-2010) Male

Preschool and kindergarten teachers 2300 (SOC 25-2010) Total  both sexes
Preschool and kindergarten teachers 2300 (SOC 25-2010)   Number 591 935

Postsecondary teachers 2200 (SOC 25-1000)   Number 648 605
Postsecondary teachers 2200 (SOC 25-1000)   Percent 48.0%

Postsecondary teachers 2200 (SOC 25-1000)   Percent 52.0%
Postsecondary teachers 2200 (SOC 25-1000) Female

Postsecondary teachers 2200 (SOC 25-1000) Male
Postsecondary teachers 2200 (SOC 25-1000)   Number 702 405

Postsecondary teachers 2200 (SOC 25-1000)   Number 1 351 005
Postsecondary teachers 2200 (SOC 25-1000)   Percent 100.0%

Miscellaneous legal support workers 2160 (SOC 23-2090)   Percent 73.7%
Postsecondary teachers 2200 (SOC 25-1000) Total  both sexes

Miscellaneous legal support workers 2160 (SOC 23-2090) Female
Miscellaneous legal support workers 2160 (SOC 23-2090)   Number 181 325

Miscellaneous legal support workers 2160 (SOC 23-2090)   Number 64 580
Miscellaneous legal support workers 2160 (SOC 23-2090)   Percent 26.3%

Miscellaneous legal support workers 2160 (SOC 23-2090)   Percent 100.0%
Miscellaneous legal support workers 2160 (SOC 23-2090) Male

Miscellaneous legal support workers 2160 (SOC 23-2090) Total  both sexes
Miscellaneous legal support workers 2160 (SOC 23-2090)   Number 245,905

Paralegals and legal assistants 2145 (SOC 23-2011)   Number 330,595
Paralegals and legal assistants 2145 (SOC 23-2011)   Percent 83.7%

Paralegals and legal assistants 2145 (SOC 23-2011)   Percent 16.3%
Paralegals and legal assistants 2145 (SOC 23-2011) Female

Paralegals and legal assistants 2145 (SOC 23-2011) Male
Paralegals and legal assistants 2145 (SOC 23-2011)   Number 64 615

Paralegals and legal assistants 2145 (SOC 23-2011)   Number 395 210
Paralegals and legal assistants 2145 (SOC 23-2011)   Percent 100.0%

Judicial law clerks 2105 (SOC 23-1012)   Percent 54.9%
Paralegals and legal assistants 2145 (SOC 23-2011) Total  both sexes

Judicial law clerks 2105 (SOC 23-1012) Female
Judicial law clerks 2105 (SOC 23-1012)   Number 6 500

Judicial law clerks 2105 (SOC 23-1012)   Number 5 330
Judicial law clerks 2105 (SOC 23-1012)   Percent 45.1%

Judicial law clerks 2105 (SOC 23-1012)   Percent 100.0%
Judicial law clerks 2105 (SOC 23-1012) Male

Judicial law clerks 2105 (SOC 23-1012) Total  both sexes
Judicial law clerks 2105 (SOC 23-1012)   Number 11 830

Lawyers  and judges  magistrates  and other judicial   Number 347 300
Lawyers  and judges  magistrates  and other judicial   Percent 33.4%

Lawyers  and judges  magistrates  and other judicial   Percent 66.6%
Lawyers  and judges  magistrates  and other judicial Female

Lawyers, and judges, magistrates, and other judicial Male
Lawyers  and judges  magistrates  and other judicial   Number 691 600

Lawyers  and judges  magistrates  and other judicial   Number 1 038 895
Lawyers  and judges  magistrates  and other judicial   Percent 100.0%

Religious workers  a l other 2060 (SOC 21-2099)   Percent 61.1%
Lawyers, and judges, magistrates, and other judicial Total, both sexes

Religious workers  a l other 2060 (SOC 21-2099) Female
Religious workers  a l other 2060 (SOC 21-2099)   Number 55 185

Religious workers  a l other 2060 (SOC 21-2099)   Number 35 100
Religious workers  a l other 2060 (SOC 21-2099)   Percent 38.9%

Religious workers  a l other 2060 (SOC 21-2099)   Percent 100.0%
Religious workers  a l other 2060 (SOC 21-2099) Male

Religious workers  a l other 2060 (SOC 21-2099) Total  both sexes
Religious workers  a l other 2060 (SOC 21-2099)   Number 90 285

Directors  religious activities and education 2050 (SOC 21-   Number 33 030
Directors  religious activities and education 2050 (SOC 21-   Percent 61.6%

Directors  religious activities and education 2050 (SOC 21-   Percent 38.4%
Directors  religious activities and education 2050 (SOC 21- Female

Directors  religious activities and education 2050 (SOC 21- Male
Directors  religious activities and education 2050 (SOC 21-   Number 20 600

Directors  religious activities and education 2050 (SOC 21-   Number 53 625
Directors  religious activities and education 2050 (SOC 21-   Percent 100.0%

Clergy 2040 (SOC 21-2011)   Percent 17.6%
Directors  religious activities and education 2050 (SOC 21- Total  both sexes

Clergy 2040 (SOC 21-2011) Female
Clergy 2040 (SOC 21-2011)   Number 78 220

Clergy 2040 (SOC 21-2011)   Number 365 825
Clergy 2040 (SOC 21-2011)   Percent 82.4%

Clergy 2040 (SOC 21-2011)   Percent 100.0%
Clergy 2040 (SOC 21-2011) Male

Clergy 2040 (SOC 21-2011) Total  both sexes
Clergy 2040 (SOC 21-2011)   Number 444 045

Miscellaneous community and social service specialists    Number 55 130
Miscellaneous community and social service specialists    Percent 66.8%

Miscellaneous community and social service specialists    Percent 33.2%
Miscellaneous community and social service specialists  Female

Miscellaneous community and social service specialists  Male
Miscellaneous community and social service specialists    Number 27 345

Miscellaneous community and social service specialists    Number 82 475
Miscellaneous community and social service specialists    Percent 100.0%

Social and human service assistants 2016 (SOC 21-1093)   Percent 77.5%
Miscellaneous community and social service specialists  Total  both sexes

Social and human service assistants 2016 (SOC 21-1093) Female
Social and human service assistants 2016 (SOC 21-1093)   Number 118 935

Social and human service assistants 2016 (SOC 21-1093)   Number 34 600
Social and human service assistants 2016 (SOC 21-1093)   Percent 22.5%

Social and human service assistants 2016 (SOC 21-1093)   Percent 100.0%
Social and human service assistants 2016 (SOC 21-1093) Male

Social and human service assistants 2016 (SOC 21-1093) Total  both sexes
Social and human service assistants 2016 (SOC 21-1093)   Number 153 535

Probation officers and correctional treatment specialists   Number 50,455
Probation officers and correctional treatment specialists   Percent 51.2%

Probation officers and correctional treatment specialists   Percent 48.8%
Probation officers and correctional treatment specialists Female

Probation officers and correctional treatment specialists Male
Probation officers and correctional treatment specialists   Number 48,070

Probation officers and correctional treatment specialists   Number 98 525
Probation officers and correctional treatment specialists   Percent 100.0%

Social workers 2010 (SOC 21-1020)   Percent 79.5%
Probation officers and correctional treatment specialists Total  both sexes

Social workers 2010 (SOC 21-1020) Female
Social workers 2010 (SOC 21-1020)   Number 619 640

Social workers 2010 (SOC 21-1020)   Number 159 540
Social workers 2010 (SOC 21-1020)   Percent 20.5%

Social workers 2010 (SOC 21-1020)   Percent 100.0%
Social workers 2010 (SOC 21-1020) Male

Social workers 2010 (SOC 21-1020) Total  both sexes
Social workers 2010 (SOC 21-1020)   Number 779 175

Counselors 2000 (SOC 21-1010)   Number 475 430
Counselors 2000 (SOC 21-1010)   Percent 69.0%

Counselors 2000 (SOC 21-1010)   Percent 31.0%
Counselors 2000 (SOC 21-1010) Female

Counselors 2000 (SOC 21-1010) Male
Counselors 2000 (SOC 21-1010)   Number 213 765

Counselors 2000 (SOC 21-1010)   Number 689 195
Counselors 2000 (SOC 21-1010)   Percent 100.0%

Miscellaneous ife  physical  and social science   Percent 47.6%
Counselors 2000 (SOC 21-1010) Total, both sexes

Miscellaneous ife, physical, and social science Female
Miscellaneous ife  physical  and social science   Number 85 380



40 880 21 350 649 520 67 415 3 430 18 340 770 1 340 3 195 2 075 540 (X) (X) (X) 3 285
5.0% 2.6% 80.0% 8.3% 0.4% 2.3% 0.1% 0.2% 0.4% 0.3% 0.1% (X) (X) (X) 0.4%

16 205 8 560 269 285 28 750 1 325 7 005 465 555 1 240 740 230 (X) (X) (X) 1 385
2.0% 1.1% 33.2% 3.5% 0.2% 0.9% 0.1% 0.1% 0.2% 0.1% 0.0% (X) (X) (X) 0.2%

24 675 12 790 380 240 38 665 2 100 11 330 305 780 1 955 1 335 310 (X) (X) (X) 1 900
3.0% 1.6% 46.8% 4.8% 0.3% 1.4% 0.0% 0.1% 0.2% 0.2% 0.0% (X) (X) (X) 0.2%

10 460 5 780 179 100 22 455 1 290 4 670 240 480 1 180 385 150 (X) (X) (X) 910
4.6% 2.5% 78.9% 9.9% 0.6% 2.1% 0.1% 0.2% 0.5% 0.2% 0.1% (X) (X) (X) 0.4%

1 810 1 165 23 950 4 205 130 725 60 170 85 35 0 (X) (X) (X) 215
0.8% 0.5% 10.5% 1.9% 0.1% 0.3% 0.0% 0.1% 0.0% 0.0% 0.0% (X) (X) (X) 0.1%

8 650 4 615 155 145 18 250 1 160 3 945 185 310 1 095 350 150 (X) (X) (X) 695
3.8% 2.0% 68.3% 8.0% 0.5% 1.7% 0.1% 0.1% 0.5% 0.2% 0.1% (X) (X) (X) 0.3%

47 505 29 550 614 170 91 915 4 895 48 910 1 445 2 710 4 100 3 650 890 (X) (X) (X) 5 095
5.6% 3.5% 71.8% 10.8% 0.6% 5.7% 0.2% 0.3% 0.5% 0.4% 0.1% (X) (X) (X) 0.6%

19 310 10 835 226 180 34 095 1 580 18 990 620 810 1 600 1 550 275 (X) (X) (X) 2 045
2.3% 1.3% 26.5% 4.0% 0.2% 2.2% 0.1% 0.1% 0.2% 0.2% 0.0% (X) (X) (X) 0.2%

28,190 18,710 387,990 57,815 3,315 29,920 825 1,900 2,500 2,100 615 (X) (X) (X) 3,055
3.3% 2.2% 45.4% 6.8% 0.4% 3.5% 0.1% 0.2% 0.3% 0.2% 0.1% (X) (X) (X) 0.4%

1,070 730 37,805 2,505 245 1,440 0 115 185 95 10 (X) (X) (X) 285
2.4% 1.6% 85.0% 5.6% 0.6% 3.2% 0.0% 0.3% 0.4% 0.2% 0.0% (X) (X) (X) 0.6%

380 280 15 365 955 100 495 0 75 20 50 10 (X) (X) (X) 100
0.9% 0.6% 34.5% 2.1% 0.2% 1.1% 0.0% 0.2% 0.0% 0.1% 0.0% (X) (X) (X) 0.2%

690 450 22 440 1 550 145 945 0 40 160 45 0 (X) (X) (X) 185
1.6% 1.0% 50.4% 3.5% 0.3% 2.1% 0.0% 0.1% 0.4% 0.1% 0.0% (X) (X) (X) 0.4%

5 460 2 565 153 065 10 425 795 6 815 55 230 735 695 130 (X) (X) (X) 695
3.0% 1.4% 84.3% 5.7% 0.4% 3.8% 0.0% 0.1% 0.4% 0.4% 0.1% (X) (X) (X) 0.4%

1 035 450 24 830 1 495 100 1 350 0 55 85 265 35 (X) (X) (X) 95
0.6% 0.2% 13.7% 0.8% 0.1% 0.7% 0.0% 0.0% 0.0% 0.1% 0.0% (X) (X) (X) 0.1%

4 425 2 115 128 240 8 930 695 5 465 55 180 650 430 95 (X) (X) (X) 595
2.4% 1.2% 70.6% 4.9% 0.4% 3.0% 0.0% 0.1% 0.4% 0.2% 0.1% (X) (X) (X) 0.3%

3 200 2 060 44 340 5 505 350 3 630 100 115 340 240 60 (X) (X) (X) 430
5.3% 3.4% 73.4% 9.1% 0.6% 6.0% 0.2% 0.2% 0.6% 0.4% 0.1% (X) (X) (X) 0.7%

975 440 9 620 1 645 85 1 230 45 60 115 100 10 (X) (X) (X) 125
1.6% 0.7% 15.9% 2.7% 0.1% 2.0% 0.1% 0.1% 0.2% 0.2% 0.0% (X) (X) (X) 0.2%

2 220 1 620 34 725 3 860 270 2 395 55 55 225 140 50 (X) (X) (X) 305
3.7% 2.7% 57.5% 6.4% 0.4% 4.0% 0.1% 0.1% 0.4% 0.2% 0.1% (X) (X) (X) 0.5%

91 815 70 790 683 295 150 470 9 225 29 565 1 745 2 335 4 320 1 930 935 (X) (X) (X) 5 070
8.7% 6.7% 65.0% 14.3% 0.9% 2.8% 0.2% 0.2% 0.4% 0.2% 0.1% (X) (X) (X) 0.5%

9 235 8 205 53 285 20 755 1 020 5 375 215 440 375 360 110 (X) (X) (X) 645
0.9% 0.8% 5.1% 2.0% 0.1% 0.5% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.1%

82 580 62 580 630 010 129 715 8 205 24 185 1 530 1 895 3 945 1 570 825 (X) (X) (X) 4 420
7.9% 6.0% 59.9% 12.3% 0.8% 2.3% 0.1% 0.2% 0.4% 0.1% 0.1% (X) (X) (X) 0.4%

4 830 3 065 67 345 10 750 795 3 015 180 245 410 325 80 (X) (X) (X) 430
5.3% 3.4% 73.6% 11.8% 0.9% 3.3% 0.2% 0.3% 0.4% 0.4% 0.1% (X) (X) (X) 0.5%

980 795 18 990 3 175 115 970 20 40 120 160 60 (X) (X) (X) 140
1.1% 0.9% 20.8% 3.5% 0.1% 1.1% 0.0% 0.0% 0.1% 0.2% 0.1% (X) (X) (X) 0.2%

3 845 2 265 48 350 7 570 680 2 045 160 205 285 165 20 (X) (X) (X) 290
4.2% 2.5% 52.9% 8.3% 0.7% 2.2% 0.2% 0.2% 0.3% 0.2% 0.0% (X) (X) (X) 0.3%

9 750 5 725 169 970 6 490 1 565 10 285 180 385 1 255 925 50 (X) (X) (X) 1 010
4.7% 2.8% 81.9% 3.1% 0.8% 5.0% 0.1% 0.2% 0.6% 0.4% 0.0% (X) (X) (X) 0.5%

6 675 3 845 91 305 4 260 1 110 5 890 125 230 595 530 50 (X) (X) (X) 550
3.2% 1.9% 44.0% 2.1% 0.5% 2.8% 0.1% 0.1% 0.3% 0.3% 0.0% (X) (X) (X) 0.3%

3 075 1 880 78 665 2 230 455 4 400 55 155 660 395 0 (X) (X) (X) 455
1.5% 0.9% 37.9% 1.1% 0.2% 2.1% 0.0% 0.1% 0.3% 0.2% 0.0% (X) (X) (X) 0.2%

48 435 27 625 640 880 32 845 1 845 56 065 635 1 425 3 080 3 685 295 (X) (X) (X) 4 040
5.9% 3.4% 78.1% 4.0% 0.2% 6.8% 0.1% 0.2% 0.4% 0.4% 0.0% (X) (X) (X) 0.5%

25 555 14 990 287 080 17 180 885 25 795 455 740 1 320 1 700 135 (X) (X) (X) 2 080
3.1% 1.8% 35.0% 2.1% 0.1% 3.1% 0.1% 0.1% 0.2% 0.2% 0.0% (X) (X) (X) 0.3%

22 880 12 635 353 800 15 665 960 30 270 185 680 1 760 1 990 160 (X) (X) (X) 1 960
2.8% 1.5% 43.1% 1.9% 0.1% 3.7% 0.0% 0.1% 0.2% 0.2% 0.0% (X) (X) (X) 0.2%

2 230 1 555 34 815 5 260 210 1 350 40 460 380 370 185 (X) (X) (X) 605
4.7% 3.3% 73.4% 11.1% 0.4% 2.8% 0.1% 1.0% 0.8% 0.8% 0.4% (X) (X) (X) 1.3%

1 175 935 20 070 3 205 100 680 40 175 185 140 80 (X) (X) (X) 250
2.5% 2.0% 42.3% 6.8% 0.2% 1.4% 0.1% 0.4% 0.4% 0.3% 0.2% (X) (X) (X) 0.5%

1 050 625 14 745 2 055 105 670 0 285 195 230 105 (X) (X) (X) 355
2.2% 1.3% 31.1% 4.3% 0.2% 1.4% 0.0% 0.6% 0.4% 0.5% 0.2% (X) (X) (X) 0.7%

8,525 3,645 113,810 11,085 330 5,950 80 430 410 940 200 (X) (X) (X) 760
5.8% 2.5% 77.9% 7.6% 0.2% 4.1% 0.1% 0.3% 0.3% 0.6% 0.1% (X) (X) (X) 0.5%

5,445 2,050 72,645 6,700 135 3,005 65 165 200 450 140 (X) (X) (X) 405
3.7% 1.4% 49.7% 4.6% 0.1% 2.1% 0.0% 0.1% 0.1% 0.3% 0.1% (X) (X) (X) 0.3%

3 080 1 595 41 160 4 385 195 2 945 15 265 210 490 60 (X) (X) (X) 355
2.1% 1.1% 28.2% 3.0% 0.1% 2.0% 0.0% 0.2% 0.1% 0.3% 0.0% (X) (X) (X) 0.2%

12 570 7 880 208 900 23 775 1 175 7 310 395 1 195 940 1 645 230 (X) (X) (X) 1 995
4.7% 2.9% 77.9% 8.9% 0.4% 2.7% 0.1% 0.4% 0.4% 0.6% 0.1% (X) (X) (X) 0.7%

8 780 5 525 131 270 18 970 860 5 150 300 790 495 980 150 (X) (X) (X) 1 480
3.3% 2.1% 49.0% 7.1% 0.3% 1.9% 0.1% 0.3% 0.2% 0.4% 0.1% (X) (X) (X) 0.6%

3 790 2 355 77 625 4 805 310 2 160 90 405 445 665 80 (X) (X) (X) 515
1.4% 0.9% 29.0% 1.8% 0.1% 0.8% 0.0% 0.2% 0.2% 0.2% 0.0% (X) (X) (X) 0.2%

2 355 1 780 14 720 3 005 120 895 305 145 185 285 0 (X) (X) (X) 630
9.6% 7.3% 60.3% 12.3% 0.5% 3.7% 1.2% 0.6% 0.8% 1.2% 0.0% (X) (X) (X) 2.6%

460 505 2 145 780 40 290 90 45 0 55 0 (X) (X) (X) 80
1.9% 2.1% 8.8% 3.2% 0.2% 1.2% 0.4% 0.2% 0.0% 0.2% 0.0% (X) (X) (X) 0.3%

1 895 1 270 12 570 2 225 80 600 215 100 185 230 0 (X) (X) (X) 545
7.8% 5.2% 51.5% 9.1% 0.3% 2.5% 0.9% 0.4% 0.8% 0.9% 0.0% (X) (X) (X) 2.2%

10 015 6 015 140 200 22 520 495 6 045 285 760 760 825 260 (X) (X) (X) 1 340
5.3% 3.2% 74.0% 11.9% 0.3% 3.2% 0.2% 0.4% 0.4% 0.4% 0.1% (X) (X) (X) 0.7%

8 350 5 140 86 050 18 380 355 3 265 205 605 365 505 205 (X) (X) (X) 940
4.4% 2.7% 45.4% 9.7% 0.2% 1.7% 0.1% 0.3% 0.2% 0.3% 0.1% (X) (X) (X) 0.5%

1 665 875 54 150 4 140 140 2 780 80 155 395 320 50 (X) (X) (X) 400
0.9% 0.5% 28.6% 2.2% 0.1% 1.5% 0.0% 0.1% 0.2% 0.2% 0.0% (X) (X) (X) 0.2%

3 015 2 210 32 040 4 615 290 1 120 165 265 420 230 160 (X) (X) (X) 545
6.7% 4.9% 71.1% 10.2% 0.6% 2.5% 0.4% 0.6% 0.9% 0.5% 0.4% (X) (X) (X) 1.2%

Entertainers and performers  sports and related workers    Number 45 080
Entertainers and performers  sports and related workers    Percent 100.0%

Musicians  singers  and related workers 2750 (SOC 27-   Percent 34.4%
Entertainers and performers  sports and related workers  Total  both sexes

Musicians  singers  and related workers 2750 (SOC 27- Female
Musicians  singers  and related workers 2750 (SOC 27-   Number 65 150

Musicians  singers  and related workers 2750 (SOC 27-   Number 124 360
Musicians  singers  and related workers 2750 (SOC 27-   Percent 65.6%

Musicians, singers, and related workers 2750 (SOC 27-   Percent 100.0%
Musicians  singers  and related workers 2750 (SOC 27- Male

Musicians  singers  and related workers 2750 (SOC 27- Total  both sexes
Musicians  singers  and related workers 2750 (SOC 27-   Number 189 510

Dancers and choreographers 2740 (SOC 27-2030)   Number 19 920
Dancers and choreographers 2740 (SOC 27-2030)   Percent 81.6%

Dancers and choreographers 2740 (SOC 27-2030)   Percent 18.4%
Dancers and choreographers 2740 (SOC 27-2030) Female

Dancers and choreographers 2740 (SOC 27-2030) Male
Dancers and choreographers 2740 (SOC 27-2030)   Number 4 495

Dancers and choreographers 2740 (SOC 27-2030)   Number 24 415
Dancers and choreographers 2740 (SOC 27-2030)   Percent 100.0%

Athletes  coaches  umpires  and related workers 2720   Percent 34.8%
Dancers and choreographers 2740 (SOC 27-2030) Total  both sexes

Athletes  coaches  umpires  and related workers 2720 Female
Athletes  coaches  umpires  and related workers 2720   Number 93 260

Athletes  coaches  umpires  and related workers 2720   Number 174 745
Athletes  coaches  umpires  and related workers 2720   Percent 65.2%

Athletes  coaches  umpires  and related workers 2720   Percent 100.0%
Athletes  coaches  umpires  and related workers 2720 Male

Athletes  coaches  umpires  and related workers 2720 Total  both sexes
Athletes  coaches  umpires  and related workers 2720   Number 268 000

Producers and directors 2710 (SOC 27-2012)   Number 54 755
Producers and directors 2710 (SOC 27-2012)   Percent 37.5%

Producers and directors 2710 (SOC 27-2012)   Percent 62.5%
Producers and directors 2710 (SOC 27-2012) Female

Producers and directors 2710 (SOC 27-2012) Male
Producers and directors 2710 (SOC 27-2012)   Number 91,410

Producers and directors 2710 (SOC 27-2012)   Number 146,165
Producers and directors 2710 (SOC 27-2012)   Percent 100.0%

Actors 2700 (SOC 27-2011)   Percent 43.0%
Producers and directors 2710 (SOC 27-2012) Total  both sexes

Actors 2700 (SOC 27-2011) Female
Actors 2700 (SOC 27-2011)   Number 20 420

Actors 2700 (SOC 27-2011)   Number 27 035
Actors 2700 (SOC 27-2011)   Percent 57.0%

Actors 2700 (SOC 27-2011)   Percent 100.0%
Actors 2700 (SOC 27-2011) Male

Actors 2700 (SOC 27-2011) Total  both sexes
Actors 2700 (SOC 27-2011)   Number 47 455

Designers 2630 (SOC 27-1020)   Number 442 940
Designers 2630 (SOC 27-1020)   Percent 54.0%

Designers 2630 (SOC 27-1020)   Percent 46.0%
Designers 2630 (SOC 27-1020) Female

Designers 2630 (SOC 27-1020) Male
Designers 2630 (SOC 27-1020)   Number 377 915

Designers 2630 (SOC 27-1020)   Number 820 855
Designers 2630 (SOC 27-1020)   Percent 100.0%

Artists and related workers 2600 (SOC 27-1010)   Percent 44.5%
Designers 2630 (SOC 27-1020) Total  both sexes

Artists and related workers 2600 (SOC 27-1010) Female
Artists and related workers 2600 (SOC 27-1010)   Number 92 420

Artists and related workers 2600 (SOC 27-1010)   Number 115 165
Artists and related workers 2600 (SOC 27-1010)   Percent 55.5%

Artists and related workers 2600 (SOC 27-1010)   Percent 100.0%
Artists and related workers 2600 (SOC 27-1010) Male

Artists and related workers 2600 (SOC 27-1010) Total  both sexes
Artists and related workers 2600 (SOC 27-1010)   Number 207 590

Other education  training  and ibrary workers 2550 (SOC   Number 65 885
Other education  training  and ibrary workers 2550 (SOC   Percent 72.0%

Other education  training  and ibrary workers 2550 (SOC   Percent 28.0%
Other education  training  and ibrary workers 2550 (SOC Female

Other education  training  and ibrary workers 2550 (SOC Male
Other education  training  and ibrary workers 2550 (SOC   Number 25 575

Other education  training  and ibrary workers 2550 (SOC   Number 91 460
Other education  training  and ibrary workers 2550 (SOC   Percent 100.0%

Teacher assistants 2540 (SOC 25-9041)   Percent 90.5%
Other education  training  and ibrary workers 2550 (SOC Total  both sexes

Teacher assistants 2540 (SOC 25-9041) Female
Teacher assistants 2540 (SOC 25-9041)   Number 951 460

Teacher assistants 2540 (SOC 25-9041)   Number 100 025
Teacher assistants 2540 (SOC 25-9041)   Percent 9.5%

Teacher assistants 2540 (SOC 25-9041)   Percent 100.0%
Teacher assistants 2540 (SOC 25-9041) Male

Teacher assistants 2540 (SOC 25-9041) Total  both sexes
Teacher assistants 2540 (SOC 25-9041)   Number 1 051 485

Library technicians 2440 (SOC 25-4031)   Number 45 920
Library technicians 2440 (SOC 25-4031)   Percent 76.1%

Library technicians 2440 (SOC 25-4031)   Percent 23.9%
Library technicians 2440 (SOC 25-4031) Female

Library technicians 2440 (SOC 25-4031) Male
Library technicians 2440 (SOC 25-4031)   Number 14 450

Library technicians 2440 (SOC 25-4031)   Number 60 375
Library technicians 2440 (SOC 25-4031)   Percent 100.0%

Librarians 2430 (SOC 25-4021)   Percent 83.6%
Library technicians 2440 (SOC 25-4031) Total  both sexes

Librarians 2430 (SOC 25-4021) Female
Librarians 2430 (SOC 25-4021)   Number 151 875

Librarians 2430 (SOC 25-4021)   Number 29 795
Librarians 2430 (SOC 25-4021)   Percent 16.4%

Librarians 2430 (SOC 25-4021)   Percent 100.0%
Librarians 2430 (SOC 25-4021) Male

Librarians 2430 (SOC 25-4021) Total  both sexes
Librarians 2430 (SOC 25-4021)   Number 181 670

Archivists  curators  and museum technicians 2400 (SOC   Number 26 650
Archivists  curators  and museum technicians 2400 (SOC   Percent 59.9%

Archivists  curators  and museum technicians 2400 (SOC   Percent 40.1%
Archivists  curators  and museum technicians 2400 (SOC Female

Archivists  curators  and museum technicians 2400 (SOC Male
Archivists  curators  and museum technicians 2400 (SOC   Number 17 825

Archivists, curators, and museum technicians 2400 (SOC   Number 44,480
Archivists  curators  and museum technicians 2400 (SOC   Percent 100.0%

Other teachers and instructors 2340 (SOC 25-3000)   Percent 62.8%
Archivists  curators  and museum technicians 2400 (SOC Total  both sexes

Other teachers and instructors 2340 (SOC 25-3000) Female
Other teachers and instructors 2340 (SOC 25-3000)   Number 536,940

Other teachers and instructors 2340 (SOC 25-3000)   Number 317 900
Other teachers and instructors 2340 (SOC 25-3000)   Percent 37.2%

Other teachers and instructors 2340 (SOC 25-3000)   Percent 100.0%
Other teachers and instructors 2340 (SOC 25-3000) Male

Other teachers and instructors 2340 (SOC 25-3000) Total  both sexes
Other teachers and instructors 2340 (SOC 25-3000)   Number 854 840

Special education teachers 2330 (SOC 25-2050)   Number 194 550
Special education teachers 2330 (SOC 25-2050)   Percent 85.7%

Special education teachers 2330 (SOC 25-2050)   Percent 14.3%
Special education teachers 2330 (SOC 25-2050) Female

Special education teachers 2330 (SOC 25-2050) Male
Special education teachers 2330 (SOC 25-2050)   Number 32 555

Special education teachers 2330 (SOC 25-2050)   Number 227 105
Special education teachers 2330 (SOC 25-2050)   Percent 100.0%

Secondary school teachers 2320 (SOC 25-2030)   Percent 58.7%
Special education teachers 2330 (SOC 25-2050) Total  both sexes

Secondary school teachers 2320 (SOC 25-2030) Female
Secondary school teachers 2320 (SOC 25-2030)   Number 476 390

Secondary school teachers 2320 (SOC 25-2030)   Number 335 740
Secondary school teachers 2320 (SOC 25-2030)   Percent 41.3%

Secondary school teachers 2320 (SOC 25-2030)   Percent 100.0%
Secondary school teachers 2320 (SOC 25-2030) Male

Secondary school teachers 2320 (SOC 25-2030) Total, both sexes
Secondary school teachers 2320 (SOC 25-2030)   Number 812 130



1 685 1 065 16 775 2 805 90 430 100 185 195 100 80 (X) (X) (X) 295
3.7% 2.4% 37.2% 6.2% 0.2% 1.0% 0.2% 0.4% 0.4% 0.2% 0.2% (X) (X) (X) 0.7%

1 330 1 140 15 265 1 810 200 690 70 80 225 130 80 (X) (X) (X) 245
3.0% 2.5% 33.9% 4.0% 0.4% 1.5% 0.2% 0.2% 0.5% 0.3% 0.2% (X) (X) (X) 0.5%

4 265 2 745 38 540 5 865 265 1 515 60 195 275 310 75 (X) (X) (X) 275
7.8% 5.0% 70.9% 10.8% 0.5% 2.8% 0.1% 0.4% 0.5% 0.6% 0.1% (X) (X) (X) 0.5%

3 565 2 425 30 000 4 435 180 965 60 150 140 195 50 (X) (X) (X) 170
6.6% 4.5% 55.2% 8.2% 0.3% 1.8% 0.1% 0.3% 0.3% 0.4% 0.1% (X) (X) (X) 0.3%

700 315 8 540 1 430 85 555 0 45 135 110 25 (X) (X) (X) 105
1.3% 0.6% 15.7% 2.6% 0.2% 1.0% 0.0% 0.1% 0.2% 0.2% 0.0% (X) (X) (X) 0.2%

4 785 1 970 68 765 5 040 285 3 425 25 315 360 610 70 (X) (X) (X) 395
5.6% 2.3% 79.9% 5.9% 0.3% 4.0% 0.0% 0.4% 0.4% 0.7% 0.1% (X) (X) (X) 0.5%

2 315 1 060 38 230 2 445 120 1 725 15 185 210 145 35 (X) (X) (X) 200
2.7% 1.2% 44.4% 2.8% 0.1% 2.0% 0.0% 0.2% 0.2% 0.2% 0.0% (X) (X) (X) 0.2%

2 470 910 30 535 2 590 165 1 700 10 130 150 465 35 (X) (X) (X) 195
2.9% 1.1% 35.5% 3.0% 0.2% 2.0% 0.0% 0.2% 0.2% 0.5% 0.0% (X) (X) (X) 0.2%

6,370 3,360 111,250 10,665 605 4,770 80 270 320 545 60 (X) (X) (X) 670
4.6% 2.4% 80.1% 7.7% 0.4% 3.4% 0.1% 0.2% 0.2% 0.4% 0.0% (X) (X) (X) 0.5%

2,140 1,220 40,545 3,455 275 1,565 30 60 150 185 0 (X) (X) (X) 190
1.5% 0.9% 29.2% 2.5% 0.2% 1.1% 0.0% 0.0% 0.1% 0.1% 0.0% (X) (X) (X) 0.1%

4 230 2 140 70 705 7 210 330 3 205 45 205 165 355 60 (X) (X) (X) 475
3.0% 1.5% 50.9% 5.2% 0.2% 2.3% 0.0% 0.1% 0.1% 0.3% 0.0% (X) (X) (X) 0.3%

6 640 3 025 152 635 7 720 420 7 445 140 550 530 1 050 85 (X) (X) (X) 675
3.7% 1.7% 84.4% 4.3% 0.2% 4.1% 0.1% 0.3% 0.3% 0.6% 0.0% (X) (X) (X) 0.4%

3 515 1 835 68 415 3 180 205 3 030 80 365 285 445 0 (X) (X) (X) 270
1.9% 1.0% 37.8% 1.8% 0.1% 1.7% 0.0% 0.2% 0.2% 0.2% 0.0% (X) (X) (X) 0.1%

3 125 1 195 84 215 4 535 215 4 415 65 185 245 605 85 (X) (X) (X) 400
1.7% 0.7% 46.5% 2.5% 0.1% 2.4% 0.0% 0.1% 0.1% 0.3% 0.0% (X) (X) (X) 0.2%

1 665 515 54 130 3 780 235 2 645 10 165 230 330 15 (X) (X) (X) 355
2.6% 0.8% 84.5% 5.9% 0.4% 4.1% 0.0% 0.3% 0.4% 0.5% 0.0% (X) (X) (X) 0.6%

910 240 24 465 1 380 75 890 10 80 85 85 15 (X) (X) (X) 165
1.4% 0.4% 38.2% 2.2% 0.1% 1.4% 0.0% 0.1% 0.1% 0.1% 0.0% (X) (X) (X) 0.3%

755 275 29 670 2 405 160 1 755 0 85 140 245 0 (X) (X) (X) 190
1.2% 0.4% 46.3% 3.8% 0.2% 2.7% 0.0% 0.1% 0.2% 0.4% 0.0% (X) (X) (X) 0.3%

5 070 2 230 166 370 9 875 870 6 420 85 535 1 165 790 155 (X) (X) (X) 690
2.6% 1.1% 85.6% 5.1% 0.4% 3.3% 0.0% 0.3% 0.6% 0.4% 0.1% (X) (X) (X) 0.4%

2 030 865 72 470 3 945 430 2 740 25 210 370 375 25 (X) (X) (X) 360
1.0% 0.4% 37.3% 2.0% 0.2% 1.4% 0.0% 0.1% 0.2% 0.2% 0.0% (X) (X) (X) 0.2%

3 035 1 365 93 900 5 930 435 3 685 60 325 795 415 130 (X) (X) (X) 330
1.6% 0.7% 48.3% 3.1% 0.2% 1.9% 0.0% 0.2% 0.4% 0.2% 0.1% (X) (X) (X) 0.2%

19 185 10 745 40 000 4 375 455 9 620 50 115 160 360 60 (X) (X) (X) 535
22.4% 12.5% 46.7% 5.1% 0.5% 11.2% 0.1% 0.1% 0.2% 0.4% 0.1% (X) (X) (X) 0.6%

4 590 2 405 13 465 1 710 135 3 405 30 105 25 235 15 (X) (X) (X) 185
5.4% 2.8% 15.7% 2.0% 0.2% 4.0% 0.0% 0.1% 0.0% 0.3% 0.0% (X) (X) (X) 0.2%

14 595 8 335 26 540 2 660 320 6 215 20 10 135 125 40 (X) (X) (X) 350
17.0% 9.7% 31.0% 3.1% 0.4% 7.3% 0.0% 0.0% 0.2% 0.1% 0.0% (X) (X) (X) 0.4%

5 490 3 615 70 265 9 280 475 2 995 105 295 370 375 110 (X) (X) (X) 710
5.8% 3.8% 74.7% 9.9% 0.5% 3.2% 0.1% 0.3% 0.4% 0.4% 0.1% (X) (X) (X) 0.8%

4 735 3 290 62 630 7 900 395 2 500 65 245 335 325 90 (X) (X) (X) 555
5.0% 3.5% 66.6% 8.4% 0.4% 2.7% 0.1% 0.3% 0.4% 0.3% 0.1% (X) (X) (X) 0.6%

755 325 7 630 1 375 80 495 45 50 30 50 20 (X) (X) (X) 155
0.8% 0.3% 8.1% 1.5% 0.1% 0.5% 0.0% 0.1% 0.0% 0.1% 0.0% (X) (X) (X) 0.2%

8 990 5 215 121 530 8 760 470 5 985 145 335 740 845 80 (X) (X) (X) 830
5.8% 3.4% 79.0% 5.7% 0.3% 3.9% 0.1% 0.2% 0.5% 0.5% 0.1% (X) (X) (X) 0.5%

4 990 2 915 65 555 5 170 240 4 110 75 125 320 415 0 (X) (X) (X) 395
3.2% 1.9% 42.6% 3.4% 0.2% 2.7% 0.0% 0.1% 0.2% 0.3% 0.0% (X) (X) (X) 0.3%

4 000 2 300 55 975 3 590 230 1 875 70 215 420 430 80 (X) (X) (X) 430
2.6% 1.5% 36.4% 2.3% 0.1% 1.2% 0.0% 0.1% 0.3% 0.3% 0.1% (X) (X) (X) 0.3%

2 880 1 615 37 185 3 330 100 2 115 80 145 205 360 30 (X) (X) (X) 355
6.0% 3.3% 76.8% 6.9% 0.2% 4.4% 0.2% 0.3% 0.4% 0.7% 0.1% (X) (X) (X) 0.7%

2 425 1 425 30 320 2 675 80 1 590 65 75 160 335 30 (X) (X) (X) 260
5.0% 2.9% 62.6% 5.5% 0.2% 3.3% 0.1% 0.2% 0.3% 0.7% 0.1% (X) (X) (X) 0.5%

450 195 6 870 650 25 525 15 70 45 25 0 (X) (X) (X) 100
0.9% 0.4% 14.2% 1.3% 0.1% 1.1% 0.0% 0.1% 0.1% 0.1% 0.0% (X) (X) (X) 0.2%

1 415 610 50 530 1 150 120 2 230 35 10 195 260 35 (X) (X) (X) 160
2.5% 1.1% 89.0% 2.0% 0.2% 3.9% 0.1% 0.0% 0.3% 0.5% 0.1% (X) (X) (X) 0.3%

930 375 38,175 650 75 1,680 25 10 110 145 35 (X) (X) (X) 120
1.6% 0.7% 67.3% 1.1% 0.1% 3.0% 0.0% 0.0% 0.2% 0.3% 0.1% (X) (X) (X) 0.2%

485 235 12,355 500 45 550 10 0 85 115 0 (X) (X) (X) 40
0.9% 0.4% 21.8% 0.9% 0.1% 1.0% 0.0% 0.0% 0.1% 0.2% 0.0% (X) (X) (X) 0.1%

7 275 2 000 126 200 5 425 190 22 850 70 155 320 590 75 (X) (X) (X) 680
4.4% 1.2% 76.1% 3.3% 0.1% 13.8% 0.0% 0.1% 0.2% 0.4% 0.0% (X) (X) (X) 0.4%

4 410 1 260 103 735 3 275 165 13 440 60 120 280 375 40 (X) (X) (X) 445
2.7% 0.8% 62.6% 2.0% 0.1% 8.1% 0.0% 0.1% 0.2% 0.2% 0.0% (X) (X) (X) 0.3%

2 865 740 22 470 2 155 25 9 410 10 35 45 215 35 (X) (X) (X) 235
1.7% 0.4% 13.5% 1.3% 0.0% 5.7% 0.0% 0.0% 0.0% 0.1% 0.0% (X) (X) (X) 0.1%

4 805 2 715 62 630 13 350 625 4 975 50 85 265 245 110 (X) (X) (X) 285
5.3% 3.0% 69.5% 14.8% 0.7% 5.5% 0.1% 0.1% 0.3% 0.3% 0.1% (X) (X) (X) 0.3%

600 615 5 175 1 875 40 345 4 10 45 20 15 (X) (X) (X) 85
0.7% 0.7% 5.7% 2.1% 0.0% 0.4% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.1%

4 205 2 100 57 455 11 475 580 4 635 45 75 220 225 95 (X) (X) (X) 205
4.7% 2.3% 63.7% 12.7% 0.6% 5.1% 0.0% 0.1% 0.2% 0.2% 0.1% (X) (X) (X) 0.2%

705 335 28 720 460 100 4 550 45 0 65 50 15 (X) (X) (X) 110
2.0% 1.0% 81.7% 1.3% 0.3% 12.9% 0.1% 0.0% 0.2% 0.1% 0.0% (X) (X) (X) 0.3%

270 250 19 985 190 35 1 790 25 0 40 35 15 (X) (X) (X) 55
0.8% 0.7% 56.8% 0.5% 0.1% 5.1% 0.1% 0.0% 0.1% 0.1% 0.0% (X) (X) (X) 0.2%

435 90 8 740 275 65 2 760 20 0 25 15 0 (X) (X) (X) 55
1.2% 0.3% 24.9% 0.8% 0.2% 7.9% 0.1% 0.0% 0.1% 0.0% 0.0% (X) (X) (X) 0.2%

6 970 2 410 186 115 14 370 645 40 695 175 195 400 865 80 (X) (X) (X) 1 005
2.7% 0.9% 73.3% 5.7% 0.3% 16.0% 0.1% 0.1% 0.2% 0.3% 0.0% (X) (X) (X) 0.4%

2 875 1 120 94 040 5 125 320 15 475 90 110 215 300 20 (X) (X) (X) 565
1.1% 0.4% 37.0% 2.0% 0.1% 6.1% 0.0% 0.0% 0.1% 0.1% 0.0% (X) (X) (X) 0.2%

Pharmacists 3050 (SOC 29-1051)   Number 120 245
Pharmacists 3050 (SOC 29-1051)   Percent 47.4%

Pharmacists 3050 (SOC 29-1051)   Percent 100.0%
Pharmacists 3050 (SOC 29-1051) Male

Pharmacists 3050 (SOC 29-1051) Total  both sexes
Pharmacists 3050 (SOC 29-1051)   Number 253 925

Optometrists 3040 (SOC 29-1041)   Number 12 475
Optometrists 3040 (SOC 29-1041)   Percent 35.5%

Optometrists 3040 (SOC 29-1041)   Percent 64.5%
Optometrists 3040 (SOC 29-1041) Female

Optometrists 3040 (SOC 29-1041) Male
Optometrists 3040 (SOC 29-1041)   Number 22 680

Optometrists 3040 (SOC 29-1041)   Number 35 155
Optometrists 3040 (SOC 29-1041)   Percent 100.0%

Dietitians and nutritionists 3030 (SOC 29-1031)   Percent 90.2%
Optometrists 3040 (SOC 29-1041) Total  both sexes

Dietitians and nutritionists 3030 (SOC 29-1031) Female
Dietitians and nutritionists 3030 (SOC 29-1031)   Number 81 310

Dietitians and nutritionists 3030 (SOC 29-1031)   Number 8 830
Dietitians and nutritionists 3030 (SOC 29-1031)   Percent 9.8%

Dietitians and nutritionists 3030 (SOC 29-1031)   Percent 100.0%
Dietitians and nutritionists 3030 (SOC 29-1031) Male

Dietitians and nutritionists 3030 (SOC 29-1031) Total  both sexes
Dietitians and nutritionists 3030 (SOC 29-1031)   Number 90 140

Dentists 3010 (SOC 29-1020)   Number 38 240
Dentists 3010 (SOC 29-1020)   Percent 23.1%

Dentists 3010 (SOC 29-1020)   Percent 76.9%
Dentists 3010 (SOC 29-1020) Female

Dentists 3010 (SOC 29-1020) Male
Dentists 3010 (SOC 29-1020)   Number 127 595

Dentists 3010 (SOC 29-1020)   Number 165 835
Dentists 3010 (SOC 29-1020)   Percent 100.0%

Chiropractors 3000 (SOC 29-1011)   Percent 25.4%
Dentists 3010 (SOC 29-1020) Total  both sexes

Chiropractors 3000 (SOC 29-1011) Female
Chiropractors 3000 (SOC 29-1011)   Number 14,420

Chiropractors 3000 (SOC 29-1011)   Number 42,335
Chiropractors 3000 (SOC 29-1011)   Percent 74.6%

Chiropractors 3000 (SOC 29-1011)   Percent 100.0%
Chiropractors 3000 (SOC 29-1011) Male

Chiropractors 3000 (SOC 29-1011) Total  both sexes
Chiropractors 3000 (SOC 29-1011)   Number 56 755

Television  video  and motion picture camera operators and   Number 8 965
Television  video  and motion picture camera operators and   Percent 18.5%

Television  video  and motion picture camera operators and   Percent 81.5%
Television  video  and motion picture camera operators and Female

Television  video  and motion picture camera operators and Male
Television  video  and motion picture camera operators and   Number 39 435

Television  video  and motion picture camera operators and   Number 48 400
Television  video  and motion picture camera operators and   Percent 100.0%

Photographers 2910 (SOC 27-4021)   Percent 45.2%
Television  video  and motion picture camera operators and Total  both sexes

Photographers 2910 (SOC 27-4021) Female
Photographers 2910 (SOC 27-4021)   Number 69 620

Photographers 2910 (SOC 27-4021)   Number 84 310
Photographers 2910 (SOC 27-4021)   Percent 54.8%

Photographers 2910 (SOC 27-4021)   Percent 100.0%
Photographers 2910 (SOC 27-4021) Male

Photographers 2910 (SOC 27-4021) Total, both sexes
Photographers 2910 (SOC 27-4021)   Number 153 930

Broadcast and sound engineering technicians and radio   Number 11 010
Broadcast and sound engineering technicians and radio   Percent 11.7%

Broadcast and sound engineering technicians and radio   Percent 88.3%
Broadcast and sound engineering technicians and radio Female

Broadcast and sound engineering technicians and radio Male
Broadcast and sound engineering technicians and radio   Number 83 070

Broadcast and sound engineering technicians and radio   Number 94 080
Broadcast and sound engineering technicians and radio   Percent 100.0%

Miscellaneous media and communication workers 2860   Percent 69.3%
Broadcast and sound engineering technicians and radio Total  both sexes

Miscellaneous media and communication workers 2860 Female
Miscellaneous media and communication workers 2860   Number 59 350

Miscellaneous media and communication workers 2860   Number 26 310
Miscellaneous media and communication workers 2860   Percent 30.7%

Miscellaneous media and communication workers 2860   Percent 100.0%
Miscellaneous media and communication workers 2860 Male

Miscellaneous media and communication workers 2860 Total  both sexes
Miscellaneous media and communication workers 2860   Number 85 660

Writers and authors 2850 (SOC 27-3043)   Number 110 405
Writers and authors 2850 (SOC 27-3043)   Percent 56.8%

Writers and authors 2850 (SOC 27-3043)   Percent 43.2%
Writers and authors 2850 (SOC 27-3043) Female

Writers and authors 2850 (SOC 27-3043) Male
Writers and authors 2850 (SOC 27-3043)   Number 83 845

Writers and authors 2850 (SOC 27-3043)   Number 194 250
Writers and authors 2850 (SOC 27-3043)   Percent 100.0%

Technical writers 2840 (SOC 27-3042)   Percent 55.7%
Writers and authors 2850 (SOC 27-3043) Total  both sexes

Technical writers 2840 (SOC 27-3042) Female
Technical writers 2840 (SOC 27-3042)   Number 35 680

Technical writers 2840 (SOC 27-3042)   Number 28 400
Technical writers 2840 (SOC 27-3042)   Percent 44.3%

Technical writers 2840 (SOC 27-3042)   Percent 100.0%
Technical writers 2840 (SOC 27-3042) Male

Technical writers 2840 (SOC 27-3042) Total  both sexes
Technical writers 2840 (SOC 27-3042)   Number 64 080

Editors 2830 (SOC 27-3041)   Number 99 290
Editors 2830 (SOC 27-3041)   Percent 54.9%

Editors 2830 (SOC 27-3041)   Percent 45.1%
Editors 2830 (SOC 27-3041) Female

Editors 2830 (SOC 27-3041) Male
Editors 2830 (SOC 27-3041)   Number 81 625

Editors 2830 (SOC 27-3041)   Number 180 915
Editors 2830 (SOC 27-3041)   Percent 100.0%

Public relations specialists 2825 (SOC 27-3031)   Percent 64.1%
Editors 2830 (SOC 27-3041) Total  both sexes

Public relations specialists 2825 (SOC 27-3031) Female
Public relations specialists 2825 (SOC 27-3031)   Number 89 130

Public relations specialists 2825 (SOC 27-3031)   Number 49,825
Public relations specialists 2825 (SOC 27-3031)   Percent 35.9%

Public relations specialists 2825 (SOC 27-3031)   Percent 100.0%
Public relations specialists 2825 (SOC 27-3031) Male

Public relations specialists 2825 (SOC 27-3031) Total  both sexes
Public relations specialists 2825 (SOC 27-3031)   Number 138,955

News analysts  reporters and correspondents 2810 (SOC   Number 39 350
News analysts  reporters and correspondents 2810 (SOC   Percent 45.7%

News analysts  reporters and correspondents 2810 (SOC   Percent 54.3%
News analysts  reporters and correspondents 2810 (SOC Female

News analysts  reporters and correspondents 2810 (SOC Male
News analysts  reporters and correspondents 2810 (SOC   Number 46 695

News analysts  reporters and correspondents 2810 (SOC   Number 86 045
News analysts  reporters and correspondents 2810 (SOC   Percent 100.0%

Announcers 2800 (SOC 27-3010)   Percent 22.1%
News analysts  reporters and correspondents 2810 (SOC Total  both sexes

Announcers 2800 (SOC 27-3010) Female
Announcers 2800 (SOC 27-3010)   Number 12 045

Announcers 2800 (SOC 27-3010)   Number 42 335
Announcers 2800 (SOC 27-3010)   Percent 77.9%

Announcers 2800 (SOC 27-3010)   Percent 100.0%
Announcers 2800 (SOC 27-3010) Male

Announcers 2800 (SOC 27-3010) Total  both sexes
Announcers 2800 (SOC 27-3010)   Number 54 380

Entertainers and performers  sports and related workers    Number 21 270
Entertainers and performers  sports and related workers    Percent 47.2%

Entertainers and performers  sports and related workers    Percent 52.8%
Entertainers and performers, sports and related workers, Female

Entertainers and performers, sports and related workers, Male
Entertainers and performers  sports and related workers    Number 23 810



4 095 1 290 92 075 9 245 325 25 220 80 90 190 570 60 (X) (X) (X) 440
1.6% 0.5% 36.3% 3.6% 0.1% 9.9% 0.0% 0.0% 0.1% 0.2% 0.0% (X) (X) (X) 0.2%

37 650 11 125 575 355 40 940 1 585 154 970 315 835 1 280 4 230 320 (X) (X) (X) 5 665
4.5% 1.3% 69.0% 4.9% 0.2% 18.6% 0.0% 0.1% 0.2% 0.5% 0.0% (X) (X) (X) 0.7%

25 620 7 110 407 440 21 750 1 065 93 240 145 550 710 2 350 130 (X) (X) (X) 3 485
3.1% 0.9% 48.8% 2.6% 0.1% 11.2% 0.0% 0.1% 0.1% 0.3% 0.0% (X) (X) (X) 0.4%

12 030 4 015 167 915 19 190 520 61 730 170 285 570 1 880 190 (X) (X) (X) 2 180
1.4% 0.5% 20.1% 2.3% 0.1% 7.4% 0.0% 0.0% 0.1% 0.2% 0.0% (X) (X) (X) 0.3%

6 730 3 345 75 365 8 735 490 7 500 25 205 270 440 120 (X) (X) (X) 720
6.5% 3.2% 72.5% 8.4% 0.5% 7.2% 0.0% 0.2% 0.3% 0.4% 0.1% (X) (X) (X) 0.7%

2 505 1 130 24 340 2 905 185 2 750 20 45 85 90 100 (X) (X) (X) 330
2.4% 1.1% 23.4% 2.8% 0.2% 2.6% 0.0% 0.0% 0.1% 0.1% 0.1% (X) (X) (X) 0.3%

4 225 2 210 51 025 5 830 305 4 750 4 160 185 350 20 (X) (X) (X) 390
4.1% 2.1% 49.1% 5.6% 0.3% 4.6% 0.0% 0.2% 0.2% 0.3% 0.0% (X) (X) (X) 0.4%

340 130 8 160 465 0 690 15 0 0 10 0 (X) (X) (X) 30
3.5% 1.3% 82.9% 4.7% 0.0% 7.0% 0.2% 0.0% 0.0% 0.1% 0.0% (X) (X) (X) 0.3%

295 85 6,760 325 0 420 15 0 0 0 0 (X) (X) (X) 20
3.0% 0.9% 68.7% 3.3% 0.0% 4.3% 0.2% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.2%

45 45 1,400 135 0 270 0 0 0 10 0 (X) (X) (X) 10
0.5% 0.5% 14.2% 1.4% 0.0% 2.7% 0.0% 0.0% 0.0% 0.1% 0.0% (X) (X) (X) 0.1%

240 210 12 550 515 10 270 0 0 30 4 60 (X) (X) (X) 35
1.7% 1.5% 90.2% 3.7% 0.1% 1.9% 0.0% 0.0% 0.2% 0.0% 0.4% (X) (X) (X) 0.3%

30 80 2 660 25 0 20 0 0 4 0 20 (X) (X) (X) 15
0.2% 0.6% 19.1% 0.2% 0.0% 0.1% 0.0% 0.0% 0.0% 0.0% 0.1% (X) (X) (X) 0.1%

210 130 9 885 490 10 250 0 0 25 4 40 (X) (X) (X) 20
1.5% 0.9% 71.0% 3.5% 0.1% 1.8% 0.0% 0.0% 0.2% 0.0% 0.3% (X) (X) (X) 0.1%

2 530 1 230 71 010 4 170 160 4 885 35 75 210 255 10 (X) (X) (X) 345
3.0% 1.4% 83.6% 4.9% 0.2% 5.8% 0.0% 0.1% 0.2% 0.3% 0.0% (X) (X) (X) 0.4%

325 305 6 505 685 10 705 0 20 4 60 0 (X) (X) (X) 70
0.4% 0.4% 7.7% 0.8% 0.0% 0.8% 0.0% 0.0% 0.0% 0.1% 0.0% (X) (X) (X) 0.1%

2 210 925 64 505 3 485 150 4 180 35 60 205 195 10 (X) (X) (X) 275
2.6% 1.1% 76.0% 4.1% 0.2% 4.9% 0.0% 0.1% 0.2% 0.2% 0.0% (X) (X) (X) 0.3%

5 380 3 035 149 795 7 150 490 17 415 155 180 345 715 20 (X) (X) (X) 505
2.9% 1.6% 80.9% 3.9% 0.3% 9.4% 0.1% 0.1% 0.2% 0.4% 0.0% (X) (X) (X) 0.3%

1 785 1 150 42 695 2 225 100 6 685 105 80 185 225 20 (X) (X) (X) 150
1.0% 0.6% 23.1% 1.2% 0.1% 3.6% 0.1% 0.0% 0.1% 0.1% 0.0% (X) (X) (X) 0.1%

3 595 1 890 107 100 4 925 390 10 730 45 105 165 490 0 (X) (X) (X) 355
1.9% 1.0% 57.8% 2.7% 0.2% 5.8% 0.0% 0.1% 0.1% 0.3% 0.0% (X) (X) (X) 0.2%

415 275 11 455 515 35 740 0 4 20 75 30 (X) (X) (X) 0
3.1% 2.0% 84.4% 3.8% 0.3% 5.5% 0.0% 0.0% 0.1% 0.6% 0.2% (X) (X) (X) 0.0%

185 135 2 670 205 10 370 0 0 20 0 0 (X) (X) (X) 0
1.4% 1.0% 19.7% 1.5% 0.1% 2.7% 0.0% 0.0% 0.1% 0.0% 0.0% (X) (X) (X) 0.0%

225 135 8 780 310 30 365 0 4 0 75 30 (X) (X) (X) 0
1.7% 1.0% 64.7% 2.3% 0.2% 2.7% 0.0% 0.0% 0.0% 0.6% 0.2% (X) (X) (X) 0.0%

430 270 10 670 2 445 105 490 0 20 40 15 0 (X) (X) (X) 25
3.0% 1.9% 73.5% 16.9% 0.7% 3.4% 0.0% 0.1% 0.3% 0.1% 0.0% (X) (X) (X) 0.2%

155 90 2 050 655 50 135 0 0 10 0 0 (X) (X) (X) 10
1.1% 0.6% 14.1% 4.5% 0.3% 0.9% 0.0% 0.0% 0.1% 0.0% 0.0% (X) (X) (X) 0.1%

275 180 8 625 1 790 55 355 0 20 25 15 0 (X) (X) (X) 10
1.9% 1.2% 59.4% 12.3% 0.4% 2.4% 0.0% 0.1% 0.2% 0.1% 0.0% (X) (X) (X) 0.1%

4 220 2 830 73 880 11 785 310 5 615 65 210 435 315 75 (X) (X) (X) 430
4.2% 2.8% 73.8% 11.8% 0.3% 5.6% 0.1% 0.2% 0.4% 0.3% 0.1% (X) (X) (X) 0.4%

2 010 1 295 25 270 3 785 45 3 010 45 60 155 100 10 (X) (X) (X) 240
2.0% 1.3% 25.2% 3.8% 0.0% 3.0% 0.0% 0.1% 0.2% 0.1% 0.0% (X) (X) (X) 0.2%

2 205 1 540 48 610 8 000 265 2 605 20 150 280 215 60 (X) (X) (X) 190
2.2% 1.5% 48.5% 8.0% 0.3% 2.6% 0.0% 0.1% 0.3% 0.2% 0.1% (X) (X) (X) 0.2%

4 185 1 515 102 355 5 515 305 2 380 25 100 180 215 25 (X) (X) (X) 385
3.6% 1.3% 87.3% 4.7% 0.3% 2.0% 0.0% 0.1% 0.2% 0.2% 0.0% (X) (X) (X) 0.3%

150 55 4 295 250 35 150 0 0 0 15 0 (X) (X) (X) 20
0.1% 0.0% 3.7% 0.2% 0.0% 0.1% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

4 035 1 460 98 055 5 265 270 2 230 25 100 180 200 25 (X) (X) (X) 365
3.4% 1.2% 83.7% 4.5% 0.2% 1.9% 0.0% 0.1% 0.2% 0.2% 0.0% (X) (X) (X) 0.3%

5 855 3 670 95 065 13 670 525 4 600 130 205 610 590 145 (X) (X) (X) 795
4.7% 2.9% 75.5% 10.9% 0.4% 3.7% 0.1% 0.2% 0.5% 0.5% 0.1% (X) (X) (X) 0.6%

1 385 715 19 465 3 580 135 1 005 100 40 140 155 40 (X) (X) (X) 160
1.1% 0.6% 15.5% 2.8% 0.1% 0.8% 0.1% 0.0% 0.1% 0.1% 0.0% (X) (X) (X) 0.1%

4,470 2,950 75,600 10,090 390 3,595 25 160 475 435 105 (X) (X) (X) 635
3.6% 2.3% 60.1% 8.0% 0.3% 2.9% 0.0% 0.1% 0.4% 0.3% 0.1% (X) (X) (X) 0.5%

1,795 650 66,250 1,290 130 1,935 15 65 215 160 60 (X) (X) (X) 115
2.5% 0.9% 91.2% 1.8% 0.2% 2.7% 0.0% 0.1% 0.3% 0.2% 0.1% (X) (X) (X) 0.2%

975 415 33 210 410 75 1 000 0 55 105 25 15 (X) (X) (X) 75
1.3% 0.6% 45.7% 0.6% 0.1% 1.4% 0.0% 0.1% 0.1% 0.0% 0.0% (X) (X) (X) 0.1%

820 235 33 040 880 60 930 15 10 105 140 45 (X) (X) (X) 40
1.1% 0.3% 45.5% 1.2% 0.1% 1.3% 0.0% 0.0% 0.1% 0.2% 0.1% (X) (X) (X) 0.1%

82 200 40 740 1 997 830 262 965 10 305 212 815 2 195 3 035 8 990 6 135 1 450 (X) (X) (X) 11 090
3.1% 1.5% 75.7% 10.0% 0.4% 8.1% 0.1% 0.1% 0.3% 0.2% 0.1% (X) (X) (X) 0.4%

11 130 5 570 157 845 23 600 1 025 28 925 265 235 945 655 145 (X) (X) (X) 1 185
0.4% 0.2% 6.0% 0.9% 0.0% 1.1% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

71 070 35 175 1 839 985 239 360 9 280 183 890 1 930 2 800 8 045 5 480 1 305 (X) (X) (X) 9 905
2.7% 1.3% 69.7% 9.1% 0.4% 7.0% 0.1% 0.1% 0.3% 0.2% 0.0% (X) (X) (X) 0.4%

415 340 20 430 790 30 775 0 45 55 125 0 (X) (X) (X) 90
1.8% 1.5% 88.5% 3.4% 0.1% 3.4% 0.0% 0.2% 0.2% 0.5% 0.0% (X) (X) (X) 0.4%

225 175 8 615 305 30 295 0 0 40 35 0 (X) (X) (X) 45
1.0% 0.8% 37.3% 1.3% 0.1% 1.3% 0.0% 0.0% 0.2% 0.2% 0.0% (X) (X) (X) 0.2%

190 170 11 815 485 0 475 0 45 15 90 0 (X) (X) (X) 45
0.8% 0.7% 51.2% 2.1% 0.0% 2.1% 0.0% 0.2% 0.1% 0.4% 0.0% (X) (X) (X) 0.2%

2 450 740 70 150 3 830 75 3 545 10 140 280 240 35 (X) (X) (X) 315
3.0% 0.9% 85.8% 4.7% 0.1% 4.3% 0.0% 0.2% 0.3% 0.3% 0.0% (X) (X) (X) 0.4%

355 65 4 990 210 10 240 0 60 0 0 0 (X) (X) (X) 15
0.4% 0.1% 6.1% 0.3% 0.0% 0.3% 0.0% 0.1% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

2 095 675 65 165 3 615 65 3 305 10 80 280 240 35 (X) (X) (X) 300
2.6% 0.8% 79.7% 4.4% 0.1% 4.0% 0.0% 0.1% 0.3% 0.3% 0.0% (X) (X) (X) 0.4%

Nurse practitioners and nurse midwives 3258 (SOC 29-   Number 75 865
Nurse practitioners and nurse midwives 3258 (SOC 29-   Percent 92.7%

Nurse practitioners and nurse midwives 3258 (SOC 29-   Percent 7.3%
Nurse practitioners and nurse midwives 3258 (SOC 29- Female

Nurse practitioners and nurse midwives 3258 (SOC 29- Male
Nurse practitioners and nurse midwives 3258 (SOC 29-   Number 5 940

Nurse practitioners and nurse midwives 3258 (SOC 29-   Number 81 805
Nurse practitioners and nurse midwives 3258 (SOC 29-   Percent 100.0%

Nurse anesthetists 3256 (SOC 29-1151)   Percent 57.7%
Nurse practitioners and nurse midwives 3258 (SOC 29- Total  both sexes

Nurse anesthetists 3256 (SOC 29-1151) Female
Nurse anesthetists 3256 (SOC 29-1151)   Number 13 335

Nurse anesthetists 3256 (SOC 29-1151)   Number 9 760
Nurse anesthetists 3256 (SOC 29-1151)   Percent 42.3%

Nurse anesthetists 3256 (SOC 29-1151)   Percent 100.0%
Nurse anesthetists 3256 (SOC 29-1151) Male

Nurse anesthetists 3256 (SOC 29-1151) Total  both sexes
Nurse anesthetists 3256 (SOC 29-1151)   Number 23 095

Registered nurses 3255 (SOC 29-1141)   Number 2 408 225
Registered nurses 3255 (SOC 29-1141)   Percent 91.2%

Registered nurses 3255 (SOC 29-1141)   Percent 8.8%
Registered nurses 3255 (SOC 29-1141) Female

Registered nurses 3255 (SOC 29-1141) Male
Registered nurses 3255 (SOC 29-1141)   Number 231 525

Registered nurses 3255 (SOC 29-1141)   Number 2 639 750
Registered nurses 3255 (SOC 29-1141)   Percent 100.0%

Veterinarians 3250 (SOC 29-1131)   Percent 50.0%
Registered nurses 3255 (SOC 29-1141) Total  both sexes

Veterinarians 3250 (SOC 29-1131) Female
Veterinarians 3250 (SOC 29-1131)   Number 36 325

Veterinarians 3250 (SOC 29-1131)   Number 36 355
Veterinarians 3250 (SOC 29-1131)   Percent 50.0%

Veterinarians 3250 (SOC 29-1131)   Percent 100.0%
Veterinarians 3250 (SOC 29-1131) Male

Veterinarians 3250 (SOC 29-1131) Total  both sexes
Veterinarians 3250 (SOC 29-1131)   Number 72,680

Other therapists, including exercise physiologists 3245   Number 98,930
Other therapists  including exercise physiologists 3245   Percent 78.6%

Other therapists  including exercise physiologists 3245   Percent 21.4%
Other therapists  including exercise physiologists 3245 Female

Other therapists  including exercise physiologists 3245 Male
Other therapists  including exercise physiologists 3245   Number 26 930

Other therapists  including exercise physiologists 3245   Number 125 855
Other therapists  including exercise physiologists 3245   Percent 100.0%

Speech-language pathologists 3230 (SOC 29-1127)   Percent 95.8%
Other therapists  including exercise physiologists 3245 Total  both sexes

Speech-language pathologists 3230 (SOC 29-1127) Female
Speech-language pathologists 3230 (SOC 29-1127)   Number 112 220

Speech-language pathologists 3230 (SOC 29-1127)   Number 4 970
Speech-language pathologists 3230 (SOC 29-1127)   Percent 4.2%

Speech-language pathologists 3230 (SOC 29-1127)   Percent 100.0%
Speech-language pathologists 3230 (SOC 29-1127) Male

Speech-language pathologists 3230 (SOC 29-1127) Total  both sexes
Speech-language pathologists 3230 (SOC 29-1127)   Number 117 190

Respiratory therapists 3220 (SOC 29-1126)   Number 64 140
Respiratory therapists 3220 (SOC 29-1126)   Percent 64.0%

Respiratory therapists 3220 (SOC 29-1126)   Percent 36.0%
Respiratory therapists 3220 (SOC 29-1126) Female

Respiratory therapists 3220 (SOC 29-1126) Male
Respiratory therapists 3220 (SOC 29-1126)   Number 36 030

Respiratory therapists 3220 (SOC 29-1126)   Number 100 170
Respiratory therapists 3220 (SOC 29-1126)   Percent 100.0%

Recreational therapists 3210 (SOC 29-1125)   Percent 78.2%
Respiratory therapists 3220 (SOC 29-1126) Total, both sexes

Recreational therapists 3210 (SOC 29-1125) Female
Recreational therapists 3210 (SOC 29-1125)   Number 11 350

Recreational therapists 3210 (SOC 29-1125)   Number 3 160
Recreational therapists 3210 (SOC 29-1125)   Percent 21.8%

Recreational therapists 3210 (SOC 29-1125)   Percent 100.0%
Recreational therapists 3210 (SOC 29-1125) Male

Recreational therapists 3210 (SOC 29-1125) Total  both sexes
Recreational therapists 3210 (SOC 29-1125)   Number 14 510

Radiation therapists 3200 (SOC 29-1124)   Number 9 965
Radiation therapists 3200 (SOC 29-1124)   Percent 73.5%

Radiation therapists 3200 (SOC 29-1124)   Percent 26.5%
Radiation therapists 3200 (SOC 29-1124) Female

Radiation therapists 3200 (SOC 29-1124) Male
Radiation therapists 3200 (SOC 29-1124)   Number 3 600

Radiation therapists 3200 (SOC 29-1124)   Number 13 565
Radiation therapists 3200 (SOC 29-1124)   Percent 100.0%

Physical therapists 3160 (SOC 29-1123)   Percent 70.1%
Radiation therapists 3200 (SOC 29-1124) Total  both sexes

Physical therapists 3160 (SOC 29-1123) Female
Physical therapists 3160 (SOC 29-1123)   Number 129 780

Physical therapists 3160 (SOC 29-1123)   Number 55 405
Physical therapists 3160 (SOC 29-1123)   Percent 29.9%

Physical therapists 3160 (SOC 29-1123)   Percent 100.0%
Physical therapists 3160 (SOC 29-1123) Male

Physical therapists 3160 (SOC 29-1123) Total  both sexes
Physical therapists 3160 (SOC 29-1123)   Number 185 185

Occupational therapists 3150 (SOC 29-1122)   Number 76 235
Occupational therapists 3150 (SOC 29-1122)   Percent 89.8%

Occupational therapists 3150 (SOC 29-1122)   Percent 10.2%
Occupational therapists 3150 (SOC 29-1122) Female

Occupational therapists 3150 (SOC 29-1122) Male
Occupational therapists 3150 (SOC 29-1122)   Number 8 685

Occupational therapists 3150 (SOC 29-1122)   Number 84 920
Occupational therapists 3150 (SOC 29-1122)   Percent 100.0%

Audiologists 3140 (SOC 29-1181)   Percent 79.5%
Occupational therapists 3150 (SOC 29-1122) Total  both sexes

Audiologists 3140 (SOC 29-1181) Female
Audiologists 3140 (SOC 29-1181)   Number 11 060

Audiologists 3140 (SOC 29-1181)   Number 2 860
Audiologists 3140 (SOC 29-1181)   Percent 20.5%

Audiologists 3140 (SOC 29-1181)   Percent 100.0%
Audiologists 3140 (SOC 29-1181) Male

Audiologists 3140 (SOC 29-1181) Total  both sexes
Audiologists 3140 (SOC 29-1181)   Number 13 920

Podiatrists 3120 (SOC 29-1081)   Number 1,920
Podiatrists 3120 (SOC 29-1081)   Percent 19.5%

Podiatrists 3120 (SOC 29-1081)   Percent 80.5%
Podiatrists 3120 (SOC 29-1081) Female

Podiatrists 3120 (SOC 29-1081) Male
Podiatrists 3120 (SOC 29-1081)   Number 7,920

Podiatrists 3120 (SOC 29-1081)   Number 9 840
Podiatrists 3120 (SOC 29-1081)   Percent 100.0%

Physician assistants 3110 (SOC 29-1071)   Percent 66.8%
Podiatrists 3120 (SOC 29-1081) Total  both sexes

Physician assistants 3110 (SOC 29-1071) Female
Physician assistants 3110 (SOC 29-1071)   Number 69 460

Physician assistants 3110 (SOC 29-1071)   Number 34 485
Physician assistants 3110 (SOC 29-1071)   Percent 33.2%

Physician assistants 3110 (SOC 29-1071)   Percent 100.0%
Physician assistants 3110 (SOC 29-1071) Male

Physician assistants 3110 (SOC 29-1071) Total  both sexes
Physician assistants 3110 (SOC 29-1071)   Number 103 945

Physicians and surgeons 3060 (SOC 29-1060)   Number 270 670
Physicians and surgeons 3060 (SOC 29-1060)   Percent 32.4%

Physicians and surgeons 3060 (SOC 29-1060)   Percent 67.6%
Physicians and surgeons 3060 (SOC 29-1060) Female

Physicians and surgeons 3060 (SOC 29-1060) Male
Physicians and surgeons 3060 (SOC 29-1060)   Number 563 595

Physicians and surgeons 3060 (SOC 29-1060)   Number 834 265
Physicians and surgeons 3060 (SOC 29-1060)   Percent 100.0%

Pharmacists 3050 (SOC 29-1051)   Percent 52.6%
Physicians and surgeons 3060 (SOC 29-1060) Total, both sexes

Pharmacists 3050 (SOC 29-1051) Female
Pharmacists 3050 (SOC 29-1051)   Number 133 680



530 295 12 285 385 115 4 740 10 20 125 110 0 (X) (X) (X) 155
2.8% 1.6% 65.5% 2.1% 0.6% 25.3% 0.1% 0.1% 0.7% 0.6% 0.0% (X) (X) (X) 0.8%

275 155 3 205 195 20 2 285 10 0 85 20 0 (X) (X) (X) 15
1.5% 0.8% 17.1% 1.0% 0.1% 12.2% 0.1% 0.0% 0.5% 0.1% 0.0% (X) (X) (X) 0.1%

255 145 9 080 195 95 2 455 0 20 40 90 0 (X) (X) (X) 135
1.4% 0.8% 48.4% 1.0% 0.5% 13.1% 0.0% 0.1% 0.2% 0.5% 0.0% (X) (X) (X) 0.7%

18 855 11 345 217 910 48 580 1 525 41 365 500 755 1 005 1 855 430 (X) (X) (X) 1 845
5.4% 3.3% 63.0% 14.0% 0.4% 12.0% 0.1% 0.2% 0.3% 0.5% 0.1% (X) (X) (X) 0.5%

6 460 3 830 51 555 12 265 290 13 265 170 250 290 715 70 (X) (X) (X) 540
1.9% 1.1% 14.9% 3.5% 0.1% 3.8% 0.0% 0.1% 0.1% 0.2% 0.0% (X) (X) (X) 0.2%

12 395 7 515 166 355 36 315 1 235 28 100 325 510 715 1 140 360 (X) (X) (X) 1 305
3.6% 2.2% 48.1% 10.5% 0.4% 8.1% 0.1% 0.1% 0.2% 0.3% 0.1% (X) (X) (X) 0.4%

6 125 2 980 128 285 3 860 365 4 745 70 160 615 545 75 (X) (X) (X) 565
4.1% 2.0% 86.5% 2.6% 0.2% 3.2% 0.0% 0.1% 0.4% 0.4% 0.1% (X) (X) (X) 0.4%

685 370 2 840 440 4 405 0 0 10 40 20 (X) (X) (X) 90
0.5% 0.2% 1.9% 0.3% 0.0% 0.3% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.1%

5,440 2,610 125,445 3,420 365 4,345 70 160 605 500 55 (X) (X) (X) 475
3.7% 1.8% 84.5% 2.3% 0.2% 2.9% 0.0% 0.1% 0.4% 0.3% 0.0% (X) (X) (X) 0.3%

16,645 9,880 234,955 25,780 900 13,890 290 510 1,225 870 130 (X) (X) (X) 1,115
5.4% 3.2% 76.7% 8.4% 0.3% 4.5% 0.1% 0.2% 0.4% 0.3% 0.0% (X) (X) (X) 0.4%

7 585 4 415 55 895 9 230 185 7 420 175 190 415 260 60 (X) (X) (X) 440
2.5% 1.4% 18.3% 3.0% 0.1% 2.4% 0.1% 0.1% 0.1% 0.1% 0.0% (X) (X) (X) 0.1%

9 060 5 465 179 060 16 555 715 6 470 115 320 815 605 70 (X) (X) (X) 670
3.0% 1.8% 58.5% 5.4% 0.2% 2.1% 0.0% 0.1% 0.3% 0.2% 0.0% (X) (X) (X) 0.2%

10 735 5 375 140 100 9 800 1 385 2 505 45 210 975 445 30 (X) (X) (X) 510
6.2% 3.1% 81.4% 5.7% 0.8% 1.5% 0.0% 0.1% 0.6% 0.3% 0.0% (X) (X) (X) 0.3%

8 245 3 730 96 135 5 830 770 1 820 25 140 520 255 0 (X) (X) (X) 285
4.8% 2.2% 55.9% 3.4% 0.4% 1.1% 0.0% 0.1% 0.3% 0.1% 0.0% (X) (X) (X) 0.2%

2 490 1 645 43 965 3 970 615 685 20 70 460 190 30 (X) (X) (X) 225
1.4% 1.0% 25.5% 2.3% 0.4% 0.4% 0.0% 0.0% 0.3% 0.1% 0.0% (X) (X) (X) 0.1%

31 690 21 535 348 960 64 140 2 990 31 115 825 1 030 2 390 2 060 390 (X) (X) (X) 2 790
6.2% 4.2% 68.4% 12.6% 0.6% 6.1% 0.2% 0.2% 0.5% 0.4% 0.1% (X) (X) (X) 0.5%

8 035 5 655 59 050 15 910 605 11 110 215 180 400 620 160 (X) (X) (X) 735
1.6% 1.1% 11.6% 3.1% 0.1% 2.2% 0.0% 0.0% 0.1% 0.1% 0.0% (X) (X) (X) 0.1%

23 660 15 880 289 910 48 230 2 385 20 010 610 850 1 990 1 440 230 (X) (X) (X) 2 055
4.6% 3.1% 56.9% 9.5% 0.5% 3.9% 0.1% 0.2% 0.4% 0.3% 0.0% (X) (X) (X) 0.4%

29 710 19 620 434 975 158 990 4 035 24 295 530 1 340 2 825 1 040 645 (X) (X) (X) 2 930
4.4% 2.9% 63.9% 23.3% 0.6% 3.6% 0.1% 0.2% 0.4% 0.2% 0.1% (X) (X) (X) 0.4%

3 220 2 345 26 820 12 485 300 4 355 125 120 95 120 0 (X) (X) (X) 340
0.5% 0.3% 3.9% 1.8% 0.0% 0.6% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

26 490 17 275 408 155 146 505 3 735 19 945 405 1 220 2 730 920 645 (X) (X) (X) 2 590
3.9% 2.5% 59.9% 21.5% 0.5% 2.9% 0.1% 0.2% 0.4% 0.1% 0.1% (X) (X) (X) 0.4%

8 355 5 730 68 155 19 135 1 700 5 475 160 315 365 270 120 (X) (X) (X) 285
7.6% 5.2% 61.9% 17.4% 1.5% 5.0% 0.1% 0.3% 0.3% 0.2% 0.1% (X) (X) (X) 0.3%

1 070 645 5 385 2 485 195 1 485 0 30 0 30 65 (X) (X) (X) 25
1.0% 0.6% 4.9% 2.3% 0.2% 1.3% 0.0% 0.0% 0.0% 0.0% 0.1% (X) (X) (X) 0.0%

7 280 5 085 62 770 16 650 1 505 3 990 160 285 365 240 55 (X) (X) (X) 260
6.6% 4.6% 57.0% 15.1% 1.4% 3.6% 0.1% 0.3% 0.3% 0.2% 0.0% (X) (X) (X) 0.2%

3 710 2 095 40 875 3 250 270 1 690 30 145 170 225 140 (X) (X) (X) 355
7.0% 4.0% 77.2% 6.1% 0.5% 3.2% 0.1% 0.3% 0.3% 0.4% 0.3% (X) (X) (X) 0.7%

1 195 710 12 280 765 60 540 0 20 35 60 30 (X) (X) (X) 125
2.3% 1.3% 23.2% 1.4% 0.1% 1.0% 0.0% 0.0% 0.1% 0.1% 0.1% (X) (X) (X) 0.2%

2 515 1 385 28 600 2 485 210 1 150 30 130 135 165 110 (X) (X) (X) 230
4.7% 2.6% 54.0% 4.7% 0.4% 2.2% 0.1% 0.2% 0.3% 0.3% 0.2% (X) (X) (X) 0.4%

6 825 4 665 74 855 25 545 925 8 515 135 245 405 490 190 (X) (X) (X) 760
5.5% 3.8% 60.6% 20.7% 0.7% 6.9% 0.1% 0.2% 0.3% 0.4% 0.2% (X) (X) (X) 0.6%

2 390 1 775 26 005 6 810 160 4 085 4 85 115 230 35 (X) (X) (X) 250
1.9% 1.4% 21.0% 5.5% 0.1% 3.3% 0.0% 0.1% 0.1% 0.2% 0.0% (X) (X) (X) 0.2%

4 435 2 895 48 850 18 735 765 4 430 125 160 290 265 155 (X) (X) (X) 505
3.6% 2.3% 39.5% 15.2% 0.6% 3.6% 0.1% 0.1% 0.2% 0.2% 0.1% (X) (X) (X) 0.4%

3 755 2 270 55 270 7 775 590 2 575 55 65 320 315 15 (X) (X) (X) 465
5.1% 3.1% 75.2% 10.6% 0.8% 3.5% 0.1% 0.1% 0.4% 0.4% 0.0% (X) (X) (X) 0.6%

2 210 1 535 31 945 4 490 340 1 480 45 35 170 235 15 (X) (X) (X) 240
3.0% 2.1% 43.5% 6.1% 0.5% 2.0% 0.1% 0.0% 0.2% 0.3% 0.0% (X) (X) (X) 0.3%

1 550 735 23 325 3 290 250 1 100 10 30 150 85 0 (X) (X) (X) 225
2.1% 1.0% 31.7% 4.5% 0.3% 1.5% 0.0% 0.0% 0.2% 0.1% 0.0% (X) (X) (X) 0.3%

152,920 128,915 1,040,750 730,795 19,805 90,410 4,495 7,195 10,795 3,295 3,965 (X) (X) (X) 14,040
6.9% 5.8% 47.1% 33.1% 0.9% 4.1% 0.2% 0.3% 0.5% 0.1% 0.2% (X) (X) (X) 0.6%

18,790 14,010 123,405 80,735 2,300 20,075 750 905 1,340 695 780 (X) (X) (X) 1,970
0.9% 0.6% 5.6% 3.7% 0.1% 0.9% 0.0% 0.0% 0.1% 0.0% 0.0% (X) (X) (X) 0.1%

134 130 114 905 917 345 650 060 17 505 70 335 3 745 6 290 9 450 2 605 3 185 (X) (X) (X) 12 065
6.1% 5.2% 41.6% 29.4% 0.8% 3.2% 0.2% 0.3% 0.4% 0.1% 0.1% (X) (X) (X) 0.5%

710 350 10 515 1 295 55 480 20 55 10 25 35 (X) (X) (X) 30
5.2% 2.6% 77.4% 9.5% 0.4% 3.5% 0.1% 0.4% 0.1% 0.2% 0.3% (X) (X) (X) 0.2%

170 60 855 40 4 25 0 0 0 15 0 (X) (X) (X) 0
1.3% 0.4% 6.3% 0.3% 0.0% 0.2% 0.0% 0.0% 0.0% 0.1% 0.0% (X) (X) (X) 0.0%

540 290 9 660 1 255 50 450 20 55 10 4 35 (X) (X) (X) 30
4.0% 2.1% 71.1% 9.2% 0.4% 3.3% 0.1% 0.4% 0.1% 0.0% 0.3% (X) (X) (X) 0.2%

4 300 2 360 49 845 6 255 285 3 350 205 135 280 140 15 (X) (X) (X) 230
6.4% 3.5% 73.9% 9.3% 0.4% 5.0% 0.3% 0.2% 0.4% 0.2% 0.0% (X) (X) (X) 0.3%

1 555 795 11 045 1 645 85 1 730 100 50 70 35 15 (X) (X) (X) 75
2.3% 1.2% 16.4% 2.4% 0.1% 2.6% 0.1% 0.1% 0.1% 0.1% 0.0% (X) (X) (X) 0.1%

2 750 1 570 38 805 4 610 200 1 620 110 85 210 100 0 (X) (X) (X) 155
4.1% 2.3% 57.6% 6.8% 0.3% 2.4% 0.2% 0.1% 0.3% 0.1% 0.0% (X) (X) (X) 0.2%

7 140 4 580 105 140 5 445 655 7 150 175 510 945 760 230 (X) (X) (X) 1 060
5.3% 3.4% 78.6% 4.1% 0.5% 5.3% 0.1% 0.4% 0.7% 0.6% 0.2% (X) (X) (X) 0.8%

1 750 1 055 15 495 1 055 115 2 200 55 30 150 155 20 (X) (X) (X) 225
1.3% 0.8% 11.6% 0.8% 0.1% 1.6% 0.0% 0.0% 0.1% 0.1% 0.0% (X) (X) (X) 0.2%

5 390 3 525 89 645 4 390 540 4 945 120 480 800 605 210 (X) (X) (X) 835
4.0% 2.6% 67.0% 3.3% 0.4% 3.7% 0.1% 0.4% 0.6% 0.5% 0.2% (X) (X) (X) 0.6%

30 835 21 970 185 685 16 695 2 125 13 205 530 500 1 385 790 105 (X) (X) (X) 1 270
11.2% 8.0% 67.5% 6.1% 0.8% 4.8% 0.2% 0.2% 0.5% 0.3% 0.0% (X) (X) (X) 0.5%

Dental assistants 3640 (SOC 31-9091)   Number 275 095
Dental assistants 3640 (SOC 31-9091)   Percent 100.0%

Massage therapists 3630 (SOC 31-9011)   Percent 83.3%
Dental assistants 3640 (SOC 31-9091) Total  both sexes

Massage therapists 3630 (SOC 31-9011) Female
Massage therapists 3630 (SOC 31-9011)   Number 111 490

Massage therapists 3630 (SOC 31-9011)   Number 22 300
Massage therapists 3630 (SOC 31-9011)   Percent 16.7%

Massage therapists 3630 (SOC 31-9011)   Percent 100.0%
Massage therapists 3630 (SOC 31-9011) Male

Massage therapists 3630 (SOC 31-9011) Total  both sexes
Massage therapists 3630 (SOC 31-9011)   Number 133 790

Physical therapist assistants and aides 3620 (SOC 31-   Number 50 215
Physical therapist assistants and aides 3620 (SOC 31-   Percent 74.5%

Physical therapist assistants and aides 3620 (SOC 31-   Percent 25.5%
Physical therapist assistants and aides 3620 (SOC 31- Female

Physical therapist assistants and aides 3620 (SOC 31- Male
Physical therapist assistants and aides 3620 (SOC 31-   Number 17 200

Physical therapist assistants and aides 3620 (SOC 31-   Number 67 410
Physical therapist assistants and aides 3620 (SOC 31-   Percent 100.0%

Occupational therapy assistants and aides 3610 (SOC 31-   Percent 91.3%
Physical therapist assistants and aides 3620 (SOC 31- Total  both sexes

Occupational therapy assistants and aides 3610 (SOC 31- Female
Occupational therapy assistants and aides 3610 (SOC 31-   Number 12 405

Occupational therapy assistants and aides 3610 (SOC 31-   Number 1 175
Occupational therapy assistants and aides 3610 (SOC 31-   Percent 8.7%

Occupational therapy assistants and aides 3610 (SOC 31-   Percent 100.0%
Occupational therapy assistants and aides 3610 (SOC 31- Male

Occupational therapy assistants and aides 3610 (SOC 31- Total  both sexes
Occupational therapy assistants and aides 3610 (SOC 31-   Number 13 580

Nursing  psychiatric  and home health aides 3600 (SOC   Number 1 941 620
Nursing  psychiatric  and home health aides 3600 (SOC   Percent 88.0%

Nursing  psychiatric  and home health aides 3600 (SOC   Percent 12.0%
Nursing  psychiatric  and home health aides 3600 (SOC Female

Nursing  psychiatric  and home health aides 3600 (SOC Male
Nursing, psychiatric, and home health aides 3600 (SOC   Number 265,755

Nursing, psychiatric, and home health aides 3600 (SOC   Number 2,207,375
Nursing  psychiatric  and home health aides 3600 (SOC   Percent 100.0%

Other healthcare practitioners and technical occupations   Percent 41.8%
Nursing  psychiatric  and home health aides 3600 (SOC Total  both sexes

Other healthcare practitioners and technical occupations Female
Other healthcare practitioners and technical occupations   Number 30 750

Other healthcare practitioners and technical occupations   Number 42 730
Other healthcare practitioners and technical occupations   Percent 58.2%

Other healthcare practitioners and technical occupations   Percent 100.0%
Other healthcare practitioners and technical occupations Male

Other healthcare practitioners and technical occupations Total  both sexes
Other healthcare practitioners and technical occupations   Number 73 480

Miscellaneous health technologists and technicians 3535   Number 81 605
Miscellaneous health technologists and technicians 3535   Percent 66.0%

Miscellaneous health technologists and technicians 3535   Percent 34.0%
Miscellaneous health technologists and technicians 3535 Female

Miscellaneous health technologists and technicians 3535 Male
Miscellaneous health technologists and technicians 3535   Number 41 955

Miscellaneous health technologists and technicians 3535   Number 123 560
Miscellaneous health technologists and technicians 3535   Percent 100.0%

Opticians  dispensing 3520 (SOC 29-2081)   Percent 70.1%
Miscellaneous health technologists and technicians 3535 Total  both sexes

Opticians, dispensing 3520 (SOC 29-2081) Female
Opticians  dispensing 3520 (SOC 29-2081)   Number 37 140

Opticians  dispensing 3520 (SOC 29-2081)   Number 15 820
Opticians  dispensing 3520 (SOC 29-2081)   Percent 29.9%

Opticians  dispensing 3520 (SOC 29-2081)   Percent 100.0%
Opticians, dispensing 3520 (SOC 29-2081) Male

Opticians  dispensing 3520 (SOC 29-2081) Total  both sexes
Opticians  dispensing 3520 (SOC 29-2081)   Number 52 960

Medical records and health information technicians 3510   Number 98 650
Medical records and health information technicians 3510   Percent 89.6%

Medical records and health information technicians 3510   Percent 10.4%
Medical records and health information technicians 3510 Female

Medical records and health information technicians 3510 Male
Medical records and health information technicians 3510   Number 11 415

Medical records and health information technicians 3510   Number 110 065
Medical records and health information technicians 3510   Percent 100.0%

Licensed practical and licensed vocational nurses 3500   Percent 92.6%
Medical records and health information technicians 3510 Total  both sexes

Licensed practical and licensed vocational nurses 3500 Female
Licensed practical and licensed vocational nurses 3500   Number 630 615

Licensed practical and licensed vocational nurses 3500   Number 50 330
Licensed practical and licensed vocational nurses 3500   Percent 7.4%

Licensed practical and licensed vocational nurses 3500   Percent 100.0%
Licensed practical and licensed vocational nurses 3500 Male

Licensed practical and licensed vocational nurses 3500 Total  both sexes
Licensed practical and licensed vocational nurses 3500   Number 680 945

Health practitioner support technologists and technicians   Number 407 245
Health practitioner support technologists and technicians   Percent 79.9%

Health practitioner support technologists and technicians   Percent 20.1%
Health practitioner support technologists and technicians Female

Health practitioner support technologists and technicians Male
Health practitioner support technologists and technicians   Number 102 675

Health practitioner support technologists and technicians   Number 509 925
Health practitioner support technologists and technicians   Percent 100.0%

Emergency medical technicians and paramedics 3400   Percent 31.6%
Health practitioner support technologists and technicians Total  both sexes

Emergency medical technicians and paramedics 3400 Female
Emergency medical technicians and paramedics 3400   Number 54 355

Emergency medical technicians and paramedics 3400   Number 117 760
Emergency medical technicians and paramedics 3400   Percent 68.4%

Emergency medical technicians and paramedics 3400   Percent 100.0%
Emergency medical technicians and paramedics 3400 Male

Emergency medical technicians and paramedics 3400 Total  both sexes
Emergency medical technicians and paramedics 3400   Number 172 115

Diagnostic related technologists and technicians 3320   Number 219 925
Diagnostic related technologists and technicians 3320   Percent 71.8%

Diagnostic related technologists and technicians 3320   Percent 28.2%
Diagnostic related technologists and technicians 3320 Female

Diagnostic related technologists and technicians 3320 Male
Diagnostic related technologists and technicians 3320   Number 86 265

Diagnostic related technologists and technicians 3320   Number 306,190
Diagnostic related technologists and technicians 3320   Percent 100.0%

Dental hygienists 3310 (SOC 29-2021)   Percent 96.7%
Diagnostic related technologists and technicians 3320 Total  both sexes

Dental hygienists 3310 (SOC 29-2021) Female
Dental hygienists 3310 (SOC 29-2021)   Number 143,485

Dental hygienists 3310 (SOC 29-2021)   Number 4 905
Dental hygienists 3310 (SOC 29-2021)   Percent 3.3%

Dental hygienists 3310 (SOC 29-2021)   Percent 100.0%
Dental hygienists 3310 (SOC 29-2021) Male

Dental hygienists 3310 (SOC 29-2021) Total  both sexes
Dental hygienists 3310 (SOC 29-2021)   Number 148 390

Clinical laboratory technologists and technicians 3300   Number 256 265
Clinical laboratory technologists and technicians 3300   Percent 74.1%

Clinical laboratory technologists and technicians 3300   Percent 25.9%
Clinical laboratory technologists and technicians 3300 Female

Clinical laboratory technologists and technicians 3300 Male
Clinical laboratory technologists and technicians 3300   Number 89 700

Clinical laboratory technologists and technicians 3300   Number 345 965
Clinical laboratory technologists and technicians 3300   Percent 100.0%

Health diagnosing and treating practitioners  a l other 3260   Percent 66.7%
Clinical laboratory technologists and technicians 3300 Total  both sexes

Health diagnosing and treating practitioners  a l other 3260 Female
Health diagnosing and treating practitioners  a l other 3260   Number 12 515

Health diagnosing and treating practitioners  a l other 3260   Number 6 255
Health diagnosing and treating practitioners  a l other 3260   Percent 33.3%

Health diagnosing and treating practitioners  a l other 3260   Percent 100.0%
Health diagnosing and treating practitioners, a l other 3260 Male

Health diagnosing and treating practitioners, a l other 3260 Total, both sexes
Health diagnosing and treating practitioners  a l other 3260   Number 18 770



1 905 1 490 3 470 1 000 110 2 000 0 35 40 15 4 (X) (X) (X) 70
0.7% 0.5% 1.3% 0.4% 0.0% 0.7% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

28 925 20 480 182 215 15 700 2 015 11 205 530 465 1 345 775 105 (X) (X) (X) 1 200
10.5% 7.4% 66.2% 5.7% 0.7% 4.1% 0.2% 0.2% 0.5% 0.3% 0.0% (X) (X) (X) 0.4%

51 650 39 680 222 760 53 510 2 035 16 000 1 265 1 015 1 625 870 185 (X) (X) (X) 2 460
13.1% 10.1% 56.7% 13.6% 0.5% 4.1% 0.3% 0.3% 0.4% 0.2% 0.0% (X) (X) (X) 0.6%

3 965 2 145 11 090 3 920 115 1 815 130 95 140 135 0 (X) (X) (X) 295
1.0% 0.5% 2.8% 1.0% 0.0% 0.5% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.1%

47 685 37 540 211 670 49 590 1 920 14 190 1 135 920 1 480 730 185 (X) (X) (X) 2 160
12.1% 9.6% 53.9% 12.6% 0.5% 3.6% 0.3% 0.2% 0.4% 0.2% 0.0% (X) (X) (X) 0.5%

2 365 1 170 68 980 3 305 180 995 85 125 505 140 35 (X) (X) (X) 175
3.0% 1.5% 88.4% 4.2% 0.2% 1.3% 0.1% 0.2% 0.6% 0.2% 0.0% (X) (X) (X) 0.2%

35 0 1 570 110 0 115 0 0 0 0 0 (X) (X) (X) 0
0.0% 0.0% 2.0% 0.1% 0.0% 0.1% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

2 330 1 170 67 410 3 200 180 880 85 125 505 140 35 (X) (X) (X) 175
3.0% 1.5% 86.4% 4.1% 0.2% 1.1% 0.1% 0.2% 0.6% 0.2% 0.0% (X) (X) (X) 0.2%

4,635 2,790 25,795 5,490 200 4,250 90 60 140 65 85 (X) (X) (X) 235
10.6% 6.4% 58.9% 12.5% 0.5% 9.7% 0.2% 0.1% 0.3% 0.1% 0.2% (X) (X) (X) 0.5%

1,190 510 5,140 1,195 45 1,885 0 25 40 45 10 (X) (X) (X) 65
2.7% 1.2% 11.7% 2.7% 0.1% 4.3% 0.0% 0.1% 0.1% 0.1% 0.0% (X) (X) (X) 0.1%

3 440 2 280 20 655 4 295 155 2 365 90 35 100 20 70 (X) (X) (X) 165
7.8% 5.2% 47.1% 9.8% 0.4% 5.4% 0.2% 0.1% 0.2% 0.0% 0.2% (X) (X) (X) 0.4%

2 490 1 445 35 835 2 220 150 745 20 140 260 165 20 (X) (X) (X) 200
5.7% 3.3% 82.0% 5.1% 0.3% 1.7% 0.0% 0.3% 0.6% 0.4% 0.0% (X) (X) (X) 0.5%

1 070 495 5 585 1 095 35 345 0 30 15 35 20 (X) (X) (X) 20
2.4% 1.1% 12.8% 2.5% 0.1% 0.8% 0.0% 0.1% 0.0% 0.1% 0.0% (X) (X) (X) 0.0%

1 420 950 30 250 1 125 115 400 20 115 245 130 0 (X) (X) (X) 175
3.3% 2.2% 69.2% 2.6% 0.3% 0.9% 0.0% 0.3% 0.6% 0.3% 0.0% (X) (X) (X) 0.4%

7 970 5 065 51 600 17 575 550 3 845 165 275 670 195 40 (X) (X) (X) 380
9.0% 5.7% 58.4% 19.9% 0.6% 4.4% 0.2% 0.3% 0.8% 0.2% 0.0% (X) (X) (X) 0.4%

980 740 6 765 1 825 25 1 070 20 45 90 30 0 (X) (X) (X) 90
1.1% 0.8% 7.7% 2.1% 0.0% 1.2% 0.0% 0.1% 0.1% 0.0% 0.0% (X) (X) (X) 0.1%

6 985 4 325 44 835 15 750 525 2 775 150 230 580 165 40 (X) (X) (X) 290
7.9% 4.9% 50.8% 17.8% 0.6% 3.1% 0.2% 0.3% 0.7% 0.2% 0.0% (X) (X) (X) 0.3%

10 050 7 280 87 650 38 695 980 6 865 355 520 660 345 245 (X) (X) (X) 830
6.5% 4.7% 56.7% 25.0% 0.6% 4.4% 0.2% 0.3% 0.4% 0.2% 0.2% (X) (X) (X) 0.5%

2 570 1 930 17 865 10 320 165 2 665 60 170 85 140 4 (X) (X) (X) 330
1.7% 1.2% 11.6% 6.7% 0.1% 1.7% 0.0% 0.1% 0.1% 0.1% 0.0% (X) (X) (X) 0.2%

7 485 5 350 69 785 28 375 815 4 200 300 345 575 205 240 (X) (X) (X) 500
4.8% 3.5% 45.2% 18.4% 0.5% 2.7% 0.2% 0.2% 0.4% 0.1% 0.2% (X) (X) (X) 0.3%

2 980 1 935 37 670 13 890 485 470 35 75 340 110 80 (X) (X) (X) 195
5.1% 3.3% 64.7% 23.8% 0.8% 0.8% 0.1% 0.1% 0.6% 0.2% 0.1% (X) (X) (X) 0.3%

2 175 1 485 29 115 8 755 285 370 35 25 205 80 10 (X) (X) (X) 150
3.7% 2.5% 50.0% 15.0% 0.5% 0.6% 0.1% 0.0% 0.4% 0.1% 0.0% (X) (X) (X) 0.3%

805 450 8 560 5 135 200 100 0 50 135 30 70 (X) (X) (X) 45
1.4% 0.8% 14.7% 8.8% 0.3% 0.2% 0.0% 0.1% 0.2% 0.1% 0.1% (X) (X) (X) 0.1%

6 405 2 935 92 620 13 565 790 1 275 135 165 505 385 115 (X) (X) (X) 370
5.4% 2.5% 77.7% 11.4% 0.7% 1.1% 0.1% 0.1% 0.4% 0.3% 0.1% (X) (X) (X) 0.3%

5 385 2 185 80 665 9 215 660 1 010 125 120 415 305 115 (X) (X) (X) 325
4.5% 1.8% 67.6% 7.7% 0.6% 0.8% 0.1% 0.1% 0.3% 0.3% 0.1% (X) (X) (X) 0.3%

1 020 750 11 955 4 350 135 265 10 45 85 80 0 (X) (X) (X) 45
0.9% 0.6% 10.0% 3.6% 0.1% 0.2% 0.0% 0.0% 0.1% 0.1% 0.0% (X) (X) (X) 0.0%

1 840 765 44 965 3 575 645 360 140 90 265 125 0 (X) (X) (X) 235
3.5% 1.4% 84.8% 6.7% 1.2% 0.7% 0.3% 0.2% 0.5% 0.2% 0.0% (X) (X) (X) 0.4%

1 810 710 43 540 3 285 580 360 130 90 190 110 0 (X) (X) (X) 225
3.4% 1.3% 82.1% 6.2% 1.1% 0.7% 0.2% 0.2% 0.4% 0.2% 0.0% (X) (X) (X) 0.4%

30 50 1 425 295 65 0 10 0 80 15 0 (X) (X) (X) 10
0.1% 0.1% 2.7% 0.6% 0.1% 0.0% 0.0% 0.0% 0.2% 0.0% 0.0% (X) (X) (X) 0.0%

5 750 4 025 61 085 18 950 815 1 940 300 200 325 240 140 (X) (X) (X) 555
6.1% 4.3% 64.8% 20.1% 0.9% 2.1% 0.3% 0.2% 0.3% 0.3% 0.1% (X) (X) (X) 0.6%

4 460 3 110 47 325 13 060 575 1 420 255 180 260 185 105 (X) (X) (X) 420
4.7% 3.3% 50.2% 13.8% 0.6% 1.5% 0.3% 0.2% 0.3% 0.2% 0.1% (X) (X) (X) 0.4%

1 290 915 13 760 5 890 235 520 45 20 65 55 35 (X) (X) (X) 135
1.4% 1.0% 14.6% 6.2% 0.2% 0.6% 0.0% 0.0% 0.1% 0.1% 0.0% (X) (X) (X) 0.1%

15 195 8 220 219 550 22 600 3 590 3 120 335 555 1 445 730 230 (X) (X) (X) 1 295
5.5% 3.0% 79.3% 8.2% 1.3% 1.1% 0.1% 0.2% 0.5% 0.3% 0.1% (X) (X) (X) 0.5%

14,720 7,945 210,645 21,560 3,265 3,070 310 555 1,340 685 230 (X) (X) (X) 1,225
5.3% 2.9% 76.1% 7.8% 1.2% 1.1% 0.1% 0.2% 0.5% 0.2% 0.1% (X) (X) (X) 0.4%

470 275 8,905 1,035 330 50 25 0 105 50 0 (X) (X) (X) 70
0.2% 0.1% 3.2% 0.4% 0.1% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

960 625 16 120 1 520 225 240 10 30 175 40 4 (X) (X) (X) 65
4.8% 3.1% 80.5% 7.6% 1.1% 1.2% 0.0% 0.1% 0.9% 0.2% 0.0% (X) (X) (X) 0.3%

945 515 14 450 1 395 175 200 10 30 135 10 4 (X) (X) (X) 65
4.7% 2.6% 72.2% 7.0% 0.9% 1.0% 0.0% 0.1% 0.7% 0.0% 0.0% (X) (X) (X) 0.3%

15 105 1 670 125 50 45 0 0 40 30 0 (X) (X) (X) 0
0.1% 0.5% 8.3% 0.6% 0.2% 0.2% 0.0% 0.0% 0.2% 0.1% 0.0% (X) (X) (X) 0.0%

30 725 19 645 272 285 103 730 3 895 4 150 910 795 1 800 965 570 (X) (X) (X) 1 710
7.0% 4.5% 61.7% 23.5% 0.9% 0.9% 0.2% 0.2% 0.4% 0.2% 0.1% (X) (X) (X) 0.4%

22 950 14 425 212 600 55 490 2 505 3 250 795 525 1 345 690 385 (X) (X) (X) 1 125
5.2% 3.3% 48.2% 12.6% 0.6% 0.7% 0.2% 0.1% 0.3% 0.2% 0.1% (X) (X) (X) 0.3%

7 775 5 220 59 685 48 240 1 390 905 115 270 455 280 185 (X) (X) (X) 585
1.8% 1.2% 13.5% 10.9% 0.3% 0.2% 0.0% 0.1% 0.1% 0.1% 0.0% (X) (X) (X) 0.1%

9 985 4 860 95 830 15 355 1 000 2 250 140 180 420 535 110 (X) (X) (X) 550
7.6% 3.7% 73.0% 11.7% 0.8% 1.7% 0.1% 0.1% 0.3% 0.4% 0.1% (X) (X) (X) 0.4%

7 535 3 330 75 770 9 695 725 1 740 95 150 320 355 70 (X) (X) (X) 390
5.7% 2.5% 57.7% 7.4% 0.6% 1.3% 0.1% 0.1% 0.2% 0.3% 0.1% (X) (X) (X) 0.3%

2 450 1 530 20 060 5 660 275 510 45 35 100 180 40 (X) (X) (X) 165
1.9% 1.2% 15.3% 4.3% 0.2% 0.4% 0.0% 0.0% 0.1% 0.1% 0.0% (X) (X) (X) 0.1%

930 455 7 105 2 075 235 420 4 60 135 30 35 (X) (X) (X) 45
8.1% 3.9% 61.6% 18.0% 2.0% 3.6% 0.0% 0.5% 1.2% 0.3% 0.3% (X) (X) (X) 0.4%

630 355 5 140 1 140 210 320 4 40 100 30 15 (X) (X) (X) 20
5.5% 3.1% 44.6% 9.9% 1.8% 2.8% 0.0% 0.3% 0.9% 0.3% 0.1% (X) (X) (X) 0.2%

Miscellaneous law enforcement workers 3840 (SOC 33-   Number 8 005
Miscellaneous law enforcement workers 3840 (SOC 33-   Percent 69.4%

Miscellaneous law enforcement workers 3840 (SOC 33-   Percent 100.0%
Miscellaneous law enforcement workers 3840 (SOC 33- Male

Miscellaneous law enforcement workers 3840 (SOC 33- Total  both sexes
Miscellaneous law enforcement workers 3840 (SOC 33-   Number 11 530

Detectives and criminal investigators 3820 (SOC 33-3021)   Number 31 045
Detectives and criminal investigators 3820 (SOC 33-3021)   Percent 23.7%

Detectives and criminal investigators 3820 (SOC 33-3021)   Percent 76.3%
Detectives and criminal investigators 3820 (SOC 33-3021) Female

Detectives and criminal investigators 3820 (SOC 33-3021) Male
Detectives and criminal investigators 3820 (SOC 33-3021)   Number 100 170

Detectives and criminal investigators 3820 (SOC 33-3021)   Number 131 215
Detectives and criminal investigators 3820 (SOC 33-3021)   Percent 100.0%

Bailiffs  correctional officers  and ja lers 3800 (SOC 33-   Percent 28.4%
Detectives and criminal investigators 3820 (SOC 33-3021) Total  both sexes

Bailiffs  correctional officers  and ja lers 3800 (SOC 33- Female
Bailiffs  correctional officers  and ja lers 3800 (SOC 33-   Number 125 100

Bailiffs  correctional officers  and ja lers 3800 (SOC 33-   Number 316 085
Bailiffs  correctional officers  and ja lers 3800 (SOC 33-   Percent 71.6%

Bailiffs  correctional officers  and ja lers 3800 (SOC 33-   Percent 100.0%
Bailiffs  correctional officers  and ja lers 3800 (SOC 33- Male

Bailiffs  correctional officers  and ja lers 3800 (SOC 33- Total  both sexes
Bailiffs  correctional officers  and ja lers 3800 (SOC 33-   Number 441 185

Fire inspectors 3750 (SOC 33-2020)   Number 2 090
Fire inspectors 3750 (SOC 33-2020)   Percent 10.4%

Fire inspectors 3750 (SOC 33-2020)   Percent 89.6%
Fire inspectors 3750 (SOC 33-2020) Female

Fire inspectors 3750 (SOC 33-2020) Male
Fire inspectors 3750 (SOC 33-2020)   Number 17 935

Fire inspectors 3750 (SOC 33-2020)   Number 20 025
Fire inspectors 3750 (SOC 33-2020)   Percent 100.0%

Firefighters 3740 (SOC 33-2011)   Percent 4.1%
Fire inspectors 3750 (SOC 33-2020) Total  both sexes

Firefighters 3740 (SOC 33-2011) Female
Firefighters 3740 (SOC 33-2011)   Number 11,315

Firefighters 3740 (SOC 33-2011)   Number 265,545
Firefighters 3740 (SOC 33-2011)   Percent 95.9%

Firefighters 3740 (SOC 33-2011)   Percent 100.0%
Firefighters 3740 (SOC 33-2011) Male

Firefighters 3740 (SOC 33-2011) Total  both sexes
Firefighters 3740 (SOC 33-2011)   Number 276 860

First-line supervisors of protective service workers  all   Number 22 970
First-line supervisors of protective service workers  all   Percent 24.4%

First-line supervisors of protective service workers  all   Percent 75.6%
First-line supervisors of protective service workers  all Female

First-line supervisors of protective service workers  all Male
First-line supervisors of protective service workers  all   Number 71 355

First-line supervisors of protective service workers  all   Number 94 325
First-line supervisors of protective service workers  all   Percent 100.0%

First-line supervisors of fire fighting and prevention   Percent 3.7%
First-line supervisors of protective service workers  all Total  both sexes

First-line supervisors of fire fighting and prevention Female
First-line supervisors of fire fighting and prevention   Number 1 975

First-line supervisors of fire fighting and prevention   Number 51 035
First-line supervisors of fire fighting and prevention   Percent 96.3%

First-line supervisors of fire fighting and prevention   Percent 100.0%
First-line supervisors of fire fighting and prevention Male

First-line supervisors of fire fighting and prevention Total, both sexes
First-line supervisors of fire fighting and prevention   Number 53 010

First-line supervisors of police and detectives 3710 (SOC   Number 18 740
First-line supervisors of police and detectives 3710 (SOC   Percent 15.7%

First-line supervisors of police and detectives 3710 (SOC   Percent 84.3%
First-line supervisors of police and detectives 3710 (SOC Female

First-line supervisors of police and detectives 3710 (SOC Male
First-line supervisors of police and detectives 3710 (SOC   Number 100 530

First-line supervisors of police and detectives 3710 (SOC   Number 119 270
First-line supervisors of police and detectives 3710 (SOC   Percent 100.0%

First-line supervisors of correctional officers 3700 (SOC   Percent 26.7%
First-line supervisors of police and detectives 3710 (SOC Total  both sexes

First-line supervisors of correctional officers 3700 (SOC Female
First-line supervisors of correctional officers 3700 (SOC   Number 15 580

First-line supervisors of correctional officers 3700 (SOC   Number 42 685
First-line supervisors of correctional officers 3700 (SOC   Percent 73.3%

First-line supervisors of correctional officers 3700 (SOC   Percent 100.0%
First-line supervisors of correctional officers 3700 (SOC Male

First-line supervisors of correctional officers 3700 (SOC Total  both sexes
First-line supervisors of correctional officers 3700 (SOC   Number 58 265

Healthcare support workers  all other  including medical   Number 118 170
Healthcare support workers  all other  including medical   Percent 76.5%

Healthcare support workers  all other  including medical   Percent 23.5%
Healthcare support workers  all other  including medical Female

Healthcare support workers  all other  including medical Male
Healthcare support workers  all other  including medical   Number 36 300

Healthcare support workers  all other  including medical   Number 154 475
Healthcare support workers, all other, including medical   Percent 100.0%

Phlebotomists 3649 (SOC 31-9097)   Percent 86.8%
Healthcare support workers  all other  including medical Total  both sexes

Phlebotomists 3649 (SOC 31-9097) Female
Phlebotomists 3649 (SOC 31-9097)   Number 76 650

Phlebotomists 3649 (SOC 31-9097)   Number 11 680
Phlebotomists 3649 (SOC 31-9097)   Percent 13.2%

Phlebotomists 3649 (SOC 31-9097)   Percent 100.0%
Phlebotomists 3649 (SOC 31-9097) Male

Phlebotomists 3649 (SOC 31-9097) Total  both sexes
Phlebotomists 3649 (SOC 31-9097)   Number 88 335

Veterinary assistants and laboratory animal caretakers   Number 34 945
Veterinary assistants and laboratory animal caretakers   Percent 80.0%

Veterinary assistants and laboratory animal caretakers   Percent 20.0%
Veterinary assistants and laboratory animal caretakers Female

Veterinary assistants and laboratory animal caretakers Male
Veterinary assistants and laboratory animal caretakers   Number 8 745

Veterinary assistants and laboratory animal caretakers   Number 43 690
Veterinary assistants and laboratory animal caretakers   Percent 100.0%

Pharmacy aides 3647 (SOC 31-9095)   Percent 76.8%
Veterinary assistants and laboratory animal caretakers Total  both sexes

Pharmacy aides 3647 (SOC 31-9095) Female
Pharmacy aides 3647 (SOC 31-9095)   Number 33 665

Pharmacy aides 3647 (SOC 31-9095)   Number 10,155
Pharmacy aides 3647 (SOC 31-9095)   Percent 23.2%

Pharmacy aides 3647 (SOC 31-9095)   Percent 100.0%
Pharmacy aides 3647 (SOC 31-9095) Male

Pharmacy aides 3647 (SOC 31-9095) Total  both sexes
Pharmacy aides 3647 (SOC 31-9095)   Number 43,825

Medical transcriptionists 3646 (SOC 31-9094)   Number 76 230
Medical transcriptionists 3646 (SOC 31-9094)   Percent 97.6%

Medical transcriptionists 3646 (SOC 31-9094)   Percent 2.3%
Medical transcriptionists 3646 (SOC 31-9094) Female

Medical transcriptionists 3646 (SOC 31-9094) Male
Medical transcriptionists 3646 (SOC 31-9094)   Number 1 830

Medical transcriptionists 3646 (SOC 31-9094)   Number 78 065
Medical transcriptionists 3646 (SOC 31-9094)   Percent 100.0%

Medical assistants 3645 (SOC 31-9092)   Percent 93.9%
Medical transcriptionists 3646 (SOC 31-9094) Total  both sexes

Medical assistants 3645 (SOC 31-9092) Female
Medical assistants 3645 (SOC 31-9092)   Number 369 210

Medical assistants 3645 (SOC 31-9092)   Number 23 845
Medical assistants 3645 (SOC 31-9092)   Percent 6.1%

Medical assistants 3645 (SOC 31-9092)   Percent 100.0%
Medical assistants 3645 (SOC 31-9092) Male

Medical assistants 3645 (SOC 31-9092) Total  both sexes
Medical assistants 3645 (SOC 31-9092)   Number 393 055

Dental assistants 3640 (SOC 31-9091)   Number 264 960
Dental assistants 3640 (SOC 31-9091)   Percent 96.3%

Dental assistants 3640 (SOC 31-9091)   Percent 3.7%
Dental assistants 3640 (SOC 31-9091) Female

Dental assistants 3640 (SOC 31-9091) Male
Dental assistants 3640 (SOC 31-9091)   Number 10 140



300 100 1 965 935 25 100 4 20 35 0 20 (X) (X) (X) 25
2.6% 0.9% 17.0% 8.1% 0.2% 0.9% 0.0% 0.2% 0.3% 0.0% 0.2% (X) (X) (X) 0.2%

55 125 27 565 469 535 81 985 4 315 13 260 1 415 1 475 2 485 1 885 660 (X) (X) (X) 3 900
8.3% 4.2% 70.8% 12.4% 0.7% 2.0% 0.2% 0.2% 0.4% 0.3% 0.1% (X) (X) (X) 0.6%

45 730 22 320 412 960 58 630 3 680 11 845 1 300 1 205 2 155 1 570 560 (X) (X) (X) 3 145
6.9% 3.4% 62.2% 8.8% 0.6% 1.8% 0.2% 0.2% 0.3% 0.2% 0.1% (X) (X) (X) 0.5%

9 395 5 245 56 575 23 350 635 1 415 115 270 325 320 100 (X) (X) (X) 755
1.4% 0.8% 8.5% 3.5% 0.1% 0.2% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.1%

795 330 8 705 645 110 35 0 0 125 15 0 (X) (X) (X) 10
7.4% 3.1% 80.8% 6.0% 1.0% 0.3% 0.0% 0.0% 1.2% 0.1% 0.0% (X) (X) (X) 0.1%

585 165 5 035 575 75 35 0 0 45 15 0 (X) (X) (X) 10
5.4% 1.5% 46.8% 5.3% 0.7% 0.3% 0.0% 0.0% 0.4% 0.1% 0.0% (X) (X) (X) 0.1%

210 165 3 665 70 35 0 0 0 80 0 0 (X) (X) (X) 0
1.9% 1.5% 34.0% 0.6% 0.3% 0.0% 0.0% 0.0% 0.7% 0.0% 0.0% (X) (X) (X) 0.0%

6 530 3 840 60 520 11 185 675 2 020 230 155 520 405 25 (X) (X) (X) 530
7.5% 4.4% 69.9% 12.9% 0.8% 2.3% 0.3% 0.2% 0.6% 0.5% 0.0% (X) (X) (X) 0.6%

3,985 2,260 37,450 5,805 255 1,220 125 100 380 280 15 (X) (X) (X) 305
4.6% 2.6% 43.2% 6.7% 0.3% 1.4% 0.1% 0.1% 0.4% 0.3% 0.0% (X) (X) (X) 0.4%

2,545 1,575 23,070 5,380 425 800 105 60 140 125 10 (X) (X) (X) 225
2.9% 1.8% 26.6% 6.2% 0.5% 0.9% 0.1% 0.1% 0.2% 0.1% 0.0% (X) (X) (X) 0.3%

84 120 62 135 508 560 290 495 10 610 31 825 4 925 3 455 4 950 2 935 1 665 (X) (X) (X) 8 525
8.3% 6.1% 50.1% 28.6% 1.0% 3.1% 0.5% 0.3% 0.5% 0.3% 0.2% (X) (X) (X) 0.8%

68 255 49 635 413 760 201 230 7 610 26 985 3 475 2 810 3 665 2 410 1 215 (X) (X) (X) 6 480
6.7% 4.9% 40.8% 19.8% 0.8% 2.7% 0.3% 0.3% 0.4% 0.2% 0.1% (X) (X) (X) 0.6%

15 865 12 500 94 805 89 265 3 000 4 840 1 455 650 1 285 530 450 (X) (X) (X) 2 050
1.6% 1.2% 9.3% 8.8% 0.3% 0.5% 0.1% 0.1% 0.1% 0.1% 0.0% (X) (X) (X) 0.2%

5 470 3 215 36 580 12 580 675 720 35 135 330 45 105 (X) (X) (X) 205
9.1% 5.4% 60.9% 20.9% 1.1% 1.2% 0.1% 0.2% 0.5% 0.1% 0.2% (X) (X) (X) 0.3%

2 545 1 230 14 880 4 365 350 395 4 100 105 45 20 (X) (X) (X) 135
4.2% 2.0% 24.8% 7.3% 0.6% 0.7% 0.0% 0.2% 0.2% 0.1% 0.0% (X) (X) (X) 0.2%

2 930 1 985 21 695 8 215 325 330 30 35 225 0 85 (X) (X) (X) 70
4.9% 3.3% 36.1% 13.7% 0.5% 0.5% 0.0% 0.1% 0.4% 0.0% 0.1% (X) (X) (X) 0.1%

2 520 1 660 13 700 6 900 150 1 515 170 95 85 85 0 (X) (X) (X) 325
9.3% 6.1% 50.3% 25.4% 0.6% 5.6% 0.6% 0.3% 0.3% 0.3% 0.0% (X) (X) (X) 1.2%

1 640 960 8 910 3 935 105 1 165 50 85 50 85 0 (X) (X) (X) 235
6.0% 3.5% 32.7% 14.5% 0.4% 4.3% 0.2% 0.3% 0.2% 0.3% 0.0% (X) (X) (X) 0.9%

880 700 4 790 2 965 45 355 120 10 35 0 0 (X) (X) (X) 90
3.2% 2.6% 17.6% 10.9% 0.2% 1.3% 0.4% 0.0% 0.1% 0.0% 0.0% (X) (X) (X) 0.3%

9 950 7 160 146 010 15 960 1 000 3 495 405 1 035 1 280 1 180 175 (X) (X) (X) 1 455
5.3% 3.8% 77.2% 8.4% 0.5% 1.8% 0.2% 0.5% 0.7% 0.6% 0.1% (X) (X) (X) 0.8%

4 865 3 240 69 275 6 115 500 1 675 105 450 585 485 0 (X) (X) (X) 920
2.6% 1.7% 36.6% 3.2% 0.3% 0.9% 0.1% 0.2% 0.3% 0.3% 0.0% (X) (X) (X) 0.5%

5 080 3 925 76 735 9 845 500 1 820 300 585 700 700 175 (X) (X) (X) 535
2.7% 2.1% 40.6% 5.2% 0.3% 1.0% 0.2% 0.3% 0.4% 0.4% 0.1% (X) (X) (X) 0.3%

36 025 29 980 167 540 39 000 1 210 56 435 635 890 1 010 1 150 330 (X) (X) (X) 2 390
10.7% 8.9% 49.8% 11.6% 0.4% 16.8% 0.2% 0.3% 0.3% 0.3% 0.1% (X) (X) (X) 0.7%

29 195 25 640 128 295 29 180 810 49 350 530 745 715 990 320 (X) (X) (X) 2 155
8.7% 7.6% 38.1% 8.7% 0.2% 14.7% 0.2% 0.2% 0.2% 0.3% 0.1% (X) (X) (X) 0.6%

6 830 4 340 39 245 9 820 400 7 085 110 145 300 160 10 (X) (X) (X) 230
2.0% 1.3% 11.7% 2.9% 0.1% 2.1% 0.0% 0.0% 0.1% 0.0% 0.0% (X) (X) (X) 0.1%

57 400 42 745 365 025 87 240 4 410 24 645 1 065 2 170 2 745 1 790 680 (X) (X) (X) 3 165
9.7% 7.2% 61.5% 14.7% 0.7% 4.2% 0.2% 0.4% 0.5% 0.3% 0.1% (X) (X) (X) 0.5%

26 695 20 110 148 525 31 105 1 450 12 340 315 910 1 000 945 330 (X) (X) (X) 1 535
4.5% 3.4% 25.0% 5.2% 0.2% 2.1% 0.1% 0.2% 0.2% 0.2% 0.1% (X) (X) (X) 0.3%

30 705 22 635 216 495 56 135 2 960 12 305 750 1 260 1 745 845 350 (X) (X) (X) 1 630
5.2% 3.8% 36.5% 9.5% 0.5% 2.1% 0.1% 0.2% 0.3% 0.1% 0.1% (X) (X) (X) 0.3%

382 125 284 090 1 059 905 393 790 20 020 117 535 4 825 8 295 10 555 4 850 2 355 (X) (X) (X) 11 865
16.6% 12.4% 46.1% 17.1% 0.9% 5.1% 0.2% 0.4% 0.5% 0.2% 0.1% (X) (X) (X) 0.5%

238 245 183 575 577 505 225 585 9 845 79 270 3 025 6 085 6 175 3 495 1 465 (X) (X) (X) 8 195
10.4% 8.0% 25.1% 9.8% 0.4% 3.4% 0.1% 0.3% 0.3% 0.2% 0.1% (X) (X) (X) 0.4%

143 880 100 515 482 400 168 205 10 180 38 265 1 800 2 210 4 385 1 355 885 (X) (X) (X) 3 670
6.3% 4.4% 21.0% 7.3% 0.4% 1.7% 0.1% 0.1% 0.2% 0.1% 0.0% (X) (X) (X) 0.2%

116 440 92 930 470 530 107 645 5 940 52 045 2 040 3 275 4 680 3 945 805 (X) (X) (X) 5 285
13.5% 10.7% 54.4% 12.4% 0.7% 6.0% 0.2% 0.4% 0.5% 0.5% 0.1% (X) (X) (X) 0.6%

53 195 43 455 179 650 44 255 1 980 24 135 1 095 1 600 1 805 1 975 370 (X) (X) (X) 2 695
6.1% 5.0% 20.8% 5.1% 0.2% 2.8% 0.1% 0.2% 0.2% 0.2% 0.0% (X) (X) (X) 0.3%

63,245 49,475 290,875 63,390 3,960 27,905 945 1,675 2,875 1,970 435 (X) (X) (X) 2,590
7.3% 5.7% 33.6% 7.3% 0.5% 3.2% 0.1% 0.2% 0.3% 0.2% 0.1% (X) (X) (X) 0.3%

28,360 17,735 337,315 17,870 2,810 9,925 765 960 2,355 2,140 300 (X) (X) (X) 2,600
6.7% 4.2% 79.7% 4.2% 0.7% 2.3% 0.2% 0.2% 0.6% 0.5% 0.1% (X) (X) (X) 0.6%

16 835 9 590 133 460 9 800 855 5 530 480 385 705 1 010 115 (X) (X) (X) 1 320
4.0% 2.3% 31.5% 2.3% 0.2% 1.3% 0.1% 0.1% 0.2% 0.2% 0.0% (X) (X) (X) 0.3%

11 520 8 145 203 855 8 075 1 955 4 395 285 575 1 650 1 125 185 (X) (X) (X) 1 280
2.7% 1.9% 48.2% 1.9% 0.5% 1.0% 0.1% 0.1% 0.4% 0.3% 0.0% (X) (X) (X) 0.3%

31 830 25 810 218 490 55 220 2 580 11 225 670 1 820 2 300 940 490 (X) (X) (X) 2 165
9.0% 7.3% 61.8% 15.6% 0.7% 3.2% 0.2% 0.5% 0.7% 0.3% 0.1% (X) (X) (X) 0.6%

11 950 10 750 66 515 20 135 725 5 060 240 470 490 450 155 (X) (X) (X) 890
3.4% 3.0% 18.8% 5.7% 0.2% 1.4% 0.1% 0.1% 0.1% 0.1% 0.0% (X) (X) (X) 0.3%

19 880 15 060 151 975 35 085 1 855 6 165 430 1 355 1 815 490 335 (X) (X) (X) 1 275
5.6% 4.3% 43.0% 9.9% 0.5% 1.7% 0.1% 0.4% 0.5% 0.1% 0.1% (X) (X) (X) 0.4%

23 885 17 600 180 770 33 440 1 655 10 375 560 1 850 1 560 1 520 210 (X) (X) (X) 2 205
8.7% 6.4% 65.6% 12.1% 0.6% 3.8% 0.2% 0.7% 0.6% 0.6% 0.1% (X) (X) (X) 0.8%

8 905 5 795 57 505 11 520 470 4 135 200 700 390 635 50 (X) (X) (X) 705
3.2% 2.1% 20.9% 4.2% 0.2% 1.5% 0.1% 0.3% 0.1% 0.2% 0.0% (X) (X) (X) 0.3%

14 980 11 805 123 265 21 925 1 185 6 240 360 1 150 1 170 885 160 (X) (X) (X) 1 500
5.4% 4.3% 44.7% 8.0% 0.4% 2.3% 0.1% 0.4% 0.4% 0.3% 0.1% (X) (X) (X) 0.5%

224 885 146 940 1 552 220 162 930 13 005 124 415 2 850 9 885 11 970 11 260 980 (X) (X) (X) 14 095
9.9% 6.5% 68.2% 7.2% 0.6% 5.5% 0.1% 0.4% 0.5% 0.5% 0.0% (X) (X) (X) 0.6%

86 940 57 615 362 035 52 825 2 860 45 030 1 180 2 605 2 405 4 090 325 (X) (X) (X) 5 360
3.8% 2.5% 15.9% 2.3% 0.1% 2.0% 0.1% 0.1% 0.1% 0.2% 0.0% (X) (X) (X) 0.2%

137 945 89 325 1 190 185 110 105 10 145 79 385 1 670 7 280 9 565 7 170 650 (X) (X) (X) 8 735
6.1% 3.9% 52.3% 4.8% 0.4% 3.5% 0.1% 0.3% 0.4% 0.3% 0.0% (X) (X) (X) 0.4%

Waiters and waitresses 4110 (SOC 35-3031)   Number 1 652 155
Waiters and waitresses 4110 (SOC 35-3031)   Percent 72.6%

Waiters and waitresses 4110 (SOC 35-3031)   Percent 27.4%
Waiters and waitresses 4110 (SOC 35-3031) Female

Waiters and waitresses 4110 (SOC 35-3031) Male
Waiters and waitresses 4110 (SOC 35-3031)   Number 623 275

Waiters and waitresses 4110 (SOC 35-3031)   Number 2 275 425
Waiters and waitresses 4110 (SOC 35-3031)   Percent 100.0%

Counter attendants, cafeteria, food concession, and coffee   Percent 67.0%
Waiters and waitresses 4110 (SOC 35-3031) Total  both sexes

Counter attendants  cafeteria  food concession  and coffee Female
Counter attendants  cafeteria  food concession  and coffee   Number 184 625

Counter attendants  cafeteria  food concession  and coffee   Number 91 005
Counter attendants, cafeteria, food concession, and coffee   Percent 33.0%

Counter attendants  cafeteria  food concession  and coffee   Percent 100.0%
Counter attendants  cafeteria  food concession  and coffee Male

Counter attendants  cafeteria  food concession  and coffee Total  both sexes
Counter attendants  cafeteria  food concession  and coffee   Number 275 630

Combined food preparation and serving workers  including   Number 235 715
Combined food preparation and serving workers  including   Percent 66.7%

Combined food preparation and serving workers  including   Percent 33.3%
Combined food preparation and serving workers  including Female

Combined food preparation and serving workers  including Male
Combined food preparation and serving workers  including   Number 117 825

Combined food preparation and serving workers  including   Number 353 535
Combined food preparation and serving workers  including   Percent 100.0%

Bartenders 4040 (SOC 35-3011)   Percent 57.4%
Combined food preparation and serving workers  including Total  both sexes

Bartenders 4040 (SOC 35-3011) Female
Bartenders 4040 (SOC 35-3011)   Number 243 045

Bartenders 4040 (SOC 35-3011)   Number 180 090
Bartenders 4040 (SOC 35-3011)   Percent 42.6%

Bartenders 4040 (SOC 35-3011)   Percent 100.0%
Bartenders 4040 (SOC 35-3011) Male

Bartenders 4040 (SOC 35-3011) Total  both sexes
Bartenders 4040 (SOC 35-3011)   Number 423,135

Food preparation workers 4030 (SOC 35-2021)   Number 509,340
Food preparation workers 4030 (SOC 35-2021)   Percent 58.8%

Food preparation workers 4030 (SOC 35-2021)   Percent 41.2%
Food preparation workers 4030 (SOC 35-2021) Female

Food preparation workers 4030 (SOC 35-2021) Male
Food preparation workers 4030 (SOC 35-2021)   Number 356 210

Food preparation workers 4030 (SOC 35-2021)   Number 865 550
Food preparation workers 4030 (SOC 35-2021)   Percent 100.0%

Cooks 4020 (SOC 35-2010)   Percent 41.6%
Food preparation workers 4030 (SOC 35-2021) Total  both sexes

Cooks 4020 (SOC 35-2010) Female
Cooks 4020 (SOC 35-2010)   Number 957 750

Cooks 4020 (SOC 35-2010)   Number 1 342 460
Cooks 4020 (SOC 35-2010)   Percent 58.4%

Cooks 4020 (SOC 35-2010)   Percent 100.0%
Cooks 4020 (SOC 35-2010) Male

Cooks 4020 (SOC 35-2010) Total  both sexes
Cooks 4020 (SOC 35-2010)   Number 2 300 210

First-line supervisors of food preparation and serving   Number 347 825
First-line supervisors of food preparation and serving   Percent 58.6%

First-line supervisors of food preparation and serving   Percent 41.4%
First-line supervisors of food preparation and serving Female

First-line supervisors of food preparation and serving Male
First-line supervisors of food preparation and serving   Number 245 265

First-line supervisors of food preparation and serving   Number 593 090
First-line supervisors of food preparation and serving   Percent 100.0%

Chefs and head cooks 4000 (SOC 35-1011)   Percent 20.4%
First-line supervisors of food preparation and serving Total, both sexes

Chefs and head cooks 4000 (SOC 35-1011) Female
Chefs and head cooks 4000 (SOC 35-1011)   Number 68 670

Chefs and head cooks 4000 (SOC 35-1011)   Number 267 920
Chefs and head cooks 4000 (SOC 35-1011)   Percent 79.6%

Chefs and head cooks 4000 (SOC 35-1011)   Percent 100.0%
Chefs and head cooks 4000 (SOC 35-1011) Male

Chefs and head cooks 4000 (SOC 35-1011) Total  both sexes
Chefs and head cooks 4000 (SOC 35-1011)   Number 336 595

Lifeguards and other recreational  and a l other protective   Number 100 895
Lifeguards and other recreational  and a l other protective   Percent 53.4%

Lifeguards and other recreational  and a l other protective   Percent 46.6%
Lifeguards and other recreational  and a l other protective Female

Lifeguards and other recreational  and a l other protective Male
Lifeguards and other recreational  and a l other protective   Number 88 210

Lifeguards and other recreational  and a l other protective   Number 189 105
Lifeguards and other recreational  and a l other protective   Percent 100.0%

Transportation security screeners 3945 (SOC 33-9093)   Percent 36.7%
Lifeguards and other recreational  and a l other protective Total  both sexes

Transportation security screeners 3945 (SOC 33-9093) Female
Transportation security screeners 3945 (SOC 33-9093)   Number 9 995

Transportation security screeners 3945 (SOC 33-9093)   Number 17 215
Transportation security screeners 3945 (SOC 33-9093)   Percent 63.3%

Transportation security screeners 3945 (SOC 33-9093)   Percent 100.0%
Transportation security screeners 3945 (SOC 33-9093) Male

Transportation security screeners 3945 (SOC 33-9093) Total  both sexes
Transportation security screeners 3945 (SOC 33-9093)   Number 27 210

Crossing guards 3940 (SOC 33-9091)   Number 35 920
Crossing guards 3940 (SOC 33-9091)   Percent 59.8%

Crossing guards 3940 (SOC 33-9091)   Percent 40.2%
Crossing guards 3940 (SOC 33-9091) Female

Crossing guards 3940 (SOC 33-9091) Male
Crossing guards 3940 (SOC 33-9091)   Number 24 170

Crossing guards 3940 (SOC 33-9091)   Number 60 090
Crossing guards 3940 (SOC 33-9091)   Percent 100.0%

Security guards and gaming surveillance officers 3930   Percent 22.4%
Crossing guards 3940 (SOC 33-9091) Total  both sexes

Security guards and gaming surveillance officers 3930 Female
Security guards and gaming surveillance officers 3930   Number 226 685

Security guards and gaming surveillance officers 3930   Number 787 525
Security guards and gaming surveillance officers 3930   Percent 77.6%

Security guards and gaming surveillance officers 3930   Percent 100.0%
Security guards and gaming surveillance officers 3930 Male

Security guards and gaming surveillance officers 3930 Total  both sexes
Security guards and gaming surveillance officers 3930   Number 1 014 210

Private detectives and investigators 3910 (SOC 33-9021)   Number 34,455
Private detectives and investigators 3910 (SOC 33-9021)   Percent 39.8%

Private detectives and investigators 3910 (SOC 33-9021)   Percent 60.2%
Private detectives and investigators 3910 (SOC 33-9021) Female

Private detectives and investigators 3910 (SOC 33-9021) Male
Private detectives and investigators 3910 (SOC 33-9021)   Number 52,175

Private detectives and investigators 3910 (SOC 33-9021)   Number 86 635
Private detectives and investigators 3910 (SOC 33-9021)   Percent 100.0%

Animal control workers 3900 (SOC 33-9011)   Percent 39.2%
Private detectives and investigators 3910 (SOC 33-9021) Total  both sexes

Animal control workers 3900 (SOC 33-9011) Female
Animal control workers 3900 (SOC 33-9011)   Number 4 225

Animal control workers 3900 (SOC 33-9011)   Number 6 545
Animal control workers 3900 (SOC 33-9011)   Percent 60.8%

Animal control workers 3900 (SOC 33-9011)   Percent 100.0%
Animal control workers 3900 (SOC 33-9011) Male

Animal control workers 3900 (SOC 33-9011) Total  both sexes
Animal control workers 3900 (SOC 33-9011)   Number 10 770

Police officers 3850 (SOC 33-3050)   Number 98 500
Police officers 3850 (SOC 33-3050)   Percent 14.8%

Police officers 3850 (SOC 33-3050)   Percent 85.2%
Police officers 3850 (SOC 33-3050) Female

Police officers 3850 (SOC 33-3050) Male
Police officers 3850 (SOC 33-3050)   Number 565 100

Police officers 3850 (SOC 33-3050)   Number 663 600
Police officers 3850 (SOC 33-3050)   Percent 100.0%

Miscellaneous law enforcement workers 3840 (SOC 33-   Percent 30.6%
Police officers 3850 (SOC 33-3050) Total, both sexes

Miscellaneous law enforcement workers 3840 (SOC 33- Female
Miscellaneous law enforcement workers 3840 (SOC 33-   Number 3 525



20 550 16 045 106 445 48 170 1 320 12 210 510 770 740 600 250 (X) (X) (X) 1 535
9.8% 7.7% 50.9% 23.0% 0.6% 5.8% 0.2% 0.4% 0.4% 0.3% 0.1% (X) (X) (X) 0.7%

8 565 7 635 29 255 14 610 225 5 440 195 275 215 265 85 (X) (X) (X) 685
4.1% 3.7% 14.0% 7.0% 0.1% 2.6% 0.1% 0.1% 0.1% 0.1% 0.0% (X) (X) (X) 0.3%

11 985 8 410 77 190 33 555 1 095 6 770 315 490 520 335 165 (X) (X) (X) 845
5.7% 4.0% 36.9% 16.0% 0.5% 3.2% 0.2% 0.2% 0.2% 0.2% 0.1% (X) (X) (X) 0.4%

67 970 52 105 191 050 43 105 3 060 20 060 930 1 185 1 575 1 515 260 (X) (X) (X) 2 380
17.6% 13.5% 49.6% 11.2% 0.8% 5.2% 0.2% 0.3% 0.4% 0.4% 0.1% (X) (X) (X) 0.6%

42 125 35 635 99 425 21 735 1 250 11 125 575 890 695 1 115 205 (X) (X) (X) 1 500
10.9% 9.3% 25.8% 5.6% 0.3% 2.9% 0.1% 0.2% 0.2% 0.3% 0.1% (X) (X) (X) 0.4%

25 850 16 465 91 625 21 370 1 810 8 935 355 295 880 400 50 (X) (X) (X) 880
6.7% 4.3% 23.8% 5.5% 0.5% 2.3% 0.1% 0.1% 0.2% 0.1% 0.0% (X) (X) (X) 0.2%

62 665 49 385 151 975 49 235 3 075 9 945 720 1 630 1 785 745 240 (X) (X) (X) 1 810
18.8% 14.8% 45.6% 14.8% 0.9% 3.0% 0.2% 0.5% 0.5% 0.2% 0.1% (X) (X) (X) 0.5%

49 670 40 270 113 875 41 245 2 185 6 935 600 1 410 1 405 665 190 (X) (X) (X) 1 555
14.9% 12.1% 34.2% 12.4% 0.7% 2.1% 0.2% 0.4% 0.4% 0.2% 0.1% (X) (X) (X) 0.5%

12,995 9,115 38,100 7,990 890 3,010 120 215 380 80 55 (X) (X) (X) 255
3.9% 2.7% 11.4% 2.4% 0.3% 0.9% 0.0% 0.1% 0.1% 0.0% 0.0% (X) (X) (X) 0.1%

28,200 18,020 203,835 25,255 1,565 11,490 395 1,925 1,510 2,115 345 (X) (X) (X) 2,325
9.5% 6.1% 68.6% 8.5% 0.5% 3.9% 0.1% 0.6% 0.5% 0.7% 0.1% (X) (X) (X) 0.8%

4 160 2 895 24 640 4 045 230 1 885 105 265 230 175 100 (X) (X) (X) 245
1.4% 1.0% 8.3% 1.4% 0.1% 0.6% 0.0% 0.1% 0.1% 0.1% 0.0% (X) (X) (X) 0.1%

24 040 15 125 179 195 21 215 1 335 9 605 290 1 655 1 280 1 940 245 (X) (X) (X) 2 080
8.1% 5.1% 60.3% 7.1% 0.4% 3.2% 0.1% 0.6% 0.4% 0.7% 0.1% (X) (X) (X) 0.7%

32 480 25 965 151 500 45 305 2 085 6 670 610 445 1 080 265 290 (X) (X) (X) 1 675
12.1% 9.7% 56.5% 16.9% 0.8% 2.5% 0.2% 0.2% 0.4% 0.1% 0.1% (X) (X) (X) 0.6%

18 650 14 720 97 315 25 250 925 3 940 250 325 515 220 200 (X) (X) (X) 905
6.9% 5.5% 36.3% 9.4% 0.3% 1.5% 0.1% 0.1% 0.2% 0.1% 0.1% (X) (X) (X) 0.3%

13 830 11 245 54 180 20 050 1 165 2 735 365 120 565 50 95 (X) (X) (X) 765
5.2% 4.2% 20.2% 7.5% 0.4% 1.0% 0.1% 0.0% 0.2% 0.0% 0.0% (X) (X) (X) 0.3%

23 140 16 805 144 970 10 500 835 1 670 435 135 1 095 250 55 (X) (X) (X) 585
11.5% 8.4% 72.3% 5.2% 0.4% 0.8% 0.2% 0.1% 0.5% 0.1% 0.0% (X) (X) (X) 0.3%

22 350 16 330 134 365 9 940 785 1 490 395 130 925 195 55 (X) (X) (X) 535
11.1% 8.1% 67.0% 5.0% 0.4% 0.7% 0.2% 0.1% 0.5% 0.1% 0.0% (X) (X) (X) 0.3%

790 475 10 610 555 50 180 35 10 170 55 0 (X) (X) (X) 50
0.4% 0.2% 5.3% 0.3% 0.0% 0.1% 0.0% 0.0% 0.1% 0.0% 0.0% (X) (X) (X) 0.0%

377 075 314 615 1 321 200 458 795 23 820 73 075 4 520 4 630 10 965 2 935 2 670 (X) (X) (X) 13 590
14.5% 12.1% 50.7% 17.6% 0.9% 2.8% 0.2% 0.2% 0.4% 0.1% 0.1% (X) (X) (X) 0.5%

233 930 196 575 938 865 317 265 16 480 51 355 3 025 3 385 7 095 2 150 2 175 (X) (X) (X) 9 515
9.0% 7.5% 36.0% 12.2% 0.6% 2.0% 0.1% 0.1% 0.3% 0.1% 0.1% (X) (X) (X) 0.4%

143 145 118 040 382 335 141 530 7 335 21 725 1 490 1 245 3 870 785 495 (X) (X) (X) 4 075
5.5% 4.5% 14.7% 5.4% 0.3% 0.8% 0.1% 0.0% 0.1% 0.0% 0.0% (X) (X) (X) 0.2%

364 895 282 350 549 045 270 320 13 985 57 935 2 720 2 315 5 515 1 235 1 050 (X) (X) (X) 14 940
23.3% 18.0% 35.1% 17.3% 0.9% 3.7% 0.2% 0.1% 0.4% 0.1% 0.1% (X) (X) (X) 1.0%

32 100 29 325 57 750 46 610 2 195 12 445 535 330 390 295 265 (X) (X) (X) 1 625
2.0% 1.9% 3.7% 3.0% 0.1% 0.8% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.1%

332 795 253 030 491 295 223 705 11 785 45 490 2 185 1 980 5 125 940 785 (X) (X) (X) 13 315
21.2% 16.2% 31.4% 14.3% 0.8% 2.9% 0.1% 0.1% 0.3% 0.1% 0.1% (X) (X) (X) 0.9%

6 545 3 345 50 960 6 310 235 880 135 185 405 140 85 (X) (X) (X) 290
9.4% 4.8% 73.3% 9.1% 0.3% 1.3% 0.2% 0.3% 0.6% 0.2% 0.1% (X) (X) (X) 0.4%

6 235 3 265 48 240 6 050 195 850 95 185 355 115 85 (X) (X) (X) 290
9.0% 4.7% 69.4% 8.7% 0.3% 1.2% 0.1% 0.3% 0.5% 0.2% 0.1% (X) (X) (X) 0.4%

310 80 2 720 260 40 30 40 0 50 30 0 (X) (X) (X) 0
0.4% 0.1% 3.9% 0.4% 0.1% 0.0% 0.1% 0.0% 0.1% 0.0% 0.0% (X) (X) (X) 0.0%

314 675 232 440 672 500 119 290 9 390 16 480 2 560 2 135 5 770 1 625 950 (X) (X) (X) 6 405
22.7% 16.8% 48.6% 8.6% 0.7% 1.2% 0.2% 0.2% 0.4% 0.1% 0.1% (X) (X) (X) 0.5%

304 285 225 515 611 720 112 390 8 115 14 995 2 230 2 075 5 340 1 415 850 (X) (X) (X) 6 065
22.0% 16.3% 44.2% 8.1% 0.6% 1.1% 0.2% 0.1% 0.4% 0.1% 0.1% (X) (X) (X) 0.4%

10 390 6 925 60 780 6 900 1 280 1 485 330 60 430 210 100 (X) (X) (X) 340
0.8% 0.5% 4.4% 0.5% 0.1% 0.1% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

4 100 2 625 59 935 5 080 2 350 4 800 160 170 580 220 50 (X) (X) (X) 320
5.1% 3.3% 74.6% 6.3% 2.9% 6.0% 0.2% 0.2% 0.7% 0.3% 0.1% (X) (X) (X) 0.4%

2 550 1 550 33 810 2 485 1 135 2 510 80 105 335 95 50 (X) (X) (X) 165
3.2% 1.9% 42.1% 3.1% 1.4% 3.1% 0.1% 0.1% 0.4% 0.1% 0.1% (X) (X) (X) 0.2%

1 550 1 070 26 130 2 595 1 215 2 290 80 65 245 125 0 (X) (X) (X) 155
1.9% 1.3% 32.5% 3.2% 1.5% 2.8% 0.1% 0.1% 0.3% 0.2% 0.0% (X) (X) (X) 0.2%

11,280 6,345 133,345 14,995 875 18,305 190 535 930 545 165 (X) (X) (X) 695
6.0% 3.4% 70.9% 8.0% 0.5% 9.7% 0.1% 0.3% 0.5% 0.3% 0.1% (X) (X) (X) 0.4%

4,200 2,820 50,280 5,505 295 8,030 4 250 200 120 75 (X) (X) (X) 260
2.2% 1.5% 26.7% 2.9% 0.2% 4.3% 0.0% 0.1% 0.1% 0.1% 0.0% (X) (X) (X) 0.1%

7 075 3 520 83 065 9 490 580 10 275 190 285 725 425 95 (X) (X) (X) 435
3.8% 1.9% 44.1% 5.0% 0.3% 5.5% 0.1% 0.2% 0.4% 0.2% 0.1% (X) (X) (X) 0.2%

2 325 1 250 34 385 985 315 620 45 95 260 65 15 (X) (X) (X) 120
5.7% 3.1% 84.9% 2.4% 0.8% 1.5% 0.1% 0.2% 0.6% 0.2% 0.0% (X) (X) (X) 0.3%

1 805 1 040 14 890 830 170 270 0 30 140 25 15 (X) (X) (X) 95
4.5% 2.6% 36.8% 2.1% 0.4% 0.7% 0.0% 0.1% 0.3% 0.1% 0.0% (X) (X) (X) 0.2%

520 205 19 495 155 145 350 45 65 120 45 0 (X) (X) (X) 25
1.3% 0.5% 48.2% 0.4% 0.4% 0.9% 0.1% 0.2% 0.3% 0.1% 0.0% (X) (X) (X) 0.1%

11 685 7 550 150 150 6 770 780 2 320 75 635 1 565 685 130 (X) (X) (X) 710
6.4% 4.1% 82.0% 3.7% 0.4% 1.3% 0.0% 0.3% 0.9% 0.4% 0.1% (X) (X) (X) 0.4%

5 620 4 040 37 785 3 540 235 650 15 85 485 180 15 (X) (X) (X) 195
3.1% 2.2% 20.6% 1.9% 0.1% 0.4% 0.0% 0.0% 0.3% 0.1% 0.0% (X) (X) (X) 0.1%

6 065 3 510 112 365 3 230 545 1 675 60 545 1 080 500 115 (X) (X) (X) 520
3.3% 1.9% 61.4% 1.8% 0.3% 0.9% 0.0% 0.3% 0.6% 0.3% 0.1% (X) (X) (X) 0.3%

7 225 4 630 58 450 10 610 3 745 25 015 280 140 710 620 95 (X) (X) (X) 820
6.4% 4.1% 52.0% 9.4% 3.3% 22.3% 0.2% 0.1% 0.6% 0.6% 0.1% (X) (X) (X) 0.7%

4 150 2 145 33 180 4 590 1 740 11 260 115 20 245 280 55 (X) (X) (X) 340
3.7% 1.9% 29.5% 4.1% 1.5% 10.0% 0.1% 0.0% 0.2% 0.2% 0.0% (X) (X) (X) 0.3%

3 075 2 485 25 275 6 020 2 005 13 755 165 120 465 340 40 (X) (X) (X) 480
2.7% 2.2% 22.5% 5.4% 1.8% 12.2% 0.1% 0.1% 0.4% 0.3% 0.0% (X) (X) (X) 0.4%

500 300 7 380 530 35 325 0 30 35 75 10 (X) (X) (X) 40

Animal trainers 4340 (SOC 39-2011) Total  both sexes
Animal trainers 4340 (SOC 39-2011)   Number 40 480
Animal trainers 4340 (SOC 39-2011)   Percent 100.0%
Animal trainers 4340 (SOC 39-2011) Male
Animal trainers 4340 (SOC 39-2011)   Number 19 305
Animal trainers 4340 (SOC 39-2011)   Percent 47.7%
Animal trainers 4340 (SOC 39-2011) Female
Animal trainers 4340 (SOC 39-2011)   Number 21 170
Animal trainers 4340 (SOC 39-2011)   Percent 52.3%
Nonfarm animal caretakers 4350 (SOC 39-2021) Total  both sexes
Nonfarm animal caretakers 4350 (SOC 39-2021)   Number 183 055
Nonfarm animal caretakers 4350 (SOC 39-2021)   Percent 100.0%
Nonfarm animal caretakers 4350 (SOC 39-2021) Male
Nonfarm animal caretakers 4350 (SOC 39-2021)   Number 52 845
Nonfarm animal caretakers 4350 (SOC 39-2021)   Percent 28.9%
Nonfarm animal caretakers 4350 (SOC 39-2021) Female
Nonfarm animal caretakers 4350 (SOC 39-2021)   Number 130 210
Nonfarm animal caretakers 4350 (SOC 39-2021)   Percent 71.1%
Gaming services workers 4400 (SOC 39-3010) Total, both sexes
Gaming services workers 4400 (SOC 39-3010)   Number 112 340
Gaming services workers 4400 (SOC 39-3010)   Percent 100.0%
Gaming services workers 4400 (SOC 39-3010) Male
Gaming services workers 4400 (SOC 39-3010)   Number 58 110
Gaming services workers 4400 (SOC 39-3010)   Percent 51.7%
Gaming services workers 4400 (SOC 39-3010) Female
Gaming services workers 4400 (SOC 39-3010)   Number 54 230
Gaming services workers 4400 (SOC 39-3010)   Percent 48.3%
Motion picture projectionists 4410 (SOC 39-3021) Total  both sexes
Motion picture projectionists 4410 (SOC 39-3021)   Number 9 260

First-line supervisors of personal service workers 4320   Number 116 165
First-line supervisors of personal service workers 4320 
(SOC 39-1021)

  Percent 61.7%

First-line supervisors of personal service workers 4320   Percent 38.3%
First-line supervisors of personal service workers 4320 Female

First-line supervisors of personal service workers 4320 Male
First-line supervisors of personal service workers 4320   Number 72,035

First-line supervisors of personal service workers 4320   Number 188,200
First-line supervisors of personal service workers 4320   Percent 100.0%

First-line supervisors of gaming workers 4300 (SOC 39-   Percent 44.2%
First-line supervisors of personal service workers 4320 Total  both sexes

First-line supervisors of gaming workers 4300 (SOC 39- Female
First-line supervisors of gaming workers 4300 (SOC 39-   Number 35 520

First-line supervisors of gaming workers 4300 (SOC 39-   Number 44 870
First-line supervisors of gaming workers 4300 (SOC 39-   Percent 55.8%

First-line supervisors of gaming workers 4300 (SOC 39-   Percent 100.0%
First-line supervisors of gaming workers 4300 (SOC 39- Male

First-line supervisors of gaming workers 4300 (SOC 39- Total  both sexes
First-line supervisors of gaming workers 4300 (SOC 39-   Number 80 390

Grounds maintenance workers 4250 (SOC 37-3010)   Number 89 235
Grounds maintenance workers 4250 (SOC 37-3010)   Percent 6.4%

Grounds maintenance workers 4250 (SOC 37-3010)   Percent 93.6%
Grounds maintenance workers 4250 (SOC 37-3010) Female

Grounds maintenance workers 4250 (SOC 37-3010) Male
Grounds maintenance workers 4250 (SOC 37-3010)   Number 1 294 995

Grounds maintenance workers 4250 (SOC 37-3010)   Number 1 384 225
Grounds maintenance workers 4250 (SOC 37-3010)   Percent 100.0%

Pest control workers 4240 (SOC 37-2021)   Percent 5.1%
Grounds maintenance workers 4250 (SOC 37-3010) Total  both sexes

Pest control workers 4240 (SOC 37-2021) Female
Pest control workers 4240 (SOC 37-2021)   Number 3 550

Pest control workers 4240 (SOC 37-2021)   Number 65 960
Pest control workers 4240 (SOC 37-2021)   Percent 94.9%

Pest control workers 4240 (SOC 37-2021)   Percent 100.0%
Pest control workers 4240 (SOC 37-2021) Male

Pest control workers 4240 (SOC 37-2021) Total  both sexes
Pest control workers 4240 (SOC 37-2021)   Number 69 515

Maids and housekeeping cleaners 4230 (SOC 37-2012)   Number 1 382 430
Maids and housekeeping cleaners 4230 (SOC 37-2012)   Percent 88.3%

Maids and housekeeping cleaners 4230 (SOC 37-2012)   Percent 11.7%
Maids and housekeeping cleaners 4230 (SOC 37-2012) Female

Maids and housekeeping cleaners 4230 (SOC 37-2012) Male
Maids and housekeeping cleaners 4230 (SOC 37-2012)   Number 183 870

Maids and housekeeping cleaners 4230 (SOC 37-2012)   Number 1 566 300
Maids and housekeeping cleaners 4230 (SOC 37-2012)   Percent 100.0%

Jan tors and building cleaners 4220 (SOC 37-201X)   Percent 31.7%
Maids and housekeeping cleaners 4230 (SOC 37-2012) Total  both sexes

Jan tors and building cleaners 4220 (SOC 37-201X) Female
Jan tors and building cleaners 4220 (SOC 37-201X)   Number 826 065

Jan tors and building cleaners 4220 (SOC 37-201X)   Number 1 781 815
Jan tors and building cleaners 4220 (SOC 37-201X)   Percent 68.3%

Jan tors and building cleaners 4220 (SOC 37-201X)   Percent 100.0%
Jan tors and building cleaners 4220 (SOC 37-201X) Male

Jan tors and building cleaners 4220 (SOC 37-201X) Total  both sexes
Jan tors and building cleaners 4220 (SOC 37-201X)   Number 2 607 880

First-line supervisors of landscaping  lawn service  and   Number 12 980
First-line supervisors of landscaping, lawn service, and   Percent 6.5%

First-line supervisors of landscaping, lawn service, and   Percent 93.5%
First-line supervisors of landscaping  lawn service  and Female

First-line supervisors of landscaping  lawn service  and Male
First-line supervisors of landscaping  lawn service  and   Number 187 500

First-line supervisors of landscaping  lawn service  and   Number 200 480
First-line supervisors of landscaping  lawn service  and   Percent 100.0%

First-line supervisors of housekeeping and janitorial   Percent 39.2%
First-line supervisors of landscaping  lawn service  and Total  both sexes

First-line supervisors of housekeeping and janitorial Female
First-line supervisors of housekeeping and janitorial   Number 105 155

First-line supervisors of housekeeping and janitorial   Number 163 215
First-line supervisors of housekeeping and janitorial   Percent 60.8%

First-line supervisors of housekeeping and janitorial   Percent 100.0%
First-line supervisors of housekeeping and janitorial Male

First-line supervisors of housekeeping and janitorial Total  both sexes
First-line supervisors of housekeeping and janitorial   Number 268 370

Hosts and hostesses  restaurant  lounge  and coffee shop   Number 257 995
Hosts and hostesses  restaurant  lounge  and coffee shop   Percent 86.9%

Hosts and hostesses  restaurant  lounge  and coffee shop   Percent 13.1%
Hosts and hostesses  restaurant  lounge  and coffee shop Female

Hosts and hostesses  restaurant  lounge  and coffee shop Male
Hosts and hostesses  restaurant  lounge  and coffee shop   Number 38 980

Hosts and hostesses, restaurant, lounge, and coffee shop   Number 296,970
Hosts and hostesses  restaurant  lounge  and coffee shop   Percent 100.0%

Dishwashers 4140 (SOC 35-9021)   Percent 22.0%
Hosts and hostesses  restaurant  lounge  and coffee shop Total  both sexes

Dishwashers 4140 (SOC 35-9021) Female
Dishwashers 4140 (SOC 35-9021)   Number 73,205

Dishwashers 4140 (SOC 35-9021)   Number 260 000
Dishwashers 4140 (SOC 35-9021)   Percent 78.0%

Dishwashers 4140 (SOC 35-9021)   Percent 100.0%
Dishwashers 4140 (SOC 35-9021) Male

Dishwashers 4140 (SOC 35-9021) Total  both sexes
Dishwashers 4140 (SOC 35-9021)   Number 333 210

Miscellaneous food preparation and serving related   Number 168 920
Miscellaneous food preparation and serving related   Percent 43.9%

Miscellaneous food preparation and serving related   Percent 56.1%
Miscellaneous food preparation and serving related Female

Miscellaneous food preparation and serving related Male
Miscellaneous food preparation and serving related   Number 216 275

Miscellaneous food preparation and serving related   Number 385 195
Miscellaneous food preparation and serving related   Percent 100.0%

Food servers  nonrestaurant 4120 (SOC 35-3041)   Percent 67.7%
Miscellaneous food preparation and serving related Total  both sexes

Food servers  nonrestaurant 4120 (SOC 35-3041) Female
Food servers  nonrestaurant 4120 (SOC 35-3041)   Number 141 680

Food servers  nonrestaurant 4120 (SOC 35-3041)   Number 67 460
Food servers  nonrestaurant 4120 (SOC 35-3041)   Percent 32.3%

Food servers  nonrestaurant 4120 (SOC 35-3041)   Percent 100.0%
Food servers, nonrestaurant 4120 (SOC 35-3041) Male

Food servers, nonrestaurant 4120 (SOC 35-3041) Total, both sexes
Food servers  nonrestaurant 4120 (SOC 35-3041)   Number 209 140



5.4% 3.2% 79.7% 5.7% 0.4% 3.5% 0.0% 0.3% 0.4% 0.8% 0.1% (X) (X) (X) 0.4%

455 265 6 165 410 20 240 0 0 25 70 10 (X) (X) (X) 40
4.9% 2.9% 66.6% 4.4% 0.2% 2.6% 0.0% 0.0% 0.3% 0.8% 0.1% (X) (X) (X) 0.4%

45 35 1 215 120 15 85 0 30 10 4 0 (X) (X) (X) 0
0.5% 0.4% 13.1% 1.3% 0.2% 0.9% 0.0% 0.3% 0.1% 0.0% 0.0% (X) (X) (X) 0.0%

4 070 3 005 32 885 9 140 245 1 385 45 240 425 175 40 (X) (X) (X) 300
7.8% 5.8% 63.3% 17.6% 0.5% 2.7% 0.1% 0.5% 0.8% 0.3% 0.1% (X) (X) (X) 0.6%

2 530 1 770 18 945 4 460 120 785 35 165 265 100 20 (X) (X) (X) 150
4.9% 3.4% 36.5% 8.6% 0.2% 1.5% 0.1% 0.3% 0.5% 0.2% 0.0% (X) (X) (X) 0.3%

1 540 1 235 13 940 4 680 130 600 10 75 160 75 20 (X) (X) (X) 150
3.0% 2.4% 26.8% 9.0% 0.3% 1.2% 0.0% 0.1% 0.3% 0.1% 0.0% (X) (X) (X) 0.3%

14 310 9 710 136 775 21 605 2 190 6 990 455 1 045 965 785 165 (X) (X) (X) 1 775
7.3% 4.9% 69.5% 11.0% 1.1% 3.6% 0.2% 0.5% 0.5% 0.4% 0.1% (X) (X) (X) 0.9%

7 900 5 045 84 120 11 100 960 3 840 255 455 545 460 65 (X) (X) (X) 1 000
4.0% 2.6% 42.8% 5.6% 0.5% 2.0% 0.1% 0.2% 0.3% 0.2% 0.0% (X) (X) (X) 0.5%

6 410 4 665 52 655 10 500 1 230 3 150 200 590 415 325 100 (X) (X) (X) 775
3.3% 2.4% 26.8% 5.3% 0.6% 1.6% 0.1% 0.3% 0.2% 0.2% 0.1% (X) (X) (X) 0.4%

820 285 12 325 1 595 0 155 0 15 35 25 15 (X) (X) (X) 45
5.4% 1.9% 80.5% 10.4% 0.0% 1.0% 0.0% 0.1% 0.2% 0.2% 0.1% (X) (X) (X) 0.3%

525 220 9 385 1 320 0 100 0 15 20 15 0 (X) (X) (X) 4
3.4% 1.4% 61.3% 8.6% 0.0% 0.7% 0.0% 0.1% 0.1% 0.1% 0.0% (X) (X) (X) 0.0%

295 60 2 940 275 0 55 0 0 15 10 15 (X) (X) (X) 45
1.9% 0.4% 19.2% 1.8% 0.0% 0.4% 0.0% 0.0% 0.1% 0.1% 0.1% (X) (X) (X) 0.3%

1 515 430 33 245 4 550 95 195 15 10 120 0 35 (X) (X) (X) 70
3.8% 1.1% 82.5% 11.3% 0.2% 0.5% 0.0% 0.0% 0.3% 0.0% 0.1% (X) (X) (X) 0.2%

1 060 290 26 250 3 240 70 145 4 10 60 0 25 (X) (X) (X) 25
2.6% 0.7% 65.2% 8.0% 0.2% 0.4% 0.0% 0.0% 0.1% 0.0% 0.1% (X) (X) (X) 0.1%

455 140 6 995 1 310 25 50 10 0 55 0 4 (X) (X) (X) 45
1.1% 0.3% 17.4% 3.3% 0.1% 0.1% 0.0% 0.0% 0.1% 0.0% 0.0% (X) (X) (X) 0.1%

8 280 7 045 45 905 27 835 370 4 045 40 205 340 125 205 (X) (X) (X) 515
8.7% 7.4% 48.4% 29.3% 0.4% 4.3% 0.0% 0.2% 0.4% 0.1% 0.2% (X) (X) (X) 0.5%

6 115 5 585 31 925 25 750 250 1 845 4 190 195 10 205 (X) (X) (X) 405
6.4% 5.9% 33.6% 27.1% 0.3% 1.9% 0.0% 0.2% 0.2% 0.0% 0.2% (X) (X) (X) 0.4%

2,165 1,455 13,980 2,085 125 2,205 40 15 145 115 4 (X) (X) (X) 110
2.3% 1.5% 14.7% 2.2% 0.1% 2.3% 0.0% 0.0% 0.2% 0.1% 0.0% (X) (X) (X) 0.1%

61,065 43,015 535,000 86,685 2,965 39,365 390 1,475 3,435 2,235 415 (X) (X) (X) 3,170
7.8% 5.5% 68.7% 11.1% 0.4% 5.1% 0.1% 0.2% 0.4% 0.3% 0.1% (X) (X) (X) 0.4%

6 360 4 635 40 560 6 860 260 4 675 45 160 435 245 90 (X) (X) (X) 250
0.8% 0.6% 5.2% 0.9% 0.0% 0.6% 0.0% 0.0% 0.1% 0.0% 0.0% (X) (X) (X) 0.0%

54 705 38 380 494 440 79 830 2 705 34 685 340 1 320 3 000 1 985 325 (X) (X) (X) 2 920
7.0% 4.9% 63.5% 10.2% 0.3% 4.5% 0.0% 0.2% 0.4% 0.3% 0.0% (X) (X) (X) 0.4%

14 915 8 440 86 660 9 775 345 118 460 135 400 505 1 380 225 (X) (X) (X) 1 020
6.2% 3.5% 35.8% 4.0% 0.1% 48.9% 0.1% 0.2% 0.2% 0.6% 0.1% (X) (X) (X) 0.4%

1 005 610 2 855 525 50 26 830 40 0 30 260 0 (X) (X) (X) 10
0.4% 0.3% 1.2% 0.2% 0.0% 11.1% 0.0% 0.0% 0.0% 0.1% 0.0% (X) (X) (X) 0.0%

13 910 7 830 83 810 9 250 300 91 630 95 400 475 1 120 225 (X) (X) (X) 1 010
5.7% 3.2% 34.6% 3.8% 0.1% 37.8% 0.0% 0.2% 0.2% 0.5% 0.1% (X) (X) (X) 0.4%

10 375 9 080 32 580 18 750 475 5 900 540 215 145 355 135 (X) (X) (X) 1 105
13.0% 11.4% 40.9% 23.5% 0.6% 7.4% 0.7% 0.3% 0.2% 0.4% 0.2% (X) (X) (X) 1.4%

8 630 7 830 24 510 15 455 315 4 860 465 155 115 235 115 (X) (X) (X) 820
10.8% 9.8% 30.8% 19.4% 0.4% 6.1% 0.6% 0.2% 0.1% 0.3% 0.1% (X) (X) (X) 1.0%

1 745 1 250 8 065 3 295 165 1 040 75 55 30 120 20 (X) (X) (X) 290
2.2% 1.6% 10.1% 4.1% 0.2% 1.3% 0.1% 0.1% 0.0% 0.2% 0.0% (X) (X) (X) 0.4%

1 955 1 215 38 230 3 150 505 2 705 210 180 280 280 0 (X) (X) (X) 620
4.0% 2.5% 77.5% 6.4% 1.0% 5.5% 0.4% 0.4% 0.6% 0.6% 0.0% (X) (X) (X) 1.3%

1 165 380 19 955 1 295 375 1 670 140 4 125 160 0 (X) (X) (X) 255
2.4% 0.8% 40.5% 2.6% 0.8% 3.4% 0.3% 0.0% 0.3% 0.3% 0.0% (X) (X) (X) 0.5%

790 830 18 275 1 860 130 1 035 65 170 150 120 0 (X) (X) (X) 365
1.6% 1.7% 37.0% 3.8% 0.3% 2.1% 0.1% 0.3% 0.3% 0.2% 0.0% (X) (X) (X) 0.7%

154 430 127 940 857 555 241 290 10 250 42 750 2 010 4 845 6 270 3 335 1 700 (X) (X) (X) 9 690
10.6% 8.8% 58.7% 16.5% 0.7% 2.9% 0.1% 0.3% 0.4% 0.2% 0.1% (X) (X) (X) 0.7%

7 450 6 250 46 495 19 595 965 3 385 200 425 390 420 25 (X) (X) (X) 685
0.5% 0.4% 3.2% 1.3% 0.1% 0.2% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

146 980 121 695 811 060 221 695 9 290 39 365 1 810 4 420 5 880 2 915 1 675 (X) (X) (X) 9 005
10.1% 8.3% 55.5% 15.2% 0.6% 2.7% 0.1% 0.3% 0.4% 0.2% 0.1% (X) (X) (X) 0.6%

97 240 71 035 447 245 217 370 10 680 62 100 4 190 2 505 5 925 1 520 1 595 (X) (X) (X) 5 865
10.5% 7.7% 48.2% 23.4% 1.2% 6.7% 0.5% 0.3% 0.6% 0.2% 0.2% (X) (X) (X) 0.6%

11 205 7 410 66 215 31 570 1 615 12 145 530 500 905 270 240 (X) (X) (X) 905
1.2% 0.8% 7.1% 3.4% 0.2% 1.3% 0.1% 0.1% 0.1% 0.0% 0.0% (X) (X) (X) 0.1%

86 035 63 625 381 025 185 805 9 065 49 955 3 660 2 010 5 020 1 250 1 355 (X) (X) (X) 4 960
9.3% 6.9% 41.1% 20.0% 1.0% 5.4% 0.4% 0.2% 0.5% 0.1% 0.1% (X) (X) (X) 0.5%

21 930 14 695 295 895 44 765 3 025 10 790 710 1 825 1 545 1 935 510 (X) (X) (X) 2 590
5.5% 3.7% 73.9% 11.2% 0.8% 2.7% 0.2% 0.5% 0.4% 0.5% 0.1% (X) (X) (X) 0.6%

9 495 6 770 96 425 20 690 1 295 4 815 280 685 570 815 200 (X) (X) (X) 1 240
2.4% 1.7% 24.1% 5.2% 0.3% 1.2% 0.1% 0.2% 0.1% 0.2% 0.0% (X) (X) (X) 0.3%

12 440 7 930 199 470 24 075 1 730 5 975 425 1 140 975 1 125 310 (X) (X) (X) 1 350
3.1% 2.0% 49.8% 6.0% 0.4% 1.5% 0.1% 0.3% 0.2% 0.3% 0.1% (X) (X) (X) 0.3%

2 155 2 220 44 950 18 385 1 110 2 390 75 550 340 405 170 (X) (X) (X) 505
2.9% 3.0% 61.4% 25.1% 1.5% 3.3% 0.1% 0.8% 0.5% 0.6% 0.2% (X) (X) (X) 0.7%

1 000 775 17 070 5 960 380 900 20 140 100 110 90 (X) (X) (X) 240
1.4% 1.1% 23.3% 8.1% 0.5% 1.2% 0.0% 0.2% 0.1% 0.2% 0.1% (X) (X) (X) 0.3%

1 155 1 445 27 880 12 425 730 1 495 55 410 240 295 80 (X) (X) (X) 265
1.6% 2.0% 38.1% 17.0% 1.0% 2.0% 0.1% 0.6% 0.3% 0.4% 0.1% (X) (X) (X) 0.4%

8,595 5,885 63,905 10,115 760 3,965 385 280 670 490 195 (X) (X) (X) 650
9.0% 6.1% 66.6% 10.5% 0.8% 4.1% 0.4% 0.3% 0.7% 0.5% 0.2% (X) (X) (X) 0.7%

5,655 3,545 31,695 4,975 455 2,060 310 95 295 235 155 (X) (X) (X) 355
5.9% 3.7% 33.1% 5.2% 0.5% 2.1% 0.3% 0.1% 0.3% 0.2% 0.2% (X) (X) (X) 0.4%

2 940 2 340 32 210 5 135 305 1 905 75 185 375 255 35 (X) (X) (X) 295
3.1% 2.4% 33.6% 5.4% 0.3% 2.0% 0.1% 0.2% 0.4% 0.3% 0.0% (X) (X) (X) 0.3%

214 965 137 125 2 350 140 248 755 13 955 165 210 3 815 6 360 13 405 9 505 1 875 (X) (X) (X) 17 190
6.8% 4.3% 73.9% 7.8% 0.4% 5.2% 0.1% 0.2% 0.4% 0.3% 0.1% (X) (X) (X) 0.5%

117 740 74 815 1 318 455 116 110 6 625 104 625 1 760 3 240 6 440 5 215 800 (X) (X) (X) 9 760

Motion picture projectionists 4410 (SOC 39-3021)   Percent 100.0%
Motion picture projectionists 4410 (SOC 39-3021) Male
Motion picture projectionists 4410 (SOC 39-3021)   Number 7 700
Motion picture projectionists 4410 (SOC 39-3021)   Percent 83.2%
Motion picture projectionists 4410 (SOC 39-3021) Female
Motion picture projectionists 4410 (SOC 39-3021)   Number 1 555
Motion picture projectionists 4410 (SOC 39-3021)   Percent 16.8%
Ushers  lobby attendants  and ticket takers 4420 (SOC 39- Total  both sexes
Ushers  lobby attendants  and ticket takers 4420 (SOC 39-   Number 51 950
Ushers  lobby attendants  and ticket takers 4420 (SOC 39-   Percent 100.0%
Ushers  lobby attendants  and ticket takers 4420 (SOC 39- Male
Ushers  lobby attendants  and ticket takers 4420 (SOC 39-   Number 29 340
Ushers  lobby attendants  and ticket takers 4420 (SOC 39-   Percent 56.5%
Ushers  lobby attendants  and ticket takers 4420 (SOC 39- Female
Ushers  lobby attendants  and ticket takers 4420 (SOC 39-   Number 22 610
Ushers  lobby attendants  and ticket takers 4420 (SOC 39-   Percent 43.5%
Miscellaneous entertainment attendants and related Total  both sexes
Miscellaneous entertainment attendants and related   Number 196 765
Miscellaneous entertainment attendants and related   Percent 100.0%
Miscellaneous entertainment attendants and related Male
Miscellaneous entertainment attendants and related   Number 115 745
Miscellaneous entertainment attendants and related   Percent 58.8%
Miscellaneous entertainment attendants and related Female
Miscellaneous entertainment attendants and related   Number 81 020
Miscellaneous entertainment attendants and related   Percent 41.2%
Embalmers and funeral attendants 4460 (SOC 39-40XX) Total, both sexes
Embalmers and funeral attendants 4460 (SOC 39-40XX)   Number 15 315
Embalmers and funeral attendants 4460 (SOC 39-40XX)   Percent 100.0%
Embalmers and funeral attendants 4460 (SOC 39-40XX) Male
Embalmers and funeral attendants 4460 (SOC 39-40XX)   Number 11 605
Embalmers and funeral attendants 4460 (SOC 39-40XX)   Percent 75.8%
Embalmers and funeral attendants 4460 (SOC 39-40XX) Female
Embalmers and funeral attendants 4460 (SOC 39-40XX)   Number 3 710
Embalmers and funeral attendants 4460 (SOC 39-40XX)   Percent 24.2%
Morticians  undertakers  and funeral directors 4465 (SOC Total  both sexes
Morticians  undertakers  and funeral directors 4465 (SOC   Number 40 280
Morticians  undertakers  and funeral directors 4465 (SOC   Percent 100.0%
Morticians  undertakers  and funeral directors 4465 (SOC Male
Morticians  undertakers  and funeral directors 4465 (SOC   Number 31 185
Morticians  undertakers  and funeral directors 4465 (SOC   Percent 77.4%
Morticians  undertakers  and funeral directors 4465 (SOC Female
Morticians  undertakers  and funeral directors 4465 (SOC   Number 9 095
Morticians  undertakers  and funeral directors 4465 (SOC   Percent 22.6%
Barbers 4500 (SOC 39-5011) Total  both sexes
Barbers 4500 (SOC 39-5011)   Number 94 910
Barbers 4500 (SOC 39-5011)   Percent 100.0%
Barbers 4500 (SOC 39-5011) Male
Barbers 4500 (SOC 39-5011)   Number 72 475
Barbers 4500 (SOC 39-5011)   Percent 76.4%
Barbers 4500 (SOC 39-5011) Female
Barbers 4500 (SOC 39-5011)   Number 22,435
Barbers 4500 (SOC 39-5011)   Percent 23.6%
Hairdressers  hairstylists  and cosmetologists 4510 (SOC Total  both sexes
Hairdressers, hairstylists, and cosmetologists 4510 (SOC   Number 779,220

Hairdressers  hairstylists  and cosmetologists 4510 (SOC   Percent

Hairdressers  hairstylists  and cosmetologists 4510 (SOC   Percent 100.0%
Hairdressers  hairstylists  and cosmetologists 4510 (SOC Male
Hairdressers  hairstylists  and cosmetologists 4510 (SOC   Number 64 580

8.3%
Hairdressers  hairstylists  and cosmetologists 4510 (SOC Female
Hairdressers  hairstylists  and cosmetologists 4510 (SOC   Number 714 640
Hairdressers  hairstylists  and cosmetologists 4510 (SOC   Percent 91.7%
Miscellaneous personal appearance workers 4520 (SOC Total  both sexes
Miscellaneous personal appearance workers 4520 (SOC   Number 242 260
Miscellaneous personal appearance workers 4520 (SOC   Percent 100.0%
Miscellaneous personal appearance workers 4520 (SOC Male
Miscellaneous personal appearance workers 4520 (SOC   Number 32 210
Miscellaneous personal appearance workers 4520 (SOC   Percent 13.3%
Miscellaneous personal appearance workers 4520 (SOC Female
Miscellaneous personal appearance workers 4520 (SOC   Number 210 050
Miscellaneous personal appearance workers 4520 (SOC   Percent 86.7%
Baggage porters  bellhops  and concierges 4530 (SOC 39- Total  both sexes
Baggage porters  bellhops  and concierges 4530 (SOC 39-   Number 79 655
Baggage porters  bellhops  and concierges 4530 (SOC 39-   Percent 100.0%
Baggage porters  bellhops  and concierges 4530 (SOC 39- Male
Baggage porters  bellhops  and concierges 4530 (SOC 39-   Number 63 505
Baggage porters, bellhops, and concierges 4530 (SOC 39-   Percent 79.7%
Baggage porters  bellhops  and concierges 4530 (SOC 39- Female
Baggage porters  bellhops  and concierges 4530 (SOC 39-   Number 16 150
Baggage porters, bellhops, and concierges 4530 (SOC 39-   Percent 20.3%
Tour and travel guides 4540 (SOC 39-7010) Total  both sexes
Tour and travel guides 4540 (SOC 39-7010)   Number 49 330
Tour and travel guides 4540 (SOC 39-7010)   Percent 100.0%
Tour and travel guides 4540 (SOC 39-7010) Male
Tour and travel guides 4540 (SOC 39-7010)   Number 25 535
Tour and travel guides 4540 (SOC 39-7010)   Percent 51.8%
Tour and travel guides 4540 (SOC 39-7010) Female
Tour and travel guides 4540 (SOC 39-7010)   Number 23 795
Tour and travel guides 4540 (SOC 39-7010)   Percent 48.2%
Childcare workers 4600 (SOC 39-9011) Total  both sexes
Childcare workers 4600 (SOC 39-9011)   Number 1 462 075
Childcare workers 4600 (SOC 39-9011)   Percent 100.0%
Childcare workers 4600 (SOC 39-9011) Male
Childcare workers 4600 (SOC 39-9011)   Number 86 280
Childcare workers 4600 (SOC 39-9011)   Percent 5.9%
Childcare workers 4600 (SOC 39-9011) Female
Childcare workers 4600 (SOC 39-9011)   Number 1 375 795
Childcare workers 4600 (SOC 39-9011)   Percent 94.1%
Personal care aides 4610 (SOC 39-9021) Total  both sexes
Personal care aides 4610 (SOC 39-9021)   Number 927 270
Personal care aides 4610 (SOC 39-9021)   Percent 100.0%
Personal care aides 4610 (SOC 39-9021) Male
Personal care aides 4610 (SOC 39-9021)   Number 133 510
Personal care aides 4610 (SOC 39-9021)   Percent 14.4%
Personal care aides 4610 (SOC 39-9021) Female
Personal care aides 4610 (SOC 39-9021)   Number 793 765
Personal care aides 4610 (SOC 39-9021)   Percent 85.6%
Recreation and fitness workers 4620 (SOC 39-9030) Total  both sexes
Recreation and fitness workers 4620 (SOC 39-9030)   Number 400 220
Recreation and fitness workers 4620 (SOC 39-9030)   Percent 100.0%
Recreation and fitness workers 4620 (SOC 39-9030) Male
Recreation and fitness workers 4620 (SOC 39-9030)   Number 143 280
Recreation and fitness workers 4620 (SOC 39-9030)   Percent 35.8%
Recreation and fitness workers 4620 (SOC 39-9030) Female
Recreation and fitness workers 4620 (SOC 39-9030)   Number 256 940
Recreation and fitness workers 4620 (SOC 39-9030)   Percent 64.2%
Residential advisors 4640 (SOC 39-9041) Total  both sexes
Residential advisors 4640 (SOC 39-9041)   Number 73 260
Residential advisors 4640 (SOC 39-9041)   Percent 100.0%
Residential advisors 4640 (SOC 39-9041) Male
Residential advisors 4640 (SOC 39-9041)   Number 26 780
Residential advisors 4640 (SOC 39-9041)   Percent 36.6%
Residential advisors 4640 (SOC 39-9041) Female
Residential advisors 4640 (SOC 39-9041)   Number 46 475
Residential advisors 4640 (SOC 39-9041)   Percent 63.4%
Personal care and service workers  all other 4650 (SOC Total  both sexes
Personal care and service workers, all other 4650 (SOC   Number 95,890
Personal care and service workers  all other 4650 (SOC   Percent 100.0%
Personal care and service workers  all other 4650 (SOC Male
Personal care and service workers, all other 4650 (SOC   Number 49,830
Personal care and service workers  all other 4650 (SOC   Percent 52.0%
Personal care and service workers  all other 4650 (SOC Female
Personal care and service workers  all other 4650 (SOC   Number 46 065
Personal care and service workers  all other 4650 (SOC   Percent 48.0%
First-line supervisors of reta l sales workers 4700 (SOC 41- Total  both sexes
First-line supervisors of reta l sales workers 4700 (SOC 41-   Number 3 182 300
First-line supervisors of reta l sales workers 4700 (SOC 41-   Percent 100.0%
First-line supervisors of reta l sales workers 4700 (SOC 41- Male
First-line supervisors of reta l sales workers 4700 (SOC 41-   Number 1 765 580



3.7% 2.4% 41.4% 3.6% 0.2% 3.3% 0.1% 0.1% 0.2% 0.2% 0.0% (X) (X) (X) 0.3%

97 225 62 315 1 031 690 132 645 7 335 60 585 2 055 3 120 6 965 4 290 1 075 (X) (X) (X) 7 430
3.1% 2.0% 32.4% 4.2% 0.2% 1.9% 0.1% 0.1% 0.2% 0.1% 0.0% (X) (X) (X) 0.2%

84 980 47 595 967 525 79 360 4 045 68 395 1 495 1 695 4 255 2 590 460 (X) (X) (X) 5 395
6.7% 3.8% 76.3% 6.3% 0.3% 5.4% 0.1% 0.1% 0.3% 0.2% 0.0% (X) (X) (X) 0.4%

59 085 32 750 698 410 46 570 2 720 47 365 890 1 105 2 870 1 525 245 (X) (X) (X) 3 410
4.7% 2.6% 55.1% 3.7% 0.2% 3.7% 0.1% 0.1% 0.2% 0.1% 0.0% (X) (X) (X) 0.3%

25 900 14 845 269 115 32 795 1 325 21 035 605 595 1 385 1 060 215 (X) (X) (X) 1 985
2.0% 1.2% 21.2% 2.6% 0.1% 1.7% 0.0% 0.0% 0.1% 0.1% 0.0% (X) (X) (X) 0.2%

379 480 289 245 2 050 995 652 615 30 745 212 035 8 700 19 005 18 705 12 445 3 490 (X) (X) (X) 25 950
10.2% 7.8% 55.4% 17.6% 0.8% 5.7% 0.2% 0.5% 0.5% 0.3% 0.1% (X) (X) (X) 0.7%

101 995 76 195 512 610 133 870 6 980 81 195 1 630 5 450 4 175 4 440 840 (X) (X) (X) 7 490
2.8% 2.1% 13.8% 3.6% 0.2% 2.2% 0.0% 0.1% 0.1% 0.1% 0.0% (X) (X) (X) 0.2%

277 480 213 055 1 538 390 518 745 23 765 130 840 7 070 13 555 14 535 8 005 2 650 (X) (X) (X) 18 465
7.5% 5.8% 41.5% 14.0% 0.6% 3.5% 0.2% 0.4% 0.4% 0.2% 0.1% (X) (X) (X) 0.5%

11 850 8 705 91 790 15 935 1 025 7 325 335 320 985 535 65 (X) (X) (X) 715
8.5% 6.2% 65.8% 11.4% 0.7% 5.2% 0.2% 0.2% 0.7% 0.4% 0.0% (X) (X) (X) 0.5%

4 955 3 310 42 315 6 640 355 2 705 55 115 395 360 10 (X) (X) (X) 295
3.5% 2.4% 30.3% 4.8% 0.3% 1.9% 0.0% 0.1% 0.3% 0.3% 0.0% (X) (X) (X) 0.2%

6 895 5 395 49 475 9 295 670 4 620 285 200 590 175 55 (X) (X) (X) 420
4.9% 3.9% 35.4% 6.7% 0.5% 3.3% 0.2% 0.1% 0.4% 0.1% 0.0% (X) (X) (X) 0.3%

9 635 6 755 92 805 4 870 545 2 420 40 180 400 225 95 (X) (X) (X) 380
8.1% 5.7% 78.4% 4.1% 0.5% 2.0% 0.0% 0.2% 0.3% 0.2% 0.1% (X) (X) (X) 0.3%

8 535 6 005 82 130 3 950 460 2 275 40 130 370 225 85 (X) (X) (X) 335
7.2% 5.1% 69.4% 3.3% 0.4% 1.9% 0.0% 0.1% 0.3% 0.2% 0.1% (X) (X) (X) 0.3%

1 100 750 10 675 920 90 150 0 50 30 0 10 (X) (X) (X) 45
0.9% 0.6% 9.0% 0.8% 0.1% 0.1% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

299 385 198 290 2 580 665 411 275 16 770 167 415 4 265 13 205 15 175 15 330 3 175 (X) (X) (X) 22 135
8.0% 5.3% 68.9% 11.0% 0.4% 4.5% 0.1% 0.4% 0.4% 0.4% 0.1% (X) (X) (X) 0.6%

140 570 91 035 1 291 145 182 020 6 210 77 485 1 770 5 980 7 050 6 885 1 190 (X) (X) (X) 9 665
3.8% 2.4% 34.5% 4.9% 0.2% 2.1% 0.0% 0.2% 0.2% 0.2% 0.0% (X) (X) (X) 0.3%

158 810 107 255 1 289 520 229 255 10 565 89 925 2 495 7 230 8 125 8 445 1 985 (X) (X) (X) 12 470
4.2% 2.9% 34.4% 6.1% 0.3% 2.4% 0.1% 0.2% 0.2% 0.2% 0.1% (X) (X) (X) 0.3%

12,940 7,605 194,355 17,615 595 6,650 270 435 715 715 275 (X) (X) (X) 810
5.3% 3.1% 80.0% 7.2% 0.2% 2.7% 0.1% 0.2% 0.3% 0.3% 0.1% (X) (X) (X) 0.3%

6,165 3,585 92,370 8,770 200 2,800 195 230 315 325 135 (X) (X) (X) 455
2.5% 1.5% 38.0% 3.6% 0.1% 1.2% 0.1% 0.1% 0.1% 0.1% 0.1% (X) (X) (X) 0.2%

6 775 4 020 101 985 8 845 395 3 850 70 205 400 390 140 (X) (X) (X) 355
2.8% 1.7% 42.0% 3.6% 0.2% 1.6% 0.0% 0.1% 0.2% 0.2% 0.1% (X) (X) (X) 0.1%

32 365 15 955 448 765 40 020 1 440 16 890 300 740 1 540 1 265 275 (X) (X) (X) 1 955
5.8% 2.8% 79.9% 7.1% 0.3% 3.0% 0.1% 0.1% 0.3% 0.2% 0.0% (X) (X) (X) 0.3%

13 330 6 735 254 480 18 380 560 8 915 95 405 795 590 180 (X) (X) (X) 810
2.4% 1.2% 45.3% 3.3% 0.1% 1.6% 0.0% 0.1% 0.1% 0.1% 0.0% (X) (X) (X) 0.1%

19 035 9 220 194 285 21 640 880 7 975 205 335 745 675 90 (X) (X) (X) 1 150
3.4% 1.6% 34.6% 3.9% 0.2% 1.4% 0.0% 0.1% 0.1% 0.1% 0.0% (X) (X) (X) 0.2%

19 545 10 055 293 530 23 450 525 23 095 245 525 735 1 405 145 (X) (X) (X) 1 860
5.2% 2.7% 78.3% 6.3% 0.1% 6.2% 0.1% 0.1% 0.2% 0.4% 0.0% (X) (X) (X) 0.5%

11 990 5 495 209 005 12 900 370 15 165 150 415 485 1 045 75 (X) (X) (X) 1 035
3.2% 1.5% 55.7% 3.4% 0.1% 4.0% 0.0% 0.1% 0.1% 0.3% 0.0% (X) (X) (X) 0.3%

7 550 4 560 84 525 10 550 150 7 930 95 110 245 360 70 (X) (X) (X) 825
2.0% 1.2% 22.5% 2.8% 0.0% 2.1% 0.0% 0.0% 0.1% 0.1% 0.0% (X) (X) (X) 0.2%

4 950 3 005 64 635 5 670 300 6 910 145 25 260 225 0 (X) (X) (X) 730
5.7% 3.5% 74.4% 6.5% 0.3% 8.0% 0.2% 0.0% 0.3% 0.3% 0.0% (X) (X) (X) 0.8%

1 220 715 10 955 1 450 75 2 390 15 0 55 55 0 (X) (X) (X) 225
1.4% 0.8% 12.6% 1.7% 0.1% 2.8% 0.0% 0.0% 0.1% 0.1% 0.0% (X) (X) (X) 0.3%

3 730 2 290 53 680 4 220 225 4 520 130 25 205 175 0 (X) (X) (X) 505
4.3% 2.6% 61.8% 4.9% 0.3% 5.2% 0.1% 0.0% 0.2% 0.2% 0.0% (X) (X) (X) 0.6%

39 390 21 190 529 150 49 545 2 125 22 455 580 1 180 2 215 1 895 395 (X) (X) (X) 2 695
5.9% 3.1% 78.6% 7.4% 0.3% 3.3% 0.1% 0.2% 0.3% 0.3% 0.1% (X) (X) (X) 0.4%

24 305 12 665 359 990 26 815 1 365 13 845 400 570 1 085 1 225 205 (X) (X) (X) 1 765
3.6% 1.9% 53.5% 4.0% 0.2% 2.1% 0.1% 0.1% 0.2% 0.2% 0.0% (X) (X) (X) 0.3%

15 085 8 525 169 160 22 730 765 8 610 175 615 1 130 675 190 (X) (X) (X) 930
2.2% 1.3% 25.1% 3.4% 0.1% 1.3% 0.0% 0.1% 0.2% 0.1% 0.0% (X) (X) (X) 0.1%

83 135 46 015 1 283 585 56 185 3 475 52 175 1 400 1 450 4 815 4 070 545 (X) (X) (X) 4 865
5.4% 3.0% 83.3% 3.6% 0.2% 3.4% 0.1% 0.1% 0.3% 0.3% 0.0% (X) (X) (X) 0.3%

56 950 30 570 951 490 36 325 2 130 33 135 960 810 3 400 2 655 450 (X) (X) (X) 3 100
3.7% 2.0% 61.7% 2.4% 0.1% 2.1% 0.1% 0.1% 0.2% 0.2% 0.0% (X) (X) (X) 0.2%

26 185 15 440 332 095 19 860 1 345 19 040 445 635 1 415 1 420 95 (X) (X) (X) 1 765
1.7% 1.0% 21.5% 1.3% 0.1% 1.2% 0.0% 0.0% 0.1% 0.1% 0.0% (X) (X) (X) 0.1%

5 320 3 755 49 760 7 445 365 2 575 135 355 370 455 45 (X) (X) (X) 355
7.5% 5.3% 70.1% 10.5% 0.5% 3.6% 0.2% 0.5% 0.5% 0.6% 0.1% (X) (X) (X) 0.5%

1 215 1 125 11 545 2 530 135 670 25 125 115 140 10 (X) (X) (X) 75
1.7% 1.6% 16.3% 3.6% 0.2% 0.9% 0.0% 0.2% 0.2% 0.2% 0.0% (X) (X) (X) 0.1%

4 105 2 630 38 210 4 910 230 1 905 105 230 255 315 40 (X) (X) (X) 285
5.8% 3.7% 53.9% 6.9% 0.3% 2.7% 0.1% 0.3% 0.4% 0.4% 0.1% (X) (X) (X) 0.4%

52 850 25 200 717 600 51 120 2 145 39 160 670 1 080 2 990 2 235 520 (X) (X) (X) 3 905
5.9% 2.8% 79.8% 5.7% 0.2% 4.4% 0.1% 0.1% 0.3% 0.2% 0.1% (X) (X) (X) 0.4%

24 065 11 080 321 015 21 680 900 18 835 265 560 1 305 925 255 (X) (X) (X) 1 655
2.7% 1.2% 35.7% 2.4% 0.1% 2.1% 0.0% 0.1% 0.1% 0.1% 0.0% (X) (X) (X) 0.2%

28 785 14 120 396 580 29 435 1 245 20 325 405 525 1 685 1 315 265 (X) (X) (X) 2 255
3.2% 1.6% 44.1% 3.3% 0.1% 2.3% 0.0% 0.1% 0.2% 0.1% 0.0% (X) (X) (X) 0.3%

1 185 620 27 450 735 105 2 030 0 4 100 35 10 (X) (X) (X) 75
3.7% 1.9% 84.9% 2.3% 0.3% 6.3% 0.0% 0.0% 0.3% 0.1% 0.0% (X) (X) (X) 0.2%

1,135 575 25,815 635 100 1,760 0 4 100 20 0 (X) (X) (X) 65
3.5% 1.8% 79.8% 2.0% 0.3% 5.4% 0.0% 0.0% 0.3% 0.1% 0.0% (X) (X) (X) 0.2%

50 45 1,635 100 4 270 0 0 0 10 10 (X) (X) (X) 10
0.2% 0.1% 5.1% 0.3% 0.0% 0.8% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

16 320 8 645 107 075 42 050 1 100 3 190 455 1 135 1 110 570 250 (X) (X) (X) 1 290
8.9% 4.7% 58.5% 23.0% 0.6% 1.7% 0.2% 0.6% 0.6% 0.3% 0.1% (X) (X) (X) 0.7%

5 815 3 625 41 600 14 215 320 1 450 90 575 500 120 50 (X) (X) (X) 385
3.2% 2.0% 22.7% 7.8% 0.2% 0.8% 0.0% 0.3% 0.3% 0.1% 0.0% (X) (X) (X) 0.2%

10 505 5 020 65 475 27 835 780 1 740 365 555 610 450 200 (X) (X) (X) 905

First-line supervisors of reta l sales workers 4700 (SOC 41-   Percent 55.5%
First-line supervisors of reta l sales workers 4700 (SOC 41- Female
First-line supervisors of reta l sales workers 4700 (SOC 41-   Number 1 416 725
First-line supervisors of reta l sales workers 4700 (SOC 41-   Percent 44.5%
First-line supervisors of non-retail sales workers 4710 Total  both sexes
First-line supervisors of non-retail sales workers 4710   Number 1 267 795
First-line supervisors of non-retail sales workers 4710   Percent 100.0%
First-line supervisors of non-retail sales workers 4710 Male
First-line supervisors of non-retail sales workers 4710   Number 896 935
First-line supervisors of non-retail sales workers 4710   Percent 70.7%
First-line supervisors of non-retail sales workers 4710 Female
First-line supervisors of non-retail sales workers 4710   Number 370 855
First-line supervisors of non-retail sales workers 4710   Percent 29.3%
Cashiers 4720 (SOC 41-2010) Total  both sexes
Cashiers 4720 (SOC 41-2010)   Number 3 703 420
Cashiers 4720 (SOC 41-2010)   Percent 100.0%
Cashiers 4720 (SOC 41-2010) Male
Cashiers 4720 (SOC 41-2010)   Number 936 865
Cashiers 4720 (SOC 41-2010)   Percent 25.3%
Cashiers 4720 (SOC 41-2010) Female
Cashiers 4720 (SOC 41-2010)   Number 2 766 555
Cashiers 4720 (SOC 41-2010)   Percent 74.7%
Counter and rental clerks 4740 (SOC 41-2021) Total  both sexes
Counter and rental clerks 4740 (SOC 41-2021)   Number 139 590
Counter and rental clerks 4740 (SOC 41-2021)   Percent 100.0%
Counter and rental clerks 4740 (SOC 41-2021) Male
Counter and rental clerks 4740 (SOC 41-2021)   Number 61 515
Counter and rental clerks 4740 (SOC 41-2021)   Percent 44.1%
Counter and rental clerks 4740 (SOC 41-2021) Female
Counter and rental clerks 4740 (SOC 41-2021)   Number 78 075
Counter and rental clerks 4740 (SOC 41-2021)   Percent 55.9%
Parts salespersons 4750 (SOC 41-2022) Total  both sexes
Parts salespersons 4750 (SOC 41-2022)   Number 118 355
Parts salespersons 4750 (SOC 41-2022)   Percent 100.0%
Parts salespersons 4750 (SOC 41-2022) Male
Parts salespersons 4750 (SOC 41-2022)   Number 104 540
Parts salespersons 4750 (SOC 41-2022)   Percent 88.3%
Parts salespersons 4750 (SOC 41-2022) Female
Parts salespersons 4750 (SOC 41-2022)   Number 13 820
Parts salespersons 4750 (SOC 41-2022)   Percent 11.7%
Retail salespersons 4760 (SOC 41-2031) Total  both sexes
Retail salespersons 4760 (SOC 41-2031)   Number 3 747 080
Retail salespersons 4760 (SOC 41-2031)   Percent 100.0%
Retail salespersons 4760 (SOC 41-2031) Male
Retail salespersons 4760 (SOC 41-2031)   Number 1 821 005
Retail salespersons 4760 (SOC 41-2031)   Percent 48.6%
Retail salespersons 4760 (SOC 41-2031) Female
Retail salespersons 4760 (SOC 41-2031)   Number 1 926 075
Retail salespersons 4760 (SOC 41-2031)   Percent 51.4%
Advertising sales agents 4800 (SOC 41-3011) Total  both sexes
Advertising sales agents 4800 (SOC 41-3011)   Number 242,985
Advertising sales agents 4800 (SOC 41-3011)   Percent 100.0%
Advertising sales agents 4800 (SOC 41-3011) Male
Advertising sales agents 4800 (SOC 41-3011)   Number 115,555
Advertising sales agents 4800 (SOC 41-3011)   Percent 47.6%
Advertising sales agents 4800 (SOC 41-3011) Female
Advertising sales agents 4800 (SOC 41-3011)   Number 127 430
Advertising sales agents 4800 (SOC 41-3011)   Percent 52.4%
Insurance sales agents 4810 (SOC 41-3021) Total  both sexes
Insurance sales agents 4810 (SOC 41-3021)   Number 561 510
Insurance sales agents 4810 (SOC 41-3021)   Percent 100.0%
Insurance sales agents 4810 (SOC 41-3021) Male
Insurance sales agents 4810 (SOC 41-3021)   Number 305 270
Insurance sales agents 4810 (SOC 41-3021)   Percent 54.4%
Insurance sales agents 4810 (SOC 41-3021) Female
Insurance sales agents 4810 (SOC 41-3021)   Number 256 240
Insurance sales agents 4810 (SOC 41-3021)   Percent 45.6%
Securities  commodities  and financial services sales Total  both sexes
Securities  commodities  and financial services sales   Number 375 110
Securities  commodities  and financial services sales   Percent 100.0%
Securities  commodities  and financial services sales Male
Securities  commodities  and financial services sales   Number 258 140
Securities  commodities  and financial services sales   Percent 68.8%
Securities  commodities  and financial services sales Female
Securities  commodities  and financial services sales   Number 116 970
Securities, commodities, and financial services sales   Percent 31.2%
Travel agents 4830 (SOC 41-3041) Total  both sexes
Travel agents 4830 (SOC 41-3041)   Number 86 860
Travel agents 4830 (SOC 41-3041)   Percent 100.0%
Travel agents 4830 (SOC 41-3041) Male
Travel agents 4830 (SOC 41-3041)   Number 17 155
Travel agents 4830 (SOC 41-3041)   Percent 19.8%
Travel agents 4830 (SOC 41-3041) Female
Travel agents 4830 (SOC 41-3041)   Number 69 705
Travel agents 4830 (SOC 41-3041)   Percent 80.2%
Sales representatives  services  all other 4840 (SOC 41- Total  both sexes
Sales representatives  services  all other 4840 (SOC 41-   Number 672 815
Sales representatives  services  all other 4840 (SOC 41-   Percent 100.0%
Sales representatives  services  all other 4840 (SOC 41- Male
Sales representatives  services  all other 4840 (SOC 41-   Number 444 230
Sales representatives  services  all other 4840 (SOC 41-   Percent 66.0%
Sales representatives  services  all other 4840 (SOC 41- Female
Sales representatives  services  all other 4840 (SOC 41-   Number 228 580
Sales representatives  services  all other 4840 (SOC 41-   Percent 34.0%
Sales representatives  wholesale and manufacturing 4850 Total  both sexes
Sales representatives  wholesale and manufacturing 4850   Number 1 541 725
Sales representatives  wholesale and manufacturing 4850   Percent 100.0%
Sales representatives  wholesale and manufacturing 4850 Male
Sales representatives  wholesale and manufacturing 4850   Number 1 121 975
Sales representatives  wholesale and manufacturing 4850   Percent 72.8%
Sales representatives, wholesale and manufacturing 4850 Female
Sales representatives  wholesale and manufacturing 4850   Number 419 745
Sales representatives  wholesale and manufacturing 4850   Percent 27.2%
Models, demonstrators, and product promoters 4900 (SOC Total, both sexes
Models  demonstrators  and product promoters 4900 (SOC   Number 70 935
Models  demonstrators  and product promoters 4900 (SOC   Percent 100.0%
Models  demonstrators  and product promoters 4900 (SOC Male
Models  demonstrators  and product promoters 4900 (SOC   Number 17 715
Models  demonstrators  and product promoters 4900 (SOC   Percent 25.0%
Models  demonstrators  and product promoters 4900 (SOC Female
Models  demonstrators  and product promoters 4900 (SOC   Number 53 220
Models  demonstrators  and product promoters 4900 (SOC   Percent 75.0%
Real estate brokers and sales agents 4920 (SOC 41- Total  both sexes
Real estate brokers and sales agents 4920 (SOC 41-   Number 899 480
Real estate brokers and sales agents 4920 (SOC 41-   Percent 100.0%
Real estate brokers and sales agents 4920 (SOC 41- Male
Real estate brokers and sales agents 4920 (SOC 41-   Number 402 545
Real estate brokers and sales agents 4920 (SOC 41-   Percent 44.8%
Real estate brokers and sales agents 4920 (SOC 41- Female
Real estate brokers and sales agents 4920 (SOC 41-   Number 496 935
Real estate brokers and sales agents 4920 (SOC 41-   Percent 55.2%
Sales engineers 4930 (SOC 41-9031) Total  both sexes
Sales engineers 4930 (SOC 41-9031)   Number 32 345
Sales engineers 4930 (SOC 41-9031)   Percent 100.0%
Sales engineers 4930 (SOC 41-9031) Male
Sales engineers 4930 (SOC 41-9031)   Number 30,205
Sales engineers 4930 (SOC 41-9031)   Percent 93.4%
Sales engineers 4930 (SOC 41-9031) Female
Sales engineers 4930 (SOC 41-9031)   Number 2,135
Sales engineers 4930 (SOC 41-9031)   Percent 6.6%
Telemarketers 4940 (SOC 41-9041) Total  both sexes
Telemarketers 4940 (SOC 41-9041)   Number 183 185
Telemarketers 4940 (SOC 41-9041)   Percent 100.0%
Telemarketers 4940 (SOC 41-9041) Male
Telemarketers 4940 (SOC 41-9041)   Number 68 750
Telemarketers 4940 (SOC 41-9041)   Percent 37.5%
Telemarketers 4940 (SOC 41-9041) Female
Telemarketers 4940 (SOC 41-9041)   Number 114 435



5.7% 2.7% 35.7% 15.2% 0.4% 0.9% 0.2% 0.3% 0.3% 0.2% 0.1% (X) (X) (X) 0.5%

21 670 14 780 145 205 19 790 1 115 5 075 305 485 1 400 680 160 (X) (X) (X) 1 120
10.2% 7.0% 68.6% 9.3% 0.5% 2.4% 0.1% 0.2% 0.7% 0.3% 0.1% (X) (X) (X) 0.5%

9 240 6 385 58 895 10 725 380 2 915 65 245 480 420 45 (X) (X) (X) 410
4.4% 3.0% 27.8% 5.1% 0.2% 1.4% 0.0% 0.1% 0.2% 0.2% 0.0% (X) (X) (X) 0.2%

12 430 8 395 86 310 9 065 735 2 160 240 240 915 260 115 (X) (X) (X) 710
5.9% 4.0% 40.8% 4.3% 0.3% 1.0% 0.1% 0.1% 0.4% 0.1% 0.1% (X) (X) (X) 0.3%

13 775 7 675 196 395 20 895 1 030 8 570 300 535 915 645 70 (X) (X) (X) 785
5.5% 3.1% 78.1% 8.3% 0.4% 3.4% 0.1% 0.2% 0.4% 0.3% 0.0% (X) (X) (X) 0.3%

6 180 4 080 100 590 8 250 390 4 115 140 225 375 270 0 (X) (X) (X) 305
2.5% 1.6% 40.0% 3.3% 0.2% 1.6% 0.1% 0.1% 0.1% 0.1% 0.0% (X) (X) (X) 0.1%

7 595 3 595 95 800 12 645 640 4 455 160 310 540 375 70 (X) (X) (X) 475
3.0% 1.4% 38.1% 5.0% 0.3% 1.8% 0.1% 0.1% 0.2% 0.1% 0.0% (X) (X) (X) 0.2%

110 135 68 155 1 171 120 175 185 7 675 57 895 2 815 2 975 5 945 4 025 985 (X) (X) (X) 8 325
6.8% 4.2% 72.5% 10.8% 0.5% 3.6% 0.2% 0.2% 0.4% 0.2% 0.1% (X) (X) (X) 0.5%

41 470 27 370 392 390 62 460 2 410 24 105 975 700 1 885 1 345 390 (X) (X) (X) 3 085
2.6% 1.7% 24.3% 3.9% 0.1% 1.5% 0.1% 0.0% 0.1% 0.1% 0.0% (X) (X) (X) 0.2%

68 665 40 785 778 730 112 720 5 265 33 795 1 840 2 270 4 055 2 680 600 (X) (X) (X) 5 240
4.3% 2.5% 48.2% 7.0% 0.3% 2.1% 0.1% 0.1% 0.3% 0.2% 0.0% (X) (X) (X) 0.3%

2 860 2 210 31 655 8 565 405 1 240 130 75 160 135 25 (X) (X) (X) 195
6.0% 4.6% 66.4% 18.0% 0.8% 2.6% 0.3% 0.2% 0.3% 0.3% 0.1% (X) (X) (X) 0.4%

615 435 4 315 1 515 80 360 30 0 10 25 20 (X) (X) (X) 45
1.3% 0.9% 9.1% 3.2% 0.2% 0.8% 0.1% 0.0% 0.0% 0.1% 0.0% (X) (X) (X) 0.1%

2 245 1 775 27 335 7 055 325 880 100 75 150 110 4 (X) (X) (X) 150
4.7% 3.7% 57.4% 14.8% 0.7% 1.8% 0.2% 0.2% 0.3% 0.2% 0.0% (X) (X) (X) 0.3%

4 770 4 050 30 960 13 470 390 1 590 75 200 250 170 185 (X) (X) (X) 360
8.4% 7.2% 54.8% 23.9% 0.7% 2.8% 0.1% 0.4% 0.4% 0.3% 0.3% (X) (X) (X) 0.6%

1 320 1 030 6 010 2 430 40 470 0 35 60 45 20 (X) (X) (X) 75
2.3% 1.8% 10.6% 4.3% 0.1% 0.8% 0.0% 0.1% 0.1% 0.1% 0.0% (X) (X) (X) 0.1%

3 450 3 020 24 950 11 040 355 1 120 75 170 190 125 165 (X) (X) (X) 280
6.1% 5.3% 44.2% 19.5% 0.6% 2.0% 0.1% 0.3% 0.3% 0.2% 0.3% (X) (X) (X) 0.5%

705 510 7 725 1 665 55 400 30 15 20 50 0 (X) (X) (X) 45
6.3% 4.5% 68.9% 14.8% 0.5% 3.6% 0.3% 0.1% 0.2% 0.4% 0.0% (X) (X) (X) 0.4%

320 235 3,500 775 4 130 0 0 0 0 0 (X) (X) (X) 25
2.9% 2.1% 31.2% 6.9% 0.0% 1.2% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.2%

385 275 4,225 895 50 270 30 15 20 50 0 (X) (X) (X) 20
3.4% 2.5% 37.7% 8.0% 0.4% 2.4% 0.3% 0.1% 0.2% 0.4% 0.0% (X) (X) (X) 0.2%

22 440 14 845 145 640 51 225 1 095 5 580 450 1 020 955 500 360 (X) (X) (X) 1 130
9.2% 6.1% 59.4% 20.9% 0.4% 2.3% 0.2% 0.4% 0.4% 0.2% 0.1% (X) (X) (X) 0.5%

7 225 4 005 44 210 14 115 415 1 730 50 325 135 125 35 (X) (X) (X) 470
2.9% 1.6% 18.0% 5.8% 0.2% 0.7% 0.0% 0.1% 0.1% 0.1% 0.0% (X) (X) (X) 0.2%

15 215 10 840 101 430 37 110 680 3 850 400 695 820 370 325 (X) (X) (X) 660
6.2% 4.4% 41.4% 15.1% 0.3% 1.6% 0.2% 0.3% 0.3% 0.2% 0.1% (X) (X) (X) 0.3%

38 020 24 690 343 295 58 965 2 890 21 300 1 000 1 160 2 025 1 150 225 (X) (X) (X) 2 635
7.6% 5.0% 69.0% 11.9% 0.6% 4.3% 0.2% 0.2% 0.4% 0.2% 0.0% (X) (X) (X) 0.5%

4 600 2 995 32 900 6 730 235 4 090 215 245 245 250 25 (X) (X) (X) 300
0.9% 0.6% 6.6% 1.4% 0.0% 0.8% 0.0% 0.0% 0.0% 0.1% 0.0% (X) (X) (X) 0.1%

33 415 21 690 310 395 52 235 2 655 17 210 785 915 1 780 895 205 (X) (X) (X) 2 335
6.7% 4.4% 62.4% 10.5% 0.5% 3.5% 0.2% 0.2% 0.4% 0.2% 0.0% (X) (X) (X) 0.5%

91 560 51 925 1 188 730 119 985 8 860 65 750 2 150 2 055 5 690 3 710 850 (X) (X) (X) 7 020
5.9% 3.4% 76.8% 7.7% 0.6% 4.2% 0.1% 0.1% 0.4% 0.2% 0.1% (X) (X) (X) 0.5%

13 710 8 345 118 415 19 045 885 13 605 370 375 405 530 125 (X) (X) (X) 1 115
0.9% 0.5% 7.6% 1.2% 0.1% 0.9% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.1%

77 850 43 580 1 070 315 100 935 7 975 52 145 1 780 1 680 5 285 3 180 725 (X) (X) (X) 5 910
5.0% 2.8% 69.1% 6.5% 0.5% 3.4% 0.1% 0.1% 0.3% 0.2% 0.0% (X) (X) (X) 0.4%

1 060 1 010 6 920 1 915 1 080 1 450 30 85 255 15 75 (X) (X) (X) 80
7.6% 7.2% 49.5% 13.7% 7.7% 10.4% 0.2% 0.6% 1.8% 0.1% 0.5% (X) (X) (X) 0.6%

530 220 1 845 265 265 460 15 0 75 15 15 (X) (X) (X) 4
3.8% 1.6% 13.2% 1.9% 1.9% 3.3% 0.1% 0.0% 0.5% 0.1% 0.1% (X) (X) (X) 0.0%

530 790 5 075 1 650 815 985 15 85 180 0 60 (X) (X) (X) 75
3.8% 5.7% 36.3% 11.8% 5.8% 7.1% 0.1% 0.6% 1.3% 0.0% 0.4% (X) (X) (X) 0.5%

12 525 7 850 133 720 20 675 1 035 6 420 195 270 750 400 205 (X) (X) (X) 985
6.8% 4.2% 72.3% 11.2% 0.6% 3.5% 0.1% 0.1% 0.4% 0.2% 0.1% (X) (X) (X) 0.5%

1 810 1 000 11 585 2 560 55 1 195 25 30 65 95 50 (X) (X) (X) 215
1.0% 0.5% 6.3% 1.4% 0.0% 0.6% 0.0% 0.0% 0.0% 0.1% 0.0% (X) (X) (X) 0.1%

10 715 6 850 122 135 18 120 980 5 220 170 245 685 300 155 (X) (X) (X) 770
5.8% 3.7% 66.0% 9.8% 0.5% 2.8% 0.1% 0.1% 0.4% 0.2% 0.1% (X) (X) (X) 0.4%

1 725 765 22 565 3 805 275 1 360 10 25 110 70 25 (X) (X) (X) 335
5.6% 2.5% 72.6% 12.2% 0.9% 4.4% 0.0% 0.1% 0.4% 0.2% 0.1% (X) (X) (X) 1.1%

775 260 8 640 1 060 4 690 0 25 40 40 15 (X) (X) (X) 110
2.5% 0.8% 27.8% 3.4% 0.0% 2.2% 0.0% 0.1% 0.1% 0.1% 0.0% (X) (X) (X) 0.4%

950 505 13 920 2 750 275 670 10 0 70 30 10 (X) (X) (X) 225
3.1% 1.6% 44.8% 8.9% 0.9% 2.2% 0.0% 0.0% 0.2% 0.1% 0.0% (X) (X) (X) 0.7%

41 955 27 705 294 740 49 060 1 710 26 675 940 1 175 1 370 1 470 225 (X) (X) (X) 3 280
9.3% 6.2% 65.5% 10.9% 0.4% 5.9% 0.2% 0.3% 0.3% 0.3% 0.0% (X) (X) (X) 0.7%

8 770 5 560 34 240 6 955 100 6 785 200 280 200 290 15 (X) (X) (X) 485
1.9% 1.2% 7.6% 1.5% 0.0% 1.5% 0.0% 0.1% 0.0% 0.1% 0.0% (X) (X) (X) 0.1%

33 185 22 145 260 500 42 105 1 615 19 885 740 895 1 170 1 175 210 (X) (X) (X) 2 795
7.4% 4.9% 57.9% 9.4% 0.4% 4.4% 0.2% 0.2% 0.3% 0.3% 0.0% (X) (X) (X) 0.6%

4 590 2 735 46 295 8 445 310 5 695 75 120 125 240 150 (X) (X) (X) 550
6.6% 3.9% 66.8% 12.2% 0.4% 8.2% 0.1% 0.2% 0.2% 0.3% 0.2% (X) (X) (X) 0.8%

1 565 900 15 590 2 100 90 2 620 25 55 25 140 15 (X) (X) (X) 185
2.3% 1.3% 22.5% 3.0% 0.1% 3.8% 0.0% 0.1% 0.0% 0.2% 0.0% (X) (X) (X) 0.3%

3,025 1,835 30,705 6,345 220 3,075 50 65 105 100 140 (X) (X) (X) 365
4.4% 2.6% 44.3% 9.2% 0.3% 4.4% 0.1% 0.1% 0.2% 0.1% 0.2% (X) (X) (X) 0.5%

580 440 7,860 970 30 485 25 0 0 40 0 (X) (X) (X) 30
5.5% 4.2% 75.1% 9.3% 0.3% 4.6% 0.2% 0.0% 0.0% 0.4% 0.0% (X) (X) (X) 0.3%

180 20 2 805 285 0 95 4 0 0 20 0 (X) (X) (X) 20
1.7% 0.2% 26.8% 2.7% 0.0% 0.9% 0.0% 0.0% 0.0% 0.2% 0.0% (X) (X) (X) 0.2%

400 415 5 055 685 30 395 25 0 0 20 0 (X) (X) (X) 4
3.8% 4.0% 48.3% 6.5% 0.3% 3.8% 0.2% 0.0% 0.0% 0.2% 0.0% (X) (X) (X) 0.0%

7 340 3 780 66 085 13 380 965 2 465 135 55 325 150 115 (X) (X) (X) 385

Telemarketers 4940 (SOC 41-9041)   Percent 62.5%
Door-to-door sales workers  news and street vendors  and Total  both sexes
Door-to-door sales workers  news and street vendors  and   Number 211 790
Door-to-door sales workers, news and street vendors, and   Percent 100.0%
Door-to-door sales workers  news and street vendors  and Male
Door-to-door sales workers  news and street vendors  and   Number 90 210
Door-to-door sales workers  news and street vendors  and   Percent 42.6%
Door-to-door sales workers  news and street vendors  and Female
Door-to-door sales workers  news and street vendors  and   Number 121 580
Door-to-door sales workers  news and street vendors  and   Percent 57.4%
Sales and related workers  all other 4965 (SOC 41-9099) Total  both sexes
Sales and related workers  all other 4965 (SOC 41-9099)   Number 251 580
Sales and related workers  all other 4965 (SOC 41-9099)   Percent 100.0%
Sales and related workers  all other 4965 (SOC 41-9099) Male
Sales and related workers  all other 4965 (SOC 41-9099)   Number 124 920
Sales and related workers  all other 4965 (SOC 41-9099)   Percent 49.7%
Sales and related workers  all other 4965 (SOC 41-9099) Female
Sales and related workers  all other 4965 (SOC 41-9099)   Number 126 660
Sales and related workers  all other 4965 (SOC 41-9099)   Percent 50.3%
First-line supervisors of office and administrative support Total  both sexes
First-line supervisors of office and administrative support   Number 1 615 235
First-line supervisors of office and administrative support   Percent 100.0%
First-line supervisors of office and administrative support Male
First-line supervisors of office and administrative support   Number 558 590
First-line supervisors of office and administrative support   Percent 34.6%
First-line supervisors of office and administrative support Female
First-line supervisors of office and administrative support   Number 1 056 645
First-line supervisors of office and administrative support   Percent 65.4%
Switchboard operators, including answering service 5010 Total, both sexes
Switchboard operators  including answering service 5010   Number 47 655
Switchboard operators  including answering service 5010   Percent 100.0%
Switchboard operators  including answering service 5010 Male
Switchboard operators  including answering service 5010   Number 7 450
Switchboard operators  including answering service 5010   Percent 15.6%
Switchboard operators  including answering service 5010 Female
Switchboard operators  including answering service 5010   Number 40 205
Switchboard operators  including answering service 5010   Percent 84.4%
Telephone operators 5020 (SOC 43-2021) Total  both sexes
Telephone operators 5020 (SOC 43-2021)   Number 56 475
Telephone operators 5020 (SOC 43-2021)   Percent 100.0%
Telephone operators 5020 (SOC 43-2021) Male
Telephone operators 5020 (SOC 43-2021)   Number 11 530
Telephone operators 5020 (SOC 43-2021)   Percent 20.4%
Telephone operators 5020 (SOC 43-2021) Female
Telephone operators 5020 (SOC 43-2021)   Number 44 945
Telephone operators 5020 (SOC 43-2021)   Percent 79.6%
Communications equipment operators  all other 5030 Total  both sexes
Communications equipment operators  all other 5030   Number 11 220
Communications equipment operators  all other 5030   Percent 100.0%
Communications equipment operators  all other 5030 Male
Communications equipment operators, all other 5030   Number 4,990
Communications equipment operators  all other 5030   Percent 44.5%
Communications equipment operators  all other 5030 Female
Communications equipment operators, all other 5030   Number 6,230
Communications equipment operators  all other 5030   Percent 55.5%
Bill and account collectors 5100 (SOC 43-3011) Total  both sexes
Bill and account collectors 5100 (SOC 43-3011)   Number 245 240
Bill and account collectors 5100 (SOC 43-3011)   Percent 100.0%
Bill and account collectors 5100 (SOC 43-3011) Male
Bill and account collectors 5100 (SOC 43-3011)   Number 72 845
Bill and account collectors 5100 (SOC 43-3011)   Percent 29.7%
Bill and account collectors 5100 (SOC 43-3011) Female
Bill and account collectors 5100 (SOC 43-3011)   Number 172 395
Bill and account collectors 5100 (SOC 43-3011)   Percent 70.3%
Billing and posting clerks 5110 (SOC 43-3021) Total  both sexes
Billing and posting clerks 5110 (SOC 43-3021)   Number 497 360
Billing and posting clerks 5110 (SOC 43-3021)   Percent 100.0%
Billing and posting clerks 5110 (SOC 43-3021) Male
Billing and posting clerks 5110 (SOC 43-3021)   Number 52 835
Billing and posting clerks 5110 (SOC 43-3021)   Percent 10.6%
Billing and posting clerks 5110 (SOC 43-3021) Female
Billing and posting clerks 5110 (SOC 43-3021)   Number 444 525
Billing and posting clerks 5110 (SOC 43-3021)   Percent 89.4%
Bookkeeping  accounting  and auditing clerks 5120 (SOC Total  both sexes
Bookkeeping  accounting  and auditing clerks 5120 (SOC   Number 1 548 285
Bookkeeping, accounting, and auditing clerks 5120 (SOC   Percent 100.0%
Bookkeeping  accounting  and auditing clerks 5120 (SOC Male
Bookkeeping  accounting  and auditing clerks 5120 (SOC   Number 176 925
Bookkeeping, accounting, and auditing clerks 5120 (SOC   Percent 11.4%
Bookkeeping  accounting  and auditing clerks 5120 (SOC Female
Bookkeeping  accounting  and auditing clerks 5120 (SOC   Number 1 371 360
Bookkeeping  accounting  and auditing clerks 5120 (SOC   Percent 88.6%
Gaming cage workers 5130 (SOC 43-3041) Total  both sexes
Gaming cage workers 5130 (SOC 43-3041)   Number 13 970
Gaming cage workers 5130 (SOC 43-3041)   Percent 100.0%
Gaming cage workers 5130 (SOC 43-3041) Male
Gaming cage workers 5130 (SOC 43-3041)   Number 3 715
Gaming cage workers 5130 (SOC 43-3041)   Percent 26.6%
Gaming cage workers 5130 (SOC 43-3041) Female
Gaming cage workers 5130 (SOC 43-3041)   Number 10 260
Gaming cage workers 5130 (SOC 43-3041)   Percent 73.4%
Payroll and timekeeping clerks 5140 (SOC 43-3051) Total  both sexes
Payroll and timekeeping clerks 5140 (SOC 43-3051)   Number 185 035
Payroll and timekeeping clerks 5140 (SOC 43-3051)   Percent 100.0%
Payroll and timekeeping clerks 5140 (SOC 43-3051) Male
Payroll and timekeeping clerks 5140 (SOC 43-3051)   Number 18 690
Payroll and timekeeping clerks 5140 (SOC 43-3051)   Percent 10.1%
Payroll and timekeeping clerks 5140 (SOC 43-3051) Female
Payroll and timekeeping clerks 5140 (SOC 43-3051)   Number 166 345
Payroll and timekeeping clerks 5140 (SOC 43-3051)   Percent 89.9%
Procurement clerks 5150 (SOC 43-3061) Total, both sexes
Procurement clerks 5150 (SOC 43-3061)   Number 31 070
Procurement clerks 5150 (SOC 43-3061)   Percent 100.0%
Procurement clerks 5150 (SOC 43-3061) Male
Procurement clerks 5150 (SOC 43-3061)   Number 11 650
Procurement clerks 5150 (SOC 43-3061)   Percent 37.5%
Procurement clerks 5150 (SOC 43-3061) Female
Procurement clerks 5150 (SOC 43-3061)   Number 19 415
Procurement clerks 5150 (SOC 43-3061)   Percent 62.5%
Tellers 5160 (SOC 43-3071) Total  both sexes
Tellers 5160 (SOC 43-3071)   Number 450 300
Tellers 5160 (SOC 43-3071)   Percent 100.0%
Tellers 5160 (SOC 43-3071) Male
Tellers 5160 (SOC 43-3071)   Number 63 885
Tellers 5160 (SOC 43-3071)   Percent 14.2%
Tellers 5160 (SOC 43-3071) Female
Tellers 5160 (SOC 43-3071)   Number 386 415
Tellers 5160 (SOC 43-3071)   Percent 85.8%
Financial clerks  all other 5165 (SOC 43-3099) Total  both sexes
Financial clerks  all other 5165 (SOC 43-3099)   Number 69 330
Financial clerks  all other 5165 (SOC 43-3099)   Percent 100.0%
Financial clerks  all other 5165 (SOC 43-3099) Male
Financial clerks  all other 5165 (SOC 43-3099)   Number 23 300
Financial clerks  all other 5165 (SOC 43-3099)   Percent 33.6%
Financial clerks  all other 5165 (SOC 43-3099) Female
Financial clerks, all other 5165 (SOC 43-3099)   Number 46,030
Financial clerks  all other 5165 (SOC 43-3099)   Percent 66.4%
Brokerage clerks 5200 (SOC 43-4011) Total  both sexes
Brokerage clerks 5200 (SOC 43-4011)   Number 10,460
Brokerage clerks 5200 (SOC 43-4011)   Percent 100.0%
Brokerage clerks 5200 (SOC 43-4011) Male
Brokerage clerks 5200 (SOC 43-4011)   Number 3 435
Brokerage clerks 5200 (SOC 43-4011)   Percent 32.8%
Brokerage clerks 5200 (SOC 43-4011) Female
Brokerage clerks 5200 (SOC 43-4011)   Number 7 025
Brokerage clerks 5200 (SOC 43-4011)   Percent 67.2%
Court  municipal  and icense clerks 5220 (SOC 43-4031) Total  both sexes
Court  municipal  and icense clerks 5220 (SOC 43-4031)   Number 95 185



7.7% 4.0% 69.4% 14.1% 1.0% 2.6% 0.1% 0.1% 0.3% 0.2% 0.1% (X) (X) (X) 0.4%

1 425 840 13 430 2 635 180 880 30 0 50 40 0 (X) (X) (X) 75
1.5% 0.9% 14.1% 2.8% 0.2% 0.9% 0.0% 0.0% 0.1% 0.0% 0.0% (X) (X) (X) 0.1%

5 910 2 935 52 655 10 745 785 1 590 105 55 275 110 115 (X) (X) (X) 315
6.2% 3.1% 55.3% 11.3% 0.8% 1.7% 0.1% 0.1% 0.3% 0.1% 0.1% (X) (X) (X) 0.3%

4 950 2 320 38 670 8 325 260 2 410 180 125 255 205 35 (X) (X) (X) 330
8.5% 4.0% 66.6% 14.3% 0.4% 4.2% 0.3% 0.2% 0.4% 0.4% 0.1% (X) (X) (X) 0.6%

1 265 495 9 880 1 815 65 1 040 120 30 55 85 0 (X) (X) (X) 75
2.2% 0.9% 17.0% 3.1% 0.1% 1.8% 0.2% 0.1% 0.1% 0.1% 0.0% (X) (X) (X) 0.1%

3 685 1 825 28 790 6 510 195 1 365 60 95 200 120 35 (X) (X) (X) 255
6.3% 3.1% 49.6% 11.2% 0.3% 2.4% 0.1% 0.2% 0.3% 0.2% 0.1% (X) (X) (X) 0.4%

214 280 149 160 1 487 060 412 615 11 935 90 125 4 855 9 495 9 335 8 320 2 985 (X) (X) (X) 15 075
8.9% 6.2% 61.6% 17.1% 0.5% 3.7% 0.2% 0.4% 0.4% 0.3% 0.1% (X) (X) (X) 0.6%

74 010 50 785 485 515 110 205 3 310 33 915 1 655 3 055 2 790 2 895 815 (X) (X) (X) 5 320
3.1% 2.1% 20.1% 4.6% 0.1% 1.4% 0.1% 0.1% 0.1% 0.1% 0.0% (X) (X) (X) 0.2%

140 270 98 375 1 001 545 302 405 8 625 56 210 3 200 6 440 6 545 5 425 2 170 (X) (X) (X) 9 755
5.8% 4.1% 41.5% 12.5% 0.4% 2.3% 0.1% 0.3% 0.3% 0.2% 0.1% (X) (X) (X) 0.4%

7 965 6 080 35 910 15 040 805 3 455 75 100 365 215 70 (X) (X) (X) 275
11.3% 8.6% 51.0% 21.4% 1.1% 4.9% 0.1% 0.1% 0.5% 0.3% 0.1% (X) (X) (X) 0.4%

1 455 1 075 6 495 2 430 65 1 020 0 0 75 105 0 (X) (X) (X) 75
2.1% 1.5% 9.2% 3.5% 0.1% 1.4% 0.0% 0.0% 0.1% 0.1% 0.0% (X) (X) (X) 0.1%

6 510 5 005 29 415 12 615 740 2 435 75 100 290 110 70 (X) (X) (X) 200
9.3% 7.1% 41.8% 17.9% 1.1% 3.5% 0.1% 0.1% 0.4% 0.2% 0.1% (X) (X) (X) 0.3%

32 820 19 955 266 770 61 570 3 330 22 545 800 1 270 1 495 2 050 415 (X) (X) (X) 2 345
7.9% 4.8% 64.2% 14.8% 0.8% 5.4% 0.2% 0.3% 0.4% 0.5% 0.1% (X) (X) (X) 0.6%

8 045 5 185 54 385 14 725 470 7 085 305 305 275 500 95 (X) (X) (X) 775
1.9% 1.2% 13.1% 3.5% 0.1% 1.7% 0.1% 0.1% 0.1% 0.1% 0.0% (X) (X) (X) 0.2%

24 775 14 770 212 380 46 840 2 860 15 460 500 970 1 220 1 550 315 (X) (X) (X) 1 575
6.0% 3.6% 51.1% 11.3% 0.7% 3.7% 0.1% 0.2% 0.3% 0.4% 0.1% (X) (X) (X) 0.4%

12 685 9 615 89 965 21 860 1 620 10 270 780 950 1 020 500 185 (X) (X) (X) 1 215
8.4% 6.4% 59.7% 14.5% 1.1% 6.8% 0.5% 0.6% 0.7% 0.3% 0.1% (X) (X) (X) 0.8%

4 760 3 300 27 675 6 070 345 4 785 240 205 170 215 55 (X) (X) (X) 480
3.2% 2.2% 18.4% 4.0% 0.2% 3.2% 0.2% 0.1% 0.1% 0.1% 0.0% (X) (X) (X) 0.3%

7,925 6,320 62,290 15,790 1,275 5,490 540 750 845 285 130 (X) (X) (X) 740
5.3% 4.2% 41.3% 10.5% 0.8% 3.6% 0.4% 0.5% 0.6% 0.2% 0.1% (X) (X) (X) 0.5%

14,540 8,915 106,260 31,215 1,790 5,385 315 625 975 375 270 (X) (X) (X) 975
8.5% 5.2% 61.9% 18.2% 1.0% 3.1% 0.2% 0.4% 0.6% 0.2% 0.2% (X) (X) (X) 0.6%

3 445 2 100 26 890 6 750 415 1 850 95 230 285 85 10 (X) (X) (X) 380
2.0% 1.2% 15.7% 3.9% 0.2% 1.1% 0.1% 0.1% 0.2% 0.0% 0.0% (X) (X) (X) 0.2%

11 095 6 820 79 370 24 465 1 375 3 535 225 395 690 290 260 (X) (X) (X) 600
6.5% 4.0% 46.2% 14.3% 0.8% 2.1% 0.1% 0.2% 0.4% 0.2% 0.2% (X) (X) (X) 0.3%

6 365 4 205 94 860 12 710 620 7 860 65 390 570 485 100 (X) (X) (X) 920
4.9% 3.3% 73.5% 9.8% 0.5% 6.1% 0.1% 0.3% 0.4% 0.4% 0.1% (X) (X) (X) 0.7%

1 685 900 15 515 2 930 75 2 290 15 125 155 180 0 (X) (X) (X) 255
1.3% 0.7% 12.0% 2.3% 0.1% 1.8% 0.0% 0.1% 0.1% 0.1% 0.0% (X) (X) (X) 0.2%

4 680 3 310 79 345 9 780 540 5 570 50 260 415 305 100 (X) (X) (X) 665
3.6% 2.6% 61.4% 7.6% 0.4% 4.3% 0.0% 0.2% 0.3% 0.2% 0.1% (X) (X) (X) 0.5%

13 500 7 830 103 250 18 670 690 7 715 385 405 605 465 30 (X) (X) (X) 1 035
8.7% 5.1% 66.8% 12.1% 0.4% 5.0% 0.2% 0.3% 0.4% 0.3% 0.0% (X) (X) (X) 0.7%

2 905 1 810 18 390 3 945 165 2 270 30 80 50 135 0 (X) (X) (X) 280
1.9% 1.2% 11.9% 2.6% 0.1% 1.5% 0.0% 0.1% 0.0% 0.1% 0.0% (X) (X) (X) 0.2%

10 595 6 020 84 860 14 725 525 5 445 355 325 555 330 30 (X) (X) (X) 750
6.9% 3.9% 54.9% 9.5% 0.3% 3.5% 0.2% 0.2% 0.4% 0.2% 0.0% (X) (X) (X) 0.5%

2 625 1 300 16 165 2 715 40 1 570 30 90 105 40 10 (X) (X) (X) 175
10.6% 5.2% 65.0% 10.9% 0.2% 6.3% 0.1% 0.4% 0.4% 0.2% 0.0% (X) (X) (X) 0.7%

720 235 3 070 390 10 465 20 45 0 0 0 (X) (X) (X) 120
2.9% 0.9% 12.3% 1.6% 0.0% 1.9% 0.1% 0.2% 0.0% 0.0% 0.0% (X) (X) (X) 0.5%

1 905 1 065 13 095 2 330 30 1 105 10 40 105 40 10 (X) (X) (X) 50
7.7% 4.3% 52.7% 9.4% 0.1% 4.4% 0.0% 0.2% 0.4% 0.2% 0.0% (X) (X) (X) 0.2%

15 385 11 465 106 700 20 340 895 6 860 270 320 600 450 115 (X) (X) (X) 735
9.4% 7.0% 65.0% 12.4% 0.5% 4.2% 0.2% 0.2% 0.4% 0.3% 0.1% (X) (X) (X) 0.4%

6 335 5 575 37 010 8 120 330 2 785 60 160 240 220 80 (X) (X) (X) 275
3.9% 3.4% 22.5% 4.9% 0.2% 1.7% 0.0% 0.1% 0.1% 0.1% 0.0% (X) (X) (X) 0.2%

9 050 5 890 69 690 12 215 565 4 075 210 160 360 230 40 (X) (X) (X) 455
5.5% 3.6% 42.5% 7.4% 0.3% 2.5% 0.1% 0.1% 0.2% 0.1% 0.0% (X) (X) (X) 0.3%

4 565 3 185 34 145 9 925 595 2 055 45 230 150 230 105 (X) (X) (X) 210
8.2% 5.7% 61.6% 17.9% 1.1% 3.7% 0.1% 0.4% 0.3% 0.4% 0.2% (X) (X) (X) 0.4%

830 375 5 640 1 940 160 405 0 30 60 55 10 (X) (X) (X) 40
1.5% 0.7% 10.2% 3.5% 0.3% 0.7% 0.0% 0.1% 0.1% 0.1% 0.0% (X) (X) (X) 0.1%

3 740 2 810 28 505 7 985 435 1 650 45 200 90 175 95 (X) (X) (X) 170
6.7% 5.1% 51.4% 14.4% 0.8% 3.0% 0.1% 0.4% 0.2% 0.3% 0.2% (X) (X) (X) 0.3%

124 535 89 705 875 920 153 180 8 365 42 140 2 095 4 350 5 390 4 085 1 260 (X) (X) (X) 7 720
9.4% 6.8% 66.4% 11.6% 0.6% 3.2% 0.2% 0.3% 0.4% 0.3% 0.1% (X) (X) (X) 0.6%

11 115 8 945 74 680 17 205 745 6 570 195 705 375 570 155 (X) (X) (X) 855
0.8% 0.7% 5.7% 1.3% 0.1% 0.5% 0.0% 0.1% 0.0% 0.0% 0.0% (X) (X) (X) 0.1%

113 420 80 755 801 240 135 975 7 620 35 570 1 900 3 645 5 015 3 520 1 105 (X) (X) (X) 6 860
8.6% 6.1% 60.8% 10.3% 0.6% 2.7% 0.1% 0.3% 0.4% 0.3% 0.1% (X) (X) (X) 0.5%

13 670 8 160 90 625 24 505 825 8 830 1 655 370 520 570 165 (X) (X) (X) 1 750
9.0% 5.4% 59.8% 16.2% 0.5% 5.8% 1.1% 0.2% 0.3% 0.4% 0.1% (X) (X) (X) 1.2%

5 715 3 255 32 460 9 855 235 3 695 860 65 210 190 60 (X) (X) (X) 660
3.8% 2.1% 21.4% 6.5% 0.2% 2.4% 0.6% 0.0% 0.1% 0.1% 0.0% (X) (X) (X) 0.4%

7 955 4 905 58 165 14 650 590 5 130 795 305 310 375 105 (X) (X) (X) 1 090
5.2% 3.2% 38.4% 9.7% 0.4% 3.4% 0.5% 0.2% 0.2% 0.2% 0.1% (X) (X) (X) 0.7%

7,775 4,285 68,380 14,835 1,150 4,315 295 235 570 245 220 (X) (X) (X) 350
7.6% 4.2% 66.6% 14.5% 1.1% 4.2% 0.3% 0.2% 0.6% 0.2% 0.2% (X) (X) (X) 0.3%

1,540 770 9,615 2,380 195 1,385 80 95 45 100 10 (X) (X) (X) 15
1.5% 0.8% 9.4% 2.3% 0.2% 1.3% 0.1% 0.1% 0.0% 0.1% 0.0% (X) (X) (X) 0.0%

6 235 3 520 58 765 12 455 955 2 930 215 135 525 145 210 (X) (X) (X) 335
6.1% 3.4% 57.2% 12.1% 0.9% 2.9% 0.2% 0.1% 0.5% 0.1% 0.2% (X) (X) (X) 0.3%

2 545 1 175 11 975 2 520 55 1 705 225 70 35 25 0 (X) (X) (X) 135
12.4% 5.7% 58.5% 12.3% 0.3% 8.3% 1.1% 0.3% 0.2% 0.1% 0.0% (X) (X) (X) 0.7%

1 780 875 7 665 1 830 50 1 325 205 55 20 15 0 (X) (X) (X) 65

Court, municipal, and icense clerks 5220 (SOC 43-4031)   Percent 100.0%
Court  municipal  and icense clerks 5220 (SOC 43-4031) Male
Court  municipal  and icense clerks 5220 (SOC 43-4031)   Number 19 580
Court, municipal, and icense clerks 5220 (SOC 43-4031)   Percent 20.6%
Court  municipal  and icense clerks 5220 (SOC 43-4031) Female
Court  municipal  and icense clerks 5220 (SOC 43-4031)   Number 75 600
Court  municipal  and icense clerks 5220 (SOC 43-4031)   Percent 79.4%
Credit authorizers  checkers  and clerks 5230 (SOC 43- Total  both sexes
Credit authorizers  checkers  and clerks 5230 (SOC 43-   Number 58 065
Credit authorizers  checkers  and clerks 5230 (SOC 43-   Percent 100.0%
Credit authorizers  checkers  and clerks 5230 (SOC 43- Male
Credit authorizers  checkers  and clerks 5230 (SOC 43-   Number 14 930
Credit authorizers  checkers  and clerks 5230 (SOC 43-   Percent 25.7%
Credit authorizers  checkers  and clerks 5230 (SOC 43- Female
Credit authorizers  checkers  and clerks 5230 (SOC 43-   Number 43 135
Credit authorizers  checkers  and clerks 5230 (SOC 43-   Percent 74.3%
Customer service representatives 5240 (SOC 43-4051) Total  both sexes
Customer service representatives 5240 (SOC 43-4051)   Number 2 415 235
Customer service representatives 5240 (SOC 43-4051)   Percent 100.0%
Customer service representatives 5240 (SOC 43-4051) Male
Customer service representatives 5240 (SOC 43-4051)   Number 774 270
Customer service representatives 5240 (SOC 43-4051)   Percent 32.1%
Customer service representatives 5240 (SOC 43-4051) Female
Customer service representatives 5240 (SOC 43-4051)   Number 1 640 965
Customer service representatives 5240 (SOC 43-4051)   Percent 67.9%
Eligib lity interviewers, government programs 5250 (SOC Total, both sexes
Eligib lity interviewers  government programs 5250 (SOC   Number 70 355
Eligib lity interviewers  government programs 5250 (SOC   Percent 100.0%
Eligib lity interviewers, government programs 5250 (SOC Male
Eligib lity interviewers  government programs 5250 (SOC   Number 12 790
Eligib lity interviewers  government programs 5250 (SOC   Percent 18.2%
Eligib lity interviewers  government programs 5250 (SOC Female
Eligib lity interviewers  government programs 5250 (SOC   Number 57 565
Eligib lity interviewers  government programs 5250 (SOC   Percent 81.8%
File clerks 5260 (SOC 43-4071) Total  both sexes
File clerks 5260 (SOC 43-4071)   Number 415 360
File clerks 5260 (SOC 43-4071)   Percent 100.0%
File clerks 5260 (SOC 43-4071) Male
File clerks 5260 (SOC 43-4071)   Number 92 150
File clerks 5260 (SOC 43-4071)   Percent 22.2%
File clerks 5260 (SOC 43-4071) Female
File clerks 5260 (SOC 43-4071)   Number 323 210
File clerks 5260 (SOC 43-4071)   Percent 77.8%
Hotel  motel  and resort desk clerks 5300 (SOC 43-4081) Total  both sexes
Hotel  motel  and resort desk clerks 5300 (SOC 43-4081)   Number 150 670
Hotel  motel  and resort desk clerks 5300 (SOC 43-4081)   Percent 100.0%
Hotel  motel  and resort desk clerks 5300 (SOC 43-4081) Male
Hotel  motel  and resort desk clerks 5300 (SOC 43-4081)   Number 48 295
Hotel  motel  and resort desk clerks 5300 (SOC 43-4081)   Percent 32.1%
Hotel  motel  and resort desk clerks 5300 (SOC 43-4081) Female
Hotel, motel, and resort desk clerks 5300 (SOC 43-4081)   Number 102,375
Hotel  motel  and resort desk clerks 5300 (SOC 43-4081)   Percent 67.9%
Interviewers  except eligib lity and loan 5310 (SOC 43- Total  both sexes
Interviewers, except eligib lity and loan 5310 (SOC 43-   Number 171,645
Interviewers  except eligib lity and loan 5310 (SOC 43-   Percent 100.0%
Interviewers  except eligib lity and loan 5310 (SOC 43- Male
Interviewers  except eligib lity and loan 5310 (SOC 43-   Number 42 530
Interviewers  except eligib lity and loan 5310 (SOC 43-   Percent 24.8%
Interviewers  except eligib lity and loan 5310 (SOC 43- Female
Interviewers  except eligib lity and loan 5310 (SOC 43-   Number 129 115
Interviewers  except eligib lity and loan 5310 (SOC 43-   Percent 75.2%
Library assistants  clerical 5320 (SOC 43-4121) Total  both sexes
Library assistants  clerical 5320 (SOC 43-4121)   Number 129 145
Library assistants  clerical 5320 (SOC 43-4121)   Percent 100.0%
Library assistants  clerical 5320 (SOC 43-4121) Male
Library assistants  clerical 5320 (SOC 43-4121)   Number 24 130
Library assistants  clerical 5320 (SOC 43-4121)   Percent 18.7%
Library assistants  clerical 5320 (SOC 43-4121) Female
Library assistants  clerical 5320 (SOC 43-4121)   Number 105 015
Library assistants  clerical 5320 (SOC 43-4121)   Percent 81.3%
Loan interviewers and clerks 5330 (SOC 43-4131) Total  both sexes
Loan interviewers and clerks 5330 (SOC 43-4131)   Number 154 570
Loan interviewers and clerks 5330 (SOC 43-4131)   Percent 100.0%
Loan interviewers and clerks 5330 (SOC 43-4131) Male
Loan interviewers and clerks 5330 (SOC 43-4131)   Number 30 055
Loan interviewers and clerks 5330 (SOC 43-4131)   Percent 19.4%
Loan interviewers and clerks 5330 (SOC 43-4131) Female
Loan interviewers and clerks 5330 (SOC 43-4131)   Number 124 515
Loan interviewers and clerks 5330 (SOC 43-4131)   Percent 80.6%
New accounts clerks 5340 (SOC 43-4141) Total  both sexes
New accounts clerks 5340 (SOC 43-4141)   Number 24 860
New accounts clerks 5340 (SOC 43-4141)   Percent 100.0%
New accounts clerks 5340 (SOC 43-4141) Male
New accounts clerks 5340 (SOC 43-4141)   Number 5 075
New accounts clerks 5340 (SOC 43-4141)   Percent 20.4%
New accounts clerks 5340 (SOC 43-4141) Female
New accounts clerks 5340 (SOC 43-4141)   Number 19 785
New accounts clerks 5340 (SOC 43-4141)   Percent 79.6%
Correspondence clerks and order clerks 5350 (SOC 43- Total  both sexes
Correspondence clerks and order clerks 5350 (SOC 43-   Number 164 135
Correspondence clerks and order clerks 5350 (SOC 43-   Percent 100.0%
Correspondence clerks and order clerks 5350 (SOC 43- Male
Correspondence clerks and order clerks 5350 (SOC 43-   Number 61 185
Correspondence clerks and order clerks 5350 (SOC 43-   Percent 37.3%
Correspondence clerks and order clerks 5350 (SOC 43- Female
Correspondence clerks and order clerks 5350 (SOC 43-   Number 102 945
Correspondence clerks and order clerks 5350 (SOC 43-   Percent 62.7%
Human resources assistants  except payroll and Total  both sexes
Human resources assistants  except payroll and   Number 55 440
Human resources assistants  except payroll and   Percent 100.0%
Human resources assistants, except payroll and Male
Human resources assistants  except payroll and   Number 9 545
Human resources assistants  except payroll and   Percent 17.2%
Human resources assistants, except payroll and Female
Human resources assistants  except payroll and   Number 45 895
Human resources assistants  except payroll and   Percent 82.8%
Receptionists and information clerks 5400 (SOC 43-4171) Total  both sexes
Receptionists and information clerks 5400 (SOC 43-4171)   Number 1 318 740
Receptionists and information clerks 5400 (SOC 43-4171)   Percent 100.0%
Receptionists and information clerks 5400 (SOC 43-4171) Male
Receptionists and information clerks 5400 (SOC 43-4171)   Number 122 115
Receptionists and information clerks 5400 (SOC 43-4171)   Percent 9.3%
Receptionists and information clerks 5400 (SOC 43-4171) Female
Receptionists and information clerks 5400 (SOC 43-4171)   Number 1 196 625
Receptionists and information clerks 5400 (SOC 43-4171)   Percent 90.7%
Reservation and transportation ticket agents and travel Total  both sexes
Reservation and transportation ticket agents and travel   Number 151 640
Reservation and transportation ticket agents and travel   Percent 100.0%
Reservation and transportation ticket agents and travel Male
Reservation and transportation ticket agents and travel   Number 57 265
Reservation and transportation ticket agents and travel   Percent 37.8%
Reservation and transportation ticket agents and travel Female
Reservation and transportation ticket agents and travel   Number 94 375
Reservation and transportation ticket agents and travel   Percent 62.2%
Information and record clerks  all other 5420 (SOC 43- Total  both sexes
Information and record clerks, all other 5420 (SOC 43-   Number 102,660
Information and record clerks  all other 5420 (SOC 43-   Percent 100.0%
Information and record clerks  all other 5420 (SOC 43- Male
Information and record clerks, all other 5420 (SOC 43-   Number 16,230
Information and record clerks  all other 5420 (SOC 43-   Percent 15.8%
Information and record clerks  all other 5420 (SOC 43- Female
Information and record clerks  all other 5420 (SOC 43-   Number 86 425
Information and record clerks  all other 5420 (SOC 43-   Percent 84.2%
Cargo and freight agents 5500 (SOC 43-5011) Total  both sexes
Cargo and freight agents 5500 (SOC 43-5011)   Number 20 465
Cargo and freight agents 5500 (SOC 43-5011)   Percent 100.0%
Cargo and freight agents 5500 (SOC 43-5011) Male
Cargo and freight agents 5500 (SOC 43-5011)   Number 13 885



8.7% 4.3% 37.5% 8.9% 0.2% 6.5% 1.0% 0.3% 0.1% 0.1% 0.0% (X) (X) (X) 0.3%

770 300 4 310 695 4 380 20 15 10 10 0 (X) (X) (X) 70
3.8% 1.5% 21.1% 3.4% 0.0% 1.9% 0.1% 0.1% 0.0% 0.0% 0.0% (X) (X) (X) 0.3%

28 455 20 680 204 650 51 750 1 355 10 820 575 590 1 335 765 425 (X) (X) (X) 1 710
8.8% 6.4% 63.3% 16.0% 0.4% 3.3% 0.2% 0.2% 0.4% 0.2% 0.1% (X) (X) (X) 0.5%

23 895 17 720 167 315 44 115 915 9 310 340 520 950 700 325 (X) (X) (X) 1 400
7.4% 5.5% 51.8% 13.7% 0.3% 2.9% 0.1% 0.2% 0.3% 0.2% 0.1% (X) (X) (X) 0.4%

4 560 2 965 37 335 7 635 440 1 510 235 70 385 65 100 (X) (X) (X) 310
1.4% 0.9% 11.6% 2.4% 0.1% 0.5% 0.1% 0.0% 0.1% 0.0% 0.0% (X) (X) (X) 0.1%

20 555 14 550 207 900 35 575 2 205 4 335 460 630 1 565 695 265 (X) (X) (X) 1 380
7.1% 5.0% 71.7% 12.3% 0.8% 1.5% 0.2% 0.2% 0.5% 0.2% 0.1% (X) (X) (X) 0.5%

9 735 6 775 93 595 11 185 720 2 425 115 260 490 365 85 (X) (X) (X) 610
3.4% 2.3% 32.3% 3.9% 0.2% 0.8% 0.0% 0.1% 0.2% 0.1% 0.0% (X) (X) (X) 0.2%

10 820 7 775 114 305 24 390 1 485 1 910 345 370 1 075 330 180 (X) (X) (X) 770
3.7% 2.7% 39.4% 8.4% 0.5% 0.7% 0.1% 0.1% 0.4% 0.1% 0.1% (X) (X) (X) 0.3%

2 790 2 125 26 475 6 410 335 635 80 45 220 130 20 (X) (X) (X) 215
7.1% 5.4% 67.1% 16.2% 0.8% 1.6% 0.2% 0.1% 0.6% 0.3% 0.1% (X) (X) (X) 0.5%

2 740 1 855 21 815 5 555 295 535 80 45 145 125 20 (X) (X) (X) 190
6.9% 4.7% 55.2% 14.1% 0.7% 1.4% 0.2% 0.1% 0.4% 0.3% 0.1% (X) (X) (X) 0.5%

50 265 4 660 855 40 105 4 0 75 4 0 (X) (X) (X) 25
0.1% 0.7% 11.8% 2.2% 0.1% 0.3% 0.0% 0.0% 0.2% 0.0% 0.0% (X) (X) (X) 0.1%

6 935 5 590 77 810 40 955 855 16 500 265 100 570 345 215 (X) (X) (X) 750
4.6% 3.7% 51.6% 27.1% 0.6% 10.9% 0.2% 0.1% 0.4% 0.2% 0.1% (X) (X) (X) 0.5%

3 825 3 140 40 275 17 570 380 8 305 155 70 270 180 100 (X) (X) (X) 265
2.5% 2.1% 26.7% 11.6% 0.3% 5.5% 0.1% 0.0% 0.2% 0.1% 0.1% (X) (X) (X) 0.2%

3 110 2 450 37 530 23 385 475 8 195 110 30 300 165 115 (X) (X) (X) 480
2.1% 1.6% 24.9% 15.5% 0.3% 5.4% 0.1% 0.0% 0.2% 0.1% 0.1% (X) (X) (X) 0.3%

18 970 12 650 232 995 48 910 1 250 21 475 695 575 1 220 615 255 (X) (X) (X) 1 465
5.6% 3.7% 68.3% 14.3% 0.4% 6.3% 0.2% 0.2% 0.4% 0.2% 0.1% (X) (X) (X) 0.4%

12 960 8 200 141 425 28 910 620 18 030 340 390 720 410 115 (X) (X) (X) 815
3.8% 2.4% 41.5% 8.5% 0.2% 5.3% 0.1% 0.1% 0.2% 0.1% 0.0% (X) (X) (X) 0.2%

6 015 4 450 91 575 20 000 625 3 445 355 185 500 205 135 (X) (X) (X) 650
1.8% 1.3% 26.8% 5.9% 0.2% 1.0% 0.1% 0.1% 0.1% 0.1% 0.0% (X) (X) (X) 0.2%

5,445 3,730 45,850 29,115 345 11,180 210 220 210 205 55 (X) (X) (X) 480
5.6% 3.8% 47.2% 30.0% 0.4% 11.5% 0.2% 0.2% 0.2% 0.2% 0.1% (X) (X) (X) 0.5%

2,780 1,990 25,460 12,375 175 5,740 75 130 130 155 0 (X) (X) (X) 255
2.9% 2.1% 26.2% 12.8% 0.2% 5.9% 0.1% 0.1% 0.1% 0.2% 0.0% (X) (X) (X) 0.3%

2 665 1 735 20 395 16 740 170 5 440 135 90 80 50 55 (X) (X) (X) 225
2.7% 1.8% 21.0% 17.2% 0.2% 5.6% 0.1% 0.1% 0.1% 0.1% 0.1% (X) (X) (X) 0.2%

17 160 11 585 224 985 25 895 1 215 11 240 480 810 1 255 1 305 65 (X) (X) (X) 1 550
5.8% 3.9% 75.6% 8.7% 0.4% 3.8% 0.2% 0.3% 0.4% 0.4% 0.0% (X) (X) (X) 0.5%

6 530 4 565 100 805 9 780 530 5 065 190 370 525 465 65 (X) (X) (X) 795
2.2% 1.5% 33.9% 3.3% 0.2% 1.7% 0.1% 0.1% 0.2% 0.2% 0.0% (X) (X) (X) 0.3%

10 630 7 020 124 185 16 120 680 6 170 295 440 730 840 0 (X) (X) (X) 750
3.6% 2.4% 41.7% 5.4% 0.2% 2.1% 0.1% 0.1% 0.2% 0.3% 0.0% (X) (X) (X) 0.3%

74 410 64 305 365 705 93 595 2 195 21 415 1 710 1 315 2 155 1 395 280 (X) (X) (X) 3 485
11.8% 10.2% 57.9% 14.8% 0.3% 3.4% 0.3% 0.2% 0.3% 0.2% 0.0% (X) (X) (X) 0.6%

55 870 48 280 243 395 66 775 1 290 15 990 1 265 980 1 460 1 050 205 (X) (X) (X) 2 620
8.8% 7.6% 38.5% 10.6% 0.2% 2.5% 0.2% 0.2% 0.2% 0.2% 0.0% (X) (X) (X) 0.4%

18 535 16 025 122 310 26 820 900 5 425 445 335 695 345 75 (X) (X) (X) 860
2.9% 2.5% 19.4% 4.2% 0.1% 0.9% 0.1% 0.1% 0.1% 0.1% 0.0% (X) (X) (X) 0.1%

167 465 131 850 994 180 286 170 12 410 62 005 4 665 6 105 7 045 5 195 1 775 (X) (X) (X) 11 175
9.9% 7.8% 58.8% 16.9% 0.7% 3.7% 0.3% 0.4% 0.4% 0.3% 0.1% (X) (X) (X) 0.7%

106 260 83 150 622 520 193 740 7 670 39 135 2 820 4 375 4 200 3 545 1 095 (X) (X) (X) 7 325
6.3% 4.9% 36.8% 11.5% 0.5% 2.3% 0.2% 0.3% 0.2% 0.2% 0.1% (X) (X) (X) 0.4%

61 205 48 700 371 660 92 435 4 740 22 870 1 845 1 735 2 845 1 655 680 (X) (X) (X) 3 850
3.6% 2.9% 22.0% 5.5% 0.3% 1.4% 0.1% 0.1% 0.2% 0.1% 0.0% (X) (X) (X) 0.2%

9 025 6 565 50 045 9 960 485 3 175 85 170 410 220 35 (X) (X) (X) 340
11.2% 8.2% 62.2% 12.4% 0.6% 3.9% 0.1% 0.2% 0.5% 0.3% 0.0% (X) (X) (X) 0.4%

4 700 3 310 26 075 4 890 175 1 565 0 85 170 170 0 (X) (X) (X) 145
5.8% 4.1% 32.4% 6.1% 0.2% 1.9% 0.0% 0.1% 0.2% 0.2% 0.0% (X) (X) (X) 0.2%

4 325 3 260 23 970 5 070 310 1 610 85 85 235 55 35 (X) (X) (X) 195
5.4% 4.0% 29.8% 6.3% 0.4% 2.0% 0.1% 0.1% 0.3% 0.1% 0.0% (X) (X) (X) 0.2%

249 315 150 300 3 049 700 360 895 22 915 101 205 5 000 6 705 14 315 10 460 2 710 (X) (X) (X) 17 970
6.2% 3.8% 76.4% 9.0% 0.6% 2.5% 0.1% 0.2% 0.4% 0.3% 0.1% (X) (X) (X) 0.5%

12 275 7 510 110 490 19 445 1 105 9 335 90 660 490 575 195 (X) (X) (X) 1 025
0.3% 0.2% 2.8% 0.5% 0.0% 0.2% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

237 040 142 790 2 939 210 341 455 21 815 91 870 4 905 6 045 13 825 9 885 2 515 (X) (X) (X) 16 945
5.9% 3.6% 73.6% 8.6% 0.5% 2.3% 0.1% 0.2% 0.3% 0.2% 0.1% (X) (X) (X) 0.4%

9 715 6 530 102 845 20 440 975 8 800 170 70 430 370 210 (X) (X) (X) 660
6.4% 4.3% 68.0% 13.5% 0.6% 5.8% 0.1% 0.0% 0.3% 0.2% 0.1% (X) (X) (X) 0.4%

5 355 3 510 52 665 8 290 405 5 675 40 70 145 175 80 (X) (X) (X) 295
3.5% 2.3% 34.8% 5.5% 0.3% 3.8% 0.0% 0.0% 0.1% 0.1% 0.1% (X) (X) (X) 0.2%

4 360 3 020 50 180 12 150 570 3 125 130 0 285 190 135 (X) (X) (X) 365
2.9% 2.0% 33.2% 8.0% 0.4% 2.1% 0.1% 0.0% 0.2% 0.1% 0.1% (X) (X) (X) 0.2%

36 860 27 980 313 030 76 765 2 765 27 180 1 080 1 170 1 965 1 865 460 (X) (X) (X) 2 700
7.5% 5.7% 63.4% 15.5% 0.6% 5.5% 0.2% 0.2% 0.4% 0.4% 0.1% (X) (X) (X) 0.5%

8 235 6 490 63 150 13 335 580 8 715 155 340 360 575 25 (X) (X) (X) 650
1.7% 1.3% 12.8% 2.7% 0.1% 1.8% 0.0% 0.1% 0.1% 0.1% 0.0% (X) (X) (X) 0.1%

28 625 21 490 249 880 63 430 2 185 18 465 925 830 1 610 1 295 430 (X) (X) (X) 2 050
5.8% 4.4% 50.6% 12.8% 0.4% 3.7% 0.2% 0.2% 0.3% 0.3% 0.1% (X) (X) (X) 0.4%

23 755 15 655 237 665 50 645 1 345 17 725 575 885 980 1 060 185 (X) (X) (X) 1 980
6.7% 4.4% 67.4% 14.4% 0.4% 5.0% 0.2% 0.3% 0.3% 0.3% 0.1% (X) (X) (X) 0.6%

3,500 2,320 23,440 5,550 170 3,970 125 160 95 240 0 (X) (X) (X) 270
1.0% 0.7% 6.7% 1.6% 0.0% 1.1% 0.0% 0.0% 0.0% 0.1% 0.0% (X) (X) (X) 0.1%

20,255 13,335 214,225 45,095 1,175 13,755 450 725 885 820 185 (X) (X) (X) 1,710
5.7% 3.8% 60.8% 12.8% 0.3% 3.9% 0.1% 0.2% 0.3% 0.2% 0.1% (X) (X) (X) 0.5%

22 405 14 410 221 365 52 280 970 8 460 455 815 1 225 675 465 (X) (X) (X) 1 510
6.9% 4.4% 68.1% 16.1% 0.3% 2.6% 0.1% 0.3% 0.4% 0.2% 0.1% (X) (X) (X) 0.5%

3 955 2 630 34 775 7 970 80 2 085 25 100 300 160 85 (X) (X) (X) 340
1.2% 0.8% 10.7% 2.5% 0.0% 0.6% 0.0% 0.0% 0.1% 0.0% 0.0% (X) (X) (X) 0.1%

18 450 11 780 186 585 44 315 890 6 380 425 710 925 515 380 (X) (X) (X) 1 170

Cargo and freight agents 5500 (SOC 43-5011)   Percent 67.8%
Cargo and freight agents 5500 (SOC 43-5011) Female
Cargo and freight agents 5500 (SOC 43-5011)   Number 6 580
Cargo and freight agents 5500 (SOC 43-5011)   Percent 32.2%
Couriers and messengers 5510 (SOC 43-5021) Total  both sexes
Couriers and messengers 5510 (SOC 43-5021)   Number 323 105
Couriers and messengers 5510 (SOC 43-5021)   Percent 100.0%
Couriers and messengers 5510 (SOC 43-5021) Male
Couriers and messengers 5510 (SOC 43-5021)   Number 267 500
Couriers and messengers 5510 (SOC 43-5021)   Percent 82.8%
Couriers and messengers 5510 (SOC 43-5021) Female
Couriers and messengers 5510 (SOC 43-5021)   Number 55 605
Couriers and messengers 5510 (SOC 43-5021)   Percent 17.2%
Dispatchers 5520 (SOC 43-5030) Total  both sexes
Dispatchers 5520 (SOC 43-5030)   Number 290 115
Dispatchers 5520 (SOC 43-5030)   Percent 100.0%
Dispatchers 5520 (SOC 43-5030) Male
Dispatchers 5520 (SOC 43-5030)   Number 126 355
Dispatchers 5520 (SOC 43-5030)   Percent 43.6%
Dispatchers 5520 (SOC 43-5030) Female
Dispatchers 5520 (SOC 43-5030)   Number 163 760
Dispatchers 5520 (SOC 43-5030)   Percent 56.4%
Meter readers  utilities 5530 (SOC 43-5041) Total  both sexes
Meter readers  utilities 5530 (SOC 43-5041)   Number 39 485
Meter readers  utilities 5530 (SOC 43-5041)   Percent 100.0%
Meter readers, utilities 5530 (SOC 43-5041) Male
Meter readers  utilities 5530 (SOC 43-5041)   Number 33 395
Meter readers  utilities 5530 (SOC 43-5041)   Percent 84.6%
Meter readers, utilities 5530 (SOC 43-5041) Female
Meter readers  utilities 5530 (SOC 43-5041)   Number 6 090
Meter readers  utilities 5530 (SOC 43-5041)   Percent 15.4%
Postal service clerks 5540 (SOC 43-5051) Total  both sexes
Postal service clerks 5540 (SOC 43-5051)   Number 150 885
Postal service clerks 5540 (SOC 43-5051)   Percent 100.0%
Postal service clerks 5540 (SOC 43-5051) Male
Postal service clerks 5540 (SOC 43-5051)   Number 74 540
Postal service clerks 5540 (SOC 43-5051)   Percent 49.4%
Postal service clerks 5540 (SOC 43-5051) Female
Postal service clerks 5540 (SOC 43-5051)   Number 76 345
Postal service clerks 5540 (SOC 43-5051)   Percent 50.6%
Postal service mail carriers 5550 (SOC 43-5052) Total  both sexes
Postal service mail carriers 5550 (SOC 43-5052)   Number 341 080
Postal service mail carriers 5550 (SOC 43-5052)   Percent 100.0%
Postal service mail carriers 5550 (SOC 43-5052) Male
Postal service mail carriers 5550 (SOC 43-5052)   Number 212 935
Postal service mail carriers 5550 (SOC 43-5052)   Percent 62.4%
Postal service mail carriers 5550 (SOC 43-5052) Female
Postal service mail carriers 5550 (SOC 43-5052)   Number 128 145
Postal service mail carriers 5550 (SOC 43-5052)   Percent 37.6%
Postal service mail sorters  processors  and processing Total  both sexes
Postal service mail sorters, processors, and processing   Number 97,050
Postal service mail sorters  processors  and processing   Percent 100.0%
Postal service mail sorters  processors  and processing Male
Postal service mail sorters, processors, and processing   Number 49,265
Postal service mail sorters  processors  and processing   Percent 50.8%
Postal service mail sorters  processors  and processing Female
Postal service mail sorters  processors  and processing   Number 47 780
Postal service mail sorters  processors  and processing   Percent 49.2%
Production  planning  and expediting clerks 5600 (SOC 43- Total  both sexes
Production  planning  and expediting clerks 5600 (SOC 43-   Number 297 550
Production  planning  and expediting clerks 5600 (SOC 43-   Percent 100.0%
Production  planning  and expediting clerks 5600 (SOC 43- Male
Production  planning  and expediting clerks 5600 (SOC 43-   Number 129 690
Production  planning  and expediting clerks 5600 (SOC 43-   Percent 43.6%
Production  planning  and expediting clerks 5600 (SOC 43- Female
Production  planning  and expediting clerks 5600 (SOC 43-   Number 167 860
Production  planning  and expediting clerks 5600 (SOC 43-   Percent 56.4%
Shipping  receiving  and traffic clerks 5610 (SOC 43-5071) Total  both sexes
Shipping  receiving  and traffic clerks 5610 (SOC 43-5071)   Number 631 960
Shipping  receiving  and traffic clerks 5610 (SOC 43-5071)   Percent 100.0%
Shipping  receiving  and traffic clerks 5610 (SOC 43-5071) Male
Shipping  receiving  and traffic clerks 5610 (SOC 43-5071)   Number 439 185
Shipping  receiving  and traffic clerks 5610 (SOC 43-5071)   Percent 69.5%
Shipping  receiving  and traffic clerks 5610 (SOC 43-5071) Female
Shipping  receiving  and traffic clerks 5610 (SOC 43-5071)   Number 192 775
Shipping, receiving, and traffic clerks 5610 (SOC 43-5071)   Percent 30.5%
Stock clerks and order fillers 5620 (SOC 43-5081) Total  both sexes
Stock clerks and order fillers 5620 (SOC 43-5081)   Number 1 690 045
Stock clerks and order fillers 5620 (SOC 43-5081)   Percent 100.0%
Stock clerks and order fillers 5620 (SOC 43-5081) Male
Stock clerks and order fillers 5620 (SOC 43-5081)   Number 1 075 835
Stock clerks and order fillers 5620 (SOC 43-5081)   Percent 63.7%
Stock clerks and order fillers 5620 (SOC 43-5081) Female
Stock clerks and order fillers 5620 (SOC 43-5081)   Number 614 210
Stock clerks and order fillers 5620 (SOC 43-5081)   Percent 36.3%
Weighers  measurers  checkers  and samplers  Total  both sexes
Weighers  measurers  checkers  and samplers    Number 80 515
Weighers  measurers  checkers  and samplers    Percent 100.0%
Weighers  measurers  checkers  and samplers  Male
Weighers  measurers  checkers  and samplers    Number 41 280
Weighers  measurers  checkers  and samplers    Percent 51.3%
Weighers  measurers  checkers  and samplers  Female
Weighers  measurers  checkers  and samplers    Number 39 235
Weighers  measurers  checkers  and samplers    Percent 48.7%
Secretaries and administrative assistants 5700 (SOC 43- Total  both sexes
Secretaries and administrative assistants 5700 (SOC 43-   Number 3 991 485
Secretaries and administrative assistants 5700 (SOC 43-   Percent 100.0%
Secretaries and administrative assistants 5700 (SOC 43- Male
Secretaries and administrative assistants 5700 (SOC 43-   Number 163 195
Secretaries and administrative assistants 5700 (SOC 43-   Percent 4.1%
Secretaries and administrative assistants 5700 (SOC 43- Female
Secretaries and administrative assistants 5700 (SOC 43-   Number 3 828 290
Secretaries and administrative assistants 5700 (SOC 43-   Percent 95.9%
Computer operators 5800 (SOC 43-9011) Total, both sexes
Computer operators 5800 (SOC 43-9011)   Number 151 215
Computer operators 5800 (SOC 43-9011)   Percent 100.0%
Computer operators 5800 (SOC 43-9011) Male
Computer operators 5800 (SOC 43-9011)   Number 76 705
Computer operators 5800 (SOC 43-9011)   Percent 50.7%
Computer operators 5800 (SOC 43-9011) Female
Computer operators 5800 (SOC 43-9011)   Number 74 510
Computer operators 5800 (SOC 43-9011)   Percent 49.3%
Data entry keyers 5810 (SOC 43-9021) Total  both sexes
Data entry keyers 5810 (SOC 43-9021)   Number 493 815
Data entry keyers 5810 (SOC 43-9021)   Percent 100.0%
Data entry keyers 5810 (SOC 43-9021) Male
Data entry keyers 5810 (SOC 43-9021)   Number 102 610
Data entry keyers 5810 (SOC 43-9021)   Percent 20.8%
Data entry keyers 5810 (SOC 43-9021) Female
Data entry keyers 5810 (SOC 43-9021)   Number 391 205
Data entry keyers 5810 (SOC 43-9021)   Percent 79.2%
Word processors and typists 5820 (SOC 43-9022) Total  both sexes
Word processors and typists 5820 (SOC 43-9022)   Number 352 460
Word processors and typists 5820 (SOC 43-9022)   Percent 100.0%
Word processors and typists 5820 (SOC 43-9022) Male
Word processors and typists 5820 (SOC 43-9022)   Number 39,835
Word processors and typists 5820 (SOC 43-9022)   Percent 11.3%
Word processors and typists 5820 (SOC 43-9022) Female
Word processors and typists 5820 (SOC 43-9022)   Number 312,620
Word processors and typists 5820 (SOC 43-9022)   Percent 88.7%
Insurance claims and policy processing clerks 5840 (SOC Total  both sexes
Insurance claims and policy processing clerks 5840 (SOC   Number 325 030
Insurance claims and policy processing clerks 5840 (SOC   Percent 100.0%
Insurance claims and policy processing clerks 5840 (SOC Male
Insurance claims and policy processing clerks 5840 (SOC   Number 52 505
Insurance claims and policy processing clerks 5840 (SOC   Percent 16.2%
Insurance claims and policy processing clerks 5840 (SOC Female
Insurance claims and policy processing clerks 5840 (SOC   Number 272 530



5.7% 3.6% 57.4% 13.6% 0.3% 2.0% 0.1% 0.2% 0.3% 0.2% 0.1% (X) (X) (X) 0.4%

9 420 9 165 71 845 30 860 870 7 575 260 350 400 395 90 (X) (X) (X) 650
7.1% 6.9% 54.5% 23.4% 0.7% 5.7% 0.2% 0.3% 0.3% 0.3% 0.1% (X) (X) (X) 0.5%

4 700 4 500 32 935 16 410 235 4 250 65 280 170 355 35 (X) (X) (X) 410
3.6% 3.4% 25.0% 12.4% 0.2% 3.2% 0.0% 0.2% 0.1% 0.3% 0.0% (X) (X) (X) 0.3%

4 720 4 665 38 910 14 450 635 3 325 195 70 230 40 55 (X) (X) (X) 240
3.6% 3.5% 29.5% 11.0% 0.5% 2.5% 0.1% 0.1% 0.2% 0.0% 0.0% (X) (X) (X) 0.2%

108 865 72 675 827 975 172 955 7 680 67 605 3 190 3 225 4 130 4 070 1 465 (X) (X) (X) 8 295
8.5% 5.7% 64.6% 13.5% 0.6% 5.3% 0.2% 0.3% 0.3% 0.3% 0.1% (X) (X) (X) 0.6%

22 130 15 190 136 760 30 550 1 195 19 750 325 855 915 1 015 275 (X) (X) (X) 1 920
1.7% 1.2% 10.7% 2.4% 0.1% 1.5% 0.0% 0.1% 0.1% 0.1% 0.0% (X) (X) (X) 0.1%

86 735 57 485 691 215 142 405 6 485 47 850 2 865 2 370 3 215 3 055 1 190 (X) (X) (X) 6 375
6.8% 4.5% 53.9% 11.1% 0.5% 3.7% 0.2% 0.2% 0.3% 0.2% 0.1% (X) (X) (X) 0.5%

4 315 3 470 31 420 9 890 335 4 865 65 295 265 220 140 (X) (X) (X) 540
7.7% 6.2% 56.3% 17.7% 0.6% 8.7% 0.1% 0.5% 0.5% 0.4% 0.3% (X) (X) (X) 1.0%

2 030 1 710 12 110 4 115 80 2 440 20 105 115 40 65 (X) (X) (X) 290
3.6% 3.1% 21.7% 7.4% 0.1% 4.4% 0.0% 0.2% 0.2% 0.1% 0.1% (X) (X) (X) 0.5%

2 285 1 760 19 315 5 775 255 2 425 40 195 150 180 70 (X) (X) (X) 250
4.1% 3.2% 34.6% 10.3% 0.5% 4.3% 0.1% 0.3% 0.3% 0.3% 0.1% (X) (X) (X) 0.4%

515 300 13 455 1 215 35 550 25 30 55 65 10 (X) (X) (X) 135
3.1% 1.8% 82.1% 7.4% 0.2% 3.4% 0.2% 0.2% 0.3% 0.4% 0.1% (X) (X) (X) 0.8%

200 130 3 620 415 0 165 25 0 15 30 10 (X) (X) (X) 40
1.2% 0.8% 22.1% 2.5% 0.0% 1.0% 0.2% 0.0% 0.1% 0.2% 0.1% (X) (X) (X) 0.2%

310 170 9 835 800 35 385 0 30 40 35 0 (X) (X) (X) 100
1.9% 1.0% 60.0% 4.9% 0.2% 2.3% 0.0% 0.2% 0.2% 0.2% 0.0% (X) (X) (X) 0.6%

1 475 855 19 450 3 315 215 1 650 25 105 120 145 55 (X) (X) (X) 200
5.3% 3.1% 70.5% 12.0% 0.8% 6.0% 0.1% 0.4% 0.4% 0.5% 0.2% (X) (X) (X) 0.7%

475 155 7 410 1 035 75 755 0 0 50 80 4 (X) (X) (X) 125
1.7% 0.6% 26.8% 3.8% 0.3% 2.7% 0.0% 0.0% 0.2% 0.3% 0.0% (X) (X) (X) 0.5%

1 000 700 12 040 2 275 135 895 25 105 70 65 50 (X) (X) (X) 70
3.6% 2.5% 43.6% 8.2% 0.5% 3.2% 0.1% 0.4% 0.3% 0.2% 0.2% (X) (X) (X) 0.3%

37 605 25 050 376 090 76 765 3 880 22 205 1 260 1 565 2 560 2 015 710 (X) (X) (X) 2 395
6.8% 4.5% 68.1% 13.9% 0.7% 4.0% 0.2% 0.3% 0.5% 0.4% 0.1% (X) (X) (X) 0.4%

10,925 6,525 91,360 17,575 1,025 7,600 410 550 675 545 80 (X) (X) (X) 815
2.0% 1.2% 16.5% 3.2% 0.2% 1.4% 0.1% 0.1% 0.1% 0.1% 0.0% (X) (X) (X) 0.1%

26,680 18,530 284,735 59,190 2,855 14,605 850 1,015 1,885 1,475 625 (X) (X) (X) 1,580
4.8% 3.4% 51.6% 10.7% 0.5% 2.6% 0.2% 0.2% 0.3% 0.3% 0.1% (X) (X) (X) 0.3%

12 445 9 065 35 745 2 175 560 825 15 70 335 20 15 (X) (X) (X) 205
20.2% 14.7% 58.1% 3.5% 0.9% 1.3% 0.0% 0.1% 0.5% 0.0% 0.0% (X) (X) (X) 0.3%

11 035 7 790 29 975 1 900 500 575 15 50 285 20 15 (X) (X) (X) 195
17.9% 12.7% 48.8% 3.1% 0.8% 0.9% 0.0% 0.1% 0.5% 0.0% 0.0% (X) (X) (X) 0.3%

1 415 1 280 5 770 275 60 250 0 25 50 0 0 (X) (X) (X) 10
2.3% 2.1% 9.4% 0.4% 0.1% 0.4% 0.0% 0.0% 0.1% 0.0% 0.0% (X) (X) (X) 0.0%

1 640 1 120 11 105 2 700 230 740 55 15 80 40 0 (X) (X) (X) 90
9.2% 6.3% 62.3% 15.2% 1.3% 4.2% 0.3% 0.1% 0.4% 0.2% 0.0% (X) (X) (X) 0.5%

945 440 6 995 1 200 85 430 45 0 35 30 0 (X) (X) (X) 45
5.3% 2.5% 39.3% 6.7% 0.5% 2.4% 0.3% 0.0% 0.2% 0.2% 0.0% (X) (X) (X) 0.3%

695 680 4 110 1 500 145 310 10 15 45 10 0 (X) (X) (X) 45
3.9% 3.8% 23.1% 8.4% 0.8% 1.7% 0.1% 0.1% 0.3% 0.1% 0.0% (X) (X) (X) 0.3%

21 750 14 885 11 655 5 345 380 2 140 125 0 130 50 15 (X) (X) (X) 190
38.4% 26.3% 20.6% 9.4% 0.7% 3.8% 0.2% 0.0% 0.2% 0.1% 0.0% (X) (X) (X) 0.3%

5 685 4 175 5 680 1 670 210 430 50 0 75 40 10 (X) (X) (X) 45
10.0% 7.4% 10.0% 2.9% 0.4% 0.8% 0.1% 0.0% 0.1% 0.1% 0.0% (X) (X) (X) 0.1%

16 065 10 710 5 975 3 675 175 1 710 75 0 55 10 4 (X) (X) (X) 145
28.4% 18.9% 10.5% 6.5% 0.3% 3.0% 0.1% 0.0% 0.1% 0.0% 0.0% (X) (X) (X) 0.3%

294 720 188 575 333 180 32 830 4 370 9 265 1 055 570 3 015 375 145 (X) (X) (X) 2 995
33.8% 21.6% 38.2% 3.8% 0.5% 1.1% 0.1% 0.1% 0.3% 0.0% 0.0% (X) (X) (X) 0.3%

228 085 149 145 261 895 27 565 3 570 5 365 785 365 2 405 275 100 (X) (X) (X) 2 510
26.2% 17.1% 30.1% 3.2% 0.4% 0.6% 0.1% 0.0% 0.3% 0.0% 0.0% (X) (X) (X) 0.3%

66 635 39 430 71 290 5 265 800 3 900 270 205 610 100 45 (X) (X) (X) 485
7.6% 4.5% 8.2% 0.6% 0.1% 0.4% 0.0% 0.0% 0.1% 0.0% 0.0% (X) (X) (X) 0.1%

2 320 910 32 705 1 085 1 610 2 530 145 55 570 60 4 (X) (X) (X) 205
5.5% 2.2% 77.5% 2.6% 3.8% 6.0% 0.3% 0.1% 1.4% 0.1% 0.0% (X) (X) (X) 0.5%

2 235 845 30 970 1 085 1 525 2 405 145 55 545 60 4 (X) (X) (X) 205
5.3% 2.0% 73.4% 2.6% 3.6% 5.7% 0.3% 0.1% 1.3% 0.1% 0.0% (X) (X) (X) 0.5%

85 65 1 740 0 85 130 0 0 25 0 0 (X) (X) (X) 0
0.2% 0.2% 4.1% 0.0% 0.2% 0.3% 0.0% 0.0% 0.1% 0.0% 0.0% (X) (X) (X) 0.0%

1 700 1 775 11 695 1 095 310 125 20 50 105 30 4 (X) (X) (X) 30
10.0% 10.5% 69.1% 6.5% 1.8% 0.7% 0.1% 0.3% 0.6% 0.2% 0.0% (X) (X) (X) 0.2%

1 595 1 620 9 460 935 225 110 15 20 85 30 4 (X) (X) (X) 4
9.4% 9.6% 55.9% 5.5% 1.3% 0.6% 0.1% 0.1% 0.5% 0.2% 0.0% (X) (X) (X) 0.0%

105 160 2 235 160 80 10 4 30 20 0 0 (X) (X) (X) 25
0.6% 0.9% 13.2% 0.9% 0.5% 0.1% 0.0% 0.2% 0.1% 0.0% 0.0% (X) (X) (X) 0.1%

4 240 3 260 66 225 9 095 1 850 215 85 65 690 45 0 (X) (X) (X) 140
4.9% 3.8% 77.1% 10.6% 2.2% 0.3% 0.1% 0.1% 0.8% 0.1% 0.0% (X) (X) (X) 0.2%

4 100 3 190 64 540 8 955 1 775 205 85 50 685 45 0 (X) (X) (X) 120
4.8% 3.7% 75.1% 10.4% 2.1% 0.2% 0.1% 0.1% 0.8% 0.1% 0.0% (X) (X) (X) 0.1%

135 65 1 685 140 75 10 0 15 10 0 0 (X) (X) (X) 20
0.2% 0.1% 2.0% 0.2% 0.1% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

86 050 61 380 815 140 41 445 7 400 10 080 1 395 990 5 230 1 200 390 (X) (X) (X) 3 150
8.3% 5.9% 78.8% 4.0% 0.7% 1.0% 0.1% 0.1% 0.5% 0.1% 0.0% (X) (X) (X) 0.3%

83 315 59 875 792 630 39 260 7 175 9 595 1 325 990 4 985 1 160 315 (X) (X) (X) 2 915
8.1% 5.8% 76.7% 3.8% 0.7% 0.9% 0.1% 0.1% 0.5% 0.1% 0.0% (X) (X) (X) 0.3%

2,735 1,505 22,510 2,180 225 485 70 0 245 40 75 (X) (X) (X) 230
0.3% 0.1% 2.2% 0.2% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

1,450 1,235 17,260 1,415 345 155 35 0 125 40 25 (X) (X) (X) 80
6.5% 5.6% 77.9% 6.4% 1.6% 0.7% 0.2% 0.0% 0.6% 0.2% 0.1% (X) (X) (X) 0.4%

1 435 1 165 16 975 1 320 310 140 35 0 125 40 25 (X) (X) (X) 80
6.5% 5.3% 76.6% 6.0% 1.4% 0.6% 0.2% 0.0% 0.6% 0.2% 0.1% (X) (X) (X) 0.4%

15 75 280 95 35 10 0 0 0 0 0 (X) (X) (X) 0
0.1% 0.3% 1.3% 0.4% 0.2% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

42 005 34 750 120 710 21 510 2 005 1 470 635 215 725 215 75 (X) (X) (X) 1 310

Insurance claims and policy processing clerks 5840 (SOC   Percent 83.8%
Mail clerks and mail machine operators  except postal Total  both sexes
Mail clerks and mail machine operators  except postal   Number 131 890
Mail clerks and mail machine operators, except postal   Percent 100.0%
Mail clerks and mail machine operators  except postal Male
Mail clerks and mail machine operators  except postal   Number 64 355
Mail clerks and mail machine operators  except postal   Percent 48.8%
Mail clerks and mail machine operators  except postal Female
Mail clerks and mail machine operators  except postal   Number 67 535
Mail clerks and mail machine operators  except postal   Percent 51.2%
Office clerks  general 5860 (SOC 43-9061) Total  both sexes
Office clerks  general 5860 (SOC 43-9061)   Number 1 282 130
Office clerks  general 5860 (SOC 43-9061)   Percent 100.0%
Office clerks  general 5860 (SOC 43-9061) Male
Office clerks  general 5860 (SOC 43-9061)   Number 230 885
Office clerks  general 5860 (SOC 43-9061)   Percent 18.0%
Office clerks  general 5860 (SOC 43-9061) Female
Office clerks  general 5860 (SOC 43-9061)   Number 1 051 245
Office clerks  general 5860 (SOC 43-9061)   Percent 82.0%
Office machine operators  except computer 5900 (SOC 43- Total  both sexes
Office machine operators  except computer 5900 (SOC 43-   Number 55 825
Office machine operators  except computer 5900 (SOC 43-   Percent 100.0%
Office machine operators  except computer 5900 (SOC 43- Male
Office machine operators  except computer 5900 (SOC 43-   Number 23 125
Office machine operators  except computer 5900 (SOC 43-   Percent 41.4%
Office machine operators, except computer 5900 (SOC 43- Female
Office machine operators  except computer 5900 (SOC 43-   Number 32 700
Office machine operators  except computer 5900 (SOC 43-   Percent 58.6%
Proofreaders and copy markers 5910 (SOC 43-9081) Total, both sexes
Proofreaders and copy markers 5910 (SOC 43-9081)   Number 16 395
Proofreaders and copy markers 5910 (SOC 43-9081)   Percent 100.0%
Proofreaders and copy markers 5910 (SOC 43-9081) Male
Proofreaders and copy markers 5910 (SOC 43-9081)   Number 4 655
Proofreaders and copy markers 5910 (SOC 43-9081)   Percent 28.4%
Proofreaders and copy markers 5910 (SOC 43-9081) Female
Proofreaders and copy markers 5910 (SOC 43-9081)   Number 11 740
Proofreaders and copy markers 5910 (SOC 43-9081)   Percent 71.6%
Statistical assistants 5920 (SOC 43-9111) Total  both sexes
Statistical assistants 5920 (SOC 43-9111)   Number 27 600
Statistical assistants 5920 (SOC 43-9111)   Percent 100.0%
Statistical assistants 5920 (SOC 43-9111) Male
Statistical assistants 5920 (SOC 43-9111)   Number 10 165
Statistical assistants 5920 (SOC 43-9111)   Percent 36.8%
Statistical assistants 5920 (SOC 43-9111) Female
Statistical assistants 5920 (SOC 43-9111)   Number 17 435
Statistical assistants 5920 (SOC 43-9111)   Percent 63.2%
Miscellaneous office and administrative support workers  Total  both sexes
Miscellaneous office and administrative support workers    Number 552 105
Miscellaneous office and administrative support workers    Percent 100.0%
Miscellaneous office and administrative support workers  Male
Miscellaneous office and administrative support workers,   Number 138,085
Miscellaneous office and administrative support workers    Percent 25.0%
Miscellaneous office and administrative support workers  Female
Miscellaneous office and administrative support workers,   Number 414,015
Miscellaneous office and administrative support workers    Percent 75.0%
First-line supervisors of farming  fishing  and forestry Total  both sexes
First-line supervisors of farming  fishing  and forestry   Number 61 480
First-line supervisors of farming  fishing  and forestry   Percent 100.0%
First-line supervisors of farming  fishing  and forestry Male
First-line supervisors of farming  fishing  and forestry   Number 52 345
First-line supervisors of farming  fishing  and forestry   Percent 85.1%
First-line supervisors of farming  fishing  and forestry Female
First-line supervisors of farming  fishing  and forestry   Number 9 130
First-line supervisors of farming  fishing  and forestry   Percent 14.9%
Agricultural inspectors 6010 (SOC 45-2011) Total  both sexes
Agricultural inspectors 6010 (SOC 45-2011)   Number 17 815
Agricultural inspectors 6010 (SOC 45-2011)   Percent 100.0%
Agricultural inspectors 6010 (SOC 45-2011) Male
Agricultural inspectors 6010 (SOC 45-2011)   Number 10 250
Agricultural inspectors 6010 (SOC 45-2011)   Percent 57.5%
Agricultural inspectors 6010 (SOC 45-2011) Female
Agricultural inspectors 6010 (SOC 45-2011)   Number 7 560
Agricultural inspectors 6010 (SOC 45-2011)   Percent 42.4%
Graders and sorters  agricultural products 6040 (SOC 45- Total  both sexes
Graders and sorters  agricultural products 6040 (SOC 45-   Number 56 665
Graders and sorters, agricultural products 6040 (SOC 45-   Percent 100.0%
Graders and sorters  agricultural products 6040 (SOC 45- Male
Graders and sorters  agricultural products 6040 (SOC 45-   Number 18 070
Graders and sorters, agricultural products 6040 (SOC 45-   Percent 31.9%
Graders and sorters  agricultural products 6040 (SOC 45- Female
Graders and sorters  agricultural products 6040 (SOC 45-   Number 38 595
Graders and sorters  agricultural products 6040 (SOC 45-   Percent 68.1%
Miscellaneous agricultural workers  including animal Total  both sexes
Miscellaneous agricultural workers  including animal   Number 871 090
Miscellaneous agricultural workers  including animal   Percent 100.0%
Miscellaneous agricultural workers  including animal Male
Miscellaneous agricultural workers  including animal   Number 682 060
Miscellaneous agricultural workers  including animal   Percent 78.3%
Miscellaneous agricultural workers  including animal Female
Miscellaneous agricultural workers  including animal   Number 189 030
Miscellaneous agricultural workers  including animal   Percent 21.7%
Fishing and hunting workers 6100 (SOC 45-3000) Total  both sexes
Fishing and hunting workers 6100 (SOC 45-3000)   Number 42 200
Fishing and hunting workers 6100 (SOC 45-3000)   Percent 100.0%
Fishing and hunting workers 6100 (SOC 45-3000) Male
Fishing and hunting workers 6100 (SOC 45-3000)   Number 40 070
Fishing and hunting workers 6100 (SOC 45-3000)   Percent 95.0%
Fishing and hunting workers 6100 (SOC 45-3000) Female
Fishing and hunting workers 6100 (SOC 45-3000)   Number 2 130
Fishing and hunting workers 6100 (SOC 45-3000)   Percent 5.0%
Forest and conservation workers 6120 (SOC 45-4011) Total, both sexes
Forest and conservation workers 6120 (SOC 45-4011)   Number 16 935
Forest and conservation workers 6120 (SOC 45-4011)   Percent 100.0%
Forest and conservation workers 6120 (SOC 45-4011) Male
Forest and conservation workers 6120 (SOC 45-4011)   Number 14 110
Forest and conservation workers 6120 (SOC 45-4011)   Percent 83.3%
Forest and conservation workers 6120 (SOC 45-4011) Female
Forest and conservation workers 6120 (SOC 45-4011)   Number 2 825
Forest and conservation workers 6120 (SOC 45-4011)   Percent 16.7%
Logging workers 6130 (SOC 45-4020) Total  both sexes
Logging workers 6130 (SOC 45-4020)   Number 85 905
Logging workers 6130 (SOC 45-4020)   Percent 100.0%
Logging workers 6130 (SOC 45-4020) Male
Logging workers 6130 (SOC 45-4020)   Number 83 750
Logging workers 6130 (SOC 45-4020)   Percent 97.5%
Logging workers 6130 (SOC 45-4020) Female
Logging workers 6130 (SOC 45-4020)   Number 2 155
Logging workers 6130 (SOC 45-4020)   Percent 2.5%
First-line supervisors of construction trades and extraction Total  both sexes
First-line supervisors of construction trades and extraction   Number 1 033 845
First-line supervisors of construction trades and extraction   Percent 100.0%
First-line supervisors of construction trades and extraction Male
First-line supervisors of construction trades and extraction   Number 1 003 545
First-line supervisors of construction trades and extraction   Percent 97.1%
First-line supervisors of construction trades and extraction Female
First-line supervisors of construction trades and extraction   Number 30,300
First-line supervisors of construction trades and extraction   Percent 2.9%
Boilermakers 6210 (SOC 47-2011) Total  both sexes
Boilermakers 6210 (SOC 47-2011)   Number 22,165
Boilermakers 6210 (SOC 47-2011)   Percent 100.0%
Boilermakers 6210 (SOC 47-2011) Male
Boilermakers 6210 (SOC 47-2011)   Number 21 655
Boilermakers 6210 (SOC 47-2011)   Percent 97.7%
Boilermakers 6210 (SOC 47-2011) Female
Boilermakers 6210 (SOC 47-2011)   Number 510
Boilermakers 6210 (SOC 47-2011)   Percent 2.3%
Brickmasons  blockmasons  and stonemasons 6220 (SOC Total  both sexes
Brickmasons  blockmasons  and stonemasons 6220 (SOC   Number 225 620



18.6% 15.4% 53.5% 9.5% 0.9% 0.7% 0.3% 0.1% 0.3% 0.1% 0.0% (X) (X) (X) 0.6%

41 810 34 540 119 320 21 300 1 910 1 415 635 205 725 215 75 (X) (X) (X) 1 310
18.5% 15.3% 52.9% 9.4% 0.8% 0.6% 0.3% 0.1% 0.3% 0.1% 0.0% (X) (X) (X) 0.6%

195 210 1 390 205 95 55 0 15 0 0 0 (X) (X) (X) 0
0.1% 0.1% 0.6% 0.1% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

238 595 176 945 1 066 245 77 795 14 730 20 420 2 965 1 570 8 260 2 080 440 (X) (X) (X) 9 845
14.7% 10.9% 65.8% 4.8% 0.9% 1.3% 0.2% 0.1% 0.5% 0.1% 0.0% (X) (X) (X) 0.6%

235 665 174 775 1 045 920 75 720 14 200 19 810 2 865 1 560 8 075 2 020 405 (X) (X) (X) 9 705
14.5% 10.8% 64.6% 4.7% 0.9% 1.2% 0.2% 0.1% 0.5% 0.1% 0.0% (X) (X) (X) 0.6%

2 930 2 170 20 330 2 075 535 610 100 10 190 60 35 (X) (X) (X) 140
0.2% 0.1% 1.3% 0.1% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

53 345 38 700 125 130 10 535 1 110 2 790 245 220 1 045 300 45 (X) (X) (X) 1 710
22.7% 16.5% 53.2% 4.5% 0.5% 1.2% 0.1% 0.1% 0.4% 0.1% 0.0% (X) (X) (X) 0.7%

52 280 38 290 121 900 10 320 1 040 2 640 245 220 990 295 45 (X) (X) (X) 1 565
22.2% 16.3% 51.8% 4.4% 0.4% 1.1% 0.1% 0.1% 0.4% 0.1% 0.0% (X) (X) (X) 0.7%

1 065 415 3 230 220 65 150 0 0 55 4 0 (X) (X) (X) 145
0.5% 0.2% 1.4% 0.1% 0.0% 0.1% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.1%

24 555 16 475 40 855 11 155 970 245 295 120 475 40 135 (X) (X) (X) 365
25.7% 17.2% 42.7% 11.7% 1.0% 0.3% 0.3% 0.1% 0.5% 0.0% 0.1% (X) (X) (X) 0.4%

24 440 16 295 40 155 11 025 960 245 295 120 460 40 135 (X) (X) (X) 365
25.5% 17.0% 42.0% 11.5% 1.0% 0.3% 0.3% 0.1% 0.5% 0.0% 0.1% (X) (X) (X) 0.4%

115 180 700 130 15 0 0 0 15 0 0 (X) (X) (X) 0
0.1% 0.2% 0.7% 0.1% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

409 000 312 920 982 095 154 495 16 410 26 855 3 855 2 895 9 610 2 085 785 (X) (X) (X) 11 325
21.2% 16.2% 50.8% 8.0% 0.8% 1.4% 0.2% 0.1% 0.5% 0.1% 0.0% (X) (X) (X) 0.6%

401 950 305 755 945 955 148 560 15 550 25 685 3 675 2 860 9 170 1 980 715 (X) (X) (X) 10 695
20.8% 15.8% 49.0% 7.7% 0.8% 1.3% 0.2% 0.1% 0.5% 0.1% 0.0% (X) (X) (X) 0.6%

7 045 7 160 36 145 5 935 860 1 170 175 35 440 105 65 (X) (X) (X) 630
0.4% 0.4% 1.9% 0.3% 0.0% 0.1% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

2 170 2 375 14 570 2 015 110 30 20 40 185 10 0 (X) (X) (X) 4
10.1% 11.0% 67.7% 9.4% 0.5% 0.1% 0.1% 0.2% 0.9% 0.0% 0.0% (X) (X) (X) 0.0%

2 170 2 355 13 975 1 985 110 30 10 40 180 10 0 (X) (X) (X) 4
10.1% 10.9% 64.9% 9.2% 0.5% 0.1% 0.0% 0.2% 0.8% 0.0% 0.0% (X) (X) (X) 0.0%

0 20 595 30 0 0 10 0 4 0 0 (X) (X) (X) 0
0.0% 0.1% 2.8% 0.1% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

33,965 21,425 321,700 25,785 5,880 1,565 915 305 3,455 310 225 (X) (X) (X) 1,855
8.1% 5.1% 77.1% 6.2% 1.4% 0.4% 0.2% 0.1% 0.8% 0.1% 0.1% (X) (X) (X) 0.4%

33 340 21 010 314 455 24 915 5 705 1 485 865 290 3 330 300 215 (X) (X) (X) 1 750
8.0% 5.0% 75.3% 6.0% 1.4% 0.4% 0.2% 0.1% 0.8% 0.1% 0.1% (X) (X) (X) 0.4%

630 415 7 250 865 175 80 50 15 125 10 15 (X) (X) (X) 105
0.2% 0.1% 1.7% 0.2% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

62 890 50 050 83 925 10 135 2 475 1 245 210 285 825 245 90 (X) (X) (X) 1 035
29.5% 23.5% 39.3% 4.7% 1.2% 0.6% 0.1% 0.1% 0.4% 0.1% 0.0% (X) (X) (X) 0.5%

61 915 49 255 81 370 9 775 2 355 1 245 210 285 745 245 90 (X) (X) (X) 1 025
29.0% 23.1% 38.1% 4.6% 1.1% 0.6% 0.1% 0.1% 0.3% 0.1% 0.0% (X) (X) (X) 0.5%

975 795 2 555 365 115 0 0 0 75 0 0 (X) (X) (X) 10
0.5% 0.4% 1.2% 0.2% 0.1% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

72 495 46 845 620 675 58 190 5 640 15 210 1 425 785 4 135 1 610 270 (X) (X) (X) 3 445
8.7% 5.6% 74.7% 7.0% 0.7% 1.8% 0.2% 0.1% 0.5% 0.2% 0.0% (X) (X) (X) 0.4%

71 240 46 030 608 190 56 365 5 430 14 845 1 355 755 3 975 1 580 245 (X) (X) (X) 3 385
8.6% 5.5% 73.2% 6.8% 0.7% 1.8% 0.2% 0.1% 0.5% 0.2% 0.0% (X) (X) (X) 0.4%

1 255 815 12 490 1 825 210 365 70 30 160 35 25 (X) (X) (X) 60
0.2% 0.1% 1.5% 0.2% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

5 185 4 150 34 500 2 100 410 710 115 75 285 85 0 (X) (X) (X) 285
10.8% 8.7% 72.0% 4.4% 0.9% 1.5% 0.2% 0.2% 0.6% 0.2% 0.0% (X) (X) (X) 0.6%

5 105 4 140 33 815 2 010 400 700 115 75 270 85 0 (X) (X) (X) 285
10.7% 8.6% 70.6% 4.2% 0.8% 1.5% 0.2% 0.2% 0.6% 0.2% 0.0% (X) (X) (X) 0.6%

75 10 685 90 10 10 0 0 15 0 0 (X) (X) (X) 0
0.2% 0.0% 1.4% 0.2% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

10 730 7 175 26 640 3 800 360 230 70 35 250 70 0 (X) (X) (X) 295
21.6% 14.4% 53.6% 7.7% 0.7% 0.5% 0.1% 0.1% 0.5% 0.1% 0.0% (X) (X) (X) 0.6%

10 395 6 935 25 750 3 470 325 215 70 35 210 70 0 (X) (X) (X) 225
20.9% 14.0% 51.9% 7.0% 0.7% 0.4% 0.1% 0.1% 0.4% 0.1% 0.0% (X) (X) (X) 0.5%

340 240 895 330 35 15 0 0 35 0 0 (X) (X) (X) 70
0.7% 0.5% 1.8% 0.7% 0.1% 0.0% 0.0% 0.0% 0.1% 0.0% 0.0% (X) (X) (X) 0.1%

138 910 122 050 347 110 44 275 3 505 10 845 880 850 2 580 955 305 (X) (X) (X) 4 445
20.5% 18.0% 51.3% 6.5% 0.5% 1.6% 0.1% 0.1% 0.4% 0.1% 0.0% (X) (X) (X) 0.7%

134 545 118 165 312 130 42 170 3 140 10 035 865 760 2 405 880 265 (X) (X) (X) 4 045
19.9% 17.5% 46.1% 6.2% 0.5% 1.5% 0.1% 0.1% 0.4% 0.1% 0.0% (X) (X) (X) 0.6%

4 365 3 885 34 980 2 110 365 810 20 90 175 75 40 (X) (X) (X) 400
0.6% 0.6% 5.2% 0.3% 0.1% 0.1% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.1%

895 415 7 010 270 30 275 0 0 35 25 0 (X) (X) (X) 25
10.0% 4.6% 78.0% 3.0% 0.3% 3.1% 0.0% 0.0% 0.4% 0.3% 0.0% (X) (X) (X) 0.3%

805 395 5 110 230 20 270 0 0 20 10 0 (X) (X) (X) 25
9.0% 4.4% 56.9% 2.6% 0.2% 3.0% 0.0% 0.0% 0.2% 0.1% 0.0% (X) (X) (X) 0.3%

90 25 1 900 40 10 4 0 0 15 15 0 (X) (X) (X) 0
1.0% 0.3% 21.1% 0.4% 0.1% 0.0% 0.0% 0.0% 0.2% 0.2% 0.0% (X) (X) (X) 0.0%

72 580 48 930 437 930 43 380 5 075 6 520 975 715 3 325 875 185 (X) (X) (X) 2 675
11.6% 7.9% 70.3% 7.0% 0.8% 1.0% 0.2% 0.1% 0.5% 0.1% 0.0% (X) (X) (X) 0.4%

71 750 48 250 431 620 42 695 4 915 6 420 975 715 3 210 850 185 (X) (X) (X) 2 530
11.5% 7.7% 69.3% 6.9% 0.8% 1.0% 0.2% 0.1% 0.5% 0.1% 0.0% (X) (X) (X) 0.4%

830 680 6 310 685 160 100 0 0 110 25 0 (X) (X) (X) 145
0.1% 0.1% 1.0% 0.1% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

17,650 11,895 15,325 4,270 160 75 45 4 35 15 15 (X) (X) (X) 300
35.5% 23.9% 30.8% 8.6% 0.3% 0.2% 0.1% 0.0% 0.1% 0.0% 0.0% (X) (X) (X) 0.6%

17,470 11,745 14,990 4,220 140 75 45 4 35 15 15 (X) (X) (X) 300
35.1% 23.6% 30.1% 8.5% 0.3% 0.2% 0.1% 0.0% 0.1% 0.0% 0.0% (X) (X) (X) 0.6%

175 155 340 45 20 0 0 0 0 0 0 (X) (X) (X) 0
0.4% 0.3% 0.7% 0.1% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

2 035 1 525 5 795 785 230 105 30 0 50 60 0 (X) (X) (X) 50
19.1% 14.3% 54.3% 7.4% 2.2% 1.0% 0.3% 0.0% 0.5% 0.6% 0.0% (X) (X) (X) 0.5%

2 035 1 520 5 660 780 230 105 30 0 50 60 0 (X) (X) (X) 50

Brickmasons, blockmasons, and stonemasons 6220 (SOC   Percent 100.0%
Brickmasons  blockmasons  and stonemasons 6220 (SOC Male
Brickmasons  blockmasons  and stonemasons 6220 (SOC   Number 223 455
Brickmasons, blockmasons, and stonemasons 6220 (SOC   Percent 99.0%
Brickmasons  blockmasons  and stonemasons 6220 (SOC Female
Brickmasons  blockmasons  and stonemasons 6220 (SOC   Number 2 165
Brickmasons  blockmasons  and stonemasons 6220 (SOC   Percent 1.0%
Carpenters 6230 (SOC 47-2031) Total  both sexes
Carpenters 6230 (SOC 47-2031)   Number 1 619 895
Carpenters 6230 (SOC 47-2031)   Percent 100.0%
Carpenters 6230 (SOC 47-2031) Male
Carpenters 6230 (SOC 47-2031)   Number 1 590 715
Carpenters 6230 (SOC 47-2031)   Percent 98.2%
Carpenters 6230 (SOC 47-2031) Female
Carpenters 6230 (SOC 47-2031)   Number 29 180
Carpenters 6230 (SOC 47-2031)   Percent 1.8%
Carpet  floor  and tile installers and finishers 6240 (SOC Total  both sexes
Carpet  floor  and tile installers and finishers 6240 (SOC   Number 235 185
Carpet  floor  and tile installers and finishers 6240 (SOC   Percent 100.0%
Carpet  floor  and tile installers and finishers 6240 (SOC Male
Carpet  floor  and tile installers and finishers 6240 (SOC   Number 229 835
Carpet  floor  and tile installers and finishers 6240 (SOC   Percent 97.7%
Carpet  floor  and tile installers and finishers 6240 (SOC Female
Carpet  floor  and tile installers and finishers 6240 (SOC   Number 5 350
Carpet  floor  and tile installers and finishers 6240 (SOC   Percent 2.3%
Cement masons, concrete finishers, and terrazzo workers Total, both sexes
Cement masons  concrete finishers  and terrazzo workers   Number 95 685
Cement masons  concrete finishers  and terrazzo workers   Percent 100.0%
Cement masons, concrete finishers, and terrazzo workers Male
Cement masons  concrete finishers  and terrazzo workers   Number 94 535
Cement masons  concrete finishers  and terrazzo workers   Percent 98.8%
Cement masons  concrete finishers  and terrazzo workers Female
Cement masons  concrete finishers  and terrazzo workers   Number 1 150
Cement masons  concrete finishers  and terrazzo workers   Percent 1.2%
Construction laborers 6260 (SOC 47-2061) Total  both sexes
Construction laborers 6260 (SOC 47-2061)   Number 1 932 325
Construction laborers 6260 (SOC 47-2061)   Percent 100.0%
Construction laborers 6260 (SOC 47-2061) Male
Construction laborers 6260 (SOC 47-2061)   Number 1 872 555
Construction laborers 6260 (SOC 47-2061)   Percent 96.9%
Construction laborers 6260 (SOC 47-2061) Female
Construction laborers 6260 (SOC 47-2061)   Number 59 770
Construction laborers 6260 (SOC 47-2061)   Percent 3.1%
Paving  surfacing  and tamping equipment operators 6300 Total  both sexes
Paving  surfacing  and tamping equipment operators 6300   Number 21 530
Paving  surfacing  and tamping equipment operators 6300   Percent 100.0%
Paving  surfacing  and tamping equipment operators 6300 Male
Paving  surfacing  and tamping equipment operators 6300   Number 20 865
Paving  surfacing  and tamping equipment operators 6300   Percent 96.9%
Paving  surfacing  and tamping equipment operators 6300 Female
Paving, surfacing, and tamping equipment operators 6300   Number 660
Paving  surfacing  and tamping equipment operators 6300   Percent 3.1%
Construction equipment operators except paving  Total  both sexes
Construction equipment operators except paving,   Number 417,390
Construction equipment operators except paving    Percent 100.0%
Construction equipment operators except paving  Male
Construction equipment operators except paving    Number 407 660
Construction equipment operators except paving    Percent 97.7%
Construction equipment operators except paving  Female
Construction equipment operators except paving    Number 9 730
Construction equipment operators except paving    Percent 2.3%
Drywall installers  ceiling tile installers  and tapers 6330 Total  both sexes
Drywall installers  ceiling tile installers  and tapers 6330   Number 213 410
Drywall installers  ceiling tile installers  and tapers 6330   Percent 100.0%
Drywall installers  ceiling tile installers  and tapers 6330 Male
Drywall installers  ceiling tile installers  and tapers 6330   Number 208 520
Drywall installers  ceiling tile installers  and tapers 6330   Percent 97.7%
Drywall installers  ceiling tile installers  and tapers 6330 Female
Drywall installers  ceiling tile installers  and tapers 6330   Number 4 895
Drywall installers  ceiling tile installers  and tapers 6330   Percent 2.3%
Electricians 6355 (SOC 47-2111) Total  both sexes
Electricians 6355 (SOC 47-2111)   Number 830 730
Electricians 6355 (SOC 47-2111)   Percent 100.0%
Electricians 6355 (SOC 47-2111) Male
Electricians 6355 (SOC 47-2111)   Number 813 400
Electricians 6355 (SOC 47-2111)   Percent 97.9%
Electricians 6355 (SOC 47-2111) Female
Electricians 6355 (SOC 47-2111)   Number 17 330
Electricians 6355 (SOC 47-2111)   Percent 2.1%
Glaziers 6360 (SOC 47-2121) Total  both sexes
Glaziers 6360 (SOC 47-2121)   Number 47 900
Glaziers 6360 (SOC 47-2121)   Percent 100.0%
Glaziers 6360 (SOC 47-2121) Male
Glaziers 6360 (SOC 47-2121)   Number 47 000
Glaziers 6360 (SOC 47-2121)   Percent 98.1%
Glaziers 6360 (SOC 47-2121) Female
Glaziers 6360 (SOC 47-2121)   Number 900
Glaziers 6360 (SOC 47-2121)   Percent 1.9%
Insulation workers 6400 (SOC 47-2130) Total  both sexes
Insulation workers 6400 (SOC 47-2130)   Number 49 660
Insulation workers 6400 (SOC 47-2130)   Percent 100.0%
Insulation workers 6400 (SOC 47-2130) Male
Insulation workers 6400 (SOC 47-2130)   Number 47 695
Insulation workers 6400 (SOC 47-2130)   Percent 96.0%
Insulation workers 6400 (SOC 47-2130) Female
Insulation workers 6400 (SOC 47-2130)   Number 1 960
Insulation workers 6400 (SOC 47-2130)   Percent 3.9%
Painters  construction and maintenance 6420 (SOC 47- Total  both sexes
Painters  construction and maintenance 6420 (SOC 47-   Number 676 715
Painters  construction and maintenance 6420 (SOC 47-   Percent 100.0%
Painters, construction and maintenance 6420 (SOC 47- Male
Painters  construction and maintenance 6420 (SOC 47-   Number 629 400
Painters  construction and maintenance 6420 (SOC 47-   Percent 93.0%
Painters, construction and maintenance 6420 (SOC 47- Female
Painters  construction and maintenance 6420 (SOC 47-   Number 47 315
Painters  construction and maintenance 6420 (SOC 47-   Percent 7.0%
Paperhangers 6430 (SOC 47-2142) Total  both sexes
Paperhangers 6430 (SOC 47-2142)   Number 8 985
Paperhangers 6430 (SOC 47-2142)   Percent 100.0%
Paperhangers 6430 (SOC 47-2142) Male
Paperhangers 6430 (SOC 47-2142)   Number 6 880
Paperhangers 6430 (SOC 47-2142)   Percent 76.6%
Paperhangers 6430 (SOC 47-2142) Female
Paperhangers 6430 (SOC 47-2142)   Number 2 105
Paperhangers 6430 (SOC 47-2142)   Percent 23.4%
Pipelayers  plumbers  pipefitters  and steamfitters 6440 Total  both sexes
Pipelayers  plumbers  pipefitters  and steamfitters 6440   Number 623 165
Pipelayers  plumbers  pipefitters  and steamfitters 6440   Percent 100.0%
Pipelayers  plumbers  pipefitters  and steamfitters 6440 Male
Pipelayers  plumbers  pipefitters  and steamfitters 6440   Number 614 125
Pipelayers  plumbers  pipefitters  and steamfitters 6440   Percent 98.5%
Pipelayers  plumbers  pipefitters  and steamfitters 6440 Female
Pipelayers  plumbers  pipefitters  and steamfitters 6440   Number 9 045
Pipelayers  plumbers  pipefitters  and steamfitters 6440   Percent 1.5%
Plasterers and stucco masons 6460 (SOC 47-2161) Total  both sexes
Plasterers and stucco masons 6460 (SOC 47-2161)   Number 49,780
Plasterers and stucco masons 6460 (SOC 47-2161)   Percent 100.0%
Plasterers and stucco masons 6460 (SOC 47-2161) Male
Plasterers and stucco masons 6460 (SOC 47-2161)   Number 49,050
Plasterers and stucco masons 6460 (SOC 47-2161)   Percent 98.5%
Plasterers and stucco masons 6460 (SOC 47-2161) Female
Plasterers and stucco masons 6460 (SOC 47-2161)   Number 735
Plasterers and stucco masons 6460 (SOC 47-2161)   Percent 1.5%
Reinforcing iron and rebar workers 6500 (SOC 47-2171) Total  both sexes
Reinforcing iron and rebar workers 6500 (SOC 47-2171)   Number 10 670
Reinforcing iron and rebar workers 6500 (SOC 47-2171)   Percent 100.0%
Reinforcing iron and rebar workers 6500 (SOC 47-2171) Male
Reinforcing iron and rebar workers 6500 (SOC 47-2171)   Number 10 525



19.1% 14.2% 53.0% 7.3% 2.2% 1.0% 0.3% 0.0% 0.5% 0.6% 0.0% (X) (X) (X) 0.5%

0 4 140 4 0 0 0 0 0 0 0 (X) (X) (X) 0
0.0% 0.0% 1.3% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

63 160 50 450 119 665 15 315 2 225 1 235 470 635 1 145 285 80 (X) (X) (X) 895
24.7% 19.7% 46.8% 6.0% 0.9% 0.5% 0.2% 0.2% 0.4% 0.1% 0.0% (X) (X) (X) 0.4%

62 750 50 185 117 575 15 205 2 105 1 215 470 635 1 100 285 80 (X) (X) (X) 895
24.6% 19.6% 46.0% 5.9% 0.8% 0.5% 0.2% 0.2% 0.4% 0.1% 0.0% (X) (X) (X) 0.4%

410 265 2 090 110 120 20 0 0 45 0 0 (X) (X) (X) 0
0.2% 0.1% 0.8% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

12 555 8 860 112 220 8 530 720 2 495 205 250 885 185 55 (X) (X) (X) 455
8.5% 6.0% 76.1% 5.8% 0.5% 1.7% 0.1% 0.2% 0.6% 0.1% 0.0% (X) (X) (X) 0.3%

12 310 8 365 108 120 7 900 670 2 355 190 250 780 165 45 (X) (X) (X) 435
8.4% 5.7% 73.3% 5.4% 0.5% 1.6% 0.1% 0.2% 0.5% 0.1% 0.0% (X) (X) (X) 0.3%

245 495 4 100 630 50 140 15 0 105 20 10 (X) (X) (X) 20
0.2% 0.3% 2.8% 0.4% 0.0% 0.1% 0.0% 0.0% 0.1% 0.0% 0.0% (X) (X) (X) 0.0%

7 470 5 630 53 905 5 555 1 195 850 255 205 415 100 60 (X) (X) (X) 265
9.8% 7.4% 71.0% 7.3% 1.6% 1.1% 0.3% 0.3% 0.5% 0.1% 0.1% (X) (X) (X) 0.3%

7 320 5 535 52 770 5 220 1 150 805 255 160 395 85 60 (X) (X) (X) 265
9.6% 7.3% 69.5% 6.9% 1.5% 1.1% 0.3% 0.2% 0.5% 0.1% 0.1% (X) (X) (X) 0.3%

150 95 1 135 335 45 45 0 45 20 15 0 (X) (X) (X) 0
0.2% 0.1% 1.5% 0.4% 0.1% 0.1% 0.0% 0.1% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

23 430 16 260 46 315 8 965 915 1 185 100 160 515 195 20 (X) (X) (X) 430
23.8% 16.5% 47.0% 9.1% 0.9% 1.2% 0.1% 0.2% 0.5% 0.2% 0.0% (X) (X) (X) 0.4%

22 780 15 760 43 830 8 620 820 1 005 100 160 510 180 20 (X) (X) (X) 430
23.1% 16.0% 44.5% 8.8% 0.8% 1.0% 0.1% 0.2% 0.5% 0.2% 0.0% (X) (X) (X) 0.4%

650 500 2 485 345 90 175 0 0 4 15 0 (X) (X) (X) 0
0.7% 0.5% 2.5% 0.4% 0.1% 0.2% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

6 195 2 875 85 170 9 270 820 2 790 195 105 525 130 40 (X) (X) (X) 230
5.7% 2.7% 78.6% 8.6% 0.8% 2.6% 0.2% 0.1% 0.5% 0.1% 0.0% (X) (X) (X) 0.2%

5 475 2 440 76 720 7 410 740 2 565 180 105 475 105 30 (X) (X) (X) 190
5.1% 2.3% 70.8% 6.8% 0.7% 2.4% 0.2% 0.1% 0.4% 0.1% 0.0% (X) (X) (X) 0.2%

720 435 8 450 1 860 80 225 15 0 55 25 10 (X) (X) (X) 45
0.7% 0.4% 7.8% 1.7% 0.1% 0.2% 0.0% 0.0% 0.1% 0.0% 0.0% (X) (X) (X) 0.0%

1,950 1,050 23,935 1,715 45 395 75 10 130 130 0 (X) (X) (X) 80
6.6% 3.6% 81.1% 5.8% 0.2% 1.3% 0.3% 0.0% 0.4% 0.4% 0.0% (X) (X) (X) 0.3%

1,925 1,010 23,560 1,625 45 395 75 10 125 130 0 (X) (X) (X) 80
6.5% 3.4% 79.8% 5.5% 0.2% 1.3% 0.3% 0.0% 0.4% 0.4% 0.0% (X) (X) (X) 0.3%

25 35 375 95 0 0 0 0 4 0 0 (X) (X) (X) 0
0.1% 0.1% 1.3% 0.3% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

7 465 3 700 21 575 1 755 345 150 90 35 305 25 4 (X) (X) (X) 125
21.0% 10.4% 60.7% 4.9% 1.0% 0.4% 0.3% 0.1% 0.9% 0.1% 0.0% (X) (X) (X) 0.4%

7 375 3 670 21 180 1 735 345 150 90 35 305 25 4 (X) (X) (X) 125
20.7% 10.3% 59.5% 4.9% 1.0% 0.4% 0.3% 0.1% 0.9% 0.1% 0.0% (X) (X) (X) 0.4%

90 25 395 20 0 0 0 0 0 0 0 (X) (X) (X) 0
0.3% 0.1% 1.1% 0.1% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

4 880 4 370 18 535 6 005 425 690 55 45 130 15 60 (X) (X) (X) 190
13.8% 12.3% 52.4% 17.0% 1.2% 1.9% 0.2% 0.1% 0.4% 0.0% 0.2% (X) (X) (X) 0.5%

4 005 3 715 15 605 4 645 340 485 55 45 130 0 60 (X) (X) (X) 170
11.3% 10.5% 44.1% 13.1% 1.0% 1.4% 0.2% 0.1% 0.4% 0.0% 0.2% (X) (X) (X) 0.5%

870 655 2 930 1 360 85 205 0 0 0 15 0 (X) (X) (X) 15
2.5% 1.9% 8.3% 3.8% 0.2% 0.6% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

7 790 5 170 82 245 11 615 1 260 405 90 75 545 65 100 (X) (X) (X) 415
7.1% 4.7% 74.9% 10.6% 1.1% 0.4% 0.1% 0.1% 0.5% 0.1% 0.1% (X) (X) (X) 0.4%

7 625 5 015 79 180 11 220 1 225 395 90 75 520 65 65 (X) (X) (X) 395
6.9% 4.6% 72.1% 10.2% 1.1% 0.4% 0.1% 0.1% 0.5% 0.1% 0.1% (X) (X) (X) 0.4%

165 155 3 065 395 35 10 0 0 25 0 35 (X) (X) (X) 20
0.2% 0.1% 2.8% 0.4% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

970 600 7 990 2 115 150 160 0 60 30 15 0 (X) (X) (X) 0
8.0% 5.0% 66.1% 17.5% 1.2% 1.3% 0.0% 0.5% 0.2% 0.1% 0.0% (X) (X) (X) 0.0%

940 600 7 880 2 070 150 160 0 60 30 15 0 (X) (X) (X) 0
7.8% 5.0% 65.2% 17.1% 1.2% 1.3% 0.0% 0.5% 0.2% 0.1% 0.0% (X) (X) (X) 0.0%

35 0 110 50 0 0 0 0 0 0 0 (X) (X) (X) 0
0.3% 0.0% 0.9% 0.4% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

7 365 5 150 33 740 4 850 290 640 110 20 350 40 10 (X) (X) (X) 525
13.9% 9.7% 63.5% 9.1% 0.5% 1.2% 0.2% 0.0% 0.7% 0.1% 0.0% (X) (X) (X) 1.0%

7 075 5 010 32 490 4 565 270 615 110 20 350 15 10 (X) (X) (X) 525
13.3% 9.4% 61.2% 8.6% 0.5% 1.2% 0.2% 0.0% 0.7% 0.0% 0.0% (X) (X) (X) 1.0%

290 145 1 250 285 15 20 4 0 0 25 0 (X) (X) (X) 0
0.5% 0.3% 2.4% 0.5% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

6 560 2 790 28 675 2 320 845 55 4 25 540 80 0 (X) (X) (X) 45
15.6% 6.7% 68.4% 5.5% 2.0% 0.1% 0.0% 0.1% 1.3% 0.2% 0.0% (X) (X) (X) 0.1%

6 510 2 780 28 380 2 290 800 55 4 25 535 65 0 (X) (X) (X) 45
15.5% 6.6% 67.7% 5.5% 1.9% 0.1% 0.0% 0.1% 1.3% 0.2% 0.0% (X) (X) (X) 0.1%

50 10 295 25 45 0 0 0 4 15 0 (X) (X) (X) 0
0.1% 0.0% 0.7% 0.1% 0.1% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

1 885 1 085 23 845 885 320 115 50 85 195 25 0 (X) (X) (X) 40
6.6% 3.8% 83.6% 3.1% 1.1% 0.4% 0.2% 0.3% 0.7% 0.1% 0.0% (X) (X) (X) 0.1%

1 830 1 085 23 620 860 310 115 50 85 195 25 0 (X) (X) (X) 40
6.4% 3.8% 82.8% 3.0% 1.1% 0.4% 0.2% 0.3% 0.7% 0.1% 0.0% (X) (X) (X) 0.1%

55 0 225 30 10 0 0 0 0 0 0 (X) (X) (X) 0
0.2% 0.0% 0.8% 0.1% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

715 485 8 635 1 085 90 65 20 40 35 20 10 (X) (X) (X) 45
6.4% 4.3% 76.8% 9.6% 0.8% 0.6% 0.2% 0.4% 0.3% 0.2% 0.1% (X) (X) (X) 0.4%

695 470 8,200 910 90 65 20 0 35 20 10 (X) (X) (X) 20
6.2% 4.2% 72.9% 8.1% 0.8% 0.6% 0.2% 0.0% 0.3% 0.2% 0.1% (X) (X) (X) 0.2%

20 20 440 175 0 0 0 40 0 0 0 (X) (X) (X) 25
0.2% 0.2% 3.9% 1.6% 0.0% 0.0% 0.0% 0.4% 0.0% 0.0% 0.0% (X) (X) (X) 0.2%

4 730 2 570 49 825 2 215 575 245 30 15 345 35 25 (X) (X) (X) 80
7.8% 4.2% 82.1% 3.6% 0.9% 0.4% 0.0% 0.0% 0.6% 0.1% 0.0% (X) (X) (X) 0.1%

4 595 2 520 48 885 2 090 535 200 30 15 285 35 25 (X) (X) (X) 60
7.6% 4.2% 80.5% 3.4% 0.9% 0.3% 0.0% 0.0% 0.5% 0.1% 0.0% (X) (X) (X) 0.1%

135 50 940 120 45 45 0 0 60 0 0 (X) (X) (X) 15

Reinforcing iron and rebar workers 6500 (SOC 47-2171)   Percent 98.6%
Reinforcing iron and rebar workers 6500 (SOC 47-2171) Female
Reinforcing iron and rebar workers 6500 (SOC 47-2171)   Number 145
Reinforcing iron and rebar workers 6500 (SOC 47-2171)   Percent 1.4%
Roofers 6515 (SOC 47-2181) Total  both sexes
Roofers 6515 (SOC 47-2181)   Number 255 565
Roofers 6515 (SOC 47-2181)   Percent 100.0%
Roofers 6515 (SOC 47-2181) Male
Roofers 6515 (SOC 47-2181)   Number 252 500
Roofers 6515 (SOC 47-2181)   Percent 98.8%
Roofers 6515 (SOC 47-2181) Female
Roofers 6515 (SOC 47-2181)   Number 3 065
Roofers 6515 (SOC 47-2181)   Percent 1.2%
Sheet metal workers 6520 (SOC 47-2211) Total  both sexes
Sheet metal workers 6520 (SOC 47-2211)   Number 147 415
Sheet metal workers 6520 (SOC 47-2211)   Percent 100.0%
Sheet metal workers 6520 (SOC 47-2211) Male
Sheet metal workers 6520 (SOC 47-2211)   Number 141 580
Sheet metal workers 6520 (SOC 47-2211)   Percent 96.0%
Sheet metal workers 6520 (SOC 47-2211) Female
Sheet metal workers 6520 (SOC 47-2211)   Number 5 830
Sheet metal workers 6520 (SOC 47-2211)   Percent 4.0%
Structural iron and steel workers 6530 (SOC 47-2221) Total  both sexes
Structural iron and steel workers 6530 (SOC 47-2221)   Number 75 900
Structural iron and steel workers 6530 (SOC 47-2221)   Percent 100.0%
Structural iron and steel workers 6530 (SOC 47-2221) Male
Structural iron and steel workers 6530 (SOC 47-2221)   Number 74 015
Structural iron and steel workers 6530 (SOC 47-2221)   Percent 97.5%
Structural iron and steel workers 6530 (SOC 47-2221) Female
Structural iron and steel workers 6530 (SOC 47-2221)   Number 1 885
Structural iron and steel workers 6530 (SOC 47-2221)   Percent 2.5%
Helpers  construction trades 6600 (SOC 47-3010) Total  both sexes
Helpers  construction trades 6600 (SOC 47-3010)   Number 98 490
Helpers  construction trades 6600 (SOC 47-3010)   Percent 100.0%
Helpers  construction trades 6600 (SOC 47-3010) Male
Helpers  construction trades 6600 (SOC 47-3010)   Number 94 220
Helpers  construction trades 6600 (SOC 47-3010)   Percent 95.7%
Helpers  construction trades 6600 (SOC 47-3010) Female
Helpers  construction trades 6600 (SOC 47-3010)   Number 4 265
Helpers  construction trades 6600 (SOC 47-3010)   Percent 4.3%
Construction and bu lding inspectors 6660 (SOC 47-4011) Total  both sexes
Construction and bu lding inspectors 6660 (SOC 47-4011)   Number 108 345
Construction and bu lding inspectors 6660 (SOC 47-4011)   Percent 100.0%
Construction and bu lding inspectors 6660 (SOC 47-4011) Male
Construction and bu lding inspectors 6660 (SOC 47-4011)   Number 96 430
Construction and bu lding inspectors 6660 (SOC 47-4011)   Percent 89.0%
Construction and bu lding inspectors 6660 (SOC 47-4011) Female
Construction and bu lding inspectors 6660 (SOC 47-4011)   Number 11 915
Construction and bu lding inspectors 6660 (SOC 47-4011)   Percent 11.0%
Elevator installers and repairers 6700 (SOC 47-4021) Total  both sexes
Elevator installers and repairers 6700 (SOC 47-4021)   Number 29,510
Elevator installers and repairers 6700 (SOC 47-4021)   Percent 100.0%
Elevator installers and repairers 6700 (SOC 47-4021) Male
Elevator installers and repairers 6700 (SOC 47-4021)   Number 28,980
Elevator installers and repairers 6700 (SOC 47-4021)   Percent 98.2%
Elevator installers and repairers 6700 (SOC 47-4021) Female
Elevator installers and repairers 6700 (SOC 47-4021)   Number 535
Elevator installers and repairers 6700 (SOC 47-4021)   Percent 1.8%
Fence erectors 6710 (SOC 47-4031) Total  both sexes
Fence erectors 6710 (SOC 47-4031)   Number 35 570
Fence erectors 6710 (SOC 47-4031)   Percent 100.0%
Fence erectors 6710 (SOC 47-4031) Male
Fence erectors 6710 (SOC 47-4031)   Number 35 035
Fence erectors 6710 (SOC 47-4031)   Percent 98.5%
Fence erectors 6710 (SOC 47-4031) Female
Fence erectors 6710 (SOC 47-4031)   Number 535
Fence erectors 6710 (SOC 47-4031)   Percent 1.5%
Hazardous materials removal workers 6720 (SOC 47- Total  both sexes
Hazardous materials removal workers 6720 (SOC 47-   Number 35 395
Hazardous materials removal workers 6720 (SOC 47-   Percent 100.0%
Hazardous materials removal workers 6720 (SOC 47- Male
Hazardous materials removal workers 6720 (SOC 47-   Number 29 260
Hazardous materials removal workers 6720 (SOC 47-   Percent 82.7%
Hazardous materials removal workers 6720 (SOC 47- Female
Hazardous materials removal workers 6720 (SOC 47-   Number 6 135
Hazardous materials removal workers 6720 (SOC 47-   Percent 17.3%
Highway maintenance workers 6730 (SOC 47-4051) Total  both sexes
Highway maintenance workers 6730 (SOC 47-4051)   Number 109 780
Highway maintenance workers 6730 (SOC 47-4051)   Percent 100.0%
Highway maintenance workers 6730 (SOC 47-4051) Male
Highway maintenance workers 6730 (SOC 47-4051)   Number 105 875
Highway maintenance workers 6730 (SOC 47-4051)   Percent 96.4%
Highway maintenance workers 6730 (SOC 47-4051) Female
Highway maintenance workers 6730 (SOC 47-4051)   Number 3 905
Highway maintenance workers 6730 (SOC 47-4051)   Percent 3.6%
Rail-track laying and maintenance equipment operators Total  both sexes
Rail-track laying and maintenance equipment operators   Number 12 090
Rail-track laying and maintenance equipment operators   Percent 100.0%
Rail-track laying and maintenance equipment operators Male
Rail-track laying and maintenance equipment operators   Number 11 895
Rail-track laying and maintenance equipment operators   Percent 98.4%
Rail-track laying and maintenance equipment operators Female
Rail-track laying and maintenance equipment operators   Number 190
Rail-track laying and maintenance equipment operators   Percent 1.6%
Miscellaneous construction workers  including solar Total  both sexes
Miscellaneous construction workers  including solar   Number 53 095
Miscellaneous construction workers  including solar   Percent 100.0%
Miscellaneous construction workers  including solar Male
Miscellaneous construction workers  including solar   Number 51 055
Miscellaneous construction workers  including solar   Percent 96.2%
Miscellaneous construction workers, including solar Female
Miscellaneous construction workers  including solar   Number 2 035
Miscellaneous construction workers  including solar   Percent 3.8%
Derrick, rotary drill, and service unit operators, and Total, both sexes
Derrick  rotary drill  and service unit operators  and   Number 41 935
Derrick  rotary drill  and service unit operators  and   Percent 100.0%
Derrick  rotary drill  and service unit operators  and Male
Derrick  rotary drill  and service unit operators  and   Number 41 495
Derrick  rotary drill  and service unit operators  and   Percent 99.0%
Derrick  rotary drill  and service unit operators  and Female
Derrick  rotary drill  and service unit operators  and   Number 445
Derrick  rotary drill  and service unit operators  and   Percent 1.1%
Earth drillers  except oil and gas 6820 (SOC 47-5021) Total  both sexes
Earth drillers  except oil and gas 6820 (SOC 47-5021)   Number 28 535
Earth drillers  except oil and gas 6820 (SOC 47-5021)   Percent 100.0%
Earth drillers  except oil and gas 6820 (SOC 47-5021) Male
Earth drillers  except oil and gas 6820 (SOC 47-5021)   Number 28 215
Earth drillers  except oil and gas 6820 (SOC 47-5021)   Percent 98.9%
Earth drillers  except oil and gas 6820 (SOC 47-5021) Female
Earth drillers  except oil and gas 6820 (SOC 47-5021)   Number 320
Earth drillers  except oil and gas 6820 (SOC 47-5021)   Percent 1.1%
Explosives workers  ordnance handling experts  and Total  both sexes
Explosives workers  ordnance handling experts  and   Number 11 245
Explosives workers  ordnance handling experts  and   Percent 100.0%
Explosives workers  ordnance handling experts  and Male
Explosives workers, ordnance handling experts, and   Number 10,525
Explosives workers  ordnance handling experts  and   Percent 93.6%
Explosives workers  ordnance handling experts  and Female
Explosives workers, ordnance handling experts, and   Number 720
Explosives workers  ordnance handling experts  and   Percent 6.4%
Mining machine operators 6840 (SOC 47-5040) Total  both sexes
Mining machine operators 6840 (SOC 47-5040)   Number 60 695
Mining machine operators 6840 (SOC 47-5040)   Percent 100.0%
Mining machine operators 6840 (SOC 47-5040) Male
Mining machine operators 6840 (SOC 47-5040)   Number 59 280
Mining machine operators 6840 (SOC 47-5040)   Percent 97.7%
Mining machine operators 6840 (SOC 47-5040) Female
Mining machine operators 6840 (SOC 47-5040)   Number 1 415



0.2% 0.1% 1.5% 0.2% 0.1% 0.1% 0.0% 0.0% 0.1% 0.0% 0.0% (X) (X) (X) 0.0%

9 275 4 195 49 030 3 800 1 180 305 120 20 435 40 10 (X) (X) (X) 185
13.5% 6.1% 71.5% 5.5% 1.7% 0.4% 0.2% 0.0% 0.6% 0.1% 0.0% (X) (X) (X) 0.3%

9 105 4 055 48 100 3 735 1 150 305 120 0 435 40 10 (X) (X) (X) 185
13.3% 5.9% 70.1% 5.4% 1.7% 0.4% 0.2% 0.0% 0.6% 0.1% 0.0% (X) (X) (X) 0.3%

170 135 930 65 30 0 0 20 0 0 0 (X) (X) (X) 0
0.2% 0.2% 1.4% 0.1% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

18 925 11 375 248 720 23 825 1 590 6 070 535 375 1 655 430 210 (X) (X) (X) 1 160
6.0% 3.6% 79.0% 7.6% 0.5% 1.9% 0.2% 0.1% 0.5% 0.1% 0.1% (X) (X) (X) 0.4%

17 205 10 100 233 410 20 255 1 540 5 590 475 350 1 550 420 210 (X) (X) (X) 1 090
5.5% 3.2% 74.1% 6.4% 0.5% 1.8% 0.2% 0.1% 0.5% 0.1% 0.1% (X) (X) (X) 0.3%

1 720 1 275 15 310 3 575 50 480 60 25 105 10 0 (X) (X) (X) 70
0.5% 0.4% 4.9% 1.1% 0.0% 0.2% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

17 810 11 700 201 145 30 870 1 190 18 825 570 545 990 1 330 355 (X) (X) (X) 1 830
6.2% 4.1% 70.0% 10.8% 0.4% 6.6% 0.2% 0.2% 0.3% 0.5% 0.1% (X) (X) (X) 0.6%

16 015 9 905 177 845 25 150 970 16 610 545 450 865 1 215 265 (X) (X) (X) 1 475
5.6% 3.4% 61.9% 8.8% 0.3% 5.8% 0.2% 0.2% 0.3% 0.4% 0.1% (X) (X) (X) 0.5%

1 795 1 795 23 300 5 720 220 2 215 25 95 125 115 90 (X) (X) (X) 355
0.6% 0.6% 8.1% 2.0% 0.1% 0.8% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.1%

13 325 9 335 139 285 24 245 795 6 610 195 205 680 530 95 (X) (X) (X) 695
6.8% 4.8% 71.1% 12.4% 0.4% 3.4% 0.1% 0.1% 0.3% 0.3% 0.0% (X) (X) (X) 0.4%

11 550 8 320 125 420 18 675 675 5 320 115 185 600 495 95 (X) (X) (X) 545
5.9% 4.2% 64.0% 9.5% 0.3% 2.7% 0.1% 0.1% 0.3% 0.3% 0.0% (X) (X) (X) 0.3%

1 775 1 020 13 865 5 575 120 1 290 80 20 80 40 0 (X) (X) (X) 150
0.9% 0.5% 7.1% 2.8% 0.1% 0.7% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.1%

1 840 480 13 165 1 345 95 585 35 25 155 30 0 (X) (X) (X) 105
10.3% 2.7% 73.7% 7.5% 0.5% 3.3% 0.2% 0.1% 0.9% 0.2% 0.0% (X) (X) (X) 0.6%

1 720 390 12 170 1 235 85 475 35 25 110 30 0 (X) (X) (X) 105
9.6% 2.2% 68.1% 6.9% 0.5% 2.7% 0.2% 0.1% 0.6% 0.2% 0.0% (X) (X) (X) 0.6%

125 90 1 000 115 10 110 0 0 50 0 0 (X) (X) (X) 0
0.7% 0.5% 5.6% 0.6% 0.1% 0.6% 0.0% 0.0% 0.3% 0.0% 0.0% (X) (X) (X) 0.0%

2 675 1 945 21 895 2 195 270 1 000 50 15 130 105 0 (X) (X) (X) 50
8.8% 6.4% 72.2% 7.2% 0.9% 3.3% 0.2% 0.0% 0.4% 0.3% 0.0% (X) (X) (X) 0.2%

2,410 1,790 21,085 2,005 270 970 50 15 115 105 0 (X) (X) (X) 50
7.9% 5.9% 69.5% 6.6% 0.9% 3.2% 0.2% 0.0% 0.4% 0.3% 0.0% (X) (X) (X) 0.2%

265 155 810 190 0 30 0 0 15 0 0 (X) (X) (X) 0
0.9% 0.5% 2.7% 0.6% 0.0% 0.1% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

590 410 14 225 1 295 140 440 15 15 115 4 0 (X) (X) (X) 65
3.4% 2.4% 82.2% 7.5% 0.8% 2.5% 0.1% 0.1% 0.7% 0.0% 0.0% (X) (X) (X) 0.4%

580 400 13 810 1 265 90 390 15 15 90 4 0 (X) (X) (X) 65
3.4% 2.3% 79.8% 7.3% 0.5% 2.3% 0.1% 0.1% 0.5% 0.0% 0.0% (X) (X) (X) 0.4%

10 15 415 30 50 50 0 0 30 0 0 (X) (X) (X) 0
0.1% 0.1% 2.4% 0.2% 0.3% 0.3% 0.0% 0.0% 0.2% 0.0% 0.0% (X) (X) (X) 0.0%

1 785 1 310 14 350 1 810 120 490 20 60 80 45 25 (X) (X) (X) 130
8.8% 6.5% 71.0% 9.0% 0.6% 2.4% 0.1% 0.3% 0.4% 0.2% 0.1% (X) (X) (X) 0.6%

1 720 1 230 13 570 1 540 115 450 20 60 55 30 0 (X) (X) (X) 95
8.5% 6.1% 67.1% 7.6% 0.6% 2.2% 0.1% 0.3% 0.3% 0.1% 0.0% (X) (X) (X) 0.5%

65 85 775 270 4 40 0 0 25 10 25 (X) (X) (X) 35
0.3% 0.4% 3.8% 1.3% 0.0% 0.2% 0.0% 0.0% 0.1% 0.0% 0.1% (X) (X) (X) 0.2%

6 165 4 615 43 540 6 000 320 2 555 80 105 410 170 25 (X) (X) (X) 275
9.6% 7.2% 67.8% 9.3% 0.5% 4.0% 0.1% 0.2% 0.6% 0.3% 0.0% (X) (X) (X) 0.4%

6 060 4 295 42 310 5 710 250 2 450 80 105 390 170 25 (X) (X) (X) 275
9.4% 6.7% 65.8% 8.9% 0.4% 3.8% 0.1% 0.2% 0.6% 0.3% 0.0% (X) (X) (X) 0.4%

110 315 1 230 290 70 100 0 0 20 0 0 (X) (X) (X) 0
0.2% 0.5% 1.9% 0.5% 0.1% 0.2% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

6 410 3 620 42 325 5 050 315 1 505 165 270 320 190 15 (X) (X) (X) 285
10.6% 6.0% 70.0% 8.4% 0.5% 2.5% 0.3% 0.4% 0.5% 0.3% 0.0% (X) (X) (X) 0.5%

6 300 3 545 41 180 4 780 300 1 485 165 250 320 190 15 (X) (X) (X) 275
10.4% 5.9% 68.1% 7.9% 0.5% 2.5% 0.3% 0.4% 0.5% 0.3% 0.0% (X) (X) (X) 0.5%

115 70 1 145 265 15 20 0 20 0 0 0 (X) (X) (X) 10
0.2% 0.1% 1.9% 0.4% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

13 515 6 710 112 285 12 630 860 7 070 680 260 995 510 110 (X) (X) (X) 980
8.6% 4.3% 71.7% 8.1% 0.5% 4.5% 0.4% 0.2% 0.6% 0.3% 0.1% (X) (X) (X) 0.6%

12 905 6 430 107 305 11 855 740 6 615 650 260 915 510 110 (X) (X) (X) 945
8.2% 4.1% 68.5% 7.6% 0.5% 4.2% 0.4% 0.2% 0.6% 0.3% 0.1% (X) (X) (X) 0.6%

610 280 4 980 770 115 455 30 0 75 0 0 (X) (X) (X) 35
0.4% 0.2% 3.2% 0.5% 0.1% 0.3% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

23 040 15 535 116 030 9 320 1 080 4 125 75 95 880 230 25 (X) (X) (X) 760
13.5% 9.1% 67.8% 5.4% 0.6% 2.4% 0.0% 0.1% 0.5% 0.1% 0.0% (X) (X) (X) 0.4%

22 765 15 300 113 885 9 075 1 060 4 070 75 95 875 230 25 (X) (X) (X) 735
13.3% 8.9% 66.5% 5.3% 0.6% 2.4% 0.0% 0.1% 0.5% 0.1% 0.0% (X) (X) (X) 0.4%

275 230 2 140 240 20 50 0 0 4 0 0 (X) (X) (X) 25
0.2% 0.1% 1.3% 0.1% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

2 680 1 790 14 400 940 75 320 0 40 100 0 0 (X) (X) (X) 160
13.1% 8.7% 70.2% 4.6% 0.4% 1.6% 0.0% 0.2% 0.5% 0.0% 0.0% (X) (X) (X) 0.8%

2 600 1 740 13 980 895 45 285 0 40 90 0 0 (X) (X) (X) 160
12.7% 8.5% 68.2% 4.4% 0.2% 1.4% 0.0% 0.2% 0.4% 0.0% 0.0% (X) (X) (X) 0.8%

85 55 420 45 30 35 0 0 10 0 0 (X) (X) (X) 0
0.4% 0.3% 2.0% 0.2% 0.1% 0.2% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

96 000 72 070 601 520 65 860 5 195 30 175 1 415 1 045 3 970 2 010 340 (X) (X) (X) 5 070
10.9% 8.1% 68.0% 7.4% 0.6% 3.4% 0.2% 0.1% 0.4% 0.2% 0.0% (X) (X) (X) 0.6%

94 635 71 295 592 700 64 265 5 140 29 670 1 415 1 025 3 910 1 955 340 (X) (X) (X) 4 995
10.7% 8.1% 67.0% 7.3% 0.6% 3.4% 0.2% 0.1% 0.4% 0.2% 0.0% (X) (X) (X) 0.6%

1,365 775 8,820 1,595 55 505 0 20 60 50 0 (X) (X) (X) 75
0.2% 0.1% 1.0% 0.2% 0.0% 0.1% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

23,950 15,860 236,955 23,805 1,950 5,155 615 280 1,655 410 60 (X) (X) (X) 1,365
7.7% 5.1% 75.9% 7.6% 0.6% 1.7% 0.2% 0.1% 0.5% 0.1% 0.0% (X) (X) (X) 0.4%

23 590 15 715 234 745 23 245 1 880 5 110 615 280 1 635 410 60 (X) (X) (X) 1 275
7.6% 5.0% 75.2% 7.4% 0.6% 1.6% 0.2% 0.1% 0.5% 0.1% 0.0% (X) (X) (X) 0.4%

360 145 2 210 560 70 45 0 0 25 0 0 (X) (X) (X) 90
0.1% 0.0% 0.7% 0.2% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

16 955 11 195 175 180 10 675 1 820 2 220 350 115 1 225 250 60 (X) (X) (X) 565

Mining machine operators 6840 (SOC 47-5040)   Percent 2.3%
Miscellaneous extraction workers  including roof bolters Total  both sexes
Miscellaneous extraction workers  including roof bolters   Number 68 595
Miscellaneous extraction workers, including roof bolters   Percent 100.0%
Miscellaneous extraction workers  including roof bolters Male
Miscellaneous extraction workers  including roof bolters   Number 67 245
Miscellaneous extraction workers  including roof bolters   Percent 98.0%
Miscellaneous extraction workers  including roof bolters Female
Miscellaneous extraction workers  including roof bolters   Number 1 355
Miscellaneous extraction workers  including roof bolters   Percent 2.0%
First-line supervisors of mechanics  insta lers  and Total  both sexes
First-line supervisors of mechanics  insta lers  and   Number 314 875
First-line supervisors of mechanics  insta lers  and   Percent 100.0%
First-line supervisors of mechanics  insta lers  and Male
First-line supervisors of mechanics  insta lers  and   Number 292 195
First-line supervisors of mechanics  insta lers  and   Percent 92.8%
First-line supervisors of mechanics  insta lers  and Female
First-line supervisors of mechanics  insta lers  and   Number 22 680
First-line supervisors of mechanics  insta lers  and   Percent 7.2%
Computer  automated teller  and office machine repairers Total  both sexes
Computer  automated teller  and office machine repairers   Number 287 155
Computer  automated teller  and office machine repairers   Percent 100.0%
Computer  automated teller  and office machine repairers Male
Computer  automated teller  and office machine repairers   Number 251 305
Computer  automated teller  and office machine repairers   Percent 87.5%
Computer, automated teller, and office machine repairers Female
Computer  automated teller  and office machine repairers   Number 35 850
Computer  automated teller  and office machine repairers   Percent 12.5%
Radio and telecommunications equipment installers and Total, both sexes
Radio and telecommunications equipment installers and   Number 196 005
Radio and telecommunications equipment installers and   Percent 100.0%
Radio and telecommunications equipment installers and Male
Radio and telecommunications equipment installers and   Number 171 990
Radio and telecommunications equipment installers and   Percent 87.7%
Radio and telecommunications equipment installers and Female
Radio and telecommunications equipment installers and   Number 24 010
Radio and telecommunications equipment installers and   Percent 12.2%
Avionics technicians 7030 (SOC 49-2091) Total  both sexes
Avionics technicians 7030 (SOC 49-2091)   Number 17 865
Avionics technicians 7030 (SOC 49-2091)   Percent 100.0%
Avionics technicians 7030 (SOC 49-2091) Male
Avionics technicians 7030 (SOC 49-2091)   Number 16 370
Avionics technicians 7030 (SOC 49-2091)   Percent 91.6%
Avionics technicians 7030 (SOC 49-2091) Female
Avionics technicians 7030 (SOC 49-2091)   Number 1 495
Avionics technicians 7030 (SOC 49-2091)   Percent 8.4%
Electric motor  power tool  and related repairers 7040 Total  both sexes
Electric motor  power tool  and related repairers 7040   Number 30 330
Electric motor  power tool  and related repairers 7040   Percent 100.0%
Electric motor  power tool  and related repairers 7040 Male
Electric motor, power tool, and related repairers 7040   Number 28,865
Electric motor  power tool  and related repairers 7040   Percent 95.2%
Electric motor  power tool  and related repairers 7040 Female
Electric motor, power tool, and related repairers 7040   Number 1,465
Electric motor  power tool  and related repairers 7040   Percent 4.8%
Electrical and electronics repairers  transportation Total  both sexes
Electrical and electronics repairers  transportation   Number 17 310
Electrical and electronics repairers  transportation   Percent 100.0%
Electrical and electronics repairers  transportation Male
Electrical and electronics repairers  transportation   Number 16 715
Electrical and electronics repairers  transportation   Percent 96.6%
Electrical and electronics repairers  transportation Female
Electrical and electronics repairers  transportation   Number 595
Electrical and electronics repairers  transportation   Percent 3.4%
Electronic equipment installers and repairers  motor Total  both sexes
Electronic equipment installers and repairers  motor   Number 20 215
Electronic equipment installers and repairers  motor   Percent 100.0%
Electronic equipment installers and repairers  motor Male
Electronic equipment installers and repairers  motor   Number 18 880
Electronic equipment installers and repairers  motor   Percent 93.4%
Electronic equipment installers and repairers  motor Female
Electronic equipment installers and repairers  motor   Number 1 335
Electronic equipment installers and repairers  motor   Percent 6.6%
Electronic home entertainment equipment installers and Total  both sexes
Electronic home entertainment equipment installers and   Number 64 255
Electronic home entertainment equipment installers and   Percent 100.0%
Electronic home entertainment equipment installers and Male
Electronic home entertainment equipment installers and   Number 62 115
Electronic home entertainment equipment installers and   Percent 96.7%
Electronic home entertainment equipment installers and Female
Electronic home entertainment equipment installers and   Number 2 140
Electronic home entertainment equipment installers and   Percent 3.3%
Security and fire alarm systems installers 7130 (SOC 49- Total  both sexes
Security and fire alarm systems installers 7130 (SOC 49-   Number 60 470
Security and fire alarm systems installers 7130 (SOC 49-   Percent 100.0%
Security and fire alarm systems installers 7130 (SOC 49- Male
Security and fire alarm systems installers 7130 (SOC 49-   Number 58 815
Security and fire alarm systems installers 7130 (SOC 49-   Percent 97.3%
Security and fire alarm systems installers 7130 (SOC 49- Female
Security and fire alarm systems installers 7130 (SOC 49-   Number 1 660
Security and fire alarm systems installers 7130 (SOC 49-   Percent 2.7%
Aircraft mechanics and service technicians 7140 (SOC 49- Total  both sexes
Aircraft mechanics and service technicians 7140 (SOC 49-   Number 156 600
Aircraft mechanics and service technicians 7140 (SOC 49-   Percent 100.0%
Aircraft mechanics and service technicians 7140 (SOC 49- Male
Aircraft mechanics and service technicians 7140 (SOC 49-   Number 149 245
Aircraft mechanics and service technicians 7140 (SOC 49-   Percent 95.3%
Aircraft mechanics and service technicians 7140 (SOC 49- Female
Aircraft mechanics and service technicians 7140 (SOC 49-   Number 7 355
Aircraft mechanics and service technicians 7140 (SOC 49-   Percent 4.7%
Automotive body and related repairers 7150 (SOC 49- Total, both sexes
Automotive body and related repairers 7150 (SOC 49-   Number 171 190
Automotive body and related repairers 7150 (SOC 49-   Percent 100.0%
Automotive body and related repairers 7150 (SOC 49- Male
Automotive body and related repairers 7150 (SOC 49-   Number 168 200
Automotive body and related repairers 7150 (SOC 49-   Percent 98.3%
Automotive body and related repairers 7150 (SOC 49- Female
Automotive body and related repairers 7150 (SOC 49-   Number 2 990
Automotive body and related repairers 7150 (SOC 49-   Percent 1.7%
Automotive glass installers and repairers 7160 (SOC 49- Total  both sexes
Automotive glass installers and repairers 7160 (SOC 49-   Number 20 510
Automotive glass installers and repairers 7160 (SOC 49-   Percent 100.0%
Automotive glass installers and repairers 7160 (SOC 49- Male
Automotive glass installers and repairers 7160 (SOC 49-   Number 19 830
Automotive glass installers and repairers 7160 (SOC 49-   Percent 96.7%
Automotive glass installers and repairers 7160 (SOC 49- Female
Automotive glass installers and repairers 7160 (SOC 49-   Number 675
Automotive glass installers and repairers 7160 (SOC 49-   Percent 3.3%
Automotive service technicians and mechanics 7200 (SOC Total  both sexes
Automotive service technicians and mechanics 7200 (SOC   Number 884 675
Automotive service technicians and mechanics 7200 (SOC   Percent 100.0%
Automotive service technicians and mechanics 7200 (SOC Male
Automotive service technicians and mechanics 7200 (SOC   Number 871 350
Automotive service technicians and mechanics 7200 (SOC   Percent 98.5%
Automotive service technicians and mechanics 7200 (SOC Female
Automotive service technicians and mechanics 7200 (SOC   Number 13,325
Automotive service technicians and mechanics 7200 (SOC   Percent 1.5%
Bus and truck mechanics and diesel engine specia ists Total  both sexes
Bus and truck mechanics and diesel engine specia ists   Number 312,055
Bus and truck mechanics and diesel engine specia ists   Percent 100.0%
Bus and truck mechanics and diesel engine specia ists Male
Bus and truck mechanics and diesel engine specia ists   Number 308 555
Bus and truck mechanics and diesel engine specia ists   Percent 98.9%
Bus and truck mechanics and diesel engine specia ists Female
Bus and truck mechanics and diesel engine specia ists   Number 3 500
Bus and truck mechanics and diesel engine specia ists   Percent 1.1%
Heavy vehicle and mobile equipment service technicians Total  both sexes
Heavy vehicle and mobile equipment service technicians   Number 220 610



7.7% 5.1% 79.4% 4.8% 0.8% 1.0% 0.2% 0.1% 0.6% 0.1% 0.0% (X) (X) (X) 0.3%

16 790 11 060 173 215 10 345 1 790 2 175 350 115 1 225 250 60 (X) (X) (X) 565
7.6% 5.0% 78.5% 4.7% 0.8% 1.0% 0.2% 0.1% 0.6% 0.1% 0.0% (X) (X) (X) 0.3%

165 135 1 965 330 30 45 0 0 0 0 0 (X) (X) (X) 0
0.1% 0.1% 0.9% 0.1% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

2 355 1 885 45 115 1 825 280 540 65 35 315 100 0 (X) (X) (X) 200
4.5% 3.6% 85.6% 3.5% 0.5% 1.0% 0.1% 0.1% 0.6% 0.2% 0.0% (X) (X) (X) 0.4%

2 295 1 845 44 450 1 805 265 540 65 30 315 100 0 (X) (X) (X) 185
4.4% 3.5% 84.3% 3.4% 0.5% 1.0% 0.1% 0.1% 0.6% 0.2% 0.0% (X) (X) (X) 0.4%

60 45 665 15 15 0 0 4 0 0 0 (X) (X) (X) 15
0.1% 0.1% 1.3% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

11 820 8 225 56 745 8 630 675 1 200 100 285 425 200 45 (X) (X) (X) 345
13.3% 9.3% 64.0% 9.7% 0.8% 1.4% 0.1% 0.3% 0.5% 0.2% 0.1% (X) (X) (X) 0.4%

11 770 8 135 55 730 8 290 665 1 145 100 285 395 200 45 (X) (X) (X) 305
13.3% 9.2% 62.8% 9.3% 0.7% 1.3% 0.1% 0.3% 0.4% 0.2% 0.1% (X) (X) (X) 0.3%

50 90 1 015 340 10 60 0 0 25 0 0 (X) (X) (X) 40
0.1% 0.1% 1.1% 0.4% 0.0% 0.1% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

1 660 1 145 15 945 2 440 115 235 15 30 105 20 50 (X) (X) (X) 75
7.6% 5.2% 73.0% 11.2% 0.5% 1.1% 0.1% 0.1% 0.5% 0.1% 0.2% (X) (X) (X) 0.3%

1 650 1 115 15 135 2 285 115 225 15 30 90 20 50 (X) (X) (X) 75
7.6% 5.1% 69.3% 10.5% 0.5% 1.0% 0.1% 0.1% 0.4% 0.1% 0.2% (X) (X) (X) 0.3%

10 30 805 155 0 15 0 0 15 0 0 (X) (X) (X) 0
0.0% 0.1% 3.7% 0.7% 0.0% 0.1% 0.0% 0.0% 0.1% 0.0% 0.0% (X) (X) (X) 0.0%

35 675 22 495 281 645 23 980 1 975 6 680 245 850 1 830 690 125 (X) (X) (X) 1 365
9.4% 6.0% 74.6% 6.4% 0.5% 1.8% 0.1% 0.2% 0.5% 0.2% 0.0% (X) (X) (X) 0.4%

35 235 22 200 278 255 23 510 1 960 6 545 220 850 1 760 690 115 (X) (X) (X) 1 360
9.3% 5.9% 73.7% 6.2% 0.5% 1.7% 0.1% 0.2% 0.5% 0.2% 0.0% (X) (X) (X) 0.4%

435 295 3 390 470 15 140 25 0 70 0 10 (X) (X) (X) 4
0.1% 0.1% 0.9% 0.1% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

4 110 2 550 31 910 3 630 310 1 300 35 100 285 45 25 (X) (X) (X) 85
9.3% 5.7% 71.9% 8.2% 0.7% 2.9% 0.1% 0.2% 0.6% 0.1% 0.1% (X) (X) (X) 0.2%

3 975 2 465 30 930 3 415 310 1 285 25 90 285 45 25 (X) (X) (X) 75
9.0% 5.6% 69.7% 7.7% 0.7% 2.9% 0.1% 0.2% 0.6% 0.1% 0.1% (X) (X) (X) 0.2%

140 85 980 215 0 10 4 15 0 0 0 (X) (X) (X) 10
0.3% 0.2% 2.2% 0.5% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

30,735 21,310 320,685 30,730 2,205 10,550 450 500 2,035 615 200 (X) (X) (X) 1,235
7.3% 5.1% 76.1% 7.3% 0.5% 2.5% 0.1% 0.1% 0.5% 0.1% 0.0% (X) (X) (X) 0.3%

29 365 20 450 311 180 28 710 2 000 9 795 365 440 1 935 580 200 (X) (X) (X) 1 135
7.0% 4.9% 73.9% 6.8% 0.5% 2.3% 0.1% 0.1% 0.5% 0.1% 0.0% (X) (X) (X) 0.3%

1 370 860 9 510 2 020 200 760 85 60 95 35 0 (X) (X) (X) 100
0.3% 0.2% 2.3% 0.5% 0.0% 0.2% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

43 670 31 665 350 925 47 375 4 065 12 975 1 245 440 1 995 890 255 (X) (X) (X) 2 110
8.8% 6.4% 70.5% 9.5% 0.8% 2.6% 0.3% 0.1% 0.4% 0.2% 0.1% (X) (X) (X) 0.4%

42 620 30 885 339 515 44 395 3 795 12 265 1 215 440 1 930 815 240 (X) (X) (X) 2 030
8.6% 6.2% 68.2% 8.9% 0.8% 2.5% 0.2% 0.1% 0.4% 0.2% 0.0% (X) (X) (X) 0.4%

1 055 785 11 405 2 980 270 710 30 0 65 75 15 (X) (X) (X) 80
0.2% 0.2% 2.3% 0.6% 0.1% 0.1% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

2 905 2 260 28 945 3 120 290 810 85 20 200 20 4 (X) (X) (X) 145
7.5% 5.8% 74.6% 8.0% 0.7% 2.1% 0.2% 0.1% 0.5% 0.1% 0.0% (X) (X) (X) 0.4%

2 695 2 010 28 130 2 850 290 790 85 20 195 20 4 (X) (X) (X) 145
6.9% 5.2% 72.5% 7.3% 0.7% 2.0% 0.2% 0.1% 0.5% 0.1% 0.0% (X) (X) (X) 0.4%

210 255 815 275 0 25 0 0 4 0 0 (X) (X) (X) 0
0.5% 0.7% 2.1% 0.7% 0.0% 0.1% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

1 510 1 125 51 940 2 315 375 470 45 60 290 75 10 (X) (X) (X) 85
2.6% 1.9% 89.1% 4.0% 0.6% 0.8% 0.1% 0.1% 0.5% 0.1% 0.0% (X) (X) (X) 0.1%

1 375 1 115 50 765 2 150 375 375 15 60 290 75 10 (X) (X) (X) 60
2.4% 1.9% 87.1% 3.7% 0.6% 0.6% 0.0% 0.1% 0.5% 0.1% 0.0% (X) (X) (X) 0.1%

135 10 1 175 165 0 95 30 0 4 0 0 (X) (X) (X) 20
0.2% 0.0% 2.0% 0.3% 0.0% 0.2% 0.1% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

7 400 5 090 93 575 9 750 800 905 170 145 640 280 70 (X) (X) (X) 390
6.2% 4.3% 78.5% 8.2% 0.7% 0.8% 0.1% 0.1% 0.5% 0.2% 0.1% (X) (X) (X) 0.3%

7 280 4 975 92 360 9 645 745 855 155 145 605 270 70 (X) (X) (X) 380
6.1% 4.2% 77.5% 8.1% 0.6% 0.7% 0.1% 0.1% 0.5% 0.2% 0.1% (X) (X) (X) 0.3%

120 115 1 220 105 55 50 15 0 30 10 0 (X) (X) (X) 10
0.1% 0.1% 1.0% 0.1% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

15 215 10 720 116 070 23 740 795 4 885 410 330 860 450 225 (X) (X) (X) 895
8.7% 6.1% 66.5% 13.6% 0.5% 2.8% 0.2% 0.2% 0.5% 0.3% 0.1% (X) (X) (X) 0.5%

14 590 10 040 109 985 21 735 705 4 500 395 255 860 350 190 (X) (X) (X) 850
8.4% 5.8% 63.0% 12.4% 0.4% 2.6% 0.2% 0.1% 0.5% 0.2% 0.1% (X) (X) (X) 0.5%

625 680 6 085 2 005 85 385 10 75 0 100 35 (X) (X) (X) 45
0.4% 0.4% 3.5% 1.1% 0.0% 0.2% 0.0% 0.0% 0.0% 0.1% 0.0% (X) (X) (X) 0.0%

3 805 2 785 49 505 4 195 195 3 345 90 135 265 75 80 (X) (X) (X) 460
5.9% 4.3% 76.2% 6.5% 0.3% 5.2% 0.1% 0.2% 0.4% 0.1% 0.1% (X) (X) (X) 0.7%

3 420 2 310 45 255 2 730 170 2 685 90 135 240 55 80 (X) (X) (X) 415
5.3% 3.6% 69.7% 4.2% 0.3% 4.1% 0.1% 0.2% 0.4% 0.1% 0.1% (X) (X) (X) 0.6%

385 475 4 250 1 465 25 665 0 0 25 20 0 (X) (X) (X) 45
0.6% 0.7% 6.5% 2.3% 0.0% 1.0% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.1%

3 410 2 540 37 095 4 205 795 1 395 45 100 300 75 25 (X) (X) (X) 200
6.8% 5.1% 73.9% 8.4% 1.6% 2.8% 0.1% 0.2% 0.6% 0.1% 0.0% (X) (X) (X) 0.4%

2 895 2 305 30 050 3 385 525 1 255 35 40 270 55 25 (X) (X) (X) 200
5.8% 4.6% 59.9% 6.7% 1.0% 2.5% 0.1% 0.1% 0.5% 0.1% 0.0% (X) (X) (X) 0.4%

515 240 7 045 820 270 135 4 55 30 20 0 (X) (X) (X) 0
1.0% 0.5% 14.0% 1.6% 0.5% 0.3% 0.0% 0.1% 0.1% 0.0% 0.0% (X) (X) (X) 0.0%

1,855 1,075 21,935 1,605 145 455 0 0 220 130 10 (X) (X) (X) 200
6.7% 3.9% 79.4% 5.8% 0.5% 1.6% 0.0% 0.0% 0.8% 0.5% 0.0% (X) (X) (X) 0.7%

1,760 985 20,640 1,340 145 410 0 0 220 95 10 (X) (X) (X) 200
6.4% 3.6% 74.7% 4.8% 0.5% 1.5% 0.0% 0.0% 0.8% 0.3% 0.0% (X) (X) (X) 0.7%

95 90 1 295 265 0 45 0 0 0 35 0 (X) (X) (X) 0
0.3% 0.3% 4.7% 1.0% 0.0% 0.2% 0.0% 0.0% 0.0% 0.1% 0.0% (X) (X) (X) 0.0%

1 065 660 8 060 820 110 70 4 35 80 4 0 (X) (X) (X) 15
9.7% 6.0% 73.8% 7.5% 1.0% 0.6% 0.0% 0.3% 0.7% 0.0% 0.0% (X) (X) (X) 0.1%

1 015 630 7 645 650 100 50 4 35 80 4 0 (X) (X) (X) 15

Heavy vehicle and mobile equipment service technicians   Percent 100.0%
Heavy vehicle and mobile equipment service technicians Male
Heavy vehicle and mobile equipment service technicians   Number 217 940
Heavy vehicle and mobile equipment service technicians   Percent 98.8%
Heavy vehicle and mobile equipment service technicians Female
Heavy vehicle and mobile equipment service technicians   Number 2 665
Heavy vehicle and mobile equipment service technicians   Percent 1.2%
Small engine mechanics 7240 (SOC 49-3050) Total  both sexes
Small engine mechanics 7240 (SOC 49-3050)   Number 52 710
Small engine mechanics 7240 (SOC 49-3050)   Percent 100.0%
Small engine mechanics 7240 (SOC 49-3050) Male
Small engine mechanics 7240 (SOC 49-3050)   Number 51 895
Small engine mechanics 7240 (SOC 49-3050)   Percent 98.5%
Small engine mechanics 7240 (SOC 49-3050) Female
Small engine mechanics 7240 (SOC 49-3050)   Number 815
Small engine mechanics 7240 (SOC 49-3050)   Percent 1.5%
Miscellaneous vehicle and mobile equipment mechanics  Total  both sexes
Miscellaneous vehicle and mobile equipment mechanics    Number 88 705
Miscellaneous vehicle and mobile equipment mechanics    Percent 100.0%
Miscellaneous vehicle and mobile equipment mechanics  Male
Miscellaneous vehicle and mobile equipment mechanics    Number 87 075
Miscellaneous vehicle and mobile equipment mechanics    Percent 98.2%
Miscellaneous vehicle and mobile equipment mechanics  Female
Miscellaneous vehicle and mobile equipment mechanics    Number 1 630
Miscellaneous vehicle and mobile equipment mechanics    Percent 1.8%
Control and valve installers and repairers 7300 (SOC 49- Total, both sexes
Control and valve installers and repairers 7300 (SOC 49-   Number 21 835
Control and valve installers and repairers 7300 (SOC 49-   Percent 100.0%
Control and valve installers and repairers 7300 (SOC 49- Male
Control and valve installers and repairers 7300 (SOC 49-   Number 20 805
Control and valve installers and repairers 7300 (SOC 49-   Percent 95.3%
Control and valve installers and repairers 7300 (SOC 49- Female
Control and valve installers and repairers 7300 (SOC 49-   Number 1 035
Control and valve installers and repairers 7300 (SOC 49-   Percent 4.7%
Heating  air conditioning  and refrigeration mechanics and Total  both sexes
Heating  air conditioning  and refrigeration mechanics and   Number 377 555
Heating  air conditioning  and refrigeration mechanics and   Percent 100.0%
Heating  air conditioning  and refrigeration mechanics and Male
Heating  air conditioning  and refrigeration mechanics and   Number 372 705
Heating  air conditioning  and refrigeration mechanics and   Percent 98.7%
Heating  air conditioning  and refrigeration mechanics and Female
Heating  air conditioning  and refrigeration mechanics and   Number 4 855
Heating  air conditioning  and refrigeration mechanics and   Percent 1.3%
Home appliance repairers 7320 (SOC 49-9031) Total  both sexes
Home appliance repairers 7320 (SOC 49-9031)   Number 44 385
Home appliance repairers 7320 (SOC 49-9031)   Percent 100.0%
Home appliance repairers 7320 (SOC 49-9031) Male
Home appliance repairers 7320 (SOC 49-9031)   Number 42 925
Home appliance repairers 7320 (SOC 49-9031)   Percent 96.7%
Home appliance repairers 7320 (SOC 49-9031) Female
Home appliance repairers 7320 (SOC 49-9031)   Number 1,460
Home appliance repairers 7320 (SOC 49-9031)   Percent 3.3%
Industrial and refractory machinery mechanics 7330 (SOC Total  both sexes
Industrial and refractory machinery mechanics 7330 (SOC   Number 421,245
Industrial and refractory machinery mechanics 7330 (SOC   Percent 100.0%
Industrial and refractory machinery mechanics 7330 (SOC Male
Industrial and refractory machinery mechanics 7330 (SOC   Number 406 155
Industrial and refractory machinery mechanics 7330 (SOC   Percent 96.4%
Industrial and refractory machinery mechanics 7330 (SOC Female
Industrial and refractory machinery mechanics 7330 (SOC   Number 15 095
Industrial and refractory machinery mechanics 7330 (SOC   Percent 3.6%
Maintenance and repair workers  general 7340 (SOC 49- Total  both sexes
Maintenance and repair workers  general 7340 (SOC 49-   Number 497 610
Maintenance and repair workers  general 7340 (SOC 49-   Percent 100.0%
Maintenance and repair workers  general 7340 (SOC 49- Male
Maintenance and repair workers  general 7340 (SOC 49-   Number 480 145
Maintenance and repair workers  general 7340 (SOC 49-   Percent 96.5%
Maintenance and repair workers  general 7340 (SOC 49- Female
Maintenance and repair workers  general 7340 (SOC 49-   Number 17 465
Maintenance and repair workers  general 7340 (SOC 49-   Percent 3.5%
Maintenance workers  machinery 7350 (SOC 49-9043) Total  both sexes
Maintenance workers  machinery 7350 (SOC 49-9043)   Number 38 810
Maintenance workers  machinery 7350 (SOC 49-9043)   Percent 100.0%
Maintenance workers  machinery 7350 (SOC 49-9043) Male
Maintenance workers  machinery 7350 (SOC 49-9043)   Number 37 230
Maintenance workers, machinery 7350 (SOC 49-9043)   Percent 95.9%
Maintenance workers  machinery 7350 (SOC 49-9043) Female
Maintenance workers  machinery 7350 (SOC 49-9043)   Number 1 580
Maintenance workers, machinery 7350 (SOC 49-9043)   Percent 4.1%
Mi lwrights 7360 (SOC 49-9044) Total  both sexes
Mi lwrights 7360 (SOC 49-9044)   Number 58 295
Mi lwrights 7360 (SOC 49-9044)   Percent 100.0%
Mi lwrights 7360 (SOC 49-9044) Male
Mi lwrights 7360 (SOC 49-9044)   Number 56 665
Mi lwrights 7360 (SOC 49-9044)   Percent 97.2%
Mi lwrights 7360 (SOC 49-9044) Female
Mi lwrights 7360 (SOC 49-9044)   Number 1 630
Mi lwrights 7360 (SOC 49-9044)   Percent 2.8%
Electrical power-line installers and repairers 7410 (SOC 49- Total  both sexes
Electrical power-line installers and repairers 7410 (SOC 49-   Number 119 210
Electrical power-line installers and repairers 7410 (SOC 49-   Percent 100.0%
Electrical power-line installers and repairers 7410 (SOC 49- Male
Electrical power-line installers and repairers 7410 (SOC 49-   Number 117 480
Electrical power-line installers and repairers 7410 (SOC 49-   Percent 98.5%
Electrical power-line installers and repairers 7410 (SOC 49- Female
Electrical power-line installers and repairers 7410 (SOC 49-   Number 1 730
Electrical power-line installers and repairers 7410 (SOC 49-   Percent 1.5%
Telecommunications line installers and repairers 7420 Total  both sexes
Telecommunications line installers and repairers 7420   Number 174 590
Telecommunications line installers and repairers 7420   Percent 100.0%
Telecommunications line installers and repairers 7420 Male
Telecommunications line installers and repairers 7420   Number 164 460
Telecommunications line installers and repairers 7420   Percent 94.2%
Telecommunications line installers and repairers 7420 Female
Telecommunications line installers and repairers 7420   Number 10 130
Telecommunications line installers and repairers 7420   Percent 5.8%
Precision instrument and equipment repairers 7430 (SOC Total  both sexes
Precision instrument and equipment repairers 7430 (SOC   Number 64 940
Precision instrument and equipment repairers 7430 (SOC   Percent 100.0%
Precision instrument and equipment repairers 7430 (SOC Male
Precision instrument and equipment repairers 7430 (SOC   Number 57 580
Precision instrument and equipment repairers 7430 (SOC   Percent 88.7%
Precision instrument and equipment repairers 7430 (SOC Female
Precision instrument and equipment repairers 7430 (SOC   Number 7 360
Precision instrument and equipment repairers 7430 (SOC   Percent 11.3%
Coin  vending  and amusement machine servicers and Total  both sexes
Coin  vending  and amusement machine servicers and   Number 50 185
Coin  vending  and amusement machine servicers and   Percent 100.0%
Coin  vending  and amusement machine servicers and Male
Coin  vending  and amusement machine servicers and   Number 41 045
Coin  vending  and amusement machine servicers and   Percent 81.8%
Coin  vending  and amusement machine servicers and Female
Coin  vending  and amusement machine servicers and   Number 9 140
Coin  vending  and amusement machine servicers and   Percent 18.2%
Locksmiths and safe repairers 7540 (SOC 49-9094) Total  both sexes
Locksmiths and safe repairers 7540 (SOC 49-9094)   Number 27,630
Locksmiths and safe repairers 7540 (SOC 49-9094)   Percent 100.0%
Locksmiths and safe repairers 7540 (SOC 49-9094) Male
Locksmiths and safe repairers 7540 (SOC 49-9094)   Number 25,805
Locksmiths and safe repairers 7540 (SOC 49-9094)   Percent 93.4%
Locksmiths and safe repairers 7540 (SOC 49-9094) Female
Locksmiths and safe repairers 7540 (SOC 49-9094)   Number 1 825
Locksmiths and safe repairers 7540 (SOC 49-9094)   Percent 6.6%
Manufactured building and mobile home installers 7550 Total  both sexes
Manufactured building and mobile home installers 7550   Number 10 925
Manufactured building and mobile home installers 7550   Percent 100.0%
Manufactured building and mobile home installers 7550 Male
Manufactured building and mobile home installers 7550   Number 10 235



9.3% 5.8% 70.0% 5.9% 0.9% 0.5% 0.0% 0.3% 0.7% 0.0% 0.0% (X) (X) (X) 0.1%

45 30 415 170 4 20 0 0 0 0 0 (X) (X) (X) 0
0.4% 0.3% 3.8% 1.6% 0.0% 0.2% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

970 640 9 110 1 795 50 140 40 0 50 55 0 (X) (X) (X) 190
7.4% 4.9% 69.8% 13.8% 0.4% 1.1% 0.3% 0.0% 0.4% 0.4% 0.0% (X) (X) (X) 1.5%

970 610 8 955 1 745 50 125 40 0 50 55 0 (X) (X) (X) 180
7.4% 4.7% 68.6% 13.4% 0.4% 1.0% 0.3% 0.0% 0.4% 0.4% 0.0% (X) (X) (X) 1.4%

0 30 155 55 0 15 0 0 0 0 0 (X) (X) (X) 15
0.0% 0.2% 1.2% 0.4% 0.0% 0.1% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.1%

5 355 4 310 14 330 2 705 175 985 65 80 185 60 20 (X) (X) (X) 80
18.9% 15.2% 50.6% 9.5% 0.6% 3.5% 0.2% 0.3% 0.7% 0.2% 0.1% (X) (X) (X) 0.3%

5 175 4 070 13 015 2 500 175 805 65 80 185 60 20 (X) (X) (X) 80
18.3% 14.4% 45.9% 8.8% 0.6% 2.8% 0.2% 0.3% 0.7% 0.2% 0.1% (X) (X) (X) 0.3%

180 240 1 315 210 0 180 0 0 0 0 0 (X) (X) (X) 0
0.6% 0.8% 4.6% 0.7% 0.0% 0.6% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

24 085 15 860 169 160 17 425 1 615 5 985 345 340 1 355 510 50 (X) (X) (X) 1 285
10.1% 6.7% 71.1% 7.3% 0.7% 2.5% 0.1% 0.1% 0.6% 0.2% 0.0% (X) (X) (X) 0.5%

23 110 15 160 159 150 15 840 1 505 5 435 270 330 1 280 500 50 (X) (X) (X) 1 045
9.7% 6.4% 66.9% 6.7% 0.6% 2.3% 0.1% 0.1% 0.5% 0.2% 0.0% (X) (X) (X) 0.4%

980 700 10 010 1 585 110 550 75 10 75 10 0 (X) (X) (X) 240
0.4% 0.3% 4.2% 0.7% 0.0% 0.2% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.1%

75 900 61 235 716 370 92 410 4 220 34 970 1 100 1 095 3 640 1 630 650 (X) (X) (X) 3 230
7.6% 6.1% 71.9% 9.3% 0.4% 3.5% 0.1% 0.1% 0.4% 0.2% 0.1% (X) (X) (X) 0.3%

58 930 46 695 594 595 67 880 3 220 24 675 845 800 2 920 1 205 485 (X) (X) (X) 2 360
5.9% 4.7% 59.7% 6.8% 0.3% 2.5% 0.1% 0.1% 0.3% 0.1% 0.0% (X) (X) (X) 0.2%

16 970 14 540 121 775 24 530 995 10 295 260 295 720 425 160 (X) (X) (X) 870
1.7% 1.5% 12.2% 2.5% 0.1% 1.0% 0.0% 0.0% 0.1% 0.0% 0.0% (X) (X) (X) 0.1%

1 630 1 205 6 155 1 215 110 875 0 55 40 15 0 (X) (X) (X) 20
14.4% 10.6% 54.4% 10.7% 1.0% 7.7% 0.0% 0.5% 0.4% 0.1% 0.0% (X) (X) (X) 0.2%

835 650 4 550 645 40 560 0 30 30 0 0 (X) (X) (X) 20
7.4% 5.7% 40.2% 5.7% 0.4% 4.9% 0.0% 0.3% 0.3% 0.0% 0.0% (X) (X) (X) 0.2%

800 560 1 600 570 70 315 0 25 10 15 0 (X) (X) (X) 0
7.1% 4.9% 14.1% 5.0% 0.6% 2.8% 0.0% 0.2% 0.1% 0.1% 0.0% (X) (X) (X) 0.0%

20,800 16,780 92,435 25,120 1,215 33,585 265 350 590 370 60 (X) (X) (X) 710
10.8% 8.7% 48.1% 13.1% 0.6% 17.5% 0.1% 0.2% 0.3% 0.2% 0.0% (X) (X) (X) 0.4%

8,230 6,470 46,155 10,865 585 12,605 130 215 320 175 30 (X) (X) (X) 325
4.3% 3.4% 24.0% 5.7% 0.3% 6.6% 0.1% 0.1% 0.2% 0.1% 0.0% (X) (X) (X) 0.2%

12 570 10 310 46 280 14 260 630 20 980 135 135 270 190 25 (X) (X) (X) 380
6.5% 5.4% 24.1% 7.4% 0.3% 10.9% 0.1% 0.1% 0.1% 0.1% 0.0% (X) (X) (X) 0.2%

1 320 615 14 465 1 875 115 635 20 0 90 35 10 (X) (X) (X) 10
6.9% 3.2% 75.4% 9.8% 0.6% 3.3% 0.1% 0.0% 0.5% 0.2% 0.1% (X) (X) (X) 0.1%

1 065 460 12 140 1 225 110 450 20 0 70 35 0 (X) (X) (X) 0
5.5% 2.4% 63.2% 6.4% 0.6% 2.3% 0.1% 0.0% 0.4% 0.2% 0.0% (X) (X) (X) 0.0%

255 155 2 325 650 4 185 0 0 20 0 10 (X) (X) (X) 10
1.3% 0.8% 12.1% 3.4% 0.0% 1.0% 0.0% 0.0% 0.1% 0.0% 0.1% (X) (X) (X) 0.1%

1 580 1 190 23 035 2 460 195 510 10 30 140 60 30 (X) (X) (X) 100
5.4% 4.1% 78.5% 8.4% 0.7% 1.7% 0.0% 0.1% 0.5% 0.2% 0.1% (X) (X) (X) 0.3%

1 535 1 080 22 235 2 300 185 485 10 25 140 60 30 (X) (X) (X) 100
5.2% 3.7% 75.8% 7.8% 0.6% 1.7% 0.0% 0.1% 0.5% 0.2% 0.1% (X) (X) (X) 0.3%

45 115 795 160 10 30 0 4 0 0 0 (X) (X) (X) 0
0.2% 0.4% 2.7% 0.5% 0.0% 0.1% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

115 120 96 175 637 270 174 015 5 655 75 860 1 250 2 100 3 955 1 610 765 (X) (X) (X) 3 650
10.3% 8.6% 57.0% 15.6% 0.5% 6.8% 0.1% 0.2% 0.4% 0.1% 0.1% (X) (X) (X) 0.3%

66 940 54 120 406 320 94 895 3 445 36 380 765 1 555 2 695 1 095 580 (X) (X) (X) 2 335
6.0% 4.8% 36.4% 8.5% 0.3% 3.3% 0.1% 0.1% 0.2% 0.1% 0.1% (X) (X) (X) 0.2%

48 180 42 055 230 950 79 125 2 215 39 480 485 545 1 260 515 190 (X) (X) (X) 1 315
4.3% 3.8% 20.7% 7.1% 0.2% 3.5% 0.0% 0.0% 0.1% 0.0% 0.0% (X) (X) (X) 0.1%

30 890 23 775 99 335 20 965 1 010 11 025 485 260 620 270 105 (X) (X) (X) 1 095
16.3% 12.5% 52.3% 11.0% 0.5% 5.8% 0.3% 0.1% 0.3% 0.1% 0.1% (X) (X) (X) 0.6%

18 435 14 495 36 210 9 630 345 7 045 245 125 210 85 65 (X) (X) (X) 510
9.7% 7.6% 19.1% 5.1% 0.2% 3.7% 0.1% 0.1% 0.1% 0.0% 0.0% (X) (X) (X) 0.3%

12 460 9 275 63 125 11 335 665 3 980 240 135 410 185 40 (X) (X) (X) 585
6.6% 4.9% 33.3% 6.0% 0.4% 2.1% 0.1% 0.1% 0.2% 0.1% 0.0% (X) (X) (X) 0.3%

57 410 44 745 116 620 38 365 1 570 10 825 505 265 835 235 205 (X) (X) (X) 1 335
21.0% 16.4% 42.7% 14.1% 0.6% 4.0% 0.2% 0.1% 0.3% 0.1% 0.1% (X) (X) (X) 0.5%

41 050 31 785 97 725 23 715 1 250 7 505 430 250 620 195 170 (X) (X) (X) 955
15.0% 11.6% 35.8% 8.7% 0.5% 2.7% 0.2% 0.1% 0.2% 0.1% 0.1% (X) (X) (X) 0.3%

16 360 12 960 18 895 14 650 320 3 320 75 20 215 35 35 (X) (X) (X) 380
6.0% 4.7% 6.9% 5.4% 0.1% 1.2% 0.0% 0.0% 0.1% 0.0% 0.0% (X) (X) (X) 0.1%

1 720 1 205 6 315 2 040 150 580 20 0 65 25 0 (X) (X) (X) 70
14.1% 9.9% 51.8% 16.7% 1.2% 4.8% 0.2% 0.0% 0.5% 0.2% 0.0% (X) (X) (X) 0.6%

1 300 780 4 255 1 370 45 325 0 0 20 15 0 (X) (X) (X) 40
10.7% 6.4% 34.9% 11.2% 0.4% 2.7% 0.0% 0.0% 0.2% 0.1% 0.0% (X) (X) (X) 0.3%

420 425 2 060 670 105 255 20 0 45 10 0 (X) (X) (X) 35
3.4% 3.5% 16.9% 5.5% 0.9% 2.1% 0.2% 0.0% 0.4% 0.1% 0.0% (X) (X) (X) 0.3%

15 035 9 360 49 460 11 395 585 3 385 60 130 595 370 100 (X) (X) (X) 290
16.6% 10.3% 54.5% 12.6% 0.6% 3.7% 0.1% 0.1% 0.7% 0.4% 0.1% (X) (X) (X) 0.3%

6 600 4 390 18 070 5 870 255 1 255 35 45 245 105 65 (X) (X) (X) 65
7.3% 4.8% 19.9% 6.5% 0.3% 1.4% 0.0% 0.0% 0.3% 0.1% 0.1% (X) (X) (X) 0.1%

8 430 4 975 31 390 5 525 330 2 130 25 85 350 265 35 (X) (X) (X) 225
9.3% 5.5% 34.6% 6.1% 0.4% 2.3% 0.0% 0.1% 0.4% 0.3% 0.0% (X) (X) (X) 0.2%

1 650 2 070 6 250 1 905 95 810 25 125 100 45 15 (X) (X) (X) 10
12.6% 15.8% 47.7% 14.6% 0.7% 6.2% 0.2% 1.0% 0.8% 0.3% 0.1% (X) (X) (X) 0.1%

1,110 980 3,630 1,130 20 495 25 120 75 25 4 (X) (X) (X) 10
8.5% 7.5% 27.7% 8.6% 0.2% 3.8% 0.2% 0.9% 0.6% 0.2% 0.0% (X) (X) (X) 0.1%

540 1,090 2,620 775 75 315 0 4 25 15 15 (X) (X) (X) 0
4.1% 8.3% 20.0% 5.9% 0.6% 2.4% 0.0% 0.0% 0.2% 0.1% 0.1% (X) (X) (X) 0.0%

24 005 20 835 55 610 23 660 855 7 355 465 175 520 130 105 (X) (X) (X) 610
17.9% 15.5% 41.4% 17.6% 0.6% 5.5% 0.3% 0.1% 0.4% 0.1% 0.1% (X) (X) (X) 0.5%

15 230 13 185 36 005 13 460 565 4 505 370 110 300 60 80 (X) (X) (X) 215
11.3% 9.8% 26.8% 10.0% 0.4% 3.4% 0.3% 0.1% 0.2% 0.0% 0.1% (X) (X) (X) 0.2%

8 775 7 650 19 605 10 200 285 2 850 95 70 220 70 25 (X) (X) (X) 395

Manufactured building and mobile home installers 7550   Percent 93.7%
Manufactured building and mobile home installers 7550 Female
Manufactured building and mobile home installers 7550   Number 690
Manufactured building and mobile home installers 7550   Percent 6.3%
Riggers 7560 (SOC 49-9096) Total  both sexes
Riggers 7560 (SOC 49-9096)   Number 13 050
Riggers 7560 (SOC 49-9096)   Percent 100.0%
Riggers 7560 (SOC 49-9096) Male
Riggers 7560 (SOC 49-9096)   Number 12 780
Riggers 7560 (SOC 49-9096)   Percent 97.9%
Riggers 7560 (SOC 49-9096) Female
Riggers 7560 (SOC 49-9096)   Number 270
Riggers 7560 (SOC 49-9096)   Percent 2.1%
Helpers--installation  maintenance  and repair workers Total  both sexes
Helpers--installation  maintenance  and repair workers   Number 28 345
Helpers--installation  maintenance  and repair workers   Percent 100.0%
Helpers--installation  maintenance  and repair workers Male
Helpers--installation  maintenance  and repair workers   Number 26 225
Helpers--installation  maintenance  and repair workers   Percent 92.5%
Helpers--installation  maintenance  and repair workers Female
Helpers--installation  maintenance  and repair workers   Number 2 120
Helpers--installation  maintenance  and repair workers   Percent 7.5%
Other installation  maintenance  and repair workers  Total  both sexes
Other installation  maintenance  and repair workers    Number 238 015
Other installation  maintenance  and repair workers    Percent 100.0%
Other installation, maintenance, and repair workers, Male
Other installation  maintenance  and repair workers    Number 223 680
Other installation  maintenance  and repair workers    Percent 94.0%
Other installation, maintenance, and repair workers, Female
Other installation  maintenance  and repair workers    Number 14 335
Other installation  maintenance  and repair workers    Percent 6.0%
First-line supervisors of production and operating workers Total  both sexes
First-line supervisors of production and operating workers   Number 996 450
First-line supervisors of production and operating workers   Percent 100.0%
First-line supervisors of production and operating workers Male
First-line supervisors of production and operating workers   Number 804 615
First-line supervisors of production and operating workers   Percent 80.7%
First-line supervisors of production and operating workers Female
First-line supervisors of production and operating workers   Number 191 835
First-line supervisors of production and operating workers   Percent 19.3%
Aircraft structure  surfaces  rigging  and systems Total  both sexes
Aircraft structure  surfaces  rigging  and systems   Number 11 320
Aircraft structure  surfaces  rigging  and systems   Percent 100.0%
Aircraft structure  surfaces  rigging  and systems Male
Aircraft structure  surfaces  rigging  and systems   Number 7 355
Aircraft structure  surfaces  rigging  and systems   Percent 65.0%
Aircraft structure  surfaces  rigging  and systems Female
Aircraft structure  surfaces  rigging  and systems   Number 3 965
Aircraft structure  surfaces  rigging  and systems   Percent 35.0%
Electrical  electronics  and electromechanical assemblers Total  both sexes
Electrical, electronics, and electromechanical assemblers   Number 192,270
Electrical  electronics  and electromechanical assemblers   Percent 100.0%
Electrical  electronics  and electromechanical assemblers Male
Electrical, electronics, and electromechanical assemblers   Number 86,110
Electrical  electronics  and electromechanical assemblers   Percent 44.8%
Electrical  electronics  and electromechanical assemblers Female
Electrical  electronics  and electromechanical assemblers   Number 106 165
Electrical  electronics  and electromechanical assemblers   Percent 55.2%
Engine and other machine assemblers 7730 (SOC 51- Total  both sexes
Engine and other machine assemblers 7730 (SOC 51-   Number 19 195
Engine and other machine assemblers 7730 (SOC 51-   Percent 100.0%
Engine and other machine assemblers 7730 (SOC 51- Male
Engine and other machine assemblers 7730 (SOC 51-   Number 15 575
Engine and other machine assemblers 7730 (SOC 51-   Percent 81.1%
Engine and other machine assemblers 7730 (SOC 51- Female
Engine and other machine assemblers 7730 (SOC 51-   Number 3 620
Engine and other machine assemblers 7730 (SOC 51-   Percent 18.9%
Structural metal fabricators and fitters 7740 (SOC 51- Total  both sexes
Structural metal fabricators and fitters 7740 (SOC 51-   Number 29 340
Structural metal fabricators and fitters 7740 (SOC 51-   Percent 100.0%
Structural metal fabricators and fitters 7740 (SOC 51- Male
Structural metal fabricators and fitters 7740 (SOC 51-   Number 28 175
Structural metal fabricators and fitters 7740 (SOC 51-   Percent 96.0%
Structural metal fabricators and fitters 7740 (SOC 51- Female
Structural metal fabricators and fitters 7740 (SOC 51-   Number 1 165
Structural metal fabricators and fitters 7740 (SOC 51-   Percent 4.0%
Miscellaneous assemblers and fabricators 7750 (SOC 51- Total  both sexes
Miscellaneous assemblers and fabricators 7750 (SOC 51-   Number 1 117 435
Miscellaneous assemblers and fabricators 7750 (SOC 51-   Percent 100.0%
Miscellaneous assemblers and fabricators 7750 (SOC 51- Male
Miscellaneous assemblers and fabricators 7750 (SOC 51-   Number 671 125
Miscellaneous assemblers and fabricators 7750 (SOC 51-   Percent 60.1%
Miscellaneous assemblers and fabricators 7750 (SOC 51- Female
Miscellaneous assemblers and fabricators 7750 (SOC 51-   Number 446 310
Miscellaneous assemblers and fabricators 7750 (SOC 51-   Percent 39.9%
Bakers 7800 (SOC 51-3011) Total  both sexes
Bakers 7800 (SOC 51-3011)   Number 189 835
Bakers 7800 (SOC 51-3011)   Percent 100.0%
Bakers 7800 (SOC 51-3011) Male
Bakers 7800 (SOC 51-3011)   Number 87 400
Bakers 7800 (SOC 51-3011)   Percent 46.0%
Bakers 7800 (SOC 51-3011) Female
Bakers 7800 (SOC 51-3011)   Number 102 435
Bakers 7800 (SOC 51-3011)   Percent 54.0%
Butchers and other meat  pou try  and fish processing Total  both sexes
Butchers and other meat  pou try  and fish processing   Number 272 910
Butchers and other meat  pou try  and fish processing   Percent 100.0%
Butchers and other meat  pou try  and fish processing Male
Butchers and other meat  pou try  and fish processing   Number 205 650
Butchers and other meat  pou try  and fish processing   Percent 75.4%
Butchers and other meat, pou try, and fish processing Female
Butchers and other meat  pou try  and fish processing   Number 67 260
Butchers and other meat  pou try  and fish processing   Percent 24.6%
Food and tobacco roasting, baking, and drying machine Total, both sexes
Food and tobacco roasting  baking  and drying machine   Number 12 190
Food and tobacco roasting  baking  and drying machine   Percent 100.0%
Food and tobacco roasting  baking  and drying machine Male
Food and tobacco roasting  baking  and drying machine   Number 8 145
Food and tobacco roasting  baking  and drying machine   Percent 66.8%
Food and tobacco roasting  baking  and drying machine Female
Food and tobacco roasting  baking  and drying machine   Number 4 040
Food and tobacco roasting  baking  and drying machine   Percent 33.1%
Food batchmakers 7840 (SOC 51-3092) Total  both sexes
Food batchmakers 7840 (SOC 51-3092)   Number 90 760
Food batchmakers 7840 (SOC 51-3092)   Percent 100.0%
Food batchmakers 7840 (SOC 51-3092) Male
Food batchmakers 7840 (SOC 51-3092)   Number 36 995
Food batchmakers 7840 (SOC 51-3092)   Percent 40.8%
Food batchmakers 7840 (SOC 51-3092) Female
Food batchmakers 7840 (SOC 51-3092)   Number 53 765
Food batchmakers 7840 (SOC 51-3092)   Percent 59.2%
Food cooking machine operators and tenders 7850 (SOC Total  both sexes
Food cooking machine operators and tenders 7850 (SOC   Number 13 090
Food cooking machine operators and tenders 7850 (SOC   Percent 100.0%
Food cooking machine operators and tenders 7850 (SOC Male
Food cooking machine operators and tenders 7850 (SOC   Number 7,620
Food cooking machine operators and tenders 7850 (SOC   Percent 58.2%
Food cooking machine operators and tenders 7850 (SOC Female
Food cooking machine operators and tenders 7850 (SOC   Number 5,470
Food cooking machine operators and tenders 7850 (SOC   Percent 41.8%
Food processing workers  all other 7855 (SOC 51-3099) Total  both sexes
Food processing workers  all other 7855 (SOC 51-3099)   Number 134 320
Food processing workers  all other 7855 (SOC 51-3099)   Percent 100.0%
Food processing workers  all other 7855 (SOC 51-3099) Male
Food processing workers  all other 7855 (SOC 51-3099)   Number 84 080
Food processing workers  all other 7855 (SOC 51-3099)   Percent 62.6%
Food processing workers  all other 7855 (SOC 51-3099) Female
Food processing workers  all other 7855 (SOC 51-3099)   Number 50 240



6.5% 5.7% 14.6% 7.6% 0.2% 2.1% 0.1% 0.1% 0.2% 0.1% 0.0% (X) (X) (X) 0.3%

3 815 2 925 58 500 4 230 225 3 605 60 70 385 55 15 (X) (X) (X) 145
5.2% 4.0% 79.0% 5.7% 0.3% 4.9% 0.1% 0.1% 0.5% 0.1% 0.0% (X) (X) (X) 0.2%

3 395 2 655 53 225 3 535 190 3 340 60 70 375 55 15 (X) (X) (X) 95
4.6% 3.6% 71.9% 4.8% 0.3% 4.5% 0.1% 0.1% 0.5% 0.1% 0.0% (X) (X) (X) 0.1%

420 270 5 275 695 35 265 0 0 10 0 0 (X) (X) (X) 50
0.6% 0.4% 7.1% 0.9% 0.0% 0.4% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.1%

715 630 10 950 1 100 80 275 10 0 105 30 0 (X) (X) (X) 25
5.1% 4.5% 78.7% 7.9% 0.6% 2.0% 0.1% 0.0% 0.8% 0.2% 0.0% (X) (X) (X) 0.2%

570 490 9 205 855 80 225 10 0 95 30 0 (X) (X) (X) 25
4.1% 3.5% 66.2% 6.1% 0.6% 1.6% 0.1% 0.0% 0.7% 0.2% 0.0% (X) (X) (X) 0.2%

145 145 1 750 240 0 45 0 0 10 0 0 (X) (X) (X) 0
1.0% 1.0% 12.6% 1.7% 0.0% 0.3% 0.0% 0.0% 0.1% 0.0% 0.0% (X) (X) (X) 0.0%

390 425 6 915 860 55 185 4 0 50 10 0 (X) (X) (X) 0
4.4% 4.8% 77.8% 9.7% 0.6% 2.1% 0.0% 0.0% 0.6% 0.1% 0.0% (X) (X) (X) 0.0%

390 425 6 655 815 55 175 4 0 50 10 0 (X) (X) (X) 0
4.4% 4.8% 74.9% 9.2% 0.6% 2.0% 0.0% 0.0% 0.6% 0.1% 0.0% (X) (X) (X) 0.0%

0 0 260 45 4 10 0 0 0 0 0 (X) (X) (X) 0
0.0% 0.0% 2.9% 0.5% 0.0% 0.1% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

1 020 795 8 520 1 450 135 325 15 55 120 20 0 (X) (X) (X) 0
8.2% 6.4% 68.4% 11.6% 1.1% 2.6% 0.1% 0.4% 1.0% 0.2% 0.0% (X) (X) (X) 0.0%

700 660 6 185 1 165 105 265 4 40 120 20 0 (X) (X) (X) 0
5.6% 5.3% 49.7% 9.4% 0.8% 2.1% 0.0% 0.3% 1.0% 0.2% 0.0% (X) (X) (X) 0.0%

320 135 2 335 285 30 60 10 15 0 0 0 (X) (X) (X) 0
2.6% 1.1% 18.7% 2.3% 0.2% 0.5% 0.1% 0.1% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

9 995 7 145 78 405 13 440 645 2 220 10 85 695 80 60 (X) (X) (X) 385
8.8% 6.3% 69.3% 11.9% 0.6% 2.0% 0.0% 0.1% 0.6% 0.1% 0.1% (X) (X) (X) 0.3%

8 540 6 110 61 565 10 150 560 1 625 10 70 605 40 60 (X) (X) (X) 285
7.5% 5.4% 54.4% 9.0% 0.5% 1.4% 0.0% 0.1% 0.5% 0.0% 0.1% (X) (X) (X) 0.3%

1 455 1 035 16 840 3 290 85 595 0 15 90 40 4 (X) (X) (X) 105
1.3% 0.9% 14.9% 2.9% 0.1% 0.5% 0.0% 0.0% 0.1% 0.0% 0.0% (X) (X) (X) 0.1%

455 220 4 410 480 90 55 20 0 35 0 0 (X) (X) (X) 4
7.9% 3.8% 76.4% 8.3% 1.6% 1.0% 0.3% 0.0% 0.6% 0.0% 0.0% (X) (X) (X) 0.1%

400 190 3,830 365 55 35 20 0 35 0 0 (X) (X) (X) 0
6.9% 3.3% 66.3% 6.3% 1.0% 0.6% 0.3% 0.0% 0.6% 0.0% 0.0% (X) (X) (X) 0.0%

55 35 585 115 35 20 0 0 0 0 0 (X) (X) (X) 4
1.0% 0.6% 10.1% 2.0% 0.6% 0.3% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.1%

6 630 6 820 37 045 6 625 360 1 480 60 30 235 50 55 (X) (X) (X) 195
11.1% 11.4% 62.2% 11.1% 0.6% 2.5% 0.1% 0.1% 0.4% 0.1% 0.1% (X) (X) (X) 0.3%

5 935 6 150 32 160 6 140 280 1 105 60 10 200 50 55 (X) (X) (X) 150
10.0% 10.3% 54.0% 10.3% 0.5% 1.9% 0.1% 0.0% 0.3% 0.1% 0.1% (X) (X) (X) 0.3%

695 670 4 885 485 80 375 0 20 35 0 0 (X) (X) (X) 40
1.2% 1.1% 8.2% 0.8% 0.1% 0.6% 0.0% 0.0% 0.1% 0.0% 0.0% (X) (X) (X) 0.1%

1 200 880 11 030 765 80 320 0 0 80 4 4 (X) (X) (X) 60
8.3% 6.1% 76.5% 5.3% 0.6% 2.2% 0.0% 0.0% 0.6% 0.0% 0.0% (X) (X) (X) 0.4%

1 055 720 9 925 585 80 275 0 0 70 4 4 (X) (X) (X) 60
7.3% 5.0% 68.8% 4.1% 0.6% 1.9% 0.0% 0.0% 0.5% 0.0% 0.0% (X) (X) (X) 0.4%

145 160 1 105 180 0 45 0 0 10 0 0 (X) (X) (X) 0
1.0% 1.1% 7.7% 1.2% 0.0% 0.3% 0.0% 0.0% 0.1% 0.0% 0.0% (X) (X) (X) 0.0%

24 210 17 390 306 205 23 630 2 120 16 170 580 345 2 210 600 150 (X) (X) (X) 1 115
6.1% 4.4% 77.6% 6.0% 0.5% 4.1% 0.1% 0.1% 0.6% 0.2% 0.0% (X) (X) (X) 0.3%

22 805 16 040 294 545 20 900 2 000 15 610 550 330 2 050 535 150 (X) (X) (X) 1 000
5.8% 4.1% 74.6% 5.3% 0.5% 4.0% 0.1% 0.1% 0.5% 0.1% 0.0% (X) (X) (X) 0.3%

1 405 1 350 11 655 2 730 120 565 30 15 160 65 0 (X) (X) (X) 115
0.4% 0.3% 3.0% 0.7% 0.0% 0.1% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

1 700 1 455 19 180 3 965 185 310 10 15 150 30 0 (X) (X) (X) 35
6.3% 5.4% 71.0% 14.7% 0.7% 1.1% 0.0% 0.1% 0.6% 0.1% 0.0% (X) (X) (X) 0.1%

1 630 1 335 17 785 3 470 170 230 10 15 125 30 0 (X) (X) (X) 35
6.0% 4.9% 65.8% 12.8% 0.6% 0.9% 0.0% 0.1% 0.5% 0.1% 0.0% (X) (X) (X) 0.1%

65 120 1 395 500 15 80 0 0 20 0 0 (X) (X) (X) 0
0.2% 0.4% 5.2% 1.8% 0.1% 0.3% 0.0% 0.0% 0.1% 0.0% 0.0% (X) (X) (X) 0.0%

575 325 6 495 260 10 165 4 4 50 10 30 (X) (X) (X) 25
7.2% 4.1% 81.7% 3.3% 0.1% 2.1% 0.1% 0.1% 0.6% 0.1% 0.4% (X) (X) (X) 0.3%

375 255 5 695 220 10 55 4 0 15 10 30 (X) (X) (X) 25
4.7% 3.2% 71.6% 2.8% 0.1% 0.7% 0.1% 0.0% 0.2% 0.1% 0.4% (X) (X) (X) 0.3%

200 70 800 40 0 110 0 4 35 0 0 (X) (X) (X) 0
2.5% 0.9% 10.1% 0.5% 0.0% 1.4% 0.0% 0.1% 0.4% 0.0% 0.0% (X) (X) (X) 0.0%

4 245 3 825 37 065 6 365 200 1 455 105 85 205 70 10 (X) (X) (X) 245
7.9% 7.1% 68.8% 11.8% 0.4% 2.7% 0.2% 0.2% 0.4% 0.1% 0.0% (X) (X) (X) 0.5%

3 310 3 215 30 520 4 495 170 1 170 90 75 140 50 10 (X) (X) (X) 205
6.1% 6.0% 56.7% 8.3% 0.3% 2.2% 0.2% 0.1% 0.3% 0.1% 0.0% (X) (X) (X) 0.4%

935 610 6 540 1 870 30 285 15 10 65 20 0 (X) (X) (X) 40
1.7% 1.1% 12.1% 3.5% 0.1% 0.5% 0.0% 0.0% 0.1% 0.0% 0.0% (X) (X) (X) 0.1%

2 720 1 650 67 795 2 380 115 1 145 35 65 325 60 45 (X) (X) (X) 75
3.6% 2.2% 88.7% 3.1% 0.2% 1.5% 0.0% 0.1% 0.4% 0.1% 0.1% (X) (X) (X) 0.1%

2 610 1 315 66 405 2 145 115 1 070 35 65 300 60 45 (X) (X) (X) 60
3.4% 1.7% 86.9% 2.8% 0.2% 1.4% 0.0% 0.1% 0.4% 0.1% 0.1% (X) (X) (X) 0.1%

105 335 1 390 235 0 75 0 0 25 0 0 (X) (X) (X) 15
0.1% 0.4% 1.8% 0.3% 0.0% 0.1% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

78 545 55 285 430 635 52 875 7 295 15 590 830 580 3 980 615 300 (X) (X) (X) 1 675
12.1% 8.5% 66.4% 8.2% 1.1% 2.4% 0.1% 0.1% 0.6% 0.1% 0.0% (X) (X) (X) 0.3%

75 275 52 615 408 275 48 150 6 560 12 865 815 500 3 735 560 290 (X) (X) (X) 1 505
11.6% 8.1% 63.0% 7.4% 1.0% 2.0% 0.1% 0.1% 0.6% 0.1% 0.0% (X) (X) (X) 0.2%

3,265 2,665 22,360 4,725 735 2,725 15 80 245 55 10 (X) (X) (X) 170
0.5% 0.4% 3.4% 0.7% 0.1% 0.4% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

590 365 6,420 1,010 90 120 15 10 15 15 0 (X) (X) (X) 15
6.8% 4.2% 74.1% 11.7% 1.0% 1.4% 0.2% 0.1% 0.2% 0.2% 0.0% (X) (X) (X) 0.2%

560 325 5 695 885 90 120 15 10 15 15 0 (X) (X) (X) 15
6.5% 3.8% 65.8% 10.2% 1.0% 1.4% 0.2% 0.1% 0.2% 0.2% 0.0% (X) (X) (X) 0.2%

30 40 725 130 0 0 0 0 0 0 0 (X) (X) (X) 0
0.3% 0.5% 8.4% 1.5% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

2 160 1 730 12 210 1 845 55 590 4 70 85 0 15 (X) (X) (X) 90

Food processing workers, all other 7855 (SOC 51-3099)   Percent 37.4%
Computer control programmers and operators 7900 (SOC Total  both sexes
Computer control programmers and operators 7900 (SOC   Number 74 025
Computer control programmers and operators 7900 (SOC   Percent 100.0%
Computer control programmers and operators 7900 (SOC Male
Computer control programmers and operators 7900 (SOC   Number 67 005
Computer control programmers and operators 7900 (SOC   Percent 90.5%
Computer control programmers and operators 7900 (SOC Female
Computer control programmers and operators 7900 (SOC   Number 7 020
Computer control programmers and operators 7900 (SOC   Percent 9.5%
Extruding and drawing machine setters  operators  and Total  both sexes
Extruding and drawing machine setters  operators  and   Number 13 915
Extruding and drawing machine setters  operators  and   Percent 100.0%
Extruding and drawing machine setters  operators  and Male
Extruding and drawing machine setters  operators  and   Number 11 585
Extruding and drawing machine setters  operators  and   Percent 83.3%
Extruding and drawing machine setters  operators  and Female
Extruding and drawing machine setters  operators  and   Number 2 335
Extruding and drawing machine setters  operators  and   Percent 16.8%
Forging machine setters  operators  and tenders  metal Total  both sexes
Forging machine setters  operators  and tenders  metal   Number 8 890
Forging machine setters  operators  and tenders  metal   Percent 100.0%
Forging machine setters  operators  and tenders  metal Male
Forging machine setters  operators  and tenders  metal   Number 8 575
Forging machine setters  operators  and tenders  metal   Percent 96.5%
Forging machine setters, operators, and tenders, metal Female
Forging machine setters  operators  and tenders  metal   Number 320
Forging machine setters  operators  and tenders  metal   Percent 3.6%
Rolling machine setters, operators, and tenders, metal and Total, both sexes
Rolling machine setters  operators  and tenders  metal and   Number 12 455
Rolling machine setters  operators  and tenders  metal and   Percent 100.0%
Rolling machine setters  operators  and tenders  metal and Male
Rolling machine setters  operators  and tenders  metal and   Number 9 260
Rolling machine setters  operators  and tenders  metal and   Percent 74.3%
Rolling machine setters  operators  and tenders  metal and Female
Rolling machine setters  operators  and tenders  metal and   Number 3 195
Rolling machine setters  operators  and tenders  metal and   Percent 25.7%
Cutting  punching  and press machine setters  operators  Total  both sexes
Cutting  punching  and press machine setters  operators    Number 113 175
Cutting  punching  and press machine setters  operators    Percent 100.0%
Cutting  punching  and press machine setters  operators  Male
Cutting  punching  and press machine setters  operators    Number 89 625
Cutting  punching  and press machine setters  operators    Percent 79.2%
Cutting  punching  and press machine setters  operators  Female
Cutting  punching  and press machine setters  operators    Number 23 555
Cutting  punching  and press machine setters  operators    Percent 20.8%
Dr lling and boring machine tool setters  operators  and Total  both sexes
Dr lling and boring machine tool setters  operators  and   Number 5 775
Dr lling and boring machine tool setters  operators  and   Percent 100.0%
Dr lling and boring machine tool setters  operators  and Male
Dr lling and boring machine tool setters, operators, and   Number 4,925
Dr lling and boring machine tool setters  operators  and   Percent 85.3%
Dr lling and boring machine tool setters  operators  and Female
Dr lling and boring machine tool setters, operators, and   Number 850
Dr lling and boring machine tool setters  operators  and   Percent 14.7%
Grinding  lapping  polishing  and buffing machine tool Total  both sexes
Grinding  lapping  polishing  and buffing machine tool   Number 59 575
Grinding  lapping  polishing  and buffing machine tool   Percent 100.0%
Grinding  lapping  polishing  and buffing machine tool Male
Grinding  lapping  polishing  and buffing machine tool   Number 52 300
Grinding  lapping  polishing  and buffing machine tool   Percent 87.8%
Grinding  lapping  polishing  and buffing machine tool Female
Grinding  lapping  polishing  and buffing machine tool   Number 7 280
Grinding  lapping  polishing  and buffing machine tool   Percent 12.2%
Lathe and turning machine tool setters  operators  and Total  both sexes
Lathe and turning machine tool setters  operators  and   Number 14 420
Lathe and turning machine tool setters  operators  and   Percent 100.0%
Lathe and turning machine tool setters  operators  and Male
Lathe and turning machine tool setters  operators  and   Number 12 775
Lathe and turning machine tool setters  operators  and   Percent 88.6%
Lathe and turning machine tool setters  operators  and Female
Lathe and turning machine tool setters  operators  and   Number 1 645
Lathe and turning machine tool setters  operators  and   Percent 11.4%
Machinists 8030 (SOC 51-4041) Total  both sexes
Machinists 8030 (SOC 51-4041)   Number 394 735
Machinists 8030 (SOC 51-4041)   Percent 100.0%
Machinists 8030 (SOC 51-4041) Male
Machinists 8030 (SOC 51-4041)   Number 376 520
Machinists 8030 (SOC 51-4041)   Percent 95.4%
Machinists 8030 (SOC 51-4041) Female
Machinists 8030 (SOC 51-4041)   Number 18 215
Machinists 8030 (SOC 51-4041)   Percent 4.6%
Metal furnace operators  tenders  pourers  and casters Total  both sexes
Metal furnace operators  tenders  pourers  and casters   Number 27 030
Metal furnace operators  tenders  pourers  and casters   Percent 100.0%
Metal furnace operators  tenders  pourers  and casters Male
Metal furnace operators  tenders  pourers  and casters   Number 24 835
Metal furnace operators  tenders  pourers  and casters   Percent 91.9%
Metal furnace operators  tenders  pourers  and casters Female
Metal furnace operators  tenders  pourers  and casters   Number 2 195
Metal furnace operators  tenders  pourers  and casters   Percent 8.1%
Model makers and patternmakers  metal and plastic 8060 Total  both sexes
Model makers and patternmakers  metal and plastic 8060   Number 7 950
Model makers and patternmakers  metal and plastic 8060   Percent 100.0%
Model makers and patternmakers  metal and plastic 8060 Male
Model makers and patternmakers  metal and plastic 8060   Number 6 690
Model makers and patternmakers  metal and plastic 8060   Percent 84.2%
Model makers and patternmakers  metal and plastic 8060 Female
Model makers and patternmakers  metal and plastic 8060   Number 1 260
Model makers and patternmakers  metal and plastic 8060   Percent 15.8%
Molders and molding machine setters, operators, and Total, both sexes
Molders and molding machine setters  operators  and   Number 53 865
Molders and molding machine setters  operators  and   Percent 100.0%
Molders and molding machine setters, operators, and Male
Molders and molding machine setters  operators  and   Number 43 445
Molders and molding machine setters  operators  and   Percent 80.7%
Molders and molding machine setters  operators  and Female
Molders and molding machine setters  operators  and   Number 10 420
Molders and molding machine setters  operators  and   Percent 19.3%
Tool and die makers 8130 (SOC 51-4111) Total  both sexes
Tool and die makers 8130 (SOC 51-4111)   Number 76 410
Tool and die makers 8130 (SOC 51-4111)   Percent 100.0%
Tool and die makers 8130 (SOC 51-4111) Male
Tool and die makers 8130 (SOC 51-4111)   Number 74 230
Tool and die makers 8130 (SOC 51-4111)   Percent 97.1%
Tool and die makers 8130 (SOC 51-4111) Female
Tool and die makers 8130 (SOC 51-4111)   Number 2 180
Tool and die makers 8130 (SOC 51-4111)   Percent 2.9%
Welding  soldering  and brazing workers 8140 (SOC 51- Total  both sexes
Welding  soldering  and brazing workers 8140 (SOC 51-   Number 648 205
Welding  soldering  and brazing workers 8140 (SOC 51-   Percent 100.0%
Welding  soldering  and brazing workers 8140 (SOC 51- Male
Welding  soldering  and brazing workers 8140 (SOC 51-   Number 611 145
Welding  soldering  and brazing workers 8140 (SOC 51-   Percent 94.3%
Welding  soldering  and brazing workers 8140 (SOC 51- Female
Welding, soldering, and brazing workers 8140 (SOC 51-   Number 37,055
Welding  soldering  and brazing workers 8140 (SOC 51-   Percent 5.7%
Heat treating equipment setters  operators  and tenders  Total  both sexes
Heat treating equipment setters, operators, and tenders,   Number 8,660
Heat treating equipment setters  operators  and tenders    Percent 100.0%
Heat treating equipment setters  operators  and tenders  Male
Heat treating equipment setters  operators  and tenders    Number 7 735
Heat treating equipment setters  operators  and tenders    Percent 89.3%
Heat treating equipment setters  operators  and tenders  Female
Heat treating equipment setters  operators  and tenders    Number 925
Heat treating equipment setters  operators  and tenders    Percent 10.7%
Plating and coating machine setters  operators  and Total  both sexes
Plating and coating machine setters  operators  and   Number 18 855



11.5% 9.2% 64.8% 9.8% 0.3% 3.1% 0.0% 0.4% 0.5% 0.0% 0.1% (X) (X) (X) 0.5%

2 080 1 550 10 735 1 650 45 560 4 70 80 0 15 (X) (X) (X) 80
11.0% 8.2% 56.9% 8.8% 0.2% 3.0% 0.0% 0.4% 0.4% 0.0% 0.1% (X) (X) (X) 0.4%

80 185 1 475 195 10 25 0 0 4 0 0 (X) (X) (X) 10
0.4% 1.0% 7.8% 1.0% 0.1% 0.1% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.1%

265 245 7 340 510 30 250 0 0 60 25 0 (X) (X) (X) 40
3.0% 2.8% 83.8% 5.8% 0.3% 2.9% 0.0% 0.0% 0.7% 0.3% 0.0% (X) (X) (X) 0.5%

220 195 7 020 495 30 250 0 0 60 25 0 (X) (X) (X) 40
2.5% 2.2% 80.1% 5.7% 0.3% 2.9% 0.0% 0.0% 0.7% 0.3% 0.0% (X) (X) (X) 0.5%

45 45 320 10 0 0 0 0 0 0 0 (X) (X) (X) 0
0.5% 0.5% 3.7% 0.1% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

55 090 48 935 258 185 61 580 2 225 32 640 415 450 1 865 505 325 (X) (X) (X) 1 565
11.9% 10.6% 55.7% 13.3% 0.5% 7.0% 0.1% 0.1% 0.4% 0.1% 0.1% (X) (X) (X) 0.3%

40 810 36 425 203 815 42 775 1 760 24 240 330 325 1 465 390 300 (X) (X) (X) 1 065
8.8% 7.9% 43.9% 9.2% 0.4% 5.2% 0.1% 0.1% 0.3% 0.1% 0.1% (X) (X) (X) 0.2%

14 280 12 505 54 370 18 805 460 8 400 90 130 400 115 25 (X) (X) (X) 500
3.1% 2.7% 11.7% 4.1% 0.1% 1.8% 0.0% 0.0% 0.1% 0.0% 0.0% (X) (X) (X) 0.1%

3 085 2 985 33 490 5 510 140 2 170 70 190 235 90 40 (X) (X) (X) 115
6.4% 6.2% 69.6% 11.5% 0.3% 4.5% 0.1% 0.4% 0.5% 0.2% 0.1% (X) (X) (X) 0.2%

1 490 1 310 17 115 2 125 55 1 230 0 55 60 50 0 (X) (X) (X) 55
3.1% 2.7% 35.6% 4.4% 0.1% 2.6% 0.0% 0.1% 0.1% 0.1% 0.0% (X) (X) (X) 0.1%

1 595 1 675 16 375 3 385 85 940 70 130 180 45 40 (X) (X) (X) 60
3.3% 3.5% 34.0% 7.0% 0.2% 2.0% 0.1% 0.3% 0.4% 0.1% 0.1% (X) (X) (X) 0.1%

22 110 16 750 166 885 24 050 935 10 055 265 390 1 145 395 210 (X) (X) (X) 1 135
9.0% 6.9% 68.3% 9.8% 0.4% 4.1% 0.1% 0.2% 0.5% 0.2% 0.1% (X) (X) (X) 0.5%

16 825 12 990 135 990 18 375 740 8 315 250 315 930 325 165 (X) (X) (X) 1 015
6.9% 5.3% 55.7% 7.5% 0.3% 3.4% 0.1% 0.1% 0.4% 0.1% 0.1% (X) (X) (X) 0.4%

5 290 3 760 30 895 5 675 195 1 740 15 75 215 70 45 (X) (X) (X) 120
2.2% 1.5% 12.6% 2.3% 0.1% 0.7% 0.0% 0.0% 0.1% 0.0% 0.0% (X) (X) (X) 0.0%

3 090 1 910 26 315 3 375 150 1 465 60 35 185 35 75 (X) (X) (X) 120
8.4% 5.2% 71.5% 9.2% 0.4% 4.0% 0.2% 0.1% 0.5% 0.1% 0.2% (X) (X) (X) 0.3%

1 515 1 010 14 250 1 230 40 700 55 35 70 35 40 (X) (X) (X) 105
4.1% 2.7% 38.7% 3.3% 0.1% 1.9% 0.1% 0.1% 0.2% 0.1% 0.1% (X) (X) (X) 0.3%

1,580 900 12,070 2,145 110 770 4 0 110 0 30 (X) (X) (X) 10
4.3% 2.4% 32.8% 5.8% 0.3% 2.1% 0.0% 0.0% 0.3% 0.0% 0.1% (X) (X) (X) 0.0%

37,905 30,000 90,820 38,550 1,550 15,505 545 215 875 335 195 (X) (X) (X) 1,185
17.4% 13.8% 41.7% 17.7% 0.7% 7.1% 0.3% 0.1% 0.4% 0.2% 0.1% (X) (X) (X) 0.5%

13 495 11 665 40 485 13 815 320 7 250 325 120 320 240 105 (X) (X) (X) 585
6.2% 5.4% 18.6% 6.3% 0.1% 3.3% 0.1% 0.1% 0.1% 0.1% 0.0% (X) (X) (X) 0.3%

24 410 18 340 50 335 24 735 1 230 8 255 215 100 555 95 90 (X) (X) (X) 600
11.2% 8.4% 23.1% 11.4% 0.6% 3.8% 0.1% 0.0% 0.3% 0.0% 0.0% (X) (X) (X) 0.3%

15 190 12 800 18 240 12 185 265 4 135 50 55 95 65 90 (X) (X) (X) 305
23.9% 20.2% 28.7% 19.2% 0.4% 6.5% 0.1% 0.1% 0.1% 0.1% 0.1% (X) (X) (X) 0.5%

3 515 3 655 6 465 2 910 95 2 230 0 20 40 50 35 (X) (X) (X) 65
5.5% 5.8% 10.2% 4.6% 0.1% 3.5% 0.0% 0.0% 0.1% 0.1% 0.1% (X) (X) (X) 0.1%

11 670 9 145 11 775 9 275 170 1 910 50 40 55 15 55 (X) (X) (X) 235
18.4% 14.4% 18.5% 14.6% 0.3% 3.0% 0.1% 0.1% 0.1% 0.0% 0.1% (X) (X) (X) 0.4%

45 715 46 935 94 350 27 415 1 005 34 500 280 285 625 230 75 (X) (X) (X) 590
18.1% 18.6% 37.4% 10.9% 0.4% 13.7% 0.1% 0.1% 0.2% 0.1% 0.0% (X) (X) (X) 0.2%

13 250 14 970 16 440 7 125 165 4 435 45 70 90 30 40 (X) (X) (X) 100
5.3% 5.9% 6.5% 2.8% 0.1% 1.8% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

32 465 31 970 77 910 20 290 840 30 065 235 215 535 200 30 (X) (X) (X) 490
12.9% 12.7% 30.9% 8.1% 0.3% 11.9% 0.1% 0.1% 0.2% 0.1% 0.0% (X) (X) (X) 0.2%

1 900 1 335 6 125 695 60 750 0 40 80 0 0 (X) (X) (X) 60
17.2% 12.1% 55.5% 6.3% 0.5% 6.8% 0.0% 0.4% 0.7% 0.0% 0.0% (X) (X) (X) 0.5%

1 555 970 4 840 465 30 655 0 0 55 0 0 (X) (X) (X) 60
14.1% 8.8% 43.8% 4.2% 0.3% 5.9% 0.0% 0.0% 0.5% 0.0% 0.0% (X) (X) (X) 0.5%

345 365 1 280 230 30 95 0 40 25 0 0 (X) (X) (X) 0
3.1% 3.3% 11.6% 2.1% 0.3% 0.9% 0.0% 0.4% 0.2% 0.0% 0.0% (X) (X) (X) 0.0%

710 605 2 625 585 0 325 4 10 10 10 0 (X) (X) (X) 25
14.5% 12.3% 53.5% 11.9% 0.0% 6.6% 0.1% 0.2% 0.2% 0.2% 0.0% (X) (X) (X) 0.5%

340 390 1 190 240 0 75 4 10 10 0 0 (X) (X) (X) 4
6.9% 7.9% 24.2% 4.9% 0.0% 1.5% 0.1% 0.2% 0.2% 0.0% 0.0% (X) (X) (X) 0.1%

375 215 1 435 345 0 255 0 0 0 10 0 (X) (X) (X) 20
7.6% 4.4% 29.2% 7.0% 0.0% 5.2% 0.0% 0.0% 0.0% 0.2% 0.0% (X) (X) (X) 0.4%

11 275 8 710 45 740 6 300 205 17 450 80 80 105 145 25 (X) (X) (X) 235
12.5% 9.6% 50.6% 7.0% 0.2% 19.3% 0.1% 0.1% 0.1% 0.2% 0.0% (X) (X) (X) 0.3%

3 055 3 020 8 060 1 540 15 4 925 0 0 0 0 0 (X) (X) (X) 75
3.4% 3.3% 8.9% 1.7% 0.0% 5.5% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.1%

8 220 5 690 37 680 4 755 195 12 525 80 80 105 145 25 (X) (X) (X) 160
9.1% 6.3% 41.7% 5.3% 0.2% 13.9% 0.1% 0.1% 0.1% 0.2% 0.0% (X) (X) (X) 0.2%

2 310 1 920 7 565 1 835 85 720 25 25 120 4 20 (X) (X) (X) 30
15.8% 13.1% 51.6% 12.5% 0.6% 4.9% 0.2% 0.2% 0.8% 0.0% 0.1% (X) (X) (X) 0.2%

1 485 1 135 4 175 1 285 60 545 25 25 50 0 0 (X) (X) (X) 15
10.1% 7.7% 28.5% 8.8% 0.4% 3.7% 0.2% 0.2% 0.3% 0.0% 0.0% (X) (X) (X) 0.1%

825 785 3 385 550 25 175 0 0 75 4 20 (X) (X) (X) 15
5.6% 5.4% 23.1% 3.8% 0.2% 1.2% 0.0% 0.0% 0.5% 0.0% 0.1% (X) (X) (X) 0.1%

1 205 735 7 880 2 555 245 735 0 0 120 10 0 (X) (X) (X) 45
8.9% 5.4% 58.2% 18.9% 1.8% 5.4% 0.0% 0.0% 0.9% 0.1% 0.0% (X) (X) (X) 0.3%

625 395 2 615 885 70 275 0 0 80 0 0 (X) (X) (X) 0
4.6% 2.9% 19.3% 6.5% 0.5% 2.0% 0.0% 0.0% 0.6% 0.0% 0.0% (X) (X) (X) 0.0%

580 340 5 265 1 670 175 460 0 0 40 10 0 (X) (X) (X) 45
4.3% 2.5% 38.9% 12.3% 1.3% 3.4% 0.0% 0.0% 0.3% 0.1% 0.0% (X) (X) (X) 0.3%

1,300 1,660 9,860 4,865 95 465 0 0 90 35 0 (X) (X) (X) 50
7.1% 9.0% 53.5% 26.4% 0.5% 2.5% 0.0% 0.0% 0.5% 0.2% 0.0% (X) (X) (X) 0.3%

665 780 3,415 1,240 40 115 0 0 15 0 0 (X) (X) (X) 25
3.6% 4.2% 18.5% 6.7% 0.2% 0.6% 0.0% 0.0% 0.1% 0.0% 0.0% (X) (X) (X) 0.1%

635 880 6 445 3 625 50 350 0 0 75 35 0 (X) (X) (X) 25
3.4% 4.8% 35.0% 19.7% 0.3% 1.9% 0.0% 0.0% 0.4% 0.2% 0.0% (X) (X) (X) 0.1%

6 310 5 990 26 765 3 475 275 855 20 75 170 55 15 (X) (X) (X) 100
14.3% 13.6% 60.7% 7.9% 0.6% 1.9% 0.0% 0.2% 0.4% 0.1% 0.0% (X) (X) (X) 0.2%

5 645 5 510 20 975 3 035 240 700 20 65 135 25 15 (X) (X) (X) 100

Plating and coating machine setters, operators, and   Percent 100.0%
Plating and coating machine setters  operators  and Male
Plating and coating machine setters  operators  and   Number 16 870
Plating and coating machine setters, operators, and   Percent 89.5%
Plating and coating machine setters  operators  and Female
Plating and coating machine setters  operators  and   Number 1 985
Plating and coating machine setters  operators  and   Percent 10.5%
Tool grinders  filers  and sharpeners 8210 (SOC 51-4194) Total  both sexes
Tool grinders  filers  and sharpeners 8210 (SOC 51-4194)   Number 8 760
Tool grinders  filers  and sharpeners 8210 (SOC 51-4194)   Percent 100.0%
Tool grinders  filers  and sharpeners 8210 (SOC 51-4194) Male
Tool grinders  filers  and sharpeners 8210 (SOC 51-4194)   Number 8 340
Tool grinders  filers  and sharpeners 8210 (SOC 51-4194)   Percent 95.2%
Tool grinders  filers  and sharpeners 8210 (SOC 51-4194) Female
Tool grinders  filers  and sharpeners 8210 (SOC 51-4194)   Number 420
Tool grinders  filers  and sharpeners 8210 (SOC 51-4194)   Percent 4.8%
Miscellaneous metal workers and plastic workers  Total  both sexes
Miscellaneous metal workers and plastic workers    Number 463 790
Miscellaneous metal workers and plastic workers    Percent 100.0%
Miscellaneous metal workers and plastic workers  Male
Miscellaneous metal workers and plastic workers    Number 353 705
Miscellaneous metal workers and plastic workers    Percent 76.3%
Miscellaneous metal workers and plastic workers  Female
Miscellaneous metal workers and plastic workers    Number 110 080
Miscellaneous metal workers and plastic workers    Percent 23.7%
Prepress technicians and workers 8250 (SOC 51-5111) Total, both sexes
Prepress technicians and workers 8250 (SOC 51-5111)   Number 48 120
Prepress technicians and workers 8250 (SOC 51-5111)   Percent 100.0%
Prepress technicians and workers 8250 (SOC 51-5111) Male
Prepress technicians and workers 8250 (SOC 51-5111)   Number 23 540
Prepress technicians and workers 8250 (SOC 51-5111)   Percent 48.9%
Prepress technicians and workers 8250 (SOC 51-5111) Female
Prepress technicians and workers 8250 (SOC 51-5111)   Number 24 580
Prepress technicians and workers 8250 (SOC 51-5111)   Percent 51.1%
Printing press operators 8255 (SOC 51-5112) Total  both sexes
Printing press operators 8255 (SOC 51-5112)   Number 244 330
Printing press operators 8255 (SOC 51-5112)   Percent 100.0%
Printing press operators 8255 (SOC 51-5112) Male
Printing press operators 8255 (SOC 51-5112)   Number 196 240
Printing press operators 8255 (SOC 51-5112)   Percent 80.3%
Printing press operators 8255 (SOC 51-5112) Female
Printing press operators 8255 (SOC 51-5112)   Number 48 090
Printing press operators 8255 (SOC 51-5112)   Percent 19.7%
Print binding and finishing workers 8256 (SOC 51-5113) Total  both sexes
Print binding and finishing workers 8256 (SOC 51-5113)   Number 36 810
Print binding and finishing workers 8256 (SOC 51-5113)   Percent 100.0%
Print binding and finishing workers 8256 (SOC 51-5113) Male
Print binding and finishing workers 8256 (SOC 51-5113)   Number 19 085
Print binding and finishing workers 8256 (SOC 51-5113)   Percent 51.8%
Print binding and finishing workers 8256 (SOC 51-5113) Female
Print binding and finishing workers 8256 (SOC 51-5113)   Number 17,725
Print binding and finishing workers 8256 (SOC 51-5113)   Percent 48.2%
Laundry and dry-cleaning workers 8300 (SOC 51-6011) Total  both sexes
Laundry and dry-cleaning workers 8300 (SOC 51-6011)   Number 217,680
Laundry and dry-cleaning workers 8300 (SOC 51-6011)   Percent 100.0%
Laundry and dry-cleaning workers 8300 (SOC 51-6011) Male
Laundry and dry-cleaning workers 8300 (SOC 51-6011)   Number 88 725
Laundry and dry-cleaning workers 8300 (SOC 51-6011)   Percent 40.8%
Laundry and dry-cleaning workers 8300 (SOC 51-6011) Female
Laundry and dry-cleaning workers 8300 (SOC 51-6011)   Number 128 955
Laundry and dry-cleaning workers 8300 (SOC 51-6011)   Percent 59.2%
Pressers  text le  garment  and related materials 8310 Total  both sexes
Pressers  text le  garment  and related materials 8310   Number 63 480
Pressers  text le  garment  and related materials 8310   Percent 100.0%
Pressers  text le  garment  and related materials 8310 Male
Pressers  text le  garment  and related materials 8310   Number 19 085
Pressers  text le  garment  and related materials 8310   Percent 30.1%
Pressers  text le  garment  and related materials 8310 Female
Pressers  text le  garment  and related materials 8310   Number 44 400
Pressers  text le  garment  and related materials 8310   Percent 69.9%
Sewing machine operators 8320 (SOC 51-6031) Total  both sexes
Sewing machine operators 8320 (SOC 51-6031)   Number 252 005
Sewing machine operators 8320 (SOC 51-6031)   Percent 100.0%
Sewing machine operators 8320 (SOC 51-6031) Male
Sewing machine operators 8320 (SOC 51-6031)   Number 56 765
Sewing machine operators 8320 (SOC 51-6031)   Percent 22.5%
Sewing machine operators 8320 (SOC 51-6031) Female
Sewing machine operators 8320 (SOC 51-6031)   Number 195 240
Sewing machine operators 8320 (SOC 51-6031)   Percent 77.5%
Shoe and leather workers and repairers 8330 (SOC 51- Total  both sexes
Shoe and leather workers and repairers 8330 (SOC 51-   Number 11 040
Shoe and leather workers and repairers 8330 (SOC 51-   Percent 100.0%
Shoe and leather workers and repairers 8330 (SOC 51- Male
Shoe and leather workers and repairers 8330 (SOC 51-   Number 8 635
Shoe and leather workers and repairers 8330 (SOC 51-   Percent 78.2%
Shoe and leather workers and repairers 8330 (SOC 51- Female
Shoe and leather workers and repairers 8330 (SOC 51-   Number 2 410
Shoe and leather workers and repairers 8330 (SOC 51-   Percent 21.8%
Shoe machine operators and tenders 8340 (SOC 51- Total  both sexes
Shoe machine operators and tenders 8340 (SOC 51-   Number 4 910
Shoe machine operators and tenders 8340 (SOC 51-   Percent 100.0%
Shoe machine operators and tenders 8340 (SOC 51- Male
Shoe machine operators and tenders 8340 (SOC 51-   Number 2 255
Shoe machine operators and tenders 8340 (SOC 51-   Percent 45.9%
Shoe machine operators and tenders 8340 (SOC 51- Female
Shoe machine operators and tenders 8340 (SOC 51-   Number 2 655
Shoe machine operators and tenders 8340 (SOC 51-   Percent 54.1%
Tailors  dressmakers  and sewers 8350 (SOC 51-6050) Total  both sexes
Tailors  dressmakers  and sewers 8350 (SOC 51-6050)   Number 90 355
Tailors  dressmakers  and sewers 8350 (SOC 51-6050)   Percent 100.0%
Tailors, dressmakers, and sewers 8350 (SOC 51-6050) Male
Tailors  dressmakers  and sewers 8350 (SOC 51-6050)   Number 20 690
Tailors  dressmakers  and sewers 8350 (SOC 51-6050)   Percent 22.9%
Tailors, dressmakers, and sewers 8350 (SOC 51-6050) Female
Tailors  dressmakers  and sewers 8350 (SOC 51-6050)   Number 69 665
Tailors  dressmakers  and sewers 8350 (SOC 51-6050)   Percent 77.1%
Text le bleaching and dyeing  and cutting machine setters  Total  both sexes
Text le bleaching and dyeing  and cutting machine setters    Number 14 660
Text le bleaching and dyeing  and cutting machine setters    Percent 100.0%
Text le bleaching and dyeing  and cutting machine setters  Male
Text le bleaching and dyeing  and cutting machine setters    Number 8 805
Text le bleaching and dyeing  and cutting machine setters    Percent 60.1%
Text le bleaching and dyeing  and cutting machine setters  Female
Text le bleaching and dyeing  and cutting machine setters    Number 5 860
Text le bleaching and dyeing  and cutting machine setters    Percent 40.0%
Text le knitting and weaving machine setters  operators  Total  both sexes
Text le knitting and weaving machine setters  operators    Number 13 535
Text le knitting and weaving machine setters  operators    Percent 100.0%
Text le knitting and weaving machine setters  operators  Male
Text le knitting and weaving machine setters  operators    Number 4 950
Text le knitting and weaving machine setters  operators    Percent 36.6%
Text le knitting and weaving machine setters  operators  Female
Text le knitting and weaving machine setters  operators    Number 8 585
Text le knitting and weaving machine setters  operators    Percent 63.4%
Text le winding  twisting  and drawing out machine setters  Total  both sexes
Text le winding, twisting, and drawing out machine setters,   Number 18,420
Text le winding  twisting  and drawing out machine setters    Percent 100.0%
Text le winding  twisting  and drawing out machine setters  Male
Text le winding, twisting, and drawing out machine setters,   Number 6,305
Text le winding  twisting  and drawing out machine setters    Percent 34.2%
Text le winding  twisting  and drawing out machine setters  Female
Text le winding  twisting  and drawing out machine setters    Number 12 120
Text le winding  twisting  and drawing out machine setters    Percent 65.8%
Upholsterers 8450 (SOC 51-6093) Total  both sexes
Upholsterers 8450 (SOC 51-6093)   Number 44 105
Upholsterers 8450 (SOC 51-6093)   Percent 100.0%
Upholsterers 8450 (SOC 51-6093) Male
Upholsterers 8450 (SOC 51-6093)   Number 36 470



12.8% 12.5% 47.6% 6.9% 0.5% 1.6% 0.0% 0.1% 0.3% 0.1% 0.0% (X) (X) (X) 0.2%

665 480 5 790 440 30 155 0 15 30 25 0 (X) (X) (X) 0
1.5% 1.1% 13.1% 1.0% 0.1% 0.4% 0.0% 0.0% 0.1% 0.1% 0.0% (X) (X) (X) 0.0%

3 335 3 165 15 170 5 195 95 2 390 50 4 100 35 0 (X) (X) (X) 125
11.2% 10.7% 51.1% 17.5% 0.3% 8.1% 0.2% 0.0% 0.3% 0.1% 0.0% (X) (X) (X) 0.4%

1 985 1 380 8 635 2 920 80 790 15 4 75 25 0 (X) (X) (X) 25
6.7% 4.7% 29.1% 9.8% 0.3% 2.7% 0.1% 0.0% 0.3% 0.1% 0.0% (X) (X) (X) 0.1%

1 350 1 785 6 535 2 275 20 1 600 35 0 25 10 0 (X) (X) (X) 105
4.6% 6.0% 22.0% 7.7% 0.1% 5.4% 0.1% 0.0% 0.1% 0.0% 0.0% (X) (X) (X) 0.4%

7 855 5 410 56 515 3 030 290 1 415 40 20 210 155 0 (X) (X) (X) 280
10.4% 7.2% 75.1% 4.0% 0.4% 1.9% 0.1% 0.0% 0.3% 0.2% 0.0% (X) (X) (X) 0.4%

7 185 5 050 53 325 2 645 290 1 345 20 20 210 155 0 (X) (X) (X) 280
9.6% 6.7% 70.9% 3.5% 0.4% 1.8% 0.0% 0.0% 0.3% 0.2% 0.0% (X) (X) (X) 0.4%

670 360 3 185 385 4 70 20 0 0 0 0 (X) (X) (X) 0
0.9% 0.5% 4.2% 0.5% 0.0% 0.1% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

2 750 2 510 14 075 1 395 75 385 0 40 165 75 0 (X) (X) (X) 115
12.7% 11.6% 65.2% 6.5% 0.3% 1.8% 0.0% 0.2% 0.8% 0.3% 0.0% (X) (X) (X) 0.5%

2 215 2 075 11 125 1 050 55 295 0 40 145 65 0 (X) (X) (X) 115
10.3% 9.6% 51.5% 4.9% 0.3% 1.4% 0.0% 0.2% 0.7% 0.3% 0.0% (X) (X) (X) 0.5%

535 440 2 955 345 20 90 0 0 25 10 0 (X) (X) (X) 0
2.5% 2.0% 13.7% 1.6% 0.1% 0.4% 0.0% 0.0% 0.1% 0.0% 0.0% (X) (X) (X) 0.0%

3 685 4 205 30 705 3 915 470 550 0 4 280 0 0 (X) (X) (X) 75
8.4% 9.6% 70.0% 8.9% 1.1% 1.3% 0.0% 0.0% 0.6% 0.0% 0.0% (X) (X) (X) 0.2%

3 055 3 750 27 355 3 465 430 390 0 4 225 0 0 (X) (X) (X) 35
7.0% 8.5% 62.3% 7.9% 1.0% 0.9% 0.0% 0.0% 0.5% 0.0% 0.0% (X) (X) (X) 0.1%

630 455 3 355 445 45 160 0 0 60 0 0 (X) (X) (X) 40
1.4% 1.0% 7.6% 1.0% 0.1% 0.4% 0.0% 0.0% 0.1% 0.0% 0.0% (X) (X) (X) 0.1%

3 960 3 055 21 500 3 110 260 470 40 75 365 45 50 (X) (X) (X) 185
12.0% 9.2% 64.9% 9.4% 0.8% 1.4% 0.1% 0.2% 1.1% 0.1% 0.2% (X) (X) (X) 0.6%

3 010 2 340 17 315 2 230 205 325 40 75 245 45 50 (X) (X) (X) 185
9.1% 7.1% 52.3% 6.7% 0.6% 1.0% 0.1% 0.2% 0.7% 0.1% 0.2% (X) (X) (X) 0.6%

950 715 4 185 885 55 145 4 0 120 0 0 (X) (X) (X) 0
2.9% 2.2% 12.6% 2.7% 0.2% 0.4% 0.0% 0.0% 0.4% 0.0% 0.0% (X) (X) (X) 0.0%

1,935 1,485 25,675 1,535 505 675 35 75 330 130 40 (X) (X) (X) 105
5.9% 4.6% 78.9% 4.7% 1.6% 2.1% 0.1% 0.2% 1.0% 0.4% 0.1% (X) (X) (X) 0.3%

1,615 1,335 23,540 1,450 465 520 35 75 260 120 40 (X) (X) (X) 105
5.0% 4.1% 72.4% 4.5% 1.4% 1.6% 0.1% 0.2% 0.8% 0.4% 0.1% (X) (X) (X) 0.3%

325 150 2 135 85 40 155 0 0 65 10 0 (X) (X) (X) 0
1.0% 0.5% 6.6% 0.3% 0.1% 0.5% 0.0% 0.0% 0.2% 0.0% 0.0% (X) (X) (X) 0.0%

1 900 675 39 790 3 300 790 460 0 90 355 145 15 (X) (X) (X) 140
4.0% 1.4% 83.5% 6.9% 1.7% 1.0% 0.0% 0.2% 0.7% 0.3% 0.0% (X) (X) (X) 0.3%

1 750 630 37 185 2 920 730 425 0 90 340 135 15 (X) (X) (X) 115
3.7% 1.3% 78.0% 6.1% 1.5% 0.9% 0.0% 0.2% 0.7% 0.3% 0.0% (X) (X) (X) 0.2%

150 45 2 605 380 60 40 0 0 15 10 0 (X) (X) (X) 20
0.3% 0.1% 5.5% 0.8% 0.1% 0.1% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

5 860 4 910 71 715 12 895 780 3 740 60 50 435 185 15 (X) (X) (X) 385
5.8% 4.9% 71.0% 12.8% 0.8% 3.7% 0.1% 0.0% 0.4% 0.2% 0.0% (X) (X) (X) 0.4%

5 665 4 805 69 550 12 200 780 3 605 60 50 435 175 15 (X) (X) (X) 380
5.6% 4.8% 68.8% 12.1% 0.8% 3.6% 0.1% 0.0% 0.4% 0.2% 0.0% (X) (X) (X) 0.4%

195 105 2 165 695 0 140 0 0 0 10 0 (X) (X) (X) 4
0.2% 0.1% 2.1% 0.7% 0.0% 0.1% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

4 075 2 750 63 025 7 565 1 135 1 020 55 80 640 190 65 (X) (X) (X) 170
5.0% 3.4% 78.0% 9.4% 1.4% 1.3% 0.1% 0.1% 0.8% 0.2% 0.1% (X) (X) (X) 0.2%

3 885 2 620 60 125 7 050 1 100 955 25 50 590 190 65 (X) (X) (X) 165
4.8% 3.2% 74.4% 8.7% 1.4% 1.2% 0.0% 0.1% 0.7% 0.2% 0.1% (X) (X) (X) 0.2%

190 130 2 900 515 35 65 30 30 55 0 0 (X) (X) (X) 4
0.2% 0.2% 3.6% 0.6% 0.0% 0.1% 0.0% 0.0% 0.1% 0.0% 0.0% (X) (X) (X) 0.0%

2 975 1 705 31 515 4 305 295 510 120 0 250 115 20 (X) (X) (X) 140
7.1% 4.1% 75.1% 10.3% 0.7% 1.2% 0.3% 0.0% 0.6% 0.3% 0.0% (X) (X) (X) 0.3%

2 870 1 595 29 840 3 905 255 495 90 0 250 105 0 (X) (X) (X) 115
6.8% 3.8% 71.1% 9.3% 0.6% 1.2% 0.2% 0.0% 0.6% 0.3% 0.0% (X) (X) (X) 0.3%

105 110 1 675 400 40 10 30 0 0 10 20 (X) (X) (X) 25
0.3% 0.3% 4.0% 1.0% 0.1% 0.0% 0.1% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.1%

4 240 3 295 39 195 8 550 245 1 545 70 90 310 145 20 (X) (X) (X) 315
7.3% 5.7% 67.6% 14.7% 0.4% 2.7% 0.1% 0.2% 0.5% 0.2% 0.0% (X) (X) (X) 0.5%

3 490 3 015 34 810 7 225 150 1 215 35 60 255 80 20 (X) (X) (X) 175
6.0% 5.2% 60.0% 12.5% 0.3% 2.1% 0.1% 0.1% 0.4% 0.1% 0.0% (X) (X) (X) 0.3%

750 280 4 385 1 325 95 330 35 30 55 65 0 (X) (X) (X) 140
1.3% 0.5% 7.6% 2.3% 0.2% 0.6% 0.1% 0.1% 0.1% 0.1% 0.0% (X) (X) (X) 0.2%

13 105 9 625 61 320 13 865 880 2 815 60 45 690 115 95 (X) (X) (X) 235
12.7% 9.4% 59.6% 13.5% 0.9% 2.7% 0.1% 0.0% 0.7% 0.1% 0.1% (X) (X) (X) 0.2%

11 790 8 730 53 970 12 185 760 2 420 60 45 660 95 95 (X) (X) (X) 220
11.5% 8.5% 52.5% 11.8% 0.7% 2.4% 0.1% 0.0% 0.6% 0.1% 0.1% (X) (X) (X) 0.2%

1 315 895 7 355 1 675 115 395 0 0 25 20 0 (X) (X) (X) 15
1.3% 0.9% 7.2% 1.6% 0.1% 0.4% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

11 945 9 750 48 975 10 375 630 2 365 105 205 415 110 15 (X) (X) (X) 280
14.0% 11.4% 57.5% 12.2% 0.7% 2.8% 0.1% 0.2% 0.5% 0.1% 0.0% (X) (X) (X) 0.3%

9 045 7 365 37 165 7 600 445 1 460 95 150 270 70 15 (X) (X) (X) 230
10.6% 8.6% 43.6% 8.9% 0.5% 1.7% 0.1% 0.2% 0.3% 0.1% 0.0% (X) (X) (X) 0.3%

2 900 2 385 11 805 2 775 185 905 10 55 140 35 0 (X) (X) (X) 50
3.4% 2.8% 13.9% 3.3% 0.2% 1.1% 0.0% 0.1% 0.2% 0.0% 0.0% (X) (X) (X) 0.1%

3 090 2 290 26 025 5 425 205 685 4 30 155 0 0 (X) (X) (X) 140
8.1% 6.0% 68.4% 14.3% 0.5% 1.8% 0.0% 0.1% 0.4% 0.0% 0.0% (X) (X) (X) 0.4%

2,825 1,735 21,165 4,235 165 465 4 30 140 0 0 (X) (X) (X) 140
7.4% 4.6% 55.6% 11.1% 0.4% 1.2% 0.0% 0.1% 0.4% 0.0% 0.0% (X) (X) (X) 0.4%

270 550 4,860 1,185 40 220 0 0 15 0 0 (X) (X) (X) 0
0.7% 1.4% 12.8% 3.1% 0.1% 0.6% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

750 515 9 475 1 795 175 150 10 25 125 30 0 (X) (X) (X) 35
5.7% 3.9% 72.4% 13.7% 1.3% 1.1% 0.1% 0.2% 1.0% 0.2% 0.0% (X) (X) (X) 0.3%

625 470 8 200 1 400 115 85 10 25 115 20 0 (X) (X) (X) 15
4.8% 3.6% 62.7% 10.7% 0.9% 0.6% 0.1% 0.2% 0.9% 0.2% 0.0% (X) (X) (X) 0.1%

125 45 1 275 395 60 65 0 0 10 10 0 (X) (X) (X) 15

Upholsterers 8450 (SOC 51-6093)   Percent 82.7%
Upholsterers 8450 (SOC 51-6093) Female
Upholsterers 8450 (SOC 51-6093)   Number 7 635
Upholsterers 8450 (SOC 51-6093)   Percent 17.3%
Miscellaneous textile  apparel  and furnishings workers Total  both sexes
Miscellaneous textile  apparel  and furnishings workers   Number 29 665
Miscellaneous textile  apparel  and furnishings workers   Percent 100.0%
Miscellaneous textile  apparel  and furnishings workers Male
Miscellaneous textile  apparel  and furnishings workers   Number 15 930
Miscellaneous textile  apparel  and furnishings workers   Percent 53.7%
Miscellaneous textile  apparel  and furnishings workers Female
Miscellaneous textile  apparel  and furnishings workers   Number 13 735
Miscellaneous textile  apparel  and furnishings workers   Percent 46.3%
Cabinetmakers and bench carpenters 8500 (SOC 51- Total  both sexes
Cabinetmakers and bench carpenters 8500 (SOC 51-   Number 75 220
Cabinetmakers and bench carpenters 8500 (SOC 51-   Percent 100.0%
Cabinetmakers and bench carpenters 8500 (SOC 51- Male
Cabinetmakers and bench carpenters 8500 (SOC 51-   Number 70 525
Cabinetmakers and bench carpenters 8500 (SOC 51-   Percent 93.8%
Cabinetmakers and bench carpenters 8500 (SOC 51- Female
Cabinetmakers and bench carpenters 8500 (SOC 51-   Number 4 690
Cabinetmakers and bench carpenters 8500 (SOC 51-   Percent 6.2%
Furn ture finishers 8510 (SOC 51-7021) Total  both sexes
Furn ture finishers 8510 (SOC 51-7021)   Number 21 585
Furn ture finishers 8510 (SOC 51-7021)   Percent 100.0%
Furn ture finishers 8510 (SOC 51-7021) Male
Furn ture finishers 8510 (SOC 51-7021)   Number 17 175
Furn ture finishers 8510 (SOC 51-7021)   Percent 79.6%
Furn ture finishers 8510 (SOC 51-7021) Female
Furn ture finishers 8510 (SOC 51-7021)   Number 4 410
Furn ture finishers 8510 (SOC 51-7021)   Percent 20.4%
Sawing machine setters  operators  and tenders  wood Total  both sexes
Sawing machine setters  operators  and tenders  wood   Number 43 895
Sawing machine setters  operators  and tenders  wood   Percent 100.0%
Sawing machine setters  operators  and tenders  wood Male
Sawing machine setters  operators  and tenders  wood   Number 38 710
Sawing machine setters  operators  and tenders  wood   Percent 88.2%
Sawing machine setters  operators  and tenders  wood Female
Sawing machine setters  operators  and tenders  wood   Number 5 185
Sawing machine setters  operators  and tenders  wood   Percent 11.8%
Woodworking machine setters  operators  and tenders  Total  both sexes
Woodworking machine setters  operators  and tenders    Number 33 120
Woodworking machine setters  operators  and tenders    Percent 100.0%
Woodworking machine setters  operators  and tenders  Male
Woodworking machine setters  operators  and tenders    Number 26 065
Woodworking machine setters  operators  and tenders    Percent 78.7%
Woodworking machine setters  operators  and tenders  Female
Woodworking machine setters  operators  and tenders    Number 7 055
Woodworking machine setters  operators  and tenders    Percent 21.3%
Miscellaneous woodworkers  including model makers and Total  both sexes
Miscellaneous woodworkers, including model makers and   Number 32,525
Miscellaneous woodworkers  including model makers and   Percent 100.0%
Miscellaneous woodworkers  including model makers and Male
Miscellaneous woodworkers, including model makers and   Number 29,560
Miscellaneous woodworkers  including model makers and   Percent 90.9%
Miscellaneous woodworkers  including model makers and Female
Miscellaneous woodworkers  including model makers and   Number 2 965
Miscellaneous woodworkers  including model makers and   Percent 9.1%
Power plant operators  distributors  and dispatchers 8600 Total  both sexes
Power plant operators  distributors  and dispatchers 8600   Number 47 660
Power plant operators  distributors  and dispatchers 8600   Percent 100.0%
Power plant operators  distributors  and dispatchers 8600 Male
Power plant operators  distributors  and dispatchers 8600   Number 44 335
Power plant operators  distributors  and dispatchers 8600   Percent 93.0%
Power plant operators  distributors  and dispatchers 8600 Female
Power plant operators  distributors  and dispatchers 8600   Number 3 325
Power plant operators  distributors  and dispatchers 8600   Percent 7.0%
Stationary engineers and bo ler operators 8610 (SOC 51- Total  both sexes
Stationary engineers and bo ler operators 8610 (SOC 51-   Number 101 025
Stationary engineers and bo ler operators 8610 (SOC 51-   Percent 100.0%
Stationary engineers and bo ler operators 8610 (SOC 51- Male
Stationary engineers and bo ler operators 8610 (SOC 51-   Number 97 710
Stationary engineers and bo ler operators 8610 (SOC 51-   Percent 96.7%
Stationary engineers and bo ler operators 8610 (SOC 51- Female
Stationary engineers and bo ler operators 8610 (SOC 51-   Number 3 315
Stationary engineers and bo ler operators 8610 (SOC 51-   Percent 3.3%
Water and wastewater treatment plant and system Total  both sexes
Water and wastewater treatment plant and system   Number 80 770
Water and wastewater treatment plant and system   Percent 100.0%
Water and wastewater treatment plant and system Male
Water and wastewater treatment plant and system   Number 76 815
Water and wastewater treatment plant and system   Percent 95.1%
Water and wastewater treatment plant and system Female
Water and wastewater treatment plant and system   Number 3 955
Water and wastewater treatment plant and system   Percent 4.9%
Miscellaneous plant and system operators 8630 (SOC 51- Total  both sexes
Miscellaneous plant and system operators 8630 (SOC 51-   Number 41 950
Miscellaneous plant and system operators 8630 (SOC 51-   Percent 100.0%
Miscellaneous plant and system operators 8630 (SOC 51- Male
Miscellaneous plant and system operators 8630 (SOC 51-   Number 39 520
Miscellaneous plant and system operators 8630 (SOC 51-   Percent 94.2%
Miscellaneous plant and system operators 8630 (SOC 51- Female
Miscellaneous plant and system operators 8630 (SOC 51-   Number 2 435
Miscellaneous plant and system operators 8630 (SOC 51-   Percent 5.8%
Chemical processing machine setters  operators  and Total  both sexes
Chemical processing machine setters  operators  and   Number 58 015
Chemical processing machine setters  operators  and   Percent 100.0%
Chemical processing machine setters  operators  and Male
Chemical processing machine setters  operators  and   Number 50 525
Chemical processing machine setters  operators  and   Percent 87.1%
Chemical processing machine setters, operators, and Female
Chemical processing machine setters  operators  and   Number 7 490
Chemical processing machine setters  operators  and   Percent 12.9%
Crushing, grinding, polishing, mixing, and blending workers Total, both sexes
Crushing  grinding  polishing  mixing  and blending workers   Number 102 845
Crushing  grinding  polishing  mixing  and blending workers   Percent 100.0%
Crushing  grinding  polishing  mixing  and blending workers Male
Crushing  grinding  polishing  mixing  and blending workers   Number 91 030
Crushing  grinding  polishing  mixing  and blending workers   Percent 88.5%
Crushing  grinding  polishing  mixing  and blending workers Female
Crushing  grinding  polishing  mixing  and blending workers   Number 11 815
Crushing  grinding  polishing  mixing  and blending workers   Percent 11.5%
Cutting workers 8710 (SOC 51-9030) Total  both sexes
Cutting workers 8710 (SOC 51-9030)   Number 85 155
Cutting workers 8710 (SOC 51-9030)   Percent 100.0%
Cutting workers 8710 (SOC 51-9030) Male
Cutting workers 8710 (SOC 51-9030)   Number 63 905
Cutting workers 8710 (SOC 51-9030)   Percent 75.0%
Cutting workers 8710 (SOC 51-9030) Female
Cutting workers 8710 (SOC 51-9030)   Number 21 250
Cutting workers 8710 (SOC 51-9030)   Percent 25.0%
Extruding  forming  pressing  and compacting machine Total  both sexes
Extruding  forming  pressing  and compacting machine   Number 38 045
Extruding  forming  pressing  and compacting machine   Percent 100.0%
Extruding  forming  pressing  and compacting machine Male
Extruding, forming, pressing, and compacting machine   Number 30,900
Extruding  forming  pressing  and compacting machine   Percent 81.2%
Extruding  forming  pressing  and compacting machine Female
Extruding, forming, pressing, and compacting machine   Number 7,145
Extruding  forming  pressing  and compacting machine   Percent 18.8%
Furnace  k ln  oven  drier  and kettle operators and tenders Total  both sexes
Furnace  k ln  oven  drier  and kettle operators and tenders   Number 13 080
Furnace  k ln  oven  drier  and kettle operators and tenders   Percent 100.0%
Furnace  k ln  oven  drier  and kettle operators and tenders Male
Furnace  k ln  oven  drier  and kettle operators and tenders   Number 11 075
Furnace  k ln  oven  drier  and kettle operators and tenders   Percent 84.7%
Furnace  k ln  oven  drier  and kettle operators and tenders Female
Furnace  k ln  oven  drier  and kettle operators and tenders   Number 2 005



1.0% 0.3% 9.7% 3.0% 0.5% 0.5% 0.0% 0.0% 0.1% 0.1% 0.0% (X) (X) (X) 0.1%

73 870 55 440 528 875 100 270 3 855 51 130 1 530 1 065 4 115 1 665 505 (X) (X) (X) 3 790
8.9% 6.7% 64.0% 12.1% 0.5% 6.2% 0.2% 0.1% 0.5% 0.2% 0.1% (X) (X) (X) 0.5%

37 350 26 935 342 075 49 090 2 195 26 285 965 680 2 685 1 095 285 (X) (X) (X) 2 235
4.5% 3.3% 41.4% 5.9% 0.3% 3.2% 0.1% 0.1% 0.3% 0.1% 0.0% (X) (X) (X) 0.3%

36 520 28 505 186 800 51 175 1 660 24 845 565 390 1 435 570 220 (X) (X) (X) 1 550
4.4% 3.5% 22.6% 6.2% 0.2% 3.0% 0.1% 0.0% 0.2% 0.1% 0.0% (X) (X) (X) 0.2%

5 130 4 070 24 455 1 505 2 420 5 570 30 15 190 110 10 (X) (X) (X) 225
11.7% 9.3% 55.9% 3.4% 5.5% 12.7% 0.1% 0.0% 0.4% 0.3% 0.0% (X) (X) (X) 0.5%

3 425 2 980 15 335 835 1 550 3 650 30 0 95 70 0 (X) (X) (X) 140
7.8% 6.8% 35.1% 1.9% 3.5% 8.3% 0.1% 0.0% 0.2% 0.2% 0.0% (X) (X) (X) 0.3%

1 700 1 095 9 120 670 875 1 920 0 15 95 45 10 (X) (X) (X) 85
3.9% 2.5% 20.9% 1.5% 2.0% 4.4% 0.0% 0.0% 0.2% 0.1% 0.0% (X) (X) (X) 0.2%

8 255 4 455 61 250 5 415 260 8 860 135 135 195 385 30 (X) (X) (X) 465
9.2% 5.0% 68.2% 6.0% 0.3% 9.9% 0.2% 0.2% 0.2% 0.4% 0.0% (X) (X) (X) 0.5%

4 365 2 610 29 080 2 610 35 5 400 60 90 85 130 0 (X) (X) (X) 315
4.9% 2.9% 32.4% 2.9% 0.0% 6.0% 0.1% 0.1% 0.1% 0.1% 0.0% (X) (X) (X) 0.4%

3 890 1 845 32 170 2 805 225 3 460 75 45 110 255 30 (X) (X) (X) 150
4.3% 2.1% 35.8% 3.1% 0.3% 3.9% 0.1% 0.1% 0.1% 0.3% 0.0% (X) (X) (X) 0.2%

63 325 53 665 106 400 56 495 1 545 14 545 625 295 910 380 230 (X) (X) (X) 1 710
21.1% 17.9% 35.5% 18.8% 0.5% 4.8% 0.2% 0.1% 0.3% 0.1% 0.1% (X) (X) (X) 0.6%

25 640 19 530 50 795 23 555 730 5 535 445 195 410 155 130 (X) (X) (X) 650
8.5% 6.5% 16.9% 7.8% 0.2% 1.8% 0.1% 0.1% 0.1% 0.1% 0.0% (X) (X) (X) 0.2%

37 685 34 135 55 605 32 940 815 9 010 185 100 495 225 100 (X) (X) (X) 1 060
12.6% 11.4% 18.5% 11.0% 0.3% 3.0% 0.1% 0.0% 0.2% 0.1% 0.0% (X) (X) (X) 0.4%

28 740 21 110 101 850 16 830 825 4 140 105 420 1 200 265 90 (X) (X) (X) 920
16.3% 12.0% 57.7% 9.5% 0.5% 2.3% 0.1% 0.2% 0.7% 0.2% 0.1% (X) (X) (X) 0.5%

25 830 19 040 88 265 13 735 750 3 265 90 355 1 070 245 65 (X) (X) (X) 900
14.6% 10.8% 50.0% 7.8% 0.4% 1.8% 0.1% 0.2% 0.6% 0.1% 0.0% (X) (X) (X) 0.5%

2 915 2 070 13 590 3 095 75 875 15 65 130 20 25 (X) (X) (X) 15
1.7% 1.2% 7.7% 1.8% 0.0% 0.5% 0.0% 0.0% 0.1% 0.0% 0.0% (X) (X) (X) 0.0%

5 085 3 830 43 050 8 615 190 4 145 100 205 360 355 25 (X) (X) (X) 495
7.7% 5.8% 64.8% 13.0% 0.3% 6.2% 0.2% 0.3% 0.5% 0.5% 0.0% (X) (X) (X) 0.7%

2,145 1,435 17,610 2,905 60 2,335 4 65 65 175 10 (X) (X) (X) 230
3.2% 2.2% 26.5% 4.4% 0.1% 3.5% 0.0% 0.1% 0.1% 0.3% 0.0% (X) (X) (X) 0.3%

2,940 2,395 25,440 5,715 130 1,810 95 140 295 180 15 (X) (X) (X) 260
4.4% 3.6% 38.3% 8.6% 0.2% 2.7% 0.1% 0.2% 0.4% 0.3% 0.0% (X) (X) (X) 0.4%

1 995 1 455 8 635 2 135 85 625 40 4 130 20 0 (X) (X) (X) 30
13.2% 9.6% 57.0% 14.1% 0.6% 4.1% 0.3% 0.0% 0.9% 0.1% 0.0% (X) (X) (X) 0.2%

1 055 970 5 040 1 060 20 420 40 4 55 20 0 (X) (X) (X) 30
7.0% 6.4% 33.3% 7.0% 0.1% 2.8% 0.3% 0.0% 0.4% 0.1% 0.0% (X) (X) (X) 0.2%

935 485 3 600 1 070 65 205 0 0 75 0 0 (X) (X) (X) 0
6.2% 3.2% 23.8% 7.1% 0.4% 1.4% 0.0% 0.0% 0.5% 0.0% 0.0% (X) (X) (X) 0.0%

2 075 1 310 5 360 1 315 20 185 60 10 35 0 0 (X) (X) (X) 15
20.0% 12.6% 51.6% 12.7% 0.2% 1.8% 0.6% 0.1% 0.3% 0.0% 0.0% (X) (X) (X) 0.1%

1 330 965 3 875 1 170 20 85 60 0 30 0 0 (X) (X) (X) 10
12.8% 9.3% 37.3% 11.3% 0.2% 0.8% 0.6% 0.0% 0.3% 0.0% 0.0% (X) (X) (X) 0.1%

745 345 1 485 150 0 100 0 10 4 0 0 (X) (X) (X) 4
7.2% 3.3% 14.3% 1.4% 0.0% 1.0% 0.0% 0.1% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

810 515 8 620 620 180 385 0 15 65 60 0 (X) (X) (X) 30
7.2% 4.6% 76.3% 5.5% 1.6% 3.4% 0.0% 0.1% 0.6% 0.5% 0.0% (X) (X) (X) 0.3%

540 265 5 435 330 150 315 0 0 10 40 0 (X) (X) (X) 4
4.8% 2.3% 48.1% 2.9% 1.3% 2.8% 0.0% 0.0% 0.1% 0.4% 0.0% (X) (X) (X) 0.0%

265 250 3 185 290 30 75 0 15 50 15 0 (X) (X) (X) 25
2.3% 2.2% 28.2% 2.6% 0.3% 0.7% 0.0% 0.1% 0.4% 0.1% 0.0% (X) (X) (X) 0.2%

5 065 3 825 24 700 2 190 250 1 015 10 70 205 130 10 (X) (X) (X) 145
13.5% 10.2% 65.7% 5.8% 0.7% 2.7% 0.0% 0.2% 0.5% 0.3% 0.0% (X) (X) (X) 0.4%

4 580 3 510 20 835 1 755 220 770 10 50 185 100 10 (X) (X) (X) 125
12.2% 9.3% 55.4% 4.7% 0.6% 2.0% 0.0% 0.1% 0.5% 0.3% 0.0% (X) (X) (X) 0.3%

485 315 3 865 435 35 245 0 15 20 25 0 (X) (X) (X) 20
1.3% 0.8% 10.3% 1.2% 0.1% 0.7% 0.0% 0.0% 0.1% 0.1% 0.0% (X) (X) (X) 0.1%

3 745 3 425 22 470 6 715 345 1 010 75 80 230 55 0 (X) (X) (X) 75
9.8% 9.0% 58.8% 17.6% 0.9% 2.6% 0.2% 0.2% 0.6% 0.1% 0.0% (X) (X) (X) 0.2%

2 470 1 800 17 335 4 300 255 690 75 80 220 45 0 (X) (X) (X) 60
6.5% 4.7% 45.3% 11.2% 0.7% 1.8% 0.2% 0.2% 0.6% 0.1% 0.0% (X) (X) (X) 0.2%

1 275 1 625 5 135 2 420 90 320 0 0 10 10 0 (X) (X) (X) 15
3.3% 4.3% 13.4% 6.3% 0.2% 0.8% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

580 705 11 215 3 755 145 315 110 10 210 30 0 (X) (X) (X) 25
3.4% 4.1% 65.6% 22.0% 0.8% 1.8% 0.6% 0.1% 1.2% 0.2% 0.0% (X) (X) (X) 0.1%

530 630 10,415 3,000 95 315 110 10 210 30 0 (X) (X) (X) 25
3.1% 3.7% 60.9% 17.5% 0.6% 1.8% 0.6% 0.1% 1.2% 0.2% 0.0% (X) (X) (X) 0.1%

50 75 800 760 50 0 0 0 4 0 0 (X) (X) (X) 0
0.3% 0.4% 4.7% 4.4% 0.3% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

10 785 9 095 25 520 7 010 570 3 160 105 115 290 80 80 (X) (X) (X) 210
18.9% 15.9% 44.8% 12.3% 1.0% 5.5% 0.2% 0.2% 0.5% 0.1% 0.1% (X) (X) (X) 0.4%

8 715 7 155 19 450 5 340 365 1 580 30 80 235 40 15 (X) (X) (X) 140
15.3% 12.5% 34.1% 9.4% 0.6% 2.8% 0.1% 0.1% 0.4% 0.1% 0.0% (X) (X) (X) 0.2%

2 070 1 945 6 070 1 670 205 1 580 75 35 50 45 65 (X) (X) (X) 70
3.6% 3.4% 10.6% 2.9% 0.4% 2.8% 0.1% 0.1% 0.1% 0.1% 0.1% (X) (X) (X) 0.1%

140 410 120 635 679 620 181 255 6 560 52 105 1 815 1 775 4 420 1 655 715 (X) (X) (X) 4 170
11.7% 10.1% 56.9% 15.2% 0.5% 4.4% 0.2% 0.1% 0.4% 0.1% 0.1% (X) (X) (X) 0.3%

96 365 81 610 489 685 121 400 4 570 31 245 1 285 1 145 3 265 1 120 355 (X) (X) (X) 3 080
8.1% 6.8% 41.0% 10.2% 0.4% 2.6% 0.1% 0.1% 0.3% 0.1% 0.0% (X) (X) (X) 0.3%

44 040 39 025 189 935 59 855 1 995 20 860 530 630 1 155 535 365 (X) (X) (X) 1 090
3.7% 3.3% 15.9% 5.0% 0.2% 1.7% 0.0% 0.1% 0.1% 0.0% 0.0% (X) (X) (X) 0.1%

21 455 13 965 164 210 33 960 1 540 8 905 915 525 1 010 370 165 (X) (X) (X) 1 395
8.6% 5.6% 66.1% 13.7% 0.6% 3.6% 0.4% 0.2% 0.4% 0.1% 0.1% (X) (X) (X) 0.6%

17 435 11 325 132 065 25 020 1 110 6 935 720 425 775 275 110 (X) (X) (X) 1 170
7.0% 4.6% 53.2% 10.1% 0.4% 2.8% 0.3% 0.2% 0.3% 0.1% 0.0% (X) (X) (X) 0.5%

4 020 2 640 32 145 8 940 430 1 970 195 100 235 95 55 (X) (X) (X) 225
1.6% 1.1% 12.9% 3.6% 0.2% 0.8% 0.1% 0.0% 0.1% 0.0% 0.0% (X) (X) (X) 0.1%  Percent 20.6%

Supervisors of transportation and material moving workers 

Supervisors of transportation and material moving workers Female
Supervisors of transportation and material moving workers   Number 51 055
Supervisors of transportation and material moving workers 

  Number 197 365
Supervisors of transportation and material moving workers   Percent 79.4%

Supervisors of transportation and material moving workers   Percent 100.0%
Supervisors of transportation and material moving workers Male

Supervisors of transportation and material moving workers Total  both sexes
Supervisors of transportation and material moving workers   Number 248 415

Other production workers  including semiconductor   Number 360 015
Other production workers  including semiconductor   Percent 30.1%

Other production workers  including semiconductor   Percent 69.9%
Other production workers  including semiconductor Female

Other production workers  including semiconductor Male
Other production workers  including semiconductor   Number 835 125

Other production workers  including semiconductor   Percent

Helpers--production workers 8950 (SOC 51-9198) Female

Other production workers  including semiconductor   Number 1 195 140

Helpers--production workers 8950 (SOC 51-9198)   Percent 75.7%

Helpers--production workers 8950 (SOC 51-9198)   Number 13 885

100.0%

Helpers--production workers 8950 (SOC 51-9198)   Percent 24.3%
Other production workers  including semiconductor Total  both sexes

Helpers--production workers 8950 (SOC 51-9198) Male
Helpers--production workers 8950 (SOC 51-9198)   Number 43 145

Total  both sexes

Tire builders 8940 (SOC 51-9197)

Helpers--production workers 8950 (SOC 51-9198)   Percent 100.0%
Helpers--production workers 8950 (SOC 51-9198)   Number 57 025

Tire builders 8940 (SOC 51-9197)   Number 1,735
Tire builders 8940 (SOC 51-9197)   Percent 10.1%
Helpers--production workers 8950 (SOC 51-9198)

  Percent 89.9%
Tire builders 8940 (SOC 51-9197) Female

Tire builders 8940 (SOC 51-9197) Male
Tire builders 8940 (SOC 51-9197)   Number 15,365

Tire builders 8940 (SOC 51-9197)   Number 17 100
Tire builders 8940 (SOC 51-9197)   Percent 100.0%

Paper goods machine setters  operators  and tenders 8930   Percent 28.5%
Tire builders 8940 (SOC 51-9197) Total  both sexes

Paper goods machine setters  operators  and tenders 8930 Female
Paper goods machine setters  operators  and tenders 8930   Number 10 900

Paper goods machine setters  operators  and tenders 8930   Number 27 330
Paper goods machine setters  operators  and tenders 8930   Percent 71.5%

Paper goods machine setters  operators  and tenders 8930 Male

38 230

Molders  shapers  and casters  except metal and plastic   Number

Paper goods machine setters  operators  and tenders 8930   Percent 100.0%

Molders  shapers  and casters  except metal and plastic Female
5 455

Molders  shapers  and casters  except metal and plastic   Percent 14.5%
Paper goods machine setters  operators  and tenders 8930 Total  both sexes
Paper goods machine setters  operators  and tenders 8930   Number

Molders  shapers  and casters  except metal and plastic   Number 32 155
Molders  shapers  and casters  except metal and plastic   Percent 85.5%

  Number 37 610

Etchers and engravers 8910 (SOC 51-9194)

Molders  shapers  and casters  except metal and plastic Male
Molders  shapers  and casters  except metal and plastic   Percent 100.0%

Etchers and engravers 8910 (SOC 51-9194)   Percent 37.2%
Molders, shapers, and casters, except metal and plastic Total, both sexes
Molders  shapers  and casters  except metal and plastic 

Female
Etchers and engravers 8910 (SOC 51-9194)   Number 4 200

Etchers and engravers 8910 (SOC 51-9194)   Number 7 095
Etchers and engravers 8910 (SOC 51-9194)   Percent 62.8%

Etchers and engravers 8910 (SOC 51-9194)   Percent 100.0%
Etchers and engravers 8910 (SOC 51-9194) Male

Etchers and engravers 8910 (SOC 51-9194) Total  both sexes
Etchers and engravers 8910 (SOC 51-9194)   Number 11 295

Cleaning  washing  and metal pickling equipment operators   Number 2 845
Cleaning  washing  and metal pickling equipment operators   Percent 27.4%

Cleaning  washing  and metal pickling equipment operators   Percent 72.6%
Cleaning  washing  and metal pickling equipment operators Female

Cleaning  washing  and metal pickling equipment operators   Number 7 540

Cleaning  washing  and metal pickling equipment operators   Number 10 385
Cleaning  washing  and metal pickling equipment operators   Percent 100.0%

Cleaning, washing, and metal pickling equipment operators 
and tenders 8860 (SOC 51-9192)

Total, both sexes

Cleaning  washing  and metal pickling equipment operators Male

Furnace, k ln, oven, drier, and kettle operators and tenders   Percent 15.3%
Inspectors  testers  sorters  samplers  and weighers 8740 Total  both sexes
Inspectors  testers  sorters  samplers  and weighers 8740   Number 826 110
Inspectors, testers, sorters, samplers, and weighers 8740   Percent 100.0%
Inspectors  testers  sorters  samplers  and weighers 8740 Male
Inspectors  testers  sorters  samplers  and weighers 8740   Number 491 880
Inspectors  testers  sorters  samplers  and weighers 8740   Percent 59.5%
Inspectors  testers  sorters  samplers  and weighers 8740 Female
Inspectors  testers  sorters  samplers  and weighers 8740   Number 334 230
Inspectors  testers  sorters  samplers  and weighers 8740   Percent 40.5%
Jewelers and precious stone and metal workers 8750 Total  both sexes
Jewelers and precious stone and metal workers 8750   Number 43 730
Jewelers and precious stone and metal workers 8750   Percent 100.0%
Jewelers and precious stone and metal workers 8750 Male
Jewelers and precious stone and metal workers 8750   Number 28 100
Jewelers and precious stone and metal workers 8750   Percent 64.3%
Jewelers and precious stone and metal workers 8750 Female
Jewelers and precious stone and metal workers 8750   Number 15 630
Jewelers and precious stone and metal workers 8750   Percent 35.7%
Medical  dental  and ophthalmic laboratory technicians Total  both sexes
Medical  dental  and ophthalmic laboratory technicians   Number 89 835
Medical  dental  and ophthalmic laboratory technicians   Percent 100.0%
Medical  dental  and ophthalmic laboratory technicians Male
Medical  dental  and ophthalmic laboratory technicians   Number 44 780
Medical  dental  and ophthalmic laboratory technicians   Percent 49.8%
Medical, dental, and ophthalmic laboratory technicians Female
Medical  dental  and ophthalmic laboratory technicians   Number 45 055
Medical  dental  and ophthalmic laboratory technicians   Percent 50.2%
Packaging and f lling machine operators and tenders 8800 Total, both sexes
Packaging and f lling machine operators and tenders 8800   Number 300 120
Packaging and f lling machine operators and tenders 8800   Percent 100.0%
Packaging and f lling machine operators and tenders 8800 Male
Packaging and f lling machine operators and tenders 8800   Number 127 765
Packaging and f lling machine operators and tenders 8800   Percent 42.6%
Packaging and f lling machine operators and tenders 8800 Female
Packaging and f lling machine operators and tenders 8800   Number 172 355
Packaging and f lling machine operators and tenders 8800   Percent 57.4%

Male

Painting workers 8810 (SOC 51-9120) Total  both sexes
Painting workers 8810 (SOC 51-9120)   Number 176 495
Painting workers 8810 (SOC 51-9120)   Percent 100.0%
Painting workers 8810 (SOC 51-9120) Male
Painting workers 8810 (SOC 51-9120)   Number 153 610
Painting workers 8810 (SOC 51-9120)   Percent 87.0%
Painting workers 8810 (SOC 51-9120) Female
Painting workers 8810 (SOC 51-9120)   Number 22 890
Painting workers 8810 (SOC 51-9120)   Percent 13.0%
Photographic process workers and processing machine Total  both sexes
Photographic process workers and processing machine   Number 66 460

Adhesive bonding machine operators and tenders 8850   Number 8 715

Adhesive bonding machine operators and tenders 8850   Number 6 435
Adhesive bonding machine operators and tenders 8850   Percent 42.5%

Adhesive bonding machine operators and tenders 8850   Percent 57.5%
Adhesive bonding machine operators and tenders 8850 Female

Photographic process workers and processing machine   Percent 100.0%
Photographic process workers and processing machine Male
Photographic process workers and processing machine   Number 27,040
Photographic process workers and processing machine   Percent 40.7%
Photographic process workers and processing machine Female
Photographic process workers and processing machine   Number 39,415
Photographic process workers and processing machine   Percent 59.3%
Adhesive bonding machine operators and tenders 8850 Total  both sexes
Adhesive bonding machine operators and tenders 8850   Number 15 150
Adhesive bonding machine operators and tenders 8850   Percent 100.0%
Adhesive bonding machine operators and tenders 8850 



4 035 1 385 121 020 2 920 500 2 045 250 120 330 480 35 (X) (X) (X) 520
3.0% 1.0% 90.6% 2.2% 0.4% 1.5% 0.2% 0.1% 0.2% 0.4% 0.0% (X) (X) (X) 0.4%

3 885 1 325 115 315 2 855 495 1 885 225 120 320 400 35 (X) (X) (X) 490
2.9% 1.0% 86.3% 2.1% 0.4% 1.4% 0.2% 0.1% 0.2% 0.3% 0.0% (X) (X) (X) 0.4%

150 60 5 700 65 4 160 30 0 10 75 0 (X) (X) (X) 30
0.1% 0.0% 4.3% 0.0% 0.0% 0.1% 0.0% 0.0% 0.0% 0.1% 0.0% (X) (X) (X) 0.0%

1 980 660 27 125 3 285 60 905 190 85 150 180 0 (X) (X) (X) 225
5.7% 1.9% 77.9% 9.4% 0.2% 2.6% 0.5% 0.2% 0.4% 0.5% 0.0% (X) (X) (X) 0.6%

1 555 510 22 380 2 680 50 635 135 80 115 130 0 (X) (X) (X) 150
4.5% 1.5% 64.2% 7.7% 0.1% 1.8% 0.4% 0.2% 0.3% 0.4% 0.0% (X) (X) (X) 0.4%

425 150 4 745 605 4 270 55 4 35 50 0 (X) (X) (X) 75
1.2% 0.4% 13.6% 1.7% 0.0% 0.8% 0.2% 0.0% 0.1% 0.1% 0.0% (X) (X) (X) 0.2%

5 740 3 380 70 550 10 115 330 4 775 565 235 395 460 85 (X) (X) (X) 1 030
5.9% 3.5% 72.2% 10.4% 0.3% 4.9% 0.6% 0.2% 0.4% 0.5% 0.1% (X) (X) (X) 1.1%

2 345 1 100 12 340 2 075 155 1 165 245 30 40 165 25 (X) (X) (X) 265
2.4% 1.1% 12.6% 2.1% 0.2% 1.2% 0.3% 0.0% 0.0% 0.2% 0.0% (X) (X) (X) 0.3%

3,395 2,280 58,210 8,035 175 3,610 320 205 355 295 60 (X) (X) (X) 765
3.5% 2.3% 59.6% 8.2% 0.2% 3.7% 0.3% 0.2% 0.4% 0.3% 0.1% (X) (X) (X) 0.8%

1,275 910 7,495 2,785 375 195 0 15 20 10 4 (X) (X) (X) 65
9.7% 6.9% 57.0% 21.2% 2.9% 1.5% 0.0% 0.1% 0.2% 0.1% 0.0% (X) (X) (X) 0.5%

985 730 5 725 2 195 190 195 0 0 20 10 4 (X) (X) (X) 45
7.5% 5.6% 43.6% 16.7% 1.4% 1.5% 0.0% 0.0% 0.2% 0.1% 0.0% (X) (X) (X) 0.3%

290 180 1 770 590 185 0 0 15 0 0 0 (X) (X) (X) 20
2.2% 1.4% 13.5% 4.5% 1.4% 0.0% 0.0% 0.1% 0.0% 0.0% 0.0% (X) (X) (X) 0.2%

39 840 31 865 349 750 161 280 5 095 10 875 1 370 1 095 2 865 525 955 (X) (X) (X) 3 075
6.5% 5.2% 57.5% 26.5% 0.8% 1.8% 0.2% 0.2% 0.5% 0.1% 0.2% (X) (X) (X) 0.5%

23 975 19 695 171 330 87 075 2 495 9 475 890 620 1 040 425 390 (X) (X) (X) 1 820
3.9% 3.2% 28.2% 14.3% 0.4% 1.6% 0.1% 0.1% 0.2% 0.1% 0.1% (X) (X) (X) 0.3%

15 865 12 170 178 420 74 205 2 600 1 400 480 475 1 825 100 565 (X) (X) (X) 1 260
2.6% 2.0% 29.3% 12.2% 0.4% 0.2% 0.1% 0.1% 0.3% 0.0% 0.1% (X) (X) (X) 0.2%

335 495 245 305 2 251 200 455 230 19 755 56 335 5 725 5 150 17 355 3 950 2 160 (X) (X) (X) 13 065
9.8% 7.2% 66.0% 13.3% 0.6% 1.7% 0.2% 0.2% 0.5% 0.1% 0.1% (X) (X) (X) 0.4%

322 215 234 990 2 126 055 431 635 17 820 53 935 5 445 4 675 15 930 3 705 1 970 (X) (X) (X) 12 440
9.4% 6.9% 62.3% 12.7% 0.5% 1.6% 0.2% 0.1% 0.5% 0.1% 0.1% (X) (X) (X) 0.4%

13 280 10 315 125 145 23 595 1 935 2 405 285 475 1 425 240 190 (X) (X) (X) 625
0.4% 0.3% 3.7% 0.7% 0.1% 0.1% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

28 975 26 000 151 525 84 215 2 160 36 000 485 685 1 015 665 380 (X) (X) (X) 3 150
8.6% 7.8% 45.2% 25.1% 0.6% 10.7% 0.1% 0.2% 0.3% 0.2% 0.1% (X) (X) (X) 0.9%

24 580 22 965 125 690 71 990 1 460 35 145 360 590 725 630 275 (X) (X) (X) 2 875
7.3% 6.9% 37.5% 21.5% 0.4% 10.5% 0.1% 0.2% 0.2% 0.2% 0.1% (X) (X) (X) 0.9%

4 400 3 035 25 835 12 230 700 855 125 95 285 35 105 (X) (X) (X) 275
1.3% 0.9% 7.7% 3.6% 0.2% 0.3% 0.0% 0.0% 0.1% 0.0% 0.0% (X) (X) (X) 0.1%

5 065 3 630 40 605 7 825 215 850 45 40 200 45 35 (X) (X) (X) 335
8.6% 6.2% 69.0% 13.3% 0.4% 1.4% 0.1% 0.1% 0.3% 0.1% 0.1% (X) (X) (X) 0.6%

4 375 3 225 36 185 6 500 190 805 40 40 180 35 35 (X) (X) (X) 290
7.4% 5.5% 61.5% 11.0% 0.3% 1.4% 0.1% 0.1% 0.3% 0.1% 0.1% (X) (X) (X) 0.5%

690 405 4 420 1 325 25 45 4 0 20 10 0 (X) (X) (X) 45
1.2% 0.7% 7.5% 2.3% 0.0% 0.1% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.1%

2 315 1 220 39 465 8 125 465 550 20 65 315 35 50 (X) (X) (X) 245
4.4% 2.3% 74.6% 15.4% 0.9% 1.0% 0.0% 0.1% 0.6% 0.1% 0.1% (X) (X) (X) 0.5%

2 295 1 145 38 070 7 125 455 470 20 45 305 35 45 (X) (X) (X) 235
4.3% 2.2% 72.0% 13.5% 0.9% 0.9% 0.0% 0.1% 0.6% 0.1% 0.1% (X) (X) (X) 0.4%

20 75 1 400 1 000 10 80 0 25 10 0 4 (X) (X) (X) 10
0.0% 0.1% 2.6% 1.9% 0.0% 0.2% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

920 355 5 735 775 75 10 0 45 60 4 0 (X) (X) (X) 20
11.5% 4.4% 71.7% 9.7% 0.9% 0.1% 0.0% 0.6% 0.8% 0.1% 0.0% (X) (X) (X) 0.3%

835 355 5 505 755 70 10 0 45 60 4 0 (X) (X) (X) 20
10.4% 4.4% 68.8% 9.4% 0.9% 0.1% 0.0% 0.6% 0.8% 0.1% 0.0% (X) (X) (X) 0.3%

85 0 230 15 4 0 0 0 0 0 0 (X) (X) (X) 0
1.1% 0.0% 2.9% 0.2% 0.1% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

1 805 1 320 38 940 7 350 285 345 75 85 255 70 35 (X) (X) (X) 165
3.6% 2.6% 76.8% 14.5% 0.6% 0.7% 0.1% 0.2% 0.5% 0.1% 0.1% (X) (X) (X) 0.3%

1 630 1 185 36 830 6 490 210 345 35 85 200 45 25 (X) (X) (X) 115
3.2% 2.3% 72.6% 12.8% 0.4% 0.7% 0.1% 0.2% 0.4% 0.1% 0.0% (X) (X) (X) 0.2%

175 135 2 110 860 75 0 40 0 55 25 10 (X) (X) (X) 50
0.3% 0.3% 4.2% 1.7% 0.1% 0.0% 0.1% 0.0% 0.1% 0.0% 0.0% (X) (X) (X) 0.1%

470 630 6,885 2,625 130 215 15 15 95 0 20 (X) (X) (X) 105
4.2% 5.6% 61.4% 23.4% 1.2% 1.9% 0.1% 0.1% 0.8% 0.0% 0.2% (X) (X) (X) 0.9%

430 585 6,255 1,855 125 185 4 15 85 0 20 (X) (X) (X) 105
3.8% 5.2% 55.8% 16.5% 1.1% 1.7% 0.0% 0.1% 0.8% 0.0% 0.2% (X) (X) (X) 0.9%

40 45 630 770 4 35 15 0 10 0 0 (X) (X) (X) 0
0.4% 0.4% 5.6% 6.9% 0.0% 0.3% 0.1% 0.0% 0.1% 0.0% 0.0% (X) (X) (X) 0.0%

1 285 1 230 21 335 3 815 275 710 65 80 430 85 10 (X) (X) (X) 150
4.4% 4.2% 72.4% 12.9% 0.9% 2.4% 0.2% 0.3% 1.5% 0.3% 0.0% (X) (X) (X) 0.5%

1 185 1 165 20 535 3 610 260 680 50 80 415 70 10 (X) (X) (X) 135
4.0% 4.0% 69.7% 12.2% 0.9% 2.3% 0.2% 0.3% 1.4% 0.2% 0.0% (X) (X) (X) 0.5%

105 65 800 205 15 30 15 0 20 10 0 (X) (X) (X) 20
0.4% 0.2% 2.7% 0.7% 0.1% 0.1% 0.1% 0.0% 0.1% 0.0% 0.0% (X) (X) (X) 0.1%

1 495 505 34 490 1 350 700 440 55 70 175 120 10 (X) (X) (X) 190
3.8% 1.3% 87.1% 3.4% 1.8% 1.1% 0.1% 0.2% 0.4% 0.3% 0.0% (X) (X) (X) 0.5%

1 415 445 33 425 1 215 670 420 40 70 170 95 10 (X) (X) (X) 140
3.6% 1.1% 84.4% 3.1% 1.7% 1.1% 0.1% 0.2% 0.4% 0.2% 0.0% (X) (X) (X) 0.4%

80 60 1 065 135 30 20 15 0 4 25 0 (X) (X) (X) 50
0.2% 0.2% 2.7% 0.3% 0.1% 0.1% 0.0% 0.0% 0.0% 0.1% 0.0% (X) (X) (X) 0.1%

11 690 9 985 36 720 18 630 410 3 965 360 295 260 345 0 (X) (X) (X) 720
14.0% 12.0% 44.0% 22.3% 0.5% 4.8% 0.4% 0.4% 0.3% 0.4% 0.0% (X) (X) (X) 0.9%

10 695 8 975 32 570 14 815 285 3 600 225 190 235 265 0 (X) (X) (X) 625
12.8% 10.8% 39.1% 17.8% 0.3% 4.3% 0.3% 0.2% 0.3% 0.3% 0.0% (X) (X) (X) 0.7%

995 1 010 4 150 3 815 130 365 135 105 25 75 0 (X) (X) (X) 95
1.2% 1.2% 5.0% 4.6% 0.2% 0.4% 0.2% 0.1% 0.0% 0.1% 0.0% (X) (X) (X) 0.1%

9 270 6 185 91 575 13 890 1 780 7 445 195 445 920 415 130 (X) (X) (X) 795
7.0% 4.6% 68.8% 10.4% 1.3% 5.6% 0.1% 0.3% 0.7% 0.3% 0.1% (X) (X) (X) 0.6%

Automotive and watercraft service attendants 9360 (SOC Total  both sexes
Parking lot attendants 9350 (SOC 53-6021)   Percent 13.1%

Automotive and watercraft service attendants 9360 (SOC   Number 133 050
Automotive and watercraft service attendants 9360 (SOC   Percent 100.0%

Parking lot attendants 9350 (SOC 53-6021) Female
Parking lot attendants 9350 (SOC 53-6021)   Number 10 900

Male

Ship and boat captains and operators 9310 (SOC 53-

Parking lot attendants 9350 (SOC 53-6021)   Percent 86.9%
Parking lot attendants 9350 (SOC 53-6021)   Number 72 480

Parking lot attendants 9350 (SOC 53-6021)   Number 83 380
Parking lot attendants 9350 (SOC 53-6021)   Percent 100.0%
Parking lot attendants 9350 (SOC 53-6021)

  Percent 3.8%
Parking lot attendants 9350 (SOC 53-6021) Total  both sexes

Ship and boat captains and operators 9310 (SOC 53- Female
Ship and boat captains and operators 9310 (SOC 53-   Number 1 485

Ship and boat captains and operators 9310 (SOC 53-   Number 38 110
Ship and boat captains and operators 9310 (SOC 53-   Percent 96.2%

Ship and boat captains and operators 9310 (SOC 53-   Percent 100.0%
Ship and boat captains and operators 9310 (SOC 53- Male

Ship and boat captains and operators 9310 (SOC 53- Total  both sexes
Ship and boat captains and operators 9310 (SOC 53-   Number 39 595

Sailors and marine oilers  and ship engineers 9300 (SOC   Number 1 280
Sailors and marine oilers  and ship engineers 9300 (SOC   Percent 4.3%

Sailors and marine oilers  and ship engineers 9300 (SOC Female

28 195

Sailors and marine oilers  and ship engineers 9300 (SOC   Number

Sailors and marine oilers  and ship engineers 9300 (SOC   Percent 95.7%

Sailors and marine oilers  and ship engineers 9300 (SOC Total  both sexes
29 475

Sailors and marine oilers  and ship engineers 9300 (SOC   Percent 100.0%
Sailors and marine oilers  and ship engineers 9300 (SOC Male
Sailors and marine oilers  and ship engineers 9300 (SOC   Number

Subway  streetcar  and other rail transportation workers   Number 1 545
Subway  streetcar  and other rail transportation workers   Percent 13.8%

  Number 9,665

Subway  streetcar  and other rail transportation workers 

Subway  streetcar  and other rail transportation workers Female
Subway  streetcar  and other rail transportation workers   Percent 86.2%

Subway  streetcar  and other rail transportation workers   Percent 100.0%
Subway  streetcar  and other rail transportation workers Male
Subway, streetcar, and other rail transportation workers 

Total  both sexes
Subway, streetcar, and other rail transportation workers   Number 11,210

Railroad conductors and yardmasters 9240 (SOC 53-   Number 3 535
Railroad conductors and yardmasters 9240 (SOC 53-   Percent 7.0%

Railroad conductors and yardmasters 9240 (SOC 53-   Percent 93.0%
Railroad conductors and yardmasters 9240 (SOC 53- Female

Railroad conductors and yardmasters 9240 (SOC 53- Male
Railroad conductors and yardmasters 9240 (SOC 53-   Number 47 195

Railroad conductors and yardmasters 9240 (SOC 53-   Number 50 725
Railroad conductors and yardmasters 9240 (SOC 53-   Percent 100.0%

Railroad brake  signal  and switch operators 9230 (SOC   Percent 4.2%
Railroad conductors and yardmasters 9240 (SOC 53- Total  both sexes

Railroad brake  signal  and switch operators 9230 (SOC   Number

95.8%

Railroad brake  signal  and switch operators 9230 (SOC   Percent

Railroad brake  signal  and switch operators 9230 (SOC Female

Railroad brake  signal  and switch operators 9230 (SOC   Number 8 000
100.0%

Railroad brake  signal  and switch operators 9230 (SOC Male

335

Railroad brake  signal  and switch operators 9230 (SOC   Number 7 660
Railroad brake  signal  and switch operators 9230 (SOC   Percent

Locomotive engineers and operators 9200 (SOC 53-4010)   Percent 5.0%
Railroad brake  signal  and switch operators 9230 (SOC Total  both sexes

  Percent 95.0%

Locomotive engineers and operators 9200 (SOC 53-4010)

Locomotive engineers and operators 9200 (SOC 53-4010)   Number 2 635
Locomotive engineers and operators 9200 (SOC 53-4010) Female

Locomotive engineers and operators 9200 (SOC 53-4010) Male
Locomotive engineers and operators 9200 (SOC 53-4010)   Number 50 235
Locomotive engineers and operators 9200 (SOC 53-4010)

  Number 52 870
Locomotive engineers and operators 9200 (SOC 53-4010)   Percent 100.0%

Motor vehicle operators  all other 9150 (SOC 53-3099)   Percent 11.9%
Locomotive engineers and operators 9200 (SOC 53-4010) Total  both sexes

Motor vehicle operators  all other 9150 (SOC 53-3099) Female
Motor vehicle operators  all other 9150 (SOC 53-3099)   Number 6 990

Motor vehicle operators  all other 9150 (SOC 53-3099)   Number 51 900
Motor vehicle operators  all other 9150 (SOC 53-3099)   Percent 88.1%

Motor vehicle operators  all other 9150 (SOC 53-3099)   Percent 100.0%
Motor vehicle operators  all other 9150 (SOC 53-3099) Male

Motor vehicle operators  all other 9150 (SOC 53-3099) Total  both sexes
Motor vehicle operators  all other 9150 (SOC 53-3099)   Number 58 885

Taxi drivers and chauffeurs 9140 (SOC 53-3041)   Percent

Taxi drivers and chauffeurs 9140 (SOC 53-3041) Male

Taxi drivers and chauffeurs 9140 (SOC 53-3041)   Number 47 975

Taxi drivers and chauffeurs 9140 (SOC 53-3041)   Percent 100.0%

Taxi drivers and chauffeurs 9140 (SOC 53-3041)   Number 287 280

14.3%

Taxi drivers and chauffeurs 9140 (SOC 53-3041)   Percent 85.7%
Taxi drivers and chauffeurs 9140 (SOC 53-3041) Female

Taxi drivers and chauffeurs 9140 (SOC 53-3041) Total  both sexes
Taxi drivers and chauffeurs 9140 (SOC 53-3041)   Number 335 255

Female

Driver/sales workers and truck drivers 9130 (SOC 53-

Driver/sales workers and truck drivers 9130 (SOC 53-   Percent 5.3%
Driver/sales workers and truck drivers 9130 (SOC 53-   Number 179 920

Driver/sales workers and truck drivers 9130 (SOC 53-   Number 3 230 810
Driver/sales workers and truck drivers 9130 (SOC 53-   Percent 94.7%
Driver/sales workers and truck drivers 9130 (SOC 53-

  Percent 100.0%
Driver/sales workers and truck drivers 9130 (SOC 53- Male

Driver/sales workers and truck drivers 9130 (SOC 53- Total  both sexes
Driver/sales workers and truck drivers 9130 (SOC 53-   Number 3 410 730

Bus drivers 9120 (SOC 53-3020)   Number 289 360
Bus drivers 9120 (SOC 53-3020)   Percent 47.5%

Bus drivers 9120 (SOC 53-3020)   Percent 52.5%
Bus drivers 9120 (SOC 53-3020) Female

Bus drivers 9120 (SOC 53-3020) Male
Bus drivers 9120 (SOC 53-3020)   Number 319 235

Bus drivers 9120 (SOC 53-3020)   Number 608 595
Bus drivers 9120 (SOC 53-3020)   Percent 100.0%

Bus drivers 9120 (SOC 53-3020) Total  both sexes

3 050

Ambulance drivers and attendants  except emergency   Number

Ambulance drivers and attendants  except emergency   Percent 23.2%

Ambulance drivers and attendants  except emergency Male
10 090

Ambulance drivers and attendants  except emergency   Percent 76.8%
Ambulance drivers and attendants  except emergency Female
Ambulance drivers and attendants  except emergency   Number

Ambulance drivers and attendants, except emergency   Number 13,140
Ambulance drivers and attendants  except emergency   Percent 100.0%

  Number 77,710

Flight attendants 9050 (SOC 53-2031)

Ambulance drivers and attendants  except emergency Total  both sexes
Flight attendants 9050 (SOC 53-2031)   Percent 79.6%

Flight attendants 9050 (SOC 53-2031)   Percent 20.4%
Flight attendants 9050 (SOC 53-2031) Female
Flight attendants 9050 (SOC 53-2031)

Male
Flight attendants 9050 (SOC 53-2031)   Number 19 950

Flight attendants 9050 (SOC 53-2031)   Number 97 660
Flight attendants 9050 (SOC 53-2031)   Percent 100.0%

Air traffic contro lers and airfield operations specialists   Percent 18.4%
Flight attendants 9050 (SOC 53-2031) Total  both sexes

Air traffic contro lers and airfield operations specialists Female
Air traffic contro lers and airfield operations specialists   Number 6 420

Air traffic contro lers and airfield operations specialists   Number 28 415
Air traffic contro lers and airfield operations specialists   Percent 81.6%

Air traffic contro lers and airfield operations specialists   Percent 100.0%
Air traffic contro lers and airfield operations specialists Male

Air traffic contro lers and airfield operations specialists   Number

4.7%

Aircraft pilots and flight engineers 9030 (SOC 53-2010)   Percent

Air traffic contro lers and airfield operations specialists Total  both sexes

Aircraft pilots and flight engineers 9030 (SOC 53-2010)   Number 127 360
95.3%

Aircraft pilots and flight engineers 9030 (SOC 53-2010) Female

34 835

Aircraft pilots and flight engineers 9030 (SOC 53-2010)   Number 6 280
Aircraft pilots and flight engineers 9030 (SOC 53-2010)   Percent

Aircraft pilots and flight engineers 9030 (SOC 53-2010)   Percent 100.0%
Aircraft pilots and flight engineers 9030 (SOC 53-2010) Male

Aircraft pilots and flight engineers 9030 (SOC 53-2010)   Number 133 640
Aircraft pilots and flight engineers 9030 (SOC 53-2010) Total, both sexes



7 705 5 120 67 165 10 700 1 250 6 510 180 335 725 335 70 (X) (X) (X) 665
5.8% 3.8% 50.5% 8.0% 0.9% 4.9% 0.1% 0.3% 0.5% 0.3% 0.1% (X) (X) (X) 0.5%

1 565 1 065 24 415 3 190 530 930 15 110 195 80 55 (X) (X) (X) 130
1.2% 0.8% 18.4% 2.4% 0.4% 0.7% 0.0% 0.1% 0.1% 0.1% 0.0% (X) (X) (X) 0.1%

4 480 3 025 36 660 6 170 250 1 525 80 30 145 70 20 (X) (X) (X) 120
8.5% 5.8% 69.7% 11.7% 0.5% 2.9% 0.2% 0.1% 0.3% 0.1% 0.0% (X) (X) (X) 0.2%

3 500 2 315 31 620 4 555 190 1 330 15 30 145 60 0 (X) (X) (X) 95
6.7% 4.4% 60.1% 8.7% 0.4% 2.5% 0.0% 0.1% 0.3% 0.1% 0.0% (X) (X) (X) 0.2%

980 710 5 040 1 615 60 195 70 0 4 10 20 (X) (X) (X) 25
1.9% 1.4% 9.6% 3.1% 0.1% 0.4% 0.1% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

3 400 2 645 15 330 12 205 180 1 410 115 145 95 35 65 (X) (X) (X) 165
9.5% 7.4% 42.8% 34.1% 0.5% 3.9% 0.3% 0.4% 0.3% 0.1% 0.2% (X) (X) (X) 0.5%

1 435 1 040 4 710 3 370 30 825 55 60 20 10 10 (X) (X) (X) 55
4.0% 2.9% 13.2% 9.4% 0.1% 2.3% 0.2% 0.2% 0.1% 0.0% 0.0% (X) (X) (X) 0.2%

1 965 1 605 10 620 8 835 145 585 60 85 70 25 55 (X) (X) (X) 105
5.5% 4.5% 29.7% 24.7% 0.4% 1.6% 0.2% 0.2% 0.2% 0.1% 0.2% (X) (X) (X) 0.3%

1,645 1,360 14,525 4,070 255 955 315 25 80 65 15 (X) (X) (X) 325
7.0% 5.8% 61.5% 17.2% 1.1% 4.0% 1.3% 0.1% 0.3% 0.3% 0.1% (X) (X) (X) 1.4%

1,485 1,090 12,630 3,565 235 845 300 0 50 35 15 (X) (X) (X) 290
6.3% 4.6% 53.4% 15.1% 1.0% 3.6% 1.3% 0.0% 0.2% 0.1% 0.1% (X) (X) (X) 1.2%

160 270 1 895 505 20 105 15 25 30 30 0 (X) (X) (X) 35
0.7% 1.1% 8.0% 2.1% 0.1% 0.4% 0.1% 0.1% 0.1% 0.1% 0.0% (X) (X) (X) 0.1%

4 775 3 195 52 470 9 665 570 175 155 295 615 80 0 (X) (X) (X) 175
6.6% 4.4% 72.7% 13.4% 0.8% 0.2% 0.2% 0.4% 0.9% 0.1% 0.0% (X) (X) (X) 0.2%

4 470 3 110 51 435 9 245 560 160 155 295 585 80 0 (X) (X) (X) 150
6.2% 4.3% 71.3% 12.8% 0.8% 0.2% 0.2% 0.4% 0.8% 0.1% 0.0% (X) (X) (X) 0.2%

305 85 1 035 420 10 15 0 0 30 0 0 (X) (X) (X) 25
0.4% 0.1% 1.4% 0.6% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

4 550 2 710 42 420 2 415 410 140 0 30 510 45 0 (X) (X) (X) 105
8.5% 5.1% 79.5% 4.5% 0.8% 0.3% 0.0% 0.1% 1.0% 0.1% 0.0% (X) (X) (X) 0.2%

4 540 2 710 41 865 2 385 400 110 0 30 510 45 0 (X) (X) (X) 105
8.5% 5.1% 78.5% 4.5% 0.7% 0.2% 0.0% 0.1% 1.0% 0.1% 0.0% (X) (X) (X) 0.2%

10 0 555 30 10 30 0 0 0 0 0 (X) (X) (X) 0
0.0% 0.0% 1.0% 0.1% 0.0% 0.1% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

1 395 750 9 950 1 815 180 150 50 0 115 4 0 (X) (X) (X) 10
9.7% 5.2% 69.0% 12.6% 1.2% 1.0% 0.3% 0.0% 0.8% 0.0% 0.0% (X) (X) (X) 0.1%

1 340 640 8 960 1 475 165 150 50 0 95 4 0 (X) (X) (X) 10
9.3% 4.4% 62.1% 10.2% 1.1% 1.0% 0.3% 0.0% 0.7% 0.0% 0.0% (X) (X) (X) 0.1%

55 110 990 340 15 0 0 0 20 4 0 (X) (X) (X) 0
0.4% 0.8% 6.9% 2.4% 0.1% 0.0% 0.0% 0.0% 0.1% 0.0% 0.0% (X) (X) (X) 0.0%

80 550 65 940 283 885 132 250 3 335 8 780 1 515 1 510 2 475 835 630 (X) (X) (X) 2 665
13.8% 11.3% 48.6% 22.6% 0.6% 1.5% 0.3% 0.3% 0.4% 0.1% 0.1% (X) (X) (X) 0.5%

76 400 62 760 257 100 121 435 3 085 8 460 1 480 1 380 2 250 825 580 (X) (X) (X) 2 555
13.1% 10.7% 44.0% 20.8% 0.5% 1.4% 0.3% 0.2% 0.4% 0.1% 0.1% (X) (X) (X) 0.4%

4 150 3 180 26 780 10 810 250 315 35 130 230 15 50 (X) (X) (X) 110
0.7% 0.5% 4.6% 1.8% 0.0% 0.1% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

69 055 55 700 176 975 70 545 2 250 8 370 1 280 1 030 2 035 870 175 (X) (X) (X) 2 115
17.7% 14.3% 45.3% 18.1% 0.6% 2.1% 0.3% 0.3% 0.5% 0.2% 0.0% (X) (X) (X) 0.5%

59 010 47 760 148 105 61 675 1 680 6 695 1 070 915 1 735 780 165 (X) (X) (X) 1 950
15.1% 12.2% 37.9% 15.8% 0.4% 1.7% 0.3% 0.2% 0.4% 0.2% 0.0% (X) (X) (X) 0.5%

10 045 7 940 28 865 8 870 565 1 675 210 115 300 90 10 (X) (X) (X) 165
2.6% 2.0% 7.4% 2.3% 0.1% 0.4% 0.1% 0.0% 0.1% 0.0% 0.0% (X) (X) (X) 0.0%

254 590 197 320 1 342 505 387 030 18 520 55 175 6 035 7 770 10 780 4 845 2 235 (X) (X) (X) 10 990
11.1% 8.6% 58.4% 16.8% 0.8% 2.4% 0.3% 0.3% 0.5% 0.2% 0.1% (X) (X) (X) 0.5%

209 660 160 635 1 097 380 322 485 15 055 42 100 5 010 6 730 8 890 4 120 1 905 (X) (X) (X) 8 805
9.1% 7.0% 47.8% 14.0% 0.7% 1.8% 0.2% 0.3% 0.4% 0.2% 0.1% (X) (X) (X) 0.4%

44 925 36 685 245 125 64 545 3 470 13 075 1 025 1 040 1 885 725 325 (X) (X) (X) 2 180
2.0% 1.6% 10.7% 2.8% 0.2% 0.6% 0.0% 0.0% 0.1% 0.0% 0.0% (X) (X) (X) 0.1%

4 355 3 480 22 595 7 305 150 1 120 130 90 230 60 20 (X) (X) (X) 165
11.0% 8.8% 56.9% 18.4% 0.4% 2.8% 0.3% 0.2% 0.6% 0.2% 0.1% (X) (X) (X) 0.4%

2 335 1 930 12 240 3 870 70 625 100 90 195 60 20 (X) (X) (X) 155
5.9% 4.9% 30.8% 9.7% 0.2% 1.6% 0.3% 0.2% 0.5% 0.2% 0.1% (X) (X) (X) 0.4%

2 020 1 555 10 355 3 430 80 500 30 0 35 0 0 (X) (X) (X) 10
5.1% 3.9% 26.1% 8.6% 0.2% 1.3% 0.1% 0.0% 0.1% 0.0% 0.0% (X) (X) (X) 0.0%

116 095 97 835 171 125 82 005 2 355 25 750 1 190 1 020 1 215 555 390 (X) (X) (X) 2 255
23.1% 19.5% 34.1% 16.3% 0.5% 5.1% 0.2% 0.2% 0.2% 0.1% 0.1% (X) (X) (X) 0.4%

42,420 36,615 75,720 38,200 985 10,035 695 535 575 335 245 (X) (X) (X) 885
8.5% 7.3% 15.1% 7.6% 0.2% 2.0% 0.1% 0.1% 0.1% 0.1% 0.0% (X) (X) (X) 0.2%

73,675 61,220 95,405 43,805 1,370 15,715 495 485 640 220 145 (X) (X) (X) 1,370
14.7% 12.2% 19.0% 8.7% 0.3% 3.1% 0.1% 0.1% 0.1% 0.0% 0.0% (X) (X) (X) 0.3%

1 455 900 18 280 910 190 150 15 50 225 15 0 (X) (X) (X) 30
6.6% 4.1% 82.3% 4.1% 0.9% 0.7% 0.1% 0.2% 1.0% 0.1% 0.0% (X) (X) (X) 0.1%

1 435 870 17 630 825 180 150 15 50 210 15 0 (X) (X) (X) 30
6.5% 3.9% 79.4% 3.7% 0.8% 0.7% 0.1% 0.2% 0.9% 0.1% 0.0% (X) (X) (X) 0.1%

15 25 650 85 10 0 0 0 10 0 0 (X) (X) (X) 0
0.1% 0.1% 2.9% 0.4% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% (X) (X) (X) 0.0%

12 980 10 225 50 185 23 680 1 055 1 070 195 310 520 145 80 (X) (X) (X) 640
12.8% 10.1% 49.6% 23.4% 1.0% 1.1% 0.2% 0.3% 0.5% 0.1% 0.1% (X) (X) (X) 0.6%

11 440 9 390 45 595 21 960 930 840 155 310 410 105 80 (X) (X) (X) 545
11.3% 9.3% 45.1% 21.7% 0.9% 0.8% 0.2% 0.3% 0.4% 0.1% 0.1% (X) (X) (X) 0.5%

1 540 835 4 590 1 720 125 225 40 0 110 35 0 (X) (X) (X) 95
1.5% 0.8% 4.5% 1.7% 0.1% 0.2% 0.0% 0.0% 0.1% 0.0% 0.0% (X) (X) (X) 0.1%

6 155 4 650 36 890 12 075 450 790 175 190 335 40 70 (X) (X) (X) 360
9.9% 7.5% 59.3% 19.4% 0.7% 1.3% 0.3% 0.3% 0.5% 0.1% 0.1% (X) (X) (X) 0.6%

5 190 4 050 31 840 9 845 395 605 145 175 290 10 45 (X) (X) (X) 355
8.3% 6.5% 51.2% 15.8% 0.6% 1.0% 0.2% 0.3% 0.5% 0.0% 0.1% (X) (X) (X) 0.6%

965 600 5 050 2 230 55 185 30 10 45 30 30 (X) (X) (X) 4
1.6% 1.0% 8.1% 3.6% 0.1% 0.3% 0.0% 0.0% 0.1% 0.0% 0.0% (X) (X) (X) 0.0%

202 035 165 990 708 065 434 665 18 110 93 100 4 130 9 270 9 315 6 335 3 340 (X) (X) (X) 12 380
12.1% 10.0% 42.5% 26.1% 1.1% 5.6% 0.2% 0.6% 0.6% 0.4% 0.2% (X) (X) (X) 0.7%

92 130 76 695 359 630 230 850 9 410 43 460 1 740 4 690 4 620 3 635 1 785 (X) (X) (X) 6 320
5.5% 4.6% 21.6% 13.9% 0.6% 2.6% 0.1% 0.3% 0.3% 0.2% 0.1% (X) (X) (X) 0.4%

Unemployed  no work experience in the last 5 years or Male
Unemployed  no work experience in the last 5 years or 
Unemployed  no work experience in the last 5 years or   Percent 50.1%

  Number 834 965

Unemployed  no work experience in the last 5 years or   Number 1 666 735
Unemployed  no work experience in the last 5 years or   Percent 100.0%

Unemployed  no work experience in the last 5 years or Total  both sexes

9 230

Miscellaneous material moving workers  including mine   Number

Miscellaneous material moving workers  including mine   Percent 14.8%

Miscellaneous material moving workers  including mine Male
52 945

Miscellaneous material moving workers, including mine   Percent 85.2%
Miscellaneous material moving workers  including mine Female
Miscellaneous material moving workers  including mine   Number

Miscellaneous material moving workers  including mine   Number 62 175
Miscellaneous material moving workers, including mine   Percent 100.0%

  Number 9 325

Refuse and recyclable material collectors 9720 (SOC 53-

Miscellaneous material moving workers  including mine Total  both sexes
Refuse and recyclable material collectors 9720 (SOC 53-   Percent 9.2%

Refuse and recyclable material collectors 9720 (SOC 53-   Percent 90.8%
Refuse and recyclable material collectors 9720 (SOC 53- Female
Refuse and recyclable material collectors 9720 (SOC 53-

Male
Refuse and recyclable material collectors 9720 (SOC 53-   Number 91 760

Refuse and recyclable material collectors 9720 (SOC 53-   Number 101 085
Refuse and recyclable material collectors 9720 (SOC 53-   Percent 100.0%

Pumping station operators 9650 (SOC 53-7070)   Percent 3.6%
Refuse and recyclable material collectors 9720 (SOC 53- Total  both sexes

Pumping station operators 9650 (SOC 53-7070) Female
Pumping station operators 9650 (SOC 53-7070)   Number 795

Pumping station operators 9650 (SOC 53-7070)   Number 21 410
Pumping station operators 9650 (SOC 53-7070)   Percent 96.4%

Pumping station operators 9650 (SOC 53-7070)   Percent 100.0%
Pumping station operators 9650 (SOC 53-7070) Male

Pumping station operators 9650 (SOC 53-7070)   Number

58.7%

Packers and packagers  hand 9640 (SOC 53-7064)   Percent

Pumping station operators 9650 (SOC 53-7070) Total  both sexes

Packers and packagers, hand 9640 (SOC 53-7064)   Number 207,250
41.3%

Packers and packagers  hand 9640 (SOC 53-7064) Female

22 210

Packers and packagers, hand 9640 (SOC 53-7064)   Number 294,540
Packers and packagers  hand 9640 (SOC 53-7064)   Percent

Packers and packagers  hand 9640 (SOC 53-7064)   Percent 100.0%
Packers and packagers  hand 9640 (SOC 53-7064) Male

  Percent 45.4%

Machine feeders and offbearers 9630 (SOC 53-7063)

Packers and packagers  hand 9640 (SOC 53-7064)   Number 501 795
Packers and packagers  hand 9640 (SOC 53-7064) Total  both sexes

Machine feeders and offbearers 9630 (SOC 53-7063) Female
Machine feeders and offbearers 9630 (SOC 53-7063)   Number 18 010
Machine feeders and offbearers 9630 (SOC 53-7063)

  Number 21 690
Machine feeders and offbearers 9630 (SOC 53-7063)   Percent 54.6%

Machine feeders and offbearers 9630 (SOC 53-7063)   Percent 100.0%
Machine feeders and offbearers 9630 (SOC 53-7063) Male

Machine feeders and offbearers 9630 (SOC 53-7063) Total  both sexes
Machine feeders and offbearers 9630 (SOC 53-7063)   Number 39 695

Laborers and freight  stock  and material movers  hand   Number 415 015
Laborers and freight  stock  and material movers  hand   Percent 18.1%

Laborers and freight  stock  and material movers  hand   Percent 81.9%
Laborers and freight  stock  and material movers  hand Female

Laborers and freight  stock  and material movers  hand Male
Laborers and freight  stock  and material movers  hand   Number 1 882 770

Laborers and freight  stock  and material movers  hand   Percent

Cleaners of vehicles and equipment 9610 (SOC 53-7061) Female

Laborers and freight  stock  and material movers  hand   Number 2 297 785

Cleaners of vehicles and equipment 9610 (SOC 53-7061)   Percent 84.9%

Cleaners of vehicles and equipment 9610 (SOC 53-7061)   Number 58 855

100.0%

Cleaners of vehicles and equipment 9610 (SOC 53-7061)   Percent 15.1%
Laborers and freight, stock, and material movers, hand Total, both sexes

Cleaners of vehicles and equipment 9610 (SOC 53-7061) Male
Cleaners of vehicles and equipment 9610 (SOC 53-7061)   Number 331 545

Total  both sexes

Industrial truck and tractor operators 9600 (SOC 53-7051)

Cleaners of vehicles and equipment 9610 (SOC 53-7061)   Percent 100.0%
Cleaners of vehicles and equipment 9610 (SOC 53-7061)   Number 390 400

Industrial truck and tractor operators 9600 (SOC 53-7051)   Number 46 050
Industrial truck and tractor operators 9600 (SOC 53-7051)   Percent 7.9%
Cleaners of vehicles and equipment 9610 (SOC 53-7061)

  Percent 92.1%
Industrial truck and tractor operators 9600 (SOC 53-7051) Female

Industrial truck and tractor operators 9600 (SOC 53-7051) Male
Industrial truck and tractor operators 9600 (SOC 53-7051)   Number 538 320

Industrial truck and tractor operators 9600 (SOC 53-7051)   Number 584 370
Industrial truck and tractor operators 9600 (SOC 53-7051)   Percent 100.0%

Conveyor operators and tenders  and hoist and winch   Percent 10.6%
Industrial truck and tractor operators 9600 (SOC 53-7051) Total  both sexes

Conveyor operators and tenders  and hoist and winch Female
Conveyor operators and tenders  and hoist and winch   Number 1 535

Conveyor operators and tenders  and hoist and winch   Number 12 890
Conveyor operators and tenders  and hoist and winch   Percent 89.4%

Conveyor operators and tenders  and hoist and winch Male

14 420

Dredge  excavating  and loading machine operators 9520   Number

Conveyor operators and tenders, and hoist and winch   Percent 100.0%

Dredge  excavating  and loading machine operators 9520 Female
625

Dredge, excavating, and loading machine operators 9520   Percent 1.2%
Conveyor operators and tenders  and hoist and winch Total  both sexes
Conveyor operators and tenders  and hoist and winch   Number

Dredge  excavating  and loading machine operators 9520   Number 52 710
Dredge  excavating  and loading machine operators 9520   Percent 98.8%

  Number 53 335

Crane and tower operators 9510 (SOC 53-7021)

Dredge  excavating  and loading machine operators 9520 Male
Dredge  excavating  and loading machine operators 9520   Percent 100.0%

Crane and tower operators 9510 (SOC 53-7021)   Percent 2.7%
Dredge  excavating  and loading machine operators 9520 Total  both sexes
Dredge  excavating  and loading machine operators 9520 

Female
Crane and tower operators 9510 (SOC 53-7021)   Number 1 915

Crane and tower operators 9510 (SOC 53-7021)   Number 70 250
Crane and tower operators 9510 (SOC 53-7021)   Percent 97.3%

Crane and tower operators 9510 (SOC 53-7021)   Percent 100.0%
Crane and tower operators 9510 (SOC 53-7021) Male

Crane and tower operators 9510 (SOC 53-7021) Total  both sexes
Crane and tower operators 9510 (SOC 53-7021)   Number 72 165

Miscellaneous transportation workers  including bridge and   Number 3 095
Miscellaneous transportation workers  including bridge and   Percent 13.1%

Miscellaneous transportation workers  including bridge and   Percent 86.9%
Miscellaneous transportation workers  including bridge and Female

Miscellaneous transportation workers, including bridge and   Number

100.0%

Transportation attendants  except flight attendants 9415   Percent

Miscellaneous transportation workers  including bridge and Male

Transportation attendants  except flight attendants 9415   Number 24 160
67.5%

Miscellaneous transportation workers  including bridge and Total  both sexes

20,540

Miscellaneous transportation workers, including bridge and   Number 23,635
Miscellaneous transportation workers  including bridge and   Percent

Transportation attendants  except flight attendants 9415   Percent 32.5%
Transportation attendants  except flight attendants 9415 Female

  Percent 100.0%

Transportation inspectors 9410 (SOC 53-6051)

Transportation attendants  except flight attendants 9415   Number 11 630
Transportation attendants  except flight attendants 9415 Male

Transportation attendants  except flight attendants 9415 Total  both sexes
Transportation attendants  except flight attendants 9415   Number 35 790
Transportation attendants  except flight attendants 9415 

  Number 8 730
Transportation inspectors 9410 (SOC 53-6051)   Percent 16.6%

Transportation inspectors 9410 (SOC 53-6051)   Percent 83.4%
Transportation inspectors 9410 (SOC 53-6051) Female

Transportation inspectors 9410 (SOC 53-6051) Male
Transportation inspectors 9410 (SOC 53-6051)   Number 43 855

Transportation inspectors 9410 (SOC 53-6051)   Number 52 585
Transportation inspectors 9410 (SOC 53-6051)   Percent 100.0%

Automotive and watercraft service attendants 9360 (SOC   Percent 24.3%
Transportation inspectors 9410 (SOC 53-6051) Total  both sexes

Automotive and watercraft service attendants 9360 (SOC Female
Automotive and watercraft service attendants 9360 (SOC   Number 32 285

Automotive and watercraft service attendants 9360 (SOC   Percent
Automotive and watercraft service attendants 9360 (SOC   Number 100 765

75.7%

Automotive and watercraft service attendants 9360 (SOC Male



109 905 89 295 348 435 203 815 8 700 49 635 2 390 4 575 4 690 2 705 1 555 (X) (X) (X) 6 060
6.6% 5.4% 20.9% 12.2% 0.5% 3.0% 0.1% 0.3% 0.3% 0.2% 0.1% (X) (X) (X) 0.4%

Unemployed  no work experience in the last 5 years or   Number 831 770
Unemployed  no work experience in the last 5 years or   Percent 49.9%

Unemployed, no work experience in the last 5 years or Female

reported a race other than "White," either 
alone or in combination. To get a total for 

Data are based on a sample and are 
subject to sampling variabi ity. The degree 
of uncertainty for an estimate arising from 
sampling variability is represented 
through the use of a margin of error. The 
value shown here is the 90 percent 
margin of error. The margin of error can 
be interpreted roughly as providing a 90 
percent probability that the interval 
defined by the estimate minus the margin 
of error and the estimate plus the margin 
of error (the lower and upper confidence 
bounds) contains the true value. In 
addition to sampling variabi ity, the ACS 
estimates are subject to nonsampling 
error (for a discussion of nonsampling 
variability, see Accuracy of the Data). The 
effect of nonsamp ing error is not 
represented in these tables.

Source  U.S. Census Bureau, 2006-2010 
American Community Survey

Explanation of Symbols
An '**' entry in the margin of error column 
indicates that e ther no sample 
observations or too few sample 
The U.S. Census Bureau co lects race 
data in accordance with guidelines 
provided by the U.S. Office of 
Management and Budget (OMB). Except 
for the total, all race and ethnicity 
categories are mutually exclusive. "Black" 
refers to Black or African American; 
"AIAN" refers to American Indian and 
Alaska Native; and "NHPI" refers to 
Native Hawaiian and Other Pacific 
Islander. The reference to "Hawa i only" 
indicates that these columns are only 
tabulated for areas in the state of Hawaii. 
"Balance of Not Hispanic or Latino" 
includes the balance of non-Hispanic 
individuals who reported multiple races or 
reported Some Other Race alone. For 
more information on race and Hispanic 
origin, see the Subject Definitions at 
http //www.census.gov/acs/www/data_do
cumentation/documentation_main/.

Race and Hispanic origin are separate 
concepts on the American Community 
Survey. "White alone Hispanic or Latino" 
includes respondents who reported 
Hispanic or Latino origin and reported 
race as "White" and no other race. "All 
other Hispanic or Latino" includes 
respondents who reported Hispanic or 
Latino origin and 

Occupation codes are 4-digit codes and 
are based on Standard Occupational 
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U.S. Equal Employment Opportunity Commission

Overview

The U.S. Equal Employment Opportunity Commission (EEOC) is responsible for enforcing
federal laws that make it illegal to discriminate against a job applicant or an employee
because of the person's race, color, religion, sex (including pregnancy), national origin, age
(40 or older), disability or genetic information. It is also illegal to discriminate against a
person because the person complained about discrimination, filed a charge of
discrimination, or participated in an employment discrimination investigation or lawsuit.

Most employers with at least 15 employees are covered by EEOC laws (20 employees in
age discrimination cases). Most labor unions and employment agencies are also covered.

The laws apply to all types of work situations, including hiring, firing, promotions,
harassment, training, wages, and benefits.

Authority & Role
The EEOC has the authority to investigate charges of discrimination against employers
who are covered by the law. Our role in an investigation is to fairly and accurately assess
the allegations in the charge and then make a finding. If we find that discrimination has
occurred, we will try to settle the charge. If we aren't successful, we have the authority to
file a lawsuit to protect the rights of individuals and the interests of the public. We do not,
however, file lawsuits in all cases where we find discrimination.

We also work to prevent discrimination before it occurs through outreach, education and
technical assistance programs.

The EEOC provides leadership and guidance to federal agencies on all aspects of the
federal government's equal employment opportunity program. EEOC assures federal
agency and department compliance with EEOC regulations, provides technical assistance to federal agencies
concerning EEO complaint adjudication, monitors and evaluates federal agencies' affirmative employment programs,
develops and distributes federal sector educational materials and conducts training for stakeholders, provides guidance
and assistance to our Administrative Judges who conduct hearings on EEO complaints, and adjudicates appeals from
administrative decisions made by federal agencies on EEO complaints.

Location
We carry out our work through our headquarters offices in Washington, D.C. and through 53 field offices serving every
part of the nation.

About the EEOC: Overview http://www1.eeoc.gov//eeoc/index.cfm?renderforprint=1
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U.S. Equal Employment Opportunity Commission

EQUAL EMPLOYMENT OPPORTUNITY COMMISSION

EQUAL EMPLOYMENT OPPORTUNITY

MANAGEMENT DIRECTIVE 715
EEO MD-715

EFFECTIVE DATE: October 1, 2003
TO THE HEADS OF FEDERAL AGENCIES:

1. SUBJECT. Federal responsibilities under Section 717 of Title VII and Section 501 of the Rehabilitation Act.

2. PURPOSE. This Directive provides policy guidance and standards for establishing and maintaining effective 
affirmative programs of equal employment opportunity under Section 717 of Title VII (PART A) and effective 
affirmative action programs under Section 501 of the Rehabilitation Act (PART B). The Directive also sets forth 
general reporting requirements (PART C). Additional guidance and instructions for implementing the policies set 
forth herein will be issued separately.

3. ORIGINATOR. Equal Employment Opportunity Commission, Office of Federal Operations.

4. SUPERSESSION. This Directive SUPERSEDES EEO Management Directives 712 (dated March 29, 1983), 
and 713 and 714 (both dated October 6, 1987), and all related interpretative memoranda.

5. AUTHORITY. This Management Directive is prepared pursuant to EEOC's authority under Section 717 of the 
Civil Rights Act of 1964, as amended, 42 U.S.C. § 2000e-16; Reorganization Plan No. 1 of 1978, issued 
pursuant to 5 U.S.C. § 901 et seq.; Executive Order 11748; and Section 501 of the Rehabilitation Act of 1973, as 
amended by Pub. L. 99-506, 100 Stat. 1807, October 21, 1986.

6. APPLICABILITY AND SCOPE. This Directive applies to all executive agencies and military departments 
(except uniformed members) as defined in Sections 102 and 105 of Title 5 U.S.C. (including those with 
employees and applicants for employment who are paid from nonappropriated funds), the United States Postal 
Service, the Postal Rate Commission, the Tennessee Valley Authority, the Smithsonian Institution, and those 
units of the judicial branch of the federal government having positions in the competitive service.

7. POLICY INTENT. The overriding objective of this Directive is to ensure that all employees and applicants for 
employment enjoy equality of opportunity in the federal workplace regardless of race, sex, national origin, color, 
religion, disability or reprisal for engaging in prior protected activity.

8. RESPONSIBILITIES.

a. Agency Heads are responsible for the following: 
1. Ensuring compliance with this Directive and those implementing instructions issued by EEOC in 

accordance with existing law and authority.
2. Developing systems for the evaluation of program effectiveness and barrier identification and elimination; 

ensuring that the agency has adequate data systems for effective analyses of applicant flow, on-board 
workforce and personnel transactions data; providing current guidance for the development of program 
plans to all component and field installations; establishing agency-wide objectives and developing and 
submitting program plans; and preparing accomplishment reports and plan updates for timely submission 
to EEOC.

3. Ensuring the accuracy of all data submitted to the Office of Personnel Management's Central Personnel 
Data File (CPDF), as well as all data submitted to EEOC under this Directive.

4. Demonstrating commitment to equality of opportunity for all employees and applicants for employment 
that is communicated through the ranks from the top down.

b. EEOC is responsible for the following: 
1. Reviewing and evaluating the operation of all agency equal employment opportunity programs.
2. Reviewing and approving agency EEO plans and reports and communicating the results of evaluations to 

each agency, and directing agencies, as appropriate, to develop additional program objectives.
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3. Providing technical assistance and training to agencies.
4. Submitting an annual report on the federal workforce based upon agency reports submitted during the 

fiscal year, data from the Central Personnel Data File, onsite program reviews and other audits to the 
President, Congress and appropriate Congressional committees.

9. DEFINITIONS. Definitions that apply to this Directive are located in Appendix A.

10. POLICIES AND PROCEDURES. This Directive provides policy guidance and standards for establishing and 
maintaining effective affirmative programs of equal employment opportunity under Section 717 of Title VII (PART 
A) and effective affirmative action programs under Section 501 of the Rehabilitation Act (PART B). The Directive 
also sets forth general reporting requirements (PART C). EEOC will separately issue additional guidance and 
instructions for implementing the policies set forth herein. In addition, EEOC will provide technical assistance 
and training necessary to assist agencies in the accomplishment of these objectives.

11. REPORTING REQUIREMENTS. The reporting requirements under this Directive are set out in Part C.

12. LIST OF APPENDICES.

Appendix Title

A Definitions

B Authorities Relevant to Federal EEO Responsibilities

13. INQUIRIES.

Further information concerning this Directive may be obtained by contacting:

Director, Federal Sector Programs
Office of Federal Operations
Equal Employment Opportunity Commission
1801 L Street NW
Washington, D.C. 20507 
Telephone:  (202) 663-4599

Date: August 25, 2003                  /s Cari M. Dominguez, Chair  

Model Agency Title VII and Rehabilitation Act Programs

I. Introduction
The United States government employs over two million men and women across the country and around the 
world. The ability of our government to meet the complex needs of our nation and the American people rests 
squarely on these dedicated and hard-working individuals. Perhaps now more than ever before – with increasing 
public expectations of governmental institutions – federal agencies must position themselves to attract, develop 
and retain a top-quality workforce that can deliver results and ensure our nation's continued growth and 
prosperity.

Equal opportunity in the federal workplace is key to accomplishing this goal. In order to develop a competitive, 
highly qualified workforce, federal agencies must fully utilize all workers' talents, without regard to race, color, 
religion, national origin, sex or disability. While the promise of workplace equality is a legal right afforded all of 
our nation's workers, equal opportunity is more than a matter of social justice. It is a national economic 
imperative. Federal agencies must make full use of our nation's human capital by promoting workplace practices 
that free up opportunities for the best and brightest talent available. All workers must compete on a fair and level 
playing field and have the opportunity to achieve their fullest potential.

Policies and practices that impede fair and open competition in the federal workplace cost the American 
economy millions of dollars each year. The most obvious costs are out-of-pocket costs borne by both agencies 
and federal workers in connection with workplace disputes. Perhaps less obvious – but just as expensive – are 
costs associated with decreased morale and productivity and the ineffective and inefficient use of human capital 
resources. These costs can – and should – be avoided. Agencies must make a firm commitment to the principles 
of equal opportunity and make those principles a fundamental part of agency culture.

Title VII of the Civil Rights Act of 1964 (Title VII) and Section 501 of the Rehabilitation Act of 1973 (Rehabilitation 
Act) mandate that all federal personnel decisions be made free of discrimination on the basis of race, color, 
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religion, sex, national origin, reprisal or disability1 and also require that agencies establish a program of equal 
employment opportunity for all federal employees and job applicants. 42 U.S.C. §2000e-16 and 29 U.S.C. §791. 
The Equal Employment Opportunity Commission (EEOC) has adjudicatory responsibilities in the federal EEO 
complaints process and oversight responsibility for federal programs required by Section 717 of Title VII and 
Section 501 of the Rehabilitation Act generally.

This Directive, which reflects recent and significant changes in the law, including recent Supreme Court 
decisions, supersedes earlier EEOC Management Directives and related interpretative memoranda on this 
subject and provides new guidance on the elements of legally compliant Title VII and Rehabilitation Act 
programs. This Directive requires agencies to take appropriate steps to ensure that all employment decisions are 
free from discrimination. It also sets forth the standards by which EEOC will review the sufficiency of agency Title 
VII and Rehabilitation Act programs, which include periodic agency self-assessments and the removal of barriers 
to free and open workplace competition.

Additional information concerning federal sector equal employment opportunity law and programs can be found 
at EEOC's website at www.eeoc.gov. The EEOC will also supplement this Directive on an as-needed basis 
through the issuance of additional guidance and technical assistance. Questions concerning this Directive 
should be directed to EEOC's Office of Federal Operations.

II. Essential Elements of Model Agency Title VII and Rehabilitation Act Programs
The essential elements of model Title VII and Rehabilitation Act programs are:

• Demonstrated commitment from agency leadership;
• Integration of EEO into the agency's strategic mission;
• Management and program accountability;
• Proactive prevention of unlawful discrimination;
• Efficiency; and
• Responsiveness and legal compliance.

A. Demonstrated Commitment From Agency Leadership 
◦ This Directive requires agency heads and other senior management officials to demonstrate a firm 

commitment to equality of opportunity for all employees and applicants for employment. Even the best 
workplace policies and procedures will fail if they are not trusted, respected and vigorously enforced. 
Agencies must translate equal opportunity into every day practice and make those principles a 
fundamental part of agency culture. This commitment to equal opportunity must be embraced by agency 
leadership and communicated through the ranks from the top down. It is the responsibility of each agency 
head to take such measures as may be necessary to incorporate the principles of equal employment 
opportunity into the agency's organizational structure.

◦ To this end, agency heads must issue a written policy statement expressing their commitment to equal 
employment opportunity (EEO) and a workplace free of discriminatory harassment. This statement should 
be issued at the beginning of their tenure and thereafter on an annual basis and disseminated to all 
employees. In addition, agency heads and other senior management officials may, at their discretion, 
issue similar statements when important issues relating to equal employment opportunity arise within their 
agency or when important developments in the law occur.

B. Integration of EEO Into The Agency's Strategic Mission 
Equality of opportunity is essential to attracting, developing and retaining the most qualified workforce to 
support the agency's achievement of its strategic mission. To this end, and in addition to the regulatory 
requirements found at 29 C.F.R. § 1614.102(b)(4), as interpreted in Management Directive 110 at 1-1, 
agencies must:

◦ Maintain a reporting structure that provides the agency's EEO Director with regular access to the agency 
head and other senior management officials for reporting on the effectiveness, efficiency and legal 
compliance of the agency's Title VII and Rehabilitation Act programs. To emphasize the importance of the 
position, the agency head should be involved in the selection and performance review of the EEO 
Director.

◦ Ensure EEO professionals are involved with, and consulted on, the management and deployment of 
human resources. The EEO Director should be a regular participant in senior staff meetings and regularly 
consulted on human resources issues.

◦ Allocate sufficient resources to create and/or maintain Title VII and Rehabilitation Act programs that: 1) 
identify and eliminate barriers that impair the ability of individuals to compete in the workplace because of 
race, national origin, sex or disability; 2) establish and maintain training and education programs designed 
to provide maximum opportunity for all employees to advance; and 3) ensure that unlawful discrimination 
in the workplace is promptly corrected and addressed.

◦ Attract, develop and retain EEO staff with the strategic competencies necessary to accomplish the 
agency's EEO mission, and interface with agency officials, managers and employees.
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◦ Recruit, hire, develop and retain supervisors and managers who have effective managerial, 
communications and interpersonal skills. Provide managers and supervisors with appropriate training and 
other resources to understand and successfully discharge their duties and responsibilities.

◦ Involve managers and employees in the implementation of the agency's Title VII and Rehabilitation Act 
programs.

◦ Use various media to distribute EEO information concerning federal EEO laws, regulations and 
requirements, rights, duties and responsibilities and to promote best workplace practices.

C. Management and Program Accountability 
A model Title VII and Rehabilitation Act program will hold managers, supervisors, EEO officials and 
personnel officers accountable for the effective implementation and management of the agency's program. In 
ensuring such accountability, the agency must:

◦ Conduct regular internal audits, on at least an annual basis, to assess the effectiveness and efficiency of 
the Title VII and Rehabilitation Act programs and to ascertain whether the agency has made a good faith 
effort to identify and remove barriers to equality of opportunity in the workplace.

◦ Establish procedures to prevent all forms of discrimination, including harassment, retaliation and failure to 
provide reasonable accommodation to qualified individuals with disabilities.

◦ Evaluate managers and supervisors on efforts to ensure equality of opportunity for all employees.
◦ Maintain clearly defined, well-communicated, consistently applied and fairly implemented personnel 

policies, selection and promotion procedures, evaluation procedures, rules of conduct and training 
systems.

◦ Implement effective reasonable accommodation procedures that comply with applicable executive orders, 
EEOC guidance, the Architectural and Transportation Barriers Compliance Board's Uniform Federal 
Accessibility Standards and Electronic and Information Technology Accessibility Standards. Ensure that 
EEOC has reviewed those procedures when initially developed and if procedures are later significantly 
modified.

◦ Be mindful of the agency's disability program obligations, including the provision of reasonable 
accommodations, when negotiating collective bargaining agreements with recognized labor organization
(s) representing agency employees.

◦ Ensure effective coordination between the agency's EEO programs and related human resource 
programs, including the Federal Equal Opportunity Recruitment Program (FEORP), the Selective 
Placement Programs and the Disabled Veterans Affirmative Action Program (DVAAP).

◦ Review each finding of discrimination to determine the appropriateness of taking disciplinary action 
against agency officials involved in the matter. Track these decisions and report trends, issues and 
problems to agency leadership for appropriate action.

◦ Ensure compliance with settlement agreements and orders issued by the agency, EEOC, and EEO-
related cases from the Merit Systems Protection Board, labor arbitrators, and the Federal Labor Relations 
Authority.

D. Proactive Prevention of Unlawful Discrimination 
◦ Agencies have an ongoing obligation to prevent discrimination on the bases of race, color, national origin, 

religion, sex, age, reprisal and disability, and eliminate barriers that impede free and open competition in 
the workplace. As part of this on-going obligation, agencies must conduct a self-assessment on at least 
an annual basis to monitor progress, identify areas where barriers may operate to exclude certain groups 
and develop strategic plans to eliminate identified barriers. A more detailed explanation of this process 
follows at Part A (Title VII) and Part B (Rehabilitation Act) of this Directive.

E. Efficiency
◦ Agencies must have an efficient and fair dispute resolution process and effective systems for evaluating 

the impact and effectiveness of their EEO programs.
◦ Maintain an efficient, fair and impartial complaint resolution process. Agencies should benchmark against 

EEOC regulations at 29 C.F.R. Part 1614 and other federal agencies of similar size highly ranked in 
EEOC's Annual Report on the federal sector complaints process.

◦ Ensure that the investigation and adjudication function of the agency's complaint resolution process are 
kept separate from the legal defense arm of the agency or other agency offices with conflicting or 
competing interests.

◦ Establish and encourage the widespread use of a fair alternative dispute resolution (ADR) program that 
facilitates the early, effective and efficient informal resolution of disputes. Appoint a senior official as the 
dispute resolution specialist of the agency charged with implementing a program to provide significant 
opportunities for ADR for the full range of employment-related disputes. Whenever ADR is offered in a 
particular workplace matter, ensure that managers at all appropriate levels will participate in the ADR 
process.

◦ Use a complaint tracking and monitoring system that permits the agency to identify the location, status, 
and length of time elapsed at each stage of the agency's complaint resolution process, the issues and the 
bases of the complaints, the aggrieved individuals/complainants, the involved management officials and 
other information necessary to analyze complaint activity and identify trends.
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◦ Identify, monitor and report significant trends reflected in complaint processing activity. Analysis of data 
relating to the nature and disposition of EEO complaints can provide useful insight into the extent to which 
an agency is meeting its obligations under Title VII and the Rehabilitation Act.

◦ Ensure timely and complete compliance with EEOC orders and the provisions of settlement/resolution 
agreements.

◦ Maintain a system that collects and maintains accurate information on the race, national origin, sex and 
disability status of agency employees. See 29 C.F.R. § 1614.601 for further guidance.

◦ Maintain a system that tracks applicant flow data, which identifies applicants by race, national origin, sex 
and disability status and the disposition of all applications. EEOC will issue more detailed guidance on 
collecting and maintaining applicant flow data.

◦ Maintain a tracking system of recruitment activities to permit analyses of these efforts in any examination 
of potential barriers to equality of opportunity.

◦ Identify and disseminate best workplace practices.
F. Responsiveness and Legal Compliance 

Federal agencies must:

◦ Ensure that they are in full compliance with the law, including EEOC regulations, orders and other written 
instructions. See 42 U.S.C. § 2000e-16(b).

◦ Report agency program efforts and accomplishments to EEOC and respond to EEOC directives and 
orders in accordance with EEOC instructions and time frames.

◦ Ensure that management fully and timely complies with final EEOC orders for corrective action and relief 
in EEO matters.

PART A

SECTION 717 OF TITLE VII

Proactive Prevention of Unlawful Discrimination

I. Introduction
The United States government must ensure that all its personnel actions are "made free" of any discrimination 
based on race, color, religion, sex, national origin or reprisal and that each of its agencies has "an affirmative 
program of equal employment opportunity" for all employees and applicants for employment. Section 717 of Title 
VII of the Civil Rights Act of 1964, as amended, 42 U.S.C. § 2000e-16. The Equal Employment Opportunity 
Commission (EEOC) is responsible for the review and evaluation of all federal sector equal employment 
opportunity (EEO) efforts.

Thus, Section 717 of Title VII requires federal agencies to take proactive steps to ensure equal employment 
opportunity for all their employees and applicants for employment. This means that agencies must work to 
proactively prevent potential discrimination before it occurs and establish systems to monitor compliance with 
Title VII. Agencies must regularly evaluate their employment practices to identify barriers to equality of 
opportunity for all individuals. Where such barriers are identified, agencies must take measures to eliminate 
them. With these steps, agencies will ensure that all persons are provided opportunities to participate in the full 
range of employment opportunities and achieve to their fullest potential.

II. Agency Self-Assessment
Agencies have an ongoing obligation to eliminate barriers that impede free and open competition in the 
workplace and prevent individuals of any racial or national origin group or either sex from realizing their full 
potential. As part of this on-going obligation, agencies must conduct a self-assessment on at least an annual 
basis to monitor progress and identify areas where barriers may operate to exclude certain groups. A first step in 
conducting this self-assessment involves looking at the racial, national origin and gender profile of relevant 
occupational categories in an agency's workforce. Guidance on how to group occupational categories will be 
provided separately. This "snapshot" can serve as a diagnostic tool to help agencies determine possible areas 
where barriers may exist and may require closer attention.

Agencies should be mindful, however, that statistics are only a starting point and alone rarely serve to provide a 
complete picture of the existence of workplace barriers. Agencies must look at statistics in the context of the 
totality of the circumstances. A statistical snapshot may be useful as an initial diagnostic tool, but conclusions 
concerning the existence of workplace barriers cannot be drawn from gross numerical assessments. Rather, the 
identification of workplace barriers will require a thorough examination of all of the circumstances.
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The initial snapshot conducted by the agency must include, but not necessarily be limited to, an evaluation of the 
following data relating to the agency's status as of the end of each fiscal year:

• Total workforce distribution by race, national origin and sex for both the permanent and temporary2

workforce;
• Permanent and temporary workforce participation rates for each grade level by race, national origin and sex;
• Permanent and temporary workforce participation rates for each of the agency's major occupational 

categories (divided by grade level) by race, national origin and sex;
• Participation rates in supervisory and management positions by race, national origin and sex;
• The race, national origin and sex of applicants for both permanent and temporary employment;
• The rates of selections for promotions, training opportunities and performance incentives by race, national 

origin and sex; and
• The rates of both voluntary and involuntary separations from employment by race, national origin and sex.

This type of information should help an agency identify any meaningful disparities and further focus its self-
assessment.

In conducting its self-assessment, agencies shall compare their internal participation rates with corresponding 
participation rates in the relevant civilian labor force (CLF). Geographic areas of recruitment and hiring are 
integral factors in determining "relevant" civilian labor force participation rates. EEOC will provide appropriate 
civilian labor force data for use by agencies. With respect to positions typically filled through the internal 
promotion process or through transfers from other federal agencies, a self-assessment will involve looking at the 
racial, national origin and gender profile of the occupational categories and/or grade levels from which such 
promotions or transfers are typically made. EEOC will, from time to time, provide additional guidance on 
conducting the analysis.

This Directive requires agencies to collect and maintain race, national origin and gender data on employees in 
their permanent and temporary workforce. Such data is also required to be collected and maintained for 
applicants for employment. Agencies should obtain identifying information from employees and applicants by 
requesting voluntary self-identification. See 29 C.F.R. 1614.601. Separate guidance, including updated 
information on racial and national origin groupings, will be issued from EEOC concerning the collection of this 
data.

III. Barriers to Equal Employment Opportunity
Where an agency's self-assessment indicates that a racial, national origin or gender group may have been 
denied equal access to employment opportunities, the agency must take steps to identify the potential barrier. 
Workplace barriers can take various forms and sometimes involve a policy or practice that is neutral on its face. 
Identifying and evaluating potential barriers requires an agency to examine all relevant policies, practices, 
procedures and conditions in the workplace. The process further requires each agency to eliminate or modify, 
where appropriate, any policy, practice or procedure that creates a barrier to equality of opportunity.

For example, if a self-assessment revealed that Hispanics are virtually absent from the workforce in a facility, it 
would be logical for the agency to initially focus attention on its hiring and recruitment activities. The agency 
could rule out potential recruitment concerns if it determined that Hispanics were well represented among its 
applicants for employment. It would then be appropriate for the agency to examine all other aspects of the hiring 
process to identify the factor(s) responsible for the statistical disparity.

It is crucial for agencies to ensure that their barrier analyses are focused, methodical and involve the 
participation of all relevant agency officials. Depending on the nature of the potential problem an agency might 
consider the following questions:

• Are recruitment efforts resulting in a cross-section of qualified applicants? Is there a significant disparity 
between the proportion of a racial, national origin or gender group in the agency's applicant pools and the 
proportion of that group in the relevant labor markets from which applicants are drawn?

• In a workforce where employees of a particular group are virtually absent, to what extent are employment 
opportunities unnecessarily restricted to internal applicants?

• Have supervisors, managers and executives been adequately trained on the agency's obligations under Title 
VII?

• Are there decision makers whose employment decisions have excluded individuals on the basis of race, 
national origin or sex?

• Are there any selection criteria that tend to screen out a particular racial, national origin or gender group?

IV. Barrier Evaluation and Elimination
Once an agency identifies a likely factor (or combination of factors) adversely affecting the employment 
opportunities of a racial, national origin or gender group, it must decide how to respond. For example, statistical 
disparities are identified in an agency's auditor occupational group and further examination of the situation 
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reveals the following: In the past, the auditor occupational group was racially diverse, including at the higher 
grade levels. However, after the agency instituted a requirement that auditors must be certified public 
accountants (CPAs) in order to be promoted to the GS-14 level or higher, few internal candidates held CPAs and 
therefore did not qualify for promotional opportunities to the higher level grades. As a result, the agency recruited 
candidates for these positions from a local business school with a student population that primarily came from 
the same racial group. Over time, auditors at the grade 14 level and above did not reflect the racial diversity of 
auditors at the lower grade levels. Assuming the requirement for a CPA is justified by business necessity, the 
agency has several options to consider in designing a response to this situation. Most obviously, the agency 
should increase its applicant pool for positions at the grade 14 and above by recruiting at other business schools 
with more diverse student populations. As an additional option, the agency might take steps to encourage its 
own auditors at the lower grade levels to pursue a CPA.

Each agency must assess the appropriateness of any policy, practice, procedure or condition determined to 
negatively correlate with race, national origin or sex. In making its assessment, the agency should consider, as 
appropriate, the following:

• whether the agency head can do more to demonstrate to the workforce, his or her commitment to equal 
employment opportunity;

• whether there are budgetary or other restrictions governing a decision to limit recruitment to internal 
applicants;

• whether certain qualification standards are truly necessary to the successful performance in a position; and
• whether selection criteria used to assess qualifications that have been found to exclude or adversely impact a 

particular racial, national origin or gender group truly measure the knowledge, skills and abilities that they 
purport to measure, and whether alternative criteria are available that do not disadvantage any particular 
group.

Where it is determined that an identified barrier serves no legitimate purpose with respect to the operation of an 
agency, this Directive requires that agencies take immediate steps to eliminate the barrier. Even where a policy 
or practice that poses a barrier can be justified on grounds of business necessity, agencies must investigate 
whether less exclusionary policies or practices can be used that serve the same business purpose. Identified 
barriers that are not within the control or authority of the agency to change should be brought to the attention of 
the responsible entity and EEOC.

In addition to identifying and eliminating barriers, agencies may consider measures to enhance and maximize 
opportunities for all employees, such as:

• Identifying career enhancing opportunities such as details, developmental assignments, mentoring programs, 
etc. Structuring details or developmental assignments to expose a broad range of employees to a variety of 
positions within the agency.

• Assessing internal availability of candidates by identifying job-related skills, education, knowledge and 
abilities that may be obtained at lower levels in the same or similar occupational series.

• Conducting a skills-building inventory of agency employees, including but not limited to, current and potential 
gaps in skills and the distribution of skills. Developing an action plan to address these gaps.

• When appropriate, developing broad criteria for evaluating the knowledge, skills and abilities of applicants for 
particular positions that takes into account a range of experience and skills.

PART B

SECTION 501 OF THE REHABILITATION ACT

Proactive Prevention of Unlawful Discrimination

I. Introduction
Section 501 of the Rehabilitation Act of 1973, as amended, 29 U.S.C. § 791, requires federal agencies to take 
proactive steps to provide equal opportunity to qualified individuals with disabilities in all aspects of federal 
employment. Congress has directed the federal government serve as a model employer of people with 
disabilities. Toward that end, each agency must develop and maintain "an affirmative action program plan for the 
hiring, placement, and advancement of individuals with disabilities" that, among other things, provides adequate 
employment opportunities and sets out the ways in which an agency will meet the needs of its employees with 
disabilities.

The mandate to serve as a model employer requires several things. First, agencies may not discriminate against 
qualified individuals with disabilities. But non-discrimination alone is not enough. The Rehabilitation Act also 
requires agencies to take proactive steps to ensure equal employment opportunity for individuals with 

Page 7 of 16

3/27/2014http://www1.eeoc.gov//federal/directives/md715.cfm?renderforprint=1



disabilities. This means agencies must attempt to prevent discrimination before it occurs and must establish 
systems to monitor their own compliance with the Act. Agencies must regularly evaluate their employment 
practices to identify barriers to equality of opportunity for individuals with disabilities. Where such barriers are 
identified, agencies must eliminate them. With these steps, agencies will ensure that individuals with disabilities 
are provided opportunities to fully participate in employment opportunities and achieve to their fullest potential.

II. Non-Discrimination
The Rehabilitation Act requires agencies to ensure that employment decisions are free of unlawful discrimination 
on the basis of disability. In 1992, Congress amended the Rehabilitation Act to incorporate the non-
discrimination standards of the Americans with Disabilities Act (ADA). Under the ADA, the term "discriminate"3

generally includes:

• making unlawful medical examinations or inquiries;
• not providing reasonable accommodations to an otherwise qualified individual with a disability unless the 

agency can demonstrate that the accommodation would impose an undue hardship on its operations;
• denying job opportunities to an otherwise qualified applicant or employee because of the need for a 

reasonable accommodation;
• using qualification standards, employment tests or other selection criteria that screen out, or tend to screen 

out, individuals with disabilities unless shown to be job-related for the position in question and consistent with 
business necessity;

• failing to select and administer employment tests in the most effective manner to ensure that when the test is 
administered, the test results accurately reflect the skills, aptitudes or other factors the test purports to 
measure, rather than reflecting the impaired sensory, manual or speaking skills of the employee or 
applicant4;

• using standards, criteria, or methods of administration that have the effect of discrimination on the basis of 
disability or that perpetuate the discrimination of others who are subject to common administrative control;

• limiting, segregating, or classifying a job applicant or employee in a way that adversely affects the 
opportunities or status of such applicant or employee because of the disability of such applicant or employee;

• participating in a contractual or other arrangement or relationship that has the effect of subjecting a qualified 
applicant or employee with a disability to prohibited discrimination; and

• excluding or otherwise denying equal jobs or benefits to a qualified individual because of the known disability 
of an individual with whom the qualified individual is known to have a relationship or association.

The Rehabilitation Act also prohibits retaliation against an individual because such individual has opposed any 
act or practice made unlawful by the Act or because such individual made a charge, testified, assisted or 
participated in any manner in an investigation, proceeding, or hearing under the Act.

III. Agency Self-Analysis
Each agency is required to conduct an internal review and analysis of the effects of all current and proposed 
policies, practices, procedures and conditions that, directly or indirectly, relate to the employment of individuals 
with disabilities. For purposes of this requirement, the term "employment" refers to the full range of employment 
decisions, including (but not limited to) hiring, advancement, retention, and other general terms, conditions and 
privileges of employment. The term "conditions" is intended to refer to the full range of environmental 
circumstances within an agency, including the physical layout and design of the structure in which the agency is 
located. In this regard, agencies should be mindful of their obligation to ensure that their physical structures and 
facilities comply with the requirements of the Architectural Barriers Act (42 U.S.C. § 4151 et seq) and relevant 
titles of the ADA.

The self-assessment required by this Directive is an ongoing obligation that must be undertaken on at least an 
annual basis. Each agency must collect5 and evaluate information and data necessary to make an informed 
assessment about the extent to which the agency is meeting its responsibility to provide employment 
opportunities for qualified applicants and employees with disabilities, especially those with targeted disabilities.

A snapshot of the numerical representation and distribution of applicants and employees with disabilities can 
alert an agency to possible barriers that may impede employment opportunities for this group. However, 
agencies must be mindful that, while such numerical analyses can be useful as initial diagnostic and measuring 
tools, not all issues relating to their obligations under the Rehabilitation Act will lend themselves to such an 
analysis. Moreover, an agency can be liable for discrimination under the Rehabilitation Act if its practices 
exclude even one individual on the basis of that individual's disability. It is the responsibility of each agency to be 
sensitive to any employment circumstance or condition that may be relevant to its ability to meet its fundamental 
obligation to effect appropriate hiring, advancement and retention of individuals with disabilities, especially those 
with targeted disabilities.

The self assessment must encompass the full spectrum of employment within the agency and must include, but 
not be limited to, an evaluation of the following with respect to the agency's status at the end of each fiscal year:
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• Total workforce distribution of employees with disabilities6 for both the permanent and temporary workforce;
• Representation and distribution of employees with disabilities, by grade, in both the permanent and 

temporary workforce;
• Permanent and temporary workforce participation of employees with disabilities in major occupational groups 

by grades;
• The representation of individuals with disabilities among applicants for permanent and temporary 

employment;
• The representation of employees with disabilities among those who received promotions, training 

opportunities and performance incentives;
• The representation of employees with disabilities among those who were voluntarily and involuntarily 

separated;
• The effectiveness and efficiency with which the agency processes requests for reasonable accommodation 

under the Rehabilitation Act;
• The extent to which an agency is in compliance with Section 508 of the Rehabilitation Act's requirement to 

provide employees with disabilities access to information and data that is comparable to that provided to 
those without disabilities; and

• Information and trend data reflecting the nature, status and disposition of complaints in the administrative 
process (EEOC, MSPB and FLRA ) and in court alleging violations of the Rehabilitation Act.

Although the census provides data reflecting the general and specific workforce participation rates of racial, 
national origin and gender groups, there is no comparable data currently available for individuals with disabilities. 
It is therefore difficult to perform a reliable statistical analysis, based on general workforce data, to determine the 
expected rate at which individuals with disabilities should be hired absent discrimination.

However, a review of agency annual submissions to the EEOC reveals that some agencies favorably distinguish 
themselves (compared to the federal government in general) through the number of employees with disabilities 
in their workforce. Until such time as reliable data is developed and disseminated concerning the general 
availability of individuals with disabilities in the workforce, this Directive recommends agencies evaluate 
themselves against the workforce profile of the federal government in general and that of agencies ranked 
highly, in this respect, in the most recent EEOC annual report on the federal workforce. All agencies, regardless 
of their relative standing, are strongly encouraged to effect steady and measurable progress with respect to the 
employment and advancement of individuals with disabilities.

In addition to the absence of reliable availability data for individuals with disabilities, any statistical analysis is 
complicated by the fact that disabilities are individual in nature, making gross statistical comparisons of limited 
value. Notwithstanding these limitations, an agency's analysis of the above information can help facilitate an 
assessment concerning the extent to which individuals with disabilities, especially those with targeted disabilities, 
are provided equal employment opportunities. Statistical information may be a useful starting point for a more 
thorough examination of the agency's physical facilities, electronic and information processes, personnel 
policies, selection and promotion procedures, evaluation procedures, rules of conduct and training systems to 
ensure full accessibility for individuals with disabilities.

Collecting and Maintaining Information About Disability

Meeting the standards of the self-analysis under the Rehabilitation Act necessarily requires an agency to obtain 
and maintain information regarding whether applicants and employees have disabilities. Such disability-related 
information is considered to be "medical information," the collection and maintenance of which is restricted by 
law. Agencies must adopt procedures to ensure that all disability-related "medical" information is collected and 
managed in accordance with the law's requirements.

Collecting Disability-Related Information

The Rehabilitation Act restricts how agencies may collect disability-related "medical" information7. Individuals 
with disabilities may be identified in one of the following ways:

• Agencies may use information obtained from Standard Form 256, the "Self-Identification of Handicap" form 
(SF 256) issued by the Office of Personnel Management, or other information that individuals choose to 
disclose about the existence of disabilities. See 29 C.F.R. § 1614.601(f).

• Agencies tracking applications from individuals with disabilities, or considering the use of excepted appointing 
authorities or other special programs, may invite applicants to indicate if they have the types of disabilities 
that are covered by the program at issue.

Whenever an agency invites an applicant or employee to provide information about his/her disability, the agency 
must clearly notify such individual that: (a) response to the invitation is voluntary and refusal to provide the 
information will not subject the individual to any adverse treatment; (b) the information will be kept confidential 
and used only for affirmative action purposes; and (c) individuals may self-identify at any time during their 
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employment and failure to complete SF 256 or to respond to pre-offer invitations will not excuse the agency from 
Rehabilitation Act requirements.

Confidentiality of Disability-Related Information

All medical or disability-related information must be kept confidential in accordance with EEOC regulations. 
Under these regulations, such information must be collected and maintained on separate forms, kept in separate 
files and treated as confidential medical records. 29 C.F.R. § 1630.14(b)(1).

For affirmative action purposes alone, medical and disability-related information may be disclosed to managers 
and others involved in a selection process, as well as to those responsible for affirmative action, where the 
information indicates that an applicant may be included under excepted appointing authorities or eligible to 
receive other affirmative action benefits. Moreover, disability-related information may be used to manage, 
evaluate, and report on EEO and affirmative action programs; data from SF 256 may, for example, be provided 
to those who will generate the statistics necessary for the workforce analyses required by this Directive.

All persons to whom information is disclosed for Rehabilitation Act program purposes must be informed about 
the restrictions placed on use of the information and instructed not to disclose it further than necessary to satisfy 
those purposes.

IV. Barriers to Equal Employment Opportunity
Where an agency's self-assessment indicates that qualified individuals with disabilities may have been, or may 
currently be, denied equal access to employment opportunities, the agency must take steps to identify the 
potential barrier. Workplace barriers can take various forms and sometimes involves a policy or practice that is 
neutral on its face. Identifying and evaluating potential barriers requires an agency to methodically examine the 
full range of policies, practices, procedures and conditions in the workplace. The process requires each agency 
to eliminate or modify, where appropriate, any factor that negatively correlates with disability.

Investigating potential barriers requires an agency to identify all policies, practices, procedures and conditions 
that may be relevant to the potential concern identified by the self-assessment. It is crucial for agencies to 
ensure that their investigations are focused and methodical. Such investigations should involve the participation 
of all relevant agency officials. Depending on the nature of the potential problem identified, an agency might 
consider the following questions:

• Are the agency's recruitment efforts resulting in sufficient numbers of applicants with disabilities, especially 
targeted disabilities?

• Are there opportunities to re-survey the agency's workforce at least every other year to maintain accurate 
and updated statistics on employees with disabilities?

• Is the physical structure and layout of the agency facility in compliance with applicable accessibility 
standards?

• Even if the agency is in compliance with accessibility standards, are there other physical barriers that 
remain?

• Is there evidence in the workplace of actions or practices reflecting myths, fears and stereotyping regarding 
individuals with disabilities?

• In a workforce where employees with disabilities are virtually absent, to what extent are employment 
opportunities restricted to internal applicants? Could hiring be expanded to include external candidates?

• Has the agency adequately trained its supervisors, managers and executives on the requirements of the 
Rehabilitation Act, including the duty to provide reasonable accommodations to otherwise qualified 
individuals with disabilities?

• Does the agency have an adequately funded and effective procedure for providing reasonable 
accommodations to employees with disabilities?

• Are there particular decision makers or groups of decision makers whose employment decisions consistently 
exclude qualified individuals on the basis of disability?

• Do selection criteria tend to exclude individuals with disabilities, in general, or to exclude a person with 
particular types of disabilities? If so, are these standards necessary to the successful performance of a 
particular job? Does the selection criteria at issue truly measure the knowledge, skills and abilities it purports 
to measure and are there alternative criteria that would serve the same purpose?

V. Barrier Evaluation and Elimination
Once an agency identifies a barrier to equal opportunities for individuals with disabilities, it must decide how to 
respond. Each agency must assess the appropriateness of any policy, practice, procedure or condition 
determined to negatively correlate with disability.

Where it is determined that a barrier to equal employment opportunity is not job-related and consistent with 
business necessity, this Directive requires that the agency immediately take steps to eliminate the barrier. Even 
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where a policy or practice can be justified on grounds of business necessity, agencies must investigate whether 
less exclusionary policies or practices can be used that serve the same business purpose, including the 
provision of reasonable accommodation. Identified barriers that are not within the control or authority of the 
agency to change should be brought to the attention of the responsible entity and EEOC. Any barrier associated 
with myths, fears or stereotyping must be eliminated immediately.

Where, as a result of its self-assessment, an agency determines that merely eliminating a barrier would not 
adequately address the harm caused by the barrier, it must then consider other neutral alternatives to remedy 
the lingering effects of the problem.

In eliminating barriers, agencies should pay special attention to ensuring their reasonable accommodation 
procedures are effective and in compliance with applicable executive orders and EEOC guidance.

Establishing Written Procedures For Reasonable Accommodation Requests

Agencies are required to establish and publicize specific written procedures for the prompt and efficient 
resolution of requests for reasonable accommodation.8 Such procedures should address the scope of the 
agency's obligation to provide reasonable accommodation and the types of accommodations that must be 
considered. In addition, the procedures should address at least the following:

• the personnel whom employees, selectees or applicants should initially contact to request a reasonable 
accommodation;

• the personnel forms, if any, that an individual may be asked to complete in connection with a request for an 
accommodation;

• the circumstances in which supervisors or others should initiate inquiries about the need for accommodation;
• the personnel and/or offices that must approve an accommodation request;
• the amount of time decision makers have to answer requests for accommodation;
• an explanation of when decision makers may request documentation of the existence of a disability or the 

need for an accommodation;
• the resources, including technical assistance, available to decision makers to gain information about possible 

accommodations for particular disabilities;
• the ways in which accommodations can be funded or effected;
• the documentation, if any, that must be maintained concerning the consideration and disposition of requests 

for accommodation; and
• the process, if any, that individuals may follow to appeal denials of requests for accommodation or for specific 

accommodations.
In drafting procedures, agencies should ensure that requests for accommodations are handled expeditiously by 
knowledgeable personnel. Procedures should maximize the agency's ability to provide reasonable 
accommodation to all individuals who require accommodation. For example, agencies might consider 
establishing a central pool of staffing slots to provide readers, interpreters and personal assistants to individuals 
with disabilities throughout the agency or agency component.

VI. Setting Goals
The steps described above -- conducting work force analyses, reviewing agency policies, practices and facilities, 
and fulfilling obligations to people with disabilities under the Rehabilitation Act -- should enable an agency to 
make substantial progress in promoting the employment of qualified individuals with disabilities. However, such 
efforts may well be insufficient to provide the adequate employment opportunities that are required by the 
Rehabilitation Act for individuals with disabilities. Indeed, Congress anticipated that the federal government, as a 
model employer of individuals with disabilities, would take additional steps to include individuals with disabilities 
at all levels of the federal workforce.

This Directive requires agencies with 1,000 employees or more to maintain a special recruitment program for 
individuals with targeted disabilities and to establish specific goals for the employment and advancement of such 
individuals.9 For these purposes, targeted disabilities may be considered as a group. Agency goals should be set 
and accomplished in such a manner as will effect measurable progress from the preceding fiscal year.

To accomplish established goals, agencies should, as appropriate: 1) engage in outreach and targeted 
recruitment; 2) take advantage of excepted appointing authorities;10 3) create training and development plans for 
individuals with disabilities; and 4) take disability into account in selection decisions where an individual with a 
disability is otherwise qualified with or without a reasonable accommodation. To achieve maximum impact 
through their Rehabilitation Act program, agencies are required, under this Directive, to give special attention to 
those with targeted disabilities in each of the activities discussed herein.

PART C
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EEOC OVERSIGHT AND TECHNICAL ASSISTANCE

FOR MANAGEMENT DIRECTIVE 715

(PARTS A & B)

I. REPORTING
This Directive requires each agency to report annually on the status of activities undertaken pursuant to its equal 
employment opportunity program under Title VII and activities undertaken pursuant to its affirmative action 
obligations under the Rehabilitation Act. Agency reports must also include a plan that sets forth steps it will take 
in the future to correct deficiencies or further improve efforts undertaken pursuant to this Directive. Additional 
instructions regarding the format and content requirements of reports will be issued separately and may be 
modified on a periodic basis as needed. Agency reports must be submitted to the EEOC annually and should 
include (but not necessarily be limited to) the following:

• The name and location of the agency or reporting component;
• The number of permanent and temporary employees employed;
• The name of the head of the agency or reporting component;
• The name, title, grade and qualifications of the principal EEO official(s) responsible for overseeing the 

program and preparing the report;
• Copies of relevant EEO policy statements issued or reinforced during the previous fiscal year;
• A narrative description of the agency's mission, mission-related functions, and a copy of the agency's 

organizational chart;
• A description of how the agency's Title VII and Rehabilitation Act programs measure up against the essential 

elements of a model program described in this Directive;
• A description of activities undertaken during the preceding year in connection with the self-assessment and 

barrier identification and elimination under Parts A and B of this Directive;
• A description of action items and plans to be implemented or accomplished by the agency during the 

upcoming year in connection with carrying out its responsibilities under this Directive;
• A description of action items and plans to provide maximum opportunity for employees to advance to their 

highest level of potential under Parts A and B of this Directive;
• Data required in connection with Form 462 reporting; and
• Other information, in such format as EEOC may prescribe, required in the instructions supplementing this 

Directive.
Reports filed by agencies pursuant this Directive will be evaluated for clarity and content by EEOC. EEOC will 
approve or disapprove specific plans as appropriate. In addition, EEOC will periodically conduct evaluations and 
program reviews to more closely assess whether the program elements of this Directive are being met and will 
be available on an ongoing basis as issues arise for agencies to consult with in facilitating program 
improvements.

There are many consequences associated with an agency's failure to fully implement effective EEO programs, 
including the out-of pocket costs that will be borne by the agency in connection with workplace disputes, 
especially after the passage of the No Fear Act, and the very real costs associated with decreased morale and 
productivity resulting from the ineffective and inefficient use of human capital resources. Moreover, where annual 
reports or information otherwise obtained by EEOC suggest that an agency is giving insufficient attention to its 
obligations under this Directive, EEOC will inform the President and appropriate Congressional committees.

II. TRAINING AND TECHNICAL ASSISTANCE
The EEOC is available to provide training and technical assistance to facilitate agency compliance with this 
Directive. Information may be obtained by contacting EEOC as follows:

• (800) 669 - EEOC (the telephone information hotline)
• (202) 663-4599 (the Office of Federal Operations)
• www.eeoc.gov (EEOC's website)

Agencies may also contact the EEOC by regular mail addressed to:

Director, Federal Sector Programs
Office of Federal Operations
Equal Employment Opportunity Commission
1801 L Street NW
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Washington, D.C. 20507 

III. PROGRAM EVALUATIONS BY EEOC
EEOC may conduct evaluations of federal agency EEO programs to ensure compliance with this Directive, other 
policy guidance issued by EEOC and the statutes and regulations that EEOC enforces.

APPENDIX A

DEFINITIONS
The following definitions apply to this Directive:

• Applicant: A person who applies for employment.
• Applicant Flow Data: Information reflecting characteristics of the pool of individuals applying for an 

employment opportunity.
• Barrier: An agency policy, principle, practice or condition that limits or tends to limit employment 

opportunities for members of a particular gender, race or ethnic background or for an individual (or 
individuals) based on disability status.

• Disability: For the purpose of statistics, recruitment, and targeted goals, the number of employees in the 
workforce who have indicated having a disability on a Office of Personnel Management Standard Form (SF) 
256. For all other purposes, the definition contained in 29 C.F.R. § 1630.2 applies.

• Civilian Labor Force (CLF): Persons 16 years of age and over, except those in the armed forces, who are 
employed or are unemployed and seeking work.

• Employees: Members of the agency's permanent or temporary work force, whether full or part-time and 
whether in competitive or excepted service positions.

• Employment Decision: Any decision affecting the terms and conditions of an individual's employment, 
including but not limited to hiring, promotion, demotion, disciplinary action and termination.

• Feeder Group or Pool: Occupational group(s) from which selections to a particular job are typically made.
• Fiscal Year: The period from October 1 of one year to September 30 of the following year.
• Goal: Under the Rehabilitation Act, an identifiable objective set by an agency to address or eliminate barriers 

to equal employment opportunity or to address the lingering effects of past discrimination.
• Major Occupations: Agency occupations that are mission related and heavily populated, relative to other 

occupations within the agency.
• Onsite Program Review: Visit by EEOC representatives to an agency to evaluate the agency's compliance 

with the terms of this Directive and/or to provide technical assistance.
• Reasonable Accommodation: Generally, any modification or adjustment to the work environment, or to the 

manner or circumstances under which work is customarily performed, that enables an individual with a 
disability to perform the essential functions of a position or enjoy equal benefits and privileges of employment 
as are enjoyed by similarly situated individuals without a disability. For a more complete definition, see 29 
C.F.R. § 1630.2(o). See also, EEOC's Enforcement Guidance on Reasonable Accommodation and Undue 
Hardship under the Americans with Disabilities Act, No. 915.002 (October 17, 2002).

• Relevant Labor Force: The source from which an agency draws or recruits applicants for employment or an 
internal selection such as a promotion.

• Section 501 Program: The affirmative program plan that each agency is required to maintain under Section 
501 of the Rehabilitation Act to provide individuals with disabilities adequate hiring, placement, and 
advancement opportunities.

• Section 717 Program: The affirmative program of equal employment opportunity that each agency is 
required to maintain for all employees and applicants for employment under Section 717 of Title VII.

• Selection Procedure: Any employment policy or practice that is used as a basis for an employment 
decision.

• Special Recruitment Program: A program designed to monitor recruitment of, and track applications from, 
persons with targeted disabilities.

• Targeted Disabilities: Disabilities that the federal government, as a matter of policy, has identified for 
special emphasis in affirmative action programs. They are: 1) deafness; 2) blindness; 3) missing extremities; 
4) partial paralysis; 5) complete paralysis; 6) convulsive disorders; 7) mental retardation; 8) mental illness; 
and 9) distortion of limb and/or spine.

• Technical Assistance: Training, assistance or guidance provided by the EEOC in writing, over the 
telephone or in person.

APPENDIX B

AUTHORITIES RELEVANT TO FEDERAL EEO RESPONSIBILITIES
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A. AUTHORITIES RELEVANT TO TITLE VII

STATUTES

Section 717 of Title VII of 1964, as amended, 42 U.S.C. § 2000e-16, requires that personnel actions be free from 
discrimination on the basis of race, sex, color, national origin and religion and that agencies establish affirmative 
programs of equal employment opportunity.

Section 715 of Title VII establishes the EEOC as the lead agency for "developing and implementing agreements, 
policies and practices designed to maximize effort, promote efficiency, and eliminate conflict, competition, 
duplication and inconsistency among ...various departments, agencies and branches of the Federal Government 
responsible for the implementation and enforcement of equal employment opportunity legislation, orders, and 
policies...."

Section 703(k) of Title VII sets forth the criteria for establishing a claim of unlawful adverse impact.

REGULATIONS

29 C.F.R. §1604 Sets forth policies and principles governing discrimination on the basis of sex.

29 C.F.R. §1606 Sets forth policies and principles governing discrimination on the basis of national origin.

29 C.F.R. §1607 Establishes policies, principles and procedures for determining when a "selection procedure" 
has an unlawful impact on the hiring, promotion, or other employment opportunities of members of any race, sex, 
or ethnic group.

29 C.F.R. §1608.4 Governs affirmative action in the private sector and requires that an affirmative action plan or 
program under Title VII contain three elements: a reasonable self analysis; a reasonable basis for concluding 
action is appropriate; and reasonable action.

29 C.F.R. Part 1614 Sets forth policies and regulations to effectuate the Government's obligation to promote 
equal employment opportunity and to prohibit discrimination in employment because of race, color, religion, sex, 
national origin, age or disability.

29 C.F.R.§1614.601 Requires each agency to establish a system to collect and maintain accurate employment 
information on the race, national origin, sex and disability of its employees. 1614.601(b) states that data on race, 
national origin and sex should be collected by voluntary self identification. Subsection (e) states that an agency 
shall not establish a quota for the employment of persons based on race, color, religion, sex, or national origin. 
Subsection (g) states that an agency shall report to the Commission on employment by race, national origin, sex 
and disability in the form, and at such times, as the Commission may require.

29 C.F.R.§1614.602 Requires that each agency report to the Commission complaint processing information. 
Subsection (c) states that each agency shall submit annually for the review and approval of the Commission 
written national and regional equal employment opportunity plans of action. The plans shall be in a format 
prescribed by the Commission.

29 C.F.R. §1690 Sets forth procedures for the prescribed coordination between the EEOC and other federal 
agencies having responsibility for enforcement of statutes, regulations, Executive Orders and policies which 
require equal employment opportunity without regard to race, color, national origin, sex, religion, age or 
disability.

EXECUTIVE ORDERS

Executive Order 11478, as amended (1971)- Reiterated the policy of the federal government to provide equal 
employment opportunity on the basis of merit and fitness and "without discrimination because of race, color, 
religion, sex, or national origin. To promote the full realization of this policy, the Order requires, inter alia, that 
agencies and departments establish "continuing affirmative programs" to ensure that equal employment 
opportunity is an "integral part of every aspect of personnel policy and practice in the employment, development, 
advancement, and treatment of civilian employees in the Federal Government."

Executive Order 12106 (1978) - Amended Executive Order 11478 to include, in its coverage, non-discrimination 
based on age and disability. The Order further transferred federal equal employment opportunity enforcement 
authority to the Equal Employment Opportunity Commission and made the EEOC responsible for "directing and 
furthering" the implementation of equal employment opportunity policy.
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Executive Order 12067 (1978) - Effected the transfer of the functions of the Equal Employment Opportunity 
Coordinating Council to the EEOC and delineated the EEOC's responsibility for "develop[ing] uniform standards, 
guidelines, and policies for promoting and furthering equal employment opportunity in the government.

B. AUTHORITIES RELEVANT TO REHABILITATION ACT

STATUTES

Section 501 of the Rehabilitation Act of 1973, as amended, 29 U.S.C. § 791, requires each covered agency to 
establish an affirmative action program plan for the hiring, placement, and advancement of individuals with 
disabilities. Section 501(g) of the Act incorporates the legal standards of title I of the Americans with Disabilities 
Act (42 U.S.C. § 12111 et seq) for complaints alleging "nonaffirmative action employment discrimination" and the 
provisions of sections 501 through 504, and 510, of the ADA (42 U.S.C. §§ 12201-12204 and 12210) "as such 
sections relate to employment."

Section 508 of the Rehabilitation Act requires agencies to provide federal employees with disabilities access to 
information and data that is comparable to the access provided to federal employees without disabilities.11

The Architectural Barriers Act, 42 U.S.C. § 4151 et seq is enforced by the Architectural and Transportation 
Barriers Compliance Board and requires that buildings and facilities be accessible to people with disabilities if 
they were constructed or altered by or on behalf of the federal government or with certain federal funds, or 
leased to the government, after 1968.

REGULATIONS

29 C.F.R. Part 1614 Sets forth policies and regulations to effectuate the Government's obligation to promote 
equal employment opportunity and to prohibit discrimination in employment because of race, color, religion, sex, 
national origin, age or disability.

29 C.F.R. Part 1630 Regulations implementing the equal employment provisions of the Americans with 
Disabilities Act.

5 C.F.R. § 213.3102(t),(u) OPM special appointing authority governing employment of individuals who are 
mentally retarded (t) and those with severe physical "handicaps"(u).

5 C.F.R. § 213.3102 OPM special appointing authority governing persons with psychiatric disabilities. Under this 
provision such employees may be converted to competitive status after completion of two years of satisfactory 
service in their excepted positions.

5 C.F.R § 213.3202(11) OPM special appointing authority for employment of readers, interpreters, and personal 
assistants for employees with disabilities.

5 C.F.R. § 315.709 Authorizes employees with severe physical disabilities and mental retardation to convert to 
competitive status after completion of two years of satisfactory service in their excepted positions.

EXECUTIVE ORDERS

Executive Order 13078, as amended (2000) – Established the National Task Force on Employment of Adults 
with Disabilities (now called the Presidential Task Force). The purpose of the Task Force is to implement a 
national policy to effect gainful employment of adults with disabilities, including employment in the Federal 
Government.

Executive Order 13145 (2000) – Prohibits discrimination in federal employment on the basis of genetic 
information.

Executive Order 13163 (2000)– Promotes a policy to increase opportunities for individuals with disabilities 
employed at all levels and occupations in the federal government.

Executive Order 13164 (2000) – Requires agencies to establish written procedures to facilitate the provision of 
reasonable accommodations under the Rehabilitation Act.

1 It should be noted that federal employees and applicants for employment are also protected from discrimination 
by the Age Discrimination in Employment Act of 1967 (ADEA) and the Equal Pay Act of 1963.
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2 In the past, EEOC has only required consideration of temporary employees in connection with agencies' 
Rehabilitation Act programs. However, as the nature of federal employment changes and more employees 
occupy temporary positions, an examination of Title VII data relating to temporary employees, where they 
comprise a significant portion of an agency's workforce, may assist an agency in identifying any meaningful 
disparities resulting from barriers to equality of opportunity. It is recognized that temporary employees will not 
experience the same career progression as the permanent workforce, and certain data, such as promotion rates, 
may not be relevant to temporary employees. EEOC will issue more detailed guidance to agencies concerning 
Title VII program treatment of temporary employees.
3See 42 U.S.C. § 12112(b).

4It is permissible for a test to measure sensory, manual or speaking skills where such skills are necessary for the 
performance of an essential function of the job for which the test has been designed.
5See 29 C.F.R. § 1614.601 for further guidance. In addition, EEOC will issue more detailed guidance on 
collecting and maintaining applicant flow data.
6Agencies should separately identify applicants and employees with targeted disabilities. Targeted disabilities 
are those that the federal government, as a matter of policy, has identified for special emphasis. Targeted 
disabilities (and the codes that represent them on Standard Form 256) are: 1. deafness (16 and 17); 2. blindness 
(23 and 25); 3. missing extremities (28 and 32 through 38); 4. partial paralysis (64 through 68); 5. complete 
paralysis (71 through 78); 6. convulsive disorders (82); 7. mental retardation (90); 8. mental illness (91); and 9. 
distortion of limb and/or spine (92).
7See 29 C.F.R. pt. 1630 app. §§ 1630.13, 14. In most cases, the Rehabilitation Act bars disability-related 
questions until after an agency has made a conditional job offer to an applicant and requires that any inquiries of 
employees be job-related and consistent with business necessity. The Commission has recognized, however, 
that employers may extend invitations to self-identify for purposes of their affirmative action programs. See 
EEOC ADA Enforcement Guidance: Preemployment Disability-Related Question and Medical Examinations 
(10/95) at p. 12.
8See Executive Order 13164 (July 26, 2000). See also EEOC Policy Guidance on Executive Order 13164 
(October 20, 2000).

9The Rehabilitation Act requires each Federal agency to submit to the EEOC for review and approval "an 
affirmative action program plan for the hiring, placement, and advancement of individuals with disabilities." The 
statute makes clear that EEOC is to approve these plans only after it "determines...that such plan provides 
sufficient assurances, procedures and commitments to provide adequate hiring, placement, and advancement 
opportunities for individuals with disabilities." 29 U.S.C. § 791(b).
10There are excepted appointing authorities that apply only to those with targeted disabilities. See 5 C.F.R. §§ 
213.3102(t), (u); 213.3202(k) (1996). Agencies should follow the requirements of those authorities, which are 
enforced by the Office of Personnel Management, in assessing whether a particular individual with a disability is 
eligible for an excepted appointment.
11National security systems, as defined in the Clinger-Cohen Act, 40 U.S.C. § 1452 are exempt from these 
requirements. See 29 U.S.C. § 794d(a)(5).
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Harassment

Harassment is a form of employment discrimination that violates
Title VII of the Civil Rights Act of 1964, the Age Discrimination in
Employment Act of 1967, (ADEA), and the Americans with
Disabilities Act of 1990, (ADA).

Harassment is unwelcome conduct that is based on race, color,
religion, sex (including pregnancy), national origin, age (40 or
older), disability or genetic information. Harassment becomes
unlawful where 1) enduring the offensive conduct becomes a
condition of continued employment, or 2) the conduct is severe
or pervasive enough to create a work environment that a
reasonable person would consider intimidating, hostile, or
abusive. Anti-discrimination laws also prohibit harassment
against individuals in retaliation for filing a discrimination charge,
testifying, or participating in any way in an investigation,
proceeding, or lawsuit under these laws; or opposing
employment practices that they reasonably believe discriminate
against individuals, in violation of these laws.

Petty slights, annoyances, and isolated incidents (unless
extremely serious) will not rise to the level of illegality. To be
unlawful, the conduct must create a work environment that
would be intimidating, hostile, or offensive to reasonable people.

Offensive conduct may include, but is not limited to, offensive
jokes, slurs, epithets or name calling, physical assaults or
threats, intimidation, ridicule or mockery, insults or put-downs,
offensive objects or pictures, and interference with work
performance. Harassment can occur in a variety of
circumstances, including, but not limited to, the following:

The harasser can be the victim's supervisor, a supervisor in
another area, an agent of the employer, a co-worker, or a
non-employee.

The victim does not have to be the person harassed, but can
be anyone affected by the offensive conduct.
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Unlawful harassment may occur without economic injury to, or discharge of, the victim.

Prevention is the best tool to eliminate harassment in the workplace. Employers are encouraged to take
appropriate steps to prevent and correct unlawful harassment. They should clearly communicate to employees
that unwelcome harassing conduct will not be tolerated. They can do this by establishing an effective complaint
or grievance process, providing anti-harassment training to their managers and employees, and taking immediate
and appropriate action when an employee complains. Employers should strive to create an environment in which
employees feel free to raise concerns and are confident that those concerns will be addressed.

Employees are encouraged to inform the harasser directly that the conduct is unwelcome and must stop.
Employees should also report harassment to management at an early stage to prevent its escalation.

Employer Liability for Harassment
The employer is automatically liable for harassment by a supervisor that results in a negative employment action
such as termination, failure to promote or hire, and loss of wages. If the supervisor's harassment results in a
hostile work environment, the employer can avoid liability only if it can prove that: 1) it reasonably tried to prevent
and promptly correct the harassing behavior; and 2) the employee unreasonably failed to take advantage of any
preventive or corrective opportunities provided by the employer.

The employer will be liable for harassment by non-supervisory employees or non-employees over whom it has
control (e.g., independent contractors or customers on the premises), if it knew, or should have known about the
harassment and failed to take prompt and appropriate corrective action.

When investigating allegations of harassment, the EEOC looks at the entire record: including the nature of the
conduct, and the context in which the alleged incidents occurred. A determination of whether harassment is
severe or pervasive enough to be illegal is made on a case-by-case basis.

If you believe that the harassment you are experiencing or witnessing is of a specifically sexual nature, you may
want to see EEOC's information on sexual harassment.
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Retaliation

All of the laws we enforce make it illegal to fire, demote, harass,
or otherwise “retaliate” against people (applicants or employees)
because they filed a charge of discrimination, because they
complained to their employer or other covered entity about
discrimination on the job, or because they participated in an
employment discrimination proceeding (such as an investigation
or lawsuit).

For example, it is illegal for an employer to refuse to promote an
employee because she filed a charge of discrimination with the
EEOC, even if EEOC later determined no discrimination
occurred.

Retaliation & Work Situations
The law forbids retaliation when it comes to any aspect of
employment, including hiring, firing, pay, job assignments,
promotions, layoff, training, fringe benefits, and any other term
or condition of employment.
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employee because she filed a charge of discrimination with the
EEOC, even if EEOC later determined no discrimination
occurred.

Retaliation & Work Situations
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EQUAL EMPLOYMENT OPPORTUNITY 

 
STANDARD FORM 100, REV. January 2006, EMPLOYER INFORMATION REPORT EEO-1 

 
  

INSTRUCTION BOOKLET 
 
 

The Employer Information EEO-1 survey is conducted 
annually under the authority of Title VII of the Civil Rights Act of 
1964, 42 U.S.C. 2000e, et. seq., as amended.  All employers with 
15 or more employees are covered by Title VII and are required to 
keep employment records as specified by Commission regulations.  
Based on the number of employees and federal contract activities, 
certain large employers are required to file an EEO-1 report on an 
annual basis. 

See the Appendix for the applicable provisions of the law, 
Section 709(c) of Title VII, and the applicable regulations, 
Sections 1602.7-1602.14, Chapter XIV, Title 29 of the Code of 
Federal Regulations.  State and local governments, school systems 
and educational institutions are covered by other employment 
surveys and are excluded from Standard Form 100, Employer 
Information Report EEO-1. 

In the interests of consistency, uniformity and economy, 
Standard Form 100 has been jointly developed by the Equal 
Employment Opportunity Commission and the Office of Federal 
Contract Compliance Programs of the U. S. Department of Labor, 
as a single form which meets the statistical needs of both 
programs. In addition, this form should be a valuable tool for 
companies to use in evaluating their own internal programs for 
insuring equal employment opportunity. 

As stated above, the filing of Standard Form 100 is required by 
law; it is not voluntary.  Under section 709(c) of Title VII, the 
Equal Employment Opportunity Commission may compel an 
employer to file this form by obtaining an order from the United 
States District Court. 

Under Section 209(a) of Executive Order 11246, the penalties 
for failure by a federal contractor or subcontractor to comply may 
include termination of the federal government contract and 
debarment from future federal contracts. 
 
1. WHO MUST FILE 
 

Standard Form 100 must be filed by — 
     (A) All private employers who are:  (1) subject to Title VII of 
the Civil Rights Act of 1964, as amended, with 100 or more 
employees EXCLUDING State and local governments, primary 

and secondary school systems, institutions of higher education, 
Indian tribes and tax-exempt private membership clubs other than 
labor organizations; OR (2) subject to Title VII who have fewer 
than 100 employees if the company is owned or affiliated with 
another company, or there is centralized ownership, control or 
management (such as central control of personnel policies and 
labor relations) so that the group legally constitutes a single 
enterprise, and the entire enterprise employs a total of 100 or 
more employees. 

(B) All federal contractors (private employers), who: (1) are 
not exempt as provided for by 41 CFR 60-1.5; (2) have 50 or 
more employees; and (a) are prime contractors or first-tier 
subcontractors, and have a contract, subcontract, or purchase 
order amounting to $50,000 or more; or (b) serve as a depository 
of government funds in any amount, or (c) is a financial 
institution which is an issuing and paying agent for U.S. Savings 
Bonds and Notes. 

Only those establishments located in the District of Columbia 
and the 50 states are required to submit Standard Form 100.  No 
reports should be filed for establishments in Puerto Rico, the 
Virgin Islands or other American Protectorates. 
 
2. HOW TO FILE 
 
NOTE: Submission of EEO-1 data through the EEO-1 Online 
Filing System or as an electronically transmitted data file is 
strongly preferred.  See paragraph 6, “EEO-1 Alternate 
Reporting Formats.” 
 

Single-establishment employers, i.e., employers doing 
business at only one establishment in one location must complete 
a single EEO-1 online data record or submit a single EEO-1 paper 
report. 

Multi-establishment employers, i.e., employers doing 
business at more than one establishment, must complete online: 
(1) a report covering the principal or headquarters office; (2) a 
separate report for EACH establishment employing 50 or more 
persons; and (3) a separate report (Type 8 record) for each 
establishment employing fewer than 50 employees, OR an 



 

 

Establishment List (Type 6 record), showing the name, address, 
and total employment for each establishment employing fewer 
than 50 persons, including a Type 6 employment data grid that 
combines all employees working at establishments employing 
fewer than 50 employees by race, sex, and job category.  For the 
EEO-1 online application, keyed employment data automatically 
transfers to the overall Consolidated Report.  

The total number of employees indicated on the headquarters 
report, PLUS the establishment reports, PLUS the list of 
establishments employing fewer than 50 employees, MUST equal 
the total number of employees shown on the Consolidated Report. 

Employment data for multi-establishment companies, including 
parent corporations and their subsidiary holdings, must report all 
employees working at each company establishment or subsidiary 
establishment.  For the purposes of this report, the term parent 
corporation refers to any corporation which owns all or the 
majority stock of another corporation so that the latter relates to it 
as a subsidiary. 
 
3. WHEN TO FILE 
 

This annual report must be filed not later than September 30.  
Employment figures from any pay period in July through 
September may be used. 
 
4. WHERE TO FILE [Paper EEO-1 form(s) ONLY]  
 

Mail one copy to the address indicated in the annual survey 
mailout memorandum. 
 
5. REQUESTS FOR INFORMATION AND                  

SPECIAL PROCEDURES 
 

An employer who claims that preparation or the filing of 
Standard Form 100 would create undue hardship may apply to the 
Commission for a special reporting procedure.  In such cases, the 
employer must submit in writing a detailed alternative proposal 
for compiling and reporting information to: The EEO-1 
Coordinator, EEOC-Survey Division, 1801 L Street, NW, 
Washington, DC  20507. 

Only those special procedures approved in writing by the 
Commission are authorized.  Such authorizations remain in effect 
until notification of cancellation is given.  All requests for 
information should be sent to the address above. 
 
6.  EEO-1 ALTERNATE REPORTING FORMATS 
 

EEO-1 reporting is an electronic, online application.  Pursuant 
to the Government Paperwork Elimination Act of 1998, we 
STRONGLY recommend that EEO-1 reports be submitted via the 
EEO-1 Online Filing System, or as an electronically transmitted 
data file.  A copy of the prescribed EEO-1 data file format is 
available at the website address in the survey mailout 
memorandum; or by calling the telephone number or writing to the 
address in the survey mailout memorandum.  Paper EEO-1 forms 
will be generated on request only, in extreme cases where Internet 
access is not available to the employer.  An EEO-1 report 
submitted on paper must be prepared following the directions in 
paragraph 2, “HOW TO FILE”. 
 

7. CONFIDENTIALITY 
 

All reports and information from individual reports will be 
kept confidential, as required by Section 709(e) of Title VII.  
Only data aggregating information by industry or area, in such a 
way as not to reveal any particular employer’s statistics, will be 
made public.  The prohibition against disclosure mandated by 
Section 709(e) does not apply to the Office of Federal Contract 
Compliance Programs and contracting agencies of the federal 
government which require submission of SF 100 pursuant to 
Executive Order 11246.  Reports from prime contractors and 
subcontractors doing business with the federal government may 
not be confidential under Executive Order 11246. 
 
8. ESTIMATE OF BURDEN 
 

Public reporting burden for this collection of information is 
estimated to average three and five tenths (3.5) hours per 
response, including the time for reviewing instructions, searching 
existing data sources, gathering and maintaining the data needed 
and completing and reviewing the collection of information.  A 
response is defined as one survey form.  Send comments 
regarding this burden estimate or any other aspect of this 
collection of information, including suggestions for reducing this 
burden to: 
 

The EEOC Clearance Officer 
Office of the Chief Financial Officer and Administrative       
Services – Room 2100 
1801 L Street, N.W. 
Washington, D.C.  20507 

AND 

Paperwork Reduction Project (3046-0007) 
Office of Management and Budget 
Washington, D.C.  20503 

 
The full text of the OMB regulations may be found at 5 CFR 

Part 1320.  PLEASE DO NOT SEND YOUR COMPLETED 
REPORT TO EITHER OF THESE ADDRESSES. 
 

EEO-1 Terms Applicable To All  
Reporting Formats 

 
Type of Report (Status Code) 
 
1– Single-establishment company 
 
Multi-establishment company 
2– Consolidated Report (Required) 
3 – Headquarters Report (Required) 
4 – Establishment Report (50 or more employees) 
6 – Establishment List (Option 1) 
8 – Establishment Report (less than 50 employees) (Option 2) 
 
 
 
 
 



 

 

Company Identification 
 
Refers to the company name and address of the headquarters office 
of the multi-establishment company (Report Types 2 and 3); or the 
establishment name and address. 
 
Employers Who Are Required To File 
 
Questions 1, 2 and 3 MUST be answered by all employers.  If the 
answer to Question C-3 is “Yes”, please enter the company’s Dun 
and Bradstreet identification number if the company has one.  If 
the answer is “Yes” to question 1, 2, or 3, complete the entire 
form.  Otherwise skip to Section G. 
  
Employment Data 
 

Employment data must include ALL full-time and part-time 
employees who were employed during the selected payroll period, 
except those employees specifically excluded as indicated in the 
Appendix.  Employees must be counted by sex and race or ethnic 
category for each of the ten occupational categories and 
subcategories.  See Appendix for detailed explanation of job 
categories and race and ethnic identification. 

Every employee must be accounted for in one and ONLY one 
of the categories in Columns A thru N. 

Occupational Data—Employment data must be reported by job 
category.  Report each employee in only one job category.  In 
order to simplify and standardize the method of reporting, all jobs 
are considered as belonging in one of the broad occupations shown 
in the table.  To assist you in determining where to place your jobs 
within the occupational categories, a description of job categories 
is in the EEO-1 Job Classification Guide or you may consult the 
“EEO-1-Census Codes Cross Walk” on the Commission’s web 
site.  For further clarification, you may wish to consult the 
Alphabetical and Classified Indices of Industries and Occupations 
(2000 Census) published by the U.S. Department of Commerce, 
Census Bureau. 
 
Establishment Information 
 

The major activity should be sufficiently descriptive to identify 
the industry and product produced or service provided.  If an 
establishment is engaged in more than one activity, describe the 
activity at which the greatest number of employees work. 

The description of the major activity indicated on the 
Headquarters’ Report (Type 3) must reflect the dominant 
economic activity of the company in which the greatest number 
of employees are engaged. 
 
Remarks 
 

Include in this section any remarks, explanations, or other 
pertinent information regarding this report. 
 
Certification 
 

If all reports have been completed at headquarters, the 
authorized official should check Item 1 and sign the Consolidated 
Report only.  If the reports have been completed by the individual 
establishments, the authorized official should check Item 2 and 
sign the establishment report. 

APPENDIX 
 
1. DEFINITIONS APPLICABLE TO ALL 

EMPLOYERS 
 
a. “Commission” refers to the Equal Employment 

Opportunity Commission. 
b. “OFCCP” refers to the Office of Federal Contract 

Compliance Programs, U.S. Department of Labor, established to 
implement Executive Order 11246, as amended. 
c. “Joint Reporting Committee” is the committee 

representing the Commission and OFCCP for the purpose of 
administering this report system. 
d. “Employer” under Section 701(b), Title VII of the Civil 

Rights Act of 1964, as amended, means a person engaged in an 
industry affecting commerce who has fifteen or more employees 
for each working day in each of twenty or more calendar weeks in 
the current or preceding calendar year, and any agent of such a 
person, but such term does not include the United States, a 
corporation wholly owned by the government of the United 
States, an Indian tribe, or any department or agency of the District 
of Columbia subject by statute to procedures of the competitive 
service (as defined in section 2102 of Title 5 of the United States 
Code), or a bona fide private membership club (other than a labor 
organization) which is exempt from taxation under Section 501(c) 
of the Internal Revenue Code of 1954; OR any person or entity 
subject to Executive Order 11246 who is a federal government 
prime contractor or subcontractor at any tier (including a bank or 
other establishment serving as a depository of federal government 
funds, or an issuing and paying agent of U.S. Savings Bonds and 
Notes, or a holder of a federal government bill of lading) or a 
federally-assisted construction prime contractor or subcontractor 
at any tier. 
e. “Employee” means any individual on the payroll of an 

employer who is an employee for purposes of the employer’s 
withholding of Social Security taxes except insurance sales agents 
who are considered to be employees for such purposes solely 
because of the provisions of 26 USC 3121 (d) (3) (B) (the Internal 
Revenue Code).  Leased employees are included in this 
definition. Leased Employee means a permanent employee 
provided by an employment agency for a fee to an outside 
company for which the employment agency handles all personnel 
tasks including payroll, staffing, benefit payments and 
compliance reporting.  The employment agency shall, therefore, 
include leased employees in its EEO-1 report.  The term 
“employee” SHALL NOT include persons who are hired on a 
casual basis for a specified time, or for the duration of a specified 
job (for example, persons at a construction site whose 
employment relationship is expected to terminate with the end of 
the employee’s work at the site); persons temporarily employed in 
any industry other than construction, such as temporary office 
workers, mariners, stevedores, lumber yard workers, etc., who are 
hired through a hiring hall or other referral arrangement, through 
an employee contractor or agent, or by some individual hiring 
arrangement, or persons (EXCEPT leased employees) on the 
payroll of an employment agency who are referred by such 
agency for work to be performed on the premises of another 
employer under that employer’s direction and control. 
It is the opinion of the General Counsel of the Commission that 

Section 702, Title VII of the Civil Rights Act of 1964, as 



 

 

amended, does not authorize a complete exemption of religious 
organizations from the coverage of the Act or of the reporting 
requirements of the Commission.  The exemption for religious 
organizations applies to discrimination on the basis of religion.  
Therefore, since the Standard Form 100 does not provide for 
information as to the religion of employees, religious organizations 
must report all information required by this form. 
f.  “Commerce” means trade, traffic, commerce, transportation, 

transmission, or communication among the several States; or 
between a State and any place outside thereof; or within the 
District of Columbia, or a possession of the United States; or 
between points in the same State but through a point outside 
thereof. 
g.  “Industry Affecting Commerce” means any activity, business 

or industry in commerce or in which a labor dispute would hinder 
or obstruct commerce or the free flow of commerce and includes 
any activity or industry “affecting commerce” within the meaning 
of the Labor Management Reporting and Disclosure Act of 1959.  
Any employer of 15 or more persons is presumed to be in an 
“industry affecting commerce.” 
h.  “Establishment” is an economic unit which produces goods or 

services, such as a factory, office, store, or mine.  In most 
instances, the establishment is at a single physical location and is 
engaged in one, or predominantly one, type of economic activity. 
(definition adapted from the North American Industry 
Classification System - 2002). 
Units at different physical locations, even though engaged in the 

same kind of business operation, must be reported as separate 
establishments.  For locations involving construction, 
transportation, communications, electric, gas, and sanitary 
services, oil and gas fields, and similar types of physically 
dispersed industrial activities, however, it is not necessary to list 
separately each individual site, project, field, line, etc., unless it is 
treated by you as a separate legal entity.  For these types of 
activities, list as establishments only those relatively permanent 
main or branch offices, terminals, stations etc., which are either: 
(a) directly responsible for supervising such dispersed activities; or 
(b) the base from which personnel and equipment operate to carry 
out these activities.  (Where these dispersed activities cross State 
lines, at least one such “establishment” should be listed for each 
State involved.) 
i.  “Major Activity” means the major product or group of products 
produced or handled, or services rendered by the reporting unit 
(e.g., manufacturing airplane parts, retail sales of office furniture) 
in terms of the activity at which the greatest number of all 
employees work. The description includes the type of product 
manufactured or sold or the type of service provided. 
 
2. DEFINITIONS APPLICABLE ONLY TO 

GOVERNMENT CONTRACTORS SUBJECT 
TO EXECUTIVE ORDER 11246 

 
a. “Order” means Executive Order 11246, as amended. 
b. “Contract” means any government contract or any feder- 

ally-assisted construction contract. 
c.  “Prime Contractor” means any employer having a 

government contract or any federally-assisted construction 
contract, or any employer serving as a depository of federal 
government funds. 
d.  “Subcontractor” means any employer having a contract with a 

prime contractor or another subcontractor calling for supplies or 

services required for the performance of a government contract or 
federally assisted construction contract. 
e.  “Contracting Agency” means any department, agency and 

establishment in the executive branch of the government, 
including any wholly-owned government corporation, which 
enters into contracts. 
f.  “Administering Agency” means any department, agency and 

establishment in the executive branch of the government, 
including any wholly-owned government corporation, which 
administers a program involving federally-assisted construction 
contracts. 
 
3. RESPONSIBILITIES OF PRIME      

CONTRACTORS 
 
a. At the time of an award of a subcontract subject to these 

reporting requirements, the prime contractor shall inform the 
subcontractor of its responsibility to submit annual EEO-1 
employment data in accordance with these instructions. 
b. If prime contractors are required by their Contracting Officer 

or subcontractors by their prime contractors, to submit 
notification of filing, they shall do so by ordinary correspondence.  
However, such notification is not required by and should not be 
sent to the Joint Reporting Committee. 
 
4. RACE AND ETHNIC IDENTIFICATION 
 
Self-identification is the preferred method of identifying the race 

and ethnic information necessary for the EEO-1 report.   
Employers are required to attempt to allow employees to use self-
identification to complete the EEO-1 report.  If an employee 
declines to self-identify, employment records or observer 
identification may be used. 
Where records are maintained, it is recommended that they be 

kept separately from the employee’s basic personnel file or other 
records available to those responsible for personnel decisions.  
Race and ethnic designations as used by the Equal Employment 

Opportunity Commission do not denote scientific definitions of 
anthropological origins.  Definitions of the race and ethnicity 
categories are as follows: 
Hispanic or Latino - A person of Cuban, Mexican, Puerto 

Rican, South or Central American, or other Spanish culture or 
origin regardless of race. 
White (Not Hispanic or Latino) - A person having origins in 

any of the original peoples of Europe, the Middle East, or North 
Africa. 
Black or African American (Not Hispanic or Latino) - A 

person having origins in any of the black racial groups of Africa. 
Native Hawaiian or Other Pacific Islander (Not Hispanic or 

Latino) - A person having origins in any of the peoples of 
Hawaii, Guam, Samoa, or other Pacific Islands. 
Asian (Not Hispanic or Latino) - A person having origins in 

any of the original peoples of the Far East, Southeast Asia, or the 
Indian Subcontinent, including, for example, Cambodia, China, 
India, Japan, Korea, Malaysia, Pakistan, the Philippine Islands, 
Thailand, and Vietnam.  
American Indian or Alaska Native (Not Hispanic or Latino) - 

A person having origins in any of the original peoples of North 
and South America (including Central America), and who 
maintain tribal affiliation or community attachment. 
 



 

 

Two or More Races (Not Hispanic or Latino) - All persons who 
identify with more than one of the above five races.   
 
Instructions for assigning employees into the race/ethnic 
categories: 
  Hispanic or Latino - Include all employees who answer YES to 
the question, “Are you Hispanic or Latino”.  Report all Hispanic 
males in Column A and Hispanic females in Column B. 
White (Not Hispanic or Latino) - Include all employees who 

identify as White males in Column C and as White females in 
Column I. 
Black or African American (Not Hispanic or Latino)- Include 

all employees who identify as Black males in Column D and as 
Black females in Column J. 
Native Hawaiian or Other Pacific Islander (Not Hispanic or 

Latino) - Include all employees who identify as Native Hawaiian 
or Other Pacific Islander males in Column E and as Native 
Hawaiian or Other Pacific Islander females in Column K. 
Asian (Not Hispanic or Latino) - Include all employees who 

identify as Asian males in Column F and as Asian females in 
Column L. 
American Indian or Alaska Native (Not Hispanic or Latino) - 

Include all employees who identify as American Indian or Alaska 
Native males in Column G and as American Indian or Alaska 
Native females in Column M. 
Two or More Races (Not Hispanic or Latino) - Report all male 

employees who identify with more than one of the above five races 
in Column H and all female employees who identify with more 
than one of the above five races in Column N. 
As to the method of collecting data, the basic principles for ethnic 

and racial self-identification for purposes of the EEO-1 report are: 
(1) Offer employees the opportunity to self-identify 
 
(2) Provide a statement about the voluntary nature of this 

inquiry for employees. For example, language such as the 
following may be used (employers may adapt this 
language): 

 
“The employer is subject to certain governmental 
recordkeeping and reporting requirements for the 
administration of civil rights laws and regulations.  In 
order to comply with these laws, the employer invites 
employees to voluntarily self-identify their race or 
ethnicity.  Submission of this information is voluntary 
and refusal to provide it will not subject you to any 
adverse treatment.  The information obtained will be kept 
confidential and may only be used in accordance with the 
provisions of applicable laws, executive orders, and 
regulations, including those that require the information 
to be summarized and reported to the federal government 
for civil rights enforcement.  When reported, data will not 
identify any specific individual.”  

 
5.  DESCRIPTION OF JOB CATEGORIES 
 
The major job categories are listed below, including a brief 

description of the skills and training required for occupations in 
that category and examples of the job titles that fit each category. 
The examples shown below are illustrative and not intended to be 
exhaustive of all job titles in a job category.  These job categories 
are primarily based on the average skill level, knowledge, and 
responsibility involved in each occupation within the job category.    

The Officials and Managers category as a whole is to be divided 
into the following two subcategories: Executive/Senior Level 
Officials and Managers and First/Mid Level Officials and 
Managers. These subcategories are intended to mirror the 
employer’s own well established hierarchy of management 
positions.  Small employers who may not have two well-defined 
hierarchical steps of management should report their management 
employees in the appropriate categories.  
 Executive/Senior Level Officials and Managers.  Individuals 

who plan, direct and formulate policies, set strategy and provide 
the overall direction of enterprises/organizations for the 
development and delivery of products or services, within the 
parameters approved by boards of directors or other governing 
bodies.  Residing in the highest levels of organizations, these 
executives plan, direct or coordinate activities with the support of 
subordinate executives and staff managers. They include, in larger 
organizations, those individuals within two reporting levels of the 
CEO, whose responsibilities require frequent interaction with the 
CEO.  Examples of these kinds of managers are: chief executive 
officers, chief operating officers, chief financial officers, line of 
business heads, presidents or executive vice presidents of 
functional areas or operating groups, chief information officers, 
chief human resources officers, chief marketing officers, chief 
legal officers, management directors and managing partners. 
First/Mid Level Officials and Managers.  Individuals who serve 

as managers, other than those who serve as Executive/Senior 
Level Officials and Managers, including those who oversee and 
direct the delivery of products, services or functions at group, 
regional or divisional levels of organizations.  These managers 
receive directions from the Executive/Senior Level management 
and typically lead major business units. They implement policies, 
programs and directives of executive/senior management through 
subordinate managers and within the parameters set by 
Executive/Senior Level management. Examples of these kinds of 
managers are: vice presidents and directors, group, regional or 
divisional controllers; treasurers; human resources, information 
systems, marketing, and operations managers. The First/Mid 
Level Officials and Managers subcategory also includes those 
who report directly to middle managers. These individuals serve 
at functional, line of business segment or branch levels and are 
responsible for directing and executing the day-to-day operational 
objectives of enterprises/organizations, conveying the directions 
of  higher level officials and managers to subordinate personnel 
and, in some instances, directly supervising the activities of 
exempt and non-exempt personnel.  Examples of these kinds of 
managers are: first-line managers; team managers; unit managers; 
operations and production mangers; branch managers; 
administrative services managers; purchasing and transportation 
managers; storage and distribution managers; call center or 
customer service managers; technical support managers; and 
brand or product mangers.   
Professionals.  Most jobs in this category require bachelor and 

graduate degrees, and/or professional certification.  In some 
instances, comparable experience may establish a person’s 
qualifications.  Examples of these kinds of positions include: 
accountants and auditors; airplane pilots and flight engineers; 
architects; artists; chemists; computer programmers; designers; 
dieticians; editors; engineers; lawyers; librarians; mathematical 
scientists; natural scientists; registered nurses; physical scientists; 
physicians and surgeons; social scientists; teachers; and 
surveyors. 
Technicians.  Jobs in this category include activities that require 

applied scientific skills, usually obtained by post secondary 
education of varying lengths, depending on the particular 
occupation, recognizing that in some instances additional training, 



 

 

certification, or comparable experience is required.  Examples of 
these types of positions include: drafters; emergency medical 
technicians; chemical technicians; and broadcast and sound 
engineering technicians. 
Sales Workers.  These jobs include non-managerial activities that 

wholly and primarily involve direct sales.  Examples of these types 
of positions include: advertising sales agents; insurance sales 
agents; real estate brokers and sales agents; wholesale sales 
representatives;   securities, commodities, and financial services 
sales agents; telemarketers; demonstrators; retail salespersons; 
counter and rental clerks; and cashiers. 
Administrative Support Workers.  These jobs involve non-

managerial tasks providing administrative and support assistance, 
primarily in office settings.  Examples of these types of positions 
include: office and administrative support workers; bookkeeping; 
accounting  and  auditing clerks; cargo and freight agents; 
dispatchers; couriers; data entry keyers; computer operators; 
shipping, receiving and traffic clerks; word processors and typists; 
proofreaders; desktop publishers; and general office clerks. 
Craft Workers (formerly Craft Workers (Skilled)).  Most jobs in 

this category includes higher skilled occupations in construction 
(building trades craft workers and their formal apprentices) and 
natural resource extraction workers. Examples of these types of 
positions include: boilermakers; brick and stone masons; 
carpenters; electricians; painters (both construction and 
maintenance); glaziers; pipelayers, plumbers, pipefitters and 
steamfitters; plasterers; roofers; elevator installers; earth drillers; 
derrick operators; oil and gas rotary drill operators; and blasters 
and explosive workers.  This category also includes occupations 
related to the installation, maintenance and part replacement of 
equipment, machines and tools, such as:  automotive mechanics; 
aircraft mechanics; and electric and electronic equipment repairers.  
This category also includes some production occupations that are 
distinguished by the high degree of skill and precision required to 
perform them, based on clearly defined task specifications, such 
as:  millwrights; etchers and engravers; tool and die makers; and 
pattern makers.    
Operatives (formerly Operatives (Semi-skilled)).  Most jobs in 

this category include intermediate skilled occupations and include 
workers who operate machines or factory-related processing 
equipment.  Most of these occupations do not usually require more 
than several months of training.  Examples include: textile machine 
workers; laundry and dry cleaning workers; photographic process 
workers; weaving machine operators; electrical and electronic 
equipment assemblers; semiconductor processors; testers, graders 
and sorters; bakers; and butchers and other meat, poultry and fish 
processing workers.  This category also includes occupations of 
generally intermediate skill levels that are concerned with 
operating and controlling equipment to facilitate the movement of 
people or materials, such as: bridge and lock tenders; truck, bus or 
taxi drivers; industrial truck and tractor (forklift) operators; parking 
lot attendants; sailors; conveyor operators; and hand packers and 
packagers. 
Laborers and Helpers (formerly Laborers (Unskilled)).  Jobs in 

this category include workers with more limited skills who require 
only brief training to perform tasks that require little or no 
independent judgment.  Examples include: production and 
construction worker helpers; vehicle and equipment cleaners; 
laborers; freight, stock and material movers; service station 
attendants; construction laborers; refuse and recyclable materials 
collectors; septic tank servicers; and sewer pipe cleaners. 
Service Workers. Jobs in this category include food service, 

cleaning service, personal service, and protective service activities.  
Skill may be acquired through formal training, job-related training 
or direct experience. Examples of food service positions include: 

cooks; bartenders; and other food service workers.  Examples of  
personal service positions include: medical assistants and other 
healthcare support positions; hairdressers; ushers; and 
transportation attendants.  Examples of cleaning service positions 
include: cleaners; janitors; and porters.  Examples of protective 
service positions include: transit and railroad police and fire 
fighters; guards; private detectives and investigators. 
 
6.  LEGAL BASIS FOR REQUIREMENTS 
 
SECTION 709(c), TITLE VII, CIVIL RIGHTS   

     ACT OF 1964, AS AMENDED 
 

Recordkeeping; reports 
Every employer, employment agency, and labor organization 

subject to this title shall (1) make and keep such records relevant 
to the determinations of whether unlawful employment practices 
have been or are being committed, (2) preserve such records for 
such periods, and (3) make such reports therefrom as the 
Commission shall prescribe by regulation or order, after public 
hearing, as reasonable, necessary, or appropriate for the 
enforcement of this title or the regulations or orders thereunder.  
The Commission shall, by regulation, require each employer, 
labor organization, and joint labor-management committee 
subject to this title which controls an apprenticeship or other 
training program to maintain such records as are reasonably 
necessary to carry out the purposes of this title, including, but not 
limited to, a list of applicants who wish to participate in such 
program, including the chronological order in which applications 
were received, and to furnish to the Commission upon request, a 
detailed description of the manner in which persons are selected 
to participate in the apprenticeship or other training program.  
Any employer, employment agency, labor organization, or joint 
labor-management committee which believes that the application 
to it of any regulation or order issued under this section would 
result in undue hardship may apply to the Commission for an 
exemption from the application of such regulation or order, and, if 
such application for an exemption is denied, bring a civil action in 
the United States District Court for the district where such records 
are kept.  If the Commission or the court, as the case may be, 
finds that the application of the regulation or order to the 
employer, employment agency, or labor organization in question 
would impose an undue hardship, the Commission or the court, as 
the case may be, may grant appropriate relief.  If any person 
required to comply with the provisions of this subsection fails or 
refuses to do so, the United States District Court for the district in 
which such person is found,  resides, or transacts business, shall, 
upon application of the Commission, or the Attorney General in a 
case involving a government, governmental agency or political 
subdivision, have jurisdiction to issue to such person an order 
requiring him to comply. 
 

TITLE 29, CHAPTER XIV CODE OF FEDERAL 
REGULATIONS 

 
NOTE:  A few aspects of the following regulations will need to be 
revised to conform with the EEO-1 Report to be used beginning 
with the 2007 reporting period. 
 

Subpart B—Employer Information Report 
 

§1602.7 Requirement for filing of report. 
 
On or before September 30 of each year, every employer that is 
subject to Title VII of the Civil Rights Act of 1964, as amended, 

----



 

 

and that has 100 or more employees, shall file with the 
Commission or its delegate executed copies of Standard Form 100, 
as revised (otherwise known as “Employer Information Report 
EEO-1”), in conformity with the directions set forth in the form 
and accompanying instructions.  Notwithstanding the provisions of 
§1602.14, every such employer shall retain at all times at each 
reporting unit, or at company or divisional headquarters, a copy of 
the most recent report filed for each such unit and shall make the 
same available if requested by an officer, agent, or employee of the 
Commission under the authority of section 710 of Title VII. 
Appropriate copies of Standard Form 100 in blank will be supplied 
to every employer known to the Commission to be subject to the 
reporting requirements, but it is the responsibility of all such 
employers to obtain necessary supplies of the form from the 
Commission or its delegate prior to the filing date. 
 
§1602.8 Penalty for making of willfully false statements  on 
report. 
 
The making of willfully false statements on Report EEO-1 is a 
violation of the United States Code, Title 18, section 1001, and is 
punishable by fine or imprisonment as set forth therein. 
 
§ 1602.9 Commission’s remedy for employer’s failure to 
file  report. 
 
Any employer failing or refusing to file Report EEO-1 when 
required to do so may be compelled to file by order of a U.S.  
District Court, upon application of the Commission. 
 
§ 1602.10  Employer’s exemption from reporting 
requirements. 
 
If an employer claims that the preparation or filing of the report 
would create undue hardship, the employer may apply to the 
Commission for an exemption from the requirements set forth in 
this part, according to instruction 5.  If an employer is engaged in 
activities for which the reporting unit criteria described in section 5 
of the instructions are not readily adaptable, special reporting 
procedures may be required.  If an employer seeks to change the 
date for filing its Standard Form 100 or seeks to change the period 
for which data are reported, an alternative reporting date or period 
may be permitted.  In such instances, the employer should so 
advise the Commission by submitting to the Commission or its 
delegate a specific written proposal for an alternative reporting 
system prior to the date on which the report is due. 
 
§ 1602.11  Additional reporting requirements. 
 
The Commission reserves the right to require reports, other than 
that designated as the Employer Information Report EEO-1, about 
the employment practices of individual employers or groups of 
employers whenever, in its judgment, special or supplemental 
reports are necessary to accomplish the purposes of Title VII or the 
Americans with Disabilities Act (ADA).  Any system for the 
requirement of such reports will be established in accordance with 
the procedures referred to in section 709(c) of Title VII or section 
107 of the ADA and as otherwise prescribed by law. 
 

Subpart C—Recordkeeping by Employers 
 

§ 1602.12  Records to be made or kept. 
 
The Commission has not adopted any requirement, generally 
applicable to employers, that records be made or kept.  It reserves 

the right to impose recordkeeping requirements upon individual 
employers or groups of employers subject to its jurisdiction 
whenever, in its judgment, such records (a) are necessary for the 
effective operation of the EEO-1 reporting system or of any 
special or supplemental reporting system as described above; or 
(b) are further required to accomplish the purposes of Title VII or 
the ADA. Such recordkeeping requirements will be adopted in 
accordance with the procedures referred to in section 709(c) of 
Title VII, or section 107 of the ADA, and otherwise prescribed by 
law. 
 
§ 1602.13  Records as to racial or ethnic identity of 
employees. 
 
Employers may acquire the information necessary for com-
pletion of items 5 and 6 of Report EEO-1 either by visual surveys 
of the work force, or at their option, by the maintenance of post-
employment records as to the identity of employees where the 
same is permitted by State law.  In the latter case, however, the 
Commission recommends the maintenance of a permanent record 
as to the racial or ethnic identity of an individual for purpose of 
completing the report form only where the employer keeps such 
records separately from the employee’s basic personnel form or 
other records available to those responsible for personnel 
decisions, e.g., as part of an automatic data processing system in 
the payroll department. 
 
§ 1602.14  Preservation of records made or kept. 
 
Any personnel or employment record made or kept by an 
employer (including but not necessarily limited to requests for 
reasonable accommodation, application forms submitted by 
applicants and other records having to do with hiring, promotion, 
demotion, transfer, lay-off or termination, rates of pay or other 
terms of compensation, and selection for training or 
apprenticeship) shall be preserved by the employer for a period of 
one year from the date of the making of the record or the 
personnel action involved, whichever occurs later.  In the case of 
involuntary termination of an employee, the personnel records of 
the individual terminated shall be kept for a period of one year 
from the date of termination.  Where a charge of discrimination 
has been filed, or an action brought by the Commission or the 
Attorney General, against an employer under Title VII or the 
ADA, the respondent employer shall preserve all personnel 
records relevant to the charge or action until final disposition of 
the charge or the action.  The term “personnel records relevant to 
the charge,” for example, would include personnel or employment 
records relating to the aggrieved person and to all other 
employees holding positions similar to that held or sought by the 
aggrieved person and application forms or test papers completed 
by an unsuccessful applicant and by all other candidates for the 
same position as that for which the aggrieved person applied and 
was rejected.  The date of final disposition of the charge or the 
action means the date of expiration of the statutory period within 
which the aggrieved person may bring an action in a U. S. District 
Court or, where an action is brought against an employer either by 
the aggrieved person, the Commission, or by the Attorney 
General, the date on which such litigation is terminated. 
 



Joint Reporting 
Committee 

• Equal Employment 
Opportunity Com• 
mission 

• Office of Federal 
Contract Compli-
ance Programs (Labor) 

EQUAL EMPLOYMENT OPPORTUNITY 
EMPLOYER INFORMATION REPORT EE0-1 

Section A-TYPE OF REPORT 
Refer to instructions for number and types of reports to be filed. 

Standard Form 100 
REV, 01/2006 

O.M.B. No. 3048-0007 
EXPIRES 01/2009 
100-214 

1. Indicate by marking in the appropriate box the type of reporting unit for which this copy of the form is submitted (MARK O NLY 
ONE BOX). 

Multi-establishment Employer: 
(1) D Single-establishment Employer Report (2) D Consolidated Report (Required) 

(3) D Headquarters Unit Report (Required) 
(4) D Individual Establishment Report (submit one for each 

establishment with 50 or more employees) 
(5) D Special Report 

2 Total number of reports being filed by this Company (Answer on Consolidated Report only) 

Section B-COMPANY IDENTIFICATION (To be answered by all employers) OFFICE 
USE 

1. Parent Company ONLY 
a . Name of parent company (owns or controls establishment in item 2) omit if same as label 

a. 
Address (Number and street) 

b. 
City or town I State I ZIP code 

C. 

2. Establishment for which this report is filed. (Omit if same as label) 

a . Name of establishment 

d. 

Address (Number and street) I City or Town I County I State I ZIP code 
e. 

b. Employer identification No. (IRS 9-DIGIT TAX NUMBER) I I I I I I I I I f. 

c . Was an EE0-1 report filed for this establishment last year? D Yes D No 

Section C-EMPLOYERS WHO ARE REQUIRED TO FILE (To be answered by ell employers) 

D Yes D No 1. Does the entire company have at least 100 employees in the payroll period for which you are reporting? 

• Yes • No 

• Yes D No 

2. Is your company affiliated through common ownership and/or centralized management with other entities 
in an enterprise with a total employment of 100 or more? 

3 . Does the company or any of its establishments (a) have 50 or more employees ANQ (b) is not exempt 
as provided by 41 CFR 60-1 .5, AfiQ either (1) is a prime government contractor or first-tier subcontactor, 
and has a contract, subcontract, or purchase order amounting to $50,000 or more, or (2) serves as a 
depository of Government funds in any amount or is a financial institution which is an issuing and paying 
agent for U.S. Savings Bonds and Savings Notes? 

If the response to question C-3 is yes, please enter your Dun and Bradstreet identification number (if you 
~-----+have one): I I I I I I I I I I 

NOTE: If the answer is yes to questions 1, 2, or 3 , complete the entire form, otherwise skip to Section G. 



Section D-EMPLOYMENT DATA 
SFIOO-P1ge2 

Emp_loy~•n~ at this :_sta~llshmenl ::-. ~•port •I! per_manent full. and part-time employees Jnclu.ding apprentices and on-the-job tralnees u.nless specifically excluded as sel forth In the instructions. Enter the approprlato figu.res on all! lines 
auu t.>• ou ._..,,..,_., .. ,.,. o.,.oau ... .,.., .. ....._., nn, ...,..,_ '-Y•~•uc..a.,i;;v..., - .,v.t. 

Number of Employee5 
(Report employees in only one category) 

Job 
Race/Ethnicity 

Categories Hispanic or Not-Hispanic or Latino 

Latino Male Female 

Molt: female Whlte Bla.ckur N1Llve Asian Aa.merkan Two Whlte Black or N•tlve Asitn American 
Afrian Hawaiian lndJan or or Afrlan Hawaiian lodlan or 

Amttic.an Of Alaska mon: American or Alaska 
Other Natlw: races Other Native 
Pacific Pacific 

1.!land<r Islander 

A 8 C D E F G H I I K L M 

Executive/Senior Level Officials and 
Managers 1.) 

First/Mid-Level Officials and Managers 
1.2 

Professionals 2 

Technicians 3 

Sales Workers 4 

Administrative Support Workers 5 

Craft Workers 6 

Operatives 7 

Laborers and Helpers 8 

Service Workers 9 

TOTAL 10 

PREVlOUS YEAR TOTAL 11 

1. Date(s) of payroll period used: ________________ (Omit on the Consolidated Report.) 

Section E - ESTABLISHMENT INFORMATION (Omit on the Consolidated Report.; 

1. What is the major activity of this establishment? (Be specific, i.e., manufacturing steel castings, retail grocer, wholesale plumbing supplies, title insurance, etc. 
Include lhe specific type of product or type of service provided, as well as the principal business or industrial activity.) 

Section F - REMARKS 

Tot>I 
Col 

A- N 
Two 

Of 
more 
rtCH 

N 0 

Use tl1is item to give any identification data appearing on the last EE0-1 report which differs from that given above, explain major changes in composition of reporting units and other 
pertinent information. 

Section G - CERTIFICATION 

Check 1 D All reports are accurate and were prepared in accordance with the instructions. (Check on Consolidated Report only.) 
one 2 D This report is accurate and was prepared in accordance with the instructions. 

Name of Certifying Official ITit!e !Signature 

Name of person to contact regarding this report ITILle I Address (Number and Street} 

City and State IZip Code Telephone No. (incfuc!Jng Area Code and 
Extension) l 

All reports and infonnation obtained Crom individual reporl$ will be kept confidential ao required by Section 709(e) of Title VU 
WILLFULLY FALSE STATEMENTS ON THIS REPORT ARE PUNISHABLE BY LAW, U.S. CODE, TITLE 18, SECTION 1001 

IDat~ 

Email Address 
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Home > Federal Agencies > Management Directives

Frequently Asked Questions About Management
Directive-715

Management Directive 715 (MD-715) is the policy guidance which the Equal Employment
Opportunity Commission (EEOC) provides to federal agencies for their use in establishing
and maintaining effective programs of equal employment opportunity under Section 717 of
Title VII of the Civil Rights Act of 1964 (Title VII), as amended, 42 U.S.C. § 2000e et seq.,
and Section 501 of the Rehabilitation Act of 1973 (Rehabilitation Act), as amended, 29
U.S.C. § 791 et seq. MD-715 provides a roadmap for creating effective equal employment
opportunity (EEO) programs for all federal employees as required by Title VII and the
Rehabilitation Act. MD-715 took effect on October 1, 2003.

The Instructions to Federal Agencies for Equal Employment Opportunity Management
Directive 715 (Instructions) set forth general reporting requirements for federal agencies.

A copy of MD-715 and the Instructions are available on the EEOC's web site:
http://www.eeoc.gov/federal/directives/index.cfm. Also available are PARTS A through J of
EEOC FORM 715-01 (in HTML, PDF, and MS WORD), the Workforce Data Tables (in
HTML, MS WORD and EXCEL), the Department or Agency List with Second Level
Reporting Components, Guidance on Completing the EEOC Form 715-01 Workforce Data
Tables and links to the OPM/Census Occupation Cross-Classification Table and the Census
EEO 2000 Data Tool.

The following questions are those which have been most frequently asked by persons who
have read MD-715 and the Instructions.

GENERAL QUESTIONS
1. What format may I use to submit the MD-715 report and the applicable Workforce
Data Tables? Access? Text?

At the present time, your MD-715 report (FORM 715-01, all supporting documentation, and
all the Workforce Data Tables) must be submitted to the EEOC in hard copy format. All data
must be identified and arranged in the same manner as shown in the Workforce Data
Tables.

2. How do I know if I am a 2nd level, 3rd level or 4th level reporting component?

Most federal agencies have subordinate components, but not every subordinate component
is a subordinate reporting component for purposes of filing under MD-715. A subordinate
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reporting component, i.e., a second, third or fourth level reporting component, is one that enjoys a certain
amount of autonomy from its parent agency. In other words, does the subordinate component have its own
personnel system, finance department, recruitment structure, culture, etc? Or is the component simply a regional
office that operates more as an extension of the parent? If the component is closer to being independent, then it
is considered a subordinate reporting component.

For example, the Department of Justice (DoJ) is a parent agency with several subordinate components. Some of
those subordinate components, like the Federal Bureau of Investigation (FBI), Drug Enforcement Agency, etc.,
operate independently (albeit under the umbrella of DoJ); they have their own recruitment programs, personnel
systems, culture, etc. Thus, the FBI is a 2nd level reporting component. Compare the FBI to the Baltimore
District Office of the EEOC. The Baltimore District Office is not an independent entity, but rather a spoke on the
wheel, with EEOC headquarters at the center.

The majority of federal agencies do not have 2nd level reporting components, and even fewer will have a 3rd or
4th level reporting component, because very few agencies have independent and autonomous entities under
their second level components. One example of a 3rd level reporting component would be the National Weather
Service (NWS). The parent agency is the Department of Commerce. Under Commerce is the National Oceanic
and Atmospheric Administration (NOAA), which meets the definition of a second level reporting component.
NWS comes under NOAA and meets the same definition.

Contrast NWS with FBI's New York District Office (NYDO). The Department of Justice is a parent agency with
several subordinate components. The Federal Bureau of Investigation is one such component that is greatly
autonomous from Justice. Thus, it is a 2nd level reporting component. Under FBI, there are several regional
offices, including the New York District Office. The FBI-NYDO is not a subordinate reporting component. It has
no filing requirements under MD-715. Note, however, that this does not mean the FBI-NYDO has no
responsibility under MD-715! See FAQ No. 9, below.

The EEOC has developed a Department or Agency List with Second Level Reporting Components, which may
be accessed through the following link: http://www.eeoc.gov/federal/agencylist.cfm

Please contact Lori Grant at 202 663-4616 or lori.grant@eeoc.gov if you believe that your agency or department
has a Second Level Reporting Component which should have been included on this list or if you believe such a
component has been included erroneously.

3. What about very large regional offices that are not considered subordinate reporting components?
Does the above definition mean that those subordinate components do not have any responsibilities
under MD-715?

Absolutely not. All entities that make up a federal agency have responsibilities under MD-715. A federal
agency needs to work closely with all of its subordinate entities in order to ensure that the agency itself can
perform a Model EEO self-assessment and undertake a comprehensive barrier analysis to identify barriers and
execute plans for eliminating them throughout its workforce, as well as to maintain an effective, agency-wide
special recruitment program which establishes specific goals for the employment and advancement of individuals
with targeted disabilities.

Continuing the example from above, the Baltimore District Office of the EEOC is required to conduct a
self-assessment of its EEO program and a barrier analysis of its workplace. Deficiencies identified in the
self-assessment and barriers uncovered must be addressed and corrective plans must be developed and
instituted. All this information (the self-assessment, the corrective plans, etc.) will then be rolled up to EEOC
headquarters to be used in completing the overall EEOC MD-715 report. EEOC headquarters can't possibly
report on the entire Commission without the input of all subordinate entities (regional, district and field offices).

Similarly, the FBI-NYDO will have to engage in the Model EEO self-assessment and perform a thorough barrier
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analysis. Plans to address identified deficiencies and barriers will need to be developed and instituted. These
plans will be rolled up to FBI headquarters for inclusion in its Bureau-wide report. Additionally, FBI headquarters
will roll up its information to Justice for inclusion in the department-wide report. The important distinction to
understand is that, regardless of whether a subordinate entity has to file a report with the EEOC, all of the
activities required by MD 715 have to be done either by or for all of an agency's entities - whether those
entities are termed major commands, post offices, small air bases, regional centers, etc.

4. I have subordinate components that are reporting components. Who and where do they report to, and
what are they reporting?

Second Level Reporting Components which have 1,000 or more employees in permanent full or part time
appointments must submit MD-715 reports (FORM 715-01, PARTS A-F and H-J and all Workforce Data Tables)
to their agency headquarters for inclusion in the agency-wide report and for submission by the parent to the
EEOC. Second Level Reporting Components with 500 or more (but fewer than 1,000) employees in permanent
full or part time appointments must file MD-715 reports with PARTS A-F and H-I and Workforce Data Tables A/B
1-7 with their agency headquarters for inclusion in the agency-wide report and maintain a copy.

See The Quick Guide in Section III of the Instructions, available at the following link: http://www.eeoc.gov/federal
/715instruct/section3.html.

5. My agency has several Second Level Reporting Components. Must the agency's MD-715 report include
all of the PART Hs, Is and Js prepared by its Second Level Reporting Components?

No. The agency's overall MD-715 Report may incorporate these by reference. However, the MD-715 report filed
by the parent agency (i.e., the agency-wide report) should include the PART Hs, Is and Js to be addressed at the
headquarters level. Please note that ultimately, it is the agency itself which is responsible for ensuring that a
Model EEO self-assessment and a comprehensive barrier analysis to identify barriers and execute plans for
eliminating them have been conducted throughout its workforce, and for ensuring that the agency maintains an
effective, agency-wide special recruitment program which establishes specific goals for the employment and
advancement of individuals with targeted disabilities.

6. Should a Second Level Reporting Component file its MD-715 report directly with the Commission or
should it first submit its MD-715 report to its parent agency?

As previously noted, a federal agency needs to work closely with all of its subordinate entities in order to ensure
that the agency itself can perform a Model EEO self-assessment and undertake a comprehensive barrier
analysis to identify barriers and execute plans for eliminating them throughout its workforce, as well as to
maintain an effective, agency-wide special recruitment program which establishes specific goals for the
employment and advancement of individuals with targeted disabilities. Thus, an agency's EEO Director ultimately
is responsible for ensuring equal opportunity throughout the entire agency.

Accordingly, all Second Level Reporting Components should first submit their MD-715 reports to their parent
agency's EEO Director for review and coordination. The parent agency should submit a complete package of
MD-715 reports to the EEOC. Therefore, those agencies which have Second Level Reporting Components need
to seriously consider the date by which these entities must gather and analyze all necessary data and information
and to perform the required MD 715 exercises, in order to complete the review and coordination process well in
advance of the January 31 due date. Practically speaking, since subordinate components, whether they are
reporting components or not, make up the report of the parent entity, the parent entity will need its subordinate's
MD-715 report well in advance of January 31. Parent agencies should keep this in mind when setting internal
deadlines for subordinate components, and take care to have in place a procedure which will ensure that the
review of a subordinate component's MD-715 report will be concluded in sufficient time to allow required MD-715
reports to be filed by January 31.
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MODEL EEO PROGRAMS AND BARRIER QUESTIONS
7. What should be done under MD-715 when a particular group has a low participation rate?

A low participation rate should be taken as a "trigger," a situation which alerts the agency to the possible
existence of a barrier to equal opportunity. An agency should identify the likely factor (or combination of factors)
which has adversely affected the employment opportunities of the group in question. Depending on the nature of
the potential problem, an agency could consider a variety of questions. For example, if a particular group has a
low participation rate in a particular occupation, the agency should determine whether recruitment efforts are
resulting in a diverse pool of applicants. In this regard, it should be noted that actions designed to increase the
number of applications for employment from a particular group are unaffected by Adarand. See DoJ
Memorandum at pp. 3-4.

If the applicant pool includes a cross-section of qualified applicants, the agency should explore whether there is a
significant disparity between a group's proportionate representation in the applicant pool and the pool of
selectees. If so, the agency needs to explore why. Are there selection criteria that tend to screen out the group in
question?

If there is a situation where the participation rate for a group occupying a higher level position is lower than the
corresponding participation rate in the lower level feeder pool for that position, the agency should review its merit
promotion processes and may also need to review related processes, such as career development programs,
appraisal systems and/or awards programs, for barriers affecting the group's advancement to the next level.

Numerous other examples of questions which should be addressed during a thorough investigation of a potential
barrier in an assortment of employment processes are found in Section II of the Instructions to Federal Agencies
for Equal Employment Opportunity Management Directive 715.

8. My agency has identified many areas where our EEO Programs are deficient and numerous areas
which should be explored for barriers. How can we be expected to file so many PART Hs and PART Is?

We suggest that your agency first determine whether any of the program deficiencies are interrelated and could,
therefore, be addressed in a comprehensive manner which can be set forth in a single PART H. In addition, an
agency may need to prioritize its needs. If an agency will be unable to address the deficiency during the Fiscal
Year in question (whether due to budget, lack of personnel or other reasons), the deficiency should be identified
in a PART H together with at least a general indication of the agency's current plans to address the deficiency in
an identified, subsequent Fiscal Year.

Similarly, a through and systematic analysis may identify certain barriers which are interrelated and could,
therefore, be addressed in a comprehensive manner which can be set forth in a single PART I. In addition, if an
agency is unable to explore data, an employment process, or other sources for possible barriers during the Fiscal
Year in question (whether due to budget, lack of personnel or other reasons), the barrier should be identified in a
PART I together with a general indication of the agency's current plans to perform an analysis to determine the
cause of the condition and develop measurable objectives to correct the undesired condition address the barrier
in an identified, subsequent Fiscal Year.

9. Do you have any suggestions as to how the data gathered in my agency's Form 462 Report could be
utilized in conducting a barrier analysis under MD-715?

Yes. An agency is required to examine any policy, principle or practice that limits or tends to limit employment
opportunities for members of a particular sex, race or ethnic background, or based on an individual's disability
status. An analysis of the Form 462 data relating to the nature and disposition of EEO complaints can provide
useful insight into the extent to which an agency is meeting its obligations under Title VII and the Rehabilitation
Act and, thus, may help an agency to identify areas where barriers may be operating to limit certain groups.

For example, an analysis may reveal that there are certain trends in the types of complaints being filed or
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problem areas within the agency. Does the data reveal an increase in complaints about employee development
or training? How about promotions? Awards? Disciplinary actions? If the answer to any of these questions is
'yes,' then an agency should study the data further to determine if there is an identifiable trend - is a particular
group making a significant percentage of the complaints? Is the increase attributable to a certain facility, office,
region, etc.? Do complaints about promotion, for example, tend to involve a particular stage of the promotion
process or procedures? Do complaints involving reasonable accommodation issues also involve failures to
comply with the agency's reasonable accommodation procedures? Has a union, ombudsman, employee
advocacy group, special emphasis group or other group also raised concerns about the area in question?

In addition, note that the 462 data also is invaluable in assessing whether your agency's EEO program is meeting
the 6 essential elements of a model EEO program. If the data reveals that complaints are not being processed
within the regulatory time frame, the 462 will allow you to determine what stage of the process needs attention: Is
counseling completed in a timely manner? Does the problem lie with timely completion of investigations? If your
agency does both, is there a significant difference in timeliness between in-house and contract investigations? Is
the agency's information collection system accurate and adequate for purposes of completing the Form 462? Any
deficiencies in these areas also need to be addressed in the 715 report.

10. Please discuss the impact of the Supreme Court's decision in Adarand and its applicability to
agencies' affirmative employment programs.

In Adarand Constructors, Inc. v. Pena, 515 U.S. 200 (1995), the U.S. Supreme Court held that all racial
classifications imposed by a federal, state, or local government must be analyzed by a reviewing court under
"strict scrutiny," meaning that such classifications are constitutional only if they are narrowly tailored measures
that further compelling government interests. The Adarand case arose under the Equal Protection clause of the
U.S. Constitution regarding a federal program that provided financial incentives for contractors to hire
subcontractors controlled by socially and economically disadvantaged groups, which included various racial and
ethnic groups.

EEOC is tasked by Congress to enforce laws prohibiting employment discrimination, including Title VII of the Civil
Rights Act. Adarand does not affect an agency's responsibilities under MD-715. Neither EEOC policy nor MD-715
requires agencies to establish racial or ethnic preferences or quotas. Indeed, federal anti-discrimination laws and
EEOC's policies require that agencies prohibit discrimination, including "reverse" discrimination. MD-715 requires
agencies to take proactive steps to ensure equal employment opportunity for all their employees and applicants
for employment by regularly evaluating their employment practices to identify and eliminate barriers that hamper
the advancement of any racial or ethnic group in federal agencies.

In July 1995, the Department of Justice issued a memorandum entitled "Post-Adarand Guidance on Affirmative
Action in Federal Employment" ("DoJ Memorandum"). The DoJ Memorandum provides guidance to all federal
agencies on how to interpret Adarand in the context of federal employment and agencies seeking guidance in
this area should review the DoJ Memorandum. It should be noted that the DoJ Memorandum re-emphasizes the
federal commitment to affirmative employment in the federal government.

11. But MD-715 requires agencies to collect and analyze data which show the representation of groups
by ethnicity and race (as well as by sex and disability status) in numerous profiles, such as grade
distribution, major occupations, promotions, career development, etc. Thus, agencies must identify
personnel by their membership in protected groups. Aren't such classifications unlawful?

No, an agency's collection and analysis of data by protected group is not unlawful. Neither Adarand nor any other
controlling authority prohibits such collection and analysis. As is specifically noted in the DoJ Memorandum,
"Adarand … does not preclude tracking participation [by protected class] in the agency's workforce through the
collection and maintenance of statistics or the filing of reports with the Equal Employment Opportunity
Commission." DoJ Memorandum, p. 4. The purpose of the data collection is to allow the evaluation of policies,
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practices or procedures which may be impacting the employment opportunities of any protected group. Of
course, agencies must ensure that the data collected are used appropriately for the purpose of developing and
monitoring affirmative employment programs.

12. Are federal agencies prohibited from adopting goals based on race or ethnicity?

If a federal agency desires to develop numerical objectives or goals, the agency's General Counsel should
carefully review the DoJ Memorandum before establishing any goals.

13. Are federal agencies prohibited from adopting preferences based on race or ethnicity?

Before a federal agency uses ethnicity or race as a basis for an employment decision, the agency must satisfy
strict scrutiny to ensure that the decision promotes "compelling" government interests and that it is "narrowly
tailored" to serve those interests. Again, the agency's General Counsel should carefully review the DoJ
Memorandum before establishing any preferences.

TABLE QUESTIONS
14. Why did the EEOC revise the categories under which the agencies are to report the race and ethnicity
of employees and applicants?

The Instructions call for federal agencies to report statistical information on the racial and ethnic categories of
employees and applicants as prescribed by the Office of Management and Budget (OMB) in Statistical Policy
Directive No. 15, Race and Ethnic Standards for Federal Statistics and Administrative Reporting (OMB Directive
15), which all federal agencies were required to adopt no later than January 1, 2003. OMB Directive 15 is
available at: http://www.whitehouse.gov/omb/fedreg/ombdir15.html.

Under OMB Directive 15:

"The minimum categories for data on race and ethnicity for Federal statistics, program administrative reporting,
and civil rights compliance reporting are defined as follows:

American Indian or Alaska Native. A person having origins in any of the original peoples of North and South
America (including Central America), and who maintains tribal affiliation or community attachment.

Asian. A person having origins in any of the original peoples of the Far East, Southeast Asia, or the Indian
subcontinent including, for example, Cambodia, China, India, Japan, Korea, Malaysia, Pakistan, the
Philippine Islands, Thailand, and Vietnam.

Black or African American. A person having origins in any of the black racial groups of Africa. Terms such
as "Haitian" or "Negro" can be used in addition to "Black or African American."

Hispanic or Latino. A person of Cuban, Mexican, Puerto Rican, Cuban, South or Central American, or other
Spanish culture or origin, regardless of race. The term, "Spanish origin," can be used in addition to "Hispanic
or Latino."

Native Hawaiian or Other Pacific Islander. A person having origins in any of the original peoples of Hawaii,
Guam, Samoa, or other Pacific Islands.

White. A person having origins in any of the original peoples of Europe, the Middle East, or North Africa.

Respondents shall be offered the option of selecting one or more racial designations. Recommended forms for
the instruction accompanying the multiple response question are 'Mark one or more' and 'Select one or more.'"
  (Emphasis added.)

15. Why doesn't the EEOC require agencies to report on the race of Hispanic employees and applicants?
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Agency's reports to the EEOC use the minimum categories prescribed by OMB Directive 15 because we have
determined that these categories provide the most useful statistics for federal oversight purposes. Also,
inasmuch as the prior Management Directive 714 also did not require agencies to report the race of Hispanic
employees or applicants, the use of the minimum categories allows for comparison of historical data.

However, nothing in MD-715 or the Instructions prohibit federal agencies from capturing more detailed racial and
ethnic information, including the race of its Hispanic employees and applicants or the specific races selected by
employees and applicants who select more than one race. Indeed, agencies are encouraged to capture such
information to ensure that their data base is as comprehensive as possible. However, for reporting purposes,
such detailed data must be aggregated into the minimum categories provided for in the Workforce Data Tables.

In addition, please note that when capturing racial and ethnic data, agencies should use a form that allows
employees or applicants to select more than one race. Agencies should not use a form that has a box labeled
"two or more races."

16. Why does the EEOC only require agencies to re-survey their Asian employees and those who have
not been previously identified? Shouldn't all employees be afforded the opportunity to self-identify under
the categories prescribed by OMB Directive 15?

In order to ensure that agencies would be able to timely submit their initial MD-715 report by January 31, 2005,
the EEOC limited the requirement to re-survey existing employees to those who are identified as Asian because
these employees must be placed accurately into either the category of "Asian" or "Native Hawaiian or Other
Pacific Islander." Similarly, those employees who have not been previously identified need to be surveyed as
reporting such employees as "Other" or "Non-category" does not comport with OMB Directive 15 or EEOC
regulations. See also 29 C.F.R. § 1614.601(b).

The EEOC nonetheless encourages agencies to resurvey their employees for accurate race and national origin
identification under OMB Directive 15. In addition, some agencies have concerns about the accuracy of their
existing data and in such cases, re-surveying the workforce under the current categories would be a good idea.
Finally, agencies are always strongly encouraged to periodically resurvey their employees to accurately capture
current disability status.

17. My agency has not finished re-surveying its workforce nor has my agency begun tracking applicants.
Should we still file the MD-715 report?

Yes. You should annotate your agency's Workforce Data Tables to indicate any data deviations or other
assumptions made in the course of completing the Tables. You should also file as many PART Hs (EEO Plan To
Attain the Essential Elements of a Model EEO Program) as may be necessary to address these deficiencies in
your agency's EEO program. The Office of Personnel Management has revised Standard Form 181 to reflect
OMB Directive 15. See http://www.opm.gov/forms/html/sf.asp .

18. My agency does not appear to be reaching persons who identify themselves as two or more races.
How does an agency target persons who are of two or more races?

Broad targeting of recruitment efforts to a wide range of diverse sources of applicants generally should be
sufficient to reach all races including those who select more than one racial identification.

19. When re-surveying, does an agency's EEO Office or its Human Resources Office have the
responsibility to request the data and conduct the survey?

The EEOC has emphasized that coordination and cooperation between an agency's EEO Office and its Human
Resources Office is necessary for MD-715 to be a success. Indeed, the cooperation of all offices (General
Counsel, Information Technology, Budget and Finance, etc.,) is critical if an agency is to successfully remove
workplace barriers or attempt to develop and maintain a Model EEO Program. Cooperation and coordination is a
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must. Thus, it would be beneficial for both offices to work together to accomplish the re-survey.

20. How do I determine the appropriate Civilian Labor Force (CLF) Data to use on the various Workforce
Data Tables? Where do I find the CLF data?

The CLF data is available at: http://www.census.gov/eeo2000. The national CLF, as shown, should be used on
Tables A1 and A2; however, no CLF data should be shown for occupational groups on Table A3.

For Tables A6 through A8, the appropriate or relevant CLF availability data generally depends on the employer's
area of recruitment. If a job is recruited nationally, then it may be appropriate to use the national CLF for that
occupation, particularly if individuals apply form all parts of the country and the location from which they apply is
not a factor in the hiring decision.

On the other hand, if an agency's announcement is limited to a particular geographic area (e.g. region, state,
county or city) or, although the agency advertised nationally for a low-graded position, the only applications
received are from the city or county in which the position is located, then it may be more appropriate to consider
the local area CLF.

An agency must have a justification for whichever CLF data it uses for comparison purposes in the Workforce
Data Tables filed under MD-715. If the agency has questions about what CLF data to use, it should contact
EEOC's Affirmative Employment Division at (202) 663-4555.

21. How are foreign nationals reported?

Foreign nationals are not reported in the Workforce Data Tables, whether or not the foreign national works
overseas or in the United States. See Instructions, Section III, page 1, column 2. "All non-intermittent or
non-seasonal employees except foreign nationals, will be reported". Employees who are U.S. citizens are
included in the Workforce Data Tables, whether they are employed within the United States (including Puerto
Rico) or abroad.

22. What is the "Federal High" used on Table B1?

This is the participation rate of the agency (with 500 or more permanent employees) which had the greatest
participation rate of employees with targeted disabilities during the prior fiscal year. For 2005, that agency was
the Equal Employment Opportunity Commission, where 2.16% of employees had a targeted disability.

23. I am aware that my agency has employees with targeted disabilities who have not self-identified. May
I visually identify these employees for purposes of reporting them in the agency's MD-715 Report?

No. The collection of data on disability status is governed by 29 C.F.R. § 1614.601(f). This regulation provides
that data on disability status is collected by voluntary self-identification. Agencies are to explain the importance of
the data to employees and actively encourage them to self-identify. Only if the employee is a Schedule A
appointee and refuses to self-identify, may the agency identify the employee's disability using the records
supporting the appointment. For all other employees, if the employee still refuses to self-identify even with
encouragement, the agency should report the employee's disability status as "unknown." Note that the fact that
such a non-Schedule A, non-self-identifying employee may have requested an accommodation and provided
records supporting the request which establish a disability is irrelevant; the records used for purposes of the
accommodation request cannot be used by the agency to unilaterally identify the employee. Thus, visual
identification may not be used for the collection of disability data.

24. Tables A1 and B1 ask agencies to report on employees who are paid with non-appropriated funds, in
addition to reporting on permanent and temporary employees. Can you please explain this category?

Under previous management directives, agency affirmative employment reports to the Commission only
contained workforce data statistics that were otherwise contained in OPM's Central Personnel Data File (CPDF).
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The CPDF excludes large portions of non-appropriated fund employees, meaning these employees often went
unreported. Thus, an accurate snapshot of the agency workforce was never seen and reviewed. Agency
resources, planned activities, etc., were also not evaluated with an accurate picture of the workforce in mind.
MD-715 requires that all employees be reported. Therefore, by including a category where non-appropriated fund
employees can be reported, this gap between what's in the CPDF and an agency's actual workforce total can be
bridged. Hence, the data to be included in this category should include individuals excluded from the CPDF and
otherwise not traditionally reported in affirmative employment reports.

25. In Tables A3 and B3, why is the EEOC using 9 occupational categories instead of the PATCOB
categories used in the past? It is burdensome to have to use the 9 occupational categories for reports to
the EEOC and PATCOB for reports to the Office of Personnel Management (OPM).

Since the 1960s, private employees have reported information to the EEOC on one of the more well-known
reports collected by the Commission, the EEO-1 report. The EEO-1 report provides a breakout of the employer's
workforce by gender and race/ethnicity in nine job categories. The EEOC's experience in analyzing EEO-1
reports for many years has led us to determine that use of similar occupational categories in the federal sector
will provide more useful information. Moreover, use of similar occupational categories will allow comparisons
between the federal and private sectors. In particular, use of the Officials and Managers category, further divided
into hierarchical subcategories, allows for the collection of data about racial and gender stratification that can
help to identify the existence of a "glass ceiling." We view this as a positive development in our mission to
eradicate discrimination from the federal workplace and move toward the ultimate goal of making the federal
government a model employer.

Although OPM may decide to continue its historical use of PATCOB, OPM's data needs differ significantly from
the EEOC's data needs in its role as the enforcer of the civil rights laws governing employment. The EEOC
determined that the PATCOB categories are outdated, overly broad and too imprecise to allow the level of
analysis desired. To the extent that certain agencies may object to grouping their data into the nine occupational
categories as burdensome, the EEOC notes that other agencies have represented that their information
technology departments have not found this to be a difficult task. Nevertheless, EEOC staff have met with OPM
staff and discussed the nine categories used under MD-715 as OPM proceeds in the development of the new
Enterprise Human Resources Integration (EHRI) system. We also conveyed to OPM the need for the system to
be equally compatible with PATCOB and the nine occupational categories used for reporting under MD-715. We
expect to continue to meet with OPM staff to further coordinate our mutual needs.

26. Isn't this just obtaining information for the sake of having information? If the PATCOB is good enough
for OPM, why isn't it good enough for EEOC?

As previously noted, EEOC's data needs differ substantially from those of OPM. While OPM's role is human
resource management, EEOC is the enforcer of civil rights laws governing employment. We have concluded that
the PATCOB categories are both outdated and too imprecise to provide the level of analysis needed in our
mission to identify and eliminate impediments to equal opportunity. Moreover, PATCOB data does not give any
information on the composition of an agency's managers or otherwise allow for the identification of 'glass
ceilings.'

The information obtained in the MD-715 reports is vital to our - that is, the Commission's and the agencies' -
understanding of the Federal workforce.

Many new Federal employees are drawn from the private sector. Clearly, the ability to cross-reference and
analyze both Federal and private data moves all of us toward achieving our goal of making the Federal
government a model employer. Organizations that want to recruit and retain an inclusive workforce - one that
reflects the American public - must use all available sources of candidates in these increasingly competitive
times. Any agency that fails to benchmark itself against the full spectrum of the labor market will not achieve the
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mission and business of the agency. As more Federal employees become eligible for retirement, succession
planning provides an opportunity to engage in a deliberate and systematic effort to ensure that critical skills
positions attract and hire persons from all groups. A system of measurement which allows for comparison to the
private workforce allows agencies to more successfully monitor the effectiveness of their efforts.

27. How do I know in which of the 9 occupational groups an employee should be placed?

The EEOC's website contains a link to the OPM/Census Occupation Cross-Classification Table (Crosswalk). This
Crosswalk is intended as general guidance in cross-classifying OPM occupation codes to the nine occupational
categories. Agencies are encouraged to contact EEOC with specific questions about what category might be
appropriate for their particular occupations.

The link to the Crosswalk is: http://www.eeoc.gov/federal/715instruct/00-09opmcode.html

Please remember that when an employee is classified as a supervisor or manager, that employee should be
placed in the Officials and Managers category rather than in the category in the crosswalk that they would
otherwise be placed in based on their OPM occupation codes. Those employees classified as supervisors or
managers who are at the GS-12 level or below should be placed in the First-Level subcategory of Officials and
Managers, those at the GS-13 or 14 should be in the Mid-Level subcategory, and those at the GS-15 or in the
SES should be placed in the Executive/Senior-Level subcategory. An agency may also choose to place
employees who have significant policy-making responsibilities, but do not supervise other employees, in these
three subcategories.

The fourth subcategory, called "Other," contains employees in a number of different occupations that are
primarily business, financial and administrative in nature, and do not have supervisory or significant policy
responsibility. For example, Administrative Officers (OPM Code 0341) are appropriately placed in the "Other"
subcategory.

28. May I utilize the codes used in the Federal Personnel Payroll System (FPPS) to identify my agency's
supervisors or managers? These are the codes I would like to use: 02 - Supervisor or Manager, 04 -
Supervisor, 05 - Management Official, 06 - Leader, and 07 - Team Leader.

You may use whatever method you deem appropriate to properly account for and categorize employees reflected
in the Workforce Data Tables. The EEOC has no objection to an agency's use of FPPS codes or other agency-
specific codes to assist in identifying the supervisors and managers who should be placed in one of the first three
subcategories of the Officials and Managers category. However, please note that the EEOC does not consider
Team Leaders to be supervisors or managers within the definition of the occupational group "Officials and
Managers." Therefore, FPPS codes 06 and 07 may not be used to identify supervisors and managers.

29. What about Wage Grade employees who are supervisors or managers?

Wage Grade employees who are supervisors or managers should be included in the Officials and Managers
category. An agency will have to determine which of the first three subcategories is the appropriate one for
placement of the employee. Should an agency have specific questions in this area, they are welcome to consult
with the EEOC.

30. I have employees in series that are not in the Crosswalk. Where do I place these employees?

When questions are raised about a series not being included on the Crosswalk, it generally has been because
the series no longer exists. For example, some agencies' data systems still show employees in the former
GS-334 series, which is now the GS-2210, Information Technology Management Series. Similarly, the former
GS-204, 205, 221, 233, and 235 series were all placed into the GS-201, Human Resource Management Series
and the former GS-345 series is now part of the GS-301 series. Note that these changes include series both in
the General Schedule and the Wage Grade areas. Also, another wrong or missing code example could
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occasionally be a violation of the "single agency code" rule. Specifically, when a GS code and title exists and is
authorized only for one designated agency, sometimes others decide unilaterally to use it.

When these discrepancies are discovered, we suggest that Human Resources and EEO Offices coordinate on
that matter, as the Human Resources office may need to reclassify the affected employees, using relevant OPM
Position Classification Standards (PCS) that specify the "new" series relative to the "discontinued" series.

31. Why does the Commission ask for data on the Occupational Categories (Tables A3-1, A3-2, B3-1 and
B3-2), Participation Rates in General Schedule Grades (Tables A4-1, A4-2, B4-1 and B4-2) and
Participation Rates in Wage Grades (Tables A5-1, A5-2, B5-1 and B5-2) to be displayed in two ways?

These Tables display the data by either showing (1) participation rates, i.e. the percentage of a particular group
participating in an occupational category or a grade or (2) distribution rates, i.e. the distribution of a particular
group throughout all of the occupational categories or grades.

In order to show the percentage of a particular group participating in an occupational category or a grade, in
Tables A/B 3-1, 4-1, and 5-1, the data is computed across the rows, with the sum of the row equaling 100%.
Thus, these Tables show what percentage of all employees in that occupational category or grade is represented
by a particular group.

For example, an agency's Table A4-1 reflects that the agency has 788 GS-13 employees, of which 18, or 2.3%,
are Hispanic females. The Table also shows that the agency has 361 GS-14 employees, of which 3, or 0.8%, are
Hispanic females.

The participation rate of a particular group in an occupational category or grade should be compared to that
group's participation rate in the agency's total workforce. If the group's participation rate is not comparable to its
participation rate in the total workforce, an agency should explore whether members of the group are
encountering obstacles to full participation in an occupational category or grade.

In Tables A/B 3-2, 4-2 and 5-2, the data is computed down the columns, with the sum of the column equaling
100%. Thus, these Tables show the distribution of a particular group among the occupational categories or
grades.

For the agency in the above example, its Table A4-2 reflects that the agency has 90 Hispanic female employees,
of which 18, or 20% of all Hispanic female employees, are at the GS-13 level. The Table also shows that 3 of the
Hispanic female employees, or 3.3% of all Hispanic female employees, are at the GS-14 level.

The distribution rate of a particular group should be compared to that group's participation rate in the agency's
total workforce. If the group's distribution rate is not comparable to its participation rate in the total workforce, an
agency should explore to what extent members of the group are clustered in a particular occupational category or
grade and whether members of the group are encountering obstacles to participation in other occupational
categories or in advancing to higher grades.

Thus, in the examples given above, the two Tables together suggest that the agency should explore whether
there is any barrier or "glass ceiling" facing Hispanic females. In investigating the "triggers" reflected in these
Tables, the agency will want to consider the data on Hispanic females presented in the remainder of the Tables.
For example, the agency should explore the representation rates for Hispanic females employed in the agency's
major occupations (Tables A4-1 and A4-2), data on the agency's new hires of Hispanic females (Table A8), data
on the agency's selections for internal competitive promotions for major occupations (Table A9), the participation
rate of Hispanic females in career development programs (Table A12), the participation rate of Hispanic females
in awards (Table A13) and data on the separation rates for Hispanic females (Table A14). The agency may wish
to gather more refined data; e.g. the agency may wish to explore whether Hispanic females at the GS-13 level
are separating from the agency at rates higher than would be expected and/or gather data on the performance
ratings of Hispanic females at the GS-13 level.
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32. My agency has pay bands. May I modify the Workforce Data Tables, particularly Tables A/B 4 and 5, to
reflect pay bands instead of GS grades?

In its MD-715 report, an agency may not provide the data required by Tables A/B 4 and 5 solely by modifying the
Tables to use pay bands. Glass ceilings can occur within a pay band, and this method does not allow the agency
to identify the specific pay level where a group may be experiencing barriers. In addition, government-wide data
is reported by use of the GS grades, which remain the most common pay schedule. Agencies must use payroll
data to break down these employees into the equivalent GS-grades for purposes of completing Tables A/B 4 and
5. We suggest that the agency's EEO office, in conjunction with its Human Resource office, determine the
precise metrics for breaking down of the payroll data to ensure consistency throughout the agency. An agency
may, of course, elect to perform additional analyses using pay band data.

33. My agency has several different Wage Grade structures governing different employees and the actual
pay for each grade level differs significantly from structure to structure. How do I fill out a single
Workforce Data Table 5, as it will be difficult to reconcile the data from all the structures into one overall
comparative Table?

An agency may fill out more than one Workforce Data Table in this instance or similar instances where the result
is the provision of more precise and useful information. The agency should indicate the basis for providing the
additional tables.

34. Workforce Data Tables A13 and B13 (Employee Recognition and Awards) require agencies to report
on "Cash Awards - $100-$500" and Cash Awards - $501+." A large percentage of my agency's workforce
received well over $500 in awards, with a substantial number receiving awards between $3,000 and
$5,000, and others received over $5,000. May I modify these Workforce Data Tables to include additional
levels of awards?

Yes. This is another instance where the result is the provision of more precise and useful information.

35. Whom should I contact for further information?

For further information or questions on MD-715, please contact Lori Grant on (202) 663-4616 (voice) or (202)
663-4593 (TTY).
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PREFACE 
 

The United States Equal Employment Opportunity Commission (EEOC or Commission) was 
established by Title VII of the Civil Rights Act of 1964, (Title VII), as amended, with the 
original mission of eradicating discrimination in employment on the bases of race, color, 
religion, sex, and national origin.  Since 1964, EEOC’s role has expanded beyond Title VII.  In 
the federal sector, the agency currently has responsibilities under the following 
nondiscrimination laws as well: 
 
● the Equal Pay Act of 1963 (EPA), as amended, which prohibits employment 

discrimination on the basis of gender in compensation for substantially similar work 
performed under similar conditions; 

● the Age Discrimination in Employment Act of 1967 (ADEA), as amended, which 
prohibits employment discrimination on the basis of age (40 years of age and older); 

● the Rehabilitation Act of 1973 (Rehabilitation Act), as amended, which prohibits 
employment discrimination against federal employees and applicants with disabilities, 
and requires that reasonable accommodations be provided; and 

● the Genetic Information Nondiscrimination Act of 2008 (GINA), which prohibits 
employment discrimination on the basis of genetic information. 

 
EEOC’s Office of Federal Operations (OFO) adjudicates discrimination complaint appeals in 
the federal sector and monitors federal agency compliance with equal employment 
opportunity (EEO) laws and procedures.  OFO also reviews and assesses the effect of federal 
agencies’ compliance with requirements to maintain continuing affirmative employment 
programs to promote equal employment opportunity, and to identify and eliminate barriers to 
equality of employment opportunity. 
 
Equal Employment Opportunity Management Directive 715 (MD-715), issued in October 1, 
2003, established standards for ensuring that agencies develop and maintain model EEO 
programs.  These standards are used to measure and report on the status of the federal 
government’s efforts to become a model employer.  As detailed in MD-715, the six elements 
of a model EEO program are: 
 

! Demonstrated commitment from agency leadership, 
! Integration of EEO into the agency’s strategic mission, 
! Management and program accountability, 
! Proactive prevention of unlawful discrimination, 
! Efficiency, and 
! Responsiveness and legal compliance. 

 
Part I of the report covers the period from October 1, 2011, through September 30, 2012 and 
contains selected measures of agencies’ progress toward achieving the following elements of 
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model EEO programs: the integration of EEO into the agency’s strategic mission, efficiency, 
and responsiveness and legal compliance elements of model EEO programs.1

 
   

Part II of the report, will be published at a later date, and will contain selected measures of 
progress made by agencies in FY 2011 and 2012 toward the demonstrated commitment from 
agency leadership, integration of EEO into the agency’s strategic mission, management and 
program accountability, proactive prevention of unlawful discrimination, and responsiveness 
and legal compliance elements of model EEO programs.2

 

  Working within our mission to 
provide oversight and guidance, EEOC strives to create partnerships within the federal 
community.   

The fiscal year (FY) 2012 Annual Report on the Federal Work Force Part I, submitted to the 
President and Congress, presents a summary of selected EEO program activities of 71 
federal agencies.  The report provides valuable information to all agencies as they strive to 
become model employers.   
 
In preparing this report, EEOC relied on the following: 1) EEO complaint processing data 
submitted and certified as accurate by 357 federal agencies and subcomponents in their FY 
2012 Federal Equal Employment Opportunity Statistical Report of Discrimination Complaints 
(EEO Form 462 reports) - note the Election Assistance Commission (EAC) and the Federal 
Retirement Thrift Investment Board (FRTIB) did not file a FY 2012 EEO Form 462 report; and 
2) hearings and appeals data obtained from EEOC’s internal databases.3

 
 

The Commission would like to extend its thanks to those agencies that timely submitted 
accurate and verifiable EEO complaint processing data.  Agencies are encouraged to submit 
all reports to the Commission in a timely and accurate manner to ensure that the state of EEO 
in the federal work force is reflected correctly. 
 
As in the past, agencies were provided an opportunity to review the draft of this report.  The 
Commission thanks those agencies that responded with useful comments and suggestions.   

                                         
1 All measures under EEOC’s regulations and management directives are equally important, and the inclusion of 
particular measures in this Report does not indicate a higher degree of importance. 

2 Id. 

3  Certain agencies do not provide total work force numbers for national security reasons. 
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EXECUTIVE SUMMARY 

STATE OF EEO COMPLAINT PROCESSING IN THE FEDERAL GOVERNMENT  
 
 In FY 2012, 71% of agencies (with 100 or more employees) required to file a FY 2012 

Form 462 reported compliance with MD-715’s requirement that the EEO Director 
reports directly to the Head of the agency.   

 
 96% of agencies (with 100 or more employees) required to file a FY 2012 Form 462 

reported they provided some of their EEO staff with the required training in FY 2012.   
 
  Pre-complaint EEO counseling and alternative dispute resolution (ADR) programs 

addressed many employee concerns before they resulted in formal EEO complaints.  
Of the 34,521 instances of counseling in FY 2012, 54.2% did not result in a formal 
complaint, due either to settlement by the parties or withdrawal from the EEO process. 

 
  In FY 2012, 15,026 individuals filed 15,837 complaints alleging employment 

discrimination against the federal government.   
 
  The number of complaints filed decreased by 6.7% over the previous year and there 

was a 4.9% decrease in the number of individuals who filed complaints over the same 
period.  In FY 2012, 5.1% of the complaints were filed by individuals who had filed at 
least one other complaint during the year, down from the 6.9% in FY 2011. 

 
  Government-wide, a total of 10,226 investigations were completed in an average of 187 

days in FY 2012.  There were 74.9%, of the investigations (7,660) timely completed, up 
slightly from FY 2011’s 74.7% timely completion rate.  Without the United States Postal 
Service’s (USPS) investigations, the government-wide average was 66.4%, which is an 
increase from the 65.3% timely completion rate in FY 2011. 

 
  Agencies issued 4,118 merit decisions without a decision by an EEOC Administrative 

Judge, and 48.6% were timely issued (2,003), down from 56.5% timely issued in FY 
2011.  Without the USPS’ merit decisions, the government-wide average dropped to 
31.1%. 

 
  EEOC’s hearing receipts decreased from 8,113 in FY 2011 to 7,728 in FY 2012, down 

by 4.7%.  The average processing time for a hearing was 370 days, a 7.2% increase 
from FY 2011's average of 345 days.  

 
  EEOC’s appeal receipts decreased from 5,176 in FY 2011 to 4,350 in FY 2012, down 

by 15.9%.  The average processing time for appeals in FY 2012 was 361 days, a 4.5% 
decrease from the 378 days in FY 2011. 
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  As a result of final agency decisions, settlement agreements, and final agency actions 
fully implementing EEOC Administrative Judges’ decisions, agencies paid monetary 
benefits to EEO complainants totaling $51.4 million in FY 2012, up 18.2% from the 
$43.5 million paid in FY 2011.  An additional $10.8 million was paid out in response to 
appellate decisions, a 17.4% increase from the $9.2 million paid out in FY 2011. 

 
  In FY 2012, EEOC’s training and outreach program reached 2,440 federal employees 

through 95 sessions. 
 
  In FY 2012, EEOC Form 462 reports were timely filed by 92% of the agencies (with 100 

or more employees) that were required to submit an EEOC Form 462 report (90 of 98). 
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I.  SUMMARY OF EEO STATISTICS IN THE  

FEDERAL GOVERNMENT 
 

 
 
 
 
In order to achieve its strategic mission, an agency must integrate equality of 
opportunity into attracting, hiring, developing, and retaining the most qualified work 
force.  The success of an agency’s EEO program ultimately depends upon decisions 
made by individual agency managers.  Therefore, agency managers constitute an 
integral part of the agency’s EEO program.  The EEO office serves as a resource to 
these managers by providing direction, guidance, and monitoring of key activities to 
achieve a diverse workplace free of barriers to equal opportunity. 
 
As part of integrating EEO into the strategic mission, Section II(B) of MD-715 instructs 
agencies to ensure that: (1) the EEO Director has access to the agency head; (2) the 
EEO office coordinates with Human Resources; (3) sufficient resources are allocated to 
the EEO program; (4) the EEO office retains a competent staff; (5) all managers 
receive management training; (6) all managers and employees are involved in 
implementing the EEO program; and (7) all employees are informed of the EEO 
program.  Two aspects of this Section are highlighted below. 
 
1. 
 

71% of Agency EEO Directors Report to Agency Head 

EEOC’s regulations governing agency programs to promote equal employment 
opportunity require each agency to “maintain a continuing affirmative program to 
promote equal opportunity and to identify and eliminate discriminatory practices and 
policies.”  29 C.F.R. §1614.102(a).  To implement its program, each agency must 
designate a Director of Equal Employment Opportunity who shall be under the 
immediate supervision of the agency head.  29 C.F.R. §1614.102(b)(4). 
 
When the EEO Director is under the authority of others within the agency, the agency 
creates a potential conflict of interest where the person to whom the EEO Director 
reports is involved in or would be affected by the actions of the EEO Director.  By 
placing the EEO Director in a direct reporting relationship to the agency head, the 
agency underscores the importance of EEO to the agency’s mission and ensures that 
the EEO Director is able to act with the greatest degree of independence.   
 
 

Section A - Integration of EEO Into Agencies’ Strategic Mission 
I I I I 
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Of the 98 agencies with 100 or more employees that were required to submit an EEOC 
Form 462 report in FY 2012, 71.4% (70) indicated that their EEO Director reports to the 
agency head, down from the 73.6% reported in FY 2011 and up from the 64.9% 
reported in FY 2008.  Figure 1 below shows a five-year trend.  See Appendix III for a 
detailed list of agencies’ status. 
 
 Figure 1 - Percentage of EEO Directors Who Report Directly to the Agency Head 

FY 2008 - FY 2012 
 

 
2. 
 

96% of Agencies Provided Some of Their EEO Staff with Required Training  

Section II(B) of MD-715 requires that agencies attract, develop and retain EEO staff 
with the strategic competencies necessary to accomplish the agency’s EEO mission.  
In order to ensure staff competency within its EEO complaint program, agencies must 
comply with the mandatory training requirements for EEO counselors and investigators 
as set forth in Management Directive 110 for 29 C.F.R. Part 1614, as revised 
November 9, 1999 (MD-110).  Agencies using contract staff to perform these functions 
must also ensure that these requirements are met.   
 
Chapter 2, Section II of MD-110, requires that new EEO counselors receive thirty-two 
hours of EEO counselor training and thereafter eight hours of training each year.  
Likewise, new EEO investigators are required to have thirty-two hours of EEO 
investigator training and thereafter eight hours of training each year as set forth in 
Chapter 6, Section II of MD-110. 
 
Of the 98 agencies with 100 or more employees that were required to file an EEOC 
Form 462 report in FY 2012, 96% ensured that some of their EEO staff received the 
required regulatory training, less than the 97.8% that reported in FY 2011.  See 
Appendix III for a detailed list of agencies’ status.  Agencies ensured or provided 
training for 1,324 new EEO counselors and 433 new EEO investigators.  Agencies also 
ensured or provided the required eight hour annual refresher training to 3,185 EEO 
counselors and 1,732 EEO investigators.  Additionally, agencies reported ensuring or 
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providing 88 EEO counselor/investigators with thirty-two hour training and 327 with 
eight hour training.   
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EEOC’s regulations provide that each agency shall ensure that individual complaints 
are fairly and thoroughly investigated and that final action is taken in a timely manner.  
29 C.F.R. §1614.102(c)(5).  Section II(E) of MD-715 establishes that a model EEO 
program must have an efficient and fair dispute resolution process and effective 
systems for evaluating the impact and effectiveness of its EEO programs.  In this 
regard, Section II(E) recommends that agencies “benchmark against EEOC regulations 
at 29 C.F.R. Part 1614 and other federal agencies of similar size which are ranked in 
EEOC’s Annual Report on the federal sector complaints process.” 
 
1. 

 

Federal A gency EEO Programs:  Complaints Decrease and Processing 
Times Continue to Exceed Regulatory Deadlines 

Agencies process EEO complaints from applicants’ for federal employment and federal 
employees under EEOC’s regulations at 29 C.F.R. Part 1614.  Individuals unable to 
resolve their concerns through counseling can file a complaint with their agency.4  The 
agency will either dismiss5 or accept the complaint.  If the complaint is accepted, the 
agency must conduct an investigation and, in most instances, issue the investigative 
report within 180 days from the date the complaint was filed.6

 
 

After the employee receives the investigative report, s/he may: (1) request a hearing 
before an EEOC Administrative Judge, who issues a decision that the employee or the 
agency may appeal to the OFO; or (2) forgo a hearing and request a final agency 
decision.  An employee who is dissatisfied with a final agency decision or the agency’s 
decision to dismiss the complaint may appeal to OFO.  The complainant or agency may 
also request reconsideration of a decision on the appeal.  At various points in the 
process, the complainant has the right to file a civil action in a federal court. 
 

                                         
4 Matters involving both claims of discrimination and agency actions appealable to the U. S. Merit Systems 
Protection Board follow one of the processes set forth at 29 C.F.R. §1614.302.  

5 There are several reasons an agency may dismiss a complaint, including the complainant’s failure to state a 
claim, untimely contact with an EEO counselor, or that alleges a preliminary step to taking a personnel action is 
discriminatory.  See 29 C.F.R. §1614.107(a). 

6 The 180-day period may be extended by 90 days if both parties agree.  See 29 C.F.R. §1614.108(e).  The 
regulations also extend the 180-day time limit for consolidated and amended complaints to the earlier of 180 days 
from the date of the most recent consolidated or amended complaint, or 360 days from the date of the earliest 
pending complaint.  See 29 C.F.R. § 1614.108(f). 

Section B - Efficiency in the Federal EEO Process 
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As the EEO complaint process has become increasingly more adversarial, and lengthy, 
EEOC has encouraged agencies to promote and expand the use of alternative dispute 
resolution (ADR) as a means of avoiding the formal adjudicatory processes.  Used 
properly, ADR can provide fast and cost-effective results while improving workplace 
communication and morale.7

 
 

a. Pre-Complaint Counselings and Complaints Decrease
 

  

From FY 2011 to FY 2012, the number of completed counselings decreased by 5.8% 
and by almost 11.3% since FY 2008.  Formal complaints decreased by 6.7% from FY 
2011 to FY 2012 and by 5.5% since FY 2008.  Among the 34,521 completed 
counselings, 15,026 individuals filed 15,837 formal complaints in FY 2012.8  The 
number of formal complaints filed represents 45.9% of all pre-complaint counseling 
activities in FY 2012.  As Figure 2 shows, over the past five fiscal years, the number of 
pre-complaint counseling activities decreased from 38,898 in FY 2008 to 34,521 in FY 
2012; and the number of complaints filed by individuals has declined over the past two-
year period.  During the same five-year period, the number of formal complaints filed 
continued to represent less than 50% of all pre-complaint counseling activities.  See 
Figure 2.  Significantly, while the United States Postal Service constituted 21.3% of the 
work force9, it accounted for 38.1% of all EEO counselings, 28.6% of all complaints 
filed, 26.0% of all completed investigations and 29.2% of all complaints closed in FY 
2012.  See Tables B-1, B-9 and B-10 in Appendix IV at http://www.eeoc.gov/. 
 

Figure 2 – Completed Counseling to Formal Complaints Filed/Complainants  
FY 2008 - FY 2012 

 

                                         
7 See Marc Van Nuys, Return on Investment From Use of Alternative Dispute Resolution in Workplace Disputes, 
1-14 (Army ADR Program). 
8 Counseling may be provided via EEO Counselor or ADR Intake Officer. 
9 Work force numbers as reported by the agency in its FY 2012 Form 462 report. 
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Table 1 below shows that among the cabinet/large (15,000 or more employees) 
agencies in FY 2012, the U.S. Postal Service again reported the highest percentage 
(1.9%) of its work force that completed counseling, while the government-wide average 
was 1.1%.  Among the medium sized agencies (1,000 to 14,999 employees), 
Government Printing Office reported the highest percentage (2.8%) of its work force 
completed counseling.  Agencies that had fewer than 25 completed/ended counselings 
were not included in the ranking.  Small and Micro agencies (1-999 employees) 
typically have fewer than 25 completed/ended counselings and, therefore, are not 
ranked.  Table B-1 in Appendix IV lists this information for all agencies and is located at 
http://www.eeoc.gov/. 
 

Table 1 – Agencies with the Highest Counseling Rate in FY 2012 
 

 
Agency 

 
Total Work Force* 

Percentage of Individuals 
Who Completed 

Counseling 

Cabinet or Large (15,000 or more employees)   

U.S. Postal Service 625,701 1.9% 

Department of Veterans Affairs 323,154 1.3% 

Social Security Administration 65,474 1.3% 

Medium Agencies (1,000 to 14,999 employees)   

Government Printing Office 1,879 2.8% 

Broadcasting Board of Governors 1,675 2.7% 

Defense JTF National Capital Region Medical 4,417 1.8% 

* Work force numbers as reported by the agency in its FY 2012 462 report. 
 
As shown in Table 2 below, in FY 2012, among the cabinet/large agencies (15,000 or 
more employees), the Department of Labor reported the highest complainant rate of 
0.8%, while the government-wide average was 0.5%.  Among the medium sized 
agencies (1,000 to 14,999 employees), the Government Printing Office again reported 
the highest complainant rate of 1.2%.  Agencies that had fewer than 25 complaints filed 
were not included in the ranking.  Table B-1 in Appendix IV contains this information for 
all agencies and is located at http://www.eeoc.gov/. 
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Table 2 - Agencies with the Highest Complainant Rate in FY 2012 
 

 
Agency Total Work Force* 

Complainants as % of 
Total Work Force 

Cabinet or Large (15,000 or more employees)   

Department of Labor 16,819 0.77% 

Social Security Administration 65,474 0.69% 

U.S. Postal Service 625,701 0.68% 

Medium Agencies (1,000 to 14,999 employees)   

Government Printing Office 1,879 1.22% 

Defense Commissary Agency 14,382 0.97% 

Equal Employment Opportunity Commission 2,291 0.96% 

* Work force numbers as reported by the agency in its FY 2012 462 report. 
 
b. 

 
Pre-Complaint ADR Usage – Rates Rise in Two Major Categories 

Beginning in FY 2006, ADR offer and participation rates were measured in 
completed/ended counselings at the end of the fiscal year to ensure greater uniformity, 
consistency, and quality in the reporting and utilization of ADR data.  Therefore, 
comparison of FY 2006 through FY 2012 data with prior years’ data is not possible.   
 
In FY 2012, the government-wide offer rate was 85.7% based upon 29,577 ADR offers 
made in 34,522 completed/ended counselings, up from the 78% reported in FY 2011.  
The participation rate was 51.1%, based upon the 17,643 counselings accepted into 
agencies’ ADR programs of the total completed/ended counselings, exceeding the 
48.6% reported in FY 2011. 
 
Thirty-four agencies had 100% offer rates in FY 2012.  The agencies were the 
American Battle Monuments Commission, Broadcasting Board of Governors, Chemical 
Safety and Hazard Investigation Board, Commodity Futures Trading Commission, 
Consumer Product Safety Commission, Defense Army and Air Force Exchange, 
Defense Information Systems Agency, Defense Joint Task Force National Capital 
Region Medical, Defense National Security, Defense Office of Inspector General, 
Defense Technical Information Center, Defense Threat Reduction Agency, Department 
of Housing and Urban Development, Department of Labor, Export-Import Bank of the 
US, Farm Credit Administration, Federal Election Commission, Federal Labor Relations 
Authority, Federal Maritime Commission, Federal Reserve System-Board of Governors, 
Federal Trade Commission, Government Printing Office, International Boundary and 
Water Commission, International Trade Commission, John F. Kennedy Center for the 
Performing Arts, Merit Systems Protection Board, National Credit Union Administration, 
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National Gallery of Art, National Indian Gaming Commission, Nuclear Regulatory 
Commission, Office of Government Ethics, Peace Corps, Pension Benefit Guaranty 
Corporation, and the Smithsonian Institution.  
 

 
The U.S. Postal Service Again Had the Highest ADR Participation Rate  

In FY 2012, the U.S. Postal Service again reported the highest ADR participation rate in 
the pre-complaint process (69.9%) among the cabinet/large agencies, while the 
government-wide average was 51.1%.  Among the medium sized agencies, the 
Smithsonian Institution reported the highest pre-complaint ADR participation rate 
(86.8%).  The government-wide average falls to 39.9% without the U.S. Postal Service.  
See Table 3.  Agencies that had fewer than 25 completed/ended counseling were not 
included in the ranking.  See Tables B-1 and B-4 in Appendix IV for information on all 
agencies, which is located at http://www.eeoc.gov/. 

 
Table 3 - Highest ADR Participation Rate in the Pre-Complaint Process FY 2012 
 

 
Agency 

Total 
Work 

Force* 

Completed/ 
Ended 

Counselings 

Participation 
in ADR 

Participation 
Rate 

 Cabinet or Large (15,000 or more employees)  

U.S. Postal Service 625,701 13,143 9,180 69.85% 

Defense Logistics Agency 25,229 312 191 61.22% 

Department of Veterans’ Affairs 323,154 4,484 2,580 57.54% 

 Medium Agencies (1,000 to 14,999 employees)  

Smithsonian Institution  6,057 38 33 86.84% 

Defense Finance and Accounting Service 11,982 92 55 59.78% 

Defense Commissary Agency 14,382 227 122 53.74% 

* Work force numbers as reported by the agency in its FY 2012 462 report. 
 

c. 
 

Agencies Meet Counseling Deadlines in 92.9% of Cases 

On average in FY 2012, agencies met timeliness requirements for EEO counseling in 
92.9% of all completed/ended counselings, which was a slight increase from 92.8% in 
FY 2011 and from the 91.2% in FY 2008.  Agencies are required to complete 
counseling in 30 days except when there is a 60-day extension due to an ADR election 
or the complainant agrees in writing to an extension. 
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d. 
 

Agencies Pre-Complaint Resolution Rate Up Slightly in FY 2012 

During counseling and ADR in the pre-complaint stage, EEO disputes can be resolved 
by either a settlement or a decision not to file a formal complaint.  In FY 2012, the 
government-wide resolution rate average was 53.4%, up slightly from 53.1% in FY 
2011. 
 

 

The National Archives and Records Administration Holds the Highest Pre-
Complaint Resolution Rate  

In FY 2012, the National Archives and Records Administration, a medium sized 
agency, reported the highest pre-complaint resolution rate (87.9%) among all agencies 
with more than 25 completed/ended counselings.  Among cabinet/large agencies, 
Defense National Guard Bureau reported the highest pre-complaint resolution rate 
(71.7%).  See Table 4.  Agencies that had fewer than 25 completed/ended counselings 
were not included in the ranking.  However, nine agencies, Defense Technical 
Information Center, Farm Credit Administration, Federal Election Commission, Federal 
Trade Commission, International Boundary and Water Commission, National Indian 
Gaming Commission, Office of Government Ethics, Overseas Private Investment 
Corporation and the Postal Regulatory Commission, in this category had 100% 
resolution rates.  Table B-3 in Appendix IV contains this information for all agencies and 
is located at http://www.eeoc.gov/. 
 
 Table 4 – Highest Pre-Complaint Resolution Rates FY 2012 
 

 
Agency 

Total 
Work 

Force* 

Completed 
Counselings 

Total 
Resolved 

Resolution 
Rate 

Cabinet or Large (15,000 or more employees)     

Defense National Guard Bureau 57,511 113 81 71.7% 

Defense Army and Air Force Exchange Service 34,273 336 230 68.5% 

U.S. Postal Service 625,701 13,143 8,602 65.5% 

Medium Agencies (1,000 to 14,999 employees)     

National Archives and Records Administration 3,381 33 29 87.9% 

Federal Reserve System-Board of Governors 2,412 54 42 77.8% 

Broadcasting Board of Governors 1,675 53 41 77.4% 

* Work force numbers as reported by the agency in its FY 2012 462 report. 
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The Defense National Guard Bureau Had the Highest ADR Resolution Rate in FY 
2012 

In FY 2012, the Defense National Guard Bureau reported the highest ADR resolution 
rate in the pre-complaint process (91.5%) among those agencies with 25 or more ADR 
closures, whereas the government-wide average was 63%.  Among the medium sized 
agencies, the Defense Finance and Accounting Service reported the highest pre-
complaint ADR resolution rate (65.5%).  See Table 5.  The government-wide ADR 
resolution rate decreased to 49.7% for FY 2012, when the U.S. Postal Service 
resolution rate (75.2%) is excluded from the government-wide average, which was 
down from the 50.9% in FY 2011.  Agencies that had fewer than 25 ADR closures were 
not included in the ranking.  Table B-5 in Appendix IV contains this information for all 
agencies and is located at 
 

www.eeoc.gov/. 

Table 5 – Highest Pre-Complaint ADR Resolution Rates FY 2012 
 

 
Agency 

Total 
Work 

Force* 

 
ADR 

Closures 

 
ADR  

Resolutions 

ADR 
Resolution 

Rate 

Cabinet or Large (15,000 or more employees)     

Defense National Guard Bureau 57,511 47 43 91.5% 

U.S. Postal Service 625,701 9,180 6,905 75.2% 

Defense Logistics Agency 25,229 191 138 72.3% 

Medium Agencies (1,000 to 14,999 employees)     

Defense Finance and Accounting Service 11,982 55 36 65.5% 

Defense Contact Management Agency 10,452 36 19 52.8% 

General Services Administration 12,416 66 27 40.9% 

* Work force numbers as reported by the agency in its FY 2012 462 report. 
 
e. 

 
Average Monetary Benefits in Pre-Complaint Phase Declined 

Monetary benefit amounts awarded in settlements during the pre-complaint phase, 
shown in Table 6, declined in FY 2012 from the FY 2008 amounts while the number of 
settlements with monetary benefits increased in FY 2012.  The data showed a 
decrease in the average amount of monetary benefits from $4,853 in FY 2011 to 
$4,652 in FY 2012. 
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Table 6 – Monetary Benefits Awarded In Settlements During the Pre-Complaint 
Stage of the EEO Process FY 2008 – FY 2012 

 
 
 

FY 

 
 
Completed 
Counselings 
 

 
 

Total 
Resolutions 

      #           % 

 
 

Total 
Settlements 

     #          % 

Total 
Settlements 

with 
Monetary 
Benefits 

     #             
% 

 
Settlement 
Monetary 
Benefits 

Average 
Award per 
Resolution 
with 
Monetary 
Benefits 

2008 38,898 21,431 55.1 7,573 19.5 659 8.7 $4,027,772 $6,112 
2009 39,038 21,666 55.5 6,735 17.3 703 10.4 $3,715,972 $5,286 
2010 40,563 22,094 54.5 6,332 15.6 577 9.1 $3,148,563 $5,457 
2011 36,642 19,460 53.1 5,799 15.8 627 10.8 $3,042,646 $4,853 
2012 34,521 18,449 53.4 5,353 15.5 740 13.8 $3,442,719 $4,652 

 
f. 

         
The Most Frequently Alleged Basis and Issue Remain Unchanged 

Of the 15,837 complaints filed in FY 2012, the basis most frequently alleged was 
reprisal/retaliation (7,457) and the issue most frequently alleged was non-sexual 
harassment (5,991).  As shown in Tables 7 and 8, this has remained unchanged for the 
past five fiscal years.  FY 2012 also saw a continuance of a five-year trend in 
complaints alleging both reprisal and age discrimination.  Also in FY 2012, the number 
of complaints filed with allegations of race (Black/African American) once again 
exceeded those complaints filed with allegations of disability (physical). 
 
An agency may not take an adverse action or otherwise “retaliate” against applicants or 
employees because they engaged in a protected activity.  See EEOC’s Facts About 
Retaliation for examples of adverse actions, protected activities and other guidance on 
retaliation. 

 
Table 7 – Top 3 Bases in Complaint Allegations Filed for FY 2008 – FY 2012 

 
Basis FY 2008 FY 2009 FY 2010 FY 2011 FY 2012 

Reprisal/Retaliation 7,489 7,510 7,712 7,553 7,457 

Age 4,977 5,058 5,314 5,105 4,915 

Race – Black/African American 4,299  4,232 4,389 4,042 

Disability (Physical)  4,006    

 
In FY 2012, allegations of race discrimination were made in 37.5% of all complaints, 
equal to the 37.5% of all complaints filed in FY 2011.  In FY 2012, there was a 5.5% 
decrease in the number of complaints filed since FY 2008, and the percentage of 
complaints alleging discrimination based on race also decreased by 5.3%.  During that 
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same period, the percentage of complaints filed alleging discrimination based on color 
increased 11.6%, from 1,653 in FY 2008 to 1,844 in FY 2012.10

 
 

Table 8 – Top 3 Issues in Complaint Allegations Filed for FY 2008 – FY 2012 
 

Issue FY 2008 FY 2009 FY 2010 FY 2011 FY 2012 

Harassment – Non-Sexual 4,999 5,599 5,907 5,863 5,991 

Promotion/Non-Selection 2,882 2,574 2,530 2,683 2,250 

Terms/Conditions 2,142 2,592 2,546 2,492 2,506 

 
In April 2006, EEOC issued Section 15 of the new Compliance Manual on “Race and 
Color Discrimination.”  It includes numerous examples and guidance in proactive 
prevention and “best practices.”  This Manual Section is located at Compliance Manual 
Section 15: Race and Color Discrimination.   
 

g. 

 

The Number of Timely Investigations Falls and Agencies Continue to 
Exceed Time Limits for Issuing Final Agency Decisions 

 
Investigations 

Investigations into claims of discrimination are a key component of the formal EEO 
complaint process.  Delays may impede the primary goal of gathering sufficient 
evidence to permit a determination as to whether discrimination occurred.  EEOC 
regulation 29 C.F.R. §1614.106(e)(2) requires agencies to conduct an investigation and 
issue a report to the complainant within 180 days of the filing of a complaint unless: 1) 
the parties agreed to an extension of no more than 90 days (may not exceed 270 
days); or 2) the complaint was amended or consolidated, which can add another 180 
days to the period but may not exceed a total of 360 days. 
 
In FY 2012, agencies timely completed investigations 74.9% of the time, up from 74.7% 
in FY 2011 (including written agreements to extend the investigation and consolidated 
or amended complaints).  When the U.S. Postal Service is not included, the percentage 
of timely completed investigations also increased to 66.4% government-wide from the 
65.3% timely completed in FY 2011.  Agencies’ average time to complete investigations 
increased from 183 days in FY 2011 to 187 days in FY 2012, leaving the FY 2007 
reported average of 176 days as the best time for the previous twenty years.11

 

  See 
Figure 3 below. 

                                         
10 Complaints may contain multiple bases and issues. 
11 In 1993, agencies reported an average of 171 days to complete investigations. 
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Figure 3 – Average Processing Days for Investigations for FY 2008 – FY 2012 
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Of those investigations required to be completed within the 180-day time limit, agency 
in-house investigators averaged 220 days to complete the investigation in FY 2012, 
while contract investigators averaged 170 days.  Several years ago, in a review of the 
investigatory practices of selected agencies, EEOC identified several reasons for 
untimely investigations: poorly staffed EEO offices, unnecessary and time-consuming 
procedures,12

Federal Sector Investigations – Time and 
Cost

 delays in obtaining affidavits, and inadequate tracking and monitoring 
systems.  For more information, see EEOC’s 

, issued June 2004 and Attaining a Model Agency Program: Efficiency. 
 
Four Agencies Timely Completed 100% of Investigations13

 
 

Among the agencies which completed 25 or more investigations in FY 2012, the 
Department of Education, Federal Deposit Insurance Corporation, Office of Personnel 
Management and the Tennessee Valley Authority all timely completed 100% of their 
investigations.  See Table 9 below.  Among cabinet or large agencies, the US Postal 
Service timely completed 99.0% of its 2,660 investigations in FY 2012.  Agencies that 
had completed fewer than 25 investigations were not included in the ranking.  Table B-
9 in Appendix IV contains this information for all agencies and is located at 
http://www.eeoc.gov/. 

                                         
12 To include lengthy approval of investigative plans, or cumbersome procurement processes. 
13 An additional 21 agencies which completed less than 25 investigations, timely completed 100% of their 
investigations. 

• n • • • I 
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Table 9 – Highest Percentage of Timely Completed Investigations for FY 2012  
 

 
Agencies 

Total 
Work 
Force 

# Completed 
Investigations 

# Timely 
Completed % Timely 

Cabinet or Large (15,000 or more employees)     

U.S. Postal Service 625,701 2,660 2,636 99.1% 

Department of Transportation 57,187 216 214 99.0% 

Department of Labor 16,819 85 83 97.6% 

Medium Agencies (1,000 to 14,999 employees)     

Department of Education 4,373 26 26 100% 

Federal Deposit Insurance Corporation 7,846 29 29 100% 

Office of Personnel Management 5,843 25 25 100% 

 
In FY 2012, the government-wide average cost for contracting out complaint 
investigations was calculated at $2,811.07, a 5.3% decrease from the FY 2011 average 
cost of $2,968.99.  Likewise, the FY 2012 average cost of agency (in-house) 
investigations ($7,156.72) decreased 8.1% from the FY 2011 average cost of 
$7,789.23.  Average costs to contract out investigations in FY 2012 were approximately 
60.7% less than the average costs of agency (in-house) investigations, which represent 
a decrease from 61.9% in FY 2011.  
 

 
Final Agency Actions 

EEOC regulations require an agency to take a final action on each formal complaint 
filed.  Table 10 below provides a breakdown, with processing times, for all final agency 
actions.  Agencies may issue a decision dismissing a complaint on procedural grounds 
such as untimely EEO counselor contact or failure to state a claim.  In FY 2012, the 
government-wide average processing time for issuing a decision dismissing a 
complaint on procedural grounds was 92.5 days, an increase from FY 2011’s 72.7 days 
but less than FY 2010’s 100.2 day average processing times.  EEOC maintains that, in 
general, acceptance letters/dismissal decisions should be issued well in advance of the 
180 day time limit for completing an investigation, and has suggested a more practical 
time would be within 60 days of the filing of the formal complaint. 
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Table 10 – EEO Complaint Closures by Type with Government-Wide Average 
Processing Times in Days (APD) in FY 2008 – FY 2012 

 

FY 

 Complaint 
Closures 

Merit Final 
Agency Actions 

With AJ 
Decisions 

Merit Final Agency Decisions 
Without 

AJ Decisions 

Procedural 
Dismissals 

With & Without 
AJ Decisions 

 
Settlements 

 
Withdrawals 

 Total APD Total 
APD from 

Comp. 
Filed 

Total APD 
APD from 

Date 
Required 

% Timely Total APD Total APD Total APD 

2008 16,654 336 2,962 589 4,576 420 126 63.5% 4,298 88 3,249 371 1,569 219 

2009 16,134 344 2,755 621 4,150 451 175 54.8% 4,370 83 3,394 378 1,465 222 

2010 17,124 361 2,771 685 4,282 481 201 51.5% 5,091 100 3,623 388 1,357 220 

2011 17,436 346 2,998 673 4,428 429 128 56.5% 4,853 73 3,785 382 1,372 234 

2012 15,706 388 2,640 713 4,118 462 144 48.6% 3,515 92 4,076 409 1,357 232 

 
An agency may also issue a decision after an investigation, either finding discrimination 
or finding no discrimination.  In FY 2012, agencies timely issued 48.6% of their final 
agency merit decisions, a decrease from the 56.5% timely completed in FY 2011.  
Commission regulations require agencies to issue final decisions within 60 days of a 
complainant’s request for such a decision or Administrative Judge’s remand for a final 
agency decision.  In addition, regulations require agencies to issue a final agency 
decision within 90 days after completion of an investigation if the complainant has not 
requested either a final decision or an EEOC hearing.  In FY 2012, agencies issued 
merit final agency decisions without an Administrative Judge’s decision in an average 
of 144 days, up from 128 days in FY 2011. 
 

 

The Department of the Navy Issued the Highest Percentage of Timely Merit 
Decisions Without an Administrative Judge Decision 

In FY 2012, the Department of the Navy reported it had issued 100% of its merit 
decisions without an EEOC Administrative Judge decision in a timely manner.  The FY 
2012 government-wide average for timely issued merit decision percentage was 48.6% 
with the U.S. Postal Service and dropped to 31.1% without the U.S. Postal Service.  
See Table 11 below.14  Agencies that issued fewer than 25 merit decisions without a 
hearing were not included in the ranking.  For information on all agencies, see Table B-
14 in Appendix IV located at http://www.eeoc.gov/. 
 
 
 
 

                                         
14 We note that twenty other agencies issued 100.0% of their merit decisions in a timely fashion but issued fewer 
than 25 total merit decisions. 
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Table 11 – Agencies with the Highest Percentage of Timely Issued Merit 
Decisions (Without an Administrative Judge Decision) in FY 2012 

 
Agencies 

Total 
Work Force #                Timely                 % 

Merit Decisions without an AJ Decision 

Cabinet or Large (15,000 or more employees)     

Department of the Navy 245,574 117 117 100% 

U.S. Postal Service 625,701 1,088 1,062 97.6% 

Department of the Treasury 115,292 123 108 87.8% 

Medium Agencies (1,000 to 14,999 
employees)     

Defense Commissary Agency 14,382 27 26 96.3% 

Department of Labor 16,819 44 38 86.4% 

 
Finally, when an EEOC Administrative Judge has issued a decision, the agency must 
issue a final order either implementing the Administrative Judge’s decision or not 
implementing the decision and simultaneously appealing to EEOC.  In FY 2012, 
agencies issued 2,708 final orders implementing and 35 orders not implementing the 
Administrative Judges’ procedural and merit decisions.  Commission regulations 
require agencies to issue an order within 40 calendar days of receiving the 
Administrative Judge’s decision or the decision becomes the agency’s final decision.  In 
FY 2012, agencies issued orders on Administrative Judge merit decisions in an 
average of 713 days after the complaint was filed, an increase from 674 days in FY 
2011 and from the 590 days in FY 2008. 

 
h. 

 

Percentage of Findings of Discrimination and Average Monetary 
Benefits Decrease 

In FY 2012, the percentage of findings of discrimination increased to 3.1% from the 
2.9% in FY 2011.  Table 12, however, shows that the total number of merit decisions 
decreased while the number of settlements increased in FY 2012. 
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Table 12 – Amounts Awarded in Resolution of Formal  
EEO Complaints Before Appeals FY 2008 – FY 2012 

 
 

Total Complaint 
Closures 

Findings of 
Discrimination 

 

Settlements 
 

Monetary Benefits 

FY # Total Merit 
Decisions # 

% of 
Merits 

Decisions 
# 

% of 
Total 

Closures 

# Total 
Complaint 
Closures 

with 
Benefits 

% of Total 
Complaint 
Closures 

with 
Benefits 

Total 
(in 

millions) 
Per 

Capita 

2008 16,654 7,538 191 2.5% 3,249 19.5% 3,383 20.3% $41.2 $12,193 

2009 16,134 6,905 206 3.0% 3,394 21.0% 3,555 22.0% $41.7 $11,734 

2010 17,124 7,053 233 3.3% 3,623 21.2% 3,803 22.2% $46.9 $12,335 

2011 17,436 7,426 212 2.9% 3,785 21.7% 3,953 22.7% $43.5 $11,000 

2012 15,706 6,758 214 3.1% 4,076 25.9% 4,257 27.1% $51.4 $12,084 

 
Average monetary benefits awarded in resolution of formal EEO complaints increased 
by 9.9% between FY 2011 and FY 2012, but decreased by 0.9% since FY 2008.  Table 
12 above shows the total monetary benefits awarded during the formal complaint 
process for the past five fiscal years, while Figure 4 below indicates the portion of these 
benefits awarded for compensatory damages, attorney’s fees and lump sum payments, 
respectively.   

 
Figure 4 – Monetary Benefits Awarded in the Formal Complaint Stage  

FY 2008 – FY 2012 
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i. 
 

Affirmation Rate of Final Agency Decisions on Appeal Fell 

As demonstrated by Table 13 below, 63.9% of final agency decisions (FADs), excluding 
those in which an Administrative Judge issued a decision, were affirmed on appeal in 
FY 2012.  This represents a 10.5% decrease from the FY 2011 affirmation rate and a 
13.5% decrease from the FY 2008 affirmation rate. 
 

Table 13 – Affirmation Rate of Final Agency Decisions on Appeal  
FY 2008 – FY2012  

 

Fiscal Year FADs Decided  
on Appeal 

FADs Affirmed  
on Appeal 

Percentage of 
FADs Affirmed  

on Appeal 
FY 2008 2,473 1,828 73.9% 
FY 2009 2,184 1,556 71.2% 
FY 2010 2,543 1,759 69.2% 
FY 2011 2,274 1,624 71.4% 
FY 2012 2,471 1,578 63.9% 

 Some of the totals have been corrected from totals reported in previous Annual Reports. 
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2. EEOC Hearings and Appeals: Processing Times Increase for Hearings and  

 
Appeals 

By federal regulation, EEOC becomes involved in the handling of an EEO complaint 
from an applicant for federal employment or a federal employee after the case initially 
has been processed by the employing agency and a hearing has been requested 
before an EEOC Administrative Judge or an appeal from a final agency action has 
been filed. 
 
If a complainant requests a hearing, an EEOC Administrative Judge may oversee 
discovery between the parties and hold a hearing or issue a decision on the record.  If a 
hearing is held, the Administrative Judge will hear the testimony of witnesses, review 
relevant evidence, and make findings of fact and conclusions of law in a decision 
issued to the parties.  In appropriate cases, an Administrative Judge may, in lieu of 
holding a hearing, procedurally dismiss a case or issue a decision by summary 
judgment. 
 
EEOC is also responsible for adjudicating appeals from final actions issued by federal 
agencies on complaints of employment discrimination.  These final actions may involve 
an agency’s decision to dismiss procedurally a complaint, a final decision on the merits 
of a complaint when the complainant has not requested a hearing, or a decision on 
whether or not to implement fully the decision of an EEOC Administrative Judge.  Once 
appellate decisions are issued, EEOC monitors agency compliance with all orders and 
takes appropriate action to enforce them.  EEOC’s adjudicatory responsibilities also 
include resolving allegations of a breach of a settlement agreement involving a federal 
sector EEO complaint, as well as deciding petitions for review of decisions made by the 
Merit Systems Protection Board involving claims of discrimination and petitions for 
review of final grievance decisions when claims of discrimination are permitted to be 
raised in the grievance procedure.   
 
In addition to, and equally important to its adjudicatory role, is EEOC’s engagement in 
assisting federal agencies in the proactive prevention of discrimination.  EEOC’s Office 
of Federal Operations (OFO) provides outreach, technical assistance, and oversight to 
federal agencies, which includes conducting program reviews throughout the federal 
government to evaluate agencies’ efforts to develop and maintain model EEO 
programs.  OFO also monitors and evaluates agencies’ activities to identify and correct 
barriers to equal opportunity, reasonable accommodation procedures for individuals 
with disabilities, and ADR programs.  OFO also gathers and analyzes data provided by 
federal agencies on employment trends and EEO complaint processing; issues periodic 
reports which are publicly available; and works with individual agencies to identify both 
positive and negative trends in their EEO programs.  In addition, through EEOC’s 
Revolving Fund, OFO develops training and with staff from various EEOC offices 
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throughout the country, delivers these courses to federal agencies and other interested 
parties on a wide variety of federal-sector EEO topics.   
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a. HEARINGS
 

  

i. 
 

Hearings Inventory Continues to Rise 

The year-end hearings inventory grew from 8,036 in FY 2011 to 8,146 in FY 2012, 
which represents an increase of 1.4%.  Since FY 2008, the hearings inventory has 
increased 25.6%.  
 

Figure 5 – Hearings Inventory FY 2008 – FY 2012 

 
ii.  

 
Hearing Requests Decrease 

Hearing requests decreased by 4.7% from 8,113 in FY 2011 to 7,728 in FY 2012, and 
decreased by 3.8% since FY 2008.  For comparison purposes, the 7,728 hearings 
requested comprised 48.8% of the total complaints filed in FY 2012.  
 
Figure 6 – Comparison of Requests for EEOC Hearings to Complaints Filed 

FY 2008 – FY 2012 
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iii. 
 

Hearing Closures  

During FY 2012, EEOC’s Hearings Program resolved 7,538 cases (including 28 class 
actions), which represents a 1.7% decrease from the 7,672 cases resolved in FY 2011 
and a 5.6% increase from the 7,138 cases closed in FY 2008.  Excluding the class 
actions, the 7,510 individual cases in FY 2012 were closed in the following manner: 
9.6% were by decision following a hearing; 28.1% were by decisions on the record; 
31.2% were closed by settlements; 12.3% were by procedural dismissal; and 18.9% 
were withdrawals.  See Table 14 for a comparison of FY 2008 – FY 2012. 
 

Table 14 – Hearings Program Individual Case Closures: FY 2008 – FY 2012 
 

 
Closure Type 

FY 2008 FY 2009 FY 2010 FY 2011 FY 2012 
# % # % # % # % # % 

Decisions Following a Hearing 867 12.2 822 12.2 806 11.2 817 10.7 718 9.6 
Decisions On the Record 1,958 27.7 1,919 28.6 2,102 29.3 2,108 27.6 2,108 28.1 
Settlements 1,803 25.5 1,892 28.2 2,120 29.6 2,321 30.4 2,340 31.2 
Procedural Dismissals 1,042 14.7 859 12.8 924 12.9 1,057 13.8 925 12.3 
Withdrawals 1,408 19.9 1,220 18.2 1,217 16.9 1,339 17.5 1,419 18.9 
Total Individual Case Closures 7,078  6,712  7,169  7,642  7,510  

 
iv. 

 
Average Processing Time for Hearings  

The average processing time for hearing closures increased from 345 days in FY 2011 
to 370 days in FY 2012, and also represents an increase from the 262 days in FY 2008.  
The average age of the pending inventory increased to 395 days in FY 2012 from 383 
days in FY 2011, and also exceeded the 332 days in FY 2008. 

 
Figure 7 - Average Processing Days for Hearings 

FY 2008 - FY 2012 
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v. 
 

Agencies Challenge Findings of Discrimination 

In FY 2012, EEOC Administrative Judges issued 148 decisions finding discrimination, 
which was 5.2% of all decisions on the merits of complaints.  In comparison to the 164 
decisions finding discrimination that Administrative Judges issued in FY 2011, the 148 
decisions in FY 2012 represents a 9.8% decrease.  Agencies may either fully 
implement the Administrative Judge’s decision or not fully implement and 
simultaneously appeal the Administrative Judge's decision to the OFO.  In FY 2012, 
agencies appealed only 1.3% of all Administrative Judge decisions.  However, they 
appealed 20.0% of the cases where an Administrative Judge found discrimination.  

 
Table 15 - Agency Actions on Administrative Judge Decisions FY 2008 - FY 2012 

 
 
 

FY 

Finding Discrimination15 Finding No Discrimination Totals 

Implemented 
#            % 

Appealed 
#               % 

Implemented 
#                % 

Appealed 
#           % 

Implemented 
#            % 

Appealed 
#          % 

2008 107 65.2% 57 34.8% 2,794 99.9% 4 0.1% 2,901 97.9% 61 2.1% 

2009 103 69.6% 45 30.4% 2,606 99.9% 1 0.04% 2,709 98.3% 46 1.7% 

2010 119 69.2% 53 30.8% 2,596 99.9% 3 0.12% 2,715 98.0% 56 2.0% 

2011 116 72.5% 44 27.5% 2,833 94.7% 5 0.18% 2,954 98.5% 49 1.6% 

2012 124 80.0% 31 20.0% 2,481 99.8% 4 0.16% 2,605 98.7% 35 1.3% 

 
vi. 

 
Monetary Benefits Decrease at Hearings 

In FY 2012, Administrative Judges’ decisions and settlements at the hearings stage 
awarded $61.8 million in benefits, as compared to the $58 million in FY 2011 and the 
$104.7 million awarded in FY 2008.  Note that benefits awarded by decisions of 
Administrative Judges at the hearings stage are preliminary, pending a decision on 
implementation by the agency or on appeal. 

                                         
15 These numbers do not parallel Administrative Judge findings of discrimination because agencies may not take 
final action in the same fiscal year as the decision was issued.  Also, agencies may settle a complaint where the 
Administrative Judge has found discrimination. 
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Figure 8 - Monetary Benefits Awarded from Hearings (In Millions of Dollars)  
FY 2008 - FY 2012  

 

    The total FY 2008 award included a large class action complaint settlement. 

 
vii.  

 
Affirmation Rate of AJ Decisions on Appeal Drops Slightly 

As demonstrated by the table below, 89.3% of Administrative Judges’ decisions were 
affirmed on appeal in FY 2012.16

 

  The number of appealed Administrative Judges’ 
decisions decreased 35.4% over the five year period between FY 2008 to FY 2012; the 
affirmation rate also fell by 38.8% during this time period. 

Table 16 – Affirmation Rate of AJ Decisions on Appeal  
FY 2008 - FY 2012 

 

Fiscal 
Year 

AJ Decisions  
Appealed 

AJ Decisions Affirmed on 
Appeal 

% of AJ Decisions Affirmed on 
Appeal 

Total 
Appeal 

By 
Agency17 

Appeal By 
Appellant Total 

Appeal 
By 

Agency 
Appeal By 
Appellant Total 

Appeal 
By 

Agency 
Appeal By 
Appellant 

2008 1,284 81 1,203 1,211 64 1,147 94.3% 79.0% 94.7% 
2009 972 50 922 928 38 890 95.5% 76.0% 96.5% 
2010 972 55 917 916 47 869 94.2% 85.5% 94.7% 
2011 1,065 39 1,026 989 34 955 92.9% 87.2% 93.1% 
2012 830 46 784 741 33 708 89.3% 71.7% 90.3% 

 

                                         
16 Administrative Judge’s decisions reported here do not include Petitions for Enforcement or procedural cases. 
 
17 “Appeal By Agency” occurs when the agency does not fully implement the Administrative Judge’s decision. 
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b. APPEALS
 

  

i. 
 

Appeals Inventory Increases 

OFO’s appellate inventory, at the close of FY 2012 rose to 4,422, which represents a 
1.9% increase from the 4,337 case inventory at the close of FY 2011 and a 35% 
increase from the 3,275 case inventory at the close of FY 2008. 

 
Figure 9 - Appellate Inventory FY 2008 - FY 2012 

 

 
ii. 

 
Appeal Receipts On the Decline 

OFO received 4,350 appeals in FY 2012, representing a 15.9% decrease from the 
5,176 appeals filed in FY 2011.  FY 2012 appeal receipts represented a 14.4% 
decrease from the 5,082 appeals received in FY 2008.  In FY 2012, 27.7% of closed 
complaints were appealed, which was less than the 30.5% in FY 2008. 
 

Figure 10 – Comparison of Appeals Receipts to Complaint Closures 
FY 2008 - FY 2012 
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iii. 
 

Appeal Closures Down 

OFO closed a total of 4,265 appellate cases in FY 2012, slightly fewer than the 4,510 
appellate cases closed in FY 2011.  Of the FY 2012 closed cases, 2,830 (66.4%) 
alleged violations of Title VII; 1,077 (25.3%) involved the Rehabilitation Act; 1,052 
(24.7%) alleged violations of the ADEA; and 17 (0.4%) involved the Equal Pay Act of 
1963.  In FY 2011, OFO closed a total of 4,510 appellate cases, of which 2,793 were 
Title VII cases (61.9%); 1,212 involved the Rehabilitation Act (26.9%); 1,084 alleged 
violations of the ADEA (24.0%); and 16 involved the Equal Pay Act of 1963 (0.4%).18

 

  
See Figure 11 for the appeal closures from FY 2008 to FY 2012. 

Figure 11 - Appeal Closures FY 2008 - FY 2012 
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Table 17 below provides a breakdown by appeal type of all FY 2012 appellate receipts 
and closures. 

Table 17 - Types of Receipts and Appeals FY 2012 
 

Types of Appeals Receipts Closures 
# % of Total # % of Total 

Total 4,350  4,265  
Initial Appeals from Complainants 3,577 82.2 3,613 84.7 
Initial Appeals from Agencies 41 0.9 52 1.2 
Petitions to Review MSPB Decisions  69 1.6 52 1.2 
Appeals from a Grievance/Arbitration of FLRA Decisions 7 0.2 10 0.2 
Petitions for Enforcement 13 0.3 10 0.2 
Requests for Reconsiderations 643 14.8 528 12.4 
 

                                         
18 The number and percentage of resolutions by statute is greater than the number of cases closed, because one 
or more statutory bases may be alleged in each appeal. 
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In FY 2012, OFO closed 1,735 appeals addressing the merits of the underlying 
discrimination claims, and made a total of 109 findings of discrimination, which 
represents 6.3% of the total.  By comparison, in FY 2011, OFO closed 1,960 appeals 
addressing the merits of the underlying discrimination claims, and made a total of 87 
findings of discrimination, which represented 4.4% of the total.  In FY 2012, OFO 
reversed 31.5% of the 2,209 appeals of procedural dismissals. 
 

iv. 
 

Average Processing Time of Appeal Closures  

The average processing time for appeal closures fell to 361 days in FY 2012, 
representing a 4.5% decrease from 378 days in FY 2011 and a 29.9% increase from 
278 days in FY 2008. 
 
OFO resolved 2,258 (52.9%) of the 4,265 appeals closed in FY 2012 within 180 days.  
The average age of the pending inventory at the end of FY 2012 was 318 days, a 
11.9% increase from the 284 day average age at the end of FY 2011 and a 7.1% 
increase from the 297 day average age of the open inventory at the end of FY 2008. 

 
Figure 12 - Average Processing Days on Appeal 

FY 2008 - FY 2012  
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*During FY 2011 OFO closed substantially more aged appeals than in recent fiscal years, resulting 
in the increase to average processing time and a corresponding decrease in the average age of 
the pending inventory.   

 
v. 

 
Three Most Prevalent Bases and Issues on Appeal 

Since FY 2007, reprisal has been the top basis of discrimination alleged in closed 
appeals.  In FY 2012, sex was the second most alleged basis, with race as the third 
most prevalent basis of discrimination alleged in closed appeals.  Harassment, 

D • 
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promotion, and removal were the three most prevalent issues of discrimination alleged 
in closed appeals.  

 
vi. 

 
$10.9 Million Awarded on Appeal 

In FY 2012, the $10.9 million in monetary benefits awarded in compliance with 
appellate decisions (including settlement agreements resolving appeals) increased by 
18.5% from the $9.2 million awarded in FY 2011 and a  11.4% decrease from the $12.3 
million awarded in FY 2008.  

 
Figure 13 - Monetary Benefits Awarded from Appeals19

FY 2008 - FY 2012 (In Millions of Dollars) 
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vii. 
 

Training and Outreach Conducted By EEOC 

In FY 2012, EEOC staff members informed a large number of federal employees of 
their rights and responsibilities under the EEO process, affirmative employment 
programs, and laws that the Commission enforces.  EEOC’s proactive prevention 
activities targeted multiple agencies, and provided agency managers and supervisors 
with a better understanding of how to prevent employment discrimination within their 
workplace.  OFO staff members, as well as staff from various EEOC offices throughout 
the country provided these training sessions.  
 
Specifically, staff members conducted 95 training sessions reaching 2,440 federal 
employees, including 154 new EEO counselors, 150 new EEO investigators, and 249 
EEO professionals in affirmative employment programs.   

                                         
19 It should be noted that Hearings Benefits should not be added to Appeals Benefits for a grand total, as 
Hearings Benefits are only preliminary. 
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In an ongoing effort to provide the federal sector EEO community and stakeholders with 
timely and accurate information, OFO staff members responded to more than 8,168 
calls concerning the federal sector EEO complaint process.   
 
The Commission’s training and outreach information can be found at 
http://www.eeoc.gov/federal/training/index.cfm. 
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The sixth MD-715 element, “Responsiveness and Legal Compliance,” encompasses 
agencies’ timely filing of required reports with EEOC and timely compliance with 
EEOC’s issued orders.   

 
1. 
 

92% of Submitted EEOC Form 462 Reports Were Timely 

EEOC regulation 29 C.F.R. § 1614.602(a) requires agencies to report to the EEOC 
information concerning pre-complaint counseling, ADR, and the status, processing, and 
disposition of complaints at such times and in such manner as the Commission 
prescribes.   
 
The requirement to file an EEOC Form 462 Report applies to all federal agencies and 
departments covered by 29 C.F.R. Part 1614, as defined in 29 C.F.R. § 1614.103(b).  
This includes Executive agencies as defined in 5 U.S.C. 105, military departments as 
defined in 5 U.S.C. 102, the Government Printing Office, the Postal Regulatory 
Commission, the Smithsonian Institution, the Tennessee Valley Authority, the United 
States Postal Service, and those units of the judicial branch of the federal government 
having positions in the competitive service.  All covered agencies must file Form 462 
Reports with the Commission.  EEOC Form 462 Reports are due on or before October 
31st of each year.  
 
In FY 2012, 90 or 91.8% of the 98 agencies (with 100 or more employees) timely 
submitted the EEOC Form 462 Report, up from the 90.1% timely submitted in FY 2011.  
In FY 2008 EEOC made the report submission paperless for agencies by assigning a 
unique personal identification number (PIN) to agency EEO Directors for use as their 
signatures.  The PIN needed to be entered on the secure web site by the November 5nd 
deadline to be considered timely.20  See Appendix III for the list of agencies’ FY 2012 
report submission times. 
 
 

                                         
20 The deadline set by the Commission is October 31st, however due to severe weather the deadline was 
extended to November 5th, 2012. 

Section C - Responsiveness and Legal Compliance 
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II.  PROFILES FOR SELECTED FEDERAL AGENCIES 

  
What follows are individual profiles of federal agencies with a total work force of 500 or 
more employees.  These profiles of selected indicators were created from data 
submitted by agencies in annual EEOC Form 462 reports.   
 
The profiles contain a number of measures related to the agencies' EEO complaint 
activities, including the number of complaints filed, complainants, closed complaints, 
merit decisions, findings of discrimination, and settlements.  Also included are 
timeliness measures for various stages of EEO complaint processing and some of the 
costs associated with the process.  EEOC relies on each agency to provide accurate 
and reliable data for its complaint processing program.  Although the EEOC reviews 
and analyzes the data submitted, each agency remains ultimately responsible for the 
accuracy of its own data.  
 
Finally, each profile offers data concerning an agency’s success in implementing ADR 
activities at the pre-complaint and formal complaint stages of the discrimination 
complaint process.  EEOC is firmly committed to using ADR to resolve workplace 
disputes.  Used properly and in appropriate circumstances, ADR can provide faster and 
less expensive results while at the same time improving workplace communication and 
morale. 
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List of Agencies Included in the Agency Profile Section 

In addition to the government-wide profile, the following agencies have profiles listed alphabetically in this part: 
  
Government-Wide (II-3) 
Agency for International Development (II-4) 
Agriculture, Department of (II-5) 
Air Force, Department of the (II-6) 
Army, Department of the (II-7) 
Army and Air Force Exchange Service (II-8) 
Broadcasting Board of Governors (II-9) 
Commerce, Department of (II-10) 
Commodity Futures Trading Commission (ll-11) 
Consumer Financial Protection Bureau (ll- 12) 
Consumer Product Safety Commission (ll-13) 
Corporation for National & Community Service (II-14) 
Court Services and Offender Supervision Agency (II-15) 
Defense Commissary Agency (II-16) 
Defense Contract Audit Agency (II-17) 
Defense Contract Management Agency (II-18) 
Defense Education Activity, Department of (II-19) 
Defense Finance and Accounting Service (II-20) 
Defense Human Resources Activity (II-21) 
Defense Information Systems Agency (II-22) 
Defense Inspector General, Office of the (II-23) 
Defense Joint Task Force Nat’l Capital Reg Medical (ll-24) 
Defense Logistics Agency (II-25) 
Defense Media Activity (ll-26) 
Defense Missile Defense Agency (ll-27) 
Defense National Guard Bureau (ll-28) 
Office of the Secretary/Wash. Hqtrs. Services Office (II-29) 
Defense Security Service (II-30) 
Defense Threat Reduction Agency (II-31) 
Defense TRICARE Management Activity (ll-32) 
Defense Uniformed Services University (ll-33) 
Education, Department of (II-34) 
Energy, Department of (II-35) 
Environmental Protection Agency (II-36)  
Equal Employment Opportunity Commission (II-37) 
Federal Communications Commission (II-38) 

Federal Deposit Insurance Corporation (II-39) 
Federal Energy Regulatory Commission (II-40) 
Federal Housing Finance Agency (ll-41) 
Federal Reserve System - Board of Governors (ll-42) 
Federal Trade Commission (II-43) 
General Services Administration (II-44) 
Government Printing Office (II-45) 
Health and Human Services, Department of (II-46) 
Homeland Security, Department of (II-47) 
Housing and Urban Development, Department of (II-48) 
Interior, Department of the (II-49) 
John F. Kennedy Center for the Performing Arts (ll-50) 
Justice, Department of (II-51) 
Labor, Department of (II-52) 
National Aeronautics and Space Administration (II-53) 
National Archives and Records Administration (II-54) 
National Credit Union Administration (II-55) 
National Gallery of Art (II-56) 
National Labor Relations Board (II-57) 
National Science Foundation (II-58) 
Navy, Department of the (II-59) 
Nuclear Regulatory Commission (II-60) 
Office of Personnel Management (II-61) 
Peace Corps (II-62) 
Pension Benefit Guaranty Corporation (II-63) 
Railroad Retirement Board (II-64) 
Securities and Exchange Commission (II-65) 
Small Business Administration (II-66) 
Smithsonian Institution (II-67) 
Social Security Administration (II-68) 
State, Department of (II-69) 
Tennessee Valley Authority (II-70) 
Transportation, Department of (II-71) 
Treasury, Department of (II-72) 
U.S. Postal Service (II-73) 
Veterans’ Affairs, Department of (II-74) 
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Government-Wide (The Government) FY 2012 EEO Complaint Processing Statistics 

Outcome of Counselings Completed in FY 2012 
 

 
Pre-Complaint Counseling Outcomes 

Completed by EEO 
Counselor 

Completed Using ADR All Completed 
Counselings 

# % # % # % 
Pre-Complaint Counselings 16,878  17,643  34,521  
Settlements 549 3.3% 4,804 27.2% 5,353 15.5% 
Withdrawals or No Complaints Filed 6,786 40.2% 6,310 35.8% 13,096 37.9% 
Complaints Filed*     15,211 44.1% 
Decision to File Complaint Pending at End of FY     862 2.5% 
     *Includes only complaints filed in FY 2012 where counseling was also completed during FY 2012. 
 

Agency Use of ADR for EEO Dispute Resolution in FY 2012 
 

 Total Number Offer Rate Participation Rate 
Pre-Complaint Counselings 34,521 85.7% 51.1% 
Complaint Closures 15,706 20.3% 8.1% 

 
Bases Most Frequently Alleged in FY 2012 Filed Complaints 

 

 Top Basis 1 Top Basis 2 Top Basis 3 
Bases of Alleged Discrimination Reprisal Age Race (Black or African American) 

 
Timeliness in FY 2012 

 

  
 

Total # 

 
# 

Timely 

 
% 

Timely 

FY 
2011 
APD* 

FY 
2012 
APD* 

 
% 

Change 

Govt 
Wide 
APD* 

All Pre-Complaint Counselings (minus remands) 34,486 32,043 92.9%     
All Investigations 10,226 7,660 74.9% 183 187 2.2% 187 
All Complaint Closures 15,706   346 388 12.1% 388 
Merit Decisions (no AJ) 4,118 2,003 48.6% 430 462 7.4% 462 
Dismissal Decisions (no AJ) 3,412   62 92 48.4% 92 
*APD =Average Processing Days 

Outcomes of Complaints in FY 2012 
 

 Complaint 
Closures 

Final Agency 
Decision (no AJ 

Decision) 

Final Order (AJ 
Decision Fully 
Implemented) 

Final Order (AJ 
Decision Not Fully 

Implemented) 
# % # % # % # % 

Total Complaints Filed 15,837        
Total Closures 15,706        
Settlements 4,076 26%       
Withdrawals 1,357 8.6%       
Total Final Agency Actions 10,273 65.4% 7,530 73.3% 2,708 26.4% 35 0.3% 
 Dismissals 3,515 34.2% 3,412 97.1% 103 2.9% 0 0% 
 Merit Decisions 6,758 65.8% 4,118 60.9% 2,605 38.5% 35 0.5% 
 Finding Discrimination 214 3.2% 59 27.6% 124 57.9% 31 14.5% 
 Finding No Discrimination  6,544 96.8% 4,059 62% 2,481 37.9% 4 0.1% 

 
Costs Associated With EEO Process in FY 2012 

 

 Total # Total Amount Average Amount 
Pre-Complaint Settlements w/ Monetary Benefits  740 $3,442,718 $4,652 
 ADR Settlements w/ Monetary Benefits 621 $2,399,280 $3,863 
Investigation Costs 10,226 $44,029,679 $4,305 
Complaint Closures with Monetary Benefits 2,758 $51,443,329 $18,652 
 ADR Settlements w/ Monetary Benefits 415 $5,288,912 $12,744 
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Agency for International Development (AID) FY 2012 EEO Complaint Processing Statistics 

Outcome of Counselings Completed in FY 2012 
 

 
Pre-Complaint Counseling Outcomes 

Completed by EEO 
Counselor 

Completed Using ADR All Completed 
Counselings 

# % # % # % 
Pre-Complaint Counselings 29  5  34  
Settlements 0 0% 1 20% 1 2.9% 
Withdrawals or No Complaints Filed 14 48.3% 3 60% 17 50% 
Complaints Filed*     14 41.2% 
Decision to File Complaint Pending at End of FY     2 5.9% 
     *Includes only complaints filed in FY 2012 where counseling was also completed during FY 2012. 
 

Agency Use of ADR for EEO Dispute Resolution in FY 2012 
 

 Total Number Offer Rate Participation Rate 
Pre-Complaint Counselings 34 85.3% 14.7% 
Complaint Closures 16 6.3% 0% 

 
Bases Most Frequently Alleged in FY 2012 Filed Complaints 

 

 Top Basis 1 Top Basis 2 Top Basis 3 
Bases of Alleged Discrimination Reprisal Age National Origin (Other) 

 
Timeliness in FY 2012 

 

  
 

Total # 

 
# 

Timely 

 
% 

Timely 

FY 
2011 
APD* 

FY 
2012 
APD* 

 
% 

Change 

Govt 
Wide 
APD* 

All Pre-Complaint Counselings (minus remands) 34 23 67.7%     
All Investigations 13 1 7.7% 294 282 -4.1% 187 
All Complaint Closures 16   484 399 -17.6% 388 
Merit Decisions (no AJ) 1 0 0% 389 830 113.4% 462 
Dismissal Decisions (no AJ) 7   70 92 31.4% 92 
*APD =Average Processing Days 

Outcomes of Complaints in FY 2012 
 

 Complaint 
Closures 

Final Agency 
Decision (no AJ 

Decision) 

Final Order (AJ 
Decision Fully 
Implemented) 

Final Order (AJ 
Decision Not Fully 

Implemented) 
# % # % # % # % 

Total Complaints Filed 14        
Total Closures 16        
Settlements 4 25%       
Withdrawals 3 18.8%       
Total Final Agency Actions 9 56.3% 8 88.9% 1 11.1% 0 0% 
 Dismissals 7 77.8% 7 100% 0 0% 0 0% 
 Merit Decisions 2 22.2% 1 50% 1 50% 0 0% 
 Finding Discrimination 0 NA% 0 NA% 0 NA% 0 NA% 
 Finding No Discrimination  2 100% 1 50% 1 50% 0 0% 

 
Costs Associated With EEO Process in FY 2012 

 

 Total # Total Amount Average Amount 
Pre-Complaint Settlements w/ Monetary Benefits  1 $6,000 $6,000 
 ADR Settlements w/ Monetary Benefits 1 $6,000 $6,000 
Investigation Costs 13 $30,971 $2,382 
Complaint Closures with Monetary Benefits 4 $253,024 $63,256 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 
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Department of Agriculture (USDA) FY 2012 EEO Complaint Processing Statistics 

Outcome of Counselings Completed in FY 2012 
 

 
Pre-Complaint Counseling Outcomes 

Completed by EEO 
Counselor 

Completed Using ADR All Completed 
Counselings 

# % # % # % 
Pre-Complaint Counselings 720  255  975  
Settlements 42 5.8% 55 21.6% 97 10% 
Withdrawals or No Complaints Filed 277 38.5% 78 30.6% 355 36.4% 
Complaints Filed*     496 50.9% 
Decision to File Complaint Pending at End of FY     27 2.8% 
     *Includes only complaints filed in FY 2012 where counseling was also completed during FY 2012. 
 

Agency Use of ADR for EEO Dispute Resolution in FY 2012 
 

 Total Number Offer Rate Participation Rate 
Pre-Complaint Counselings 975 76.8% 26.2% 
Complaint Closures 453 32.5% 16.8% 

 
Bases Most Frequently Alleged in FY 2012 Filed Complaints 

 

 Top Basis 1 Top Basis 2 Top Basis 3 
Bases of Alleged Discrimination Reprisal Sex (Female) Age 

 
Timeliness in FY 2012 

 

  
 

Total # 

 
# 

Timely 

 
% 

Timely 

FY 
2011 
APD* 

FY 
2012 
APD* 

 
% 

Change 

Govt 
Wide 
APD* 

All Pre-Complaint Counselings (minus remands) 975 713 73.1%     
All Investigations 437 217 49.7% 270 242 -10.4% 187 
All Complaint Closures 453   496 633 27.6% 388 
Merit Decisions (no AJ) 151 42 27.8% 638 638 0% 462 
Dismissal Decisions (no AJ) 48   133 112 -15.8% 92 
*APD =Average Processing Days 

Outcomes of Complaints in FY 2012 
 

 Complaint 
Closures 

Final Agency 
Decision (no AJ 

Decision) 

Final Order (AJ 
Decision Fully 
Implemented) 

Final Order (AJ 
Decision Not Fully 

Implemented) 
# % # % # % # % 

Total Complaints Filed 524        
Total Closures 453        
Settlements 170 37.5%       
Withdrawals 29 6.4%       
Total Final Agency Actions 254 56.1% 199 78.3% 55 21.7% 0 0% 
 Dismissals 48 18.9% 48 100% 0 0% 0 0% 
 Merit Decisions 206 81.1% 151 73.3% 55 26.7% 0 0% 
 Finding Discrimination 11 5.3% 10 90.9% 1 9.1% 0 0% 
 Finding No Discrimination  195 94.7% 141 72.3% 54 27.7% 0 0% 

 
Costs Associated With EEO Process in FY 2012 

 

 Total # Total Amount Average Amount 
Pre-Complaint Settlements w/ Monetary Benefits  29 $341,933 $11,790 
 ADR Settlements w/ Monetary Benefits 10 $153,963 $15,396 
Investigation Costs 437 $1,535,339 $3,513 
Complaint Closures with Monetary Benefits 138 $2,894,572 $20,975 
 ADR Settlements w/ Monetary Benefits 24 $846,614 $35,275 
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Department of the Air Force (USAF) FY 2012 EEO Complaint Processing Statistics 

Outcome of Counselings Completed in FY 2012 
 

 
Pre-Complaint Counseling Outcomes 

Completed by EEO 
Counselor 

Completed Using ADR All Completed 
Counselings 

# % # % # % 
Pre-Complaint Counselings 563  439  1,002  
Settlements 24 4.3% 162 36.9% 186 18.6% 
Withdrawals or No Complaints Filed 284 50.4% 59 13.4% 343 34.2% 
Complaints Filed*     458 45.7% 
Decision to File Complaint Pending at End of FY     15 1.5% 
     *Includes only complaints filed in FY 2012 where counseling was also completed during FY 2012. 
 

Agency Use of ADR for EEO Dispute Resolution in FY 2012 
 

 Total Number Offer Rate Participation Rate 
Pre-Complaint Counselings 1,002 74.2% 43.8% 
Complaint Closures 500 48.8% 17.2% 

 
Bases Most Frequently Alleged in FY 2012 Filed Complaints 

 

 Top Basis 1 Top Basis 2 Top Basis 3 
Bases of Alleged Discrimination Reprisal Age Race (Black or African American) 

 
Timeliness in FY 2012 

 

  
 

Total # 

 
# 

Timely 

 
% 

Timely 

FY 
2011 
APD* 

FY 
2012 
APD* 

 
% 

Change 

Govt 
Wide 
APD* 

All Pre-Complaint Counselings (minus remands) 996 897 90.1%     
All Investigations 305 53 17.4% 206 263 27.7% 187 
All Complaint Closures 500   395 483 22.3% 388 
Merit Decisions (no AJ) 96 12 12.5% 630 839 33.2% 462 
Dismissal Decisions (no AJ) 67   61 98 60.7% 92 
*APD =Average Processing Days 

Outcomes of Complaints in FY 2012 
 

 Complaint 
Closures 

Final Agency 
Decision (no AJ 

Decision) 

Final Order (AJ 
Decision Fully 
Implemented) 

Final Order (AJ 
Decision Not Fully 

Implemented) 
# % # % # % # % 

Total Complaints Filed 473        
Total Closures 500        
Settlements 174 34.8%       
Withdrawals 57 11.4%       
Total Final Agency Actions 269 53.8% 163 60.6% 105 39% 1 0.4% 
 Dismissals 76 28.3% 67 88.2% 9 11.8% 0 0% 
 Merit Decisions 193 71.7% 96 49.7% 96 49.7% 1 0.5% 
 Finding Discrimination 7 3.6% 0 0% 7 100% 0 0% 
 Finding No Discrimination  186 96.4% 96 51.6% 89 47.8% 1 0.5% 

 
Costs Associated With EEO Process in FY 2012 

 

 Total # Total Amount Average Amount 
Pre-Complaint Settlements w/ Monetary Benefits  18 $172,541 $9,585 
 ADR Settlements w/ Monetary Benefits 16 $167,740 $10,483 
Investigation Costs 305 $1,353,190 $4,436 
Complaint Closures with Monetary Benefits 99 $2,075,106 $20,960 
 ADR Settlements w/ Monetary Benefits 28 $514,458 $18,373 
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Department of the Army (ARMY) FY 2012 EEO Complaint Processing Statistics 

Outcome of Counselings Completed in FY 2012 
 

 
Pre-Complaint Counseling Outcomes 

Completed by EEO 
Counselor 

Completed Using ADR All Completed 
Counselings 

# % # % # % 
Pre-Complaint Counselings 1,748  553  2,301  
Settlements 89 5.1% 175 31.7% 264 11.5% 
Withdrawals or No Complaints Filed 608 34.8% 177 32% 785 34.1% 
Complaints Filed*     1,179 51.2% 
Decision to File Complaint Pending at End of FY     73 3.2% 
     *Includes only complaints filed in FY 2012 where counseling was also completed during FY 2012. 
 

Agency Use of ADR for EEO Dispute Resolution in FY 2012 
 

 Total Number Offer Rate Participation Rate 
Pre-Complaint Counselings 2,301 43.2% 24% 
Complaint Closures 1,116 22.8% 15.1% 

 
Bases Most Frequently Alleged in FY 2012 Filed Complaints 

 

 Top Basis 1 Top Basis 2 Top Basis 3 
Bases of Alleged Discrimination Reprisal Race (Black or African American) Sex (Female) 

 
Timeliness in FY 2012 

 

  
 

Total # 

 
# 

Timely 

 
% 

Timely 

FY 
2011 
APD* 

FY 
2012 
APD* 

 
% 

Change 

Govt 
Wide 
APD* 

All Pre-Complaint Counselings (minus remands) 2,299 2,008 87.3%     
All Investigations 484 114 23.6% 235 258 9.8% 187 
All Complaint Closures 1,116   260 325 25% 388 
Merit Decisions (no AJ) 181 21 11.6% 440 528 20% 462 
Dismissal Decisions (no AJ) 234   37 44 18.9% 92 
*APD =Average Processing Days 

Outcomes of Complaints in FY 2012 
 

 Complaint 
Closures 

Final Agency 
Decision (no AJ 

Decision) 

Final Order (AJ 
Decision Fully 
Implemented) 

Final Order (AJ 
Decision Not Fully 

Implemented) 
# % # % # % # % 

Total Complaints Filed 1,226        
Total Closures 1,116        
Settlements 476 42.7%       
Withdrawals 100 9%       
Total Final Agency Actions 540 48.4% 415 76.9% 121 22.4% 4 0.7% 
 Dismissals 237 43.9% 234 98.7% 3 1.3% 0 0% 
 Merit Decisions 303 56.1% 181 59.7% 118 38.9% 4 1.3% 
 Finding Discrimination 10 3.3% 2 20% 5 50% 3 30% 
 Finding No Discrimination  293 96.7% 179 61.1% 113 38.6% 1 0.3% 

 
Costs Associated With EEO Process in FY 2012 

 

 Total # Total Amount Average Amount 
Pre-Complaint Settlements w/ Monetary Benefits  41 $208,167 $5,077 
 ADR Settlements w/ Monetary Benefits 25 $39,063 $1,562 
Investigation Costs 484 $3,014,704 $6,228 
Complaint Closures with Monetary Benefits 244 $4,538,819 $18,601 
 ADR Settlements w/ Monetary Benefits 40 $323,748 $8,093 
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Defense Army and Air Force Exchange (AAFES) FY 2012 EEO Complaint Processing Statistics 

Outcome of Counselings Completed in FY 2012 
 

 
Pre-Complaint Counseling Outcomes 

Completed by EEO 
Counselor 

Completed Using ADR All Completed 
Counselings 

# % # % # % 
Pre-Complaint Counselings 260  76  336  
Settlements 8 3.1% 18 23.7% 26 7.7% 
Withdrawals or No Complaints Filed 171 65.8% 33 43.4% 204 60.7% 
Complaints Filed*     98 29.2% 
Decision to File Complaint Pending at End of FY     8 2.4% 
     *Includes only complaints filed in FY 2012 where counseling was also completed during FY 2012. 
 

Agency Use of ADR for EEO Dispute Resolution in FY 2012 
 

 Total Number Offer Rate Participation Rate 
Pre-Complaint Counselings 336 100% 22.6% 
Complaint Closures 89 89.9% 15.7% 

 
Bases Most Frequently Alleged in FY 2012 Filed Complaints 

 
 Top Basis 1 Top Basis 2 Top Basis 3 
Bases of Alleged Discrimination Reprisal Disability (Physical) Age 

 
Timeliness in FY 2012 

 

  
 

Total # 

 
# 

Timely 

 
% 

Timely 

FY 
2011 
APD* 

FY 
2012 
APD* 

 
% 

Change 

Govt 
Wide 
APD* 

All Pre-Complaint Counselings (minus remands) 336 255 75.9%     
All Investigations 38 5 13.2% 195 235 20.5% 187 
All Complaint Closures 89   313 318 1.6% 388 
Merit Decisions (no AJ) 14 13 92.9% 360 346 -3.9% 462 
Dismissal Decisions (no AJ) 20   112 75 -33% 92 
*APD =Average Processing Days 

Outcomes of Complaints in FY 2012 
 

 Complaint 
Closures 

Final Agency 
Decision (no AJ 

Decision) 

Final Order (AJ 
Decision Fully 
Implemented) 

Final Order (AJ 
Decision Not Fully 

Implemented) 
# % # % # % # % 

Total Complaints Filed 101        
Total Closures 89        
Settlements 26 29.2%       
Withdrawals 16 18%       
Total Final Agency Actions 47 52.8% 34 72.3% 13 27.7% 0 0% 
 Dismissals 20 42.6% 20 100% 0 0% 0 0% 
 Merit Decisions 27 57.4% 14 51.9% 13 48.1% 0 0% 
 Finding Discrimination 1 3.7% 1 100% 0 0% 0 0% 
 Finding No Discrimination  26 96.3% 13 50% 13 50% 0 0% 

 
Costs Associated With EEO Process in FY 2012 

 

 Total # Total Amount Average Amount 
Pre-Complaint Settlements w/ Monetary Benefits  3 $2,569 $856 
 ADR Settlements w/ Monetary Benefits 3 $2,569 $856 
Investigation Costs 38 $446,869 $11,759 
Complaint Closures with Monetary Benefits 16 $120,914 $7,557 
 ADR Settlements w/ Monetary Benefits 4 $25,455 $6,363 

li==========9l======U=======9l=====ITITI 
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Broadcasting Board of Governors (BBG) FY 2012 EEO Complaint Processing Statistics 

Outcome of Counselings Completed in FY 2012 
 

 
Pre-Complaint Counseling Outcomes 

Completed by EEO 
Counselor 

Completed Using ADR All Completed 
Counselings 

# % # % # % 
Pre-Complaint Counselings 51  2  53  
Settlements 5 9.8% 0 0% 5 9.4% 
Withdrawals or No Complaints Filed 34 66.7% 2 100% 36 67.9% 
Complaints Filed*     12 22.6% 
Decision to File Complaint Pending at End of FY     0 0% 
     *Includes only complaints filed in FY 2012 where counseling was also completed during FY 2012. 
 

Agency Use of ADR for EEO Dispute Resolution in FY 2012 
 

 Total Number Offer Rate Participation Rate 
Pre-Complaint Counselings 53 100% 3.8% 
Complaint Closures 14 100% 0% 

 
Bases Most Frequently Alleged in FY 2012 Filed Complaints 

 

 Top Basis 1 Top Basis 2 Top Basis 3 
Bases of Alleged Discrimination Race (Black or African American) Race (Two or More Races) Sex (Female) 

 
Timeliness in FY 2012 

 

  
 

Total # 

 
# 

Timely 

 
% 

Timely 

FY 
2011 
APD* 

FY 
2012 
APD* 

 
% 

Change 

Govt 
Wide 
APD* 

All Pre-Complaint Counselings (minus remands) 53 51 96.2%     
All Investigations 5 5 100% 133 161 21.1% 187 
All Complaint Closures 14   358 356 -0.6% 388 
Merit Decisions (no AJ) 2 2 100% 296 326 10.1% 462 
Dismissal Decisions (no AJ) 5   37 236 537.8% 92 
*APD =Average Processing Days 

Outcomes of Complaints in FY 2012 
 

 Complaint 
Closures 

Final Agency 
Decision (no AJ 

Decision) 

Final Order (AJ 
Decision Fully 
Implemented) 

Final Order (AJ 
Decision Not Fully 

Implemented) 
# % # % # % # % 

Total Complaints Filed 12        
Total Closures 14        
Settlements 6 42.9%       
Withdrawals 0 0%       
Total Final Agency Actions 8 57.1% 7 87.5% 1 12.5% 0 0% 
 Dismissals 5 62.5% 5 100% 0 0% 0 0% 
 Merit Decisions 3 37.5% 2 66.7% 1 33.3% 0 0% 
 Finding Discrimination 0 NA% 0 NA% 0 NA% 0 NA% 
 Finding No Discrimination  3 100% 2 66.7% 1 33.3% 0 0% 

 
Costs Associated With EEO Process in FY 2012 

 

 Total # Total Amount Average Amount 
Pre-Complaint Settlements w/ Monetary Benefits  1 $1,000 $1,000 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 
Investigation Costs 5 $27,000 $5,400 
Complaint Closures with Monetary Benefits 1 $35,000 $35,000 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 
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Department of Commerce (DOC) FY 2012 EEO Complaint Processing Statistics 

Outcome of Counselings Completed in FY 2012 
 

 
Pre-Complaint Counseling Outcomes 

Completed by EEO 
Counselor 

Completed Using ADR All Completed 
Counselings 

# % # % # % 
Pre-Complaint Counselings 288  37  325  
Settlements 4 1.4% 7 18.9% 11 3.4% 
Withdrawals or No Complaints Filed 73 25.3% 12 32.4% 85 26.2% 
Complaints Filed*     222 68.3% 
Decision to File Complaint Pending at End of FY     7 2.2% 
     *Includes only complaints filed in FY 2012 where counseling was also completed during FY 2012. 
 

Agency Use of ADR for EEO Dispute Resolution in FY 2012 
 

 Total Number Offer Rate Participation Rate 
Pre-Complaint Counselings 325 28.3% 11.4% 
Complaint Closures 432 3% 3% 

 
Bases Most Frequently Alleged in FY 2012 Filed Complaints 

 

 Top Basis 1 Top Basis 2 Top Basis 3 
Bases of Alleged Discrimination Reprisal Age Race (Black or African American) 

 
Timeliness in FY 2012 

 

  
 

Total # 

 
# 

Timely 

 
% 

Timely 

FY 
2011 
APD* 

FY 
2012 
APD* 

 
% 

Change 

Govt 
Wide 
APD* 

All Pre-Complaint Counselings (minus remands) 325 275 84.6%     
All Investigations 183 166 90.7% 227 188 -17.2% 187 
All Complaint Closures 432   289 465 60.9% 388 
Merit Decisions (no AJ) 189 26 13.8% 451 569 26.2% 462 
Dismissal Decisions (no AJ) 49   102 66 -35.3% 92 
*APD =Average Processing Days 

Outcomes of Complaints in FY 2012 
 

 Complaint 
Closures 

Final Agency 
Decision (no AJ 

Decision) 

Final Order (AJ 
Decision Fully 
Implemented) 

Final Order (AJ 
Decision Not Fully 

Implemented) 
# % # % # % # % 

Total Complaints Filed 222        
Total Closures 432        
Settlements 74 17.1%       
Withdrawals 12 2.8%       
Total Final Agency Actions 346 80.1% 238 68.8% 106 30.6% 2 0.6% 
 Dismissals 57 16.5% 49 86% 8 14% 0 0% 
 Merit Decisions 289 83.5% 189 65.4% 98 33.9% 2 0.7% 
 Finding Discrimination 8 2.8% 1 12.5% 6 75% 1 12.5% 
 Finding No Discrimination  281 97.2% 188 66.9% 92 32.7% 1 0.4% 

 
Costs Associated With EEO Process in FY 2012 

 

 Total # Total Amount Average Amount 
Pre-Complaint Settlements w/ Monetary Benefits  1 $25,000 $25,000 
 ADR Settlements w/ Monetary Benefits 1 $25,000 $25,000 
Investigation Costs 183 $1,045,662 $5,714 
Complaint Closures with Monetary Benefits 61 $1,054,737 $17,290 
 ADR Settlements w/ Monetary Benefits 1 $15,000 $15,000 
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Commodity Futures Trading Commission (CFTC) FY 2012 EEO Complaint Processing Statistics 

Outcome of Counselings Completed in FY 2012 
 

 
Pre-Complaint Counseling Outcomes 

Completed by EEO 
Counselor 

Completed Using ADR All Completed 
Counselings 

# % # % # % 
Pre-Complaint Counselings 1  0  1  
Settlements 0 0% 0 0% 0 0% 
Withdrawals or No Complaints Filed 0 0% 0 0% 0 0% 
Complaints Filed*     1 100% 
Decision to File Complaint Pending at End of FY     0 0% 
     *Includes only complaints filed in FY 2012 where counseling was also completed during FY 2012. 
 

Agency Use of ADR for EEO Dispute Resolution in FY 2012 
 

 Total Number Offer Rate Participation Rate 
Pre-Complaint Counselings 1 100% 0% 
Complaint Closures 2 0% 0% 

 
Bases Most Frequently Alleged in FY 2012 Filed Complaints 

 

 Top Basis 1 Top Basis 2 Top Basis 3 
Bases of Alleged Discrimination Reprisal Sex (Female) National Origin (Other) 

 
Timeliness in FY 2012 

 

  
 

Total # 

 
# 

Timely 

 
% 

Timely 

FY 
2011 
APD* 

FY 
2012 
APD* 

 
% 

Change 

Govt 
Wide 
APD* 

All Pre-Complaint Counselings (minus remands) 1 1 100%     
All Investigations 1 1 100% 330 110 -66.7% 187 
All Complaint Closures 2   0 314 NA% 388 
Merit Decisions (no AJ) 2 1 50% 0 314 NA% 462 
Dismissal Decisions (no AJ) 0   0 0 NA% 92 
*APD =Average Processing Days 

Outcomes of Complaints in FY 2012 
 

 Complaint 
Closures 

Final Agency 
Decision (no AJ 

Decision) 

Final Order (AJ 
Decision Fully 
Implemented) 

Final Order (AJ 
Decision Not Fully 

Implemented) 
# % # % # % # % 

Total Complaints Filed 1        
Total Closures 2        
Settlements 0 0%       
Withdrawals 0 0%       
Total Final Agency Actions 2 100% 2 100% 0 0% 0 0% 
 Dismissals 0 NA% 0 NA% 0 0% 0 0% 
 Merit Decisions 2 100% 2 100% 0 0% 0 0% 
 Finding Discrimination 0 NA% 0 NA% 0 NA% 0 NA% 
 Finding No Discrimination  2 100% 2 100% 0 0% 0 0% 

 
Costs Associated With EEO Process in FY 2012 

 

 Total # Total Amount Average Amount 
Pre-Complaint Settlements w/ Monetary Benefits  0 $0 $0 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 
Investigation Costs 1 $6,750 $6,750 
Complaint Closures with Monetary Benefits 0 $0 $0 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 
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Consumer Financial Protection Bureau (CFPB) FY 2012 EEO Complaint Processing Statistics 

Outcome of Counselings Completed in FY 2012 
 

 
Pre-Complaint Counseling Outcomes 

Completed by EEO 
Counselor 

Completed Using ADR All Completed 
Counselings 

# % # % # % 
Pre-Complaint Counselings 8  7  15  
Settlements 0 0% 2 28.6% 2 13.3% 
Withdrawals or No Complaints Filed 1 12.5% 1 14.3% 2 13.3% 
Complaints Filed*     11 73.3% 
Decision to File Complaint Pending at End of FY     0 0% 
     *Includes only complaints filed in FY 2012 where counseling was also completed during FY 2012. 
 

Agency Use of ADR for EEO Dispute Resolution in FY 2012 
 

 Total Number Offer Rate Participation Rate 
Pre-Complaint Counselings 15 86.7% 46.7% 
Complaint Closures 7 85.7% 14.3% 

 
Bases Most Frequently Alleged in FY 2012 Filed Complaints 

 

 Top Basis 1 Top Basis 2 Top Basis 3 
Bases of Alleged Discrimination Age Reprisal National Origin (Hispanic) 

 
Timeliness in FY 2012 

 

  
 

Total # 

 
# 

Timely 

 
% 

Timely 

FY 
2011 
APD* 

FY 
2012 
APD* 

 
% 

Change 

Govt 
Wide 
APD* 

All Pre-Complaint Counselings (minus remands) 15 11 73.3%     
All Investigations 3 3 100% 0 209 NA% 187 
All Complaint Closures 7   0 181 NA% 388 
Merit Decisions (no AJ) 3 3 100% 0 301 NA% 462 
Dismissal Decisions (no AJ) 0   0 0 NA% 92 
*APD =Average Processing Days 

Outcomes of Complaints in FY 2012 
 

 Complaint 
Closures 

Final Agency 
Decision (no AJ 

Decision) 

Final Order (AJ 
Decision Fully 
Implemented) 

Final Order (AJ 
Decision Not Fully 

Implemented) 
# % # % # % # % 

Total Complaints Filed 11        
Total Closures 7        
Settlements 3 42.9%       
Withdrawals 1 14.3%       
Total Final Agency Actions 3 42.9% 3 100% 0 0% 0 0% 
 Dismissals 0 NA% 0 NA% 0 0% 0 0% 
 Merit Decisions 3 100% 3 100% 0 0% 0 0% 
 Finding Discrimination 0 NA% 0 NA% 0 NA% 0 NA% 
 Finding No Discrimination  3 100% 3 100% 0 0% 0 0% 

 
Costs Associated With EEO Process in FY 2012 

 

 Total # Total Amount Average Amount 
Pre-Complaint Settlements w/ Monetary Benefits  0 $0 $0 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 
Investigation Costs 3 $23,469 $7,823 
Complaint Closures with Monetary Benefits 2 $40,000 $20,000 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 
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Consumer Product Safety Commission (CPSC) FY 2012 EEO Complaint Processing Statistics 

Outcome of Counselings Completed in FY 2012 
 

 
Pre-Complaint Counseling Outcomes 

Completed by EEO 
Counselor 

Completed Using ADR All Completed 
Counselings 

# % # % # % 
Pre-Complaint Counselings 2  1  3  
Settlements 0 0% 0 0% 0 0% 
Withdrawals or No Complaints Filed 0 0% 0 0% 0 0% 
Complaints Filed*     2 66.7% 
Decision to File Complaint Pending at End of FY     1 33.3% 
     *Includes only complaints filed in FY 2012 where counseling was also completed during FY 2012. 
 

Agency Use of ADR for EEO Dispute Resolution in FY 2012 
 

 Total Number Offer Rate Participation Rate 
Pre-Complaint Counselings 3 100% 33.3% 
Complaint Closures 2 0% 0% 

 
Bases Most Frequently Alleged in FY 2012 Filed Complaints 

 

 Top Basis 1 Top Basis 2 Top Basis 3 
Bases of Alleged Discrimination Reprisal Race (American Indian or Alaska Native) Sex (Female) 

 
Timeliness in FY 2012 

 

  
 

Total # 

 
# 

Timely 

 
% 

Timely 

FY 
2011 
APD* 

FY 
2012 
APD* 

 
% 

Change 

Govt 
Wide 
APD* 

All Pre-Complaint Counselings (minus remands) 3 2 66.7%     
All Investigations 4 4 100% 122 142 16.4% 187 
All Complaint Closures 2   365 380 4.1% 388 
Merit Decisions (no AJ) 1 1 100% 672 416 -38.1% 462 
Dismissal Decisions (no AJ) 0   115 0 -100% 92 
*APD =Average Processing Days 

Outcomes of Complaints in FY 2012 
 

 Complaint 
Closures 

Final Agency 
Decision (no AJ 

Decision) 

Final Order (AJ 
Decision Fully 
Implemented) 

Final Order (AJ 
Decision Not Fully 

Implemented) 
# % # % # % # % 

Total Complaints Filed 2        
Total Closures 2        
Settlements 1 50%       
Withdrawals 0 0%       
Total Final Agency Actions 1 50% 1 100% 0 0% 0 0% 
 Dismissals 0 NA% 0 NA% 0 0% 0 0% 
 Merit Decisions 1 100% 1 100% 0 0% 0 0% 
 Finding Discrimination 0 NA% 0 NA% 0 NA% 0 NA% 
 Finding No Discrimination  1 100% 1 100% 0 0% 0 0% 

 
Costs Associated With EEO Process in FY 2012 

 

 Total # Total Amount Average Amount 
Pre-Complaint Settlements w/ Monetary Benefits  0 $0 $0 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 
Investigation Costs 4 $19,616 $4,904 
Complaint Closures with Monetary Benefits 1 $500 $500 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 
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Corporation for National and Community Service (CNCS) FY 2012 EEO Complaint Processing Statistics 

Outcome of Counselings Completed in FY 2012 
 

 
Pre-Complaint Counseling Outcomes 

Completed by EEO 
Counselor 

Completed Using ADR All Completed 
Counselings 

# % # % # % 
Pre-Complaint Counselings 7  0  7  
Settlements 0 0% 0 0% 0 0% 
Withdrawals or No Complaints Filed 3 42.9% 0 0% 3 42.9% 
Complaints Filed*     4 57.1% 
Decision to File Complaint Pending at End of FY     0 0% 
     *Includes only complaints filed in FY 2012 where counseling was also completed during FY 2012. 
 

Agency Use of ADR for EEO Dispute Resolution in FY 2012 
 

 Total Number Offer Rate Participation Rate 
Pre-Complaint Counselings 7 0% 0% 
Complaint Closures 3 0% 0% 

 
Bases Most Frequently Alleged in FY 2012 Filed Complaints 

 

 Top Basis 1 Top Basis 2 Top Basis 3 
Bases of Alleged Discrimination Race (Black or African American) Reprisal Sex (Female) 

 
Timeliness in FY 2012 

 

  
 

Total # 

 
# 

Timely 

 
% 

Timely 

FY 
2011 
APD* 

FY 
2012 
APD* 

 
% 

Change 

Govt 
Wide 
APD* 

All Pre-Complaint Counselings (minus remands) 7 3 42.9%     
All Investigations 6 6 100% 51 109 113.7% 187 
All Complaint Closures 3   613 432 -29.5% 388 
Merit Decisions (no AJ) 3 0 0% 0 432 NA% 462 
Dismissal Decisions (no AJ) 0   0 0 NA% 92 
*APD =Average Processing Days 

Outcomes of Complaints in FY 2012 
 

 Complaint 
Closures 

Final Agency 
Decision (no AJ 

Decision) 

Final Order (AJ 
Decision Fully 
Implemented) 

Final Order (AJ 
Decision Not Fully 

Implemented) 
# % # % # % # % 

Total Complaints Filed 5        
Total Closures 3        
Settlements 0 0%       
Withdrawals 0 0%       
Total Final Agency Actions 3 100% 3 100% 0 0% 0 0% 
 Dismissals 0 NA% 0 NA% 0 0% 0 0% 
 Merit Decisions 3 100% 3 100% 0 0% 0 0% 
 Finding Discrimination 0 NA% 0 NA% 0 NA% 0 NA% 
 Finding No Discrimination  3 100% 3 100% 0 0% 0 0% 

 
Costs Associated With EEO Process in FY 2012 

 

 Total # Total Amount Average Amount 
Pre-Complaint Settlements w/ Monetary Benefits  0 $0 $0 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 
Investigation Costs 6 $27,107 $4,517 
Complaint Closures with Monetary Benefits 0 $0 $0 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 

li==========9l======U=======9l=====ITITI 
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Court Services and Offender Supervision Agency for the District of Columbia (CSOSA) FY 2012 EEO 
Complaint Processing Statistics 

Outcome of Counselings Completed in FY 2012 
 

 
Pre-Complaint Counseling Outcomes 

Completed by EEO 
Counselor 

Completed Using ADR All Completed 
Counselings 

# % # % # % 
Pre-Complaint Counselings 20  4  24  
Settlements 1 5% 2 50% 3 12.5% 
Withdrawals or No Complaints Filed 9 45% 2 50% 11 45.8% 
Complaints Filed*     10 41.7% 
Decision to File Complaint Pending at End of FY     0 0% 
     *Includes only complaints filed in FY 2012 where counseling was also completed during FY 2012. 
 

Agency Use of ADR for EEO Dispute Resolution in FY 2012 
 

 Total Number Offer Rate Participation Rate 
Pre-Complaint Counselings 24 37.5% 16.7% 
Complaint Closures 15 0% 0% 

 
Bases Most Frequently Alleged in FY 2012 Filed Complaints 

 

 Top Basis 1 Top Basis 2 Top Basis 3 
Bases of Alleged Discrimination Reprisal Sex (Female) Disability (Mental) 

 
Timeliness in FY 2012 

 

  
 

Total # 

 
# 

Timely 

 
% 

Timely 

FY 
2011 
APD* 

FY 
2012 
APD* 

 
% 

Change 

Govt 
Wide 
APD* 

All Pre-Complaint Counselings (minus remands) 24 13 54.2%     
All Investigations 6 4 66.7% 187 165 -11.8% 187 
All Complaint Closures 15   343 757 120.7% 388 
Merit Decisions (no AJ) 2 2 100% 237 393 65.8% 462 
Dismissal Decisions (no AJ) 2   0 85 NA% 92 
*APD =Average Processing Days 

Outcomes of Complaints in FY 2012 
 

 Complaint 
Closures 

Final Agency 
Decision (no AJ 

Decision) 

Final Order (AJ 
Decision Fully 
Implemented) 

Final Order (AJ 
Decision Not Fully 

Implemented) 
# % # % # % # % 

Total Complaints Filed 10        
Total Closures 15        
Settlements 5 33.3%       
Withdrawals 1 6.7%       
Total Final Agency Actions 9 60% 4 44.4% 5 55.6% 0 0% 
 Dismissals 2 22.2% 2 100% 0 0% 0 0% 
 Merit Decisions 7 77.8% 2 28.6% 5 71.4% 0 0% 
 Finding Discrimination 1 14.3% 0 0% 1 100% 0 0% 
 Finding No Discrimination  6 85.7% 2 33.3% 4 66.7% 0 0% 

 
Costs Associated With EEO Process in FY 2012 

 

 Total # Total Amount Average Amount 
Pre-Complaint Settlements w/ Monetary Benefits  0 $0 $0 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 
Investigation Costs 6 $22,512 $3,752 
Complaint Closures with Monetary Benefits 5 $62,740 $12,548 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 



EEOC FY 2012 Annual Report on the Federal Work Force Part I 
 

lI-16 

Defense Commissary Agency (DeCA) FY 2012 EEO Complaint Processing Statistics 

Outcome of Counselings Completed in FY 2012 
 

 
Pre-Complaint Counseling Outcomes 

Completed by EEO 
Counselor 

Completed Using ADR All Completed 
Counselings 

# % # % # % 
Pre-Complaint Counselings 105  122  227  
Settlements 1 1% 9 7.4% 10 4.4% 
Withdrawals or No Complaints Filed 42 40% 33 27.1% 75 33% 
Complaints Filed*     138 60.8% 
Decision to File Complaint Pending at End of FY     4 1.8% 
     *Includes only complaints filed in FY 2012 where counseling was also completed during FY 2012. 
 

Agency Use of ADR for EEO Dispute Resolution in FY 2012 
 

 Total Number Offer Rate Participation Rate 
Pre-Complaint Counselings 227 81.1% 53.7% 
Complaint Closures 120 18.3% 15.8% 

 
Bases Most Frequently Alleged in FY 2012 Filed Complaints 

 

 Top Basis 1 Top Basis 2 Top Basis 3 
Bases of Alleged Discrimination Sex (Female) Race (Black or African American) Reprisal 

 
Timeliness in FY 2012 

 

  
 

Total # 

 
# 

Timely 

 
% 

Timely 

FY 
2011 
APD* 

FY 
2012 
APD* 

 
% 

Change 

Govt 
Wide 
APD* 

All Pre-Complaint Counselings (minus remands) 227 198 87.2%     
All Investigations 58 14 24.1% 198 257 29.8% 187 
All Complaint Closures 120   250 319 27.6% 388 
Merit Decisions (no AJ) 27 26 96.3% 325 349 7.4% 462 
Dismissal Decisions (no AJ) 22   25 13 -48% 92 
*APD =Average Processing Days 

Outcomes of Complaints in FY 2012 
 

 Complaint 
Closures 

Final Agency 
Decision (no AJ 

Decision) 

Final Order (AJ 
Decision Fully 
Implemented) 

Final Order (AJ 
Decision Not Fully 

Implemented) 
# % # % # % # % 

Total Complaints Filed 140        
Total Closures 120        
Settlements 36 30%       
Withdrawals 17 14.2%       
Total Final Agency Actions 67 55.8% 49 73.1% 18 26.9% 0 0% 
 Dismissals 22 32.8% 22 100% 0 0% 0 0% 
 Merit Decisions 45 67.2% 27 60% 18 40% 0 0% 
 Finding Discrimination 1 2.2% 0 0% 1 100% 0 0% 
 Finding No Discrimination  44 97.8% 27 61.4% 17 38.6% 0 0% 

 
Costs Associated With EEO Process in FY 2012 

 

 Total # Total Amount Average Amount 
Pre-Complaint Settlements w/ Monetary Benefits  0 $0 $0 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 
Investigation Costs 58 $257,328 $4,436 
Complaint Closures with Monetary Benefits 19 $818,779 $43,093 
 ADR Settlements w/ Monetary Benefits 4 $21,887 $5,471 
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Defense Contract Audit Agency (DCAA) FY 2012 EEO Complaint Processing Statistics 

Outcome of Counselings Completed in FY 2012 
 

 
Pre-Complaint Counseling Outcomes 

Completed by EEO 
Counselor 

Completed Using ADR All Completed 
Counselings 

# % # % # % 
Pre-Complaint Counselings 40  5  45  
Settlements 0 0% 4 80% 4 8.9% 
Withdrawals or No Complaints Filed 9 22.5% 1 20% 10 22.2% 
Complaints Filed*     28 62.2% 
Decision to File Complaint Pending at End of FY     3 6.7% 
     *Includes only complaints filed in FY 2012 where counseling was also completed during FY 2012. 
 

Agency Use of ADR for EEO Dispute Resolution in FY 2012 
 

 Total Number Offer Rate Participation Rate 
Pre-Complaint Counselings 45 15.6% 11.1% 
Complaint Closures 32 28.1% 28.1% 

 
Bases Most Frequently Alleged in FY 2012 Filed Complaints 

 

 Top Basis 1 Top Basis 2 Top Basis 3 
Bases of Alleged Discrimination Age Reprisal Race (Black or African American) 

 
Timeliness in FY 2012 

 

  
 

Total # 

 
# 

Timely 

 
% 

Timely 

FY 
2011 
APD* 

FY 
2012 
APD* 

 
% 

Change 

Govt 
Wide 
APD* 

All Pre-Complaint Counselings (minus remands) 45 26 57.8%     
All Investigations 12 3 25% 175 264 50.9% 187 
All Complaint Closures 32   321 252 -21.5% 388 
Merit Decisions (no AJ) 7 5 71.4% 273 358 31.1% 462 
Dismissal Decisions (no AJ) 4   0 41 NA% 92 
*APD =Average Processing Days 

Outcomes of Complaints in FY 2012 
 

 Complaint 
Closures 

Final Agency 
Decision (no AJ 

Decision) 

Final Order (AJ 
Decision Fully 
Implemented) 

Final Order (AJ 
Decision Not Fully 

Implemented) 
# % # % # % # % 

Total Complaints Filed 28        
Total Closures 32        
Settlements 12 37.5%       
Withdrawals 6 18.8%       
Total Final Agency Actions 14 43.8% 11 78.6% 3 21.4% 0 0% 
 Dismissals 4 28.6% 4 100% 0 0% 0 0% 
 Merit Decisions 10 71.4% 7 70% 3 30% 0 0% 
 Finding Discrimination 0 NA% 0 NA% 0 NA% 0 NA% 
 Finding No Discrimination  10 100% 7 70% 3 30% 0 0% 

 
Costs Associated With EEO Process in FY 2012 

 

 Total # Total Amount Average Amount 
Pre-Complaint Settlements w/ Monetary Benefits  0 $0 $0 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 
Investigation Costs 12 $53,240 $4,436 
Complaint Closures with Monetary Benefits 7 $21,850 $3,121 
 ADR Settlements w/ Monetary Benefits 6 $21,450 $3,575 
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Defense Contract Management Agency (DCMA) FY 2012 EEO Complaint Processing Statistics 

Outcome of Counselings Completed in FY 2012 
 

 
Pre-Complaint Counseling Outcomes 

Completed by EEO 
Counselor 

Completed Using ADR All Completed 
Counselings 

# % # % # % 
Pre-Complaint Counselings 49  36  85  
Settlements 2 4.1% 4 11.1% 6 7.1% 
Withdrawals or No Complaints Filed 21 42.9% 15 41.7% 36 42.4% 
Complaints Filed*     41 48.2% 
Decision to File Complaint Pending at End of FY     2 2.4% 
     *Includes only complaints filed in FY 2012 where counseling was also completed during FY 2012. 
 

Agency Use of ADR for EEO Dispute Resolution in FY 2012 
 

 Total Number Offer Rate Participation Rate 
Pre-Complaint Counselings 85 44.7% 42.4% 
Complaint Closures 38 18.4% 18.4% 

 
Bases Most Frequently Alleged in FY 2012 Filed Complaints 

 

 Top Basis 1 Top Basis 2 Top Basis 3 
Bases of Alleged Discrimination Age Race (Black or African American) Sex (Female) 

 
Timeliness in FY 2012 

 

  
 

Total # 

 
# 

Timely 

 
% 

Timely 

FY 
2011 
APD* 

FY 
2012 
APD* 

 
% 

Change 

Govt 
Wide 
APD* 

All Pre-Complaint Counselings (minus remands) 85 85 100%     
All Investigations 3 0 0% 202 329 62.9% 187 
All Complaint Closures 38   446 345 -22.6% 388 
Merit Decisions (no AJ) 8 8 100% 708 497 -29.8% 462 
Dismissal Decisions (no AJ) 16   54 120 122.2% 92 
*APD =Average Processing Days 

Outcomes of Complaints in FY 2012 
 

 Complaint 
Closures 

Final Agency 
Decision (no AJ 

Decision) 

Final Order (AJ 
Decision Fully 
Implemented) 

Final Order (AJ 
Decision Not Fully 

Implemented) 
# % # % # % # % 

Total Complaints Filed 45        
Total Closures 38        
Settlements 9 23.7%       
Withdrawals 5 13.2%       
Total Final Agency Actions 24 63.2% 24 100% 0 0% 0 0% 
 Dismissals 16 66.7% 16 100% 0 0% 0 0% 
 Merit Decisions 8 33.3% 8 100% 0 0% 0 0% 
 Finding Discrimination 0 NA% 0 NA% 0 NA% 0 NA% 
 Finding No Discrimination  8 100% 8 100% 0 0% 0 0% 

 
Costs Associated With EEO Process in FY 2012 

 

 Total # Total Amount Average Amount 
Pre-Complaint Settlements w/ Monetary Benefits  2 $11,900 $5,950 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 
Investigation Costs 3 $13,310 $4,436 
Complaint Closures with Monetary Benefits 4 $68,239 $17,059 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 

 



EEOC FY 2012 Annual Report on the Federal Work Force Part I 
 

lI-19 

Department of Defense Education Activity (DODEA) FY 2012 EEO Complaint Processing Statistics 

Outcome of Counselings Completed in FY 2012 
 

 
Pre-Complaint Counseling Outcomes 

Completed by EEO 
Counselor 

Completed Using ADR All Completed 
Counselings 

# % # % # % 
Pre-Complaint Counselings 107  29  136  
Settlements 3 2.8% 7 24.1% 10 7.4% 
Withdrawals or No Complaints Filed 43 40.2% 9 31% 52 38.2% 
Complaints Filed*     72 52.9% 
Decision to File Complaint Pending at End of FY     2 1.5% 
     *Includes only complaints filed in FY 2012 where counseling was also completed during FY 2012. 
 

Agency Use of ADR for EEO Dispute Resolution in FY 2012 
 

 Total Number Offer Rate Participation Rate 
Pre-Complaint Counselings 136 38.2% 21.3% 
Complaint Closures 55 16.4% 9.1% 

 
Bases Most Frequently Alleged in FY 2012 Filed Complaints 

 

 Top Basis 1 Top Basis 2 Top Basis 3 
Bases of Alleged Discrimination Reprisal Age Sex (Female) 

 
Timeliness in FY 2012 

 

  
 

Total # 

 
# 

Timely 

 
% 

Timely 

FY 
2011 
APD* 

FY 
2012 
APD* 

 
% 

Change 

Govt 
Wide 
APD* 

All Pre-Complaint Counselings (minus remands) 136 134 98.5%     
All Investigations 54 50 92.6% 178 176 -1.1% 187 
All Complaint Closures 55   287 406 41.5% 388 
Merit Decisions (no AJ) 12 7 58.3% 299 386 29.1% 462 
Dismissal Decisions (no AJ) 10   91 54 -40.7% 92 
*APD =Average Processing Days 

Outcomes of Complaints in FY 2012 
 

 Complaint 
Closures 

Final Agency 
Decision (no AJ 

Decision) 

Final Order (AJ 
Decision Fully 
Implemented) 

Final Order (AJ 
Decision Not Fully 

Implemented) 
# % # % # % # % 

Total Complaints Filed 79        
Total Closures 55        
Settlements 23 41.8%       
Withdrawals 4 7.3%       
Total Final Agency Actions 28 50.9% 22 78.6% 6 21.4% 0 0% 
 Dismissals 10 35.7% 10 100% 0 0% 0 0% 
 Merit Decisions 18 64.3% 12 66.7% 6 33.3% 0 0% 
 Finding Discrimination 0 NA% 0 NA% 0 NA% 0 NA% 
 Finding No Discrimination  18 100% 12 66.7% 6 33.3% 0 0% 

 
Costs Associated With EEO Process in FY 2012 

 

 Total # Total Amount Average Amount 
Pre-Complaint Settlements w/ Monetary Benefits  1 $1,380 $1,380 
 ADR Settlements w/ Monetary Benefits 1 $1,380 $1,380 
Investigation Costs 54 $186,303 $3,450 
Complaint Closures with Monetary Benefits 17 $390,604 $22,976 
 ADR Settlements w/ Monetary Benefits 1 $21,804 $21,804 
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Defense Finance and Accounting Service (DFAS) FY 2012 EEO Complaint Processing Statistics 

Outcome of Counselings Completed in FY 2012 
 

 
Pre-Complaint Counseling Outcomes 

Completed by EEO 
Counselor 

Completed Using ADR All Completed 
Counselings 

# % # % # % 
Pre-Complaint Counselings 37  55  92  
Settlements 1 2.7% 22 40% 23 25% 
Withdrawals or No Complaints Filed 15 40.5% 14 25.5% 29 31.5% 
Complaints Filed*     36 39.1% 
Decision to File Complaint Pending at End of FY     4 4.4% 
     *Includes only complaints filed in FY 2012 where counseling was also completed during FY 2012. 
 

Agency Use of ADR for EEO Dispute Resolution in FY 2012 
 

 Total Number Offer Rate Participation Rate 
Pre-Complaint Counselings 92 77.2% 59.8% 
Complaint Closures 39 0% 0% 

 
Bases Most Frequently Alleged in FY 2012 Filed Complaints 

 

 Top Basis 1 Top Basis 2 Top Basis 3 
Bases of Alleged Discrimination Reprisal Disability (Physical) Age 

 
Timeliness in FY 2012 

 

  
 

Total # 

 
# 

Timely 

 
% 

Timely 

FY 
2011 
APD* 

FY 
2012 
APD* 

 
% 

Change 

Govt 
Wide 
APD* 

All Pre-Complaint Counselings (minus remands) 92 92 100%     
All Investigations 20 11 55% 196 245 25% 187 
All Complaint Closures 39   262 353 34.7% 388 
Merit Decisions (no AJ) 8 8 100% 247 309 25.1% 462 
Dismissal Decisions (no AJ) 9   7 12 71.4% 92 
*APD =Average Processing Days 

Outcomes of Complaints in FY 2012 
 

 Complaint 
Closures 

Final Agency 
Decision (no AJ 

Decision) 

Final Order (AJ 
Decision Fully 
Implemented) 

Final Order (AJ 
Decision Not Fully 

Implemented) 
# % # % # % # % 

Total Complaints Filed 38        
Total Closures 39        
Settlements 13 33.3%       
Withdrawals 3 7.7%       
Total Final Agency Actions 23 59% 17 73.9% 6 26.1% 0 0% 
 Dismissals 9 39.1% 9 100% 0 0% 0 0% 
 Merit Decisions 14 60.9% 8 57.1% 6 42.9% 0 0% 
 Finding Discrimination 1 7.1% 1 100% 0 0% 0 0% 
 Finding No Discrimination  13 92.9% 7 53.8% 6 46.2% 0 0% 

 
Costs Associated With EEO Process in FY 2012 

 

 Total # Total Amount Average Amount 
Pre-Complaint Settlements w/ Monetary Benefits  1 $340 $340 
 ADR Settlements w/ Monetary Benefits 1 $340 $340 
Investigation Costs 20 $88,733 $4,436 
Complaint Closures with Monetary Benefits 11 $189,976 $17,270 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 
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Defense Human Resources Activity (DHRA) FY 2012 EEO Complaint Processing Statistics 

Outcome of Counselings Completed in FY 2012 
 

 
Pre-Complaint Counseling Outcomes 

Completed by EEO 
Counselor 

Completed Using ADR All Completed 
Counselings 

# % # % # % 
Pre-Complaint Counselings 2  6  8  
Settlements 0 0% 1 16.7% 1 12.5% 
Withdrawals or No Complaints Filed 1 50% 3 50% 4 50% 
Complaints Filed*     3 37.5% 
Decision to File Complaint Pending at End of FY     0 0% 
     *Includes only complaints filed in FY 2012 where counseling was also completed during FY 2012. 
 

Agency Use of ADR for EEO Dispute Resolution in FY 2012 
 

 Total Number Offer Rate Participation Rate 
Pre-Complaint Counselings 8 87.5% 75% 
Complaint Closures 5 100% 80% 

 
Bases Most Frequently Alleged in FY 2012 Filed Complaints 

 

 Top Basis 1 Top Basis 2 Top Basis 3 
Bases of Alleged Discrimination Sex (Male) Age Race (Black or African American) 

 
Timeliness in FY 2012 

 

  
 

Total # 

 
# 

Timely 

 
% 

Timely 

FY 
2011 
APD* 

FY 
2012 
APD* 

 
% 

Change 

Govt 
Wide 
APD* 

All Pre-Complaint Counselings (minus remands) 8 6 75%     
All Investigations 0 0 NA% 284 0 -100% 187 
All Complaint Closures 5   507 149 -70.6% 388 
Merit Decisions (no AJ) 0 0 0% 507 0 -100% 462 
Dismissal Decisions (no AJ) 1   0 32 NA% 92 
*APD =Average Processing Days 

Outcomes of Complaints in FY 2012 
 

 Complaint 
Closures 

Final Agency 
Decision (no AJ 

Decision) 

Final Order (AJ 
Decision Fully 
Implemented) 

Final Order (AJ 
Decision Not Fully 

Implemented) 
# % # % # % # % 

Total Complaints Filed 4        
Total Closures 5        
Settlements 1 20%       
Withdrawals 3 60%       
Total Final Agency Actions 1 20% 1 100% 0 0% 0 0% 
 Dismissals 1 100% 1 100% 0 0% 0 0% 
 Merit Decisions 0 NA% 0 NA% 0 NA% 0 NA% 
 Finding Discrimination 0 NA% 0 NA% 0 NA% 0 NA% 
 Finding No Discrimination  0 NA% 0 NA% 0 NA% 0 NA% 

 
Costs Associated With EEO Process in FY 2012 

 

 Total # Total Amount Average Amount 
Pre-Complaint Settlements w/ Monetary Benefits  0 $0 $0 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 
Investigation Costs 0 $0 $0 
Complaint Closures with Monetary Benefits 1 $20,000 $20,000 
 ADR Settlements w/ Monetary Benefits 1 $20,000 $20,000 
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Defense Information Systems Agency (DISA) FY 2012 EEO Complaint Processing Statistics 

Outcome of Counselings Completed in FY 2012 
 

 
Pre-Complaint Counseling Outcomes 

Completed by EEO 
Counselor 

Completed Using ADR All Completed 
Counselings 

# % # % # % 
Pre-Complaint Counselings 29  1  30  
Settlements 0 0% 0 0% 0 0% 
Withdrawals or No Complaints Filed 12 41.4% 1 100% 13 43.3% 
Complaints Filed*     17 56.7% 
Decision to File Complaint Pending at End of FY     0 0% 
     *Includes only complaints filed in FY 2012 where counseling was also completed during FY 2012. 
 

Agency Use of ADR for EEO Dispute Resolution in FY 2012 
 

 Total Number Offer Rate Participation Rate 
Pre-Complaint Counselings 30 100% 3.3% 
Complaint Closures 8 0% 0% 

 
Bases Most Frequently Alleged in FY 2012 Filed Complaints 

 

 Top Basis 1 Top Basis 2 Top Basis 3 
Bases of Alleged Discrimination Reprisal Age Disability (Physical) 

 
Timeliness in FY 2012 

 

  
 

Total # 

 
# 

Timely 

 
% 

Timely 

FY 
2011 
APD* 

FY 
2012 
APD* 

 
% 

Change 

Govt 
Wide 
APD* 

All Pre-Complaint Counselings (minus remands) 29 29 100%     
All Investigations 4 0 0% 306 261 -14.7% 187 
All Complaint Closures 8   680 687 1% 388 
Merit Decisions (no AJ) 0 0 0% 696 0 -100% 462 
Dismissal Decisions (no AJ) 5   0 996 NA% 92 
*APD =Average Processing Days 

Outcomes of Complaints in FY 2012 
 

 Complaint 
Closures 

Final Agency 
Decision (no AJ 

Decision) 

Final Order (AJ 
Decision Fully 
Implemented) 

Final Order (AJ 
Decision Not Fully 

Implemented) 
# % # % # % # % 

Total Complaints Filed 17        
Total Closures 8        
Settlements 2 25%       
Withdrawals 1 12.5%       
Total Final Agency Actions 5 62.5% 5 100% 0 0% 0 0% 
 Dismissals 5 100% 5 100% 0 0% 0 0% 
 Merit Decisions 0 NA% 0 NA% 0 NA% 0 NA% 
 Finding Discrimination 0 NA% 0 NA% 0 NA% 0 NA% 
 Finding No Discrimination  0 NA% 0 NA% 0 NA% 0 NA% 

 
Costs Associated With EEO Process in FY 2012 

 

 Total # Total Amount Average Amount 
Pre-Complaint Settlements w/ Monetary Benefits  0 $0 $0 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 
Investigation Costs 4 $28,003 $7,000 
Complaint Closures with Monetary Benefits 1 $25,000 $25,000 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 
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Defense Office of the Inspector General (DOIG) FY 2012 EEO Complaint Processing Statistics 

Outcome of Counselings Completed in FY 2012 
 

 
Pre-Complaint Counseling Outcomes 

Completed by EEO 
Counselor 

Completed Using ADR All Completed 
Counselings 

# % # % # % 
Pre-Complaint Counselings 7  2  9  
Settlements 1 14.3% 1 50% 2 22.2% 
Withdrawals or No Complaints Filed 0 0% 0 0% 0 0% 
Complaints Filed*     6 66.7% 
Decision to File Complaint Pending at End of FY     1 11.1% 
     *Includes only complaints filed in FY 2012 where counseling was also completed during FY 2012. 
 

Agency Use of ADR for EEO Dispute Resolution in FY 2012 
 

 Total Number Offer Rate Participation Rate 
Pre-Complaint Counselings 9 100% 22.2% 
Complaint Closures 3 0% 0% 

 
Bases Most Frequently Alleged in FY 2012 Filed Complaints 

 

 Top Basis 1 Top Basis 2 Top Basis 3 
Bases of Alleged Discrimination Reprisal Race (Black or African American) Sex (Female) 

 
Timeliness in FY 2012 

 

  
 

Total # 

 
# 

Timely 

 
% 

Timely 

FY 
2011 
APD* 

FY 
2012 
APD* 

 
% 

Change 

Govt 
Wide 
APD* 

All Pre-Complaint Counselings (minus remands) 9 9 100%     
All Investigations 1 1 100% 208 255 22.6% 187 
All Complaint Closures 3   210 469 123.3% 388 
Merit Decisions (no AJ) 0 0 0% 296 0 -100% 462 
Dismissal Decisions (no AJ) 1   49 8 -83.7% 92 
*APD =Average Processing Days 

Outcomes of Complaints in FY 2012 
 

 Complaint 
Closures 

Final Agency 
Decision (no AJ 

Decision) 

Final Order (AJ 
Decision Fully 
Implemented) 

Final Order (AJ 
Decision Not Fully 

Implemented) 
# % # % # % # % 

Total Complaints Filed 6        
Total Closures 3        
Settlements 2 66.7%       
Withdrawals 0 0%       
Total Final Agency Actions 1 33.3% 1 100% 0 0% 0 0% 
 Dismissals 1 100% 1 100% 0 0% 0 0% 
 Merit Decisions 0 NA% 0 NA% 0 NA% 0 NA% 
 Finding Discrimination 0 NA% 0 NA% 0 NA% 0 NA% 
 Finding No Discrimination  0 NA% 0 NA% 0 NA% 0 NA% 

 
Costs Associated With EEO Process in FY 2012 

 

 Total # Total Amount Average Amount 
Pre-Complaint Settlements w/ Monetary Benefits  1 $15,000 $15,000 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 
Investigation Costs 1 $9,895 $9,895 
Complaint Closures with Monetary Benefits 2 $97,500 $48,750 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 
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Defense Joint Task Force National Capital Region Medical (DJTFNCRM) FY 2012 EEO Complaint 
Processing Statistics 

Outcome of Counselings Completed in FY 2012 
 

 
Pre-Complaint Counseling Outcomes 

Completed by EEO 
Counselor 

Completed Using ADR All Completed 
Counselings 

# % # % # % 
Pre-Complaint Counselings 67  17  84  
Settlements 0 0% 6 35.3% 6 7.1% 
Withdrawals or No Complaints Filed 43 64.2% 2 11.8% 45 53.6% 
Complaints Filed*     33 39.3% 
Decision to File Complaint Pending at End of FY     0 0% 
     *Includes only complaints filed in FY 2012 where counseling was also completed during FY 2012. 
 

Agency Use of ADR for EEO Dispute Resolution in FY 2012 
 

 Total Number Offer Rate Participation Rate 
Pre-Complaint Counselings 84 100% 20.2% 
Complaint Closures 7 85.7% 85.7% 

 

Bases Most Frequently Alleged in FY 2012 Filed Complaints 
 

 Top Basis 1 Top Basis 2 Top Basis 3 
Bases of Alleged Discrimination Reprisal Sex (Female) Disability (Physical) 

 

Timeliness in FY 2012 
 

  
 

Total # 

 
# 

Timely 

 
% 

Timely 

FY 
2011 
APD* 

FY 
2012 
APD* 

 
% 

Change 

Govt 
Wide 
APD* 

All Pre-Complaint Counselings (minus remands) 84 53 63.1%     
All Investigations 1 0 0% 0 315 NA% 187 
All Complaint Closures 7   0 92 NA% 388 
Merit Decisions (no AJ) 0 0 0% 0 0 NA% 462 
Dismissal Decisions (no AJ) 5   0 53 NA% 92 
*APD =Average Processing Days 

Outcomes of Complaints in FY 2012 
 

 Complaint 
Closures 

Final Agency 
Decision (no AJ 

Decision) 

Final Order (AJ 
Decision Fully 
Implemented) 

Final Order (AJ 
Decision Not Fully 

Implemented) 
# % # % # % # % 

Total Complaints Filed 33        
Total Closures 7        
Settlements 0 0%       
Withdrawals 2 28.6%       
Total Final Agency Actions 5 71.4% 5 100% 0 0% 0 0% 
 Dismissals 5 100% 5 100% 0 0% 0 0% 
 Merit Decisions 0 NA% 0 NA% 0 NA% 0 NA% 
 Finding Discrimination 0 NA% 0 NA% 0 NA% 0 NA% 
 Finding No Discrimination  0 NA% 0 NA% 0 NA% 0 NA% 

 
Costs Associated With EEO Process in FY 2012 

 

 Total # Total Amount Average Amount 
Pre-Complaint Settlements w/ Monetary Benefits  0 $0 $0 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 
Investigation Costs 1 $3,025 $3,025 
Complaint Closures with Monetary Benefits 0 $0 $0 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 

I I I I I 
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Defense Logistics Agency (DLA) FY 2012 EEO Complaint Processing Statistics 

Outcome of Counselings Completed in FY 2012 
 

 
Pre-Complaint Counseling Outcomes 

Completed by EEO 
Counselor 

Completed Using ADR All Completed 
Counselings 

# % # % # % 
Pre-Complaint Counselings 121  191  312  
Settlements 2 1.7% 58 30.4% 60 19.2% 
Withdrawals or No Complaints Filed 52 43% 80 41.9% 132 42.3% 
Complaints Filed*     114 36.5% 
Decision to File Complaint Pending at End of FY     6 1.9% 
     *Includes only complaints filed in FY 2012 where counseling was also completed during FY 2012. 
 

Agency Use of ADR for EEO Dispute Resolution in FY 2012 
 

 Total Number Offer Rate Participation Rate 
Pre-Complaint Counselings 312 95.2% 61.2% 
Complaint Closures 136 25.7% 21.3% 

 
Bases Most Frequently Alleged in FY 2012 Filed Complaints 

 
 Top Basis 1 Top Basis 2 Top Basis 3 
Bases of Alleged Discrimination Reprisal Race (Black or African American) Age 

 
Timeliness in FY 2012 

 

  
 

Total # 

 
# 

Timely 

 
% 

Timely 

FY 
2011 
APD* 

FY 
2012 
APD* 

 
% 

Change 

Govt 
Wide 
APD* 

All Pre-Complaint Counselings (minus remands) 312 276 88.5%     
All Investigations 52 12 23.1% 270 272 0.7% 187 
All Complaint Closures 136   458 463 1.1% 388 
Merit Decisions (no AJ) 38 3 7.9% 591 494 -16.4% 462 
Dismissal Decisions (no AJ) 14   46 82 78.3% 92 
*APD =Average Processing Days 

Outcomes of Complaints in FY 2012 
 

 Complaint 
Closures 

Final Agency 
Decision (no AJ 

Decision) 

Final Order (AJ 
Decision Fully 
Implemented) 

Final Order (AJ 
Decision Not Fully 

Implemented) 
# % # % # % # % 

Total Complaints Filed 121        
Total Closures 136        
Settlements 49 36%       
Withdrawals 12 8.8%       
Total Final Agency Actions 75 55.2% 52 69.3% 23 30.7% 0 0% 
 Dismissals 14 18.7% 14 100% 0 0% 0 0% 
 Merit Decisions 61 81.3% 38 62.3% 23 37.7% 0 0% 
 Finding Discrimination 2 3.3% 2 100% 0 0% 0 0% 
 Finding No Discrimination  59 96.7% 36 61% 23 39% 0 0% 

 
Costs Associated With EEO Process in FY 2012 

 

 Total # Total Amount Average Amount 
Pre-Complaint Settlements w/ Monetary Benefits  5 $9,052 $1,810 
 ADR Settlements w/ Monetary Benefits 4 $7,334 $1,833 
Investigation Costs 52 $464,213 $8,927 
Complaint Closures with Monetary Benefits 26 $498,486 $19,172 
 ADR Settlements w/ Monetary Benefits 5 $106,808 $21,361 

li==========9l======U=======9l=====ITITI 
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Defense Media Activity (DMA) FY 2012 EEO Complaint Processing Statistics 

Outcome of Counselings Completed in FY 2012 
 

 
Pre-Complaint Counseling Outcomes 

Completed by EEO 
Counselor 

Completed Using ADR All Completed 
Counselings 

# % # % # % 
Pre-Complaint Counselings 3  0  3  
Settlements 0 0% 0 0% 0 0% 
Withdrawals or No Complaints Filed 2 66.7% 0 0% 2 66.7% 
Complaints Filed*     1 33.3% 
Decision to File Complaint Pending at End of FY     0 0% 
     *Includes only complaints filed in FY 2012 where counseling was also completed during FY 2012. 
 

Agency Use of ADR for EEO Dispute Resolution in FY 2012 
 

 Total Number Offer Rate Participation Rate 
Pre-Complaint Counselings 3 66.7% 0% 
Complaint Closures 3 66.7% 66.7% 

 
Bases Most Frequently Alleged in FY 2012 Filed Complaints 

 

 Top Basis 1 Top Basis 2 Top Basis 3 
Bases of Alleged Discrimination Reprisal Sex (Female) Age 

 
Timeliness in FY 2012 

 

  
 

Total # 

 
# 

Timely 

 
% 

Timely 

FY 
2011 
APD* 

FY 
2012 
APD* 

 
% 

Change 

Govt 
Wide 
APD* 

All Pre-Complaint Counselings (minus remands) 3 3 100%     
All Investigations 0 0 NA% 66 0 -100% 187 
All Complaint Closures 3   66 453 586.4% 388 
Merit Decisions (no AJ) 0 0 0% 0 0 NA% 462 
Dismissal Decisions (no AJ) 0   66 0 -100% 92 
*APD =Average Processing Days 

Outcomes of Complaints in FY 2012 
 

 Complaint 
Closures 

Final Agency 
Decision (no AJ 

Decision) 

Final Order (AJ 
Decision Fully 
Implemented) 

Final Order (AJ 
Decision Not Fully 

Implemented) 
# % # % # % # % 

Total Complaints Filed 1        
Total Closures 3        
Settlements 2 66.7%       
Withdrawals 1 33.3%       
Total Final Agency Actions 0 0% 0 NA% 0 NA% 0 NA% 
 Dismissals 0 NA% 0 NA% 0 0% 0 0% 
 Merit Decisions 0 NA% 0 NA% 0 NA% 0 NA% 
 Finding Discrimination 0 NA% 0 NA% 0 NA% 0 NA% 
 Finding No Discrimination  0 NA% 0 NA% 0 NA% 0 NA% 

 
Costs Associated With EEO Process in FY 2012 

 

 Total # Total Amount Average Amount 
Pre-Complaint Settlements w/ Monetary Benefits  0 $0 $0 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 
Investigation Costs 0 $0 $0 
Complaint Closures with Monetary Benefits 1 $54,000 $54,000 
 ADR Settlements w/ Monetary Benefits 2 $54,000 $27,000 
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Defense Missile Defense Agency (DMDA) FY 2012 EEO Complaint Processing Statistics 

Outcome of Counselings Completed in FY 2012 
 

 
Pre-Complaint Counseling Outcomes 

Completed by EEO 
Counselor 

Completed Using ADR All Completed 
Counselings 

# % # % # % 
Pre-Complaint Counselings 10  1  11  
Settlements 1 10% 0 0% 1 9.1% 
Withdrawals or No Complaints Filed 2 20% 1 100% 3 27.3% 
Complaints Filed*     4 36.4% 
Decision to File Complaint Pending at End of FY     3 27.3% 
     *Includes only complaints filed in FY 2012 where counseling was also completed during FY 2012. 
 

Agency Use of ADR for EEO Dispute Resolution in FY 2012 
 

 Total Number Offer Rate Participation Rate 
Pre-Complaint Counselings 11 36.4% 9.1% 
Complaint Closures 0 0% 0% 

 
Bases Most Frequently Alleged in FY 2012 Filed Complaints 

 

 Top Basis 1 Top Basis 2 Top Basis 3 
Bases of Alleged Discrimination Reprisal Sex (Female) Age 

 
Timeliness in FY 2012 

 

  
 

Total # 

 
# 

Timely 

 
% 

Timely 

FY 
2011 
APD* 

FY 
2012 
APD* 

 
% 

Change 

Govt 
Wide 
APD* 

All Pre-Complaint Counselings (minus remands) 11 3 27.3%     
All Investigations 1 0 0% 224 237 5.8% 187 
All Complaint Closures 0   30 0 -100% 388 
Merit Decisions (no AJ) 0 0 0% 0 0 NA% 462 
Dismissal Decisions (no AJ) 0   30 0 -100% 92 
*APD =Average Processing Days 

Outcomes of Complaints in FY 2012 
 

 Complaint 
Closures 

Final Agency 
Decision (no AJ 

Decision) 

Final Order (AJ 
Decision Fully 
Implemented) 

Final Order (AJ 
Decision Not Fully 

Implemented) 
# % # % # % # % 

Total Complaints Filed 5        
Total Closures 0        
Settlements 0 0%       
Withdrawals 0 0%       
Total Final Agency Actions 0 0% 0 NA% 0 NA% 0 NA% 
 Dismissals 0 NA% 0 NA% 0 0% 0 0% 
 Merit Decisions 0 NA% 0 NA% 0 NA% 0 NA% 
 Finding Discrimination 0 NA% 0 NA% 0 NA% 0 NA% 
 Finding No Discrimination  0 NA% 0 NA% 0 NA% 0 NA% 

 
Costs Associated With EEO Process in FY 2012 

 

 Total # Total Amount Average Amount 
Pre-Complaint Settlements w/ Monetary Benefits  0 $0 $0 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 
Investigation Costs 1 $4,437 $4,437 
Complaint Closures with Monetary Benefits 0 $0 $0 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 
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Defense National Guard Bureau (DNGB) FY 2012 EEO Complaint Processing Statistics 

Outcome of Counselings Completed in FY 2012 
 

 
Pre-Complaint Counseling Outcomes 

Completed by EEO 
Counselor 

Completed Using ADR All Completed 
Counselings 

# % # % # % 
Pre-Complaint Counselings 66  47  113  
Settlements 10 15.2% 37 78.7% 47 41.6% 
Withdrawals or No Complaints Filed 28 42.4% 6 12.8% 34 30.1% 
Complaints Filed*     26 23% 
Decision to File Complaint Pending at End of FY     6 5.3% 
     *Includes only complaints filed in FY 2012 where counseling was also completed during FY 2012. 
 

Agency Use of ADR for EEO Dispute Resolution in FY 2012 
 

 Total Number Offer Rate Participation Rate 
Pre-Complaint Counselings 113 73.5% 41.6% 
Complaint Closures 33 30.3% 15.2% 

 
Bases Most Frequently Alleged in FY 2012 Filed Complaints 

 

 Top Basis 1 Top Basis 2 Top Basis 3 
Bases of Alleged Discrimination Reprisal Sex (Female) Age 

 
Timeliness in FY 2012 

 

  
 

Total # 

 
# 

Timely 

 
% 

Timely 

FY 
2011 
APD* 

FY 
2012 
APD* 

 
% 

Change 

Govt 
Wide 
APD* 

All Pre-Complaint Counselings (minus remands) 113 97 85.8%     
All Investigations 0 0 NA% 0 0 NA% 187 
All Complaint Closures 33   394 327 -17% 388 
Merit Decisions (no AJ) 3 0 0% 0 362 NA% 462 
Dismissal Decisions (no AJ) 23   0 355 NA% 92 
*APD =Average Processing Days 

Outcomes of Complaints in FY 2012 
 

 Complaint 
Closures 

Final Agency 
Decision (no AJ 

Decision) 

Final Order (AJ 
Decision Fully 
Implemented) 

Final Order (AJ 
Decision Not Fully 

Implemented) 
# % # % # % # % 

Total Complaints Filed 26        
Total Closures 33        
Settlements 6 18.2%       
Withdrawals 1 3%       
Total Final Agency Actions 26 78.8% 26 100% 0 0% 0 0% 
 Dismissals 23 88.5% 23 100% 0 0% 0 0% 
 Merit Decisions 3 11.5% 3 100% 0 0% 0 0% 
 Finding Discrimination 0 NA% 0 NA% 0 NA% 0 NA% 
 Finding No Discrimination  3 100% 3 100% 0 0% 0 0% 

 
Costs Associated With EEO Process in FY 2012 

 

 Total # Total Amount Average Amount 
Pre-Complaint Settlements w/ Monetary Benefits  0 $0 $0 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 
Investigation Costs 0 $0 $0 
Complaint Closures with Monetary Benefits 2 $559,011 $279,505 
 ADR Settlements w/ Monetary Benefits 2 $559,011 $279,505 
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Defense Office of the Secretary - Wash. Hqtrs. Services (OSD) FY 2012 EEO Complaint Processing 
Statistics 

Outcome of Counselings Completed in FY 2012 
 

 
Pre-Complaint Counseling Outcomes 

Completed by EEO 
Counselor 

Completed Using ADR All Completed 
Counselings 

# % # % # % 
Pre-Complaint Counselings 36  9  45  
Settlements 0 0% 2 22.2% 2 4.4% 
Withdrawals or No Complaints Filed 16 44.4% 2 22.2% 18 40% 
Complaints Filed*     25 55.6% 
Decision to File Complaint Pending at End of FY     0 0% 
     *Includes only complaints filed in FY 2012 where counseling was also completed during FY 2012. 
 

Agency Use of ADR for EEO Dispute Resolution in FY 2012 
 

 Total Number Offer Rate Participation Rate 
Pre-Complaint Counselings 45 20% 20% 
Complaint Closures 45 4.4% 4.4% 

 
Bases Most Frequently Alleged in FY 2012 Filed Complaints 

 

 Top Basis 1 Top Basis 2 Top Basis 3 
Bases of Alleged Discrimination Disability (Physical) Race (Black or African American) Sex (Female) 

 
Timeliness in FY 2012 

 

  
 

Total # 

 
# 

Timely 

 
% 

Timely 

FY 
2011 
APD* 

FY 
2012 
APD* 

 
% 

Change 

Govt 
Wide 
APD* 

All Pre-Complaint Counselings (minus remands) 45 45 100%     
All Investigations 19 15 78.9% 253 248 -2% 187 
All Complaint Closures 45   464 570 22.8% 388 
Merit Decisions (no AJ) 6 0 0% 443 664 49.9% 462 
Dismissal Decisions (no AJ) 13   135 245 81.5% 92 
*APD =Average Processing Days 

Outcomes of Complaints in FY 2012 
 

 Complaint 
Closures 

Final Agency 
Decision (no AJ 

Decision) 

Final Order (AJ 
Decision Fully 
Implemented) 

Final Order (AJ 
Decision Not Fully 

Implemented) 
# % # % # % # % 

Total Complaints Filed 27        
Total Closures 45        
Settlements 12 26.7%       
Withdrawals 7 15.6%       
Total Final Agency Actions 26 57.8% 19 73.1% 7 26.9% 0 0% 
 Dismissals 13 50% 13 100% 0 0% 0 0% 
 Merit Decisions 13 50% 6 46.2% 7 53.8% 0 0% 
 Finding Discrimination 0 NA% 0 NA% 0 NA% 0 NA% 
 Finding No Discrimination  13 100% 6 46.2% 7 53.8% 0 0% 

 
Costs Associated With EEO Process in FY 2012 

 

 Total # Total Amount Average Amount 
Pre-Complaint Settlements w/ Monetary Benefits  0 $0 $0 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 
Investigation Costs 19 $172,330 $9,070 
Complaint Closures with Monetary Benefits 8 $288,118 $36,014 
 ADR Settlements w/ Monetary Benefits 1 $40,000 $40,000 
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Defense Security Service (DSS) FY 2012 EEO Complaint Processing Statistics 

Outcome of Counselings Completed in FY 2012 
 

 
Pre-Complaint Counseling Outcomes 

Completed by EEO 
Counselor 

Completed Using ADR All Completed 
Counselings 

# % # % # % 
Pre-Complaint Counselings 16  2  18  
Settlements 0 0% 2 100% 2 11.1% 
Withdrawals or No Complaints Filed 3 18.8% 0 0% 3 16.7% 
Complaints Filed*     8 44.4% 
Decision to File Complaint Pending at End of FY     5 27.8% 
     *Includes only complaints filed in FY 2012 where counseling was also completed during FY 2012. 
 

Agency Use of ADR for EEO Dispute Resolution in FY 2012 
 

 Total Number Offer Rate Participation Rate 
Pre-Complaint Counselings 18 38.9% 11.1% 
Complaint Closures 6 0% 0% 

 
Bases Most Frequently Alleged in FY 2012 Filed Complaints 

 

 Top Basis 1 Top Basis 2 Top Basis 3 
Bases of Alleged Discrimination Sex (Female) Disability (Physical) Reprisal 

 
Timeliness in FY 2012 

 

  
 

Total # 

 
# 

Timely 

 
% 

Timely 

FY 
2011 
APD* 

FY 
2012 
APD* 

 
% 

Change 

Govt 
Wide 
APD* 

All Pre-Complaint Counselings (minus remands) 18 18 100%     
All Investigations 5 0 0% 233 193 -17.2% 187 
All Complaint Closures 6   411 167 -59.4% 388 
Merit Decisions (no AJ) 3 3 100% 428 200 -53.3% 462 
Dismissal Decisions (no AJ) 2   36 100 177.8% 92 
*APD =Average Processing Days 

Outcomes of Complaints in FY 2012 
 

 Complaint 
Closures 

Final Agency 
Decision (no AJ 

Decision) 

Final Order (AJ 
Decision Fully 
Implemented) 

Final Order (AJ 
Decision Not Fully 

Implemented) 
# % # % # % # % 

Total Complaints Filed 8        
Total Closures 6        
Settlements 1 16.7%       
Withdrawals 0 0%       
Total Final Agency Actions 5 83.3% 5 100% 0 0% 0 0% 
 Dismissals 2 40% 2 100% 0 0% 0 0% 
 Merit Decisions 3 60% 3 100% 0 0% 0 0% 
 Finding Discrimination 0 NA% 0 NA% 0 NA% 0 NA% 
 Finding No Discrimination  3 100% 3 100% 0 0% 0 0% 

 
Costs Associated With EEO Process in FY 2012 

 

 Total # Total Amount Average Amount 
Pre-Complaint Settlements w/ Monetary Benefits  0 $0 $0 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 
Investigation Costs 5 $22,185 $4,437 
Complaint Closures with Monetary Benefits 0 $0 $0 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 
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Defense Threat Reduction Agency (DTRA) FY 2012 EEO Complaint Processing Statistics 

Outcome of Counselings Completed in FY 2012 
 

 
Pre-Complaint Counseling Outcomes 

Completed by EEO 
Counselor 

Completed Using ADR All Completed 
Counselings 

# % # % # % 
Pre-Complaint Counselings 12  7  19  
Settlements 0 0% 3 42.9% 3 15.8% 
Withdrawals or No Complaints Filed 4 33.3% 3 42.9% 7 36.8% 
Complaints Filed*     9 47.4% 
Decision to File Complaint Pending at End of FY     0 0% 
     *Includes only complaints filed in FY 2012 where counseling was also completed during FY 2012. 
 

Agency Use of ADR for EEO Dispute Resolution in FY 2012 
 

 Total Number Offer Rate Participation Rate 
Pre-Complaint Counselings 19 100% 36.8% 
Complaint Closures 8 0% 0% 

 
Bases Most Frequently Alleged in FY 2012 Filed Complaints 

 

 Top Basis 1 Top Basis 2 Top Basis 3 
Bases of Alleged Discrimination Reprisal Disability (Physical) Race (Black or African American) 

 
Timeliness in FY 2012 

 

  
Total 

# 

 
# 

Timely 

 
% 

Timely 

FY 
2011 
APD* 

FY 
2012 
APD* 

 
% 

Change 

Govt 
Wide 
APD* 

All Pre-Complaint Counselings (minus remands) 19 18 94.7%     
All Investigations 0 0 NA% 209 0 -100% 187 
All Complaint Closures 8   170 743 337.1% 388 
Merit Decisions (no AJ) 0 0 0% 414 0 -100% 462 
Dismissal Decisions (no AJ) 4   53 869 1,539.6% 92 
*APD =Average Processing Days 

Outcomes of Complaints in FY 2012 
 

 Complaint 
Closures 

Final Agency 
Decision (no AJ 

Decision) 

Final Order (AJ 
Decision Fully 
Implemented) 

Final Order (AJ 
Decision Not Fully 

Implemented) 
# % # % # % # % 

Total Complaints Filed 9        
Total Closures 8        
Settlements 4 50%       
Withdrawals 0 0%       
Total Final Agency Actions 4 50% 4 100% 0 0% 0 0% 
 Dismissals 4 100% 4 100% 0 0% 0 0% 
 Merit Decisions 0 NA% 0 NA% 0 NA% 0 NA% 
 Finding Discrimination 0 NA% 0 NA% 0 NA% 0 NA% 
 Finding No Discrimination  0 NA% 0 NA% 0 NA% 0 NA% 

 
Costs Associated With EEO Process in FY 2012 

 

 Total # Total Amount Average Amount 
Pre-Complaint Settlements w/ Monetary Benefits  1 $2,000 $2,000 
 ADR Settlements w/ Monetary Benefits 1 $2,000 $2,000 
Investigation Costs 0 $0 $0 
Complaint Closures with Monetary Benefits 3 $121,000 $40,333 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 
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Defense TRICARE Management Activity (DTMA) FY 2012 EEO Complaint Processing Statistics 

Outcome of Counselings Completed in FY 2012 
 

 
Pre-Complaint Counseling Outcomes 

Completed by EEO 
Counselor 

Completed Using ADR All Completed 
Counselings 

# % # % # % 
Pre-Complaint Counselings 17  1  18  
Settlements 0 0% 0 0% 0 0% 
Withdrawals or No Complaints Filed 7 41.2% 1 100% 8 44.4% 
Complaints Filed*     10 55.6% 
Decision to File Complaint Pending at End of FY     0 0% 
     *Includes only complaints filed in FY 2012 where counseling was also completed during FY 2012. 
 

Agency Use of ADR for EEO Dispute Resolution in FY 2012 
 

 Total Number Offer Rate Participation Rate 
Pre-Complaint Counselings 18 83.3% 5.6% 
Complaint Closures 7 71.4% 71.4% 

 
Bases Most Frequently Alleged in FY 2012 Filed Complaints 

 

 Top Basis 1 Top Basis 2 Top Basis 3 
Bases of Alleged Discrimination Race (Black or African American) Reprisal Sex (Female) 

 
Timeliness in FY 2012 

 

  
 

Total # 

 
# 

Timely 

 
% 

Timely 

FY 
2011 
APD* 

FY 
2012 
APD* 

 
% 

Change 

Govt 
Wide 
APD* 

All Pre-Complaint Counselings (minus remands) 18 7 38.9%     
All Investigations 2 1 50% 0 368 NA% 187 
All Complaint Closures 7   221 217 -1.8% 388 
Merit Decisions (no AJ) 0 0 0% 0 0 NA% 462 
Dismissal Decisions (no AJ) 5   0 108 NA% 92 
*APD =Average Processing Days 

Outcomes of Complaints in FY 2012 
 

 Complaint 
Closures 

Final Agency 
Decision (no AJ 

Decision) 

Final Order (AJ 
Decision Fully 
Implemented) 

Final Order (AJ 
Decision Not Fully 

Implemented) 
# % # % # % # % 

Total Complaints Filed 10        
Total Closures 7        
Settlements 1 14.3%       
Withdrawals 1 14.3%       
Total Final Agency Actions 5 71.4% 5 100% 0 0% 0 0% 
 Dismissals 5 100% 5 100% 0 0% 0 0% 
 Merit Decisions 0 NA% 0 NA% 0 NA% 0 NA% 
 Finding Discrimination 0 NA% 0 NA% 0 NA% 0 NA% 
 Finding No Discrimination  0 NA% 0 NA% 0 NA% 0 NA% 

 
Costs Associated With EEO Process in FY 2012 

 

 Total # Total Amount Average Amount 
Pre-Complaint Settlements w/ Monetary Benefits  0 $0 $0 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 
Investigation Costs 2 $6,094 $3,047 
Complaint Closures with Monetary Benefits 1 $35,000 $35,000 
 ADR Settlements w/ Monetary Benefits 1 $35,000 $35,000 
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Defense Uniformed Services University (DUSU) FY 2012 EEO Complaint Processing Statistics 

Outcome of Counselings Completed in FY 2012 
 

 
Pre-Complaint Counseling Outcomes 

Completed by EEO 
Counselor 

Completed Using ADR All Completed 
Counselings 

# % # % # % 
Pre-Complaint Counselings 5  0  5  
Settlements 0 0% 0 0% 0 0% 
Withdrawals or No Complaints Filed 3 60% 0 0% 3 60% 
Complaints Filed*     2 40% 
Decision to File Complaint Pending at End of FY     0 0% 
     *Includes only complaints filed in FY 2012 where counseling was also completed during FY 2012. 
 

Agency Use of ADR for EEO Dispute Resolution in FY 2012 
 

 Total Number Offer Rate Participation Rate 
Pre-Complaint Counselings 5 0% 0% 
Complaint Closures 0 0% 0% 

 
Bases Most Frequently Alleged in FY 2012 Filed Complaints 

 

 Top Basis 1 Top Basis 2 Top Basis 3 
Bases of Alleged Discrimination Sex (Male) Age Disability (Physical) 

 
Timeliness in FY 2012 

 

  
 

Total # 

 
# 

Timely 

 
% 

Timely 

FY 
2011 
APD* 

FY 
2012 
APD* 

 
% 

Change 

Govt 
Wide 
APD* 

All Pre-Complaint Counselings (minus remands) 5 5 100%     
All Investigations 0 0 NA% 0 0 NA% 187 
All Complaint Closures 0   45 0 -100% 388 
Merit Decisions (no AJ) 0 0 0% 0 0 NA% 462 
Dismissal Decisions (no AJ) 0   0 0 NA% 92 
*APD =Average Processing Days 

Outcomes of Complaints in FY 2012 
 

 Complaint 
Closures 

Final Agency 
Decision (no AJ 

Decision) 

Final Order (AJ 
Decision Fully 
Implemented) 

Final Order (AJ 
Decision Not Fully 

Implemented) 
# % # % # % # % 

Total Complaints Filed 2        
Total Closures 0        
Settlements 0 0%       
Withdrawals 0 0%       
Total Final Agency Actions 0 0% 0 NA% 0 NA% 0 NA% 
 Dismissals 0 NA% 0 NA% 0 0% 0 0% 
 Merit Decisions 0 NA% 0 NA% 0 NA% 0 NA% 
 Finding Discrimination 0 NA% 0 NA% 0 NA% 0 NA% 
 Finding No Discrimination  0 NA% 0 NA% 0 NA% 0 NA% 

 
Costs Associated With EEO Process in FY 2012 

 

 Total # Total Amount Average Amount 
Pre-Complaint Settlements w/ Monetary Benefits  0 $0 $0 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 
Investigation Costs 0 $0 $0 
Complaint Closures with Monetary Benefits 0 $0 $0 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 

 



EEOC FY 2012 Annual Report on the Federal Work Force Part I 
 

lI-34 

Department of Education (ED) FY 2012 EEO Complaint Processing Statistics 

Outcome of Counselings Completed in FY 2012 
 

 
Pre-Complaint Counseling Outcomes 

Completed by EEO 
Counselor 

Completed Using ADR All Completed 
Counselings 

# % # % # % 
Pre-Complaint Counselings 38  10  48  
Settlements 1 2.6% 1 10% 2 4.2% 
Withdrawals or No Complaints Filed 8 21.1% 5 50% 13 27.1% 
Complaints Filed*     32 66.7% 
Decision to File Complaint Pending at End of FY     1 2.1% 
     *Includes only complaints filed in FY 2012 where counseling was also completed during FY 2012. 
 

Agency Use of ADR for EEO Dispute Resolution in FY 2012 
 

 Total Number Offer Rate Participation Rate 
Pre-Complaint Counselings 48 89.6% 20.8% 
Complaint Closures 46 45.7% 4.4% 

 
Bases Most Frequently Alleged in FY 2012 Filed Complaints 

 

 Top Basis 1 Top Basis 2 Top Basis 3 
Bases of Alleged Discrimination Reprisal Race (Black or African American) Age 

 
Timeliness in FY 2012 

 

  
 

Total # 

 
# 

Timely 

 
% 

Timely 

FY 
2011 
APD* 

FY 
2012 
APD* 

 
% 

Change 

Govt 
Wide 
APD* 

All Pre-Complaint Counselings (minus remands) 48 47 97.9%     
All Investigations 26 26 100% 192 179 -6.8% 187 
All Complaint Closures 46   430 566 31.6% 388 
Merit Decisions (no AJ) 17 17 100% 385 358 -7% 462 
Dismissal Decisions (no AJ) 2   54 92 70.4% 92 
*APD =Average Processing Days 

Outcomes of Complaints in FY 2012 
 

 Complaint 
Closures 

Final Agency 
Decision (no AJ 

Decision) 

Final Order (AJ 
Decision Fully 
Implemented) 

Final Order (AJ 
Decision Not Fully 

Implemented) 
# % # % # % # % 

Total Complaints Filed 33        
Total Closures 46        
Settlements 10 21.7%       
Withdrawals 5 10.9%       
Total Final Agency Actions 31 67.4% 19 61.3% 12 38.7% 0 0% 
 Dismissals 2 6.5% 2 100% 0 0% 0 0% 
 Merit Decisions 29 93.5% 17 58.6% 12 41.4% 0 0% 
 Finding Discrimination 0 NA% 0 NA% 0 NA% 0 NA% 
 Finding No Discrimination  29 100% 17 58.6% 12 41.4% 0 0% 

 
Costs Associated With EEO Process in FY 2012 

 

 Total # Total Amount Average Amount 
Pre-Complaint Settlements w/ Monetary Benefits  0 $0 $0 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 
Investigation Costs 26 $90,427 $3,477 
Complaint Closures with Monetary Benefits 6 $36,800 $6,133 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 
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Department of Energy (DOE) FY 2012 EEO Complaint Processing Statistics 

Outcome of Counselings Completed in FY 2012 
 

 
Pre-Complaint Counseling Outcomes 

Completed by EEO 
Counselor 

Completed Using ADR All Completed 
Counselings 

# % # % # % 
Pre-Complaint Counselings 95  29  124  
Settlements 7 7.4% 5 17.2% 12 9.7% 
Withdrawals or No Complaints Filed 33 34.7% 4 13.8% 37 29.8% 
Complaints Filed*     72 58.1% 
Decision to File Complaint Pending at End of FY     3 2.4% 
     *Includes only complaints filed in FY 2012 where counseling was also completed during FY 2012. 
 

Agency Use of ADR for EEO Dispute Resolution in FY 2012 
 

 Total Number Offer Rate Participation Rate 
Pre-Complaint Counselings 124 63.7% 23.4% 
Complaint Closures 63 55.6% 14.3% 

 
Bases Most Frequently Alleged in FY 2012 Filed Complaints 

 

 Top Basis 1 Top Basis 2 Top Basis 3 
Bases of Alleged Discrimination Reprisal Age Disability (Physical) 

 
Timeliness in FY 2012 

 

  
 

Total # 

 
# 

Timely 

 
% 

Timely 

FY 
2011 
APD* 

FY 
2012 
APD* 

 
% 

Change 

Govt 
Wide 
APD* 

All Pre-Complaint Counselings (minus remands) 124 66 53.2%     
All Investigations 51 42 82.4% DNF 179 NA 187 
All Complaint Closures 63   DNF 345 NA 388 
Merit Decisions (no AJ) 18 5 27.8% DNF 372 NA 462 
Dismissal Decisions (no AJ) 6   DNF 242 NA 92 
*APD =Average Processing Days   DNF = Did Not File a FY 2011 report. 

Outcomes of Complaints in FY 2012 
 

 Complaint 
Closures 

Final Agency 
Decision (no AJ 

Decision) 

Final Order (AJ 
Decision Fully 
Implemented) 

Final Order (AJ 
Decision Not Fully 

Implemented) 
# % # % # % # % 

Total Complaints Filed 72        
Total Closures 63        
Settlements 27 42.9%       
Withdrawals 9 14.3%       
Total Final Agency Actions 27 42.9% 24 88.9% 3 11.1% 0 0% 
 Dismissals 6 22.2% 6 100% 0 0% 0 0% 
 Merit Decisions 21 77.8% 18 85.7% 3 14.3% 0 0% 
 Finding Discrimination 2 9.5% 2 100% 0 0% 0 0% 
 Finding No Discrimination  19 90.5% 16 84.2% 3 15.8% 0 0% 

 
Costs Associated With EEO Process in FY 2012 

 

 Total # Total Amount Average Amount 
Pre-Complaint Settlements w/ Monetary Benefits  1 $5,418 $5,418 
 ADR Settlements w/ Monetary Benefits 1 $5,418 $5,418 
Investigation Costs 51 $133,184 $2,611 
Complaint Closures with Monetary Benefits 23 $919,109 $39,961 
 ADR Settlements w/ Monetary Benefits 4 $94,000 $23,500 
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Environmental Protection Agency (EPA) FY 2012 EEO Complaint Processing Statistics 

Outcome of Counselings Completed in FY 2012 
 

 
Pre-Complaint Counseling Outcomes 

Completed by EEO 
Counselor 

Completed Using ADR All Completed 
Counselings 

# % # % # % 
Pre-Complaint Counselings 70  28  98  
Settlements 2 2.9% 2 7.1% 4 4.1% 
Withdrawals or No Complaints Filed 17 24.3% 2 7.1% 19 19.4% 
Complaints Filed*     70 71.4% 
Decision to File Complaint Pending at End of FY     5 5.1% 
     *Includes only complaints filed in FY 2012 where counseling was also completed during FY 2012. 
 

Agency Use of ADR for EEO Dispute Resolution in FY 2012 
 

 Total Number Offer Rate Participation Rate 
Pre-Complaint Counselings 98 84.7% 28.6% 
Complaint Closures 49 2% 2% 

 
Bases Most Frequently Alleged in FY 2012 Filed Complaints 

 

 Top Basis 1 Top Basis 2 Top Basis 3 
Bases of Alleged Discrimination Reprisal Age Sex (Female) 

 
Timeliness in FY 2012 

 

  
 

Total # 

 
# 

Timely 

 
% 

Timely 

FY 
2011 
APD* 

FY 
2012 
APD* 

 
% 

Change 

Govt 
Wide 
APD* 

All Pre-Complaint Counselings (minus remands) 98 68 69.4%     
All Investigations 61 9 14.8% 247 355 43.7% 187 
All Complaint Closures 49   697 712 2.2% 388 
Merit Decisions (no AJ) 13 0 0% 741 899 21.3% 462 
Dismissal Decisions (no AJ) 2   331 229 -30.8% 92 
*APD =Average Processing Days 

Outcomes of Complaints in FY 2012 
 

 Complaint 
Closures 

Final Agency 
Decision (no AJ 

Decision) 

Final Order (AJ 
Decision Fully 
Implemented) 

Final Order (AJ 
Decision Not Fully 

Implemented) 
# % # % # % # % 

Total Complaints Filed 78        
Total Closures 49        
Settlements 12 24.5%       
Withdrawals 11 22.5%       
Total Final Agency Actions 26 53.1% 15 57.7% 11 42.3% 0 0% 
 Dismissals 3 11.5% 2 66.7% 1 33.3% 0 0% 
 Merit Decisions 23 88.5% 13 56.5% 10 43.5% 0 0% 
 Finding Discrimination 1 4.4% 1 100% 0 0% 0 0% 
 Finding No Discrimination  22 95.7% 12 54.5% 10 45.5% 0 0% 

 
Costs Associated With EEO Process in FY 2012 

 

 Total # Total Amount Average Amount 
Pre-Complaint Settlements w/ Monetary Benefits  0 $0 $0 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 
Investigation Costs 61 $138,948 $2,277 
Complaint Closures with Monetary Benefits 9 $635,892 $70,654 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 

 



EEOC FY 2012 Annual Report on the Federal Work Force Part I 
 

lI-37 

Equal Employment Opportunity Commission (EEOC) FY 2012 EEO Complaint Processing Statistics 

Outcome of Counselings Completed in FY 2012 
 

 
Pre-Complaint Counseling Outcomes 

Completed by EEO 
Counselor 

Completed Using ADR All Completed 
Counselings 

# % # % # % 
Pre-Complaint Counselings 24  17  41  
Settlements 1 4.2% 1 5.9% 2 4.9% 
Withdrawals or No Complaints Filed 12 50% 4 23.5% 16 39% 
Complaints Filed*     23 56.1% 
Decision to File Complaint Pending at End of FY     0 0% 
     *Includes only complaints filed in FY 2012 where counseling was also completed during FY 2012. 
 

Agency Use of ADR for EEO Dispute Resolution in FY 2012 
 

 Total Number Offer Rate Participation Rate 
Pre-Complaint Counselings 41 92.7% 41.5% 
Complaint Closures 20 10% 10% 

 
Bases Most Frequently Alleged in FY 2012 Filed Complaints 

 

 Top Basis 1 Top Basis 2 Top Basis 3 
Bases of Alleged Discrimination Reprisal Disability (Mental) Disability (Physical) 

 
Timeliness in FY 2012 

 

  
 

Total # 

 
# 

Timely 

 
% 

Timely 

FY 
2011 
APD* 

FY 
2012 
APD* 

 
% 

Change 

Govt 
Wide 
APD* 

All Pre-Complaint Counselings (minus remands) 41 40 97.6%     
All Investigations 13 12 92.3% 150 240 60% 187 
All Complaint Closures 20   322 329 2.2% 388 
Merit Decisions (no AJ) 5 0 0% 464 530 14.2% 462 
Dismissal Decisions (no AJ) 5   96 161 67.7% 92 
*APD =Average Processing Days 

Outcomes of Complaints in FY 2012 
 

 Complaint 
Closures 

Final Agency 
Decision (no AJ 

Decision) 

Final Order (AJ 
Decision Fully 
Implemented) 

Final Order (AJ 
Decision Not Fully 

Implemented) 
# % # % # % # % 

Total Complaints Filed 25        
Total Closures 20        
Settlements 6 30%       
Withdrawals 1 5%       
Total Final Agency Actions 13 65% 10 76.9% 3 23.1% 0 0% 
 Dismissals 5 38.5% 5 100% 0 0% 0 0% 
 Merit Decisions 8 61.5% 5 62.5% 3 37.5% 0 0% 
 Finding Discrimination 0 NA% 0 NA% 0 NA% 0 NA% 
 Finding No Discrimination  8 100% 5 62.5% 3 37.5% 0 0% 

 
Costs Associated With EEO Process in FY 2012 

 

 Total # Total Amount Average Amount 
Pre-Complaint Settlements w/ Monetary Benefits  0 $0 $0 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 
Investigation Costs 13 $84,000 $6,461 
Complaint Closures with Monetary Benefits 4 $19,650 $4,912 
 ADR Settlements w/ Monetary Benefits 1 $8,000 $8,000 
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Federal Communications Commission (FCC) FY 2012 EEO Complaint Processing Statistics 

Outcome of Counselings Completed in FY 2012 
 

 
Pre-Complaint Counseling Outcomes 

Completed by EEO 
Counselor 

Completed Using ADR All Completed 
Counselings 

# % # % # % 
Pre-Complaint Counselings 15  0  15  
Settlements 0 0% 0 0% 0 0% 
Withdrawals or No Complaints Filed 5 33.3% 0 0% 5 33.3% 
Complaints Filed*     10 66.7% 
Decision to File Complaint Pending at End of FY     0 0% 
     *Includes only complaints filed in FY 2012 where counseling was also completed during FY 2012. 
 

Agency Use of ADR for EEO Dispute Resolution in FY 2012 
 

 Total Number Offer Rate Participation Rate 
Pre-Complaint Counselings 15 0% 0% 
Complaint Closures 2 0% 0% 

 
Bases Most Frequently Alleged in FY 2012 Filed Complaints 

 

 Top Basis 1 Top Basis 2 Top Basis 3 
Bases of Alleged Discrimination Race (Black or African American) Sex (Male) Disability (Mental) 

 
Timeliness in FY 2012 

 

  
 

Total # 

 
# 

Timely 

 
% 

Timely 

FY 
2011 
APD* 

FY 
2012 
APD* 

 
% 

Change 

Govt 
Wide 
APD* 

All Pre-Complaint Counselings (minus remands) 15 10 66.7%     
All Investigations 10 10 100% 61 39 -36.1% 187 
All Complaint Closures 2   30 90 200% 388 
Merit Decisions (no AJ) 0 0 0% 0 0 NA% 462 
Dismissal Decisions (no AJ) 2   0 90 NA% 92 
*APD =Average Processing Days 

Outcomes of Complaints in FY 2012 
 

 Complaint 
Closures 

Final Agency 
Decision (no AJ 

Decision) 

Final Order (AJ 
Decision Fully 
Implemented) 

Final Order (AJ 
Decision Not Fully 

Implemented) 
# % # % # % # % 

Total Complaints Filed 10        
Total Closures 2        
Settlements 0 0%       
Withdrawals 0 0%       
Total Final Agency Actions 2 100% 2 100% 0 0% 0 0% 
 Dismissals 2 100% 2 100% 0 0% 0 0% 
 Merit Decisions 0 NA% 0 NA% 0 NA% 0 NA% 
 Finding Discrimination 0 NA% 0 NA% 0 NA% 0 NA% 
 Finding No Discrimination  0 NA% 0 NA% 0 NA% 0 NA% 

 
Costs Associated With EEO Process in FY 2012 

 

 Total # Total Amount Average Amount 
Pre-Complaint Settlements w/ Monetary Benefits  0 $0 $0 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 
Investigation Costs 10 $36,000 $3,600 
Complaint Closures with Monetary Benefits 0 $0 $0 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 
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Federal Deposit Insurance Corporation (FDIC) FY 2012 EEO Complaint Processing Statistics 

Outcome of Counselings Completed in FY 2012 
 

 
Pre-Complaint Counseling Outcomes 

Completed by EEO 
Counselor 

Completed Using ADR All Completed 
Counselings 

# % # % # % 
Pre-Complaint Counselings 43  39  82  
Settlements 2 4.7% 9 23.1% 11 13.4% 
Withdrawals or No Complaints Filed 17 39.5% 6 15.4% 23 28.1% 
Complaints Filed*     44 53.7% 
Decision to File Complaint Pending at End of FY     4 4.9% 
     *Includes only complaints filed in FY 2012 where counseling was also completed during FY 2012. 
 

Agency Use of ADR for EEO Dispute Resolution in FY 2012 
 

 Total Number Offer Rate Participation Rate 
Pre-Complaint Counselings 82 86.6% 47.6% 
Complaint Closures 42 40.5% 19.1% 

 
Bases Most Frequently Alleged in FY 2012 Filed Complaints 

 

 Top Basis 1 Top Basis 2 Top Basis 3 
Bases of Alleged Discrimination Reprisal Race (Black or African American) Age 

 
Timeliness in FY 2012 

 

  
 

Total # 

 
# 

Timely 

 
% 

Timely 

FY 
2011 
APD* 

FY 
2012 
APD* 

 
% 

Change 

Govt 
Wide 
APD* 

All Pre-Complaint Counselings (minus remands) 82 80 97.6%     
All Investigations 29 29 100% 207 224 8.2% 187 
All Complaint Closures 42   255 291 14.1% 388 
Merit Decisions (no AJ) 12 12 100% 450 407 -9.6% 462 
Dismissal Decisions (no AJ) 11   44 133 202.3% 92 
*APD =Average Processing Days 

Outcomes of Complaints in FY 2012 
 

 Complaint 
Closures 

Final Agency 
Decision (no AJ 

Decision) 

Final Order (AJ 
Decision Fully 
Implemented) 

Final Order (AJ 
Decision Not Fully 

Implemented) 
# % # % # % # % 

Total Complaints Filed 44        
Total Closures 42        
Settlements 14 33.3%       
Withdrawals 2 4.8%       
Total Final Agency Actions 26 61.9% 23 88.5% 3 11.5% 0 0% 
 Dismissals 12 46.2% 11 91.7% 1 8.3% 0 0% 
 Merit Decisions 14 53.8% 12 85.7% 2 14.3% 0 0% 
 Finding Discrimination 0 NA% 0 NA% 0 NA% 0 NA% 
 Finding No Discrimination  14 100% 12 85.7% 2 14.3% 0 0% 

 
Costs Associated With EEO Process in FY 2012 

 

 Total # Total Amount Average Amount 
Pre-Complaint Settlements w/ Monetary Benefits  1 $1,750 $1,750 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 
Investigation Costs 29 $165,049 $5,691 
Complaint Closures with Monetary Benefits 8 $343,256 $42,907 
 ADR Settlements w/ Monetary Benefits 2 $25,442 $12,721 
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Federal Energy Regulatory Commission (FERC) FY 2012 EEO Complaint Processing Statistics 

Outcome of Counselings Completed in FY 2012 
 

 
Pre-Complaint Counseling Outcomes 

Completed by EEO 
Counselor 

Completed Using ADR All Completed 
Counselings 

# % # % # % 
Pre-Complaint Counselings 13  0  13  
Settlements 0 0% 0 0% 0 0% 
Withdrawals or No Complaints Filed 7 53.8% 0 0% 7 53.9% 
Complaints Filed*     6 46.2% 
Decision to File Complaint Pending at End of FY     0 0% 
     *Includes only complaints filed in FY 2012 where counseling was also completed during FY 2012. 
 

Agency Use of ADR for EEO Dispute Resolution in FY 2012 
 

 Total Number Offer Rate Participation Rate 
Pre-Complaint Counselings 13 0% 0% 
Complaint Closures 10 30% 30% 

 
Bases Most Frequently Alleged in FY 2012 Filed Complaints 

 

 Top Basis 1 Top Basis 2 Top Basis 3 
Bases of Alleged Discrimination Reprisal Race (Black or African American) Sex (Female) 

 
Timeliness in FY 2012 

 

  
 

Total # 

 
# 

Timely 

 
% 

Timely 

FY 
2011 
APD* 

FY 
2012 
APD* 

 
% 

Change 

Govt 
Wide 
APD* 

All Pre-Complaint Counselings (minus remands) 13 13 100%     
All Investigations 6 6 100% 0 180 NA% 187 
All Complaint Closures 10   180 152 -15.6% 388 
Merit Decisions (no AJ) 6 6 100% 180 200 11.1% 462 
Dismissal Decisions (no AJ) 2   180 60 -66.7% 92 
*APD =Average Processing Days 

Outcomes of Complaints in FY 2012 
 

 Complaint 
Closures 

Final Agency 
Decision (no AJ 

Decision) 

Final Order (AJ 
Decision Fully 
Implemented) 

Final Order (AJ 
Decision Not Fully 

Implemented) 
# % # % # % # % 

Total Complaints Filed 6        
Total Closures 10        
Settlements 1 10%       
Withdrawals 1 10%       
Total Final Agency Actions 8 80% 8 100% 0 0% 0 0% 
 Dismissals 2 25% 2 100% 0 0% 0 0% 
 Merit Decisions 6 75% 6 100% 0 0% 0 0% 
 Finding Discrimination 0 NA% 0 NA% 0 NA% 0 NA% 
 Finding No Discrimination  6 100% 6 100% 0 0% 0 0% 

 
Costs Associated With EEO Process in FY 2012 

 

 Total # Total Amount Average Amount 
Pre-Complaint Settlements w/ Monetary Benefits  0 $0 $0 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 
Investigation Costs 6 $21,000 $3,500 
Complaint Closures with Monetary Benefits 1 $25,000 $25,000 
 ADR Settlements w/ Monetary Benefits 1 $25,000 $25,000 
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Federal Housing Finance Agency (FHFA) FY 2012 EEO Complaint Processing Statistics 

Outcome of Counselings Completed in FY 2012 
 

 
Pre-Complaint Counseling Outcomes 

Completed by EEO 
Counselor 

Completed Using ADR All Completed 
Counselings 

# % # % # % 
Pre-Complaint Counselings 4  13  17  
Settlements 0 0% 2 15.4% 2 11.8% 
Withdrawals or No Complaints Filed 2 50% 4 30.8% 6 35.3% 
Complaints Filed*     9 52.9% 
Decision to File Complaint Pending at End of FY     0 0% 
     *Includes only complaints filed in FY 2012 where counseling was also completed during FY 2012. 
 

Agency Use of ADR for EEO Dispute Resolution in FY 2012 
 

 Total Number Offer Rate Participation Rate 
Pre-Complaint Counselings 17 94.1% 76.5% 
Complaint Closures 6 83.3% 33.3% 

 
Bases Most Frequently Alleged in FY 2012 Filed Complaints 

 

 Top Basis 1 Top Basis 2 Top Basis 3 
Bases of Alleged Discrimination Race (Black or African American) Age Reprisal 

 
Timeliness in FY 2012 

 

  
 

Total # 

 
# 

Timely 

 
% 

Timely 

FY 
2011 
APD* 

FY 
2012 
APD* 

 
% 

Change 

Govt 
Wide 
APD* 

All Pre-Complaint Counselings (minus remands) 16 15 93.8%     
All Investigations 3 2 66.7% 0 225 NA% 187 
All Complaint Closures 6   565 200 -64.6% 388 
Merit Decisions (no AJ) 0 0 0% 865 0 -100% 462 
Dismissal Decisions (no AJ) 1   0 170 NA% 92 
*APD =Average Processing Days 

Outcomes of Complaints in FY 2012 
 

 Complaint 
Closures 

Final Agency 
Decision (no AJ 

Decision) 

Final Order (AJ 
Decision Fully 
Implemented) 

Final Order (AJ 
Decision Not Fully 

Implemented) 
# % # % # % # % 

Total Complaints Filed 9        
Total Closures 6        
Settlements 5 83.3%       
Withdrawals 0 0%       
Total Final Agency Actions 1 16.7% 1 100% 0 0% 0 0% 
 Dismissals 1 100% 1 100% 0 0% 0 0% 
 Merit Decisions 0 NA% 0 NA% 0 NA% 0 NA% 
 Finding Discrimination 0 NA% 0 NA% 0 NA% 0 NA% 
 Finding No Discrimination  0 NA% 0 NA% 0 NA% 0 NA% 

 
Costs Associated With EEO Process in FY 2012 

 

 Total # Total Amount Average Amount 
Pre-Complaint Settlements w/ Monetary Benefits  1 $11,920 $11,920 
 ADR Settlements w/ Monetary Benefits 1 $11,920 $11,920 
Investigation Costs 3 $14,509 $4,836 
Complaint Closures with Monetary Benefits 4 $191,210 $47,802 
 ADR Settlements w/ Monetary Benefits 2 $181,934 $90,967 
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Federal Reserve System--Board of Governors (FRSBG) FY 2012 EEO Complaint Processing Statistics 

Outcome of Counselings Completed in FY 2012 
 

 
Pre-Complaint Counseling Outcomes 

Completed by EEO 
Counselor 

Completed Using ADR All Completed 
Counselings 

# % # % # % 
Pre-Complaint Counselings 53  1  54  
Settlements 0 0% 0 0% 0 0% 
Withdrawals or No Complaints Filed 42 79.2% 0 0% 42 77.8% 
Complaints Filed*     12 22.2% 
Decision to File Complaint Pending at End of FY     0 0% 
     *Includes only complaints filed in FY 2012 where counseling was also completed during FY 2012. 
 

Agency Use of ADR for EEO Dispute Resolution in FY 2012 
 

 Total Number Offer Rate Participation Rate 
Pre-Complaint Counselings 54 100% 1.9% 
Complaint Closures 6 0% 0% 

 
Bases Most Frequently Alleged in FY 2012 Filed Complaints 

 

 Top Basis 1 Top Basis 2 Top Basis 3 
Bases of Alleged Discrimination Age Race (Black or African American) Reprisal 

 
Timeliness in FY 2012 

 

  
 

Total # 

 
# 

Timely 

 
% 

Timely 

FY 
2011 
APD* 

FY 
2012 
APD* 

 
% 

Change 

Govt 
Wide 
APD* 

All Pre-Complaint Counselings (minus remands) 54 54 100%     
All Investigations 5 5 100% 198 151 -23.7% 187 
All Complaint Closures 6   36 310 761.1% 388 
Merit Decisions (no AJ) 0 0 0% 0 0 NA% 462 
Dismissal Decisions (no AJ) 0   0 0 NA% 92 
*APD =Average Processing Days 

Outcomes of Complaints in FY 2012 
 

 Complaint 
Closures 

Final Agency 
Decision (no AJ 

Decision) 

Final Order (AJ 
Decision Fully 
Implemented) 

Final Order (AJ 
Decision Not Fully 

Implemented) 
# % # % # % # % 

Total Complaints Filed 12        
Total Closures 6        
Settlements 2 33.3%       
Withdrawals 3 50%       
Total Final Agency Actions 1 16.7% 0 0% 1 100% 0 0% 
 Dismissals 0 NA% 0 NA% 0 0% 0 0% 
 Merit Decisions 1 100% 0 0% 1 100% 0 0% 
 Finding Discrimination 0 NA% 0 NA% 0 NA% 0 NA% 
 Finding No Discrimination  1 100% 0 0% 1 100% 0 0% 

 
Costs Associated With EEO Process in FY 2012 

 

 Total # Total Amount Average Amount 
Pre-Complaint Settlements w/ Monetary Benefits  0 $0 $0 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 
Investigation Costs 5 $41,956 $8,391 
Complaint Closures with Monetary Benefits 2 $74,512 $37,256 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 
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Federal Trade Commission (FTC) FY 2012 EEO Complaint Processing Statistics 

Outcome of Counselings Completed in FY 2012 
 

 
Pre-Complaint Counseling Outcomes 

Completed by EEO 
Counselor 

Completed Using ADR All Completed 
Counselings 

# % # % # % 
Pre-Complaint Counselings 10  0  10  
Settlements 1 10% 0 0% 1 10% 
Withdrawals or No Complaints Filed 9 90% 0 0% 9 90% 
Complaints Filed*     0 0% 
Decision to File Complaint Pending at End of FY     0 0% 
     *Includes only complaints filed in FY 2012 where counseling was also completed during FY 2012. 
 

Agency Use of ADR for EEO Dispute Resolution in FY 2012 
 

 Total Number Offer Rate Participation Rate 
Pre-Complaint Counselings 10 100% 0% 
Complaint Closures 1 0% 0% 

 
Bases Most Frequently Alleged in FY 2012 Filed Complaints 

 

 Top Basis 1 Top Basis 2 Top Basis 3 
Bases of Alleged Discrimination Race (Asian) Race (Black or African American) Race (White) 

 
Timeliness in FY 2012 

 

  
 

Total # 

 
# 

Timely 

 
% 

Timely 

FY 
2011 
APD* 

FY 
2012 
APD* 

 
% 

Change 

Govt 
Wide 
APD* 

All Pre-Complaint Counselings (minus remands) 10 10 100%     
All Investigations 0 0 NA% 0 0 NA% 187 
All Complaint Closures 1   0 1,115 NA% 388 
Merit Decisions (no AJ) 0 0 0% 0 0 NA% 462 
Dismissal Decisions (no AJ) 0   0 0 NA% 92 
*APD =Average Processing Days 

Outcomes of Complaints in FY 2012 
 

 Complaint 
Closures 

Final Agency 
Decision (no AJ 

Decision) 

Final Order (AJ 
Decision Fully 
Implemented) 

Final Order (AJ 
Decision Not Fully 

Implemented) 
# % # % # % # % 

Total Complaints Filed 0        
Total Closures 1        
Settlements 0 0%       
Withdrawals 0 0%       
Total Final Agency Actions 1 100% 0 0% 1 100% 0 0% 
 Dismissals 0 NA% 0 NA% 0 0% 0 0% 
 Merit Decisions 1 100% 0 0% 1 100% 0 0% 
 Finding Discrimination 0 NA% 0 NA% 0 NA% 0 NA% 
 Finding No Discrimination  1 100% 0 0% 1 100% 0 0% 

 
Costs Associated With EEO Process in FY 2012 

 

 Total # Total Amount Average Amount 
Pre-Complaint Settlements w/ Monetary Benefits  0 $0 $0 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 
Investigation Costs 0 $0 $0 
Complaint Closures with Monetary Benefits 0 $0 $0 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 
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General Services Administration (GSA) FY 2012 EEO Complaint Processing Statistics 

Outcome of Counselings Completed in FY 2012 
 

 
Pre-Complaint Counseling Outcomes 

Completed by EEO 
Counselor 

Completed Using ADR All Completed 
Counselings 

# % # % # % 
Pre-Complaint Counselings 92  66  158  
Settlements 4 4.3% 5 7.6% 9 5.7% 
Withdrawals or No Complaints Filed 28 30.4% 22 33.3% 50 31.7% 
Complaints Filed*     92 58.2% 
Decision to File Complaint Pending at End of FY     7 4.4% 
     *Includes only complaints filed in FY 2012 where counseling was also completed during FY 2012. 
 

Agency Use of ADR for EEO Dispute Resolution in FY 2012 
 

 Total Number Offer Rate Participation Rate 
Pre-Complaint Counselings 158 92.4% 41.8% 
Complaint Closures 85 3.5% 2.4% 

 
Bases Most Frequently Alleged in FY 2012 Filed Complaints 

 

 Top Basis 1 Top Basis 2 Top Basis 3 
Bases of Alleged Discrimination Reprisal Age Race (Black or African American) 

 
Timeliness in FY 2012 

 

  
 

Total # 

 
# 

Timely 

 
% 

Timely 

FY 
2011 
APD* 

FY 
2012 
APD* 

 
% 

Change 

Govt 
Wide 
APD* 

All Pre-Complaint Counselings (minus remands) 158 156 98.7%     
All Investigations 77 44 57.1% 263 266 1.1% 187 
All Complaint Closures 85   411 425 3.4% 388 
Merit Decisions (no AJ) 21 15 71.4% 424 398 -6.1% 462 
Dismissal Decisions (no AJ) 11   53 43 -18.9% 92 
*APD =Average Processing Days 

Outcomes of Complaints in FY 2012 
 

 Complaint 
Closures 

Final Agency 
Decision (no AJ 

Decision) 

Final Order (AJ 
Decision Fully 
Implemented) 

Final Order (AJ 
Decision Not Fully 

Implemented) 
# % # % # % # % 

Total Complaints Filed 96        
Total Closures 85        
Settlements 18 21.2%       
Withdrawals 12 14.1%       
Total Final Agency Actions 55 64.7% 32 58.2% 23 41.8% 0 0% 
 Dismissals 11 20% 11 100% 0 0% 0 0% 
 Merit Decisions 44 80% 21 47.7% 23 52.3% 0 0% 
 Finding Discrimination 0 NA% 0 NA% 0 NA% 0 NA% 
 Finding No Discrimination  44 100% 21 47.7% 23 52.3% 0 0% 

 
Costs Associated With EEO Process in FY 2012 

 

 Total # Total Amount Average Amount 
Pre-Complaint Settlements w/ Monetary Benefits  1 $628 $628 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 
Investigation Costs 77 $230,204 $2,989 
Complaint Closures with Monetary Benefits 13 $279,370 $21,490 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 

 



EEOC FY 2012 Annual Report on the Federal Work Force Part I 
 

lI-45 

Government Printing Office (GPO) FY 2012 EEO Complaint Processing Statistics 

Outcome of Counselings Completed in FY 2012 
 

 
Pre-Complaint Counseling Outcomes 

Completed by EEO 
Counselor 

Completed Using ADR All Completed 
Counselings 

# % # % # % 
Pre-Complaint Counselings 70  0  70  
Settlements 0 0% 0 0% 0 0% 
Withdrawals or No Complaints Filed 42 60% 0 0% 42 60% 
Complaints Filed*     27 38.6% 
Decision to File Complaint Pending at End of FY     1 1.4% 
     *Includes only complaints filed in FY 2012 where counseling was also completed during FY 2012. 
 

Agency Use of ADR for EEO Dispute Resolution in FY 2012 
 

 Total Number Offer Rate Participation Rate 
Pre-Complaint Counselings 70 100% 0% 
Complaint Closures 29 0% 0% 

 
Bases Most Frequently Alleged in FY 2012 Filed Complaints 

 

 Top Basis 1 Top Basis 2 Top Basis 3 
Bases of Alleged Discrimination Reprisal Sex (Female) Race (Black or African American) 

 
Timeliness in FY 2012 

 

  
 

Total # 

 
# 

Timely 

 
% 

Timely 

FY 
2011 
APD* 

FY 
2012 
APD* 

 
% 

Change 

Govt 
Wide 
APD* 

All Pre-Complaint Counselings (minus remands) 70 66 94.3%     
All Investigations 26 12 46.2% 214 274 28% 187 
All Complaint Closures 29   280 330 17.9% 388 
Merit Decisions (no AJ) 11 3 27.3% 355 358 0.8% 462 
Dismissal Decisions (no AJ) 5   130 34 -73.8% 92 
*APD =Average Processing Days 

Outcomes of Complaints in FY 2012 
 

 Complaint 
Closures 

Final Agency 
Decision (no AJ 

Decision) 

Final Order (AJ 
Decision Fully 
Implemented) 

Final Order (AJ 
Decision Not Fully 

Implemented) 
# % # % # % # % 

Total Complaints Filed 27        
Total Closures 29        
Settlements 10 34.5%       
Withdrawals 1 3.5%       
Total Final Agency Actions 18 62.1% 16 88.9% 2 11.1% 0 0% 
 Dismissals 5 27.8% 5 100% 0 0% 0 0% 
 Merit Decisions 13 72.2% 11 84.6% 2 15.4% 0 0% 
 Finding Discrimination 0 NA% 0 NA% 0 NA% 0 NA% 
 Finding No Discrimination  13 100% 11 84.6% 2 15.4% 0 0% 

 
Costs Associated With EEO Process in FY 2012 

 

 Total # Total Amount Average Amount 
Pre-Complaint Settlements w/ Monetary Benefits  0 $0 $0 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 
Investigation Costs 26 $79,107 $3,042 
Complaint Closures with Monetary Benefits 7 $155,200 $22,171 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 
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Department of Health and Human Services (HHS) FY 2012 EEO Complaint Processing Statistics 

Outcome of Counselings Completed in FY 2012 
 

 
Pre-Complaint Counseling Outcomes 

Completed by EEO 
Counselor 

Completed Using ADR All Completed 
Counselings 

# % # % # % 
Pre-Complaint Counselings 472  202  674  
Settlements 10 2.1% 16 7.9% 26 3.9% 
Withdrawals or No Complaints Filed 116 24.6% 52 25.7% 168 24.9% 
Complaints Filed*     371 55% 
Decision to File Complaint Pending at End of FY     109 16.2% 
     *Includes only complaints filed in FY 2012 where counseling was also completed during FY 2012. 
 

Agency Use of ADR for EEO Dispute Resolution in FY 2012 
 

 Total Number Offer Rate Participation Rate 
Pre-Complaint Counselings 674 95.7% 30% 
Complaint Closures 409 25.7% 9.8% 

 
Bases Most Frequently Alleged in FY 2012 Filed Complaints 

 

 Top Basis 1 Top Basis 2 Top Basis 3 
Bases of Alleged Discrimination Reprisal Race (Black or African American) Age 

 
Timeliness in FY 2012 

 

  
 

Total # 

 
# 

Timely 

 
% 

Timely 

FY 
2011 
APD* 

FY 
2012 
APD* 

 
% 

Change 

Govt 
Wide 
APD* 

All Pre-Complaint Counselings (minus remands) 674 613 91%     
All Investigations 288 269 93.4% 148 153 3.4% 187 
All Complaint Closures 409   309 341 10.4% 388 
Merit Decisions (no AJ) 96 54 56.3% 344 404 17.4% 462 
Dismissal Decisions (no AJ) 94   82 62 -24.4% 92 
*APD =Average Processing Days 

Outcomes of Complaints in FY 2012 
 

 Complaint 
Closures 

Final Agency 
Decision (no AJ 

Decision) 

Final Order (AJ 
Decision Fully 
Implemented) 

Final Order (AJ 
Decision Not Fully 

Implemented) 
# % # % # % # % 

Total Complaints Filed 382        
Total Closures 409        
Settlements 156 38.1%       
Withdrawals 28 6.9%       
Total Final Agency Actions 225 55% 190 84.4% 35 15.6% 0 0% 
 Dismissals 95 42.2% 94 98.9% 1 1.1% 0 0% 
 Merit Decisions 130 57.8% 96 73.8% 34 26.2% 0 0% 
 Finding Discrimination 4 3.1% 2 50% 2 50% 0 0% 
 Finding No Discrimination  126 96.9% 94 74.6% 32 25.4% 0 0% 

 
Costs Associated With EEO Process in FY 2012 

 

 Total # Total Amount Average Amount 
Pre-Complaint Settlements w/ Monetary Benefits  2 $60,583 $30,291 
 ADR Settlements w/ Monetary Benefits 1 $7,500 $7,500 
Investigation Costs 288 $1,233,362 $4,282 
Complaint Closures with Monetary Benefits 115 $2,890,067 $25,131 
 ADR Settlements w/ Monetary Benefits 10 $111,356 $11,135 
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Department of Homeland Security (DHS) FY 2012 EEO Complaint Processing Statistics 

Outcome of Counselings Completed in FY 2012 
 

 
Pre-Complaint Counseling Outcomes 

Completed by EEO 
Counselor 

Completed Using ADR All Completed 
Counselings 

# % # % # % 
Pre-Complaint Counselings 1,095  936  2,031  
Settlements 18 1.6% 137 14.6% 155 7.6% 
Withdrawals or No Complaints Filed 378 34.5% 303 32.4% 681 33.5% 
Complaints Filed*     1,142 56.2% 
Decision to File Complaint Pending at End of FY     53 2.6% 
     *Includes only complaints filed in FY 2012 where counseling was also completed during FY 2012. 
 

Agency Use of ADR for EEO Dispute Resolution in FY 2012 
 

 Total Number Offer Rate Participation Rate 
Pre-Complaint Counselings 2,031 80.3% 46.1% 
Complaint Closures 1,097 26.5% 5.3% 

 
Bases Most Frequently Alleged in FY 2012 Filed Complaints 

 

 Top Basis 1 Top Basis 2 Top Basis 3 
Bases of Alleged Discrimination Reprisal Age Sex (Female) 

 
Timeliness in FY 2012 

 

  
 

Total # 

 
# 

Timely 

 
% 

Timely 

FY 
2011 
APD* 

FY 
2012 
APD* 

 
% 

Change 

Govt 
Wide 
APD* 

All Pre-Complaint Counselings (minus remands) 2,031 1,718 84.6%     
All Investigations 1,046 596 57% 243 230 -5.3% 187 
All Complaint Closures 1,097   511 462 -9.6% 388 
Merit Decisions (no AJ) 337 163 48.4% 579 494 -14.7% 462 
Dismissal Decisions (no AJ) 164   153 128 -16.3% 92 
*APD =Average Processing Days 

Outcomes of Complaints in FY 2012 
 

 Complaint 
Closures 

Final Agency 
Decision (no AJ 

Decision) 

Final Order (AJ 
Decision Fully 
Implemented) 

Final Order (AJ 
Decision Not Fully 

Implemented) 
# % # % # % # % 

Total Complaints Filed 1,198        
Total Closures 1,097        
Settlements 244 22.2%       
Withdrawals 118 10.8%       
Total Final Agency Actions 735 67% 501 68.2% 231 31.4% 3 0.4% 
 Dismissals 180 24.5% 164 91.1% 16 8.9% 0 0% 
 Merit Decisions 555 75.5% 337 60.7% 215 38.7% 3 0.5% 
 Finding Discrimination 13 2.3% 1 7.7% 9 69.2% 3 23.1% 
 Finding No Discrimination  542 97.7% 336 62% 206 38% 0 0% 

 
Costs Associated With EEO Process in FY 2012 

 

 Total # Total Amount Average Amount 
Pre-Complaint Settlements w/ Monetary Benefits  19 $544,996 $28,684 
 ADR Settlements w/ Monetary Benefits 15 $407,743 $27,182 
Investigation Costs 1,046 $4,963,672 $4,745 
Complaint Closures with Monetary Benefits 133 $3,032,436 $22,800 
 ADR Settlements w/ Monetary Benefits 5 $133,750 $26,750 

 



EEOC FY 2012 Annual Report on the Federal Work Force Part I 
 

lI-48 

Department of Housing and Urban Development (HUD) FY 2012 EEO Complaint Processing Statistics 

Outcome of Counselings Completed in FY 2012 
 

 
Pre-Complaint Counseling Outcomes 

Completed by EEO 
Counselor 

Completed Using ADR All Completed 
Counselings 

# % # % # % 
Pre-Complaint Counselings 85  21  106  
Settlements 0 0% 0 0% 0 0% 
Withdrawals or No Complaints Filed 29 34.1% 5 23.8% 34 32.1% 
Complaints Filed*     63 59.4% 
Decision to File Complaint Pending at End of FY     9 8.5% 
     *Includes only complaints filed in FY 2012 where counseling was also completed during FY 2012. 
 

Agency Use of ADR for EEO Dispute Resolution in FY 2012 
 

 Total Number Offer Rate Participation Rate 
Pre-Complaint Counselings 106 100% 19.8% 
Complaint Closures 73 86.3% 6.9% 

 
Bases Most Frequently Alleged in FY 2012 Filed Complaints 

 

 Top Basis 1 Top Basis 2 Top Basis 3 
Bases of Alleged Discrimination Age Race (Black or African American) Reprisal 

 
Timeliness in FY 2012 

 

  
 

Total # 

 
# 

Timely 

 
% 

Timely 

FY 
2011 
APD* 

FY 
2012 
APD* 

 
% 

Change 

Govt 
Wide 
APD* 

All Pre-Complaint Counselings (minus remands) 106 68 64.2%     
All Investigations 77 26 33.8% 326 285 -12.6% 187 
All Complaint Closures 73   398 594 49.2% 388 
Merit Decisions (no AJ) 25 2 8% 335 624 86.3% 462 
Dismissal Decisions (no AJ) 3   119 394 231.1% 92 
*APD =Average Processing Days 

Outcomes of Complaints in FY 2012 
 

 Complaint 
Closures 

Final Agency 
Decision (no AJ 

Decision) 

Final Order (AJ 
Decision Fully 
Implemented) 

Final Order (AJ 
Decision Not Fully 

Implemented) 
# % # % # % # % 

Total Complaints Filed 63        
Total Closures 73        
Settlements 23 31.5%       
Withdrawals 7 9.6%       
Total Final Agency Actions 43 58.9% 28 65.1% 15 34.9% 0 0% 
 Dismissals 3 7% 3 100% 0 0% 0 0% 
 Merit Decisions 40 93% 25 62.5% 15 37.5% 0 0% 
 Finding Discrimination 0 NA% 0 NA% 0 NA% 0 NA% 
 Finding No Discrimination  40 100% 25 62.5% 15 37.5% 0 0% 

 
Costs Associated With EEO Process in FY 2012 

 

 Total # Total Amount Average Amount 
Pre-Complaint Settlements w/ Monetary Benefits  0 $0 $0 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 
Investigation Costs 77 $201,354 $2,614 
Complaint Closures with Monetary Benefits 20 $569,242 $28,462 
 ADR Settlements w/ Monetary Benefits 3 $96,960 $32,320 

 



EEOC FY 2012 Annual Report on the Federal Work Force Part I 
 

lI-49 

Department of the Interior (DOI) FY 2012 EEO Complaint Processing Statistics 

Outcome of Counselings Completed in FY 2012 
 

 
Pre-Complaint Counseling Outcomes 

Completed by EEO 
Counselor 

Completed Using ADR All Completed 
Counselings 

# % # % # % 
Pre-Complaint Counselings 437  155  592  
Settlements 27 6.2% 32 20.7% 59 10% 
Withdrawals or No Complaints Filed 133 30.4% 43 27.7% 176 29.7% 
Complaints Filed*     339 57.3% 
Decision to File Complaint Pending at End of FY     18 3% 
     *Includes only complaints filed in FY 2012 where counseling was also completed during FY 2012. 
 

Agency Use of ADR for EEO Dispute Resolution in FY 2012 
 

 Total Number Offer Rate Participation Rate 
Pre-Complaint Counselings 592 78.4% 26.2% 
Complaint Closures 307 63.8% 9.1% 

 
Bases Most Frequently Alleged in FY 2012 Filed Complaints 

 

 Top Basis 1 Top Basis 2 Top Basis 3 
Bases of Alleged Discrimination Reprisal Age Sex (Female) 

 
Timeliness in FY 2012 

 

  
 

Total # 

 
# 

Timely 

 
% 

Timely 

FY 
2011 
APD* 

FY 
2012 
APD* 

 
% 

Change 

Govt 
Wide 
APD* 

All Pre-Complaint Counselings (minus remands) 592 473 79.9%     
All Investigations 238 123 51.7% 234 270 15.4% 187 
All Complaint Closures 307   493 487 -1.2% 388 
Merit Decisions (no AJ) 104 12 11.5% 468 574 22.6% 462 
Dismissal Decisions (no AJ) 30   260 148 -43.1% 92 
*APD =Average Processing Days 

Outcomes of Complaints in FY 2012 
 

 Complaint 
Closures 

Final Agency 
Decision (no AJ 

Decision) 

Final Order (AJ 
Decision Fully 
Implemented) 

Final Order (AJ 
Decision Not Fully 

Implemented) 
# % # % # % # % 

Total Complaints Filed 352        
Total Closures 307        
Settlements 107 34.9%       
Withdrawals 23 7.5%       
Total Final Agency Actions 177 57.7% 134 75.7% 43 24.3% 0 0% 
 Dismissals 31 17.5% 30 96.8% 1 3.2% 0 0% 
 Merit Decisions 146 82.5% 104 71.2% 42 28.8% 0 0% 
 Finding Discrimination 3 2.1% 2 66.7% 1 33.3% 0 0% 
 Finding No Discrimination  143 98% 102 71.3% 41 28.7% 0 0% 

 
Costs Associated With EEO Process in FY 2012 

 

 Total # Total Amount Average Amount 
Pre-Complaint Settlements w/ Monetary Benefits  17 $109,994 $6,470 
 ADR Settlements w/ Monetary Benefits 12 $80,449 $6,704 
Investigation Costs 238 $781,905 $3,285 
Complaint Closures with Monetary Benefits 75 $1,076,120 $14,348 
 ADR Settlements w/ Monetary Benefits 6 $96,921 $16,153 
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John F. Kennedy Center for the Performing Arts (JFKCPA) FY 2012 EEO Complaint Processing Statistics 

Outcome of Counselings Completed in FY 2012 
 

 
Pre-Complaint Counseling Outcomes 

Completed by EEO 
Counselor 

Completed Using ADR All Completed 
Counselings 

# % # % # % 
Pre-Complaint Counselings 2  0  2  
Settlements 0 0% 0 0% 0 0% 
Withdrawals or No Complaints Filed 1 50% 0 0% 1 50% 
Complaints Filed*     1 50% 
Decision to File Complaint Pending at End of FY     0 0% 
     *Includes only complaints filed in FY 2012 where counseling was also completed during FY 2012. 
 

Agency Use of ADR for EEO Dispute Resolution in FY 2012 
 

 Total Number Offer Rate Participation Rate 
Pre-Complaint Counselings 2 100% 0% 
Complaint Closures 0 0% 0% 

 
Bases Most Frequently Alleged in FY 2012 Filed Complaints 

 

 Top Basis 1 Top Basis 2 Top Basis 3 
Bases of Alleged Discrimination Race (Black or African American) Sex (Female) National Origin (Other) 

 
Timeliness in FY 2012 

 

  
 

Total # 

 
# 

Timely 

 
% 

Timely 

FY 
2011 
APD* 

FY 
2012 
APD* 

 
% 

Change 

Govt 
Wide 
APD* 

All Pre-Complaint Counselings (minus remands) 2 2 100%     
All Investigations 1 1 100% 0 61 NA% 187 
All Complaint Closures 0   192 0 -100% 388 
Merit Decisions (no AJ) 0 0 0% 375 0 -100% 462 
Dismissal Decisions (no AJ) 0   100 0 -100% 92 
*APD =Average Processing Days 

Outcomes of Complaints in FY 2012 
 

 Complaint 
Closures 

Final Agency 
Decision (no AJ 

Decision) 

Final Order (AJ 
Decision Fully 
Implemented) 

Final Order (AJ 
Decision Not Fully 

Implemented) 
# % # % # % # % 

Total Complaints Filed 1        
Total Closures 0        
Settlements 0 0%       
Withdrawals 0 0%       
Total Final Agency Actions 0 0% 0 NA% 0 NA% 0 NA% 
 Dismissals 0 NA% 0 NA% 0 0% 0 0% 
 Merit Decisions 0 NA% 0 NA% 0 NA% 0 NA% 
 Finding Discrimination 0 NA% 0 NA% 0 NA% 0 NA% 
 Finding No Discrimination  0 NA% 0 NA% 0 NA% 0 NA% 

 
Costs Associated With EEO Process in FY 2012 

 

 Total # Total Amount Average Amount 
Pre-Complaint Settlements w/ Monetary Benefits  0 $0 $0 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 
Investigation Costs 1 $3,974 $3,974 
Complaint Closures with Monetary Benefits 0 $0 $0 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 
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Department of Justice (DOJ) FY 2012 EEO Complaint Processing Statistics 

Outcome of Counselings Completed in FY 2012 
 

 
Pre-Complaint Counseling Outcomes 

Completed by EEO 
Counselor 

Completed Using ADR All Completed 
Counselings 

# % # % # % 
Pre-Complaint Counselings 1,130  242  1,372  
Settlements 28 2.5% 54 22.3% 82 6% 
Withdrawals or No Complaints Filed 475 42% 58 24% 533 38.9% 
Complaints Filed*     737 53.7% 
Decision to File Complaint Pending at End of FY     20 1.5% 
     *Includes only complaints filed in FY 2012 where counseling was also completed during FY 2012. 
 

Agency Use of ADR for EEO Dispute Resolution in FY 2012 
 

 Total Number Offer Rate Participation Rate 
Pre-Complaint Counselings 1,372 84.8% 17.6% 
Complaint Closures 857 13.7% 6.5% 

 
Bases Most Frequently Alleged in FY 2012 Filed Complaints 

 

 Top Basis 1 Top Basis 2 Top Basis 3 
Bases of Alleged Discrimination Reprisal Sex (Female) Age 

 
Timeliness in FY 2012 

 

  
 

Total # 

 
# 

Timely 

 
% 

Timely 

FY 
2011 
APD* 

FY 
2012 
APD* 

 
% 

Change 

Govt 
Wide 
APD* 

All Pre-Complaint Counselings (minus remands) 1,372 1,242 90.5%     
All Investigations 614 483 78.7% 196 202 3.1% 187 
All Complaint Closures 857   727 592 -18.6% 388 
Merit Decisions (no AJ) 362 28 7.7% 960 776 -19.2% 462 
Dismissal Decisions (no AJ) 110   163 136 -16.6% 92 
*APD =Average Processing Days 

Outcomes of Complaints in FY 2012 
 

 Complaint 
Closures 

Final Agency 
Decision (no AJ 

Decision) 

Final Order (AJ 
Decision Fully 
Implemented) 

Final Order (AJ 
Decision Not Fully 

Implemented) 
# % # % # % # % 

Total Complaints Filed 761        
Total Closures 857        
Settlements 148 17.3%       
Withdrawals 93 10.9%       
Total Final Agency Actions 616 71.9% 472 76.6% 140 22.7% 4 0.6% 
 Dismissals 110 17.9% 110 100% 0 0% 0 0% 
 Merit Decisions 506 82.1% 362 71.5% 140 27.7% 4 0.8% 
 Finding Discrimination 17 3.4% 10 58.8% 4 23.5% 3 17.6% 
 Finding No Discrimination  489 96.6% 352 72% 136 27.8% 1 0.2% 

 
Costs Associated With EEO Process in FY 2012 

 

 Total # Total Amount Average Amount 
Pre-Complaint Settlements w/ Monetary Benefits  22 $315,868 $14,357 
 ADR Settlements w/ Monetary Benefits 13 $267,535 $20,579 
Investigation Costs 614 $2,575,296 $4,194 
Complaint Closures with Monetary Benefits 107 $2,210,345 $20,657 
 ADR Settlements w/ Monetary Benefits 15 $96,052 $6,403 
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Department of Labor (DOL) FY 2012 EEO Complaint Processing Statistics 

Outcome of Counselings Completed in FY 2012 
 

 
Pre-Complaint Counseling Outcomes 

Completed by EEO 
Counselor 

Completed Using ADR All Completed 
Counselings 

# % # % # % 
Pre-Complaint Counselings 102  104  206  
Settlements 0 0% 12 11.5% 12 5.8% 
Withdrawals or No Complaints Filed 37 36.3% 15 14.4% 52 25.2% 
Complaints Filed*     133 64.6% 
Decision to File Complaint Pending at End of FY     9 4.4% 
     *Includes only complaints filed in FY 2012 where counseling was also completed during FY 2012. 
 

Agency Use of ADR for EEO Dispute Resolution in FY 2012 
 

 Total Number Offer Rate Participation Rate 
Pre-Complaint Counselings 206 100% 50.5% 
Complaint Closures 134 100% 36.6% 

 
Bases Most Frequently Alleged in FY 2012 Filed Complaints 

 

 Top Basis 1 Top Basis 2 Top Basis 3 
Bases of Alleged Discrimination Reprisal Age Race (Black or African American) 

 
Timeliness in FY 2012 

 

  
 

Total # 

 
# 

Timely 

 
% 

Timely 

FY 
2011 
APD* 

FY 
2012 
APD* 

 
% 

Change 

Govt 
Wide 
APD* 

All Pre-Complaint Counselings (minus remands) 206 193 93.7%     
All Investigations 85 83 97.6% 195 204 4.6% 187 
All Complaint Closures 134   359 505 40.7% 388 
Merit Decisions (no AJ) 44 38 86.4% 309 357 15.5% 462 
Dismissal Decisions (no AJ) 11   187 86 -54% 92 
*APD =Average Processing Days 

Outcomes of Complaints in FY 2012 
 

 Complaint 
Closures 

Final Agency 
Decision (no AJ 

Decision) 

Final Order (AJ 
Decision Fully 
Implemented) 

Final Order (AJ 
Decision Not Fully 

Implemented) 
# % # % # % # % 

Total Complaints Filed 133        
Total Closures 134        
Settlements 49 36.6%       
Withdrawals 10 7.5%       
Total Final Agency Actions 75 56% 55 73.3% 20 26.7% 0 0% 
 Dismissals 19 25.3% 11 57.9% 8 42.1% 0 0% 
 Merit Decisions 56 74.7% 44 78.6% 12 21.4% 0 0% 
 Finding Discrimination 0 NA% 0 NA% 0 NA% 0 NA% 
 Finding No Discrimination  56 100% 44 78.6% 12 21.4% 0 0% 

 
Costs Associated With EEO Process in FY 2012 

 

 Total # Total Amount Average Amount 
Pre-Complaint Settlements w/ Monetary Benefits  2 $23,500 $11,750 
 ADR Settlements w/ Monetary Benefits 2 $23,500 $11,750 
Investigation Costs 85 $262,000 $3,082 
Complaint Closures with Monetary Benefits 35 $535,712 $15,306 
 ADR Settlements w/ Monetary Benefits 35 $495,812 $14,166 
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National Aeronautics and Space Administration (NASA) FY 2012 EEO Complaint Processing Statistics 

Outcome of Counselings Completed in FY 2012 
 

 
Pre-Complaint Counseling Outcomes 

Completed by EEO 
Counselor 

Completed Using ADR All Completed 
Counselings 

# % # % # % 
Pre-Complaint Counselings 56  21  77  
Settlements 2 3.6% 6 28.6% 8 10.4% 
Withdrawals or No Complaints Filed 23 41.1% 7 33.3% 30 39% 
Complaints Filed*     37 48.1% 
Decision to File Complaint Pending at End of FY     2 2.6% 
     *Includes only complaints filed in FY 2012 where counseling was also completed during FY 2012. 
 

Agency Use of ADR for EEO Dispute Resolution in FY 2012 
 

 Total Number Offer Rate Participation Rate 
Pre-Complaint Counselings 77 42.9% 27.3% 
Complaint Closures 38 21.1% 7.9% 

 
Bases Most Frequently Alleged in FY 2012 Filed Complaints 

 

 Top Basis 1 Top Basis 2 Top Basis 3 
Bases of Alleged Discrimination Reprisal Race (Black or African American) Sex (Female) 

 
Timeliness in FY 2012 

 

  
 

Total # 

 
# 

Timely 

 
% 

Timely 

FY 
2011 
APD* 

FY 
2012 
APD* 

 
% 

Change 

Govt 
Wide 
APD* 

All Pre-Complaint Counselings (minus remands) 77 61 79.2%     
All Investigations 21 17 81% 174 194 11.5% 187 
All Complaint Closures 38   427 565 32.3% 388 
Merit Decisions (no AJ) 11 0 0% 626 516 -17.6% 462 
Dismissal Decisions (no AJ) 9   263 99 -62.4% 92 
*APD =Average Processing Days 

Outcomes of Complaints in FY 2012 
 

 Complaint 
Closures 

Final Agency 
Decision (no AJ 

Decision) 

Final Order (AJ 
Decision Fully 
Implemented) 

Final Order (AJ 
Decision Not Fully 

Implemented) 
# % # % # % # % 

Total Complaints Filed 39        
Total Closures 38        
Settlements 7 18.4%       
Withdrawals 1 2.6%       
Total Final Agency Actions 30 79% 20 66.7% 10 33.3% 0 0% 
 Dismissals 9 30% 9 100% 0 0% 0 0% 
 Merit Decisions 21 70% 11 52.4% 10 47.6% 0 0% 
 Finding Discrimination 0 NA% 0 NA% 0 NA% 0 NA% 
 Finding No Discrimination  21 100% 11 52.4% 10 47.6% 0 0% 

 
Costs Associated With EEO Process in FY 2012 

 

 Total # Total Amount Average Amount 
Pre-Complaint Settlements w/ Monetary Benefits  4 $44,000 $11,000 
 ADR Settlements w/ Monetary Benefits 3 $19,000 $6,333 
Investigation Costs 21 $91,245 $4,345 
Complaint Closures with Monetary Benefits 0 $0 $0 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 
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National Archives and Records Administration (NARA) FY 2012 EEO Complaint Processing Statistics 

Outcome of Counselings Completed in FY 2012 
 

 
Pre-Complaint Counseling Outcomes 

Completed by EEO 
Counselor 

Completed Using ADR All Completed 
Counselings 

# % # % # % 
Pre-Complaint Counselings 23  10  33  
Settlements 6 26.1% 7 70% 13 39.4% 
Withdrawals or No Complaints Filed 14 60.9% 2 20% 16 48.5% 
Complaints Filed*     3 9.1% 
Decision to File Complaint Pending at End of FY     1 3% 
     *Includes only complaints filed in FY 2012 where counseling was also completed during FY 2012. 
 

Agency Use of ADR for EEO Dispute Resolution in FY 2012 
 

 Total Number Offer Rate Participation Rate 
Pre-Complaint Counselings 33 72.7% 30.3% 
Complaint Closures 11 0% 0% 

 
Bases Most Frequently Alleged in FY 2012 Filed Complaints 

 

 Top Basis 1 Top Basis 2 Top Basis 3 
Bases of Alleged Discrimination Reprisal Race (Black or African American) Religion 

 
Timeliness in FY 2012 

 

  
 

Total # 

 
# 

Timely 

 
% 

Timely 

FY 
2011 
APD* 

FY 
2012 
APD* 

 
% 

Change 

Govt 
Wide 
APD* 

All Pre-Complaint Counselings (minus remands) 33 30 90.9%     
All Investigations 3 3 100% 168 170 1.2% 187 
All Complaint Closures 11   486 685 40.9% 388 
Merit Decisions (no AJ) 3 3 100% 574 636 10.8% 462 
Dismissal Decisions (no AJ) 2   69 64 -7.2% 92 
*APD =Average Processing Days 

Outcomes of Complaints in FY 2012 
 

 Complaint 
Closures 

Final Agency 
Decision (no AJ 

Decision) 

Final Order (AJ 
Decision Fully 
Implemented) 

Final Order (AJ 
Decision Not Fully 

Implemented) 
# % # % # % # % 

Total Complaints Filed 4        
Total Closures 11        
Settlements 3 27.3%       
Withdrawals 0 0%       
Total Final Agency Actions 8 72.7% 5 62.5% 3 37.5% 0 0% 
 Dismissals 2 25% 2 100% 0 0% 0 0% 
 Merit Decisions 6 75% 3 50% 3 50% 0 0% 
 Finding Discrimination 0 NA% 0 NA% 0 NA% 0 NA% 
 Finding No Discrimination  6 100% 3 50% 3 50% 0 0% 

 
Costs Associated With EEO Process in FY 2012 

 

 Total # Total Amount Average Amount 
Pre-Complaint Settlements w/ Monetary Benefits  1 $1,650 $1,650 
 ADR Settlements w/ Monetary Benefits 1 $1,650 $1,650 
Investigation Costs 3 $11,477 $3,825 
Complaint Closures with Monetary Benefits 0 $0 $0 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 
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National Credit Union Administration (NCUA) FY 2012 EEO Complaint Processing Statistics 

Outcome of Counselings Completed in FY 2012 
 

 
Pre-Complaint Counseling Outcomes 

Completed by EEO 
Counselor 

Completed Using ADR All Completed 
Counselings 

# % # % # % 
Pre-Complaint Counselings 7  0  7  
Settlements 0 0% 0 0% 0 0% 
Withdrawals or No Complaints Filed 4 57.1% 0 0% 4 57.1% 
Complaints Filed*     3 42.9% 
Decision to File Complaint Pending at End of FY     0 0% 
     *Includes only complaints filed in FY 2012 where counseling was also completed during FY 2012. 
 

Agency Use of ADR for EEO Dispute Resolution in FY 2012 
 

 Total Number Offer Rate Participation Rate 
Pre-Complaint Counselings 7 100% 0% 
Complaint Closures 7 0% 0% 

 
Bases Most Frequently Alleged in FY 2012 Filed Complaints 

 

 Top Basis 1 Top Basis 2 Top Basis 3 
Bases of Alleged Discrimination Age Reprisal Sex (Male) 

 
Timeliness in FY 2012 

 

  
 

Total # 

 
# 

Timely 

 
% 

Timely 

FY 
2011 
APD* 

FY 
2012 
APD* 

 
% 

Change 

Govt 
Wide 
APD* 

All Pre-Complaint Counselings (minus remands) 7 7 100%     
All Investigations 3 2 66.7% 191 217 13.6% 187 
All Complaint Closures 7   240 425 77.1% 388 
Merit Decisions (no AJ) 1 0 0% 0 541 NA% 462 
Dismissal Decisions (no AJ) 0   0 0 NA% 92 
*APD =Average Processing Days 

Outcomes of Complaints in FY 2012 
 

 Complaint 
Closures 

Final Agency 
Decision (no AJ 

Decision) 

Final Order (AJ 
Decision Fully 
Implemented) 

Final Order (AJ 
Decision Not Fully 

Implemented) 
# % # % # % # % 

Total Complaints Filed 3        
Total Closures 7        
Settlements 6 85.7%       
Withdrawals 0 0%       
Total Final Agency Actions 1 14.3% 1 100% 0 0% 0 0% 
 Dismissals 0 NA% 0 NA% 0 0% 0 0% 
 Merit Decisions 1 100% 1 100% 0 0% 0 0% 
 Finding Discrimination 0 NA% 0 NA% 0 NA% 0 NA% 
 Finding No Discrimination  1 100% 1 100% 0 0% 0 0% 

 
Costs Associated With EEO Process in FY 2012 

 

 Total # Total Amount Average Amount 
Pre-Complaint Settlements w/ Monetary Benefits  0 $0 $0 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 
Investigation Costs 3 $15,830 $5,276 
Complaint Closures with Monetary Benefits 5 $209,777 $41,955 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 

li==========9l======U=======9l=====ITITI 
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National Gallery of Art (NGA) FY 2012 EEO Complaint Processing Statistics 

Outcome of Counselings Completed in FY 2012 
 

 
Pre-Complaint Counseling Outcomes 

Completed by EEO 
Counselor 

Completed Using ADR All Completed 
Counselings 

# % # % # % 
Pre-Complaint Counselings 3  0  3  
Settlements 0 0% 0 0% 0 0% 
Withdrawals or No Complaints Filed 1 33.3% 0 0% 1 33.3% 
Complaints Filed*     2 66.7% 
Decision to File Complaint Pending at End of FY     0 0% 
     *Includes only complaints filed in FY 2012 where counseling was also completed during FY 2012. 
 

Agency Use of ADR for EEO Dispute Resolution in FY 2012 
 

 Total Number Offer Rate Participation Rate 
Pre-Complaint Counselings 3 100% 0% 
Complaint Closures 6 0% 0% 

 
Bases Most Frequently Alleged in FY 2012 Filed Complaints 

 

 Top Basis 1 Top Basis 2 Top Basis 3 
Bases of Alleged Discrimination Race (Black or African American) Religion Reprisal 

 
Timeliness in FY 2012 

 

  
 

Total # 

 
# 

Timely 

 
% 

Timely 

FY 
2011 
APD* 

FY 
2012 
APD* 

 
% 

Change 

Govt 
Wide 
APD* 

All Pre-Complaint Counselings (minus remands) 3 3 100%     
All Investigations 0 0 NA% 315 0 -100% 187 
All Complaint Closures 6   493 817 65.7% 388 
Merit Decisions (no AJ) 3 0 0% 510 761 49.2% 462 
Dismissal Decisions (no AJ) 1   32 21 -34.4% 92 
*APD =Average Processing Days 

Outcomes of Complaints in FY 2012 
 

 Complaint 
Closures 

Final Agency 
Decision (no AJ 

Decision) 

Final Order (AJ 
Decision Fully 
Implemented) 

Final Order (AJ 
Decision Not Fully 

Implemented) 
# % # % # % # % 

Total Complaints Filed 2        
Total Closures 6        
Settlements 2 33.3%       
Withdrawals 0 0%       
Total Final Agency Actions 4 66.7% 4 100% 0 0% 0 0% 
 Dismissals 1 25% 1 100% 0 0% 0 0% 
 Merit Decisions 3 75% 3 100% 0 0% 0 0% 
 Finding Discrimination 0 NA% 0 NA% 0 NA% 0 NA% 
 Finding No Discrimination  3 100% 3 100% 0 0% 0 0% 

 
Costs Associated With EEO Process in FY 2012 

 

 Total # Total Amount Average Amount 
Pre-Complaint Settlements w/ Monetary Benefits  0 $0 $0 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 
Investigation Costs 0 $0 $0 
Complaint Closures with Monetary Benefits 2 $28,000 $14,000 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 
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National Labor Relations Board (NLRB) FY 2012 EEO Complaint Processing Statistics 

Outcome of Counselings Completed in FY 2012 
 

 
Pre-Complaint Counseling Outcomes 

Completed by EEO 
Counselor 

Completed Using ADR All Completed 
Counselings 

# % # % # % 
Pre-Complaint Counselings 17  2  19  
Settlements 1 5.9% 0 0% 1 5.3% 
Withdrawals or No Complaints Filed 8 47.1% 1 50% 9 47.4% 
Complaints Filed*     8 42.1% 
Decision to File Complaint Pending at End of FY     1 5.3% 
     *Includes only complaints filed in FY 2012 where counseling was also completed during FY 2012. 
 

Agency Use of ADR for EEO Dispute Resolution in FY 2012 
 

 Total Number Offer Rate Participation Rate 
Pre-Complaint Counselings 19 94.7% 10.5% 
Complaint Closures 8 100% 12.5% 

 
Bases Most Frequently Alleged in FY 2012 Filed Complaints 

 

 Top Basis 1 Top Basis 2 Top Basis 3 
Bases of Alleged Discrimination Race (Black or African American) Reprisal Sex (Male) 

 
Timeliness in FY 2012 

 

  
 

Total # 

 
# 

Timely 

 
% 

Timely 

FY 
2011 
APD* 

FY 
2012 
APD* 

 
% 

Change 

Govt 
Wide 
APD* 

All Pre-Complaint Counselings (minus remands) 19 15 79%     
All Investigations 3 3 100% 235 167 -28.9% 187 
All Complaint Closures 8   276 289 4.7% 388 
Merit Decisions (no AJ) 2 2 100% 270 234 -13.3% 462 
Dismissal Decisions (no AJ) 1   18 22 22.2% 92 
*APD =Average Processing Days 

Outcomes of Complaints in FY 2012 
 

 Complaint 
Closures 

Final Agency 
Decision (no AJ 

Decision) 

Final Order (AJ 
Decision Fully 
Implemented) 

Final Order (AJ 
Decision Not Fully 

Implemented) 
# % # % # % # % 

Total Complaints Filed 9        
Total Closures 8        
Settlements 3 37.5%       
Withdrawals 1 12.5%       
Total Final Agency Actions 4 50% 3 75% 1 25% 0 0% 
 Dismissals 1 25% 1 100% 0 0% 0 0% 
 Merit Decisions 3 75% 2 66.7% 1 33.3% 0 0% 
 Finding Discrimination 1 33.3% 1 100% 0 0% 0 0% 
 Finding No Discrimination  2 66.7% 1 50% 1 50% 0 0% 

 
Costs Associated With EEO Process in FY 2012 

 

 Total # Total Amount Average Amount 
Pre-Complaint Settlements w/ Monetary Benefits  0 $0 $0 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 
Investigation Costs 3 $29,953 $9,984 
Complaint Closures with Monetary Benefits 3 $51,985 $17,328 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 
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National Science Foundation (NSF) FY 2012 EEO Complaint Processing Statistics 

Outcome of Counselings Completed in FY 2012 
 

 
Pre-Complaint Counseling Outcomes 

Completed by EEO 
Counselor 

Completed Using ADR All Completed 
Counselings 

# % # % # % 
Pre-Complaint Counselings 8  7  15  
Settlements 0 0% 2 28.6% 2 13.3% 
Withdrawals or No Complaints Filed 4 50% 0 0% 4 26.7% 
Complaints Filed*     9 60% 
Decision to File Complaint Pending at End of FY     0 0% 
     *Includes only complaints filed in FY 2012 where counseling was also completed during FY 2012. 
 

Agency Use of ADR for EEO Dispute Resolution in FY 2012 
 

 Total Number Offer Rate Participation Rate 
Pre-Complaint Counselings 15 86.7% 46.7% 
Complaint Closures 6 33.3% 33.3% 

 
Bases Most Frequently Alleged in FY 2012 Filed Complaints 

 
 Top Basis 1 Top Basis 2 Top Basis 3 
Bases of Alleged Discrimination Reprisal Age Race (Black or African American) 

 
Timeliness in FY 2012 

 

  
 

Total # 

 
# 

Timely 

 
% 

Timely 

FY 
2011 
APD* 

FY 
2012 
APD* 

 
% 

Change 

Govt 
Wide 
APD* 

All Pre-Complaint Counselings (minus remands) 15 14 93.3%     
All Investigations 4 0 0% 195 372 90.8% 187 
All Complaint Closures 6   631 364 -42.3% 388 
Merit Decisions (no AJ) 0 0 0% 486 0 -100% 462 
Dismissal Decisions (no AJ) 0   0 0 NA% 92 
*APD =Average Processing Days 

Outcomes of Complaints in FY 2012 
 

 Complaint 
Closures 

Final Agency 
Decision (no AJ 

Decision) 

Final Order (AJ 
Decision Fully 
Implemented) 

Final Order (AJ 
Decision Not Fully 

Implemented) 
# % # % # % # % 

Total Complaints Filed 11        
Total Closures 6        
Settlements 6 100%       
Withdrawals 0 0%       
Total Final Agency Actions 0 0% 0 NA% 0 NA% 0 NA% 
 Dismissals 0 NA% 0 NA% 0 0% 0 0% 
 Merit Decisions 0 NA% 0 NA% 0 NA% 0 NA% 
 Finding Discrimination 0 NA% 0 NA% 0 NA% 0 NA% 
 Finding No Discrimination  0 NA% 0 NA% 0 NA% 0 NA% 

 
Costs Associated With EEO Process in FY 2012 

 

 Total # Total Amount Average Amount 
Pre-Complaint Settlements w/ Monetary Benefits  0 $0 $0 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 
Investigation Costs 4 $11,940 $2,985 
Complaint Closures with Monetary Benefits 0 $0 $0 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 
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Department of the Navy (NAVY) FY 2012 EEO Complaint Processing Statistics 

Outcome of Counselings Completed in FY 2012 
 

 
Pre-Complaint Counseling Outcomes 

Completed by EEO 
Counselor 

Completed Using ADR All Completed 
Counselings 

# % # % # % 
Pre-Complaint Counselings 757  774  1,531  
Settlements 25 3.3% 203 26.2% 228 14.9% 
Withdrawals or No Complaints Filed 332 43.9% 262 33.9% 594 38.8% 
Complaints Filed*     696 45.5% 
Decision to File Complaint Pending at End of FY     13 0.9% 
     *Includes only complaints filed in FY 2012 where counseling was also completed during FY 2012. 
 

Agency Use of ADR for EEO Dispute Resolution in FY 2012 
 

 Total Number Offer Rate Participation Rate 
Pre-Complaint Counselings 1,531 99.7% 50.6% 
Complaint Closures 904 3.2% 2.2% 

 
Bases Most Frequently Alleged in FY 2012 Filed Complaints 

 

 Top Basis 1 Top Basis 2 Top Basis 3 
Bases of Alleged Discrimination Reprisal Age Race (Black or African American) 

 
Timeliness in FY 2012 

 

  
 

Total # 

 
# 

Timely 

 
% 

Timely 

FY 
2011 
APD* 

FY 
2012 
APD* 

 
% 

Change 

Govt 
Wide 
APD* 

All Pre-Complaint Counselings (minus remands) 1,530 1,394 91.1%     
All Investigations 409 162 39.6% 263 277 5.3% 187 
All Complaint Closures 904   365 332 -9% 388 
Merit Decisions (no AJ) 117 117 100% 503 477 -5.2% 462 
Dismissal Decisions (no AJ) 147   66 57 -13.6% 92 
*APD =Average Processing Days 

Outcomes of Complaints in FY 2012 
 

 Complaint 
Closures 

Final Agency 
Decision (no AJ 

Decision) 

Final Order (AJ 
Decision Fully 
Implemented) 

Final Order (AJ 
Decision Not Fully 

Implemented) 
# % # % # % # % 

Total Complaints Filed 696        
Total Closures 904        
Settlements 423 46.8%       
Withdrawals 141 15.6%       
Total Final Agency Actions 340 37.6% 264 77.6% 75 22.1% 1 0.3% 
 Dismissals 147 43.2% 147 100% 0 0% 0 0% 
 Merit Decisions 193 56.8% 117 60.6% 75 38.9% 1 0.5% 
 Finding Discrimination 8 4.2% 0 0% 7 87.5% 1 12.5% 
 Finding No Discrimination  185 95.9% 117 63.2% 68 36.8% 0 0% 

 
Costs Associated With EEO Process in FY 2012 

 

 Total # Total Amount Average Amount 
Pre-Complaint Settlements w/ Monetary Benefits  25 $161,418 $6,456 
 ADR Settlements w/ Monetary Benefits 16 $40,654 $2,540 
Investigation Costs 409 $3,715,910 $9,085 
Complaint Closures with Monetary Benefits 303 $3,900,925 $12,874 
 ADR Settlements w/ Monetary Benefits 1 $1,500 $1,500 
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Nuclear Regulatory Commission (NRC) FY 2012 EEO Complaint Processing Statistics 

Outcome of Counselings Completed in FY 2012 
 

 
Pre-Complaint Counseling Outcomes 

Completed by EEO 
Counselor 

Completed Using ADR All Completed 
Counselings 

# % # % # % 
Pre-Complaint Counselings 26  9  35  
Settlements 4 15.4% 5 55.6% 9 25.7% 
Withdrawals or No Complaints Filed 9 34.6% 1 11.1% 10 28.6% 
Complaints Filed*     16 45.7% 
Decision to File Complaint Pending at End of FY     0 0% 
     *Includes only complaints filed in FY 2012 where counseling was also completed during FY 2012. 
 

Agency Use of ADR for EEO Dispute Resolution in FY 2012 
 

 Total Number Offer Rate Participation Rate 
Pre-Complaint Counselings 35 100% 25.7% 
Complaint Closures 16 100% 6.3% 

 
Bases Most Frequently Alleged in FY 2012 Filed Complaints 

 

 Top Basis 1 Top Basis 2 Top Basis 3 
Bases of Alleged Discrimination Reprisal Age Race (Black or African American) 

 
Timeliness in FY 2012 

 

  
 

Total # 

 
# 

Timely 

 
% 

Timely 

FY 
2011 
APD* 

FY 
2012 
APD* 

 
% 

Change 

Govt 
Wide 
APD* 

All Pre-Complaint Counselings (minus remands) 35 33 94.3%     
All Investigations 9 7 77.8% 199 209 5% 187 
All Complaint Closures 16   172 298 73.3% 388 
Merit Decisions (no AJ) 0 0 0% 282 0 -100% 462 
Dismissal Decisions (no AJ) 0   66 0 -100% 92 
*APD =Average Processing Days 

Outcomes of Complaints in FY 2012 
 

 Complaint 
Closures 

Final Agency 
Decision (no AJ 

Decision) 

Final Order (AJ 
Decision Fully 
Implemented) 

Final Order (AJ 
Decision Not Fully 

Implemented) 
# % # % # % # % 

Total Complaints Filed 16        
Total Closures 16        
Settlements 11 68.8%       
Withdrawals 4 25%       
Total Final Agency Actions 1 6.3% 0 0% 1 100% 0 0% 
 Dismissals 0 NA% 0 NA% 0 0% 0 0% 
 Merit Decisions 1 100% 0 0% 1 100% 0 0% 
 Finding Discrimination 0 NA% 0 NA% 0 NA% 0 NA% 
 Finding No Discrimination  1 100% 0 0% 1 100% 0 0% 

 
Costs Associated With EEO Process in FY 2012 

 

 Total # Total Amount Average Amount 
Pre-Complaint Settlements w/ Monetary Benefits  4 $29,500 $7,375 
 ADR Settlements w/ Monetary Benefits 2 $9,500 $4,750 
Investigation Costs 9 $45,000 $5,000 
Complaint Closures with Monetary Benefits 7 $197,411 $28,201 
 ADR Settlements w/ Monetary Benefits 1 $3,700 $3,700 
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Office of Personnel Management (OPM) FY 2012 EEO Complaint Processing Statistics 

Outcome of Counselings Completed in FY 2012 
 

 
Pre-Complaint Counseling Outcomes 

Completed by EEO 
Counselor 

Completed Using ADR All Completed 
Counselings 

# % # % # % 
Pre-Complaint Counselings 79  9  88  
Settlements 0 0% 1 11.1% 1 1.1% 
Withdrawals or No Complaints Filed 30 38% 8 88.9% 38 43.2% 
Complaints Filed*     44 50% 
Decision to File Complaint Pending at End of FY     5 5.7% 
     *Includes only complaints filed in FY 2012 where counseling was also completed during FY 2012. 
 

Agency Use of ADR for EEO Dispute Resolution in FY 2012 
 

 Total Number Offer Rate Participation Rate 
Pre-Complaint Counselings 88 90.9% 10.2% 
Complaint Closures 28 0% 0% 

 
Bases Most Frequently Alleged in FY 2012 Filed Complaints 

 

 Top Basis 1 Top Basis 2 Top Basis 3 
Bases of Alleged Discrimination Age Reprisal Race (Black or African American) 

 
Timeliness in FY 2012 

 

  
 

Total # 

 
# 

Timely 

 
% 

Timely 

FY 
2011 
APD* 

FY 
2012 
APD* 

 
% 

Change 

Govt 
Wide 
APD* 

All Pre-Complaint Counselings (minus remands) 88 87 98.9%     
All Investigations 25 25 100% 102 103 1% 187 
All Complaint Closures 28   353 505 43.1% 388 
Merit Decisions (no AJ) 8 0 0% 360 1,128 213.3% 462 
Dismissal Decisions (no AJ) 6   44 131 197.7% 92 
*APD =Average Processing Days 

Outcomes of Complaints in FY 2012 
 

 Complaint 
Closures 

Final Agency 
Decision (no AJ 

Decision) 

Final Order (AJ 
Decision Fully 
Implemented) 

Final Order (AJ 
Decision Not Fully 

Implemented) 
# % # % # % # % 

Total Complaints Filed 44        
Total Closures 28        
Settlements 3 10.7%       
Withdrawals 6 21.4%       
Total Final Agency Actions 19 67.9% 14 73.7% 5 26.3% 0 0% 
 Dismissals 6 31.6% 6 100% 0 0% 0 0% 
 Merit Decisions 13 68.4% 8 61.5% 5 38.5% 0 0% 
 Finding Discrimination 0 NA% 0 NA% 0 NA% 0 NA% 
 Finding No Discrimination  13 100% 8 61.5% 5 38.5% 0 0% 

 
Costs Associated With EEO Process in FY 2012 

 

 Total # Total Amount Average Amount 
Pre-Complaint Settlements w/ Monetary Benefits  1 $11,000 $11,000 
 ADR Settlements w/ Monetary Benefits 1 $11,000 $11,000 
Investigation Costs 25 $191,010 $7,640 
Complaint Closures with Monetary Benefits 3 $44,000 $14,666 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 
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Peace Corps (PC) FY 2012 EEO Complaint Processing Statistics 

Outcome of Counselings Completed in FY 2012 
 

 
Pre-Complaint Counseling Outcomes 

Completed by EEO 
Counselor 

Completed Using ADR All Completed 
Counselings 

# % # % # % 
Pre-Complaint Counselings 5  1  6  
Settlements 0 0% 0 0% 0 0% 
Withdrawals or No Complaints Filed 2 40% 0 0% 2 33.3% 
Complaints Filed*     4 66.7% 
Decision to File Complaint Pending at End of FY     0 0% 
     *Includes only complaints filed in FY 2012 where counseling was also completed during FY 2012. 
 

Agency Use of ADR for EEO Dispute Resolution in FY 2012 
 

 Total Number Offer Rate Participation Rate 
Pre-Complaint Counselings 6 100% 16.7% 
Complaint Closures 4 100% 0% 

 
Bases Most Frequently Alleged in FY 2012 Filed Complaints 

 

 Top Basis 1 Top Basis 2 Top Basis 3 
Bases of Alleged Discrimination Age National Origin (Other) Race (Asian) 

 
Timeliness in FY 2012 

 

  
 

Total # 

 
# 

Timely 

 
% 

Timely 

FY 
2011 
APD* 

FY 
2012 
APD* 

 
% 

Change 

Govt 
Wide 
APD* 

All Pre-Complaint Counselings (minus remands) 6 6 100%     
All Investigations 4 4 100% 234 157 -32.9% 187 
All Complaint Closures 4   463 509 9.9% 388 
Merit Decisions (no AJ) 3 1 33.3% 454 367 -19.2% 462 
Dismissal Decisions (no AJ) 0   0 0 NA% 92 
*APD =Average Processing Days 

Outcomes of Complaints in FY 2012 
 

 Complaint 
Closures 

Final Agency 
Decision (no AJ 

Decision) 

Final Order (AJ 
Decision Fully 
Implemented) 

Final Order (AJ 
Decision Not Fully 

Implemented) 
# % # % # % # % 

Total Complaints Filed 4        
Total Closures 4        
Settlements 0 0%       
Withdrawals 0 0%       
Total Final Agency Actions 4 100% 3 75% 1 25% 0 0% 
 Dismissals 1 25% 0 0% 1 100% 0 0% 
 Merit Decisions 3 75% 3 100% 0 0% 0 0% 
 Finding Discrimination 0 NA% 0 NA% 0 NA% 0 NA% 
 Finding No Discrimination  3 100% 3 100% 0 0% 0 0% 

 
Costs Associated With EEO Process in FY 2012 

 

 Total # Total Amount Average Amount 
Pre-Complaint Settlements w/ Monetary Benefits  0 $0 $0 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 
Investigation Costs 4 $16,786 $4,196 
Complaint Closures with Monetary Benefits 0 $0 $0 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 
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Pension Benefit Guaranty Corporation (PBGC) FY 2012 EEO Complaint Processing Statistics 

Outcome of Counselings Completed in FY 2012 
 

 
Pre-Complaint Counseling Outcomes 

Completed by EEO 
Counselor 

Completed Using ADR All Completed 
Counselings 

# % # % # % 
Pre-Complaint Counselings 19  1  20  
Settlements 0 0% 0 0% 0 0% 
Withdrawals or No Complaints Filed 8 42.1% 0 0% 8 40% 
Complaints Filed*     12 60% 
Decision to File Complaint Pending at End of FY     0 0% 
     *Includes only complaints filed in FY 2012 where counseling was also completed during FY 2012. 
 

Agency Use of ADR for EEO Dispute Resolution in FY 2012 
 

 Total Number Offer Rate Participation Rate 
Pre-Complaint Counselings 20 100% 5% 
Complaint Closures 20 65% 0% 

 
Bases Most Frequently Alleged in FY 2012 Filed Complaints 

 

 Top Basis 1 Top Basis 2 Top Basis 3 
Bases of Alleged Discrimination Reprisal Race (Black or African American) Age 

 
Timeliness in FY 2012 

 

  
 

Total # 

 
# 

Timely 

 
% 

Timely 

FY 
2011 
APD* 

FY 
2012 
APD* 

 
% 

Change 

Govt 
Wide 
APD* 

All Pre-Complaint Counselings (minus remands) 20 13 65%     
All Investigations 7 6 85.7% 202 194 -4% 187 
All Complaint Closures 20   216 437 102.3% 388 
Merit Decisions (no AJ) 5 5 100% 110 362 229.1% 462 
Dismissal Decisions (no AJ) 6   51 34 -33.3% 92 
*APD =Average Processing Days 

Outcomes of Complaints in FY 2012 
 

 Complaint 
Closures 

Final Agency 
Decision (no AJ 

Decision) 

Final Order (AJ 
Decision Fully 
Implemented) 

Final Order (AJ 
Decision Not Fully 

Implemented) 
# % # % # % # % 

Total Complaints Filed 13        
Total Closures 20        
Settlements 1 5%       
Withdrawals 2 10%       
Total Final Agency Actions 17 85% 11 64.7% 5 29.4% 1 5.9% 
 Dismissals 6 35.3% 6 100% 0 0% 0 0% 
 Merit Decisions 11 64.7% 5 45.5% 5 45.5% 1 9.1% 
 Finding Discrimination 2 18.2% 1 50% 0 0% 1 50% 
 Finding No Discrimination  9 81.8% 4 44.4% 5 55.6% 0 0% 

 
Costs Associated With EEO Process in FY 2012 

 

 Total # Total Amount Average Amount 
Pre-Complaint Settlements w/ Monetary Benefits  0 $0 $0 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 
Investigation Costs 7 $18,000 $2,571 
Complaint Closures with Monetary Benefits 2 $12,567 $6,283 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 
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Railroad Retirement Board (RRB) FY 2012 EEO Complaint Processing Statistics 

Outcome of Counselings Completed in FY 2012 
 

 
Pre-Complaint Counseling Outcomes 

Completed by EEO 
Counselor 

Completed Using ADR All Completed 
Counselings 

# % # % # % 
Pre-Complaint Counselings 4  2  6  
Settlements 0 0% 1 50% 1 16.7% 
Withdrawals or No Complaints Filed 2 50% 1 50% 3 50% 
Complaints Filed*     2 33.3% 
Decision to File Complaint Pending at End of FY     0 0% 
     *Includes only complaints filed in FY 2012 where counseling was also completed during FY 2012. 
 

Agency Use of ADR for EEO Dispute Resolution in FY 2012 
 

 Total Number Offer Rate Participation Rate 
Pre-Complaint Counselings 6 66.7% 33.3% 
Complaint Closures 1 0% 0% 

 
Bases Most Frequently Alleged in FY 2012 Filed Complaints 

 

 Top Basis 1 Top Basis 2 Top Basis 3 
Bases of Alleged Discrimination Sex (Female) Age Race (Black or African American) 

 
Timeliness in FY 2012 

 

  
 

Total # 

 
# 

Timely 

 
% 

Timely 

FY 
2011 
APD* 

FY 
2012 
APD* 

 
% 

Change 

Govt 
Wide 
APD* 

All Pre-Complaint Counselings (minus remands) 6 6 100%     
All Investigations 4 4 100% 164 178 8.5% 187 
All Complaint Closures 1   390 660 69.2% 388 
Merit Decisions (no AJ) 0 0 0% 210 0 -100% 462 
Dismissal Decisions (no AJ) 0   0 0 NA% 92 
*APD =Average Processing Days 

Outcomes of Complaints in FY 2012 
 

 Complaint 
Closures 

Final Agency 
Decision (no AJ 

Decision) 

Final Order (AJ 
Decision Fully 
Implemented) 

Final Order (AJ 
Decision Not Fully 

Implemented) 
# % # % # % # % 

Total Complaints Filed 2        
Total Closures 1        
Settlements 1 100%       
Withdrawals 0 0%       
Total Final Agency Actions 0 0% 0 NA% 0 NA% 0 NA% 
 Dismissals 0 NA% 0 NA% 0 0% 0 0% 
 Merit Decisions 0 NA% 0 NA% 0 NA% 0 NA% 
 Finding Discrimination 0 NA% 0 NA% 0 NA% 0 NA% 
 Finding No Discrimination  0 NA% 0 NA% 0 NA% 0 NA% 

 
Costs Associated With EEO Process in FY 2012 

 

 Total # Total Amount Average Amount 
Pre-Complaint Settlements w/ Monetary Benefits  0 $0 $0 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 
Investigation Costs 4 $8,090 $2,022 
Complaint Closures with Monetary Benefits 1 $3,500 $3,500 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 
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Securities and Exchange Commission (SEC) FY 2012 EEO Complaint Processing Statistics 

Outcome of Counselings Completed in FY 2012 
 

 
Pre-Complaint Counseling Outcomes 

Completed by EEO 
Counselor 

Completed Using ADR All Completed 
Counselings 

# % # % # % 
Pre-Complaint Counselings 26  4  30  
Settlements 0 0% 0 0% 0 0% 
Withdrawals or No Complaints Filed 10 38.5% 0 0% 10 33.3% 
Complaints Filed*     20 66.7% 
Decision to File Complaint Pending at End of FY     0 0% 
     *Includes only complaints filed in FY 2012 where counseling was also completed during FY 2012. 
 

Agency Use of ADR for EEO Dispute Resolution in FY 2012 
 

 Total Number Offer Rate Participation Rate 
Pre-Complaint Counselings 30 53.3% 13.3% 
Complaint Closures 4 0% 0% 

 
Bases Most Frequently Alleged in FY 2012 Filed Complaints 

 

 Top Basis 1 Top Basis 2 Top Basis 3 
Bases of Alleged Discrimination Reprisal Age Disability (Physical) 

 
Timeliness in FY 2012 

 

  
 

Total # 

 
# 

Timely 

 
% 

Timely 

FY 
2011 
APD* 

FY 
2012 
APD* 

 
% 

Change 

Govt 
Wide 
APD* 

All Pre-Complaint Counselings (minus remands) 30 25 83.3%     
All Investigations 10 8 80% 175 260 48.6% 187 
All Complaint Closures 4   228 308 35.1% 388 
Merit Decisions (no AJ) 2 1 50% 374 334 -10.7% 462 
Dismissal Decisions (no AJ) 1   42 66 57.1% 92 
*APD =Average Processing Days 

Outcomes of Complaints in FY 2012 
 

 Complaint 
Closures 

Final Agency 
Decision (no AJ 

Decision) 

Final Order (AJ 
Decision Fully 
Implemented) 

Final Order (AJ 
Decision Not Fully 

Implemented) 
# % # % # % # % 

Total Complaints Filed 20        
Total Closures 4        
Settlements 0 0%       
Withdrawals 0 0%       
Total Final Agency Actions 4 100% 3 75% 1 25% 0 0% 
 Dismissals 2 50% 1 50% 1 50% 0 0% 
 Merit Decisions 2 50% 2 100% 0 0% 0 0% 
 Finding Discrimination 0 NA% 0 NA% 0 NA% 0 NA% 
 Finding No Discrimination  2 100% 2 100% 0 0% 0 0% 

 
Costs Associated With EEO Process in FY 2012 

 

 Total # Total Amount Average Amount 
Pre-Complaint Settlements w/ Monetary Benefits  0 $0 $0 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 
Investigation Costs 10 $36,258 $3,625 
Complaint Closures with Monetary Benefits 0 $0 $0 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 
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Small Business Administration (SBA) FY 2012 EEO Complaint Processing Statistics 

Outcome of Counselings Completed in FY 2012 
 

 
Pre-Complaint Counseling Outcomes 

Completed by EEO 
Counselor 

Completed Using ADR All Completed 
Counselings 

# % # % # % 
Pre-Complaint Counselings 67  8  75  
Settlements 1 1.5% 3 37.5% 4 5.3% 
Withdrawals or No Complaints Filed 32 47.8% 2 25% 34 45.3% 
Complaints Filed*     35 46.7% 
Decision to File Complaint Pending at End of FY     2 2.7% 
     *Includes only complaints filed in FY 2012 where counseling was also completed during FY 2012. 
 

Agency Use of ADR for EEO Dispute Resolution in FY 2012 
 

 Total Number Offer Rate Participation Rate 
Pre-Complaint Counselings 75 10.7% 10.7% 
Complaint Closures 38 2.6% 2.6% 

 
Bases Most Frequently Alleged in FY 2012 Filed Complaints 

 

 Top Basis 1 Top Basis 2 Top Basis 3 
Bases of Alleged Discrimination Reprisal Age Sex (Female) 

 
Timeliness in FY 2012 

 

  
 

Total # 

 
# 

Timely 

 
% 

Timely 

FY 
2011 
APD* 

FY 
2012 
APD* 

 
% 

Change 

Govt 
Wide 
APD* 

All Pre-Complaint Counselings (minus remands) 75 50 66.7%     
All Investigations 33 30 90.9% 202 204 1% 187 
All Complaint Closures 38   257 313 21.8% 388 
Merit Decisions (no AJ) 7 6 85.7% 140 329 135% 462 
Dismissal Decisions (no AJ) 14   25 21 -16% 92 
*APD =Average Processing Days 

Outcomes of Complaints in FY 2012 
 

 Complaint 
Closures 

Final Agency 
Decision (no AJ 

Decision) 

Final Order (AJ 
Decision Fully 
Implemented) 

Final Order (AJ 
Decision Not Fully 

Implemented) 
# % # % # % # % 

Total Complaints Filed 36        
Total Closures 38        
Settlements 11 29%       
Withdrawals 1 2.6%       
Total Final Agency Actions 26 68.4% 21 80.8% 5 19.2% 0 0% 
 Dismissals 14 53.8% 14 100% 0 0% 0 0% 
 Merit Decisions 12 46.2% 7 58.3% 5 41.7% 0 0% 
 Finding Discrimination 0 NA% 0 NA% 0 NA% 0 NA% 
 Finding No Discrimination  12 100% 7 58.3% 5 41.7% 0 0% 

 
Costs Associated With EEO Process in FY 2012 

 

 Total # Total Amount Average Amount 
Pre-Complaint Settlements w/ Monetary Benefits  1 $9,788 $9,788 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 
Investigation Costs 33 $111,641 $3,383 
Complaint Closures with Monetary Benefits 6 $190,200 $31,700 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 
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Smithsonian Institution (SI) FY 2012 EEO Complaint Processing Statistics 

Outcome of Counselings Completed in FY 2012 
 

 
Pre-Complaint Counseling Outcomes 

Completed by EEO 
Counselor 

Completed Using ADR All Completed 
Counselings 

# % # % # % 
Pre-Complaint Counselings 5  33  38  
Settlements 0 0% 1 3% 1 2.6% 
Withdrawals or No Complaints Filed 0 0% 10 30.3% 10 26.3% 
Complaints Filed*     11 29% 
Decision to File Complaint Pending at End of FY     16 42.1% 
     *Includes only complaints filed in FY 2012 where counseling was also completed during FY 2012. 
 

Agency Use of ADR for EEO Dispute Resolution in FY 2012 
 

 Total Number Offer Rate Participation Rate 
Pre-Complaint Counselings 38 100% 86.8% 
Complaint Closures 15 93.3% 46.7% 

 
Bases Most Frequently Alleged in FY 2012 Filed Complaints 

 

 Top Basis 1 Top Basis 2 Top Basis 3 
Bases of Alleged Discrimination Race (Black or African American) Reprisal Age 

 
Timeliness in FY 2012 

 

  
 

Total # 

 
# 

Timely 

 
% 

Timely 

FY 
2011 
APD* 

FY 
2012 
APD* 

 
% 

Change 

Govt 
Wide 
APD* 

All Pre-Complaint Counselings (minus remands) 38 38 100%     
All Investigations 8 8 100% 160 174 8.8% 187 
All Complaint Closures 15   200 500 150% 388 
Merit Decisions (no AJ) 5 5 100% 246 213 -13.4% 462 
Dismissal Decisions (no AJ) 4   64 38 -40.6% 92 
*APD =Average Processing Days 

Outcomes of Complaints in FY 2012 
 

 Complaint 
Closures 

Final Agency 
Decision (no AJ 

Decision) 

Final Order (AJ 
Decision Fully 
Implemented) 

Final Order (AJ 
Decision Not Fully 

Implemented) 
# % # % # % # % 

Total Complaints Filed 13        
Total Closures 15        
Settlements 3 20%       
Withdrawals 0 0%       
Total Final Agency Actions 12 80% 9 75% 3 25% 0 0% 
 Dismissals 4 33.3% 4 100% 0 0% 0 0% 
 Merit Decisions 8 66.7% 5 62.5% 3 37.5% 0 0% 
 Finding Discrimination 0 NA% 0 NA% 0 NA% 0 NA% 
 Finding No Discrimination  8 100% 5 62.5% 3 37.5% 0 0% 

 
Costs Associated With EEO Process in FY 2012 

 

 Total # Total Amount Average Amount 
Pre-Complaint Settlements w/ Monetary Benefits  1 $618 $618 
 ADR Settlements w/ Monetary Benefits 1 $618 $618 
Investigation Costs 8 $19,250 $2,406 
Complaint Closures with Monetary Benefits 3 $255,260 $85,086 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 
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Social Security Administration (SSA) FY 2012 EEO Complaint Processing Statistics 

Outcome of Counselings Completed in FY 2012 
 

 
Pre-Complaint Counseling Outcomes 

Completed by EEO 
Counselor 

Completed Using ADR All Completed 
Counselings 

# % # % # % 
Pre-Complaint Counselings 511  406  917  
Settlements 15 2.9% 62 15.3% 77 8.4% 
Withdrawals or No Complaints Filed 282 55.2% 61 15% 343 37.4% 
Complaints Filed*     474 51.7% 
Decision to File Complaint Pending at End of FY     23 2.5% 
     *Includes only complaints filed in FY 2012 where counseling was also completed during FY 2012. 
 

Agency Use of ADR for EEO Dispute Resolution in FY 2012 
 

 Total Number Offer Rate Participation Rate 
Pre-Complaint Counselings 917 85.7% 44.3% 
Complaint Closures 414 81.6% 8.7% 

 
Bases Most Frequently Alleged in FY 2012 Filed Complaints 

 

 Top Basis 1 Top Basis 2 Top Basis 3 
Bases of Alleged Discrimination Reprisal Age Disability (Physical) 

 
Timeliness in FY 2012 

 

  
 

Total # 

 
# 

Timely 

 
% 

Timely 

FY 
2011 
APD* 

FY 
2012 
APD* 

 
% 

Change 

Govt 
Wide 
APD* 

All Pre-Complaint Counselings (minus remands) 916 871 95.1%     
All Investigations 339 279 82.3% 190 195 2.6% 187 
All Complaint Closures 414   418 506 21.1% 388 
Merit Decisions (no AJ) 136 36 26.5% 392 460 17.3% 462 
Dismissal Decisions (no AJ) 49   41 58 41.5% 92 
*APD =Average Processing Days 

Outcomes of Complaints in FY 2012 
 

 Complaint 
Closures 

Final Agency 
Decision (no AJ 

Decision) 

Final Order (AJ 
Decision Fully 
Implemented) 

Final Order (AJ 
Decision Not Fully 

Implemented) 
# % # % # % # % 

Total Complaints Filed 494        
Total Closures 414        
Settlements 50 12.1%       
Withdrawals 54 13%       
Total Final Agency Actions 310 74.9% 185 59.7% 117 37.7% 8 2.6% 
 Dismissals 58 18.7% 49 84.5% 9 15.5% 0 0% 
 Merit Decisions 252 81.3% 136 54% 108 42.9% 8 3.2% 
 Finding Discrimination 12 4.8% 0 0% 4 33.3% 8 66.7% 
 Finding No Discrimination  240 95.2% 136 56.7% 104 43.3% 0 0% 

 
Costs Associated With EEO Process in FY 2012 

 

 Total # Total Amount Average Amount 
Pre-Complaint Settlements w/ Monetary Benefits  2 $28,500 $14,250 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 
Investigation Costs 339 $1,520,762 $4,486 
Complaint Closures with Monetary Benefits 26 $959,990 $36,922 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 
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Department of State (STATE) FY 2012 EEO Complaint Processing Statistics 

Outcome of Counselings Completed in FY 2012 
 

 
Pre-Complaint Counseling Outcomes 

Completed by EEO 
Counselor 

Completed Using ADR All Completed 
Counselings 

# % # % # % 
Pre-Complaint Counselings 206  65  271  
Settlements 8 3.9% 10 15.4% 18 6.6% 
Withdrawals or No Complaints Filed 103 50% 16 24.6% 119 43.9% 
Complaints Filed*     126 46.5% 
Decision to File Complaint Pending at End of FY     8 3% 
     *Includes only complaints filed in FY 2012 where counseling was also completed during FY 2012. 
 

Agency Use of ADR for EEO Dispute Resolution in FY 2012 
 

 Total Number Offer Rate Participation Rate 
Pre-Complaint Counselings 271 67.9% 24% 
Complaint Closures 110 13.6% 13.6% 

 
Bases Most Frequently Alleged in FY 2012 Filed Complaints 

 
 Top Basis 1 Top Basis 2 Top Basis 3 
Bases of Alleged Discrimination Reprisal Age Race (Black or African American) 

 
Timeliness in FY 2012 

 

  
 

Total # 

 
# 

Timely 

 
% 

Timely 

FY 
2011 
APD* 

FY 
2012 
APD* 

 
% 

Change 

Govt 
Wide 
APD* 

All Pre-Complaint Counselings (minus remands) 270 199 73.7%     
All Investigations 97 52 53.6% 271 245 -9.6% 187 
All Complaint Closures 110   466 413 -11.4% 388 
Merit Decisions (no AJ) 40 1 2.5% 424 461 8.7% 462 
Dismissal Decisions (no AJ) 16   81 24 -70.4% 92 
*APD =Average Processing Days 

Outcomes of Complaints in FY 2012 
 

 Complaint 
Closures 

Final Agency 
Decision (no AJ 

Decision) 

Final Order (AJ 
Decision Fully 
Implemented) 

Final Order (AJ 
Decision Not Fully 

Implemented) 
# % # % # % # % 

Total Complaints Filed 134        
Total Closures 110        
Settlements 27 24.6%       
Withdrawals 13 11.8%       
Total Final Agency Actions 70 63.6% 56 80% 13 18.6% 1 1.4% 
 Dismissals 16 22.9% 16 100% 0 0% 0 0% 
 Merit Decisions 54 77.1% 40 74.1% 13 24.1% 1 1.9% 
 Finding Discrimination 3 5.6% 0 0% 2 66.7% 1 33.3% 
 Finding No Discrimination  51 94.4% 40 78.4% 11 21.6% 0 0% 

 
Costs Associated With EEO Process in FY 2012 

 

 Total # Total Amount Average Amount 
Pre-Complaint Settlements w/ Monetary Benefits  0 $0 $0 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 
Investigation Costs 97 $284,655 $2,934 
Complaint Closures with Monetary Benefits 15 $573,865 $38,257 
 ADR Settlements w/ Monetary Benefits 5 $252,704 $50,540 

li==========9l======U=======9l=====ITITI 
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Tennessee Valley Authority (TVA) FY 2012 EEO Complaint Processing Statistics 

Outcome of Counselings Completed in FY 2012 
 

 
Pre-Complaint Counseling Outcomes 

Completed by EEO 
Counselor 

Completed Using ADR All Completed 
Counselings 

# % # % # % 
Pre-Complaint Counselings 66  20  86  
Settlements 7 10.6% 1 5% 8 9.3% 
Withdrawals or No Complaints Filed 9 13.6% 0 0% 9 10.5% 
Complaints Filed*     58 67.4% 
Decision to File Complaint Pending at End of FY     11 12.8% 
     *Includes only complaints filed in FY 2012 where counseling was also completed during FY 2012. 
 

Agency Use of ADR for EEO Dispute Resolution in FY 2012 
 

 Total Number Offer Rate Participation Rate 
Pre-Complaint Counselings 86 90.7% 23.3% 
Complaint Closures 58 100% 0% 

 
Bases Most Frequently Alleged in FY 2012 Filed Complaints 

 

 Top Basis 1 Top Basis 2 Top Basis 3 
Bases of Alleged Discrimination Age Reprisal Race (Black or African American) 

 
Timeliness in FY 2012 

 

  
 

Total # 

 
# 

Timely 

 
% 

Timely 

FY 
2011 
APD* 

FY 
2012 
APD* 

 
% 

Change 

Govt 
Wide 
APD* 

All Pre-Complaint Counselings (minus remands) 86 85 98.8%     
All Investigations 44 44 100% 124 138 11.3% 187 
All Complaint Closures 58   329 330 0.3% 388 
Merit Decisions (no AJ) 20 20 100% 321 236 -26.5% 462 
Dismissal Decisions (no AJ) 5   9 17 88.9% 92 
*APD =Average Processing Days 

Outcomes of Complaints in FY 2012 
 

 Complaint 
Closures 

Final Agency 
Decision (no AJ 

Decision) 

Final Order (AJ 
Decision Fully 
Implemented) 

Final Order (AJ 
Decision Not Fully 

Implemented) 
# % # % # % # % 

Total Complaints Filed 58        
Total Closures 58        
Settlements 12 20.7%       
Withdrawals 7 12.1%       
Total Final Agency Actions 39 67.2% 25 64.1% 14 35.9% 0 0% 
 Dismissals 5 12.8% 5 100% 0 0% 0 0% 
 Merit Decisions 34 87.2% 20 58.8% 14 41.2% 0 0% 
 Finding Discrimination 1 2.9% 1 100% 0 0% 0 0% 
 Finding No Discrimination  33 97.1% 19 57.6% 14 42.4% 0 0% 

 
Costs Associated With EEO Process in FY 2012 

 

 Total # Total Amount Average Amount 
Pre-Complaint Settlements w/ Monetary Benefits  6 $94,279 $15,713 
 ADR Settlements w/ Monetary Benefits 1 $2,368 $2,368 
Investigation Costs 44 $83,258 $1,892 
Complaint Closures with Monetary Benefits 12 $184,580 $15,381 
 ADR Settlements w/ Monetary Benefits 0 $0 $0 
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Department of Transportation (DOT) FY 2012 EEO Complaint Processing Statistics 

Outcome of Counselings Completed in FY 2012 
 

 
Pre-Complaint Counseling Outcomes 

Completed by EEO 
Counselor 

Completed Using ADR All Completed 
Counselings 

# % # % # % 
Pre-Complaint Counselings 299  242  541  
Settlements 9 3% 54 22.3% 63 11.7% 
Withdrawals or No Complaints Filed 102 34.1% 71 29.3% 173 32% 
Complaints Filed*     292 54% 
Decision to File Complaint Pending at End of FY     13 2.4% 
     *Includes only complaints filed in FY 2012 where counseling was also completed during FY 2012. 
 

Agency Use of ADR for EEO Dispute Resolution in FY 2012 
 

 Total Number Offer Rate Participation Rate 
Pre-Complaint Counselings 541 67.7% 44.7% 
Complaint Closures 335 2.1% 2.1% 

 
Bases Most Frequently Alleged in FY 2012 Filed Complaints 

 

 Top Basis 1 Top Basis 2 Top Basis 3 
Bases of Alleged Discrimination Reprisal Race (Black or African American) Age 

 
Timeliness in FY 2012 

 

  
 

Total # 

 
# 

Timely 

 
% 

Timely 

FY 
2011 
APD* 

FY 
2012 
APD* 

 
% 

Change 

Govt 
Wide 
APD* 

All Pre-Complaint Counselings (minus remands) 541 506 93.5%     
All Investigations 216 214 99.1% 146 136 -6.8% 187 
All Complaint Closures 335   321 411 28% 388 
Merit Decisions (no AJ) 89 47 52.8% 305 414 35.7% 462 
Dismissal Decisions (no AJ) 85   42 122 190.5% 92 
*APD =Average Processing Days 

Outcomes of Complaints in FY 2012 
 

 Complaint 
Closures 

Final Agency 
Decision (no AJ 

Decision) 

Final Order (AJ 
Decision Fully 
Implemented) 

Final Order (AJ 
Decision Not Fully 

Implemented) 
# % # % # % # % 

Total Complaints Filed 315        
Total Closures 335        
Settlements 93 27.8%       
Withdrawals 13 3.9%       
Total Final Agency Actions 229 68.4% 174 76% 55 24% 0 0% 
 Dismissals 87 38% 85 97.7% 2 2.3% 0 0% 
 Merit Decisions 142 62% 89 62.7% 53 37.3% 0 0% 
 Finding Discrimination 3 2.1% 0 0% 3 100% 0 0% 
 Finding No Discrimination  139 97.9% 89 64% 50 36% 0 0% 

 
Costs Associated With EEO Process in FY 2012 

 

 Total # Total Amount Average Amount 
Pre-Complaint Settlements w/ Monetary Benefits  4 $9,950 $2,487 
 ADR Settlements w/ Monetary Benefits 4 $9,950 $2,487 
Investigation Costs 216 $1,376,310 $6,371 
Complaint Closures with Monetary Benefits 68 $936,044 $13,765 
 ADR Settlements w/ Monetary Benefits 1 $21,552 $21,552 
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Department of the Treasury (TREAS) FY 2012 EEO Complaint Processing Statistics 

Outcome of Counselings Completed in FY 2012 
 

 
Pre-Complaint Counseling Outcomes 

Completed by EEO 
Counselor 

Completed Using ADR All Completed 
Counselings 

# % # % # % 
Pre-Complaint Counselings 317  429  746  
Settlements 14 4.4% 138 32.2% 152 20.4% 
Withdrawals or No Complaints Filed 110 34.7% 104 24.2% 214 28.7% 
Complaints Filed*     367 49.2% 
Decision to File Complaint Pending at End of FY     13 1.7% 
     *Includes only complaints filed in FY 2012 where counseling was also completed during FY 2012. 
 

Agency Use of ADR for EEO Dispute Resolution in FY 2012 
 

 Total Number Offer Rate Participation Rate 
Pre-Complaint Counselings 746 97.5% 57.5% 
Complaint Closures 407 81.1% 10.1% 

 
Bases Most Frequently Alleged in FY 2012 Filed Complaints 

 
 Top Basis 1 Top Basis 2 Top Basis 3 
Bases of Alleged Discrimination Reprisal Disability (Physical) Race (Black or African American) 

 
Timeliness in FY 2012 

 

  
 

Total # 

 
# 

Timely 

 
% 

Timely 

FY 
2011 
APD* 

FY 
2012 
APD* 

 
% 

Change 

Govt 
Wide 
APD* 

All Pre-Complaint Counselings (minus remands) 746 721 96.7%     
All Investigations 285 248 87% 170 198 16.5% 187 
All Complaint Closures 407   475 468 -1.5% 388 
Merit Decisions (no AJ) 123 108 87.8% 405 355 -12.3% 462 
Dismissal Decisions (no AJ) 44   125 130 4% 92 
*APD =Average Processing Days 

Outcomes of Complaints in FY 2012 
 

 Complaint 
Closures 

Final Agency 
Decision (no AJ 

Decision) 

Final Order (AJ 
Decision Fully 
Implemented) 

Final Order (AJ 
Decision Not Fully 

Implemented) 
# % # % # % # % 

Total Complaints Filed 406        
Total Closures 407        
Settlements 96 23.6%       
Withdrawals 34 8.4%       
Total Final Agency Actions 277 68.1% 167 60.3% 110 39.7% 0 0% 
 Dismissals 51 18.4% 44 86.3% 7 13.7% 0 0% 
 Merit Decisions 226 81.6% 123 54.4% 103 45.6% 0 0% 
 Finding Discrimination 6 2.7% 5 83.3% 1 16.7% 0 0% 
 Finding No Discrimination  220 97.4% 118 53.6% 102 46.4% 0 0% 

 
Costs Associated With EEO Process in FY 2012 

 

 Total # Total Amount Average Amount 
Pre-Complaint Settlements w/ Monetary Benefits  10 $65,250 $6,525 
 ADR Settlements w/ Monetary Benefits 9 $60,250 $6,694 
Investigation Costs 285 $2,229,613 $7,823 
Complaint Closures with Monetary Benefits 61 $792,477 $12,991 
 ADR Settlements w/ Monetary Benefits 3 $41,087 $13,695 
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U.S. Postal Service (USPS) FY 2012 EEO Complaint Processing Statistics 

Outcome of Counselings Completed in FY 2012 
 

 
Pre-Complaint Counseling Outcomes 

Completed by EEO 
Counselor 

Completed Using ADR All Completed 
Counselings 

# % # % # % 
Pre-Complaint Counselings 3,963  9,180  13,143  
Settlements 120 3% 3,119 34% 3,239 24.6% 
Withdrawals or No Complaints Filed 1,577 39.8% 3,786 41.2% 5,363 40.8% 
Complaints Filed*     4,324 32.9% 
Decision to File Complaint Pending at End of FY     217 1.7% 
     *Includes only complaints filed in FY 2012 where counseling was also completed during FY 2012. 
 

Agency Use of ADR for EEO Dispute Resolution in FY 2012 
 

 Total Number Offer Rate Participation Rate 
Pre-Complaint Counselings 13,143 92.5% 69.9% 
Complaint Closures 4,579 8.2% 7% 

 
Bases Most Frequently Alleged in FY 2012 Filed Complaints 

 
 Top Basis 1 Top Basis 2 Top Basis 3 
Bases of Alleged Discrimination Reprisal Age Disability (Physical) 

 
Timeliness in FY 2012 

 

  
 

Total # 

 
# 

Timely 

 
% 

Timely 

FY 
2011 
APD* 

FY 
2012 
APD* 

 
% 

Change 

Govt 
Wide 
APD* 

All Pre-Complaint Counselings (minus remands) 13,121 12,906 98.4%     
All Investigations 2,660 2,636 99.1% 110 113 2.7% 187 
All Complaint Closures 4,579   249 275 10.4% 388 
Merit Decisions (no AJ) 1,088 1,062 97.6% 263 277 5.3% 462 
Dismissal Decisions (no AJ) 1,570   43 48 11.6% 92 
*APD =Average Processing Days 

Outcomes of Complaints in FY 2012 
 

 Complaint 
Closures 

Final Agency 
Decision (no AJ 

Decision) 

Final Order (AJ 
Decision Fully 
Implemented) 

Final Order (AJ 
Decision Not Fully 

Implemented) 
# % # % # % # % 

Total Complaints Filed 4,532        
Total Closures 4,579        
Settlements 815 17.8%       
Withdrawals 240 5.2%       
Total Final Agency Actions 3,524 77% 2,658 75.4% 863 24.5% 3 0.1% 
 Dismissals 1,588 45.1% 1,570 98.9% 18 1.1% 0 0% 
 Merit Decisions 1,936 54.9% 1,088 56.2% 845 43.6% 3 0.2% 
 Finding Discrimination 50 2.6% 0 0% 47 94% 3 6% 
 Finding No Discrimination  1,886 97.4% 1,088 57.7% 798 42.3% 0 0% 

 
Costs Associated With EEO Process in FY 2012 

 

 Total # Total Amount Average Amount 
Pre-Complaint Settlements w/ Monetary Benefits  455 $558,750 $1,228 
 ADR Settlements w/ Monetary Benefits 425 $491,996 $1,157 
Investigation Costs 2,660 $4,395,336 $1,652 
Complaint Closures with Monetary Benefits 663 $6,195,246 $9,344 
 ADR Settlements w/ Monetary Benefits 158 $114,964 $727 
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Department of Veterans Affairs (VA) FY 2012 EEO Complaint Processing Statistics 

Outcome of Counselings Completed in FY 2012 
 

 
Pre-Complaint Counseling Outcomes 

Completed by EEO 
Counselor 

Completed Using ADR All Completed 
Counselings 

# % # % # % 
Pre-Complaint Counselings 1,904  2,580  4,484  
Settlements 34 1.8% 319 12.4% 353 7.9% 
Withdrawals or No Complaints Filed 845 44.4% 886 34.3% 1,731 38.6% 
Complaints Filed*     2,280 50.9% 
Decision to File Complaint Pending at End of FY     120 2.7% 
     *Includes only complaints filed in FY 2012 where counseling was also completed during FY 2012. 
 

Agency Use of ADR for EEO Dispute Resolution in FY 2012 
 

 Total Number Offer Rate Participation Rate 
Pre-Complaint Counselings 4,484 98.5% 57.5% 
Complaint Closures 2,123 4.5% 4.5% 

 
Bases Most Frequently Alleged in FY 2012 Filed Complaints 

 

 Top Basis 1 Top Basis 2 Top Basis 3 
Bases of Alleged Discrimination Reprisal Race (Black or African American) Age 

 
Timeliness in FY 2012 

 

  
 

Total # 

 
# 

Timely 

 
% 

Timely 

FY 
2011 
APD* 

FY 
2012 
APD* 

 
% 

Change 

Govt 
Wide 
APD* 

All Pre-Complaint Counselings (minus remands) 4,484 4,407 98.3%     
All Investigations 1,583 1,391 87.9% 180 165 -8.3% 187 
All Complaint Closures 2,123   373 394 5.6% 388 
Merit Decisions (no AJ) 597 30 5% 434 464 6.9% 462 
Dismissal Decisions (no AJ) 392   68 88 29.4% 92 
*APD =Average Processing Days 

Outcomes of Complaints in FY 2012 
 

 Complaint 
Closures 

Final Agency 
Decision (no AJ 

Decision) 

Final Order (AJ 
Decision Fully 
Implemented) 

Final Order (AJ 
Decision Not Fully 

Implemented) 
# % # % # % # % 

Total Complaints Filed 2,347        
Total Closures 2,123        
Settlements 520 24.5%       
Withdrawals 224 10.6%       
Total Final Agency Actions 1,379 65% 989 71.7% 387 28.1% 3 0.2% 
 Dismissals 406 29.4% 392 96.6% 14 3.5% 0 0% 
 Merit Decisions 973 70.6% 597 61.4% 373 38.3% 3 0.3% 
 Finding Discrimination 42 4.3% 16 38.1% 23 54.8% 3 7.1% 
 Finding No Discrimination  931 95.7% 581 62.4% 350 37.6% 0 0% 
 

Costs Associated With EEO Process in FY 2012 
 

 Total # Total Amount Average Amount 
Pre-Complaint Settlements w/ Monetary Benefits  48 $485,766 $10,120 
 ADR Settlements w/ Monetary Benefits 44 $474,631 $10,787 
Investigation Costs 1,583 $9,137,264 $5,772 
Complaint Closures with Monetary Benefits 308 $8,717,951 $28,305 
 ADR Settlements w/ Monetary Benefits 41 $802,936 $19,583 
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APPENDIX I 
 

GLOSSARY / DEFINITIONS 
 
Administrative Support Workers - See “Occupational Categories.” 

Affirmation Rate – The percentage of appeal closures that were affirmed by the 
EEOC. 

ADR Clos ures – The number of counselings or complaints that completed the ADR 
process during the fiscal year. 

ADR Offer Ra te - The percentage of completed/ended counselings or the complaint 
closures that received an ADR offer. 

ADR P articipation Rate - The percentage of completed/ended counseling or the 
complaint closures where both parties agreed to participate in ADR. 

ADR Resolution Rate - The percentage of ADR closures that were resolved by either 
settlement or withdrawal from the EEO process. 

Agency – Military departments as defined in Section 102 of Title 5, U.S. Code and 
executive agencies as defined in Section 105 of Tile 5, U.S. Code, the United States 
Postal Service, the Postal Regulatory Commission, the Tennessee Valley Authority, 
those units of the legislative and judicial branches of the Federal government having 
positions in the competitive service, the National Oceanic and Atmospheric 
Administration Commissioned Corps, the Government Printing Office and the 
Smithsonian Institution (including those with employees and applicants for employment 
who are paid from non-appropriated funds). 

Annual Reports - Reports required to be submitted to EEOC on agencies’ affirmative 
employment program accomplishments pursuant to EEOC Management Directive 715.  

Appeal C losures – The number of appeals decided by the EEOC during the fiscal 
year. 

Appeal Receipts – The number of appeals filed with the EEOC during the fiscal year. 

Appeals Inventory – The number of appeals on hand at the end of the fiscal year. 

Average Age of Open Pe nding I nventory – Average number of days of all 
complaints, hearings or appeals which are not yet resolved at the end of the reporting 
period. 
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Average Processing Time – The total number of days divided by the number of 
investigations, complaint closures, hearing closures, or appeal closures. 

Central P ersonnel Data File  (CPDF) - This is a computer data file created and 
maintained by the OPM.  The file is based on personnel action information submitted 
directly to the OPM by Executive Branch federal agency appointing offices, and is 
updated monthly.  Some Executive Branch agencies do not submit data to the CPDF 
including the following: the Tennessee Valley Authority, United States Postal Service, 
Army & Air Force Exchange Service, Central Intelligence Agency, Defense Intelligence 
Agency, National Geospatial-Intelligence Agency, and the National Security Agency. 

Civilian Labo r Fo rce (CLF) - Data derived from the decennial census reflecting 
persons, 16 years of age or older who were employed or seeking employment, 
excluding those in the Armed Services.  CLF data used in this report is based on the 
2000 Census. 

Complainants – Individuals, either employees or applicants, who filed a formal 
complaint against a federal agency during the fiscal year. 

Complaint Closures – The number of complaints that were completed in the formal 
complaint process during the fiscal year. 

Complainant Rate – The percentage of individuals who filed a complaint per the total 
work force. 

Complaints Filed  – The number of complaints that were filed against the federal 
government during the fiscal year. 

Completed/Ended Counsel ings – The number of counselings which were 
concluded/closed, either by a written settlement agreement, a written withdrawal from 
the counseling process, the issuance of a notice of right to file a formal complaint, the 
forwarding of a counseling to an Administrative Judge when requested/ordered by the 
Administrative Judge, or the filing of a complaint after the regulatory counseling period 
has expired even though not all counseling duties have been performed during the 
fiscal year. 

Counseling Rate – The percentage of individuals who completed counseling per the 
total work force. 

Counselings Initiated – The number of new counselings that began during the current 
fiscal year. 

Craft Workers  - See “Occupational Categories.” 

Data from 2 000 Ce nsus Spe cial EEO File - Data derived from the 2000 decennial 
census (www.census.gov/eeo2000/).    
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Decision to File Complaint Pending – The number of completed counselings in which 
(1) the agency did not receive a complaint, and (2) the 15-day period for filing a 
complaint had not expired at the end of the fiscal year. 

Disability - A physical or mental impairment that substantially limits one or more major 
life activities. 

Dismissals – An agency’s final action on a complaint of discrimination which meets the 
criteria set forth in 29 C.F.R. § 1614.107(a). 

EEOC Form  4 62 Report – The document in which federal agencies report their 
discrimination complaint process statistics by October 31st of each year. 

Federal Wage System Positions - Positions OPM classifies as those whose primary 
duty involves the performance of physical work which requires a knowledge or 
experience of a trade, craft, or manual-labor work. 

Final A gency A ctions – An agency’s final action on a complaint of discrimination, 
which includes a final agency decision, a final order implementing an EEOC 
Administrative Judge’s decision or a final determination on a breach of settlement 
agreement claim. 

General Schedule Positions - Positions OPM classifies as those whose primary duty 
requires knowledge or experience of an administrative, clerical, scientific, artistic, or 
technical nature. 

Hearing Closures – The number of hearings decided by EEOC Administrative Judges 
during the fiscal year. 

Hearing R equests – The number of hearings requested by complainants during the 
fiscal year. 

Hearings Inventory – The number of hearing requests on hand at the end of the fiscal 
year. 

Investigations – The number of agency reviews or inquiries into claims of 
discrimination raised in an EEO complaint, resulting in a report of investigation. 

Laborers and Helpers - See “Occupational Categories.” 

Lump Sum Payment - A single payment made in a settlement which does not identify 
the portion of the amount paid for back pay, compensatory damages, attorney fees, etc. 

Major Occupa tions – Agency occupations that are mission related and heavily 
populated relative to other occupations within the agency. 
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Merit Decisions – Decisions that determine whether or not discrimination was proven.  
(issued by either a federal agency or an EEOC administrative judge). 

MD-110 - EEO Management Directive 110 provides policies, procedures and guidance 
relating to the processing of employment discrimination complaints governed by the 
Commission’s regulations in 29 CFR Part 1614. 

MD-715 – EEO Management Directive 715 describes program responsibilities and 
reporting requirements relating to agencies’ EEO programs. 

MD-715 Report – The document which agencies use to annually report the status of its 
activities undertaken pursuant to its EEO program under Title VII of the Civil Rights Act 
of 1964 and its activities undertaken pursuant to its affirmative action obligations under 
the Rehabilitation Act of 1973. 

Monetary Ben efits – A payment that an agency agreed to provide in a settlement 
agreement, a final agency decision finding discrimination, a final order agreeing to fully 
implement an EEOC Administrative Judge’s decision containing a payment award, or in 
compliance with an Office of Federal Operations’ appellate decision which ordered a 
payment award. 

No Complaint Filed – Occurs when: (1) agency issues a Notice of Right to File Letter 
and does not receive a formal complaint within 15 days; or (2) the individual notifies the 
agency in writing that s/he is withdrawing from counseling. 

Occupational Categories - The occupational categories for the EEO-9 are as follows:   

Administrative Support Workers - Includes all clerical-type work regardless of 
level of difficulty, where the activities are predominantly non-manual though 
some manual work not directly involved with altering or transporting the products 
is included.  Includes: bookkeepers, collectors (bills and accounts), messengers 
and office helpers, office machine operators (including computer), shipping and 
receiving clerks, stenographers, typists and secretaries, telegraph and telephone 
operators, legal assistants, and kindred workers. 

Craft Workers - Manual workers of relatively high skill level having a thorough 
and comprehensive knowledge of the processes involved in their work. Exercise 
considerable independent judgment and usually receive an extensive period of 
training.  Includes: the building trades, hourly paid supervisors and lead 
operators who are not members of management, mechanics and repairers, 
skilled machining occupations, compositors and typesetters, electricians, 
engravers, painters (construction and maintenance), motion picture 
projectionists, pattern and model makers, stationary engineers, tailors, arts 
occupations, hand painters, coaters, bakers, decorating occupations, and kindred 
workers. 
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Laborers and Helpers - Workers in manual occupations which generally require 
no special training who perform elementary duties that may be learned in a few 
days and require the application of little or no independent judgment. Includes: 
garage laborers, car washers and greasers, grounds keepers and gardeners, 
farm workers, stevedores, wood choppers, laborers performing lifting, digging, 
mixing, loading and pulling operations, and kindred workers. 

Officials and Managers  - Occupations requiring administrative and managerial 
personnel who set broad policies, exercise overall responsibility for execution of 
these policies, and direct individual offices, programs, divisions or other units or 
special phases of an agency’s operations.  In the federal sector, this category is 
further broken down into four sub-categories: (1) Executive/Senior Level - 
includes those at the GS-15 grade or in the career Senior Executive Service, (2) 
Mid-Level - includes those at the GS-13 or 14 grade, (3) First-Level - includes 
those at or below the GS-12 grade and (4) Other - includes employees in a 
number of different occupations which are primarily business, financial and 
administrative in nature, and do not have supervisory or significant policy 
responsibilities, such as Administrative Officers. 

Operatives - Workers who operate machine or processing equipment or perform 
other factory-type duties of intermediate skill level which can be mastered in a 
few weeks and require only limited training.  Includes: apprentices (auto 
mechanics, plumbers, bricklayers, carpenters, electricians, machinists, 
mechanics, building trades, printing trades, etc.), operatives, attendants (auto 
service and parking), blasters, chauffeurs, delivery workers, sewers and 
stitchers, dryers, furnace workers, heaters, laundry and dry cleaning operatives, 
milliners, mine operatives and laborers, motor operators, oilers and greasers 
(except auto), painters (manufactured articles), photographic process workers, 
truck and tractor drivers, knitting, looping, taping and weaving machine 
operators, welders and flame cutters, electrical and electronic equipment 
assemblers, butchers and meat cutters, inspectors, testers and graders, hand 
packers and packagers, and kindred workers. 

Professionals - Occupations requiring either college graduation or experience of 
such kind and amount as to provide a comparable background. 

Technicians - Occupations requiring a combination of basic scientific knowledge 
and manual skill which can be obtained through two years of post high school 
education, such as is offered in many technical institutes and junior colleges, or 
through equivalent on-the-job training. 

Sales - Occupations engaging wholly or primarily in direct selling. 
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Service Work ers - Workers in both protective and non-protective service 
occupations. 

Officials and Managers - See “Occupational Categories.” 

Operatives  - See “Occupational Categories.” 

Other Pay S ystem Position s – Those positions in alternative pay plans based on 
performance, like pay-banding, and market-based pay systems that are not easily 
converted to General Schedule and Related. 

Outreach - Presentations and participation in meetings, conferences and seminars with 
employee and employer groups, professional associations, students, non-profit entities, 
community organizations and other members of the general public to provide general 
information about the EEOC, its mission, the employment discrimination laws enforced 
by EEOC and the complaint process. 

Participation Rate - The extent to which members of a specific demographic group are 
represented in an agency’s work force. 

Permanent Work  Force  - Full-time, part-time and intermittent employees of a 
particular agency.  For purposes of this Report, those persons employed as of 
September 30, 2011. 

Professionals  - See “Occupational Categories.” 

Race/Ethnicity - 

American Indian or Alaska Native - All persons having origins in any of 
the original peoples of North and South America (including Central 
America), and who maintain cultural identification through tribal affiliation 
or community recognition. 

Asian - All persons having origins in any of the original peoples of the Far 
East, Southeast Asia, the Indian subcontinent including, for example, 
Cambodia, China, India, Japan, Korea, Malaysia, Pakistan, the Philippine 
Islands, Thailand, and Vietnam. 

Black or African American (Not of Hispanic Origin) - All persons having 
origins in any of the Black racial groups of Africa. 

Hispanic or Latino - All persons of Cuban, Mexican, Puerto Rican, South 
or Central American, or other Spanish culture or origin, regardless of race. 
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Native Hawaiian or Other Pacific Islander – All persons having origins in 
any of the original peoples of Hawaii, Guam, Samoa, or other Pacific 
Islands. 

White (Not of Hispanic Origin) - All persons having origins in any of the 
original peoples of Europe, the Middle East, or North Africa. 

Persons of Two or M ore Race s – All persons who identify with two or 
more of the above race categories. 

Reportable Disability - Any self-identified disability reported by an employee to the 
employing agency. 

Sales Workers  - See “Occupational Categories.” 

Second Level Reporting Component - A subordinate component of a Federal agency 
which has 1,000 or more employees and which is required to file EEOC FORM 715-01 
with the EEOC.  While many Federal agencies have subordinate components, not 
every subordinate component is a Second Level Reporting Component for purposes of 
filing EEOC FORM 715-01. A list of Federal agencies and departments covered by MD-
715 and Second Level  

Reporting Components is posted on the EEOC’s website at: Department or Agency List 
with Second Level Reporting Components.   

Senior Pay Le vel Pos itions - Positions which include the career Senior Executive 
Service, Executive Schedule, Senior Foreign Service, and other employees earning 
salaries above grade 15 in the General Schedule in leadership positions.  

Service workers - See “Occupational Categories.” 

Settlements – Where an agency agrees to award monetary or non-monetary benefits 
to an individual who agreed either to not file a formal complaint or to withdraw a formal 
complaint. 

Targeted Disabilities - Those disabilities that the federal government, as a matter of 
policy, has identified for special emphasis.  The targeted disabilities (and the codes that 
represent them on the Office of Personnel Management’s Standard Form 256) are: 
hearing 18 (previously deafness (16 and 17)); vision 21 (previously blindness (23 and 
25)); missing extremities 30 (previously 28 and 32 through 38); partial paralysis 69 
(previously 64 through 68); complete paralysis 79 (previously 71 through 78); epilepsy 
82 (previously convulsive disorders (82)); severe intellectual disability 90 (previously 
mental retardation (90)); psychiatric disability 91 (previously mental illness (91)); and 
dwarfism 92 (previously distortion of limb and/or spine (92)).” 

Technicians  - See “Occupational Categories.” 
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Temporary Work Force –Employees in positions established for a limited period of 
time, usually for less than a year. 

Training – The process of educating managers and employees on the laws enforced 
by EEOC and how to prevent and correct discrimination in the workplace and educating 
EEO professionals in carrying out the agency’s equal opportunity responsibilities. 

Total Work Force - All employees of an agency subject to 29 C.F.R. Part 1614 
regulations, including temporary, seasonal and permanent employees.  Total Work 
Force numbers in Part I, Sections A-D are as reported in the OPM’s CPDF.  Total Work 
Force numbers in Part I, Section E are as reported by agencies in their EEO Form 462 
Reports.   

Withdrawals – An election to end the EEO process during the formal complaint stage. 
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APPENDIX  II 
 

FEDERAL SECTOR EEO COMPLAINT PROCESSING PROCEDURES 
 

A. Contact EEO Counselor 
 

Aggrieved persons who believe they have been discriminated against must 
contact an agency EEO counselor prior to filing a formal complaint.  The person must 
initiate counselor contact within 45 days of the matter alleged to be discriminatory.  
29 C.F.R. Section 1614.105(a)(1).  This time limit shall be extended where the 
aggrieved person shows that: he or she was not notified of the time limits and was not 
otherwise aware of them; he or she did not and reasonably should not have known that 
the discriminatory matter occurred; despite due diligence he or she was prevented by 
circumstances beyond his or her control from contacting the counselor within the time 
limits.  29 C.F.R. Section 1614.105(a)(2). 
 
B. EEO Counseling 
 

EEO counselors provide information to the aggrieved individual concerning how 
the federal sector EEO process works, including time frames and appeal procedures, 
and attempt to informally resolve the matter.  At the initial counseling session, 
counselors must advise individuals in writing of their rights and responsibilities in the 
EEO process, including the right to request a hearing before an EEOC Administrative 
Judge or an immediate final decision from the agency following its investigation of the 
complaint.  Individuals must be informed of their right to elect between pursuing the 
matter in the EEO process under part 1614 and a grievance procedure (where 
available) or the Merit Systems Protection Board appeal process (where applicable).  
The counselor must also inform the individuals of their right to proceed directly to court 
in a lawsuit under the Age Discrimination in Employment Act, of their duty to mitigate 
damages, and that only claims raised in pre-complaint counseling or claims like or 
related to those raised in counseling may be alleged in a subsequent complaint filed 
with the agency. 29 C.F.R. Section 1614.105(b)(1).   
 

Counseling must be completed within 30 days of the date the aggrieved person 
contacted the agency’s EEO office to request counseling.  If the matter is not resolved 
in that time period, the counselor must inform the individual in writing of the right to file 
a discrimination complaint.  This notice (“Notice of Final Interview”) must inform the 
individual that a complaint must be filed within 15 days of receipt of the notice, identify 
the agency official with whom the complaint must be filed, and of the individual’s duty to 
inform the agency if he or she is represented.  29 C.F.R. Section 1614.105(d).  The 30-
day counseling period may be extended for an additional 60 days: (1) where the 
individual agrees to such extension in writing; or (2) where the aggrieved person 
chooses to participate in an ADR procedure.  If the claim is not resolved before the 90th 
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day, the Notice of Final Interview described above must be issued to the individual.  
29 C.F.R. Section 1614.105(e), (f).  When a complaint is filed, the EEO counselor must 
submit a written report to the agency’s EEO office concerning the issues discussed and 
the actions taken during counseling.  29 C.F.R. Section 1614.105(c).   

 
C. Alternative Dispute Resolution (ADR) 
 

Beginning January 1, 2000, all agencies were required to establish or make 
available an ADR program.  Such program must be available for both the pre-complaint 
process and the formal complaint process.  29 C.F.R. Section 1614.102(b)(2).  At the 
initial counseling session, counselors must advise individuals that, where an agency 
agrees to offer ADR in a particular case, the individual may choose between 
participation in the ADR program and EEO counseling.  29 C.F.R. Section 
1614.105(b)(2).  As noted above, if the matter is not resolved in the ADR process within 
90 days of the date the individual contacted the agency’s EEO office, a Notice of Final 
Interview must be issued to the individual giving him or her the right to proceed with a 
formal complaint.   
 
D. Complaints 
 

A complaint must be filed with the agency that allegedly discriminated against the 
complainant within 15 days of receipt of the Notice of Final Interview.  The complaint 
must be a signed statement from the complainant or the complainant’s attorney, 
containing the complainant’s (or representative’s) telephone number and address, and 
must be sufficiently precise to identify the complainant and the agency, and describe 
generally the action or practice which forms the basis of the complaint.   29 C.F.R. 
Section 1614.106.   
 

A complainant may amend a complaint at any time prior to the conclusion of the 
investigation to include issues or claims like or related to those raised in the complaint.  
After requesting a hearing, a complainant may file a motion with the AJ to amend a 
complaint to include issues or claims like or related to those raised in the complaint.  
29 C.F.R. Section 1614.106(d).   

 
The agency must acknowledge receipt of the complaint in writing and inform the 

complainant of the date on which the complaint was filed, of the address of the EEOC 
office where a request for a hearing should be sent, that the complainant has the right 
to appeal the agency’s final action or dismissal of a complaint, and that the agency 
must investigate the complaint within 180 days of the filing date.  The agency’s 
acknowledgment must also advise the complainant that when a complaint has been 
amended, the agency must complete the investigation within the earlier of: (1) 180 days 
after the last amendment to the complaint; or (2) 360 days after the filing of the original 
complaint.  A complainant may request a hearing from an EEOC AJ on the 
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consolidated complaints any time after 180 days from the date of the first filed 
complaint.  29 C.F.R. Section 1614.106(e). 
 
E. Dismissals of Complaints 
 

Prior to a request for a hearing, in lieu of accepting a complaint for investigation, 
an agency may dismiss an entire complaint for any of the following reasons: (1) failure 
to state a claim, or stating the same claim that is pending or has been decided by the 
agency or the EEOC; (2) failure to comply with the time limits; (3) filing a complaint on a 
matter that has not been brought to the attention of an EEO counselor and which is not 
like or related to the matters counseled; (4) filing a complaint which is the basis of a 
pending civil action, or which was the basis of a civil action already decided by a court; 
(5) where the complainant has already elected to pursue the matter through either the 
negotiated grievance procedure or in an appeal to the Merit Systems Protection Board; 
(6) where the matter is moot or merely alleges a proposal to take a personnel action, 
unless the complaint alleges the proposal or preliminary step is retaliatory; (7) where 
the complainant cannot be located; (8) where the complainant fails to respond to a 
request to provide relevant information; (9) where the complaint alleges dissatisfaction 
with the processing of a previously filed complaint; (10) where the complaint is part of a 
clear pattern of misuse of the EEO process for a purpose other than the prevention and 
elimination of employment discrimination.  29 C.F.R. Section 1614.107. 
 

If an agency believes that some, but not all, of the claims in a complaint should 
be dismissed for the above reasons, it must notify the complainant in writing of the 
rationale for this determination, identify the allegations which will not be investigated, 
and place a copy of this notice in the investigative file.  This determination shall be 
reviewable by an EEOC AJ if a hearing is requested on the remainder of the complaint, 
but is not appealable until final action is taken by the agency on the remainder of the 
complaint.  29 C.F.R. Section 1614.107(b).   
 
F. Investigations 
 

Investigations are conducted by the respondent agency.  The agency must 
develop an impartial and appropriate factual record upon which to make findings on the 
claims raised by the complaint.  An appropriate factual record is defined in the 
regulations as one that allows a reasonable fact finder to draw conclusions as to 
whether discrimination occurred.  29 C.F.R. Section 1614.108(b).   
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The investigation must be completed within 180 days from the filing of the 
complaint.21

 

  A copy of the investigative file must be provided to the complainant, along 
with a notification that, within 30 days of receipt of the file, the complainant has the right 
to request a hearing and a decision from an EEOC AJ or may request an immediate 
final decision from the agency.  29 C.F.R. Section 1614.108(f).  Where an agency is 
unable to complete the investigation within the prescribed timeframes, it must issue a 
written notice to complainant informing that the investigation is not complete, an 
estimated time it believes the investigation will be complete and explain that 
complainant may request a hearing or file a civil action in an appropriate US District 
Court if s/he does not wish to wait for the agency to complete its investigation.  
29 C.F.R. Section 1614.108(g) 

An agency may make an offer of resolution to a complainant who is represented 
by an attorney at any time after the filing of a complaint, but not later than the date an 
AJ is appointed to conduct a hearing.  An agency may make an offer of resolution to a 
complaint, represented by an attorney or not, after the parties have received notice 
than an administrative judge has been appointed to conduct a hearing, but not later 
than 30 days prior to a hearing. 
 

Such offer of resolution must be in writing and include a notice explaining the 
possible consequences of failing to accept the offer.  If the complainant fails to accept 
the offer within 30 days of receipt, and the relief awarded in the final decision on the 
complaint is not more favorable than the offer, then the complainant shall not receive 
payment from the agency of attorney’s fees or costs incurred after the expiration of the 
30-day acceptance period.  29 C.F.R. Section 1614.109(c).   

 
G. Hearings 
 

Requests for a hearing must be sent by the complainant to the EEOC office 
indicated in the agency’s acknowledgment letter, with a copy to the agency’s EEO 
office.  Within 15 days of receipt of the request for a hearing, the agency must provide a 
copy of the complaint file to EEOC.  The EEOC will then appoint an AJ to conduct a 
hearing.  29 C.F.R. Section 1614.108(h). 
 

Prior to the hearing, the parties may conduct discovery.  The purpose of 
discovery is to enable a party to obtain relevant information for preparation of the 
party’s case.  Each party initially bears their own costs for discovery.  For a more 

                                         
21The 180-day statutory period for investigating complaints can be extended to no 

more than 360 days if the consolidation of two or more complaints occurs.  See 
29 C.F.R. § 1614.606. 
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detailed description of discovery procedures, see EEOC Management Directive 110, 
Chapter 6. 
 

Agencies provide for the attendance of all employees approved as witnesses by 
the AJ.  Hearings are considered part of the investigative process, and are closed to 
the public.  The AJ conducts the hearing and receives relevant information or 
documents as evidence.  The hearing is recorded and the agency is responsible for 
paying for the transcripts of the hearing.  Rules of evidence are not strictly applied to 
the proceedings.  If the AJ determines that some or all facts are not in genuine dispute, 
he or she may limit the scope of the hearing or issue a summary judgment.  
 

An EEOC AJ may dismiss a complaint for any of the reasons set out above 
under Dismissals or the AJ must conduct the hearing and issue a decision on the 
complaint within 180 days of receipt by the AJ of the complaint file from the agency.  
29 C.F.R. Section 1614.109(b).  The AJ will send copies of the hearing record, the 
transcript and the decision to the parties.  If an agency does not issue a final order 
within 40 days of receipt of the AJ’s decision, then the decision becomes the final 
action by the agency in the matter.  29 C.F.R. Section 1614.109(i). 

 
H. Final Action by Agencies 
 

When an AJ issues a decision (either a dismissal, a summary judgment decision 
or a decision following a hearing), the agency must take final action on the complaint by 
issuing a final order within 40 days of receipt of the hearing file and the AJ’s decision.  
The final order must notify the complainant whether or not the agency will fully 
implement the decision of the AJ, and shall contain notice of the complainant’s right to 
appeal to EEOC or to file a civil action.  If the final order does not fully implement the 
decision of the AJ, the agency must simultaneously file an appeal with EEOC and 
attach a copy of the appeal to the final order.  29 C.F.R. Section 1614.110(a). 
 

When an AJ does not issue a decision (i.e., when an agency dismisses an entire 
complaint under 1614.107, receives a request for an immediate final decision, or does 
not receive a reply to the notice providing the complainant the right to either request a 
hearing or an immediate final decision), the agency must take final action by issuing a 
final decision.  The agency’s final decision will consist of findings by the agency on the 
merits of each issue in the complaint.  Where the agency has not processed certain 
allegations in the complaint for procedural reasons set out in 29 C.F.R. Section 
1614.107, it must provide the rationale for its decision not to process the allegations.  
The agency’s decision must be issued within 60 days of receiving notification that the 
complainant has requested an immediate final decision.  The agency’s decision must 
contain notice of the complainant’s right to appeal to the EEOC, or to file a civil action in 
federal court.  29 C.F.R. Section 1614.110(b).  
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I. Appeals to the EEOC 
 

Several types of appeals may be brought to the EEOC.  A complainant may 
appeal an agency’s final action or dismissal of a complaint within 30 days of receipt.  
29 C.F.R. Sections 1614.401(a), 1614.402(a).  A complainant may also appeal to the 
EEOC for a determination as to whether the agency has complied with the terms of a 
settlement agreement or decision. 29 C.F.R. Section 1614.504(b).  A grievant may 
appeal the final decision of the agency, arbitrator or the FLRA on a grievance when an 
issue of employment discrimination was raised in the grievance procedure.  29 C.F.R. 
Section 1614.401(d).  If the agency’s final action and order do not fully implement the 
AJ’s decision, the agency must appeal to the EEOC.  29 C.F.R. Section 1614.110(a); 
29 C.F.R. Section 1614.401(b). 
 

If the complaint is a class action, the class agent or the agency may appeal an 
AJ’s decision accepting or dismissing all or part of the class complaint.  A class agent 
may appeal an agency’s final action or the agency may appeal the AJ’s decision on a 
class complaint.  A class member may appeal a final decision on an individual claim for 
relief pursuant to a finding of class-wide discrimination.  Finally, either the class agent 
or the agency may appeal from an AJ decision on the adequacy of a proposed 
settlement of a class action.  29 C.F.R. Section 1614.401(c).  
 

Appeals must be filed with EEOC’s Office of Federal Operations (OFO).  Any 
statement or brief on behalf of a complainant in support of an appeal must be submitted 
to OFO within 30 days of filing the notice of appeal.  Any statement or brief on behalf of 
the agency in support of its appeal must be filed within 20 days of filing the notice of 
appeal.  An agency must submit the complaint file to OFO within 30 days of initial 
notification that the complainant has filed an appeal or within 30 days of submission of 
an appeal by the agency.  Any statement or brief in opposition to an appeal must be 
submitted to OFO and served on the opposing party within 30 days of receipt of the 
statement or brief supporting the appeal, or, if no statement or brief supporting the 
appeal has been filed, within 60 days of receipt of the appeal.  29 C.F.R. Section 
1614.403.  Federal agencies must submit all case related documentation to EEOC in 
an acceptable digital format and complainants are encouraged to do so.  29 C.F.R. 
Section 1614.403(g).  EEOC has the authority to draw adverse inferences against a 
party failing to comply with its appeal procedures or requests for information.  29 C.F.R. 
Section 1614.404(c).  The decision on an appeal from an agency’s final action is based 
on a de novo review, except that the review of the factual findings in a decision by an 
AJ following a hearing is based on a substantial evidence standard of review.  29 
C.F.R. Section 1614.405(a). 

 
A party may request that EEOC reconsider its decision within 30 days of receipt 

of the Commission’s decision.  Such requests are not a second appeal, and will be 
granted only when the previous EEOC decision involved a clearly erroneous 
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interpretation of material fact or law; or when the decision will have a substantial impact 
on the policies, practices or operations of the agency.  29 C.F.R. Section 1614.405(b).  
The EEOC’s decision will be based on a preponderance of the evidence.  The decision 
will also inform the complainant of his or her right to file a civil action.  
 
J. Civil Actions 
 

Prior to filing a civil action under Title VII of the Civil Rights Act of 1964 or the 
Rehabilitation Act of 1973, a federal sector complainant must first exhaust the 
administrative process set out at 29 C.F.R. Part 1614.  “Exhaustion,” for the purposes 
of filing a civil action, may occur at different stages of the process.  The regulations 
provide that civil actions may be filed in an appropriate federal court: (1) within 90 days 
of receipt of the final action where no administrative appeal has been filed; (2) after 180 
days from the date of filing a complaint if an administrative appeal has not been filed 
and final action has not been taken; (3) within 90 days of receipt of EEOC’s final 
decision on an appeal; or (4) after 180 days from the filing of an appeal with EEOC if 
there has been no final decision by the EEOC.  29 C.F.R. Section 1614.407.  
 

Under the Age Discrimination in Employment Act (ADEA), an individual may 
proceed directly to federal court after giving the EEOC notice of intent to sue.  
29 C.F.R. Section 1614.201.  An ADEA complainant who initiates the administrative 
process in 29 C.F.R. Part 1614 may also file a civil action within the time frames noted 
above.  29 C.F.R. Section 1614.407. 

 
Under the Equal Pay Act, an individual may file a civil action within 2 years (3 

years for willful violations), regardless of whether he or she has pursued an 
administrative complaint.  29 C.F.R. Section 1614.408.  Filing a civil action terminates 
EEOC processing of an appeal.  29 C.F.R. Section 1614.409.  

 
K. Class Complaints 
 

Class complaints of discrimination are processed differently from individual 
complaints.  See 29 C.F.R. Section 1614.204.  The employee or applicant who wishes 
to file a class complaint must first seek counseling and be counseled, just like an 
individual complaint.  However, once counseling is completed the class complaint is not 
investigated by the respondent agency.  Rather, the complaint is forwarded to the 
nearest EEOC Field or District Office, where an EEOC AJ is appointed to make a 
decision as to whether to accept or dismiss the class complaint.  The AJ examines the 
class to determine whether it meets the class certification requirements of numerosity, 
commonality, typicality and adequacy of representation.  The AJ may issue a decision 
dismissing the class because it fails to meet any of these class certification 
requirements, as well as for any of the reasons for dismissal discussed above for 
individual complaints.  
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A class complaint may begin as an individual complaint of discrimination.  At a 

certain point, it may become evident that there are many more individuals than the 
complainant affected by the issues raised in the individual complaint.  EEOC’s 
regulations provide that a complainant may move for class certification at any 
reasonable point in the process when it becomes apparent that there are class 
implications to the claims raised in an individual complaint.  29 C.F.R. Section 
1614.204(b).  
 

The AJ transmits his or her decision to accept or dismiss a class complaint to the 
class agent and the agency.  The agency must then take final action by issuing a final 
order within 60 days of receipt of the AJ’s decision.  The final order must notify the 
agent whether or not the agency will implement the decision of the AJ.  If the agency’s 
final order does not implement the AJ’s decision, the agency must simultaneously 
appeal the AJ’s decision to EEOC’s OFO.  A copy of the agency’s appeal must be 
appended to the agency’s final order.  29 C.F.R. Section 1614.204(d)(7). 
 

A dismissal of a class complaint shall inform the class agent either that the 
complaint is being filed on that date as an individual complaint and processed 
accordingly, or that the complaint is also dismissed as an individual complaint for one of 
the reasons for dismissal (discussed in section E, above).  In addition, a dismissal must 
inform the class agent of the right to appeal to EEOC’s OFO or to file a civil action in 
federal court. 
 

When a class complaint is accepted, the agency must use reasonable means to 
notify the class members of the acceptance of the class complaint, a description of the 
issues accepted as part of the complaint, an explanation of the binding nature of the 
final decision or resolution on the class members, and the name, address and 
telephone number of the class representative.  29 C.F.R. Section 1614.204(e).  In lieu 
of an investigation by the respondent agency, an EEOC AJ develops the record 
through discovery and a hearing.  The AJ then issues a recommended decision to the 
agency.  Within 60 days of receipt of the AJ’s recommended decision on the merits of 
the class complaint, the agency must issue a final decision which either accepts, rejects 
or modifies the AJ’s recommended decision.  If the agency fails to issue such a 
decision within that time frame, the AJ’s recommended decision becomes the agency’s 
final decision in the class complaint.  
 

When discrimination is found in the final decision and a class member believes 
that he or she is entitled to relief, the class member may file a written claim with the 
agency within 30 days of receipt of notification by the agency of its final decision.  The 
EEOC AJ retains jurisdiction over the complaint in order to resolve disputed claims by 
class members.  The claim for relief must contain a specific showing that the claimant is 
a class member entitled to relief.  EEOC’s regulations provide that, when a finding of 
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discrimination against a class has been made, there is a presumption of discrimination 
as to each member of the class.  The agency must show by clear and convincing 
evidence that any class member is not entitled to relief.  The agency must issue a final 
decision on each individual claim for relief within 90 days of filing.  Such decision may 
be appealed to EEOC’s OFO, or a civil action may be filed in federal court.  29 C.F.R. 
Section 1614.204(l)(3).  
 

A class complaint may be resolved at any time by agreement between the 
agency and the class agent.  Notice of such resolution must be provided to all class 
members, and reviewed and approved by an EEOC AJ.  If the AJ finds that the 
proposed resolution is not fair to the class as a whole, the AJ will issue a decision 
vacating the agreement, and may replace the class agent with some other eligible class 
member to further process the class complaint.  Such decision may be appealed to  
EEOC.  If the AJ finds that the resolution is fair to the class as a whole, the resolution is 
binding on all class members.  29 C.F.R. Section 1614.204(g). 
 
L. Grievances 
 

Persons covered by collective bargaining agreements which permit allegations of 
discrimination to be raised in the grievance procedure, and who wish to file a complaint 
or grievance on an allegation of employment discrimination, must elect to proceed 
either under the procedures of 29 C.F.R. Part 1614 or the negotiated grievance 
procedures, but not both.  29 C.F.R. Section 1614.301(a).  An election to proceed 
under Part 1614 is made by the filing of a complaint, and an election to proceed under 
the negotiated grievance procedures is made by filing a grievance.  Participation in the 
pre-complaint procedures of Part 1614 is not an election of the 1614 procedures.  The 
election requirement does not apply to employees of agencies not covered by 5 U.S.C. 
Section 7121(d), notably employees of the United States Postal Service. 
 
M. Mixed Case Complaints 
 

Some employment actions which may be the subject of a discrimination 
complaint under Part 1614 may also be appealed to the Merit Systems Protection 
Board (MSPB).  In such cases, the employee must elect to proceed with a complaint as 
a “mixed case complaint” under Part 1614, or a “mixed case appeal” before the MSPB.  
Whichever is filed first is considered an election to proceed in that forum.  29 C.F.R. 
Section 1614.302.  

 
Mixed case complaints are processed similarly to other complaints of 

discrimination, with the following notable exceptions: (1) the agency has only 120 days 
from the date of the filing of the mixed case complaint to issue a final decision, and the 
complainant may appeal the matter to the MSPB or file a civil action any time 
thereafter; (2) the complainant must appeal the agency’s decision to the MSPB, not the 
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EEOC, within 30 days of receipt of the agency’s decision; (3) at the completion of the 
investigation the complainant does not have the right to request a hearing before an 
EEOC AJ, and the agency must issue a decision within 45 days.  29 C.F.R. Section 
1614.302(d).  Individuals who have filed either a mixed case complaint or a mixed case 
appeal, and who have received a final decision from the MSPB, may petition the EEOC 
to review the MSPB final decision.  
 

In contrast to non-mixed matters, individuals who wish to file a civil action in 
mixed-case matters must file within 30 days (not 90) of receipt of: (1) the agency’s final 
decision; (2) the MSPB’s final decision; or (3) the EEOC’s decision on a petition to 
review.  Alternatively, a civil action may be filed after 120 days from the date of filing the 
mixed case complaint with the agency or the mixed case appeal with the MSPB if there 
has been no final decision on the complaint or appeal, or 180 days after filing a petition 
to review with EEOC if there has been no decision by EEOC on the petition.  29 C.F.R. 
Section 1614.310. 



 

 

 
 
 
 
 
 
 
 

APPENDIX III 
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Appendix III 
 

FEDERAL AGENCIES’ PROGRAM STATUS 
 

Due to weather related closures in October 2012, the Form 462 was considered timely 
filed if certified by appropriate agency personnel on or before November 5, 2012, 
unless the agency requested and was granted an extension.  No additional extensions 
were granted for the FY 2012 Form 462 report submission. 
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DEPARTMENT OR AGENCY 
Form 462 

Report 
Timely 
Filed 

EEO 
Director 
Reports to 
Agency 
Head 

Provided 
EEO Staff 
with 
Training 

Second Level Reporting Component 
√ Timely Filed / Yes 
■ Filed After 11/5/2012 / No 
DNF Did Not File 
        
African Development Foundation √ √ √ 
Agency for International Development √ √ √ 
American Battle Monuments Commission √ ■ √ 
Architectural & Transportation Barriers Compliance Board √ √ ■ 
Armed Forces Retirement Home √ √ ■ 
Broadcasting Board of Governors √ √ √ 
Central Intelligence Agency √ ■ √ 
Chemical Safety and Hazard Investigation Board √ √ √ 
Commission on Civil Rights √ √ √ 
Committee for Purchase from People Who Are Blind or 
Severely Disabled √ √ √ 
Commodity Futures Trading Commission √ √ √ 
Consumer Financial Protection Bureau √ √ ■ 
Consumer Product Safety Commission √ √ √ 
Corporation for National and Community Service √ √ √ 
Court Services & Offender Supervision Agency for the DC √ ■ √ 
Defense Army and Air Force Exchange √ √ √ 
Defense Commissary Agency √ √ √ 
Defense Contract Audit Agency √ √ √ 
Defense Contract Management Agency √ √ √ 
Defense Finance and Accounting Service √ ■ √ 
Defense Human Resources Activity √ √ √ 
Defense Information Systems Agency √ ■ √ 
Defense Intelligence Agency √ √ √ 
Defense Joint Task Force Nat’l Capital Region Medical √ ■ √ 
Defense Logistics Agency √ ■ √ 
Defense Media Activity √ √ √ 
Defense Missile Defense Agency √ √ √ 
Defense National Geospatial-Intelligence Agency √ √ √ 
Defense National Guard Bureau ■ ■ √ 
Defense National Security Agency √ √ √ 
Defense Nuclear Facilities Safety Board √ √ √ 
Defense Office of the Inspector General √ √ √ 
Defense Office of the Secretary/Wash. Hqtrs. Services √ √ √ 
Defense Security Service √ √ √ 
Defense Technical Information Center √ √ √ 
Defense Threat Reduction Agency √ ■ √ 
Defense TRICARE Management Activity √ ■ √ 
Defense Uniformed Services University √ √ √ 
Department of Agriculture ■ √ √ 

Agricultural Marketing Service √ √ √ 
Agricultural Research Service √ √ √ 
Agriculture Headquarters ■ √ √ 
Animal & Plant Health Inspection Service √ √ √ 
National Institute of Food & Agriculture √ √ √ 
Economic Research Service √ ■ √ 
Farm Service Agency √ √ √ 
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DEPARTMENT OR AGENCY 
Form 462 

Report 
Timely 
Filed 

EEO 
Director 
Reports to 
Agency 
Head 

Provided 
EEO Staff 
with 
Training 

Second Level Reporting Component 
√ Timely Filed / Yes 
■ Filed After 11/5/2012 / No 
DNF Did Not File 
        

Food and Nutrition Service √ √ √ 
Food Safety And Inspection Service ■ ■ √ 
Foreign Agricultural Service √ √ √ 
Forest Service √ ■ √ 
Grain Inspection, Packers & Stockyards Administration √ √ √ 
National Agricultural Statistics Service √ √ √ 
National Appeals Division ■ √ ■ 
Natural Resources Conservation Service ■ √ √ 
Office Of Inspector General √ ■ √ 
Office Of The Chief Financial Officer ■ ■ √ 
Risk Management Agency √ √ √ 
Rural Development √ √ √ 

Department of Commerce √ ■ √ 
All Other Commerce Bureaus √ ■ √ 
Bureau of Census √ ■ √ 
Decennial Census √ ■ √ 
International Trade Administration √ ■ ■ 
National Institute of Standards & Technology √ ■ √ 
National Oceanic & Atmospheric Admin √ ■ √ 
U. S. Patent and Trademark Office √ √ √ 

Department of Defense Education Activity √ √ √ 
Department of Education  √ ■ √ 
Department of Energy √ √ √ 
Department of Health and Human Services √ √ √ 

Administration for Children and Families √ ■ √ 
Agency for Healthcare Research & Quality √ ■ √ 
Centers for Disease Control & Prevention √ √ √ 
Centers for Medicare & Medicaid Services √ √ √ 
Food and Drug Administration √ ■ √ 
Health Resources & Services Administration √ √ √ 
Indian Health Service √ ■ √ 
National Institutes of Health √ √ √ 
Office of the Secretary of HHS √ √ √ 
Program Support Center √ ■ √ 
Substance Abuse & Mental Health Services Admin. √ ■ √ 

Department of Homeland Security √ ■ √ 
DHS Headquarters √ ■ √ 
Federal Emergency Management Ag √ √ √ 
Federal Law Enforcement Training Center √ √ √ 
Transportation Security Administration √ √ √ 
U.S. Citizenship & Immigration Services √ ■ √ 
U.S. Coast Guard √ √ √ 
U.S. Customs and Border Protection √ √ √ 
U.S. Immigration & Customs Enforcement √ √ √ 
U.S. Secret Service √ √ √ 

Department of Housing and Urban Development √ ■ √ 
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DEPARTMENT OR AGENCY 
Form 462 
Report 
Timely 
Filed 

EEO 
Director 
Reports to 
Agency 
Head 

Provided 
EEO Staff 
with 
Training 

Second Level Reporting Component 
√ Timely Filed / Yes 
■ Filed After 11/5/2012 / No 
DNF Did Not File 
        
Department of Justice ■ ■ √ 

Alcohol, Tobacco, Firearms & Explosives √ √ √ 
Bureau of Prisons √ √ √ 
Drug Enforcement Administration √ √ ■ 
Executive Office for Immigration Review √ √ √ 
Executive Office for U.S. Attorneys √ ■ √ 
Federal Bureau of Investigation √ ■ ■ 
Office of Justice Programs ■ ■ √ 
Offices, Boards, and Divisions √ √ √ 
U.S. Marshals Service √ √ √ 

Department of Labor √ ■ √ 
Bureau of Labor Statistics √ ■ √ 
DM and Others √ ■ √ 
Employment & Training Admin √ ■ √ 
Wage and Hour Division √ ■ √ 
Office of Workers Compensation Program √ ■ √ 
Mine Safety & Health Admin √ ■ √ 
Occupational Safety & Health Admin √ ■ √ 

Department of State √ √ √ 
Department of the Air Force √ √ √ 
Department of the Army √ √ √ 
Department of the Interior √ ■ √ 

Bureau Of Indian Affairs √ √ √ 
Bureau Of Land Management √ ■ √ 
Bureau of Ocean Energy Management √ ■ √ 
Bureau Of Reclamation √ ■ √ 
Bureau of Safety and Environmental Enforcement √ ■ √ 
Fish And Wildlife Service √ ■ √ 
Geological Survey √ ■ √ 
National Park Service √ ■ √ 
Office Of The Secretary √ ■ √ 
Office Of Surface Mining, Reclamation & Enforcement √ ■ √ 

Department of the Navy √ √ √ 
Department of the Treasury √ √ √ 

Alcohol & Tobacco Tax & Trade Bureau √ √ √ 
Bureau of Engraving and Printing √ ■ √ 
Bureau of the Public Debt √ ■ √ 
Departmental Offices √ ■ √ 
Financial Crimes Enforcement Network √ ■ √ 
Financial Management Service √ ■ √ 
Internal Revenue Service √ √ √ 
IRS Office of the Chief Counsel √ √ √ 
Office of the Comptroller of the Currency √ √ √ 
Office of the Inspector General √ √ √ 
Special IG for Trouble Assets Relief Program √ √ √ 
Treasury IG For Tax Administration √ √ ■ 
U. S. Mint √ ■ √ 

 



EEOC FY 2012 Annual Report on the Federal Work Force Part I  
 
 

APPENDIX III - 5 

DEPARTMENT OR AGENCY 
Form 462 

Report 
Timely 
Filed 

EEO 
Director 
Reports to 
Agency 
Head 

Provided 
EEO Staff 
with 
Training 

Second Level Reporting Component 
√ Timely Filed / Yes 
■ Filed After 11/5/2012 / No 
DNF Did Not File 
        
Department of Transportation √ √ √ 

Federal Aviation Admin √ √ √ 
Federal Highway Admin √ ■ √ 
Federal Motor Carriers Safety Administration √ √ √ 
Federal Railroad Administration √ √ √ 
Federal Transit Administration √ √ ■ 
Maritime Administration √ √ √ 
National Highway Traffic Safety Administration √ √ √ 
DOT Office of Inspector General √ ■ √ 
DOT Office of the Secretary √ √ √ 
Pipeline and Hazardous Management √ √ √ 
Research and Innovative Technology Administration √ √ √ 
St Lawrence Development Corp √ √ √ 

Department of Veterans Affairs √ √ √ 
National Cemeteries Administration √ √ √ 
Veterans Benefits Administration √ √ √ 
Veterans Health Administration √ √ √ 
Headquarters and Others √ √ √ 

Election Assistance Commission DNF DNF DNF 
Environmental Protection Agency √ √ √ 
Equal Employment Opportunity Commission √ √ √ 
Export-Import Bank of the US √ √ √ 
Farm Credit Administration √ √ √ 
Farm Credit System Insurance Corporation √ √ √ 
Federal Communications Commission √ √ √ 
Federal Deposit Insurance Corporation √ ■ √ 
Federal Election Commission √ ■ √ 
Federal Energy Regulatory Commission √ √ √ 
Federal Housing Finance Agency √ √ √ 
Federal Labor Relations Authority √ √ √ 
Federal Maritime Commission √ √ √ 
Federal Mediation and Conciliation Service ■ √ √ 
Federal Mine Safety and Health Review Commission √ √ √ 
Federal Reserve System--Board of Governors √ ■ √ 
Federal Retirement Thrift Investment Board DNF DNF DNF 
Federal Trade Commission √ √ √ 
General Services Administration √ √ √ 
Government Printing Office ■ √ √ 
Harry S. Truman Scholarship Foundation √ √ ■ 
Holocaust Memorial Museum U.S. √ ■ √ 
Institute of Museum and Library Services √ √ √ 
Inter-American Foundation √ √ √ 
International Boundary and Water Commission √ √ √ 
International Trade Commission √ √ √ 
Japan-United States Friendship Commission √ √ √ 
John F. Kennedy Center for the Performing Arts √ ■ √ 

 
 
 



EEOC FY 2012 Annual Report on the Federal Work Force Part I  
 
 

APPENDIX III - 6 

DEPARTMENT OR AGENCY 
Form 462 

Report 
Timely 
Filed 

EEO 
Director 
Reports to 
Agency 
Head 

Provided 
EEO Staff 
with 
Training 

Second Level Reporting Component 
√ Timely Filed / Yes 
■ Filed After 11/5/2012 / No 
DNF Did Not File 
        
Marine Mammal Commission √ ■ ■ 
Merit Systems Protection Board √ √ √ 
Millennium Challenge Corporation √ √ √ 
National Aeronautics and Space Administration √ √ √ 
National Archives and Records Administration √ √ √ 
National Capital Planning Commission √ √ √ 
National Council on Disability √ √ ■ 
National Credit Union Administration √ √ √ 
National Endowment for the Arts √ √ √ 
National Endowment for the Humanities √ √ √ 
National Gallery of Art √ ■ √ 
National Indian Gaming Commission √ √ √ 
National Labor Relations Board √ ■ √ 
National Mediation Board √ √ √ 
National Reconnaissance Office √ √ √ 
National Science Foundation √ √ √ 
National Transportation Safety Board ■ √ √ 
Navajo and Hopi Indian Relocation Commission √ √ √ 
Nuclear Regulatory Commission √ √ √ 
Occupational Safety and Health Review Commission √ √ √ 
Office of Government Ethics √ √ ■ 
Office of Personnel Management √ √ √ 
Office of Special Counsel √ √ √ 
Office of the Director of National Intelligence √ √ √ 
Overseas Private Investment Corporation √ √ √ 
Peace Corps √ √ √ 
Pension Benefit Guaranty Corporation √ √ √ 
Postal Regulatory Commission √ √ √ 
Railroad Retirement Board √ √ √ 
Securities and Exchange Commission √ √ √ 
Selective Service System ■ √ √ 
Small Business Administration √ ■ √ 
Smithsonian Institution √ √ √ 
Social Security Administration  √ ■ √ 
Tennessee Valley Authority √ ■ √ 
Trade and Development Agency √ √ √ 
U.S. Postal Service √ ■ √ 

Capital Metro Area Operations √ ■ √ 
Eastern Area √ ■ √ 
Great Lakes Area √ ■ √ 
Headquarters √ ■ √ 
Northeast Area √ ■ √ 
Office of  the Inspector General √ ■ √ 
Pacific Area √ ■ √ 
Southern Area √ ■ √ 
Western Area √ ■ √ 

 



 

 

 
 
 
 
 
 
 

APPENDIX IV 
 
 
 
 
 



EEOC FY 2012 Annual Report on the Federal Work Force Part I  
 
 

 
APPENDIX IV- 1 

GOVERNMENT-WIDE EEO COMPLAINT PROCESSING, APPELLATE RECEIPTS 
AND CLO SURES, AND ALTERNATIVE DISPU TE RE SOLUTION (D ata pro vided 
by agencies’ EEO Form 462 Reports) 

APPENDIX IV 
 

FY 2012 FEDERAL EEO COMPLAINT PROCESSING TABLES 
 

Table B-1 Total Work Force, Counselings, and Complaints 
Table B-1a Total Work Force, Counselings, and Complaints – Sub Component-Data 
Table B-2 All Timely Completed Counselings 
Table B-2a All Timely Completed Counselings – Sub Component-Data 
Table B-3 Outcomes of All Pre-Complaint Closures 
Table B-3a Outcomes of All Pre-Complaint Closures – Sub-Component Data 
Table B-4 Pre-Complaint ADR Offers, Rejections, and Acceptances 
Table B-5 ADR Pre-Complaint Resolutions 
Table B-6 Benefits Provided in All Pre-Complaint Settlements 
Table B-7 Agency Timeliness Indicators (totals with and without USPS data) 
Table B-7a Agency Timeliness Indicators – Sub-Component Data 
Table B-8 Complaints Filed Bases and Issues - Grand Total 
Table B-8a Complaints Filed Bases and Issues - Cabinet Level Agencies 
Table B-8b Complaints Filed Bases and Issues - Medium Size Agencies 
Table B-8c Complaints Filed Bases and Issues - Small Size Agencies 
Table B-9 Timeliness and Cost of All Completed Complaint Investigations 
Table B-9a Timeliness/Cost of Complaint Investigations Completed by Agency Investigators 
Table B-9b Timeliness/Cost of Complaint Investigations Completed by Contract Investigators 
Table B-9c Timeliness and Cost of All Completed Complaint Investigations – Sub-Component Data 
Table B-10 Total Number and Average Processing Days for All Complaint Closures 
Table B-11 Types of Complaints Closures 
Table B-11a Types of Complaints Closures – Sub-Component Data 
Table B-12 Average Processing Days (APD) All Complaint Closures 
Table B-13 Complaints Closed with Dismissals 
Table B-14 Timeliness of Merit Final Agency Decisions (FAD) (No AJ Decision) 
Table B-14a Timeliness of Merit Final Agency Decisions (No AJ Decision) – Sub-Component Data 
Table B-15 Complaints Closed with Findings of Discrimination 
Table B-16 Complaints Closed with Findings of No Discrimination 
Table B-17 APD FADs / Final Orders (FOs) Fully Implementing (FI) AJ Decisions 
Table B-18 Average Processing Days, Final Orders Not Fully Implementing (NFI) AJ Decisions 
Table B-19 Complaint ADR Offers, Rejections, and Acceptances 
Table B-20 ADR Complaint Resolutions 
Table B-21 Complaint Closures with Benefits 
Table B-22 Complaint Closures By Statute 
Table B-23 Summary of Pending Complaints By Category  
Table B-24 Agency Staff Resources 
Table B-24a Contract Staff Resources 
Table B-25 Agency New Staff Training 
Table B-26 Agency Experienced Staff Training 
Table B-27 Contractor New Staff Training 
Table B-28 Contractor Experienced Staff Training 
Table B-29 Appellate Receipts and Closures 
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Agency or Department Total Work 
Force

Number 
Completed/ 

Ended 
Counselings

Number 
Individuals 

with 
Completed/ 

Ended 
Counselings

Counseled 
Individuals 

as % of Total 
Work Force

Number 
Complaints 

Filed

Number 
Complainants

Number 
Complainants 
as % of Total 
Work Force

Advisory Council on Historic Preservation NRF NRF NRF NRF NRF NRF NRF
African Development Foundation 73 0 0 0.00% 0 0 0.00%
Agency for International Development 3,983 34 32 0.80% 14 13 0.33%
American Battle Monuments Commission 76 1 1 1.32% 1 1 1.32%
Appalachian Regional Commission NRF NRF NRF NRF NRF NRF NRF
Architectural and Transportation Barriers 
Compliance Board 28 0 0 0.00% 0 0 0.00%
Arctic Research Commission NRF NRF NRF NRF NRF NRF NRF
Armed Forces Retirement Home 282 5 5 1.77% 4 4 1.42%
Barry Goldwater Scholarship and Excellence in 
Education Foundation NRF NRF NRF NRF NRF NRF NRF
Broadcasting Board of Governors 1,675 53 45 2.69% 12 12 0.72%
Central Intelligence Agency * 0 42 38 0.00% 27 24 0.00%
Chemical Safety and Hazard Investigation Board 46 2 2 4.35% 1 1 2.17%
Christopher Columbus Fellowship Foundation NRF NRF NRF NRF NRF NRF NRF
Commission of Fine Arts NRF NRF NRF NRF NRF NRF NRF
Commission on Civil Rights 44 0 0 0.00% 0 0 0.00%
Committee for Purchase from People Who Are Blind 
or Severely Disabled 31 0 0 0.00% 0 0 0.00%
Commodity Futures Trading Commission 707 1 1 0.14% 1 1 0.14%
Consumer Financial Protection Bureau 970 15 14 1.44% 11 11 1.13%
Consumer Product Safety Commission 522 3 3 0.57% 2 2 0.38%
Corporation for National and Community Service 615 7 7 1.14% 5 4 0.65%
Court Services and Offender Supervision Agency for 
the District of Columbia 1,242 24 22 1.77% 10 9 0.72%
Defense Army and Air Force Exchange 34,273 336 325 0.95% 101 99 0.29%
Defense Commissary Agency 14,382 227 226 1.57% 140 139 0.97%
Defense Contract Audit Agency 5,181 45 45 0.87% 28 28 0.54%
Defense Contract Management Agency 10,452 85 78 0.75% 45 41 0.39%

Table B-1     FY 2012  Total Work Force, Counselings, and Complaints
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Defense Finance and Accounting Service 11,982 92 88 0.73% 38 36 0.30%
Defense Human Resources Activity 1,176 8 8 0.68% 4 4 0.34%
Defense Information Systems Agency 6,304 30 30 0.48% 17 17 0.27%
Defense Intelligence Agency * 0 89 88 0.00% 42 42 0.00%
Defense JTF National Capital Region Medical 4,417 84 83 1.88% 33 33 0.75%
Defense Logistics Agency 25,229 312 296 1.17% 121 117 0.46%
Defense Media Activity 2,000 3 3 0.15% 1 1 0.05%
Defense Missile Defense Agency 2,326 11 11 0.47% 5 5 0.21%
Defense National Geospatial-Intelligence Agency * 0 31 29 0.00% 20 18 0.00%
Defense National Guard Bureau 57,511 113 111 0.19% 26 25 0.04%
Defense National Security Agency * 0 69 65 0.00% 19 18 0.00%
Defense Nuclear Facilities Safety Board 116 0 0 0.00% 0 0 0.00%
Defense Office of the Inspector General 1,600 9 9 0.56% 6 6 0.38%
Defense Office of the Secretary - Wash. Hqtrs. 
Services 6,766 45 44 0.65% 27 27 0.40%
Defense Security Service 874 18 13 1.49% 8 8 0.92%
Defense Technical Information Center 204 1 1 0.49% 0 0 0.00%
Defense Threat Reduction Agency 1,299 19 19 1.46% 9 9 0.69%
Defense TRICARE Management Activity 842 18 18 2.14% 10 10 1.19%
Defense Uniformed Services University 794 5 5 0.63% 2 2 0.25%
Department of Agriculture 103,822 975 937 0.90% 524 508 0.49%
Department of Commerce 45,766 325 304 0.66% 222 205 0.45%
Department of Defense Education Activity 16,346 136 135 0.83% 79 79 0.48%
Department of Education 4,373 48 48 1.10% 33 32 0.73%
Department of Energy 15,680 124 124 0.79% 72 72 0.46%
Department of Health and Human Services 83,123 674 649 0.78% 382 375 0.45%
Department of Homeland Security 200,559 2,031 1,946 0.97% 1,198 1,159 0.58%
Department of Housing and Urban Development 9,061 106 105 1.16% 63 62 0.68%
Department of Justice 116,973 1,372 1,333 1.14% 761 749 0.64%
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Department of Labor 16,819 206 201 1.20% 133 129 0.77%
Department of State 69,885 271 262 0.37% 134 132 0.19%
Department of the Air Force 173,807 1,002 934 0.54% 473 456 0.26%
Department of the Army 250,617 2,301 2,139 0.85% 1,226 1,157 0.46%
Department of the Interior 78,779 592 577 0.73% 352 348 0.44%
Department of the Navy 245,574 1,531 1,503 0.61% 696 679 0.28%
Department of the Treasury 115,292 746 688 0.60% 406 370 0.32%
Department of Transportation 57,187 541 505 0.88% 315 297 0.52%
Department of Veterans Affairs 323,154 4,484 4,060 1.26% 2,347 2,165 0.67%
Election Assistance Commission NRF NRF NRF NRF NRF NRF NRF
Environmental Protection Agency 17,001 98 95 0.56% 78 78 0.46%
Equal Employment Opportunity Commission 2,291 41 40 1.75% 25 22 0.96%
Export-Import Bank of the U.S. 408 2 2 0.49% 1 1 0.25%
Farm Credit Administration 302 1 1 0.33% 0 0 0.00%
Farm Credit System Insurance Corporation 12 0 0 0.00% 0 0 0.00%
Federal Communications Commission 1,788 15 15 0.84% 10 10 0.56%
Federal Deposit Insurance Corporation 7,846 82 71 0.90% 44 37 0.47%
Federal Election Commission 355 4 4 1.13% 0 0 0.00%
Federal Energy Regulatory Commission 1,483 13 11 0.74% 6 4 0.27%
Federal Financial Institutions Examination Council NRF NRF NRF NRF NRF NRF NRF
Federal Housing Finance Agency 706 17 17 2.41% 9 9 1.27%
Federal Labor Relations Authority 138 3 3 2.17% 1 1 0.72%
Federal Maritime Commission 124 3 3 2.42% 2 2 1.61%
Federal Mediation and Conciliation Service 243 2 2 0.82% 4 4 1.65%
Federal Mine Safety & Health Review Commission 78 0 0 0.00% 0 0 0.00%
Federal Reserve System--Board of Governors 2,412 54 54 2.24% 12 12 0.50%
Federal Retirement Thrift Investment Board NRF NRF NRF NRF NRF NRF NRF
Federal Trade Commission 1,178 10 10 0.85% 0 0 0.00%
General Services Administration 12,416 158 143 1.15% 96 87 0.70%
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Government Printing Office 1,879 70 53 2.82% 27 23 1.22%
Harry S. Truman Scholarship Foundation 5 0 0 0.00% 0 0 0.00%
Holocaust Memorial Museum U.S. 397 0 0 0.00% 0 0 0.00%
Institute of Museum and Library Services 88 0 0 0.00% 0 0 0.00%
Inter-American Foundation 43 0 0 0.00% 0 0 0.00%
International Boundary and Water Commission 258 2 2 0.78% 0 0 0.00%
International Joint Commission: U.S. & Canada NRF NRF NRF NRF NRF NRF NRF
International Trade Commission 397 2 2 0.50% 2 2 0.50%
James Madison Memorial Fellowship Foundation NRF NRF NRF NRF NRF NRF NRF
Japan-United States Friendship Commission 4 0 0 0.00% 0 0 0.00%
John F. Kennedy Center for the Performing Arts 2,250 2 2 0.09% 1 1 0.04%
Marine Mammal Commission 14 0 0 0.00% 0 0 0.00%
Merit Systems Protection Board 208 3 3 1.44% 1 1 0.48%
Millennium Challenge Corporation 288 0 0 0.00% 0 0 0.00%
Morris K. Udall Scholarship and Excellence in 
National Environmental Policy Foundation NRF NRF NRF NRF NRF NRF NRF
National Aeronautics and Space Administration 18,416 77 73 0.40% 39 38 0.21%
National Archives and Records Administration 3,381 33 32 0.95% 4 3 0.09%
National Capital Planning Commission 39 0 0 0.00% 0 0 0.00%
National Council on Disability 26 0 0 0.00% 0 0 0.00%
National Credit Union Administration 1,195 7 7 0.59% 3 3 0.25%
National Endowment for the Arts 174 8 8 4.60% 1 1 0.57%
National Endowment for the Humanities 199 0 0 0.00% 0 0 0.00%
National Foundation on the Arts & the Humanities NRF NRF NRF NRF NRF NRF NRF
National Gallery of Art 834 3 3 0.36% 2 2 0.24%
National Indian Gaming Commission 97 1 1 1.03% 0 0 0.00%
National Labor Relations Board 1,702 19 19 1.12% 9 8 0.47%
National Mediation Board 50 0 0 0.00% 0 0 0.00%
National Reconnaissance Office * 0 7 7 0.00% 3 3 0.00%
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National Science Foundation 1,663 15 15 0.90% 11 10 0.60%
National Transportation Safety Board 413 3 3 0.73% 2 2 0.48%
Navajo and Hopi Indian Relocation Commission 38 0 0 0.00% 0 0 0.00%
Nuclear Regulatory Commission 3,775 35 33 0.87% 16 16 0.42%
Nuclear Waste Technical Review Commission NRF NRF NRF NRF NRF NRF NRF
Occupational Safety & Health Review Commission 58 0 0 0.00% 0 0 0.00%
Office of Government Ethics 69 10 5 7.25% 0 0 0.00%
Office of Personnel Management 5,843 88 77 1.32% 44 39 0.67%
Office of Special Counsel 129 0 0 0.00% 0 0 0.00%
Office of the Director of National Intelligence * 0 5 5 0.00% 4 4 0.00%
Overseas Private Investment Corporation 241 2 2 0.83% 0 0 0.00%
Peace Corps 896 6 6 0.67% 4 4 0.45%
Pension Benefit Guaranty Corporation 971 20 18 1.85% 13 10 1.03%
Postal Regulatory Commission 73 1 1 1.37% 0 0 0.00%
Presidio Trust NRF NRF NRF NRF NRF NRF NRF
Railroad Retirement Board 945 6 6 0.63% 2 2 0.21%
Securities and Exchange Commission 3,826 30 27 0.71% 20 17 0.44%
Selective Service System 121 2 2 1.65% 2 2 1.65%
Small Business Administration 5,228 75 70 1.34% 36 35 0.67%
Smithsonian Institution 6,057 38 35 0.58% 13 13 0.21%
Social Security Administration 65,474 917 816 1.25% 494 451 0.69%
Tennessee Valley Authority 12,762 86 84 0.66% 58 56 0.44%
Trade and Development Agency 46 0 0 0.00% 0 0 0.00%
U.S. Postal Service 625,701 13,143 11,976 1.91% 4,532 4,272 0.68%
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Utah Reclamation Mitigation & Conservation 
Commission NRF NRF NRF NRF NRF NRF NRF
Valles Caldera Trust NRF NRF NRF NRF NRF NRF NRF

Cabinet Level Subtotal 2,740,130 32,258 30,021 1.10% 14,650 13,931 0.51%
Midsize Agencies Subtotal 152,013 1,634 1,478 0.97% 913 845 0.56%
Small Agencies Subtotal 46,564 615 571 1.23% 272 248 0.53%
Micro Agencies Subtotal 1,186 14 9 0.75% 2 2 0.17%
Government-wide 2,939,893 34,521 32,079 1.09% 15,837 15,026 0.51%

NRF = No Report Filed

* Total work force numbers do not include employees not reported for national security reasons.
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Defense Logistics Agency Wide 25,229 312 296 1.17% 121 117 0.46%
DLA Aviation 3,589 54 54 1.50% 22 22 0.61%
DLA Disposition Services 1,350 10 9 0.67% 3 3 0.22%
DLA Distribution 7,911 151 141 1.78% 52 50 0.63%
DLA Headquarters Operations Division 4,690 53 52 1.11% 27 26 0.55%
DLA Land and Maritime 4,394 20 20 0.46% 13 13 0.30%
DLA Logistics Information Service 959 2 2 0.21% 0 0 0.00%
DLA Troop Support 2,336 22 18 0.77% 4 3 0.13%

Defense National Guard Bureau Wide 57,511 113 111 0.19% 26 25 0.04%
Defense National Guard Bureau Headquarters 2 0 0 0.00% 0 0 0.00%
Alabama National Guard 1,210 1 1 0.08% 0 0 0.00%
Alaska National Guard 693 0 0 0.00% 0 0 0.00%
Arizona National Guard 2,371 6 5 0.21% 2 2 0.08%
Arkansas National Guard 968 3 3 0.31% 0 0 0.00%
California National Guard 2,316 17 16 0.69% 8 7 0.30%
Colorado National Guard 695 1 1 0.14% 1 1 0.14%
Connecticut National Guard 729 0 0 0.00% 0 0 0.00%
DC National Guard 447 1 1 0.22% 1 1 0.22%
Delaware National Guard 432 0 0 0.00% 0 0 0.00%
Florida National Guard 1,044 1 1 0.10% 1 1 0.10%
Georgia National Guard 1,200 0 0 0.00% 0 0 0.00%
Guam National Guard 0 0 0 0.00% 0 0 0.00%
Hawaii National Guard 1,123 0 0 0.00% 0 0 0.00%
Idaho National Guard 811 0 0 0.00% 0 0 0.00%
Illinois National Guard 1,143 0 0 0.00% 0 0 0.00%
Indiana National Guard 1,125 1 1 0.09% 1 1 0.09%
Iowa National Guard 1,013 34 34 3.36% 0 0 0.00%

Table B-1a     FY 2012  Total Work Force, Counselings, and Complaints - Sub-Component Data
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Kansas National Guard 1,059 1 1 0.09% 0 0 0.00%
Kentucky National Guard 894 0 0 0.00% 0 0 0.00%
Louisiana National Guard 957 0 0 0.00% 0 0 0.00%
Maine National Guard 498 0 0 0.00% 0 0 0.00%
Maryland National Guard 799 0 0 0.00% 0 0 0.00%
Massachusetts National Guard 892 4 4 0.45% 0 0 0.00%
Michigan National Guard 1,113 5 5 0.45% 1 1 0.09%
Minnesota National Guard 1,029 1 1 0.10% 0 0 0.00%
Mississippi National Guard 1,294 1 1 0.08% 0 0 0.00%
Missouri National Guard 1,315 1 1 0.08% 1 1 0.08%
Montana National Guard 598 1 1 0.17% 0 0 0.00%
Nebraska National Guard 552 0 0 0.00% 0 0 0.00%
Nevada National Guard 587 2 2 0.34% 2 2 0.34%
New Hampshire National Guard 413 0 0 0.00% 0 0 0.00%
New Jersey National Guard 933 0 0 0.00% 0 0 0.00%
New Mexico National Guard 891 0 0 0.00% 0 0 0.00%
New York National Guard 2,099 6 6 0.29% 2 2 0.10%
North Carolina National Guard 1,066 0 0 0.00% 0 0 0.00%
North Dakota National Guard 643 1 1 0.16% 0 0 0.00%
Ohio National Guard 1,972 0 0 0.00% 0 0 0.00%
Oklahoma National Guard 965 0 0 0.00% 0 0 0.00%
Oregon National Guard 1,157 0 0 0.00% 0 0 0.00%
Pennsylvania National Guard 3,710 1 1 0.03% 0 0 0.00%
Puerto Rico National Guard 832 6 6 0.72% 0 0 0.00%
Rhode Island National Guard 479 0 0 0.00% 0 0 0.00%
South Carolina National Guard 1,050 1 1 0.10% 1 1 0.10%
South Dakota National Guard 600 0 0 0.00% 0 0 0.00%
Tennessee National Guard 1,792 1 1 0.06% 1 1 0.06%
Texas National Guard 1,781 1 1 0.06% 1 1 0.06%
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Utah National Guard 697 4 4 0.57% 1 1 0.14%
Vermont National Guard 498 0 0 0.00% 0 0 0.00%
Virgin Islands National Guard 241 0 0 0.00% 0 0 0.00%
Virginia National Guard 794 2 2 0.25% 0 0 0.00%
Washington State National Guard 882 3 3 0.34% 2 2 0.23%
West Virginia National Guard 913 4 4 0.44% 0 0 0.00%
Wisconsin National Guard 994 0 0 0.00% 0 0 0.00%
Wyoming National Guard 3,200 2 2 0.06% 0 0 0.00%

Department of Agriculture Wide 103,822 975 937 0.90% 524 508 0.49%
USDA Agricultural Marketing Service 4,074 26 25 0.61% 21 20 0.49%
USDA Agricultural Research Service 8,369 40 40 0.48% 30 30 0.36%
USDA Agriculture Headquarters 3,056 51 51 1.67% 27 27 0.88%
USDA Animal and Plant Health Inspection Service 8,316 87 87 1.05% 47 47 0.57%
USDA Economic Research Service 351 1 1 0.28% 1 1 0.28%
USDA Farm Service Agency 4,622 47 47 1.02% 22 22 0.48%
USDA Food and Nutrition Service 1,392 12 12 0.86% 7 7 0.50%
USDA Food Safety And Inspection Service 9,984 180 171 1.71% 67 66 0.66%
USDA Foreign Agricultural Service 954 13 13 1.36% 10 10 1.05%
USDA Forest Service 41,093 302 274 0.67% 170 156 0.38%
USDA Grain Inspection,Packers & Stockyards Admin 765 15 15 1.96% 9 9 1.18%
USDA National Agricultural Statistics Service 1,160 4 4 0.34% 1 1 0.09%
USDA National Appeals Division 94 0 0 0.00% 0 0 0.00%
USDA National Institute of Food and Agriculture 380 2 2 0.53% 1 1 0.26%
USDA Natural Resources Conservation Service 11,821 74 74 0.63% 39 39 0.33%
USDA Office Of The Chief Financial Officer 1,271 41 41 3.23% 23 23 1.81%
USDA Office Of Inspector General 547 10 10 1.83% 8 8 1.46%
USDA Risk Management Agency 479 14 14 2.92% 5 5 1.04%
USDA Rural Development 5,094 56 56 1.10% 36 36 0.71%
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Department of Commerce Wide 45,766 325 304 0.66% 222 205 0.45%
DOC All Other Commerce Bureaus 2,774 30 29 1.05% 24 23 0.83%
DOC Bureau of the Census 14,084 114 106 0.75% 67 63 0.45%
DOC Decennial Census 0 5 5 0.00% 4 4 0.00%
DOC International Trade Administration 1,468 11 11 0.75% 5 5 0.34%
DOC National Institute of Standards & Technology 3,199 24 24 0.75% 13 13 0.41%
DOC National Oceanic & Atmospheric Admin. 12,630 82 77 0.61% 65 60 0.48%
DOC U. S. Patent and Trademark Office 11,611 59 52 0.45% 44 37 0.32%

Department of Energy Wide 15,680 124 124 0.79% 72 72 0.46%
DOE Bonneville Power Administration 3,090 28 28 0.91% 11 11 0.36%
DOE Chicago Operations Office 301 1 1 0.33% 1 1 0.33%
DOE EM Consolidated Business Center 295 4 4 1.36% 2 2 0.68%
DOE Golden Field Office 153 5 5 3.27% 2 2 1.31%
DOE Headquarters 5,649 32 32 0.57% 20 20 0.35%
DOE Idaho Operations Office 238 3 3 1.26% 1 1 0.42%
DOE National Energy Technology Lab 587 2 2 0.34% 2 2 0.34%
DOE NNSA Service Center 2,659 21 21 0.79% 17 17 0.64%
DOE Oak Ridge Operations 218 2 2 0.92% 2 2 0.92%
DOE OSTI 43 0 0 0.00% 0 0 0.00%
DOE Richland Operations Office 393 1 1 0.25% 0 0 0.00%
DOE Savannah River Operations 287 6 6 2.09% 3 3 1.05%
DOE Southeastern Power Administration 43 0 0 0.00% 0 0 0.00%
DOE Southwestern Power Administration 184 3 3 1.63% 1 1 0.54%
DOE Strategic Petroleum Reserve 95 0 0 0.00% 0 0 0.00%
DOE Western Area Power Administration 1,445 16 16 1.11% 10 10 0.69%
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Department of Health and Human Services Wide 83,123 674 649 0.78% 382 375 0.45%
HHS Administration for Children and Families 1,351 12 12 0.89% 9 9 0.67%
HHS Agency for Healthcare Research and Quality 301 3 2 0.66% 3 2 0.66%
HHS Centers for Disease Control and Prevention 11,229 127 127 1.13% 81 81 0.72%
HHS Centers for Medicare & Medicaid Services 5,610 38 37 0.66% 24 23 0.41%
HHS Food and Drug Administration 12,989 123 115 0.89% 70 68 0.52%
HHS Health Resources & Services Admin. 1,690 20 20 1.18% 12 12 0.71%
HHS Indian Health Service 13,722 198 189 1.38% 79 78 0.57%
HHS National Institutes of Health 18,560 99 93 0.50% 70 68 0.37%
HHS Office of the Sec. of Health & Human Srvcs 16,498 44 44 0.27% 24 24 0.15%
HHS Program Support Center 619 7 7 1.13% 7 7 1.13%
HHS Substance Abuse & Mental Health Srvcs Admin 554 3 3 0.54% 3 3 0.54%

Department of Homeland Security Wide 200,559 2,031 1,946 0.97% 1,198 1,159 0.58%
DHS Federal Emergency Management Agency 16,967 242 234 1.38% 137 135 0.80%
DHS Federal Law Enforcement Training Center 1,113 18 18 1.62% 11 11 0.99%
DHS Headquarters 7,752 77 75 0.97% 55 54 0.70%
DHS Transportation Security Administration 65,470 658 643 0.98% 391 382 0.58%
DHS U.S. Citizenship and Immigration Services 11,200 186 173 1.54% 114 108 0.96%
DHS U.S. Coast Guard 10,309 96 88 0.85% 45 43 0.42%
DHS U.S. Customs and Border Protection 60,668 464 439 0.72% 260 248 0.41%
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DHS U.S. Immigration and Customs Enforcement 20,307 242 236 1.16% 154 152 0.75%
DHS U.S. Secret Service 6,773 48 40 0.59% 31 26 0.38%

Department of Justice Wide 116,973 1,372 1,333 1.14% 761 749 0.64%
DOJ Alcohol, Tobacco, Firearms and Explosives 4,816 67 67 1.39% 40 40 0.83%
DOJ Bureau of Prisons 38,327 838 815 2.13% 433 429 1.12%
DOJ Drug Enforcement Administration 9,764 44 40 0.41% 28 28 0.29%
DOJ Executive Office for Immigration Review 1,417 16 16 1.13% 15 15 1.06%
DOJ Executive Office for U.S. Attorneys 11,589 37 35 0.30% 26 24 0.21%
DOJ Federal Bureau of Investigation 36,188 221 221 0.61% 130 130 0.36%
DOJ Office of Justice Programs 609 18 14 2.30% 15 14 2.30%
DOJ Offices, Boards, and Divisions 8,619 46 46 0.53% 21 21 0.24%
DOJ U.S. Marshals Service 5,644 85 79 1.40% 53 48 0.85%

Department of Labor Wide 16,819 206 201 1.20% 133 129 0.77%
DOL (DM and others) 4,952 73 71 1.43% 42 40 0.81%
DOL Bureau of Labor Statistics 2,461 6 6 0.24% 6 6 0.24%
DOL Employment and Training Administration 1,164 17 16 1.37% 15 14 1.20%
DOL Mine Safety and Health Administration 2,430 31 30 1.23% 16 16 0.66%
DOL Occupational Safety & Health Admin. 2,276 22 22 0.97% 15 15 0.66%
DOL Office of Workers Compensation Programs 1,644 25 25 1.52% 15 15 0.91%
DOL Wage and Hour Division 1,892 32 31 1.64% 24 23 1.22%

Department of the Army Wide 250,617 2,301 2,139 0.85% 1,226 1,157 0.46%
Headquarters, Department of Army 13,988 171 160 1.14% 100 93 0.66%
U.S. Army Corps of Engineers 36,924 248 221 0.60% 147 133 0.36%
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U.S. Army Europe 1,890 18 17 0.90% 6 6 0.32%
U.S. Army Forces Command 13,265 175 168 1.27% 86 84 0.63%
U.S. Army Installation Management Command 55,682 545 504 0.91% 281 268 0.48%
U.S. Army Intelligence and Security Command 3,384 22 20 0.59% 14 13 0.38%
U.S. Army Material Command 65,339 508 467 0.71% 281 264 0.40%
U.S. Army Medical Command 27,226 424 400 1.47% 211 200 0.73%
U.S. Army Network Enterprise Tech. Command 6,029 26 25 0.41% 17 16 0.27%
U.S. Army Pacific (USARPAC) 1,491 2 2 0.13% 2 2 0.13%
U.S. Army Space and Missile Defense Command 917 1 1 0.11% 1 1 0.11%
U.S. Army Special Ops Command (USASOC) 1,722 16 16 0.93% 7 7 0.41%
U.S. Army Test and Evaluation Command 4,032 16 16 0.40% 9 9 0.22%
U.S. Army Training and Doctrine Command 18,257 127 120 0.66% 62 59 0.32%

Department of the Interior Wide 78,779 592 577 0.73% 352 348 0.44%
Bureau of Ocean Energy Management 559 7 6 1.07% 4 4 0.72%
Bureau of Safety and Environmental Enforcement 680 7 7 1.03% 7 7 1.03%
DOI Bureau Of Indian Affairs 9,007 56 56 0.62% 35 35 0.39%
DOI Bureau Of Land Management 11,878 81 79 0.67% 46 44 0.37%
DOI Bureau Of Reclamation 5,489 78 75 1.37% 50 49 0.89%
DOI Fish And Wildlife Service 10,378 56 55 0.53% 36 36 0.35%
DOI Geological Survey 9,209 22 22 0.24% 13 13 0.14%
DOI National Park Service 26,674 208 200 0.75% 114 113 0.42%
DOI Office Of Surface Mining, Reclamation and 
Enforcement 511 6 6 1.17% 5 5 0.98%
DOI-Office Of The Secretary 4,394 71 71 1.62% 42 42 0.96%
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Department of the Navy Wide 245,574 1,531 1,503 0.61% 696 679 0.28%
Chief Of Naval Operations 4,627 27 27 0.58% 12 12 0.26%
Commander Naval Installations Command 33,284 270 267 0.80% 111 109 0.33%
Commander Naval Reserve 465 0 0 0.00% 0 0 0.00%
Commander Pacific Fleet 18,967 125 123 0.65% 41 40 0.21%
DON Assistant for Administration 4,895 54 52 1.06% 29 29 0.59%
DON Bureau of Medicine & Surgery 12,042 120 120 1.00% 50 50 0.42%
DON SPAWAR 9,084 25 23 0.25% 8 6 0.07%
DON Strategic Systems Project Office 1,067 7 7 0.66% 7 7 0.66%
Fleet Cyber Command 0 16 15 0.00% 6 6 0.00%
Fleet Forces Command 22,743 88 87 0.38% 39 38 0.17%
Marine Corps HQ 33,293 233 233 0.70% 99 99 0.30%
Military Sealift Command 6,936 56 54 0.78% 37 35 0.50%
Naval Air Systems Command 24,739 162 162 0.65% 80 80 0.32%
Naval Education & Training Command 4,526 31 30 0.66% 14 14 0.31%
Naval Sea Systems Command 26,612 71 67 0.25% 36 34 0.13%
Naval Special Warfare Command 1,161 5 5 0.43% 3 3 0.26%
Naval Supply Systems Command 18,328 95 94 0.51% 44 43 0.23%
Naval Systems Management Activity 2 0 0 0.00% 0 0 0.00%
Navy Facilities & Engineering Command 16,203 118 110 0.68% 57 52 0.32%
Navy Military Personnel Command 1,770 9 9 0.51% 7 7 0.40%
Office Of Naval Intelligence 1,680 15 14 0.83% 13 12 0.71%
Office Of Naval Research 3,150 4 4 0.13% 3 3 0.10%

Department of the Treasury Wide 115,292 746 688 0.60% 406 370 0.32%
Treas Alcohol and Tobacco Tax and Trade Bureau 485 1 1 0.21% 1 1 0.21%
Treas Bureau of Engraving and Printing 1,934 31 31 1.60% 24 24 1.24%
Treas Bureau of the Public Debt 1,998 14 11 0.55% 4 4 0.20%
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Treas Departmental Offices 1,934 16 16 0.83% 9 9 0.47%
Treas Financial Crimes Enforcement Network 305 5 5 1.64% 2 2 0.66%
Treas Financial Management Service 1,577 15 15 0.95% 12 12 0.76%
Treas Inspector General For Tax Administration 797 2 2 0.25% 2 2 0.25%
Treas Internal Revenue Service 97,942 587 535 0.55% 303 272 0.28%
Treas Office of the Comptroller of the Currency 3,823 17 17 0.44% 12 9 0.24%
Treas Special Inspector General for the Trouble Assets 
Relief Program 164 0 0 0.00% 0 0 0.00%
Treas U. S. Mint 1,778 50 47 2.64% 33 31 1.74%
Treas IRS Office of the Chief Counsel 2,380 7 7 0.29% 3 3 0.13%
Treas- Office of the Inspector General 175 1 1 0.57% 1 1 0.57%

Department of Transportation Wide 57,187 541 505 0.88% 315 297 0.52%
DOT Federal Aviation Administration 47,739 437 404 0.85% 256 238 0.50%
DOT Federal Highway Administration 2,951 27 25 0.85% 9 9 0.30%
DOT Federal Motor Carrier Safety Administration 1,104 8 8 0.72% 5 5 0.45%
DOT Federal Railroad Administrataion 874 4 4 0.46% 3 3 0.34%
DOT Federal Transit Administration 564 11 11 1.95% 7 7 1.24%
DOT Maritime Administration 844 13 13 1.54% 11 11 1.30%
DOT National Highway Traffic Safety Admin 595 10 10 1.68% 10 10 1.68%
DOT Office of Inspector General 436 3 3 0.69% 1 1 0.23%
DOT Office of the Secretary 795 11 11 1.38% 4 4 0.50%
DOT Pipeline & Hazardous Materials Safety Admin 447 8 7 1.57% 4 4 0.89%
DOT Research & Inovative Technology Administration 709 9 9 1.27% 5 5 0.71%
DOT St. Lawrence Development Corporation 129 0 0 0.00% 0 0 0.00%
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Department of Veterans Affairs Wide 323,154 4,484 4,060 1.26% 2,347 2,165 0.67%
VA HQ and Others 12,448 165 152 1.22% 105 97 0.78%
VA National Cemetary Administration 1,717 50 38 2.21% 27 19 1.11%
VA Veterans Benefits Administration 20,739 295 272 1.31% 155 148 0.71%
VA Veterans Health Administration 288,250 3,974 3,598 1.25% 2,060 1,901 0.66%

Federal Housing Finance Agency Wide 706 17 17 2.41% 9 9 1.27%
Federal Housing Finance Agency Hqtrs 573 14 14 2.44% 9 9 1.57%
Federal Housing Finance Agency OIG 133 3 3 2.26% 0 0 0.00%

General Services Administration Wide 12,416 158 143 1.15% 96 87 0.70%
GSA Central Office 3,356 40 38 1.13% 21 21 0.63%
GSA National Capital Region 1,655 16 15 0.91% 9 9 0.54%
GSA Region 1 305 3 3 0.98% 1 1 0.33%
GSA Region 10 456 2 2 0.44% 2 2 0.44%
GSA Region 2 664 19 17 2.56% 14 12 1.81%
GSA Region 3 911 11 10 1.10% 4 3 0.33%
GSA Region 4 998 19 19 1.90% 12 12 1.20%
GSA Region 5 888 5 4 0.45% 4 3 0.34%
GSA Region 6 756 7 7 0.93% 3 3 0.40%
GSA Region 7 1,059 6 6 0.57% 3 3 0.28%
GSA Region 8 414 3 3 0.72% 3 3 0.72%
GSA Region 9 954 27 19 1.99% 20 15 1.57%



Table B-1a  Page 11 of 11

Agency or Department Total Work 
Force

Number 
Completed/ 

Ended 
Counselings

Number 
Individuals 

with 
Completed/ 

Ended 
Counselings

Counseled 
Individuals 

as % of Total 
Work Force

Number 
Complaints 

Filed

Number 
Complainants

Number 
Complainants 
as % of Total 
Work Force

Table B-1a     FY 2012  Total Work Force, Counselings, and Complaints - Sub-Component Data

U.S. Postal Service Wide 625,701 13,143 11,976 1.91% 4,532 4,272 0.68%
USPS Capital Metro Area Operations 63,963 1,615 1,471 2.30% 559 538 0.84%
USPS Eastern Area 97,013 1,727 1,588 1.64% 696 649 0.67%
USPS Great Lakes Area 79,691 1,480 1,377 1.73% 517 494 0.62%
USPS Headquarters 9,976 140 129 1.29% 85 79 0.79%
USPS Northeast Area 91,597 1,554 1,441 1.57% 463 438 0.48%
USPS Office of Inspector General 1,169 21 19 1.63% 17 14 1.20%
USPS Pacific Area 66,700 1,825 1,638 2.46% 531 495 0.74%
USPS Southern Area 113,559 3,285 2,909 2.56% 1,128 1,055 0.93%
USPS Western Area 102,033 1,496 1,404 1.38% 536 510 0.50%
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Advisory Council on Historic Preservation NRF NRF NRF NRF NRF NRF NRF
African Development Foundation 0 0 0 0 0 0 0.00%
Agency for International Development 34 34 16 6 1 23 67.65%
American Battle Monuments Commission 1 1 1 0 0 1 100.00%
Appalachian Regional Commission NRF NRF NRF NRF NRF NRF NRF
Architectural & Transportation Barriers Compliance 
Board 0 0 0 0 0 0 0.00%
Arctic Research Commission NRF NRF NRF NRF NRF NRF NRF
Armed Forces Retirement Home 5 5 1 3 0 4 80.00%
Barry Goldwater Scholarship and Excellence in 
Education Foundation NRF NRF NRF NRF NRF NRF NRF
Broadcasting Board of Governors 53 53 47 2 2 51 96.23%
Central Intelligence Agency 42 42 16 14 3 33 78.57%
Chemical Safety and Hazard Investigation Board 2 2 0 2 0 2 100.00%
Christopher Columbus Fellowship Foundation NRF NRF NRF NRF NRF NRF NRF
Commission of Fine Arts NRF NRF NRF NRF NRF NRF NRF
Commission on Civil Rights 0 0 0 0 0 0 0.00%
Committee for Purchase from People Who Are Blind 
or Severely Disabled 0 0 0 0 0 0 0.00%
Commodity Futures Trading Commission 1 1 1 0 0 1 100.00%
Consumer Financial Protection Bureau 15 15 4 4 3 11 73.33%
Consumer Product Safety Commission 3 3 2 0 0 2 66.67%
Corporation for National and Community Service 7 7 1 2 0 3 42.86%
Court Services and Offender Supervision Agency for 
the District of Columbia 24 24 10 2 1 13 54.17%
Defense Army and Air Force Exchange 336 336 149 52 54 255 75.89%
Defense Commissary Agency 227 227 165 7 26 198 87.22%
Defense Contract Audit Agency 45 45 15 7 4 26 57.78%
Defense Contract Management Agency 85 85 49 0 36 85 100.00%
Defense Finance and Accounting Service 92 92 34 9 49 92 100.00%
Defense Human Resources Activity 8 8 1 0 5 6 75.00%

Table B-2     FY 2012  All Timely Completed Counselings 
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Defense Information Systems Agency 30 29 24 4 1 29 100.00%
Defense Intelligence Agency 89 89 35 29 19 83 93.26%
Defense Joint Task Force National Capital Region 
Medical 84 84 21 26 6 53 63.10%
Defense Logistics Agency 312 312 122 23 131 276 88.46%
Defense Media Activity 3 3 2 1 0 3 100.00%
Defense Missile Defense Agency 11 11 0 3 0 3 27.27%
Defense National Geospatial-Intelligence Agency 31 31 15 10 2 27 87.10%
Defense National Guard Bureau 113 113 58 2 37 97 85.84%
Defense National Security Agency 69 69 27 28 11 66 95.65%
Defense Nuclear Facilities Safety Board 0 0 0 0 0 0 0.00%
Defense Office of the Inspector General 9 9 8 0 1 9 100.00%
Defense Office of the Secretary - Wash. Hqtrs. 
Services 45 45 26 11 8 45 100.00%
Defense Security Service 18 18 16 0 2 18 100.00%
Defense Technical Information Center 1 1 0 0 0 0 0.00%
Defense Threat Reduction Agency 19 19 11 2 5 18 94.74%
Defense TRICARE Management Activity 18 18 3 3 1 7 38.89%
Defense Uniformed Services University 5 5 5 0 0 5 100.00%
Department of Agriculture 975 975 255 265 193 713 73.13%
Department of Commerce 325 325 145 118 12 275 84.62%
Department of Defense Education Activity 136 136 93 15 26 134 98.53%
Department of Education 48 48 14 26 7 47 97.92%
Department of Energy 124 124 37 19 10 66 53.23%
Department of Health and Human Services 674 674 318 148 147 613 90.95%
Department of Homeland Security 2,031 2,031 627 331 760 1,718 84.59%
Department of Housing and Urban Development 106 106 30 21 17 68 64.15%
Department of Justice 1,372 1,372 569 522 151 1,242 90.52%
Department of Labor 206 206 102 0 91 193 93.69%
Department of State 271 270 143 27 29 199 73.70%
Department of the Air Force 1,002 996 337 211 349 897 90.06%



Table B-2   Page 3 of 5

Agency or Department
Total Number 
Completed / 

Ended 
Counselings

Total Number 
Completed / 

Ended 
Counselings 
(excluding 
remands)

Number 
Timely 

within 30 
Days

Number 
Timely with 

Written 
Extension

Number 
Timely with 

ADR 
Participation

Total 
Number 
Timely 

Completed / 
Ended 

Counselings

% Timely 
Completed/ 

Ended 
Counselings 
(excluding 
remands)

Table B-2     FY 2012  All Timely Completed Counselings 

Department of the Army 2,301 2,299 1,448 203 357 2,008 87.34%
Department of the Interior 592 592 163 183 127 473 79.90%
Department of the Navy 1,531 1,530 357 458 579 1,394 91.11%
Department of the Treasury 746 746 279 114 328 721 96.65%
Department of Transportation 541 541 187 95 224 506 93.53%
Department of Veterans Affairs 4,484 4,484 1,985 113 2,309 4,407 98.28%
Election Assistance Commission NRF NRF NRF NRF NRF NRF NRF
Environmental Protection Agency 98 98 42 15 11 68 69.39%
Equal Employment Opportunity Commission 41 41 8 16 16 40 97.56%
Export-Import Bank of the US 2 2 2 0 0 2 100.00%
Farm Credit Administration 1 1 0 1 0 1 100.00%
Farm Credit System Insurance Corporation 0 0 0 0 0 0 0.00%
Federal Communications Commission 15 15 5 5 0 10 66.67%
Federal Deposit Insurance Corporation 82 82 35 6 39 80 97.56%
Federal Election Commission 4 4 4 0 0 4 100.00%
Federal Energy Regulatory Commission 13 13 10 3 0 13 100.00%
Federal Financial Institutions Examination Council NRF NRF NRF NRF NRF NRF NRF
Federal Housing Finance Agency 17 16 4 1 10 15 93.75%
Federal Labor Relations Authority 3 3 1 1 1 3 100.00%
Federal Maritime Commission 3 3 3 0 0 3 100.00%
Federal Mediation and Conciliation Service 2 2 2 0 0 2 100.00%
Federal Mine Safety & Health Review Commission 0 0 0 0 0 0 0.00%
Federal Reserve System--Board of Governors 54 54 54 0 0 54 100.00%
Federal Retirement Thrift Investment Board NRF NRF NRF NRF NRF NRF NRF
Federal Trade Commission 10 10 8 2 0 10 100.00%
General Services Administration 158 158 60 54 42 156 98.73%
Government Printing Office 70 70 53 13 0 66 94.29%
Harry S. Truman Scholarship Foundation 0 0 0 0 0 0 0.00%
Holocaust Memorial Museum U.S. 0 0 0 0 0 0 0.00%
Institute of Museum and Library Services 0 0 0 0 0 0 0.00%
Inter-American Foundation 0 0 0 0 0 0 0.00%
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International Boundary and Water Commission 2 2 2 0 0 2 100.00%
International Joint Commission: US and Canada NRF NRF NRF NRF NRF NRF NRF
International Trade Commission 2 2 1 0 1 2 100.00%
James Madison Memorial Fellowship Foundation NRF NRF NRF NRF NRF NRF NRF
Japan-United States Friendship Commission 0 0 0 0 0 0 0.00%
John F. Kennedy Center for the Performing Arts 2 2 2 0 0 2 100.00%
Marine Mammal Commission 0 0 0 0 0 0 0.00%
Merit Systems Protection Board 3 3 0 0 3 3 100.00%
Millennium Challenge Corporation 0 0 0 0 0 0 0.00%
Morris K. Udall Scholarship and Excellence in 
National Environmental Policy Foundation NRF NRF NRF NRF NRF NRF NRF
National Aeronautics and Space Administration 77 77 22 22 17 61 79.22%
National Archives and Records Administration 33 33 18 2 10 30 90.91%
National Capital Planning Commission 0 0 0 0 0 0 0.00%
National Council on Disability 0 0 0 0 0 0 0.00%
National Credit Union Administration 7 7 6 1 0 7 100.00%
National Endowment for the Arts 8 8 8 0 0 8 100.00%
National Endowment for the Humanities 0 0 0 0 0 0 0.00%
National Foundation on the Arts & the Humanities NRF NRF NRF NRF NRF NRF NRF
National Gallery of Art 3 3 1 2 0 3 100.00%
National Indian Gaming Commission 1 1 0 0 0 0 0.00%
National Labor Relations Board 19 19 8 7 0 15 78.95%
National Mediation Board 0 0 0 0 0 0 0.00%
National Reconnaissance Office 7 7 4 3 0 7 100.00%
National Science Foundation 15 15 8 0 6 14 93.33%
National Transportation Safety Board 3 3 3 0 0 3 100.00%
Navajo and Hopi Indian Relocation Commission 0 0 0 0 0 0 0.00%
Nuclear Regulatory Commission 35 35 16 8 9 33 94.29%
Nuclear Waste Technical Review Commission NRF NRF NRF NRF NRF NRF NRF
Occupational Safety& Health Review Commission 0 0 0 0 0 0 0.00%
Office of Government Ethics 10 10 8 0 2 10 100.00%
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Office of Personnel Management 88 88 75 10 2 87 98.86%
Office of Special Counsel 0 0 0 0 0 0 0.00%
Office of the Director of National Intelligence 5 5 0 5 0 5 100.00%
Overseas Private Investment Corporation 2 2 2 0 0 2 100.00%
Peace Corps 6 6 3 2 1 6 100.00%
Pension Benefit Guaranty Corporation 20 20 5 8 0 13 65.00%
Postal Regulatory Commission 1 1 1 0 0 1 100.00%
Presidio Trust NRF NRF NRF NRF NRF NRF NRF
Railroad Retirement Board 6 6 0 4 2 6 100.00%
Securities and Exchange Commission 30 30 6 16 3 25 83.33%
Selective Service System 2 2 2 0 0 2 100.00%
Small Business Administration 75 75 45 0 5 50 66.67%
Smithsonian Institution 38 38 3 2 33 38 100.00%
Social Security Administration 917 916 338 309 224 871 95.09%
Tennessee Valley Authority 86 86 36 29 20 85 98.84%
Trade and Development Agency 0 0 0 0 0 0 0.00%
U.S. Postal Service 13,143 13,121 2,077 2,421 8,408 12,906 98.36%
Utah Reclamation Mitigation and Conservation 
Commission NRF NRF NRF NRF NRF NRF NRF
Valles Caldera Trust NRF NRF NRF NRF NRF NRF NRF

Cabinet Level Subtotal 32,258 32,225 9,952 5,507 14,522 29,981 93.04%
Midsize Agencies Subtotal 1,634 1,633 660 451 396 1,507 92.28%
Small Agencies Subtotal 615 614 343 129 69 541 88.11%
Micro Agencies Subtotal 14 14 10 2 2 14 100.00%
Government-wide 34,521 34,486 10,965 6,089 14,989 32,043 92.92%

NRF = No Report Filed
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Defense Logistics Agency Wide 312 312 122 23 131 276 88.46%
DLA Aviation 54 54 33 1 14 48 88.89%
DLA Disposition Services 10 10 6 0 1 7 70.00%
DLA Distribution 151 151 58 9 73 140 92.72%
DLA Headquarters Operations Division 53 53 12 6 25 43 81.13%
DLA Land and Maritime 20 20 5 7 3 15 75.00%
DLA Logistics Information Service 2 2 2 0 0 2 100.00%
DLA Troop Support 22 22 6 0 15 21 95.45%

Defense National Guard Bureau Wide 113 113 58 2 37 97 85.84%
Alabama National Guard 1 1 1 0 0 1 100.00%
Alaska National Guard 0 0 0 0 0 0 0.00%
Arizona National Guard 6 6 3 0 3 6 100.00%
Arkansas National Guard 3 3 3 0 0 3 100.00%
California National Guard 17 17 11 1 0 12 70.59%
Colorado National Guard 1 1 1 0 0 1 100.00%
Connecticut National Guard 0 0 0 0 0 0 0.00%
DC National Guard 1 1 1 0 0 1 100.00%
Delaware National Guard 0 0 0 0 0 0 0.00%
Florida National Guard 1 1 1 0 0 1 100.00%
Georgia National Guard 0 0 0 0 0 0 0.00%
Guam National Guard 0 0 0 0 0 0 0.00%
Hawaii National Guard 0 0 0 0 0 0 0.00%
Idaho National Guard 0 0 0 0 0 0 0.00%
Illinois National Guard 0 0 0 0 0 0 0.00%
Indiana National Guard 1 1 1 0 0 1 100.00%
Iowa National Guard 34 34 3 0 30 33 97.06%

Table B-2a     FY 2012  All Timely Completed Counselings - Sub-Component Data
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Kansas National Guard 1 1 1 0 0 1 100.00%
Kentucky National Guard 0 0 0 0 0 0 0.00%
Louisiana National Guard 0 0 0 0 0 0 0.00%
Maine National Guard 0 0 0 0 0 0 0.00%
Maryland National Guard 0 0 0 0 0 0 0.00%
Massachusetts National Guard 4 4 4 0 0 4 100.00%
Michigan National Guard 5 5 1 0 2 3 60.00%
Minnesota National Guard 1 1 1 0 0 1 100.00%
Mississippi National Guard 1 1 1 0 0 1 100.00%
Missouri National Guard 1 1 1 0 0 1 100.00%
Montana National Guard 1 1 1 0 0 1 100.00%
Nebraska National Guard 0 0 0 0 0 0 0.00%
Nevada National Guard 2 2 0 1 0 1 50.00%
New Hampshire National Guard 0 0 0 0 0 0 0.00%
New Jersey National Guard 0 0 0 0 0 0 0.00%
New Mexico National Guard 0 0 0 0 0 0 0.00%
New York National Guard 6 6 0 0 0 0 0.00%
North Carolina National Guard 0 0 0 0 0 0 0.00%
North Dakota National Guard 1 1 1 0 0 1 100.00%
Ohio National Guard 0 0 0 0 0 0 0.00%
Oklahoma National Guard 0 0 0 0 0 0 0.00%
Oregon National Guard 0 0 0 0 0 0 0.00%
Pennsylvania National Guard 1 1 1 0 0 1 100.00%
Puerto Rico National Guard 6 6 6 0 0 6 100.00%
Rhode Island National Guard 0 0 0 0 0 0 0.00%
South Carolina National Guard 1 1 1 0 0 1 100.00%
South Dakota National Guard 0 0 0 0 0 0 0.00%
Tennessee National Guard 1 1 1 0 0 1 100.00%
Texas National Guard 1 1 1 0 0 1 100.00%
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Utah National Guard 4 4 4 0 0 4 100.00%
Vermont National Guard 0 0 0 0 0 0 0.00%
Virgin Islands National Guard 0 0 0 0 0 0 0.00%
Virginia National Guard 2 2 2 0 0 2 100.00%
Washington State National Guard 3 3 3 0 0 3 100.00%
West Virginia National Guard 4 4 2 0 2 4 100.00%
Wisconsin National Guard 0 0 0 0 0 0 0.00%
Wyoming National Guard 2 2 1 0 0 1 50.00%

Department of Agriculture Wide 975 975 255 265 193 713 73.13%
USDA Agricultural Marketing Service 26 26 7 5 14 26 100.00%
USDA Agricultural Research Service 40 40 13 19 6 38 95.00%
USDA Agriculture Headquarters 51 51 8 3 4 15 29.41%
USDA Animal and Plant Health Inspection Service 87 87 5 18 8 31 35.63%
USDA Economic Research Service 1 1 0 1 0 1 100.00%
USDA Farm Service Agency 47 47 21 15 9 45 95.74%
USDA Food and Nutrition Service 12 12 6 5 1 12 100.00%
USDA Food Safety And Inspection Service 180 180 79 35 57 171 95.00%
USDA Foreign Agricultural Service 13 13 1 2 3 6 46.15%
USDA Forest Service 302 302 84 139 26 249 82.45%
USDA Grain Inspection, Packers & Stockyards Admin 15 15 0 1 5 6 40.00%
USDA National Agricultural Statistics Service 4 4 2 1 1 4 100.00%
USDA National Appeals Division 0 0 0 0 0 0 0.00%
USDA National Institute of Food and Agriculture 2 2 1 1 0 2 100.00%
USDA Natural Resources Conservation Service 74 74 13 3 39 55 74.32%
USDA Office Of The Chief Financial Officer 41 41 7 14 7 28 68.29%
USDA Office Of Inspector General 10 10 2 2 3 7 70.00%
USDA Risk Management Agency 14 14 1 1 7 9 64.29%
USDA Rural Development 56 56 5 0 3 8 14.29%
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Department of Commerce Wide 325 325 145 118 12 275 84.62%
DOC All Other Commerce Bureaus 30 30 7 1 1 9 30.00%
DOC Bureau of the Census 114 114 69 34 2 105 92.11%
DOC Decennial Census 5 5 5 0 0 5 100.00%
DOC International Trade Administration 11 11 2 5 0 7 63.64%
DOC National Institute of Standards & Technology 24 24 5 18 0 23 95.83%
DOC National Oceanic & Atmospheric Administration 82 82 39 27 5 71 86.59%
DOC U. S. Patent and Trademark Office 59 59 18 33 4 55 93.22%

Department of Energy Wide 124 124 37 19 10 66 53.23%
DOE Bonneville Power Administration 28 28 0 4 3 7 25.00%
DOE Chicago Operations Office 1 1 1 0 0 1 100.00%
DOE EM Consolidated Business Center 4 4 0 1 0 1 25.00%
DOE Golden Field Office 5 5 4 1 0 5 100.00%
DOE Headquarters 32 32 9 0 2 11 34.38%
DOE Idaho Operations Office 3 3 1 2 0 3 100.00%
DOE National Energy Technology Lab 2 2 1 0 0 1 50.00%
DOE NNSA Service Center 21 21 6 5 1 12 57.14%
DOE Oak Ridge Operations 2 2 2 0 0 2 100.00%
DOE OSTI 0 0 0 0 0 0 0.00%
DOE Richland Operations Office 1 1 0 1 0 1 100.00%
DOE Savannah River Operations 6 6 1 0 4 5 83.33%
DOE Southeastern Power Administration 0 0 0 0 0 0 0.00%
DOE Southwestern Power Administration 3 3 2 1 0 3 100.00%
DOE Strategic Petroleum Reserve 0 0 0 0 0 0 0.00%
DOE Western Area Power Administration 16 16 10 4 0 14 87.50%
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Department of Health &Human Services Wide 674 674 318 148 147 613 90.95%
HHS Administration for Children and Families 12 12 3 2 3 8 66.67%
HHS Agency for Healthcare Research and Quality 3 3 3 0 0 3 100.00%
HHS Centers for Disease Control and Prevention 127 127 44 25 52 121 95.28%
HHS Centers for Medicare & Medicaid Services 38 38 3 24 9 36 94.74%
HHS Food and Drug Administration 123 123 55 35 32 122 99.19%
HHS Health Resources and Services Administration 20 20 6 10 4 20 100.00%
HHS Indian Health Service 198 198 104 41 27 172 86.87%
HHS National Institutes of Health 99 99 71 2 15 88 88.89%
HHS Office of the Sec. of Health& Human Srvcs 44 44 24 7 3 34 77.27%
HHS Program Support Center 7 7 4 1 1 6 85.71%
HHS Substance Abuse & Mental Health Srvcs Admin 3 3 1 1 1 3 100.00%

Department of Homeland Security Wide 2,031 2,031 627 331 760 1,718 84.59%
DHS Federal Emergency Management Agency 242 242 116 64 2 182 75.21%
DHS Federal Law Enforcement Training Center 18 18 9 5 4 18 100.00%
DHS Headquarters 77 77 21 29 4 54 70.13%
DHS Transportation Security Administration 658 658 123 126 309 558 84.80%
DHS U.S. Citizenship and Immigration Services 186 186 59 42 84 185 99.46%
DHS U.S. Coast Guard 96 96 55 13 26 94 97.92%
DHS U.S. Customs and Border Protection 464 464 184 1 279 464 100.00%
DHS U.S. Immigration and Customs Enforcement 242 242 15 50 51 116 47.93%
DHS U.S. Secret Service 48 48 45 1 1 47 97.92%
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Department of Justice Wide 1,372 1,372 569 522 151 1,242 90.52%
DOJ Alcohol, Tobacco, Firearms and Explosives 67 67 21 15 17 53 79.10%
DOJ Bureau of Prisons 838 838 328 394 98 820 97.85%
DOJ Drug Enforcement Administration 44 44 12 14 1 27 61.36%
DOJ Executive Office for Immigration Review 16 16 8 8 0 16 100.00%
DOJ Executive Office for U.S. Attorneys 37 37 30 0 7 37 100.00%
DOJ Federal Bureau of Investigation 221 221 91 46 13 150 67.87%
DOJ Office of Justice Programs 18 18 4 5 9 18 100.00%
DOJ Offices, Boards, and Divisions 46 46 11 20 6 37 80.43%
DOJ U.S. Marshals Service 85 85 64 20 0 84 98.82%

Department of Labor Wide 206 206 102 0 91 193 93.69%
DOL (DM and others) 73 73 39 0 30 69 94.52%
DOL Bureau of Labor Statistics 6 6 2 0 4 6 100.00%
DOL Employment and Training Administration 17 17 10 0 6 16 94.12%
DOL Mine Safety and Health Administration 31 31 9 0 19 28 90.32%
DOL Occupational Safety and Health Administration 22 22 11 0 9 20 90.91%
DOL Office of Workers Compensation Programs 25 25 14 0 9 23 92.00%
DOL Wage and Hour Division 32 32 17 0 14 31 96.88%

Department of the Army Wide 2,301 2,299 1,448 203 357 2,008 87.34%
Eighth U.S. Army (KOREA) 2 2 0 0 0 0 0.00%
Headquarters, Department of Army 171 171 117 10 24 151 88.30%
U.S. Army Corps of Engineers 248 248 154 43 19 216 87.10%
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U.S. Army Europe 18 18 17 0 1 18 100.00%
U.S. Army Forces Command 175 175 163 4 4 171 97.71%
U.S. Army Installation Management Command 545 544 346 51 85 482 88.60%
U.S. Army Intelligence and Security Command 22 22 13 1 4 18 81.82%
U.S. Army Material Command 508 507 276 53 119 448 88.36%
U.S. Army Medical Command 424 424 260 30 66 356 83.96%
U.S. Army Network Enterprise Technology Command 26 26 14 2 4 20 76.92%
U.S. Army Pacific (USARPAC) 2 2 1 0 1 2 100.00%
U.S. Army Space and Missile Defense Command 1 1 0 1 0 1 100.00%
U.S. Army Special Operations Command (USASOC) 16 16 6 0 6 12 75.00%
U.S. Army Test and Evaluation Command 16 16 8 0 4 12 75.00%
U.S. Army Training and Doctrine Command 127 127 73 8 20 101 79.53%

Department of the Interior Wide 592 592 163 183 127 473 79.90%
Bureau of Ocean Energy Management 7 7 2 0 2 4 57.14%
Bureau of Safety and Environmental Enforcement 7 7 1 0 1 2 28.57%
DOI Bureau Of Indian Affairs 56 56 3 36 17 56 100.00%
DOI Bureau Of Land Management 81 81 24 19 22 65 80.25%
DOI Bureau Of Reclamation 78 78 31 24 8 63 80.77%
DOI Fish And Wildlife Service 56 56 17 27 6 50 89.29%
DOI Geological Survey 22 22 8 8 6 22 100.00%
DOI National Park Service 208 208 61 39 37 137 65.87%
DOI Office Of Surface Mining, Reclamation & Enforce. 6 6 2 1 1 4 66.67%
DOI-Office Of The Secretary 71 71 14 29 27 70 98.59%
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Department of the Navy Wide 1,531 1,530 357 458 579 1,394 91.11%
Chief Of Naval Operations 27 27 8 6 12 26 96.30%
Commander Naval Installations Command 270 270 59 66 124 249 92.22%
Commander Naval Reserve 0 0 0 0 0 0 0.00%
Commander Pacific Fleet 125 124 39 26 56 121 97.58%
DON Assistant for Administration 54 54 11 24 13 48 88.89%
DON Bureau of Medicine & Surgery 120 120 27 27 49 103 85.83%
DON SPAWAR 25 25 4 6 7 17 68.00%
DON Strategic Systems Project Office 7 7 0 6 1 7 100.00%
Fleet Cyber Command 16 16 5 5 5 15 93.75%
Fleet Forces Command 88 88 27 13 41 81 92.05%
Marine Corps HQ 233 233 48 91 62 201 86.27%
Military Sealift Command 56 56 3 14 38 55 98.21%
Naval Air Systems Command 162 162 44 66 43 153 94.44%
Naval Education & Training Command 31 31 3 9 15 27 87.10%
Naval Sea Systems Command 71 71 21 28 17 66 92.96%
Naval Special Warfare Command 5 5 0 2 2 4 80.00%
Naval Supply Systems Command 95 95 20 40 26 86 90.53%
Naval Systems Management Activity 0 0 0 0 0 0 0.00%
Navy Facilities & Engineering Command 118 118 33 24 53 110 93.22%
Navy Military Personnel Command 9 9 3 1 3 7 77.78%
Office Of Naval Intelligence 15 15 1 4 9 14 93.33%
Office Of Naval Research 4 4 1 0 3 4 100.00%

Department of the Treasury Wide 746 746 279 114 328 721 96.65%
Treas - Alcohol and Tobacco Tax and Trade Bureau 1 1 0 1 0 1 100.00%
Treas - Bureau of Engraving and Printing 31 31 24 1 3 28 90.32%
Treas - Bureau of the Public Debt 14 14 10 1 3 14 100.00%
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Treas - Departmental Offices 16 16 9 0 6 15 93.75%
Treas - Financial Crimes Enforcement Network 5 5 2 1 2 5 100.00%
Treas - Financial Management Service 15 15 1 0 1 2 13.33%
Treas - Inspector General For Tax Administration 2 2 2 0 0 2 100.00%
Treas - Internal Revenue Service 587 587 201 89 292 582 99.15%
Treas - Office of the Comptroller of the Currency 17 17 6 6 5 17 100.00%
Treas - Special Inspector General for the Trouble 
Assets Relief Program 0 0 0 0 0 0 0.00%
Treas - U. S. Mint 50 50 21 11 15 47 94.00%
Treas -Internal Revenue Service Office of the Chief 
Counsel 7 7 2 4 1 7 100.00%
Treas- Office of the Inspector General 1 1 1 0 0 1 100.00%

Department of Transportation Wide 541 541 187 95 224 506 93.53%
DOT Federal Aviation Administration 437 437 166 57 209 432 98.86%
DOT Federal Highway Administration 27 27 5 11 11 27 100.00%
DOT Federal Motor Carrier Safety Administration 8 8 0 7 1 8 100.00%
DOT Federal Railroad Administrataion 4 4 0 0 0 0 0.00%
DOT Federal Transit Administration 11 11 3 6 1 10 90.91%
DOT Maritime Administration 13 13 1 2 0 3 23.08%
DOT National Highway Traffic Safety Administration 10 10 4 3 0 7 70.00%
DOT Office of Inspector General 3 3 2 1 0 3 100.00%
DOT Office of the Secretary 11 11 5 4 2 11 100.00%
DOT Pipeline &Hazardous Materials Safety Admin 8 8 1 1 0 2 25.00%
DOT Research & Innovative Technology Administration 9 9 0 3 0 3 33.33%
DOT St. Lawrence Development Corporation 0 0 0 0 0 0 0.00%
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Department of Veterans Affairs Wide 4,484 4,484 1,985 113 2,309 4,407 98.28%
VA-HQ and Others 165 165 63 8 92 163 98.79%
VA-NCA 50 50 15 3 31 49 98.00%
VA-Veterans Benefits Administration 295 295 134 4 153 291 98.64%
VA-Veterans Health Administration 3,974 3,974 1,773 98 2,033 3,904 98.24%

Federal Housing Finance Agency Wide 17 16 4 1 10 15 93.75%
Federal Housing Finance Agency Hqtrs 14 13 1 1 10 12 92.31%
Federal Housing Finance Agency OIG 3 3 3 0 0 3 100.00%

General Services Administration Wide 158 158 60 54 42 156 98.73%
GSA Central Office 40 40 11 16 13 40 100.00%
GSA National Capital Region 16 16 5 6 5 16 100.00%
GSA Region 1 3 3 0 1 2 3 100.00%
GSA Region 10 2 2 2 0 0 2 100.00%
GSA Region 2 19 19 7 6 6 19 100.00%
GSA Region 3 11 11 4 4 3 11 100.00%
GSA Region 4 19 19 6 10 1 17 89.47%
GSA Region 5 5 5 0 5 0 5 100.00%
GSA Region 6 7 7 1 0 6 7 100.00%
GSA Region 7 6 6 4 0 2 6 100.00%
GSA Region 8 3 3 1 0 2 3 100.00%
GSA Region 9 27 27 19 6 2 27 100.00%
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U.S. Postal Service Wide 13,143 13,121 2,077 2,421 8,408 12,906 98.36%
USPS Capital Metro Area Operations 1,615 1,613 249 300 1,047 1,596 98.95%
USPS Eastern Area 1,727 1,726 251 495 940 1,686 97.68%
USPS Great Lakes Area 1,480 1,477 201 301 952 1,454 98.44%
USPS Headquarters 140 140 28 49 58 135 96.43%
USPS Northeast Area 1,554 1,553 153 354 1,015 1,522 98.00%
USPS Office of Inspector General 21 21 12 4 5 21 100.00%
USPS Pacific Area 1,825 1,823 240 185 1,379 1,804 98.96%
USPS Southern Area 3,285 3,275 733 448 2,044 3,225 98.47%
USPS Western Area 1,496 1,493 210 285 968 1,463 97.99%
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Advisory Council on Historic Preservation NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
African Development Foundation 0 0 0.00% 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Agency for International Development 34 1 2.94% 17 50.00% 18 52.94% 14 41.18% 2 5.88%
American Battle Monuments Commission 1 0 0.00% 0 0.00% 0 0.00% 1 100.00% 0 0.00%
Appalachian Regional Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Architectural and Transportation Barriers 
Compliance Board 0 0 0.00% 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Arctic Research Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Armed Forces Retirement Home 5 0 0.00% 1 20.00% 1 20.00% 4 80.00% 0 0.00%
Barry Goldwater Scholarship and Excellence in 
Education Foundation NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Broadcasting Board of Governors 53 5 9.43% 36 67.92% 41 77.36% 12 22.64% 0 0.00%
Central Intelligence Agency 42 1 2.38% 15 35.71% 16 38.10% 26 61.90% 0 0.00%
Chemical Safety and Hazard Investigation Board 2 0 0.00% 1 50.00% 1 50.00% 1 50.00% 0 0.00%
Christopher Columbus Fellowship Foundation NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Commission of Fine Arts NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Commission on Civil Rights 0 0 0.00% 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Committee for Purchase from People Who Are 
Blind or Severely Disabled 0 0 0.00% 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Commodity Futures Trading Commission 1 0 0.00% 0 0.00% 0 0.00% 1 100.00% 0 0.00%
Consumer Financial Protection Bureau 15 2 13.33% 2 13.33% 4 26.67% 11 73.33% 0 0.00%
Consumer Product Safety Commission 3 0 0.00% 0 0.00% 0 0.00% 2 66.67% 1 33.33%
Corporation for National and Community Service 7 0 0.00% 3 42.86% 3 42.86% 4 57.14% 0 0.00%
Court Services and Offender Supervision Agency 
for the District of Columbia 24 3 12.50% 11 45.83% 14 58.33% 10 41.67% 0 0.00%
Defense Army and Air Force Exchange 336 26 7.74% 204 60.71% 230 68.45% 98 29.17% 8 2.38%
Defense Commissary Agency 227 10 4.41% 75 33.04% 85 37.44% 138 60.79% 4 1.76%
Defense Contract Audit Agency 45 4 8.89% 10 22.22% 14 31.11% 28 62.22% 3 6.67%
Defense Contract Management Agency 85 6 7.06% 36 42.35% 42 49.41% 41 48.24% 2 2.35%
Defense Finance and Accounting Service 92 23 25.00% 29 31.52% 52 56.52% 36 39.13% 4 4.35%
Defense Human Resources Activity 8 1 12.50% 4 50.00% 5 62.50% 3 37.50% 0 0.00%
Defense Information Systems Agency 30 0 0.00% 13 43.33% 13 43.33% 17 56.67% 0 0.00%
Defense Intelligence Agency 89 7 7.87% 39 43.82% 46 51.69% 39 43.82% 4 4.49%
Defense Joint Task Force National Capital Region 
Medical 84 6 7.14% 45 53.57% 51 60.71% 33 39.29% 0 0.00%
Defense Logistics Agency 312 60 19.23% 132 42.31% 192 61.54% 114 36.54% 6 1.92%
Defense Media Activity 3 0 0.00% 2 66.67% 2 66.67% 1 33.33% 0 0.00%
Defense Missile Defense Agency 11 1 9.09% 3 27.27% 4 36.36% 4 36.36% 3 27.27%
Defense National Geospatial-Intelligence Agency 31 6 19.35% 7 22.58% 13 41.94% 16 51.61% 2 6.45%
Defense National Guard Bureau 113 47 41.59% 34 30.09% 81 71.68% 26 23.01% 6 5.31%
Defense National Security Agency 69 6 8.70% 43 62.32% 49 71.01% 18 26.09% 2 2.90%
Defense Nuclear Facilities Safety Board 0 0 0.00% 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Defense Office of the Inspector General 9 2 22.22% 0 0.00% 2 22.22% 6 66.67% 1 11.11%

Table B-3     FY 2012 Outcomes of All Pre-Complaint Closures
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Defense Office of the Secretary - Wash. Hqtrs. 
Services 45 2 4.44% 18 40.00% 20 44.44% 25 55.56% 0 0.00%
Defense Security Service 18 2 11.11% 3 16.67% 5 27.78% 8 44.44% 5 27.78%
Defense Technical Information Center 1 0 0.00% 1 100.00% 1 100.00% 0 0.00% 0 0.00%
Defense Threat Reduction Agency 19 3 15.79% 7 36.84% 10 52.63% 9 47.37% 0 0.00%
Defense TRICARE Management Activity 18 0 0.00% 8 44.44% 8 44.44% 10 55.56% 0 0.00%
Defense Uniformed Services University 5 0 0.00% 3 60.00% 3 60.00% 2 40.00% 0 0.00%
Department of Agriculture 975 97 9.95% 355 36.41% 452 46.36% 496 50.87% 27 2.77%
Department of Commerce 325 11 3.38% 85 26.15% 96 29.54% 222 68.31% 7 2.15%
Department of Defense Education Activity 136 10 7.35% 52 38.24% 62 45.59% 72 52.94% 2 1.47%
Department of Education 48 2 4.17% 13 27.08% 15 31.25% 32 66.67% 1 2.08%
Department of Energy 124 12 9.68% 37 29.84% 49 39.52% 72 58.06% 3 2.42%
Department of Health and Human Services 674 26 3.86% 168 24.93% 194 28.78% 371 55.04% 109 16.17%
Department of Homeland Security 2,031 155 7.63% 681 33.53% 836 41.16% 1,142 56.23% 53 2.61%
Department of Housing and Urban Development 106 0 0.00% 34 32.08% 34 32.08% 63 59.43% 9 8.49%
Department of Justice 1,372 82 5.98% 533 38.85% 615 44.83% 737 53.72% 20 1.46%
Department of Labor 206 12 5.83% 52 25.24% 64 31.07% 133 64.56% 9 4.37%
Department of State 271 18 6.64% 119 43.91% 137 50.55% 126 46.49% 8 2.95%
Department of the Air Force 1,002 186 18.56% 343 34.23% 529 52.79% 458 45.71% 15 1.50%
Department of the Army 2,301 264 11.47% 785 34.12% 1,049 45.59% 1,179 51.24% 73 3.17%
Department of the Interior 592 59 9.97% 176 29.73% 235 39.70% 339 57.26% 18 3.04%
Department of the Navy 1,531 228 14.89% 594 38.80% 822 53.69% 696 45.46% 13 0.85%
Department of the Treasury 746 152 20.38% 214 28.69% 366 49.06% 367 49.20% 13 1.74%
Department of Transportation 541 63 11.65% 173 31.98% 236 43.62% 292 53.97% 13 2.40%
Department of Veterans Affairs 4,484 353 7.87% 1,731 38.60% 2,084 46.48% 2,280 50.85% 120 2.68%
Election Assistance Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Environmental Protection Agency 98 4 4.08% 19 19.39% 23 23.47% 70 71.43% 5 5.10%
Equal Employment Opportunity Commission 41 2 4.88% 16 39.02% 18 43.90% 23 56.10% 0 0.00%
Export-Import Bank of the US 2 1 50.00% 0 0.00% 1 50.00% 1 50.00% 0 0.00%
Farm Credit Administration 1 0 0.00% 1 100.00% 1 100.00% 0 0.00% 0 0.00%
Farm Credit System Insurance Corporation 0 0 0.00% 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Federal Communications Commission 15 0 0.00% 5 33.33% 5 33.33% 10 66.67% 0 0.00%
Federal Deposit Insurance Corporation 82 11 13.41% 23 28.05% 34 41.46% 44 53.66% 4 4.88%
Federal Election Commission 4 0 0.00% 4 100.00% 4 100.00% 0 0.00% 0 0.00%
Federal Energy Regulatory Commission 13 0 0.00% 7 53.85% 7 53.85% 6 46.15% 0 0.00%
Federal Financial Institutions Examination Council NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Federal Housing Finance Agency 17 2 11.76% 6 35.29% 8 47.06% 9 52.94% 0 0.00%
Federal Labor Relations Authority 3 1 33.33% 1 33.33% 2 66.67% 1 33.33% 0 0.00%
Federal Maritime Commission 3 1 33.33% 0 0.00% 1 33.33% 2 66.67% 0 0.00%
Federal Mediation and Conciliation Service 2 0 0.00% 0 0.00% 0 0.00% 2 100.00% 0 0.00%
Federal Mine Safety & Health Review Commission 0 0 0.00% 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Federal Reserve System--Board of Governors 54 0 0.00% 42 77.78% 42 77.78% 12 22.22% 0 0.00%
Federal Retirement Thrift Investment Board NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Federal Trade Commission 10 1 10.00% 9 90.00% 10 100.00% 0 0.00% 0 0.00%
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General Services Administration 158 9 5.70% 50 31.65% 59 37.34% 92 58.23% 7 4.43%
Government Printing Office 70 0 0.00% 42 60.00% 42 60.00% 27 38.57% 1 1.43%
Harry S. Truman Scholarship Foundation 0 0 0.00% 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Holocaust Memorial Museum U.S. 0 0 0.00% 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Institute of Museum and Library Services 0 0 0.00% 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Inter-American Foundation 0 0 0.00% 0 0.00% 0 0.00% 0 0.00% 0 0.00%
International Boundary and Water Commission 2 0 0.00% 2 100.00% 2 100.00% 0 0.00% 0 0.00%
International Joint Commission: US and Canada NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
International Trade Commission 2 0 0.00% 0 0.00% 0 0.00% 2 100.00% 0 0.00%
James Madison Memorial Fellowship Foundation NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Japan-United States Friendship Commission 0 0 0.00% 0 0.00% 0 0.00% 0 0.00% 0 0.00%
John F. Kennedy Center for the Performing Arts 2 0 0.00% 1 50.00% 1 50.00% 1 50.00% 0 0.00%
Marine Mammal Commission 0 0 0.00% 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Merit Systems Protection Board 3 1 33.33% 1 33.33% 2 66.67% 1 33.33% 0 0.00%
Millennium Challenge Corporation 0 0 0.00% 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Morris K. Udall Scholarship and Excellence in 
National Environmental Policy Foundation NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
National Aeronautics and Space Administration 77 8 10.39% 30 38.96% 38 49.35% 37 48.05% 2 2.60%
National Archives and Records Administration 33 13 39.39% 16 48.48% 29 87.88% 3 9.09% 1 3.03%
National Capital Planning Commission 0 0 0.00% 0 0.00% 0 0.00% 0 0.00% 0 0.00%
National Council on Disability 0 0 0.00% 0 0.00% 0 0.00% 0 0.00% 0 0.00%
National Credit Union Administration 7 0 0.00% 4 57.14% 4 57.14% 3 42.86% 0 0.00%
National Endowment for the Arts 8 0 0.00% 7 87.50% 7 87.50% 1 12.50% 0 0.00%
National Endowment for the Humanities 0 0 0.00% 0 0.00% 0 0.00% 0 0.00% 0 0.00%
National Foundation on the Arts & the Humanities NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
National Gallery of Art 3 0 0.00% 1 33.33% 1 33.33% 2 66.67% 0 0.00%
National Indian Gaming Commission 1 1 100.00% 0 0.00% 1 100.00% 0 0.00% 0 0.00%
National Labor Relations Board 19 1 5.26% 9 47.37% 10 52.63% 8 42.11% 1 5.26%
National Mediation Board 0 0 0.00% 0 0.00% 0 0.00% 0 0.00% 0 0.00%
National Reconnaissance Office 7 1 14.29% 3 42.86% 4 57.14% 3 42.86% 0 0.00%
National Science Foundation 15 2 13.33% 4 26.67% 6 40.00% 9 60.00% 0 0.00%
National Transportation Safety Board 3 0 0.00% 1 33.33% 1 33.33% 2 66.67% 0 0.00%
Navajo and Hopi Indian Relocation Commission 0 0 0.00% 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Nuclear Regulatory Commission 35 9 25.71% 10 28.57% 19 54.29% 16 45.71% 0 0.00%
Nuclear Waste Technical Review Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Occupational Safety & Health Review Commission 0 0 0.00% 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Office of Government Ethics 10 0 0.00% 10 100.00% 10 100.00% 0 0.00% 0 0.00%
Office of Personnel Management 88 1 1.14% 38 43.18% 39 44.32% 44 50.00% 5 5.68%
Office of Special Counsel 0 0 0.00% 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Office of the Director of National Intelligence 5 0 0.00% 1 20.00% 1 20.00% 4 80.00% 0 0.00%
Overseas Private Investment Corporation 2 0 0.00% 2 100.00% 2 100.00% 0 0.00% 0 0.00%
Peace Corps 6 0 0.00% 2 33.33% 2 33.33% 4 66.67% 0 0.00%
Pension Benefit Guaranty Corporation 20 0 0.00% 8 40.00% 8 40.00% 12 60.00% 0 0.00%
Postal Regulatory Commission 1 0 0.00% 1 100.00% 1 100.00% 0 0.00% 0 0.00%
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Presidio Trust NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Railroad Retirement Board 6 1 16.67% 3 50.00% 4 66.67% 2 33.33% 0 0.00%
Securities and Exchange Commission 30 0 0.00% 10 33.33% 10 33.33% 20 66.67% 0 0.00%
Selective Service System 2 0 0.00% 1 50.00% 1 50.00% 1 50.00% 0 0.00%
Small Business Administration 75 4 5.33% 34 45.33% 38 50.67% 35 46.67% 2 2.67%
Smithsonian Institution 38 1 2.63% 10 26.32% 11 28.95% 11 28.95% 16 42.11%
Social Security Administration 917 77 8.40% 343 37.40% 420 45.80% 474 51.69% 23 2.51%
Tennessee Valley Authority 86 8 9.30% 9 10.47% 17 19.77% 58 67.44% 11 12.79%
Trade and Development Agency 0 0 0.00% 0 0.00% 0 0.00% 0 0.00% 0 0.00%
U.S. Postal Service 13,143 3,239 24.64% 5,363 40.80% 8,602 65.45% 4,324 32.90% 217 1.65%
Utah Reclamation Mitigation and Conservation 
Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Valles Caldera Trust NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF

Cabinet Level Subtotal 32,258 5,181 16.06% 12,224 37.89% 17,405 53.96% 14,073 43.63% 780 2.42%
Midsize Agencies Subtotal 1,634 125 7.65% 558 34.15% 683 41.80% 876 53.61% 75 4.59%
Small Agencies Subtotal 615 47 7.64% 302 49.11% 349 56.75% 260 42.28% 6 0.98%
Micro Agencies Subtotal 14 0 0.00% 12 80.00% 12 80.00% 2 13.33% 1 6.67%
Government-wide 34,521 5,353 15.51% 13,096 37.94% 18,449 53.44% 15,211 44.06% 862 2.50%

NRF = No Report Filed
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Defense Logistics Agency Wide 312 60 19.23% 132 42.31% 192 61.54% 114 36.54% 6 1.92%
DLA Aviation 54 9 16.67% 21 38.89% 30 55.56% 22 40.74% 2 3.70%
DLA Disposition Services 10 0 0.00% 7 70.00% 7 70.00% 3 30.00% 0 0.00%
DLA Distribution 151 33 21.85% 70 46.36% 103 68.21% 47 31.13% 1 0.66%
DLA Headquarters Operations Division 53 7 13.21% 16 30.19% 23 43.40% 27 50.94% 3 5.66%
DLA Land and Maritime 20 1 5.00% 8 40.00% 9 45.00% 11 55.00% 0 0.00%
DLA Logistics Information Service 2 1 50.00% 1 50.00% 2 100.00% 0 0.00% 0 0.00%
DLA Troop Support 22 9 40.91% 9 40.91% 18 81.82% 4 18.18% 0 0.00%

Defense National Guard Bureau Wide 113 47 41.59% 34 30.09% 81 71.68% 26 23.01% 6 5.31%
Alabama National Guard 1 0 0.00% 1 100.00% 1 100.00% 0 0.00% 0 0.00%
Alaska National Guard 0 0 0.00% 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Arizona National Guard 6 3 50.00% 0 0.00% 3 50.00% 2 33.33% 1 16.67%
Arkansas National Guard 3 3 100.00% 0 0.00% 3 100.00% 0 0.00% 0 0.00%
California National Guard 17 0 0.00% 8 47.06% 8 47.06% 8 47.06% 1 5.88%
Colorado National Guard 1 0 0.00% 0 0.00% 0 0.00% 1 100.00% 0 0.00%
Connecticut National Guard 0 0 0.00% 0 0.00% 0 0.00% 0 0.00% 0 0.00%
DC National Guard 1 0 0.00% 0 0.00% 0 0.00% 1 100.00% 0 0.00%
Delaware National Guard 0 0 0.00% 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Florida National Guard 1 0 0.00% 0 0.00% 0 0.00% 1 100.00% 0 0.00%
Georgia National Guard 0 0 0.00% 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Guam National Guard 0 0 0.00% 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Hawaii National Guard 0 0 0.00% 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Idaho National Guard 0 0 0.00% 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Illinois National Guard 0 0 0.00% 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Indiana National Guard 1 0 0.00% 0 0.00% 0 0.00% 1 100.00% 0 0.00%
Iowa National Guard 34 30 88.24% 4 11.76% 34 100.00% 0 0.00% 0 0.00%
Kansas National Guard 1 0 0.00% 1 100.00% 1 100.00% 0 0.00% 0 0.00%
Kentucky National Guard 0 0 0.00% 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Louisiana National Guard 0 0 0.00% 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Maine National Guard 0 0 0.00% 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Maryland National Guard 0 0 0.00% 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Massachusetts National Guard 4 4 100.00% 0 0.00% 4 100.00% 0 0.00% 0 0.00%
Michigan National Guard 5 1 20.00% 1 20.00% 2 40.00% 1 20.00% 2 40.00%
Minnesota National Guard 1 0 0.00% 1 100.00% 1 100.00% 0 0.00% 0 0.00%
Mississippi National Guard 1 0 0.00% 1 100.00% 1 100.00% 0 0.00% 0 0.00%
Missouri National Guard 1 0 0.00% 0 0.00% 0 0.00% 1 100.00% 0 0.00%
Montana National Guard 1 0 0.00% 1 100.00% 1 100.00% 0 0.00% 0 0.00%
Nebraska National Guard 0 0 0.00% 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Nevada National Guard 2 0 0.00% 0 0.00% 0 0.00% 2 100.00% 0 0.00%

Table B-3a     FY 2012 Outcomes of All Pre-Complaint Closures - Sub-Component Data
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New Hampshire National Guard 0 0 0.00% 0 0.00% 0 0.00% 0 0.00% 0 0.00%
New Jersey National Guard 0 0 0.00% 0 0.00% 0 0.00% 0 0.00% 0 0.00%
New Mexico National Guard 0 0 0.00% 0 0.00% 0 0.00% 0 0.00% 0 0.00%
New York National Guard 6 0 0.00% 4 66.67% 4 66.67% 2 33.33% 0 0.00%
North Carolina National Guard 0 0 0.00% 0 0.00% 0 0.00% 0 0.00% 0 0.00%
North Dakota National Guard 1 0 0.00% 1 100.00% 1 100.00% 0 0.00% 0 0.00%
Ohio National Guard 0 0 0.00% 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Oklahoma National Guard 0 0 0.00% 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Oregon National Guard 0 0 0.00% 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Pennsylvania National Guard 1 0 0.00% 1 100.00% 1 100.00% 0 0.00% 0 0.00%
Puerto Rico National Guard 6 0 0.00% 6 100.00% 6 100.00% 0 0.00% 0 0.00%
Rhode Island National Guard 0 0 0.00% 0 0.00% 0 0.00% 0 0.00% 0 0.00%
South Carolina National Guard 1 0 0.00% 0 0.00% 0 0.00% 1 100.00% 0 0.00%
South Dakota National Guard 0 0 0.00% 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Tennessee National Guard 1 0 0.00% 0 0.00% 0 0.00% 1 100.00% 0 0.00%
Texas National Guard 1 0 0.00% 0 0.00% 0 0.00% 1 100.00% 0 0.00%
Utah National Guard 4 3 75.00% 0 0.00% 3 75.00% 1 25.00% 0 0.00%
Vermont National Guard 0 0 0.00% 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Virgin Islands National Guard 0 0 0.00% 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Virginia National Guard 2 0 0.00% 2 100.00% 2 100.00% 0 0.00% 0 0.00%
Washington State National Guard 3 1 33.33% 0 0.00% 1 33.33% 2 66.67% 0 0.00%
West Virginia National Guard 4 2 50.00% 0 0.00% 2 50.00% 0 0.00% 2 50.00%
Wisconsin National Guard 0 0 0.00% 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Wyoming National Guard 2 0 0.00% 2 100.00% 2 100.00% 0 0.00% 0 0.00%

Department of Agriculture Wide 975 97 9.95% 355 36.41% 452 46.36% 496 50.87% 27 2.77%
USDA Agricultural Marketing Service 26 4 15.38% 1 3.85% 5 19.23% 21 80.77% 0 0.00%
USDA Agricultural Research Service 40 5 12.50% 5 12.50% 10 25.00% 29 72.50% 1 2.50%
USDA Agriculture Headquarters 51 7 13.73% 17 33.33% 24 47.06% 27 52.94% 0 0.00%
USDA Animal and Plant Health Inspection Service 87 6 6.90% 32 36.78% 38 43.68% 47 54.02% 2 2.30%
USDA Economic Research Service 1 0 0.00% 0 0.00% 0 0.00% 1 100.00% 0 0.00%
USDA Farm Service Agency 47 8 17.02% 16 34.04% 24 51.06% 22 46.81% 1 2.13%
USDA Food and Nutrition Service 12 1 8.33% 3 25.00% 4 33.33% 7 58.33% 1 8.33%
USDA Food Safety And Inspection Service 180 22 12.22% 95 52.78% 117 65.00% 61 33.89% 2 1.11%
USDA Foreign Agricultural Service 13 2 15.38% 1 7.69% 3 23.08% 10 76.92% 0 0.00%
USDA Forest Service 302 13 4.30% 120 39.74% 133 44.04% 161 53.31% 8 2.65%
USDA Grain Inspection, Packers & Stockyards Admin 15 3 20.00% 3 20.00% 6 40.00% 9 60.00% 0 0.00%
USDA National Agricultural Statistics Service 4 0 0.00% 3 75.00% 3 75.00% 1 25.00% 0 0.00%
USDA National Appeals Division 0 0 0.00% 0 0.00% 0 0.00% 0 0.00% 0 0.00%
USDA National Institute of Food and Agriculture 2 0 0.00% 1 50.00% 1 50.00% 1 50.00% 0 0.00%
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USDA Natural Resources Conservation Service 74 9 12.16% 21 28.38% 30 40.54% 38 51.35% 6 8.11%
USDA Office Of The Chief Financial Officer 41 6 14.63% 13 31.71% 19 46.34% 22 53.66% 0 0.00%
USDA - Office Of Inspector General 10 1 10.00% 2 20.00% 3 30.00% 7 70.00% 0 0.00%
USDA Risk Management Agency 14 4 28.57% 3 21.43% 7 50.00% 5 35.71% 2 14.29%
USDA Rural Development 56 6 10.71% 19 33.93% 25 44.64% 27 48.21% 4 7.14%

Department of Commerce Wide 325 11 3.38% 85 26.15% 96 29.54% 222 68.31% 7 2.15%
DOC All Other Commerce Bureaus 30 3 10.00% 3 10.00% 6 20.00% 24 80.00% 0 0.00%
DOC Bureau of the Census 114 2 1.75% 40 35.09% 42 36.84% 67 58.77% 5 4.39%
DOC Decennial Census 5 0 0.00% 1 20.00% 1 20.00% 4 80.00% 0 0.00%
DOC International Trade Administration 11 3 27.27% 3 27.27% 6 54.55% 5 45.45% 0 0.00%
DOC National Institute of Standards & Technology 24 2 8.33% 8 33.33% 10 41.67% 13 54.17% 1 4.17%
DOC National Oceanic & Atmospheric Admin 82 1 1.22% 16 19.51% 17 20.73% 65 79.27% 0 0.00%
DOC U. S. Patent and Trademark Office 59 0 0.00% 14 23.73% 14 23.73% 44 74.58% 1 1.69%

Department of Energy Wide 124 12 9.68% 37 29.84% 49 39.52% 72 58.06% 3 2.42%
DOE Bonneville Power Administration 28 2 7.14% 15 53.57% 17 60.71% 11 39.29% 0 0.00%
DOE Chicago Operations Office 1 0 0.00% 0 0.00% 0 0.00% 1 100.00% 0 0.00%
DOE EM Consolidated Business Center 4 1 25.00% 1 25.00% 2 50.00% 2 50.00% 0 0.00%
DOE Golden Field Office 5 0 0.00% 2 40.00% 2 40.00% 2 40.00% 1 20.00%
DOE Headquarters 32 4 12.50% 6 18.75% 10 31.25% 20 62.50% 2 6.25%
DOE Idaho Operations Office 3 0 0.00% 2 66.67% 2 66.67% 1 33.33% 0 0.00%
DOE National Energy Technology Lab 2 0 0.00% 0 0.00% 0 0.00% 2 100.00% 0 0.00%
DOE NNSA Service Center 21 3 14.29% 1 4.76% 4 19.05% 17 80.95% 0 0.00%
DOE Oak Ridge Operations 2 0 0.00% 0 0.00% 0 0.00% 2 100.00% 0 0.00%
DOE OSTI 0 0 0.00% 0 0.00% 0 0.00% 0 0.00% 0 0.00%
DOE Richland Operations Office 1 0 0.00% 1 100.00% 1 100.00% 0 0.00% 0 0.00%
DOE Savannah River Operations 6 1 16.67% 2 33.33% 3 50.00% 3 50.00% 0 0.00%
DOE Southeastern Power Administration 0 0 0.00% 0 0.00% 0 0.00% 0 0.00% 0 0.00%
DOE Southwestern Power Administration 3 0 0.00% 2 66.67% 2 66.67% 1 33.33% 0 0.00%
DOE Strategic Petroleum Reserve 0 0 0.00% 0 0.00% 0 0.00% 0 0.00% 0 0.00%
DOE Western Area Power Administration 16 1 6.25% 5 31.25% 6 37.50% 10 62.50% 0 0.00%
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Department of Health and Human Services Wide 674 26 3.86% 168 24.93% 194 28.78% 371 55.04% 109 16.17%
HHS Administration for Children and Families 12 2 16.67% 1 8.33% 3 25.00% 9 75.00% 0 0.00%
HHS Agency for Healthcare Research and Quality 3 0 0.00% 1 33.33% 1 33.33% 2 66.67% 0 0.00%
HHS Centers for Disease Control and Prevention 127 2 1.57% 41 32.28% 43 33.86% 81 63.78% 3 2.36%
HHS Centers for Medicare & Medicaid Services 38 0 0.00% 14 36.84% 14 36.84% 22 57.89% 2 5.26%
HHS Food and Drug Administration 123 5 4.07% 51 41.46% 56 45.53% 64 52.03% 3 2.44%
HHS Health Resources& Services Administration 20 4 20.00% 4 20.00% 8 40.00% 12 60.00% 0 0.00%
HHS Indian Health Service 198 11 5.56% 11 5.56% 22 11.11% 79 39.90% 97 48.99%
HHS National Institutes of Health 99 0 0.00% 29 29.29% 29 29.29% 68 68.69% 2 2.02%
HHS Office of the Sec of Health& Human Srvcs 44 2 4.55% 16 36.36% 18 40.91% 24 54.55% 2 4.55%
HHS Program Support Center 7 0 0.00% 0 0.00% 0 0.00% 7 100.00% 0 0.00%
HHS Substance Abuse & Mental Health Srvcs Admin 3 0 0.00% 0 0.00% 0 0.00% 3 100.00% 0 0.00%

Department of Homeland Security Wide 2,031 155 7.63% 681 33.53% 836 41.16% 1,142 56.23% 53 2.61%
DHS Federal Emergency Management Agency 242 7 2.89% 101 41.74% 108 44.63% 129 53.31% 5 2.07%
DHS Federal Law Enforcement Training Center 18 3 16.67% 3 16.67% 6 33.33% 11 61.11% 1 5.56%
DHS Headquarters 77 1 1.30% 20 25.97% 21 27.27% 55 71.43% 1 1.30%
DHS Transportation Security Administration 658 68 10.33% 202 30.70% 270 41.03% 373 56.69% 15 2.28%
DHS U.S. Citizenship and Immigration Services 186 20 10.75% 48 25.81% 68 36.56% 113 60.75% 5 2.69%
DHS U.S. Coast Guard 96 17 17.71% 36 37.50% 53 55.21% 41 42.71% 2 2.08%
DHS U.S. Customs and Border Protection 464 24 5.17% 184 39.66% 208 44.83% 243 52.37% 13 2.80%
DHS U.S. Immigration and Customs Enforcement 242 15 6.20% 73 30.17% 88 36.36% 148 61.16% 6 2.48%
DHS U.S. Secret Service 48 0 0.00% 14 29.17% 14 29.17% 29 60.42% 5 10.42%

Department of Justice Wide 1,372 82 5.98% 533 38.85% 615 44.83% 737 53.72% 20 1.46%
DOJ Alcohol, Tobacco, Firearms and Explosives 67 6 8.96% 19 28.36% 25 37.31% 40 59.70% 2 2.99%
DOJ Bureau of Prisons 838 50 5.97% 366 43.68% 416 49.64% 415 49.52% 7 0.84%
DOJ Drug Enforcement Administration 44 2 4.55% 12 27.27% 14 31.82% 28 63.64% 2 4.55%
DOJ Executive Office for Immigration Review 16 0 0.00% 1 6.25% 1 6.25% 14 87.50% 1 6.25%
DOJ Executive Office for U.S. Attorneys 37 3 8.11% 10 27.03% 13 35.14% 24 64.86% 0 0.00%
DOJ Federal Bureau of Investigation 221 12 5.43% 77 34.84% 89 40.27% 130 58.82% 2 0.90%
DOJ Office of Justice Programs 18 1 5.56% 2 11.11% 3 16.67% 15 83.33% 0 0.00%
DOJ Offices, Boards, and Divisions 46 8 17.39% 16 34.78% 24 52.17% 21 45.65% 1 2.17%
DOJ U.S. Marshals Service 85 0 0.00% 30 35.29% 30 35.29% 50 58.82% 5 5.88%
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Department of Labor Wide 206 12 5.83% 52 25.24% 64 31.07% 133 64.56% 9 4.37%
DOL (DM and others) 73 5 6.85% 22 30.14% 27 36.99% 42 57.53% 4 5.48%
DOL Bureau of Labor Statistics 6 0 0.00% 0 0.00% 0 0.00% 6 100.00% 0 0.00%
DOL Employment and Training Administration 17 0 0.00% 1 5.88% 1 5.88% 15 88.24% 1 5.88%
DOL Mine Safety and Health Administration 31 5 16.13% 8 25.81% 13 41.94% 16 51.61% 2 6.45%
DOL Occupational Safety and Health Administration 22 1 4.55% 6 27.27% 7 31.82% 15 68.18% 0 0.00%
DOL Office of Workers Compensation Programs 25 1 4.00% 8 32.00% 9 36.00% 15 60.00% 1 4.00%
DOL Wage and Hour Division 32 0 0.00% 7 21.88% 7 21.88% 24 75.00% 1 3.13%

Department of the Army Wide 2,301 264 11.47% 785 34.12% 1,049 45.59% 1,179 51.24% 73 3.17%
Eighth U.S. Army (KOREA) 2 0 0.00% 0 0.00% 0 0.00% 2 100.00% 0 0.00%
Headquarters, Department of Army 171 15 8.77% 55 32.16% 70 40.94% 95 55.56% 6 3.51%
U.S. Army Corps of Engineers 248 26 10.48% 77 31.05% 103 41.53% 138 55.65% 7 2.82%
U.S. Army Europe 18 2 11.11% 10 55.56% 12 66.67% 6 33.33% 0 0.00%
U.S. Army Forces Command 175 5 2.86% 80 45.71% 85 48.57% 83 47.43% 7 4.00%
U.S. Army Installation Management Command 545 67 12.29% 189 34.68% 256 46.97% 275 50.46% 14 2.57%
U.S. Army Intelligence and Security Command 22 1 4.55% 6 27.27% 7 31.82% 14 63.64% 1 4.55%
U.S. Army Material Command 508 57 11.22% 168 33.07% 225 44.29% 267 52.56% 16 3.15%
U.S. Army Medical Command 424 58 13.68% 147 34.67% 205 48.35% 201 47.41% 18 4.25%
U.S. Army Network Enterprise Technology Command 26 2 7.69% 6 23.08% 8 30.77% 17 65.38% 1 3.85%
U.S. Army Pacific (USARPAC) 2 0 0.00% 0 0.00% 0 0.00% 2 100.00% 0 0.00%
U.S. Army Space and Missile Defense Command 1 0 0.00% 0 0.00% 0 0.00% 1 100.00% 0 0.00%
U.S. Army Special Operations Command (USASOC) 16 6 37.50% 3 18.75% 9 56.25% 7 43.75% 0 0.00%
U.S. Army Test and Evaluation Command 16 4 25.00% 3 18.75% 7 43.75% 9 56.25% 0 0.00%
U.S. Army Training and Doctrine Command 127 21 16.54% 41 32.28% 62 48.82% 62 48.82% 3 2.36%

Department of the Interior Wide 592 59 9.97% 176 29.73% 235 39.70% 339 57.26% 18 3.04%
Bureau of Ocean Energy Management 7 0 0.00% 2 28.57% 2 28.57% 4 57.14% 1 14.29%
Bureau of Safety and Environmental Enforcement 7 0 0.00% 0 0.00% 0 0.00% 7 100.00% 0 0.00%
DOI Bureau Of Indian Affairs 56 1 1.79% 18 32.14% 19 33.93% 33 58.93% 4 7.14%
DOI Bureau Of Land Management 81 9 11.11% 25 30.86% 34 41.98% 46 56.79% 1 1.23%
DOI Bureau Of Reclamation 78 4 5.13% 22 28.21% 26 33.33% 50 64.10% 2 2.56%
DOI Fish And Wildlife Service 56 9 16.07% 12 21.43% 21 37.50% 35 62.50% 0 0.00%
DOI Geological Survey 22 2 9.09% 6 27.27% 8 36.36% 13 59.09% 1 4.55%
DOI National Park Service 208 27 12.98% 71 34.13% 98 47.12% 107 51.44% 3 1.44%
DOI Office Of Surface Mining, Reclamation & Enforce. 6 0 0.00% 1 16.67% 1 16.67% 5 83.33% 0 0.00%
DOI-Office Of The Secretary 71 7 9.86% 19 26.76% 26 36.62% 39 54.93% 6 8.45%



Table B-3a Page 6 of 8

Agency or Department
Number 

Completed / 
Ended  

Counselings

Number 
Completed/ 
Ended by 

Settlements

% Settlements

Number  
Completed/ 
Ended by 

Withdrawals/No 
Complaints Filed 

% 
Withdrawals/No 
Complaints Filed 

Total Number 
Completed/ 
Ended by 

Resolution

% 
Resolutions

Number 
Completed/ 
Ended by 

Filing 
Complaint

% 
Complaints 

Number 
Decision to 

File 
Complaint 
Pending

% Decision 
to File 

Complaint 
Pending

Table B-3a     FY 2012 Outcomes of All Pre-Complaint Closures - Sub-Component Data

Department of the Navy Wide 1,531 228 14.89% 594 38.80% 822 53.69% 696 45.46% 13 0.85%
Chief Of Naval Operations 27 2 7.41% 13 48.15% 15 55.56% 12 44.44% 0 0.00%
Commander Naval Installations Command 270 56 20.74% 102 37.78% 158 58.52% 111 41.11% 1 0.37%
Commander Naval Reserve 0 0 0.00% 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Commander Pacific Fleet 125 23 18.40% 59 47.20% 82 65.60% 41 32.80% 2 1.60%
DON Assistant for Administration 54 7 12.96% 18 33.33% 25 46.30% 29 53.70% 0 0.00%
DON Bureau of Medicine & Surgery 120 23 19.17% 47 39.17% 70 58.33% 50 41.67% 0 0.00%
DON SPAWAR 25 6 24.00% 10 40.00% 16 64.00% 8 32.00% 1 4.00%
DON Strategic Systems Project Office 7 0 0.00% 0 0.00% 0 0.00% 7 100.00% 0 0.00%
Fleet Cyber Command 16 2 12.50% 8 50.00% 10 62.50% 6 37.50% 0 0.00%
Fleet Forces Command 88 14 15.91% 34 38.64% 48 54.55% 39 44.32% 1 1.14%
Marine Corps HQ 233 34 14.59% 100 42.92% 134 57.51% 99 42.49% 0 0.00%
Military Sealift Command 56 0 0.00% 19 33.93% 19 33.93% 37 66.07% 0 0.00%
Naval Air Systems Command 162 18 11.11% 64 39.51% 82 50.62% 80 49.38% 0 0.00%
Naval Education & Training Command 31 7 22.58% 6 19.35% 13 41.94% 14 45.16% 4 12.90%
Naval Sea Systems Command 71 6 8.45% 28 39.44% 34 47.89% 36 50.70% 1 1.41%
Naval Special Warfare Command 5 1 20.00% 0 0.00% 1 20.00% 3 60.00% 1 20.00%
Naval Supply Systems Command 95 13 13.68% 38 40.00% 51 53.68% 44 46.32% 0 0.00%
Naval Systems Management Activity 0 0 0.00% 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Navy Facilities & Engineering Command 118 15 12.71% 44 37.29% 59 50.00% 57 48.31% 2 1.69%
Navy Military Personnel Command 9 1 11.11% 1 11.11% 2 22.22% 7 77.78% 0 0.00%
Office Of Naval Intelligence 15 0 0.00% 2 13.33% 2 13.33% 13 86.67% 0 0.00%
Office Of Naval Research 4 0 0.00% 1 25.00% 1 25.00% 3 75.00% 0 0.00%

Department of the Treasury Wide 746 152 20.38% 214 28.69% 366 49.06% 367 49.20% 13 1.74%
Treas - Alcohol and Tobacco Tax and Trade Bureau 1 0 0.00% 0 0.00% 0 0.00% 1 100.00% 0 0.00%
Treas - Bureau of Engraving and Printing 31 0 0.00% 9 29.03% 9 29.03% 22 70.97% 0 0.00%
Treas - Bureau of the Public Debt 14 2 14.29% 8 57.14% 10 71.43% 4 28.57% 0 0.00%
Treas - Departmental Offices 16 3 18.75% 4 25.00% 7 43.75% 9 56.25% 0 0.00%
Treas - Financial Crimes Enforcement Network 5 1 20.00% 2 40.00% 3 60.00% 2 40.00% 0 0.00%
Treas - Financial Management Service 15 1 6.67% 2 13.33% 3 20.00% 12 80.00% 0 0.00%
Treas - Inspector General For Tax Administration 2 0 0.00% 0 0.00% 0 0.00% 2 100.00% 0 0.00%
Treas - Internal Revenue Service 587 132 22.49% 173 29.47% 305 51.96% 272 46.34% 10 1.70%
Treas - Office of the Comptroller of the Currency 17 2 11.76% 6 35.29% 8 47.06% 6 35.29% 3 17.65%
Treas - Special Inspector General for the Trouble 
Assets Relief Program 0 0 0.00% 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Treas - U. S. Mint 50 9 18.00% 8 16.00% 17 34.00% 33 66.00% 0 0.00%
Treas -Internal Revenue Service Office of the Chief 
Counsel 7 2 28.57% 2 28.57% 4 57.14% 3 42.86% 0 0.00%
Treas- Office of the Inspector General 1 0 0.00% 0 0.00% 0 0.00% 1 100.00% 0 0.00%
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Department of Transportation Wide 541 63 11.65% 173 31.98% 236 43.62% 292 53.97% 13 2.40%
DOT Federal Aviation Administration 437 55 12.59% 135 30.89% 190 43.48% 235 53.78% 12 2.75%
DOT Federal Highway Administration 27 6 22.22% 12 44.44% 18 66.67% 9 33.33% 0 0.00%
DOT Federal Motor Carrier Safety Administration 8 1 12.50% 2 25.00% 3 37.50% 5 62.50% 0 0.00%
DOT Federal Railroad Administrataion 4 0 0.00% 1 25.00% 1 25.00% 3 75.00% 0 0.00%
DOT Federal Transit Administration 11 1 9.09% 3 27.27% 4 36.36% 7 63.64% 0 0.00%
DOT Maritime Administration 13 0 0.00% 3 23.08% 3 23.08% 9 69.23% 1 7.69%
DOT National Highway Traffic Safety Administration 10 0 0.00% 0 0.00% 0 0.00% 10 100.00% 0 0.00%
DOT Office of Inspector General 3 0 0.00% 2 66.67% 2 66.67% 1 33.33% 0 0.00%
DOT Office of the Secretary 11 0 0.00% 7 63.64% 7 63.64% 4 36.36% 0 0.00%
DOT Pipeline& Hazardous Materials Safety Admin 8 0 0.00% 4 50.00% 4 50.00% 4 50.00% 0 0.00%
DOT Research & Innovative Technology Administration 9 0 0.00% 4 44.44% 4 44.44% 5 55.56% 0 0.00%
DOT St. Lawrence Development Corporation 0 0 0.00% 0 0.00% 0 0.00% 0 0.00% 0 0.00%

Department of Veterans Affairs Wide 4,484 353 7.87% 1,731 38.60% 2,084 46.48% 2,280 50.85% 120 2.68%
VA-HQ and Others 165 10 6.06% 53 32.12% 63 38.18% 99 60.00% 3 1.82%
VA-NCA 50 5 10.00% 15 30.00% 20 40.00% 27 54.00% 3 6.00%
VA-Veterans Benefits Administration 295 28 9.49% 101 34.24% 129 43.73% 153 51.86% 13 4.41%
VA-Veterans Health Administration 3,974 310 7.80% 1,562 39.31% 1,872 47.11% 2,001 50.35% 101 2.54%

Federal Housing Finance Agency Wide 17 2 11.76% 6 35.29% 8 47.06% 9 52.94% 0 0.00%
Federal Housing Finance Agency Hqtrs 14 1 7.14% 4 28.57% 5 35.71% 9 64.29% 0 0.00%
Federal Housing Finance Agency OIG 3 1 33.33% 2 66.67% 3 100.00% 0 0.00% 0 0.00%

General Services Administration Wide 158 9 5.70% 50 31.65% 59 37.34% 92 58.23% 7 4.43%
GSA Central Office 40 3 7.50% 15 37.50% 18 45.00% 19 47.50% 3 7.50%
GSA National Capital Region 16 0 0.00% 9 56.25% 9 56.25% 7 43.75% 0 0.00%
GSA Region 1 3 0 0.00% 2 66.67% 2 66.67% 1 33.33% 0 0.00%
GSA Region 10 2 0 0.00% 0 0.00% 0 0.00% 2 100.00% 0 0.00%
GSA Region 2 19 1 5.26% 4 21.05% 5 26.32% 14 73.68% 0 0.00%
GSA Region 3 11 1 9.09% 2 18.18% 3 27.27% 4 36.36% 4 36.36%
GSA Region 4 19 0 0.00% 7 36.84% 7 36.84% 12 63.16% 0 0.00%
GSA Region 5 5 1 20.00% 0 0.00% 1 20.00% 4 80.00% 0 0.00%
GSA Region 6 7 3 42.86% 1 14.29% 4 57.14% 3 42.86% 0 0.00%
GSA Region 7 6 0 0.00% 3 50.00% 3 50.00% 3 50.00% 0 0.00%
GSA Region 8 3 0 0.00% 0 0.00% 0 0.00% 3 100.00% 0 0.00%
GSA Region 9 27 0 0.00% 7 25.93% 7 25.93% 20 74.07% 0 0.00%
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U.S. Postal Service Wide 13,143 3,239 24.64% 5,363 40.80% 8,602 65.45% 4,324 32.90% 217 1.65%
USPS Capital Metro Area Operations 1,615 381 23.59% 671 41.55% 1,052 65.14% 535 33.13% 28 1.73%
USPS Eastern Area 1,727 238 13.78% 782 45.28% 1,020 59.06% 674 39.03% 33 1.91%
USPS Great Lakes Area 1,480 313 21.15% 645 43.58% 958 64.73% 493 33.31% 29 1.96%
USPS Headquarters 140 13 9.29% 44 31.43% 57 40.71% 81 57.86% 2 1.43%
USPS Northeast Area 1,554 345 22.20% 742 47.75% 1,087 69.95% 436 28.06% 31 1.99%
USPS Office of Inspector General 21 2 9.52% 4 19.05% 6 28.57% 15 71.43% 0 0.00%
USPS Pacific Area 1,825 675 36.99% 624 34.19% 1,299 71.18% 505 27.67% 21 1.15%
USPS Southern Area 3,285 887 27.00% 1,278 38.90% 2,165 65.91% 1,071 32.60% 49 1.49%
USPS Western Area 1,496 385 25.74% 573 38.30% 958 64.04% 514 34.36% 24 1.60%
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Advisory Council on Historic Preservation NRF NRF NRF NRF NRF NRF
African Development Foundation 0 0 0.00% 0 0 0.00%
Agency for International Development 34 29 85.29% 24 5 14.71%
American Battle Monuments Commission 1 1 100.00% 1 0 0.00%
Appalachian Regional Commission NRF NRF NRF NRF NRF NRF
Architectural and Transportation Barriers Compliance 
Board 0 0 0.00% 0 0 0.00%
Arctic Research Commission NRF NRF NRF NRF NRF NRF
Armed Forces Retirement Home 5 4 80.00% 4 0 0.00%
Barry Goldwater Scholarship and Excellence in 
Education Foundation NRF NRF NRF NRF NRF NRF
Broadcasting Board of Governors 53 53 100.00% 51 2 3.77%
Central Intelligence Agency 42 38 90.48% 28 10 23.81%
Chemical Safety and Hazard Investigation Board 2 2 100.00% 2 0 0.00%
Christopher Columbus Fellowship Foundation NRF NRF NRF NRF NRF NRF
Commission of Fine Arts NRF NRF NRF NRF NRF NRF
Commission on Civil Rights 0 0 0.00% 0 0 0.00%
Committee for Purchase from People Who Are Blind 
or Severely Disabled 0 0 0.00% 0 0 0.00%
Commodity Futures Trading Commission 1 1 100.00% 1 0 0.00%
Consumer Financial Protection Bureau 15 13 86.67% 6 7 46.67%
Consumer Product Safety Commission 3 3 100.00% 2 1 33.33%
Corporation for National and Community Service 7 0 0.00% 0 0 0.00%
Court Services and Offender Supervision Agency for 
the District of Columbia 24 9 37.50% 5 4 16.67%
Defense Army and Air Force Exchange 336 336 100.00% 254 76 22.62%
Defense Commissary Agency 227 184 81.06% 62 122 53.74%
Defense Contract Audit Agency 45 7 15.56% 2 5 11.11%
Defense Contract Management Agency 85 38 44.71% 2 36 42.35%
Defense Finance and Accounting Service 92 71 77.17% 16 55 59.78%
Defense Human Resources Activity 8 7 87.50% 1 6 75.00%

Table B-4     FY 2012  Pre-Complaint ADR Offers, Rejections, and Acceptances
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Defense Information Systems Agency 30 30 100.00% 29 1 3.33%
Defense Intelligence Agency 89 78 87.64% 55 23 25.84%
Defense Joint Task Force National Capital Region 
Medical 84 84 100.00% 67 17 20.24%
Defense Logistics Agency 312 297 95.19% 106 191 61.22%
Defense Media Activity 3 2 66.67% 2 0 0.00%
Defense Missile Defense Agency 11 4 36.36% 3 1 9.09%
Defense National Geospatial-Intelligence Agency 31 29 93.55% 25 4 12.90%
Defense National Guard Bureau 113 83 73.45% 36 47 41.59%
Defense National Security Agency 69 69 100.00% 58 11 15.94%
Defense Nuclear Facilities Safety Board 0 0 0.00% 0 0 0.00%
Defense Office of the Inspector General 9 9 100.00% 7 2 22.22%
Defense Office of the Secretary - Wash. Hqtrs. 
Services 45 9 20.00% 0 9 20.00%
Defense Security Service 18 7 38.89% 5 2 11.11%
Defense Technical Information Center 1 1 100.00% 1 0 0.00%
Defense Threat Reduction Agency 19 19 100.00% 12 7 36.84%
Defense TRICARE Management Activity 18 15 83.33% 14 1 5.56%
Defense Uniformed Services University 5 0 0.00% 0 0 0.00%
Department of Agriculture 975 749 76.82% 494 255 26.15%
Department of Commerce 325 92 28.31% 55 37 11.38%
Department of Defense Education Activity 136 52 38.24% 23 29 21.32%
Department of Education 48 43 89.58% 33 10 20.83%
Department of Energy 124 79 63.71% 50 29 23.39%
Department of Health and Human Services 674 645 95.70% 443 202 29.97%
Department of Homeland Security 2,031 1,631 80.31% 695 936 46.09%
Department of Housing and Urban Development 106 106 100.00% 85 21 19.81%
Department of Justice 1,372 1,164 84.84% 922 242 17.64%
Department of Labor 206 206 100.00% 102 104 50.49%
Department of State 271 184 67.90% 119 65 23.99%
Department of the Air Force 1,002 743 74.15% 304 439 43.81%
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Department of the Army 2,301 995 43.24% 442 553 24.03%
Department of the Interior 592 464 78.38% 309 155 26.18%
Department of the Navy 1,531 1,527 99.74% 753 774 50.56%
Department of the Treasury 746 727 97.45% 298 429 57.51%
Department of Transportation 541 366 67.65% 124 242 44.73%
Department of Veterans Affairs 4,484 4,416 98.48% 1,836 2,580 57.54%
Election Assistance Commission NRF NRF NRF NRF NRF NRF
Environmental Protection Agency 98 83 84.69% 55 28 28.57%
Equal Employment Opportunity Commission 41 38 92.68% 21 17 41.46%
Export-Import Bank of the US 2 2 100.00% 2 0 0.00%
Farm Credit Administration 1 1 100.00% 1 0 0.00%
Farm Credit System Insurance Corporation 0 0 0.00% 0 0 0.00%
Federal Communications Commission 15 0 0.00% 0 0 0.00%
Federal Deposit Insurance Corporation 82 71 86.59% 32 39 47.56%
Federal Election Commission 4 4 100.00% 4 0 0.00%
Federal Energy Regulatory Commission 13 0 0.00% 0 0 0.00%
Federal Financial Institutions Examination Council NRF NRF NRF NRF NRF NRF
Federal Housing Finance Agency 17 16 94.12% 3 13 76.47%
Federal Labor Relations Authority 3 3 100.00% 2 1 33.33%
Federal Maritime Commission 3 3 100.00% 3 0 0.00%
Federal Mediation and Conciliation Service 2 0 0.00% 0 0 0.00%
Federal Mine Safety & Health Review Commission 0 0 0.00% 0 0 0.00%
Federal Reserve System--Board of Governors 54 54 100.00% 53 1 1.85%
Federal Retirement Thrift Investment Board NRF NRF NRF NRF NRF NRF
Federal Trade Commission 10 10 100.00% 10 0 0.00%
General Services Administration 158 146 92.41% 80 66 41.77%
Government Printing Office 70 70 100.00% 70 0 0.00%
Harry S. Truman Scholarship Foundation 0 0 0.00% 0 0 0.00%
Holocaust Memorial Museum U.S. 0 0 0.00% 0 0 0.00%
Institute of Museum and Library Services 0 0 0.00% 0 0 0.00%
Inter-American Foundation 0 0 0.00% 0 0 0.00%
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International Boundary and Water Commission 2 2 100.00% 2 0 0.00%
International Joint Commission: US & Canada NRF NRF NRF NRF NRF NRF
International Trade Commission 2 2 100.00% 1 1 50.00%
James Madison Memorial Fellowship Foundation NRF NRF NRF NRF NRF NRF
Japan-United States Friendship Commission 0 0 0.00% 0 0 0.00%
John F. Kennedy Center for the Performing Arts 2 2 100.00% 2 0 0.00%
Marine Mammal Commission 0 0 0.00% 0 0 0.00%
Merit Systems Protection Board 3 3 100.00% 0 3 100.00%
Millennium Challenge Corporation 0 0 0.00% 0 0 0.00%
Morris K. Udall Scholarship and Excellence in 
National Environmental Policy Foundation NRF NRF NRF NRF NRF NRF
National Aeronautics and Space Administration 77 33 42.86% 12 21 27.27%
National Archives and Records Administration 33 24 72.73% 14 10 30.30%
National Capital Planning Commission 0 0 0.00% 0 0 0.00%
National Council on Disability 0 0 0.00% 0 0 0.00%
National Credit Union Administration 7 7 100.00% 7 0 0.00%
National Endowment for the Arts 8 1 12.50% 0 1 12.50%
National Endowment for the Humanities 0 0 0.00% 0 0 0.00%
National Foundation on the Arts & the Humanities NRF NRF NRF NRF NRF NRF
National Gallery of Art 3 3 100.00% 3 0 0.00%
National Indian Gaming Commission 1 1 100.00% 0 1 100.00%
National Labor Relations Board 19 18 94.74% 16 2 10.53%
National Mediation Board 0 0 0.00% 0 0 0.00%
National Reconnaissance Office 7 4 57.14% 2 2 28.57%
National Science Foundation 15 13 86.67% 6 7 46.67%
National Transportation Safety Board 3 2 66.67% 2 0 0.00%
Navajo and Hopi Indian Relocation Commission 0 0 0.00% 0 0 0.00%
Nuclear Regulatory Commission 35 35 100.00% 26 9 25.71%
Nuclear Waste Technical Review Commission NRF NRF NRF NRF NRF NRF
Occupational Safety & Health Review Commission 0 0 0.00% 0 0 0.00%
Office of Government Ethics 10 10 100.00% 0 10 100.00%
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Office of Personnel Management 88 80 90.91% 71 9 10.23%
Office of Special Counsel 0 0 0.00% 0 0 0.00%
Office of the Director of National Intelligence 5 4 80.00% 4 0 0.00%
Overseas Private Investment Corporation 2 0 0.00% 0 0 0.00%
Peace Corps 6 6 100.00% 5 1 16.67%
Pension Benefit Guaranty Corporation 20 20 100.00% 19 1 5.00%
Postal Regulatory Commission 1 0 0.00% 0 0 0.00%
Presidio Trust NRF NRF NRF NRF NRF NRF
Railroad Retirement Board 6 4 66.67% 2 2 33.33%
Securities and Exchange Commission 30 16 53.33% 12 4 13.33%
Selective Service System 2 0 0.00% 0 0 0.00%
Small Business Administration 75 8 10.67% 0 8 10.67%
Smithsonian Institution 38 38 100.00% 5 33 86.84%
Social Security Administration 917 786 85.71% 380 406 44.27%
Tennessee Valley Authority 86 78 90.70% 58 20 23.26%
Trade and Development Agency 0 0 0.00% 0 0 0.00%
U.S. Postal Service 13,143 12,155 92.48% 2,975 9,180 69.85%
Utah Reclamation Mitigation and Conservation 
Commission NRF NRF NRF NRF NRF NRF
Valles Caldera Trust NRF NRF NRF NRF NRF NRF

Cabinet Level Subtotal 32,258 27,723 85.94% 10,819 16,898 52.38%
Midsize Agencies Subtotal 1,634 1,336 81.76% 699 637 38.98%
Small Agencies Subtotal 615 505 82.11% 407 98 15.93%
Micro Agencies Subtotal 15 13 86.67% 3 10 66.67%
Government-wide 34,521 29,577 85.68% 11,928 17,643 51.11%

NRF = No Report Filed
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Advisory Council on Historic Preservation NRF NRF NRF NRF NRF NRF NRF
African Development Foundation 0 0 0.00% 0 0.00% 0 0.00%
Agency for International Development 5 1 20.00% 3 60.00% 4 80.00%
American Battle Monuments Commission 0 0 0.00% 0 0.00% 0 0.00%
Appalachian Regional Commission NRF NRF NRF NRF NRF NRF NRF
Architectural and Transportation Barriers 
Compliance Board 0 0 0.00% 0 0.00% 0 0.00%
Arctic Research Commission NRF NRF NRF NRF NRF NRF NRF
Armed Forces Retirement Home 0 0 0.00% 0 0.00% 0 0.00%
Barry Goldwater Scholarship and Excellence in 
Education Foundation NRF NRF NRF NRF NRF NRF NRF
Broadcasting Board of Governors 2 0 0.00% 2 100.00% 2 100.00%
Central Intelligence Agency 10 0 0.00% 4 40.00% 4 40.00%
Chemical Safety and Hazard Investigation Board 0 0 0.00% 0 0.00% 0 0.00%
Christopher Columbus Fellowship Foundation NRF NRF NRF NRF NRF NRF NRF
Commission of Fine Arts NRF NRF NRF NRF NRF NRF NRF
Commission on Civil Rights 0 0 0.00% 0 0.00% 0 0.00%
Committee for Purchase from People Who Are Blind 
or Severely Disabled 0 0 0.00% 0 0.00% 0 0.00%
Commodity Futures Trading Commission 0 0 0.00% 0 0.00% 0 0.00%
Consumer Financial Protection Bureau 7 2 28.57% 1 14.29% 3 42.86%
Consumer Product Safety Commission 1 0 0.00% 0 0.00% 0 0.00%
Corporation for National and Community Service 0 0 0.00% 0 0.00% 0 0.00%
Court Services and Offender Supervision Agency for 
the District of Columbia 4 2 50.00% 2 50.00% 4 100.00%
Defense Army and Air Force Exchange 76 18 23.68% 33 43.42% 51 67.11%
Defense Commissary Agency 122 9 7.38% 33 27.05% 42 34.43%
Defense Contract Audit Agency 5 4 80.00% 1 20.00% 5 100.00%
Defense Contract Management Agency 36 4 11.11% 15 41.67% 19 52.78%
Defense Finance and Accounting Service 55 22 40.00% 14 25.45% 36 65.45%
Defense Human Resources Activity 6 1 16.67% 3 50.00% 4 66.67%
Defense Information Systems Agency 1 0 0.00% 1 100.00% 1 100.00%

Table B-5     FY 2012 ADR Pre-Complaint Resolutions (Informal Phase)
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Defense Intelligence Agency 23 7 30.43% 12 52.17% 19 82.61%
Defense Joint Task Force National Capital Region 
Medical 17 6 35.29% 2 11.76% 8 47.06%
Defense Logistics Agency 191 58 30.37% 80 41.88% 138 72.25%
Defense Media Activity 0 0 0.00% 0 0.00% 0 0.00%
Defense Missile Defense Agency 1 0 0.00% 1 100.00% 1 100.00%
Defense National Geospatial-Intelligence Agency 4 2 50.00% 1 25.00% 3 75.00%
Defense National Guard Bureau 47 37 78.72% 6 12.77% 43 91.49%
Defense National Security Agency 11 6 54.55% 2 18.18% 8 72.73%
Defense Nuclear Facilities Safety Board 0 0 0.00% 0 0.00% 0 0.00%
Defense Office of the Inspector General 2 1 50.00% 0 0.00% 1 50.00%
Defense Office of the Secretary - Wash. Hqtrs. 
Services 9 2 22.22% 2 22.22% 4 44.44%
Defense Security Service 2 2 100.00% 0 0.00% 2 100.00%
Defense Technical Information Center 0 0 0.00% 0 0.00% 0 0.00%
Defense Threat Reduction Agency 7 3 42.86% 3 42.86% 6 85.71%
Defense TRICARE Management Activity 1 0 0.00% 1 100.00% 1 100.00%
Defense Uniformed Services University 0 0 0.00% 0 0.00% 0 0.00%
Department of Agriculture 255 55 21.57% 78 30.59% 133 52.16%
Department of Commerce 37 7 18.92% 12 32.43% 19 51.35%
Department of Defense Education Activity 29 7 24.14% 9 31.03% 16 55.17%
Department of Education 10 1 10.00% 5 50.00% 6 60.00%
Department of Energy 29 5 17.24% 4 13.79% 9 31.03%
Department of Health and Human Services 202 16 7.92% 52 25.74% 68 33.66%
Department of Homeland Security 936 137 14.64% 303 32.37% 440 47.01%
Department of Housing and Urban Development 21 0 0.00% 5 23.81% 5 23.81%
Department of Justice 242 54 22.31% 58 23.97% 112 46.28%
Department of Labor 104 12 11.54% 15 14.42% 27 25.96%
Department of State 65 10 15.38% 16 24.62% 26 40.00%
Department of the Air Force 439 162 36.90% 59 13.44% 221 50.34%
Department of the Army 553 175 31.65% 177 32.01% 352 63.65%
Department of the Interior 155 32 20.65% 43 27.74% 75 48.39%
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Department of the Navy 774 203 26.23% 262 33.85% 465 60.08%
Department of the Treasury 429 138 32.17% 104 24.24% 242 56.41%
Department of Transportation 242 54 22.31% 71 29.34% 125 51.65%
Department of Veterans Affairs 2,580 319 12.36% 886 34.34% 1,205 46.71%
Election Assistance Commission NRF NRF NRF NRF NRF NRF NRF
Environmental Protection Agency 28 2 7.14% 2 7.14% 4 14.29%
Equal Employment Opportunity Commission 17 1 5.88% 4 23.53% 5 29.41%
Export-Import Bank of the US 0 0 0.00% 0 0.00% 0 0.00%
Farm Credit Administration 0 0 0.00% 0 0.00% 0 0.00%
Farm Credit System Insurance Corporation 0 0 0.00% 0 0.00% 0 0.00%
Federal Communications Commission 0 0 0.00% 0 0.00% 0 0.00%
Federal Deposit Insurance Corporation 39 9 23.08% 6 15.38% 15 38.46%
Federal Election Commission 0 0 0.00% 0 0.00% 0 0.00%
Federal Energy Regulatory Commission 0 0 0.00% 0 0.00% 0 0.00%
Federal Financial Institutions Examination Council NRF NRF NRF NRF NRF NRF NRF
Federal Housing Finance Agency 13 2 15.38% 4 30.77% 6 46.15%
Federal Labor Relations Authority 1 0 0.00% 1 100.00% 1 100.00%
Federal Maritime Commission 0 0 0.00% 0 0.00% 0 0.00%
Federal Mediation and Conciliation Service 0 0 0.00% 0 0.00% 0 0.00%
Federal Mine Safety &Health Review Commission 0 0 0.00% 0 0.00% 0 0.00%
Federal Reserve System--Board of Governors 1 0 0.00% 0 0.00% 0 0.00%
Federal Retirement Thrift Investment Board NRF NRF NRF NRF NRF NRF NRF
Federal Trade Commission 0 0 0.00% 0 0.00% 0 0.00%
General Services Administration 66 5 7.58% 22 33.33% 27 40.91%
Government Printing Office 0 0 0.00% 0 0.00% 0 0.00%
Harry S. Truman Scholarship Foundation 0 0 0.00% 0 0.00% 0 0.00%
Holocaust Memorial Museum U.S. 0 0 0.00% 0 0.00% 0 0.00%
Institute of Museum and Library Services 0 0 0.00% 0 0.00% 0 0.00%
Inter-American Foundation 0 0 0.00% 0 0.00% 0 0.00%
International Boundary and Water Commission 0 0 0.00% 0 0.00% 0 0.00%
International Joint Commission: US and Canada NRF NRF NRF NRF NRF NRF NRF
International Trade Commission 1 0 0.00% 0 0.00% 0 0.00%
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James Madison Memorial Fellowship Foundation NRF NRF NRF NRF NRF NRF NRF
Japan-United States Friendship Commission 0 0 0.00% 0 0.00% 0 0.00%
John F. Kennedy Center for the Performing Arts 0 0 0.00% 0 0.00% 0 0.00%
Marine Mammal Commission 0 0 0.00% 0 0.00% 0 0.00%
Merit Systems Protection Board 3 1 33.33% 0 0.00% 1 33.33%
Millennium Challenge Corporation 0 0 0.00% 0 0.00% 0 0.00%
Morris K. Udall Scholarship and Excellence in 
National Environmental Policy Foundation NRF NRF NRF NRF NRF NRF NRF
National Aeronautics and Space Administration 21 6 28.57% 7 33.33% 13 61.90%
National Archives and Records Administration 10 7 70.00% 2 20.00% 9 90.00%
National Capital Planning Commission 0 0 0.00% 0 0.00% 0 0.00%
National Council on Disability 0 0 0.00% 0 0.00% 0 0.00%
National Credit Union Administration 0 0 0.00% 0 0.00% 0 0.00%
National Endowment for the Arts 1 0 0.00% 0 0.00% 0 0.00%
National Endowment for the Humanities 0 0 0.00% 0 0.00% 0 0.00%
National Foundation on the Arts &the Humanities NRF NRF NRF NRF NRF NRF NRF
National Gallery of Art 0 0 0.00% 0 0.00% 0 0.00%
National Indian Gaming Commission 1 1 100.00% 0 0.00% 1 100.00%
National Labor Relations Board 2 0 0.00% 1 50.00% 1 50.00%
National Mediation Board 0 0 0.00% 0 0.00% 0 0.00%
National Reconnaissance Office 2 1 50.00% 1 50.00% 2 100.00%
National Science Foundation 7 2 28.57% 0 0.00% 2 28.57%
National Transportation Safety Board 0 0 0.00% 0 0.00% 0 0.00%
Navajo and Hopi Indian Relocation Commission 0 0 0.00% 0 0.00% 0 0.00%
Nuclear Regulatory Commission 9 5 55.56% 1 11.11% 6 66.67%
Nuclear Waste Technical Review Commission NRF NRF NRF NRF NRF NRF NRF
Occupational Safety& Health Review Commission 0 0 0.00% 0 0.00% 0 0.00%
Office of Government Ethics 10 0 0.00% 10 100.00% 10 100.00%
Office of Personnel Management 9 1 11.11% 8 88.89% 9 100.00%
Office of Special Counsel 0 0 0.00% 0 0.00% 0 0.00%
Office of the Director of National Intelligence 0 0 0.00% 0 0.00% 0 0.00%
Overseas Private Investment Corporation 0 0 0.00% 0 0.00% 0 0.00%
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Peace Corps 1 0 0.00% 0 0.00% 0 0.00%
Pension Benefit Guaranty Corporation 1 0 0.00% 0 0.00% 0 0.00%
Postal Regulatory Commission 0 0 0.00% 0 0.00% 0 0.00%
Presidio Trust NRF NRF NRF NRF NRF NRF NRF
Railroad Retirement Board 2 1 50.00% 1 50.00% 2 100.00%
Securities and Exchange Commission 4 0 0.00% 0 0.00% 0 0.00%
Selective Service System 0 0 0.00% 0 0.00% 0 0.00%
Small Business Administration 8 3 37.50% 2 25.00% 5 62.50%
Smithsonian Institution 33 1 3.03% 10 30.30% 11 33.33%
Social Security Administration 406 62 15.27% 61 15.02% 123 30.30%
Tennessee Valley Authority 20 1 5.00% 0 0.00% 1 5.00%
Trade and Development Agency 0 0 0.00% 0 0.00% 0 0.00%
U.S. Postal Service 9,180 3,119 33.98% 3,786 41.24% 6,905 75.22%
Utah Reclamation Mitigation and Conservation 
Commission NRF NRF NRF NRF NRF NRF NRF
Valles Caldera Trust NRF NRF NRF NRF NRF NRF NRF

Cabinet Level Subtotal 16,898 4,688 27.74% 6,155 36.42% 10,843 64.17%
Midsize Agencies Subtotal 637 92 14.44% 119 18.68% 211 33.12%
Small Agencies Subtotal 98 24 24.49% 26 26.53% 50 51.02%
Micro Agencies Subtotal 10 0 0.00% 10 100.00% 10 100.00%
Government-wide 17,643 4,804 27.23% 6,310 35.76% 11,114 62.99%

NRF = No Report Filed
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Advisory Council on Historic Preservation NRF NRF NRF NRF NRF NRF NRF NRF NRF
African Development Foundation 0 0 0 0.00% 0 0.00% $0.00 $0.00 $0.00
Agency for International Development 34 1 1 100.00% 1 100.00% $6,000.00 $6,000.00 $6,000.00
American Battle Monuments Commission 1 0 0 0.00% 0 0.00% $0.00 $0.00 $0.00
Appalachian Regional Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF
Architectural and Transportation Barriers 
Compliance Board 0 0 0 0.00% 0 0.00% $0.00 $0.00 $0.00
Arctic Research Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF
Armed Forces Retirement Home 5 0 0 0.00% 0 0.00% $0.00 $0.00 $0.00
Barry Goldwater Scholarship and Excellence in 
Education Foundation NRF NRF NRF NRF NRF NRF NRF NRF NRF
Broadcasting Board of Governors 53 5 5 100.00% 1 20.00% $1,000.00 $200.00 $1,000.00
Central Intelligence Agency 42 1 1 100.00% 0 0.00% $0.00 $0.00 $0.00
Chemical Safety and Hazard Investigation Board 2 0 0 0.00% 0 0.00% $0.00 $0.00 $0.00
Christopher Columbus Fellowship Foundation NRF NRF NRF NRF NRF NRF NRF NRF NRF
Commission of Fine Arts NRF NRF NRF NRF NRF NRF NRF NRF NRF
Commission on Civil Rights 0 0 0 0.00% 0 0.00% $0.00 $0.00 $0.00
Committee for Purchase from People Who Are Blind 
or Severely Disabled 0 0 0 0.00% 0 0.00% $0.00 $0.00 $0.00
Commodity Futures Trading Commission 1 0 0 0.00% 0 0.00% $0.00 $0.00 $0.00
Consumer Financial Protection Bureau 15 2 2 100.00% 0 0.00% $0.00 $0.00 $0.00
Consumer Product Safety Commission 3 0 0 0.00% 0 0.00% $0.00 $0.00 $0.00
Corporation for National and Community Service 7 0 0 0.00% 0 0.00% $0.00 $0.00 $0.00
Court Services and Offender Supervision Agency for 
the District of Columbia 24 3 3 100.00% 0 0.00% $0.00 $0.00 $0.00
Defense Army and Air Force Exchange 336 26 23 88.46% 3 11.54% $2,569.06 $98.81 $856.35
Defense Commissary Agency 227 10 10 100.00% 0 0.00% $0.00 $0.00 $0.00
Defense Contract Audit Agency 45 4 4 100.00% 0 0.00% $0.00 $0.00 $0.00
Defense Contract Management Agency 85 6 5 83.33% 2 33.33% $11,900.00 $1,983.33 $5,950.00
Defense Finance and Accounting Service 92 23 23 100.00% 1 4.35% $340.00 $14.78 $340.00
Defense Human Resources Activity 8 1 1 100.00% 0 0.00% $0.00 $0.00 $0.00
Defense Information Systems Agency 30 0 0 0.00% 0 0.00% $0.00 $0.00 $0.00
Defense Intelligence Agency 89 7 7 100.00% 2 28.57% $15,000.00 $2,142.86 $7,500.00
Defense Joint Task Force National Capital Region 
Medical 84 6 6 100.00% 0 0.00% $0.00 $0.00 $0.00

Table B-6     FY 2012  Benefits Provided in All Pre-Complaint Settlements
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Defense Logistics Agency 312 60 58 96.67% 5 8.33% $9,052.64 $150.88 $1,810.53
Defense Media Activity 3 0 0 0.00% 0 0.00% $0.00 $0.00 $0.00
Defense Missile Defense Agency 11 1 1 100.00% 0 0.00% $0.00 $0.00 $0.00
Defense National Geospatial-Intelligence Agency 31 6 6 100.00% 3 50.00% $35,203.80 $5,867.30 $11,734.60
Defense National Guard Bureau 113 47 47 100.00% 0 0.00% $0.00 $0.00 $0.00
Defense National Security Agency 69 6 5 83.33% 1 16.67% $500.00 $83.33 $500.00
Defense Nuclear Facilities Safety Board 0 0 0 0.00% 0 0.00% $0.00 $0.00 $0.00
Defense Office of the Inspector General 9 2 1 50.00% 1 50.00% $15,000.00 $7,500.00 $15,000.00
Defense Office of the Secretary - Wash. Hqtrs. 
Services 45 2 2 100.00% 0 0.00% $0.00 $0.00 $0.00
Defense Security Service 18 2 2 100.00% 0 0.00% $0.00 $0.00 $0.00
Defense Technical Information Center 1 0 0 0.00% 0 0.00% $0.00 $0.00 $0.00
Defense Threat Reduction Agency 19 3 2 66.67% 1 33.33% $2,000.00 $666.67 $2,000.00
Defense TRICARE Management Activity 18 0 0 0.00% 0 0.00% $0.00 $0.00 $0.00
Defense Uniformed Services University 5 0 0 0.00% 0 0.00% $0.00 $0.00 $0.00
Department of Agriculture 975 97 87 89.69% 29 29.90% $341,933.32 $3,525.09 $11,790.80
Department of Commerce 325 11 11 100.00% 1 9.09% $25,000.00 $2,272.73 $25,000.00
Department of Defense Education Activity 136 10 9 90.00% 1 10.00% $1,380.20 $138.02 $1,380.20
Department of Education 48 2 2 100.00% 0 0.00% $0.00 $0.00 $0.00
Department of Energy 124 12 11 91.67% 1 8.33% $5,418.00 $451.50 $5,418.00
Department of Health and Human Services 674 26 24 92.31% 2 7.69% $60,583.75 $2,330.14 $30,291.88
Department of Homeland Security 2,031 155 152 98.06% 19 12.26% $544,996.21 $3,516.10 $28,684.01
Department of Housing and Urban Development 106 0 0 0.00% 0 0.00% $0.00 $0.00 $0.00
Department of Justice 1,372 82 73 89.02% 22 26.83% $315,868.64 $3,852.06 $14,357.67
Department of Labor 206 12 10 83.33% 2 16.67% $23,500.00 $1,958.33 $11,750.00
Department of State 271 18 18 100.00% 0 0.00% $0.00 $0.00 $0.00
Department of the Air Force 1,002 186 186 100.00% 18 9.68% $172,541.20 $927.64 $9,585.62
Department of the Army 2,301 264 248 93.94% 41 15.53% $208,167.58 $788.51 $5,077.26
Department of the Interior 592 59 49 83.05% 17 28.81% $109,994.37 $1,864.31 $6,470.26
Department of the Navy 1,531 228 213 93.42% 25 10.96% $161,418.00 $707.97 $6,456.72
Department of the Treasury 746 152 151 99.34% 10 6.58% $65,250.00 $429.28 $6,525.00
Department of Transportation 541 63 62 98.41% 4 6.35% $9,950.00 $157.94 $2,487.50
Department of Veterans Affairs 4,484 353 321 90.93% 48 13.60% $485,766.66 $1,376.11 $10,120.14
Election Assistance Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF
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Environmental Protection Agency 98 4 4 100.00% 0 0.00% $0.00 $0.00 $0.00
Equal Employment Opportunity Commission 41 2 2 100.00% 0 0.00% $0.00 $0.00 $0.00
Export-Import Bank of the US 2 1 1 100.00% 0 0.00% $0.00 $0.00 $0.00
Farm Credit Administration 1 0 0 0.00% 0 0.00% $0.00 $0.00 $0.00
Farm Credit System Insurance Corporation 0 0 0 0.00% 0 0.00% $0.00 $0.00 $0.00
Federal Communications Commission 15 0 0 0.00% 0 0.00% $0.00 $0.00 $0.00
Federal Deposit Insurance Corporation 82 11 11 100.00% 1 9.09% $1,750.00 $159.09 $1,750.00
Federal Election Commission 4 0 0 0.00% 0 0.00% $0.00 $0.00 $0.00
Federal Energy Regulatory Commission 13 0 0 0.00% 0 0.00% $0.00 $0.00 $0.00
Federal Financial Institutions Examination Council NRF NRF NRF NRF NRF NRF NRF NRF NRF
Federal Housing Finance Agency 17 2 2 100.00% 1 50.00% $11,920.00 $5,960.00 $11,920.00
Federal Labor Relations Authority 3 1 1 100.00% 0 0.00% $0.00 $0.00 $0.00
Federal Maritime Commission 3 1 1 100.00% 0 0.00% $0.00 $0.00 $0.00
Federal Mediation and Conciliation Service 2 0 0 0.00% 0 0.00% $0.00 $0.00 $0.00
Federal Mine Safety & Health Review Commission 0 0 0 0.00% 0 0.00% $0.00 $0.00 $0.00
Federal Reserve System--Board of Governors 54 0 0 0.00% 0 0.00% $0.00 $0.00 $0.00
Federal Retirement Thrift Investment Board NRF NRF NRF NRF NRF NRF NRF NRF NRF
Federal Trade Commission 10 1 1 100.00% 0 0.00% $0.00 $0.00 $0.00
General Services Administration 158 9 8 88.89% 1 11.11% $628.38 $69.82 $628.38
Government Printing Office 70 0 0 0.00% 0 0.00% $0.00 $0.00 $0.00
Harry S. Truman Scholarship Foundation 0 0 0 0.00% 0 0.00% $0.00 $0.00 $0.00
Holocaust Memorial Museum U.S. 0 0 0 0.00% 0 0.00% $0.00 $0.00 $0.00
Institute of Museum and Library Services 0 0 0 0.00% 0 0.00% $0.00 $0.00 $0.00
Inter-American Foundation 0 0 0 0.00% 0 0.00% $0.00 $0.00 $0.00
International Boundary and Water Commission 2 0 0 0.00% 0 0.00% $0.00 $0.00 $0.00
International Joint Commission: US and Canada NRF NRF NRF NRF NRF NRF NRF NRF NRF
International Trade Commission 2 0 0 0.00% 0 0.00% $0.00 $0.00 $0.00
James Madison Memorial Fellowship Foundation NRF NRF NRF NRF NRF NRF NRF NRF NRF
Japan-United States Friendship Commission 0 0 0 0.00% 0 0.00% $0.00 $0.00 $0.00
John F. Kennedy Center for the Performing Arts 2 0 0 0.00% 0 0.00% $0.00 $0.00 $0.00
Marine Mammal Commission 0 0 0 0.00% 0 0.00% $0.00 $0.00 $0.00
Merit Systems Protection Board 3 1 1 100.00% 0 0.00% $0.00 $0.00 $0.00
Millennium Challenge Corporation 0 0 0 0.00% 0 0.00% $0.00 $0.00 $0.00
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Morris K. Udall Scholarship and Excellence in 
National Environmental Policy Foundation NRF NRF NRF NRF NRF NRF NRF NRF NRF
National Aeronautics and Space Administration 77 8 5 62.50% 4 50.00% $44,000.00 $5,500.00 $11,000.00
National Archives and Records Administration 33 13 13 100.00% 1 7.69% $1,650.00 $126.92 $1,650.00
National Capital Planning Commission 0 0 0 0.00% 0 0.00% $0.00 $0.00 $0.00
National Council on Disability 0 0 0 0.00% 0 0.00% $0.00 $0.00 $0.00
National Credit Union Administration 7 0 0 0.00% 0 0.00% $0.00 $0.00 $0.00
National Endowment for the Arts 8 0 0 0.00% 0 0.00% $0.00 $0.00 $0.00
National Endowment for the Humanities 0 0 0 0.00% 0 0.00% $0.00 $0.00 $0.00
National Foundation on the Arts & the Humanities NRF NRF NRF NRF NRF NRF NRF NRF NRF
National Gallery of Art 3 0 0 0.00% 0 0.00% $0.00 $0.00 $0.00
National Indian Gaming Commission 1 1 1 100.00% 0 0.00% $0.00 $0.00 $0.00
National Labor Relations Board 19 1 1 100.00% 0 0.00% $0.00 $0.00 $0.00
National Mediation Board 0 0 0 0.00% 0 0.00% $0.00 $0.00 $0.00
National Reconnaissance Office 7 1 0 0.00% 1 100.00% $20,000.00 $20,000.00 $20,000.00
National Science Foundation 15 2 2 100.00% 0 0.00% $0.00 $0.00 $0.00
National Transportation Safety Board 3 0 0 0.00% 0 0.00% $0.00 $0.00 $0.00
Navajo and Hopi Indian Relocation Commission 0 0 0 0.00% 0 0.00% $0.00 $0.00 $0.00
Nuclear Regulatory Commission 35 9 5 55.56% 4 44.44% $29,500.00 $3,277.78 $7,375.00
Nuclear Waste Technical Review Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF
Occupational Safety & Health Review Commission 0 0 0 0.00% 0 0.00% $0.00 $0.00 $0.00
Office of Government Ethics 10 0 0 0.00% 0 0.00% $0.00 $0.00 $0.00
Office of Personnel Management 88 1 0 0.00% 1 100.00% $11,000.00 $11,000.00 $11,000.00
Office of Special Counsel 0 0 0 0.00% 0 0.00% $0.00 $0.00 $0.00
Office of the Director of National Intelligence 5 0 0 0.00% 0 0.00% $0.00 $0.00 $0.00
Overseas Private Investment Corporation 2 0 0 0.00% 0 0.00% $0.00 $0.00 $0.00
Peace Corps 6 0 0 0.00% 0 0.00% $0.00 $0.00 $0.00
Pension Benefit Guaranty Corporation 20 0 0 0.00% 0 0.00% $0.00 $0.00 $0.00
Postal Regulatory Commission 1 0 0 0.00% 0 0.00% $0.00 $0.00 $0.00
Presidio Trust NRF NRF NRF NRF NRF NRF NRF NRF NRF
Railroad Retirement Board 6 1 1 100.00% 0 0.00% $0.00 $0.00 $0.00
Securities and Exchange Commission 30 0 0 0.00% 0 0.00% $0.00 $0.00 $0.00
Selective Service System 2 0 0 0.00% 0 0.00% $0.00 $0.00 $0.00
Small Business Administration 75 4 4 100.00% 1 25.00% $9,788.00 $2,447.00 $9,788.00
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Smithsonian Institution 38 1 0 0.00% 1 100.00% $618.49 $618.49 $618.49
Social Security Administration 917 77 77 100.00% 2 2.60% $28,500.00 $370.13 $14,250.00
Tennessee Valley Authority 86 8 8 100.00% 6 75.00% $94,279.96 $11,785.00 $15,713.33
Trade and Development Agency 0 0 0 0.00% 0 0.00% $0.00 $0.00 $0.00
U.S. Postal Service 13,143 3,239 3,031 93.58% 455 14.05% $558,750.39 $172.51 $1,228.02
Utah Reclamation Mitigation and Conservation 
Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF
Valles Caldera Trust NRF NRF NRF NRF NRF NRF NRF NRF NRF

Cabinet Level Subtotal 32,258 5,181 4,861 93.82% 714 13.78% $3,182,083.82 $614.18 $4,456.70
Midsize Agencies Subtotal 1,634 125 119 95.20% 17 13.60% $190,564.83 $1,524.52 $11,209.70
Small Agencies Subtotal 615 47 42 89.36% 9 19.15% $70,070.00 $1,490.85 $7,785.56
Micro Agencies Subtotal 15 0 0 0.00% 0 0.00% $0.00 $0.00 $0.00
Government-wide 34,521 5,353 5,022 93.82% 740 13.82% $3,442,718.65 $643.14 $4,652.32

NRF = No Report Filed
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Advisory Council on Historic Preservation NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
African Development Foundation 0 0 0.00% 0 0 0.00% 0 3 845 0 0 0.00% 0 0
Agency for International Development 34 23 67.65% 13 1 7.69% 282.38 16 398.81 1 0 0.00% 62 830
American Battle Monuments Commission 1 1 100.00% 0 0 0.00% 0 0 0 0 0 0.00% 0 0
Appalachian Regional Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Architectural and Transportation Barriers 
Compliance Board 0 0 0.00% 0 0 0.00% 0 0 0 0 0 0.00% 0 0
Arctic Research Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Armed Forces Retirement Home 5 4 80.00% 0 0 0.00% 0 4 243.5 4 4 100.00% 48.25 243.5
Barry Goldwater Scholarship and Excellence in 
Education Foundation NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Broadcasting Board of Governors 53 51 96.23% 5 5 100.00% 161.2 14 356.29 2 2 100.00% 51 326
Central Intelligence Agency 42 33 78.57% 14 1 7.14% 345.57 39 585.38 6 4 66.67% 59.67 590.33
Chemical Safety and Hazard Investigation Board 2 2 100.00% 0 0 0.00% 0 0 0 0 0 0.00% 0 0
Christopher Columbus Fellowship Foundation NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Commission of Fine Arts NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Commission on Civil Rights 0 0 0.00% 0 0 0.00% 0 0 0 0 0 0.00% 0 0
Committee for Purchase from People Who Are Blind 
or Severely Disabled 0 0 0.00% 0 0 0.00% 0 0 0 0 0 0.00% 0 0
Commodity Futures Trading Commission 1 1 100.00% 1 1 100.00% 110 2 314 2 1 50.00% 68.5 314
Consumer Financial Protection Bureau 15 11 73.33% 3 3 100.00% 209 7 181.29 3 3 100.00% 57 301
Consumer Product Safety Commission 3 2 66.67% 4 4 100.00% 142.25 2 380 1 1 100.00% 25 416
Corporation for National and Community Service 7 3 42.86% 6 6 100.00% 108.67 3 431.67 3 0 0.00% 169.33 431.67
Court Services and Offender Supervision Agency for 
the District of Columbia 24 13 54.17% 6 4 66.67% 165 15 756.93 2 2 100.00% 46 393
Defense Army and Air Force Exchange 336 255 75.89% 38 5 13.16% 234.79 89 318.17 14 13 92.86% 59.07 346.29
Defense Commissary Agency 227 198 87.22% 58 14 24.14% 256.97 120 318.85 27 26 96.30% 29.81 349.44
Defense Contract Audit Agency 45 26 57.78% 12 3 25.00% 264 32 252.25 7 5 71.43% 67.71 357.57
Defense Contract Management Agency 85 85 100.00% 3 0 0.00% 328.67 38 345.03 8 8 100.00% 21.88 496.63
Defense Finance and Accounting Service 92 92 100.00% 20 11 55.00% 244.55 39 352.74 8 8 100.00% 37.75 309.25
Defense Human Resources Activity 8 6 75.00% 0 0 0.00% 0 5 149 0 0 0.00% 0 0
Defense Information Systems Agency 29 29 100.00% 4 0 0.00% 260.75 8 686.75 0 0 0.00% 0 0
Defense Intelligence Agency 89 83 93.26% 14 5 35.71% 314.36 34 518.88 7 1 14.29% 239.57 681.29
Defense Joint Task Force National Capital Region 
Medical 84 53 63.10% 1 0 0.00% 315 7 92 0 0 0.00% 0 0
Defense Logistics Agency 312 276 88.46% 52 12 23.08% 272.19 136 463.1 38 3 7.89% 195.84 493.92
Defense Media Activity 3 3 100.00% 0 0 0.00% 0 3 453 0 0 0.00% 0 0
Defense Missile Defense Agency 11 3 27.27% 1 0 0.00% 237 0 0 0 0 0.00% 0 0
Defense National Geospatial-Intelligence Agency 31 27 87.10% 17 17 100.00% 179.47 20 427.3 4 4 100.00% 42.25 666.75
Defense National Guard Bureau 113 97 85.84% 0 0 0.00% 0 33 327.39 3 0 0.00% 321.67 361.67
Defense National Security Agency 69 66 95.65% 30 21 70.00% 332.5 17 636.29 5 5 100.00% 60 376.4
Defense Nuclear Facilities Safety Board 0 0 0.00% 0 0 0.00% 0 0 0 0 0 0.00% 0 0
Defense Office of the Inspector General 9 9 100.00% 1 1 100.00% 255 3 468.67 0 0 0.00% 0 0
Defense Office of the Secretary - Wash. Hqtrs. 
Services 45 45 100.00% 19 15 78.95% 247.68 45 569.62 6 0 0.00% 157.5 663.5

 Table B-7     FY 2012 Profile Agency Timeliness Indicators (totals with and without USPS data)
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Defense Security Service 18 18 100.00% 5 0 0.00% 193 6 166.67 3 3 100.00% 57.67 200
Defense Technical Information Center 1 0 0.00% 0 0 0.00% 0 1 599 0 0 0.00% 0 0
Defense Threat Reduction Agency 19 18 94.74% 0 0 0.00% 0 8 742.75 0 0 0.00% 0 0
Defense TRICARE Management Activity 18 7 38.89% 2 1 50.00% 368.5 7 217.29 0 0 0.00% 0 0
Defense Uniformed Services University 5 5 100.00% 0 0 0.00% 0 0 0 0 0 0.00% 0 0
Department of Agriculture 975 713 73.13% 437 217 49.66% 241.59 453 633.2 151 42 27.81% 244.41 638.32
Department of Commerce 325 275 84.62% 183 166 90.71% 188.25 432 465.11 189 26 13.76% 242.79 569.24
Department of Defense Education Activity 136 134 98.53% 54 50 92.59% 176.35 55 405.89 12 7 58.33% 58.33 385.67
Department of Education 48 47 97.92% 26 26 100.00% 179 46 565.93 17 17 100.00% 36.12 358.24
Department of Energy 124 66 53.23% 51 42 82.35% 178.84 63 344.75 18 5 27.78% 91.72 371.67
Department of Health and Human Services 674 613 90.95% 288 269 93.40% 153.41 409 340.52 96 54 56.25% 63.85 404.14
Department of Homeland Security 2,031 1,718 84.59% 1,046 596 56.98% 229.94 1,097 461.88 337 163 48.37% 142.91 493.66
Department of Housing and Urban Development 106 68 64.15% 77 26 33.77% 285.31 73 594.14 25 2 8.00% 190.32 624.24
Department of Justice 1,372 1,242 90.52% 614 483 78.66% 202.46 857 591.89 362 28 7.73% 382.55 775.83
Department of Labor 206 193 93.69% 85 83 97.65% 204.12 134 505.19 44 38 86.36% 59.48 357.14
Department of State 270 199 73.70% 97 52 53.61% 245.01 110 413.4 40 1 2.50% 167.78 460.58
Department of the Air Force 996 897 90.06% 305 53 17.38% 263.15 500 482.59 96 12 12.50% 455.29 839.44
Department of the Army 2,299 2,008 87.34% 484 114 23.55% 258.31 1,116 324.63 181 21 11.60% 108.17 528.11
Department of the Interior 592 473 79.90% 238 123 51.68% 270.06 307 487.03 104 12 11.54% 173.24 574.44
Department of the Navy 1,530 1,394 91.11% 409 162 39.61% 276.71 904 332.14 117 117 100.00% 53.45 477.23
Department of the Treasury 746 721 96.65% 285 248 87.02% 197.5 407 468.29 123 108 87.80% 41.02 355.41
Department of Transportation 541 506 93.53% 216 214 99.07% 136.06 335 411.26 89 47 52.81% 75.36 413.53
Department of Veterans Affairs 4,484 4,407 98.28% 1,583 1,391 87.87% 164.52 2,123 393.83 597 30 5.03% 177.88 464.04
Election Assistance Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Environmental Protection Agency 98 68 69.39% 61 9 14.75% 354.98 49 712.04 13 0 0.00% 476.77 899.31
Equal Employment Opportunity Commission 41 40 97.56% 13 12 92.31% 239.69 20 329.05 5 0 0.00% 155.4 529.8
Export-Import Bank of the US 2 2 100.00% 1 1 100.00% 240 1 330 0 0 0.00% 0 0
Farm Credit Administration 1 1 100.00% 0 0 0.00% 0 0 0 0 0 0.00% 0 0
Farm Credit System Insurance Corporation 0 0 0.00% 0 0 0.00% 0 0 0 0 0 0.00% 0 0
Federal Communications Commission 15 10 66.67% 10 10 100.00% 39 2 90 0 0 0.00% 0 0
Federal Deposit Insurance Corporation 82 80 97.56% 29 29 100.00% 224.21 42 291.31 12 12 100.00% 49.83 407.42
Federal Election Commission 4 4 100.00% 0 0 0.00% 0 0 0 0 0 0.00% 0 0
Federal Energy Regulatory Commission 13 13 100.00% 6 6 100.00% 180 10 152.3 6 6 100.00% 60 200
Federal Financial Institutions Examination Council NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Federal Housing Finance Agency 16 15 93.75% 3 2 66.67% 225 6 199.83 0 0 0.00% 0 0
Federal Labor Relations Authority 3 3 100.00% 1 1 100.00% 248 0 0 0 0 0.00% 0 0
Federal Maritime Commission 3 3 100.00% 0 0 0.00% 0 0 0 0 0 0.00% 0 0
Federal Mediation and Conciliation Service 2 2 100.00% 0 0 0.00% 0 2 15 0 0 0.00% 0 0
Federal Mine Safety & Health Review Commission 0 0 0.00% 0 0 0.00% 0 0 0 0 0 0.00% 0 0
Federal Reserve System--Board of Governors 54 54 100.00% 5 5 100.00% 151 6 310.17 0 0 0.00% 0 0
Federal Retirement Thrift Investment Board NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Federal Trade Commission 10 10 100.00% 0 0 0.00% 0 1 1,115.00 0 0 0.00% 0 0
General Services Administration 158 156 98.73% 77 44 57.14% 265.82 85 425.05 21 15 71.43% 59.19 397.57
Government Printing Office 70 66 94.29% 26 12 46.15% 274.27 29 329.86 11 3 27.27% 158.55 358.45
Harry S. Truman Scholarship Foundation 0 0 0.00% 0 0 0.00% 0 0 0 0 0 0.00% 0 0
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Holocaust Memorial Museum U.S. 0 0 0.00% 0 0 0.00% 0 0 0 0 0 0.00% 0 0
Institute of Museum and Library Services 0 0 0.00% 0 0 0.00% 0 0 0 0 0 0.00% 0 0
Inter-American Foundation 0 0 0.00% 0 0 0.00% 0 0 0 0 0 0.00% 0 0
International Boundary and Water Commission 2 2 100.00% 0 0 0.00% 0 0 0 0 0 0.00% 0 0
International Joint Commission: US and Canada NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
International Trade Commission 2 2 100.00% 2 1 50.00% 161.5 1 195 0 0 0.00% 0 0
James Madison Memorial Fellowship Foundation NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Japan-United States Friendship Commission 0 0 0.00% 0 0 0.00% 0 0 0 0 0 0.00% 0 0
John F. Kennedy Center for the Performing Arts 2 2 100.00% 1 1 100.00% 61 0 0 0 0 0.00% 0 0
Marine Mammal Commission 0 0 0.00% 0 0 0.00% 0 0 0 0 0 0.00% 0 0
Merit Systems Protection Board 3 3 100.00% 1 1 100.00% 148 1 231 0 0 0.00% 0 0
Millennium Challenge Corporation 0 0 0.00% 0 0 0.00% 0 0 0 0 0 0.00% 0 0
Morris K. Udall Scholarship and Excellence in 
National Environmental Policy Foundation NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
National Aeronautics and Space Administration 77 61 79.22% 21 17 80.95% 193.57 38 565.26 11 0 0.00% 181 516.36
National Archives and Records Administration 33 30 90.91% 3 3 100.00% 170 11 685.27 3 3 100.00% 58.33 636
National Capital Planning Commission 0 0 0.00% 0 0 0.00% 0 0 0 0 0 0.00% 0 0
National Council on Disability 0 0 0.00% 0 0 0.00% 0 0 0 0 0 0.00% 0 0
National Credit Union Administration 7 7 100.00% 3 2 66.67% 217 7 424.57 1 0 0.00% 75 541
National Endowment for the Arts 8 8 100.00% 0 0 0.00% 0 3 324.33 0 0 0.00% 0 0
National Endowment for the Humanities 0 0 0.00% 0 0 0.00% 0 0 0 0 0 0.00% 0 0
National Foundation on the Arts&the Humanities NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
National Gallery of Art 3 3 100.00% 0 0 0.00% 0 6 817.33 3 0 0.00% 89.33 760.67
National Indian Gaming Commission 1 0 0.00% 2 1 50.00% 266 1 304 0 0 0.00% 0 0
National Labor Relations Board 19 15 78.95% 3 3 100.00% 167.33 8 288.88 2 2 100.00% 55.5 234.5
National Mediation Board 0 0 0.00% 0 0 0.00% 0 0 0 0 0 0.00% 0 0
National Reconnaissance Office 7 7 100.00% 0 0 0.00% 0 7 542.14 2 1 50.00% 84.5 333.5
National Science Foundation 15 14 93.33% 4 0 0.00% 371.75 6 364 0 0 0.00% 0 0
National Transportation Safety Board 3 3 100.00% 2 2 100.00% 111 2 176 1 1 100.00% 40 276
Navajo and Hopi Indian Relocation Commission 0 0 0.00% 0 0 0.00% 0 0 0 0 0 0.00% 0 0
Nuclear Regulatory Commission 35 33 94.29% 9 7 77.78% 209.44 16 298.19 0 0 0.00% 0 0
Nuclear Waste Technical Review Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Occupational Safety & Health Review Commission 0 0 0.00% 0 0 0.00% 0 0 0 0 0 0.00% 0 0
Office of Government Ethics 10 10 100.00% 0 0 0.00% 0 2 15 0 0 0.00% 0 0
Office of Personnel Management 88 87 98.86% 25 25 100.00% 103.4 28 504.64 8 0 0.00% 353.88 1,128.25
Office of Special Counsel 0 0 0.00% 0 0 0.00% 0 0 0 0 0 0.00% 0 0
Office of the Director of National Intelligence 5 5 100.00% 0 0 0.00% 0 4 474 1 1 100.00% 27 269
Overseas Private Investment Corporation 2 2 100.00% 0 0 0.00% 0 0 0 0 0 0.00% 0 0
Peace Corps 6 6 100.00% 4 4 100.00% 156.75 4 508.75 3 1 33.33% 130 367
Pension Benefit Guaranty Corporation 20 13 65.00% 7 6 85.71% 194.14 20 437.2 5 5 100.00% 40.4 361.8
Postal Regulatory Commission 1 1 100.00% 0 0 0.00% 0 0 0 0 0 0.00% 0 0
Presidio Trust NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Railroad Retirement Board 6 6 100.00% 4 4 100.00% 178 1 660 0 0 0.00% 0 0
Securities and Exchange Commission 30 25 83.33% 10 8 80.00% 259.7 4 308.25 2 1 50.00% 66.5 334.5
Selective Service System 2 2 100.00% 2 2 100.00% 288 2 288 0 0 0.00% 0 0
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Small Business Administration 75 50 66.67% 33 30 90.91% 204.09 38 313.29 7 6 85.71% 25.14 329
Smithsonian Institution 38 38 100.00% 8 8 100.00% 173.5 15 500.27 5 5 100.00% 41.4 213.2
Social Security Administration 916 871 95.09% 339 279 82.30% 194.84 414 506.13 136 36 26.47% 175.1 459.63
Tennessee Valley Authority 86 85 98.84% 44 44 100.00% 138.2 58 330.36 20 20 100.00% 56.2 236.25
Trade and Development Agency 0 0 0.00% 0 0 0.00% 0 0 0 0 0 0.00% 0 0
U.S. Postal Service 13,121 12,906 98.36% 2,660 2,636 99.10% 112.86 4,579 275.45 1,088 1,062 97.61% 32.41 277.48
Utah Reclamation Mitigation and Conservation 
Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Valles Caldera Trust NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF

Cabinet Level Subtotal Including USPS 32,225 29,981 93.04% 9,415 7,056 74.94% 184.54 14,651 382.46 3,816 1,868 48.95% 143.51 462.61
Midsize Agencies Subtotal 1,633 1,507 92.28% 640 488 76.25% 212.74 774 475.76 236 97 41.10% 162.51 470.94
Small Agencies Subtotal 614 541 88.11% 171 116 67.84% 219.08 276 424.89 66 38 57.58% 90.12 407.67
Micro Agencies Subtotal 14 14 100.00% 0 0 0.00% 0 5 513 0 0 0.00% 0 0
Government-wide Including USPS 34,486 32,043 92.92% 10,226 7,660 74.91% 186.89 15,706 387.84 4,118 2,003 48.64% 143.74 462.21

USPS Percentage of Cabinet Sub Total 40.72% 43.05% 28.25% 37.36% 31.25% 28.51% 56.85%
USPS Percentage of Government-wide 38.05% 40.28% 26.01% 34.41% 29.15% 26.42% 53.02%

Cabinet Level Subtotal Minus USPS 19,104 17,075 89.38% 6,755 4,420 65.43% 212.77 10,072 431.1 2,728 806 29.55% 187.82 647.11
Government-wide Minus USPS 21,365 19,138 89.57% 7,566 5,024 66.40% 212.91 11,127 434.09 3,030 941 31.06% 183.72 628.17

NRF = No Report Filed
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Defense Logistics Agency Wide 312 276 88.46% 52 12 23.08% 272.19 136 463.1 38 3 7.89% 195.84 493.92
DLA Aviation 54 48 88.89% 10 2 20.00% 238.8 20 398.8 7 1 14.29% 160.86 452.71
DLA Disposition Services 10 7 70.00% 5 0 0.00% 328.8 9 638.56 6 1 16.67% 214.33 576.17
DLA Distribution 151 140 92.72% 19 6 31.58% 276.42 56 416.79 14 1 7.14% 249.86 549.14
DLA Headquarters Operations Division 53 43 81.13% 7 2 28.57% 264.14 22 586.32 1 0 0.00% 163 419
DLA Land and Maritime 20 15 75.00% 6 0 0.00% 321 16 450.06 3 0 0.00% 156.33 432.67
DLA Logistics Information Service 2 2 100.00% 2 0 0.00% 288.5 4 454.25 4 0 0.00% 156.25 454.25
DLA Troop Support 22 21 95.45% 3 2 66.67% 172.67 9 444.56 3 0 0.00% 91.67 307

Defense National Guard Bureau Wide 113 97 85.84% 0 0 0.00% 0 33 327.39 3 0 0.00% 321.67 361.67
Alabama National Guard 1 1 100.00% 0 0 0.00% 0 0 0 0 0 0.00% 0 0
Alaska National Guard 0 0 0.00% 0 0 0.00% 0 0 0 0 0 0.00% 0 0
Arizona National Guard 6 6 100.00% 0 0 0.00% 0 3 103 0 0 0.00% 0 0
Arkansas National Guard 3 3 100.00% 0 0 0.00% 0 0 0 0 0 0.00% 0 0
California National Guard 17 12 70.59% 0 0 0.00% 0 7 307.43 0 0 0.00% 0 0
Colorado National Guard 1 1 100.00% 0 0 0.00% 0 1 180 0 0 0.00% 0 0
Connecticut National Guard 0 0 0.00% 0 0 0.00% 0 0 0 0 0 0.00% 0 0
DC National Guard 1 1 100.00% 0 0 0.00% 0 1 30 0 0 0.00% 0 0
Delaware National Guard 0 0 0.00% 0 0 0.00% 0 0 0 0 0 0.00% 0 0
Florida National Guard 1 1 100.00% 0 0 0.00% 0 0 0 0 0 0.00% 0 0
Georgia National Guard 0 0 0.00% 0 0 0.00% 0 0 0 0 0 0.00% 0 0
Guam National Guard 0 0 0.00% 0 0 0.00% 0 0 0 0 0 0.00% 0 0
Hawaii National Guard 0 0 0.00% 0 0 0.00% 0 0 0 0 0 0.00% 0 0
Idaho National Guard 0 0 0.00% 0 0 0.00% 0 0 0 0 0 0.00% 0 0
Illinois National Guard 0 0 0.00% 0 0 0.00% 0 0 0 0 0 0.00% 0 0
Indiana National Guard 1 1 100.00% 0 0 0.00% 0 1 400 0 0 0.00% 0 0
Iowa National Guard 34 33 97.06% 0 0 0.00% 0 1 458 0 0 0.00% 0 0
Kansas National Guard 1 1 100.00% 0 0 0.00% 0 0 0 0 0 0.00% 0 0
Kentucky National Guard 0 0 0.00% 0 0 0.00% 0 0 0 0 0 0.00% 0 0
Louisiana National Guard 0 0 0.00% 0 0 0.00% 0 0 0 0 0 0.00% 0 0
Maine National Guard 0 0 0.00% 0 0 0.00% 0 0 0 0 0 0.00% 0 0
Maryland National Guard 0 0 0.00% 0 0 0.00% 0 0 0 0 0 0.00% 0 0
Massachusetts National Guard 4 4 100.00% 0 0 0.00% 0 0 0 0 0 0.00% 0 0
Michigan National Guard 5 3 60.00% 0 0 0.00% 0 1 315 0 0 0.00% 0 0
Minnesota National Guard 1 1 100.00% 0 0 0.00% 0 1 444 0 0 0.00% 0 0
Mississippi National Guard 1 1 100.00% 0 0 0.00% 0 0 0 0 0 0.00% 0 0
Missouri National Guard 1 1 100.00% 0 0 0.00% 0 2 410.5 0 0 0.00% 0 0
Montana National Guard 1 1 100.00% 0 0 0.00% 0 0 0 0 0 0.00% 0 0
Nebraska National Guard 0 0 0.00% 0 0 0.00% 0 0 0 0 0 0.00% 0 0
Nevada National Guard 2 1 50.00% 0 0 0.00% 0 1 500 0 0 0.00% 0 0
New Hampshire National Guard 0 0 0.00% 0 0 0.00% 0 0 0 0 0 0.00% 0 0
New Jersey National Guard 0 0 0.00% 0 0 0.00% 0 0 0 0 0 0.00% 0 0
New Mexico National Guard 0 0 0.00% 0 0 0.00% 0 0 0 0 0 0.00% 0 0
New York National Guard 6 0 0.00% 0 0 0.00% 0 3 121.67 0 0 0.00% 0 0

Table B-7a     FY 2012 Profile Agency Timeliness Indicators 
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North Carolina National Guard 0 0 0.00% 0 0 0.00% 0 0 0 0 0 0.00% 0 0
North Dakota National Guard 1 1 100.00% 0 0 0.00% 0 1 239 0 0 0.00% 0 0
Ohio National Guard 0 0 0.00% 0 0 0.00% 0 0 0 0 0 0.00% 0 0
Oklahoma National Guard 0 0 0.00% 0 0 0.00% 0 0 0 0 0 0.00% 0 0
Oregon National Guard 0 0 0.00% 0 0 0.00% 0 0 0 0 0 0.00% 0 0
Pennsylvania National Guard 1 1 100.00% 0 0 0.00% 0 0 0 0 0 0.00% 0 0
Puerto Rico National Guard 6 6 100.00% 0 0 0.00% 0 1 731 0 0 0.00% 0 0
Rhode Island National Guard 0 0 0.00% 0 0 0.00% 0 0 0 0 0 0.00% 0 0
South Carolina National Guard 1 1 100.00% 0 0 0.00% 0 0 0 0 0 0.00% 0 0
South Dakota National Guard 0 0 0.00% 0 0 0.00% 0 0 0 0 0 0.00% 0 0
Tennessee National Guard 1 1 100.00% 0 0 0.00% 0 3 361.67 3 0 0.00% 321.67 361.67
Texas National Guard 1 1 100.00% 0 0 0.00% 0 5 468.8 0 0 0.00% 0 0
Utah National Guard 4 4 100.00% 0 0 0.00% 0 0 0 0 0 0.00% 0 0
Vermont National Guard 0 0 0.00% 0 0 0.00% 0 0 0 0 0 0.00% 0 0
Virgin Islands National Guard 0 0 0.00% 0 0 0.00% 0 0 0 0 0 0.00% 0 0
Virginia National Guard 2 2 100.00% 0 0 0.00% 0 0 0 0 0 0.00% 0 0
Washington State National Guard 3 3 100.00% 0 0 0.00% 0 0 0 0 0 0.00% 0 0
West Virginia National Guard 4 4 100.00% 0 0 0.00% 0 0 0 0 0 0.00% 0 0
Wisconsin National Guard 0 0 0.00% 0 0 0.00% 0 0 0 0 0 0.00% 0 0
Wyoming National Guard 2 1 50.00% 0 0 0.00% 0 1 431 0 0 0.00% 0 0

Department of Agriculture Wide 975 713 73.13% 437 217 49.66% 241.59 453 633.2 151 42 27.81% 244.41 638.32
USDA - Office Of Inspector General 10 7 70.00% 6 6 100.00% 154.17 2 1,188.50 2 0 0.00% 269 1,188.50
USDA Agricultural Marketing Service 26 26 100.00% 15 13 86.67% 146.8 21 1,152.76 5 0 0.00% 115.6 298.2
USDA Agricultural Research Service 40 38 95.00% 21 11 52.38% 286.29 27 438.19 9 0 0.00% 337.56 486.33
USDA Agriculture Headquarters 51 15 29.41% 14 4 28.57% 259.79 23 710.09 7 7 100.00% 44 1,243.57
USDA Animal and Plant Health Inspection Service 87 31 35.63% 39 21 53.85% 195.41 43 470.88 17 7 41.18% 276.76 602.76
USDA Economic Research Service 1 1 100.00% 3 1 33.33% 534 1 1,264.00 0 0 0.00% 0 0
USDA Farm Service Agency 47 45 95.74% 23 23 100.00% 95.87 28 804.89 9 2 22.22% 637.11 931.33
USDA Food and Nutrition Service 12 12 100.00% 3 2 66.67% 190.33 8 557.38 2 0 0.00% 126.5 356
USDA Food Safety And Inspection Service 180 171 95.00% 70 33 47.14% 247.21 77 906.78 19 6 31.58% 130.47 525.11
USDA Foreign Agricultural Service 13 6 46.15% 3 2 66.67% 182.33 4 312.75 1 1 100.00% 55 499
USDA Forest Service 302 249 82.45% 137 72 52.55% 210.57 128 453.45 45 11 24.44% 215.71 570.91
USDA Grain Inspection, Packers& Stockyards Admin 15 6 40.00% 6 5 83.33% 149.5 7 543.14 3 0 0.00% 373.33 761.67
USDA National Agricultural Statistics Service 4 4 100.00% 2 1 50.00% 215.5 1 181 0 0 0.00% 0 0
USDA National Appeals Division 0 0 0.00% 0 0 0.00% 0 1 718 0 0 0.00% 0 0
USDA National Institute of Food and Agriculture 2 2 100.00% 0 0 0.00% 0 2 309 0 0 0.00% 0 0
USDA Natural Resources Conservation Service 74 55 74.32% 22 16 72.73% 188.73 22 488.55 8 4 50.00% 295.88 602.75
USDA Office Of The Chief Financial Officer 41 28 68.29% 22 3 13.64% 384.95 14 449.5 6 0 0.00% 527.67 527.67
USDA Risk Management Agency 14 9 64.29% 7 1 14.29% 396.14 6 513.5 3 3 100.00% 43.67 755.33
USDA Rural Development 56 8 14.29% 44 3 6.82% 394.91 38 763.87 15 1 6.67% 181.8 759.27
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Department of Commerce Wide 325 275 84.62% 183 166 90.71% 188.25 432 465.11 189 26 13.76% 242.79 569.24
DOC All Other Commerce Bureaus 30 9 30.00% 21 21 100.00% 185.57 26 352 7 2 28.57% 176.71 461.29
DOC Bureau of the Census 114 105 92.11% 66 60 90.91% 181.77 52 314.9 22 3 13.64% 214.27 476.36
DOC Decennial Census 5 5 100.00% 3 3 100.00% 192 249 567.55 125 9 7.20% 278.11 631.04
DOC International Trade Administration 11 7 63.64% 7 6 85.71% 206.71 6 211.33 2 0 0.00% 156.5 360
DOC National Institute of Standards & Technology 24 23 95.83% 8 7 87.50% 197.63 14 279.71 5 1 20.00% 202.6 457
DOC National Oceanic & Atmospheric Administration 82 71 86.59% 61 52 85.25% 191.23 53 324.3 19 2 10.53% 176.47 409.37
DOC U. S. Patent and Trademark Office 59 55 93.22% 17 17 100.00% 193.29 32 365.91 9 9 100.00% 54.78 468.22

Department of Energy Wide 124 66 53.23% 51 42 82.35% 178.84 63 344.75 18 5 27.78% 91.72 371.67
DOE Bonneville Power Administration 28 7 25.00% 6 1 16.67% 228.17 13 234.77 3 0 0.00% 146.33 354
DOE Chicago Operations Office 1 1 100.00% 0 0 0.00% 0 0 0 0 0 0.00% 0 0
DOE EM Consolidated Business Center 4 1 25.00% 1 0 0.00% 398 1 300 0 0 0.00% 0 0
DOE Golden Field Office 5 5 100.00% 1 0 0.00% 330 1 229 0 0 0.00% 0 0
DOE Headquarters 32 11 34.38% 12 12 100.00% 219.42 18 473.94 5 0 0.00% 121.2 525.2
DOE Idaho Operations Office 3 3 100.00% 1 1 100.00% 91 0 0 0 0 0.00% 0 0
DOE National Energy Technology Lab 2 1 50.00% 1 0 0.00% 207 1 87 0 0 0.00% 0 0
DOE NNSA Service Center 21 12 57.14% 19 18 94.74% 122.63 9 266.56 3 1 33.33% 75 294.33
DOE Oak Ridge Operations 2 2 100.00% 0 0 0.00% 0 0 0 0 0 0.00% 0 0
DOE OSTI 0 0 0.00% 0 0 0.00% 0 0 0 0 0 0.00% 0 0
DOE Richland Operations Office 1 1 100.00% 0 0 0.00% 0 0 0 0 0 0.00% 0 0
DOE Savannah River Operations 6 5 83.33% 0 0 0.00% 0 2 352 2 2 100.00% 38 352
DOE Southeastern Power Administration 0 0 0.00% 0 0 0.00% 0 0 0 0 0 0.00% 0 0
DOE Southwestern Power Administration 3 3 100.00% 0 0 0.00% 0 3 153.33 1 1 100.00% 60 400
DOE Strategic Petroleum Reserve 0 0 0.00% 0 0 0.00% 0 0 0 0 0 0.00% 0 0
DOE Western Area Power Administration 16 14 87.50% 10 10 100.00% 176.3 15 397.13 4 1 25.00% 61.25 253.75

Department of Health and Human Services Wide 674 613 90.95% 288 269 93.40% 153.41 409 340.52 96 54 56.25% 63.85 404.14
HHS Administration for Children and Families 12 8 66.67% 4 2 50.00% 197.25 5 593.8 3 2 66.67% 94.67 920
HHS Agency for Healthcare Research and Quality 3 3 100.00% 3 3 100.00% 141 0 0 0 0 0.00% 0 0
HHS Centers for Disease Control and Prevention 127 121 95.28% 47 42 89.36% 157.83 69 263.43 11 8 72.73% 64.09 423.27
HHS Centers for Medicare & Medicaid Services 38 36 94.74% 24 24 100.00% 136.17 38 531.18 8 5 62.50% 61 518.5
HHS Food and Drug Administration 123 122 99.19% 58 56 96.55% 176.79 60 398.6 5 0 0.00% 122.8 557.6
HHS Health Resources and Services Administration 20 20 100.00% 7 7 100.00% 127.43 13 404.92 7 6 85.71% 31.14 341.71
HHS Indian Health Service 198 172 86.87% 57 56 98.25% 116.07 105 208.22 29 22 75.86% 28 268.59
HHS National Institutes of Health 99 88 88.89% 51 46 90.20% 162.88 82 379.46 21 3 14.29% 101.9 404.95
HHS Office of the Secretary of Health &Human Srvcs 44 34 77.27% 30 27 90.00% 174.23 30 483.13 11 8 72.73% 72.27 493.27
HHS Program Support Center 7 6 85.71% 3 3 100.00% 120.33 1 26 0 0 0.00% 0 0
HHS Substance Abuse& Mental Health Srvcs Admin 3 3 100.00% 4 3 75.00% 157 6 210.67 1 0 0.00% 74 334
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Department of Homeland Security Wide 2,031 1,718 84.59% 1,046 596 56.98% 229.94 1,097 461.88 337 163 48.37% 142.91 493.66
DHS Federal Emergency Management Agency 242 182 75.21% 110 13 11.82% 360.8 96 674.99 36 8 22.22% 233.78 811.06
DHS Federal Law Enforcement Training Center 18 18 100.00% 9 8 88.89% 222.33 16 403.75 1 0 0.00% 78 292
DHS Headquarters 77 54 70.13% 24 21 87.50% 226.13 24 379.33 10 5 50.00% 100.7 455.5
DHS Transportation Security Administration 658 558 84.80% 429 190 44.29% 224.57 373 442.47 109 55 50.46% 111.5 461.31
DHS U.S. Citizenship and Immigration Services 186 185 99.46% 74 73 98.65% 141.64 78 435.5 19 11 57.89% 75.84 383.42
DHS U.S. Coast Guard 96 94 97.92% 39 39 100.00% 205.79 51 391.43 17 13 76.47% 60.29 313.53
DHS U.S. Customs and Border Protection 464 464 100.00% 252 241 95.63% 175.54 294 395.88 91 54 59.34% 157.2 400.19
DHS U.S. Immigration and Customs Enforcement 242 116 47.93% 81 6 7.41% 301.32 133 580.21 42 13 30.95% 212.33 638.21
DHS U.S. Secret Service 48 47 97.92% 28 5 17.86% 354.07 32 430.88 12 4 33.33% 68 516.42

Department of Justice Wide 1,372 1,242 90.52% 614 483 78.66% 202.46 857 591.89 362 28 7.73% 382.55 775.83
DOJ Alcohol, Tobacco, Firearms and Explosives 67 53 79.10% 34 9 26.47% 314.74 52 454.65 19 2 10.53% 217.63 362.11
DOJ Bureau of Prisons 838 820 97.85% 350 309 88.29% 160.57 412 555.18 143 8 5.59% 491.06 737.02
DOJ Drug Enforcement Administration 44 27 61.36% 23 8 34.78% 313.35 32 551.97 17 0 0.00% 382 769.29
DOJ Executive Office for Immigration Review 16 16 100.00% 10 9 90.00% 215.8 11 485.64 9 0 0.00% 130.33 526.44
DOJ Executive Office for U.S. Attorneys 37 37 100.00% 22 21 95.45% 208.91 42 638.4 19 2 10.53% 384.89 812.11
DOJ Federal Bureau of Investigation 221 150 67.87% 128 98 76.56% 239.77 203 704.71 115 10 8.70% 312.7 916.68
DOJ Office of Justice Programs 18 18 100.00% 9 9 100.00% 227.22 9 193.33 1 1 100.00% 60 376
DOJ Offices, Boards, and Divisions 46 37 80.43% 14 6 42.86% 280.57 34 475.24 8 1 12.50% 85 400
DOJ U.S. Marshals Service 85 84 98.82% 24 14 58.33% 282.67 62 711.35 31 4 12.90% 401.45 849.52

Department of Labor Wide 206 193 93.69% 85 83 97.65% 204.12 134 505.19 44 38 86.36% 59.48 357.14
DOL (DM and others) 73 69 94.52% 28 27 96.43% 196 51 319.92 17 13 76.47% 61.82 335.35
DOL Bureau of Labor Statistics 6 6 100.00% 1 1 100.00% 176 4 535.5 0 0 0.00% 0 0
DOL Employment and Training Administration 17 16 94.12% 10 10 100.00% 180.2 18 360.94 8 8 100.00% 58.63 441.38
DOL Mine Safety and Health Administration 31 28 90.32% 9 9 100.00% 196.44 15 392.53 4 3 75.00% 66.25 296
DOL Occupational Safety and Health Administration 22 20 90.91% 14 14 100.00% 188.86 18 1,594.89 4 3 75.00% 54.25 295.5
DOL Office of Workers Compensation Programs 25 23 92.00% 9 9 100.00% 228.22 15 277.4 8 8 100.00% 54.38 356.63
DOL Wage and Hour Division 32 31 96.88% 14 13 92.86% 244.14 13 306.46 3 3 100.00% 60 421

Department of the Army Wide 2,299 2,008 87.34% 484 114 23.55% 258.31 1,116 324.63 181 21 11.60% 108.17 528.11
Eighth U.S. Army (KOREA) 2 0 0.00% 2 0 0.00% 324.5 5 236 1 0 0.00% 101 364
Headquarters, Department of Army 171 151 88.30% 41 3 7.32% 292.93 66 363.88 14 1 7.14% 108.14 468.43
U.S. Army Corps of Engineers 248 216 87.10% 57 14 24.56% 262.04 135 292.41 20 4 20.00% 92.25 487.8
U.S. Army Europe 18 18 100.00% 1 1 100.00% 197 4 85.25 0 0 0.00% 0 0
U.S. Army Forces Command 175 171 97.71% 24 8 33.33% 233.13 85 250.75 11 2 18.18% 113.09 357.36
U.S. Army Installation Management Command 544 482 88.60% 112 29 25.89% 240.04 279 371.59 39 3 7.69% 111.44 537.59
U.S. Army Intelligence and Security Command 22 18 81.82% 9 2 22.22% 241.56 12 299.75 4 1 25.00% 87.5 337.75
U.S. Army Material Command 507 448 88.36% 103 26 25.24% 256.47 259 287.01 34 3 8.82% 106.68 529.79
U.S. Army Medical Command 424 356 83.96% 86 18 20.93% 268 175 329.58 34 5 14.71% 108.06 608.35
U.S. Army Network Enterprise Technology Command 26 20 76.92% 11 5 45.45% 270.73 10 302.9 2 0 0.00% 132 379
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U.S. Army Pacific (USARPAC) 2 2 100.00% 0 0 0.00% 0 1 6 0 0 0.00% 0 0
U.S. Army Space and Missile Defense Command 1 1 100.00% 4 1 25.00% 269.75 5 893.2 0 0 0.00% 0 0
U.S. Army Special Operations Command (USASOC) 16 12 75.00% 0 0 0.00% 0 7 237.29 0 0 0.00% 0 0
U.S. Army Test and Evaluation Command 16 12 75.00% 10 3 30.00% 262.7 12 357.08 3 0 0.00% 104.33 817.67
U.S. Army Training and Doctrine Command 127 101 79.53% 24 4 16.67% 267.83 61 380.93 19 2 10.53% 121.05 566

Department of the Interior Wide 592 473 79.90% 238 123 51.68% 270.06 307 487.03 104 12 11.54% 173.24 574.44
Bureau of Ocean Energy Management 7 4 57.14% 2 2 100.00% 245.5 0 0 0 0 0.00% 0 0
Bureau of Safety and Environmental Enforcement 7 2 28.57% 3 2 66.67% 193 0 0 0 0 0.00% 0 0
DOI Bureau Of Indian Affairs 56 56 100.00% 52 13 25.00% 369.54 49 686.98 20 5 25.00% 197.5 873.95
DOI Bureau Of Land Management 81 65 80.25% 33 30 90.91% 158.15 36 367.47 12 2 16.67% 158 389.33
DOI Bureau Of Reclamation 78 63 80.77% 28 25 89.29% 150.96 49 345.53 16 0 0.00% 150.63 378.94
DOI Fish And Wildlife Service 56 50 89.29% 22 22 100.00% 178.18 27 279.11 11 0 0.00% 122.45 317.55
DOI Geological Survey 22 22 100.00% 6 4 66.67% 279.83 18 285.72 3 0 0.00% 78 337.67
DOI National Park Service 208 137 65.87% 65 7 10.77% 345.51 74 580.51 22 1 4.55% 217.73 724.5
DOI Office Of Surface Mining, Reclamation & Enforce 6 4 66.67% 4 4 100.00% 149 5 420.8 0 0 0.00% 0 0
DOI-Office Of The Secretary 71 70 98.59% 23 14 60.87% 256.04 49 570.49 20 4 20.00% 169.5 554.15

Department of the Navy Wide 1,530 1,394 91.11% 409 162 39.61% 276.71 904 332.14 117 117 100.00% 53.45 477.23
Chief Of Naval Operations 27 26 96.30% 9 4 44.44% 252 12 325.75 5 5 100.00% 57.8 325.8
Commander Naval Installations Command 270 249 92.22% 40 16 40.00% 256.75 171 233.65 17 17 100.00% 55.65 515.18
Commander Naval Reserve 0 0 0.00% 0 0 0.00% 0 0 0 0 0 0.00% 0 0
Commander Pacific Fleet 124 121 97.58% 28 18 64.29% 262.71 39 393.05 8 8 100.00% 54.25 339.63
DON Assistant for Administration 54 48 88.89% 16 6 37.50% 308.44 20 374.35 6 6 100.00% 51.5 444.67
DON Bureau of Medicine & Surgery 120 103 85.83% 32 12 37.50% 304.59 58 404.72 12 12 100.00% 48.75 519.5
DON SPAWAR 25 17 68.00% 5 2 40.00% 264.2 6 311.33 1 1 100.00% 58 334
DON Strategic Systems Project Office 7 7 100.00% 3 1 33.33% 359 3 421.67 0 0 0.00% 0 0
Fleet Cyber Command 16 15 93.75% 1 1 100.00% 160 1 93 0 0 0.00% 0 0
Fleet Forces Command 88 81 92.05% 22 6 27.27% 282.23 36 357.64 5 5 100.00% 53 428
Marine Corps HQ 233 201 86.27% 64 18 28.13% 287 321 345.67 21 21 100.00% 51.1 501.33
Military Sealift Command 56 55 98.21% 18 6 33.33% 296.5 23 141.35 2 2 100.00% 59 419.5
Naval Air Systems Command 162 153 94.44% 42 19 45.24% 265.95 57 279.51 10 10 100.00% 53.3 490.2
Naval Education & Training Command 31 27 87.10% 11 1 9.09% 446.82 15 339.27 1 1 100.00% 53 307
Naval Sea Systems Command 71 66 92.96% 30 12 40.00% 249.73 36 502.08 7 7 100.00% 52.57 467.71
Naval Special Warfare Command 5 4 80.00% 1 0 0.00% 312 3 72.67 0 0 0.00% 0 0
Naval Supply Systems Command 95 86 90.53% 29 15 51.72% 260 41 387.59 10 10 100.00% 58.5 476.7
Naval Systems Management Activity 0 0 0.00% 0 0 0.00% 0 0 0 0 0 0.00% 0 0
Navy Facilities & Engineering Command 118 110 93.22% 47 19 40.43% 250.98 56 414.5 9 9 100.00% 53.44 617.33
Navy Military Personnel Command 9 7 77.78% 5 2 40.00% 277.6 2 203.5 1 1 100.00% 41 378
Office Of Naval Intelligence 15 14 93.33% 5 3 60.00% 252.2 2 292 1 1 100.00% 56 464
Office Of Naval Research 4 4 100.00% 1 1 100.00% 252 2 191 1 1 100.00% 60 341
Department of the Treasury Wide 746 721 96.65% 285 248 87.02% 197.5 407 468.29 123 108 87.80% 41.02 355.41
Treas - Alcohol and Tobacco Tax and Trade Bureau 1 1 100.00% 0 0 0.00% 0 3 966.67 0 0 0.00% 0 0
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Treas - Bureau of Engraving and Printing 31 28 90.32% 13 12 92.31% 160.85 16 478.94 3 2 66.67% 98.33 301.33
Treas - Bureau of the Public Debt 14 14 100.00% 3 2 66.67% 251 2 152.5 1 1 100.00% 55 240
Treas - Departmental Offices 16 15 93.75% 8 8 100.00% 156.75 16 454.94 4 3 75.00% 38.25 242
Treas - Financial Crimes Enforcement Network 5 5 100.00% 1 1 100.00% 173 2 515 2 2 100.00% 32.5 515
Treas - Financial Management Service 15 2 13.33% 6 5 83.33% 149.17 7 647 2 1 50.00% 57 321
Treas - Inspector General For Tax Administration 2 2 100.00% 1 1 100.00% 185 1 917 0 0 0.00% 0 0
Treas - Internal Revenue Service 587 582 99.15% 225 193 85.78% 204.01 283 460.39 95 85 89.47% 39.08 368.08
Treas - Office of the Comptroller of the Currency 17 17 100.00% 5 5 100.00% 100.8 9 278.78 2 2 100.00% 27 185.5
Treas - Special Inspector General for the Trouble Assets 
Relief Program 0 0 0.00% 0 0 0.00% 0 1 478 0 0 0.00% 0 0
Treas - U. S. Mint 50 47 94.00% 17 16 94.12% 205.47 57 488.35 12 10 83.33% 44.58 341.17
Treas -Internal Revenue Service Office of the Chief 7 7 100.00% 4 4 100.00% 164.25 9 487.22 2 2 100.00% 30.5 249.5
Treas- Office of the Inspector General 1 1 100.00% 2 1 50.00% 189.5 1 472 0 0 0.00% 0 0

Department of Transportation Wide 541 506 93.53% 216 214 99.07% 136.06 335 411.26 89 47 52.81% 75.36 413.53
DOT Federal Aviation Administration 437 432 98.86% 178 176 98.88% 136.69 268 408.8 75 35 46.67% 79.64 417.48
DOT Federal Highway Administration 27 27 100.00% 7 7 100.00% 117 10 518.4 4 2 50.00% 62.25 426
DOT Federal Motor Carrier Safety Administration 8 8 100.00% 2 2 100.00% 143.5 7 484.14 2 2 100.00% 41.5 221
DOT Federal Railroad Administrataion 4 0 0.00% 2 2 100.00% 133 6 341.5 1 1 100.00% 39 254
DOT Federal Transit Administration 11 10 90.91% 4 4 100.00% 125.75 3 44.67 0 0 0.00% 0 0
DOT Maritime Administration 13 3 23.08% 7 7 100.00% 134.43 11 460.91 1 1 100.00% 48 671
DOT National Highway Traffic Safety Administration 10 7 70.00% 7 7 100.00% 106.29 5 128.2 1 1 100.00% 54 169
DOT Office of Inspector General 3 3 100.00% 1 1 100.00% 175 3 702.67 1 1 100.00% 43 469
DOT Office of the Secretary 11 11 100.00% 1 1 100.00% 128 8 411.88 1 1 100.00% 59 275
DOT Pipeline & Hazardous Materials Safety Admin 8 2 25.00% 1 1 100.00% 177 1 12 0 0 0.00% 0 0
DOT Research & Innovative Technology Admin 9 3 33.33% 6 6 100.00% 170 13 487 3 3 100.00% 53 503
DOT St. Lawrence Development Corporation 0 0 0.00% 0 0 0.00% 0 0 0 0 0 0.00% 0 0

Department of Veterans Affairs Wide 4,484 4,407 98.28% 1,583 1,391 87.87% 164.52 2,123 393.83 597 30 5.03% 177.88 464.04
VA-HQ and Others 165 163 98.79% 71 58 81.69% 168.08 106 327.84 18 2 11.11% 181 402.39
VA-NCA 50 49 98.00% 18 17 94.44% 162.17 20 441.35 6 0 0.00% 175 593.83
VA-Veterans Benefits Administration 295 291 98.64% 108 101 93.52% 162.39 149 349.44 44 4 9.09% 196.05 468.64
VA-Veterans Health Administration 3,974 3,904 98.24% 1,386 1,215 87.66% 164.54 1,848 400.68 529 24 4.54% 176.3 464.29
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Federal Housing Finance Agency Wide 16 15 93.75% 3 2 66.67% 225 6 199.83 0 0 0.00% 0 0
Federal Housing Finance Agency Hqtrs 13 12 92.31% 2 1 50.00% 249 6 199.83 0 0 0.00% 0 0
Federal Housing Finance Agency OIG 3 3 100.00% 1 1 100.00% 177 0 0 0 0 0.00% 0 0

General Services Administration Wide 158 156 98.73% 77 44 57.14% 265.82 85 425.05 21 15 71.43% 59.19 397.57
GSA Central Office 40 40 100.00% 17 6 35.29% 343.82 15 352.93 6 4 66.67% 67.17 478
GSA National Capital Region 16 16 100.00% 11 6 54.55% 260.36 20 512.9 5 3 60.00% 48 388.8
GSA Region 1 3 3 100.00% 1 1 100.00% 148 0 0 0 0 0.00% 0 0
GSA Region 10 2 2 100.00% 2 2 100.00% 134 2 96.5 0 0 0.00% 0 0
GSA Region 2 19 19 100.00% 9 3 33.33% 249.44 7 706.29 0 0 0.00% 0 0
GSA Region 3 11 11 100.00% 5 1 20.00% 396 9 424.67 5 4 80.00% 66.6 398.2
GSA Region 4 19 17 89.47% 6 3 50.00% 313.67 7 532.71 0 0 0.00% 0 0
GSA Region 5 5 5 100.00% 4 4 100.00% 152 6 515.17 1 0 0.00% 90 285
GSA Region 6 7 7 100.00% 6 5 83.33% 230.33 1 228 1 1 100.00% 58 228
GSA Region 7 6 6 100.00% 0 0 0.00% 0 4 208.25 0 0 0.00% 0 0
GSA Region 8 3 3 100.00% 0 0 0.00% 0 1 21 0 0 0.00% 0 0
GSA Region 9 27 27 100.00% 16 13 81.25% 202.88 13 285.85 3 3 100.00% 39.67 344.33

U.S. Postal Service Wide 13,121 12,906 98.36% 2,660 2,636 99.10% 112.86 4,579 275.45 1,088 1,062 97.61% 32.41 277.48
USPS Capital Metro Area Operations 1,613 1,596 98.95% 319 314 98.43% 119.84 617 319.67 132 128 96.97% 36.21 307.36
USPS Eastern Area 1,726 1,686 97.68% 406 404 99.51% 108.4 677 320.16 167 156 93.41% 30.74 306.01
USPS Great Lakes Area 1,477 1,454 98.44% 302 298 98.68% 114.29 550 253.35 146 143 97.95% 36.18 311.41
USPS Headquarters 140 135 96.43% 55 55 100.00% 112.6 86 342.92 21 21 100.00% 32.43 281.52
USPS Northeast Area 1,553 1,522 98.00% 271 270 99.63% 116.3 397 293.33 86 86 100.00% 33.33 277.94
USPS Office of Inspector General 21 21 100.00% 7 7 100.00% 105.57 14 365.64 1 1 100.00% 49 153
USPS Pacific Area 1,823 1,804 98.96% 331 329 99.40% 110.13 493 322.28 101 99 98.02% 29.73 257.64
USPS Southern Area 3,275 3,225 98.47% 641 637 99.38% 112.13 1,126 216.11 288 284 98.61% 30.9 246.79
USPS Western Area 1,493 1,463 97.99% 328 322 98.17% 111.83 619 249.9 146 144 98.63% 31.27 258.17
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BASES OF ALLEGED DISCRIMINATION
RACE COLOR RELIGION REPRISAL NATIONAL ORIGIN EQUAL PAY ACT AGE GINA

NATIVE
AMERICAN HAWAIIAN/

INDIAN / OTHER BLACK/ TWO OR PREGNANCY TOTAL TOTAL TOTAL
ISSUES OF ALLEGED ALASKA PACIFIC AFRICAN MORE DISCRIMINATION BASES COMPLAINTS COMPLAINANTS

DISCRIMINATION NATIVE ASIAN ISLANDER AMERICAN WHITE RACES MALE FEMALE ACT HISPANIC OTHER MALE FEMALE MENTAL PHYSICAL BY ISSUE BY ISSUE BY ISSUE
Appointment/Hire 8 26 3 163 52 8 80 25 235 92 126 4 22 72 0 0 290 52 152 0 1,410 683 668
Assignment Of Duties 18 42 6 459 148 16 220 71 784 200 430 11 67 120 0 0 528 118 337 1 3,576 1,558 1,544
Awards 3 8 0 93 12 0 31 9 154 33 66 0 11 22 0 0 77 15 35 1 570 268 266
Conversion To Full Time 1 2 0 6 2 0 7 0 6 4 9 0 2 1 0 0 13 1 6 0 60 29 29
Disciplinary Action 28 78 5 994 327 34 537 200 2,120 554 865 27 134 262 0 0 1,167 394 953 7 8,685 3,789 3,653
A. Demotion 1 2 0 42 8 2 13 4 63 23 34 0 6 8 0 0 53 9 24 0 292 131 130
B. Reprimand 9 28 2 294 100 12 180 63 717 158 306 3 37 77 0 0 401 103 279 5 2,774 1,207 1,199
C. Suspension 8 22 1 278 99 9 155 75 636 165 240 9 42 90 0 0 346 114 285 2 2,576 1,115 998
D. Removal 7 18 1 203 59 5 117 33 391 110 175 5 31 55 0 0 214 105 228 0 1,757 761 756
5. Other 3 8 1 177 61 6 72 25 313 98 110 5 18 32 0 0 153 63 137 0 1,282 575 570
Duty Hours 6 15 1 193 54 5 85 40 344 92 190 3 25 48 0 0 203 53 206 1 1,564 690 685
Evaluation/Appraisal 18 36 3 398 78 18 175 67 800 157 299 5 61 121 0 0 424 111 242 1 3,014 1,341 1,329
Examination/Test 1 1 0 10 2 0 3 2 14 8 10 0 0 3 0 0 17 1 10 0 82 43 43
Harassment 51 163 14 1,576 441 62 674 298 3,427 775 2,051 25 291 452 0 0 1,750 608 1,414 11 14,083 6,482 6,299
A. Non-Sexual 51 163 14 1,576 441 62 674 298 3,292 690 1,670 24 291 452 0 0 1,750 608 1,414 11 13,481 5,991 5,810
B. Sexual 0 0 0 0 0 0 0 0 135 85 381 1 0 0 0 0 0 0 0 0 602 491 489
Medical Examination 0 3 0 18 5 0 11 4 49 6 14 0 2 4 0 0 24 24 50 0 214 102 101
Pay Including Overtime 6 18 3 259 80 12 139 50 497 118 241 5 32 69 13 33 293 62 250 1 2,181 968 950
Promotion/Non-Selection 14 53 11 710 189 19 264 82 876 323 504 6 122 172 0 0 1,029 111 355 5 4,845 2,250 2,203
Reassignment 9 30 4 222 74 6 116 27 428 108 226 3 36 77 0 0 312 64 198 2 1,942 859 855
A. Denied 3 16 0 76 31 3 50 13 138 40 89 0 12 32 0 0 105 24 75 2 709 305 303
B. Directed 6 14 4 146 43 3 66 14 290 68 137 3 24 45 0 0 207 40 123 0 1,233 554 552
Reasonable Acommodation 0 0 0 0 0 0 0 61 534 0 0 0 0 0 0 0 0 315 1,004 0 1,914 1,283 1,259
Reinstatement 0 1 0 9 0 1 3 1 15 1 6 1 2 3 0 0 13 8 15 0 79 41 41
Retirement 1 2 0 24 11 0 14 6 57 15 19 0 4 8 0 0 76 18 41 0 296 135 135
Termination 13 36 2 314 69 15 134 66 391 139 234 8 51 104 0 0 280 178 340 2 2,376 1,208 1,203
Terms/Conditions Of Employment 17 53 2 594 229 31 360 110 1,365 345 583 14 88 174 0 0 791 217 684 4 5,661 2,506 2,451
Time And Attendance 14 30 8 354 103 14 179 70 821 162 349 10 54 93 0 0 421 201 529 3 3,415 1,479 1,447
Training 6 17 0 211 39 8 99 29 287 81 147 0 28 46 0 0 184 42 135 2 1,361 571 564
U. Other 3 4 1 137 41 8 55 20 309 67 100 5 24 28 0 0 156 54 150 2 1,164 563 550
Total Issues By Bases 217 618 63 6,744 1,956 257 3,186 1,238 13,513 3,280 6,469 122 1,056 1,879 13 33 8,048 2,647 7,106 43 0 0 0
Total Complaints Filed By Bases 123 381 42 4,042 1,178 167 1,844 672 7,457 1,996 3,841 70 665 1,113 13 33 4,915 1,436 3,950 21 33,959 0 0

Total Complainants By Bases 120 373 42 3,886 1,146 161 1,768 647 6,983 1,927 3,751 69 640 1,074 13 33 4,761 1,393 3,802 21 32,610 0 0

Table B-8     FY 2012  Complaints Filed Bases and Issues - Grand Total
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BASES OF ALLEGED DISCRIMINATION
RACE COLOR RELIGION REPRISAL EQUAL PAY ACT AGE GINA

NATIVE
AMERICAN HAWAIIAN/

INDIAN / OTHER BLACK/ TWO OR PREGNANCY TOTAL TOTAL TOTAL
ISSUES OF ALLEGED ALASKA PACIFIC AFRICAN MORE DISCRIMINATION BASES COMPLAINTS COMPLAINANTS

DISCRIMINATION NATIVE ASIAN ISLANDER AMERICAN WHITE RACES MALE FEMALE ACT HISPANIC OTHER MALE FEMALE MENTAL PHYSICAL BY ISSUE BY ISSUE BY ISSUE
Appointment/Hire 6 22 3 137 43 8 66 21 203 82 109 4 22 59 0 0 251 42 136 0 1,214 587 576
Assignment Of Duties 18 37 6 411 125 14 201 63 702 183 384 10 60 101 0 0 462 102 305 1 3,185 1,397 1,386
Awards 3 8 0 73 8 0 27 8 119 22 53 0 9 19 0 0 56 9 26 1 441 215 214
Conversion To Full Time 1 2 0 6 2 0 7 0 6 4 7 0 2 1 0 0 12 1 5 0 56 27 27
Disciplinary Action 28 76 5 936 315 33 518 194 2,028 536 821 27 129 254 0 0 1,111 380 921 7 8,319 3,623 3,490
A. Demotion 1 2 0 32 7 2 11 4 54 21 26 0 6 8 0 0 44 8 22 0 248 114 114
B. Reprimand 9 27 2 276 96 11 170 60 680 153 288 3 34 75 0 0 378 99 268 5 2,634 1,140 1,132
C. Suspension 8 22 1 263 94 9 151 73 610 161 230 9 41 86 0 0 334 108 275 2 2,477 1,068 953
D. Removal 7 17 1 192 57 5 115 33 379 104 171 5 30 53 0 0 206 104 222 0 1,701 740 735
5. Other 3 8 1 173 61 6 71 24 305 97 106 5 18 32 0 0 149 61 134 0 1,254 561 556
Duty Hours 6 15 1 190 52 4 84 36 334 92 182 3 24 44 0 0 197 52 199 1 1,516 672 667
Evaluation/Appraisal 16 31 3 334 62 15 145 55 654 129 253 3 54 96 0 0 337 88 203 1 2,479 1,127 1,118
Examination/Test 1 1 0 8 1 0 2 2 14 8 9 0 0 3 0 0 15 1 10 0 75 40 40
Harassment 46 151 14 1,428 406 60 614 283 3,139 720 1,911 24 268 415 0 0 1,579 544 1,290 10 12,902 5,951 5,793
A. Non-Sexual 46 151 14 1,428 406 60 614 283 3,014 635 1,556 23 268 415 0 0 1,579 544 1,290 10 12,336 5,490 5,334
B. Sexual 0 0 0 0 0 0 0 0 125 85 355 1 0 0 0 0 0 0 0 0 566 461 459
Medical Examination 0 3 0 17 5 0 10 4 48 6 10 0 2 4 0 0 23 23 50 0 205 96 95
Pay Including Overtime 6 18 3 242 76 11 132 48 475 114 230 5 31 64 11 29 278 54 236 1 2,064 920 903
Promotion/Non-Selection 12 41 9 596 159 16 233 71 743 271 428 6 105 151 0 0 851 95 284 5 4,076 1,921 1,882
Reassignment 9 27 4 205 66 6 111 23 394 99 213 2 33 73 0 0 289 57 181 2 1,794 795 791
A. Denied 3 15 0 65 28 3 48 9 120 37 79 0 10 30 0 0 92 20 68 2 629 271 269
B. Directed 6 12 4 140 38 3 63 14 274 62 134 2 23 43 0 0 197 37 113 0 1,165 524 522
Reasonable Acommodation 0 0 0 0 0 0 0 57 498 0 0 0 0 0 0 0 0 276 927 0 1,758 1,176 1,156
Reinstatement 0 0 0 8 0 0 2 1 14 1 6 1 2 2 0 0 13 8 15 0 73 38 38
Retirement 1 1 0 21 10 0 10 4 51 13 16 0 3 8 0 0 68 14 36 0 256 119 119
Termination 13 32 2 295 63 15 126 60 367 130 218 6 48 96 0 0 262 163 320 1 2,217 1,130 1,125
Terms/Conditions Of Employment 15 49 2 544 215 27 345 99 1,271 331 545 14 84 159 0 0 731 196 636 4 5,267 2,351 2,301
Time And Attendance 14 29 7 320 95 12 165 63 763 153 327 10 50 87 0 0 386 178 495 3 3,157 1,369 1,342
Training 6 14 0 189 33 7 89 27 252 69 132 0 28 40 0 0 158 34 116 2 1,196 504 497
U. Other 2 4 1 128 38 7 52 18 286 65 96 4 24 27 0 0 143 48 139 1 1,083 520 509
Total Issues By Bases 203 561 60 6,088 1,774 235 2,939 1,137 12,361 3,028 5,950 114 978 1,703 11 29 7,222 2,365 6,530 40 0 0 0
Total Complaints Filed By Bases 115 345 39 3,675 1,078 146 1,705 617 6,866 1,849 3,565 64 614 1,026 11 29 4,441 1,300 3,664 19 31,168 0 0

Total Complainants By Bases 112 338 39 3,545 1,050 146 1,647 598 6,447 1,788 3,484 64 591 997 11 29 4,310 1,265 3,538 19 30,018 0 0

Table B-8a     FY 2012  Complaints Filed Bases and Issues - Cabinet Level Agencies
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BASES OF ALLEGED DISCRIMINATION
RACE COLOR RELIGION REPRISAL NATIONAL ORIGIN EQUAL PAY ACT AGE GINA

NATIVE
AMERICAN HAWAIIAN/

INDIAN / OTHER BLACK/ TWO OR PREGNANCY TOTAL TOTAL TOTAL
ISSUES OF ALLEGED ALASKA PACIFIC AFRICAN MORE DISCRIMINATION BASES COMPLAINTS COMPLAINANTS

DISCRIMINATION NATIVE ASIAN ISLANDER AMERICAN WHITE RACES MALE FEMALE ACT HISPANIC OTHER MALE FEMALE MENTAL PHYSICAL BY ISSUE BY ISSUE BY ISSUE
Appointment/Hire 1 3 0 20 5 0 9 2 22 6 13 0 0 6 0 0 29 8 10 0 134 57 54
Assignment Of Duties 0 4 0 36 13 2 12 5 64 10 33 0 5 13 0 0 46 13 26 0 282 110 109
Awards 0 0 0 13 4 0 3 1 28 7 9 0 2 2 0 0 15 3 9 0 96 37 36
Conversion To Full Time 0 0 0 0 0 0 0 0 0 0 2 0 0 0 0 0 1 0 1 0 4 2 2
Disciplinary Action 0 1 0 34 7 0 14 3 70 11 27 0 3 5 0 0 37 11 24 0 247 107 105
A. Demotion 0 0 0 7 1 0 2 0 6 1 7 0 0 0 0 0 8 1 2 0 35 14 13
B. Reprimand 0 0 0 9 3 0 8 2 27 3 10 0 1 2 0 0 13 3 6 0 87 36 36
C. Suspension 0 0 0 9 2 0 2 0 19 3 4 0 1 1 0 0 6 4 9 0 60 31 30
D. Removal 0 1 0 7 1 0 1 0 11 4 4 0 1 2 0 0 6 1 4 0 43 16 16
5. Other 0 0 0 2 0 0 1 1 7 0 2 0 0 0 0 0 4 2 3 0 22 10 10
Duty Hours 0 0 0 2 2 1 1 3 9 0 8 0 1 4 0 0 6 1 6 0 44 14 14
Evaluation/Appraisal 1 4 0 47 12 1 22 9 115 20 38 0 5 18 0 0 68 14 30 0 404 161 159
Examination/Test 0 0 0 1 1 0 0 0 0 0 1 0 0 0 0 0 1 0 0 0 4 2 2
Harassment 3 8 0 111 25 2 49 12 228 37 109 1 20 30 0 0 130 48 97 0 910 400 379
A. Non-Sexual 3 8 0 111 25 2 49 12 218 37 88 1 20 30 0 0 130 48 97 0 879 375 354
B. Sexual 0 0 0 0 0 0 0 0 10 0 21 0 0 0 0 0 0 0 0 0 31 25 25
Medical Examination 0 0 0 1 0 0 1 0 1 0 3 0 0 0 0 0 0 0 0 0 6 4 4
Pay Including Overtime 0 0 0 16 3 0 7 2 19 3 10 0 1 5 0 1 13 7 12 0 99 35 34
Promotion/Non-Selection 2 12 2 91 28 1 27 9 116 39 62 0 14 18 0 0 154 16 66 0 657 275 267
Reassignment 0 3 0 10 8 0 3 1 26 5 10 0 2 3 0 0 15 6 13 0 105 45 45
A. Denied 0 1 0 8 3 0 2 1 15 1 9 0 2 2 0 0 10 4 6 0 64 26 26
B. Directed 0 2 0 2 5 0 1 0 11 4 1 0 0 1 0 0 5 2 7 0 41 19 19
Reasonable Acommodation 0 0 0 0 0 0 0 2 23 0 0 0 0 0 0 0 0 23 61 0 109 78 76
Reinstatement 0 1 0 1 0 0 0 0 1 0 0 0 0 1 0 0 0 0 0 0 4 2 2
Retirement 0 1 0 3 1 0 4 2 6 2 3 0 1 0 0 0 7 4 5 0 39 15 15
Termination 0 2 0 12 2 0 3 3 20 6 12 2 3 5 0 0 12 14 16 0 112 56 56
Terms/Conditions Of Employment 0 2 0 35 11 2 12 8 74 12 29 0 4 14 0 0 44 15 38 0 300 106 103
Time And Attendance 0 1 1 25 7 1 11 5 49 8 17 0 4 6 0 0 28 19 29 0 211 92 89
Training 0 2 0 17 5 0 7 2 29 10 11 0 0 6 0 0 18 8 16 0 131 50 50
U. Other 1 0 0 5 1 0 1 1 18 1 2 0 0 1 0 0 6 5 9 0 51 25 23
Total Issues By Bases 8 44 3 480 135 10 186 70 918 177 399 3 65 137 0 1 630 215 468 0 0 0 0
Total Complaints Filed By Bases 5 28 3 271 72 10 109 40 465 102 207 3 44 64 0 1 374 98 233 0 2,129 0 0

Total Complainants By Bases 5 27 3 251 70 4 91 35 417 95 201 3 42 56 0 1 355 92 216 0 1,964 0 0

Table B-8b     FY 2012  Complaints Filed Bases and Issues - Medium Size Agencies
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BASES OF ALLEGED DISCRIMINATION
RACE COLOR RELIGION REPRISAL NATIONAL ORIGIN EQUAL PAY ACT AGE GINA

NATIVE
AMERICAN HAWAIIAN/

INDIAN / OTHER BLACK/ TWO OR PREGNANCY TOTAL TOTAL TOTAL
ISSUES OF ALLEGED ALASKA PACIFIC AFRICAN MORE DISCRIMINATION BASES COMPLAINTS COMPLAINANTS

DISCRIMINATION NATIVE ASIAN ISLANDER AMERICAN WHITE RACES MALE FEMALE ACT HISPANIC OTHER MALE FEMALE MENTAL PHYSICAL BY ISSUE BY ISSUE BY ISSUE
Appointment/Hire 1 1 0 6 4 0 5 2 10 4 4 0 0 7 0 0 10 2 6 0 62 39 38
Assignment Of Duties 0 1 0 12 10 0 7 3 18 7 13 1 1 6 0 0 19 3 6 0 107 50 48
Awards 0 0 0 7 0 0 1 0 7 4 4 0 0 1 0 0 6 3 0 0 33 16 16
Conversion To Full Time 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Disciplinary Action 0 1 0 24 5 1 5 3 22 7 17 0 1 3 0 0 18 3 8 0 118 58 57
A. Demotion 0 0 0 3 0 0 0 0 3 1 1 0 0 0 0 0 1 0 0 0 9 3 3
B. Reprimand 0 1 0 9 1 1 2 1 10 2 8 0 1 0 0 0 9 1 5 0 51 30 30
C. Suspension 0 0 0 6 3 0 2 2 7 1 6 0 0 3 0 0 6 2 1 0 39 16 15
D. Removal 0 0 0 4 1 0 1 0 1 2 0 0 0 0 0 0 2 0 2 0 13 5 5
5. Other 0 0 0 2 0 0 0 0 1 1 2 0 0 0 0 0 0 0 0 0 6 4 4
Duty Hours 0 0 0 1 0 0 0 1 1 0 0 0 0 0 0 0 0 0 1 0 4 4 4
Evaluation/Appraisal 1 1 0 17 4 2 8 3 31 8 8 2 1 7 0 0 17 9 9 0 128 51 50
Examination/Test 0 0 0 1 0 0 1 0 0 0 0 0 0 0 0 0 1 0 0 0 3 1 1
Harassment 2 4 0 37 10 0 11 3 60 18 31 0 3 7 0 0 41 16 27 1 271 131 127
A. Non-Sexual 2 4 0 37 10 0 11 3 60 18 26 0 3 7 0 0 41 16 27 1 266 126 122
B. Sexual 0 0 0 0 0 0 0 0 0 0 5 0 0 0 0 0 0 0 0 0 5 5 5
Medical Examination 0 0 0 0 0 0 0 0 0 0 1 0 0 0 0 0 1 1 0 0 3 2 2
Pay Including Overtime 0 0 0 1 1 1 0 0 3 1 1 0 0 0 2 3 2 1 2 0 18 13 13
Promotion/Non-Selection 0 0 0 23 2 2 4 2 17 13 14 0 2 3 0 0 24 0 5 0 111 53 53
Reassignment 0 0 0 7 0 0 2 3 8 4 3 1 1 1 0 0 8 1 4 0 43 19 19
A. Denied 0 0 0 3 0 0 0 3 3 2 1 0 0 0 0 0 3 0 1 0 16 8 8
B. Directed 0 0 0 4 0 0 2 0 5 2 2 1 1 1 0 0 5 1 3 0 27 11 11
Reasonable Acommodation 0 0 0 0 0 0 0 2 13 0 0 0 0 0 0 0 0 16 16 0 47 29 27
Reinstatement 0 0 0 0 0 1 1 0 0 0 0 0 0 0 0 0 0 0 0 0 2 1 1
Retirement 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 0 0 1 1 1
Termination 0 2 0 7 4 0 5 3 4 3 4 0 0 3 0 0 6 1 4 1 47 22 22
Terms/Conditions Of Employment 2 2 0 15 3 2 3 3 20 2 9 0 0 1 0 0 16 6 10 0 94 49 47
Time And Attendance 0 0 0 9 1 1 3 2 9 1 5 0 0 0 0 0 7 4 5 0 47 18 16
Training 0 1 0 5 1 1 3 0 6 2 4 0 0 0 0 0 8 0 3 0 34 17 17
U. Other 0 0 0 4 2 1 2 1 5 1 2 1 0 0 0 0 7 1 2 1 30 18 18
Total Issues By Bases 6 13 0 176 47 12 61 31 234 75 120 5 9 39 2 3 192 67 108 3 0 0 0
Total Complaints Filed By Bases 3 8 0 96 28 11 30 15 126 45 69 3 6 23 2 3 98 38 53 2 659 0 0

Total Complainants By Bases 3 8 0 90 26 11 30 14 119 44 66 2 6 21 2 3 94 36 48 2 625 0 0

Table B-8c     FY 2012  Complaints Filed Bases and Issues - Small Size Agencies
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Advisory Council on Historic Preservation NRF NRF NRF NRF NRF NRF NRF NRF
African Development Foundation 0 0 0 0 0 0.00% $0.00 $0.00
Agency for International Development 13 282.38 1 0 1 7.69% $30,971.00 $2,382.38
American Battle Monuments Commission 0 0 0 0 0 0.00% $0.00 $0.00
Appalachian Regional Commission NRF NRF NRF NRF NRF NRF NRF NRF
Architectural and Transportation Barriers 
Compliance Board 0 0 0 0 0 0.00% $0.00 $0.00
Arctic Research Commission NRF NRF NRF NRF NRF NRF NRF NRF
Armed Forces Retirement Home 0 0 0 0 0 0.00% $0.00 $0.00
Barry Goldwater Scholarship and Excellence in 
Education Foundation NRF NRF NRF NRF NRF NRF NRF NRF
Broadcasting Board of Governors 5 161.2 4 1 5 100.00% $27,000.00 $5,400.00
Central Intelligence Agency 14 345.57 0 1 1 7.14% $272,714.68 $19,479.62
Chemical Safety and Hazard Investigation Board 0 0 0 0 0 0.00% $0.00 $0.00
Christopher Columbus Fellowship Foundation NRF NRF NRF NRF NRF NRF NRF NRF
Commission of Fine Arts NRF NRF NRF NRF NRF NRF NRF NRF
Commission on Civil Rights 0 0 0 0 0 0.00% $0.00 $0.00
Committee for Purchase from People Who Are Blind 
or Severely Disabled 0 0 0 0 0 0.00% $0.00 $0.00
Commodity Futures Trading Commission 1 110 1 0 1 100.00% $6,750.00 $6,750.00
Consumer Financial Protection Bureau 3 209 0 3 3 100.00% $23,469.60 $7,823.20
Consumer Product Safety Commission 4 142.25 4 0 4 100.00% $19,616.00 $4,904.00
Corporation for National and Community Service 6 108.67 5 1 6 100.00% $27,107.00 $4,517.83
Court Services and Offender Supervision Agency for 
the District of Columbia 6 165 4 0 4 66.67% $22,512.00 $3,752.00
Defense Army and Air Force Exchange 38 234.79 2 3 5 13.16% $446,869.22 $11,759.72
Defense Commissary Agency 58 256.97 12 2 14 24.14% $257,328.02 $4,436.69
Defense Contract Audit Agency 12 264 0 3 3 25.00% $53,240.28 $4,436.69
Defense Contract Management Agency 3 328.67 0 0 0 0.00% $13,310.07 $4,436.69
Defense Finance and Accounting Service 20 244.55 2 9 11 55.00% $88,733.80 $4,436.69
Defense Human Resources Activity 0 0 0 0 0 0.00% $0.00 $0.00
Defense Information Systems Agency 4 260.75 0 0 0 0.00% $28,003.28 $7,000.82
Defense Intelligence Agency 14 314.36 0 5 5 35.71% $60,876.97 $4,348.36
Defense Joint Task Force National Capital Region 
Medical 1 315 0 0 0 0.00% $3,025.00 $3,025.00

Table B-9     FY 2012 Timeliness and Cost of All Completed Complaint Investigations 
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Defense Logistics Agency 52 272.19 4 8 12 23.08% $464,213.36 $8,927.18
Defense Media Activity 0 0 0 0 0 0.00% $0.00 $0.00
Defense Missile Defense Agency 1 237 0 0 0 0.00% $4,437.00 $4,437.00
Defense National Geospatial-Intelligence Agency 17 179.47 10 7 17 100.00% $75,423.73 $4,436.69
Defense National Guard Bureau 0 0 0 0 0 0.00% $0.00 $0.00
Defense National Security Agency 30 332.5 2 19 21 70.00% $303,746.90 $10,124.90
Defense Nuclear Facilities Safety Board 0 0 0 0 0 0.00% $0.00 $0.00
Defense Office of the Inspector General 1 255 0 1 1 100.00% $9,895.00 $9,895.00
Defense Office of the Secretary - Wash. Hqtrs. 
Services 19 247.68 3 12 15 78.95% $172,330.74 $9,070.04
Defense Security Service 5 193 0 0 0 0.00% $22,185.00 $4,437.00
Defense Technical Information Center 0 0 0 0 0 0.00% $0.00 $0.00
Defense Threat Reduction Agency 0 0 0 0 0 0.00% $0.00 $0.00
Defense TRICARE Management Activity 2 368.5 0 1 1 50.00% $6,094.00 $3,047.00
Defense Uniformed Services University 0 0 0 0 0 0.00% $0.00 $0.00
Department of Agriculture 437 241.59 187 30 217 49.66% $1,535,339.78 $3,513.36
Department of Commerce 183 188.25 95 71 166 90.71% $1,045,662.42 $5,714.00
Department of Defense Education Activity 54 176.35 36 14 50 92.59% $186,303.89 $3,450.07
Department of Education 26 179 17 9 26 100.00% $90,427.61 $3,477.99
Department of Energy 51 178.84 23 19 42 82.35% $133,184.06 $2,611.45
Department of Health and Human Services 288 153.41 232 37 269 93.40% $1,233,362.06 $4,282.51
Department of Homeland Security 1,046 229.94 427 169 596 56.98% $4,963,672.94 $4,745.39
Department of Housing and Urban Development 77 285.31 20 6 26 33.77% $201,354.00 $2,614.99
Department of Justice 614 202.46 302 181 483 78.66% $2,575,296.36 $4,194.29
Department of Labor 85 204.12 51 32 83 97.65% $262,000.00 $3,082.35
Department of State 97 245.01 27 25 52 53.61% $284,655.00 $2,934.59
Department of the Air Force 305 263.15 36 17 53 17.38% $1,353,190.40 $4,436.69
Department of the Army 484 258.31 66 48 114 23.55% $3,014,704.36 $6,228.73
Department of the Interior 238 270.06 87 36 123 51.68% $781,905.60 $3,285.32
Department of the Navy 409 276.71 41 121 162 39.61% $3,715,910.00 $9,085.35
Department of the Treasury 285 197.5 135 113 248 87.02% $2,229,613.00 $7,823.20
Department of Transportation 216 136.06 196 18 214 99.07% $1,376,310.00 $6,371.81
Department of Veterans Affairs 1,583 164.52 1,258 133 1,391 87.87% $9,137,264.70 $5,772.12
Election Assistance Commission NRF NRF NRF NRF NRF NRF NRF NRF
Environmental Protection Agency 61 354.98 1 8 9 14.75% $138,948.50 $2,277.84
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Equal Employment Opportunity Commission 13 239.69 4 8 12 92.31% $84,000.00 $6,461.54
Export-Import Bank of the US 1 240 0 1 1 100.00% $6,238.58 $6,238.58
Farm Credit Administration 0 0 0 0 0 0.00% $0.00 $0.00
Farm Credit System Insurance Corporation 0 0 0 0 0 0.00% $0.00 $0.00
Federal Communications Commission 10 39 0 10 10 100.00% $36,000.00 $3,600.00
Federal Deposit Insurance Corporation 29 224.21 13 16 29 100.00% $165,049.44 $5,691.36
Federal Election Commission 0 0 0 0 0 0.00% $0.00 $0.00
Federal Energy Regulatory Commission 6 180 6 0 6 100.00% $21,000.00 $3,500.00
Federal Financial Institutions Examination Council NRF NRF NRF NRF NRF NRF NRF NRF
Federal Housing Finance Agency 3 225 1 1 2 66.67% $14,509.00 $4,836.33
Federal Labor Relations Authority 1 248 0 1 1 100.00% $7,649.00 $7,649.00
Federal Maritime Commission 0 0 0 0 0 0.00% $0.00 $0.00
Federal Mediation and Conciliation Service 0 0 0 0 0 0.00% $0.00 $0.00
Federal Mine Safety & Health Review Commission 0 0 0 0 0 0.00% $0.00 $0.00
Federal Reserve System--Board of Governors 5 151 4 1 5 100.00% $41,956.10 $8,391.22
Federal Retirement Thrift Investment Board NRF NRF NRF NRF NRF NRF NRF NRF
Federal Trade Commission 0 0 0 0 0 0.00% $0.00 $0.00
General Services Administration 77 265.82 23 21 44 57.14% $230,204.61 $2,989.67
Government Printing Office 26 274.27 1 11 12 46.15% $79,107.00 $3,042.58
Harry S. Truman Scholarship Foundation 0 0 0 0 0 0.00% $0.00 $0.00
Holocaust Memorial Museum U.S. 0 0 0 0 0 0.00% $0.00 $0.00
Institute of Museum and Library Services 0 0 0 0 0 0.00% $0.00 $0.00
Inter-American Foundation 0 0 0 0 0 0.00% $0.00 $0.00
International Boundary and Water Commission 0 0 0 0 0 0.00% $0.00 $0.00
International Joint Commission: US & Canada NRF NRF NRF NRF NRF NRF NRF NRF
International Trade Commission 2 161.5 1 0 1 50.00% $10,344.00 $5,172.00
James Madison Memorial Fellowship Foundation NRF NRF NRF NRF NRF NRF NRF NRF
Japan-United States Friendship Commission 0 0 0 0 0 0.00% $0.00 $0.00
John F. Kennedy Center for the Performing Arts 1 61 1 0 1 100.00% $3,974.00 $3,974.00
Marine Mammal Commission 0 0 0 0 0 0.00% $0.00 $0.00
Merit Systems Protection Board 1 148 1 0 1 100.00% $5,619.00 $5,619.00
Millennium Challenge Corporation 0 0 0 0 0 0.00% $0.00 $0.00
Morris K. Udall Scholarship and Excellence in 
National Environmental Policy Foundation NRF NRF NRF NRF NRF NRF NRF NRF
National Aeronautics and Space Administration 21 193.57 10 7 17 80.95% $91,245.88 $4,345.04
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National Archives and Records Administration 3 170 2 1 3 100.00% $11,477.43 $3,825.81
National Capital Planning Commission 0 0 0 0 0 0.00% $0.00 $0.00
National Council on Disability 0 0 0 0 0 0.00% $0.00 $0.00
National Credit Union Administration 3 217 1 1 2 66.67% $15,830.00 $5,276.67
National Endowment for the Arts 0 0 0 0 0 0.00% $0.00 $0.00
National Endowment for the Humanities 0 0 0 0 0 0.00% $0.00 $0.00
National Foundation on the Arts & the Humanities NRF NRF NRF NRF NRF NRF NRF NRF
National Gallery of Art 0 0 0 0 0 0.00% $0.00 $0.00
National Indian Gaming Commission 2 266 0 1 1 50.00% $9,903.00 $4,951.50
National Labor Relations Board 3 167.33 3 0 3 100.00% $29,953.00 $9,984.33
National Mediation Board 0 0 0 0 0 0.00% $0.00 $0.00
National Reconnaissance Office 0 0 0 0 0 0.00% $0.00 $0.00
National Science Foundation 4 371.75 0 0 0 0.00% $11,940.00 $2,985.00
National Transportation Safety Board 2 111 2 0 2 100.00% $5,465.00 $2,732.50
Navajo and Hopi Indian Relocation Commission 0 0 0 0 0 0.00% $0.00 $0.00
Nuclear Regulatory Commission 9 209.44 6 1 7 77.78% $45,000.00 $5,000.00
Nuclear Waste Technical Review Commission NRF NRF NRF NRF NRF NRF NRF NRF
Occupational Safety &Health Review Commission 0 0 0 0 0 0.00% $0.00 $0.00
Office of Government Ethics 0 0 0 0 0 0.00% $0.00 $0.00
Office of Personnel Management 25 103.4 25 0 25 100.00% $191,010.20 $7,640.41
Office of Special Counsel 0 0 0 0 0 0.00% $0.00 $0.00
Office of the Director of National Intelligence 0 0 0 0 0 0.00% $0.00 $0.00
Overseas Private Investment Corporation 0 0 0 0 0 0.00% $0.00 $0.00
Peace Corps 4 156.75 3 1 4 100.00% $16,786.00 $4,196.50
Pension Benefit Guaranty Corporation 7 194.14 3 3 6 85.71% $18,000.00 $2,571.43
Postal Regulatory Commission 0 0 0 0 0 0.00% $0.00 $0.00
Presidio Trust NRF NRF NRF NRF NRF NRF NRF NRF
Railroad Retirement Board 4 178 4 0 4 100.00% $8,090.00 $2,022.50
Securities and Exchange Commission 10 259.7 4 4 8 80.00% $36,258.26 $3,625.83
Selective Service System 2 288 0 2 2 100.00% $3,864.00 $1,932.00
Small Business Administration 33 204.09 12 18 30 90.91% $111,641.00 $3,383.06
Smithsonian Institution 8 173.5 7 1 8 100.00% $19,250.00 $2,406.25
Social Security Administration 339 194.84 222 57 279 82.30% $1,520,762.08 $4,486.02
Tennessee Valley Authority 44 138.2 44 0 44 100.00% $83,258.59 $1,892.24
Trade and Development Agency 0 0 0 0 0 0.00% $0.00 $0.00
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U.S. Postal Service 2,660 112.86 2,562 74 2,636 99.10% $4,395,336.75 $1,652.38
Utah Reclamation Mitigation and Conservation 
Commission NRF NRF NRF NRF NRF NRF NRF NRF
Valles Caldera Trust NRF NRF NRF NRF NRF NRF NRF NRF

Cabinet Level Subtotal Including USPS 9,415 184.54 5,833 1,223 7,056 74.94% $40,525,205.30 $4,304.32
Midsize Agencies Subtotal 640 212.74 357 131 488 76.25% $2,574,839.90 $4,023.19
Small Agencies Subtotal 171 219.08 66 50 116 67.84% $929,634.05 $5,436.46
Micro Agencies Subtotal 0 0 0 0 0 0.00% $0.00 $0.00
Government-wide Including USPS 10,226 186.89 6,256 1,404 7,660 74.91% $44,029,679.25 $4,305.66

USPS Percentage of Cabinet Sub Total 28.25% 43.92% 6.05% 37.36% 10.85%
USPS Percentage of Government-wide 26.01% 40.95% 5.27% 34.41% 9.98%

Cabinet Level Subtotal Minus USPS 6,755 212.77 3,271 1,149 4,420 65.43% $36,129,868.55 $5,348.61
Government-wide Minus USPS 7,566 212.91 3,694 1,330 5,024 66.40% $39,634,342.50 $5,238.48

NRF= No Report Filed
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Advisory Council on Historic Preservation NRF NRF NRF NRF NRF NRF NRF NRF
African Development Foundation 0 0 0 0 0 0.00% $0.00 $0.00
Agency for International Development 2 350 0 0 0 0.00% $2,492.00 $1,246.00
American Battle Monuments Commission 0 0 0 0 0 0.00% $0.00 $0.00
Appalachian Regional Commission NRF NRF NRF NRF NRF NRF NRF NRF
Architectural and Transportation Barriers Compliance Board 0 0 0 0 0 0.00% $0.00 $0.00
Arctic Research Commission NRF NRF NRF NRF NRF NRF NRF NRF
Armed Forces Retirement Home 0 0 0 0 0 0.00% $0.00 $0.00
Barry Goldwater Scholarship and Excellence in Education 
Foundation NRF NRF NRF NRF NRF NRF NRF NRF
Broadcasting Board of Governors 0 0 0 0 0 0.00% $13,500.00 $0.00
Central Intelligence Agency 11 351.91 0 1 1 9.09% $200,555.20 $18,232.29
Chemical Safety and Hazard Investigation Board 0 0 0 0 0 0.00% $0.00 $0.00
Christopher Columbus Fellowship Foundation NRF NRF NRF NRF NRF NRF NRF NRF
Commission of Fine Arts NRF NRF NRF NRF NRF NRF NRF NRF
Commission on Civil Rights 0 0 0 0 0 0.00% $0.00 $0.00
Committee for Purchase from People Who Are Blind or 
Severely Disabled 0 0 0 0 0 0.00% $0.00 $0.00
Commodity Futures Trading Commission 0 0 0 0 0 0.00% $0.00 $0.00
Consumer Financial Protection Bureau 3 209 0 3 3 100.00% $23,469.60 $7,823.20
Consumer Product Safety Commission 0 0 0 0 0 0.00% $9,808.00 $0.00
Corporation for National and Community Service 0 0 0 0 0 0.00% $0.00 $0.00
Court Services and Offender Supervision Agency for the 
District of Columbia 2 234.5 0 0 0 0.00% $4,452.00 $2,226.00
Defense Army and Air Force Exchange 38 234.79 2 3 5 13.16% $446,869.22 $11,759.72
Defense Commissary Agency 58 256.97 12 2 14 24.14% $257,328.02 $4,436.69
Defense Contract Audit Agency 12 264 0 3 3 25.00% $53,240.28 $4,436.69
Defense Contract Management Agency 3 328.67 0 0 0 0.00% $13,310.07 $4,436.69
Defense Finance and Accounting Service 20 244.55 2 9 11 55.00% $88,733.80 $4,436.69
Defense Human Resources Activity 0 0 0 0 0 0.00% $0.00 $0.00
Defense Information Systems Agency 4 260.75 0 0 0 0.00% $28,003.28 $7,000.82
Defense Intelligence Agency 13 320.77 0 5 5 38.46% $57,676.97 $4,436.69
Defense Joint Task Force National Capital Region Medical 0 0 0 0 0 0.00% $0.00 $0.00
Defense Logistics Agency 52 272.19 4 8 12 23.08% $464,213.36 $8,927.18

Table B-9a     FY 2012 Timeliness and Cost of Complaint Investigations Completed by Agency Investigators
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Defense Media Activity 0 0 0 0 0 0.00% $0.00 $0.00
Defense Missile Defense Agency 1 237 0 0 0 0.00% $4,437.00 $4,437.00
Defense National Geospatial-Intelligence Agency 17 179.47 10 7 17 100.00% $75,423.73 $4,436.69
Defense National Guard Bureau 0 0 0 0 0 0.00% $0.00 $0.00
Defense National Security Agency 30 332.5 2 19 21 70.00% $303,746.90 $10,124.90
Defense Nuclear Facilities Safety Board 0 0 0 0 0 0.00% $0.00 $0.00
Defense Office of the Inspector General 1 255 0 1 1 100.00% $9,895.00 $9,895.00
Defense Office of the Secretary - Wash. Hqtrs. Services 19 247.68 3 12 15 78.95% $172,330.74 $9,070.04
Defense Security Service 0 0 0 0 0 0.00% $0.00 $0.00
Defense Technical Information Center 0 0 0 0 0 0.00% $0.00 $0.00
Defense Threat Reduction Agency 0 0 0 0 0 0.00% $0.00 $0.00
Defense TRICARE Management Activity 0 0 0 0 0 0.00% $0.00 $0.00
Defense Uniformed Services University 0 0 0 0 0 0.00% $0.00 $0.00
Department of Agriculture 0 0 0 0 0 0.00% $0.00 $0.00
Department of Commerce 6 141.5 4 1 5 83.33% $21,634.92 $3,605.82
Department of Defense Education Activity 11 266.91 0 8 8 72.73% $48,803.59 $4,436.69
Department of Education 0 0 0 0 0 0.00% $0.00 $0.00
Department of Energy 0 0 0 0 0 0.00% $0.00 $0.00
Department of Health and Human Services 7 141.71 7 0 7 100.00% $14,500.00 $2,071.43
Department of Homeland Security 321 198.7 202 57 259 80.69% $2,744,124.03 $8,548.67
Department of Housing and Urban Development 0 0 0 0 0 0.00% $53,032.00 $0.00
Department of Justice 155 234.64 42 81 123 79.35% $959,092.32 $6,187.69
Department of Labor 0 0 0 0 0 0.00% $0.00 $0.00
Department of State 7 213 2 4 6 85.71% $8,400.00 $1,200.00
Department of the Air Force 305 263.15 36 17 53 17.38% $1,353,190.40 $4,436.69
Department of the Army 484 258.31 66 48 114 23.55% $3,014,704.36 $6,228.73
Department of the Interior 0 0 0 0 0 0.00% $0.00 $0.00
Department of the Navy 409 276.71 41 121 162 39.61% $3,715,910.00 $9,085.35
Department of the Treasury 285 197.5 135 113 248 87.02% $2,229,613.00 $7,823.20
Department of Transportation 111 142.22 102 8 110 99.10% $904,650.00 $8,150.00
Department of Veterans Affairs 1,042 169.31 779 109 888 85.22% $7,457,612.00 $7,157.02
Election Assistance Commission NRF NRF NRF NRF NRF NRF NRF NRF
Environmental Protection Agency 37 380.84 1 3 4 10.81% $97,979.50 $2,648.09
Equal Employment Opportunity Commission 13 239.69 4 8 12 92.31% $84,000.00 $6,461.54
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Export-Import Bank of the US 0 0 0 0 0 0.00% $0.00 $0.00
Farm Credit Administration 0 0 0 0 0 0.00% $0.00 $0.00
Farm Credit System Insurance Corporation 0 0 0 0 0 0.00% $0.00 $0.00
Federal Communications Commission 0 0 0 0 0 0.00% $0.00 $0.00
Federal Deposit Insurance Corporation 0 0 0 0 0 0.00% $0.00 $0.00
Federal Election Commission 0 0 0 0 0 0.00% $0.00 $0.00
Federal Energy Regulatory Commission 0 0 0 0 0 0.00% $0.00 $0.00
Federal Financial Institutions Examination Council NRF NRF NRF NRF NRF NRF NRF NRF
Federal Housing Finance Agency 0 0 0 0 0 0.00% $0.00 $0.00
Federal Labor Relations Authority 0 0 0 0 0 0.00% $0.00 $0.00
Federal Maritime Commission 0 0 0 0 0 0.00% $0.00 $0.00
Federal Mediation and Conciliation Service 0 0 0 0 0 0.00% $0.00 $0.00
Federal Mine Safety & Health Review Commission 0 0 0 0 0 0.00% $0.00 $0.00
Federal Reserve System--Board of Governors 0 0 0 0 0 0.00% $0.00 $0.00
Federal Retirement Thrift Investment Board NRF NRF NRF NRF NRF NRF NRF NRF
Federal Trade Commission 0 0 0 0 0 0.00% $0.00 $0.00
General Services Administration 0 0 0 0 0 0.00% $0.00 $0.00
Government Printing Office 0 0 0 0 0 0.00% $0.00 $0.00
Harry S. Truman Scholarship Foundation 0 0 0 0 0 0.00% $0.00 $0.00
Holocaust Memorial Museum U.S. 0 0 0 0 0 0.00% $0.00 $0.00
Institute of Museum and Library Services 0 0 0 0 0 0.00% $0.00 $0.00
Inter-American Foundation 0 0 0 0 0 0.00% $0.00 $0.00
International Boundary and Water Commission 0 0 0 0 0 0.00% $0.00 $0.00
International Joint Commission: US and Canada NRF NRF NRF NRF NRF NRF NRF NRF
International Trade Commission 0 0 0 0 0 0.00% $0.00 $0.00
James Madison Memorial Fellowship Foundation NRF NRF NRF NRF NRF NRF NRF NRF
Japan-United States Friendship Commission 0 0 0 0 0 0.00% $0.00 $0.00
John F. Kennedy Center for the Performing Arts 0 0 0 0 0 0.00% $0.00 $0.00
Marine Mammal Commission 0 0 0 0 0 0.00% $0.00 $0.00
Merit Systems Protection Board 0 0 0 0 0 0.00% $0.00 $0.00
Millennium Challenge Corporation 0 0 0 0 0 0.00% $0.00 $0.00
Morris K. Udall Scholarship and Excellence in National 
Environmental Policy Foundation NRF NRF NRF NRF NRF NRF NRF NRF
National Aeronautics and Space Administration 0 0 0 0 0 0.00% $0.00 $0.00
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National Archives and Records Administration 0 0 0 0 0 0.00% $0.00 $0.00
National Capital Planning Commission 0 0 0 0 0 0.00% $0.00 $0.00
National Council on Disability 0 0 0 0 0 0.00% $0.00 $0.00
National Credit Union Administration 0 0 0 0 0 0.00% $0.00 $0.00
National Endowment for the Arts 0 0 0 0 0 0.00% $0.00 $0.00
National Endowment for the Humanities 0 0 0 0 0 0.00% $0.00 $0.00
National Foundation on the Arts & the Humanities NRF NRF NRF NRF NRF NRF NRF NRF
National Gallery of Art 0 0 0 0 0 0.00% $0.00 $0.00
National Indian Gaming Commission 0 0 0 0 0 0.00% $0.00 $0.00
National Labor Relations Board 3 167.33 3 0 3 100.00% $29,953.00 $9,984.33
National Mediation Board 0 0 0 0 0 0.00% $0.00 $0.00
National Reconnaissance Office 0 0 0 0 0 0.00% $0.00 $0.00
National Science Foundation 0 0 0 0 0 0.00% $0.00 $0.00
National Transportation Safety Board 0 0 0 0 0 0.00% $0.00 $0.00
Navajo and Hopi Indian Relocation Commission 0 0 0 0 0 0.00% $0.00 $0.00
Nuclear Regulatory Commission 0 0 0 0 0 0.00% $0.00 $0.00
Nuclear Waste Technical Review Commission NRF NRF NRF NRF NRF NRF NRF NRF
Occupational Safety &Health Review Commission 0 0 0 0 0 0.00% $0.00 $0.00
Office of Government Ethics 0 0 0 0 0 0.00% $0.00 $0.00
Office of Personnel Management 23 101.96 23 0 23 100.00% $185,510.20 $8,065.66
Office of Special Counsel 0 0 0 0 0 0.00% $0.00 $0.00
Office of the Director of National Intelligence 0 0 0 0 0 0.00% $0.00 $0.00
Overseas Private Investment Corporation 0 0 0 0 0 0.00% $0.00 $0.00
Peace Corps 0 0 0 0 0 0.00% $0.00 $0.00
Pension Benefit Guaranty Corporation 0 0 0 0 0 0.00% $0.00 $0.00
Postal Regulatory Commission 0 0 0 0 0 0.00% $0.00 $0.00
Presidio Trust NRF NRF NRF NRF NRF NRF NRF NRF
Railroad Retirement Board 0 0 0 0 0 0.00% $0.00 $0.00
Securities and Exchange Commission 0 0 0 0 0 0.00% $0.00 $0.00
Selective Service System 0 0 0 0 0 0.00% $0.00 $0.00
Small Business Administration 9 173.56 7 1 8 88.89% $5,000.00 $555.56
Smithsonian Institution 0 0 0 0 0 0.00% $0.00 $0.00
Social Security Administration 0 0 0 0 0 0.00% $0.00 $0.00
Tennessee Valley Authority 3 115 3 0 3 100.00% $13,000.00 $4,333.33
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Trade and Development Agency 0 0 0 0 0 0.00% $0.00 $0.00
U.S. Postal Service 0 0 0 0 0 0.00% $0.00 $0.00
Utah Reclamation Mitigation and Conservation Commission NRF NRF NRF NRF NRF NRF NRF NRF
Valles Caldera Trust NRF NRF NRF NRF NRF NRF NRF NRF

Cabinet Level Subtotal 3,411 218.16 1,451 636 2,087 61.18% $24,500,474.99 $7,182.78
Midsize Agencies Subtotal 75 252.93 34 7 41 54.67% $324,959.30 $4,332.79
Small Agencies Subtotal 31 279.29 7 9 16 51.61% $344,760.20 $11,121.30
Micro Agencies Subtotal 0 0 0 0 0 0.00% $0.00 $0.00
Government-wide 3,517 219.44 1,492 652 2,144 60.96% $25,170,194.49 $7,156.72

NRF = No Report Filed
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Advisory Council on Historic Preservation NRF NRF NRF NRF NRF NRF NRF NRF
African Development Foundation 0 0 0 0 0 0.00% $0.00 $0.00
Agency for International Development 11 270.09 1 0 1 9.09% $28,479.00 $2,589.00
American Battle Monuments Commission 0 0 0 0 0 0.00% $0.00 $0.00
Appalachian Regional Commission NRF NRF NRF NRF NRF NRF NRF NRF
Architectural and Transportation Barriers 
Compliance Board 0 0 0 0 0 0.00% $0.00 $0.00
Arctic Research Commission NRF NRF NRF NRF NRF NRF NRF NRF
Armed Forces Retirement Home 0 0 0 0 0 0.00% $0.00 $0.00
Barry Goldwater Scholarship and Excellence in 
Education Foundation NRF NRF NRF NRF NRF NRF NRF NRF
Broadcasting Board of Governors 5 161.2 4 1 5 100.00% $13,500.00 $2,700.00
Central Intelligence Agency 3 322.33 0 0 0 0.00% $72,159.48 $24,053.16
Chemical Safety and Hazard Investigation Board 0 0 0 0 0 0.00% $0.00 $0.00
Christopher Columbus Fellowship Foundation NRF NRF NRF NRF NRF NRF NRF NRF
Commission of Fine Arts NRF NRF NRF NRF NRF NRF NRF NRF
Commission on Civil Rights 0 0 0 0 0 0.00% $0.00 $0.00
Committee for Purchase from People Who Are 
Blind or Severely Disabled 0 0 0 0 0 0.00% $0.00 $0.00
Commodity Futures Trading Commission 1 110 1 0 1 100.00% $6,750.00 $6,750.00
Consumer Financial Protection Bureau 0 0 0 0 0 0.00% $0.00 $0.00
Consumer Product Safety Commission 4 142.25 4 0 4 100.00% $9,808.00 $2,452.00
Corporation for National and Community Service 6 108.67 5 1 6 100.00% $27,107.00 $4,517.83
Court Services and Offender Supervision Agency 
for the District of Columbia 4 130.25 4 0 4 100.00% $18,060.00 $4,515.00
Defense Army and Air Force Exchange 0 0 0 0 0 0.00% $0.00 $0.00
Defense Commissary Agency 0 0 0 0 0 0.00% $0.00 $0.00
Defense Contract Audit Agency 0 0 0 0 0 0.00% $0.00 $0.00
Defense Contract Management Agency 0 0 0 0 0 0.00% $0.00 $0.00
Defense Finance and Accounting Service 0 0 0 0 0 0.00% $0.00 $0.00
Defense Human Resources Activity 0 0 0 0 0 0.00% $0.00 $0.00
Defense Information Systems Agency 0 0 0 0 0 0.00% $0.00 $0.00
Defense Intelligence Agency 1 231 0 0 0 0.00% $3,200.00 $3,200.00
Defense Joint Task Force National Capital Region 
Medical 1 315 0 0 0 0.00% $3,025.00 $3,025.00

Table B-9b   FY 2012 Timeliness and Cost of Complaint Investigations Completed by Contract Investigators
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Defense Logistics Agency 0 0 0 0 0 0.00% $0.00 $0.00
Defense Media Activity 0 0 0 0 0 0.00% $0.00 $0.00
Defense Missile Defense Agency 0 0 0 0 0 0.00% $0.00 $0.00
Defense National Geospatial-Intelligence Agency 0 0 0 0 0 0.00% $0.00 $0.00
Defense National Guard Bureau 0 0 0 0 0 0.00% $0.00 $0.00
Defense National Security Agency 0 0 0 0 0 0.00% $0.00 $0.00
Defense Nuclear Facilities Safety Board 0 0 0 0 0 0.00% $0.00 $0.00
Defense Office of the Inspector General 0 0 0 0 0 0.00% $0.00 $0.00
Defense Office of the Secretary - Wash. Hqtrs. 
Services 0 0 0 0 0 0.00% $0.00 $0.00
Defense Security Service 5 193 0 0 0 0.00% $22,185.00 $4,437.00
Defense Technical Information Center 0 0 0 0 0 0.00% $0.00 $0.00
Defense Threat Reduction Agency 0 0 0 0 0 0.00% $0.00 $0.00
Defense TRICARE Management Activity 2 368.5 0 1 1 50.00% $6,094.00 $3,047.00
Defense Uniformed Services University 0 0 0 0 0 0.00% $0.00 $0.00
Department of Agriculture 437 241.59 187 30 217 49.66% $1,535,339.78 $3,513.36
Department of Commerce 177 189.83 91 70 161 90.96% $1,024,027.50 $5,785.47
Department of Defense Education Activity 43 153.19 36 6 42 97.67% $137,500.30 $3,197.68
Department of Education 26 179 17 9 26 100.00% $90,427.61 $3,477.99
Department of Energy 51 178.84 23 19 42 82.35% $133,184.06 $2,611.45
Department of Health and Human Services 281 153.7 225 37 262 93.24% $1,218,862.06 $4,337.59
Department of Homeland Security 725 243.78 225 112 337 46.48% $2,219,548.91 $3,061.45
Department of Housing and Urban Development 77 285.31 20 6 26 33.77% $148,322.00 $1,926.26
Department of Justice 459 191.59 260 100 360 78.43% $1,616,204.04 $3,521.14
Department of Labor 85 204.12 51 32 83 97.65% $262,000.00 $3,082.35
Department of State 90 247.5 25 21 46 51.11% $276,255.00 $3,069.50
Department of the Air Force 0 0 0 0 0 0.00% $0.00 $0.00
Department of the Army 0 0 0 0 0 0.00% $0.00 $0.00
Department of the Interior 238 270.06 87 36 123 51.68% $781,905.60 $3,285.32
Department of the Navy 0 0 0 0 0 0.00% $0.00 $0.00
Department of the Treasury 0 0 0 0 0 0.00% $0.00 $0.00
Department of Transportation 105 129.56 94 10 104 99.05% $471,660.00 $4,492.00
Department of Veterans Affairs 541 155.29 479 24 503 92.98% $1,679,652.70 $3,104.72
Election Assistance Commission NRF NRF NRF NRF NRF NRF NRF NRF
Environmental Protection Agency 24 315.13 0 5 5 20.83% $40,969.00 $1,707.04
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Equal Employment Opportunity Commission 0 0 0 0 0 0.00% $0.00 $0.00
Export-Import Bank of the US 1 240 0 1 1 100.00% $6,238.58 $6,238.58
Farm Credit Administration 0 0 0 0 0 0.00% $0.00 $0.00
Farm Credit System Insurance Corporation 0 0 0 0 0 0.00% $0.00 $0.00
Federal Communications Commission 10 39 0 10 10 100.00% $36,000.00 $3,600.00
Federal Deposit Insurance Corporation 29 224.21 13 16 29 100.00% $165,049.44 $5,691.36
Federal Election Commission 0 0 0 0 0 0.00% $0.00 $0.00
Federal Energy Regulatory Commission 6 180 6 0 6 100.00% $21,000.00 $3,500.00
Federal Financial Institutions Examination Council NRF NRF NRF NRF NRF NRF NRF NRF
Federal Housing Finance Agency 3 225 1 1 2 66.67% $14,509.00 $4,836.33
Federal Labor Relations Authority 1 248 0 1 1 100.00% $7,649.00 $7,649.00
Federal Maritime Commission 0 0 0 0 0 0.00% $0.00 $0.00
Federal Mediation and Conciliation Service 0 0 0 0 0 0.00% $0.00 $0.00
Federal Mine Safety & Health Review Commission 0 0 0 0 0 0.00% $0.00 $0.00
Federal Reserve System--Board of Governors 5 151 4 1 5 100.00% $41,956.10 $8,391.22
Federal Retirement Thrift Investment Board NRF NRF NRF NRF NRF NRF NRF NRF
Federal Trade Commission 0 0 0 0 0 0.00% $0.00 $0.00
General Services Administration 77 265.82 23 21 44 57.14% $230,204.61 $2,989.67
Government Printing Office 26 274.27 1 11 12 46.15% $79,107.00 $3,042.58
Harry S. Truman Scholarship Foundation 0 0 0 0 0 0.00% $0.00 $0.00
Holocaust Memorial Museum U.S. 0 0 0 0 0 0.00% $0.00 $0.00
Institute of Museum and Library Services 0 0 0 0 0 0.00% $0.00 $0.00
Inter-American Foundation 0 0 0 0 0 0.00% $0.00 $0.00
International Boundary and Water Commission 0 0 0 0 0 0.00% $0.00 $0.00
International Joint Commission: US and Canada NRF NRF NRF NRF NRF NRF NRF NRF
International Trade Commission 2 161.5 1 0 1 50.00% $10,344.00 $5,172.00
James Madison Memorial Fellowship Foundation NRF NRF NRF NRF NRF NRF NRF NRF
Japan-United States Friendship Commission 0 0 0 0 0 0.00% $0.00 $0.00
John F. Kennedy Center for the Performing Arts 1 61 1 0 1 100.00% $3,974.00 $3,974.00
Marine Mammal Commission 0 0 0 0 0 0.00% $0.00 $0.00
Merit Systems Protection Board 1 148 1 0 1 100.00% $5,619.00 $5,619.00
Millennium Challenge Corporation 0 0 0 0 0 0.00% $0.00 $0.00
Morris K. Udall Scholarship and Excellence in 
National Environmental Policy Foundation NRF NRF NRF NRF NRF NRF NRF NRF
National Aeronautics and Space Administration 21 193.57 10 7 17 80.95% $91,245.88 $4,345.04
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National Archives and Records Administration 3 170 2 1 3 100.00% $11,477.43 $3,825.81
National Capital Planning Commission 0 0 0 0 0 0.00% $0.00 $0.00
National Council on Disability 0 0 0 0 0 0.00% $0.00 $0.00
National Credit Union Administration 3 217 1 1 2 66.67% $15,830.00 $5,276.67
National Endowment for the Arts 0 0 0 0 0 0.00% $0.00 $0.00
National Endowment for the Humanities 0 0 0 0 0 0.00% $0.00 $0.00
National Foundation on the Arts & the Humanities NRF NRF NRF NRF NRF NRF NRF NRF
National Gallery of Art 0 0 0 0 0 0.00% $0.00 $0.00
National Indian Gaming Commission 2 266 0 1 1 50.00% $9,903.00 $4,951.50
National Labor Relations Board 0 0 0 0 0 0.00% $0.00 $0.00
National Mediation Board 0 0 0 0 0 0.00% $0.00 $0.00
National Reconnaissance Office 0 0 0 0 0 0.00% $0.00 $0.00
National Science Foundation 4 371.75 0 0 0 0.00% $11,940.00 $2,985.00
National Transportation Safety Board 2 111 2 0 2 100.00% $5,465.00 $2,732.50
Navajo and Hopi Indian Relocation Commission 0 0 0 0 0 0.00% $0.00 $0.00
Nuclear Regulatory Commission 9 209.44 6 1 7 77.78% $45,000.00 $5,000.00
Nuclear Waste Technical Review Commission NRF NRF NRF NRF NRF NRF NRF NRF
Occupational Safety &Health Review Commission 0 0 0 0 0 0.00% $0.00 $0.00
Office of Government Ethics 0 0 0 0 0 0.00% $0.00 $0.00
Office of Personnel Management 2 120 2 0 2 100.00% $5,500.00 $2,750.00
Office of Special Counsel 0 0 0 0 0 0.00% $0.00 $0.00
Office of the Director of National Intelligence 0 0 0 0 0 0.00% $0.00 $0.00
Overseas Private Investment Corporation 0 0 0 0 0 0.00% $0.00 $0.00
Peace Corps 4 156.75 3 1 4 100.00% $16,786.00 $4,196.50
Pension Benefit Guaranty Corporation 7 194.14 3 3 6 85.71% $18,000.00 $2,571.43
Postal Regulatory Commission 0 0 0 0 0 0.00% $0.00 $0.00
Presidio Trust NRF NRF NRF NRF NRF NRF NRF NRF
Railroad Retirement Board 4 178 4 0 4 100.00% $8,090.00 $2,022.50
Securities and Exchange Commission 10 259.7 4 4 8 80.00% $36,258.26 $3,625.83
Selective Service System 2 288 0 2 2 100.00% $3,864.00 $1,932.00
Small Business Administration 24 215.54 5 17 22 91.67% $106,641.00 $4,443.38
Smithsonian Institution 8 173.5 7 1 8 100.00% $19,250.00 $2,406.25
Social Security Administration 339 194.84 222 57 279 82.30% $1,520,762.08 $4,486.02
Tennessee Valley Authority 41 139.9 41 0 41 100.00% $70,258.59 $1,713.62
Trade and Development Agency 0 0 0 0 0 0.00% $0.00 $0.00
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U.S. Postal Service 2,660 112.86 2,562 74 2,636 99.10% $4,395,336.75 $1,652.38
Utah Reclamation Mitigation and Conservation 
Commission NRF NRF NRF NRF NRF NRF NRF NRF
Valles Caldera Trust NRF NRF NRF NRF NRF NRF NRF NRF

Cabinet Level Subtotal 6,004 165.45 4,382 587 4,969 82.76% $16,024,730.31 $2,669.01
Midsize Agencies Subtotal 565 207.41 323 124 447 79.12% $2,249,880.60 $3,982.09
Small Agencies Subtotal 140 205.75 59 41 100 71.43% $584,873.85 $4,177.67
Micro Agencies Subtotal 0 0 0 0 0 0.00% $0.00 $0.00
Government-wide 6,709 169.82 4,764 752 5,516 82.22% $18,859,484.76 $2,811.07

NRF = No Report Filed
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Defense Logistics Agency Wide 52 272.19 4 8 12 23.08% $464,213.36 $8,927.18
DLA Aviation 10 238.8 0 2 2 20.00% $89,271.80 $8,927.18
DLA Disposition Services 5 328.8 0 0 0 0.00% $44,635.90 $8,927.18
DLA Distribution 19 276.42 2 4 6 31.58% $169,616.42 $8,927.18
DLA Headquarters Operations Division 7 264.14 1 1 2 28.57% $62,490.26 $8,927.18
DLA Land and Maritime 6 321 0 0 0 0.00% $53,563.08 $8,927.18
DLA Logistics Information Service 2 288.5 0 0 0 0.00% $17,854.36 $8,927.18
DLA Troop Support 3 172.67 1 1 2 66.67% $26,781.54 $8,927.18

Defense National Guard Bureau Wide 0 0 0 0 0 0.00% $0.00 $0.00
Alabama National Guard 0 0 0 0 0 0.00% $0.00 $0.00
Alaska National Guard 0 0 0 0 0 0.00% $0.00 $0.00
Arizona National Guard 0 0 0 0 0 0.00% $0.00 $0.00
Arkansas National Guard 0 0 0 0 0 0.00% $0.00 $0.00
California National Guard 0 0 0 0 0 0.00% $0.00 $0.00
Colorado National Guard 0 0 0 0 0 0.00% $0.00 $0.00
Connecticut National Guard 0 0 0 0 0 0.00% $0.00 $0.00
DC National Guard 0 0 0 0 0 0.00% $0.00 $0.00
Delaware National Guard 0 0 0 0 0 0.00% $0.00 $0.00
Florida National Guard 0 0 0 0 0 0.00% $0.00 $0.00
Georgia National Guard 0 0 0 0 0 0.00% $0.00 $0.00
Guam National Guard 0 0 0 0 0 0.00% $0.00 $0.00
Hawaii National Guard 0 0 0 0 0 0.00% $0.00 $0.00
Idaho National Guard 0 0 0 0 0 0.00% $0.00 $0.00
Illinois National Guard 0 0 0 0 0 0.00% $0.00 $0.00
Indiana National Guard 0 0 0 0 0 0.00% $0.00 $0.00
Iowa National Guard 0 0 0 0 0 0.00% $0.00 $0.00
Kansas National Guard 0 0 0 0 0 0.00% $0.00 $0.00
Kentucky National Guard 0 0 0 0 0 0.00% $0.00 $0.00
Louisiana National Guard 0 0 0 0 0 0.00% $0.00 $0.00
Maine National Guard 0 0 0 0 0 0.00% $0.00 $0.00
Maryland National Guard 0 0 0 0 0 0.00% $0.00 $0.00

Table B-9c     FY 2012 Timeliness and Cost of All Completed Complaint Investigations 
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Massachusetts National Guard 0 0 0 0 0 0.00% $0.00 $0.00
Michigan National Guard 0 0 0 0 0 0.00% $0.00 $0.00
Minnesota National Guard 0 0 0 0 0 0.00% $0.00 $0.00
Mississippi National Guard 0 0 0 0 0 0.00% $0.00 $0.00
Missouri National Guard 0 0 0 0 0 0.00% $0.00 $0.00
Montana National Guard 0 0 0 0 0 0.00% $0.00 $0.00
Nebraska National Guard 0 0 0 0 0 0.00% $0.00 $0.00
Nevada National Guard 0 0 0 0 0 0.00% $0.00 $0.00
New Hampshire National Guard 0 0 0 0 0 0.00% $0.00 $0.00
New Jersey National Guard 0 0 0 0 0 0.00% $0.00 $0.00
New Mexico National Guard 0 0 0 0 0 0.00% $0.00 $0.00
New York National Guard 0 0 0 0 0 0.00% $0.00 $0.00
North Carolina National Guard 0 0 0 0 0 0.00% $0.00 $0.00
North Dakota National Guard 0 0 0 0 0 0.00% $0.00 $0.00
Ohio National Guard 0 0 0 0 0 0.00% $0.00 $0.00
Oklahoma National Guard 0 0 0 0 0 0.00% $0.00 $0.00
Oregon National Guard 0 0 0 0 0 0.00% $0.00 $0.00
Pennsylvania National Guard 0 0 0 0 0 0.00% $0.00 $0.00
Puerto Rico National Guard 0 0 0 0 0 0.00% $0.00 $0.00
Rhode Island National Guard 0 0 0 0 0 0.00% $0.00 $0.00
South Carolina National Guard 0 0 0 0 0 0.00% $0.00 $0.00
South Dakota National Guard 0 0 0 0 0 0.00% $0.00 $0.00
Tennessee National Guard 0 0 0 0 0 0.00% $0.00 $0.00
Texas National Guard 0 0 0 0 0 0.00% $0.00 $0.00
Utah National Guard 0 0 0 0 0 0.00% $0.00 $0.00
Vermont National Guard 0 0 0 0 0 0.00% $0.00 $0.00
Virgin Islands National Guard 0 0 0 0 0 0.00% $0.00 $0.00
Virginia National Guard 0 0 0 0 0 0.00% $0.00 $0.00
Washington State National Guard 0 0 0 0 0 0.00% $0.00 $0.00
West Virginia National Guard 0 0 0 0 0 0.00% $0.00 $0.00
Wisconsin National Guard 0 0 0 0 0 0.00% $0.00 $0.00
Wyoming National Guard 0 0 0 0 0 0.00% $0.00 $0.00
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Department of Agriculture Wide 437 241.59 187 30 217 49.66% $1,535,339.78 $3,513.36
USDA - Office Of Inspector General 6 154.17 4 2 6 100.00% $18,276.00 $3,046.00
USDA Agricultural Marketing Service 15 146.8 13 0 13 86.67% $54,117.00 $3,607.80
USDA Agricultural Research Service 21 286.29 10 1 11 52.38% $54,586.00 $2,599.33
USDA Agriculture Headquarters 14 259.79 4 0 4 28.57% $18,515.00 $1,322.50
USDA Animal and Plant Health Inspection Service 39 195.41 17 4 21 53.85% $147,776.00 $3,789.13
USDA Economic Research Service 3 534 1 0 1 33.33% $9,561.00 $3,187.00
USDA Farm Service Agency 23 95.87 22 1 23 100.00% $107,697.43 $4,682.50
USDA Food and Nutrition Service 3 190.33 2 0 2 66.67% $11,296.00 $3,765.33
USDA Food Safety And Inspection Service 70 247.21 25 8 33 47.14% $265,345.44 $3,790.65
USDA Foreign Agricultural Service 3 182.33 2 0 2 66.67% $8,450.00 $2,816.67
USDA Forest Service 137 210.57 63 9 72 52.55% $539,654.00 $3,939.08
USDA Grain Inspection, Packers& Stockyards Admin 6 149.5 5 0 5 83.33% $24,840.00 $4,140.00
USDA National Agricultural Statistics Service 2 215.5 1 0 1 50.00% $7,118.00 $3,559.00
USDA National Appeals Division 0 0 0 0 0 0.00% $0.00 $0.00
USDA National Institute of Food and Agriculture 0 0 0 0 0 0.00% $0.00 $0.00
USDA Natural Resources Conservation Service 22 188.73 14 2 16 72.73% $56,145.00 $2,552.05
USDA Office Of The Chief Financial Officer 22 384.95 2 1 3 13.64% $63,089.91 $2,867.72
USDA Risk Management Agency 7 396.14 1 0 1 14.29% $17,085.00 $2,440.71
USDA Rural Development 44 394.91 1 2 3 6.82% $131,788.00 $2,995.18

Department of Commerce Wide 183 188.25 95 71 166 90.71% $1,045,662.42 $5,714.00
DOC All Other Commerce Bureaus 21 185.57 10 11 21 100.00% $123,539.00 $5,882.81
DOC Bureau of the Census 66 181.77 28 32 60 90.91% $379,898.32 $5,756.04
DOC Decennial Census 3 192 2 1 3 100.00% $12,328.60 $4,109.53
DOC International Trade Administration 7 206.71 4 2 6 85.71% $44,531.00 $6,361.57
DOC National Institute of Standards & Technology 8 197.63 6 1 7 87.50% $43,411.00 $5,426.38
DOC National Oceanic & Atmospheric Administration 61 191.23 35 17 52 85.25% $371,436.50 $6,089.12
DOC U. S. Patent and Trademark Office 17 193.29 10 7 17 100.00% $70,518.00 $4,148.12
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Department of Energy Wide 51 178.84 23 19 42 82.35% $133,184.06 $2,611.45
DOE Bonneville Power Administration 6 228.17 1 0 1 16.67% $20,748.31 $3,458.05
DOE Chicago Operations Office 0 0 0 0 0 0.00% $0.00 $0.00
DOE EM Consolidated Business Center 1 398 0 0 0 0.00% $2,500.00 $2,500.00
DOE Golden Field Office 1 330 0 0 0 0.00% $3,800.00 $3,800.00
DOE Headquarters 12 219.42 5 7 12 100.00% $53,017.75 $4,418.15
DOE Idaho Operations Office 1 91 1 0 1 100.00% $3,450.00 $3,450.00
DOE National Energy Technology Lab 1 207 0 0 0 0.00% $5,362.00 $5,362.00
DOE NNSA Service Center 19 122.63 9 9 18 94.74% $11,463.00 $603.32
DOE Oak Ridge Operations 0 0 0 0 0 0.00% $0.00 $0.00
DOE OSTI 0 0 0 0 0 0.00% $0.00 $0.00
DOE Richland Operations Office 0 0 0 0 0 0.00% $0.00 $0.00
DOE Savannah River Operations 0 0 0 0 0 0.00% $0.00 $0.00
DOE Southeastern Power Administration 0 0 0 0 0 0.00% $0.00 $0.00
DOE Southwestern Power Administration 0 0 0 0 0 0.00% $0.00 $0.00
DOE Strategic Petroleum Reserve 0 0 0 0 0 0.00% $0.00 $0.00
DOE Western Area Power Administration 10 176.3 7 3 10 100.00% $32,843.00 $3,284.30

Department of Health and Human Services Wide 288 153.41 232 37 269 93.40% $1,233,362.06 $4,282.51
HHS Administration for Children and Families 4 197.25 2 0 2 50.00% $10,686.00 $2,671.50
HHS Agency for Healthcare Research and Quality 3 141 3 0 3 100.00% $11,811.00 $3,937.00
HHS Centers for Disease Control and Prevention 47 157.83 36 6 42 89.36% $164,891.00 $3,508.32
HHS Centers for Medicare & Medicaid Services 24 136.17 24 0 24 100.00% $82,417.41 $3,434.06
HHS Food and Drug Administration 58 176.79 38 18 56 96.55% $314,141.20 $5,416.23
HHS Health Resources and Services Administration 7 127.43 7 0 7 100.00% $49,098.00 $7,014.00
HHS Indian Health Service 57 116.07 49 7 56 98.25% $225,568.25 $3,957.34
HHS National Institutes of Health 51 162.88 44 2 46 90.20% $235,854.20 $4,624.59
HHS Office of the Secretary of Health&Human Srvcs 30 174.23 24 3 27 90.00% $107,894.00 $3,596.47
HHS Program Support Center 3 120.33 3 0 3 100.00% $13,570.00 $4,523.33
HHS Substance Abuse & Mental Health Srvcs Admin 4 157 2 1 3 75.00% $17,431.00 $4,357.75
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Department of Homeland Security Wide 1,046 229.94 427 169 596 56.98% $4,963,672.94 $4,745.39
DHS Federal Emergency Management Agency 110 360.8 3 10 13 11.82% $371,594.90 $3,378.14
DHS Federal Law Enforcement Training Center 9 222.33 2 6 8 88.89% $18,216.92 $2,024.10
DHS Headquarters 24 226.13 9 12 21 87.50% $51,313.32 $2,138.06
DHS Transportation Security Administration 429 224.57 130 60 190 44.29% $1,290,135.00 $3,007.31
DHS U.S. Citizenship and Immigration Services 74 141.64 63 10 73 98.65% $347,884.96 $4,701.15
DHS U.S. Coast Guard 39 205.79 21 18 39 100.00% $139,461.00 $3,575.92
DHS U.S. Customs and Border Protection 252 175.54 192 49 241 95.63% $2,499,109.03 $9,917.10
DHS U.S. Immigration and Customs Enforcement 81 301.32 4 2 6 7.41% $148,065.72 $1,827.97
DHS U.S. Secret Service 28 354.07 3 2 5 17.86% $97,892.09 $3,496.15

Department of Justice Wide 614 202.46 302 181 483 78.66% $2,575,296.36 $4,194.29
DOJ Alcohol, Tobacco, Firearms and Explosives 34 314.74 4 5 9 26.47% $176,414.33 $5,188.66
DOJ Bureau of Prisons 350 160.57 231 78 309 88.29% $1,162,700.00 $3,322.00
DOJ Drug Enforcement Administration 23 313.35 6 2 8 34.78% $81,454.65 $3,541.51
DOJ Executive Office for Immigration Review 10 215.8 6 3 9 90.00% $44,058.60 $4,405.86
DOJ Executive Office for U.S. Attorneys 22 208.91 15 6 21 95.45% $38,742.00 $1,761.00
DOJ Federal Bureau of Investigation 128 239.77 24 74 98 76.56% $913,460.76 $7,136.41
DOJ Office of Justice Programs 9 227.22 3 6 9 100.00% $17,415.00 $1,935.00
DOJ Offices, Boards, and Divisions 14 280.57 4 2 6 42.86% $66,956.49 $4,782.61
DOJ U.S. Marshals Service 24 282.67 9 5 14 58.33% $74,094.53 $3,087.27

Department of Labor Wide 85 204.12 51 32 83 97.65% $262,000.00 $3,082.35
DOL (DM and others) 28 196 18 9 27 96.43% $83,200.00 $2,971.43
DOL Bureau of Labor Statistics 1 176 1 0 1 100.00% $2,500.00 $2,500.00
DOL Employment and Training Administration 10 180.2 8 2 10 100.00% $28,900.00 $2,890.00
DOL Mine Safety and Health Administration 9 196.44 7 2 9 100.00% $27,500.00 $3,055.56
DOL Occupational Safety and Health Administration 14 188.86 9 5 14 100.00% $43,200.00 $3,085.71
DOL Office of Workers Compensation Programs 9 228.22 4 5 9 100.00% $28,800.00 $3,200.00
DOL Wage and Hour Division 14 244.14 4 9 13 92.86% $47,900.00 $3,421.43
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Department of the Army Wide 484 258.31 66 48 114 23.55% $3,014,704.36 $6,228.73
Eighth U.S. Army (KOREA) 2 324.5 0 0 0 0.00% $12,718.38 $6,359.19
Headquarters, Department of Army 41 292.93 1 2 3 7.32% $259,215.57 $6,322.33
U.S. Army Corps of Engineers 57 262.04 6 8 14 24.56% $383,721.79 $6,731.96
U.S. Army Europe 1 197 0 1 1 100.00% $10,983.90 $10,983.90
U.S. Army Forces Command 24 233.13 3 5 8 33.33% $145,504.35 $6,062.68
U.S. Army Installation Management Command 112 240.04 19 10 29 25.89% $711,643.16 $6,353.96
U.S. Army Intelligence and Security Command 9 241.56 1 1 2 22.22% $57,042.35 $6,338.04
U.S. Army Material Command 103 256.47 14 12 26 25.24% $607,548.39 $5,898.53
U.S. Army Medical Command 86 268 13 5 18 20.93% $519,431.71 $6,039.90
U.S. Army Network Enterprise Technology Command 11 270.73 4 1 5 45.45% $73,072.49 $6,642.95
U.S. Army Pacific (USARPAC) 0 0 0 0 0 0.00% $0.00 $0.00
U.S. Army Space and Missile Defense Command 4 269.75 0 1 1 25.00% $23,468.60 $5,867.15
U.S. Army Special Operations Command (USASOC) 0 0 0 0 0 0.00% $0.00 $0.00
U.S. Army Test and Evaluation Command 10 262.7 3 0 3 30.00% $62,395.51 $6,239.55
U.S. Army Training and Doctrine Command 24 267.83 2 2 4 16.67% $147,958.16 $6,164.92

Department of the Interior Wide 238 270.06 87 36 123 51.68% $781,905.60 $3,285.32
Bureau of Ocean Energy Management 2 245.5 1 1 2 100.00% $13,072.90 $6,536.45
Bureau of Safety and Environmental Enforcement 3 193 2 0 2 66.67% $7,290.00 $2,430.00
DOI Bureau Of Indian Affairs 52 369.54 10 3 13 25.00% $209,755.00 $4,033.75
DOI Bureau Of Land Management 33 158.15 21 9 30 90.91% $98,439.50 $2,983.02
DOI Bureau Of Reclamation 28 150.96 25 0 25 89.29% $74,595.00 $2,664.11
DOI Fish And Wildlife Service 22 178.18 19 3 22 100.00% $77,063.00 $3,502.86
DOI Geological Survey 6 279.83 1 3 4 66.67% $19,589.70 $3,264.95
DOI National Park Service 65 345.51 1 6 7 10.77% $191,014.50 $2,938.68
DOI Office Of Surface Mining, Reclamation & 
Enforcement 4 149 4 0 4 100.00% $15,953.00 $3,988.25
DOI-Office Of The Secretary 23 256.04 3 11 14 60.87% $75,133.00 $3,266.65
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Department of the Navy Wide 409 276.71 41 121 162 39.61% $3,715,910.00 $9,085.35
Chief Of Naval Operations 9 252 1 3 4 44.44% $82,170.00 $9,130.00
Commander Naval Installations Command 40 256.75 7 9 16 40.00% $365,200.00 $9,130.00
Commander Naval Reserve 0 0 0 0 0 0.00% $0.00 $0.00
Commander Pacific Fleet 28 262.71 4 14 18 64.29% $255,640.00 $9,130.00
DON Assistant for Administration 16 308.44 0 6 6 37.50% $146,080.00 $9,130.00
DON Bureau of Medicine & Surgery 32 304.59 0 12 12 37.50% $292,160.00 $9,130.00
DON SPAWAR 5 264.2 1 1 2 40.00% $45,650.00 $9,130.00
DON Strategic Systems Project Office 3 359 0 1 1 33.33% $27,390.00 $9,130.00
Fleet Cyber Command 1 160 1 0 1 100.00% $9,130.00 $9,130.00
Fleet Forces Command 22 282.23 1 5 6 27.27% $200,860.00 $9,130.00
Marine Corps HQ 64 287 5 13 18 28.13% $584,320.00 $9,130.00
Military Sealift Command 18 296.5 1 5 6 33.33% $164,340.00 $9,130.00
Naval Air Systems Command 42 265.95 3 16 19 45.24% $365,200.00 $8,695.24
Naval Education & Training Command 11 446.82 0 1 1 9.09% $100,430.00 $9,130.00
Naval Sea Systems Command 30 249.73 4 8 12 40.00% $273,900.00 $9,130.00
Naval Special Warfare Command 1 312 0 0 0 0.00% $9,130.00 $9,130.00
Naval Supply Systems Command 29 260 4 11 15 51.72% $264,770.00 $9,130.00
Naval Systems Management Activity 0 0 0 0 0 0.00% $0.00 $0.00
Navy Facilities & Engineering Command 47 250.98 7 12 19 40.43% $429,110.00 $9,130.00
Navy Military Personnel Command 5 277.6 2 0 2 40.00% $45,650.00 $9,130.00
Office Of Naval Intelligence 5 252.2 0 3 3 60.00% $45,650.00 $9,130.00
Office Of Naval Research 1 252 0 1 1 100.00% $9,130.00 $9,130.00

Department of the Treasury Wide 285 197.5 135 113 248 87.02% $2,229,613.00 $7,823.20
Treas - Alcohol and Tobacco Tax and Trade Bureau 0 0 0 0 0 0.00% $0.00 $0.00
Treas - Bureau of Engraving and Printing 13 160.85 10 2 12 92.31% $0.00 $0.00
Treas - Bureau of the Public Debt 3 251 1 1 2 66.67% $0.00 $0.00
Treas - Departmental Offices 8 156.75 6 2 8 100.00% $0.00 $0.00
Treas - Financial Crimes Enforcement Network 1 173 1 0 1 100.00% $0.00 $0.00
Treas - Financial Management Service 6 149.17 4 1 5 83.33% $0.00 $0.00
Treas - Inspector General For Tax Administration 1 185 0 1 1 100.00% $0.00 $0.00
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Treas - Internal Revenue Service 225 204.01 96 97 193 85.78% $2,229,613.00 $9,909.39
Treas - Office of the Comptroller of the Currency 5 100.8 5 0 5 100.00% $0.00 $0.00
Treas -Special Inspector General for the Trouble 
Assets Relief Program 0 0 0 0 0 0.00% $0.00 $0.00
Treas - U. S. Mint 17 205.47 7 9 16 94.12% $0.00 $0.00
Treas -Internal Revenue Service Office of the Chief 
Counsel 4 164.25 4 0 4 100.00% $0.00 $0.00
Treas- Office of the Inspector General 2 189.5 1 0 1 50.00% $0.00 $0.00

Department of Transportation Wide 216 136.06 196 18 214 99.07% $1,376,310.00 $6,371.81
DOT Federal Aviation Administration 178 136.69 160 16 176 98.88% $1,158,060.00 $6,505.96
DOT Federal Highway Administration 7 117 7 0 7 100.00% $38,760.00 $5,537.14
DOT Federal Motor Carrier Safety Administration 2 143.5 2 0 2 100.00% $8,984.00 $4,492.00
DOT Federal Railroad Administration 2 133 2 0 2 100.00% $12,642.00 $6,321.00
DOT Federal Transit Administration 4 125.75 4 0 4 100.00% $21,626.00 $5,406.50
DOT Maritime Administration 7 134.43 7 0 7 100.00% $35,102.00 $5,014.57
DOT National Highway Traffic Safety Administration 7 106.29 7 0 7 100.00% $42,418.00 $6,059.71
DOT Office of Inspector General 1 175 1 0 1 100.00% $8,150.00 $8,150.00
DOT Office of the Secretary 1 128 1 0 1 100.00% $4,492.00 $4,492.00
DOT Pipeline & Hazardous Materials Safety Admin 1 177 1 0 1 100.00% $8,150.00 $8,150.00
DOT Research& Innovative Technology Administration 6 170 4 2 6 100.00% $37,926.00 $6,321.00
DOT St. Lawrence Development Corporation 0 0 0 0 0 0.00% $0.00 $0.00

Department of Veterans Affairs Wide 1,583 164.52 1,258 133 1,391 87.87% $9,137,264.70 $5,772.12
VA-HQ and Others 71 168.08 52 6 58 81.69% $0.00 $0.00
VA-NCA 18 162.17 17 0 17 94.44% $0.00 $0.00
VA-Veterans Benefits Administration 108 162.39 87 14 101 93.52% $0.00 $0.00
VA-Veterans Health Administration 1,386 164.54 1,102 113 1,215 87.66% $0.00 $0.00

Federal Housing Finance Agency Wide 3 225 1 1 2 66.67% $14,509.00 $4,836.33
Federal Housing Finance Agency Hqtrs 2 249 0 1 1 50.00% $10,671.00 $5,335.50
Federal Housing Finance Agency OIG 1 177 1 0 1 100.00% $3,838.00 $3,838.00
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General Services Administration Wide 77 265.82 23 21 44 57.14% $230,204.61 $2,989.67
GSA Central Office 17 343.82 1 5 6 35.29% $57,549.03 $3,385.24
GSA National Capital Region 11 260.36 3 3 6 54.55% $30,800.05 $2,800.00
GSA Region 1 1 148 1 0 1 100.00% $2,850.00 $2,850.00
GSA Region 10 2 134 1 1 2 100.00% $5,200.00 $2,600.00
GSA Region 2 9 249.44 2 1 3 33.33% $28,741.00 $3,193.44
GSA Region 3 5 396 0 1 1 20.00% $15,783.56 $3,156.71
GSA Region 4 6 313.67 0 3 3 50.00% $21,300.00 $3,550.00
GSA Region 5 4 152 4 0 4 100.00% $14,345.97 $3,586.49
GSA Region 6 6 230.33 2 3 5 83.33% $23,349.00 $3,891.50
GSA Region 7 0 0 0 0 0 0.00% $0.00 $0.00
GSA Region 8 0 0 0 0 0 0.00% $0.00 $0.00
GSA Region 9 16 202.88 9 4 13 81.25% $30,286.00 $1,892.88

U.S. Postal Service Wide 2,660 112.86 2,562 74 2,636 99.10% $4,395,336.75 $1,652.38
USPS Capital Metro Area Operations 319 119.84 303 11 314 98.43% $534,994.59 $1,677.10
USPS Eastern Area 406 108.4 399 5 404 99.51% $662,747.66 $1,632.38
USPS Great Lakes Area 302 114.29 289 9 298 98.68% $495,514.22 $1,640.78
USPS Headquarters 55 112.6 55 0 55 100.00% $88,483.55 $1,608.79
USPS Northeast Area 271 116.3 259 11 270 99.63% $443,089.46 $1,635.02
USPS Office of Inspector General 7 105.57 7 0 7 100.00% $11,354.27 $1,622.04
USPS Pacific Area 331 110.13 322 7 329 99.40% $549,711.91 $1,660.76
USPS Southern Area 641 112.13 617 20 637 99.38% $1,062,371.01 $1,657.37
USPS Western Area 328 111.83 311 11 322 98.17% $547,070.08 $1,667.90

NRF= No Report Filed
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Advisory Council on Historic Preservation NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
African Development Foundation 3 845 1 934 0 0 0 0 0 0 0 0
Agency for International Development 16 398.81 7 92.14 1 830 1 1,525.00 0 0 2 1,177.50
American Battle Monuments Commission 0 0 0 0 0 0 0 0 0 0 0 0
Appalachian Regional Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Architectural and Transportation Barriers 
Compliance Board 0 0 0 0 0 0 0 0 0 0 0 0
Arctic Research Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Armed Forces Retirement Home 4 243.5 0 0 4 243.5 0 0 0 0 4 243.5
Barry Goldwater Scholarship and Excellence in 
Education Foundation NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Broadcasting Board of Governors 14 356.29 5 235.8 2 326 1 939 0 0 3 530.33
Central Intelligence Agency 39 585.38 10 151.3 6 590.33 11 1,186.82 0 0 17 976.29
Chemical Safety and Hazard Investigation Board 0 0 0 0 0 0 0 0 0 0 0 0
Christopher Columbus Fellowship Foundation NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Commission of Fine Arts NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Commission on Civil Rights 0 0 0 0 0 0 0 0 0 0 0 0
Committee for Purchase from People Who Are Blind 
or Severely Disabled 0 0 0 0 0 0 0 0 0 0 0 0
Commodity Futures Trading Commission 2 314 0 0 2 314 0 0 0 0 2 314
Consumer Financial Protection Bureau 7 181.29 0 0 3 301 0 0 0 0 3 301
Consumer Product Safety Commission 2 380 0 0 1 416 0 0 0 0 1 416
Corporation for National and Community Service 3 431.67 0 0 3 431.67 0 0 0 0 3 431.67
Court Services and Offender Supervision Agency 
for the District of Columbia 15 756.93 2 85 2 393 5 901.8 1 1,745.00 6 591.67
Defense Army and Air Force Exchange 89 318.17 20 75.3 14 346.29 13 886.31 1 324 26 617.15
Defense Commissary Agency 120 318.85 22 12.91 27 349.44 18 728.11 1 913 44 491.55
Defense Contract Audit Agency 32 252.25 4 40.75 7 357.57 3 503.33 0 0 10 401.3
Defense Contract Management Agency 38 345.03 16 119.69 8 496.63 0 0 0 0 8 496.63
Defense Finance and Accounting Service 39 352.74 9 12.11 8 309.25 6 697.83 1 375 13 483.54
Defense Human Resources Activity 5 149 1 32 0 0 0 0 0 0 0 0
Defense Information Systems Agency 8 686.75 5 996.4 0 0 0 0 0 0 0 0

Table B-10     FY 2012 Total Number and Average Processing Days for All Complaint Closures
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Defense Intelligence Agency 34 518.88 11 54.09 7 681.29 7 1,004.00 2 1,487.00 12 735.25
Defense Joint Task Force National Capital Region 
Medical 7 92 5 53 0 0 0 0 0 0 0 0
Defense Logistics Agency 136 463.1 14 82.14 38 493.92 23 682.26 2 384 59 571.07
Defense Media Activity 3 453 0 0 0 0 0 0 0 0 0 0
Defense Missile Defense Agency 0 0 0 0 0 0 0 0 0 0 0 0
Defense National Geospatial-Intelligence Agency 20 427.3 5 113 4 666.75 3 684.67 0 0 7 674.43
Defense National Guard Bureau 33 327.39 23 354.74 3 361.67 0 0 0 0 3 361.67
Defense National Security Agency 17 636.29 4 320 5 376.4 4 1,378.00 2 1,776.00 7 548.86
Defense Nuclear Facilities Safety Board 0 0 0 0 0 0 0 0 0 0 0 0
Defense Office of the Inspector General 3 468.67 1 8 0 0 0 0 0 0 0 0
Defense Office of the Secretary - Wash. Hqtrs. 
Services 45 569.62 13 245.15 6 663.5 7 1,174.14 0 0 13 938.46
Defense Security Service 6 166.67 2 100 3 200 0 0 0 0 3 200
Defense Technical Information Center 1 599 0 0 0 0 0 0 0 0 0 0
Defense Threat Reduction Agency 8 742.75 4 868.75 0 0 0 0 0 0 0 0
Defense TRICARE Management Activity 7 217.29 5 107.8 0 0 0 0 0 0 0 0
Defense Uniformed Services University 0 0 0 0 0 0 0 0 0 0 0 0
Department of Agriculture 453 633.2 48 111.85 151 638.32 55 849.15 11 946 195 680.43
Department of Commerce 432 465.11 57 151.47 189 569.24 100 642.38 8 535.63 281 596.22
Department of Defense Education Activity 55 405.89 10 53.7 12 385.67 6 843.17 0 0 18 538.17
Department of Education 46 565.93 2 92 17 358.24 12 1,057.08 0 0 29 647.41
Department of Energy 63 344.75 6 242 18 371.67 3 638.67 2 354.5 19 415.63
Department of Health and Human Services 409 340.52 95 69.84 96 404.14 34 706.97 4 1,068.00 126 464.78
Department of Homeland Security 1,097 461.88 180 177.51 337 493.66 218 747.68 13 831.46 542 587.73
Department of Housing and Urban Development 73 594.14 3 393.67 25 624.24 15 747.73 0 0 40 670.55
Department of Justice 857 591.89 110 135.89 362 775.83 144 759.65 17 773.47 489 771.14
Department of Labor 134 505.19 19 407.32 44 357.14 12 752.08 0 0 56 441.77
Department of State 110 413.4 16 24.13 40 460.58 14 700.64 3 816.33 51 505.55
Department of the Air Force 500 482.59 76 146.8 96 839.44 97 729.6 7 953.71 186 777.85
Department of the Army 1,116 324.63 237 52.69 181 528.11 122 743.84 10 981.5 293 602.46
Department of the Interior 307 487.03 31 197.16 104 574.44 42 822.02 3 789 143 642.66
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Department of the Navy 904 332.14 147 56.65 117 477.23 76 928.68 8 1,385.38 185 623.42
Department of the Treasury 407 468.29 51 260.61 123 355.41 103 782.28 6 543.67 220 550.13
Department of Transportation 335 411.26 87 135.53 89 413.53 53 672.89 3 1,037.33 139 498.96
Department of Veterans Affairs 2,123 393.83 406 107.48 597 464.04 376 679.39 42 790.57 931 536.28
Election Assistance Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Environmental Protection Agency 49 712.04 3 434.33 13 899.31 10 868.4 1 1,373.00 22 863.73
Equal Employment Opportunity Commission 20 329.05 5 161.2 5 529.8 3 601 0 0 8 556.5
Export-Import Bank of the US 1 330 1 330 0 0 0 0 0 0 0 0
Farm Credit Administration 0 0 0 0 0 0 0 0 0 0 0 0
Farm Credit System Insurance Corporation 0 0 0 0 0 0 0 0 0 0 0 0
Federal Communications Commission 2 90 2 90 0 0 0 0 0 0 0 0
Federal Deposit Insurance Corporation 42 291.31 12 158.5 12 407.42 2 660.5 0 0 14 443.57
Federal Election Commission 0 0 0 0 0 0 0 0 0 0 0 0
Federal Energy Regulatory Commission 10 152.3 2 60 6 200 0 0 0 0 6 200
Federal Financial Institutions Examination Council NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Federal Housing Finance Agency 6 199.83 1 170 0 0 0 0 0 0 0 0
Federal Labor Relations Authority 0 0 0 0 0 0 0 0 0 0 0 0
Federal Maritime Commission 0 0 0 0 0 0 0 0 0 0 0 0
Federal Mediation and Conciliation Service 2 15 0 0 0 0 0 0 0 0 0 0
Federal Mine Safety & Health Review Commission 0 0 0 0 0 0 0 0 0 0 0 0
Federal Reserve System--Board of Governors 6 310.17 0 0 0 0 1 792 0 0 1 792
Federal Retirement Thrift Investment Board NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Federal Trade Commission 1 1,115.00 0 0 0 0 1 1,115.00 0 0 1 1,115.00
General Services Administration 85 425.05 11 42.82 21 397.57 23 740.43 0 0 44 576.8
Government Printing Office 29 329.86 5 33.8 11 358.45 2 1,000.00 0 0 13 457.15
Harry S. Truman Scholarship Foundation 0 0 0 0 0 0 0 0 0 0 0 0
Holocaust Memorial Museum U.S. 0 0 0 0 0 0 0 0 0 0 0 0
Institute of Museum and Library Services 0 0 0 0 0 0 0 0 0 0 0 0
Inter-American Foundation 0 0 0 0 0 0 0 0 0 0 0 0
International Boundary and Water Commission 0 0 0 0 0 0 0 0 0 0 0 0
International Joint Commission: US and Canada NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
International Trade Commission 1 195 0 0 0 0 0 0 0 0 0 0
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James Madison Memorial Fellowship Foundation NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Japan-United States Friendship Commission 0 0 0 0 0 0 0 0 0 0 0 0
John F. Kennedy Center for the Performing Arts 0 0 0 0 0 0 0 0 0 0 0 0
Marine Mammal Commission 0 0 0 0 0 0 0 0 0 0 0 0
Merit Systems Protection Board 1 231 0 0 0 0 0 0 0 0 0 0
Millennium Challenge Corporation 0 0 0 0 0 0 0 0 0 0 0 0
Morris K. Udall Scholarship and Excellence in 
National Environmental Policy Foundation NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
National Aeronautics and Space Administration 38 565.26 9 98.89 11 516.36 10 1,214.40 0 0 21 848.76
National Archives and Records Administration 11 685.27 2 64 3 636 3 1,161.33 0 0 6 898.67
National Capital Planning Commission 0 0 0 0 0 0 0 0 0 0 0 0
National Council on Disability 0 0 0 0 0 0 0 0 0 0 0 0
National Credit Union Administration 7 424.57 0 0 1 541 0 0 0 0 1 541
National Endowment for the Arts 3 324.33 1 77 0 0 0 0 0 0 0 0
National Endowment for the Humanities 0 0 0 0 0 0 0 0 0 0 0 0
National Foundation on the Arts & the Humanities NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
National Gallery of Art 6 817.33 1 21 3 760.67 0 0 0 0 3 760.67
National Indian Gaming Commission 1 304 0 0 0 0 0 0 0 0 0 0
National Labor Relations Board 8 288.88 1 22 2 234.5 1 554 1 242 2 390.5
National Mediation Board 0 0 0 0 0 0 0 0 0 0 0 0
National Reconnaissance Office 7 542.14 2 75 2 333.5 2 1,094.00 0 0 4 713.75
National Science Foundation 6 364 0 0 0 0 0 0 0 0 0 0
National Transportation Safety Board 2 176 0 0 1 276 0 0 0 0 1 276
Navajo and Hopi Indian Relocation Commission 0 0 0 0 0 0 0 0 0 0 0 0
Nuclear Regulatory Commission 16 298.19 0 0 0 0 1 632 0 0 1 632
Nuclear Waste Technical Review Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Occupational Safety & Health Review Commission 0 0 0 0 0 0 0 0 0 0 0 0
Office of Government Ethics 2 15 2 15 0 0 0 0 0 0 0 0
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Office of Personnel Management 28 504.64 6 131.17 8 1,128.25 5 134.8 0 0 13 746.15
Office of Special Counsel 0 0 0 0 0 0 0 0 0 0 0 0
Office of the Director of National Intelligence 4 474 1 157 1 269 0 0 0 0 1 269
Overseas Private Investment Corporation 0 0 0 0 0 0 0 0 0 0 0 0
Peace Corps 4 508.75 1 934 3 367 0 0 0 0 3 367
Pension Benefit Guaranty Corporation 20 437.2 6 34.33 5 361.8 6 927.17 2 494.5 9 709.22
Postal Regulatory Commission 0 0 0 0 0 0 0 0 0 0 0 0
Presidio Trust NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Railroad Retirement Board 1 660 0 0 0 0 0 0 0 0 0 0
Securities and Exchange Commission 4 308.25 2 282 2 334.5 0 0 0 0 2 334.5
Selective Service System 2 288 0 0 0 0 0 0 0 0 0 0
Small Business Administration 38 313.29 14 21 7 329 5 581 0 0 12 434
Smithsonian Institution 15 500.27 4 38.5 5 213.2 3 662.33 0 0 8 381.63
Social Security Administration 414 506.13 58 144.29 136 459.63 116 798.17 12 1,062.08 240 593.14
Tennessee Valley Authority 58 330.36 5 16.6 20 236.25 14 546.36 1 302 33 365.82
Trade and Development Agency 0 0 0 0 0 0 0 0 0 0 0 0
U.S. Postal Service 4,579 275.45 1,588 55.39 1,088 277.48 848 630.97 50 974.72 1,886 417.94
Utah Reclamation Mitigation and Conservation 
Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Valles Caldera Trust NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF

Cabinet Level Subtotal 14,651 382.46 3,333 90.67 3,816 462.61 2,414 703.93 196 883.88 6,034 545.47
Midsize Agencies Subtotal 774 475.76 122 116.83 236 470.94 188 771.18 14 1,030.00 410 589.52
Small Agencies Subtotal 276 424.89 57 132.3 66 407.67 38 1,004.18 4 744 100 620.89
Micro Agencies Subtotal 5 513 3 321.33 0 0 0 0 0 0 0 0
Government-wide 15,706 387.84 3,515 92.45 4,118 462.21 2,640 713.04 214 890.82 6,544 549.38

NRF = No Report Filed

*This column also includes Merit Decisions (with AJ Decision) that are not fully implemented (i.e. appealed) by the agency.
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Advisory Council on Historic Preservation NRF NRF NRF NRF NRF NRF NRF NRF NRF
African Development Foundation 3 2 66.67% 0 0.00% 1 33.33% 0 0.00%
Agency for International Development 16 4 25.00% 3 18.75% 7 43.75% 2 12.50%
American Battle Monuments Commission 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Appalachian Regional Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF
Architectural and Transportation Barriers 
Compliance Board 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Arctic Research Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF
Armed Forces Retirement Home 4 0 0.00% 0 0.00% 0 0.00% 4 100.00%
Barry Goldwater Scholarship and Excellence in 
Education Foundation NRF NRF NRF NRF NRF NRF NRF NRF NRF
Broadcasting Board of Governors 14 6 42.86% 0 0.00% 5 35.71% 3 21.43%
Central Intelligence Agency 39 10 25.64% 2 5.13% 10 25.64% 17 43.59%
Chemical Safety and Hazard Investigation Board 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Christopher Columbus Fellowship Foundation NRF NRF NRF NRF NRF NRF NRF NRF NRF
Commission of Fine Arts NRF NRF NRF NRF NRF NRF NRF NRF NRF
Commission on Civil Rights 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Committee for Purchase from People Who Are Blind 
or Severely Disabled 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Commodity Futures Trading Commission 2 0 0.00% 0 0.00% 0 0.00% 2 100.00%
Consumer Financial Protection Bureau 7 3 42.86% 1 14.29% 0 0.00% 3 42.86%
Consumer Product Safety Commission 2 1 50.00% 0 0.00% 0 0.00% 1 50.00%
Corporation for National and Community Service 3 0 0.00% 0 0.00% 0 0.00% 3 100.00%
Court Services and Offender Supervision Agency for 
the District of Columbia 15 5 33.33% 1 6.67% 2 13.33% 7 46.67%
Defense Army and Air Force Exchange 89 26 29.21% 16 17.98% 20 22.47% 27 30.34%
Defense Commissary Agency 120 36 30.00% 17 14.17% 22 18.33% 45 37.50%
Defense Contract Audit Agency 32 12 37.50% 6 18.75% 4 12.50% 10 31.25%
Defense Contract Management Agency 38 9 23.68% 5 13.16% 16 42.11% 8 21.05%
Defense Finance and Accounting Service 39 13 33.33% 3 7.69% 9 23.08% 14 35.90%
Defense Human Resources Activity 5 1 20.00% 3 60.00% 1 20.00% 0 0.00%
Defense Information Systems Agency 8 2 25.00% 1 12.50% 5 62.50% 0 0.00%

Table B-11     FY 2012 Types of Complaints Closures
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Defense Intelligence Agency 34 6 17.65% 3 8.82% 11 32.35% 14 41.18%
Defense Joint Task Force National Capital Region 
Medical 7 0 0.00% 2 28.57% 5 71.43% 0 0.00%
Defense Logistics Agency 136 49 36.03% 12 8.82% 14 10.29% 61 44.85%
Defense Media Activity 3 2 66.67% 1 33.33% 0 0.00% 0 0.00%
Defense Missile Defense Agency 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Defense National Geospatial-Intelligence Agency 20 7 35.00% 1 5.00% 5 25.00% 7 35.00%
Defense National Guard Bureau 33 6 18.18% 1 3.03% 23 69.70% 3 9.09%
Defense National Security Agency 17 4 23.53% 0 0.00% 4 23.53% 9 52.94%
Defense Nuclear Facilities Safety Board 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Defense Office of the Inspector General 3 2 66.67% 0 0.00% 1 33.33% 0 0.00%
Defense Office of the Secretary - Wash. Hqtrs. 
Services 45 12 26.67% 7 15.56% 13 28.89% 13 28.89%
Defense Security Service 6 1 16.67% 0 0.00% 2 33.33% 3 50.00%
Defense Technical Information Center 1 1 100.00% 0 0.00% 0 0.00% 0 0.00%
Defense Threat Reduction Agency 8 4 50.00% 0 0.00% 4 50.00% 0 0.00%
Defense TRICARE Management Activity 7 1 14.29% 1 14.29% 5 71.43% 0 0.00%
Defense Uniformed Services University 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Department of Agriculture 453 170 37.53% 29 6.40% 48 10.60% 206 45.47%
Department of Commerce 432 74 17.13% 12 2.78% 57 13.19% 289 66.90%
Department of Defense Education Activity 55 23 41.82% 4 7.27% 10 18.18% 18 32.73%
Department of Education 46 10 21.74% 5 10.87% 2 4.35% 29 63.04%
Department of Energy 63 27 42.86% 9 14.29% 6 9.52% 21 33.33%
Department of Health and Human Services 409 156 38.14% 28 6.85% 95 23.23% 130 31.78%
Department of Homeland Security 1,097 244 22.24% 118 10.76% 180 16.41% 555 50.59%
Department of Housing and Urban Development 73 23 31.51% 7 9.59% 3 4.11% 40 54.79%
Department of Justice 857 148 17.27% 93 10.85% 110 12.84% 506 59.04%
Department of Labor 134 49 36.57% 10 7.46% 19 14.18% 56 41.79%
Department of State 110 27 24.55% 13 11.82% 16 14.55% 54 49.09%
Department of the Air Force 500 174 34.80% 57 11.40% 76 15.20% 193 38.60%
Department of the Army 1,116 476 42.65% 100 8.96% 237 21.24% 303 27.15%
Department of the Interior 307 107 34.85% 23 7.49% 31 10.10% 146 47.56%
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Department of the Navy 904 423 46.79% 141 15.60% 147 16.26% 193 21.35%
Department of the Treasury 407 96 23.59% 34 8.35% 51 12.53% 226 55.53%
Department of Transportation 335 93 27.76% 13 3.88% 87 25.97% 142 42.39%
Department of Veterans Affairs 2,123 520 24.49% 224 10.55% 406 19.12% 973 45.83%
Election Assistance Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF
Environmental Protection Agency 49 12 24.49% 11 22.45% 3 6.12% 23 46.94%
Equal Employment Opportunity Commission 20 6 30.00% 1 5.00% 5 25.00% 8 40.00%
Export-Import Bank of the US 1 0 0.00% 0 0.00% 1 100.00% 0 0.00%
Farm Credit Administration 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Farm Credit System Insurance Corporation 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Federal Communications Commission 2 0 0.00% 0 0.00% 2 100.00% 0 0.00%
Federal Deposit Insurance Corporation 42 14 33.33% 2 4.76% 12 28.57% 14 33.33%
Federal Election Commission 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Federal Energy Regulatory Commission 10 1 10.00% 1 10.00% 2 20.00% 6 60.00%
Federal Financial Institutions Examination Council NRF NRF NRF NRF NRF NRF NRF NRF NRF
Federal Housing Finance Agency 6 5 83.33% 0 0.00% 1 16.67% 0 0.00%
Federal Labor Relations Authority 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Federal Maritime Commission 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Federal Mediation and Conciliation Service 2 0 0.00% 2 100.00% 0 0.00% 0 0.00%
Federal Mine Safety &Health Review Commission 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Federal Reserve System--Board of Governors 6 2 33.33% 3 50.00% 0 0.00% 1 16.67%
Federal Retirement Thrift Investment Board NRF NRF NRF NRF NRF NRF NRF NRF NRF
Federal Trade Commission 1 0 0.00% 0 0.00% 0 0.00% 1 100.00%
General Services Administration 85 18 21.18% 12 14.12% 11 12.94% 44 51.76%
Government Printing Office 29 10 34.48% 1 3.45% 5 17.24% 13 44.83%
Harry S. Truman Scholarship Foundation 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Holocaust Memorial Museum U.S. 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Institute of Museum and Library Services 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Inter-American Foundation 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
International Boundary and Water Commission 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
International Joint Commission: US and Canada NRF NRF NRF NRF NRF NRF NRF NRF NRF
International Trade Commission 1 1 100.00% 0 0.00% 0 0.00% 0 0.00%
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James Madison Memorial Fellowship Foundation NRF NRF NRF NRF NRF NRF NRF NRF NRF
Japan-United States Friendship Commission 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
John F. Kennedy Center for the Performing Arts 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Marine Mammal Commission 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Merit Systems Protection Board 1 1 100.00% 0 0.00% 0 0.00% 0 0.00%
Millennium Challenge Corporation 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Morris K. Udall Scholarship and Excellence in 
National Environmental Policy Foundation NRF NRF NRF NRF NRF NRF NRF NRF NRF
National Aeronautics and Space Administration 38 7 18.42% 1 2.63% 9 23.68% 21 55.26%
National Archives and Records Administration 11 3 27.27% 0 0.00% 2 18.18% 6 54.55%
National Capital Planning Commission 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
National Council on Disability 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
National Credit Union Administration 7 6 85.71% 0 0.00% 0 0.00% 1 14.29%
National Endowment for the Arts 3 2 66.67% 0 0.00% 1 33.33% 0 0.00%
National Endowment for the Humanities 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
National Foundation on the Arts &the Humanities NRF NRF NRF NRF NRF NRF NRF NRF NRF
National Gallery of Art 6 2 33.33% 0 0.00% 1 16.67% 3 50.00%
National Indian Gaming Commission 1 0 0.00% 1 100.00% 0 0.00% 0 0.00%
National Labor Relations Board 8 3 37.50% 1 12.50% 1 12.50% 3 37.50%
National Mediation Board 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
National Reconnaissance Office 7 1 14.29% 0 0.00% 2 28.57% 4 57.14%
National Science Foundation 6 6 100.00% 0 0.00% 0 0.00% 0 0.00%
National Transportation Safety Board 2 0 0.00% 1 50.00% 0 0.00% 1 50.00%
Navajo and Hopi Indian Relocation Commission 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Nuclear Regulatory Commission 16 11 68.75% 4 25.00% 0 0.00% 1 6.25%
Nuclear Waste Technical Review Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF
Occupational Safety& Health Review Commission 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Office of Government Ethics 2 0 0.00% 0 0.00% 2 100.00% 0 0.00%
Office of Personnel Management 28 3 10.71% 6 21.43% 6 21.43% 13 46.43%
Office of Special Counsel 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Office of the Director of National Intelligence 4 2 50.00% 0 0.00% 1 25.00% 1 25.00%
Overseas Private Investment Corporation 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
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Peace Corps 4 0 0.00% 0 0.00% 1 25.00% 3 75.00%
Pension Benefit Guaranty Corporation 20 1 5.00% 2 10.00% 6 30.00% 11 55.00%
Postal Regulatory Commission 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Presidio Trust NRF NRF NRF NRF NRF NRF NRF NRF NRF
Railroad Retirement Board 1 1 100.00% 0 0.00% 0 0.00% 0 0.00%
Securities and Exchange Commission 4 0 0.00% 0 0.00% 2 50.00% 2 50.00%
Selective Service System 2 2 100.00% 0 0.00% 0 0.00% 0 0.00%
Small Business Administration 38 11 28.95% 1 2.63% 14 36.84% 12 31.58%
Smithsonian Institution 15 3 20.00% 0 0.00% 4 26.67% 8 53.33%
Social Security Administration 414 50 12.08% 54 13.04% 58 14.01% 252 60.87%
Tennessee Valley Authority 58 12 20.69% 7 12.07% 5 8.62% 34 58.62%
Trade and Development Agency 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
U.S. Postal Service 4,579 815 17.80% 240 5.24% 1,588 34.68% 1,936 42.28%
Utah Reclamation Mitigation and Conservation 
Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF
Valles Caldera Trust NRF NRF NRF NRF NRF NRF NRF NRF NRF

Cabinet Level Subtotal 14,651 3,849 26.27% 1,239 8.46% 3,333 22.75% 6,230 42.52%
Midsize Agencies Subtotal 774 133 17.18% 95 12.27% 122 15.76% 424 54.78%
Small Agencies Subtotal 276 92 33.33% 23 8.33% 57 20.65% 104 37.68%
Micro Agencies Subtotal 5 2 40.00% 0 0.00% 3 60.00% 0 0.00%
Government-wide 15,706 4,076 25.95% 1,357 8.64% 3,515 22.38% 6,758 43.03%

NRF = No Report Filed
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Defense Logistics Agency Wide 136 49 36.03% 12 8.82% 14 10.29% 61 44.85%
Defense Logistics Agency Headquarters 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
DLA Aviation 20 6 30.00% 3 15.00% 2 10.00% 9 45.00%
DLA Disposition Services 9 1 11.11% 0 0.00% 0 0.00% 8 88.89%
DLA Distribution 56 19 33.93% 6 10.71% 9 16.07% 22 39.29%
DLA Headquarters Operations Division 22 12 54.55% 2 9.09% 2 9.09% 6 27.27%
DLA Land and Maritime 16 7 43.75% 1 6.25% 1 6.25% 7 43.75%
DLA Logistics Information Service 4 0 0.00% 0 0.00% 0 0.00% 4 100.00%
DLA Troop Support 9 4 44.44% 0 0.00% 0 0.00% 5 55.56%

Defense National Guard Bureau Wide 33 6 18.18% 1 3.03% 23 69.70% 3 9.09%
Defense National Guard Bureau Headquarters 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Alabama National Guard 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Alaska National Guard 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Arizona National Guard 3 1 33.33% 0 0.00% 2 66.67% 0 0.00%
Arkansas National Guard 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
California National Guard 7 1 14.29% 0 0.00% 6 85.71% 0 0.00%
Colorado National Guard 1 0 0.00% 0 0.00% 1 100.00% 0 0.00%
Connecticut National Guard 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
DC National Guard 1 0 0.00% 0 0.00% 1 100.00% 0 0.00%
Delaware National Guard 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Florida National Guard 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Georgia National Guard 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Guam National Guard 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Hawaii National Guard 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Idaho National Guard 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Illinois National Guard 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Indiana National Guard 1 0 0.00% 1 100.00% 0 0.00% 0 0.00%
Iowa National Guard 1 0 0.00% 0 0.00% 1 100.00% 0 0.00%
Kansas National Guard 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Kentucky National Guard 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Louisiana National Guard 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Maine National Guard 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%

Table B-11a     FY 2012 Types of Complaints Closures - Sub-Component Data
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Maryland National Guard 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Massachusetts National Guard 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Michigan National Guard 1 1 100.00% 0 0.00% 0 0.00% 0 0.00%
Minnesota National Guard 1 0 0.00% 0 0.00% 1 100.00% 0 0.00%
Mississippi National Guard 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Missouri National Guard 2 0 0.00% 0 0.00% 2 100.00% 0 0.00%
Montana National Guard 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Nebraska National Guard 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Nevada National Guard 1 0 0.00% 0 0.00% 1 100.00% 0 0.00%
New Hampshire National Guard 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
New Jersey National Guard 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
New Mexico National Guard 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
New York National Guard 3 3 100.00% 0 0.00% 0 0.00% 0 0.00%
North Carolina National Guard 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
North Dakota National Guard 1 0 0.00% 0 0.00% 1 100.00% 0 0.00%
Ohio National Guard 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Oklahoma National Guard 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Oregon National Guard 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Pennsylvania National Guard 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Puerto Rico National Guard 1 0 0.00% 0 0.00% 1 100.00% 0 0.00%
Rhode Island National Guard 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
South Carolina National Guard 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
South Dakota National Guard 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Tennessee National Guard 3 0 0.00% 0 0.00% 0 0.00% 3 100.00%
Texas National Guard 5 0 0.00% 0 0.00% 5 100.00% 0 0.00%
Utah National Guard 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Vermont National Guard 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Virgin Islands National Guard 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Virginia National Guard 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Washington State National Guard 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
West Virginia National Guard 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Wisconsin National Guard 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Wyoming National Guard 1 0 0.00% 0 0.00% 1 100.00% 0 0.00%
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Department of Agriculture Wide 453 170 37.53% 29 6.40% 48 10.60% 206 45.47%
Department of Agriculture Headquarters 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
USDA Agricultural Marketing Service 21 12 57.14% 2 9.52% 2 9.52% 5 23.81%
USDA Agricultural Research Service 27 7 25.93% 3 11.11% 3 11.11% 14 51.85%
USDA Agriculture Headquarters 23 12 52.17% 2 8.70% 0 0.00% 9 39.13%
USDA Animal and Plant Health Inspection Service 43 15 34.88% 1 2.33% 7 16.28% 20 46.51%
USDA Economic Research Service 1 0 0.00% 1 100.00% 0 0.00% 0 0.00%
USDA Farm Service Agency 28 14 50.00% 0 0.00% 0 0.00% 14 50.00%
USDA Food and Nutrition Service 8 0 0.00% 2 25.00% 0 0.00% 6 75.00%
USDA Food Safety And Inspection Service 77 31 40.26% 5 6.49% 7 9.09% 34 44.16%
USDA Foreign Agricultural Service 4 0 0.00% 0 0.00% 2 50.00% 2 50.00%
USDA Forest Service 128 48 37.50% 7 5.47% 18 14.06% 55 42.97%
USDA Grain Inspection, Packers & Stockyards Admin 7 2 28.57% 0 0.00% 0 0.00% 5 71.43%
USDA National Agricultural Statistics Service 1 1 100.00% 0 0.00% 0 0.00% 0 0.00%
USDA National Appeals Division 1 1 100.00% 0 0.00% 0 0.00% 0 0.00%
USDA National Institute of Food and Agriculture 2 1 50.00% 0 0.00% 1 50.00% 0 0.00%
USDA Natural Resources Conservation Service 22 8 36.36% 0 0.00% 3 13.64% 11 50.00%
USDA Office Of The Chief Financial Officer 14 5 35.71% 2 14.29% 0 0.00% 7 50.00%
USDA - Office Of Inspector General 2 0 0.00% 0 0.00% 0 0.00% 2 100.00%
USDA Risk Management Agency 6 2 33.33% 1 16.67% 0 0.00% 3 50.00%
USDA Rural Development 38 11 28.95% 3 7.89% 5 13.16% 19 50.00%

Department of Commerce Wide 432 74 17.13% 12 2.78% 57 13.19% 289 66.90%
Department of Commerce Headquarters 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
DOC All Other Commerce Bureaus 26 7 26.92% 2 7.69% 5 19.23% 12 46.15%
DOC Bureau of the Census 52 10 19.23% 4 7.69% 10 19.23% 28 53.85%
DOC Decennial Census 249 27 10.84% 3 1.20% 14 5.62% 205 82.33%
DOC International Trade Administration 6 2 33.33% 0 0.00% 2 33.33% 2 33.33%
DOC National Institute of Standards & Technology 14 3 21.43% 1 7.14% 4 28.57% 6 42.86%
DOC National Oceanic & Atmospheric Administration 53 18 33.96% 1 1.89% 7 13.21% 27 50.94%
DOC U. S. Patent and Trademark Office 32 7 21.88% 1 3.13% 15 46.88% 9 28.13%
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Department of Energy Wide 63 27 42.86% 9 14.29% 6 9.52% 21 33.33%
Department of Energy Headquarters 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
DOE Bonneville Power Administration 13 5 38.46% 3 23.08% 2 15.38% 3 23.08%
DOE Chicago Operations Office 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
DOE EM Consolidated Business Center 1 0 0.00% 0 0.00% 1 100.00% 0 0.00%
DOE Golden Field Office 1 1 100.00% 0 0.00% 0 0.00% 0 0.00%
DOE Headquarters 18 7 38.89% 4 22.22% 2 11.11% 5 27.78%
DOE Idaho Operations Office 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
DOE National Energy Technology Lab 1 0 0.00% 0 0.00% 1 100.00% 0 0.00%
DOE NNSA Service Center 9 5 55.56% 0 0.00% 0 0.00% 4 44.44%
DOE Oak Ridge Operations 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
DOE OSTI 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
DOE Richland Operations Office 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
DOE Savannah River Operations 2 0 0.00% 0 0.00% 0 0.00% 2 100.00%
DOE Southeastern Power Administration 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
DOE Southwestern Power Administration 3 0 0.00% 2 66.67% 0 0.00% 1 33.33%
DOE Strategic Petroleum Reserve 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
DOE Western Area Power Administration 15 9 60.00% 0 0.00% 0 0.00% 6 40.00%

Department of Health and Human Services Wide 409 156 38.14% 28 6.85% 95 23.23% 130 31.78%
Department of Health & Human Services Headquarters 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
HHS Administration for Children and Families 5 1 20.00% 0 0.00% 1 20.00% 3 60.00%
HHS Agency for Healthcare Research and Quality 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
HHS Centers for Disease Control and Prevention 69 23 33.33% 5 7.25% 20 28.99% 21 30.43%
HHS Centers for Medicare & Medicaid Services 38 14 36.84% 3 7.89% 7 18.42% 14 36.84%
HHS Food and Drug Administration 60 34 56.67% 6 10.00% 14 23.33% 6 10.00%
HHS Health Resources and Services Administration 13 4 30.77% 2 15.38% 0 0.00% 7 53.85%
HHS Indian Health Service 105 26 24.76% 5 4.76% 38 36.19% 36 34.29%
HHS National Institutes of Health 82 40 48.78% 3 3.66% 12 14.63% 27 32.93%
HHS Office of the Secretary of Health & Human Srvcs 30 10 33.33% 3 10.00% 2 6.67% 15 50.00%
HHS Program Support Center 1 0 0.00% 0 0.00% 1 100.00% 0 0.00%
HHS Substance Abuse & Mental Health Srvcs Admin 6 4 66.67% 1 16.67% 0 0.00% 1 16.67%
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Department of Homeland Security Wide 1,097 244 22.24% 118 10.76% 180 16.41% 555 50.59%
Department of Homeland Security Headquarters 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
DHS Federal Emergency Management Agency 96 21 21.88% 14 14.58% 7 7.29% 54 56.25%
DHS Federal Law Enforcement Training Center 16 9 56.25% 1 6.25% 2 12.50% 4 25.00%
DHS Headquarters 24 5 20.83% 6 25.00% 2 8.33% 11 45.83%
DHS Transportation Security Administration 373 80 21.45% 27 7.24% 95 25.47% 171 45.84%
DHS U.S. Citizenship and Immigration Services 78 14 17.95% 9 11.54% 13 16.67% 42 53.85%
DHS U.S. Coast Guard 51 12 23.53% 6 11.76% 9 17.65% 24 47.06%
DHS U.S. Customs and Border Protection 294 58 19.73% 45 15.31% 33 11.22% 158 53.74%
DHS U.S. Immigration and Customs Enforcement 133 38 28.57% 9 6.77% 9 6.77% 77 57.89%
DHS U.S. Secret Service 32 7 21.88% 1 3.13% 10 31.25% 14 43.75%

Department of Justice Wide 857 148 17.27% 93 10.85% 110 12.84% 506 59.04%
Department of Justice Headquarters 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
DOJ Alcohol, Tobacco, Firearms and Explosives 52 12 23.08% 4 7.69% 6 11.54% 30 57.69%
DOJ Bureau of Prisons 412 68 16.50% 58 14.08% 58 14.08% 228 55.34%
DOJ Drug Enforcement Administration 32 3 9.38% 1 3.13% 5 15.63% 23 71.88%
DOJ Executive Office for Immigration Review 11 1 9.09% 0 0.00% 1 9.09% 9 81.82%
DOJ Executive Office for U.S. Attorneys 42 8 19.05% 4 9.52% 7 16.67% 23 54.76%
DOJ Federal Bureau of Investigation 203 20 9.85% 18 8.87% 23 11.33% 142 69.95%
DOJ Office of Justice Programs 9 3 33.33% 3 33.33% 2 22.22% 1 11.11%
DOJ Offices, Boards, and Divisions 34 15 44.12% 3 8.82% 1 2.94% 15 44.12%
DOJ U.S. Marshals Service 62 18 29.03% 2 3.23% 7 11.29% 35 56.45%

Department of Labor Wide 134 49 36.57% 10 7.46% 19 14.18% 56 41.79%
Department of Labor Headquarters 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
DOL (DM and others) 51 17 33.33% 5 9.80% 8 15.69% 21 41.18%
DOL Bureau of Labor Statistics 4 0 0.00% 0 0.00% 1 25.00% 3 75.00%
DOL Employment and Training Administration 18 4 22.22% 1 5.56% 2 11.11% 11 61.11%
DOL Mine Safety and Health Administration 15 9 60.00% 1 6.67% 0 0.00% 5 33.33%
DOL Occupational Safety& Health Administration 18 9 50.00% 1 5.56% 4 22.22% 4 22.22%
DOL Office of Workers Compensation Programs 15 4 26.67% 1 6.67% 2 13.33% 8 53.33%
DOL Wage and Hour Division 13 6 46.15% 1 7.69% 2 15.38% 4 30.77%
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Department of the Army Wide 1,116 476 42.65% 100 8.96% 237 21.24% 303 27.15%
Department of the Army Headquarters 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Eighth U.S. Army (KOREA) 5 2 40.00% 1 20.00% 1 20.00% 1 20.00%
Headquarters, Department of Army 66 21 31.82% 9 13.64% 16 24.24% 20 30.30%
U.S. Army Corps of Engineers 135 51 37.78% 6 4.44% 47 34.81% 31 22.96%
U.S. Army Europe 4 1 25.00% 2 50.00% 1 25.00% 0 0.00%
U.S. Army Forces Command 85 37 43.53% 10 11.76% 21 24.71% 17 20.00%
U.S. Army Installation Management Command 279 135 48.39% 27 9.68% 43 15.41% 74 26.52%
U.S. Army Intelligence and Security Command 12 3 25.00% 1 8.33% 2 16.67% 6 50.00%
U.S. Army Material Command 259 109 42.08% 21 8.11% 61 23.55% 68 26.25%
U.S. Army Medical Command 175 78 44.57% 15 8.57% 33 18.86% 49 28.00%
U.S. Army Network Enterprise Technology Command 10 7 70.00% 0 0.00% 1 10.00% 2 20.00%
U.S. Army Pacific (USARPAC) 1 0 0.00% 0 0.00% 1 100.00% 0 0.00%
U.S. Army Space and Missile Defense Command 5 0 0.00% 0 0.00% 0 0.00% 5 100.00%
U.S. Army Special Operations Command (USASOC) 7 4 57.14% 1 14.29% 1 14.29% 1 14.29%
U.S. Army Test and Evaluation Command 12 7 58.33% 0 0.00% 2 16.67% 3 25.00%
U.S. Army Training and Doctrine Command 61 21 34.43% 7 11.48% 7 11.48% 26 42.62%

Department of the Interior Wide 307 107 34.85% 23 7.49% 31 10.10% 146 47.56%
Department of the Interior Headquarters 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Bureau of Ocean Energy Management 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Bureau of Safety and Environmental Enforcement 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
DOI Bureau Of Indian Affairs 49 15 30.61% 4 8.16% 3 6.12% 27 55.10%
DOI Bureau Of Land Management 36 10 27.78% 3 8.33% 6 16.67% 17 47.22%
DOI Bureau Of Reclamation 49 17 34.69% 5 10.20% 4 8.16% 23 46.94%
DOI Fish And Wildlife Service 27 6 22.22% 1 3.70% 7 25.93% 13 48.15%
DOI Geological Survey 18 11 61.11% 1 5.56% 1 5.56% 5 27.78%
DOI National Park Service 74 27 36.49% 5 6.76% 7 9.46% 35 47.30%
DOI Office Of Surface Mining,Reclamation & 5 2 40.00% 2 40.00% 0 0.00% 1 20.00%
DOI-Office Of The Secretary 49 19 38.78% 2 4.08% 3 6.12% 25 51.02%
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Department of the Navy Wide 904 423 46.79% 141 15.60% 147 16.26% 193 21.35%
Department of the Navy Headquarters 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Chief Of Naval Operations 12 2 16.67% 2 16.67% 2 16.67% 6 50.00%
Commander Naval Installations Command 171 42 24.56% 75 43.86% 21 12.28% 33 19.30%
Commander Naval Reserve 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Commander Pacific Fleet 39 15 38.46% 3 7.69% 8 20.51% 13 33.33%
DON Assistant for Administration 20 11 55.00% 1 5.00% 1 5.00% 7 35.00%
DON Bureau of Medicine & Surgery 58 18 31.03% 7 12.07% 17 29.31% 16 27.59%
DON SPAWAR 6 1 16.67% 2 33.33% 1 16.67% 2 33.33%
DON Strategic Systems Project Office 3 1 33.33% 1 33.33% 0 0.00% 1 33.33%
Fleet Cyber Command 1 1 100.00% 0 0.00% 0 0.00% 0 0.00%
Fleet Forces Command 36 16 44.44% 2 5.56% 8 22.22% 10 27.78%
Marine Corps HQ 321 243 75.70% 18 5.61% 29 9.03% 31 9.66%
Military Sealift Command 23 7 30.43% 7 30.43% 6 26.09% 3 13.04%
Naval Air Systems Command 57 13 22.81% 5 8.77% 25 43.86% 14 24.56%
Naval Education & Training Command 15 5 33.33% 2 13.33% 5 33.33% 3 20.00%
Naval Sea Systems Command 36 12 33.33% 3 8.33% 7 19.44% 14 38.89%
Naval Special Warfare Command 3 2 66.67% 0 0.00% 1 33.33% 0 0.00%
Naval Supply Systems Command 41 15 36.59% 3 7.32% 6 14.63% 17 41.46%
Naval Systems Management Activity 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Navy Facilities & Engineering Command 56 17 30.36% 10 17.86% 9 16.07% 20 35.71%
Navy Military Personnel Command 2 1 50.00% 0 0.00% 0 0.00% 1 50.00%
Office Of Naval Intelligence 2 1 50.00% 0 0.00% 0 0.00% 1 50.00%
Office Of Naval Research 2 0 0.00% 0 0.00% 1 50.00% 1 50.00%

Department of the Treasury Wide 407 96 23.59% 34 8.35% 51 12.53% 226 55.53%
Department of the Treasury Headquarters 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Treas - Alcohol and Tobacco Tax & Trade Bureau 3 2 66.67% 0 0.00% 0 0.00% 1 33.33%
Treas - Bureau of Engraving and Printing 16 4 25.00% 3 18.75% 2 12.50% 7 43.75%
Treas - Bureau of the Public Debt 2 0 0.00% 1 50.00% 0 0.00% 1 50.00%
Treas - Departmental Offices 16 4 25.00% 0 0.00% 3 18.75% 9 56.25%
Treas - Financial Crimes Enforcement Network 2 0 0.00% 0 0.00% 0 0.00% 2 100.00%
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Treas - Financial Management Service 7 2 28.57% 1 14.29% 0 0.00% 4 57.14%
Treas - Inspector General For Tax Administration 1 0 0.00% 0 0.00% 0 0.00% 1 100.00%
Treas - Internal Revenue Service 283 52 18.37% 23 8.13% 38 13.43% 170 60.07%
Treas - Office of the Comptroller of the Currency 9 4 44.44% 0 0.00% 2 22.22% 3 33.33%
Treas - Special Inspector General for the Trouble 1 1 100.00% 0 0.00% 0 0.00% 0 0.00%
Treas - U. S. Mint 57 23 40.35% 4 7.02% 5 8.77% 25 43.86%
Treas -Internal Revenue Service Office of the Chief 9 3 33.33% 2 22.22% 1 11.11% 3 33.33%
Treas- Office of the Inspector General 1 1 100.00% 0 0.00% 0 0.00% 0 0.00%

Department of Transportation Wide 335 93 27.76% 13 3.88% 87 25.97% 142 42.39%
Department of Transportation Headquarters 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
DOT Federal Aviation Administration 268 70 26.12% 11 4.10% 75 27.99% 112 41.79%
DOT Federal Highway Administration 10 4 40.00% 0 0.00% 0 0.00% 6 60.00%
DOT Federal Motor Carrier Safety Administration 7 0 0.00% 0 0.00% 0 0.00% 7 100.00%
DOT Federal Railroad Administrataion 6 1 16.67% 0 0.00% 3 50.00% 2 33.33%
DOT Federal Transit Administration 3 1 33.33% 0 0.00% 2 66.67% 0 0.00%
DOT Maritime Administration 11 5 45.45% 1 9.09% 1 9.09% 4 36.36%
DOT National Highway Traffic Safety Admin 5 2 40.00% 0 0.00% 2 40.00% 1 20.00%
DOT Office of Inspector General 3 0 0.00% 0 0.00% 0 0.00% 3 100.00%
DOT Office of the Secretary 8 6 75.00% 0 0.00% 0 0.00% 2 25.00%
DOT Pipeline& Hazardous Materials Safety Admin 1 0 0.00% 0 0.00% 1 100.00% 0 0.00%
DOT Research & Innovative Technology Admin 13 4 30.77% 1 7.69% 3 23.08% 5 38.46%
DOT St. Lawrence Development Corporation 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%

Department of Veterans Affairs Wide 2,123 520 24.49% 224 10.55% 406 19.12% 973 45.83%
Department of Veterans Affairs Headquarters 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
VA-HQ and Others 106 26 24.53% 14 13.21% 42 39.62% 24 22.64%
VA-NCA 20 5 25.00% 1 5.00% 3 15.00% 11 55.00%
VA-Veterans Benefits Administration 149 45 30.20% 17 11.41% 29 19.46% 58 38.93%
VA-Veterans Health Administration 1,848 444 24.03% 192 10.39% 332 17.97% 880 47.62%



Table B-11a Page 9 of 9

Agency or Department
Total 

Complaint  
Closures

Number 
Closures by 
Settlement

%  
Settlements

Number 
Closures by 
Withdrawal

%  
Withdrawals

Number  
Dismissal 
Closures

%  
Dismissals

Number 
Merit 

Complaint 
Closures

% Merit 
Complaint 
Closures

Table B-11a     FY 2012 Types of Complaints Closures - Sub-Component Data

Federal Housing Finance Agency Wide 6 5 83.33% 0 0.00% 1 16.67% 0 0.00%
Federal Housing Finance Agency Headquarters 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Federal Housing Finance Agency Hqtrs 6 5 83.33% 0 0.00% 1 16.67% 0 0.00%
Federal Housing Finance Agency OIG 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%

General Services Administration Wide 85 18 21.18% 12 14.12% 11 12.94% 44 51.76%
General Services Administration Headquarters 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
GSA Central Office 15 2 13.33% 4 26.67% 1 6.67% 8 53.33%
GSA National Capital Region 20 5 25.00% 2 10.00% 2 10.00% 11 55.00%
GSA Region 1 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
GSA Region 10 2 1 50.00% 0 0.00% 1 50.00% 0 0.00%
GSA Region 2 7 1 14.29% 1 14.29% 0 0.00% 5 71.43%
GSA Region 3 9 2 22.22% 1 11.11% 0 0.00% 6 66.67%
GSA Region 4 7 1 14.29% 2 28.57% 0 0.00% 4 57.14%
GSA Region 5 6 3 50.00% 1 16.67% 0 0.00% 2 33.33%
GSA Region 6 1 0 0.00% 0 0.00% 0 0.00% 1 100.00%
GSA Region 7 4 3 75.00% 0 0.00% 1 25.00% 0 0.00%
GSA Region 8 1 0 0.00% 0 0.00% 1 100.00% 0 0.00%
GSA Region 9 13 0 0.00% 1 7.69% 5 38.46% 7 53.85%

U.S. Postal Service Wide 4,579 815 17.80% 240 5.24% 1,588 34.68% 1,936 42.28%
U.S. Postal Service Headquarters 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
USPS Capital Metro Area Operations 617 105 17.02% 24 3.89% 205 33.23% 283 45.87%
USPS Eastern Area 677 105 15.51% 49 7.24% 208 30.72% 315 46.53%
USPS Great Lakes Area 550 95 17.27% 32 5.82% 193 35.09% 230 41.82%
USPS Headquarters 86 15 17.44% 8 9.30% 28 32.56% 35 40.70%
USPS Northeast Area 397 91 22.92% 25 6.30% 132 33.25% 149 37.53%
USPS Office of Inspector General 14 1 7.14% 0 0.00% 7 50.00% 6 42.86%
USPS Pacific Area 493 109 22.11% 28 5.68% 162 32.86% 194 39.35%
USPS Southern Area 1,126 171 15.19% 51 4.53% 392 34.81% 512 45.47%
USPS Western Area 619 123 19.87% 23 3.72% 261 42.16% 212 34.25%
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Advisory Council on Historic Preservation NRF NRF NRF NRF NRF NRF NRF NRF
African Development Foundation 845 0 0 0 800.5 800.5 0 934
Agency for International Development 398.81 370 370 0 567.75 567.75 0 333.33
American Battle Monuments Commission 0 0 0 0 0 0 0 0
Appalachian Regional Commission NRF NRF NRF NRF NRF NRF NRF NRF
Architectural and Transportation Barriers 
Compliance Board 0 0 0 0 0 0 0 0
Arctic Research Commission NRF NRF NRF NRF NRF NRF NRF NRF
Armed Forces Retirement Home 243.5 0 0 0 0 0 0 243.5
Barry Goldwater Scholarship and Excellence in 
Education Foundation NRF NRF NRF NRF NRF NRF NRF NRF
Broadcasting Board of Governors 356.29 0 0 0 369.67 369.67 0 346.25
Central Intelligence Agency 585.38 118 118 0 448.4 448.4 0 670.74
Chemical Safety and Hazard Investigation Board 0 0 0 0 0 0 0 0
Christopher Columbus Fellowship Foundation NRF NRF NRF NRF NRF NRF NRF NRF
Commission of Fine Arts NRF NRF NRF NRF NRF NRF NRF NRF
Commission on Civil Rights 0 0 0 0 0 0 0 0
Committee for Purchase from People Who Are Blind 
or Severely Disabled 0 0 0 0 0 0 0 0
Commodity Futures Trading Commission 314 0 0 0 0 0 0 314
Consumer Financial Protection Bureau 181.29 293 293 0 24.33 24.33 0 301
Consumer Product Safety Commission 380 0 0 0 344 344 0 416
Corporation for National and Community Service 431.67 0 0 0 0 0 0 431.67
Court Services and Offender Supervision Agency for 
the District of Columbia 756.93 441 441 0 1,089.60 1,089.60 0 607.22
Defense Army and Air Force Exchange 318.17 179.38 189.15 137 291.19 438.4 90.45 380.34
Defense Commissary Agency 318.85 191.12 204.6 90 338.56 391.96 178.33 340.67
Defense Contract Audit Agency 252.25 80.33 80.33 0 284.5 41.5 406 298.29
Defense Contract Management Agency 345.03 290.2 290.2 0 641.33 1,358.00 68 245.33
Defense Finance and Accounting Service 352.74 176.33 176.33 0 496.77 496.77 0 294.35

Table B-12     FY 2012  Average Processing Days (APD) All Complaint Closures
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Defense Human Resources Activity 149 48.67 0 48.67 567 0 567 32
Defense Information Systems Agency 686.75 212 212 0 150 150 0 996.4
Defense Intelligence Agency 518.88 440.33 440.33 0 654.83 654.83 0 495.68
Defense Joint Task Force National Capital Region 
Medical 92 189.5 189.5 0 0 0 0 53
Defense Logistics Agency 463.1 292.92 292.92 0 486.84 616.18 220.06 474.81
Defense Media Activity 453 60 60 0 649.5 0 649.5 0
Defense Missile Defense Agency 0 0 0 0 0 0 0 0
Defense National Geospatial-Intelligence Agency 427.3 819 819 0 348.71 348.71 0 440.5
Defense National Guard Bureau 327.39 400 400 0 193.33 315 169 355.54
Defense National Security Agency 636.29 0 0 0 535.75 535.75 0 667.23
Defense Nuclear Facilities Safety Board 0 0 0 0 0 0 0 0
Defense Office of the Inspector General 468.67 0 0 0 699 699 0 8
Defense Office of the Secretary - Wash. Hqtrs. 
Services 569.62 606 606 0 500.33 540.09 63 591.81
Defense Security Service 166.67 0 0 0 200 200 0 160
Defense Technical Information Center 599 0 0 0 599 599 0 0
Defense Threat Reduction Agency 742.75 0 0 0 616.75 616.75 0 868.75
Defense TRICARE Management Activity 217.29 173 173 0 809 0 809 107.8
Defense Uniformed Services University 0 0 0 0 0 0 0 0
Department of Agriculture 633.2 373.72 373.72 0 750.25 717.56 916.04 584.48
Department of Commerce 465.11 137.17 137.17 0 254.39 263.74 90.75 521.55
Department of Defense Education Activity 405.89 293.75 293.75 0 475 494.09 55 365.14
Department of Education 565.93 337 337 0 538.9 538.9 0 611.58
Department of Energy 344.75 264.89 264.89 0 343.59 383.62 203.5 372.52
Department of Health and Human Services 340.52 201.11 201.11 0 411.37 439.58 146.2 308.75
Department of Homeland Security 461.88 261.46 265.12 121 469.36 491.43 192.22 491.57
Department of Housing and Urban Development 594.14 392.29 392.29 0 548.83 615.05 107.33 651.23
Department of Justice 591.89 337.88 340.89 61 477.32 568.99 192.11 657.77
Department of Labor 505.19 154.4 154.4 0 687.22 0 687.22 433.04
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Department of State 413.4 172.85 172.85 0 541.07 761.53 17.5 408.83
Department of the Air Force 482.59 307.04 307.04 0 352.2 421.78 223.3 604.14
Department of the Army 324.63 192.76 198.91 96.33 302.93 343.92 171.23 368.19
Department of the Interior 487.03 227.13 227.13 0 410.41 434.86 173.3 567.11
Department of the Navy 332.14 130.65 130.65 0 347.73 350.1 99.75 396.31
Department of the Treasury 468.29 210.59 214.27 89 477.61 553.39 98.75 496.69
Department of Transportation 411.26 276.31 276.31 0 536.8 536.28 584 367.94
Department of Veterans Affairs 393.83 187.02 187.61 144 419.4 425.8 359.32 417.78
Election Assistance Commission NRF NRF NRF NRF NRF NRF NRF NRF
Environmental Protection Agency 712.04 448.64 448.64 0 689.75 689.75 0 833.77
Equal Employment Opportunity Commission 329.05 139 139 0 197.33 280.75 30.5 404.46
Export-Import Bank of the US 330 0 0 0 0 0 0 330
Farm Credit Administration 0 0 0 0 0 0 0 0
Farm Credit System Insurance Corporation 0 0 0 0 0 0 0 0
Federal Communications Commission 90 0 0 0 0 0 0 90
Federal Deposit Insurance Corporation 291.31 125.5 125.5 0 276.57 422.2 195.67 312
Federal Election Commission 0 0 0 0 0 0 0 0
Federal Energy Regulatory Commission 152.3 180 180 0 23 0 23 165
Federal Financial Institutions Examination Council NRF NRF NRF NRF NRF NRF NRF NRF
Federal Housing Finance Agency 199.83 0 0 0 205.8 250.67 138.5 170
Federal Labor Relations Authority 0 0 0 0 0 0 0 0
Federal Maritime Commission 0 0 0 0 0 0 0 0
Federal Mediation and Conciliation Service 15 15 15 0 0 0 0 0
Federal Mine Safety & Health Review Commission 0 0 0 0 0 0 0 0
Federal Reserve System--Board of Governors 310.17 180 180 0 264.5 264.5 0 792
Federal Retirement Thrift Investment Board NRF NRF NRF NRF NRF NRF 0 0
Federal Trade Commission 1,115.00 0 0 0 0 0 0 1,115.00
General Services Administration 425.05 152.5 152.5 0 469.39 469.39 0 470
Government Printing Office 329.86 330 330 0 312.4 312.4 0 339.56
Harry S. Truman Scholarship Foundation 0 0 0 0 0 0 0 0
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Holocaust Memorial Museum U.S. 0 0 0 0 0 0 0 0
Institute of Museum and Library Services 0 0 0 0 0 0 0 0
Inter-American Foundation 0 0 0 0 0 0 0 0
International Boundary and Water Commission 0 0 0 0 0 0 0 0
International Joint Commission: US and Canada NRF NRF NRF NRF NRF NRF NRF NRF
International Trade Commission 195 0 0 0 195 195 0 0
James Madison Memorial Fellowship Foundation NRF NRF NRF NRF NRF NRF NRF NRF
Japan-United States Friendship Commission 0 0 0 0 0 0 0 0
John F. Kennedy Center for the Performing Arts 0 0 0 0 0 0 0 0
Marine Mammal Commission 0 0 0 0 0 0 0 0
Merit Systems Protection Board 231 0 0 0 231 231 0 0
Millennium Challenge Corporation 0 0 0 0 0 0 0 0
Morris K. Udall Scholarship and Excellence in 
National Environmental Policy Foundation NRF NRF NRF NRF NRF NRF NRF NRF
National Aeronautics and Space Administration 565.26 197 197 0 367 367 0 623.8
National Archives and Records Administration 685.27 0 0 0 672.67 672.67 0 690
National Capital Planning Commission 0 0 0 0 0 0 0 0
National Council on Disability 0 0 0 0 0 0 0 0
National Credit Union Administration 424.57 0 0 0 405.17 405.17 0 541
National Endowment for the Arts 324.33 0 0 0 448 448 0 77
National Endowment for the Humanities 0 0 0 0 0 0 0 0
National Foundation on the Arts & the Humanities NRF NRF NRF NRF NRF NRF NRF NRF
National Gallery of Art 817.33 0 0 0 1,300.50 1,300.50 0 575.75
National Indian Gaming Commission 304 304 304 0 0 0 0 0
National Labor Relations Board 288.88 35 0 35 410.33 410.33 0 261.25
National Mediation Board 0 0 0 0 0 0 0 0
National Reconnaissance Office 542.14 0 0 0 790 0 790 500.83
National Science Foundation 364 0 0 0 364 373.25 345.5 0
National Transportation Safety Board 176 76 76 0 0 0 0 276
Navajo and Hopi Indian Relocation Commission 0 0 0 0 0 0 0 0
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Nuclear Regulatory Commission 298.19 317.25 317.25 0 260.91 275.1 119 632
Nuclear Waste Technical Review Commission NRF NRF NRF NRF NRF NRF NRF NRF
Occupational Safety & Health Review Commission 0 0 0 0 0 0 0 0
Office of Government Ethics 15 0 0 0 0 0 0 15
Office of Personnel Management 504.64 468.17 468.17 0 278 278 0 551.95
Office of Special Counsel 0 0 0 0 0 0 0 0
Office of the Director of National Intelligence 474 0 0 0 735 735 0 213
Overseas Private Investment Corporation 0 0 0 0 0 0 0 0
Peace Corps 508.75 0 0 0 0 0 0 508.75
Pension Benefit Guaranty Corporation 437.2 205.5 205.5 0 755 755 0 445.76
Postal Regulatory Commission 0 0 0 0 0 0 0 0
Presidio Trust NRF NRF NRF NRF NRF NRF NRF NRF
Railroad Retirement Board 660 0 0 0 660 660 0 0
Securities and Exchange Commission 308.25 0 0 0 0 0 0 308.25
Selective Service System 288 0 0 0 288 288 0 0
Small Business Administration 313.29 208 208 0 563.18 563.18 0 211.62
Smithsonian Institution 500.27 0 0 0 1,432.33 1,432.33 0 267.25
Social Security Administration 506.13 398.33 398.33 0 491.18 509.48 52 527.31
Tennessee Valley Authority 330.36 126 126 0 485.17 485.17 0 319.41
Trade and Development Agency 0 0 0 0 0 0 0 0
U.S. Postal Service 275.45 215.19 219.77 36.5 349.36 447.23 40.26 262.46
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Utah Reclamation Mitigation and Conservation 
Commission NRF NRF NRF NRF NRF NRF NRF NRF
Valles Caldera Trust NRF NRF NRF NRF NRF NRF NRF NRF

Cabinet Level Subtotal 382.46 223.35 226.47 88.54 405.26 444.48 221.84 393.89
Midsize Agencies Subtotal 475.76 346.47 346.47 0 488.32 517.07 169.55 495.2
Small Agencies Subtotal 424.89 221.78 230.27 35 430.02 453.02 217.89 450.97
Micro Agencies Subtotal 513 0 0 0 800.5 800.5 0 321.33
Government-wide 387.84 231.94 235.12 86.69 408.72 447.52 220.97 400.15

NRF = No Report Filed
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Advisory Council on Historic Preservation NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
African Development Foundation 3 1 0 0.00% 1 100.00% 1 100.00% 0 0.00%
Agency for International Development 16 7 7 100.00% 0 0.00% 0 0.00% 0 0.00%
American Battle Monuments Commission 0 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Appalachian Regional Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Architectural and Transportation Barriers 
Compliance Board 0 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Arctic Research Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Armed Forces Retirement Home 4 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Barry Goldwater Scholarship and Excellence in 
Education Foundation NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Broadcasting Board of Governors 14 5 5 100.00% 0 0.00% 0 0.00% 0 0.00%
Central Intelligence Agency 39 10 9 90.00% 1 10.00% 1 100.00% 0 0.00%
Chemical Safety and Hazard Investigation Board 0 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Christopher Columbus Fellowship Foundation NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Commission of Fine Arts NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Commission on Civil Rights 0 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Committee for Purchase from People Who Are Blind 
or Severely Disabled 0 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Commodity Futures Trading Commission 2 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Consumer Financial Protection Bureau 7 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Consumer Product Safety Commission 2 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Corporation for National and Community Service 3 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Court Services and Offender Supervision Agency for 
the District of Columbia 15 2 2 100.00% 0 0.00% 0 0.00% 0 0.00%
Defense Army and Air Force Exchange 89 20 20 100.00% 0 0.00% 0 0.00% 0 0.00%
Defense Commissary Agency 120 22 22 100.00% 0 0.00% 0 0.00% 0 0.00%
Defense Contract Audit Agency 32 4 4 100.00% 0 0.00% 0 0.00% 0 0.00%
Defense Contract Management Agency 38 16 16 100.00% 0 0.00% 0 0.00% 0 0.00%
Defense Finance and Accounting Service 39 9 9 100.00% 0 0.00% 0 0.00% 0 0.00%
Defense Human Resources Activity 5 1 1 100.00% 0 0.00% 0 0.00% 0 0.00%
Defense Information Systems Agency 8 5 5 100.00% 0 0.00% 0 0.00% 0 0.00%
Defense Intelligence Agency 34 11 11 100.00% 0 0.00% 0 0.00% 0 0.00%
Defense Joint Task Force National Capital Region 
Medical 7 5 5 100.00% 0 0.00% 0 0.00% 0 0.00%
Defense Logistics Agency 136 14 14 100.00% 0 0.00% 0 0.00% 0 0.00%

Table B-13     FY 2012 Complaints Closed with Dismissals
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Defense Media Activity 3 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Defense Missile Defense Agency 0 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Defense National Geospatial-Intelligence Agency 20 5 5 100.00% 0 0.00% 0 0.00% 0 0.00%
Defense National Guard Bureau 33 23 23 100.00% 0 0.00% 0 0.00% 0 0.00%
Defense National Security Agency 17 4 3 75.00% 1 25.00% 1 100.00% 0 0.00%
Defense Nuclear Facilities Safety Board 0 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Defense Office of the Inspector General 3 1 1 100.00% 0 0.00% 0 0.00% 0 0.00%
Defense Office of the Secretary - Wash. Hqtrs. 
Services 45 13 13 100.00% 0 0.00% 0 0.00% 0 0.00%
Defense Security Service 6 2 2 100.00% 0 0.00% 0 0.00% 0 0.00%
Defense Technical Information Center 1 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Defense Threat Reduction Agency 8 4 4 100.00% 0 0.00% 0 0.00% 0 0.00%
Defense TRICARE Management Activity 7 5 5 100.00% 0 0.00% 0 0.00% 0 0.00%
Defense Uniformed Services University 0 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Department of Agriculture 453 48 48 100.00% 0 0.00% 0 0.00% 0 0.00%
Department of Commerce 432 57 49 85.96% 8 14.04% 8 100.00% 0 0.00%
Department of Defense Education Activity 55 10 10 100.00% 0 0.00% 0 0.00% 0 0.00%
Department of Education 46 2 2 100.00% 0 0.00% 0 0.00% 0 0.00%
Department of Energy 63 6 6 100.00% 0 0.00% 0 0.00% 0 0.00%
Department of Health and Human Services 409 95 94 98.95% 1 1.05% 1 100.00% 0 0.00%
Department of Homeland Security 1,097 180 164 91.11% 16 8.89% 16 100.00% 0 0.00%
Department of Housing and Urban Development 73 3 3 100.00% 0 0.00% 0 0.00% 0 0.00%
Department of Justice 857 110 110 100.00% 0 0.00% 0 0.00% 0 0.00%
Department of Labor 134 19 11 57.89% 8 42.11% 8 100.00% 0 0.00%
Department of State 110 16 16 100.00% 0 0.00% 0 0.00% 0 0.00%
Department of the Air Force 500 76 67 88.16% 9 11.84% 9 100.00% 0 0.00%
Department of the Army 1,116 237 234 98.73% 3 1.27% 3 100.00% 0 0.00%
Department of the Interior 307 31 30 96.77% 1 3.23% 1 100.00% 0 0.00%
Department of the Navy 904 147 147 100.00% 0 0.00% 0 0.00% 0 0.00%
Department of the Treasury 407 51 44 86.27% 7 13.73% 7 100.00% 0 0.00%
Department of Transportation 335 87 85 97.70% 2 2.30% 2 100.00% 0 0.00%
Department of Veterans Affairs 2,123 406 392 96.55% 14 3.45% 14 100.00% 0 0.00%
Election Assistance Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Environmental Protection Agency 49 3 2 66.67% 1 33.33% 1 100.00% 0 0.00%
Equal Employment Opportunity Commission 20 5 5 100.00% 0 0.00% 0 0.00% 0 0.00%
Export-Import Bank of the US 1 1 1 100.00% 0 0.00% 0 0.00% 0 0.00%
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Farm Credit Administration 0 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Farm Credit System Insurance Corporation 0 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Federal Communications Commission 2 2 2 100.00% 0 0.00% 0 0.00% 0 0.00%
Federal Deposit Insurance Corporation 42 12 11 91.67% 1 8.33% 1 100.00% 0 0.00%
Federal Election Commission 0 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Federal Energy Regulatory Commission 10 2 2 100.00% 0 0.00% 0 0.00% 0 0.00%
Federal Financial Institutions Examination Council NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Federal Housing Finance Agency 6 1 1 100.00% 0 0.00% 0 0.00% 0 0.00%
Federal Labor Relations Authority 0 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Federal Maritime Commission 0 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Federal Mediation and Conciliation Service 2 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Federal Mine Safety & Health Review Commission 0 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Federal Reserve System--Board of Governors 6 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Federal Retirement Thrift Investment Board NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Federal Trade Commission 1 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
General Services Administration 85 11 11 100.00% 0 0.00% 0 0.00% 0 0.00%
Government Printing Office 29 5 5 100.00% 0 0.00% 0 0.00% 0 0.00%
Harry S. Truman Scholarship Foundation 0 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Holocaust Memorial Museum U.S. 0 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Institute of Museum and Library Services 0 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Inter-American Foundation 0 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
International Boundary and Water Commission 0 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
International Joint Commission: US and Canada NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
International Trade Commission 1 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
James Madison Memorial Fellowship Foundation NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Japan-United States Friendship Commission 0 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
John F. Kennedy Center for the Performing Arts 0 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Marine Mammal Commission 0 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Merit Systems Protection Board 1 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Millennium Challenge Corporation 0 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Morris K. Udall Scholarship and Excellence in 
National Environmental Policy Foundation NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
National Aeronautics and Space Administration 38 9 9 100.00% 0 0.00% 0 0.00% 0 0.00%
National Archives and Records Administration 11 2 2 100.00% 0 0.00% 0 0.00% 0 0.00%
National Capital Planning Commission 0 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
National Council on Disability 0 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
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National Credit Union Administration 7 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
National Endowment for the Arts 3 1 1 100.00% 0 0.00% 0 0.00% 0 0.00%
National Endowment for the Humanities 0 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
National Foundation on the Arts & the Humanities NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
National Gallery of Art 6 1 1 100.00% 0 0.00% 0 0.00% 0 0.00%
National Indian Gaming Commission 1 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
National Labor Relations Board 8 1 1 100.00% 0 0.00% 0 0.00% 0 0.00%
National Mediation Board 0 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
National Reconnaissance Office 7 2 2 100.00% 0 0.00% 0 0.00% 0 0.00%
National Science Foundation 6 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
National Transportation Safety Board 2 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Navajo and Hopi Indian Relocation Commission 0 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Nuclear Regulatory Commission 16 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Nuclear Waste Technical Review Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Occupational Safety & Health Review Commission 0 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Office of Government Ethics 2 2 2 100.00% 0 0.00% 0 0.00% 0 0.00%
Office of Personnel Management 28 6 6 100.00% 0 0.00% 0 0.00% 0 0.00%
Office of Special Counsel 0 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Office of the Director of National Intelligence 4 1 1 100.00% 0 0.00% 0 0.00% 0 0.00%
Overseas Private Investment Corporation 0 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Peace Corps 4 1 0 0.00% 1 100.00% 1 100.00% 0 0.00%
Pension Benefit Guaranty Corporation 20 6 6 100.00% 0 0.00% 0 0.00% 0 0.00%
Postal Regulatory Commission 0 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Presidio Trust NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Railroad Retirement Board 1 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Securities and Exchange Commission 4 2 1 50.00% 1 50.00% 1 100.00% 0 0.00%
Selective Service System 2 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
Small Business Administration 38 14 14 100.00% 0 0.00% 0 0.00% 0 0.00%
Smithsonian Institution 15 4 4 100.00% 0 0.00% 0 0.00% 0 0.00%
Social Security Administration 414 58 49 84.48% 9 15.52% 9 100.00% 0 0.00%
Tennessee Valley Authority 58 5 5 100.00% 0 0.00% 0 0.00% 0 0.00%
Trade and Development Agency 0 0 0 0.00% 0 0.00% 0 0.00% 0 0.00%
U.S. Postal Service 4,579 1,588 1,570 98.87% 18 1.13% 18 100.00% 0 0.00%
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Utah Reclamation Mitigation and Conservation 
Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Valles Caldera Trust NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF

Cabinet Level Subtotal 14,651 3,333 3,245 97.36% 88 2.64% 88 100.00% 0 0.00%
Midsize Agencies Subtotal 774 122 111 90.98% 11 9.02% 11 100.00% 0 0.00%
Small Agencies Subtotal 276 57 54 94.74% 3 5.26% 3 100.00% 0 0.00%
Micro Agencies Subtotal 5 3 2 66.67% 1 33.33% 1 100.00% 0 0.00%
Government-wide 15,706 3,515 3,412 97.07% 103 2.93% 103 100.00% 0 0.00%

NRF = No Report Filed
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Advisory Council on Historic Preservation NRF NRF NRF NRF NRF NRF NRF NRF NRF
African Development Foundation 0 0 0 0 0 0 0 0 0.00%
Agency for International Development 1 830 62 0 0 0 0 0 0.00%
American Battle Monuments Commission 0 0 0 0 0 0 0 0 0.00%
Appalachian Regional Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF
Architectural and Transportation Barriers Compliance 
Board 0 0 0 0 0 0 0 0 0.00%
Arctic Research Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF
Armed Forces Retirement Home 4 243.5 48.25 0 4 0 0 4 100.00%
Barry Goldwater Scholarship and Excellence in 
Education Foundation NRF NRF NRF NRF NRF NRF NRF NRF NRF
Broadcasting Board of Governors 2 326 51 0 1 1 0 2 100.00%
Central Intelligence Agency 6 590.33 59.67 1 1 2 0 4 66.67%
Chemical Safety and Hazard Investigation Board 0 0 0 0 0 0 0 0 0.00%
Christopher Columbus Fellowship Foundation NRF NRF NRF NRF NRF NRF NRF NRF NRF
Commission of Fine Arts NRF NRF NRF NRF NRF NRF NRF NRF NRF
Commission on Civil Rights 0 0 0 0 0 0 0 0 0.00%
Committee for Purchase from People Who Are Blind 
or Severely Disabled 0 0 0 0 0 0 0 0 0.00%
Commodity Futures Trading Commission 2 314 68.5 1 0 0 0 1 50.00%
Consumer Financial Protection Bureau 3 301 57 3 0 0 0 3 100.00%
Consumer Product Safety Commission 1 416 25 0 0 1 0 1 100.00%
Corporation for National and Community Service 3 431.67 169.33 0 0 0 0 0 0.00%
Court Services and Offender Supervision Agency for 
the District of Columbia 2 393 46 2 0 0 0 2 100.00%
Defense Army and Air Force Exchange 14 346.29 59.07 7 5 1 0 13 92.86%
Defense Commissary Agency 27 349.44 29.81 3 18 5 0 26 96.30%
Defense Contract Audit Agency 7 357.57 67.71 5 0 0 0 5 71.43%
Defense Contract Management Agency 8 496.63 21.88 6 1 1 0 8 100.00%
Defense Finance and Accounting Service 8 309.25 37.75 1 6 1 0 8 100.00%
Defense Human Resources Activity 0 0 0 0 0 0 0 0 0.00%
Defense Information Systems Agency 0 0 0 0 0 0 0 0 0.00%
Defense Intelligence Agency 7 681.29 239.57 1 0 0 0 1 14.29%
Defense Joint Task Force National Capital Region 
Medical 0 0 0 0 0 0 0 0 0.00%
Defense Logistics Agency 38 493.92 195.84 0 3 0 0 3 7.89%
Defense Media Activity 0 0 0 0 0 0 0 0 0.00%

Table B-14     FY 2012  Timeliness of Merit Final Agency Decisions (FAD) (No AJ Decision) 
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Defense Missile Defense Agency 0 0 0 0 0 0 0 0 0.00%
Defense National Geospatial-Intelligence Agency 4 666.75 42.25 1 0 3 0 4 100.00%
Defense National Guard Bureau 3 361.67 321.67 0 0 0 0 0 0.00%
Defense National Security Agency 5 376.4 60 3 2 0 0 5 100.00%
Defense Nuclear Facilities Safety Board 0 0 0 0 0 0 0 0 0.00%
Defense Office of the Inspector General 0 0 0 0 0 0 0 0 0.00%
Defense Office of the Secretary - Wash. Hqtrs. 
Services 6 663.5 157.5 0 0 0 0 0 0.00%
Defense Security Service 3 200 57.67 1 2 0 0 3 100.00%
Defense Technical Information Center 0 0 0 0 0 0 0 0 0.00%
Defense Threat Reduction Agency 0 0 0 0 0 0 0 0 0.00%
Defense TRICARE Management Activity 0 0 0 0 0 0 0 0 0.00%
Defense Uniformed Services University 0 0 0 0 0 0 0 0 0.00%
Department of Agriculture 151 638.32 244.41 22 16 4 0 42 27.81%
Department of Commerce 189 569.24 242.79 4 4 18 0 26 13.76%
Department of Defense Education Activity 12 385.67 58.33 3 4 0 0 7 58.33%
Department of Education 17 358.24 36.12 7 1 9 0 17 100.00%
Department of Energy 18 371.67 91.72 2 0 3 0 5 27.78%
Department of Health and Human Services 96 404.14 63.85 20 13 17 4 54 56.25%
Department of Homeland Security 337 493.66 142.91 64 37 58 4 163 48.37%
Department of Housing and Urban Development 25 624.24 190.32 2 0 0 0 2 8.00%
Department of Justice 362 775.83 382.55 7 13 7 1 28 7.73%
Department of Labor 44 357.14 59.48 9 15 9 5 38 86.36%
Department of State 40 460.58 167.78 0 0 1 0 1 2.50%
Department of the Air Force 96 839.44 455.29 5 5 2 0 12 12.50%
Department of the Army 181 528.11 108.17 4 4 5 8 21 11.60%
Department of the Interior 104 574.44 173.24 5 7 0 0 12 11.54%
Department of the Navy 117 477.23 53.45 52 44 17 4 117 100.00%
Department of the Treasury 123 355.41 41.02 20 52 26 10 108 87.80%
Department of Transportation 89 413.53 75.36 7 21 19 0 47 52.81%
Department of Veterans Affairs 597 464.04 177.88 9 6 7 8 30 5.03%
Election Assistance Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF
Environmental Protection Agency 13 899.31 476.77 0 0 0 0 0 0.00%
Equal Employment Opportunity Commission 5 529.8 155.4 0 0 0 0 0 0.00%
Export-Import Bank of the US 0 0 0 0 0 0 0 0 0.00%
Farm Credit Administration 0 0 0 0 0 0 0 0 0.00%
Farm Credit System Insurance Corporation 0 0 0 0 0 0 0 0 0.00%
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Federal Communications Commission 0 0 0 0 0 0 0 0 0.00%
Federal Deposit Insurance Corporation 12 407.42 49.83 2 5 5 0 12 100.00%
Federal Election Commission 0 0 0 0 0 0 0 0 0.00%
Federal Energy Regulatory Commission 6 200 60 0 6 0 0 6 100.00%
Federal Financial Institutions Examination Council NRF NRF NRF NRF NRF NRF NRF NRF NRF
Federal Housing Finance Agency 0 0 0 0 0 0 0 0 0.00%
Federal Labor Relations Authority 0 0 0 0 0 0 0 0 0.00%
Federal Maritime Commission 0 0 0 0 0 0 0 0 0.00%
Federal Mediation and Conciliation Service 0 0 0 0 0 0 0 0 0.00%
Federal Mine Safety & Health Review Commission 0 0 0 0 0 0 0 0 0.00%
Federal Reserve System--Board of Governors 0 0 0 0 0 0 0 0 0.00%
Federal Retirement Thrift Investment Board NRF NRF NRF NRF NRF NRF NRF NRF NRF
Federal Trade Commission 0 0 0 0 0 0 0 0 0.00%
General Services Administration 21 397.57 59.19 8 4 2 1 15 71.43%
Government Printing Office 11 358.45 158.55 0 3 0 0 3 27.27%
Harry S. Truman Scholarship Foundation 0 0 0 0 0 0 0 0 0.00%
Holocaust Memorial Museum U.S. 0 0 0 0 0 0 0 0 0.00%
Institute of Museum and Library Services 0 0 0 0 0 0 0 0 0.00%
Inter-American Foundation 0 0 0 0 0 0 0 0 0.00%
International Boundary and Water Commission 0 0 0 0 0 0 0 0 0.00%
International Joint Commission: US and Canada NRF NRF NRF NRF NRF NRF NRF NRF NRF
International Trade Commission 0 0 0 0 0 0 0 0 0.00%
James Madison Memorial Fellowship Foundation NRF NRF NRF NRF NRF NRF NRF NRF NRF
Japan-United States Friendship Commission 0 0 0 0 0 0 0 0 0.00%
John F. Kennedy Center for the Performing Arts 0 0 0 0 0 0 0 0 0.00%
Marine Mammal Commission 0 0 0 0 0 0 0 0 0.00%
Merit Systems Protection Board 0 0 0 0 0 0 0 0 0.00%
Millennium Challenge Corporation 0 0 0 0 0 0 0 0 0.00%
Morris K. Udall Scholarship and Excellence in 
National Environmental Policy Foundation NRF NRF NRF NRF NRF NRF NRF NRF NRF
National Aeronautics and Space Administration 11 516.36 181 0 0 0 0 0 0.00%
National Archives and Records Administration 3 636 58.33 1 0 2 0 3 100.00%
National Capital Planning Commission 0 0 0 0 0 0 0 0 0.00%
National Council on Disability 0 0 0 0 0 0 0 0 0.00%
National Credit Union Administration 1 541 75 0 0 0 0 0 0.00%
National Endowment for the Arts 0 0 0 0 0 0 0 0 0.00%
National Endowment for the Humanities 0 0 0 0 0 0 0 0 0.00%
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National Foundation on the Arts and the Humanities NRF NRF NRF NRF NRF NRF NRF NRF NRF
National Gallery of Art 3 760.67 89.33 0 0 0 0 0 0.00%
National Indian Gaming Commission 0 0 0 0 0 0 0 0 0.00%
National Labor Relations Board 2 234.5 55.5 2 0 0 0 2 100.00%
National Mediation Board 0 0 0 0 0 0 0 0 0.00%
National Reconnaissance Office 2 333.5 84.5 1 0 0 0 1 50.00%
National Science Foundation 0 0 0 0 0 0 0 0 0.00%
National Transportation Safety Board 1 276 40 1 0 0 0 1 100.00%
Navajo and Hopi Indian Relocation Commission 0 0 0 0 0 0 0 0 0.00%
Nuclear Regulatory Commission 0 0 0 0 0 0 0 0 0.00%
Nuclear Waste Technical Review Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF
Occupational Safety & Health Review Commission 0 0 0 0 0 0 0 0 0.00%
Office of Government Ethics 0 0 0 0 0 0 0 0 0.00%
Office of Personnel Management 8 1,128.25 353.88 0 0 0 0 0 0.00%
Office of Special Counsel 0 0 0 0 0 0 0 0 0.00%
Office of the Director of National Intelligence 1 269 27 0 1 0 0 1 100.00%
Overseas Private Investment Corporation 0 0 0 0 0 0 0 0 0.00%
Peace Corps 3 367 130 1 0 0 0 1 33.33%
Pension Benefit Guaranty Corporation 5 361.8 40.4 4 0 1 0 5 100.00%
Postal Regulatory Commission 0 0 0 0 0 0 0 0 0.00%
Presidio Trust NRF NRF NRF NRF NRF NRF NRF NRF NRF
Railroad Retirement Board 0 0 0 0 0 0 0 0 0.00%
Securities and Exchange Commission 2 334.5 66.5 1 0 0 0 1 50.00%
Selective Service System 0 0 0 0 0 0 0 0 0.00%
Small Business Administration 7 329 25.14 0 2 3 1 6 85.71%
Smithsonian Institution 5 213.2 41.4 2 1 0 2 5 100.00%
Social Security Administration 136 459.63 175.1 5 26 2 3 36 26.47%
Tennessee Valley Authority 20 236.25 56.2 13 5 2 0 20 100.00%
Trade and Development Agency 0 0 0 0 0 0 0 0 0.00%
U.S. Postal Service 1,088 277.48 32.41 123 515 315 109 1,062 97.61%



Table B-14   Page 5 of 5

Agency or Department
Total Number 
Agency Merit 

Decisions   (No 
AJ Decision) 

APD from Date 
Complaint 

Filed/Remanded 

APD From Date 
FAD Required

Number Timely 
Completed Where 
FAD Requested

Number Timely 
Completed Where 
No Election Made

Number Timely 
Completed 
Where AJ 

Ordered FAD

Number Timely 
Completed 

Where Mixed 
Case

Total Number 
Timely Agency 

Merit Decisions (No 
AJ Decision)

% Timely 
Agency Merit 
Decisions (No 
AJ Decision) 

Table B-14     FY 2012  Timeliness of Merit Final Agency Decisions (FAD) (No AJ Decision) 

Utah Reclamation Mitigation and Conservation 
Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF
Valles Caldera Trust NRF NRF NRF NRF NRF NRF NRF NRF NRF

Cabinet Level Subtotal 3,816 462.61 143.51 393 794 528 153 1,868 48.95%
Midsize Agencies Subtotal 236 470.94 162.51 33 43 14 7 97 41.10%
Small Agencies Subtotal 66 407.67 90.12 15 16 7 0 38 57.58%
Micro Agencies Subtotal 0 0 0 0 0 0 0 0 0.00%
Government-wide 4,118 462.21 143.74 441 853 549 160 2,003 48.64%

NRF = No Report Filed



Table B-14a Page 1 of 9

Agency or Department
Total Number 
Agency Merit 

Decisions   
(No AJ 

Decision) 

APD from Date 
Complaint 

Filed/Remanded 

APD From Date 
FAD Required

Number Timely 
Completed 
Where FAD 
Requested

Number Timely 
Completed 
Where No 

Election Made

Number Timely 
Completed 
Where AJ 

Ordered FAD

Number Timely 
Completed 

Where Mixed 
Case

Total Number 
Timely Agency 
Merit Decisions 

(No AJ 
Decision)

% Timely 
Agency Merit 
Decisions (No 
AJ Decision) 

Defense Logistics Agency Wide 38 493.92 195.84 0 3 0 0 3 7.89%
DLA Aviation 7 452.71 160.86 0 1 0 0 1 14.29%
DLA Disposition Services 6 576.17 214.33 0 1 0 0 1 16.67%
DLA Distribution 14 549.14 249.86 0 1 0 0 1 7.14%
DLA Headquarters Operations Division 1 419 163 0 0 0 0 0 0.00%
DLA Land and Maritime 3 432.67 156.33 0 0 0 0 0 0.00%
DLA Logistics Information Service 4 454.25 156.25 0 0 0 0 0 0.00%
DLA Troop Support 3 307 91.67 0 0 0 0 0 0.00%

Defense National Guard Bureau Wide 3 361.67 321.67 0 0 0 0 0 0.00%
Alabama National Guard 0 0 0 0 0 0 0 0 0.00%
Alaska National Guard 0 0 0 0 0 0 0 0 0.00%
Arizona National Guard 0 0 0 0 0 0 0 0 0.00%
Arkansas National Guard 0 0 0 0 0 0 0 0 0.00%
California National Guard 0 0 0 0 0 0 0 0 0.00%
Colorado National Guard 0 0 0 0 0 0 0 0 0.00%
Connecticut National Guard 0 0 0 0 0 0 0 0 0.00%
DC National Guard 0 0 0 0 0 0 0 0 0.00%
Delaware National Guard 0 0 0 0 0 0 0 0 0.00%
Florida National Guard 0 0 0 0 0 0 0 0 0.00%
Georgia National Guard 0 0 0 0 0 0 0 0 0.00%
Guam National Guard 0 0 0 0 0 0 0 0 0.00%
Hawaii National Guard 0 0 0 0 0 0 0 0 0.00%
Idaho National Guard 0 0 0 0 0 0 0 0 0.00%
Illinois National Guard 0 0 0 0 0 0 0 0 0.00%
Indiana National Guard 0 0 0 0 0 0 0 0 0.00%
Iowa National Guard 0 0 0 0 0 0 0 0 0.00%
Kansas National Guard 0 0 0 0 0 0 0 0 0.00%
Kentucky National Guard 0 0 0 0 0 0 0 0 0.00%
Louisiana National Guard 0 0 0 0 0 0 0 0 0.00%
Maine National Guard 0 0 0 0 0 0 0 0 0.00%
Maryland National Guard 0 0 0 0 0 0 0 0 0.00%
Massachusetts National Guard 0 0 0 0 0 0 0 0 0.00%

Table B-14a     FY 2012  Timeliness of Merit Final Agency Decisions (FAD) (No AJ Decision) - Sub-Component Data
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Michigan National Guard 0 0 0 0 0 0 0 0 0.00%
Minnesota National Guard 0 0 0 0 0 0 0 0 0.00%
Mississippi National Guard 0 0 0 0 0 0 0 0 0.00%
Missouri National Guard 0 0 0 0 0 0 0 0 0.00%
Montana National Guard 0 0 0 0 0 0 0 0 0.00%
Nebraska National Guard 0 0 0 0 0 0 0 0 0.00%
Nevada National Guard 0 0 0 0 0 0 0 0 0.00%
New Hampshire National Guard 0 0 0 0 0 0 0 0 0.00%
New Jersey National Guard 0 0 0 0 0 0 0 0 0.00%
New Mexico National Guard 0 0 0 0 0 0 0 0 0.00%
New York National Guard 0 0 0 0 0 0 0 0 0.00%
North Carolina National Guard 0 0 0 0 0 0 0 0 0.00%
North Dakota National Guard 0 0 0 0 0 0 0 0 0.00%
Ohio National Guard 0 0 0 0 0 0 0 0 0.00%
Oklahoma National Guard 0 0 0 0 0 0 0 0 0.00%
Oregon National Guard 0 0 0 0 0 0 0 0 0.00%
Pennsylvania National Guard 0 0 0 0 0 0 0 0 0.00%
Puerto Rico National Guard 0 0 0 0 0 0 0 0 0.00%
Rhode Island National Guard 0 0 0 0 0 0 0 0 0.00%
South Carolina National Guard 0 0 0 0 0 0 0 0 0.00%
South Dakota National Guard 0 0 0 0 0 0 0 0 0.00%
Tennessee National Guard 3 361.67 321.67 0 0 0 0 0 0.00%
Texas National Guard 0 0 0 0 0 0 0 0 0.00%
Utah National Guard 0 0 0 0 0 0 0 0 0.00%
Vermont National Guard 0 0 0 0 0 0 0 0 0.00%
Virgin Islands National Guard 0 0 0 0 0 0 0 0 0.00%
Virginia National Guard 0 0 0 0 0 0 0 0 0.00%
Washington State National Guard 0 0 0 0 0 0 0 0 0.00%
West Virginia National Guard 0 0 0 0 0 0 0 0 0.00%
Wisconsin National Guard 0 0 0 0 0 0 0 0 0.00%
Wyoming National Guard 0 0 0 0 0 0 0 0 0.00%
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Table B-14a     FY 2012  Timeliness of Merit Final Agency Decisions (FAD) (No AJ Decision) - Sub-Component Data

Department of Agriculture Wide 151 638.32 244.41 22 16 4 0 42 27.81%
USDA - Office Of Inspector General 2 1,188.50 269 0 0 0 0 0 0.00%
USDA Agricultural Marketing Service 5 298.2 115.6 0 0 0 0 0 0.00%
USDA Agricultural Research Service 9 486.33 337.56 0 0 0 0 0 0.00%
USDA Agriculture Headquarters 7 1,243.57 44 0 7 0 0 7 100.00%
USDA Animal and Plant Health Inspection Service 17 602.76 276.76 5 1 1 0 7 41.18%
USDA Economic Research Service 0 0 0 0 0 0 0 0 0.00%
USDA Farm Service Agency 9 931.33 637.11 2 0 0 0 2 22.22%
USDA Food and Nutrition Service 2 356 126.5 0 0 0 0 0 0.00%
USDA Food Safety And Inspection Service 19 525.11 130.47 4 0 2 0 6 31.58%
USDA Foreign Agricultural Service 1 499 55 1 0 0 0 1 100.00%
USDA Forest Service 45 570.91 215.71 4 6 1 0 11 24.44%
USDA Grain Inspection, Packers & Stockyards Admin 3 761.67 373.33 0 0 0 0 0 0.00%
USDA National Agricultural Statistics Service 0 0 0 0 0 0 0 0 0.00%
USDA National Appeals Division 0 0 0 0 0 0 0 0 0.00%
USDA National Institute of Food and Agriculture 0 0 0 0 0 0 0 0 0.00%
USDA Natural Resources Conservation Service 8 602.75 295.88 2 2 0 0 4 50.00%
USDA Office Of The Chief Financial Officer 6 527.67 527.67 0 0 0 0 0 0.00%
USDA Risk Management Agency 3 755.33 43.67 3 0 0 0 3 100.00%
USDA Rural Development 15 759.27 181.8 1 0 0 0 1 6.67%

Department of Commerce Wide 189 569.24 242.79 4 4 18 0 26 13.76%
DOC All Other Commerce Bureaus 7 461.29 176.71 0 0 2 0 2 28.57%
DOC Bureau of the Census 22 476.36 214.27 2 0 1 0 3 13.64%
DOC Decennial Census 125 631.04 278.11 1 1 7 0 9 7.20%
DOC International Trade Administration 2 360 156.5 0 0 0 0 0 0.00%
DOC National Institute of Standards & Technology 5 457 202.6 0 0 1 0 1 20.00%
DOC National Oceanic & Atmospheric Administration 19 409.37 176.47 0 0 2 0 2 10.53%
DOC U. S. Patent and Trademark Office 9 468.22 54.78 1 3 5 0 9 100.00%
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Table B-14a     FY 2012  Timeliness of Merit Final Agency Decisions (FAD) (No AJ Decision) - Sub-Component Data

Department of Energy Wide 18 371.67 91.72 2 0 3 0 5 27.78%
DOE Bonneville Power Administration 3 354 146.33 0 0 0 0 0 0.00%
DOE Chicago Operations Office 0 0 0 0 0 0 0 0 0.00%
DOE EM Consolidated Business Center 0 0 0 0 0 0 0 0 0.00%
DOE Golden Field Office 0 0 0 0 0 0 0 0 0.00%
DOE Headquarters 5 525.2 121.2 0 0 0 0 0 0.00%
DOE Idaho Operations Office 0 0 0 0 0 0 0 0 0.00%
DOE National Energy Technology Lab 0 0 0 0 0 0 0 0 0.00%
DOE NNSA Service Center 3 294.33 75 0 0 1 0 1 33.33%
DOE Oak Ridge Operations 0 0 0 0 0 0 0 0 0.00%
DOE OSTI 0 0 0 0 0 0 0 0 0.00%
DOE Richland Operations Office 0 0 0 0 0 0 0 0 0.00%
DOE Savannah River Operations 2 352 38 0 0 2 0 2 100.00%
DOE Southeastern Power Administration 0 0 0 0 0 0 0 0 0.00%
DOE Southwestern Power Administration 1 400 60 1 0 0 0 1 100.00%
DOE Strategic Petroleum Reserve 0 0 0 0 0 0 0 0 0.00%
DOE Western Area Power Administration 4 253.75 61.25 1 0 0 0 1 25.00%

Department of Health and Human Services Wide 96 404.14 63.85 20 13 17 4 54 56.25%
HHS Administration for Children and Families 3 920 94.67 0 2 0 0 2 66.67%
HHS Agency for Healthcare Research and Quality 0 0 0 0 0 0 0 0 0.00%
HHS Centers for Disease Control and Prevention 11 423.27 64.09 4 3 1 0 8 72.73%
HHS Centers for Medicare & Medicaid Services 8 518.5 61 1 1 3 0 5 62.50%
HHS Food and Drug Administration 5 557.6 122.8 0 0 0 0 0 0.00%
HHS Health Resources and Services Administration 7 341.71 31.14 1 0 5 0 6 85.71%
HHS Indian Health Service 29 268.59 28 13 6 3 0 22 75.86%
HHS National Institutes of Health 21 404.95 101.9 1 0 2 0 3 14.29%
HHS Office of the Secretary of Health &Human Srvcs 11 493.27 72.27 0 1 3 4 8 72.73%
HHS Program Support Center 0 0 0 0 0 0 0 0 0.00%
HHS Substance Abuse & Mental Health Srvcs Admin 1 334 74 0 0 0 0 0 0.00%
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Department of Homeland Security Wide 337 493.66 142.91 64 37 58 4 163 48.37%
DHS Federal Emergency Management Agency 36 811.06 233.78 1 1 6 0 8 22.22%
DHS Federal Law Enforcement Training Center 1 292 78 0 0 0 0 0 0.00%
DHS Headquarters 10 455.5 100.7 2 2 1 0 5 50.00%
DHS Transportation Security Administration 109 461.31 111.5 25 12 16 2 55 50.46%
DHS U.S. Citizenship and Immigration Services 19 383.42 75.84 5 1 5 0 11 57.89%
DHS U.S. Coast Guard 17 313.53 60.29 4 7 1 1 13 76.47%
DHS U.S. Customs and Border Protection 91 400.19 157.2 24 9 20 1 54 59.34%
DHS U.S. Immigration and Customs Enforcement 42 638.21 212.33 2 2 9 0 13 30.95%
DHS U.S. Secret Service 12 516.42 68 1 3 0 0 4 33.33%

Department of Justice Wide 362 775.83 382.55 7 13 7 1 28 7.73%
DOJ Alcohol, Tobacco, Firearms and Explosives 19 362.11 217.63 0 2 0 0 2 10.53%
DOJ Bureau of Prisons 143 737.02 491.06 1 6 0 1 8 5.59%
DOJ Drug Enforcement Administration 17 769.29 382 0 0 0 0 0 0.00%
DOJ Executive Office for Immigration Review 9 526.44 130.33 0 0 0 0 0 0.00%
DOJ Executive Office for U.S. Attorneys 19 812.11 384.89 1 0 1 0 2 10.53%
DOJ Federal Bureau of Investigation 115 916.68 312.7 5 3 2 0 10 8.70%
DOJ Office of Justice Programs 1 376 60 0 1 0 0 1 100.00%
DOJ Offices, Boards, and Divisions 8 400 85 0 1 0 0 1 12.50%
DOJ U.S. Marshals Service 31 849.52 401.45 0 0 4 0 4 12.90%

Department of Labor Wide 44 357.14 59.48 9 15 9 5 38 86.36%
DOL (DM and others) 17 335.35 61.82 3 6 2 2 13 76.47%
DOL Bureau of Labor Statistics 0 0 0 0 0 0 0 0 0.00%
DOL Employment and Training Administration 8 441.38 58.63 2 2 4 0 8 100.00%
DOL Mine Safety and Health Administration 4 296 66.25 0 3 0 0 3 75.00%
DOL Occupational Safety and Health Administration 4 295.5 54.25 1 1 0 1 3 75.00%
DOL Office of Workers Compensation Programs 8 356.63 54.38 1 3 2 2 8 100.00%
DOL Wage and Hour Division 3 421 60 2 0 1 0 3 100.00%
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Department of the Army Wide 181 528.11 108.17 4 4 5 8 21 11.60%
Eighth U.S. Army (KOREA) 1 364 101 0 0 0 0 0 0.00%
Headquarters, Department of Army 14 468.43 108.14 0 0 0 1 1 7.14%
U.S. Army Corps of Engineers 20 487.8 92.25 0 2 1 1 4 20.00%
U.S. Army Europe 0 0 0 0 0 0 0 0 0.00%
U.S. Army Forces Command 11 357.36 113.09 1 0 0 1 2 18.18%
U.S. Army Installation Management Command 39 537.59 111.44 0 1 2 0 3 7.69%
U.S. Army Intelligence and Security Command 4 337.75 87.5 1 0 0 0 1 25.00%
U.S. Army Material Command 34 529.79 106.68 0 1 0 2 3 8.82%
U.S. Army Medical Command 34 608.35 108.06 2 0 1 2 5 14.71%
U.S. Army Network Enterprise Technology Command 2 379 132 0 0 0 0 0 0.00%
U.S. Army Pacific (USARPAC) 0 0 0 0 0 0 0 0 0.00%
U.S. Army Space and Missile Defense Command 0 0 0 0 0 0 0 0 0.00%
U.S. Army Special Operations Command (USASOC) 0 0 0 0 0 0 0 0 0.00%
U.S. Army Test and Evaluation Command 3 817.67 104.33 0 0 0 0 0 0.00%
U.S. Army Training and Doctrine Command 19 566 121.05 0 0 1 1 2 10.53%

Department of the Interior Wide 104 574.44 173.24 5 7 0 0 12 11.54%
Bureau of Ocean Energy Management 0 0 0 0 0 0 0 0 0.00%
Bureau of Safety and Environmental Enforcement 0 0 0 0 0 0 0 0 0.00%
DOI Bureau Of Indian Affairs 20 873.95 197.5 2 3 0 0 5 25.00%
DOI Bureau Of Land Management 12 389.33 158 1 1 0 0 2 16.67%
DOI Bureau Of Reclamation 16 378.94 150.63 0 0 0 0 0 0.00%
DOI Fish And Wildlife Service 11 317.55 122.45 0 0 0 0 0 0.00%
DOI Geological Survey 3 337.67 78 0 0 0 0 0 0.00%
DOI National Park Service 22 724.5 217.73 0 1 0 0 1 4.55%
DOI Office Of Surface Mining, Reclamation& Enforce 0 0 0 0 0 0 0 0 0.00%
DOI-Office Of The Secretary 20 554.15 169.5 2 2 0 0 4 20.00%

Department of the Navy Wide 117 477.23 53.45 52 44 17 4 117 100.00%
Chief Of Naval Operations 5 325.8 57.8 4 1 0 0 5 100.00%
Commander Naval Installations Command 17 515.18 55.65 6 8 3 0 17 100.00%
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Commander Naval Reserve 0 0 0 0 0 0 0 0 0.00%
Commander Pacific Fleet 8 339.63 54.25 3 3 1 1 8 100.00%
DON Assistant for Administration 6 444.67 51.5 4 1 0 1 6 100.00%
DON Bureau of Medicine & Surgery 12 519.5 48.75 4 3 5 0 12 100.00%
DON SPAWAR 1 334 58 1 0 0 0 1 100.00%
DON Strategic Systems Project Office 0 0 0 0 0 0 0 0 0.00%
Fleet Cyber Command 0 0 0 0 0 0 0 0 0.00%
Fleet Forces Command 5 428 53 0 4 1 0 5 100.00%
Marine Corps HQ 21 501.33 51.1 12 6 2 1 21 100.00%
Military Sealift Command 2 419.5 59 0 1 1 0 2 100.00%
Naval Air Systems Command 10 490.2 53.3 6 3 1 0 10 100.00%
Naval Education & Training Command 1 307 53 0 1 0 0 1 100.00%
Naval Sea Systems Command 7 467.71 52.57 2 3 1 1 7 100.00%
Naval Special Warfare Command 0 0 0 0 0 0 0 0 0.00%
Naval Supply Systems Command 10 476.7 58.5 5 4 1 0 10 100.00%
Naval Systems Management Activity 0 0 0 0 0 0 0 0 0.00%
Navy Facilities & Engineering Command 9 617.33 53.44 4 4 1 0 9 100.00%
Navy Military Personnel Command 1 378 41 0 1 0 0 1 100.00%
Office Of Naval Intelligence 1 464 56 0 1 0 0 1 100.00%
Office Of Naval Research 1 341 60 1 0 0 0 1 100.00%

Department of the Treasury Wide 123 355.41 41.02 20 52 26 10 108 87.80%
Treas - Alcohol and Tobacco Tax and Trade Bureau 0 0 0 0 0 0 0 0 0.00%
Treas - Bureau of Engraving and Printing 3 301.33 98.33 0 2 0 0 2 66.67%
Treas - Bureau of the Public Debt 1 240 55 0 1 0 0 1 100.00%
Treas - Departmental Offices 4 242 38.25 0 2 0 1 3 75.00%
Treas - Financial Crimes Enforcement Network 2 515 32.5 0 0 1 1 2 100.00%
Treas - Financial Management Service 2 321 57 0 1 0 0 1 50.00%
Treas - Inspector General For Tax Administration 0 0 0 0 0 0 0 0 0.00%
Treas - Internal Revenue Service 95 368.08 39.08 19 37 22 7 85 89.47%
Treas - Office of the Comptroller of the Currency 2 185.5 27 0 1 0 1 2 100.00%
Treas - Special Inspector General for the Trouble 
Assets Relief Program 0 0 0 0 0 0 0 0 0.00%
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Treas - U. S. Mint 12 341.17 44.58 1 6 3 0 10 83.33%
Treas -Internal Revenue Service Office of the Chief 2 249.5 30.5 0 2 0 0 2 100.00%
Treas- Office of the Inspector General 0 0 0 0 0 0 0 0 0.00%

Department of Transportation Wide 89 413.53 75.36 7 21 19 0 47 52.81%
DOT Federal Aviation Administration 75 417.48 79.64 7 15 13 0 35 46.67%
DOT Federal Highway Administration 4 426 62.25 0 1 1 0 2 50.00%
DOT Federal Motor Carrier Safety Administration 2 221 41.5 0 2 0 0 2 100.00%
DOT Federal Railroad Administrataion 1 254 39 0 1 0 0 1 100.00%
DOT Federal Transit Administration 0 0 0 0 0 0 0 0 0.00%
DOT Maritime Administration 1 671 48 0 0 1 0 1 100.00%
DOT National Highway Traffic Safety Administration 1 169 54 0 1 0 0 1 100.00%
DOT Office of Inspector General 1 469 43 0 0 1 0 1 100.00%
DOT Office of the Secretary 1 275 59 0 1 0 0 1 100.00%
DOT Pipeline& Hazardous Materials Safety Admin 0 0 0 0 0 0 0 0 0.00%
DOT Research& Innovative Technology Administration 3 503 53 0 0 3 0 3 100.00%
DOT St. Lawrence Development Corporation 0 0 0 0 0 0 0 0 0.00%

Department of Veterans Affairs Wide 597 464.04 177.88 9 6 7 8 30 5.03%
VA-HQ and Others 18 402.39 181 2 0 0 0 2 11.11%
VA-NCA 6 593.83 175 0 0 0 0 0 0.00%
VA-Veterans Benefits Administration 44 468.64 196.05 1 1 1 1 4 9.09%
VA-Veterans Health Administration 529 464.29 176.3 6 5 6 7 24 4.54%

Federal Housing Finance Agency Wide 0 0 0 0 0 0 0 0 0.00%
Federal Housing Finance Agency Hqtrs 0 0 0 0 0 0 0 0 0.00%
Federal Housing Finance Agency OIG 0 0 0 0 0 0 0 0 0.00%
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General Services Administration Wide 21 397.57 59.19 8 4 2 1 15 71.43%
GSA Central Office 6 478 67.17 0 3 1 0 4 66.67%
GSA National Capital Region 5 388.8 48 3 0 0 0 3 60.00%
GSA Region 1 0 0 0 0 0 0 0 0 0.00%
GSA Region 10 0 0 0 0 0 0 0 0 0.00%
GSA Region 2 0 0 0 0 0 0 0 0 0.00%
GSA Region 3 5 398.2 66.6 3 1 0 0 4 80.00%
GSA Region 4 0 0 0 0 0 0 0 0 0.00%
GSA Region 5 1 285 90 0 0 0 0 0 0.00%
GSA Region 6 1 228 58 1 0 0 0 1 100.00%
GSA Region 7 0 0 0 0 0 0 0 0 0.00%
GSA Region 8 0 0 0 0 0 0 0 0 0.00%
GSA Region 9 3 344.33 39.67 1 0 1 1 3 100.00%

U.S. Postal Service Wide 1,088 277.48 32.41 123 515 315 109 1,062 97.61%
USPS Capital Metro Area Operations 132 307.36 36.21 16 54 43 15 128 96.97%
USPS Eastern Area 167 306.01 30.74 23 74 48 11 156 93.41%
USPS Great Lakes Area 146 311.41 36.18 18 58 53 14 143 97.95%
USPS Headquarters 21 281.52 32.43 4 10 5 2 21 100.00%
USPS Northeast Area 86 277.94 33.33 13 50 19 4 86 100.00%
USPS Office of Inspector General 1 153 49 0 1 0 0 1 100.00%
USPS Pacific Area 101 257.64 29.73 4 51 21 23 99 98.02%
USPS Southern Area 288 246.79 30.9 29 141 85 29 284 98.61%
USPS Western Area 146 258.17 31.27 16 76 41 11 144 98.63%
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Advisory Council on Historic Preservation NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
African Development Foundation 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Agency for International Development 2 1 0 0.00% 1 0 0.00% 0 0.00% 0 0.00%
American Battle Monuments Commission 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Appalachian Regional Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Architectural and Transportation Barriers 
Compliance Board 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Arctic Research Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Armed Forces Retirement Home 4 4 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Barry Goldwater Scholarship and Excellence in 
Education Foundation NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Broadcasting Board of Governors 3 2 0 0.00% 1 0 0.00% 0 0.00% 0 0.00%
Central Intelligence Agency 17 6 0 0.00% 11 0 0.00% 0 0.00% 0 0.00%
Chemical Safety and Hazard Investigation Board 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Christopher Columbus Fellowship Foundation NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Commission of Fine Arts NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Commission on Civil Rights 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Committee for Purchase from People Who Are 
Blind or Severely Disabled 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Commodity Futures Trading Commission 2 2 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Consumer Financial Protection Bureau 3 3 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Consumer Product Safety Commission 1 1 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Corporation for National and Community Service 3 3 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Court Services and Offender Supervision Agency 
for the District of Columbia 7 2 0 0.00% 5 1 20.00% 1 100.00% 0 0.00%
Defense Army and Air Force Exchange 27 14 1 7.14% 13 0 0.00% 0 0.00% 0 0.00%
Defense Commissary Agency 45 27 0 0.00% 18 1 5.56% 1 100.00% 0 0.00%
Defense Contract Audit Agency 10 7 0 0.00% 3 0 0.00% 0 0.00% 0 0.00%
Defense Contract Management Agency 8 8 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Defense Finance and Accounting Service 14 8 1 12.50% 6 0 0.00% 0 0.00% 0 0.00%
Defense Human Resources Activity 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Defense Information Systems Agency 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Defense Intelligence Agency 14 7 0 0.00% 7 2 28.57% 0 0.00% 2 100.00%
Defense Joint Task Force National Capital Region 
Medical 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Defense Logistics Agency 61 38 2 5.26% 23 0 0.00% 0 0.00% 0 0.00%
Defense Media Activity 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Defense Missile Defense Agency 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Defense National Geospatial-Intelligence Agency 7 4 0 0.00% 3 0 0.00% 0 0.00% 0 0.00%
Defense National Guard Bureau 3 3 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Defense National Security Agency 9 5 0 0.00% 4 2 50.00% 0 0.00% 2 100.00%
Defense Nuclear Facilities Safety Board 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Defense Office of the Inspector General 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Defense Office of the Secretary - Wash. Hqtrs. 
Services 13 6 0 0.00% 7 0 0.00% 0 0.00% 0 0.00%

Table B-15     FY 2012 Complaints Closed with Findings of Discrimination
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Defense Security Service 3 3 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Defense Technical Information Center 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Defense Threat Reduction Agency 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Defense TRICARE Management Activity 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Defense Uniformed Services University 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Department of Agriculture 206 151 10 6.62% 55 1 1.82% 1 100.00% 0 0.00%
Department of Commerce 289 189 1 0.53% 100 7 7.00% 6 85.71% 1 14.29%
Department of Defense Education Activity 18 12 0 0.00% 6 0 0.00% 0 0.00% 0 0.00%
Department of Education 29 17 0 0.00% 12 0 0.00% 0 0.00% 0 0.00%
Department of Energy 21 18 2 11.11% 3 0 0.00% 0 0.00% 0 0.00%
Department of Health and Human Services 130 96 2 2.08% 34 2 5.88% 2 100.00% 0 0.00%
Department of Homeland Security 555 337 1 0.30% 218 12 5.50% 9 75.00% 3 25.00%
Department of Housing and Urban Development 40 25 0 0.00% 15 0 0.00% 0 0.00% 0 0.00%
Department of Justice 506 362 10 2.76% 144 7 4.86% 4 57.14% 3 42.86%
Department of Labor 56 44 0 0.00% 12 0 0.00% 0 0.00% 0 0.00%
Department of State 54 40 0 0.00% 14 3 21.43% 2 66.67% 1 33.33%
Department of the Air Force 193 96 0 0.00% 97 7 7.22% 7 100.00% 0 0.00%
Department of the Army 303 181 2 1.10% 122 8 6.56% 5 62.50% 3 37.50%
Department of the Interior 146 104 2 1.92% 42 1 2.38% 1 100.00% 0 0.00%
Department of the Navy 193 117 0 0.00% 76 8 10.53% 7 87.50% 1 12.50%
Department of the Treasury 226 123 5 4.07% 103 1 0.97% 1 100.00% 0 0.00%
Department of Transportation 142 89 0 0.00% 53 3 5.66% 3 100.00% 0 0.00%
Department of Veterans Affairs 973 597 16 2.68% 376 26 6.91% 23 88.46% 3 11.54%
Election Assistance Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Environmental Protection Agency 23 13 1 7.69% 10 0 0.00% 0 0.00% 0 0.00%
Equal Employment Opportunity Commission 8 5 0 0.00% 3 0 0.00% 0 0.00% 0 0.00%
Export-Import Bank of the US 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Farm Credit Administration 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Farm Credit System Insurance Corporation 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Federal Communications Commission 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Federal Deposit Insurance Corporation 14 12 0 0.00% 2 0 0.00% 0 0.00% 0 0.00%
Federal Election Commission 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Federal Energy Regulatory Commission 6 6 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Federal Financial Institutions Examination Council NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Federal Housing Finance Agency 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Federal Labor Relations Authority 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Federal Maritime Commission 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Federal Mediation and Conciliation Service 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Federal Mine Safety & Health Review Commission 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Federal Reserve System--Board of Governors 1 0 0 0.00% 1 0 0.00% 0 0.00% 0 0.00%
Federal Retirement Thrift Investment Board NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Federal Trade Commission 1 0 0 0.00% 1 0 0.00% 0 0.00% 0 0.00%
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General Services Administration 44 21 0 0.00% 23 0 0.00% 0 0.00% 0 0.00%
Government Printing Office 13 11 0 0.00% 2 0 0.00% 0 0.00% 0 0.00%
Harry S. Truman Scholarship Foundation 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Holocaust Memorial Museum U.S. 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Institute of Museum and Library Services 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Inter-American Foundation 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
International Boundary and Water Commission 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
International Joint Commission: US and Canada NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
International Trade Commission 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
James Madison Memorial Fellowship Foundation NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Japan-United States Friendship Commission 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
John F. Kennedy Center for the Performing Arts 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Marine Mammal Commission 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Merit Systems Protection Board 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Millennium Challenge Corporation 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Morris K. Udall Scholarship and Excellence in 
National Environmental Policy Foundation NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
National Aeronautics and Space Administration 21 11 0 0.00% 10 0 0.00% 0 0.00% 0 0.00%
National Archives and Records Administration 6 3 0 0.00% 3 0 0.00% 0 0.00% 0 0.00%
National Capital Planning Commission 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
National Council on Disability 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
National Credit Union Administration 1 1 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
National Endowment for the Arts 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
National Endowment for the Humanities 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
National Foundation on the Arts & the Humanities NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
National Gallery of Art 3 3 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
National Indian Gaming Commission 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
National Labor Relations Board 3 2 1 50.00% 1 0 0.00% 0 0.00% 0 0.00%
National Mediation Board 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
National Reconnaissance Office 4 2 0 0.00% 2 0 0.00% 0 0.00% 0 0.00%
National Science Foundation 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
National Transportation Safety Board 1 1 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Navajo and Hopi Indian Relocation Commission 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Nuclear Regulatory Commission 1 0 0 0.00% 1 0 0.00% 0 0.00% 0 0.00%
Nuclear Waste Technical Review Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Occupational Safety & Health Review Commission 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Office of Government Ethics 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Office of Personnel Management 13 8 0 0.00% 5 0 0.00% 0 0.00% 0 0.00%
Office of Special Counsel 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Office of the Director of National Intelligence 1 1 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Overseas Private Investment Corporation 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
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Peace Corps 3 3 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Pension Benefit Guaranty Corporation 11 5 1 20.00% 6 1 16.67% 0 0.00% 1 100.00%
Postal Regulatory Commission 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Presidio Trust NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Railroad Retirement Board 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Securities and Exchange Commission 2 2 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Selective Service System 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Small Business Administration 12 7 0 0.00% 5 0 0.00% 0 0.00% 0 0.00%
Smithsonian Institution 8 5 0 0.00% 3 0 0.00% 0 0.00% 0 0.00%
Social Security Administration 252 136 0 0.00% 116 12 10.34% 4 33.33% 8 66.67%
Tennessee Valley Authority 34 20 1 5.00% 14 0 0.00% 0 0.00% 0 0.00%
Trade and Development Agency 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
U.S. Postal Service 1,936 1,088 0 0.00% 848 50 5.90% 47 94.00% 3 6.00%
Utah Reclamation Mitigation and Conservation 
Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Valles Caldera Trust NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF

Cabinet Level Subtotal 6,230 3,816 55 1.44% 2,414 141 5.84% 119 84.40% 22 15.60%
Midsize Agencies Subtotal 424 236 2 0.85% 188 12 6.38% 4 33.33% 8 66.67%
Small Agencies Subtotal 104 66 2 3.03% 38 2 5.26% 1 50.00% 1 50.00%
Micro Agencies Subtotal 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Government-wide 6,758 4,118 59 1.43% 2,640 155 5.87% 124 80.00% 31 20.00%

NRF = No Report Filed
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Advisory Council on Historic Preservation NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
African Development Foundation 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Agency for International Development 2 1 1 100.00% 1 1 100.00% 1 100.00% 0 0.00%
American Battle Monuments Commission 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Appalachian Regional Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Architectural and Transportation Barriers 
Compliance Board 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Arctic Research Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Armed Forces Retirement Home 4 4 4 100.00% 0 0 0.00% 0 0.00% 0 0.00%
Barry Goldwater Scholarship and Excellence in 
Education Foundation NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Broadcasting Board of Governors 3 2 2 100.00% 1 1 100.00% 1 100.00% 0 0.00%
Central Intelligence Agency 17 6 6 100.00% 11 11 100.00% 11 100.00% 0 0.00%
Chemical Safety and Hazard Investigation Board 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Christopher Columbus Fellowship Foundation NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Commission of Fine Arts NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Commission on Civil Rights 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Committee for Purchase from People Who Are 
Blind or Severely Disabled 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Commodity Futures Trading Commission 2 2 2 100.00% 0 0 0.00% 0 0.00% 0 0.00%
Consumer Financial Protection Bureau 3 3 3 100.00% 0 0 0.00% 0 0.00% 0 0.00%
Consumer Product Safety Commission 1 1 1 100.00% 0 0 0.00% 0 0.00% 0 0.00%
Corporation for National and Community Service 3 3 3 100.00% 0 0 0.00% 0 0.00% 0 0.00%
Court Services and Offender Supervision Agency 
for the District of Columbia 7 2 2 100.00% 5 4 80.00% 4 100.00% 0 0.00%
Defense Army and Air Force Exchange 27 14 13 92.86% 13 13 100.00% 13 100.00% 0 0.00%
Defense Commissary Agency 45 27 27 100.00% 18 17 94.44% 17 100.00% 0 0.00%
Defense Contract Audit Agency 10 7 7 100.00% 3 3 100.00% 3 100.00% 0 0.00%
Defense Contract Management Agency 8 8 8 100.00% 0 0 0.00% 0 0.00% 0 0.00%
Defense Finance and Accounting Service 14 8 7 87.50% 6 6 100.00% 6 100.00% 0 0.00%
Defense Human Resources Activity 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Defense Information Systems Agency 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Defense Intelligence Agency 14 7 7 100.00% 7 5 71.43% 5 100.00% 0 0.00%
Defense Joint Task Force National Capital Region 
Medical 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Defense Logistics Agency 61 38 36 94.74% 23 23 100.00% 23 100.00% 0 0.00%
Defense Media Activity 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Defense Missile Defense Agency 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Defense National Geospatial-Intelligence Agency 7 4 4 100.00% 3 3 100.00% 3 100.00% 0 0.00%
Defense National Guard Bureau 3 3 3 100.00% 0 0 0.00% 0 0.00% 0 0.00%
Defense National Security Agency 9 5 5 100.00% 4 2 50.00% 2 100.00% 0 0.00%

Table B-16     FY 2012 Complaints Closed with Findings of No Discrimination
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Defense Nuclear Facilities Safety Board 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Defense Office of the Inspector General 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Defense Office of the Secretary - Wash. Hqtrs. 
Services 13 6 6 100.00% 7 7 100.00% 7 100.00% 0 0.00%
Defense Security Service 3 3 3 100.00% 0 0 0.00% 0 0.00% 0 0.00%
Defense Technical Information Center 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Defense Threat Reduction Agency 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Defense TRICARE Management Activity 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Defense Uniformed Services University 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Department of Agriculture 206 151 141 93.38% 55 54 98.18% 54 100.00% 0 0.00%
Department of Commerce 289 189 188 99.47% 100 93 93.00% 92 98.92% 1 1.08%
Department of Defense Education Activity 18 12 12 100.00% 6 6 100.00% 6 100.00% 0 0.00%
Department of Education 29 17 17 100.00% 12 12 100.00% 12 100.00% 0 0.00%
Department of Energy 21 18 16 88.89% 3 3 100.00% 3 100.00% 0 0.00%
Department of Health and Human Services 130 96 94 97.92% 34 32 94.12% 32 100.00% 0 0.00%
Department of Homeland Security 555 337 336 99.70% 218 206 94.50% 206 100.00% 0 0.00%
Department of Housing and Urban Development 40 25 25 100.00% 15 15 100.00% 15 100.00% 0 0.00%
Department of Justice 506 362 352 97.24% 144 137 95.14% 136 99.27% 1 0.73%
Department of Labor 56 44 44 100.00% 12 12 100.00% 12 100.00% 0 0.00%
Department of State 54 40 40 100.00% 14 11 78.57% 11 100.00% 0 0.00%
Department of the Air Force 193 96 96 100.00% 97 90 92.78% 89 98.89% 1 1.11%
Department of the Army 303 181 179 98.90% 122 114 93.44% 113 99.12% 1 0.88%
Department of the Interior 146 104 102 98.08% 42 41 97.62% 41 100.00% 0 0.00%
Department of the Navy 193 117 117 100.00% 76 68 89.47% 68 100.00% 0 0.00%
Department of the Treasury 226 123 118 95.93% 103 102 99.03% 102 100.00% 0 0.00%
Department of Transportation 142 89 89 100.00% 53 50 94.34% 50 100.00% 0 0.00%
Department of Veterans Affairs 973 597 581 97.32% 376 350 93.09% 350 100.00% 0 0.00%
Election Assistance Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Environmental Protection Agency 23 13 12 92.31% 10 10 100.00% 10 100.00% 0 0.00%
Equal Employment Opportunity Commission 8 5 5 100.00% 3 3 100.00% 3 100.00% 0 0.00%
Export-Import Bank of the US 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Farm Credit Administration 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Farm Credit System Insurance Corporation 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Federal Communications Commission 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Federal Deposit Insurance Corporation 14 12 12 100.00% 2 2 100.00% 2 100.00% 0 0.00%
Federal Election Commission 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Federal Energy Regulatory Commission 6 6 6 100.00% 0 0 0.00% 0 0.00% 0 0.00%
Federal Financial Institutions Examination Council NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Federal Housing Finance Agency 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Federal Labor Relations Authority 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Federal Maritime Commission 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
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Federal Mediation and Conciliation Service 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Federal Mine Safety&Health Review Commission 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Federal Reserve System--Board of Governors 1 0 0 0.00% 1 1 100.00% 1 100.00% 0 0.00%
Federal Retirement Thrift Investment Board NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Federal Trade Commission 1 0 0 0.00% 1 1 100.00% 1 100.00% 0 0.00%
General Services Administration 44 21 21 100.00% 23 23 100.00% 23 100.00% 0 0.00%
Government Printing Office 13 11 11 100.00% 2 2 100.00% 2 100.00% 0 0.00%
Harry S. Truman Scholarship Foundation 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Holocaust Memorial Museum U.S. 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Institute of Museum and Library Services 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Inter-American Foundation 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
International Boundary and Water Commission 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
International Joint Commission: US and Canada NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
International Trade Commission 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
James Madison Memorial Fellowship Foundation NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Japan-United States Friendship Commission 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
John F. Kennedy Center for the Performing Arts 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Marine Mammal Commission 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Merit Systems Protection Board 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Millennium Challenge Corporation 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Morris K. Udall Scholarship and Excellence in 
National Environmental Policy Foundation NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
National Aeronautics and Space Administration 21 11 11 100.00% 10 10 100.00% 10 100.00% 0 0.00%
National Archives and Records Administration 6 3 3 100.00% 3 3 100.00% 3 100.00% 0 0.00%
National Capital Planning Commission 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
National Council on Disability 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
National Credit Union Administration 1 1 1 100.00% 0 0 0.00% 0 0.00% 0 0.00%
National Endowment for the Arts 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
National Endowment for the Humanities 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
National Foundation on the Arts& the Humanities NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
National Gallery of Art 3 3 3 100.00% 0 0 0.00% 0 0.00% 0 0.00%
National Indian Gaming Commission 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
National Labor Relations Board 3 2 1 50.00% 1 1 100.00% 1 100.00% 0 0.00%
National Mediation Board 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
National Reconnaissance Office 4 2 2 100.00% 2 2 100.00% 2 100.00% 0 0.00%
National Science Foundation 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
National Transportation Safety Board 1 1 1 100.00% 0 0 0.00% 0 0.00% 0 0.00%
Navajo and Hopi Indian Relocation Commission 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Nuclear Regulatory Commission 1 0 0 0.00% 1 1 100.00% 1 100.00% 0 0.00%
Nuclear Waste Technical Review Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Occupational Safety & Health Review Commission 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
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Office of Government Ethics 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Office of Personnel Management 13 8 8 100.00% 5 5 100.00% 5 100.00% 0 0.00%
Office of Special Counsel 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Office of the Director of National Intelligence 1 1 1 100.00% 0 0 0.00% 0 0.00% 0 0.00%
Overseas Private Investment Corporation 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Peace Corps 3 3 3 100.00% 0 0 0.00% 0 0.00% 0 0.00%
Pension Benefit Guaranty Corporation 11 5 4 80.00% 6 5 83.33% 5 100.00% 0 0.00%
Postal Regulatory Commission 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Presidio Trust NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Railroad Retirement Board 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Securities and Exchange Commission 2 2 2 100.00% 0 0 0.00% 0 0.00% 0 0.00%
Selective Service System 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Small Business Administration 12 7 7 100.00% 5 5 100.00% 5 100.00% 0 0.00%
Smithsonian Institution 8 5 5 100.00% 3 3 100.00% 3 100.00% 0 0.00%
Social Security Administration 252 136 136 100.00% 116 104 89.66% 104 100.00% 0 0.00%
Tennessee Valley Authority 34 20 19 95.00% 14 14 100.00% 14 100.00% 0 0.00%
Trade and Development Agency 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
U.S. Postal Service 1,936 1,088 1,088 100.00% 848 798 94.10% 798 100.00% 0 0.00%
Utah Reclamation Mitigation and Conservation 
Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Valles Caldera Trust NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF

Cabinet Level Subtotal 6,230 3,816 3,761 98.56% 2,414 2,273 94.16% 2,269 99.82% 4 0.18%
Midsize Agencies Subtotal 424 236 234 99.15% 188 176 93.62% 176 100.00% 0 0.00%
Small Agencies Subtotal 104 66 64 96.97% 38 36 94.74% 36 100.00% 0 0.00%
Micro Agencies Subtotal 0 0 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Government-wide 6,758 4,118 4,059 98.57% 2,640 2,485 94.13% 2,481 99.84% 4 0.16%

NRF = No Report Filed
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Advisory Council on Historic Preservation NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
African Development Foundation 0 0 0 0 0 934 934 0 0 934
Agency for International Development 184.38 0 830 830 92.14 1,525.00 1,525.00 0 1,525.00 0
American Battle Monuments Commission 0 0 0 0 0 0 0 0 0 0
Appalachian Regional Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Architectural and Transportation Barriers 
Compliance Board 0 0 0 0 0 0 0 0 0 0
Arctic Research Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Armed Forces Retirement Home 243.5 0 243.5 243.5 0 0 0 0 0 0
Barry Goldwater Scholarship and Excellence in 
Education Foundation NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Broadcasting Board of Governors 261.57 0 326 326 235.8 939 939 0 939 0
Central Intelligence Agency 258.13 0 590.33 590.33 36.67 1,186.50 1,186.50 0 1,186.82 1,183.00
Chemical Safety and Hazard Investigation Board 0 0 0 0 0 0 0 0 0 0
Christopher Columbus Fellowship Foundation NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Commission of Fine Arts NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Commission on Civil Rights 0 0 0 0 0 0 0 0 0 0
Committee for Purchase from People Who Are 
Blind or Severely Disabled 0 0 0 0 0 0 0 0 0 0
Commodity Futures Trading Commission 314 0 314 314 0 0 0 0 0 0
Consumer Financial Protection Bureau 301 0 301 301 0 0 0 0 0 0
Consumer Product Safety Commission 416 0 416 416 0 0 0 0 0 0
Corporation for National and Community Service 431.67 0 431.67 431.67 0 0 0 0 0 0
Court Services and Offender Supervision Agency 
for the District of Columbia 239 0 393 393 85 901.8 901.8 1,745.00 691 0
Defense Army and Air Force Exchange 186.88 324 348 346.29 75.3 886.31 886.31 0 886.31 0
Defense Commissary Agency 198.35 0 349.44 349.44 12.91 728.11 728.11 913 717.24 0
Defense Contract Audit Agency 242.36 0 357.57 357.57 40.75 503.33 503.33 0 503.33 0
Defense Contract Management Agency 245.33 0 496.63 496.63 119.69 0 0 0 0 0
Defense Finance and Accounting Service 151.94 375 299.86 309.25 12.11 697.83 697.83 0 697.83 0
Defense Human Resources Activity 32 0 0 0 32 0 0 0 0 0
Defense Information Systems Agency 996.4 0 0 0 996.4 0 0 0 0 0
Defense Intelligence Agency 298 0 681.29 681.29 54.09 1,004.00 810.8 0 810.8 0
Defense Joint Task Force National Capital Region 
Medical 53 0 0 0 53 0 0 0 0 0
Defense Logistics Agency 383.06 384 500.03 493.92 82.14 682.26 682.26 0 682.26 0
Defense Media Activity 0 0 0 0 0 0 0 0 0 0
Defense Missile Defense Agency 0 0 0 0 0 0 0 0 0 0
Defense National Geospatial-Intelligence Agency 359.11 0 666.75 666.75 113 684.67 684.67 0 684.67 0

Table B-17     FY 2012 Average Processing Days (APD) Final Agency Decisions (FADs) and Final Orders (FOs) Fully Implementing (FI) AJ Decisions
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Defense National Guard Bureau 355.54 0 361.67 361.67 354.74 0 0 0 0 0
Defense National Security Agency 291.38 0 376.4 376.4 149.67 1,268.60 930.33 0 980 831
Defense Nuclear Facilities Safety Board 0 0 0 0 0 0 0 0 0 0
Defense Office of the Inspector General 8 0 0 0 8 0 0 0 0 0
Defense Office of the Secretary - Wash. Hqtrs. 
Services 377.26 0 663.5 663.5 245.15 1,174.14 1,174.14 0 1,174.14 0
Defense Security Service 160 0 200 200 100 0 0 0 0 0
Defense Technical Information Center 0 0 0 0 0 0 0 0 0 0
Defense Threat Reduction Agency 868.75 0 0 0 868.75 0 0 0 0 0
Defense TRICARE Management Activity 107.8 0 0 0 107.8 0 0 0 0 0
Defense Uniformed Services University 0 0 0 0 0 0 0 0 0 0
Department of Agriculture 511.33 909.7 619.07 638.32 111.85 849.15 849.15 1,309.00 840.63 0
Department of Commerce 465.55 290 570.72 569.24 65.63 644.96 645.33 533.33 649.86 677.25
Department of Defense Education Activity 234.77 0 385.67 385.67 53.7 843.17 843.17 0 843.17 0
Department of Education 330.21 0 358.24 358.24 92 1,057.08 1,057.08 0 1,057.08 0
Department of Energy 339.25 354.5 373.81 371.67 242 638.67 638.67 0 638.67 0
Department of Health and Human Services 234.63 824.5 395.19 404.14 61.51 711.14 711.14 1,311.50 669.19 853
Department of Homeland Security 374.12 557 493.47 493.66 128.5 743.04 743.37 900 741.47 679.81
Department of Housing and Urban Development 599.54 0 624.24 624.24 393.67 747.73 747.73 0 747.73 0
Department of Justice 626.69 700.6 777.96 775.83 135.89 759.65 753.83 710.25 755.11 0
Department of Labor 302.82 0 357.14 357.14 85.55 791.15 791.15 0 752.08 849.75
Department of State 335.88 0 460.58 460.58 24.13 700.64 618.69 341.5 669.09 0
Department of the Air Force 534.65 0 839.44 839.44 97.94 711 714.1 953.71 715.83 510.56
Department of the Army 254.97 628.5 526.99 528.11 43.69 744.1 730.65 1,095.20 713.88 754.67
Department of the Interior 478.93 820 569.63 574.44 147.8 841.93 841.93 727 824.34 1,678.00
Department of the Navy 243.05 0 477.23 477.23 56.65 928.68 925.53 1,416.86 874.96 0
Department of the Treasury 296.11 453.8 351.25 355.41 130.34 801.19 801.19 993 780.22 1,079.43
Department of Transportation 270.87 0 413.53 413.53 121.51 675.02 675.02 1,037.33 651.02 731.5
Department of Veterans Affairs 315.02 544.69 461.82 464.04 88.05 678.38 672.6 878.96 659.89 651.29
Election Assistance Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Environmental Protection Agency 809.93 1,373.00 859.83 899.31 229 866.27 866.27 0 868.4 845
Equal Employment Opportunity Commission 345.5 0 529.8 529.8 161.2 601 601 0 601 0
Export-Import Bank of the US 330 0 0 0 330 0 0 0 0 0
Farm Credit Administration 0 0 0 0 0 0 0 0 0 0
Farm Credit System Insurance Corporation 0 0 0 0 0 0 0 0 0 0
Federal Communications Commission 90 0 0 0 90 0 0 0 0 0
Federal Deposit Insurance Corporation 276.39 0 407.42 407.42 133.45 585 585 0 660.5 434
Federal Election Commission 0 0 0 0 0 0 0 0 0 0
Federal Energy Regulatory Commission 165 0 200 200 60 0 0 0 0 0
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Federal Financial Institutions Examination Council NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Federal Housing Finance Agency 170 0 0 0 170 0 0 0 0 0
Federal Labor Relations Authority 0 0 0 0 0 0 0 0 0 0
Federal Maritime Commission 0 0 0 0 0 0 0 0 0 0
Federal Mediation and Conciliation Service 0 0 0 0 0 0 0 0 0 0
Federal Mine Safety &Health Review Commission 0 0 0 0 0 0 0 0 0 0
Federal Reserve System--Board of Governors 0 0 0 0 0 792 792 0 792 0
Federal Retirement Thrift Investment Board NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Federal Trade Commission 0 0 0 0 0 1,115.00 1,115.00 0 1,115.00 0
General Services Administration 275.63 0 397.57 397.57 42.82 740.43 740.43 0 740.43 0
Government Printing Office 257 0 358.45 358.45 33.8 1,000.00 1,000.00 0 1,000.00 0
Harry S. Truman Scholarship Foundation 0 0 0 0 0 0 0 0 0 0
Holocaust Memorial Museum U.S. 0 0 0 0 0 0 0 0 0 0
Institute of Museum and Library Services 0 0 0 0 0 0 0 0 0 0
Inter-American Foundation 0 0 0 0 0 0 0 0 0 0
International Boundary and Water Commission 0 0 0 0 0 0 0 0 0 0
International Joint Commission: US and Canada NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
International Trade Commission 0 0 0 0 0 0 0 0 0 0
James Madison Memorial Fellowship Foundation NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Japan-United States Friendship Commission 0 0 0 0 0 0 0 0 0 0
John F. Kennedy Center for the Performing Arts 0 0 0 0 0 0 0 0 0 0
Marine Mammal Commission 0 0 0 0 0 0 0 0 0 0
Merit Systems Protection Board 0 0 0 0 0 0 0 0 0 0
Millennium Challenge Corporation 0 0 0 0 0 0 0 0 0 0
Morris K. Udall Scholarship and Excellence in 
National Environmental Policy Foundation NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
National Aeronautics and Space Administration 328.5 0 516.36 516.36 98.89 1,214.40 1,214.40 0 1,214.40 0
National Archives and Records Administration 407.2 0 636 636 64 1,161.33 1,161.33 0 1,161.33 0
National Capital Planning Commission 0 0 0 0 0 0 0 0 0 0
National Council on Disability 0 0 0 0 0 0 0 0 0 0
National Credit Union Administration 541 0 541 541 0 0 0 0 0 0
National Endowment for the Arts 77 0 0 0 77 0 0 0 0 0
National Endowment for the Humanities 0 0 0 0 0 0 0 0 0 0
National Foundation on the Arts&the Humanities NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
National Gallery of Art 575.75 0 760.67 760.67 21 0 0 0 0 0
National Indian Gaming Commission 0 0 0 0 0 0 0 0 0 0
National Labor Relations Board 163.67 242 227 234.5 22 554 554 0 554 0
National Mediation Board 0 0 0 0 0 0 0 0 0 0
National Reconnaissance Office 204.25 0 333.5 333.5 75 1,094.00 1,094.00 0 1,094.00 0
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National Science Foundation 0 0 0 0 0 0 0 0 0 0
National Transportation Safety Board 276 0 276 276 0 0 0 0 0 0
Navajo and Hopi Indian Relocation Commission 0 0 0 0 0 0 0 0 0 0
Nuclear Regulatory Commission 0 0 0 0 0 632 632 0 632 0
Nuclear Waste Technical Review Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Occupational Safety& Health Review Commission 0 0 0 0 0 0 0 0 0 0
Office of Government Ethics 15 0 0 0 15 0 0 0 0 0
Office of Personnel Management 700.93 0 1,128.25 1,128.25 131.17 134.8 134.8 0 134.8 0
Office of Special Counsel 0 0 0 0 0 0 0 0 0 0
Office of the Director of National Intelligence 213 0 269 269 157 0 0 0 0 0
Overseas Private Investment Corporation 0 0 0 0 0 0 0 0 0 0
Peace Corps 367 0 367 367 0 934 934 0 0 934
Pension Benefit Guaranty Corporation 183.18 226 395.75 361.8 34.33 927.17 960 0 960 0
Postal Regulatory Commission 0 0 0 0 0 0 0 0 0 0
Presidio Trust NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Railroad Retirement Board 0 0 0 0 0 0 0 0 0 0
Securities and Exchange Commission 245 0 334.5 334.5 66 498 498 0 0 498
Selective Service System 0 0 0 0 0 0 0 0 0 0
Small Business Administration 123.67 0 329 329 21 581 581 0 581 0
Smithsonian Institution 135.56 0 213.2 213.2 38.5 662.33 662.33 0 662.33 0
Social Security Administration 353.37 0 459.63 459.63 58.45 784.74 761.32 931.75 767.72 611.67
Tennessee Valley Authority 192.32 302 232.79 236.25 16.6 546.36 546.36 0 546.36 0
Trade and Development Agency 0 0 0 0 0 0 0 0 0 0
U.S. Postal Service 141.86 0 277.48 277.48 47.88 632.62 630.97 966.32 609.43 710.28
Utah Reclamation Mitigation and Conservation 
Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Valles Caldera Trust NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF

Cabinet Level Subtotal 283.71 630.11 460.16 462.61 73.33 704.84 700.41 942.89 686.55 729.95
Midsize Agencies Subtotal 341.82 837.5 467.81 470.94 67.29 762.64 747.37 931.75 751.35 616.73
Small Agencies Subtotal 265.27 234 413.09 407.67 91.22 994.49 1,000.28 1,745.00 990.31 871.67
Micro Agencies Subtotal 15 0 0 0 15 934 934 0 0 934
Government-wide 286.02 623.71 459.86 462.21 73.38 713.45 708.24 949 695.55 723.97

NRF = No Report Filed



Table B-18   Page 1 of 6

Agency or Department
APD All Final 
Orders (FOs) 

of AJ 
Decisions

APD All FOs Not 
Fully 

Implementing 
(NFI) AJ Merit 

Decisions 

APD FOs NFI AJ 
Merit Decisions 

Finding 
Discrimination  

APD Agency 
Appeal of 

Finding in AJ 
Merit 

Decisions

APD Agency  
Appeal of 

Remedy in AJ 
Merit 

Decisions

APD Agency 
Appeal of 

Remedy and 
Finding in AJ 

Merit 
Decisions

APD FOs NFI AJ 
Merit Decisions 

Finding No 
Discrimination 

APD FOs NFI 
AJ 

Dismissals 

Advisory Council on Historic Preservation NRF NRF NRF NRF NRF NRF NRF NRF
African Development Foundation 934 0 0 0 0 0 0 0
Agency for International Development 1,525.00 0 0 0 0 0 0 0
American Battle Monuments Commission 0 0 0 0 0 0 0 0
Appalachian Regional Commission NRF NRF NRF NRF NRF NRF NRF NRF
Architectural and Transportation Barriers 
Compliance Board 0 0 0 0 0 0 0 0
Arctic Research Commission NRF NRF NRF NRF NRF NRF NRF NRF
Armed Forces Retirement Home 0 0 0 0 0 0 0 0
Barry Goldwater Scholarship and Excellence in 
Education Foundation NRF NRF NRF NRF NRF NRF NRF NRF
Broadcasting Board of Governors 939 0 0 0 0 0 0 0
Central Intelligence Agency 1,186.50 0 0 0 0 0 0 0
Chemical Safety and Hazard Investigation Board 0 0 0 0 0 0 0 0
Christopher Columbus Fellowship Foundation NRF NRF NRF NRF NRF NRF NRF NRF
Commission of Fine Arts NRF NRF NRF NRF NRF NRF NRF NRF
Commission on Civil Rights 0 0 0 0 0 0 0 0
Committee for Purchase from People Who Are Blind 
or Severely Disabled 0 0 0 0 0 0 0 0
Commodity Futures Trading Commission 0 0 0 0 0 0 0 0
Consumer Financial Protection Bureau 0 0 0 0 0 0 0 0
Consumer Product Safety Commission 0 0 0 0 0 0 0 0
Corporation for National and Community Service 0 0 0 0 0 0 0 0
Court Services and Offender Supervision Agency for 
the District of Columbia 901.8 0 0 0 0 0 0 0
Defense Army and Air Force Exchange 886.31 0 0 0 0 0 0 0
Defense Commissary Agency 728.11 0 0 0 0 0 0 0
Defense Contract Audit Agency 503.33 0 0 0 0 0 0 0
Defense Contract Management Agency 0 0 0 0 0 0 0 0

Table B-18 FY 2012 Average Processing Days (APD) Final Orders (FOs) Not Fully Implementing (NFI) AJ Decisions 
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Table B-18 FY 2012 Average Processing Days (APD) Final Orders (FOs) Not Fully Implementing (NFI) AJ Decisions 

Defense Finance and Accounting Service 697.83 0 0 0 0 0 0 0
Defense Human Resources Activity 0 0 0 0 0 0 0 0
Defense Information Systems Agency 0 0 0 0 0 0 0 0
Defense Intelligence Agency 1,004.00 1,487.00 1,487.00 0 0 1,487.00 0 0
Defense Joint Task Force National Capital Region 
Medical 0 0 0 0 0 0 0 0
Defense Logistics Agency 682.26 0 0 0 0 0 0 0
Defense Media Activity 0 0 0 0 0 0 0 0
Defense Missile Defense Agency 0 0 0 0 0 0 0 0
Defense National Geospatial-Intelligence Agency 684.67 0 0 0 0 0 0 0
Defense National Guard Bureau 0 0 0 0 0 0 0 0
Defense National Security Agency 1,268.60 1,776.00 1,776.00 0 0 1,776.00 0 0
Defense Nuclear Facilities Safety Board 0 0 0 0 0 0 0 0
Defense Office of the Inspector General 0 0 0 0 0 0 0 0
Defense Office of the Secretary - Wash. Hqtrs. 
Services 1,174.14 0 0 0 0 0 0 0
Defense Security Service 0 0 0 0 0 0 0 0
Defense Technical Information Center 0 0 0 0 0 0 0 0
Defense Threat Reduction Agency 0 0 0 0 0 0 0 0
Defense TRICARE Management Activity 0 0 0 0 0 0 0 0
Defense Uniformed Services University 0 0 0 0 0 0 0 0
Department of Agriculture 849.15 0 0 0 0 0 0 0
Department of Commerce 644.96 625.5 795 0 795 0 456 0
Department of Defense Education Activity 843.17 0 0 0 0 0 0 0
Department of Education 1,057.08 0 0 0 0 0 0 0
Department of Energy 638.67 0 0 0 0 0 0 0
Department of Health and Human Services 711.14 0 0 0 0 0 0 0
Department of Homeland Security 743.04 717.33 717.33 0 544 804 0 0
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Table B-18 FY 2012 Average Processing Days (APD) Final Orders (FOs) Not Fully Implementing (NFI) AJ Decisions 

Department of Housing and Urban Development 747.73 0 0 0 0 0 0 0
Department of Justice 759.65 963.25 1,100.67 901 1,467.00 934 551 0
Department of Labor 791.15 0 0 0 0 0 0 0
Department of State 700.64 1,766.00 1,766.00 0 0 1,766.00 0 0
Department of the Air Force 711 386 0 0 0 0 386 0
Department of the Army 744.1 1,150.75 1,027.33 0 1,050.00 1,016.00 1,521.00 0
Department of the Interior 841.93 0 0 0 0 0 0 0
Department of the Navy 928.68 1,165.00 1,165.00 0 1,165.00 0 0 0
Department of the Treasury 801.19 0 0 0 0 0 0 0
Department of Transportation 675.02 0 0 0 0 0 0 0
Department of Veterans Affairs 678.38 1,424.33 1,424.33 548 2,400.00 1,325.00 0 0
Election Assistance Commission NRF NRF NRF NRF NRF NRF NRF NRF
Environmental Protection Agency 866.27 0 0 0 0 0 0 0
Equal Employment Opportunity Commission 601 0 0 0 0 0 0 0
Export-Import Bank of the US 0 0 0 0 0 0 0 0
Farm Credit Administration 0 0 0 0 0 0 0 0
Farm Credit System Insurance Corporation 0 0 0 0 0 0 0 0
Federal Communications Commission 0 0 0 0 0 0 0 0
Federal Deposit Insurance Corporation 585 0 0 0 0 0 0 0
Federal Election Commission 0 0 0 0 0 0 0 0
Federal Energy Regulatory Commission 0 0 0 0 0 0 0 0
Federal Financial Institutions Examination Council NRF NRF NRF NRF NRF NRF NRF NRF
Federal Housing Finance Agency 0 0 0 0 0 0 0 0
Federal Labor Relations Authority 0 0 0 0 0 0 0 0
Federal Maritime Commission 0 0 0 0 0 0 0 0
Federal Mediation and Conciliation Service 0 0 0 0 0 0 0 0
Federal Mine Safety & Health Review Commission 0 0 0 0 0 0 0 0
Federal Reserve System--Board of Governors 792 0 0 0 0 0 0 0
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Table B-18 FY 2012 Average Processing Days (APD) Final Orders (FOs) Not Fully Implementing (NFI) AJ Decisions 

Federal Retirement Thrift Investment Board NRF NRF NRF NRF NRF NRF NRF NRF
Federal Trade Commission 1,115.00 0 0 0 0 0 0 0
General Services Administration 740.43 0 0 0 0 0 0 0
Government Printing Office 1,000.00 0 0 0 0 0 0 0
Harry S. Truman Scholarship Foundation 0 0 0 0 0 0 0 0
Holocaust Memorial Museum U.S. 0 0 0 0 0 0 0 0
Institute of Museum and Library Services 0 0 0 0 0 0 0 0
Inter-American Foundation 0 0 0 0 0 0 0 0
International Boundary and Water Commission 0 0 0 0 0 0 0 0
International Joint Commission: US and Canada NRF NRF NRF NRF NRF NRF NRF NRF
International Trade Commission 0 0 0 0 0 0 0 0
James Madison Memorial Fellowship Foundation NRF NRF NRF NRF NRF NRF NRF NRF
Japan-United States Friendship Commission 0 0 0 0 0 0 0 0
John F. Kennedy Center for the Performing Arts 0 0 0 0 0 0 0 0
Marine Mammal Commission 0 0 0 0 0 0 0 0
Merit Systems Protection Board 0 0 0 0 0 0 0 0
Millennium Challenge Corporation 0 0 0 0 0 0 0 0
Morris K. Udall Scholarship and Excellence in 
National Environmental Policy Foundation NRF NRF NRF NRF NRF NRF NRF NRF
National Aeronautics and Space Administration 1,214.40 0 0 0 0 0 0 0
National Archives and Records Administration 1,161.33 0 0 0 0 0 0 0
National Capital Planning Commission 0 0 0 0 0 0 0 0
National Council on Disability 0 0 0 0 0 0 0 0
National Credit Union Administration 0 0 0 0 0 0 0 0
National Endowment for the Arts 0 0 0 0 0 0 0 0
National Endowment for the Humanities 0 0 0 0 0 0 0 0
National Foundation on the Arts & the Humanities NRF NRF NRF NRF NRF NRF NRF NRF
National Gallery of Art 0 0 0 0 0 0 0 0



Table B-18   Page 5 of 6

Agency or Department
APD All Final 
Orders (FOs) 

of AJ 
Decisions

APD All FOs Not 
Fully 

Implementing 
(NFI) AJ Merit 

Decisions 

APD FOs NFI AJ 
Merit Decisions 

Finding 
Discrimination  

APD Agency 
Appeal of 

Finding in AJ 
Merit 

Decisions

APD Agency  
Appeal of 

Remedy in AJ 
Merit 

Decisions

APD Agency 
Appeal of 

Remedy and 
Finding in AJ 

Merit 
Decisions

APD FOs NFI AJ 
Merit Decisions 

Finding No 
Discrimination 

APD FOs NFI 
AJ 

Dismissals 

Table B-18 FY 2012 Average Processing Days (APD) Final Orders (FOs) Not Fully Implementing (NFI) AJ Decisions 

National Indian Gaming Commission 0 0 0 0 0 0 0 0
National Labor Relations Board 554 0 0 0 0 0 0 0
National Mediation Board 0 0 0 0 0 0 0 0
National Reconnaissance Office 1,094.00 0 0 0 0 0 0 0
National Science Foundation 0 0 0 0 0 0 0 0
National Transportation Safety Board 0 0 0 0 0 0 0 0
Navajo and Hopi Indian Relocation Commission 0 0 0 0 0 0 0 0
Nuclear Regulatory Commission 632 0 0 0 0 0 0 0
Nuclear Waste Technical Review Commission NRF NRF NRF NRF NRF NRF NRF NRF
Occupational Safety & Health Review Commission 0 0 0 0 0 0 0 0
Office of Government Ethics 0 0 0 0 0 0 0 0
Office of Personnel Management 134.8 0 0 0 0 0 0 0
Office of Special Counsel 0 0 0 0 0 0 0 0
Office of the Director of National Intelligence 0 0 0 0 0 0 0 0
Overseas Private Investment Corporation 0 0 0 0 0 0 0 0
Peace Corps 934 0 0 0 0 0 0 0
Pension Benefit Guaranty Corporation 927.17 763 763 0 0 763 0 0
Postal Regulatory Commission 0 0 0 0 0 0 0 0
Presidio Trust NRF NRF NRF NRF NRF NRF NRF NRF
Railroad Retirement Board 0 0 0 0 0 0 0 0
Securities and Exchange Commission 498 0 0 0 0 0 0 0
Selective Service System 0 0 0 0 0 0 0 0
Small Business Administration 581 0 0 0 0 0 0 0
Smithsonian Institution 662.33 0 0 0 0 0 0 0
Social Security Administration 784.74 1,127.25 1,127.25 0 0 1,127.25 0 0
Tennessee Valley Authority 546.36 0 0 0 0 0 0 0
Trade and Development Agency 0 0 0 0 0 0 0 0
U.S. Postal Service 632.62 1,106.33 1,106.33 0 1,046.00 1,136.50 0 0
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Utah Reclamation Mitigation and Conservation 
Commission NRF NRF NRF NRF NRF NRF NRF NRF
Valles Caldera Trust NRF NRF NRF NRF NRF NRF NRF NRF

Cabinet Level Subtotal 704.84 1,126.69 1,199.09 724.5 1,209.57 1,266.46 728.5 0
Midsize Agencies Subtotal 762.64 1,127.25 1,127.25 0 0 1,127.25 0 0
Small Agencies Subtotal 994.49 763 763 0 0 763 0 0
Micro Agencies Subtotal 934 0 0 0 0 0 0 0
Government-wide 713.45 1,116.43 1,166.48 724.5 1,209.57 1,192.95 728.5 0

NRF = No Report Filed
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Advisory Council on Historic Preservation NRF NRF NRF NRF NRF NRF
African Development Foundation 3 0 0.00% 0 0 0.00%
Agency for International Development 16 1 6.25% 1 0 0.00%
American Battle Monuments Commission 0 0 0.00% 0 0 0.00%
Appalachian Regional Commission NRF NRF NRF NRF NRF NRF
Architectural and Transportation Barriers 
Compliance Board 0 0 0.00% 0 0 0.00%
Arctic Research Commission NRF NRF NRF NRF NRF NRF
Armed Forces Retirement Home 4 0 0.00% 0 0 0.00%
Barry Goldwater Scholarship and Excellence in 
Education Foundation NRF NRF NRF NRF NRF NRF
Broadcasting Board of Governors 14 14 100.00% 14 0 0.00%
Central Intelligence Agency 39 0 0.00% 0 0 0.00%
Chemical Safety and Hazard Investigation Board 0 0 0.00% 0 0 0.00%
Christopher Columbus Fellowship Foundation NRF NRF NRF NRF NRF NRF
Commission of Fine Arts NRF NRF NRF NRF NRF NRF
Commission on Civil Rights 0 0 0.00% 0 0 0.00%
Committee for Purchase from People Who Are Blind 
or Severely Disabled 0 0 0.00% 0 0 0.00%
Commodity Futures Trading Commission 2 0 0.00% 0 0 0.00%
Consumer Financial Protection Bureau 7 6 85.71% 5 1 14.29%
Consumer Product Safety Commission 2 0 0.00% 0 0 0.00%
Corporation for National and Community Service 3 0 0.00% 0 0 0.00%
Court Services and Offender Supervision Agency for 
the District of Columbia 15 0 0.00% 0 0 0.00%
Defense Army and Air Force Exchange 89 80 89.89% 66 14 15.73%
Defense Commissary Agency 120 22 18.33% 3 19 15.83%
Defense Contract Audit Agency 32 9 28.13% 0 9 28.13%
Defense Contract Management Agency 38 7 18.42% 0 7 18.42%

Table B-19     FY 2012  Total Complaint Closures Accepted/Participated in ADR
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Defense Finance and Accounting Service 39 0 0.00% 0 0 0.00%
Defense Human Resources Activity 5 5 100.00% 1 4 80.00%
Defense Information Systems Agency 8 0 0.00% 0 0 0.00%
Defense Intelligence Agency 34 4 11.76% 4 0 0.00%
Defense Joint Task Force National Capital Region 
Medical 7 6 85.71% 0 6 85.71%
Defense Logistics Agency 136 35 25.74% 6 29 21.32%
Defense Media Activity 3 2 66.67% 0 2 66.67%
Defense Missile Defense Agency 0 0 0.00% 0 0 0.00%
Defense National Geospatial-Intelligence Agency 20 0 0.00% 0 0 0.00%
Defense National Guard Bureau 33 10 30.30% 5 5 15.15%
Defense National Security Agency 17 3 17.65% 1 2 11.76%
Defense Nuclear Facilities Safety Board 0 0 0.00% 0 0 0.00%
Defense Office of the Inspector General 3 0 0.00% 0 0 0.00%
Defense Office of the Secretary - Wash. Hqtrs. 
Services 45 2 4.44% 0 2 4.44%
Defense Security Service 6 0 0.00% 0 0 0.00%
Defense Technical Information Center 1 0 0.00% 0 0 0.00%
Defense Threat Reduction Agency 8 0 0.00% 0 0 0.00%
Defense TRICARE Management Activity 7 5 71.43% 0 5 71.43%
Defense Uniformed Services University 0 0 0.00% 0 0 0.00%
Department of Agriculture 453 147 32.45% 71 76 16.78%
Department of Commerce 432 13 3.01% 0 13 3.01%
Department of Defense Education Activity 55 9 16.36% 4 5 9.09%
Department of Education 46 21 45.65% 19 2 4.35%
Department of Energy 63 35 55.56% 26 9 14.29%
Department of Health and Human Services 409 105 25.67% 65 40 9.78%
Department of Homeland Security 1,097 291 26.53% 232 58 5.29%
Department of Housing and Urban Development 73 63 86.30% 58 5 6.85%
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Department of Justice 857 117 13.65% 61 56 6.53%
Department of Labor 134 134 100.00% 85 49 36.57%
Department of State 110 15 13.64% 0 15 13.64%
Department of the Air Force 500 244 48.80% 158 86 17.20%
Department of the Army 1,116 254 22.76% 85 169 15.14%
Department of the Interior 307 196 63.84% 168 28 9.12%
Department of the Navy 904 29 3.21% 9 20 2.21%
Department of the Treasury 407 330 81.08% 289 41 10.07%
Department of Transportation 335 7 2.09% 0 7 2.09%
Department of Veterans Affairs 2,123 96 4.52% 1 95 4.47%
Election Assistance Commission NRF NRF NRF NRF NRF NRF
Environmental Protection Agency 49 1 2.04% 0 1 2.04%
Equal Employment Opportunity Commission 20 2 10.00% 0 2 10.00%
Export-Import Bank of the US 1 1 100.00% 1 0 0.00%
Farm Credit Administration 0 0 0.00% 0 0 0.00%
Farm Credit System Insurance Corporation 0 0 0.00% 0 0 0.00%
Federal Communications Commission 2 0 0.00% 0 0 0.00%
Federal Deposit Insurance Corporation 42 17 40.48% 9 8 19.05%
Federal Election Commission 0 0 0.00% 0 0 0.00%
Federal Energy Regulatory Commission 10 3 30.00% 0 3 30.00%
Federal Financial Institutions Examination Council NRF NRF NRF NRF NRF NRF
Federal Housing Finance Agency 6 5 83.33% 3 2 33.33%
Federal Labor Relations Authority 0 0 0.00% 0 0 0.00%
Federal Maritime Commission 0 0 0.00% 0 0 0.00%
Federal Mediation and Conciliation Service 2 0 0.00% 0 0 0.00%
Federal Mine Safety& Health Review Commission 0 0 0.00% 0 0 0.00%
Federal Reserve System--Board of Governors 6 0 0.00% 0 0 0.00%
Federal Retirement Thrift Investment Board NRF NRF NRF NRF NRF NRF
Federal Trade Commission 1 0 0.00% 0 0 0.00%
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General Services Administration 85 3 3.53% 1 2 2.35%
Government Printing Office 29 0 0.00% 0 0 0.00%
Harry S. Truman Scholarship Foundation 0 0 0.00% 0 0 0.00%
Holocaust Memorial Museum U.S. 0 0 0.00% 0 0 0.00%
Institute of Museum and Library Services 0 0 0.00% 0 0 0.00%
Inter-American Foundation 0 0 0.00% 0 0 0.00%
International Boundary and Water Commission 0 0 0.00% 0 0 0.00%
International Joint Commission: US and Canada NRF NRF NRF NRF NRF NRF
International Trade Commission 1 0 0.00% 0 0 0.00%
James Madison Memorial Fellowship Foundation NRF NRF NRF NRF NRF NRF
Japan-United States Friendship Commission 0 0 0.00% 0 0 0.00%
John F. Kennedy Center for the Performing Arts 0 0 0.00% 0 0 0.00%
Marine Mammal Commission 0 0 0.00% 0 0 0.00%
Merit Systems Protection Board 1 1 100.00% 1 0 0.00%
Millennium Challenge Corporation 0 0 0.00% 0 0 0.00%
Morris K. Udall Scholarship and Excellence in 
National Environmental Policy Foundation NRF NRF NRF NRF NRF NRF
National Aeronautics and Space Administration 38 8 21.05% 5 3 7.89%
National Archives and Records Administration 11 0 0.00% 0 0 0.00%
National Capital Planning Commission 0 0 0.00% 0 0 0.00%
National Council on Disability 0 0 0.00% 0 0 0.00%
National Credit Union Administration 7 0 0.00% 0 0 0.00%
National Endowment for the Arts 3 0 0.00% 0 0 0.00%
National Endowment for the Humanities 0 0 0.00% 0 0 0.00%
National Foundation on the Arts & the Humanities NRF NRF NRF NRF NRF NRF
National Gallery of Art 6 0 0.00% 0 0 0.00%
National Indian Gaming Commission 1 0 0.00% 0 0 0.00%
National Labor Relations Board 8 8 100.00% 7 1 12.50%
National Mediation Board 0 0 0.00% 0 0 0.00%
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National Reconnaissance Office 7 3 42.86% 2 1 14.29%
National Science Foundation 6 2 33.33% 0 2 33.33%
National Transportation Safety Board 2 0 0.00% 0 0 0.00%
Navajo and Hopi Indian Relocation Commission 0 0 0.00% 0 0 0.00%
Nuclear Regulatory Commission 16 16 100.00% 15 1 6.25%
Nuclear Waste Technical Review Commission NRF NRF NRF NRF NRF NRF
Occupational Safety & Health Review Commission 0 0 0.00% 0 0 0.00%
Office of Government Ethics 2 2 100.00% 2 0 0.00%
Office of Personnel Management 28 0 0.00% 0 0 0.00%
Office of Special Counsel 0 0 0.00% 0 0 0.00%
Office of the Director of National Intelligence 4 0 0.00% 0 0 0.00%
Overseas Private Investment Corporation 0 0 0.00% 0 0 0.00%
Peace Corps 4 4 100.00% 4 0 0.00%
Pension Benefit Guaranty Corporation 20 13 65.00% 13 0 0.00%
Postal Regulatory Commission 0 0 0.00% 0 0 0.00%
Presidio Trust NRF NRF NRF NRF NRF NRF
Railroad Retirement Board 1 0 0.00% 0 0 0.00%
Securities and Exchange Commission 4 0 0.00% 0 0 0.00%
Selective Service System 2 0 0.00% 0 0 0.00%
Small Business Administration 38 1 2.63% 0 1 2.63%
Smithsonian Institution 15 14 93.33% 7 7 46.67%
Social Security Administration 414 338 81.64% 302 36 8.70%
Tennessee Valley Authority 58 58 100.00% 58 0 0.00%
Trade and Development Agency 0 0 0.00% 0 0 0.00%
U.S. Postal Service 4,579 376 8.21% 57 319 6.97%
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Utah Reclamation Mitigation and Conservation 
Commission NRF NRF NRF NRF NRF NRF
Valles Caldera Trust NRF NRF NRF NRF NRF NRF

Cabinet Level Subtotal 14,651 2,672 18.24% 1,474 1,197 8.17%
Midsize Agencies Subtotal 774 446 57.62% 387 59 7.62%
Small Agencies Subtotal 276 73 26.45% 61 12 4.35%
Micro Agencies Subtotal 5 2 40.00% 2 0 0.00%
Government-wide 15,706 3,193 20.33% 1,924 1,268 8.07%

NRF = No Report Filed
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Advisory Council on Historic Preservation NRF NRF NRF NRF NRF NRF NRF
African Development Foundation 0 0 0.00% 0 0.00% 0 0.00%
Agency for International Development 0 0 0.00% 0 0.00% 0 0.00%
American Battle Monuments Commission 0 0 0.00% 0 0.00% 0 0.00%
Appalachian Regional Commission NRF NRF NRF NRF NRF NRF NRF
Architectural and Transportation Barriers 
Compliance Board 0 0 0.00% 0 0.00% 0 0.00%
Arctic Research Commission NRF NRF NRF NRF NRF NRF NRF
Armed Forces Retirement Home 0 0 0.00% 0 0.00% 0 0.00%
Barry Goldwater Scholarship and Excellence in 
Education Foundation NRF NRF NRF NRF NRF NRF NRF
Broadcasting Board of Governors 0 0 0.00% 0 0.00% 0 0.00%
Central Intelligence Agency 0 0 0.00% 0 0.00% 0 0.00%
Chemical Safety and Hazard Investigation Board 0 0 0.00% 0 0.00% 0 0.00%
Christopher Columbus Fellowship Foundation NRF NRF NRF NRF NRF NRF NRF
Commission of Fine Arts NRF NRF NRF NRF NRF NRF NRF
Commission on Civil Rights 0 0 0.00% 0 0.00% 0 0.00%
Committee for Purchase from People Who Are Blind 
or Severely Disabled 0 0 0.00% 0 0.00% 0 0.00%
Commodity Futures Trading Commission 0 0 0.00% 0 0.00% 0 0.00%
Consumer Financial Protection Bureau 1 0 0.00% 0 0.00% 0 0.00%
Consumer Product Safety Commission 0 0 0.00% 0 0.00% 0 0.00%
Corporation for National and Community Service 0 0 0.00% 0 0.00% 0 0.00%
Court Services and Offender Supervision Agency for 
the District of Columbia 0 0 0.00% 0 0.00% 0 0.00%
Defense Army and Air Force Exchange 14 11 78.57% 3 21.43% 14 100.00%
Defense Commissary Agency 19 9 47.37% 2 10.53% 11 57.89%
Defense Contract Audit Agency 9 8 88.89% 0 0.00% 8 88.89%
Defense Contract Management Agency 7 5 71.43% 0 0.00% 5 71.43%
Defense Finance and Accounting Service 0 0 0.00% 0 0.00% 0 0.00%
Defense Human Resources Activity 4 1 25.00% 3 75.00% 4 100.00%

Table B-20     FY 2012  ADR Complaint Resolutions (Formal Phase)
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Defense Information Systems Agency 0 0 0.00% 0 0.00% 0 0.00%
Defense Intelligence Agency 0 0 0.00% 0 0.00% 0 0.00%
Defense Joint Task Force National Capital Region 
Medical 6 0 0.00% 0 0.00% 0 0.00%
Defense Logistics Agency 29 16 55.17% 0 0.00% 16 55.17%
Defense Media Activity 2 2 100.00% 0 0.00% 2 100.00%
Defense Missile Defense Agency 0 0 0.00% 0 0.00% 0 0.00%
Defense National Geospatial-Intelligence Agency 0 0 0.00% 0 0.00% 0 0.00%
Defense National Guard Bureau 5 5 100.00% 0 0.00% 5 100.00%
Defense National Security Agency 2 0 0.00% 0 0.00% 0 0.00%
Defense Nuclear Facilities Safety Board 0 0 0.00% 0 0.00% 0 0.00%
Defense Office of the Inspector General 0 0 0.00% 0 0.00% 0 0.00%
Defense Office of the Secretary - Wash. Hqtrs. 
Services 2 1 50.00% 0 0.00% 1 50.00%
Defense Security Service 0 0 0.00% 0 0.00% 0 0.00%
Defense Technical Information Center 0 0 0.00% 0 0.00% 0 0.00%
Defense Threat Reduction Agency 0 0 0.00% 0 0.00% 0 0.00%
Defense TRICARE Management Activity 5 1 20.00% 0 0.00% 1 20.00%
Defense Uniformed Services University 0 0 0.00% 0 0.00% 0 0.00%
Department of Agriculture 76 28 36.84% 0 0.00% 28 36.84%
Department of Commerce 13 4 30.77% 0 0.00% 4 30.77%
Department of Defense Education Activity 5 1 20.00% 0 0.00% 1 20.00%
Department of Education 2 0 0.00% 0 0.00% 0 0.00%
Department of Energy 9 6 66.67% 0 0.00% 6 66.67%
Department of Health and Human Services 40 15 37.50% 0 0.00% 15 37.50%
Department of Homeland Security 58 18 31.03% 3 5.17% 21 36.21%
Department of Housing and Urban Development 5 3 60.00% 0 0.00% 3 60.00%
Department of Justice 56 36 64.29% 1 1.79% 37 66.07%
Department of Labor 49 49 100.00% 0 0.00% 49 100.00%
Department of State 15 8 53.33% 0 0.00% 8 53.33%
Department of the Air Force 86 61 70.93% 0 0.00% 61 70.93%
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Department of the Army 169 113 66.86% 6 3.55% 119 70.41%
Department of the Interior 28 10 35.71% 0 0.00% 10 35.71%
Department of the Navy 20 4 20.00% 0 0.00% 4 20.00%
Department of the Treasury 41 16 39.02% 1 2.44% 17 41.46%
Department of Transportation 7 1 14.29% 0 0.00% 1 14.29%
Department of Veterans Affairs 95 50 52.63% 3 3.16% 53 55.79%
Election Assistance Commission NRF NRF NRF NRF NRF NRF NRF
Environmental Protection Agency 1 0 0.00% 0 0.00% 0 0.00%
Equal Employment Opportunity Commission 2 2 100.00% 0 0.00% 2 100.00%
Export-Import Bank of the US 0 0 0.00% 0 0.00% 0 0.00%
Farm Credit Administration 0 0 0.00% 0 0.00% 0 0.00%
Farm Credit System Insurance Corporation 0 0 0.00% 0 0.00% 0 0.00%
Federal Communications Commission 0 0 0.00% 0 0.00% 0 0.00%
Federal Deposit Insurance Corporation 8 5 62.50% 0 0.00% 5 62.50%
Federal Election Commission 0 0 0.00% 0 0.00% 0 0.00%
Federal Energy Regulatory Commission 3 1 33.33% 0 0.00% 1 33.33%
Federal Financial Institutions Examination Council NRF NRF NRF NRF NRF NRF NRF
Federal Housing Finance Agency 2 2 100.00% 0 0.00% 2 100.00%
Federal Labor Relations Authority 0 0 0.00% 0 0.00% 0 0.00%
Federal Maritime Commission 0 0 0.00% 0 0.00% 0 0.00%
Federal Mediation and Conciliation Service 0 0 0.00% 0 0.00% 0 0.00%
Federal Mine Safety & Health Review Comm 0 0 0.00% 0 0.00% 0 0.00%
Federal Reserve System--Board of Governors 0 0 0.00% 0 0.00% 0 0.00%
Federal Retirement Thrift Investment Board NRF NRF NRF NRF NRF NRF NRF
Federal Trade Commission 0 0 0.00% 0 0.00% 0 0.00%
General Services Administration 2 0 0.00% 0 0.00% 0 0.00%
Government Printing Office 0 0 0.00% 0 0.00% 0 0.00%
Harry S. Truman Scholarship Foundation 0 0 0.00% 0 0.00% 0 0.00%
Holocaust Memorial Museum U.S. 0 0 0.00% 0 0.00% 0 0.00%
Institute of Museum and Library Services 0 0 0.00% 0 0.00% 0 0.00%
Inter-American Foundation 0 0 0.00% 0 0.00% 0 0.00%



Table B-20   Page 4 of 6

Agency Name
Number 

ADR 
Closures

Number ADR 
Settlements 

% ADR 
Settlements 

Number ADR 
Withdrawals

% ADR 
Withdrawals

Total 
Number  

ADR  
Resolutions

% ADR 
Resolutions 
(Resolution 

Rate)

Table B-20     FY 2012  ADR Complaint Resolutions (Formal Phase)

International Boundary and Water Commission 0 0 0.00% 0 0.00% 0 0.00%
International Joint Commission: US and Canada NRF NRF NRF NRF NRF NRF NRF
International Trade Commission 0 0 0.00% 0 0.00% 0 0.00%
James Madison Memorial Fellowship Foundation NRF NRF NRF NRF NRF NRF NRF
Japan-United States Friendship Commission 0 0 0.00% 0 0.00% 0 0.00%
John F. Kennedy Center for the Performing Arts 0 0 0.00% 0 0.00% 0 0.00%
Marine Mammal Commission 0 0 0.00% 0 0.00% 0 0.00%
Merit Systems Protection Board 0 0 0.00% 0 0.00% 0 0.00%
Millennium Challenge Corporation 0 0 0.00% 0 0.00% 0 0.00%
Morris K. Udall Scholarship and Excellence in 
National Environmental Policy Foundation NRF NRF NRF NRF NRF NRF NRF
National Aeronautics and Space Administration 3 0 0.00% 0 0.00% 0 0.00%
National Archives and Records Administration 0 0 0.00% 0 0.00% 0 0.00%
National Capital Planning Commission 0 0 0.00% 0 0.00% 0 0.00%
National Council on Disability 0 0 0.00% 0 0.00% 0 0.00%
National Credit Union Administration 0 0 0.00% 0 0.00% 0 0.00%
National Endowment for the Arts 0 0 0.00% 0 0.00% 0 0.00%
National Endowment for the Humanities 0 0 0.00% 0 0.00% 0 0.00%
National Foundation on the Arts & the Humanities NRF NRF NRF NRF NRF NRF NRF
National Gallery of Art 0 0 0.00% 0 0.00% 0 0.00%
National Indian Gaming Commission 0 0 0.00% 0 0.00% 0 0.00%
National Labor Relations Board 1 0 0.00% 1 100.00% 1 100.00%
National Mediation Board 0 0 0.00% 0 0.00% 0 0.00%
National Reconnaissance Office 1 1 100.00% 0 0.00% 1 100.00%
National Science Foundation 2 2 100.00% 0 0.00% 2 100.00%
National Transportation Safety Board 0 0 0.00% 0 0.00% 0 0.00%
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Navajo and Hopi Indian Relocation Commission 0 0 0.00% 0 0.00% 0 0.00%
Nuclear Regulatory Commission 1 1 100.00% 0 0.00% 1 100.00%
Nuclear Waste Technical Review Commission NRF NRF NRF NRF NRF NRF NRF
Occupational Safety & Health Review Comm 0 0 0.00% 0 0.00% 0 0.00%
Office of Government Ethics 0 0 0.00% 0 0.00% 0 0.00%
Office of Personnel Management 0 0 0.00% 0 0.00% 0 0.00%
Office of Special Counsel 0 0 0.00% 0 0.00% 0 0.00%
Office of the Director of National Intelligence 0 0 0.00% 0 0.00% 0 0.00%
Overseas Private Investment Corporation 0 0 0.00% 0 0.00% 0 0.00%
Peace Corps 0 0 0.00% 0 0.00% 0 0.00%
Pension Benefit Guaranty Corporation 0 0 0.00% 0 0.00% 0 0.00%
Postal Regulatory Commission 0 0 0.00% 0 0.00% 0 0.00%
Presidio Trust NRF NRF NRF NRF NRF NRF NRF
Railroad Retirement Board 0 0 0.00% 0 0.00% 0 0.00%
Securities and Exchange Commission 0 0 0.00% 0 0.00% 0 0.00%
Selective Service System 0 0 0.00% 0 0.00% 0 0.00%
Small Business Administration 1 0 0.00% 0 0.00% 0 0.00%
Smithsonian Institution 7 0 0.00% 0 0.00% 0 0.00%
Social Security Administration 36 2 5.56% 0 0.00% 2 5.56%
Tennessee Valley Authority 0 0 0.00% 0 0.00% 0 0.00%
Trade and Development Agency 0 0 0.00% 0 0.00% 0 0.00%
U.S. Postal Service 319 196 61.44% 6 1.88% 202 63.32%
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Utah Reclamation Mitigation & Conservation 
Commission NRF NRF NRF NRF NRF NRF NRF
Valles Caldera Trust NRF NRF NRF NRF NRF NRF NRF

Cabinet Level Subtotal 1,197 678 56.64% 28 2.34% 706 58.98%
Midsize Agencies Subtotal 59 7 11.86% 0 0.00% 7 11.86%
Small Agencies Subtotal 12 9 75.00% 1 8.33% 10 83.33%
Micro Agencies Subtotal 0 0 0.00% 0 0.00% 0 0.00%
Government-wide 1,268 694 54.73% 29 2.29% 723 57.02%

NRF = No Report Filed
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Advisory Council on Historic Preservation NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
African Development Foundation 2 2 $0.00 $27,010.74 $0.00 $24,489.26 $51,500.00 $25,750.00 0 0.00%
Agency for International Development 4 4 $12,500.00 $144,000.00 $50,000.00 $46,524.17 $253,024.17 $63,256.04 0 0.00%
American Battle Monuments Commission 0 0 $0.00 $0.00 $0.00 $0.00 $0.00 $0.00 0 0.00%
Appalachian Regional Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Architectural and Transportation Barriers 
Compliance Board 0 0 $0.00 $0.00 $0.00 $0.00 $0.00 $0.00 0 0.00%
Arctic Research Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Armed Forces Retirement Home 0 0 $0.00 $0.00 $0.00 $0.00 $0.00 $0.00 0 0.00%
Barry Goldwater Scholarship and Excellence in 
Education Foundation NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Broadcasting Board of Governors 6 1 $0.00 $35,000.00 $0.00 $0.00 $35,000.00 $5,833.33 6 100.00%
Central Intelligence Agency 10 8 $10,700.00 $11,500.00 $198,000.00 $38,000.00 $258,200.00 $25,820.00 6 60.00%
Chemical Safety and Hazard Investigation Board 0 0 $0.00 $0.00 $0.00 $0.00 $0.00 $0.00 0 0.00%
Christopher Columbus Fellowship Foundation NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Commission of Fine Arts NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Commission on Civil Rights 0 0 $0.00 $0.00 $0.00 $0.00 $0.00 $0.00 0 0.00%
Committee for Purchase from People Who Are 
Blind or Severely Disabled 0 0 $0.00 $0.00 $0.00 $0.00 $0.00 $0.00 0 0.00%
Commodity Futures Trading Commission 0 0 $0.00 $0.00 $0.00 $0.00 $0.00 $0.00 0 0.00%
Consumer Financial Protection Bureau 3 2 $0.00 $25,000.00 $0.00 $15,000.00 $40,000.00 $13,333.33 3 100.00%
Consumer Product Safety Commission 1 1 $0.00 $0.00 $0.00 $500.00 $500.00 $500.00 1 100.00%
Corporation for National and Community Service 0 0 $0.00 $0.00 $0.00 $0.00 $0.00 $0.00 0 0.00%
Court Services and Offender Supervision Agency 
for the District of Columbia 6 5 $0.00 $2,000.00 $20,409.77 $40,331.00 $62,740.77 $10,456.80 1 16.67%
Defense Army and Air Force Exchange 27 16 $8,564.25 $52,041.00 $55,250.00 $5,059.00 $120,914.25 $4,478.31 11 40.74%
Defense Commissary Agency 37 19 $63,700.00 $465,300.00 $76,586.00 $213,193.82 $818,779.82 $22,129.18 27 72.97%
Defense Contract Audit Agency 12 7 $0.00 $21,000.00 $850.00 $0.00 $21,850.00 $1,820.83 5 41.67%
Defense Contract Management Agency 9 4 $0.00 $12,500.00 $30,739.00 $25,000.00 $68,239.00 $7,582.11 5 55.56%
Defense Finance and Accounting Service 14 11 $49,450.65 $115,026.29 $2,000.00 $23,500.00 $189,976.94 $13,569.78 9 64.29%
Defense Human Resources Activity 1 1 $0.00 $20,000.00 $0.00 $0.00 $20,000.00 $20,000.00 0 0.00%
Defense Information Systems Agency 2 1 $0.00 $25,000.00 $0.00 $0.00 $25,000.00 $12,500.00 2 100.00%
Defense Intelligence Agency 6 5 $0.00 $145,000.00 $32,500.00 $95,800.00 $273,300.00 $45,550.00 1 16.67%
Defense Joint Task Force National Capital Region 
Medical 0 0 $0.00 $0.00 $0.00 $0.00 $0.00 $0.00 0 0.00%
Defense Logistics Agency 49 26 $4,753.00 $379,638.79 $0.00 $114,094.46 $498,486.25 $10,173.19 32 65.31%
Defense Media Activity 2 1 $0.00 $0.00 $35,000.00 $19,000.00 $54,000.00 $27,000.00 1 50.00%
Defense Missile Defense Agency 0 0 $0.00 $0.00 $0.00 $0.00 $0.00 $0.00 0 0.00%
Defense National Geospatial-Intelligence Agency 7 7 $0.00 $31,350.00 $0.00 $11,300.00 $42,650.00 $6,092.86 2 28.57%
Defense National Guard Bureau 6 2 $0.00 $551,948.43 $4,482.95 $2,580.50 $559,011.88 $93,168.65 4 66.67%

Table B-21     FY 2012 Complaint Closures with Benefits
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Defense National Security Agency 4 4 $0.00 $20,000.00 $0.00 $8,100.00 $28,100.00 $7,025.00 1 25.00%
Defense Nuclear Facilities Safety Board 0 0 $0.00 $0.00 $0.00 $0.00 $0.00 $0.00 0 0.00%
Defense Office of the Inspector General 2 2 $0.00 $90,000.00 $7,500.00 $0.00 $97,500.00 $48,750.00 0 0.00%
Defense Office of the Secretary - Wash. Hqtrs. 
Services 12 8 $0.00 $135,500.00 $0.00 $152,618.75 $288,118.75 $24,009.90 10 83.33%
Defense Security Service 1 0 $0.00 $0.00 $0.00 $0.00 $0.00 $0.00 1 100.00%
Defense Technical Information Center 1 1 $0.00 $3,650.64 $0.00 $0.00 $3,650.64 $3,650.64 0 0.00%
Defense Threat Reduction Agency 4 3 $0.00 $41,000.00 $0.00 $80,000.00 $121,000.00 $30,250.00 4 100.00%
Defense TRICARE Management Activity 1 1 $0.00 $35,000.00 $0.00 $0.00 $35,000.00 $35,000.00 1 100.00%
Defense Uniformed Services University 0 0 $0.00 $0.00 $0.00 $0.00 $0.00 $0.00 0 0.00%
Department of Agriculture 181 138 $25,029.91 $1,466,933.17 $281,950.00 $1,120,659.76 $2,894,572.84 $15,992.12 139 76.80%
Department of Commerce 81 61 $197,480.67 $455,172.01 $89,000.00 $313,085.19 $1,054,737.87 $13,021.46 62 76.54%
Department of Defense Education Activity 23 17 $0.00 $177,804.24 $0.00 $212,800.00 $390,604.24 $16,982.79 15 65.22%
Department of Education 10 6 $0.00 $2,200.00 $0.00 $34,600.00 $36,800.00 $3,680.00 8 80.00%
Department of Energy 29 23 $98,367.00 $566,500.00 $0.00 $254,242.55 $919,109.55 $31,693.43 18 62.07%
Department of Health and Human Services 160 115 $132,918.53 $1,408,654.86 $303,000.00 $1,045,493.68 $2,890,067.07 $18,062.92 124 77.50%
Department of Homeland Security 254 133 $235,228.56 $1,493,440.80 $461,435.14 $842,332.48 $3,032,436.98 $11,938.73 207 81.50%
Department of Housing and Urban Development 23 20 $35,001.00 $291,153.00 $105,960.08 $137,128.00 $569,242.08 $24,749.66 19 82.61%
Department of Justice 162 107 $71,854.36 $1,538,126.40 $243,500.00 $356,864.93 $2,210,345.69 $13,644.11 114 70.37%
Department of Labor 49 35 $33,916.43 $348,242.48 $1,700.00 $151,854.02 $535,712.93 $10,932.92 32 65.31%
Department of State 29 15 $0.00 $340,261.89 $0.00 $233,604.00 $573,865.89 $19,788.48 20 68.97%
Department of the Air Force 181 99 $31,102.13 $1,075,161.52 $306,600.00 $662,242.37 $2,075,106.02 $11,464.67 98 54.14%
Department of the Army 483 244 $317,827.61 $2,328,722.40 $716,721.21 $1,175,548.05 $4,538,819.27 $9,397.14 387 80.12%
Department of the Interior 110 75 $14,681.00 $833,239.40 $37,967.53 $190,232.84 $1,076,120.77 $9,782.92 74 67.27%
Department of the Navy 430 303 $197,804.00 $1,661,145.00 $614,371.00 $1,427,605.00 $3,900,925.00 $9,071.92 206 47.91%
Department of the Treasury 102 61 $8,506.00 $209,155.00 $315,137.00 $259,679.00 $792,477.00 $7,769.38 93 91.18%
Department of Transportation 96 68 $58,588.51 $331,478.17 $87,000.00 $458,977.34 $936,044.02 $9,750.46 75 78.13%
Department of Veterans Affairs 559 308 $41,596.33 $5,824,770.09 $1,258,648.30 $1,592,937.10 $8,717,951.82 $15,595.62 360 64.40%
Election Assistance Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Environmental Protection Agency 13 9 $0.00 $22,892.00 $15,000.00 $598,000.00 $635,892.00 $48,914.77 10 76.92%
Equal Employment Opportunity Commission 6 4 $0.00 $13,500.00 $0.00 $6,150.00 $19,650.00 $3,275.00 4 66.67%
Export-Import Bank of the US 0 0 $0.00 $0.00 $0.00 $0.00 $0.00 $0.00 0 0.00%
Farm Credit Administration 0 0 $0.00 $0.00 $0.00 $0.00 $0.00 $0.00 0 0.00%
Farm Credit System Insurance Corporation 0 0 $0.00 $0.00 $0.00 $0.00 $0.00 $0.00 0 0.00%
Federal Communications Commission 0 0 $0.00 $0.00 $0.00 $0.00 $0.00 $0.00 0 0.00%
Federal Deposit Insurance Corporation 14 8 $9,912.02 $316,843.98 $0.00 $16,500.00 $343,256.00 $24,518.29 14 100.00%
Federal Election Commission 0 0 $0.00 $0.00 $0.00 $0.00 $0.00 $0.00 0 0.00%
Federal Energy Regulatory Commission 1 1 $0.00 $25,000.00 $0.00 $0.00 $25,000.00 $25,000.00 0 0.00%
Federal Financial Institutions Examination Council NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Federal Housing Finance Agency 5 4 $15,785.00 $144,425.00 $0.00 $31,000.00 $191,210.00 $38,242.00 4 80.00%
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Federal Labor Relations Authority 0 0 $0.00 $0.00 $0.00 $0.00 $0.00 $0.00 0 0.00%
Federal Maritime Commission 0 0 $0.00 $0.00 $0.00 $0.00 $0.00 $0.00 0 0.00%
Federal Mediation and Conciliation Service 0 0 $0.00 $0.00 $0.00 $0.00 $0.00 $0.00 0 0.00%
Federal Mine Safety & Health Review Commission 0 0 $0.00 $0.00 $0.00 $0.00 $0.00 $0.00 0 0.00%
Federal Reserve System--Board of Governors 2 2 $0.00 $67,012.50 $0.00 $7,500.00 $74,512.50 $37,256.25 0 0.00%
Federal Retirement Thrift Investment Board NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Federal Trade Commission 0 0 $0.00 $0.00 $0.00 $0.00 $0.00 $0.00 0 0.00%
General Services Administration 18 13 $79,699.84 $114,800.00 $4,336.00 $80,534.23 $279,370.07 $15,520.56 13 72.22%
Government Printing Office 10 7 $0.00 $50,000.00 $0.00 $105,200.00 $155,200.00 $15,520.00 3 30.00%
Harry S. Truman Scholarship Foundation 0 0 $0.00 $0.00 $0.00 $0.00 $0.00 $0.00 0 0.00%
Holocaust Memorial Museum U.S. 0 0 $0.00 $0.00 $0.00 $0.00 $0.00 $0.00 0 0.00%
Institute of Museum and Library Services 0 0 $0.00 $0.00 $0.00 $0.00 $0.00 $0.00 0 0.00%
Inter-American Foundation 0 0 $0.00 $0.00 $0.00 $0.00 $0.00 $0.00 0 0.00%
International Boundary and Water Commission 0 0 $0.00 $0.00 $0.00 $0.00 $0.00 $0.00 0 0.00%
International Joint Commission: US and Canada NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
International Trade Commission 1 1 $0.00 $29,840.00 $0.00 $10,000.00 $39,840.00 $39,840.00 1 100.00%
James Madison Memorial Fellowship Foundation NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Japan-United States Friendship Commission 0 0 $0.00 $0.00 $0.00 $0.00 $0.00 $0.00 0 0.00%
John F. Kennedy Center for the Performing Arts 0 0 $0.00 $0.00 $0.00 $0.00 $0.00 $0.00 0 0.00%
Marine Mammal Commission 0 0 $0.00 $0.00 $0.00 $0.00 $0.00 $0.00 0 0.00%
Merit Systems Protection Board 1 1 $0.00 $5,000.00 $0.00 $0.00 $5,000.00 $5,000.00 0 0.00%
Millennium Challenge Corporation 0 0 $0.00 $0.00 $0.00 $0.00 $0.00 $0.00 0 0.00%
Morris K. Udall Scholarship and Excellence in 
National Environmental Policy Foundation NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
National Aeronautics and Space Administration 7 0 $0.00 $0.00 $0.00 $0.00 $0.00 $0.00 7 100.00%
National Archives and Records Administration 3 0 $0.00 $0.00 $0.00 $0.00 $0.00 $0.00 3 100.00%
National Capital Planning Commission 0 0 $0.00 $0.00 $0.00 $0.00 $0.00 $0.00 0 0.00%
National Council on Disability 0 0 $0.00 $0.00 $0.00 $0.00 $0.00 $0.00 0 0.00%
National Credit Union Administration 6 5 $131,277.44 $67,500.00 $0.00 $11,000.00 $209,777.44 $34,962.91 3 50.00%
National Endowment for the Arts 2 0 $0.00 $0.00 $0.00 $0.00 $0.00 $0.00 2 100.00%
National Endowment for the Humanities 0 0 $0.00 $0.00 $0.00 $0.00 $0.00 $0.00 0 0.00%
National Foundation on the Arts & the Humanities NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
National Gallery of Art 2 2 $0.00 $27,000.00 $0.00 $1,000.00 $28,000.00 $14,000.00 2 100.00%
National Indian Gaming Commission 0 0 $0.00 $0.00 $0.00 $0.00 $0.00 $0.00 0 0.00%
National Labor Relations Board 4 3 $0.00 $7,985.00 $0.00 $44,000.00 $51,985.00 $12,996.25 1 25.00%
National Mediation Board 0 0 $0.00 $0.00 $0.00 $0.00 $0.00 $0.00 0 0.00%
National Reconnaissance Office 1 1 $0.00 $80,000.00 $0.00 $0.00 $80,000.00 $80,000.00 1 100.00%
National Science Foundation 6 0 $0.00 $0.00 $0.00 $0.00 $0.00 $0.00 6 100.00%
National Transportation Safety Board 0 0 $0.00 $0.00 $0.00 $0.00 $0.00 $0.00 0 0.00%
Navajo and Hopi Indian Relocation Commission 0 0 $0.00 $0.00 $0.00 $0.00 $0.00 $0.00 0 0.00%
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Nuclear Regulatory Commission 11 7 $0.00 $129,211.00 $0.00 $68,200.00 $197,411.00 $17,946.45 7 63.64%
Nuclear Waste Technical Review Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Occupational Safety &Health Review Commission 0 0 $0.00 $0.00 $0.00 $0.00 $0.00 $0.00 0 0.00%
Office of Government Ethics 0 0 $0.00 $0.00 $0.00 $0.00 $0.00 $0.00 0 0.00%
Office of Personnel Management 3 3 $22,000.00 $20,000.00 $0.00 $2,000.00 $44,000.00 $14,666.67 3 100.00%
Office of Special Counsel 0 0 $0.00 $0.00 $0.00 $0.00 $0.00 $0.00 0 0.00%
Office of the Director of National Intelligence 2 2 $0.00 $80,000.00 $0.00 $10,400.00 $90,400.00 $45,200.00 2 100.00%
Overseas Private Investment Corporation 0 0 $0.00 $0.00 $0.00 $0.00 $0.00 $0.00 0 0.00%
Peace Corps 0 0 $0.00 $0.00 $0.00 $0.00 $0.00 $0.00 0 0.00%
Pension Benefit Guaranty Corporation 2 2 $0.00 $0.00 $1,500.00 $11,067.56 $12,567.56 $6,283.78 1 50.00%
Postal Regulatory Commission 0 0 $0.00 $0.00 $0.00 $0.00 $0.00 $0.00 0 0.00%
Presidio Trust NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Railroad Retirement Board 1 1 $0.00 $3,500.00 $0.00 $0.00 $3,500.00 $3,500.00 0 0.00%
Securities and Exchange Commission 0 0 $0.00 $0.00 $0.00 $0.00 $0.00 $0.00 0 0.00%
Selective Service System 2 2 $0.00 $0.00 $0.00 $60,000.00 $60,000.00 $30,000.00 1 50.00%
Small Business Administration 11 6 $0.00 $74,000.00 $25,000.00 $91,200.00 $190,200.00 $17,290.91 9 81.82%
Smithsonian Institution 3 3 $0.00 $255,260.00 $0.00 $0.00 $255,260.00 $85,086.67 3 100.00%
Social Security Administration 54 26 $1,817.65 $693,390.65 $8,500.00 $256,281.86 $959,990.16 $17,777.60 47 87.04%
Tennessee Valley Authority 13 12 $0.00 $136,580.00 $37,500.00 $10,500.00 $184,580.00 $14,198.46 10 76.92%
Trade and Development Agency 0 0 $0.00 $0.00 $0.00 $0.00 $0.00 $0.00 0 0.00%
U.S. Postal Service 862 663 $960,119.93 $502,055.00 $3,346,413.61 $1,386,657.69 $6,195,246.23 $7,187.06 448 51.97%
Utah Reclamation Mitigation and Conservation 
Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Valles Caldera Trust NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF

Cabinet Level Subtotal 4,021 2,610 $2,586,489.87 $22,998,170.58 $8,414,311.82 $12,606,790.53 $46,605,762.80 $11,590.59 2,615 65.03%
Midsize Agencies Subtotal 139 82 $113,429.51 $1,658,766.63 $90,336.00 $1,070,016.09 $2,932,548.23 $21,097.47 119 85.61%
Small Agencies Subtotal 95 64 $170,262.44 $922,473.50 $269,909.77 $490,872.73 $1,853,518.44 $19,510.72 55 57.89%
Micro Agencies Subtotal 2 2 $0.00 $27,010.74 $0.00 $24,489.26 $51,500.00 $25,750.00 0 0.00%
Government-wide 4,257 2,758 $2,870,181.82 $25,606,421.45 $8,774,557.59 $14,192,168.61 $51,443,329.47 $12,084.41 2,789 65.52%

NRF = No Report Filed
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Advisory Council on Historic Preservation NRF NRF NRF NRF NRF NRF NRF
African Development Foundation 3 3 0 0 0 0 3
Agency for International Development 16 15 7 3 0 0 25
American Battle Monuments Commission 0 0 0 0 0 0 0
Appalachian Regional Commission NRF NRF NRF NRF NRF NRF NRF
Architectural and Transportation Barriers 
Compliance Board 0 0 0 0 0 0 0
Arctic Research Commission NRF NRF NRF NRF NRF NRF NRF
Armed Forces Retirement Home 4 4 0 0 0 0 4
Barry Goldwater Scholarship and Excellence in 
Education Foundation NRF NRF NRF NRF NRF NRF NRF
Broadcasting Board of Governors 14 14 3 0 0 0 17
Central Intelligence Agency 39 29 8 8 0 1 47
Chemical Safety and Hazard Investigation Board 0 0 0 0 0 0 0
Christopher Columbus Fellowship Foundation NRF NRF NRF NRF NRF NRF NRF
Commission of Fine Arts NRF NRF NRF NRF NRF NRF NRF
Commission on Civil Rights 0 0 0 0 0 0 0
Committee for Purchase from People Who Are Blind 
or Severely Disabled 0 0 0 0 0 0 0
Commodity Futures Trading Commission 2 2 1 0 0 0 3
Consumer Financial Protection Bureau 7 3 7 0 0 0 10
Consumer Product Safety Commission 2 2 0 1 0 0 3
Corporation for National and Community Service 3 3 1 0 0 0 4
Court Services and Offender Supervision Agency for 
the District of Columbia 15 12 3 2 0 0 17
Defense Army and Air Force Exchange 89 69 25 31 0 0 125
Defense Commissary Agency 120 103 30 33 0 0 166
Defense Contract Audit Agency 32 23 5 4 0 0 32
Defense Contract Management Agency 38 32 13 10 0 0 55
Defense Finance and Accounting Service 39 34 16 15 0 0 65
Defense Human Resources Activity 5 5 0 1 0 0 6
Defense Information Systems Agency 8 6 1 2 0 0 9
Defense Intelligence Agency 34 33 8 5 0 0 46

Table B-22     FY 2012 Complaint Closures By Statute
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Defense Joint Task Force National Capital Region 
Medical 7 6 1 0 1 0 8
Defense Logistics Agency 136 118 52 37 0 0 208
Defense Media Activity 3 2 1 1 0 0 4
Defense Missile Defense Agency 0 0 0 0 0 0 0
Defense National Geospatial-Intelligence Agency 20 20 2 0 0 0 22
Defense National Guard Bureau 33 31 4 0 0 0 35
Defense National Security Agency 17 15 5 3 0 1 24
Defense Nuclear Facilities Safety Board 0 0 0 0 0 0 0
Defense Office of the Inspector General 3 3 1 0 0 0 4
Defense Office of the Secretary - Wash. Hqtrs. 
Services 45 40 10 9 1 0 60
Defense Security Service 6 3 1 2 0 0 6
Defense Technical Information Center 1 1 0 0 0 0 1
Defense Threat Reduction Agency 8 8 0 0 0 0 8
Defense TRICARE Management Activity 7 7 1 2 0 0 10
Defense Uniformed Services University 0 0 0 0 0 0 0
Department of Agriculture 453 380 147 91 2 2 622
Department of Commerce 432 346 165 96 1 0 608
Department of Defense Education Activity 55 45 20 9 0 0 74
Department of Education 46 41 17 11 2 0 71
Department of Energy 63 51 20 12 2 0 85
Department of Health and Human Services 409 350 143 108 11 0 612
Department of Homeland Security 1,097 910 352 247 2 1 1,513
Department of Housing and Urban Development 73 72 35 12 0 0 119
Department of Justice 857 767 221 170 5 4 1,167
Department of Labor 134 121 45 31 2 0 199
Department of State 110 72 28 26 0 0 126
Department of the Air Force 500 417 140 143 3 0 703
Department of the Army 1,116 946 264 273 4 1 1,489
Department of the Interior 307 249 114 78 1 1 444
Department of the Navy 904 780 182 160 6 1 1,129
Department of the Treasury 407 326 115 111 1 1 556
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Department of Transportation 335 289 102 81 6 0 479
Department of Veterans Affairs 2,123 1,203 558 610 13 1 2,387
Election Assistance Commission NRF NRF NRF NRF NRF NRF NRF
Environmental Protection Agency 49 44 22 10 2 0 78
Equal Employment Opportunity Commission 20 17 4 10 0 0 31
Export-Import Bank of the US 1 0 1 0 0 0 1
Farm Credit Administration 0 0 0 0 0 0 0
Farm Credit System Insurance Corporation 0 0 0 0 0 0 0
Federal Communications Commission 2 8 0 0 0 0 8
Federal Deposit Insurance Corporation 42 39 18 5 0 0 62
Federal Election Commission 0 0 0 0 0 0 0
Federal Energy Regulatory Commission 10 6 1 3 0 0 10
Federal Financial Institutions Examination Council NRF NRF NRF NRF NRF NRF NRF
Federal Housing Finance Agency 6 5 4 1 1 0 11
Federal Labor Relations Authority 0 0 0 0 0 0 0
Federal Maritime Commission 0 0 0 0 0 0 0
Federal Mediation and Conciliation Service 2 0 2 0 0 0 2
Federal Mine Safety & Health Review Commission 0 0 0 0 0 0 0
Federal Reserve System--Board of Governors 6 5 3 0 0 0 8
Federal Retirement Thrift Investment Board NRF NRF NRF NRF NRF NRF NRF
Federal Trade Commission 1 1 0 0 0 0 1
General Services Administration 85 69 39 21 0 0 129
Government Printing Office 29 28 6 2 0 0 36
Harry S. Truman Scholarship Foundation 0 0 0 0 0 0 0
Holocaust Memorial Museum U.S. 0 0 0 0 0 0 0
Institute of Museum and Library Services 0 0 0 0 0 0 0
Inter-American Foundation 0 0 0 0 0 0 0
International Boundary and Water Commission 0 0 0 0 0 0 0
International Joint Commission: US and Canada NRF NRF NRF NRF NRF NRF NRF
International Trade Commission 1 1 1 0 0 0 2
James Madison Memorial Fellowship Foundation NRF NRF NRF NRF NRF NRF NRF
Japan-United States Friendship Commission 0 0 0 0 0 0 0
John F. Kennedy Center for the Performing Arts 0 0 0 0 0 0 0
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Marine Mammal Commission 0 0 0 0 0 0 0
Merit Systems Protection Board 1 1 1 1 0 0 3
Millennium Challenge Corporation 0 0 0 0 0 0 0
Morris K. Udall Scholarship and Excellence in 
National Environmental Policy Foundation NRF NRF NRF NRF NRF NRF NRF
National Aeronautics and Space Administration 38 35 9 11 2 0 57
National Archives and Records Administration 11 6 3 2 0 0 11
National Capital Planning Commission 0 0 0 0 0 0 0
National Council on Disability 0 0 0 0 0 0 0
National Credit Union Administration 7 5 3 4 0 0 12
National Endowment for the Arts 3 3 0 0 0 0 3
National Endowment for the Humanities 0 0 0 0 0 0 0
National Foundation on the Arts& the Humanities NRF NRF NRF NRF NRF NRF NRF
National Gallery of Art 6 5 2 1 0 0 8
National Indian Gaming Commission 1 1 1 0 0 0 2
National Labor Relations Board 8 6 2 5 0 0 13
National Mediation Board 0 0 0 0 0 0 0
National Reconnaissance Office 7 7 2 2 0 0 11
National Science Foundation 6 6 2 2 0 0 10
National Transportation Safety Board 2 2 2 0 0 0 4
Navajo and Hopi Indian Relocation Commission 0 0 0 0 0 0 0
Nuclear Regulatory Commission 16 11 7 7 0 0 25
Nuclear Waste Technical Review Commission NRF NRF NRF NRF NRF NRF NRF
Occupational Safety &Health Review Commission 0 0 0 0 0 0 0
Office of Government Ethics 2 2 0 0 0 0 2
Office of Personnel Management 28 20 10 8 0 0 38
Office of Special Counsel 0 0 0 0 0 0 0
Office of the Director of National Intelligence 4 2 1 1 0 0 4
Overseas Private Investment Corporation 0 0 0 0 0 0 0
Peace Corps 4 4 1 0 0 0 5
Pension Benefit Guaranty Corporation 20 19 8 2 0 0 29
Postal Regulatory Commission 0 0 0 0 0 0 0
Presidio Trust NRF NRF NRF NRF NRF NRF NRF
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Railroad Retirement Board 1 1 0 0 0 0 1
Securities and Exchange Commission 4 4 3 2 0 0 9
Selective Service System 2 2 0 0 0 0 2
Small Business Administration 38 32 17 13 0 0 62
Smithsonian Institution 15 14 4 5 2 0 26
Social Security Administration 414 334 173 119 0 1 627
Tennessee Valley Authority 58 44 20 10 0 0 74
Trade and Development Agency 0 0 0 0 0 0 0
U.S. Postal Service 4,579 3,817 1,586 1,701 0 30 7,146
Utah Reclamation Mitigation and Conservation 
Commission NRF NRF NRF NRF NRF NRF NRF
Valles Caldera Trust NRF NRF NRF NRF NRF NRF NRF

Cabinet Level Subtotal 14,651 11,741 4,430 4,125 63 43 20,423
Midsize Agencies Subtotal 774 634 319 202 6 1 1,163
Small Agencies Subtotal 276 237 83 59 1 1 382
Micro Agencies Subtotal 5 5 0 0 0 0 5
Government-wide 15,706 12,617 4,832 4,386 70 45 21,973

NRF = No Report Filed
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Advisory Council on Historic Preservation NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
African Development Foundation 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Agency for International Development 26 13,229 508.81 0 0 0 6 1,212 202 15 9,165 611 5 2,852 570.4
American Battle Monuments Commission 1 120 120 0 0 0 1 120 120 0 0 0 0 0 0
Appalachian Regional Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Architectural and Transportation Barriers 
Compliance Board 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Arctic Research Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Armed Forces Retirement Home 5 689 137.8 0 0 0 5 689 137.8 0 0 0 0 0 0
Barry Goldwater Scholarship and Excellence in 
Education Foundation NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Broadcasting Board of Governors 11 5,316 483.27 0 0 0 4 278 69.5 6 4,985 830.83 1 53 53
Central Intelligence Agency 48 33,581 699.6 1 33 33 20 5,406 270.3 26 27,122 1,043.15 1 1,020 1,020.00
Chemical Safety and Hazard Investigation Board 1 45 45 0 0 0 1 45 45 0 0 0 0 0 0
Christopher Columbus Fellowship Foundation NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Commission of Fine Arts NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Commission on Civil Rights 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Committee for Purchase from People Who Are Blind 
or Severely Disabled 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Commodity Futures Trading Commission 2 277 138.5 1 1 1 0 0 0 0 0 0 1 276 276
Consumer Financial Protection Bureau 4 301 75.25 2 94 47 2 207 103.5 0 0 0 0 0 0
Consumer Product Safety Commission 4 1,574 393.5 0 0 0 2 248 124 2 1,326 663 0 0 0
Corporation for National and Community Service 7 1,205 172.14 0 0 0 2 10 5 4 1,192 298 1 3 3
Court Services and Offender Supervision Agency for 
the District of Columbia 14 7,156 511.14 0 0 0 3 468 156 11 6,688 608 0 0 0
Defense Army and Air Force Exchange 88 21,696 246.55 7 424 60.57 48 5,876 122.42 29 14,251 491.41 4 1,145 286.25
Defense Commissary Agency 151 52,335 346.59 0 0 0 70 10,623 151.76 50 31,726 634.52 17 9,051 532.41
Defense Contract Audit Agency 28 8,082 288.64 2 66 33 14 2,319 165.64 8 5,329 666.13 1 354 354
Defense Contract Management Agency 48 14,487 301.81 3 0 0 19 3,694 194.42 17 7,940 467.06 9 2,853 317
Defense Finance and Accounting Service 44 14,657 333.11 0 0 0 21 2,895 137.86 18 10,696 594.22 4 1,061 265.25
Defense Human Resources Activity 6 496 82.67 4 337 84.25 2 159 79.5 0 0 0 0 0 0
Defense Information Systems Agency 49 27,272 556.57 4 599 149.75 13 2,364 181.85 24 15,404 641.83 8 8,905 1,113.13
Defense Intelligence Agency 59 28,141 476.97 12 453 37.75 18 3,970 220.56 24 21,271 886.29 5 2,447 489.4
Defense Joint Task Force National Capital Region 
Medical 27 4,286 158.74 7 210 30 19 3,673 193.32 1 403 403 0 0 0
Defense Logistics Agency 134 39,735 296.53 8 200 25 67 8,605 128.43 46 27,447 596.67 11 3,466 315.09
Defense Media Activity 3 1,909 636.33 0 0 0 1 32 32 1 1,197 1,197.00 1 680 680
Defense Missile Defense Agency 9 3,339 371 0 0 0 3 560 186.67 6 2,779 463.17 0 0 0
Defense National Geospatial-Intelligence Agency 34 10,016 294.59 0 0 0 9 1,240 137.78 22 8,628 392.18 3 148 49.33
Defense National Guard Bureau 36 12,859 357.19 16 3,985 249.06 8 1,292 161.5 2 1,150 575 9 6,407 711.89
Defense National Security Agency 50 26,683 533.66 2 207 103.5 14 2,249 160.64 34 24,227 712.56 0 0 0
Defense Nuclear Facilities Safety Board 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Defense Office of the Inspector General 8 2,471 308.88 0 0 0 3 433 144.33 3 1,751 583.67 1 285 285

Number Total Days Average 
DaysNumber Total Days Average 

Days Number Total Days Average 
DaysNumber Total Days Average 

Days Number Total Days Average 
Days

Table B-23     FY 2012 Summary of Pending Complaints By Category  
Pending End of Period Pending Acknowledgment Pending Investigation Pending Hearing Pending Final Agency Action
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Defense Office of the Secretary - Wash. Hqtrs. 
Services 64 30,955 483.67 12 549 45.75 14 3,071 219.36 28 19,398 692.79 9 7,919 879.89
Defense Security Service 12 2,740 228.33 0 0 0 6 1,080 180 3 1,504 501.33 3 156 52
Defense Technical Information Center 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Defense Threat Reduction Agency 17 7,564 444.94 0 128 128 6 847 141.17 11 6,589 599 0 0 0
Defense TRICARE Management Activity 10 2,442 244.2 2 121 60.5 6 1,519 253.17 2 802 401 0 0 0
Defense Uniformed Services University 5 2,005 401 0 0 0 4 1,225 306.25 1 780 780 0 0 0
Department of Agriculture 937 574,555 613.19 71 8,283 116.66 250 67,730 270.92 455 373,457 820.78 153 124,634 814.6
Department of Commerce 469 223,485 476.51 12 256 21.33 96 12,395 129.11 174 111,780 642.41 182 99,020 544.07
Department of Defense Education Activity 94 28,311 301.18 8 287 35.88 19 2,068 108.84 40 20,657 516.43 19 5,264 277.05
Department of Education 51 22,390 439.02 3 13 4.33 15 1,890 126 31 19,794 638.52 2 693 346.5
Department of Energy 96 31,199 324.99 20 3,387 169.35 28 4,180 149.29 33 15,787 478.39 14 7,828 559.14
Department of Health and Human Services 502 208,380 415.1 37 2,872 77.62 94 11,442 121.72 289 174,089 602.38 68 19,669 289.25
Department of Homeland Security 1,980 934,552 472 179 23,423 130.85 476 99,742 209.54 979 642,063 655.84 322 168,968 524.75
Department of Housing and Urban Development 148 83,970 567.36 5 115 23 36 5,715 158.75 91 72,246 793.91 16 5,894 368.38
Department of Justice 1,454 807,363 555.27 127 50,586 398.31 251 48,972 195.11 624 478,301 766.51 372 185,090 497.55
Department of Labor 155 58,666 378.49 25 1,454 58.16 41 6,891 168.07 76 47,468 624.58 7 2,762 394.57
Department of State 213 100,309 470.93 24 4,237 176.54 63 11,596 184.06 90 66,094 734.38 36 18,382 510.61
Department of the Air Force 702 302,080 430.31 23 1,142 49.65 292 54,812 187.71 243 172,633 710.42 143 73,427 513.48
Department of the Army 1,308 490,945 375.34 84 4,663 55.51 606 102,482 169.11 500 336,533 673.07 105 46,662 444.4
Department of the Interior 545 350,147 642.47 66 6,180 93.64 151 32,202 213.26 234 252,272 1,078.09 84 59,011 702.51
Department of the Navy 1,026 417,970 407.38 60 2,079 34.65 468 107,041 228.72 394 271,050 687.94 103 37,782 366.82
Department of the Treasury 543 225,679 415.62 37 1,134 30.65 182 25,121 138.03 281 178,621 635.66 38 20,788 547.05
Department of Transportation 582 429,010 737.13 85 13,777 162.08 96 10,057 104.76 329 373,651 1,135.72 69 31,503 456.57
Department of Veterans Affairs 3,116 1,305,599 419 233 6,539 28.06 898 119,480 133.05 1,548 902,856 583.24 435 276,709 636.11
Election Assistance Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Environmental Protection Agency 150 57,293 381.95 20 1,516 75.8 39 7,597 194.79 46 31,712 689.39 43 16,370 380.7
Equal Employment Opportunity Commission 27 8,071 298.93 4 214 53.5 4 399 99.75 8 5,189 648.63 6 2,185 364.17
Export-Import Bank of the US 1 2 2 0 0 0 0 0 0 0 0 0 0 0 0
Farm Credit Administration 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Farm Credit System Insurance Corporation 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Federal Communications Commission 12 1,145 95.42 3 55 18.33 2 35 17.5 5 1,020 204 0 0 0
Federal Deposit Insurance Corporation 49 14,741 300.84 3 107 35.67 23 3,079 133.87 18 9,745 541.39 3 1,791 597
Federal Election Commission 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Federal Energy Regulatory Commission 3 390 130 1 30 30 2 360 180 0 0 0 0 0 0
Federal Financial Institutions Examination Council NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Federal Housing Finance Agency 9 2,890 321.11 2 171 85.5 3 704 234.67 2 556 278 2 1,459 729.5
Federal Labor Relations Authority 1 296 296 0 0 0 0 0 0 0 0 0 1 296 296
Federal Maritime Commission 2 360 180 0 0 0 2 360 180 0 0 0 0 0 0
Federal Mediation and Conciliation Service 2 362 181 0 0 0 2 362 181 0 0 0 0 0 0
Federal Mine Safety& Health Review Commission 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Federal Reserve System--Board of Governors 23 10,984 477.57 6 2,676 446 5 831 166.2 6 4,692 782 6 2,785 464.17
Federal Retirement Thrift Investment Board NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Federal Trade Commission 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
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General Services Administration 152 68,909 453.35 0 0 0 44 8,106 184.23 87 56,100 644.83 12 4,092 341
Government Printing Office 88 56,123 637.76 5 485 97 15 3,677 245.13 62 49,995 806.37 6 1,966 327.67
Harry S. Truman Scholarship Foundation 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Holocaust Memorial Museum U.S. 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Institute of Museum and Library Services 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Inter-American Foundation 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
International Boundary and Water Commission 2 615 307.5 0 0 0 0 0 0 2 615 307.5 0 0 0
International Joint Commission: US and Canada NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
International Trade Commission 1 334 334 0 0 0 0 0 0 1 334 334 0 0 0
James Madison Memorial Fellowship Foundation NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Japan-United States Friendship Commission 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
John F. Kennedy Center for the Performing Arts 1 245 245 0 0 0 0 0 0 1 245 245 0 0 0
Marine Mammal Commission 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Merit Systems Protection Board 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Millennium Challenge Corporation 5 3,329 665.8 0 0 0 0 0 0 5 3,329 665.8 0 0 0
Morris K. Udall Scholarship and Excellence in 
National Environmental Policy Foundation NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
National Aeronautics and Space Administration 46 18,576 403.83 7 577 82.43 9 1,495 166.11 17 11,574 680.82 12 4,917 409.75
National Archives and Records Administration 6 4,750 791.67 0 0 0 2 160 80 4 4,590 1,147.50 0 0 0
National Capital Planning Commission 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
National Council on Disability 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
National Credit Union Administration 4 1,651 412.75 0 0 0 1 109 109 2 1,259 629.5 1 283 283
National Endowment for the Arts 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
National Endowment for the Humanities 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
National Foundation on the Arts & the Humanities NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
National Gallery of Art 2 1,233 616.5 1 39 39 0 0 0 0 0 0 1 1,194 1,194.00
National Indian Gaming Commission 1 387 387 0 0 0 0 0 0 1 387 387 0 0 0
National Labor Relations Board 7 2,422 346 0 0 0 4 480 120 3 1,942 647.33 0 0 0
National Mediation Board 2 934 467 0 0 0 0 0 0 2 934 467 0 0 0
National Reconnaissance Office 3 3,049 1,016.33 0 0 0 1 10 10 1 1,599 1,599.00 1 1,440 1,440.00
National Science Foundation 17 2,750 161.76 0 0 0 8 974 121.75 6 1,530 255 3 246 82
National Transportation Safety Board 1 101 101 0 0 0 1 101 101 0 0 0 0 0 0
Navajo and Hopi Indian Relocation Commission 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Nuclear Regulatory Commission 14 4,047 289.07 2 97 48.5 6 1,243 207.17 3 1,786 595.33 3 921 307
Nuclear Waste Technical Review Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Occupational Safety & Health Review Commission 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Office of Government Ethics 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Office of Personnel Management 55 26,369 479.44 3 526 175.33 18 1,377 76.5 24 21,001 875.04 10 3,465 346.5
Office of Special Counsel 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Office of the Director of National Intelligence 5 654 130.8 3 29 9.67 1 286 286 1 339 339 0 0 0
Overseas Private Investment Corporation 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Peace Corps 4 1,326 331.5 0 0 0 1 49 49 2 310 155 1 967 967
Pension Benefit Guaranty Corporation 14 7,414 529.57 0 0 0 6 900 150 8 6,514 814.25 0 0 0
Postal Regulatory Commission 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
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Agency or Department Number Total Days Average 
DaysNumber Total Days Average 

Days Number Total Days Average 
DaysNumber Total Days Average 

Days Number Total Days Average 
Days

Table B-23     FY 2012 Summary of Pending Complaints By Category  
Pending End of Period Pending Acknowledgment Pending Investigation Pending Hearing Pending Final Agency Action

Presidio Trust NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Railroad Retirement Board 6 2,305 384.17 0 0 0 1 195 195 5 2,110 422 0 0 0
Securities and Exchange Commission 25 7,761 310.44 3 192 64 12 1,830 152.5 5 4,260 852 5 1,479 295.8
Selective Service System 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Small Business Administration 56 33,034 589.89 1 4 4 18 3,042 169 30 27,468 915.6 6 2,270 378.33
Smithsonian Institution 13 4,366 335.85 1 23 23 6 484 80.67 6 3,859 643.17 0 0 0
Social Security Administration 862 453,374 525.96 101 5,984 59.25 172 32,527 189.11 397 327,951 826.07 174 86,723 498.41
Tennessee Valley Authority 56 22,910 409.11 4 56 14 18 1,551 86.17 20 13,615 680.75 10 7,042 704.2
Trade and Development Agency 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
U.S. Postal Service 3,874 1,299,901 335.54 1 17 17 949 84,568 89.11 2,264 1,160,501 512.59 298 48,953 164.27
Utah Reclamation Mitigation and Conservation 
Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Valles Caldera Trust NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF

Cabinet Level Subtotal 18,677 8,208,681 439.51 1,179 137,723 116.81 5,376 866,110 161.11 9,005 5,873,125 652.21 2,551 1,277,916 500.95
Midsize Agencies Subtotal 1,443 699,873 485.01 142 8,887 62.58 349 59,465 170.39 645 503,025 779.88 270 126,670 469.15
Small Agencies Subtotal 403 188,023 466.56 32 4,022 125.69 121 21,376 176.66 197 143,079 726.29 45 19,425 431.67
Micro Agencies Subtotal 4 1,099 274.75 0 0 0 2 165 82.5 2 934 467 0 0 0
Government-wide 20,527 9,097,676 443.21 1,353 150,632 111.33 5,848 947,116 161.96 9,849 6,520,163 662.01 2,866 1,424,011 496.86

NRF = No Report Filed
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Agency or Department Total Number % Number % Number % Total Number % Number % Number % Total Number % Number % Number %
Advisory Council on Historic Preservation NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
African Development Foundation 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Agency for International Development 37 0 0.00% 0 0.00% 37 100.00% 2 0 0.00% 0 0.00% 2 100.00% 0 0 0.00% 0 0.00% 0 0.00%
American Battle Monuments Commission 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Appalachian Regional Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Architectural and Transportation Barriers 
Compliance Board 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Arctic Research Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Armed Forces Retirement Home 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Barry Goldwater Scholarship and Excellence in 
Education Foundation NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Broadcasting Board of Governors 4 0 0.00% 0 0.00% 4 100.00% 0 0 0.00% 0 0.00% 0 0.00% 4 0 0.00% 0 0.00% 4 100.00%
Central Intelligence Agency 0 0 0.00% 0 0.00% 0 0.00% 1 0 0.00% 0 0.00% 1 100.00% 12 12 100.00% 0 0.00% 0 0.00%
Chemical Safety and Hazard Investigation Board 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Christopher Columbus Fellowship Foundation NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Commission of Fine Arts NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Commission on Civil Rights 1 0 0.00% 0 0.00% 1 100.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Committee for Purchase from People Who Are Blind 
or Severely Disabled 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Commodity Futures Trading Commission 20 0 0.00% 0 0.00% 20 100.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Consumer Financial Protection Bureau 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Consumer Product Safety Commission 10 0 0.00% 0 0.00% 10 100.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Corporation for National and Community Service 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Court Services and Offender Supervision Agency for 
the District of Columbia 15 2 13.33% 0 0.00% 13 86.67% 0 0 0.00% 0 0.00% 0 0.00% 2 2 100.00% 0 0.00% 0 0.00%
Defense Army and Air Force Exchange 248 0 0.00% 0 0.00% 248 100.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Defense Commissary Agency 4 4 100.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Defense Contract Audit Agency 9 9 100.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Defense Contract Management Agency 4 4 100.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Defense Finance and Accounting Service 10 2 20.00% 8 80.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Defense Human Resources Activity 7 0 0.00% 7 100.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Defense Information Systems Agency 3 3 100.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Defense Intelligence Agency 5 5 100.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Defense Joint Task Force National Capital Region 
Medical 1 0 0.00% 1 100.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Defense Logistics Agency 44 0 0.00% 16 36.36% 28 63.64% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Defense Media Activity 3 0 0.00% 0 0.00% 3 100.00% 0 0 0.00% 0 0.00% 0 0.00% 1 1 100.00% 0 0.00% 0 0.00%
Defense Missile Defense Agency 2 0 0.00% 1 50.00% 1 50.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Defense National Geospatial-Intelligence Agency 7 2 28.57% 0 0.00% 5 71.43% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Defense National Guard Bureau 429 32 7.46% 7 1.63% 390 90.91% 11 1 9.09% 0 0.00% 10 90.91% 26 6 23.08% 4 15.38% 16 61.54%
Defense National Security Agency 1 1 100.00% 0 0.00% 0 0.00% 7 6 85.71% 1 14.29% 0 0.00% 3 3 100.00% 0 0.00% 0 0.00%
Defense Nuclear Facilities Safety Board 3 0 0.00% 0 0.00% 3 100.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Defense Office of the Inspector General 4 0 0.00% 3 75.00% 1 25.00% 1 1 100.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Defense Office of the Secretary - Wash. Hqtrs. 
Services 4 4 100.00% 0 0.00% 0 0.00% 100 100 100.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Defense Security Service 6 0 0.00% 0 0.00% 6 100.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Defense Technical Information Center 7 0 0.00% 7 100.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Defense Threat Reduction Agency 3 3 100.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%

Full Time Part Time Collateral Duty Full Time Part Time Collateral Duty
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Defense TRICARE Management Activity 1 0 0.00% 1 100.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Defense Uniformed Services University 4 0 0.00% 0 0.00% 4 100.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Department of Agriculture 41 36 87.80% 0 0.00% 5 12.20% 0 0 0.00% 0 0.00% 0 0.00% 5 5 100.00% 0 0.00% 0 0.00%
Department of Commerce 46 20 43.48% 0 0.00% 26 56.52% 4 1 25.00% 0 0.00% 3 75.00% 0 0 0.00% 0 0.00% 0 0.00%
Department of Defense Education Activity 3 3 100.00% 0 0.00% 0 0.00% 7 0 0.00% 7 100.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Department of Education 4 2 50.00% 2 50.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Department of Energy 74 3 4.05% 1 1.35% 70 94.59% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Department of Health and Human Services 138 15 10.87% 10 7.25% 113 81.88% 0 0 0.00% 0 0.00% 0 0.00% 7 7 100.00% 0 0.00% 0 0.00%
Department of Homeland Security 196 73 37.24% 72 36.73% 51 26.02% 26 22 84.62% 0 0.00% 4 15.38% 0 0 0.00% 0 0.00% 0 0.00%
Department of Housing and Urban Development 4 3 75.00% 0 0.00% 1 25.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Department of Justice 257 30 11.67% 5 1.95% 222 86.38% 44 8 18.18% 0 0.00% 36 81.82% 9 5 55.56% 4 44.44% 0 0.00%
Department of Labor 15 1 6.67% 2 13.33% 12 80.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Department of State 513 0 0.00% 10 1.95% 503 98.05% 4 0 0.00% 4 100.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Department of the Air Force 375 298 79.47% 20 5.33% 57 15.20% 140 140 100.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Department of the Army 845 0 0.00% 0 0.00% 845 100.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Department of the Interior 165 42 25.45% 4 2.42% 119 72.12% 6 5 83.33% 0 0.00% 1 16.67% 0 0 0.00% 0 0.00% 0 0.00%
Department of the Navy 157 142 90.45% 7 4.46% 8 5.10% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Department of the Treasury 95 33 34.74% 4 4.21% 58 61.05% 21 21 100.00% 0 0.00% 0 0.00% 4 0 0.00% 0 0.00% 4 100.00%
Department of Transportation 79 7 8.86% 0 0.00% 72 91.14% 6 6 100.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Department of Veterans Affairs 27 27 100.00% 0 0.00% 0 0.00% 51 25 49.02% 26 50.98% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Election Assistance Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Environmental Protection Agency 37 16 43.24% 0 0.00% 21 56.76% 0 0 0.00% 0 0.00% 0 0.00% 8 8 100.00% 0 0.00% 0 0.00%
Equal Employment Opportunity Commission 1 1 100.00% 0 0.00% 0 0.00% 1 1 100.00% 0 0.00% 0 0.00% 1 1 100.00% 0 0.00% 0 0.00%
Export-Import Bank of the US 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Farm Credit Administration 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Farm Credit System Insurance Corporation 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Federal Communications Commission 6 0 0.00% 0 0.00% 6 100.00% 0 0 0.00% 0 0.00% 0 0.00% 6 6 100.00% 0 0.00% 0 0.00%
Federal Deposit Insurance Corporation 6 1 16.67% 0 0.00% 5 83.33% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Federal Election Commission 3 0 0.00% 0 0.00% 3 100.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Federal Energy Regulatory Commission 5 0 0.00% 0 0.00% 5 100.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Federal Financial Institutions Examination Council NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Federal Housing Finance Agency 3 0 0.00% 0 0.00% 3 100.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Federal Labor Relations Authority 3 0 0.00% 0 0.00% 3 100.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Federal Maritime Commission 3 1 33.33% 0 0.00% 2 66.67% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Federal Mediation and Conciliation Service 4 0 0.00% 0 0.00% 4 100.00% 1 0 0.00% 0 0.00% 1 100.00% 0 0 0.00% 0 0.00% 0 0.00%
Federal Mine Safety & Health Review Commission 1 0 0.00% 0 0.00% 1 100.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Federal Reserve System--Board of Governors 3 3 100.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Federal Retirement Thrift Investment Board NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Federal Trade Commission 9 1 11.11% 0 0.00% 8 88.89% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
General Services Administration 21 0 0.00% 0 0.00% 21 100.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Government Printing Office 4 0 0.00% 3 75.00% 1 25.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Harry S. Truman Scholarship Foundation 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 1 0 0.00% 0 0.00% 1 100.00%
Holocaust Memorial Museum U.S. 5 0 0.00% 0 0.00% 5 100.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Institute of Museum and Library Services 1 0 0.00% 0 0.00% 1 100.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Inter-American Foundation 3 3 100.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
International Boundary and Water Commission 6 0 0.00% 0 0.00% 6 100.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
International Joint Commission: US and Canada NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
International Trade Commission 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
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James Madison Memorial Fellowship Foundation NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Japan-United States Friendship Commission 1 1 100.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
John F. Kennedy Center for the Performing Arts 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Marine Mammal Commission 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Merit Systems Protection Board 3 0 0.00% 0 0.00% 3 100.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Millennium Challenge Corporation 3 0 0.00% 0 0.00% 3 100.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Morris K. Udall Scholarship and Excellence in 
National Environmental Policy Foundation NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
National Aeronautics and Space Administration 29 10 34.48% 7 24.14% 12 41.38% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
National Archives and Records Administration 1 1 100.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
National Capital Planning Commission 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
National Council on Disability 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
National Credit Union Administration 6 0 0.00% 0 0.00% 6 100.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
National Endowment for the Arts 2 0 0.00% 0 0.00% 2 100.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
National Endowment for the Humanities 2 0 0.00% 0 0.00% 2 100.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
National Foundation on the Arts & the Humanities NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
National Gallery of Art 10 0 0.00% 0 0.00% 10 100.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
National Indian Gaming Commission 1 0 0.00% 0 0.00% 1 100.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
National Labor Relations Board 43 0 0.00% 0 0.00% 43 100.00% 1 1 100.00% 0 0.00% 0 0.00% 4 4 100.00% 0 0.00% 0 0.00%
National Mediation Board 2 0 0.00% 0 0.00% 2 100.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
National Reconnaissance Office 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 3 3 100.00% 0 0.00% 0 0.00%
National Science Foundation 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
National Transportation Safety Board 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Navajo and Hopi Indian Relocation Commission 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Nuclear Regulatory Commission 22 0 0.00% 0 0.00% 22 100.00% 0 0 0.00% 0 0.00% 0 0.00% 3 0 0.00% 0 0.00% 3 100.00%
Nuclear Waste Technical Review Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Occupational Safety & Health Review Commission 1 0 0.00% 0 0.00% 1 100.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Office of Government Ethics 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Office of Personnel Management 4 0 0.00% 0 0.00% 4 100.00% 0 0 0.00% 0 0.00% 0 0.00% 5 5 100.00% 0 0.00% 0 0.00%
Office of Special Counsel 5 0 0.00% 0 0.00% 5 100.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Office of the Director of National Intelligence 4 0 0.00% 0 0.00% 4 100.00% 0 0 0.00% 0 0.00% 0 0.00% 2 0 0.00% 0 0.00% 2 100.00%
Overseas Private Investment Corporation 2 0 0.00% 0 0.00% 2 100.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Peace Corps 11 0 0.00% 0 0.00% 11 100.00% 0 0 0.00% 0 0.00% 0 0.00% 11 0 0.00% 0 0.00% 11 100.00%
Pension Benefit Guaranty Corporation 2 2 100.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Postal Regulatory Commission 1 0 0.00% 0 0.00% 1 100.00% 1 0 0.00% 0 0.00% 1 100.00% 0 0 0.00% 0 0.00% 0 0.00%
Presidio Trust NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Railroad Retirement Board 3 0 0.00% 0 0.00% 3 100.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Securities and Exchange Commission 9 0 0.00% 0 0.00% 9 100.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Selective Service System 1 0 0.00% 0 0.00% 1 100.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Small Business Administration 3 0 0.00% 0 0.00% 3 100.00% 2 0 0.00% 0 0.00% 2 100.00% 0 0 0.00% 0 0.00% 0 0.00%
Smithsonian Institution 3 2 66.67% 0 0.00% 1 33.33% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Social Security Administration 234 4 1.71% 0 0.00% 230 98.29% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Tennessee Valley Authority 20 1 5.00% 0 0.00% 19 95.00% 4 1 25.00% 0 0.00% 3 75.00% 0 0 0.00% 0 0.00% 0 0.00%
Trade and Development Agency 2 0 0.00% 0 0.00% 2 100.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
U.S. Postal Service 112 112 100.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
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Utah Reclamation Mitigation and Conservation 
Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Valles Caldera Trust NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF

Cabinet Level Subtotal 3,952 916 23.18% 188 4.76% 2,848 72.06% 428 336 78.50% 38 8.88% 54 12.62% 55 27 49.09% 8 14.55% 20 36.36%
Midsize Agencies Subtotal 357 34 9.52% 7 1.96% 316 88.52% 6 1 16.67% 0 0.00% 5 83.33% 13 13 100.00% 0 0.00% 0 0.00%
Small Agencies Subtotal 266 11 4.14% 3 1.13% 252 94.74% 6 2 33.33% 0 0.00% 4 66.67% 48 28 58.33% 0 0.00% 20 41.67%
Micro Agencies Subtotal 21 4 19.05% 0 0.00% 17 80.95% 1 0 0.00% 0 0.00% 1 100.00% 1 0 0.00% 0 0.00% 1 100.00%
Government-wide 4,596 965 21.00% 198 4.31% 3,433 74.70% 441 339 76.87% 38 8.62% 64 14.51% 117 68 58.12% 8 6.84% 41 35.04%

NRF = No Report Filed
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Advisory Council on Historic Preservation NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
African Development Foundation 1 0 0.00% 1 100.00% 0 0.00% 1 1 100.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Agency for International Development 0 0 0.00% 0 0.00% 0 0.00% 9 0 0.00% 9 100.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
American Battle Monuments Commission 0 0 0.00% 0 0.00% 0 0.00% 15 0 0.00% 15 100.00% 0 0.00% 3 0 0.00% 3 100.00% 0 0.00%
Appalachian Regional Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Architectural and Transportation Barriers 
Compliance Board 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Arctic Research Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Armed Forces Retirement Home 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Barry Goldwater Scholarship and Excellence in 
Education Foundation NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Broadcasting Board of Governors 4 0 0.00% 4 100.00% 0 0.00% 5 0 0.00% 5 100.00% 0 0.00% 9 0 0.00% 9 100.00% 0 0.00%
Central Intelligence Agency 0 0 0.00% 0 0.00% 0 0.00% 1 0 0.00% 1 100.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Chemical Safety and Hazard Investigation Board 1 0 0.00% 1 100.00% 0 0.00% 1 0 0.00% 1 100.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Christopher Columbus Fellowship Foundation NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Commission of Fine Arts NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Commission on Civil Rights 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Committee for Purchase from People Who Are Blind 
or Severely Disabled 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 1 0 0.00% 1 100.00% 0 0.00%
Commodity Futures Trading Commission 0 0 0.00% 0 0.00% 0 0.00% 1 1 100.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Consumer Financial Protection Bureau 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Consumer Product Safety Commission 0 0 0.00% 0 0.00% 0 0.00% 4 4 100.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Corporation for National and Community Service 10 10 100.00% 0 0.00% 0 0.00% 10 10 100.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Court Services and Offender Supervision Agency for 
the District of Columbia 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 1 1 100.00% 0 0.00% 0 0.00%
Defense Army and Air Force Exchange 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Defense Commissary Agency 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Defense Contract Audit Agency 6 0 0.00% 6 100.00% 0 0.00% 6 0 0.00% 6 100.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Defense Contract Management Agency 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Defense Finance and Accounting Service 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Defense Human Resources Activity 0 0 0.00% 0 0.00% 0 0.00% 2 0 0.00% 2 100.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Defense Information Systems Agency 2 2 100.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Defense Intelligence Agency 0 0 0.00% 0 0.00% 0 0.00% 1 0 0.00% 1 100.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Defense Joint Task Force National Capital Region 
Medical 0 0 0.00% 0 0.00% 0 0.00% 1 1 100.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Defense Logistics Agency 3 0 0.00% 3 100.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Defense Media Activity 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Defense Missile Defense Agency 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Defense National Geospatial-Intelligence Agency 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Defense National Guard Bureau 2 0 0.00% 2 100.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Defense National Security Agency 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Defense Nuclear Facilities Safety Board 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Defense Office of the Inspector General 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Defense Office of the Secretary - Wash. Hqtrs. 
Services 2 2 100.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Defense Security Service 0 0 0.00% 0 0.00% 0 0.00% 5 5 100.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Defense Technical Information Center 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Defense Threat Reduction Agency 1 1 100.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%

Full Time Part Time Collateral Duty Full Time Part Time Collateral Duty
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Defense TRICARE Management Activity 0 0 0.00% 0 0.00% 0 0.00% 1 1 100.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Defense Uniformed Services University 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Department of Agriculture 12 2 16.67% 10 83.33% 0 0.00% 149 52 34.90% 97 65.10% 0 0.00% 51 6 11.76% 45 88.24% 0 0.00%
Department of Commerce 0 0 0.00% 0 0.00% 0 0.00% 34 0 0.00% 11 32.35% 23 67.65% 0 0 0.00% 0 0.00% 0 0.00%
Department of Defense Education Activity 2 0 0.00% 2 100.00% 0 0.00% 14 0 0.00% 14 100.00% 0 0.00% 2 0 0.00% 2 100.00% 0 0.00%
Department of Education 0 0 0.00% 0 0.00% 0 0.00% 8 8 100.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Department of Energy 0 0 0.00% 0 0.00% 0 0.00% 25 9 36.00% 16 64.00% 0 0.00% 10 0 0.00% 10 100.00% 0 0.00%
Department of Health and Human Services 103 76 73.79% 0 0.00% 27 26.21% 423 288 68.09% 0 0.00% 135 31.91% 137 96 70.07% 0 0.00% 41 29.93%
Department of Homeland Security 44 43 97.73% 0 0.00% 1 2.27% 216 85 39.35% 110 50.93% 21 9.72% 8 8 100.00% 0 0.00% 0 0.00%
Department of Housing and Urban Development 0 0 0.00% 0 0.00% 0 0.00% 42 19 45.24% 23 54.76% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Department of Justice 0 0 0.00% 0 0.00% 0 0.00% 109 100 91.74% 0 0.00% 9 8.26% 0 0 0.00% 0 0.00% 0 0.00%
Department of Labor 0 0 0.00% 0 0.00% 0 0.00% 38 38 100.00% 0 0.00% 0 0.00% 15 15 100.00% 0 0.00% 0 0.00%
Department of State 0 0 0.00% 0 0.00% 0 0.00% 25 25 100.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Department of the Air Force 4 4 100.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Department of the Army 2 0 0.00% 0 0.00% 2 100.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Department of the Interior 0 0 0.00% 0 0.00% 0 0.00% 55 40 72.73% 15 27.27% 0 0.00% 4 0 0.00% 4 100.00% 0 0.00%
Department of the Navy 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Department of the Treasury 5 0 0.00% 5 100.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Department of Transportation 3 0 0.00% 3 100.00% 0 0.00% 39 39 100.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Department of Veterans Affairs 37 2 5.41% 28 75.68% 7 18.92% 119 27 22.69% 79 66.39% 13 10.92% 40 8 20.00% 32 80.00% 0 0.00%
Election Assistance Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Environmental Protection Agency 0 0 0.00% 0 0.00% 0 0.00% 12 12 100.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Equal Employment Opportunity Commission 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Export-Import Bank of the US 1 1 100.00% 0 0.00% 0 0.00% 1 1 100.00% 0 0.00% 0 0.00% 1 1 100.00% 0 0.00% 0 0.00%
Farm Credit Administration 3 3 100.00% 0 0.00% 0 0.00% 10 10 100.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Farm Credit System Insurance Corporation 3 3 100.00% 0 0.00% 0 0.00% 10 10 100.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Federal Communications Commission 0 0 0.00% 0 0.00% 0 0.00% 2 2 100.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Federal Deposit Insurance Corporation 2 2 100.00% 0 0.00% 0 0.00% 15 15 100.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Federal Election Commission 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Federal Energy Regulatory Commission 1 0 0.00% 0 0.00% 1 100.00% 4 0 0.00% 0 0.00% 4 100.00% 1 0 0.00% 0 0.00% 1 100.00%
Federal Financial Institutions Examination Council NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Federal Housing Finance Agency 1 0 0.00% 0 0.00% 1 100.00% 1 0 0.00% 0 0.00% 1 100.00% 5 0 0.00% 5 100.00% 0 0.00%
Federal Labor Relations Authority 0 0 0.00% 0 0.00% 0 0.00% 1 1 100.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Federal Maritime Commission 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Federal Mediation and Conciliation Service 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Federal Mine Safety & Health Review Commission 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Federal Reserve System--Board of Governors 0 0 0.00% 0 0.00% 0 0.00% 7 7 100.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Federal Retirement Thrift Investment Board NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Federal Trade Commission 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
General Services Administration 12 12 100.00% 0 0.00% 0 0.00% 69 69 100.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Government Printing Office 0 0 0.00% 0 0.00% 0 0.00% 5 5 100.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Harry S. Truman Scholarship Foundation 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Holocaust Memorial Museum U.S. 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Institute of Museum and Library Services 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Inter-American Foundation 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
International Boundary and Water Commission 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
International Joint Commission: US and Canada NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
International Trade Commission 2 0 0.00% 0 0.00% 2 100.00% 2 0 0.00% 0 0.00% 2 100.00% 0 0 0.00% 0 0.00% 0 0.00%
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James Madison Memorial Fellowship Foundation NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Japan-United States Friendship Commission 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
John F. Kennedy Center for the Performing Arts 2 0 0.00% 0 0.00% 2 100.00% 1 0 0.00% 0 0.00% 1 100.00% 0 0 0.00% 0 0.00% 0 0.00%
Marine Mammal Commission 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Merit Systems Protection Board 0 0 0.00% 0 0.00% 0 0.00% 1 0 0.00% 0 0.00% 1 100.00% 0 0 0.00% 0 0.00% 0 0.00%
Millennium Challenge Corporation 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Morris K. Udall Scholarship and Excellence in 
National Environmental Policy Foundation NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
National Aeronautics and Space Administration 6 3 50.00% 3 50.00% 0 0.00% 18 12 66.67% 0 0.00% 6 33.33% 1 1 100.00% 0 0.00% 0 0.00%
National Archives and Records Administration 0 0 0.00% 0 0.00% 0 0.00% 8 8 100.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
National Capital Planning Commission 1 0 0.00% 1 100.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
National Council on Disability 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
National Credit Union Administration 1 0 0.00% 1 100.00% 0 0.00% 4 0 0.00% 4 100.00% 0 0.00% 1 0 0.00% 1 100.00% 0 0.00%
National Endowment for the Arts 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
National Endowment for the Humanities 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
National Foundation on the Arts& the Humanities NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
National Gallery of Art 0 0 0.00% 0 0.00% 0 0.00% 1 1 100.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
National Indian Gaming Commission 1 1 100.00% 0 0.00% 0 0.00% 2 2 100.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
National Labor Relations Board 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
National Mediation Board 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
National Reconnaissance Office 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
National Science Foundation 3 0 0.00% 3 100.00% 0 0.00% 4 0 0.00% 4 100.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
National Transportation Safety Board 3 3 100.00% 0 0.00% 0 0.00% 7 7 100.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Navajo and Hopi Indian Relocation Commission 1 0 0.00% 0 0.00% 1 100.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Nuclear Regulatory Commission 0 0 0.00% 0 0.00% 0 0.00% 6 0 0.00% 6 100.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Nuclear Waste Technical Review Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Occupational Safety & Health Review Commission 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Office of Government Ethics 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Office of Personnel Management 0 0 0.00% 0 0.00% 0 0.00% 2 0 0.00% 2 100.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Office of Special Counsel 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Office of the Director of National Intelligence 0 0 0.00% 0 0.00% 0 0.00% 1 0 0.00% 1 100.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Overseas Private Investment Corporation 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Peace Corps 1 0 0.00% 0 0.00% 1 100.00% 4 0 0.00% 0 0.00% 4 100.00% 5 0 0.00% 0 0.00% 5 100.00%
Pension Benefit Guaranty Corporation 0 0 0.00% 0 0.00% 0 0.00% 6 6 100.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Postal Regulatory Commission 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Presidio Trust NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Railroad Retirement Board 0 0 0.00% 0 0.00% 0 0.00% 4 4 100.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Securities and Exchange Commission 2 0 0.00% 2 100.00% 0 0.00% 10 0 0.00% 10 100.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Selective Service System 1 1 100.00% 0 0.00% 0 0.00% 1 0 0.00% 1 100.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Small Business Administration 0 0 0.00% 0 0.00% 0 0.00% 25 25 100.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Smithsonian Institution 0 0 0.00% 0 0.00% 0 0.00% 4 4 100.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Social Security Administration 13 0 0.00% 13 100.00% 0 0.00% 79 0 0.00% 79 100.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Tennessee Valley Authority 0 0 0.00% 0 0.00% 0 0.00% 2 2 100.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
Trade and Development Agency 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
U.S. Postal Service 0 0 0.00% 0 0.00% 0 0.00% 167 167 100.00% 0 0.00% 0 0.00% 0 0 0.00% 0 0.00% 0 0.00%
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Agency or Department Total Number % Number % Number % Total Number % Number % Number % Total Number % Number % Number %

Full Time Part Time Collateral Duty Full Time Part Time Collateral Duty

Table B-24a     FY 2012 Contract Staff Resources
Contract Counselors Contract Investigators Contract Counselors/Investigators

Full Time Part Time Collateral Duty

Utah Reclamation Mitigation and Conservation 
Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Valles Caldera Trust NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF

Cabinet Level Subtotal 228 132 57.89% 59 25.88% 37 16.23% 1,479 904 61.12% 374 25.29% 201 13.59% 267 133 49.81% 93 34.83% 41 15.36%
Midsize Agencies Subtotal 33 17 51.52% 16 48.48% 0 0.00% 226 139 61.50% 81 35.84% 6 2.65% 1 1 100.00% 0 0.00% 0 0.00%
Small Agencies Subtotal 36 19 52.78% 10 27.78% 7 19.44% 123 69 56.10% 41 33.33% 13 10.57% 23 2 8.70% 15 65.22% 6 26.09%
Micro Agencies Subtotal 7 3 42.86% 3 42.86% 1 14.29% 27 11 40.74% 16 59.26% 0 0.00% 4 0 0.00% 4 100.00% 0 0.00%
Government-wide 304 171 56.25% 88 28.95% 45 14.80% 1,855 1,123 60.54% 512 27.60% 220 11.86% 295 136 46.10% 112 37.97% 47 15.93%

NRF = No Report Filed
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Total

Agency or Department Work Force Total 32 Hour 8 Hour None Total 32 Hour 8 Hour None Total 32 Hour 8 Hour None
Advisory Council on Historic Preservation NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
African Development Foundation 73 0 0 0 0 0 0 0 0 0 0 0 0
Agency for International Development 3,983 13 13 0 0 1 1 0 0 0 0 0 0
American Battle Monuments Commission 76 0 0 0 0 0 0 0 0 0 0 0 0
Appalachian Regional Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Architectural and Transportation Barriers 
Compliance Board 28 0 0 0 0 0 0 0 0 0 0 0 0
Arctic Research Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Armed Forces Retirement Home 282 0 0 0 0 0 0 0 0 0 0 0 0
Barry Goldwater Scholarship and Excellence in 
Education Foundation NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Broadcasting Board of Governors 1,675 0 0 0 0 0 0 0 0 0 0 0 0
Central Intelligence Agency * 0 0 0 0 0 0 0 0 0 5 5 0 0
Chemical Safety and Hazard Investigation Board 46 0 0 0 0 0 0 0 0 0 0 0 0
Christopher Columbus Fellowship Foundation NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Commission of Fine Arts NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Commission on Civil Rights 44 0 0 0 0 0 0 0 0 0 0 0 0
Committee for Purchase from People Who Are Blind 
or Severely Disabled 31 0 0 0 0 0 0 0 0 0 0 0 0
Commodity Futures Trading Commission 707 13 13 0 0 0 0 0 0 0 0 0 0
Consumer Financial Protection Bureau 970 0 0 0 0 0 0 0 0 0 0 0 0
Consumer Product Safety Commission 522 8 8 0 0 0 0 0 0 0 0 0 0
Corporation for National and Community Service 615 0 0 0 0 0 0 0 0 0 0 0 0
Court Services and Offender Supervision Agency for 
the District of Columbia 1,242 1 1 0 0 0 0 0 0 0 0 0 0
Defense Army and Air Force Exchange 34,273 63 63 0 0 0 0 0 0 0 0 0 0
Defense Commissary Agency 14,382 3 3 0 0 0 0 0 0 0 0 0 0
Defense Contract Audit Agency 5,181 1 0 1 0 0 0 0 0 0 0 0 0
Defense Contract Management Agency 10,452 2 2 0 0 0 0 0 0 0 0 0 0
Defense Finance and Accounting Service 11,982 0 0 0 0 0 0 0 0 0 0 0 0
Defense Human Resources Activity 1,176 0 0 0 0 0 0 0 0 0 0 0 0
Defense Information Systems Agency 6,304 0 0 0 0 0 0 0 0 0 0 0 0
Defense Intelligence Agency * 0 0 0 0 0 0 0 0 0 0 0 0 0
Defense Joint Task Force National Capital Region 
Medical 4,417 1 1 0 0 0 0 0 0 0 0 0 0
Defense Logistics Agency 25,229 9 1 6 2 0 0 0 0 0 0 0 0
Defense Media Activity 2,000 0 0 0 0 0 0 0 0 1 1 0 0
Defense Missile Defense Agency 2,326 1 1 0 0 0 0 0 0 0 0 0 0
Defense National Geospatial-Intelligence Agency * 0 5 5 0 0 0 0 0 0 0 0 0 0
Defense National Guard Bureau 57,511 81 80 26 3 1 1 0 0 4 4 0 0
Defense National Security Agency * 0 0 0 0 0 2 2 0 0 0 0 0 0

Table B-25     FY 2012 Agency New Staff Training
Agency Counselors Agency Investigators Agency Counselors/Investigators
New Staff Training New Staff Training New Staff Training
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Total

Agency or Department Work Force Total 32 Hour 8 Hour None Total 32 Hour 8 Hour None Total 32 Hour 8 Hour None

Table B-25     FY 2012 Agency New Staff Training
Agency Counselors Agency Investigators Agency Counselors/Investigators
New Staff Training New Staff Training New Staff Training

Defense Nuclear Facilities Safety Board 116 0 0 0 0 0 0 0 0 0 0 0 0
Defense Office of the Inspector General 1,600 0 0 0 0 0 0 0 0 0 0 0 0
Defense Office of the Secretary - Wash. Hqtrs. 
Services 6,766 0 0 0 0 19 19 0 0 0 0 0 0
Defense Security Service 874 1 1 0 0 0 0 0 0 0 0 0 0
Defense Technical Information Center 204 0 0 0 0 0 0 0 0 0 0 0 0
Defense Threat Reduction Agency 1,299 0 0 0 0 0 0 0 0 0 0 0 0
Defense TRICARE Management Activity 842 0 0 0 0 0 0 0 0 0 0 0 0
Defense Uniformed Services University 794 0 0 0 0 0 0 0 0 0 0 0 0
Department of Agriculture 103,822 6 5 0 1 0 0 0 0 0 0 0 0
Department of Commerce 45,766 5 5 0 0 0 0 0 0 0 0 0 0
Department of Defense Education Activity 16,346 1 1 0 0 0 0 0 0 0 0 0 0
Department of Education 4,373 0 0 0 0 0 0 0 0 0 0 0 0
Department of Energy 15,680 7 6 0 1 0 0 0 0 0 0 0 0
Department of Health and Human Services 83,123 14 14 0 0 0 0 0 0 0 0 0 0
Department of Homeland Security 200,559 18 10 3 5 6 6 0 0 0 0 0 0
Department of Housing and Urban Development 9,061 0 0 0 0 0 0 0 0 0 0 0 0
Department of Justice 116,973 46 46 0 0 0 0 0 0 0 0 0 0
Department of Labor 16,819 1 1 0 0 0 0 0 0 0 0 0 0
Department of State 69,885 231 231 0 0 0 0 0 0 0 0 0 0
Department of the Air Force 173,807 58 19 37 7 9 0 0 9 0 0 0 0
Department of the Army 250,617 137 130 70 0 0 0 0 0 0 0 0 0
Department of the Interior 78,779 15 15 0 0 0 0 0 0 0 0 0 0
Department of the Navy 245,574 37 35 0 2 0 0 0 0 0 0 0 0
Department of the Treasury 115,292 14 14 0 0 6 6 0 0 0 0 0 0
Department of Transportation 57,187 29 15 3 11 2 2 0 0 0 0 0 0
Department of Veterans Affairs 323,154 4 4 0 0 3 3 0 0 0 0 0 0
Election Assistance Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Environmental Protection Agency 17,001 0 0 0 0 0 0 0 0 0 0 0 0
Equal Employment Opportunity Commission 2,291 0 0 0 0 0 0 0 0 0 0 0 0
Export-Import Bank of the US 408 0 0 0 0 0 0 0 0 0 0 0 0
Farm Credit Administration 302 0 0 0 0 0 0 0 0 0 0 0 0
Farm Credit System Insurance Corporation 12 0 0 0 0 0 0 0 0 0 0 0 0
Federal Communications Commission 1,788 0 0 0 0 0 0 0 0 0 0 0 0
Federal Deposit Insurance Corporation 7,846 1 1 0 0 0 0 0 0 0 0 0 0
Federal Election Commission 355 0 0 0 0 0 0 0 0 0 0 0 0
Federal Energy Regulatory Commission 1,483 1 1 0 0 0 0 0 0 0 0 0 0
Federal Financial Institutions Examination Council NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Federal Housing Finance Agency 706 1 1 0 0 0 0 0 0 0 0 0 0
Federal Labor Relations Authority 138 0 0 0 0 0 0 0 0 0 0 0 0
Federal Maritime Commission 124 2 2 0 0 0 0 0 0 0 0 0 0
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Total

Agency or Department Work Force Total 32 Hour 8 Hour None Total 32 Hour 8 Hour None Total 32 Hour 8 Hour None

Table B-25     FY 2012 Agency New Staff Training
Agency Counselors Agency Investigators Agency Counselors/Investigators
New Staff Training New Staff Training New Staff Training

Federal Mediation and Conciliation Service 243 0 0 0 0 0 0 0 0 0 0 0 0
Federal Mine Safety & Health Review Commission 78 0 0 0 0 0 0 0 0 0 0 0 0
Federal Reserve System--Board of Governors 2,412 0 0 0 0 0 0 0 0 0 0 0 0
Federal Retirement Thrift Investment Board NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Federal Trade Commission 1,178 0 0 0 0 0 0 0 0 0 0 0 0
General Services Administration 12,416 0 0 0 0 0 0 0 0 0 0 0 0
Government Printing Office 1,879 0 0 0 0 0 0 0 0 0 0 0 0
Harry S. Truman Scholarship Foundation 5 0 0 0 0 0 0 0 0 0 0 0 0
Holocaust Memorial Museum U.S. 397 0 0 0 0 0 0 0 0 0 0 0 0
Institute of Museum and Library Services 88 1 0 1 0 0 0 0 0 0 0 0 0
Inter-American Foundation 43 0 0 0 0 0 0 0 0 0 0 0 0
International Boundary and Water Commission 258 2 2 0 0 0 0 0 0 0 0 0 0
International Joint Commission: US and Canada NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
International Trade Commission 397 0 0 0 0 0 0 0 0 0 0 0 0
James Madison Memorial Fellowship Foundation NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Japan-United States Friendship Commission 4 1 1 0 0 0 0 0 0 0 0 0 0
John F. Kennedy Center for the Performing Arts 2,250 0 0 0 0 0 0 0 0 0 0 0 0
Marine Mammal Commission 14 0 0 0 0 0 0 0 0 0 0 0 0
Merit Systems Protection Board 208 0 0 0 0 0 0 0 0 0 0 0 0
Millennium Challenge Corporation 288 2 2 0 0 0 0 0 0 0 0 0 0
Morris K. Udall Scholarship and Excellence in 
National Environmental Policy Foundation NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
National Aeronautics and Space Administration 18,416 2 0 2 0 0 0 0 0 0 0 0 0
National Archives and Records Administration 3,381 0 0 0 0 0 0 0 0 0 0 0 0
National Capital Planning Commission 39 0 0 0 0 0 0 0 0 0 0 0 0
National Council on Disability 26 0 0 0 0 0 0 0 0 0 0 0 0
National Credit Union Administration 1,195 0 0 0 0 0 0 0 0 0 0 0 0
National Endowment for the Arts 174 0 0 0 0 0 0 0 0 0 0 0 0
National Endowment for the Humanities 199 0 0 0 0 0 0 0 0 0 0 0 0
National Foundation on the Arts & the Humanities NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
National Gallery of Art 834 5 5 0 0 0 0 0 0 0 0 0 0
National Indian Gaming Commission 97 0 0 0 0 0 0 0 0 0 0 0 0



Table B-25   Page 4 of 4

Total

Agency or Department Work Force Total 32 Hour 8 Hour None Total 32 Hour 8 Hour None Total 32 Hour 8 Hour None

Table B-25     FY 2012 Agency New Staff Training
Agency Counselors Agency Investigators Agency Counselors/Investigators
New Staff Training New Staff Training New Staff Training

National Labor Relations Board 1,702 8 6 2 2 0 0 0 0 0 0 0 0
National Mediation Board 50 2 2 0 0 0 0 0 0 0 0 0 0
National Reconnaissance Office * 0 0 0 0 0 0 0 0 0 0 0 0 0
National Science Foundation 1,663 0 0 0 0 0 0 0 0 0 0 0 0
National Transportation Safety Board 413 0 0 0 0 0 0 0 0 0 0 0 0
Navajo and Hopi Indian Relocation Commission 38 0 0 0 0 0 0 0 0 0 0 0 0
Nuclear Regulatory Commission 3,775 0 0 0 0 0 0 0 0 1 1 0 0
Nuclear Waste Technical Review Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Occupational Safety & Health Review Commission 58 0 0 0 0 0 0 0 0 0 0 0 0
Office of Government Ethics 69 0 0 0 0 0 0 0 0 0 0 0 0
Office of Personnel Management 5,843 2 2 0 0 0 0 0 0 0 0 0 0
Office of Special Counsel 129 1 1 0 0 0 0 0 0 0 0 0 0
Office of the Director of National Intelligence * 0 1 1 0 0 0 0 0 0 0 0 0 0
Overseas Private Investment Corporation 241 0 0 0 0 0 0 0 0 0 0 0 0
Peace Corps 896 5 5 0 0 0 0 0 0 5 5 0 0
Pension Benefit Guaranty Corporation 971 0 0 0 0 0 0 0 0 0 0 0 0
Postal Regulatory Commission 73 1 1 0 0 0 0 0 0 0 0 0 0
Presidio Trust NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Railroad Retirement Board 945 0 0 0 0 0 0 0 0 0 0 0 0
Securities and Exchange Commission 3,826 3 3 0 0 0 0 0 0 0 0 0 0
Selective Service System 121 0 0 0 0 0 0 0 0 0 0 0 0
Small Business Administration 5,228 0 0 0 0 0 0 0 0 0 0 0 0
Smithsonian Institution 6,057 0 0 0 0 0 0 0 0 0 0 0 0
Social Security Administration 65,474 69 69 0 0 0 0 0 0 0 0 0 0
Tennessee Valley Authority 12,762 3 3 0 0 2 2 0 0 0 0 0 0
Trade and Development Agency 46 1 1 0 0 0 0 0 0 0 0 0 0
U.S. Postal Service 625,701 17 17 0 0 0 0 0 0 0 0 0 0
Utah Reclamation Mitigation and Conservation 
Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Valles Caldera Trust NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF

Cabinet Level Subtotal 2,740,130 807 725 146 32 48 39 0 9 5 5 0 0
Midsize Agencies Subtotal 152,013 77 75 2 0 2 2 0 0 0 0 0 0
Small Agencies Subtotal 46,564 65 63 2 2 1 1 0 0 11 11 0 0
Micro Agencies Subtotal 1,286 7 6 1 0 0 0 0 0 0 0 0 0
Government-wide 2,939,993 956 869 151 34 51 42 0 9 16 16 0 0

NRF = No Report Filed
* Total work force numbers do not include employees not reported for national security reasons.
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Total
Work

Agency or Department Force Total 8 Hour 32 Hour None Total 8 Hour 32 Hour None Total 8 Hour 32 Hour None
Advisory Council on Historic Preservation NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
African Development Foundation 73 0 0 0 0 0 0 0 0 0 0 0 0
Agency for International Development 3,983 24 8 0 16 1 1 0 0 0 0 0 0
American Battle Monuments Commission 76 0 0 0 0 0 0 0 0 0 0 0 0
Appalachian Regional Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Architectural and Transportation Barriers 
Compliance Board 28 0 0 0 0 0 0 0 0 0 0 0 0
Arctic Research Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Armed Forces Retirement Home 282 0 0 0 0 0 0 0 0 0 0 0 0
Barry Goldwater Scholarship and Excellence in 
Education Foundation NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Broadcasting Board of Governors 1,675 4 2 2 0 0 0 0 0 4 4 0 0
Central Intelligence Agency * 0 0 0 0 0 1 1 0 0 7 7 0 0
Chemical Safety and Hazard Investigation Board 46 0 0 0 0 0 0 0 0 0 0 0 0
Christopher Columbus Fellowship Foundation NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Commission of Fine Arts NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Commission on Civil Rights 44 1 1 0 0 0 0 0 0 0 0 0 0
Committee for Purchase from People Who Are Blind 
or Severely Disabled 31 0 0 0 0 0 0 0 0 0 0 0 0
Commodity Futures Trading Commission 707 7 5 0 2 0 0 0 0 0 0 0 0
Consumer Financial Protection Bureau 970 0 0 0 0 0 0 0 0 0 0 0 0
Consumer Product Safety Commission 522 2 2 0 0 0 0 0 0 0 0 0 0
Corporation for National and Community Service 615 0 0 0 0 0 0 0 0 0 0 0 0
Court Services and Offender Supervision Agency for 
the District of Columbia 1,242 14 14 0 0 0 0 0 0 2 2 0 0
Defense Army and Air Force Exchange 34,273 185 185 0 0 0 0 0 0 0 0 0 0
Defense Commissary Agency 14,382 1 0 1 0 0 0 0 0 0 0 0 0
Defense Contract Audit Agency 5,181 8 8 0 0 0 0 0 0 0 0 0 0
Defense Contract Management Agency 10,452 2 2 0 0 0 0 0 0 0 0 0 0
Defense Finance and Accounting Service 11,982 10 2 8 0 0 0 0 0 0 0 0 0
Defense Human Resources Activity 1,176 7 7 0 0 0 0 0 0 0 0 0 0
Defense Information Systems Agency 6,304 3 1 2 0 0 0 0 0 0 0 0 0
Defense Intelligence Agency * 0 5 3 2 0 0 0 0 0 0 0 0 0
Defense Joint Task Force National Capital Region 
Medical 4,417 0 0 0 0 0 0 0 0 0 0 0 0
Defense Logistics Agency 25,229 35 35 0 0 0 0 0 0 0 0 0 0
Defense Media Activity 2,000 3 3 0 0 0 0 0 0 0 0 0 0
Defense Missile Defense Agency 2,326 1 1 0 0 0 0 0 0 0 0 0 0
Defense National Geospatial-Intelligence Agency * 0 2 2 0 0 0 0 0 0 0 0 0 0
Defense National Guard Bureau 57,511 348 221 64 67 10 10 0 0 22 20 2 0

Table B-26     FY 2012 Agency Experienced Staff Training
Agency Counselors Agency Investigators Agency Counselors/Investigators

Experienced Staff Training Experienced Staff Training Experienced Staff Training
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Total
Work

Agency or Department Force Total 8 Hour 32 Hour None Total 8 Hour 32 Hour None Total 8 Hour 32 Hour None

Table B-26     FY 2012 Agency Experienced Staff Training
Agency Counselors Agency Investigators Agency Counselors/Investigators

Experienced Staff Training Experienced Staff Training Experienced Staff Training

Defense National Security Agency * 0 1 1 0 0 5 5 2 0 3 3 0 0
Defense Nuclear Facilities Safety Board 116 3 1 0 2 0 0 0 0 0 0 0 0
Defense Office of the Inspector General 1,600 4 4 0 0 1 1 0 0 0 0 0 0
Defense Office of the Secretary - Wash. Hqtrs. 
Services 6,766 4 4 0 0 81 80 0 1 0 0 0 0
Defense Security Service 874 5 5 0 0 0 0 0 0 0 0 0 0
Defense Technical Information Center 204 7 7 0 0 0 0 0 0 0 0 0 0
Defense Threat Reduction Agency 1,299 3 3 0 0 0 0 0 0 0 0 0 0
Defense TRICARE Management Activity 842 1 0 1 0 0 0 0 0 0 0 0 0
Defense Uniformed Services University 794 4 4 0 0 0 0 0 0 0 0 0 0
Department of Agriculture 103,822 35 32 3 0 0 0 0 0 5 5 0 0
Department of Commerce 45,766 41 41 0 0 4 4 0 0 0 0 0 0
Department of Defense Education Activity 16,346 2 2 0 0 7 7 0 0 0 0 0 0
Department of Education 4,373 4 4 0 0 0 0 0 0 0 0 0 0
Department of Energy 15,680 67 62 5 0 0 0 0 0 0 0 0 0
Department of Health and Human Services 83,123 124 116 0 8 0 0 0 0 7 7 0 0
Department of Homeland Security 200,559 178 168 8 2 20 12 8 0 0 0 0 0
Department of Housing and Urban Development 9,061 4 4 0 0 0 0 0 0 0 0 0 0
Department of Justice 116,973 211 107 0 104 44 44 0 0 9 9 0 0
Department of Labor 16,819 14 14 0 0 0 0 0 0 0 0 0 0
Department of State 69,885 282 282 0 0 4 4 0 0 0 0 0 0
Department of the Air Force 173,807 317 196 6 120 131 0 0 131 0 0 0 0
Department of the Army 250,617 708 487 144 79 0 0 0 0 0 0 0 0
Department of the Interior 78,779 150 79 49 22 6 1 5 0 0 0 0 0
Department of the Navy 245,574 120 85 35 0 0 0 0 0 0 0 0 0
Department of the Treasury 115,292 81 79 0 2 15 15 0 0 4 4 0 0
Department of Transportation 57,187 50 35 8 7 4 4 0 0 0 0 0 0
Department of Veterans Affairs 323,154 23 23 0 0 48 48 0 0 0 0 0 0
Election Assistance Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Environmental Protection Agency 17,001 37 36 0 1 0 0 0 0 8 8 0 0
Equal Employment Opportunity Commission 2,291 1 1 0 0 1 1 0 0 1 1 0 0
Export-Import Bank of the US 408 0 0 0 0 0 0 0 0 0 0 0 0
Farm Credit Administration 302 0 0 0 0 0 0 0 0 0 0 0 0
Farm Credit System Insurance Corporation 12 0 0 0 0 0 0 0 0 0 0 0 0
Federal Communications Commission 1,788 6 6 0 0 0 0 0 0 6 6 0 0
Federal Deposit Insurance Corporation 7,846 5 5 0 0 0 0 0 0 0 0 0 0
Federal Election Commission 355 3 3 0 0 0 0 0 0 0 0 0 0
Federal Energy Regulatory Commission 1,483 4 4 0 0 0 0 0 0 0 0 0 0
Federal Financial Institutions Examination Council NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Federal Housing Finance Agency 706 2 2 0 0 0 0 0 0 0 0 0 0
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Total
Work

Agency or Department Force Total 8 Hour 32 Hour None Total 8 Hour 32 Hour None Total 8 Hour 32 Hour None

Table B-26     FY 2012 Agency Experienced Staff Training
Agency Counselors Agency Investigators Agency Counselors/Investigators

Experienced Staff Training Experienced Staff Training Experienced Staff Training

Federal Labor Relations Authority 138 3 3 0 0 0 0 0 0 0 0 0 0
Federal Maritime Commission 124 1 1 0 0 0 0 0 0 0 0 0 0
Federal Mediation and Conciliation Service 243 4 4 0 0 1 1 0 0 0 0 0 0
Federal Mine Safety & Health Review Commission 78 1 1 0 0 0 0 0 0 0 0 0 0
Federal Reserve System--Board of Governors 2,412 3 2 1 0 0 0 0 0 0 0 0 0
Federal Retirement Thrift Investment Board NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Federal Trade Commission 1,178 9 1 0 8 0 0 0 0 0 0 0 0
General Services Administration 12,416 21 21 0 0 0 0 0 0 0 0 0 0
Government Printing Office 1,879 4 1 3 0 0 0 0 0 0 0 0 0
Harry S. Truman Scholarship Foundation 5 0 0 0 0 0 0 0 0 1 0 0 1
Holocaust Memorial Museum U.S. 397 5 5 0 0 0 0 0 0 0 0 0 0
Institute of Museum and Library Services 88 0 0 0 0 0 0 0 0 0 0 0 0
Inter-American Foundation 43 3 3 0 0 0 0 0 0 0 0 0 0
International Boundary and Water Commission 258 4 4 0 0 0 0 0 0 0 0 0 0
International Joint Commission: US and Canada NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
International Trade Commission 397 0 0 0 0 0 0 0 0 0 0 0 0
James Madison Memorial Fellowship Foundation NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Japan-United States Friendship Commission 4 0 0 0 0 0 0 0 0 0 0 0 0
John F. Kennedy Center for the Performing Arts 2,250 0 0 0 0 0 0 0 0 0 0 0 0
Marine Mammal Commission 14 0 0 0 0 0 0 0 0 0 0 0 0
Merit Systems Protection Board 208 3 3 0 0 0 0 0 0 0 0 0 0
Millennium Challenge Corporation 288 1 1 0 0 0 0 0 0 0 0 0 0
Morris K. Udall Scholarship and Excellence in 
National Environmental Policy Foundation NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
National Aeronautics and Space Administration 18,416 27 16 8 3 0 0 0 0 0 0 0 0
National Archives and Records Administration 3,381 1 1 0 0 0 0 0 0 0 0 0 0
National Capital Planning Commission 39 0 0 0 0 0 0 0 0 0 0 0 0
National Council on Disability 26 0 0 0 0 0 0 0 0 0 0 0 0
National Credit Union Administration 1,195 6 6 0 0 0 0 0 0 0 0 0 0
National Endowment for the Arts 174 2 2 0 0 0 0 0 0 0 0 0 0
National Endowment for the Humanities 199 2 2 0 0 0 0 0 0 0 0 0 0
National Foundation on the Arts & the Humanities NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
National Gallery of Art 834 5 5 0 0 0 0 0 0 0 0 0 0
National Indian Gaming Commission 97 1 1 0 0 0 0 0 0 0 0 0 0
National Labor Relations Board 1,702 35 26 0 9 1 1 0 0 4 4 0 0
National Mediation Board 50 0 0 0 0 0 0 0 0 0 0 0 0
National Reconnaissance Office * 0 0 0 0 0 0 0 0 0 3 3 0 0
National Science Foundation 1,663 0 0 0 0 0 0 0 0 0 0 0 0
National Transportation Safety Board 413 0 0 0 0 0 0 0 0 0 0 0 0
Navajo and Hopi Indian Relocation Commission 38 0 0 0 0 0 0 0 0 0 0 0 0
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Agency or Department Force Total 8 Hour 32 Hour None Total 8 Hour 32 Hour None Total 8 Hour 32 Hour None

Table B-26     FY 2012 Agency Experienced Staff Training
Agency Counselors Agency Investigators Agency Counselors/Investigators

Experienced Staff Training Experienced Staff Training Experienced Staff Training

Nuclear Regulatory Commission 3,775 22 22 0 0 0 0 0 0 2 2 0 0
Nuclear Waste Technical Review Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Occupational Safety & Health Review Commission 58 1 1 0 0 0 0 0 0 0 0 0 0
Office of Government Ethics 69 0 0 0 0 0 0 0 0 0 0 0 0
Office of Personnel Management 5,843 2 2 0 0 0 0 0 0 5 5 0 0
Office of Special Counsel 129 4 2 0 2 0 0 0 0 0 0 0 0
Office of the Director of National Intelligence * 0 3 3 0 0 0 0 0 0 2 2 0 0
Overseas Private Investment Corporation 241 2 1 0 1 0 0 0 0 0 0 0 0
Peace Corps 896 6 6 0 0 0 0 0 0 6 6 0 0
Pension Benefit Guaranty Corporation 971 2 2 0 0 0 0 0 0 0 0 0 0
Postal Regulatory Commission 73 0 0 0 0 1 0 1 0 0 0 0 0
Presidio Trust NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Railroad Retirement Board 945 3 2 0 1 0 0 0 0 0 0 0 0
Securities and Exchange Commission 3,826 6 6 0 0 0 0 0 0 0 0 0 0
Selective Service System 121 1 1 0 0 0 0 0 0 0 0 0 0
Small Business Administration 5,228 3 3 0 0 2 2 0 0 0 0 0 0
Smithsonian Institution 6,057 3 3 0 0 0 0 0 0 0 0 0 0
Social Security Administration 65,474 165 119 40 6 0 0 0 0 0 0 0 0
Tennessee Valley Authority 12,762 17 17 0 0 2 2 0 0 0 0 0 0
Trade and Development Agency 46 1 1 0 0 0 0 0 0 0 0 0 0
U.S. Postal Service 625,701 95 92 0 3 0 0 0 0 0 0 0 0
Utah Reclamation Mitigation and Conservation 
Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Valles Caldera Trust NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF

Cabinet Level Subtotal 2,740,130 3,145 2,406 336 414 380 235 15 132 50 48 2 0
Midsize Agencies Subtotal 152,013 280 222 48 10 4 4 0 0 13 13 0 0
Small Agencies Subtotal 46,564 201 158 6 37 5 5 0 0 37 37 0 0
Micro Agencies Subtotal 1,286 14 10 0 4 1 0 1 0 1 0 0 1
Government-wide 2,939,993 3,640 2,796 390 465 390 244 16 132 101 98 2 1

NRF = No Report Filed

* Total work force numbers do not include employees not reported for national security reasons.
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Advisory Council on Historic Preservation NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
African Development Foundation 73 0 0 0 0 0 0 0 0 0 0 0 0
Agency for International Development 3,983 0 0 0 0 0 0 0 0 0 0 0 0
American Battle Monuments Commission 76 0 0 0 0 1 1 0 0 0 0 0 0
Appalachian Regional Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Architectural and Transportation Barriers 
Compliance Board 28 0 0 0 0 0 0 0 0 0 0 0 0
Arctic Research Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Armed Forces Retirement Home 282 0 0 0 0 0 0 0 0 0 0 0 0
Barry Goldwater Scholarship and Excellence in 
Education Foundation NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Broadcasting Board of Governors 1,675 0 0 0 0 0 0 0 0 0 0 0 0
Central Intelligence Agency * 0 0 0 0 0 0 0 0 0 0 0 0 0
Chemical Safety and Hazard Investigation Board 46 1 1 0 0 1 1 0 0 0 0 0 0
Christopher Columbus Fellowship Foundation NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Commission of Fine Arts NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Commission on Civil Rights 44 0 0 0 0 0 0 0 0 0 0 0 0
Committee for Purchase from People Who Are Blind 
or Severely Disabled 31 0 0 0 0 0 0 0 0 0 0 0 0
Commodity Futures Trading Commission 707 0 0 0 0 0 0 0 0 0 0 0 0
Consumer Financial Protection Bureau 970 0 0 0 0 0 0 0 0 0 0 0 0
Consumer Product Safety Commission 522 0 0 0 0 0 0 0 0 0 0 0 0
Corporation for National and Community Service 615 0 0 0 0 0 0 0 0 0 0 0 0
Court Services and Offender Supervision Agency for 
the District of Columbia 1,242 0 0 0 0 0 0 0 0 0 0 0 0
Defense Army and Air Force Exchange 34,273 0 0 0 0 0 0 0 0 0 0 0 0
Defense Commissary Agency 14,382 0 0 0 0 0 0 0 0 0 0 0 0
Defense Contract Audit Agency 5,181 0 0 0 0 0 0 0 0 0 0 0 0
Defense Contract Management Agency 10,452 0 0 0 0 0 0 0 0 0 0 0 0
Defense Finance and Accounting Service 11,982 0 0 0 0 0 0 0 0 0 0 0 0
Defense Human Resources Activity 1,176 0 0 0 0 2 2 0 0 0 0 0 0
Defense Information Systems Agency 6,304 0 0 0 0 0 0 0 0 0 0 0 0
Defense Intelligence Agency * 0 0 0 0 0 1 0 1 0 0 0 0 0
Defense Joint Task Force National Capital Region 
Medical 4,417 0 0 0 0 1 1 0 0 0 0 0 0
Defense Logistics Agency 25,229 0 0 0 0 0 0 0 0 0 0 0 0
Defense Media Activity 2,000 0 0 0 0 0 0 0 0 0 0 0 0
Defense Missile Defense Agency 2,326 0 0 0 0 0 0 0 0 0 0 0 0
Defense National Geospatial-Intelligence Agency * 0 0 0 0 0 0 0 0 0 0 0 0 0
Defense National Guard Bureau 57,511 0 0 0 0 0 0 0 0 0 0 0 0

Table B-27    FY 2012 Contractor New Staff Training
Contract Counselors Contract Investigators Contract Counselors/Investigators
New Staff Training New Staff Training New Staff Training
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Total
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Agency or Department Force Total 32 Hour 8 Hour None Total 32 Hour 8 Hour None Total 32 Hour 8 Hour None

Table B-27    FY 2012 Contractor New Staff Training
Contract Counselors Contract Investigators Contract Counselors/Investigators
New Staff Training New Staff Training New Staff Training

Defense National Security Agency * 0 0 0 0 0 0 0 0 0 0 0 0 0
Defense Nuclear Facilities Safety Board 116 0 0 0 0 0 0 0 0 0 0 0 0
Defense Office of the Inspector General 1,600 0 0 0 0 0 0 0 0 0 0 0 0
Defense Office of the Secretary - Wash. Hqtrs. 
Services 6,766 0 0 0 0 0 0 0 0 0 0 0 0
Defense Security Service 874 0 0 0 0 0 0 0 0 0 0 0 0
Defense Technical Information Center 204 0 0 0 0 0 0 0 0 0 0 0 0
Defense Threat Reduction Agency 1,299 0 0 0 0 0 0 0 0 0 0 0 0
Defense TRICARE Management Activity 842 0 0 0 0 1 1 0 0 0 0 0 0
Defense Uniformed Services University 794 0 0 0 0 0 0 0 0 0 0 0 0
Department of Agriculture 103,822 0 0 0 0 0 0 0 0 0 0 0 0
Department of Commerce 45,766 0 0 0 0 0 0 0 0 0 0 0 0
Department of Defense Education Activity 16,346 0 0 0 0 0 0 0 0 0 0 0 0
Department of Education 4,373 0 0 0 0 0 0 0 0 0 0 0 0
Department of Energy 15,680 0 0 0 0 0 0 0 0 2 2 0 0
Department of Health and Human Services 83,123 15 9 9 0 75 51 41 0 35 15 25 0
Department of Homeland Security 200,559 0 0 0 0 2 2 0 0 0 0 0 0
Department of Housing and Urban Development 9,061 0 0 0 0 0 0 0 0 0 0 0 0
Department of Justice 116,973 0 0 0 0 1 1 0 0 0 0 0 0
Department of Labor 16,819 0 0 0 0 0 0 0 0 0 0 0 0
Department of State 69,885 0 0 0 0 0 0 0 0 0 0 0 0
Department of the Air Force 173,807 0 0 0 0 0 0 0 0 0 0 0 0
Department of the Army 250,617 0 0 0 0 0 0 0 0 0 0 0 0
Department of the Interior 78,779 0 0 0 0 5 0 5 0 0 0 0 0
Department of the Navy 245,574 0 0 0 0 0 0 0 0 0 0 0 0
Department of the Treasury 115,292 0 0 0 0 0 0 0 0 0 0 0 0
Department of Transportation 57,187 0 0 0 0 0 0 0 0 0 0 0 0
Department of Veterans Affairs 323,154 4 4 0 0 6 5 1 0 4 4 0 0
Election Assistance Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Environmental Protection Agency 17,001 0 0 0 0 0 0 0 0 0 0 0 0
Equal Employment Opportunity Commission 2,291 0 0 0 0 0 0 0 0 0 0 0 0
Export-Import Bank of the US 408 0 0 0 0 0 0 0 0 0 0 0 0
Farm Credit Administration 302 0 0 0 0 0 0 0 0 0 0 0 0
Farm Credit System Insurance Corporation 12 0 0 0 0 0 0 0 0 0 0 0 0
Federal Communications Commission 1,788 0 0 0 0 0 0 0 0 0 0 0 0
Federal Deposit Insurance Corporation 7,846 0 0 0 0 0 0 0 0 0 0 0 0
Federal Election Commission 355 0 0 0 0 0 0 0 0 0 0 0 0
Federal Energy Regulatory Commission 1,483 0 0 0 0 0 0 0 0 0 0 0 0
Federal Financial Institutions Examination Council NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Federal Housing Finance Agency 706 0 0 0 0 0 0 0 0 0 0 0 0
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Table B-27    FY 2012 Contractor New Staff Training
Contract Counselors Contract Investigators Contract Counselors/Investigators
New Staff Training New Staff Training New Staff Training

Federal Labor Relations Authority 138 0 0 0 0 0 0 0 0 0 0 0 0
Federal Maritime Commission 124 0 0 0 0 0 0 0 0 0 0 0 0
Federal Mediation and Conciliation Service 243 0 0 0 0 0 0 0 0 0 0 0 0
Federal Mine Safety & Health Review Commission 78 0 0 0 0 0 0 0 0 0 0 0 0
Federal Reserve System--Board of Governors 2,412 0 0 0 0 0 0 0 0 0 0 0 0
Federal Retirement Thrift Investment Board NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Federal Trade Commission 1,178 0 0 0 0 0 0 0 0 0 0 0 0
General Services Administration 12,416 0 0 0 0 0 0 0 0 0 0 0 0
Government Printing Office 1,879 0 0 0 0 0 0 0 0 0 0 0 0
Harry S. Truman Scholarship Foundation 5 0 0 0 0 0 0 0 0 0 0 0 0
Holocaust Memorial Museum U.S. 397 0 0 0 0 0 0 0 0 0 0 0 0
Institute of Museum and Library Services 88 0 0 0 0 0 0 0 0 0 0 0 0
Inter-American Foundation 43 0 0 0 0 0 0 0 0 0 0 0 0
International Boundary and Water Commission 258 0 0 0 0 0 0 0 0 0 0 0 0
International Joint Commission: US and Canada NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
International Trade Commission 397 0 0 0 0 0 0 0 0 0 0 0 0
James Madison Memorial Fellowship Foundation NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Japan-United States Friendship Commission 4 0 0 0 0 0 0 0 0 0 0 0 0
John F. Kennedy Center for the Performing Arts 2,250 0 0 0 0 0 0 0 0 0 0 0 0
Marine Mammal Commission 14 0 0 0 0 0 0 0 0 0 0 0 0
Merit Systems Protection Board 208 0 0 0 0 0 0 0 0 0 0 0 0
Millennium Challenge Corporation 288 0 0 0 0 0 0 0 0 0 0 0 0
Morris K. Udall Scholarship and Excellence in 
National Environmental Policy Foundation NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
National Aeronautics and Space Administration 18,416 0 0 0 0 1 1 0 0 0 0 0 0
National Archives and Records Administration 3,381 0 0 0 0 0 0 0 0 0 0 0 0
National Capital Planning Commission 39 0 0 0 0 0 0 0 0 0 0 0 0
National Council on Disability 26 0 0 0 0 0 0 0 0 0 0 0 0
National Credit Union Administration 1,195 0 0 0 0 0 0 0 0 0 0 0 0
National Endowment for the Arts 174 0 0 0 0 0 0 0 0 0 0 0 0
National Endowment for the Humanities 199 0 0 0 0 0 0 0 0 0 0 0 0
National Foundation on the Arts &the Humanities NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
National Gallery of Art 834 0 0 0 0 0 0 0 0 0 0 0 0
National Indian Gaming Commission 97 0 0 0 0 0 0 0 0 0 0 0 0
National Labor Relations Board 1,702 0 0 0 0 0 0 0 0 0 0 0 0
National Mediation Board 50 0 0 0 0 0 0 0 0 0 0 0 0
National Reconnaissance Office * 0 0 0 0 0 0 0 0 0 0 0 0 0
National Science Foundation 1,663 0 0 0 0 0 0 0 0 0 0 0 0
National Transportation Safety Board 413 0 0 0 0 0 0 0 0 0 0 0 0
Navajo and Hopi Indian Relocation Commission 38 0 0 0 0 0 0 0 0 0 0 0 0
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Table B-27    FY 2012 Contractor New Staff Training
Contract Counselors Contract Investigators Contract Counselors/Investigators
New Staff Training New Staff Training New Staff Training

Nuclear Regulatory Commission 3,775 0 0 0 0 0 0 0 0 0 0 0 0
Nuclear Waste Technical Review Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Occupational Safety & Health Review Commission 58 0 0 0 0 0 0 0 0 0 0 0 0
Office of Government Ethics 69 0 0 0 0 0 0 0 0 0 0 0 0
Office of Personnel Management 5,843 0 0 0 0 0 0 0 0 0 0 0 0
Office of Special Counsel 129 0 0 0 0 0 0 0 0 0 0 0 0
Office of the Director of National Intelligence * 0 0 0 0 0 0 0 0 0 0 0 0 0
Overseas Private Investment Corporation 241 0 0 0 0 0 0 0 0 0 0 0 0
Peace Corps 896 0 0 0 0 0 0 0 0 0 0 0 0
Pension Benefit Guaranty Corporation 971 0 0 0 0 0 0 0 0 0 0 0 0
Postal Regulatory Commission 73 0 0 0 0 0 0 0 0 0 0 0 0
Presidio Trust NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Railroad Retirement Board 945 0 0 0 0 0 0 0 0 0 0 0 0
Securities and Exchange Commission 3,826 0 0 0 0 0 0 0 0 0 0 0 0
Selective Service System 121 0 0 0 0 0 0 0 0 0 0 0 0
Small Business Administration 5,228 0 0 0 0 0 0 0 0 0 0 0 0
Smithsonian Institution 6,057 0 0 0 0 0 0 0 0 0 0 0 0
Social Security Administration 65,474 0 0 0 0 0 0 0 0 0 0 0 0
Tennessee Valley Authority 12,762 0 0 0 0 0 0 0 0 0 0 0 0
Trade and Development Agency 46 0 0 0 0 0 0 0 0 0 0 0 0
U.S. Postal Service 625,701 0 0 0 0 56 56 0 0 0 0 0 0
Utah Reclamation Mitigation and Conservation 
Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Valles Caldera Trust NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF

Cabinet Level Subtotal 2,740,130 19 13 9 0 150 119 48 0 41 21 25 0
Midsize Agencies Subtotal 152,013 0 0 0 0 1 1 0 0 0 0 0 0
Small Agencies Subtotal 46,564 0 0 0 0 0 0 0 0 0 0 0 0
Micro Agencies Subtotal 1,286 1 1 0 0 2 2 0 0 0 0 0 0
Government-wide 2,939,993 20 14 9 0 153 122 48 0 41 21 25 0

NRF = No Report Filed

* Total work force numbers do not include employees not reported for national security reasons.
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Advisory Council on Historic Preservation NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
African Development Foundation 73 1 1 0 0 1 1 0 0 0 0 0 0
Agency for International Development 3,983 0 0 0 0 9 9 0 0 0 0 0 0
American Battle Monuments Commission 76 0 0 0 0 14 14 0 0 3 2 0 1
Appalachian Regional Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Architectural and Transportation Barriers 
Compliance Board 28 0 0 0 0 0 0 0 0 0 0 0 0
Arctic Research Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Armed Forces Retirement Home 282 0 0 0 0 0 0 0 0 0 0 0 0
Barry Goldwater Scholarship and Excellence in 
Education Foundation NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Broadcasting Board of Governors 1,675 4 4 0 0 5 5 0 0 9 9 0 0
Central Intelligence Agency * 0 0 0 0 0 1 1 0 0 0 0 0 0
Chemical Safety and Hazard Investigation Board 46 0 0 0 0 0 0 0 0 0 0 0 0
Christopher Columbus Fellowship Foundation NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Commission of Fine Arts NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Commission on Civil Rights 44 0 0 0 0 0 0 0 0 0 0 0 0
Committee for Purchase from People Who Are Blind 
or Severely Disabled 31 0 0 0 0 0 0 0 0 1 1 0 0
Commodity Futures Trading Commission 707 0 0 0 0 1 1 0 0 0 0 0 0
Consumer Financial Protection Bureau 970 0 0 0 0 0 0 0 0 0 0 0 0
Consumer Product Safety Commission 522 0 0 0 0 4 4 0 0 0 0 0 0
Corporation for National and Community Service 615 10 0 10 0 10 0 10 0 0 0 0 0
Court Services and Offender Supervision Agency for 
the District of Columbia 1,242 0 0 0 0 0 0 0 0 1 1 0 0
Defense Army and Air Force Exchange 34,273 0 0 0 0 0 0 0 0 0 0 0 0
Defense Commissary Agency 14,382 0 0 0 0 0 0 0 0 0 0 0 0
Defense Contract Audit Agency 5,181 6 6 0 0 6 6 0 0 0 0 0 0
Defense Contract Management Agency 10,452 0 0 0 0 0 0 0 0 0 0 0 0
Defense Finance and Accounting Service 11,982 0 0 0 0 0 0 0 0 0 0 0 0
Defense Human Resources Activity 1,176 0 0 0 0 0 0 0 0 0 0 0 0
Defense Information Systems Agency 6,304 2 2 0 0 0 0 0 0 0 0 0 0
Defense Intelligence Agency * 0 0 0 0 0 0 0 0 0 0 0 0 0
Defense Joint Task Force National Capital Region 
Medical 4,417 0 0 0 0 0 0 0 0 0 0 0 0
Defense Logistics Agency 25,229 3 3 0 0 0 0 0 0 0 0 0 0
Defense Media Activity 2,000 0 0 0 0 0 0 0 0 0 0 0 0
Defense Missile Defense Agency 2,326 0 0 0 0 0 0 0 0 0 0 0 0
Defense National Geospatial-Intelligence Agency * 0 0 0 0 0 0 0 0 0 0 0 0 0
Defense National Guard Bureau 57,511 2 2 0 0 0 0 0 0 0 0 0 0
Defense National Security Agency * 0 0 0 0 0 0 0 0 0 0 0 0 0
Defense Nuclear Facilities Safety Board 116 0 0 0 0 0 0 0 0 0 0 0 0
Defense Office of the Inspector General 1,600 0 0 0 0 0 0 0 0 0 0 0 0

Table B-28     FY 2012 Contractor Experienced Staff Training
Contract Counselors Contract Investigators Contract Counselors/Investigators

Experienced Staff Training Experienced Staff Training Experienced Staff Training
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Table B-28     FY 2012 Contractor Experienced Staff Training
Contract Counselors Contract Investigators Contract Counselors/Investigators

Experienced Staff Training Experienced Staff Training Experienced Staff Training

Defense Office of the Secretary - Wash. Hqtrs. 
Services 6,766 2 2 0 0 0 0 0 0 0 0 0 0
Defense Security Service 874 0 0 0 0 5 5 0 0 0 0 0 0
Defense Technical Information Center 204 0 0 0 0 0 0 0 0 0 0 0 0
Defense Threat Reduction Agency 1,299 1 1 0 0 0 0 0 0 0 0 0 0
Defense TRICARE Management Activity 842 0 0 0 0 0 0 0 0 0 0 0 0
Defense Uniformed Services University 794 0 0 0 0 0 0 0 0 0 0 0 0
Department of Agriculture 103,822 12 10 2 0 149 130 19 0 51 51 0 0
Department of Commerce 45,766 0 0 0 0 34 34 0 0 0 0 0 0
Department of Defense Education Activity 16,346 2 2 0 0 14 14 0 0 2 2 0 0
Department of Education 4,373 0 0 0 0 8 8 0 0 0 0 0 0
Department of Energy 15,680 0 0 0 0 25 25 0 0 8 8 0 0
Department of Health and Human Services 83,123 88 51 37 0 348 153 195 0 102 54 48 0
Department of Homeland Security 200,559 44 44 0 0 214 214 0 0 8 8 0 0
Department of Housing and Urban Development 9,061 0 0 0 0 42 42 0 0 0 0 0 0
Department of Justice 116,973 0 0 0 0 108 108 0 0 0 0 0 0
Department of Labor 16,819 0 0 0 0 38 38 0 0 15 15 0 0
Department of State 69,885 0 0 0 0 25 25 0 0 0 0 0 0
Department of the Air Force 173,807 4 0 0 4 0 0 0 0 0 0 0 0
Department of the Army 250,617 2 0 2 0 0 0 0 0 0 0 0 0
Department of the Interior 78,779 0 0 0 0 50 21 20 9 4 4 0 0
Department of the Navy 245,574 0 0 0 0 0 0 0 0 0 0 0 0
Department of the Treasury 115,292 5 5 0 0 0 0 0 0 0 0 0 0
Department of Transportation 57,187 3 3 0 0 39 36 3 0 0 0 0 0
Department of Veterans Affairs 323,154 33 33 0 0 113 113 0 0 36 36 0 0
Election Assistance Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Environmental Protection Agency 17,001 0 0 0 0 12 12 0 0 0 0 0 0
Equal Employment Opportunity Commission 2,291 0 0 0 0 0 0 0 0 0 0 0 0
Export-Import Bank of the US 408 1 1 0 0 1 1 0 0 1 1 0 0
Farm Credit Administration 302 3 3 0 0 10 10 0 0 0 0 0 0
Farm Credit System Insurance Corporation 12 3 3 0 0 10 10 0 0 0 0 0 0
Federal Communications Commission 1,788 0 0 0 0 2 2 0 0 0 0 0 0
Federal Deposit Insurance Corporation 7,846 2 2 0 0 15 15 0 0 0 0 0 0
Federal Election Commission 355 0 0 0 0 0 0 0 0 0 0 0 0
Federal Energy Regulatory Commission 1,483 1 1 0 0 4 4 0 0 1 1 0 0
Federal Financial Institutions Examination Council NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Federal Housing Finance Agency 706 1 1 0 0 1 1 0 0 5 5 0 0
Federal Labor Relations Authority 138 0 0 0 0 1 1 0 0 0 0 0 0
Federal Maritime Commission 124 0 0 0 0 0 0 0 0 0 0 0 0
Federal Mediation and Conciliation Service 243 0 0 0 0 0 0 0 0 0 0 0 0
Federal Mine Safety & Health Review Commission 78 0 0 0 0 0 0 0 0 0 0 0 0
Federal Reserve System--Board of Governors 2,412 0 0 0 0 7 7 0 0 0 0 0 0
Federal Retirement Thrift Investment Board NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
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Table B-28     FY 2012 Contractor Experienced Staff Training
Contract Counselors Contract Investigators Contract Counselors/Investigators

Experienced Staff Training Experienced Staff Training Experienced Staff Training

Federal Trade Commission 1,178 0 0 0 0 0 0 0 0 0 0 0 0
General Services Administration 12,416 12 12 0 0 69 63 6 0 0 0 0 0
Government Printing Office 1,879 0 0 0 0 5 5 0 0 0 0 0 0
Harry S. Truman Scholarship Foundation 5 0 0 0 0 0 0 0 0 0 0 0 0
Holocaust Memorial Museum U.S. 397 0 0 0 0 0 0 0 0 0 0 0 0
Institute of Museum and Library Services 88 0 0 0 0 0 0 0 0 0 0 0 0
Inter-American Foundation 43 0 0 0 0 0 0 0 0 0 0 0 0
International Boundary and Water Commission 258 0 0 0 0 0 0 0 0 0 0 0 0
International Joint Commission: US and Canada NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
International Trade Commission 397 2 2 0 0 2 2 0 0 0 0 0 0
James Madison Memorial Fellowship Foundation NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Japan-United States Friendship Commission 4 0 0 0 0 0 0 0 0 0 0 0 0
John F. Kennedy Center for the Performing Arts 2,250 2 2 0 0 1 1 0 0 0 0 0 0
Marine Mammal Commission 14 0 0 0 0 0 0 0 0 0 0 0 0
Merit Systems Protection Board 208 0 0 0 0 1 1 0 0 0 0 0 0
Millennium Challenge Corporation 288 0 0 0 0 0 0 0 0 0 0 0 0
Morris K. Udall Scholarship and Excellence in 
National Environmental Policy Foundation NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
National Aeronautics and Space Administration 18,416 6 6 0 0 17 17 0 0 1 0 1 0
National Archives and Records Administration 3,381 0 0 0 0 8 8 0 0 0 0 0 0
National Capital Planning Commission 39 1 1 0 0 0 0 0 0 0 0 0 0
National Council on Disability 26 0 0 0 0 0 0 0 0 0 0 0 0
National Credit Union Administration 1,195 1 1 0 0 4 4 0 0 1 1 0 0
National Endowment for the Arts 174 0 0 0 0 0 0 0 0 0 0 0 0
National Endowment for the Humanities 199 0 0 0 0 0 0 0 0 0 0 0 0
National Foundation on the Arts & the Humanities NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
National Gallery of Art 834 0 0 0 0 1 1 0 0 0 0 0 0
National Indian Gaming Commission 97 1 1 0 0 2 2 0 0 0 0 0 0
National Labor Relations Board 1,702 0 0 0 0 0 0 0 0 0 0 0 0
National Mediation Board 50 0 0 0 0 0 0 0 0 0 0 0 0
National Reconnaissance Office * 0 0 0 0 0 0 0 0 0 0 0 0 0
National Science Foundation 1,663 3 3 0 0 4 4 0 0 0 0 0 0
National Transportation Safety Board 413 3 3 0 0 7 7 0 0 0 0 0 0
Navajo and Hopi Indian Relocation Commission 38 1 1 0 0 0 0 0 0 0 0 0 0
Nuclear Regulatory Commission 3,775 0 0 0 0 6 6 0 0 0 0 0 0
Nuclear Waste Technical Review Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Occupational Safety & Health Review Commission 58 0 0 0 0 0 0 0 0 0 0 0 0
Office of Government Ethics 69 0 0 0 0 0 0 0 0 0 0 0 0
Office of Personnel Management 5,843 0 0 0 0 2 2 0 0 0 0 0 0
Office of Special Counsel 129 0 0 0 0 0 0 0 0 0 0 0 0
Office of the Director of National Intelligence * 0 0 0 0 0 1 1 0 0 0 0 0 0
Overseas Private Investment Corporation 241 0 0 0 0 0 0 0 0 0 0 0 0
Peace Corps 896 1 1 0 0 4 4 0 0 5 5 0 0
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Table B-28     FY 2012 Contractor Experienced Staff Training
Contract Counselors Contract Investigators Contract Counselors/Investigators

Experienced Staff Training Experienced Staff Training Experienced Staff Training

Pension Benefit Guaranty Corporation 971 0 0 0 0 6 6 0 0 0 0 0 0
Postal Regulatory Commission 73 0 0 0 0 0 0 0 0 0 0 0 0
Presidio Trust NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Railroad Retirement Board 945 0 0 0 0 4 4 0 0 0 0 0 0
Securities and Exchange Commission 3,826 2 2 0 0 10 10 0 0 0 0 0 0
Selective Service System 121 1 1 0 0 1 1 0 0 0 0 0 0
Small Business Administration 5,228 0 0 0 0 25 25 0 0 0 0 0 0
Smithsonian Institution 6,057 0 0 0 0 4 4 0 0 0 0 0 0
Social Security Administration 65,474 13 13 0 0 79 79 0 0 0 0 0 0
Tennessee Valley Authority 12,762 0 0 0 0 2 2 0 0 0 0 0 0
Trade and Development Agency 46 0 0 0 0 0 0 0 0 0 0 0 0
U.S. Postal Service 625,701 0 0 0 0 111 111 0 0 0 0 0 0
Utah Reclamation Mitigation and Conservation 
Commission NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF
Valles Caldera Trust NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF NRF

Cabinet Level Subtotal 2,740,130 209 164 41 4 1,329 1,083 237 9 226 178 48 0
Midsize Agencies Subtotal 152,013 33 33 0 0 225 219 6 0 1 0 1 0
Small Agencies Subtotal 46,564 36 26 10 0 123 113 10 0 23 23 0 0
Micro Agencies Subtotal 1,286 6 6 0 0 25 25 0 0 4 3 0 1
Government-wide 2,939,993 284 229 51 4 1,702 1,440 253 9 254 204 49 1

NRF = No Report Filed

* Total work force numbers do not include employees not reported for national security reasons.
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Agency for International Development 3,983 9 2 22.22% 5 55.56% 0.13% 2 0 0.00% 3 0 0.00%
American Battle Monuments Commission 76 0 0 0.00% 0 0.00% 0.00% 0 0 0.00% 0 0 0.00%
Armed Forces Retirement Home 282 4 0 0.00% 0 0.00% 0.00% 0 0 0.00% 0 0 0.00%
Central Intelligence Agency * 0 27 13 48.15% 7 25.93% 0.00% 1 0 0.00% 4 2 50.00%
Commodity Futures Trading Commission 707 2 1 50.00% 0 0.00% 0.00% 0 0 0.00% 0 0 0.00%
Commission on Civil Rights 44 0 0 0.00% 1 0.00% 2.27% 1 0 0.00% 0 0 0.00%
Consumer Product Safety Commission 522 1 0 0.00% 3 300.00% 0.57% 2 0 0.00% 1 1 100.00%
Corporation for National and Community Service 615 3 2 66.67% 2 66.67% 0.33% 0 0 0.00% 2 0 0.00%
Court Services & Offender Supervision Agency for DC 1,242 9 7 77.78% 5 55.56% 0.40% 0 0 0.00% 4 0 0.00%
Defense Army and Air Force Exchange 34,273 47 12 25.53% 10 21.28% 0.03% 5 1 20.00% 5 3 60.00%
Defense Commissary Agency 14,382 67 24 35.82% 28 41.79% 0.19% 10 0 0.00% 15 5 33.33%
Defense Contract Audit Agency 5,181 14 6 42.86% 5 35.71% 0.10% 1 0 0.00% 3 0 0.00%
Defense Contract Management Agency 10,452 24 12 50.00% 6 25.00% 0.06% 1 0 0.00% 3 1 33.33%
Defense Finance and Accounting Service 11,982 23 12 52.17% 18 78.26% 0.15% 7 0 0.00% 9 3 33.33%
Defense Human Resource Activity 1,176 1 0 0.00% 0 0.00% 0.00% 0 0 0.00% 0 0 0.00%
Defense Information Systems Agency 6,304 5 0 0.00% 0 0.00% 0.00% 0 0 0.00% 0 0 0.00%
Defense Intelligence Agency * 0 25 6 24.00% 6 24.00% N/A 2 0 0.00% 3 2 66.67%
Defense Logistics Agency 25,229 75 25 33.33% 18 24.00% 0.07% 12 0 0.00% 5 1 20.00%
Defense Media Activity 2,000 0 0 0.00% 0 0.00% 0.00% 0 0 0.00% 0 0 0.00%
Defense Missile Defense Agency 2,326 0 1 0.00% 0 0.00% 0.00% 0 0 0.00% 0 0 0.00%
Defense National Geospatial-Intelligence * 0 12 9 75.00% 8 66.67% N/A 3 0 0.00% 4 0 0.00%
Defense National Guard Bureau 57,511 26 14 53.85% 6 23.08% 0.01% 2 1 50.00% 3 0 0.00%
Defense National Security Agency * 0 13 5 38.46% 10 76.92% N/A 2 0 0.00% 5 3 60.00%
Defense Nuclear Facilities Safety Board 116 0 0 0.00% 0 0.00% 0.00% 0 0 0.00% 0 0 0.00%
Defense Office of the Inspector General 1,600 1 0 0.00% 0 0.00% 0.00% 0 0 0.00% 0 0 0.00%
Defense Office of the Secretary/Wash Hqtrs Service 6,766 26 11 42.31% 6 23.08% 0.09% 3 0 0.00% 2 2 100.00%
Defense Security Service 874 5 0 0.00% 0 0.00% 0.00% 0 0 0.00% 0 0 0.00%
Defense Threat Reduction Agency 1,299 4 3 75.00% 4 100.00% 0.31% 2 0 0.00% 0 0 0.00%
Defense Uniformed Services University 794 0 0 0.00% 0 0.00% 0.00% 0 0 0.00% 0 0 0.00%
Department of Agriculture 103,822 254 126 49.61% 136 53.54% 0.13% 71 14 19.72% 53 12 22.64%
Department of Commerce 45,766 346 104 30.06% 82 23.70% 0.18% 38 0 0.00% 39 6 15.38%
Defense Department of Education Activity 16,346 28 6 21.43% 8 28.57% 0.05% 5 0 0.00% 3 1 33.33%
Department of Education 4,373 31 14 45.16% 15 48.39% 0.34% 11 0 0.00% 2 0 0.00%
Department of Energy 15,680 27 22 81.48% 19 70.37% 0.12% 9 0 0.00% 8 0 0.00%
Department of Health and Human Services 83,123 225 87 38.67% 72 32.00% 0.09% 38 1 2.63% 29 13 44.83%
Department of Homeland Security 200,559 735 286 38.91% 269 36.60% 0.13% 116 5 4.31% 129 28 21.71%
Department of Housing and Urban Development 9,061 43 20 46.51% 20 46.51% 0.22% 12 1 8.33% 3 0 0.00%
Department of Justice 116,973 616 184 29.87% 127 20.62% 0.11% 63 11 17.46% 51 17 33.33%
Department of Labor 16,819 75 38 50.67% 36 48.00% 0.21% 21 2 9.52% 10 1 10.00%
Department of State 69,885 70 30 42.86% 27 38.57% 0.04% 16 2 12.50% 10 1 10.00%
Department of the Air Force 173,807 269 104 38.66% 95 35.32% 0.05% 38 5 13.16% 39 11 28.21%
Department of the Army 250,617 540 272 50.37% 257 47.59% 0.10% 92 4 4.35% 146 48 32.88%
Department of the Interior 78,779 177 70 39.55% 70 39.55% 0.09% 47 3 6.38% 20 3 15.00%
Department of the Navy 245,574 340 191 56.18% 204 60.00% 0.08% 68 3 4.41% 118 34 28.81%
Department of the Treasury 115,292 277 98 35.38% 107 38.63% 0.09% 62 4 6.45% 32 1 3.13%
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Department of Transportation 57,187 229 124 54.15% 135 58.95% 0.24% 46 3 6.52% 82 25 30.49%
Department of Veterans Affairs 323,154 1,379 488 35.39% 453 32.85% 0.14% 201 8 3.98% 225 75 33.33%
Environmental Protection Agency 17,001 26 17 65.38% 23 88.46% 0.14% 15 1 6.67% 5 1 20.00%
Equal Employment Opportunity Commission 2,291 13 10 76.92% 7 53.85% 0.31% 4 0 0.00% 1 0 0.00%
Export-Import Bank of the US 408 1 0 0.00% 0 0.00% 0.00% 0 0 0.00% 0 0 0.00%
Farm Credit Administration 302 0 0 0.00% 0 0.00% 0.00% 0 0 0.00% 0 0 0.00%
Federal Communications Commission 1,788 2 1 50.00% 1 50.00% 0.06% 0 0 0.00% 1 1 100.00%
Federal Deposit Insurance Corporation 7,846 26 18 69.23% 14 53.85% 0.18% 1 1 100.00% 13 1 7.69%
Federal Election Commission 355 0 0 0.00% 0 0.00% 0.00% 0 0 0.00% 0 0 0.00%
Federal Energy Regulatory Commission 1,483 8 4 50.00% 8 100.00% 0.54% 0 0 0.00% 8 4 50.00%
Federal Housing Finance Board 706 1 1 100.00% 1 100.00% 0.14% 0 0 0.00% 1 1 100.00%
Federal Labor Relations Authority 138 0 0 0.00% 1 N/A 0.72% 0 0 0.00% 1 0 0.00%
Federal Maritime Commission 124 0 0 0.00% 0 0.00% 0.00% 0 0 0.00% 0 0 0.00%
Federal Mediation and Conciliation Service 243 0 0 0.00% 0 0.00% 0.00% 0 0 0.00% 0 0 0.00%
Federal Reserve System- Board of Governors 2,412 1 1 100.00% 1 100.00% 0.04% 0 0 0.00% 0 0 0.00%
Federal Trade Commission 1,178 1 0 0.00% 1 100.00% 0.08% 1 0 0.00% 0 0 0.00%
General Services Administration 12,416 55 25 45.45% 25 45.45% 0.20% 10 0 0.00% 12 3 25.00%
Government Printing Office 1,879 18 4 22.22% 11 61.11% 0.59% 2 0 0.00% 9 7 77.78%
Holocaust Memorial Museum U.S. 397 0 0 0.00% 0 0.00% 0.00% 0 0 0.00% 0 0 0.00%
International Boundary and Water Commission 258 0 0 0.00% 0 0.00% 0.00% 0 0 0.00% 0 0 0.00%
International Broadcasting Bureau 1,675 8 3 37.50% 3 37.50% 0.18% 3 0 0.00% 0 0 0.00%
International Trade Commission 397 0 0 0.00% 0 0.00% 0.00% 0 0 0.00% 0 0 0.00%
John F. Kennedy Center for the Performing Arts 2,250 0 0 0.00% 0 0.00% 0.00% 0 0 0.00% 0 0 0.00%
Merit Systems Protection Board 208 0 0 0.00% 0 0.00% 0.00% 0 0 0.00% 0 0 0.00%
Millennium Challenge Corporation 288 0 0 0.00% 0 0.00% 0.00% 0 0 0.00% 0 0 0.00%
National Aeronautics and Space Administration 18,416 30 12 40.00% 5 16.67% 0.03% 3 0 0.00% 2 0 0.00%
National Archives and Records Administration 3,381 8 4 50.00% 2 25.00% 0.06% 0 0 0.00% 2 0 0.00%
National Credit Union Administration 1,195 1 1 100.00% 0 0.00% 0.00% 0 0 0.00% 0 0 0.00%
National Endowment for the Arts 174 1 0 0.00% 0 0.00% 0.00% 0 0 0.00% 0 0 0.00%
National Endowment for the Humanities 199 0 0 0.00% 0 0.00% 0.00% 0 0 0.00% 0 0 0.00%
National Gallery of Art 834 4 0 0.00% 0 0.00% 0.00% 0 0 0.00% 0 0 0.00%
National Indian Gaming Commission 97 0 0 0.00% 0 0.00% 0.00% 0 0 0.00% 0 0 0.00%
National Labor Relations Board 1,702 4 1 25.00% 0 0.00% 0.00% 0 0 0.00% 0 0 0.00%
National Mediation Board 50 0 0 0.00% 0 0.00% 0.00% 0 0 0.00% 0 0 0.00%
National Reconnaissance Office * 0 6 0 0.00% 0 0.00% 0.00% 0 0 0.00% 0 0 0.00%
National Science Foundation 1,663 0 3 0.00% 0 0.00% 0.00% 0 0 0.00% 0 0 0.00%
National Transportation Safety Board 413 1 0 0.00% 0 0.00% 0.00% 0 0 0.00% 0 0 0.00%
Nuclear Regulatory Commission 3,775 1 4 400.00% 4 400.00% 0.11% 2 0 0.00% 2 1 50.00%
Office of Personnel Management 5,843 19 12 63.16% 9 47.37% 0.15% 3 0 0.00% 6 2 33.33%
Office of Special Counsel 129 0 0 0.00% 0 0.00% 0.00% 0 0 0.00% 0 0 0.00%
Office of the Director of National Intelligence * 0 2 0 0.00% 0 0.00% 0.00% 0 0 0.00% 0 0 0.00%
Overseas Private Investment Corporation 241 0 0 0.00% 0 0.00% 0.00% 0 0 0.00% 0 0 0.00%
Peace Corps 896 4 0 0.00% 1 25.00% 0.11% 1 0 0.00% 0 0 0.00%
Pension Benefit Guaranty Corporation 971 17 6 35.29% 3 17.65% 0.31% 0 0 0.00% 2 0 0.00%
Presidio Trust NRF NRF 0 N/A 1 N/A N/A 0 0 0.00% 1 0 0.00%
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Railroad Retirement Board 945 0 1 N/A 2 N/A 0.21% 0 0 0.00% 0 0 0.00%
Securities and Exchange Commission 3,826 4 4 100.00% 7 175.00% 0.18% 1 0 0.00% 6 0 0.00%
Selective Service System 121 0 0 0.00% 0 0.00% 0.00% 0 0 0.00% 0 0 0.00%
Small Business Administration 5,228 26 12 46.15% 10 38.46% 0.19% 3 0 0.00% 7 4 57.14%
Smithsonian Institution 6,057 12 1 8.33% 1 8.33% 0.02% 0 0 0.00% 1 1 100.00%
Social Security Administration 65,474 310 149 48.06% 145 46.77% 0.22% 89 5 5.62% 48 10 20.83%
Tennessee Valley Authority 12,762 39 22 56.41% 20 51.28% 0.16% 7 2 28.57% 12 3 25.00%
U.S. Postal Service 625,701 3,524 1,602 45.46% 1,678 47.62% 0.27% 572 32 5.59% 998 357 35.77%
Other Agencies* 6,195 11 0 0.00% 1 9.09% 0.02% 0 0 0.00% 1 0 0.00%
 
Government-Wide 2,939,893 10,273 4,350 42.34% 4,265 41.52% 0.15% 1,727 109 6.31% 2,209 695 31.46%

* Total work force numbers do not include employees not reported for national security reasons.

* Other agencies include Office of Trade Representative which do not file Form 462.



The U.S. Equal Employment Opportunity Commission

Instructions to Federal Agencies for EEO MD-715

Guidance for Completing the EEOC FORM 715-01 Workforce Data Tables

Introduction

The purpose of the MD 715 Workforce Data Tables is to assist agencies in identifying triggers to be explored.
Agency attention should be devoted to what the compiled data reveals about the agency and its workforce.
The process of barrier identification and elimination is more important than the mere completion of the
workforce data tables.

The agency workforce is reviewed and generally compared to appropriate comparators to seek indications of
possible triggers, which must then be investigated by the agency. All agencies are expected to investigate
triggers indicating barriers for any group and report them in Form 715-01, PART I. Agencies with 1,000 or
more employees are also required to describe in PART J their Special Program Plan for the Recruitment,
Hiring, and Advancement of Individuals with Targeted Disabilities.

Permanent/Temporary

Tables A1, B1, A8 and B8 have separate sections for permanent and for temporary employees. Those
agencies with temporary employees must file two sets of Tables A4, A5, A6, A7, B4, B5, B6, and B7, one for
permanent employees, and one for temporary employees. Complete Tables A2, A3-1, A3-2, A9, A10, A11,
A12, A13, A14, B2, B3-1, B3-2, B9, B10, B11, B12, B13, and B14 for permanent employees only.

Tenure codes 1 and 2 are considered permanent employee status. Any part time, intermittent, or seasonal
employee with tenure code 1 or 2 is reported as permanent.

Calculating Ratios

All analysis of the data tables should be based on the ratios, not the numbers. The ratio for each group is
computed by dividing the number of employees in the group by the total number of employees for that
particular row. Generally, all ratios are computed across the row. Thus, the number of employees in the
group is divided by the total number of employees in the row to get the ratio for the group.

However, in Tables A3-2, A4-2, A5-2, B3-2, B4-2 and B5-2, the distribution is computed as a ratio of the
total workforce, down the Total column. The ratios for each group is computed down the column for that
group and not across the rows.

For example, Table A4-1 depicts the total number of employees at a grade level and what percent of all
employees at that grade level are represented by the particular group in the column above. Accordingly, the
denominator for Table A4-1 is the total number of employees in that particular grade. Table A4-2, on the
other hand, depicts what percentage of the particular group are in each grade. Thus, the denominator for
Table A4-2 is the total number individuals within a particular group in the agency's workforce.

Specific Information for Each Table
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The remainder of this document provides guidance for completing and analyzing each table. Employee
numbers should be obtained from the agency workforce data and personnel action data. Applicant data is
obtained through a separate tracking system. Ratios are calculated as described in the preceding paragraph.

Tables A1 and B1 allow agencies to examine workforce distribution for the current and prior year to
determine whether the changes, including net changes, are relatively uniform or whether any group is
not keeping pace with the others.

Table A1: Total Workforce - Distribution by Race/Ethnicity and Sex

Enter the current and prior year workforce numbers and percentages. Lines should total 100% across rows.
Compute ratios by dividing the number in each group by the total for that line (in the "All" column).
Numbers for Current FY Permanent, Temporary, and Non-Appropriated fund employees should total up to
the numbers in the Total-Current FY row.

In the "Difference" row, enter the difference between the prior year employee numbers and the current year
employee numbers. If the current year numbers are smaller, show the difference as a negative number. On
the percentage line, show the difference between the ratios for the current year and the prior year.

Compute net change by dividing difference in employment numbers (current year vs prior year) by the
number of employees in the prior year. If a group decreased, the net change is a negative; add a minus
sign. For a detailed explanation of computing net change and examples, please see the Instructions to
Federal Agencies for EEO MD 715 Section III, Page 14 of 15.

If a group has a net change lower than the net change for the total workforce, it is a trigger of the possible
existence of a barrier. A current workforce ratio below the Civilian Labor Force (CLF) for any group is
another trigger.

Table B1: Total Workforce - Distribution by Disability

Complete the tables and do the analysis in the same manner as for Table A1, except the ratio of employees
with targeted disabilities is compared to the prior year's Federal high. (In FY 2003, the Federal high was
2.27%.) A ratio of employees with targeted disabilities below the Federal high is a trigger. A lower net
change for targeted disabilities is also a trigger, indicating a possible barrier.

The purpose of Tables A2 and B2 is to compare the permanent workforce distribution within each
component with the availability rate (the Civilian Labor Force), to determine if possible hiring or
retention barriers exist in specific components.

Please note that all agencies must report their components on Table 2, regardless of whether the
components are included on the list of second level agencies that must report.

Table A2: Total Workforce by Component - Distribution by Race/Ethnicity and Sex

Enter total workforce distribution and distribution by component. For most agencies, components are the
major agency segments. Depending on the agency, these are Regions, Bureaus, Operating Divisions, or
Services, etc. Numbers for the components should total up to the Total for the agency. Ratios are computed
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across rows. When one or more components has a lower ratio of a group than the other components, it is a
trigger.

Table B2: Total Workforce by Component - Distribution by Disability

Complete the same way as A2. All agencies with a ratio of employees with targeted disabilities below the
Federal high are expected to report barriers for this group. When one or more components has a lower ratio
of employees with targeted disabilities than the other components, it is a trigger.

Tables A3 and B3 compare either: (-1) the total number of employees in an occupational category
and what percentage of all employees in that occupational category are represented by the particular
group; or (-2) the percentage of the particular group that are in each occupational category.

Tables A3-1 and A3-2: Occupational Categories - Distribution by Race/Ethnicity and Sex

Employees with supervisory or managerial status are reported in the first occupational category -
supervisors and managers. The number and ratio of supervisors who are at GS 15 and above are listed in
the first two lines. The number and ratio of supervisors in GS 13 and 14 are reported in the second two
lines. The number and ratio of supervisors who are at GS 12 and below are reported in the third two lines.
An agency may also choose to place employees who have significant policy-making responsibilities, but do
not supervise other employees, in these three sub-categories.

The fourth sub-category, called "Other," contains employees in a number of different occupations which are
primarily business, financial and administrative in nature, and do not have supervisory or significant policy
responsibility. The number and ratio of employees in the "Other category (in occupational series that are in
EEO category one but are not supervisors/policy makers) go in the next lines. The total for these four
sub-categories is reported on the line "Officials and Managers TOTAL"

In Table A3-1, the ratios are computed across the rows, because it compares the total number of
employees in an occupational category and what percentage of all employees in that occupational category
are represented by the particular group. In Table A3-2, the ratios are computed down the columns
because it compares the percentage of the particular group that are in each occupational category.

Tables B3-1 and B3-2: Occupational Categories - Distribution by Disability

These tables are completed in the same manner as A3-1 and A3-2, respectively. Ratios for employees with
targeted disabilities are compared with ratios for employees with no disabilities. Lower ratios are triggers
that must be investigated.

Tables A4 and B4 compare either: (-1) the total number of employees at a General Schedule (GS)
grade level and what percentage of all employees at that GS grade level are represented by the
particular group; or (-2) what percentage of the particular group are in each GS grade.

Tables A4-1 and A4-2: Participation Rates For General Schedule (GS) Grades by Race/Ethnicity and
Sex
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In Table A4-1, the ratios are computed across the rows, because it compares the total number of
employees in a GS grade and what percentage of all employees in that grade are represented by the
particular group. In Table A4-2, the ratios are computed down the columns because it compares the
percentage of the particular group that are in each GS grade.

Agencies should analyze this data with an eye toward determining whether a "glass ceiling" exists for any
group. In particular, low participation for a group in any of the senior grades (GS 13 and above) compared
to the participation rate for the total work force in these grades is a trigger.

Tables B4-1 and B4-2: Participation Rates For General Schedule (GS) Grades by Disability

These tables are completed in the same manner as A3-1 and A3-2, respectively. Ratios for employees with
targeted disabilities are compared with ratios for employees with no disabilities.

Agencies should analyze this data with an eye toward determining whether a "glass ceiling" exists for any
group. In particular, low participation in any of the senior grades (GS 13 and above) compared to the
participation rate for employees with no disabilities in these grades is a trigger.

Tables A5 and B5 compare either: (-1) the total number of employees at a Wage Grade level and
what percentage of all employees at that Wage Grade level are represented by the particular group; or
(-2) what percentage of the particular group are in each Wage Grade.

Tables A5-1 and A5-2: Participation Rates For Wage Grades by Race/Ethnicity and Sex

Complete and analyze these tables in the same manner as A4-1 and A4-2, respectively. However, if an
agency has more than one wage grade system and the systems are not compatible, it will be necessary to
complete additional A5-1 and A5-2 Tables for each such system.

Tables B5-1 and B5-2: Participation Rates For Wage Grades by Disability

Complete and analyze these tables in the same manner as B4-1 and B4-2, respectively.

In Tables A6 and B6, agencies examine the distribution of each group within major occupations.

Table A6: Participation Rates for Major Occupations - Distribution by Race/Ethnicity and Sex

Every agency has employees who are in occupations that are essential to the mission of the agency. For
example, at the General Accounting Office (GAO) accountants and auditors are mission related occupations
and, therefore the job series for accountants (510) and auditors (511) are "major occupations" for GAO.
Select five to seven of the agency's major occupations with the largest number of employees.

In the far left column, enter the job series. For each job series, enter the employee distribution numbers
and ratios, and the appropriate CLF ratios for the occupational series. (Ratios are calculated across each
row.) If a group has a participation rate below the CLF, it is a trigger.
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Table B6: Participation Rates for Major Occupations - Distribution by Disability

For the same major occupations reported on Table A6, show the distribution by disability category. Compare
the distribution ratio for employees with targeted disabilities with the ratio for employees with no
disabilities. Lower ratios for employees with targeted disabilities compared to employees with no disabilities
are triggers.

Tables A7 and B7 provide a method for analyzing the effectiveness of current recruitment methods. It
allows the agency to determine whether a sufficient number of applications are received from qualified
individuals in each group. This Table focuses on the same makor occupations reported in Table 6.

Table A7: Applicants and Hires for Major Occupations by Race/Ethnicity and Sex

On the first line, enter the job series. Total the information for all job announcements for that
occupation/job series. Enter the total number of applications received. On the next two lines, enter the
number and ratio of applicants who voluntarily self identified their race/ethnicity and sex. (All ratios equal
100% across the rows.) On the next lines, enter the number and ratio of applicants who voluntarily
identified and were found to be qualified.

Discrepancies between the ratios of those who self-identified and those who were qualified are triggers
indicating the possibility that barriers may exist due to, for example, inadequate recruitment activity or a
problem in the screening process. Next, enter the number and ratio of individuals who were selected. A
discrepancy between the ratios of those qualified and those selected is a trigger indicating the possibility
that a barrier exists due to, for example, a disconnect between recruitment and hiring efforts.

Table B7: Applicants and Hires by Disability

As part of a long-standing effort to encourage agencies to hire individuals with severe disabilities, the
Federal government provides special hiring options, called Special Appointing Authorities. Schedule A is a
Special Appointing Authority. These options are for temporary appointment, with potential for conversion to
a permanent, career appointment. Individuals who do not have a visible disability must provide
documentation to show that s/he has a severe disability. Thus, applicants for these temporary positions
self-identify. Agencies are required to track this information and report it in Table B7. The second line
(ratios) is based on the numbers in the first line - the ratios should equal 100% across the line. By
comparing the number and ratio of applications to the number and ratio of hires, agencies can identify
triggers.

Some individuals who apply competitively voluntarily identify themselves as an individual with a disability.
Of this group, those with targeted disabilities should be reported here. The ratios should equal 100% across
the row. A discrepancy between the ratio of those who applied and those hired is a trigger.

Tables A8 and B8 allow agencies to analyze the cumulative result of hiring decisions.

Table A8: New Hires by Type of Appointment - Distribution by Race/Ethnicity and Sex

When individuals are hired, each must be given a self-identification form to complete. If an individual
declines to complete the form, the agency must complete it by visual identification or, if available,
information the employee provided previously. Using information from this form, enter the number and ratio

Guidance for Completing the EEOC FORM 715-01 Workforce Data Tables http://www.eeoc.gov/federal/directives/715instruct/datatables.html

5 of 9 1/30/2015 3:19 PM



of new hires for permanent, temporary, and non-appropriated fund positions. Ratios should total 100%
across each line. Compare for each group the ratio on each line with their ratio in the CLF, noting any
discrepancies as triggers.

Table B8: New Hires by Type of Appointment - Distribution by Disability

Complete this table the same as Table A8. Compare the ratio of individuals with targeted disabilities hired
into each type of appointment with the ratios for individuals with no disabilities. Discrepancies indicate
triggers.

Tables A9 and B9 allow analysis of the cumulative result of selections for internal promotion
opportunities for the Major Occupations selected for Table 6.

Table A9: Selections for Internal Competitive Promotions for Major Occupations by Race/Ethnicity and
Sex

For each of the job series, show the total number and distribution of applications received from existing
employees for promotions in this job series. Then show the number and ratio of those who qualified and
those who were selected. The last line is for the ratio of employees from each group who are eligible for the
vacancies (the relevant applicant pool). All ratios should total 100 percent across the row.

Each set of ratios is useful. A discrepancy between the ratios in the relevant applicant pool and the ratios for
applicants can indicate a trigger related to the methods used in publicizing the opportunity or perceptions
that deterred employees from applying. A discrepancy between ratios of those who were qualified and those
who applied is a trigger. It could indicate, for example, that some employees are not receiving
commensurate levels of experience or that the selection criteria impacts some groups in an adverse manner.
A variance between the ratios of those selected and those who are in the relevant applicant pool is also a
trigger.

Table B9: Selections for Internal Competitive Promotions for Major Occupations by Disability

This Table should be completed and analyzed in the same manner as Table A9.

Tables A10 and B10 provide a method for determining whether all groups are receiving career ladder
promotions in the same average amount of time.

Table A10: Non-Competitive Promotions - Time in Grade - Distribution by Race/Ethnicity and Sex

In the first two rows, enter the number and ratios of employees in the career ladder who are eligible for a
non-competitive promotion (i.e., employees who have not reached the top grade of the career ladder).

The remaining rows are for recording information on the impact of delays in non-competitive promotions. An
agency-wide policy to delay career ladder promotions is acceptable, but agencies must watch for situations
that lead to delays for certain groups only. Ratios are computed across the rows.

To complete this table, the agency must determine its policy for career ladder promotions - what is the
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minimum amount of time required in grade before a career ladder employee is eligible for a promotion? In
the next two rows, enter the number and ratios of employees who have been in their pay grade for the
minimum amount of time plus one to twelve months. Then enter the number and ratios of employees who
have been in their pay grade for the minimum amount of time plus thirteen to 24 months. In the last two
rows, enter the number and ratios of employees who have been in grade for the minimum amount of time
plus 25 months or more.

Discrepancies between groups indicate a trigger.

Table B10: Non-Competitive Promotions - Time in Grade - Distribution by Disability

Complete Table B10 in the same manner as table A10. Any discrepancies between employees with targeted
disabilities and employees with no disabilities are triggers.

Tables A11 and B11 allow agencies to determine the cumulative impace of selections for senior level
positions.

Table A11: Internal Selections for Senior Level Positions (GS 13, GS 14, GS 15, and SES) by
Race/Ethnicity and Sex

To complete this form, collect by pay grade the data on internal selections for positions at the GS 13, GS 14,
GS 15, and SES levels. For each level, list the total number of applications, the distribution (ratio) of
applications received, the number of applicants who were found to be qualified for the position, the ratio of
those qualified, the number selected for the position, and the ratio of those selected. Ratio (percent) rows
should equal 100% across the row. On the last line, show the ratios of the relevant pool. The relevant pool
includes all employees in the next lower pay grade and in all series that qualify them for the position(s)
announced.

A discrepancy between the ratios of the relevant pool and the distribution (ratios) of groups from whom
applications were received, individuals were found to be qualified, or individuals were selected indicate a
trigger.

Table B11: Internal Selections for Senior Level Positions (GS 13, GS14, GS 15, and SES) by Disability

Complete Table B11 in the same manner as Table A11.

Tables A12 and B12 allow examination of the distribution of opportunities to participate in Career
Development programs.

Career Development programs are those that, upon completion, qualify a participant for a promotion.
One-time training courses that are not part of such a program are not to be included on this form.

Table A12: Participation in Career Development by Race/Ethnicity and Sex

In the first space, enter the number of slots available for career development programs. On the next line,
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enter the distribution ratios for employees in GS 5 to GS 12. (Ratios are computed across rows.) Then
enter the number and ratios for those who applied and for those who were chosen to participate in the
career development. Compare the ratios. Repeat the process for GS 13, GS 14, GS 15 and SES employees.
Discrepancies between the relevant pool and those who applied or participated is a trigger.

Table B12: Participation in Career Development by Disability

Complete Table B12 in the same manner as Table A12.

Use Tables A13 and B13 to examine the distribution of awards.

The purpose of Table 13 is to examine the distribution of awards. Time-Off awards are Nature of Action
Codes (NOAC) 846 and 847. Cash awards are NOACs 840, 841, 842, 843, 844, 845, 848, 849 and 871.

Table A13: Employee Recognition and Awards - Distribution by Race/Ethnicity and Sex

The first four lines are for time-off awards of nine hours or less. Enter the number and ratio of employees
who received time off awards of nine hours or less. Ratios should equal 100% across the rows. Then enter
the total number of hours given to each group, and the average number of hours. To compute the average
number of hours, for each group divide the total hours by the number of employees in the group (from the
first full line). Compare the average number of hours. Discrepancies are a trigger.

Complete the rest of the form and analysis in the same manner.

Table B13: Employee Recognition and Awards - Distribution by Disability

Complete and analyze Table B13 in the same manner as Table A13.

Tables A14 and B14 differentiate between voluntary and involuntary separations to assist agencies in
determining the impact of these actions on each group and on the agency.

Table A14: Separations by Type of Separation - Distribution by Race/Ethnicity and Sex

The purpose of Table 14 is to examine the distribution of separations from the permanent workforce. Enter
the number and ratio of employees who separated voluntarily (transfer, retirement, etc.) The Nature of
Action Codes (NOAC) for voluntary separations are 300, 301, 302, 303, 317. 350, 351, 352, 353, 355, and
390.

Enter the number and ratio of employees who separated involuntarily (disciplinary dismissal). NOACs for
involuntary separations are: 304, 312, 330, 357, and 385. Ratios are computed across the rows, If the
agency experienced a Reduction in Force (RIF) or similar downsizing activity (NOAC 356), add two lines to
the Table to report separations due to RIFs separately from the terminations due to performance or
disciplinary issues. Add the employee numbers columns to obtain the number of employees for the Total
Separations line. Compute the distribution ratios for Total Separations.
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From Table A1, obtain Permanent Current FY data and ratios, and enter in the Total Workforce lines at the
bottom of Table A14. Compare the total work force ratio for each group with the group ratios for voluntary
and involuntary separations. A separation ratio higher than the group's Total work force ratio is a trigger.

Table B14: Separations by Type of Separation - Distribution by Disability

Complete Table B14 in the same manner as Table A14. From Table B1, obtain the Permanent Current FY
data and ratios, and enter in the Total Workforce lines at the bottom of Table B14. Separation ratios for
employees with targeted disabilities that are higher than separation ratios for employees with no disabilities
are a trigger.

This page was last modified on July 20, 2004.

 Return to Home Page
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The U.S. Equal Employment Opportunity Commission

Instructions to Federal Agencies for EEO MD-715

Section I
The Model EEO Program

The Model EEO Program

This section explains the basic elements necessary to create and maintain a model EEO program, as
required under both Title VII of the Civil Rights Act of 1964 (Title VII), as amended, 42 U.S.C. § 2000e et
seq., and Section 501 of the Rehabilitation Act of 1973 (Rehabilitation Act), as amended, 29 U.S.C. § 791 et
seq. A model EEO program effectively considers and addresses concerns arising under both Title VII and
Section 501 of the Rehabilitation Act.

When establishing a model EEO program, an agency should incorporate into the design a structure for
effective management, accountability and self-analysis which will ensure program success and compliance
with EEO MD-715. Agency personnel programs and policies should be evaluated regularly to ascertain
whether such programs have any barriers that tend to limit or restrict equitable opportunities for open
competition in the workplace.

EEO MD-715 divides the essential elements of model agency EEO programs into six broad categories, as
listed below. An agency should review its EEO and personnel programs, policies and performance standards
against all six elements to identify where their EEO program can become more effective.

The six essential elements for a model EEO program, as described in EEO-MD-715, at PART A, II. A-F, and
PART B, III. A-F, are as follows:

Demonstrated commitment from agency leadership;

Integration of EEO into the agency's strategic mission;

Management and program accountability;

Proactive prevention of unlawful discrimination;

Efficiency; and

Responsiveness and legal compliance.

These six elements serve as the foundation upon which each agency shall build its program. The following
describes each essential element and provides samples of the self-assessment inquiries that an agency
should employ to determine whether its EEO program is properly established and compliant with the EEO
MD-715 standards. Following the discussion of the Model EEO Program elements are instructions and a
self-assessment checklist that all agencies will use to assess compliance with the elements of the model
program.

Element One - Demonstrated Commitment

Start with an Effective EEO Program Policy Statement(s)(1)

A committed agency/facility/installation head will, at the beginning of her/his tenure, and each year
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thereafter, issue a signed policy statement declaring the agency's position against discrimination on
any protected basis.

This policy shall be prominently posted in all personnel offices, EEO offices, and on the agency's
internal website.

This statement shall affirm the principles of equal employment opportunity and assure that EEO
program requirements will be enforced by the agency head and agency management.

Some of the principles the policy statement must assure will be upheld include, but are not limited to:

Equal employment opportunity for all employees and applicants for employment, regardless of
their race, religion, color, sex, national origin, age, or disability.

All employees will have the freedom to compete on a fair and level playing field with equal
opportunity for competition.

Equal employment opportunity covers all personnel/employment programs, management
practices and decisions including, but not limited to, recruitment/hiring, merit promotion,
transfer, reassignments, training and career development, benefits, and separation.

Workplace harassment will not be tolerated, allegations of harassment will be immediately
investigated, and, where allegations are substantiated, appropriate action will be taken. (Anti-
harassment policy requirements are discussed under Element Four. Agencies may choose to
include all issues under one policy or issue a separate anti-harassment policy, based on their
needs.)

Reprisal against one who engaged in protected activity will not be tolerated, and the agency
supports the rights of all employees to exercise their rights under the civil rights statutes.

Allocate Sufficient Resources

An agency shall provide sufficient staffing and resources to operate the EEO program in an effective
manner. For example, staff and resources should also be sufficient to enable accurate collection and
analysis of data and other employment factors, including applicant information, to enable the efficient
identification of barriers. This will necessarily require staff beyond the EEO office, particularly
Information Management/Services.

An agency must also provide sufficient staffing, funding, and authority to eliminate identified barriers.
In order to determine whether it is providing sufficient resources an agency should examine a number
of factors, including:

whether the agency employs personnel with the training and experience to conduct the
analyses required by MD-715 and these instructions;

whether the agency's EEO staff has the knowledge, skills and ability to ensure that agency EEO
programs and procedures are effectively implemented;

whether the agency has implemented adequate data collection and analysis systems that permit
tracking of the information required by MD-715 and these instructions;

whether sufficient resources have been provided to conduct effective audits of field facilities'
efforts to achieve a model EEO program and eliminate discrimination under Title VII an the
Rehabilitation Act;

whether EEO training and education programs are made available to all managers and
employees;

whether a central fund or other mechanisms have been established for providing disability
accommodations;

whether there is a Disability Program Manager or other mechanisms in place to ensure
coordination of disability accommodations in all major components of the agency; and
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whether there are such Special Emphasis Program Managers as may be necessary (29 C.F.R.
§ 1614.102(b)(4)).

Ensure All Employees are Informed

An agency must ensure that EEO program information is distributed to all employees, using all media
available, including the World Wide Web or Internet.

The agency must ensure that each employee is informed of the agency's annual EEO program
policy statements, as well as the requirements and prohibitions of Title VII and the
Rehabilitation Act, and the operation of the EEO complaint process and procedures.

Federal regulation requires that EEO posters and program information be prominently posted
throughout the agency's facilities, and that complainants are advised, in writing, about the
complaint process (29 C.F.R. § 1614.102(b)(5), (7)).

Distribute the agency's reasonable accommodation procedures to all managers, supervisors,
and others responsible for processing requests for reasonable accommodation, and make the
procedures readily available to all other employees.

Provide training to all employees and supervisors on the operation of the EEO process,
protections afforded to employees, related policy statements, and reasonable accommodation
procedures.

Demonstrate the value of EEO to the agency and employees.

Seek input (e.g., using employee surveys and focus groups, discussions with employee advisory
groups, etc.) regarding the workplace environment.

Element Two - Making EEO an Integral Part of the Agency's Strategic Mission

Structure From The Top

The success of an agency's EEO program ultimately depends on individual decisions made by
individual agency managers. Therefore, agency managers constitute an integral part of the agency's
EEO program. The EEO office serves as a resource to these managers by providing direction, guidance
and monitoring of key activities to achieve a diverse workplace free of barriers to equal opportunity.

The agency's EEO program should be organized and structured in such a manner as to maintain a
work place that is free from discrimination in any of its management policies, practices or procedures
and supports the agency's strategic mission.

This necessarily includes an appropriate reporting structure, as previously mentioned. The agency's
EEO Director shall have a regular and effective means of informing the agency head and other top
management officials of the effectiveness, efficiency and legal compliance of the agency's EEO
program.

Such access includes, but is not limited to, the State of the Agency briefing to be given to the head of
the agency by the principal EEO Director/Officer following the submission of the agency's EEOC FORM
715-01. The briefing should thoroughly cover all components of the agency's EEOC FORM 715-01,
including an assessment of the performance of the agency in each of the six elements of the Model
EEO Program, as well as a report on the progress of the agency in completing its barrier analysis
including any barriers it identified and/or eliminated or reduced the impact of. Pertinent information
from workplace data tables may be presented as well.

Similarly, field level EEO Directors should have a regular and effective means of informing the field
level agency head and other top field management officials of the effectiveness, efficiency and legal
compliance of the field offices' EEO program. Again, such access includes, but is not limited to, the
State of the Agency briefing to be given to the field level agency head by the principal EEO
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Director/Officer following the submission of the field's EEOC FORM 715-01 (whether such submission
is made directly to the EEOC or to the agency's headquarters for inclusion in the agency-wide report).

The agency should maintain EEO program organizational charts and procedures which explain how
sub-units/installations are to establish their own local programs and submit annual reports through
the agency chain-of-command as described by this directive.

Strategic Commitment

Ensure that EEO Officials are involved in critical workplace decisions, have regular access to senior
staff, and participate in meetings where critical personnel decisions regarding management and the
deployment of Human Resources are made.

As previously mentioned, the allocation of sufficient resources to the EEO program cannot be
over-emphasized. An agency must provide sufficient qualified staff and the resources to ensure quality
customer service and a workplace free of discrimination to its employees. This includes the allocation
of funding for mandatory EEO training of managers, supervisors and EEO staff.

Element Three - Ensuring Management and Program Accountability

Overall Accountability and EEO Programmatic Management

Hire, develop, and retain supervisors and managers who have effective managerial, communication,
and interpersonal skills in order to supervise most effectively in a workplace with diverse employees
and avoid disputes arising from ineffective communications.

Inform managers and supervisors that success and a positive evaluation will include an assessment of
how that manager contributes to the agency's EEO program by emphasizing to managers and
supervisors that equality of opportunity is essential to attracting, developing and retaining the most
qualified workforce, with such a workforce being essential to ensuring the agency's achievement of its
strategic mission.

For all managers and supervisors, make successful performance contingent, in part, on efforts
to achieve a workplace free of discrimination. Agencies should develop their own standards to
incorporate into the mission of the agency as a whole.

Where discrimination has been found by an adjudicatory body, the agency must ensure full and
prompt compliance with orders accompanying such decisions. This includes orders from the
agency itself, the EEOC, the Merit Systems Protection Board, labor arbitrators, the Federal
Labor Relations Authority, the Department of Labor, and federal courts. Agencies must also
comply with the terms of settlement agreements entered into by the agency.

The agency should review findings of discrimination, and the evidence collected in the
investigatory record in other suitable cases, to determine the appropriateness of taking
disciplinary action against agency employees, (including management officials, supervisors
and/or co-workers), involved in the matter.

Make clear that all managers and supervisors share responsibility with EEO program and human
resources officials for the successful implementation of EEO programs.

Provide managers and supervisors with initial and regular refresher training to understand their
responsibilities under civil rights laws, including ADR, and how those responsibilities figure into
the success of the agency's EEO program and overall mission.

Conduct regular internal audits, on at least an annual basis, to assess the effectiveness and
efficiency of the EEO program and to ascertain whether the agency has removed identified
barriers to equality of opportunity in the workplace.
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Ensure that personnel policies and procedures, rules of conduct, promotion, evaluation and training
systems are routinely reviewed to ensure that they are clearly defined, well-communicated,
consistently applied and fairly implemented.

Ensure there are procedures in place for effective coordination between the agency's EEO office and
related agency human resource programs and other management programs, such as the Federal
Equal Opportunity Recruitment Program (FEORP), ADR, Employee Relations, and others.

Element Four - Proactive Prevention

As part of its ongoing obligation to prevent discrimination on the bases of race, color, national origin,
religion, sex, age, reprisal and disability, and to eliminate barriers that impede free and open
competition in the workplace, an agency must conduct a self-assessment on at least an annual basis
to monitor progress, identify areas where barriers may operate to exclude certain groups, and develop
strategic plans to eliminate identified barriers.

As stated under Element One, an agency must develop and make known to all employees an effective
anti-discrimination policy that explains what protections are afforded by the civil rights laws and how
complaints may be raised, including the EEO process and other processes.

In addition to the anti-discrimination policy mentioned above, agencies should develop a
comprehensive anti-harassment policy to prevent harassment on all protected bases (including, but
not limited to, sexual harassment) and retaliation in the workplace. The policy should:

Inform employees as to what type of behavior is prohibited, and the steps to take if faced with
a harassment situation.

Provide for multiple avenues of redress, not just the EEO complaint process.

Provide that no acts of retaliation will be tolerated.

For further guidance, see EEOC Enforcement Guidance: Vicarious Liability for Unlawful
Harassment by Supervisors (6/18/99); and EEOC Enforcement Guidance on Harris v. Forklift
Sys., Inc., 510 U.S. 17 (1993) (3/8/94).

Pursuant to Executive Order 13164, as of July 25, 2001, all federal agencies were required to have
developed written procedures for acting on requests for reasonable accommodation under the
Rehabilitation Act. Agencies that remain noncompliant with this Executive Order must develop such
procedures immediately and submit them to the Commission, which will offer feedback. The policy

should be regularly evaluated for compliance with current law and regulations.(2) An agency must
ensure that all employees are informed of, and have access to, such procedures, including making the
procedures available on the World Wide Web or Internet.

An effective reasonable accommodation procedure must include the following:

An explanation as to how an employee or job applicant may initiate a request for reasonable
accommodation.

An explanation of how the agency will process a request for reasonable accommodation and
from whom the individual requesting accommodation will receive a final decision.

A designated time period during which reasonable accommodation requests will be granted or
denied, absent extenuating circumstances.

An explanation of the responsibility of the employee or applicant requesting reasonable
accommodation when the disability and/or need for accommodation is not obvious or already
known to provide appropriate medical information, when requested, related to the functional
impairment and the requested accommodation.

An explanation of the circumstances under which the agency may request supplemental medical
information in support of an accommodation request.
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An explanation of the agency's right to have medical information reviewed by a medical expert
of the agency's choosing at the agency's expense.

An explanation of the circumstances in which reassignment will be required as a reasonable
accommodation if the agency determines that no reasonable accommodation will permit the
employee with a disability to perform the essential functions of his or her current position.

A provision that denials of requests for reasonable accommodation will be in writing and specify
the reasons for denial.

A provision that the agency's systems of record-keeping track the processing of requests for
reasonable accommodation and maintain the confidentiality of medical information received in
accordance with applicable law and regulations.

Encouragement of the use of informal dispute resolution processes to allow individuals with
disabilities to obtain prompt reconsideration of denials of reasonable accommodation.

Provisions for the effective dissemination of the written procedures and sufficient training.

For further information, consult the EEOC Policy Guidance on Executive Order 13164:
Establishing Procedures to Facilitate the Provision of Reasonable Accommodation (10/20/00).

Element Five - Efficiency

The agency must evaluate its EEO complaint resolution process to ensure it is efficient, fair and
impartial. Processing times should not exceed those provided for in 29 C.F.R. Part 1614.

The agency's complaint process must provide for neutral adjudication; consequently, the
agency's EEO office must be kept separate from the legal defense arm of the agency (i.e., the
Office of General Counsel) or other agency offices having conflicting or competing interests.

Agencies must establish and make available an ADR program that facilitates an early, effective,
neutral, efficient informal resolution of disputes. This enables disputants to potentially resolve
disputes in a quick, amicable and cost effective manner.

The agency should have a system for identifying, monitoring and reporting significant trends
reflected by complaint processing activity. Analysis of data relating to the nature and disposition
of EEO complaints can provide useful insight into the extent to which an agency is meeting its
obligations under Title VII and the Rehabilitation Act.

The agency should have a system for ensuring timely and complete compliance with EEOC
orders, as well as the orders of other adjudicatory bodies, and implementation of the provisions
of settlement/resolution agreements.

The agency must have in place adequate and accurate information collection systems, which are
integrated into the agency's information management infrastructure, that will provide the ability to
conduct a wide array of periodic examinations of the agency's Title VII and Section 501 workforce
profile(s). Such systems will be used to collect data, and monitor and evaluate its EEO programs. All
gencies shall provide for the following:

A data collection system that allows the agency to identify and evaluate information related to
management actions affecting employment status. The system should be capable of tracking
applicant flow data for each selection made by the agency identified by race, national origin,
sex, and, where known, disability, as well as disposition of each application. 29 C.F.R. § 1607.

A system capable of monitoring employment trends through review of personnel transactions
and other historical data.

A system capable of tracking recruitment efforts to permit data analyses of these efforts.

The system shall allow integration of comprehensive management, personnel, and budget planning
with Title VII and Rehabilitation Act program planning.
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All agencies shall also provide for a complaint tracking and monitoring system that permits the agency
to identify the location, status, and length of time elapsed at each stage of the EEO complaint process,
the issues and the bases of the complaints, the aggrieved individuals, the involved management
officials and other information necessary to analyze complaint activity to identify trends.

All agencies must be mindful of the provisions of the Privacy Act of 1974, 5 U.S.C. § 552a, as
amended, which regulate the collection, maintenance, use and dissemination of personal information
by federal executive branch agencies. All agencies must balance the need to maintain information
about individuals (such as aggrieved individuals and involved management officials) with the rights of
such individuals to be protected against unwarranted invasions of their privacy stemming from federal
agencies' collection, maintenance, use and disclosure of personal information about them.
Accordingly, agency data collecting systems and complaint tracking and monitoring systems must be
devised and implemented in a manner which complies with the Privacy Act. As always, agencies
should guard against unwarranted disclosure of this information and ensure that appropriate
protective measures exist to safeguard the information.

Agencies are encouraged to consult with EEOC to learn which federal agencies have best practices
that can be used as a model.

Element Six - Responsiveness and Legal Compliance

The head of the agency or agency head designee shall certify to the EEOC that the agency is in full
compliance with the EEO laws and EEOC regulations, policy guidance, and other written instructions.
This annual certification will be provided on EEOC FORM 715-01 PART F.

All agencies shall report their EEO program efforts and accomplishments to the EEOC and respond to
EEOC directives and orders, including final orders contained in administrative decisions, in accordance
with instructions, time frames and deadlines.

All agencies shall similarly comply with orders and directives of other adjudicatory bodies with
concurrent jurisdiction over the EEO laws.

The following instructions explain the purpose of and how to fill out the self-assessment checklist.

Agency Self-Assessment Checklist

Purpose of the Self-Assessment Checklist

The following Self-Assessment Checklist is designed to provide an efficient and effective means for each
federal agency to determine whether its overall EEO program is properly established and compliant with the
essential elements (standards) set forth in EEO MD-715.

The Self-Assessment Checklist is intended to guide an agency through each essential element and is aimed
at promoting compliance, quality, and timeliness in all facets of the agency's overall EEO program. While not
the only method of assessment, using this checklist will assist the agency in identifying trends and/or issues
for making informed decisions on topics where the agency needs to provide more attention. Use of the
checklist also permits certification that the agency has conducted the required annual self-assessment (see
PART F of EEOC FORM 715-01).

The Self-Assessment Checklist also is included as PART G of EEOC FORM 715-01. Although submission of
PART G of EEOC FORM 715-01 is optional, agencies must nevertheless perform the mandatory
self-assessment by completing the Checklist. Agencies also are responsible for maintaining such supporting
documentation and data relative to the establishment of a model EEO program, regardless of whether they
opt to submit PART G of EEOC FORM 715-01. All agencies must retain the Checklist and supporting
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EEOC FORM

715-01
PART G

documentation and make it available upon request by the EEOC. Such documentation should not be
submitted with EEOC FORM 715-01 even if the agency opts to submit PART G.

Whether or not an agency chooses to submit PART G of FORM 715-01, every agency is still required to
develop plans for addressing "no" responses from the checklist. Agencies required to submit PART H of
FORM 715-01 (see the chart on page three of Section III) must submit a PART H for each problem (or
cluster of problems) that the agency has identified for correction or improvement.

Finally, if an agency submits its Self-Assessment Checklist as PART G and highlights the best practices it
utilizes, the Commission may share those practices with the EEO community as a whole.

Set-up of the Self-Assessment Checklist

For each essential element, the checklist provides a series of " indicator" statements which are followed by
another series of questions (measures) that will assist the agency in determining whether its EEO
program(s) are properly established.

To the right of the measures, there are three columns. The first two columns are provided for the agency to
indicate "yes" or "no" as to whether the measure has or has not been met. The third column provides space
for the agency to indicate any appropriate comments.

How to use the Self-Assessment Checklist

Where "no" responses to questions are noted, the agency should explore for identification of program
weaknesses or deficiencies. The results of each such exploration are reported on the EEO Plan For Obtaining
the Essential Elements of a Model EEO Program, EEOC FORM 715-01 PART H.

Not all identified potential problems will necessarily require development of an EEOC FORM 715-01 PART H.

For example, if an agency head was only recently installed (i.e., within the last 2 months), a "no" response
to the compliance indicator - "EEO Policy statements are up-to-date" - the agency should use the space
provided in the far right column of FORM 715-01 PART G, to report when the policy statement will be issued
by the new agency head.

There may also be instances where an agency's "no" response actually is intended to indicate "not
applicable." In such instances, the agency will check the "no" column but indicate "not applicable" in the
comment column and provide a succinct explanation. For example, some of the smaller, volunteer-service
agencies, such as The Peace Corps and The Corporation for National and Community Service, have over
75% of their workforces employed in temporary jobs. For these agencies, career development/training
opportunities and competitive promotion programs are not provided to the extent that most other federal
agencies provide such opportunities and programs. Similarly, for such agencies permanent appointments
are almost non-existent, and thus the opportunity to convert an employee with a targeted disability from a
"Schedule A" temporary appointment to a permanent appointment is very limited.

U.S. Equal Employment Opportunity Commission
FEDERAL AGENCY ANNUAL EEO PROGRAM STATUS REPORT

AGENCY SELF-ASSESSMENT CHECKLIST MEASURING ESSENTIAL ELEMENTS

Essential Element A: DEMONSTRATED COMMITMENT FROM AGENCY LEADERSHIP
Requires the agency head to issue written policy statements ensuring a workplace free of discriminatory
harassment and a commitment to equal employment opportunity.

Compliance EEO policy statements are up-to-date. Measure For all unmet
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Indicator has been
met

measures,
provide a brief
explanation in

the space below
or complete and
attach an EEOC
FORM 715-01
PART H to the

agency's status
report

Measures Yes No

The Agency Head was installed on _______. The EEO policy statement
was issued on ________.
Was the EEO policy Statement issued within 6 - 9 months of the
installation of the Agency Head?
If no, provide an explanation.

   

During the current Agency Head's tenure, has the EEO policy
Statement been re-issued annually?
If no, provide an explanation.

  

 

Are new employees provided a copy of the EEO policy statement during
orientation?

   

When an employee is promoted into the supervisory ranks, is s/he
provided a copy of the EEO policy statement?

   

Compliance
Indicator

EEO policy statements have been
communicated to all employees.

Measure
has been

met

For all unmet
measures,

provide a brief
explanation in

the space below
or complete and
attach an EEOC
FORM 715-01
PART H to the

agency's status
report

Measures Yes No

Have the heads of subordinate reporting components communicated
support of all agency EEO policies through the ranks?

   

Has the agency made written materials available to all employees and
applicants, informing them of the variety of EEO programs and
administrative and judicial remedial procedures available to them?

   

Has the agency prominently posted such written materials in all
personnel offices, EEO offices, and on the agency's internal website?
[see 29 CFR §1614.102(b)(5)] 

   

Compliance
Indicator

Agency EEO policy is vigorously enforced by
agency management.

Measure
has been

met

For all unmet
measures,

provide a brief
explanation in

the space below
or complete and
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attach an EEOC
FORM 715-01
PART H to the

agency's status
report

Measures Yes No

Are managers and supervisors evaluated on their commitment to
agency EEO policies and principles, including their efforts to:

   

resolve problems/disagreements and other conflicts in their
respective work environments as they arise?

   

address concerns, whether perceived or real, raised by employees
and following-up with appropriate action to correct or eliminate
tension in the workplace?

   

support the agency's EEO program through allocation of mission
personnel to participate in community out-reach and recruitment
programs with private employers, public schools and universities?

   

ensure full cooperation of employees under his/her supervision with
EEO office officials such as EEO Counselors, EEO Investigators, etc.?

   

ensure a workplace that is free from all forms of discrimination,
harassment and retaliation?

   

ensure that subordinate supervisors have effective managerial,
communication and interpersonal skills in order to supervise most
effectively in a workplace with diverse employees and avoid disputes
arising from ineffective communications ?

   

ensure the provision of requested religious accommodations when
such accommodations do not cause an undue hardship?

   

ensure the provision of requested disability accommodations to
qualified individuals with disabilities when such accommodations do
not cause an undue hardship?

   

Have all employees been informed about what behaviors are
inappropriate in the workplace and that this behavior may result in
disciplinary actions?

   

Describe what means were utilized by the agency to so inform its
workforce about the penalties for unacceptable behavior.

  

Have the procedures for reasonable accommodation for individuals with
disabilities been made readily available/accessible to all employees by
disseminating such procedures during orientation of new employees
and by making such procedures available on the World Wide Web or
Internet?

   

Have managers and supervisor been trained on their responsibilities
under the procedures for reasonable accommodation?
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Essential Element B: INTEGRATION OF EEO INTO THE AGENCY'S STRATEGIC MISSION
Requires that the agency's EEO programs be organized and structured to maintain a workplace that is free
from discrimination in any of the agency's policies, procedures or practices and supports the agency's
strategic mission.

Compliance
Indicator The reporting structure for the EEO Program

provides the Principal EEO Official with
appropriate authority and resources to
effectively carry out a successful EEO

Program.

Measure
has been

met

For all unmet
measures,

provide a brief
explanation in

the space
below or

complete and
attach an EEOC
FORM 715-01
PART H to the

agency's
status report

Measures Yes No

Is the EEO Director under the direct supervision of the agency head?
[see 29 CFR §1614.102(b)(4)]
For subordinate level reporting components, is the EEO Director/Officer
under the immediate supervision of the lower level component's head
official?
(For example, does the Regional EEO Officer report to the Regional
Administrator?)

   

Are the duties and responsibilities of EEO officials clearly defined?    

Do the EEO officials have the knowledge, skills, and abilities to carry out
the duties and responsibilities of their positions?

   

If the agency has 2nd level reporting components, are there
organizational charts that clearly define the reporting structure for EEO
programs?

   

If the agency has 2nd level reporting components, does the agency-wide
EEO Director have authority for the EEO programs within the subordinate
reporting components?

   

If not, please describe how EEO program authority is delegated to
subordinate reporting components.

  

Compliance
Indicator

The EEO Director and other EEO professional
staff responsible for EEO programs have

regular and effective means of informing the
agency head and senior management officials

of the status of EEO programs and are
involved in, and consulted on,

management/personnel actions.

Measure
has been

met

For all unmet
measures,

provide a brief
explanation in

the space
below or

complete and
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attach an EEOC
FORM 715-01
PART H to the

agency's
status report

Measures Yes No

Does the EEO Director/Officer have a regular and effective means of
informing the agency head and other top management officials of the
effectiveness, efficiency and legal compliance of the agency's EEO
program?

   

Following the submission of the immediately preceding FORM 715-01,
did the EEO Director/Officer present to the head of the agency and other
senior officials the "State of the Agency" briefing covering all
components of the EEO report, including an assessment of the
performance of the agency in each of the six elements of the Model EEO
Program and a report on the progress of the agency in completing its
barrier analysis including any barriers it identified and/or eliminated or
reduced the impact of?

   

Are EEO program officials present during agency deliberations prior to
decisions regarding recruitment strategies, vacancy projections,
succession planning, selections for training/career development
opportunities, and other workforce changes?

   

Does the agency consider whether any group of employees or
applicants might be negatively impacted prior to making human
resource decisions such as re-organizations and re-alignments?

   

Are management/personnel policies, procedures and practices
examined at regular intervals to assess whether there are hidden
impediments to the realization of equality of opportunity for any
group(s) of employees or applicants? [see 29 C.F.R. §
1614.102(b)(3)] 

  

 

Is the EEO Director included in the agency's strategic planning,
especially the agency's human capital plan, regarding succession
planning, training, etc., to ensure that EEO concerns are integrated into
the agency's strategic mission?

   

Compliance
Indicator

The agency has committed sufficient human
resources and budget allocations to its EEO
programs to ensure successful operation.

Measure
has been

met

For all unmet
measures,

provide a brief
explanation in

the space
below or

complete and
attach an EEOC
FORM 715-01
PART H to the

agency's
status report

Measures Yes No

Does the EEO Director have the authority and funding to ensure
implementation of agency EEO action plans to improve EEO program
efficiency and/or eliminate identified barriers to the realization of
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equality of opportunity?

Are sufficient personnel resources allocated to the EEO Program to
ensure that agency self-assessments and self-analyses prescribed by
EEO MD-715 are conducted annually and to maintain an effective
complaint processing system?

   

Are statutory/regulatory EEO related Special Emphasis Programs
sufficiently staffed?

   

Federal Women's Program - 5 U.S.C. 7201; 38 U.S.C. 4214; Title 5
CFR, Subpart B, 720.204

   

Hispanic Employment Program - Title 5 CFR, Subpart B, 720.204    

People With Disabilities Program Manager; Selective Placement
Program for Individuals With Disabilities - Section 501 of the
Rehabilitation Act; Title 5 U.S.C. Subpart B, Chapter 31, Subchapter
I-3102; 5 CFR 213.3102(t) and (u); 5 CFR 315.709

   

Are other agency special emphasis programs monitored by the EEO
Office for coordination and compliance with EEO guidelines and
principles, such as FEORP - 5 CFR 720; Veterans Employment Programs;
and Black/African American; American Indian/Alaska Native, Asian
American/Pacific Islander programs?

   

Compliance
Indicator

The agency has committed sufficient budget
to support the success of its EEO Programs.

Measure
has been

met

For all unmet
measures,

provide a brief
explanation in

the space
below or

complete and
attach an EEOC
FORM 715-01
PART H to the

agency's
status report

Measures Yes No

Are there sufficient resources to enable the agency to conduct a
thorough barrier analysis of its workforce, including the provision of
adequate data collection and tracking systems

   

Is there sufficient budget allocated to all employees to utilize, when
desired, all EEO programs, including the complaint processing program
and ADR, and to make a request for reasonable accommodation?
(Including subordinate level reporting components?)

   

Has funding been secured for publication and distribution of EEO
materials (e.g. harassment policies, EEO posters, reasonable
accommodations procedures, etc.)?

   

Is there a central fund or other mechanism for funding supplies,
equipment and services necessary to provide disability accommodations?
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Does the agency fund major renovation projects to ensure timely
compliance with Uniform Federal Accessibility Standards?

   

Is the EEO Program allocated sufficient resources to train all employees
on EEO Programs, including administrative and judicial remedial
procedures available to employees?

   

Is there sufficient funding to ensure the prominent posting of written
materials in all personnel and EEO offices? [see 29 C.F.R. §
1614.102(b)(5)] 

   

Is there sufficient funding to ensure that all employees have access to
this training and information?

   

Is there sufficient funding to provide all managers and supervisors with
training and periodic up-dates on their EEO responsibilities:

   

for ensuring a workplace that is free from all forms of discrimination,
including harassment and retaliation?

   

to provide religious accommodations?    

to provide disability accommodations in accordance with the agency's
written procedures?

   

in the EEO discrimination complaint process?    

to participate in ADR?    

Essential Element C: MANAGEMENT AND PROGRAM ACCOUNTABILITY
This element requires the Agency Head to hold all managers, supervisors, and EEO Officials responsible for
the effective implementation of the agency's EEO Program and Plan.

Compliance
Indicator EEO program officials advise and provide

appropriate assistance to
managers/supervisors about the status of
EEO programs within each manager's or

supervisor's area or responsibility.

Measure
has been

met

For all unmet
measures,

provide a brief
explanation in

the space below
or complete and
attach an EEOC
FORM 715-01
PART H to the

agency's status
report

Measures Yes No

Are regular (monthly/quarterly/semi-annually) EEO updates provided
to management/supervisory officials by EEO program officials?

   

Do EEO program officials coordinate the development and
implementation of EEO Plans with all appropriate agency managers to
include Agency Counsel, Human Resource Officials, Finance, and the
Chief information Officer?

   

Compliance
Indicator

The Human Resources Director and the EEO
Director meet regularly to assess whether

Measure
has been

For all unmet
measures,
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personnel programs, policies, and procedures
are in conformity with instructions contained
in EEOC management directives. [see 29 CFR

§ 1614.102(b)(3)]

met

provide a brief
explanation in

the space below
or complete and
attach an EEOC
FORM 715-01
PART H to the

agency's status
report

Measures Yes No

Have time-tables or schedules been established for the agency to
review its Merit Promotion Program Policy and Procedures for systemic
barriers that may be impeding full participation in promotion
opportunities by all groups?

   

Have time-tables or schedules been established for the agency to
review its Employee Recognition Awards Program and Procedures for
systemic barriers that may be impeding full participation in the
program by all groups?

   

Have time-tables or schedules been established for the agency to
review its Employee Development/Training Programs for systemic
barriers that may be impeding full participation in training
opportunities by all groups?

   

Compliance
Indicator

When findings of discrimination are made, the
agency explores whether or not disciplinary

actions should be taken.

Measure
has been

met

For all unmet
measures,

provide a brief
explanation in

the space below
or complete and
attach an EEOC
FORM 715-01
PART H to the

agency's status
report

Measures Yes No

Does the agency have a disciplinary policy and/or a table of penalties
that covers employees found to have committed discrimination?

   

Have all employees, supervisors, and managers been informed as to
the penalties for being found to perpetrate discriminatory behavior or
for taking personnel actions based upon a prohibited basis?

   

Has the agency, when appropriate, disciplined or sanctioned
managers/supervisors or employees found to have discriminated over
the past two years?

   

If so, cite number found to have discriminated and list penalty /disciplinary action for each type of
violation.

Does the agency promptly (within the established time frame) comply
with EEOC, Merit Systems Protection Board, Federal Labor Relations
Authority, labor arbitrators, and District Court orders?
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Does the agency review disability accommodation decisions/actions to
ensure compliance with its written procedures and analyze the
information tracked for trends, problems, etc.?

   

Essential Element D: PROACTIVE PREVENTION
Requires that the agency head makes early efforts to prevent discriminatory actions and eliminate barriers
to equal employment opportunity in the workplace.

Compliance
Indicator

Analyses to identify and remove unnecessary
barriers to employment are conducted

throughout the year.

Measure
has been

met

For all unmet
measures,

provide a brief
explanation in

the space below
or complete and
attach an EEOC
FORM 715-01
PART H to the

agency's status
report

Measures Yes No

Do senior managers meet with and assist the EEO Director and/or
other EEO Program Officials in the identification of barriers that may
be impeding the realization of equal employment opportunity?

   

When barriers are identified, do senior managers develop and
implement, with the assistance of the agency EEO office, agency EEO
Action Plans to eliminate said barriers?

   

Do senior managers successfully implement EEO Action Plans and
incorporate the EEO Action Plan Objectives into agency strategic
plans?

   

Are trend analyses of workforce profiles conducted by race, national
origin, sex and disability?

   

Are trend analyses of the workforce's major occupations conducted by
race, national origin, sex and disability?

   

Are trends analyses of the workforce's grade level distribution
conducted by race, national origin, sex and disability?

   

Are trend analyses of the workforce's compensation and reward
system conducted by race, national origin, sex and disability?

   

Are trend analyses of the effects of management/personnel policies,
procedures and practices conducted by race, national origin, sex and
disability?

   

Compliance
Indicator

The use of Alternative Dispute Resolution
(ADR) is encouraged by senior management.

Measure
has been

met

For all unmet
measures,

provide a brief
explanation in

the space below
or complete and
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attach an EEOC
FORM 715-01
PART H to the

agency's status
report

Measures Yes No

Are all employees encouraged to use ADR?    

Is the participation of supervisors and managers in the ADR process
required?

   

Essential Element E: EFFICIENCY
Requires that the agency head ensure that there are effective systems in place for evaluating the impact
and effectiveness of the agency's EEO Programs as well as an efficient and fair dispute resolution process.

Compliance
Indicator

The agency has sufficient staffing, funding,
and authority to achieve the elimination of

identified barriers.

Measure
has been

met

For all unmet
measures,

provide a brief
explanation in

the space below
or complete and
attach an EEOC
FORM 715-01
PART H to the

agency's status
report

Measures Yes No

Does the EEO Office employ personnel with adequate training and
experience to conduct the analyses required by MD-715 and these
instructions?

   

Has the agency implemented an adequate data collection and analysis
systems that permit tracking of the information required by MD-715
and these instructions?

   

Have sufficient resources been provided to conduct effective audits of
field facilities' efforts to achieve a model EEO program and eliminate
discrimination under Title VII and the Rehabilitation Act?

  

 

Is there a designated agency official or other mechanism in place to
coordinate or assist with processing requests for disability
accommodations in all major components of the agency?

   

Are 90% of accommodation requests processed within the time frame
set forth in the agency procedures for reasonable accommodation?

   

Compliance
Indicator The agency has an effective complaint

tracking and monitoring system in place to
increase the effectiveness of the agency's

EEO Programs.

Measure
has been

met

For all unmet
measures,

provide a brief
explanation in

the space below
or complete and
attach an EEOC
FORM 715-01
PART H to the

agency's status
Measures Yes No
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report

Does the agency use a complaint tracking and monitoring system that
allows identification of the location, and status of complaints and
length of time elapsed at each stage of the agency's complaint
resolution process?

   

Does the agency's tracking system identify the issues and bases of the
complaints, the aggrieved individuals/complainants, the involved
management officials and other information to analyze complaint
activity and trends?

   

Does the agency hold contractors accountable for delay in counseling
and investigation processing times?

   

If yes, briefly describe how:

 

Does the agency monitor and ensure that new investigators,
counselors, including contract and collateral duty investigators, receive
the 32 hours of training required in accordance with EEO Management
Directive MD-110?

   

Does the agency monitor and ensure that experienced counselors,
investigators, including contract and collateral duty investigators,
receive the 8 hours of refresher training required on an annual basis in
accordance with EEO Management Directive MD-110?

   

Compliance
Indicator The agency has sufficient staffing, funding

and authority to comply with the time frames
in accordance with the EEOC (29 C.F.R. Part

1614) regulations for processing EEO
complaints of employment discrimination.

Measure
has been

met

For all unmet
measures,

provide a brief
explanation in

the space below
or complete and
attach an EEOC
FORM 715-01
PART H to the

agency's status
report

Measures Yes No

Are benchmarks in place that compare the agency's discrimination
complaint processes with 29 C.F.R. Part 1614?

   

Does the agency provide timely EEO counseling within 30 days of
the initial request or within an agreed upon extension in writing, up
to 60 days?

   

Does the agency provide an aggrieved person with written
notification of his/her rights and responsibilities in the EEO process
in a timely fashion?

   

Does the agency complete the investigations within the applicable
prescribed time frame?
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When a complainant requests a final agency decision, does the
agency issue the decision within 60 days of the request?

   

When a complainant requests a hearing, does the agency
immediately upon receipt of the request from the EEOC AJ forward
the investigative file to the EEOC Hearing Office?

   

When a settlement agreement is entered into, does the agency
timely complete any obligations provided for in such agreements?

   

Does the agency ensure timely compliance with EEOC AJ decisions
which are not the subject of an appeal by the agency?

   

Compliance
Indicator There is an efficient and fair dispute

resolution process and effective systems for
evaluating the impact and effectiveness of the
agency's EEO complaint processing program.

Measure
has been

met

For all unmet
measures,

provide a brief
explanation in

the space below
or complete and
attach an EEOC
FORM 715-01
PART H to the

agency's status
report

Measures Yes No

In accordance with 29 C.F.R. §1614.102(b), has the agency
established an ADR Program during the pre-complaint and formal
complaint stages of the EEO process?

   

Does the agency require all managers and supervisors to receive ADR
training in accordance with EEOC (29 C.F.R. Part 1614) regulations,
with emphasis on the federal government's interest in encouraging
mutual resolution of disputes and the benefits associated with utilizing
ADR?

   

After the agency has offered ADR and the complainant has elected to
participate in ADR, are the managers required to participate?

   

Does the responsible management official directly involved in the
dispute have settlement authority?

   

Compliance
Indicator

The agency has effective systems in place for
maintaining and evaluating the impact and

effectiveness of its EEO programs.

Measure
has been

met

For all unmet
measures,

provide a brief
explanation in

the space below
or complete and
attach an EEOC
FORM 715-01
PART H to the

agency's status
report

Measures Yes No

Does the agency have a system of management controls in place to
ensure the timely, accurate, complete and consistent reporting of EEO
complaint data to the EEOC?
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Does the agency provide reasonable resources for the EEO complaint
process to ensure efficient and successful operation in accordance with
29 C.F.R. § 1614.102(a)(1)?

   

Does the agency EEO office have management controls in place to
monitor and ensure that the data received from Human Resources is
accurate, timely received, and contains all the required data elements
for submitting annual reports to the EEOC?

   

Do the agency's EEO programs address all of the laws enforced by the
EEOC?

   

Does the agency identify and monitor significant trends in complaint
processing to determine whether the agency is meeting its obligations
under Title VII and the Rehabilitation Act?

   

Does the agency track recruitment efforts and analyze efforts to
identify potential barriers in accordance with MD-715 standards?

   

Does the agency consult with other agencies of similar size on the
effectiveness of their EEO programs to identify best practices and share
ideas?

   

Compliance
Indicator The agency ensures that the investigation and

adjudication function of its complaint
resolution process are separate from its legal
defense arm of agency or other offices with

conflicting or competing interests.

Measure
has been

met

For all unmet
measures,

provide a brief
explanation in

the space below
or complete and
attach an EEOC
FORM 715-01
PART H to the

agency's status
report

Measures Yes No

Are legal sufficiency reviews of EEO matters handled by a functional
unit that is separate and apart from the unit which handles agency
representation in EEO complaints?

   

Does the agency discrimination complaint process ensure a neutral
adjudication function?

   

If applicable, are processing time frames incorporated for the legal
counsel's sufficiency review for timely processing of complaints?

   

Essential Element F: RESPONSIVENESS AND LEGAL COMPLIANCE
This element requires that federal agencies are in full compliance with EEO statutes and EEOC regulations,
policy guidance, and other written instructions.

Compliance
Indicator

Agency personnel are accountable for timely
compliance with orders issued by EEOC

Administrative Judges.

Measure
has been

met

For all unmet
measures,

provide a brief
explanation in

the space below
or complete and
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attach an EEOC
FORM 715-01
PART H to the

agency's status
report

Measures Yes No

 Does the agency have a system of management
control to ensure that agency officials timely
comply with any orders or directives issued by
EEOC Administrative Judges?

  

  

Compliance
Indicator The agency's system of management controls

ensures that the agency timely completes all
ordered corrective action and submits its

compliance report to EEOC within 30 days of
such completion.

Measure
has been

met

For all unmet
measures,

provide a brief
explanation in

the space below
or complete and
attach an EEOC
FORM 715-01
PART H to the

agency's status
report

Measures Yes No

Does the agency have control over the payroll processing function of
the agency? If Yes, answer the two questions below.

   

Are there steps in place to guarantee responsive, timely, and
predictable processing of ordered monetary relief?

   

Are procedures in place to promptly process other forms of ordered
relief?

   

Compliance
Indicator

Agency personnel are accountable for the
timely completion of actions required to

comply with orders of EEOC.

Measure
has been

met

For all unmet
measures,

provide a brief
explanation in

the space below
or complete and
attach an EEOC
FORM 715-01
PART H to the

agency's status
report

Measures Yes No

Is compliance with EEOC orders encompassed in the performance
standards of any agency employees?

   

If so, please identify the employees by title in the comments section,
and state how performance is measured.

 

Is the unit charged with the responsibility for compliance with EEOC
orders located in the EEO office?

   

If not, please identify the unit in which it is located, the number of
employees in the unit, and their grade levels in the comments
section.
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Have the involved employees received any formal training in EEO
compliance?

   

Does the agency promptly provide to the EEOC the following
documentation for completing compliance:

   

Attorney Fees: Copy of check issued for attorney fees and /or a
narrative statement by an appropriate agency official, or agency
payment order dating the dollar amount of attorney fees paid?

   

Awards: A narrative statement by an appropriate agency official
stating the dollar amount and the criteria used to calculate the
award?

   

Back Pay and Interest: Computer print-outs or payroll documents
outlining gross back pay and interest, copy of any checks issued,
narrative statement by an appropriate agency official of total monies
paid?

   

Compensatory Damages: The final agency decision and evidence of
payment, if made?

   

Training: Attendance roster at training session(s) or a narrative
statement by an appropriate agency official confirming that specific
persons or groups of persons attended training on a date certain?

   

Personnel Actions (e.g., Reinstatement, Promotion, Hiring,
Reassignment): Copies of SF-50s

   

Posting of Notice of Violation: Original signed and dated notice
reflecting the dates that the notice was posted. A copy of the notice
will suffice if the original is not available.

   

Supplemental Investigation: 1. Copy of letter to complainant
acknowledging receipt from EEOC of remanded case. 2. Copy of
letter to complainant transmitting the Report of Investigation (not
the ROI itself unless specified). 3. Copy of request for a hearing
(complainant's request or agency's transmittal letter).

   

Final Agency Decision (FAD): FAD or copy of the complainant's
request for a hearing.

   

Restoration of Leave: Print-out or statement identifying the amount
of leave restored, if applicable. If not, an explanation or statement.

   

Civil Actions: A complete copy of the civil action complaint
demonstrating same issues raised as in compliance matter.

   

Settlement Agreements: Signed and dated agreement with specific
dollar amounts, if applicable. Also, appropriate documentation of
relief is provided.

   

Footnotes:
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1. See 29 C.F.R. § 1614.102.

2. When an agency makes modifications to its procedures, the procedures must be resubmitted to the
Commission. See EEOC Policy Guidance on Executive Order 13164: Establishing Procedures to Facilitate the
Provision of Reasonable Accommodation (10/20/00), Question 28.

This page was last modified on July 20, 2004.
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Equal Employment Opportunity (EEO) Terminology
A   B   C D E F   G   H I J   K   L   M   N O P Q R S    T   U   V   W   X   Y   Z

Administrative Judge (AJ): An official assigned by the Equal Employment Opportunity Commission 
(EEOC) to hold hearings on formal complaints of discrimination and to otherwise process individual or 
class complaints for the EEOC. 

Affirmative Action: Positive steps taken by an employer which contribute toward greater employment 
opportunities for minorities, females, the elderly, and the disabled. In federal employment, extra effort 
must be made to include qualified women, minorities, employees over 40, and the disabled at grade 
levels and in job categories where they are under represented. 

Affirmative Action Plans/Affirmative Employment Plan: Written plans for programs required by 
Executive Order 11478 and other laws and regulations. AAP's may contain studies which show how 
the work force at the activity has been used, and may include goals and timetables for increasing the 
representation of protected class members in those areas where they have been under represented. 

Age Discrimination: A claim of discrimination based on age by an individual who is at least 40 years 
of age at the time of the alleged discriminatory act. 

Aggrieved Person: A person who believes that he/she has been discriminated against in some way 
and makes his/her concerns known. 

Allegation of Reprisal: A claim of restraint, interference, coercion, discrimination, or retaliation in 
connection with presenting or processing a complaint or because of any opposition to an employment 
practice made unlawful under Title 29 CFR part 1614. 

Complainant: An employee, a former employee, or an applicant for employment who files a formal 
complaint of discrimination based on his/her race, color, religion, sex, national origin, age (40), 
physical or mental disability and/or reprisal. 

Discrimination: Any act or failure to act, impermissibly based in whole or in part on a person's race, 
color, religion, sex, national origin, age, physical or mental handicap, and/or reprisal, that adversely 
affects privileges, benefits, working conditions, results in disparate treatment, or had a disparate 
impact on employees or applicants. 

Disparate Impact: Under EEO law, less favorable effect for one group than for another. Disparate 
impact results when rules applied to all employees have a different and more inhibiting effect on 
women and minority groups than on the majority. For example, nonessential educational requirements 
for certain jobs can have a disparate impact on minority groups looking for work, as they often have 
been limited in their access to educational opportunities. 

Disparate Treatment: Inconsistent application of rules and policies to one group of people over 
another. Discrimination may result when rules and policies are applied differently to members of 
protected classes. Disciplining Hispanic and Afro-American employees for tardiness, while ignoring 
tardiness among other employees, is an example of disparate treatment. Such inconsistent application 
of rules often leads to complaints. 

EEO Counselor: An employee of the EEO Office, working under the direction of the EEO Manager, 
who makes informal inquiries and seeks resolution of informal complaints. 

Equal Employment Opportunity: The goal of laws which make some types of discrimination in 
employment illegal. Equal employment opportunity will become a reality when each U.S. citizen has an 
equal chance to enjoy the benefits of employment. EEO is not a guarantee of employment for anyone. 
Under EEO law, only job related factors can be used to determine if an individual is qualified for a 
particular job. Ideally, EEO laws and Affirmative Action programs combine to achieve equal 
employment opportunities. See EEO law, Affirmative Action, and Affirmative Action Plan/Affirmative 
Employment Plan. 

Equal Employment Opportunity Commission (EEOC): The Federal agency with overall 
responsibility for federal sector complaints. The EEOC issues policy and regulations on the 
discrimination complaint system, holds hearings and makes findings and recommendations on 
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discrimination complaints; and, makes final decisions on discrimination complaints that have been 
appealed. It also reviews, upon request, decisions of negotiated grievances and Merit Systems 
Protection Board (MSPB) appeals if they include issues of discrimination. 

Equal Employment Opportunity Laws: Five laws which prohibit discrimination on the basis of race, 
color, religion, sex, national origin, physical handicap and mental handicap in any terms, conditions, or 
privileges of employment. The five EEO laws are:

• The Equal Pay Act of 1963, as amended. 

• Title VII of the Civil Rights Act of 1964, as amended by the Equal Employment Opportunity Act 
of 1972 and the Pregnancy Disability Act of 1978. 
• The Rehabilitation Act of 1973, as amended. 

• The Age Discrimination in Employment Act of 1967, as amended. 

• The Civil Rights Act of 1991. 

Ethnic Group: A group of people who share a common religion, color, or national origin. Irish-
Americans, Mexican-Americans, German-Americans, Italian-Americans, Hindus, Moslems, and Jews 
are examples of ethnic groups. Some members of ethnic groups participate in the customs and 
practices of their groups, while others do not. Discrimination based on these customs and practices 
may be illegal under EEO law. See Minority. 

Formal Complaint: A written complaint, DLA Form 1808, filed under 29 CFR 1614, alleging that a 
specific act of discrimination or reprisal has/have taken place that is personal to the individual. 

Hearing: The presentation of such oral and written evidence concerning a complaint of discrimination 
presented before the EEOC. 

Informal Complaint: A matter of alleged discrimination which an aggrieved person brings to the 
attention of the EEO Counselor before a formal discrimination complaint is filed. 

Investigative Report: The report of investigation (ROI) prepared by an investigator after a formal 
discrimination complaint is filed, accepted for processing, and is investigated. 

Job Related: Essential to job performance. The knowledge, skills, abilities, and experience necessary 
to perform a particular job. Tests are job related if they test whether an applicant or employee can 
perform the job in question. A rule or practice is job related if it is necessary for the safe and efficient 
performance of a particular job. For example, a rule prohibiting employees from wearing loose, flowing 
clothing around high speed rotating equipment is job related. However, the same rule applied in an 
office with no rotating equipment is not job related, and may have a disparate impact on some ethnic 
minorities. 

Merit Principles: The rules established by the Office of Personnel Management that the federal 
government follows in hiring, promoting, and all terms and conditions of employment. One of those 
rules states that the selection and advancement shall be made on the basis of an applicant's or 
employee's ability, knowledge, and skills in fair and open competition. 

Merit Systems Protection Board (MSPB): The federal agency responsible for deciding appealable 
personnel actions and mixed case appeals. 

Minority: The smaller part of a group. A group within a country or state that differs in race, religion or 
national origin from the dominant group. According to EEOC guidelines, minority is used to mean four 
particular groups who share a race, color or national origin. 

These groups are: 

• American Indian or Alaskan Native. A person having origins in any of the original peoples of 
North America, and who maintain their culture through a tribe or community. 

• Asian or Pacific Islander. A person having origins in any of the original people of the Far East, 
Southeast Asia, India, or the Pacific Islands. These areas include, for example, China, India, 
Korea, the Philippine Islands, and Samoa. 
• Black (except Hispanic). A person having origins in any of the black racial groups of Africa. 

• Hispanic. A person of Mexican, Puerto Rican, Cuban, Central or South American, or other 
Spanish culture or origin, regardless of race. 
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• The many peoples with origins in Europe, North Africa, or the Middle East make up the 
dominant white population. Of course, many more minority groups can be identified in the 
American population. However, they are not classified separately as minorities under EEO law. It 
should be noted that women are not classified as a minority. However, they have experienced the 
same kind of systematic exclusion from the economy as the various minorities. Thus, they are 
considered as having "minority status" as far as the law is concerned. 

Mixed Case Appeal: An appeal filed with the MSPB which alleges that an adverse personnel action 
resulted, in whole or in part, because of discrimination on the basis of race, color, religion, sex, 
national origin, age (40), physical or mental handicap, and/or reprisal, or alleges that such action 
resulted in sex-based wage discrimination. 

Mixed Case Complaint: A complaint involving an action appealable to MSPB which alleges that the 
action was taken because of discrimination. Actions appealable to the MSPB include but are not 
limited to removals, demotions, suspensions for more than 14 days, reductions-in-force, and furloughs 
for less than 30 days. 

Negotiated Settlement Agreement: A written settlement agreement voluntarily signed by the 
complainant or agent and the agency, during the precomplaint or formal complaint process, which 
resolves a discrimination complaint. The terms of the agreement are binding on both parties. 

Numerical Goal: A target number of qualified women and minorities hired and advanced within a 
given period of time through an Affirmative Action Program. A numerical goal is not a quota, as it may 
not be reached within the time frame. It does not permit the hiring or advancement of unqualified
employees. Numerical goals provide a standard which allows an activity to measure the effectiveness 
of its Affirmative Action Program. When numerical goals are reached, the percent of women and 
minority group members working at appropriate grade levels and classifications will be closer to their 
percentage in the labor market. 

Official Time: Under 29 CFR Section 1614.605, complainants have a right to a "reasonable" about of 
official time, if otherwise on duty, to prepare a complaint filed under this regulation. The ? is not 
obligated to change work schedules, incur overtime, or pay travel. However, when the an EEOC 
administrative judge requests the complainant's presence in connection with a complaint, the 
complainant will be granted official time for the duration of such meeting or hearing regardless of the 
tour of duty. Employees must arrange in advance with their supervisors to use this duty time. 
Disagreements as to what is "reasonable" time are resolved by the activity Commander or his/her 
designee. "Reasonable duty time" includes all time actually spent in meetings and hearings required 
by an EEOC official, plus a reasonable amount of preparation time. Reasonable time is generally 
defined in terms of hours rather than days, weeks, or months. 

Office of Federal Operations (OFO): The EEOC component that handles all administrative appeals 
to the EEOC. 

Prima Facie: This Latin term translates as "on first view", or "at first appearance". In EEO cases, 
complainants present evidence and arguments to support a claim of discrimination. If those arguments 
cannot be rebutted with additional evidence, the claim will be supported by the court within further 
argument. Thus, a prima facie case is established. In the EEO area, statistics of under utilization have 
been sufficient to make a prima facie case for discrimination. 

Protected Class: The groups protected from the employment discrimination by law. These groups 
include men and women on the basis of sex; any group which shares a common race, religion, color, 
or national origin; people over 40; and people with physical or mental handicaps. Every U.S. citizen is 
a member of some protected class, and is entitled to the benefits of EEO law. However, the EEO laws 
were passed to correct a history of unfavorable treatment of women and minority group members. 

Quota: Fixed hiring and promotion rates based on race, sex, or other protected class standards which 
must be met at all costs. In extreme cases, the courts have assigned quotas to some employers who 
have continued to practice illegal discrimination. The agency or any other employer cannot use quotas 
to meet their affirmative action goals unless a court orders it. Quotas are considered discriminatory 
against males and other non minority people. 

Reasonable Accommodation: Any change in the work environment, in the way things are 
customarily done, or in the application process that enables a person with a disability to enjoy equal 
employment opportunities. The three general categories of reasonable accommodation are changes 
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.

to: (1) job application process to permit people with disabilities to be considered for jobs; (2) enable 
people with disabilities to perform the essential functions of a job; and (3) give people with disabilities 
equal access to the benefits and privileges of employment. 

Representative: A person selected and designated in writing by a complainant or the class agent. 
The representative may accompany, represent, and advise in the complaint process. 

Reprisal: Unlawful restraint, coercion or discrimination against complainants, their representatives, 
witnesses, EEO Counselors, investigators, and other agency officials with responsibility for processing 
EEO complaints. 

Settlement: An adjustment arrived at during the precomplaint or formal complaint process, which 
resolves issues raised to the satisfaction of the complainant. The terms of the adjustment must be set 
out in a negotiated settlement agreement. 

Sexual Harassment: Unwelcome sexual advances, requests for sexual favors, and/or other verbal or 
physical conduct of a sexual nature based on one or more of the following conditions a) Submission to 
such conduct is made either explicitly or implicitly a term or condition of an individual's employment b) 
Submission to or rejection of such conduct by an individual is used as the basis for employment 
decisions affecting such individual c) Such conduct has the purpose or effect of unreasonably 
interfering with an individual's work performance or creating an intimidating, hostile, or offensive work 
environment. 

Under Represented: Inadequately represented in the work force of a particular activity. This term is 
used to describe the extent to which women and minorities are represented in particular grade levels 
and job categories. The percentage of women and minorities in the labor market is used as a standard 
to determine under representation. For example, suppose there are 100 GS-12's at an agency; three 
of them or 3% are black. However, the black labor market for GS-12 positions at that particular activity 
is 15%. In this case, blacks are under represented at the GS -12 level. 

Under Utilized: To use less than fully; below potential use. This term is often applied to categories of 
employees who are working at jobs that do not make use of their skills and abilities, although they may 
have been hired for those skills and abilities. When an employee is consistently assigned to "dead 
end" jobs, he or she may be under utilized because they are often seen as able to perform only limited 
tasks. 
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1 So in original. Does not conform to section catchline. 

§ 4119. Training for employees under the Office 
of the Architect of the Capitol and the Bo-
tanic Garden 

(a) The Architect of the Capitol may, by regu-

lation, make applicable such provisions of this 

chapter as the Architect determines necessary 

to provide for training of (1) individuals em-

ployed under the Office of the Architect of the 

Capitol and the Botanic Garden and (2) other 

congressional employees who are subject to the 

administrative control of the Architect. The 

regulations shall provide for training which, in 

the determination of the Architect, is consistent 

with the training provided by agencies under the 

preceding sections of this chapter. 

(b) The Office of Personnel Management shall 

provide the Architect of the Capitol with such 

advice and assistance as the Architect may re-

quest in order to enable the Architect to carry 

out the purposes of this section. 

(Added Pub. L. 97–346, § 1(a), Oct. 15, 1982, 96 Stat. 

1647.) 

§ 4120. Training for employees of the Capitol Po-
lice 

(a) The Chief of the Capitol Police may, by 

regulation, make applicable such provisions of 

this chapter as the Chief determines necessary 

to provide for training of employees of the Cap-

itol Police. The regulations shall provide for 

training which, in the determination of the 

Chief, is consistent with the training provided 

by agencies under the preceding sections of this 

chapter. 

(b) The Office of Personnel Management shall 

provide the Chief of the Capitol Police with such 

advice and assistance as the Chief may request 

in order to enable the Chief to carry out the pur-

poses of this section. 

(Added Pub. L. 108–7, div. H, title I, § 1010(a), Feb. 

20, 2003, 117 Stat. 360.) 

§ 4121. Specific training programs 

In consultation with the Office of Personnel 

Management, the head of each agency shall es-

tablish— 

(1) a comprehensive management succession 

program to provide training to employees to 

develop managers for the agency; and 

(2) a program to provide training to man-

agers on actions, options, and strategies a 

manager may use in— 

(A) relating to employees with unaccept-

able performance; 

(B) mentoring employees and improving 

employee performance and productivity; and 

(C) conducting employee performance ap-

praisals. 

(Added Pub. L. 108–411, title II, § 201(b)(1), Oct. 30, 

2004, 118 Stat. 2311.) 

CHAPTER 43—PERFORMANCE APPRAISAL 

SUBCHAPTER I—GENERAL PROVISIONS 

Sec. 

4301. Definitions. 

4302. Establishment of performance appraisal sys-

tems. 

[4302a. Repealed.] 

Sec. 

4303. Actions based on unacceptable performance. 

4304. Responsibilities of 1 Office of Personnel Man-

agement. 

4305. Regulations. 

SUBCHAPTER II—PERFORMANCE APPRAISAL IN 

THE SENIOR EXECUTIVE SERVICE 

4311. Definitions. 

4312. Senior Executive Service performance ap-

praisal systems. 

4313. Criteria for performance appraisals. 

4314. Ratings for performance appraisals. 

4315. Regulations. 

AMENDMENTS 

1993—Pub. L. 103–89, § 3(b)(1)(B)(ii), Sept. 30, 1993, 107 

Stat. 981, struck out item 4302a ‘‘Establishment of per-

formance appraisal systems for performance manage-

ment and recognition system employees’’. 

1984—Pub. L. 98–615, title II, § 202(b), Nov. 8, 1984, 98 

Stat. 3216, added item 4302a. 

1978—Pub. L. 95–454, title II, § 203(a), title IV, § 405(b), 

Oct. 13, 1978, 92 Stat. 1131, 1170, in chapter heading sub-

stituted ‘‘APPRAISAL’’ for ‘‘RATING’’, added heading 

for subchapter I, in item 4302 substituted ‘‘Establish-

ment of performance appraisal systems’’ for ‘‘Perform-

ance-rating plans; establishment of’’, in item 4303 sub-

stituted ‘‘Actions based on unacceptable performance’’ 

for ‘‘Performance-rating plans; requirements for’’, in 

item 4304 substituted ‘‘Responsibilities of Office of Per-

sonnel Management’’ for ‘‘Ratings for performance’’, in 

item 4305 substituted ‘‘Regulations’’ for ‘‘Review of rat-

ings’’, struck out items 4306 to 4308 ‘‘Performance-rat-

ing plans; inspection of’’, ‘‘Other rating procedures pro-

hibited’’, and ‘‘Regulations’’, respectively, and added 

item for subchapter II and items 4311 to 4315. 

SUBCHAPTER I—GENERAL PROVISIONS 

AMENDMENTS 

1979—Pub. L. 96–54, § 2(a)(20), Aug. 14, 1979, 93 Stat. 382, 

added heading for subchapter I. 

§ 4301. Definitions 

For the purpose of this subchapter— 

(1) ‘‘agency’’ means— 

(A) an Executive agency; and 

(B) the Government Printing Office; 

but does not include— 

(i) a Government corporation; 

(ii) the Central Intelligence Agency, the 

Defense Intelligence Agency, the National 

Geospatial-Intelligence Agency, the Na-

tional Security Agency, or any Executive 

agency or unit thereof which is designated 

by the President and the principal function 

of which is the conduct of foreign intel-

ligence or counterintelligence activities; or 

(iii) the Government Accountability Of-

fice; 

(2) ‘‘employee’’ means an individual em-

ployed in or under an agency, but does not in-

clude— 

(A) an employee outside the United States 

who is paid in accordance with local native 

prevailing wage rates for the area in which 

employed; 

(B) an individual in the Foreign Service of 

the United States; 

(C) a physician, dentist, nurse, or other 

employee in the Veterans Health Adminis-
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tration of the Department of Veterans Af-

fairs whose pay is fixed under chapter 73 of 

title 38; 
(D) an administrative law judge appointed 

under section 3105 of this title; 
(E) an individual in the Senior Executive 

Service or the Federal Bureau of Investiga-

tion and Drug Enforcement Administration 

Senior Executive Service; 
(F) an individual appointed by the Presi-

dent; 
(G) an individual occupying a position not 

in the competitive service excluded from 

coverage of this subchapter by regulations of 

the Office of Personnel Management; or 
(H) an individual who (i) is serving in a po-

sition under a temporary appointment for 

less than one year, (ii) agrees to serve with-

out a performance evaluation, and (iii) will 

not be considered for a reappointment or for 

an increase in pay based in whole or in part 

on performance; and 

(3) ‘‘unacceptable performance’’ means per-

formance of an employee which fails to meet 

established performance standards in one or 

more critical elements of such employee’s po-

sition. 

(Pub. L. 89–554, Sept. 6, 1966, 80 Stat. 440; Pub. L. 

91–375, § 6(c)(8), Aug. 12, 1970, 84 Stat. 776; Pub. L. 

95–251, § 2(a)(1), Mar. 27, 1978, 92 Stat. 183; Pub. L. 

95–454, title II, § 203(a), Oct. 13, 1978, 92 Stat. 1131; 

Pub. L. 100–325, § 2(f), May 30, 1988, 102 Stat. 581; 

Pub. L. 101–474, § 5(e), Oct. 30, 1990, 104 Stat. 1100; 

Pub. L. 101–510, div. A, title XII, § 1206(e), Nov. 5, 

1990, 104 Stat. 1661; Pub. L. 102–54, § 13(b)(2), June 

13, 1991, 105 Stat. 274; Pub. L. 103–359, title V, 

§ 501(e), Oct. 14, 1994, 108 Stat. 3429; Pub. L. 

104–201, div. A, title XI, § 1122(a)(1), Sept. 23, 1996, 

110 Stat. 2687; Pub. L. 108–271, § 8(b), July 7, 2004, 

118 Stat. 814; Pub. L. 110–417, [div. A], title IX, 

§ 931(a)(1), Oct. 14, 2008, 122 Stat. 4575.) 

HISTORICAL AND REVISION NOTES 

Derivation U.S. Code 
Revised Statutes and 

Statutes at Large 

.................. 5 U.S.C. 2001. Sept. 30, 1950, ch. 1123, § 2, 64 

Stat. 1098. 

Sept. 1, 1954, ch. 1208, 

§ 601(a), 68 Stat. 1115. 

June 17, 1957, Pub. L. 85–56, 

§ 2201(21), 71 Stat. 159. 

July 11, 1957, Pub. L. 85–101, 

71 Stat. 293. 

Sept. 2, 1958, Pub. L. 85–857, 

§ 13(p), 72 Stat. 1266. 

Mar. 26, 1964, Pub. L. 88–290, 

‘‘Sec. 306(b)’’, 78 Stat. 170. 

In paragraph (1), the term ‘‘Executive agency’’ is sub-

stituted for the reference to ‘‘executive departments, 

the independent establishments and agencies in the ex-

ecutive branch, including corporations wholly owned 

by the United States’’ and ‘‘the General Accounting Of-

fice’’. The exception of ‘‘a Government controlled cor-

poration’’ is added in subparagraph (vii) to preserve the 

application of this chapter to ‘‘corporations wholly 

owned by the United States’’. The exceptions for Pro-

duction credit corporations and Federal intermediate 

credit banks in former section 2001(b)(5), (6) are omitted 

as they are no longer ‘‘corporations wholly owned by 

the United States’’. Under the Farm Credit Act of 1956, 

70 Stat. 659, the production credit corporations were 

merged in the Federal intermediate credit banks, and 

pursuant to that Act the Federal intermediate credit 

banks have ceased to be corporations owned by the 

United States. The exceptions for Federal land banks 

and banks for cooperatives in former section 2001(b)(7), 

(8) are omitted as included within the exception of ‘‘a 

Government controlled corporation’’ in subparagraph 

(vii). 
Paragraph (2) is supplied because the definition of 

‘‘employee’’ in section 2105 does not encompass individ-

uals employed by the government of the District of Co-

lumbia. The definition in paragraph (2) does not encom-

pass members of the uniformed services as they are not 

‘‘employed’’ in or under an agency. 
Paragraph (2)(E) is based on the third and fifth sen-

tences, respectively, of former sections 1010 and 1011, 

which are carried into sections 5362 and 559, respec-

tively, and section 1106(a) of the Act of Oct. 28, 1949, ch. 

782, 63 Stat. 972. 
Standard changes are made to conform with the defi-

nitions applicable and the style of this title as outlined 

in the preface to the report. 

AMENDMENTS 

2008—Par. (1)(ii) Pub. L. 110–417 substituted ‘‘National 

Geospatial-Intelligence Agency’’ for ‘‘National Imagery 

and Mapping Agency’’. 
2004—Par. (1)(iii). Pub. L. 108–271 substituted ‘‘Gov-

ernment Accountability Office’’ for ‘‘General Account-

ing Office’’. 
1996—Par. (1)(ii). Pub. L. 104–201 substituted ‘‘Na-

tional Imagery and Mapping Agency’’ for ‘‘Central Im-

agery Office’’. 
1994—Par. (1)(ii). Pub. L. 103–359 inserted ‘‘the Central 

Imagery Office,’’ after ‘‘Defense Intelligence Agency,’’. 
1991—Par. (2)(C). Pub. L. 102–54 substituted ‘‘Veterans 

Health Administration of the Department of Veterans 

Affairs’’ for ‘‘Department of Medicine and Surgery, 

Veterans’ Administration’’. 
1990—Par. (1). Pub. L. 101–474 redesignated subpar. (C) 

as (B) and struck out former subpar. (B) which included 

Administrative Office of United States Courts within 

definition of ‘‘agency’’. 
Par. (2)(H). Pub. L. 101–510 added subpar. (H). 
1988—Par. (2)(E). Pub. L. 100–325 inserted reference to 

Federal Bureau of Investigation and Drug Enforcement 

Administration Senior Executive Service. 
1978—Pub. L. 95–454 substituted provisions defining 

‘‘agency’’, ‘‘employee’’, and ‘‘unacceptable perform-

ance’’ for provisions defining ‘‘agency’’ and ‘‘em-

ployee’’. 
Par. (2)(E). Pub. L. 95–251 substituted ‘‘administrative 

law judge’’ for ‘‘hearing examiner’’. 
1970—Par. (1)(ii). Pub. L. 91–375 repealed cl. (ii) which 

excluded postal field service from definition of ‘‘agen-

cy’’. 

EFFECTIVE DATE OF 1996 AMENDMENT 

Amendment by Pub. L. 104–201 effective Oct. 1, 1996, 

see section 1124 of Pub. L. 104–201, set out as a note 

under section 193 of Title 10, Armed Forces. 

EFFECTIVE DATE OF 1978 AMENDMENT 

Amendment by Pub. L. 95–454 effective 90 days after 

Oct. 13, 1978, see section 907 of Pub. L. 95–454, set out as 

a note under section 1101 of this title. 

EFFECTIVE DATE OF 1970 AMENDMENT 

Amendment by Pub. L. 91–375 effective within 1 year 

after Aug. 12, 1970, on date established therefor by 

Board of Governors of United States Postal Service and 

published by it in Federal Register, see section 15(a) of 

Pub. L. 91–375, set out as an Effective Date note preced-

ing section 101 of Title 39, Postal Service. 

§ 4302. Establishment of performance appraisal 
systems 

(a) Each agency shall develop one or more per-

formance appraisal systems which— 
(1) provide for periodic appraisals of job per-

formance of employees; 
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(2) encourage employee participation in es-

tablishing performance standards; and 

(3) use the results of performance appraisals 

as a basis for training, rewarding, reassigning, 

promoting, reducing in grade, retaining, and 

removing employees. 

(b) Under regulations which the Office of Per-

sonnel Management shall prescribe, each per-

formance appraisal system shall provide for— 

(1) establishing performance standards 

which will, to the maximum extent feasible, 

permit the accurate evaluation of job perform-

ance on the basis of objective criteria (which 

may include the extent of courtesy dem-

onstrated to the public) related to the job in 

question for each employee or position under 

the system; 

(2) as soon as practicable, but not later than 

October 1, 1981, with respect to initial ap-

praisal periods, and thereafter at the begin-

ning of each following appraisal period, com-

municating to each employee the performance 

standards and the critical elements of the em-

ployee’s position; 

(3) evaluating each employee during the ap-

praisal period on such standards; 

(4) recognizing and rewarding employees 

whose performance so warrants; 

(5) assisting employees in improving unac-

ceptable performance; and 

(6) reassigning, reducing in grade, or remov-

ing employees who continue to have unaccept-

able performance but only after an oppor-

tunity to demonstrate acceptable perform-

ance. 

(c) In accordance with regulations which the 

Office shall prescribe, the head of an agency 

may administer and maintain a performance ap-

praisal system electronically. 

(Pub. L. 89–554, Sept. 6, 1966, 80 Stat. 440; Pub. L. 

95–454, title II, § 203(a), Oct. 13, 1978, 92 Stat. 1132; 

Pub. L. 102–378, § 2(18), Oct. 2, 1992, 106 Stat. 1347; 

Pub. L. 106–398, § 1 [[div. A], title XI, § 1104], Oct. 

30, 2000, 114 Stat. 1654, 1654A–311.) 

HISTORICAL AND REVISION NOTES 

Derivation U.S. Code 
Revised Statutes and 

Statutes at Large 

.................. 5 U.S.C. 2002. Sept. 30, 1950, ch. 1123, § 3, 64 

Stat. 1098. 

Standard changes are made to conform with the defi-

nitions applicable and the style of this title as outlined 

in the preface to the report. 

AMENDMENTS 

2000—Subsec. (c). Pub. L. 106–398 added subsec. (c). 

1992—Subsec. (a)(3). Pub. L. 102–378 substituted a pe-

riod for semicolon at end. 

1978—Pub. L. 95–454 substituted ‘‘Establishment of 

performance appraisal systems’’ for ‘‘Performance-rat-

ing plans; establishment of’’ in section catchline and in 

text substituted provisions relating to the establish-

ment of a performance appraisal system, for provisions 

relating to the establishment of performance-rating 

plans. 

EFFECTIVE DATE OF 1978 AMENDMENT 

Amendment by Pub. L. 95–454 effective 90 days after 

Oct. 13, 1978, see section 907 of Pub. L. 95–454, set out as 

a note under section 1101 of this title. 

[§ 4302a. Repealed. Pub. L. 103–89, § 3(b)(1)(B)(i), 
Sept. 30, 1993, 107 Stat. 981] 

Section, added Pub. L. 98–615, title II, § 202(a), Nov. 8, 

1984, 98 Stat. 3214; amended Pub. L. 101–103, § 5(a), Sept. 

30, 1989, 103 Stat. 671; Pub. L. 102–22, § 2(a), Mar. 28, 1991, 

105 Stat. 71, related to the establishment of perform-

ance appraisal systems for performance management 

and recognition system employees. 

EFFECTIVE DATE OF REPEAL 

Repeal effective Nov. 1, 1993, see section 3(c) of Pub. 

L. 103–89, set out as an Effective Date of 1993 Amend-

ment note under section 3372 of this title. 

§ 4303. Actions based on unacceptable perform-
ance 

(a) Subject to the provisions of this section, an 

agency may reduce in grade or remove an em-

ployee for unacceptable performance. 
(b)(1) An employee whose reduction in grade or 

removal is proposed under this section is enti-

tled to— 
(A) 30 days’ advance written notice of the 

proposed action which identifies— 
(i) specific instances of unacceptable per-

formance by the employee on which the pro-

posed action is based; and 
(ii) the critical elements of the employee’s 

position involved in each instance of unac-

ceptable performance; 

(B) be represented by an attorney or other 

representative; 
(C) a reasonable time to answer orally and in 

writing; and 
(D) a written decision which— 

(i) in the case of a reduction in grade or re-

moval under this section, specifies the in-

stances of unacceptable performance by the 

employee on which the reduction in grade or 

removal is based, and 
(ii) unless proposed by the head of the 

agency, has been concurred in by an em-

ployee who is in a higher position than the 

employee who proposed the action. 

(2) An agency may, under regulations pre-

scribed by the head of such agency, extend the 

notice period under subsection (b)(1)(A) of this 

section for not more than 30 days. An agency 

may extend the notice period for more than 30 

days only in accordance with regulations issued 

by the Office of Personnel Management. 
(c) The decision to retain, reduce in grade, or 

remove an employee— 
(1) shall be made within 30 days after the 

date of expiration of the notice period, and 
(2) in the case of a reduction in grade or re-

moval, may be based only on those instances 

of unacceptable performance by the em-

ployee— 
(A) which occurred during the 1-year pe-

riod ending on the date of the notice under 

subsection (b)(1)(A) of this section in connec-

tion with the decision; and 
(B) for which the notice and other require-

ments of this section are complied with. 

(d) If, because of performance improvement by 

the employee during the notice period, the em-

ployee is not reduced in grade or removed, and 

the employee’s performance continues to be ac-

ceptable for 1 year from the date of the advance 
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written notice provided under subsection 

(b)(1)(A) of this section, any entry or other nota-

tion of the unacceptable performance for which 

the action was proposed under this section shall 

be removed from any agency record relating to 

the employee. 

(e) Any employee who is— 

(1) a preference eligible; 

(2) in the competitive service; or 

(3) in the excepted service and covered by 

subchapter II of chapter 75, 

and who has been reduced in grade or removed 

under this section is entitled to appeal the ac-

tion to the Merit Systems Protection Board 

under section 7701. 

(f) This section does not apply to— 

(1) the reduction to the grade previously 

held of a supervisor or manager who has not 

completed the probationary period under sec-

tion 3321(a)(2) of this title, 

(2) the reduction in grade or removal of an 

employee in the competitive service who is 

serving a probationary or trial period under an 

initial appointment or who has not completed 

1 year of current continuous employment 

under other than a temporary appointment 

limited to 1 year or less, or 

(3) the reduction in grade or removal of an 

employee in the excepted service who has not 

completed 1 year of current continuous em-

ployment in the same or similar positions. 

(Pub. L. 89–554, Sept. 6, 1966, 80 Stat. 440; Pub. L. 

95–454, title II, § 203(a), Oct. 13, 1978, 92 Stat. 1133; 

Pub. L. 101–376, § 2(b), Aug. 17, 1990, 104 Stat. 462.) 

HISTORICAL AND REVISION NOTES 

Derivation U.S. Code 
Revised Statutes and 

Statutes at Large 

.................. 5 U.S.C. 2004. Sept. 30, 1950, ch. 1123, § 5, 64 

Stat. 1098. 

The words ‘‘required by this chapter’’ are omitted as 

unnecessary. 

Standard changes are made to conform with the defi-

nitions applicable and the style of this title as outlined 

in the preface to the report. 

AMENDMENTS 

1990—Subsec. (e). Pub. L. 101–376 amended subsec. (e) 

generally. Prior to amendment, subsec. (e) read as fol-

lows: ‘‘Any employee who is a preference eligible or is 

in the competitive service and who has been reduced in 

grade or removed under this section is entitled to ap-

peal the action to the Merit Systems Protection Board 

under section 7701 of this title.’’ 

1978—Pub. L. 95–454 substituted ‘‘Actions based on un-

acceptable performance’’ for ‘‘Performance-rating 

plans; requirements for’’ in section catchline and in 

text substituted provisions relating to actions based on 

unacceptable performance, for provisions relating to 

requirements for performance-rating plans. 

EFFECTIVE DATE OF 1990 AMENDMENT 

Section 2(c) of Pub. L. 101–376 provided that: ‘‘The 

amendments made by this section [amending this sec-

tion and section 7511 of this title] shall apply with re-

spect to any personnel action taking effect on or after 

the effective date of this Act [see below].’’ 

Section 4 of Pub. L. 101–376 provided that: ‘‘This Act 

and the amendments made by this Act [amending this 

section, sections 7511 and 7701 of this title, and enacting 

provisions set out as notes under this section and sec-

tion 7501 of this title] shall become effective on the 

date of the enactment of this Act [Aug. 17, 1990], and, 

except as provided in section 2(c) [set out above], shall 

apply with respect to any appeal or other proceeding 

brought on or after such date.’’ 

EFFECTIVE DATE OF 1978 AMENDMENT 

Amendment by Pub. L. 95–454 effective 90 days after 

Oct. 13, 1978, see section 907 of Pub. L. 95–454, set out as 

a note under section 1101 of this title. 

§ 4304. Responsibilities of the Office of Personnel 
Management 

(a) The Office of Personnel Management shall 

make technical assistance available to agencies 

in the development of performance appraisal 

systems. 

(b)(1) The Office shall review each performance 

appraisal system developed by any agency under 

this section and determine whether the perform-

ance appraisal system meets the requirements 

of this subchapter. 

(2) The Comptroller General shall from time to 

time review on a selected basis performance ap-

praisal systems established under this sub-

chapter to determine the extent to which any 

such system meets the requirements of this sub-

chapter and shall periodically report its findings 

to the Office and to the Congress. 

(3) If the Office determines that a system does 

not meet the requirements of this subchapter 

(including regulations prescribed under section 

4305), the Office shall direct the agency to imple-

ment an appropriate system or to correct oper-

ations under the system, and any such agency 

shall take any action so required. 

(Pub. L. 89–554, Sept. 6, 1966, 80 Stat. 440; Pub. L. 

95–454, title II, § 203(a), Oct. 13, 1978, 92 Stat. 

1134.) 

HISTORICAL AND REVISION NOTES 

Derivation U.S. Code 
Revised Statutes and 

Statutes at Large 

.................. 5 U.S.C. 2005. Sept. 30, 1950, ch. 1123, § 6, 64 

Stat. 1099. 

In subsection (a)(1), the words ‘‘corresponding to an 

efficiency rating of ‘good’ under the Veterans’ Pref-

erence Act of 1944, as amended, and under laws super-

seded by this chapter’’ in clause (1) of former section 

2005 are omitted, but are carried into section 3502. 

Standard changes are made to conform with the defi-

nitions applicable and the style of this title as outlined 

in the preface to the report. 

AMENDMENTS 

1978—Pub. L. 95–454 substituted ‘‘Responsibilities of 

the Office of Personnel Management’’ for ‘‘Ratings for 

performance’’ in section catchline and in text sub-

stituted provisions relating to the responsibilities of 

the Office of Personnel Management under this sub-

chapter, for provisions relating to ratings for perform-

ance. 

EFFECTIVE DATE OF 1978 AMENDMENT 

Amendment by Pub. L. 95–454 effective 90 days after 

Oct. 13, 1978, see section 907 of Pub. L. 95–454, set out as 

a note under section 1101 of this title. 

§ 4305. Regulations 

The Office of Personnel Management may pre-

scribe regulations to carry out the purpose of 

this subchapter. 
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(Pub. L. 89–554, Sept. 6, 1966, 80 Stat. 441; Pub. L. 

95–454, title II, § 203(a), Oct. 13, 1978, 92 Stat. 

1134.) 

HISTORICAL AND REVISION NOTES 

Derivation U.S. Code 
Revised Statutes and 

Statutes at Large 

.................. 5 U.S.C. 2006. Sept. 30, 1950, ch. 1123, § 7, 64 

Stat. 1099. 

In subsection (c), the words ‘‘as a matter of right’’ are 

omitted as unnecessary. 
In subsection (d), the words ‘‘are entitled’’ are sub-

stituted for ‘‘shall be afforded an opportunity’’. The 

word ‘‘considers’’ is substituted for ‘‘deems to be’’. 
Standard changes are made to conform with the defi-

nitions applicable and the style of this title as outlined 

in the preface to the report. 

AMENDMENTS 

1978—Pub. L. 95–454 substituted ‘‘Regulations’’ for 

‘‘Review of ratings’’ in section catchline and in text 

substituted provisions relating to regulations to carry 

out this subchapter, for provisions relating to review of 

ratings. 

EFFECTIVE DATE OF 1978 AMENDMENT 

Amendment by Pub. L. 95–454 effective 90 days after 

Oct. 13, 1978, see section 907 of Pub. L. 95–454, set out as 

a note under section 1101 of this title. 

[§§ 4306 to 4308. Omitted] 

CODIFICATION 

Sections 4306 to 4308, Pub. L. 89–554, Sept. 6, 1966, 80 

Stat. 441, 442, were omitted in the general revision of 

this chapter by the Civil Service Reform Act of 1978, 

Pub. L. 95–454, § 203(a), Oct. 13, 1978, 92 Stat. 1131. 
Section 4306 related to inspection of performance-rat-

ing plans. 
Section 4307 related to prohibition of other rating 

procedures. 
Section 4308 related to regulations for administration 

of the chapter, and is covered by revised section 4305. 

SUBCHAPTER II—PERFORMANCE AP-

PRAISAL IN THE SENIOR EXECUTIVE 

SERVICE 

§ 4311. Definitions 

For the purpose of this subchapter, ‘‘agency’’, 

‘‘senior executive’’, and ‘‘career appointee’’ have 

the meanings set forth in section 3132(a) of this 

title. 

(Added Pub. L. 95–454, title IV, § 405(a), Oct. 13, 

1978, 92 Stat. 1167.) 

EFFECTIVE DATE 

Subchapter effective 9 months after Oct. 13, 1978, and 

congressional review of provisions of sections 401 

through 412 of Pub. L. 95–454, see section 415(a)(1), (b), 

of Pub. L. 95–454, set out as a note under section 3131 of 

this title. 

§ 4312. Senior Executive Service performance ap-
praisal systems 

(a) Each agency shall, in accordance with 

standards established by the Office of Personnel 

Management, develop one or more performance 

appraisal systems designed to— 
(1) permit the accurate evaluation of per-

formance in any position on the basis of cri-

teria which are related to the position and 

which specify the critical elements of the posi-

tion; 

(2) provide for systematic appraisals of per-
formance of senior executives; 

(3) encourage excellence in performance by 
senior executives; and 

(4) provide a basis for making eligibility de-
terminations for retention in the Senior Exec-
utive Service and for Senior Executive Service 
performance awards. 

(b) Each performance appraisal system estab-
lished by an agency under subsection (a) of this 
section shall provide— 

(1) that, on or before the beginning of each 
rating period, performance requirements for 
each senior executive in the agency are estab-
lished in consultation with the senior execu-
tive and communicated to the senior execu-
tive; 

(2) that written appraisals of performance 
are based on the individual and organizational 
performance requirements established for the 
rating period involved; and 

(3) that each senior executive in the agency 
is provided a copy of the appraisal and rating 
under section 4314 of this title and is given an 
opportunity to respond in writing and have 
the rating reviewed by an employee, or (with 
the consent of the senior executive) a commis-

sioned officer in the uniformed services serv-

ing on active duty, in a higher level in the 

agency before the rating becomes final. 

(c)(1) The Office shall review each agency’s 

performance appraisal system under this sec-

tion, and determine whether the agency per-

formance appraisal system meets the require-

ments of this subchapter. 
(2) The Comptroller General shall from time to 

time review performance appraisal systems 

under this section to determine the extent to 

which any such system meets the requirements 

under this subchapter and shall periodically re-

port its findings to the Office and to each House 

of the Congress. 
(3) If the Office determines that an agency per-

formance appraisal system does not meet the re-

quirements under this subchapter (including 

regulations prescribed under section 4315), the 

agency shall take such corrective action as may 

be required by the Office. 
(d) A senior executive may not appeal any ap-

praisal and rating under any performance ap-

praisal system under this section. 

(Added Pub. L. 95–454, title IV, § 405(a), Oct. 13, 

1978, 92 Stat. 1167; amended Pub. L. 98–615, title 

III, § 306(b)(2), Nov. 8, 1984, 98 Stat. 3220.) 

AMENDMENTS 

1984—Subsec. (b)(3). Pub. L. 98–615 inserted ‘‘, or (with 

the consent of the senior executive) a commissioned of-

ficer in the uniformed services serving on active duty,’’ 

and directed that ‘‘executive’’ be struck out which was 

executed by striking ‘‘executive’’ only where it ap-

peared before ‘‘level in the agency’’. 

EFFECTIVE DATE OF 1984 AMENDMENT 

Amendment by Pub. L. 98–615 effective following ex-

piration of 90-day period beginning on Nov. 8, 1984, see 

section 307 of Pub. L. 98–615, set out as a note under sec-

tion 3393 of this title. 

§ 4313. Criteria for performance appraisals 

Appraisals of performance in the Senior Exec-

utive Service shall be based on both individual 
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1 So in original. Probably should not be capitalized. 

and organizational performance, taking into ac-

count such factors as— 
(1) improvements in efficiency, productivity, 

and quality of work or service, including any 

significant reduction in paperwork; 
(2) cost efficiency; 
(3) timeliness of performance; 
(4) other indications of the effectiveness, 

productivity, and performance quality of the 

employees for whom the senior executive is re-

sponsible; and 
(5) meeting affirmative action goals, 

achievement of equal employment opportunity 

requirements, and compliance with the merit 

systems principles set forth under section 2301 

of this title. 

(Added Pub. L. 95–454, title IV, § 405(a), Oct. 13, 

1978, 92 Stat. 1168; amended Pub. L. 103–424, § 6, 

Oct. 29, 1994, 108 Stat. 4364.) 

AMENDMENTS 

1994—Par. (5). Pub. L. 103–424 amended par. (5) gener-

ally. Prior to amendment, par. (5) read as follows: 

‘‘meeting affirmative action goals and achievement of 

equal employment opportunity requirements.’’ 

§ 4314. Ratings for performance appraisals 

(a) Each performance appraisal system shall 

provide for annual summary ratings of levels of 

performance as follows: 
(1) one or more fully successful levels, 
(2) a minimally satisfactory level, and 
(3) an unsatisfactory level. 

(b) Each performance appraisal system shall 

provide that— 
(1) any appraisal and any rating under such 

system— 
(A) are made only after review and evalua-

tion by a performance review board estab-

lished under subsection (c) of this section; 
(B) are conducted at least annually, sub-

ject to the limitation of subsection (c)(3) of 

this section; 
(C) in the case of a career appointee, may 

not be made within 120 days after the begin-

ning of a new Presidential administration; 

and 
(D) are based on performance during a per-

formance appraisal period the duration of 

which shall be determined under guidelines 

established by the Office of Personnel Man-

agement, but which may be terminated in 

any case in which the agency making an ap-

praisal determines that an adequate basis 

exists on which to appraise and rate the sen-

ior executive’s performance; 

(2) any career appointee receiving a rating 

at any of the fully successful levels under sub-

section (a)(1) of this section may be given a 

performance award under section 5384 of this 

title; 
(3) any senior executive receiving an unsat-

isfactory rating under subsection (a)(3) of this 

section shall be reassigned or transferred 

within the Senior Executive Service, or re-

moved from the Senior Executive Service, but 

any senior executive who receives 2 unsatis-

factory ratings in any period of 5 consecutive 

years shall be removed from the Senior Execu-

tive Service; and 

(4) any senior executive who twice in any pe-

riod of 3 consecutive years receives less than 

fully successful ratings shall be removed from 

the Senior Executive Service. 

(c)(1) Each agency shall establish, in accord-

ance with regulations prescribed by the Office, 

one or more performance review boards, as ap-

propriate. It is the function of the boards to 

make recommendations to the appropriate ap-

pointing authority of the agency relating to the 

performance of senior executives in the agency. 
(2) The supervising official of the senior execu-

tive shall provide to the performance review 

board, an initial appraisal of the senior execu-

tive’s performance. Before making any recom-

mendation with respect to the senior executive, 

the board shall review any response by the sen-

ior executive to the initial appraisal and con-

duct such further review as the board finds nec-

essary. 
(3) Performance appraisals under this sub-

chapter with respect to any senior executive 

shall be made by the appointing authority only 

after considering the recommendations by the 

performance review board with respect to such 

senior executive under paragraph (1) of this sub-

section. 
(4) Members of performance review boards 

shall be appointed in such a manner as to assure 

consistency, stability, and objectivity in per-

formance appraisal. Notice of the appointment 

of an individual to serve as a member shall be 

published in the Federal Register. 
(5) In the case of an appraisal of a career ap-

pointee, more than one-half of the members of 

the performance review board shall consist of 

career appointees. The requirement of the pre-

ceding sentence shall not apply in any case in 

which the Office determines that there exists an 

insufficient number of career appointees avail-

able to comply with the requirement. 

(Added Pub. L. 95–454, title IV, § 405(a), Oct. 13, 

1978, 92 Stat. 1169; amended Pub. L. 104–66, title 

II, § 2181(b), Dec. 21, 1995, 109 Stat. 732.) 

AMENDMENTS 

1995—Subsec. (d). Pub. L. 104–66 struck out subsec. (d) 

which related to reports to Congress. 

§ 4315. Regulations 

The Office of Personnel Management shall pre-

scribe regulations to carry out the purpose of 

this subchapter. 

(Added Pub. L. 95–454, title IV, § 405(a), Oct. 13, 

1978, 92 Stat. 1170.) 

CHAPTER 45—INCENTIVE AWARDS 

SUBCHAPTER I—AWARDS FOR SUPERIOR 

ACCOMPLISHMENTS 

Sec. 

4501. Definitions. 
4502. General provisions. 
4503. Agency awards. 
4504. Presidential awards. 
4505. Awards to former employees. 
4505a. Performance-based cash awards. 
4506. Regulations. 
4507. Awarding of Ranks 1 in the Senior Executive 

Service. 
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the performance of the functions of the Board.’’ after 

first sentence, inserted ‘‘or buildings’’ after ‘‘building’’ 

wherever appearing in third and fourth sentences, and 

substituted ‘‘constructed on any site’’ for ‘‘constructed 

on the site’’ in third sentence. 

1934—Act June 19, 1934, inserted provisions after ‘‘the 

preceding half year’’ in first sentence and inserted sec-

ond and third sentences. 

CHANGE OF NAME 

Section 203(a) of act Aug. 23, 1935, changed name of 

Federal Reserve Board to Board of Governors of the 

Federal Reserve System. 

§ 244. Principal offices of Board; chairman of 
Board; obligations and expenses; qualifica-
tions of members; vacancies 

The principal offices of the Board shall be in 

the District of Columbia. At meetings of the 

Board the chairman shall preside, and, in his ab-

sence, the vice chairman shall preside. In the ab-

sence of the chairman and the vice chairman, 

the Board shall elect a member to act as chair-

man pro tempore. The Board shall determine 

and prescribe the manner in which its obliga-

tions shall be incurred and its disbursements 

and expenses allowed and paid, and may leave on 

deposit in the Federal Reserve banks the pro-

ceeds of assessments levied upon them to defray 

its estimated expenses and the salaries of its 

members and employees, whose employment, 

compensation, leave, and expenses shall be gov-

erned solely by the provisions of this chapter 

and rules and regulations of the Board not in-

consistent therewith; and funds derived from 

such assessments shall not be construed to be 

Government funds or appropriated moneys. No 

member of the Board of Governors of the Fed-

eral Reserve System shall be an officer or direc-

tor of any bank, banking institution, trust com-

pany, or Federal Reserve bank or hold stock in 

any bank, banking institution, or trust com-

pany; and before entering upon his duties as a 

member of the Board of Governors of the Fed-

eral Reserve System he shall certify under oath 

that he has complied with this requirement, and 

such certification shall be filed with the sec-

retary of the Board. Whenever a vacancy shall 

occur, other than by expiration of term, among 

the seven members of the Board of Governors of 

the Federal Reserve System appointed by the 

President as above provided, a successor shall be 

appointed by the President, by and with the ad-

vice and consent of the Senate, to fill such va-

cancy, and when appointed he shall hold office 

for the unexpired term of his predecessor. 

(Dec. 23, 1913, ch. 6, § 10 (par.), 38 Stat. 261; June 

3, 1922, ch. 205, 42 Stat. 621; June 16, 1933, ch. 89, 

§ 6(b), 48 Stat. 167; Aug. 23, 1935, ch. 614, title II, 

§ 203(a)–(c), 49 Stat. 704, 705.) 

REFERENCES IN TEXT 

This chapter, referred to in text, was in the original 

‘‘this Act, specific amendments thereof’’, meaning act 

Dec. 23, 1913, ch. 6, 38 Stat. 251, as amended, known as 

the Federal Reserve Act. For complete classification of 

this Act to the Code, see References in Text note set 

out under section 226 of this title and Tables. 

CODIFICATION 

Section is comprised of fourth par. of section 10 of act 

Dec. 23, 1913. For classification to this title of other 

pars. of section 10, see Codification note set out under 

section 241 of this title. 

Word ‘‘seven’’ was substituted for ‘‘six’’ in last sen-

tence on authority of section 203(b) of act Aug. 23, 1935, 

which increased membership of the Board of Governors. 

AMENDMENTS 

1935—Act Aug. 23, 1935, § 203(c), substituted second and 

third sentences for former related provisions. 

1933—Act June 16, 1933, fixed the principal offices of 

the Board, made the Secretary of the Treasury chair-

man, provided for chairman pro tempore, and referred 

to disbursements, obligations, salaries and leaves. 

CHANGE OF NAME 

Section 203(a) of act Aug. 23, 1935, changed name of 

Federal Reserve Board to Board of Governors of the 

Federal Reserve System. 

§ 245. Vacancies during recess of Senate 

The President shall have power to fill all va-

cancies that may happen on the Board of Gov-

ernors of the Federal Reserve System during the 

recess of the Senate by granting commissions 

which shall expire with the next session of the 

Senate. 

(Dec. 23, 1913, ch. 6, § 10 (par.), 38 Stat. 260; June 

3, 1922, ch. 205, 42 Stat. 620; Aug. 23, 1935, ch. 614, 

title II, § 203(a), 49, Stat. 704.) 

CODIFICATION 

Section is comprised of fifth par. of section 10 of act 

Dec. 23, 1913. For classification to this title of other 

pars. of section 10, see Codification note set out under 

section 241 of this title. 

CHANGE OF NAME 

Section 203(a) of act Aug. 23, 1935, changed name of 

Federal Reserve Board to Board of Governors of the 

Federal Reserve System. 

§ 246. Powers of Secretary of the Treasury as af-
fected by chapter 

Nothing in this chapter contained shall be 

construed as taking away any powers heretofore 

vested by law in the Secretary of the Treasury 

which relate to the supervision, management, 

and control of the Treasury Department and bu-

reaus under such department, and wherever any 

power vested by this chapter in the Board of 

Governors of the Federal Reserve System or the 

Federal reserve agent appears to conflict with 

the powers of the Secretary of the Treasury, 

such powers shall be exercised subject to the su-

pervision and control of the Secretary. 

(Dec. 23, 1913, ch. 6, § 10 (par.), 38 Stat. 261; June 

3, 1922, ch. 205, 42 Stat. 621; Aug. 23, 1935, ch. 614, 

title II, § 203(a), 49 Stat. 704.) 

REFERENCES IN TEXT 

This chapter, referred to in text, was in the original 

‘‘this Act’’, meaning act Dec. 23, 1913, ch. 6, 38 Stat. 251, 

as amended, known as the Federal Reserve Act. For 

complete classification of this Act to the Code, see Ref-

erences in Text note set out under section 226 of this 

title and Tables. 

CODIFICATION 

Section is comprised of sixth par. of section 10 of act 

Dec. 23, 1913. For classification to this title of other 

pars. of section 10, see Codification note set out under 

section 241 of this title. 
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US Code Notes Updates Authorities ( CFR) 

T he Board of Governo rs of the Federal Reserve System shall be authorl~ed and 

empowered: 

(a) Examination of accounts and affairs of banks; publlcatlon of weekly statements; 

reports of Ila bl II tics and assets of depository institutions; covered Institutions 

( l)To examine at its discret ion the accounts, books, and affairs of each Federal reserve 

bank and of each member bank and to require such statements and reports as It may 

deem necessary. The said board shall publish once each week a statement showing the 

condi!lon or each Federal reserve bank and a consolidated statement for al l Federal 

reserve banks. Such statements shall show In detail the assets and llabllltles of the 

Federal reserve banks, single and combined, and shall furn ish full Information 

regarding the character of the money held as reserve and the amount, nature, and 

maturities of the paper and other investments owned or held by Federal reserve banks. 

(2)To require any depository Institution specllled In this paragraph to make, at such 

Intervals as the Board may prescribe, such reports of its llabilltles and assets as the 

Board may determine to be necessary or desirable to enable the Board to discharge its 
responsibility to monitor and control monetary and credit aggregates. Such rnpurts 

shall be made 

(A) directly to the Board in the case of member banks and In the case of other 

depository Institutions whose reserve requirements under sections ill, 463, 464, 

ill, and '166 of thls title exceed zero, and 

(B) for all otl1er reports to the Board through the 

(I) Federal Deposit Insurance Corporation in the case of insured State savings 

associations that are Insured depository institutions (as defined In section I 813 of 

this t itle), State nonmember banks, savings banks, and mutual savings banks. 

(ii) Natio nal Credit Union Administration Board in the case of Insured credit unions, 

(Iii) the Comptrol ler of the Currency in the case of any Federal savings assoclat1on 

which ls an Insured depository institution (as defined In section !.!!.Ll. of this title) or 

which is a member as defined in section 1422 of this title, and 

(Iv) such State officer or agency as the Board may designate In the case of any other 

type of bank. savings association. or credit union, The Board shall endeavor to avoid 

the Imposition of unnecessary burdens on reporting Institutions and the duplication 

of other reporting requirements. Except as otherwise required by law, any data 

provided to any department, agency, or instrumentality of the United States pursuant 

to other report ing requirements shall be made available to the 80;\rd. The Board may 

classify depository Institutions for the purposes of this paragraph and may Impose 

different requirements on each such class. 

(b) Permitting or requiring redfscountlng of paper at specified rate 
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To permit, or, on the affirmative vote of at least five members of the Board of Governors, 
to require Federal reserve banks to redlscount the discounted paper of other Federal 
reserve banks at rates of Interest to be fixed by the Board. 

(c) Suspending reserve requirements 

To suspend for a period not exceeding thirty days, and from time to time to renew such 
suspension for periods not exceeding fifteen days, any reserve requirements specified in 
this chapter. 

(d) Supervising and regulating Issue and retirement of notes 

To supervise and regulate through the Secretary of the Treasury the issue and retirement 
of Federal Reserve notes, except for the cancellation and destruction, and accounting with 
respect to such cancellation and destruction, of notes unfit for circulation, and to 
prescribe rules and regulations under which such notes may be delivered by the Secretary 
of the Treasury to the Federal Reserve agents applying therefor. 

(e) Adding to or reclasslfylng reserve cities 

To add to the number of cities classlfled as reserve cities under existing law in which 
national banking associations are subject to the reserve requirements set forth in section 
20 of this Act, or to reclassify existing reserve cities or to terminate their designation as 
such. 

(0 Suspending or removing officers or directors of reserve banks 

To suspend or remove any officer or director of any Federal reserve bank, the cause of 
such removal to be forthwith communicated in writing by the Board of Governors of the 
Federal Reserve System to the removed officer or director and to said bank. 

(g) Requiring writing off of doubtful or worthless assets of banks 

To require the writing off of doubtful or worthless assets upon the books and balance 
sheets of Federal reserve banks. 

(h) Suspending operations of or llquldatlng or reorganizing banks 

To suspend, for the vlolatlon of any of the provisions of this chapter, the operations of any 
Federal reserve bank, to take possession thereof, administer the same during the period of 
suspension, and, when deemed advisable, to liquidate or reorganize such bank. 

(I) Requiring bonds of agents; safeguarding property In hands of agents 

To require bonds of Federal reserve agents, to make regulations for the safeguarding of all 
collateral, bonds, Federal reserve notes, money, or property of any kind deposited in the 
hands of such agents, and said board shall perform the duties, functions, or services 
specified In this chapter, and make all rules and regulations necessary to enable said 
board effectively to perform the same. 

(J) Exercising supervision over reserve banks 

To exercise general supervision over said Federal reserve banks. 

(k) Delegation of certain functions; power to delegate; review of delegated activities 

To delegate, by publlshed order or rule and subject to subchapter II of chapter 5, and 
chapter 7, of title 2, any of Its functions, other than those relating to rulemaking or 
pertaining principally to monetary and credit policies, to one or more administrative law 
Judges, members or employees of the Board, or Federal Reserve banks. The assignment of 
responslblllty for the performance of any function that the Board determines to delegate 
shall be a function of the Chairman. The Board shall, upon the vote of one member, review 
action taken at a delegated level within such time and in such manner as the Board shall 
by rule prescribe. The Board of Governors may not delegate to a Federal reserve bank Its 
functions for the establishment of policies for the supervision and regulation of depository 
institution holding companies and other financial firms supervised by the Board of 
Governors. 

(I) Employing attorneys, experts, assistants, and clerks; salarles and fees 

To employ such attorneys, experts, assistants, clerks, or other employees as may be 
deemed necessary to conduct the business of the board. All salaries and fees shall be 
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fixed In advance by said board and shall be paid in the same manner as the salaries of the 
members of said board. All such attorneys, expens, assistants, clerks, and other 
employees shall be appointed without regard to the provisions of the Act of January 
sixteenth, eighteen hundred and eighty-three (volume twenty-two, United States Statutes 
at Large; page four hundred and three), and amendments thereto, or any rule or regulation 
made In pursuance thereof: Provided, That nothing herein shall prevent the President from 
placing said employees In the classlfled service. 

(m) [Repealed] 

(n) Board's authority to examine depository Institutions and afflllates 

To examine, at the Board's discretion, any depository Institution, and any affiliate of such 
depository Institution, In connection with any advance to, any discount of any Instrument 
for, or any request for any such advance or discount by, such depository institution under 
this chapter. 

(o) Authority to appoint conservator or receiver 

The Board may appoint the Federal Deposit Insurance Corporation as conservator or 
receiver for a State member bank under section 1821 <clC9l of this title. 

(p) Authority 

The Board may act in its own name and through its own attorneys In enforcing any 
provision of this title,W regulations promulgated hereunder, or any other law or 
regulation, or In any action, suit, or proceeding to which the Board Is a pany and which 
Involves the Board's regulation or supervision of any bank, bank holding company (as 
defined in section J..!iil of this title), or other entity, or the administration of Its 
operations. 

(q) Uniform protection authority for Federal reserve facilities 

(1)Notwithstanding any other provision of law, to authorize personnel to act as law 
enforcement officers to protect and safeguard the premises, grounds, propeny, 
personnel, Including members of the Board, of the Board, or any Federal reserve bank, 
and operations conducted by or on behalf of the Board or a reserve bank. 

(2)The Board may, subject to the regulations prescribed under paragraph (5), delegate 
authority to a Federal reserve bank to authorize personnel to act as law enforcement 
officers to protect and safeguard the bank's premises, grounds, propeny, personnel, 
and operations conducted by or on behalf of the bank. 

(3)Law enforcement officers designated or authorized by the Board or a reserve bank 
under paragraph (1) or (2) are authorized white on duty to carry firearms and make 
arrests without warrants for any offense against the United States committed In their 
presence, or for any felony cognizable under the laws of the United States committed or 
being committed within the buildings and grounds of the Board or a reserve bank If 
they have reasonable grounds to believe that the person to be arrested has committed 
or Is committing such a felony. Such officers shall have access to law enforcement 
Information that may be necessary for the protection of the propeny or personnel of 

the Board or a reserve bank. 

(4)For purposes of this subsection, the term "law enforcement officers" means 
personnel who have successfully completed law enforcement training and are 
authorized to carry firearms and make arrests pursuant to this subsection. 

(S)The law enforcement authorities provided for In this subsection may be exercised 
only pursuant to regulations prescribed by the Board and approved by the Attorney 

General. 

(r) Voting; documentation of determinations 

( 1 )Any action that this chapter provides may be taken only upon the affirmative vote of 
5 members of the Board may be taken upon the unanimous vote of all members then in 
office If there are fewer than 5 members in office at the time of the action. 

(2) 
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(A)Any action that the Board Is otherwise authorized to take under section M1(1l of 
this title may be taken upon the unanimous vote of all available members then In 
office, lf-

(l)at least 2 members are available and all available members paniclpate In the 
action; 

(ll)the available members unanimously determine that-

(l)unusual and exigent circumstances exist and the borrower Is unable to secure 
adequate credit accommodations from other sources; 

(ll)actlon on the matter Is necessary to prevent, correct, or mitigate serious harm to 
the economy or the stablllty of the financial system of the United States; 

(lll)desplte the use of all means available (including all available telephonic, 
telegraphic, and other electronic means), the other members of the Board have not 
been able to be contacted on the matter; and 

(IV)actlon on the matter Is required before the number of Board members 
otherwise required to vote on the matter can be contacted through any available 
means (including all available telephonic, telegraphic, and other electronic means); 
and 

(lll)any credit extended by a Federal reserve bank pursuant to such action is payable 
upon demand of the Board. 

(B)The available members of the Board shall document In writing the determinations 
required by subparagraph (A)(II), and such written findings shall be Included In the 
record of the action and In the official minutes of the Board, and copies of such record 
shall be provided as soon as practicable to the members of the Board who were not 
available to panlclpate In the action and to the Chairman of the Committee on 
Banking, Housing, and Urban Affairs of the Senate and to the Chairman of the 
Committee on Financial Services of the House of Representatives. 

(s) 2 Federal Reserve transparency and release of Information 

(1) In general 

In order to ensure the disclosure In a timely manner consistent with the purposes of 
this chapter of Information concerning the borrowers and counterpanles panlclpatlng 
In emergency credit facllltles, discount window lend Ing programs, and open market 
operations authorized or conducted by the Board or a Federal reserve bank, the Board 
of Governors shall disclose, as provided In paragraph (2)-

(A)the names and Identifying details of each borrower, panlclpant, or counterparty In 
any credit facility or covered transaction; 

(B)the amount borrowed by or transferred by or to a specific borrower, panlclpant, or 
counterparty In any credit facility or covered transaction; 

(C)the interest rate or discount paid by each borrower, participant, or counterparty In 
any credit facility or covered transaction; and 

(D)lnformatlon Identifying the types and amounts of collateral pledged or assets 
transferred in connection with panicipation in any credit facility or covered 
transaction. 

(2) Mandatory release date 

In the case of-

(A)a credit facility, the Board shall disclose the Information described In paragraph (1) 

on the date that Is l year after the effective date of the termination by the Board of 
the authorization of the credit facility; and 

(B)a covered transaction, the Board shall disclose the Information described in 
paragraph (1) on the last day of the eighth calendar quarter following the calendar 
quarter In which the covered transaction was conducted. 

(3) Earlier release date authorized 
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The Chairman of the Board may publicly release the Information described In paragraph 
(I) before the relevant date specified in paragraph (2), If the Chairman determines that 
such disclosure would be In the public Interest and would not harm the effectiveness of 
the relevant credit faclllty or the purpose or conduct of covered transactions. 

(4) Definitions 

For purposes of this subsection, the following definitions shall apply: 

(A) Credit faclllty 

The term "credit faclllty" has the same meaning as In section 714{f}{l)CA) of title 11. 

(B) Covered transaction 

The term "covered transaction" means-

Ci)any open market transaction with a nongovernmental third party conducted under 
section ill of this title or section 354, ill, or 3 56 of this tltle, after July 21, 201 O; 
and 

Cii)any advance made under section 34 7b of this tltle after July 21, 20 I 0. 

(5) Termination of credit faclllty by operation of law 

A credit facility shall be deemed to have terminated as of the end of the 24-month 
period beginning on the date on which the credit facillty ceases to make extensions of 
credit and loans, unless the credit facility Is otherwise terminated by the Board before 
such date. 

(6) Consistent treatment of Information 

Except as provided In this subsection or section 343(3)(01 of this tltle, or In section ill 
IDUllQ of title .3.!, the Information described In paragraph Cl) and Information 
concerning the transactions described in section 714(0 of such tltle, shall be 
confidential, including for purposes of section 5S2(b)(3) of title i, until the relevant 
mandatory release date described In paragraph (2), unless the Chairman of the Board 
determines that earlier disclosure of such Information would be In the public Interest 
and would not harm the effectiveness of the relevant credit facility or the purpose of 
conduct of the relevant transactions. 

(n Protection of personal privacy 

This subsection and section 343(3)(9 of this tltle, section 714(f}(3)(9 of title .3.!, and 
subsection (a) or (c) ofsection 1109 of the Dodd-Frank Wall Street Reform and 
Consumer Protection Act shall not be construed as requiring any disclosure of 
nonpublic personal Information (as defined for purposes of section fillm. of tltle .li) 

concerning any Individual who Is referenced In collateral pledged or assets transferred 
In connection with a credit facility or covered transaction, unless the person Is a 
borrower, participant, or counterparty under the credit faclllty or covered transaction. 

(8) Study of FOIA exemption Impact 

(A) Study 

The Inspector General of the Board of Governors of the Federal Reserve System shall-

(l)conduct a study on the Impact that the exemption from section SS2(b)(3) of title i 
(known as the Freedom of Information Act) established under paragraph (6) has had 
on the ablllty of the public to access Information about the administration by the 
Board of Governors of emergency credit facilities, discount window lending 

programs, and open market operations; and 

(ll)make any recommendations on whether the exemption described in clause (i) 

should remain In effect. 

(B) Report 
Not later than 30 months after July 21, 201 O, the Inspector General of the Board of 
Governors of the Federal Reserve System shall submit a report on the findings of the 
study required under subparagraph (A) to the Committee on Banking, Housing, and 
Urban Affairs of the Senate and the Committee on Financial Services of the House of 
Representatives, and publish the report on the website of the Board. 
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(9) Rule of construction 

Nothing in this section Is meant to affect any pending litigation or lawsuit filed under 
section ill of title i (popularly known as the Freedom of Information Act) on or before 

July21,2010. 

(s) 2 Assessments, rees, and other charges for certain companies 

(1) In general 

The Board shall collect a total amount of assessments, fees, or other charges from the 
companies described in paragraph (2) that is equal to the total expenses the Board 
estimates are necessary or appropriate to carry out the supervisory and regulatory 
responsibilities of the Board with respect to such companies. 

(2) Companies 

The companies described in this paragraph are-

(A)all bank holding companies having total consolidated assets of SS0,000,000,000 
or more; 

(B)all savings and loan holding companies having total consolidated assets of 

$50,000,000,000 or more; and 

(C)all nonbank financial companies supervised by the Board under section ill1 of 
this title. 

ill See References in Text note below. 

fil So in original. Two subsecs. (s) have been enacted. 
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12 U.S. Code§ 244 - Principal offices o f Board; c hairman of 

Board; obligations and expenses; qualifications of members; 

vacancies 

Current through Pub. L. 113-12 1. (See Public laws for the current Congress.) 

US Code Notes Updates Authorities ( CFR) 

The principal offices of the Board shall be in the Dls1rlc1 of Columbia. Al meetings of the 

Board the chairman shall preside, and, in his absence, the vice chairman shal l preside. In 
the absence of the chairman and 1he vice chairman, the Board shall elect a member to act 

as chairman pro tempore. The Board shall determine and prescribe the manner In which its 

obligations shall be incurred and its disbursements and e)(penses allowed and paid, and 
may leave on deposit In the Federal Reserve banks the proceed s of assessments levied 

upon them to defray Its estimated expenses and the salaries of Its members and 

( employees, whose employment, compensation, leave, and expenses shall be governed 

solely by the provisions of this chapter and rules and regulations of the Board not 
in.co-;;-;i;;nt therewith: and~ ds derived from such assessments shall not be construed 

10 be Government funds or appropriated moneys. No member of the Board of Govcrnor5 of 

the Federal Reserve System shall be an officer or director of any bank, banking Institution, 

trust company, or Federal Reserve bank or hold stock in any bank, banking institution, or 

trust company: and before entering upon his dutlcs as a member of the Board of 
Governors of the Federal Reserve System he shall certify under oath that he has complied 

with this requirement, and such certification shall be filed with the secretary of the Board. 

Whenever a vacancy shall occur, other than by expiration of term, among the seven 

members of the Board of Governors of the Federal Reserve System appointed by the 
President as above provided, a successor shall be appolnt~d by the President, by and whh 

the advice and consent of the Senate, to fill such vacancy, and when appointed he shall 

hold office for the unexpired term of his predecessor. 

Lil has no conrrol over and does noc endorse any external lnrernec sice chac conrams links 
ro or references LIi. 
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Page 92 TITLE 12—BANKS AND BANKING § 247 

1 See References in Text note below. 

CHANGE OF NAME 

Section 203(a) of act Aug. 23, 1935, changed name of 

Federal Reserve Board to Board of Governors of the 

Federal Reserve System. 

§ 247. Reports to Congress 

The Board of Governors of the Federal Reserve 

System shall annually make a full report of its 

operations to the Speaker of the House of Rep-

resentatives, who shall cause the same to be 

printed for the information of the Congress. The 

report required under this paragraph shall in-

clude the reports required under section 1691f of 

title 15, section 57a(f)(7) 1 of title 15, section 1613 

of title 15, and section 247a of this title. 

(Dec. 23, 1913, ch. 6, § 10 (par.), 38 Stat. 261; June 

3, 1922, ch. 205, 42 Stat. 621; Aug. 23, 1935, ch. 614, 

title II, § 203(a), 49 Stat. 704; Pub. L. 106–569, title 

XI, § 1103(b), Dec. 27, 2000, 114 Stat. 3030.) 

REFERENCES IN TEXT 

Section 57a(f)(7) of title 15, referred to in text, was re-

pealed by Pub. L. 111–203, title X, § 1092(3), July 21, 2010, 

124 Stat. 2095. 

CODIFICATION 

Section is comprised of seventh par. of section 10 of 

act Dec. 23, 1913. For classification to this title of other 

pars. of section 10, see Codification note set out under 

section 241 of this title. 

AMENDMENTS 

2000—Pub. L. 106–569 inserted at end ‘‘The report re-

quired under this paragraph shall include the reports 

required under section 1691f of title 15, section 57a(f)(7) 

of title 15, section 1613 of title 15, and section 247a of 

this title.’’ 

CHANGE OF NAME 

Section 203(a) of act Aug. 23, 1935, changed name of 

Federal Reserve Board to Board of Governors of the 

Federal Reserve System. 

MEMBERSHIP OF INTERNATIONAL BANKS IN FEDERAL 

RESERVE SYSTEM; REPORT TO CONGRESS 

Pub. L. 95–369, § 3(g), Sept. 17, 1978, 92 Stat. 610, pro-

vided that the Board report to Congress not later than 

270 days after Sept. 17, 1978 recommendations with re-

spect to permitting corporations organized or operating 

under section 25 or 25(a) of the Federal Reserve Act to 

become members of Federal Reserve Banks. 

EFFECT OF INTERNATIONAL BANKING ACT OF 1978 ON 

INTERNATIONAL BANKS; REPORT TO CONGRESS 

Pub. L. 95–369, § 3(h), Sept. 17, 1978, 92 Stat. 610, pro-

vided that: ‘‘As part of its annual report pursuant to 

section 10 of the Federal Reserve Act [this section], the 

Board shall include its assessment of the effects of the 

amendments made by this Act [see Short Title note set 

out under section 3101 of this title] on the capitaliza-

tion and activities of corporations organized or operat-

ing under section 25 or 25(a) of the Federal Reserve Act 

[sections 601 to 604 and 611 to 631 of this title], and on 

commercial banks and the banking system.’’ 

§ 247a. Records of action on policy relating to 
open-market operation and policies deter-
mined generally; inclusion in report to Con-
gress 

The Board of Governors of the Federal Reserve 

System shall keep a complete record of the ac-

tion taken by the Board and by the Federal 

Open Market Committee upon all questions of 

policy relating to open-market operations and 

shall record therein the votes taken in connec-

tion with the determination of open-market 

policies and the reasons underlying the action of 

the Board and the Committee in each instance. 

The Board shall keep a similar record with re-

spect to all questions of policy determined by 

the Board, and shall include in its annual report 

to the Congress a full account of the action so 

taken during the preceding year with respect to 

open-market policies and operations and with 

respect to the policies determined by it and 

shall include in such report a copy of the records 

required to be kept under the provisions of this 

section. 

(Dec. 23, 1913, ch. 6, § 10 (par.), as added Aug. 23, 

1935, ch. 614, title II, § 203(d), 49 Stat. 705.) 

CODIFICATION 

Section is comprised of tenth par. of section 10 of act 

Dec. 23, 1913, as added Aug. 23, 1935. For classification 

to this title of other pars. of section 10, see Codification 

note set out under section 241 of this title. 

§ 247b. Appearances before Congress 

The Vice Chairman for Supervision shall ap-

pear before the Committee on Banking, Housing, 

and Urban Affairs of the Senate and the Com-

mittee on Financial Services of the House of 

Representatives and at semi-annual hearings re-

garding the efforts, activities, objectives, and 

plans of the Board with respect to the conduct of 

supervision and regulation of depository institu-

tion holding companies and other financial 

firms supervised by the Board. 

(Dec. 23, 1913, ch. 6, § 10(12), as added Pub. L. 

111–203, title XI, § 1108(b), July 21, 2010, 124 Stat. 

2126.) 

CODIFICATION 

Section is comprised of par. (12) of section 10 of act 

Dec. 23, 1913. No par. between pars. (10) and (12) has 

been enacted. For classification to this title of other 

pars. of section 10, see Codification note set out under 

section 241 of this title. 

EFFECTIVE DATE 

Section effective 1 day after July 21, 2010, except as 

otherwise provided, see section 4 of Pub. L. 111–203, set 

out as a note under section 5301 of this title. 

§ 248. Enumerated powers 

The Board of Governors of the Federal Reserve 

System shall be authorized and empowered: 

(a) Examination of accounts and affairs of banks; 
publication of weekly statements; reports of 
liabilities and assets of depository institu-
tions; covered institutions 

(1) To examine at its discretion the accounts, 

books, and affairs of each Federal reserve bank 

and of each member bank and to require such 

statements and reports as it may deem nec-

essary. The said board shall publish once each 

week a statement showing the condition of each 

Federal reserve bank and a consolidated state-

ment for all Federal reserve banks. Such state-

ments shall show in detail the assets and liabil-

ities of the Federal reserve banks, single and 
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Page 93 TITLE 12—BANKS AND BANKING § 248 

combined, and shall furnish full information re-

garding the character of the money held as re-

serve and the amount, nature, and maturities of 

the paper and other investments owned or held 

by Federal reserve banks. 

(2) To require any depository institution speci-

fied in this paragraph to make, at such intervals 

as the Board may prescribe, such reports of its 

liabilities and assets as the Board may deter-

mine to be necessary or desirable to enable the 

Board to discharge its responsibility to monitor 

and control monetary and credit aggregates. 

Such reports shall be made (A) directly to the 

Board in the case of member banks and in the 

case of other depository institutions whose re-

serve requirements under sections 461, 463, 464, 

465, and 466 of this title exceed zero, and (B) for 

all other reports to the Board through the (i) 

Federal Deposit Insurance Corporation in the 

case of insured State savings associations that 

are insured depository institutions (as defined in 

section 1813 of this title), State nonmember 

banks, savings banks, and mutual savings 

banks, (ii) National Credit Union Administra-

tion Board in the case of insured credit unions, 

(iii) the Comptroller of the Currency in the case 

of any Federal savings association which is an 

insured depository institution (as defined in sec-

tion 1813 of this title) or which is a member as 

defined in section 1422 of this title, and (iv) such 

State officer or agency as the Board may des-

ignate in the case of any other type of bank, 

savings association, or credit union. The Board 

shall endeavor to avoid the imposition of unnec-

essary burdens on reporting institutions and the 

duplication of other reporting requirements. Ex-

cept as otherwise required by law, any data pro-

vided to any department, agency, or instrumen-

tality of the United States pursuant to other re-

porting requirements shall be made available to 

the Board. The Board may classify depository 

institutions for the purposes of this paragraph 

and may impose different requirements on each 

such class. 

(b) Permitting or requiring rediscounting of 
paper at specified rate 

To permit, or, on the affirmative vote of at 

least five members of the Board of Governors, to 

require Federal reserve banks to rediscount the 

discounted paper of other Federal reserve banks 

at rates of interest to be fixed by the Board. 

(c) Suspending reserve requirements 
To suspend for a period not exceeding thirty 

days, and from time to time to renew such sus-

pension for periods not exceeding fifteen days, 

any reserve requirements specified in this chap-

ter. 

(d) Supervising and regulating issue and retire-
ment of notes 

To supervise and regulate through the Sec-

retary of the Treasury the issue and retirement 

of Federal Reserve notes, except for the can-

cellation and destruction, and accounting with 

respect to such cancellation and destruction, of 

notes unfit for circulation, and to prescribe 

rules and regulations under which such notes 

may be delivered by the Secretary of the Treas-

ury to the Federal Reserve agents applying 

therefor. 

(e) Adding to or reclassifying reserve cities 
To add to the number of cities classified as re-

serve cities under existing law in which national 
banking associations are subject to the reserve 
requirements set forth in section 20 of this Act, 
or to reclassify existing reserve cities or to ter-
minate their designation as such. 

(f) Suspending or removing officers or directors 
of reserve banks 

To suspend or remove any officer or director 
of any Federal reserve bank, the cause of such 
removal to be forthwith communicated in writ-
ing by the Board of Governors of the Federal Re-
serve System to the removed officer or director 
and to said bank. 

(g) Requiring writing off of doubtful or worth-
less assets of banks 

To require the writing off of doubtful or 
worthless assets upon the books and balance 
sheets of Federal reserve banks. 

(h) Suspending operations of or liquidating or 
reorganizing banks 

To suspend, for the violation of any of the pro-
visions of this chapter, the operations of any 
Federal reserve bank, to take possession there-
of, administer the same during the period of sus-
pension, and, when deemed advisable, to liq-
uidate or reorganize such bank. 

(i) Requiring bonds of agents; safeguarding prop-
erty in hands of agents 

To require bonds of Federal reserve agents, to 
make regulations for the safeguarding of all col-
lateral, bonds, Federal reserve notes, money, or 
property of any kind deposited in the hands of 
such agents, and said board shall perform the 
duties, functions, or services specified in this 
chapter, and make all rules and regulations nec-
essary to enable said board effectively to per-
form the same. 

(j) Exercising supervision over reserve banks 
To exercise general supervision over said Fed-

eral reserve banks. 

(k) Delegation of certain functions; power to 
delegate; review of delegated activities 

To delegate, by published order or rule and 
subject to subchapter II of chapter 5, and chap-
ter 7, of title 5, any of its functions, other than 
those relating to rulemaking or pertaining prin-
cipally to monetary and credit policies, to one 
or more administrative law judges, members or 
employees of the Board, or Federal Reserve 
banks. The assignment of responsibility for the 
performance of any function that the Board de-
termines to delegate shall be a function of the 
Chairman. The Board shall, upon the vote of one 
member, review action taken at a delegated 
level within such time and in such manner as 
the Board shall by rule prescribe. The Board of 

Governors may not delegate to a Federal reserve 

bank its functions for the establishment of poli-

cies for the supervision and regulation of deposi-

tory institution holding companies and other fi-

nancial firms supervised by the Board of Gov-

ernors. 

(l) Employing attorneys, experts, assistants, and 
clerks; salaries and fees 

To employ such attorneys, experts, assistants, 

clerks, or other employees as may be deemed 
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necessary to conduct the business of the board. 

All salaries and fees shall be fixed in advance by 

said board and shall be paid in the same manner 

as the salaries of the members of said board. All 

such attorneys, experts, assistants, clerks, and 

other employees shall be appointed without re-

gard to the provisions of the Act of January six-

teenth, eighteen hundred and eighty-three (vol-

ume twenty-two, United States Statutes at 

Large, page four hundred and three), and amend-

ments thereto, or any rule or regulation made in 

pursuance thereof: Provided, That nothing here-

in shall prevent the President from placing said 

employees in the classified service. 

(m) [Repealed] 

(n) Board’s authority to examine depository in-
stitutions and affiliates 

To examine, at the Board’s discretion, any de-

pository institution, and any affiliate of such 

depository institution, in connection with any 

advance to, any discount of any instrument for, 

or any request for any such advance or discount 

by, such depository institution under this chap-

ter. 

(o) Authority to appoint conservator or receiver 
The Board may appoint the Federal Deposit 

Insurance Corporation as conservator or re-

ceiver for a State member bank under section 

1821(c)(9) of this title. 

(p) Authority 
The Board may act in its own name and 

through its own attorneys in enforcing any pro-

vision of this title,1 regulations promulgated 

hereunder, or any other law or regulation, or in 

any action, suit, or proceeding to which the 

Board is a party and which involves the Board’s 

regulation or supervision of any bank, bank 

holding company (as defined in section 1841 of 

this title), or other entity, or the administration 

of its operations. 

(q) Uniform protection authority for Federal re-
serve facilities 

(1) Notwithstanding any other provision of 

law, to authorize personnel to act as law en-

forcement officers to protect and safeguard the 

premises, grounds, property, personnel, includ-

ing members of the Board, of the Board, or any 

Federal reserve bank, and operations conducted 

by or on behalf of the Board or a reserve bank. 

(2) The Board may, subject to the regulations 

prescribed under paragraph (5), delegate author-

ity to a Federal reserve bank to authorize per-

sonnel to act as law enforcement officers to pro-

tect and safeguard the bank’s premises, grounds, 

property, personnel, and operations conducted 

by or on behalf of the bank. 

(3) Law enforcement officers designated or au-

thorized by the Board or a reserve bank under 

paragraph (1) or (2) are authorized while on duty 

to carry firearms and make arrests without war-

rants for any offense against the United States 

committed in their presence, or for any felony 

cognizable under the laws of the United States 

committed or being committed within the build-

ings and grounds of the Board or a reserve bank 

if they have reasonable grounds to believe that 

the person to be arrested has committed or is 

committing such a felony. Such officers shall 

have access to law enforcement information 

that may be necessary for the protection of the 

property or personnel of the Board or a reserve 

bank. 

(4) For purposes of this subsection, the term 

‘‘law enforcement officers’’ means personnel 

who have successfully completed law enforce-

ment training and are authorized to carry fire-

arms and make arrests pursuant to this sub-

section. 

(5) The law enforcement authorities provided 

for in this subsection may be exercised only pur-

suant to regulations prescribed by the Board and 

approved by the Attorney General. 

(r) Voting; documentation of determinations 

(1) Any action that this chapter provides may 

be taken only upon the affirmative vote of 5 

members of the Board may be taken upon the 

unanimous vote of all members then in office if 

there are fewer than 5 members in office at the 

time of the action. 

(2)(A) Any action that the Board is otherwise 

authorized to take under section 343(3) of this 

title may be taken upon the unanimous vote of 

all available members then in office, if— 

(i) at least 2 members are available and all 

available members participate in the action; 

(ii) the available members unanimously de-

termine that— 

(I) unusual and exigent circumstances 

exist and the borrower is unable to secure 

adequate credit accommodations from other 

sources; 

(II) action on the matter is necessary to 

prevent, correct, or mitigate serious harm to 

the economy or the stability of the financial 

system of the United States; 

(III) despite the use of all means available 

(including all available telephonic, tele-

graphic, and other electronic means), the 

other members of the Board have not been 

able to be contacted on the matter; and 

(IV) action on the matter is required be-

fore the number of Board members otherwise 

required to vote on the matter can be con-

tacted through any available means (includ-

ing all available telephonic, telegraphic, and 

other electronic means); and 

(iii) any credit extended by a Federal reserve 

bank pursuant to such action is payable upon 

demand of the Board. 

(B) The available members of the Board shall 

document in writing the determinations re-

quired by subparagraph (A)(ii), and such written 

findings shall be included in the record of the 

action and in the official minutes of the Board, 

and copies of such record shall be provided as 

soon as practicable to the members of the Board 

who were not available to participate in the ac-

tion and to the Chairman of the Committee on 

Banking, Housing, and Urban Affairs of the Sen-

ate and to the Chairman of the Committee on 

Financial Services of the House of Representa-

tives. 
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(s) 2 Federal Reserve transparency and release of 
information 

(1) In general 
In order to ensure the disclosure in a timely 

manner consistent with the purposes of this 

chapter of information concerning the borrow-

ers and counterparties participating in emer-

gency credit facilities, discount window lend-

ing programs, and open market operations au-

thorized or conducted by the Board or a Fed-

eral reserve bank, the Board of Governors 

shall disclose, as provided in paragraph (2)— 

(A) the names and identifying details of 

each borrower, participant, or counterparty 

in any credit facility or covered transaction; 

(B) the amount borrowed by or transferred 

by or to a specific borrower, participant, or 

counterparty in any credit facility or cov-

ered transaction; 

(C) the interest rate or discount paid by 

each borrower, participant, or counterparty 

in any credit facility or covered transaction; 

and 

(D) information identifying the types and 

amounts of collateral pledged or assets 

transferred in connection with participation 

in any credit facility or covered transaction. 

(2) Mandatory release date 
In the case of— 

(A) a credit facility, the Board shall dis-

close the information described in paragraph 

(1) on the date that is 1 year after the effec-

tive date of the termination by the Board of 

the authorization of the credit facility; and 

(B) a covered transaction, the Board shall 

disclose the information described in para-

graph (1) on the last day of the eighth cal-

endar quarter following the calendar quarter 

in which the covered transaction was con-

ducted. 

(3) Earlier release date authorized 
The Chairman of the Board may publicly re-

lease the information described in paragraph 

(1) before the relevant date specified in para-

graph (2), if the Chairman determines that 

such disclosure would be in the public interest 

and would not harm the effectiveness of the 

relevant credit facility or the purpose or con-

duct of covered transactions. 

(4) Definitions 
For purposes of this subsection, the follow-

ing definitions shall apply: 

(A) Credit facility 
The term ‘‘credit facility’’ has the same 

meaning as in section 714(f)(1)(A) of title 31. 

(B) Covered transaction 
The term ‘‘covered transaction’’ means— 

(i) any open market transaction with a 

nongovernmental third party conducted 

under section 353 of this title or section 

354, 355, or 356 of this title, after July 21, 

2010; and 

(ii) any advance made under section 347b 

of this title after July 21, 2010. 

(5) Termination of credit facility by operation 
of law 

A credit facility shall be deemed to have ter-
minated as of the end of the 24-month period 
beginning on the date on which the credit fa-
cility ceases to make extensions of credit and 
loans, unless the credit facility is otherwise 
terminated by the Board before such date. 

(6) Consistent treatment of information 
Except as provided in this subsection or sec-

tion 343(3)(D) of this title, or in section 
714(f)(3)(C) of title 31, the information de-
scribed in paragraph (1) and information con-
cerning the transactions described in section 
714(f) of such title, shall be confidential, in-
cluding for purposes of section 552(b)(3) of title 
5, until the relevant mandatory release date 
described in paragraph (2), unless the Chair-
man of the Board determines that earlier dis-
closure of such information would be in the 
public interest and would not harm the effec-
tiveness of the relevant credit facility or the 
purpose of conduct of the relevant trans-
actions. 

(7) Protection of personal privacy 
This subsection and section 343(3)(C) of this 

title, section 714(f)(3)(C) of title 31, and sub-
section (a) or (c) of section 1109 of the Dodd- 
Frank Wall Street Reform and Consumer Pro-
tection Act shall not be construed as requiring 
any disclosure of nonpublic personal informa-
tion (as defined for purposes of section 6802 of 
title 15) concerning any individual who is ref-
erenced in collateral pledged or assets trans-
ferred in connection with a credit facility or 
covered transaction, unless the person is a 
borrower, participant, or counterparty under 
the credit facility or covered transaction. 

(8) Study of FOIA exemption impact 
(A) Study 

The Inspector General of the Board of Gov-
ernors of the Federal Reserve System shall— 

(i) conduct a study on the impact that 
the exemption from section 552(b)(3) of 
title 5 (known as the Freedom of Informa-
tion Act) established under paragraph (6) 
has had on the ability of the public to ac-
cess information about the administration 
by the Board of Governors of emergency 
credit facilities, discount window lending 
programs, and open market operations; 
and 

(ii) make any recommendations on 
whether the exemption described in clause 
(i) should remain in effect. 

(B) Report 
Not later than 30 months after July 21, 

2010, the Inspector General of the Board of 
Governors of the Federal Reserve System 
shall submit a report on the findings of the 
study required under subparagraph (A) to 
the Committee on Banking, Housing, and 
Urban Affairs of the Senate and the Commit-
tee on Financial Services of the House of 
Representatives, and publish the report on 
the website of the Board. 

(9) Rule of construction 
Nothing in this section is meant to affect 

any pending litigation or lawsuit filed under 
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section 552 of title 5 (popularly known as the 

Freedom of Information Act) on or before July 

21, 2010. 

(s) 2 Assessments, fees, and other charges for cer-
tain companies 

(1) In general 
The Board shall collect a total amount of as-

sessments, fees, or other charges from the 

companies described in paragraph (2) that is 

equal to the total expenses the Board esti-

mates are necessary or appropriate to carry 

out the supervisory and regulatory respon-

sibilities of the Board with respect to such 

companies. 

(2) Companies 
The companies described in this paragraph 

are— 

(A) all bank holding companies having 

total consolidated assets of $50,000,000,000 or 

more; 

(B) all savings and loan holding companies 

having total consolidated assets of 

$50,000,000,000 or more; and 

(C) all nonbank financial companies super-

vised by the Board under section 5323 of this 

title. 

(Dec. 23, 1913, ch. 6, § 11, 38 Stat. 261; Sept. 7, 1916, 

ch. 461, 39 Stat. 752; Sept. 26, 1918, ch. 177, § 2, 40 

Stat. 968; Mar. 3, 1919, ch. 101, § 3, 40 Stat. 1315; 

Feb. 27, 1921, ch. 75, 41 Stat. 1146; June 26, 1930, 

ch. 612, 46 Stat. 814; Mar. 9, 1933, ch. 1, title I, § 3, 

48 Stat. 2; June 16, 1933, ch. 89, § 7, 48 Stat. 167; 

Aug. 23, 1935, ch. 614, title II, § 203(a), title III, 

§§ 321(a), 342, 49 Stat. 704, 713, 722; June 12, 1945, 

ch. 186, § 1(c), 59 Stat. 237; Pub. L. 86–114, § 3(b)(6), 

July 28, 1959, 73 Stat. 264; Pub. L. 86–251, § 3(c), 

Sept. 9, 1959, 73 Stat. 488; Pub. L. 87–722, § 3, Sept. 

28, 1962, 76 Stat. 670; Pub. L. 89–427, § 2, May 20, 

1966, 80 Stat. 161; Pub. L. 89–765, Nov. 5, 1966, 80 

Stat. 1314; Pub. L. 90–269, § 1, Mar. 18, 1968, 82 

Stat. 50; Pub. L. 95–251, § 2(a)(3), Mar. 27, 1978, 92 

Stat. 183; Pub. L. 96–221, title I, § 102, Mar. 31, 

1980, 94 Stat. 132; Pub. L. 97–258, § 5(b), Sept. 13, 

1982, 96 Stat. 1068; Pub. L. 97–457, § 17(b), Jan. 12, 

1983, 96 Stat. 2509; Pub. L. 101–73, title VII, 

§ 744(i)(1), Aug. 9, 1989, 103 Stat. 439; Pub. L. 

102–242, title I, §§ 133(f), 142(c), Dec. 19, 1991, 105 

Stat. 2273, 2281; Pub. L. 102–550, title XVI, 

§ 1603(d)(9), Oct. 28, 1992, 106 Stat. 4080; Pub. L. 

103–325, title III, §§ 322(d), 331(d), title VI, 

§ 602(g)(2), Sept. 23, 1994, 108 Stat. 2227, 2232, 2293; 

Pub. L. 106–102, title VII, § 735, Nov. 12, 1999, 113 

Stat. 1479; Pub. L. 107–56, title III, § 364, Oct. 26, 

2001, 115 Stat. 333; Pub. L. 107–297, title III, § 301, 

Nov. 26, 2002, 116 Stat. 2340; Pub. L. 111–203, title 

III, §§ 318(c), 366(1), title XI, §§ 1103(b), 1108(c), 

July 21, 2010, 124 Stat. 1527, 1556, 2118, 2126.) 

REFERENCES IN TEXT 

Sections 461, 463, 464, 465, and 466 of this title, referred 

to in subsec. (a)(2), was in the original ‘‘section 19 of 

the Federal Reserve Act’’. Provisions of section 19 re-

lating to reserve requirements are classified to the 

cited sections. For complete classification of section 19 

to the Code, see References in Text note set out under 

section 461 of this title. 

This chapter, referred to in subsecs. (c), (h), (i), (n), 

(r)(1), and (s)(1), was in the original ‘‘this Act’’, mean-

ing act Dec. 23, 1913, ch. 6, 38 Stat. 251, known as the 

Federal Reserve Act. For complete classification of 

this Act to the Code, see References in Text note set 

out under section 226 of this title and Tables. 

Reference in subsec. (e) to ‘‘section 20 of this Act’’ 

means section 20 of the Federal Reserve Act which is 

not classified to the Code. Since section 20 does not set 

forth any reserve requirements, section 19 of the Fed-

eral Reserve Act might have been intended. For provi-

sions of section 19 relating to reserve requirements, see 

note above. 

The Act of January sixteenth, eighteen hundred and 

eighty-three, referred to in subsec. (l), is act Jan. 16, 

1883, ch. 27, 22 Stat. 403, as amended, which enacted sec-

tion 42 of former Title 40, Public Buildings, Property, 

and Works, and sections 632, 633, 635, 637, 638, and 640 to 

642a of former Title 5, Executive Departments and Gov-

ernment Officers and Employees. For complete classi-

fication of this Act to the Code, see Tables. Section 42 

of former Title 40 was repealed and reenacted as section 

8165 of Title 40, Public Buildings, Property, and Works, 

by Pub. L. 107–217, §§ 1, 6(b), Aug. 21, 2002, 116 Stat. 1062, 

1304. The sections that were classified to former Title 

5 were repealed by Pub. L. 89–554, § 8(a), Sept. 6, 1966, 80 

Stat. 632, the first section of which enacted Title 5, 

Government Organization and Employees. For distribu-

tion of former sections of Title 5 into the revised Title 

5, see table at the beginning of Title 5. 

This title, referred to in subsec. (p), probably should 

read ‘‘this Act’’, meaning act Dec. 23, 1913, ch. 6, 38 

Stat. 251, as amended, known as the Federal Reserve 

Act, which does not contain titles. For complete classi-

fication of this Act to the Code, see References in Text 

note set out under section 226 of this title and Tables. 

Subsection (a) or (c) of section 1109 of the Dodd-Frank 

Wall Street Reform and Consumer Protection Act, re-

ferred to in subsec. (s)(7), is subsec. (a) or (c) of section 

1109 of Pub. L. 111–203, title XI, 124 Stat. 2127, 2128, 

which is not classified to the Code. 

July 21, 2010, referred to in subsec. (s)(8)(B), was in 

the original ‘‘the date of enactment of this section’’, 

which was translated as meaning the date of enactment 

of Pub. L. 111–203 which added subsec. (s), to reflect the 

probable intent of Congress. 

CODIFICATION 

In subsec. (k), ‘‘subchapter II of chapter 5, and chap-

ter 7, of title 5’’ was substituted for ‘‘the Administra-

tive Procedure Act’’ on authority of section 7(b) of Pub. 

L. 89–554, Sept. 6, 1966, 80 Stat. 631, the first section of 

which enacted Title 5, Government Organization and 

Employees. 

Section is comprised of section 11 of act Dec. 23, 1913. 

The fourteenth par. of section 16 of act Dec. 23, 1913, 

which formerly constituted subsec. (o) of this section, 

is now classified to section 248–1 of this title. 

AMENDMENTS 

2010—Subsec. (a)(2). Pub. L. 111–203, § 366(1)(A), which 

directed insertion of ‘‘State savings associations that 

are insured depository institutions (as defined in sec-

tion 1813 of this title),’’ after ‘‘case of insured’’, was ex-

ecuted by making the insertion after ‘‘case of insured’’ 

in subpar. (B)(i), to reflect the probable intent of Con-

gress. 

Subsec. (a)(2)(B)(iii). Pub. L. 111–203, § 366(1)(B), (C), 

substituted ‘‘Comptroller of the Currency’’ for ‘‘Direc-

tor of the Office of Thrift Supervision’’ and inserted 

‘‘Federal’’ before ‘‘savings association which’’. 

Subsec. (a)(2)(B)(iv). Pub. L. 111–203, § 366(1)(D), sub-

stituted ‘‘savings association’’ for ‘‘savings and loan as-

sociation’’. 

Subsec. (k). Pub. L. 111–203, § 1108(c), inserted at end 

‘‘The Board of Governors may not delegate to a Federal 

reserve bank its functions for the establishment of 

policies for the supervision and regulation of deposi-

tory institution holding companies and other financial 

firms supervised by the Board of Governors.’’ 

Subsec. (s). Pub. L. 111–203, § 1103(b), added subsec. (s) 

relating to Federal Reserve transparency and release of 

information. 
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Pub. L. 111–203, § 318(c), added subsec. (s) relating to 

assessments, fees, and other charges for certain compa-

nies. 
2002—Subsec. (r). Pub. L. 107–297 added subsec. (r). 
2001—Subsec. (q). Pub. L. 107–56 added subsec. (q). 
1999—Subsec. (m). Pub. L. 106–102 substituted ‘‘[Re-

pealed]’’ for text of subsec. (m) which related to per-

centage of capital and surplus represented by loans to 

be determined by the Federal Reserve Board. 
1994—Subsec. (d). Pub. L. 103–325, § 602(g)(2), sub-

stituted ‘‘Secretary of the Treasury’’ for ‘‘bureau under 

the charge of the Comptroller of the Currency’’ before 

‘‘the issue and retirement’’ and for ‘‘Comptroller’’ be-

fore ‘‘to the Federal Reserve agents’’. 
Subsec. (m). Pub. L. 103–325, § 322(d), which directed 

substitution of ‘‘15 percent’’ for ‘‘10 percentum’’ wher-

ever appearing, was executed by substituting ‘‘15 per-

cent’’ for ‘‘10 per centum’’ in two places to reflect the 

probable intent of Congress. 
Subsec. (p). Pub. L. 103–325, § 331(d), added subsec. (p). 
1992—Subsecs. (o), (p). Pub. L. 102–550 redesignated 

subsec. (p) as (o). 
1991—Subsec. (n). Pub. L. 102–242, § 142(c), which di-

rected addition of subsec. (n) at end of section, was exe-

cuted by adding subsec. (n) after subsec. (m). See Con-

struction of 1991 Amendment note below. 
Subsec. (p). Pub. L. 102–242, § 133(f), added subsec. (p). 
1989—Subsec. (a)(2)(iii). Pub. L. 101–73 substituted 

‘‘the Director of the Office of Thrift Supervision in the 

case of any savings association which is an insured de-

pository institution (as defined in section 1813 of this 

title)’’ for ‘‘Federal Home Loan Bank Board in the case 

of any institution insured by the Federal Savings and 

Loan Insurance Corporation’’. 
1983—Subsec. (m). Pub. L. 97–457 substituted ‘‘under 

section 84(c)(4) of this title’’ for ‘‘under paragraph (8) of 

section 84 of this title’’ after ‘‘in the case of national 

banks’’. 
1982—Subsec. (n). Pub. L. 97–258 struck out subsec. (n) 

which provided that, whenever in the judgment of the 

Secretary of the Treasury such action was necessary to 

protect the currency system of the United States, the 

Secretary of the Treasury, in his discretion, could re-

quire any or all individuals, partnerships, associations, 

and corporations to pay and deliver to the Treasurer of 

the United States any or all gold coin, gold bullion, and 

gold certificates owned by such individuals, partner-

ships, associations, and corporations and that, upon re-

ceipt of such gold coin, gold bullion or gold certificates, 

the Secretary of the Treasury would pay therefor an 

equivalent amount of any other form of coin or cur-

rency coined or issued under the laws of the United 

States. 
1980—Subsec. (a). Pub. L. 96–221 designated existing 

provisions as par. (1) and added par. (2). 
1978—Subsec. (k). Pub. L. 95–251 substituted ‘‘admin-

istrative law judges’’ for ‘‘hearing examiners’’. 
1968—Subsec. (c). Pub. L. 90–269 struck out require-

ments for establishment by the Board of Governors of 

the Federal Reserve System of a graduated tax on the 

deficiency in the gold reserve whenever the reserve 

held against Federal Reserve notes fell below 25 percent 

and for an automatic increase in the rates of interest 

or discount fixed by the Board in an amount equal to 

the graduated tax imposed. 
1966—Subsec. (d). Pub. L. 89–427 excepted the can-

cellation and destruction, and the accounting with re-

spect to the cancellation and destruction, of notes unfit 

for circulation from the area of responsibility exercised 

by the Board of Governors of the Federal Reserve Sys-

tem through the Bureau of the Comptroller of the Cur-

rency over the issue and retirement of Federal Reserve 

notes. 
Subsec. (k). Pub. L. 89–765 added subsec. (k). A former 

subsec. (k) was repealed by Pub. L. 87–722, § 3, Sept. 28, 

1962, 76 Stat. 670. 
1962—Subsec. (k). Pub. L. 87–722 repealed subsec. (k) 

which related to the authority of the Board of Gov-

ernors of the Federal Reserve System to permit na-

tional banks to act as trustees, etc., and is now covered 

by section 92a of this title. 

1959—Subsec. (e). Pub. L. 86–114 substituted ‘‘reserve 

cities’’ for ‘‘reserve and central reserve cities’’ in two 

places. 

Subsec. (m). Pub. L. 86–251 struck out ‘‘in the form of 

notes’’ after ‘‘represented by obligations’’ in proviso. 

1945—Subsec. (c). Act June 12, 1945, substituted ‘‘25 

per centum’’ for ‘‘40 per centum’’, and ‘‘20 per centum’’ 

for ‘‘321⁄2 per centum’’ wherever appearing. 

1935—Subsec. (k). Act Aug. 23, 1935, § 342, amended last 

sentence of third par. 

Subsec. (m). Act Aug. 23, 1935, § 321(a), inserted pro-

viso at end of first sentence. 

1933—Subsec. (m). Act June 16, 1933, amended provi-

sions generally. 

Subsec. (n). Act Mar. 9, 1933, added subsec. (n). 

1930—Subsec. (k). Act June 26, 1930, added last par. 

CHANGE OF NAME 

Section 203(a) of act Aug. 23, 1935, changed name of 

Federal Reserve Board to Board of Governors of the 

Federal Reserve System. 

EFFECTIVE DATE OF 2010 AMENDMENT 

Amendment by section 318(c) of Pub. L. 111–203 effec-

tive on the transfer date, see section 318(e) of Pub. L. 

111–203, set out as an Effective Date note under section 

16 of this title. 

Amendment by section 366(1) of Pub. L. 111–203 effec-

tive on the transfer date, see section 351 of Pub. L. 

111–203, set out as a note under section 906 of Title 2, 

The Congress. 

Amendment by sections 1103(b) and 1108(c) of Pub. L. 

111–203 effective 1 day after July 21, 2010, except as 

otherwise provided, see section 4 of Pub. L. 111–203, set 

out as an Effective Date note under section 5301 of this 

title. 

EFFECTIVE DATE OF 1992 AMENDMENT 

Amendment by Pub. L. 102–550 effective as if included 

in the Federal Deposit Insurance Corporation Improve-

ment Act of 1991, Pub. L. 102–242, as of Dec. 19, 1991, ex-

cept that where amendment is to any provision of law 

added or amended by Pub. L. 102–242 effective after Dec. 

19, 1992, then amendment by Pub. L. 102–550 effective on 

effective date of amendment by Pub. L. 102–242, see sec-

tion 1609 of Pub. L. 102–550, set out as a note under sec-

tion 191 of this title. 

EFFECTIVE DATE OF 1991 AMENDMENT 

Amendment by section 133(f) of Pub. L. 102–242 effec-

tive 1 year after Dec. 19, 1991, see section 133(g) of Pub. 

L. 102–242, set out as a note under section 191 of this 

title. 

EFFECTIVE DATE OF 1980 AMENDMENT 

Section 108 of title I of Pub. L. 96–221 provided that: 

‘‘This title [enacting section 248a of this title, amend-

ing this section and sections 342, 347b, 355, 360, 412, 461, 

463, 505, and 1425a of this title, and enacting provisions 

set out as notes under sections 226 and 355 of this title] 

shall take effect on the first day of the sixth month 

which begins after the date of the enactment of this 

title [Mar. 31, 1980], except that the amendments re-

garding sections 19(b)(7) and 19(b)(8)(D) of the Federal 

Reserve Act [section 461(b)(7) and (b)(8)(D) of this title] 

shall take effect on the date of enactment of this 

title.’’ 

EFFECTIVE DATE OF 1959 AMENDMENT 

Amendment by Pub. L. 86–114 effective three years 

after July 28, 1959, see section 3(b) of Pub. L. 86–114, set 

out as a Central Reserve and Reserve Cities note under 

former section 141 of this title. 

CONSTRUCTION OF 1991 AMENDMENT 

Section 1603(e)(2) of Pub. L. 102–550 provided that: 

‘‘The amendment made by section 142(c) of the Federal 

Deposit Insurance Corporation Improvement Act of 1991 
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[Pub. L. 102–242] (adding a paragraph at the end of sec-

tion 11 of the Federal Reserve Act [this section]) shall 

be considered to have been executed before the amend-

ment made by section 133(f) of the Federal Deposit In-

surance Corporation Improvement Act of 1991 [amend-

ing this section].’’ 

EXECUTIVE ORDER NO. 6359 

Ex. Ord. No. 6359, Oct. 25, 1933, as amended by Ex. Ord. 

No. 11825, Dec. 31, 1974, 40 F.R. 1003, which provided for 

receipt on consignment of gold by the United States 

mints and assay offices, was revoked by Ex. Ord. No. 

12553, Feb. 25, 1986, 51 F.R. 7237. 

EX. ORD. NO. 10547. INSPECTION OF STATISTICAL 

TRANSCRIPT CARDS 

Ex. Ord. No. 10547, July 27, 1954, 19 F.R. 4661, required 

statistical transcript cards submitted with, or prepared 

by the Internal Revenue Service from, corporation in-

come tax returns for the taxable years ending after 

June 30, 1951, and before July 1, 1952, to be open to in-

spection by the Board of Governors of the Federal Re-

serve System as an aid in executing the powers con-

ferred upon such Board by this section, such inspection 

to be in accordance and upon compliance with the rules 

and regulations prescribed by the Secretary of the 

Treasury in T.D. 6081, 19 F.R. 4666. 

§ 248–1. Rules and regulations for transfer of 
funds and charges therefor among banks; 
clearing houses 

The Board of Governors of the Federal Reserve 

System shall make and promulgate from time to 

time regulations governing the transfer of funds 

and charges therefor among Federal reserve 

banks and their branches, and may at its discre-

tion exercise the functions of a clearing house 

for such Federal reserve banks, or may des-

ignate a Federal reserve bank to exercise such 

functions, and may also require each such bank 

to exercise the functions of a clearing house for 

depository institutions. 

(Dec. 23, 1913, ch. 6, § 16 (par.), 38 Stat. 268; Aug. 

23, 1935, ch. 614, § 203(a), 49 Stat. 704; Pub. L. 

96–221, title I, § 105(d), Mar. 31, 1980, 94 Stat. 140.) 

CODIFICATION 

Section is comprised of the thirteenth par. (formerly 

the fourteenth par.) of section 16 of act Dec. 23, 1913, 

which was formerly classified to section 248(o) of this 

title. For classification to this title of other pars. of 

section 16, see Codification note set out under section 

411 of this title. 

AMENDMENTS 

1980—Pub. L. 96–221, which directed amendment of 

‘‘[t]he fourteenth paragraph of section 16 of the Federal 

Reserve Act (12 U.S.C. 248(o))’’ by substituting ‘‘deposi-

tory institutions’’ for ‘‘its member banks’’, was exe-

cuted by making the substitution in this section to re-

flect the probable intent of Congress. 

CHANGE OF NAME 

Section 203(a) of act Aug. 23, 1935, changed the name 

of the Federal Reserve Board to Board of Governors of 

the Federal Reserve System. 

EFFECTIVE DATE OF 1980 AMENDMENT 

Amendment by Pub. L. 96–221 effective on first day of 

sixth month which begins after Mar. 31, 1980, see sec-

tion 108 of Pub. L. 96–221, set out as a note under sec-

tion 248 of this title. 

§ 248a. Pricing of services 

(a) Publication of pricing principles and pro-
posed schedule of fees; effective date of 
schedule of fees 

Not later than the first day of the sixth month 

after March 31, 1980, the Board shall publish for 

public comment a set of pricing principles in ac-

cordance with this section and a proposed sched-

ule of fees based upon those principles for Fed-

eral Reserve bank services to depository institu-

tions, and not later than the first day of the 

eighteenth month after March 31, 1980, the 

Board shall begin to put into effect a schedule of 

fees for such services which is based on those 

principles. 

(b) Covered services 
The services which shall be covered by the 

schedule of fees under subsection (a) of this sec-

tion are— 

(1) currency and coin services; 

(2) check clearing and collection services; 

(3) wire transfer services; 

(4) automated clearinghouse services; 

(5) settlement services; 

(6) securities safekeeping services; 

(7) Federal Reserve float; and 

(8) any new services which the Federal Re-

serve System offers, including but not limited 

to payment services to effectuate the elec-

tronic transfer of funds. 

(c) Criteria applicable 
The schedule of fees prescribed pursuant to 

this section shall be based on the following prin-

ciples: 

(1) All Federal Reserve bank services cov-

ered by the fee schedule shall be priced explic-

itly. 

(2) All Federal Reserve bank services cov-

ered by the fee schedule shall be available to 

nonmember depository institutions and such 

services shall be priced at the same fee sched-

ule applicable to member banks, except that 

nonmembers shall be subject to any other 

terms, including a requirement of balances 

sufficient for clearing purposes, that the 

Board may determine are applicable to mem-

ber banks. 

(3) Over the long run, fees shall be estab-

lished on the basis of all direct and indirect 

costs actually incurred in providing the Fed-

eral Reserve services priced, including interest 

on items credited prior to actual collection, 

overhead, and an allocation of imputed costs 

which takes into account the taxes that would 

have been paid and the return on capital that 

would have been provided had the services 

been furnished by a private business firm, ex-

cept that the pricing principles shall give due 

regard to competitive factors and the provi-

sion of an adequate level of such services na-

tionwide. 

(4) Interest on items credited prior to collec-

tion shall be charged at the current rate appli-

cable in the market for Federal funds. 

(d) Budgetary consequences of decline in volume 
of services 

The Board shall require reductions in the op-

erating budgets of the Federal Reserve banks 
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Rules Regarding Equal Opportunity 

AGENCY: Boa.rd of Governors of the 
Federal Reserve System. 

ACTION: Pinal rule. 

SUMMARY: The Board of Governors of the 
Federal Reserve System (the Board) has 
adopted a final rule that amends its 
"Rules Regarding Equal Opportunity," 
which establishes programs and 
procedures to promote equal 
opportunity for Board employees. This 
rule was published on January 25, 2001, 
in the Federal Register as an 
immediately effective interim rule with 
opportunity for public comment. The 
Boa.rd received one public comment on 
this rule. The Board is now adopting the 
interim rule as a final rule with 
substantive changes to sections in the 
rule that address the Rehabilitation Act. 
These substantive changes are being 
made because after the lloard adopted 
its interim rule, the Equal Employment 
Opportunity Commission (Commission), 
after public comment, adopted changes 
to ·the provisions in its paralJel 
reguJation entitled "Federal Sector 
Equal Employment Opportunity," 29 
CFR part 1614, that address the 
Rehabilitation Act. The substantive 
changes to the Board's final rule, which 
incorporates changes to the 
Commission's regulation on the 
Rehabilitation Act, also respond to the 
comment that the Board received on its 
rule. 

DATES: This final rule is effective 
immediately and applies Lo all Board 
equal employment opportunity (EEO) 
complaints pending at any stage of the 
administrative process as of April 15, 
2003. 

FOR FURTHER INFORMATION CONTACT! 
Stephen L. Siciliano, Assistant General 
Counsel (202-452- 3920), or Alicia S. 
Fosler, Counsel (202-452-5289), Legal 
Division, Board of Governors of the 
Federal Reserve System, 20th Street and 
Constitution Avenue NW., Washington, 
DC 20551. For users of 
Telecommunications Device for the Deaf 
("TDD") only, contact 202/263-4869. 
SUPPLEMENTARY INFORMATION: On 
January 2, 2001, the Board approved the 
revision of the Board's "Rules Regarding 
Equal Oppor tunity" as an immediately 
effective interim rule with opportunity 
for comment. The rule was published in 
the Federal :Register on January 25, 
2001 (66 FR 7703). The interim rule 
revised the Board's existing regulation 
entitled "Rules on Equal Opportunity," 
12 CFR part 268, to incorporate the 
November 1999 changes made by the 
Equal Employment Opportunity 
Commission (Commission) to its 
parallel reguJation entiUed "Federal 
Sector Equal Employment 
Opportunity," 29 CFR part 1614, 
governing equal employment 
opportunity in the federal government 
generally. As explained in the preamble 
to the interim rule, this amendment is 
consistent with the Board's past practice 
as the Board's rule is modeled after and, 
in most respects, is identical to the 
Commission's regulation. The interim 
rule also made additional changes to the 
Board's regulation to bring it into closer 
conformance with the Commission's 
regulation. In a few instances, the 
interim rule continued distinctions 
between the Board's rule and the 
Commission's rule that reflect the 
Board's statutorily mandated 
independence. 

One comment was rnceived. The 
commentator, the Commission, 
suggested that rather than adopt a 
separate regulation governing the 
processing of complaints of 
discrimination, the Board should adopt 
the Commission's Government-wide 
complaint processing procedures. As 
the Board has pointed out in prior 
amendme,ots to part 268, however, the 
Board beLieves that based on the specific 
provisions of·the Federal Reserve Act 
and established precedent, the adoption 
of part 268 is necessary to authorize and 
ensure the Board's compliance with 
important national laws and policies 
prohibiting disoriroinalioo in 
employment on the basis of race, color, 
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The Commission also questioned five 
provisions in the Board's rule that differ 
from the corresponding provisions in 
the Commission's rule on employee 
EEO complaints. Three of the provisions 
retain authority for the Board as to a 
decision issued by the Commission on 
employee complaints of discrimination. 
The Commission expressed concerns 
that it is not clear how these provisions 
relate to the Commission's rule or to the 
sections in the interim rule thi, t set forth 
the time :eeriods for a complainant lo 
file a civil action. The other two 
provisions regard the overaJl 
relationship between the Commission 
and the Board and address how the 
Board will provide EEO program 
information to the Commission. Except 
as discussed below, the Board adopts 
the interim rule as a final rule. 

As an initial matter, it should be 
noted that all of the provisions that the 
Commission points to as differing from 
its regulation are updated provisions 
rather than new provisions. Similar 
provisions were contained in the 
Board's rule on equal opportunity prior 
to the adoption of the interim rule on 
January 25, 2001, While the Board 
recognizes that the provisions in 
question retain authority that is not 
found in the Commission's regulation, 
the Board believes the retention of 
authority is necessary to comply with its 
statutorily mandated independence 
while also complying with the laws 
prohibiting discrimination in 
employment. The provisions at issue are 
based on the Board's traditional view of 
its authority under the Federal Reserve 
Act, which provides that the 
"employment, compensation, leave, and 
expenses" of Board employees is 
governed solely by that Act. Section 
10(4).1 The provisions address areas that 
the Board believes affect its 
independence and thus the distinctions 
are appropriate. As explained in the 
preamble to the interim rule, however, 
the Board has minimized, to the greatest 
extent possible, distinctions between its 
ru.le a.nd the Commission's rule. 
Accordingly, with the few exceptions 
noted by the Commission, the Board's 
interim rule closely conforms to the 
Commission's rule. The Board will 
continue to work with the Commission 

l 12 u.s.c. 2'44. 
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to ensure that the Board's rule is 
effectively implemented consistent with 
the laws and policies enforced by the 
Commission. Accordingly, the Board 
believes that no changes to these 
provisions in the interim rule are 
appropriate. 

The Commission also commented op 
a provision in the Board's interim 
regulation implementing the 
Rehabilitation Act (29 U.S.C. 791), 
which prohibits discrimination against 
individuals with disabilities by the 
federal government. The particular 
provision at issue addresses alcoholism, 
12 CFR 266.203(h)(3). The Commission 
questioned whether section 
268.203(h)(3) was consistent with 
current law. Before the Board could 
address the Commission's concerns. 
however, the Commission adopted 
changes to the parallel provision in the 
Commission's rule. On May 21, 2002, 
the Commission published a final rule 
revising the sections in its rule 
regarding the Rehabilitation Act. (67 FR 
35732). The Commission's rule provides 
that the federal government shall be a 
model employer of individuals with 
disabilities. The rule also provides that 
in determining whether the 
Rehabilitation Act, as amended, has 
been violated in a complaint alleging 
nonaffirmative action employment 
discrimination, the standards under 
Titles I and V of the Americans with 
Disabilities Act of 1990, insofar as they 
cover employment in the private sector, 
shall be applied. The rules aJso provide 
that these standards are set forth in the 
Commission's ADA regulation at 29 CF'R 
part 1630. The Board has determined 
that it would be appropriate to revise its 
Rehabilitation Act rules consistent with 
the Commission's May 21, 2002, final 
rule. By making these changes, the 
Boru:d is addressing the Commission's 
concern with the provision on 
alcoholism in the interim rule as that 
provision will be deleted. 

In order to incorporate the 
Commission's May 21, 2002, final rule, 
section 268.102, paragraph (9) of the 
interim rule, which relates to the 
obligations of the Board's EEO program 
with respect lo employees with physical 
or mental limitations, has also been 
deleted in the final rule. This provision 
corresponds to a provision in the 
Commission's prior regulation, which 
the Commission deleted.2 In addition, 

• The Board's final rule. similar to the 
Commission's changes to its regulation, re.numbers 
tho remaining paragraphs. Further, the citation to 
section 266.203(a)(6) in section 268.702(e)(3) of 
Subpart H. which prohibits discrimination in Board 
programs and activities on tho basis of disability 
aod which is a 1.nat1er not administered by the 

the present language in section 268.203 
has been replaced with the 
corresponding language from the 
Commission's final rule, which provides 
that the government shall be a model 
eroployer of individuals with 
disabilities and applies the ADA 
standards (Title I and V) to determine 
whether a violation of section 501 of the 
Rehabilitation Act has occurred. The 
Board's final rule also incorporates the 
reference to the Commission's ADA 
regulation. Thus, as these changes to the 
Board's rules are made in response to 
the comment l'eceived on the interim 
rule and are consistent with those made 
by the Commission in its May 21, 2002, 
final rule, additional comment would 
not serve the public interest as the 
Commission's rule was adopted only 
afle.c public comment. As described 
above, the changes to the Rehabilitation 
Act provisions in the Board's 
corresponding rule incorporate existing 
Commission procedures which were 
adopted after public notice and 
comment. Further, as the Commission's 
changes to the Rehabilitation Act 
provisions are effective as of June 20, 
2002, lo e,nsure that EEO complaints by 
Board employees are handled 
consistently with the procedures of the 
Commission. it is important that the 
Board adopt corresponding changes 
without adclitional delay. 

Finally, the Commission suggested 
that the Board apply the interim rule 
retroactively t.o cover employee 
complaints of discrimination pending 
on November 9, 1999, the effective date 
of the Commission's revised rule, which 
prompted the Board's revision of its 
corresponding rule. The Board does not 
believe that any further action in this 
regard is necessary, however, because 
the interim rule was effective 
immediately upon publication of the 
interim rule and applied to all pending 
cases as o{ January 25, 2001. Thus, to 
the extent an EEO complaint was in the 
administrative process on that date, it 
was processed under procedures similar 
to those adopted by the Commission. It 
appears that, for the most part, the 
administrative processing at the Board 
of complaints pending as of January 
2001 has been completed, so that 
retroactive application at this time 
would have little effecl. 

Accordingly, with the exception of 
the substantive changes discussed 
above, the Board is now adopting the 
interim rule on equal employment 
opportunity as a final rule. No other 
substantive changes have been made to 
the interim rule. The final rule makes 

Commission, bas boon obnngad to section 268.203 
as tho pdor cilation is no longer valid. 

editorial changes to certain other parts 
of the Board's interim regulation. 
namely, the provision on employment 
of noocitizens and the subpart 
prohibiting djscri.mination in Board 
programs and. activities on the basis of 
disability, which are not ad.ministered 
by the Commission. 

Pursuant to the Administrative 
Procedures Act (APA), 5 U.S.C. 
553(d)(3), the Board has detetmined that 
it is unnecessary and would be 
impracticable to defer the effective dale 
of this final rule for 30 days. The final 
rule, like the interim rule, which was 
effective immediately on publication, in 
substance is Applying the Commission's 
existing regulation, which was revised 
twice and in both instances adopted 
only after notice and public comment 
Thus, lhe Board's rule will not cause 
unfair prejudice as the standards that 
are being applied in the final rule in 
virtually aJl respects are not new and 
are already in effect under the i.)lterim 
rule. The one major substantive change 
lo the interim rule by ·the final rule 
conforms the Rehabilitation Act 
Erovisions covering Board employee to 
those governing Federal employers 
generally. 

Paperwork Reduction Act 

In accordance with the Paperwork 
Reduction Aot of 1995 (44 U.S.C. 3506; 
5 CFR 1320 Appendix A.1), the Board 
reviewed the proposed rule under Lhe 
authority delegated to the Board by the 
Office of Management and Budget. No 
collections of information pursu.anl lo 
the Paperwork Reduction Act ate 
contained in the final rule. 

Regulatory Flexibility Act Analysis 

Pursu.ant to section 605(b) of the 
Regulatory Flexibility Act (Pub. L. 96-
354, 5 U.S.C. 601, et seq.), the Board 
certifies that this rule -will not have a 
significant economic impact on a 
substantial number of small entities. 
This rule governs the Board's dealings 
with its employees, applicants for 
employment, and others affected in a 
like manner. 

Plain Language 

Section 722 of the Gramm-Leach
Bliley Act requires each federal banking 
agency lo use plain language in all 
proposed and final rules publi.shed after 
January 1, 2000. Because the Board has 
determined that this final rule, similar 
to the interim rule, should conform to 
the greatest possible with the parallel 
regulation of the Equal Employment 
Opportunity Commission, the Board's 
ability to specifically address the plain 
language requirement was limited. 
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List of Subjects in 1Z CFR part 268 

Administrative practice and 
procedure, Aged, Civil rights, Equal 
employment opportunity, Federal 
buildings and facilities, Federal Reserve 
System, Government employees. 
Individuals with disabilities, Religious 
d iscrimination, Sex discrimination, 
Wages. 

• For the reasons set out in the preamble, 
the Board revises 12 CFR part 268 to 
read: 

PART 268-RULES REGARDING 
EQUAL OPPORTUNITY 

Subpart A- General Provisions and 
Administration 
Sec. 
:1.68.1 Authority. pnri;in~A ·Anil ~mp11. 
268.2 Definitions. 

Subpart B-Board Program To Promote 
Equal Opportunity 
268.101 General policy for equal 

opporturuty. 
268.102 Boa.rd program for equal 

employment opportunity. 
268. 103 Complaints of discrimination 

covered by this part. 
268.104 Pre-complaint processing. 
268:105 Individual complaints. 
268.106 Dismissals of complaints. 
268,107 Investigation of complaints. 
268.108 Hearings. 
268.109 FineJ action by the Roa1d. 

Subpart C- Provlsions Applicable to 
Particular Complalnts 
268.201 Age Discrimi11ation in Employment 

Act. 
268.202 Equal Pay Act. 
268.203 Rehabilitation Act. 
268.204 Class complaints. 
268.205 Employment ofnoncitizens. 

Subpart D~Related Processes 
268.301 Negotiated grievance procedure. 
268.302 Mixed C-dse complaints. 

Subpart E-Appeals to the Equal 
Employment Opportunity Commission 
268.401 Appeals to the Equal Employment 

Opportunity Commission. 
268.402 Time for- appeals to the Equal 

E:mployment Opportunity Commission. 
268.403 How to appeal. 
268.404 Appellate Procedure. 
268.405 Decisions on appeals. 
268.406 Civil action: Title VII, Age 

Discrimination in Employment Act al)d 
Rehabilitation Act. 

268.407 Civil action: Equal.Pay Act. 
268.408 Effect of filing a civil action. 

Subpart F-Remedies and Enforcement 

268.501 Remedies and relief. 
268.502 CompliaDce with final Commisslon 

decisions. 
268.503 Enforcement of final EEOC 

decisions. 
268.504 Compliance with settlement 

agreements and final actions. 
268.505 Interim relief. 

Subpart G-Matters of General Applicability 

268.601 EEO group statistics. 
268.602 Reports to the Commission. 
268.603 Voluntary settlement attempts. 
268.604 Filing and computation of time. 
268.605 Representation and official time. 
268.606 Joint processing and consolidation 

of complaints. 
268.607 Delegation of Authority. 

Subpart H-Prohlbition Against 
Discrimination In Board Programs and 
Activities Because of a Physical or Mental 
Dlsability 
268.701 Puxpose and application. 
268. 702 Definitions 
268.703 Notice. 
268. 704 General prohibition against 

discrimination. 
268.705 Employment. 
268.706 Program accessibility: 

Discdmination prohibited. 
268.707 Program accessibility: Existing 

facilities. 
268. 708 Program accessibility: New 

construction and alterations. 
268.709 Communications. 
268.710 Compliance procedures. 

Authority: 12 U.S.C. 244 and 248(i), (kl 
and (1). 

Subpart A-General Provisions and 
Administration 

§268.1 Authority, purpose and scope. 

(a) Authority. The regulations in this 
par t (12 CFR part 268) are issued by the 
Board of Governors of the Federal 
Reserve System (Board) under the 
authority of sections 10(4) and 11(i), (k), 
and (1) of the Federal Reserve Act 
(partially codified in l 2 U.S.C. 244 and 
248(i), (k) and (1)). 

(b) Purpose and scope. This part sets 
forth the Board's policy, program and 
procedures for providing equal 
opportunity to Board employees and 
applicants for employment without 
regard to race, color, reUgion, sex, 
national origlu, age, or physical o-r 
mentaJ disability. It also sets forth the 
Board's policy, program and procedures 
for prohibiting discrimination on the 
basis of physical or .mental disability in 
programs and activities conducted by 
the Board. It also specifies the 
circumstances under which the Board 
will hire or decline to hire persons who 
are not citizens of the United States, 
consistent with the Board's operational 
needs and applicable law. 

§ 268.2 Definitions. 

The definitions contained in this 
section shall have the following 
meanings throughout this part unless 
otheiwise stated. 

fa) Commission or EEOC means the 
Equal Employment Opportunity 
Commission. 

(bl Title Vil means Title VIl of the 
Civil Rights Act (42 U.S.C. 2000e et 
seq.). 

Subpart B-Board Program To 
Promote Equal Opportunity 

§268.101 General policy for equal 
opportunity, 

(a) It is the policy of the Board to 
provide equal opportunity in 
employment for all persons, to prohibit 
discrimination in employment because 
of race, color, religion, sex, national 
origin, age or disability, and lo promote 
the full realization of equal opportunity 
in employment through a continuing 
affirmative progtam. 

(b) No person sball be subject to 
retaliation for opposing any practice 
made unlawful by Til.111 VU of l11~ Civil 
Rights Act (title VII) (42 U.S.C. 2000e et 
seq.), the Age Discrimination in 
Employment Act (ADEA) (29 U.S.C. 621 
et seq.), the Equal Pay Act (29 U.S.C. 
206(d)), or the Rehabilitation Acl (29 
U.S.C. 791 el seq.) or for participating in 
any stage of administrative or judicial 
proceedings under those statutes. 

§ 268.102 Board program for equal 
employment opportunity. 

(a) The Board shall maintain a 
continuing affirmative program to 
promote equal opportunity and to 
identify and eliminate discrimin atory 
practices and policies. In suppo1t of this 
program, the Board shall: 

(1) Provide sufficient resources to its 
equal opportunity program to ensure 
efficient and successful operation; 

(2) Provide for the prompt, fair and 
impartial processing of complaints in 
accordance with this part and the 
instructions contained in the 
Commission's Management Directives; 

(3) Conduct a continuing campaign tn 
eradicate every form of prejudice or 
discrimination from the Board's 
personnel policies, practices and 
working conditions; 

(4) Communicate the Board·s equal 
employment opportunity policy and 
program and its employment needs to 
all sow·ces of job candidates without 
regard lo race, color, religion. sex, 
national origin, age or disability, and 
solicit their recruitment assistance on a 
continuing basis; 

(5) Review, evaluate and control 
managerial and supervisory 
performance in such a manner as lo 
insure a contiuuing affirmative 
application and vigorous enforcement of 
the policy of equal opportunity, and 
provide orientation, training and advice 
to managers and supervisors to assure 
their understanding and 
implementation of the equal 
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employment opportunity policy and 
program; 

(6) Take appropriate disciplinary 
action against employees who engage in 
discriminatory practices; 

(7) Make reasonable accommodation 
to the religious needs of employees and 
applicants for employment when those 
accommodations can be made without 
undue hardship on the business of the 
Board; 

(8) Make reasonable accommodation 
to the known physical or mental 
limitations of qualified applicants and 
employees with a disabWty unless the 
accommodation would impose an 
undue hardshjp on the operations of the 
Board's program; 

(9) Provide recognition lo employees. 
supervisors, managers and units 
demonstrating superior accomplishment 
in equal employment opportunity; 

(10) Establish a system for 
pe,riodically evaluating lhe effectiveness 
of the Board's overall equal employment 
opportunity effort; 

(11) Provide the maximum feasible 
opportunity to employees lo enhance 
their skills through on-the-job training, 
work-study progn1.ms and other tra.iuin.g 
measures so that they may p erform at 
their highest potential and advance in 
accordance with their abilities; 

(12) Inform its employees and 
recognized labor organizations of the 
Board's affirmative equal opportunity 
policy and program and enlist their 
cooperation; and 

(13) Participate at the community 
level with other employers, with 
schools and universities and with other 
public and private groups in cooperative 
action to improve employment 
opportu.nities and community 
conditions that affect employability. 

(b) In order to implement lts program, 
the Board shall~ 

(1) Develop the pl.ans. procedures and 
regulations necessary to carry out its 
program; 

(2) EstabUsb or make available an 
alternative dispute resolution program. 
Such program must be available for both 
the precomplaint process and the formal 
complaint process. 

(3) Appraise its personnel operations 
at regular intervals lo assure their 
conformity with the Board's program, 
this part 268 and the instructions 
contained in the Co.11l.Dllssion's 
management directives; 

(4) Designate a Director for Equal 
Employment Opportunity (EEO 
Programs Director), 'EEO Officer(s), and 
such Special Emphasis Program 
Managers/Coordinators (e.g., People 
with Disabilities Program, Federal 
Women's Program and Hispanic 
Employment Program), clerical and 

administrative support as may be 
necessary to oacry out the functions 
described in this part in all 
organizational units of the Board and at 
all Board installations. The EEO 
Programs Director shaJJ be under the 
immediate supervision of the Chairman. 

(5) Make written materials available to 
all employees and applicants informing 
them of the variety of equal employment 
opportunit-y programs and 
administrative and judicial remedial 
procedures available to them and 
prominently post such written materials 
in all personnel and EEO offices and 
lhroughout the workplace; 

(6) Ensure that full cooperation is 
provided by all Board employees to EEO 
Oou.nselors and Board EEO personnel in 
1be processing and resolution of pre
complaint matters and complaints 
within the Boa.rd and that full 
cooperation is provided to the 
Com.mission in the course of appeals, 
including, granting the Commission 
routine access lo personnel l'ecords of 
the Board when required in connection 
with an investigation; 

(7) Publicize to all employees and 
post at all limes the names, business 
telephone numbers and business 
addresses of the EEO Counselors (unless 
the counseling functfon is centralized, 
in which case only the telephone 
number and address need be publicized 
and posted), a notice of the time limits 
and necessity of contacting a Counselor 
before filing a complaint and the 
telephone numbers and addresses of the 
EEO Programs Director, EEO Officer(s) 
and the Special Emphasis Program 
Managers/Coordinators. 

(c) The EEO Programs Director shall 
be responsible for: 

(1) Advising the Board of Governors 
with respect to Lhe preparation of 
national and regional equal employment 
oppo:rb.mity plans. procedures, 
regulations, reports and other matters 
pertaining lo the policy in § 268.101 and 
th.e Board's program; 

(2) Evaluating from time to time the 
sufficiency of the total Board program 
for equal employment opportunit-y and 
reporting to the Board of Governors with 
recommendations as to any 
improvement or correction needed, 
including remedial or disciplinary 
action With respect to managerial, 
supervisory or other employees who 
have failed in their responsibilities: 

(3) When authorized by the Board of 
Governors, making changes in programs 
and procedures designed to eliminate 
discriminatory practices and to improve 
the Board's program for equal 
employment opportunit-y: 

( 4) Providing for counseling of 
aggriaved individuals and for the receipt 

and processing of individual and class 
complaints of discrimination; and 

(5) Assuring that individual 
complaints are fairly and tJioroughly 
investigated and that final action is 
taken in a timely manner in accordance 
with 1his part. 

(d) Directives, instructions, forms and 
other Commission materials referenced 
in this part may be obtained in 
accordance with the provisions of 29 
CFR 1610.7. 

§ 268.103 Complaints of discrimination 
covered by this part. 

(a) Individual and class complaints of 
employment discriminatfon and 
retaliation prohibited by tiUe Vll 
(discrimination on the basis of race, 
color, religion, sex and national origin). 
the ADEA (discrimination on the basis 
of age wheo the aggrieved person is at 
least 40 years of age), the Rehabilitation 
Act (discrimination on the basis of 
disability), or the Equal Pay Act (sex
based wage discrimination) shall be 
processed in accordance with this part. 
Complaints alleging retaUalion 
prohibited by these statutes are 
considered to be complaints of 
discrimination for purposes of this part 

(b) This part applies to all Board 
employees and applicants for 
employment at the Board, and to all 
employment policies or practices 
affecting Board employees or applicants 
for employment. 

(c) Thjs part does not apply to Equal 
Pay Act complaints of employees whose 
services a.re performed within a foreign 
country or certain United States 
territories as provided in 29 U.S.C. 
213(!). 

§ 268.104 Pre-complaint processing. 
(a) Aggrieved persons who believe 

they have been discriminated against on 
the basis of race, color, religion, sex, 
national origin, age or disability must 
consult a Counselor prior to filing a 
complaint in order to try to informally 
resolve the matter. 

(1) An aggrieved person must initiate 
contact with a Counselor within 45 days 
of the date of the matter alleged to be 
discriminatory or, in the case of a 
personnel action, within 45 days of the 
effective date of the action. 

(2) The Board or the Commission 
shall extend the 45-day time Hmil in 
paragraph (a)(l) of this section when the 
individual shows that he or she was nol 
notified of the lime limits and was not 
otherwise aware of them, that he or she 
did not know and reasonably should not 
have known that the discriminatory 
matter or personnel action occurred, 
that despite due diligence he or she was 
prevented by circumstances beyond his 
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or her control from contacting the 
counselor within the time limits, or for 
other reasons considered sufficient by 
the Board or lhe Commission. 

(b)(l) At the initial counseling 
session, Counselors must advise 
individuals in writing of their rights and 
responsibilities, including the right to 
request a hearing or an immediate final 
decision after an investigation by the 
Board in accordance with§ 268.107(f), 
election rights pursuant to § 268.302, 
the right to file a notice of intent to sue 
pursuant to§ 268.201(aJ and a Jawmtll 
under the ADEA instead of an 
administrative complaint of age 
discrimination under this part, the duty 
to mitigate damages, administrative and 
court tjme frames, and that only the 
claims raised in precomplaint 
counseling (or issues or claims like or 
related to issues or claims raised in pre
complaint counseUng) may be alleged in 
a subsequent complaint filed with the 
Board. Counselors must advise 
individuals of their duty to keep the 
Board and the Commission informed of 
their current address and to serve copies 
of appeal papers on the Board. The 
nulice required by paragraphs (d) or (e) 
of this section shall include a notice of 
the right lo file a class complaint. If the 
aggrieved person informs the Counselor 
that he or she wishes to file a class 
complaint, the Counselor shall explain 
the class complaint procedures and the 
responsibilities of a class agent. 

(2) Counselors shall advise aggrieved 
persons that, where the Board agrees to 
offer ADR in the particular case, they 
may choose between participation in the 
alternative dispute resolution program 
and the counseling activities provided 
for in paragraph (c) of this section. 

(c) Counselors shall conduct 
counseling activities in accordance with 
instructions contained in Commission 
Management Directives. When advised 
that a complaint has been filed by an 
aggrieved person, the Counselor shall 
submit a written report within 15 days 
to the EEO Programs Director and the 
aggrieved person concerning the issues 
discussed and actions taken during 
counseling. 

(d) Unless the aggrieved person agrees 
to a longer counseling period under 
paragraph (eJ of this section, or the 
aggrieved person chooses an alternative 
dispute resolution procedure in 
accordance with paragraph (b)(2) of this 
section, the Counselor shall conduct the 
final interview with the aggrieved 
person within 30 days of the date the 
aggrieved person contacted the Board's 
EEO Programs Office to request 
counseling. lf the matter has not been 
resolved, the aggrieved person shall be 
informed in writing by the Counselor, 

not later than the thirtieth day after 
contacting the Counselor, of tbe right to 
file a discrimination complaint with the 
Board. This notice shall inform the 
complainant of the right to file a 
discrimination complaint within 15 
days of receipt of the notice, of the 
appropriate official with whom to file a 
complaint and of the complainant's 
duty to assure that the EEO Programs 
Director is infonned immediately if the 
complainant retains counsel or a 
representative. 

(e) Prior to the end of the 30-day 
period, the aggrieved person may agree 
in m-iting with th.e Board to postpone 
the fina] interview and extend the 
counseling period for an additional 
period of no more than 60 days. If the 
matter has not been resolved before the 
conclusion of the agreed extension, the 
notice described in paragraph (d) of this 
section shall be issued. 

(f) Where the aggrieved person 
chooses to participate in an alternative 
djspute resolution procedure in 
accordance with paragraph (b)(2) of this 
section, the pre-complaint processing 
period shall be 90 days. If the claim has 
not been resolved before the 90th day, 
the notice described in paragraph (d) of 
this section shall be issued. 

(g) The Counselor shall not attempt in 
any way to restrain the aggrieved person 
from filing a complaint. The Counselor 
shall nol reveal the identity of an 
aggrieved person who consulted the 
Counselor, except when authorized to 
do so by the aggrieved person, or until 
the Board has received a discrimination 
complaint under this part from that 
person involving the same matter. 

§ 268,105 Individual complaints. 
(a) A complaint must be filed with the 

a_gency that allegedly discriminated 
against the complainant. 

(b) A complaint must be filed within 
15 days of receipt of the notice required 
by§ 268.104 (d), (e) or (f). 

(c) A complaint must contain a signed 
statement from the person claiming to 
be aggrieved or that person's atlorney. 
This statement must be sufficiently 
precise lo identify the aggrieved 
individual and the Board and to 
describe generally tl1e action(s) or 
practice(s) that form the basis of the 
complaint. The complaint must also 
contain a telephone number and address 
where the complainant or the 
representative can be contacted. 

(d) A complainant may amend a 
complaint at any time prior to the 
conclusion of the investigation to 
include issues or claims like or related 
to those raised in the complaint. After 
requesting a bearing, a complainant may 
file a motion with the administrative 

judge to w:. 
issues or c 
raised in L1 

(e) The I 
receipt of a"'oomp1auu m· !m a1ire1mrueul'. 
to a complaint in writing and inform the 
complainant of the date on which the 
complaint or amendment was filed. The 
Board sbal1 advise the complainant in 
the acknowledgment of the EEOC office 
and its address where a request for a 
hearing shall be sent. Such 
acknowledgment shall also advise the 
complainant that: 

(1) The complainant has the right to 
appeal the final aotion on or dismissal 
of a complaint; and 

(2) The Board is required lo conduct 
an impartial and appropriate 
investigation of the complaint within 
180 days of the filing of the complaint 
unless the parties agree in writing lo 
extend the time period. When a 
complaint has been amended, the Board 
shall complete its investigation within 
the earlier of 180 days after the last 
amendment to the complaint or 360 
days after the filing of the original 
complaint, except that the complainant 
1nay request a hearing from an 
administrative judge 011 the 
consolidated complaints any time after 
180 days from the date of the first filed 
complaint. 

§ 268.10.6 Dismissals of complaints. 

(a) Prior to a request for a hearing in 
a case, the Board shall dismiss an entire 
complaint: 

(1) Thal fails to stale a claim under 
§ 268.103 or§ 268.105(a), or states the 
same claim that is pending before or has 
been decided by the Board or the 
Commission; 

(2) That fails to comply with the 
applicable time limits contained in 
§§ 268.104, 268.105 and 268.204(c), 
unless lhe Board extends the time limits 
in accordance with § 268.604(0), or that 
raises a matter that has not been brought 
to the attention of a Counselor and is 
not like or related to a matter that has 
been brought to the attention of a 
Counselor; 

(3) That is the basis of a pending civil 
action in a United States District Court 
in which the complainant is a party 
provided that at least 180 days have 
passed since the filing of the 
administrative complaint, or that was 
the basis of a civil action decided by a 
United States District Court in which 
the complainant was a party; 

(4) Where a complainant has raised 
the matter in an appeal lo the Merit 
Systems Protection Board and§ 268.302 
indicates that tho complainant has 
elected to pursue the non-EEO process; 
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(5) Thal is moot or alleges lhat a 
proposal to take a personnel action, or 
other preliminary step to taking a 
personnel action, is discriminatory; 

(6) Where the complainant cannot be 
located, provided that reasonable efforts 
have been made to locate the 
complainanl and the complainant has 
nol responded within 15 days to a 
notice of proposed dismissal sent to bis 
or her last known address: 

(7) Where the Board has provided the 
complainant with a written request lo 
provide relevant information or 
otherwise proceed with the complaint, 
and the complainant has failed to 
respond to the request within 15 days of 
its receipt or the complainant's response 
does not address the Board's request, 
provided that the request included a 
notice of the proposed dismissal. 
Instead of dismissing for failure to 
cooperate, the complaint may be 
adjudicated if sufficient information for 
that purpose is available; 

(8) That alleges dissatisfaction wilh 
the processing of a previously filed 
complaint; or 

(9) Where the Board, strictly applying 
the criteria set forth in Commission 
decisions, finds that the complaint is 
parl of a clear pattern of misuse of the 
EEO process for a purpose other than 
the prevention and elimination of 
employment discrimination. A clear 
pattern of misuse of the EEO process 
requires: 

(i) Evidence of multiple complaint 
filings; and 

(ii) Allegations that are similar or 
identical, lack specificity or involve 
matters previously resolved; or 

(iii) Evidence of circumventing other 
administrative processes, retaliating 
against the Board's in-house 
administrative processes or 
overbuxdeniog the EEO complaint 
system. 

(b) Where the Board believes that 
some but not all of the claims in a 
complaint should be dismissed for the 
reasons contained in paragraphs (a)(l) 
through (9) of this section, the Board 
shall notify the complain.ant in writing 
of its determination, the rationale for 
that determination and that those claims 
will not be investigated, and shall place 
a copy of the notice in the investigative 
file. A determination under this 
paragraph is reviewahle by an 
administrative judge if a hearing is 
requested on the remainder of the 
complaint, but is not appealable until 
final action is taken on ·the remainder of 
1he complaint. 

§268.107 Investigation of complaints. 

(a) The investigation of complaints 
filed against the Board shall be 
conducted by the Board. 

(b) In accordance with instruclions 
contained in Commissfon Management 
Directives, the Board shall develop an 
imparli al and appropriate faclual record 
upon which to make findings on the 
claims raised by the written complaint. 
An appropriate factual record is one that 
allows a reasonable fact finder to draw 
conclusions as to whethei
discrimination occurred. The Board may 
use an exchange of letters or 
memoranda, interrogatories, 
investigat.ions, fact-finding conferences 
or any other fact-finding methods that 
efficiently and thoroughly address the 
matters at issue. The .Board may 
incorporate alternative dispute 
resolution techniques into its 
investigative efforts in order to promote 
early resolution of complaints. 

(c) The procedures in paragraphs 
(c)(l) through (3) of this section apply 
to the investigation of complaints: 

(1) The complainant, the Board, and 
any employee of Lhe Board shall 
produce such documentary and 
testimonial evidence as the investigator 
deems necessary. 

(2) Investigators are authorized to 
administer oaths. Statements of 
witnesses shall be made under oath or 
affirmation or, alternatively, by written 
statement under penalty of perjury. 

(3) When the complainant, or Lhe 
Board or its employees fail withoul good 
cause shown to respond fully and in 
timely fashion lo requests for 
documents, records, comparative data, 
statistics, affidavits or the attendance of 
witness(es), the i:nvesLigator may note in 
the investigative record that the 
decisionmaker should, or the 
Commission on appeal may, in 
appropriate circumstances: 

(i) Draw an adverse inference that the 
requested information, or the testimony 
of the requested witness, would have 
reflected unfavorably on the party 
refusing to provide the requested 
information; 

(ii) Consider the matters to which the 
requested information or testimony 
pertains to be established in favor of the 
opposing party; 

(iii) Exclude other evidence offered by 
the party failing to produce the 
requested information or witness; 

(iv) Issue a decision fully or partially 
in favor of the opposing party: or 

(v) Take such other actions as it 
deems appropriate. 

(d) Any investigation will be 
conducted by investigators with 
appropriate security clearances. 

(e)(l) The Board shall complete its 
investigation within 180 days of the 
date of filing of an individual complaint 
or within the time period contained in 
an order from the Office of Federal 
Operations on an appeal from a 
dismissal pw·suan_t to§ 268.106. By 
written agreement within Lhose time 
periods, Lhe complainant and the Board 
may voluntarily extend the time period 
for uot more than an additional 90 days. 
The Board may unilaterally extend the 
time period or any period of extension 
for not more than 30 days where it must 
sanitize a complaint file that may 
contain information classified pursuant 
to Executive Order No. 12356, or 
successor orders, as secret in the interest 
of national defense or foreign policy, 
provided the Board notifies the 
comflainant of the extension. 

(2 Confidential supervisory 
information, as defined in 12 CFR 
261.2(c), and other confidential 
information of the Board may be 
included in the investigative file by the 
investigator, the EEO Programs Director, 
or another appropriate officer of the 
Board, where such information is 
relevant to the complaint. Neither the 
complainant nor the complainant's 
personal representative may make 
further disclosure of such information, 
however, except in oompliance wilh the 
Board's Rules Regarding Availability of 
Information, 12 CFR parl 261, and 
where applicable, the Boru:d's Rules 
Regarding Access Lo Personal 
Information under the Privacy Acl of 
1974, 12 CFR part261a. 

(11 Within 180 days from the filing of 
the complaint, or where a complaint 
was amended, within the earlier oflB0 
days after the last amendment to the 
complaint or 360 days after the filing of 
the original complaint, within the time 
period contained in an order from the 
Office of Federal Operations op an 
appeal from a dismissal, or within any 
period of extension provided for in 
paragraph (e) of this section, the Board 
shall provide Lhe complainant with a 
copy of the investigative 6.Je, and shall 
notify the complainant that, Within 30 
days of receipt of the investigative file , 
the complainant has the right to request 
a hearing and decision from an 
administrative judge or may request an 
immediate final decision pursuant to 
§ 268,109(b) from the Board. 

(g1 Where the complainant has 
received the notice required in 
paragraph (f) of this section or at any 
lime after 180 days have elapsed from 
the filing of the complaint, the 
complainant may request a heating by 
submitting a wrftteo request for a 
hearin,g directly to the EEOC office 
indicated in the Board's 
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acknowledgment letter. The 
comp lain ant shall send a copy of the 
request for a hearing to the Board's EEO 
Programs Office. Within 15 days of 
receipt of the request for a hearing, the 
Board's EEO Programs Office shall 
provide a copy of the complaint file to 
EEOC and, if not previously provided, 
lo the complainant. 

§ 268.108 Hearings. 
(a) When a complainant requests a 

hearing, the Commission shall appoint 
an adminislrative judge to conduct a 
hearing in accordance with this section. 
Upon appointment, the administrative 
judge shall assume full responsibility 
for the adjudication of the complaint, 
including overseeing the development 
of the record. Any hearing will be 
uondUt.:tetl by till atlruiuislraUve jutl151:: ur 
hearing examiner with appropriate 
security clearances. 

(b) Dismissals. Administrative judges 
may dismiss complaints pursuant to 
§ 268.106, on their own initiative, after 
notice to the parties, or upon the 
Board's motion to dismiss a complainl 

(c) Offer of resolution. (1) Ally lime 
after the filing of the written complaint 
but not later than the dale an 
administrative judge is appointed lo 
con duct a hearing, the Board may make 
an offer of resolution to a complainant 
who is represented by an attorney. 

(2) Any time after 'the parties have 
received notice that an administrative 
judge has been appointed to conduct a 
bearing, bul not later than 30 days prior 
to the hearing, the Board may make an 
offer of resolution to the complainant. 
whether represented by an attorney or 
not. 

(3) The offer of resolution shall be in 
writing and shall include a notice 
explaining the possible consequences of 
failing to accept the offer. The Board's 
offer, to be effective, must include 
altomey's fees and costs and must 
specify any non-monetary relief. With 
regard to monetary relief, lhe Board may 
make a lump sum offer covering all 
forms of monetary liability, or it may 
itemize the amounts and types of 
monetary relief being offered. The 
complainant shall have 30 days from 
receipt of the offer of resol utioo to 
accept it. If the complainant fails to 
accept an offer of resolution and the 
relief awarded in the administrative 
judge's decision, the Board's final 
decision, or the Commission's decision 
on appeal is not more favorable than the 
offer, then, except where the interest of 
justice would not be served, the 
complainant shall not receive payment 
from the Board of attorney's fees or costs 
incur.red after the expiration of the 30-
day acceptance period. An acceptance 

of an offer must be in writing and will 
be timely if postmarked or received 
within the 30-day period. Where a 
complainanl fails to accept an offer of 
resolution, the Board may make other 
offers of resolution and either parly may 
seek to negotiate a settlement of the 
complaint at any time. 

(d) Discovery. The administrative 
judge shall notify the parties of the right 
to seek discovery prior to the hearing 
and may issue such discovery orders as 
are appropriate. Unless the parties agree 
in writing concerning the methods and 
scope of discovery, the party seeking 
discovery shall request authorization 
from the administrative judge prior to 
commencing discovery. Both parties are 
entitled lo reasonable development of 
evidence on matters relevant to the 
issues raised in the complaint, but the 
administrative judge may limit the 
quantity and timing of discovery. 
Evidence may be developed through 
intl'lrrOgatories, depositions, and 
requests for admissions, stipulations or 
production of documents. It shall be 
grounds for objection to producing 
evidence that the information sought by 
either party is irrelevant, 
overburdensome, repetitious, or 
privileged. 

(e) Conduct of hearing. The Botird 
shall provide for the attendance at a 
bearing of alJ employees approved as 
witnesses by an administrative judge. 
Attendance at hearings ,.viU be Hmited 
to pe1·sons determined by the 
administrative judge to have direct 
knowledge relating to the complaint. 
Hearings are part of the investigative 
pmcess and are thus closed lo the 
public. The administrative judge shaJJ 
have the power lo regulate the conduct 
of a hearing, limit the number of 
witnesses where testimony would be 
ropotitious, and exclude any person 
from the hearing for contumacious 
conduct or misbehavior that obstructs 
the hearing. The administrative judge 
shall receive into evidence information 
or documents relevant to the complaint. 
Rules of evidence shall not be applied 
strfotly, but the administrative judge 
shaU exclude irrelevant or repetitious 
evidence. The administrative judge or 
the Commission may refer to the 
Disciplinary Committee of the 
appropriate Bar Association any 
attorney or, upon reasonable notice and. 
an opportunity Lo be beard, suspend or 
disqualify from representing 
complainants or agencies in EEOC 
bearings any representative who refuses 
to follow the orders of an administrative 
judge, or who otherwise engages in 
im£roper conduct. 

(.f) Procedures. (1) The complainant, 
the Board and any employee of the 

Board sbalJ produce such documentary 
and testimonial evidence as the 
administrative judge deems necessary. 
The administrative judge shall serve all 
orders to produce evidence on both 
parties. 

(2) Administrative judges are 
authorized to administer oaths. 
Statements of witnesses shall be made 
under oath or affirmation or, 
alternatively, by written statement. 
under penalty of perjury. 

(3) When the complainant, or I.he 
Board, or its employees fail with out 
good cause shown to 11espond fully and 
in timely fashion to an order of an 
administrative judge, ot requests for the 
investigative .file, for documents, 
recol'ds, comparative data, statistics, 
affidavits, or the attendance of 
witness(esJ, the administrative judge 
shall, in appropriate circumstances: 

(i) Draw an adverse inference that the 
requested information, or the testimony 
of the requested witness. would have 
reflected unfavorably on the party 
refusing to provide the requested 
information; 

(ii) Consider the matters lo which the 
requested info1'mation or testimony 
pertains to be established in favor of the 
opposing party; 

(iii) Exclude other evidence offered by 
the party failing to produce the 
requested information or witness; 

(iv) Issue a decision fully or partially 
in favor of the opposing party; or 

(v) Take such other actions as 
appropriate. 

lg) Decisions without hearing. ( l) If a 
party believes that some or all material 
facts are not in genuine dispute and 
there is no genuine issue as to 
credibility, the party may, at least 15 
days prior to the date of the hearing or 
at such earlier time as required by the 
administrative judge, file a statement 
wilh the administrative judge prior to 
the hearing setting forth the fact or facts 
and referring lo the parts ofthe record 
relied on to support the statement. The 
statement must demonstrate that there is 
no genuiue issue as to any such material 
fact. The party shall serve the statement 
on the opposing party. 

(2) The opposing party may file an 
opposition within 15 days ofreceipt of 
the statement in paragraph (g)(l) of this 
section. The opposition may refer to the 
record in the case to rebut the statement 
that a fact is not in dispute or may file 
an affidavit stating that the party cannot. 
for reasons stated, present facts to 
oppose the request. After considering 
the submissions, the administrative 
judge !Ilay order that discovery be 
permitted on the fact or facts io.volved, 
limit the hearing to the issues remaining 
in dispute, issue a decision without a 
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heating or make such other ruling as is 
appropriate. 

(3) lf the administrative judge 
determines upon his or her own 
initiative that some or all facts are not 
in genuine dispute, he or she may, after 
giving notice to the parties and 
providing them an oppor tunity to 
respond in writing within 15 calendar 
days, issue an order limiting the scope 
of the hearing or issue a decision 
without holdin$, a hearing. 

(h) Record oj heating. The hearing 
shall be recorded end the Board shall 
arrange and pay for verbatim transcripts. 
All documents submitted to, and 
accepted by, the administrative judge at 
the bearing shall be made part of the 
record of the hearing. If the Board 
submits a document that is accepted, it 
shall furnish a copy of the document to 
the complainant. If the complainant 
submits a document that is accepted, 
the administrative judge shall make the 
document available to the Board's 
representative for reproduction. 

[i) Decisions by administrative judges. 
Unless the administrative judge makes a 
written determination that good cause 
exists for extending the lime for issuing 
a decision, an administrative judge shall 
issue a decision on the complaint, and 
shall order appropriate remedies and 
relief where discrimination is found, 
within 180 days of receipt by the 
administrative judge of the complaint 
file from the Board . The administrative 
judge shall send copies of the heating 
record, including the transcript, and the 
decisfon to the parties. ff the Board does 
not issue a final order within 40 days of 
receipt of the administrative judge's 
decision in accordance with 
§ 268.109(a). then the decision of the 
administrative judge shall become the 
final action of the Board. 

§ 268.109 Final action by the Board. 
(a) Final action by the Board following 

a decision by011 administrative judge. 
When an EEOC administrative judge has 
issued a decision under§§ 268.108(b), 
(g), or (i), the Board shall take final 
action on the complaint by issuing a 
final order within 40 days of receipt of 
the hearing file and the administrative 
judge's decision. The final order shall 
notiiy the complainant whether or not 
the Board will fully implement the 
decision of the administrative judge end 
shall contain notice of the 
complainant's right to appeal to the 
Equal Employment Opportunity 
Commission, the right to file a civil 
action in federal district court, the name 
of the proper defendant in any such 
lawsuit and the applicable time limits 
for appeals and lawsuits. If the final 
order does not fully implement the 

decision of the administrative judge, 
then the Board shall simultaneously file 
an appeal in accordance with § 268.403 
and append a copy of its appeal to the 
final order. A copy of EEOC Form 573 
.shall be attached to the final nrder. 

(b) Final action by the Board in all 
other circumstances. When the Board 
dismisses an entire complaint under 
§ 268.106, receives a request for an 
immediate final decision or does not 
receive a reply to the notice issued 
under§ 268.107(f), the Board shall take 
final action by issuing a final decision. 
The final decision shall consist of 
findings by the Board on the merits of 
each issue in the complaint, or, as 
appropriate, the rationale for dismissing 
any claims in I.he complaint and, when 
discrimination is found, appropriate 
remedies and relief in accordance with 
subpart F of this part. The Board shall 
issue the final decision within 60 days 
ofreceiving notification that a 
complainant has requested an 
immediate decision from the Board, or 
within 60 days of the end of the 30-day 
period for the complainant lo request a 
hearing or an immediate final decision 
where the complainant has not 
requested either a hearing or a decision. 
The final action shall contain notice of 
the right to appeal the final action to the 
Equal Employment Opportunity 
Commission, the right to file a civil 
action in federal district court, the name 
of the proper defendant in any such 
lawsuit and tl10 applicable time limits 
for appeals and lawsuits. A copy of 
EEOC Form 573 shall be attached to the 
final action. The Board may issue a final 
decision within 30 days after receiving 
a decision of the Commission pursuant 
to § 268.405(c) of this part. 

Subpart C-Provisions Applicable to 
Particular Complaints 

§ 268.201 Age Discrimination in 
Employment Act. 

(a) As an alternative to filing a 
complaint under this part, an aggrieved 
individual may file a civil action in a 
United States district court under the 
ADEA against the Chairman of the 
Board of Governors after giving the 
Commission not less than 30 days' 
notice of the intent to file such an 
action. Such notice must be filed fo 
writing with EEOC, at PO Box 19848, 
WasMngton, DC 20036, or by personal 
delivery or facsimile within 180 days of 
the occurrence of the alleged unlawful 
practice. 

(b) The Commission may exempt a 
position from the provisions of the 
ADEA if the Com.mission establishes a 
maximum age requirement for the 
position on the basis of a determination 

that age is a bona fide occupational 
qualification necessary to the 
performance of the duties of the 
position. 

(c} When an iPdividual has filed an 
administrative complaint alleging age 
discrimination that is not a mixed case, 
administrative remedies will be 
considered to be exhausted for purposes 
of filing a civil action: 

(1) 180 days after the filing of an 
individual complaint if the Board has 
not taken final action and the individual 
has not filed an appeal or 180 days after 
the filing of a class complaint if the 
Board has not issued a final decision; 

(2) After fmal action on au individual 
or class complaint if the individual has 
not filed an appeal; or 

(3) After the issuance ofa final 
decision by the Commission on an 
appeal or 180 days after the filing of an 
appeal, if the Commission has not 
issued a final decision, 

§268.202 Equal Pay Act. 
Complaints alleging violations of the 

Equal Pay Act shall be processed under 
this part. 

§ 268.203 Rehabllltation Act. 
(a) Model employer. The Board shall 

be a model employer of individuals 
with d isabilities. The Board shall give 
full consideration to the hiring, 
placement, and advancement of 
quali.fied individuals with disabilities. 

(b) ADA standards. The standards 
used to determine whether section 501 
of the Rehabilitation Act of 1973, as 
amended (29 U.S.C. 791), bas been 
violated in a complaint alleging 
nonaffirmative action employment 
discrimination under this part shall be 
the standards applied under Titles I and 
V (sections 501 through 504 and 510) of 
the Americans with Disabilities Act of 
1990, as amended (42 U.S.C.1,r!0t, 
12111, 12201), no ouch sections rclnlc to 
employment. These standards are set 
forth in the Commission's ADA 
regulation at 29 CFR part 1630. 

§ 268.204 Class complaints. 
(a) Definitions- (1) Class is a group of 

Board employees, former employees or 
applicants for employment who, it is 
alleged, have been or are being 
adversely affected by a Board personnel 
management poUcy or practice that 
discriminates against the group on the 
basis of their race, color, religion, sex, 
national origin, age or disability. 

(2) Class complaint is a written 
complaint of discrimination filed on 
behalf of a class by the agent of the class 
alleging that: 

(il The class is so numerous that a 
consolidated complaint of the members 
of the class is impractical: 
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(ii) There are questions of fact 
common to the class; 

(ill) The claims of the agent of ilie 
class are typical of the claims of ilie 
class; 

(iv) The agent of the class, or, if 
represented, the representative, will 
fairly and adequately protect the 
interests of ilie class. 

(3) An agent of the dass is a class 
member who acts for the class during 
the processing ofilie class complaint. 

(b) Pre-complaint processing. An 
employee or applicant who wishes to 
file a class complaint must seek 
counseling and be counseled in 
accordance with § 268.104. A 
complainant may move for class 
certification at any reasonable point in 
the process when it becomes npparent 
that there are class implications lo the 
claim raised in an individual complaint. 
If a complainant moves for class 
certification after completing the 
counseling process contained in 
§ 268.104, no additional counseling is 
required. The administrative judge sbaU 
deny class certification when the 
complainant has unduly delayed in 
moving for certification. 

(c) Filing and presentation of a class 
complaint. (1) A class complaint must 
be signed by the agent or representative 
and m ust idenlify Lhe p olicy or practice 
adversely affecting the class as well as 
ilia specific action or matter affecting 
the class agent 

(2) The complaint must be filed with 
ilie Board not later ilian 15 days after 
the agent's receipt of the notice of right 
to file a class complaint. 

(3) The complaint shall be processed 
promptly; the parties shall cooperate 
and sbaJI proceed at all times without 
undue delay. 

(d) Acceptance or dismissal. (1) 
Within 30 days of Lhe Board's receipl of 
a complaint, the Board shall: Designate 
an agency represenLative who shall not 
be one of the individuals referenced in 
§ 268.102(b)(4), and forward the 
complaint, along with a copy of the 
Counselor's report and any other 
information pertaining to timeliness or 
other relevant circumstances related to 
the complaint, to the Commission. The 
Commission shall assign the complaint 
to an adminislrative judge or complaints 
examiner with a proper security 
clearance when necessary. The 
administrative judge may y,equire the 
complainant or the Board to submit 
additional information relevant to the 
complaint. 

(2) The administrative judge may 
dismiss Lhe complaint, or any portion, 
for any of the reasons listed in § 268.106 
or because it does not meet the 

prerequisites of a class com.plaint under 
§ 268.204(a)(2). 

(3) If an allegalion is nol included in 
the Counselor's report, the 
administrative judge shall afford the 
agent 15 days to state whether the 
matter was discussed with the 
Counselor and, if not, explain why it 
was not discussed. If ilie explanation is 
not satisfactory, the administrative 
judge shall dismiss the allegation. If the 
explanation is satisfactory, the 
administralive judge shall refer the 
al legation to the Board for-further 
counseling of the agent. After 
counseling, the allegation shall be 
consolidated with the class complaint. 

(4) If an allegation lacks specificity 
and detail, the administrative judge 
shall afford the agent 15 days to provide 
specific and detailed information. The 
administrative judge shall dismiss the 
complaint ift'he agent fails to provide 
such information within the specified 
lime pe1fod. If the information provided 
contains new allegations outside the 
scope of the complaint, the 
adminislralive judge shall advise the 
agent how to proceed on an individual 
or class basis concerning Lhese· 
allegations. 

(5) The administrative j udge shall 
extend the time limits for filing a 
complaint and for consulting with a 
Counselor i.n accordance with the time 
limit extension provisions contained in 
§§ 268.104(a)(2) and 268.604. 

(6) When appropriate, the 
administrative judge may decide that a 
class be divided into subclasses and that 
each subclass be treated as a class, and 
the provisions oflhis section then shall 
be construed and applied accordingly. 

(7) The administrative judge shall 
transmit his or her decision to accept or 
dismiss a complaint to ilie Board and 
the agenl The Board shall take final 
action by issuing a final order within 40 
days ofreceipl of the bearing record and 
adminislrative judge's decision, The 
final order shall notify the agent 
whether or not the Board will 
implement the decision of the 
administrative judge. If the final order 
does not implement the decision of the 
administrative judge, the Board shall 
simultaneously appeal ilie 
administrative judge's decision in 
accordance with § 268.403 and append 
a copy of the appeal to the final order.. 
A dismissal of a class complaint shall 
inform the agent either !hat the 
complaint is being filed on that date as 
an individual complaint of 
discrimination and will be processed 
under subpart B or that the complaint is 
also dismissed as an individual 
complaint in accordance with§ 268.106. 
In addition, it shall inform the agent of 

the righl to appeal the dismissal of the 
class complaint to the Equal 
Employment Opportunity Commission 
or to file a civil action and shall include 
EEOC Form 573, Notice of Appeal/ 
Petition. 

(e) Notification. (1) Within 15 days of 
receiving notice that ·ilie administrative 
judge bas accepted a class complaint or 
a reasonable time frame specified by the 
administrative judge, the Board shall 
use reasonable means, such as delivery, 
mailing to last known address or 
distribution, to notify all class members 
of the acceptance of the class complaint. 

(2) Such notice shall contain: 
(i) An identification of the Board as 

the named agency, its location, and the 
date of acceptance of the complaint; 

(ii) A dP.scription of I hP. issuP.s 
accep ted as part of the class complaint; 

(iii) An explanation of lhe bin cling 
nature of the final decision or resolution 
of the class complaint on class 
members; and 

(iv) The name, address and telephone 
number of the class representative. 

('O Obtaining evidence concerningtbe 
complaint. (1) The administrative judge 
shall notify the agent and ilie Board's 
representalive of the time period that 
will be allowed both parties lo prepare 
their cases. This time period will 
include at least 60 days and may be 
extended by the administrative judge 
upon lhe request of either party, Both 
parties are entitled to reasonable 
development of evidence on matters 
relevant to ilie issues raised in the 
complaint. Evidence may be developed 
through interrogatories, depositions, 
and requests for admissions, 
stipulations or production of 
documents. It shall be grounds for 
objection to producing evidence that the 
information sought by either party is 
irrelevant, overburdensome, repetitious, 
or privileged. 

(2) If mutual cooperation fails, either 
party may request the administrative 
judge to rule on a request to develop 
evidence. If a party fai ls withou t good 
cause shown to respond fully and in 
timely fashion to a request made or 
approved by the administrative judge 
for documents, records, comparative 
data, statistics or affidavits, and the 
information is solely in the control of 
one party, such failnre may, in 
appropriate circumstances, cause the 
administrative judge: 

(i) To draw an adverse inference that 
the requested information would have 
reflected unfavorably on the party 
refusing lo provide the requested 
information; 

(ii) To consider the matters to which 
the requested information pertains to be 
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established in favor of the opposing 
party; 

(tiiJ To exclude other evidence offered 
by the party failing to produce the 
requested information; 

Uv) To recommend that a decision be 
entered in favor of the opposing party; 
or 

(v) To take such other actions as the 
administrative judge deems appropriate. 

(3) During the period for development 
of evidence, the administrative judge 
may, in his or her discretion, d irect that 
an investigation of facts relevant to the 
class complaint or any portion be 
conducted by an agency certified by the 
Commission. 

(4) Both parties shall furnish to the 
administrative judge copies of all 
materials that they wish to be examined 
and such other material as may be 
requested. 

lg) Opportunity for resolution of the 
complaint. [1) The administrative judge 
shall furnish the agent and the Board's 
representative a copy of all materials 
obtained concerning the complaint and 
provide opportunity for the agent to 
discuss the materials with the Board's 
representative and attempt resolution of 
the complaint. 

(2) The complaint may be resolved by 
agreement of the Board and the agent at 
any time pmsuanl to the notice and 
approval procedure contained in 
paragraph (g)(4) of this section. 

(3J If the complaint is resolved, the 
terms of the resolution shall be reduced 
to writing and signed by the agent and 
the Board. 

( 4) Notice of the resolution shall be 
given to all class members in lhe same 
manner as notification of the acceptance 
of the cJass complaint and to the 
administrative judge. It shall stale the 
relief, if any, to be granted by the Board 
and the name and address of the EEOC 
administrative judge assigned to the 
case. It shall state Lhal within 30 days 
of the date of the notice of resolution, 
any member of the class may petition 
the administrative judge to vacate the 
resolution because it benefits only the 
class agent, or is otherwise not fair, 
adequate and reasonable to the class as 
a whole. The administrative judge shaJl 
review the notice of resolution and 
consider any petitions to vacate filed. If 
the administrative judge finds that ·Lhe 
proposed resolution is not fair, adequate 
and reasonable to the class as a whole, 
the administrati \l'e judge shall issue a 
decision vacating the agreement and 
may rep lace the original class agent 
with a petitioner or some other class 
member who is eligible to be the class 
agent during further processing of the 
class complaint. The decision shall 
inform the former class agent or the 

petitioner of the right to appeal the 
decision to the Equal Employment 
Opportunity Commission and include 
EEOC Form 573, Notice of Appeal/ 
Petition. If the administrative judge 
finds that the resolution is fair, adequate 
and reasonable to lhe class as a whole, 
the resolution shaJI bind all members of 
the olass. 

(h) Hearing. On expiration of the 
period allowed for preparation of the 
case, the administrative judge shall set 
a date for beating. The hearing shalJ be 
conducted io accordance with 12 CFR 
268.108(a) through (f). 

(i) Report of finrlings and 
recommendations. (1) The 
administTative judge shall transmit to 
the Board a report of findings and 
recommendations on the complaint, 
including a recommended decision, 
systemic reHef for the dass and any 
individual relief, where appropriate, 
with regard to the personnel action or 
matter that gave rise to the complaint. 

(2) If the administrative judge finds no 
class relief appropriate, he or she shall 
determine if a finding of individual 
discrimination is warranled and, if so, 
shall recommend appropriate relief, 

(3) The administrative judge shall 
notify lhe agent of the dale on which ·the 
.report offinding.s and recommendations 
was forwarded to the Board. 

(j) Board decision . (1) Within 60 days 
ofreceipt of the report of findings and 
recommendations issued under 
§ 268.204(i), the Board shall issue a final 
decision, which shall accept, reject, or 
modify the findings and 
recommendations of the administrative 
judge. 

(2) The final decision of the Board 
shall be in writing and shall be 
transmitted to the agenl by certified 
mail. return receipt requested, along 
with a copy of the report of findings and 
recommendations of the administrative 
judge. 

(3) When the Board's final decision is 
to reject or modify the findings and 
recommendations of the administrative 
judge, the decision shall contain 
specific reasons for the Board's action. 

(4.) If the Board has not issued a final 
decision within 60 days of its receipt of 
the administrative judge's report of 
findings and recommendations, those 
findings and recommendations shall 
become the final decision. The Board 
shall transmit the final decision to Lhe 
agent within five days of the expiration 
of the 60-day period. 

(5) The final decision of Lhe Board 
shall require any relief authorized by 
law and determined to be necessary or 
desirable to resolve the issue of 
discrimination. 

(6) The final decision on a class 
complaint shall, subject to subpart E of 
this part, be binding oo all members of 
the class and the Doard. 

(7) The final decision shall inform the 
agent of the right to appeal or to file a 
civil action in accordance with subpart 
E of this part and of the applicable time 
limits. 

(kl Notification of decision. The Board 
shall notify class members of the final 
decision and relief awarded, if any, 
through the same media employed to 
give nolice of the existence of the class 
complaint. The notice, where 
appropriate, shall include information 
concerning tbe rights of class members 
to seek individual relief, and of the 
procedures to be followed. Notice sbaJJ 
be given by the Board within 1 O days of 
the transmittal of it~ final decision to 
the agent, 

(1) Relief for individual class 
members. (1) When discrimination is 
found, lhe Board must eliminate or 
modify the employment policy or 
practice out of which the complaint 
arose and provide individual relief, 
including an award of attorney's fees 
and costs, to the agent in accordance 
with§ 268.501. 

(2) When class-wide discrimination is 
not found, but it is found that the class 
agent is a victim of discrimination, 
§ 268.501 shall apply. The Board shall 
also, within 60 days of the issuance of 
the finaJ decision finding no class-wide 
discrimination, issue the 
acknowledgment of receipt of an 
individual complaint as required by 
§ 268.105(d) and process in accordance 
with the provisions of subpart B of this 
part, each individual complaint that was 
subsumed into the class complaint. 

(3) When discrimination is found in 
the final decision and a class member 
believes that he or she is entitled to 
individual relief, the class member may 
file a written claim with the Board or 
the Board's EEO Programs Director 
within 30 days of receipt of notification 
by the Board of its finaJ decision. 
Administrative judges shall retain 
jurisdiction over the complaint in order 
to resolve any disputed claims by class 
members. The claim must include a 
specific, detailed showing that the 
claimant is a class member who was 
affec ted by the discriminatory policy or 
practice, and that this discriminatory 
action took place within the period of 
time for which the Board found class
wide discrimination in its final 
decision. Where a finding of 
discrimination against a class has been 
made, there shail be a presumption of 
disorimiuatioo as to each member of the 
class. The Board must show by clear 
and convincing evidence that any class 
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member is not entitled to relief, The 
administrative judge may hold a hearing 
or othenvise supplement the record on 
a claim filed by a class member. The 
Board or the Commission may find 
class-wide discrimination and order 
remedial action for any policy or 
practice in existence within 45 days of 
the agent's initial contact with the 
Counselor. Relief otherwise consistent 
with this Part may be ordered for the 
time !be policy or practice was in effect. 
The Board shall issue a final decision on 
each such claim within 90 days of filing. 
Such decision must include a notice of 
the right to file an appeal or a civil 
action in accordance with subpart E of 
this part and the applicable time limits. 

§268.205 Employment of noncltizens. 

(a) Definitions. The definitions 
contained in Ibis paragraph (a) shall 
apply only to this section. 

(1) Intending citizen means a citizen 
or national of the United Stales, or a 
noncitizen who: 

(i) Is a protected iudividu.al as defined 
in 8 U.S.C. 1324b(a)(3); and 

(ii) Has evidenced an intention lo 
become a Uniled States citizen. 

(2) Noncitizen means any person who 
is not a citizen of the United States. 

(3) Sensitive information means: 
(i)(A) Information that is classified for 

national security purposes under 
Executive Order No, 12356 (3 CFR, 1982 
Comp .. p. 166), including any 
amendments or superseding orders that 
the President of the United States may 
issue from time to time; 

(Bl Information that consists of 
confidential supervisory information of 
the Board, as defined in 12 CFR 
261.Z(c); or 

(C) lnformatioo the disclosure or 
premature disclosure of which to 
unauthorized persons may be 
reasonably likely to impair the 
formulation or implementation of 
monetary policy, or cause unnecessary 
or u.nwarranted disturbances in 
securities or other financial markets, 
such that access to such information 
must be limited to persons who are 
loyal to the United States. 

(ii) For purposes of paragraph 
(a)(3)(i)(C) of this section, information 
may not be deemed sensitive 
information merely because it would be 
exempt from disclosW'e under the 
Freedom of Information Act (5 U.S.C. 
552) but sensitive information must be 
infoJ:JI1ation the unauthorized disclosUl'e 
or premature disclosure of which may 
be reasonably likely to impair important 
functions or operations of the Boa.rd. 

(4) Sensitive position means any 
position of employment in which H1e 

employee will be required to have 
access to sensitive information. 

(b) Prohibitions-(1) Unauthorized 
aliens. The Board shall not hire any 
person unless that person is able to 
satisfy the requirements of Section 101 
of the Immigration Reform and Control 
Act of 1986. 

(2) Employment in sensitive positions. 
The Board shall not hire any person to 
a sensitive position unless such person 
is a citizen of the United States or, if a 
noncitizen, is an intending citizen. 

(3) Preference. Consistent with the 
Immigration Reform and Control Act of 
1986, and other applicable law, 
applicants for employment at the Board 
who are citizens of the United States 
shall be preferred over equally qualified 
applicants who are not United States 
citizens. 

(c) Exception. The prohibition of 
paragraph (b)(2) of this section does not 
apply to hiring for positions for which 
a secu.rity clearance is required under 
Executive Order No. 10450, including 
any subsequent amendments or 
superseding orders that the President of 
the United States may issu.e from lime 
to time, where the noncitizen either has 
or can obtain the necessary security 
clearance. Any offer of employment 
authorized by this paragraph (c) shall be 
contingent upon receipt of the required 
security clearance in the manner 
prescribed by law. 

(d) Applicability. This section applies 
to employment in all positions at the 
Board and to employment by federal 
Reserve Banks of examiners who must 
be appointed, or selected and approved 
by the Board pursuant to 12 U.S.C. 325, 
326, 338, or 625. 

Subpart D-Related Processes 

§ 268.301 Negotiated grievance procedure. 
When an employee of the Board, 

which is not an agency subject to 5 
U.S.C. 7121(d), is covered bya 
negotiated grievance procedure, 
allegations of discrimination shall be 
processed as complaints under this part, 
except that the time limits for 
processing the complaint contained in 
§ 268.105 and for appeal to the 
Commission contained in § 268.402 may 
be held in abeyance during processing 
of a grievance coveru;ig the same matter 
as the complaint ii the Board notifies 
the complainant in writing that the 
complaint will be held in abeyance 
pu.rsuant to this section. 

§ 268.302 Mixed case complaints. 

A mixed case complaint is a 
complaint of employment 
discrimination fiJed with I.he Board 
based on race, color, religion, sex, 

national origin, age or disability related 
to or stemming from an action that can 
be appealed lo the Merit System 
Protection Board {MSPB). The 
complaint may contain only an 
allegation of employment 
discrimination or it may contain 
additional allegations Llial Llie MSPB has 
jurisdiction to address. A mixed case 
appeal is an appeal filed with the MSPB 
that alleges that an appealable Board 
action was effected. in whole or in part, 
because of discrimination on the basis 
of race, color, religion, sex, national 
origin, disability or age. Only a Board 
employee who is a preference eligible 
employee as defined by the Veterans 
Preference Ar.t can file a mixed case 
complaint with the Board or a mixed 
case appeal wilh the MSPB. A mixed 
case complaint or mixed case appeal 
may only be fi led for action(s) over 
which Lhe MSPB has jurisdiction. The 
Board will apply sections 1614.302 to 
1614.310 of 29 CFR to !be processing of 
a mixed case complaint or mixed case 
appeal. 

Subpart E-Appeals to the Equal 
Employment Opportunity Commission 

§268.401 Appeals to the Equal 
Employment Opportunity Commission. 

(a) A complainant may appeal the 
Board's final action or dismissal of a 
complaint. 

(b) The Board may appeal as provided 
in§ 268.109(a). 

(c) A class agent or the Board may 
appeal an administrative judge's 
decision accepting or dismissing all or 
part of a class complaint; a class agent 
may appeal a final decision on a class 
complaint; a class member may appeal 
a final decision on a claim for 
individual relief under a class 
complaint; and a class member, a class 
ogonl or tho Board may apponl o final 
decision on a petition pursuant to 
§ 268.204(g)(4). 

(d) A complainant, agent of the class 
or individual class claimant may appeal 
to !be Commission the Board's alleged 
noncompliance with a settlement 
agl'eement or final decision io 
accordance with § 268.504. 

§ 268 .. 402 Time for appeals to the Equal 
Employment Opportunity Commission. 

(a) Appeals described in§ 268.401(a) 
and (c) must be filed within 30 days of 
receipt of Lhe dismissal, final action or 
decision. Appeals described in 
§ 268.401 (b) must be filed within 40 
days of receipt of the hearing file and 
decision. Where a complainant has 
notified the Board's EEO Programs 
Di.rector of alleged noncompliance wilb 
a settlement agreement in accordance 
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with § 268.504, lhe complainant may 
file an appeal 35 days after service of 
the allegations of noncompliance, but 
no later than 30 days after receipt of the 
Board's determination. 

(b) If the complainant is represented 
by an attorney of record, then the 30-day 
time period provided in paragraph (a) of 
this section within which to appeal 
shall be calculated from the receipt of 
the required document by the attorney. 
Io all other instances, the time within 
which lo appeal shall be calculated from 
lhe receipt of the required document by 
the complainant 

§ 268.403 How to appeal. 
(a) The complainant, the Board, agent 

or individual class claimant (herein.after 
appellant) must file an appeal with the 
Director, Office of Federal Operations, 
Equal Employment Opportunity 
Commission, at PO Box 19848, 
Washington, DC 20036, or by personal 
delivery or facsimile. The appellant 
should use EEOC Form 573, Notice of 
Appeal/Petition, and should indicate 
what is being appealed. 

(b) The appeilant shall furnish a copy 
of the appeal Lo the opposing party at 
the same time it is filed with the 
Commission. In or attached to the 
appeal to the Commission, the appellant 
must certify the date and method by 
which service was m ade on the 
opposing party. 

(c) If an appellant does not file an 
appeal "".itbin the time limits of this 
subpart, the appeal shall be dismissed 
by the Commission as untimely. 

(d) Any statement or brief on behal£ 
of a complainant in support of the 
appeal must be submitted to the Office 
of Federal Operations within 30 days of 
filing the notice of afJpeal, Any 
statement or brief on behalf of the Board 
in support of its appeal must be 
s1Jbmitted to l'hi=! OfficP. of FP.deral 
Operations within 20 days filing the 
notice of appeal. The Office of Federal 
Operations will accept statements or 
briefs in support of an appeal by 
facsimile transmittal, provided they are 
no more than 10 pages long. 

(e) The Board must submit the 
complamt file lo the Office of Federal 
Operations within 30 days of initial 
notification that the complainant has 
filed an appeal or within 30 days of 
submission of an appeal by the Board. 

(0 Any statement or brief in 
opposition to an appeal must be 
submitted to the Commission and 
served on the opposing party within 30 
days of receipt of the statement or brief 
supporting the appeal, or, if o.o 
statement or brief supporting the appeal 
is filed, within 60 days of receipt of the 
appeal The Office of Federal Operations 

will accept statements or briefs in 
opposition to an appeal by facsimile 
provided they are no more than 10 
pages long. 

§ 268.404 Appellate Procedure. 
(a) On behalf of the Commission, the 

Office of Federal Operati.ons shall 
review the complaint file and all written 
statements and briefs from either party. 
The Commission may supplement the 
record by an exchange of letters or 
memoranda, investigation, remand to 
the Board or other procedures. 

(b) If the Office of Federal Operations 
requests information from one or both of 
the paities to supplement the record, 
each party providing information shall 
send a copy of the information to the 
other party. 

(c) When either party to an appeal 
fails without good cause shown to 
comply with the requirements of this 
section or to respond fully and in timely 
fashion to requests for informal ion, the 
Office of Federal Operations shall , in 
appropriate circumstances: 

(1) Draw an adverse inference that the 
request.ad information would have 
reflected unfavorably on the party 
refusing to provide the requested 
information; 

(2) Consider the matters to which the 
requested information or testimony 
pertains to be established in favor of the 
opposing party; 

(3) Issue a decision fully or partially 
in favor of the opposing party; or 

(4) Take such other actions as 
appropriate. 

§268.-405 Decisions on appeals. 

(a) The Office of Federal Operations, 
on behalf of 1he Commission, shall issue 
a written decision setting forth its 
reasons for the decision. The 
Commission shall dismiss appeals in 
accordance with§§ 268.106. 268.403(c) 
and 268.408. The decision on an appeal 
from the Board's final action shall be 
based on a de novo review, except that 
the review of the factual findings in a 
decision by an administrative judge 
issued pursuant to§ 268.108(i) shall he 
based on a substantial evidence 
standard of review. If the decision 
contains a finding of discrimination, 
appropriate remedy(ies) shall be 
included and, where appropriate, the 
entitlement to interest, attorney's fees or 
costs shall be indicated. The decision 
shall reflect the date of its issuance, 
inform the complainant of his or her 
civil action rights, and be transmitted to 
the complamant and the Board by first 
class mail. 

(b) A decision issued under paragraph 
(a) of this section is final, subject to 
paragraph (c) of this section, within the 

meaning of§ 268.406 unless the 
Commission reconsiders the case. A 
party may request reconsideration 
within 30 days of receipt of a decision 
of the Commission, which the 
Commission in its discretion may grant , 
if the party demonstrates that: 

(1) The appellate decision involved a 
clearly erroneous interpretation of 
material fact or law; or 

(2) The decision will have a 
substantial impact on the policies, 
practices or operations of the Board. 

(c) The Board, within 30 days of 
receiving the decision of the 
Commission , shall issue a final decision 
based upon that decision. 

§ 268.406 Civil action: Title VII, Age 
Discrimination in Employment Act and 
Rehabllltatlon Act. 

A complainant who has filed an 
individual complaint, an agent who has 
filed a class complaint or a claimant 
who has filed a claim for individual 
relief pursuant to a class complaint is 
authorized under title VTI, the ADEA 
and the Rehabilitation Act to file a civil 
action in an appropriate United States 
District Court: 

(a) Within 90 days of receipt of the 
final action on an individual or class 
complaint if no appeal has been filed; 

(h) After 180 days from the date of 
filing an individual or class complaittl 
if an appeal has not been filed and final 
action has not been taken; 

(c) Within 90 days ofreceipt of the 
Commission's final decision on an 
appeal; or 

{d) After 180 days from the date of 
filing an appeal with the Commission if 
there has been no final decision by the 
Commission. 

§268.407 Clvll action: Equal Pay Act. 

A complainant is authorized llilder 
section lS(bJ of the Fair Labor Standards 
Act (29 U.S.C. 216(b)) to file a civil 
action in a court of competent 
jurisd iction within two years or, i£ lhe 
violation is willful, three years of the 
date of the alleged violation of the Equal 
Pay Act regardless of whether he or she 
pursued any administrative complaint 
processing. Recovery of back wages is 
limited to two years prior to the date of 
filing suit, or to three years if the 
violation is deemed willful; Hquidated 
damages in an equal amount may also 
be awarded. The filing of a complaint or 
appeal under this part shall not toll the 
time for filing a civil action. 

§ 268.408 Effect of flling a clvll aotlon. 

Filing a civil action under§§ 268.406 
or 268.407 shall terminate Commission 
processing of the appeal. If private suit 
is filed subsequent to the filing of an 
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appeal, the parties are requested to 
notify the Commission in writing. 

Subpart F-Remedies and 
Enforcement 

§ 268.501 Remedies and relief, 
(a) When the Board, or the 

Commission, in an individual case of 
discrimination, finds that an applicant 
or an employee has been discriminated 
against , the Board shall provide full 
relief which shall include the following 
elements in appropriate circumstances: 

(1) Notification Lo all employees of the 
Board in the affected facility of their 
right to be free of unlawful 
discrimination and assurance that the 
particular types of discrimination found 
will not recur; 

(2) Commitment that corrective, 
curative or preventive action will be 
taken, or measures adopted, to ensure 
that violations of the law similar lo 
those found unlawful will not recur; 

(3) An unconditional offer to each 
identified victim of discrimination of 
placement in the position the person 
would have occupied but for the 
discrimination suffered by that person, 
or a substantially equivalent position; 

(4) Payment to each identified victim 
of discrimination on a make whole basis 
for any loss of earnings the person may 
hav-e suffered as a result of the 
discrimination: and 

(5) Commitment that the Board shall 
cease from engaging in the specific 
unlawful employment practice found in 
the case. 

(b) Relief for an applicant. (l)(i) Wben 
the Board, or the Commission, finds that 
an applicant for employment has been 
discriminated against, the Board shall 
offer the applicant the position that the 
applicant would have occupied absent 
discrimination or, if justified by the 
circumstances, a substantially 
equivalent position unless clear and 
convincing evidence indicates that the 
applicant would not have been selected 
even absent the discrimination. The 
offer shall be made in writing. The 
individual shall have 15 days from 
receipt of the offer witl1in which to 
accept or decline the offer. Failure to 
accept the offer within the 15-day 
period will be considered a declination 
of the offer, unless the individual can 
show that circumstances beyond his or 
her control prevented a response within 
the time limit. 

(ii) lithe offer is accepted, 
appoiutmenl shall be retroactive lo the 
date the applicant would have been 
hired. Back pay, computed in the 
manner prescribed in 5 CFR 550.805, 
shall be awarded from the date the 
individual would have entered on duty 

until the date the individual actually 
enters on duty unless clear and 
convincing evidence indicates that the 
applicant would not have been selected 
even absent discrimination. Interest on 
back pay shall be included in the back 
pay computation where sovereign 
immunity has been waived. The 
individual shall be deemed to have 
performed service for the Board during 
this perfod for all pUl'poses exoepl for 
meeting service requirements for 
completion of a required probationary 
or trial period. 

(iii) If the offer of employment is 
declined, the Board shall award the 
individual a sum equal to the back pay 
he or she would have received, 
com puled in the manner prescribed in 
5 CFR 550.805. from the date he or she 
would have been appointed until the 
date the offer was declined, subject Lo 
the limitation of paragraph (b)(3) of this 
section. Interest on back pay shall be 
included in the back pay computation. 
The Board shall infonn the applicant, in 
its offer of employment, of the right to 
this award in the event the offer is 
declined. 

(2) When the Board, or the 
Commission, finds that discrimination 
existed at the time the applicant was 
considered for employment but also 
finds by clear and convincing evidence 
that the applicant would not have been 
hired even absent discrimination, the 
Board shall nevertheless Lake all steps 
necessary to eliminate the 
discriminatory practice and ensure it 
does not recur. 

(3) Back pay under 1.his paragraph (b) 
for complaints under title VII or the 
Rehabilitation Act may not extend from 
a date earlier than two years prior to the 
date on which the complaint was 
initially filed by lhe applicant. 

(c) Relief for an employee. When the 
Board, or tho Commission, finds that an 
employee of the Board was 
discriminated against, the Board shall 
provide relief, which shall include, but 
need not be limited to, one or more of 
the following actions: 

(1) Nondiscriminatory placement, 
with back -pay computed in the manner 
prescribed in 5 CFR 550,805, unless 
clear and convincing evidence 
contained in the record demonstrates 
that the personneJ action would have 
been taken even absent the 
discrimination. Interest 011 back pay 
shall be included in the back pay 
computation where sovereign immunity 
has been waived. The back pay liability 
under title VII or the Rehabilitation Act 
is limited to two years prior to the date 
the discrimination complaint was filed. 

(2) If clear and convincing evidence 
indicates that, although discrimination 

existed at the time the personnel action 
was taken, the personnel action would 
have been ta.ken even absent 
discrimination, the Board shall 
nevertheless eliminate any 
discriminatory practice and ensure it 
does not recur. 

(3) Cancellation of an unwarranted 
personnel action and restoration of the 
empl~ee. 

(4) Expunction from the Board's 
records of any adverse materials relating 
to the discriminatory employment 
practice. 

(5) Full opportunity to participate in 
the employee benefit denied (e.g., 
training, preferential work assignments, 
overtime scheduli.ng). 

(d) The Board has the burden of 
proving by a preponderance of the 
evidence that the complainant has failed 
to mitigate his or her damages. 

(e) Attorney's fees or costs- (1) 
Awards of attorney's fees or costs. The 
provisions of this paragraph relating to 
the award of attorney's fees or costs 
shall apply to allegations of 
discrimination prohibited by title VII 
and the Rehabilitation Act. Tn a decision 
or final action, the Board, administrative 
judge, or Commission may award the 
applicant or employee or reasonable 
attorney's fees (including expert witness 
fees) and other costs incurred in the 
prncessing of the complaint. 

(i) A finding of discrimination raises 
a presumption of entitlement to an 
award of attorney's fees. 

(ii) Any award of attorney's fees or 
costs shall be paid by the Board. 

(iii) Attorney's fees are allowable only 
for the services of members of the Bar 
and law clerks, paralegals or law 
students under the supervision of 
members of the Bar, except that no 
award is allowable for the services of 
any employee of the Federal 
Government. 

(iv) Allorney's foes shall be paid for 
services performed by an attorney after 
the fi ling of a written complaint, 
provided that the attorney provides 
reasonable notice of representation to 
the Board, administrative judge or 
Commission, except that fees are 
allowable for a reasonable period of 
time prior to the notification of 
representation for any services 
performed in reaching a determination 
to represent the complainant. The Board 
is not required to pay attorney's fees for 
services performed during the pre
complrunt process, except that fees are 
allowable when the Commission affirms 
on appeal an administrative judge's 
decision finding discrimination after the 
Board takes final action by not 
implementing an administrative judge's 
decision. Written submissions to the 
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Board that are signed by the 
representative shall be deemed to 
constitute notice of rei:>resentation, 

(Z) Amount of awards. (i) When the 
Board, administrative judge or the 
Commission determines an entitlement 
to attorney's fees or costs, the 
complainant's attorney shall submit a 
verified state.ment of attorney's fees 
(including expert witness fees) and 
other costs, as appropriate, to the Board 
or administrative judge within 30 days 
of receipt of the decision and shall 
submit a copy of the statement to the 
Boanl. A statement of attorney's fees 
and costs shall be accompanied by an 
affidavit executed by the attorney of 
record itemizing the attorney's charges 
for legal services. The Board may 
respond to a statement of attorney's fees 
and costs within :m days of its receipt. 
The verified statement, accompanying 
affidavit and any Board response shall 
be made a part of the complaint fiJe. 

(ii)(A) The Board or administrative 
judge shall issue a decision determining 
the amount of attorney's fees or costs 
due within 60 days of receipt of the 
statement and affidavit. The decision 
shall include a notice ofright to appeal 
to the EEOC along with EEOC Form 673, 
Notice of Appeal/Petition and shall 
include the specific reasons for 
determining Lhe amount of the award. 

(B) The amount of attorney's fees shall 
be calculated using the following 
standards: The starting point shall be 
the number of hours reasonably 
expended multiplied by a reasonable 
hourly rate. There is a strong 
presumption that this amount 
represents the reasonable fee. 1n limited 
circumstances, this amount may be 
reduced or increased in consideration of 
the degree of success, quality of 
representation, and long delay caused 
by the Board. 

(C) The costs that may be awarded are 
those authorized by 28 U.S.C. 1920 to 
include: Fees of the reporter for all or 
any of the stenographic transcript 
necessarily obtained for use in the case; 
fees and disbursements for printing and 
witnesses; and fees for exemplification 
and copies necessarily obtained for use 
in the case. 

(iii) Witness fees shall be awarded in 
accordance with the provisions of 28 
U.S.C. 1821, except that no award shall 
be made for a Federal emp loyee who is 
in a duty status when made available as 
a witness. 

§ 268.502 Compliance with final 
Commission decisions. 

(a) Relief ordered in a final 
Commission decisfon, ii accepted 
pursuant lo § 268.405(c) as a final 
decision, or not acted upon the Board 

within the time periods of§ 268.405(c), 
is mandatory and binding on the Board 
except as provided in this section. 
Failure to implement ordered relief 
shall be subject to judicial enforcement 
as ~ecified in§ 268.503(f). 

lb) Notwithstanding paragraph (a) of 
th.is section, when the Board requests 
reconsideration and the case involves 
removal, separation, or a suspension 
continuing beyond the date of the 
request for reconsideration, and when 
the decision orders retroactive 
restoration, the Board shall comply with 
the decision to the extent of the 
temporary or conditional restoration of 
the employee to duty status in the 
position s,pecified by the Commission, 
pending the outcome of the Board's 
request for reconsideration. 

(1) Service under the temporary or 
conditional restoration provisions of 
this paragraph (b) shall be credited 
toward the completion of a probationary 
or trial period or the completion of the 
service requfrement for career tenure, if 
the Commission upholds its decision 
after reconsideration. 

(2) When the Board requests 
reconsideration, it may delay the 
payment of any a.mounts ordered to be 
paid to the complainant until after the 
request for reconsideration is resolved. 
Uthe Board delays payment of any 
amount pending the outcome of the 
request to reconsider and the resolution 
of the request requires the Board to 
make the payment, then the Board shall 
pay interest from the date of the original 
appellate decision until payment is 
made. 

(3) The Board shall notify the 
Commission and lhe employee in 
writing at the same time it requests 
reconsideration that the reliefil 
provides is temporary or conditional 
and, if applicable, that it will delay the 
payment of any amounts owed but will 
pay interest as specified in paragraph 
(b)l2) of this section. Failure of the 
Board Lo provide notification will resull 
in the dismissal of the Board's request. 

(c) When no request for 
reconsideration is filed or when a 
request for reconsideration is denied, 
the Board shall provide the relief 
ordered and there is no further right to 
delay implementation of the ordered 
relief. The relief shall be provided in 
full not later than 60 days after receipt 
of the final decision unless otherwise 
ordered in the decision. 

§ 268.503 Enforcement of final EEOC 
decisions. 

(a) Petition for enforcement. A 
complainant may petition the 
Commission for enforcement of a 
decision issued under the Commission's 

appellate jurisdiction. The petition shall 
be submitted to the Office of Federal 
Operations. The petition shall 
specifically set forth the reasoIJ s that 
lead the complainant to believe that the 
Board is not complying with the 
decision. 

(b) Compliance. On behalf of the 
Commission. the Office of Federal 
Operations shall take all necessary 
action to ascertain whether the Board is 
implementing the decision of the 
Commission. If the Board is found not 
to be in compliance with the decision, 
efforts shall be undertaken lo obtain 
compliance. 

(c) Clarification. On behalf of the 
Commission, the Office of Federal 
Operations may, on its own motion or 
in response to a petition for enforcement 
or in connection with a timely request 
for reconsideration, issue a clarification 
of a prior decision, A clarification 
cannot change the result of a prior 
decision or enlarge or diminish the 
relief ordered but may further explain 
the meaning or intent of the prior 
decision. 

(d) Referral to the Commission. Where 
the Director. Office of Federal 
Operations, is unable to obtain 
satisfactory compliance with the final 
decision, the Director shall submit 
appropriate findings and 
recommendations for enforcement to the 
Commission, or, as directed by the 
Commission, refer the matter to another 
appropriate agency. 

(e) Com.mission notice to show cause. 
The Commission may issue a notice to 
the Chairman of the Board to show 
cause why there is noncompliance. 
Such notice may request the Chairman 
of the Board or a representative to 
appear before the Commission or to 
respond lo the notice in writing with 
adequate evidence of compliance or 
with compelling reasons for 
noncompliance. 

(f) Notification to complainant of 
completion of administrative efforts. 
Where the Commission bas determined 
that the Board is n ot complying with a 
prior decision, or where the Board has 
failed or refused to submit any required 
report of compliance, the Commission 
shall notify the complainant the righl Lo 
file a civil action for enforcement of the 
decision pursuant to title VU, the ADEA. 
the Equal Pay Act or the Rehabilitation 
Act and to seek judicial review of the 
Board's refusal to implement the 
ordered relief pursuant to the 
Administrative Procedures Act, 5 U.S.C. 
701 el seq. , and the mandamus statute, 
28 U.S.C. 1361, or to commence de novo 
proceedings pursuant to the appropriate 
statutes. 
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§268.504 Compliance with settlement 
agreements and final actions. 

(a) Any settlement agreement 
knowingly and voluntarily agreed to by 
the parties, reached at any stage of the 
complaint process, shall be binding on 
both parties. Final action that has not 
been the subject of an appeal or a civil 
action shall be binding on the Board. If 
the complainant believes that the Board 
has failed to comply with the terms of 
a settlement agreement or decision, the 
complainant shall notify the Board's 
EEO Programs Director, in writing, of 
the alleged noncompliance within 30 
days of when the complainant knew or 
should have known of the alleged 
noncompliance. The complainant may 
request that the terms of the settlement 
agreemenl be specifically implemented 
or, alternatively, that the complaint be 
reinstated for further processing from 
the point processing_ceased. 

(bj The Board shall 1·esolve the matter 
and respond to the complainant, in 
writing. If the Board has not responded 
to the complainant, in writing, or if the 
complainant is not satisfietl with the 
Board's attempt to resolve the matter, 
the complainant may appeal to the 
Commission for a determination as to 
whether the Board has complied with 
the terms of the settlement agreemenl or 
decision. The complainant may file 
such an appeal 35 days after he or she 
has served the Board with the 
allegations of noncompliance, but must 
file an appeal within 30 days of his or 
her receipt of the Board's determination. 
The complainant must serve a copy of 
the appeal on the Board and the Board 
may submit a response to the 
Commission w ithin 30 days of receiving 
notice of the appeal. 

(c} Prior to rendering its 
determination, the Commission may 
request that the parties submit whatever 
additional information or 
documentation it deems necessary or 
may direct that an investigation or 
hearing on the matter be conducted. If 
the Commission determines that the 
Board is not in compliance and the 
noncompliance is not attributable to 
acts or conduct of the complainant, it 
may order such compliance or it may 
order that the complaint be reinstated 
for further processing from the point 
processing ceased. Allegations that 
subsequent acts of discrimination 
violate a se.ttlement agreement shall be 
processed as separate complaints under 
§§ 268,105 or 268.204, as appropriate, 
rather than under this section. 

§ 268.505 Interim relief. 
(a)(l) When the Board appeals and the 

case involves removal, separation, or 
suspension continuing beyond the date 

of the appeal, and when the 
administrative judge orders retroactive 
restoration, the Board shall comply with 
the decision to tbe extent of the 
temporary or conditional restoration of 
the employee to duty st.a.tu.s in the 
position specified in the decision, 
pending the outcome of the Board 
appeal. The employee may decline the 
offer of interim relief. 

(2) Service under the temporary or 
conditional restoration provisions of 
paragraph (a)(l) of this section shall be 
credited toward the completion of a 
probationary or trial period, eligibility 
for a within-grade increase, or the 
completion of the service requirement 
for career tenure, if tbe Com.mission 
upholds the decision on appeal. Such 
service shall not be cl'edited toward the 
completion of any applicable 
probationary or trial period or the 
completion of the service requirement 
for career tenure if the Commission 
reverses the decision on appeal. 

(3) When the Board appeals, it may 
delay the payment of any amount, other 
than pl'Ospeclive pay and benefits, 
ordered to be paid to the complainant 
until after the appeal is resolved. If the 
Board delays payment of any amount 
pending the outcome of the appeal and 
the resolution of the appeal requires the 
Board to male the payment, then the 
Board shall pay interest from the date of 
the original decision until payment is 
made. 

(4) The Board shall n oti fy the 
Commission and the employee in 
writing at the same time it appeals that 
the relief il provides is temporary or 
conditional and, if applicable, that it 
will delay the payment of any amounts 
owed but will pay interest as specified 
in paragraph (b)(2) of this section. 
Failure of the Board to provide 
notification will result in the dismissal 
of t-hi'! Rmml '~ RppP.;i l. 

(5) The Board may, by n otice to the 
complainant, decline to return the 
complainant to his or her place of 
employment i.f it determines that the 
return or presence of the complainant 
will be unduly disruptive to the work 
environment. However, prospective pay 
and benefits must be provided. The 
determination not Lo return the 
complainant to his or her place of 
employment is not reviewable. A grant 
of interim relief does not insulate a 
complainant from subsequent 
disciplinary or adverse action. 

(b} If the Board files an appeal and bas 
not provided required interim relief, the 
complainant may request dismissal of 
the Board's appeal. Any such request 
must be filed with the Office of Federal 
Operations within 25 days of the date of 
service of the Board's appeal. A copy of 

the request must be served on the Board 
at the same time it is filed with EEOC. 
The Board may respond with evidence 
and argument to tbe complainant's 
requestto dismiss within 15 days of the 
date of se1vice of the .request. 

Subpart G-Matters of General 
Applicabllity 

§268.601 EEO group statistics. 
(a) The Board shall establish a system 

to collect and maintain accurate 
employment information oo the race, 
national origin, sex and disahility(ies} of 
its employees. 

(b) Data on race, national origin and 
sex shall be collected by voluntary self
identification. If an employee does not 
voluntarily provide the requested 
information, the Board shall advise the 
employee of the importance of the data 
and ofthe Board's obligation to report 
il. If the employee still refuses to 
provide the information, the Board must 
make a visual identification and inform 
the employee of the data it will be 
reporting. If the Board believes that 
information provided by an employee is 
inaccurate, the Board shall advise the 
employee about the solely statistical 
purpose for which the data is bein.g 
collected, the need for accuracy. the 
Board's recognition of the sensitivity of 
the information and the existence of 
procedures to prevent its unauthorized 
disclosure. If, thereafter, the employee 
declines lo change the apparently 
inaccurate self identification, the Board 
must accept it. 

(c) Subject to applicable law, the 
information collected under paragraph 
(b) of this section shall be disclosed 
only in the form of gross statistics. Tbe 
Board shall not collect or maintain any 
information on the race, national origin 
or sex of individual employees except in 
accordance with applicable law And 
when an automated data processing 
system is used in accordance with 
standards and requirements prescribed 
by tbe Commission to insure individual 
privacy and the separation of that 
information from personnel records. 

(d) The Board's system is subject to 
the following controls: 

(1) Only ·those categories of race and 
national origin prescribed by the 
Commission may be used; 

(2) Only the specific prooedu.res for 
the collection and maintenance of date 
tbat are prescribed or approved by the 
Commission may be used. 

(e) The Board may use the data only 
in studies and analyses wWcb 
contribute affirmatively to achieving tbe 
objectives of the Board's equal 
employment opportunity program. The 
Boarrl shall not establish a quota for the 
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employment of persons on the basis of 
race, color, religion, sex, or national 
origin. 

{f) Data on disabilities shall also be 
collected by voluntary self
identification. If an employee does not 
voluntarily provide the requested 
information, the Board shall advise the 
employee of lhe importance of the data 
and of the Board's obligation to report 
it. If an employee who has been 
appointed pursuant to a special Board 
program for hiring individuals with a 
disability still refuses to provide the 
requested information, the Board must 
identify the employee's disability based 
upon the records supporting the 
appointment. If any other employee still 
refuses to provide the requested 
information or provides information 
that the Board believes to be inaccurate, 
the Board should report the employee's 
disability status as unknown. 

{g) The Board shall report to the 
Commission on employment by race, 
national origin, sex and disability in the 
form and at such times as the Board and 
CoJlllllission shall agree. 

§268.602 Reports to the Commission, 

(a) The Board shall report to the 
Commission information concerning 
pre-complaint counseling and the 
status, pIOcessing, and disposition of 
complaints under this part at such times 
and in such manner as the Board and 
Commission shall agree. 

(b) The Board sha1J advise the 
Commission whenever it is served with 
a Federal court complaint based upo:n a 
complaint that is penwng on appeal at 
the Commission. 

(c) The Board shall submit annually 
for the review and approval of the 
Commission written equal employment 
opportunity plans of action. Plans shall 
be submitted in the format prescribed by 
the Commission and shall include, but 
not be limited to: 

(1) Provision for the establishment of 
training and education programs 
designed to provide maximum 
opportunity for employees to advance 
so as to perform at their highest 
potential; 

(2) Description of the qualifications, 
ln terms of training and experience 
relating to equal employment 
opportunity, of the principal and 
operating officials concerned with 
administration of the Board's equal 
employment opportunity program; and 

(3) Description of the allocation of 
personnel and resources proposed by 
the Board to carry out its equal 
employment opportunity program. 

§ 268.603 Voluntary settlement attempts. 
The Board shall make reasonable 

efforts to voluntarily settle complaints 
of discrimination as early as possible in, 
and throughout, the administrative 
processing of complaints, i:nclu.ding the 
pre-complaint counseling stage. Any 
settlement reached shall be in writing 
and signed by both parties and shaJJ 
ideolify the claims resolved. 

§ 268.604 Filing and computation of time. 

(a) All time periods in this part that 
are stated in terms of days are calendar 
days unless otherwise stated. 

(b) A document shall be deemed 
timely if it is received or postmarked 
before the expiration of the applicable 
filing period, or, in the absence of a 
legible postmark, if it is received by 
mail within five days of the expiration 
of the applicable filing period. 

{c) The time limits in this part are 
subject to waiver, estoppel and 
equitable tolling. 

(d) The first day counted shall be the 
day after the event from which the time 
period begins to run and the last day of 
the period shall be included, unless it 
falls on a Saturday, Sunday or Federal 
holiday, in which case the period shall 
be extended to include the next 
business day. 

§ 268.605 Representation and official time. 
{a) At any stage in the processing of 

a complaint, including the counseling 
stage under § 268.104, the complainant 
shall have the right to be accompanied, 
represented, and advised by a 
representative of complainant's choice. 

{b) If the complainant is an employee 
of the Board, be or she sbalJ have a 
reasonable amount of official time, if 
otherwise on duty, to prepare the 
complaint and to respond to Board and 
EEOC requests for information. If the 
complainant is an employee of the 
Board and he designates another 
employee of ·the Board as his or her 
representative, the representative shall 
have a reasonable amount of official 
time, if otherwise on duty, to prepare 
the complaint and respond to Board and 
EEOC requests for information. The 
Board is not obligated to change work 
schedules, incur overtime wages, or pay 
travel expenses to facilitate the choice of 
a specific representative or to allow the 
complainant and representative to 
confer. The complainant and the 
representative, if employed by the Board 
and otherwise in a pay status, .shall be 
on official time, regardless of their lour 
of duty, when their presence is 
au thorized or required by the Bowd or 
the Commission during the 
investigation, informal adjustment, or 
hearing on the complaint. 

(c) In cases where the representation 
of a complainant or the Board would 
conflict with the official or collateral 
duties of the representative, the 
Com.mission or the Board may, after 
giving the representative an opportunity 
to respond, disqualify the 
representative. 

(d) Unless the complainant states 
otherwise in writing, after the Board has 
received written notice of the name, 
address and telephone number of a 
representative for the complainant, all 
ol'ficial correspondence shall be with 
the representative with copies t o the 
complainant. When ·the complainant 
designates an attorney as representative, 
service of all official correspondence 
shall be made on the attorney and the 
complainant, but time frames for receipt 
of material shall be computed from the 
time of receipt by the attorney, The 
complainant must serve all official 
correspondence on the designated 
representative of the Boa.rd. 

{el The complainant shall at all times 
be responsible for proceecling with the 
complaint whether or not he ot she has 
designated a representative. 

{f) Witnesses who are Board 
employees shall be in a duty status 
wheo their presence is authorized or 
required by Commission or Board 
officials in connection with a complaint. 

§268.606 Joint processing and 
consolidation of complaints. 

Complaints of discrimination filed by 
two or more complainants consisting of 
substantially similar allegations of 
discrimination or relating to the same 
matter may be consolidated by the 
Board or the Commission for joint 
processing after appropriate notification 
to the parties. Two or more complaints 
of discrimination filed by the same 
complainant shall be consolidated by 
the Board for joint processing after 
appropriate notification to the 
complainant. When a. complaint has 
been consolidated with one or more 
earlier filed complaints, the Board shall 
complete its investigation within the 
earlie·r of 180 days after the filing of the 
last complaint or 360 days after the 
filing of the original complafat, except 
that the complainant may request a 
hearing from an administrative judge on 
the consolidated complaints any time 
after 180 days from the date of the first 
filed complaint. Administrative judges 
or the Commission may, in their 
discretion, consolidate two or more 
complaints of discrimination filed by 
the same complainant. 
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§268.607 Delegation of authority. 
The Board of Governors may delegate 

authority under this part, to one or more 
designees. 

Subpart H-Prohibitlon Against 
Discrimination in Board Programs and 
Activities Because of Physical or 
Mental Disability 

§ 268. 701 Purpose and application. 
(a) Purpose. The purpose of th.is 

subpart His to prohibit discrimination 
on the basis of a disability in programs 
or activities conducted by the Board. 

(b) Application. (1} This subpart H 
applies to all programs and activities 
conducted by the Board. Such programs 
and activities include: 

(i) Holding open meetings of the 
Board or other meetings or public 
hearings at the Board's office in 
Washington, DC: 

(ii) Responding to inquiries, filing 
complaints, or applying for employment 
at the Board's office; 

(iii) Making available the Board's 
library facilities; and 

(iv) Any other lawful interaction with 
the Board or its staff in any official 
matter with people who are not 
employees of the Board. 

(2) This subpart H does not apply to 
Federal Reserve Banks or to financial 
institutions or other companies 
supervised or Tegulated by the Board. 

§ 268. 702 Definitions. 

For purposes of this subpart, the 
following definitions apply: 

(al Auxiliary aids means se·rvioes or 
devices that enable persons with 
impaired sensory, manual, or speaking 
skills to have an equal opportunity to 
participate in, and enjoy the benefits of, 
programs or activilies conducted by the 
Board. For example, auxiliary aids 
useful for persons with impaired vision 
include readers, Brailled materials, 
audio recordings, telecommunications 
devices and other similar services and 
devices. Auxiliary aids useful for 
persons with impaired hearing include 
telephone handset amplifiers, 
telephones compatible with hearing 
aids, telecommunication devices for 
deaf persons (TDD's), interpreters, 
notetakers, written materials, aod other 
similar services and devices. 

(bl Complete complaint means a 
written statement that contains the 
complainant's name and address and 
describes the Board's alleged 
discriminatory action in sufficient detail 
to inform the Board of the nature and 
date of the alleged violation . It shall be 
signed by the complainant or by 
someone authorized to do so on his or 
her behalf. Complaints filed on behalf of 

classes or third parties shall describe or 
identify (by name, if possible) the 
alleged victims of discrimination. 

(cl Faci/itymeaos all or any portion 
of buildings, structures, equipment, 
roads, walks, parki.ng lots, rolling stock 
or other conveyances, or other real or 
personal property. 

(d) Person with a disability means any 
person who has a physical or mental 
impairment that substantially limits one 
or more major life activities, has a 
record of such an impairmen t, or is 
regarded as having such an impairmen t. 
As used in this definition, the phrase: 

(1) Physical or mental impairment 
includes-

(i) Any physiological disorder or 
condition, cosmetic disfigurement, or 
anatomical loss affecting one of more of 
the following body systems: 
Neurological; musculoskeletal; special 
sense o.rgans; respiratory, including 
speech otgans; cardiovascular; 
reproductive; digestive; genitourinary; 
hemic and lymphatic; skin; and 
endocrine; or 

(ii} Any mental or psychological 
disorder, such as mental retardation, 
organic brain syndrome, emotional or 
mental illness, and specific learning 
disabilities. The term physical or mental 
impairment includes, but i.s not limited 
to, such diseases and conditions as 
orthopedic, visual, speech, and hearing 
impairments, cerebral palsy, epilepsy, 
muscular dystrophy, multiple sclerosis, 
cancer, heart disease, diabetes, mental 
retardation, emotional illness, and drug 
addiction and alcoholism. 

(2) Major life activities includes 
functions such as cari11g for one's self, 
performing manual tasks, walking, 
seeing, hearing, speaking, breathing, 
learning, and working. 

(3) Has a record of sucb an 
impairment means has a history of, or 
has been misclassified as having, a 
mental or physical impairment that 
substantially limits one or more major 
life activities. 

(4) Is regarded as having an 
impairment means-

(i) Has a physical or mental 
impairment that does not substantially 
limit major life activities but is treated 
by the Board as constituting such a 
limitation; 

(ii) Has a physical or mental 
impairment that substanHally limits 
major life activities only as a result of 
·the attitudes of others toward such 
impairment; or 

(iii) Has none of the impairments 
defined in paragraph (d)(l) of this 
section but is treated by Board as having 
such an im.eairment. 

(el Qualified person with a disability 
means-

(1) With respect to any Board program 
or activity under which a person is 
required to perform services or to 
achieve a level of accomplishment, a 
person with a disability who meets the 
essential eligibility requirements and 
who can achieve the purpose of the 
program or activity without 
modifications in the program or activity 
that the Board can demonstrate would 
:result in a fundamental alteration in its 
nature; or 

(2) With respect to any other program 
or activity, a person with a disability 
who meets the essential eligibility 
requirements for participation in, or 
receipt of benefits from, that program or 
activity. 

(3) Qualified individual with a 
disability is defined for purposes of 
employment in§ 268.203 of this part, 
which is made applicable to this subpart 
by§ 268.705. 

§268.703 Notice. 
The Board shall make available to 

employees, applicants for employment, 
participants, beneficiaries, and other 
interested persons information 
regarding the provisions of tlris subpart 
and its applicabilily to the programs and 
activities conducted by the Board, and 
make this information available to them 
in such manner as the Board finds 
necessary to apprise. such persons of the 
protections against discrimination 
assured them by this subpart. 

§ 268. 704 General prohibit.ions against 
discrimination. 

(a} No qualified individual with a 
disability shall, on the basis of a 
disability, be excluded from 
participation in, be denied the benefits 
of, or otherwise be subjected to 
discrimination in any program or 
activity conducted by the Board. 

(b](l) The Board, in providing any 
aid, ben efit, or service, may not, directly 
or through contractual, licensing, or 
other arrangements, on the basis of a 
disability: 

(i) Deny a qualified individual with a 
disability the opportunity to participate 
in or benefit from the aid, benefit, or 
service that is not equal to that provided 
to others; 

(U) Afford a qualified individual with 
a disability an opportunity to participate 
in or benefit from the aid, benefit, or 
service that is not equal to that afforded 
others; 

(iii) Provide a qualified inilividual 
with a disability with an aid, benefit, or 
service that is not as effective in 
affording equal opportunity to obtain 
the same result, to gain the same benefit , 
or to reach the same level of 
achievement as that provided to others; 
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(iv) Provide di1Iereul or separate aid, 
benefits. or services lo individuals with 
a disability or to any class of individuals 
with a disability than is p:rovided to 
others unless such action i.s necessary to 
provide qualified individuals with a 
disability with aid, benefits, or services 
that are as effective as those provided to 
others: 

(v) Deny a qualified individual with a 
disability the opportunity to participate 
as a member of planning or advisory 
boards; or 

(vi.) Otherwise limit a qualified 
individual with a disability in the 
enjoyment of any right, privilege, 
advantage, or opportunity enjoyed by 
others receiving the aid, benefit, or 
service. 

(2) The Boa:rd maynot deny a 
qualified individual wi.th a disability 
the opportunity to participate in 
programs or activities that are not 
separate or different, despite the 
existence of permissibly separate or 
different programs or activities. 

(3) The "Board may not, directly or 
through contractual or other 
arrangements, utilize criteria or methods 
of administration, the plllpose or effect 
of which would: 

(i) Subject qualified individuals with 
a disability to discrimination on the 
basis of a disability; or 

(ii) Defeat or substantially impair 
accomplishment of the objectives ofa 
program 01· activity with respect lo 
individuals with a disability . 

(4) The Board may not, in determining 
the site or location oE a facility, make 
selections the purpose or effect of which 
would: 

(i) Exclude individuals with a 
disabilit-y from, deny them the benefits 
of, or otherwise subject them to 
discrimination under any program or 
activity conducted by the Board; or 

(ii} Defeat or substantially impair the 
accomplishment of the objectives or a 
program or activity with respect to 
individuals with a disability. 

(5) The Board, in the selection of 
procurement contractors, may not use 
criteria that subject qualified 
individuals with a disability to 
discrimination on the basis of a 
disability. 

(6) The Board may not administer a 
licensing or certification program in a 
manner that subjects qualified 
individuals with a disability to 
discrimination on the basis of a 
disability, nor may the Board establish 
requirements for the programs and 
activities of licensees or certified 
entities that subject qualified 
individuals with a disability to 
discrimination on the basis of a 
disability. However, the programs and 

activities of entities that are licensed or 
certified by the Board are not, 
themselves, covered by this subpart. 

(c) The exclusion of individuals who 
do not have a disability from the 
benefits of a program limited by Federal 
statute or Board order to individuals 
with a disability or the exclusion of a 
specific class of individuals with a 
disability from o program limited by 
Federal statute or Board order lo a 
different class of individuals with a 
disability is not prohibitr.d by this 
subpart. 

(d) The Board shall ad.minister 
programs and activities in the most 
integrated setting appropriate to the 
needs of qualified m.divi.duals with a 
disability. 

§ 268.705 Employment. 

No qualified individual with a 
disability shall, on the basis of a 
disability, be subjected to 
discrimination in employment under 
any program or activity conducted by 
the Board. The definitions, requjrements 
and pr-ocedures of§ 268.203 of this part 
shall apply to discrimination in 
employment in federally conducted 
programs or activities. 

§ 268. 706 Program accesslbllity: 
Discrimination prohibited. 

Except as otherwise provided in 
§ 268. 707 of this subpart, no qualified 
individual with a disability shall, 
because the Board's facilities are 
U1accessible to or unusable by 
individuals with a disability, be denied 
the benefits of, be excluded from 
participation in, or otherwise be 
subjected to discrimination under any 
program or activity conducted by the 
Board. 

§268.707 Program accesslblllty: Existing 
facilities. 

(a) General. The Board shall operate 
each program or activity so that the 
program or activity. when viewed in its 
entirtity, is readily accessible to and 
usable by individuals with a disability. 
This paragraph (a) does not: 

(1) Necessarily require the Board to 
make each of its existing facilities 
accessible to and usable by individuals 
with a disability: or 

(2) Require the Board to take any 
action that it can demonstrate would 
result in a fundamental alteration in the 
nature of a program or activity or in 
undue financial and administrative 
burdens. In those circumstances where 
the Board believes that the proposed 
action would fundamentally alter the 
program or activity or would result in 
undue financial and administrative 
burdens, the Board has the burden of 

proving that compliance with lhis 
paragraph (a) would result in such 
alterations or burdens. The decision that 
compliance would result in such 
alterations or burdens shall be made by 
the Board of Governors or their designee 
after considering all Board resources 
available for use in the funding and 
operation of the conducted program or 
activity, and must be accompanied by a 
written statement of the reasons for 
reaching that conclusion. If an action 
would result in such an alteration or 
such burdens, the Board shall lake any 
other action that would not result in 
such an alteration or such burdens but 
would oevertbeless ensure that 
individuals with a disability receive the 
benefits and services of the program or 
activity. 

(b) Methods. The Board may comply 
with the requirements of this subpart H 
through such means as redesign of 
equipment, reassignment of services to 
accessible buildings, assignment of 
a.ides to individuals with a disability. 
home visits, delivery of service at 
alternate accessible sites, alteration of 
existing facilities and construction of 
new facilities, use of accessible rolling 
stock, or any other methods that result 
in making its programs or activities 
readily accessible to and usable by 
individuals with a disability. The Board 
is not required to make structural 
changes in existing facilities where 
othe:r methods are effective in achieving 
compliance with this section, In 
choosing among available methods for 
meeting the requirements of this 
section. the Board shall give priority to 
those methods that offer programs and 
activities to qualified individuals with a 
disability in the most integrated setting 
appropriate. 

(c) Time period for compliance. The 
Board shall comply with any obligations 
~sLuLlish~d uud~r this seclluu 1.t.S 

expeditiously as possible. 

§268.708 Program accessibility: New 
construction and alteratlons. 

Each building or part of a building 
that is constructed or altered by, on 
behalfof, or for the use of the Board 
shall be designed, constructed, or 
altered so as to be readily accessible to 
and usable by individuals with a 
disability. 

§ 268.709 Communications. 

(a) The Board shall take appropriate 
steps to ensure effective communication 
with applicants, participant$, personnel 
of other Federal entities, and members 
of the public. 

(1) The Board shall furnish 
appropriate auxiliary aids where 
necessary to afford an individual with a 
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disabi1ily an equal opportunity to 
participate in, and enjoy the benefits of, 
a program or activity conducted by the 
Board. 

(i) In determining what Lype of 
auxiliary aid is necessary, the Board 
shall give primary consideration to the 
requests of the individual with a 
disability. 

(ii) The Board need not provide 
individually prescribed devices, readers 
for personal use or study, or other 
devices of a personal nature. 

(2) Where the Board communicates 
with employees and others by 
telephone, telecommunication devices 
for deaf persons (TDD's) or equally 
effective telecommunication systems 
shall be used. 

(b) The Board shall ensure that 
interested persons, including persons 
with impaired vision or hearing, can 
obtain information as to the existence 
and location of accessible services, 
activities. and faciHties. 

(c) The Board shall provide signage at 
a primary entrance to each of its 
inaccessible facil Hies, directing users Lo 
a location al which they can obtain 
information about accessible facilities. 
The international symbol for 
accessibility shall be used at each 
primary entrance of an accessible 
facility. 

(d) This section does not require the 
Board to take any action that would 
result in a fundamental alteration in the 
nature of a program or activity or in 
undue financial and administrative 
burdens. In those circumstances where 
the Board believes that the proposed 
action would fundamental ly alter ·the 
program or activity or would result in 
undue -financial and administrative 
burdens. the Board has the burden of 
proving that compliance with section 
268.709 would result in such alterations 
or burdens. The determination that 
compliance would result in such 
alteration or burdens must be made by 
the Board of Governors or their designee 
after considering all Board resources 
available for use in the funding and 
operation of·the conducted program or 
activity, and must be accompanied by a 
written statement of the reasons for 
reaching that conclusion. If an action 
required to comply with this section 
would result in such an alteration or 
such burdens. the Board shall take any 
other action that would not result in 
such an alteration or such burdens but 
would nevertheless ensure that, to the 
maximum extent possible, individuals 
with a disability receive the benefits and 
services of the program or activity. 

§268.710 Compliance procedures. 
(a) Applicability. Except as provided 

in paragraph (bl of this section, this 
section, rather than subpart B and 
§ 268. 203 of this part, applies to all 
allegations of discriminalion on the 
basis of a disability in programs or 
activities conducted by the Board. 

(b) Employment complaints. The 
Board shall process complainls alleging 
discrimination in employment oo the 
basis of a disability in accordance with 
subparts A through G of this part. 

(c) Responsible official. The EEO 
Programs Director shall be responsible 
for coordinating implementation of this 
section .. 

(d) Filing the camplaint- (1) Who 
may file. Any person who believes that 
he or she has been subjected to 
discrimination prohibited by this 
subpart may, personally or by his or her 
authorized representative, file a 
complaio_t of discrimination with the 
EEO Programs Director. 

(2) Confidentiality. The EEO Programs 
Director shall not reveal the identity of 
any person submitting a complaint, 
e:xcept when authorized to do so in 
writing by the complainant, and except 
to the extent necessary to carry out the 
purposes ofthis subpart, including the 
conduct of any invesligation, hearing, or 
proceeding under this subpart. 

(3) When to file. Complaints shall be 
filed within 180 days of the alleged act 
of discrimination. The EEO Programs 
Director may extend this time limit for 
good cause shown. For the purpose of 
determining when a complaint is timely 
filed under this paragraph (d), a 
complaint mailed to the Board shall be 
deemed filed on the date it is 
postmarked. Any other complaint shall 
be deemed filed on the date it is 
received by the Board. 

(4) Haw ta file. Complaints may be 
delivemd or mailed to the 
Administrative Governor, the Staff 
Director for Management, the EEO 
Programs Director, the Federal Women' s 
Program Manager, the Hispanic 
Employment Program Coordinator, or 
the People with Disabilities Program 
Coordinator. Complaints should be sent 
to the EEO Programs Director, Boar d of 
Governors of the Federal Reserve 
System, 20th and C Street NW., 
Washington, DC 20551. If any Board 
official other than the EEO Programs 
Director receives a complaint, he or she 
shall forward the complaint to the EEO 
Programs Director. 

(e) Acceptance of complaint. (1) The 
EEO Programs Director shall accept a 
complete complaint that is filed in 
accordance with paragraph (d) of this 
section and over which the Board. has 
jUTisdict:ion. The EEO Programs Director 

shall notify the complainant of receipt 
and acceptance of the complaint. 

(2) If the EEO Programs Director 
receives a complaint that is not 
complete, he or she shall notify the 
complainant, within 30 days ofrecetpL 
of the incomplete complaint, that 
additional information is needed. If the 
complainant fails Lo complete the 
complainl wilhin 30 days of receipt of 
this notice, the EEO Programs Director 
shall dismiss the oomplaint without 
prejudice. 

(3) TI the EEO Programs Director 
receives a complaint over which the 
Board does not have jurisdiction, the 
EEO Programs Director shall notify the 
complainant and shall make reasonable 
efforts to refer the complaint to the 
appropriate government entity. 

(f) Investigation/conciliation. (1) 
Within 180 days of the receipt of a 
complete complaint, the EEO Programs 
Director shall complete the investigation 
of the complaint, attempt informal 
resolution of the complaint, and if no 
informal resolution is achieved, the EEO 
Programs Director shall forward the 
iovestigative report to the Staff Director 
for Management. 

(2) The EEO Programs Director may 
request Board employees to cooperate in 
the investigation and allempted 
resolution of complaints. Employees 
who are requested by the EEO Programs 
Di.rector to participate in any 
investigation under this section shall do 
so as part of their official duties and 
during the course of regular duty hours. 

(3) The EEO Programs Director shall 
furnish the complainant with a copy of 
the investigative report promptly after 
completion of the investigation and 
provide the complainant with an 
opportunity for informal resolu tion of 
the complaint. 

(4) If a complaint is resolved 
informally, the terms of the agreement 
shall be reduced to writing and made a 
parl of the complaint file, with a copy 
of the agreement provided to the 
complainant. The written agreemenl 
may include a finding on the issue of 
discrimination and shall describe any 
corrective action to which the 
complainant has agreed. 

(g) Letter of findings. (1) If an informal 
resolution of the complaint is not 
reached, the EEO Programs Director 
shall transmit the complaint file to the 
Staff Director for Management. The Staff 
Di.rector for Management shall , wilbin 
180 days of the receipt of the complete 
complaint by the EEO Programs 
Di.rector, notify the complainant of the 
results of the investigation in a letter 
sent by certified mail, return receipt 
requested, containing: 



16102 Federal Register/Vol. 68, No. 72/Tuesday, April 15, 2003/Rules and ReguJations 

(i) Findings of fact and conclusions of 
law; 

(ii) A description of a remedy for each 
violation found; 

(lii) A notice of r ight of the 
complainant to appeal the letter of 
findings under paragraph (k) ofthis 
section; and 

(iv) A notice of right of the 
comrlainant to request a hearing. 

(2 If the complainant does not file a 
notice of appeal or does not request a 
bearing within the times prescribed in 
paragraph (h)(1) and (j)(l) of this 
section, the EEO Programs Director shall 
certify that the letter of findings under 
this paragraph (g) is the final decision 
of the Board at the expfration of ·lhose 
times. 

(h) Filing an appeal, (1) Notice of 
appeal, With or without a request for 
hearing, shall be filed by the 
complainant with the EEO Programs 
Director within 30 days of receipt from 
the Staff Diiector for Management of the 
letter of findings required by paragraph 
(g) of this section. 

(2) If the complainant does not 
request a bearing, tbe EEO Programs 
Director shall notify the Board of 
Governors of I.he appeal by the 
complainant and that a decision must be 
made under paragraph (k) of this 
section. 

(i) Acceptance of appeal. The EEO 
Programs Director shall accept and 
process any timely appeal. A 
complainant may appeal to the 
Administrative Governor from a 
decision by the EEO Programs Director 
that an appeal is untimely, This appeal 
shall be filed with.in 15 calendar days of 
receipt of the decision from Lhe EEO 
Programs Director. 

(j) Hearing. (1) Notice of a request for 
a hearing, with or ·without a request for 
an appeal, shall be filed by the 
complainant with the EEO Programs 
Director within 30 days of receipt from 
the Staff Director for Management of the 
letter of findings required by paragraph 
(g) of this section. Upon a timely request 
for a hearing, the EEO Programs Director 
shall request that the Board of 
Governors, or its designee, appoint an 
administrative law judge lo conduct the 
hearing, The administrative law judge 
shall issue a notice to the complainant 
and the Board specifying the date, time, 
and place of the scheduled hearing. The 
hearing shall be commenced no earlier 
than 15 calendar days after the notice is 
issued and no later than 60 days after 
the request for a hearing is filed, unless 
all parties agree to a different date. 

(2) The hearing, decision. and any 
administrative review thereof shall be 
conducted in confor.mity with 5 U.S.C. 
554-557. The administrative law judge 

shall have the duty to conduct a fair 
hearing, to take all necessary actions to 
avoid delay, and to maintain order. He 
or she shall have all powers necessary 
1o these ends, including (but not limited 
lo) the power lo: 

(i) Arrange and change the dates, 
times, and places of hearings and 
prehearing conferences and to issue 
notice thereof; 

(ii} Hold conferences to settle, 
simplify, or determine the issues in a 
hearing, or to consider other matters 
that may aid in the expeditious 
disposition of the bearing; 

(iii) Require parties to state their 
positions in writing with respect lo the 
various issues in the hearing and to 
exchange such statements with all other 
parties; 

(iv) Examine witnesses and direct 
witnesses to testify; 

(v) Receive, rule on, exclude, or limit 
evidence; 

(vi) Rule on procedural items pending 
before him or her; and 

(vii) Take any actfon permitted to the 
administrative law judge as authorized 
by this subpart G or by the provisions 
of the Administrative Procedures Act (5 
u.s.c. 554-557). 

(3) Technical rules of evidence shall 
not apply to hearings conducted 
pursuant to this paragraph (j}, but rules 
or principles designed to ass·ure 
production of credible evidence and to 
subject testimony to cross-examination 
shall be applied by the administrative 
law judge wherever reasonably 
necessary. The administrative law judge 
may exclude irrelevant, immaterial, or 
unduly repetitious evjdeoce. All 
documents and other evidence offered 
or taken for the record shall be open to 
examination by lhe parties, and 
opportunity shall be given to refute facts 
and arguments advanced on either side 
of the issues. A transcript shall be made 
of the oral evidence except to the extent 
the substance thereof is stipulated for 
the record. All decisions shall be based 
upon the hearing re(lord. 

(4) The costs and expenses for the 
conduct of a hearing shall be allocated 
as follows: 

(i) Employees of the Board shall, upon 
the request of the administrative law 
judge, be made available to participate 
in the bearing and shall be on official 
duty status for this purpose. They shall 
not receive witness fees. 

(ii) Employees of other Federal 
agencies called to testify al a hearing, at 
the request of the administrative law 
judge and with the approval of the 
employing agency, shall be on officia1 
duty status during any absence from 
normal duties caused by their 

testimony, and shall not receive witness 
fees. 

(iii) The fees and expenses of other 
persons called to testify at a hearing 
shall be pwd by the party requesting 
their appearance. 

(iv) The administrative law judge may 
require the Board to pay travel expenses 
necessary for the complainant to attend 
the hearing. 

(v) The Board shall pay Lhe required 
expenses and charges for the 
administrative law judge and court 
reporter. 

lvi) All other expenses shall be paid 
by the parties incurring them. 

(5) The administrative law judge shall 
submit in writing recommended 
findings of fact, conclusions of law, and 
remedies to the complainant and the 
EEO Programs Dlrector within 30 days, 
after the receipt of the hearing 
transcripts, or within 30 days after the 
conclusion of the hearing if oo 
transcripts are made. This time limit 
may be extended with the permission of 
the EEO Programs Director. 

(6) Within15 calendar days after 
receipt of the recommended decision of 
the administrative Jaw judge, Lhe 
complainant may file exceptions to the 
recommended decision with the EEO 
Programs Director. On behalf of the 
Board, the EEO Programs Director may, 
within 15 calendar days after receipt of 
the recommended decision of the 
administrative law judge, take exception 
to the recommended decision of the 
administrative law judge and shall 
notify the complainant in writing of the 
Boatd's exception. Thereafter, the 
complainant shall have 10 calendar 
days to file reply exceptions with Lhe 
EEO Programs Director. The EEO 
Programs Director shall retain copies of 
the exceptions and replies to the Board's 
exception for consideration by the 
Board. After the expiration of the time 
to reply, the recommended decision 
shall be ripe for a decision under 
paragraph (kl of this section. 

(k) Decision. (1) The EEO Programs 
Director shall notify the Board of 
Governors when a complaint is ripe for 
decision under this paragtaph (k), At the 
request of any member of the Board of 
Governors made within 3 business days 
of such notice, the Board of Governors 
shall make the decision on the 
complaint. If no such request is made, 
the Administrative Governor, or the 
Staff Director for Management if he or 
she is delegated the authority to do so, 
shall make the decision on the 
complaint. The decision shall be made 
based on information in the 
investigative record and, if a hearing is 
held, on the hearing record. The 
decision shall be made within 60 days 
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of the receipt by the EEO Programs 
Director of the notice of appeal and 
investigative record pUTSuant to 
paragraph (h)(l) of this section or 60 
days following the end of the period for 
filing reply exceptions set forth in 
paragraph (j)(6) of this section, 
whichever is applicable. If the deoision
mak:er under this paragraph (.k) 
determines that additional information 
is needed from any party, the decision
maker shall 1·equest the information and 
provide the other party or parties an 
opp01tu.n.ity to respond to that 
information. The decision-maker shall 
have 60 days from receipt of I.he 
additional information lo render the 
decision on the appeal. The decision~ 
maker shall transmit the decision by 
letter to all parties. The decision shall 
set forth the findings, any remedial 
actions required, and the reasons for the 
decision. If the decision is based on a 
hearing record, the decision-maker shall 
consider the recommended decision of 
the administrative law judge and render 
a final decision based on the entire 
record. The decision-maker may also 
remand the hearing record to the 
administrative law judge for a fuller 
development of the record. 

(2) The Board shall take any action 
required under the terms of the decision 
promptly. The decision-maker may 
require periodic compliance reports 
specifying: 

(i) The manner in which compliance 
with the provisions of the decision bas 
been achieved; 

(ii) The reasons any action required 
by the final BoBl'd decision bas not been 
taken; and 

(iii) The steps being taken to ensure 
full compliance. 

(3) The decision-maker may retain 
responsibility for resolving disputes that 
arise between parties over interpretation 
of the final Board decision, or for 
specific adjudicatory decisions arising 
out of implementation, 

By order of the Board of Governors of the 
Federal Reserve System, April 9, 2003. 

Jennifer J, Johnson, 
Secretary of the Board. 
[FR Doc. 03- 9111 Filed 4-14--03; 6;45 am) 
81LUNG CODE 6210~1--f' 

DEPARTMENT OF TRANSPORTATION 

Federal Aviation Administration 

14 CFR Part 39 

[Docket No. 2003-NE-OS-AD; Amendment 
39-13112; AD 2003-08-01] 

RIN 2120-AA64 

Airworthiness Directives; Rolls-Royce 
Deutschland Ltd. & Co KG, Model Tay 
650-15 Turbofan Engines 

AGENCY: Federal Aviation 
Administration (FAA). DOT. 
ACTION: Final rule; request for 
comments. 

SUMMARY: The FAA is adopting a new 
airworthiness directive (AD) for certain 
serial numbers (SNs) of Rolls-Royce 
Deulschland Ltd. & Co KG (RRD) Model 
Tay 650-15 turbofan engines. This 
action requires initial and repetitive 
visual inspections of low pressure (LP) 
turbine stage 2 rotor discs and LP 
turbine stage 3 rotor discs on certain 
SNs of engines. for corrosion. This AD 
is prompted by reports of excessive 
corrosion found during disc inspection. 
The actions specified in this AD are 
intended to prevent uncontained LP 
tw,bine stage 2 rotor disc or LP turbine 
stage 3 rotor disc failure due to 
excessive corrosion, and damage to the 
airplane. 
DATES: Effective May 20, 2003. 

We must receive any comments on 
this AD by fune 16, 2003. 
ADDRESSES: Use one of the following 
addresses to submit comments on this 
AD: 

• By mail: The Federal Aviation 
Administration (FAA), New England 
Region, Office of the Regional Counsel, 
Attention; Rules Docket No, 2003- NE-
06-AD, 12 New England Executive Park, 
Burlington, MA 01803-5299. 

• By fax: (781) 238-7055. 
• By e-mail: 9-ane

adcomment@faa.gov 
You may get the service information 

referenced in this AD from Rolls-Royce 
Deutschland Ltd & Co KG, Eschenweg 
11, D-15827 Dahlewitz, Germany, 
telephone +49 (0) 33- 7086-1768; fax 
+49 (0) 33-7086-3356. 

You may examine the AD docket, by 
appointment, at the FAA, New England 
Region, Office of the RegionaJ Counsel, 
12 New England Executive Park, 
Burlington, MA. 
FOR FURTHER INFORMATION CONTACT: 
James Lawrence, Aerospace Engineer, 
Engine Certification Office, FAA, Engine 
and Propeller Directorate, 12 New 
England Executive Park, Burlington, MA 
01803~5299; telephone (781) 238-7176; 
fax (781) 238- 7199. 

SUPPLEMENTARY INFORMATION: The 
Luftfahrt-Bundesaml (LBA), which is 
the airworthiness authority for 
Germany, recently notified the FAA that 
an unsafe condition may exist on certain 
SNs ofRRD Model Tay 650-15 turbofan 
engines. The LBA advises that the LP 
turbine stage 2 rotor discs and LP 
turbine stage 3 rotor discs of seventeen 
Tay 650-15 turbofan engines have been 
found to have exoessi\Te corrosion. RRD 
has determined that this excessive 
corrosion is the result of the specific 
environment in which these engines 
operate. This AD requires initial and 
repetitive visual inspections for 
corrosion of low pressure (LP) turbine 
stage 2 rotor discs and LP turbine stage 
3 rotor discs on certain SNs of engines. 
Because disc deterioration may already 
have begun, repetitive inspections are 
also required if any affected disc is 
removed from the cor.rosive 
environment and put in service in a 
noncorrosive environment. The actions 
specified in this AD are intended to 
prevenl uncontained LP turbine stage 2 
rotor disc or LP turbine stage 3 rotor 
disc failure due to excessive corrosion, 
and damage to the airplane. 

Relevant Service Information 
The LBA issued AD 2002--287, dated 

October 17, 2002, in order to assure the 
airworlhiness of these RRD Model Tay 
650-15 turbofan engines in Germany. 

FAA's Determination and Requirements 
of This AD 

Although none of these affec ted disc 
SNs are used on any airplanes that are 
registered in the United States, the 
possibility exists that these disc SNs 
could be installed into engines used on 
au-planes that are regislei•ed in the 
United States in Lhe future. Since an 
unsafe condition has been identified 
that is likely to exist or develop on other 
RRD Tay 650-15 turbofan engines of the 
same type design, this AD is being 
issued to prevent uncontained LP 
turbine stage 2 rotor disc or LP turbine 
stage 3 rotor disc failure due to 
excessive corrosion, and damage to the 
airplane. For engine SNs 17251 , 17255, 
17256, 17273, 17275, 17280,17281, 
17282, 17300, 17301, 17327,17332, 
17365, 17393, 17437, 17563, and 17618, 
this AD requires initial and repetitive 
visual inspections of LP turbine stage 2 
rotor discs and LP turbine stage 3 rotor 
discs for corrosion. 

Bilateral Airworthiness Agreement 
This engine model is manufactured in 

Germany, and is type certificated for 
operation in the United States under the 
provisions of§ 21.29 of the Federal 
Aviation Regulations (14 CFR 21.29) 
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SEC. 342. OFFICE OF MINORITY AND WOMEN INCLUSION 
(a) OFFICE OF MINORITY AND WOMEN INCLUSION.— 
	 (1)	ESTABLISHMENT.—	

(A)	IN	GENERAL.—Except	as	provided	in	subparagraph	
(B),	not	later	than	6	months	after	the	date	of	enactment	of	this	Act,	each	agency	shall	establish	an	Office	of	
Minority	and	Women	Inclusion	that	shall	be	responsible	for	all	matters	of	the	agency	relating	to	diversity	in	
management,	employment,	and	business	activities.	
(B)	BUREAU.—The	Bureau	shall	establish	an	Office	of	Minority	and	Women	Inclusion	not	later	than	6	months	
after	the	designated	transfer	date	established	under	section	1062.	

	 (2)	TRANSFER	OF	RESPONSIBILITIES.—Each	agency	that,	on	the	day	before	the	date	of	enactment	of	this	Act,	
assigned	the	responsibilities	described	in	paragraph	(1)	(or	comparable	responsibilities)	to	another	office	of	the	
agency	shall	ensure	that	such	responsibilities	are	transferred	to	the	Office.	

	 (3)	DUTIES	WITH	RESPECT	TO	CIVIL	RIGHTS	LAWS.—The	responsibilities	described	in	paragraph	(1)	do	not	
include	enforcement	of	statutes,	regulations,	or	executive	orders	pertaining	to	civil	rights,	except	each	Director	
shall	coordinate	with	the	agency	administrator,	or	the	designee	of	the	agency	administrator,	regarding	the	design	
and	implementation	of	any	remedies	resulting	from	violations	of	such	statutes,	regulations,	or	executive	orders.	

(b) DIRECTOR.— 
	 (1)	IN	GENERAL.—The	Director	of	each	Office	shall	be	appointed	by,	and	shall	report	to,	the	agency	

administrator.	The	position	of	Director	shall	be	a	career	reserved	position	in	the	Senior	Executive	Service,	as	that	
position	is	defined	in	section	3132	of	title	5,	United	States	Code,	or	an	equivalent	designation.	

	 (2)	DUTIES.—Each	Director	shall	develop	standards	for—	
(A)	equal	employment	opportunity	and	the	racial,	ethnic,	and	gender	diversity	of	the	workforce	and	senior	
management	of	the	agency;	
(B)	increased	participation	of	minority-owned	and	women-owned	businesses	in	the	programs	and	contracts	of	
the	agency,	including	standards	for	coordinating	technical	assistance	to	such	businesses;	and	
(C)	assessing	the	diversity	policies	and	practices	of	entities	regulated	by	the	agency.	

	 (3)	OTHER	DUTIES.—Each	Director	shall	advise	the	agency	administrator	on	the	impact	of	the	policies	and	
regulations	of	the	agency	on	minority-owned	and	women-owned	businesses.	

	 (4)	RULE	OF	CONSTRUCTION.—Nothing	in	paragraph	(2)(C)	may	be	construed	to	mandate	any	requirement	
on	or	otherwise	affect	the	lending	policies	and	practices	of	any	regulated	entity,	or	to	require	any	specific	action	
based	on	the	findings	of	the	assessment.	

(c) INCLUSION IN ALL LEVELS OF BUSINESS ACTIVITIES.— 
	 (1)	IN	GENERAL.—The	Director	of	each	Office	shall	develop	and	implement	standards	and	procedures	to	ensure,	

to	the	maximum	extent	possible,	the	fair	inclusion	and	utilization	of	minorities,	women,	and	minority-owned	
and	women-owned	businesses	in	all	business	and	activities	of	the	agency	at	all	levels,	including	in	procurement,	
insurance,	and	all	types	of	contracts.	

	 (2)	CONTRACTS.—The	procedures	established	by	each	agency	for	review	and	evaluation	of	contract	proposals	
and	for	hiring	service	providers	shall	include,	to	the	extent	consistent	with	applicable	law,	a	component	that	gives	
consideration	to	the	diversity	of	the	applicant.	Such	procedure	shall	include	a	written	statement,	in	a	form	and	
with	such	content	as	the	Director	shall	prescribe,	that	a	contractor	shall	ensure,	to	the	maximum	extent	possible,	
the	fair	inclusion	of	women	and	minorities	in	the	workforce	of	the	contractor	and,	as	applicable,	subcontractors.	

	 (3)	TERMINATION.—	
(A)	DETERMINATION.—The	standards	and	procedures	developed	and	implemented	under	this	subsection	
shall	include	a	procedure	for	the	Director	to	make	a	determination	whether	an	agency	contractor,	and,	as	
applicable,	a	subcontractor	has	failed	to	make	a	good	faith	effort	to	include	minorities	and	women	in	their	
workforce.	
(B)	EFFECT	OF	DETERMINATION.—	

(i)	RECOMMENDATION	TO	AGENCY	ADMINISTRATOR.—	Upon	a	determination	described	in	
subparagraph	(A),	the	Director	shall	make	a	recommendation	to	the	agency	administrator	that	the	contract	
be	terminated.	
(ii)	ACTION	BY	AGENCY	ADMINISTRATOR.—Upon	receipt	of	a	recommendation	under	clause	(i),	the	
agency	administrator	may—	
(I)	terminate	the	contract;	
(II)	make	a	referral	to	the	Office	of	Federal	Contract	Compliance	Programs	of	the	Department	of	Labor;	or	
(III)	take	other	appropriate	action.	



(d) APPLICABILITY.—This	section	shall	apply	to	all	contracts	of	an	agency	for	services	of	any	kind,	including	
the	services	of	financial	institutions,	investment	banking	firms,	mortgage	banking	firms,	asset	management	firms,	
brokers,	dealers,	financial	services	entities,	underwriters,	accountants,	investment	consultants,	and	providers	of	legal	
services.	The	contracts	referred	to	in	this	subsection	include	all	contracts	for	all	business	and	activities	of	an	agency,	
at	all	levels,	including	contracts	for	the	issuance	or	guarantee	of	any	debt,	equity,	or	security,	the	sale	of	assets,	the	
management	of	the	assets	of	the	agency,	the	making	of	equity	investments	by	the	agency,	and	the	implementation	by	
the	agency	of	programs	to	address	economic	recovery.	

(e) REPORTS.—Each	Office	shall	submit	to	Congress	an	annual	report	regarding	the	actions	taken	by	the	agency	and	
the	Office	pursuant	to	this	section,	which	shall	include—	
	 (1)	a	statement	of	the	total	amounts	paid	by	the	agency	to	contractors	since	the	previous	report;	
	 (2)	the	percentage	of	the	amounts	described	in	paragraph	(1)	that	were	paid	to	contractors	described	in	subsection	

(c)(1);	
	 (3)	the	successes	achieved	and	challenges	faced	by	the	agency	in	operating	minority	and	women	outreach	

programs;	
	 (4)	the	challenges	the	agency	may	face	in	hiring	qualified	minority	and	women	employees	and	contracting	with	

qualified	minority-owned	and	women-owned	businesses;	and	
	 (5)	any	other	information,	findings,	conclusions,	and	recommendations	for	legislative	or	agency	action,	as	the	

Director	determines	appropriate.	

(f) DIVERSITY IN AGENCY WORKFORCE.—Each	agency	shall	take	affirmative	steps	to	seek	diversity	in	the	workforce	
of	the	agency	at	all	levels	of	the	agency	in	a	manner	consistent	with	applicable	law.	Such	steps	shall	include—	
	 (1)	recruiting	at	historically	black	colleges	and	universities,	Hispanic-serving	institutions,	women’s	colleges,	and	

colleges	that	typically	serve	majority	minority	populations;	
	 (2)	sponsoring	and	recruiting	at	job	fairs	in	urban	communities;	
	 (3)	placing	employment	advertisements	in	newspapers	and	magazines	oriented	toward	minorities	and	women;	
	 (4)	partnering	with	organizations	that	are	focused	on	developing	opportunities	for	minorities	and	women	to	place	

talented	young	minorities	and	women	in	industry	internships,	summer	employment,	and	full-time	positions;	
	 (5)	where	feasible,	partnering	with	inner-city	high	schools,	girls’	high	schools,	and	high	schools	with	majority	

minority	populations	to	establish	or	enhance	financial	literacy	programs	and	provide	mentoring;	and	
	 (6)	any	other	mass	media	communications	that	the	Office	determines	necessary.	

(g) DEFINITIONS.—For	purposes	of	this	section,	the	following	definitions	shall	apply:	
	 (1)	AGENCY.—The	term	‘‘agency’’	means—	

(A)	the	Departmental	Offices	of	the	Department	of	the	Treasury;	
(B)	the	Corporation;	
(C)	the	Federal	Housing	Finance	Agency;	
(D)	each	of	the	Federal	reserve	banks;	
(E)	the	Board;	
(F)	the	National	Credit	Union	Administration;
(G)	the	Office	of	the	Comptroller	of	the	Currency;	
(H)	the	Commission;	and	
(I)	the	Bureau.	

	 (2)	AGENCY	ADMINISTRATOR.—The	term	‘‘agency	administrator’’	means	the	head	of	an	agency.	
	 (3)	MINORITY.—The	term	‘‘minority’’	has	the	same	meaning	as	in	section	1204(c)	of	the	Financial	Institutions	

Reform,	Recovery,	and	Enforcement	Act	of	1989	(12	U.S.C.	1811	note).	
	 (4)	MINORITY-OWNED	BUSINESS.—The	term	‘‘minority-owned	business’’	has	the	same	meaning	as	in	section	

21A(r)(4)(A)	of	the	Federal	Home	Loan	Bank	Act	(12	U.S.C.	1441a(r)(4)(A)),	as	in	effect	on	the	day	before	the	
transfer	date.	

	 (5)	OFFICE.—The	term	‘‘Office’’	means	the	Office	of	Minority	and	Women	Inclusion	established	by	an	agency	
under	subsection	(a).	

	 (6)	WOMEN-OWNED	BUSINESS.—The	term	‘‘women-owned	business’’	has	the	meaning	given	the	term	
‘‘women’s	business’’	in	section	21A(r)(4)(B)	of	the	Federal	Home	Loan	Bank	Act	(12	U.S.C.	1441a(r)(4)(B)),	as	in	
effect	on	the	day	before	the	transfer	date.
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§1614.701   Purpose and scope.

This subpart implements Title III of the Notification and Federal Employee Antidiscrimination and
Retaliation Act of 2002 (No FEAR Act), Pub. L. 107-174. It sets forth the basic responsibilities of
Federal agencies and the Commission to post certain information on their public Web sites.

 Back to Top

§1614.702   Definitions.

The following definitions apply for purposes of this subpart.

(a) The term Federal agency or agency means an Executive agency (as defined in 5 U.S.C. 105),
the United States Postal Service, and the Postal Rate Commission.

(b) The term Commission means the Equal Employment Opportunity Commission and any
subdivision thereof authorized to act on its behalf.

(c) The term investigation refers to the step of the federal sector EEO process described in 29
CFR 1614.108 and 1614.106(e)(2) and, for purposes of this subpart, it commences when the
complaint is filed and ceases when the complainant is given notice under §1614.108(f) of the right to
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request a hearing or to receive an immediate final decision without a hearing.

(d) The term hearing refers to the step of the federal sector EEO process described in 29 CFR
1614.109 and, for purposes of §1614.704(l)(2)(ii), it commences on the date the agency is informed by
the complainant or EEOC, whichever occurs first, that the complainant has requested a hearing and
ends on the date the agency receives from the EEOC notice that the EEOC Administrative Judge (AJ)
is returning the case to the agency to take final action. For all other purposes under this subpart, a
hearing commences when the AJ receives the complaint file from the agency and ceases when the AJ
returns the case to the agency to take final action.

(e) For purposes of §1614.704(i), (j), and (k) the phrase without a hearing refers to a final action
by an agency that is rendered:

(1) When an agency does not receive a reply to a notice issued under §1614.108(f);

(2) After a complainant requests an immediate final decision;

(3) After a complainant withdraws a request for a hearing; and

(4) After an administrative judge cancels a hearing and remands the matter to the agency.

(f) For purposes of §1614.704(i), (j), and (k), the term after a hearing refers to a final action by an
agency that is rendered following a decision by an administrative judge under §1614.109(f)(3)(iv), (g)
or (i).

(g) The phrase final action by an agency refers to the step of the federal sector EEO process
described in 29 CFR 1614.110 and, for purposes of this subpart, it commences when the agency
receives a decision by an Administrative Judge (AJ), receives a request from the complainant for an
immediate final decision without a hearing or fails to receive a response to a notice issued under
§1614.108(f) and ceases when the agency issues a final order or final decision on the complaint.

(h) The phrase final action by an agency involving a finding of discrimination means:

(1) A final order issued by an agency pursuant to §1614.110(a) following a finding of
discrimination by an administrative judge; and

(2) A final decision issued by an agency pursuant to §1614.110(b) in which the agency finds
discrimination.

(i) The term appeal refers to the step of the federal sector EEO process described in 29 CFR
1614.401 and, for purposes of this subpart, it commences when the appeal is received by the
Commission and ceases when the appellate decision is issued.

(j) The term basis of alleged discrimination refers to the individual's protected status (i.e., race,
color, religion, reprisal, sex, national origin, Equal Pay Act, age, disability, or genetic information). Only
those bases protected by Title VII of the Civil Rights Act of 1964, as amended, 42 U.S.C. 2000e et
seq., the Equal Pay Act of 1963, 29 U.S.C. 206(d), the Age Discrimination in Employment Act of 1967,
as amended, 29 U.S.C. 621 et seq., the Rehabilitation Act of 1973, as amended, 29 U.S.C. 791 et
seq., and the Genetic Information Nondiscrimination Act, 42 U.S.C. 2000ff et seq., are covered by the
federal EEO process.

(k) The term issue of alleged discrimination means one of the following challenged agency actions
affecting a term or condition of employment as listed on EEOC Standard Form 462 (“Annual Federal
Equal Employment Opportunity Statistical Report of Discrimination Complaints”): Appointment/hire;
assignment of duties; awards; conversion to full time; disciplinary action/demotion; disciplinary
action/reprimand; disciplinary action/suspension; disciplinary action/removal; duty hours;
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evaluation/appraisal; examination/test; harassment/non-sexual; harassment/sexual; medical
examination; pay/overtime; promotion/non-selection; reassignment/denied; reassignment/directed;
reasonable accommodation; reinstatement; retirement; termination; terms/conditions of employment;
time and attendance; training; and, other.

(l) The term subordinate component refers to any organizational sub-unit directly below the
agency or department level which has 1,000 or more employees and is required to submit EEOC Form
715-01 to EEOC pursuant to EEOC Equal Employment Opportunity Management Directive 715.

[57 FR 12646, Apr. 10, 1992, as amended at 74 FR 63984, Dec. 7, 2009]

 Back to Top

§1614.703   Manner and format of data.

(a) Agencies shall post their statistical data in the following two formats: Portable Document
Format (PDF); and an accessible text format that complies with section 508 of the Rehabilitation Act.

(b) Agencies shall prominently post the date they last updated the statistical information on the
Web site location containing the statistical data.

(c) In addition to providing aggregate agency-wide data, an agency shall include separate data for
each subordinate component. Such data shall be identified as pertaining to the particular subordinate
component.

(d) Data posted under this subpart will be titled “Equal Employment Opportunity Data Posted
Pursuant to Title III of the Notification and Federal Employee Antidiscrimination and Retaliation Act of
2002 (No FEAR Act), Pub. L. 107-174,” and a hyperlink to the data, entitled “No FEAR Act Data” will
be posted on the homepage of an agency's public Web site. In the case of agencies with subordinate
components, the data shall be made available by hyperlinks from the homepages of the Web sites (if
any exist) of the subordinate components as well as the homepage of the Web site of the parent
agency.

(e) Agencies shall post cumulative data pursuant to §1614.704 for the current fiscal year.
Agencies may not post separate quarterly statistics for the current fiscal year.

(f) Data posted pursuant to §1614.704 by agencies having 100 or more employees, and all
subordinate component data posted pursuant to subsection 1614.703(c), shall be presented in the
manner and order set forth in the template EEOC has placed for this purpose on its public Web site.

(1) Cumulative quarterly and fiscal year data shall appear in vertical columns. The oldest fiscal
year data shall be listed first, reading left to right, with the other fiscal years appearing in the adjacent
columns in chronological order. The current cumulative quarterly or year-end data shall appear in the
last, or far-right, column.

(2) The categories of data as set forth in §1614.704(a) through (m) of this subpart shall appear in
horizontal rows. When reading from top to bottom, the order of the categories shall be in the same
order as those categories appear in §1614.704(a) through (m).

(3) When posting data pursuant to §1614.704(d) and (j), bases of discrimination shall be arranged
in the order in which they appear in §1614.702(j). The category “non-EEO basis” shall be posted last,
after the basis of “disability.”

(4) When posting data pursuant to §1614.704(e) and (k), issues of discrimination shall be
arranged in the order in which they appear in §1614.702(k). Only those issues set forth in
§1614.702(k) shall be listed.
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(g) Agencies shall ensure that the data they post under this subpart can be readily accessed
through one or more commercial search engines.

(h) Within 60 days of the effective date of this rule, an agency shall provide the Commission the
Uniform Resource Locator (URL) for the data it posts under this subpart. Thereafter, new or changed
URLs shall be provided within 30 days.

(i) Processing times required to be posted under this subpart shall be recorded using number of
days.

 Back to Top

§1614.704   Information to be posted—all Federal agencies.

Commencing on January 31, 2004 and thereafter no later than 30 days after the end of each fiscal
quarter beginning on or after January 1, 2004, each Federal agency shall post the following current
fiscal year statistics on its public Internet Web site regarding EEO complaints filed under 29 CFR part
1614.

(a) The number of complaints filed in such fiscal year.

(b) The number of individuals filing those complaints (including as the agent of a class).

(c) The number of individuals who filed two or more of those complaints.

(d) The number of those complaints, whether initially or through amendment, raising each of the
various bases of alleged discrimination and the number of complaints in which a non-EEO basis is
alleged.

(e) The number of those complaints, whether initially or through amendment, raising each of the
various issues of alleged discrimination.

(f) The average length of time it has taken an agency to complete, respectively, investigation and
final action by an agency for:

(1) All complaints pending for any length of time during such fiscal year;

(2) All complaints pending for any length of time during such fiscal year in which a hearing was not
requested; and

(3) All complaints pending for any length of time during such fiscal year in which a hearing was
requested.

(g) The number of complaints dismissed by an agency pursuant to 29 CFR 1614.107(a), and the
average length of time such complaints had been pending prior to dismissal.

(h) The number of complaints withdrawn by complainants.

(i)(1) The total number of final actions by an agency rendered in such fiscal year involving a
finding of discrimination and, of that number,

(2) The number and percentage that were rendered without a hearing, and

(3) The number and percentage that were rendered after a hearing.

(j) Of the total number of final actions by an agency rendered in such fiscal year involving a finding
of discrimination,
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(1) The number and percentage of those based on each respective basis,

(2) The number and percentage for each respective basis that were rendered without a hearing,
and

(3) The number and percentage for each respective basis that were rendered after a hearing.

(k) Of the total number of final actions by an agency rendered in such fiscal year involving a
finding of discrimination,

(1) The number and percentage for each respective issue,

(2) The number and percentage for each respective issue that were rendered without a hearing,
and

(3) The number and percentage for each respective issue that were rendered after a hearing.

(l) Of the total number of complaints pending for any length of time in such fiscal year,

(1) The number that were first filed before the start of the then current fiscal year,

(2) Of those complaints falling within subsection (l)(1),

(i) The number of individuals who filed those complaints, and

(ii) The number that are pending, respectively, at the investigation, hearing, final action by an
agency, and appeal step of the process.

(m) Of the total number of complaints pending for any length of time in such fiscal year, the total
number of complaints in which the agency has not completed its investigation within the time required
by 29 CFR 1614.106(e)(2) plus any extensions authorized by that section or §1614.108(e).

 Back to Top

§1614.705   Comparative data—all Federal agencies.

Commencing on January 31, 2004 and no later than January 31 of each year thereafter, each
Federal agency shall post year-end data corresponding to that required to be posted by §1614.704 for
each of the five immediately preceding fiscal years (or, if not available for all five fiscal years, for
however many of those five fiscal years for which data are available). For each category of data, the
agency shall post a separate figure for each fiscal year.

 Back to Top

§1614.706   Other data.

Agencies shall not include or otherwise post with the data required to be posted under §1614.704
and 1614.705 of this subpart any other data, whether or not EEO related, but may post such other
data on another, separate, Web page.

 Back to Top

§1614.707   Data to be posted by EEOC.

(a) Commencing on January 31, 2004 and thereafter no later than 30 days after the end of each
fiscal quarter beginning on or after January 1, 2004, the Commission shall post the following current
fiscal year statistics on its public Internet Web site regarding hearings requested under this part 1614.
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(1) The number of hearings requested in such fiscal year.

(2) The number of individuals filing those requests.

(3) The number of individuals who filed two or more of those requests.

(4) The number of those hearing requests involving each of the various bases of alleged
discrimination.

(5) The number of those hearing requests involving each of the various issues of alleged
discrimination.

(6) The average length of time it has taken EEOC to complete the hearing step for all cases
pending at the hearing step for any length of time during such fiscal year.

(7)(i) The total number of administrative judge (AJ) decisions rendered in such fiscal year
involving a finding of discrimination and, of that number,

(ii) The number and percentage that were rendered without a hearing, and

(iii) The number and percentage that were rendered after a hearing.

(8) Of the total number of AJ decisions rendered in such fiscal year involving a finding of
discrimination,

(i) The number and percentage of those based on each respective basis,

(ii) The number and percentage for each respective basis that were rendered without a hearing,
and

(iii) The number and percentage for each respective basis that were rendered after a hearing.

(9) Of the total number of AJ decisions rendered in such fiscal year involving a finding of
discrimination,

(i) The number and percentage for each respective issue,

(ii) The number and percentage for each respective issue that were rendered without a hearing,
and

(iii) The number and percentage for each respective issue that were rendered after a hearing.

(10) Of the total number of hearing requests pending for any length of time in such fiscal year,

(i) The number that were first filed before the start of the then current fiscal year, and

(ii) The number of individuals who filed those hearing requests in earlier fiscal years.

(11) Of the total number of hearing requests pending for any length of time in such fiscal year, the
total number in which the Commission failed to complete the hearing step within the time required by
§1614.109(i).

(b) Commencing on January 31, 2004 and thereafter no later than 30 days after the end of each
fiscal quarter beginning on or after January 1, 2004, the Commission shall post the following current
fiscal year statistics on its public Internet Web site regarding EEO appeals filed under part 1614.

(1) The number of appeals filed in such fiscal year.
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(2) The number of individuals filing those appeals (including as the agent of a class).

(3) The number of individuals who filed two or more of those appeals.

(4) The number of those appeals raising each of the various bases of alleged discrimination.

(5) The number of those appeals raising each of the various issues of alleged discrimination.

(6) The average length of time it has taken EEOC to issue appellate decisions for:

(i) All appeals pending for any length of time during such fiscal year;

(ii) All appeals pending for any length of time during such fiscal year in which a hearing was not
requested; and

(iii) All appeals pending for any length of time during such fiscal year in which a hearing was
requested.

(7)(i) The total number of appellate decisions rendered in such fiscal year involving a finding of
discrimination and, of that number,

(ii) The number and percentage that involved a final action by an agency rendered without a
hearing, and

(iii) The number and percentage that involved a final action by an agency after a hearing.

(8) Of the total number of appellate decisions rendered in such fiscal year involving a finding of
discrimination,

(i) The number and percentage of those based on each respective basis of discrimination,

(ii) The number and percentage for each respective basis that involved a final action by an agency
rendered without a hearing, and

(iii) The number and percentage for each respective basis that involved a final action by an
agency rendered after a hearing.

(9) Of the total number of appellate decisions rendered in such fiscal year involving a finding of
discrimination,

(i) The number and percentage for each respective issue of discrimination,

(ii) The number and percentage for each respective issue that involved a final action by an agency
rendered without a hearing, and

(iii) The number and percentage for each respective issue that involved a final action by an
agency rendered after a hearing.

(10) Of the total number of appeals pending for any length of time in such fiscal year,

(i) The number that were first filed before the start of the then current fiscal year, and

(ii) The number of individuals who filed those appeals in earlier fiscal years.

 Back to Top
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124 STAT. 1541 PUBLIC LAW 111–203—JULY 21, 2010 

(1) continue to operate any branch or agency that the 
savings association operated immediately before the savings 
association became a bank; and 

(2) establish, acquire, and operate additional branches and 
agencies at any location within any State in which the savings 
association operated a branch immediately before the savings 
association became a bank, if the law of the State in which 
the branch is located, or is to be located, would permit establish-
ment of the branch if the bank were a State bank chartered 
by such State. 

SEC. 342. OFFICE OF MINORITY AND WOMEN INCLUSION. 

(a) OFFICE OF MINORITY AND WOMEN INCLUSION.— 
(1) ESTABLISHMENT.— 

(A) IN GENERAL.—Except as provided in subparagraph 
(B), not later than 6 months after the date of enactment 
of this Act, each agency shall establish an Office of Minority 
and Women Inclusion that shall be responsible for all mat-
ters of the agency relating to diversity in management, 
employment, and business activities. 

(B) BUREAU.—The Bureau shall establish an Office 
of Minority and Women Inclusion not later than 6 months 
after the designated transfer date established under section 
1062. 
(2) TRANSFER OF RESPONSIBILITIES.—Each agency that, on 

the day before the date of enactment of this Act, assigned 
the responsibilities described in paragraph (1) (or comparable 
responsibilities) to another office of the agency shall ensure 
that such responsibilities are transferred to the Office. 

(3) DUTIES WITH RESPECT TO CIVIL RIGHTS LAWS.—The 
responsibilities described in paragraph (1) do not include 
enforcement of statutes, regulations, or executive orders per-
taining to civil rights, except each Director shall coordinate 
with the agency administrator, or the designee of the agency 
administrator, regarding the design and implementation of any 
remedies resulting from violations of such statutes, regulations, 
or executive orders. 
(b) DIRECTOR.— 

(1) IN GENERAL.—The Director of each Office shall be 
appointed by, and shall report to, the agency administrator. 
The position of Director shall be a career reserved position 
in the Senior Executive Service, as that position is defined 
in section 3132 of title 5, United States Code, or an equivalent 
designation. 

(2) DUTIES.—Each Director shall develop standards for— 
(A) equal employment opportunity and the racial, 

ethnic, and gender diversity of the workforce and senior 
management of the agency; 

(B) increased participation of minority-owned and 
women-owned businesses in the programs and contracts 
of the agency, including standards for coordinating tech-
nical assistance to such businesses; and 

(C) assessing the diversity policies and practices of 
entities regulated by the agency. 
(3) OTHER DUTIES.—Each Director shall advise the agency 

administrator on the impact of the policies and regulations 
of the agency on minority-owned and women-owned businesses. 

Standards. 

Deadlines. 

12 USC 5452. 
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124 STAT. 1542 PUBLIC LAW 111–203—JULY 21, 2010 

(4) RULE OF CONSTRUCTION.—Nothing in paragraph (2)(C) 
may be construed to mandate any requirement on or otherwise 
affect the lending policies and practices of any regulated entity, 
or to require any specific action based on the findings of the 
assessment. 
(c) INCLUSION IN ALL LEVELS OF BUSINESS ACTIVITIES.— 

(1) IN GENERAL.—The Director of each Office shall develop 
and implement standards and procedures to ensure, to the 
maximum extent possible, the fair inclusion and utilization 
of minorities, women, and minority-owned and women-owned 
businesses in all business and activities of the agency at all 
levels, including in procurement, insurance, and all types of 
contracts. 

(2) CONTRACTS.—The procedures established by each 
agency for review and evaluation of contract proposals and 
for hiring service providers shall include, to the extent con-
sistent with applicable law, a component that gives consider-
ation to the diversity of the applicant. Such procedure shall 
include a written statement, in a form and with such content 
as the Director shall prescribe, that a contractor shall ensure, 
to the maximum extent possible, the fair inclusion of women 
and minorities in the workforce of the contractor and, as 
applicable, subcontractors. 

(3) TERMINATION.— 
(A) DETERMINATION.—The standards and procedures 

developed and implemented under this subsection shall 
include a procedure for the Director to make a determina-
tion whether an agency contractor, and, as applicable, a 
subcontractor has failed to make a good faith effort to 
include minorities and women in their workforce. 

(B) EFFECT OF DETERMINATION.— 
(i) RECOMMENDATION TO AGENCY ADMINIS-

TRATOR.—Upon a determination described in subpara-
graph (A), the Director shall make a recommendation 
to the agency administrator that the contract be termi-
nated. 

(ii) ACTION BY AGENCY ADMINISTRATOR.—Upon 
receipt of a recommendation under clause (i), the 
agency administrator may— 

(I) terminate the contract; 
(II) make a referral to the Office of Federal 

Contract Compliance Programs of the Department 
of Labor; or 

(III) take other appropriate action. 
(d) APPLICABILITY.—This section shall apply to all contracts 

of an agency for services of any kind, including the services of 
financial institutions, investment banking firms, mortgage banking 
firms, asset management firms, brokers, dealers, financial services 
entities, underwriters, accountants, investment consultants, and 
providers of legal services. The contracts referred to in this sub-
section include all contracts for all business and activities of an 
agency, at all levels, including contracts for the issuance or guar-
antee of any debt, equity, or security, the sale of assets, the manage-
ment of the assets of the agency, the making of equity investments 
by the agency, and the implementation by the agency of programs 
to address economic recovery. 

Standards. 
Procedures. 
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124 STAT. 1543 PUBLIC LAW 111–203—JULY 21, 2010 

(e) REPORTS.—Each Office shall submit to Congress an annual 
report regarding the actions taken by the agency and the Office 
pursuant to this section, which shall include— 

(1) a statement of the total amounts paid by the agency 
to contractors since the previous report; 

(2) the percentage of the amounts described in paragraph 
(1) that were paid to contractors described in subsection (c)(1); 

(3) the successes achieved and challenges faced by the 
agency in operating minority and women outreach programs; 

(4) the challenges the agency may face in hiring qualified 
minority and women employees and contracting with qualified 
minority-owned and women-owned businesses; and 

(5) any other information, findings, conclusions, and rec-
ommendations for legislative or agency action, as the Director 
determines appropriate. 
(f) DIVERSITY IN AGENCY WORKFORCE.—Each agency shall take 

affirmative steps to seek diversity in the workforce of the agency 
at all levels of the agency in a manner consistent with applicable 
law. Such steps shall include— 

(1) recruiting at historically black colleges and universities, 
Hispanic-serving institutions, women’s colleges, and colleges 
that typically serve majority minority populations; 

(2) sponsoring and recruiting at job fairs in urban commu-
nities; 

(3) placing employment advertisements in newspapers and 
magazines oriented toward minorities and women; 

(4) partnering with organizations that are focused on devel-
oping opportunities for minorities and women to place talented 
young minorities and women in industry internships, summer 
employment, and full-time positions; 

(5) where feasible, partnering with inner-city high schools, 
girls’ high schools, and high schools with majority minority 
populations to establish or enhance financial literacy programs 
and provide mentoring; and 

(6) any other mass media communications that the Office 
determines necessary. 
(g) DEFINITIONS.—For purposes of this section, the following 

definitions shall apply: 
(1) AGENCY.—The term ‘‘agency’’ means— 

(A) the Departmental Offices of the Department of 
the Treasury; 

(B) the Corporation; 
(C) the Federal Housing Finance Agency; 
(D) each of the Federal reserve banks; 
(E) the Board; 
(F) the National Credit Union Administration; 
(G) the Office of the Comptroller of the Currency; 
(H) the Commission; and 
(I) the Bureau. 

(2) AGENCY ADMINISTRATOR.—The term ‘‘agency adminis-
trator’’ means the head of an agency. 

(3) MINORITY.—The term ‘‘minority’’ has the same meaning 
as in section 1204(c) of the Financial Institutions Reform, 
Recovery, and Enforcement Act of 1989 (12 U.S.C. 1811 note). 

(4) MINORITY-OWNED BUSINESS.—The term ‘‘minority-owned 
business’’ has the same meaning as in section 21A(r)(4)(A) 

Applicability. 
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Administration of Barack Obama, 2011 

Executive Order 13583—Establishing a Coordinated Government-Wide 
Initiative To Promote Diversity and Inclusion in the Federal Workforce 
August 18, 2011 

By the authority vested in me as President by the Constitution and the laws of the United 
States of America, and in order to promote the Federal workplace as a model of equal 
opportunity, diversity, and inclusion, it is hereby ordered as follows: 

Section 1. Policy.  Our Nation derives strength from the diversity of its population and 
from its commitment to equal opportunity for all. We are at our best when we draw on the 
talents of all parts of our society, and our greatest accomplishments are achieved when diverse 
perspectives are brought to bear to overcome our greatest challenges. 

A commitment to equal opportunity, diversity, and inclusion is critical for the Federal 
Government as an employer. By law, the Federal Government's recruitment policies should 
"endeavor to achieve a work force from all segments of society." (5 U.S.C. 2301(b)(1)). As the 
Nation's largest employer, the Federal Government has a special obligation to lead by example. 
Attaining a diverse, qualified workforce is one of the cornerstones of the merit-based civil 
service. 

Prior Executive Orders, including but not limited to those listed below, have taken a 
number of steps to address the leadership role and obligations of the Federal Government as 
an employer. For example, Executive Order 13171 of October 12, 2000 (Hispanic 
Employment in the Federal Government), directed executive departments and agencies to 
implement programs for recruitment and career development of Hispanic employees and 
established a mechanism for identifying best practices in doing so. Executive Order 13518 of 
November 9, 2009 (Employment of Veterans in the Federal Government), required the 
establishment of a Veterans Employment Initiative. Executive Order 13548 of July 26, 2010 
(Increasing Federal Employment of Individuals with Disabilities), and its related predecessors, 
Executive Order 13163 of July 26, 2000 (Increasing the Opportunity for Individuals With 
Disabilities to be Employed in the Federal Government), and Executive Order 13078 of 
March 13, 1998 (Increasing Employment of Adults With Disabilities), sought to tap the skills of 
the millions of Americans living with disabilities. 

To realize more fully the goal of using the talents of all segments of society, the Federal 
Government must continue to challenge itself to enhance its ability to recruit, hire, promote, 
and retain a more diverse workforce. Further, the Federal Government must create a culture 
that encourages collaboration, flexibility, and fairness to enable individuals to participate to 
their full potential. 

Wherever possible, the Federal Government must also seek to consolidate compliance 
efforts established through related or overlapping statutory mandates, directions from 
Executive Orders, and regulatory requirements. By this order, I am directing executive 
departments and agencies (agencies) to develop and implement a more comprehensive, 
integrated, and strategic focus on diversity and inclusion as a key component of their human 
resources strategies. This approach should include a continuing effort to identify and adopt 
best practices, implemented in an integrated manner, to promote diversity and remove barriers 
to equal employment opportunity, consistent with merit system principles and applicable law. 

1 

AUTHENTICATE ~ U.S. GOVERNMENT . 
INFORMATION 

GPO 



Sec. 2. Government-Wide Diversity and Inclusion Initiative and Strategic Plan.  The 
Director of the Office of Personnel Management (OPM) and the Deputy Director for 
Management of the Office of Management and Budget (OMB), in coordination with the 
President's Management Council (PMC) and the Chair of the Equal Employment Opportunity 
Commission (EEOC), shall: 

(a) establish a coordinated Government-wide initiative to promote diversity and inclusion 
in the Federal workforce; 

(b) within 90 days of the date of this order: 

(i)   develop and issue a Government-wide Diversity and Inclusion Strategic Plan 
(Government-wide Plan), to be updated as appropriate and at a minimum every 4 
years, focusing on workforce diversity, workplace inclusion, and agency accountability 
and leadership. The Government-wide Plan shall highlight comprehensive strategies 
for agencies to identify and remove barriers to equal employment opportunity that 
may exist in the Federal Government's recruitment, hiring, promotion, retention, 
professional development, and training policies and practices; 

(ii)  review applicable directives to agencies related to the development or submission 
of agency human capital and other workforce plans and reports in connection with 
recruitment, hiring, promotion, retention, professional development, and training 
policies and practices, and develop a strategy for consolidating such agency plans and 
reports where appropriate and permitted by law; and 

(iii) provide guidance to agencies concerning formulation of agency-specific Diversity 
and Inclusion Strategic Plans prepared pursuant to section 3(b) of this order; 

(c) identify appropriate practices to improve the effectiveness of each agency's efforts to 
recruit, hire, promote, retain, develop, and train a diverse and inclusive workforce, consistent 
with merit system principles and applicable law; and 

(d) establish a system for reporting regularly on agencies' progress in implementing their 
agency-specific Diversity and Inclusion Strategic Plans and in meeting the objectives of this 
order. 

Sec. 3. Responsibilities of Executive Departments and Agencies.  All agencies shall 
implement the Government-wide Plan prepared pursuant to section 2 of this order, and such 
other related guidance as issued from time to time by the Director of OPM and Deputy 
Director for Management of OMB. In addition, the head of each executive department and 
agency referred to under subsections (1) and (2) of section 901(b) of title 31, United States 
Code, shall: 

(a) designate the agency's Chief Human Capital Officer to be responsible for enhancing 
employment and promotion opportunities within the agency, in collaboration with the agency's 
Director of Equal Employment Opportunity and Director of Diversity and Inclusion, if any, 
and consistent with law and merit system principles, including development and 
implementation of the agency-specific Diversity and Inclusion Strategic Plan; 

(b) within 120 days of the issuance of the Government-wide Plan or its update under 
section 2(b)(i) of this order, develop and submit for review to the Director of OPM and the 
Deputy Director for Management of OMB an agency-specific Diversity and Inclusion Strategic 
Plan for recruiting, hiring, training, developing, advancing, promoting, and retaining a diverse 
workforce consistent with applicable law, the Government-wide Plan, merit system principles, 
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the agency's overall strategic plan, its human capital plan prepared pursuant to Part 250 of title 
5 of the Code of Federal Regulations, and other applicable workforce planning strategies and 
initiatives; 

(c) implement the agency-specific Diversity and Inclusion Strategic Plan after 
incorporating it into the agency's human capital plan; and 

(d) provide information as specified in the reporting requirements developed under 
section 2(d). 

Sec. 4. General Provisions.  (a) Nothing in this order shall be construed to impair or 
otherwise affect: 

(i)  authority granted to a department or agency or the head thereof, including the 
authority granted to EEOC by other Executive Orders (including Executive Order 
12067) or any agency's authority to establish an independent Diversity and Inclusion 
Office; or  

(ii) functions of the Director of OMB relating to budgetary, administrative, or 
legislative proposals. 

(b) This order shall be implemented consistent with applicable law and subject to the 
availability of appropriations. 

(c) This order is not intended to, and does not, create any right or benefit, substantive or 
procedural, enforceable at law or in equity by any party against the United States, its 
departments, agencies, or entities, its officers, employees, or agents, or any other person. 

BARACK OBAMA 

The White House, 
August 18, 2011. 

[Filed with the Office of the Federal Register, 11:15 a.m., August 22, 2011] 

NOTE: This Executive order was published in the Federal Register on August 23. 

Categories: Executive Orders : Federal workforce, Government-wide initiative to promote 
diversity and inclusion, establishment. 

Subjects: Government organization and employees : Federal workforce, Government-wide 
initiative to promote diversity and inclusion; Government organizations and employees : 
Recruitment and retention, strengthening efforts. 

DCPD Number: DCPD201100581. 
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1 Federal Reserve Banks as Depositaries and
Fiscal Agents of United States . . . . . . . . . . . . . 12 U.S.C. §391

2 Nonmember Banks as Depositaries
of United States . . . . . . . . . . . . . . . . . . . . . . . . . . 12 U.S.C. §392

3 Depositaries and Fiscal Agents of
Institutions of the Farm Credit System . . . . . . 12 U.S.C. §393

SECTION 16 Federal Reserve Notes and
Gold Deposits

1 Issuance of Federal Reserve Notes; Nature
of Obligation; Where Redeemable . . . . . . . . . . 12 U.S.C. §411

2 Nonmember Banks as Depositaries
of United States . . . . . . . . . . . . . . . . . . . . . . . . . . 12 U.S.C. §412

3 Distinctive Letter on Notes; Destruction
of Unfit Notes . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12 U.S.C. §413

4 Granting Right to Issue Notes . . . . . . . . . . . . . . . 12 U.S.C. §414

F.R. ACT U.S. CODE CITATIONS

454 TEXTUAL CHANGES (9/14)



Paragraph or
Subsection Topic USC Section

5 Deposit to Reduce Liability for Outstanding
Notes . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12 U.S.C. §415

6 Substitution of Collateral; Retirement
of Federal Reserve Notes . . . . . . . . . . . . . . . . . . 12 U.S.C. §416

7 Custody of Reserve Notes, Gold Certificates,
and Lawful Money . . . . . . . . . . . . . . . . . . . . . . . . 12 U.S.C. §417

8 Engraving of Plates; Denominations
and Form of Notes . . . . . . . . . . . . . . . . . . . . . . . . 12 U.S.C. §418

9 Custody of Unissued Notes . . . . . . . . . . . . . . . . . . 12 U.S.C. §419

10 Custody of Plates and Dies; Expenses
of Issue and Retirement of Notes . . . . . . . . . . 12 U.S.C. §420

11 Examination of Plates, Dies, Etc. . . . . . . . . . . . . 12 U.S.C. §421

12 Appropriation for Engraving, Etc. . . . . . . . . . . . deleted from U.S.C.;
formerly at
12 U.S.C. §422

13 Checks and Drafts to be Received
on Deposit at Par . . . . . . . . . . . . . . . . . . . . . . . . . 12 U.S.C. §360

14 Transfer of Funds Among Federal Reserve
Banks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12 U.S.C. §248-1

15 Gold Deposits and Gold Certificate
Deposits . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12 U.S.C. §467

16 Expenses . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12 U.S.C. §467

17 Preservation of Provisions of Act
of March 14, 1900 . . . . . . . . . . . . . . . . . . . . . . . . . 12 U.S.C. §467

SECTION 17 Deposit of Bonds by National Banks. . . . . . 12 U.S.C. §101a

SECTION 18 Refunding Bonds

1 Application to Sell Bonds Securing
Circulation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12 U.S.C. §441

2 Purchase of Bonds by Federal Reserve
Banks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12 U.S.C. §442

3 Allotment of Bonds to be Purchased . . . . . . . . . 12 U.S.C. §442

4 Transfer and Payment . . . . . . . . . . . . . . . . . . . . . . 12 U.S.C. §443

5 Federal Reserve Bank Notes . . . . . . . . . . . . . . . . 12 U.S.C. §444

6 Collateral for Notes; Form and Tenor;
Redemption; Etc. (repealed, in effect) . . . . . . deleted from U.S.C.;

formerly at
12 U.S.C. §445
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7 Exchange of 2 Percent Gold Bonds
for One-Year Gold Notes and 30-Year
3 Percent Gold Bonds . . . . . . . . . . . . . . . . . . . . . 12 U.S.C. §446

8 Issue of One-Year Treasury Notes
and 30-Year 3 Percent Gold Bonds . . . . . . . . . 12 U.S.C. §447

9 Exchange of 3 Percent Bonds
for One-Year Notes . . . . . . . . . . . . . . . . . . . . . . . . 12 U.S.C. §448

SECTION 19 Bank Reserves

(a) Authority to Define Terms . . . . . . . . . . . . . . . . . . . 12 U.S.C. §461(a)

(b) Definitions, Reserve Requirements,
Waivers . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12 U.S.C. §461(b)

(c) Promulgation of Rules and Regulations
Regarding Maintenance of Balances . . . . . . . 12 U.S.C. §461(c)

Former Reserve Requirements
(repealed) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . formerly at 12 U.S.C.

§§462, 462a, 462a–1,
462b, 462c

(d) Member Banks Making Security Loans
for Others . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12 U.S.C. §374a

(e) Deposits with Depository Institutions
Without Access to Federal Reserve
Advances; Discounts for Nonmember
Banks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12 U.S.C. §463

and §374

(f) Checking Against and Withdrawal
of Reserve Balance . . . . . . . . . . . . . . . . . . . . . . . . 12 U.S.C. §464

(g) Deductions in Computing Reserves . . . . . . . . . . 12 U.S.C. §465

(h) Bank in Dependencies and Insular
Possessions as Member Banks; Reserves . . . 12 U.S.C. §466

(i) Interest on Demand Deposits (repealed) . . . . . formerly at
12 U.S.C. §371a

(j) Advertisement of Interest on Time
and Savings Deposits . . . . . . . . . . . . . . . . . . . . . 12 U.S.C. §371b

(k) Applicability of State Using Ceilings
to Certain Obligations Issued by Bank
and Affiliates (repealed) . . . . . . . . . . . . . . . . . . . formerly at

12 U.S.C. §371b–1

(l) Civil Money Penalties. . . . . . . . . . . . . . . . . . . . . . . . 12 U.S.C. §505

(m) Notice Under this Section
After Separation From Service . . . . . . . . . . . . . 12 U.S.C. §506
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SECTION 20 National Bank Notes Redemption
Fund as Reserve . . . . . . . . . . . . . . . . . . . . . . . . 12 U.S.C. §121

SECTION 21 Bank Examination

Amendment of section §5240,
Revised Statutes . . . . . . . . . . . . . . . . . . . . . . . . . . omitted from U.S.C.

1 Examination of National Banks
and Affiliates of National Banks . . . . . . . . . . . 12 U.S.C. §481

2 Powers in Examining Affiliates;
Expenses of Examinations . . . . . . . . . . . . . . . . 12 U.S.C. §481

3 Salaries of Examiners . . . . . . . . . . . . . . . . . . . . . . . 12 U.S.C. §482

4 Assessments to Defray Expenses . . . . . . . . . . . . 12 U.S.C. §482

5 Special Examinations by Reserve Banks . . . . . 12 U.S.C. §483

6 Visitatorial Powers . . . . . . . . . . . . . . . . . . . . . . . . . . 12 U.S.C. §484

7 Examinations of Federal Reserve Banks . . . . . 12 U.S.C. §485

8 Waiver of Reports and Examinations
of Affiliates . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12 U.S.C. §486

SECTION 22 Offenses of Examiners, Member Banks,
Officers, and Directors

(a) Prohibition on Member Banks in Making
Loans or Grants to Bank Examiners
(repealed, see 18 U.S.C. §§212,
213 and 655) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . formerly at

12 U.S.C. §593

(b) Prohibition on Bank Examiners in
Compensation and Disclosure
(repealed, see 18 U.S.C. §§1906
and 1907) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . formerly at

12 U.S.C. §594

(c) Prohibition on Member Bank Staff
in Bribery and Conflict of Interest
(repealed, see 18 U.S.C. §220) . . . . . . . . . . . . . formerly at

12 U.S.C. §595

(d) [Reserved]

(e) Interest on Deposits of Directors, Officers,
and Employees . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12 U.S.C. §376

(f) Liability for Damages Resulting
from Violations . . . . . . . . . . . . . . . . . . . . . . . . . . . 12 U.S.C. §503
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(g) Loans to Executive Officers
by Member Banks . . . . . . . . . . . . . . . . . . . . . . . . . 12 U.S.C. §375a

(h) Extensions of Credit to Executive Officers,
Directors, and Principal Shareholders of
Member Banks . . . . . . . . . . . . . . . . . . . . . . . . . . . 12 U.S.C. §375b

(i) Prohibition on False Statements or
Overevaluation of Securities
(repealed, see 18 U.S.C. §1014) . . . . . . . . . . . . formerly at

12 U.S.C. §598

(j) Prohibition on Embezzlement
(repealed, see 18 U.S.C. §655–1005) . . . . . . . formerly at

12 U.S.C. §597

(k) Relating to application of parts
of Criminal Code to Federal Reserve Bank
Contracts or Agreements (repealed) . . . . . . . formerly at

12 U.S.C. §598

(l) Prohibition on Fees, Commissions,
and Bonuses to Secure Loan
(repealed, see 18 U.S.C. §219) . . . . . . . . . . . . . formerly at

12 U.S.C. §599

SECTION 23 Liability of National Bank Stockholders
(repealed) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . formerly at

12 U.S.C. §64

SECTION 23 Interbank Liabilities

(a) Purpose . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12 U.S.C. §371b–2(a)

(b) Aggregate Limits on Insured Depository
Institutions’ Exposure to Other
Depository Institutions . . . . . . . . . . . . . . . . . . . . 12 U.S.C. §371b–2(b)

(c) Exposure Defined . . . . . . . . . . . . . . . . . . . . . . . . . . . 12 U.S.C. §371b–2(c)

(d) Insured Depository Institution . . . . . . . . . . . . . . 12 U.S.C. §371b–2(d)

(e) Rulemaking Authority; Enforcement . . . . . . . . . 12 U.S.C. §371b–2(e)

SECTION 23A Relations with Affiliates

(a) Restrictions on Transactions with Affiliates. . . 12 U.S.C. §371c(a)

(b) Definitions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12 U.S.C. §371c(b)

(c) Collateral for Certain Transactions
with Affiliates . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12 U.S.C. §371c(c)

(d) Exemptions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12 U.S.C. §371c(d)
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(e) Rules Relating to Banks with
Financial Subsidiaries . . . . . . . . . . . . . . . . . . . . 12 U.S.C. §371c(e)

(f) Rulemaking and Additional Exemptions . . . . . 12 U.S.C. §371c(f)

SECTION 23B Restrictions on Transactions with
Affiliates

(a)
In General . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

12 U.S.C. §371c–
1(a)(12/92)

(b) Prohibited Transactions . . . . . . . . . . . . . . . . . . . . . 12 U.S.C. §371c–1(b)

(c) Advertising Restriction . . . . . . . . . . . . . . . . . . . . . . 12 U.S.C. §371c–1(c)

(d) Definitions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12 U.S.C. §371c–1(d)

(e) Regulations . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12 U.S.C. §371c–1(e)

SECTION 24 Real Estate Loans . . . . . . . . . . . . . . . . . . . . . . . . . 12 U.S.C. §371

SECTION 24A Investments in Bank Premises . . . . . . . . . . . 12 U.S.C. §371d

SECTION 25 Foreign Branches

1 Capital and Surplus Required
to Exercise Powers . . . . . . . . . . . . . . . . . . . . . . . . 12 U.S.C. §601

2 Establishment of Foreign Branches . . . . . . . . . . 12 U.S.C. §601

3 Purchase of Stock in Corporations Engaged
in Foreign Banking . . . . . . . . . . . . . . . . . . . . . . . 12 U.S.C. §601

4 Acquisition of Ownership of Foreign Banks . . 12 U.S.C. §601

5 Right of National Banks to Invest in Foreign
Banking Corporations Until
January 1, 1921 . . . . . . . . . . . . . . . . . . . . . . . . . . . 12 U.S.C. §601

6 Application for Permission
to Exercise Powers . . . . . . . . . . . . . . . . . . . . . . . . 12 U.S.C. §601

7 Examinations and Reports of Condition . . . . . . 12 U.S.C. §602

8 Agreement to Restrict Operations . . . . . . . . . . . 12 U.S.C. §603

9 Accounts of Foreign Branches . . . . . . . . . . . . . . . 12 U.S.C. §604

10 Additional Banking Powers Authorized . . . . . . 12 U.S.C. §604a

Interlocking Directorates and Employees
(repealed, see 15 U.S.C. §19) . . . . . . . . . . . . . . formerly at

12 U.S.C. §605
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SECTION 25A Banking Corporations Authorized To Do
Foreign Banking Business

1 Organization . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12 U.S.C. §611

2 Purpose . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12 U.S.C. §611a

3 Articles of Association . . . . . . . . . . . . . . . . . . . . . . . 12 U.S.C. §612

4 Execution of Articles of Association . . . . . . . . . . 12 U.S.C. §613

5 Filing Organization Certificate; Issuance of
Permit . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12 U.S.C. §614

6 Powers; Regulations of the Board of
Governors of the Federal Reserve System . . 12 U.S.C. §615

7 Purchase of Stock to Prevent Loss on Debt
Previously Contracted . . . . . . . . . . . . . . . . . . . . . 12 U.S.C. §615(c)

8 Restrictions on Business in United States . . . . 12 U.S.C. §616

9 Corporations Trading in Commodities or
Attempting to Control Prices . . . . . . . . . . . . . . 12 U.S.C. §617

10 Capital Stock . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12 U.S.C. §618

11 Citizenship of Stockholders . . . . . . . . . . . . . . . . . . 12 U.S.C. §619

12 Members of Board of Governors
of the Federal Reserve System
as Directors, Officers or Stockholders . . . . . . 12 U.S.C. §620

13 Shareholders’ Liability; Corporation
Not to Become Member . . . . . . . . . . . . . . . . . . . 12 U.S.C. §621

14 Forfeiture of Charter for Violation of Law . . . . 12 U.S.C. §622

15 Voluntary Liquidation . . . . . . . . . . . . . . . . . . . . . . . 12 U.S.C. §623

16 Appointment of Receiver or Conservator . . . . . 12 U.S.C. §624

17 Stockholders’ Meetings; Records; Reports;
Examinations . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12 U.S.C. §625

18 Dividends and Surplus Fund . . . . . . . . . . . . . . . . 12 U.S.C. §626

19 Taxation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12 U.S.C. §627

20 Extension of Corporate Existence . . . . . . . . . . . . 12 U.S.C. §628

21 Conversion of State Corporation
into Federal Corporation . . . . . . . . . . . . . . . . . . 12 U.S.C. §629

22 Criminal Offenses of Directors, Officers,
and Employees . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12 U.S.C. §630

23 Representation that the United States is
Liable for Obligations . . . . . . . . . . . . . . . . . . . . . 12 U.S.C. §631
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SECTION 25B Jurisdiction of Suits

1 Suits Arising Out of Foreign Banking
Business . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12 U.S.C. §632

2 Suits Involving Federal Reserve Banks . . . . . . 12 U.S.C. §632

3 Federal Reserve Banks Receiving Property
of Foreign States and Central Banks . . . . . . 12 U.S.C. §632

4 Insured Banks Receiving Property
of Foreign States and Central Banks . . . . . . 12 U.S.C. §632

5 Licenses Relating to Property of Foreign
States and Central Banks . . . . . . . . . . . . . . . . . 12 U.S.C. §632

6 Definitions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12 U.S.C. §632

SECTION 25C Potential Liability on Foreign Accounts . 12 U.S.C. §633

SECTION 26 Borrowing Gold to Maintain Parity,
Strenghten Gold Reserve
(deleted as obsolete) . . . . . . . . . . . . . . . . . . . . . . . formerly at

31 U.S.C. §409

SECTION 27 Tax on National Bank Notes

1 National Currency Associations;
Amendments to National Bank Act . . . . . . . . omitted from U.S.C.

2 Tax on National Bank Notes Not Secured
by United States Bonds . . . . . . . . . . . . . . . . . . . omitted from U.S.C.

SECTION 28 Reduction of Capital of National Banks . 12 U.S.C. §59

SECTION 29 Civil Money Penalties

(a) First Tier . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12 U.S.C. §504(a)

(b) Second Tier . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12 U.S.C. §504(b)

(c) Third Tier . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12 U.S.C. §504(c)

(d) Maximum Amounts of Penalties
for Violations in Subsection (c) . . . . . . . . . . . . 12 U.S.C. §504(d)

(e) Assessment; etc. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12 U.S.C. §504(e)

(f) Hearing . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12 U.S.C. §504(f)

(g) Disbursement . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12 U.S.C. §504(g)
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(h) ‘‘Violate’’ Defined . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12 U.S.C. §504(h)

(i) Regulations . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12 U.S.C. §504(i)

(m) Notice Under This Section After Separation
From Service . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12 U.S.C. §504(m)

SECTION 30 Saving Clause . . . . . . . . . . . . . . . . . . . . . . . . . . . . . omitted from U.S.C.

SECTION 31 Reservation of Right to Amend . . . . . . . . . . . omitted from U.S.C.
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NOTIFICATION AND FEDERAL EMPLOYEE ANTIDISCRIMINATION AND RETALIATION ACT 
                                 OF 2002

[[Page 116 STAT. 566]]

Public Law 107-174
107th Congress

                                 An Act

 
   To require that Federal agencies be accountable for violations of 
 antidiscrimination and whistleblower protection laws; to require that 
   each Federal agency post quarterly on its public Web site, certain 
statistical data relating to Federal sector equal employment opportunity 
 complaints filed with such agency; and for other purposes. <<NOTE: May 
                        15, 2002 -  [H.R. 169]>> 

    Be it enacted by the Senate and House of Representatives of the 
United States of America in Congress assembled, <<NOTE: Notification and 
Federal Employee Antidiscrimina- tion and Retaliation Act of 2002.>> 

SECTION 1. SHORT TITLE; TABLE OF CONTENTS. <<NOTE: 5 USC 2301 note.>> 

    (a) Short Title.--This Act may be cited as the ``Notification and 
Federal Employee Antidiscrimination and Retaliation Act of 2002''.
    (b) Table of Contents.--The table of contents of this Act is as 
follows:

Sec. 1. Short title; table of contents.

                       TITLE I--GENERAL PROVISIONS

Sec. 101. Findings.
Sec. 102. Sense of Congress.
Sec. 103. Definitions.
Sec. 104. Effective date.

        TITLE II--FEDERAL EMPLOYEE DISCRIMINATION AND RETALIATION

Sec. 201. Reimbursement requirement.
Sec. 202. Notification requirement.
Sec. 203. Reporting requirement.
Sec. 204. Rules and guidelines.
Sec. 205. Clarification of remedies.
Sec. 206. Studies by General Accounting Office on exhaustion of remedies 
           and certain Department of Justice costs.

    TITLE III--EQUAL EMPLOYMENT OPPORTUNITY COMPLAINT DATA DISCLOSURE

Sec. 301. Data to be posted by employing Federal agencies.
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Sec. 302. Data to be posted by the Equal Employment Opportunity 
           Commission.
Sec. 303. Rules.

                       TITLE I--GENERAL PROVISIONS

SEC. 101. FINDINGS.

    Congress finds that--
            (1) Federal agencies cannot be run effectively if those 
        agencies practice or tolerate discrimination;
            (2) Congress has heard testimony from individuals, including 
        representatives of the National Association for the Advancement 
        of Colored People and the American Federation of Government 
        Employees, that point to chronic problems of discrimination and 
        retaliation against Federal employees;

[[Page 116 STAT. 567]]

            (3) in August 2000, a jury found that the Environmental 
        Protection Agency had discriminated against a senior social 
        scientist, and awarded that scientist $600,000;
            (4) in October 2000, an Occupational Safety and Health 
        Administration investigation found that the Environmental 
        Protection Agency had retaliated against a senior scientist for 
        disagreeing with that agency on a matter of science and for 
        helping Congress to carry out its oversight responsibilities;
            (5) there have been several recent class action suits based 
        on discrimination brought against Federal agencies, including 
        the Federal Bureau of Investigation, the Bureau of Alcohol, 
        Tobacco, and Firearms, the Drug Enforcement Administration, the 
        Immigration and Naturalization Service, the United States 
        Marshals Service, the Department of Agriculture, the United 
        States Information Agency, and the Social Security 
        Administration;
            (6) notifying Federal employees of their rights under 
        discrimination and whistleblower laws should increase Federal 
        agency compliance with the law;
            (7) requiring annual reports to Congress on the number and 
        severity of discrimination and whistleblower cases brought 
        against each Federal agency should enable Congress to improve 
        its oversight over compliance by agencies with the law; and
            (8) requiring Federal agencies to pay for any discrimination 
        or whistleblower judgment, award, or settlement should improve 
        agency accountability with respect to discrimination and 
        whistleblower laws.

SEC. 102. SENSE OF CONGRESS.

    It is the sense of Congress that--
            (1) Federal agencies should not retaliate for court 
        judgments or settlements relating to discrimination and 
        whistleblower laws by targeting the claimant or other employees 
        with reductions in compensation, benefits, or workforce to pay 
        for such judgments or settlements;
            (2) the mission of the Federal agency and the employment 
        security of employees who are blameless in a whistleblower 
        incident should not be compromised;
            (3) Federal agencies should not use a reduction in force or 
        furloughs as means of funding a reimbursement under this Act;
            (4)(A) accountability in the enforcement of employee rights 
        is not furthered by terminating--
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                    (i) the employment of other employees; or
                    (ii) the benefits to which those employees are 
                entitled through statute or contract; and
            (B) this Act is not intended to authorize those actions;
            (5)(A) nor is accountability furthered if Federal agencies 
        react to the increased accountability under this Act by taking 
        unfounded disciplinary actions against managers or by violating 
        the procedural rights of managers who have been accused of 
        discrimination; and
            (B) Federal agencies should ensure that managers have 
        adequate training in the management of a diverse workforce and 
        in dispute resolution and other essential communication skills; 
        and
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            (6)(A) Federal agencies are expected to reimburse the 
        General Fund of the Treasury within a reasonable time under this 
        Act; and
            (B) a Federal agency, particularly if the amount of 
        reimbursement under this Act is large relative to annual 
        appropriations for that agency, may need to extend reimbursement 
        over several years in order to avoid--
                    (i) reductions in force;
                    (ii) furloughs;
                    (iii) other reductions in compensation or benefits 
                for the workforce of the agency; or
                    (iv) an adverse effect on the mission of the agency.

SEC. 103. DEFINITIONS.

    For purposes of this Act--
            (1) the term ``applicant for Federal employment'' means an 
        individual applying for employment in or under a Federal agency;
            (2) the term ``basis of alleged discrimination'' shall have 
        the meaning given such term under section 303;
            (3) the term ``Federal agency'' means an Executive agency 
        (as defined in section 105 of title 5, United States Code), the 
        United States Postal Service, or the Postal Rate Commission;
            (4) the term ``Federal employee'' means an individual 
        employed in or under a Federal agency;
            (5) the term ``former Federal employee'' means an individual 
        formerly employed in or under a Federal agency; and
            (6) the term ``issue of alleged discrimination'' shall have 
        the meaning given such term under section 303.

SEC. 104. EFFECTIVE DATE.

    This Act and the amendments made by this Act shall take effect on 
the 1st day of the 1st fiscal year beginning more than 180 days after 
the date of the enactment of this Act.

        TITLE II--FEDERAL EMPLOYEE DISCRIMINATION AND RETALIATION

SEC. 201. REIMBURSEMENT REQUIREMENT.

    (a) Applicability.--This section applies with respect to any payment 
made in accordance with section 2414, 2517, 2672, or 2677 of title 28, 
United States Code, and under section 1304 of title 31, United States 
Code (relating to judgments, awards, and compromise settlements) to any 
Federal employee, former Federal employee, or applicant for Federal 
employment, in connection with any proceeding brought by or on behalf of 
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such employee, former employee, or applicant under--
            (1) any provision of law cited in subsection (c); or
            (2) any other provision of law which prohibits any form of 
        discrimination, as identified under rules issued under section 
        204.

    (b) Requirement.--An amount equal to the amount of each payment 
described in subsection (a) shall be reimbursed to the fund described in 
section 1304 of title 31, United States Code, out of any appropriation, 
fund, or other account (excluding any part of such appropriation, of 
such fund, or of such account available
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for the enforcement of any Federal law) available for operating expenses 
of the Federal agency to which the discriminatory conduct involved is 
attributable as determined under section 204.
    (c) Scope.--The provisions of law cited in this subsection are the 
following:
            (1) Section 2302(b) of title 5, United States Code, as 
        applied to discriminatory conduct described in paragraphs (1) 
        and (8), or described in paragraph (9) of such section as 
        applied to discriminatory conduct described in paragraphs (1) 
        and (8), of such section.
            (2) The provisions of law specified in section 2302(d) of 
        title 5, United States Code.

SEC. 202. NOTIFICATION REQUIREMENT.

    (a) In General.--Written notification of the rights and protections 
available to Federal employees, former Federal employees, and applicants 
for Federal employment (as the case may be) in connection with the 
respective provisions of law covered by paragraphs (1) and (2) of 
section 201(a) shall be provided to such employees, former employees, 
and applicants--
            (1) in accordance with otherwise applicable provisions of 
        law; or
            (2) if, or to the extent that, no such notification would 
        otherwise be required, in such time, form, and manner as shall 
        under section 204 be required in order to carry out the 
        requirements of this section.

    (b) Posting on the Internet.--Any written notification under this 
section shall include, but not be limited to, the posting of the 
information required under paragraph (1) or (2) (as applicable) of 
subsection (a) on the Internet site of the Federal agency involved.
    (c) Employee Training.--Each Federal agency shall provide to the 
employees of such agency training regarding the rights and remedies 
applicable to such employees under the laws cited in section 201(c).

SEC. 203. REPORTING REQUIREMENT. <<NOTE: Deadline.>> 

    (a) Annual Report.--Subject to subsection (b), not later than 180 
days after the end of each fiscal year, each Federal agency shall submit 
to the Speaker of the House of Representatives, the President pro 
tempore of the Senate, the Committee on Governmental Affairs of the 
Senate, the Committee on Government Reform of the House of 
Representatives, each committee of Congress with jurisdiction relating 
to the agency, the Equal Employment Opportunity Commission, and the 
Attorney General an annual report which shall include, with respect to 
the fiscal year--
            (1) the number of cases arising under each of the respective 
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        provisions of law covered by paragraphs (1) and (2) of section 
        201(a) in which discrimination on the part of such agency was 
        alleged;
            (2) the status or disposition of cases described in 
        paragraph (1);
            (3) the amount of money required to be reimbursed by such 
        agency under section 201 in connection with each of such cases, 
        separately identifying the aggregate amount of such 
        reimbursements attributable to the payment of attorneys' fees, 
        if any;
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            (4) the number of employees disciplined for discrimination, 
        retaliation, harassment, or any other infraction of any 
        provision of law referred to in paragraph (1);
            (5) the final year-end data posted under section 
        301(c)(1)(B) for such fiscal year (without regard to section 
        301(c)(2));
            (6) a detailed description of--
                    (A) the policy implemented by that agency relating 
                to appropriate disciplinary actions against a Federal 
                employee who--
                          (i) discriminated against any individual in 
                      violation of any of the laws cited under section 
                      201(a) (1) or (2); or
                          (ii) committed another prohibited personnel 
                      practice that was revealed in the investigation of 
                      a complaint alleging a violation of any of the 
                      laws cited under section 201(a) (1) or (2); and
                    (B) with respect to each of such laws, the number of 
                employees who are disciplined in accordance with such 
                policy and the specific nature of the disciplinary 
                action taken;
            (7) an analysis of the information described under 
        paragraphs (1) through (6) (in conjunction with data provided to 
        the Equal Employment Opportunity Commission in compliance with 
        part 1614 of title 29 of the Code of Federal Regulations) 
        including--
                    (A) an examination of trends;
                    (B) causal analysis;
                    (C) practical knowledge gained through experience; 
                and
                    (D) any actions planned or taken to improve 
                complaint or civil rights programs of the agency; and
            (8) any adjustment (to the extent the adjustment can be 
        ascertained in the budget of the agency) to comply with the 
        requirements under section 201.

    (b) First Report.--The 1st report submitted under subsection (a) 
shall include for each item under subsection (a) data for each of the 5 
immediately preceding fiscal years (or, if data are not available for 
all 5 fiscal years, for each of those 5 fiscal years for which data are 
available).

SEC. 204. RULES AND GUIDELINES.

    (a) Issuance <<NOTE: President.>> of Rules and Guidelines.--The 
President (or the designee of the President) shall issue--
            (1) rules to carry out this title;
            (2) rules to require that a comprehensive study be conducted 
        in the executive branch to determine the best practices relating 
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        to the appropriate disciplinary actions against Federal 
        employees who commit the actions described under clauses (i) and 
        (ii) of section 203(a)(6)(A); and
            (3) based on the results of such study, advisory guidelines 
        incorporating best practices that Federal agencies may follow to 
        take such actions against such employees.

    (b) Agency Notification <<NOTE: Deadline.>>  Regarding 
Implementation of Guidelines.--Not later than 30 days after the issuance 
of guidelines under subsection (a), each Federal agency shall submit to 
the Speaker of the House of Representatives, the President pro tempore 
of the Senate, the Equal Employment Opportunity
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Commission, and the Attorney General a written statement specifying in 
detail--
            (1) whether such agency has adopted and will fully follow 
        such guidelines;
            (2) if such agency has not adopted such guidelines; the 
        reasons for the failure to adopt such guidelines; and
            (3) if such agency will not fully follow such guidelines, 
        the reasons for the decision not to fully follow such guidelines 
        and an explanation of the extent to which such agency will not 
        follow such guidelines.

SEC. 205. CLARIFICATION OF REMEDIES.

    Consistent with Federal law, nothing in this title shall prevent any 
Federal employee, former Federal employee, or applicant for Federal 
employment from exercising any right otherwise available under the laws 
of the United States.

SEC. 206. <<NOTE: Deadlines.>>  STUDIES BY GENERAL ACCOUNTING OFFICE ON 
            EXHAUSTION OF ADMINISTRATIVE REMEDIES AND ON ASCERTAINMENT 
            OF CERTAIN DEPARTMENT OF JUSTICE COSTS.

    (a) Study on Exhaustion of Administrative Remedies.--
            (1) Study.--
                    (A) In general.--Not later than 180 days after the 
                date of enactment of this Act, the General Accounting 
                Office shall conduct a study relating to the effects of 
                eliminating the requirement that Federal employees 
                aggrieved by violations of any of the laws specified 
                under section 201(c) exhaust administrative remedies 
                before filing complaints with the Equal Employment 
                Opportunity Commission.
                    (B) Contents.--The study shall include a detailed 
                summary of matters investigated, information collected, 
                and conclusions formulated that lead to determinations 
                of how the elimination of such requirement will--
                          (i) expedite handling of allegations of such 
                      violations within Federal agencies and will 
                      streamline the complaint-filing process;
                          (ii) affect the workload of the Commission;
                          (iii) affect established alternative dispute 
                      resolution procedures in such agencies; and
                          (iv) affect any other matters determined by 
                      the General Accounting Office to be appropriate 
                      for consideration.
            (2) Report.--Not later than 90 days after completion of the 
        study required by paragraph (1), the General Accounting Office 
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        shall submit to the Speaker of the House of Representatives, the 
        President pro tempore of the Senate, the Equal Employment 
        Opportunity Commission, and the Attorney General a report 
        containing the information required to be included in such 
        study.

    (b) Study on Ascertainment of Certain Costs of the Department of 
Justice in Defending Discrimination and Whistleblower Cases.--
            (1) Study.--Not later than 180 days after the date of 
        enactment of this Act, the General Accounting Office shall 
        conduct a study of the methods that could be used for, and the 
        extent of any administrative burden that would be imposed on, 
        the Department of Justice to ascertain the personnel and
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        administrative costs incurred in defending in each case arising 
        from a proceeding identified under section 201(a) (1) and (2).
            (2) Report.--Not later than 90 days after completion of the 
        study required by paragraph (1), the General Accounting Office 
        shall submit to the Speaker of the House of Representatives and 
        the President pro tempore of the Senate a report containing the 
        information required to be included in the study.

    (c) Studies on Statutory Effects on Agency Operations.--
            (1) In general.--Not later than 18 months after the date of 
        enactment of this Act, the General Accounting Office shall 
        conduct--
                    (A) a study on the effects of section 201 on the 
                operations of Federal agencies; and
                    (B) a study on the effects of section 13 of the 
                Contract Disputes Act of 1978 (41 U.S.C. 612) on the 
                operations of Federal agencies.
            (2) Contents.--Each study under paragraph (1) shall include, 
        with respect to the applicable statutes of the study--
                    (A) a summary of the number of cases in which a 
                payment was made in accordance with section 2414, 2517, 
                2672, or 2677 of title 28, United States Code, and under 
                section 1304 of title 31, United States Code;
                    (B) a summary of the length of time Federal agencies 
                used to complete reimbursements of payments described 
                under subparagraph (A); and
                    (C) conclusions that assist in making determinations 
                on how the reimbursements of payments described under 
                subparagraph (A) will affect--
                          (i) the operations of Federal agencies;
                          (ii) funds appropriated on an annual basis;
                          (iii) employee relations and other human 
                      capital matters;
                          (iv) settlements; and
                          (v) any other matter determined by the General 
                      Accounting Office to be appropriate for 
                      consideration.
            (3) Reports.--Not later than 90 days after the completion of 
        each study under paragraph (1), the General Accounting Office 
        shall submit a report on each study, respectively, to the 
        Speaker of the House of Representatives, the President pro 
        tempore of the Senate, the Committee on Governmental Affairs of 
        the Senate, the Committee on Government Reform of the House of 
        Representatives, and the Attorney General.

    (d) Study on Administrative and Personnel Costs Incurred by the 
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Department of the Treasury.--
            (1) In general.--Not later than 1 year after the date of 
        enactment of this Act, the General Accounting Office shall 
        conduct a study on the extent of any administrative and 
        personnel costs incurred by the Department of the Treasury to 
        account for payments made in accordance with section 2414, 2517, 
        2672, or 2677 of title 28, United States Code, and under section 
        1304 of title 31, United States Code, as a result of--
                    (A) this Act; and
                    (B) the Contracts Dispute Act of 1978 (41 U.S.C. 601 
                note; Public Law 95-563).
            (2) Report.--Not later than 90 days after the completion of 
        the study under paragraph (1), the General Accounting Office 
        shall submit a report on the study to the Speaker of the
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        House of Representatives, the President pro tempore of the 
        Senate, the Committee on Governmental Affairs of the Senate, the 
        Committee on Government Reform of the House of Representatives, 
        and the Attorney General.

    TITLE III--EQUAL EMPLOYMENT OPPORTUNITY COMPLAINT DATA DISCLOSURE

SEC. 301. <<NOTE: Internet. Public information.>> DATA TO BE POSTED BY 
            EMPLOYING FEDERAL AGENCIES.

    (a) In General.--Each Federal agency shall post on its public Web 
site, in the time, form, and manner prescribed under section 303 (in 
conformance with the requirements of this section), summary statistical 
data relating to equal employment opportunity complaints filed with such 
agency by employees or former employees of, or applicants for employment 
with, such agency.
    (b) Content Requirements.--The data posted by a Federal agency under 
this section shall include, for the then current fiscal year, the 
following:
            (1) The number of complaints filed with such agency in such 
        fiscal year.
            (2) The number of individuals filing those complaints 
        (including as the agent of a class).
            (3) The number of individuals who filed 2 or more of those 
        complaints.
            (4) The number of complaints (described in paragraph (1)) in 
        which each of the various bases of alleged discrimination is 
        alleged.
            (5) The number of complaints (described in paragraph (1)) in 
        which each of the various issues of alleged discrimination is 
        alleged.
            (6) The average length of time, for each step of the 
        process, it is taking such agency to process complaints (taking 
        into account all complaints pending for any length of time in 
        such fiscal year, whether first filed in such fiscal year or 
        earlier). Average times under this paragraph shall be posted--
                    (A) for all such complaints,
                    (B) for all such complaints in which a hearing 
                before an administrative judge of the Equal Employment 
                Opportunity Commission is not requested, and
                    (C) for all such complaints in which a hearing 
                before an administrative judge of the Equal Employment 
                Opportunity Commission is requested.
            (7) The total number of final agency actions rendered in 
        such fiscal year involving a finding of discrimination and, of 
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        that number--
                    (A) the number and percentage that were rendered 
                without a hearing before an administrative judge of the 
                Equal Employment Opportunity Commission, and
                    (B) the number and percentage that were rendered 
                after a hearing before an administrative judge of the 
                Equal Employment Opportunity Commission.
            (8) Of the total number of final agency actions rendered in 
        such fiscal year involving a finding of discrimination--
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                    (A) the number and percentage involving a finding of 
                discrimination based on each of the respective bases of 
                alleged discrimination, and
                    (B) of the number specified under subparagraph (A) 
                for each of the respective bases of alleged 
                discrimination--
                          (i) the number and percentage that were 
                      rendered without a hearing before an 
                      administrative judge of the Equal Employment 
                      Opportunity Commission, and
                          (ii) the number and percentage that were 
                      rendered after a hearing before an administrative 
                      judge of the Equal Employment Opportunity 
                      Commission.
            (9) Of the total number of final agency actions rendered in 
        such fiscal year involving a finding of discrimination--
                    (A) the number and percentage involving a finding of 
                discrimination in connection with each of the respective 
                issues of alleged discrimination, and
                    (B) of the number specified under subparagraph (A) 
                for each of the respective issues of alleged 
                discrimination--
                          (i) the number and percentage that were 
                      rendered without a hearing before an 
                      administrative judge of the Equal Employment 
                      Opportunity Commission, and
                          (ii) the number and percentage that were 
                      rendered after a hearing before an administrative 
                      judge of the Equal Employment Opportunity 
                      Commission.
            (10)(A) Of the total number of complaints pending in such 
        fiscal year (as described in the parenthetical matter in 
        paragraph (6)), the number that were first filed before the 
        start of the then current fiscal year.
            (B) With respect to those pending complaints that were first 
        filed before the start of the then current fiscal year--
                    (i) the number of individuals who filed those 
                complaints, and
                    (ii) the number of those complaints which are at the 
                various steps of the complaint process.
            (C) Of the total number of complaints pending in such fiscal 
        year (as described in the parenthetical matter in paragraph 
        (6)), the total number of complaints with respect to which the 
        agency violated the requirements of section 1614.106(e)(2) of 
        title 29 of the Code of Federal Regulations (as in effect on 
        July 1, 2000, and amended from time to time) by failing to 
        conduct within 180 days of the filing of such complaints an 
        impartial and appropriate investigation of such complaints.

    (c) Timing and Other Requirements.--
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            (1) Current year data.--Data posted under this section for 
        the then current fiscal year shall include both--
                    (A) interim year-to-date data, updated quarterly, 
                and
                    (B) final year-end data.
            (2) Data for prior years.--The data posted by a Federal 
        agency under this section for a fiscal year (both interim and 
        final) shall include, for each item under subsection (b), such 
        agency's corresponding year-end data for each of the 5 
        immediately preceding fiscal years (or, if not available for all 
        5 fiscal years, for however many of those 5 fiscal years for 
        which data are available).
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SEC. 302. <<NOTE: Internet. Public information.>> DATA TO BE POSTED BY 
            THE EQUAL EMPLOYMENT OPPORTUNITY COMMISSION.

    (a) In General.--The Equal Employment Opportunity Commission shall 
post on its public Web site, in the time, form, and manner prescribed 
under section 303 for purposes of this section, summary statistical data 
relating to--
            (1) hearings requested before an administrative judge of the 
        Commission on complaints described in section 301, and
            (2) appeals filed with the Commission from final agency 
        actions on complaints described in section 301.

    (b) Specific Requirements.--The data posted under this section 
shall, with respect to the hearings and appeals described in subsection 
(a), include summary statistical data corresponding to that described in 
paragraphs (1) through (10) of section 301(b), and shall be subject to 
the same timing and other requirements as set forth in section 301(c).
    (c) Coordination.--The data required under this section shall be in 
addition to the data the Commission is required to post under section 
301 as an employing Federal agency.

SEC. 303. RULES.

    The Equal Employment Opportunity Commission shall issue any rules 
necessary to carry out this title.

    Approved May 15, 2002.
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HOUSE REPORTS: No. 107-101, Pt. 1 (Comm. on the Judiciary).
SENATE REPORTS: No. 107-143 (Comm. on Governmental Affairs).
CONGRESSIONAL RECORD, Vol. 147 (2001):
            Oct. 2, considered and passed House.
            Apr. 23, considered and passed Senate, amended.
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§724.101   Purpose and scope.

This subpart implements Title II of the Notification and Federal Employee Antidiscrimination and
Retaliation Act of 2002 concerning the obligation of Federal agencies to reimburse the Judgment Fund
for payments. The regulations describe agency obligations and the procedures for reimbursement and
compliance.

 Back to Top

§724.102   Definitions.

In this part:

Agency means an Executive agency as defined in 5 U.S.C. 105, the United States Postal Service,
or the Postal Rate Commission;

Antidiscrimination Laws refers to 5 U.S.C. 2302(b)(1), 5 U.S.C. 2302(b)(9) as applied to conduct
described in 5 U.S.C. 2302(b)(1), 29 U.S.C. 206(d), 29 U.S.C. 631, 29 U.S.C. 633a, 29 U.S.C. 791
and 42 U.S.C. 2000e-16.

Applicant for Federal employment means an individual applying for employment in or under a
Federal agency;

Discipline means any one or a combination of the following actions: reprimand, suspension
without pay, reduction in grade or pay, or removal.

Employee means an individual employed in or under a Federal agency;

Former Employee means an individual formerly employed in or under a Federal agency;

Judgment Fund means the Judgment Fund established by 31 U.S.C. 1304;

No FEAR Act means the “Notification and Federal Employee Antidiscrimination and Retaliation
Act of 2002;”

Notice means the written information provided by Federal agencies about the rights and
protections available under Federal Antidiscrimination Laws and Whistleblower Protection Laws.

Payment, subject to the following exception, means a disbursement from the Judgment Fund on
or after October 1, 2003, to an employee, former employee, or applicant for Federal employment, in
accordance with 28 U.S.C. 2414, 2517, 2672, 2677 or with 31 U.S.C. 1304, that involves alleged
discriminatory or retaliatory conduct described in 5 U.S.C. 2302(b)(1) and (b)(8) or (b)(9) as applied to
conduct described in 5 U.S.C. 2302(b)(1) and/or (b)(8) or conduct described in 29 U.S.C. 206(d), 29
U.S.C. 631, 29 U.S.C. 633a, 29 U.S.C. 791 and 42 U.S.C. 2000e-16. For a proceeding involving more
than one disbursement from the Judgment Fund, however, this term shall apply only if the first
disbursement occurred on or after October 1, 2003.

Training means the process by which Federal agencies instruct their employees regarding the
rights and remedies applicable to such employees under the Federal Antidiscrimination Laws and
Whistleblower Protection Laws.

Whistleblower Protection Laws refers to 5 U.S.C. 2302(b)(8) or 5 U.S.C. 2302(b)(9) as applied to
conduct described in 5 U.S.C. 2302(b)(8).

[71 FR 27187, May 10, 2006, as amended at 71 FR 41098, July 20, 2006; 71 FR 78037, Dec. 28, 2006]
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§724.103   Agency obligations.

A Federal agency (or its successor agency) must reimburse the Judgment Fund for payments
covered by the No FEAR Act. Such reimbursement must be made within a reasonable time as
described in §724.104.

 Back to Top

§724.104   Procedures.

(a) The procedures that agencies must use to reimburse the Judgment Fund are those prescribed
by the Financial Management Service (FMS), the Department of the Treasury, in Chapter 3100 of the
Treasury Financial Manual. All reimbursements to the Judgment Fund covered by the No FEAR Act
are expected to be fully collectible from the agency. FMS will provide written notice to the agency's
Chief Financial Officer within 15 business days after payment from the Judgment Fund.

(b) Within 45 business days of receiving the FMS notice, agencies must reimburse the Judgment
Fund or contact FMS to make arrangements in writing for reimbursement.

 Back to Top

§724.105   Compliance.

An agency's failure to reimburse the Judgment Fund, to contact FMS within 45 business days
after receipt of an FMS notice for reimbursement under §724.104 will be recorded on an annual basis
and posted on the FMS Web site. After an agency meets the requirements of §724.104, the recording
will be eliminated no later than the next annual posting process.
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§724.106   Effective date.

This subpart is effective on October 1, 2003.

 Back to Top

Subpart B—Notification of Rights and Protections and Training
SOURCE: 71 FR 41098, July 20, 2006, unless otherwise noted.
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§724.201   Purpose and scope.

(a) This subpart implements Title II of the Notification and Federal Employee Antidiscrimination
and Retaliation Act of 2002 concerning the obligation of Federal agencies to notify all employees,
former employees, and applicants for Federal employment of the rights and protections available to
them under the Federal Antidiscrimination Laws and Whistleblower Protection Laws. This subpart also
implements Title II concerning the obligation of agencies to train their employees on such rights and
remedies. The regulations describe agency obligations and the procedures for written notification and
training.

(b) Pursuant to section 205 of the No FEAR Act, neither that Act nor this notice creates, expands
or reduces any rights otherwise available to any employee, former employee or applicant under the
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laws of the United States, including the provisions of law specified in 5 U.S.C. 2302(d).

 Back to Top

§724.202   Notice obligations.

(a) Each agency must provide notice to all of its employees, former employees, and applicants for
Federal employment about the rights and remedies available under the Antidiscrimination Laws and
Whistleblower Protection Laws applicable to them.

(b) The notice under this part must be titled, “No FEAR Act Notice.”

(c) Each agency must provide initial notice within 60 calendar days after September 18, 2006.
Thereafter, the notice must be provided by the end of each successive fiscal year and any posted
materials must remain in place until replaced or revised.

(d) After the initial notice, each agency must provide the notice to new employees within 90
calendar days of entering on duty.

(e) Each agency must provide the notice to its employees in paper (e.g., letter, poster or brochure)
and/or electronic form (e.g., e-mail, internal agency electronic site, or Internet Web site). Each agency
must publish the initial notice in the FEDERAL REGISTER. Agencies with Internet Web sites must also
post the notice on those Web sites, in compliance with section 508 of the Rehabilitation Act of 1973,
as amended. For agencies with components that operate Internet Web sites, the notice must be made
available by hyperlinks from the Internet Web sites of both the component and the parent agency. An
agency may meet its paper and electronic notice obligation to former employees and applicants by
publishing the initial notice in the FEDERAL REGISTER and posting the notice on its Internet Web site if it
has one.

(f) To the extent required by law and upon request by employees, former employees and
applicants, each agency must provide the notice in alternative, accessible formats.

(g) Unless an agency is exempt from the cited statutory provisions, the following is the minimum
text to be included in the notice. Each agency may incorporate additional information within the model
paragraphs, as appropriate.

MODEL PARAGRAPHS

NO FEAR ACT NOTICE

On May 15, 2002, Congress enacted the “Notification and Federal Employee Antidiscrimination and
Retaliation Act of 2002,” which is now known as the No FEAR Act. One purpose of the Act is to “require that
Federal agencies be accountable for violations of antidiscrimination and whistleblower protection laws.” Public
Law 107-174, Summary. In support of this purpose, Congress found that “agencies cannot be run effectively if
those agencies practice or tolerate discrimination.” Public Law 107-174, Title I, General Provisions, section
101(1).

The Act also requires this agency to provide this notice to Federal employees, former Federal employees
and applicants for Federal employment to inform you of the rights and protections available to you under Federal
antidiscrimination and whistleblower protection laws.

ANTIDISCRIMINATION LAWS

A Federal agency cannot discriminate against an employee or applicant with respect to the terms, conditions
or privileges of employment on the basis of race, color, religion, sex, national origin, age, disability, marital status
or political affiliation. Discrimination on these bases is prohibited by one or more of the following statutes: 5
U.S.C. 2302(b)(1), 29 U.S.C. 206(d), 29 U.S.C. 631, 29 U.S.C. 633a, 29 U.S.C. 791 and 42 U.S.C. 2000e-16.
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If you believe that you have been the victim of unlawful discrimination on the basis of race, color, religion,
sex, national origin or disability, you must contact an Equal Employment Opportunity (EEO) counselor within 45
calendar days of the alleged discriminatory action, or, in the case of a personnel action, within 45 calendar days
of the effective date of the action, before you can file a formal complaint of discrimination with your agency. See,
e.g. 29 CFR 1614. If you believe that you have been the victim of unlawful discrimination on the basis of age,
you must either contact an EEO counselor as noted above or give notice of intent to sue to the Equal
Employment Opportunity Commission (EEOC) within 180 calendar days of the alleged discriminatory action. If
you are alleging discrimination based on marital status or political affiliation, you may file a written complaint with
the U.S. Office of Special Counsel (OSC) (see contact information below). In the alternative (or in some cases, in
addition), you may pursue a discrimination complaint by filing a grievance through your agency's administrative
or negotiated grievance procedures, if such procedures apply and are available.

WHISTLEBLOWER PROTECTION LAWS

A Federal employee with authority to take, direct others to take, recommend or approve any personnel
action must not use that authority to take or fail to take, or threaten to take or fail to take, a personnel action
against an employee or applicant because of disclosure of information by that individual that is reasonably
believed to evidence violations of law, rule or regulation; gross mismanagement; gross waste of funds; an abuse
of authority; or a substantial and specific danger to public health or safety, unless disclosure of such information
is specifically prohibited by law and such information is specifically required by Executive order to be kept secret
in the interest of national defense or the conduct of foreign affairs.

Retaliation against an employee or applicant for making a protected disclosure is prohibited by 5 U.S.C.
2302(b)(8). If you believe that you have been the victim of whistleblower retaliation, you may file a written
complaint (Form OSC-11) with the U.S. Office of Special Counsel at 1730 M Street NW., Suite 218, Washington,
DC 20036-4505 or online through the OSC Web site—http://www.osc.gov.

RETALIATION FOR ENGAGING IN PROTECTED ACTIVITY

A Federal agency cannot retaliate against an employee or applicant because that individual exercises his or
her rights under any of the Federal antidiscrimination or whistleblower protection laws listed above. If you believe
that you are the victim of retaliation for engaging in protected activity, you must follow, as appropriate, the
procedures described in the Antidiscrimination Laws and Whistleblower Protection Laws sections or, if
applicable, the administrative or negotiated grievance procedures in order to pursue any legal remedy.

DISCIPLINARY ACTIONS

Under the existing laws, each agency retains the right, where appropriate, to discipline a Federal employee
for conduct that is inconsistent with Federal Antidiscrimination and Whistleblower Protection Laws up to and
including removal. If OSC has initiated an investigation under 5 U.S.C. 1214, however, according to 5 U.S.C.
1214(f), agencies must seek approval from the Special Counsel to discipline employees for, among other
activities, engaging in prohibited retaliation. Nothing in the No FEAR Act alters existing laws or permits an
agency to take unfounded disciplinary action against a Federal employee or to violate the procedural rights of a
Federal employee who has been accused of discrimination

ADDITIONAL INFORMATION

For further information regarding the No FEAR Act regulations, refer to 5 CFR part 724, as well as the
appropriate offices within your agency (e.g., EEO/civil rights office, human resources office or legal office).
Additional information regarding Federal antidiscrimination, whistleblower protection and retaliation laws can be
found at the EEOC Web site—http://www.eeoc.gov and the OSC Web site—http://www.osc.gov.

EXISTING RIGHTS UNCHANGED

Pursuant to section 205 of the No FEAR Act, neither the Act nor this notice creates, expands or reduces any
rights otherwise available to any employee, former employee or applicant under the laws of the United States,
including the provisions of law specified in 5 U.S.C. 2302(d).
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 Back to Top

§724.203   Training obligations.

(a) Each agency must develop a written plan to train all of its employees (including supervisors
and managers) about the rights and remedies available under the Antidiscrimination Laws and
Whistleblower Protection Laws applicable to them.

(b) Each agency shall have the discretion to develop the instructional materials and method of its
training plan. Each agency training plan shall describe:

(1) The instructional materials and method of the training,

(2) The training schedule, and

(3) The means of documenting completion of training.

(c) Each agency may contact EEOC and/or OSC for information and/or assistance regarding the
agency's training program. Neither agency, however, shall have authority under this regulation to
review or approve an agency's training plan.

(d) Each agency is encouraged to implement its training as soon as possible, but required to
complete the initial training under this subpart for all employees (including supervisors and managers)
by December 17, 2006. Thereafter, each agency must train all employees on a training cycle of no
longer than every 2 years.

(e) After the initial training is completed, each agency must train new employees as part of its
agency orientation program or other training program. Any agency that does not use a new employee
orientation program for this purpose must train new employees within 90 calendar days of the new
employees' appointment.

 Back to Top

Subpart C—Annual Report
SOURCE: 71 FR 78037, Dec. 28, 2006, unless otherwise noted.

 Back to Top

§724.301   Purpose and scope.

This subpart implements Title II of the Notification and Federal Employee Antidiscrimination and
Retaliation Act of 2002 concerning the obligation of Federal agencies to report on specific topics
concerning Federal Antidiscrimination Laws and Whistleblower Protection Laws applicable to them
covering employees, former employees, and applicants for Federal employment.

 Back to Top

§724.302   Reporting obligations.

(a) Except as provided in paragraph (b) of this section, each agency must report no later than 180
calendar days after the end of each fiscal year the following items:

(1) The number of cases in Federal court pending or resolved in each fiscal year and arising
under each of the respective provisions of the Federal Antidiscrimination Laws and Whistleblower
Protection Laws applicable to them as defined in §724.102 of subpart A of this part in which an
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employee, former Federal employee, or applicant alleged a violation(s) of these laws, separating data
by the provision(s) of law involved;

(2) In the aggregate, for the cases identified in paragraph (a)(1) of this section and separated by
provision(s) of law involved:

(i) The status or disposition (including settlement);

(ii) The amount of money required to be reimbursed to the Judgment Fund by the agency for
payments as defined in §724.102 of subpart A of this part;

(iii) The amount of reimbursement to the Fund for attorney's fees where such fees have been
separately designated;

(3) In connection with cases identified in paragraph (a)(1) of this section, the total number of
employees in each fiscal year disciplined as defined in §724.102 of subpart A of this part and the
specific nature, e.g., reprimand, etc., of the disciplinary actions taken, separated by the provision(s) of
law involved;

(4) The final year-end data about discrimination complaints for each fiscal year that was posted in
accordance with Equal Employment Opportunity Regulations at subpart G of title 29 of the Code of
Federal Regulations (implementing section 301(c)(1)(B) of the No FEAR Act);

(5) Whether or not in connection with cases in Federal court, the number of employees in each
fiscal year disciplined as defined in §724.102 of subpart A of this part in accordance with any agency
policy described in paragraph (a)(6) of this section. The specific nature, e.g., reprimand, etc., of the
disciplinary actions taken must be identified.

(6) A detailed description of the agency's policy for taking disciplinary action against Federal
employees for conduct that is inconsistent with Federal Antidiscrimination Laws and Whistleblower
Protection Laws or for conduct that constitutes another prohibited personnel practice revealed in
connection with agency investigations of alleged violations of these laws;

(7) An analysis of the information provided in paragraphs (a)(1) through (6) of this section in
conjunction with data provided to the Equal Employment Opportunity Commission in compliance with
29 CFR part 1614 subpart F of the Code of Federal Regulations. Such analysis must include:

(i) An examination of trends;

(ii) Causal analysis;

(iii) Practical knowledge gained through experience; and

(iv) Any actions planned or taken to improve complaint or civil rights programs of the agency with
the goal of eliminating discrimination and retaliation in the workplace;

(8) For each fiscal year, any adjustment needed or made to the budget of the agency to comply
with its Judgment Fund reimbursement obligation(s) incurred under §724.103 of subpart A of this part;
and

(9) The agency's written plan developed under §724.203(a) of subpart B of this part to train its
employees.

(b) The first report also must provide information for the data elements in paragraph (a) of this
section for each of the five fiscal years preceding the fiscal year on which the first report is based to
the extent that such data is available. Under the provisions of the No FEAR Act, the first report was
due March 30, 2005 without regard to the status of the regulations. Thereafter, under the provisions of
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the No FEAR Act, agency reports are due annually on March 30th. Agencies that have submitted their
reports before these regulations became final must ensure that they contain data elements 1 through 8
of paragraph (a) of this section and provide any necessary supplemental reports by April 25, 2007.
Future reports must include data elements 1 through 9 of paragraph (a) of this section.

(c) Agencies must provide copies of each report to the following:

(1) Speaker of the U.S. House of Representatives;

(2) President Pro Tempore of the U.S. Senate;

(3) Committee on Governmental Affairs, U.S. Senate;

(4) Committee on Government Reform, U.S. House of Representatives;

(5) Each Committee of Congress with jurisdiction relating to the agency;

(6) Chair, Equal Employment Opportunity Commission;

(7) Attorney General; and

(8) Director, U.S. Office of Personnel Management.

 Back to Top

Subpart D—Best Practices
SOURCE: 71 FR 78037, Dec. 28, 2006, unless otherwise noted.

 Back to Top

§724.401   Purpose and scope.

This subpart implements Title II of the Notification and Federal Employee Antidiscrimination and
Retaliation Act of 2002 concerning the obligation of the President or his designee (OPM) to conduct a
comprehensive study of best practices in the executive branch for taking disciplinary actions against
employees for conduct that is inconsistent with Federal Antidiscrimination and Whistleblower
Protection Laws and the obligation to issue advisory guidelines for agencies to follow in taking
appropriate disciplinary actions in such circumstances.

 Back to Top

§724.402   Best practices study.

(a) OPM will conduct a comprehensive study in the executive branch to identify best practices for
taking appropriate disciplinary actions against Federal employees for conduct that is inconsistent with
Federal Antidiscrimination and Whistleblower Protection Laws.

(b) The comprehensive study will include a review of agencies' discussions of their policies for
taking such disciplinary actions as reported under §724.302 of subpart C of this part.

 Back to Top

§724.403   Advisory guidelines.

OPM will issue advisory guidelines to Federal agencies incorporating the best practices identified
under §724.402 that agencies may follow to take appropriate disciplinary actions against employees
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for conduct that is inconsistent with Federal Antidiscrimination Laws and Whistleblower Laws.

 Back to Top

§724.404   Agency obligations.

(a) Within 30 working days of issuance of the advisory guidelines required by §724.403, each
agency must prepare a written statement describing in detail:

(1) Whether it has adopted the guidelines and if it will fully follow the guidelines;

(2) If such agency has not adopted the guidelines, the reasons for non-adoption; and

(3) If such agency will not fully follow the guidelines, the reasons for the decision not to do so and
an explanation of the extent to which the agency will not follow the guidelines.

(b) Each agency's written statement must be provided within the time limit stated in paragraph (a)
of this section to the following:

(1) Speaker of the U.S. House of Representatives;

(2) President Pro Tempore of the U.S. Senate;

(3) Chair, Equal Employment Opportunity Commission;

(4) Attorney General; and

(5) Director, U.S. Office of Personnel Management.

 Back to Top
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U.S. Equal Employment Opportunity Commission

Title VII of the Civil Rights Act of 1964

EDITOR'S NOTE: The following is the text of Title VII of the Civil Rights Act of 1964 (Pub. L. 88-352) (Title VII), as
amended, as it appears in volume 42 of the United States Code, beginning at section 2000e. Title VII prohibits
employment discrimination based on race, color, religion, sex and national origin. The Civil Rights Act of 1991 (Pub. L.
102-166) (CRA) and the Lily Ledbetter Fair Pay Act of 2009 (Pub. L. 111-2) amend several sections of Title VII. In
addition, section 102 of the CRA (which is printed elsewhere in this publication) amends the Revised Statutes by adding
a new section following section 1977 (42 U.S.C. 1981), to provide for the recovery of compensatory and punitive
damages in cases of intentional violations of Title VII, the Americans with Disabilities Act of 1990, and section 501 of the
Rehabilitation Act of 1973. Cross references to Title VII as enacted appear in italics following each section heading.
Editor's notes also appear in italics.

An Act

To enforce the constitutional right to vote, to confer jurisdiction upon the district courts of the United States to provide
injunctive relief against discrimination in public accommodations, to authorize the attorney General to institute suits to
protect constitutional rights in public facilities and public education, to extend the Commission on Civil Rights, to prevent
discrimination in federally assisted programs, to establish a Commission on Equal Employment Opportunity, and for
other purposes.

Be it enacted by the Senate and House of Representatives of the United States of America in Congress assembled,
That this Act may be cited as the “Civil Rights Act of 1964”.

* * *

DEFINITIONS
SEC. 2000e. [Section 701]

For the purposes of this subchapter-

(a) The term “person” includes one or more individuals, governments, governmental agencies, political subdivisions,
labor unions, partnerships, associations, corporations, legal representatives, mutual companies, joint-stock companies,
trusts, unincorporated organizations, trustees, trustees in cases under Title 11 [originally, bankruptcy ], or receivers.

(b) The term “employer” means a person engaged in an industry affecting commerce who has fifteen or more employees
for each working day in each of twenty or more calendar weeks in the current or preceding calendar year, and any agent
of such a person, but such term does not include (1) the United States, a corporation wholly owned by the Government
of the United States, an Indian tribe, or any department or agency of the District of Columbia subject by statute to
procedures of the competitive service (as defined in section 2102 of Title 5 [United States Code]), or

(2) a bona fide private membership club (other than a labor organization) which is exempt from taxation under section
501(c) of Title 26 [the Internal Revenue Code of 1986], except that during the first year after March 24, 1972 [the date of
enactment of the Equal Employment Opportunity Act of 1972], persons having fewer than twenty-five employees (and
their agents) shall not be considered employers.

(c) The term “employment agency” means any person regularly undertaking with or without compensation to procure
employees for an employer or to procure for employees opportunities to work for an employer and includes an agent of
such a person.

(d) The term “labor organization” means a labor organization engaged in an industry affecting commerce, and any agent
of such an organization, and includes any organization of any kind, any agency, or employee representation committee,
group, association, or plan so engaged in which employees participate and which exists for the purpose, in whole or in
part, of dealing with employers concerning grievances, labor disputes, wages, rates of pay, hours, or other terms or
conditions of employment, and any conference, general committee, joint or system board, or joint council so engaged
which is subordinate to a national or international labor organization.

(e) A labor organization shall be deemed to be engaged in an industry affecting commerce if (1) it maintains or operates
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a hiring hall or hiring office which procures employees for an employer or procures for employees opportunities to work
for an employer, or (2) the number of its members (or, where it is a labor organization composed of other labor
organizations or their representatives, if the aggregate number of the members of such other labor organization) is (A)
twenty-five or more during the first year after March 24, 1972 [the date of enactment of the Equal Employment
Opportunity Act of 1972], or (B) fifteen or more thereafter, and such labor organization-

(1) is the certified representative of employees under the provisions of the National Labor Relations Act,
as amended [29 U.S.C. 151 et seq.], or the Railway Labor Act, as amended [45 U.S.C. 151 et seq.];

(2) although not certified, is a national or international labor organization or a local labor organization
recognized or acting as the representative of employees of an employer or employers engaged in an
industry affecting commerce; or

(3) has chartered a local labor organization or subsidiary body which is representing or actively seeking
to represent employees of employers within the meaning of paragraph (1) or (2); or

(4) has been chartered by a labor organization representing or actively seeking to represent employees
within the meaning of paragraph (1) or (2) as the local or subordinate body through which such
employees may enjoy membership or become affiliated with such labor organization; or

(5) is a conference, general committee, joint or system board, or joint council subordinate to a national or
international labor organization, which includes a labor organization engaged in an industry affecting
commerce within the meaning of any of the preceding paragraphs of this subsection.

(f) The term “employee” means an individual employed by an employer, except that the term “employee” shall not
include any person elected to public office in any State or political subdivision of any State by the qualified voters
thereof, or any person chosen by such officer to be on such officer’s personal staff, or an appointee on the policy making
level or an immediate adviser with respect to the exercise of the constitutional or legal powers of the office. The
exemption set forth in the preceding sentence shall not include employees subject to the civil service laws of a State
government, governmental agency or political subdivision. With respect to employment in a foreign country, such term
includes an individual who is a citizen of the United States.

(g) The term “commerce” means trade, traffic, commerce, transportation, transmission, or communication among the
several States; or between a State and any place outside thereof; or within the District of Columbia, or a possession of
the United States; or between points in the same State but through a point outside thereof.

(h) The term “industry affecting commerce” means any activity, business, or industry in commerce or in which a labor
dispute would hinder or obstruct commerce or the free flow of commerce and includes any activity or industry “affecting
commerce” within the meaning of the Labor-Management Reporting and Disclosure Act of 1959 [29 U.S.C. 401 et seq.],
and further includes any governmental industry, business, or activity.

(i) The term “State” includes a State of the United States, the District of Columbia, Puerto Rico, the Virgin Islands,
American Samoa, Guam, Wake Island, the Canal Zone, and Outer Continental Shelf lands defined in the Outer
Continental Shelf Lands Act [43 U.S.C. 1331 et seq.].

(j) The term “religion” includes all aspects of religious observance and practice, as well as belief, unless an employer
demonstrates that he is unable to reasonably accommodate to an employee’s or prospective employee’s religious
observance or practice without undue hardship on the conduct of the employer’s business.

(k) The terms “because of sex” or “on the basis of sex” include, but are not limited to, because of or on the basis of
pregnancy, childbirth, or related medical conditions; and women affected by pregnancy, childbirth, or related medical
conditions shall be treated the same for all employment-related purposes, including receipt of benefits under fringe
benefit programs, as other persons not so affected but similar in their ability or inability to work, and nothing in section
2000e-2(h) of this title [section 703(h)] shall be interpreted to permit otherwise. This subsection shall not require an
employer to pay for health insurance benefits for abortion, except where the life of the mother would be endangered if
the fetus were carried to term, or except where medical complications have arisen from an abortion: Provided, That
nothing herein shall preclude an employer from providing abortion benefits or otherwise affect bargaining agreements in
regard to abortion.

(l) The term “complaining party” means the Commission, the Attorney General, or a person who may bring an action or
proceeding under this subchapter.

(m) The term “demonstrates” means meets the burdens of production and persuasion.

(n) The term “respondent” means an employer, employment agency, labor organization, joint labor management
committee controlling apprenticeship or other training or retraining program, including an on-the-job training program, or
Federal entity subject to section 2000e-16 of this title.

APPLICABILITY TO FOREIGN AND RELIGIOUS EMPLOYMENT
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SEC. 2000e-1. [Section 702]

(a) Inapplicability of subchapter to certain aliens and employees of religious entities

This subchapter shall not apply to an employer with respect to the employment of aliens outside any State, or to a
religious corporation, association, educational institution, or society with respect to the employment of individuals of a
particular religion to perform work connected with the carrying on by such corporation, association, educational
institution, or society of its activities.

(b) Compliance with statute as violative of foreign law

It shall not be unlawful under section 2000e-2 or 2000e-3 of this title [section 703 or 704] for an employer (or a
corporation controlled by an employer), labor organization, employment agency, or joint labor-management committee
controlling apprenticeship or other training or retraining (including on-the-job training programs) to take any action
otherwise prohibited by such section, with respect to an employee in a workplace in a foreign country if compliance with
such section would cause such employer (or such corporation), such organization, such agency, or such committee to
violate the law of the foreign country in which such workplace is located.

(c) Control of corporation incorporated in foreign country

(1) If an employer controls a corporation whose place of incorporation is a foreign country, any practice
prohibited by section 2000e-2 or 2000e-3 of this title [section 703 or 704] engaged in by such corporation
shall be presumed to be engaged in by such employer.

(2) Sections 2000e-2 and 2000e-3 of this title [sections 703 and 704] shall not apply with respect to the
foreign operations of an employer that is a foreign person not controlled by an American employer.

(3) For purposes of this subsection, the determination of whether an employer controls a corporation shall
be based on-

(A) the interrelation of operations;

(B) the common management;

(C) the centralized control of labor relations; and

(D) the common ownership or financial control, of the employer and the corporation.

UNLAWFUL EMPLOYMENT PRACTICES
SEC. 2000e-2. [Section 703]

(a) Employer practices

It shall be an unlawful employment practice for an employer -

(1) to fail or refuse to hire or to discharge any individual, or otherwise to discriminate against any
individual with respect to his compensation, terms, conditions, or privileges of employment, because of
such individual’s race, color, religion, sex, or national origin; or

(2) to limit, segregate, or classify his employees or applicants for employment in any way which would
deprive or tend to deprive any individual of employment opportunities or otherwise adversely affect his
status as an employee, because of such individual’s race, color, religion, sex, or national origin.

(b) Employment agency practices

It shall be an unlawful employment practice for an employment agency to fail or refuse to refer for employment, or
otherwise to discriminate against, any individual because of his race, color, religion, sex, or national origin, or to classify
or refer for employment any individual on the basis of his race, color, religion, sex, or national origin.

(c) Labor organization practices

It shall be an unlawful employment practice for a labor organization-

(1) to exclude or to expel from its membership, or otherwise to discriminate against, any individual
because of his race, color, religion, sex, or national origin;

(2) to limit, segregate, or classify its membership or applicants for membership, or to classify or fail or
refuse to refer for employment any individual, in any way which would deprive or tend to deprive any
individual of employment opportunities, or would limit such employment opportunities or otherwise
adversely affect his status as an employee or as an applicant for employment, because of such
individual’s race, color, religion, sex, or national origin; or
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(3) to cause or attempt to cause an employer to discriminate against an individual in violation of this
section.

(d) Training programs

It shall be an unlawful employment practice for any employer, labor organization, or joint labor-management committee
controlling apprenticeship or other training or retraining, including on-the-job training programs to discriminate against
any individual because of his race, color, religion, sex, or national origin in admission to, or employment in, any program
established to provide apprenticeship or other training.

(e) Businesses or enterprises with personnel qualified on basis of religion, sex, or national origin; educational institutions
with personnel of particular religion

Notwithstanding any other provision of this subchapter, (1) it shall not be an unlawful employment practice for an
employer to hire and employ employees, for an employment agency to classify, or refer for employment any individual,
for a labor organization to classify its membership or to classify or refer for employment any individual, or for an
employer, labor organization, or joint labor management committee controlling apprenticeship or other training or
retraining programs to admit or employ any individual in any such program, on the basis of his religion, sex, or national
origin in those certain instances where religion, sex, or national origin is a bona fide occupational qualification
reasonably necessary to the normal operation of that particular business or enterprise, and (2) it shall not be an unlawful
employment practice for a school, college, university, or other educational institution or institution of learning to hire and
employ employees of a particular religion if such school, college, university, or other educational institution or institution
of learning is, in whole or in substantial part, owned, supported, controlled, or managed by a particular religion or by a
particular religious corporation, association, or society, or if the curriculum of such school, college, university, or other
educational institution or institution of learning is directed toward the propagation of a particular religion.

(f) Members of Communist Party or Communist-action or Communist-front organizations

As used in this subchapter, the phrase “unlawful employment practice” shall not be deemed to include any action or
measure taken by an employer, labor organization, joint labor management committee, or employment agency with
respect to an individual who is a member of the Communist Party of the United States or of any other organization
required to register as a Communist-action or Communist-front organization by final order of the Subversive Activities
Control Board pursuant to the Subversive Activities Control Act of 1950 [50 U.S.C. 781 et seq.].

(g) National security

Notwithstanding any other provision of this subchapter, it shall not be an unlawful employment practice for an employer
to fail or refuse to hire and employ any individual for any position, for an employer to discharge any individual from any
position, or for an employment agency to fail or refuse to refer any individual for employment in any position, or for a
labor organization to fail or refuse to refer any individual for employment in any position, if-

(1) the occupancy of such position, or access to the premises in or upon which any part of the duties of
such position is performed or is to be performed, is subject to any requirement imposed in the interest of
the national security of the United States under any security program in effect pursuant to or administered
under any statute of the United States or any Executive order of the President; and

(2) such individual has not fulfilled or has ceased to fulfill that requirement.

(h) Seniority or merit system; quantity or quality of production; ability tests; compensation based on sex and authorized
by minimum wage provisions

Notwithstanding any other provision of this subchapter, it shall not be an unlawful employment practice for an employer
to apply different standards of compensation, or different terms, conditions, or privileges of employment pursuant to a
bona fide seniority or merit system, or a system which measures earnings by quantity or quality of production or to
employees who work in different locations, provided that such differences are not the result of an intention to
discriminate because of race, color, religion, sex, or national origin, nor shall it be an unlawful employment practice for
an employer to give and to act upon the results of any professionally developed ability test provided that such test, its
administration or action upon the results is not designed, intended or used to discriminate because of race, color,
religion, sex or national origin. It shall not be an unlawful employment practice under this subchapter for any employer to
differentiate upon the basis of sex in determining the amount of the wages or compensation paid or to be paid to
employees of such employer if such differentiation is authorized by the provisions of section 206(d) of Title 29 [section
6(d) of the Labor Standards Act of 1938, as amended].

(i) Businesses or enterprises extending preferential treatment to Indians

Nothing contained in this subchapter shall apply to any business or enterprise on or near an Indian reservation with
respect to any publicly announced employment practice of such business or enterprise under which a preferential
treatment is given to any individual because he is an Indian living on or near a reservation.

(j) Preferential treatment not to be granted on account of existing number or percentage imbalance
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Nothing contained in this subchapter shall be interpreted to require any employer, employment agency, labor
organization, or joint labor-management committee subject to this subchapter to grant preferential treatment to any
individual or to any group because of the race, color, religion, sex, or national origin of such individual or group on
account of an imbalance which may exist with respect to the total number or percentage of persons of any race, color,
religion, sex, or national origin employed by any employer, referred or classified for employment by any employment
agency or labor organization, admitted to membership or classified by any labor organization, or admitted to, or
employed in, any apprenticeship or other training program, in comparison with the total number or percentage of
persons of such race, color, religion, sex, or national origin in any community, State, section, or other area, or in the
available work force in any community, State, section, or other area.

(k) Burden of proof in disparate impact cases

(1) (A) An unlawful employment practice based on disparate impact is established under this subchapter only if-

(i) a complaining party demonstrates that a respondent uses a particular employment practice that
causes a disparate impact on the basis of race, color, religion, sex, or national origin and the respondent
fails to demonstrate that the challenged practice is job related for the position in question and consistent
with business necessity; or

(ii) the complaining party makes the demonstration described in subparagraph (C) with respect to an
alternative employment practice and the respondent refuses to adopt such alternative employment
practice.

(B) (i) With respect to demonstrating that a particular employment practice causes a disparate impact as
described in subparagraph (A)(i), the complaining party shall demonstrate that each particular challenged
employment practice causes a disparate impact, except that if the complaining party can demonstrate to
the court that the elements of a respondent’s decisionmaking process are not capable of separation for
analysis, the decisionmaking process may be analyzed as one employment practice.

(ii) If the respondent demonstrates that a specific employment practice does not cause the disparate
impact, the respondent shall not be required to demonstrate that such practice is required by business
necessity.

(C) The demonstration referred to by subparagraph (A)(ii) shall be in accordance with the law as it
existed on June 4, 1989, with respect to the concept of “alternative employment practice”.

(2) A demonstration that an employment practice is required by business necessity may not be used as a
defense against a claim of intentional discrimination under this subchapter.

(3) Notwithstanding any other provision of this subchapter, a rule barring the employment of an individual
who currently and knowingly uses or possesses a controlled substance, as defined in schedules I and II
of section 102(6) of the Controlled Substances Act (21 U.S.C. 802(6)), other than the use or possession
of a drug taken under the supervision of a licensed health care professional, or any other use or
possession authorized by the Controlled Substances Act [21 U.S.C. 801 et seq.] or any other provision of
Federal law, shall be considered an unlawful employment practice under this subchapter only if such rule
is adopted or applied with an intent to discriminate because of race, color, religion, sex, or national origin.

(l) Prohibition of discriminatory use of test scores

It shall be an unlawful employment practice for a respondent, in connection with the selection or referral of applicants or
candidates for employment or promotion, to adjust the scores of, use different cutoff scores for, or otherwise alter the
results of, employment related tests on the basis of race, color, religion, sex, or national origin.

(m) Impermissible consideration of race, color, religion, sex, or national origin in employment practices

Except as otherwise provided in this subchapter, an unlawful employment practice is established when the complaining
party demonstrates that race, color, religion, sex, or national origin was a motivating factor for any employment practice,
even though other factors also motivated the practice.

(n) Resolution of challenges to employment practices implementing litigated or consent judgments or orders

(1) (A) Notwithstanding any other provision of law, and except as provided in paragraph (2), an employment practice that
implements and is within the scope of a litigated or consent judgment or order that resolves a claim of employment
discrimination under the Constitution or Federal civil rights laws may not be challenged under the circumstances
described in subparagraph (B).

(B) A practice described in subparagraph (A) may not be challenged in a claim under the Constitution or
Federal civil rights laws-

(i) by a person who, prior to the entry of the judgment or order described in subparagraph
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(A), had-

(I) actual notice of the proposed judgment or order sufficient to apprise such
person that such judgment or order might adversely affect the interests and
legal rights of such person and that an opportunity was available to present
objections to such judgment or order by a future date certain; and

(II) a reasonable opportunity to present objections to such judgment or
order; or

(ii) by a person whose interests were adequately represented by another person who had
previously challenged the judgment or order on the same legal grounds and with a similar
factual situation, unless there has been an intervening change in law or fact.

(2) Nothing in this subsection shall be construed to-

(A) alter the standards for intervention under rule 24 of the Federal Rules of Civil Procedure or apply to
the rights of parties who have successfully intervened pursuant to such rule in the proceeding in which
the parties intervened;

(B) apply to the rights of parties to the action in which a litigated or consent judgment or order was
entered, or of members of a class represented or sought to be represented in such action, or of members
of a group on whose behalf relief was sought in such action by the Federal Government;

(C) prevent challenges to a litigated or consent judgment or order on the ground that such judgment or
order was obtained through collusion or fraud, or is transparently invalid or was entered by a court lacking
subject matter jurisdiction; or

(D) authorize or permit the denial to any person of the due process of law required by the Constitution.

(3) Any action not precluded under this subsection that challenges an employment consent judgment or order described
in paragraph (1) shall be brought in the court, and if possible before the judge, that entered such judgment or order.
Nothing in this subsection shall preclude a transfer of such action pursuant to section 1404 of Title 28 [United States
Code].

OTHER UNLAWFUL EMPLOYMENT PRACTICES
SEC. 2000e-3. [Section 704]

(a) Discrimination for making charges, testifying, assisting, or participating in enforcement proceedings

It shall be an unlawful employment practice for an employer to discriminate against any of his employees or applicants
for employment, for an employment agency, or joint labor-management committee controlling apprenticeship or other
training or retraining, including on—the-job training programs, to discriminate against any individual, or for a labor
organization to discriminate against any member thereof or applicant for membership, because he has opposed any
practice made an unlawful employment practice by this subchapter, or because he has made a charge, testified,
assisted, or participated in any manner in an investigation, proceeding, or hearing under this subchapter.

(b) Printing or publication of notices or advertisements indicating prohibited preference, limitation, specification, or
discrimination; occupational qualification exception

It shall be an unlawful employment practice for an employer, labor organization, employment agency, or joint labor-
management committee controlling apprenticeship or other training or retraining, including on-the-job training programs,
to print or publish or cause to be printed or published any notice or advertisement relating to employment by such an
employer or membership in or any classification or referral for employment by such a labor organization, or relating to
any classification or referral for employment by such an employment agency, or relating to admission to, or employment
in, any program established to provide apprenticeship or other training by such a joint labor-management committee,
indicating any preference, limitation, specification, or discrimination, based on race, color, religion, sex, or national origin,
except that such a notice or advertisement may indicate a preference, limitation, specification, or discrimination based
on religion, sex, or national origin when religion, sex, or national origin is a bona fide occupational qualification for
employment.

EQUAL EMPLOYMENT OPPORTUNITY COMMISSION
SEC. 2000e-4. [Section 705]

(a) Creation; composition; political representation; appointment; term; vacancies; Chairman and Vice Chairman; duties
of Chairman; appointment of personnel; compensation of personnel

There is hereby created a Commission to be known as the Equal Employment Opportunity Commission, which shall be
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composed of five members, not more than three of whom shall be members of the same political party. Members of the
Commission shall be appointed by the President by and with the advice and consent of the Senate for a term of five
years. Any individual chosen to fill a vacancy shall be appointed only for the unexpired term of the member whom he
shall succeed, and all members of the Commission shall continue to serve until their successors are appointed and
qualified, except that no such member of the Commission shall continue to serve (1) for more than sixty days when the
Congress is in session unless a nomination to fill such vacancy shall have been submitted to the Senate, or (2) after the
adjournment sine die of the session of the Senate in which such nomination was submitted. The President shall
designate one member to serve as Chairman of the Commission, and one member to serve as Vice Chairman. The
Chairman shall be responsible on behalf of the Commission for the administrative operations of the Commission, and,
except as provided in subsection (b) of this section, shall appoint, in accordance with the provisions of Title 5 [United
States Code] governing appointments in the competitive service, such officers, agents, attorneys, administrative law
judges [originally, hearing examiners], and employees as he deems necessary to assist it in the performance of its
functions and to fix their compensation in accordance with the provisions of chapter 51 and subchapter III of chapter 53
of Title 5 [United States Code], relating to classification and General Schedule pay rates: Provided, That assignment,
removal, and compensation of administrative law judges [originally, hearing examiners] shall be in accordance with
sections 3105, 3344, 5372, and 7521 of Title 5 [United States Code].

(b) General Counsel; appointment; term; duties; representation by attorneys and Attorney General

(1) There shall be a General Counsel of the Commission appointed by the President, by and with the
advice and consent of the Senate, for a term of four years. The General Counsel shall have responsibility
for the conduct of litigation as provided in sections 2000e-5 and 2000e-6 of this title [sections 706 and
707]. The General Counsel shall have such other duties as the Commission may prescribe or as may be
provided by law and shall concur with the Chairman of the Commission on the appointment and
supervision of regional attorneys. The General Counsel of the Commission on the effective date of this
Act shall continue in such position and perform the functions specified in this subsection until a successor
is appointed and qualified.

(2) Attorneys appointed under this section may, at the direction of the Commission, appear for and
represent the Commission in any case in court, provided that the Attorney General shall conduct all
litigation to which the Commission is a party in the Supreme Court pursuant to this subchapter.

(c) Exercise of powers during vacancy; quorum

A vacancy in the Commission shall not impair the right of the remaining members to exercise all the powers of the
Commission and three members thereof shall constitute a quorum.

(d) Seal; judicial notice

The Commission shall have an official seal which shall be judicially noticed.

(e) Reports to Congress and the President

The Commission shall at the close of each fiscal year report to the Congress and to the President concerning the action
it has taken [originally, the names, salaries, and duties of all individuals in its employ] and the moneys it has disbursed. It
shall make such further reports on the cause of and means of eliminating discrimination and such recommendations for
further legislation as may appear desirable.

(f) Principal and other offices

The principal office of the Commission shall be in or near the District of Columbia, but it may meet or exercise any or all
its powers at any other place. The Commission may establish such regional or State offices as it deems necessary to
accomplish the purpose of this subchapter.

(g) Powers of Commission

The Commission shall have power-

(1) to cooperate with and, with their consent, utilize regional, State, local, and other agencies, both public
and private, and individuals;

(2) to pay to witnesses whose depositions are taken or who are summoned before the Commission or
any of its agents the same witness and mileage fees as are paid to witnesses in the courts of the United
States;

(3) to furnish to persons subject to this subchapter such technical assistance as they may request to
further their compliance with this subchapter or an order issued thereunder;

(4) upon the request of (i) any employer, whose employees or some of them, or (ii) any labor
organization, whose members or some of them, refuse or threaten to refuse to cooperate in effectuating
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the provisions of this subchapter, to assist in such effectuation by conciliation or such other remedial
action as is provided by this subchapter;

(5) to make such technical studies as are appropriate to effectuate the purposes and policies of this
subchapter and to make the results of such studies available to the public;

(6) to intervene in a civil action brought under section 2000e-5 of this title [section 706] by an aggrieved
party against a respondent other than a government, governmental agency or political subdivision.

(h) Cooperation with other departments and agencies in performance of educational or promotional activities; outreach
activities

(1) The Commission shall, in any of its educational or promotional activities, cooperate with other
departments and agencies in the performance of such educational and promotional activities.

(2) In exercising its powers under this subchapter, the Commission shall carry out educational and
outreach activities (including dissemination of information in languages other than English) targeted to-

(A) individuals who historically have been victims of employment discrimination and have
not been equitably served by the Commission; and

(B) individuals on whose behalf the Commission has authority to enforce any other law
prohibiting employment discrimination, concerning rights and obligations under this
subchapter or such law, as the case may be.

(i) Personnel subject to political activity restrictions

All officers, agents, attorneys, and employees of the Commission shall be subject to the provisions of section 7324 of
Title 5 [originally, section 9 of the Act of August 2, 1939, as amended (the Hatch Act)], notwithstanding any exemption
contained in such section.

(j) Technical Assistance Training Institute

(1) The Commission shall establish a Technical Assistance Training Institute, through which the
Commission shall provide technical assistance and training regarding the laws and regulations enforced
by the Commission.

(2) An employer or other entity covered under this subchapter shall not be excused from compliance with
the requirements of this subchapter because of any failure to receive technical assistance under this
subsection.

(3) There are authorized to be appropriated to carry out this subsection such sums as may be necessary
for fiscal year 1992.

(k) EEOC Education, Technical Assistance, and Training Revolving Fund

(1) There is hereby established in the Treasury of the United States a revolving fund to be known as the “EEOC
Education, Technical Assistance, and Training Revolving Fund” (hereinafter in this subsection referred to as the “Fund”)
and to pay the cost (including administrative and personnel expenses) of providing education, technical assistance, and
training relating to laws administered by the Commission. Monies in the Fund shall be available without fiscal year
limitation to the Commission for such purposes.

(2)(A) The Commission shall charge fees in accordance with the provisions of this paragraph to offset the costs of
education, technical assistance, and training provided with monies in the Fund. Such fees for any education, technical
assistance, or training--

(i) shall be imposed on a uniform basis on persons and entities receiving such education, assistance, or
training,

(ii) shall not exceed the cost of providing such education, assistance, and training, and

(iii) with respect to each person or entity receiving such education, assistance, or training, shall bear a
reasonable relationship to the cost of providing such education, assistance, or training to such person or
entity.

(B) Fees received under subparagraph (A) shall be deposited in the Fund by the Commission.

(C) The Commission shall include in each report made under subsection (e) of this section information with respect to
the operation of the Fund, including information, presented in the aggregate, relating to--

(i) the number of persons and entities to which the Commission provided education, technical assistance,
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or training with monies in the Fund, in the fiscal year for which such report is prepared,

(ii) the cost to the Commission to provide such education, technical assistance, or training to such
persons and entities, and

(iii) the amount of any fees received by the Commission from such persons and entities for such
education, technical assistance, or training.

(3) The Secretary of the Treasury shall invest the portion of the Fund not required to satisfy current expenditures from
the Fund, as determined by the Commission, in obligations of the United States or obligations guaranteed as to principal
by the United States. Investment proceeds shall be deposited in the Fund.

(4) There is hereby transferred to the Fund $1,000,000 from the Salaries and Expenses appropriation of the
Commission.

ENFORCEMENT PROVISIONS
SEC. 2000e-5. [Section 706]

(a) Power of Commission to prevent unlawful employment practices

The Commission is empowered, as hereinafter provided, to prevent any person from engaging in any unlawful
employment practice as set forth in section 2000e-2 or 2000e-3 of this title [section 703 or 704].

(b) Charges by persons aggrieved or member of Commission of unlawful employment practices by employers, etc.;
filing; allegations; notice to respondent; contents of notice; investigation by Commission; contents of charges; prohibition
on disclosure of charges; determination of reasonable cause; conference, conciliation, and persuasion for elimination of
unlawful practices; prohibition on disclosure of informal endeavors to end unlawful practices; use of evidence in
subsequent proceedings; penalties for disclosure of information; time for determination of reasonable cause

Whenever a charge is filed by or on behalf of a person claiming to be aggrieved, or by a member of the Commission,
alleging that an employer, employment agency, labor organization, or joint labormanagement committee controlling
apprenticeship or other training or retraining, including on-the-job training programs, has engaged in an unlawful
employment practice, the Commission shall serve a notice of the charge (including the date, place and circumstances of
the alleged unlawful employment practice) on such employer, employment agency, labor organization, or joint labor-
management committee (hereinafter referred to as the “respondent”) within ten days, and shall make an investigation
thereof. Charges shall be in writing under oath or affirmation and shall contain such information and be in such form as
the Commission requires. Charges shall not be made public by the Commission. If the Commission determines after
such investigation that there is not reasonable cause to believe that the charge is true, it shall dismiss the charge and
promptly notify the person claiming to be aggrieved and the respondent of its action. In determining whether reasonable
cause exists, the Commission shall accord substantial weight to final findings and orders made by State or local
authorities in proceedings commenced under State or local law pursuant to the requirements of subsections (c) and (d)
of this section. If the Commission determines after such investigation that there is reasonable cause to believe that the
charge is true, the Commission shall endeavor to eliminate any such alleged unlawful employment practice by informal
methods of conference, conciliation, and persuasion. Nothing said or done during and as a part of such informal
endeavors may be made public by the Commission, its officers or employees, or used as evidence in a subsequent
proceeding without the written consent of the persons concerned. Any person who makes public information in violation
of this subsection shall be fined not more than $1,000 or imprisoned for not more than one year, or both. The
Commission shall make its determination on reasonable cause as promptly as possible and, so far as practicable, not
later than one hundred and twenty days from the filing of the charge or, where applicable under subsection (c) or (d) of
this section, from the date upon which the Commission is authorized to take action with respect to the charge.

(c) State or local enforcement proceedings; notification of State or local authority; time for filing charges with
Commission; commencement of proceedings

In the case of an alleged unlawful employment practice occurring in a State, or political subdivision of a State, which has
a State or local law prohibiting the unlawful employment practice alleged and establishing or authorizing a State or local
authority to grant or seek relief from such practice or to institute criminal proceedings with respect thereto upon receiving
notice thereof, no charge may be filed under subsection (a) of this section by the person aggrieved before the expiration
of sixty days after proceedings have been commenced under the State or local law, unless such proceedings have been
earlier terminated, provided that such sixty- day period shall be extended to one hundred and twenty days during the
first year after the effective date of such State or local law. If any requirement for the commencement of such
proceedings is imposed by a State or local authority other than a requirement of the filing of a written and signed
statement of the facts upon which the proceeding is based, the proceeding shall be deemed to have been commenced
for the purposes of this subsection at the time such statement is sent by registered mail to the appropriate State or local
authority.

(d) State or local enforcement proceedings; notification of State or local authority; time for action on charges by
Commission
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In the case of any charge filed by a member of the Commission alleging an unlawful employment practice occurring in a
State or political subdivision of a State which has a State or local law prohibiting the practice alleged and establishing or
authorizing a State or local authority to grant or seek relief from such practice or to institute criminal proceedings with
respect thereto upon receiving notice thereof, the Commission shall, before taking any action with respect to such
charge, notify the appropriate State or local officials and, upon request, afford them a reasonable time, but not less than
sixty days (provided that such sixty-day period shall be extended to one hundred and twenty days during the first year
after the effective day of such State or local law), unless a shorter period is requested, to act under such State or local
law to remedy the practice alleged.

(e) Time for filing charges; time for service of notice of charge on respondent; filing of charge by Commission with State
or local agency; seniority system

(1) A charge under this section shall be filed within one hundred and eighty days after the alleged
unlawful employment practice occurred and notice of the charge (including the date, place and
circumstances of the alleged unlawful employment practice) shall be served upon the person against
whom such charge is made within ten days thereafter, except that in a case of an unlawful employment
practice with respect to which the person aggrieved has initially instituted proceedings with a State or
local agency with authority to grant or seek relief from such practice or to institute criminal proceedings
with respect thereto upon receiving notice thereof, such charge shall be filed by or on behalf of the
person aggrieved within three hundred days after the alleged unlawful employment practice occurred, or
within thirty days after receiving notice that the State or local agency has terminated the proceedings
under the State or local law, whichever is earlier, and a copy of such charge shall be filed by the
Commission with the State or local agency.

(2) For purposes of this section, an unlawful employment practice occurs, with respect to a seniority
system that has been adopted for an intentionally discriminatory purpose in violation of this subchapter
(whether or not that discriminatory purpose is apparent on the face of the seniority provision), when the
seniority system is adopted, when an individual becomes subject to the seniority system, or when a
person aggrieved is injured by the application of the seniority system or provision of the system.

(3)(A) For purposes of this section, an unlawful employment practice occurs, with respect to
discrimination in compensation in violation of this title, when a discriminatory compensation decision or
other practice is adopted, when an individual becomes subject to a discriminatory compensation decision
or other practice, or when an individual is affected by application of a discriminatory compensation
decision or other practice, including each time wages, benefits, or other compensation is paid, resulting in
whole or in part from such a decision or other practice.

(B) In addition to any relief authorized by section 1977A of the Revised Statutes (42
U.S.C. 1981a), liability may accrue and an aggrieved person may obtain relief as provided
in subsection (g)(1), including recovery of back pay for up to two years preceding the filing
of the charge, where the unlawful employment practices that have occurred during the
charge filing period are similar or related to unlawful employment practices with regard to
discrimination in compensation that occurred outside the time for filing a charge.

(f) Civil action by Commission, Attorney General, or person aggrieved; preconditions; procedure; appointment of
attorney; payment of fees, costs, or security; intervention; stay of Federal proceedings; action for appropriate temporary
or preliminary relief pending final disposition of charge; jurisdiction and venue of United States courts; designation of
judge to hear and determine case; assignment of case for hearing; expedition of case; appointment of master

(1) If within thirty days after a charge is filed with the Commission or within thirty days after expiration of
any period of reference under subsection (c) or (d) of this section, the Commission has been unable to
secure from the respondent a conciliation agreement acceptable to the Commission, the Commission
may bring a civil action against any respondent not a government, governmental agency, or political
subdivision named in the charge. In the case of a respondent which is a government, governmental
agency, or political subdivision, if the Commission has been unable to secure from the respondent a
conciliation agreement acceptable to the Commission, the Commission shall take no further action and
shall refer the case to the Attorney General who may bring a civil action against such respondent in the
appropriate United States district court. The person or persons aggrieved shall have the right to intervene
in a civil action brought by the Commission or the Attorney General in a case involving a government,
governmental agency, or political subdivision. If a charge filed with the Commission pursuant to
subsection (b) of this section is dismissed by the Commission, or if within one hundred and eighty days
from the filing of such charge or the expiration of any period of reference under subsection (c) or (d) of
this section, whichever is later, the Commission has not filed a civil action under this section or the
Attorney General has not filed a civil action in a case involving a government, governmental agency, or
political subdivision, or the Commission has not entered into a conciliation agreement to which the person
aggrieved is a party, the Commission, or the Attorney General in a case involving a government,
governmental agency, or political subdivision, shall so notify the person aggrieved and within ninety days
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after the giving of such notice a civil action may be brought against the respondent named in the charge
(A) by the person claiming to be aggrieved or (B) if such charge was filed by a member of the
Commission, by any person whom the charge alleges was aggrieved by the alleged unlawful employment
practice. Upon application by the complainant and in such circumstances as the court may deem just, the
court may appoint an attorney for such complainant and may authorize the commencement of the action
without the payment of fees, costs, or security. Upon timely application, the court may, in its discretion,
permit the Commission, or the Attorney General in a case involving a government, governmental agency,
or political subdivision, to intervene in such civil action upon certification that the case is of general public
importance. Upon request, the court may, in its discretion, stay further proceedings for not more than sixty
days pending the termination of State or local proceedings described in subsection (c) or (d) of this
section or further efforts of the Commission to obtain voluntary compliance.

(2) Whenever a charge is filed with the Commission and the Commission concludes on the basis of a
preliminary investigation that prompt judicial action is necessary to carry out the purposes of this Act, the
Commission, or the Attorney General in a case involving a government, governmental agency, or political
subdivision, may bring an action for appropriate temporary or preliminary relief pending final disposition of
such charge. Any temporary restraining order or other order granting preliminary or temporary relief shall
be issued in accordance with rule 65 of the Federal Rules of Civil Procedure. It shall be the duty of a
court having jurisdiction over proceedings under this section to assign cases for hearing at the earliest
practicable date and to cause such cases to be in every way expedited.

(3) Each United States district court and each United States court of a place subject to the jurisdiction of
the United States shall have jurisdiction of actions brought under this subchapter. Such an action may be
brought in any judicial district in the State in which the unlawful employment practice is alleged to have
been committed, in the judicial district in which the employment records relevant to such practice are
maintained and administered, or in the judicial district in which the aggrieved person would have worked
but for the alleged unlawful employment practice, but if the respondent is not found within any such
district, such an action may be brought within the judicial district in which the respondent has his principal
office. For purposes of sections 1404 and 1406 of Title 28 [United States Code], the judicial district in
which the respondent has his principal office shall in all cases be considered a district in which the action
might have been brought.

(4) It shall be the duty of the chief judge of the district (or in his absence, the acting chief judge) in which
the case is pending immediately to designate a judge in such district to hear and determine the case. In
the event that no judge in the district is available to hear and determine the case, the chief judge of the
district, or the acting chief judge, as the case may be, shall certify this fact to the chief judge of the circuit
(or in his absence, the acting chief judge) who shall then designate a district or circuit judge of the circuit
to hear and determine the case.

(5) It shall be the duty of the judge designated pursuant to this subsection to assign the case for hearing
at the earliest practicable date and to cause the case to be in every way expedited. If such judge has not
scheduled the case for trial within one hundred and twenty days after issue has been joined, that judge
may appoint a master pursuant to rule 53 of the Federal Rules of Civil Procedure.

(g) Injunctions; appropriate affirmative action; equitable relief; accrual of back pay; reduction of back pay; limitations on
judicial orders

(1) If the court finds that the respondent has intentionally engaged in or is intentionally engaging in an
unlawful employment practice charged in the complaint, the court may enjoin the respondent from
engaging in such unlawful employment practice, and order such affirmative action as may be appropriate,
which may include, but is not limited to, reinstatement or hiring of employees, with or without back pay
(payable by the employer, employment agency, or labor organization, as the case may be, responsible for
the unlawful employment practice), or any other equitable relief as the court deems appropriate. Back pay
liability shall not accrue from a date more than two years prior to the filing of a charge with the
Commission. Interim earnings or amounts earnable with reasonable diligence by the person or persons
discriminated against shall operate to reduce the back pay otherwise allowable.

(2) (A) No order of the court shall require the admission or reinstatement of an individual as a member of
a union, or the hiring, reinstatement, or promotion of an individual as an employee, or the payment to him
of any back pay, if such individual was refused admission, suspended, or expelled, or was refused
employment or advancement or was suspended or discharged for any reason other than discrimination
on account of race, color, religion, sex, or national origin or in violation of section 2000e-3(a) of this Title
[section 704(a)].

(B) On a claim in which an individual proves a violation under section 2000e-2(m) of this title [section
703(m)] and a respondent demonstrates that the respondent would have taken the same action in the
absence of the impermissible motivating factor, the court-
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(i) may grant declaratory relief, injunctive relief (except as provided in clause (ii)), and
attorney’s fees and costs demonstrated to be directly attributable only to the pursuit of a
claim under section 2000e-2(m) of this title [section 703(m)]; and

(ii) shall not award damages or issue an order requiring any admission, reinstatement,
hiring, promotion, or payment, described in subparagraph (A).

(h) Provisions of chapter 6 of Title 29 not applicable to civil actions for prevention of unlawful practices

The provisions of chapter 6 of title 29 [the Act entitled“An Act to amend the Judicial Code and to define and limit the
jurisdiction of courts sitting in equity, and for other purposes,” approved March 23, 1932 (29 U.S.C. 105-115)] shall not
apply with respect to civil actions brought under this section.

(i) Proceedings by Commission to compel compliance with judicial orders In any case in which an employer,
employment agency, or labor organization fails to comply with an order of a court issued in a civil action brought under
this section, the Commission may commence proceedings to compel compliance with such order.

(j) Appeals

Any civil action brought under this section and any proceedings brought under subsection (i) of this section shall be
subject to appeal as provided in sections 1291 and 1292, Title 28 [United States Code].

(k) Attorney’s fee; liability of Commission and United States for costs

In any action or proceeding under this subchapter the court, in its discretion, may allow the prevailing party, other than
the Commission or the United States, a reasonable attorney’s fee (including expert fees) as part of the costs, and the
Commission and the United States shall be liable for costs the same as a private person.

CIVIL ACTIONS BY THE ATTORNEY GENERAL
SEC. 2000e-6. [Section 707]

(a) Complaint

Whenever the Attorney General has reasonable cause to believe that any person or group of persons is engaged in a
pattern or practice of resistance to the full enjoyment of any of the rights secured by this subchapter, and that the pattern
or practice is of such a nature and is intended to deny the full exercise of the rights herein described, the Attorney
General may bring a civil action in the appropriate district court of the United States by filing with it a complaint (1)
signed by him (or in his absence the Acting Attorney General), (2) setting forth facts pertaining to such pattern or
practice, and (3) requesting such relief, including an application for a permanent or temporary injunction, restraining
order or other order against the person or persons responsible for such pattern or practice, as he deems necessary to
insure the full enjoyment of the rights herein described.

(b) Jurisdiction; three-judge district court for cases of general public importance: hearing, determination, expedition of
action, review by Supreme Court; single judge district court: hearing, determination, expedition of action

The district courts of the United States shall have and shall exercise jurisdiction of proceedings instituted pursuant to this
section, and in any such proceeding the Attorney General may file with the clerk of such court a request that a court of
three judges be convened to hear and determine the case. Such request by the Attorney General shall be accompanied
by a certificate that, in his opinion, the case is of general public importance. A copy of the certificate and request for a
three-judge court shall be immediately furnished by such clerk to the chief judge of the circuit (or in his absence, the
presiding circuit judge of the circuit) in which the case is pending. Upon receipt of such request it shall be the duty of the
chief judge of the circuit or the presiding circuit judge, as the case may be, to designate immediately three judges in
such circuit, of whom at least one shall be a circuit judge and another of whom shall be a district judge of the court in
which the proceeding was instituted, to hear and determine such case, and it shall be the duty of the judges so
designated to assign the case for hearing at the earliest practicable date, to participate in the hearing and determination
thereof, and to cause the case to be in every way expedited. An appeal from the final judgment of such court will lie to
the Supreme Court.

In the event the Attorney General fails to file such a request in any such proceeding, it shall be the duty of the chief
judge of the district (or in his absence, the acting chief judge) in which the case is pending immediately to designate a
judge in such district to hear and determine the case. In the event that no judge in the district is available to hear and
determine the case, the chief judge of the district, or the acting chief judge, as the case may be, shall certify this fact to
the chief judge of the circuit (or in his absence, the acting chief judge) who shall then designate a district or circuit judge
of the circuit to hear and determine the case.

It shall be the duty of the judge designated pursuant to this section to assign the case for hearing at the earliest
practicable date and to cause the case to be in every way expedited.

(c) Transfer offunctions, etc., to Commission; effective date; prerequisite to transfer; execution of functions by
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Commission

Effective two years after March 24, 1972 [the date of enactment of the Equal Employment Opportunity Act of 1972], the
functions of theAttorney General under this section shall be transferred to the Commission, together with such
personnel, property, records, and unexpended balances of appropriations, allocations, and other funds employed, used,
held, available, or to be made available in connection with such functions unless the President submits, and neither
House of Congress vetoes, a reorganization plan pursuant to chapter 9 of Title 5 [United States Code], inconsistent with
the provisions of this subsection. The Commission shall carry out such functions in accordance with subsections (d) and
(e) of this section.

(d) Transfer of functions, etc., not to affect suits commenced pursuant to this section prior to date of transfer

Upon the transfer of functions provided for in subsection (c) of this section, in all suits commenced pursuant to this
section prior to the date of such transfer, proceedings shall continue without abatement, all court orders and decrees
shall remain in effect, and the Commission shall be substituted as a party for the United States of America, the Attorney
General, or the Acting Attorney General, as appropriate.

(e) Investigation and action by Commission pursuant to filing of charge of discrimination; procedure

Subsequent to March 24, 1972 [the date of enactment of the Equal Employment Opportunity Act of 1972], the
Commission shall haveauthority to investigate and act on a charge of a pattern or practice ofdiscrimination, whether filed
by or on behalf of a person claiming to beaggrieved or by a member of the Commission. All such actions shall
beconducted in accordance with the procedures set forth in section 2000e-5of this title [section 706].

EFFECT ON STATE LAWS
SEC. 2000e-7. [Section 708]

Nothing in this subchapter shall be deemed to exempt or relieve any person from any liability, duty, penalty, or
punishment provided by any present or future law of any State or political subdivision of a State, other than any such law
which purports to require or permit the doing of any act which would be an unlawful employment practice under this
subchapter.

INVESTIGATIONS
SEC. 2000e-8. [Section 709]

(a) Examination and copying of evidence related to unlawful employment practices

In connection with any investigation of a charge filed under section 2000e-5 of this title [section 706], the Commission or
its designated representative shall at all reasonable times have access to, for the purposes of examination, and the right
to copy any evidence of any person being investigated or proceeded against that relates to unlawful employment
practices covered by this subchapter and is relevant to the charge under investigation.

(b) Cooperation with State and local agencies administering State fair employment practices laws; participation in and
contribution to research and other projects; utilization of services; payment in advance or reimbursement; agreements
and rescission of agreements

The Commission may cooperate with State and local agencies charged with the administration of State fair employment
practices laws and, with the consent of such agencies, may, for the purpose of carrying out its functions and duties
under this subchapter and within the limitation of funds appropriated specifically for such purpose, engage in and
contribute to the cost of research and other projects of mutual interest undertaken by such agencies, and utilize the
services of such agencies and their employees, and, notwithstanding any other provision of law, pay by advance or
reimbursement such agencies and their employees for services rendered to assist the Commission in carrying out this
subchapter. In furtherance of such cooperative efforts, the Commission may enter into written agreements with such
State or local agencies and such agreements may include provisions under which the Commission shall refrain from
processing a charge in any cases or class of cases specified in such agreements or under which the Commission shall
relieve any person or class of persons in such State or locality from requirements imposed under this section. The
Commission shall rescind any such agreement whenever it determines that the agreement no longer serves the interest
of effective enforcement of this subchapter.

(c) Execution, retention, and preservation of records; reports to Commission; training program records; appropriate relief
from regulation or order for undue hardship; procedure for exemption; judicial action to compel compliance

Every employer, employment agency, and labor organization subject to this subchapter shall (1) make and keep such
records relevant to the determinations of whether unlawful employment practices have been or are being committed, (2)
preserve such records for such periods, and (3) make such reports therefrom as the Commission shall prescribe by
regulation or order, after public hearing, as reasonable, necessary, or appropriate for the enforcement of this subchapter
or the regulations or orders thereunder. The Commission shall, by regulation, require each employer, labor organization,
and joint labor-management committee subject to this subchapter which controls an apprenticeship or other training
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program to maintain such records as are reasonably necessary to carry out the purposes of this subchapter, including,
but not limited to, a list of applicants who wish to participate in such program, including the chronological order in which
applications were received, and to furnish to the Commission upon request, a detailed description of the manner in
which persons are selected to participate in the apprenticeship or other training program. Any employer, employment
agency, labor organization, or joint labor-management committee which believes that the application to it of any
regulation or order issued under this section would result in undue hardship may apply to the Commission for an
exemption from the application of such regulation or order, and, if such application for an exemption is denied, bring a
civil action in the United States district court for the district where such records are kept. If the Commission or the court,
as the case may be, finds that the application of the regulation or order to the employer, employment agency, or labor
organization in question would impose an undue hardship, the Commission or the court, as the case may be, may grant
appropriate relief. If any person required to comply with the provisions of this subsection fails or refuses to do so, the
United States district court for the district in which such person is found, resides, or transacts business, shall, upon
application of the Commission, or the Attorney General in a case involving a government, governmental agency or
political subdivision, have jurisdiction to issue to such person an order requiring him to comply.

(d) Consultation and coordination between Commission and interested State and Federal agencies in prescribing
recordkeeping and reporting requirements; availability of information furnished pursuant to recordkeeping and reporting
requirements; conditions on availability

In prescribing requirements pursuant to subsection (c) of this section, the Commission shall consult with other interested
State and Federal agencies and shall endeavor to coordinate its requirements with those adopted by such agencies.
The Commission shall furnish upon request and without cost to any State or local agency charged with the
administration of a fair employment practice law information obtained pursuant to subsection (c) of this section from any
employer, employment agency, labor organization, or joint labor-management committee subject to the jurisdiction of
such agency. Such information shall be furnished on condition that it not be made public by the recipient agency prior to
the institution of a proceeding under State or local law involving such information. If this condition is violated by a
recipient agency, the Commission may decline to honor subsequent requests pursuant to this subsection.

(e) Prohibited disclosures; penalties

It shall be unlawful for any officer or employee of the Commission to make public in any manner whatever any
information obtained by the Commission pursuant to its authority under this section prior to the institution of any
proceeding under this subchapter involving such information. Any officer or employee of the Commission who shall
make public in any manner whatever any information in violation of this subsection shall be guilty of a misdemeanor and
upon conviction thereof, shall be fined not more than $1,000, or imprisoned not more than one year.

CONDUCT OF HEARINGS AND INVESTIGATIONS PURSUANT TO SECTION 161
OF Title 29
SEC. 2000e-9. [Section 710]

For the purpose of all hearings and investigations conducted by the Commission or its duly authorized agents or
agencies, section 161 of Title 29 [section 11 of the National Labor Relations Act] shall apply.

POSTING OF NOTICES; PENALTIES
SEC. 2000e-10. [Section 711]

(a) Every employer, employment agency, and labor organization, as the case may be, shall post and keep posted in
conspicuous places upon its premises where notices to employees, applicants for employment, and members are
customarily posted a notice to be prepared or approved by the Commission setting forth excerpts from or, summaries of,
the pertinent provisions of this subchapter and information pertinent to the filing of a complaint.

(b) A willful violation of this section shall be punishable by a fine of not more than $100 for each separate offense.

VETERANS’ SPECIAL RIGHTS OR PREFERENCE
SEC. 2000e-11. [Section 712]

Nothing contained in this subchapter shall be construed to repeal or modify any Federal, State, territorial, or local law
creating special rights or preference for veterans.

REGULATIONS; CONFORMITY OF REGULATIONS WITH ADMINISTRATIVE
PROCEDURE PROVISIONS; RELIANCE ON INTERPRETATIONS AND
INSTRUCTIONS OF COMMISSION
SEC. 2000e-12. [Section 713]
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(a) The Commission shall have authority from time to time to issue, amend, or rescind suitable procedural regulations to
carry out the provisions of this subchapter. Regulations issued under this section shall be in conformity with the
standards and limitations of subchapter II of chapter 5 of Title 5 [originally, the Administrative Procedure Act].

(b) In any action or proceeding based on any alleged unlawful employment practice, no person shall be subject to any
liability or punishment for or on account of (1) the commission by such person of an unlawful employment practice if he
pleads and proves that the act or omission complained of was in good faith, in conformity with, and in reliance on any
written interpretation or opinion of the Commission, or (2) the failure of such person to publish and file any information
required by any provision of this subchapter if he pleads and proves that he failed to publish and file such information in
good faith, in conformity with the instructions of the Commission issued under this subchapter regarding the filing of
such information. Such a defense, if established, shall be a bar to the action or proceeding, notwithstanding that (A) after
such act or omission, such interpretation or opinion is modified or rescinded or is determined by judicial authority to be
invalid or of no legal effect, or (B) after publishing or filing the description and annual reports, such publication or filing is
determined by judicial authority not to be in conformity with the requirements of this subchapter.

APPLICATION TO PERSONNEL OF COMMISSION OF SECTIONS 111 AND 1114
OF TITLE 18; PUNISHMENT FOR VIOLATION OF SECTION 1114 OF TITLE 18
SEC. 2000e-13. [Section 714]

The provisions of sections 111 and 1114, Title 18 [United States Code], shall apply to officers, agents, and employees of
the Commission in the performance of their official duties. Notwithstanding the provisions of sections 111 and 1114 of
Title 18 [United States Code], whoever in violation of the provisions of section 1114 of such title kills a person while
engaged in or on account of the performance of his official functions under this Act shall be punished by imprisonment
for any term of years or for life.

TRANSFER OF AUTHORITY
[Administration of the duties of the Equal Employment Opportunity Coordinating Council was transferred to the Equal
Employment Opportunity Commission effective July 1, 1978, under the President's Reorganization Plan of 1978.]

EQUAL EMPLOYMENT OPPORTUNITY COORDINATING COUNCIL;
ESTABLISHMENT; COMPOSITION; DUTIES; REPORT TO PRESIDENT AND
CONGRESS
SEC. 2000e-14. [Section 715]

[Original introductory text: There shall be established an Equal Employment Opportunity Coordinating Council
(hereinafter referred to in this section as the Council) composed of the Secretary of Labor, the Chairman of the Equal
Employment Opportunity Commission, the Attorney General, the Chairman of the United States Civil Service
Commission, and the Chairman of the United States Civil Rights Commission, or their respective delegates.]

The Equal Employment Opportunity Commission [originally, Council] shall have the responsibility for developing and
implementing agreements, policies and practices designed to maximize effort, promote efficiency, and eliminate conflict,
competition, duplication and inconsistency among the operations, functions and jurisdictions of the various departments,
agencies and branches of the Federal Government responsible for the implementation and enforcement of equal
employment opportunity legislation, orders, and policies. On or before October 1 [originally, July 1] of each year, the
Equal Employment Opportunity Commission [originally, Council] shall transmit to the President and to the Congress a
report of its activities, together with such recommendations for legislative or administrative changes as it concludes are
desirable to further promote the purposes of this section.

PRESIDENTIAL CONFERENCES; ACQUAINTANCE OF LEADERSHIP WITH
PROVISIONS FOR EMPLOYMENT RIGHTS AND OBLIGATIONS; PLANS FOR
FAIR ADMINISTRATION; MEMBERSHIP
SEC. 2000e-15. [Section 716]

[Original text: (a) This title shall become effective one year after the date of its enactment.

(b) Notwithstanding subsection (a), sections of this title other than sections 703, 704, 706, and 707 shall become
effective immediately.

(c)] The President shall, as soon as feasible after July 2, 1964 [the date of enactment of this title], convene one or more
conferences for the purpose of enabling the leaders of groups whose members will be affected by this subchapter to
become familiar with the rights afforded and obligations imposed by its provisions, and for the purpose of making plans
which will result in the fair and effective administration of this subchapter when all of its provisions become effective. The
President shall invite the participation in such conference or conferences of (1) the members of the President’s
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Committee on Equal Employment Opportunity, (2) the members of the Commission on Civil Rights, (3) representatives
of State and local agencies engaged in furthering equal employment opportunity, (4) representatives of private agencies
engaged in furthering equal employment opportunity, and (5) representatives of employers, labor organizations, and
employment agencies who will be subject to this subchapter.

TRANSFER OF AUTHORITY
[Enforcement of Section 717 was transferred to the Equal Employment Opportunity Commission from the Civil Service
Commission (Office of Personnel Management) effective January 1, 1979 under the President’s Reorganization Plan
No. 1 of 1978.]

EMPLOYMENT BY FEDERAL GOVERNMENT
SEC. 2000e-16. [Section 717]

(a) Discriminatory practices prohibited; employees or applicants for employment subject to coverage

All personnel actions affecting employees or applicants for employment (except with regard to aliens employed outside
the limits of the United States) in military departments as defined in section 102 of Title 5 [United States Code], in
executive agencies [originally, other than the General Accounting Office] as defined in section 105 of Title 5 [United
States Code] (including employees and applicants for employment who are paid from nonappropriated funds), in the
United States Postal Service and the Postal Regulatory Commission, in those units of the Government of the District of
Columbia having positions in the competitive service, and in those units of the judicial branch of the Federal Government
having positions in the competitive service, in the Smithsonian Institution, and in the Government Printing Office, the
Government Accountability Office, and the Library of Congress shall be made free from any discrimination based on
race, color, religion, sex, or national origin.

(b) Equal Employment Opportunity Commission; enforcement powers; issuance of rules, regulations, etc.; annual review
and approval of national and regional equal employment opportunity plans; review and evaluation of equal employment
opportunity programs and publication of progress reports; consultations with interested parties; compliance with rules,
regulations, etc.; contents of national and regional equal employment opportunity plans; authority of Librarian of
Congress

Except as otherwise provided in this subsection, the Equal Employment Opportunity Commission [originally, Civil
Service Commission] shall have authority to enforce the provisions of subsection (a) of this section through appropriate
remedies, including reinstatement or hiring of employees with or without back pay, as will effectuate the policies of this
section, and shall issue such rules, regulations, orders and instructions as it deems necessary and appropriate to carry
out its responsibilities under this section. The Equal Employment Opportunity Commission [originally, Civil Service
Commission] shall-

(1) be responsible for the annual review and approval of a national and regional equal employment
opportunity plan which each department and agency and each appropriate unit referred to in subsection
(a) of this section shall submit in order to maintain an affirmative program of equal employment
opportunity for all such employees and applicants for employment;

(2) be responsible for the review and evaluation of the operation of all agency equal employment
opportunity programs, periodically obtaining and publishing (on at least a semiannual basis) progress
reports from each such department, agency, or unit; and

(3) consult with and solicit the recommendations of interested individuals, groups, and organizations
relating to equal employment opportunity.

The head of each such department, agency, or unit shall comply with such rules, regulations, orders, and instructions
which shall include a provision that an employee or applicant for employment shall be notified of any final action taken
on any complaint of discrimination filed by him thereunder. The plan submitted by each department, agency, and unit
shall include, but not be limited to-

(1) provision for the establishment of training and education programs designed to provide a maximum
opportunity for employees to advance so as to perform at their highest potential; and

(2) a description of the qualifications in terms of training and experience relating to equal employment
opportunity for the principal and operating officials of each such department, agency, or unit responsible
for carrying out the equal employment opportunity program and of the allocation of personnel and
resources proposed by such department, agency, or unit to carry out its equal employment opportunity
program.

With respect to employment in the Library of Congress, authorities granted in this subsection to the Equal Employment
Opportunity Commission [originally, Civil Service Commission] shall be exercised by the Librarian of Congress.
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(c) Civil action by employee or applicant for employment for redress of grievances; time for bringing of action; head of
department, agency, or unit as defendant

Within 90 days of receipt of notice of final action taken by a department, agency, or unit referred to in subsection (a) of
this section, or by the Equal Employment Opportunity Commission [originally, Civil Service Commission] upon an appeal
from a decision or order of such department, agency, or unit on a complaint of discrimination based on race, color,
religion, sex or national origin, brought pursuant to subsection (a) of this section, Executive Order 11478 or any
succeeding Executive orders, or after one hundred and eighty days from the filing of the initial charge with the
department, agency, or unit or with the Equal Employment Opportunity Commission [originally, Civil Service
Commission] on appeal from a decision or order of such department, agency, or unit until such time as final action may
be taken by a department, agency, or unit, an employee or applicant for employment, if aggrieved by the final disposition
of his complaint, or by the failure to take final action on his complaint, may file a civil action as provided in section
2000e-5 of this title [section 706], in which civil action the head of the department, agency, or unit, as appropriate, shall
be the defendant.

(d) Section 2000e-5(f) through (k) of this title applicable to civil actions

The provisions of section 2000e-5(f) through (k) of this title [section 706(f) through (k)], as applicable, shall govern civil
actions brought hereunder, and the same interest to compensate for delay in payment shall be available as in cases
involving nonpublic parties.

(e) Government agency or official not relieved of responsibility to assure nondiscrimination in employment or equal
employment opportunity

Nothing contained in this Act shall relieve any Government agency or official of its or his primary responsibility to assure
nondiscrimination in employment as required by the Constitution and statutes or of its or his responsibilities under
Executive Order 11478 relating to equal employment opportunity in the Federal Government.

(f) Section 2000e-5(e)(3) [Section 706(e)(3)] shall apply to complaints of discrimination in compensation under this
section.

PROCEDURE FOR DENIAL, WITHHOLDING, TERMINATION, OR SUSPENSION
OF GOVERNMENT CONTRACT SUBSEQUENT TO ACCEPTANCE BY
GOVERNMENT OF AFFIRMATIVE ACTION PLAN OF EMPLOYER; TIME OF
ACCEPTANCE OF PLAN
SEC. 2000e-17. [Section 718]

No Government contract, or portion thereof, with any employer, shall be denied, withheld, terminated, or suspended, by
any agency or officer of the United States under any equal employment opportunity law or order, where such employer
has an affirmative action plan which has previously been accepted by the Government for the same facility within the
past twelve months without first according such employer full hearing and adjudication under the provisions of section
554 of Title 5 [United States Code], and the following pertinent sections: Provided, That if such employer has deviated
substantially from such previously agreed to affirmative action plan, this section shall not apply: Provided further, That
for the purposes of this section an affirmative action plan shall be deemed to have been accepted by the Government at
the time the appropriate compliance agency has accepted such plan unless within forty-five days thereafter the Office of
Federal Contract Compliance has disapproved such plan.
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A diverse Senior Executive Service 
(SES), which generally represents 
the most experienced segment of 
the federal workforce, can be an 
organizational strength by bringing 
a wider variety of perspectives and 
approaches to policy development 
and implementation, strategic 
planning, problem solving, and 
decision making.  In a January 2003 
report (GAO-03-34), GAO provided 
data on career SES members by 
race, ethnicity, and gender as of 
October 2000 and a statistically 
estimated projection of what the 
profile of the SES would be in 
October 2007 if appointment and 
separation trends did not change. 
 
In response to a request for 
updated information on the 
diversity in the SES, GAO is 
providing information from the 
Office of Personnel Management’s 
(OPM) Central Personnel Data File 
(1) on the representation of women 
and minorities in the SES and the 
SES developmental pool (i.e., GS-
15 and GS-14 positions) for the 
executive branch as of fiscal year 
2007 and comparing this 
representation to fiscal year 2000 
levels and to levels GAO projected 
for October 2007 in its 2003 report; 
(2) for fiscal years 2000 and 2007, 
the average age at which women 
and minorities were appointed to 
and retired from the SES as well as 
information on those in the SES 
reporting targeted disabilities; and 
(3) on the overall processes used in 
executive branch agencies for 
selecting and certifying members 
into the SES.   
 
GAO is making no 
recommendations in this report. 

The representation of women and minorities in the SES and the SES 
developmental pool increased governmentwide from October 2000 through 
September 2007, but increases did not occur in all agencies. Over these            
7 years, increases occurred in more than half of the 24 major executive branch 
agencies, but in both 2000 and 2007 the representation of women and 
minorities continued to vary significantly at those agencies.  In 2003, we 
projected that increases would occur in the representation of women and 
minorities in the SES and SES developmental pool by 2007.  These increases 
generally did occur. 
 
 

October 2000 September 2007 
Percent Percent 

Governmentwide Number Women Minorities Number  Women Minorities 
SES 6, 296 23.2 13.9 6,555 29.1 15.8 
SES 
developmental pool 
(GS-15s and GS-
14s) 

137,785 28.0 17.0 149,149 34.3 22.5 

Source: GAO analysis of OPM’s Central Personnel Data File. 

 
Looking beyond racial, ethnic, and gender profiles, GAO also reviewed the 
average age at appointment to and retirement from the career SES as well as 
the disability status reported by career SES employees for fiscal years 2000 
and 2007.  For the most part, career SES members were, on average, about age 
50 at the time of their appointment to the SES and about age 60 at the time of 
their retirement. The average age at appointment to and retirement from the 
career SES generally did not vary much by race, ethnicity, or gender. GAO 
also calculated how long, on average, individuals served in the SES, and found 
that the length of their stay in the SES did vary. For example, women stayed in 
the SES longer than men; women who voluntarily retired stayed, on average, 
for 11.4 years, and men who voluntarily retired stayed, on average, for            
8.8 years. The average length of service among minorities ranged from  
4.1 years for Asian/Pacific Islander women to 12 years for American 
Indian/Alaska Native men. Governmentwide less than 1 percent of the career 
SES in 2000 and 2007 had self-reported targeted disabilities, and their 
representation declined slightly over this time.    
 
Executive branch agencies have established processes for selecting members 
into the SES and have developmental programs that are designed to create 
pools of candidates from which new members can be selected.  These 
agencies use Executive Resources Boards to review the executive and 
technical qualifications of eligible candidates for initial SES career 
appointments and make recommendations based on the best qualified.  An 
OPM-administered board reviews candidates’ qualifications before 
appointment to the SES. To view the full product, including the scope 

and methodology, click on GAO-09-110. 
For more information, contact George H. 
Stalcup at (202) 512-6806 or 
stalcupg@gao.gov. 
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United States Government Accountability Office

Washington, DC 20548 

  

November 26, 2008 

The Honorable Danny K. Davis 
Chairman 
Subcommittee on Federal Workforce, Postal Service, 
  and the District of Columbia 
Committee on Oversight and Government Reform 
House of Representatives 

The Honorable Daniel K. Akaka 
Chairman 
Subcommittee on Oversight of Government Management, 
  the Federal Workforce and the District of Columbia 
Committee on Homeland Security and Governmental Affairs 
United States Senate  

The federal government continues to face new and more complex 
challenges in the 21st century resulting from long-term fiscal constraints, 
changing demographics, and other factors. Leadership in agencies across 
the federal government, especially at senior executive levels, is essential to 
providing accountable, committed, consistent, and sustained attention to 
human capital and related organizational transformation issues. The 
federal government’s senior corps generally represents the most 
experienced segment of the federal career workforce. Having a diverse 
senior corps can be an organizational strength that can bring a wider 
variety of perspectives and approaches to bear on policy development and 
implementation, strategic planning, problem solving, and decision making. 

Over the past several years, we have reported on the diversity of the 
Senior Executive Service (SES). For example, we issued a January 2003 
report that included both a comprehensive review of career SES1 by race, 
ethnicity, and gender governmentwide as of October 2000 and a 
statistically estimated projection of what the profile of the SES would be 

 
1Career SES members are those with civil service status who are appointed competitively 
to SES positions and serve in positions below the top political appointees in the executive 
branch of government. These individuals are in executive positions classified above GS-15 
or equivalent. We excluded those in SES-type positions authorized by law, such as in the 
Foreign Service, and some law enforcement and intelligence programs as well as positions 
in the Senior Level and Science and Professional systems. 
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in October 2007 if appointment and separation trends did not change.2 
Earlier this year, we testified on the diversity of the SES again by race, 
ethnicity, and gender governmentwide, comparing the results of our 2003 
report with the representation of the SES in September 2007.3 This report 
goes beyond the representation of the SES in 2007 to include other 
characteristics of the diversity of the SES, specifically age of SES members 
and disability status. 

As requested, this report updates our January 2003 report and provides 
information (1) on the representation of women and minorities4 in the SES 
and the SES developmental pool (i.e., GS-15 and GS-14 positions)5 for the 
executive branch as of fiscal year 2007 and compares this representation 
to fiscal year 2000 levels and to levels we projected for the end of fiscal 
year 2007 in our 2003 report; (2) for fiscal years 2000 and 2007, the average 
age at which women and minorities were appointed to and retired from 
the SES, the average length of service among those appointed to the SES 
in fiscal year 1990, as well as information for 2000 and 2007 on the 
representation of individuals with targeted disabilities among the SES;6 
and (3) on the overall processes used in executive branch agencies for 
selecting and certifying members into the SES. The information provided 
for objectives (1) and (3) was reported earlier this year in testimony.7 

                                                                                                                                    
2GAO, Senior Executive Service: Enhanced Agency Efforts Needed to Improve Diversity 

as the Senior Corps Turns Over, GAO-03-34 (Washington, D.C.: Jan. 17, 2003). 

3GAO, Human Capital: Diversity in the Federal SES and Senior Levels of the U.S. Postal 

Service and Processes for Selecting New Executives, GAO-08-609T (Washington, D.C.:  
Apr. 3, 2008). 

4By minorities, we are referring to people in the following racial and ethnic groups: African 
American, American Indian/Alaska Native, Asian/Pacific Islander, and Hispanic. 

5The vast majority of potential successors for career SES positions come from the general 
schedule (GS) pay plan for grades GS-15 and GS-14. We included GS-15, GS-14, and 
equivalent employees. GS-equivalent employees are those in equivalent grades under other 
pay plans that follow the GS grade structure and job evaluation methodology or are 
equivalent by statute.  

6Targeted disabilities are those disabilities the federal government, as a matter of policy, 
has identified for special emphasis. The targeted disabilities are deafness, blindness, 
missing extremities, partial paralysis, complete paralysis, convulsive disorders, mental 
retardation, mental illness, and distortion of limbs and/or spine. 

7GAO-08-609T.  
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For this report, we extracted representation data for the SES and the SES 
developmental pool governmentwide8 and by Chief Financial Officers Act 
(CFO)9 agencies for October 2000 and September 2007 from the Office of 
Personnel Management’s (OPM) Central Personnel Data File (CPDF). We 
also extracted data from the CPDF to identify average age at appointment 
and retirement and using those data calculated the mean and median ages 
of those appointed to or retired from the SES in fiscal years 2000 and 2007. 
We also calculated how long individuals, on average, served in the SES. To 
do so, we analyzed data from the CPDF on those appointed to the SES in 
fiscal year 1990 and followed those individuals through fiscal year 2007 to 
determine how many were still in the SES. Finally, we identified from the 
CPDF the representation of individuals in the SES who reported that they 
had targeted disabilities. We believe the CPDF is sufficiently reliable for 
the informational purpose of this report because we previously reported 
that governmentwide data from the CPDF for the key variables in this 
report—agency, gender, race or national origin, pay plan or grade, and 
disability status—were 96 percent or more accurate.10 Some data on the 
SES and the SES developmental pool for 2000 in this report differ from 
data in our prior products.11 

We conducted this performance audit from January 2008 through 
November 2008 in accordance with generally accepted government 
auditing standards. Those standards require that we plan and perform the 

                                                                                                                                    
8Governmentwide includes civilian employees of all cabinet-level departments, 
independent agencies, commissions, councils, and boards in the executive branch except 
the intelligence agencies, the Postal Service, and the Foreign Service (as of 2007).  

9The CFO Act agencies are 24 major executive agencies that are subject to the CFO Act. In 
2007, the CFO Act agencies employed 98 percent of federal employees. See 31 U.S.C. § 901. 

10GAO, OPM’s Central Personnel Data File: Data Appear Sufficiently Reliable to Meet 

Most Customer Needs, GAO/GGD-98-199 (Washington, D.C.: Sept. 30, 1998). Also, in a 
document dated February 28, 2008, an OPM official confirmed that OPM continues to 
follow the CPDF data quality standards and procedures contained in our 1998 report. 

11We first identified SES and SES developmental pool data for 2000 in our 2003 report 
(GAO-03-34), in which we excluded the Federal Bureau of Investigation (FBI) from the SES 
and the SES developmental pool because that report contained projected SES and the SES 
developmental pool levels for the end of fiscal year 2007 based on separation and 
appointment data, and the FBI did not submit separation and appointment data to the 
CPDF for 2000. We subsequently cited data on the SES and SES developmental pool for 
2000 from our 2003 report in four additional products (GAO-04-123T, GAO-07-838T, 
GAO-08-609T, and GAO-08-725T). The FBI began submitting such data to the CPDF in fiscal 
year 2005; therefore data in this report on the SES and the SES developmental pool 
governmentwide include data on the FBI. 
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audit to obtain sufficient, appropriate evidence to provide a reasonable 
basis for our findings and conclusions based on our audit objectives. We 
believe that the evidence obtained provides a reasonable basis for our 
findings and conclusions based on our audit objectives. 

 
The representation of women and minorities in the SES and the SES 
developmental pool increased governmentwide from October 2000 
through September 2007, but increases did not occur in all agencies. Over 
these 7 years, increases occurred in more than half of the 24 major 
executive branch agencies, but in both 2000 and 2007 the representation of 
women and minorities continued to vary significantly at the 24 major 
executive branch agencies. In 2003, we projected that increases would 
occur in the representation of minorities and women in the SES and SES 
developmental pool by 2007. These increases generally did occur. 

Results in Brief 

Looking beyond racial, ethnic, and gender profiles and as requested, we 
reviewed the average age at appointment to and retirement from the 
career SES as well as the disability status of career SES employees for 
fiscal years 2000 and 2007. We found that for the most part, career SES 
members were, on average, about age 50 at the time of their appointment 
to the SES and about age 60 at the time of their retirement. The average 
age at appointment to and retirement from the career SES generally did 
not vary much by race, ethnicity, or gender. We also calculated how long 
individuals, on average, served in the SES by analyzing data on those 
appointed to the SES in fiscal year 1990 and following those individuals 
through fiscal year 2007 to determine how many were still in the SES. We 
found that women stayed in the SES longer than men; women who 
voluntarily retired (as opposed to taking some other form of retirement, 
such as mandatory or disability retirement) stayed, on average, for  
11.4 years, and men who voluntarily retired stayed, on average, for 8.8 
years. The average length of service among minorities ranged from 4.1 
years for Asian/Pacific Islander women to 12 years for American Indian 
men. As for disability status, governmentwide less than 1 percent of the 
career SES in 2000 and 2007 had self-reported targeted disabilities, and the 
representation of individuals with these reported disabilities declined 
slightly between 2000 and 2007. 

Executive branch agencies have established processes for selecting 
members into the SES and have developmental programs that are 
designed to create pools of candidates from which new members can be 
selected. These agencies are required by OPM regulations to follow 
competitive merit staffing requirements when making initial appointments 
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to the career SES or to the formal candidate development programs, 
which are competitive programs that are designed to create pools of 
candidates for SES positions. 

We provided the Acting Director of OPM and the Chair of EEOC with a 
draft of this report for their review and comment. OPM provided technical 
comments, which we incorporated as appropriate, but did not otherwise 
comment on the report. EEOC had no comments. 

 
OPM and the Equal Employment Opportunity Commission (EEOC) each 
play important roles in ensuring equal employment opportunity (EEO) in 
the federal workplace through their leadership and oversight of federal 
agencies. In their oversight roles, OPM and EEOC require federal agencies 
to analyze their workforces, and both agencies also report on 
governmentwide representation levels.12 Under OPM’s regulations 
implementing the Federal Equal Opportunity Recruitment Program 
(FEORP),13 agencies are required to determine where representation levels 
for covered groups are lower than in the civilian labor force and take steps 
to address those differences.14 Agencies are also required to submit annual 
FEORP reports to OPM in the form prescribed by OPM. EEOC’s 
Management Directive 715 (MD-715) provides guidance and standards to 
federal agencies for establishing and maintaining effective equal 
employment opportunity programs,15 including a framework for executive 
branch agencies to help ensure effective management, accountability, and 
self-analysis to determine whether barriers to equal employment 
opportunity exist and to identify and develop strategies to mitigate or 
eliminate the barriers to participation.16 Specifically, EEOC’s MD-715 
states that agency personnel programs and policies should be evaluated 

Background 

                                                                                                                                    
12OPM’s most recent report is its January 2007 Annual Report to the Congress: Federal 

Equal Opportunity Recruitment Program, Fiscal Year 2006, and EEOC’s most recent 
report is its Fiscal Year 2007 Annual Report on the Federal Work Force.  

135 U.S.C. §7201 and 5 C.F.R. Part 720, Subpart B.  

14The civilian labor force is composed of those 16 and older who are employed or looking 
for work and not in the military or institutionalized. 

15See section 717 of the Civil Rights Act of 1964 and section 501 of the Rehabilitation Act of 
1973, codified as amended at 42 U.S.C. § 2000e-16 and 29 U.S.C. § 791, respectively. 

16EEOC defines barriers as agency policies, principles, or practices that limit or tend to 
limit employment opportunities for members of a particular gender, race, or ethnic 
background or based on an individual’s disability status. 
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regularly to ascertain whether such programs have any barriers that tend 
to limit or restrict equitable opportunities for open competition in the 
workplace. The initial step is for agencies to analyze their workforce
with designated benchmarks, including the civilian labor force. If analyse
of their workforce profiles identify potential barriers, agencies are t
examine all related policies, procedures, and practices to determine 
whether an actual barrier exists. EEOC requires agencies to report the 
results of their analyses annually. In addition, EEOC recently issued a 
report on the participation of individuals who reported targeted 
disabilities in the federal workforce.

 data 
s 

o 

                                                                                                                                   

17 Targeted disabilities are those 
disabilities that the federal government, as a matter of policy, has 
identified for special emphasis. The targeted disabilities are deafness, 
blindness, missing extremities, partial paralysis, complete paralysis, 
convulsive disorders, mental retardation, mental illness, and distortion of 
limb and/or spine. 

 
The data that we are reporting provide a demographic snapshot of the 
career SES as well as the levels that serve as the SES developmental pool 
for October 2000 and September 2007. Table 1 shows that 
governmentwide, the number and percentage of women and minorities in 
the career SES and SES developmental pool increased between October 
2000 and September 2007. 

 

 

 

 

 

Women and 
Minorities in the 
Career SES and the 
SES Developmental 
Pool Increased 
Governmentwide 
between 2000 and 
2007, and Their 
Representation in the 
SES Increased in 
More Than Half of the 
Agencies 

 
17

EEOC, Improving the Participation Rate of People with Targeted Disabilities in the 

Federal Workforce (Washington, D.C.: Jan. 2008). Federal employees or applicants for 
federal employment use OPM Form SF-256 to identify physical or mental impairments. 
According to EEOC, the information collected from this form is used to produce reports 
and to ensure that individuals with disabilities are not discriminated against. 
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Table 1: Career SES and the SES Developmental Pool Governmentwide for October 2000 and September 2007 

October 2000  September 2007 

Percent  Percent 

Governmentwide Number Women Minorities  Number Women Minorities

SES 6,296 23.2 13.9 6,555 29.1 15.8

SES developmental pool  
(GS-15s and GS-14s) 137,785 28.0 17.0 149,149 34.3 22.5

Source: GAO analysis of OPM’s CPDF. 

Note: Governmentwide includes civilian employees of all cabinet-level departments, independent 
agencies, commissions, councils, and boards in the executive branch except the intelligence 
agencies, the Postal Service, and the Foreign Service (as of 2007). 

 

As shown in table 2, the percentage of both women and minorities in the 
SES increased in 15 of the 24 CFO Act agencies by 2007. For the remaining 
CFO Act agencies, most experienced an increase in either the percentage 
of women or minorities between October 2000 and September 2007. 

Table 2: Career SES Members by CFO Act Agency for October 2000 and September 2007 

October 2000  September 2007 

Percent   Percent 

CFO Act agency Number of SES Women Minorities  Number of SES Women Minorities

Agriculture 283 25.4 20.1 318 28.3 18.9

AID 25 20.0 20.0 22 45.5 36.4

Commerce 296 23.3 12.5 317 28.4 14.5

Defense 1,143 16.3 6.1 1,123 22.6 8.3

Education 60 28.3 21.7 66 36.4 15.2

Energy 391 18.9 10.7 421 22.8 14.3

EPA 255 29.8 15.3 261 37.5 17.2

FEMA 32 21.9 3.1 a
   

a a

GSA 84 28.6 14.3 80 28.8 15.0

HHS 399 36.1 21.3 356 44.1 20.5

DHS b
   

b b 325 26.2 13.2

HUD 73 28.8 35.6 89 38.2 43.8

Interior 191 31.9 22.0 221 31.7 25.8

Justice 594 18.4 15.2 645 22.2 17.8

Labor 132 28.0 21.2 133 33.1 21.1

NASA 394 19.5 13.2 431 23.4 14.6

NRC 139 13.7 11.5 146 19.9 13.7
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October 2000  September 2007 

Percent   Percent 

CFO Act agency Number of SES Women Minorities  Number of SES Women Minorities

NSF 79 30.4 13.9 79 44.3 16.5

OPM 36 41.7 19.4 42 38.1 16.7

SBA 39 33.3 33.3 36 27.8 38.9

SSA 118 35.6 33.1 134 41.8 27.6

State 101 28.7 5.0 114 32.5 6.1

Transportation 178 27.0 14.6 188 36.2 16.0

Treasury 537 23.3 12.8 386 36.8 18.4

VA 247 14.6 9.7 236 30.9 14.8

Source: GAO analysis of OPM’s CPDF. 

Note: AID is the Agency for International Development; EPA is the Environmental Protection Agency; 
GSA is the General Services Administration; HHS is the Department of Health and Human Services; 
HUD is the Department of Housing and Urban Development; NASA is the National Aeronautics and 
Space Administration; NRC is the Nuclear Regulatory Commission; NSF is the National Science 
Foundation; SBA is the Small Business Administration; SSA is the Social Security Administration; and 
VA is the Department of Veterans Affairs. 
aThe Federal Emergency Management Agency (FEMA) was an independent agency and 1 of the 24 
CFO Act agencies until the formation of the Department of Homeland Security (DHS) in 2003. 
bDHS did not exist before March 2003. It was created from 22 agencies or parts of agencies, including 
the U.S. Customs Service, which was formerly located in the Department of the Treasury; FEMA; and 
the Coast Guard. 

 

As we reported in 2003, the gender, racial, and ethnic profiles of the career 
SES at the 24 CFO Act agencies varied significantly in October 2000. The 
representation of women ranged from 13.7 percent to 41.7 percent, with 
half of the agencies having 27 percent or fewer women in the career SES. 
For minority representation, rates varied even more and ranged from  
3.1 percent to 35.6 percent, with half of the agencies having less than  
15 percent minorities in the career SES. In 2007, the representation of 
women and minorities, both overall and in more than half of the individual 
agencies, was higher than it was in October 2000. The representation of 
women ranged from 19.9 percent to 45.5 percent with more than half of 
the agencies having 30 percent or more women. For minority 
representation, rates ranged from 6.1 percent to 43.8 percent, with more 
than half of the agencies having over 16 percent minority representation, 
and more than 90 percent of the agencies having more than 13 percent 
minority representation in the career SES. 

For this report, we did not analyze the factors that contributed to the 
changes in representation from October 2000 through September 2007. As 
we said previously, OPM and EEOC, in their oversight roles, require 
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federal agencies to analyze their workforces and both agencies also report 
on governmentwide representation levels. 

In our 2003 report, we (1) reviewed actual appointment trends from fiscal 
years 1995 to 2000 and actual separation experience from fiscal years 1996 
to 2000; (2) estimated by race, ethnicity, and gender the number of career 
SES who would leave government service from October 1, 2000, through 
October 1, 2007; and (3) projected what the profile of the SES would be if 
appointment and separation trends did not change. We estimated that 
more than half of the career SES members employed on October 1, 2000, 
will have left service by October 1, 2007. Assuming then-current career 
SES appointment trends, we projected that (1) the only significant changes 
in diversity would be an increase in the number of white women with an 
essentially equal decrease in white men and (2) the proportions of 
minority women and men would remain virtually unchanged in the SES 
corps, although we projected slight increases among most racial and 
ethnic minorities. 

Table 3 shows career SES representation as of October 1, 2000, our 2003 
projections of what representation would be at the end of fiscal year 2007, 
and actual fiscal year 2007 data. We projected increases in representation 
among both minorities and women. Fiscal year 2007 data show that 
increases did take place among those groups and that those increases 
generally exceeded the increases we projected. The only decrease among 
minorities occurred in African American men, whose representation 
declined from 5.5 percent in 2000 to 5.0 percent at the end of fiscal year 
2007. 
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Table 3: Fiscal Year 2007 Projections We Reported in 2003 Compared with Actual Fiscal Year 2007 Data for Career SES 
Governmentwide and Baseline 2000 Data 

(Numbers in percent)  

SES profile October 1, 2000

October 2003 
projections for 

October 1, 2007 
Actual

September 2007

African American men 5.5 5.7 5.0

African American women 2.9 3.4 3.5

American Indian/Alaska Native men 0.9 0.8 0.9

American Indian/Alaska Native women 0.3 0.3 0.4

Asian/Pacific Islander men 1.1 1.1 1.5

Asian/Pacific Islander women 0.5 0.6 0.9

Hispanic men 2.0 2.0 2.7

Hispanic women 0.7 0.7 0.9

White men 67.3 62.1 60.7

White women 18.7 23.1 23.3

Unspecified/other 0.1 0.4 0.2

Totala
 100.0 100.0 100.0

Minorities 13.9 14.5 15.8

Men 76.8 71.6 70.9

Minority men 9.5 9.5 10.1

Women 23.2 28.1 29.1

Minority women 4.4 5.0 5.8

Source: GAO analysis of CPDF. 

Note: Projections include replacements for departing SES members at appointment trends for fiscal 
years 1995 to 2000 (See GAO-03-34). 
aPercentages may not add to 100 because of rounding. 

 

Table 4 shows SES developmental pool representation as of October 1, 
2000, our 2003 projections of what representation would be at the end of 
fiscal year 2007, and actual fiscal year 2007 data. We projected increases in 
representation among both minorities and women. Fiscal year 2007 data 
show that increases did generally take place among those groups. The 
representation of American Indian/Alaska Native men remained 
unchanged from the October 2000 baseline. 
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Table 4: Fiscal Year 2007 Projections We Reported in 2003 Compared with Actual Fiscal Year 2007 Data for the SES 
Developmental Pool Governmentwide and Baseline 2000 Data 

(Numbers in percent)  

Profile of developmental pool 
(GS-15s and GS-14s) October 1, 2000

October 2003 
projections for 

October 1, 2007 
Actual 

September 2007

African American men 3.8 4.1 4.3

African American women 4.1 4.5 6.1

American Indian/Alaska Native men 0.6 0.7 0.6

American Indian/Alaska Native women 0.3 0.3 0.4

Asian/Pacific Islander men 3.3 3.1 4.2

Asian/Pacific Islander women 1.4 1.5 2.3

Hispanic men 2.5 2.8 3.0

Hispanic women 1.0 1.2 1.5

White men 61.7 58.6 53.4

White women 21.3 22.9 23.9

Unspecified/other 0.1 0.2 0.2

Totala
 100.0 100.0 100.0

Minorities 17.0 18.2 22.5

Men 72.0 69.4 65.7

Minority men 10.2 10.7 12.1

Women 28.0 30.4 34.3

Minority women 6.7 7.5 10.3

Source: GAO analysis of CPDF. 

Notes: We included GS-15, GS-14, and equivalent employees. GS-equivalent employees are those in 
equivalent grades under other pay plans that follow the GS grade structure and job evaluation 
methodology or are equivalent by statute. 

Projections include replacements for departing GS-15, GS-14, and equivalent employees at 
appointment trends for fiscal years 1995-2000 (See GAO-03-34). 
aPercentages may not add to 100 because of rounding. 

 

As stated previously, we have not analyzed the factors contributing to 
changes in representation; therefore, care must be taken when comparing 
changes in demographic data since fiscal year 2000 to the projections we 
made in 2003, and to the 2007 actual data we present in both tables 3 and 
4. For example, we have not determined whether estimated retirement 
trends materialized or appointment and separation trends used in our 
projections continued and the impact these factors may have had on the 
diversity of the SES and its developmental pool. 
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Considering retirement eligibility and actual retirement rates of the SES is 
important because individuals normally do not enter the SES until well 
into their careers; thus, SES retirement eligibility is much higher than the 
workforce in general. As we have said in previous reports, as part of a 
strategic human capital planning approach, agencies need to develop long-
term strategies for acquiring, developing, motivating, and retaining staff.18 
An agency’s human capital plan should address the demographic trends 
that the agency faces with its workforce, especially retirements. In 2006, 
OPM reported that approximately 60 percent of the executive branch’s  
1.6 million white-collar employees and 90 percent of about 6,000 federal 
executives will be eligible for retirement over the next 10 years. If a 
significant number of SES members were to retire, it could result in a loss 
of leadership continuity, institutional knowledge, and expertise among the 
SES corps, with the degree of loss varying among agencies and 
occupations. This has important implications for government management 
and emphasizes the need for good succession planning for this leadership 
group. Rather than simply recreating the existing organization, effective 
succession planning and management, linked to the strategic human 
capital plan, can help an organization become what it needs to be. Leading 
organizations go beyond a “replacement” approach that focuses on 
identifying particular individuals as possible successors for specific top-
ranking positions. Rather, they typically engage in broad, integrated 
succession planning and management efforts that focus on strengthening 
both current and future capacity, anticipating the need for leaders and 
other key employees with the necessary competencies to successfully 
meet the complex challenges of the 21st century. 

Succession planning also is tied to the federal government’s opportunity to 
affect the diversity of the executive corps through new appointments. In 
September 2003,19 we reported that agencies in other countries use 
succession planning and management to achieve a more diverse 
workforce, maintain their leadership capacity, and increase the retention 
of high-potential staff. Racial, ethnic, and gender diversity in the SES is an 
important component for the effective operation of the government. 

 

                                                                                                                                    
18GAO, Human Capital: Federal Workforce Challenges in the 21st Century, GAO-07-556T 
(Washington, D.C.: Mar. 6, 2007). 

19GAO, Human Capital: Insights for U.S. Agencies from Other Countries’ Succession 

Planning and Management Initiatives, GAO-03-914 (Washington, D.C.: Sept. 15, 2003). 
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Individuals do not typically enter the career SES until well into their 
careers. As of the end of fiscal years 2000 and 2007, the average age of 
women and minorities at the time of their appointment to the SES was 
about age 50 and did not change dramatically over this 7-year period 
except for certain groups, as shown in table 5. The average age at 
appointment for American Indian/Alaska Native women declined from age 
48 in 2000 to age 42 in 2007 and increased during this time for both 
American Indian/Alaska Native men (from age 50 in 2000 to 53 in 2007) 
and white women (from age 47 in 2000 to 49 in 2007). 

Table 5: Average Age at Appointment to the Career SES for 2000 and 2007 

Average age at appointment in 

SES profile Fiscal year 2000 Fiscal year 2007

African American men 51 50

African American women 48 49

American Indian/Alaska Native men 50 53

American Indian/Alaska Native women 48a

Minimal Changes 
Occurred in the 
Average Age at 
Appointment to and 
Retirement from the 
Career SES and in 
Targeted Disabilities 
among the Career SES 
between 2000 and 
2007 

  42a

Asian/Pacific Islander men 52 48

Asian/Pacific Islander women 48a
 47

Hispanic men 48 49

Hispanic women 50 49

White men 50 50

White women 47 49

Unspecified/other  b
 

 52a

Governmentwide 49 50

Men 50 50

Minority men 50 49

Women 47 49

Minority women 48 49

Source: GAO analysis of OPM’s CPDF. 

Note: The average age is the statistical mean. We compared the average age to the median age for 
both fiscal years’ data and found that the differences between the two were usually minimal and that 
the median age was less than the mean age in most instances. 
aAges of two to five individuals formed the basis for this average. 
bOne or no individuals were appointed in this year. 

 

Similarly, the average age of women and minorities at the time of 
retirement from the career SES did not change much between 2000 and 
2007. As shown in table 6, all of those who retired did so, on average, at 
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around age 60, with the exception of Asian/Pacific Islander men, whose 
average retirement age in 2007 was 64; Hispanic men, whose average 
retirement age in 2000 was 57 and in 2007 was 58; and African American 
men, whose average retirement age in 2000 was 62 and 59 in 2007. 

Table 6: Average Age at Retirement from the Career SES in 2000 and 2007 

Average age at retirement 

SES profile Fiscal year 2000 Fiscal year 2007

African American men 62 59

African American women 58a
 61

American Indian/Alaska Native men 56a
  59a

American Indian/Alaska Native women b
 

 60a

Asian/Pacific Islander men 60a
 64

Asian/Pacific Islander women b
 

 56a

Hispanic men 57 58

Hispanic women b
 60

White men 60 60

White women 59 58

Unspecified/other b
  

b

Governmentwide 60 59

Men 60 60

Minority men 60 60

Women 59 58

Minority women 59a
 60

Source: GAO analysis of OPM’s CPDF. 

Note: The average age is the statistical mean. We compared the average age to the median age for 
both fiscal years’ data and found that the differences between the two were usually minimal and that 
the median age was less than the mean age in most instances. 
aAges of two to five individuals formed the basis for this average. 
bOne or no individuals retired in this year. 

 

In addition to examining the average age of individuals at the time of their 
appointment to and retirement from the career SES, we analyzed the 
length of time that a cohort of individuals served in the SES and 
differences in length of service. We reviewed data on the 625 individuals 
appointed to the career SES in fiscal year 1990. Because of questions with 
the records of 11 individuals, we excluded them from our analysis and 
analyzed the records of the remaining 614 individuals appointed to the SES 
in fiscal year 1990 and followed them through September 2007. We found 
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that 432 of the 614 had left the SES by that date—338 had retired 
voluntarily, 66 had resigned, and 28 had left for other reasons, such as 
disability or mandatory retirement. Those individuals who had voluntarily 
retired served in the SES an average of 9.2 years, as shown in table 7. 
Table 7 also shows that women stayed in the SES longer than men; women 
who voluntarily retired stayed, on average, for 11.4 years, and men who 
voluntarily retired stayed, on average, for 8.8 years. The average length of 
service among minorities ranged from 4.1 years for Asian/Pacific Islander 
women to 12 years for American Indian/Alaska Native men. 

Table 7: Average Length of Stay of Career SES of Individuals Appointed to the Career SES in 1990 Who Retired or Resigned 

As of September 30, 2007, average length in  
SES (in years) among individuals appointed in 1990 

 Voluntary retirements  Resignations 

SES profile 

Number of SES 
appointed in

fiscal year 1990  Number Years  Number Years

African American men 32 22 9.5  0 0.0

African American women 9 5 10.3  0 0.0

American Indian/Alaska 
Native men 7 3 12.0  2 4.6 

American Indian/Alaska 
Native women 1 0  0 0.0

Asian/Pacific Islander men 1 0 0.0  0 0.0

Asian/Pacific Islander women 2 1 4.1  0 0.0

Hispanic men 5 2 8.7  1 4.6

Hispanic women 1 0 0.0  1 5.6

White men 467 267 8.7  49 4.9

White women 88 38 11.7  13 5.9

Unspecified/other 1 0 0.0  0 0.0

Governmentwide 614 338 9.2  66 5.1

Men 512 294 8.8  52 4.9

Minority men 45 27 9.8  3 4.6

Women 101 44 11.4  14 5.9

Minority women 13 6 9.3  1 5.6

Source: GAO analysis of OPM’s CPDF. 

Note: The average number of years in the SES at retirement will increase as those who remained in 
the SES as of September 30, 2007, retire in the future. We also calculated the median length of 
service, which showed the same patterns. 
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The average number of years in the SES does not include those appointed 
to the SES in 1990 who, as of September 30, 2007, died (10); took other 
types of retirement, such as disability or mandatory retirement (17); or 
were terminated (1). 

As shown in table 8, as of September 2007, about one-third of the 614 
individuals we identified who were appointed to the career SES in 1990 
remained in the SES. More women from the original cohort remained than 
men. 

Table 8: Number and Percentage of Individuals Appointed to the Career SES in 1990 Remaining in the SES as of September 
2007 

Those appointed to the SES in fiscal year 1990 
remaining, as of September 30, 2007 

SES profile 

Number of SES
appointed in 

fiscal year 1990 Number Percent

African American men 32 10 31.3

African American women 9 4 44.4

American Indian/Alaska Native men 7 1 14.3

American Indian/Alaska Native women 1 1 100.0

Asian/Pacific Islander men 1 1 100.0

Asian/Pacific Islander women 2 1 50.0

Hispanic men 5 1 20.0

Hispanic women 1 0 0.0

White men 467 134 28.7

White women 88 28 31.8

Unspecified/other 1 1 100.0

Governmentwide 614 182 29.6

Men 512 147 28.7

Minority men 45 13 28.9

Women 101 34 33.7

Minority women 13 6 46.2

Source: GAO analysis of OPM’s CPDF. 

 

We also reviewed the representation of career SES members who reported 
having targeted disabilities. EEOC reported that it first officially 
recognized the term targeted disabilities in its Management Directive 703, 
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which was approved on December 6, 1979.20 In its report, EEOC stated 
that some individuals with disabilities are reluctant to self-identify th
disability status because they are concerned that (1) such disclosure will 
preclude them from employment or advancement or subject them to 
discrimination and (2) their disability status will not remain confidential. It 
is not clear the extent to which individuals with disabilities do not identify 
or report them. 

eir 

Governmentwide, the representation of career SES members reporting 
targeted disabilities declined from 0.52 in fiscal year 2000 to 0.44 in fiscal 
year 2007. Table 9 shows the representation of SES members with targeted 
disabilities governmentwide and within the CFO Act agencies.21 

Table 9: Career SES Members with Targeted Disabilities Governmentwide and at CFO Act Agencies for 2000 and 2007 

September 2000  September 2007 

 SES with targeted disabilities   SES with targeted disabilities 

 Number of SES  Number Percent  Number of SES  Number Percent

Governmentwide 6,296  33 0.52  6,555  29 0.44

CFO Act agencies 5,826  30 0.51  6,169  26 0.42

Source: GAO analysis of OPM’s CPDF. 

 

In both 2000 and 2007, half of the CFO Act agencies (12) did not employ 
any SES members with targeted disabilities. 

 

                                                                                                                                    
20EEOC recognizes that there are disabilities that are not designated as a “targeted 
disability,” but may nevertheless be just as severe, or more severe, than some targeted 
disabilities. Nonetheless, EEOC only collects and maintains employment statistics for the 
nine individual targeted disabilities. EEOC states that the purpose of focusing on targeted 
disabilities is to encourage the hiring, placement, and advancement of selected individuals 
with disabilities in affirmative action planning. The criteria EEOC used to select the nine 
disabilities that make up the group of targeted disabilities included the severity of the 
disability, the feasibility of recruitment, and the availability of workforce data for 
individuals with targeted disabilities. 

21Data on targeted disabilities were not separated out by disability type for this analysis but 
were rolled into an overall targeted disabilities category. 
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Executive branch agencies have processes for selecting members into the 
career SES and developmental programs that are designed to create pools 
of candidates for senior positions. Federal executive agencies are to 
follow competitive merit staffing requirements for initial career 
appointments to the SES or for appointment to formal SES candidate 
development programs, which are competitive programs designed to 
create pools of candidates for SES positions.22 Each agency head is to 
appoint one or more Executive Resources Boards (ERB) to conduct the 
merit staffing process for initial SES career appointments. ERBs review 
the executive and technical qualifications of each eligible candidate and 
make written recommendations to the appointing official concerning the 
candidates. The appointing official selects from among those candidates 
identified by the ERB as best qualified and certifies the executive and 
technical qualifications of those candidates selected.23 Candidates who are 
selected must have their executive qualifications certified by an OPM-
administered Qualifications Review Board (QRB) before being appointed 
to the SES.24 

Processes Used for 
Selecting Career SES 
Members Are to 
Follow Competitive 
Merit Staffing 
Requirements 

According to OPM, it convenes weekly QRBs to review the applications of 
candidates for initial career appointment to the SES. QRBs are 
independent boards of three senior executives that assess the executive 
qualifications of all new SES candidates. At least two of the three QRB 
members must be career appointees.25 In addition, OPM guidance states 
that QRB members cannot review candidates from their own agencies. An 
OPM official stated that an OPM official acts as administrator, attending 
each QRB to answer questions, moderate, and offer technical guidance but 
does not vote or influence voting. OPM guidance states that the QRB does 
not rate, rank, or compare a candidate’s qualifications against those of 
other candidates. Instead, QRB members judge the overall scope, quality, 
and depth of a candidate’s executive qualifications within the context of 
five executive core qualifications—leading change, leading people, results 
driven, business acumen, and building coalitions—to certify that the 
candidate’s demonstrated experience meets the executive core 
qualifications. 

                                                                                                                                    
22See 5 C.F.R. § 317.501(c) and 412.104(c).   

23See 5 C.F.R. § 317.501 and 5 U.S.C. § 3393(b).   

24See 5 C.F.R. § 317.502 and 5 U.S.C. § 3393(c).  

25Statute and OPM regulations provide that more than half of the members of the QRB must 
be SES career appointees. 5 U.S.C. § 3393(c) and 5 C.F.R. § 317.502(a).  

Page 18 GAO-09-110  Federal SES Diversity 



 

  

 

 

To staff QRBs, an OPM official said that OPM sends a quarterly letter to 
the heads of agencies’ human capital offices seeking volunteers for 
specific QRBs and encourages agencies to identify women and minority 
participants. Agencies then inform OPM of scheduled QRB participants, 
without a stipulation as to the profession of the participants. OPM solicits 
agencies once a year for an assigned quarter and requests QRB members 
on a proportional basis. The OPM official said that OPM uses a rotating 
schedule, so that the same agencies are not contacted each quarter. 
Although QRBs generally meet weekly, an OPM official said that QRBs can 
meet more than once a week, depending on case loads. The official said 
that because of the case load of recruitment for SES positions recently, 
OPM had been convening a second “ad hoc” QRB. According to another 
OPM official, after QRB certification, candidates are officially approved 
and can be placed. 

In addition to certification based on demonstrated executive experience 
and another form of certification based on special or unique qualities,26 
OPM regulations permit the certification of the executive qualifications of 
graduates of candidate development programs by a QRB and selection for 
the SES without further competition.27 OPM regulations state that for 
agency candidate development programs, agencies must have a written 
policy describing how their programs will operate and must have OPM 
approval before conducting them. According to OPM, candidate 
development programs typically run from 18 to 24 months and are open to 
GS-15s and GS-14s or employees at equivalent levels from within or 
outside the federal government. Agencies are to use merit staffing 
procedures to select participants for their programs, and most program 
vacancies are announced governmentwide or to all sources. OPM 
regulations provide that candidates who compete governmentwide for 
participation in a candidate development program, successfully complete 
the program, and obtain QRB certification are eligible for noncompetitive 

                                                                                                                                    
265 C.F.R. § 317.502(c). According to OPM, in very rare cases when exceptional candidates 
with demonstrated experience are not available, a QRB may certify a candidate whose 
professional/technical background makes him or her particularly well-suited for an SES 
vacancy although the candidate lacks demonstrated experience in one or more of the 
executive core qualifications. The candidate must have the potential for quickly acquiring 
full competence in all of the core qualifications.  

275 C.F.R. § 412.104. See also 5 U.S.C. § 3393(c)(2). 
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appointment to the SES.28 OPM guidance states that candidate 
development program graduates are not guaranteed placement in the SES. 
Agencies’ ERB chairs must certify that candidates have successfully 
completed all program activities, and OPM staff review candidate 
packages to verify that regulatory requirements have been met. An “ad 
hoc” QRB then reviews the candidates’ training and development and 
work experiences to ensure he or she possesses the required executive 
qualifications. 

OPM also periodically sponsors a centrally administered federal candidate 
development program. According to an OPM official, the OPM-sponsored 
federal candidate development program can be attractive to smaller 
agencies that may not have their own candidate development program, 
and OPM administers the federal program for them. According to OPM 
officials, from the first OPM-sponsored federal candidate development 
program, 12 graduated in September 2006. Of those, 9 individuals were 
placed in SES positions within 1 year of graduating from the program. In 
January 2008, OPM advertised the second OPM-sponsored federal 
candidate development program but subsequently suspended the program. 
In June 2008, OPM re-advertised the second OPM-sponsored federal 
candidate development program, and 18 candidates were selected for the 
program and have started their 12-month training and development 
program. 

 
We provided the Acting Director of OPM and the Chair of EEOC with a 
draft of this report for their review and comment. OPM provided technical 
comments via e-mail, which we incorporated as appropriate, but did not 
otherwise comment on the report. In an e-mail, EEOC said it had no 
comments. 

Agency Comments 
and Our Evaluation 

 
 We are sending copies of this report to the Acting Director of OPM, the 

Chair of EEOC, and other interested congressional parties. We also make 
copies available to others upon request. In addition, the report will be 
available at no charge on GAO’s Web site at http://www.gao.gov. 

                                                                                                                                    
28In some cases, candidate development program openings are announced only to an 
agency’s employees rather than governmentwide; graduates from such programs must 
compete for SES positions. 5 C.F.R. § 412.104. 
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If you or your staffs have questions about this report, please contact me at 
(202) 512-9490 or stalcupg@gao.gov. Contact points for our Offices of 
Congressional Relations and Public Affairs may be found on the last page 

George H. Stalcup 

of this report. Key contributors to this report are listed in appendix II. 

Director, Strategic Issues 
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Appendix I: Demographic Profiles of Career SES, 
GS-15, and GS-14 Employees Governmentwide and 
at the 24 Chief Financial Officers Act Agencies 

Table 10: Demographic Profiles of Career SES, GS-15, and GS-14 Employees 
Governmentwide 

SES 

October 1, 2000  September 2007 Equal employment 
opportunity (EEO) group Number Percent  Number Percent

African American men 348 5.5  328 5.0

African American women 180 2.9  232 3.5

American Indian/Alaska 
Native men 55 0.9  60 0.9

American Indian/Alaska 
Native women 21 0.3  28 0.4

Asian/Pacific Islander men 70 1.1  96 1.5

Asian/Pacific Islander 
women 33 0.5  57 0.9

Hispanic men 123 2.0  176 2.7

Hispanic women 43 0.7  60 0.9

White men 4,239 67.3  3,976 60.7

White women 1,180 18.7  1,526 23.3

Unspecified/other 4 0.1  16 0.2

Totala
 6,296 100.0  6,555 100.0

Minorities 873 13.9  1,037 15.8

Men 4,838 76.8  4,646 70.9

Minority men 596 9.5  660 10.1

Women 1,458 23.2  1,909 29.1

Minority women 277 4.4  377 5.8
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GS-15  GS-14 

October 1, 2000 September 2007  October 1, 2000 September 2007 

Number Percent   Number Percent  Number Percent  Number Percent

1,740 3.3 2,123 3.6  3,507 4.1 4,316 4.8

1,516 2.9 2,374 4.1  4,131 4.8 6,734 7.4

 
278 0.5 353 0.6 584 0.7 585 0.6

 
103 0.2 193 0.3 296 0.3 397 0.4

2,072 4.0 2,904 5.0  2,463 2.9 3,401 3.7

 
836 1.6 1,604 2.8 1,042 1.2 1,899 2.1

1,228 2.3 1,660 2.8  2,237 2.6 2,758 3.0

471 0.9 760 1.3  898 1.1 1,433 1.6

33,913 64.8 32,931 56.5  51,059 59.8 46,787 51.5

10,150 19.4 13,326 22.9  19,147 22.4 22,324 24.6

39 0.1 87 0.1  75 0.1 200 0.2

52,346 100.0 58,315 100.0  85,439 100.0 90,834 100.0

8,244 15.7 11,971 20.5  15,158 17.7 21,523 23.7

39,258 75.0 40,030 68.6  59,915 70.1 57,973 63.8

5,318 10.2 7,040 12.1  8,791 10.3 11,060 12.2

13,088 25.0 18,285 31.4  25,524 29.9 32,861 36.2

2,926 5.6 4,931 8.5  6,367 7.5 10,463 11.5

Source: GAO analysis of the Office of Personnel Management’s Central Personnel Data File. 

Notes: Governmentwide includes civilian employees of all cabinet-level departments, independent 
agencies, commissions, councils, and boards in the executive branch except the intelligence 
agencies, the Postal Service, and the Foreign Service (as of 2007).  

We included GS-15, GS-14, and equivalent employees. GS-equivalent employees are those in 
equivalent grades under other pay plans that follow the GS grade structure and job evaluation 
methodology or are equivalent by statute. 

Data on the SES and the SES developmental pool for 2000 in this report differ from prior GAO 
products. We first identified SES and SES developmental pool data for 2000 in our 2003 report 
(GAO-03-34), in which we excluded the FBI from the SES and the SES developmental pool because 
that report contained projected SES and the SES developmental pool levels for the end of fiscal year 
2007 based on separation and appointment data, and the FBI did not submit separation and 
appointment data to the CPDF for 2000.  We subsequently cited data on the SES and SES 
developmental pool for 2000 from that report in four additional products (GAO-04-123T, 
GAO-07-838T, GAO-08-609T, and T GAO-08-725T). Data on the SES and the SES developmental 
pool for 2007 include the FBI. 
aPercentages may not add to 100 because of rounding. 
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Table 11: Demographic Profiles of Career SES, GS-15, and GS-14 Employees at the 
Department of Agriculture 

SES 

October 1, 2000  September 2007 

EEO group Number Percent  Number Percent

African American men 28 9.9  22 6.9

African American women 11 3.9  11 3.5

American Indian/Alaska 
Native men 2 0.7  3 0.9

American Indian/Alaska 
Native women 1 0.4  1 0.3

Asian/Pacific Islander men 5 1.8  8 2.5

Asian/Pacific Islander 
women 0 0.0  3 0.9

Hispanic men 8 2.8  9 2.8

Hispanic women 2 0.7  3 0.9

White men 168 59.4  186 58.5

White women 58 20.5  71 22.3

Unspecified/other 0 0.0  1 0.3

Totala
 283 100.0  318 100.0

Minorities 57 20.1  60 18.9

Men 211 74.6  228 71.7

Minority men 43 15.2  42 13.2

Women 72 25.4  90 28.3

Minority women 14 4.9  18 5.7
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GS-15  GS-14 

October 1, 2000 September 2007  October 1, 2000 September 2007 

Number Percent   Number Percent  Number Percent  Number Percent

72 4.0 90 4.4  122 3.5 179 4.5

53 2.9 79 3.9  153 4.4 235 5.9

 
8 0.4 14 0.7 32 0.9 30 0.8

 
2 0.1 1 0.0 8 0.2 21 0.5

41 2.3 74 3.6  95 2.8 152 3.8

 
7 0.4 15 0.7 35 1.0 62 1.6

37 2.0 59 2.9  82 2.4 108 2.7

3 0.2 13 0.6  22 0.6 53 1.3

1,302 72.0 1,294 63.4  2,188 63.6 2,148 53.7

283 15.6 401 19.7  695 20.2 1,006 25.2

1 0.1 0 0.0  7 0.2 5 0.1

1,809 100.0 2,040 100.0  3,439 100.0 3,999 100.0

223 12.3 345 16.9  549 16.0 840 21.0

1,460 80.7 1,531 75.0  2,519 73.2 2,620 65.5

158 8.7 237 11.6  331 9.6 469 11.7

348 19.2 509 25.0  913 26.5 1,379 34.5

65 3.6 108 5.3  218 6.3 371 9.3

Source: GAO analysis of the Office of Personnel Management’s Central Personnel Data File. 

Note: We included GS-15, GS-14, and equivalent employees. GS-equivalent employees are those in 
equivalent grades under other pay plans that follow the GS grade structure and job evaluation 
methodology or are equivalent by statute. 
aPercentages may not add to 100 because of rounding. 
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Table 12: Demographic Profiles of Career SES, GS-15, and GS-14 Employees at the 
Agency for International Development 

SES 

October 1, 2000  September 2007 

EEO group Number Percent  Number Percent

African American men 2 8.0  2 9.1
African American women 1 4.0  4 18.2
American Indian/Alaska 
Native men 1 4.0  0 0.0
American Indian/Alaska 
Native women 0 0.0  0 0.0
Asian/Pacific Islander men 0 0.0  0 0.0
Asian/Pacific Islander 
women 0 0.0  1 4.5
Hispanic men 1 4.0  1 4.5
Hispanic women 0 0.0  0 0.0
White men 16 64.0  9 40.9
White women 4 16.0  5 22.7
Unspecified/other 0 0.0  0 0.0
Totala

 25 100.0  22 100.0
Minorities 5 20.0  8 36.4
Men 20 80.0  12 54.5
Minority men 4 16.0  3 13.6
Women 5 20.0  10 45.5
Minority women 1 4.0  5 22.7
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GS-15  GS-14 

October 1, 2000 September 2007  October 1, 2000 September 2007 

Number Percent   Number Percent  Number Percent  Number Percent

24 5.7 18 4.1  23 4.1 31 6.8

19 4.5 28 6.4  36 6.5 70 15.3

 
2 0.5 0 0.0 1 0.2 0 0.0

 
1 0.2 0 0.0 0 0.0 1 0.2

9 2.1 10 2.3  17 3.1 13 2.8

 
6 1.4 9 2.1 10 1.8 13 2.8

11 2.6 13 3.0  15 2.7 12 2.6

1 0.2 4 0.9  3 0.5 5 1.1

257 60.6 230 52.6  290 52.3 170 37.1

94 22.2 125 28.6  160 28.8 143 31.2

0 0.0 0 0.0  0 0.0 0 0.0

424 100.0 437 100.0  555 100.0 458 100.0

73 17.2 82 18.8  105 18.9 145 31.7

303 71.5 271 62.0  346 62.3 226 49.3

46 10.8 41 9.4  56 10.1 56 12.2

121 28.5 166 38.0  209 37.7 232 50.7

27 6.4 41 9.4  49 8.8 89 19.4

Source: GAO analysis of the Office of Personnel Management’s Central Personnel Data File. 

Note: We included GS-15, GS-14, and equivalent employees. GS-equivalent employees are those in 
equivalent grades under other pay plans that follow the GS grade structure and job evaluation 
methodology or are equivalent by statute. 
aPercentages may not add to 100 because of rounding. 
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Table 13: Demographic Profiles of Career SES, GS-15, and GS-14 Employees at the 
Department of Commerce 

SES 

October 1, 2000  September 2007 

EEO group Number Percent  Number Percent

African American men 17 5.7  17 5.4

African American women 5 1.7  9 2.8

American Indian/Alaska 
Native men 2 0.7  1 0.3

American Indian/Alaska 
Native women 0 0.0  0 0.0

Asian/Pacific Islander men 3 1.0  5 1.6

Asian/Pacific Islander 
women 3 1.0  5 1.6

Hispanic men 4 1.4  7 2.2

Hispanic women 3 1.0  2 0.6

White men 201 67.9  197 62.1

White women 58 19.6  74 23.3

Unspecified/other 0 0.0  0 0.0

Totala
 296 100.0  317 100.0

Minorities 37 12.5  46 14.5

Men 227 76.7  227 71.6

Minority men 26 8.8  30 9.5

Women 69 23.3  90 28.4

Minority women 11 3.7  16 5.0
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GS-15  GS-14 

October 1, 2000 September 2007  October 1, 2000 September 2007 

Number Percent   Number Percent  Number Percent  Number Percent

69 3.0 105 3.6  183 3.8 339 4.9

53 2.3 93 3.2  177 3.7 411 6.0

 
2 0.1 7 0.2 10 0.2 13 0.2

 
0 0.0 7 0.2 8 0.2 9 0.1

111 4.8 214 7.4  335 7.0 695 10.1

 
28 1.2 79 2.7 139 2.9 314 4.5

39 1.7 52 1.8  65 1.4 119 1.7

14 0.6 26 0.9  43 0.9 76 1.1

1,573 68.5 1,726 59.8  2,910 60.7 3,480 50.4

408 17.8 577 20.0  923 19.2 1,449 21.0

1 0.0 1 0.0  2 0.0 1 0.0

2,298 100.0 2,887 100.0  4,795 100.0 6,906 100.0

316 13.8 583 20.2  960 20.0 1,976 28.6

1,794 78.1 2,105 72.9  3,503 73.1 4,647 67.3

221 9.6 378 13.1  593 12.4 1,166 16.9

503 21.9 782 27.1  1,290 26.9 2,259 32.7

95 4.1 205 7.1  367 7.7 810 11.7

Source: GAO analysis of the Office of Personnel Management’s Central Personnel Data File. 

Note: We included GS-15, GS-14, and equivalent employees. GS-equivalent employees are those in 
equivalent grades under other pay plans that follow the GS grade structure and job evaluation 
methodology or are equivalent by statute. 
aPercentages may not add to 100 because of rounding.  
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Table 14: Demographic Profiles of Career SES, GS-15, and GS-14 Employees at the 
Department of Defense 

SES 

October 1, 2000  September 2007 

EEO group Number Percent  Number Percent

African American men 21 1.8  27 2.4

African American women 10 0.9  16 1.4

American Indian/Alaska 
Native men 6 0.5  8 0.7

American Indian/Alaska 
Native women 1 0.1  2 0.2

Asian/Pacific Islander men 13 1.1  15 1.3

Asian/Pacific Islander 
women 9 0.8  9 0.8

Hispanic men 7 0.6  12 1.1

Hispanic women 3 0.3  4 0.4

White men 909 79.5  802 71.4

White women 163 14.2  221 19.7

Unspecified/other 2 0.2  7 0.6

Totala
 1,144 100.0  1,123 100.0

Minorities 70 6.1  93 8.3

Men 956 83.6  869 77.4

Minority men 47 4.1  62 5.5

Women 186 16.3  254 22.6

Minority women 23 2.0  31 2.8
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GS-15  GS-14 

October 1, 2000 September 2007  October 1, 2000 September 2007 

Number Percent   Number Percent  Number Percent  Number Percent

231 2.1 221 2.6  604 3.1 576 3.7

124 1.1 122 1.5  468 2.4 486 3.1

 
50 0.4 33 0.4 72 0.4 63 0.4

 
9 0.1 12 0.1 24 0.1 24 0.2

282 2.5 307 3.7  554 2.9 563 3.6

 
37 0.3 69 0.8 141 0.7 184 1.2

158 1.4 173 2.1  335 1.7 386 2.5

28 0.3 40 0.5  104 0.5 139 0.9

8,795 79.0 6,173 73.7  13,612 70.4 10,151 65.8

1,409 12.7 1,221 14.6  3,409 17.6 2,831 18.3

14 0.1 5 0.1  25 0.1 32 0.2

11,137 100.0 8,376 100.00  19,348 100.0 15,435 100.0

919 8.3 977 11.7  2,302 11.9 2,421 15.7

9,516 85.4 6,911 82.5  15,177 78.4 11,756 76.2

721 6.5 734 8.8  1,565 8.1 1,588 10.3

1,607 14.4 1,465 17.5  4,146 21.4 3,679 23.8

198 1.8 243 2.9  737 3.8 833 5.4

Source: GAO analysis of the Office of Personnel Management’s Central Personnel Data File. 

Note: We included GS-15, GS-14, and equivalent employees. GS-equivalent employees are those in 
equivalent grades under other pay plans that follow the GS grade structure and job evaluation 
methodology or are equivalent by statute. 
aPercentages may not add to 100 because of rounding. 
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Table 15: Demographic Profiles of Career SES, GS-15, and GS-14 Employees at the 
Department of Education 

SES 

October 1, 2000  September 2007 

EEO group Number Percent  Number Percent

African American men 8 13.3  3 4.5

African American women 1 1.7  5 7.6

American Indian/Alaska 
Native men 1 1.7  0 0.0

American Indian/Alaska 
Native women 0 0.0  0 0.0

Asian/Pacific Islander men 1 1.7  1 1.5

Asian/Pacific Islander 
women 1 1.7  1 1.5

Hispanic men 1 1.7  0 0.0

Hispanic women 0 0.0  0 0.0

White men 32 53.3  38 57.6

White women 15 25.0  18 27.3

Unspecified/other 0 0.0  0 0.0

Totala
 60 100.0  66 100.0

Minorities 13 21.7  10 15.2

Men 43 71.7  42 63.6

Minority men 11 18.3  4 6.1

Women 17 28.3  24 36.4

Minority women 2 3.3  6 9.1
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GS-15  GS-14 

October 1, 2000 September 2007  October 1, 2000 September 2007 

Number Percent   Number Percent  Number Percent  Number Percent

31 6.7 30 6.3  68 8.7 68 8.0

40 8.7 51 10.8  117 14.9 154 18.2

 
1 0.2 2 0.4 3 0.4 2 0.2

 
4 0.9 4 0.8 3 0.4 3 0.4

7 1.5 8 1.7  10 1.3 19 2.2

 
1 0.2 3 0.6 10 1.3 25 2.9

8 1.7 7 1.5  9 1.1 12 1.4

6 1.3 5 1.1  12 1.5 11 1.3

212 46.1 187 39.5  300 38.2 270 31.8

150 32.6 177 37.3  254 32.3 284 33.5

0 0.0 0 0.0  0 0.0 0 0.0

460 100.0 474 100.0  786 100.0 848 100.0

98 21.3 110 23.2  232 29.5 294 34.7

259 56.3 234 49.4  390 49.6 371 43.8

47 10.2 47 9.9  90 11.5 101 11.9

201 43.7 240 50.6  396 50.4 477 56.3

51 11.1 63 13.3  142 18.1 193 22.8

Source: GAO analysis of the Office of Personnel Management’s Central Personnel Data File. 

Note: We included GS-15, GS-14, and equivalent employees. GS-equivalent employees are those in 
equivalent grades under other pay plans that follow the GS grade structure and job evaluation 
methodology or are equivalent by statute. 
aPercentages may not add to 100 because of rounding. 
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Table 16: Demographic Profiles of Career SES, GS-15, and GS-14 Employees at the 
Department of Energy 

SES 

October 1, 2000  September 2007 

EEO group Number Percent  Number Percent

African American men 14 3.6  16 3.8

African American women 5 1.3  7 1.7

American Indian/Alaska 
Native men 3 0.8  2 0.5

American Indian/Alaska 
Native women 0 0.0  2 0.5

Asian/Pacific Islander men 8 2.0  5 1.2

Asian/Pacific Islander 
women 1 0.3  6 1.4

Hispanic men 9 2.3  17 4.0

Hispanic women 2 0.5  5 1.2

White men 283 72.4  285 67.7

White women 66 16.9  76 18.1

Unspecified/other 0 0.0  0 0.0

Totala
 391 100.0  421 100.0

Minorities 42 10.7  60 14.3

Men 317 81.1  325 77.2

Minority men 34 8.7  40 9.5

Women 74 18.9  96 22.8

Minority women 8 2.0  20 4.8
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GS-15  GS-14 

October 1, 2000 September 2007  October 1, 2000 September 2007 

Number Percent   Number Percent  Number Percent  Number Percent

65 3.3 68 3.4  84 3.0 82 3.0

44 2.2 65 3.3  106 3.8 151 5.6

 
7 0.4 13 0.7 20 0.7 21 0.8

 
3 0.2 3 0.2 8 0.3 11 0.4

59 3.0 85 4.3  128 4.6 112 4.1

 
14 0.7 29 1.5 29 1.0 39 1.4

42 2.1 42 2.1  91 3.2 95 3.5

10 0.5 21 1.1  34 1.2 68 2.5

1,429 71.5 1,230 62.3  1,731 61.7 1,475 54.4

325 16.3 418 21.2  573 20.4 645 23.8

1 0.1 1 0.1  2 0.1 10 0.4

1,999 100.0 1,975 100.0  2,806 100.0 2,709 100.0

244 12.2 326 16.5  500 17.8 579 21.4

1,602 80.1 1,439 72.9  2,054 73.2 1,792 66.1

173 8.7 208 10.5  323 11.5 310 11.4

396 19.8 536 27.1  750 26.7 917 33.9

71 3.6 118 6.0  177 6.3 269 9.9

Source: GAO analysis of the Office of Personnel Management’s Central Personnel Data File. 

Note:  We included GS-15, GS-14, and equivalent employees. GS-equivalent employees are those in 
equivalent grades under other pay plans that follow the GS grade structure and job evaluation 
methodology or are equivalent by statute. 
aPercentages may not add to 100 because of rounding. 
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Table 17: Demographic Profiles of Career SES, GS-15, and GS-14 Employees at the 
Environmental Protection Agency 

SES 

October 1, 2000  September 2007 

EEO group Number Percent  Number Percent

African American men 18 7.1  14 5.4

African American women 5 2.0  10 3.8

American Indian/Alaska 
Native men 0 0.0  0 0.0

American Indian/Alaska 
Native women 0 0.0  1 0.4

Asian/Pacific Islander men 2 0.8  3 1.1

Asian/Pacific Islander 
women 4 1.6  4 1.5

Hispanic men 9 3.5  11 4.2

Hispanic women 1 0.4  2 0.8

White men 150 58.8  134 51.3

White women 66 25.9  81 31.0

Unspecified/other 0 0.0  1 0.4

Totala
 255 100.0  261 100.0

Minorities 39 15.3  45 17.2

Men 179 70.2  163 62.5

Minority men 29 11.4  28 10.7

Women 76 29.8  98 37.5

Minority women 10 3.9  17 6.5
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GS-15  GS-14 

October 1, 2000 September 2007  October 1, 2000 September 2007 

Number Percent   Number Percent  Number Percent  Number Percent

41 2.3 61 2.6  102 3.4 129 4.4

80 4.4 132 5.7  201 6.7 257 8.8

 
2 0.1 6 0.3 7 0.2 6 0.2

 
2 0.1 4 0.2 5 0.2 6 0.2

30 1.7 46 2.0  78 2.6 98 3.4

 
14 0.8 37 1.6 49 1.6 69 2.4

27 1.5 46 2.0  63 2.1 72 2.5

14 0.8 40 1.7  48 1.6 51 1.8

1,086 60.2 1,211 52.2  1,558 51.9 1,325 45.5

508 28.1 728 31.4  890 29.7 896 30.8

1 0.1 9 0.4  0 0.0 4 0.1

1,805 100.0 2,320 100.0  3,001 100.0 2,913 100.0

210 11.6 372 16.0  553 18.4 688 23.6

1,186 65.7 1,377 59.4  1,808 60.2 1,632 56.0

100 5.5 159 6.9  250 8.3 305 10.5

618 34.2 943 40.6  1,193 39.8 1,281 44.0

110 6.1 213 9.2  303 10.1 383 13.1

Source: GAO analysis of the Office of Personnel Management’s Central Personnel Data File. 

Note: We included GS-15, GS-14, and equivalent employees. GS-equivalent employees are those in 
equivalent grades under other pay plans that follow the GS grade structure and job evaluation 
methodology or are equivalent by statute. 
aPercentages may not add to 100 because of rounding. 
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Table 18: Demographic Profiles of Career SES, GS-15, and GS-14 Employees at the 
General Services Administration 

SES 

October 1, 2000  September 2007 

EEO group Number Percent  Number Percent

African American men 6 7.1  3 3.8
African American women 4 4.8  5 6.3
American Indian/Alaska 
Native men 0 0.0  0 0.0
American Indian/Alaska 
Native women 0 0.0  0 0.0
Asian/Pacific Islander men 0 0.0  1 1.3
Asian/Pacific Islander 
women 1 1.2  0 0.0
Hispanic men 0 0.0  1 1.3
Hispanic women 1 1.2  2 2.5
White men 54 64.3  52 65.0
White women 18 21.4  16 20.0
Unspecified/other 0 0.0  0 0.0
Totala

 84 100.0  80 100.0
Minorities 12 14.3  12 15.0
Men 60 71.4  57 71.3
Minority men 6 7.1  5 6.3
Women 24 28.6  23 28.8
Minority women 6 7.1  7 8.8
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GS-15  GS-14 

October 1, 2000 September 2007  October 1, 2000 September 2007 

Number Percent   Number Percent  Number Percent  Number Percent

28 4.7 34 5.4  85 6.5 137 8.6

31 5.2 52 8.2  125 9.6 180 11.3

 
3 0.5 2 0.3 4 0.3 4 0.3

 
0 0.0 1 0.2 2 0.2 2 0.1

6 1.0 11 1.7  31 2.4 45 2.8

 
4 0.7 11 1.7 14 1.1 32 2.0

3 0.5 10 1.6  16 1.2 32 2.0

4 0.7 7 1.1  13 1.0 25 1.6

383 64.4 323 51.1  656 50.3 707 44.4

133 22.4 178 28.2  359 27.5 423 26.6

0 0.0 3 0.5  0 0.0 6 0.4

595 100.0 632 100.0  1,305 100.0 1,593 100.0

79 13.3 128 20.3  290 22.2 457 28.7

423 71.1 383 60.6  792 60.7 927 58.2

40 6.7 57 9.0  136 10.4 218 13.7

172 28.9 249 39.4  513 39.3 666 41.8

39 6.6 71 11.2  154 11.8 239 15.0

Source: GAO analysis of the Office of Personnel Management’s Central Personnel Data File. 

Note: We included GS-15, GS-14, and equivalent employees. GS-equivalent employees are those in 
equivalent grades under other pay plans that follow the GS grade structure and job evaluation 
methodology or are equivalent by statute. 
aPercentages may not add to 100 because of rounding. 
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Table 19: Demographic Profiles of Career SES, GS-15, and GS-14 Employees at the 
Department of Health and Human Services 

SES 

October 1, 2000  September 2007 

EEO group Number Percent  Number Percent

African American men 22 5.5  18 5.1

African American women 27 6.8  24 6.7

American Indian/Alaska 
Native men 11 2.8  12 3.4

American Indian/Alaska 
Native women 6 1.5  6 1.7

Asian/Pacific Islander men 6 1.5  3 0.8

Asian/Pacific Islander 
women 3 0.8  4 1.1

Hispanic men 5 1.3  6 1.7

Hispanic women 5 1.3  0 0.0

White men 211 52.9  160 44.9

White women 103 25.8  123 34.6

Unspecified/other 0 0.0  0 0.0

Totala
 399 100.0  356 100.0

Minorities 85 21.3  73 20.5

Men 255 63.9  199 55.9

Minority men 44 11.0  39 11.0

Women 144 36.1  157 44.1

Minority women 41 10.3  34 9.6
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GS-15  GS-14 

October 1, 2000 September 2007  October 1, 2000 September 2007 

Number Percent   Number Percent  Number Percent  Number Percent

137 3.9 161 3.7  225 3.9 296 4.0

139 4.0 221 5.0  359 6.2 658 9.0

 
46 1.3 60 1.4 73 1.3 76 1.0

 
29 0.8 50 1.1 83 1.4 103 1.4

101 2.9 144 3.3  223 3.9 362 4.9

 
49 1.4 116 2.6 158 2.7 316 4.3

53 1.5 74 1.7  103 1.8 120 1.6

38 1.1 59 1.3  56 1.0 103 1.4

1,774 50.9 1,886 43.0  2,450 42.5 2,493 34.1

1,118 32.1 1,610 36.7  2,024 35.1 2,764 37.8

4 0.1 10 0.2  10 0.2 26 0.4

3,488 100.0 4,391 100.0  5,764 100.0 7,317 100.0

592 17.0 885 20.2  1,280 22.2 2,034 27.8

2,111 60.5 2,329 53.0  3,074 53.3 3,363 46.0

337 9.7 439 10.0  624 10.8 854 11.7

1,373 39.4 2,062 47.0  2,680 46.5 3,954 54.0

255 7.3 446 10.2  656 11.4 1,180 16.1

Source: GAO analysis of the Office of Personnel Management’s Central Personnel Data File. 

Note: We included GS-15, GS-14, and equivalent employees. GS-equivalent employees are those in 
equivalent grades under other pay plans that follow the GS grade structure and job evaluation 
methodology or are equivalent by statute. 
aPercentages may not add to 100 because of rounding. 
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Table 20: Demographic Profiles of Career SES, GS-15, and GS-14 Employees at the 
Department of Homeland Security 

SES 

October 1, 2000  September 2007 

EEO group Number Percent  Number Percent

African American men b
 

 

b  13 4.0

African American women b
  

b  7 2.2

American Indian/Alaska 
Native men b

  

b  1 0.3

American Indian/Alaska 
Native women b

  

b  0 0.0

Asian/Pacific Islander men b
  

b  1 0.3

Asian/Pacific Islander 
women b

  

b  1 0.3

Hispanic men b
  

b  18 5.5

Hispanic women b
  

b  2 0.6

White men b
  

b  207 63.7

White women b
  

b  75 23.1

Unspecified/other b
  

b  0 0.0

Totala
   

b b  325 100.0

Minorities b
  

b  43 13.2

Men b
  

b  240 73.8

Minority men b
  

b  33 10.2

Women b
  

b  85 26.2

Minority women b
  

b  10 3.1
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GS-15  GS-14 

October 1, 2000 September 2007  October 1, 2000 September 2007 

Number Percent   Number Percent  Number Percent  Number Percent
b

    

b 140 4.6  b b 327 4.6
b

    

b 146 4.8  b b 537 7.6
 

b
    

b 12 0.4 b b 24 0.3
 

b
    

b 4 0.1 b b 15 0.2
b

    

b 46 1.5  b b 158 2.2
 

b
    

 

b 27 0.9 b b 111 1.6
b

    

b 134 4.4  b b 507 7.2
b

    

b 60 2.0  b b 185 2.6
b

    

b 1,728 57.0  b b 3,741 52.9
b

    

b 733 24.2  b b 1,462 20.7
b

    

b 2 0.1  b b 8 0.1
b

    

b 3,032 100.0  b b 7,075 100.0
b

    

b 569 18.8  b b 1,864 26.3
b

    

b 2,061 68.0  b b 4,763 67.3
b

    

b 332 10.9  b b 1,016 14.4
b

    

b 971 32.0  b b 2,312 32.7
b

    

b 237 7.8  b b 848 12.0

Source: GAO analysis of the Office of Personnel Management’s Central Personnel Data File. 

Note: We included GS-15, GS-14, and equivalent employees. GS-equivalent employees are those in 
equivalent grades under other pay plans that follow the GS grade structure and job evaluation 
methodology or are equivalent by statute. 
aPercentages may not add to 100 because of rounding. 
bThe Department of Homeland Security did not exist before March 2003.  Its creation united 22 
agencies or parts of agencies, including the U.S. Customs Service, which was formerly located in the 
Department of the Treasury; the Federal Emergency Management Agency; and the Coast Guard. 
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Table 21: Demographic Profiles of Career SES, GS-15, and GS-14 Employees at the 
Department of Housing and Urban Development 

SES 

October 1, 2000 September 2007  

EEO group Number Percent  Number Percent

African American men 9 12.3  12 13.5
African American women 11 15.1  18 20.2
American Indian/Alaska 
Native men 1 1.4  1 1.1
American Indian/Alaska 
Native women 1 1.4  0 0.0
Asian/Pacific Islander men 0 0.0  1 1.1
Asian/Pacific Islander 
women 0 0.0  2 2.2
Hispanic men 2 2.7  3 3.4
Hispanic women 2 2.7  2 2.2
White men 40 54.8  38 42.7
White women 7 9.6  12 13.5
Unspecified/other 0 0.0  0 0.0
Totala 73 100.0  89 100.0
Minorities 26 35.6  39 43.8
Men 52 71.2  55 61.8
Minority men 12 16.4  17 19.1
Women 21 28.8  34 38.2
Minority women 14 19.2  22 24.7
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GS-15  GS-14 

October 1, 2000 September 2007  October 1, 2000 September 2007 

Number Percent   Number Percent  Number Percent  Number Percent

100 11.7 111 12.0  134 10.1 140 10.0

112 13.1 177 19.1  221 16.7 315 22.5

 
7 0.8 9 1.0 9 0.7 5 0.4

 
0 0.0 1 0.1 2 0.2 5 0.4

12 1.4 22 2.4  26 2.0 36 2.6

 
9 1.1 11 1.2 18 1.4 35 2.5

21 2.5 28 3.0  47 3.5 47 3.3

22 2.6 20 2.2  22 1.7 39 2.8

398 46.5 357 38.6  545 41.1 446 31.8

175 20.4 188 20.3  301 22.7 335 23.9

0 0.0 2 0.2  0 0.0 0 0.0

856 100.0 926 100.0  1,325 100.0 1,403 100.0

283 33.1 379 40.9  479 36.2 622 44.3

538 62.9 528 57.0  761 57.4 674 48.0

140 16.4 170 18.4  216 16.3 228 16.3

318 37.1 398 43.0  564 42.6 729 52.0

143 16.7 209 22.6  263 19.8 394 28.1

Source: GAO analysis of the Office of Personnel Management’s Central Personnel Data File. 

Note: We included GS-15, GS-14, and equivalent employees. GS-equivalent employees are those in 
equivalent grades under other pay plans that follow the GS grade structure and job evaluation 
methodology or are equivalent by statute. 
aPercentages may not add to 100 because of rounding. 
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Table 22: Demographic Profiles of Career SES, GS-15, and GS-14 Employees at the 
Department of the Interior 

SES 

October 1, 2000  September 2007 

EEO group Number Percent  Number Percent

African American men 4 2.1  8 3.6
African American women 4 2.1  8 3.6
American Indian/Alaska 
Native men 18 9.4  20 9.0
American Indian/Alaska 
Native women 7 3.7  7 3.2
Asian/Pacific Islander men 1 0.5  4 1.8
Asian/Pacific Islander 
women 0 0.0  0 0.0
Hispanic men 4 2.1  5 2.3
Hispanic women 4 2.1  5 2.3
White men 103 53.9  112 50.7
White women 46 24.1  50 22.6
Unspecified/other 0 0.0  2 0.9
Totala

 191 100.0  221 100.0
Minorities 42 22.0  57 25.8
Men 130 68.1  151 68.3
Minority men 27 14.1  37 16.7
Women 61 31.9  70 31.7
Minority women 15 7.9  20 9.0
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GS-15  GS-14 

October 1, 2000 September 2007  October 1, 2000 September 2007 

Number Percent   Number Percent  Number Percent  Number Percent

32 2.5 28 1.8  54 1.9 68 2.0

18 1.4 28 1.8  70 2.4 95 2.8

 
65 5.0 85 5.4 145 5.0 167 4.9

 
25 1.9 52 3.3 79 2.7 119 3.5

16 1.2 17 1.1  38 1.3 44 1.3

 
4 0.3 11 0.7 16 0.6 33 1.0

14 1.1 24 1.5  61 2.1 82 2.4

3 0.2 6 0.4  24 0.8 49 1.4

928 71.2 986 62.7  1,859 63.9 1,936 56.4

198 15.2 332 21.1  561 19.3 818 23.8

1 0.1 4 0.3  1 0.0 23 0.7

1,304 100.0 1,573 100.0  2,908 100.0 3,434 100.0

177 13.6 251 16.0  487 16.7 657 19.1

1,055 80.9 1,143 72.7  2,157 74.2 2,314 67.4

127 9.7 154 9.8  298 10.2 361 10.5

248 19.0 430 27.3  750 25.8 1,120 32.6

50 3.8 97 6.2  189 6.5 296 8.6

Source: GAO analysis of the Office of Personnel Management’s Central Personnel Data File. 

Note: We included GS-15, GS-14, and equivalent employees. GS-equivalent employees are those in 
equivalent grades under other pay plans that follow the GS grade structure and job evaluation 
methodology or are equivalent by statute. 
aPercentages may not add to 100 because of rounding. 
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Table 23: Demographic Profiles of Career SES, GS-15, and GS-14 Employees at the 
Department of Justice 

SES 

October 1, 2000  September 2007 

EEO group Number Percent  Number Percent

African American men 39 6.6  50 7.8
African American women 14 2.4  21 3.3
American Indian/Alaska 
Native men 3 0.5  5 0.8
American Indian/Alaska 
Native women 0 0.0  1 0.2
Asian/Pacific Islander men 3 0.5  3 0.5
Asian/Pacific Islander 
women 2 0.3  1 0.2
Hispanic men 27 4.5  31 4.8
Hispanic women 2 0.3  3 0.5
White men 413 69.5  412 63.9
White women 91 15.3  117 18.1
Unspecified/other 0 0.0  1 0.2
Totala

 594 100.0  645 100.0
Minorities 90 15.2  115 17.8
Men 485 81.6  502 77.8
Minority men 72 12.1  89 13.8
Women 109 18.4  143 22.2
Minority women 18 3.0  26 4.0
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GS-15  GS-14 

October 1, 2000 September 2007  October 1, 2000 September 2007 

Number Percent   Number Percent  Number Percent  Number Percent

154 3.6 214 4.2  341 5.2 450 6.0

155 3.6 223 4.3  320 4.9 529 7.0

 
11 0.3 11 0.2 28 0.4 36 0.5

 
6 0.1 10 0.2 8 0.1 11 0.1

67 1.5 119 2.3  102 1.6 192 2.5

 
48 1.1 79 1.5 58 0.9 66 0.9

160 3.7 184 3.6  367 5.6 381 5.1

63 1.5 78 1.5  90 1.4 107 1.4

2,478 57.3 2,793 54.3  3,799 58.0 4,118 54.7

1,179 27.3 1,425 27.7  1,423 21.7 1,619 21.5

3 0.1 6 0.1  10 0.2 22 0.3

4,324 100.0 5,142 100.0  6,546 100.0 7,531 100.0

664 15.4 918 17.9  1,314 20.1 1,772 23.5

2,872 66.4 3,325 64.7  4,646 71.0 5,198 69.0

392 9.1 528 10.3  838 12.8 1,059 14.1

1,452 33.6 1,817 35.3  1,900 29.0 2,333 31.0

272 6.3 390 7.6  476 7.3 713 9.5

Source: GAO analysis of the Office of Personnel Management’s Central Personnel Data File. 

Notes: We included GS-15, GS-14, and equivalent employees. GS-equivalent employees are those in 
equivalent grades under other pay plans that follow the GS grade structure and job evaluation 
methodology or are equivalent by statute. 

The data on Justice for 2000 in this report differ from such data in prior GAO products. We first 
identified Justice SES and GS-15 and GS-14 data for 2000 in our 2003 report (GAO-03-34), in which 
we excluded the FBI from Justice data because that report contained projected SES and SES 
developmental pool levels for the end of fiscal year 2007 based on separation and appointment data, 
and the FBI did not submit separation and appointment data to the CPDF for 2000.  We subsequently 
cited 2000 data from that report in four additional products (GAO-04-123T, GAO-07-838T, 
GAO-08-609T, GAO-08-725T).  T

 
The data on Justice for 2007 include the FBI. 
aPercentages may not add to 100 because of rounding. 
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Table 24: Demographic Profiles of Career SES, GS-15, and GS-14 Employees at the 
Department of Labor 

SES 

October 1, 2000  September 2007 

EEO group Number Percent  Number Percent

African American men 13 9.8  8 6.0
African American women 8 6.1  7 5.3
American Indian/Alaska 
Native men 0 0.0  1 0.8
American Indian/Alaska 
Native women 1 0.8  0 0.0
Asian/Pacific Islander men 0 0.0  1 0.8
Asian/Pacific Islander 
women 0 0.0  2 1.5
Hispanic men 6 4.5  5 3.8
Hispanic women 0 0.0  4 3.0
White men 76 57.6  74 55.6
White women 28 21.2  31 23.3
Unspecified/other 0 0.0  0 0.0
Totala

 132 100.0  133 100.0
Minorities 28 21.2  28 21.1
Men 95 72.0  89 66.9
Minority men 19 14.4  15 11.3
Women 37 28.0  44 33.1
Minority women 9 6.8  13 9.8
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GS-15  GS-14 

October 1, 2000 September 2007  October 1, 2000 September 2007 

Number Percent   Number Percent  Number Percent  Number Percent

31 5.0 45 5.7  87 6.1 86 5.7

33 5.3 52 6.6  128 8.9 173 11.5

 
2 0.3 2 0.3 9 0.6 10 0.7

 
2 0.3 0 0.0 4 0.3 3 0.2

2 0.3 9 1.1  25 1.7 43 2.8

 
8 1.3 10 1.3 7 0.5 33 2.2

14 2.2 16 2.0  46 3.2 45 3.0

8 1.3 12 1.5  22 1.5 28 1.9

378 60.4 406 51.3  728 50.7 677 44.9

148 23.6 239 30.2  381 26.5 411 27.2

0 0.0 0 0.0  0 0.0 0 0.0

626 100.0 791 100.0  1,437 100.0 1,509 100.0

100 16.0 146 18.5  328 22.8 421 27.9

427 68.2 478 60.4  895 62.3 861 57.1

49 7.8 72 9.1  167 11.6 184 12.2

199 31.8 313 39.6  542 37.7 648 42.9

51 8.1 74 9.4  161 11.2 237 15.7

Source: GAO analysis of the Office of Personnel Management’s Central Personnel Data File. 

Note: We included GS-15, GS-14, and equivalent employees. GS-equivalent employees are those in 
equivalent grades under other pay plans that follow the GS grade structure and job evaluation 
methodology or are equivalent by statute. 
 
aPercentages may not add to 100 because of rounding. 
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Table 25: Demographic Profiles of Career SES, GS-15, and GS-14 Employees at the 
National Aeronautics and Space Administration 

SES 

October 1, 2000  September 2007 

EEO group Number Percent  Number Percent

African American men 18 4.6  13 3.0

African American women 11 2.8  13 3.0

American Indian/Alaska 
Native men 3 0.8  0 0.0

American Indian/Alaska 
Native women 1 0.3  1 0.2

Asian/Pacific Islander men 9 2.3  13 3.0

Asian/Pacific Islander 
women 1 0.3  4 0.9

Hispanic men 7 1.8  14 3.2

Hispanic women 2 0.5  5 1.2

White men 280 71.1  290 67.3

White women 62 15.7  77 17.9

Unspecified/other 0 0.0  1 0.2

Totala
 394 100.0  431 100.0

Minorities 52 13.2  63 14.6

Men 317 80.5  330 76.6

Minority men 37 9.4  40 9.3

Women 77 19.5  101 23.4

Minority women 15 3.8  23 5.3
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GS-15  GS-14 

October 1, 2000 September 2007  October 1, 2000 September 2007 

Number Percent   Number Percent  Number Percent  Number Percent

63 2.5 119 3.2  123 3.3 161 3.8

23 0.9 88 2.4  80 2.1 178 4.2

 
13 0.5 14 0.4 21 0.6 28 0.7

 
1 0.0 6 0.2 8 0.2 8 0.2

124 4.9 199 5.3  160 4.3 217 5.1

 
26 1.0 49 1.3 37 1.0 57 1.3

61 2.4 135 3.6  125 3.3 145 3.4

19 0.7 33 0.9  34 0.9 50 1.2

1,890 74.4 2,441 65.4  2,588 69.0 2,519 59.6

318 12.5 641 17.2  574 15.3 853 20.2

3 0.1 6 0.2  0 0.0 9 0.2

2,541 100.0 3,731 100.0  3,750 100.0 4,225 100.0

330 13.0 643 17.2  588 15.7 844 20.0

2,151 84.7 2,914 78.1  3,017 80.5 3,073 72.7

261 10.3 467 12.5  429 11.4 551 13.0

387 15.2 817 21.9  733 19.5 1,152 27.3

69 2.7 176 4.7  159 4.2 293 6.9

Source: GAO analysis of the Office of Personnel Management’s Central Personnel Data File. 

Note: We included GS-15, GS-14, and equivalent employees. GS-equivalent employees are those in 
equivalent grades under other pay plans that follow the GS grade structure and job evaluation 
methodology or are equivalent by statute. 
aPercentages may not add to 100 because of rounding. 
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Table 26: Demographic Profiles of Career SES, GS-15, and GS-14 Employees at the 
Nuclear Regulatory Commission 

SES 

October 1, 2000  September 2007 

EEO group Number Percent  Number Percent

African American men 7 5.0  7 4.8

African American women 2 1.4  3 2.1

American Indian/Alaska 
Native men 0 0.0  1 0.7

American Indian/Alaska 
Native women 0 0.0  0 0.0

Asian/Pacific Islander men 4 2.9  5 3.4

Asian/Pacific Islander 
women 1 0.7  2 1.4

Hispanic men 2 1.4  1 0.7

Hispanic women 0 0.0  1 0.7

White men 107 77.0  103 70.5

White women 16 11.5  23 15.8

Unspecified/other 0 0.0  0 0.0

Totala
 139 100.0  146 100.0

Minorities 16 11.5  20 13.7

Men 120 86.3  117 80.1

Minority men 13 9.4  14 9.6

Women 19 13.7  29 19.9

Minority women 3 2.2  6 4.1
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GS-15  GS-14 

October 1, 2000 September 2007  October 1, 2000 September 2007 

Number Percent   Number Percent  Number Percent  Number Percent

18 2.8 37 4.1  27 3.8 38 4.5

16 2.5 24 2.6  21 2.9 56 6.6

 
3 0.5 5 0.5 0 0.0 2 0.2

 
0 0.0 1 0.1 0 0.0 0 0.0

56 8.7 85 9.3  52 7.2 68 8.0

 
8 1.2 19 2.1 8 1.1 15 1.8

4 0.6 17 1.9  14 1.9 22 2.6

2 0.3 3 0.3  2 0.3 8 0.9

453 70.7 553 60.6  467 65.0 500 58.9

81 12.6 169 18.5  128 17.8 138 16.3

0 0.0 0 0.0  0 0.0 2 0.2

641 100.0 913 100.0  719 100.0 849 100.0

107 16.7 191 20.9  124 17.2 209 24.6

534 83.3 697 76.3  560 77.9 631 74.3

81 12.6 144 15.8  93 12.9 130 15.3

107 16.7 216 23.7  159 22.1 218 25.7

26 4.1 47 5.1  31 4.3 79 9.3

Source: GAO analysis of the Office of Personnel Management’s Central Personnel Data File. 

Note: We included GS-15, GS-14, and equivalent employees. GS-equivalent employees are those in 
equivalent grades under other pay plans that follow the GS grade structure and job evaluation 
methodology or are equivalent by statute. 
aPercentages may not add to 100 because of rounding. 
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Table 27: Demographic Profiles of Career SES, GS-15, and GS-14 Employees at the 
National Science Foundation 

SES 

October 1, 2000  September 2007 

EEO group Number Percent  Number Percent

African American men 5 6.3  2 2.5
African American women 1 1.3  2 2.5
American Indian/Alaska 
Native men 0 0.0  0 0.0
American Indian/Alaska 
Native women 0 0.0  0 0.0
Asian/Pacific Islander men 3 3.8  4 5.1
Asian/Pacific Islander 
women 1 1.3  2 2.5
Hispanic men 1 1.3  3 3.8
Hispanic women 0 0.0  0 0.0
White men 46 58.2  35 44.3
White women 22 27.8  31 39.2
Unspecified/other 0 0.0  0 0.0
Totala

 79 100.0  79 100.0
Minorities 11 13.9  13 16.5
Men 55 69.6  44 55.7
Minority men 9 11.4  9 11.4
Women 24 30.4  35 44.3
Minority women 2 2.5  4 5.1
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GS-15  GS-14 

October 1, 2000 September 2007  October 1, 2000 September 2007 

Number Percent   Number Percent  Number Percent  Number Percent

4 4.9 4 4.9  3 3.8 6 5.2

4 4.9 6 7.3  10 12.5 15 13.0

 
1 1.2 0 0.0 0 0.0 0 0.0

 
0 0.0 0 0.0 0 0.0 1 0.9

1 1.2 1 1.2  0 0.0 3 2.6

 
2 2.4 4 4.9 3 3.8 1 0.9

0 0.0 0 0.0  1 1.3 3 2.6

1 1.2 0 0.0  1 1.3 0 0.0

36 43.9 33 40.2  31 38.8 35 30.4

33 40.2 34 41.5  31 38.8 51 44.3

0 0.0 0 0.0  0 0.0 0 0.0

82 100.0 82 100.0  80 100.0 115 100.0

13 15.9 15 18.3  18 22.5 29 25.2

42 51.2 38 46.3  35 43.8 47 40.9

6 7.3 5 6.1  4 5.0 12 10.4

40 48.8 44 53.7  45 56.3 68 59.1

7 8.5 10 12.2  14 17.5 17 14.8

Source: GAO analysis of the Office of Personnel Management’s Central Personnel Data File. 

Note: We included GS-15, GS-14, and equivalent employees. GS-equivalent employees are those in 
equivalent grades under other pay plans that follow the GS grade structure and job evaluation 
methodology or are equivalent by statute. 
aPercentages may not add to 100 because of rounding. 
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Table 28: Demographic Profiles of Career SES, GS-15, and GS-14 Employees at the 
Office of Personnel Management 

SES 

October 1, 2000  September 2007 

EEO group Number Percent  Number Percent

African American men 2 5.6  1 2.4
African American women 1 2.8  2 4.8
American Indian/Alaska 
Native men 0 0.0  0 0.0
American Indian/Alaska 
Native women 1 2.8  0 0.0
Asian/Pacific Islander men 0 0.0  1 2.4
Asian/Pacific Islander 
women 0 0.0  0 0.0
Hispanic men 2 5.6  2 4.8
Hispanic women 1 2.8  1 2.4
White men 17 47.2  22 52.4
White women 12 33.3  13 31.0
Unspecified/other 0 0.0  0 0.0
Totala

 36 100.0  42 100.0
Minorities 7 19.4  7 16.7
Men 21 58.3  26 61.9
Minority men 4 11.1  4 9.5
Women 15 41.7  16 38.1
Minority women 3 8.3  3 7.1
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GS-15  GS-14 

October 1, 2000 October 1, 2000 September 2007 September 2007  

Number Percent  Number Percent  Number Percent  Percent Number

7 6.6 13 8.6  14 6.3 19 5.1

5 4.7 14 9.2  22 9.9 74 19.9

 
0 0.0 0 0.0 0 0.0 0 0.0

 
0 0.0 0 0.0 0 0.0 2 0.5

0 0.0 1 0.7  4 1.8 5 1.3

 
0 0.0 0 0.0 2 0.9 12 3.2

3 2.8 4 2.6  7 3.2 4 1.1

3 2.8 3 2.0  4 1.8 8 2.2

62 58.5 72 47.4  96 43.2 127 34.2

26 24.5 45 29.6  73 32.9 120 32.3

0 0.0 0 0.0  0 0.0 0 0.0

106 100.0 152 100.0  222 100.0 371 100.0

18 17.0 35 23.0  53 23.9 124 33.4

72 67.9 90 59.2  121 54.5 155 41.8

10 9.4 18 11.8  25 11.3 28 7.5

34 32.1 62 40.8  101 45.5 216 58.2

8 7.5 17 11.2  28 12.6 96 25.9

Source: GAO analysis of the Office of Personnel Management’s Central Personnel Data File. 

Note: We included GS-15, GS-14, and equivalent employees. GS-equivalent employees are those in 
equivalent grades under other pay plans that follow the GS grade structure and job evaluation 
methodology or are equivalent by statute. 
aPercentages may not add to 100 because of rounding. 
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Table 29: Demographic Profiles of Career SES, GS-15, and GS-14 Employees at the 
Small Business Administration 

SES 

October 1, 2000  September 2007 

EEO group Number Percent  Number Percent

African American men 6 15.4  6 16.7
African American women 4 10.3  2 5.6
American Indian/Alaska 
Native men 0 0.0  0 0.0
American Indian/Alaska 
Native women 0 0.0  0 0.0
Asian/Pacific Islander men 0 0.0  0 0.0
Asian/Pacific Islander 
women 0 0.0  1 2.8
Hispanic men 2 5.1  4 11.1
Hispanic women 1 2.6  1 2.8
White men 18 46.2  16 44.4
White women 8 20.5  6 16.7
Unspecified/other 0 0.0  0 0.0
Totala

 39 100.0  36 100.0
Minorities 13 33.3  14 38.9
Men 26 66.7  26 72.2
Minority men 8 20.5  10 27.8
Women 13 33.3  10 27.8
Minority women 5 12.8  4 11.1
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GS-15  GS-14 

October 1, 2000 September 2007  October 1, 2000 September 2007 

Number Percent   Number Percent  Number Percent  Number Percent

13 7.3 14 7.3  26 7.0 24 6.9

11 6.1 21 10.9  27 7.3 45 12.9

 
3 1.7 2 1.0 0 0.0 1 0.3

 
0 0.0 0 0.0 0 0.0 0 0.0

2 1.1 5 2.6  8 2.2 7 2.0

 
0 0.0 3 1.6 7 1.9 14 4.0

11 6.1 11 5.7  13 3.5 6 1.7

4 2.2 6 3.1  10 2.7 13 3.7

99 55.3 96 49.7  186 50.4 155 44.5

36 20.1 35 18.1  92 24.9 83 23.9

0 0.0 0 0.0  0 0.0 0 0.0

179 100.0 193 100.0  369 100.0 348 100.0

44 24.6 62 32.1  91 24.7 110 31.6

128 71.5 128 66.3  233 63.1 193 55.5

29 16.2 32 16.6  47 12.7 38 10.9

51 28.5 65 33.7  136 36.9 155 44.5

15 8.4 30 15.5  44 11.9 72 20.7

Source: GAO analysis of the Office of Personnel Management’s Central Personnel Data File. 

Note:  We included GS-15, GS-14, and equivalent employees. GS-equivalent employees are those in 
equivalent grades under other pay plans that follow the GS grade structure and job evaluation 
methodology or are equivalent by statute. 
aPercentages may not add to 100 because of rounding. 
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Table 30: Demographic Profiles of Career SES, GS-15, and GS-14 Employees at the 
Social Security Administration 

SES 

October 1, 2000  September 2007 

EEO group Number Percent  Number Percent

African American men 13 11.0  13 9.7
African American women 12 10.2  12 9.0
American Indian/Alaska 
Native men 0 0.0  0 0.0
American Indian/Alaska 
Native women 0 0.0  1 0.7
Asian/Pacific Islander men 0 0.0  0 0.0
Asian/Pacific Islander 
women 2 1.7  0 0.0
Hispanic men 7 5.9  6 4.5
Hispanic women 5 4.2  5 3.7
White men 56 47.5  59 44.0
White women 23 19.5  38 28.4
Unspecified/other 0 0.0  0 0.0
Totala

 118 100.0  134 100.0
Minorities 39 33.1  37 27.6
Men 76 64.4  78 58.2
Minority men 20 16.9  19 14.2
Women 42 35.6  56 41.8
Minority women 19 16.1  18 13.4
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GS-15  GS-14 

October 1, 2000 September 2007  October 1, 2000 September 2007 

Number Percent   Number Percent  Number Percent  Number Percent

34 6.8 40 5.6  99 5.8 151 6.0

39 7.8 90 12.7  162 9.5 336 13.4

 
1 0.2 5 0.7 14 0.8 15 0.6

 
4 0.8 6 0.8 7 0.4 12 0.5

3 0.6 5 0.7  16 0.9 35 1.4

 
0 0.0 7 1.0 15 0.9 34 1.4

15 3.0 24 3.4  60 3.5 76 3.0

7 1.4 10 1.4  43 2.5 95 3.8

267 53.7 300 42.2  836 49.1 939 37.4

127 25.6 224 31.5  450 26.4 813 32.4

0 0.0 0 0.0  0 0.0 5 0.2

497 100.0 711 100.0  1,702 100.0 2,511 100.0

103 20.7 187 26.3  416 24.4 754 30.0

320 64.4 374 52.6  1,025 60.2 1,217 48.5

53 10.7 74 10.4  189 11.1 277 11.0

177 35.6 337 47.4  677 39.8 1,294 51.5

50 10.1 113 15.9  227 13.3 477 19.0

Source: GAO analysis of the Office of Personnel Management’s Central Personnel Data File. 

Note: We included GS-15, GS-14, and equivalent employees. GS-equivalent employees are those in 
equivalent grades under other pay plans that follow the GS grade structure and job evaluation 
methodology or are equivalent by statute. 
aPercentages may not add to 100 because of rounding. 
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Table 31: Demographic Profiles of Career SES, GS-15, and GS-14 Employees at the 
Department of State 

SES 

October 1, 2000  September 2007 

EEO group Number Percent  Number Percent

African American men 0 0.0  2 1.8
African American women 1 1.0  1 0.9
American Indian/Alaska 
Native men 0 0.0  0 0.0
American Indian/Alaska 
Native women 0 0.0  0 0.0
Asian/Pacific Islander men 0 0.0  2 1.8
Asian/Pacific Islander 
women 0 0.0  0 0.0
Hispanic men 4 4.0  2 1.8
Hispanic women 0 0.0  0 0.0
White men 68 67.3  71 62.3
White women 28 27.7  36 31.6
Unspecified/other 0 0.0  0 0.0
Totala

 101 100.0  114 100.0
Minorities 5 5.0  7 6.1
Men 72 71.3  77 67.5
Minority men 4 4.0  6 5.3
Women 29 28.7  37 32.5
Minority women 1 1.0  1 0.9
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GS-15  GS-14 

October 1, 2000 September 2007  October 1, 2000 September 2007 

Number Percent   Number Percent  Number Percent  Number Percent

58 3.7 20 2.9  74 2.9 61 5.3

52 3.3 36 5.2  88 3.5 96 8.3

 
6 0.4 3 0.4 5 0.2 0 0.0

 
1 0.1 0 0.0 4 0.2 1 0.1

25 1.6 10 1.5  66 2.6 39 3.4

 
15 0.9 14 2.0 30 1.2 22 1.9

46 2.9 7 1.0  67 2.6 21 1.8

22 1.4 8 1.2  28 1.1 14 1.2

972 61.3 360 52.3  1,584 62.3 530 45.8

387 24.4 224 32.6  598 23.5 357 30.8

2 0.1 6 0.9  0 0.0 17 1.5

1,586 100.0 688 100.0  2,544 100.0 1,158 100.0

225 14.2 98 14.2  362 14.2 254 21.9

1,107 69.8 404 58.7  1,796 70.6 663 57.3

135 8.5 40 5.8  212 8.3 121 10.4

477 30.1 284 41.3  748 29.4 495 42.7

90 5.7 58 8.4  150 5.9 133 11.5

Source: GAO analysis of the Office of Personnel Management’s Central Personnel Data File. 

Notes: We included GS-15, GS-14, and equivalent employees. GS-equivalent employees are those in 
equivalent grades under other pay plans that follow the GS grade structure and job evaluation 
methodology or are equivalent by statute. 

The number of GS-15s, GS-14s and equivalents decreased because the Department of State 
stopped reporting data on Foreign Service employees to the Office of Personnel Management’s 
Central Personnel Data File in fiscal year 2006. 
aPercentages may not add to 100 because of rounding. 
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Table 32: Demographic Profiles of Career SES, GS-15, and GS-14 Employees at the 
Department of Transportation  

SES 

October 1, 2000  September 2007 

EEO group Number Percent  Number Percent

African American men 14 7.9  11 5.9
African American women 7 3.9  10 5.3
American Indian/Alaska 
Native men 0 0.0  0 0.0
American Indian/Alaska 
Native women 0 0.0  0 0.0
Asian/Pacific Islander men 5 2.8  6 3.2
Asian/Pacific Islander 
women 0 0.0  1 0.5
Hispanic men 0 0.0  1 0.5
Hispanic women 0 0.0  1 0.5
White men 111 62.4  102 54.3
White women 41 23.0  56 29.8
Unspecified/other 0 0.0  0 0.0
Totala

 178 100.0  188 100.0
Minorities 26 14.6  30 16.0
Men 130 73.0  120 63.8
Minority men 19 10.7  18 9.6
Women 48 27.0  68 36.2
Minority women 7 3.9  12 6.4
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GS-15  GS-14 

October 1, 2000 September 2007  October 1, 2000 September 2007 

Number Percent   Number Percent  Number Percent  Number Percent

60 5.1 55 5.5  221 4.5 239 5.6

41 3.5 54 5.4  202 4.1 213 4.9

 
11 0.9 3 0.3 52 1.0 39 0.9

 
2 0.2 1 0.1 15 0.3 6 0.1

26 2.2 29 2.9  150 3.0 147 3.4

 
8 0.7 15 1.5 29 0.6 46 1.1

29 2.5 29 2.9  181 3.6 174 4.0

5 0.4 11 1.1  51 1.0 39 0.9

789 67.6 609 60.5  3,289 66.3 2,754 64.0

196 16.8 197 19.6  768 15.5 642 14.9

0 0.0 3 0.3  4 0.1 5 0.1

1,167 100.0 1,006 100.0  4,962 100.0 4,304 100.0

182 15.6 197 19.6  901 18.2 903 21.0

915 78.4 726 72.2  3,893 78.5 3,357 78.0

126 10.8 116 11.5  604 12.2 599 13.9

252 21.6 280 27.8  1,065 21.5 947 22.0

56 4.8 81 8.1  297 6.0 304 7.1

Source: GAO analysis of the Office of Personnel Management’s Central Personnel Data File. 

Note: We included GS-15, GS-14, and equivalent employees. GS-equivalent employees are those in 
equivalent grades under other pay plans that follow the GS grade structure and job evaluation 
methodology or are equivalent by statute. 
aPercentages may not add to 100 because of rounding. 
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Table 33: Demographic Profiles of Career SES, GS-15, and GS-14 Employees at the 
Department of the Treasury  

SES 

October 1, 2000  September 2007 

EEO group Number Percent  Number Percent

African American men 42 7.8  29 7.5

African American women 11 2.0  12 3.1

American Indian/Alaska 
Native men 1 0.2  0 0.0

American Indian/Alaska 
Native women 2 0.4  5 1.3

Asian/Pacific Islander men 4 0.7  9 2.3

Asian/Pacific Islander 
women 1 0.2  4 1.0

Hispanic men 6 1.1  8 2.1

Hispanic women 2 0.4  4 1.0

White men 359 66.9  198 51.3

White women 109 20.3  115 29.8

Unspecified/other 0 0.0  2 0.5

Totala
 537 100.0  386 100.0

Minorities 69 12.8  71 18.4

Men 412 76.7  244 63.2

Minority men 53 9.9  46 11.9

Women 125 23.3  142 36.8

Minority women 16 3.0  25 6.5
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GS-15  GS-14 

October 1, 2000 September 2007  October 1, 2000 September 2007 

Number Percent   Number Percent  Number Percent  Number Percent

148 4.8 73 4.0  417 4.7 284 4.7

148 4.8 136 7.5  583 6.6 774 12.7

 
12 0.4 5 0.3 46 0.5 20 0.3

 
6 0.2 3 0.2 16 0.2 20 0.3

46 1.5 42 2.3  149 1.7 151 2.5

 
18 0.6 35 1.9 95 1.1 191 3.1

85 2.8 36 2.0  286 3.2 117 1.9

27 0.9 19 1.1  114 1.3 114 1.9

1,844 59.8 887 49.1  4,902 55.5 2,555 41.9

746 24.2 564 31.2  2,219 25.1 1,848 30.3

3 0.1 5 0.3  5 0.1 17 0.3

3,083 100.0 1,805 100.0  8,832 100.0 6,091 100.0

490 15.9 349 19.3  1,706 19.3 1,671 27.4

2,135 69.3 1,045 57.9  5,800 65.7 3,135 51.5

291 9.4 156 8.6  898 10.2 572 9.4

945 30.7 760 42.1  3,027 34.3 2,956 48.5

199 6.5 193 10.7  808 9.1 1,099 18.0

Source: GAO analysis of the Office of Personnel Management’s Central Personnel Data File. 

Note: We included GS-15, GS-14, and equivalent employees. GS-equivalent employees are those in 
equivalent grades under other pay plans that follow the GS grade structure and job evaluation 
methodology or are equivalent by statute. 
aPercentages may not add to 100 because of rounding. 
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Table 34: Demographic Profiles of Career SES, GS-15, and GS-14 Employees at the 
Department of Veterans Affairs  

SES 

October 1, 2000  September 2007 

EEO group Number Percent  Number Percent

African American men 12 4.9  13 5.5
African American women 4 1.6  7 3.0
American Indian/Alaska 
Native men 3 1.2  5 2.1
American Indian/Alaska 
Native women 0 0.0  0 0.0
Asian/Pacific Islander men 1 0.4  2 0.8
Asian/Pacific Islander 
women 1 0.4  1 0.4
Hispanic men 3 1.2  6 2.5
Hispanic women 0 0.0  1 0.4
White men 190 76.9  136 57.6
White women 31 12.6  64 27.1
Unspecified/other 2 0.8  1 0.4
Totala

 247 100.0  236 100.0
Minorities 24 9.7  35 14.8
Men 209 84.6  163 69.1
Minority men 19 7.7  26 11.0
Women 36 14.6  73 30.9
Minority women 5 2.0  9 3.8
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GS-15  GS-14 

October 1, 2000 September 2007  October 1, 2000 September 2007 

Number Percent   Number Percent  Number Percent  Number Percent

173 2.2 296 2.7  98 4.0 177 5.2

109 1.4 239 2.2  104 4.2 279 8.2

 
17 0.2 55 0.5 11 0.4 12 0.4

 
4 0.1 25 0.2 7 0.3 9 0.3

997 12.9 1,337 12.2  62 2.5 70 2.1

 
499 6.4 892 8.1 45 1.8 50 1.5

322 4.2 471 4.3  55 2.2 60 1.8

131 1.7 243 2.2  28 1.1 53 1.6

4,382 56.6 5,439 49.7  1,465 59.2 1,643 48.3

1,107 14.3 1,927 17.6  592 23.9 1,044 30.7

5 0.1 22 0.2  8 0.3 4 0.1

7,746 100.0 10,946 100.0  2,475 100.0 3,401 100.0

2,252 29.1 3,558 32.5  410 16.6 710 20.9

5,891 76.1 7,614 69.6  1,691 68.3 1,965 57.8

1,509 19.5 2,159 19.7  226 9.1 319 9.4

1,850 23.9 3,332 30.4  776 31.4 1,436 42.2

743 9.6 1,399 12.8  184 7.4 391 11.5

Source: GAO analysis of the Office of Personnel Management’s Central Personnel Data File. 

Note: We included GS-15, GS-14, and equivalent employees. GS-equivalent employees are those in 
equivalent grades under other pay plans that follow the GS grade structure and job evaluation 
methodology or are equivalent by statute. 
aPercentages may not add to 100 because of rounding. 
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Appendix L.
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Office of Inspector General

Report Number 08-10 September 11, 2008

Diversity Management Programs
at the Government Printing Office

Executive Summary

Background. The Government Printing Office (GPO) Office of Inspector General (OIG)
has completed an audit of diversity management programs at the GPO. The audit was
conducted in response to a request from the Chairman of the Subcommittee on Federal
Workforce, Postal Service, and the District of Columbia, of the House of
Representatives’ Committee on Oversight and Government Reform. The Subcommittee
requested that the OIGs of each legislative branch agency assess the programs the
diversity offices have in place to address diversity concerns.1 The participating OIGs
plan to publish the final results in a consolidated report by September 2008.

Objectives. The overall objective of the audit was to review diversity within GPO,
specifically to:

 Identify and assess the diversity program at GPO to determine if it is yielding the
desired results—that of creating a more diverse population of women and
minorities in top leadership positions, specifically the Senior Level Service
(SLS);2

 Evaluate the accuracy and completeness of the complaints and discrimination data
reported to Congress; and

 Assess the degree to which diversity offices or functions are independent of the
General Counsel and the Public Printer.

See Appendix A for details on the audit objectives, scope, and methodology.

Results of Audit. While not mandated to comply with the guidelines and directives of
the Equal Employment Opportunity Commission (EEOC) concerning model affirmative
action programs, prior to this audit commencing, senior officials at GPO, including the
Directors of the Office of Equal Employment Opportunity (EEO) and Human Capital
began adopting some elements of both EEOC Management Directive 715 (MD-715) and

1 Other legislative branch agencies include the Library of Congress, Government Accountability Office,
Architect of the Capitol, and the Capitol Police.
2 Senior Level Service is the GPO equivalent to the Senior Executive Service (SES).
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the leading diversity management practices identified by the Government Accountability
Office (GAO). GPO has also made progress in developing its pool of Grade 15s (PG-
15s) to ensure a qualified minority pool for the Agency’s SLS.3 However, improvements
can be made towards enhancing the diversity of the Agency’s corps of SLS employees.

The audit also showed that GPO complaints and discrimination data reported to the
EEOC during fiscal year (FY) 2007 and eventually reported to Congress were accurate
and complete. (See Appendix G). Further, although diversity management programs are
incorporated in the Affirmative Employment Program (AEP) Division of GPO’s EEO
Office, the Director of EEO is independent of the General Counsel, and to a certain
extent independent of the Public Printer in EEO matters. (See Appendix H).

Opportunities do exist for GPO to provide a more diverse population of qualified women
and minorities in top leadership positions by incorporating the remaining essential
elements of MD-715 as well as implementing the nine leading practices for diversity
management identified by the GAO. Such modifications should help the agency manage
the workforce and create an environment that helps diminish barriers for protected
groups. In addition, changes brought about through diversity management should help
attract and retain capable employees. With an expectation that a high percentage of the
Government workforce will retire in the next decade, GPO should continue developing a
comprehensive diversity program to meet those employment challenges.

The audit specifically identified that although GPO is not required to comply with
MD-715 or GAO’s leading diversity management practices:

 GPO has generally adopted three elements for creating and maintaining a model
EEO program identified by MD-715, referred to as (1) demonstrated commitment
from leadership, (2) efficiency, and (3) responsiveness and legal compliance.
(Finding A); and

 Agency officials have partially adopted one of the GAO’s nine leading diversity
management practices (top leadership commitment). (Finding B).

Recommendations. We made two recommendations to GPO management, which, if
implemented, should not only improve the GPO diversity program by providing a more
diverse population of qualified women and minorities in top leadership, but also
contribute to GPO’s ability to meet its future employment challenges.

Management’s Response. GPO Management concurred with each of the report’s two
recommendations and stated that implementation would require the Public Printer’s
review and approval (see Appendix J).

3 At GPO, a Printing Office Grade (PG) 15 is the senior most grade and is generally equivalent to the
General Schedule (GS) Grade 15 classified by the Office of Personnel Management. Positions at GPO
above Grade PG-15 are in the Senior Level Service (SLS).
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Evaluation of Management’s Response. While GPO management concurred with each
of the recommendations, they did not provide details regarding what actions the Agency
plans to take to implement the recommendations. As a result, pending receipt of details
related to implementation, the recommendations are considered unresolved.
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Introduction

In November 2007, the Chairman of the Federal Workforce, Postal Service, and the
District of Columbia Subcommittee of the House of Representatives’ Oversight and
Government Reform Committee issued a report entitled “Senior Executive Service:
Women and Minorities are Underrepresented in Most Legislative Branch Agencies.”4

The report discusses racial and gender diversity of the Senior Executive Service corps in
the six legislative branch agencies during FY 2007. The report stated that:

 Minorities represent 16.8 percent and women represent 35.8 percent of Senior
Executive Service corps members in the six legislative branch agencies.

 In FY 2007, Senior Executive Service corps members at each agency were less
diverse in terms of minorities than the agency’s workforce as a whole and in four
of the six agencies less diverse in terms of women.

 The representation of minorities in the legislative branch Senior Executive
Service corps is stagnant, with representation of women improving only slightly
between FY 2002 and FY 2007.

 General Schedule-15 successor pools5 at some agencies were less diverse than the
Senior Executive Service corps.

 In some agencies, the average total salary for minorities and women in FY 2007
was less than for nonminority and male counterparts.

To ensure equal opportunity and diversity, the EEO Office at the GPO is responsible for
complying with civil rights statutes and regulations governing Federal employment.6 As
of January 28, 2008, GPO had a total of 2,263 white and blue collar employees (see
Appendix C). White collar employees generally consist of administrative, technical,
clerical, professional and management personnel while blue collar employees consist
generally of those employees who work in production departments. Of the 2,263
employees at GPO, 956 were women (42.3 percent) and 1,359 were minorities (60.1
percent). On staff at GPO are a total of 26 SLS employees consisting of 3 women (11.5
percent) and 3 minorities (11.5 percent). For white collar workers, the ratio between
women and minorities and SLS employees was similar—645 women (42.3 percent) and

4 Report may be found at http://federalworkforce.oversight.house.gov/story.asp?ID=1617
5 The November 2007 report of the Chairman of the Federal Workforce, Postal Service, and the District of
Columbia Subcommittee of the House of Representatives’ Oversight and Government Reform Committee
defines successor pools as an agency’s GS-15 and equivalent ranks of which the diversity of such pools can
provide an indicator of how diverse the Senior Executive Service (or equivalent rank) could become in the
future.
6 Title VII of Civil Rights Act of 1964, Age Discrimination in Employment Act of 1967, and Title I of the
Americans with Disabilities Act of 1990.
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611 minorities (52.5 percent). Tables 1 and 2 below provide more detail between the
makeup of GPO’s total workforce and between the total white collar workforce and the
SLS corps.

Table. 1. FY 2008 Total Workforce (as of January 28, 2008)

Employees Workforce
Males Number Percent
White 610 27.0
African American 639 28.2
Asian American/Pacific Islander 26 1.1
Hispanic American 26 1.1
Native American 6 0.3
Total Males 1,307 57.7

Females
White 294 13.0
African American 622 27.5
Asian American/Pacific Islander 24 1.1
Hispanic American 12 0.5
Native American 4 0.2
Total Females 956 42.3

Overall Totals 2,263 100.0

Table 2. FY 2008 White Collar Workforce Contrasted with SLS Employees
(as of January 28, 2008)

Employees Workforce SLS
Males Number Percent Number Percent
White 315 27.1 22 84.6
African American 165 14.2 0 0.0
Asian American/Pacific Islander 19 1.6 0 0.0
Hispanic American 17 1.4 1 3.9
Native American 2 0.2 0 0.0
Total Males 518 44.5 23 88.5

Females
White 237 20.4 1 3.8
African American 372 32.0 2 7.7
Asian American/Pacific Islander 20 1.7 0 0.0
Hispanic American 12 1.0 0 0.0
Native American 4 0.4 0 0.0
Total Females 645 55.5 3 11.5

Overall Totals 1,163 100.0 26 100.0
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The EEO Director is responsible for ensuring that equal opportunities exist for employees
and applicants without regard to race, sex, color, religion, national origin, sexual
orientation, age, and physical and mental disability. The EEO Office consists of two
divisions: (1) the Affirmative Employment Program (AEP) Division; and (2) the
Counseling and Complaints Processing Division (CCPD). For FY 2007, the GPO EEO
Office had a budget of $888,500 and a staff of seven employees.7

AEP Division

The AEP Manager assures that equal opportunity principles are an integral part of every
aspect of personnel policy and practice in the recruitment, employment, development,
advancement, and treatment of GPO staff and applicants for employment. In addition,
the AEP Manager also manages special emphasis programs that implement Presidential
Executive Orders and Federal personnel programs for eliminating demographic group
imbalances in targeted occupations, and achieving diversity in the workforce.

The AEP manager oversees three special emphasis programs assigned to GPO managers
who work the programs as a collateral duty. Collateral duty managers can spend up to 25
percent of their time managing the following special emphasis programs.

 Disability Program

The Disability Program at GPO consists of a program manager and ten employees who
voluntarily serve on the Disability Program Committee. The mission of the committee is
to raise awareness of disability policies and programs through information dissemination
and education programs and help elevate disability concerns to the EEO Office. The
program committee works with the EEO Office to identify employment barriers to
individuals with disabilities, review Agency policies addressing employment issues, and
recommend changes.

 Federal Women’s Program

The Federal Women’s Program (FWP) at GPO has the involvement of the EEO Director,
the AEP Manager, and an FWP Manager, who performs the job as a collateral duty. The
FWP committee also has 34 members. The FWP committee’s mission is to continually
identify, promote, and enhance employment and training opportunities for women. The
committee also helps keep women at GPO apprised of employment issues; assists women
in training, career development, and advancement; provides networking channels with
other FWP organizations on issues related to eliminating barriers to equal access and
opportunity; and promotes professionalism that furthers the progress of women.

7 GPO’s budget for FY 2007 was $848.225 million.
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 Hispanic Employment Program

The GPO Hispanic Employment Program’s (HEP) mission is to eliminate discriminatory
practices, assist in eliminating areas of under-representation or underutilization, evaluate
practices for disparate impact or treatment, and recommend changes to eliminate barriers
to Hispanic employment. The HEP manager serves in the position as a collateral duty
and also serves as the Secretary to the National Council of HEP Managers, a body
consisting of members from 40 different federal agencies appointed as their agency’s
designee responsible for building relationships between federal agencies and the Hispanic
community. The HEP manager also is responsible for e-mailing GPO job vacancies to
not only 67 Hispanic organizations, but also to more than 800 individuals who belong to
the Washington DC-Hispanic Employment Network.

 Other Programs

The AEP Manager also manages the pilot Employee Mentoring Program and the
Passport-to-Work Summer Youth Program, and also co-manages the Coming Home to
Work Program. The GPO Employee Mentoring Program (GEM) began as a pilot
program in April 2008 and is designed to enhance employee retention, job satisfaction,
and cross-organizational communication through employees receiving guidance,
counseling, and coaching from designated GPO mentors. In another program, the
Department of Veterans Affairs works with GPO and sponsors the Coming Home to
Work Program that helps provide suitable employment opportunities for eligible
members of the armed services. The Passport-to-Work Summer Youth Program offers
District of Columbia youths, ages 14 to 21, a 10-week temporary summer job at GPO—
funded by the District of Columbia Youth Employment Office. GPO has participated in
this program for several years, and placed an average of 52 students from this program
during the last 6 years, with 48 placed in 2008.

CCPD Division

The Assistant Director/Chief of CCPD manages the EEO complaint process for GPO
employees and applicants for employment involving issues of discrimination on the basis
of race, sex, color, religion, national origin, sexual orientation, age, disability, and
reprisal for prior participation in the EEO complaints process. Along with three EEO
specialists, the Chief of CCPD issues policy and guidelines related to discrimination
complaint procedures, monitors complaints of discrimination to detect indications of
discriminatory patterns and practices, and prepares final Agency decisions on complaints.
The CCPD also collects, maintains, and analyzes data on the discrimination complaint
process and serves as the official source of information for the status of complaints at
GPO. CCPD also oversees recruiting, selecting, and maintaining a cadre of trained EEO
specialists.
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Leadership, Development, and Recruitment Program

The Agency has also recently started a new leadership program for employees. The
Leadership, Development, and Recruitment (LDR) program is a 2-year program, and is
staffed with employees recruited from both within and outside the Agency. The LDR
program allows employees to work in a number of business units—receiving well-
rounded, hands-on experience necessary to prepare them as future GPO leaders.
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Findings and Recommendations

Finding A. Incorporating the Essential Elements of EEOC
Management Directive-715

Although not mandated, senior officials at GPO have begun to generally follow several of
the key elements of the EEOC’s MD-715 for creating and maintaining a model EEO
program into the structure of the Agency. For example, of the six essential elements
outlined in MD-715, GPO has generally incorporated three: (1) demonstrated
commitment from agency leadership; (2) efficiency; and (3) responsiveness and legal
compliance. The three additional elements that would help establish a model EEO
program include: (1) integration of EEO into the agency’s strategic mission;
(2) management and program accountability; and (3) proactive prevention of unlawful
discrimination.

Basic Tenets of Management Directive 715

Effective October 1, 2003, the EEOC issued MD-715. The directive provides the basic
elements necessary for creating and maintaining a model EEO program in the Federal
government. The directive specifically applies to agencies in the executive branch and
Military Departments (except uniformed members), the U.S. Postal Service, the Postal
Rate Commission, the Tennessee Valley Authority, the Smithsonian Institution, and those
units of the judicial branch of the Federal Government having positions in the
competitive service.

When establishing a model EEO program, MD-715 provides that an agency should
incorporate into its design a structure for effective management, accountability, and self-
analysis that will ensure program success. MD-715 not only contains reporting
requirements, but states that six essential elements make up a model EEO program
including:

 Demonstrated commitment from agency leadership.
 Integration of EEO into the agency’s strategic mission.
 Management and program accountability.
 Proactive prevention of unlawful discrimination.
 Efficiency.
 Responsiveness and legal compliance.

As part of the audit, the OIG assessed the current status of GPO’s voluntary efforts to
integrate the elements of MD-715 into the structure of the Agency. The results of our
assessment are discussed in the following section and are summarized in Appendix B.
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Essential Element One – Demonstrated Commitment From Agency Leadership

Element One recommends that the demonstrated commitment from agency leadership
start with an effective EEO program policy statement. The criteria states that at the
beginning of a tenure and each year thereafter, the head of an agency should issue a
signed written policy statement announcing the agency’s position against discrimination
based on the areas that Federal law covers. GPO has voluntarily adopted this element as
the Public Printer issued a policy statement to all GPO employees on April 8, 2008,
emphasizing his personal commitment to equal opportunity and diversity. (See Appendix
E for the complete text of that statement).8

The element further recommends that the head of an agency and other senior
management officials demonstrate a commitment to equal employment by incorporating
the principles of EEO into an agency’s organizational structure and disseminating a
policy demonstrating this commitment annually. Publishing such a statement sends a
clear message to others in the organization about the seriousness and business relevance
of diversity management. Accordingly, we recommend that the Public Printer continue
to issue a policy statement addressing his commitment to EEO and diversity on a yearly
basis as suggested by MD-715.

Essential Element Two – Integration of EEO into the Agency’s Strategic Mission

Element Two provides that the concepts of EEO should be a part of the strategic mission
and that an agency’s EEO program should be organized and structured in a way that
maintains a workplace free from discrimination through its policies, procedures, or
practices. Although GPO’s current strategic plan entitled A Strategic Vision for the 21st

Century (December 1, 2004) does not include an EEO message, GPO has followed
several of the other concepts of Element Two in that GPO has:

 Maintained a reporting structure that allows the EEO Director the appropriate
authority and resources to effectively carry out a successful EEO program.

 Committed sufficient human resources and budget allocations to the EEO
program for a successful operation.

 Empowered the EEO Director to have regular and effective ways of informing the
Public Printer and senior management officials of the status of EEO programs and
being involved in, and consulting on, management and personnel actions.

While management has recognized several aspects of Element Two, management should
integrate EEO into the Agency’s strategic plan. Accordingly, we recommend that as the
new Public Printer formulates his strategic plan, he include EEO and diversity as an
integral part of GPO’s strategic mission.

8 The current Public Printer was appointed by the President on November 6, 2007. While the current
Public Printer issued a policy statement to employees at the beginning of his tenure as Public Printer, over
three years had elapsed since the previous Public Printer issued his statement on February 1, 2005.
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Essential Element Three – Management and Program Accountability

To ensure management and program accountability, criteria in Element Three discusses
overall accountability and EEO program management. The criteria recommends that the
head of an agency should hold managers, supervisors, and EEO officials responsible for
effective implementation of an agency’s EEO program and plan.

The thrust of management and program accountability is that EEO officials advise and
provide assistance to managers about the status of EEO programs within each manager’s
area of responsibility. In addition, the Directors of EEO and Human Capital should meet
regularly and assess whether personnel programs, policies, and procedures conform to
EEOC management directives. MD-715 also instructs that the agency explore whether
disciplinary actions should be taken when findings of discrimination are made.

In October 2007, EEO officials at GPO began meeting with business unit managers
semiannually to discuss EEO issues and concerns within business units, provide
information on EEO programs and analysis of workforce data, and obtain input that could
assist in developing strategies for improving EEO programs at GPO.

While GPO practices address portions of Element Three’s criteria, we recommend that
EEO continue to work with business unit managers to develop EEO plans and that EEO
and Human Capital officials work together and with business unit managers to identify
systemic barriers in hiring, promotions, training, and awards.

Essential Element Four – Proactive Prevention of Unlawful Discrimination

Element Four states that an agency has an obligation to prevent discrimination on the
basis of race, color, national origin, religion, sex, age, reprisal and disability, and to
eliminate barriers that impede free and open competition in the workplace.9 Putting such
an obligation into place begins with informing employees about an effective anti-
discrimination policy that explains the protections afforded by the civil rights laws, the
rights afforded in such situations, and the process for redress. Further, the head of an
agency must make efforts early to prevent discriminatory actions and eliminate barriers to
equal employment opportunity in the workplace.

The criteria recommends that agencies conduct annual self-assessments to monitor
progress, identify areas where barriers may operate to exclude certain groups, and
develop strategic plans to eliminate identified barriers. In an attempt to benchmark
GPO’s status, we requested that the EEO officials conduct a self-assessment to help
identify gaps and potential areas for development. The results of this assessment are
summarized in Table 3.

9 The Statement of the Public Printer, dated April 8, 2008, is more comprehensive than that recommended
by MD-715: “Employment actions must be based upon merit principles and made without regard to an
individual’s race, color, religion, national origin, sex, age, mental/physical disability or sexual orientation.”
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Table 3. Types of Information Needed for Accurate Self-Assessment as Prescribed
by MD-715

Workforce Profiles Provided
Not

Provided
1. Total workforce distribution by race, national origin, and sex

for both the permanent and temporary workforce X10

2. Permanent and temporary workforce participation rates for
each grade level by race, national origin, and sex X11

3. Permanent and temporary workforce participation rates for
each of the agency’s major occupational categories (divided
by grade level) by race, national origin, and sex X12

4. Participation rates in supervisory and management positions
by race, national origin, and sex X13

5. Race, national origin, and sex of applicants for both
permanent and temporary employment X

6. Rates of selections for promotions, training opportunities and
performance incentives, by race, national origin, and sex X14

7. Rates of both voluntary and involuntary separations from
employment by race, national origin, and sex X15

Since GPO is not required to follow MD-715, the AEP Manager has not yet implemented
annual self-assessments. However, we recommend annual self-assessments so that the
AEP Manager can more effectively monitor progress, identify areas where barriers
exclude certain groups, and develop strategic plans to help eliminate barriers.
Additionally, in the absence of a formal requirement for self-assessments, the data
necessary to complete these assessments is not readily available from Information
Technology and Systems (IT&S) in the desired format. Under the circumstances, the
AEP Manager must now manually reformat data from Human Capital and arrange it in a
format suitable for agency needs or congressional hearings. A request for software that
would assist the efforts of the AEP Manager, is pending. Since more complete and
accurate data would help the AEP Manager monitor progress and identify areas where
barriers are possibly excluding certain groups, we recommend further action in order to
meet the requirements of Element Four.

10 Provided only permanent workforce for FY 2006 and 2007; did not provide temporary workforce.
11 Provided only permanent workforce for FY 2006 and 2007; did not provide temporary workforce.
12 Provided occupation by organization for FY 2007 and organization profile by occupation series for full-
time, part-time, and other for FY 2006 and 2007.
13 Provided organizational profile by supervisor and manager for full-time, part-time, and other for
FY 2006 and 2007.
14 Provided promotions for FY 2006 and 2007; Human Capital was not asked by EEO to provide profiles
for training opportunities and performance incentives.
15 Provided separations for FY 2006 and 2007; report did not distinguish between voluntary and
involuntary for both years.
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Essential Element Five – Efficiency

Element Five requires that the agency head ensure that there are effective systems in
place for evaluating the impact and effectiveness of the agency’s EEO programs as well
as an efficient and fair dispute resolution process. Critical to this element are adequate
and accurate information collection systems. Such systems fully integrated into an
agency’s infrastructure help it conduct periodic reviews—thus allowing the agency to
stay on top of those items affecting the myriad of EEO areas.

Element Five identifies six areas for the agency to comply with EEOC’s instructions
including: (1) sufficient staffing, funding, and authority to achieve the elimination of
identified barriers; (2) an effective complaint tracking and monitoring system in place to
increase the effectiveness of the agency’s EEO programs; (3) sufficient staffing, funding
and authority to comply with the time frames in accordance with EEOC regulations for
processing EEO complaints of employment discrimination; (4) an efficient and fair
dispute resolution process and effective systems for evaluating the impact and
effectiveness of the agency’s EEO complaint processing program; (5) effective systems
in place for maintaining and evaluating the impact and effectiveness of its EEO
programs; and (6) ensuring that the investigation and adjudication function of its
complaint resolution process are separate from its legal defense arm of the agency or
other offices with conflicting or competing interests.

GPO is achieving many of the objectives of Essential Element Five. However, further
progress can be made to develop methods to identify and eliminate barriers and
implement specific strategies for evaluating the impact and effectiveness of EEO
programs.

Additionally, EEO officials have experienced difficulty consolidating the information
obtained from Human Capital due to the variances in data formats available for tracking
the information required to achieve the elimination of identified barriers. Accordingly,
we recommend that GPO management identify a solution to ensure the ability to obtain
accurate data for use in identifying and eliminating barriers and to help evaluate the
impact and effectiveness of its EEO programs.

Illustrative of this point is the absence of recruitment effort tracking and analysis. For
example, between September 2007 and February 2008, the EEO Director visited
universities in California, New Mexico, and Texas to recruit Hispanic Americans for
GPO’s 2008 Leadership Program and other job vacancies. In addition, Human Capital
officials made similar visits to universities to recruit for the Leadership Program. Despite
these efforts, Human Capital did not track these recruitment efforts or have a written plan
for attracting a supply of qualified, diverse applicants for GPO employment. Since the
EEO Director and Human Capital officials are not the hiring officials for GPO’s
individual business units, consideration should be given to having business unit managers
participate in future recruiting efforts.
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Although GPO was generally following most of the six subcategories, we recommend
that management emphasize these additional areas, to help ensure that effective systems
are in place for evaluating the impact and effectiveness of the EEO programs.

Essential Element Six – Responsiveness and Legal Compliance

Element Six contains a requirement that each year an agency certify that it is complying
with EEO laws and EEOC regulations, policy guidance, and other written instructions.
Element Six also identifies that agency personnel should be accountable for the timely
compliance with EEOC orders. While the EEO staff are formally trained and responsible
for compliance with EEO laws and EEOC regulations and orders, these requirements are
not fully incorporated into the performance standards of GPO employees. The EEO
Office has a system called EEO Network (EEONET) which ensures that any EEO cases
over 30-days old are identified. This system is backed up by a manual calendar system
which ensures that GPO officials comply in a timely manner with any orders or directives
issued by EEOC Administrative Judges.

Although generally following the requirements of Element Six, management can send a
positive and clear message to all GPO employees about maintaining a workplace free of
discrimination and harassment as well as a commitment to EEO and diversity by
requiring compliance with EEO laws and EEOC regulations in the performance standards
of all managers and SLS personnel.

While GPO is voluntarily complying with several of the essential elements identified by
the EEOC, the opportunity exists through fully incorporating the six elements to create
and maintain a model EEO program at GPO. Creation of a model program will help
further ensure that the agency is not only free from employment discrimination, but also
has a diverse workforce.

Recommendation

1. The Public Printer should incorporate the six essential elements of Equal Employment
Opportunity Commission Management Directive 715 by taking the following actions:

a. Continue to issue and disseminate to GPO employees an annual signed written
policy statement expressing Agency commitment to equal employment
opportunity as well as maintaining a workplace free of discriminatory harassment
and practices.

b. Integrate equal employment opportunity policy and practices into future agency
strategic plans.

c. Require, with assistance from EEO officials, that business unit managers develop
an EEO plan for their individual units and that EEO and Human Capital officials
meet regularly to identify any systemic barriers in hiring, promotions, training,
and awards.
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d. Conduct annual self-assessments that monitor progress, identify areas where
barriers may exclude certain groups, and develop strategic recruitment plans to
eliminate those barriers to the extent possible and to attract a qualified, diverse
pool of applicants.

e. Maintain and provide sufficient resources—including staffing, funding, and
authority—for EEO officials to track workforce profiles that will help eliminate
identified barriers and recruitment efforts that will assist officials with identifying
potential barriers. The resources provided should also include the information
technology infrastructure (hardware, software, etc.) necessary to allow EEO
officials to effectively produce workforce diversity statistics.

f. Incorporate compliance with EEO laws and EEOC regulations in performance
standards for all managers including SLS personnel.

Management’s Response. Concur. Implementation of the recommendation will require
the Public Printer’s review and approval (see Appendix J).

Evaluation of Management’s Response. While GPO management concurred with the
recommendation, they did not provide details regarding what actions the Agency plans to
take to implement the recommendation. As a result, pending receipt of details related to
implementation, the recommendation is considered unresolved. The OIG will work with
GPO management to review any proposed actions to implement the recommendation.



13

Finding B. Incorporating GAO’s Leading Diversity Management
Practices

To date, GPO officials have partially adopted the nine practices identified by the GAO as
the most common leading diversity management practices. Specifically, the Agency has
partially adopted one of the GAO leading practices and is actively working on developing
a plan for another of the practices--succession planning. GPO had not made decisions
regarding adoption of the remaining practices at the time of the audit. Similar to the key
elements of EEOC MD-715 for creating and maintaining a model EEO program,
adoption of the nine practices identified by the GAO would help further ensure that the
agency has a diverse workforce and an effective EEO program.

The GAO Leading Practices

In January 2005, GAO issued a report to the Ranking Minority Member, Committee on
Homeland Security and Government Affairs, U.S. Senate entitled “Diversity
Management: Expert-Identified Leading Practices and Agency Examples.”16 This report
identified nine leading practices to be considered when an organization is developing and
implementing a diversity management program. These nine practices were developed by
GAO after speaking with experts in the field of diversity management and reviewing
their publications. The practices that GAO identified include:

 Top leadership commitment—a vision of diversity demonstrated and
communicated throughout an organization by top-level management;

 Diversity as part of an organization’s strategic plan—a diversity strategy and
plan that are developed and aligned with the organization’s strategic plan;

 Diversity linked to performance—the understanding that a more diverse and
inclusive work environment can yield greater productivity and help improve
individual and organizational performance;

 Measurement—a set of quantitative and qualitative measures of the impact of
various aspects of an overall diversity program;

 Accountability—the means to ensure that leaders are responsible for diversity by
linking their performance assessment and compensation to the progress of
diversity initiatives;

 Succession planning—an ongoing, strategic process for identifying and
developing a diverse pool of talent for an organization’s potential future leaders;

 Recruitment—the process of attracting a supply of qualified, diverse applicants
for employment;

16 GAO 05-90, January 14, 2005, available at http://www.gao.gov/newitems/d0590.pdf
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 Employee involvement—the contribution of employees in driving diversity
throughout an organization; and

 Diversity training—organizational efforts to inform and educate management
and staff about diversity.

We reviewed GPO’s diversity programs to benchmark the Agency’s standing in relation
to GAO’s nine leading diversity management practices. The results of our review are
discussed in the following section and are summarized in Appendix D.

1. Top Leadership Commitment

A commitment of top leadership is the first leading practice that GAO identifies in its
January 2005 report. That practice requires that the head of an agency and other senior
officials commit themselves to diversity by incorporating the principles of EEO into an
agency’s organizational structure. The Public Printer issued a policy statement to all
GPO employees on April 8, 2008, emphasizing his personal commitment to equal
opportunity and diversity. (See Appendix E for the complete text of that statement).
While the current Public Printer issued a signed policy statement to employees at the
beginning of his tenure as Public Printer, over three years had elapsed since the previous
Public Printer issued his statement on February 1, 2005. As previously recommended,
the Public Printer should follow MD-715 guidance and continue to issue a signed policy
statement annually to all employees addressing his commitment to diversity and EEO.
This ongoing demonstration of commitment from the Public Printer is critical to the
success of GPO’s diversity and EEO programs.

2. Diversity as Part of an Organization’s Strategic Plan

An emphasis on diversity as part of an organization’s strategic plan is the second leading
practice that GAO identifies in its January 2005 report. Such a practice requires an
emphasis on integrating diversity management into an organization’s strategic plan
because it fosters a culture change that supports and values differences. Since it typically
takes five to seven years to complete the initiatives of an agency’s strategic plan,
sustaining top leadership commitment to improvement is particularly challenging since
the turnover rate for political appointees is just less than three years.17 The Public Printer
should link diversity to any future update of the Agency’s Strategic Plan to ensure that
EEO and diversity are considered an integral part of the agency’s strategic mission.

3. Diversity Linked to Performance

The contribution that diversity plays in achieving improved individual and organizational
performance is the next leading practice that GAO identifies in its January 2005 report.
Diversity management makes good business sense, enhancing productivity and

17 GAO, High –Risk Series: Strategic Human Capital Management, GAO-03-120 (Washington, D.C.
January 2003) reported that governmentwide the average tenure of political appointees for 1990 through
2001 was just under three years.
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innovation. In addition, diversity management can help reduce costs by reducing
turnover, increasing employee retention across demographic groups, and improving
morale. GPO should include the development of diversity management as part of its
strategic plan.

4. Measurement

Quantitative and qualitative measures are vital tools in helping an agency evaluate the
effectiveness of its diversity management in terms of return on investment, recruitment
efforts, and retention. These tools can also help an agency compute the return on their
investments in areas such as diversity training and recruiting. As previously noted, EEO
officials have not been able to easily obtain workforce data to aid in such measurements.
Further, the absence of written plans for attracting a supply of qualified, diverse
applicants for employment, makes it difficult to measure success.

Since GPO has not implemented methods to measure or evaluate the effectiveness of the
organization’s diversity management, it was not possible to evaluate the return on
investment for training or retraining. This type of measurement is important because it
provides an agency an idea of where barriers might be that are hindering success with
diversity-related goals. Although EEO officials informed us that GPO will adopt this
GAO leading practice, it is our opinion that this decision should be made by the GPO
Chief Human Capital Officer, who is responsible for workforce data and recruitment.

5. Accountability

Ensuring that managers maintain diversity, evaluate progress, and can manage diverse
groups is the next leading practice that GAO identifies. Accountability is defined by
GAO as the means to ensure that leaders are responsible for diversity by linking their
performance assessment and compensation to the progress of diversity initiatives. To
accomplish accountability, organizations should link ratings and compensation. The
Government’s Senior Executive Service corps is already held to that type of
accountability—consistent with section 4313 of Title 5, which provides performance
appraisal criteria for achieving EEO requirements. This accountability is also consistent
with the EEOC’s instructions to Federal agencies implementing MD-715.18

At GPO, managers and supervisors are held to core EEO commitments in order to obtain
performance bonuses. As a point of interest, FY 2007 performance agreements for
supervisors and the SLS corps contained a statement about EEO issues, whereas, in the
FY 2008 agreements, that statement was changed. For the differences in the two
agreements, see the portion below highlighted in italics.

18 The instructions describe the requirement that agencies inform managers and supervisors that success and
a positive evaluation will include an assessment of how that manager contributes to the agency’s EEO
program by emphasizing to managers and supervisors that equality of opportunity is essential to attracting,
developing, and retaining the most qualified workforce, with such a workforce being essential to ensuring
the agency’s achievement of its strategic mission.
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FY 2008 Performance Agreement

I will make decisions in areas such as hiring, training, awards, special projects and
developmental assignments without regard to sex, race, color, religion, national origin,
age, disability, sexual orientation, or reprisal. I will conduct myself in accordance with
all applicable legal and ethical standards of behavior and will assist on and enforce these
standards within my organization. In the event that the above core commitment is not
being met, the supervisor’s rater must immediately provide guidance and advice to
address any performance-related problems.

FY 2007 Performance Agreement

I will make decisions in areas such as hiring, training, awards, special projects and
developmental assignments without regard to sex, race, color, religion, national origin,
age, disability, sexual orientation, or reprisal in order to nurture talent, create diverse
opportunities and maximize the potential of GPO’s workforce. I will promote staff
participation in EEO events and programs. I will work with EEO to address and resolve
allegations of discrimination and/or harassment within my organization.

EEO officials stated that no decision had been made to adopt this practice
although Human Capital officials stated that the draft EEO core commitment for
FY 2009 performance agreements would be similar to the previous FY 2007 core
commitment. We recommend that the agency adopt core commitments that
emphasize the value of creating a diverse workforce and address the culture of
diversity as opposed to mere compliance with laws and regulations.

6. Succession Planning

Succession planning is the sixth leading practice that GAO identifies in its January 2005
report. Succession planning is tied to the Federal Government’s opportunity to change
the diversity of the executive corps through new appointments and is a comprehensive,
ongoing strategic process that enables management to forecast an organization’s
leadership needs. Identifying and developing candidates who have the potential to be
future leaders, and selecting individuals from among a diverse pool of qualified
candidates to meet executive resource needs is at the heart of succession planning.



17

As Table 4 shows, in the last five years GPO has made significant progress in the overall
diversity of its workforce. Specifically, in FY 2002, there were 32 Grade 15s consisting
of 31 males (6 minorities) and one female (0 minorities). In FY 2007, there were 56
males (14 minorities) and 23 females (11 minorities).

Table 4. 5-Year Trend Grade 15 (PG-15) Employees

Fiscal Year 2002 2007
Males Number Percent Number Percent
White 25 78.2 42 53.1
African American 5 15.6 11 13.9
Asian American/Pacific Islander 1 3.1 1 1.3
Hispanic American 0 0.0 1 1.3
Native American 0 0.0 1 1.3
Total Males 31 96.9 56 70.9

Females
White 1 3.1 12 15.2
African American 0 0.0 6 7.6
Asian American/Pacific Islander 0 0.0 5 6.3
Hispanic American 0 0.0 0 0.0
Native American 0 0.0 0 0.0
Total Females 1 3.1 23 29.1

Overall Totals 32 100.0 79 100.0
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The result of the progress GPO has made in their succession planning has affected the
makeup of its SLS employees. As shown in Table 5 below, in FY 2002, there were 21
SLS employees consisting of 20 males (0 minorities) and one female (1 minority). In FY
2007, there were a total of 26 SLS employees consisting of 23 males (1 minority) and 3
females (2 minorities).

Table 5. 5-Year Trend Senior Level Service (SLS) Employees

Fiscal Year 2002 2007
Males Number Percent Number Percent
White 20 95.2 22 84.6
African American 0 0.0 0 0.0
Asian American/Pacific Islander 0 0.0 0 0.0
Hispanic American 0 0.0 1 3.9
Native American 0 0.0 0 0.0
Total Males 20 95.2 23 88.5

Females
White 0 0.0 1 3.8
African American 1 4.8 2 7.7
Asian American/Pacific Islander 0 0.0 0 0.0
Hispanic American 0 0.0 0 0.0
Native American 0 0.0 0 0.0
Total Females 1 4.8 3 11.5

Overall Totals 21 100.0 26 100.0



19

Another way GPO supports succession planning is through leadership programs. A new
program at GPO is called the Leadership, Development, and Recruitment (LDR)
program. The LDR program—a two-year career-building program—began in FY 2007.
As part of the LDR program, employees are recruited from both inside and outside the
Agency. The program allows employees to work in a number of business units to get a
range of hands-on experience of GPO to become potential future leaders within those
same business units. In FY 2007, there were 13 employees—8 males (4 minorities) and 5
females (3 minorities)—enrolled in the LDR program. The second LDR class began in
June 2008 with seven employees—five males and two females (1 minority). Table 6
provides more detail on the makeup of these two classes.

Table 6. Leadership Development and Recruitment (LDR) Program Employees

Fiscal Year 2007 2008
Males Number Percent Number Percent
White 4 30.8 5 71.4
African American 3 23.0 0 0.0
Asian American/Pacific Islander 0 0.0 0 0.0
Hispanic American 1 7.7 0 0.0
Native American 0 0.0 0 0.0
Total Males 8 61.5 5 71.4

Females
White 2 15.4 1 14.3
African American 3 23.1 1 14.3
Asian American/Pacific Islander 0 0.0 0 0.0
Hispanic American 0 0.0 0 0.0
Native American 0 0.0 0 0.0
Total Females 5 38.5 2 28.6

Overall Totals 13 100.0 7 100.0

Although GPO can still improve the diversity of its SLS corps with the inclusion of Asian
American/Pacific Islanders, Hispanic Americans, and Native Americans, in the last five
years, GPO has worked to create a diverse pool of qualified candidates for future SLS
positions at both the Grade 15 level and through implementation of the LDR program.

7. Recruitment

Attracting a supply of qualified, diverse applicants for employment is the next leading
practice listed by GAO. GAO states that organizations can widen selection of schools
from which they can recruit to include, for example, Historically Black Colleges and
Universities, Hispanic-Serving Institutions, women’s colleges, and schools with
international programs. Because of the number of Federal employees, including those in
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senior level positions eligible for retirement in the next decade, the Federal Government
will need more midcareer employees, defined by the GAO as employees generally 40 and
older with 10 or more years of work experience.

In 2006, GPO hired a Recruitment Manager who worked with GPO managers including
EEO and established a plan to recruit diverse candidates for a number of positions
including the LDR Program. The Recruitment Manager along with other recruiters
visited Historically Black Colleges and Universities and Hispanic-Serving Institutions.
In addition, the manager used his personal contacts to generate renewed interest in GPO.
A similar plan created in coordination with the EEO Manager is in place for 2008/2009.
Also, the Hispanic Employment Program Manager e-mails job vacancies to 67 Hispanic
organizations and to more than 800 Hispanic Employment Network individuals. Finally,
significant recruitment planning, efforts and advertising took place in order to find
diverse candidates to fill the positions at GPO’s Secure Production Facility (SPF) in
Mississippi. However, such efforts by Human Capital and EEO may not be fully realized
in the absence of participation by the business unit managers making the employment
selections. Accordingly, we recommend that the business unit managers responsible for
employment selection and recruiting be included in outreach and recruitment efforts.

8. Employee Involvement

Employee involvement is GAO’s eighth practice. Involving employees in diversity
management helps contribute to diversity throughout the organization. Employees can
get involved by: (1) forming employee diversity task forces, councils, boards, and
networks to identify issues, recommend actions, and help develop initiatives to facilitate
change; (2) providing mentoring opportunities to help identify and develop high-potential
employees, improve employee productivity and performance, and promote retention and
diversity; and (3) encouraging employees to volunteer in their communities and
allocating mission personnel to participate in community outreach programs with private
employers, public schools, and universities.

In its report, GAO provides an example of an agency that established a diversity advisory
board and provided a visible forum for independent advice and assistance to management
officials on diversity-related plans, policies, and programs. The same agency also created
an advisory council chaired by a senior manager. The two groups contributed to the
diversity strategic plan which was adopted by agency management. The diversity
strategic plan had the following four objectives:

 Increased awareness of diversity values and sensitivities by senior
management, managers, and staff.

 Retention of existing diversity and work-life enhancement.

 Active promotion of outreach and creation of a visible network of
connections or routes to the agency.
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 Recruitment and workforce planning for enhanced diversity.

GPO has several diverse employee groups such as the Federal Women’s Program,
Hispanic Employment Program, and the Disability Committee. These groups help
identify issues and recommend actions to GPO management. These groups could also
aid GPO management in the development of initiatives and recommendations for a
diversity strategic plan similar to that identified in the GAO report.

In another effort to enhance employee involvement, the AEP Manager introduced GPO’s
Employee Mentoring Program in April 2008. The program is a formal six-month pilot
with 11 mentors and protégés and is designed to enhance employee retention, job
satisfaction, and cross-organizational communication through employees receiving
teaching, guidance, counseling, and coaching from other GPO employees.

GPO also has very active employee involvement. As the GAO report emphasizes,
employees should be empowered to address and identify diversity issues, recommend
actions, and help develop initiatives to address concerns and create greater cultural and
diversity awareness in the workplace for all employees. We recommend that GPO
management evaluate its existing employee groups, identify whether employees’ issues
are fully represented and ensure that the groups are meeting the objectives as identified
by GAO.

9. Diversity Training

GAO’s ninth practice of training can help an organization’s management and staff
increase their awareness and understanding of diversity as well as help it develop
concrete skills for assisting it with communicating and increasing productivity. Training
can provide employees with an awareness of their differences—including cultural, work
style, and personal presentation-and an understanding of how diverse perspectives can
improve organizational performance. GAO also states that to increase employee
effectiveness in a diverse environment, training should include teambuilding,
communication styles, decision-making, and conflict resolution.

EEO officials informed us that GPO plans to adopt this leading practice. The OIG
believes that officials from both EEO and Human Capital should work together to
develop a diversity training curriculum that can be provided to all GPO employees.

Recommendation

2. The Public Printer should adopt all or a combination of the leading practices GAO
recommends to create and maintain a positive work environment with qualified and
diverse senior officials by taking the following steps:

a. Continue to issue to all employees an annual policy statement on his personal
commitment to equal opportunity and diversity.
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b. Link diversity to GPO’s strategic plan.
c. Include the development of diversity management in its strategic plan.

d. Develop a data gathering and tracking system for workforce data that will help the
agency eliminate identified barriers.

e. Develop a written plan for attracting a supply of qualified, diverse applicants for
employment, identifying quantitative and qualitative performance measures that
can track data on its workforce to evaluate the effectiveness of the Agency’s
diversity management efforts as well as track the return on investment in such
areas as diversity training and recruitment.

f. Ensure that managers are responsible for diversity in their business units and that
awards are based partly on a manager’s success in achieving diversity-related
goals.

g. Identify, develop, and select candidates for new appointments who have the
potential to be future leaders from a diverse pool of qualified candidates.

h. Empower employees to get involved in diversity management by forming
employee task forces, councils, and boards that identify issues and recommend
actions to the diversity strategic plan.

i. Develop a diversity training program for managers and employees that increases
awareness and understanding of diversity as well as help develop concrete skills
to assist in communicating and increasing productivity.

Management’s Response. Concur. Implementation of the recommendation will require
the Public Printer’s review and approval (see Appendix J).

Evaluation of Management’s Response. While GPO management concurred with the
recommendation, they did not provide details regarding what actions the Agency plans to
take to implement the recommendation. As a result, pending receipt of details related to
implementation, the recommendation is considered unresolved. The OIG will work with
GPO management to review any proposed actions to implement the recommendation.
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Appendix A. Objectives, Scope, and Methodology

Objectives

The overall objective of the audit was to conduct a review of the diversity office within
the GPO at the request of the Subcommittee on Federal Workforce, Postal Service, and
the District of Columbia, Committee on Oversight and Government Reform, House of
Representatives. The Subcommittee expressed concern about the under representation of
women and minorities in the senior-level positions at the legislative branch agencies.
The GPO OIG was one of five legislative branch agencies jointly conducting this review.
The other legislative branch agencies participating in the review are the Library of
Congress, Government Accountability Office, Architect of the Capitol, and U.S. Capitol
Police. Participating agencies will issue a consolidated report to Congress by
September 2008.

The specific audit objectives were to:

 Identify and assess the diversity program at GPO to determine if it is yielding the
desired results, that of creating a more diverse population of women and
minorities in top leadership positions (SLS).

 Evaluate the accuracy and completeness of the complaints and discrimination data
being reported to the Congress.

 Assess to what degree the diversity offices are independent of the GPO’s General
Counsel and the Public Printer

Scope and Methodology

To be consistent in our scope and methodology in reporting each particular agency’s
position to the three specific objectives, we followed a uniform audit guide provided to
each participating OIG by the Library of Congress OIG. To address the audit objectives,
we:

1. Assessed the responses that the EEO Director provided in the: (1) Self-
Assessment Checklist in MD-715 which identifies the effectiveness of the GPO
diversity programs; and (2) Data Collection Instrument for Leading Diversity
Management Practices which gauges the agency’s progress in following leading
diversity management practices as of January 1, 2008.

2. Evaluated the accuracy and completeness of GPO’s complaint and discrimination
data for Fiscal Year 2007.

3. Assessed the current independence of GPO’s EEO Director and the diversity
programs with the Public Printer and GPO’s General Counsel.
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Appendix A

We also interviewed officials from the Offices of the General Counsel and Human
Capital to determine whether policies and procedures related to EEO were implemented
and followed. Human Capital officials also provided workforce profile reports and
documentation on recruiting applicants for Agency leadership programs.

Management Controls Reviewed

We reviewed management controls related to EEO areas, including complaint and
discrimination reports as well as the reporting of data for workforce profile reports to
ensure these practices are contained in GPO Instruction 825.18A.

Audit Field Work

We performed field work from April through August 2008 at the GPO Central Office in
Washington, D.C. We performed the audit in accordance with generally accepted
government auditing standards.
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Appendix B. Assessment of Whether GPO Practiced the Essential
Elements of EEOC Management Directive 715

Essential Element
Generally
Following

Not
Following

1. Demonstrated Commitment from Leadership X
2. Integration of EEO into the Strategic Mission X19

3. Management and Program Accountability X20

4. Proactive Prevention X21

5. Efficiency X
6. Responsiveness and Legal Compliance X

19 Although GPO followed the four parts of Element B, the previous strategic plan did not address EEO.
20 Although GPO followed portions of Element C, it did not include the portions for business unit managers
developing EEO plans and EEO and Human Capital officials identifying any systemic barriers in past
promotions, training, and awards.
21 Because the data that Human Capital official provided was limited, the AEP Program Manager could not
conduct an annual self-assessment to monitor the progress and identify areas where barriers may operate to
exclude certain groups.
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Appendix C. White and Blue Collar Workforce Profile by Grade, Race,
and Sex (As of January 28, 2008)

Grade Total
Employees

White Black Hispanic Asian / Pacific
Islander

American
Indian

WHITE COLLAR WORKFORCE
All Men Women Men Women Men Women Men Women Men Women Men Women

SLS 26 23 3 22 1 2 1
15 79 56 23 42 12 11 6 1 1 5 1
14 95 60 35 46 24 8 10 3 1 3

13 207 108 99 69 54 28 39 2 1 8 4 1 1
12 303 128 175 79 72 45 91 2 4 8 2
11 80 28 52 17 12 9 38 2 1 1

10 4 1 3 3 1

9 77 20 57 10 13 9 43 1 1

8 15 1 14 2 1 12

7 95 15 80 8 19 6 56 1 3 2

6 60 12 48 2 7 8 40 1 1 1

5 91 49 42 13 10 31 29 5 3

4 13 4 9 2 6 2 3

3 8 6 2 2 2 4

2 4 3 1 1 1 2
0 6 4 2 2 2 1 1
Subtotal 1163 518 645 315 237 165 372 17 12 19 20 2 4

BLUE COLLAR WORKFORCE
Subtotal 1100 789 311 296 57 473 250 9 7 4 4

GPO # 2263 1307 956 611 294 638 622 26 12 26 24 6 4

Source: GPO Office of Human Capital
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Appendix D. Assessment of Whether GPO Exemplifies GAO’s Leading
Practices for Diversity Management

Leading Diversity Practices22 Not Yet Adopted Level of Adoption
Do not anticipate

adopting No decision
Will
adopt

Plan under
development

Written plan
complete

Partially
adopted

Fully
adopted

1. Top leadership commitment – a vision of
diversity demonstrated and communicated
throughout an organization by top-level. X23

2. Diversity as part of an organization’s
strategic plan – a diversity strategy and
plan that are developed and aligned with
the organization’s strategic plan.

X

3. Diversity linked to performance – the
understanding that a more diverse and
inclusive work environment can yield
greater productivity and help improve
individual and organizational performance.

X

4. Measurement – a set of quantitative and
qualitative measures of the impact of
various aspects of an overall diversity
program.

X

5. Accountability – the means to ensure that
leaders are responsible for diversity by
linking their performance assessment and
compensation to the progress of diversity
initiatives.

X

6. Succession planning – an ongoing,
strategic process for identifying and
developing a diverse pool of talent for an
organization’s potential future leaders.

X24

7. Recruitment – the process of attracting a
supply of qualified, diverse applicants for
employment.

X

8. Employee involvement – the contribution
of employees in driving diversity
throughout an organization.

X

9. Diversity training – organizational efforts
to inform and educate management and
staff about diversity.

X

22 GAO report GAO-05-09, “Diversity Management Expert-Identified Leading Practices and Agency
Examples,” January 2005.
23 Based on the Public Printer’s April 8, 2008, letter on equal opportunity and diversity.
24 The Human Capital Office did not have a written plan. However, GPO has made progress in the last five
years to create a diverse pool of qualified candidates at the Grade 15 level and the implementation of the
LDR program.
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Appendix E. Public Printer’s April 8, 2008 Letter on Equal
Opportunity and Diversity

( 

C 

U.S. GOVERNMENT 
PRINTING OFFICE 
l(EEl'!NG AMERICA INFORMED 

April 8, 2008 

To All GPO Employees: 

Robert C. Tapella 
Public Printer 

As Public Printer I want to emphasize my personal commitment to equal opportunity and 
diversity. It is imperative that we treat fairly all employees, applicants for employment, 
and customers of the U.S. Government Printing Office (GPO). Employment actions must 
be based upon merit principles and made without regard to an individual's race, color, 
religion, national origin, sex, age, mentaVphysical disability or sexual. orientation. 

Since becoming Public Printer at GPO, I have made it clear that I will not tolerate any 
form of discrimination in the workplace. I firmly believe that every GPO employee is 
entitled to work in an environment that is free of discrimination and harassment. I am 
committed to ensuring that every individual in GPO enjoys that right without regard to 
non-merit factors. This environment is necessary for accomplishing our goal of attracting, 
hiring, developing and retaining a quality diverse workforce that achieves our mission 
and meets the expectations of our citizens and the visitors we serve. 

It is the policy of GPO to provide equal employment opportunity for all persons in its 
workforce, as well as applicants for employment and to prohibit discrimination in all 
aspects of its personnel policies, program practices and operations. Every GPO manager 
and supervisor is responsible for ensuring that we achieve that goal. I expect a "zero 
tolerance'' approach to this important area. I take any confirmed violations of this policy 
very seriously. Employees who violate the law will be held accountable for their 
conduct. I encourage every level of management to maintain a high level of awareness 
regarding these matters and to foster a steadfast commitment to equal oppommity for all 
persons . I expect managers and supervisors to respond to complaints swiftly and 
appropriately, as they will be held accountable for taking steps to eliminate such behavior 
and to ensure that the work environment is one where employees are treated fairly, 
respectfully and with dignity. 

As Public Printer, I will vigorously pursue these goals and I encourage all employees to 
fully support our commitment in principle and in action to ensure that our equal 
employment opportunity programs are successful. Each of you plays a part in creating 
and sustaining a workplace that will provide all employees with a working environment 
free from discrimination where individual differences are respected and valued. 

732 North Copitol Stree~ ml Wo,hlngton, DC 20401 202-Sll• 1000 rtapell.@gpo.gov 

• 
•• 
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Appendix F. Summary of Leading Practices GPO Followed
(From PricewaterhouseCoopers25 Study and

EEOC Management Directive 71526)

Diversity Program Characteristics Following
Generally
Following

Not
Following

1. Diversity Program housed separate from the EEO office? X
2. Agency has a diversity action or strategic plan? X
3. Agency is conducting targeted recruitment and outreach efforts to

attract potential under represented minority employees? X
4. Mentoring Program? X
5. Includes awareness events (for example, special emphasis

functions)?
X

6. Includes a diversity council? X
7. Agency encourages the development of formally or informally

constituted groups representing specific categories of employees
such as women, African Americans, or gays and lesbians?

X

8. Includes focus on conflict management (for example, alternative
dispute resolution or mediation)?

X

9. Diversity training required for managers and supervisors? X
10. Diversity training included in employee orientation? X
11. Have administered attitude survey as part of assessment? X
12. Diversity element in supervisors/managers performance plans? X
13. Are management/personnel policies, procedures and practices

examined at regular intervals to assess whether there are hidden
impediments to equal opportunity?

X

14. Does the EEO Director have the authority and funding to ensure
implementation of agency EEO action plans?

X

15. The agency tracks the race, national origin and sex of applicants
for both permanent and temporary employment?

X

16. The agency tracks the rates of selections for promotions by race,
national origin and sex?

X

17. The agency tracks the rates of training opportunities (hours per
year) by race, national origin and sex?

X

18. The agency tracks the rates of performance incentives (monetary
awards, step increases) by race, national origin and sex? X

19. The agency tracks the rates of complaints by race, national origin
and sex to see if a particular group has more complaints about
promotions, disciplinary actions, performance appraisals, or
awards?

X27

20. The agency tracks the rates of both voluntary and involuntary
separations from employment by race, national origin and sex? X

25 “A Changing Workforce: Understanding Diversity Programs in the Federal Government”
December 2001.
26 This table will be included in the consolidated report of the five Legislative Branch agencies to Congress.
27 The EEO Office uses this information in their semiannual meetings with business units that began in
October 2007.
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Appendix G. Accuracy and Completeness of EEO Data28

Tracking and Reporting the Number and Status of Discrimination Complaints

GPO’s EEO Office uses EEONET, a case management system built to assist EEO
managers and counselors in managing all aspects of information and program
management related to EEO complaints and resolutions. Built to support the EEOC
reporting requirements, EEONET allows automated generation of reports required by
EEOC as well as a variety of other reports and documentation that can be customized to
user and management requirements. The data in EEONET are supported by the manual
files kept as well as a monthly report that is kept to ensure the data is accurate when it is
entered into the system. GPO’s EEO office is required to submit annually EEOC Form
462 report. EEOC incorporates the data along with the other agencies and report it to
Congress. Although the format between “No Fear Act” and EEOC’s 462 are somewhat
different, the data collected are the same. One key difference is that the “No Fear Act”
reporting reflects comparative data for the previous 5 years; EEOC Form 462 report
includes activity that occurred during the preceding fiscal year.

No. Discrimination Complaints Yes No
1 Does the agency have a system of management controls in place to

ensure the timely, accurate, complete and consistent reporting of
EEO complaint data?

X

2 Does the agency use a complaint tracking system that allows
identification of the location and status of complaints, and length of
time elapsed at each stage of the agency’s complaint resolution
process?

X

3 Does the agency’s tracking system identify the issues and bases of
the complaints, the aggrieved individuals/complainants, the involved
management officials and other information to analyze complaint
activity and trends?

X

4 Is the agency statutorily mandated to follow the No Fear Act
reporting requirements?

X

4a Does the agency follow the No Fear Act reporting format? X
4b Does the agency post its No Fear Act (or similar) data on its web

site?
X

28 This table will be included in the consolidated report of the five Legislative Branch agencies to Congress.
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Appendix H. Independence of the Diversity Office29

Independence

No. Yes No
1 Has the agency placed the EEO Director in a direct reporting

relationship with the head of the agency?
X

2 Does the EEO Director have a regular and effective means of
informing the agency head and other top management officials
of the effectiveness, efficiency and compliance (with agency
regulations or EEOC Directives, if applicable) of the agency’s
EEO program?

X

3 Is the EEO investigative and decision making process separate
from the personnel function?

X

4 Are the legal sufficiency reviews done by a unit separate from
the personnel function?

X

5 Does the agency offer Alternative Dispute Resolution or
mediation?

X

29 This table will be included in the consolidated report of the five Legislative Branch agencies to Congress.
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Appendix I. Acronyms Used in the Report

AEP Affirmative Employment Program
CCPD Counseling and Complaints Processing Division
EEO Equal Employment Opportunity
EEOC Equal Employment Opportunity Commission
EEONET Equal Employment Opportunity Network
FWP Federal Women’s Program
FY Fiscal Year
GAO Government Accountability Office
GEM GPO Employee Mentoring Program
GPO Government Printing Office
GS General Schedule
HEP Hispanic Employment Program
LDR Leadership, Development, and Recruitment Program
MD Management Directive
OIG Office of Inspector General
PG Printing Office Grade
SES Senior Executive Service
SLS Senior Level Service
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Appendix J. Management’s Response

G:D-U.S. GOVERNME T 
~ , _ -• PRINTI G OFFICE 

- · m11NG AMEl.lCA OO-OlMED memorandum 
DATE: September 10; 2008 

REPLY TO 
ATTN oF: Director, Equal Employment Opportunity 

suBJEOT: Revised Draft Report on Audit of Diversity Management Programs at the 
GPO 

ro: Assistant IG for Audits and lnspectlon 

This is in response to your memorandum dated September 9, 2008, requesting 
comment on the above subject report I fully concur with the recommendations 
outlined in the above subject report. However, it would require the Public Printer's 
review and approval before implementation. 

Please contact me or Juanita M. Flores at (202) 512-2014 rr you have any questions. 

~~~ 
~~ADI E L. ELZY 
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Appendix J

G:.O· U.S. GOVE RNME T 
PRIN TING OFFICE 
:KEEPING AMF.RICA JNJOR.MED 
WASHr GTON,DC 2040 1 

DATE: September 10, 2008 

REPLY TO 
A ITN Of: Chief Human Capital Officer 

Memorandum 
HUMAN CAPfl'ALOFHCE 

SUBJECT: Draft Report on Audil of Diversity Management Programs at the GPO 

TO: Assisrant 10 for Audits and Inspedion 

This is in response to your Septemb r 9, 2008 memorandum requesting comments 

on the revised draft report on the Audit of Diversity Management Program at the 

GPO. After a thorough review, we note that the changes made as a result o-f the 

September 5 meeting between the IQ, EEO and Human Capital managers have 

greatly improved the report. 

As far as the two recommendations are concerned; our office concurs with each of 

them . Thank you for the opportunity to review the drait. 1 am sure the report will 

have a positive impact to create a more diverse GPO in the future. 
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Appendix K. Status of Recommendations

Recommendation No. Resolved Unresolved Open/ECD* Closed
1 X
2 X

*Estimated Completion Date.
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Appendix L. Report Distribution

Government Printing Office

Deputy Public Printer
Chief of Staff
Chief Management Officer
Chief Financial Officer
Chief Information Officer
Chief Technology Officer
Director, Congressional Relations
Director, Library Services and Content Management
Director, Public Relations
Director, Publication and Information Sales
General Counsel
Managing Director, Customer Services
Managing Director, Official Journals of Government
Managing Director, Plant Operations
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Major Contributors to the Report

Joseph J. Verch Jr., Supervisory Auditor
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 DIVERSITY MANAGEMENT 

Important Actions Taken and Planned to Further 
Enhance Diversity 

Highlights of GAO-08-1160T, a testimony 
before the Subcommittee on Federal 
Workforce, Postal Service, and the District 
of Columbia, Committee on Oversight and 
Government Reform, House of 
Representatives 

 
For GAO, having a diverse 
workforce at all levels is an 
organizational strength that 
contributes to the achievement of 
results by bringing a wider variety 
of perspectives and approaches to 
policy development and 
implementation, strategic planning, 
problem solving and decision 
making.  GAO’s Office of 
Opportunity and Inclusiveness 
(O&I) is responsible for all 
functions and activities designed to 
promote diversity and maintain a 
work environment that is fair, 
unbiased, and inclusive.  O&I’s 
analysis of performance appraisal 
data indicated that there were 
significant differences in appraisal 
averages for African American and 
Caucasian analysts. GAO 
contracted with the Ivy Planning 
Group to assess the factors that 
influenced the differences. Ivy 
issued its African American 
Performance Assessment Study 
report on April 25, 2008 and the 
Acting Comptroller General issued 
a memorandum on April 30, 2008 
expressing his commitment to 
addressing all of the report’s 
recommendations.  
 
The subcommittee asked GAO’s 
Inspector General (IG) to examine 
the effectiveness of O&I and 
analyze the representation of 
women and minorities in the 
agency’s Senior Executive Service 
(SES) and managerial ranks (GS-15 
and equivalent level). This 
testimony focuses on the results of 
the IG’s review and provides 
information on actions taken and 
planned to further enhance 
diversity at GAO.  

The Inspector General’s (IG) report recognizes the gains GAO has made to 
enhance the profile of its SES and managerial ranks. The report notes that 
the representation of most groups in GAO’s SES and managerial ranks 
exceeded or equaled the representation in either the civilian labor force or 
the executive branch agencies. For example, the percentages of African 
Americans at the SES level and at the GS-15 and equivalent level exceeded 
the percentages in both the civilian labor force as well as in the executive 
branch agencies. The report also acknowledges that GAO has 
implemented many of the leading diversity management practices.  
Additionally, the report includes four recommendations that GAO has 
already taken steps to implement. For example, GAO is revising the 
discrimination complaint process order to clarify responsibilities and 
procedures when a complaint concerns O&I staff, and strengthening its 
internal controls for tracking, reviewing, and reporting on complaint data.  
 
In addition to implementing the recommendations in the IG’s report, GAO 
has taken steps to address many of the recommendations in the African 
American Performance Assessment Study report prepared by the Ivy 
Planning Group. The report included more than 25 recommendations. The 
Acting Comptroller General has committed to addressing all of them and 
issued a memorandum on September 10, 2008 that highlighted the 
progress made. For example, GAO has developed an approach for 
convening a series of facilitated conversations on race, begun to reassess 
the appraisal system, created standards for appraisal reviews, and taken 
steps to strengthen its recruitment and retention initiatives. 
 
Furthermore, GAO plans to take additional steps to enhance its diversity 
by completing actions in its Workforce Diversity Plan.  In June 2008, GAO 
issued a detailed Workforce Diversity Plan designed to build on the gains 
made in the diversity of its management and overall workforce. The plan 
lists about 20 actions that the agency will take.  For example, the plan 
requires that GAO develop a diversity recruitment plan and calls for GAO 
to develop stronger relationships with Hispanic Serving Institutions and 
organizations that work with disabled students. 
  
GAO is committed to working closely with all employees to ensure its 
diversity efforts and work environment are fully inclusive.  GAO has 
established a comprehensive accountability framework to ensure the 
effective and efficient implementation of the Ivy report recommendations 
and the workforce diversity plan action steps. GAO has taken many steps 
and plans to take others to help enhance its diversity, recognizing that 
diversity is a journey that will require constant and sustained commitment.  
 
 

To view the full product, including the scope 
and methodology, click on GAO-08-1160T. 
For more information, contact Ronald A. 
Stroman at 202-512-8401 or 
stromanr@gao.gov . 

! GA 0 E. 



 

 

 

Chairman Davis and Members of the Subcommittee: 

I am Ron Stroman, Managing Director of the Office of Opportunity and 
Inclusiveness at the United States Government Accountability Office 
(GAO). Thank you for the opportunity to testify about the Inspector 
General’s (IG) report on GAO’s diversity efforts. GAO has a diverse 
workforce. Specifically, as of April 2008, minorities represented about 30 
percent of our total workforce, and women comprised more than one-half. 
Nonetheless, we have gaps in certain categories.  We are committed to 
making improvements. To this end, as figure 1 shows, we have completed 
several tasks in support of our diversity management efforts. Also, we 
have undertaken a number of important initiatives and have plans to 
implement others to improve the diversity of our leadership as well as our 
overall workforce, which I will discuss later in my testimony. 
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Figure 1: Timeline of Key Diversity Management Related Tasks Completed From February to September 10, 2008 

Feb. April July Aug.Mar.

Implemented uniform 
interview questions 

May June

1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 

Posted demographic analysis of 
promotion data to intranet 

Posted results of Congressionally 
requested survey of GAO 
employees to EAC website

Held meetings with 
representatives from our 
employee groups 

Opened performance appraisal 
system review mailbox  for staff 
input

Drafted PDP survey

Convened hiring and 
recruiting sounding board 

Posted “fillable” self 
identification of disability 
form

Issued memo on progress 
in addressing the Ivy 
recommendations

Added questions about 
inclusiveness to the employee 
survey

Attended meeting on Asian 
Americans in the federal 
workforce

Sept.

Source:  GAO.

Sent reminder notices about 
mid-point feedback

Began agency-wide performance 
appraisal system review

Expanded mentoring program 
and held information sessions

Implemented uniform criteria for 
screening applicants

Issued African American 
Performance Appraisal Study 
Report

Briefed staff on African American 
Performance Appraisal Study 
Report

Issued Equal Opportunity Policy 
Statement  

Formed campus recruitment task team 

Issued Workforce Diversity Plan 

Established Agency-Wide Diversity 
Committee

Instituted process for monitoring ratings 
of PDP staff  

Sponsored Diversity Month celebration

Contracted with Ivy to design 
facilitated conversations about 
race

Met with BIG representatives to 
discuss Ivy Report concerns

Introduced uniform approach for 
appraisal review meetings 
 
Participated in Hispanic Career 
Fair

Developed a plan to identify 
diversity recruitment best 
practices

 
We appreciate the IG’s recognition of the gains GAO has made to the 
diversity profile of our Senior Executive Service (SES) and managerial 
(GS-15 and equivalent) ranks. The IG’s report indicates that from 2002 to 
2007, the number of women in the SES increased and the number of 
African American, Asian American, and Hispanic managers also increased. 
For example, the data in the report show that the number of Hispanic 
managers increased from 17 in 2002 to 26 in 2007—an increase of 53 
percent. Additionally, the report notes that the representation of most 
groups in GAO’s SES and managerial ranks exceeded or equaled the 
representation in either the civilian labor force (CLF) or the executive 
branch agencies. Specifically, the percentages of 

IG Cites Diversity 
Improvements and 
Makes 
Recommendations 
That We Are 
Implementing 
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• African Americans at the SES level and at the GS-15 and equivalent 
level exceeded the percentages in both the CLF as well as in the 
executive branch agencies. 

• Asian Americans at the SES level exceeded the percentages in the CLF 
as well as in the executive branch agencies.   

• Hispanics at the GS-15 and equivalent level slightly exceeded the 
percentage in the executive branch agencies; and 

• women at the SES and GS-15 and equivalent level exceeded the 
percentages in the executive branch agencies and at the GS-15 and 
equivalent level the percentage of women nearly equaled the 
percentage in the CLF. 

 
The IG’s report also acknowledges that we have implemented many of the 
leading diversity management practices. For example, we have 

• recruited at historically black colleges and universities as well as 
Hispanic serving institutions, 

• implemented an agency-wide mentoring program, 
• supported employee involvement in diversity management through our 

newly established Diversity Committee, 
• included diversity in our strategic plan, and 
• incorporated diversity principles into our performance appraisal 

systems. 
 
Additionally, the IG’s report identifies areas for improvement and includes 
four recommendations that we have already taken steps to implement. We 
are revising the Office of Opportunity and Inclusiveness (O&I) order to 
require an annual Workforce Diversity Plan and revising the discrimination 
complaint process order to clarify responsibilities and procedures when a 
complaint concerns staff within O&I. We are also strengthening our 
internal controls for tracking, reviewing, and reporting on complaint data. 
In addition, we are planning to incorporate the diversity plan goals into the 
SES performance appraisal system when it is revised. We are also looking 
into ways to remove O&I staff from the pre-complaint processing stage 
without reducing our ability to successfully resolve employee concerns 
informally. 
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In April 2008, the Ivy Planning Group (Ivy) issued its African American 
Performance Assessment Study report. This study was undertaken in 
response to significant differences in performance appraisal averages 
between African American and Caucasian analysts. The fundamental issue 
identified by the Ivy report is that the GAO culture, which values a singular 
and uniform approach to producing its work for the Congress must 
continue to change. Ivy recommended that GAO improve its ability to 
adapt to the diverse backgrounds and working styles of its changing 
workforce and make its human capital process fairer, more consistent, and 
more transparent. Moreover, the Ivy Report recommended that GAO raise 
staff awareness of the role that race can and does play in affecting 
performance related communication. The report included more than 25 
recommendations. 

The Acting Comptroller General wrote to all GAO staff on April 30, 2008, 
to express his commitment to address all of the Ivy report’s 
recommendations. He issued another memo on September 10, 2008 
updating the progress in addressing these recommendations, including the 
following. 

 

Steps Taken to 
Address the Ivy 
Planning Group 
Recommendations 

Convening a Series of 
Facilitated Conversations 
on Race 

The Ivy report suggested that we begin our efforts to create a more 
inclusive environment by convening a series of facilitated conversations 
across the agency about perceptions and assumptions regarding race. 
These conversations are intended to eliminate barriers to effective 
performance-related communication and bridge different perceptions on 
the likely causes for ratings disparities. After thoroughly researching 
qualified firms and gaining an in-depth understanding of the complexities 
associated with this effort, we signed a contract with Ivy in August 2008 to 
help us design and facilitate these discussions. We decided to use Ivy 
because of its extensive experience in convening these sensitive 
discussions, and because of its knowledge of GAO’s culture and 
understanding of diversity issues confronting GAO’s workforce. Ivy has 
begun to plan for these sessions and we expect that they will begin this fall 
and last through the spring. Importantly everyone at GAO will participate 
in these conversations. Lessons learned from these conversations will 
inform agencywide diversity training—another of Ivy’s 
recommendations—which we will develop as part of GAO’s ongoing 
mandatory training curriculum for all employees. 
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The Ivy report also stressed the importance of implementing our diversity 
initiatives in a broad and inclusive manner, and Ivy recommended that we 
proactively assess the needs of the broad ranges of groups within GAO as 
early steps in becoming more inclusive. O&I staff held meetings with 
representatives from Blacks in Government (BIG), the Advisory Council 
for Persons with Disabilities (ACPD), the Asian American Liaison Group 
(AALG), the Gay and Lesbian Employee Association, and the Hispanic 
Liaison Group (HLG) in conjunction with developing our June 2008 
Workforce Diversity Plan. During these meetings the representatives 
shared their concerns about the work environment and suggested steps 
that we can take to make the environment more inclusive. We have 
already taken some steps to address several of these concerns. For 
example, to help address the concern about underrepresentation of 
Hispanics at GAO, we joined with HLG in setting up a booth at a Hispanic 
Career Fair. To help address a concern about retention of Asian 
Americans, we worked in partnership with AALG to attend an Equal 
Employment Opportunity Commission (EEOC) meeting on Asian-
Americans in the federal workforce. Additionally, to help address the 
concern about limited information on staff with disabilities, we created a 
version of the self-identification of disability form that can be completed 
electronically. 

 

Proactively Assessing the 
Needs of a Diverse 
Workforce 

Creating a More Inclusive 
Work Environment 

In addition to the steps outlined above, this June we established and 
convened an agency-wide Diversity Committee, which aims to foster 
opportunities for dialogue and serve as an advisory body to the Executive 
Committee and other senior executives. Representation on the Committee 
is comprised of employees elected to the designated diversity seats on the 
interim council of GAO’s Employee Organization, International Federation 
of Professional and Technical Engineers (IFPTE); employees designated 
by GAO employee organizations; and GAO management representatives. 
The committee has met twice to date, and a Website is in development so 
employees can learn more about its efforts. 

In addition, in June the Acting Comptroller General issued an equal 
employment opportunity statement in which he articulated his view of and 
commitment to the principles of fairness and equal opportunity. Further, 
we added questions to the employee feedback survey to measure staff 
views about the inclusiveness of our work environment. We also instituted 
a process for monitoring the ratings of those in the Professional 
Development Program (PDP) to identify and assess any disparities by race 
or other factors, and opened up our existing mentoring program to PDP 
and other developmental staff.  
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Finally, but equally importantly, the Acting Comptroller General and 
members of the Executive Committee met with BIG representatives to 
discuss their views of the Ivy report and to learn more about their 
suggestions for our approach going forward. The Executive Committee 
committed to an ongoing dialogue with BIG and made the same pledge to 
other employee groups throughout the agency, including the new Diversity 
Committee. 

Ivy recommended that GAO conduct an agency-wide review of our 
performance appraisal system.  We had anticipated the need for such a 
study before Ivy’s report was completed. Throughout the spring and 
summer, our Performance Appraisal System (PAS) study team has been 
working to re-examine what works, what does not, and what could be 
done better with our current system. The team is guided both by a Steering 
Committee of senior executives and a stakeholder group comprised of 
representatives from the Employee Advisory Council (EAC); IFPTE; and 
the Diversity Committee, as well as O&I and GAO’s Applied Research and 
Methods (ARM) team, among others. The PAS study team has completed 
its interviews with more than 50 GAO executives and managers and 
conducted nearly 30 focus groups with staff from all pay plans and bands. 
Seven of the focus groups were convened to gather views from specific 
populations, including African Americans, Hispanics, and employees with 
disabilities, in order to determine whether there were issues of concern 
that were unique to these groups. In sum, more than 200 individuals 
participated in all of the team’s interviews and focus groups. Additionally, 
the PAS team has drafted a survey that will be sent to all employees this 
fall. The objective of the survey is to systematically collect employee 
opinions on what aspects of the performance appraisal system are 
working well and what merits attention. The team’s final report is 
expected in early 2009. 

 

Reassessing the Appraisal 
System - the PAS Study 

Training for Designated 
Performance Managers 
and All Staff on the 
Appraisal Process 

Ivy also recommended that we retrain all Designated Performance 
Managers (DPMs) and reviewers and provide more specific examples of 
the performance that supports the work activities and standards for each 
rating. This month we issued a notice informing all DPMs that they will be 
required to take appraisal training by October 7. We also issued a notice 
advertising the briefings we have scheduled through September for 
employees on the appraisal process, as well as the one-on-one help 
sessions we will provide to (1) offer employees individual assistance with 
preparing self assessments and (2) provide an opportunity for DPMs to ask 
questions about or request guidance on assigning checkmarks or preparing 
narratives. 
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Ivy also recommended that GAO create standards for team performance 
appraisal review meetings. In response, we studied existing practices 
across GAO as well as prevalent practices in the literature, and just 
recently issued interim guidelines for teams, staff offices, Chief 
Administrative Office (CAO) units and the field. These interim guidelines 
for review of performance ratings are to be used for the 2008 performance 
appraisal cycle.  

Ivy also recommended that we design and implement a measure for 
upward feedback. Steps are underway to institute and systematically 
deploy an agency wide upward feedback tool to provide feedback on 
management’s effectiveness in supervising and developing staff. The plan 
is to implement this tool in March 2009.  

 
Ivy also honed in on the importance of ongoing feedback.  In addition our 
staff, managers, and senior executives have indicated that mid-point 
feedback was either not occurring or not being documented. In response, 
we sent reminder notices earlier this spring about the importance of 
delivering mid-point feedback.  

We have established a working group of executives and managers to 
address the issues related to the PDP. Also, a survey instrument has been 
designed and pre-tested to assess the views of PDP staff as they complete 
the program. The survey includes questions about the role of the advisors. 

Creating Standards for 
Appraisal Reviews 

Instituting and Deploying 
Upward Feedback Tools 

Monitoring Mid-Point 
Feedback 

Addressing Concerns with 
the Professional 
Development Program 
(PDP)  

Strengthening Recruitment 
and Retention Initiatives 

We also have taken steps in response to three of Ivy’s recommendations by 
(1) forming a task team to analyze the schools we visit; identify different 
types of on-campus activities we support; determine the numbers and 
types of staff that participate in our on-campus recruiting efforts; and 
measure the costs, outcomes, and yields from these efforts; (2) developing 
a plan to research and identify best practices in diversity recruitment; and 
(3) establishing consistent criteria for our screeners to use when 
evaluating applications and a consistent set of questions for our managers 
to use when interviewing candidates. We also plan to map the recruitment 
and hiring process to identify pain points and areas for improvement, and 
calculate the cost of turnover. 

Page 7 GAO-08-1160T   

 



 

 

 

This spring we conducted a workforce diversity review. The review 
included a careful analysis of our workforce data in comparison to 
benchmarks recommended by the EEOC. In conducting this review, we 
consulted a wide range of sources to identify areas where barriers may 
exclude certain groups. Specifically, we shared data with and obtained 
views from representatives from our employee groups and the GAO unit of 
IFPTE, analyzed employee feedback survey responses for 2006 and 2007, 
reviewed relevant policies, procedures and practices; analyzed findings 
from prior O&I efforts; and interviewed responsible officials. 

Workforce Diversity 
Plan Identifies 
Additional Steps We 
Will Take to Enhance 
Diversity 

The review found that our overall workforce was diverse and included a 
significant percentage of minorities and women. Specifically, as of April 
2008, our workforce was more diverse than the civilian labor force (CLF).1 
Minorities represented about 30 percent of GAO’s total workforce, and 
women comprised more than one-half of the workforce. In comparison, 
minorities comprised about 28 percent of the CLF and women represented 
about 47 percent. Furthermore, the diversity in the predominant employee 
group—analyst and analyst-related staff—exceeded the diversity in the 
relevant civilian labor force (RCLF).2 In addition, for three of the larger job 
series that included about two-thirds of the workforce—the analyst, 
auditor, and attorney job series—the representation of each minority 
group was about the same or exceeded such representation in the RCLF. 
Furthermore, we hired a diverse group of employees. From March 2007 to 
April 2008, we hired 238 new staff. The percentages of African American 
women hired equaled the CLF percentages and the percentages of Asian 
American men and women hired exceed the percentages in the CLF.  

However, our review found that Hispanic staff were underrepresented in 
our total workforce when compared to the CLF. Although the total 
percentages of Hispanic staff in analyst and analyst-related positions as 
well as in attorney positions equaled the representation in such positions 
compared to the RCLF, the percentages of Hispanic staff in other positions 
were low. Our analysis revealed that additional steps are needed to recruit 
Hispanic staff. For the most part, our efforts have focused on recruiting 

                                                                                                                                    
1The CLF is composed of those 16 and older (including federal workers) who are employed 
or looking for work and not in the military or institutionalized. We used 2000 CLF data 
because it is the most current and reliable at this time.  

2RCLF data are the CLF data directly comparable (or relevant) to the occupational 
population being considered. We use the RCLF when analyzing occupational series. We use 
the 2000 RCLF because it is the most current and reliable data available at this time.  
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Hispanic staff for analyst and analyst-related positions. While we will 
continue to enhance these efforts, we also need to improve our approach 
to recruiting attorneys and recruiting for mission-support positions, 
recognizing that the number of opportunities to recruit for these positions 
may be limited. 

Additionally, we determined that the percentage of staff with targeted 
disabilities in our workforce was lower than the EEOC-recommended 
benchmark.3 The EEOC has raised concerns that data on employees with 
disabilities in the federal government may not be accurate. GAO shares 
this concern and will be following up to enhance the accuracy of self-
reported information.  

The review also indicated that there were few minorities at certain levels 
in several job categories. Furthermore, we obtained information about 
agency practices that need to be addressed to improve our efforts to 
develop and maintain an inclusive environment. 

Based on the review we issued a detailed Workforce Diversity Plan in June 
2008. The action steps in the plan are designed to build on the gains we 
have made in the diversity of our management and overall workforce. The 
Workforce Diversity Plan requires that we develop a specific diversity 
recruitment plan (also a recommendation in the Ivy report) that includes 
efforts to recruit for analyst, attorney, and administrative positions. We 
will expand our relationships with Hispanic-serving institutions as well as 
expand the range of sources from which candidates are found. 
Specifically, we plan to contact campus organizations, national sororities, 
and fraternities when visiting campuses; reach out to professional 
organizations that we have not previously established relationships with; 
and attend job fairs targeted to Hispanic and other minority candidates. 
We also are gathering information from our current Hispanic employees, 
as well as reviewing data from the national data base on college graduates. 

The plan also commits GAO to take additional steps to recruit staff with 
targeted disabilities. In order to address this concern, we recently formed 
a working group on disability issues that included staff from the ACPD—
our employee group that focuses on disability issues. Our diversity 

                                                                                                                                    
3The targeted disabilities are deafness, blindness, missing extremities, partial paralysis, 
complete paralysis, convulsive disorders, mental retardation, mental illness, and distortion 
of limb and/or spine. 
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recruitment plan will include efforts to recruit persons with disabilities for 
analyst, attorney, and administrative positions. We plan to expand and 
enhance our relationships with institutions and organizations that work 
with students with disabilities such as the Career Opportunities for 
Students with Disabilities—a nationwide consortium of higher education 
institutions and employers that facilitates the career employment of 
college graduates with disabilities. Also, we plan to gather information to 
help inform our recruitment efforts by surveying staff to update their 
disability status, interviewing our staff with disabilities, and analyzing 
national data on graduates. Further, we plan to use our non-competitive 
appointment authority to hire staff with disabilities. 

As shown in Table 1, the plan recommends changes that can be 
accomplished by April 2009—12 months from the start of our review—in 
order to hold ourselves accountable for achieving the plan’s goals. The 
plan will be updated annually and will lead to significant long term 
improvements to our human capital processes that are at the heart of 
diversity issues confronting GAO. 
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Table 1: GAO’s 2008—2009 Workforce Diversity Action Plan 

GOAL: Recruit More Hispanics, African Americans and Staff with Disabilities 

Action items Completion date Responsible units 

1. Develop a diversity recruitment and hiring plan to enhance participation from all groups April 2009 O&I, HCO 

In support of this plan 

a. Interview current minority and disabled staff to determine what led them to join GAO 

September 2008 O&I, HCO 

b. Analyze data from Department of Education on minority graduates with selected 
majors  

December 2008 O&I, ARM, HCO 

c. Develop stronger relationships with Hispanic-serving Institutions, historically-black 
colleges and universities and institutions and organizations that work with disabled 
students.  

January 2009  HCO, Campus 
Executives 

d. Expand the range of sources from which candidates are recruited (including campus 
organizations, national sororities and fraternities and professional organizations as well 
as using electronic recruiting efforts). 

March 2009 HCO 

e. Issue guidance to recruiters emphasizing diversity as a recruitment factor and ensure 
that recruitment efforts include law schools and job fairs targeted to higher concentrations 
of minority students. 

March 2009 GC 

2. Use noncompetitive appointment authority to hire qualified staff with disabilities  March 2009 O&I, HCO  

GOAL: Enhance Staff-Development Opportunities That Prepare Staff for Upper-Level Positions  

1. Expand one-to-one mentoring program  August 2008 HCO/LC 

2. Hold managers accountable for providing performance feedback by analyzing data in our 
competency based performance system  

December 2008 O&I 

3. Identify steps for success and discuss the unwritten rules during workshops to share this 
information  

January 2009 O&I, HCO/LC 

4. Complete data analysis for performance appraisal system review September 2008 HCO 

5. Announce opportunities for staff to participate in agency-wide projects. March 2009 CG  

GOAL: Create a More Inclusive Environment 

1. Revise employee survey to include questions to measure the extent to which staff view 
our work environment as inclusive  

June 2008 ARM, HCO 

2. Issue EEO statement  June 2008 O&I, CG 

3. Provide training sessions on EEO Policy/Harassment Issues  October 2008 O&I, GC 

4. Provide employee groups with information that would allow them to reach out to new 
GAO staff and help improve retention of minorities  

October 2008 HCO, GC 

5. Hold facilitated discussions on race  December 2008 HCO/LC; O&I 

6. Modify/revise Self-Identification of Handicap Form (SF 256) December 2008 O&I, KS 

7. Survey staff to update disability status January 2009 HCO, O&I, ARM  

8. Revise the reasonable accommodation process March 2009  O&I, HCO 

9. Interview minorities and staff with disabilities to obtain information on reasons for staying 
and reasons for leaving and analyze staff retention data 

March 2009 O&I 

10. Conduct diversity training to help staff understand barriers that may limit effective 
communication, coaching, and career development. 

April 2009 O&I, HCO/ LC;  

Source: GAO. 
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With the support of our top leadership, we have made diversity a part of 
our strategic plan, implemented leading diversity practices throughout the 
organization and developed annual plans that will help us enhance our 
diversity, particularly within our managerial ranks. Moreover, we have 
established a comprehensive accountability framework to ensure the 
effective and efficient implementation of the recommendations in the Ivy 
Report as well as the action steps in our Workforce Diversity Plan. 

Finally, we are committed to working closely with the entire GAO 
community to ensure that our diversity efforts and our work environment 
are fully inclusive. We intend to take many steps to help enhance diversity 
at GAO, recognizing that diversity is a journey that will require constant 
and sustained commitment. 

 

Conclusion 

 This concludes my prepared statement. At this time I would be pleased to 
answer any questions that you or other members of the subcommittee may 
have. 
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GAO’s Mission The Government Accountability Office, the audit, evaluation, and 
investigative arm of Congress, exists to support Congress in meeting its 
constitutional responsibilities and to help improve the performance and 
accountability of the federal government for the American people. GAO 
examines the use of public funds; evaluates federal programs and policies; 
and provides analyses, recommendations, and other assistance to help 
Congress make informed oversight, policy, and funding decisions. GAO’s 
commitment to good government is reflected in its core values of 
accountability, integrity, and reliability. 

The fastest and easiest way to obtain copies of GAO documents at no cost 
is through GAO’s Web site (www.gao.gov). Each weekday, GAO posts 
newly released reports, testimony, and correspondence on its Web site. To 
have GAO e-mail you a list of newly posted products every afternoon, go 
to www.gao.gov and select “E-mail Updates.” 

The first copy of each printed report is free. Additional copies are $2 each. 
A check or money order should be made out to the Superintendent of 
Documents. GAO also accepts VISA and Mastercard. Orders for 100 or 
more copies mailed to a single address are discounted 25 percent. Orders 
should be sent to: 

U.S. Government Accountability Office 
441 G Street NW, Room LM 
Washington, DC 20548 

To order by Phone:  Voice:  (202) 512-6000  
TDD:  (202) 512-2537 
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Office of Inspector General

Report Number 08-10 September 11, 2008

Diversity Management Programs
at the Government Printing Office

Executive Summary

Background. The Government Printing Office (GPO) Office of Inspector General (OIG)
has completed an audit of diversity management programs at the GPO. The audit was
conducted in response to a request from the Chairman of the Subcommittee on Federal
Workforce, Postal Service, and the District of Columbia, of the House of
Representatives’ Committee on Oversight and Government Reform. The Subcommittee
requested that the OIGs of each legislative branch agency assess the programs the
diversity offices have in place to address diversity concerns.1 The participating OIGs
plan to publish the final results in a consolidated report by September 2008.

Objectives. The overall objective of the audit was to review diversity within GPO,
specifically to:

 Identify and assess the diversity program at GPO to determine if it is yielding the
desired results—that of creating a more diverse population of women and
minorities in top leadership positions, specifically the Senior Level Service
(SLS);2

 Evaluate the accuracy and completeness of the complaints and discrimination data
reported to Congress; and

 Assess the degree to which diversity offices or functions are independent of the
General Counsel and the Public Printer.

See Appendix A for details on the audit objectives, scope, and methodology.

Results of Audit. While not mandated to comply with the guidelines and directives of
the Equal Employment Opportunity Commission (EEOC) concerning model affirmative
action programs, prior to this audit commencing, senior officials at GPO, including the
Directors of the Office of Equal Employment Opportunity (EEO) and Human Capital
began adopting some elements of both EEOC Management Directive 715 (MD-715) and

1 Other legislative branch agencies include the Library of Congress, Government Accountability Office,
Architect of the Capitol, and the Capitol Police.
2 Senior Level Service is the GPO equivalent to the Senior Executive Service (SES).
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the leading diversity management practices identified by the Government Accountability
Office (GAO). GPO has also made progress in developing its pool of Grade 15s (PG-
15s) to ensure a qualified minority pool for the Agency’s SLS.3 However, improvements
can be made towards enhancing the diversity of the Agency’s corps of SLS employees.

The audit also showed that GPO complaints and discrimination data reported to the
EEOC during fiscal year (FY) 2007 and eventually reported to Congress were accurate
and complete. (See Appendix G). Further, although diversity management programs are
incorporated in the Affirmative Employment Program (AEP) Division of GPO’s EEO
Office, the Director of EEO is independent of the General Counsel, and to a certain
extent independent of the Public Printer in EEO matters. (See Appendix H).

Opportunities do exist for GPO to provide a more diverse population of qualified women
and minorities in top leadership positions by incorporating the remaining essential
elements of MD-715 as well as implementing the nine leading practices for diversity
management identified by the GAO. Such modifications should help the agency manage
the workforce and create an environment that helps diminish barriers for protected
groups. In addition, changes brought about through diversity management should help
attract and retain capable employees. With an expectation that a high percentage of the
Government workforce will retire in the next decade, GPO should continue developing a
comprehensive diversity program to meet those employment challenges.

The audit specifically identified that although GPO is not required to comply with
MD-715 or GAO’s leading diversity management practices:

 GPO has generally adopted three elements for creating and maintaining a model
EEO program identified by MD-715, referred to as (1) demonstrated commitment
from leadership, (2) efficiency, and (3) responsiveness and legal compliance.
(Finding A); and

 Agency officials have partially adopted one of the GAO’s nine leading diversity
management practices (top leadership commitment). (Finding B).

Recommendations. We made two recommendations to GPO management, which, if
implemented, should not only improve the GPO diversity program by providing a more
diverse population of qualified women and minorities in top leadership, but also
contribute to GPO’s ability to meet its future employment challenges.

Management’s Response. GPO Management concurred with each of the report’s two
recommendations and stated that implementation would require the Public Printer’s
review and approval (see Appendix J).

3 At GPO, a Printing Office Grade (PG) 15 is the senior most grade and is generally equivalent to the
General Schedule (GS) Grade 15 classified by the Office of Personnel Management. Positions at GPO
above Grade PG-15 are in the Senior Level Service (SLS).
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Evaluation of Management’s Response. While GPO management concurred with each
of the recommendations, they did not provide details regarding what actions the Agency
plans to take to implement the recommendations. As a result, pending receipt of details
related to implementation, the recommendations are considered unresolved.
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Introduction

In November 2007, the Chairman of the Federal Workforce, Postal Service, and the
District of Columbia Subcommittee of the House of Representatives’ Oversight and
Government Reform Committee issued a report entitled “Senior Executive Service:
Women and Minorities are Underrepresented in Most Legislative Branch Agencies.”4

The report discusses racial and gender diversity of the Senior Executive Service corps in
the six legislative branch agencies during FY 2007. The report stated that:

 Minorities represent 16.8 percent and women represent 35.8 percent of Senior
Executive Service corps members in the six legislative branch agencies.

 In FY 2007, Senior Executive Service corps members at each agency were less
diverse in terms of minorities than the agency’s workforce as a whole and in four
of the six agencies less diverse in terms of women.

 The representation of minorities in the legislative branch Senior Executive
Service corps is stagnant, with representation of women improving only slightly
between FY 2002 and FY 2007.

 General Schedule-15 successor pools5 at some agencies were less diverse than the
Senior Executive Service corps.

 In some agencies, the average total salary for minorities and women in FY 2007
was less than for nonminority and male counterparts.

To ensure equal opportunity and diversity, the EEO Office at the GPO is responsible for
complying with civil rights statutes and regulations governing Federal employment.6 As
of January 28, 2008, GPO had a total of 2,263 white and blue collar employees (see
Appendix C). White collar employees generally consist of administrative, technical,
clerical, professional and management personnel while blue collar employees consist
generally of those employees who work in production departments. Of the 2,263
employees at GPO, 956 were women (42.3 percent) and 1,359 were minorities (60.1
percent). On staff at GPO are a total of 26 SLS employees consisting of 3 women (11.5
percent) and 3 minorities (11.5 percent). For white collar workers, the ratio between
women and minorities and SLS employees was similar—645 women (42.3 percent) and

4 Report may be found at http://federalworkforce.oversight.house.gov/story.asp?ID=1617
5 The November 2007 report of the Chairman of the Federal Workforce, Postal Service, and the District of
Columbia Subcommittee of the House of Representatives’ Oversight and Government Reform Committee
defines successor pools as an agency’s GS-15 and equivalent ranks of which the diversity of such pools can
provide an indicator of how diverse the Senior Executive Service (or equivalent rank) could become in the
future.
6 Title VII of Civil Rights Act of 1964, Age Discrimination in Employment Act of 1967, and Title I of the
Americans with Disabilities Act of 1990.
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611 minorities (52.5 percent). Tables 1 and 2 below provide more detail between the
makeup of GPO’s total workforce and between the total white collar workforce and the
SLS corps.

Table. 1. FY 2008 Total Workforce (as of January 28, 2008)

Employees Workforce
Males Number Percent
White 610 27.0
African American 639 28.2
Asian American/Pacific Islander 26 1.1
Hispanic American 26 1.1
Native American 6 0.3
Total Males 1,307 57.7

Females
White 294 13.0
African American 622 27.5
Asian American/Pacific Islander 24 1.1
Hispanic American 12 0.5
Native American 4 0.2
Total Females 956 42.3

Overall Totals 2,263 100.0

Table 2. FY 2008 White Collar Workforce Contrasted with SLS Employees
(as of January 28, 2008)

Employees Workforce SLS
Males Number Percent Number Percent
White 315 27.1 22 84.6
African American 165 14.2 0 0.0
Asian American/Pacific Islander 19 1.6 0 0.0
Hispanic American 17 1.4 1 3.9
Native American 2 0.2 0 0.0
Total Males 518 44.5 23 88.5

Females
White 237 20.4 1 3.8
African American 372 32.0 2 7.7
Asian American/Pacific Islander 20 1.7 0 0.0
Hispanic American 12 1.0 0 0.0
Native American 4 0.4 0 0.0
Total Females 645 55.5 3 11.5

Overall Totals 1,163 100.0 26 100.0
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The EEO Director is responsible for ensuring that equal opportunities exist for employees
and applicants without regard to race, sex, color, religion, national origin, sexual
orientation, age, and physical and mental disability. The EEO Office consists of two
divisions: (1) the Affirmative Employment Program (AEP) Division; and (2) the
Counseling and Complaints Processing Division (CCPD). For FY 2007, the GPO EEO
Office had a budget of $888,500 and a staff of seven employees.7

AEP Division

The AEP Manager assures that equal opportunity principles are an integral part of every
aspect of personnel policy and practice in the recruitment, employment, development,
advancement, and treatment of GPO staff and applicants for employment. In addition,
the AEP Manager also manages special emphasis programs that implement Presidential
Executive Orders and Federal personnel programs for eliminating demographic group
imbalances in targeted occupations, and achieving diversity in the workforce.

The AEP manager oversees three special emphasis programs assigned to GPO managers
who work the programs as a collateral duty. Collateral duty managers can spend up to 25
percent of their time managing the following special emphasis programs.

 Disability Program

The Disability Program at GPO consists of a program manager and ten employees who
voluntarily serve on the Disability Program Committee. The mission of the committee is
to raise awareness of disability policies and programs through information dissemination
and education programs and help elevate disability concerns to the EEO Office. The
program committee works with the EEO Office to identify employment barriers to
individuals with disabilities, review Agency policies addressing employment issues, and
recommend changes.

 Federal Women’s Program

The Federal Women’s Program (FWP) at GPO has the involvement of the EEO Director,
the AEP Manager, and an FWP Manager, who performs the job as a collateral duty. The
FWP committee also has 34 members. The FWP committee’s mission is to continually
identify, promote, and enhance employment and training opportunities for women. The
committee also helps keep women at GPO apprised of employment issues; assists women
in training, career development, and advancement; provides networking channels with
other FWP organizations on issues related to eliminating barriers to equal access and
opportunity; and promotes professionalism that furthers the progress of women.

7 GPO’s budget for FY 2007 was $848.225 million.
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 Hispanic Employment Program

The GPO Hispanic Employment Program’s (HEP) mission is to eliminate discriminatory
practices, assist in eliminating areas of under-representation or underutilization, evaluate
practices for disparate impact or treatment, and recommend changes to eliminate barriers
to Hispanic employment. The HEP manager serves in the position as a collateral duty
and also serves as the Secretary to the National Council of HEP Managers, a body
consisting of members from 40 different federal agencies appointed as their agency’s
designee responsible for building relationships between federal agencies and the Hispanic
community. The HEP manager also is responsible for e-mailing GPO job vacancies to
not only 67 Hispanic organizations, but also to more than 800 individuals who belong to
the Washington DC-Hispanic Employment Network.

 Other Programs

The AEP Manager also manages the pilot Employee Mentoring Program and the
Passport-to-Work Summer Youth Program, and also co-manages the Coming Home to
Work Program. The GPO Employee Mentoring Program (GEM) began as a pilot
program in April 2008 and is designed to enhance employee retention, job satisfaction,
and cross-organizational communication through employees receiving guidance,
counseling, and coaching from designated GPO mentors. In another program, the
Department of Veterans Affairs works with GPO and sponsors the Coming Home to
Work Program that helps provide suitable employment opportunities for eligible
members of the armed services. The Passport-to-Work Summer Youth Program offers
District of Columbia youths, ages 14 to 21, a 10-week temporary summer job at GPO—
funded by the District of Columbia Youth Employment Office. GPO has participated in
this program for several years, and placed an average of 52 students from this program
during the last 6 years, with 48 placed in 2008.

CCPD Division

The Assistant Director/Chief of CCPD manages the EEO complaint process for GPO
employees and applicants for employment involving issues of discrimination on the basis
of race, sex, color, religion, national origin, sexual orientation, age, disability, and
reprisal for prior participation in the EEO complaints process. Along with three EEO
specialists, the Chief of CCPD issues policy and guidelines related to discrimination
complaint procedures, monitors complaints of discrimination to detect indications of
discriminatory patterns and practices, and prepares final Agency decisions on complaints.
The CCPD also collects, maintains, and analyzes data on the discrimination complaint
process and serves as the official source of information for the status of complaints at
GPO. CCPD also oversees recruiting, selecting, and maintaining a cadre of trained EEO
specialists.
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Leadership, Development, and Recruitment Program

The Agency has also recently started a new leadership program for employees. The
Leadership, Development, and Recruitment (LDR) program is a 2-year program, and is
staffed with employees recruited from both within and outside the Agency. The LDR
program allows employees to work in a number of business units—receiving well-
rounded, hands-on experience necessary to prepare them as future GPO leaders.
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Findings and Recommendations

Finding A. Incorporating the Essential Elements of EEOC
Management Directive-715

Although not mandated, senior officials at GPO have begun to generally follow several of
the key elements of the EEOC’s MD-715 for creating and maintaining a model EEO
program into the structure of the Agency. For example, of the six essential elements
outlined in MD-715, GPO has generally incorporated three: (1) demonstrated
commitment from agency leadership; (2) efficiency; and (3) responsiveness and legal
compliance. The three additional elements that would help establish a model EEO
program include: (1) integration of EEO into the agency’s strategic mission;
(2) management and program accountability; and (3) proactive prevention of unlawful
discrimination.

Basic Tenets of Management Directive 715

Effective October 1, 2003, the EEOC issued MD-715. The directive provides the basic
elements necessary for creating and maintaining a model EEO program in the Federal
government. The directive specifically applies to agencies in the executive branch and
Military Departments (except uniformed members), the U.S. Postal Service, the Postal
Rate Commission, the Tennessee Valley Authority, the Smithsonian Institution, and those
units of the judicial branch of the Federal Government having positions in the
competitive service.

When establishing a model EEO program, MD-715 provides that an agency should
incorporate into its design a structure for effective management, accountability, and self-
analysis that will ensure program success. MD-715 not only contains reporting
requirements, but states that six essential elements make up a model EEO program
including:

 Demonstrated commitment from agency leadership.
 Integration of EEO into the agency’s strategic mission.
 Management and program accountability.
 Proactive prevention of unlawful discrimination.
 Efficiency.
 Responsiveness and legal compliance.

As part of the audit, the OIG assessed the current status of GPO’s voluntary efforts to
integrate the elements of MD-715 into the structure of the Agency. The results of our
assessment are discussed in the following section and are summarized in Appendix B.
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Essential Element One – Demonstrated Commitment From Agency Leadership

Element One recommends that the demonstrated commitment from agency leadership
start with an effective EEO program policy statement. The criteria states that at the
beginning of a tenure and each year thereafter, the head of an agency should issue a
signed written policy statement announcing the agency’s position against discrimination
based on the areas that Federal law covers. GPO has voluntarily adopted this element as
the Public Printer issued a policy statement to all GPO employees on April 8, 2008,
emphasizing his personal commitment to equal opportunity and diversity. (See Appendix
E for the complete text of that statement).8

The element further recommends that the head of an agency and other senior
management officials demonstrate a commitment to equal employment by incorporating
the principles of EEO into an agency’s organizational structure and disseminating a
policy demonstrating this commitment annually. Publishing such a statement sends a
clear message to others in the organization about the seriousness and business relevance
of diversity management. Accordingly, we recommend that the Public Printer continue
to issue a policy statement addressing his commitment to EEO and diversity on a yearly
basis as suggested by MD-715.

Essential Element Two – Integration of EEO into the Agency’s Strategic Mission

Element Two provides that the concepts of EEO should be a part of the strategic mission
and that an agency’s EEO program should be organized and structured in a way that
maintains a workplace free from discrimination through its policies, procedures, or
practices. Although GPO’s current strategic plan entitled A Strategic Vision for the 21st

Century (December 1, 2004) does not include an EEO message, GPO has followed
several of the other concepts of Element Two in that GPO has:

 Maintained a reporting structure that allows the EEO Director the appropriate
authority and resources to effectively carry out a successful EEO program.

 Committed sufficient human resources and budget allocations to the EEO
program for a successful operation.

 Empowered the EEO Director to have regular and effective ways of informing the
Public Printer and senior management officials of the status of EEO programs and
being involved in, and consulting on, management and personnel actions.

While management has recognized several aspects of Element Two, management should
integrate EEO into the Agency’s strategic plan. Accordingly, we recommend that as the
new Public Printer formulates his strategic plan, he include EEO and diversity as an
integral part of GPO’s strategic mission.

8 The current Public Printer was appointed by the President on November 6, 2007. While the current
Public Printer issued a policy statement to employees at the beginning of his tenure as Public Printer, over
three years had elapsed since the previous Public Printer issued his statement on February 1, 2005.
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Essential Element Three – Management and Program Accountability

To ensure management and program accountability, criteria in Element Three discusses
overall accountability and EEO program management. The criteria recommends that the
head of an agency should hold managers, supervisors, and EEO officials responsible for
effective implementation of an agency’s EEO program and plan.

The thrust of management and program accountability is that EEO officials advise and
provide assistance to managers about the status of EEO programs within each manager’s
area of responsibility. In addition, the Directors of EEO and Human Capital should meet
regularly and assess whether personnel programs, policies, and procedures conform to
EEOC management directives. MD-715 also instructs that the agency explore whether
disciplinary actions should be taken when findings of discrimination are made.

In October 2007, EEO officials at GPO began meeting with business unit managers
semiannually to discuss EEO issues and concerns within business units, provide
information on EEO programs and analysis of workforce data, and obtain input that could
assist in developing strategies for improving EEO programs at GPO.

While GPO practices address portions of Element Three’s criteria, we recommend that
EEO continue to work with business unit managers to develop EEO plans and that EEO
and Human Capital officials work together and with business unit managers to identify
systemic barriers in hiring, promotions, training, and awards.

Essential Element Four – Proactive Prevention of Unlawful Discrimination

Element Four states that an agency has an obligation to prevent discrimination on the
basis of race, color, national origin, religion, sex, age, reprisal and disability, and to
eliminate barriers that impede free and open competition in the workplace.9 Putting such
an obligation into place begins with informing employees about an effective anti-
discrimination policy that explains the protections afforded by the civil rights laws, the
rights afforded in such situations, and the process for redress. Further, the head of an
agency must make efforts early to prevent discriminatory actions and eliminate barriers to
equal employment opportunity in the workplace.

The criteria recommends that agencies conduct annual self-assessments to monitor
progress, identify areas where barriers may operate to exclude certain groups, and
develop strategic plans to eliminate identified barriers. In an attempt to benchmark
GPO’s status, we requested that the EEO officials conduct a self-assessment to help
identify gaps and potential areas for development. The results of this assessment are
summarized in Table 3.

9 The Statement of the Public Printer, dated April 8, 2008, is more comprehensive than that recommended
by MD-715: “Employment actions must be based upon merit principles and made without regard to an
individual’s race, color, religion, national origin, sex, age, mental/physical disability or sexual orientation.”
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Table 3. Types of Information Needed for Accurate Self-Assessment as Prescribed
by MD-715

Workforce Profiles Provided
Not

Provided
1. Total workforce distribution by race, national origin, and sex

for both the permanent and temporary workforce X10

2. Permanent and temporary workforce participation rates for
each grade level by race, national origin, and sex X11

3. Permanent and temporary workforce participation rates for
each of the agency’s major occupational categories (divided
by grade level) by race, national origin, and sex X12

4. Participation rates in supervisory and management positions
by race, national origin, and sex X13

5. Race, national origin, and sex of applicants for both
permanent and temporary employment X

6. Rates of selections for promotions, training opportunities and
performance incentives, by race, national origin, and sex X14

7. Rates of both voluntary and involuntary separations from
employment by race, national origin, and sex X15

Since GPO is not required to follow MD-715, the AEP Manager has not yet implemented
annual self-assessments. However, we recommend annual self-assessments so that the
AEP Manager can more effectively monitor progress, identify areas where barriers
exclude certain groups, and develop strategic plans to help eliminate barriers.
Additionally, in the absence of a formal requirement for self-assessments, the data
necessary to complete these assessments is not readily available from Information
Technology and Systems (IT&S) in the desired format. Under the circumstances, the
AEP Manager must now manually reformat data from Human Capital and arrange it in a
format suitable for agency needs or congressional hearings. A request for software that
would assist the efforts of the AEP Manager, is pending. Since more complete and
accurate data would help the AEP Manager monitor progress and identify areas where
barriers are possibly excluding certain groups, we recommend further action in order to
meet the requirements of Element Four.

10 Provided only permanent workforce for FY 2006 and 2007; did not provide temporary workforce.
11 Provided only permanent workforce for FY 2006 and 2007; did not provide temporary workforce.
12 Provided occupation by organization for FY 2007 and organization profile by occupation series for full-
time, part-time, and other for FY 2006 and 2007.
13 Provided organizational profile by supervisor and manager for full-time, part-time, and other for
FY 2006 and 2007.
14 Provided promotions for FY 2006 and 2007; Human Capital was not asked by EEO to provide profiles
for training opportunities and performance incentives.
15 Provided separations for FY 2006 and 2007; report did not distinguish between voluntary and
involuntary for both years.
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Essential Element Five – Efficiency

Element Five requires that the agency head ensure that there are effective systems in
place for evaluating the impact and effectiveness of the agency’s EEO programs as well
as an efficient and fair dispute resolution process. Critical to this element are adequate
and accurate information collection systems. Such systems fully integrated into an
agency’s infrastructure help it conduct periodic reviews—thus allowing the agency to
stay on top of those items affecting the myriad of EEO areas.

Element Five identifies six areas for the agency to comply with EEOC’s instructions
including: (1) sufficient staffing, funding, and authority to achieve the elimination of
identified barriers; (2) an effective complaint tracking and monitoring system in place to
increase the effectiveness of the agency’s EEO programs; (3) sufficient staffing, funding
and authority to comply with the time frames in accordance with EEOC regulations for
processing EEO complaints of employment discrimination; (4) an efficient and fair
dispute resolution process and effective systems for evaluating the impact and
effectiveness of the agency’s EEO complaint processing program; (5) effective systems
in place for maintaining and evaluating the impact and effectiveness of its EEO
programs; and (6) ensuring that the investigation and adjudication function of its
complaint resolution process are separate from its legal defense arm of the agency or
other offices with conflicting or competing interests.

GPO is achieving many of the objectives of Essential Element Five. However, further
progress can be made to develop methods to identify and eliminate barriers and
implement specific strategies for evaluating the impact and effectiveness of EEO
programs.

Additionally, EEO officials have experienced difficulty consolidating the information
obtained from Human Capital due to the variances in data formats available for tracking
the information required to achieve the elimination of identified barriers. Accordingly,
we recommend that GPO management identify a solution to ensure the ability to obtain
accurate data for use in identifying and eliminating barriers and to help evaluate the
impact and effectiveness of its EEO programs.

Illustrative of this point is the absence of recruitment effort tracking and analysis. For
example, between September 2007 and February 2008, the EEO Director visited
universities in California, New Mexico, and Texas to recruit Hispanic Americans for
GPO’s 2008 Leadership Program and other job vacancies. In addition, Human Capital
officials made similar visits to universities to recruit for the Leadership Program. Despite
these efforts, Human Capital did not track these recruitment efforts or have a written plan
for attracting a supply of qualified, diverse applicants for GPO employment. Since the
EEO Director and Human Capital officials are not the hiring officials for GPO’s
individual business units, consideration should be given to having business unit managers
participate in future recruiting efforts.
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Although GPO was generally following most of the six subcategories, we recommend
that management emphasize these additional areas, to help ensure that effective systems
are in place for evaluating the impact and effectiveness of the EEO programs.

Essential Element Six – Responsiveness and Legal Compliance

Element Six contains a requirement that each year an agency certify that it is complying
with EEO laws and EEOC regulations, policy guidance, and other written instructions.
Element Six also identifies that agency personnel should be accountable for the timely
compliance with EEOC orders. While the EEO staff are formally trained and responsible
for compliance with EEO laws and EEOC regulations and orders, these requirements are
not fully incorporated into the performance standards of GPO employees. The EEO
Office has a system called EEO Network (EEONET) which ensures that any EEO cases
over 30-days old are identified. This system is backed up by a manual calendar system
which ensures that GPO officials comply in a timely manner with any orders or directives
issued by EEOC Administrative Judges.

Although generally following the requirements of Element Six, management can send a
positive and clear message to all GPO employees about maintaining a workplace free of
discrimination and harassment as well as a commitment to EEO and diversity by
requiring compliance with EEO laws and EEOC regulations in the performance standards
of all managers and SLS personnel.

While GPO is voluntarily complying with several of the essential elements identified by
the EEOC, the opportunity exists through fully incorporating the six elements to create
and maintain a model EEO program at GPO. Creation of a model program will help
further ensure that the agency is not only free from employment discrimination, but also
has a diverse workforce.

Recommendation

1. The Public Printer should incorporate the six essential elements of Equal Employment
Opportunity Commission Management Directive 715 by taking the following actions:

a. Continue to issue and disseminate to GPO employees an annual signed written
policy statement expressing Agency commitment to equal employment
opportunity as well as maintaining a workplace free of discriminatory harassment
and practices.

b. Integrate equal employment opportunity policy and practices into future agency
strategic plans.

c. Require, with assistance from EEO officials, that business unit managers develop
an EEO plan for their individual units and that EEO and Human Capital officials
meet regularly to identify any systemic barriers in hiring, promotions, training,
and awards.
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d. Conduct annual self-assessments that monitor progress, identify areas where
barriers may exclude certain groups, and develop strategic recruitment plans to
eliminate those barriers to the extent possible and to attract a qualified, diverse
pool of applicants.

e. Maintain and provide sufficient resources—including staffing, funding, and
authority—for EEO officials to track workforce profiles that will help eliminate
identified barriers and recruitment efforts that will assist officials with identifying
potential barriers. The resources provided should also include the information
technology infrastructure (hardware, software, etc.) necessary to allow EEO
officials to effectively produce workforce diversity statistics.

f. Incorporate compliance with EEO laws and EEOC regulations in performance
standards for all managers including SLS personnel.

Management’s Response. Concur. Implementation of the recommendation will require
the Public Printer’s review and approval (see Appendix J).

Evaluation of Management’s Response. While GPO management concurred with the
recommendation, they did not provide details regarding what actions the Agency plans to
take to implement the recommendation. As a result, pending receipt of details related to
implementation, the recommendation is considered unresolved. The OIG will work with
GPO management to review any proposed actions to implement the recommendation.
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Finding B. Incorporating GAO’s Leading Diversity Management
Practices

To date, GPO officials have partially adopted the nine practices identified by the GAO as
the most common leading diversity management practices. Specifically, the Agency has
partially adopted one of the GAO leading practices and is actively working on developing
a plan for another of the practices--succession planning. GPO had not made decisions
regarding adoption of the remaining practices at the time of the audit. Similar to the key
elements of EEOC MD-715 for creating and maintaining a model EEO program,
adoption of the nine practices identified by the GAO would help further ensure that the
agency has a diverse workforce and an effective EEO program.

The GAO Leading Practices

In January 2005, GAO issued a report to the Ranking Minority Member, Committee on
Homeland Security and Government Affairs, U.S. Senate entitled “Diversity
Management: Expert-Identified Leading Practices and Agency Examples.”16 This report
identified nine leading practices to be considered when an organization is developing and
implementing a diversity management program. These nine practices were developed by
GAO after speaking with experts in the field of diversity management and reviewing
their publications. The practices that GAO identified include:

 Top leadership commitment—a vision of diversity demonstrated and
communicated throughout an organization by top-level management;

 Diversity as part of an organization’s strategic plan—a diversity strategy and
plan that are developed and aligned with the organization’s strategic plan;

 Diversity linked to performance—the understanding that a more diverse and
inclusive work environment can yield greater productivity and help improve
individual and organizational performance;

 Measurement—a set of quantitative and qualitative measures of the impact of
various aspects of an overall diversity program;

 Accountability—the means to ensure that leaders are responsible for diversity by
linking their performance assessment and compensation to the progress of
diversity initiatives;

 Succession planning—an ongoing, strategic process for identifying and
developing a diverse pool of talent for an organization’s potential future leaders;

 Recruitment—the process of attracting a supply of qualified, diverse applicants
for employment;

16 GAO 05-90, January 14, 2005, available at http://www.gao.gov/newitems/d0590.pdf
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 Employee involvement—the contribution of employees in driving diversity
throughout an organization; and

 Diversity training—organizational efforts to inform and educate management
and staff about diversity.

We reviewed GPO’s diversity programs to benchmark the Agency’s standing in relation
to GAO’s nine leading diversity management practices. The results of our review are
discussed in the following section and are summarized in Appendix D.

1. Top Leadership Commitment

A commitment of top leadership is the first leading practice that GAO identifies in its
January 2005 report. That practice requires that the head of an agency and other senior
officials commit themselves to diversity by incorporating the principles of EEO into an
agency’s organizational structure. The Public Printer issued a policy statement to all
GPO employees on April 8, 2008, emphasizing his personal commitment to equal
opportunity and diversity. (See Appendix E for the complete text of that statement).
While the current Public Printer issued a signed policy statement to employees at the
beginning of his tenure as Public Printer, over three years had elapsed since the previous
Public Printer issued his statement on February 1, 2005. As previously recommended,
the Public Printer should follow MD-715 guidance and continue to issue a signed policy
statement annually to all employees addressing his commitment to diversity and EEO.
This ongoing demonstration of commitment from the Public Printer is critical to the
success of GPO’s diversity and EEO programs.

2. Diversity as Part of an Organization’s Strategic Plan

An emphasis on diversity as part of an organization’s strategic plan is the second leading
practice that GAO identifies in its January 2005 report. Such a practice requires an
emphasis on integrating diversity management into an organization’s strategic plan
because it fosters a culture change that supports and values differences. Since it typically
takes five to seven years to complete the initiatives of an agency’s strategic plan,
sustaining top leadership commitment to improvement is particularly challenging since
the turnover rate for political appointees is just less than three years.17 The Public Printer
should link diversity to any future update of the Agency’s Strategic Plan to ensure that
EEO and diversity are considered an integral part of the agency’s strategic mission.

3. Diversity Linked to Performance

The contribution that diversity plays in achieving improved individual and organizational
performance is the next leading practice that GAO identifies in its January 2005 report.
Diversity management makes good business sense, enhancing productivity and

17 GAO, High –Risk Series: Strategic Human Capital Management, GAO-03-120 (Washington, D.C.
January 2003) reported that governmentwide the average tenure of political appointees for 1990 through
2001 was just under three years.
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innovation. In addition, diversity management can help reduce costs by reducing
turnover, increasing employee retention across demographic groups, and improving
morale. GPO should include the development of diversity management as part of its
strategic plan.

4. Measurement

Quantitative and qualitative measures are vital tools in helping an agency evaluate the
effectiveness of its diversity management in terms of return on investment, recruitment
efforts, and retention. These tools can also help an agency compute the return on their
investments in areas such as diversity training and recruiting. As previously noted, EEO
officials have not been able to easily obtain workforce data to aid in such measurements.
Further, the absence of written plans for attracting a supply of qualified, diverse
applicants for employment, makes it difficult to measure success.

Since GPO has not implemented methods to measure or evaluate the effectiveness of the
organization’s diversity management, it was not possible to evaluate the return on
investment for training or retraining. This type of measurement is important because it
provides an agency an idea of where barriers might be that are hindering success with
diversity-related goals. Although EEO officials informed us that GPO will adopt this
GAO leading practice, it is our opinion that this decision should be made by the GPO
Chief Human Capital Officer, who is responsible for workforce data and recruitment.

5. Accountability

Ensuring that managers maintain diversity, evaluate progress, and can manage diverse
groups is the next leading practice that GAO identifies. Accountability is defined by
GAO as the means to ensure that leaders are responsible for diversity by linking their
performance assessment and compensation to the progress of diversity initiatives. To
accomplish accountability, organizations should link ratings and compensation. The
Government’s Senior Executive Service corps is already held to that type of
accountability—consistent with section 4313 of Title 5, which provides performance
appraisal criteria for achieving EEO requirements. This accountability is also consistent
with the EEOC’s instructions to Federal agencies implementing MD-715.18

At GPO, managers and supervisors are held to core EEO commitments in order to obtain
performance bonuses. As a point of interest, FY 2007 performance agreements for
supervisors and the SLS corps contained a statement about EEO issues, whereas, in the
FY 2008 agreements, that statement was changed. For the differences in the two
agreements, see the portion below highlighted in italics.

18 The instructions describe the requirement that agencies inform managers and supervisors that success and
a positive evaluation will include an assessment of how that manager contributes to the agency’s EEO
program by emphasizing to managers and supervisors that equality of opportunity is essential to attracting,
developing, and retaining the most qualified workforce, with such a workforce being essential to ensuring
the agency’s achievement of its strategic mission.
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FY 2008 Performance Agreement

I will make decisions in areas such as hiring, training, awards, special projects and
developmental assignments without regard to sex, race, color, religion, national origin,
age, disability, sexual orientation, or reprisal. I will conduct myself in accordance with
all applicable legal and ethical standards of behavior and will assist on and enforce these
standards within my organization. In the event that the above core commitment is not
being met, the supervisor’s rater must immediately provide guidance and advice to
address any performance-related problems.

FY 2007 Performance Agreement

I will make decisions in areas such as hiring, training, awards, special projects and
developmental assignments without regard to sex, race, color, religion, national origin,
age, disability, sexual orientation, or reprisal in order to nurture talent, create diverse
opportunities and maximize the potential of GPO’s workforce. I will promote staff
participation in EEO events and programs. I will work with EEO to address and resolve
allegations of discrimination and/or harassment within my organization.

EEO officials stated that no decision had been made to adopt this practice
although Human Capital officials stated that the draft EEO core commitment for
FY 2009 performance agreements would be similar to the previous FY 2007 core
commitment. We recommend that the agency adopt core commitments that
emphasize the value of creating a diverse workforce and address the culture of
diversity as opposed to mere compliance with laws and regulations.

6. Succession Planning

Succession planning is the sixth leading practice that GAO identifies in its January 2005
report. Succession planning is tied to the Federal Government’s opportunity to change
the diversity of the executive corps through new appointments and is a comprehensive,
ongoing strategic process that enables management to forecast an organization’s
leadership needs. Identifying and developing candidates who have the potential to be
future leaders, and selecting individuals from among a diverse pool of qualified
candidates to meet executive resource needs is at the heart of succession planning.
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As Table 4 shows, in the last five years GPO has made significant progress in the overall
diversity of its workforce. Specifically, in FY 2002, there were 32 Grade 15s consisting
of 31 males (6 minorities) and one female (0 minorities). In FY 2007, there were 56
males (14 minorities) and 23 females (11 minorities).

Table 4. 5-Year Trend Grade 15 (PG-15) Employees

Fiscal Year 2002 2007
Males Number Percent Number Percent
White 25 78.2 42 53.1
African American 5 15.6 11 13.9
Asian American/Pacific Islander 1 3.1 1 1.3
Hispanic American 0 0.0 1 1.3
Native American 0 0.0 1 1.3
Total Males 31 96.9 56 70.9

Females
White 1 3.1 12 15.2
African American 0 0.0 6 7.6
Asian American/Pacific Islander 0 0.0 5 6.3
Hispanic American 0 0.0 0 0.0
Native American 0 0.0 0 0.0
Total Females 1 3.1 23 29.1

Overall Totals 32 100.0 79 100.0
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The result of the progress GPO has made in their succession planning has affected the
makeup of its SLS employees. As shown in Table 5 below, in FY 2002, there were 21
SLS employees consisting of 20 males (0 minorities) and one female (1 minority). In FY
2007, there were a total of 26 SLS employees consisting of 23 males (1 minority) and 3
females (2 minorities).

Table 5. 5-Year Trend Senior Level Service (SLS) Employees

Fiscal Year 2002 2007
Males Number Percent Number Percent
White 20 95.2 22 84.6
African American 0 0.0 0 0.0
Asian American/Pacific Islander 0 0.0 0 0.0
Hispanic American 0 0.0 1 3.9
Native American 0 0.0 0 0.0
Total Males 20 95.2 23 88.5

Females
White 0 0.0 1 3.8
African American 1 4.8 2 7.7
Asian American/Pacific Islander 0 0.0 0 0.0
Hispanic American 0 0.0 0 0.0
Native American 0 0.0 0 0.0
Total Females 1 4.8 3 11.5

Overall Totals 21 100.0 26 100.0
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Another way GPO supports succession planning is through leadership programs. A new
program at GPO is called the Leadership, Development, and Recruitment (LDR)
program. The LDR program—a two-year career-building program—began in FY 2007.
As part of the LDR program, employees are recruited from both inside and outside the
Agency. The program allows employees to work in a number of business units to get a
range of hands-on experience of GPO to become potential future leaders within those
same business units. In FY 2007, there were 13 employees—8 males (4 minorities) and 5
females (3 minorities)—enrolled in the LDR program. The second LDR class began in
June 2008 with seven employees—five males and two females (1 minority). Table 6
provides more detail on the makeup of these two classes.

Table 6. Leadership Development and Recruitment (LDR) Program Employees

Fiscal Year 2007 2008
Males Number Percent Number Percent
White 4 30.8 5 71.4
African American 3 23.0 0 0.0
Asian American/Pacific Islander 0 0.0 0 0.0
Hispanic American 1 7.7 0 0.0
Native American 0 0.0 0 0.0
Total Males 8 61.5 5 71.4

Females
White 2 15.4 1 14.3
African American 3 23.1 1 14.3
Asian American/Pacific Islander 0 0.0 0 0.0
Hispanic American 0 0.0 0 0.0
Native American 0 0.0 0 0.0
Total Females 5 38.5 2 28.6

Overall Totals 13 100.0 7 100.0

Although GPO can still improve the diversity of its SLS corps with the inclusion of Asian
American/Pacific Islanders, Hispanic Americans, and Native Americans, in the last five
years, GPO has worked to create a diverse pool of qualified candidates for future SLS
positions at both the Grade 15 level and through implementation of the LDR program.

7. Recruitment

Attracting a supply of qualified, diverse applicants for employment is the next leading
practice listed by GAO. GAO states that organizations can widen selection of schools
from which they can recruit to include, for example, Historically Black Colleges and
Universities, Hispanic-Serving Institutions, women’s colleges, and schools with
international programs. Because of the number of Federal employees, including those in
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senior level positions eligible for retirement in the next decade, the Federal Government
will need more midcareer employees, defined by the GAO as employees generally 40 and
older with 10 or more years of work experience.

In 2006, GPO hired a Recruitment Manager who worked with GPO managers including
EEO and established a plan to recruit diverse candidates for a number of positions
including the LDR Program. The Recruitment Manager along with other recruiters
visited Historically Black Colleges and Universities and Hispanic-Serving Institutions.
In addition, the manager used his personal contacts to generate renewed interest in GPO.
A similar plan created in coordination with the EEO Manager is in place for 2008/2009.
Also, the Hispanic Employment Program Manager e-mails job vacancies to 67 Hispanic
organizations and to more than 800 Hispanic Employment Network individuals. Finally,
significant recruitment planning, efforts and advertising took place in order to find
diverse candidates to fill the positions at GPO’s Secure Production Facility (SPF) in
Mississippi. However, such efforts by Human Capital and EEO may not be fully realized
in the absence of participation by the business unit managers making the employment
selections. Accordingly, we recommend that the business unit managers responsible for
employment selection and recruiting be included in outreach and recruitment efforts.

8. Employee Involvement

Employee involvement is GAO’s eighth practice. Involving employees in diversity
management helps contribute to diversity throughout the organization. Employees can
get involved by: (1) forming employee diversity task forces, councils, boards, and
networks to identify issues, recommend actions, and help develop initiatives to facilitate
change; (2) providing mentoring opportunities to help identify and develop high-potential
employees, improve employee productivity and performance, and promote retention and
diversity; and (3) encouraging employees to volunteer in their communities and
allocating mission personnel to participate in community outreach programs with private
employers, public schools, and universities.

In its report, GAO provides an example of an agency that established a diversity advisory
board and provided a visible forum for independent advice and assistance to management
officials on diversity-related plans, policies, and programs. The same agency also created
an advisory council chaired by a senior manager. The two groups contributed to the
diversity strategic plan which was adopted by agency management. The diversity
strategic plan had the following four objectives:

 Increased awareness of diversity values and sensitivities by senior
management, managers, and staff.

 Retention of existing diversity and work-life enhancement.

 Active promotion of outreach and creation of a visible network of
connections or routes to the agency.
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 Recruitment and workforce planning for enhanced diversity.

GPO has several diverse employee groups such as the Federal Women’s Program,
Hispanic Employment Program, and the Disability Committee. These groups help
identify issues and recommend actions to GPO management. These groups could also
aid GPO management in the development of initiatives and recommendations for a
diversity strategic plan similar to that identified in the GAO report.

In another effort to enhance employee involvement, the AEP Manager introduced GPO’s
Employee Mentoring Program in April 2008. The program is a formal six-month pilot
with 11 mentors and protégés and is designed to enhance employee retention, job
satisfaction, and cross-organizational communication through employees receiving
teaching, guidance, counseling, and coaching from other GPO employees.

GPO also has very active employee involvement. As the GAO report emphasizes,
employees should be empowered to address and identify diversity issues, recommend
actions, and help develop initiatives to address concerns and create greater cultural and
diversity awareness in the workplace for all employees. We recommend that GPO
management evaluate its existing employee groups, identify whether employees’ issues
are fully represented and ensure that the groups are meeting the objectives as identified
by GAO.

9. Diversity Training

GAO’s ninth practice of training can help an organization’s management and staff
increase their awareness and understanding of diversity as well as help it develop
concrete skills for assisting it with communicating and increasing productivity. Training
can provide employees with an awareness of their differences—including cultural, work
style, and personal presentation-and an understanding of how diverse perspectives can
improve organizational performance. GAO also states that to increase employee
effectiveness in a diverse environment, training should include teambuilding,
communication styles, decision-making, and conflict resolution.

EEO officials informed us that GPO plans to adopt this leading practice. The OIG
believes that officials from both EEO and Human Capital should work together to
develop a diversity training curriculum that can be provided to all GPO employees.

Recommendation

2. The Public Printer should adopt all or a combination of the leading practices GAO
recommends to create and maintain a positive work environment with qualified and
diverse senior officials by taking the following steps:

a. Continue to issue to all employees an annual policy statement on his personal
commitment to equal opportunity and diversity.
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b. Link diversity to GPO’s strategic plan.
c. Include the development of diversity management in its strategic plan.

d. Develop a data gathering and tracking system for workforce data that will help the
agency eliminate identified barriers.

e. Develop a written plan for attracting a supply of qualified, diverse applicants for
employment, identifying quantitative and qualitative performance measures that
can track data on its workforce to evaluate the effectiveness of the Agency’s
diversity management efforts as well as track the return on investment in such
areas as diversity training and recruitment.

f. Ensure that managers are responsible for diversity in their business units and that
awards are based partly on a manager’s success in achieving diversity-related
goals.

g. Identify, develop, and select candidates for new appointments who have the
potential to be future leaders from a diverse pool of qualified candidates.

h. Empower employees to get involved in diversity management by forming
employee task forces, councils, and boards that identify issues and recommend
actions to the diversity strategic plan.

i. Develop a diversity training program for managers and employees that increases
awareness and understanding of diversity as well as help develop concrete skills
to assist in communicating and increasing productivity.

Management’s Response. Concur. Implementation of the recommendation will require
the Public Printer’s review and approval (see Appendix J).

Evaluation of Management’s Response. While GPO management concurred with the
recommendation, they did not provide details regarding what actions the Agency plans to
take to implement the recommendation. As a result, pending receipt of details related to
implementation, the recommendation is considered unresolved. The OIG will work with
GPO management to review any proposed actions to implement the recommendation.
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Appendix A. Objectives, Scope, and Methodology

Objectives

The overall objective of the audit was to conduct a review of the diversity office within
the GPO at the request of the Subcommittee on Federal Workforce, Postal Service, and
the District of Columbia, Committee on Oversight and Government Reform, House of
Representatives. The Subcommittee expressed concern about the under representation of
women and minorities in the senior-level positions at the legislative branch agencies.
The GPO OIG was one of five legislative branch agencies jointly conducting this review.
The other legislative branch agencies participating in the review are the Library of
Congress, Government Accountability Office, Architect of the Capitol, and U.S. Capitol
Police. Participating agencies will issue a consolidated report to Congress by
September 2008.

The specific audit objectives were to:

 Identify and assess the diversity program at GPO to determine if it is yielding the
desired results, that of creating a more diverse population of women and
minorities in top leadership positions (SLS).

 Evaluate the accuracy and completeness of the complaints and discrimination data
being reported to the Congress.

 Assess to what degree the diversity offices are independent of the GPO’s General
Counsel and the Public Printer

Scope and Methodology

To be consistent in our scope and methodology in reporting each particular agency’s
position to the three specific objectives, we followed a uniform audit guide provided to
each participating OIG by the Library of Congress OIG. To address the audit objectives,
we:

1. Assessed the responses that the EEO Director provided in the: (1) Self-
Assessment Checklist in MD-715 which identifies the effectiveness of the GPO
diversity programs; and (2) Data Collection Instrument for Leading Diversity
Management Practices which gauges the agency’s progress in following leading
diversity management practices as of January 1, 2008.

2. Evaluated the accuracy and completeness of GPO’s complaint and discrimination
data for Fiscal Year 2007.

3. Assessed the current independence of GPO’s EEO Director and the diversity
programs with the Public Printer and GPO’s General Counsel.
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Appendix A

We also interviewed officials from the Offices of the General Counsel and Human
Capital to determine whether policies and procedures related to EEO were implemented
and followed. Human Capital officials also provided workforce profile reports and
documentation on recruiting applicants for Agency leadership programs.

Management Controls Reviewed

We reviewed management controls related to EEO areas, including complaint and
discrimination reports as well as the reporting of data for workforce profile reports to
ensure these practices are contained in GPO Instruction 825.18A.

Audit Field Work

We performed field work from April through August 2008 at the GPO Central Office in
Washington, D.C. We performed the audit in accordance with generally accepted
government auditing standards.
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Appendix B. Assessment of Whether GPO Practiced the Essential
Elements of EEOC Management Directive 715

Essential Element
Generally
Following

Not
Following

1. Demonstrated Commitment from Leadership X
2. Integration of EEO into the Strategic Mission X19

3. Management and Program Accountability X20

4. Proactive Prevention X21

5. Efficiency X
6. Responsiveness and Legal Compliance X

19 Although GPO followed the four parts of Element B, the previous strategic plan did not address EEO.
20 Although GPO followed portions of Element C, it did not include the portions for business unit managers
developing EEO plans and EEO and Human Capital officials identifying any systemic barriers in past
promotions, training, and awards.
21 Because the data that Human Capital official provided was limited, the AEP Program Manager could not
conduct an annual self-assessment to monitor the progress and identify areas where barriers may operate to
exclude certain groups.
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Appendix C. White and Blue Collar Workforce Profile by Grade, Race,
and Sex (As of January 28, 2008)

Grade Total
Employees

White Black Hispanic Asian / Pacific
Islander

American
Indian

WHITE COLLAR WORKFORCE
All Men Women Men Women Men Women Men Women Men Women Men Women

SLS 26 23 3 22 1 2 1
15 79 56 23 42 12 11 6 1 1 5 1
14 95 60 35 46 24 8 10 3 1 3

13 207 108 99 69 54 28 39 2 1 8 4 1 1
12 303 128 175 79 72 45 91 2 4 8 2
11 80 28 52 17 12 9 38 2 1 1

10 4 1 3 3 1

9 77 20 57 10 13 9 43 1 1

8 15 1 14 2 1 12

7 95 15 80 8 19 6 56 1 3 2

6 60 12 48 2 7 8 40 1 1 1

5 91 49 42 13 10 31 29 5 3

4 13 4 9 2 6 2 3

3 8 6 2 2 2 4

2 4 3 1 1 1 2
0 6 4 2 2 2 1 1
Subtotal 1163 518 645 315 237 165 372 17 12 19 20 2 4

BLUE COLLAR WORKFORCE
Subtotal 1100 789 311 296 57 473 250 9 7 4 4

GPO # 2263 1307 956 611 294 638 622 26 12 26 24 6 4

Source: GPO Office of Human Capital
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Appendix D. Assessment of Whether GPO Exemplifies GAO’s Leading
Practices for Diversity Management

Leading Diversity Practices22 Not Yet Adopted Level of Adoption
Do not anticipate

adopting No decision
Will
adopt

Plan under
development

Written plan
complete

Partially
adopted

Fully
adopted

1. Top leadership commitment – a vision of
diversity demonstrated and communicated
throughout an organization by top-level. X23

2. Diversity as part of an organization’s
strategic plan – a diversity strategy and
plan that are developed and aligned with
the organization’s strategic plan.

X

3. Diversity linked to performance – the
understanding that a more diverse and
inclusive work environment can yield
greater productivity and help improve
individual and organizational performance.

X

4. Measurement – a set of quantitative and
qualitative measures of the impact of
various aspects of an overall diversity
program.

X

5. Accountability – the means to ensure that
leaders are responsible for diversity by
linking their performance assessment and
compensation to the progress of diversity
initiatives.

X

6. Succession planning – an ongoing,
strategic process for identifying and
developing a diverse pool of talent for an
organization’s potential future leaders.

X24

7. Recruitment – the process of attracting a
supply of qualified, diverse applicants for
employment.

X

8. Employee involvement – the contribution
of employees in driving diversity
throughout an organization.

X

9. Diversity training – organizational efforts
to inform and educate management and
staff about diversity.

X

22 GAO report GAO-05-09, “Diversity Management Expert-Identified Leading Practices and Agency
Examples,” January 2005.
23 Based on the Public Printer’s April 8, 2008, letter on equal opportunity and diversity.
24 The Human Capital Office did not have a written plan. However, GPO has made progress in the last five
years to create a diverse pool of qualified candidates at the Grade 15 level and the implementation of the
LDR program.



28

Appendix E. Public Printer’s April 8, 2008 Letter on Equal
Opportunity and Diversity

( 

C 

U.S. GOVERNMENT 
PRINTING OFFICE 
l(EEl'!NG AMERICA INFORMED 

April 8, 2008 

To All GPO Employees: 

Robert C. Tapella 
Public Printer 

As Public Printer I want to emphasize my personal commitment to equal opportunity and 
diversity. It is imperative that we treat fairly all employees, applicants for employment, 
and customers of the U.S. Government Printing Office (GPO). Employment actions must 
be based upon merit principles and made without regard to an individual's race, color, 
religion, national origin, sex, age, mentaVphysical disability or sexual. orientation. 

Since becoming Public Printer at GPO, I have made it clear that I will not tolerate any 
form of discrimination in the workplace. I firmly believe that every GPO employee is 
entitled to work in an environment that is free of discrimination and harassment. I am 
committed to ensuring that every individual in GPO enjoys that right without regard to 
non-merit factors. This environment is necessary for accomplishing our goal of attracting, 
hiring, developing and retaining a quality diverse workforce that achieves our mission 
and meets the expectations of our citizens and the visitors we serve. 

It is the policy of GPO to provide equal employment opportunity for all persons in its 
workforce, as well as applicants for employment and to prohibit discrimination in all 
aspects of its personnel policies, program practices and operations. Every GPO manager 
and supervisor is responsible for ensuring that we achieve that goal. I expect a "zero 
tolerance'' approach to this important area. I take any confirmed violations of this policy 
very seriously. Employees who violate the law will be held accountable for their 
conduct. I encourage every level of management to maintain a high level of awareness 
regarding these matters and to foster a steadfast commitment to equal oppommity for all 
persons . I expect managers and supervisors to respond to complaints swiftly and 
appropriately, as they will be held accountable for taking steps to eliminate such behavior 
and to ensure that the work environment is one where employees are treated fairly, 
respectfully and with dignity. 

As Public Printer, I will vigorously pursue these goals and I encourage all employees to 
fully support our commitment in principle and in action to ensure that our equal 
employment opportunity programs are successful. Each of you plays a part in creating 
and sustaining a workplace that will provide all employees with a working environment 
free from discrimination where individual differences are respected and valued. 

732 North Copitol Stree~ ml Wo,hlngton, DC 20401 202-Sll• 1000 rtapell.@gpo.gov 

• 
•• 
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Appendix F. Summary of Leading Practices GPO Followed
(From PricewaterhouseCoopers25 Study and

EEOC Management Directive 71526)

Diversity Program Characteristics Following
Generally
Following

Not
Following

1. Diversity Program housed separate from the EEO office? X
2. Agency has a diversity action or strategic plan? X
3. Agency is conducting targeted recruitment and outreach efforts to

attract potential under represented minority employees? X
4. Mentoring Program? X
5. Includes awareness events (for example, special emphasis

functions)?
X

6. Includes a diversity council? X
7. Agency encourages the development of formally or informally

constituted groups representing specific categories of employees
such as women, African Americans, or gays and lesbians?

X

8. Includes focus on conflict management (for example, alternative
dispute resolution or mediation)?

X

9. Diversity training required for managers and supervisors? X
10. Diversity training included in employee orientation? X
11. Have administered attitude survey as part of assessment? X
12. Diversity element in supervisors/managers performance plans? X
13. Are management/personnel policies, procedures and practices

examined at regular intervals to assess whether there are hidden
impediments to equal opportunity?

X

14. Does the EEO Director have the authority and funding to ensure
implementation of agency EEO action plans?

X

15. The agency tracks the race, national origin and sex of applicants
for both permanent and temporary employment?

X

16. The agency tracks the rates of selections for promotions by race,
national origin and sex?

X

17. The agency tracks the rates of training opportunities (hours per
year) by race, national origin and sex?

X

18. The agency tracks the rates of performance incentives (monetary
awards, step increases) by race, national origin and sex? X

19. The agency tracks the rates of complaints by race, national origin
and sex to see if a particular group has more complaints about
promotions, disciplinary actions, performance appraisals, or
awards?

X27

20. The agency tracks the rates of both voluntary and involuntary
separations from employment by race, national origin and sex? X

25 “A Changing Workforce: Understanding Diversity Programs in the Federal Government”
December 2001.
26 This table will be included in the consolidated report of the five Legislative Branch agencies to Congress.
27 The EEO Office uses this information in their semiannual meetings with business units that began in
October 2007.
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Appendix G. Accuracy and Completeness of EEO Data28

Tracking and Reporting the Number and Status of Discrimination Complaints

GPO’s EEO Office uses EEONET, a case management system built to assist EEO
managers and counselors in managing all aspects of information and program
management related to EEO complaints and resolutions. Built to support the EEOC
reporting requirements, EEONET allows automated generation of reports required by
EEOC as well as a variety of other reports and documentation that can be customized to
user and management requirements. The data in EEONET are supported by the manual
files kept as well as a monthly report that is kept to ensure the data is accurate when it is
entered into the system. GPO’s EEO office is required to submit annually EEOC Form
462 report. EEOC incorporates the data along with the other agencies and report it to
Congress. Although the format between “No Fear Act” and EEOC’s 462 are somewhat
different, the data collected are the same. One key difference is that the “No Fear Act”
reporting reflects comparative data for the previous 5 years; EEOC Form 462 report
includes activity that occurred during the preceding fiscal year.

No. Discrimination Complaints Yes No
1 Does the agency have a system of management controls in place to

ensure the timely, accurate, complete and consistent reporting of
EEO complaint data?

X

2 Does the agency use a complaint tracking system that allows
identification of the location and status of complaints, and length of
time elapsed at each stage of the agency’s complaint resolution
process?

X

3 Does the agency’s tracking system identify the issues and bases of
the complaints, the aggrieved individuals/complainants, the involved
management officials and other information to analyze complaint
activity and trends?

X

4 Is the agency statutorily mandated to follow the No Fear Act
reporting requirements?

X

4a Does the agency follow the No Fear Act reporting format? X
4b Does the agency post its No Fear Act (or similar) data on its web

site?
X

28 This table will be included in the consolidated report of the five Legislative Branch agencies to Congress.
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Appendix H. Independence of the Diversity Office29

Independence

No. Yes No
1 Has the agency placed the EEO Director in a direct reporting

relationship with the head of the agency?
X

2 Does the EEO Director have a regular and effective means of
informing the agency head and other top management officials
of the effectiveness, efficiency and compliance (with agency
regulations or EEOC Directives, if applicable) of the agency’s
EEO program?

X

3 Is the EEO investigative and decision making process separate
from the personnel function?

X

4 Are the legal sufficiency reviews done by a unit separate from
the personnel function?

X

5 Does the agency offer Alternative Dispute Resolution or
mediation?

X

29 This table will be included in the consolidated report of the five Legislative Branch agencies to Congress.
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Appendix I. Acronyms Used in the Report

AEP Affirmative Employment Program
CCPD Counseling and Complaints Processing Division
EEO Equal Employment Opportunity
EEOC Equal Employment Opportunity Commission
EEONET Equal Employment Opportunity Network
FWP Federal Women’s Program
FY Fiscal Year
GAO Government Accountability Office
GEM GPO Employee Mentoring Program
GPO Government Printing Office
GS General Schedule
HEP Hispanic Employment Program
LDR Leadership, Development, and Recruitment Program
MD Management Directive
OIG Office of Inspector General
PG Printing Office Grade
SES Senior Executive Service
SLS Senior Level Service
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Appendix J. Management’s Response

G:D-U.S. GOVERNME T 
~ , _ -• PRINTI G OFFICE 

- · m11NG AMEl.lCA OO-OlMED memorandum 
DATE: September 10; 2008 

REPLY TO 
ATTN oF: Director, Equal Employment Opportunity 

suBJEOT: Revised Draft Report on Audit of Diversity Management Programs at the 
GPO 

ro: Assistant IG for Audits and lnspectlon 

This is in response to your memorandum dated September 9, 2008, requesting 
comment on the above subject report I fully concur with the recommendations 
outlined in the above subject report. However, it would require the Public Printer's 
review and approval before implementation. 

Please contact me or Juanita M. Flores at (202) 512-2014 rr you have any questions. 

~~~ 
~~ADI E L. ELZY 
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Appendix J

G:.O· U.S. GOVE RNME T 
PRIN TING OFFICE 
:KEEPING AMF.RICA JNJOR.MED 
WASHr GTON,DC 2040 1 

DATE: September 10, 2008 

REPLY TO 
A ITN Of: Chief Human Capital Officer 

Memorandum 
HUMAN CAPfl'ALOFHCE 

SUBJECT: Draft Report on Audil of Diversity Management Programs at the GPO 

TO: Assisrant 10 for Audits and Inspedion 

This is in response to your Septemb r 9, 2008 memorandum requesting comments 

on the revised draft report on the Audit of Diversity Management Program at the 

GPO. After a thorough review, we note that the changes made as a result o-f the 

September 5 meeting between the IQ, EEO and Human Capital managers have 

greatly improved the report. 

As far as the two recommendations are concerned; our office concurs with each of 

them . Thank you for the opportunity to review the drait. 1 am sure the report will 

have a positive impact to create a more diverse GPO in the future. 
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Appendix K. Status of Recommendations

Recommendation No. Resolved Unresolved Open/ECD* Closed
1 X
2 X

*Estimated Completion Date.
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importance of recruiting and retaining 
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management-level positions to improve 
their business. The 2007-2009 
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about commitment within the financial 
services industry (e.g., banking and 
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Dodd-Frank Act required that eight 
federal financial agencies and the 
Federal Reserve Banks implement 
provisions to support workforce and 
contractor diversity. GAO was asked to 
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beginning of the financial crisis. This 
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What GAO Found 

Management-level representation of minorities and women in the financial 
services industry and among federal financial agencies and Federal Reserve 
Banks (Reserve Banks) has not changed substantially from 2007 through 2011. 
Industry representation of minorities in 2011 was higher in lower-level 
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representation ranged from 31 to 47 percent at the agencies and from 15 to 58 
percent at the Reserve Banks. Officials said the main challenge to improving 
diversity was identifying candidates, noting that minorities and women are often 
underrepresented in both internal and external candidate pools. 

Senior Management-Level Diversity, 2011 

 
 
In response to the requirements in the Dodd-Frank Wall Street and Consumer 
Protection Act (Dodd-Frank Act), in 2011 federal financial agencies and Reserve 
Banks began to report annually on the recruitment and retention of minorities and 
women and other diversity practices. They all have established Offices of 
Minority and Women Inclusion (OMWI) as required. Many agencies and Reserve 
Banks indicated they had recruited from minority-serving institutions and 
partnered with organizations focused on developing opportunities for minorities 
and women, and most described plans to expand these activities. Some used 
employee surveys or recruiting metrics to measure the progress of their 
initiatives, as suggested by leading diversity practices, but OMWIs are not 
required to include this type of information in the annual reports to Congress. 
Better reporting of measurement efforts will provide Congress, agency officials, 
and other stakeholders additional insights on the effectiveness of diversity 
practices and demonstrate how agencies and Reserve Banks are following a 
leading diversity practice. Most federal financial agencies and Reserve Banks are 
in the early stages of implementing the contracting requirements required under 
the act. For example, most now include a provision in contracts for services 
requiring contractors to make efforts to ensure the fair inclusion of women and 
minorities in their workforce and subcontracted workforce and have established 
ways to evaluate compliance. The proportion of an agency’s dollars awarded or a 
Reserve Bank’s dollars paid to minority- or woman-owned businesses reported in 
2011 OMWI reports ranged between 3 percent and 38 percent. 
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United States Government Accountability Office 
Washington, DC 20548 

April 16, 2013 

The Honorable Maxine Waters 
Ranking Member 
Committee on Financial Services 
House of Representatives 

Dear Ms. Waters: 

As the U.S. workforce has become increasingly diverse, many private and 
public-sector organizations have recognized the importance of recruiting 
and retaining minorities and women for key positions to improve their 
business or organizational performance. Studies have associated a 
diversity of perspectives in organizations with innovation. However, 
congressional hearings have raised questions about diversity in the 
workforce of the financial services industry, which provides services that 
are essential to the continued growth and economic recovery of the 
country. During hearings on the financial services industry between 2004 
and 2010, congressional members and witnesses expressed concern 
about the level of inclusion of women and minorities in the industry, 
particularly in key management-level positions.1

                                                                                                                     
1GAO has conducted prior work on the challenges faced in the financial sector for 
promoting and retaining a diverse workforce. See GAO, Financial Services Industry: 
Overall Trends in Management-Level Diversity and Diversity Initiatives, 1993-2004, 

 The 2007-2009 financial 
crisis has renewed concerns about commitment within the financial 
services industry to workforce diversity and the number of federal 
contracting opportunities available to minority- and women-owned 
businesses. The Dodd-Frank Wall Street Reform and Consumer 
Protection Act (Dodd-Frank Act) included provisions requiring selected 
federal financial agencies and Federal Reserve Banks (Reserve Banks) 

GAO-06-617 (Washington, D.C.: June 1, 2006) and Financial Services Industry: Overall 
Trends in Management-Level Diversity and Diversity Initiatives, 1993-2008, GAO-10-736T 
(Washington, D.C.: May 12, 2010). 
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each to establish an Office of Minority and Women Inclusion (OMWI).2 
The act required that these agencies and Reserve Banks establish the 
new diversity and inclusion offices to replace existing diversity programs 
by January 2011 and to begin addressing a number of other requirements 
in the act.3

This report updates our previous work by discussing changes in 
management-level diversity or diversity practices used in this industry 
since the beginning of the financial crisis in 2007. It also reviews the 
implementation of requirements in section 342 of the Dodd-Frank Act on 
workforce diversity. Specifically, our objectives were to discuss (1) what 
available data show about how the diversity of the financial services 
industry workforce and how diversity practices by the industry have 
changed from 2007 through 2011; (2) what available data show about 
how diversity in the workforces of the federal financial agencies and the 
Reserve Banks has changed from 2007 through 2011; (3) how these 
federal financial agencies and Reserve Banks are implementing 
workforce diversity practices under section 342 of the Dodd-Frank Act, 
including the extent to which their workforce diversity practices have 
changed since the financial crisis; and (4) the status of federal financial 
agencies’ and Reserve Banks’ implementation of the contracting 
provisions of the Dodd-Frank Act related to the inclusion of women and 
minorities. 

 

To describe how diversity in the financial services industry and how the 
diversity practices it uses have changed from 2007 through 2011, we 
analyzed 2007-2011 workforce data from the Equal Employment 
Opportunity Commission’s (EEOC) Employer Information Report (EEO-1) 
and from the Current Population Survey (CPS) produced by the Bureau of 

                                                                                                                     
2Pub. L. No. 111-203 § 342,124 Stat.1376,1441-1443 (2010).The federal agencies 
required to meet the workforce diversity provisions in section 342 of the Dodd-Frank Act 
include the Departmental Offices of the Department of the Treasury (Treasury), the 
Federal Deposit Insurance Corporation (FDIC), the Federal Housing Finance Agency 
(FHFA), the Board of Governors of the Federal Reserve System (Federal Reserve Board), 
the National Credit Union Administration (NCUA), the Office of the Comptroller of the 
Currency (OCC), the Securities and Exchange Commission (SEC), and the Bureau of 
Consumer Financial Protection, commonly known as the Consumer Financial Protection 
Bureau (CFPB). Throughout the report we refer to these as either federal financial 
agencies or agencies. 
3CFPB had until January 21, 2012, to establish its OMWI and begin addressing the other 
requirements of the act.  
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the Census and the Bureau of Labor Statistics. Through a review of 
documentation, electronic testing, and interviews with knowledgeable 
officials, we found these data sufficiently reliable for our use. We 
conducted a literature review to identify academic and industry studies on 
financial services workforce diversity, and we interviewed 10 industry 
representatives on these issues. 

To review changes to the representation of women and minorities in the 
workforces of the agencies and Reserve Banks, we analyzed data the 
agencies submitted to EEOC from 2007 through 2011 in annual Equal 
Employment Opportunity Program Status Reports required by EEOC’s 
MD-715 and analyzed EEO-1 reports provided by the 12 Reserve Banks.4

To determine the extent to which agencies and Reserve Banks are 
implementing the requirements of the Dodd-Frank Act regarding the 
inclusion of women and minorities in contracting, we reviewed annual 
OMWI reports submitted to Congress and interviewed officials on their 
efforts in this area. We collected and reviewed agency documentation of 
procedures developed to address the act’s requirements, such as policy 
manuals, contract provisions related to promoting a diverse workforce, 
process workflows, and technical assistance materials. 

 
We assessed the reliability of these data by conducting electronic testing, 
reviewing agency documentation, and interviewing agency officials. We 
determined that the data were sufficiently reliable for our use. We 
reviewed agency and Reserve Bank documentation of efforts to respond 
to the Dodd-Frank Act requirements, including annual OMWI reports to 
Congress. Additionally, we interviewed agency and Reserve Bank 
officials on changes in the inclusion of women and minorities in their 
workforces and any changes in the practices they used to further 
workforce diversity goals. 

We conducted this performance audit from January 2012 through April 
2013 in accordance with generally accepted government auditing 
standards. Those standards require that we plan and perform the audit to 
obtain sufficient, appropriate evidence to provide a reasonable basis for 
our findings and conclusions based on our audit objectives. We believe 

                                                                                                                     
4The race/ethnicity categories in EEOC data include White, Black, Hispanic, Asian, and 
other races. All non-White categories in EEOC data are considered racial/ethnic minorities 
in this report.  
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that the evidence obtained provides a reasonable basis for our findings 
and conclusions based on our audit objectives. 

The financial services industry is a major source of employment in the 
United States. EEOC data we obtained and analyzed showed that 
financial services firms we reviewed for this work employed more than 2.9 
million people in 2011. We defined the financial services industry to 
include the following sectors: 

• depository credit institutions, which include commercial banks, thrifts 
(savings and loan associations and savings banks), and credit unions; 
 

• holdings and trusts, which include investment trusts, investment 
companies, and holding companies; 
 

• nondepository credit institutions, which extend credit in the form of 
loans and include federally sponsored credit agencies, personal credit 
institutions, and mortgage bankers and brokers; 
 

• the securities sector, which is composed of a variety of firms and 
organizations that bring together buyers and sellers of securities and 
commodities, manage investments, and offer financial advice; and 
 

• the insurance sector, including carriers and insurance agents that 
provide protection against financial risks to policyholders in exchange 
for the payment of premiums. 
 

 
We previously conducted work on the challenges faced in the financial 
sector for promoting and retaining a diverse workforce, focusing on 
private-sector firms.5

                                                                                                                     
5See 

 In 2010, we reported that overall diversity at the 
management level in the financial services industry did not change 
substantially from 1993 through 2008 and that diversity in senior positions 
was limited. We also found that without a sustained commitment among 
financial services firms to overcoming challenges to recruiting and 
retaining minority candidates and obtaining “buy-in” from key employees, 
limited progress would be possible in fostering a more diverse workplace. 

GAO-06-617 and GAO-10-736T.  

Background 

Financial Services Industry 
and Diversity 
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In a 2005 report, we defined diversity management as a process intended 
to create and maintain a positive work environment that values 
individuals’ similarities and differences, so that all can reach their 
potential and maximize their contributions to an organization’s strategic 
goals and objectives.6

 

 We also identified a set of nine leading diversity 
management practices that should be considered when an organization is 
developing and implementing diversity management. They are (1) 
commitment to diversity as demonstrated and communicated by an 
organization’s top leadership; (2) the inclusion of diversity management in 
an organization’s strategic plan; (3) diversity linked to performance, 
making the case that a more diverse and inclusive work environment 
could help improve productivity and individual and organizational 
performance; (4) measurement of the impact of various aspects of a 
diversity program; (5) management accountability for the progress of 
diversity initiatives; (6) succession planning; (7) recruitment; (8) employee 
involvement in an organization’s diversity management; and (9) training 
for management and staff about diversity management. 

Section 342 of the Dodd-Frank Act required specific federal financial 
agencies and Reserve Banks each to establish, by January 21, 2011, an 
OMWI, responsible for matters relating to diversity in management, 
employment, and business activities.7

Table 1: Federal Financial Agencies Subject to Dodd-Frank Act Section 342 

 Table 1 describes the affected 
agencies. 

Agency Function 
Bureau of Consumer Financial 
Protection (CFPB) 

Commonly known as the Consumer Financial Protection Bureau, writes rules to implement federal 
consumer financial law across banks and nonbanks; supervises for consumer protection purposes 
banks, thrifts, and credit unions with over $10 billion in assets and their affiliates, as well as nonbank 
mortgage-related firms, private student lenders, payday lenders, and certain other larger consumer 
financial companies; and enforces federal consumer financial law with respect to supervised entities 
and other nonbank entities. 

                                                                                                                     
6GAO, Diversity Management: Expert-Identified Leading Practices and Agency Examples, 
GAO-05-90 (Washington, D.C.: Jan. 14, 2005). 
7Pub. L. No. 111-203. § 342, 124 Stat. 1376, 1541-1544 (2010). CFPB had until January 
21, 2012, to comply with the requirements.  

Diversity Requirements 
under Section 342 of the 
Dodd-Frank Act 
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Agency Function 
Federal Deposit Insurance 
Corporation (FDIC) 

Regulates FDIC-insured state-chartered banks that are not members of the Federal Reserve 
System, as well as federally insured state savings banks and thrifts; insures the deposits of all 
banks and thrifts that are approved for federal deposit insurance; and resolves all failed insured 
banks and thrifts and may resolve certain bank holding companies and nonbank financial 
companies.  

Federal Housing Finance 
Agency (FHFA) 

Supervises and regulates Fannie Mae, Freddie Mac, and the 12 Federal Home Loan Banks and 
their Office of Finance. Acts as conservator for Fannie Mae and Freddie Mac. 

Board of Governors of the 
Federal Reserve System 
(Federal Reserve Board) 

Regulates state-chartered banks that opt to be members of the Federal Reserve System, bank 
holding companies and certain subsidiaries, thrift holding companies, securities holding companies, 
Edge and agreement corporations, U.S. branches of foreign banks, any firm that is designated as 
systemically significant by the Financial Stability Oversight Council (FSOC), and payment, clearing, 
and settlement systems designated as systemically significant by FSOC, unless regulated by SEC 
or the Commodity Futures Trading Commission. 

National Credit Union 
Administration (NCUA) 

Charters and supervises federally chartered or insured credit unions and operates the National 
Credit Union Share Insurance Fund, which insures savings in federal and most state-chartered 
credit unions. 

Office of the Comptroller of the 
Currency (OCC) 

Charters and regulates national banks and federal thrifts and U.S. federal branches of foreign 
banks. 

Securities and Exchange 
Commission (SEC) 

Regulates securities exchanges, broker-dealers, investment companies, investment advisers, 
nationally recognized statistical rating organizations, security-based swap (SBS) dealers, major SBS 
participants, and SBS execution facilities. 

Departmental Offices of the 
Department of the Treasury 
(Treasury) 

The Department of the Treasury is organized into two major components: the departmental offices 
and the operating bureaus. The departmental offices are primarily responsible for the formulation of 
policy and management of the department as a whole, and include domestic finance, economic 
policy, international affairs, and others. 

Source: GAO review of agency documentation. 

 

The act’s diversity provisions also apply to the Reserve Banks. The 
Federal Reserve System consists of a central governmental agency, the 
Board of Governors, in Washington, D.C., and 12 regional Reserve 
Banks. The 12 Reserve Banks are each responsible for a particular 
geographic area or district of the United States. They are located in 
Atlanta, Boston, Chicago, Cleveland, Dallas, Kansas City, Minneapolis, 
New York, Philadelphia, Richmond, San Francisco, and St. Louis. Unlike 
the Federal Reserve Board, the Reserve Banks are not federal agencies. 
Each Reserve Bank is a federally chartered corporation with a board of 
directors and member banks who are stockholders in the Reserve Bank. 
Under the Federal Reserve Act, Reserve Banks are subject to the general 
supervision of the Federal Reserve Board.8

                                                                                                                     
8Federal Reserve Act, 63 Cong. Ch. 6, 38 Stat. 251-275 (Dec. 23, 1913).  
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The act’s diversity provisions require the director of each OMWI to 
develop standards for (1) equal employment opportunity and the racial, 
ethnic and gender diversity of the workforce and senior management for 
the agency; (2) increased participation of minority- and women-owned 
businesses in the programs and contracts of the agency, including 
standards for coordinating technical assistance to such businesses; and 
(3) assessing the diversity policies and practices of entities regulated by 
the agency. It also provides that each OMWI director advise his or her 
agency on the impact of agency policies and regulations on minority- and 
women-owned businesses.9

The act also outlines steps the specific agencies and Reserve Banks 
should take to seek workforce diversity at all levels of their organizations. 
Among other things, these steps include recruiting from colleges serving 
primarily minority populations, sponsoring and recruiting at job fairs in 
urban communities, and advertising positions in newspapers and 
magazines oriented toward minorities and women. 

 

In addition, the act provides that each OMWI director develop and 
implement standards and procedures to ensure, to the maximum extent 
possible, the fair inclusion and utilization of minorities, women, and 
minority- and women-owned businesses in all business and activities of 
the agency at all levels, including in procurement, insurance, and all types 
of contracts. Agency procedures for reviewing and evaluating applicable 
contract proposals and for hiring service providers should include a 
component that gives consideration to applicant diversity, to the extent 
consistent with applicable laws.10

                                                                                                                     
9For purposes of the act, minority means any Black American, Native American, Hispanic 
American, or Asian American. Minority-owned business means a business (i) more than 
50 percent of the ownership or control of which is held by one or more minority individuals; 
and (ii) more than 50 percent of net profit and loss of which accrues to one or more 
minority individuals. Women-owned business means a business (i) more than 50 percent 
of the ownership or control of which is held by one or more women; (ii) more than 50 
percent of the new profit or loss of which accrues to one or more women; and (iii) a 
significant percentage of senior management positions are held by women.  

 Additionally, the act mandates that the 

10Section 342 applies to all contracts of an agency for services of any kind, including the 
services of financial institutions, investment-banking firms, mortgage banking entities, 
underwriters, accountants, investment consultants, and providers of legal services. It also 
includes all contracts for all business and activities of an agency, at all levels, including 
contracts for the issuance or guarantee of any debt, equity, or security; the sale of assets; 
the management of assets of the agency; the making of equity investments by the agency; 
and the implementation of programs to address economic recovery.  
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OMWI director develop procedures to determine whether contractors, or 
subcontractors when applicable, have made a good faith effort to include 
minorities and women in their workforces. It requires that each OMWI 
director recommend that contracts be terminated if they determine that an 
agency contractor, and as applicable, a subcontractor has failed to make 
a good faith effort to include minorities and women in their workforce. 
Upon receipt of such a recommendation, the head of an agency may 
terminate the contract, make a referral to an office in the Department of 
Labor, or take other appropriate action. 

Finally, the act requires each OMWI to submit to Congress an annual 
report detailing the actions taken by the agency and the OMWI to comply 
with the provisions in section 342. The annual reports are required to 
include, among other things, annual amounts paid to contractors, 
including the percentage of the amounts that were paid to minorities, 
women, and minority- and women-owned businesses; any challenges in 
contracting with qualified minority- and women-owned businesses; any 
challenges in hiring qualified minority and women employees; and any 
other information, findings, conclusions, and recommendations for 
legislative or agency action as the OMWI director determines appropriate. 

 
Diversity has remained about the same at the management level in terms 
of the representation of both minorities and women, while industry 
representatives noted the continued use of leading diversity practices and 
some challenges. According to EEOC data, the representation of 
minorities at the management level stood at 19 percent in 2011. The 
representation of women in management remained at about 45 percent, 
according to EEOC data. The nine leading diversity practices that we 
previously identified in 2005 remain relevant today, according to industry 
representatives with whom we spoke. Industry representatives also noted 
some challenges, such as the difficulty in recruitment because of a limited 
supply of diverse candidates. 

 

Industry Diversity 
Levels Remained 
about the Same from 
2007 through 2011 
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At the overall management level, the representation of minorities 
increased from 17.3 percent to 19 percent from 2007 through 2011 
according to EEOC data we obtained, which are reported by financial 
services firms (see fig. 1).11 While this is not a substantial increase, it 
shows a continued upward trend from our 2006 report, in which data 
showed that management-level representation by minorities increased 
from 11.1 percent to 15.5 percent from 1993 through 2004.12

                                                                                                                     
11EEOC compiles EEO-1 data from the reports it collects annually from private employers 
with 100 or more employees or federal contractors with 50 or more employees. Similar to 
our 2006 report, we obtained data from EEOC for private employers with 100 or more 
employees. Consequently, the analysis included in this report may not match the analysis 
found in EEOC’s website, which would also include federal contractors with 50 or more 
employees. The financial services industry EEO-1 data analysis provided in this section of 
the report includes workforce information from the 12 Federal Reserve Banks, as they are 
considered part of the financial services industry. We provide a separate analysis of the 
12 Federal Reserve Banks’ workforce later in the report because they were also covered 
by the Dodd-Frank Act provisions.  

 

12GAO-06-617. 

Diversity in the Financial 
Services Industry 
Remained about the Same 
at the Management Level 
from 2007 through 2011 
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Figure 1: Percentage of White and Minority Managers in the Financial Services 
Industry, 2007-2011 

 
 

The representation of minorities varied among management positions, 
which EEOC splits into two categories: (1) first- and mid-level officials and 
managers and (2) senior-level officials and managers. In 2011, the 
representation of minorities among first- and mid-level managers stood at 
20.4 percent, about 1 percentage point higher to the representation of 
minorities among all management positions, according to EEOC data 
(see fig. 2). In contrast, at the senior management level, representation of 
minorities was 10.8 percent in 2011, about 8 percentage points below 
their representation among all management positions; yet representation 
of minorities in first- and mid-level management positions consistently 
increased from 18.7 percent to 20.4 percent over the 5-year period. First- 
and mid-level management positions may serve as an internal pipeline in 
an organization through which minority candidates could move into senior 
management positions. 
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Figure 2: Percentage of Whites and Minorities in First- and Mid-Level Management 
and Senior Management Positions in the Financial Services Industry, 2007-2011 

 
 

Similar to the total representation of minorities across all management 
positions, specific races/ethnicities have not changed significantly, but 
EEOC data show slight variations of representation for specific 
races/ethnicities. For example, the representation of African Americans 
decreased from 6.5 percent in 2007 to 6.3 percent in 2011, according to 
EEOC data (see fig. 3). In contrast, representation of most other 
races/ethnicities increased, and the highest increase was in the 
representation of Asians, from 5.4 percent to 6.5 percent over the same 
time period. 
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Figure 3: Percentage of Specific Races/Ethnicities in the Financial Services 
Industry in Overall Management Positions, 2007-2011 

 
 
From 2007 to 2011, the representation of African Americans went down in 
both management levels, while the representation of other specific 
races/ethnicities either increased or remained stable (see fig. 4). At the 
senior management level, the representation of Asians remained stable at 
about 4.1 percent from 2007 through 2011. However, the representation 
of African Americans in senior management positions decreased from 3.1 
percent to 2.7 percent, and the representation of Hispanics increased 
from 3 percent to 3.3 percent. Among first- and mid-level management 
positions, the representation of Asians increased from 5.6 percent to 6.9 
percent and the representation of Hispanics increased from 5.2 percent to 
5.5 percent, while the representation of African Americans decreased 
from 7.2 percent to 6.9 percent. 
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Figure 4: Percentage of Specific Races/Ethnicities in the Financial Services 
Industry at Various Management Levels, 2007-2011 

 
 
Over the same 5-year period, the representation of women at the 
management level remained at about 45 percent in EEOC data, which 
show a slight decrease from 45.1 percent to 44.7 percent (see fig. 5). In 
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2006, we reported an increase with representation of women at about 
42.9 percent in 1993 to about 45.8 percent in 2004.13

Figure 5: Percentage of Men and Women in Management Positions in the Financial 
Services Industry, 2007-2011 

 

 
 
Among all women in management positions, EEOC data showed that the 
representation of minority women increased, from 20.4 percent to 22 
percent over the same 5-year period (see fig. 6). In addition, EEOC data 
show that the representation of minority men increased from 14.8 percent 
to 16.6 percent. 

                                                                                                                     
13GAO-06-617. 
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Figure 6: Percentage of White and Minority Men and White and Minority Women in Management Positions in the Financial 
Services Industry, 2007-2011 

 
 
Among first- and mid-level management positions, the representation of 
women has been at about 48 percent, slightly higher than the 
representation of women among all management positions. In contrast, 
women represented about 29 percent of all senior management positions 
from 2007 through 2011—about 16 percentage points below the 
representation of women for all management positions, according to 
EEOC data (see fig. 7). 
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Figure 7: Percentage of Women in the Financial Services Industry by Management 
Level and Race/Ethnicity, 2007-2011 

 
 
Based on EEOC data, minority women had greater representation at the 
first and mid levels of management compared to the senior level over the 
5-year period. As shown in figure 7, among female senior managers, 
representation of minority women remained at about 13 percent over the 
5-year period. In contrast, among female first- and mid-level managers, 
the proportion of minority women increased during the same period from 
21.2 percent to 22.9 percent. 
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was about 23 percent among women and about 17 percent among men. 
For additional analysis of EEOC data by workforce position and industry 
sector, see appendix II. 

Figure 8: Percentage of Whites/Minorities and Men/Women at Financial Services Firms of Different Sizes, 2007-2011 
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representation of minorities in management over the same 5-year 
period.14

 

 

The nine leading diversity practices that we previously identified in 2005 
are still relevant today, according to industry representatives with whom 
we spoke.15 Some industry representatives highlighted practices among 
these nine that they considered the most important to foster diversity and 
inclusion in their organizations. For example, top leadership commitment 
drives the other eight leading diversity practices, according to 9 of 10 
industry representatives. In addition, accountability helps to promote the 
implementation of the other leading diversity practices because an issue 
is more likely to be addressed if it is tracked, according to 2 industry 
representatives. Moreover, creating awareness of the benefits of diversity 
for an organization among management and employees is important 
because it increases commitment to further the diversity goals of the 
organization, according to 7 industry representatives whom we 
interviewed.16

                                                                                                                     
14We determined the CPS-estimated minority percentages of management positions 
within the financial services industry cannot be precisely measured. However, CPS-
estimated minority percentages were included in this report to provide some more context. 
Since many of the percentage estimates have wide confidence intervals, we encourage 
the reader to interpret the CPS-estimated minority percentages in this report with caution. 
Please see appendix I for the estimated minority percentages and standard errors.  

 However, 1 industry representative told us there are still 
some firms that do not see the importance of diversity. In addition, 2 
industry representatives said these 9 leading diversity practices should be 
expanded beyond workforce management to include, for example, an 
organization’s contracting efforts. 

15As previously discussed the nine leading diversity practices are (1) commitment to 
diversity as demonstrated and communicated by an organization’s top leadership; (2) the 
inclusion of diversity management in an organization’s strategic plan; (3) diversity linked to 
performance, making the case that a more diverse and inclusive work environment could 
help improve productivity and individual and organizational performance; (4) measurement 
of the impact of various aspects of a diversity program; (5) management accountability for 
the progress of diversity initiatives; (6) succession planning; (7) recruitment; (8) employee 
involvement in an organization’s diversity management; and (9) training for management 
and staff about diversity management. See GAO-05-90.  
16This relates to leading practice diversity linked to performance, which refers to the 
understanding that a more diverse and inclusive work environment can yield greater 
productivity and help improve individuals’ and organization performance, while employee 
involvement refers to the contribution of employees in driving diversity throughout an 
organization. See GAO-05-90. 

Leading Diversity 
Practices Remain Relevant 
but Challenges Exist 
Regarding Recruitment 
and Other Issues 
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Some industry representatives also noted that measuring the impact of 
various diversity practices is an important practice but that it can also be 
challenging; for example, it can be difficult to link specific practices to 
diversity outcomes and it can be a long-term process. According to some 
industry representatives, financial services organizations may measure 
the effectiveness of their diversity practices by assessing attrition, 
recruiting, and promotion rates, which are similar to measures we had 
previously reported.17

Additional diversity practices identified by some industry representatives 
that can support the leading diversity practices include the following: 

 For example, a financial services organization may 
measure the proportion of certain minority groups or women in its 
workforce or among its promotions to determine the effectiveness of its 
practices. Further, financial services firms may use surveys to gather 
employee perspectives on workforce diversity issues in the organization, 
such as perceived fairness in the promotion process or factors that affect 
an employee’s decision to remain with the firm, among other topics. 

• Sponsor individuals. Sponsorship of women within an organization 
where an executive acts as a guide to help women navigate the 
organization and expand their networks is an important diversity 
practice, according to three industry representatives. This sponsorship 
practice goes beyond the mentoring programs we previously reported 
in 2006, as a sponsor acts as an advocate to help the individual 
advance within the organization.18

• Address biased perceptions. One industry representative told us 
about an effort to combat unconscious bias in promotions. They 
described a promotion system designed to address biased 
perceptions, such as a view of leaders as being typically male. 
According to the industry representative, the firm that employed this 
diversity practice gathered complete and objective evaluations of 
employees and trained its managers to recognize and address these 
perceptions. The result was that the firm promoted greater numbers of 
women into management. 

 
 

No industry representatives that we contacted reported changes to 
diversity practices as a result of the challenges faced by many firms 

                                                                                                                     
17GAO-06-617 and GAO-10-736T. 
18GAO-06-617. 



 
  
 
 
 

Page 20 GAO-13-238  Financial Services Industry 

during the financial crisis. Although representation of minorities and 
women has remained about the same from 2007 through 2011, according 
to some industry representatives, the industry continues to be focused on 
diversity. However, three industry representatives did cite specific 
instances where funding was scaled back as a result of the recent 
financial crisis. One industry representative told us that investment in 
training programs was reduced across the organization, but when a 
measureable impact on employees was identified at this organization, 
steps were taken to address the impact. 

Some industry representatives cited challenges to achieving a diverse 
workforce in general. We have previously reported some of these 
challenges, which can affect some of the leading diversity practices.19 Six 
industry representatives said that diversity recruitment is difficult because 
the supply (or “pipeline”) of minority and women candidates is limited. 
This has been a consistent challenge that we previously reported in 2006 
and 2010.20

                                                                                                                     
19

 Available data indicate that for the internal pool of potential 
candidates for some management positions, representation of women 
varied, while representation of minorities was higher in every 
nonmanagement category compared to management positions (see fig. 
9). For example, in 2011 the representation of women was greater in 
professional positions (about 51 percent) compared to sales positions 
(about 38 percent). In addition, the representation of minorities was 
higher in all nonmanagement positions than at the management level in 
2011, but especially higher in technical and clerical positions at more than 
29 percent in both types of positions. Further analysis of diversity in 
various workforce positions can be found in appendix II. 

GAO-06-617 and GAO-10-736T. 
20GAO-06-617 and GAO-10-736T.  
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Figure 9: Percentage of Whites/Minorities and Men/Women in Various Financial Services Industry Workforce Positions, 2007-
2011 
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Note: The following are descriptions of the job categories in EEO-1 data from EEOC: (1) 
“Executive/Senior Level Officials and Managers,” includes individuals who reside in the highest levels 
of organizations and plan, direct, and formulate policies, set strategy, and provide the overall direction 
of enterprises/organizations for the development and delivery of products or services, within the 
parameters approved by boards of directors or other governing bodies; (2) “First/Mid-Level Officials 
and Managers,” includes individuals who receive directions from Executive/Senior Level 
management, and oversee and direct the delivery of products, services, or functions at group, 
regional, or divisional levels of organizations; (3) “professionals” include occupations requiring either 
college graduation or experience of such kind and amount as to provide a comparable background; 
(4) “technicians” include occupations requiring a combination of basic scientific knowledge and 
manual skill that can be obtained through 2 years of post-high school education; (5) “sales workers” 
include occupations engaging wholly or primarily in direct selling; (6) “office and clerical” includes all 
clerical-type work regardless of level of difficulty, where the activities are predominantly nonmanual; 
and (7) the category “other” includes craft workers, operatives, laborers, and service workers. 
 

In recent years, representation in business graduate programs, a 
potential source of future managers in the financial industry, has 
remained stable for women and has increased slightly for minorities, but 
representation is still low for both women and minorities when compared 
to the overall representation of students in the university system.21 To 
assess one possible external pool of candidates for financial services 
firms, we obtained data from the Association to Advance Collegiate 
Schools of Business (AACSB) on the number of students enrolled in 
Master of Business Administration (MBA) degree programs in AACSB 
member schools in the United States from 2007 through 2011 as well as 
the number of students in the university system.22

                                                                                                                     
21We refer to overall representation of students from undergraduate, graduate, and 
doctoral programs as the university system. These data exclude specialized graduate 
programs, such as Master of Economics. In addition, these overall percentages only 
represent enrolled students for which race/ethnicity or gender were indicated. 

 According to AACSB 
data, the representation of women remained constant over this period, 
while the representation of minorities increased. For example, the 
representation of women among MBA students remained at about 37 
percent over the 5-year period, while representation of women was 
slightly higher in the overall university system at about 41 percent. In 
contrast, as table 2 shows, the representation of minorities increased 
among MBA students from about 26 percent in 2007 to about 29 percent 
in 2011. However, when compared to the university system, 
representation of minorities in the overall university system was slightly 
higher from about 29 percent in 2007 to 34 percent in 2011. 

22AACSB, the world’s largest accreditation association for business schools, conducts an 
annual survey called “Business School Questionnaire” of all its member schools. 
Participation in this survey is voluntary.  
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Table 2: Percentage of Students Enrolled in MBA Degree Programs at AACSB 
Member Schools in the United States by Race/Ethnicity, 2007-2011 

Year 
Total 

enrolled White 
Total 

minority 
African 

American  Hispanic  Asian Other 
2007 100% 74% 26% 7% 6% 12% 0% 
2008 100 73 27 8 6 12 0 
2009 100 73 27 8 7 12 0 
2010 100 72 28 9 7 11 1 
2011 100 71 29 9 7 11 2 

Source: GAO analysis of AACSB International data. 
 

Note: The “other” category includes Native American, and updated race/ethnicity categories 
implemented in 2011 to include “two or more races” and “Native Hawaiian or Other Pacific Islander.” 
Percentages may not always add exactly due to rounding. In addition, these ratios only represent 
MBA enrolled students for whom race/ethnicity was indicated. 
 
Some industry representatives stated that the negative perception of the 
industry could also limit the external pipeline of potential candidates, 
which can make recruitment challenging. Multiple industry representatives 
discussed the need to take a new approach to diversity recruiting as a 
result of the negative image many potential candidates may have about 
the financial services industry following the recent financial crisis. For 
example, to counter negative perceptions that may have resulted from the 
foreclosure crisis or the Occupy Wall Street movement, one industry 
representative told us that it explains to prospective employees the social 
contributions financial services firms make through microfinance or 
economic and community development. 

In addition to these difficulties with recruiting, two industry representatives 
highlighted maintaining accountability as a particular challenge for 
financial services firms.23

                                                                                                                     
23Accountability refers to the means to ensure that leaders are responsible for diversity by 
aligning their performance assessment and compensation to the progress of diversity 
initiatives. See 

 For example, an industry representative said it 
is difficult to promote results in diversity by linking diversity management 
with managers’ performance ratings because this practice may not 
provide enough incentive to many managers. Another industry 
representative told us that recognizing and compensating managers and 
employees for their diversity efforts can result in increased commitment to 
foster workforce diversity and an increase in diversity at firms. 

GAO-05-90. 
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Since the financial crisis, senior management-level minority and gender 
diversity at the federal financial agencies and Reserve Banks has varied 
across individual entities.24

 

 The representation of minorities at the senior 
management-level increased slightly overall at both the agencies and 
Reserve Banks. In addition, the representation of women at the senior 
management-level increased slightly overall for both the agencies and 
Reserve Banks. Agency and Reserve Bank officials identified key 
challenges to increasing workforce diversity overall and at the senior 
management-level, including limited representation of minorities and 
women among internal and external candidate pools. 

Senior management-level representation of minorities and women varied 
across individual federal financial agencies and the 12 Reserve Banks. 
The agencies included FDIC, the Federal Reserve Board, NCUA, OCC, 
and Treasury. Complete data for this period were not available for CFPB, 
FHFA, and SEC, and we excluded these agencies from our analysis of 
changes in senior management-level diversity from 2007 through 2011, 
but provide recent data when available. Data for each agency are 
provided in appendix IV. CFPB assumed responsibility for certain 
consumer financial protection functions in July 2011 and has not yet 
reported workforce information to EEOC.25 However, we received recent 
employment profile data from CFPB as of May 2012.26

                                                                                                                     
24Our analysis of employment data in this section of the report differs from how EEOC 
typically reports data. While EEOC reports on individual equal employment opportunity 
groups, we report on minorities as a group. Additional data and figures supporting this 
section of the report are in appendixes III and IV.  

 FHFA, which was 
established in July 2008, started reporting workforce data for 2010; while 
our analysis provides 2010 and 2011 data for FHFA, our analysis across 
the agencies excludes FHFA from aggregated totals. SEC reported data 
for 2007 through 2011, but revised how it reported officials and managers 
during the 5-year period; while our analysis provides 2011 senior 

25On July 21, 2010, the Consumer Financial Protection Act established CFPB as an 
independent bureau within the Federal Reserve System to be headed by a director. 
Effective July 21, 2011, CFPB assumed responsibility for certain consumer financial 
protection functions formerly the responsibilities of the Board of Governors of the Federal 
Reserve System, the Comptroller of the Currency, the Director of the Office of Thrift 
Supervision, FDIC, the Federal Trade Commission, NCUA, and the Secretary of the 
Department of Housing and Urban Development. 
26CFPB provided to us workforce diversity data for all employees, senior officials, and 
supervisors as of May 19, 2012. 
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management-level data for SEC, we excluded SEC from our senior 
management-level trend analysis. 

In our review of agency reports, we found that from 2007 through 2011, 
the representation of minorities among senior management-level 
employees, when aggregated across FDIC, the Federal Reserve Board, 
NCUA, OCC, and Treasury, increased slightly, from 16 to 17 percent for 
the agencies combined (see fig. 10).27 From 2007 through 2011, three 
agencies—FDIC, the Federal Reserve Board, and Treasury—showed an 
increase in the representation of minorities at the senior management-
level, by between 1 and 3 percentage points. Two agencies—NCUA and 
OCC—experienced no percentage point change in their representation of 
minorities at the senior management-level from 2007 through 2011.28 In 
2011, the representation of minorities among senior management-level 
employees of these agencies, FHFA, and SEC ranged from 11 percent at 
SEC to 24 percent at FHFA. Additionally, CFPB employment data 
showed about 28 percent representation of minorities among senior 
officials as of May 2012.29

                                                                                                                     
27Federal financial agencies provided us reports they issued according to EEOC 
Management Directive 715, known as MD-715 reports. This directive does not apply to the 
Federal Reserve Banks, as they are not federal agencies. Our analysis of the 
representation of minorities and women at the senior management level for agencies 
reviewed the numbers of employees the agencies reported as “Executive/Senior Level” 
from 2007 through 2011. Though the MD-715 reports allow for this category to cover 
Grades 15 and above, agencies have discretion to decide which positions are included in 
this senior level versus those the agencies include at lower levels of management. 
Therefore, comparisons of a given management level between the agencies do not 
necessarily involve the same set of managers at each agency. Figures in our analysis are 
rounded to the nearest percent.  

 

28Percentage changes in the representation of minorities among senior management-level 
employees from 2007 through 2011 for NCUA and OCC were zero when rounded to the 
nearest percent. The representation of minorities among senior management-level 
employees was 12 percent at NCUA in 2007 and 2011, and at OCC, 17 percent in 2007 
and 18 percent in 2011.  
29CFPB identified these employees as Executive/Senior Officials.  



 
  
 
 
 

Page 26 GAO-13-238  Financial Services Industry 

Figure 10: Percentage of Minorities among Senior Management-Level Employees at Six Federal Financial Agencies, 2007-
2011 

 
 
Notes: Percentages are rounded to the nearest percent. 
 
For our analysis, we reviewed the numbers of employees the agencies reported according to 
race/ethnicity and gender in table A3 of their MD-715 reports from 2007 through 2011. These data 

Click the mouse on the graphs to see appendix IV for more information. 
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are based on information self-reported by employees to each agency and there were some 
differences in reporting across the agencies. In some years, some agencies reported all employees—
permanent and temporary—in their A3 tables while others reported permanent employees only. We 
considered employees reported by agencies in the category “Executive/Senior Level” as senior 
management-level employees. Though the MD-715 report guidelines instruct agencies to identify 
employees Grades 15 and above who have supervisory responsibility in this category, agencies have 
discretion to include employees who have significant policymaking responsibilities but do not 
supervise employees. As a result, the composition of the “Executive/Senior Level” category may vary 
among the different agencies and does not necessarily involve the same set of managers at each 
agency. 
 
a

 

Our trend analysis for “all agencies” excludes CFPB, FHFA, and SEC. CFPB assumed responsibility 
for certain consumer financial protection functions in July 2011 and has not yet reported workforce 
information to EEOC. FHFA was established in 2008 and started reporting workforce data for 2010. 
SEC revised how it reported officials and managers between 2007 and 2011. While our analysis 
includes 2011 management-level data for SEC, we excluded SEC from our trend analysis. 

In our review of EEO-1 reports provided by the Reserve Banks, we found 
that the representation of minorities among senior management-level 
employees in aggregate across the 12 Reserve Banks increased from 11 
percent to 14 percent from 2007 through 2011 (see fig.11).30

                                                                                                                     
30Reserve Banks provided us reports they issued to EEOC according to form EEO-1. Our 
analysis of senior management-level representation for the Reserve Banks included 
employees the banks reported as “Executive/Senior Officials and Managers.” Figures in 
our analysis are rounded to the nearest percent. 

 The 
population of senior management-level employees at each bank in 2011 
ranged from 9 employees at the Reserve Banks of Chicago, Dallas, and 
Minneapolis, to 59 employees at the Reserve Bank of New York, and the 
population of minority senior management-level employees at each bank 
ranged from zero employees at the Reserve Bank of Cleveland to 7 
employees at the Reserve Bank of New York. Specific information on 
each Reserve Bank is provided in appendix IV.  
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Figure 11: Percentage of Minorities among Senior Management-Level Employees at 
the 12 Reserve Banks, 2007-2011 

 
 
Notes: Data are rounded to the nearest percent.  
 
Reserve Bank data are presented in aggregate because the population of senior management-level 
employees at most Reserve Banks is generally small and the gain or loss of one employee can result 
in a large percentage point change in the representation of minorities. Specific information on each 
Reserve Bank is provided in appendix IV. 
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In general, the representation of women at the senior management-level 
increased slightly since the beginning of the financial crisis in 2007 at 
agencies, but representation percentages varied for each entity. In our 
review of agency reports, we found that from 2007 through 2011, the 
representation of women at the senior management-level increased 
slightly from 34 to 36 percent across FDIC, the Federal Reserve Board, 
NCUA, OCC, and Treasury, in aggregate (see fig. 12). Changes varied by 
agency, from a decrease of 5 percentage points at OCC to an increase of 
5 percentage points at NCUA. Four of the five agencies—FDIC, the 
Federal Reserve Board, NCUA, and Treasury—showed an increase of 
between 3 and 5 percentage points in the representation of women at the 
senior management-level from 2007 through 2011. In 2011, the 
representation of women among senior management-level employees 
ranged among the agencies from 31 percent at FDIC to 47 percent at 
FHFA. Additionally, CFPB employment data showed the representation of 
women among senior officials at about 35 percent as of May 2012. 
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Figure 12: Percentage of Women among Senior Management-Level Employees at Six Federal Financial Agencies, 2007-2011 

 

Instructions for Interactive graphic 
Click the mouse on the graphs to see appendix IV for more information. 
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Notes: Percentages are rounded to the nearest percent. 
 
For our analysis, we reviewed the numbers of employees the agencies reported according to 
race/ethnicity and gender in table A3 of their MD-715 reports from 2007 through 2011. These data 
are based on information self-reported by employees to each agency and there were some 
differences in reporting across the agencies. In some years, some agencies reported all employees—
permanent and temporary—in their A3 tables while others reported permanent employees only. We 
considered employees reported by agencies in the category “Executive/Senior Level” as senior 
management-level employees. Though the MD-715 report guidelines instruct agencies to identify 
employees Grades 15 and above who have supervisory responsibility in this category, agencies have 
discretion to include employees who have significant policymaking responsibilities but do not 
supervise employees. As a result, the composition of the “Executive/Senior Level” category may vary 
among the different agencies and does not necessarily involve the same set of managers at each 
agency. 
 
a

 
 

Our trend analysis for “all agencies” excludes CFPB, FHFA, and SEC. CFPB assumed responsibility 
for certain consumer financial protection functions in July 2011 and has not yet reported workforce 
information to EEOC. FHFA was established in 2008 and started reporting workforce data for 2010. 
SEC revised how it reported officials and managers between 2007 and 2011. While our analysis 
includes 2011 management-level data for SEC, we excluded SEC from our trend analysis. 

In our review of EEO-1 reports provided by the Reserve Banks, we found 
that from 2007 through 2011, the representation of women at the senior 
management-level increased from 32 percent to 38 percent for the 
Reserve Banks, in aggregate (see fig. 13). As mentioned previously, the 
population of senior management-level employees at each bank in 2011 
ranged from nine employees at the Reserve Banks of Chicago, Dallas, 
and Minneapolis, to 59 employees at the Reserve Bank of New York. The 
population of women among senior management-level employees at 
each bank in 2011 ranged from two employees at the Reserve Bank of 
Boston to 25 employees at the Reserve Bank of New York. Specific 
information on each Reserve Bank is provided in appendix IV.  
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Figure 13: Percentage of Women among Senior Management-Level Employees at 
the 12 Reserve Banks, 2007-2011 

 

Notes: Data are rounded to the nearest percent.  
 
Reserve Bank data are presented in aggregate because the population of senior management-level 
employees at most Reserve Banks is generally small and the gain or loss of one employee can result 
in a large percentage point change in the representation of women. Specific information on each 
Reserve Bank is provided in appendix IV. 
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Several agencies reported on existing diversity practices related to 
retaining and promoting employees to build management-level diversity. 
For example, according to agency reports, some Treasury offices conduct 
formal mentoring programs, and the Federal Reserve Board has 
customized mentoring programs within its divisions, which in conjunction 
with a leadership exchange program sponsored by the Federal Reserve 
System, provide employees opportunities to develop new skills and 
experiences. Further, OCC reported having development programs for 
employees within its bank supervision division that provide leadership and 
development opportunities to staff, and agency-sponsored employee 
network groups implemented mentoring circles to assist in the career 
development and retention of the agency’s workforce. 

Several Reserve Banks identified practices targeted to improve 
management-level diversity, including changes to hiring practices and 
mentoring programs. For example, officials from several Reserve Banks 
we contacted said their organizations revised their hiring policies to open 
all management-level positions to external applicants in addition to 
current employees as a way to build management-level diversity by hiring 
diverse, experienced candidates from outside the organization. 
Additionally, the Reserve Banks of Dallas and New York began piloting 
new mentoring programs in 2011, and each planned to expand its 
program based on initial feedback its OMWI had received. These banks 
and several others with existing mentoring programs reported that 
mentoring programs were important to retaining and developing minorities 
and women within their organizations. Later in this report, we provide 
additional information on the agencies’ and Reserve Banks’ recruitment 
practices as part of their efforts to implement section 342 of the Dodd-
Frank Act.31

 

 

                                                                                                                     
31Among other things, the act outlines steps the specific agencies and Reserve Banks 
should take to seek workforce diversity at all levels of their organizations. These steps 
include recruiting from colleges serving primarily minority populations, sponsoring and 
recruiting at job fairs in urban communities, and advertising positions in newspapers and 
magazines oriented toward minorities and women. 
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Based on our analysis of minority and gender diversity at all levels from 
2007 through 2011, workforce diversity varied at the federal financial 
agencies and Reserve Banks, with slight decreases in aggregate. 
Specifically, the representation of minorities decreased slightly from 31 
percent to 30 percent from 2007 through 2011 across FDIC, the Federal 
Reserve Board, NCUA, OCC, SEC, and Treasury, in aggregate. 
Additionally, CFPB employment data showed the representation of 
minorities of all agency employees at about 33 percent as of May 2012. 
Three agencies—NCUA, OCC, and SEC—showed a 1 percentage point 
or greater increase in the overall representation of minorities during the 5-
year period, according to agency reports. In 2011, the representation of 
minorities at the agencies ranged from 25 percent at NCUA to 44 percent 
at the Federal Reserve Board. Our analysis of EEO-1 reports provided by 
the Reserve Banks for 2007 through 2011 showed that the representation 
of minorities across the Reserve Banks declined slightly in aggregate, 
from 38 percent to 36 percent. The Reserve Banks of Minneapolis and 
New York showed a 2 percentage point increase in the overall 
representation of minorities working at Reserve Banks, the Reserve Bank 
of Boston showed no percentage point change, and the remaining nine 
banks showed decreases of 1 to 8 percentage points. In 2011, the 
representation of minorities at the Reserve Banks ranged from 16 percent 
at the Reserve Bank of Kansas City to 53 percent at the Reserve Bank of 
San Francisco. 

Similarly, we found that overall gender diversity varied at individual 
agencies and Reserve Banks, and generally declined slightly from 2007 
through 2011. The overall representation of women in the workforce 
aggregated across FDIC, the Federal Reserve Board, NCUA, OCC, SEC, 
and Treasury declined slightly from 47 percent to 45 percent over the 5-
year period. Additionally, CFPB employment data showed the 
representation of women of all agency employees at about 49 percent as 
of May 2012. Two agencies—NCUA and SEC—showed no percentage 
point change in the representation of women during the 5-year period; 
OCC showed a decrease of about 1 percentage point, and the other three 
agencies—FDIC, the Federal Reserve Board, and Treasury—
experienced decreases of 2 percentage points. In 2011, the 
representation of women among all employees at the agencies ranged 
from 42 percent at FDIC to 48 percent at SEC and Treasury. The overall 
representation of women across the Reserve Banks, in aggregate, 
declined from 49 percent to 45 percent from 2007 through 2011. All 
Reserve Banks showed declines in the representation of women among 
all employees during the 5-year period, ranging from a 1 percentage point 
decrease at the Reserve Bank of New York to a 7 percentage point 

Total Workforce Minorities 
and Women 
Representation Varied but 
Decreased Slightly Overall 



 
  
 
 
 

Page 35 GAO-13-238  Financial Services Industry 

decrease at the Reserve Bank of Cleveland. For example, in 2007, 827 of 
the Reserve Bank of Cleveland’s 1,568 employees were women, and in 
2011, 500 of the bank’s 1,094 employees were women; the bank’s 
workforce changed from having around 53 percent women employees to 
about 46 percent women employees. In 2011, the overall representation 
of women at Reserve Banks ranged from 40 percent at the Reserve 
Banks of Philadelphia and Richmond to 53 percent at the Reserve Bank 
of Minneapolis. See appendix III for additional information on the overall 
workforce representation for the agencies and Reserve Banks. 

According to officials from five Reserve Banks and the Federal Reserve 
Board, consolidation of check processing and other operations, some of 
which occurred since the financial crisis, had eliminated many 
administrative and service worker positions. Since these positions are 
often held by minorities and women, these consolidations affected overall 
employment diversity at affected Reserve Banks. In response to declines 
in the use of paper checks and greater use of electronic payments, the 
Reserve Banks took steps beginning in 2003 to reduce the number of 
locations where paper checks were processed. In 2001, the Federal 
Reserve System employed around 5,500 people in check processing 
functions across 45 locations, and in 2008, around 2,800 employees 
supported check processing functions across 18 locations. By 2010, one 
paper check processing site remained in Cleveland, along with an 
electronic check processing site in Atlanta. As of January 2013, 
approximately 480 employees supported check processing functions 
across the Federal Reserve System. The Federal Reserve System is 
projected to complete its consolidation of check processing functions in 
2013. 

 
OMWI officials described challenges to building workforce diversity both 
at the management level and overall. Four agencies—FDIC, the Federal 
Reserve Board, FHFA, and OCC—and three Reserve Banks—the 
Reserve Banks of Chicago, Minneapolis, and St. Louis—cited 
underrepresentation of minorities and women within internal candidate 
pools as a challenge to building management-level diversity, as many 
management-level positions are filled through promotions or internal 
hiring processes. Additionally, the Reserve Banks of Dallas, Minneapolis, 
Philadelphia, and San Francisco said low turnover was a challenge to 
increasing their management-level diversity profiles because it limited 
opportunities to increase organizational diversity through hiring and 
promotion. 
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Federal financial agencies and Reserve Banks identified other challenges 
to building workforce diversity generally. The Reserve Banks of Atlanta, 
Boston, Chicago, Kansas City, and St. Louis cited competition from the 
private sector for recruiting diverse candidates as a challenge. In addition, 
FHFA and the Reserve Banks of Cleveland, Philadelphia, and San 
Francisco cited limited representation of minorities within external 
candidate pools as another challenge. The Federal Reserve Board and 
the Reserve Banks of Chicago and Kansas City reported that the 
availability of external candidates could be an issue in particular for hiring 
certain specialized positions, such as economists, which would involve a 
small candidate pool with limited representation of minorities. Additionally, 
three Reserve Banks identified geographic impediments to their national 
recruitment efforts, explaining that it is difficult to attract candidates from 
outside their region. For example, the Reserve Banks of Kansas City and 
St. Louis said it was difficult to recruit candidates lacking ties to the 
central United States, and the Reserve Bank of San Francisco cited 
difficulty recruiting from the eastern United States. Further, several 
agencies and Reserve Banks identified other challenges to building 
workforce diversity. For example, Treasury cited budget constraints on 
hiring and the Reserve Bank of Cleveland cited time constraints on 
recruitment practices as challenges. Additionally, NCUA cited as a 
challenge establishing tracking systems to help identify barriers to 
recruiting, hiring, and retaining minorities. 

 
Federal financial agencies and Reserve Banks have begun implementing 
key requirements of section 342 of the Dodd-Frank Act. First, all agencies 
and Reserve Banks have established OMWIs. Most agencies and all of 
the Reserve Banks used existing policies to establish standards for equal 
employment opportunity required by the act. Although many agencies and 
Reserve Banks had been using recruitment practices required by the act 
prior to its enactment, the majority of OMWIs have expanded these or 
initiated other practices. In addition to meeting requirements regarding 
their diversity policies, the federal financial agencies have taken 
preliminary steps to develop procedures for assessing the diversity 
policies and practices of entities they regulate, as required under the act. 
Finally, nearly all the agencies and all of the Reserve Banks are reporting 
annually on their diversity practices. While many OMWIs have 
implemented or are planning efforts to measure and evaluate the 
progress of their diversity and inclusion activities, information on such 
efforts is not yet reported consistently across the OMWI annual reports. 
Such information could enhance their efforts to report on measuring 
outcomes and the progress of their diversity practices. 
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All federal financial agencies and all Reserve Banks have established an 
OMWI. Six of the seven agencies that existed when the Dodd-Frank Act 
was enacted established OMWIs by January 2011, pursuant to the time 
frame established in the act. Additionally, SEC formally established its 
OMWI in July 2011, following House and Senate Appropriations 
Committees’ approvals of the agency’s request to create an OMWI.32 
SEC selected an OMWI director in December 2011, who officially joined 
the office in January 2012. CFPB, which assumed responsibility for 
certain consumer financial protection functions in July 2011, established 
its OMWI in January 2012 and its OMWI director officially joined the 
agency in April 2012.33

Many agencies and most of the Reserve Banks established their OMWIs 
as new, separate offices. Four of eight agencies and 9 of 12 Reserve 
Banks established their OMWIs separate from other offices, including four 
banks that refocused existing diversity offices as their OMWIs. Three 
agencies—FDIC, the Federal Reserve Board, and OCC—and three 
banks—the Reserve Banks of Atlanta, Kansas City, and Philadelphia—
established their OMWIs within existing offices of equal employment 
opportunity (EEO) or diversity. FHFA established its OMWI and then 
merged its EEO function into that office. OMWI officials from several 
agencies with separate OMWIs said their staff worked with their EEO 
offices to address agency diversity issues. Similarly, many agency and 
Reserve Bank OMWI officials said they coordinated with other offices 
across their organizations, such as human resources, recruiting, 
procurement, and management, to support ongoing diversity and 
inclusion efforts organizationwide. 

 

Federal financial agencies and Reserve Banks all have taken steps to 
staff their OMWIs. As of January 2013, the agencies had allocated 

                                                                                                                     
32SEC determined it could not use appropriated funds for the purpose of establishing an 
OMWI without first obtaining congressional approval. Its reprogramming request was 
approved by the House and Senate Appropriations Committees in July 2011.  
33As mentioned previously, on July 21, 2010, the Consumer Financial Protection Act of 
2010 established CFPB as an independent bureau within the Federal Reserve System to 
be headed by a director. Effective July 21, 2011, CFPB assumed responsibility for certain 
consumer financial protection functions formerly the responsibilities of the Board of 
Governors of the Federal Reserve System, the Comptroller of the Currency, the Director 
of the Office of Thrift Supervision, FDIC, the Federal Trade Commission, NCUA, and the 
Secretary of the Department of Housing and Urban Development. CFPB had until January 
21, 2012, to establish its OMWI and begin addressing the other requirements of the act. 
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between 3 and 40 full-time equivalent positions to their OMWIs (see table 
3), and all agencies had open positions they planned to fill among these 
allocated positions. FDIC had allocated 40 full-time equivalent positions to 
its combined OMWI/EEO office as of January 2013. Many of FDIC’s 
OMWI staff, including eight EEO specialists, support the office’s EEO 
functions, and OCC and FHFA also reported EEO specialists among their 
staff. The agency OMWIs included directors and analysts among their 
staff, as well as some positions specific to certain functions of the 
OMWIs. For example, four of the agencies—CFPB, FDIC, NCUA, and 
SEC—had allocated staff specifically to recruitment and outreach 
functions, and four of the agencies—NCUA, OCC, SEC, and Treasury—
had allocated staff specifically to business and supplier diversity. Four 
agencies—the Federal Reserve Board, FHFA, NCUA, and OCC—had 
each allocated a position to help implement the Dodd-Frank Act 
requirement to review the diversity practices of regulated entities. 
Additionally, two of the agencies—CFPB and SEC—had attorney 
positions among their OMWI staff. 

Table 3: OMWI Staffing Levels for Federal Financial Agencies, as of January 2013 

Agency Allocated Filled 
CFPB 4 3 
Federal Reserve Board 3 a 2 
FDIC 40 a 35 
FHFA 9 a,b 8 
NCUA 6 5 
OCC 12 a 11 
SEC 9 c 8 
Treasury 11 8 

Source: GAO analysis of federal financial agency information. 
 
a

 

Totals for FDIC, FHFA, and OCC include EEO staff, as the OMWI offices for these agencies include 
both functions. The Federal Reserve Board also established its OMWI within an existing office, but it 
provided information for OMWI staff only and excluded the office’s director position, as agency 
officials said additional funds for the director position were not allocated because the director’s 
primary duties included overseeing EEO compliance, diversity, and inclusion. 

bTotals for FHFA include part-time staff. 
 
c

The Reserve Banks had allocated between three and seven full-time 
equivalent positions to their OMWIs as of January 2013 (see table 4). Ten 
of the 12 Reserve Banks had filled all of these positions, while the 

In addition to these staff, SEC’s OMWI is supported by two full-time contract positions, a program 
analyst and a recruitment coordinator. 
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Reserve Banks of Cleveland and St. Louis each had one open position. 
The Reserve Bank OMWIs included directors and analysts among their 
staff. Few Reserve Banks designated specific OMWI functions to certain 
positions. Three banks, the Reserve Banks of Atlanta, Boston, and St. 
Louis, had each allocated one position to supplier or business diversity, 
and two other banks, the Reserve Banks of Chicago and Cleveland, had 
each allocated one position to help carry out the reporting functions of the 
OMWIs. 

Table 4: OMWI Staffing Levels for Reserve Banks, as of January 2013 

Reserve Bank Allocated Filled 
Atlanta 4.5 a 4.5 
Boston 5 5 
Chicago 7 7 
Cleveland 4 3 
Dallas 4 b 4 
Kansas City 5 b 5 
Minneapolis 3 b 3 
New York 5 5 
Philadelphia 3 b 3 
Richmond 5 5 
San Francisco 3 3 
St. Louis 5 4 

Source: GAO analysis of Reserve Bank information. 

 
a

 
Totals for the Reserve Bank of Atlanta include part-time staff.  

b

Perspectives on the role of OMWIs varied across some Reserve Bank 
officials with whom we spoke. While several Reserve Bank officials said 
their OMWIs were involved in policy development with a commitment to 
improving the Reserve Bank’s diversity efforts over time, officials from 
one Reserve Bank said their OMWI was compliance-focused and 
primarily analyzed the banks’ human capital resources and recruiting 
functions for compliance with Dodd-Frank Act requirements. Reserve 
Bank of Dallas officials told us they considered the OMWI staff members 
as objective critics of the Reserve Bank’s recruitment, procurement, and 
financial education efforts, and that bank management is responsible for 
fostering diversity and inclusion across the organization. 

Totals for the Reserve Banks of Dallas, Kansas City, Minneapolis, and Philadelphia include full-time 
employees with shared duties that help support the OMWI.  
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The act also required federal financial agency and Reserve Bank OMWIs 
to develop standards for equal employment opportunity and the racial, 
ethnic, and gender diversity of the workforce and senior management.34 
Six of eight agencies and most Reserve Banks indicated either their 
previously established equal employment opportunity standards or MD-
715 requirements for agencies helped satisfy the Dodd-Frank Act 
requirement to establish equal employment opportunity standards with 
minimal changes, while two agencies and one Reserve Bank were still 
determining how to respond to the requirement. Treasury and CFPB 
planned to develop benchmarks of best practices as standards for 
diversity and inclusion. For example, Treasury officials said they planned 
to identify qualitative measures or indicators for assessing workforce 
diversity practices. Additionally, the Reserve Banks of Kansas City and 
San Francisco revised their diversity and inclusion policies pursuant to 
Dodd-Frank Act requirements. One agency established new standards 
separate from its existing equal employment opportunity policies as 
standards for the diversity of the workforce and senior management. 
Specifically, NCUA developed a diversity and inclusion strategic plan in 
response to a government-wide executive order that provides diversity 
standards and goals, which officials said the agency used to help 
establish expectations for staff.35

 

 

OMWI Annual Reports to Congress and officials we contacted indicated 
that federal financial agencies and Reserve Banks have implemented 
various practices pursuant to the Dodd-Frank Act’s requirements 
regarding diversity recruiting, outlined in table 5. Most agency and 
Reserve Bank OMWIs indicated that they had been conducting various 
diversity recruitment practices prior to the enactment of the Dodd-Frank 
Act—such as partnering with organizations focused on developing 
opportunities for minorities and women. 

 

 

 

                                                                                                                     
34 Pub. L. No. 111-203. § 342(b)(2) (2010). 
35Exec. Order 13583 (2011). 

Agencies and Reserve 
Banks Are Implementing 
Recruitment Practices 
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Table 5: Federal Financial Agency and Reserve Bank Implementation of Dodd-Frank Act Section 342 Diversity Recruitment 
Requirements  

Section Requirement Agency and Reserve Bank implementation efforts 
Sec. 342(f)(1) Recruiting at historically black 

colleges and universities, Hispanic-
serving institutions, women’s 
colleges, and colleges that typically 
serve majority minority populations 

Seven of eight agencies and all Reserve Banks reported on efforts to recruit 
from historically black colleges and universities and other minority-serving 
institutions. 
Additionally, a few Reserve Banks reported on regional diversity recruitment 
efforts that included recruiting from two California State University locations 
that serve Latino communities.  

Sec. 342(f)(2) Sponsoring and recruiting at job 
fairs in urban communities 

All agencies and all Reserve Banks participated in diversity job fairs sponsored 
by minority-serving groups. 
These practices included participating in national job fairs sponsored by the 
National Urban League, National Black MBA Association, National Association 
of Black Accountants, National Society of Hispanic MBAs, Association of Latino 
Professionals in Finance and Accounting, Society for Women Engineers, 
National Association of Asian MBAs, and the Pacific Asian Consortium in 
Employment. 

Sec. 342(f)(3)  Placing employment 
advertisements in newspapers and 
magazines oriented toward 
minorities and women 

Five agencies and all Reserve Banks reported on efforts to place 
advertisements in minority- and women-serving publications. These included 
posting jobs in IMDiversity, Hispanic Business, EOE Journal, Diversity Life, 
Diversity Women, and Hispanic Life magazines. 

Sec. 342(f)(4) Partnering with organizations 
focused on developing opportunities 
for minorities and women to place 
talented young minorities and 
women in industry internships, 
summer employment, and full-time 
positions 

Seven agencies and all Reserve Banks have partnerships with organizations 
for internship programs, including the Hispanic Association of Colleges and 
Universities, Washington Internships for Native Students, and INROADS, a 
nonprofit organization that trains and develops minority students for careers in 
business and industry. 

Sec. 342(f)(6) Any other mass media 
communications that the OMWI 
determines necessary 

Two agencies and all Reserve Banks identified additional mass media 
communications to support their diversity recruiting efforts, including using 
social media networking sites such as Facebook and Twitter to reach diverse 
candidates. For example, CFPB created a recruitment website based on the 
agency’s review of best practices for developing diverse applicant pools, and 
the Federal Reserve System (the Board and all the Reserve Banks) maintains 
a presence on the LinkedIn networking website.  

Source: GAO summary of Dodd-Frank Act section 342 and information provided by federal financial agencies and Reserve Banks. 

Note: Sec. 342(f)(5) pertains to partnering with inner-city high schools, girls’ high schools, and 
majority-minority population high schools to establish or enhance financial literacy programs and 
provide mentoring and is not included in this list or addressed in this report. 
 

The majority of agencies and Reserve Banks focused their recruitment 
efforts on attending job fairs and maintaining partnerships with minority-
serving institutions and organizations. According to Federal Reserve 
Board and Reserve Bank officials, they collectively participate in and fund 
recruitment activities, including national career fairs, advertisements in 
diverse publications, and social media initiatives. The Reserve Bank of 
Chicago coordinates the Federal Reserve System’s participation in 
national diversity recruitment events and oversees an internal training 
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initiative aimed at developing and retaining employees within the Federal 
Reserve System. In addition to participating in these efforts, Reserve 
Banks conduct some activities independently. 

Some OMWIs indicated their diversity activities had changed due in part 
to recent efforts to satisfy section 342 requirements as well as broadening 
their approaches to diversity and inclusion. For example, some OMWIs 
indicated the scope of their diversity and inclusion practices had 
broadened to include persons with disabilities as well as the lesbian, gay, 
bisexual, and transgender community. Further, the majority of OMWIs 
reported on plans to improve or expand existing practices. For example, 
many OMWIs described plans to pursue new or further develop existing 
partnerships with organizations focused on developing opportunities for 
minorities and women, and some OMWIs described recent efforts to 
expand internship opportunities for minority students. 

Some OMWI officials identified practices targeted to improve 
organizationwide diversity, which could eventually help build 
management-level diversity. These included targeted recruitment to 
attract minorities and women, training for hiring managers and other 
employees on diversity hiring practices, and expanded internship 
programs as a way to hire a greater number of female and minority 
interns. 

• Targeted recruitment. All agencies and Reserve Banks with whom we 
spoke had participated in career fairs or partnerships with minority-
serving organizations, as outlined in section 342 of the Dodd-Frank 
Act, to target diversity recruitment, and in several cases bolster 
recruitment of particular populations, such as Hispanics. The OMWIs 
at FDIC, FHFA, and SEC work with the agencies’ hiring and 
recruitment staff to identify strategies for recruiting diverse candidates. 
Additionally, the Federal Reserve Board OMWI reported that including 
hiring managers at diversity career fairs had made their targeted 
recruitment activities more effective. 
 

• Training for hiring managers. Some OMWIs reported they 
implemented practices to educate supervisors and hiring managers 
on diversity hiring practices. For example, the Reserve Bank of New 
York designed a training course to enhance cross-cultural interviewing 
skills of recruitment staff. OCC also provides diversity recruitment 
training to the agency’s recruitment staff, and CFPB planned to  
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provide its hiring managers a toolkit with tips on diversity hiring 
practices. 
 

• Internship programs. Many agencies and Reserve Banks 
implemented internship programs to build employment diversity by 
developing a more diverse pipeline of potential entry-level candidates. 
For example, the Reserve Bank of San Francisco reported that it 
expanded its internship program to support more interns and 
leveraged partnerships with organizations representing minorities and 
women to increase the diversity of the bank’s internship program 
applicant pool. 

 
In response to section 342 of the Dodd-Frank Act, seven federal financial 
agencies have taken preliminary steps to respond to the requirement to 
develop standards for assessing the diversity policies and practices of 
entities they oversee. While these agencies have made initial progress, it 
is too soon to evaluate how effectively the agencies are responding to this 
requirement. The affected agencies include CFPB, FDIC, FHFA, the 
Federal Reserve Board, NCUA, OCC, and SEC.36 In addition to this 
requirement under the Dodd-Frank Act, FHFA is also subject to the 
Housing and Economic Recovery Act of 2008 (HERA), under which it 
must assess its regulated entities’ diversity activities and meet other 
provisions similar to those in section 342.37

                                                                                                                     
36Although this report reviews eight federal agencies, this requirement does not apply to 
Treasury Departmental Offices, as the agency does not have regulated entities. 
Additionally, the requirement does not directly apply to the Reserve Banks. However, the 
Federal Reserve Board has delegated some of its supervisory responsibilities to the 
Reserve Banks—such as responsibility for examining bank and thrift holding companies 
and state member banks under rules, regulations, and policies established by the Federal 
Reserve Board. The scope of these delegated authorities does not include section 342 
oversight of regulated entities at this time. 

 

37Pub. L. No. 110-289 § 1116, 122 Stat. 2654, 2681-2683 (2008). Under HERA, FHFA’s 
regulated entities must establish an OMWI and develop and implement standards and 
procedures to ensure, to the maximum extent possible, the inclusion and utilization of 
minorities and women, and minority- and women-owned businesses in all business and 
activities of the regulated entity at all levels, including in procurement, insurance, and all 
types of contracts. Additionally, each of its regulated entities must report annually to FHFA 
on actions taken pursuant to these requirements. Further, the act requires FHFA to take 
affirmative steps to seek diversity in its workforce at all levels, consistent with the 
demographic diversity of the United States. 

Agencies Have Taken 
Preliminary Steps to 
Develop Procedures to 
Assess Diversity Policies 
and Practices of Regulated 
Entities 
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In 2010, FHFA developed an agency regulation implementing HERA 
requirements, in part, to ensure that diversity is a component of all 
aspects of its regulated entities’ business activities. The agency’s 
regulated entities include Fannie Mae, Freddie Mac, Federal Home Loan 
Banks, and the Federal Home Loan Bank System’s Office of Finance. 
HERA requires the agency’s regulated entities to develop diversity 
policies and procedures, staff an OMWI, and report annually to FHFA on 
their OMWI activities, among other requirements.38

According to OMWI officials, other agencies reviewed FHFA’s regulation 
as a possible option for responding to the section 342 requirement; 
however, the enforcement authority included in FHFA’s regulation is 
unique to the agency. They said that under the Dodd-Frank Act their 
agencies do not have enforcement authority to require regulated entities 
to implement diversity standards and practices.

 In addition, FHFA has 
enforcement authority under HERA and FHFA’s promulgated regulation 
to ensure its regulated entities have diversity standards in place. 
According to FHFA OMWI officials, the agency’s response to HERA also 
satisfies the section 342 requirement. 

39

The agency OMWI directors began meeting periodically in 2011 and 
began in 2012 to explore the possibility of developing a uniform set of 
standards that agencies could use as a baseline for developing standards 
for assessing the diversity practices of their regulated entities. Agency 
OMWI officials said the working group aimed to develop a set of 
standards for review and feedback from industry participants. As part of 
these efforts, some OMWI directors of the affected agencies participated 
in meetings with members of Congress to explore issues involving 
collection and analysis of workforce diversity data. Some members of the 
working group also held meetings with industry and advocacy groups to 

 Officials from the 
affected agencies also told us their OMWIs collaborated on initial steps to 
determine how to respond to these requirements by meeting periodically 
as a group, meeting with members of Congress, and performing outreach 
to industry participants and advocacy groups. 

                                                                                                                     
38Minority and Women Inclusion. 12 C.F.R. § 1207.1 -24 (Dec. 28, 2010). 
39Pub. L. No. 111-203. § 342(b)(4) (2010). Even though section 342 provides for the 
development of standards for the assessment of diversity policies and practices of 
regulated entities, it further provides that nothing in the requirement may be construed to 
require any specific action based on the findings of the assessment. 
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understand industry views on developing standards for assessing 
diversity policies and practices. One OMWI reported that industry 
representatives discussed options for evaluating diversity with respect to 
a regulated entity’s size, complexity, and market area. 

OMWI officials told us responding to the requirement was a challenge for 
several reasons. Specifically, differences across regulated entities in 
terms of size, complexity, and market area made it challenging to develop 
a uniform standard. Determining the process and format for developing 
standards was also a challenge. OMWI officials also said they want to 
minimize adding a new regulatory burden to meet this provision. 
Therefore, the agencies would like to leverage existing information 
sources—data that regulated entities already provide—in evaluating the 
diversity activities of regulated entities. For example, to find ways to avoid 
duplicating existing data-collection efforts, CFPB and NCUA were working 
with EEOC for access to EEO-1 data for regulated entities. OCC officials 
said OCC had also considered using EEO-1 data, but some regulated 
entities had concerns about maintaining proprietary information, given the 
potential for Freedom of Information Act requests.40

 

 

In addition to establishing an OMWI, the act required federal financial 
agencies and Reserve Banks to report annually on their diversity 
practices, and nearly all of the agencies and all the Reserve Banks have 
begun reporting annually on their diversity practices. As discussed earlier, 
the act required each OMWI to submit to Congress an annual report on 
the actions taken pursuant to section 342, including information on the 
percentage of amounts paid to minority-and women-owned contractors 
and successes and challenges in recruiting and hiring qualified minority 
and women employees, and other information as the OMWI director 
determines appropriate. Including more information on the outcomes and 
progress of their diversity practices could enhance the usefulness of 
these annual reports. Seven of eight agencies and all Reserve Banks 
issued annual reports in 2011. CFPB, which was created in July 2010 and 
assumed responsibility for certain consumer financial protection functions 
in July 2011, issued an agencywide semiannual report for 2011. Its OMWI 

                                                                                                                     
40 5 U.S.C. § 552. The Freedom of Information Act requires that federal agencies provide 
the public with access to government records and information on the basis of the 
principles of openness and accountability in government. 

Efforts to Report on 
Measuring Outcomes and 
Progress Could Be 
Enhanced 
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planned to issue an annual report for 2012 at the same time as the other 
agencies, in March 2013. 

In their 2011 Annual OMWI Reports to Congress, several agencies and 
Reserve Banks reported on efforts to measure outcomes and progress of 
various diversity practices, which provide examples of the types of 
outcomes and measures of progress that could be helpful for OMWIs to 
include in their annual reports. Although the act requires information on 
successes and challenges, it does not specifically require reporting on 
effectiveness; however, the act provides some leeway to the federal 
financial agencies and the Reserve Banks to include “any other 
information, findings, conclusions, and recommendations for legislative or 
agency action, as the Director determines appropriate.”41 Measurement of 
diversity practices is one of the nine leading diversity management 
practices we previously identified. We have reported that quantitative 
measures—such as tracking employment demographic statistics—and 
qualitative measures—such as evaluating employee feedback survey 
results—could help organizations translate their diversity aspirations into 
tangible practice.42

The Federal Reserve Board reported that it tracks job applicant 
information to assess the diversity of applicant pools, candidates 
interviewed, and employees hired as a result of diversity recruiting efforts, 
and FDIC reported that it monitors participation and attrition rates and 
diversity characteristics of participants in a development program. SEC 
reported plans to develop standards for assessing its ongoing diversity 
and inclusion efforts and include them in a strategic plan. The Reserve 
Banks of Chicago, Philadelphia, Richmond, and San Francisco reported 
on the number of internships each bank supported and the ethnic and 
gender diversity of the interns. The Reserve Bank of Chicago also 
reported on the number of job offers extended and candidates hired from 
its internship program, as well as on the number of candidates 
successfully hired from a diversity career expo. Further, the Reserve 
Bank of Cleveland identified reporting tools developed to monitor the 
bank’s inclusion in contracting efforts. In addition to using these 
measures, some OMWI officials said they used annual employee surveys 
as a measurement tool to gather information about the progress of their 

  

                                                                                                                     
41Pub. L. No. 111-203, § 342(e)(5) (2010).  
42GAO-05-90. 
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diversity practices, including retention practices. For example, FDIC’s 
annual employee survey includes specific questions related to diversity, 
and the agency uses responses to assess the effectiveness of policies 
and programs and outline action steps for improvement. OCC officials 
told us the government-wide federal employee viewpoint survey provided 
information on employee perspectives about diversity, and the agency 
measured its results against government-wide scores. Further, OMWI 
officials from the Reserve Bank of Minneapolis said exit surveys and 
employee declination surveys provided additional information for 
evaluating their retention and recruiting programs. 

Federal financial agencies and Reserve Banks have focused their initial 
OMWI efforts on implementing section 342 of the Dodd-Frank Act. While 
many OMWIs have implemented or are planning efforts to measure and 
evaluate the progress of their diversity and inclusion activities, which is 
consistent with the leading diversity management practices, information 
on such efforts is not yet reported consistently across the OMWI annual 
reports. According to OMWI officials as well as industry representatives 
we interviewed, measuring the progress of diversity recruitment and 
retention practices is a challenging, long-term process. For example, 
NCUA officials told us measuring the progress of certain recruiting 
practices could be a challenge, as access to demographic information 
about job applicants might be limited. Additionally, FHFA officials told us 
that while measuring the progress of diversity practices was needed to 
identify best practices, such measurement needs to be efficient and 
meaningful. However, without knowledge of OMWI efforts to measure 
outcomes and the progress of their diversity practices, Congress lacks 
information that would help hold OMWIs accountable for achieving 
desired outcomes. In addition, increased attention to evaluation and 
measurement through annual reporting of these efforts could help the 
OMWIs improve management of their diversity practices. Reporting such 
information would provide an opportunity for the agencies and Reserve 
Banks to learn from others’ efforts to measure their progress and indicate 
areas for improvement. 
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Section 342 of the Dodd-Frank Act requires federal financial agencies 
and Reserve Banks to develop procedures to ensure, to the maximum 
extent possible, the fair inclusion and utilization of women and minorities 
in contracting. Specifically, the act requires agency and Reserve Bank 
actions to ensure that its contractors are making efforts to include women 
and minorities in their workforce. Also, the act has requirements for 
actions to increase contracting opportunities for minority- and women-
owned businesses (MWOB).43

 

 Most agencies and Reserve Banks have 
developed and included a provision in contracts for services requiring 
their contractors to make efforts to ensure the fair inclusion of women and 
minorities in their workforce and subcontracted workforces. The extent to 
which these agencies and Reserve Banks have contracted with MWOBs 
varied widely. These entities reported multiple challenges to increasing 
contracting opportunities for MWOBs and used various technical 
assistance practices to address these challenges. 

To address the act’s requirement to ensure the fair inclusion of women 
and minorities, to the maximum extent possible, in contracted workforces, 
agencies either have developed or are in the process of developing fair 
inclusion provisions in their contracts for services, and all Reserve Banks 
have done so. In addition, some agencies and all Reserve Banks have 
developed procedures to assess contractors’ efforts for workforce 
inclusion of women and minorities. 

Five agencies—FDIC, FHFA, NCUA, OCC, and the Federal Reserve 
Board—and all Reserve Banks have created a fair inclusion provision and 
are using it in contracts for services. Section 342 of the Dodd-Frank Act 
requires agencies and Reserve Banks to develop procedures for review 
and evaluation of contract proposals for services and for hiring service 
providers that include a written statement that the contractor, and as 
applicable subcontractors, shall ensure, to the maximum extent possible, 
the fair inclusion of women and minorities in the workforce of the 
contractor and, as applicable, subcontractors. The act does not specify 

                                                                                                                     
43For purposes of the act, minority-owned business means a business for which more than 
50 percent of the ownership is held by one or more minority individuals and more than 50 
percent of net profit and loss of the business accrues to one or more minority individuals. 
Women-owned business means a business for which more than 50 percent of the 
ownership is held by one or more women, more than 50 percent of the net profit or loss of 
the business accrues to one or more women, and a significant percentage of senior 
management positions are held by women.  

Procedures to Meet 
Dodd-Frank Inclusive 
Contracting 
Requirements Are 
Largely in Place 

Most Agencies and 
Reserve Banks Are 
Implementing 
Requirements Related to 
Inclusiveness in 
Contractor Workforces 

Fair Inclusion Provision in 
Contracts 
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the elements to be included in the written statement and provides that 
each OMWI director prescribe the form and content of the statement. 

CFPB, SEC, and Treasury are each in the process of developing a fair 
inclusion provision. CFPB is developing procurement procedures to 
address the requirements of the act and required more time because its 
OMWI office was established in January 2012. SEC is subject to the 
Federal Acquisition Regulation (FAR) and is currently developing its 
inclusive contract provision.44

The fair inclusion provisions we reviewed contained the following: 

 While CFPB and SEC develop inclusion 
statements pursuant to the act, both agencies have been using the equal 
employment opportunity statement contained in the FAR in executed 
contracts. Treasury has developed its fair inclusion provision to add to 
future contracts. It has issued a notice of proposed rulemaking in the 
Federal Register for public comments on this change to its contracting 
procedures as required under the law. The comment period ended on 
October 22, 2012. Treasury received eight comments which included, 
among other things, suggestions to make the fair inclusion provision 
applicable to all contracts regardless of the dollar amount of the contract 
and to better specify the documentation required of contractors to 
demonstrate that they have met the requirements of the fair inclusion 
provision. Treasury is currently reviewing the public comments and 
considering changes to the proposed rule. 

• Equal employment opportunity statement: Fair inclusion provisions 
include a commitment by the contractor to equal opportunity in 
employment and contracting and, to the maximum extent possible 
consistent with applicable law, the fair inclusion of women and 
minorities in the contractor’s workforce. 
 

                                                                                                                     
44The FAR is the primary regulation for use by all federal executive agencies in their 
acquisition of supplies and services with appropriated funds. Two federal financial 
agencies subject to the contracting provisions in section 342 of Dodd-Frank are also 
governed by the FAR because they receive appropriated funds: SEC and Treasury. The 
other agencies included in this report are not legally required to follow the FAR because 
they do not receive appropriated funds. However, according to CFPB, FDIC, FHFA, and 
OCC these agencies choose to adhere to part or all of this regulation. According to NCUA, 
it used the FAR as guidance when establishing its contracting procedures. The Federal 
Reserve Board described their procurement policy as consistent with the FAR. 
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• Documentation: To enforce the fair inclusion provision, agencies 
require contractors to provide documentation of their efforts to include 
women and minorities in the contractor’s workforce, such as a written 
affirmative action plan; documentation of the number of employees by 
race, ethnicity, and gender; information on subcontract awards, 
including whether the subcontractor is an MWOB; and any other 
actions describing the contractor’s efforts toward the inclusion of 
women and minorities. 
 

• Contract amount threshold: Agencies apply the fair inclusion provision 
to contracts exceeding a certain dollar amount. For two agencies 
subject to the act, this threshold is any amount over $150,000. For 
three agencies subject to the act, this threshold is any amount over 
$100,000. The Reserve Bank fair inclusion provisions we reviewed did 
not generally include a dollar-amount threshold. 
 

None of the officials from five agencies that have implemented a fair 
inclusion provision required by the act described to us receiving an 
adverse reaction from contractors, but officials from a majority of the 
Reserve Banks we spoke with described resistance or concerns from 
some contractors. OCC stated that smaller businesses had expressed 
confusion about the requirement because the businesses are too small to 
report workforce demographics to EEOC. Eight Reserve Banks described 
contractors expressing some disagreement or concern at the inclusion of 
the language in contracts. According to some Reserve Bank officials, 
contractors were concerned that accepting the fair inclusion provision 
would trigger other federal requirements for their businesses, or subject 
the contractor to meeting hiring or subcontracting targets.45

                                                                                                                     
45As previously discussed, the Reserve Banks are not federal agencies.  

 Some 
Reserve Banks described explaining the limited scope of the provision to 
concerned contractors. Other Reserve Banks described modifying the 
language in the fair inclusion provision, for example, in one case, 
changing a phrase regarding the contractor’s efforts to include women 
and minorities from “to the maximum extent possible” to read “to the 
maximum extent required by law.” Other Reserve Banks described 
occurrences where, in response to a contractor’s concern, they excluded 
the fair inclusion language from contracts for a procurement with a small 
dollar amount or because the vendor provided a service critical to the 
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Reserve Bank and alternate vendors were not available.46

Some agencies and all Reserve Banks have developed procedures to 
assess contractors’ efforts toward workforce inclusion of women and 
minorities. Section 342 of the Dodd-Frank Act requires the 8 federal 
financial agencies in the act and 12 Reserve Banks to develop 
procedures to determine whether a contractor and, as applicable, a 
subcontractor, has failed to make a good faith effort to include minorities 
and women in their workforces. Good faith efforts include any actions 
intended to identify and remove barriers to employment or to expand 
employment opportunities for minorities and women in the workplace, 
according to the policies some agencies have developed. For example, 
recruiting minorities and women or providing these groups job training 
may be considered good faith efforts for diversity inclusion. Contractors 
must certify that they have made a good faith effort to include women and 
minorities in their workforces, according to most policies we reviewed. At 
the same time, contractors may provide documentation of their inclusion 
efforts such as workforce demographics, subcontract recipients, and the 
contractor’s plan to ensure that women and minorities have opportunities 
to enter and advance within its workforce. Agencies and Reserve Banks 
plan to conduct a review of each contractor’s certifications and 
documentation annually, once in a 2-year period, or at other times 
deemed necessary, such as when contracts are executed or renewed, to 
make a determination of whether the contractor made a good faith effort 
to include women and minorities in its workforce. Failure to make a good 
faith effort may result in termination of the contract, referral to the Office 
of Federal Contract Compliance Programs, or other appropriate action.

 Finally, one 
Reserve Bank described declining a contract and seeking an alternate 
vendor that accepted the provision. 

47

                                                                                                                     
46According to one Reserve Bank, there are certain types of contracts from which the fair 
inclusion provision would be automatically excluded. For example, the Reserve Bank of 
Chicago would not include the provision in a new contract with a vendor that has an 
existing contract with the National Procurement Office of the Federal Reserve System 
because in that previous contract the vendor had already agreed to make efforts to 
include women and minorities in its workforce.  

 
Four agencies and all Reserve Banks have established good faith effort 

47The Office of Federal Contract Compliance Programs enforces, for the benefit of job 
seekers and wage earners, the contractual promise of affirmative action and equal 
employment opportunity required of those who do business with the federal government. 

Procedures to Assess 
Contractors’ Inclusion Efforts 



 
  
 
 
 

Page 52 GAO-13-238  Financial Services Industry 

determination procedures, and four agencies have yet to implement such 
procedures. 

 
In 2011, the proportion of a federal financial agency’s contracting dollars 
awarded to businesses owned by minorities or women varied, ranging 
between 12 percent and 38 percent according to the OMWI reports of the 
agencies (see fig. 14).48

Figure 14: Dollar Amount and Percentage of Total Awarded to Minority- and Women-Owned Businesses (MWOB) by Agency, 
2011 

 Seven federal financial agencies awarded a total 
of about $2.4 billion for contracting for external goods and services in 
fiscal year 2011, with FDIC awarding about $1.4 billion of this amount. 

 

                                                                                                                     
48The act does not set a standard that the federal agencies or Reserve Banks must meet 
in making contracting awards to MWOBs.  
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FRB $ 15.4 
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Note: CFPB was not required to issue an OMWI report to Congress in 2011. Percentages of dollar 
amounts awarded to minority-owned businesses and women-owned businesses displayed separately 
may not be mutually exclusive for all agencies and do not always total to the combined percent to 
minority- and women-owned business category. Some businesses are both minority- and women-
owned and may be counted by agencies under both categories. 
 

Similarly, according to Reserve Bank OMWI reports, Reserve Bank 
contracting dollars paid to businesses owned by minorities or women 
ranged between 3 percent and 24 percent in 2011 (see fig. 15). Reserve 
Banks paid about $897 million in fiscal year 2011 in contracting. 

Figure 15: Dollar Amount and Percentage of Total Paid to Minority- and Women-Owned Businesses (MWOB) by Reserve 
Bank, 2011 

 
 
Note: Reserve Banks reported amounts paid to contractors in OMWI reports rather than amounts 
awarded as reported by agencies. 
 
Among federal financial agencies, OCC awarded the largest proportional 
amount of contracting dollars to MWOBs—about 38 percent (almost $67 
million). OCC officials told us that its contract needs tend to be for 
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services for which there is often a pool of MWOB suppliers and most of 
OCC’s 2011 contract dollars were spent on computer related services. 
The Federal Reserve Board awarded the smallest proportion of its 
contracting dollars to MWOBs, with about 12 percent going to such 
businesses. According to the Federal Reserve Board, a significant 
amount of its procurement is for economic data, which are generally not 
available from MWOBs. Although federal agencies are not generally 
required to report on MWOBs, most are required to report on certain 
small business contracting goals, including goals for women and small 
disadvantaged businesses (which include minority-owned businesses).49 
In a 2012 report, we found that 35 percent of funds all federal agencies 
obligated to small businesses in 2011 were obligated to minority-owned 
small businesses and 17 percent were obligated to women-owned 
businesses.50

Among Reserve Banks, the Reserve Bank of Minneapolis paid the largest 
proportion of its contracting dollars to MWOBs with about 24 percent 
going to such businesses (18.5 percent to minority-owned businesses 
and about 5 percent to women-owned businesses). According to the 
Reserve Bank of Minneapolis, almost half of its MWOB contract dollars 
were paid for software and related technology integration services from 
minority-owned firms. All other Reserve Banks paid under 13 percent of 
contracting dollars to MWOBs, with the Reserve Bank of New York 
awarding the smallest percentage of its contracting dollars to such 
businesses (3 percent). The Reserve Bank of New York described its 
commitment to increasing diversity in its pool of potential contractors 
through its outreach efforts to us and in its 2011 OMWI report. For 
example, the Reserve Bank of New York held an event with its primary 

 

                                                                                                                     
49The Small Business Administration (SBA) negotiates goals with federal agencies for 
contract dollars awarded to small businesses to meet statutory government-wide goals. 15 
U.S.C. § 664(g) sets forth a statutory goal for 23 percent of all aggregated federal 
contracting dollars to be awarded to small businesses. These include current goals for 5 
percent of all prime contract and subcontract dollars to be awarded to small 
disadvantaged businesses and 5 percent of all prime contract and subcontract dollars to 
be awarded to women-owned small businesses. SBA also negotiates goals for the award 
of contract dollars to service-disabled veteran-owned and HUBZone small businesses. 
50See GAO, Government Contracts: Federal Efforts to Assist Small Minority Owned 
Businesses, GAO-12-873 (Washington, D.C.: Sept. 28, 2012). We analyzed data from the 
Federal Procurement Data System—Next Generation. Minority designations are self-
reported, and some businesses are both minority- and women-owned and may be 
counted under both categories. 



 
  
 
 
 

Page 55 GAO-13-238  Financial Services Industry 

contractors and small firms to identify potential partnerships and an event 
that provided small firms consultation on business plans and credit 
applications to increase the capacity of the small firms. 

 
Seven federal financial agencies included in this report and all 12 
Reserve Banks identified challenges in increasing contracting 
opportunities for MWOBs. Section 342 of the Dodd-Frank Act requires 
federal financial agencies and Reserve Banks to include in their annual 
OMWI report a description of the challenges they may face in contracting 
with qualified MWOBs. As a new agency, CFPB has not been required to 
complete an annual OMWI report and did not identify any contracting 
challenges to us. In interviews with us and in the 2011 OMWI reports to 
Congress, the remaining agencies and all Reserve Banks discussed a 
number of common challenges to increasing contracting with MWOBs, 
including the following: 

• Limited capacity of MWOBs: Some agencies and Reserve Banks 
stated that reporting or other requirements under federal contracts 
were often too great a burden for MWOBs or that MWOBs needed to 
build capacity to meet federal contracting requirements. Some 
agencies and Reserve Banks also stated that at times the need for 
goods or services is not scaled to the capacity of MWOBs. For 
example, some agencies and Reserve Banks faced challenges 
identifying MWOBs that can meet procurement needs on a national 
scale. 
 

• Developing staff or procedures to meet contracting requirements of 
the act: According to some agencies, new OMWIs require additional 
staff or staff development, or procedures to meet the requirements of 
the act, including providing technical assistance to increase 
opportunities for MWOBs, identifying qualified MWOBs in the 
marketplace, and incorporating the use of a fair inclusion provision in 
contracts and good faith effort determination processes, which we 
discussed earlier, into established procurement processes. 
 

• MWOB classification challenges: Multiple agencies and Reserve 
Banks described difficulty identifying and classifying suppliers as 
diverse entities. Some Reserve Banks noted that no central agency is 
responsible for certifying MWOBs. Some agencies and Reserve 
Banks also discussed a need for new procedures or information 
systems to identify and classify diverse ownership of businesses. 

Agencies and Reserve 
Banks Report Challenges 
to Increasing Contracting 
Opportunities and Have 
Offered Technical 
Assistance to Minority- and 
Women-Owned Businesses 
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• Availability: Some agencies and Reserve Banks noted that 
specialized services are often only available from a limited pool of 
suppliers that may not include MWOBs. 
 

• Centralized procurement: Reserve Banks may use the National 
Procurement Office (NPO), the centralized procurement office for the 
12 Reserve Banks, to contract for some goods and services.51

• No MWOB bids: In some cases, agencies and Reserve Banks found 
that potentially eligible MWOB applicants decided not to bid without 
explanation. 

 When 
a Reserve Bank procures through the NPO, access to MWOBs may 
be limited because the NPO procures for volume discounts with larger 
contractors. However, the Reserve Bank of Richmond, in its 2011 
OMWI report, described efforts to work with existing large contractors 
to increase subcontracting with smaller, diverse firms. 
 

Other challenges were described on a limited basis by one agency or 
Reserve Bank. For example, NCUA explained that MWOBs are not 
familiar with the agency. According to NCUA, to address this issue it 
increased its outreach budget and attendance to MWOB events and 
published an online guide on doing business with the agency. According 
to FDIC, in some cases MWOBs do not have relationships with large 
federal contractors for subcontracting opportunities. To address this 
problem, FDIC emphasizes to larger firms the importance of 
subcontracting with MWOBs and has negotiated increases in MWOB 
subcontracting participation with large contractors. FDIC participated in 
procurement events where small and large contractors could meet and 
match capabilities. The Reserve Bank of Chicago stated that MWOBs 
have a hard time standing out in highly competitive industries, such as 
staff augmentation services. Finally, according to the Reserve Bank of 
Richmond, MWOBs may have incorrect perceptions that Reserve Banks 
are subject to federal procurement rules that they cannot meet. 

To counter challenges MWOBs may face in accessing federal contracting 
opportunities, all agencies and Reserve Banks described providing 
various specific forms of technical assistance to MWOBs, which they 
described in discussions with us and in 2011 OMWI reports to Congress. 

                                                                                                                     
51The NPO, housed in the Reserve Bank of Richmond, conducts research and negotiates, 
manages, and administers contracts on behalf of the 12 Reserve Banks, but the 
purchases are made by the individual Reserve Bank that chooses to use the contract. 
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No agency or Reserve Bank stood out as coordinating technical 
assistance better than others, although some agencies pointed to 
longstanding efforts at FDIC to provide technical assistance to MWOBs 
as model practices. Section 342 of the Dodd-Frank Act requires federal 
financial agencies and Reserve Banks to develop standards for 
coordinating technical assistance to MWOBs. These activities included 
developing and distributing literature, such as manuals and brochures 
describing contracting procedures and resources to prospective 
contractors. Most agencies also established websites that function as 
informational portals on doing business with agencies and act as an 
agency entry point to prospective contractors. Agencies and Reserve 
Banks described outreach activities to MWOBs, including conducting 
expert panels, hosting meetings and workshops, and exhibiting at trade 
shows and procurement events. Some of these outreach activities have 
been coordinated with SBA. For example, FDIC has partnered with SBA 
to develop a technical assistance program for small businesses, including 
MWOBs, on money management. OCC worked with SBA to create a 
technical assistance workshop that they conducted in 2012 with women-
owned small businesses. Some agencies have included SBA 
representatives in supplier diversity events they sponsor. Even prior to 
the passage of the Dodd-Frank Act, the Federal Reserve Board had 
participated in SBA procurement fairs and used SBA information and 
events to market its procurement opportunities among diverse suppliers. 
Treasury has participated in SBA outreach events and created a mentor-
protégé program to assist small businesses with contracting 
opportunities.52

Agencies and Reserve Banks also provide one-on-one technical 
assistance, which is intended to meet the specific needs of a prospective 
MWOB contractor. According to Treasury, they coordinate with SBA to 
leverage SBA’s knowledge of one-on-one technical assistance practices 

 

                                                                                                                     
52A mentor-protégé program is an arrangement in which mentors—businesses, typically 
experienced prime contractors—provide technical, managerial, and other business 
development assistance to eligible small businesses, or protégés. Overall, mentor-protégé 
programs seek to enhance the ability of small businesses to compete more successfully 
for federal government contracts by furnishing them with assistance to improve their 
performance. See GAO, Mentor-Protégé Programs Have Policies that Aim to Benefit 
Participants but Do Not Require Postagreement Tracking, GAO-11-548R (Washington, 
D.C.: June 15, 2011) and Small Business Contracting: Opportunities to Improve the 
Effectiveness of Agency and SBA Advocates and Mentor-Protégé Programs, 
GAO-11-844T (Washington, D.C.: Sept. 15, 2011). 
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with MWOBs. FHFA and SEC have created dedicated e-mail addresses 
and telephone lines for MWOBs to reach their OMWIs, and SEC has 
established monthly vendor outreach days when MWOBs can speak one-
on-one with SEC’s supplier diversity officer and small-business specialist. 
Some Reserve Banks described conducting one-on-one meetings with 
prospective contractors in 2011, some of which were held during 
procurement events. Finally, FDIC offered its database of MWOBs to the 
OMWIs and some agencies described using or planning to use it to 
identify potential contractors for outreach regarding procurement 
opportunities. According to FDIC, it sends an updated version of the 
database to the agencies each quarter. 

 
Across financial services firms, federal financial agencies, and Reserve 
Banks, available data showed the representation of minorities and women 
varied, and there was little overall change in workforce diversity from 
2007 through 2011. Our findings suggest the overall diversity of the 
financial services industry has generally remained steady following the 
financial crisis. Since 2011, federal financial agencies and Reserve Banks 
have taken initial steps to respond to the Dodd-Frank Act’s requirements 
to promote workforce diversity, and OMWIs have begun reporting on both 
planned and existing diversity practices, in addition to reporting on 
workforce demographic statistics according to EEOC requirements. While 
many OMWIs have implemented or are planning efforts to measure and 
evaluate the progress of their diversity and inclusion activities, a leading 
diversity management practice, information on these efforts is not 
reported consistently across the OMWI annual reports. Although the act 
requires information on successes and challenges, it does not specifically 
require reporting on measurement; however, the act provides that the 
federal financial agencies and the Reserve Banks can include additional 
information determined appropriate by the OMWI director. Measurement 
of diversity practices is one of the nine leading diversity management 
practices we have previously identified. Reporting on these efforts as part 
of annual OMWI reporting would provide Congress, other OMWIs, and 
the financial services industry with potentially useful information on the 
ongoing implementation of diversity practices. Such information could be 
helpful industrywide, as management-level diversity at federal financial 
agencies, Reserve Banks, and the broader financial services industry 
continues to be largely unchanged. Without information on OMWI efforts 
to report outcomes and the progress of diversity and inclusion practices, 
Congress lacks information that would help hold agencies accountable for 
achieving desired outcomes or whether OMWI efforts are having any 
impact. 

Conclusion 
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To enhance the availability of information on the progress and impact of 
agency and Reserve Bank diversity practices, we are recommending to 
CFPB, FDIC, the Federal Reserve Board, FHFA, NCUA, OCC, SEC, 
Treasury, and the Reserve Banks that each OMWI report on efforts to 
measure the progress of its employment diversity and inclusion practices, 
including measurement outcomes as appropriate, to indicate areas for 
improvement as part of their annual reports to Congress. 

 
We provided drafts of this report to CFPB, the Federal Reserve Board, 
FDIC, FHFA, NCUA, OCC, SEC, Treasury, and each of the Federal 
Reserve Banks for review and comment. We received written comments 
from each of the agencies and a consolidated letter from all of the 
Reserve Banks. Their comment letters are reproduced in appendixes V 
through XIII.  The agencies and Reserve Banks generally agreed with our 
recommendation. CFPB, Federal Reserve Banks, FDIC, FHFA, NCUA, 
OCC, and SEC provided technical comments, which we incorporated as 
appropriate. We also provided a draft of the report to EEOC for comment.  
EEOC is not subject to the requirements of section 342 of the act but did 
provide technical comments, which we incorporated as appropriate.   

With respect to our recommendation that each OMWI report on efforts to 
measure the progress of its employment diversity and inclusion practices, 
including measurement outcomes as appropriate, to indicate areas for 
improvement as part of their annual reports to Congress, all the federal 
financial agencies and Reserve Banks indicated that they plan to 
implement the recommendation: 

• the OMWI Director of CFPB explained that its OMWI was the newest 
of such offices because the agency was created with the enactment of 
the Dodd-Frank Act and that it planned to include measurement 
information in future reports;  
 

• the OMWI Director of the Federal Reserve Board stated that the 
recommendation was consistent with its ongoing practices and that it 
would look for additional ways to report on diversity practices; 
 

• FDIC’s OMWI Director agreed with the recommendation and stated 
that it will include efforts to measure the progress of its diversity 
practices in its annual reports to Congress;  
 
 

Recommendations for 
Executive Action 

Agency Comments 
and Our Evaluation 



 
  
 
 
 

Page 60 GAO-13-238  Financial Services Industry 

• the Acting Associate Director of FHFA’s OMWI stated that it would 
include measurement information in its 2013 OMWI report to 
Congress; 
 

• the Executive Director of NCUA said the agency will work toward 
reporting on its efforts to measure the progress of workforce diversity 
and practices;  
 

• the Comptroller of the Currency stated that OCC had a well-
developed diversity and inclusion program through which the agency 
measures its progress and that OCC has included additional metrics 
in its 2013 OMWI report to Congress;   
 

• SEC’s OMWI Director noted that the agency plans to incorporate 
measurement information on its diversity and inclusion practices in its 
future OMWI reports to Congress;  
 

• Treasury’s OMWI Director agreed with our recommendation and 
stated that it was consistent with the agency’s efforts to use more than 
demographic representation to measure the progress of diversity and 
inclusion efforts; and    
 

• the Federal Reserve Banks’ OMWI directors noted that the banks 
currently include some measurement information in annual reports 
and said that they will consider additional ways to measure and report 
on Reserve Banks’ diversity practices. 

 
As agreed with your office, unless you publicly announce the contents of 
this report earlier, we plan no further distribution of this report until 30 
days from the report date. At that time, we will send copies of this report 
to the appropriate congressional committees; the Chairman, Board of 
Governors of the Federal Reserve; Director, Bureau of Consumer 
Financial Protection, commonly known as the Consumer Financial 
Protection Bureau; Chair, Equal Employment Opportunity Commission; 
Chairman, Federal Deposit Insurance Corporation; Acting Director, 
Federal Housing Finance Agency; Chairman, National Credit Union 
Association; Comptroller, Office of the Comptroller of the Currency; 
Chairman, Securities and Exchange Commission; Secretary, Department 
of the Treasury; and to the Directors of the Offices of Minority and 
Women’s Inclusion for the Federal Reserve Banks; and other interested 
parties. We will make copies available to others upon request. The report 
will also be available at no charge on our website at http://www.gao.gov.  
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If you or your staffs have any questions about this report, please contact 
me at (202) 512-8678 or garciadiazd@gao.gov. Contact points for our 
Offices of Congressional Relations and Public Affairs are listed on the last 
page of this report. GAO staff who made major contributions to this report 
are listed in appendix XIV.  

Sincerely yours, 

 
Daniel Garcia-Diaz 
Director, Financial Markets and Community Investment
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The objectives for this report were to examine (1) what available data 
show about how the diversity of the financial services industry workforce 
and how diversity practices taken by the industry have changed from 
2007 through 2011; (2) what available data show about how diversity in 
the workforces of the federal financial agencies and the Federal Reserve 
Banks (Reserve Banks) has changed from 2007 through 2011; (3) how 
these federal financial agencies and Reserve Banks are implementing 
workforce diversity practices under section 342 of the Dodd-Frank Act, 
including the extent to which their workforce diversity practices have 
changed since the financial crisis; and (4) the status of federal financial 
agencies’ and Reserve Banks’ implementation of the contracting 
provisions of the Dodd-Frank Act related to the inclusion of women and 
minorities. 

To describe how diversity in the financial services industry has changed 
since the beginning of the 2007-2009 financial crisis, we analyzed 2007-
2011 workforce data from the Equal Employment Opportunity 
Commission’s (EEOC) Employer Information Report (EEO-1). EEO-1 is 
data annually submitted to EEOC generally by private-sector firms with 
more than 100 employees.1 We obtained EEO-1 data on October 2012, 
from the finance and insurance industry categorized under the North 
American Industry Classification System (NAICS) code 52 for these 
industries from 2007 through 2011. EEO-1 data were specifically obtained 
from the EEOC’s “officials and managers” category by gender, 
race/ethnicity, firm size, and industry sectors.2

                                                                                                                     
1Federal contractors with 50 or more employees are also required to submit to EEOC 
annual reports showing the composition of their workforce; however, we did not include 
these firms in our analysis. Accordingly, our EEO-1 analysis presented in this report may 
not match the EEO-1 data presented on EEOC’s website. As required under the Civil 
Rights Act of 1964, EEOC collects periodic reports from public and private employers and 
unions and labor organizations that indicate the composition of their work forces by sex 
and by racial/ethnic category. Key among these reports is the EEO-1. 

 The EEO-1 “officials and 
managers” category was further divided into two management-level 
categories of first- and mid-level managers and senior-level managers 

2EEOC defines the job category of “officials and managers” as occupations requiring 
administrative and managerial personnel, who set broad policies, exercise overall 
responsibility for execution of these policies, and direct individual departments or special 
phases of a firm’s operation. 
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and then analyzed by gender, race/ethnicity, and firm size.3

To corroborate the results of the EEO-1 data, we used an additional 
source of workforce diversity data from the Current Population Survey 
(CPS), a monthly survey of households the Bureau of the Census 
administers on behalf of the Bureau of Labor Statistics. CPS data provide 
information on labor force characteristics and demographic data, among 
other topics. Similar to the EEO-1 “officials and managers” job category, 
we used the CPS “management occupations” category—unlike EEO-1, 
CPS does not split its management into two levels—for our discussion of 
management-level diversity within the financial services industry. 
However, the statistics from these two sources are not exactly 
comparable. We determined the CPS-estimated percentages of minorities 
in management positions within the financial services industry could not 
be precisely measured.

 To 
understand the potential internal candidate pools available for 
management positions in the financial industry, we obtained EEO-1 data 
under NAICS code 52 for all positions, including nonmanagement 
positions, by gender and race/ethnicity. To determine the reliability of the 
EEO-1 data that we received from EEOC, we interviewed knowledgeable 
EEOC officials and reviewed relevant documents provided by agency 
officials and obtained on its website. We also conducted electronic testing 
of the data. We determined that the EEO-1 data were sufficiently reliable 
for our purposes. 

4

                                                                                                                     
3In 2007, EEOC subdivided the “officials and managers’ category into two subcategories. 
The first one, “Executive/Senior Level Officials and Managers,” includes individuals who 
reside in the highest levels of organizations and plan, direct, and formulate policies, set 
strategy, and provide the overall direction of enterprises/organizations for the development 
and delivery of products or services, within the parameters approved by boards of 
directors or other governing bodies. The second category, “First/Mid-Level Officials and 
Managers,” includes individuals who receive directions from Executive/Senior Level 
management and oversee and direct the delivery of products, services, or functions at 
group, regional, or divisional levels of organizations.  

 See table 6 for the estimated percentages and 
standard errors. The standard errors for the minority percentages were 
greater than the standard errors for the white percentages, and they were 
relatively large compared to the estimated percentage for minorities. 
However, CPS minority percentages were included in this report for 
additional context. To determine the reliability of CPS data, which we 

4We used monthly averages over 3 months—July, August, and September—from the 
Basic Monthly CPS for each year and then calculated the estimated percentages, as 
EEOC’s EEO-1 reports are collected over this period of time every year. 
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obtained from a publicly accessible federal statistical database, we 
gathered and reviewed relevant documentation from the Bureau of the 
Census website, conducted electronic testing, and determined the 
standard errors of the CPS estimates. We determined that the CPS data 
were sufficiently reliable for our purposes. 

Table 6: Estimated Percentages and Standard Errors for Race/Ethnicity in 
Management Positions in the Financial Services Industry Using the Current 
Population Survey (CPS), 2007-2011 

Year Race/ethnicity Percentage Standard errors 
2007 White 85.9% 1.7% 
2007 Minority 14.1 4.5 
2008 White 85.9 1.7 
2008 Minority 14.1 4.5 
2009 White 83.1 1.9 
2009 Minority 16.9 4.5 
2010 White 86.0 1.8 
2010 Minority 14.0 4.7 
2011 White 84.9 1.8 
2011 Minority 15.1 4.6 

 Source: GAO analysis of CPS data. 
 

To gather information on a potential external pipeline of diverse 
candidates for management positions in the financial industry, we 
obtained demographic data on minority and female students enrolled in 
undergraduate, Master of Business Administration (MBA), and doctoral 
degree programs from 2007 through 2011 from the Association to 
Advance Collegiate Schools of Business (AACSB). We focused on MBA 
programs as a source of potential future managers and senior executives. 
Financial services firms compete for minorities in this pool with one 
another and with firms from other industries. We combined this 
information with undergraduate and doctoral degree programs to provide 
information on the overall diversity of the university system. AACSB 
conducts an annual voluntary survey called “Business School 
Questionnaire” of all its member schools. In 2011, AACSB updated its 
survey to include two additional race/ethnicity categories to include “two 
or more races” and “Native Hawaiian or Other Pacific Islander.” For 
consistency purposes, we combined these two additional categories 
along with the representation of Native Americans into an “other” 
category. To determine the reliability of the AACSB data, we interviewed 
a knowledgeable AACSB official and reviewed relevant documents 
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provided by the official and obtained on its website. We determined that 
the data from AACSB were sufficiently reliable for our purposes. 

To determine how diversity practices in the financial services industry 
have changed since the beginning of the financial crisis, we conducted a 
literature review of relevant studies that discussed diversity best practices 
within the financial services industry from 2007 through 2011. In addition, 
we interviewed 10 selected industry representatives to determine whether 
the nine leading diversity practices we previously identified are relevant 
today and how diversity practices changed since 2007. We also reviewed 
documents produced by these industry representatives. These 
representatives were selected based on their participation in our previous 
work, suggestions from federal agencies we interviewed for this report, as 
well as the type of industry representative—such as an industry 
association or private firm.5

To describe diversity in the workforces of the federal financial agencies 
and Reserve Banks, we analyzed data we received from agencies and 
banks. To review changes in the representation of minorities and women 
in the workforces of federal financial agencies, we obtained from the 
agencies annual Equal Employment Opportunity Program Status Reports 
from 2007 through 2011, required under U.S. EEOC Management 
Directive 715 and known as MD-715 reports.

 

6

                                                                                                                     
5In our 2006 report we selected industry representatives based on a variety of criteria 
including whether they had received public recognition of their diversity programs or on 
the type of sector (such as securities or commercial banking) they were involved in. 

 We obtained data from 
seven of the eight federal agencies required to meet the workforce 
diversity provisions in section 342 of the Dodd-Frank Wall Street Reform 
and Consumer Protection Act (Dodd-Frank Act). These included the 
Departmental Offices of the Department of the Treasury, the Federal 
Deposit Insurance Corporation, the Federal Housing Finance Agency 
(FHFA), the Board of Governors of the Federal Reserve System, the 
National Credit Union Administration, the Office of the Comptroller of the 
Currency, and the Securities and Exchange Commission. The Bureau of 

GAO-06-617. 
6EEOC collects a variety of data on workforce diversity from federal agencies, including 
information pursuant to a management directive it issued in 2003 that included policy 
guidelines and standards for establishing and maintaining affirmative employment 
programs. This directive does not apply to the Federal Reserve Banks, as they are not 
federal agencies. EEOC MD-715 (2003). 
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Consumer Financial Protection, commonly known as the Consumer 
Financial Protection Bureau (CFPB), was created in July 2010 and 
assumed responsibility for certain consumer financial protection functions 
in 2011; workforce diversity data for the agency to show trends from 2007 
through 2011 were unavailable.7 Additionally, our trend analysis excluded 
FHFA, as the agency was created in 2008 and did not report on diversity 
employment statistics for 2007, 2008, or 2009. Further, our senior 
management-level trend analysis excluded SEC, as the agency revised 
how it reported officials and managers during the 5-year period. To review 
changes in the representation of minorities and women in the workforces 
of Reserve Banks, we obtained from banks their annual EEO-1 reports 
from 2007 through 2011.8 For agencies and Reserve Banks, we reviewed 
workplace employment data by occupational categories, distributed by 
race/ethnicity and gender.9

                                                                                                                     
7On July 21, 2010, the Consumer Financial Protection Act established CFPB as an 
independent bureau within the Federal Reserve System to be headed by a director. 
Effective July 21, 2011, CFPB assumed responsibility for certain consumer financial 
protection functions formerly the responsibilities of the Board of Governors of the Federal 
Reserve System, the Comptroller of the Currency, the Director of the Office of Thrift 
Supervision, FDIC, the Federal Trade Commission, NCUA, and the Secretary of the 
Department of Housing and Urban Development. 

 In our analyses, we considered all categories 
other than white as race/ethnic minorities and analyzed trends in diversity 

8We obtained annual EEO-1 reports from all 12 Reserve Banks, which are located in 
Atlanta, Boston, Chicago, Cleveland, Dallas, Kansas City, Minneapolis, New York, 
Philadelphia, Richmond, San Francisco, and St. Louis. 
9These data are organized in table A3 of each MD-715 report and as part of the 
consolidated employer information reports for Reserve Bank EEO-1 data. For both data 
sets, race and ethnicity categories included Hispanic or Latino, White, Black or African 
American, Asian American, Native Hawaiian or Other Pacific Islander, American Indian or 
Alaskan Native, and Two or More Races. Our analysis included as an Other category: 
Native Hawaiian or Other Pacific Islander, American Indian or Alaskan Native, and Two or 
More Races.  
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at both the senior management-level and agency- and bankwide.10

To assess the reliability of MD-715 and EEO-1 data we received from 
agencies and Reserve Banks, we interviewed EEOC officials on both 
types of data as well as agency officials on MD-715 data and Reserve 
Bank officials on EEO-1 data about how the data are collected and 
verified as well as to identify potential data limitations. We found that 
while agencies and banks rely on employees to provide their race and 
ethnicity information, agencies and banks had measures in place to verify 
and correct missing or erroneous data prior to reporting them and officials 
with whom we spoke generally agreed these data were generally 
accurate. Based on our analysis, we concluded that the MD-715 and 
EEO-1 data were sufficiently reliable for our purposes. 

 We 
analyzed senior management-level and overall diversity trends across all 
agencies and all Reserve Banks, as well as diversity trends for each 
agency when trend information was available. 

To assess how federal financial agencies and Reserve Banks are 
implementing workforce diversity practices under section 342 of the 
Dodd-Frank Act, we reviewed agency and bank documentation of efforts 
to respond to the act’s requirements. Sources included annual Office of 
Minority and Women Inclusion (OMWI) reports to Congress by agencies 
and banks, annual agency MD-715 reports, and other documentation 
provided to us by agency and bank OMWI officials. Additionally, we 
gathered testimonial information from agency and Reserve Bank OMWI 
officials on changes in the inclusion of women and minorities in their 
workforces and any changes in the practices used to further workforce 
diversity goals. Through our review of agency and Reserve Bank 
documentation and interviews with OMWI officials, we assessed agency 

                                                                                                                     
10We defined senior management-level as employees reported in the most senior job 
category by federal financial agencies and Reserve Banks. For agency MD-715 data, we 
considered senior management-level as officials and managers reported as 
“Executive/Senior Level,” in each agency’s A3 data tables. For Reserve Bank EEO-1 data, 
we considered senior management-level as “Executive/Senior Officials and Managers,” 
reported by each Reserve Bank. Our analysis of agencywide data included all job 
categories reported by each agency: Executive/Senior Level, Mid-level, First-level, and 
Other Officials and Managers, Professionals, Technicians, Sales Workers, Administrative 
Support Workers, Craft Workers, Operatives, Laborers and Helpers, and Service Workers. 
Our analysis of bankwide data included all job categories reported by each Reserve Bank: 
Executive/Senior Officials and Managers, First/Mid Officials and Managers, Professionals, 
Technicians, Sales Workers, Administrative Support Workers, Craft Workers, Operatives, 
Laborers and Helpers, and Service Workers. 
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and Reserve Bank efforts to measure and report on the progress of their 
diversity practices, as measurement was one of the nine leading diversity 
practices we previously identified. 

To determine the extent to which agencies and Reserve Banks are 
implementing the requirements of the Dodd-Frank Act regarding the 
inclusion of women and minorities in contracting, we reviewed 2011 
OMWI reports submitted to Congress and interviewed officials on their 
efforts in this area. We also reviewed OMWI reports to determine the 
dollar amount and percentage of total contracts federal financial agencies 
reported awarding to minority- and women-owned businesses (MWOB), 
and the dollar amount and percentage of total contracts Reserve Banks 
reporting paying MWOBs in 2011. We verified these figures and our 
presentation of the information with each agency and Reserve Bank, and 
we determined that these data were sufficiently reliable for our purposes. 
We interviewed agency officials on their efforts to coordinate with the 
Small Business Administration and other federal agencies to provide 
technical assistance to minority- and women-owned businesses. We 
collected and reviewed agency documentation of procedures developed 
to address the act’s requirements, such as policy manuals, process 
workflows, and technical assistance materials. We also collected and 
reviewed examples of fair inclusion provisions used in agency and 
Reserve Bank contracts as required in section 342 of the Dodd-Frank Act. 

We conducted this performance audit from January 2012 to March 2013 
in accordance with generally accepted government auditing standards. 
Those standards require that we plan and perform the audit to obtain 
sufficient, appropriate evidence to provide a reasonable basis for our 
findings and conclusions based on our audit objectives. We believe that 
the evidence obtained provides a reasonable basis for our findings and 
conclusions based on our audit objectives. 
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This appendix provides additional detailed analysis of EEOC data on the 
financial services industry by workforce position and industry sector from 
2007 through 2011. 

 
The representation of minorities by gender was below 45 percent across 
all the positions throughout the same 5-year period (see fig. 16). For 
example, in sales positions, the representation of minorities was higher 
among women (about 31 percent) than among men (about 17 percent). 
Similarly, at the professional level, the representation of minority women 
was about 27 percent, compared to about 23 percent for minority men. 

Appendix II: Additional Analysis of the 
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Figure 16: Percentage of Minority Women and Minority Men in Various Industry Workforce Positions in the Financial Services 
Industry, 2007-2011 

 
 
Note: The category “other” includes craft workers, operatives, laborers, and service workers. 
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Diversity remained about the same across all industry sectors in terms of 
both the representation of women and minorities.1

                                                                                                                     
1These industry sectors under the financial services industry are split according to the 
NAICS.  

 From 2007 through 
2011, the representation of women decreased slightly in most industry 
sectors and remained below 50 percent in all sectors (see fig. 17). The 
“insurance carriers and related activities” sector was the only sector that 
showed an increase in the representation of women, from 47.7 percent to 
48.2 percent. In contrast, the representation of minorities increased 
across all sectors. Specifically, from 2007 through 2011 the 
representation of minorities in the “monetary authorities-central bank” 
sector increased from 17 percent to 19.8 percent, and the “funds, trusts, 
and other financial vehicle” sector increased from 16 percent to 18.5 
percent. 

Analysis by Industry 
Sectors 
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Figure 17: Percentage of Whites/Minorities and Men/Women in Various Sectors of the Financial Services Industry, 2007-2011 

 
 
Note: Industry sector numbers are defined as follows: Sector 521, Monetary Authorities-Central Bank; 
Sector 522, Credit Intermediation and Related Activities; Sector 523, Securities, Commodity 
Contracts, and Other Financial Investments and Related Activities; Sector 524, Insurance Carriers 
and Related Activities; Sector 525, Funds, Trusts, and Other Financial Vehicles. 
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This appendix provides information accompanying our review of changes 
in overall workforce diversity at federal financial agencies and the 12 
Reserve Banks from 2007 through 2011.1

According to MD-715 data, the representation of minorities in the overall 
workforce of the agencies, in aggregate, changed little from 2007 through 
2011. Percentage point changes in the representation of minorities at 
FDIC, the Federal Reserve Board, NCUA, OCC, SEC, and Treasury 
varied from a 5 percentage point decrease at Treasury to a 3 percentage 
point increase at NCUA. In 2011, the representation of minorities in the 
overall workforce of the agencies and FHFA ranged from 25 percent at 
NCUA to 44 percent at the Federal Reserve Board. 

 Tables 11 through 14 in 
appendix IV provide data supporting the figures in this appendix. 

                                                                                                                     
1The agencies included FDIC, the Federal Reserve Board, NCUA, OCC, SEC, and 
Treasury. FHFA was established in 2008 and started reporting workforce data for 2010, 
and is excluded from our trend analysis. Additionally, CFPB was established in July 2011 
and trend data were not available. 
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Figure 18: Percentage of Minorities among All Employees at Seven Federal Financial Agencies, 2007-2011 

 
 
Note: Figures are rounded to the nearest percent. 
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a

 

Our trend analysis for “all agencies” excludes CFPB and FHFA. CFPB assumed responsibility for 
certain consumer financial protection functions in July 2011 and has not yet reported workforce 
information to EEOC. FHFA was established in 2008 and started reporting workforce data for 2010.  

Similarly, we found that the representation of women in the overall 
workforce of the agencies did not change significantly from 2007 through 
2011. Percentage point changes in the representation of women at the 
agencies from 2007 through 2011 varied from a 2 percentage point 
decrease at FDIC, the Federal Reserve Board, and Treasury to no 
percentage point change at NCUA and SEC. In 2011, the representation 
of minorities in the overall workforce of the agencies and FHFA ranged 
from 42 percent at FDIC to 48 percent at SEC and Treasury. 



 
Appendix III: Additional Analysis of Overall 
Workforce Diversity at Agencies and Reserve 
Banks 
 
 
 

Page 76 GAO-13-238  Financial Services Industry 

Figure 19: Percentage of Women among All Employees at Seven Federal Financial Agencies, 2007-2011 

 
 
Note: Figures are rounded to the nearest percent. 
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For our analysis, we reviewed the numbers of employees the agencies reported according to 
race/ethnicity and gender in table A3 of their MD-715 reports from 2007 through 2011. These data 
are based on information self-reported by employees to each agency and there were some 
differences in reporting across the agencies. In some years, some agencies reported all employees—
permanent and temporary—in their A3 tables while others reported permanent employees only.  
 
a

 

Our trend analysis for “all agencies” excludes CFPB and FHFA. CFPB assumed responsibility for 
certain consumer financial protection functions in July 2011 and has not yet reported workforce 
information to EEOC. FHFA was established in 2008 and started reporting workforce data for 2010.  

According to EEO-1 data provided by the Reserve Banks, the 
representation of minorities in the overall workforce of the Reserve Banks 
decreased somewhat from 2007 through 2011. The banks showed 
changes in the representation of minorities from 2007 through 2011, from 
an 8 percentage point decrease at the Reserve Bank of Philadelphia, to a 
2 percentage point increase at the Reserve Banks of Minneapolis and 
New York. The Reserve Bank of Boston showed no percentage point 
change from 2007 through 2011. In 2011, the representation of minorities 
in the overall workforce of the Reserve Banks ranged from 16 percent at 
the Reserve Bank of Kansas City to 53 percent at the Reserve Bank of 
San Francisco. 
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Figure 20: Percentage of Minorities among All Employees at the 12 Reserve Banks, 2007-2011 

 
 
Note: Figures are rounded to the nearest percent. 
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In addition, we found that from 2007 through 2011, the representation of 
women in the overall workforce of the Reserve Banks also declined 
slightly according to EEO-1 data provided by the Reserve Banks. The 
Reserve Banks showed decreases in the representation of women in the 
overall workforce from 1 percentage point at the Reserve Bank of New 
York to 7 percentage points at the Reserve Bank of Cleveland. The 
representation of women in the overall workforce in 2011 ranged from 40 
percent at the Reserve Banks of Philadelphia and Richmond to 53 
percent at the Reserve Bank of Minneapolis. 
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Figure 21: Percentage of Women among All Employees at the 12 Reserve Banks, 2007-2011 

 
 
Note: Figures are rounded to the nearest percent. 
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We reviewed agency and Reserve Bank reports and found that since the 
financial crisis, senior management-level minority and gender diversity at 
the agencies and Reserve Banks has varied across individual entities. 
We also found the representation of minorities and women in the overall 
workforce of the agencies changed little from 2007 through 2011, while 
the representation of minorities and women in the overall workforce of the 
Reserve Banks declined slightly. The following tables provide data 
supporting the senior management-level and total workforce figures in 
this report. 
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Table 7: Percentage of Minorities among Senior Management-Level Employees at Seven Federal Financial Agencies, 2007-2011 

   Senior management-level federal financial agency employees (number and percent) 
Race/ethnicity Year  FDIC  Federal Reserve  FHFA  a NCUA  OCC  SEC  b Treasury 
All 2011  301 100%  343 100%  51 100%  134 100%  251 100%  125 100%  312 100% 
 2010  284 100  307 100  29 100  109 100  204 100  - -  279 100 
 2009  258 100  301 100  - -  101 100  201 100  - -  276 100 
 2008  234 100  289 100  - -  123 100  252 100  - -  219 100 
 2007  203 100  253 100  - -  118 100  229 100  - -  175 100 
White 2011  250 83  277 81  39 76  118 88  207 82  111 89  259 83 
 2010  237 83  246 80  21 72  95 87  164 80  - -  238 85 
 2009  218 84  247 82  - -  90 89  164 82  - -  236 86 
 2008  199 85  237 82  - -  108 88  207 82  - -  188 86 
 2007  171 84  207 82  - -  104 88  190 83  - -  150 86 
Total minority 2011  51 17  66 19  12 24  16 12  44 18  14 11  53 17 
 2010  47 17  61 20  8 28  14 13  40 20  - -  41 15 
 2009  40 16  54 18  - -  11 11  37 18  - -  40 14 
 2008  35 15  52 18  - -  15 12  45 18  - -  31 14 
 2007  32 16  46 18  - -  14 12  39 17  - -  25 14 
Black or African 
American 

2011  31 10  35 10  8 16  5 4  23 9  3  2 29 9 
2010  27 10  33 11  7 24  5 5  23 11  - -  21 8 

 2009  24 9  31 10  - -  4 4  23 11  - -  22 8 
 2008  24 10  29 10  - -  7 6  29 12  - -  19 9 
 2007  23 11  27 11  - -  7 6  29 13  - -  17 10 
Hispanic 2011  9 3  7 2  4 8  6 4  12 5  6 5  12 4 
 2010  9 3  7 2  1 3  5 5  10 5  - -  11 4 
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   Senior management-level federal financial agency employees (number and percent) 
Race/ethnicity Year  FDIC  Federal Reserve  FHFA  a NCUA  OCC  SEC  b Treasury 
 2009  7 3  5 2  - -  5 5  6 3  - -  12 4 
 2008  5 2  4 1  - -  5 4  9 4  - -  8 4 
 2007  4 2  3 1  - -  4 3  6 3  - -  5 3 
Asian 2011  9 3  20 6  0 0  3 2  9 4  3 2  10 3 
 2010  9 3  17 6  0 0  2 2  6 3  - -  8 3 
 2009  7 3  13 4  - -  1 1  7 3  - -  6 2 
 2008  5 2  14 5  - -  2 2  5 2  - -  4 2 
 2007  1 0  11 4  - -  2 2  2 1  - -  3 2 
Other 2011  2 1  4 1  0 0  2 1  0 0  2 2  2 1 
 2010  2 1  4 1  0 0  2 2  1 0  - -  1 0 
 2009  2 1  5 2  - -  1 1  1 0  - -  0 0 
 2008  1 0  5 2  - -  1 1  2 1  - -  0 0 
 2007  4 2  5 2  - -  1 1  2 1  - -  0 0 

Source: GAO analysis of agency reports. 
 

Notes: Percentages are rounded to the nearest percent. 
 
For our analysis, we reviewed the numbers of employees the agencies reported according to race/ethnicity and gender in table A3 of their MD-
715 reports from 2007 through 2011. These data are based on information self-reported by employees to each agency and there were some 
differences in reporting across the agencies. In some years, some agencies reported all employees—permanent and temporary—in their A3 
tables while others reported permanent employees only. We considered employees reported by agencies in the category “Executive/Senior 
Level” as senior management-level employees. Though the MD-715 report guidelines instruct agencies to identify employees Grades 15 and 
above who have supervisory responsibility in this category, agencies have discretion to include employees who have significant policymaking 
responsibilities but do not supervise employees. As a result, the composition of the “Executive/Senior Level” category may vary among the 
different agencies and does not necessarily involve the same set of managers at each agency. 
 
a

 
FHFA was established in 2008 and started reporting workforce data for 2010.  

bSEC revised how it reported officials and managers between 2007 and 2011. While our analysis includes 2011 management-level data for 
SEC, we excluded previous years from our trend analysis. 
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Table 8: Percentage of Minorities among Senior Management-Level Employees at the 12 Reserve Banks, 2007-2011 

 

 
Senior management-level Reserve Bank employees (number and percent) 

Race/ 
ethnicity Year Atlanta Boston Chicago Cleveland Dallas 

Kansas 
City Minneapolis 

New  
York Philadelphia Richmond 

San 
Francisco St. Louis 

All 2011 13 100% 13 100% 9 100% 13 100% 9 100% 12 100% 9 100% 59 100% 11 100% 22 100% 13 100% 11 100% 

 2010 86 100 11 100 9 100 12 100 10 100 14 100 8 100 74 100 10 100 23 100 23 100 9 100 

 2009 82 100 12 100 11 100 12 100 10 100 12 100 8 100 71 100 13 100 20 100 26 100 37 100 

 2008 80 100 12 100 11 100 13 100 10 100 11 100 9 100 65 100 12 100 19 100 26 100 34 100 

 2007 75 100 12 100 11 100 12 100 10 100 12 100 7 100 55 100 11 100 19 100 26 100 30 100 

White 2011 10 77 11 85 8 89 13 100 8 89 11 92 5 56 52 88 10 91 19 86 10 77 10 91 

 2010 72 84 11 100 8 89 12 100 9 90 13 93 5 63 66 89 9 90 20 87 20 87 9 100 

 2009 68 83 12 100 10 91 12 100 9 90 12 100 7 88 62 87 11 85 19 95 23 88 33 89 

 2008 66 83 12 100 10 91 13 100 9 90 11 100 8 89 55 85 10 83 17 89 23 88 31 91 

 2007 62 83 12 100 10 91 12 100 9 90 12 100 6 86 46 84 10 91 18 95 24 92 29 97 

Total 
minority 

2011 3 23 2 15 1 11 0 0 1 11 1 8 4 44 7 12 1 9 3 14 3 23 1 9 

2010 14 16 0 0 1 11 0 0 1 10 1 7 3 38 8 11 1 10 3 13 3 13 0 0 

 2009 14 17 0 0 1 9 0 0 1 10 0 0 1 13 9 13 2 15 1 5 3 12 4 11 

 2008 14 18 0 0 1 9 0 0 1 10 0 0 1 11 10 15 2 17 2 11 3 12 3 9 

 2007 13 17 0 0 1 9 0 0 1 10 0 0 1 14 9 16 1 9 1 5 2 8 1 3 

Black or 
African 
American 

2011 2 15 2 15 1 11 0 0 1 11 0 0 2 22 4 7 0 0 1 5 1 8 1 9 

2010 11 13 0 0 1 11 0 0 1 10 0 0 1 13 3 4 1 10 1 4 2 9 0 0 

2009 11 13 0 0 1 9 0 0 1 10 0 0 1 13 4 6 1 8 0 0 2 8 2 5 

 2008 10 13 0 0 1 9 0 0 1 10 0 0 1 11 4 6 1 8 1 5 2 8 2 6 

 2007 9 12 0 0 1 9 0 0 1 10 0 0 1 14 4 7 1 9 1 5 2 8 1 3 

Hispanic 2011 0 0 0 0 0 0 0 0 0 0 1 8 0 0 1 2 0 0 2 9 1 8 0 0 
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Senior management-level Reserve Bank employees (number and percent) 

Race/ 
ethnicity Year Atlanta Boston Chicago Cleveland Dallas 

Kansas 
City Minneapolis 

New  
York Philadelphia Richmond 

San 
Francisco St. Louis 

 2010 3 3 0 0 0 0 0 0 0 0 1 7 0 0 2 3 0 0 2 9 0 0 0 0 

 2009 3 4 0 0 0 0 0 0 0 0 0 0 0 0 2 3 0 0 1 5 0 0 1 3 

 2008 4 5 0 0 0 0 0 0 0 0 0 0 0 0 3 5 0 0 1 5 0 0 1 3 

 2007 4 5 0 0 0 0 0 0 0 0 0 0 0 0 3 5 0 0 0 0 0 0 0 0 

Asian 2011 0 0 0 0 0 0 0 0 0 0 0 0 1 11 2 3 1 9 0 0 1 8 0 0 

 2010 0 0 0 0 0 0 0 0 0 0 0 0 1 13 3 4 0 0 0 0 1 4 0 0 

 2009 0 0 0 0 0 0 0 0 0 0 0 0 0 0 3 4 1 8 0 0 1 4 1 3 

 2008 0 0 0 0 0 0 0 0 0 0 0 0 0 0 3 5 1 8 0 0 1 4 0 0 

 2007 0 0 0 0 0 0 0 0 0 0 0 0 0 0 2 4 0 0 0 0 0 0 0 0 

Other 2011 1 8 0 0 0 0 0 0 0 0 0 0 1 11 0 0 0 0 0 0 0 0 0 0 

 2010 0 0 0 0 0 0 0 0 0 0 0 0 1 13 0 0 0 0 0 0 0 0 0 0 

 2009 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 

 2008 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 

 2007 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 

Source: GAO analysis of EEO-1 reports provided by Reserve Banks. 
 

Notes: Percentages are rounded to the nearest percent. 
 
For our analysis of the representation of minorities and women at the senior management level for Reserve Banks, we reviewed the numbers of 
employees the banks reported as “Executive/Senior Level Officials and Managers” from 2007 through 2011. While EEOC provides instructions 
on reporting job categories based on the skill levels, knowledge, and responsibilities involved in occupations identified within each job category, 
employers have discretion to decide which positions they report as Executive/Senior Level Officials and Managers versus those at lower levels 
of management. Therefore, comparisons of a given management level between the Reserve Banks do not necessarily involve the same set of 
managers at each bank. For example, the Reserve Bank of Atlanta revised how it reported officials and managers for 2011. From 2007 through 
2010, the bank reported all officers as Executive/Senior Level Officials and Managers, and for 2011, the bank reported as Executive/Senior 
Level Officials and Managers those employees that have strategic roles and/or report to the Reserve Bank’s President. According to Reserve 
Bank officials, recent efforts have been made to align reporting of officials and managers across the Federal Reserve System.
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Table 9: Percentage of Women among Senior Management-Level Employees at Seven Federal Financial Agencies, 2007-2011 

   Senior management-level federal financial agency employees (number and percent) 

Gender Year  FDIC  
Federal 
Reserve  FHFA  a NCUA  OCC  SEC  b Treasury 

All 2011  301 100%  343 100%  51 100%  134 100%  251 100%  125 100%  312 100% 
 2010  284 100  307 100  29 100  109 100  204 100  - -  279 100 
 2009  257 100  301 100  - -  101 100  201 100  - -  176 100 
 2008  234 100  289 100  - -  123 100  252 100  - -  219 100 
 2007  203 100  253 100  - -  118 100  229 100  - -  175 100 
Men 2011  209 69  201 59  27 53  87 65  171 68  85 68  192 62 
 2010  197 69  185 60  14 48  77 71  137 67  - -  178 64 
 2009  187 72  184 61  - -  72 71  130 65  - -  176 64 
 2008  165 71  180 62  - -  84 68  161 64  - -  143 65 
 2007  147 72  155 61  - -  82 69  145 63  - -  115 66 
Women 2011  92 31  142 41  24 47  47 35  80 32  40 32  120 38 
 2010  87 31  122 40  15 52  32 29  67 33  - -  101 36 
 2009  71 28  117 39  - -  29 29  71 35  - -  100 36 
 2008  69 29  109 38  - -  39 32  91 36  - -  76 35 
 2007  56 28  98 39  - -  36 31  84 37  - -  60 34 

Source: GAO analysis of agency reports. 
 
Notes: Percentages are rounded to the nearest percent. 
 
For our analysis, we reviewed the numbers of employees the agencies reported according to 
race/ethnicity and gender in table A3 of their MD-715 reports from 2007 through 2011. These data 
are based on information self-reported by employees to each agency and there were some 
differences in reporting across the agencies. In some years, some agencies reported all employees—
permanent and temporary—in their A3 tables while others reported permanent employees only. We 
considered employees reported by agencies in the category “Executive/Senior Level” as senior 
management-level employees. Though the MD-715 report guidelines instruct agencies to identify 
employees Grades 15 and above who have supervisory responsibility in this category, agencies have 
discretion to include employees who have significant policymaking responsibilities but do not 
supervise employees. As a result, the composition of the “Executive/Senior Level” category may vary 
among the different agencies and does not necessarily involve the same set of managers at each 
agency. 
 
a

 
FHFA was established in 2008 and started reporting workforce data for 2010.  

bSEC revised how it reported officials and managers between 2007 and 2011. While our analysis 
includes 2011 management-level data for SEC, we excluded previous years from our trend analysis. 
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Table 10: Percentage of Women among Senior Management-Level Employees at the 12 Reserve Banks, 2007-2011 

  

Senior management-level federal financial agency employees (number and percent) 
Race/ 
ethnicity Year Atlanta Boston Chicago Cleveland Dallas 

Kansas  
City Minneapolis New York Philadelphia Richmond 

San 
Francisco St. Louis 

All 2011 13 100% 13 100% 9 100% 13 100% 9 100% 12 100% 9 100% 59 100% 11 100% 22 100% 13 100% 11 100% 

 2010 86 100 11 100 9 100 12 100 10 100 14 100 8 100 74 100 10 100 23 100 23 100 9 100 

 2009 82 100 12 100 11 100 12 100 10 100 12 100 8 100 71 100 13 100 20 100 26 100 37 100 

 2008 80 100 12 100 11 100 13 100 10 100 11 100 9 100 65 100 12 100 19 100 26 100 34 100 

 2007 75 100 12 100 11 100 12 100 10 100 12 100 7 100 55 100 11 100 19 100 26 100 30 100 

Men 2011 7 54 11 85 5 56 9 69 6 67 5 42 6 67 34 58 6 55 15 68 9 69 7 64 

 2010 53 62 9 82 5 56 9 75 7 70 9 64 6 75 48 65 5 50 16 70 16 70 6 67 

 2009 49 60 9 75 6 55 8 67 7 70 8 67 6 75 46 65 9 69 13 65 17 65 26 70 

 2008 49 61 9 75 6 55 9 69 7 70 8 73 7 78 43 66 8 67 14 74 17 65 22 65 

 2007 48 64 9 75 6 55 8 67 7 70 8 67 6 86 39 71 7 64 15 79 17 65 20 67 

Women 2011 6 46 2 15 4 44 4 31 3 33 7 58 3 33 25 42 5 45 7 32 4 31 4 36 

 2010 33 38 2 18 4 44 3 25 3 30 5 36 2 25 26 35 5 50 7 30 7 30 3 33 

 2009 33 40 3 25 5 45 4 33 3 30 4 33 2 25 25 35 4 31 7 35 9 35 11 30 

 2008 31 39 3 25 5 45 4 31 3 30 3 27 2 22 22 34 4 33 5 26 9 35 12 35 

 2007 27 36 3 25 5 45 4 33 3 30 4 33 1 14 16 29 4 36 4 21 9 35 10 33 

Source: GAO analysis of EEO-1 reports provided by Reserve Banks. 
 
Notes: Percentages are rounded to the nearest percent. 
 
For our analysis of the representation of minorities and women at the senior management level for Reserve Banks, we reviewed the 
numbers of employees the banks reported as “Executive/Senior Level Officials and Managers” from 2007 through 2011. While EEOC 
provides instructions on reporting job categories based on the skill levels, knowledge, and responsibilities involved in occupations identified 
within each job category, employers have discretion to decide which positions they report as Executive/Senior Level Officials and Managers 
versus those at lower levels of management. Therefore, comparisons of a given management level between the Reserve Banks do not 
necessarily involve the same set of managers at each bank. For example, the Reserve Bank of Atlanta revised how it reported officials and 
managers for 2011. From 2007 through 2010, the bank reported all officers as Executive/Senior Level Officials and Managers, and for 2011, 
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the bank reported as Executive/Senior Level Officials and Managers those employees that have strategic roles and/or report to the Reserve 
Bank’s President. According to Reserve Bank officials, recent efforts have been made to align reporting of officials and managers across the 
Federal Reserve System.
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Table 11: Percentage of Minorities among All Employees at Seven Federal Financial Agencies, 2007-2011 

  
 Federal financial agency employees (number and percent) 

Race/ethnicity Year  FDIC  Federal Reserve  FHFA  a NCUA  OCC  SEC  Treasury 
All 2011  8,398 100%  2,274 100%  494 100%  1,159 100%  3,560 100%  3,812 100%  1,586 100% 
 2010  8,316 100  2,137 100  406 100  1,095 100  3,054 100  3,897 100  1,599 100 
 2009  6,530 100  2,143 100  - -  1,024 100  3,117 100  3,720 100  1,529 100 
 2008  5,028 100  2,028 100  - -  934 100  3,039 100  3,653 100  1,295 100 
 2007  4,428 100  1,945 100  - -  929 100  3,000 100  3,154 100  1,223 100 
White 2011  6,152 73  1,276 56  335 38  871 75  2,503 70  2,616 69  1,087 69 
 2010  6,107 73  1,196 56  270 67  833 76  2,145 70  2,664 68  1,080 68 
 2009  4,800 74  1,187 55  - -  769 75  2,185 70  2,516 68  1,041 68 
 2008  3,655 73  1,115 55  - -  722 78  2,161 72  2,204 70  772 63 
 2007  3,261 74  1,066 55  - -  722 78  2,161 72  2,204 7  772 63 
Total minority 2011  2,246 27  998 44  159 32  288 25  1,057 30  1,196 31  499 31 
 2010  2,209 27  941 44  136 33  262 24  909 30  1,233 32  519 32 
 2009  1,730 26  956 45  - -  255 25  932 30  1,204 32  488 32 
 2008  1,373 27  913 45  - -  216 23  887 29  1,168 32  464 36 
 2007  1,167 26  879 45  - -  207 22  839 28  950 30  451 37 
Black or 
African 
American 

2011  1,385 16  591 26  95 19  157 14  577 16  632 17  356 22 
2010  1,353 16  582 27  90 22  141 13  508 17  682 18  372 23 

 2009  1,109 17  612 29  - -  153 15  534 17  679 18  362 24 
 2008  944 19  604 30  - -  133 14  517 17  668 18  352 27 
 2007  799 18  589 30  - -  126 14  501 17  523 17  344 28 
Hispanic 2011  359 4  94 4  17 3  48 4  201 6  182 5  46 3 
 2010  364 4  81 4  12 3  47 4  181 6  133 3  49 3 
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 Federal financial agency employees (number and percent) 

Race/ethnicity Year  FDIC  Federal Reserve  FHFA  a NCUA  OCC  SEC  Treasury 
 2009  261 4  75 3  - -  43 4  181 6  144 4  54 4 
 2008  198 4  70 3  - -  35 4  168 6  137 4  47 4 
 2007  181 4  68 3  - -  34 4  157 5  129 4  50 4 
Asian 2011  374 4  271 12  46 9  56 5  212 6  354 9  80 5 
 2010  372 4  238 11  33 8  52 5  169 6  352 9  79 5 
 2009  283 4  231 11  - -  37 4  163 5  319 9  60 4 
 2008  199 4  204 10  - -  36 4  158 5  312 9  53 4 
 2007  25 1  187 10  - -  33 4  145 5  266 8  49 4 
Other 2011  128 2  42 2  1 0  27 2  67 2  28 1  17 1 
 2010  120 1  40 2  1 0  22 2  51 2  66 2  19 1 
 2009  77 1  38 2  - -  22 2  54 2  62 2  12 1 
 2008  32 1  35 2  - -  12 1  44 1  51 1  12 1 
 2007  162 4  35 2  - -  14 2  36 1  32 1  8 1 

Source: GAO analysis of agency reports. 

Notes: Percentages are rounded to the nearest percent. 
 
For our analysis, we reviewed the numbers of employees the agencies reported according to race/ethnicity and gender in table A3 of their 
MD-715 reports from 2007 through 2011. These data are based on information self-reported by employees to each agency and there were 
some differences in reporting across the agencies. In some years, some agencies reported all employees—permanent and temporary—in 
their A3 tables while others reported permanent employees only.  
 
a

 
FHFA was established in 2008 and started reporting workforce data for 2010. 
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Table 12: Percentage of Minorities among All Employees at the 12 Reserve Banks, 2007-2011 

  Reserve Bank employees (number and percent) 
Race/ 
ethnicity Year Atlanta Boston Chicago Cleveland Dallas 

Kansas 
 City Minneapolis 

New  
York Philadelphia Richmond 

San 
Francisco St. Louis 

All 2011 1,594 100% 875 100% 1,431 100% 1,094 100% 1,098 100% 1,225 100% 1,011 100% 2,955 100% 839 100% 2,444 100% 1,495 100% 955 100% 

 2010 1,623 100 858 100 1,353 100 1,276 100 1,110 100 1,292 100 1,004 100 2,999 100 840 100 2,356 100 1,514 100 944 100 

 2009 1,728 100 868 100 1,379 100 1,340 100 1,168 100 1,220 100 1,051 100 2,940 100 914 100 2,421 100 1,632 100 932 100 

 2008 1,886 100 884 100 1,415 100 1,511 100 1,225 100 1,277 100 1,172 100 2,791 100 1,016 100 2,534 100 1,700 100 987 100 

 2007 2,017 100 978 100 1,532 100 1,568 100 1,269 100 1,357 100 1,278 100 2,860 100 1,092 100 2,733 100 1,779 100 1,089 100 

White 2011 839 53 607 69 889 62 878 80 551 50 1,026 84 830 82 1,617 55 539 64 1,721 70 701 47 691 72 

 2010 839 52 607 71 845 62 1,017 80 555 50 1,082 84 830 83 1,626 54 534 64 1,672 71 703 46 679 72 

 2009 864 50 611 70 850 62 1,063 79 561 48 1,018 83 879 84 1,596 54 562 61 1,719 71 758 46 674 72 

 2008 899 48 614 69 866 61 1,168 77 572 47 1,050 82 980 84 1,522 55 581 57 1,753 69 768 45 694 70 

 2007 949 47 676 69 933 61 1,213 77 590 46 1,096 81 1,071 84 1,630 57 613 56 1,823 67 774 44 740 68 

Total 
minority 

2011 755 47 268 31 542 38 216 20 547 50 199 16 181 18 1,338 45 300 36 723 30 794 53 264 28 

2010 784 48 251 29 508 38 259 20 555 50 210 16 174 17 1,373 46 306 36 684 29 811 54 265 28 

 2009 864 50 257 30 529 38 277 21 607 52 202 17 172 16 1,344 46 352 39 702 29 874 54 258 28 

 2008 987 52 270 31 549 39 343 23 653 53 227 18 192 16 1,269 45 435 43 781 31 932 55 293 30 

 2007 1068 53 302 31 599 39 355 23 679 54 261 19 207 16 1,230 43 479 44 910 33 1,005 56 349 32 

Black or 
African 
American 

2011 525 33 108 12 279 19 167 15 238 22 93 8 79 8 494 17 184 22 509 21 101 7 209 22 

2010 557 34 106 12 275 20 208 16 229 21 107 8 81 8 523 17 198 24 503 21 116 8 215 23 

2009 634 37 107 12 310 22 228 17 269 23 109 9 82 8 530 18 248 27 533 22 140 9 216 23 

 2008 758 40 117 13 334 24 290 19 326 27 120 9 102 9 539 19 330 32 603 24 160 9 254 26 

 2007 830 41 132 13 391 26 308 20 354 28 146 11 118 9 560 20 372 34 713 26 178 10 315 29 

Hispanic 2011 147 9 45 5 132 9 12 1 235 21 57 5 24 2 301 10 31 4 65 3 179 12 19 2 
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  Reserve Bank employees (number and percent) 
Race/ 
ethnicity Year Atlanta Boston Chicago Cleveland Dallas 

Kansas 
 City Minneapolis 

New  
York Philadelphia Richmond 

San 
Francisco St. Louis 

 2010 148 9 41 5 114 8 13 1 247 22 59 5 21 2 301 10 28 3 58 2 177 12 19 2 

 2009 152 9 44 5 112 8 13 1 260 22 51 4 20 2 290 10 28 3 56 2 205 13 15 2 

 2008 148 8 47 5 102 7 16 1 265 22 62 5 20 2 278 10 28 3 59 2 224 13 15 2 

 2007 153 8 52 5 96 6 14 1 266 21 67 5 20 2 280 10 29 3 63 2 251 14 9 1 

Asian 2011 69 4 112 13 119 8 29 3 67 6 41 3 71 7 523 18 80 10 129 5 490 33 33 3 

 2010 68 4 104 12 109 8 31 2 73 7 40 3 66 7 532 18 75 9 103 4 493 33 29 3 

 2009 68 4 105 12 95 7 29 2 70 6 38 3 64 6 508 17 73 8 96 4 502 31 25 3 

 2008 72 4 106 12 101 7 28 2 54 4 41 3 65 6 439 16 75 7 103 4 516 30 22 2 

 2007 78 4 117 12 104 7 26 2 53 4 43 3 64 5 389 14 75 7 113 4 547 31 23 2 

Other 2011 14 1 3 0 12 1 8 1 7 1 8 1 7 1 20 1 5 1 20 1 24 2 3 0 

 2010 11 1 0 0 10 1 7 1 6 1 4 0 6 1 17 1 5 1 20 1 25 2 2 0 

 2009 10 1 1 0 12 1 7 1 8 1 4 0 6 1 16 1 3 0 17 1 27 2 2 0 

 2008 9 0 0 0 12 1 9 1 8 1 4 0 5 0 13 0 2 0 16 1 32 2 2 0 

 2007 7 0 1 0 8 1 7 0 6 0 5 0 5 0 1 0 3 0 21 1 29 2 2 0 

Source: GAO analysis of EEO-1 reports provided by Reserve Banks. 
 
Note: Percentages are rounded to the nearest percent. 
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Table 13: Percentage of Women among All Employees at Seven Federal Financial Agencies, 2007-2011 

  
 Federal financial agency employees (number and percent) 

Gender Year 
 

FDIC 
 Federal 

Reserve 
 

FHFA
 

a NCUA 
 

OCC 
 

SEC 
 

Treasury 
All 2011  8,398 100%  2,274 100%  494 100%  1,159 100%  3,560 100%  3,812 100%  1,586 100% 
 2010  8,316 100  2,137 100  406 100  1,095 100  3,054 100  3,897 100  1,599 100 
 2009  6,530 100  2,143 100  - -  1,024 100  3,117 100  3,720 100  1,529 100 
 2008  5,028 100  2,028 100  - -  934 100  3,039 100  3,653 100  1,295 100 
 2007  4,428 100  1,945 100  - -  929 100  3,000 100  3,154 100  1,223 100 
Men 2011  4,846 58  1,238 54  277 56  640 55  1,917 54  1,984 52  822 52 
 2010  4,852 58  1,138 53  219 54  589 54  1,587 52  2,024 52  827 52 
 2009  3,735 57  1,140 53  - -  555 54  1,617 52  1,924 52  798 52 
 2008  2,809 56  1,080 53  - -  515 55  1,584 52  1,882 52  657 51 
 2007  2,462 56  1,022 53  - -  509 55  1,583 53  1,655 52  613 50 
Women 2011  3,552 42  1,036 46  217 44  519 45  1,643 46  1,828 48  764 48 
 2010  3,464 42  999 47  187 46  506 46  1,467 48  1,873 48  772 48 
 2009  2,795 43  1,003 47  - -  469 46  1,500 48  1,796 48  731 48 
 2008  2,219 44  948 47  - -  419 45  1,455 48  1,771 48  638 49 
 2007  1,966 44  923 47  - -  420 45  1,417 47  1,499 48  610 50 

Source: GAO analysis of agency reports. 
 
Note: Percentages are rounded to the nearest percent. 
 
For our analysis, we reviewed the numbers of employees the agencies reported according to race/ethnicity and gender in table A3 of their 
MD-715 reports from 2007 through 2011. These data are based on information self-reported by employees to each agency and there were 
some differences in reporting across the agencies. In some years, some agencies reported all employees—permanent and temporary—in 
their A3 tables while others reported permanent employees only.  
 
aFHFA was established in 2008 and started reporting workforce data for 2010. 
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Table 14: Percentage of Women among All Employees at the 12 Reserve Banks, 2007-2011 

  Reserve Bank employees (number and percent) 
Race/ 
Ethnicity Year Atlanta Boston Chicago Cleveland Dallas Kansas City Minneapolis New York Philadelphia Richmond 

San 
Francisco St. Louis 

All 2011 1,594 100% 875 100% 1,431 100% 1,094 100% 1,098 100% 1,225 100% 1,011 100% 2,955 100% 869 100% 2,444 100% 1,495 100% 955 100% 

 2010 1,623 100 858 100 1,353 100 1,276 100 1,110 100 1,292 100 1,004 100 2,999 100 840 100 2,356 100 1,514 100 944 100 

 2009 1,728 100 868 100 1,379 100 1,340 100 1,168 100 1,220 100 1,051 100 2,940 100 914 100 2,421 100 1,632 100 932 100 

 2008 1,886 100 884 100 1,415 100 1,511 100 1,225 100 1,277 100 1,172 100 2,791 100 1016 100 2,534 100 1,700 100 987 100 

 2007 2,017 100 978 100 1,532 100 1,568 100 1,269 100 1,357 100 1,278 100 2,860 100 1092 100 2,733 100 1,779 100 1,089 100 

Men 2011 853 54 475 54 775 54 594 54 631 57 650 53 473 47 1,587 54 503 60 1,460 60 889 59 517 54 

 2010 856 53 469 55 728 54 648 51 640 58 677 52 468 47 1,621 54 498 59 1,396 59 905 60 510 54 

 2009 913 53 471 54 729 53 678 51 669 57 617 51 474 45 1,600 54 432 58 1,410 58 950        58 499 54 

 2008 964 51 477 54 707 50 727 48 685 56 626 49 497 42 1,506 54 567 56 1,420 56 959 56 526 53 

 2007 1,008 50 491 50 745 49 741 47 689 54 647 48 521 41 1,512 53 603 55 1,505 55 992 56 556 51 

Women 2011 741 46 400 46 656 46 500 46 467 43 575 47 538 53 1,368 46 336 40 984 40 606 41 438 46 

 2010 767 47 389 45 625 46 628 49 470 42 615 48 536 53 1,378 46 342 41 960 41 609 40 434 46 

 2009 815 47 397 46 650 47 662 49 499 43 603 49 577 55 1,340 46 382 42 1,011 42 682 42 433 46 

 2008 922 49 407 46 708 50 784 52 540 44 651 51 675 58 1,285 46 449 44 1,114 44 741 44 461 47 

 2007 1,009 50 487 50 787 51 827 53 580 46 710 52 757 59 1,348 47 489 45 1,228 45 787 44 533 49 

Source: GAO analysis of EEO-1 reports provided by Reserve Banks. 
 

Note: Percentages are rounded to the nearest percent. 
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C Cnris, m 11 1 1111u 1t 1a111i 
J •u,ttrtion OlJrl"~U 

i'IJO G ,t, et N\lv W,, .hmatun 0 1; :.D552 

March 25, 2013 

Mr. Daniel Garcia-Diaz 
Director 
Financial Markets and Community Investment 
U.S. Government Accountability Office 
441 G Street. N.W. 
Washington, D.C. 20548 

Dear Mr. Garcia-Diaz: 

1liank you for the opportunity to comment on the Government Accountabi lity Office' s 
(GAO) draft rep011, Diversity Management. Trends and Practices in the Fin mcia/ Services 
lndusoy and Agencies Ajler the Recent Financial Crisis , GA0-13-238. 

This report examines workforce diversity in the financial services industry and in the 
financial regulatory agencies from 2007 through 20 I I and also efforts by the financial 
regu lato ry agencies to implement workforce and contractor diversity practices under the 
Dodd-Frank Act. The Consumer Financial Protection Bureau (CFPB or Bureau) opened its 
doors for busioess in July 2011, and its Office of Minority and Women lnclu ion (OMWI) 
was established in January 20 12. As the report notes. the Director ofOMW I assumed his 
duties on April 30, 2012. 

The report contains one recommendation: 

To enhance the availability of infonnation on the progress and impact of agency and 
reserve bank diversity practices, we are recommending to CFPB . .. that each OMWI 
report on efforts to measw·e the progress of its employment diversity and inclusion 
practices, including measurement olllcomes as appropri ate. to indicate areas fo r 
improvement as part of its armual report to Congress. 

CFPB concurs with the recommendation. 

As we discussed during our meetings, the OMWl at CFPB is the newest OMWT lO open 
following the creation of the Bureau in the Dodd-Frank Act. Because the Bureau was fo rmed 
after the period 2007-1 1, the report does not contain workforce information from that period. 
The CFPB did provide demographic information about its workforce as of May 20 12. 

Since I began my tenure as the OMWI Director on April 30, 20 12, the office has been 
bui lding capacity to address the three primary responsibilities of the office: promoting 

consumerfinance.gov 
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diversity and inclusion in the Bureau' s workforce, in the Bureau's procurement. and working 
with om fellow financial regulators and their OMWI offices to create standards for diversity 
and inclusion at regulated entities. The office has made good progress during these opening 
months in addressing U1ese disparate challenges, and has set a so lid foundation for the work 
that lies ahead. 

We agree that reporting on appropriate measures to improve diversity and inclusion in 
employment would be a valuable add ition to the annual report to Congress. Much of our 
work in this first year is obtaining and understanding the baselines for measurements. We 
expect in future repo1is to build out this reporting, as appropriate, and to address areas for 
improvement. 

Thank you for the opportunity to comment on the report. 

Director 
Office of Minority and Women Inclusion 

consumerfinance.gov 
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F E D E R A L R ESE R VE B ANKS 
-------------- oJ-------------

Bos to n • ew Yo rk • P hilade lphi a • Cleve lan d • R ic h mo nd • t lanta 
hicago • St . Lou is • M inn eapo lis • Kansas City • D all as • an F ra nc isco 

Mr. Daniel Garcia-Diaz 
Director 

March 25, 2013 

Financial Markets and Community Investm ent 
Government Accountability Office 
441 G Street, NW 
Washington, D.C. 20548 

Dea r Mr. Garcia-Diaz: 

Thank you fo r the opportunity to respond to th e GAO's draft report on 
"Diversity Management: Trends and Practices in the Financial Services Industry 
and Agencies after th e Recent Financial Cri sis" (GAO-13-238). This letter 
represents a consolidated response from all twelve Directors of th e Office of 
Minority and Women Inclusion (OMWI) at the Reserve Banks. 

The Reserve Banks are committed to promoting workforce diversity and 
increasing contracting opp ortunities fo r minority-own ed and women-owned 
busin esses. As the GAO report recognizes, significant efforts have been 
undertaken to satisfy the requirements of Section 342 of the Dodd-Frank Wall 
Street Reform and Consumer Protecti on Act. The r port contains one 
recomm endation to the agencies and Reserve Banks : that each OMWI report on its 
efforts to measure the progress of diversity and inclusion practices in its annual 
report to Congress. The Reserve Banks currently include some measurements in 
the annual reports. We wi ll evalua te these current efforts and consider additional 
ways to measure and report on the progress of our diversity practices. 

We appreciate th e attention of the GAO to this important topic and wish to 
thank the GAO staff fo r the courtesy and professionalism demonstrated during the 
review. 



 
Appendix VI: Comments from the Federal 
Reserve Banks 

 
 
 

Page 98 GAO-13-238  Financial Services Industry 

 

FEDERAL RESERVE BANKS 
-------------- 0/--------------

Boston • New York • Philadelphia • Cl eveland• Richmond • A tlan ta 
Chicago • S t. Louis• Minneapolis• Kansas City• Dallas• San Francisco 

Marques Benton 
Federal Reserve Bank of Boston 

Mary Ann Hood 
Federal Reserve Bank of Philadelphia 

Tammy H. Cummings 
Federal Reserve Bank of Richmond 

Valerie Van Meter 
Federal Reserve Bank of Chicago 

Duane Carter 
Federal Reserve Bank of Minneapolis 

Tyrone Gholson 
Federal Reserve Bank of Dallas 

Diane Ashley 
Federal Reserve Bank of New York 

David W. Hollis 
Federal Reserve Bank of Cleveland 

Joan H. Buchanan 
Federal Reserve Bank of Atlanta 

James Price 
Federal Reserve Bank of St. Louis, 

Donna) . Ward 
Federal Reserve Bank of Kansas City 

Susan A. Sutherland 
Federal Reserve Bank of San Francisco 
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Appendix VII: Comments from the Federal 
Reserve Board  

BOARD OF GOVERNORS O F THE FEDERAL RESERVE SYSTEM 

WASHINGTON, DC 20551 

Mr. Daniel Garcia-Diaz 
Director, Financial Markets 

March 26, 2013 

and Community Investment 
Government Accountability Office 
441 G Street, NW 
Washington, DC 20548 

Dear Mr. Garcia-Diaz: 

Thank you for the opportunity to comment on your draft report entitled 
"Diversity Management: Trends and Practices in the Financial Services Industry 
and Agencies After the Recent Financial Crisis". The Federal Reserve Board 
takes seriously its efforts to encourage and promote diversity in its workforce and 
contracting decisions. As the draft report shows, the Federal Reserve Board's 
representation of both minorities and women at the senior management-level 
increased from 2007 through 20 I l. In addition, the report determined that the 
representation of both minorities and women among mid-level officials and 
managers at the Federal Reserve Board in 2011 was highest among the agencies 
the GAO reviewed. 

The report includes one recommendation to the agencies and reserve banks, 
which is: 
To enhance the availability of information on the progress and impact of 
agency and Reserve Bank diversity practices, we are recommending to 
CFPB, FDIC, the Federal Reserve Board, FHF A, NCUA, OCC, SEC, 
Treasury, and the Reserve Banks that each OMWI report on efforts to 
measure the progress of its employment diversity and inclusion practices, 
including measurement outcomes as appropriate, to indicate areas for 
improvement as part of its annual report to Congress. 

www.federalreserve ,gov 
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As we have discussed with the GAO, this recommendation is consistent 
with our ongoing practices. We will look for additional ways to measure and 
report on the progress of our diversity practices. 

We appreciate the thorough and comprehensive analysis the GAO has 
provided. 

~~ 
- Sheila Clark 

Director 
Office of Minority and Women and Inclusion 
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Deposit Insurance Corporation 

FDIG 
Federal Deposit Insurance Corporation 
3501 Fairtax Drive, Arlington, VA 22226-3500 

Mr. Daniel Garcia-Diaz 

March 29, 2013 

Director, Financial Markets and Community Investment 
United States Government Accountability Office 
Washington, DC 20548 

Dear Mr. Garcia-Diaz: 

Office of Minority and Women Inclusion 

The Federal Deposit Insurance Corporation (FDIC) reviewed the GAO report Diversity 
Management: Trends and Practices in the Financial Services Industry and Agencies After the 
Recent Financial Crisis (Report) (GAO-13-238). The Report stated each agency should include 
in its annual OMWJ report to Congress efforts to measure the progress of its diversity practices. 
The FDIC agrees with the Report's recommendation and will include efforts to measure the 
progress of our diversity practices in annual OMWI report to Congress. We believe this 
recommendation is important to not only meeting the requirements of Section 342 of the Dodd
Frank Act, but to the success of the FDIC in carrying out its mission responsibilities . 

The FDIC is committed to providing all employees with a work environment that embodies 
excellence, and acknowledges and honors the diversity of its employees. In 2012, the FDIC 
Acting Chairman established a number of Performance Goals designed to enhance the FDIC's 
commitment to diversity, inclusion, and equal employment opportunity, including asking the 
Corporation 's senior leaders to update the FDIC's Diversity Strategic Plan and directing each 
division and major office to develop its own strategic plans to identify steps to increase diversity 
through the FDIC's recruiting and hiring. 

The FDIC's updated 2013 Diversity and Inclusion Strategic Plan addresses the goals of 
Executive Order 13583, dated August 18,2011 , which calls for federal agencies to develop and 
implement a more comprehensive, integrated, and strategic focus on diversity and inclusion. The 
plan lays out a course for achieving workforce diversity by recruiting from a diverse, qualified 
group of potential applicants; cultivating workplace inclusion through collaboration, flexibil ity, 
and fairness; and ensuring sustainability of diversity and inclusion achievements by equipping 
leaders with the ability to manage diversity, measure results, and refine approaches based on 
available data. The updated plan issued on March 1, 2013 , follows the guidance issued by the 
U.S. Office of Personnel Management (OPM) in November 201 I, and identifies a number of 
strategies and action plans to address workforce diversity, workplace inclusion, and 
sustainabili ty. 

Specifically, under sustainability, the FDIC will develop structures and strategies to equip 
leaders with the ability to manage diversity, be accountable, measure results, refine approaches 
on the basis of such data, and institutionalize a culture of inclusion. This objective will improve 
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diversity and inclusion analytics and reporting by using a strategy to make diversity and 
inclusion reporting more actionable through improvements in data collection, presentation, and 
reporting frequency. 

Further, in 2012, the FDIC contracted for a third party review of diversity and inclusion 
programs and activities to help us identify additional initiatives to strengthen our diversity 
practices. 

Thank you for the opportunity to review the Report. 

Sincerely, 

'J?Mi~ 
Director 
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Appendix IX: Comments from the Federal 
Housing Finance Agency 

Federal Housing Finance Agency 

Mr. Danie l Garcia-Diaz 
Director 

Constitution Center 
400 7'" Street. S. W. 

Wa hington, D.C. 20024 
Te lephone: (202) 649-3800 
Facsimile: (202) 649-107 1 

www. fh fa .gov 

March 25, 20 13 

Financia l Markets and Community Investment 
Government Accountability Office (GAO) 
44 1 G Street, NW 
Washington . DC 20548 

Dear Mr. Garcia-Diaz: 

Thank you for the opportunity to review and comment on the Government Accountabi lity Office (GAO) 
Report, Divers ity Managemen/; Trends and Prac1ices in 1he Financial Services /11d11s1ry and Agencies 
After 1he Recenf Financial Crisis. 

During the review GAO examined di vers ity in the financia l services industry. the federa l financ ia l 
agencies, and the Federal Reserve Banks (Reserve Banks) and efforts of the agencies and Reserve Banks 
to implement divers ity practices under the Dodd- Frank Act. The GAO has recommended that the 
agencies and Reserve Banks, including the Federa l Hou in g Finance Agency (FHFA), should inc lude in 
its annua l Office of Minority and Women Inc lusion (OM WI) report to Congress efforts to measure the 
progress of its diversity practices. including measurement outcomes as appropriate. LO indicate areas for 
improvement as part of the ir annual reports to Congre s. 

FHFA agrees with the recommendation to include in our annua l OM WI report to Congress our effort to 
measure the progress of our diversity efforts, and wil l include this in formation in FHFA ·s 201 3 OMWI 
Annua l Report to Congress. 

If you have any questions please do not hesitate to contact me. 

Sincerely, 

t::. u en 
Acting s · ciate Director 
Office of Minority and Women Inc lusion 
Federa l Hous ing Finance Agency 
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Appendix X: Comments from the National 
Credit Union Administration 

G----- National Credit Union Administration -------

March 26, 2013 

Ms. Kay D. Kuhlman 
Assistant Director 
Financial Markets and Community Investment 
U.S. Government Accountability Office 
441 G Street, NW 
Washington, DC 20548 

Dear Ms. Kuhlman: 

Thank you for the opportunity to review and comment on the draft GAO report for the 
Committee on Financial Services of the U.S. House of Representatives. The report, titled 
"Diversity Management: Trends and Practice in the Financial Services Industry and Agencies 
After the Recent Financial Crisis" is comprehensive and appropriately outlines the changes in the 
agencies• workforce and in the industry from 2007 to 2011 . 

Overall, your report indicates the financial services agencies made some progress in diversity 
although additional progress needs to be made. In 2012, NCUA continues to make strides and 
address challenges in achieving its goal of"cultivating a diverse, well trained, and motivated 
workforce." The establishment of the Office of Minority and Women Inclusion, in 2011, helped 
NCUA focus its diversity efforts. Our 2012 Annual Report to Congress highlights many of the 
accomplishments achieved in diversity of the workforce and contracting as well as the 
challenges. 

We agree with your recommendation and will work towards reporting on our efforts to measure 
the progress of the workforce diversity and inclusion practices, including measurement outcomes 
as appropriate, as part of the annual reports to Congress. 

;;;;1,. ;c n 
Mark A. Treichel ~ 
Executive Director 

1775 Duke Street - Alexandria , VA 22314-3428 - 703-518-6300 
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Appendix XI: Comments from the 
Comptroller of the Currency 

() 
Comptroller of the Currency 
Administrator of National Banks 

Washington, DC 20219 

March 22, 2013 

Mr. Daniel Garcia-Diaz 
Directo.r, Financial Markets and Community Inv~ment 
United States Government Accountability Office 
Washington, DC 20548 

Dear Mr. Garcia-Diaz: 

ToAJ!k you for the opporrunity to review the draft report titled "Diversity Management: Trends and 
Practices in the Financial Services Industry and Agencies After the Recent Financial Crisis." Your report 
responds to congressional requests that GAO review (1) workforce diversity io the financial services 
industry, the federal financial agencies and the Federal Reserve Banks (Reserve Banks) from 2007-2011 
and (2) efforts of the agencies and Reserve Banks to implement workforce diversity practices under the • 
Dodd-Frank Act, including contracting. 

Toe draft report finds that industry diversity levels remain.ed about the same from 2007 through 201 I; 
agency and Reserve Bank workforce diversity varied, and officials reported difficulty identifying diverse 
candidates; and Dodd-Frank reguirements are being implemented, but enhanced reporting of efforts to 
measure progress is needed. 

GAO reco=ends that each Office of Minority and Women lnclusioo report on efforts to measure the 
progress of its employment diversity and inclusion practices, including measurement outcomes as 
appropriate, to indicate areas for improvement as part of it.s annual report ro Congress. 

We acknowledge and accept GAO's recommendation aod are pleased ro report that the.CCC has a well
established employment diversity and inclusioo program that measures and evaluates the agency' s 
progress in these areas. Further, we have included additional world'orce data and metrics in our fiscal year 
2012 Section 342 annual report. 

We appreciate the opportunity to com.went on the draft Report. If you need additional information, please 
contact Joyce B. Cofield, Executive Director, Office of Minority and Women Inclusion, at (202) 649• 
6892. 
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Appendix XII: Comments from the Securities 
and Exchange Commission 

01-~PC.I::. '.11 
1,1111>,10,~lrY ,.,,Nr, v.,_~J.I.IIFN 

!NCLUG!ON 

March 13,2013 

Mr. Daniel Garcia"l>i!IZ 

UNITE D STATES 

SECURITIES AND EXCHANGE COMMISSION 

WAS I IINGTON D.C. 20549 

Director, liinar1cial Market-, and Communil)' ll\v.,stmcnt 

Gtwermnent Aevountuhility Office 

441 C, Stn,i,t, NW 

Washington, D.C. 20548 

Dear Mr. Garcia-Diaz: 

This letter responds to your requ.,sl, dated April 2013 to review and comment on the druft 

GAO report entitled Diversity Manaiement: Trends and f'racrices in rhe Financial Rel'vi<:es 

lnd11stry and Agencies After the RecenJ Financial Crisis (GA0-13-238). 

The U.S. Sel)uritics and Exchange Commission' s (SEC) Office of Minority and Wol1ien Inclu

sion (OM \Vl) appreciates the United States C/overnment Accountability O111cc's (GAO) thor

oui;;h rnvicw of trends and practices since the ~ginning of the financial crisis - t1pdating 

GA O's previous work by discussing 1) workforce diversity al th e management level in the fi
nancial services industry, federal financial agencies such as lhe SEC and Reserve Banks frpm 

2007-201 J and 2) the implementation of requirements in Section 342 of lhc Dodd-Frank Act 

regarding workplace dive rsity im;;l\L<Jing contracting. 

OMWl accepts and endorses GAO' s l'ecommcndal.ion that it include in illl annual OMWI re

port to Congress efforts lo measure the progress of its diversity practices. Our nftice plans lo 

incorporate such measuremonts in Us future annual report, 11pon their implementation. 

I t1 addition, we submit the following minor comments to the drafl GAO report: 

• The informatkm in Table 3 (p. 34) <>f the dralt GAO report should be correcte-d to 1·eflect 
tha( the staffing level allocation for OMW I in Fiscal Vear 2012 was 9 Full Time Equivalent 
Positions and as <if January 20 13, 8 s11ch positions were filled. JtJ the draft GAO reporl 
provided to OMWJ for review and comment, Table 3 shows Lh al OMW] was allocated l l 
l,u ll Time Equivalent Positions and IO sucb were filled. 

• Wi th regard lo Jhc draft GAO rcprut section entitled f'air lm;lusion l'mvision in Conlmc/s 
(p. 44), please note that in 11Jditiun lo !he Consumer Financial Protection Board, the SF'.C 
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Jw• ulso b,,.,n u.siog lhc cqu I crnploymenf opportunity stnremenl cont;,in :d in th l'cdcrol Acquisi-
1i II Rcgul lion in executed conu CL~ whil~ the EC dc\aclops au inclusion ~•nt~ m,ml pursvrull 10 
Sc..ticm J-t2(c}(2). 

Under lhc same sec.tion entitled 1- '"il' /i1dmio11 Pr1J1>isiun in Conlracis And in relation tc, Rt<cl icm 342 
(c)( I und (2), OM\Vl suggc~ls rcstAting, the $eccrnd sentence to provide as loll · wr,: ''Section 342 of 
the Dodd-I 1rank Act requires agencies und Reserve Banks to develop procedLrr~s I\J r review and 

vuluutiun oJ' contract propos11I$ And fo r· hiring ~~rvkc providers that· include a writ ten stuteme nL 
that u c1 )11tnwtor ~hall ensure, to U1c tnAximum extent possible, the litir ini;lu~ io11 J' women a11d mi• 
noritics in rhc workforc.e of the contracwr rmd, us applicable, subcontrnctnr.~ ... 

Thnnk y II fot· the co11sidermio11 thaJ yc,u ,md your stdff have shown our swff and for th· opportu,1ily lo 
c mn1ent on thi, draft repon. If you hr1,c any questi '" or would like lo funh11r J l uss r · letrer, 
11lea. e fee l free lo conlat:L me al (2021 551 -6503. 

s·,~ACIR 
~hi A. Gib bs 

Oin:~to r 
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Appendix XIII: Comments from the Treasury 
Department 

DEPARTMENT OF THE TREASURY 
WASHINGTON, D.C. 20220 

March 29. 2013 

Dani el Garcia-Diaz 
Director. Financial Markets and Community [nvestment 
Government Accountability Office 
441 G Street W 
Washington, DC 20548 

Dear Mr. Garcia-Diaz, 

Sent via email to trinde1j!iilgao. gov 

Thank you for providing the Depa11ment of U1e Treasury an opportunity to review your draft 
report entitled Diversity Management: Trends and Practices in the Financial Services Jnd11 s// y 
and Agencies After the Recent Financial Crisis. Covering 2007 to 2011 , Lhe report provides 
important workforce trends leading up to the FY 201 l baseline year for the Treasury's 
Departmental Offices, Office of Minority and Women Inclusion (OMWI). Whi le the workforce 
of Treasury's Departmental Offices is comprised of a different range of critical occupations than 
iliose of ilie financial services industry. ilie federal reserve banks and the other federal financial 
agencies, the data in the draft report are relevant lo our analysis of that segment of common 
occupations in our workforce. 

We welcome the GAO recommeudation to incorporate one of U1e nine leading divers ity practices 
as part of the analys is in future O !WI annual reports to Congress. This recommendation is 
consist ent with U1e efforts of Treasury's Departmental Offices to move beyond using only 
demographic representation to gauge the status and progress of diversity and inclusion within U1e 
Departmenta l Offices. 

While there is still much more work to be done, we value the important strides that have been 
made in workforce ,u1d busi11ess diversity within Treasury's Depa11111ental Offi ces. 

Sincerely, 

Lorraine Cole, Pb.D. 
Director, Office of Minority aod Women Inclusion 
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A MESSAGE FROM THE ACTING DIRECTOR OF THE OFFICE OF PERSONNEL 
MANAGEMENT 
 
 
I am pleased to release the report Disciplinary Best Practices and Advisory 
Guidelines Under the No FEAR Act.  This report discusses the results of a study by 
OPM of agency best practices for taking disciplinary action for conduct inconsistent 
with “Antidiscrimination Laws” and “Whistleblower Protection Laws” as those terms 
are defined in 5 CFR 724.102.   The report also provides advisory guidelines 
agencies may follow in taking such disciplinary actions.  The study and the advisory 
guidelines were required by the Notification and Federal Employee Antidiscrimination 
and Retaliation Act of 2002 (No FEAR Act). 
 
The No FEAR Act and OPM’s regulations at 5 CFR 724.404 require each agency to 
provide a written statement to the Speaker of the U.S. House of Representatives; the 
President Pro Tempore of the U.S. Senate; the Chair, Equal Employment Opportunity 
Commission (EEOC); the Attorney General; and the Director, OPM describing in 
detail the extent to which the agency will follow the advisory guidelines.  The specific 
content of the written statements is prescribed in the regulations.  The statements 
must be submitted within 30 working days of the date of this report.  
 
I strongly encourage agencies to draw on the best practices discussed in the report 
and follow the advisory guidelines to strengthen compliance with the 
Antidiscrimination Laws and the Whistleblower Protection Laws.  As Congress noted 
in enacting the No FEAR Act:  “Federal agencies cannot be run effectively if those 
agencies practice or tolerate discrimination.”  
 
The report also is available on the OPM Web site at www.opm.gov. 
 
 
 
      Michael W. Hager 
      Acting Director 
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EXECUTIVE SUMMARY 
 
This report provides the results of a study of agency best practices for taking 
disciplinary action for employee conduct inconsistent with “Antidiscrimination Laws” 
and “Whistleblower Protection Laws” as those terms are defined in 5 CFR 724.102.  
The report also provides advisory guidelines agencies may follow when taking 
appropriate disciplinary action for such conduct.  The study and the advisory 
guidelines are required by the Notification and Federal Employee Antidiscrimination 
and Retaliation Act of 2002 (No FEAR Act). 
 
Methodology 
 
The U.S. Office of Personnel Management (OPM) conducted the study.  As part of 
the study, OPM reviewed and analyzed annual reports required by the No FEAR Act 
and provided by 48 agencies.  In addition, OPM conducted interviews with officials 
from 11 agencies and five major agency components concerning their practices in 
taking disciplinary actions.  In selecting the agencies to interview, OPM took into 
account which agencies reported taking disciplinary actions in their No FEAR reports, 
which did not, and how agencies scored under the 2006 Federal Human Capital 
Survey (FHCS) concerning their employees’ views on their leadership.   
 
Best Practices 
 
The best practices for taking appropriate disciplinary actions address a number of 
key components of an effective disciplinary process.  Among the topics discussed are 
the development of disciplinary policies; the roles of supervisors, managers, and 
others; and the communication of information required to recognize and correct 
inappropriate conduct.  Also discussed are preventive measures such as training that 
agencies have used to help create workplace environments conducive to reducing or 
preventing improper conduct.   
 
Advisory Guidelines 
 
There are six advisory guidelines agencies may follow to ensure appropriate 
disciplinary actions are taken for conduct inconsistent with Antidiscrimination Laws 
and Whistleblower Protection Laws.  These guidelines address the development and 
communication of disciplinary policies, procedures for ensuring improper conduct is 
addressed, the necessary ingredients for taking appropriate discipline, the 
importance of agency officials working together to take action, the importance of 
good communications in dealing with inappropriate conduct, and the need to prepare 
staff to provide good advice to supervisors and managers.  Agencies are required 
under the No FEAR Act and OPM’s regulations to report to Congress and others 
within 30 working days of this report on the extent to which they will follow the 
advisory guidelines. 
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BACKGROUND 
 
The United States and its citizens are best served when the Federal workplace is free 
of discrimination and retaliation.  In order to maintain a productive workforce that is 
fully engaged in the many important missions of the Government, the rights of 
employees, former employees and applicants for Federal employment must be 
steadfastly protected and those who violate these rights must be held accountable.  
Agencies and departments (“agencies”) should take appropriate and timely steps, 
including discipline, if appropriate, to address conduct inconsistent with 
“Antidiscrimination Laws” and “Whistleblower Protection Laws” (hereinafter 
“Antidiscrimination and Whistleblower Protection Laws” or “applicable laws”) as 
defined in 5 CFR 724.102. 
 
Title II of the Notification and Federal Employee Antidiscrimination and Retaliation 
Act of 2002 (No FEAR Act) requires a comprehensive study of best practices in the 
Executive branch for taking disciplinary action for conduct inconsistent with 
Antidiscrimination and Whistleblower Protection Laws.  The Act also requires the 
issuance of advisory guidelines agencies may follow when taking disciplinary action 
for such conduct.  OPM has completed the required study and is issuing this report 
on best practices and advisory guidelines. 
 

Methodology 
 
To identify agency best practices for addressing conduct inconsistent with 
Antidiscrimination and Whistleblower Protection Laws, OPM began its study by 
analyzing agencies’  Fiscal Year (FY) 2006 No FEAR reports to identify which 
agencies took disciplinary action (as well as the conduct on which the action was 
based), reviewing their disciplinary policies where publicly available, and reviewing 
the results of the 2006 Federal Human Capital Survey (FHCS) to identify agencies 
having the most favorable employee perceptions about how effectively they manage 
their workforce.   
 
From that review and analysis, OPM selected 11 agencies and five components for 
in-depth interviews to find out more about their practices for addressing inappropriate 
conduct.  Specifically, OPM interviewed five of the six agencies which reported taking 
disciplinary action in FY 2006, as well as five agency components that had taken 
disciplinary action.  In addition, OPM interviewed six agencies which reported no 
disciplinary action taken in their FY 2006 No FEAR reports and were among the 2006 
FHCS Top-10 agencies where employees hold their leadership in high regard, both 
overall and on specific facets of leadership.   
 
When possible, OPM interviewed both the Equal Employment Opportunity (EEO) and 
Employee Relations (ER) Directors to discuss the agency’s disciplinary process and 
practices concerning antidiscrimination and whistleblower protection.  In one 
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instance, OPM interviewed Office of General Counsel staff.  OPM reviewed additional 
materials provided by agencies interviewed, including training and resource materials 
provided on agency Intranet sites, brochures, and CD-ROMs. 
 
No FEAR Reports from Agencies  
 
The FY 2006 No FEAR reports from agencies showed that six agencies took 
disciplinary action.  Some of the agency reports provided detailed discussions of 
trends, causal analysis, and practical knowledge gained through experience with 
taking discipline.  These discussions contributed to the identification of best practices 
for taking disciplinary action and preventive measures.    
 
Federal Human Capital Survey Results 
 
OPM reviewed the 2006 FHCS results for the agencies that took discipline and other 
agencies that were highly rated by their employees on leadership (i.e., the extent 
employees hold their leadership in high regard, both overall and on certain aspects of 
leadership).  The leadership category of the FHCS includes the questions most 
relevant to successful antidiscrimination and whistleblower protection practices.  
These questions cover the employee’s trust and confidence in his or her supervisor, 
the employee’s level of respect for the organization’s senior leaders, and whether 
leaders in an organization generate high levels of motivation and commitment in the 
workforce.  For example, employees were asked to rate this statement:    “I can 
disclose a suspected violation of any law, rule or regulation without fear of reprisal.”   
The agencies which reported taking disciplinary action in FY 2006 ranked at the 
higher end of agencies scoring well for this question.  Another FHCS item is: 
“Prohibited Personnel Practices (for example, illegally discriminating for or against 
any employee/applicant, obstructing a person’s right to compete for employment, 
knowingly violating veterans’ preference requirements) are not tolerated.”  All except 
one of the agencies taking disciplinary action were above the government-wide 
average for this FHCS item.   
 
Agency Interviews 
 
As noted above, five agencies and five agency components OPM interviewed took 
disciplinary actions for conduct inconsistent with Antidiscrimination Laws during FY 
2006.  Overall, the types of conduct on which discipline was based included creating 
a hostile work environment, harassment, sexual harassment, making ethnic slurs 
toward another employee, and other inappropriate conduct based upon race, gender, 
or some other protected category.  The level of discipline agencies took included 
removal, demotion, and suspension.  In some instances, employees resigned or 
retired to avoid discipline.   
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Agencies also used alternative means for correcting behavior.  For example, some 
employees who could have been disciplined were reassigned or transferred.  In 
addition, lesser penalties of written and oral counseling were used by one agency for 
misconduct by employees in certain circumstances.  In another agency, alternative 
discipline was used where the collective bargaining agreement provided it could be 
initiated by the employee being disciplined.  While alternative dispute resolution 
processes were available in some agencies, those agencies generally did not use 
them.  No agencies reported taking discipline for conduct inconsistent with 
Whistleblower Protection Laws in FY 2006.   
 

DISCIPLINARY BEST PRACTICES 
 
In accordance with existing law (typically chapter 75 of title 5, United States Code), 
Federal employees may be disciplined for conduct inconsistent with applicable laws, 
up to and including removal from the Federal service.  This study identified the 
following best practices to follow in considering such disciplinary actions.   
 

Develop or modify disciplinary policy through joint effort of relevant 
agency program offices and senior staff 
 
Agency disciplinary policies are likely to be effective if they are developed or modified 
collaboratively by the various offices involved in taking disciplinary actions and 
subsequently defending them before third parties when they are challenged.  In this 
manner, technical and legal requirements could be reflected in the disciplinary policy.  
OPM found at least one agency that generally used a collaborative approach to craft 
policy and this agency created a No FEAR task force to propose revisions to the 
agency’s disciplinary policy.  The task force consisted of senior officials from the 
agency’s offices of Human Resources (HR), EEO, Inspector General, legal counsel, 
and information and technology.  The task force submitted its proposals to the 
agency’s leadership for its joint review and approval.  The revisions were fully 
implemented in FY 2007.  Using this approach, the agency was able to generate 
commitment and buy-in from program offices and agency leadership before the policy 
was effected.   
 

Provide written guidance to supervisors and managers on their 
responsibility to take appropriate steps to address conduct 
inconsistent with Antidiscrimination and Whistleblower Protection 
Laws, and on selecting the appropriate penalty 
 
Supervisors and managers are responsible for observing and enforcing applicable 
laws.  A disciplinary policy and any other written disciplinary guidance communicates 
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the agency’s expectations with respect to correcting misconduct, including conduct 
inconsistent with antidiscrimination and whistleblower protection, and taking 
disciplinary action, when appropriate.  Providing instruction on selecting an 
appropriate penalty is a critical part of any disciplinary policy or guidance because the 
application of appropriate penalties discourages behavior that undermines the 
efficiency of the civil service, while ensuring consistency of penalty selection.  For 
that reason, it also helps ensure the action taken is legally defensible.  Ideally, the 
policy and guidance should be drafted to be unambiguous to any reader regardless 
of his or her level of experience in dealing with misconduct and should set forth the 
steps supervisors and managers must take, including identifying which agency 
officials should be notified or consulted, and requiring disciplinary actions be taken 
promptly. 
 
We found several agencies’ disciplinary policies addressed the specific responsibility 
of supervisors and managers, and most policies clearly stated how supervisors and 
managers should determine the penalty.  Some policies advised supervisors they are 
to keep employees informed of rules, regulations and standards of conduct and to 
take disciplinary action when appropriate.  Several policies required supervisors to 
gather and carefully consider all relevant facts and circumstances, to include 
reviewing prior similar cases within the agency, before proposing or recommending 
disciplinary action.  These instructions help ensure equity and consistency in the 
agency’s imposition of discipline.  Employee Relations (ER) staff and legal counsel 
can advise the supervisor or manager on the right charge to bring based on the 
conduct at issue, what is required to prove the charge and the penalties the agency 
has imposed in similar cases, if any, to assist in determining the appropriate penalty 
in his or her case.   
 
One FHCS top-ranked agency recently modified its disciplinary policy to incorporate 
specific procedures for taking disciplinary actions against employees for conduct 
inconsistent with applicable laws.  The revised policy now requires its EEO Director 
to notify a designated agency official in writing when he or she learns an employee 
may have engaged in this prohibited behavior.  That official is then required to advise 
appropriate senior management who would be responsible for taking disciplinary 
action if warranted.  The policy provides the specific content of the written notification 
and the steps for determining whether disciplinary action is warranted, including 
making an inquiry as soon as possible to gather and analyze facts.  An unambiguous 
policy like any of the policies discussed here helps to affirm the agency’s commitment 
to uphold Antidiscrimination and Whistleblower Protection Laws and will aid 
managers and supervisors in taking appropriate disciplinary action. 
 
In addition to the disciplinary policy, other agency guidance can effectively inform 
supervisors of their responsibility in this area.  For example, one agency issued a 
memorandum recently from its Deputy Director to senior management on disciplinary 
and adverse actions.  The communication emphasized the responsibility of executive 
managers to ensure employees receive their due process rights in all disciplinary and 
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adverse actions.  Managers were reminded discipline must promote the efficiency of 
the service, their decisions must reflect a conscientious application of all relevant 
factors, and they should use all available resources to properly take disciplinary 
action.   
 
Another agency guide warned that any personnel action intended to punish an 
employee for whistleblowing may be investigated by the Office of Inspector General 
or the Office of Special Counsel as a reprisal, which is a prohibited personnel 
practice under 5 U.SC.  2302(b)(8)(A) and (B).  Further, the guide stated a supervisor 
(or other employee) who is found to have reprised against an employee is subject to 
serious sanctions including, but not limited to, reduction in grade or removal from 
Federal employment.  This and the other types of advisories provide support to an 
agency’s disciplinary policy.   
 

Require supervisors and managers to work with ER staff and legal 
counsel to take appropriate disciplinary action 
 
Sound disciplinary actions are based on advice and guidance the supervisor or 
manager receives from those with expertise in taking and defending disciplinary 
actions.  OPM found several agencies require supervisors and managers to consult 
with the ER office before taking disciplinary action, including obtaining their 
concurrence on all adverse action proposals and decision letters.  In one agency, a 
similar requirement was supplemented by an instruction for the personnel officer to 
consult with an appropriate staff attorney or the organization involved in litigating 
appeals or grievances on behalf of the agency.  When the supervisor or manager 
relies on advice from ER staff and legal counsel in taking disciplinary action, 
agencies can better ensure consistency in their disciplinary practices and the legal 
sufficiency of their cases. 
 

Provide ER staff with the knowledge and tools necessary to provide 
managers sound advice and to elevate issues within the 
management chain if necessary 
 
Agency ER offices are generally responsible for advising managers on how and 
when to take appropriate disciplinary action.  A good working relationship between 
ER staff and the managers they advise is critical to ensuring the agency takes 
appropriate and defensible disciplinary action so employees know they will be held 
accountable for engaging in misconduct.  Providing ER staff with adequate training, 
mentoring, and supervision to ensure they communicate accurate and well-reasoned 
advice to managers is the first step in establishing a good working relationship with 
management.  Agency ER offices interviewed generally have good working 
relationships with management, because they have invested the time and resources 
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to ensure their staff provide managers with high-quality ER advice.  In such cases, 
managers tend to respect and follow the advice provided.  When managers are 
resistant to taking appropriate discipline, particularly in cases involving supervisory 
misconduct, ER offices indicated they elevate matters within the supervisory chain as 
needed and seek the assistance of legal counsel.  By authorizing ER offices to notify 
higher-level agency officials if they believe management is not taking appropriate 
discipline, the agency can take steps to ensure misconduct is properly addressed.   
 

Develop effective working relationships among the agency’s ER 
office, EEO office, and legal counsel through periodic discussions 
or meetings 
 
Encouraging regular communication between these offices (whether they are at 
headquarters, field offices or components) facilitates the appropriate exchange of 
information while establishing good working relationships among agency 
organizations.  Several agencies have informal, periodic updates between two or 
more of these offices regarding new or ongoing issues within the agency.  At one 
agency, in addition to meeting with colleagues from the other offices, the EEO office 
has appointed a member of its staff as a liaison with the agency’s ER office.  An 
audio-conference is used to bring ER and EEO staffs together at an agency where 
the discussion includes noticeable trends.  The offices which hold these periodic 
meetings and communications have developed a level of trust which has allowed 
them to better understand each other’s respective roles in addressing conduct 
inconsistent with applicable laws.  These work relations are enhanced over time and, 
with the continued efforts by all parties, help the agency effectively address these 
cases of misconduct. 
 

Use alternative discipline when appropriate 
 
Alternative discipline is a tool available to managers and supervisors in correcting 
improper behavior.  Working with ER and legal counsel, supervisors can use their 
discretion based on all of the information available to assess whether alternative 
discipline would result in correcting improper behavior.  Few agencies use alternative 
discipline for conduct inconsistent with Antidiscrimination and Whistleblower 
Protection Laws.  However, alternative discipline could be successfully used in some 
cases by giving an employee a last chance agreement, i.e., holding in abeyance 
appropriate disciplinary action pending successful completion of some requirement 
intended to correct inappropriate conduct.  In such cases, if the terms of the last 
chance agreement are not met, the discipline would be imposed immediately, 
typically without further recourse by the employee disciplined.  This alternative means 
of discipline may be appropriate, for example, when the employee has many years of 
service free of any previous disciplinary actions or allegations of improper conduct 
and demonstrates good potential for rehabilitation.  Again, a careful analysis of the 
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facts and circumstances of the case and the employee’s work record would be 
required to successfully utilize alternative discipline as a way to correct improper 
behavior. 
 

PREVENTIVE MEASURES 
 
Many agencies recognize the necessity for all responsible offices to work with 
managers and supervisors to address workplace issues before they develop into 
misconduct requiring disciplinary action.  Several agencies, especially the FHCS top-
performing organizations, focus on preventing misconduct.  A number of approaches 
were helpful in efforts to deter misconduct.  The following is a discussion of 
preventive measures.  
 

Provide effective training and otherwise raise awareness of 
supervisors and managers about EEO and ER services and how to 
handle potential disciplinary issues early 
 

Deliver training specifically for supervisors and managers 
 
As part of an overall training strategy, training targeted toward supervisors and 
managers allows them to discuss issues, questions and solutions concerning 
disciplinary issues with their peers.  Several agencies have found a variety of 
vehicles useful in delivering their supervisory training, such as agency leadership 
institutes or development programs, online training, conferences and classroom 
training.  Through training dedicated to them, supervisors and managers are better 
able to identify conduct inconsistent with applicable laws and to understand their 
responsibilities with respect to addressing inappropriate conduct. 
 
Several agencies provided training on taking disciplinary actions as part of a broader 
HR training program for supervisors and managers.  One agency provided training as 
part of a forum to discuss various human capital issues while another agency’s field 
office required all managers to attend an annual two-day retreat for EEO training.  
Another agency took advantage of the opportunity presented by a lengthy training 
program for supervisors and incorporated classroom training on issues such as 
diversity and anti-harassment.   
 
An advantage of including training in taking disciplinary actions as part of a broader 
HR curriculum is supervisors are more likely to make time in their busy schedules to 
attend.  Such events lead to increased awareness of antidiscrimination and 
whistleblower protection issues.  In addition, they are opportunities for managers and 
supervisors to become familiar with who to contact for assistance.   
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Use a combination of computer-based training and in-person training 
 
While there are pros and cons to using computer-based training versus classroom 
training, agencies are starting to use more online training.  The benefits to using face-
to-face training include the potential to increase the participants’ understanding of 
covered materials through classroom questions and answers.  The benefits of online 
computer-based training include ensuring an agency-wide audience receives the 
same message and its delivery to employees is cost effective.   
 
Several agencies deliver in-person training to small groups to allow more interaction 
between the trainer and the audience.  In addition, attendees learn a great deal 
through discussion of issues.  A few agencies conduct training with a combination of 
online and at least a simulation of in-person delivery through computer interaction 
techniques, if not actual face-to-face classes.  To give participants a more dynamic 
learning experience, one agency complemented the online training with audio-visual 
scenarios to continually engage participants.  In another instance, an agency used a 
combination of online training (on antidiscrimination issues) followed by a panel 
discussion to receive questions.  Such designs can assist agencies to effectively 
exploit the benefits of both types of training.  Moreover, training that is fresh, 
interesting and diversified in delivery will help keep the audience engaged and 
attentive. 
 

Include legal counsel as a presenter in training and awareness sessions 
for supervisors and managers 
 
Agency legal counsel typically is an integral partner in advising management on 
addressing misconduct and how and when to take disciplinary action.  Because it 
represents the agency before third-party adjudicators when disciplinary actions are 
challenged, it is important for supervisors and managers to understand when they 
should seek the advice of agency legal counsel to avoid potential legal liabilities.     

 

Provide training on interpersonal and conflict resolution skills 
 
Supervisors and managers must be able to work and communicate effectively with 
their employees to ensure workplace issues do not escalate into large problems 
requiring more formal action.  This is a challenging skill to master.  Supervisors must 
learn how to recognize early warning signs and not allow issues to fester and 
become more serious.  To gain these skills, supervisors should be trained in 
interpersonal communications and related areas.  Some agencies offer training 
opportunities for supervisors and managers on preventive tools and techniques in the 
areas of team building, emotional intelligence, and conflict resolution in the 
workplace.  
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Some agencies characterize on-site conflict resolution training as performing 
interventions or facilitated discussions.  Some agencies have found this type of 
training to be very productive.  At one agency, for example, a one-day session on 
team building was so helpful to the office, it requested the trainers to provide 
additional training, and a two-day session on the topic was provided. Follow-up one 
year later indicated success was sustained beyond the immediate intervention.  At 
another agency, a Conflict-Management Initiative was successfully piloted and will be 
implemented as ongoing training.  It is a one-day session on dealing with 
interpersonal conflict.  Supervisors and managers are trained separately from 
employees in this program.  Sometimes referred to as “soft” skills, interpersonal 
communication and associated proficiencies are essential components of strong, 
effective supervision and management.  
 

Use a variety of media to communicate agency policy regarding 
conduct inconsistent with Antidiscrimination and Whistleblower 
Protection Laws 
 
To reach the maximum number of employees, it is helpful to use various forms of 
communication.  A multi-media effort, along with other types of outreach to 
employees, helps promote awareness of agency policies concerning improper 
conduct.  The No FEAR Act requires agencies to ensure employees are trained in the 
agency’s policies concerning antidiscrimination and whistleblower protection.  A 
clearly defined antidiscrimination policy that defines prohibited behaviors was evident 
at all of the agencies interviewed.  Typically, they provided this information on their 
Intranet or Internet site.  Several agencies list the individual names and contact 
information for EEO counselors on their web sites.  Downloadable fact sheets and 
brochures, EEO training, and agency guidelines were among the online resources 
agencies made available. Another issues a quarterly EEO newsletter.  Yet another 
agency reaches its employees at remote locations by providing training on a CD-
ROM.  By communicating the message of equal employment opportunity in multiple 
ways, agencies are able to better reinforce their policies against conduct inconsistent 
with applicable laws. 
 

Issue periodic policy statements or endorsements from the agency 
head 
 
Ideally, the responsibility for setting the tone for agency compliance with anti-
discrimination and whistleblower protection laws starts with the agency’s top leader.  
Senior staff, in turn, take their cue from the agency head about the priorities and 
goals of the organization.  While it is important for agencies to post their policies 
online, it is extremely valuable for the agency head to demonstrate an active 
involvement in the prevention of conduct inconsistent with Antidiscrimination and 
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Whistleblower Protection Laws.  Over one-half of the agencies’ EEO policies were 
issued and/or signed by the agency head.  Many agencies found issuances by the 
agency head let everyone know, from senior leadership through all employee ranks, 
discrimination is not tolerated at the agency.  When statements or endorsements 
come from an agency head and are highly visible, they also help signal everyone will 
be held accountable. 

 

CONCLUSION  
 
The study has identified a wide range of activities and initiatives by agencies to 
address conduct inconsistent with Antidiscrimination and Whistleblower Protection 
Laws.  Some are unique to individual agencies and some are employed by a number 
of agencies.  Taken together, the best of these activities and initiatives serve as the 
basis for advisory guidelines intended under the No FEAR Act of 2002 to help all 
agencies more efficiently and effectively take appropriate disciplinary actions.   
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ADVISORY GUIDELINES 
 
The No FEAR Act requires the issuance of advisory guidelines incorporating best 
practices Federal agencies may follow to take appropriate disciplinary actions against 
employees for conduct inconsistent with Antidiscrimination and Whistleblower 
Protection Laws.  The Act further requires each agency to provide a written statement 
to the Speaker of the U.S. House of Representatives; the President Pro Tempore of 
the U.S. Senate; the Chair, Equal Employment Opportunity Commission (EEOC); 
and the Attorney General stating the extent to which each agency will follow the 
guidelines.  The specific content of the written statements is prescribed in OPM’s 
regulations at 5 CFR 724.404 and must be submitted within 30 working days of date 
of this report.  This government-wide regulation requires the statements also be 
provided to OPM.  The advisory guidelines for taking disciplinary action are:  
 
1.  Ensure each agency’s disciplinary policy addresses conduct inconsistent with 
Antidiscrimination and Whistleblower Protection Laws and the agency’s human 
resources office, EEO office, and legal counsel are involved in future modifications to 
the policy.  The policy should clearly set forth the responsibility of managers and 
supervisors to take appropriate action, should address the sanctions for this type of 
misconduct, and accurately reflect current developments in law, including case law.   
 
2.  Ensure procedures are in place to promptly inform agency management of 
potential employee conduct inconsistent with Antidiscrimination and Whistleblower 
Protection Laws which may be the basis for disciplinary action, including an 
appropriate mechanism by which the EEO office can report potentially inconsistent 
conduct to an appropriate agency official.  
 
3.  Ensure such conduct, if its occurrence is supported by the facts and evidence, is 
addressed promptly in a manner that is reasonable, based on the circumstances of 
the case, and, to the extent feasible, consistent, based on any other similar cases 
(and the degree of similarity).  
 
4.  Ensure supervisors and managers, when taking disciplinary actions, work with the 
employee relations (ER) office as appropriate, as well as the agency’s legal counsel 
or whatever office is responsible for representing the agency in third-party appeals.    
 
5.  Ensure ongoing communications among appropriate agency offices such as ER, 
EEO, and legal counsel concerning new developments in employee misconduct 
cases and any systemic problems. 
 
6.  Ensure ER staff receives adequate training, mentoring, and supervision in order to 
communicate accurate and well-reasoned advice to supervisors and managers on 
taking disciplinary action. 
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Audits provide essential accountability and transparency 
over government programs. Given the current 
challenges facing governments and their programs, the 
oversight provided through auditing is more critical than 
ever. Government auditing provides objective analysis 
and information needed to make the decisions 
necessary to help create a better future. The 
professional standards presented in this 2011 revision of 
Government Auditing Standards provide a framework for 
performing high-quality audit work with competence, 
integrity, objectivity, and independence to provide 
accountability and to help improve government 
operations and services. These standards provide the 
foundation for government auditors to lead by example 
in the areas of independence, transparency, 
accountability, and quality through the audit process. Letter

The 2011 revision of Government Auditing Standards 
represents a modernized version of the standards, 
taking into account recent changes in other auditing 
standards, including international standards. This 
revision supersedes the 2007 revision. It contains the 
following major changes from the 2007 revision that 
reinforce the principles of transparency and 
accountability and provide the framework for high-
quality government audits that add value.

• A conceptual framework for independence was 
added to provide a means for auditors to assess 
their independence for activities that are not 
expressly prohibited in the standards. This more 
principles-based approach to analyzing 
independence provides the framework for auditors 
to assess the unique facts and circumstances that 
arise during their work.

• This revision drops discussion surrounding certain 
AICPA Statements on Auditing Standards (SAS) and 
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Statements on Standards for Attestation 
Engagements (SSAE) requirements that were 
incorporated by reference and included in the 2007 
revision, as the standards have converged in those 
areas.

• The definition of validity as an aspect of the quality 
of evidence has been clarified for performance 
audits.

Effective with the implementation dates for the 2011 
revision of Government Auditing Standards, GAO is 
also retiring Government Auditing Standards: Answers 
to Independence Standard Questions (GAO-02-870G, 
July 2002).

This revision of the standards has gone through an 
extensive deliberative process, including public 
comments and input from the Comptroller General’s 
Advisory Council on Government Auditing Standards. 
The Advisory Council generally consists of about 25 
experts in financial and performance auditing and 
reporting drawn from federal, state, and local 
government; the private sector; and academia. The 
views of all parties were thoroughly considered in 
finalizing the standards.

The 2011 revision of Government Auditing Standards 
will be effective for financial audits and attestation 
engagements for periods ending on or after December 
15, 2012, and for performance audits beginning on or 
after December 15, 2011. Early implementation is not 
permitted.

An electronic version of this document and any 
interpretive publications can be accessed at 
http://www.gao.gov/yellowbook.
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Council for their extensive input and feedback through 
the entire process of developing and finalizing the 
standards.

Gene L. Dodaro
Comptroller General
of the United States

December 2011
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Government Auditing: Foundation and 
Ethical Principles Chapter 1

Introduction 1.01 The concept of accountability for use of public 
resources and government authority is key to our 
nation’s governing processes. Management and 
officials entrusted with public resources are responsible 
for carrying out public functions and providing service to 
the public effectively, efficiently, economically, ethically, 
and equitably within the context of the statutory 
boundaries of the specific government program. 

1.02 As reflected in applicable laws, regulations, 
agreements, and standards, management and officials 
of government programs are responsible for providing 
reliable, useful, and timely information for transparency 
and accountability of these programs and their 
operations.1 Legislators, oversight bodies, those 
charged with governance,2 and the public need to know 
whether (1) management and officials manage 
government resources and use their authority properly 
and in compliance with laws and regulations; 
(2) government programs are achieving their objectives 
and desired outcomes; and (3) government services are 
provided effectively, efficiently, economically, ethically, 
and equitably. 

1.03 Government auditing is essential in providing 
accountability to legislators, oversight bodies, those 
charged with governance, and the public. Audits3 
provide an independent, objective, nonpartisan 
assessment of the stewardship, performance, or cost of 
government policies, programs, or operations, 
depending upon the type and scope of the audit.

1See paragraph A1.08 for additional information on management’s 
responsibilities.
2See paragraphs A1.05 through A1.07 for additional discussion on the 
role of those charged with governance.
3See paragraph 1.07c for discussion of the term “audit” as it is used in 
chapters 1 through 3 and corresponding sections of the Appendix.
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Purpose and 
Applicability of 
GAGAS

1.04 The professional standards and guidance 
contained in this document, commonly referred to as 
generally accepted government auditing standards 
(GAGAS), provide a framework for conducting high 
quality audits with competence, integrity, objectivity, and 
independence. These standards are for use by auditors 
of government entities and entities that receive 
government awards and audit organizations performing 
GAGAS audits. Overall, GAGAS contains standards for 
audits, which are comprised of individual requirements 
that are identified by terminology as discussed in 
paragraphs 2.14 through 2.18. GAGAS contains 
requirements and guidance dealing with ethics, 
independence, auditors’ professional judgment and 
competence, quality control, performance of the audit, 
and reporting. 

1.05 Audits performed in accordance with GAGAS 
provide information used for oversight, accountability, 
transparency, and improvements of government 
programs and operations. GAGAS contains 
requirements and guidance to assist auditors in 
objectively acquiring and evaluating sufficient, 
appropriate evidence and reporting the results. When 
auditors perform their work in this manner and comply 
with GAGAS in reporting the results, their work can lead 
to improved government management, better decision 
making and oversight, effective and efficient operations, 
and accountability and transparency for resources and 
results.
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1.06 Provisions of laws, regulations, contracts, grant 
agreements, or policies frequently require audits be 
conducted in accordance with GAGAS. In addition, 
many auditors and audit organizations voluntarily 
choose to perform their work in accordance with 
GAGAS. The requirements and guidance in GAGAS 
apply to audits of government entities, programs, 
activities, and functions, and of government assistance 
administered by contractors, nonprofit entities, and 
other nongovernmental entities when the use of 
GAGAS is required or is voluntarily followed.4

1.07 This paragraph describes the use of the following 
terms in GAGAS.

a. The term “auditor” as it is used throughout GAGAS 
describes individuals performing work in accordance 
with GAGAS (including audits and attestation 
engagements) regardless of job title. Therefore, 
individuals who may have the titles auditor, analyst, 
practitioner, evaluator, inspector, or other similar titles 
are considered auditors in GAGAS. 

b. The term “audit organization” as it is used throughout 
GAGAS refers to government audit organizations as 
well as public accounting or other firms that perform 
audits and attestation engagements using GAGAS. 

c. The term “audit” as it is used in chapters 1 through 3 
and corresponding sections of the Appendix refers to 
financial audits, attestation engagements, and 
performance audits conducted in accordance with 
GAGAS. 

4See paragraphs A1.02 through A1.04 for discussion of laws, 
regulations, and guidelines that require use of GAGAS.
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1.08 A government audit organization can be 
structurally located within or outside the audited entity.5 
Audit organizations that are external to the audited 
entity and report to third parties are considered to be 
external audit organizations. Audit organizations that 
are accountable to senior management and those 
charged with governance of the audited entity, and do 
not generally issue their reports to third parties external 
to the audited entity, are considered internal audit 
organizations. 

1.09 Some government audit organizations represent a 
unique hybrid of external auditing and internal auditing 
in their oversight role for the entities they audit. These 
audit organizations have external reporting 
requirements consistent with the reporting requirements 
for external auditors while at the same time being part of 
their respective agencies. These audit organizations 
often have a dual reporting responsibility to their 
legislative body as well as to the agency head and 
management. 

Ethical Principles 1.10 The ethical principles presented in this section 
provide the foundation, discipline, and structure, as well 
as the climate that influence the application of GAGAS. 
This section sets forth fundamental principles rather 
than establishing specific standards or requirements. 

1.11 Because auditing is essential to government 
accountability to the public, the public expects audit 
organizations and auditors who conduct their work in 
accordance with GAGAS to follow ethical principles. 
Management of the audit organization sets the tone for 

5See paragraph 1.19 for a discussion of objectivity and paragraphs 
3.27 through 3.32 for requirements related to independence 
considerations for government auditors and audit organization 
structure.
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ethical behavior throughout the organization by 
maintaining an ethical culture, clearly communicating 
acceptable behavior and expectations to each 
employee, and creating an environment that reinforces 
and encourages ethical behavior throughout all levels of 
the organization. The ethical tone maintained and 
demonstrated by management and staff is an essential 
element of a positive ethical environment for the audit 
organization.

1.12 Conducting audit work in accordance with ethical 
principles is a matter of personal and organizational 
responsibility. Ethical principles apply in preserving 
auditor independence,6 taking on only work that the 
audit organization is competent7 to perform, performing 
high-quality work, and following the applicable 
standards cited in the auditors’ report. Integrity and 
objectivity are maintained when auditors perform their 
work and make decisions that are consistent with the 
broader interest of those relying on the auditors’ report, 
including the public.

1.13 Other ethical requirements or codes of 
professional conduct may also be applicable to auditors 
who conduct audits in accordance with GAGAS. For 
example, individual auditors who are members of 
professional organizations or are licensed or certified 
professionals may also be subject to ethical 
requirements of those professional organizations or 
licensing bodies. Auditors employed by government 
entities may also be subject to government ethics laws 
and regulations.

6See paragraphs 3.02 through 3.59 for requirements related to 
independence.
7See paragraphs 3.69 through 3.81 for additional information on 
competence.
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1.14 The ethical principles that guide the work of 
auditors who conduct audits in accordance with GAGAS 
are

a. the public interest;

b. integrity;

c. objectivity; 

d. proper use of government information, resources, 
and positions; and

e. professional behavior.

The Public Interest 1.15 The public interest is defined as the collective well-
being of the community of people and entities the 
auditors serve. Observing integrity, objectivity, and 
independence in discharging their professional 
responsibilities assists auditors in meeting the principle 
of serving the public interest and honoring the public 
trust. The principle of the public interest is fundamental 
to the responsibilities of auditors and critical in the 
government environment.

1.16 A distinguishing mark of an auditor is acceptance 
of responsibility to serve the public interest. This 
responsibility is critical when auditing in the government 
environment. GAGAS embodies the concept of 
accountability for public resources, which is 
fundamental to serving the public interest.

Integrity 1.17 Public confidence in government is maintained and 
strengthened by auditors performing their professional 
responsibilities with integrity. Integrity includes auditors 
conducting their work with an attitude that is objective, 
fact-based, nonpartisan, and nonideological with regard 
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to audited entities and users of the auditors’ reports. 
Within the constraints of applicable confidentiality laws, 
rules, or policies, communications with the audited 
entity, those charged with governance, and the 
individuals contracting for or requesting the audit are 
expected to be honest, candid, and constructive.

1.18 Making decisions consistent with the public 
interest of the program or activity under audit is an 
important part of the principle of integrity. In discharging 
their professional responsibilities, auditors may 
encounter conflicting pressures from management of 
the audited entity, various levels of government, and 
other likely users. Auditors may also encounter 
pressures to inappropriately achieve personal or 
organizational gain. In resolving those conflicts and 
pressures, acting with integrity means that auditors 
place priority on their responsibilities to the public 
interest.

Objectivity 1.19 The credibility of auditing in the government sector 
is based on auditors’ objectivity in discharging their 
professional responsibilities. Objectivity includes 
independence of mind and appearance when providing 
audits, maintaining an attitude of impartiality, having 
intellectual honesty, and being free of conflicts of 
interest. Maintaining objectivity includes a continuing 
assessment of relationships with audited entities and 
other stakeholders in the context of the auditors’ 
responsibility to the public. The concepts of objectivity 
and independence are closely related. Independence 
impairments impact objectivity.8

8See independence standards at paragraphs 3.02 through 3.59. 
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Proper Use of 
Government 
Information, 
Resources, and 
Positions

1.20 Government information, resources, and positions 
are to be used for official purposes and not 
inappropriately for the auditor’s personal gain or in a 
manner contrary to law or detrimental to the legitimate 
interests of the audited entity or the audit organization. 
This concept includes the proper handling of sensitive 
or classified information or resources.

1.21 In the government environment, the public’s right 
to the transparency of government information has to be 
balanced with the proper use of that information. In 
addition, many government programs are subject to 
laws and regulations dealing with the disclosure of 
information. To accomplish this balance, exercising 
discretion in the use of information acquired in the 
course of auditors’ duties is an important part in 
achieving this goal. Improperly disclosing any such 
information to third parties is not an acceptable practice.

1.22 Accountability to the public for the proper use and 
prudent management of government resources is an 
essential part of auditors’ responsibilities. Protecting 
and conserving government resources and using them 
appropriately for authorized activities is an important 
element in the public’s expectations for auditors.

1.23 Misusing the position of an auditor for financial 
gain or other benefits violates an auditor’s fundamental 
responsibilities. An auditor’s credibility can be damaged 
by actions that could be perceived by an objective third 
party with knowledge of the relevant information as 
improperly benefiting an auditor’s personal financial 
interests or those of an immediate or close family 
member; a general partner; an organization for which 
the auditor serves as an officer, director, trustee, or 
employee; or an organization with which the auditor is 
negotiating concerning future employment. 



Chapter 1
Government Auditing: Foundation 
and Ethical Principles

Page 12 GAO-12-331G Government Auditing Standards

Professional 
Behavior

1.24 High expectations for the auditing profession 
include compliance with all relevant legal, regulatory, 
and professional obligations and avoidance of any 
conduct that might bring discredit to auditors’ work, 
including actions that would cause an objective third 
party with knowledge of the relevant information to 
conclude that the auditors’ work was professionally 
deficient. Professional behavior includes auditors 
putting forth an honest effort in performance of their 
duties and professional services in accordance with the 
relevant technical and professional standards.
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Standards for Use and Application of 
GAGAS Chapter 2

Introduction 2.01 This chapter establishes requirements and 
provides guidance for audits9 performed in accordance 
with generally accepted government auditing standards 
(GAGAS). This chapter also identifies the types of 
audits that may be performed in accordance with 
GAGAS, explains the terminology that GAGAS uses to 
identify requirements, explains the relationship between 
GAGAS and other professional standards, and provides 
requirements for stating compliance with GAGAS in the 
auditors’ report.

Types of GAGAS 
Audits and 
Attestation 
Engagements

2.02 This section describes the types of audits that 
audit organizations may perform in accordance with 
GAGAS. This description is not intended to limit or 
require the types of audits that may be performed in 
accordance with GAGAS.

2.03 All audits begin with objectives, and those 
objectives determine the type of audit to be performed 
and the applicable standards to be followed. The types 
of audits that are covered by GAGAS, as defined by 
their objectives, are classified in this document as 
financial audits, attestation engagements, and 
performance audits.

2.04 In some audits, the standards applicable to the 
specific objective will be apparent. For example, if the 
objective is to express an opinion on financial 
statements, the standards for financial audits apply. 
However, some audits may have multiple or overlapping 
objectives. For example, if the objectives are to 
determine the reliability of performance measures, this 
work can be done in accordance with either the 
standards for attestation engagements or performance 

9See paragraph 1.07c for discussion of the term “audit” as it is used in 
chapters 1 through 3 and corresponding sections of the Appendix.
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audits. In cases in which there is a choice between 
applicable standards, auditors should evaluate users’ 
needs and the auditors’ knowledge, skills, and 
experience in deciding which standards to follow.

2.05 GAGAS requirements apply to the types of audits 
that may be performed in accordance with GAGAS as 
follows:

a. Financial audits: the requirements and guidance in 
chapters 1 through 4 apply.

b. Attestation engagements: the requirements and 
guidance in chapters 1 through 3, and 5 apply.

c. Performance audits: the requirements and guidance 
in chapters 1 through 3, 6, and 7 apply.

2.06 Appendix I includes supplemental guidance for 
auditors and audited entities to assist in the 
implementation of GAGAS. Appendix I does not 
establish auditor requirements but instead is intended to 
facilitate implementation of the standards contained in 
chapters 2 through 7. Appendix II includes a flowchart 
which may assist in the application of the conceptual 
framework for independence.10

Financial Audits 2.07 Financial audits provide an independent 
assessment of whether an entity’s reported financial 
information (e.g., financial condition, results, and use of 
resources) are presented fairly in accordance with 
recognized criteria. Financial audits performed in 
accordance with GAGAS include financial statement 
audits and other related financial audits:

10See paragraphs 3.07 through 3.32 for discussion of the conceptual 
framework.
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a. Financial statement audits: The primary purpose of a 
financial statement audit is to provide an opinion about 
whether an entity’s financial statements are presented 
fairly in all material respects in conformity with an 
applicable financial reporting framework. Reporting on 
financial statement audits performed in accordance with 
GAGAS also includes reports on internal control over 
financial reporting and on compliance with provisions of 
laws, regulations, contracts, and grant agreements that 
have a material effect on the financial statements. 

b. Other types of financial audits: Other types of 
financial audits conducted in accordance with GAGAS 
entail various scopes of work, including: (1) obtaining 
sufficient, appropriate evidence to form an opinion on 
single financial statements, specified elements, 
accounts, or items of a financial statement;11 (2) issuing 
letters for underwriters and certain other requesting 
parties;12 and (3) auditing compliance with applicable 
compliance requirements relating to one or more 
government programs.13

2.08 GAGAS incorporates by reference the American 
Institute of Certified Public Accountants (AICPA)

11See American Institute of Certified Public Accountants (AICPA) 
Codification of Statements on Auditing Standards for Auditing (AU-C) 
Section 805, Special Considerations – Audits of Single Financial 
Statements and Specific Elements, Accounts, or Items of a Financial 
Statement.
12See AICPA AU-C Section 920, Letters for Underwriters and Certain 
Other Requesting Parties.

13See AICPA AU-C Section 935, Compliance Audits.
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Statements on Auditing Standards (SAS).14 Additional 
requirements for performing financial audits in 
accordance with GAGAS are contained in chapter 4. 
For financial audits performed in accordance with 
GAGAS, auditors should also comply with chapters 
1 through 3.

Attestation 
Engagements

2.09 Attestation engagements can cover a broad range 
of financial or nonfinancial objectives about the subject 
matter or assertion depending on the users’ needs.15 
GAGAS incorporates by reference the AICPA’s 
Statements on Standards for Attestation Engagements 
(SSAE).16 Additional requirements for performing 
attestation engagements in accordance with GAGAS 
are contained in chapter 5. The AICPA’s standards 
recognize attestation engagements that result in an 
examination, a review, or an agreed-upon procedures 
report on a subject matter or on an assertion about a 
subject matter that is the responsibility of another 
party.17 The three types of attestation engagements are:

a. Examination: Consists of obtaining sufficient, 
appropriate evidence to express an opinion on whether 
the subject matter is based on (or in conformity with) the 

14See AICPA Codification of Statements on Auditing Standards and 
paragraph 2.20 for additional discussion on the relationship between 
GAGAS and other professional standards. References to the AICPA 
Codification of Statements on Auditing Standards use an “AU-C” 
identifier to refer to the clarified SASs instead of an “AU” identifier. 
“AU-C” is a temporary identifier to avoid confusion with references to 
existing “AU” sections, which remain effective through 2013. The “AU-
C” identifier will revert to “AU” in 2014 AICPA Codification of 
Statements on Auditing Standards, by which time the clarified SASs 
become fully effective for all engagements.
15See A2.01 for examples of objectives for attestation engagements.
16See the AICPA Codification of Statements on Standards for 
Attestation Engagements (AT) Sections.
17See AICPA AT Section 101, Attest Engagements and AT Section 
201, Agreed-Upon Procedures Engagements.
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criteria in all material respects or the assertion is 
presented (or fairly stated), in all material respects, 
based on the criteria.

b. Review: Consists of sufficient testing to express a 
conclusion about whether any information came to the 
auditors’ attention on the basis of the work performed 
that indicates the subject matter is not based on (or not 
in conformity with) the criteria or the assertion is not 
presented (or not fairly stated) in all material respects 
based on the criteria. Auditors should not perform 
review-level work for reporting on internal control or 
compliance with provisions of laws and regulations.18

c. Agreed-Upon Procedures: Consists of auditors 
performing specific procedures on the subject matter 
and issuing a report of findings based on the agreed-
upon procedures. In an agreed-upon procedures 
engagement, the auditor does not express an opinion or 
conclusion, but only reports on agreed-upon procedures 
in the form of procedures and findings related to the 
specific procedures applied.

Performance Audits 2.10 Performance audits are defined as audits that 
provide findings or conclusions based on an evaluation 
of sufficient, appropriate evidence against criteria.19 
Performance audits provide objective analysis to assist 
management and those charged with governance and 
oversight in using the information to improve program 
performance and operations, reduce costs, facilitate 
decision making by parties with responsibility to 
oversee or initiate corrective action, and contribute to 
public accountability. The term “program” is used in 

18See AICPA AT Sections 501, Reporting on an Entity’s Internal 
Control Over Financial Reporting and 601, Compliance Attestation.

19See paragraphs 6.37 and A6.02 for discussion of criteria.
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GAGAS to include government entities, organizations, 
programs, activities, and functions. 

2.11 Performance audit objectives vary widely and 
include assessments of program effectiveness, 
economy, and efficiency; internal control; compliance; 
and prospective analyses. These overall objectives are 
not mutually exclusive. Thus, a performance audit may 
have more than one overall objective. For example, a 
performance audit with an objective of determining or 
evaluating program effectiveness may also involve an 
additional objective of evaluating internal controls to 
determine the reasons for a program’s lack of 
effectiveness or how effectiveness can be improved. 
Examples of the various types of the performance audit 
objectives discussed below are included in Appendix I.20

a. Program effectiveness and results audit objectives 
are frequently interrelated with economy and efficiency 
objectives. Audit objectives that focus on program 
effectiveness and results typically measure the extent to 
which a program is achieving its goals and objectives. 
Audit objectives that focus on economy and efficiency 
address the costs and resources used to achieve 
program results.

b. Internal control audit objectives relate to an 
assessment of one or more components of an 
organization’s system of internal control that is 
designed to provide reasonable assurance of achieving 
effective and efficient operations, reliable financial and 
performance reporting, or compliance with applicable 
laws and regulations. Internal control objectives also 
may be relevant when determining the cause of 
unsatisfactory program performance. Internal control 

20See paragraphs A2.02 through A2.05 for discussion of performance 
audit objectives.
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comprises the plans, policies, methods, and procedures 
used to meet the organization’s mission, goals, and 
objectives. Internal control includes the processes and 
procedures for planning, organizing, directing, and 
controlling program operations, and management’s 
system for measuring, reporting, and monitoring 
program performance.21 

c. Compliance audit objectives relate to an assessment 
of compliance with criteria established by provisions of 
laws, regulations, contracts, or grant agreements, or 
other requirements that could affect the acquisition, 
protection, use, and disposition of the entity’s resources 
and the quantity, quality, timeliness, and cost of services 
the entity produces and delivers. Compliance 
requirements can be either financial or nonfinancial.

d. Prospective analysis audit objectives provide 
analysis or conclusions about information that is based 
on assumptions about events that may occur in the 
future, along with possible actions that the entity may 
take in response to the future events. 

Nonaudit Services 
Provided by Audit 
Organizations

2.12 GAGAS does not cover nonaudit services, which 
are defined as professional services other than audits or 
attestation engagements. Therefore, auditors do not 
report that the nonaudit services were conducted in 
accordance with GAGAS. When performing nonaudit 
services for an entity for which the audit organization 
performs a GAGAS audit, audit organizations should 
communicate with requestors and those charged with 
governance to clarify that the work performed does not 
constitute an audit conducted in accordance with 
GAGAS.

21See paragraphs A.03 through A.04 for additional discussion of 
internal control.
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2.13 When audit organizations provide nonaudit 
services to entities for which they also provide GAGAS 
audits, they should assess the impact that providing 
those nonaudit services may have on auditor and audit 
organization independence and respond to any 
identified threats to independence in accordance with 
the GAGAS independence standard.22 

Use of Terminology 
to Define GAGAS 
Requirements

2.14 GAGAS contains requirements together with 
related guidance in the form of application and other 
explanatory material. The terminology is consistent with 
the terminology defined in the AICPA’s Codification of 
Statements on Auditing Standards.23 Auditors have a 
responsibility to consider the entire text of GAGAS in 
carrying out their work and in understanding and 
applying the requirements in GAGAS. Not every 
paragraph of GAGAS carries a requirement that 
auditors and audit organizations are expected to fulfill. 
Rather, the requirements are identified through use of 
specific language.

2.15 GAGAS uses two categories of requirements, 
identified by specific terms, to describe the degree of 
responsibility they impose on auditors and audit 
organizations, as follows:

a. Unconditional requirements: Auditors and audit 
organizations must comply with an unconditional 
requirement in all cases where such requirement is 
relevant. GAGAS uses the word must to indicate an 
unconditional requirement.

22See paragraphs 3.02 through 3.59 for the GAGAS independence 
standard.
23See AICPA AU-C Section 200, Overall Objectives of the 
Independent Auditor and the Conduct of an Audit in Accordance With 
Generally Accepted Auditing Standards.
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b. Presumptively mandatory requirements: Auditors and 
audit organizations must comply with a presumptively 
mandatory requirement in all cases where such a 
requirement is relevant except in rare circumstances 
discussed in paragraph 2.16. GAGAS uses the word 
should to indicate a presumptively mandatory 
requirement.24

2.16 In rare circumstances, auditors and audit 
organizations may determine it necessary to depart 
from a relevant presumptively mandatory requirement. 
In such rare circumstances, auditors should perform 
alternative procedures to achieve the intent of that 
requirement. The need for the auditors to depart from a 
relevant presumptively mandatory requirement is 
expected to arise only when the requirement is for a 
specific procedure to be performed and, in the specific 
circumstances of the audit, that procedure would be 
ineffective in achieving the intent of the requirement. If, 
in rare circumstances, auditors judge it necessary to 
depart from a relevant presumptively mandatory 
requirement, they must document their justification for 
the departure and how the alternative procedures 
performed in the circumstances were sufficient to 
achieve the intent of that requirement. 

2.17 In addition to requirements as identified in 
paragraph 2.15, GAGAS contains related guidance in 
the form of application and other explanatory material. 
The application and other explanatory material provides 
further explanation of the requirements and guidance 
for carrying them out. In particular, it may explain more 
precisely what a requirement means or is intended to 
cover or include examples of procedures that may be 
appropriate in the circumstances. Although such 
guidance does not in itself impose a requirement, it is 

24See paragraph 2.25 for additional documentation requirements for 
departures from GAGAS requirements. 
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relevant to the proper application of the requirements. 
Auditors should have an understanding of the 
application and other explanatory material; how 
auditors apply the guidance in the audit depends on the 
exercise of professional judgment in the circumstances 
consistent with the objective of the requirement. The 
words “may,” “might,” and “could” are used to describe 
these actions and procedures. The application and 
other explanatory material may also provide 
background information on matters addressed in 
GAGAS.

2.18 Auditors also use “interpretive publications” in 
planning and performing GAGAS audits. Interpretive 
publications are recommendations on the application of 
GAGAS in specific circumstances, including audits for 
entities in specialized industries. Interpretive 
publications, such as related GAGAS guidance 
documents and interpretations, are issued under the 
authority of the Government Accountability Office 
(GAO) to provide additional guidance on the application 
of GAGAS.25 Interpretive publications are not auditing 
standards, but have the same level of authority as 
application and other explanatory material in GAGAS. 

Relationship 
between GAGAS 
and Other 
Professional 
Standards

2.19 Auditors may use GAGAS in conjunction with 
professional standards issued by other authoritative 
bodies. 

2.20 The relationship between GAGAS and other 
professional standards for financial audits and 
attestation engagements is as follows:

25See http://www.gao.gov/yellowbook for a listing of related GAGAS 
interpretive publications.
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a. The AICPA has established professional standards 
that apply to financial audits and attestation 
engagements for nonissuers (entities other than 
issuers26 under the Sarbanes-Oxley Act of 2002, such 
as privately held companies, nonprofit entities, and 
government entities) performed by certified public 
accountants (CPA). For financial audits and attestation 
engagements, GAGAS incorporates by reference 
AICPA standards, as discussed in paragraph 2.08.

b. The International Auditing and Assurance Standards 
Board (IAASB) has established professional standards 
that apply to financial audits and assurance 
engagements. Auditors may elect to use the IAASB 
standards and the related International Standards on 
Auditing (ISA) and International Standards on 
Assurance Engagements (ISAE) in conjunction with 
GAGAS.

c. The Public Company Accounting Oversight Board 
(PCAOB) has established professional standards that 
apply to financial audits and attestation engagements 
for issuers (generally, publicly traded companies with a 
reporting obligation under the Securities Exchange Act 
of 1934). Auditors may elect to use the PCAOB 
standards in conjunction with GAGAS.

2.21 For performance audits, GAGAS does not 
incorporate other standards by reference, but 
recognizes that auditors may use or may be required to 
use other professional standards in conjunction with 
GAGAS, such as the following:

26See the Sarbanes-Oxley Act of 2002 (Public Law 107-204) for 
discussion of issuers.
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a. International Standards for the Professional Practice 
of Internal Auditing, The Institute of Internal Auditors, 
Inc.;

b. Guiding Principles for Evaluators, American 
Evaluation Association;

c. The Program Evaluation Standards, Joint Committee 
on Standards for Education Evaluation; 

d. Standards for Educational and Psychological Testing, 
American Psychological Association; and

e. IT Standards, Guidelines, and Tools and Techniques 
for Audit and Assurance and Control Professionals, 
ISACA.

2.22 When auditors cite compliance with both GAGAS 
and another set of standards, such as those listed in 
paragraphs 2.20 and 2.21, auditors should refer to 
paragraph 2.24 for the requirements for citing 
compliance with GAGAS. In addition to citing GAGAS, 
auditors may also cite the use of other standards in their 
reports when they have also met the requirements for 
citing compliance with the other standards.27 Auditors 
should refer to the other set of standards for the basis 
for citing compliance with those standards.

Stating Compliance 
with GAGAS in the 
Auditors’ Report

2.23 When auditors are required to perform an audit in 
accordance with GAGAS or are representing to others 
that they did so, they should cite compliance with 
GAGAS in the auditors’ report as set forth in paragraphs 
2.24 through 2.25.

27See paragraphs 4.18, 5.19, 5.51, and 5.61 for additional 
requirements for citing compliance with standards of the AICPA.
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2.24 Auditors should include one of the following types 
of GAGAS compliance statements in reports on GAGAS 
audits, as appropriate.28

a. Unmodified GAGAS compliance statement: Stating 
that the auditor performed the audit in accordance with 
GAGAS. Auditors should include an unmodified 
GAGAS compliance statement in the auditors’ report 
when they have (1) followed unconditional and 
applicable presumptively mandatory GAGAS 
requirements, or (2) have followed unconditional 
requirements, and documented justification for any 
departures from applicable presumptively mandatory 
requirements and have achieved the objectives of those 
requirements through other means.

b. Modified GAGAS compliance statement: Stating 
either that (1) the auditor performed the audit in 
accordance with GAGAS, except for specific applicable 
requirements that were not followed, or (2) because of 
the significance of the departure(s) from the 
requirements, the auditor was unable to and did not 
perform the audit in accordance with GAGAS. 
Situations when auditors use modified compliance 
statements also include scope limitations, such as 
restrictions on access to records, government officials, 
or other individuals needed to conduct the audit. When 
auditors use a modified GAGAS statement, they should 
disclose in the report the applicable requirement(s) not 
followed, the reasons for not following the 
requirement(s), and how not following the 
requirement(s) affected, or could have affected, the 
audit and the assurance provided.

28See paragraph A2.06 for additional discussion of GAGAS 
compliance statements.
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2.25 When auditors do not comply with applicable 
requirement(s), they should (1) assess the significance 
of the noncompliance to the audit objectives, 
(2) document the assessment, along with their reasons 
for not following the requirement(s), and (3) determine 
the type of GAGAS compliance statement. The 
auditors’ determination is a matter of professional 
judgment, which is affected by the significance of the 
requirement(s) not followed in relation to the audit 
objectives. 
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General Standards Chapter 3

Introduction 3.01 This chapter establishes general standards and 
provides guidance for performing financial audits, 
attestation engagements, and performance audits 
under generally accepted government auditing 
standards (GAGAS). These general standards, along 
with the overarching ethical principles presented in 
chapter 1, establish a foundation for the credibility of 
auditors’ work. These general standards emphasize the 
importance of the independence of the audit 
organization and its individual auditors; the exercise of 
professional judgment in the performance of work and 
the preparation of related reports; the competence of 
staff; and quality control and assurance. 

Independence 3.02 In all matters relating to the audit work, the audit 
organization and the individual auditor, whether 
government or public, must be independent. 

3.03 Independence comprises:

a. Independence of Mind
The state of mind that permits the performance of an 
audit without being affected by influences that 
compromise professional judgment, thereby allowing an 
individual to act with integrity and exercise objectivity 
and professional skepticism. 

b. Independence in Appearance
The absence of circumstances that would cause a 
reasonable and informed third party, having knowledge 
of the relevant information, to reasonably conclude that 
the integrity, objectivity, or professional skepticism of an 
audit organization or member of the audit team had 
been compromised.

3.04 Auditors and audit organizations maintain 
independence so that their opinions, findings, 
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conclusions, judgments, and recommendations will be 
impartial and viewed as impartial by reasonable and 
informed third parties. Auditors should avoid situations 
that could lead reasonable and informed third parties to 
conclude that the auditors are not independent and thus 
are not capable of exercising objective and impartial 
judgment on all issues associated with conducting the 
audit and reporting on the work.

3.05 Except under the limited circumstances discussed 
in paragraphs 3.47 and 3.48, auditors should be 
independent from an audited entity during:

a. any period of time that falls within the period covered 
by the financial statements or subject matter of the 
audit, and 

b. the period of the professional engagement, which 
begins when the auditors either sign an initial 
engagement letter or other agreement to perform an 
audit or begin to perform an audit, whichever is earlier. 
The period lasts for the entire duration of the 
professional relationship (which, for recurring audits, 
could cover many periods) and ends with the formal or 
informal notification, either by the auditors or the 
audited entity, of the termination of the professional 
relationship or by the issuance of a report, whichever is 
later. Accordingly, the period of professional 
engagement does not necessarily end with the 
issuance of a report and recommence with the 
beginning of the following year’s audit or a subsequent 
audit with a similar objective.

3.06 GAGAS’s practical consideration of independence 
consists of four interrelated sections, providing: 

a. a conceptual framework for making independence 
determinations based on facts and circumstances that 
are often unique to specific environments; 
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b. requirements for and guidance on independence for 
audit organizations that are structurally located within 
the entities they audit; 

c. requirements for and guidance on independence for 
auditors performing nonaudit services, including 
indication of specific nonaudit services that always 
impair independence and others that would not 
normally impair independence; and 

d. requirements for and guidance on documentation 
necessary to support adequate consideration of auditor 
independence. 

GAGAS Conceptual 
Framework 
Approach to 
Independence

3.07 Many different circumstances, or combinations of 
circumstances, are relevant in evaluating threats to 
independence. Therefore, GAGAS establishes a 
conceptual framework that auditors use to identify, 
evaluate, and apply safeguards to address threats to 
independence.29 The conceptual framework assists 
auditors in maintaining both independence of mind and 
independence in appearance. It can be applied to many 
variations in circumstances that create threats to 
independence and allows auditors to address threats to 
independence that result from activities that are not 
specifically prohibited by GAGAS. 

3.08 Auditors should apply the conceptual framework at 
the audit organization, audit, and individual auditor 
levels to: 

a. identify threats to independence; 

29See Appendix II for a flowchart to assist in the application of the 
conceptual framework for independence.
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b. evaluate the significance of the threats identified, 
both individually and in the aggregate; and 

c. apply safeguards as necessary to eliminate the 
threats or reduce them to an acceptable level. 

3.09 If no safeguards are available to eliminate an 
unacceptable threat or reduce it to an acceptable level, 
independence would be considered impaired.

3.10 The use of the term “audit organization” in GAGAS 
is described in paragraph 1.07. For consideration of 
auditor independence, offices or units of an audit 
organization, or related or affiliated entities under 
common control, are not differentiated from one 
another. Consequently, for the purposes of 
independence evaluation using the conceptual 
framework, an audit organization that includes multiple 
offices or units, or includes multiple entities related or 
affiliated through common control, is considered to be 
one audit organization. Common ownership may also 
affect independence in appearance regardless of the 
level of control.

3.11 The GAGAS section on nonaudit services in 
paragraphs 3.33 through 3.58 provides requirements 
and guidance on evaluating threats to independence 
related to nonaudit services provided by auditors to 
audited entities. That section also enumerates specific 
nonaudit services that always impair auditor 
independence with respect to audited entities and that 
auditors are prohibited from providing to audited 
entities.

3.12 The following sections discuss threats to 
independence, safeguards or controls to eliminate or 
reduce threats, and application of the conceptual 
framework for independence.
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Threats 3.13 Threats to independence are circumstances that 
could impair independence. Whether independence is 
impaired depends on the nature of the threat, whether 
the threat is of such significance that it would 
compromise an auditor’s professional judgment or 
create the appearance that the auditor’s professional 
judgment may be compromised, and on the specific 
safeguards applied to eliminate the threat or reduce it to 
an acceptable level. Threats are conditions to be 
evaluated using the conceptual framework. Threats do 
not necessarily impair independence. 

3.14 Threats to independence may be created by a 
wide range of relationships and circumstances. Auditors 
should evaluate the following broad categories of 
threats to independence when threats are being 
identified and evaluated:30 

a. Self-interest threat - the threat that a financial or other 
interest will inappropriately influence an auditor’s 
judgment or behavior; 

b. Self-review threat - the threat that an auditor or audit 
organization that has provided nonaudit services will not 
appropriately evaluate the results of previous judgments 
made or services performed as part of the nonaudit 
services when forming a judgment significant to an 
audit; 

c. Bias threat - the threat that an auditor will, as a result 
of political, ideological, social, or other convictions, take 
a position that is not objective;

d. Familiarity threat - the threat that aspects of a 
relationship with management or personnel of an 

30See A3.02 through A3.09 for further discussion and examples of 
threats.
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audited entity, such as a close or long relationship, or 
that of an immediate or close family member, will lead 
an auditor to take a position that is not objective; 

e. Undue influence threat - the threat that external 
influences or pressures will impact an auditor’s ability to 
make independent and objective judgments; 

f. Management participation threat - the threat that 
results from an auditor’s taking on the role of 
management or otherwise performing management 
functions on behalf of the entity undergoing an audit; 
and 

g. Structural threat - the threat that an audit 
organization’s placement within a government entity, in 
combination with the structure of the government entity 
being audited, will impact the audit organization’s ability 
to perform work and report results objectively. 

3.15 Circumstances that result in a threat to 
independence in one of the above categories may 
result in other threats as well. For example, a 
circumstance resulting in a structural threat to 
independence may also expose auditors to undue 
influence and management participation threats. 

Safeguards 3.16 Safeguards are controls designed to eliminate or 
reduce to an acceptable level threats to independence. 
Under the conceptual framework, the auditor applies 
safeguards that address the specific facts and 
circumstances under which threats to independence 
exist. In some cases, multiple safeguards may be 
necessary to address a threat. The list of safeguards in 
this section provides examples that may be effective 
under certain circumstances. The list cannot provide 
safeguards for all circumstances. It may, however, 
provide a starting point for auditors who have identified 
threats to independence and are considering what 
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safeguards could eliminate those threats or reduce 
them to an acceptable level.

3.17 Examples of safeguards include: 

a. consulting an independent third party, such as a 
professional organization, a professional regulatory 
body, or another auditor; 

b. involving another audit organization to perform or 
reperform part of the audit; 

c. having a professional staff member who was not a 
member of the audit team review the work performed; 
and

d. removing an individual from an audit team when that 
individual’s financial or other interests or relationships 
pose a threat to independence.

3.18 Depending on the nature of the audit, an auditor 
may also be able to place limited reliance on 
safeguards that the entity has implemented. It is not 
possible to rely solely on such safeguards to eliminate 
threats or reduce them to an acceptable level. 

3.19 Examples of safeguards within the entity’s systems 
and procedures include: 

a. an entity requirement that persons other than 
management ratify or approve the appointment of an 
audit organization to perform an audit; 

b. internal procedures at the entity that ensure objective 
choices in commissioning nonaudit services; and

c. a governance structure at the entity that provides 
appropriate oversight and communications regarding 
the audit organization’s services.
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Application of the 
Conceptual 
Framework

3.20 Auditors should evaluate threats to independence 
using the conceptual framework when the facts and 
circumstances under which the auditors perform their 
work may create or augment threats to independence. 
Auditors should evaluate threats both individually and in 
the aggregate because threats can have a cumulative 
effect on an auditor’s independence.

3.21 Facts and circumstances that create threats to 
independence can result from events such as the start 
of a new audit; assignment of new staff to an ongoing 
audit; and acceptance of a nonaudit service at an 
audited entity. Many other events can result in threats to 
independence. Auditors use professional judgment to 
determine whether the facts and circumstances created 
by an event warrant use of the conceptual framework. 
Whenever relevant new information about a threat to 
independence comes to the attention of the auditor 
during the audit, the auditor should evaluate the 
significance of the threat in accordance with the 
conceptual framework.

3.22 Auditors should determine whether identified 
threats to independence are at an acceptable level or 
have been eliminated or reduced to an acceptable level. 
A threat to independence is not acceptable if it either (a) 
could impact the auditor’s ability to perform an audit 
without being affected by influences that compromise 
professional judgment or (b) could expose the auditor or 
audit organization to circumstances that would cause a 
reasonable and informed third party to conclude that the 
integrity, objectivity, or professional skepticism of the 
audit organization, or a member of the audit team, had 
been compromised.

3.23 When an auditor identifies threats to independence 
and, based on an evaluation of those threats, 
determines that they are not at an acceptable level, the 
auditor should determine whether appropriate 
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safeguards are available and can be applied to 
eliminate the threats or reduce them to an acceptable 
level. The auditor should exercise professional 
judgment in making that determination, and should take 
into account whether both independence of mind and 
independence in appearance are maintained. The 
auditor should evaluate both qualitative and quantitative 
factors when determining the significance of a threat. 

3.24 In cases where threats to independence are not at 
an acceptable level, thereby requiring the application of 
safeguards, the auditors should document the threats 
identified and the safeguards applied to eliminate the 
threats or reduce them to an acceptable level. 

3.25 Certain conditions may lead to threats that are so 
significant that they cannot be eliminated or reduced to 
an acceptable level through the application of 
safeguards, resulting in impaired independence. Under 
such conditions, auditors should decline to perform a 
prospective audit or terminate an audit in progress.31 

3.26 If a threat to independence is initially identified 
after the auditors’ report is issued, the auditor should 
evaluate the threat’s impact on the audit and on 
GAGAS compliance. If the auditors determine that the 
newly identified threat had an impact on the audit that 
would have resulted in the auditors’ report being 
different from the report issued had the auditors been 
aware of it, they should communicate in the same 
manner as that used to originally distribute the report to 
those charged with governance, the appropriate officials 
of the audited entity, the appropriate officials of the 

31See paragraph 3.44 for a discussion of conditions under which an 
auditor may be required by law or regulation to perform both an audit 
and a nonaudit service and cannot decline to perform or terminate the 
service. See the discussion of nonaudit services beginning in 
paragraph 3.45 for consideration of threats related to nonaudit 
services that cannot be eliminated or reduced to an appropriate level. 
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organizations requiring or arranging for the audits, and 
other known users, so that they do not continue to rely 
on findings or conclusions that were impacted by the 
threat to independence. If the report was previously 
posted to the auditors’ publicly accessible website, the 
auditors should remove the report and post a public 
notification that the report was removed. The auditors 
should then determine whether to conduct additional 
audit work necessary to reissue the report, including 
any revised findings or conclusions or repost the 
original report if the additional audit work does not result 
in a change in findings or conclusions. 

Government Auditors 
and Audit 
Organization 
Structure

3.27 The ability of audit organizations in government 
entities to perform work and report the results 
objectively can be affected by placement within 
government and the structure of the government entity 
being audited. The independence standard applies to 
auditors in government entities whether they report to 
third parties externally (external auditors), to senior 
management within the audited entity (internal 
auditors), or to both. 

External Auditor 
Independence

3.28 Audit organizations that are structurally located 
within government entities are often subject to 
constitutional or statutory safeguards that mitigate the 
effects of structural threats to independence. For 
external audit organizations, such safeguards may 
include governmental structures under which a 
government audit organization is: 

a. at a level of government other than the one of which 
the audited entity is part (federal, state, or local); for 
example, federal auditors auditing a state government 
program; or
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b. placed within a different branch of government from 
that of the audited entity; for example, legislative 
auditors auditing an executive branch program. 

3.29 Safeguards other than those described above may 
mitigate threats resulting from governmental structures. 
For external auditors or auditors who report both 
externally and internally, structural threats may be 
mitigated if the head of an audit organization meets any 
of the following criteria in accordance with constitutional 
or statutory requirements: 

a. directly elected by voters of the jurisdiction being 
audited; 

b. elected or appointed by a legislative body, subject to 
removal by a legislative body, and reports the results of 
audits to and is accountable to a legislative body; 

c. appointed by someone other than a legislative body, 
so long as the appointment is confirmed by a legislative 
body and removal from the position is subject to 
oversight or approval by a legislative body, and reports 
the results of audits to and is accountable to a 
legislative body; or 

d. appointed by, accountable to, reports to, and can only 
be removed by a statutorily created governing body, the 
majority of whose members are independently elected 
or appointed and are outside the organization being 
audited.

3.30 In addition to the criteria in paragraphs 3.28 and 
3.29, GAGAS recognizes that there may be other 
organizational structures under which external audit 
organizations in government entities could be 
considered to be independent. If appropriately designed 
and implemented, these structures provide safeguards 
that prevent the audited entity from interfering with the 
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audit organization’s ability to perform the work and 
report the results impartially. For an external audit 
organization or one that reports both externally and 
internally to be considered independent under a 
structure different from the ones listed in paragraphs 
3.28 and 3.29, the audit organization should have all of 
the following safeguards. In such situations, the audit 
organization should document how each of the 
following safeguards was satisfied and provide the 
documentation to those performing quality control 
monitoring and to the external peer reviewers to 
determine whether all the necessary safeguards are in 
place. The following safeguards may also be used to 
augment those listed in paragraphs 3.28 and 3.29:

a. statutory protections that prevent the audited entity 
from abolishing the audit organization; 

b. statutory protections that require that if the head of 
the audit organization is removed from office, the head 
of the agency reports this fact and the reasons for the 
removal to the legislative body; 

c. statutory protections that prevent the audited entity 
from interfering with the initiation, scope, timing, and 
completion of any audit; 

d. statutory protections that prevent the audited entity 
from interfering with audit reporting, including the 
findings and conclusions or the manner, means, or 
timing of the audit organization’s reports; 

e. statutory protections that require the audit 
organization to report to a legislative body or other 
independent governing body on a recurring basis; 

f. statutory protections that give the audit organization 
sole authority over the selection, retention, 
advancement, and dismissal of its staff; and 
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g. statutory access to records and documents related to 
the agency, program, or function being audited and 
access to government officials or other individuals as 
needed to conduct the audit. 

Internal Auditor 
Independence

3.31 Certain entities employ auditors to work for entity 
management. These auditors may be subject to 
administrative direction from persons involved in the 
entity management process. Such audit organizations 
are internal audit functions and are encouraged to use 
the Institute of Internal Auditors (IIA) International 
Standards for the Professional Practice of Internal 
Auditing in conjunction with GAGAS. In accordance with 
GAGAS, internal auditors who work under the direction 
of the audited entity’s management are considered 
independent for the purposes of reporting internally if 
the head of the audit organization meets all of the 
following criteria: 

a. is accountable to the head or deputy head of the 
government entity or to those charged with governance;

b. reports the audit results both to the head or deputy 
head of the government entity and to those charged 
with governance;

c. is located organizationally outside the staff or line-
management function of the unit under audit;

d. has access to those charged with governance; and

e. is sufficiently removed from political pressures to 
conduct audits and report findings, opinions, and 
conclusions objectively without fear of political reprisal.

3.32 When internal audit organizations perform audits 
of external parties such as auditing contractors or 
outside party agreements, and no impairments to 
independence exist, the audit organization can be 
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considered independent as an external audit 
organization of those external parties. 

Provision of 
Nonaudit Services to 
Audited Entities 

3.33 Auditors have traditionally provided a range of 
nonaudit services that are consistent with their skills 
and expertise to entities at which they perform audits. 
Providing such nonaudit services may create threats to 
an auditor’s independence.

Requirements for 
Performing Nonaudit 
Services

3.34 Before an auditor agrees to provide a nonaudit 
service to an audited entity, the auditor should 
determine whether providing such a service would 
create a threat to independence, either by itself or in 
aggregate with other nonaudit services provided, with 
respect to any GAGAS audit it performs. A critical 
component of this determination is consideration of 
management’s ability to effectively oversee the 
nonaudit service to be performed. The auditor should 
determine that the audited entity has designated an 
individual who possesses suitable skill, knowledge, or 
experience, and that the individual understands the 
services to be performed sufficiently to oversee them. 
The individual is not required to possess the expertise 
to perform or reperform the services. The auditor should 
document consideration of management’s ability to 
effectively oversee nonaudit services to be performed.

3.35 If an auditor were to assume management 
responsibilities for an audited entity, the management 
participation threats created would be so significant that 
no safeguards could reduce them to an acceptable 
level. Management responsibilities involve leading and 
directing an entity, including making decisions regarding 
the acquisition, deployment and control of human, 
financial, physical, and intangible resources.

3.36 Whether an activity is a management responsibility 
depends on the facts and circumstances and auditors 
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exercise professional judgment in identifying these 
activities. Examples of activities that are considered 
management responsibilities and would therefore 
impair independence if performed for an audited entity 
include:

a. setting policies and strategic direction for the audited 
entity;

b. directing and accepting responsibility for the actions 
of the audited entity’s employees in the performance of 
their routine, recurring activities;

c. having custody of an audited entity’s assets;

d. reporting to those charged with governance on behalf 
of management;

e. deciding which of the auditor’s or outside third party’s 
recommendations to implement;

f. accepting responsibility for the management of an 
audited entity’s project;

g. accepting responsibility for designing, implementing, 
or maintaining internal control; 

h. providing services that are intended to be used as 
management’s primary basis for making decisions that 
are significant to the subject matter of the audit;

i. developing an audited entity’s performance 
measurement system when that system is material or 
significant to the subject matter of the audit; and

j. serving as a voting member of an audited entity’s 
management committee or board of directors.
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3.37 Auditors performing nonaudit services for entities 
for which they perform audits should obtain assurance 
that audited entity management performs the following 
functions in connection with the nonaudit services:

a. assumes all management responsibilities;

b. oversees the services, by designating an individual, 
preferably within senior management, who possess 
suitable skill, knowledge, or experience;32

c. evaluates the adequacy and results of the services 
performed; and

d. accepts responsibility for the results of the services. 

3.38 In cases where the audited entity is unable or 
unwilling to assume these responsibilities (for example, 
the audited entity does not have an individual with 
suitable skill, knowledge, or experience to oversee the 
nonaudit services provided, or is unwilling to perform 
such functions due to lack of time or desire), the 
auditor’s provision of these services would impair 
independence.

3.39 In connection with nonaudit services, auditors 
should establish and document their understanding with 
the audited entity’s management or those charged with 
governance, as appropriate, regarding the following:

a. objectives of the nonaudit service;

b. services to be performed;

c. audited entity’s acceptance of its responsibilities;

32See paragraph 3.34 for additional discussion of management’s 
ability to effectively oversee the nonaudit service.
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d. the auditor’s responsibilities; and

e. any limitations of the nonaudit service.

3.40 Routine activities performed by auditors that relate 
directly to the performance of an audit, such as 
providing advice and responding to questions as part of 
an audit, are not considered nonaudit services under 
GAGAS. Such routine activities generally involve 
providing advice or assistance to the entity on an 
informal basis as part of an audit. Routine activities 
typically are insignificant in terms of time incurred or 
resources expended and generally do not result in a 
specific project or engagement or in the auditors 
producing a formal report or other formal work product. 
However, activities such as financial statement 
preparation, cash to accrual conversions, and 
reconciliations are considered nonaudit services under 
GAGAS, not routine activities related to the 
performance of an audit, and are evaluated using the 
conceptual framework as discussed in paragraph 3.46.

3.41 Routine activities directly related to an audit 
include the following:

a. providing advice to the audited entity on an 
accounting matter as an ancillary part of the overall 
financial audit;

b. researching and responding to the audited entity’s 
technical questions on relevant tax laws as an ancillary 
part of providing tax services;

c. providing advice to the audited entity on routine 
business matters;

d. educating the audited entity on matters within the 
technical expertise of the auditors; and
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e. providing information to the audited entity that is 
readily available to the auditors, such as best practices 
and benchmarking studies.

3.42 An auditor who previously performed nonaudit 
services for an entity that is a prospective subject of an 
audit should evaluate the impact of those nonaudit 
services on independence before accepting an audit. If 
the nonaudit services were performed in the period to 
be covered by the audit, the auditor should 
(1) determine if the nonaudit service is expressly 
prohibited by GAGAS and, if not, (2) determine whether 
a threat to independence exists and address any 
threats noted in accordance with the conceptual 
framework. 

3.43 Nonaudit services provided by auditors can impact 
independence of mind and in appearance in periods 
subsequent to the period in which the nonaudit service 
was provided. For example, if auditors have designed 
and implemented an accounting and financial reporting 
system that is expected to be in place for many years, a 
threat to independence in appearance for future 
financial audits or attestation engagements performed 
by those auditors may exist in subsequent periods. For 
recurring audits, having another independent audit 
organization perform an audit of the areas affected by 
the nonaudit service may provide a safeguard that 
allows the audit organization that provided the nonaudit 
service to mitigate the threat to its independence. 
Auditors use professional judgment to determine 
whether the safeguards adequately mitigate the threats.

3.44 An auditor in a government entity may be required 
to perform a nonaudit service that could impair the 
auditor’s independence with respect to a required audit. 
If the auditor cannot, as a consequence of constitutional 
or statutory requirements over which the auditor has no 
control, implement safeguards to reduce the resulting 
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threat to an acceptable level, or decline to perform or 
terminate a nonaudit service that is incompatible with 
audit responsibilities, the auditor should disclose the 
nature of the threat that could not be eliminated or 
reduced to an acceptable level and modify the GAGAS 
compliance statement accordingly.33 

Consideration of 
Specific Nonaudit 
Services

3.45 By their nature, certain nonaudit services directly 
support the entity’s operations and impair auditors’ 
ability to maintain independence in mind and 
appearance. The nonaudit services discussed below 
are among those frequently requested of auditors 
working in a government environment. Some aspects of 
these services will impair an auditor’s ability to perform 
audits for the entities for which the services are 
provided. The specific services indicated are not the 
only nonaudit services that would impair an auditor’s 
independence.

3.46 Auditors may be able to provide nonaudit services 
in the broad areas indicated in paragraphs 3.49 through 
3.58 without impairing independence if (1) the nonaudit 
services are not expressly prohibited, (2) the auditor 
has determined that the requirements for performing 
nonaudit services in paragraphs 3.34 through 3.44 have 
been met, and (3) any significant threats to 
independence have been eliminated or reduced to an 
acceptable level through the application of safeguards. 
Auditors should use the conceptual framework to 
evaluate independence given the facts and 
circumstances of individual services not specifically 
prohibited in this section. 

3.47 For performance audits and agreed-upon 
procedures engagements, nonaudit services that are 

33See paragraphs 2.24 and 2.25 for the discussion of modifications to 
the GAGAS compliance statement.
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otherwise prohibited by GAGAS may be provided when 
such services do not relate to the specific subject matter 
of the engagement.

3.48 For financial statement audits and examination or 
review engagements, a nonaudit service performed 
during the period covered by the financial statements 
may not impair an auditor’s independence with respect 
to those financial statements provided that the following 
conditions exist:

a. the nonaudit service was provided prior to the period 
of professional engagement;

b. the nonaudit service related only to periods prior to 
the period covered by the financial statements; and

c. the financial statements for the period to which the 
nonaudit service did relate were audited by another 
auditor (or in the case of an examination or review 
engagement, examined, reviewed, or audited by 
another auditor as appropriate).

Management 
Responsibilities

3.49 If performed on behalf of an audited entity by the 
entity’s auditor, management responsibilities such as 
those listed in paragraph 3.36 would create 
management participation threats so significant that no 
safeguards could reduce them to an acceptable level. 
Consequently the auditor’s independence would be 
impaired with respect to that entity. 

Preparing Accounting 
Records and Financial 
Statements

3.50 Some services involving preparation of accounting 
records always impair an auditor’s independence with 
respect to an audited entity. These services include: 

a. determining or changing journal entries, account 
codes or classifications for transactions, or other 
accounting records for the entity without obtaining 
management’s approval;
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b. authorizing or approving the entity’s transactions; 
and

c. preparing or making changes to source documents 
without management approval. Source documents 
include those providing evidence that transactions have 
occurred (for example, purchase orders, payroll time 
records, customer orders, and contracts). Such records 
also include an audited entity’s general ledger and 
subsidiary records or equivalent.

3.51 Management is responsible for the preparation 
and fair presentation of the financial statements in 
accordance with the applicable financial reporting 
framework, even if the auditor assisted in drafting those 
financial statements. Consequently, an auditor’s 
acceptance of responsibility for the preparation and fair 
presentation of financial statements that the auditor will 
subsequently audit would impair the auditor’s 
independence.

3.52 Services related to preparing accounting records 
and financial statements that an auditor may be able to 
provide to an audited entity if the conditions in 
paragraph 3.46 are met include: 

a. recording transactions for which management has 
determined or approved the appropriate account 
classification, or posting coded transactions to an 
audited entity’s general ledger;

b. preparing financial statements based on information 
in the trial balance;

c. posting entries that have been approved by an 
audited entity’s management to the entity’s trial 
balance; 
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d. preparing account reconciliations that identify 
reconciling items for the audited entity management’s 
evaluation; and

e. proposing standard, adjusting, or correcting journal 
entries or other changes affecting the financial 
statements to an audited entity’s management provided 
management reviews and accepts the entries and the 
auditor is satisfied that management understands the 
nature of the proposed entries and the impact the 
entries have on the financial statements.

Internal Audit 
Assistance Services 
Provided by External 
Auditors

3.53 Internal audit assistance services involve assisting 
an entity in the performance of its internal audit 
activities. Certain internal audit assistance activities 
always impair an external auditor’s independence with 
respect to an audited entity. These activities include: 

a. setting internal audit policies or the strategic direction 
of internal audit activities; 

b. performing procedures that form part of the internal 
control, such as reviewing and approving changes to 
employee data access privileges; and

c. determining the scope of the internal audit function 
and resulting work. 

Internal Control 
Monitoring as a 
Nonaudit Service

3.54 Accepting responsibility for designing, 
implementing or maintaining internal control includes 
accepting responsibility for designing, implementing, or 
maintaining monitoring procedures.34 Monitoring 
involves the use of either ongoing monitoring 
procedures or separate evaluations to gather and 
analyze persuasive information supporting conclusions 
about the effectiveness of the internal control system. 

34See A.03 and A.04 for a discussion of internal control. 
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Ongoing monitoring procedures performed on behalf of 
management are built into the routine, recurring 
operating activities of an organization. Therefore, the 
management participation threat created if an auditor 
performs or supervises ongoing monitoring procedures 
is so significant that no safeguards could reduce the 
threat to an acceptable level.

3.55 Separate evaluations are sometimes performed as 
nonaudit services by individuals who are not directly 
involved in the operation of the controls being 
monitored. As such, it is possible for an auditor to 
provide an objective analysis of control effectiveness by 
performing separate evaluations without creating a 
management participation threat that would impair 
independence. However, in all such cases, the 
significance of the threat created by performing 
separate evaluations should be evaluated and 
safeguards applied when necessary to eliminate the 
threat or reduce it to an acceptable level. Auditors 
should assess the frequency of the separate 
evaluations as well as the scope or extent of the 
controls (in relation to the scope of the audit performed) 
being tested when evaluating the significance of the 
threat. An evaluation prepared as a nonaudit service is 
not a substitute for audit procedures in a GAGAS audit. 

Information 
Technology Systems 
Services 

3.56 Services related to information technology (IT) 
systems include the design or implementation of 
hardware or software systems. The systems may 
aggregate source data, form part of the internal control 
over the subject matter of the audit, or generate 
information that affects the subject matter of the audit. 
IT services that would impair independence if provided 
by an audit organization to an audited entity include: 

a. designing or developing a financial or other IT system 
that will play a significant role in the management of an 
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area of operations that is or will be the subject matter of 
an audit;

b. providing services that entail making other than 
insignificant modifications to the source code underlying 
such a system; and 

c. operating or supervising the operation of such a 
system.

Valuation Services 3.57 A valuation comprises the making of assumptions 
with regard to future developments, the application of 
appropriate methodologies and techniques, and the 
combination of both to compute a certain value, or 
range of values, for an asset, a liability, or an entity as a 
whole. If an audit organization provides valuation 
services to an audited entity and the valuations would 
have a material effect, separately or in the aggregate, 
on the financial statements or other information on 
which it is reporting, and the valuation involves a 
significant degree of subjectivity, the audit 
organization’s independence would be impaired.

Other Nonaudit 
Services

3.58 Provision of certain other nonaudit services always 
impairs an external auditor’s independence with respect 
to an audited entity. These activities include:

a. Non tax disbursement – prohibited nonaudit services

(1) Accepting responsibility to authorize payment of 
audited entity funds, electronically or otherwise.

(2) Accepting responsibility for signing or cosigning 
audited entity checks, even if only in emergency 
situations.

(3) Maintaining an audited entity’s bank account or 
otherwise having custody of an audited entity’s funds or 
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making credit or banking decisions for the audited 
entity.

(4) Approving vendor invoices for payment.

b. Benefit plan administration – prohibited nonaudit 
services

(1) Making policy decisions on behalf of audited entity 
management.

(2) When dealing with plan participants, interpreting the 
plan document on behalf of management without first 
obtaining management’s concurrence.

(3) Making disbursements on behalf of the plan.

(4) Having custody of a plan’s assets.

(5) Serving a plan as a fiduciary as defined by the 
Employee Retirement Income Security Act (ERISA).

c. Investment—advisory or management—prohibited 
nonaudit services

(1) Making investment decisions on behalf of audited 
entity management or otherwise having discretionary 
authority over an audited entity’s investments.

(2) Executing a transaction to buy or sell an audited 
entity’s investment.

(3) Having custody of an audited entity’s assets, such 
as taking temporary possession of securities purchased 
by an audited entity.

d. Corporate finance—consulting or advisory – 
prohibited nonaudit services
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(1) Committing the audited entity to the terms of a 
transaction or consummating a transaction on behalf of 
the audited entity.

(2) Acting as a promoter, underwriter, broker-dealer, or 
guarantor of audited entity securities, or distributor of 
private placement memoranda or offering documents.

(3) Maintaining custody of an audited entity’s securities.

e. Executive or employee personnel matters – 
prohibited nonaudit services

(1) Committing the audited entity to employee 
compensation or benefit arrangements.

(2) Hiring or terminating audited entity employees.

f. Business risk consulting – prohibited nonaudit 
services

(1) Making or approving business risk decisions.

(2) Presenting business risk considerations to those 
charged with governance or others on behalf of 
management.

Documentation 3.59 Documentation of independence considerations 
provides evidence of the auditor’s judgments in forming 
conclusions regarding compliance with independence 
requirements. GAGAS contains specific requirements 
for documentation related to independence which may 
be in addition to the documentation that auditors have 
previously maintained. While insufficient documentation 
of an auditor’s compliance with the independence 
standard does not impair independence, appropriate 
documentation is required under the GAGAS quality
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control and assurance requirements.35 The 
independence standard includes the following 
documentation requirements: 

a. document threats to independence that require the 
application of safeguards, along with safeguards 
applied, in accordance with the conceptual framework 
for independence as required by paragraph 3.24;

b. document the safeguards required by paragraph 3.30 
if an audit organization is structurally located within a 
government entity and is considered independent 
based on those safeguards; 

c. document consideration of audited entity 
management’s ability to effectively oversee a nonaudit 
service to be provided by the auditor as indicated in 
paragraph 3.34; and

d. document the auditor’s understanding with an 
audited entity for which the auditor will perform a 
nonaudit service as indicated in paragraph 3.39. 

Professional 
Judgment

3.60 Auditors must use professional judgment in 
planning and performing audits and in reporting the 
results.

3.61 Professional judgment includes exercising 
reasonable care and professional skepticism. 
Reasonable care includes acting diligently in 
accordance with applicable professional standards and 
ethical principles. Professional skepticism is an attitude 
that includes a questioning mind and a critical 

35See paragraph 3.84 for additional discussion of documenting 
compliance with quality control policies and procedures and 
paragraph 3.88 for additional discussion of policies and procedures 
on independence, legal, and ethical requirements.
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assessment of evidence. Professional skepticism 
includes a mindset in which auditors assume neither 
that management is dishonest nor of unquestioned 
honesty. 

3.62 Using the auditors’ professional knowledge, skills, 
and experience to diligently perform, in good faith and 
with integrity, the gathering of information and the 
objective evaluation of the sufficiency and 
appropriateness of evidence is a critical component of 
audits. Professional judgment and competence are 
interrelated because judgments made are dependent 
upon the auditors’ competence.

3.63 Professional judgment represents the application 
of the collective knowledge, skills, and experiences of 
all the personnel involved with an audit, as well as the 
professional judgment of individual auditors. In addition 
to personnel directly involved in the audit, professional 
judgment may involve collaboration with other 
stakeholders, external specialists, and management in 
the audit organization.

3.64 Using professional judgment is important to 
auditors in carrying out all aspects of their professional 
responsibilities, including following the independence 
standards and related conceptual framework; 
maintaining objectivity and credibility; assigning 
competent staff to the audit; defining the scope of work; 
evaluating, documenting, and reporting the results of 
the work; and maintaining appropriate quality control 
over the audit process.

3.65 Using professional judgment is important to 
auditors in applying the conceptual framework to 
determine independence in a given situation. This 
includes the consideration of any threats to the auditor’s 
independence and related safeguards which may 
mitigate the identified threats. Auditors use professional 
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judgment in identifying and evaluating any threats to 
independence, including threats to the appearance of 
independence.36

3.66 Using professional judgment is important to 
auditors in determining the required level of 
understanding of the audit subject matter and related 
circumstances. This includes consideration about 
whether the audit team’s collective experience, training, 
knowledge, skills, abilities, and overall understanding 
are sufficient to assess the risks that the subject matter 
of the audit may contain a significant inaccuracy or 
could be misinterpreted.

3.67 An auditor’s consideration of the risk level of each 
audit, including the risk of arriving at improper 
conclusions, is also important. Within the context of 
audit risk, exercising professional judgment in 
determining the sufficiency and appropriateness of 
evidence to be used to support the findings and 
conclusions based on the audit objectives and any 
recommendations reported is an integral part of the 
audit process.

3.68 While this standard places responsibility on each 
auditor and audit organization to exercise professional 
judgment in planning and performing an audit, it does 
not imply unlimited responsibility, nor does it imply 
infallibility on the part of either the individual auditor or 
the audit organization. Absolute assurance is not 
attainable due to factors such as the nature of evidence 
and characteristics of fraud. Professional judgment 
does not mean eliminating all possible limitations or 
weaknesses associated with a specific audit, but rather 
identifying, assessing, mitigating, and explaining them.

36See paragraph 3.03 for a description of independence in 
appearance.
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Competence 3.69 The staff assigned to perform the audit must 
collectively possess adequate professional competence 
needed to address the audit objectives and perform the 
work in accordance with GAGAS.

3.70 The audit organization’s management should 
assess skill needs to consider whether its workforce has 
the essential skills that match those necessary to 
perform the particular audit. Accordingly, audit 
organizations should have a process for recruitment, 
hiring, continuous development, assignment, and 
evaluation of staff to maintain a competent workforce. 
The nature, extent, and formality of the process will 
depend on various factors such as the size of the audit 
organization, its structure, and its work.

3.71 Competence is derived from a blending of 
education and experience. Competencies are not 
necessarily measured by years of auditing experience 
because such a quantitative measurement may not 
accurately reflect the kinds of experiences gained by an 
auditor in any given time period. Maintaining 
competence through a commitment to learning and 
development throughout an auditor’s professional life is 
an important element for auditors. Competence enables 
an auditor to make sound professional judgments.

Technical Knowledge 3.72 The staff assigned to conduct an audit in 
accordance with GAGAS should collectively possess 
the technical knowledge, skills, and experience 
necessary to be competent for the type of work being 
performed before beginning work on that audit. The 
staff assigned to a GAGAS audit should collectively 
possess

a. knowledge of GAGAS applicable to the type of work 
they are assigned and the education, skills, and 
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experience to apply this knowledge to the work being 
performed;

b. general knowledge of the environment in which the 
audited entity operates and the subject matter;

c. skills to communicate clearly and effectively, both 
orally and in writing; and

d. skills appropriate for the work being performed; for 
example, skills in

(1) statistical or nonstatistical sampling if the work 
involves use of sampling;

(2) information technology if the work involves review of 
information systems;

(3) engineering if the work involves review of complex 
engineering data;

(4) specialized audit methodologies or analytical 
techniques, such as the use of complex survey 
instruments, actuarial-based estimates, or statistical 
analysis tests, as applicable; or

(5) specialized knowledge in subject matters, such as 
scientific, medical, environmental, educational, or any 
other specialized subject matter, if the work calls for 
such expertise.

Additional 
Qualifications for 
Financial Audits and 
Attestation 
Engagements

3.73 Auditors performing financial audits should be 
knowledgeable in U.S. generally accepted accounting 
principles (GAAP), or with the applicable financial 
reporting framework being used, and the American 
Institute of Certified Public Accountants’ (AICPA)
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Statements on Auditing Standards (SAS)37and they 
should be competent in applying these SASs to the 
audit work.

3.74 Similarly, auditors performing attestation 
engagements should be knowledgeable in the AICPA 
general attestation standard related to criteria, the 
AICPA attestation standards for field work and 
reporting, and the related Statements on Standards for 
Attestation Engagements (SSAE),38 and they should be 
competent in applying these standards and SSAE to the 
attestation work.39

3.75 Auditors engaged to perform financial audits or 
attestation engagements should be licensed certified 
public accountants, persons working for a licensed 
certified public accounting firm or for a government 
auditing organization, or licensed accountants in states 
that have multi-class licensing systems that recognize 
licensed accountants other than certified public 
accountants. 

Continuing 
Professional 
Education

3.76 Auditors performing work in accordance with 
GAGAS, including planning, directing, performing audit 
procedures, or reporting on an audit conducted in 
accordance with GAGAS, should maintain their 
professional competence through continuing 
professional education (CPE). Therefore, each auditor 
performing work in accordance with GAGAS should 
complete, every 2 years, at least 24 hours of CPE that 

37See paragraph 2.08 and 4.01 for discussion of the AICPA standards 
incorporated into GAGAS for financial audits. 
38See paragraphs 2.09 and 5.01 for discussion of the AICPA 
standards incorporated into GAGAS for attestation engagements.
39See paragraphs 2.19 through 2.22 for additional information on the 
relationship between GAGAS and other professional standards for 
financial audits and attestation engagements.
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directly relates to government auditing, the government 
environment, or the specific or unique environment in 
which the audited entity operates. Auditors who are 
involved in any amount of planning, directing, or 
reporting on GAGAS audits and auditors who are not 
involved in those activities but charge 20 percent or 
more of their time annually to GAGAS audits should 
also obtain at least an additional 56 hours of CPE (for a 
total of 80 hours of CPE in every 2-year period) that 
enhances the auditor’s professional proficiency to 
perform audits. Auditors required to take the total 80 
hours of CPE should complete at least 20 hours of CPE 
in each year of the 2-year periods. Auditors hired or 
initially assigned to GAGAS audits after the beginning of 
an audit organization’s 2-year CPE period should 
complete a prorated number of CPE hours.

3.77 CPE programs are structured educational activities 
with learning objectives designed to maintain or 
enhance participants’ knowledge, skills, and abilities in 
areas applicable to performing audits. Determining what 
subjects are appropriate for individual auditors to satisfy 
both the 80-hour and the 24-hour requirements is a 
matter of professional judgment to be exercised by 
auditors in consultation with appropriate officials in their 
audit organizations. Among the considerations in 
exercising that judgment are the auditors’ experience, 
the responsibilities they assume in performing GAGAS 
audits, and the operating environment of the audited 
entity.

3.78 Meeting CPE requirements is primarily the 
responsibility of individual auditors. The audit 
organization should have quality control procedures to 
help ensure that auditors meet the continuing education 
requirements, including documentation of the CPE 
completed. The Government Accountability Office 
(GAO) has developed guidance pertaining to CPE 
requirements to assist auditors and audit organizations 
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in exercising professional judgment in complying with 
the CPE requirements.40

CPE Requirements 
for Specialists

3.79 The audit team should determine that external 
specialists assisting in performing a GAGAS audit are 
qualified and competent in their areas of specialization; 
however, external specialists are not required to meet 
the GAGAS CPE requirements. 

3.80 The audit team should determine that internal 
specialists consulting on a GAGAS audit who are not 
involved in directing, performing audit procedures, or 
reporting on a GAGAS audit, are qualified and 
competent in their areas of specialization; however, 
these internal specialists are not required to meet the 
GAGAS CPE requirements.

3.81 The audit team should determine that internal 
specialists, who are performing work in accordance with 
GAGAS as part of the audit team, including directing, 
performing audit procedures, or reporting on a GAGAS 
audit, comply with GAGAS, including the CPE 
requirements.41 The GAGAS CPE requirements 
become effective for internal specialists when an audit 
organization first assigns an internal specialist to an 
audit. Because internal specialists apply specialized 
knowledge in government audits, training in their areas 
of specialization qualify under the requirement for 24 
hours of CPE that directly relates to government 
auditing, the government environment, or the specific or 
unique environment in which the audited entity 
operates. 

40Government Auditing Standards: Guidance on GAGAS 
Requirements for Continuing Professional Education, GAO-05-568G 
(Washington, D.C.: April 2005), http://www.gao.gov/yellowbook.
41See paragraphs 3.76 through 3.81 for discussion of the CPE 
requirements.
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Quality Control and 
Assurance

3.82 Each audit organization performing audits in 
accordance with GAGAS must:

a. establish and maintain a system of quality control that 
is designed to provide the audit organization with 
reasonable assurance that the organization and its 
personnel comply with professional standards and 
applicable legal and regulatory requirements,42 and 

b. have an external peer review performed by reviewers 
independent of the audit organization being reviewed at 
least once every 3 years. 

System of Quality 
Control

3.83 An audit organization’s system of quality control 
encompasses the audit organization’s leadership, 
emphasis on performing high quality work, and the 
organization’s policies and procedures designed to 
provide reasonable assurance of complying with 
professional standards and applicable legal and 
regulatory requirements. The nature, extent, and 
formality of an audit organization’s quality control 
system will vary based on the audit organization’s 
circumstances, such as the audit organization’s size, 
number of offices and geographic dispersion, 
knowledge and experience of its personnel, nature and 
complexity of its audit work, and cost-benefit 
considerations.

3.84 Each audit organization should document its 
quality control policies and procedures and 
communicate those policies and procedures to its 
personnel. The audit organization should document 
compliance with its quality control policies and 
procedures and maintain such documentation for a 

42See paragraph A3.10 for additional discussion of the system of 
quality control.
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period of time sufficient to enable those performing 
monitoring procedures and peer reviews to evaluate the 
extent of the audit organization’s compliance with its 
quality control policies and procedures. The form and 
content of such documentation are a matter of 
professional judgment and will vary based on the audit 
organization’s circumstances.

3.85 An audit organization should establish policies and 
procedures in its system of quality control that 
collectively address

a. leadership responsibilities for quality within the audit 
organization,

b. independence, legal, and ethical requirements,

c. initiation, acceptance, and continuance of audits,

d. human resources,

e. audit performance, documentation, and reporting, 
and

f. monitoring of quality.

Leadership 
Responsibilities for 
Quality within the 
Audit Organization

3.86 Audit organizations should establish policies and 
procedures on leadership responsibilities for quality 
within the audit organization that include the 
designation of responsibility for quality of audits 
performed in accordance with GAGAS and 
communication of policies and procedures relating to 
quality. Appropriate policies and communications 
encourage a culture that recognizes that quality is 
essential in performing GAGAS audits and that 
leadership of the audit organization is ultimately 
responsible for the system of quality control. 
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3.87 The audit organization should establish policies 
and procedures designed to provide it with reasonable 
assurance that those assigned operational 
responsibility for the audit organization’s system of 
quality control have sufficient and appropriate 
experience and ability, and the necessary authority, to 
assume that responsibility.

Independence, Legal, 
and Ethical 
Requirements

3.88 Audit organizations should establish policies and 
procedures on independence, legal, and ethical 
requirements that are designed to provide reasonable 
assurance that the audit organization and its personnel 
maintain independence and comply with applicable 
legal and ethical requirements.43 Such policies and 
procedures assist the audit organization to

a. communicate its independence requirements to its 
staff, and

b. identify and evaluate circumstances and 
relationships that create threats to independence, and 
take appropriate action to eliminate those threats or 
reduce them to an acceptable level by applying 
safeguards, or, if considered appropriate, withdraw from 
the audit where withdrawal is not prohibited by law or 
regulation.

Initiation, Acceptance, 
and Continuance of 
Audits

3.89 Audit organizations should establish policies and 
procedures for the initiation, acceptance, and 
continuance of audits that are designed to provide 
reasonable assurance that the audit organization will 
undertake audits only if it can comply with professional 
standards, legal requirements, and ethical principles


43See paragraphs 3.02 through 3.59 for GAGAS independence 
requirements. See chapter 1 for GAGAS ethical principles.
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and is acting within the legal mandate or authority of the 
audit organization.44

Human Resources 3.90 Audit organizations should establish policies and 
procedures for human resources that are designed to 
provide the audit organization with reasonable 
assurance that it has personnel with the capabilities and 
competence to perform its audits in accordance with 
professional standards and legal and regulatory 
requirements.45 

Audit Performance, 
Documentation, and 
Reporting

3.91 Audit organizations should establish policies and 
procedures for audit performance, documentation, and 
reporting that are designed to provide the audit 
organization with reasonable assurance that audits are 
performed and reports are issued in accordance with 
professional standards and legal and regulatory 
requirements.46 

3.92 When performing GAGAS audits, audit 
organizations should have policies and procedures for 
the safe custody and retention of audit documentation 
for a time sufficient to satisfy legal, regulatory, and 
administrative requirements for records retention. 
Whether audit documentation is in paper, electronic, or 
other media, the integrity, accessibility, and retrievability 
of the underlying information could be compromised if 
the documentation is altered, added to, or deleted 
without the auditors’ knowledge, or if the documentation 
is lost or damaged. For audit documentation that is 
retained electronically, the audit organization should 

44See paragraph A3.10a for discussion of initiation of audits by 
government audit organizations.
45See paragraphs 3.69 through 3.81 for requirements related to 
professional competence.
46For financial audits, chapters 2 through 4 apply; for attestation 
engagements, chapters 2, 3 and 5 apply; for performance audits, 
chapters 2, 3, 6, and 7 apply.
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establish effective information systems controls 
concerning accessing and updating the audit 
documentation.

Monitoring of Quality 3.93 Audit organizations should establish policies and 
procedures for monitoring of quality in the audit 
organization.47 Monitoring of quality is an ongoing, 
periodic assessment of work completed on audits 
designed to provide management of the audit 
organization with reasonable assurance that the 
policies and procedures related to the system of quality 
control are suitably designed and operating effectively 
in practice. The purpose of monitoring compliance with 
quality control policies and procedures is to provide an 
evaluation of whether the: 

a. professional standards and legal and regulatory 
requirements have been followed, 

b. quality control system has been appropriately 
designed, and 

c. quality control policies and procedures are operating 
effectively and complied with in practice. 

3.94 Monitoring procedures will vary based on the audit 
organization’s facts and circumstances. The audit 
organization should perform monitoring procedures that 
enable it to assess compliance with applicable 
professional standards and quality control policies and 
procedures for GAGAS audits. Individuals performing 
monitoring should collectively have sufficient expertise 
and authority for this role.

3.95 The audit organization should analyze and 
summarize the results of its monitoring process at least 

47See paragraph A3.10c for additional discussion of monitoring.
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annually, with identification of any systemic or repetitive 
issues needing improvement, along with 
recommendations for corrective action. The audit 
organization should communicate to appropriate 
personnel any deficiencies noted during the monitoring 
process and make recommendations for appropriate 
remedial action. 

External Peer Review 3.96 The audit organization should obtain an external 
peer review at least once every 3 years that is sufficient 
in scope to provide a reasonable basis for determining 
whether, for the period under review, the reviewed audit 
organization’s system of quality control was suitably 
designed and whether the audit organization is 
complying with its quality control system in order to 
provide the audit organization with reasonable 
assurance of conforming with applicable professional 
standards. 

3.97 The first peer review for an audit organization not 
already subject to a peer review requirement covers a 
review period ending no later than 3 years from the date 
an audit organization begins its first audit in accordance 
with GAGAS. The period under review generally covers 
1 year, although peer review programs may choose a 
longer review period. Generally, the deadlines for peer 
review reports are established by the entity that 
administers the peer review program. Extensions of the 
deadlines for submitting the peer review report 
exceeding 3 months beyond the due date are granted 
by the entity that administers the peer review program 
and GAO.

3.98 The peer review team should include the following 
elements in the scope of the peer review: 

a. review of the audit organization’s quality control 
policies and procedures;
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b. consideration of the adequacy and results of the 
audit organization’s internal monitoring procedures;

c. review of selected auditors’ reports and related 
documentation;

d. review of other documents necessary for assessing 
compliance with standards, for example, independence 
documentation, CPE records, and relevant human 
resource management files; and

e. interviews with a selection of the reviewed audit 
organization’s professional staff at various levels to 
assess their understanding of and compliance with 
relevant quality control policies and procedures.

3.99 The peer review team should perform an 
assessment of peer review risk to help determine the 
number and types of audits to select for review.48 Based 
on the risk assessment, the team should use one or a 
combination of the following approaches to select 
individual audits for review with greater emphasis on 
those audits with higher assessed levels of peer review 
risk: (1) select GAGAS audits that provide a reasonable 
cross-section of the GAGAS audits performed by the 
reviewed audit organization; or (2) select audits that 
provide a reasonable cross-section from all types of 
work subject to the reviewed audit organization’s quality 
control system, including one or more audits performed 
in accordance with GAGAS. The second approach is 
generally applicable to audit organizations that perform 
only a small number of GAGAS audits in relation to 
other types of audits. In these cases, one or more 
GAGAS audits may represent more than what would be 

48See paragraph A3.11 for examples of factors to consider in 
assessing peer review risk.
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selected when looking at a cross-section of the audit 
organization’s work as a whole.

3.100 The peer review team should prepare one or 
more written reports communicating the results of the 
peer review, including the following:

a. a description of the scope of the peer review, 
including any limitations;

b. an opinion on whether the system of quality control of 
the reviewed audit organization’s audit practices was 
adequately designed and complied with during the 
period reviewed to provide the audit organization with 
reasonable assurance of conforming with applicable 
professional standards;

c. specification of the professional standards to which 
the reviewed audit organization is being held; and

d. reference to a separate written communication, if 
issued under the peer review program.

3.101 The peer review team uses professional 
judgment in deciding the type of peer review report. The 
following are the types of peer review reports.

a. Peer Review Rating of Pass: A conclusion that the 
audit organization’s system of quality control has been 
suitably designed and complied with to provide the audit 
organization with reasonable assurance of performing 
and reporting in conformity with applicable professional 
standards in all material respects. 

b. Peer Review Rating of Pass with Deficiencies: A 
conclusion that the audit organization’s system of 
quality control has been suitably designed and complied 
with to provide the audit organization with reasonable 
assurance of performing and reporting in conformity 
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with applicable professional standards in all material 
respects with the exception of a certain deficiency or 
deficiencies that are described in the report. 

c. Peer Review Rating of Fail: A conclusion, based on 
the significant deficiencies that are described in the 
report, that the audit organization’s system of quality 
control is not suitably designed to provide the audit 
organization with reasonable assurance of performing 
and reporting in conformity with applicable professional 
standards in all material respects, or the audit 
organization has not complied with its system of quality 
control to provide the audit organization with reasonable 
assurance of performing and reporting in conformity 
with applicable professional standards in all material 
respects. 

3.102 When the scope of the review is limited by 
conditions that preclude the application of one or more 
peer review procedures considered necessary in the 
circumstances and the peer reviewer cannot 
accomplish the objectives of those procedures through 
alternative procedures, the types of reports described in 
paragraphs 3.101 a-c are modified by including 
statements in the report’s scope paragraph, body and 
opinion paragraph. These statements describe the 
relationship of the excluded audit(s) or functional 
area(s) to the reviewed organization’s full scope of 
practice and system of quality control and the effects of 
the exclusion on the scope and results of the review.

3.103 For any deficiencies or significant deficiencies 
included in the peer review report or other written 
communication, the peer review team should include, 
either in the peer review report or in a separate written 
communication, a detailed description of the findings, 
conclusions, and recommendations related to the 
deficiencies or significant deficiencies.
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3.104 The peer review team should meet the following 
criteria:

a. The review team collectively has current knowledge 
of GAGAS and government auditing.

b. The organization conducting the peer review and 
individual review team members are independent (as 
defined in GAGAS)49 of the audit organization being 
reviewed, its staff, and the audits selected for the peer 
review.

c. The review team collectively has sufficient knowledge 
of how to perform a peer review. Such knowledge may 
be obtained from on-the-job training, training courses, 
or a combination of both. Having personnel on the peer 
review team with prior experience on a peer review or 
internal inspection team is desirable.

3.105 An external audit organization50 should make its 
most recent peer review report publicly available.51 For 
example, an audit organization may satisfy this 
requirement by posting the peer review report on a 
publicly available web site or to a publicly available file 
designed for public transparency of peer review results. 
Alternatively, if neither of these options is available to 
the audit organization, then it should use the same 
transparency mechanism it uses to make other 
information public. The audit organization should 
provide the peer review report to others upon request. If 
a separate communication detailing findings, 
conclusions, and recommendations is issued, public 

49See paragraphs 3.02 through 3.32 for discussion of independence.
50See paragraph 1.07b for the definition of “audit organizations” and 
paragraph 1.08 for discussion of external audit organizations.
51See paragraph A3.12 for additional discussion of peer review report 
transparency.
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availability of that communication is not required. 
Internal audit organizations that report internally to 
management and those charged with governance 
should provide a copy of the peer review report to those 
charged with governance. 

3.106 Information in peer review reports may be 
relevant to decisions on procuring audits. Therefore, 
audit organizations seeking to enter into a contract to 
perform an audit in accordance with GAGAS should 
provide the following to the party contracting for such 
services when requested:

a. the audit organization’s most recent peer review 
report, and

b. any subsequent peer review reports received during 
the period of the contract.

3.107 Auditors who are using another audit 
organization’s work should request a copy of the audit 
organization’s latest peer review report and any other 
written communication issued, and the audit 
organization should provide these documents when 
requested.52 

52See paragraphs 6.40 through 6.44 for additional discussion on using 
the work of other auditors.



Chapter 4

Page 72 GAO-12-331G Government Auditing Standards

Standards for Financial Audits Chapter 4

Introduction 4.01 This chapter contains requirements, guidance, and 
considerations for performing and reporting on financial 
audits conducted in accordance with generally accepted 
government auditing standards (GAGAS). GAGAS 
incorporates by reference the American Institute of 
Certified Public Accountants (AICPA) Statements on 
Auditing Standards (SAS), as discussed in paragraph 
2.08.53 All sections of the SASs are incorporated, 
including the introduction, objectives, definitions, 
requirements, and application and other explanatory 
material. Auditors performing financial audits in 
accordance with GAGAS should comply with the 
incorporated SASs and the additional requirements in 
this chapter. The requirements and guidance contained 
in chapters 1 through 3 also apply to financial audits 
performed in accordance with GAGAS.

Additional GAGAS 
Requirements for 
Performing 
Financial Audits

4.02 GAGAS establishes requirements for performing 
financial audits in addition to the requirements 
contained in the AICPA standards. Auditors should 
comply with these additional requirements, along with 
the incorporated SASs, when citing GAGAS in their 
reports. The additional requirements for performing 
financial audits relate to:

a. auditor communication;

b. previous audits and attestation engagements;

53See the AICPA Codification of Statements on Auditing Standards 
and paragraph 2.20 for additional discussion on the relationship 
between GAGAS and other professional standards. References to the 
AICPA Codification of Statements on Auditing Standards use an “AU-
C” identifier to refer to the clarified SASs instead of an “AU” identifier. 
“AU-C” is a temporary identifier to avoid confusion with references to 
existing “AU” sections, which remain effective through 2013. The “AU-
C” identifier will revert to “AU” in 2014 AICPA Codification of 
Statements on Auditing Standards, by which time the clarified SASs 
become fully effective for all engagements.
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c. fraud, noncompliance with provisions of laws, 
regulations, contracts, and grant agreements, and 
abuse;

d. developing elements of a finding; and

e. audit documentation.54

Auditor 
Communication 

4.03 In addition to the AICPA requirements for auditor 
communication,55 when performing a GAGAS financial 
audit, auditors should communicate pertinent 
information that in the auditors’ professional judgment 
needs to be communicated to individuals contracting for 
or requesting the audit, and to cognizant legislative 
committees when auditors perform the audit pursuant to 
a law or regulation, or they conduct the work for the 
legislative committee that has oversight of the audited 
entity. This requirement does not apply if the law or 
regulation requiring an audit of the financial statements 
does not specifically identify the entities to be audited, 
such as audits required by the Single Audit Act 
Amendments of 1996. 

4.04 In those situations where there is not a single 
individual or group that both oversees the strategic 
direction of the audited entity and the fulfillment of its 
accountability obligations or in other situations where 
the identity of those charged with governance is not 
clearly evident, auditors should document the process 
followed and conclusions reached for identifying the 
appropriate individuals to receive the required auditor 
communications.

54See paragraphs 4.03 through 4.16 for additional discussion of 
paragraph 4.02 a-e.
55See AICPA AU-C Section 260, The Auditor’s Communication With 
Those Charged With Governance.
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Previous Audits and 
Attestation 
Engagements

4.05 When performing a GAGAS audit, auditors should 
evaluate whether the audited entity has taken 
appropriate corrective action to address findings and 
recommendations from previous engagements that 
could have a material effect on the financial statements 
or other financial data significant to the audit objectives. 
When planning the audit, auditors should ask 
management of the audited entity to identify previous 
audits, attestation engagements, and other studies that 
directly relate to the objectives of the audit, including 
whether related recommendations have been 
implemented. Auditors should use this information in 
assessing risk and determining the nature, timing, and 
extent of current audit work, including determining the 
extent to which testing the implementation of the 
corrective actions is applicable to the current audit 
objectives.

Fraud, 
Noncompliance with 
Provisions of Laws, 
Regulations, 
Contracts, and Grant 
Agreements, and 
Abuse

4.06 In addition to the AICPA requirements concerning 
fraud56 and noncompliance with provisions of laws and 
regulations,57 when performing a GAGAS financial 
audit, auditors should extend the AICPA requirements 
pertaining to the auditors’ responsibilities for laws and 
regulations to also apply to consideration of compliance 
with provisions of contracts or grant agreements.

4.07 Abuse involves behavior that is deficient or 
improper when compared with behavior that a prudent 
person would consider reasonable and necessary 
business practice given the facts and circumstances. 
Abuse also includes misuse of authority or position for 
personal financial interests or those of an immediate or 

56See AICPA AU-C Section 240, Consideration of Fraud in a Financial 
Statement Audit. 
57See AICPA AU-C Section 250, Consideration of Laws and 
Regulations in an Audit of Financial Statements.
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close family member or business associate.58 Abuse 
does not necessarily involve fraud, or noncompliance 
with provisions of laws, regulations, contracts, or grant 
agreements.

4.08 Because the determination of abuse is subjective, 
auditors are not required to detect abuse in financial 
audits. However, as part of a GAGAS audit, if auditors 
become aware of abuse that could be quantitatively or 
qualitatively material to the financial statements or other 
financial data significant to the audit objectives, auditors 
should apply audit procedures specifically directed to 
ascertain the potential effect on the financial statements 
or other financial data significant to the audit objectives. 
After performing additional work, auditors may discover 
that the abuse represents potential fraud or 
noncompliance with provisions of laws, regulations, 
contracts, or grant agreements.

4.09 Avoiding interference with investigations or legal 
proceedings is important in pursuing indications of 
fraud, noncompliance with provisions of laws, 
regulations, contracts, or grant agreements, or abuse. 
Laws, regulations, or policies may require auditors to 
report indications of certain types of fraud, 
noncompliance with provisions of laws, regulations, 
contracts or grant agreements, or abuse to law 
enforcement or investigatory authorities before 
performing additional audit procedures. When 
investigations or legal proceedings are initiated or in 
process, auditors should evaluate the impact on the 
current audit. In some cases, it may be appropriate for 
the auditors to work with investigators or legal 
authorities, or withdraw from or defer further work on 
the audit engagement or a portion of the engagement to 

58See paragraph A.08 for additional examples of abuse.
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avoid interfering with an ongoing investigation or legal 
proceeding.

Developing Elements 
of a Finding

4.10 In a financial audit, findings may involve 
deficiencies in internal control; noncompliance with 
provisions of laws, regulations, contracts, or grant 
agreements; fraud; or abuse. As part of a GAGAS audit, 
when auditors identify findings, auditors should plan 
and perform procedures to develop the elements of the 
findings that are relevant and necessary to achieve the 
audit objectives. The elements of a finding are 
discussed in paragraphs 4.11 through 4.14 below.

4.11 Criteria: The laws, regulations, contracts, grant 
agreements, standards, measures, expected 
performance, defined business practices, and 
benchmarks against which performance is compared or 
evaluated. Criteria identify the required or desired state 
or expectation with respect to the program or operation. 
Criteria provide a context for evaluating evidence and 
understanding the findings.

4.12 Condition: Condition is a situation that exists. The 
condition is determined and documented during the 
audit.

4.13 Cause: The cause identifies the reason or 
explanation for the condition or the factor or factors 
responsible for the difference between the situation that 
exists (condition) and the required or desired state 
(criteria), which may also serve as a basis for 
recommendations for corrective actions. Common 
factors include poorly designed policies, procedures, or 
criteria; inconsistent, incomplete, or incorrect 
implementation; or factors beyond the control of 
program management. Auditors may assess whether 
the evidence provides a reasonable and convincing 
argument for why the stated cause is the key factor or 
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factors contributing to the difference between the 
condition and the criteria.

4.14 Effect or potential effect: The effect is a clear, 
logical link to establish the impact or potential impact of 
the difference between the situation that exists 
(condition) and the required or desired state (criteria). 
The effect or potential effect identifies the outcomes or 
consequences of the condition. When the audit 
objectives include identifying the actual or potential 
consequences of a condition that varies (either 
positively or negatively) from the criteria identified in the 
audit, “effect” is a measure of those consequences. 
Effect or potential effect may be used to demonstrate 
the need for corrective action in response to identified 
problems or relevant risks.

Audit Documentation 4.15 In addition to the AICPA requirements for audit 
documentation,59 auditors should comply with the 
following additional requirements when performing a 
GAGAS financial audit.60 

a. Document supervisory review, before the report 
release date, of the evidence that supports the findings, 
conclusions, and recommendations contained in the 
auditors’ report.

b. Document any departures from the GAGAS 
requirements and the impact on the audit and on the 
auditors’ conclusions when the audit is not in 
compliance with applicable GAGAS requirements due 
to law, regulation, scope limitations, restrictions on 
access to records, or other issues impacting the audit. 

59See AICPA AU-C Section 230, Audit Documentation.

60See paragraphs 4.04, 4.06, 4.26, and 4.45 for additional 
documentation requirements regarding financial audits.
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This applies to departures from unconditional 
requirements and presumptively mandatory 
requirements when alternative procedures performed in 
the circumstances were not sufficient to achieve the 
objectives of the requirements.61 

4.16 When performing GAGAS financial audits and 
subject to applicable provisions of laws and regulations, 
auditors should make appropriate individuals, as well as 
audit documentation, available upon request and in a 
timely manner to other auditors or reviewers. 
Underlying GAGAS audits is the premise that audit 
organizations in federal, state, and local governments 
and public accounting firms engaged to perform a 
financial audit in accordance with GAGAS cooperate in 
auditing programs of common interest so that auditors 
may use others’ work and avoid duplication of efforts. 
The use of auditors’ work by other auditors may be 
facilitated by contractual arrangements for GAGAS 
audits that provide for full and timely access to 
appropriate individuals, as well as audit documentation.

Additional GAGAS 
Requirements for 
Reporting on 
Financial Audits

4.17 In addition to the AICPA requirements for 
reporting,62 auditors should comply with the following 
additional requirements when citing GAGAS in their 
reports. The additional requirements relate to

a. reporting auditors’ compliance with GAGAS;

61See paragraphs 2.24 and 2.25 for additional requirements on citing 
compliance with GAGAS.
62See AICPA AU-C Sections 700 Forming an Opinion and Reporting 
on Financial Statements; 705 Modifications to the Opinion in the 
Independent Auditor’s Report, and 706 Emphasis-of-Matter 
Paragraphs and Other-Matter Paragraphs in the Independent 
Auditor’s Report.
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b. reporting on internal control and compliance with 
provisions of laws, regulations, contracts, and grant 
agreements;

c. communicating deficiencies in internal control, fraud, 
noncompliance with provisions of laws, regulations, 
contracts, and grant agreements, and abuse; 

d. reporting views of responsible officials;

e. reporting confidential or sensitive information; and

f. distributing reports.63

Reporting Auditors’ 
Compliance with 
GAGAS

4.18 When auditors comply with all applicable GAGAS 
requirements for financial audits, they should include a 
statement in the auditors’ report that they performed the 
audit in accordance with GAGAS.64 Because GAGAS 
incorporates by reference the AICPA SASs,65 GAGAS 
does not require auditors to cite compliance with the 
AICPA standards when citing compliance with GAGAS. 
Additionally, an entity receiving a GAGAS auditors’ 
report may also request auditors to issue a financial 
audit report for purposes other than complying with 
requirements for a GAGAS audit. GAGAS does not 
prohibit auditors from issuing a separate report 
conforming only to AICPA or other standards.66

63See paragraphs 4.18 through 4.45 for additional discussion 
paragraph of 4.17 a-f.
64See paragraphs 2.24 and 2.25 for additional requirements on citing 
compliance with GAGAS.
65See paragraph 2.08 for a discussion of the AICPA SASs 
incorporated into GAGAS.
66See AICPA AU-C Section 700, Forming an Opinion and Reporting 
on Financial Statements.
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Reporting on Internal 
Control and 
Compliance with 
Provisions of Laws, 
Regulations, 
Contracts, and Grant 
Agreements

4.19 When providing an opinion or a disclaimer on 
financial statements, auditors should also report on 
internal control over financial reporting67 and on 
compliance with provisions of laws, regulations, 
contracts, or grant agreements that have a material 
effect on the financial statements.68 Auditors report on 
internal control and compliance, regardless of whether 
or not they identify internal control deficiencies or 
instances of noncompliance.

4.20 Auditors should include either in the same or in 
separate report(s) a description of the scope of the 
auditors’ testing of internal control over financial 
reporting and of compliance with provisions of laws, 
regulations, contracts, or grant agreements. Auditors 
should also state in the reports whether the tests they 
performed provided sufficient, appropriate evidence to 
support opinions on the effectiveness of internal control 
and on compliance with provisions of laws, regulations, 
contracts, or grant agreements. 

4.21 The objective of the GAGAS requirement for 
reporting on internal control over financial reporting 
differs from the objective of an examination of internal 
control in accordance with the AICPA Statement on 
Standards for Attestation Engagements (SSAE), which 
is to express an opinion on the design or the design and 
operating effectiveness of an entity’s internal control, as 
applicable. To form a basis for expressing such an 
opinion, the auditor would need to plan and perform the 
examination to provide a high level of assurance about 
whether the entity maintained, in all material respects, 
effective internal control over financial reporting as of a

67See paragraph A.05 for examples of deficiencies in internal control. 
68See paragraph A.11 for additional discussion of laws, regulations, 
and provisions of contract and grant agreements.



Chapter 4
Standards for Financial Audits

Page 81 GAO-12-331G Government Auditing Standards

point in time or for a specified period of time.69 If 
auditors issue an opinion on internal control, the opinion 
would satisfy the GAGAS requirement for reporting on 
internal control.

4.22 If auditors report separately (including separate 
reports bound in the same document) on internal control 
over financial reporting and on compliance with 
provisions of laws, regulations, contracts, and grant 
agreements, they should state in the auditors’ report on 
the financial statements that they are issuing those 
additional reports. They should include a reference to 
the separate reports and also state that the reports on 
internal control over financial reporting and on 
compliance with provisions of laws, regulations, 
contracts, and grant agreements are an integral part of 
a GAGAS audit in considering the audited entity’s 
internal control over financial reporting and compliance. 

Communicating 
Deficiencies in 
Internal Control, 
Fraud, 
Noncompliance with 
Provisions of Laws, 
Regulations, 
Contracts, and Grant 
Agreements, and 
Abuse

4.23 When performing GAGAS financial audits, auditors 
should communicate in the report on internal control 
over financial reporting and compliance, based upon 
the work performed, (1) significant deficiencies and 
material weaknesses in internal control; (2) instances of 
fraud and noncompliance with provisions of laws or 
regulations that have a material effect on the audit and 
any other instances that warrant the attention of those 
charged with governance; (3) noncompliance with 
provisions of contracts or grant agreements that has a 
material effect on the audit; and (4) abuse that has a 
material effect on the audit.

Deficiencies in Internal 
Control

4.24 The AICPA requirements to communicate in 
writing significant deficiencies and material weaknesses 

69See AICPA AT Section 501, An Examination of an Entity’s Internal 
Control Over Financial Reporting That Is Integrated With an Audit of 
Its Financial Statements.
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identified during an audit70 form the basis for reporting 
significant deficiencies and material weaknesses in the 
GAGAS report on internal control over financial 
reporting when deficiencies are identified during the 
audit.

Fraud, Noncompliance 
with Provisions of 
Laws, Regulations, 
Contracts, and Grant 
Agreements, and Abuse

4.25 When performing a GAGAS financial audit, and 
auditors conclude, based on sufficient, appropriate 
evidence, that any of the following either has occurred 
or is likely to have occurred, they should include in their 
report on internal control and compliance the relevant 
information about

a. fraud71 and noncompliance with provisions of laws or 
regulations that have a material effect on the financial 
statements or other financial data significant to the audit 
objectives and any other instances that warrant the 
attention of those charged with governance;

b. noncompliance with provisions of contracts or grant 
agreements that has a material effect on the 
determination of financial statement amounts or other 
financial data significant to the audit objectives; or

c. abuse72 that is material, either quantitatively or 
qualitatively.73 

4.26 When auditors detect instances of noncompliance 
with provisions of contracts or grant agreements or 
abuse that have an effect on the financial statements or 
other financial data significant to the audit objectives 

70See AICPA AU-C Section 265, Communicating Internal Control 
Related Matters Identified in an Audit.

71See paragraph A.10 for examples of indicators of fraud risk. 
72See paragraph A.08 for examples of abuse. 
73See paragraphs 4.07 and 4.08 for a discussion of abuse.
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that are less than material but warrant the attention of 
those charged with governance, they should 
communicate those findings in writing to audited entity 
officials. When auditors detect any instances of fraud, 
noncompliance with provisions of laws, regulations, 
contracts or grant agreements, or abuse that do not 
warrant the attention of those charged with governance, 
the auditors’ determination of whether and how to 
communicate such instances to audited entity officials is 
a matter of professional judgment.

4.27 When fraud, noncompliance with provisions of 
laws, regulations, contracts, or grant agreements, or 
abuse either have occurred or are likely to have 
occurred, auditors may consult with authorities or legal 
counsel about whether publicly reporting such 
information would compromise investigative or legal 
proceedings. Auditors may limit their public reporting to 
matters that would not compromise those proceedings, 
and for example, report only on information that is 
already a part of the public record.

Presenting Findings in 
the Auditors’ Report

4.28 When performing a GAGAS financial audit and 
presenting findings such as deficiencies in internal 
control, fraud, noncompliance with provisions of laws, 
regulations, contracts, or grant agreements, or abuse, 
auditors should develop the elements of the findings to 
the extent necessary, including findings related to 
deficiencies from the previous year that have not been 
remediated. Clearly developed findings, as discussed in 
paragraphs 4.10 through 4.14, assist management or 
oversight officials of the audited entity in understanding 
the need for taking corrective action, and assist auditors 
in making recommendations for corrective action. If 
auditors sufficiently develop the elements of a finding, 
they may provide recommendations for corrective 
action.
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4.29 Auditors should place their findings in perspective 
by describing the nature and extent of the issues being 
reported and the extent of the work performed that 
resulted in the finding. To give the reader a basis for 
judging the prevalence and consequences of these 
findings, auditors should, as appropriate, relate the 
instances identified to the population or the number of 
cases examined and quantify the results in terms of 
dollar value or other measures. If the results cannot be 
projected, auditors should limit their conclusions 
appropriately.

Reporting Findings 
Directly to Parties 
Outside the Audited 
Entity

4.30 Auditors should report known or likely fraud, 
noncompliance with provisions of laws, regulations, 
contracts, or grant agreements, or abuse directly to 
parties outside the audited entity in the following two 
circumstances.

a. When entity management fails to satisfy legal or 
regulatory requirements to report such information to 
external parties specified in law or regulation, auditors 
should first communicate the failure to report such 
information to those charged with governance. If the 
audited entity still does not report this information to the 
specified external parties as soon as practicable after 
the auditors’ communication with those charged with 
governance, then the auditors should report the 
information directly to the specified external parties.

b. When entity management fails to take timely and 
appropriate steps to respond to known or likely fraud, 
noncompliance with provisions of laws, regulations, 
contracts, or grant agreements, or abuse that (1) is 
likely to have a material effect on the financial 
statements and (2) involves funding received directly or 
indirectly from a government agency, auditors should 
first report management’s failure to take timely and 
appropriate steps to those charged with governance. If 
the audited entity still does not take timely and 
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appropriate steps as soon as practicable after the 
auditors’ communication with those charged with 
governance, then the auditors should report the entity’s 
failure to take timely and appropriate steps directly to 
the funding agency.

4.31 The reporting in paragraph 4.30 is in addition to 
any legal requirements to report such information 
directly to parties outside the audited entity. Auditors 
should comply with these requirements even if they 
have resigned or been dismissed from the audit prior to 
its completion.

4.32 Auditors should obtain sufficient, appropriate 
evidence, such as confirmation from outside parties, to 
corroborate assertions by management of the audited 
entity that it has reported such findings in accordance 
with laws, regulations, or funding agreements. When 
auditors are unable to do so, they should report such 
information directly as discussed in paragraphs 4.30 
and 4.31.

Reporting Views of 
Responsible Officials

4.33 When performing a GAGAS financial audit, if the 
auditors’ report discloses deficiencies in internal control, 
fraud, noncompliance with provisions of laws, 
regulations, contracts, or grant agreements, or abuse, 
auditors should obtain and report the views of 
responsible officials of the audited entity concerning the 
findings, conclusions, and recommendations, as well as 
any planned corrective actions.

4.34 Providing a draft report with findings for review and 
comment by responsible officials of the audited entity 
and others helps the auditors develop a report that is 
fair, complete, and objective. Including the views of 
responsible officials results in a report that presents not 
only the auditors’ findings, conclusions, and 
recommendations, but also the perspectives of the 
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responsible officials of the audited entity and the 
corrective actions they plan to take. Obtaining the 
comments in writing is preferred, but oral comments are 
acceptable.

4.35 When auditors receive written comments from the 
responsible officials, they should include in their report a 
copy of the officials’ written comments, or a summary of 
the comments received. When the responsible officials 
provide oral comments only, auditors should prepare a 
summary of the oral comments and provide a copy of 
the summary to the responsible officials to verify that 
the comments are accurately stated.

4.36 Auditors should also include in the report an 
evaluation of the comments, as appropriate. In cases in 
which the audited entity provides technical comments in 
addition to its written or oral comments on the report, 
auditors may disclose in the report that such comments 
were received.

4.37 Obtaining oral comments may be appropriate 
when, for example, there is a reporting date critical to 
meeting a user’s needs; auditors have worked closely 
with the responsible officials throughout the work and 
the parties are familiar with the findings and issues 
addressed in the draft report; or the auditors do not 
expect major disagreements with findings, conclusions, 
or recommendations in the draft report, or major 
controversies with regard to the issues discussed in the 
draft report. 

4.38 When the audited entity’s comments are 
inconsistent or in conflict with the findings, conclusions, 
or recommendations in the draft report, or when 
planned corrective actions do not adequately address 
the auditors’ recommendations, the auditors should 
evaluate the validity of the audited entity’s comments. If 
the auditors disagree with the comments, they should 
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explain in the report their reasons for disagreement. 
Conversely, the auditors should modify their report as 
necessary if they find the comments valid and 
supported with sufficient, appropriate evidence.

4.39 If the audited entity refuses to provide comments 
or is unable to provide comments within a reasonable 
period of time, the auditors may issue the report without 
receiving comments from the audited entity. In such 
cases, the auditors should indicate in the report that the 
audited entity did not provide comments.

Reporting 
Confidential and 
Sensitive Information

4.40 When performing a GAGAS financial audit, if 
certain pertinent information is prohibited from public 
disclosure or is excluded from a report due to the 
confidential or sensitive nature of the information, 
auditors should disclose in the report that certain 
information has been omitted and the reason or other 
circumstances that make the omission necessary.

4.41 Certain information may be classified or may 
otherwise be prohibited from general disclosure by 
federal, state, or local laws or regulations. In such 
circumstances, auditors may issue a separate, 
classified, or limited use report containing such 
information and distribute the report only to persons 
authorized by law or regulation to receive it. 

4.42 Additional circumstances associated with public 
safety, privacy, or security concerns could also justify 
the exclusion of certain information from a publicly 
available or widely distributed report. For example, 
detailed information related to computer security for a 
particular program may be excluded from publicly 
available reports because of the potential damage that 
could be caused by the misuse of this information. In 
such circumstances, auditors may issue a limited use 
report containing such information and distribute the 
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report only to those parties responsible for acting on the 
auditors’ recommendations. In some instances, it may 
be appropriate to issue both a publicly available report 
with the sensitive information excluded and a limited 
use report. The auditors may consult with legal counsel 
regarding any requirements or other circumstances that 
may necessitate the omission of certain information.

4.43 Considering the broad public interest in the 
program or activity under audit assists auditors when 
deciding whether to exclude certain information from 
publicly available reports. When circumstances call for 
omission of certain information, auditors should 
evaluate whether this omission could distort the audit 
results or conceal improper or illegal practices.

4.44 When audit organizations are subject to public 
records laws, auditors should determine whether public 
records laws could impact the availability of classified or 
limited use reports and determine whether other means 
of communicating with management and those charged 
with governance would be more appropriate. For 
example, the auditors may communicate general 
information in a written report and communicate 
detailed information orally. The auditors may consult 
with legal counsel regarding applicable public records 
laws.

Distributing Reports 4.45 Distribution of reports completed in accordance 
with GAGAS depends on the relationship of the auditors 
to the audited organization and the nature of the 
information contained in the report. Auditors should 
document any limitation on report distribution.74 The 
following discussion outlines distribution for reports 
completed in accordance with GAGAS:

74See paragraphs 4.41 and 4.42 for discussion of limited use reports 
containing confidential or sensitive information.
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a. Audit organizations in government entities should 
distribute auditors’ reports to those charged with 
governance, to the appropriate audited entity officials, 
and to the appropriate oversight bodies or organizations 
requiring or arranging for the audits. As appropriate, 
auditors should also distribute copies of the reports to 
other officials who have legal oversight authority or who 
may be responsible for acting on audit findings and 
recommendations, and to others authorized to receive 
such reports.

b. Internal audit organizations in government entities 
may also follow the Institute of Internal Auditors (IIA) 
International Standards for the Professional Practice of 
Internal Auditing.75 In accordance with GAGAS and IIA 
standards, the head of the internal audit organization 
should communicate results to the parties who can 
ensure that the results are given due consideration. If 
not otherwise mandated by statutory or regulatory 
requirements, prior to releasing results to parties 
outside the organization, the head of the internal audit 
organization should: (1) assess the potential risk to the 
organization, (2) consult with senior management or 
legal counsel as appropriate, and (3) control 
dissemination by indicating the intended users in the 
report.

c. Public accounting firms contracted to perform an 
audit in accordance with GAGAS should clarify report 
distribution responsibilities with the engaging 
organization. If the contracting firm is responsible for 
the distribution, it should reach agreement with the party 
contracting for the audit about which officials or 

75See paragraph 2.21 for additional discussion about using the IIA 
standards in conjunction with GAGAS and paragraph 2.22 for 
additional discussion about citing compliance with another set of 
standards.
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organizations will receive the report and the steps being 
taken to make the report available to the public.

Additional GAGAS 
Considerations for 
Financial Audits

4.46 Due to the objectives and public accountability of 
GAGAS audits, additional considerations for financial 
audits completed in accordance with GAGAS may 
apply. These considerations relate to

a. materiality in GAGAS financial audits; and 

b. early communication of deficiencies.76

Materiality in GAGAS 
Financial Audits

4.47 The AICPA standards require the auditor to apply 
the concept of materiality appropriately in planning and 
performing the audit.77 Additional considerations may 
apply to GAGAS financial audits of government entities 
or entities that receive government awards. For 
example, in audits performed in accordance with 
GAGAS, auditors may find it appropriate to use lower 
materiality levels as compared with the materiality 
levels used in non-GAGAS audits because of the public 
accountability of government entities and entities 
receiving government funding, various legal and 
regulatory requirements, and the visibility and sensitivity 
of government programs. 

76See paragraphs 4.47 through 4.48 for additional discussion of 
paragraph 4.46 a-b.
77See AICPA AU-C Section 320, Materiality in Planning and 
Performing an Audit.
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Early 
Communication of 
Deficiencies 

4.48 For some matters, early communication to those 
charged with governance or management may be 
important because of the relative significance and the 
urgency for corrective follow-up action.78 Further, when 
a control deficiency results in noncompliance with 
provisions of laws, regulations, contracts, or grant 
agreements, or abuse, early communication is 
important to allow management to take prompt 
corrective action to prevent further noncompliance. 
When a deficiency is communicated early, the reporting 
requirements in paragraphs 4.19 through 4.23 still 
apply. 

78See AICPA AU-C Section 265, Communicating Internal Control 
Related Matters Identified in an Audit.
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Standards for Attestation Engagements Chapter 5

Introduction 5.01 This chapter contains requirements, guidance, and 
considerations for performing and reporting on 
attestation engagements conducted in accordance with 
generally accepted government auditing standards 
(GAGAS). Auditors performing attestation engagements 
in accordance with GAGAS should comply with the 
American Institute of Certified Public Accountants 
(AICPA) general attestation standard on criteria, the 
field work and reporting attestation standards, and the 
corresponding statements on standards for attestation 
engagements (SSAEs), which are incorporated in this 
chapter by reference.79 Auditors performing attestation 
engagements in accordance with GAGAS should also 
comply with the additional requirements in this chapter. 
The requirements and guidance contained in chapters 1 
through 3 also apply to attestation engagements 
performed in accordance with GAGAS. 

5.02 An attestation engagement can provide one of 
three levels of service as defined by the AICPA, namely 
an examination engagement, a review engagement, or 
an agreed-upon procedures engagement.80 Auditors 
performing an attestation engagement should 
determine which of the three levels of service apply to 
that engagement and refer to the appropriate AICPA 
standards and GAGAS section below for applicable 
requirements and considerations. 

79See AICPA AT Section 50, SSAE Hierarchy.

80See paragraph 2.09 and AICPA AT Section 101, Attest 
Engagements.
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Examination 
Engagements 

Additional Field 
Work Requirements 
for Examination 
Engagements

5.03 GAGAS establishes field work requirements for 
performing examination engagements in addition to the 
requirements contained in the AICPA standards. 
Auditors should comply with these additional 
requirements, along with the relevant AICPA standards 
for examination attestation engagements, when citing 
GAGAS in their examination reports. The additional 
field work requirements relate to:

a. auditor communication;

b. previous audits and attestation engagements;

c. fraud, noncompliance with provisions of laws, 
regulations, contracts, and grant agreements, and 
abuse; 

d. developing elements of a finding; and

e. examination engagement documentation.81

Auditor 
Communication 

5.04 In addition to the AICPA requirements for auditor 
communication,82 when performing a GAGAS 
examination engagement, auditors should 
communicate pertinent information that in the auditors’ 
professional judgment needs to be communicated to 
individuals contracting for or requesting the examination 
engagement, and to cognizant legislative committees 

81See paragraphs 5.04 through 5.17 for additional discussion of 5.03 
a-e.
82See AICPA AT Section 101.14 and 101.46, Attest Engagements.
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when auditors perform the examination engagement 
pursuant to a law or regulation, or they conduct the 
work for the legislative committee that has oversight of 
the audited entity. 

5.05 In those situations where there is not a single 
individual or group that both oversees the strategic 
direction of the audited entity and the fulfillment of its 
accountability obligations or in other situations where 
the identity of those charged with governance is not 
clearly evident, auditors should document the process 
followed and conclusions reached for identifying the 
appropriate individuals to receive the required auditor 
communications. 

Previous Audits and 
Attestation 
Engagements

5.06 When performing a GAGAS examination 
engagement, auditors should evaluate whether the 
audited entity has taken appropriate corrective action to 
address findings and recommendations from previous 
engagements that could have a material effect on the 
subject matter, or an assertion about the subject matter, 
of the examination engagement. When planning the 
engagement, auditors should ask audited entity 
management to identify previous audits, attestation 
engagements, and other studies that directly relate to 
the subject matter or an assertion about the subject 
matter of the examination engagement being 
undertaken, including whether related 
recommendations have been implemented. Auditors 
should use this information in assessing risk and 
determining the nature, timing, and extent of current 
work, including determining the extent to which testing 
the implementation of the corrective actions is 
applicable to the current examination engagement 
objectives.
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Fraud, 
Noncompliance with 
Provisions of Laws, 
Regulations, 
Contracts, and Grant 
Agreements, and 
Abuse 

5.07 In addition to the AICPA requirements concerning 
fraud,83 when performing a GAGAS examination 
engagement, auditors should design the engagement to 
detect instances of fraud and noncompliance with 
provisions of laws, regulations, contracts, and grant 
agreements that may have a material effect on the 
subject matter or the assertion thereon of the 
examination engagement. Auditors should assess the 
risk and possible effects of fraud and noncompliance 
with provisions of laws, regulations, contracts, and grant 
agreements that could have a material effect on the 
subject matter or an assertion about the subject matter 
of the examination engagement. When risk factors are 
identified, auditors should document the risk factors 
identified, the auditors’ response to those risk factors 
individually or in combination, and the auditors’ 
conclusions.84

5.08 Abuse involves behavior that is deficient or 
improper when compared with behavior that a prudent 
person would consider a reasonable and necessary 
business practice given the facts and circumstances. 
Abuse also includes misuse of authority or position for 
personal financial interests or those of an immediate or 
close family member or business associate.85 Abuse 
does not necessarily involve fraud, or noncompliance 
with provisions of laws, regulations, contracts, or grant 
agreements.

83See AICPA AT Sections 501.27, An Examination of an Entity’s 
Internal Control Over Financial Reporting That Is Integrated With an 
Audit of Its Financial Statements, 601.33, Compliance Attestation, and 
701.42, Management’s Discussion and Analysis.
84See paragraphs A.09 through A.13 for additional discussion of 
indicators of fraud risk and significance of provisions of laws, 
regulations, and contracts and grant agreements. 
85See A.08 for additional examples of abuse.
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5.09 Because the determination of abuse is subjective, 
auditors are not required to detect abuse in examination 
engagements. However, as part of a GAGAS 
examination engagement, if auditors become aware of 
abuse that could be quantitatively or qualitatively 
material, auditors should apply procedures specifically 
directed to ascertain the potential effect on the subject 
matter, or the assertion thereon, or other data significant 
to the objective of the examination engagement. After 
performing additional work, auditors may discover that 
the abuse represents potential fraud or noncompliance 
with provisions of laws, regulations, contracts, or grant 
agreements. 

5.10 Avoiding interference with investigations or legal 
proceedings is important in pursuing indications of 
fraud, noncompliance with provisions of laws, 
regulations, contracts, or grant agreements, or abuse. 
Laws, regulations, or policies may require auditors to 
report indications of certain types of fraud, 
noncompliance with provisions of laws, regulations, 
contracts, or grant agreements, or abuse to law 
enforcement or investigatory authorities before 
performing additional audit procedures. When 
investigations or legal proceedings are initiated or in 
process, auditors should evaluate the impact on the 
current examination engagement. In some cases, it 
may be appropriate for the auditors to work with 
investigators or legal authorities, or withdraw from or 
defer further work on the examination engagement or a 
portion of the examination engagement to avoid 
interfering with an ongoing investigation or legal 
proceeding.

Developing Elements 
of a Finding

5.11 In an examination engagement, findings may 
involve deficiencies in internal control; noncompliance 
with provisions of laws, regulations, contracts, or grant 
agreements; fraud; or abuse. As part of a GAGAS 
examination engagement, when auditors identify 
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findings, auditors should plan and perform procedures 
to develop the elements of the findings that are relevant 
and necessary to achieve the examination engagement 
objectives. The elements of a finding are discussed in 
paragraphs 5.12 through 5.15 below.

5.12 Criteria: The laws, regulations, contracts, grant 
agreements, standards, measures, expected 
performance, defined business practices, and 
benchmarks against which performance is compared or 
evaluated. Criteria identify the required or desired state 
or expectation with respect to the program or operation. 
Criteria provide a context for evaluating evidence and 
understanding the findings.

5.13 Condition: Condition is a situation that exists. The 
condition is determined and documented during the 
engagement.

5.14 Cause: The cause identifies the reason or 
explanation for the condition or the factor or factors 
responsible for the difference between the situation that 
exists (condition) and the required or desired state 
(criteria), which may also serve as a basis for 
recommendations for corrective actions. Common 
factors include poorly designed policies, procedures, or 
criteria; inconsistent, incomplete, or incorrect 
implementation; or factors beyond the control of 
program management. Auditors may assess whether 
the evidence provides a reasonable and convincing 
argument for why the stated cause is the key factor or 
factors contributing to the difference between the 
condition and the criteria.

5.15 Effect or potential effect: The effect is a clear, 
logical link to establish the impact or potential impact of 
the difference between the situation that exists 
(condition) and the required or desired state (criteria). 
The effect or potential effect identifies the outcomes or 
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consequences of the condition. When the engagement 
objectives include identifying the actual or potential 
consequences of a condition that varies (either 
positively or negatively) from the criteria identified in the 
engagement, “effect” is a measure of those 
consequences. Effect or potential effect may be used to 
demonstrate the need for corrective action in response 
to identified problems or relevant risks.

Examination 
Engagement 
Documentation

5.16 In addition to AICPA requirements for audit 
documentation,86 auditors should comply with the 
following additional requirements when performing a 
GAGAS examination engagement.87

a. Prepare attest documentation in sufficient detail to 
enable an experienced auditor, having no previous 
connection to the examination engagement, to 
understand from the documentation the nature, timing, 
extent, and results of procedures performed and the 
evidence obtained and its source and the conclusions 
reached, including evidence that supports the auditors’ 
significant judgments and conclusions. An experienced 
auditor means an individual (whether internal or 
external to the audit organization) who possesses the 
competencies and skills to be able to perform the 
examination engagement. These competencies and 
skills include an understanding of (1) examination 
engagement processes and related SSAEs,88 
(2) GAGAS and applicable legal and regulatory 
requirements, (3) the subject matter that the auditors 
are engaged to report on, (4) the suitability and 

86See AICPA AT Section 101.100–101.107, Attest Engagements.

87See paragraphs 5.05, 5.07, 5.25, and 5.44 for additional 
documentation requirements regarding attestation engagements.
88See paragraphs 3.74 and 3.75 for additional discussion of 
qualifications for attestation engagements.
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availability of criteria, and (5) issues related to the 
audited entity’s environment. 

b. Document supervisory review, before the date of the 
examination report, of the evidence that supports 
findings, conclusions, and recommendations contained 
in the examination report.

c. Document any departures from the GAGAS 
requirements and the impact on the engagement and 
on the auditors’ conclusions when the examination 
engagement is not in compliance with applicable 
GAGAS requirements due to law, regulation, scope 
limitations, restrictions on access to records, or other 
issues impacting the audit. This applies to departures 
from unconditional requirements and from 
presumptively mandatory requirements when 
alternative procedures performed in the circumstances 
were not sufficient to achieve the objectives of the 
requirement.89 

5.17 When performing GAGAS examination 
engagements and subject to applicable laws and 
regulations, auditors should make appropriate 
individuals, as well as attest documentation, available 
upon request and in a timely manner to other auditors 
or reviewers. Underlying GAGAS engagements is the 
premise that audit organizations in federal, state, and 
local governments and public accounting firms engaged 
to perform an engagement in accordance with GAGAS 
cooperate in performing examination engagements of 
programs of common interest so that auditors may use 
others’ work and avoid duplication of efforts. The use of 
auditors’ work by other auditors may be facilitated by 
contractual arrangements for GAGAS engagements 

89See paragraph 2.15 for a definition of GAGAS requirements.
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that provide for full and timely access to appropriate 
individuals, as well as attest documentation.

Additional GAGAS 
Reporting 
Requirements for 
Examination 
Engagements

5.18 In addition to the AICPA requirements for reporting 
on examination engagements,90 auditors should comply 
with the following additional requirements when citing 
GAGAS in their examination reports. The additional 
reporting requirements relate to

a. reporting auditors’ compliance with GAGAS;

b. reporting deficiencies in internal control, fraud, 
noncompliance with provisions of laws, regulations, 
contracts, and grant agreements, and abuse;

c. reporting views of responsible officials;

d. reporting confidential or sensitive information; and

e. distributing reports.91

Reporting Auditors’ 
Compliance with 
GAGAS

5.19 When auditors comply with all applicable GAGAS 
requirements for examination engagements, they 
should include a statement in the examination report 
that they performed the examination engagement in 
accordance with GAGAS.92 Because GAGAS 
incorporates by reference the AICPA’s general 
attestation standard on criteria, the field work and 
reporting attestation standards, and the corresponding 
SSAEs, GAGAS does not require auditors to cite 

90See AICPA AT Section 101.63-101.87, Attest Engagements.
91See paragraphs 5.19 through 5.44 for additional discussion of 
paragraph 5.18 a-e.
92See paragraphs 2.24 and 2.25 for additional requirements on citing 
compliance with GAGAS.
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compliance with the AICPA standards when citing 
compliance with GAGAS. GAGAS does not prohibit 
auditors from issuing a separate report conforming only 
to the requirements of AICPA or other standards.93

Reporting 
Deficiencies in 
Internal Control, 
Fraud, 
Noncompliance with 
Provisions of Laws, 
Regulations, 
Contracts, and Grant 
Agreements, and 
Abuse

5.20 When performing GAGAS examination 
engagements, auditors should report, based upon the 
work performed, (1) significant deficiencies and material 
weaknesses in internal control;94 (2) instances of fraud95 
and noncompliance with provisions of laws or 
regulations that have a material effect on the subject 
matter or an assertion about the subject matter and any 
other instances that warrant the attention of those 
charged with governance; (3) noncompliance with 
provisions of contracts or grant agreements that has a 
material effect on the subject matter or an assertion 
about the subject matter of the examination 
engagement; and (4) abuse that has a material effect 
on the subject matter or an assertion about the subject 
matter of the examination engagement. Auditors should 
include this information either in the same or in separate 
report(s).

5.21 If auditors report separately (including separate 
reports bound in the same document) on the items 
discussed in paragraph 5.20, they should state in the 
examination report that they are issuing those additional 
reports. They should include a reference to the separate 
reports and also state that the reports are an integral 
part of a GAGAS examination engagement.

93See AICPA AT Sections 101.85e, Attest Engagements.

94See paragraph A.06 for examples of deficiencies in internal control.
95See paragraph A.10 for examples of indicators of fraud risk.
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Deficiencies in Internal 
Control

5.22 In addition to the AICPA requirements concerning 
internal control, 96 when performing GAGAS 
examination engagements, including attestation 
engagements related to internal control,97 auditors 
should include in the examination report all deficiencies, 
even those communicated early,98 that are considered 
to be significant deficiencies or material weaknesses.

5.23 Determining whether and how to communicate to 
officials of the audited entity internal control deficiencies 
that warrant the attention of those charged with 
governance, but are not considered significant 
deficiencies or material weaknesses, is a matter of 
professional judgment.

Fraud, Noncompliance 
with Provisions of 
Laws, Regulations, 
Contracts, and Grant 
Agreements, and Abuse

5.24 When performing a GAGAS examination 
engagement, and auditors conclude, based on 
sufficient, appropriate evidence, that any of the 
following either has occurred or is likely to have 
occurred, they should include in their examination 
report the relevant information about

a. fraud99 and noncompliance with provisions of laws or 
regulations that have a material effect on the subject 
matter or an assertion about the subject matter and any 
other instances that warrant the attention of those 
charged with governance,

96See AICPA AT Section 101.52 through 101.53, Attest Engagements.
97See AICPA AT Section 501.07, An Examination of an Entity’s 
Internal Control Over Financial Reporting That Is Integrated With an 
Audit of Its Financial Statements.
98See paragraph 5.47 for a discussion of early communication of 
deficiencies.
99See paragraph A.10 for examples of indicators of fraud risk.
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b. noncompliance with provisions of contracts or grant 
agreements that has a material effect on the subject 
matter or an assertion about the subject matter, or

c. abuse100 that is material to the subject matter or an 
assertion about the subject matter, either quantitatively 
or qualitatively.101 

5.25 When auditors detect instances of noncompliance 
with provisions of contracts or grant agreements, or 
abuse that have an effect on the subject matter or an 
assertion about the subject matter that are less than 
material but warrant the attention of those charged with 
governance, they should communicate those findings in 
writing to audited entity officials. When auditors detect 
any instances of fraud, noncompliance with provisions 
of laws, regulations, contracts, or grant agreements, or 
abuse that do not warrant the attention of those charged 
with governance, the auditors’ determination of whether 
and how to communicate such instances to audited 
entity officials is a matter of professional judgment.

5.26 When fraud, noncompliance with provisions of 
laws, regulations, contracts, or grant agreements, or 
abuse either have occurred or are likely to have 
occurred, auditors may consult with authorities or legal 
counsel about whether publicly reporting such 
information would compromise investigative or legal 
proceedings. Auditors may limit their public reporting to 
matters that would not compromise those proceedings 
and, for example, report only on information that is 
already a part of the public record.

100See paragraph A.08 for examples of abuse.
101See paragraphs 5.08 and 5.09 for a discussion of abuse.
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Presenting Findings in 
the Examination 
Report

5.27 When performing a GAGAS examination 
engagement and presenting findings such as 
deficiencies in internal control, fraud, noncompliance 
with provisions of laws, regulations, contracts, or grant 
agreements, or abuse, auditors should develop the 
elements of the findings to the extent necessary. Clearly 
developed findings, as discussed in paragraphs 5.11 
through 5.15, assist management or oversight officials 
of the audited entity in understanding the need for 
taking corrective action, and assist auditors in making 
recommendations for corrective action. If auditors 
sufficiently develop the elements of a finding, they may 
provide recommendations for corrective action.

5.28 Auditors should place their findings in perspective 
by describing the nature and extent of the issues being 
reported and the extent of the work performed that 
resulted in the finding. To give the reader a basis for 
judging the prevalence and consequences of these 
findings, auditors should, as appropriate, relate the 
instances identified to the population or the number of 
cases examined and quantify the results in terms of 
dollar value or other measures. If the results cannot be 
projected, auditors should limit their conclusions 
appropriately.

Reporting Findings 
Directly to Parties 
Outside the Audited 
Entity

5.29 Auditors should report known or likely fraud, 
noncompliance with provisions of laws, regulations, 
contracts, or grant agreements, or abuse directly to 
parties outside the audited entity in the following two 
circumstances.

a. When entity management fails to satisfy legal or 
regulatory requirements to report such information to 
external parties specified in law or regulation, auditors 
should first communicate the failure to report such 
information to those charged with governance. If the 
audited entity still does not report this information to the 
specified external parties as soon as practicable after 
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the auditors’ communication with those charged with 
governance, then the auditors should report the 
information directly to the specified external parties.

b. When entity management fails to take timely and 
appropriate steps to respond to known or likely fraud, 
noncompliance with provisions of laws, regulations, 
contracts, or grant agreements, or abuse that (1) is 
likely to have a material effect on the subject matter or 
an assertion about the subject matter and (2) involves 
funding received directly or indirectly from a 
government agency, auditors should first report 
management’s failure to take timely and appropriate 
steps to those charged with governance. If the audited 
entity still does not take timely and appropriate steps as 
soon as practicable after the auditors’ communication 
with those charged with governance, then the auditors 
should report the entity’s failure to take timely and 
appropriate steps directly to the funding agency.

5.30 The reporting in paragraph 5.29 is in addition to 
any legal requirements to report such information 
directly to parties outside the audited entity. Auditors 
should comply with these requirements even if they 
have resigned or been dismissed from the engagement 
prior to its completion.

5.31 Auditors should obtain sufficient, appropriate 
evidence, such as confirmation from outside parties, to 
corroborate assertions by management of the audited 
entity that it has reported such findings in accordance 
with laws, regulations, or funding agreements. When 
auditors are unable to do so, they should report such 
information directly as discussed in paragraph 5.29.

Reporting Views of 
Responsible Officials

5.32 When performing a GAGAS examination 
engagement, if the examination report discloses 
deficiencies in internal control, fraud, noncompliance 
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with provisions of laws, regulations, contracts, or grant 
agreements, or abuse, auditors should obtain and 
report the views of responsible officials of the audited 
entity concerning the findings, conclusions, and 
recommendations, as well as any planned corrective 
actions.

5.33 Providing a draft report with findings for review and 
comment by responsible officials of the audited entity 
and others helps the auditors develop a report that is 
fair, complete, and objective. Including the views of 
responsible officials results in a report that presents not 
only the auditors’ findings, conclusions, and 
recommendations, but also the perspectives of the 
responsible officials of the audited entity and the 
corrective actions they plan to take. Obtaining the 
comments in writing is preferred, but oral comments are 
acceptable.

5.34 When auditors receive written comments from the 
responsible officials, they should include in their report a 
copy of the officials’ written comments, or a summary of 
the comments received. When the responsible officials 
provide oral comments only, auditors should prepare a 
summary of the oral comments and provide a copy of 
the summary to the responsible officials to verify that 
the comments are accurately stated.

5.35 Auditors should also include in the report an 
evaluation of the comments, as appropriate. In cases in 
which the audited entity provides technical comments in 
addition to its written or oral comments on the report, 
auditors may disclose in the report that such comments 
were received.

5.36 Obtaining oral comments may be appropriate 
when, for example, there is a reporting date critical to 
meeting a user’s needs; auditors have worked closely 
with the responsible officials throughout the work and 
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the parties are familiar with the findings and issues 
addressed in the draft report; or the auditors do not 
expect major disagreements with findings, conclusions, 
or recommendations in the draft report, or major 
controversies with regard to the issues discussed in the 
draft report.

5.37 When the audited entity’s comments are 
inconsistent or in conflict with the findings, conclusions, 
or recommendations in the draft report, or when 
planned corrective actions do not adequately address 
the auditors’ recommendations, the auditors should 
evaluate the validity of the audited entity’s comments. If 
the auditors disagree with the comments, they should 
explain in the report their reasons for disagreement. 
Conversely, the auditors should modify their report as 
necessary if they find the comments valid and 
supported with sufficient, appropriate evidence.

5.38 If the audited entity refuses to provide comments 
or is unable to provide comments within a reasonable 
period of time, the auditors may issue the report without 
receiving comments from the audited entity. In such 
cases, the auditors should indicate in the report that the 
audited entity did not provide comments.

Reporting 
Confidential and 
Sensitive Information

5.39 When performing a GAGAS examination 
engagement, if certain pertinent information is 
prohibited from public disclosure or is excluded from a 
report due to the confidential or sensitive nature of the 
information, auditors should disclose in the report that 
certain information has been omitted and the reason or 
other circumstances that make the omission necessary.

5.40 Certain information may be classified or may be 
otherwise prohibited from general disclosure by federal, 
state, or local laws or regulations. In such 
circumstances, auditors may issue a separate classified 
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or limited use report containing such information and 
distribute the report only to persons authorized by law 
or regulation to receive it.

5.41 Additional circumstances associated with public 
safety, privacy, or security concerns could also justify 
the exclusion of certain information from a publicly 
available or widely distributed report. For example, 
detailed information related to computer security for a 
particular program may be excluded from publicly 
available reports because of the potential damage that 
could be caused by the misuse of this information. In 
such circumstances, auditors may issue a limited use 
report containing such information and distribute the 
report only to those parties responsible for acting on the 
auditors’ recommendations. In some instances, it may 
be appropriate to issue both a publicly available report 
with the sensitive information excluded and a limited 
use report. The auditors may consult with legal counsel 
regarding any requirements or other circumstances that 
may necessitate the omission of certain information.

5.42 Considering the broad public interest in the 
program or activity under review assists auditors when 
deciding whether to exclude certain information from 
publicly available reports. When circumstances call for 
omission of certain information, auditors should 
evaluate whether this omission could distort the 
examination engagement results or conceal improper or 
illegal practices.

5.43 When audit organizations are subject to public 
records laws, auditors should determine whether public 
records laws could impact the availability of classified or 
limited use reports and determine whether other means 
of communicating with management and those charged 
with governance would be more appropriate. For 
example, the auditors may communicate general 
information in a written report and communicate 
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detailed information orally. The auditors may consult 
with legal counsel regarding applicable public records 
laws.

Distributing Reports 5.44 Distribution of reports completed in accordance 
with GAGAS depends on the relationship of the auditors 
to the audited organization and the nature of the 
information contained in the report. Auditors should 
document any limitation on report distribution.102 The 
following discussion outlines distribution for reports 
completed in accordance with GAGAS:

a. Audit organizations in government entities should 
distribute reports to those charged with governance, to 
the appropriate audited entity officials, and to the 
appropriate oversight bodies or organizations requiring 
or arranging for the engagements. As appropriate, 
auditors should also distribute copies of the reports to 
other officials who have legal oversight authority or who 
may be responsible for acting on engagement findings 
and recommendations, and to others authorized to 
receive such reports.

b. Internal audit organizations in government entities 
may also follow the Institute of Internal Auditors (IIA) 
International Standards for the Professional Practice of 
Internal Auditing.103 In accordance with GAGAS and IIA 
standards, the head of the internal audit organization 
should communicate results to the parties who can 
ensure that the results are given due consideration. If 
not otherwise mandated by statutory or regulatory 

102See paragraphs 5.40 and 5.41 for discussion of limited use reports 
containing confidential or sensitive information.
103See paragraph 2.21 for additional discussion about using the IIA 
standards in conjunction with GAGAS and paragraph 2.22 for 
additional discussion about citing compliance with another set of 
standards.
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requirements, prior to releasing results to parties 
outside the organization, the head of the internal audit 
organization should: (1) assess the potential risk to the 
organization, (2) consult with senior management or 
legal counsel as appropriate, and (3) control 
dissemination by indicating the intended users in the 
report.

c. Public accounting firms contracted to perform an 
examination engagement in accordance with GAGAS 
should clarify report distribution responsibilities with the 
engaging organization. If the contracting firm is 
responsible for the distribution, it should reach 
agreement with the party contracting for the 
engagement about which officials or organizations will 
receive the report and the steps being taken to make 
the report available to the public.

Additional GAGAS 
Considerations for 
Examination 
Engagements 

5.45 Due to the objectives and public accountability of 
GAGAS examination engagements, additional 
considerations for examination engagements 
completed in accordance with GAGAS may apply. 
These considerations relate to

a. Materiality in GAGAS examination engagements, and 

b. Early communication of deficiencies.104

Materiality in GAGAS 
Examination 
Engagements

5.46 The AICPA standards require that one of the 
factors to be considered when planning an attest 
engagement includes preliminary judgments about 
attestation risk and materiality for attest purposes.105 

104See paragraphs 5.46 and 5.47 for additional discussion of 
paragraph 5.45 a-b.
105See AICPA AT Section 101.45b and 101.67, Attest Engagements.
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Additional considerations may apply to GAGAS 
examination engagements of government entities or 
entities that receive government awards. For example, 
in engagements performed in accordance with GAGAS, 
auditors may find it appropriate to use lower materiality 
levels as compared with the materiality levels used in 
non-GAGAS engagements because of the public 
accountability of government entities and entities 
receiving government funding, various legal and 
regulatory requirements, and the visibility and sensitivity 
of government programs.

Early 
Communication of 
Deficiencies 

5.47 For some matters, early communication to those 
charged with governance or management may be 
important because of the relative significance and the 
urgency for corrective follow-up action.106  Further, when 
a control deficiency results in noncompliance with 
provisions of laws, regulations, contracts, or grant 
agreements, or abuse, early communication is 
important to allow management to take prompt 
corrective action to prevent further noncompliance. 
When a deficiency is communicated early, the reporting 
requirements in paragraph 5.20 still apply.

106See AICPA AT Section 501.103, An Examination of an Entity’s 
Internal Control Over Financial Reporting That Is Integrated With an 
Audit of Its Financial Statements.
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Review 
Engagements

Additional GAGAS 
Field Work 
Requirements for 
Review 
Engagements

5.48 GAGAS establishes a field work requirement for 
review engagements in addition to the requirements 
contained in the AICPA standards. Auditors should 
comply with this additional requirement, along with the 
relevant AICPA standards for review engagements, 
when citing GAGAS in their review engagement reports. 
The additional requirement relates to communicating 
significant deficiencies, material weaknesses, instances 
of fraud, noncompliance with provisions of laws, 
regulations, contracts, or grant agreements, or abuse 
that come to the auditors’ attention during a review 
engagement. 

Communicating 
Significant 
Deficiencies, Material 
Weaknesses, 
Instances of Fraud, 
Noncompliance with 
Provisions of Laws, 
Regulations, 
Contracts, and Grant 
Agreements, and 
Abuse

5.49 If, on the basis of conducting the procedures 
necessary to perform a review, significant deficiencies; 
material weaknesses; instances of fraud, 
noncompliance with provisions of laws, regulations, 
contracts, or grant agreements; or abuse come to the 
auditors’ attention that warrant the attention of those 
charged with governance, GAGAS requires that 
auditors should communicate such matters to audited 
entity officials. When auditors detect any instances of 
fraud, noncompliance with provisions of laws, 
regulations, contracts, or grant agreements, or abuse 
that do not warrant the attention of those charged with 
governance, the auditors’ determination of whether and 
how to communicate such instances to audited entity 
officials is a matter of professional judgment. 
Additionally, auditors should determine whether the 
existence of such matters affects the auditors’ ability to 
conduct or report on the review.
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Additional GAGAS 
Reporting 
Requirements for 
Review 
Engagements

5.50 GAGAS establishes reporting requirements for 
review engagements in addition to the requirements 
contained in the AICPA standards.107 Auditors should 
comply with these additional requirements when citing 
GAGAS in their review engagement reports. The 
additional requirements relate to 

a. reporting auditors’ compliance with GAGAS; and

b. distributing reports.108

Reporting Auditors’ 
Compliance with 
GAGAS

5.51 When auditors comply with all applicable 
requirements for a review engagement conducted in 
accordance with GAGAS, they should include a 
statement in the review report that they performed the 
engagement in accordance with GAGAS.109 Because 
GAGAS incorporates by reference the general standard 
on criteria, and the field work and reporting standards of 
the AICPA SSAEs, GAGAS does not require auditors to 
cite compliance with the AICPA standards when citing 
compliance with GAGAS. GAGAS does not prohibit 
auditors from issuing a separate report conforming only 
to the requirements of AICPA or other standards.110

Distributing Reports 5.52 Distribution of reports completed in accordance 
with GAGAS depends on the relationship of the auditors 
to the audited organization and the nature of the 

107See AICPA AT Section 101.63-101.83 and 101.88-101.90, Attest 
Engagements.
108See paragraphs 5.51 and 5.52 for additional discussion of 
paragraph 5.50 a-b.
109See paragraphs 2.24 and 2.25 for additional requirements on citing 
compliance with GAGAS.
110See AICPA AT Section 101.89d, Attest Engagements.
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information contained in the report. For GAGAS review 
engagements, if the subject matter or the assertion 
involves material that is classified for security purposes 
or contains confidential or sensitive information, 
auditors should limit the report distribution. Auditors 
should document any limitation on report distribution. 
The following discussion outlines distribution for reports 
completed in accordance with GAGAS:

a. Audit organizations in government entities should 
distribute reports to those charged with governance, to 
the appropriate audited entity officials, and to the 
appropriate oversight bodies or organizations requiring 
or arranging for the engagements. As appropriate, 
auditors should also distribute copies of the reports to 
other officials who have legal oversight authority, and to 
others authorized to receive such reports.

b. Internal audit organizations in government entities 
may also follow the Institute of Internal Auditors (IIA) 
International Standards for the Professional Practice of 
Internal Auditing.111 In accordance with GAGAS and IIA 
standards, the head of the internal audit organization 
should communicate results to the parties who can 
ensure that the results are given due consideration. If 
not otherwise mandated by statutory or regulatory 
requirements, prior to releasing results to parties 
outside the organization, the head of the internal audit 
organization should: (1) assess the potential risk to the 
organization, (2) consult with senior management or 
legal counsel as appropriate, and (3) control 
dissemination by indicating the intended users in the 
report.

111See paragraph 2.21 for additional discussion about using the IIA 
standards in conjunction with GAGAS and paragraph 2.22 for 
additional discussion about citing compliance with another set of 
standards.
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c. Public accounting firms contracted to perform a 
review engagement in accordance with GAGAS should 
clarify report distribution responsibilities with the 
engaging organization. If the contracting firm is 
responsible for the distribution, it should reach 
agreement with the party contracting for the 
engagement about which officials or organizations will 
receive the report and the steps being taken to make 
the report available to the public.

Additional GAGAS 
Considerations for 
Review 
Engagements

5.53 Due to the objectives and public accountability of 
GAGAS review engagements, additional considerations 
for review engagements performed in accordance with 
GAGAS may apply. These considerations relate to

a. establishing an understanding regarding services to 
be performed; and

b. reporting on review engagements.112

Establishing an 
Understanding 
Regarding Services to 
be Performed

5.54 The AICPA standards require auditors to establish 
an understanding with the audited entity (client) 
regarding the services to be performed for each 
attestation engagement. Such an understanding 
reduces the risk that either the auditors (practitioner) or 
the audited entity may misinterpret the needs or 
expectations of the other party. The understanding 
includes the objectives of the engagement, 
responsibilities of entity management, responsibilities of 
auditors, and limitations of the engagement.113

112See paragraphs 5.54 through 5.57 for additional discussion of 5.53 
a-b.
113See AICPA AT Section 101.46, Attest Engagements.
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5.55 Auditors often perform GAGAS engagements 
under a contract with a party other than the officials of 
the audited entity or pursuant to a third-party request. In 
such cases, auditors may also find it appropriate to 
communicate information regarding the services to be 
performed to the individuals contracting for or 
requesting the engagement. Such an understanding 
can help auditors avoid any misunderstandings 
regarding the nature of the review engagement. For 
example, review engagements only provide a moderate 
level of assurance expressed as a conclusion in the 
form of negative assurance, and, as a result, auditors 
do not perform sufficient work to be able to develop 
elements of a finding or provide recommendations that 
are common in other types of GAGAS engagements. 
Under such circumstances, for example, requesting 
parties may find that a different type of attestation 
engagement or a performance audit may provide the 
appropriate level of assurance to meet their needs.

Reporting on Review 
Engagements

5.56 The AICPA standards require that the auditors’ 
review report be in the form of a conclusion expressed 
in the form of negative assurance.114 

5.57 Because reviews are substantially less in scope 
than audits and examination engagements, it is 
important to include all required reporting elements 
contained in the SSAEs.115 For example, a required 
element of the review report is a statement that a review 
engagement is substantially less in scope than an 
examination, the objective of which is an expression of 
opinion on the subject matter, and accordingly, review 
reports express no such opinion. Including only those 
elements that the AICPA reporting standards for review 

114See AICPA AT Section 101.68, Attest Engagements.
115See AICPA AT Section 101.89, Attest Engagements.
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engagements require or permit ensures that auditors 
comply with the AICPA standards and that users of 
GAGAS reports have an understanding of the nature of 
the work performed and the results of the review 
engagement.

Agreed-Upon 
Procedures 
Engagements

Additional GAGAS 
Field Work 
Requirements for 
Agreed-Upon 
Procedures 
Engagements

5.58 GAGAS establishes a field work requirement for 
agreed-upon procedures engagements in addition to 
the requirements contained in the AICPA standards. 
Auditors should comply with this additional requirement, 
along with the relevant AICPA standards for agreed-
upon procedures engagements, when citing GAGAS in 
their agreed-upon procedures engagement reports. The 
additional requirement relates to communicating 
significant deficiencies, material weaknesses, instances 
of fraud, noncompliance with provisions of laws, 
regulations, contracts, or grant agreements, or abuse 
that comes to the auditors’ attention during an agreed-
upon procedures engagement. 
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Communicating 
Significant 
Deficiencies, Material 
Weaknesses, 
Instances of Fraud, 
Noncompliance with 
Provisions of Laws, 
Regulations, 
Contracts, and Grant 
Agreements, and 
Abuse

5.59 If, on the basis of conducting the procedures 
necessary to perform an agreed-upon procedures 
engagement,116 significant deficiencies, material 
weaknesses, instances of fraud, noncompliance with 
provisions of laws, regulations, contracts, or grant 
agreements, or abuse come to the auditors’ attention 
that warrant the attention of those charged with 
governance, GAGAS requires that auditors should 
communicate such matters to audited entity officials. 
When auditors detect any instances of fraud, 
noncompliance with provisions of laws, regulations, 
contracts, or grant agreements, or abuse that do not 
warrant the attention of those charged with governance, 
the auditors’ determination of whether and how to 
communicate such instances to audited entity officials is 
a matter of professional judgment. Additionally, auditors 
should determine whether the existence of such matters 
affects the auditors’ ability to conduct or report on the 
agreed-upon procedures engagement.

Additional GAGAS 
Reporting 
Requirements for 
Agreed-Upon 
Procedures 
Engagements

5.60 GAGAS establishes reporting requirements for 
agreed-upon procedures engagements in addition to 
the requirements contained in the AICPA standards.117 
Auditors should comply with these additional 
requirements when citing GAGAS in their agreed-upon 
procedures engagement reports. The additional 
requirements relate to 

a. reporting auditors’ compliance with GAGAS; and 

116See AICPA AT Section 201.03, Agreed-Upon Procedures 
Engagements.
117See AICPA AT Section 201.31-201.36, Agreed-Upon Procedures 
Engagements.
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b. distributing reports.118

Reporting Auditors’ 
Compliance with 
GAGAS

5.61 When auditors comply with all applicable GAGAS 
requirements for agreed-upon procedures 
engagements, they should include a statement in the 
agreed-upon procedures engagement report that they 
performed the engagement in accordance with 
GAGAS.119 Because GAGAS incorporates by reference 
the AICPA’s general attestation standard on criteria, the 
field work and reporting attestation standards, and the 
corresponding SSAEs, GAGAS does not require 
auditors to cite compliance with the AICPA standards 
when citing compliance with GAGAS. GAGAS does not 
prohibit auditors from issuing a separate report 
conforming only to the requirements of AICPA or other 
standards.120

Distributing Reports 5.62 Distribution of reports completed in accordance 
with GAGAS depends on the relationship of the auditors 
to the audited organization and the nature of the 
information contained in the report. For GAGAS agreed-
upon procedures engagements, if the subject matter or 
the assertion involves material that is classified for 
security purposes or contains confidential or sensitive 
information, auditors should limit the report distribution. 
Auditors should document any limitation on report 
distribution. The following discussion outlines 
distribution for reports completed in accordance with 
GAGAS:

118See paragraphs 5.61 and 5.62 for additional discussion of 
paragraph 5.60 a-b.
119See paragraphs 2.24 and 2.25 for additional requirements on citing 
compliance with GAGAS.
120See AICPA AT Section 201.31 g, Agreed-Upon Procedures 
Engagements.
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a. Audit organizations in government entities should 
distribute reports to those charged with governance, to 
the appropriate audited entity officials, and to the 
appropriate oversight bodies or organizations requiring 
or arranging for the engagements. As appropriate, 
auditors should also distribute copies of the reports to 
other officials who have legal oversight authority, and to 
others authorized to receive such reports.

b. Internal audit organizations in government entities 
may also follow the Institute of Internal Auditors (IIA) 
International Standards for the Professional Practice of 
Internal Auditing.121 In accordance with GAGAS and IIA 
standards, the head of the internal audit organization 
should communicate results to the parties who can 
ensure that the results are given due consideration. If 
not otherwise mandated by statutory or regulatory 
requirements, prior to releasing results to parties 
outside the organization, the head of the internal audit 
organization should: (1) assess the potential risk to the 
organization, (2) consult with senior management or 
legal counsel as appropriate, and (3) control 
dissemination by indicating the intended users in the 
report.

c. Public accounting firms contracted to perform an 
agreed-upon procedures engagement in accordance 
with GAGAS should clarify report distribution 
responsibilities with the engaging organization. If the 
contracting firm is responsible for the distribution, it 
should reach agreement with the party contracting for 
the engagement about which officials or organizations 
will receive the report and the steps being taken to 
make the report available to the public.

121See paragraph 2.21 for additional discussion about using the IIA 
standards in conjunction with GAGAS and paragraph 2.22 for 
additional discussion about citing compliance with another set of 
standards.
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Additional GAGAS 
Considerations for 
Agreed-Upon 
Procedures 
Engagements

5.63 Due to the objectives and public accountability of 
GAGAS agreed-upon procedures engagements, 
additional considerations for agreed-upon procedures 
engagements performed in accordance with GAGAS 
may apply. These considerations relate to

a. establishing an understanding regarding services to 
be performed; and

b. reporting on agreed-upon procedures 
engagements.122

Establishing an 
Understanding 
Regarding Services to 
be Performed

5.64 The AICPA standards require auditors to establish 
an understanding with the audited entity (client) 
regarding the services to be performed for each 
attestation engagement. Such an understanding 
reduces the risk that either the auditors (practitioner) or 
the audited entity may misinterpret the needs or 
expectations of the other party. The understanding 
includes the objectives of the engagement, 
responsibilities of entity management, responsibilities of 
auditors, and limitations of the engagement.123

5.65 Auditors often perform GAGAS engagements 
under a contract with a party other than the officials of 
the audited entity or pursuant to a third-party request. In 
such cases, auditors may also find it appropriate to 
communicate information regarding the services to be 
performed to the individuals contracting for or 
requesting the engagement. Such an understanding 
can help auditors avoid any misunderstandings 
regarding the nature of the agreed-upon procedures 

122See paragraphs 5.64 through 5.67 for additional discussion of 
paragraph 5.63 a-b.
123See AICPA AT Sections 101.46, Attest Engagements, and 201.10, 
Agreed-Upon Procedures Engagements.
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engagement. For example, agreed-upon procedures 
engagements provide neither a high nor moderate level 
of assurance, and, as a result, auditors do not perform 
sufficient work to be able to develop elements of a 
finding or provide recommendations that are common in 
other types of GAGAS engagements. Under such 
circumstances, for example, requesting parties may find 
that a different type of attestation engagement or a 
performance audit may provide the appropriate level of 
assurance to meet their needs.

Reporting on Agreed-
Upon Procedures 
Engagements

5.66 The AICPA standards require that the auditors’ 
report on agreed-upon procedures engagements be in 
the form of procedures and findings and specifies the 
required elements to be contained in the report.124 

5.67 Because GAGAS agreed-upon procedures 
engagements are substantially less in scope than audits 
and examination engagements, it is important not to 
deviate from the required reporting elements contained 
in the SSAEs. For example, a required element of the 
report on agreed-upon procedures is a statement that 
the auditors were not engaged to and did not conduct 
an examination or a review of the subject matter, the 
objectives of which would be the expression of an 
opinion or limited assurance and that if the auditors had 
performed additional procedures, other matters might 
have come to their attention that would have been 
reported.125 Another required element is a statement 
that the sufficiency of the procedures is solely the 
responsibility of the specified parties and a disclaimer of

124See AICPA AT Section 201.31, Agreed-Upon Procedures 
Engagements.
125See AICPA AT Section 201.31k, Agreed-Upon Procedures 
Engagements.
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responsibility for the sufficiency of those procedures.126 
Including only those elements that the AICPA reporting 
standards for agreed-upon procedure engagements 
require or permit ensures that auditors comply with the 
AICPA standards and that users of GAGAS reports 
have an understanding of the nature of the work 
performed and the results of the agreed-upon 
procedures engagement.

126See AICPA AT Section 201.31h and 201.11-201.14, Agreed-Upon 
Procedures Engagements.
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Field Work Standards for Performance 
Audits Chapter 6

Introduction 6.01 This chapter contains field work requirements and 
guidance for performance audits conducted in 
accordance with generally accepted government 
auditing standards (GAGAS). The purpose of field work 
requirements is to establish an overall approach for 
auditors to apply in obtaining reasonable assurance that 
the evidence is sufficient and appropriate to support the 
auditors’ findings and conclusions. The field work 
requirements for performance audits relate to planning 
the audit; supervising staff; obtaining sufficient, 
appropriate evidence; and preparing audit 
documentation. The concepts of reasonable assurance, 
significance, and audit risk form a framework for 
applying these requirements and are included 
throughout the discussion of performance audits.

6.02 For performance audits conducted in accordance 
with GAGAS, the requirements and guidance in 
chapters 1 through 3, 6, and 7 apply.

Reasonable 
Assurance

6.03 In performance audits that comply with GAGAS, 
auditors obtain reasonable assurance that evidence is 
sufficient and appropriate to support the auditors’ 
findings and conclusions in relation to the audit 
objectives.127 Thus, the sufficiency and appropriateness 
of evidence needed and tests of evidence will vary 
based on the audit objectives, findings, and 
conclusions. Objectives for performance audits range 
from narrow to broad and involve varying types and 
quality of evidence. In some engagements, sufficient, 
appropriate evidence is available, but in others, 
information may have limitations. Professional judgment 
assists auditors in determining the audit scope and 
methodology needed to address the audit objectives, 

127See paragraphs 2.11 and A2.02 for additional discussion of 
performance audit objectives. 
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and in evaluating whether sufficient, appropriate 
evidence has been obtained to address the audit 
objectives.

Significance in a 
Performance Audit

6.04 The concept of significance assists auditors 
throughout a performance audit, including when 
deciding the type and extent of audit work to perform, 
when evaluating results of audit work, and when 
developing the report and related findings and 
conclusions. Significance is defined as the relative 
importance of a matter within the context in which it is 
being considered, including quantitative and qualitative 
factors. Such factors include the magnitude of the 
matter in relation to the subject matter of the audit, the 
nature and effect of the matter, the relevance of the 
matter, the needs and interests of an objective third 
party with knowledge of the relevant information, and 
the impact of the matter to the audited program or 
activity. Professional judgment assists auditors when 
evaluating the significance of matters within the context 
of the audit objectives. In the performance audit 
requirements, the term “significant” is comparable to the 
term “material” as used in the context of financial 
statement engagements.

Audit Risk 6.05 Audit risk is the possibility that the auditors’ 
findings, conclusions, recommendations, or assurance 
may be improper or incomplete, as a result of factors 
such as evidence that is not sufficient and/or 
appropriate, an inadequate audit process, or intentional 
omissions or misleading information due to 
misrepresentation or fraud. The assessment of audit 
risk involves both qualitative and quantitative 
considerations. Factors impacting audit risk include the 
time frames, complexity, or sensitivity of the work; size 
of the program in terms of dollar amounts and number 
of citizens served; adequacy of the audited entity’s 
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systems and processes to detect inconsistencies, 
significant errors, or fraud; and auditors’ access to 
records. Audit risk includes the risk that auditors will not 
detect a mistake, inconsistency, significant error, or 
fraud in the evidence supporting the audit. Audit risk 
can be reduced by taking actions such as increasing the 
scope of work; adding specialists, additional reviewers, 
and other resources to perform the audit; changing the 
methodology to obtain additional evidence, higher 
quality evidence, or alternative forms of corroborating 
evidence; or aligning the findings and conclusions to 
reflect the evidence obtained.

Planning 6.06 Auditors must adequately plan and document the 
planning of the work necessary to address the audit 
objectives.

6.07 Auditors must plan the audit to reduce audit risk to 
an appropriate level for the auditors to obtain 
reasonable assurance that the evidence is sufficient 
and appropriate128 to support the auditors’ findings and 
conclusions. This determination is a matter of 
professional judgment. In planning the audit, auditors 
should assess significance and audit risk and apply 
these assessments in defining the audit objectives and 
the scope and methodology to address those 
objectives. Planning is a continuous process throughout 
the audit. Therefore, auditors may need to adjust the 
audit objectives, scope, and methodology as work is 
being completed. In situations where the audit 
objectives are established by statute or legislative 
oversight, auditors may not have latitude to define or 
adjust the audit objectives or scope.

128See paragraphs 6.56 through 6.72 for a discussion about assessing 
the sufficiency and appropriateness of evidence.
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6.08 The objectives are what the audit is intended to 
accomplish. They identify the audit subject matter and 
performance aspects to be included, and may also 
include the potential findings and reporting elements 
that the auditors expect to develop. Audit objectives can 
be thought of as questions about the program that the 
auditors seek to answer based on evidence obtained 
and assessed against criteria. The term “program” is 
used in GAGAS to include government entities, 
organizations, programs, activities, and functions.

6.09 Scope is the boundary of the audit and is directly 
tied to the audit objectives. The scope defines the 
subject matter that the auditors will assess and report 
on, such as a particular program or aspect of a 
program, the necessary documents or records, the 
period of time reviewed, and the locations that will be 
included.

6.10 The methodology describes the nature and extent 
of audit procedures for gathering and analyzing 
evidence to address the audit objectives. Audit 
procedures are the specific steps and tests auditors 
perform to address the audit objectives. Auditors should 
design the methodology to obtain reasonable 
assurance that the evidence is sufficient and 
appropriate to support the auditors’ findings and 
conclusions in relation to the audit objectives and to 
reduce audit risk to an acceptable level. 

6.11 Auditors should assess audit risk and significance 
within the context of the audit objectives by gaining an 
understanding of the following:

a. the nature and profile of the programs and the needs 
of potential users of the audit report;

b. internal control as it relates to the specific objectives 
and scope of the audit;
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c. information systems controls for purposes of 
assessing audit risk and planning the audit within the 
context of the audit objectives;

d. provisions of laws, regulations, contracts, and grant 
agreements, and potential fraud, and abuse that are 
significant within the context of the audit objectives; 

e. ongoing investigations or legal proceedings within the 
context of the audit objectives; and

f. the results of previous audits and attestation 
engagements that directly relate to the current audit 
objectives.129

6.12 During planning, auditors should also

a. identify the potential criteria needed to evaluate 
matters subject to audit;

b. identify sources of audit evidence and determine the 
amount and type of evidence needed given audit risk 
and significance;

c. evaluate whether to use the work of other auditors 
and specialists to address some of the audit objectives;

d. assign sufficient staff and specialists with adequate 
collective professional competence and identify other 
resources needed to perform the audit;

e. communicate about planning and performance of the 
audit to management officials, those charged with 
governance, and others as applicable; and

129See paragraphs 6.13 through 6.36 for additional discussion of 
6.11 a-f.
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f. prepare a written audit plan.130 

Nature and Profile of 
the Program and 
User Needs

6.13 Auditors should obtain an understanding of the 
nature of the program or program component under 
audit and the potential use that will be made of the audit 
results or report as they plan a performance audit. The 
nature and profile of a program include

a. visibility, sensitivity, and relevant risks associated with 
the program under audit;

b. age of the program or changes in its conditions;

c. the size of the program in terms of total dollars, 
number of citizens affected, or other measures;

d. level and extent of review or other forms of 
independent oversight;

e. program’s strategic plan and objectives; and

f. external factors or conditions that could directly affect 
the program.

6.14 One group of users of the auditors’ report is 
government officials who may have authorized or 
requested the audit. Other important users of the 
auditors’ report are the audited entity, those responsible 
for acting on the auditors’ recommendations, oversight 
organizations, and legislative bodies. Other potential 
users of the auditors’ report include government 
legislators or officials (other than those who may have 
authorized or requested the audit), the media, interest 
groups, and individual citizens. In addition to an interest 

130See paragraphs 6.37 through 6.52 for additional discussion of 
6.12 a-f.
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in the program, potential users may have an ability to 
influence the conduct of the program. An awareness of 
these potential users’ interests and influence can help 
auditors judge whether possible findings could be 
significant to relevant users.

6.15 Obtaining an understanding of the program under 
audit helps auditors to assess the relevant risks 
associated with the program and the impact of the risks 
on the audit objectives, scope, and methodology. The 
auditors’ understanding may come from knowledge they 
already have about the program or knowledge they gain 
from inquiries, observations, and reviewing documents 
while planning the audit. The extent and breadth of 
those inquiries and observations will vary among audits 
based on the audit objectives, as will the need to 
understand individual aspects of the program, such as 
the following:

a. Provisions of laws, regulations, contracts and grant 
agreements: Government programs are usually created 
by law and are subject to specific laws and regulations. 
Laws and regulations usually set forth what is to be 
done, who is to do it, the purpose to be achieved, the 
population to be served, and related funding guidelines 
or restrictions. Government programs may also be 
subject to contracts or grant agreements. Thus, 
understanding the laws and legislative history 
establishing a program and the provisions of any 
contracts or grant agreements is essential to 
understanding the program itself. Obtaining that 
understanding is also a necessary step in identifying the 
provisions of laws, regulations, contracts, or grant 
agreements that are significant within the context of the 
audit objectives.

b. Purpose and goals: Purpose is the result or effect 
that is intended or desired from a program’s operation. 
Legislatures usually establish the program’s purpose 
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when they provide authority for the program. Entity 
officials may provide more detailed information on the 
program’s purpose to supplement the authorizing 
legislation. Entity officials are sometimes asked to set 
goals for program performance and operations, 
including both output and outcome goals. Auditors may 
use the stated program purpose and goals as criteria for 
assessing program performance or may develop 
additional criteria to use when assessing performance.

c. Internal control: Internal control, sometimes referred 
to as management control, in the broadest sense 
includes the plan, policies, methods, and procedures 
adopted by management to meet its missions, goals, 
and objectives. Internal control includes the processes 
for planning, organizing, directing, and controlling 
program operations. It includes the systems for 
measuring, reporting, and monitoring program 
performance. Internal control serves as a defense in 
safeguarding assets and in preventing and detecting 
errors; fraud; noncompliance with provisions of laws, 
regulations, contracts or grant agreements; or abuse.131 

d. Inputs: Inputs are the amount of resources (in terms 
of money, material, personnel, etc.) that are put into a 
program. These resources may come from within or 
outside the entity operating the program. Measures of 
inputs can have a number of dimensions, such as cost, 
timing, and quality. Examples of measures of inputs are 
dollars spent, employee-hours expended, and square 
feet of building space.

e. Program operations: Program operations are the 
strategies, processes, and activities management uses 

131See paragraphs 6.16 through 6.27 for guidance pertaining to 
internal control.
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to convert inputs into outputs. Program operations may 
be subject to internal control.

f. Outputs: Outputs represent the quantity of goods or 
services produced by a program. For example, an 
output measure for a job training program could be the 
number of persons completing training, and an output 
measure for an aviation safety inspection program 
could be the number of safety inspections completed.

g. Outcomes: Outcomes are accomplishments or 
results of a program. For example, an outcome 
measure for a job training program could be the 
percentage of trained persons obtaining a job and still in 
the work place after a specified period of time. An 
example of an outcome measure for an aviation safety 
inspection program could be the percentage reduction 
in safety problems found in subsequent inspections or 
the percentage of problems deemed corrected in follow-
up inspections. Such outcome measures show the 
progress made in achieving the stated program purpose 
of helping unemployable citizens obtain and retain jobs, 
and improving the safety of aviation operations. 
Outcomes may be influenced by cultural, economic, 
physical, or technological factors outside the program. 
Auditors may use approaches drawn from other 
disciplines, such as program evaluation, to isolate the 
effects of the program from these other influences. 
Outcomes also include unexpected and/or unintentional 
effects of a program, both positive and negative.
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Internal Control 6.16 Auditors should obtain an understanding of internal 
control132 that is significant within the context of the 
audit objectives. For internal control that is significant 
within the context of the audit objectives, auditors 
should assess whether internal control has been 
properly designed and implemented and should 
perform procedures designed to obtain sufficient, 
appropriate evidence to support their assessment about 
the effectiveness of those controls. Information systems 
controls are often an integral part of an entity’s internal 
control. The effectiveness of significant internal controls 
is frequently dependent on the effectiveness of 
information systems controls. Thus, when obtaining an 
understanding of internal control significant to the audit 
objectives, auditors should also determine whether it is 
necessary to evaluate information systems controls.133 

6.17 The effectiveness of internal control that is 
significant within the context of the audit objectives can 
affect audit risk. Consequently, auditors may determine 
that it is necessary to modify the nature, timing, or 
extent of the audit procedures based on the auditors’ 
assessment of internal control and the results of internal 
control testing. For example, poorly controlled aspects 
of a program have a higher risk of failure, so auditors 
may choose to focus more efforts in these areas. 
Conversely, effective controls at the audited entity may 
enable the auditors to limit the extent and type of audit 
testing needed.

6.18 Auditors may obtain an understanding of internal 
control through inquiries, observations, inspection of 
documents and records, review of other auditors’ 

132See paragraphs A.03 and A.04 for additional discussion on internal 
control. 
133See paragraphs 6.23 through 6.27 for additional discussion on 
evaluating the effectiveness of information systems controls.
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reports, or direct tests. The nature and extent of 
procedures auditors perform to obtain an understanding 
of internal control may vary among audits based on 
audit objectives, audit risk, known or potential internal 
control deficiencies, and the auditors’ knowledge about 
internal control gained in prior audits.

6.19 The following discussion of the principal types of 
internal control objectives is intended to help auditors 
better understand internal controls and determine 
whether or to what extent they are significant to the 
audit objectives.

a. Effectiveness and efficiency of program operations: 
Controls over program operations include policies and 
procedures that the audited entity has implemented to 
provide reasonable assurance that a program meets its 
objectives, while considering cost-effectiveness and 
efficiency. Understanding these controls can help 
auditors understand the program operations that 
convert inputs to outputs and outcomes.

b. Relevance and reliability of information: Controls 
over the relevance and reliability of information include 
policies and procedures that officials of the audited 
entity have implemented to provide themselves 
reasonable assurance that operational and financial 
information they use for decision making and reporting 
externally is relevant and reliable and fairly disclosed in 
reports. Understanding these controls can help auditors 
(1) assess the risk that the information gathered by the 
entity may not be relevant or reliable and (2) design 
appropriate tests of the information considering the 
audit objectives.

c. Compliance with applicable laws, regulations, 
contracts, and grant agreements: Controls over 
compliance include policies and procedures that the 
audited entity has implemented to provide reasonable 
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assurance that program implementation is in 
accordance with provisions of laws, regulations, 
contracts, and grant agreements. Understanding the 
relevant controls concerning compliance with those 
laws, regulations, contracts or grant agreements that 
the auditors have determined are significant within the 
context of the audit objectives can help them assess the 
risk of noncompliance with provisions of laws, 
regulations, contracts, or grant agreements, or abuse.

6.20 A subset of these categories of internal control 
objectives is the safeguarding of assets and resources. 
Controls over the safeguarding of assets and resources 
include policies and procedures that the audited entity 
has implemented to reasonably prevent or promptly 
detect unauthorized acquisition, use, or disposition of 
assets and resources.

6.21 In performance audits, a deficiency in internal 
control134 exists when the design or operation of a 
control does not allow management or employees, in 
the normal course of performing their assigned 
functions, to prevent, or detect and correct 
(1) impairments of effectiveness or efficiency of 
operations, (2) misstatements in financial or 
performance information, or (3) noncompliance with 
provisions of laws, regulations, contracts, or grant 
agreements on a timely basis. A deficiency in design 
exists when (a) a control necessary to meet the control 
objective is missing or (b) an existing control is not 
properly designed so that, even if the control operates 
as designed, the control objective is not met. A 
deficiency in operation exists when a properly designed 
control does not operate as designed, or when the 
person performing the control does not possess the 

134See paragraph A.05 for additional discussion of internal control 
deficiencies.
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necessary authority or qualifications to perform the 
control effectively.

6.22 Internal auditing is an important part of overall 
governance, accountability, and internal control. A key 
role of many internal audit organizations is to provide 
assurance that internal controls are in place to 
adequately mitigate risks and achieve program goals 
and objectives. The auditor may determine that it is 
appropriate to use the work of the internal auditors in 
the auditor’s assessment of the effectiveness of design 
or operation of internal controls that are significant 
within the context of the audit objectives.135 

Information Systems 
Controls

6.23 Understanding information systems controls is 
important when information systems are used 
extensively throughout the program under audit and the 
fundamental business processes related to the audit 
objectives rely on information systems. Information 
systems controls consist of those internal controls that 
are dependent on information systems processing and 
include general controls, application controls, and user 
controls.

a. Information systems general controls (entitywide, 
system, and application levels) are the policies and 
procedures that apply to all or a large segment of an 
entity’s information systems. General controls help 
ensure the proper operation of information systems by 
creating the environment for proper operation of 
application controls. General controls include security 
management, logical and physical access, configuration 
management, segregation of duties, and contingency 
planning. 

135See paragraphs 6.40 through 6.44 for standards and guidance for 
using the work of other auditors.
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b. Application controls, sometimes referred to as 
business process controls, are those controls that are 
incorporated directly into computer applications to help 
ensure the validity, completeness, accuracy, and 
confidentiality of transactions and data during 
application processing. Application controls include 
controls over input, processing, output, master file, 
interface, and data management system controls.

c. User controls are portions of controls that are 
performed by people interacting with information 
system controls. A user control is an information system 
control if its effectiveness depends on information 
systems processing or the reliability (accuracy, 
completeness, and validity) of information processed by 
information systems.

6.24 An organization’s use of information systems 
controls may be extensive; however, auditors are 
primarily interested in those information systems 
controls that are significant to the audit objectives. 
Information systems controls are significant to the audit 
objectives if auditors determine that it is necessary to 
evaluate the effectiveness of information systems 
controls in order to obtain sufficient, appropriate 
evidence. When information systems controls are 
determined to be significant to the audit objectives or 
when the effectiveness of significant controls is 
dependent on the effectiveness of information systems 
controls, auditors should then evaluate the design and 
operating effectiveness of such controls. This 
evaluation would include other information systems 
controls that impact the effectiveness of the significant 
controls or the reliability of information used in 
performing the significant controls. Auditors should 
obtain a sufficient understanding of information systems
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controls necessary to assess audit risk and plan the 
audit within the context of the audit objectives.136

6.25 Audit procedures to evaluate the effectiveness of 
significant information systems controls include 
(1) gaining an understanding of the system as it relates 
to the information and (2) identifying and evaluating the 
general, application, and user controls that are critical to 
providing assurance over the reliability of the 
information required for the audit.

6.26 The evaluation of information systems controls 
may be done in conjunction with the auditors’ 
consideration of internal control within the context of the 
audit objectives137 or as a separate audit objective or 
audit procedure, depending on the objectives of the 
audit. Depending on the significance of information 
systems controls to the audit objectives, the extent of 
audit procedures to obtain such an understanding may 
be limited or extensive. In addition, the nature and 
extent of audit risk related to information systems 
controls are affected by the nature of the hardware and 
software used, the configuration of the entity’s systems 
and networks, and the entity’s information systems 
strategy.

6.27 Auditors should determine which audit procedures 
related to information systems controls are needed to 
obtain sufficient, appropriate evidence to support the 
audit findings and conclusions. The following factors 
may assist auditors in making this determination:

136Refer to additional criteria and guidance in Federal Information 
System Controls Audit Manual (FISCAM), GAO-09-232G 
(Washington, D.C.: February 2009) and IT Standards, Guidelines, and 
Tools and Techniques for Audit and Assurance and Control 
Professionals, published by ISACA.
137See paragraphs 6.16 through 6.22 for additional discussion on 
internal control.
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a. The extent to which internal controls that are 
significant to the audit depend on the reliability of 
information processed or generated by information 
systems.

b. The availability of evidence outside the information 
system to support the findings and conclusions: It may 
not be possible for auditors to obtain sufficient, 
appropriate evidence without evaluating the 
effectiveness of relevant information systems controls. 
For example, if information supporting the findings and 
conclusions is generated by information systems or its 
reliability is dependent on information systems controls, 
there may not be sufficient supporting or corroborating 
information or documentary evidence that is available 
other than that produced by the information systems.

c. The relationship of information systems controls to 
data reliability: To obtain evidence about the reliability of 
computer-generated information, auditors may decide 
to evaluate the effectiveness of information systems 
controls as part of obtaining evidence about the 
reliability of the data. If the auditor concludes that 
information systems controls are effective, the auditor 
may reduce the extent of direct testing of data.

d. Evaluating the effectiveness of information systems 
controls as an audit objective: When evaluating the 
effectiveness of information systems controls is directly 
a part of an audit objective, auditors should test 
information systems controls necessary to address the 
audit objectives. For example, the audit may involve the 
effectiveness of information systems controls related to 
certain systems, facilities, or organizations.



Chapter 6
Field Work Standards for Performance 
Audits

Page 140 GAO-12-331G Government Auditing Standards

Provisions of Laws, 
Regulations, 
Contracts, and Grant 
Agreements, Fraud, 
and Abuse

Provisions of Laws, 
Regulations, Contracts, 
and Grant Agreements

6.28 Auditors should identify any provisions of laws, 
regulations, contracts or grant agreements that are 
significant within the context of the audit objectives and 
assess the risk that noncompliance with provisions of 
laws, regulations, contracts or grant agreements could 
occur.138 Based on that risk assessment, the auditors 
should design and perform procedures to obtain 
reasonable assurance of detecting instances of 
noncompliance with provisions of laws, regulations, 
contracts, or grant agreements that are significant 
within the context of the audit objectives.

6.29 The auditors’ assessment of audit risk may be 
affected by such factors as the complexity or newness 
of the laws, regulations, contracts or grant agreements. 
The auditors’ assessment of audit risk also may be 
affected by whether the entity has controls that are 
effective in preventing or detecting noncompliance with 
provisions of laws, regulations, contracts, or grant 
agreements. If auditors obtain sufficient, appropriate 
evidence of the effectiveness of these controls, they can 
reduce the extent of their tests of compliance.

Fraud 6.30 In planning the audit, auditors should assess risks 
of fraud occurring that is significant within the context of 
the audit objectives.139 Fraud involves obtaining 
something of value through willful misrepresentation. 

138See paragraphs A.11 through A.13 for additional discussion on the 
significance of provisions of laws, regulations, contracts, or grant 
agreements. 
139See paragraph A.10 for examples of indicators of fraud risk. 
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Whether an act is, in fact, fraud is a determination to be 
made through the judicial or other adjudicative system 
and is beyond auditors’ professional responsibility. Audit 
team members should discuss among the team fraud 
risks, including factors such as individuals’ incentives or 
pressures to commit fraud, the opportunity for fraud to 
occur, and rationalizations or attitudes that could allow 
individuals to commit fraud. Auditors should gather and 
assess information to identify risks of fraud that are 
significant within the scope of the audit objectives or 
that could affect the findings and conclusions. For 
example, auditors may obtain information through 
discussion with officials of the audited entity or through 
other means to determine the susceptibility of the 
program to fraud, the status of internal controls the 
audited entity has established to prevent and detect 
fraud, or the risk that officials of the audited entity could 
override internal control. An attitude of professional 
skepticism in assessing these risks assists auditors in 
assessing which factors or risks could significantly 
affect the audit objectives.

6.31 When auditors identify factors or risks related to 
fraud that has occurred or is likely to have occurred that 
they believe are significant within the context of the 
audit objectives, they should design procedures to 
obtain reasonable assurance of detecting any such 
fraud. Assessing the risk of fraud is an ongoing process 
throughout the audit and relates not only to planning the 
audit but also to evaluating evidence obtained during 
the audit.

6.32 When information comes to the auditors’ attention 
indicating that fraud, significant within the context of the 
audit objectives, may have occurred, auditors should 
extend the audit steps and procedures, as necessary, to 
(1) determine whether fraud has likely occurred and 
(2) if so, determine its effect on the audit findings. If the 
fraud that may have occurred is not significant within 
the context of the audit objectives, the auditors may 
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conduct additional audit work as a separate 
engagement, or refer the matter to other parties with 
oversight responsibility or jurisdiction.

Abuse 6.33 Abuse involves behavior that is deficient or 
improper when compared with behavior that a prudent 
person would consider reasonable and necessary 
business practice given the facts and circumstances. 
Abuse also includes misuse of authority or position for 
personal financial interests or those of an immediate or 
close family member or business associate.140 Abuse 
does not necessarily involve fraud, noncompliance with 
provisions of laws, regulations, contracts, or grant 
agreements.

6.34 Because the determination of abuse is subjective, 
auditors are not required to detect abuse in 
performance audits. However, as part of a GAGAS 
audit, if auditors become aware of abuse that could be 
quantitatively or qualitatively significant to the program 
under audit, auditors should apply audit procedures 
specifically directed to ascertain the potential effect on 
the program under audit within the context of the audit 
objectives. After performing additional work, auditors 
may discover that the abuse represents potential fraud 
or noncompliance with provisions of laws, regulations, 
contracts, or grant agreements. 

Ongoing 
Investigations and 
Legal Proceedings

6.35 Avoiding interference with investigations or legal 
proceedings is important in pursuing indications of 
fraud, noncompliance with provisions of laws, 
regulations, contracts or grant agreements, or abuse. 
Laws, regulations, and policies may require auditors to 
report indications of certain types of fraud, 
noncompliance with provisions of laws, regulations,

140See A.08 for additional examples of abuse.
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contracts, or grant agreements, or abuse to law 
enforcement or investigatory authorities before 
performing additional audit procedures. When 
investigations or legal proceedings are initiated or in 
process, auditors should evaluate the impact on the 
current audit. In some cases, it may be appropriate for 
the auditors to work with investigators or legal 
authorities, or withdraw from or defer further work on 
the audit or a portion of the audit to avoid interfering 
with an ongoing investigation or legal proceeding.

Previous Audits and 
Attestation 
Engagements

6.36 Auditors should evaluate whether the audited 
entity has taken appropriate corrective action to 
address findings and recommendations from previous 
engagements that are significant within the context of 
the audit objectives. When planning the audit, auditors 
should ask management of the audited entity to identify 
previous audits, attestation engagements, performance 
audits, or other studies that directly relate to the 
objectives of the audit, including whether related 
recommendations have been implemented. Auditors 
should use this information in assessing risk and 
determining the nature, timing, and extent of current 
audit work, including determining the extent to which 
testing the implementation of the corrective actions is 
applicable to the current audit objectives.

Identifying Audit 
Criteria 

6.37 Auditors should identify criteria. Criteria represent 
the laws, regulations, contracts, grant agreements, 
standards, specific requirements, measures, expected 
performance, defined business practices, and 
benchmarks against which performance is compared or 
evaluated. Criteria identify the required or desired state 
or expectation with respect to the program or operation. 
Criteria provide a context for evaluating evidence and 
understanding the findings, conclusions, and 
recommendations included in the report. Auditors 
should use criteria that are relevant to the audit 
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objectives and permit consistent assessment of the 
subject matter.141 

Identifying Sources 
of Evidence and the 
Amount and Type of 
Evidence Required

6.38 Auditors should identify potential sources of 
information that could be used as evidence. Auditors 
should determine the amount and type of evidence 
needed to obtain sufficient, appropriate evidence to 
address the audit objectives and adequately plan audit 
work.

6.39 If auditors believe that it is likely that sufficient, 
appropriate evidence will not be available, they may 
revise the audit objectives or modify the scope and 
methodology and determine alternative procedures to 
obtain additional evidence or other forms of evidence to 
address the current audit objectives. Auditors should 
also evaluate whether the lack of sufficient, appropriate 
evidence is due to internal control deficiencies or other 
program weaknesses, and whether the lack of 
sufficient, appropriate evidence could be the basis for 
audit findings.142 

Using the Work of 
Others

6.40 Auditors should determine whether other auditors 
have conducted, or are conducting, audits of the 
program that could be relevant to the current audit 
objectives. The results of other auditors’ work may be 
useful sources of information for planning and 
performing the audit. If other auditors have identified 
areas that warrant further audit work or follow-up, their 
work may influence the auditors’ selection of objectives, 
scope, and methodology.

141See paragraph A6.02 for examples of criteria.
142See paragraphs 6.56 through 6.72 for standards concerning 
evidence.
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6.41 If other auditors have completed audit work related 
to the objectives of the current audit, the current 
auditors may be able to use the work of the other 
auditors to support findings or conclusions for the 
current audit and, thereby, avoid duplication of efforts. If 
auditors use the work of other auditors, they should 
perform procedures that provide a sufficient basis for 
using that work. Auditors should obtain evidence 
concerning the other auditors’ qualifications and 
independence and should determine whether the 
scope, quality, and timing of the audit work performed 
by the other auditors is adequate for reliance in the 
context of the current audit objectives. Procedures that 
auditors may perform in making this determination 
include reviewing the other auditors’ report, audit plan, 
or audit documentation, and/or performing tests of the 
other auditors’ work. The nature and extent of evidence 
needed will depend on the significance of the other 
auditors’ work to the current audit objectives and the 
extent to which the auditors will use that work.143 

6.42 Some audits may necessitate the use of 
specialized techniques or methods that require the skills 
of a specialist. Specialists to whom this section applies 
include, but are not limited to, actuaries, appraisers, 
attorneys, engineers, environmental consultants, 
medical professionals, statisticians, geologists, and 
information technology experts. If auditors intend to use 
the work of specialists, they should assess the 
professional qualifications and independence of the 
specialists. 

6.43 Auditors’ assessment of professional qualifications 
of the specialist involves the following:

143See paragraph 3.107 for additional discussion on using the work of 
other auditors and peer review reports.
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a. the professional certification, license, or other 
recognition of the competence of the specialist in his or 
her field, as appropriate;

b. the reputation and standing of the specialist in the 
views of peers and others familiar with the specialist’s 
capability or performance;

c. the specialist’s experience and previous work in the 
subject matter; and

d. the auditors’ prior experience in using the specialist’s 
work.

6.44 Auditors’ assessment of the independence of 
specialists who perform audit work includes identifying 
threats and applying any necessary safeguards in the 
same manner as they would for auditors performing 
work on those audits.144

Assigning Staff and 
Other Resources

6.45 Audit management should assign sufficient staff 
and specialists with adequate collective professional 
competence to perform the audit.145 Staffing an audit 
includes, among other things:

a. assigning staff and specialists with the collective 
knowledge, skills, and experience appropriate for the 
job,

b. assigning a sufficient number of staff and supervisors 
to the audit,

144See paragraphs 3.02 through 3.26 for additional discussion related 
to independence and applying the conceptual framework approach to 
independence.
145See paragraphs 3.72 and 3.79 through 3.81 for additional 
discussion of using specialists in a GAGAS audit.
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c. providing for on-the-job training of staff, and

d. engaging specialists when necessary.

6.46 If planning to use the work of a specialist, auditors 
should document the nature and scope of the work to 
be performed by the specialist, including

a. the objectives and scope of the specialist’s work,

b. the intended use of the specialist’s work to support 
the audit objectives,

c. the specialist’s procedures and findings so they can 
be evaluated and related to other planned audit 
procedures, and

d. the assumptions and methods used by the specialist.

Communicating with 
Management, Those 
Charged with 
Governance, and 
Others

6.47 Auditors should communicate an overview of the 
objectives, scope, and methodology and the timing of 
the performance audit and planned reporting (including 
any potential restrictions on the report), unless doing so 
could significantly impair the auditors’ ability to obtain 
sufficient, appropriate evidence to address the audit 
objectives, such as when the auditors plan to conduct 
unannounced cash counts or perform procedures 
related to indications of fraud. Auditors should 
communicate with the following parties, as applicable:

a. management of the audited entity, including those 
with sufficient authority and responsibility to implement 
corrective action in the program or activity being 
audited;
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b. those charged with governance;146 

c. the individuals contracting for or requesting audit 
services, such as contracting officials or grantees; and

d. the cognizant legislative committee, when auditors 
perform the audit pursuant to a law or regulation or they 
conduct the work for the legislative committee that has 
oversight of the audited entity.

6.48 In those situations where there is not a single 
individual or group that both oversees the strategic 
direction of the audited entity and the fulfillment of its 
accountability obligations or in other situations where 
the identity of those charged with governance is not 
clearly evident, auditors should document the process 
followed and conclusions reached for identifying the 
appropriate individuals to receive the required auditor 
communications.

6.49 Determining the form, content, and frequency of 
the communication is a matter of professional judgment, 
although written communication is preferred. Auditors 
may use an engagement letter to communicate the 
information. Auditors should document this 
communication.

6.50 If an audit is terminated before it is completed and 
an audit report is not issued, auditors should document 
the results of the work to the date of termination and 
why the audit was terminated. Determining whether and 
how to communicate the reason for terminating the 
audit to those charged with governance, appropriate 
officials of the audited entity, the entity contracting for or 
requesting the audit, and other appropriate officials will 

146See paragraphs A1.05 through A1.07 for a discussion of the role of 
those charged with governance.



Chapter 6
Field Work Standards for Performance 
Audits

Page 149 GAO-12-331G Government Auditing Standards

depend on the facts and circumstances and, therefore, 
is a matter of professional judgment.

Preparing a Written 
Audit Plan

6.51 Auditors must prepare a written audit plan for each 
audit. The form and content of the written audit plan 
may vary among audits and may include an audit 
strategy, audit program, project plan, audit planning 
paper, or other appropriate documentation of key 
decisions about the audit objectives, scope, and 
methodology and the auditors’ basis for those 
decisions. Auditors should update the plan, as 
necessary, to reflect any significant changes to the plan 
made during the audit.

6.52 A written audit plan provides an opportunity for 
audit organization management to supervise audit 
planning and to determine whether

a. the proposed audit objectives are likely to result in a 
useful report;

b. the audit plan adequately addresses relevant risks;

c. the proposed audit scope and methodology are 
adequate to address the audit objectives;

d. available evidence is likely to be sufficient and 
appropriate for purposes of the audit; and

e. sufficient staff, supervisors, and specialists with 
adequate collective professional competence and other 
resources are available to perform the audit and to meet 
expected time frames for completing the work.

Supervision 6.53 Audit supervisors or those designated to supervise 
auditors must properly supervise audit staff.
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6.54 Audit supervision involves providing sufficient 
guidance and direction to staff assigned to the audit to 
address the audit objectives and follow applicable 
requirements, while staying informed about significant 
problems encountered, reviewing the work performed, 
and providing effective on-the-job training.147

6.55 The nature and extent of the supervision of staff 
and the review of audit work may vary depending on a 
number of factors, such as the size of the audit 
organization, the significance of the work, and the 
experience of the staff.

Obtaining 
Sufficient, 
Appropriate 
Evidence

6.56 Auditors must obtain sufficient, appropriate 
evidence to provide a reasonable basis for their findings 
and conclusions.

6.57 The concept of sufficient, appropriate evidence is 
integral to an audit. Appropriateness is the measure of 
the quality of evidence that encompasses its relevance, 
validity, and reliability in providing support for findings 
and conclusions related to the audit objectives.148 In 
assessing the overall appropriateness of evidence, 
auditors should assess whether the evidence is 
relevant, valid, and reliable. Sufficiency is a measure of 
the quantity of evidence used to support the findings 
and conclusions related to the audit objectives. In 
assessing the sufficiency of evidence, auditors should 
determine whether enough evidence has been obtained 
to persuade a knowledgeable person that the findings 
are reasonable.

147See paragraph 6.83c for the documentation requirement related to 
supervision.
148See paragraph A6.05 for additional discussion of the 
appropriateness of evidence.
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6.58 In assessing evidence, auditors should evaluate 
whether the evidence taken as a whole is sufficient and 
appropriate for addressing the audit objectives and 
supporting findings and conclusions. Audit objectives 
may vary widely, as may the level of work necessary to 
assess the sufficiency and appropriateness of evidence 
to address the objectives. For example, in establishing 
the appropriateness of evidence, auditors may test its 
reliability by obtaining supporting evidence, using 
statistical testing, or obtaining corroborating evidence. 
The concepts of audit risk and significance assist 
auditors with evaluating the audit evidence.149

6.59 Professional judgment assists auditors in 
determining the sufficiency and appropriateness of 
evidence taken as a whole. Interpreting, summarizing, 
or analyzing evidence is typically used in the process of 
determining the sufficiency and appropriateness of 
evidence and in reporting the results of the audit work. 
When appropriate, auditors may use statistical methods 
to analyze and interpret evidence to assess its 
sufficiency.

Appropriateness 6.60 Appropriateness is the measure of the quality of 
evidence that encompasses the relevance, validity, and 
reliability of evidence used for addressing the audit 
objectives and supporting findings and conclusions.150 

a. Relevance refers to the extent to which evidence has 
a logical relationship with, and importance to, the issue 
being addressed.

149See paragraphs 6.04 and 6.05 for a discussion of significance and 
audit risk.
150See paragraph A6.05 for additional guidance regarding assessing 
the appropriateness of evidence in relation to the audit objectives. 
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b. Validity refers to the extent to which evidence is a 
meaningful or reasonable basis for measuring what is 
being evaluated. In other words, validity refers to the 
extent to which evidence represents what it is purported 
to represent.

c. Reliability refers to the consistency of results when 
information is measured or tested and includes the 
concepts of being verifiable or supported.151

6.61 There are different types and sources of evidence 
that auditors may use, depending on the audit 
objectives. Evidence may be obtained by observation, 
inquiry, or inspection. Each type of evidence has its own 
strengths and weaknesses.152 The following contrasts 
are useful in judging the appropriateness of evidence. 
However, these contrasts are not adequate in 
themselves to determine appropriateness. The nature 
and types of evidence to support auditors’ findings and 
conclusions are matters of the auditors’ professional 
judgment based on the audit objectives and audit risk.

a. Evidence obtained when internal control is effective is 
generally more reliable than evidence obtained when 
internal control is weak or nonexistent.

b. Evidence obtained through the auditors’ direct 
physical examination, observation, computation, and 
inspection is generally more reliable than evidence 
obtained indirectly.

c. Examination of original documents is generally more 
reliable than examination of copies.

151See paragraph 6.66 for a discussion of computer-processed 
information and guidance on data reliability.
152See paragraph A6.04 for additional guidance regarding the types of 
evidence.
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d. Testimonial evidence obtained under conditions in 
which persons may speak freely is generally more 
reliable than evidence obtained under circumstances in 
which the persons may be intimidated.

e. Testimonial evidence obtained from an individual who 
is not biased and has direct knowledge about the area 
is generally more reliable than testimonial evidence 
obtained from an individual who is biased or has indirect 
or partial knowledge about the area.

f. Evidence obtained from a knowledgeable, credible, 
and unbiased third party is generally more reliable than 
evidence obtained from management of the audited 
entity or others who have a direct interest in the audited 
entity.

6.62 Testimonial evidence may be useful in interpreting 
or corroborating documentary or physical information. 
Auditors should evaluate the objectivity, credibility, and 
reliability of the testimonial evidence. Documentary 
evidence may be used to help verify, support, or 
challenge testimonial evidence.

6.63 Surveys generally provide self-reported 
information about existing conditions or programs. 
Evaluation of the survey design and administration 
assists auditors in evaluating the objectivity, credibility, 
and reliability of the self-reported information.

6.64 When sampling is used, the method of selection 
that is appropriate will depend on the audit objectives. 
When a representative sample is needed, the use of 
statistical sampling approaches generally results in 
stronger evidence than that obtained from nonstatistical 
techniques. When a representative sample is not 
needed, a targeted selection may be effective if the 
auditors have isolated risk factors or other criteria to 
target the selection.
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6.65 When auditors use information provided by 
officials of the audited entity as part of their evidence, 
they should determine what the officials of the audited 
entity or other auditors did to obtain assurance over the 
reliability of the information. The auditor may find it 
necessary to perform testing of management’s 
procedures to obtain assurance or perform direct 
testing of the information. The nature and extent of the 
auditors’ procedures will depend on the significance of 
the information to the audit objectives and the nature of 
the information being used.

6.66 Auditors should assess the sufficiency and 
appropriateness of computer-processed information 
regardless of whether this information is provided to 
auditors or auditors independently extract it. The nature, 
timing, and extent of audit procedures to assess 
sufficiency and appropriateness is affected by the 
effectiveness of the audited entity’s internal controls 
over the information, including information systems 
controls, and the significance of the information and the 
level of detail presented in the auditors’ findings and 
conclusions in light of the audit objectives.153 The 
assessment of the sufficiency and appropriateness of 
computer-processed information includes 
considerations regarding the completeness and 
accuracy of the data for the intended purposes.154

Sufficiency 6.67 Sufficiency is a measure of the quantity of 
evidence used for addressing the audit objectives and 
supporting findings and conclusions. Sufficiency also 
depends on the appropriateness of the evidence. In 

153See paragraphs 6.23 through 6.27 for additional discussion on 
assessing the effectiveness of information systems controls.
154Refer to additional guidance in Assessing the Reliability of 
Computer-Processed Data, GAO-09-680G (Washington, D.C.: July 
2009).
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determining the sufficiency of evidence, auditors should 
determine whether enough appropriate evidence exists 
to address the audit objectives and support the findings 
and conclusions.

6.68 The following presumptions are useful in judging 
the sufficiency of evidence. The sufficiency of evidence 
required to support the auditors’ findings and 
conclusions is a matter of the auditors’ professional 
judgment.

a. The greater the audit risk, the greater the quantity 
and quality of evidence required.

b. Stronger evidence may allow less evidence to be 
used.

c. Having a large volume of audit evidence does not 
compensate for a lack of relevance, validity, or 
reliability.

Overall Assessment 
of Evidence

6.69 Auditors should determine the overall sufficiency 
and appropriateness of evidence to provide a 
reasonable basis for the findings and conclusions, 
within the context of the audit objectives. Professional 
judgments about the sufficiency and appropriateness of 
evidence are closely interrelated, as auditors interpret 
the results of audit testing and evaluate whether the 
nature and extent of the evidence obtained is sufficient 
and appropriate. Auditors should perform and 
document an overall assessment of the collective 
evidence used to support findings and conclusions, 
including the results of any specific assessments 
conducted to conclude on the validity and reliability of 
specific evidence.

6.70 Sufficiency and appropriateness of evidence are 
relative concepts, which may be thought of in terms of a 
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continuum rather than as absolutes. Sufficiency and 
appropriateness are evaluated in the context of the 
related findings and conclusions. For example, even 
though the auditors may have some limitations or 
uncertainties about the sufficiency or appropriateness of 
some of the evidence, they may nonetheless determine 
that in total there is sufficient, appropriate evidence to 
support the findings and conclusions.

6.71 When assessing the sufficiency and 
appropriateness of evidence, auditors should evaluate 
the expected significance of evidence to the audit 
objectives, findings, and conclusions, available 
corroborating evidence, and the level of audit risk. The 
steps to assess evidence may depend on the nature of 
the evidence, how the evidence is used in the audit or 
report, and the audit objectives.

a. Evidence is sufficient and appropriate when it 
provides a reasonable basis for supporting the findings 
or conclusions within the context of the audit objectives.

b. Evidence is not sufficient or not appropriate when 
(1) using the evidence carries an unacceptably high risk 
that it could lead the auditor to reach an incorrect or 
improper conclusion, (2) the evidence has significant 
limitations, given the audit objectives and intended use 
of the evidence, or (3) the evidence does not provide an 
adequate basis for addressing the audit objectives or 
supporting the findings and conclusions. Auditors 
should not use such evidence as support for findings 
and conclusions.

6.72 Evidence has limitations or uncertainties when the 
validity or reliability of the evidence has not been 
assessed or cannot be assessed, given the audit 
objectives and the intended use of the evidence. 
Limitations also include errors identified by the auditors 
in their testing. When the auditors identify limitations or 



Chapter 6
Field Work Standards for Performance 
Audits

Page 157 GAO-12-331G Government Auditing Standards

uncertainties in evidence that is significant to the audit 
findings and conclusions, they should apply additional 
procedures, as appropriate. Such procedures include

a. seeking independent, corroborating evidence from 
other sources;

b. redefining the audit objectives or limiting the audit 
scope to eliminate the need to use the evidence;

c. presenting the findings and conclusions so that the 
supporting evidence is sufficient and appropriate and 
describing in the report the limitations or uncertainties 
with the validity or reliability of the evidence, if such 
disclosure is necessary to avoid misleading the report 
users about the findings or conclusions;155 and

d. determining whether to report the limitations or 
uncertainties as a finding, including any related, 
significant internal control deficiencies.

Developing Elements 
of a Finding

6.73 Auditors should plan and perform procedures to 
develop the elements of a finding necessary to address 
the audit objectives.156 In addition, if auditors are able to 
sufficiently develop the elements of a finding, they 
should develop recommendations for corrective action if 
they are significant within the context of the audit 
objectives. The elements needed for a finding are 
related to the objectives of the audit. Thus, a finding or 
set of findings is complete to the extent that the audit 
objectives are addressed and the report clearly relates 
those objectives to the elements of a finding. For 

155See paragraph 7.15 for additional reporting requirements when 
there are limitations or uncertainties with the validity or reliability of 
evidence.
156See paragraph A6.06 for additional discussion on findings. 
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example, an audit objective may be to determine the 
current status or condition of program operations or 
progress in implementing legislative requirements, and 
not the related cause or effect. In this situation, 
developing the condition would address the audit 
objective and development of the other elements of a 
finding would not be necessary.

6.74 The element of criteria is discussed in paragraph 
6.37, and the other elements of a finding—condition, 
effect, and cause—are discussed in paragraphs 6.75 
through 6.77.

6.75 Condition: Condition is a situation that exists. The 
condition is determined and documented during the 
audit.

6.76 Cause: The cause identifies the reason or 
explanation for the condition or the factor or factors 
responsible for the difference between the situation that 
exists (condition) and the required or desired state 
(criteria), which may also serve as a basis for 
recommendations for corrective actions. Common 
factors include poorly designed policies, procedures, or 
criteria; inconsistent, incomplete, or incorrect 
implementation; or factors beyond the control of 
program management. Auditors may assess whether 
the evidence provides a reasonable and convincing 
argument for why the stated cause is the key factor or 
factors contributing to the difference between the 
condition and the criteria.157 

6.77 Effect or potential effect: The effect is a clear, 
logical link to establish the impact or potential impact of 
the difference between the situation that exists 
(condition) and the required or desired state (criteria). 

157See paragraph A6.06 for additional discussion on cause.
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The effect or potential effect identifies the outcomes or 
consequences of the condition. When the audit 
objectives include identifying the actual or potential 
consequences of a condition that varies (either 
positively or negatively) from the criteria identified in the 
audit, “effect” is a measure of those consequences. 
Effect or potential effect may be used to demonstrate 
the need for corrective action in response to identified 
problems or relevant risks.158 

Early 
Communication of 
Deficiencies 

6.78 Auditors report deficiencies in internal control, 
fraud, noncompliance with provisions of laws, 
regulations, contracts, or grant agreements, or abuse. 
For some matters, early communication to those 
charged with governance or management may be 
important because of their relative significance and the 
urgency for corrective follow-up action. Further, when a 
control deficiency results in noncompliance with 
provisions of laws, regulations, contracts or grant 
agreements, or abuse, early communication is 
important to allow management to take prompt 
corrective action to prevent further noncompliance. 
When a deficiency is communicated early, the reporting 
requirements in paragraphs 7.18 through 7.23 still 
apply.

Audit 
Documentation

6.79 Auditors must prepare audit documentation related 
to planning, conducting, and reporting for each audit. 
Auditors should prepare audit documentation in 
sufficient detail to enable an experienced auditor, 
having no previous connection to the audit, to 
understand from the audit documentation the nature, 
timing, extent, and results of audit procedures 
performed, the audit evidence obtained and its source 

158See paragraph A6.07 for additional discussion on effect.
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and the conclusions reached, including evidence that 
supports the auditors’ significant judgments and 
conclusions. An experienced auditor means an 
individual (whether internal or external to the audit 
organization) who possesses the competencies and 
skills that would have enabled him or her to conduct the 
performance audit. These competencies and skills 
include an understanding of (1) the performance audit 
processes, (2) GAGAS and applicable legal and 
regulatory requirements, (3) the subject matter 
associated with achieving the audit objectives, and 
(4) issues related to the audited entity’s environment. 

6.80 Auditors should prepare audit documentation that 
contains evidence that supports the findings, 
conclusions, and recommendations before they issue 
their report.

6.81 Auditors should design the form and content of 
audit documentation to meet the circumstances of the 
particular audit. The audit documentation constitutes 
the principal record of the work that the auditors have 
performed in accordance with standards and the 
conclusions that the auditors have reached. The 
quantity, type, and content of audit documentation are a 
matter of the auditors’ professional judgment.

6.82 Audit documentation is an essential element of 
audit quality. The process of preparing and reviewing 
audit documentation contributes to the quality of an 
audit. Audit documentation serves to (1) provide the 
principal support for the auditors’ report, (2) aid auditors 
in conducting and supervising the audit, and (3) allow 
for the review of audit quality.



Chapter 6
Field Work Standards for Performance 
Audits

Page 161 GAO-12-331G Government Auditing Standards

6.83 Auditors should document159 the following:

a. the objectives, scope, and methodology of the audit;

b. the work performed and evidence obtained to support 
significant judgments and conclusions, including 
descriptions of transactions and records examined (for 
example, by listing file numbers, case numbers, or other 
means of identifying specific documents examined, but 
copies of documents examined or detailed listings of 
information from those documents are not required); 
and

c. supervisory review, before the audit report is issued, 
of the evidence that supports the findings, conclusions, 
and recommendations contained in the audit report.

6.84 When auditors do not comply with applicable 
GAGAS requirements due to law, regulation, scope 
limitations, restrictions on access to records, or other 
issues impacting the audit, the auditors should 
document the departure from the GAGAS requirements 
and the impact on the audit and on the auditors’ 
conclusions. This applies to departures from 
unconditional requirements and from presumptively 
mandatory requirements when alternative procedures 
performed in the circumstances were not sufficient to 
achieve the objectives of the standard.160 

6.85 Underlying GAGAS audits is the premise that audit 
organizations in federal, state, and local governments 
and public accounting firms engaged to perform audits 
in accordance with GAGAS cooperate in auditing 

159See paragraphs 6.06, 6.46, 6.48, 6.49, 6.50, 6.69, 6.84, 7.19, 7.22, 
and 7.44 for additional documentation requirements regarding 
performance audits.
160See paragraphs 2.24 and 2.25 for additional requirements on citing 
compliance with GAGAS.
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programs of common interest so that auditors may use 
others’ work and avoid duplication of efforts. Subject to 
applicable laws and regulations, auditors should make 
appropriate individuals, as well as audit documentation, 
available upon request and in a timely manner to other 
auditors or reviewers to satisfy these objectives. The 
use of auditors’ work by other auditors may be 
facilitated by contractual arrangements for GAGAS 
audits that provide for full and timely access to 
appropriate individuals, as well as audit documentation.
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Reporting Standards for Performance 
Audits Chapter 7

Introduction 7.01 This chapter contains reporting requirements and 
guidance for performance audits conducted in 
accordance with generally accepted government 
auditing standards (GAGAS). The purpose of reporting 
requirements is to establish the overall approach for 
auditors to apply in communicating the results of the 
performance audit. The reporting requirements for 
performance audits relate to the form of the report, the 
report contents, and report issuance and distribution.161

7.02 For performance audits conducted in accordance 
with GAGAS, the requirements and guidance in 
chapters 1 through 3, 6, and 7 apply. 

Reporting 7.03 Auditors must issue audit reports communicating 
the results of each completed performance audit.

7.04 Auditors should use a form of the audit report that 
is appropriate for its intended use and is in writing or in 
some other retrievable form.162 For example, auditors 
may present audit reports using electronic media that 
are retrievable by report users and the audit 
organization. The users’ needs will influence the form of 
the audit report. Different forms of audit reports include 
written reports, letters, briefing slides, or other 
presentation materials.

161See paragraph A7.02 for a description of report quality elements.
162See paragraph 7.43 for situations when audit organizations are 
subject to public records laws.
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7.05 The purposes of audit reports are to 
(1) communicate the results of audits to those charged 
with governance, the appropriate officials of the audited 
entity, and the appropriate oversight officials; (2) make 
the results less susceptible to misunderstanding; 
(3) make the results available to the public, unless 
specifically limited;163 and (4) facilitate follow-up to 
determine whether appropriate corrective actions have 
been taken.

7.06 If an audit is terminated before it is completed and 
an audit report is not issued, auditors should follow the 
guidance in paragraph 6.50.

7.07 If, after the report is issued, the auditors discover 
that they did not have sufficient, appropriate evidence to 
support the reported findings or conclusions, they 
should communicate in the same manner as that used 
to originally distribute the report to those charged with 
governance, the appropriate officials of the audited 
entity, the appropriate officials of the organizations 
requiring or arranging for the audits, and other known 
users, so that they do not continue to rely on the 
findings or conclusions that were not supported. If the 
report was previously posted to the auditors’ publicly 
accessible website, the auditors should remove the 
report and post a public notification that the report was 
removed. The auditors should then determine whether 
to conduct additional audit work necessary to reissue 
the report, including any revised findings or conclusions 
or repost the original report if the additional audit work 
does not result in a change in findings or conclusions.

163See paragraph 7.40 for additional guidance on classified or limited 
use reports and paragraph 7.44b for distribution of reports for internal 
auditors.



Chapter 7
Reporting Standards for Performance 
Audits

Page 165 GAO-12-331G Government Auditing Standards

Report Contents 7.08 Auditors should prepare audit reports that contain 
(1) the objectives, scope, and methodology of the audit; 
(2) the audit results, including findings, conclusions, and 
recommendations, as appropriate; (3) a statement 
about the auditors’ compliance with GAGAS; (4) a 
summary of the views of responsible officials; and (5) if 
applicable, the nature of any confidential or sensitive 
information omitted.

Objectives, Scope, 
and Methodology

7.09 Auditors should include in the report a description 
of the audit objectives and the scope and methodology 
used for addressing the audit objectives. Report users 
need this information to understand the purpose of the 
audit, the nature and extent of the audit work 
performed, the context and perspective regarding what 
is reported, and any significant limitations in audit 
objectives, scope, or methodology.

7.10 Audit objectives for performance audits may vary 
widely. Auditors should communicate audit objectives in 
the audit report in a clear, specific, neutral, and 
unbiased manner that includes relevant assumptions. 
When audit objectives are limited but broader objectives 
could be inferred by users, auditors should state in the 
audit report that certain issues were outside the scope 
of the audit in order to avoid potential 
misunderstanding.

7.11 Auditors should describe the scope of the work 
performed and any limitations, including issues that 
would be relevant to likely users, so that they could 
reasonably interpret the findings, conclusions, and 
recommendations in the report without being misled. 
Auditors should also report any significant constraints 
imposed on the audit approach by information 
limitations or scope impairments, including denials or 
excessive delays of access to certain records or 
individuals. 
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7.12 In describing the work conducted to address the 
audit objectives and support the reported findings and 
conclusions, auditors should, as applicable, explain the 
relationship between the population and the items 
tested; identify organizations, geographic locations, and 
the period covered; report the kinds and sources of 
evidence; and explain any significant limitations or 
uncertainties based on the auditors’ overall assessment 
of the sufficiency and appropriateness of the evidence 
in the aggregate.

7.13 In reporting audit methodology, auditors should 
explain how the completed audit work supports the 
audit objectives, including the evidence gathering and 
analysis techniques, in sufficient detail to allow 
knowledgeable users of their reports to understand how 
the auditors addressed the audit objectives. Auditors 
may include a description of the procedures performed 
as part of their assessment of the sufficiency and 
appropriateness of information used as audit evidence. 
Auditors should identify significant assumptions made 
in conducting the audit; describe comparative 
techniques applied; describe the criteria used; and, 
when sampling significantly supports the auditors’ 
findings, conclusions, or recommendations, describe 
the sample design and state why the design was 
chosen, including whether the results can be projected 
to the intended population.

Reporting Findings 7.14 In the audit report, auditors should present 
sufficient, appropriate evidence to support the findings 
and conclusions in relation to the audit objectives. 
Clearly developed findings164 assist management and 
oversight officials of the audited entity in understanding 
the need for taking corrective action. If auditors are able 

164See paragraphs 6.73 through 6.77 for additional discussion on 
developing the elements of a finding.
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to sufficiently develop the elements of a finding, they 
should provide recommendations for corrective action if 
they are significant within the context of the audit 
objectives. However, the extent to which the elements 
for a finding are developed depends on the audit 
objectives. Thus, a finding or set of findings is complete 
to the extent that the auditors address the audit 
objectives.

7.15 Auditors should describe in their report limitations 
or uncertainties with the reliability or validity of evidence 
if (1) the evidence is significant to the findings and 
conclusions within the context of the audit objectives 
and (2) such disclosure is necessary to avoid 
misleading the report users about the findings and 
conclusions. As discussed in paragraphs 6.69 through 
6.72, even though the auditors may have some 
uncertainty about the sufficiency or appropriateness of 
some of the evidence, they may nonetheless determine 
that in total there is sufficient, appropriate evidence 
given the findings and conclusions. Auditors should 
describe the limitations or uncertainties regarding 
evidence in conjunction with the findings and 
conclusions, in addition to describing those limitations 
or uncertainties as part of the objectives, scope, and 
methodology. Additionally, this description provides 
report users with a clear understanding regarding how 
much responsibility the auditors are taking for the 
information.

7.16 Auditors should place their findings in perspective 
by describing the nature and extent of the issues being 
reported and the extent of the work performed that 
resulted in the finding. To give the reader a basis for 
judging the prevalence and consequences of these 
findings, auditors should, as appropriate, relate the 
instances identified to the population or the number of 
cases examined and quantify the results in terms of 
dollar value, or other measures. If the results cannot be 
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projected, auditors should limit their conclusions 
appropriately.

7.17 Auditors may provide background information to 
establish the context for the overall message and to 
help the reader understand the findings and 
significance of the issues discussed. Appropriate 
background information may include information on 
how programs and operations work; the significance of 
programs and operations (e.g., dollars, impact, 
purposes, and past audit work, if relevant); a description 
of the audited entity’s responsibilities; and explanation 
of terms, organizational structure, and the statutory 
basis for the program and operations. When reporting 
on the results of their work, auditors should disclose 
significant facts relevant to the objectives of their work 
and known to them which, if not disclosed, could 
mislead knowledgeable users, misrepresent the results, 
or conceal significant improper or illegal practices.

7.18 Auditors should also report deficiencies in internal 
control, instances of fraud, noncompliance with 
provisions of laws, regulations, contracts, or grant 
agreements, or abuse that have occurred or are likely to 
have occurred and are significant within the context of 
the audit objectives. 

Deficiencies in Internal 
Control

7.19 Auditors should include in the audit report (1) the 
scope of their work on internal control and (2) any 
deficiencies in internal control that are significant within 
the context of the audit objectives and based upon the 
audit work performed.165 When auditors detect 
deficiencies in internal control that are not significant to 
the objectives of the audit but warrant the attention of 
those charged with governance, they should include 

165See paragraph 6.21 for a discussion of internal control deficiencies 
in performance audits and paragraph A.06 for examples of 
deficiencies in internal control. 



Chapter 7
Reporting Standards for Performance 
Audits

Page 169 GAO-12-331G Government Auditing Standards

those deficiencies either in the report or communicate 
those deficiencies in writing to audited entity officials. 
Auditors should refer to that written communication in 
the audit report if the written communication is separate 
from the audit report. When auditors detect deficiencies 
that do not warrant the attention of those charged with 
governance, the determination of whether and how to 
communicate such deficiencies to audited entity officials 
is a matter of professional judgment.

7.20 In a performance audit, auditors may conclude that 
identified deficiencies in internal control that are 
significant within the context of the audit objectives are 
the cause of deficient performance of the program or 
operations being audited. In reporting this type of 
finding, the internal control deficiency would be 
described as the cause.

Fraud, Noncompliance 
with Provisions of 
Laws, Regulations, 
Contracts, and Grant 
Agreements, and Abuse

7.21 When auditors conclude, based on sufficient, 
appropriate evidence, that fraud,166 noncompliance with 
provisions of laws, regulations, contracts or grant 
agreements, or abuse167 either has occurred or is likely 
to have occurred which is significant within the context 
of the audit objectives, they should report the matter as 
a finding. Whether a particular act is, in fact, fraud or 
noncompliance with provisions of laws, regulations, 
contracts or grant agreements may have to await final 
determination by a court of law or other adjudicative 
body.

7.22 When auditors detect instances of fraud, 
noncompliance with provisions of laws, regulations, 
contracts, or grant agreements, or abuse that are not 
significant within the context of the audit objectives but 
warrant the attention of those charged with governance, 

166See paragraph A.10 for examples of indicators of fraud risk.
167See paragraph A.08 for examples of abuse.



Chapter 7
Reporting Standards for Performance 
Audits

Page 170 GAO-12-331G Government Auditing Standards

they should communicate those findings in writing to 
audited entity officials. When auditors detect any 
instances of fraud, noncompliance with provisions of 
laws, regulations, contracts, or grant agreements, or 
abuse that do not warrant the attention of those charged 
with governance, the auditors’ determination of whether 
and how to communicate such instances to audited 
entity officials is a matter of professional judgment.

7.23 When fraud, noncompliance with provisions of 
laws, regulations, contracts, or grant agreements, or 
abuse either have occurred or are likely to have 
occurred, auditors may consult with authorities or legal 
counsel about whether publicly reporting such 
information would compromise investigative or legal 
proceedings. Auditors may limit their public reporting to 
matters that would not compromise those proceedings 
and, for example, report only on information that is 
already a part of the public record.

Reporting Findings 
Directly to Parties 
Outside the Audited 
Entity

7.24 Auditors should report known or likely fraud, 
noncompliance with provisions of laws, regulations, 
contracts, or grant agreements, or abuse directly to 
parties outside the audited entity in the following two 
circumstances. 

a. When entity management fails to satisfy legal or 
regulatory requirements to report such information to 
external parties specified in law or regulation, auditors 
should first communicate the failure to report such 
information to those charged with governance. If the 
audited entity still does not report this information to the 
specified external parties as soon as practicable after 
the auditors’ communication with those charged with 
governance, then the auditors should report the 
information directly to the specified external parties.

b. When entity management fails to take timely and 
appropriate steps to respond to known or likely fraud, 
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noncompliance with provisions of laws, regulations, 
contracts, or grant agreements, or abuse that (1) is 
significant to the findings and conclusions and 
(2) involves funding received directly or indirectly from a 
government agency, auditors should first report 
management’s failure to take timely and appropriate 
steps to those charged with governance. If the audited 
entity still does not take timely and appropriate steps as 
soon as practicable after the auditors’ communication 
with those charged with governance, then the auditors 
should report the entity’s failure to take timely and 
appropriate steps directly to the funding agency.

7.25 The reporting in paragraph 7.24 is in addition to 
any legal requirements for the auditor to report such 
information directly to parties outside the audited entity. 
Auditors should comply with these requirements even if 
they have resigned or been dismissed from the audit 
prior to its completion. Internal audit organizations do 
not have a duty to report outside the audited entity 
unless required by law, rule, regulation, or policy.168

7.26 Auditors should obtain sufficient, appropriate 
evidence, such as confirmation from outside parties, to 
corroborate assertions by management of the audited 
entity that it has reported such findings in accordance 
with laws, regulations, or funding agreements. When 
auditors are unable to do so, they should report such 
information directly as discussed in paragraphs 7.24 
and 7.25.

Conclusions 7.27 Auditors should report conclusions based on the 
audit objectives and the audit findings. Report 
conclusions are logical inferences about the program 
based on the auditors’ findings, not merely a summary 

168See paragraph 7.44b for reporting standards for internal audit 
organizations when reporting externally.
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of the findings. The strength of the auditors’ conclusions 
depends on the sufficiency and appropriateness of the 
evidence supporting the findings and the soundness of 
the logic used to formulate the conclusions. 
Conclusions are more compelling if they lead to the 
auditors’ recommendations and convince the 
knowledgeable user of the report that action is 
necessary.

Recommendations 7.28 Auditors should recommend actions to correct 
deficiencies and other findings identified during the 
audit and to improve programs and operations when the 
potential for improvement in programs, operations, and 
performance is substantiated by the reported findings 
and conclusions. Auditors should make 
recommendations that flow logically from the findings 
and conclusions, are directed at resolving the cause of 
identified deficiencies and findings, and clearly state the 
actions recommended.

7.29 Effective recommendations encourage 
improvements in the conduct of government programs 
and operations. Recommendations are effective when 
they are addressed to parties that have the authority to 
act and when the recommended actions are specific, 
practical, cost effective, and measurable.

Reporting Auditors’ 
Compliance with 
GAGAS

7.30 When auditors comply with all applicable GAGAS 
requirements, they should use the following language, 
which represents an unmodified GAGAS compliance 
statement, in the audit report to indicate that they 
performed the audit in accordance with GAGAS.169 

169See paragraphs 2.24 and 2.25 for additional standards on citing 
compliance with GAGAS.
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We conducted this performance audit in accordance 
with generally accepted government auditing standards. 
Those standards require that we plan and perform the 
audit to obtain sufficient, appropriate evidence to 
provide a reasonable basis for our findings and 
conclusions based on our audit objectives. We believe 
that the evidence obtained provides a reasonable basis 
for our findings and conclusions based on our audit 
objectives.

7.31 When auditors do not comply with all applicable 
GAGAS requirements, they should include a modified 
GAGAS compliance statement in the audit report. For 
performance audits, auditors should use a statement 
that includes either (1) the language in 7.30, modified to 
indicate the requirements that were not followed or (2) 
language that the auditor did not follow GAGAS.170 

Reporting Views of 
Responsible Officials

7.32 Auditors should obtain and report the views of 
responsible officials of the audited entity concerning the 
findings, conclusions, and recommendations included in 
the audit report, as well as any planned corrective 
actions.

7.33 Providing a draft report with findings for review and 
comment by responsible officials of the audited entity 
and others helps the auditors develop a report that is 
fair, complete, and objective. Including the views of 
responsible officials results in a report that presents not 
only the auditors’ findings, conclusions, and 
recommendations, but also the perspectives of the 
responsible officials of the audited entity and the 
corrective actions they plan to take. Obtaining the 
comments in writing is preferred, but oral comments are 
acceptable.

170See paragraphs 2.24 and 2.25 for additional standards on citing 
compliance with GAGAS.
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7.34 When auditors receive written comments from the 
responsible officials, they should include in their report a 
copy of the officials’ written comments, or a summary of 
the comments received. When the responsible officials 
provide oral comments only, auditors should prepare a 
summary of the oral comments and provide a copy of 
the summary to the responsible officials to verify that 
the comments are accurately stated.

7.35 Auditors should also include in the report an 
evaluation of the comments, as appropriate. In cases in 
which the audited entity provides technical comments in 
addition to its written or oral comments on the report, 
auditors may disclose in the report that such comments 
were received.

7.36 Obtaining oral comments may be appropriate 
when, for example, there is a reporting date critical to 
meeting a user’s needs; auditors have worked closely 
with the responsible officials throughout the work and 
the parties are familiar with the findings and issues 
addressed in the draft report; or the auditors do not 
expect major disagreements with the findings, 
conclusions, and recommendations in the draft, or 
major controversies with regard to the issues discussed 
in the draft report.

7.37 When the audited entity’s comments are 
inconsistent or in conflict with the findings, conclusions, 
or recommendations in the draft report, or when 
planned corrective actions do not adequately address 
the auditors’ recommendations, the auditors should 
evaluate the validity of the audited entity’s comments. If 
the auditors disagree with the comments, they should 
explain in the report their reasons for disagreement. 
Conversely, the auditors should modify their report as 
necessary if they find the comments valid and 
supported with sufficient, appropriate evidence.
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7.38 If the audited entity refuses to provide comments 
or is unable to provide comments within a reasonable 
period of time, the auditors may issue the report without 
receiving comments from the audited entity. In such 
cases, the auditors should indicate in the report that the 
audited entity did not provide comments.

Reporting 
Confidential and 
Sensitive Information

7.39 If certain pertinent information is prohibited from 
public disclosure or is excluded from a report due to the 
confidential or sensitive nature of the information, 
auditors should disclose in the report that certain 
information has been omitted and the reason or other 
circumstances that make the omission necessary.

7.40 Certain information may be classified or may be 
otherwise prohibited from general disclosure by federal, 
state, or local laws or regulations. In such 
circumstances, auditors may issue a separate, 
classified or limited use report containing such 
information and distribute the report only to persons 
authorized by law or regulation to receive it.

7.41 Additional circumstances associated with public 
safety, privacy, or security concerns could also justify 
the exclusion of certain information from a publicly 
available or widely distributed report. For example, 
detailed information related to computer security for a 
particular program may be excluded from publicly 
available reports because of the potential damage that 
could be caused by the misuse of this information. In 
such circumstances, auditors may issue a limited use 
report containing such information and distribute the 
report only to those parties responsible for acting on the 
auditors’ recommendations. In some instances, it may 
be appropriate to issue both a publicly available report 
with the sensitive information excluded and a limited 
use report. The auditors may consult with legal counsel 
regarding any requirements or other circumstances that 
may necessitate the omission of certain information.
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7.42 Considering the broad public interest in the 
program or activity under audit assists auditors when 
deciding whether to exclude certain information from 
publicly available reports. When circumstances call for 
omission of certain information, auditors should 
evaluate whether this omission could distort the audit 
results or conceal improper or illegal practices.

7.43 When audit organizations are subject to public 
records laws, auditors should determine whether public 
records laws could impact the availability of classified or 
limited use reports and determine whether other means 
of communicating with management and those charged 
with governance would be more appropriate. For 
example, the auditors may communicate general 
information in a written report and communicate 
detailed information orally. The auditor may consult with 
legal counsel regarding applicable public records laws.

Distributing 
Reports

7.44 Distribution of reports completed in accordance 
with GAGAS depends on the relationship of the auditors 
to the audited organization and the nature of the 
information contained in the report. Auditors should 
document any limitation on report distribution.171 The 
following discussion outlines distribution for reports 
completed in accordance with GAGAS:

a. Audit organizations in government entities should 
distribute audit reports to those charged with 
governance, to the appropriate audited entity officials, 
and to the appropriate oversight bodies or organizations 
requiring or arranging for the audits. As appropriate, 
auditors should also distribute copies of the reports to 
other officials who have legal oversight authority or who 

171See paragraphs 7.40 and 7.41 for discussion of limited use reports 
containing confidential or sensitive information.
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may be responsible for acting on audit findings and 
recommendations, and to others authorized to receive 
such reports.

b. Internal audit organizations in government entities 
may also follow the Institute of Internal Auditors’ (IIA) 
International Standards for the Professional Practice of 
Internal Auditing.172 In accordance with GAGAS and IIA 
standards, the head of the internal audit organization 
should communicate results to parties who can ensure 
that the results are given due consideration. If not 
otherwise mandated by statutory or regulatory 
requirements, prior to releasing results to parties 
outside the organization, the head of the internal audit 
organization should: (1) assess the potential risk to the 
organization, (2) consult with senior management or 
legal counsel as appropriate, and (3) control 
dissemination by indicating the intended users of the 
report.

c. Public accounting firms contracted to perform an 
audit in accordance with GAGAS should clarify report 
distribution responsibilities with the engaging 
organization. If the contracting firm is responsible for 
the distribution, it should reach agreement with the party 
contracting for the audit about which officials or 
organizations will receive the report and the steps being 
taken to make the report available to the public.

172See paragraph 2.21 for additional discussion about using the IIA 
standards in conjunction with GAGAS and paragraph 2.22 for 
additional discussion about citing compliance with another set of 
standards. 
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AppendixesSupplemental Guidance Appendix I

Introduction A.01 The following sections provide supplemental 
guidance for auditors and the audited entities to assist 
in the implementation of generally accepted 
government auditing standards (GAGAS). The 
guidance does not establish additional requirements but 
instead is intended to facilitate auditor implementation 
of GAGAS requirements in chapters 2 through 7. The 
supplemental guidance in the first section may be of 
assistance for all types of audits covered by GAGAS. 
Subsequent sections provide supplemental guidance 
for specific chapters of GAGAS, as indicated.

Overall 
Supplemental 
Guidance

A.02 Chapters 4 through 7 discuss the standards for 
financial audits, attestation engagements, and 
performance audits. The identification and 
communication of significant deficiencies and material 
weaknesses in internal control, fraud, noncompliance 
with provisions of laws, regulations, contracts or grant 
agreements, or abuse are important aspects of 
government auditing. The following discussion is 
provided to assist auditors in identifying significant 
deficiencies in internal control, abuse, and indicators of 
fraud risk and to assist auditors in determining whether 
noncompliance with provisions of laws, regulations, 
contracts or grant agreements are significant within the 
context of the audit objectives.

Internal Control A.03 The Internal Control—Integrated Framework173 
published by the Committee of Sponsoring 
Organizations of the Treadway Commission (COSO) 
provides guidance on internal control. As discussed in 
the COSO framework, internal control consists of five 
interrelated components, which are (1) control 

173Internal Control—Integrated Framework, Committee of Sponsoring 
Organizations of the Treadway Commission, 1992.
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environment, (2) risk assessment, (3) control activities, 
(4) information and communication, and (5) monitoring. 
The objectives of internal control relate to (1) financial 
reporting, (2) operations, and (3) compliance. 
Safeguarding of assets is a subset of these objectives. 
Management designs internal control to provide 
reasonable assurance that unauthorized acquisition, 
use, or disposition of assets will be prevented or timely 
detected and corrected. 

A.04 In addition to the COSO framework, the 
publication, Standards for Internal Control in the Federal 
Government,174 which incorporates the concepts 
developed by COSO, provides definitions and 
fundamental concepts pertaining to internal control at 
the federal level and may also be useful to auditors at 
other levels of government. The related Internal Control 
Management and Evaluation Tool,175 based on the 
federal internal control standards, provides a 
systematic, organized, and structured approach to 
assessing the internal control structure.

Examples of 
Deficiencies in 
Internal Control

A.05 GAGAS contains requirements for reporting 
identified deficiencies in internal control.

a. For financial audits, see paragraphs 4.19 through 
4.24.

b. For attestation engagements, see paragraphs 5.20 
through 5.23.

174Standards for Internal Control in the Federal Government, 
GAO/AIMD-00-21.3.1 (Washington, D.C.: November 1999).
175Internal Control Management and Evaluation Tool, GAO-01-1008G 
(Washington, D.C.: August 2001).
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c. For performance audits, see paragraphs 7.19 
through 7.20.

A.06 The following are examples of control deficiencies:

a. Insufficient control consciousness within the 
organization. For example, the tone at the top and the 
control environment. Control deficiencies in other 
components of internal control could lead the auditor to 
conclude that weaknesses exist in the control 
environment.

b. Ineffective oversight by those charged with 
governance of the entity’s financial reporting, 
performance reporting, or internal control, or an 
ineffective overall governance structure.

c. Control systems that did not prevent, or detect and 
correct material misstatements so that it was necessary 
to restate previously issued financial statements or 
operational results. Control systems that did not prevent 
or detect material misstatements in performance or 
operational results so that it was later necessary to 
make significant corrections to those results.

d. Control systems that did not prevent, or detect and 
correct material misstatements identified by the auditor. 
This includes misstatements involving estimation and 
judgment for which the auditor identifies potential 
material adjustments and corrections of the recorded 
amounts.

e. An ineffective internal audit function or risk 
assessment function at an entity for which such 
functions are important to the monitoring or risk 
assessment component of internal control, such as for a 
large or complex entity.
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f. Identification of fraud of any magnitude on the part of 
senior management.

g. Failure by management or those charged with 
governance to assess the effect of a significant 
deficiency previously communicated to them and either 
to correct it or to conclude that it does not need to be 
corrected.

h. Inadequate controls for the safeguarding of assets.

i. Evidence of intentional override of internal control by 
those in authority to the detriment of the overall 
objectives of the system.

j. Deficiencies in the design or operation of internal 
control that could fail to prevent, or detect and correct, 
fraud, noncompliance with provisions of laws, 
regulations, contracts or grant agreements, or abuse 
having a material effect on the financial statements or 
the audit objective.

k. Inadequate design of information systems general, 
application, and user controls that prevent the 
information system from providing complete and 
accurate information consistent with financial, 
compliance, or performance reporting objectives or 
other current needs.

l. Failure of an application control caused by a 
deficiency in the design or operation of an information 
systems general control.

m. Employees or management who lack the 
qualifications and training to fulfill their assigned 
functions.
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Examples of Abuse A.07 GAGAS contains requirements for responding to 
indications of material abuse and reporting abuse that is 
material to the audit objectives.

a. For financial audits, see paragraphs 4.07 and 4.08 
and 4.25 through 4.27.

b. For attestation engagements, see paragraphs 5.08 
through 5.09 and 5.24 through 5.26.

c. For performance audits, see paragraphs 6.33 and 
6.34 and 7.21 through 7.23.

A.08 The following are examples of abuse, depending 
on the facts and circumstances:

a. Creating unneeded overtime.

b. Requesting staff to perform personal errands or work 
tasks for a supervisor or manager.

c. Misusing the official’s position for personal gain 
(including actions that could be perceived by an 
objective third party with knowledge of the relevant 
information as improperly benefiting an official’s 
personal financial interests or those of an immediate or 
close family member; a general partner; an organization 
for which the official serves as an officer, director, 
trustee, or employee; or an organization with which the 
official is negotiating concerning future employment).

d. Making travel choices that are contrary to existing 
travel policies or are unnecessarily extravagant or 
expensive.

e. Making procurement or vendor selections that are 
contrary to existing policies or are unnecessarily 
extravagant or expensive.
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Examples of 
Indicators of Fraud 
Risk

A.09 GAGAS contains requirements relating to 
evaluating fraud risk.

a. For financial audits, see paragraphs 4.06 and 4.25 
through 4.27.

b. For attestation engagements, see paragraphs 5.07, 
5.20, and 5.24 through 5.26.

c. For performance audits, see paragraphs 6.30 
through 6.32 and 7.21 through 7.23.

A.10 In some circumstances, conditions such as the 
following might indicate a heightened risk of fraud:

a. economic, programmatic, or entity operating 
conditions threaten the entity’s financial stability, 
viability, or budget;

b. the nature of the entity’s operations provide 
opportunities to engage in fraud;

c. management’s monitoring of compliance with 
policies, laws, and regulations is inadequate;

d. the organizational structure is unstable or 
unnecessarily complex;

e. communication and/or support for ethical standards 
by management is lacking;

f. management is willing to accept unusually high levels 
of risk in making significant decisions;

g. the entity has a history of impropriety, such as 
previous issues with fraud, waste, abuse, or 
questionable practices, or past audits or investigations 
with findings of questionable or criminal activity;



Appendix I
Supplemental Guidance

Page 184 GAO-12-331G Government Auditing Standards

h. operating policies and procedures have not been 
developed or are outdated;

i. key documentation is lacking or does not exist;

j. asset accountability or safeguarding procedures is 
lacking;

k. improper payments;

l. false or misleading information;

m. a pattern of large procurements in any budget line 
with remaining funds at year end, in order to “use up all 
of the funds available;” and

n. unusual patterns and trends in contracting, 
procurement, acquisition, and other activities of the 
entity or program.

Determining Whether 
Provisions of Laws, 
Regulations, 
Contracts and Grant 
Agreements Are 
Significant within the 
Context of the Audit 
Objectives

A.11 GAGAS contains requirements for determining 
whether provisions of laws, regulations, contracts or 
grant agreements are significant within the context of 
the audit objectives.

a. For financial audits, see paragraphs 4.19 through 
4.22.

b. For attestation engagements, see paragraphs 5.07 
and 5.08.

c. For performance audits, see paragraphs 6.28 and 
6.29. 

A.12 Government programs are subject to many 
provisions of laws, regulations, contracts or grant 
agreements. At the same time, their significance within 
the context of the audit objectives varies widely, 
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depending on the objectives of the audit. Auditors may 
find the following approach helpful in assessing whether 
provisions of laws, regulations, contracts or grant 
agreements are significant within the context of the 
audit objectives:

a. Express each audit objective in terms of questions 
about specific aspects of the program being audited 
(that is, purpose and goals, internal control, inputs, 
program operations, outputs, and outcomes).

b. Identify provisions of laws, regulations, contracts or 
grant agreements that directly relate to specific aspects 
of the program within the context of the audit objectives.

c. Determine if the audit objectives or the auditors’ 
conclusions could be significantly affected if 
noncompliance with those provisions of laws, 
regulations, contracts or grant agreements occurred. If 
the audit objectives or audit conclusions could be 
significantly affected, then those provisions of laws, 
regulations, contracts or grant agreements are likely to 
be significant to the audit objectives.

A.13 Auditors may consult with their own legal counsel 
to (1) determine those laws and regulations that are 
significant to the audit objectives, (2) design tests of 
compliance with laws and regulations, or (3) evaluate 
the results of those tests. Auditors also may consult with 
their own legal counsel when audit objectives require 
testing compliance with provisions of contracts or grant 
agreements. Depending on the circumstances of the 
audit, auditors may consult with others, such as 
investigative staff, other audit organizations or 
government entities that provided professional services 
to the audited entity, or applicable law enforcement 
authorities, to obtain information on compliance 
matters.
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Information to 
Accompany 
Chapter 1

A1.01 Chapter 1 discusses the use and application of 
GAGAS and the role of auditing in government 
accountability. Those charged with governance and 
management of audited organizations also have roles in 
government accountability. The discussion that follows 
is provided to assist auditors in understanding the roles 
of others in accountability. The following section also 
contains background information on the laws, 
regulations, or other authoritative sources that require 
the use of GAGAS. This information is provided to place 
GAGAS within the context of overall government 
accountability.

Laws, Regulations, 
and Other 
Authoritative Sources 
That Require Use of 
GAGAS

A1.02 Laws, regulations, contracts, grant agreements, 
or policies frequently require the use of GAGAS.176 The 
following are some of the laws, regulations, and or other 
authoritative sources that require the use of GAGAS:

a. The Inspector General Act of 1978, as amended, 5 
U.S.C. App. requires that the statutorily appointed 
federal inspectors general comply with GAGAS for 
audits of federal establishments, organizations, 
programs, activities, and functions. The act further 
states that the inspectors general shall take appropriate 
steps to assure that any work performed by nonfederal 
auditors complies with GAGAS.

b. The Chief Financial Officers Act of 1990 (Public Law 
101-576), as expanded by the Government 
Management Reform Act of 1994 (Public Law 103-356), 
requires that GAGAS be followed in audits of executive 
branch departments’ and agencies’ financial 
statements. The Accountability of Tax Dollars Act of 
2002 (Public Law 107-289) generally extends this 

176See paragraph 1.06 for additional discussion on the use of GAGAS.
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requirement to most executive agencies not subject to 
the Chief Financial Officers Act unless they are 
exempted for a given year by the Office of Management 
and Budget (OMB).

c. The Single Audit Act Amendments of 1996 (Public 
Law 104-156) require that GAGAS be followed in audits 
of state and local governments and nonprofit entities 
that receive federal awards. OMB Circular No. A-133, 
Audits of States, Local Governments, and Non-Profit 
Organizations, which provides the governmentwide 
guidelines and policies on performing audits to comply 
with the Single Audit Act, also requires the use of 
GAGAS.

A1.03 Other laws, regulations, or authoritative sources 
may require the use of GAGAS. For example, auditors 
at the state and local levels of government may be 
required by state and local laws and regulations to 
follow GAGAS. Also, auditors may be required by the 
terms of an agreement or contract to follow GAGAS. 
Auditors may also be required to follow GAGAS by 
federal audit guidelines pertaining to program 
requirements, such as those issued for Housing and 
Urban Development programs and Student Financial 
Aid programs. Being alert to such other laws, 
regulations, or authoritative sources may assist auditors 
in performing their work in accordance with the required 
standards.

A1.04 Even if not required to do so, auditors may find it 
useful to follow GAGAS in performing audits of federal, 
state, and local government programs as well as audits 
of government awards administered by contractors, 
nonprofit entities, and other nongovernmental entities. 
Many audit organizations not formally required to do so, 
both in the United States of America and in other 
countries, voluntarily follow GAGAS.
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The Role of Those 
Charged with 
Governance 

A1.05 During the course of GAGAS audits, auditors 
communicate with those charged with governance.177

a. For financial audits, see paragraphs 4.03 and 4.04.

b. For attestation engagements, see paragraphs 5.04 
and 5.05.

c. For performance audits, see paragraphs 6.47 
through 6.50.

A1.06 Those charged with governance are responsible 
for overseeing the strategic direction of the entity and 
obligations related to the accountability of the entity. 
This includes overseeing the financial reporting 
process, subject matter, or program under audit 
including related internal controls. In certain entities 
covered by GAGAS, those charged with governance 
may also be part of the entity’s management. In some 
audit entities, multiple parties may be charged with 
governance, including oversight bodies, members or 
staff of legislative committees, boards of directors, audit 
committees, or parties contracting for the audit.

A1.07 Because the governance structures of 
government entities and organizations can vary widely, 
it may not always be clearly evident who is charged with 
key governance functions. In these situations, auditors 
evaluate the organizational structure for directing and 
controlling operations to achieve the audited entity’s 
objectives. This evaluation also includes how the 
audited entity delegates authority and establishes 
accountability for its management personnel.

177See paragraph 1.02 for additional discussion of those charged with 
governance.
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Management’s Role A1.08 Managers have fundamental responsibilities for 
carrying out government functions.178 Management of 
the audited entity is responsible for

a. using its financial, physical, and informational 
resources legally, effectively, efficiently, economically, 
ethically, and equitably to achieve the purposes for 
which the resources were furnished or the program was 
established;

b. complying with applicable laws and regulations 
(including identifying the requirements with which the 
entity and the official are responsible for compliance);

c. implementing systems designed to achieve 
compliance with applicable laws and regulations;

d. establishing and maintaining effective internal control 
to help ensure that appropriate goals and objectives are 
met; following laws and regulations; and ensuring that 
management and financial information is reliable and 
properly reported;

e. providing appropriate reports to those who oversee 
their actions and to the public in order to demonstrate 
accountability for the resources and authority used to 
carry out government programs and the results of these 
programs;

f. addressing the findings and recommendations of 
auditors, and for establishing and maintaining a process 
to track the status of such findings and 
recommendations; 

178See paragraphs 1.01 and 1.02 for additional discussion of 
management and officials of government programs.
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g. following sound procurement practices when 
contracting for audits, including ensuring procedures 
are in place for monitoring contract performance; and

h. taking timely and appropriate steps to remedy fraud, 
noncompliance with provisions of laws, regulations, 
contracts or grant agreements, or abuse that auditors 
report.

Information to 
Accompany 
Chapter 2

Attestation 
Engagements 

A2.01 Examples of attestation engagements 
objectives179 include

a. prospective financial or performance information;

b. management’s discussion and analysis (MD&A) 
presentation;

c. an entity’s internal control over financial reporting;

d. the effectiveness of an entity’s internal control over 
compliance with specified requirements, such as those 
governing the bidding for, accounting for, and reporting 
on grants and contracts;

e. an entity’s compliance with requirements of specified 
laws, regulations, policies, contracts, or grants;

f. the accuracy and reliability of reported performance 
measures;

179See paragraph 2.09 for additional discussion of attestation 
engagements.
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g. whether incurred final contract costs are supported 
with required evidence and in compliance with the 
contract terms;

h. the allowability and reasonableness of proposed 
contract amounts that are based on detailed costs; and

i. the quantity, condition, or valuation of inventory or 
assets. 

Performance Audit 
Objectives 

A2.02 Examples of program effectiveness and results 
audit objectives180 include: 

a. assessing the extent to which legislative, regulatory, 
or organizational goals and objectives are being 
achieved;

b. assessing the relative ability of alternative 
approaches to yield better program performance or 
eliminate factors that inhibit program effectiveness;

c. analyzing the relative cost-effectiveness of a program 
or activity, focusing on combining cost information or 
other inputs with information about outputs or the 
benefit provided or with outcomes or the results 
achieved;

d. determining whether a program produced intended 
results or produced results that were not consistent with 
the program’s objectives;

e. determining the current status or condition of 
program operations or progress in implementing 
legislative requirements;

180See paragraph 2.11a for additional discussion of program 
effectiveness and results audit objectives.
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f. determining whether a program provides equitable 
access to or distribution of public resources within the 
context of statutory parameters;

g. assessing the extent to which programs duplicate, 
overlap, or conflict with other related programs;

h. evaluating whether the entity is following sound 
procurement practices;

i. assessing the reliability, validity, or relevance of 
performance measures concerning program 
effectiveness and results, or economy and efficiency;

j. assessing the reliability, validity, or relevance of 
financial information related to the performance of a 
program;

k. determining whether government resources (inputs) 
are obtained at reasonable costs while meeting 
timeliness and quality considerations;

l. determining whether appropriate value was obtained 
based on the cost or amount paid or based on the 
amount of revenue received;

m. determining whether government services and 
benefits are accessible to those individuals who have a 
right to access those services and benefits;

n. determining whether fees assessed cover costs;

o. determining whether and how the program’s unit 
costs can be decreased or its productivity increased; 
and

p. assessing the reliability, validity, or relevance of 
budget proposals or budget requests to assist 
legislatures in the budget process.
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A2.03 Examples of audit objectives related to internal 
control181 include an assessment of the extent to which 
internal control provides reasonable assurance about 
whether

a. organizational missions, goals, and objectives are 
achieved effectively and efficiently;

b. resources are used in compliance with laws, 
regulations, or other requirements;

c. resources, including sensitive information accessed 
or stored outside the organization’s physical perimeter, 
are safeguarded against unauthorized acquisition, use, 
or disposition;

d. management information, such as performance 
measures, and public reports are complete, accurate, 
and consistent to support performance and decision 
making;

e. the integrity of information from computerized 
systems is achieved; and

f. contingency planning for information systems 
provides essential back-up to prevent unwarranted 
disruption of the activities and functions that the 
systems support.

A2.04 Compliance objectives182 include determining 
whether

181See paragraph 2.11b for additional discussion of internal control 
audit objectives.
182See paragraph 2.11c for additional discussion of compliance audit 
objectives.
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a. the purpose of the program, the manner in which it is 
to be conducted, the services delivered, the outcomes, 
or the population it serves is in compliance with 
provisions of laws, regulations, contracts or grant 
agreements, or other requirements;

b. government services and benefits are distributed or 
delivered to citizens based on the individual’s eligibility 
to obtain those services and benefits;

c. incurred or proposed costs are in compliance with 
applicable laws, regulations, contracts, or grant 
agreements; and

d. revenues received are in compliance with applicable 
laws, regulations, contracts or grant agreements.

A2.05 Examples of objectives pertaining to prospective 
analysis183 include providing conclusions based on

a. current and projected trends and future potential 
impact on government programs and services;

b. program or policy alternatives, including forecasting 
program outcomes under various assumptions;

c. policy or legislative proposals, including advantages, 
disadvantages, and analysis of stakeholder views;

d. prospective information prepared by management;

e. budgets and forecasts that are based on (1) 
assumptions about expected future events and (2) 
management’s expected reaction to those future 
events; and

183See paragraph 2.11d for additional discussion of prospective 
analysis audit objectives.
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f. management’s assumptions on which prospective 
information is based.

GAGAS Compliance 
Statements

A2.06 The determination of whether an unmodified or 
modified GAGAS compliance statement is appropriate 
is based on the consideration of the individual and 
aggregate effect of exceptions to GAGAS 
requirements.184 Quantitative and qualitative factors that 
the auditor may consider include:

a. the likelihood that the exception(s) will affect the 
perceptions of report users about the audit findings, 
conclusions, and recommendations;

b. the magnitude of the effect of the exception(s) on the 
perceptions of report users about the audit findings, 
conclusions, and recommendations;

c. the pervasiveness of the exception(s);

d. the potential effect of the exception(s) on the 
sufficiency and appropriateness of evidence supporting 
the audit findings, conclusions, and recommendations; 
and

e. whether report users could be misled if the GAGAS 
compliance statement were not modified.

Information to 
Accompany 
Chapter 3

A3.01 Chapter 3 discusses the general standards 
applicable to financial audits, attestation engagements, 
and performance audits in accordance with GAGAS. 
The following supplemental guidance is provided to 
assist auditors and audited entities in avoiding 

184See paragraphs 2.24 and 2.25 for additional discussion on citing 
compliance with GAGAS.
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impairments to independence, establishing a system of 
quality control, and identifying peer review risk factors.

Threats to 
Independence

A3.02 This list is intended to illustrate by example the 
types of circumstances that create threats to 
independence that an auditor might identify when 
applying the conceptual framework.185 It does not 
include all circumstances that create threats to 
independence; these circumstances will be unique to 
the conditions under which each evaluation takes place. 

A3.03 Examples of circumstances that create self-
interest threats for an auditor include: 

a. A member of the audit team having a direct financial 
interest in the audited entity. This would not preclude 
auditors from auditing pension plans that they 
participate in if (1) the auditor has no control over the 
investment strategy, benefits, or other management 
issues associated with the pension plan and (2) the 
auditor belongs to such pension plan as part of his/her 
employment with the audit organization, provided that 
the plan is normally offered to all employees in 
equivalent employment positions.

b. An audit organization having undue dependence on 
income from a particular audited entity. 

c. A member of the audit team entering into 
employment negotiations with an audited entity. 

d. An auditor discovering a significant error when 
evaluating the results of a previous professional service 
performed by a member of the auditor’s audit 
organization. 

185See paragraphs 3.07 through 3.26.
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A3.04 Examples of circumstances that create self-
review threats for an auditor include: 

a. An audit organization issuing a report on the 
effectiveness of the operation of financial or 
performance management systems after designing or 
implementing the systems. 

b. An audit organization having prepared the original 
data used to generate records that are the subject 
matter of the audit. 

c. An audit organization performing a service for an 
audited entity that directly affects the subject matter 
information of the audit. 

d. A member of the audit team being, or having recently 
been, employed by the audited entity in a position to 
exert significant influence over the subject matter of the 
audit. 

A3.05 Examples of circumstances that create bias 
threats for an auditor include: 

a. An auditor’s having preconceptions about the 
objectives of a program under audit that are sufficiently 
strong to impact the auditor’s objectivity. 

b. An auditor’s having biases associated with political, 
ideological, or social convictions that result from 
membership or employment in, or loyalty to, a particular 
type of policy, group, organization, or level of 
government that could impact the auditor’s objectivity. 

A3.06 Examples of circumstances that create familiarity 
threats for an auditor include:
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a. A member of the audit team having a close or 
immediate family member who is a principal or senior 
manager of the audited entity. 

b. A member of the audit team having a close or 
immediate family member who is an employee of the 
audited entity and is in a position to exert significant 
influence over the subject matter of the audit. 

c. A principal or employee of the audited entity in a 
position to exert significant influence over the subject 
matter of the audit having recently served on the audit 
team. 

d. An auditor accepting gifts or preferential treatment 
from an audited entity, unless the value is trivial or 
inconsequential. 

e. Senior audit personnel having a long association with 
the audited entity. 

A3.07 Examples of circumstances that create undue 
influence threats for an auditor or audit organization 
include existence of: 

a. External interference or influence that could 
improperly limit or modify the scope of an audit or 
threaten to do so, including exerting pressure to 
inappropriately reduce the extent of work performed in 
order to reduce costs or fees. 

b. External interference with the selection or application 
of audit procedures or in the selection of transactions to 
be examined. 

c. Unreasonable restrictions on the time allowed to 
complete an audit or issue the report. 
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d. External interference over the assignment, 
appointment, compensation, and promotion of audit 
personnel.

e. Restrictions on funds or other resources provided to 
the audit organization that adversely affect the audit 
organization’s ability to carry out its responsibilities. 

f. Authority to overrule or to inappropriately influence 
the auditors’ judgment as to the appropriate content of 
the report. 

g. Threat of replacing the auditors over a disagreement 
with the contents of an auditors’ report, the auditors’ 
conclusions, or the application of an accounting 
principle or other criteria. 

h. Influences that jeopardize the auditors’ continued 
employment for reasons other than incompetence, 
misconduct, or the need for audits or attestation 
engagements. 

A3.08 Examples of circumstances that create 
management participation threats for an auditor include:

a. A member of the audit team being, or having recently 
been, a principal or senior manager of the audited 
entity. 

b. An audit organization principal or employee serving 
as a voting member of an entity’s management 
committee or board of directors, making policy 
decisions that affect future direction and operation of an 
entity’s programs, supervising entity employees, 
developing or approving programmatic policy, 
authorizing an entity’s transactions, or maintaining 
custody of an entity’s assets. 
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c. An audit organization principal or employee 
recommending a single individual for a specific position 
that is key to the entity or program under audit, or 
otherwise ranking or influencing management’s 
selection of the candidate. 

d. An auditor preparing management’s corrective action 
plan to deal with deficiencies detected in the audit.

A3.09 Examples of circumstances that create structural 
threats for an auditor include: 

a. For both external and internal audit organizations, 
structural placement of the audit function within the 
reporting line of the areas under audit.

b. For internal audit organizations, administrative 
direction from the audited entity’s management.

System of Quality 
Control

A3.10 Chapter 3 discusses the elements of an audit 
organization’s system of quality control.186 The following 
supplemental guidance is provided to assist auditors 
and audit organizations in establishing policies and 
procedures in its system of quality control to address 
the following elements: initiation, acceptance, and 
continuance of audits; audit performance, 
documentation, and reporting; and monitoring.

a. Government audit organizations initiate audits as a 
result of (1) legal mandates, (2) requests from 
legislative bodies or oversight bodies, and (3) the audit 
organization’s discretion. In the case of legal mandates 
and requests, a government audit organization may be 
required to perform the audit and may not be permitted 

186See paragraphs 3.82 through 3.95 for additional discussion of the 
system of quality control.
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to make decisions about acceptance or continuance 
and may not be permitted to resign or withdraw from the 
audit.

b. GAGAS standards for audit performance, 
documentation, and reporting are in chapter 4 for 
financial audits, chapter 5 for attestation engagements, 
and chapters 6 and 7 for performance audits. Chapter 3 
specifies that an audit organization’s quality control 
system include policies and procedures designed to 
provide the audit organization with reasonable 
assurance that audits are performed and reports are 
issued in accordance with professional standards and 
legal and regulatory requirements.187 Examples of such 
policies and procedures include the following:

(1) communication provided to team members so that 
they sufficiently understand the objectives of their work 
and the applicable professional standards;

(2) audit planning and supervision;

(3) appropriate documentation of the work performed;

(4) review of the work performed, the significant 
judgments made, and the resulting audit documentation 
and report;

(5) review of the independence and qualifications of any 
external specialists or contractors used, as well as a 
review of the scope and quality of their work;

(6) procedures for resolving difficult or contentious 
issues or disagreements among team members, 
including specialists;

187See paragraphs 3.82 through 3.95 for additional discussion of 
quality control policies and procedures.
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(7) obtaining and addressing comments from the 
audited entity on draft reports; and 

(8) reporting supported by the evidence obtained, and in 
accordance with applicable professional standards and 
legal or regulatory requirements.

c. Monitoring is an ongoing, periodic assessment of 
audits designed to provide management of the audit 
organization with reasonable assurance that the 
policies and procedures related to the system of quality 
control are suitably designed and operating effectively 
in practice.188 The following guidance is provided to 
assist audit organizations with implementing and 
continuing its monitoring of quality:

(1) Who:  Monitoring is most effective when performed 
by persons who do not have responsibility for the 
specific activity being monitored (e.g., for specific audits 
or specific centralized processes). The staff member or 
team of staff members assigned with responsibility for 
the monitoring process collectively need sufficient and 
appropriate competence and authority in the audit 
organization to assume that responsibility. Generally the 
staff member or the team of staff members performing 
the monitoring are apart from the normal audit 
supervision associated with individual audits.

(2) How much:  The extent of monitoring procedures 
varies based on the audit organization’s circumstances 
to enable the audit organization to assess compliance 
with applicable professional standards and the audit 
organization’s quality control policies and procedures. 
Examples of specific monitoring procedures include

188See paragraphs 3.93 through 3.95 for additional discussion of 
monitoring.
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(a) examination of selected administrative and 
personnel records pertaining to quality control;

(b) review of selected audit documentation and reports; 

(c) discussions with the audit organization’s personnel 
(as applicable and appropriate);

(d) periodic summarization of the findings from the 
monitoring procedures in writing (at least annually), and 
consideration of the systematic causes of findings that 
indicate improvements are needed;

(e) determination of any corrective actions to be taken 
or improvements to be made with respect to the specific 
audits reviewed or the audit organization’s quality 
control policies and procedures;

(f) communication of the identified findings to 
appropriate audit organization management with 
subsequent follow-up; and 

(g) consideration of findings by appropriate audit 
organization management personnel who also 
determine whether actions necessary, including 
necessary modifications to the quality control system, 
are performed on a timely basis.

(3) Review of selected administrative and personnel 
records: The review of selected administrative and 
personnel records pertaining to quality control may 
include tests of

(a) compliance with policies and procedures on 
independence;

(b) compliance with continuing professional 
development policies, including training;
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(c) procedures related to recruitment and hiring of 
qualified personnel, including hiring of specialists or 
consultants when needed;

(d) procedures related to performance evaluation and 
advancement of personnel;

(e) procedures related to initiation, acceptance, and 
continuance of audits; 

(f) audit organization personnel’s understanding of the 
quality control policies and procedures, and 
implementation of these policies and procedures; and

(g) audit organization’s process for updating its policies 
and procedures.

(4) Follow-up on previous findings: Monitoring 
procedures include an evaluation of whether the audit 
organization has taken appropriate corrective action to 
address findings and recommendations from previous 
monitoring and peer reviews. Personnel involved in 
monitoring use this information as part of the 
assessment of risk associated with the design and 
implementation of the audit organization’s quality 
control system and in determining the nature, timing, 
and extent of monitoring procedures.

(5) Communication: The audit organization 
communicates internally the results of the monitoring of 
its quality control systems that allows the audit 
organization to take prompt and appropriate action 
where necessary. Information included in this 
communication includes:

(a) a description of the monitoring procedures 
performed;
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(b) the conclusions drawn from the monitoring 
procedures; and

(c) where relevant, a description of the systemic, 
repetitive, or other significant deficiencies and of the 
actions taken to resolve those deficiencies.

Peer Review A3.11 Examples of the factors to consider when 
performing an assessment of peer review risk for 
selecting audits for peer review189 include: 

a. scope of the audits including size of the audited entity 
or audits covering multiple locations; 

b. functional area or type of government program; 

c. types of audits provided, including the extent of 
nonaudit services provided to audited entities; 

d. personnel (including use of new personnel or 
personnel not routinely assigned the types of audits 
provided); 

e. initial audits;

f. familiarity resulting from a longstanding relationship 
with the audited entity; 

g. political sensitivity of the audits;

h. budget constraints for the audit organization;

i. results of the peer review team’s review of the design 
of system of quality control;

189See paragraph 3.99 for additional discussion of the assessment of 
peer review risk.
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j. results of the audit organization’s monitoring process; 
and 

k. risk sensitivity of the audit organization.

A3.12 As discussed in paragraph 3.105, an external 
audit organization should make its most recent peer 
review report publicly available. Examples of how to 
achieve this transparency requirement include posting 
the peer review report on an external Web site or to a 
publicly available file. To help the public understand the 
peer review reports, an audit organization may also 
include a description of the peer review process and 
how it applies to its organization. The following provides 
examples of additional information that audit 
organizations may include to help users understand the 
meaning of the peer review report.

a. Explanation of the peer review process.

b. Description of the audit organization’s system of 
quality control.

c. Explanation of the relationship of the peer review 
results to the audited organization’s work.

d. If the peer review report that includes deficiencies or 
significant deficiencies is modified, explanation of the 
reviewed audit organization’s plan for improving quality 
controls and the status of the improvements.

Information to 
Accompany 
Chapter 6

A6.01 Chapter 6 discusses the field work standards for 
performance audits. An integral concept for 
performance auditing is the use of sufficient, 
appropriate evidence based on the audit objectives to 
support a sound basis for audit findings, conclusions, 
and recommendations. The following discussion is 
provided to assist auditors in identifying criteria and the 
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various types of evidence, including assessing the 
appropriateness of evidence in relation to the audit 
objectives.

Types of Criteria A6.02 The following are some examples of criteria:190

a. purpose or goals prescribed by law or regulation or 
set by officials of the audited entity,

b. policies and procedures established by officials of the 
audited entity,

c. technically developed standards or norms,

d. expert opinions,

e. prior periods’ performance,

f. defined business practices,

g. contract or grant terms, and

h. performance of other entities or sectors used as 
defined benchmarks.

A6.03 Audit objectives may pertain to describing the 
current status or condition of a program or process. For 
this type of audit objective, criteria may also be 
represented by the assurance added by the auditor’s 
(1) description of the status or condition, (2) evaluation 
of whether the status or condition meets certain 
characteristics, or (3) evaluation of whether 
management’s description is verifiable, accurate, or 
supported.

190See paragraph 6.37 for additional discussion on identifying audit 
criteria.
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Types of Evidence A6.04 In terms of its form and how it is collected, 
evidence may be categorized as physical, documentary, 
or testimonial. Physical evidence is obtained by 
auditors’ direct inspection or observation of people, 
property, or events. Such evidence may be documented 
in summary memos, photographs, videos, drawings, 
charts, maps, or physical samples. Documentary 
evidence is obtained in the form of already existing 
information such as letters, contracts, accounting 
records, invoices, spreadsheets, database extracts, 
electronically stored information, and management 
information on performance. Testimonial evidence is 
obtained through inquiries, interviews, focus groups, 
public forums, or questionnaires. Auditors frequently 
use analytical processes including computations, 
comparisons, separation of information into 
components, and rational arguments to analyze any 
evidence gathered to determine whether it is sufficient 
and appropriate.191 The strength and weakness of each 
form of evidence depends on the facts and 
circumstances associated with the evidence and 
professional judgment in the context of the audit 
objectives.

Appropriateness of 
Evidence in Relation 
to the Audit 
Objectives

A6.05 One of the primary factors influencing the 
assurance associated with a performance audit is the 
appropriateness of the evidence in relation to the audit 
objectives.192 For example:

a. The audit objectives might focus on verifying specific 
quantitative results presented by the audited entity. In 
these situations, the audit procedures would likely focus 

191See paragraphs 6.67 and 6.60 for definitions of sufficient and 
appropriate.
192See paragraphs 6.60 through 6.66 for additional discussion on the 
appropriateness of evidence.
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on obtaining evidence about the accuracy of the specific 
amounts in question. This work may include the use of 
statistical sampling.

b. The audit objectives might focus on the performance 
of a specific program or activity in the agency being 
audited. In these situations, the auditor may be 
provided with information compiled by the agency being 
audited in order to answer the audit objectives. The 
auditor may find it necessary to test the quality of the 
information, which includes both its validity and 
reliability.

c. The audit objectives might focus on information that 
is used for widely accepted purposes and obtained from 
sources generally recognized as appropriate. For 
example, economic statistics issued by government 
agencies for purposes such as adjusting for inflation, or 
other such information issued by authoritative 
organizations, may be the best information available. In 
such cases, it may not be practical or necessary for 
auditors to conduct procedures to verify the information. 
These decisions call for professional judgment based 
on the nature of the information, its common usage or 
acceptance, and how it is being used in the audit.

d. The audit objectives might focus on comparisons or 
benchmarking between various government functions 
or agencies. These types of audits are especially useful 
for analyzing the outcomes of various public policy 
decisions. In these cases, auditors may perform 
analyses, such as comparative statistics of different 
jurisdictions or changes in performance over time, 
where it would be impractical to verify the detailed data 
underlying the statistics. Clear disclosure as to what 
extent the comparative information or statistics were 
evaluated or corroborated will likely be necessary to 
place the evidence in context for report users.
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e. The audit objectives might focus on trend information 
based on data provided by the audited entity. In this 
situation, auditors may assess the evidence by using 
overall analytical tests of underlying data, combined 
with a knowledge and understanding of the systems or 
processes used for compiling information.

f. The audit objectives might focus on the auditor 
identifying emerging and cross-cutting issues using 
information compiled or self-reported by agencies. In 
such cases, it may be helpful for the auditor to consider 
the overall appropriateness of the compiled information 
along with other information available about the 
program. Other sources of information, such as 
inspector general reports or other external audits, may 
provide the auditors with information regarding whether 
any unverified or self-reported information is consistent 
with or can be corroborated by these other external 
sources of information.

Findings A6.06 When the audit objectives include explaining why 
a particular type of positive or negative program 
performance, output, or outcome identified in the audit 
occurred, they are referred to as “cause.”193 Identifying 
the cause of problems may assist auditors in making 
constructive recommendations for correction. Because 
deficiencies can result from a number of plausible 
factors or multiple causes, the recommendation can be 
more persuasive if auditors can clearly demonstrate 
and explain with evidence and reasoning the link 
between the deficiencies and the factor or factors they 
have identified as the cause or causes. Auditors may 
also identify deficiencies in program design or structure 
as the cause of deficient performance. Auditors may 
also identify deficiencies in internal control that are 

193See paragraph 6.76 for additional discussion of “cause.” 
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significant to the subject matter of the performance 
audit as the cause of deficient performance. In 
developing these types of findings, the deficiencies in 
program design or internal control would be described 
as the “cause.” Often the causes of deficient program 
performance are complex and involve multiple factors, 
including fundamental, systemic root causes. 
Alternatively, when the audit objectives include 
estimating the program’s effect on changes in physical, 
social, or economic conditions, auditors seek evidence 
of the extent to which the program itself is the “cause” of 
those changes.

A6.07 When the audit objectives include estimating the 
extent to which a program has caused changes in 
physical, social, or economic conditions, “effect” is a 
measure of the impact achieved by the program. In this 
case, “effect” is the extent to which positive or negative 
changes in actual physical, social, or economic 
conditions can be identified and attributed to the 
program.

Information to 
Accompany 
Chapter 7

A7.01 Chapter 7 discusses the reporting standards for 
performance audits. The following discussion is 
provided to assist auditors in developing and writing 
their audit report for performance audits.

Report Quality 
Elements

A7.02 The auditor may use the report quality elements 
of timely, complete, accurate, objective, convincing, 
clear, and concise when developing and writing the 
audit report as the subject permits.194

a. Accurate: An accurate report is supported by 
sufficient, appropriate evidence with key facts, figures, 

194See paragraph 7.08 for additional discussion of report contents.
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and findings being traceable to the audit evidence. 
Reports that are fact-based, with a clear statement of 
sources, methods, and assumptions so that report 
users can judge how much weight to give the evidence 
reported, assist in achieving accuracy. Disclosing data 
limitations and other disclosures also contribute to 
producing more accurate audit reports. Reports also are 
more accurate when the findings are presented in the 
broader context of the issue. One way to help audit 
organizations prepare accurate audit reports is to use a 
quality control process such as referencing. 
Referencing is a process in which an experienced 
auditor who is independent of the audit checks that 
statements of facts, figures, and dates are correctly 
reported, that the findings are adequately supported by 
the evidence in the audit documentation, and that the 
conclusions and recommendations flow logically from 
the evidence.

b. Objective: Objective means that the presentation of 
the report is balanced in content and tone. A report’s 
credibility is significantly enhanced when it presents 
evidence in an unbiased manner and in the proper 
context. This means presenting the audit results 
impartially and fairly. The tone of reports may 
encourage decision makers to act on the auditors’ 
findings and recommendations. This balanced tone can 
be achieved when reports present sufficient, 
appropriate evidence to support conclusions while 
refraining from using adjectives or adverbs that 
characterize evidence in a way that implies criticism or 
unsupported conclusions. The objectivity of audit 
reports is enhanced when the report explicitly states the 
source of the evidence and the assumptions used in the 
analysis. The report may recognize the positive aspects 
of the program reviewed if applicable to the audit 
objectives. Inclusion of positive program aspects may 
lead to improved performance by other government 
organizations that read the report. Audit reports are 
more objective when they demonstrate that the work 
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has been performed by professional, unbiased, 
independent, and knowledgeable staff.

c. Complete: Being complete means that the report 
contains sufficient, appropriate evidence needed to 
satisfy the audit objectives and promote an 
understanding of the matters reported. It also means 
the report states evidence and findings without 
omission of significant relevant information related to 
the audit objectives. Providing report users with an 
understanding means providing perspective on the 
extent and significance of reported findings, such as the 
frequency of occurrence relative to the number of cases 
or transactions tested and the relationship of the 
findings to the entity’s operations. Being complete also 
means clearly stating what was and was not done and 
explicitly describing data limitations, constraints 
imposed by restrictions on access to records, or other 
issues.

d. Convincing: Being convincing means that the audit 
results are responsive to the audit objectives, that the 
findings are presented persuasively, and that the 
conclusions and recommendations flow logically from 
the facts presented. The validity of the findings, the 
reasonableness of the conclusions, and the benefit of 
implementing the recommendations are more 
convincing when supported by sufficient, appropriate 
evidence. Reports designed in this way can help focus 
the attention of responsible officials on the matters that 
warrant attention and can provide an incentive for taking 
corrective action.

e. Clear: Clarity means the report is easy for the 
intended user to read and understand. Preparing the 
report in language as clear and simple as the subject 
permits assists auditors in achieving this goal. Use of 
straightforward, nontechnical language is helpful to 
simplify presentation. Defining technical terms, 
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abbreviations, and acronyms that are used in the report 
is also helpful. Auditors may use a highlights page or 
summary within the report to capture the report user’s 
attention and highlight the overall message. If a 
summary is used, it is helpful if it focuses on the specific 
answers to the questions in the audit objectives, 
summarizes the audit’s most significant findings and the 
report’s principal conclusions, and prepares users to 
anticipate the major recommendations. Logical 
organization of material, and accuracy and precision in 
stating facts and in drawing conclusions assist in the 
report’s clarity and understanding. Effective use of titles 
and captions and topic sentences makes the report 
easier to read and understand. Visual aids (such as 
pictures, charts, graphs, and maps) may clarify and 
summarize complex material.

f. Concise: Being concise means that the report is not 
longer than necessary to convey and support the 
message. Extraneous detail detracts from a report, may 
even conceal the real message, and may confuse or 
distract the users. Although room exists for 
considerable judgment in determining the content of 
reports, those that are fact-based but concise are likely 
to achieve results.

g. Timely: To be of maximum use, providing relevant 
evidence in time to respond to officials of the audited 
entity, legislative officials, and other users’ legitimate 
needs is the auditors’ goal. Likewise, the evidence 
provided in the report is more helpful if it is current. 
Therefore, the timely issuance of the report is an 
important reporting goal for auditors. During the audit, 
the auditors may provide interim reports of significant 
matters to appropriate entity officials. Such 
communication alerts officials to matters needing 
immediate attention and allows them to take corrective 
action before the final report is completed.
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GAGAS Conceptual Framework for 
Independence Appendix II

Source: GAO.

Assess condition or activity for 
threats to independence

Assess safeguard(s) 
effectiveness

Identify and apply 
safeguard(s)

Assess threat for significance

Is threat significant?

Threat identified?

Is threat eliminated or reduced 
to an acceptable level?

Yes

No

Yes

Document nature of threat and 
any safeguards applied

Yes

No

Independence
impairment; do not 

proceed
Proceed

Proceed

GAGAS Conceptual Framework 

for Independence

Proceed

No

Is threat related to a nonaudit 
service?

Is the nonaudit service 
specifically prohibited in 

GAGAS paragraphs 3.36 or 
3.49 through 3.58?

No

No

Yes

Yes
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economy and efficiency audits (see performance audits)
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effect (see attestation engagements, field work; financial audits, performing; performance audits, field 
work)
ethical principles  1.10–1.24

conflicts, avoiding  1.19
as framework  1.04
and independence 1.12
information, use of government  1.20–1.21
integrity  1.12, 1.14b, 1.17–1.18
objectivity  1.12, 1.14c, 1.19
position, use of government  1.14d, 1.20, 1.23
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appropriateness  6.56-6.57, 6.60-6.66, A6.05
audit plan  6.51-6.52 
of cause  6.76 
documentation of  6.79-6.85 
insufficient  7.07
sources, identifying  6.38
sufficiency of  6.56-6.57, 6.67-6.68 
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qualifications for, additional  3.73-3.75 
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abuse  4.07-4.08 
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AICPA standards  4.01, 4.02, 4.15, 4.47 
cause  4.13 
communication, auditor  4.02-4.04, 4.46, 4.48 
compliance with provisions of laws, regulations, and grant agreements  4.06-4.09, 4.10, 4.48
condition  4.12
corrective action  4.05, 4.13-4.14, 4.48 
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definition 2.07
documentation  4.04, 4.06, 4.26
effect  4.14
evidence  4.11, 4.12, 4.15a
findings, developing elements of  4.10–4.14
fraud  4.02c, 4.06-09, 4.10n
GAGAS, departure from  4.15b 
governance, identifying those charged with  4.03, 4.04
internal control  4.10
materiality  4.05, 4.08, 4.46-4.47
planning  4.05, 4.10, 4.47
previous engagements, use of  4.02, 4.05
risk, assessing  4.05
supervisory review  4.15a
work of others, use of  4.16 

financial audits, reporting  4.17-4.48 
abuse  4.17c, 4.23, 4.25-4.28, 4.30, 4.33, 4.48
AICPA standards  4.17, 4.18, 4.21, 4.24, 4.47
classified information  4.40-4.44, 4.45
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communication, auditor  4.17c, 4.23, 4.26, 4.30, 4.44, 4.46b, 4.48
confidential or sensitive information  4.17e, 4.40-4.44 
corrective actions  4.28, 4.33, 4.34, 4.38
direct reporting to outside parties  4.30-4.32
distribution  4.45
documentation  4.45
findings, presenting  4.28, 4.29 
fraud  4.02c, 4.06-4.09, 4.10, 4.17, 4.23-4.30, 4.33
GAGAS, reporting auditors’ compliance with  2.24-2.25, 4.17a, 4.18
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internal control deficiencies  4.17, 4.19, 4.24, 4.25, 4.28, 4.33
internal control, reporting on  4.17, 4.19, 4.20-4.25, 4.28, 4.33
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441 G St. N.W. 
Washington, DC 20548 

September 2013 
 
 
To Federal Officials and Others Interested in Standards for Internal 
Control in the Federal Government 
 
GAO invites your comments on the accompanying proposed changes to 
Standards for Internal Control in the Federal Government, commonly 
known as the “Green Book.” This letter describes the process used by 
GAO for revising the Green Book, summarizes the proposed major 
changes, discusses proposed effective dates, and provides instructions for 
submitting comments on the proposed standards. 
 
Process for Revising the Green Book 
 
To help ensure that the standards continue to meet the needs of the 
federal community and the public it serves, the Comptroller General of the 
United States established the Advisory Council on Standards for Internal 
Control in the Federal Government (Green Book Advisory Council) to 
review GAO’s revision of the standards and consider any other necessary 
changes. The Green Book Advisory Council includes experts in financial 
management drawn from federal, state, and local government; the private 
sector; public accounting; and academia. This exposure draft includes the 
Green Book Advisory Council’s input regarding the proposed changes. We 
are currently requesting public comments on the proposed revisions in the 
exposure draft. 
 
Summary of Major Changes 
 
The proposed revision to the Green Book will be the third since GAO first 
issued the standards in 1983. The proposed changes contained in the 
2013 Exposure Draft update the Green Book to reflect major 
developments in the accountability and financial management profession 
and emphasize specific considerations applicable to the government 
environment.  
 
Enclosure I to this letter contains a discussion of the major changes. 
 
Effective Dates 
 
When issued in final form, this revision will supersede the November 1999 
revision of the standards. The effective date for this revision, as well as 
transition guidance to help officials implement the revised standards, will 
be included when the Green Book is issued in final form. 
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Instructions for Commenting 
 
The draft of the proposed changes to Standards for Internal Control in the 
Federal Government, 2013 Exposure Draft, is only available in electronic 
format and can be downloaded from GAO’s Green Book web page at: 
http://www.gao.gov/greenbook. 
 

- - - - - 
 
We are requesting comments on this draft from federal officials; managers 
and auditors at all levels of government; the public accounting profession; 
academia; professional organizations; public interest groups; and other 
interested parties. To assist you in developing your comments, specific 
issues are presented in enclosure II to this letter. We encourage you to 
comment on these issues and any additional issues that you note. Please 
associate your comments with specific references to question numbers 
in the enclosure and/or paragraph numbers in the proposed standards 
and provide your rationale for any suggested changes, along with 
suggested revised language. All comments received from the public will 
be considered a matter of public record and will ultimately be posted on 
the GAO website.  
 
Please send your comment letters to our Green Book inbox: 
GreenBook@gao.gov no later than December 2, 2013.  
 
If you need additional information please contact me at (202) 512-3133 or 
dalkinj@gao.gov. 
 

 
James Dalkin 
Director, Financial Management and Assurance 
 
Enclosures - 2 
 
  



 
 

iii  GAO 13-830SP Green Book Exposure Draft 

Enclosure I: Summary of Major Changes  
 

The 2013 revision of the Standards for Internal Control in the Federal 
Government represents a modernized version of the standards. These 
standards take into account the developments made in government in the 
area of internal control. These standards provide management criteria for 
designing, implementing, and operating an internal control system and 
reinforce management’s accountability for internal control.  

This revision does not change the previous standards on a conceptual 
level. The revised standards retain the five components of internal control, 
but introduce 17 principles to assist management in achieving an effective 
internal control system. These principles were adopted from the 
Committee of Sponsoring Organizations of the Treadway Commission’s 
revision of its Internal Control: Integrated Framework and adapted for the 
government environment. The revised standards also introduce attributes 
that support these principles and further define the requirements for an 
effective internal control system.  
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Enclosure II: Questions for Commenters  
 

The following questions are provided to guide users in commenting on the 
2013 Exposure Draft of the Standards for Internal Control in the Federal 
Government. We encourage you to comment on these issues and any 
additional issues that you note. Please associate your comments with 
specific references to question numbers, paragraph numbers, or both in 
the proposed standards and provide your rationale for any proposed 
changes, along with suggested revised language. 

1. Is the hierarchy of components, principles, and attributes clearly 
explained? 

2. Are there any internal control concepts unique to the government 
environment that should be in the Green Book that are not currently 
included?  

3. Does the framework provide the necessary information to allow program 
managers to evaluate the internal controls for their programs? 

4. Does the Green Book provide adequate criteria for auditors?  

5. Are the requirements for management to design, implement, and 
operate an internal control system clear, understandable, and adequate? 

6. Is the evaluation of deficiencies discussion clear, understandable, and 
adequate? 

7. Are the roles, divisions, and overlaps of responsibility for the oversight 
body, management, and personnel clear, understandable, and adequate? 

8. Are the documentation requirements included in the Green Book clear, 
understandable, and adequate? 

9. Is there a need for additional internal control implementation guidance? 
If so, what form should it take? 

10. Is this Green Book written in such a way to allow state, local, and 
quasi-governmental entities, as well as not-for-profit organizations, to 
adapt it for their own use? 
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Overview 
 

Foreword 
Policymakers and program managers are continually seeking ways to 
improve accountability in achieving an entity’s mission. A key factor in 
improving accountability in achieving an entity’s mission is to implement 
an effective internal control system. An effective internal control system 
helps an entity adapt to shifting environments, evolving demands, and new 
priorities. As programs change and entities strive to improve operational 
processes and implement new technology, management continually 
evaluates its internal control system to ensure that it is effective and 
updated when necessary. 

 

Section 3512 (c) and (d) of Title 31 of the United States Code (commonly 
known as the Federal Managers’ Financial Integrity Act (FMFIA)) requires 
the Comptroller General to issue standards for internal control in 
government. These standards, known as the Standards for Internal 
Control in the Federal Government (Green Book), provide the overall 
framework for establishing and maintaining an effective internal control 
system. Office of Management and Budget (OMB) Circular No. A-123, 
Management’s Responsibility for Internal Control, provides specific 
requirements for assessing and reporting on controls in the federal 
government. The term “internal control” in this document covers all 
aspects of an entity’s objectives (operations, reporting, and compliance). 

 

The Green Book may also be applied by state, local, and quasi-
governmental entities, as well as not-for-profit organizations, as a 
framework for an internal control system. Management of these entities 
determines, based on applicable laws and regulations, how to 
appropriately adapt the framework presented in the Green Book for an 
entity.   

 

The Committee of Sponsoring Organizations of the Treadway Commission 
(COSO) updated its internal control guidance in 2013 with the issuance of 
a revised Internal Control - Integrated Framework.1

                                                      
1 See Committee of Sponsoring Organizations of the Treadway Commission (COSO) 
Internal Control – Integrated Framework  (May 2013) 

 COSO has introduced 
the concept of principles related to the five components of internal control. 
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We have adapted these principles in developing this update.  When 
finalized, the updated Green Book will supersede those previously 
issued.2

 

 

 

  

                                                      
2 See GAO Standards for Internal Control in the Federal Government, GAO/AIMD-00-
21.3.1 (Washington, D.C.: November 1999)   
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How to Use the Green Book 
We are issuing the Green Book to provide managers with internal control 
criteria to help them design, implement, and operate an effective internal 
control system. Our goal is to define the standards of internal control 
through the components, principles, and relevant attributes of internal 
control and explain why they are integral to an entity’s internal control 
system. We recognize that in discussing internal control, we are 
separating internal control from the operational processes in which it 
occurs. We have done so to clarify what processes management 
considers part of internal control. In a mature and highly effective internal 
control system, internal control may be indistinguishable from day-to-day 
activities personnel perform. 

 

We have structured the Green Book as follows: 

1. An overview, including: 

• Section 1: an overview of the fundamental concepts of internal 
control  

• Section 2: a discussion of internal control components, principles, 
and attributes; how these relate to an entity’s objectives; and the 
three categories of objectives 

• Section 3: a discussion of how management evaluates the internal 
control system’s design, implementation, and operation  

• Section 4: additional considerations that apply to all components in 
an internal control system 

2. A discussion of the requirements for each of the five components, 17 
principles, and related attributes as well as additional discussion of the 
requirements  

 

We have clearly marked the requirements for the Green Book through the 
use of “must” and “should.” For further discussion of the requirements, 
please refer to sections 2 and 3 of the Overview.  
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Section 1 - Fundamental Concepts of Internal Control 

Definition of Internal Control 
O1.01 Internal control is an integral component of an entity’s management 
that provides reasonable assurance that the objectives of an entity are 
being achieved. These objectives and related risks can be broadly 
classified into one or more of the three following categories: 

• Operations - Effectiveness and efficiency of operations 

• Reporting - Reliability of reporting for internal and external use  

• Compliance - Compliance with applicable laws and regulations 

 

O1.02 These are distinct but overlapping categories. A particular objective 
can fall under more than one category, can address different needs, and 
may be the direct responsibility of different individuals.  

 

O1.03 Internal control comprises the plans, methods, policies, and 
procedures used to fulfill the mission, strategic plan, goals, and objectives 
of the organization. Internal control serves as the first line of defense in 
safeguarding assets. In short, internal control helps federal managers 
achieve desired results through effective stewardship of public resources.  

 

An Internal Control System 
O1.04 An internal control system is a continuous built-in component of 
operations, effected by people, that provides reasonable assurance, not 
absolute assurance, that an organization’s objectives will be achieved. 

 

O1.05 Internal control is not one event, but a series of actions that occur 
throughout an entity’s operations. Internal control is recognized as an 
integral part of the operational processes management uses to regulate 
and guide its operations rather than as a separate system within an entity. 
In this sense, internal control is built into the entity as a part of the 
organizational structure to help managers achieve the entity’s objectives 
on an ongoing basis.  

 

O1.06 People are what make internal control work. Management is 
responsible for an effective internal control system. As part of this 
responsibility, management sets the entity’s objectives, implements 
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controls, and evaluates the internal control system. However, personnel 
throughout an organization play important roles in implementing and 
operating an effective internal control system.  

 

O1.07 An effective internal control system increases the likelihood that an 
entity will achieve its objectives. However, no matter how well designed, 
implemented, or operated, an internal control system cannot provide 
absolute assurance that all of an organization’s objectives will be met. 
Factors outside the control or influence of management can affect the 
entity’s ability to achieve all of its objectives. For example, a natural 
disaster can affect an organization’s ability to achieve its objectives. 
Therefore, once in place, effective internal control provides reasonable, 
not absolute, assurance that an organization will achieve its objectives.  

 

Section 2 - Establishing an Effective Internal Control System  

Presentation of Standards 
O2.01 The Green Book defines the standards for internal control in the 
federal government. FMFIA requires federal executive branch entities to 
establish internal control in accordance with these standards. The 
standards provide criteria for assessing the design, implementation, and 
operating effectiveness of internal control in federal government entities to 
determine if an internal control system is effective. An entity must have an 
effective internal control system to comply with the standards.  

 

O2.02 The Green Book applies to all aspects of an entity’s objectives: 
operations, reporting, and compliance. However, these standards are not 
intended to limit or interfere with duly granted authority related to 
legislation, rule-making, or other discretionary policy-making in an 
organization. In implementing the Green Book, management is 
responsible for designing the policies and procedures to fit an entity’s 
operations and building them in as an integral part of the entity’s 
operations.   

 

Components, Principles, and Attributes 
O2.03 An entity determines its mission, sets a strategic plan, establishes 
entity objectives, and formulates plans to achieve its objectives. 
Management, with oversight from the entity’s oversight body, may set 
objectives for an entity as a whole, or target activities within the entity. 
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Management uses internal control to help the organization achieve these 
objectives. While there are different ways to present internal control, the 
Green Book approaches internal control through a hierarchical structure of 
five components, 17 principles, and relevant attributes.  

 
O2.04 The five components of internal control are: 

• Control Environment - The foundation for an internal control 
system. It provides the discipline and structure to help an entity 
achieve its objectives. 

• Risk Assessment - Assesses the risks facing the entity as it seeks 
to achieve its objectives. This assessment provides the basis for 
developing appropriate risk responses. 

• Control Activities - The actions management establishes through 
policies and procedures to achieve objectives and respond to risks 
in the internal control system, which includes the entity’s 
information system.  

• Information and Communication - The quality information 
management uses to support the internal control system. 
Communicating quality information is vital for an entity to run and 
control its operations. 

• Monitoring - Assesses the quality of performance over time and 
ensures that the findings of audits and other reviews are promptly 
resolved. 

 

O2.05 These five components represent the highest level of the hierarchy 
of standards for internal control in the federal government. The principles 
and underlying attributes represent the requirements necessary to achieve 
the standards of internal control. In the Green Book, these requirements 
are identified through use of specific language. The Green Book uses the 
word “should” to denote a principle or attribute statement.  

 

O2.06 In general, all components, principles, and attributes are relevant 
for an effective internal control system. However, there may be an 
operating or regulatory situation in which management has determined 
that a principle or attribute is not relevant for the entity to achieve its 
objectives and address related risks. Relevance refers to management’s 
determination that each principle and attribute has a significant bearing on 
the design, implementation, and operation of its associated component. If 
management decides a principle or attribute is not relevant, management 
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supports that determination with documentation that includes the rationale 
of how, in the absence of that principle or attribute, the associated 
component could be designed, implemented, and operated effectively. 

 

O2.07 In addition to principle and attribute requirements, the Green Book 
contains additional information in the form of application material. 
Application material provides further explanation of the principle and 
attribute requirements and may explain more precisely what a requirement 
means and what it is intended to cover, or include examples of procedures 
that may be appropriate for an entity. The words “may,” “might,” and 
“could” are used to describe these procedures. The application material 
may also provide background information on matters addressed in the 
Green Book. Although application material does not impose a 
requirement, it is relevant to the proper implementation of the 
requirements. Management has a responsibility to understand the 
application material and exercise judgment in fulfilling the requirements of 
the principles and attributes.  

 

O2.08 Management has a responsibility to consider the entire text of the 
Green Book in designing, implementing, and operating an internal control 
system. The Green Book, however, does not prescribe the process for 
how management designs, implements, and operates its internal control 
system.  

 
O2.09 Below are the five components of internal control and 17 related 
principles. The related attributes are covered in the respective component 
chapters. 
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Internal Control and the Entity 
O2.10 A direct relationship exists among an entity’s objectives, the five 
components of internal control, and the organizational structure of an 
entity. Objectives are what an entity wants to achieve. The five 
components of internal control are what is required of the entity to achieve 
the objectives. Organizational structure encompasses the operating units, 
operational processes, and other structures management uses to achieve 
the objectives. This relationship is depicted in the form of a cube 
developed by COSO.3

                                                      
3 See paras. 3.03 through 3.07 for further discussion of organizational structure. 

  

Control environment 
1. The oversight body and managemenl should dem011strale a 
commitment lo lnlegnty and eltilcal Values 

2. The overslghl body should oversee lh!! enUty's internal control 
system, 

3. Management should establish an organizational structure, 
assign responsibility, and delegate authority lo achieve the 
entity's objectives. 

4 . Management should demonstrate a commilfnenl to attract, 
develop, and retain Cl)mpelent individuals, 

5. Mana(!Bment should evaluate performance and hold lndiv1du• 
als accountable for their Internal control respons1bllities. 

Risk assessment 
6. Management should define objecliVes and risk tolerances. 

7. Management should identify, analyze. and respond lo risks 
related to achieving the defined objectives . 

8. Management should oorn;Ider the potenUal for fraud when 
Identifying, analyzing, and responding to nsks 

9, Management should Identify, analyze, and respond to 
significant changes in the Internal control system. 

Control activities 
10. Management should design c.ontrol aetivtties lo achieve 
obJectlves and risk responses. 

11 . Management should design control activiUes for lhe entily's 
information system. 

12. Management should Implemesit control activflies, 

Information and communication 
1 J . Management should use quality Infcrmallon. 

14. Management snould In emally communleate the necessary 
quality Inromiahon 

15. Management should externally communicate the necessary 
quahty lnrormatton 

Momtonng 

16 . Management should establish monitoring activlbes to 
monitor lhe internal control system and evaluate the results. 

17. Management should ensure Identified internal control 
deficiencies are remediated on a bmely basis 



 
 

9  GAO 13-830SP Green Book Exposure Draft 

 
O2.11 The three categories into which an entity’s objectives can be 
classified are represented by the columns labelled on top of the cube. The 
five components of internal control are represented by the rows. The 
organizational structure is represented by the third dimension of the cube.  

 

O2.12 Each component of internal control applies to all three categories of 
objectives and the organizational structure.  

 

O2.13 Internal control is a dynamic, iterative, and integrated process in 
which components impact the design, implementation, and operating 
effectiveness of each other. No two entities will have an identical internal 
control system due to differences in factors such as mission, regulatory 
environment, strategic plan, entity size, risk tolerance, and information 
technology.  

 

Roles in an Internal Control System 
O2.14 Because internal control is a part of management’s overall 
responsibility, the five components are discussed in the context of the 
management of the entity. However, everyone in the organization has a 
responsibility for internal control. In general, roles in an entity’s internal 
control system can be categorized as follows:  

• Oversight body - The oversight body is responsible for overseeing 
the strategic direction of the entity and obligations related to the 

Control environment 

Risk assessment 

Information and communication 

Monitoring activities Entity level 

Source: COSO. 
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accountability of the entity. This includes overseeing 
management’s design, implementation, and operation of an 
internal control system. For some entities, an oversight body might 
be one or a few members of senior management. For other 
entities, multiple parties may be members of the entity’s oversight 
body. For the purpose of the Green Book, oversight by an 
oversight body is implicit in each principle and attribute. 

• Management - Management is directly responsible for all activities 
of an organization, including the design, implementation, and 
operating effectiveness of an entity’s internal control system. 
Managers’ responsibilities vary depending on their functions in the 
organizational structure.  

• Personnel - Personnel help management design, implement, and 
operate an internal control system and are responsible for 
reporting issues noted in the entity’s operations, compliance, or 
reporting objectives.4

 

  

O2.15 External auditors and the Office of Inspector General (IG) are not 
considered a part of an entity’s internal control system. While 
management may evaluate and incorporate recommendations by external 
auditors and the IG, responsibility for an entity’s internal control system 
resides with management.  

Objectives of an Entity 
O2.16 Management, with oversight by an oversight body, sets objectives 
to meet the entity’s mission, requirements of applicable laws and 
regulations, strategic plan, and goals. Management sets objectives before 
designing an entity’s internal control system. Management may include 
setting objectives as part of the strategic planning process.  

 

O2.17 Management, as part of designing an internal control system, 
defines the objectives in specific and measureable terms to enable 
management to identify, analyze, and respond to risks related to achieving 
those objectives.   

 

Categories of Objectives 
O2.18 Management groups objectives into one or more of the three 
categories of objectives: 
                                                      
4 See paras. 16.01 through 17.10 for further discussion on identifying issues. 
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• Operations - Effectiveness and efficiency of operations 

• Reporting - Reliability of reporting for internal and external use  

• Compliance - Compliance with applicable laws and regulations  

 

Operations Objectives 

O2.19 Operations objectives relate to program operations that achieve an 
entity’s mission. An entity’s mission may be defined in a strategic plan. 
Such plans set the goals and objectives for an entity along with the 
effective and efficient operations necessary to fulfill those objectives. 
Effective operations produce the intended results from operational 
processes while efficient operations do so in a manner that minimizes the 
waste of resources.  

 

O2.20 Management can set, from the objectives, related subobjectives for 
units within the organizational structure. Management, by linking 
objectives throughout the entity to the mission, improves the effectiveness 
and efficiency of program operations in achieving the mission.  

 

Reporting Objectives 

O2.21 Reporting objectives relate to the preparation of reports for use by 
the entity, its stakeholders, or other external parties. Reporting objectives 
may be grouped further into subcategories:  

• External Financial Reporting Objectives - Objectives related to the 
release of the entity’s financial performance in accordance with 
professional standards, applicable laws and regulations, as well as 
expectations of stakeholders.  

• External Nonfinancial Reporting Objectives - Objectives related to 
the release of nonfinancial information in accordance with 
professional standards, applicable laws and regulations, as well as 
expectations of stakeholders.   

• Internal Financial Reporting Objectives and Nonfinancial Reporting 
Objectives - Objectives related to gathering information needed by 
management to support decision making and evaluation of the 
entity’s performance.  
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Compliance Objectives 

O2.22 In the government sector, objectives related to compliance with 
applicable laws and regulations can be more significant than in the private 
sector. Laws and regulations often prescribe a government entity’s 
objectives, structure, methods to achieve objectives, and reporting of 
performance relative to achieving objectives. Management considers 
objectives in the category of compliance comprehensively for the entity 
and determines what controls would be necessary to design, implement, 
and operate for the entity to achieve these objectives effectively.  

 

O2.23 Management conducts activities in accordance with applicable laws 
and regulations. As part of specifying compliance objectives, the entity 
determines which laws and regulations apply to the entity. Management is 
expected to set objectives that incorporate these requirements. Some 
entities may set objectives to a higher level of performance than 
established by laws and regulations. In setting those objectives, 
management is able to exercise discretion relative to the performance of 
the entity.  

 

Safeguarding of Assets 
O2.24 A subset of the three categories of objectives is the safeguarding of 
assets. Management designs an internal control system to provide 
reasonable assurance regarding prevention or  prompt detection of 
unauthorized acquisition, use, or disposition of an entity’s assets.  

 

Setting Subobjectives  
O2.25 Management can develop from objectives more specific 
subobjectives throughout the organizational structure. Management needs 
to define subobjectives in specific and measurable terms that can be 
communicated to the personnel who are assigned responsibility to achieve 
these subobjectives. Both management and personnel require an 
understanding of an objective, its subobjectives, and defined levels of 
performance to ensure accountability in an internal control system.  
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Section 3 - Evaluation of an Effective Internal Control System  

Requirements for Effective Internal Control 
O3.01 An effective internal control system provides reasonable assurance 
that the organization will achieve its objectives. It requires that  

• each of the five components, 17 principles, and relevant attributes 
of internal control are effectively designed, implemented, and 
operating and 

• the five components are operating together in an integrated 
manner. 

 

O3.02 To determine if an internal control system meets these 
requirements, management evaluates the effect of internal control 
deficiencies on the internal control system.  

 

Evaluation of Deficiencies in Internal Control  
O3.03 Management evaluates control deficiencies identified by 
management’s ongoing monitoring of the internal control system as well 
as any separate evaluations performed by both internal and external 
sources. A deficiency in internal control exists when the design, 
implementation, or operation of a control does not allow management or 
personnel, in the normal course of performing their assigned functions, to 
achieve control objectives and address related risks.  

 

O3.04 In the federal government FMFIA mandates that the head of each 
executive agency annually prepare a statement as to whether the 
agency’s systems of internal accounting and administrative controls 
comply with the requirements of the act. If the systems do not comply, the 
head of the agency will include a report in which any material weaknesses 
in the agency’s system of internal accounting and administrative control 
are identified and the plans and schedule for correcting any such 
weakness are described.  

 

Design and Implementation  
O3.05 When evaluating design of internal control, management 
determines if controls individually and in combination with other controls 
are capable of achieving an objective and addressing related risks. When 
evaluating implementation, management determines if the control exists 
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and if the entity has placed the control into operation. A control cannot be 
effectively implemented if it was not effectively designed. A deficiency in 
design exists when (a) a control necessary to meet a control objective is 
missing or (b) an existing control is not properly designed so that even if 
the control operates as designed, the control objective would not be met. 
A deficiency in implementation exists when a properly designed control is 
not implemented correctly in the internal control system.  

 

Operation 
O3.06 In evaluating operating effectiveness, management determines if 
controls were applied at relevant times during the period under evaluation, 
the consistency with which they were applied, and by whom or by what 
means they were applied. If substantially different controls were used at 
different times during the period under evaluation, management evaluates 
operating effectiveness separately for each unique control system. A 
control cannot be effectively operating if it was not effectively designed 
and implemented. A deficiency in operation exists when a properly 
designed control does not operate as designed, or when the person 
performing the control does not possess the necessary authority or 
competence to perform the control effectively.  

 

Effect on the Internal Control System 
O3.07 Management evaluates the significance of identified deficiencies. 
Significance refers to the relative importance of a deficiency in the entity 
achieving a defined objective. To evaluate the significance of the 
deficiency, management assesses its effect on achieving the defined 
objectives at both the entity and transaction level. Management evaluates 
the significance of a deficiency by considering the magnitude of impact, 
likelihood of occurrence, and nature of the deficiency. Magnitude of impact 
refers to the likely effect that the deficiency could have on the entity 
achieving its objectives and is affected by factors such as the size, pace, 
and duration of the deficiency’s impact. A deficiency may be more 
significant to one objective than another. Likelihood of occurrence refers to 
the possibility of a deficiency impacting an entity’s ability to achieve its 
objectives. The nature of the deficiency involves factors such as the 
degree of subjectivity involved with the deficiency and whether the 
deficiency arises from fraud or misconduct. The oversight body oversees 
management’s evaluation of significance of deficiencies to ensure that 
deficiencies have been properly considered.  
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O3.08 Deficiencies are evaluated both on an individual basis and in the 
aggregate. Management considers the correlation among different 
deficiencies or groups of deficiencies when evaluating their significance. 
Deficiency evaluation varies by entity because of differences in entities’ 
objectives.  

 

O3.09 Generally, management first considers whether controls are 
designed, implemented, and operating effectively to achieve each relevant 
attribute. The Green Book describes each attribute in general terms. For 
each attribute, management considers the elements underlying the 
attribute and whether controls are properly designed, implemented, and 
operating effectively to achieve each element of the attribute. If one or 
more of the elements are not achieved, then a deficiency in internal control 
exists. In determining whether an attribute is achieved, management 
considers whether the design, implementation, and operation of the 
controls, in the aggregate, are sufficient to fully achieve the attribute. Such 
consideration includes an assessment of the impact of identified 
deficiencies on the achievement of the attribute. 

 

O3.10 For each principle, management makes a summary determination 
as to whether the principle is designed, implemented, and operating 
effectively by considering whether the related attributes are achieved. If a 
principle is not designed, implemented, or operating effectively, then the 
respective component is not likely to be effective, and an internal control 
system is unlikely to be effective in helping the entity in achieving its 
objectives. 

 

O3.11 Based on the results of this evaluation, management then 
evaluates the design, implementation, and operating effectiveness of each 
of the five components of internal control and whether they operate 
together effectively. If one or more of the five components are not 
effectively designed, implemented, or operating effectively, then an 
internal control system is ineffective. Judgment is used in making such 
determinations, which includes exercising reasonable care. 

 

Section 4 - Additional Considerations  

Service Organizations 
O4.01 Management may engage external parties to perform certain 
operational processes for the entity, such as accounting and payroll 
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processing, security services, or healthcare claims processing. For the 
purpose of the Green Book, these external parties are referred to as 
“service organizations.” Management, however, retains responsibility 
for the performance of processes assigned to service organizations. 
Therefore, management needs to understand the controls each service 
organization has designed, has implemented, and operates for the 
assigned operational process and how the service organization’s 
internal control system impacts the entity’s internal control system. 

 

O4.02 Management also considers the complementary entity user 
controls identified by the service organization or its auditors. 
Management determines whether established internal controls are 
sufficient to ensure the entity achieves objectives and addresses risks 
related to the outsourced process or to incorporate the complementary 
user entity controls into the entity’s internal control system.  

  

O4.03 Management may consider the following when determining the 
extent of oversight controls for the service organization: 

• The nature of services outsourced 

• The service organization’s standards of conduct 

• Quality and frequency of the service organization’s enforcement of 
adherence to standards of conduct by its personnel 

• Magnitude and level of complexity of the entity’s operations and 
organizational structure  

 

Large versus Small Entities 
O4.04 The 17 principles apply to both large and small entities. However, 
smaller entities may have different implementation approaches than larger 
entities. Smaller entities typically have unique advantages, which can 
contribute to an effective internal control system. These may include a 
higher level of involvement by management in operational processes and 
direct interaction with personnel. Smaller entities may find informal staff 
meetings effective for communicating quality information, where larger 
entities may need more formal mechanisms, such as written reports, 
intranet portals, or periodic formal meetings, to communicate with the 
organization.  
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O4.05 A smaller entity, however, faces greater challenges in segregating 
duties because of its concentration of responsibilities and authorities in the 
organizational structure.5

 

 Management, however, can respond to this 
increased risk through the design of the internal control system, such as 
by adding additional levels of review for key operational processes, 
reviewing randomly selected transactions and their supporting 
documentation, taking periodic asset counts, or checking supervisor 
reconciliations.  

Benefits and Costs of Internal Control 
O4.06 Internal control provides many benefits to an entity. It provides 
management with added confidence regarding the achievement of 
objectives, provides feedback on how effectively an entity is operating, 
and helps reduce risks related to achieving the entity’s objectives. 
Management considers a variety of cost factors in relation to expected 
benefits when designing and implementing internal controls. The 
complexity of cost-benefit determination is compounded by the 
interrelationship of controls with operational processes. Where controls 
are integrated with operational processes, it is difficult to isolate either their 
costs or benefits.  

 

O4.07 Management may decide how an entity evaluates the costs versus 
benefits of various approaches to implementing an effective internal 
control system. However, cost alone is not an acceptable reason to avoid 
implementing internal controls. Management is responsible for meeting 
internal control objectives. The cost versus benefits considerations support 
management’s ability to design, implement, and operate effectively an 
internal control system that balances the allocation of human resources in 
relation to the areas of greatest risk, complexity, or other factors relevant 
to achieving the entity’s objectives.  

 

Documentation 
O4.08 The Green Book has specified documentation requirements in five 
attributes in the framework, with discussion of these requirements in the 
accompanying application material. These are: 

• Principle 3: Paragraph 3.12  

• Principle 12: Paragraph 12.03 
                                                      
5 See paras. 10.15 through 10.18 for further discussion of segregation of duties. 
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• Principle 16: Paragraph 16.12 

• Principle 17: Paragraph 17.07 

• Principle 17: Paragraph 17.09 

 

O4.09 These attributes represent the minimum level of required 
documentation in an entity’s internal control system. Management 
exercises judgment in determining what additional documentation may be 
required beyond these attributes for an effective internal control system. 

 

Applicability to Other Entities 
O4.10 The Green Book may be applied as a framework for an internal 
control system for state, local, and quasi-governmental entities, as well as 
not-for-profit organizations. Management of these entities determines, 
based on applicable laws and regulations, the applicable requirements for 
their entities. If management elects to use the Green Book as criteria, 
management follows all applicable requirements presented in these 
standards. 
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Control Environment  

Overview  
The control environment is the foundation for an internal control system. It 
provides the discipline and structure, which affect the overall quality of 
internal control. It influences how objectives are defined and how control 
activities are structured. The oversight body and management establish 
and maintain an environment throughout the organization that sets a 
positive attitude toward internal control.  

 

Principles 
1. The oversight body and management should demonstrate a 
commitment to integrity and ethical values.  

2. The oversight body should oversee the entity’s internal control system.  

3. Management should establish an organizational structure, assign 
responsibility, and delegate authority to achieve the entity’s objectives.  

4. Management should demonstrate a commitment to attract, develop, and 
retain competent individuals.  

5. Management should evaluate performance and hold individuals 
accountable for their internal control responsibilities. 
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Principle 1 - Demonstrate Commitment to Integrity and Ethical Values 
 

1.01 The oversight body and management should demonstrate a 
commitment to integrity and ethical values.  

 

Attributes 
1.02 The following attributes contribute to the design, implementation, and 
operating effectiveness of this principle: 

a. Set the Tone at the Top - The oversight body and management should 
demonstrate the importance of integrity and ethical values through their 
directives, attitudes, and behavior. 

b. Establish Standards of Conduct - Management should define 
expectations concerning integrity and ethical values in the entity’s 
standards of conduct. 

c. Evaluate Adherence to Standards of Conduct - Management should 
establish processes to evaluate performance against the organization’s 
expected standards of conduct and address any deviations in a timely 
manner. 

 

Set Tone at the Top 
1.03 The oversight body and management should demonstrate the 
importance of integrity and ethical values through their directives, 
attitudes, and behavior. 

 

1.04 The oversight body and management lead by an example that 
demonstrates the organization’s values, philosophy, and operating style. 
The oversight body and management set the tone at the top and 
throughout the organization by their example, which is fundamental to an 
effective internal control system. In larger organizations, the various layers 
of management in the organizational structure can also set  “tone in the 
middle.” 

 

1.05 The oversight body and management’s directives, attitudes, and 
behaviors reflect the integrity and ethical values expected throughout 
the organization. The oversight body and management reinforce the 
commitment to doing what is right, not just maintaining a minimum 
level of performance necessary to comply with applicable laws and 
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regulations, so that these priorities are understood by all stakeholders, 
such as regulators, employees, and the general public. 

 

1.06 Tone at the top can be either a driver, as shown in the preceding 
paragraphs, or a barrier to internal control. Without a strong tone at the top 
to support an internal control system, the organization’s risk identification 
may be incomplete, risk responses may be inappropriate, control activities 
may not be appropriately designed or implemented, information and 
communication may falter, and results of monitoring may not be 
understood or acted upon to remediate deficiencies.  

 

Establish Standards of Conduct 
1.07 Management should define expectations concerning integrity and 
ethical values in the entity’s standards of conduct. 

 

1.08 Management establishes standards of conduct to communicate 
expectations concerning integrity and ethical values. The organization 
uses ethical values to balance the needs and concerns of different 
stakeholders, such as regulators, employees, and the general public. The 
standards of conduct guide the directives, attitudes, and behaviors of the 
organization in achieving the entity’s objectives. 

 

1.09 Management, with oversight from the oversight body, defines the 
organization’s expectations of ethical values in the standards of conduct. 
Management may consider using policies, operating principles, or 
guidelines to communicate the standards of conduct to the organization. 

 

Evaluate Adherence to Standards of Conduct 
1.10 Management should establish processes to evaluate performance 
against the organization’s expected standards of conduct and address any 
deviations in a timely manner. 

 

1.11 Management uses established standards of conduct as the basis for 
evaluating adherence to integrity and ethical values across the 
organization. Management evaluates the adherence to standards of 
conduct across all levels of the organization. To gain assurance that the 
entity’s standards of conduct are implemented effectively, management 
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evaluates the directives, attitudes, and behaviors of individuals and teams. 
Evaluations may consist of ongoing monitoring or separate evaluations.6 
Individual personnel can also report issues through reporting lines, such 
as regular staff meetings, upward feedback processes, a whistle-blowing 
program, or an ethics hotline.7

 

 The oversight body evaluates 
management’s adherence to the standards of conduct as well as the 
overall adherence by the organization. 

1.12 Management determines the tolerance level for deviations. 
Management may determine that the entity will have zero tolerance for 
deviations from certain expected standards of conduct, while deviations 
from others may be addressed with warnings to personnel. Management 
establishes a process for evaluations of individual and team adherence to 
standards of conduct that escalates and remediates deviations. 
Management addresses deviations from expected standards of conduct in 
a timely and consistent manner. Depending on the severity of the 
deviation determined through the evaluation process, management, with 
oversight from the oversight body, takes appropriate actions and may also 
need to consider applicable laws and regulations. The standards of 
conduct to which management holds personnel, however, remain 
consistent. 

 

Principle 2 - Exercise Oversight Responsibility 
 
2.01 The oversight body should oversee the entity’s internal control 
system. 

 

Attributes 
2.02 The following attributes contribute to the design, implementation, and 
operating effectiveness of this principle: 

a. Establish Oversight Structure - The entity should determine an 
appropriate oversight structure based on applicable laws and regulations, 
relevant government guidance, and feedback from key stakeholders. 

                                                      
6 See paras. 16.06 through 16.11 for further discussion of ongoing monitoring and separate 
evaluations.  
7 See paras. 16.12 through 16.14 for further discussion of internal control issues. 
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b. Provide Oversight for the Internal Control System - The oversight body 
should oversee management’s design, implementation, and operation of 
the internal control system. 

c. Provide Input for Remediation of Deficiencies - The oversight body 
should provide input to management’s plans for remediation of 
deficiencies in the internal control system as appropriate. 

 

Establish Oversight Structure  
2.03 The entity should determine an appropriate oversight structure 
based on applicable laws and regulations, relevant government 
guidance, and feedback from key stakeholders. 

 

2.04 The entity determines an oversight structure to fulfill 
responsibilities set forth by applicable laws and regulations, relevant 
government guidance, and feedback from key stakeholders. The entity 
will select, or if mandated by law will have selected for it, an oversight 
body. When the oversight body is composed of entity management, 
activities referenced in the Green Book as performed by 
“management” exclude such management when in their role as the 
oversight body.  

 

Responsibilities of an Oversight Body 
2.05 When the oversight structure of an entity is led by senior 
management, senior management may distinguish itself from divisional 
or functional management through the establishment of an oversight 
body. An oversight body oversees the entity’s operations, provides 
constructive criticism to management, and where appropriate, makes 
oversight decisions to ensure that the entity achieves its objectives in 
alignment with the entity’s integrity and ethical values.  

 

Qualifications for an Oversight Body 
2.06 In selecting members for an oversight body, the entity or 
applicable body defines the entity knowledge, relevant expertise, 
number of members, and possible independence needed to fulfill the 
oversight responsibilities for the entity.  
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2.07 Members of an oversight body understand the entity’s objectives, 
related risks, and expectations of its stakeholders. In addition to an 
oversight body, an organization within the federal government may 
have several bodies that are key stakeholders for the entity, such as 
the White House, Congress, OMB, and the Department of the 
Treasury. An oversight body works with key stakeholders to 
understand their expectations and help the entity fulfill these 
expectations if appropriate.  

 

2.08 The entity or applicable body also considers the expertise needed 
by members to oversee, question, and evaluate management. 
Capabilities expected of all members of an oversight body include 
integrity and ethical values, leadership, critical thinking, and problem-
solving.  

 

2.09 Further, in determining the number of members of an oversight 
body, the entity or applicable body considers the need for more 
specialized skills to enable discussion, offer constructive criticism to 
management, and make appropriate oversight decisions. Some 
specialized skills may include: 

• Internal control mindset (e.g., professional skepticism, perspectives 
on approaches for identifying and responding to risks, and 
assessing the effectiveness of the system of internal control)  

• Programmatic expertise, including knowledge of the entity’s 
mission, programs, and operational processes 

• Financial expertise, including financial reporting (e.g., accounting 
standards, financial reporting requirements)  

• Relevant systems and technology (e.g., understanding critical 
systems and technology risks and opportunities)  

 

2.10 If authorized by applicable laws and regulations, the entity may 
also consider including independent members as part of an oversight 
body.8

                                                      
8 See GAO, Government Auditing Standards: 2011 Revision, GAO-12-331G (Washington, 
D.C.: December 2011),  paras. 3.02 through 3.59 for further discussion of independence.   

 Members of an oversight body scrutinize and question 
management’s activities, present alternative views, and act when faced 
with obvious or suspected wrongdoing. Independent members with 
relevant expertise provide value through their impartial evaluation of the 
entity and its operations in achieving objectives. 
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Provide Oversight for the System of Internal Control  
2.11 The oversight body should oversee management’s design, 
implementation, and operation of the internal control system. 

 

2.12 The oversight body oversees management’s design, implementation, 
and operation of the entity’s internal control system. The oversight body’s 
responsibilities for the entity’s internal control system include: 

• Control Environment - Establish integrity and ethical values, 
establish oversight structure, develop expectations of competence, 
and maintain accountability to all members of the oversight body 
and key stakeholders.  

• Risk Assessment - Oversee management’s assessment of risks to 
the achievement of objectives, including the potential impact of 
significant changes, fraud, and management override of internal 
control. 

• Control Activities - Provide oversight to management in the 
development and performance of control activities.  

• Information and Communication - Analyze and discuss information 
relating to the entity’s achievement of objectives.  

• Monitoring - Scrutinize the nature and scope of management’s 
monitoring activities as well as management’s evaluation and 
remediation of identified deficiencies. 

 

2.13 These responsibilities are supported by the organizational structure 
that management establishes.9

 

 The oversight body oversees 
management’s design, implementation, and operation of the entity’s 
organizational structure to ensure that the necessary processes to 
enable the oversight body to fulfill its responsibilities exist and are 
operating effectively. 

Provide Input for Remediation of Deficiencies 
2.14 The oversight body should provide input to management’s plans for 
remediation of deficiencies in the internal control system as appropriate.  

 

                                                      
9 See paras. 3.03 through 3.07 for further discussion of organizational structure.  
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2.15 Management reports deficiencies identified in the internal control 
system to the oversight body. The oversight body oversees and provides 
direction to management on the remediation of these deficiencies. The 
oversight body also provides direction when a deficiency crosses 
organizational boundaries or units, or when the interests of management 
may conflict with remediation efforts. When appropriate and authorized, 
the oversight body may direct the creation of teams to address or oversee 
specific matters critical to achieving the entity’s objectives. 

 

2.16 The oversight body is responsible for overseeing the remediation of 
deficiencies as appropriate and for providing direction to management on 
appropriate time frames for correcting these deficiencies.10

 

   

Principle 3 - Establish Structure, Responsibility, and Authority 
 

3.01 Management should establish an organizational structure, assign 
responsibility, and delegate authority to achieve the entity’s objectives. 

 

Attributes  
3.02 The following attributes contribute to the design, implementation, and 
operating effectiveness of this principle: 

a. Establish Organizational Structure - Management should establish an 
organizational structure.  

b. Assign Responsibility and Delegate Authority - Management should 
assign responsibility and delegate authority to key roles throughout the 
organization.  

c. Document Internal Control System - Management should develop and 
maintain documentation of its internal control system.  

 

Establish Organizational Structure 
3.03 Management should establish an organizational structure. 

 

                                                      
10 See paras. 17.09 through 17.10 for further discussion of timely remediation of findings.  
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3.04 Management establishes an organizational structure necessary to 
enable the entity to plan, execute, control, and assess the organization in 
achieving its objectives. Management develops the overall responsibilities 
from the entity’s objectives that enable the entity to achieve its objectives 
and address related risks.  

 

3.05 Management develops an organizational structure with an 
understanding of the overall responsibilities, and assigns these 
responsibilities to discrete units to enable the organization to operate in an 
efficient and effective manner, comply with applicable laws and 
regulations, and reliably report quality information.11

 

 Based on the nature 
of the assigned responsibility, management chooses the type and number 
of discrete units, such as divisions, offices, or their related subunits.  

3.06 As part of establishing an organizational structure, management 
considers how units interact in order to fulfill their overall responsibilities. 
Management establishes reporting lines within an organizational structure 
so that units can communicate the necessary quality information for each 
unit to fulfill its overall responsibilities.12 Reporting lines are defined at all 
levels of the organization and provide methods of communication that can 
flow down, across, up, and around the structure.13 Management also 
considers the entity’s overall responsibilities to external sources and 
establishes reporting lines that allow the entity to both communicate and 
receive information from external sources.14

 

     

3.07 Management periodically evaluates the organizational structure to 
ensure that it meets the entity’s objectives and has adapted to any new 
objectives for the entity, such as a new regulation.  

 

Assign Responsibility and Delegate Authority 
3.08 Management should assign responsibility and delegate authority to 
key roles throughout the organization. 

 
                                                      
11 See paras. 13.08 through 13.10 for further discussion of quality information.  
12 See paras. 13.03 through 13.10 for further discussion of quality information. 
13 See paras. 14.03 through 14.08 for further discussion of internal reporting lines.  
14 See paras. 15.03 through 15.08 for further discussion of external reporting lines.  
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3.09 To achieve the entity’s objectives, management assigns responsibility 
and delegates authority to key roles throughout the organization. A key 
role is a position in the organizational structure that is assigned an overall 
responsibility of the entity. Generally, key roles relate to senior 
management positions within an organization. 

 

3.10 Management considers the overall responsibilities assigned to each 
unit, determines what key roles are needed to fulfill the assigned 
responsibilities, and establishes the key roles. Those in key roles can 
further assign responsibility for internal control to roles below them in the 
organizational structure, but retain ownership for fulfilling the overall 
responsibilities assigned to the unit.    

 
3.11 Management determines what level of authority the key role needs to 
fulfill that responsibility. Management delegates authority only to the extent 
required to achieve the entity’s objectives. As part of delegating authority, 
management evaluates the delegation to ensure proper segregation of 
duties within the unit and in the organizational structure. Segregation of 
duties helps prevent fraud, waste, and abuse in the entity by considering 
the need to separate authority, custody, and accounting in the 
organizational structure.15

 

 As with assigning responsibility, those in key 
roles can delegate their authority for internal control to roles below them in 
the organizational structure.  

Document Internal Control System 
3.12 Management should develop and maintain documentation of its 
internal control system. 

 

3.13 Management develops and maintains documentation of its internal 
control system for a number of reasons. Effective documentation assists in 
management’s design of internal control by establishing and 
communicating the who, what, when, where, and why of internal control 
execution to personnel. Documentation also provides a means to retain 
organizational knowledge and mitigate the risk of having that knowledge 
limited to a few personnel, as well as a means to communicate that 
knowledge as needed to external parties such as external auditors.  

 

                                                      
15 See paras. 10.15 through 10.18 for further discussion of segregation of duties.  
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3.14 Management documents internal control to meet operational needs. 
Documentation of controls, including changes to controls, is evidence that 
controls are identified, capable of being communicated to those 
responsible for their performance, and capable of being monitored and 
evaluated by the entity. The extent of documentation supporting the 
design, implementation, and operating effectiveness of the five 
components of internal control is a matter of judgment for management. 
Management considers the cost-benefit of documentation requirements for 
the entity as well as the size, nature, and complexity of the entity and its 
objectives. Some level of documentation, however, is necessary to ensure 
that the components of internal control are designed, implemented, and 
operating effectively.  

 

Principle 4 - Demonstrate Commitment to Competence 
 

4.01 Management should demonstrate a commitment to attract, develop, 
and retain competent individuals.  

 

Attributes 
4.02 The following attributes contribute to the design, implementation, and 
operating effectiveness of this principle: 

a. Establish Expectations of Competence - Management should establish 
expectations of competence throughout the organization. 

b. Attract, Develop, and Retain Individuals - Management should attract, 
develop, and retain competent personnel. 

c. Plan and Prepare for Succession - Management should define 
succession and contingency plans for key roles in the organization.  
 

Establish Expectations of Competence 
4.03 Management should establish expectations of competence 
throughout the organization. 

 

4.04 Management establishes expectations of competence for key roles, 
and other roles at management’s discretion, to help the entity achieve its 
objectives. Competence is the qualification to carry out assigned 
responsibilities. It requires relevant knowledge, skills, and abilities, 
which are gained largely from professional experience, training, and 
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certifications. It is expressed in the attitude and behavior of individuals 
as they carry out their responsibilities.  

 

4.05 Management considers standards of conduct, assigned 
responsibility, and delegated authority when establishing expectations. 
Management establishes expectations of competence for key roles. 
Management may also establish expectations of competence for all 
personnel through policies within the organization’s internal control 
system.16

 

 

4.06 Personnel need to possess and maintain a level of competence that 
allows them to accomplish their assigned responsibilities, as well as 
understand the importance of effective internal control. Holding 
individuals accountable to established policies by evaluating 
personnel’s competence is integral to attracting, developing, and 
retaining individuals. Management evaluates competence of personnel 
across the organization in relation to established policies. Management 
acts as necessary to address any deviations from the established 
policies. The oversight body evaluates the competence of 
management as well as the overall competence of the organization. 

 

Attract, Develop, and Retain Individuals 
4.07 Management should attract, develop, and retain competent 
personnel. 

 

4.08 Management attracts, develops, and retains competent personnel to 
achieve the entity’s objectives. Management may consider: 

• Attract - Conduct procedures to determine whether a particular 
candidate fits the organizational needs and has the competence for 
the proposed role. 

• Train - Enable individuals to develop competencies appropriate for 
key roles, reinforce standards of conduct, and tailor training based 
on the needs of the role. 

• Mentor - Provide guidance on the individual’s performance based 
on standards of conduct and expectations of competence, align the 
individual’s skills and expertise with the entity’s objectives, and 
help personnel adapt to an evolving environment. 

                                                      
16 See paras. 12.03 through 12.05 for further discussion of policies.  
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• Retain – Provide incentives to motivate and reinforce expected 
levels of performance and desired conduct, including training and 
credentialing as appropriate.  

 

Plan and Prepare for Succession 
4.09 Management should define succession and contingency plans for key 
roles in the organization. 

 

4.10 Management defines succession and contingency plans for key roles 
to help the organization continue achieving its objectives. Succession 
plans address the entity’s need to replace competent personnel over the 
long term, whereas contingency plans address the organization’s need to 
respond to sudden personnel changes impacting the organization that 
could compromise the internal control system.  

 

4.11 Management defines succession plans for key roles, chooses 
succession candidates, and trains succession candidates to assume the 
key roles. If management relies on a service organization to fulfill the 
assigned responsibilities of key roles in the entity, management assesses 
whether the service organization can continue in these key roles, identifies 
other candidate organizations for the roles, and ensures that  processes 
are in place to enable knowledge sharing with the succession candidate 
organization.  

  

4.12 Management defines contingency plans for assigning responsibilities 
if a key role in the organization is vacated without advance notice. The 
importance of the key role in the internal control system and the impact to 
the organization of its vacancy dictates the formality and depth of the 
contingency plan.  

 

Principle 5 - Enforce Accountability 
 

5.01 Management should evaluate performance and hold individuals 
accountable for their internal control responsibilities. 
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Attributes  
5.02 The following attributes contribute to the design, implementation, and 
operating effectiveness of this principle: 

a. Enforce Accountability - Management should enforce accountability for 
performance of internal control responsibilities. 

b. Consider Excessive Pressures - Management should evaluate and 
adjust pressures on personnel related to achieving objectives as they 
assign responsibilities and evaluate performance.  

 

Enforce Accountability 
5.03 Management should enforce accountability for performance of 
internal control responsibilities. 

 

5.04 Management enforces accountability of individuals performing their 
internal control responsibilities. Accountability is driven by the tone at the 
top and supported by the commitment to integrity and ethical values, 
organizational structure, and expectations of competence, which influence 
the control culture of the organization. Accountability for performance of 
internal control responsibility supports day-to-day decision making, 
attitudes, and behaviors. Management holds personnel accountable 
through mechanisms such as performance appraisals and disciplinary 
actions.  

 

5.05 Management holds entity personnel accountable for performing their 
assigned internal control responsibilities. The oversight body, in turn, holds 
management accountable as well as the organization as a whole for its 
internal control responsibilities.  

 

5.06 If management establishes incentives, management recognizes that 
actions can yield unintended consequences and evaluates incentives to 
ensure that they align with the entity’s standards of conduct.  

 

5.07 Management holds service organizations accountable for their 
assigned internal control responsibilities. Management may contract 
service organizations to perform roles in the organizational structure. 
Management communicates to the service organization the objectives of 
the entity and their related risks, the entity’s standards of conduct, the role 
of the service organization in the organizational structure, the assigned 
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responsibilities and authorities of the role, and the expectations of 
competence for its role that will enable the service organization to perform 
its internal control responsibilities.  

 

5.08 Management, with oversight from the oversight body, takes corrective 
action as necessary to enforce accountability for internal control in the 
organization. These actions can range from informal feedback provided by 
the direct supervisor to disciplinary action taken by the oversight body 
depending on the significance of the deficiency to the internal control 
system.17

 

  

Consider Excessive Pressures 
5.09 Management should evaluate and adjust pressures on personnel 
related to achieving objectives as they assign responsibilities and evaluate 
performance. 

 

5.10 Management adjusts excessive pressures on personnel in the 
organization. Pressure can appear in an organization due to goals 
established by management to meet objectives or cyclical demands of 
various processes performed by the organization, such as year-end 
financial statement preparation. Excessive pressure can result in 
personnel “cutting corners” to meet the established goals.  

 

5.11 Management is responsible for evaluating pressure on personnel to 
help personnel fulfill their assigned responsibilities in accordance with the 
entity’s standards of conduct. Management can adjust excessive 
pressures using many different tools, such as rebalancing workloads or 
increasing resource levels.  

  

                                                      
17  See Overview: Effect on the Internal Control System for further discussion of 
significance of deficiencies. 
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Risk Assessment 

Overview  
Having established an effective control environment, management 
assesses the risks facing the entity as it seeks to achieve its objectives. 
This assessment provides the basis for developing appropriate risk 
responses. Management assesses the risks the entity faces from both 
external and internal sources. 

 

Principles 
6. Management should define objectives and risk tolerances. 

7. Management should identify, analyze, and respond to risks related to 
achieving the defined objectives. 

8. Management should consider the potential for fraud when identifying, 
analyzing, and responding to risks. 

9. Management should identify, analyze, and respond to significant 
changes in the internal control system. 

  Source: COSO. 
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Principle 6 - Define Objectives and Risk Tolerances 
 

6.01 Management should define objectives and risk tolerances. 

 

Attributes 
6.02 The following attributes contribute to the design, implementation, and 
operating effectiveness of this principle: 

a. Define Objectives - Management should define objectives in specific 
and measurable terms to enable the design of internal control for related 
risks. 

b. Define Risk Tolerances - Management should define the risk tolerances 
for the defined objectives. 

 

Define Objectives 
6.03 Management should define objectives in specific and measurable 
terms to enable the design of internal control for related risks. 

 

6.04 Management defines objectives in specific and measurable terms to 
enable the design of internal control for related risks. Specific terms are 
fully and clearly set forth so they can be easily understood. Measurable 
terms allow for the assessment of performance toward achieving 
objectives. Objectives are initially set as part of the objective-setting 
process and then refined as they are incorporated into the internal control 
system when management uses them to establish the control 
environment.  

 

6.05 Management defines objectives in specific terms so they are 
understood at all levels of the entity. This involves clearly defining what is 
to be achieved, who is to achieve it, how it will be achieved, and the time 
frames for achievement. All objectives can be broadly classified into one 
or more of three categories: operations, reporting, or compliance. 
Reporting objectives are further categorized as being either internal or 
external, and financial or nonfinancial. Management ensures that the 
defined objectives align with the organization’s mission, strategic plan and 
performance goals.  
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6.06 Management defines objectives in measurable terms so that 
performance toward achieving those objectives can be assessed. 
Measurable objectives are generally free of bias and do not require 
subjective judgments to dominate their measurement. Measurable 
objectives are also stated in a quantitative or qualitative form that permits 
reasonably consistent measurement.  

 

6.07 Management considers external requirements and internal 
expectations when defining objectives to enable the design of internal 
control. Legislators, regulators, and standard-setting bodies set external 
requirements by establishing the laws, regulations, and standards with 
which the organization is required to comply. Management identifies, 
understands, and incorporates these requirements into the entity’s 
objectives. Management sets internal expectations and requirements 
through the established standards of conduct,18 oversight structure,19 
organizational structure,20 and expectations of competence21

 

 as part of the 
control environment.   

6.08 Management evaluates and, if necessary, revises defined objectives 
to ensure that they are consistent with these requirements and 
expectations. This consistency enables management to identify and 
analyze risks associated with achieving the defined objectives.  

 

6.09 Management determines whether performance measures for the 
defined objectives are appropriate for evaluating the entity’s performance 
in achieving those objectives. For quantitative objectives, performance 
measures may be a targeted percentage or numerical value. For 
qualitative objectives, management may need to design performance 
measures that indicate a level or degree of performance, such as 
milestones.  

Define Risk Tolerances 
6.10 Management should define the risk tolerances for the defined 
objectives. 

                                                      
18 See paras. 1.07 through 1.09 for further discussion of standards of conduct.  
19 See paras. 2.03 through 2.10 for further discussion of oversight structure.  
20 See paras. 3.03 through 3.07 for further discussion of organizational structure.  
21 See paras. 4.03 through 4.06 for further discussion of expectations of competence.  
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6.11 Management defines risk tolerances for the defined objectives. Risk 
tolerance is the acceptable level of variation in performance relative to the 
achievement of objectives. Risk tolerances are initially set as part of the 
objective-setting process. Management defines the risk tolerances for 
defined objectives by ensuring that the set levels of variation for 
performance measures are appropriate for the design of an internal control 
system.  

 
6.12 Management defines risk tolerances in specific and measurable 
terms so they are clearly stated and can be measured. Risk tolerance is 
often measured in the same unit as the performance measures for the 
defined objectives. Depending on the category of objectives, risk 
tolerances may be expressed as follows:  

• Operations and Compliance Objectives - Acceptable level of 
variation in performance in relation to risk.  

• Nonfinancial Reporting Objectives - Required level of precision and 
accuracy suitable for user needs.  

• Financial Reporting Objectives - Material misstatements, including 
omissions, are those that, either individually or in the aggregate, 
could reasonably be expected to influence the decisions of 
financial statement users. Judgments about materiality are made in 
light of surrounding circumstances, involve both qualitative and 
quantitative considerations, and are affected by the needs of 
financial statement users and size or nature of a misstatement.  

 

6.13 Management also evaluates whether risk tolerances enable the 
appropriate design of internal control by considering whether they are 
consistent with requirements and expectations for the defined objectives. 
As in defining objectives, management considers the risk tolerances in the 
context of the entity’s applicable laws, regulations, and standards as well 
as the entity’s standards of conduct, oversight structure, organizational 
structure, and expectations of competence. If risk tolerances for defined 
objectives are not consistent with these requirements and expectations, 
management revises the risk tolerances to achieve consistency.  

 

Principle 7 – Identify, Analyze, and Respond to Risk 
 

7.01 Management should identify, analyze, and respond to risks related to 
achieving the defined objectives.  
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Attributes  
7.02 The following attributes contribute to the design, implementation, and 
operating effectiveness of this principle: 

a. Identify Risks - Management should identify risks throughout the entity.  

b. Analyze Risks - Management should analyze the identified risks to 
estimate their significance.  

c. Respond to Risks - Management should design responses to the 
analyzed risks. 

 

Identify Risks  
7.03 Management should identify risks throughout the entity. 

 

7.04 Management identifies risks throughout the entity to provide a basis 
for analyzing risks. Risk assessment is the identification and analysis of 
risks related to achieving the defined objectives to form a basis for 
designing risk responses.  

 

7.05 To identify risks, management considers the types of risks that 
impact the entity. This includes both inherent and residual risk. Inherent 
risk is the risk to an entity in the absence of management’s response to 
the risk. Residual risk is the risk that remains after management’s 
response to inherent risk. Both risks could cause deficiencies in the 
internal control system.  

 

7.06 Management considers all significant interactions within the entity 
and with external parties, changes within the entity’s internal and external 
environment,22 and other internal and external factors to identify risks 
throughout the entity. Internal risk factors may include the complex nature 
of an entity’s programs, its organizational structure, or the use of new 
technology in operational processes. External risk factors may include new 
or amended laws, regulations, or professional standards; economic 
instability; or potential natural disasters. Management considers these 
factors at both the entity and transaction level to comprehensively identify 
risks that affect defined objectives.23

                                                      
22 See paras. 9.03 through 9.05 for further discussion of changes in the internal control 
system.  

 Risk identification methods may 

23 See paras. 10.10 through 10.14 for further discussion of level of controls.  
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include qualitative and quantitative ranking activities, management 
conferences, forecasting and strategic planning, and consideration of 
deficiencies identified through audits and other assessments. 

 

Analyze Risks  
7.07 Management should analyze the identified risks to estimate their 
significance. 

 
7.08 Management analyzes the identified risks to estimate their 
significance, which provides a basis for responding to the risks. 
Significance refers to the effect on achieving a defined objective.  

 

7.09 Management estimates the significance of the identified risks to 
assess their effect on achieving the defined objectives at both the entity 
and transaction level. Management estimates the significance of a risk by 
considering the magnitude of impact, likelihood of occurrence, and nature 
of the risk. Magnitude of impact refers to the likely magnitude of deficiency 
that could result from the risk and is affected by factors such as the size, 
pace, and duration of the risk’s impact. Likelihood of occurrence refers to 
the possibility that a risk will occur. The nature of the risk involves factors 
such as the degree of subjectivity involved with the risk and whether the 
risk arises from fraud or from complex or unusual transactions. The 
oversight body may oversee management’s estimates of significance to 
ensure that risk tolerances have been properly defined.  

 

7.10 Risks may either be analyzed on an individual basis or grouped into 
categories with related risks and analyzed collectively. Regardless of 
whether risks are analyzed individually or collectively, management 
considers the correlation among different risks or groups of risks when 
estimating their significance. The specific risk analysis methodology used 
can vary by entity because of differences in entities’ missions and the 
difficulty in qualitatively and quantitatively defining risk tolerances.  

 

Respond to Risks 
7.11 Management should design responses to the analyzed risks. 
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7.12 Management designs responses to the analyzed risks so that risks 
are within the defined risk tolerance for the defined objective. Management 
designs overall risk responses for the analyzed risks based on the 
significance of the risk and defined risk tolerance. These risk responses 
may include: 

• Acceptance - No action is taken to respond to the risk. 

• Avoidance - Action is taken to stop the operational process or the 
part of the operational process causing the risk. 

• Reduction - Action is taken to reduce the likelihood or magnitude of 
the risk. 

• Sharing - Action is taken to transfer or share risks across the entity 
or with external parties, such as insuring against losses.  

 

7.13 Based on the selected risk response, management designs the 
specific actions to respond to the analyzed risks. The nature and extent of 
risk response actions depend on the defined risk tolerance. Operating 
within the defined risk tolerance provides greater assurance that the entity 
will achieve its objectives. Performance measures are used to assess 
whether risk response actions enable the entity to operate within the 
defined risk tolerances. When risk response actions do not enable the 
entity to operate within the defined risk tolerances, management may need 
to revise risk responses or reconsider defined risk tolerances. 
 

Principle 8 - Assess Fraud Risk 
 

8.01 Management should consider the potential for fraud when identifying, 
analyzing, and responding to risks.24

 

  

Attributes 
8.02 The following attributes contribute to the design, implementation, and 
operating effectiveness of this principle: 

a. Consider Types of Fraud - Management should consider the types of 
fraud  that can occur within the organization.  

                                                      
24 Fraud involves obtaining something of value through willful misrepresentation. Whether 
an act is in fact fraud is a determination to be made through the judicial or other 
adjudicative system and is beyond management’s professional responsibility for assessing 
risk. 
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b. Consider Fraud Risk Factors - Management should consider fraud risk 
factors.  

c. Respond to Fraud Risks - Management should analyze and respond to 
identified fraud risks. 

 

Consider Types of Fraud  
8.03 Management should consider the types of fraud that can occur within 
the organization. 

 

8.04 Management considers the types of fraud that can occur within the 
organization to provide a basis for identifying fraud risks. Fraud can occur 
in: 

• Fraudulent Financial Reporting - Intentional misstatements or 
omissions of amounts or disclosures in financial statements to 
deceive financial statement users. This could include intentional 
alteration of accounting records, misrepresentation of transactions, 
intentional misapplication of accounting principles, or other means.  

• Misappropriation of Assets - Theft of an entity’s assets. This could 
include theft of property, embezzlement of receipts, fraudulent 
payments, or other means.  

• Corruption - Bribery and other illegal acts.  

 

8.05 In addition to fraud, management considers other forms of 
misconduct that can occur, such as waste and abuse. Waste is the act of 
using or expending resources carelessly, extravagantly, or to no purpose. 
Abuse involves behavior that is deficient or improper when compared with 
behavior that a prudent person would consider reasonable and necessary 
operational practice given the facts and circumstances. This includes the 
misuse of authority or position for personal gain or for the benefit of 
another. Waste and abuse do not necessarily involve fraud or illegal acts. 
However, they may be an indication of potential fraud or illegal acts and 
may still impact the achievement of defined objectives.  

Consider Fraud Risk Factors  
8.06 Management should consider fraud risk factors. 
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8.07 Management considers fraud risk factors. Fraud risk factors do not 
necessarily indicate that fraud exists but are often present when fraud 
occurs. Fraud risk factors include: 

• Incentive/pressure - Management or other personnel have an incentive 
or are under pressure, which provides a motive to commit fraud.25

• Opportunity - Circumstances exist, such as the absence of controls, 
ineffective controls, or the ability of management to override controls, 
that provide an opportunity to commit fraud. 

  

• Attitude/rationalization - Individuals involved are able to rationalize 
committing fraud. Some individuals possess an attitude, character, or 
ethical values that allow them to knowingly and intentionally commit a 
dishonest act.  

 

8.08 Management uses the fraud risk factors to identify fraud risks. While 
fraud risk may be greatest when all three risk factors are present, one or 
more of these factors may indicate a fraud risk. Other information 
provided by internal and external parties can also be used to identify 
fraud risks. This may include allegations of fraud or suspected fraud 
reported by the OIG or internal auditors, personnel, or external parties that 
interact with the organization.  

 

Respond to Fraud Risks 
8.09 Management should analyze and respond to identified fraud risks. 

 

8.10 Management analyzes and responds to identified fraud risks to 
ensure that they are effectively mitigated. Fraud risks are analyzed 
through the same risk analysis process performed for all identified risks.26 
Management analyzes the identified fraud risks by estimating their 
significance, both individually and in the aggregate, to assess their effect 
on achieving the defined objectives. As part of analyzing fraud risk, 
management also assesses the risk of management override of controls.27

                                                      
25 See paras. 5.09 through 5.11 for further discussion of pressure.  

 
The oversight body oversees management’s assessments of fraud risk 
and the risk of management override of controls to ensure that they are 
appropriate.  

26 See paras. 7.07 through 7.10 for further discussion of analyzing risks.  
27 See para. 10.17 for further discussion of management override.  
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8.11 Management responds to fraud risks through the same risk response 
process performed for all analyzed risks.28

 

 Management designs an 
overall risk response and specific actions for responding to fraud risks. It 
may be possible to reduce or eliminate certain fraud risks by making 
changes to the entity’s activities and processes. These changes may 
include stopping or reorganizing certain operations and reallocating roles 
among personnel to enhance segregation of duties. In addition to 
responding to fraud risks, management may need to develop further 
responses to address the risk of management override of controls. 
Further, when fraud has been detected, it may be necessary to revise the 
risk assessment process going forward.  

Principle 9 – Identify, Analyze, and Respond to Change 
 

9.01 Management should identify, analyze, and respond to significant 
changes in the internal control system. 

 

Attributes  
9.02 The following attributes contribute to the design, implementation, and 
operating effectiveness of this principle: 

a. Identify Change - Management should identify changes that could 
significantly impact the entity’s internal control system. 

b. Analyze and Respond to Change - Management should analyze and 
respond to identified changes that impact the entity’s internal control 
system. 

 

Identify Change 
9.03 Management should identify changes that could significantly 
impact the entity’s internal control system. 

 

9.04 As part of risk assessment or a similar process, management 
identifies changes that could significantly impact the entity’s internal 
control system. Identifying, analyzing, and responding to change is 

                                                      
28 See paras. 7.11 through 7.13 for further discussion of responding to risks.  
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similar to, if not part of, the entity’s regular risk assessment process. 
However, change is discussed separately because it is critical to an 
effective internal control system and can often be overlooked or 
inadequately addressed in the normal course of operations.  

 

9.05 Conditions affecting the entity and its environment continually 
change. Management can anticipate and plan for significant changes by 
using a forward-looking process for identifying change. Management 
identifies, on a timely basis, significant changes to internal and external 
conditions that have already occurred or are expected to occur. 
Changes in internal conditions include changes to the entity’s programs or 
activities, oversight structure, organizational structure, personnel, and 
technology. Changes in external conditions include changes in the 
governmental, economic, technological, legal, regulatory, and physical 
environments. Identified significant changes are communicated across the 
organization through established reporting lines to appropriate 
personnel.29

 

  

Analyze and Respond to Change 
9.06 Management should analyze and respond to identified changes that 
impact the entity’s internal control system. 

 

9.07 As part of risk assessment or a similar process, management 
analyzes and responds to identified changes and related risks to ensure 
the effectiveness of the internal control system. Changes in conditions 
affecting the entity and its environment often require changes to the 
entity’s internal control system, as existing controls may not be effective 
for meeting objectives or addressing risks under changed conditions. 
Management analyzes the effect of identified changes on the internal 
control system and responds by revising the internal control system on a 
timely basis, when necessary, to ensure its effectiveness.  

 

9.08 Further, changing conditions often prompt new risks or changes to 
existing risks that need to be assessed. As part of analyzing and 
responding to change, management performs a risk assessment to 
identify, analyze, and respond to any new risks prompted by the changes. 
Additionally, existing risks may require further assessment to determine 
whether the defined risk tolerances and risk responses need to be revised.   
                                                      
29 See paras. 14.03 through 14.08 for further discussion of internal reporting lines.  
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Control Activities 

Overview  
Control activities are the actions management establishes through policies 
and procedures to achieve objectives and respond to risks in the internal 
control system, which includes the entity’s information system. 

 

Principles 
10. Management should design control activities to achieve objectives and 
risk responses. 

11. Management should design control activities for the entity’s 
information system. 

12. Management should implement control activities.  

  

Control environment 

Risk assessment 

Information and communication 

Monitoring activities 

Source: COSO, 

Function 

Operating unit 

Division 

Entity level 
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Principle 10 - Design Control Activities  
 

10.01 Management should design control activities to achieve objectives 
and risk responses. 

 

Attributes  
10.02 The following attributes contribute to the design, implementation, 
and operating effectiveness of this principle: 

a. Respond to Objectives and Risks - Management should design control 
activities that respond to the entity’s objectives and risks.  

b. Design the Types of Control Activities - Management should design 
appropriate types of control activities needed for the entity’s internal 
control system. 

c. Design Control Activities at Various Levels - Management should 
design control activities at appropriate levels in the organizational 
structure. 

d. Consider Segregation of Duties - Management should consider 
segregation of duties in designing the assignment of control activity 
responsibilities. 

  

Respond to Objectives and Risks  
10.03 Management should design control activities that respond to the 
entity’s objectives and risks.  

 

10.04 Management designs control activities in response to the entity’s 
objectives and risks to achieve an effective internal control system. Control 
activities are the policies, procedures, techniques, and mechanisms that 
enforce management’s directives to achieve the entity’s objectives and 
address related risks. As part of the control environment component, 
management defines responsibilities, assigns them to key roles, and 
delegates authority to achieve the entity’s objectives. As part of the risk 
assessment component, management identifies the risks related to the 
entity and its objectives including its service organizations, the entity’s risk 
tolerance, and risk responses. Management designs control activities to 
fulfill defined responsibilities and address identified risk responses. 
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Design Appropriate Types of Control Activities 
10.05 Management should design appropriate types of control activities 
needed for the entity’s internal control system. 

 

10.06 Management designs appropriate types of control activities for the 
entity’s internal control system. Control activities help management fulfill 
responsibilities and address identified risk responses in the internal control 
system.  

 

Top Level Reviews of Actual Performance 

Management tracks major entity achievements and compares these to the 
plans, goals, and objectives set by the entity. 

 

Reviews by Management at the Functional or Activity Level 

Management compares actual performance to planned or expected results 
throughout the organization and analyzes significant differences. 

 

Management of Human Capital 

Effective management of an organization’s workforce, its human capital, is 
essential to achieving results and an important part of internal control. 
Only when the right personnel for the job are on board and are provided 
the right training, tools, structure, incentives, and responsibilities is 
operational success possible. Management ensures that the knowledge, 
skills, and ability needs are continually assessed and that the organization 
is able to obtain a workforce that has the required knowledge, skills, and 

Common Categories of Internal Control 
Examples of common categories of control activities include the following: 

Top Level Reviews of Actual Performance 

Reviews by Management at the Functional or Activity Level 

Management of Human Capital 

Controls over Information Processing 

• Physical control over vulnerable assets 

Establishment and Review of Performance Measures and Indicators 

Segregation of Duties 

• Proper Execution of Transactions and Events 

Accurate and Timely Recording of Transactions and Events 

Access Restrictions to and Accountability for Resources and Records 

Appropriate Documentation of Transactions and Internal Control 
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abilities necessary to achieve organizational goals. Training should be 
aimed at developing and retaining employee knowledge, skills, and 
abilities to meet changing organizational needs. Management provides 
qualified and continuous supervision to ensure that internal control 
objectives are achieved. Management designs performance evaluation 
and feedback, supplemented by an effective reward system, to help 
employees understand the connection between their performance and the 
entity’s success. As a part of its human capital planning, management also 
considers how best to retain valuable employees, plan for their eventual 
succession, and ensure continuity of needed skills and abilities. 

 

Controls over Information Processing 

A variety of control activities are used in information processing. Examples 
include edit checks of data entered, accounting for transactions in 
numerical sequences, comparing file totals with control accounts, and 
controlling access to data, files, and programs. Further guidance on 
control activities for information processing is provided below under 
“Control Activities Specific for Information Systems” and in Principle 11. 

 

Physical Control over Vulnerable Assets 

Management establishes physical control to secure and safeguard 
vulnerable assets. Examples include security for and limited access to 
assets such as cash, securities, inventories, and equipment that might be 
vulnerable to risk of loss or unauthorized use. Management periodically 
counts and compares such assets to control records. 

 

Establishment and Review of Performance Measures and Indicators 

Management establishes activities to monitor performance measures and 
indicators. These may include comparisons and assessments relating 
different sets of data to one another so that analyses of the relationships 
can be made and appropriate actions taken. Management designs 
controls aimed at validating the propriety and integrity of both entity and 
individual performance measures and indicators. 

 

Segregation of Duties  

Management divides or segregates key duties and responsibilities among 
different people to reduce the risk of error, misuse, or fraud. This includes 
separating the responsibilities for authorizing transactions, processing and 
recording them, reviewing the transactions, and handling any related 
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assets. Management ensures that no one individual controls all key 
aspects of a transaction or event. 

 

Proper Execution of Transactions and Events 

Transactions and other significant events are authorized and executed 
only by persons acting within the scope of their authority. This is the 
principal means of assuring that only valid transactions to exchange, 
transfer, use, or commit resources and other events are initiated or 
entered into. Management clearly communicates authorizations to 
personnel. 

 

Accurate and Timely Recording of Transactions and Events 

Management ensures that transactions are promptly recorded to maintain 
their relevance and value to management in controlling operations and 
making decisions. This applies to the entire process or life cycle of a 
transaction or event from its initiation and authorization through its final 
classification in summary records. In addition, management designs 
control activities to help ensure that all transactions are completely and 
accurately recorded. 

 

Access Restrictions to and Accountability for Resources and Records 

Management limits access to resources and records to authorized 
individuals, and assigns and maintains accountability for their custody and 
use. Management may periodically compare resources with the recorded 
accountability to help reduce the risk of errors, fraud, misuse, or 
unauthorized alteration. 

 

Appropriate Documentation of Transactions and Internal Control 

Management clearly documents internal control and all transactions and 
other significant events, and ensures that the documentation is readily 
available for examination. The documentation may appear in management 
directives, administrative policies, or operating manuals, in either paper or 
electronic form. Documentation and records are properly managed and 
maintained.  

 

10.07 Control activities can be either preventive or detective. The main 
difference between preventive and detective control activities is when the 
control activity occurs in an entity’s operations. A preventive control 
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activity prevents an entity from failing to achieve an objective or 
addressing a risk. A detective control activity discovers when an entity is 
not achieving an objective or addressing a risk before the entity’s 
operation has concluded and corrects the actions so that the entity 
achieves the objective or addresses the risk.  

 
10.08 Management evaluates the purpose of the control activity as well as 
the effect a deficiency would have on the entity in achieving its objectives. 
If the control activity is for a significant purpose or the impact of a 
deficiency would be significant to achieving the entity’s objectives, 
management may design both preventive and detective control activities. 

 

10.09 Control activities can be implemented in either an automated or a 
manual manner. Automated control activities are either wholly or partially 
automated through the entity’s information technology. Manual control 
activities are performed by individuals with minor use of the entity’s 
information technology. Automated control activities tend to be more 
reliable because they are less susceptible to human error and are typically 
more efficient.30

 

 If the entity relies on information technology in its 
operations, management designs control activities to ensure that the 
information technology continues to operate properly. 

Design Control Activities at Various Levels  
10.10 Management should design control activities at the appropriate 
levels in the organizational structure. 

 

10.11 Management designs control activities to ensure the appropriate 
coverage of objectives and risks in the operations. Operational processes 
transform inputs into outputs to achieve the organization’s objectives. 
Management designs entity-level control activities, transaction control 
activities, or both depending on the level of precision needed to ensure 
that the entity meets its objectives and addresses related risks.   

 

10.12 Entity-level controls are controls that have a pervasive effect on an 
organization’s internal control system and may pertain to multiple 
components. Entity-level controls may include controls related to the 
entity’s risk assessment process, control environment, service 
                                                      
30 See paras. 11.07 through 11.10 for further discussion of control activities.  
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organizations, management override, monitoring, and year-end financial 
reporting.  

 

10.13 Transaction control activities are actions built directly into 
operational processes to support the organization in achieving its 
objectives and addressing related risks. The term “transactions” tends to 
be associated with financial processes (e.g., payables transactions), while 
the term “activities” is more generally applied to operational or compliance 
processes. For the purposes of this standard, “transactions” covers both 
definitions. Management may design a variety of transaction control 
activities for operational processes, which may include verifications, 
reconciliations, authorizations and approvals, physical control activities, 
and supervisory control activities.  

 

10.14 When choosing between entity-level and transaction control 
activities, management evaluates the level of precision needed for the 
operational processes to meet the organization’s objectives and address 
related risks. In determining the necessary level of precision for a control 
activity, management evaluates: 

• Purpose of the control activity - A control activity that functions to 
prevent or detect generally is more precise than a control activity 
that merely identifies and explains differences. 

• Level of aggregation - A control activity that is performed at a more 
granular level generally is more precise than one performed at a 
higher level. For example, an analysis of obligations by budget 
object class normally is more precise than an analysis of total 
obligations for the organization. 

• Consistency of performance - A control activity that is performed 
routinely and consistently generally is more precise than one 
performed sporadically. 

• Correlation to relevant operational processes - A control activity 
that is directly related to an operational process generally is more 
likely to prevent or detect than a control activity that is only 
indirectly related.  

 

Consider Segregation of Duties 
10.15 Management should consider segregation of duties in designing the 
assignment of control activity responsibilities. 
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10.16 Management considers segregation of duties in designing control 
activity responsibilities to ensure that incompatible duties are segregated 
and, where such segregation is not practical, designs alternative control 
activities to address the risk.  

 

10.17 Segregation of duties helps prevent fraud, waste, and abuse in the 
internal control system.31

 

 Management considers the need to separate 
control activities related to authority, custody, and accounting of 
operations to achieve adequate segregation of duties. In particular, 
segregation of duties can address the risk of management override. 
Management override circumvents existing control activities and is a 
means of committing fraud. Management addresses this risk through 
segregation of duties, but cannot absolutely prevent it due to the risk of 
collusion, where two employees collude to commit fraud. 

10.18 If segregation of duties is not practical within an operational process 
due to limited personnel or other factors, management designs alternative 
control activities to address the risk of fraud, waste, or abuse in the 
operational process. 

 

Principle 11 – Design Activities for the Information System 
 
11.01 Management should design control activities for the entity’s 
information system. 
 

Attributes 
11.02 The following attributes contribute to the design, implementation, 
and operating effectiveness of this principle: 

a. Design the Entity’s Information System - Management should design 
the entity’s information system to respond to the entity’s objectives and 
risks. 

b. Design Appropriate Types of Control Activities - Management should 
design appropriate types of control activities in the entity’s information 
system.  

                                                      
31 See paras. 8.03 through 8.05 for further discussion of fraud, waste, and abuse.  
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c. Design the Information Technology Infrastructure - Management should 
design control activities over the information technology infrastructure.  

d. Design Security Management - Management should design control 
activities for security management over the entity’s information system.  

e. Design Information Technology Acquisition, Development, and 
Maintenance - Management should design control activities over the 
acquisition, development, and maintenance of information technology.  

 

Design the Entity’s Information System 
11.03 Management should design the entity’s information system to 
respond to the entity’s objectives and risks. 

 
11.04 Management designs the entity’s information system to obtain 
and process information to meet each operational process’s 
information requirements and to respond to the entity’s objectives and 
risks. An information system is the people, processes, data, and 
technology management organizes to obtain, communicate, or dispose of 
information. An information system represents the life cycle of 
information used for the entity’s operational processes that enables the 
entity to obtain, store, and process quality information. An information 
system includes both manual and technology-enabled information 
processes. Technology-enabled information processes are commonly 
referred to as information technology. As part of the control environment 
component, management defines responsibilities, assigns them to key 
roles, and delegates authority to achieve the entity’s objectives. As part of 
the risk assessment component, management identifies the risks related 
to the entity and its objectives including its service organizations, the 
entity’s risk tolerance, and risk responses. Management designs control 
activities to fulfill defined responsibilities and address the identified risk 
responses for the entity’s information system. 

 

11.05 Management designs the entity’s information system and the 
use of information technology by considering the defined information 
requirements for each of the entity’s operational processes.32

                                                      
32 See paras. 13.03 through 13.05 for further discussion of defined information 
requirements.  

 
Information technology enables information related to operational 
processes to become more available to the entity on a timely basis. 
Additionally, information technology may enhance internal control over 
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security and confidentiality of information by appropriately restricting 
access. Although information technology implies specific types of 
control activities, information technology is not a “stand-alone” control 
consideration. It is an integral part of most control activities.  

 

11.06 Management also evaluates information processing objectives to 
meet the defined information requirements. Information processing 
objectives may include: 

• Completeness - Transactions that occur are recorded and not 
understated.  

• Accuracy - Transactions are recorded at the correct amount in the 
right account (and on a timely basis) at each stage of processing.  

• Validity - Recorded transactions represent economic events that 
actually occurred and were executed according to prescribed 
procedures.  

 

Design Appropriate Types of Control Activities  
11.07 Management should design appropriate types of control activities in 
the entity’s information system. 

 

11.08 Management designs appropriate types of control activities in the 
entity’s information system to ensure coverage of information processing 
objectives for operational processes. For information systems, there are 
two main types of control activities: general and application control 
activities.  

 

11.09 Information system general controls (entity-wide, system, and 
application levels) are the policies and procedures that apply to all or a 
large segment of an entity’s information systems. General controls help 
ensure the proper operation of information systems by creating the 
environment for proper operation of application controls. General controls 
include security management, logical and physical access, configuration 
management, segregation of duties, and contingency planning. 

 

11.10 Application controls, sometimes referred to as business process 
controls, are those controls that are incorporated directly into computer 
applications to help ensure the validity, completeness, accuracy, and 
confidentiality of transactions and data during application processing. 
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Application controls include controls over input, processing, output, master 
file, interface, and data management system controls. 

 

Design the Information Technology Infrastructure  
11.11 Management should design control activities over the information 
technology infrastructure. 

 

11.12 Management designs control activities over the information 
technology infrastructure to support the completeness, accuracy, and 
validity of information processing by information technology. Information 
technology requires an infrastructure in which to operate, including 
communication networks for linking information technologies, 
computing resources for applications to operate, and electricity to 
power the information technology. An entity’s information technology 
infrastructure can be complex. It may be shared by different units 
within the entity or outsourced either to service organizations or to 
location-independent technology services (e.g., cloud computing). 
Management evaluates the objectives of the entity and related risks in 
designing control activities over the information technology 
infrastructure.  

 

11.13 Management continues to evaluate changes in the use of 
information technology and designs new control activities when these 
changes are incorporated into the entity’s information technology 
infrastructure. Management also designs control activities needed to 
maintain the information technology infrastructure. Maintaining technology 
often includes backup and recovery procedures, as well as continuity of 
operations plans, depending on the risks and consequences of a full or 
partial power systems outage.  

 

Design Security Management  
11.14 Management should design control activities for security 
management over the entity’s information system.  

 

11.15 Management designs control activities for security management 
over the entity’s information system to ensure appropriate access by 
internal and external sources to protect the entity’s information system. 
Objectives for security management include confidentiality, integrity 
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and availability. Confidentiality means that data, reports and other outputs 
are safeguarded against unauthorized access. Integrity means that 
information is guarded against improper modification or destruction, which 
includes ensuring information’s nonrepudiation and authenticity. 
Availability means that data, reports, and other relevant information are 
readily available to users when needed.  

 

11.16 Security management includes the information processes and 
control activities related to access rights in an entity’s information 
technology, including who has the ability to execute transactions. Security 
management includes access rights across various levels of data, 
operating system (system software), network, application, and physical 
layers. Management designs control activities over access to protect an 
entity from inappropriate access and unauthorized use of the system. 
These control activities support appropriate segregation of duties. By 
preventing unauthorized use of and changes to the system, data and 
program integrity are protected from malicious intent (e.g., someone 
breaking into the technology to commit fraud, vandalism, or terrorism) or 
error.  

 

11.17 Management evaluates security threats to information technology, 
which can be from both internal and external sources. External threats 
are particularly important for entities that depend on 
telecommunications networks and the Internet. External threats have 
become prevalent in today’s highly interconnected business 
environments, and continual effort is required to address these risks. 
Internal threats may come from former or disgruntled employees. They 
pose unique risks because they may be both motivated to work against 
the entity and better equipped to succeed in carrying out a malicious 
act as they have greater access to and knowledge of the entity’s 
security management systems and processes.  

 

11.18 Management designs control activities to limit user access to 
information technology through authorization control activities where a 
unique user identification or token is authorized by an approved list. 
These control activities may restrict authorized users to the applications 
or functions commensurate with their assigned responsibilities, 
supporting an appropriate segregation of duties. Management designs 
other control activities to update access rights when employees change 
job functions or leave the entity. Management also designs control 
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activities for access rights when different information technology 
elements are connected to each other.  

 

Design Information Technology Acquisition, Development, and Maintenance 
11.19 Management should design control activities over the acquisition, 
development, and maintenance of information technology. 

 

11.20 Management designs control activities over the acquisition, 
development, and maintenance of information technology. Management 
may use the Systems Development Life Cycle (SDLC) framework in 
designing control activities. An SDLC provides a structure for a new 
information technology design by outlining specific phases and 
documenting requirements, approvals, and checkpoints within control 
activities over the acquisition, development, and maintenance of 
technology. Through the SDLC, management designs control activities 
over changes to technology. This may involve requiring authorization of 
change requests, reviewing the changes, approvals, testing results, and 
designing protocols to determine whether changes are made properly. 
Depending on the size and complexity of the entity, development of 
information technology and changes to the information technology may be 
included in one SDLC or two separate methodologies. Management 
evaluates the objectives and risks of the new technology in designing 
control activities over its SDLC.  

 

11.21 Management may also acquire information technology through 
packaged software from vendors. Management incorporates into its 
information technology development methodologies for the acquisition 
of vendor packages and designs control activities over their selection, 
ongoing development, and maintenance. Control activities on the 
development, maintenance, and change of application software prevent 
unauthorized programs or modifications to existing programs.  

 

11.22 Another alternative is outsourcing the development of information 
technology to service organizations. As for an SDLC developed internally, 
management designs control activities to meet objectives and address 
related risks. Management also evaluates the unique risks that utilizing a 
service organization presents for the completeness, accuracy, and validity 
of information submitted to and received from the service organization.  
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Principle 12 – Implement Control Activities 
 

12.01 Management should implement control activities. 

 

Attributes 
12.02 The following attributes contribute to the design, implementation, 
and operating effectiveness of this principle: 

a. Document Responsibilities through Policies - Management should 
document in policies the internal control responsibilities of the 
organization. 

b. Perform Periodic Review - Management should periodically review the 
implementation of control activities to determine their continued relevance, 
redesign them when necessary, and communicate them as appropriate.  

 

Document Responsibilities through Policies  
12.03 Management should document in policies the internal control 
responsibilities of the organization.  

 

12.04 Management documents in policies for each unit its 
responsibility for an operational process’s objectives and related risks, 
control activity design, implementation, and operating effectiveness.33

                                                      
33 See paras. 3.03 through 3.07 for further discussion of units.  

 
Each unit, with guidance from management, determines based on the 
objectives and related risks the number of policies necessary for the 
operational process. Each unit also documents policies in the 
appropriate level of detail to allow management to effectively monitor 
the control activity. 
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12.05 Those in key roles for the unit may further define policies 
through day-to-day procedures, depending on the rate of change in the 
operating environment and complexity of the operational process. 
Procedures may include the timing of when a control activity occurs, and 
any follow-up corrective actions to be performed by competent 
personnel if deficiencies are identified.34

 

 Management communicates to 
personnel the policies and procedures so that personnel can implement 
the control activities for their assigned responsibilities. 

Perform Periodic Review 
12.06 Management should periodically review the implementation of 
control activities to determine their continued relevance, redesign them 
when necessary, and communicate them as appropriate. 

 

12.07 Management periodically reviews policies, procedures, and related 
control activities for continued relevance and effectiveness in achieving 
the entity’s objectives or addressing related risks. If there is a significant 
change in an entity’s process, management reviews this process in a 
timely manner after the change to ensure the control activities are 
designed and implemented appropriately. Changes may occur in 
personnel, operational processes, or information technology. Regulators, 
Congress, and OMB, may also change either an entity’s objectives or how 
an entity is to achieve an objective. Management considers these changes 
in its periodic review.  

  

                                                      
34 See paras. 17.09 through 17.10 for further discussion of corrective actions.  

Elements of a written policy may include: 

• Timeliness - Management documents when a control activity and any follow-up corrective 

actions are performed. 

• Corrective actions - Management documents the need for appropriate follow-up when 

matters are identified that require investigation, and establishes responsibility for any corrective 

actions taken . 

• Competence - Management documents the level of competency required to perform a control 

activity. Requirements depend on factors such as the complexity of the control activity and the 

complexity and volume of the underlying transactions . 
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Information and Communication 

Overview  

Management uses quality information to support the internal control 
system. Effective information and communication is vital for an entity to 
run and control its operations. Entity management needs access to 
relevant and reliable communication related to internal as well as 
external events. 

 

Principles 
13. Management should use quality information. 

14. Management should internally communicate the necessary quality 
information.  

15. Management should externally communicate the necessary quality 
information. 

  

Control environment 

Risk assessment 

Control activities 

Monitoring activities 

Source: COSO. 

Function 

Operating unit 

Division 

Entity level 
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Principle 13 - Use Quality Information  
 

13.01 Management should use quality information. 

 

Attributes 
13.02 The following attributes contribute to the design, implementation and 
operating effectiveness of this principle: 

a. Identify Information Requirements - Management should design a 
process to identify information requirements. 

b. Obtain Relevant Data from Reliable Sources - Management should 
obtain relevant data from reliable internal and external sources on a timely 
basis based on the identified information requirements. 

c. Process Data into Quality Information - Management should process 
the obtained data into quality information. 

 

Identify Information Requirements 
13.03 Management should design a process to identify information 
requirements. 

 

13.04 Management designs a process that uses the entity’s objectives and 
related risks to identify the information requirements needed to achieve 
the objectives and address the risks. Information requirements consider 
the expectations of both internal and external users. Management defines 
the identified information requirements at the relevant level and requisite 
specificity for appropriate personnel.  

 

13.05 Management identifies information requirements in an iterative and 
ongoing process that occurs throughout the performance of an effective 
internal control system. As change in the entity and its objectives and 
risks occur, management changes information requirements as needed 
to meet these modified objectives and address these modified risks.  
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Obtain Relevant Data from Reliable Sources 
13.06 Management should obtain relevant data from reliable internal and 
external sources on a timely basis based on the identified information 
requirements. 

 

13.07 Management obtains relevant data from reliable internal and 
external sources on a timely basis based on the identified information 
requirements. Relevant data has a logical connection with, or bearing 
upon, the identified information requirements. Reliable internal and 
external sources provide data that are reasonably free from error and bias 
and faithfully represent what they purport to represent. Management 
evaluates both internal and external sources of data to ensure that they 
are reliable. Sources of data can be operational, financial, or compliance 
related. Management obtains data on a timely basis to allow it to be used 
for effective monitoring.  

 

Process Data into Quality Information 
13.08 Management should process the obtained data into quality 
information. 

 

13.09 Management processes the obtained data into quality information 
that supports the internal control system. This involves processing data 
into information and then evaluating the processed information to ensure 
that it is quality information. Quality information meets the identified 
information requirements by using relevant data from reliable sources. 
Quality information is appropriate, current, accurate, accessible, and 
provided on a timely basis. Management considers these characteristics 
as well as the information processing objectives in evaluating processed 
information and makes revisions when necessary to ensure that the 
information is quality information.35

 

 Management uses the quality 
information to make informed decisions and evaluate the entity’s 
performance in achieving key objectives and addressing risks.  

13.10 Management processes relevant data from reliable sources into 
quality information within the organization’s information system. An 
information system is the people, processes, data, and technology 

                                                      
35 See paras. 11.03 through 11.06 for further discussion of information processing 
objectives. 
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management organizes to obtain, communicate, or dispose of 
information.36

 
   

Principle 14 - Communicate Internally 
 

14.01 Management should internally communicate the necessary quality 
information.  

 

Attributes  
14.02 The following attributes contribute to the design, implementation and 
operating effectiveness of this principle: 

a. Communicate throughout the Entity - Management should communicate 
quality information throughout the entity utilizing established reporting 
lines. 

b. Select Appropriate Method of Communication - Management should 
select appropriate methods to communicate internally. 

 

Communicate throughout the Entity 
14.03 Management should communicate quality information throughout 
the entity utilizing established reporting lines. 

 

14.04 Management communicates quality information throughout the 
entity utilizing established reporting lines. Quality information is 
communicated down, across, up, and around reporting lines to all levels of 
the entity.  

 
14.05 Management communicates quality information down and across 
reporting lines to enable personnel to perform key roles in achieving 
objectives, addressing risks, and supporting the internal control system. In 
these communications, management assigns the internal control 
responsibilities for key roles.  
 
14.06 Management receives quality information about the entity’s 
operational processes that flows up the reporting lines from personnel to 
help management achieve the entity’s objectives.  

                                                      
36 See paras. 11.03 through 11.06 for further discussion of information systems.  
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14.07 The oversight body receives quality information that flows up the 
reporting lines from management and personnel. Information relating to 
internal control communicated to the oversight body includes significant 
matters about the adherence to, changes in, or issues arising from the 
internal control system. This upward communication is necessary for the 
effective oversight of internal control. 
 
14.08 Personnel utilize separate reporting lines to go around upward 
reporting lines when these lines are compromised. Laws and regulations 
may require entities to establish separate lines of communication, such as 
whistleblower and ethics hotlines, for communicating confidential 
information. Management informs employees of these separate reporting 
lines, how they operate, how they are to be used, and how the information 
will remain confidential. 

 

Select Appropriate Methods of Communication 
14.09 Management should select appropriate methods to communicate 
internally. 

 

14.10 Management selects appropriate methods to communicate 
internally. Management considers a variety of factors in selecting an 
appropriate method of communication. Some factors to consider:  

• Audience - The intended recipients of the communication 

• Nature of Information - The purpose and type of information being 
communicated 

• Availability - Information readily available to the audience when 
needed 

• Cost - The resources used to communicate the information 

• Legal or Regulatory requirements - Requirements by laws and 
regulations that may impact communication, such as retention 
requirements 

 

14.11 Based on the consideration of the factors, management selects  
appropriate methods of communication, such as a written document, 
whether in hard copy or electronic format, or a face-to-face meeting. 
Management periodically evaluates the organization’s methods of 
communication to ensure that the organization has the appropriate tools to 
communicate quality information throughout the entity on a timely basis. 
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Principle 15 - Communicate Externally  
 

15.01 The organization should externally communicate the necessary 
quality information. 

 

Attributes  
15.02 The following attributes contribute to the design, implementation and 
operating effectiveness of this principle:  

a. Communicate with External Parties - Management should communicate 
with, and obtain quality information from, external parties utilizing 
established reporting lines. 

b. Select Appropriate Method of Communication - Management should 
select appropriate methods to communicate externally. 

 

Communicate with External Parties 
15.03 Management should communicate with, and obtain quality 
information from, external parties utilizing established reporting lines. 

 

15.04 Management communicates with, and obtains quality information 
from, external parties utilizing established reporting lines. Open two-way 
external reporting lines allow for this communication. External parties 
include stakeholders,37

 

 suppliers, contractors, service organizations, 
regulators, external auditors, government entities, and the general public.  

15.05 Management communicates quality information externally through 
reporting lines so that external parties can help the entity achieve its 
objectives and address related risks. Management includes in these 
communications information relating to the organization’s events and 
activities that impact the internal control system.  

 
15.06 Management receives information through reporting lines from 
external parties. Information communicated to management includes 
significant matters relating to risks, changes, or issues that impact the 
entity’s internal control system. This communication is necessary for the 
effective operation of internal control. Management evaluates external 
                                                      
37 See paras. 2.03 through 2.10 for further discussion of stakeholders.  
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information received against the characteristics of quality information and 
information processing objectives and takes any necessary actions to 
ensure that the information is quality information.38

 
 

15.07 The oversight body receives information through reporting lines from 
external parties. Information communicated to the oversight body includes 
significant matters relating to risks, changes, or issues that impact the 
entity’s internal control system. This communication is necessary for the 
effective oversight of internal control.  
  
15.08 External parties utilize separate reporting lines when external 
reporting lines are compromised. Laws and regulations may require 
entities to establish separate lines of communication, such as 
whistleblower and ethics hotlines, for communicating confidential 
information. Management informs external parties of these separate 
reporting lines, how they operate, how they are to be used, and how the 
information will remain confidential. 

 

Select Appropriate Methods of Communication 
15.09 Management should select appropriate methods to communicate 
externally. 

 

15.10 Management selects appropriate methods to communicate 
externally. Management considers a variety of factors in selecting an 
appropriate method of communication. Some factors to consider: 

• Audience - The intended recipients of the communication 

• Nature of Information - The purpose and type of information being 
communicated    

• Availability - Information readily available to the audience when 
needed  

• Cost - The resources used to communicate the information 

• Legal or Regulatory requirements - Requirements by laws and 
regulations that may impact communication 

 

                                                      
38 See paras. 11.03 through 11.06 for further discussion of information processing 
objectives. 
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15.11 Based on the consideration of the factors, management selects  
appropriate methods of communication, such as a written document, 
whether in paper or electronic format, or a face-to-face meeting. 
Management periodically evaluates the organization’s methods of 
communication to ensure that the organization has the appropriate tools to 
communicate quality information throughout and outside of the entity on a 
timely basis.  

 

15.12 In the federal government, organizations not only report to Congress 
and the President but to the general public as well. Organizations need to 
consider appropriate methods when communicating with such a broad 
audience.  
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Monitoring 

Overview  
Finally, since internal control is a dynamic process that has to be adapted 
continuously to the risks and changes an organization faces, monitoring of 
the internal control system is essential to help ensure that internal control 
remains aligned with changing objectives, environment, laws, resources, 
and risks. Internal control monitoring assesses the quality of performance 
over time and ensures that the findings of audits and other reviews are 
promptly resolved. Corrective actions are a necessary complement to 
control activities in order to achieve objectives. 

 

Principles 
16. Management should establish monitoring activities to monitor the 
internal control system and evaluate the results. 

17. Management should ensure identified internal control deficiencies are 
remediated on a timely basis. 

  

Control environment 

Risk assessment 

Control activities 

Information and communication 

Source: COSO. 
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Principle 16 - Perform Monitoring Activities 
 

16.01 Management should establish monitoring activities to monitor the 
internal control system and evaluate the results. 

 

Attributes 
16.02 The following attributes contribute to the design, implementation, 
and operating effectiveness of this principle: 

a. Establish a Baseline - Management should establish a baseline for 
monitoring the internal control system. 

b. Monitor Internal Control System - Management should monitor the 
internal control system through ongoing monitoring and separate 
evaluations. 

c. Evaluate Results - Management should document and evaluate the 
results of ongoing monitoring and separate evaluations to identify internal 
control issues. 

 

Establish a Baseline 
16.03 Management should establish a baseline for monitoring the internal 
control system. 

 

16.04 Management establishes a baseline to monitor the internal control 
system in supporting the entity in achieving its objectives. The baseline is 
the current state of the internal control system compared against 
management’s design of the internal control system. The baseline 
represents the difference between the criteria of the design of the internal 
control system and condition of the internal control system at a specific 
point in time. In other words, the baseline consists of issues and 
deficiencies identified in an entity’s internal control system. 

 

16.05 Once established, management can use the baseline as criteria in 
evaluating the internal control system and make changes to reduce the 
difference between the criteria and condition. Management reduces this 
difference in one of two ways. Management either changes the design of 
the internal control system to better address the objectives and risks of the 
entity or improves the operating effectiveness of the internal control 
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system. As part of monitoring, management determines when to revise the 
baseline to reflect changes in the internal control system. 

 

Monitor Internal Control System 
16.06 Management should monitor the internal control system through 
ongoing monitoring and separate evaluations.  

 

16.07 Management monitors the internal control system through the 
monitoring activities of ongoing monitoring and separate evaluations. 
Ongoing monitoring is built into the entity’s operations, performed 
continually, and responsive to change. Separate evaluations are used 
periodically and may provide feedback on the effectiveness of ongoing 
monitoring.  

 

16.08 Management performs ongoing monitoring of the design and 
operating effectiveness of the internal control system as part of the 
normal course of operations. Ongoing monitoring includes regular 
management and supervisory activities, comparisons, reconciliations, 
and other routine actions. Ongoing monitoring may include automated 
tools, which can increase objectivity and efficiency by electronically 
evaluating controls and transactions.  

 
16.09 Management uses separate evaluations to monitor the design 
and operating effectiveness of the internal control system at a specific 
time or of a specific function or process. The scope and frequency of 
separate evaluations depend primarily on the assessment of risks, 
effectiveness of ongoing monitoring, and rate of change within the 
entity and its environment. Separate evaluations may take the form of 
self-assessments, which include cross operating unit or cross 
functional evaluations.  

 

16.10 Separate evaluations also include audits and other evaluations 
that may involve the review of control design and direct testing of 
internal control. These audits and other evaluations may be mandated 
by law and are performed by internal auditors, external auditors, the 
Inspectors General, and other external reviewers. Separate 
evaluations provide greater objectivity when performed by reviewers 
who do not have responsibility for the activities being evaluated. 
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16.11 Management retains responsibility for monitoring the effectiveness 
of internal control over the assigned processes performed by service 
organizations. Management uses ongoing monitoring, separate 
evaluations, or a combination of the two to obtain reasonable assurance 
over the operating effectiveness of the service organization’s internal 
controls over the assigned process.39

 

 These monitoring activities related 
to service organizations may either be performed by management or 
performed by external parties and reviewed by management. 

Evaluate Results 
16.12 Management should evaluate and document the results of ongoing 
monitoring and separate evaluations to identify internal control issues. 

 

16.13 Management evaluates and documents the results of ongoing 
monitoring and separate evaluations to identify issues in the internal 
control system. Management utilizes this evaluation to determine the 
effectiveness of the internal control system. Differences between the 
results of monitoring activities and the previously established baseline 
may indicate internal control issues, including undocumented changes 
in the internal control system or potential internal control deficiencies.  

 

16.14 Management may identify changes in the internal control system 
that either have occurred or are needed due to changes in the entity 
and its environment. External parties can also help management 
identify issues in the internal control system. For example, complaints 
from the general public and regulator comments may indicate areas in 
the internal control system that need improvement. Management 
considers whether current controls address the identified issues and 
modifies controls if necessary. 

 

Principle 17 – Remediate Deficiencies  
 

17.01 Management should ensure identified internal control 
deficiencies are remediated on a timely basis. 

                                                      
39 See the Overview: Service Organizations for further discussion of service organizations.  
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Attributes  
17.02 The following attributes contribute to the design, implementation, 
and operating effectiveness of this principle: 

a. Report Issues - Personnel should report internal control issues to 
appropriate internal and external parties on a timely basis.

b. Evaluate Issues - Management should evaluate and document internal 
control issues and determine appropriate corrective actions for internal 
control deficiencies on a timely basis. 

  

c. Complete Corrective Actions - Management should complete and 
document corrective actions to remediate internal control deficiencies 
on a timely basis. 

 

Report Issues  
17.03 Personnel should report internal control issues to appropriate 
internal and external parties on a timely basis. 

 

17.04 Personnel report internal control issues through established 
reporting lines to the appropriate internal and external parties on a 
timely basis to enable the entity to timely evaluate those issues.40

 

  

17.05 Personnel may identify internal control issues while performing 
their assigned internal control responsibilities. Personnel communicate 
these issues internally to the person in the key role responsible for the 
internal control or associated process and to at least one level of 
management above that individual. Depending on the nature of the 
issues, personnel may consider reporting certain issues to the 
oversight body. Such issues may include: 

• Issues that cut across the organizational structure or extend 
outside the organization to service organizations, contractors, or 
suppliers.  

• Issues that may not be remediated due to the interests of 
management, such as sensitive information regarding fraud or 
other illegal acts.41

                                                      
40 See paras. 14.03 through 14.08 for further discussion of internal reporting lines and 
paras. 15.03 through 15.08 for further discussion of external reporting lines.  

  

41 See paras. 8.03 through 8.05 for further discussion of fraud.  
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17.06 Depending on the entity’s regulatory or compliance requirements, 
the entity may also be required to report issues externally to appropriate 
external parties, such as the legislators, regulators and standard-
setting bodies that establish laws, rules, regulations, and standards to 
which the entity is subject. 

 

Evaluate Issues  
17.07 Management should evaluate and document internal control issues 
and determine appropriate corrective actions for internal control 
deficiencies on a timely basis. 

 
17.08 Management evaluates and documents internal control issues 
and determines appropriate corrective actions for internal control 
deficiencies on a timely basis to ensure an effective internal control 
system. Management evaluates issues identified through monitoring 
activities or reported by personnel to determine whether any of the 
issues rise to the level of an internal control deficiency. Internal control 
deficiencies require further evaluation and remediation by 
management. An internal control deficiency can be in the design, 
implementation, or operating effectiveness of the internal control and 
its related process.42

 

 Management determines from the type of internal 
control deficiency the appropriate corrective actions to remediate the 
internal control deficiency on a timely basis. Management assigns 
responsibility and delegates authority to remediate the internal control 
deficiency. 

Complete Corrective Actions 
17.09 Management should complete and document corrective actions to 
remediate internal control deficiencies on a timely basis. 

 
17.10 Management completes and documents corrective actions to 
remediate internal control deficiencies on a timely basis. Depending on the 
nature of the deficiency, either the oversight body or management 
oversees the prompt remediation of deficiencies by communicating the 
corrective actions to the appropriate level of the organizational structure 
and delegating authority for completing corrective actions to appropriate 
                                                      
42 See the Overview: Evaluation of an Internal Control System for further discussion of 
evaluation of internal control deficiency.  
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personnel. Management, with oversight from the oversight body, tracks 
the status of remediation efforts to ensure that they are completed on a 
timely basis. 
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Glossary 
The following terms are provided to assist in clarifying the Standards for 
Internal Control in the Federal Government. The most relevant paragraph 
numbers are provided for reference.  

  

Terms 
Application control activities - Controls that are incorporated directly 
into computer applications to help ensure the validity, completeness, 
accuracy, and confidentiality of transactions and data during application 
processing; application controls include controls over input, processing, 
output, master file, interface, and data management system controls 
(paragraph 11.10)  

Application material - Additional information that provides further 
explanation of the principle and attribute requirements of internal control 
(Overview: Components, Principles and Attributes) 

Baseline - The difference between the criteria of the design of the internal 
control system and condition of the internal control system at a specific 
point in time (paragraph 16.04) 

Competence - The qualification to carry out assigned responsibilities 
(paragraph 4.04) 

Complementary user entity controls - Controls that management of the 
service organization assumes, in the design of its service, will be 
implemented by user entities, and which, if necessary to achieve the 
control objectives stated in management's description of the service 
organization's system, are identified as such in that description 
 (Overview: Service Organizations).  

Contingency plans - The processes defined to address an organization’s 
need to respond to sudden personnel changes impacting the organization 
(paragraph 4.10) 

Control activities - The policies, procedures, techniques, and 
mechanisms that enforce management’s directives to achieve the entity’s 
objectives and address related risks (paragraph 10.04) 

Deficiency - When the design, implementation, or operation of a control 
does not allow management or personnel, in the normal course of 
performing their assigned functions, to achieve control objectives and 
address related risks (Overview: Evaluation of Deficiencies in Internal 
Control) 
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Detective control - An activity that is designed to discover when an entity 
is not achieving an objective or addressing a risk before the entity’s 
operation has concluded and corrects the actions so that the entity 
achieves the objective or addresses the risk (paragraph 10.07) 

Entity-level control - Controls that have a pervasive effect on an 
organization’s internal control system; entity-level controls may include 
controls related to the entity’s risk assessment process, control 
environment, service organizations, management override, monitoring, 
and year-end financial reporting (paragraph 10.12) 

Fraud - Involves obtaining something of value through willful 
misrepresentation (paragraph 8.04) 

General control activities - The policies and procedures that apply to all 
or a large segment of an entity’s information systems; general controls 
include security management, logical and physical access, configuration 
management, segregation of duties, and contingency planning (paragraph 
11.09)  

Green Book - The commonly used name for the Standards for Internal 
Control in the Federal Government (Overview: Foreword) 

Information system - The people, processes, data, and technology 
management organizes to obtain, communicate, or dispose of information 
(paragraph 11.04) 

Information technology - Technology-enabled information processes 
(paragraph 11.04) 

Inherent risk - The risk to an entity in the absence of management’s 
response to the risk (paragraph 7.05) 

Internal control - The plans, methods, policies, and procedures used to 
fulfill the mission, strategic plan, goals, and objectives of the organization 
(Overview: Definition of Internal Control) 

Internal control system - A continuous built-in component of operations, 
effected by people, that provides reasonable assurance, not absolute 
assurance, that an organization’s objectives will be achieved (Overview: 
An Internal Control System) 

Key role - A position in an organizational structure that is assigned an 
overall responsibility of an entity (paragraph 3.09) 

Likelihood of occurrence - The possibility that a risk will occur 
(paragraph 7.09) 

Magnitude of impact - Magnitude of deficiency that could result from the 
risk and is affected by factors such as the size, pace, and duration of the 
risk’s impact (paragraph 7.09) 
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Management - Entity personnel who are directly responsible for all 
activities of an organization, including the design, implementation, and 
operating effectiveness of an entity’s internal control system (Overview: 
Roles in an Internal Control System) 

Organizational structure - The operating units, operational processes, 
and other structures management uses to achieve objectives (Overview: 
Internal Control and the Entity) 

Oversight body - Those responsible for overseeing management’s 
design, implementation, and operation of an internal control system 
(Overview: Roles in an Internal Control System) 

Performance measure -  A means of evaluating the entity’s performance 
in achieving objectives (paragraph 6.09)  

Policies - Statements of responsibility for an operational process’s 
objectives and related risks, control activity design, implementation, and 
operating effectiveness (paragraph 12.04) 

Preventive control - An activity that is designed to prevent an entity from 
failing to achieve an objective or addressing a risk (paragraph 10.07) 

Qualitative objectives - Subjective objectives where management may 
need to design performance measures that indicate a level or degree of 
performance, such as milestones (paragraph 6.09) 

Quality information - Information from relevant and reliable data that is 
appropriate, current, accurate, accessible, provided on a timely basis, and 
meets the need of identified information requirements (paragraph 13.09) 

Quantitative objectives - Calculable objectives where performance 
measures may be a targeted percentage or numerical value (paragraph 
6.09) 

Reasonable assurance -  A high degree of confidence, but not absolute 
confidence (Overview: An Internal Control System) 

Reporting lines -  Communication lines at all levels of the organization 
that provide methods of communication that can flow down, across, up, 
and around the organizational structure (paragraph 3.06) 

Residual risk - The risk that remains after management’s response to 
inherent risk (paragraph 7.05) 

Risk - The possibility that an event will occur and adversely affect the 
achievement of objectives (paragraph 7.03) 

Risk tolerance - The acceptable level of variation in performance relative 
to the achievement of objectives (paragraph 6.11) 
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Security management - The information processes and control activities 
related to access rights in an entity’s information technology (paragraph 
11.16) 

Segregation of duties - The separation of the authority, custody and 
accounting of an operation (paragraph 10.17) 

Service organization - An external party that performs operational 
process(es) for an entity (Overview: Service Organizations) 

Succession plans - The processes that address an organization’s need 
to replace competent personnel over the long term (paragraph 4.10) 

Transaction control activities - Actions built directly into operational 
processes to support the organization in achieving its objectives and 
addressing related risks (paragraph 10.13) 
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A MESSAGE FROM THE DIRECTOR OF THE  
U.S. OFFICE OF PERSONNEL MANAGEMENT (OPM) 

I am pleased to submit the annual Federal Equal Opportunity Recruitment Program 
(FEORP) Report for Fiscal Year (FY) 2012 to Congress.  Prepared in accordance with the 
requirements of title 5, United States Code, section 7201, this report provides statistical 
data on employment in the Federal workforce (FW) and highlights human capital practices 
Federal agencies are using to recruit, develop, and retain talent. 

Findings for FY 2012 

The number of minorities in the FW increased by 1.2 percent from 662,991 in FY 2011 to 
670,853 in FY 2012.  The FW is 17.9 percent Black, 8.2 percent Hispanic, 5.8 percent 
Asian/Pacific Islander, 1.7 percent American Indian/Alaska Native, 1.0 percent Non-
Hispanic/Multi-Racial, and 65.4 percent White.  Minorities as a whole constituted 34.6 
percent of the FW.  Men comprised 56.5 percent of all Federal permanent employees and 
women 43.5 percent.   Notably, the Federal government still faces challenges with regard to 
the full employment of Hispanics, as they constitute 8.2 percent of the FW. 

The Senior Executive Service (SES) is now more diverse than ever.  The SES is 10.5 percent 
Black, 4.1 percent Hispanic, 3.3 percent Asian/Pacific Islander, 1.4 percent American 
Indian/Alaska Native, and 0.6 percent Non-Hispanic/Multi-Racial.  In addition, women now 
make up 33.5 percent of the SES. 

OPM Initiatives 

Since 2009 President Obama has signed various Executive Orders aimed at promoting a 
diverse and inclusive Federal workforce.  On August 19, 2011, the President signed and 
issued Executive Order 13583, Establishing a Coordinated Government-Wide Initiative to 
Promote Diversity and Inclusion in the Federal Workforce, in order to promote the Federal 
workplace as a model of equality, diversity, and inclusion. On November 17, 2011, OPM 
issued the Government-Wide Diversity and Inclusion Strategic Plan, which identified three 
goals for implementation by agencies to include Workforce Diversity, Workplace Inclusion, 
and Sustainability.  Fifty-seven agencies submitted agency-specific Diversity and Inclusion 
Strategic Plans, and they continue to actively implement those plans with guidance from 
OPM. 

On November 9, 2009, President Obama signed Executive Order 13518, Employment of 
Veterans in the Federal Government, which established the Veterans Employment 
Initiative.  In the first full year, the Executive Branch of the Government hired the highest 
percentage of veterans in more than 20 years. 

In addition, OPM is committed to assisting agencies in implementing Executive Order 
13548, Increasing Federal Employment of Individuals with Disabilities.  The goal under 
Executive Order 13548 is to hire 100,000 people with disabilities in all job series and at all 
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grade levels by 2015 in order to enable the Federal Government to tap into this rich source 
of diverse talent. Initial FY 2012 data indicates an increase in the hiring of people with 
disabilities as compared to 2011, and in FY 2011, Americans with disabilities, including 
veterans who are 30 percent or more disabled, made up 14.7 percent of new hires, a 20-
year high. 

To address difficulties recruiting and hiring students, recent graduates and Veterans, 
President Obama signed Executive Order 13562, Recruiting and Hiring Students and 
Recent Graduates, on December 27, 2010. This executive order establishes the Pathways 
Program, consisting of three excepted-service programs tailored to recruit, hire, develop, 
and retain students and recent graduates to include veterans.  Under this program, OPM is 
conducting outreach to, among others, Historically Black Colleges and Universities, 
Hispanic Serving Institutions, Tribal Colleges and Universities, and Asian American and 
American Indian/Alaska Native Pacific Islander Serving Institutions. Additionally, through 
the creation of the Governmentwide Veterans Recruitment and Employment Strategic Plan 
for FY 2010–FY 2012, OPM is helping agencies to meet the overarching goal to increase the 
percentage of veterans hired in the Federal Executive Branch. 

Due to the challenge of underrepresentation of Hispanics in the Federal workforce, OPM 
renewed the Hispanic Council on Federal Employment (Council) through 2014.  This 
Council, which brings together leaders from the Hispanic community, Human Resources 
(HR), Equal Employment Opportunity (EEO), and Diversity and Inclusion (D&I), is actively 
advising the Director of OPM on specific practices and recommendations related to the 
recruitment, hiring, retention, and advancement of Hispanics in the Federal workplace. 

Finally, the OPM is working with the Chief Human Capital Officers (CHCO) Council and 
agencies to assess current and emerging skills gaps and develop strategies to close these 
gaps in mission-critical occupations and skills areas that have the greatest impact on 
government-wide, and agency-specific, performance. The desired outcomes of this effort 
are: (1) increased proficiency levels in targeted skills areas through training, and (2) 
institutionalized processes for identifying and addressing skills gaps (government-wide 
and agency-specific).  

These efforts are designed to provide agencies with the foundation and support they need 
to advance the Federal government’s goals - to recruit, hire, retain, and develop  qualified 
candidates for Federal service.  OPM will continue to work with agencies to ensure that 
they have the tools required to succeed in creating and developing a diverse and inclusive 
Federal workforce that is a model for the 21st Century. 

Katherine L. Archuleta 
Director 
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EXECUTIVE SUMMARY 

On August 18, 2011, President Obama signed Executive Order 13583, Establishing a 
Coordinated Government-Wide Initiative to Promote Diversity and Inclusion in the 
Federal Workforce. As a result, OPM in consultation with the Office of Management and 
Budget (OMB) and the Equal Employment Opportunity Commission (EEOC) developed 
a Government-Wide Diversity and Inclusion Strategic Plan (Plan) that provides 
guidance to agencies on implementing the President’s Executive Order (the Executive 
Order). The Plan provides a shared direction, encourages commitment, and creates 
alignment so agencies can approach their workplace diversity and inclusion efforts in a 
coordinated, collaborative, and integrated manner. Three key goals provide a path for 
successful agency diversity and inclusion efforts: workforce diversity, workplace 
inclusion, and sustainability.  

On March 16, 2012, 120 days after the issuance of the Government-Wide Diversity and 
Inclusion Strategic Plan, agencies were required to submit agency-specific Diversity and 
Inclusion Strategic Plans, consistent with the government-wide plan. Fifty-seven 
departments and agencies submitted plans, and OPM continues to conduct Feedback 
Assistance Roundtables (FAR), a three phased review process, with each agency’s Chief 
Human Capital Officer (CHCO), Equal Employment Opportunity (EEO) Director, and 
Diversity and Inclusion (D&I) Director, where one exists. During Phase I of the FAR 
review, which was completed in July 2012, agencies met in clusters of three (3) in the 
OPM Innovation Lab to share successful practices and address challenges. OPM is now 
conducting Phase II of the FAR review, which entails meeting with each agency 
individually and discussing progress on the agency-specific Diversity and Inclusion 
Strategic Plans. Phase III will begin approximately 18 months after the submission of 
the plans and will include metric analysis for each agency, related to the three goals of 
diversity, inclusion, and sustainability.   

In addition, the Executive Order directed agencies to identify and adopt best practices 
to promote diversity and inclusion and to identify and remove any barriers to equal 
employment opportunity, consistent with merit system principles and applicable law. 
To this end, agencies were asked to submit their successful or promising practices from 
the agency-specific Diversity and Inclusion Strategic Plans. This report provides 
information about those successful practices that agencies discussed during the FAR 
process or submitted in their FEORP reports. 

Against this backdrop, we present the data for the FY 2012 FEORP Report. 
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FEORP Composition of Federal Workforce at a Glance 

  

Representation of the 
Federal Workforce 

Representation in the 
Senior Executive Service 

FY 2012 FY 2011 FY 2012 FY 2011 
Men 56.5 56.4 66.5 67.7 
Women 43.5 43.6 33.5 32.3 
Hispanic or Latino 8.2 8.1 4.1 4.1 
White 65.4 65.9 80.6 81.2 
Black or African American 17.9 17.8 10.5 10.1 
Asian/Pacific Islander 5.8 5.6 3.3 3.2 
American Indian/Alaska Native 1.7 1.7 1.4 1.1 
Non-Hispanic/Multi-Racial 1.0 0.8 0.6 0.5 

Major findings in the FY 2012 FEORP Report are: 

 The number of minorities in the FW increased by 1.2 percent from 662,991 in 
FY 2011 to 670,853 in FY 2012. The FW is 17.9 percent Black, 8.2 percent 
Hispanic, 5.8 percent Asian/Pacific Islander, 1.7 percent American 
Indian/Alaska Native, 1.0 percent Non-Hispanic/Multi-Racial, and 65.4 percent 
White. Minorities as a whole constituted 34.6 percent of the FW.  

 Black employees represented 17.9 percent (346,824) of the permanent FW as 
of September 30, 2012, compared to 17.8 percent in FY 2011.  

 Hispanic employees represented 8.2 percent (159,639) of the permanent FW as 
of September 30, 2012, compared to 8.1 percent in FY 2011. 

 Asian/Pacific Islander employees represented 5.8 percent (112,261) of the 
permanent FW as of September 30, 2012, compared to 5.6 percent in FY 2011. 

 American Indian/Alaska Native employees represented 1.7 percent (33,171) of 
the permanent FW as of September 30, 2012, compared to 1.7 percent in FY 
2011. 

 White employees represented 65.4 percent (1,270,362) of the permanent FW as 
of September 30, 2012, compared to 65.9 percent in FY 2011.  

 Non-Hispanic Multi-Racial employees represented 1.0 percent (18,958) of the 
permanent FW as of September 30, 2012, compared to 0.8 percent in FY 2011. 

 Women comprised 43.5 percent (844,223) of all Federal permanent employees 
as of September 30, 2012, compared to 43.6 percent in FY 2011. 

 Men comprised 56.5 percent (1,096,992) of all Federal permanent employees as 
of September 30, 2012, compared to 56.4 percent in FY 2011. 

 The percentage of minorities in the Senior Executive Service (SES) increased by 
0.9 percent from 19 percent in FY 2011 to 19.9 percent in FY 2012. The SES is 
10.5 percent Black, 4.1 percent Hispanic, 3.3 percent Asian/Pacific Islander, 1.4 
percent American Indian/Alaska Native, and 0.6 percent Non-Hispanic/Multi-
racial.  

 The percentage of women in the Senior Executive Service (SES) increased by 1.2 
percent from 32.3 percent in FY 2011 to 33.5 percent in FY 2012.  
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Federal Agencies’ FEORP Report Submissions 

In an effort to consolidate reporting requirements that necessitate similar information 
and provide meaningful guidance to the agencies, the OPM once again requested that 
Federal agencies jointly submit their FEORP Report and their Hispanic Employment 
Report, as required by Executive Order 13171 of October 12, 2000. Agencies were 
provided with the opportunity to include successful practices and planned activities 
that have been shown to improve the recruitment, career development, and retention of 
Hispanics, as well as women and other minorities. OPM also requested data regarding 
mentoring programs, leadership development programs, D&I Councils, and D&I 
training. 

Agency successful practices can be found in the section titled Agency FEORP Current 
Practices on page 72 of this report.  
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DATA COVERAGE AND DEFINITIONS 

On-board Federal employment statistics used in this report are as of September 30, 
2011. All data are produced from OPM’s Central Personnel Data File (CPDF). The FW 
referred to in this report is not the entire FW, but rather only permanent employees in 
those non-postal Federal Executive Branch agencies participating in the CPDF. This 
report covers workers in all pay plans including General Schedule and Related (GSR) 
pay plans, non-GSR pay plans, blue-collar pay plans, and employees at Senior Pay levels.  

All references made to the General Schedule pay plan in this report are to General 
Schedule and Related (GSR) pay plans.  

Only those agencies with 500 or more permanent employees are displayed in this 
report. 

Non-Hispanic/Multi-Racial is defined as Non-Hispanic and of more than one race. 

Senior Pay level employment includes employees in the Senior Executive Service (SES), 
Senior Foreign Service, and other employees earning salaries above grade 15, step 10 of 
the General Schedule, but excludes those employees under the Executive Schedule (pay 
plan EX).  

The Civilian Labor Force (CLF) percentages for each minority group presented in this 
report are derived from the Bureau of Labor Statistics' (BLS) Current Population Survey 
(CPS). The CPS data, which is a monthly survey of households that is conducted by the 
Bureau of the Census for BLS, cover non-institutionalized individuals 16 years of age or 
older, employed or unemployed, U.S. citizens and non-U.S. citizens. Regarding multi-
racial persons, the BLS designation “Two or More Races, Both Sexes” provides the data 
source for the multi-racial CLF percent.  

The Relevant Civilian Labor Force (RCLF) is the CLF data that are directly 
comparable (or relevant) to the occupational population being considered in the FW. 
The RCLF is the benchmark used to measure individual Federal agencies’ minority 
representation relative to their representation in that occupational category. In this 
Report, the RCLF is presented for each occupational category in the sections titled 
“Employment by Occupational Category.” For further info on the RCLF, please see the 
U.S. Census Bureau Equal Employment Opportunity (EEO) Tabulation at 
http://www.census.gov/people/eeotabulation/about/page c.html 

Underrepresentation, as defined in 5 CFR, section 720.202, means a situation in which 
the number of women or members of a minority group within a category of civil service 
employment constitutes a lower percentage of the total number of employees within 
the employment category than the percentage of women or the minority group 
constitutes within the CLF of the United States. 
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Occupational categories discussed in this report are white collar and blue collar. The 
white-collar category contains Professional, Administrative, Technical, Clerical or 
“Other” white-collar occupations. Professional occupations typically require a 
baccalaureate or professional degree and, along with Administrative occupations, are 
the usual sources for selections to senior management and executive positions. 
Positions in Technical, Clerical, Other, and blue-collar occupations usually are limited to 
lower grades, with limited opportunity for promotion to management levels. 
Advancement in these occupations often depends on individual attainment of further 
education or advanced skills. Employment data in this report are presented by 
occupational category and grade to provide a more informative profile.  

NOTE: STATISTICS IN THIS REPORT MAY VARY FROM OTHER FEORP RELEASES 
BECAUSE OF DIFFERENCES IN COVERAGE (E.G., AGENCY, WORK SCHEDULE, 
TENURE, AND DATES). ALSO, PERCENTAGES SHOWN IN THIS REPORT MAY NOT 
ADD TO TOTALS OF 100 DUE TO INDEPENDENT ROUNDING. 
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FEDERAL WORKFORCE 
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The number of minorities in the FW increased by 1.2percent from 662,991 to 670,853 
in FY 2012. 

• Blacks represented 17.9 percent (346,824) of the FWin 2012 and 17.8 percent 
(345,679) in FY 2011. The representation of Blacks in the CLF was 10.1 percent 
in 2012 and 2011. 

8 

• Hispanics represented 8.2 percent (159,639) of the FW in 2012, compared to 8.1 
percent (157,648) in FY 2011. The representation of Hispanics in the CLF2 was 
14.2 percent in 2012, compared to 13.6 in 2011. 

• Asian/Pacific Islanders represented 5.8 percent (112,261) of the FW in 2012, 
compared to 5.6 percent (109,871) in FY 2011. The representation of 
Asians/Pacific Islanders in the CLF3 was 4.9 percent in 2012, compared to 4.4 in 
2011. 

1 Detail percentages may not add to total due to rounding. 
2 

Although Hispanics, taken as a whole, make up 14.2 percent of the Civilian Labor Force (CLF), that number drops to 10.8 
percent of the CLF when only U.S. citizens (including those in Pue1to Rico) are counted. (Citizenship is a requirement for 
most Federal positions.) Citizenship-based CLF calculations are based on the Equal Employment Opportunity (EEO) 
Tabulation of 5-year ACS data. 
3 

Although Asian/Pacific Islanders make up 4 .9 percent of the Civilian Labor Force (CLF), that number drops to 3.6 percent 
of the CLF, when only U.S. citizens are counted. As noted above, citizenship is a requirement for most Federal positions. 
Citizenship-based CLF calculations aie based on the Equal Employment Opportunity (EEO) Tabulation of 5-yeai ACS data. 
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• American Indian/Alaska Natives represented 1.7 percent (33,171) of the FW in 
2012 and 1.7 percent (33,761) in FY 2011. American Indian/Alaska Natives 
representation in the CLF was 0.9 percent in 2012, compared to 0.7 in 2011. 

• Non-Hispanic Multi-Racial employees represented 1.0 percent (18,958) of the 
FW in 2012 compared to 0.8 (16,032) in FY 2011. The representation of Non-
Hispanic Multi-Racial employees in the CLF was 1.7 percent in 2012, compared 
to 1.2 in 2011. 

• White employees represented 65.4 percent (1,270,362) of the permanent FW as 
of September 30, 2012, compared to 65.9 (1,281,659). The representation of 
White employees in the CLF was 68.5 percent in 2012, compared to 70.0 percent 
in 2011. 

• Women represented 43.5 percent (844,223) of the FW in 2012, compared to 
43.6 percent (848,257) in FY 2011. The representation of women in the CLF was 
46.3 percent in 2012, and the same in 2011. 
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BLACKS IN THE FEDERAL WORKFORCE 
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Black employees 
represented 17.9 percent 
(346,824) of the 
permanent FW as of 
September 30, 2012 and 
17.8 percent in FY 2011. 

Black men represented 7.3 
percent of the FW in FY 
2012 and 7.2 percent in FY 
2011. 

Black women represented 
10.6 percent of the FWin 
FY 2012 and 10.6 percent 
in FY 2011. 
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BLACK EMPLOYMENT BY OCCUPATIONAL CATEGORY 

Black employment in 
professional occupations 
increased by 1,404, to 52,740 in 
FY 2012, from 51,336 in FY 
2011. Blacks represented 10.7 
percent of all Federal employees 
in this occupational category in 
FY 2012, compared to 10.6 
percent in FY 2011.  

Black employment in 
administrative occupations 
increased by 1,272 to 135,113 in 
FY 2012, from 133,841 in FY 
2011. Blacks represented 18.4 
percent of all Federal employees 
in this occupational category in 
FY 2012, compared to 18.3 
percent in FY 2011. 

Black employment in technical 
occupations decreased by 389 to 80,540 in FY 2012, from 80,929 in FY 2011. 
Blacks represented 24.2 percent of all Federal employees in this occupational 
category in FY 2012, compared to 24 percent in FY 2011. 

Black employment in clerical occupations decreased by 552 to 33,242 in FY 2012, 
from 33,794 in FY 2011. Blacks represented 27.4 percent of all Federal 
employees in this occupational category in FY 2012, compared to 27.3 percent in 
FY 2011. 

Black employment in "other" white-collar occupations decreased by 54 to 11,053 
in FY 2012 from 11,107 in FY 2011. Blacks represented 14.5 percent of all 
Federal employees in this occupational category in FY 2012, compared to 14.4 in 
FY 2011. 

Black employment in white-collar occupations increased by 1,681 to 312,688 in 
FY 2012 from 311,007 in FY 2011. Blacks represented 17.8 percent of all Federal 
employees in this occupational category in FY 2012, compared to 17.7 in FY 2011. 

Black employment in blue-collar occupations decreased by 536, to 34,136 in FY 
2012 from 34,672 in FY 2011. Blacks represented 18.4 percent of all Federal 
employees in this occupational category in FY 2012, as compared to 18.5 in FY 
2011. 

2012 Black 
Employment 

Percent of 
FW 

Counts and Percentages of Blacks based on All 
Employees in Each Occupational Category 

(September 2012) 

Professional 52,740 10.7 

Administrative 135,113 18.4 

Technical 80,540 24.2 

Clerical 33,242 27.4 

Other 11,053 14.5 

White-Collar (WC) 312,688 17.8 

Blue-Collar (BC) 34,136 18.4 

Total (WC + BC) 346,824 17.9 
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Furthermore, the Judicial Branch is entirely excluded and some Executive Branch agencies are not included. Please 
see data notes for details. 
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BLACK PERMANENT FEDERAL CIVILIAN EMPLOYMENT  
SALARY TRENDS 

WHITE-COLLAR /  
PAY SYSTEM GROUPS 
  

2012 2011 
DIFFERENCE  

2011 TO 2012 
# % # % #COUNT %CHANGE 

 UP TO $20,000  0 0 0 0 0 0 
 $20,001 TO $40,000  36,216 2.6 37,347 2.7 -1,131 -3 
 $40,001 TO $60,000  84,849 6.1 86,485 6.2 -1,636 -1.9 
 $60,001 TO $80,000  61,045 4.4 59,442 4.3 1,603 2.7 
 $80,001 TO $100,000  43,037 3.1 41,313 3 1,724 4.2 
 $100,001 TO $120,000  25,486 1.8 24,539 1.8 947 3.9 
 $120,001 TO $140,000  9,377 0.7 8,915 0.6 462 5.2 
 $140,001 TO $160,000  3,940 0.3 3,713 0.3 227 6.1 
 $160,001 AND GREATER  105 0 122 0 -17 -13.9 
 UNSPECIFIED  244 0 281 0 -37 -13.2 
 TOTAL  264,299 18.9 262,157 18.8 2,142 0.8 
 SES             
 $100,001 TO $120,000  5 0.1 4 0.1 1 25 
 $120,001 TO $140,000  27 0.3 27 0.3 0 0 
 $140,001 TO $160,000  238 3 216 2.8 22 10.2 
 $160,001 AND GREATER  546 6.9 528 6.8 18 3.4 
 UNSPECIFIED  0 0 0 0 0 0 
 TOTAL  816 10.4 775 10 41 5.3 
 OTHER WHITE COLLAR             
 UP TO $20,000  60 0 50 0 10 20 
 $20,001 TO $40,000  8,780 2.5 9,050 2.6 -270 -3 
 $40,001 TO $60,000  7,668 2.2 7,980 2.3 -312 -3.9 
 $60,001 TO $80,000  10,323 3 10,645 3 -322 -3 
 $80,001 TO $100,000  8,171 2.3 8,208 2.3 -37 -0.5 
 $100,001 TO $120,000  5,596 1.6 5,553 1.6 43 0.8 
 $120,001 TO $140,000  2,822 0.8 2,689 0.8 133 4.9 
 $140,001 TO $160,000  2,086 0.6 2,024 0.6 62 3.1 
 $160,001 AND GREATER  2,058 0.6 1,869 0.5 189 10.1 
 UNSPECIFIED  9 0 7 0 2 28.6 
 TOTAL  47,573 13.6 48,075 13.6 -502 -1 

TOTAL WHITE-COLLAR (PATCO)  312,688 17.8 311,007 17.7 1,681 0.5 
TOTAL BLUE-COLLAR  34,136 18.4 34,672 18.5 -536 -1.5 
TOTAL WHITE/BLUE-COLLAR  346,824 17.9 345,679 17.8 1,145 0.3 

FY 2012 FEORP     U.S. Office of Personnel Management 
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BLACKS REPRESENTATION IN EXECUTIVE DEPARTMENTS  

  

REPRESENTATION IN PERMANENT FEDERAL WORKFORCE  
 September 30, 2012 and September 30, 2011 

 BLACKS 

EXECUTIVE DEPARTMENTS 
2012  

 GROUP  
 PCT. 

2011  
 GROUP  

 PCT 

DEPARTMENT OF THE AIR FORCE 11.8 11.8 

DEPARTMENT OF AGRICULTURE 11.4 11.3 

DEPARTMENT OF THE ARMY 16.7 16.7 

DEPARTMENT OF COMMERCE 15.8 16 

DEPARTMENT OF DEFENSE 21.4 21.4 

DEPARTMENT OF JUSTICE 16.7 16.8 

DEPARTMENT OF LABOR 22.4 22.4 

DEPARTMENT OF ENERGY 11 11.1 

DEPARTMENT OF EDUCATION 36.9 36.8 

DEPARTMENT OF HEALTH AND HUMAN SERVICES 20.5 20.3 

DEPARTMENT OF HOMELAND SECURITY 14.6 14.6 

DEPARTMENT OF HOUSING AND URBAN DEVELOPMENT 37.9 37.9 

DEPARTMENT OF INTERIOR 5.7 5.7 

DEPARTMENT OF THE NAVY 13.3 13.1 

DEPARTMENT OF STATE 27.9 28.4 

DEPARTMENT OF TRANSPORTATION 11.6 11.6 

DEPARTMENT OF TREASURY 24.9 24.5 

DEPARTMENT OF VETERANS AFFAIRS 23.9 23.8 

GOVERNMENTWIDE 17.9 17.8 

FY 2012 FEORP     U.S. Office of Personnel Management 
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BLACKS REPRESENTATION IN INDEPENDENT AGENCIES 

REPRESENTATION IN PERMANENT FEDERAL WORKFORCE 
September 30, 2012 and September 30, 2011 

BLACKS 

INDEPENDENT AGENCIES 
2012  

 GROUP  
 PCT. 

2011  
 GROUP  

 PCT. 

BROADCASTING BOARD OF GOVERNORS 22 22.4 

COURT SERVICES AND OFFENDR SUPERVSN AGY 79.7 80.8 

COMMODITY FUTURES TRADING COMMISSION 16.5 N/A 

CORP FOR NATIONAL AND COMMUNITY SERVICE 29.5 30.6 

ENVIRONMENTAL PROTECTION AGENCY 18.3 18.2 

EQUAL EMPLOYMENT OPPORTUNITY COMMISSION 41 40.8 

FEDERAL COMMUNICATIONS COMMISSION 30.5 31.3 

FEDERAL DEPOSIT INSURANCE CORPORATION 17.5 17.6 

FEDERAL HOUSING FINANCE AGENCY 22 N/A 

FEDERAL RESERVE SYSTEM 17.9 N/A 

FEDERAL TRADE COMMISSION 16.8 16.9 

GENERAL SERVICES ADMINISTRATION 26.6 26.3 

GOVERNMENT PRINTING OFFICE 52.4 53.6 

NAT ARCHIVES AND RECORDS ADMINISTRATION 26.2 25.6 

NATIONAL AERONAUTICS AND SPACE ADMINISTRATION 11.7 11.6 

NATIONAL CREDIT UNION ADMINISTRATION 14.7 13.6 

NATIONAL LABOR RELATIONS BOARD 20.9 21.5 

NATIONAL SCIENCE FOUNDATION 31.2 31.7 

NUCLEAR REGULATORY COMMISSION 15 15.1 

OFFICE OF PERSONNEL MANAGEMENT 23.9 22.9 

PENSION BENEFIT GUARANTY CORPORATION 41.3 41.6 

RAILROAD RETIREMENT BOARD 36.4 34.8 

SECURITIES AND EXCHANGE COMMISSION 16.9 17 

SMALL BUSINESS ADMINISTRATION 25.2 25.2 

SMITHSONIAN INSTITUTION 39.3 39.5 

SOCIAL SECURITY ADMINISTRATION 28.3 28.4 

US AID 25.4 25.7 

GOVERMENTWIDE 17.9 17.8 

  

FY 2012 FEORP     U.S. Office of Personnel Management 
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HISPANICS IN THE FEDERAL WORKFORCE 

FY 2012 FEORP     U.S. Office of Personnel Management 
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HISPANIC EMPLOYMENT 

Hispanic employment 
represented 8.2 percent 
(159,639) of the permanent FW 
as of September 30, 2012 and 8.1 
percent in FY 2011. 

Hispanic men represented 4. 9 
percent of the per manent FW in 
FY 2012 and 4.8 percent in FY 
2011. 

Hispanic women represented 3.4 
percent of the permanent FW in 
FY 2012 and 3.3 percent in FY 
2011. 

FY 2012 FEORP 
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HISPANIC EMPLOYMENT BY OCCUPATIONAL CATEGORY  

Hispanic employment in 
professional occupations increased 
by 839 to 25,746 in FY 2012 from 
24,907 in FY 2011. Hispanics 
represented 5.2 percent of all 
Federal employees in this 
occupational category in FY 2012, 
compared to 5.1 in FY 2011.  

Hispanic employment in 
administrative occupations 
increased by 1,080 to 59,736 in FY 
2012 from 58,656 in FY 2011. 
Hispanics represented 8.1 percent 
of all Federal employees in this 
occupational category in FY 2012, 
compared to 8 percent in FY 2011. 

Hispanic employment in technical 
occupations increased by 255 to 
30,310 in FY 2012 from 30,055 in 
FY 2011. Hispanics represented 
9.1 percent of all Federal employees in this occupational category in FY 2012, compared 
to 8.9 percent in FY 2011. 

Hispanic employment in clerical occupations decreased by 29 to 13,608 in FY 2012 from 
13,637 in FY 2011. Hispanics represented 11.2 percent of all Federal employees in this 
occupational category in FY 2012, compared to 11 percent in FY 2011. 

Hispanic employment in "other" white-collar occupations decreased by 25 to 16,100 in 
FY 2012 from 16,125 in FY 2011. Hispanics represented 21.1 percent of all Federal 
employees in this occupational category in FY 2012, compared to 20.8 in FY 2011. 

Hispanic employment in white-collar occupations increased by 2,120 to 145,500 in FY 
2012 from 143,380 in FY 2011. Hispanics represented 8.3 percent of all Federal 
employees in this occupational category in FY 2012, compared to 8.2 percent in FY 2011. 

Hispanic employment in blue-collar occupations decreased by 129 to 14,139 in FY 2012 
from 14,268 in FY 2011. Hispanics represented 7.6 percent of all Federal employees in 
this occupational category in FY 2012, same as in FY 2011. 

  

2012 Hispanic 
Employment 

Percent of 
FW 

Counts and Percentages of Hispanics based on All 
Employees in Each Occupational Category  

(September 2012 

Professional 25,746 5.2 

Administrative 59,736 8.1 

Technical 30,310 9.1 

Clerical 13,608 11.2 

Other 16,100 21.1 

White-Collar (WC) 145,500 8.3 

Blue-Collar (BC) 14,139 7.6 

Total (WC + BC) 159,639 8.2 

FY 2012 FEORP     U.S. Office of Personnel Management 
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TRENDS 

New Hires compared to Attrition Government-Wide 5 

Hispanics 
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5 The New Hires compared to Attrition chart does not include Transfers In, nor does it include Transfers Out. 
Furthermore, the Judicial Branch is entirely excluded and some Executive Branch agencies are not included. Please 
see data notes for details. 

FY 2012 FEORP U.S. Office of Personnel Management 
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HISPANIC PERMANENT FEDERAL CIVILIAN EMPLOYMENT 
SALARY TRENDS 

 WHITE-COLLAR /z 
PAY SYSTEM GROUPS 
  

2012 2011 
DIFFERENCE  

2011 TO 2012 
# % # % #COUNT %CHANGE 

 UP TO $20,000  0 0 1 0 -1 -100 
 $20,001 TO $40,000  12,347 0.9 13,226 0.9 -879 -6.6 
 $40,001 TO $60,000  33,683 2.4 35,618 2.6 -1,935 -5.4 
 $60,001 TO $80,000  35,696 2.6 33,754 2.4 1,942 5.8 
 $80,001 TO $100,000  21,681 1.5 19,940 1.4 1,741 8.7 
 $100,001 TO $120,000  9,850 0.7 9,233 0.7 617 6.7 
 $120,001 TO $140,000  3,133 0.2 2,905 0.2 228 7.8 
 $140,001 TO $160,000  1,473 0.1 1,390 0.1 83 6 
 $160,001 AND GREATER  55 0 57 0 -2 -3.5 
 UNSPECIFIED  76 0 98 0 -22 -22.4 
 TOTAL  117,994 8.4 116,222 8.3 1,772 1.5 
 SES             
 $100,001 TO $120,000  1 0 0 0 1 0 
 $120,001 TO $140,000  11 0.1 12 0.2 -1 -8.3 
 $140,001 TO $160,000  89 1.1 86 1.1 3 3.5 
 $160,001 AND GREATER  223 2.8 219 2.8 4 1.8 
 UNSPECIFIED  0 0 0 0 0 0 
 TOTAL  324 4.1 317 4.1 7 2.2 
 OTHER WHITE COLLAR             
 UP TO $20,000  26 0 35 0 -9 -25.7 
 $20,001 TO $40,000  7,034 2 7,051 2 -17 -0.2 
 $40,001 TO $60,000  4,221 1.2 4,262 1.2 -41 -1 
 $60,001 TO $80,000  4,591 1.3 4,645 1.3 -54 -1.2 
 $80,001 TO $100,000  3,715 1.1 3,626 1 89 2.5 
 $100,001 TO $120,000  2,838 0.8 2,830 0.8 8 0.3 
 $120,001 TO $140,000  1,692 0.5 1,542 0.4 150 9.7 
 $140,001 TO $160,000  1,222 0.3 1,180 0.3 42 3.6 
 $160,001 AND GREATER  1,838 0.5 1,666 0.5 172 10.3 
 UNSPECIFIED  5 0 4 0 1 25 
 TOTAL  27,182 7.8 26,841 7.6 341 1.3 

TOTAL WHITE-COLLAR (PATCO)  145,500 8.3 143,380 8.2 2,120 1.5 
TOTAL BLUE-COLLAR  14,139 7.6 14,268 7.6 -129 -0.9 
TOTAL WHITE/BLUE-COLLAR  159,639 8.2 157,648 8.1 1,991 1.3 

FY 2012 FEORP     U.S. Office of Personnel Management 
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HISPANICS REPRESENTATION IN EXECUTIVE DEPARTMENTS 

REPRESENTATION IN PERMANENT FEDERAL WORKFORCE  
September 30, 2012 and September 30, 2011  

HISPANICS 

EXECUTIVE DEPARTMENTS 
2012 

GROUP 
PCT. 

2011 
GROUP 

PCT. 

DEPARTMENT OF THE AIR FORCE 6.9 6.8 

DEPARTMENT OF AGRICULTURE 6.8 6.4 

DEPARTMENT OF THE ARMY 7.3 7.2 

DEPARTMENT OF COMMERCE 4.5 4.2 

DEPARTMENT OF DEFENSE 5.4 5.2 

DEPARTMENT OF JUSTICE 8.8 8.7 

DEPARTMENT OF LABOR 8.3 7.9 

DEPARTMENT OF ENERGY 6.5 6.5 

DEPARTMENT OF EDUCATION 5.1 5.1 

DEPARTMENT OF HEALTH AND HUMAN SERVICES 3.4 3.2 

DEPARTMENT OF HOMELAND SECURITY 20.9 21 

DEPARTMENT OF HOUSING AND URBAN DEVELOPMENT 7.3 7.1 

DEPARTMENT OF INTERIOR 5.9 5.7 

DEPARTMENT OF THE NAVY 5.1 4.9 

DEPARTMENT OF STATE 5.2 5 

DEPARTMENT OF TRANSPORTATION 6.9 6.8 

DEPARTMENT OF TREASURY 9.5 9.1 

DEPARTMENT OF VETERANS AFFAIRS 6.8 6.8 

GOVERNMENTWIDE 8.2 8.1 

  

FY 2012 FEORP     U.S. Office of Personnel Management 
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HISPANICS REPRESENTATION IN 27 INDEPENDENT AGENCIES 

REPRESENTATION IN PERMANENT FEDERAL WORKFORCE  
September 30, 2012 and September 30, 2011  

HISPANICS 

INDEPENDENT AGENCIES 
2012 

GROUP 
PCT. 

2011 
GROUP 

PCT. 

BROADCASTING BOARD OF GOVERNORS 8.2 8.5 

COMMODITY FUTURES TRADING COMMISSION 4.2 N/A 

CORP FOR NATIONAL AND COMMUNITY SERVICE 2.6 2.7 

COURT SERVICES AND OFFENDR SUPERVSN AGY 4.9 4.3 

ENVIRONMENTAL PROTECTION AGENCY 5.8 5.8 

EQUAL EMPLOYMENT OPPORTUNITY COMMISSION 13.6 13.4 

FEDERAL COMMUNICATIONS COMMISSION 3.3 3.2 

FEDERAL DEPOSIT INSURANCE CORPORATION 3.7 3.7 

FEDERAL HOUSING FINANCE AGENCY 3 N/A 

FEDERAL RESERVE SYSTEM 4.1 N/A 

FEDERAL TRADE COMMISSION 3.3 3.7 

GENERAL SERVICES ADMINISTRATION 5.2 5.2 

GOVERNMENT PRINTING OFFICE 1.6 1.5 

NAT ARCHIVES AND RECORDS ADMINISTRATION 1.6 1.6 

NATIONAL AERONAUTICS AND SPACE ADMINISTRATION 6.5 6.2 

NATIONAL CREDIT UNION ADMINISTRATION 4.5 4.1 

NATIONAL LABOR RELATIONS BOARD 10.3 9.7 

NATIONAL SCIENCE FOUNDATION 3.4 2.9 

NUCLEAR REGULATORY COMMISSION 6.2 6 

OFFICE OF PERSONNEL MANAGEMENT 5.1 4.7 

PENSION BENEFIT GUARANTY CORPORATION 4.1 3.8 

RAILROAD RETIREMENT BOARD 6.2 5.8 

SECURITIES AND EXCHANGE COMMISSION 4.6 4.8 

SMALL BUSINESS ADMINISTRATION 10.3 10.1 

SMITHSONIAN INSTITUTION 4.4 4.4 

SOCIAL SECURITY ADMINISTRATION 14.5 14.3 

US AID 4.2 3.3 

GOVERMENTWIDE 8.2 8.1 

  

FY 2012 FEORP     U.S. Office of Personnel Management 
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ASIAN/PACIFIC ISLANDERS IN THE 
FEDERAL WORKFORCE 

FY 2012 FEORP     U.S. Office of Personnel Management 
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ASIAN/ PACIFIC ISLANDER EMPLOYMENT 

Asian/Pacific Islander 
employees represented 5.8 
percent (112,261) of the 
permanent FW as of September 
30, 2012 and 5.6 percent in FY 
2011. 

Asian/Pacific Islander men 
represented 3.2 percent of the 
FW in FY 2012 and 3.1 percent 
in FY 2011. 

Asian/Pacific Islander women 
represented 2.6 percent of the 
FW in FY 2012 and 2.6 percent 
in FY 2011. 

FY 2012 FEORP 
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ASIAN/PACIFIC ISLANDER EMPLOYMENT BY OCCUPATIONAL 
CATEGORY 

Asian/Pacific Islander employment 
in professional occupations 
increased by  

1,426 to 45,462 in FY 2012, from 
44,036 in FY 2011. Asian/Pacific 
Islanders represented 9.2 percent of 
all Federal employees in this 
occupational category in FY 2012, 
compared to 9.1 percent in FY 2011. 

Asian/Pacific Islander employment 
in administrative occupations 
increased by 935 to 33,541 in FY 
2012 from 32,606 in FY 2011. 
Asian/Pacific Islanders represented 
4.6 percent of Federal employees in 
this occupational category in FY 
2012, compared to 4.5 percent in FY 2011. 

Asian/Pacific Islander employment in technical occupations increased by 37 to 
14,867 in FY 2012 from 14,830 in FY 2011. Asian/Pacific Islanders represented 
4.5 percent of all Federal employees in this occupational category in FY 2012, 
compared to4.4 in FY 2011. 

Asian/Pacific Islander employment in clerical occupations decreased by 64 to 
5,950 in FY 2012 from 6,014 in FY 2011. Asian/Pacific Islanders represented 4.9 
percent of all Federal employees in this occupational category in FY 2012, same 
as in FY 2011. 

Asian/Pacific Islander employment in "other" white-collar occupations increased 
by 52 to 2,118 in 2012 from 2,066 in 2011. Asian/Pacific Islanders represented 
2.8 percent of all Federal employees in this occupational category in FY 2012, 
compared to 2.7 in FY 2011. 

Asian/Pacific Islander employment in white-collar occupations increased by 
2.386 to 101,938 in FY 2012 from 99,552 in FY 2011. Asian/Pacific Islanders 
represented 5.8 percent of all Federal employees in this occupational category in 
FY 2012, compared to 5.7 in FY 2011.  

Asian/Pacific Islander employment in blue-collar occupations increased by 4 to 
10,323 in FY 2012 from 10,319 in FY 2011. Asian/Pacific Islanders represented 
5.6 percent of all Federal employees in this occupational category in FY 2012, 
compared to 5.5 in FY 2011. 

2012 Asian/Pacific 
Islander 

Employment 

Percent of 
FW 

Counts and Percentages of Asian/Pacific Islanders based 
on All Employees in Each Occupational Category 

(September 2012) 

Professional 45,462 9.2 

Administrative 33,541 4.6 

Technical 14,867 4.5 

Clerical 5,950 4.9 

Other 2,118 2.8 

White-Collar (WC) 101,938 5.8 

Blue-Collar (BC) 10,323 5.6 

Total (WC + BC) 112,261 5.8 

FY 2012 FEORP     U.S. Office of Personnel Management 
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ASIAN/PACIFIC ISLANDER PERMANENT FEDERAL CIVILIAN 
EMPLOYMENT SALARY TRENDS 

WHITE-COLLAR / 
PAY SYSTEM GROUPS 
GS,GM,GL 

2012 2011 
DIFFERENCE  

2011 TO 2012 
# % # % #COUNT %CHANGE 

 UP TO $20,000  0 0 1 0 -1 -100 
 $20,001 TO $40,000  6,518 0.5 7,034 0.5 -516 -7.3 
 $40,001 TO $60,000  15,725 1.1 16,425 1.2 -700 -4.3 
 $60,001 TO $80,000  17,033 1.2 16,356 1.2 677 4.1 
 $80,001 TO $100,000  16,567 1.2 15,438 1.1 1,129 7.3 
 $100,001 TO $120,000  12,052 0.9 11,130 0.8 922 8.3 
 $120,001 TO $140,000  5,496 0.4 5,067 0.4 429 8.5 
 $140,001 TO $160,000  2,410 0.2 2,207 0.2 203 9.2 
 $160,001 AND GREATER  54 0 81 0 -27 -33.3 
 UNSPECIFIED  34 0 46 0 -12 -26.1 
 TOTAL  75,889 5.4 73,785 5.3 2,104 2.9 
 SES             
 $120,001 TO $140,000  15 0.2 10 0.1 5 50 
 $140,001 TO $160,000  53 0.7 50 0.6 3 6 
 $160,001 AND GREATER  189 2.4 188 2.4 1 0.5 
 UNSPECIFIED  0 0 0 0 0 0 
 TOTAL  257 3.3 248 3.2 9 3.6 
 OTHER WHITE COLLAR             
 UP TO $20,000  2 0 4 0 -2 -50 
 $20,001 TO $40,000  1,866 0.5 1,918 0.5 -52 -2.7 
 $40,001 TO $60,000  2,069 0.6 2,136 0.6 -67 -3.1 
 $60,001 TO $80,000  3,539 1 3,699 1 -160 -4.3 
 $80,001 TO $100,000  4,886 1.4 4,982 1.4 -96 -1.9 
 $100,001 TO $120,000  4,536 1.3 4,505 1.3 31 0.7 
 $120,001 TO $140,000  2,100 0.6 2,044 0.6 56 2.7 
 $140,001 TO $160,000  1,894 0.5 1,860 0.5 34 1.8 
 $160,001 AND GREATER  4,900 1.4 4,368 1.2 532 12.2 
 UNSPECIFIED  0 0 3 0 -3 -100 
 TOTAL  25,792 7.4 25,519 7.2 273 1.1 

TOTAL WHITE-COLLAR 
(PATCO)  101,938 5.8 99,552 5.7 2,386 2.4 
TOTAL BLUE-COLLAR  10,323 5.6 10,319 5.5 4 0 
TOTAL WHITE/BLUE-
COLLAR  112,261 5.8 109,871 5.6 2,390 2.2 

FY 2012 FEORP     U.S. Office of Personnel Management 
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ASIAN/PACIFIC ISLANDERS REPRESENTATION IN EXECUTIVE 
DEPARTMENTS 

REPRESENTATION IN PERMANENT FEDERAL WORKFORCE  
September 30, 2012 and September 30, 2011  

ASIANS 

EXECUTIVE DEPARTMENTS 
2012 

GROUP 
PCT. 

2011 
GROUP 

PCT. 

DEPARTMENT OF THE AIR FORCE 3.6 3.6 

DEPARTMENT OF AGRICULTURE 3.1 3 

DEPARTMENT OF THE ARMY 4.2 4.2 

DEPARTMENT OF COMMERCE 11.3 10.6 

DEPARTMENT OF DEFENSE 6 5.9 

DEPARTMENT OF JUSTICE 3.5 3.4 

DEPARTMENT OF LABOR 5.9 5.6 

DEPARTMENT OF ENERGY 5 4.9 

DEPARTMENT OF EDUCATION 5.3 5.4 

DEPARTMENT OF HEALTH AND HUMAN SERVICES 8.3 8 

DEPARTMENT OF HOMELAND SECURITY 5.1 5 

DEPARTMENT OF HOUSING AND URBAN DEVELOPMENT 5.3 5.3 

DEPARTMENT OF INTERIOR 2.6 2.5 

DEPARTMENT OF THE NAVY 10.7 10.7 

DEPARTMENT OF STATE 5.8 5.2 

DEPARTMENT OF TRANSPORTATION 4.4 4.4 

DEPARTMENT OF TREASURY 5.4 5.3 

DEPARTMENT OF VETERANS AFFAIRS 6.7 6.6 

GOVERNMENTWIDE 5.8 5.6 

FY 2012 FEORP     U.S. Office of Personnel Management 
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ASIAN/PACIFIC ISLANDERS REPRESENTATION IN 27 
INDEPENDENT AGENCIES 

REPRESENTATION IN PERMANENT FEDERAL WORKFORCE  
September 30, 2012 and September 30, 2011  

ASIANS 

INDEPENDENT AGENCIES 
2012 

GROUP 
PCT. 

2011 
GROUP 

CT. 

BROADCASTING BOARD OF GOVERNORS 16.8 15.4 

COMMODITY FUTURES TRADING COMMISSION 7.4 N/A 

CORP FOR NATIONAL AND COMMUNITY SERVICE 4 4.2 

COURT SERVICES AND OFFENDR SUPERVSN AGY 1.8 1.5 

ENVIRONMENTAL PROTECTION AGENCY 6.4 6.5 

EQUAL EMPLOYMENT OPPORTUNITY COMMISSION 3.8 3.8 

FEDERAL COMMUNICATIONS COMMISSION 7.5 7.1 

FEDERAL DEPOSIT INSURANCE CORPORATION 4.6 4.1 

FEDERAL HOUSING FINANCE AGENCY 9.7 N/A 

FEDERAL RESERVE SYSTEM 7.6 N/A 

FEDERAL TRADE COMMISSION 7 6.5 

GENERAL SERVICES ADMINISTRATION 6 5.8 

GOVERNMENT PRINTING OFFICE 2.9 2.6 

NAT ARCHIVES AND RECORDS ADMINISTRATION 2.7 2.6 

NATIONAL AERONAUTICS AND SPACE ADMINISTRATION 6.7 6.5 

NATIONAL CREDIT UNION ADMINISTRATION 5.9 5.2 

NATIONAL LABOR RELATIONS BOARD 4.3 4.2 

NATIONAL SCIENCE FOUNDATION 7.1 7.1 

NUCLEAR REGULATORY COMMISSION 9.3 9.1 

OFFICE OF PERSONNEL MANAGEMENT 3.5 3.3 

PENSION BENEFIT GUARANTY CORPORATION 9.1 9.1 

RAILROAD RETIREMENT BOARD 3 2.7 

SECURITIES AND EXCHANGE COMMISSION 9.7 9.2 

SMALL BUSINESS ADMINISTRATION 6.2 5.9 

SMITHSONIAN INSTITUTION 3.2 3.1 

SOCIAL SECURITY ADMINISTRATION 5.6 5.4 

US AID 5.7 6 

GOVERMENTWIDE 5.8 5.6 

  

FY 2012 FEORP     U.S. Office of Personnel Management 
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AMERICAN INDIAN/ALASKA NATIVES IN 
THE FEDERAL WORKFORCE 
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AMERICAN INDIAN/ ALASKA NATIVE EMPLOYMENT 

American Indian/ Alaska Native 
employment represented 1. 7 
percent (33,171) of the permanent 
FW as of September 30, 2012 and 
1. 7 percent in FY 2011. 

American Indian/ Alaska Native 
men represented 0.8 percent of 
the FW in FY 2012 and 0.8 in FY 
2011. 

American Indian/ Alaska Native 
women represented 1.0 percent of 
the FW in FY 2012 and 1.0 percent 
in FY 2011. 

FY 2012 FEORP 

5.0 

0.0 

American Indian/Alaska Native 
men and women co111>ared to the 

Civilian Labor Force 
(Septermer 2012) 

1.7 

Tdal Native American Native American 
Men Women 

rmv1 
~ 

U.S. Office of Personnel Management 
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AMERICAN INDIAN/ALASKA NATIVE EMPLOYMENT BY 
OCCUPATIONAL CATEGORY 

American Indian/Alaska Native 
employment in professional 
occupations increased by 35 to 5,946 
in FY 2012 from 5,911 in FY 2011. 
American Indian/Alaska Natives 
represented 1.2 percent of all Federal 
employees in this occupational 
category in FY 2012, the same as in FY 
2011.  

American Indian/Alaska Native 
employment in administrative 
occupations decreased by 142 to 
9,126 in FY 2012 from 9,268 in FY 
2011. American Indian/Alaska Natives 
represented 1.2 percent of all Federal 
employees in this occupational 
category in FY 2012, compared to 1.3 
in FY 2011.  

American Indian/Alaska Native employment in technical occupations decreased 
by 180 to 9,420 in FY 2012 from 9,600 in FY 2011. American Indian/Alaska 
Natives represented 2.8 percent of all Federal employees in this occupational 
category in FY 2012, the same as in FY 2011. 

American Indian/Alaska Native employment in clerical occupations decreased by 
156 to 3,330 in FY 2012 from 3,486 in FY 2011. American Indian/Alaska Natives 
represented 2.7 percent of all employees in this occupational category in FY 2012, 
compared to 2.8 percent in FY 2011. 

American Indian/Alaska Native employment in "other" white-collar occupations 
decreased by 32 to 1,226 in FY 2012 from 1,258 in FY 2011. American 
Indian/Alaska Natives represented 1.6 percent of this occupational category in FY 
2012, the same as in FY 2011. 

American Indian/Alaska Native employment in white-collar occupations 
decreased by 475 to 29,048 in FY 2012 from 29,523 in FY 2011. American 
Indian/Alaska Natives represented 1.7 percent of this occupational category in FY 
2012, the same as in FY 2011. 

American Indian/Alaska Native employment in blue-collar occupations decreased 
by 115 to 4,123 in FY 2012 from 4,238 in FY 2011. American Indian/Alaska 
Natives represented 2.2 percent of this occupational category in FY 2012, 
compared to 2.3 percent in FY 2011. 

2012 American Indian/ 
Alaska Native 
Employment 

Percent of 
FW 

Counts and Percentages of American Insian/Alaska 
Native based on All Employees in Each Occupational 

Category 
(September 2012) 

Professional 5,946 1.2 

Administrative 9,126 1.2 

Technical 9,420 2.8 

Clerical 3,330 2.7 

Other 1,226 1.6 

White-Collar 
(WC) 

29,048 1.7 

Blue-Collar 
(BC) 

4,123 2.2 

Total (WC + 
BC) 

33,171 1.7 

FY 2012 FEORP     U.S. Office of Personnel Management 
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AMERICAN INDIAN/ALASKA NATIVE PERMANENT FEDERAL 
CIVILIAN EMPLOYMENT SALARY TRENDS 

WHITE-COLLAR / 
PAY SYSTEM GROUPS  
GS,GM,GL 

2012 2011 
DIFFERENCE  

2011 TO 2012 
# % # % #COUNT %CHANGE 

 UP TO $20,000  0 0 0 0 0 0 
 $20,001 TO $40,000  5,941 0.4 6,195 0.4 -254 -4.1 
 $40,001 TO $60,000  8,853 0.6 9,070 0.6 -217 -2.4 
 $60,001 TO $80,000  5,432 0.4 5,434 0.4 -2 0 
 $80,001 TO $100,000  3,258 0.2 3,179 0.2 79 2.5 
 $100,001 TO $120,000  1,527 0.1 1,497 0.1 30 2 
 $120,001 TO $140,000  578 0 584 0 -6 -1 
 $140,001 TO $160,000  222 0 226 0 -4 -1.8 
 $160,001 AND GREATER  9 0 14 0 -5 -35.7 
 UNSPECIFIED  41 0 50 0 -9 -18 
 TOTAL  25,861 1.8 26,249 1.9 -388 -1.5 
 SES             
 $100,001 TO $120,000  2 0 2 0 0 0 
 $120,001 TO $140,000  5 0.1 5 0.1 0 0 
 $140,001 TO $160,000  25 0.3 22 0.3 3 13.6 
 $160,001 AND GREATER  57 0.7 59 0.8 -2 -3.4 
 TOTAL  89 1.1 88 1.1 1 1.1 
 OTHER WHITE COLLAR             
 UP TO $20,000  2 0 4 0 -2 -50 
 $20,001 TO $40,000  331 0.1 404 0.1 -73 -18.1 
 $40,001 TO $60,000  418 0.1 423 0.1 -5 -1.2 
 $60,001 TO $80,000  570 0.2 583 0.2 -13 -2.2 
 $80,001 TO $100,000  518 0.1 528 0.1 -10 -1.9 
 $100,001 TO $120,000  411 0.1 421 0.1 -10 -2.4 
 $120,001 TO $140,000  237 0.1 231 0.1 6 2.6 
 $140,001 TO $160,000  235 0.1 248 0.1 -13 -5.2 
 $160,001 AND GREATER  376 0.1 344 0.1 32 9.3 
 TOTAL  3,098 0.9 3,186 0.9 -88 -2.8 
              
TOTAL WHITE-COLLAR (PATCO)  29,048 1.7 29,523 1.7 -475 -1.6 
TOTAL BLUE-COLLAR  4,123 2.2 4,238 2.3 -115 -2.7 
TOTAL WHITE/BLUE-COLLAR  33,171 1.7 33,761 1.7 -590 -1.7 

FY 2012 FEORP     U.S. Office of Personnel Management 
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AMERICAN INDIAN/ALASKA NATIVES REPRESENTATION IN 
EXECUTIVE DEPARTMENTS  

 REPRESENTATION IN PERMANENT FEDERAL WORKFORCE  
September 30, 2012 and September 30, 2011  

AMERICAN INDIAN/ALASKA NATIVES 

EXECUTIVE DEPARTMENTS 
2012 

GROUP 
PCT. 

2011 
GROUP 

PCT. 

DEPARTMENT OF THE AIR FORCE 1 1 

DEPARTMENT OF AGRICULTURE 2.2 2.2 

DEPARTMENT OF THE ARMY 0.8 0.9 

DEPARTMENT OF COMMERCE 0.6 0.6 

DEPARTMENT OF DEFENSE 0.6 0.6 

DEPARTMENT OF JUSTICE 0.8 0.8 

DEPARTMENT OF LABOR 0.6 0.6 

DEPARTMENT OF ENERGY 1.4 1.3 

DEPARTMENT OF EDUCATION 0.6 0.6 

DEPARTMENT OF HEALTH AND HUMAN SERVICES 16.8 17.2 

DEPARTMENT OF HOMELAND SECURITY 0.7 0.7 

DEPARTMENT OF HOUSING AND URBAN DEVELOPMENT 1.1 1.1 

DEPARTMENT OF INTERIOR 10.6 10.9 

DEPARTMENT OF THE NAVY 0.6 0.6 

DEPARTMENT OF STATE 0.4 0.4 

DEPARTMENT OF TRANSPORTATION 1.2 1.2 

DEPARTMENT OF TREASURY 0.7 0.7 

DEPARTMENT OF VETERANS AFFAIRS 1.1 1.1 

GOVERNMENTWIDE 1.7 1.7 

  

FY 2012 FEORP     U.S. Office of Personnel Management 
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AMERICAN INDIAN/ALASKA NATIVES REPRESENTATION IN 27 
INDEPENDENT AGENCIES 

REPRESENTATION IN PERMANENT FEDERAL WORKFORCE  
September 30, 2012 and September 30, 2011  

AMERICAN INDIAN/ALASKA NATIVES 

INDEPENDENT AGENCIES 
2012 

GROUP 
PCT. 

2011 
GROUP 

PCT. 

BROADCASTING BOARD OF GOVERNORS 0.1 0.2 

COMMODITY FUTURES TRADING COMMISSION 0 N/A 

CORP FOR NATIONAL AND COMMUNITY SERVICE 0.4 0.4 

COURT SERVICES AND OFFENDR SUPERVSN AGY 0.4 0.3 

ENVIRONMENTAL PROTECTION AGENCY 0.7 0.7 

EQUAL EMPLOYMENT OPPORTUNITY COMMISSION 0.6 0.6 

FEDERAL COMMUNICATIONS COMMISSION 0.4 0.3 

FEDERAL DEPOSIT INSURANCE CORPORATION 0.5 0.5 

FEDERAL HOUSING FINANCE AGENCY 0 N/A 

FEDERAL RESERVE SYSTEM 0.4 N/A 

FEDERAL TRADE COMMISSION 0.3 0.3 

GENERAL SERVICES ADMINISTRATION 0.6 0.6 

GOVERNMENT PRINTING OFFICE 0.4 0.5 

NAT ARCHIVES AND RECORDS ADMINISTRATION 0.3 0.3 

NATIONAL AERONAUTICS AND SPACE ADMINISTRATION 0.7 0.7 

NATIONAL CREDIT UNION ADMINISTRATION 0.5 0.4 

NATIONAL LABOR RELATIONS BOARD 0.4 0.5 

NATIONAL SCIENCE FOUNDATION 0.3 0.2 

NUCLEAR REGULATORY COMMISSION 0.6 0.7 

OFFICE OF PERSONNEL MANAGEMENT 0.5 0.4 

PENSION BENEFIT GUARANTY CORPORATION 0.4 0.4 

RAILROAD RETIREMENT BOARD 0.3 0.3 

SECURITIES AND EXCHANGE COMMISSION 0.2 0.2 

SMALL BUSINESS ADMINISTRATION 1 1 

SMITHSONIAN INSTITUTION 1.8 1.7 

SOCIAL SECURITY ADMINISTRATION 1.2 1.2 

US AID 0.3 0.4 

GOVERMENTWIDE 1.7 1.7 

FY 2012 FEORP U.S. Office of Personnel Management 
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WOMEN IN THE FEDERAL WORKFORCE 

FY 2012 FEORP     U.S. Office of Personnel Management 
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• Women represented 43.5 percent (844,223) of the permanent FW as of 
September 30, 2012. 

• In FY 2011, Women made up 43.6 percent of the FW. 

47 

• Black women represented 10.6 percent of the FWin FY 2012 and FY 2011. 
• Hispanic women represented 3.4 percent of the FW in FY 2012 and 3.3 

percent in FY 2011. 
• Asian/Pacific Islander women represented 2.6 percent of the FW in FY 2012 

and FY 2011. 
• American Indian/ Alaska Native women represented 1.0 percent of the FW 

in FY 2012 and FY 2011. 
• Non-Hispanic Multi-Racial women represented 0.4 percent of the FW in FY 

2012 and FY 2011. 
• White women represented 25.5 percent of the FW in FY 2012, compared to 

2 5.8 percent in FY 2011. 

FY 2012 FEORP U.S. Office of Personnel Management 
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WOMEN BY OCCUPATIONAL CATEGORY 

The number of women in 
professional occupations 
increased by 4,572 to 226,589 in 
FY 2012 from 222,017 in FY 
2011. Women represented 46.1 
percent of all professional 
Federal employees in FY 2012, 
compared to 45.6 percent in FY 
2011. 

The number of women in 
administrative occupations 
decreased by 2,552 to 316,538 in 
FY 2012 from 319,090 in FY 
2011. Women represented 43.1 
percent of all Federal employees 
in this occupational category in 
FY 2012, compared to 43.6 
percent in FY 2011. 

The number of women in technical occupations decreased by 3,174 to 192,524 in 
FY 2012 from 195,698 in FY 2011. Women represented 57.8 percent of all 
Federal employees in this occupational category in FY 2012, compared to 58.1 
percent in FY 2011. 

The number of women in clerical occupations decreased by 2,352 to 80,518 in FY 
2012 from 82,870 in FY 2011. Women represented 66.4 percent of all Federal 
employees in this occupational category in FY 2012, compared to 66.8 percent in 
FY 2011. 

The number of women in "other" white-collar occupations decreased by 182 to 
10,006 in FY 2012 from 10,188 in FY 2011. Women represented 13.1 percent of 
all Federal employees in this occupational category in FY 2012, compared to 13.2 
percent in FY 2011. 

The number of women in white-collar occupations decreased by 3,688 to 826,175 
in FY 2012 from 829,863 in FY 2011. Women represented 47 percent of all 
Federal employees in this occupational category in FY 2012, compared to 47.2 
percent in FY 2011. 

The number of women, in blue-collar occupations, decreased by 346 to 18,048 in 
FY 2012 from 18,394 in FY 2011. Women represented 9.8 percent of all Federal 
employees in this occupational category in FY 2012, the same as in FY 2011. 

2012 Employment 
of Women 

Percent of 
FW 

Counts and Percentages of Women based on All 
employees in Each Occupational Category 

September 2012) 

Professional 226,589 46.1 

Administrative 316,538 43.1 

Technical 192,524 57.8 

Clerical 80,518 66.4 

Other 10,006 13.1 

White-Collar (WC) 826,175 47 

Blue-Collar (BC) 18,048 9.8 

Total (WC + BC) 844,223 43.5 

FY 2012 FEORP     U.S. Office of Personnel Management 
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TRENDS 
New Hires compared to Attrition8 

Women 
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8 The New Hires compared to Attrition chart does not include Transfers In, nor does it include Transfers Out. 
Furthermore, the Judicial Branch is entirely excluded and some Executive Branch agencies are not included. Please 
see data notes for details. 

FY 2012 FEORP U.S. Office of Personnel Management 
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WOMEN PERMANENT NON-POSTAL FEDERAL CIVILIAN 
EMPLOYMENT SALARY TRENDS 

 WHITE-COLLAR / 
PAY SYSTEM GROUPS 2012 2011 

DIFFERENCE  
 2011 TO 2012 

  # % # % #COUNT %CHANGE 
 UP TO $20,000  0 0 1 0 -1 -100 
 $20,001 TO $40,000  87,670 6.3 92,777 6.6 -5,107 -5.5 
 $40,001 TO $60,000  202,527 14.5 209,844 15 -7,317 -3.5 
 $60,001 TO $80,000  156,220 11.2 152,525 10.9 3,695 2.4 
 $80,001 TO $100,000  114,248 8.2 110,440 7.9 3,808 3.4 
 $100,001 TO $120,000  68,772 4.9 66,567 4.8 2,205 3.3 
 $120,001 TO $140,000  27,544 2 26,305 1.9 1,239 4.7 
 $140,001 TO $160,000  14,244 1 13,702 1 542 4 
 $160,001 AND GREATER  434 0 508 0 -74 -14.6 
 UNSPECIFIED  552 0 652 0 -100 -15.3 
 TOTAL  672,211 48 673,321 48.2 -1,110 -0.2 
 SES             
 $100,001 TO $120,000  14 0.2 15 0.2 -1 -6.7 
 $120,001 TO $140,000  106 1.3 94 1.2 12 12.8 
 $140,001 TO $160,000  618 7.9 563 7.2 55 9.8 
 $160,001 AND GREATER  1,887 24 1,840 23.6 47 2.6 
 UNSPECIFIED  8 0.1 0 0 8 0 
 TOTAL  2,633 33.5 2,512 32.3 121 4.8 
 OTHER WHITE COLLAR             
 UP TO $20,000  154 0 153 0 1 0.7 
 $20,001 TO $40,000  17,437 5 17,761 5 -324 -1.8 
 $40,001 TO $60,000  21,709 6.2 22,701 6.4 -992 -4.4 
 $60,001 TO $80,000  35,612 10.2 37,042 10.5 -1,430 -3.9 
 $80,001 TO $100,000  28,544 8.2 29,504 8.4 -960 -3.3 
 $100,001 TO $120,000  19,001 5.4 19,511 5.5 -510 -2.6 
 $120,001 TO $140,000  9,520 2.7 9,193 2.6 327 3.6 
 $140,001 TO $160,000  8,239 2.4 8,161 2.3 78 1 
 $160,001 AND GREATER  11,094 3.2 9,983 2.8 1,111 11.1 
 UNSPECIFIED  21 0 21 0 0 0 
 TOTAL  151,331 43.3 154,030 43.7 -2,699 -1.8 

TOTAL WHITE-COLLAR (PATCO)  826,175 47 829,863 47.2 -3,688 -0.4 
TOTAL BLUE-COLLAR  18,048 9.8 18,394 9.8 -346 -1.9 
TOTAL WHITE/BLUE-COLLAR  844,223 43.5 848,257 43.6 -4,034 -0.5 

FY 2012 FEORP     U.S. Office of Personnel Management 
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WOMEN REPRESENTATION IN EXECUTIVE DEPARTMENTS 

REPRESENTATION IN PERMANENT FEDERAL WORKFORCE  
September 30, 2012 and September 30, 2011 

 WOMEN 

EXECUTIVE DEPARTMENTS 
2012 

GROUP 
PCT. 

2011 
GROUP 

PCT. 

DEPARTMENT OF THE AIR FORCE 28.4 29 

DEPARTMENT OF AGRICULTURE 43.7 44 

DEPARTMENT OF THE ARMY 36 36.1 

DEPARTMENT OF COMMERCE 44.7 45.4 

DEPARTMENT OF DEFENSE 48.5 48.9 

DEPARTMENT OF JUSTICE 38.8 39.1 

DEPARTMENT OF LABOR 49.4 49.4 

DEPARTMENT OF ENERGY 38.5 38.3 

DEPARTMENT OF EDUCATION 62.9 62.6 

DEPARTMENT OF HEALTH AND HUMAN SERVICES 64.7 64.7 

DEPARTMENT OF HOMELAND SECURITY 32.1 31.9 

DEPARTMENT OF HOUSING AND URBAN DEVELOPMENT 60.6 60.5 

DEPARTMENT OF INTERIOR 40 40 

DEPARTMENT OF THE NAVY 28.5 28.9 

DEPARTMENT OF STATE 56.3 56.6 

DEPARTMENT OF TRANSPORTATION 26.7 26.8 

DEPARTMENT OF TREASURY 62 62.2 

DEPARTMENT OF VETERANS AFFAIRS 59.4 59.5 

GOVERNMENTWIDE 43.5 43.6 

  

FY 2012 FEORP     U.S. Office of Personnel Management 
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WOMEN REPRESENTATION IN 27 INDEPENDENT AGENCIES 

 REPRESENTATION IN PERMANENT FEDERAL WORKFORCE  
September 30, 2012 and September 30, 2011  

WOMEN 

INDEPENDENT AGENCIES 
2012 

GROUP 
PCT. 

2011 
GROUP 

PCT. 

BROADCASTING BOARD OF GOVERNORS 39 40 

COMMODITY FUTURES TRADING COMMISSION 43.2 N/A 

CORP FOR NATIONAL AND COMMUNITY SERVICE 64.9 65.6 

COURT SERVICES AND OFFENDR SUPERVSN AGY 64.3 64.2 

ENVIRONMENTAL PROTECTION AGENCY 52.1 52 

EQUAL EMPLOYMENT OPPORTUNITY COMMISSION 64.3 64 

FEDERAL COMMUNICATIONS COMMISSION 52.3 52.8 

FEDERAL DEPOSIT INSURANCE CORPORATION 44 43.9 

FEDERAL HOUSING FINANCE AGENCY 42.4 N/A 

FEDERAL RESERVE SYSTEM 49.7 N/A 

FEDERAL TRADE COMMISSION 48.2 49.5 

GENERAL SERVICES ADMINISTRATION 48.7 48.6 

GOVERNMENT PRINTING OFFICE 41.8 41.2 

NAT ARCHIVES AND RECORDS ADMINISTRATION 52.6 52.9 

NATIONAL AERONAUTICS AND SPACE ADMINISTRATION 35.3 35.6 

NATIONAL CREDIT UNION ADMINISTRATION 44.9 44.9 

NATIONAL LABOR RELATIONS BOARD 63 63.4 

NATIONAL SCIENCE FOUNDATION 64.5 65 

NUCLEAR REGULATORY COMMISSION 39.2 39.5 

OFFICE OF PERSONNEL MANAGEMENT 59.6 59.2 

PENSION BENEFIT GUARANTY CORPORATION 55.6 55.5 

RAILROAD RETIREMENT BOARD 60.5 60.6 

SECURITIES AND EXCHANGE COMMISSION 47.4 48.2 

SMALL BUSINESS ADMINISTRATION 53.8 54.7 

SMITHSONIAN INSTITUTION 42.7 42.4 

SOCIAL SECURITY ADMINISTRATION 67.9 68.2 

US AID 55.8 54.5 

GOVERMENTWIDE 43.5 43.6 

  

FY 2012 FEORP     U.S. Office of Personnel Management 
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NON-HISPANIC/MULTI-RACIAL 
EMPLOYMENT IN THE FEDERAL 

WORKFORCE 

FY 2012 FEORP     U.S. Office of Personnel Management 
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NON-HISPANIC/ MULTI-RACIAL EMPLOYMENT 

Non-Hispanic Multi-Racial 
employees were 1.0 percent 
(18,958) of the permanent 
FW as of September 30, 
2012 and 0.8 percent in FY 
2011. 

Non-Hispanic Multi-Racial 
men comprised 0.5 percent 
of the FW in FY 2012 and 
0.4 percent in FY 2011. 

Non-Hispanic Multi-Racial 
women comprised 0.4 
percent of the FW in FY 
2012 and 0.4 percent in FY 
2011. 

FY 2012 FEORP 
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NON-HISPANIC/MULTI-RACIAL9 BY OCCUPATIONAL CATEGORY 

Non-Hispanic/Multi-Racial employment in 
professional occupations increased by 631 to 
4,039 in FY 2012, from 3,408 in FY 2011. Non-
Hispanic/ Multi-Racial employees 
represented 0.8 percent of all Federal 
employees in this occupational category in FY 
2012, compared to 0.7 percent in FY 2011.  

Non-Hispanic/Multi-Racial employment in 
administrative occupations increased by 
1,234 to 7,849 in FY 2012, from 6,615 in FY 
2011. Non-Hispanic/ Multi-Racial employees 
represented 1.1 percent of all Federal 
employees in this occupational category in FY 
2012, compared to 0.9 percent in FY 2011. 

Non-Hispanic/Multi-Racial employment in 
technical occupations increased by 424 to 3,014 in FY 2012, from 2,590 in FY 
2011. Non-Hispanic/Multi-Racial employees represented 0.9 percent of all 
Federal employees in this occupational category in FY 2012, compared to 0.8 
percent in FY 2011. 

Non-Hispanic/Multi-Racial employment in clerical occupations increased by 275 
to 1,536 in FY 2012, from 1,261 in FY 2011. Non-Hispanic/Multi-Racial 
employees represented 1.3 percent of all Federal employees in this occupational 
category in FY 2012, compared to1 percent in FY 2011. 

Non-Hispanic/Multi-Racial employment in "other" white-collar occupations 
increased by 76 to 893 in FY 2012, from to 817 in FY 2011. Non-Hispanic/Multi-
Racial employees represented 1.2 percent of all Federal employees in this 
occupational category in FY 2012, compared to 1.1 percent in FY 2011. 

Non-Hispanic/Multi-Racial employment in white-collar occupations increased by 
2,640 to 17,331 in FY 2012, from 14,691 in FY2011. Non-Hispanic/Multi-Racial 
employees represented 1 percent of all Federal employees in this occupational 
category in FY 2012, compared to 0.8 percent in FY 2011.  

9 Although this new category is not a minority group as determined under 5 U.S.C. § 7201, collection and representation of 
this data is consistent with the new Racial/National Origin structure required by the Office of Management and Budget. 
OPM guidance to agencies required use of the new codes for all accessions occurring on or after January 1, 2006. However, 
while agencies were not required to resurvey their workforce, they had the option to do so. As a result, the Federal civilian 
employees in this category do not reflect total numbers in the FW; they reflect only those who completed the new 
Standard Form 181, Ethnicity and Race Identification (dated July 2005). 
 

2012 Non-Hispanic 
Multi-racial 

Employment 

Percent 
of FW 

Counts and Percentages of Non-Hispanic/Multi-
Racial based on All Employees in Each Occupational 

Category 
(September 2012) 

Professional 4,039 0.8 

Administrative 7,849 1.1 

Technical 3,014 0.9 

Clerical 1,536 1.3 

Other 893 1.2 

White-Collar 
(WC) 

17,331 1 

Blue-Collar (BC) 1,627 0.9 

Total (WC + BC) 18,958 1 
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Non-Hispanic/Multi-Racial employment in blue-collar occupations increased by 
286 to 1,627 in FY 2012, from 1,341 in FY 2011. Non-Hispanic/Multi-Racial 
employees represented 0.9 percent of all Federal employees in this occupational 
category in FY 2012, compared to 0.7 in FY 2011. 

FY 2012 FEORP     U.S. Office of Personnel Management 
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10 The above chait does not include Transfers In nor does it include Transfers Out. Ftuihem1ore, the Judicial Branch 
is entirely excluded and some Executive Branch agencies ai·e not included. Please see data notes for details. 
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NON-HISPANIC/MULTI-RACIAL PERMANENT NON-POSTAL 
FEDERAL CIVILIAN EMPLOYMENT SALARY TRENDS 

WHITE-COLLAR / 
PAY SYSTEM GROUPS 
 GS,GM,GL 

2012 2011 
DIFFERENCE  

 2011 TO 2012 
# % # % #COUNT %CHANGE 

 $20,001 TO $40,000  2,153 0.2 1,952 0.1 201 10.3 
 $40,001 TO $60,000  3,971 0.3 3,603 0.3 368 10.2 
 $60,001 TO $80,000  3,971 0.3 3,290 0.2 681 20.7 
 $80,001 TO $100,000  2,540 0.2 2,020 0.1 520 25.7 
 $100,001 TO $120,000  1,243 0.1 969 0.1 274 28.3 
 $120,001 TO $140,000  442 0 344 0 98 28.5 
 $140,001 TO $160,000  202 0 164 0 38 23.2 
 $160,001 AND GREATER  14 0 17 0 -3 -17.6 
 UNSPECIFIED  14 0 10 0 4 40 
 TOTAL  14,550 1 12,369 0.9 2,181 17.6 
 SES             
 $100,001 TO $120,000  1 0 0 0 1 0 
 $120,001 TO $140,000  6 0.1 4 0.1 2 50 
 $140,001 TO $160,000  14 0.2 13 0.2 1 7.7 
 $160,001 AND GREATER  23 0.3 19 0.2 4 21.1 
 TOTAL  44 0.6 36 0.5 8 22.2 
 OTHER WHITE COLLAR             
 UP TO $20,000  1 0 1 0 0 0 
 $20,001 TO $40,000  449 0.1 354 0.1 95 26.8 
 $40,001 TO $60,000  351 0.1 336 0.1 15 4.5 
 $60,001 TO $80,000  605 0.2 542 0.2 63 11.6 
 $80,001 TO $100,000  472 0.1 401 0.1 71 17.7 
 $100,001 TO $120,000  395 0.1 293 0.1 102 34.8 
 $120,001 TO $140,000  164 0 120 0 44 36.7 
 $140,001 TO $160,000  145 0 112 0 33 29.5 
 $160,001 AND GREATER  155 0 127 0 28 22 
 TOTAL  2,737 0.8 2,286 0.6 451 19.7 

TOTAL WHITE-COLLAR (PATCO)  17,331 1 14,691 0.8 2,640 18 
TOTAL BLUE-COLLAR  1,627 0.9 1,341 0.7 286 21.3 
TOTAL WHITE/BLUE-COLLAR  18,958 1 16,032 0.8 2,926 18.3 

FY 2012 FEORP     U.S. Office of Personnel Management 
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NON-HISPANIC/MULTI-RACIAL REPRESENTATION IN EXECUTIVE 
DEPARTMENTS 

REPRESENTATION IN PERMANENT FEDERAL WORKFORCE  
September 30, 2012 and September 30, 2011  

NON-HISPANIC/MULTI-RACIAL 

EXECUTIVE DEPARTMENTS 
2012 

GROUP 
PCT. 

2011 
GROUP 

PCT. 

DEPARTMENT OF THE AIR FORCE 1.2 1.1 

DEPARTMENT OF AGRICULTURE 1 0.7 

DEPARTMENT OF THE ARMY 1.2 1.1 

DEPARTMENT OF COMMERCE 0.7 0.5 

DEPARTMENT OF DEFENSE 1.4 1.2 

DEPARTMENT OF JUSTICE 0.4 0.3 

DEPARTMENT OF LABOR 0.4 0.2 

DEPARTMENT OF ENERGY 1.2 1 

DEPARTMENT OF EDUCATION 0.9 0.8 

DEPARTMENT OF HEALTH AND HUMAN SERVICES 0.6 0.3 

DEPARTMENT OF HOMELAND SECURITY 1.1 1 

DEPARTMENT OF HOUSING AND URBAN DEVELOPMENT 0.5 0.4 

DEPARTMENT OF INTERIOR 1.2 1.1 

DEPARTMENT OF THE NAVY 1.4 1.1 

DEPARTMENT OF STATE 0.4 0 

DEPARTMENT OF TRANSPORTATION 0.8 0.7 

DEPARTMENT OF TREASURY 0.4 0.2 

DEPARTMENT OF VETERANS AFFAIRS 0.8 0.7 

GOVERNMENTWIDE 1 0.8 
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NON-HISPANIC/MULTI-RACIAL REPRESENTATION IN 27 
INDEPENDENT AGENCIES 

 REPRESENTATION IN PERMANENT FEDERAL WORKFORCE  
September 30, 2012 and September 30, 2011  

NON-HISPANIC/MULTI-RACIAL 

INDEPENDENT AGENCIES 
2012 

GROUP 
PCT. 

2011 
GROUP 

PCT. 
BROADCASTING BOARD OF GOVERNORS 0.2 0.2 

COMMODITY FUTURES TRADING COMMISSION 0.3 N/A 

CORP FOR NATIONAL AND COMMUNITY SERVICE 0.4 0.4 

COURT SERVICES AND OFFENDR SUPERVSN AGY 0.4 0.3 

ENVIRONMENTAL PROTECTION AGENCY 1 1 

EQUAL EMPLOYMENT OPPORTUNITY COMMISSION 1.4 1.4 

FEDERAL COMMUNICATIONS COMMISSION 0.1 0.1 

FEDERAL DEPOSIT INSURANCE CORPORATION 0.6 0.5 

FEDERAL HOUSING FINANCE AGENCY 0.6 N/A 

FEDERAL RESERVE SYSTEM 3.3 N/A 

FEDERAL TRADE COMMISSION 1 0.6 

GENERAL SERVICES ADMINISTRATION 1 0.9 

GOVERNMENT PRINTING OFFICE 0.2 0.3 

NAT ARCHIVES AND RECORDS ADMINISTRATION 0.9 0.9 

NATIONAL AERONAUTICS AND SPACE ADMINISTRATION 0.8 0.7 

NATIONAL CREDIT UNION ADMINISTRATION 1.5 1.5 

NATIONAL LABOR RELATIONS BOARD 0.4 0.3 

NATIONAL SCIENCE FOUNDATION 0.5 0.6 

NUCLEAR REGULATORY COMMISSION 1.2 0.9 

OFFICE OF PERSONNEL MANAGEMENT 1 0.7 

PENSION BENEFIT GUARANTY CORPORATION 0.5 0.5 

RAILROAD RETIREMENT BOARD 1.4 1.2 

SECURITIES AND EXCHANGE COMMISSION 0.4 0.4 

SMALL BUSINESS ADMINISTRATION 0.6 0.4 

SMITHSONIAN INSTITUTION 0.7 0.4 

SOCIAL SECURITY ADMINISTRATION 0.7 0.6 

US AID 1.5 0.8 

GOVERMENTWIDE 1 0.8 
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WHITES IN THE FEDERAL WORKFORCE 
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WHITE EMPLOYMENT 

White employees comprised 
65.4 percent (1,270,362) of 
the permanent FW as of 
September 30, 2012 and 65.9 
percent in FY 2011. 

White men comprised 39.9 
percent of the FW in FY 2012 
and 40.1 percent in FY 2011. 

White women comprised 
25.5 percent of the FW in FY 
2012 and 25.8 percent in FY 
2011. 
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WHITES11 BY OCCUPATIONAL CATEGORY 

White employment in professional 
occupations increased by 716 to  

357,590 in FY 2012, from 356,874 in FY 
2011. Whites represented 72.8 percent 
of all Federal employees in this 
occupational category in FY 2012, 
compared to 73.4 percent in FY 2011.  

White employment in administrative 
occupations decreased by 2,529 to 
488,615 in FY 2012, from 491,144 in FY 
2011. Whites represented 66.6 percent 
of all Federal employees in this 
occupational category in FY 2012, 
compared to 67.1 percent in FY 2011. 

White employment in technical 
occupations decreased by 4,009 to 
194,924 in FY 2012, from 198,933 in FY 
2011. Whites represented 58.5 percent of all Federal employees in this 
occupational category in FY 2012, compared to 59 percent in FY 2011. 

White employment in clerical occupations decreased by 2,192, to 63,612 in FY 
2012, from 65,804 in FY 2011. Whites represented 52.5 percent of all Federal 
employees in this occupational category in FY 2012, compared to 53.1 percent in 
FY 2011. 

White employment in "other" white-collar occupations decreased by 1,084, to 
44,890 in FY 2012 from 45,974 in FY 2011. Whites represented 58.8 percent of all 
Federal employees in this occupational category in FY 2012, compared to 59.4 
percent in FY 2011. 

White employment in white-collar occupations decreased by 9,098 to 1,149,631 
in FY 2012 from 1,158,729 in FY 2011. Whites represented 65.5 percent of all 
Federal employees in this occupational category in FY 2012, compared to 66 
percent in FY 2011. 

11 Although this new category is not a minority group as determined under 5 U.S.C. § 7201, collection and representation 
of this data is consistent with the new Racial/National Origin structure required by the Office of Management and Budget. 
OPM guidance to agencies required use of the new codes for all accessions occurring on or after January 1, 2006. However, 
while agencies were not required to resurvey their workforce, they had the option to do so. As a result, the Federal civilian 
employees in this category do not reflect total numbers in the FW; they reflect only those who completed the new 
Standard Form 181, Ethnicity and Race Identification (dated July 2005). 
 

2012 White 
Employment 

Percent of 
FW 

Counts and Percentages of White based on All 
Employees in Each Occupational Category 

(September 2012) 

Professional 357,590 72.8 

Administrative 488,615 66.6 

Technical 194,924 58.5 

Clerical 63,612 52.5 

Other 44,890 58.8 

White-Collar 
(WC) 

1,149,631 65.5 

Blue-Collar (BC) 120,731 65.2 

Total (WC + BC) 1,270,362 65.4 
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White employment in blue-collar occupations decreased by 2,199, to 120,731 in 
FY 2012 from 122,930 in FY 2011. Whites represented 65.2 percent of all Federal 
employees in this occupational category in FY 2012, as compared to 65.5 percent 
in FY 2011. 

FY 2012 FEORP     U.S. Office of Personnel Management 



69 

TRENDS 
New Hires compared to Attrition 12 
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12 The New Hires compared to Attrition chart does not include Transfers In, nor does it include Transfers Out. 
Fmthennore, the Judicial Branch is entirely excluded and some Executive Branch agencies are not included. Please 
see data notes for details. 
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WHITE PERMANENT NON-POSTAL FEDERAL CIVILIAN 
EMPLOYMENT SALARY TRENDS 

WHITE-COLLAR / 
PAY SYSTEM GROUPS 
 GS,GM,GL 

2012 2011 
DIFFERENCE  

 2011 TO 2012 
# % # % #COUNT %CHANGE 

 UP TO $20,000  0 0 1 0 -1 -100 
 $20,001 TO $40,000  80,256 5.7 85,320 6.1 -5,064 -5.9 
 $40,001 TO $60,000  211,498 15.1 222,008 15.9 -10,510 -4.7 
 $60,001 TO $80,000  218,159 15.6 213,414 15.3 4,745 2.2 
 $80,001 TO $100,000  183,302 13.1 180,131 12.9 3,171 1.8 
 $100,001 TO $120,000  121,264 8.7 119,645 8.6 1,619 1.4 
 $120,001 TO $140,000  51,687 3.7 50,784 3.6 903 1.8 
 $140,001 TO $160,000  32,108 2.3 31,724 2.3 384 1.2 
 $160,001 AND GREATER  1,671 0.1 1,931 0.1 -260 -13.5 
 UNSPECIFIED  585 0 727 0.1 -142 -19.5 
 TOTAL  900,530 64.4 905,685 64.9 -5,155 -0.6 
 SES             
 $100,001 TO $120,000  15 0.2 15 0.2 0 0 
 $120,001 TO $140,000  152 1.9 135 1.7 17 12.6 
 $140,001 TO $160,000  1,285 16.3 1,183 15.2 102 8.6 
 $160,001 AND GREATER  4,873 61.9 4,990 64.1 -117 -2.3 
 UNSPECIFIED  15 0.2 0 0 15 0 
 TOTAL  6,340 80.6 6,323 81.2 17 0.3 
 OTHER WHITE COLLAR             
 UP TO $20,000  117 0 117 0 0 0 
 $20,001 TO $40,000  19,818 5.7 21,063 6 -1,245 -5.9 
 $40,001 TO $60,000  25,504 7.3 27,087 7.7 -1,583 -5.8 
 $60,001 TO $80,000  43,202 12.4 44,803 12.7 -1,601 -3.6 
 $80,001 TO $100,000  40,774 11.7 41,990 11.9 -1,216 -2.9 
 $100,001 TO $120,000  39,437 11.3 40,600 11.5 -1,163 -2.9 
 $120,001 TO $140,000  23,462 6.7 22,542 6.4 920 4.1 
 $140,001 TO $160,000  23,190 6.6 23,066 6.5 124 0.5 
 $160,001 AND GREATER  27,226 7.8 25,413 7.2 1,813 7.1 
 UNSPECIFIED  31 0 40 0 -9 -22.5 
 TOTAL  242,761 69.5 246,721 70 -3,960 -1.6 
              
TOTAL WHITE-COLLAR (PATCO)  1,149,631 65.5 1,158,729 66 -9,098 -0.8 
TOTAL BLUE-COLLAR  120,731 65.2 122,930 65.5 -2,199 -1.8 
TOTAL WHITE/BLUE-COLLAR  1,270,362 65.4 1,281,659 65.9 -11,297 -0.9 
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WHITE REPRESENTATION IN EXECUTIVE DEPARTMENTS 

 REPRESENTATION IN PERMANENT FEDERAL WORKFORCE  
September 30, 2012 and September 30, 2011  

WHITES 

EXECUTIVE DEPARTMENTS 
2012 

GROUP 
PCT. 

2011 
GROUP 

PCT. 

DEPARTMENT OF THE AIR FORCE 75.5 75.7 

DEPARTMENT OF AGRICULTURE 75.4 76.5 

DEPARTMENT OF THE ARMY 69.8 69.9 

DEPARTMENT OF COMMERCE 67.1 68.1 

DEPARTMENT OF DEFENSE 65.2 65.7 

DEPARTMENT OF JUSTICE 57.6 70 

DEPARTMENT OF LABOR 51.2 63.2 

DEPARTMENT OF ENERGY 75 75.1 

DEPARTMENT OF EDUCATION 50.4 51.2 

DEPARTMENT OF HEALTH AND HUMAN SERVICES 47.9 51 

DEPARTMENT OF HOMELAND SECURITY 74.1 57.7 

DEPARTMENT OF HOUSING AND URBAN DEVELOPMENT 69.9 48.3 

DEPARTMENT OF INTERIOR 62.4 74.1 

DEPARTMENT OF THE NAVY 68.8 69.5 

DEPARTMENT OF STATE 60.3 61.1 

DEPARTMENT OF TRANSPORTATION 75 75.3 

DEPARTMENT OF TREASURY 59.1 60.1 

DEPARTMENT OF VETERANS AFFAIRS 60.7 60.9 

GOVERNMENTWIDE 65.4 65.9 
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REPRESENTATION IN PERMANENT FEDERAL WORKFORCE 
September 30, 2012 and September 30, 2011 

WHITES 

2012 
GROUP 

PCT. 

2011 
GROUP 

PCT. 
INDEPENDENT AGENCIES 

BROADCASTING BOARD OF GOVERNORS 52.6 53.4 

COMMODITY FUTURES TRADING COMMISSION 71.7 N/A 

CORP FOR NATIONAL AND COMMUNITY SERVICE 63.1 61.8 

COURT SERVICES AND OFFENDR SUPERVSN AGY 12.7 12.8 

ENVIRONMENTAL PROTECTION AGENCY 67.7 67.9 

EQUAL EMPLOYMENT OPPORTUNITY COMMISSION 39.6 40.1 

FEDERAL COMMUNICATIONS COMMISSION 58.3 58.1 

FEDERAL DEPOSIT INSURANCE CORPORATION 73.2 73.7 

FEDERAL HOUSING FINANCE AGENCY 64.8 N/A 

FEDERAL RESERVE SYSTEM 66.7 N/A 

FEDERAL TRADE COMMISSION 71.6 72 

GENERAL SERVICES ADMINISTRATION 60.5 61.1 

GOVERNMENT PRINTING OFFICE 42.5 41.5 

NAT ARCHIVES AND RECORDS ADMINISTRATION 68.3 69.1 

NATIONAL AERONAUTICS AND SPACE ADMINISTRATION 73.7 74.3 

NATIONAL CREDIT UNION ADMINISTRATION 72.9 75.2 

NATIONAL LABOR RELATIONS BOARD 63.7 63.8 

NATIONAL SCIENCE FOUNDATION 57.5 57.5 

NUCLEAR REGULATORY COMMISSION 67.6 68.2 

OFFICE OF PERSONNEL MANAGEMENT 66.1 68 

PENSION BENEFIT GUARANTY CORPORATION 44.5 44.5 

RAILROAD RETIREMENT BOARD 52.7 55.2 

SECURITIES AND EXCHANGE COMMISSION 68.2 68.4 

SMALL BUSINESS ADMINISTRATION 56.7 57.5 

SMITHSONIAN INSTITUTION 50.6 50.8 

SOCIAL SECURITY ADMINISTRATION 49.8 50.2 

US AID 63 63.9 

GOVERMENTWIDE 65.4 43.6 

FY 2012 FEORP U.S. Office of Personnel Management 
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AGENCY FEORP CURRENT PRACTICES 
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AGENCY FEORP INITIATIVES 

In FY 2012, agencies reported that they continued their human resources 
initiatives in support of the Federal Equal Opportunity Recruitment Program 
(FEORP).  

OPM requested agencies to provide diversity and inclusion training conducted for 
agency managers and supervisors; and the steps taken to assess the performance 
of managers and senior executives with respect to supporting diversity and 
inclusion. The following practices are highlighted in the area of learning. 

National Aeronautics and Space Administration (NASA) 

NASA’s Offices of Human Capital Management (OHCM) and Diversity and Equal 
Opportunity (ODEO) have partnered closely to enhance the agency’s recruitment 
strategies, allowing the agency to reach a broader and more diverse talent pool 
through implementation of the new Pathways Program. 

NASA’s Office of Education implemented a series of innovative projects designed 
to stimulate student interest in order to motivate higher levels of study in science, 
technology, engineering and mathematics (STEM), and expand the diversity of the 
nation’s current and future STEM labor force pipeline.  

The Science and Engineering Mathematics Aerospace Academy (SEMAA) is 
NASA’s national project designed to increase the participation and retention of 
historically underserved and underrepresented K-12 youth in STEM. With 
respect to E.O. 13171 of October 12, 2000, NASA reports that a total of 6,631 
Hispanic students participated, or 30 percent of the total students served.  

Department of Interior (DOI) 

Nearly 2,000 DOI managers and supervisors completed the Championing 
Diversity workshop in FY 2012. The Championing Diversity workshop was in part 
due to DOI’s partnership with a private entity with a proven track record of 
achieving diversity and inclusion mind-set shifts and buy-in.  

DOI’s new approach is to educate managers and supervisors on diversity and 
inclusion so they understand that inclusivity is not just about whether whom they 
hire has paid off. They now embrace the various dimensions of diversity and 
recognize that the multiple frameworks and underpinning diversity and inclusion 
are important to achieving the mission and goals of the agency. 

DOI is particularly proud of its Diversity Change Agent Program. DOI established 
the program to affect and mobilize stakeholders to embrace and enact its 
Inclusive Workplace Strategy.  

DOI trained 265 new diversity change agents in FY2012, as well as established 
partnerships with other Federal agencies to conduct diversity agent training. 

FY 2012 FEORP     U.S. Office of Personnel Management 
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Department of Treasury 

The Department of Treasury’s Treasury Executive Institute (TEI) began a pilot-
coaching program that has thus far served 202 clients. TEI also has plans to 
expand coaching training in FY 2013.  

In March 2013, the Department of Treasury implemented a new Treasury-wide 
mentoring program aimed at employees with less than three years of Federal 
experience. The program initially targeted 75 mentees matched with 75 mentors. 
The mentoring program consists of orientation, training, mid-point evaluation 
and end-of-year evaluation. 

Social Security Administration (SSA) 

In FY 2012, SSA developed a cost-effective approach to training by creating a bi-
lingual portal, which provides a region-wide training product that teaches more 
employees. Additionally, with respect to E.O. 13171 of October 12, 2000, SSA 
reports that 6.36 percent of our developmental program participants in FY 2012 
were Hispanic.  

National Transportation Safety Board (NTSB) 

The Professional Development Program (PDP) is open to permanent staff in 
grades GS-9 through 13 and is based on enhancing core competencies focusing on 
career development and goal setting and providing assistance in overall career 
direction and progression. 

The Leadership Development Program (LDP) is open to permanent staff in grades 
GS-13 through 15.  

In FY 2012, the Office of EEO, Diversity and Inclusion completed the Diversity 
DARE branding campaign and video. The branding campaign and video 
demonstrate the importance of diversity and inclusion at the NTSB and also 
illustrate how employees from diverse backgrounds bring different perspectives 
to problem solving, creativity, innovation and management, making teams 
stronger and more effective. Because NTSB needs problem solvers, this approach 
is key to the accomplishment of the transportation safety mission.  

Department of Veterans Affairs (VA) 

The Department of Veterans Affairs, worked with OPM’s Office of Diversity and 
Inclusion (ODI) to create a measurement tool that can help agencies measure 
their employees’ perceptions of inclusion. This measurement tool is called the 
New IQ or the New Inclusion Quotient (IQ). The New IQ includes training 
developed based on research and questions from the Federal Employee 
Viewpoint Survey (EVS). The training helps supervisors hone inclusive habits that 
help create fair, open, cooperative, supportive, and empowering work 
environments. The VA hopes this tool will improve teamwork and better 
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utilization of talent, increase resiliency and retention, increase innovation and 
creativity, and improve team performance and productivity. 

With respect to E.O. 13171, VA reports that the VA National Cemetery 
Administration (NCA) developed and is implementing the Hispanic Veterans 
Careers Coalition, an initiative that reviews VA Hispanic employment practices 
and develop improved processes to increase Hispanic Veteran employment. This 
initiative will also address reasons for high joblessness, the impact of current 
outreach strategies and the exploration of Veterans business enterprise as a 
source of employment for Hispanic Operation Enduring Freedom and Operation 
Iraqi Freedom heroes. 

The NCA will continue its collaboration with the League of United Latin American 
Citizens on its strategy for integrating education, employment, outreach and 
entrepreneurship to increase educational and occupational opportunities for 
Hispanic and disabled Veterans.  

Agency Successful/Promising Practices  

Agencies were asked to submit their successful or promising practices from the 
agency-specific Diversity and Inclusion Strategic Plans. The following are some of 
those practices: 

Corporation for National and Community Service (CNCS) 

To broaden the scope and agency conversation regarding diversity and inclusion 
(D&I), CNCS developed CELEBRATE Diversity Month. This program engages staff 
in a series of activities beyond the normal “special emphasis” to heighten their 
awareness of the many facets of diversity and inclusion. Each year a new program 
theme is used as the lens to view different aspects of D&I, and how it relates to 
ALL of us. CNCS is infused with opportunities to celebrate through educational 
experiences in presentations, music, art, photography, dance and literature. 
Collaborative partnerships with other Federal entities, non-governmental 
agencies and CNCS’s Affinity groups ensure the richness in their programming. 

Department of Agriculture (USDA) 

USDA Monthly Cultural Transformation Milestones and Metrics Reports contain 
key metrics that are reported to the Secretary to measure progress in the 
following areas: Diversity and Inclusion, Disability Hiring, Veterans Hiring, 
Diversity of Student Employment, Telework participation, Communication, 
Process Improvement, Labor Relations, Equal Employment Opportunity 
Accountability, Hiring Reform, Employee Development, and Employee Viewpoint 
Survey Results (Annually). In addition, the Milestone and Metrics Report is tied to 
performance management of all USDA Senior Executives. Monthly Report 
Cards/Mid-Year Report Card Ranking is also used to measure and rate progress 
as reaching or achieving set targets for all metrics, except Diversity and 
Inclusion/Student Diversity. Similarly, USDA assesses the performance of 
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supervisors, managers and senior executives with respect to supporting diversity 
and inclusion.  

In addition, USDA hires over six thousand student interns annually. The Student 
Intern Program is the agency’s pipeline for future USDA employees, and the 
agency has developed strong programs dedicated to attracting candidates from 
all segments of society, including, for example, African Americans, American 
Indians/Alaska Natives, Hispanics, Asians, and Students with Disabilities. 
Moreover, the USDA Student Portal is a one-stop application process where 
students can apply for internships across the United States within the 17 USDA 
agencies.  

Department of Commerce (Commerce) 

Commerce has a dedicated manager for hiring people with disabilities in addition 
to the program manager required for Veterans employment. The Department’s 
Minority Business Development Agency voluntarily agreed that before 
advertising vacancies and filling them through the competitive process, it would 
check with the disability program manager to determine whether there were 
qualified candidates with disabilities who were eligible for non-competitive 
appointments under 5 C.F.R. 213.3102(u). The Department’s National Technical 
Information Service is considering becoming the second bureau to voluntarily 
follow the same process. 

Department of Defense (DoD) 

DoD’s Veterans Employment Initiative was established in January of 2010, in 
support of Presidential Executive Order 13518 - making promoting opportunities 
for Veterans in the Federal Government a top priority. The initiative encourages 
DoD component collaboration and support on Veterans’ issues and includes 
providing career guidance and assistance to transitioning service members and 
Veterans through multiple modes of communication and outreach venues, such 
as personalized one-on-one interaction and assistance; interagency hiring fairs; 
and the Hiring Heroes Program. The Hiring Heroes Program provides career fairs 
to assist wounded warriors, transitioning service members, and Veterans and 
military spouses in their search for employment.  
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Department of Education (ED) 

The Department of Education is the smallest of the cabinet level agencies and 
must effectively utilize internal resources as well as leverage external 
partnerships to achieve diversity and inclusion. To provide diversity and 
inclusion awareness and opportunities, ED has successfully developed and 
strengthened partnerships with:  

• OPM's Office of Diversity and Inclusion (ODI); and 

• The National Organizations (i.e. League of United Latin American Citizens 
(LULAC) and Federal Asian Pacific American Council (FAPAC)), and 
reinvigorated internship programs with diverse organizations such as: 
Conference on Asian Pacific American Leadership (CAPAL) and Hispanic 
Association of Colleges and Universities (HACU).  

ED also has strengthened linkages to the mission side of the organization to 
leverage research and partnerships to inform strategic recruitment and outreach. 
These linkages include partnerships with: 

• National Center for Education Statistics;  

• White House Initiative Office on Education Excellence for Hispanics;  

• White House Initiative Office on Asian American and Pacific Islanders; 

• White House Initiative Office on American Indian and Alaska Native 
Education; and 

• White House Initiative Office on Historically Black Colleges and 
Universities. 

Department of Energy (DOE) 

The Secretary of Energy established DOE’s Diversity and Inclusion Council to help 
create a performance-based culture that better fosters diversity and inclusion. 
The Council is an extension of the Chief Operating Officer’s Board (COOB), DOE’s 
most senior career leaders. It ensures that the values underlying diversity and 
inclusion are institutionalized and integrated in all strategic management 
initiatives. The Council, meeting bi-weekly, uses a systematic approach to align 
DOE’s strategies, processes, structures, and people and makes recommendations 
on how to overcome barriers impacting diversity and inclusion. The Council’s 
goal is to improve mission execution through high performance, resulting from a 
mission-focused, accountable, and inclusive workforce.  

Department of Health and Human Services (HHS) 

HHS honors the diversity of its Veterans. HHS launched its own Veterans History 
Project with participating Veterans reflecting the full spectrum of diversity 
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including women, Hispanics, and persons with disabilities. This project reignited 
HHS’s Veterans’ passion by allowing them to share their military stories on video 
in the Secretary’s Recording Studio. With over 20 stories filmed and an additional 
30 scheduled, their powerful reflections will hold a permanent place in history at 
the Library of Congress. This effort gained praise from HHS Veterans and will 
have a positive impact on their attrition rates as HHS promotes and celebrates 
their Veterans.  

Department of Homeland Security (DHS)  

DHS adopted a diversity advocate performance standard for all SES and 
equivalent level employees two years ago and is enhancing performance 
management by ensuring consistent review and assessment. The Executive 
Director for Diversity and Inclusion, Office of the Chief Human Capital Officer and 
the Deputy Officer for the Office for Civil Rights and Civil Liberties review the 
Senior Executive Service (SES) diversity advocate performance standard.  

Department of Housing and Urban Development (HUD) 

The Department of Housing and Urban Development has established a Diversity 
Council that includes representatives from all of the major Program Offices, 
Affinity Groups, and Unions. Senior Executives at the highest levels of leadership 
are engaged to ensure the Department’s commitment is upheld to celebrate the 
diversity of its employees. HUD has used state-of-the-art technology by offering 
webinars, with high quality content, to reach supervisors across the country to 
provide diversity awareness training. Representatives have participated in 
outreach recruitment efforts to market opportunities with the Department to a 
diverse pool of applicants. 

Department of Interior (DOI) 

The Department of the Interior established a Diversity Change Agent program to 
affect and mobilize a critical mass of stakeholders to embrace and enact its 
Inclusive Workplace Strategy. Participants in the program include influential 
leaders who have enormous credibility from a mission standpoint. The agents are 
trained to assist in efforts to educate the workforce on diversity and inclusion as 
mission critical imperatives. The agents are serving as catalysts for change and 
they are successfully drawing the workforce into the inclusivity debate. They are 
also effectively positioning diversity and inclusion as strategic opportunities as 
opposed to requirements or mandates. 

Department of Justice (DOJ) 

In 2011, DOJ’s Office of Justice Programs (OJP) partnered with the Partnership for 
Public Service (PPS) on a collaborative pilot program to design and deploy a 
strategy to effectively recruit and hire interns with disabilities while assisting 
hiring managers in identifying and overcoming attitudinal barriers or concerns. 
Building off of existing diversity and inclusion processes, OJP’s Disability Hiring 
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Initiative (FedRecruit) was designed to educate and engage hiring managers, 
work with campus service providers and disability awareness advocacy groups, 
and explore what attracts students to Federal service and what is necessary to 
make their experience a success.  

Department of Labor (DOL) 

The Department of Labor’s Employee Benefits Security Administration (EBSA) 
Diversity Committee implemented a successful outreach strategy that is fostering 
greater workforce diversity. In FY 2010, EBSA established a relationship with 
Howard University Law School, a Historically Black University, through which 
EBSA senior employees taught a course on the Employee Retirement Income 
Security Act of 1974, which introduced students to employee benefits law as a 
potential career choice. A similar partnership with Southwestern Law School in 
Los Angeles, California, a law school recognized for its diverse student 
population, was established in 2012. These partnerships have enhanced the 
diversity of EBSA’s candidate pools for both student and entry-level positions.  

Department of State 

At the Department of State, the Secretary and the Director General have 
mandated that the opportunity for mentoring be provided at all levels. They have 
four programs: Civil Service (CS) mentoring, Foreign Service (FS) mentoring, 
situational mentoring, and Locally Employed Staff situational mentoring. In its 
tenth year, the CS program has grown to over 400 participants per year while 
during this same period 6,701 entry-level generalists and specialists (85% of all 
new hires) have been paired in the Foreign Service mentoring program. The 
situational mentoring programs have over 600 volunteer mentors available every 
year to any employee in need. 

Department of Treasury  

Women in Finance Series: To support Treasury’s human capital strategic goal to 
recruit and hire a highly skilled and diverse workforce, Treasury, under the 
auspices of the Treasurer, sponsored the first ever “Women in Finance” 
Symposium on March 29, 2010, during Women’s History Month. The Symposium 
consisted of two panel discussions and presentations from senior administrative 
officials and women leaders in the financial sector, described by Time Magazine 
as “The New Sheriffs of Wall Street, The Women Charged With Cleaning Up The 
Mess.” The article highlighted opening comments from Treasury’s Secretary, 
Timothy Geithner, and the extraordinary careers of the Symposium panelists. 
Accordingly, the Department of the Treasury became the only agency whose 
Women’s History Month event was featured on the cover of a national 
publication. 

The goal of the Symposium was to recognize the contributions of women in all 
economic agencies and to discuss the best means to foster success among future 
generations of women in public and private finance. Additionally, as part of the 
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Symposium, senior staff from the Treasury and the White House moderated 
working lunches with Symposium participants discussing the future of women in 
finance, best practices in particular organizations, recommendations for young 
women entering finance, and development of concrete ideas about how the 
Federal Government can attract top women from the financial sector into public 
service.  

While the event was by invitation only, business students at a number of 
universities across the country as well as employees throughout the Federal and 
private sector watched the event live on CSPAN or through the Treasury website 
and submitted questions to panelists through Twitter and email. The 
Departments of Energy and Education, among others, reported hosting watch 
parties.  

On July 12, 2011, the Treasurer hosted a second “Women in Leadership 
Symposium.” This symposium focused on the role that institutional investors play 
in the economic recovery to create local jobs, bring liquidity to markets and spur 
long-term growth and innovation. Specifically highlighted was the role that 
women are playing in the institutional investment space, with women in senior 
positions at domestic public pension funds, corporate pension funds, savings 
plans, foundations, and endowments. These women are managing well over $2 
trillion worth of assets in the United States, and many of them were recent 
appointees who had not been widely publicized or recognized. 

Development of an EEO and Diversity Competencies Model: An EEO 
Competencies Team has been charged with strategically developing a model for 
addressing gaps in EEO Human Capital competencies within the Department of 
the Treasury. The Team’s analyses of numerous competencies within the various 
areas of Human Capital revealed that there are competency and skills gaps on 
both the macro level (Department-wide) and on the micro-level (bureau-
specific), within each of these areas. As a result of these findings, Competencies 
Project Teams were developed to address these gaps and inconsistencies.  

Department of Veterans Affairs (VA) 

VA has developed two new indices to efficiently measure workforce diversity and 
workplace inclusion in the Federal sector. The Diversity Index measures 
aggregate workforce diversity by race, ethnicity, and gender (REG) as compared 
to the Civilian Labor Force (CLF). It is a percentage value that represents the 
mean ratio of each demographic group relative to its corresponding CLF group. 
The Inclusion Index measures organizational inclusion based on employee 
perceptions as reported in the Federal Employee Viewpoint Survey (EVS). This 
index represents the mean percentage of favorable responses to 20 empirically 
validated survey items relating to workplace inclusion as broadly defined 
(including but not limited to REG issues). Both metrics are based on valid, 
defensible benchmarks; are scalable to various organizational parameters; and 
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are applicable government-wide. These Indices have proven to be an efficient 
approach to track diversity and inclusion and drive organizational performance. 

Environmental Protection Agency (EPA) 

The U.S. Environmental Protection Agency launched a Diversity Dashboard as a 
robust performance measurement and reporting tool for promoting workplace 
diversity and inclusion. The quarterly Dashboard reports synthesize 
comprehensive Regional and Program Office diversity data on all EPA employees, 
including specific employee demographics. The multiple easy to read drill-down 
and high-level graphic view capabilities have proven invaluable in workforce and 
strategic planning, benchmarking and assessing the continuing effectiveness of 
diversity and inclusion efforts. The Dashboard also provides transparency for 
open dialogue and communications for pursuing efforts to foster a diverse and 
inclusive work environment. 

Equal Employment Opportunity Commission (EEOC) 

In response to the recent Federal Employee Viewpoint results, the EEOC launched 
its BEST Initiative (Building Employee Satisfaction Together) to focus on 
strategies for improving employee satisfaction. BEST has its own site on EEOC’s 
intranet and its own e-mailbox for employees to send in suggestions or feedback 
to be evaluated and considered for implementation. The initial focus of BEST will 
be in the following areas: Reprisal, Workplace Health & Safety, and Skill 
Development & Workload Management. Improvement in the above areas will 
help to improve the work environment, and by extension, promote diversity and 
inclusion. 

Export-Import Bank 

The Export-Import Bank began implementation of a Rotational Program in FY 
2011, which is designed to encourage job development by having participants 
engage in work activities of a different organizational division. The rotation cycle 
is for a period of 120 days, and affords program participants an opportunity to 
gain a new knowledge base/skillset while also gaining a broader understanding 
of the organization. As part of the program, individual development plans are 
developed as a means for targeting technical and developmental benchmarks. 

Farm Credit Administration 

The Farm Credit Administration adopted a final rule on operating and strategic 
business planning to require that Farm Credit System institutions develop human 
capital and marketing plans that promote diversity and inclusion. The human 
capital plan must contain an assessment of the strengths and weaknesses of the 
institution’s workforce and management and a description of the institution’s 
succession programs for its workforce and management. The marketing plan 
must contain strategies and action for marketing the institution’s products and 
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services to all eligible and creditworthy persons, including outreach to foster 
diversity and inclusion within each market segment. 

Federal Energy Regulatory Commission 

Office of the Executive Director’s FARM Team: In an effort to foster improved 
professional relationships within the Office of the Executive Director (OED) and 
to ensure staff is informed of OED priorities, the FARM (Fun, Activities, 
Recognition and Morale) team, a diverse cross section of volunteers, was formed 
to build a more unified (collaborative) informed organization with a common 
sense of identity and mission. The FARM Team coordinates and implements 
activities in support of these broad objectives. A few examples of activities are: 
Employee Feedback Forums; Social luncheons and after-hour events; Agency 
Mission-related Activities: Executive Director meet and greets, FERC field trips; 
Team Building coordination at OED’s All-Hands meetings; and Employee 
Recognition Programs. 

Council for Workforce Improvement: The Council for Workforce Improvement 
(CWI) is a staff-led initiative formed to advise Commission leadership at all levels 
on workplace diversity and professional development issues at all stages of the 
employee career cycle. The Council’s mission is to foster a highly skilled inclusive 
workplace where diversity and individual strengths are developed, valued, and 
utilized by the Commission to advance the public interest. The Council serves as a 
source of input to Commission leadership regarding recruiting strategies to 
attract and select a qualified, diverse workforce and development opportunities 
for existing staff, including training, performance measurement, leadership 
development, and promotion policies. 

Federal Mediation and Conciliation Service (FMCS) 

As a best practice, the Federal Mediation & Conciliation Service ensures that all 
employees are involved in the planning and execution of special emphasis 
programs. If employees have specialties (talent, planning, procurement, public 
speaking), the agency utilizes those specialties to enhance the programs. In 
addition to having the Agency Director, Deputies, and the Chief Financial Officer 
(CFO) open and close the programs, the agency asks FMCS employees to 
participate in the development and presentation of the programs. The programs 
belong to all of the employees. When they are involved early in the process, and 
serve in key roles, they are more likely to continue to participate and encourage 
other employees to “get involved” as well. FMCS is a small, yet inclusive agency 
with a sense of belonging and great morale. 

Federal Trade Commission (FTC) 

The FTC’s inaugural Diversity Summit, Beyond the Numbers: Creating an Inclusive 
Environment, included panel discussions from recognized experts and leaders in 
the area of diversity. It was followed by a Diversity Town Hall, which provided an 
opportunity for discussion among the Commissioners and employees about 
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diversity and inclusion. At the Town Hall, the agency’s Diversity Council and EEO 
Director provided information on activities and our demographic data. These are 
examples of FTC’s efforts to create and sustain an environment that values 
different points of view, recognizes individuals’ contributions, and promotes 
inclusion.  

National Aeronautics and Space Administration (NASA) 

NASA has established a fully realized presence for diversity and inclusion (D&I), 
as well as equal employment opportunity (EEO), in the Agency's Strategic Plan 
and Performance and Accountability reporting structure. Through a strong 
partnership between the Agency Offices of Diversity and Equal Opportunity and 
Human Capital Management, NASA has specific and measurable outcomes and 
performance goals for D&I. NASA also established an agency D&I Strategic 
Partnership, inclusive of the full spectrum of senior leadership positions, to better 
ensure diverse inputs into D&I decision-making and fully shared accountability, 
as well as to create sustainability through an institutionalized D&I structure. 

National Archives and Records Administration (NARA) 

At the National Archives, the agency believes that a manager who values diversity 
and exhibits inclusive behaviors will more naturally select, collaborate with, and 
retain diverse talent. Therefore, NARA is building “inclusion competency” into the 
selection processes for managers and supervisors. Specifically, NARA is building 
diversity and inclusion-focused questions into the structured interviewing 
process for manager and supervisor positions. NARA is developing competency-
based behavioral interview questions and evaluation standards that assess how 
candidates’ past actions demonstrate experience and skill in managing diverse 
teams and fostering an inclusive work environment.  

National Science Foundation (NSF) 

NSF uses training opportunities on implicit bias as an excellent example of the 
link between mission focus and internal diversity and inclusion. The concept of 
implicit bias comes out of NSF-sponsored research in the social and behavioral 
sciences. The purpose of the training is to provide knowledge of how unconscious 
biases can affect the diversity of the NSF workforce and its grantees. While 
initially used for panelists evaluating grant proposals, recently the training has 
been broadened to address implicit bias in evaluation processes, inclusive of the 
selection process. As part of a pilot initiative, the training discusses ways in which 
implicit bias can impact one's decision-making process, particularly in making 
selections for higher-level positions, which is where it has the most significant 
underrepresentation. The pilot is part of a partnership between the Office of 
Diversity and Inclusion, Human Resource Management, and the Directorate for 
Engineering that also builds on continuing interactions between the directorate 
and its community through professional societies. The pilot will be expanded to 
other NSF directorates and offices. 
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Nuclear Regulatory Commission (NRC) 

Annually and jointly, the Directors of the Office of the Chief Human Capital Officer 
and the Office of Small Business and Civil Rights provide a formal briefing to the 
Chairman and Commissioners of the NRC. These highly successful briefings 
provide an opportunity to update senior executives on progress made on topics 
relating to the agency’s most valuable resource, the people. Topics include civil 
rights program updates, workforce data, organizational assessments, 
performance management, and diversity and inclusion. The meeting is open to all 
staff, and participation is encouraged. The meeting is broadcast out to the 
agency’s regional offices as well.  

Office of the Director of National Intelligence (ODNI) 

The ODNI’s workforce development approach focuses on highlighting 
opportunities for career development, ensuring structured and inclusive 
processes for selecting employees for these opportunities, increasing 
communication between management and the workforce, and fostering a 
professionally diverse, highly skilled workforce. A cornerstone of this approach is 
the development of Career Advisory Boards (CAB) comprised of senior 
leadership from ODNI components, under the governance of the Executive 
Review Board. CABs are responsible for managing their employees as a corporate 
asset; providing them with career path information, mentoring, and feedback to 
plan their professional growth; and helping employees navigate their careers. 
Taking a holistic look at each employee, CABs ensure each individual is fairly 
considered for training, assignments, professional development, promotion, pay 
and performance bonuses. 

In addition, with the agency’s focus on intelligence integration and the need to 
leverage the full range of the Community’s diverse talent, ODNI created a Civilian 
Joint Manning Document to optimize staff composition, integrate Community 
expertise, and tailor core-contracting resources.  

The Civilian Joint Manning Document (CJMD) process is the protocol for outlining 
the ODNI organizational structure that is aligned with the budget and Full Time 
Equivalent (FTE) allocations. It provides the mechanism for ongoing management 
of the civilian cadre structure. Further, it provides for the refreshing of ideas and 
talent from across the IC by identifying specific positions available for detailees 
through rotational assignments from the other IC elements. 

Office of Navajo and Hopi Indian Relocation 

To cultivate a supportive, welcoming, inclusive and fair work environment, the 
Office of Navajo and Hopi Indian Relocation utilizes workplace policies that 
encourage employee engagement and empowerment including, alternative work 
schedules, wellness programs, training needs, and support of employee needs to 
balance work and life issues.  
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Office of Personnel Management (OPM) 

Knowledge Transfer: The OPM recognizes that knowledge constitutes a 
valuable intangible asset for sustaining high performance and organizational 
effectiveness. In order to address the potential loss of organizational knowledge 
when individuals retire or leave the agency, OPM is implementing a 
comprehensive knowledge transfer strategy that includes the development of a 
video based, knowledge capture system that allows individuals in strategic 
positions to outline key aspects of their jobs/careers and the way they performed 
their work, including tacit and explicit knowledge.  

Railroad Retirement Board (RRB) 

One of RRB’s best practices is the utilization of technology to provide diversity 
and EEO compliance information to employees. Video training modules are 
produced via the RRB’s in-house multimedia presentation system. The RRB’s 
version of “YouTube” is a cost effective way to deliver a variety of diversity 
related programming, as well as training on anti-discrimination laws. The system 
is accessed through the agency’s intranet, which allows employees to 
conveniently view a program at their workstations. Using the system also ensures 
that the delivery of the information is consistent. 

Small Business Administration (SBA) 

SBA’s best practice for diversity and inclusion is the addition of a diversity 
statement in Human Capital (HC) policies. It demonstrates commitment to 
meritorious practices in talent acquisition and HC management, and reads: 
It is SBA’s policy to uphold merit systems principles and implement [the 
particular topic] fairly and equitably without discrimination for any non-merit 
reason such as race, color, religion, age, gender, national origin, political 
affiliation, sexual orientation, marital or family status, personal favoritism, 
membership or non-membership in an employee organization or holding office in 
an employee organization. SBA provides reasonable accommodation to 
applicants and employees with disabilities. 

Social Security Administration (SSA) 

SSA streamlined the process that its Human Resource professionals use to refer 
qualified veterans and individuals with disabilities to managers for non-
competitive appointments. SSA further assists its managers and new hires with a 
centralized funding mechanism that is used solely to procure and train on 
assistive technology. 
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APPENDIX A: DATA NOTES 
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NEW HIRES AND ATTRITION NOTES 

Notes about the data source 
Data from... 

• FY 2005 and later pulled from OPM’s Enterprise Human Resources Integration Statistical Data Mart (EHRI-SDM). 

Coverage is limited to Federal civilian employees with the following inclusions or exclusions: 
Executive Branch exclusions: 
• U.S. Postal Service • Office of the Vice President 
• Postal Rate Commission • Foreign Service Personnel at the State Department 
• Central Intelligence Agency • Tennessee Valley Authority 
• National Security Agency • Board of Governors of the Federal Reserve 
• Defense Intelligence Agency • Public Health Service's Commissioned Officer Corps 
• National Geospatial-Intelligence Agency • Non-appropriated fund employees 
• Office of the Director of National Intelligence • Foreign Nationals Overseas 
• White House Office 

• Government Printing Office • Ronald Reagan Centennial Commission 
• U.S. Tax Court • Medicare Payment Advisory Commission 
• Dwight D. Eisenhower Memorial Commission • U.S. - China Economic and Security Review Commission 
• Financial Crisis Inquiry Commission • U.S. Commission on International Religious Freedom 

Legislative Branch inclusions: 

Judicial Branch exclusions: 
• Entirely excluded 

The above represents current coverage and is subject to change over time. 
Recent significant changes to coverage: 
• The Bureau of Consumer Financial Protection, a component of the Federal Reserve, began reporting in March 2011. 
• The Federal Bureau of Investigation did not report data on personnel actions until FY 2007. 
• The State Department stopped providing data on Foreign Service Personnel in March 2006. 

More information about data sources can be found at http://www.opm.gov/feddata/guidance.asp 

Notes about your request 
Counts include all employees in pay status, meaning work schedule, type of appointment, tenure, etc. are ignored. 
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United States Government Accountability Office 

Washington, DC  20548 

February 2009 

TO AUDIT OFFICIALS, CIOS, AND OTHERS INTERESTED IN 
FEDERAL AND OTHER GOVERNMENTAL INFORMATION 
SYSTEM CONTROLS AUDITING AND REPORTING 

This letter transmits the revised Government Accountability Office 
(GAO) Federal Information System Controls Audit Manual 

(FISCAM). The FISCAM presents a methodology for performing 
information system (IS) control1 audits of federal and other 
governmental entities in accordance with professional standards, 
and was originally issued in January 1999. We have updated the 
FISCAM for significant changes affecting IS audits.  

This revised FISCAM reflects consideration of public comments 
received from professional accounting and auditing organizations, 
independent public accounting firms, state and local audit 
organizations, and interested individuals on the FISCAM Exposure 
Draft issued on July 31, 2008 (GAO-08-1029G). 

GAO would like to thank the Council of the Inspectors General on 
Integrity and Efficiency and the state and local auditor community 
for their significant input into the development of this revised 
FISCAM. 

Summary of Major Revisions to FISCAM 

The revised FISCAM reflects changes in (1) technology used by 
government entities, (2) audit guidance and control criteria issued 
by the National Institute of Standards and Technology (NIST), and 
(3) generally accepted government auditing standards (GAGAS), 

1Information system (IS) controls consist of those internal controls that are dependent on 
information systems processing and include general controls (entitywide, system, and 
business process application levels), business process application controls (input, 
processing, output, master file, interface, and data management system controls), and user 
controls (controls performed by people interacting with information systems). 
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as presented in Government Auditing Standards (also known as 
the “Yellow Book”).2 The FISCAM provides a methodology for 
performing information system (IS) control audits in accordance 
with GAGAS, where IS controls are significant to the audit 
objectives. However, at the discretion of the auditor, this manual 
may be applied on other than GAGAS audits. As defined in GAGAS, 
IS controls consist of those internal controls that are dependent on 
information systems processing and include general controls and 
application controls. This manual focuses on evaluating the 
effectiveness of such general and application controls. This manual 
is intended for both (1) auditors to assist them in understanding the 
work done by IS controls specialists, and (2) IS controls specialists 
to plan and perform the IS controls audit. The FISCAM is not 
intended to be used as a basis for audits where the audit objectives 
are to specifically evaluate broader information technology (IT) 
controls (e.g., enterprise architecture and capital planning) beyond 
the context of general and business process application controls.    

The FISCAM is consistent with the GAO/PCIE Financial Audit 

Manual (FAM). Also, the FISCAM control activities are consistent 
with the NIST Special Publication (SP) 800-53 and other NIST and 
OMB IS control-related policies and guidance and all SP 800-53 
controls have been mapped to FISCAM.3 

The FISCAM is organized to facilitate effective and efficient IS 
control audits. Specifically, the methodology in the FISCAM 
incorporates: 

• Top-down, risk based approach that considers materiality and 
significance in determining effective and efficient audit 
procedures and is tailored to achieve the audit objectives. 

2GAO, Government Auditing Standards, GAO-07-162G (Washington, D.C.: July 2007). 

3To assist the auditor in identifying criteria that may be used in the evaluation of IS 
controls, Chapters 3 and 4 include references, where appropriate, to NIST SP 800-53, other 
NIST standards and guidance, and OMB policy and guidance. Also, Appendix IV includes a 
summary of the mapping of the FISCAM controls to such criteria. In addition, audit 
procedures in FISCAM are designed to enable the auditor to determine if related control 
techniques are achieved. 
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• Evaluation of entitywide controls and their effect on audit risk. 
• Evaluation of general controls and their pervasive impact on 

business process application controls. 
• Evaluation of security management at all levels (entitywide, 

system, and business process application levels). 
• A control hierarchy (control categories, critical elements, and 

control activities) to assist in evaluating the significance of 
identified IS control weaknesses. 

• Groupings of control categories consistent with the nature of 
the risk. 

• Experience gained in GAO’s performance and review of IS 
control audits, including field testing the concepts in this 
revised FISCAM. 

As discussed above, this manual is organized in a hierarchical 
structure to assist the auditor in performing the IS controls audit. 
Chapter 3 (general controls) and Chapter 4 (business process 
application level controls) contain several control categories, which 
are groupings of related controls pertaining to similar types of risk. 
For each control category, the manual identifies critical elements— 
tasks that are essential for establishing adequate controls within the 
category. For each critical element, there is a discussion of the 
associated control activities that are generally necessary to achieve 
the critical element, as well as related potential control techniques 
and suggested audit procedures. This hierarchical structure 
facilitates the auditor’s audit planning and the auditor’s analysis of 
identified control weaknesses. 

Because control activities are generally necessary to achieve the 
critical elements, they are generally relevant to a GAGAS audit 
unless the related control category is not relevant, the audit scope is 
limited, or the auditor determines that, due to significant IS control 
weaknesses, it is not necessary to assess the effectiveness of all 
relevant IS controls. Within each relevant control activity, the 
auditor should identify control techniques implemented by the 
entity and determine whether the control techniques, as designed, 
are sufficient to achieve the control activity, considering IS risk and 
the audit objectives. The auditor may be able to determine whether 
control techniques are sufficient to achieve a particular control 
activity without evaluating and testing all of the control techniques. 
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Also, depending on IS risk and the audit objectives, the nature and 
extent of control techniques necessary to achieve a particular 
control objective will vary. 

If control techniques are sufficient as designed, the auditor should 
determine whether the control techniques are implemented (placed 
in operation) and are operating effectively. Also, the auditor should 
evaluate the nature and extent of testing performed by the entity. 
Such information can assist in identifying key controls and in 
assessing risk, but the auditor should not rely on testing performed 
by the entity in lieu of appropriate auditor testing. If the control 
techniques implemented by the entity, as designed, are not sufficient 
to address the control activity, or the control techniques are not 
effectively implemented as designed, the auditor should determine 
the effect on IS controls and the audit objectives. 

Throughout the updated FISCAM, revisions were made to reflect 
today’s networked environment. The nature of IS risks continues to 
evolve. Protecting government computer systems has never been 
more important because of the complexity and interconnectivity of 
systems (including Internet and wireless), the ease of obtaining and 
using hacking tools, the steady advances in the sophistication and 
effectiveness of attack technology, and the emergence of new and 
more destructive attacks. 

In addition, the FISCAM includes narrative that is designed to 
provide a basic understanding of the methodology (Chapter 2), 
general controls (Chapter 3) and business process application 
controls (Chapter 4) addressed by the FISCAM. The narrative may 
also be used as a reference source by the auditor and the IS control 
specialist. More experienced auditors and IS control specialists may 
find it unnecessary to routinely refer to such narrative in performing 
IS control audits. For example, a more experienced auditor may 
have sufficient knowledge, skills, and abilities to directly use the 
control tables in Chapters 2 and 3 (which are summarized in 
Appendices II and III). 
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A summary of significant changes to FISCAM from the prior version 
is presented on pages 6-10. 

Future updates to the FISCAM, including any implementation tools 
and related materials, will be posted to the FISCAM website at 
http://www.gao.gov/special.pubs/fiscam.html. 

The revised FISCAM is available only in electronic form at 
http://www.gao.gov/products/GAO-09-232G on GAO’s Web page. 
This version supersedes previously issued versions of the FISCAM 
through January 2001. Should you need additional information, 
please contact us at FISCAM@gao.gov or call Robert Dacey at  
(202) 512-7439 or Greg Wilshusen at (202) 512-6244. GAO staff who 
made key contributions to the FISCAM are listed on page 15. 

Robert F. Dacey 
Chief Accountant 

Gregory C. Wilshusen 
Director, Information 

Security Issues 

Attachment and enclosures 
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SUMMARY OF SIGNIFICANT CHANGES TO THE 

FISCAM4 

Chapter 1 

¾ Expanded purpose 

● provide guidance for performing effective and efficient 
Information System (IS) controls  audits, either alone or as 
part of a performance audit, a financial audit, or an 
attestation engagement, including communication of any 
identified IS control weaknesses; and 

● inform financial, performance, and attestation auditors 
about IS controls and related audit issues, so that they can 
(1) plan their work in accordance with Generally Accepted 
Government Auditing Standards (GAGAS) and (2) integrate 
the work of IS controls specialists with other aspects of the 
financial or performance audit or attestation engagement. 

¾ Conformity with July 2007 Revision to Government Auditing 

Standards – (“Yellow Book”)(GAGAS), including information 
system control categories 

¾ Conformity with AICPA auditing standards, including new risk 
standards 

¾ An overall framework of IS control objectives (see summary on 
pages 11-13) 

4This section summarizes significant changes to the FISCAM since the prior version.  
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Chapter 2 

¾ IS audit methodology consistent with GAGAS and FAM, 
including planning, testing, and reporting phases (see a summary 
of methodology steps on pages 14-15), which incorporates: 

• A top-down, risk-based evaluation that considers materiality 
and significance in determining effective and efficient audit 
procedures (the auditor determines which IS control 
techniques are relevant to the audit objectives and which are 
necessary to achieve the control activities; generally, all 
control activities are relevant unless the related control 
category is not relevant, the audit scope is limited, or the 
auditor determines that, due to significant IS control 
weaknesses, it is not necessary to test all relevant IS 
controls). 

• An evaluation of entitywide IS controls and their effect on 
audit risk, and therefore on the extent of audit testing 
(effective entitywide IS controls can reduce audit risk, while 
ineffective entitywide IS controls result in increased audit 
risk and generally are a contributory cause of IS control 
weaknesses at the system and business process application 
levels). 

• An evaluation of general controls and their pervasive impact 
on business process application controls (effective general 
controls support the effectiveness of business process 
application controls, while ineffective general controls 
generally render business process application controls 
ineffective). 

• An evaluation of security management at all levels of control 
—entitywide, system (includes networks, operating systems, 
and infrastructure applications), and business process 
application levels. 

• A control hierarchy (control categories, critical elements, 
and control activities) to assist in evaluating the significance 
of identified IS control weaknesses (if a critical element is 
not achieved, the respective control category is not likely to 
be achieved; if one of the nine control categories are not 
effectively achieved, IS controls are ineffective, unless other 
factors sufficiently reduce the risk). 
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• Groupings of control categories consistent with the nature 
of the risk. 

¾ Change from “installation level” general controls to “system 
level” general controls to reflect the logically networked 
structure of today’s systems 

¾ IS controls audit documentation guidance for each audit phase 

¾ Additional audit considerations that may affect an IS audit, 
including: 

• information security risk factors 

• automated audit tools 

• sampling techniques 

Chapter 3 

¾ Reorganized general control categories, consistent with GAGAS: 

• Security management - broadened to consider statutory 
requirements and best practices 

• Access controls - restructured to incorporate system 
software, eliminate redundancies, and facilitate IS auditing in 
a networked environment: 
o System boundaries 
o Identification and authentication 
o User authorization 
o Sensitive system resources 
o Audit and monitoring 
o Physical security 

• Configuration management - broadened to include network 
components and applications 

• Segregation of Duties - relatively unchanged 

• Contingency Planning - updated for new terminology 
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¾ Updated general control activities that (1) are consistent with 
current NIST and OMB information security guidance (including 
all NIST SP 800-53 controls) including references/mapping of 
each critical element to such guidance, and (2) consider new IS 
risks and audit experience 

Chapter 4 

¾ Audit methodology and IS controls for business process 
applications that (1) are consistent with GAGAS and current 
NIST and OMB information security guidance (including all NIST 
Special Publication 800-53 controls) including 
references/mapping to such guidance, and (2) consider new IS 
risks and audit experience: 

• Application security (formerly general controls at the 
application level) 

• Business process controls related to the validity, 
completeness, accuracy, and confidentiality of transactions 
and data during application processing 
o Transaction data input 
o Transaction data processing 
o Transaction data output 
o Master file data setup and maintenance 

• Interface controls 

• Data management systems controls 
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Appendices 

¾ Expanded appendices to support IS audits 

• Updated information system controls audit planning 
checklist 

• Tables for summarizing the results of the IS audit 

• Mapping of FISCAM to NIST Special Publication 800-53 and 
other related NIST publications 

• Knowledge, skills, and abilities needed to perform IS audits 

• Scope of an IS audit in support of a financial audit 

• Entity’s use of service organizations  

• Application of FISCAM to Single Audits 

• Application of FISCAM to FISMA 

• Information System Controls Audit Documentation 

• Updated Glossary 
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INFORMATION SYSTEM CONTROLS OBJECTIVES 

GENERAL CONTROLS 

Security Management 

Controls provide reasonable assurance that security management is 
effective, including effective: 

• security management program 
• periodic assessments and validation of risk, 
• security control policies and procedures, 
• security awareness training and other security-related personnel 

issues, 
• periodic testing and evaluation of the effectiveness of 

information security policies, procedures, and practices, 
• remediation of information security weaknesses, and 
• security over activities performed by external third parties. 

Access Controls 

Controls provide reasonable assurance that access to computer 
resources (data, equipment, and facilities) is reasonable and 
restricted to authorized individuals, including effective 

• protection of information system boundaries, 
• identification and authentication mechanisms, 
• authorization controls, 
• protection of sensitive system resources, 
• audit and monitoring capability, including incident handling, and 
• physical security controls. 
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Configuration Management 

Controls provide reasonable assurance that changes to information 
system resources are authorized and systems are configured and 
operated securely and as intended, including effective 

• configuration management policies, plans, and procedures, 
• current configuration identification information, 
• proper authorization, testing, approval, and tracking of all 

configuration changes, 
• routine monitoring of the configuration,  
• updating software on a timely basis to protect against known 

vulnerabilities, and 
• documentation and approval of emergency changes to the 

configuration. 

Segregation of Duties 

Controls provide reasonable assurance that incompatible duties are 
effectively segregated, including effective 

• segregation of incompatible duties and responsibilities and 
related policies, and 

• control of personnel activities through formal operating 
procedures, supervision, and review. 

Contingency Planning 

Controls provide reasonable assurance that contingency planning 
(1) protects information resources and minimizes the risk of 
unplanned interruptions and (2) provides for recovery of critical 
operations should interruptions occur, including effective 

• assessment of the criticality and sensitivity of computerized 
operations and identification of supporting resources, 

• steps taken to prevent and minimize potential damage and 
interruption, 

• comprehensive contingency plan, and 
• periodic testing of the contingency plan, with appropriate 

adjustments to the plan based on the testing. 
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BUSINESS PROCESS APPLICATION CONTROLS 

Completeness – controls provide reasonable assurance that all 
transactions that occurred are input into the system, accepted for 
processing, processed once and only once by the system, and 
properly included in output. 

Accuracy – controls provide reasonable assurance that transactions 
are properly recorded, with correct amount/data, and on a timely 
basis (in the proper period); key data elements input for 
transactions are accurate; data elements are processed accurately 
by applications that produce reliable results; and output is accurate. 

Validity – controls provide reasonable assurance (1) that all 
recorded transactions and actually occurred (are real), relate to the 
organization, are authentic, and were properly approved in 
accordance with management’s authorization; and (2) that output 
contains only valid data. 

Confidentiality – controls provide reasonable assurance that 
application data and reports and other output are protected against 
unauthorized access. 

Availability – controls provide reasonable assurance that application 
data and reports and other relevant business information are readily 
available to users when needed.5 

5Availability controls are principally addressed in application security controls (especially 
contingency planning) and therefore, are not included as specific controls in the business 
process controls (BP), interface controls (IN), and data management system controls (DA) 
categories in Chapter 4. 
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IS AUDIT METHODOLOGY STEPS 

Plan the Information System Controls Audit 

¾ Understand the Overall Audit Objectives and Related Scope of 
the Information System Controls Audit 

¾ Understand the Entity’s Operations and Key Business Processes. 

¾ Obtain a General Understanding of the Structure of the Entity’s 
Networks 

¾ Identify Key Areas of Audit Interest 

¾ Assess Information System Risk on a Preliminary Basis 

¾ Identify Critical Control Points 

¾ Obtain a Preliminary Understanding of Information System 
Controls 

¾ Perform Other Audit Planning Procedures 

o Relevant Laws and Regulations 

o Consideration of the Risk of Fraud 

o Previous Audits and Attestation Engagements 

o Audit Resources 

o Multiyear Testing Plans 

o Communication with Entity Management and Those 
Charged with Governance 

o Service Organizations 

o Using the Work of Others 

o Audit Plan 

Perform Information System Controls Audit Tests 

¾ Understand Information Systems Relevant to the Audit 
Objectives 

¾ Determine which IS Control Techniques are Relevant to the 
Audit Objectives 

¾ For each Relevant IS Control Technique Determine Whether it is 
Suitably Designed to Achieve the Critical Activity and has been 
Implemented 

Page 14 



¾ Perform Tests to Determine Whether such Control Techniques 
are Operating Effectively 

¾ Identify Potential Weaknesses in IS Controls and Consider 
Compensating Controls 

Report Audit Results 

¾ Evaluate the Effects of Identified IS Control Weaknesses 

o Financial Audits, Attestation Engagements, and 
Performance Audits 

¾ Consider Other Audit Reporting Requirements and Related 
Reporting Responsibilities 

KEY GAO CONTRIBUTORS 

GAO staff who made key contributions to the FISCAM include: Lon 
C. Chin, Debra M. Conner, David B. Hayes, Jeffrey L. Knott, David F. 
Plocher, John A. Spence, and Charles M. Vrabel. 

Page 15 



Contents 
Chapter 1. Introduction............................................ 33

1.0 Chapter 1 Overview....................................................................33

1.1 Purpose and Anticipated Users of the Manual .......................36

1.2 Nature of Information System Controls ..................................40

1.3 Determining the Nature and Extent of Audit 
Procedures.........................................................................................45

1.4 Organization of This Manual .....................................................45

1.4.1 Appendices .........................................................................51

Chapter 2. Performing the Information 

System Controls Audit ............................................. 53

2.0 Introduction ................................................................................53

2.1 Plan the Information System Controls Audit ..........................54

2.1.1 Overview.............................................................................54

2.1.2 Understand the Overall Audit Objectives and 
Related Scope of the Information System Controls 
Audit .............................................................................................58

2.1.3 Understand the Entity’s Operations and Key 
Business Processes ....................................................................60

2.1.4 Obtain a General Understanding of the 
Structure of the Entity’s Networks...........................................65

2.1.5 Identify Key Areas of Audit Interest................................65

2.1.6 Assess Information System Risk on a 
Preliminary Basis........................................................................66

2.1.7 Identify Critical Control Points........................................76

2.1.8 Obtain a Preliminary Understanding of 
Information System Controls....................................................79

2.1.9 Perform Other Audit Planning Procedures ....................82

2.1.9.A Relevant Laws and Regulations .............................83

2.1.9.B Consideration of the Risk of Fraud .......................85

Page 16  Contents 



2.1.9.C Previous Audits and Attestation 
Engagements .........................................................................88

2.1.9.D Audit Resources.......................................................89

2.1.9.E Multiyear Testing Plans...........................................90

2.1.9.F Communication with Entity Management 
and Those Charged with Governance................................92

2.1.9.G Service Organizations..............................................93

2.1.9.H Using the Work of Others .......................................95

2.1.9.I Audit Plan...................................................................96

2.1.10 Documentation of Planning Phase ................................97

2.2 Perform Information System Controls Audit Tests..............101

2.2.1 Overview...........................................................................101

2.2.2 Nature, Timing, and Extent of Control Tests...............114

2.2.3 Documentation of Control Testing Phase ....................117

2.3 Report Audit Results ................................................................118

2.3.1 Financial Audits and Attestation Engagements...........122

2.3.2 Performance Audits ........................................................126

2.3.3 Other Audit Reporting Considerations .........................127

2.3.4 Related Reporting Responsibilities ...............................130

2.3.5 Documentation of Reporting Phase ..............................132

2.4 Documentation .........................................................................133

2.5 Other Information System Controls Audit 
Considerations ................................................................................135

2.5.1 Additional IS Risk Factors..............................................135

2.5.1.A Defense-In-Depth Strategy....................................135

2.5.1.B Web Applications ...................................................137

2.5.1.C ERP Systems...........................................................138

2.5.1.D Interface Controls..................................................140

2.5.1.E Data Management Systems...................................140

2.5.1.F Network-based Access Control Systems ............141

2.5.1.G Workstations ..........................................................142

2.5.2 Automated Audit Tools...................................................142

Page 17  Contents 



2.5.3 Use of Sampling Techniques ..........................................145

Chapter 3. Evaluating and Testing General 

Controls ................................................................... 147

3.0 Introduction .............................................................................147

3.1. Security Management (SM)....................................................151

Security Program Guidance ....................................................152

Security Management Critical Elements ...............................154

Critical Element SM-1: Establish a Security 
Management Program..............................................................155

SM-1.1. The security management program is 
adequately documented, approved, and up-to-
date .......................................................................................155

SM-1.2. A security management structure has 
been established .................................................................157

SM-1.3. Information security responsibilities are 
clearly assigned...................................................................159

SM-1.4. Subordinate security plans are 
documented, approved, and kept up-to-date ..................161

SM-1.5. An inventory of systems is developed, 
documented, and kept up-to-date.....................................162

Control Techniques and Suggested Audit 
Procedures for Critical Element SM-1 .............................163

Critical Element SM-2. Periodically assess and 

Control Techniques and Suggested Audit 

Critical Element SM-3. Document and implement 

Control Techniques and Suggested Audit 

Critical Element SM-4. Implement effective security 
awareness and other security-related personnel 

validate risks .............................................................................166

Procedures for Critical Element SM-2 .............................172

security control policies and procedures ..............................174

Procedures for Critical Element SM-3 .............................175

policies .......................................................................................175

Page 18  Contents 



SM-4.1 Ensure that resource owners, system 
administrators, and users are aware of security 
policies .................................................................................177

SM-4.2. Hiring, transfer, termination, and 
performance policies address security ............................178

SM-4.3. Employees have adequate training and 
expertise ..............................................................................179

Control Techniques and Suggested Audit 
Procedures for Critical Element SM-4 .............................180

Critical Element SM-5. Monitor the effectiveness of 
the security program ................................................................182

Control Techniques and Suggested Audit 
Procedures for Critical Element SM-5 .............................191

Critical Element SM-6. Effectively Remediate 
Information Security Weaknesses..........................................192

Control Techniques and Suggested Audit 
Procedures for Critical Element SM-6 .............................194

Critical Element SM-7. Ensure that Activities 
Performed by External Third Parties are Adequately 
Secure.........................................................................................194

Control Techniques and Suggested Audit 
Procedures for Critical Element SM-7 .............................197

3.2. Access Controls (AC)..............................................................198

Critical Element AC-1. Adequately protect 
information system boundaries ..............................................204

AC-1.1. Appropriately control connectivity to
system resources ................................................................205

AC-1.2. Appropriately control network sessions............210

Control Techniques and Suggested Audit 
Procedures for Critical Element AC-1 .............................211

Critical Element AC-2. Implement effective 
identification and authentication mechanisms.....................214

AC-2.1. Users are appropriately identified and 
authenticated.......................................................................215

Control Techniques and Suggested Audit 
Procedures for Critical Element AC-2 .............................219

Page 19  Contents 



Critical Element AC-3. Implement effective 
authorization controls..............................................................221

AC-3.1. User accounts are appropriately 
controlled.............................................................................222

AC-3.2. Processes and services are adequately 
controlled.............................................................................226

Critical Element AC-4. Adequately protect sensitive 
system resources ......................................................................231

AC-4.1. Access to sensitive system resources is 
restricted and monitored...................................................232

AC-4.2. Adequate media controls have been 
implemented........................................................................237

AC-4.3. Cryptographic controls are effectively 
used ......................................................................................239

Control Techniques and Suggested Audit 
Procedures for Critical Element AC-4 .............................242

Critical Element AC-5. Implement an effective audit 
and monitoring capability........................................................244

AC-5.1. An effective incident response program is 
documented and approved................................................245

AC-5.2. Incidents are effectively identified and 
logged...................................................................................249

AC-5.3. Incidents are properly analyzed and 
appropriate actions taken..................................................250

Control Techniques and Suggested Audit 
Procedures for Critical Element AC-5 .............................254

Critical Element AC-6. Establish adequate physical 
security controls .......................................................................256

AC-6.1. Establish a physical security management 
program based on risk .......................................................257

AC-6.2. Establish adequate perimeter security 
based on risk .......................................................................259

AC-6.3. Establish adequate security at entrances 
and exits based on risk ......................................................260

AC-6.4. Establish adequate interior security based 
on risk ..................................................................................260

Page 20  Contents 



AC-6.5. Adequately protect against emerging 
threats based on risk ..........................................................261

Control Techniques and Suggested Audit 
Procedures for Critical Element AC-6 .............................262

3.3. Configuration Management (CM)..........................................268

Critical Element CM-1. Develop and document CM 

Control Techniques and Suggested Audit 

Critical Element CM-2. Maintain current 

Control Techniques and Suggested Audit 

Critical Element CM-3. Properly authorize, test, 

Control Techniques and Suggested Audit 

Critical Element CM-4. Routinely monitor the 

Control Techniques and Suggested Audit 

Critical Element CM-5. Update software on a timely 

policies, plans, and procedures ..............................................272

Procedures for Critical Element CM-1.............................277

configuration identification information...............................277

Procedures for Critical Element CM-2.............................279

approve, track, and control all configuration changes ........279

Procedures for Critical Element CM-3.............................286

configuration.............................................................................288

Procedures for Critical Element CM-4.............................290

basis to protect against known vulnerabilities .....................291

Vulnerability scanning .......................................................291

Patch management .............................................................292

Virus protection ..................................................................293

Emerging threats ................................................................294

Noncurrent software..........................................................296

Software usage....................................................................297

Control Techniques and Suggested Audit 
Procedures for Critical Element CM-5.............................298

Critical Element CM-6. Appropriately document and 

Control Techniques and Suggested Audit 

approve emergency changes to the configuration ...............299

Procedures for Critical Element CM-6.............................300

Page 21  Contents 



3.4. Segregation of Duties (SD).....................................................301

Critical Element SD-1. Segregate incompatible duties 
and establish related policies..................................................303

SD-1.1. Incompatible duties have been identified 
and policies implemented to segregate these 
duties....................................................................................303

SD-1.2. Job descriptions have been documented ...........307

SD-1.3. Employees understand their duties and 
responsibilities....................................................................307

Control Techniques and Suggested Audit 
Procedures for Critical Element SD-1..............................307

Critical Element SD-2. Control personnel activities 
through formal operating procedures, supervision, 
and review .................................................................................309

SD-2.1. Formal procedures guide personnel in 
performing their duties ......................................................310

SD-2.2. Active supervision and review are 
provided for all personnel .................................................310

Control Techniques and Suggested Audit 
Procedures for Critical Element SD-2..............................311

3.5. Contingency Planning (CP) ....................................................312

Critical Element CP-1. Assess the criticality and 
sensitivity of computerized operations and identify 
supporting resources ...............................................................313

CP-1.1. Critical data and operations are identified 
and prioritized.....................................................................314

CP-1.2. Resources supporting critical operations 
are identified and analyzed................................................315

CP-1.3. Emergency processing priorities are 
established...........................................................................316

Control Techniques and Suggested Audit 
Procedures for Critical Element CP-1..............................317

Critical Element CP-2. Take steps to prevent and 
minimize potential damage and interruption........................318

CP-2.1. Data and program backup procedures 
have been implemented.....................................................319

Page 22  Contents 



CP-2.2. Adequate environmental controls have 
been implemented ..............................................................320

CP-2.3. Staff have been trained to respond to 
emergencies.........................................................................321

CP-2.4. Effective hardware maintenance, problem 
management, and change management help 
prevent unexpected interruptions....................................322

Control Techniques and Suggested Audit 
Procedures for Critical Element CP-2..............................324

Critical Element CP-3. Develop and document a 
comprehensive contingency plan...........................................327

CP-3.1. An up-to-date contingency plan is 
documented.........................................................................329

CP-3.2. Arrangements have been made for 
alternate data processing, storage, and 
telecommunications facilities ...........................................330

Control Techniques and Suggested Audit 
Procedures for Critical Element CP-3..............................331

Critical Element CP-4. Periodically test the 
contingency plan and adjust it as appropriate......................332

CP-4.1. The plan is periodically tested.............................333

CP-4.2. Test results are analyzed and the 
contingency plan is adjusted accordingly .......................333

Control Techniques and Suggested Audit 
Procedures for Critical Element CP-4..............................334

Chapter 4. Evaluating and Testing Business 

Process Application Controls................................. 335

4.0 Overview....................................................................................335

4.0.1 The Auditor’s Consideration of Business 
Process Control Objectives .....................................................341

4.0.2 Steps in Assessing Business Process 
Application Level Controls......................................................342

4.0.3 Plan the Information System Controls Audit of 
Business Process Application Level Controls.......................343

Page 23  Contents 



4.0.3.A Understand the overall audit objectives 
and related scope of the business process 
application control assessment ........................................344

4.0.3.B Understand the entity’s operations and 
key business processes......................................................345

4.0.3.C Obtain a general understanding of the 
structure of the entity’s networks ....................................346

4.0.3.D Identify key areas of audit interest (files, 
applications, systems, locations)......................................346

4.0.3.E Assess information system risk on a 
preliminary basis ................................................................347

4.0.3.F Identify critical control points..............................347

4.0.3.G Obtain a preliminary understanding of 
application controls............................................................348

4.0.3.H Perform other audit planning procedures ..........353

4.0.4 Perform Information System Controls Audit 
Tests of Business Process Application Level 
Controls .....................................................................................353

4.0.5 Report Audit Results .......................................................355

4.1. Application Level General Controls (AS) .............................356

Critical Element AS-1. Implement effective 
application security management. .........................................357

Establish an application security plan.............................358

Periodically assess and validate application 
security risks .......................................................................359

Document and implement application security 
policies and procedures.....................................................359

Implement effective security awareness and 
other security-related personnel policies........................360

Monitor the effectiveness of the security program ........360

Effectively remediate information security 
weaknesses..........................................................................362

Ensure that activities performed by external third 
parties are adequately secure ...........................................362

Page 24  Contents 



Control Techniques and Suggested Audit 
Procedures for Critical Element AS-1..............................364

Critical Element AS-2. Implement effective 
application access controls .....................................................367

Adequately protect application boundaries ....................368

Implement effective identification and 
authentication mechanisms ..............................................368

Implement effective authorization controls

Adequately protect sensitive application 

....................369

resources .............................................................................371

Implement an effective audit and monitoring 
capability .............................................................................372

Establish adequate physical security controls

Control Techniques and Suggested Audit 

................373

Procedures for Critical Element AS-2..............................373

Critical Element AS-3. Implement effective 

Control Techniques and suggested audit 

Critical Element AS-4. Segregate user access to 
conflicting transactions and activities and monitor 

Control Techniques and Suggested Audit 

Critical Element AS-5. Implement effective 

application configuration management .................................379

procedures for AS-3............................................................381

segregation ................................................................................385

Procedures For Critical Element AS-4.............................387

application contingency planning ..........................................389

Assess the criticality and sensitivity of the 
application...........................................................................390

Take steps to prevent and minimize potential 
damage and interruption. ..................................................390

Develop and document an application 
contingency plan.................................................................391

Periodically test the contingency plan and adjust 
it as appropriate..................................................................392

Page 25  Contents 



Control Techniques And Suggested Audit 
Procedures For Critical Element AS-5.............................394

4.2. Business Process Controls (BP)............................................396

Master Data vs. Transaction Data ..........................................397

Business Process Application Control Objectives ...............398

User Satisfaction Inquiry .........................................................400

NIST Guidance..........................................................................401

Business Process Control Critical Elements.........................402

Critical Element BP-1. Transaction Data Input is 
complete, accurate, valid, and confidential 
(Transaction Data Input Controls).........................................402

Implement an effective transaction data strategy 
and design............................................................................404

Establish Input Preparation (approval and 
review) Policies and Procedures ......................................405

Build Data Validation and Edits within the 
Application ..........................................................................406

Implement Effective Auditing and Monitoring 
Capability.............................................................................406

Control Techniques and Suggested Audit 
Procedures for Critical Element BP-1..............................407

Critical Element BP-2. Transaction Data Processing 
is complete, accurate, valid, and confidential 
(Transaction Data Processing Controls) ...............................411

Formal Transaction Processing Procedures...................412

Effective auditing and monitoring capability..................414

Control Techniques and Suggested Audit 
Procedures for Critical Element BP-2..............................415

Critical Element BP-3. Transaction data output is 
complete, accurate, valid, and confidential 
(Transaction Data Output Controls) ......................................417

Implementing a reporting strategy ...................................419

Establishing security and controls over report 
generation and distribution. ..............................................420

Page 26  Contents 



Control Techniques and Suggested Audit 
Procedures for Critical Element BP-3..............................421

Critical Element BP-4. Master Data Setup and 
Maintenance is Adequately Controlled..................................422

Implementing an effective design of master data 
elements...............................................................................423

Establishing master data maintenance 
procedures, including approval, review, and 
adequate support for changes to master data.................424

Implementing an effective auditing and 
monitoring capability .........................................................425

Control Techniques and Suggested Audit 
Procedures for Critical Element BP-4..............................426

4.3. Interface Controls (IN) ...........................................................428

Critical Element IN-1. Implement an effective 

Control Techniques and Suggested Audit 

Critical Element IN-2. Implement effective interface 

interface strategy and design. .................................................431

Procedures for Critical Element IN-1...............................432

processing procedures.............................................................432

Control Techniques And Suggested Audit 
Procedures For Critical Element IN-2 .............................435

4.4 Data Management System Controls (DA) .............................436

Critical Element DA-1. Implement an Effective Data 
Management System Strategy and Design.............................437

Key Concepts - Database Management Systems ..................438

Authentication/Authorization ...........................................438

SQL Commands ..................................................................439

System, Role, Object Privileges ........................................440

Stored Procedures ..............................................................441

Key Concepts – Middleware....................................................442

Middleware Controls..........................................................443

Key Concepts – Cryptography ................................................443

Page 27  Contents 



Key Concepts – Data Warehouse, Data Reporting and 
Data Extraction Software........................................................443

Segregation of Duties .........................................................445

Control Techniques and Suggested Audit 
Procedures for Critical Element DA-1 .............................445

Appendices 
Appendix I - Information System Controls Audit Planning 
Checklist ................................................................................................448

Appendix II - Tables for Summarizing Work Performed in 
Evaluating and Testing General and Business Process 
Application Controls ............................................................................465

Appendix III - Tables for Assessing the Effectiveness of 
General and Business Process Application Controls.......................467

Appendix IV - Mapping of FISCAM to NIST SP 800-53 And 
Other Related NIST Publications .......................................................473

Appendix V - Knowledge, Skills, and Abilities Needed to 
Perform Information System Controls Audits ..................................492

Appendix VI - Scope of an Information System Controls Audit 
in Support of a Financial Audit...........................................................499

Appendix VII - Entity’s Use of Service Organizations......................529

Appendix VIII - Application of FISCAM to Single Audits ................537

Appendix IX - Application of FISCAM to FISMA .............................545

Appendix X - Information System Controls Audit 
Documentation .....................................................................................550

Appendix XI - Glossary ........................................................................555

Appendix XII – Bibliography...............................................................592

Page 28  Contents 



Figures 
Figure 1. An Example of Typical Networked Systems ........................35
Figure 2: Example of Router Control Dependencies ...........................77
Figure 3. Example of Network Schematic Describing System 

Weaknesses .....................................................................................120
Figure 4. Layered Approach to Network Security..............................205
Figure 5. Layered Security Mitigates the Risk of Individual 

Cybersecurity Threats....................................................................296
Figure 6: Steps in Assessing IT Systems Controls in a Financial 

Statement Audit ..............................................................................527
Figure 7: Steps for Each Significant Application in Assessing 

Information System Controls in a Financial Statement  
Audit .................................................................................................528

Tables 
Table 1: Control Categories Applicable at Different Levels of 

Audit ................................................................................................106
Table 2. General Control Categories Applicable at Different 

Levels of Audit ...............................................................................150
Table 3. Critical Elements for Security Management .......................154
Table 4. Security Controls to Include in System Security 

Plans ................................................................................................162
Table 5. Control Techniques and Suggested Audit Procedures 

for Critical Element SM-1: Establish a security 
management program ...................................................................164

Table 6. NIST Impact Definitions for Security Objectives ...............169
Table 7 Control Techniques and Suggested Audit Procedures 

for Critical Element SM-2:  Periodically assess and 
validate risks ..................................................................................172

Table 8. Control Techniques and Suggested Audit Procedures 
for Critical Element SM-3: Document and implement 
security control policies and procedures ...................................175

Table 9. Control Techniques and Suggested Audit Procedures 
for Critical Element SM-4: Implement effective security 
awareness and other security-related personnel policies ........180

Table 10. Types of Security Testing ....................................................187

Page 29  Contents 



Table 11. Control Techniques and Suggested Audit 
Procedures for Critical Element SM-5: Monitor the 
effectiveness of the security program.........................................191

Table 12. Control Techniques and Suggested Audit 
Procedures for Critical Element SM-6: Effectively 
remediate information security weaknesses .............................194

Table 13. Examples of Agency-Identified Risks to Federal 
Systems and Data Resulting from Reliance on 
Contractors.....................................................................................196

Table 14. Control Techniques and Suggested Audit 
Procedures for Critical Element SM-7: Ensure that 
activities performed by external third parties are 
adequately secure ..........................................................................197

Table 15. Critical Elements for Access Control.................................203
Table 16. Control Techniques and Suggested Audit 

Procedures for Critical Element AC-1: Adequately 
protect information system boundaries .....................................211

Table 17. Control Techniques and Suggested Audit 
Procedures for Critical Element AC-2: Implement 
effective identification and authentication mechanisms..........219

Table 18. Control Techniques and Suggested Audit 
Procedures for Critical Element AC-3: Implement 
effective authorization controls...................................................229

Table 19. Control Techniques and Suggested Audit 
Procedures for Critical Element AC-4: Adequately 
protect sensitive system resources .............................................242

Table 20. Control Techniques and Suggested Audit 
Procedures for Critical Element AC-5: Implement an 
effective audit and monitoring capability...................................254

Table 21. Control Techniques and Suggested Audit 
Procedures for Critical Element AC-6: Establish 
adequate physical security controls............................................263

Table 22. Critical Elements for Configuration Management............272
Table 23. Control Techniques and Suggested Audit 

Procedures for Critical Element CM-1: Develop and 
document CM policies, plans, and procedures..........................277

Table 24. Control Techniques and Suggested Audit 
Procedures for Critical Element CM-2:  Maintain current 
configuration identification information....................................279

Table 25. Control Techniques and Suggested Audit 
Procedures for Critical Element CM-3: Properly 

Page 30  Contents 



authorize, test, approve, and track all configuration 
changes ...........................................................................................286

Table 26. Control Techniques and Suggested Audit 
Procedures for Critical Element CM-4: Routinely monitor 
the configuration ...........................................................................290

Table 27. Control Techniques and Suggested Audit 
Procedures for Critical Element CM-5: Update software 
on a timely basis to protect against known vulnerabilities......298

Table 28. Control Techniques and Suggested Audit 
Procedures for Critical Element CM-6: Appropriately 
document and approve emergency changes to the 
configuration..................................................................................300

Table 29. Critical Elements for Segregation of Duties......................303
Table 30. Control Techniques and Suggested Audit 

Procedures for Critical Element SD-1: Segregate 
incompatible duties and establish related policies ...................307

Table 31. Control Techniques and Suggested Audit 
Procedures for Critical Element SD-2: Control personnel 
activities through formal operating procedures, 
supervision, and review ................................................................311

Table 32. Critical Elements for Contingency Planning.....................313
Table 33. Control Techniques and Suggested Audit 

Procedures for Critical Element CP-1: Assess the 
criticality and sensitivity of computerized operations and 
identify supporting resources ......................................................317

Table 34. Control Techniques and Suggested Audit 
Procedures for Critical Element CP-2: Take steps to 
prevent and minimize potential damage and interruption .......324

Table 35: Types of Contingency-Related Plans..................................328
Table 36. Control Techniques and Suggested Audit 

Procedures for Critical Element CP-3: Develop and 
document a comprehensive contingency plan ..........................331

Table 37. Control Techniques and Suggested Audit 
Procedures for Critical Element CP-4: Periodically test 
the contingency plan and adjust it as appropriate ....................334

Table 38. General and Application Control Categories 
Applicable at Different Levels of Audit ......................................340

Table 39. Control Techniques and Suggested Audit 
Procedures for Critical Element AS-1: Implement 
effective application security management ...............................364

Page 31  Contents 



Table 40. Control Techniques and Suggested Audit 
Procedures for Critical Element AS-2: Implement 
effective application access controls..........................................373

Table 41. Control Techniques and suggested audit procedures 
for AS-3. Implement Effective Application Configuration 
Management ...................................................................................381

Table 42. Control Techniques and Suggested Audit 
Procedures For Critical Element AS-4.- Segregate user 
access to conflicting transactions and activities and 
monitor segregation ......................................................................387

Table 43. Control Techniques And Suggested Audit 
Procedures For Critical Element AS-5. Implement 
effective application contingency plan program .......................394

Table 44. Control Techniques and Suggested Audit 
Procedures for Critical Element BP-1. Transaction Data 
Input is complete, accurate, valid, and confidential. ................407

Table 45. Control Techniques and Suggested Audit 
Procedures for Critical Element BP-2. Transaction Data 
Processing is complete, accurate, valid, and confidential. ......415

Table 46. Control Techniques and Suggested Audit 
Procedures for Critical Element BP-3. Transaction data 
output is complete, accurate, valid, and confidential. ..............421

Table 47. Control Techniques and Suggested Audit 
Procedures for Critical Element BP-4. Master Data Setup 
and Maintenance is Adequately Controlled................................426

Table 48. Control Techniques and Suggested Audit 
Procedures for Critical Element IN-1. Implement an 
effective interface strategy and design. ......................................432

Table 49. Control Techniques And Suggested Audit 
Procedures For Critical Element Critical Element 
Critical Element IN-2. Implement effective interface 
processing procedures..................................................................435

Table 50. Control Techniques and Suggested Audit 
Procedures for Critical Element DA-1. Implement an 
effective data management system strategy and design ..........446

Page 32  Contents 



Chapter 1. Introduction 

1.0 Chapter 1 Overview 
This manual provides a methodology for performing information 
system (IS) control audits in accordance with “generally accepted 
government auditing standards” (GAGAS), as presented in 
Government Auditing Standards (also known as the “Yellow 
Book”).6 However, at the discretion of the auditor, this manual may 
be applied on other than GAGAS audits. As defined in GAGAS, IS 
controls consist of those internal controls that are dependent on 
information systems processing and include general controls and 
application controls. This manual focuses on such general and 
application controls. 

As computer technology has advanced, federal agencies and other 
government entities have become dependent on computerized 
information systems to carry out their operations and to process, 
maintain, and report essential information. Virtually all federal 
operations are supported by automated systems and electronic data, 
and agencies would find it difficult, if not impossible, to carry out 
their missions and account for their resources without these 
information assets. Hence, ineffective IS controls can result in 
significant risk to a broad array of government operations and 
assets. For example, 

● resources, such as payments and collections, could be lost or 
stolen; 

● computer resources could be used for unauthorized purposes, 
including the launching of attacks on others; 

● sensitive information, such as taxpayer data, Social Security 
records, medical records, other personally identifiable 
information, and proprietary business information, could be 
inappropriately added, deleted, read, copied, disclosed, or 

6GAO, Government Auditing Standards, GAO-07-162G (Washington, D.C.: July 2007). 
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modified for purposes such as espionage, identity theft, or other 
types of crime; 

● critical operations, such as those supporting national defense and 
emergency services, could be disrupted; 

● data could be modified or destroyed for purposes of fraud or 
disruption; and 

● entity missions could be undermined by embarrassing incidents 
that result in diminished confidence in an entity’s ability to 
conduct operations and fulfill its responsibilities. 

The nature of IS risks continues to evolve. Protecting government 
computer systems has never been more important because of the 
complexity and interconnectivity of systems (including Internet and 
wireless), the ease of obtaining and using hacking tools, the steady 
advances in the sophistication and effectiveness of attack 
technology, and the emergence of new and more destructive 
attacks. 

As a result, the reliability of computerized data and of the systems 
that process, maintain, and report these data is a major concern to 
managements of government entities and their auditors. Auditors 
may need to evaluate the effectiveness of information system 
controls over data supporting financial statements or data used to 
analyze specific program costs and outcomes. In addition, auditors 
may be called on to evaluate the effectiveness of IS controls to help 
reduce the risk due to errors, fraud, and other illegal acts and 
disasters or other incidents that cause the systems to be unavailable. 

Figure 1 illustrates the potential complexity of a typical networked 
infrastructure. Such infrastructures are built upon multiple hosts, 
including desktop personal computers (PCs), servers, and 
mainframes. Data communications links and network devices such 
as routers, hubs, and switches enable the hosts to communicate 
with one another through local area networks (LANs) within 
entities. Wide area networks (WANs) connect LANs at different 
geographical locations. Moreover, entities are typically connected to 
the Internet. 
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Figure 1. An Example of Typical Networked Systems 
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1.1 Purpose and Anticipated Users of the Manual 
This manual describes (1) an audit methodology for assessing the 
effectiveness of IS controls, and (2) the IS controls that auditors 
evaluate when assessing the confidentiality, integrity, and 
availability of information and information systems. The Federal 
Information System Controls Audit Manual (FISCAM) is designed to 
be used primarily on financial and performance audits and 
attestation engagements performed in accordance with “generally 
accepted government auditing standards” (GAGAS), as presented in 
Government Auditing Standards (also known as the “Yellow 
Book”). However, at the discretion of the auditor, this manual may 
be applied on other than GAGAS audits. This manual is intended for 
both (1) auditors performing financial and performance audits and 
attestation engagements to assist them in understanding the work 
done by IS controls specialists, and (2) IS controls specialists to 
plan and perform the IS controls audit. Federal and other 
government auditors may use this manual. It is not an auditing 
standard and it would be incorrect to refer to it as a standard. Its 
purposes are to 

● provide guidance for performing effective and efficient IS 
controls audits, either alone or as part of a performance audit, a 
financial audit, or an attestation engagement, including 
communication of any identified IS control weaknesses; and 

● inform financial, performance, and attestation auditors about IS 
controls and related audit issues, so that they can (1) plan their 
work in accordance with GAGAS and (2) integrate the work of IS 
controls specialists with other aspects of the financial or 
performance audit or attestation engagement. 

The auditor should determine whether IS controls are relevant to 
the audit objectives. IS controls generally are relevant to a financial 
audit, as financial information is usually processed by information 
systems. For financial audits, the GAO/PCIE Financial Audit Manual 
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(FAM)7 provides a framework for evaluating IS controls as part of a 
financial audit. The scope of an information system controls audit in 
support of a financial audit is summarized in Appendix VI. For 
performance audits, GAGAS 7.27 states that auditors should 
determine which audit procedures related to information system 
controls are needed to obtain sufficient, appropriate evidence to 
support the audit findings and conclusions.8 This GAGAS paragraph 
provides factors that may assist auditors in making this 
determination. 

This manual lists specific control activities and techniques and 
related suggested audit procedures. These are described at a high 
level and assume some level of expertise for an auditor to perform 
these audit procedures effectively. Accordingly, the auditor, 
applying judgment, should develop more detailed audit steps and 
tailor control activities based on the specific software and control 
techniques employed by the entity, the audit objectives, and 
significant areas of audit interest. Further, the auditor is responsible 
for identifying any necessary changes to IS control-related criteria, 
including changes to control activities and techniques, based on 
publications issued after December 2008. Future updates to the 
FISCAM, including any implementation tools and related materials, 
will be posted to the FISCAM website at 
http://www.gao.gov/special.pubs/fiscam.html. 

As used in the FISCAM, “federal entities” refers to those entities that 
are subject to the specific law or regulation cited in the related 
discussion (e.g., Federal Information Security Management Act, 
Federal Financial Management Improvement Act, Federal Managers’ 
Financial Integrity Act).  

7The GAO/PCIE Financial Audit Manual (FAM) provides a framework for performing IS 
control audits performed as part of a financial audit. This framework is summarized in 
Appendix VI. The FAM is a joint effort between GAO and the President’s Council on 
Integrity and Efficiency (PCIE) to provide a methodology for performing financial audits 
that meets professional standards. It can be viewed or downloaded at 
http://www.gao.gov/special.pubs/gaopcie/. 

8In addition, GAO guidance, “Assessing the Reliability of Computer-Processed Data” 
(Washington, DC; October 2002) can be used to assist the auditor in determining the use of 
IS control audits in assessing data reliability in a performance audit. 

Page 37  1.1 Purpose and Anticipated Users of the Manual 



In addition, the FISCAM includes narrative that is designed to 
provide a basic understanding of the methodology (Chapter 2), 
general controls (Chapter 3) and business process application 
controls (Chapter 4) addressed by the FISCAM. The narrative may 
also be used as a reference source by the auditor and the IS control 
specialist. More experienced auditors and IS control specialists may 
find it unnecessary to routinely refer to such narrative in performing 
IS control audits. For example, a more experienced auditor may 
have sufficient knowledge, skills, and abilities to directly use the 
control tables in Chapters 2 and 3 (which are summarized in 
Appendices II and III). 

Further, many of the suggested audit procedures start with the word 
“review.” The intent of such language is for the auditor to do more 
than simply look at the subject to be reviewed. Rather, a critical 
evaluation is envisioned, in which the auditor uses professional 
judgment and experience and undertakes the task with a certain 
level of skepticism, critical thinking, and creativity. 

Although IS controls audit work, especially control testing, is 
generally performed by an IS controls specialist, financial or 
performance auditors with appropriate training, expertise, and 
supervision may undertake specific tasks in this area of the audit. 
Throughout this manual, the term “auditor” means either (1) an IS 
controls specialist or (2) a financial or performance auditor working 
in consultation with or under the supervision of an IS controls 
specialist. The FISCAM may be used by other staff that possess 
adequate IT competence. GAGAS requires that staff assigned to 
conduct an audit must collectively possess the technical knowledge, 
skills, and experience necessary to be competent for the type of 
work being performed. See Appendix V for additional information 
on the knowledge, skills, and abilities needed to perform 
information system control audits.  
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The following terms are used in the FISCAM to describe the degree 
of responsibility they impose on auditors and audit organizations:  

• must - Auditors and audit organizations are required to comply 
with this unconditional requirement in all cases in which the 
circumstances exist to which the unconditional requirement 
applies. The term “must” is used only in FISCAM when the 
related requirement is specified as a “must” in GAGAS. 

• should – Auditors and audit organizations are also required to 
comply with this presumptively mandatory requirement in all 
cases in which the circumstances exist to which the 
presumptively mandatory requirement applies; however, in rare 
circumstances, auditors and audit organizations may depart from 
a presumptively mandatory requirement provided they document 
their justification for the departure and how the alternative 
procedures performed in the circumstances were sufficient to 
achieve the objectives of the presumptively mandatory 
requirement. The term “should” is used when (1) the related 
requirement is specified as a “should” in GAGAS, or (2) 
performance is deemed necessary to meet GAGAS evidence 
requirements for an IS controls audit.  

• generally should – Although optional, compliance with this 
policy is strongly encouraged 

• may – Compliance with this procedure or action is optional. It is 
descriptive rather than required. It is explanatory material that 
provides further explanation and guidance on the professional 
requirements or identifies and describes other procedures or 
actions relating to auditors’ or audit organizations’ activities. 

When these or similar terms are used to describe management or 
entity actions (rather than actions of the auditor or audit 
organization), the general meaning of the terms is intended. If the 
entity does not comply with a “must” or “should”, the auditor should 
assess the impact of the noncompliance on the effectiveness of 
related IS controls. 
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1.2 Nature of Information System Controls 
An evaluation of IS controls generally includes both general and 
business process application controls (also called application 
controls). The entity must have effective general and business 
process application controls to achieve the appropriate 
confidentiality, integrity, and availability of critical information and 
information systems. 

Information system (IS) controls consist of those internal controls 
that are dependent on information systems processing and include 
general controls (entitywide, system, and business process 
application levels), business process application controls (input, 
processing, output, master file, interface, and data management 
system controls), and user controls9 (controls performed by people 
interacting with information systems). General and business process 
application controls are always IS controls. A user control is an IS 
control if its effectiveness depends on information systems 
processing or the reliability (accuracy, completeness, and validity) 
of information processed by information systems. Conversely, a 
user control is not an IS control if its effectiveness does not depend 
on information systems processing or the reliability of information 
processed by information systems. 

General controls are the policies and procedures that apply to all or 
a large segment of an entity’s information systems and help ensure 
their proper operation. Examples of primary objectives for general 
controls are to safeguard data, protect business process application 
programs, and ensure continued computer operations in case of 
unexpected interruptions. General controls are applied at the 
entitywide, system, and business process application levels. The 
effectiveness of general controls is a significant factor in 
determining the effectiveness of business process application 
controls, which are applied at the business process application level. 

9User controls are portions of controls that are performed by people interacting with IS 
controls. The effectiveness of user controls typically depend on information systems 
processing or the reliability of information processed by IS controls. 
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Without effective general controls, business process application 
controls can generally be rendered ineffective by circumvention or 
modification. For example, automated edits designed to preclude 
users from entering unreasonably large dollar amounts in a payment 
processing system can be an effective application control. However, 
this control is not effective (cannot be relied on) if the general 
controls permit unauthorized program modifications that might 
allow some payments to be exempted from the edits or 
unauthorized changes to be made to data files after the edit is 
performed. GAGAS paragraph 7.23 discusses the following types of 
general controls: security management, logical and physical access, 
configuration management, segregation of duties, and contingency 
planning. Chapter 3 discusses the general controls in an IS controls 
audit and provides more detail on the critical elements of each type 
of general control. 

Business process application controls are directly related to 
individual computerized applications. They help ensure that 
transactions are complete, accurate, valid, confidential, and 
available10. Business process application controls include 
(1) programmed control techniques, such as automated edits, and 
(2) manual follow-up of computer-generated reports, such as 
reviews of reports identifying rejected or unusual items. GAGAS 
paragraph 7.23 defines application controls, or business controls, as 
those controls that help ensure the validity, completeness, accuracy, 
and confidentiality of transactions and data during application 
processing. Chapter 4 discusses the business process application 
level controls in an IS controls audit and provides more detail on the 
critical elements of each type of business process application 
control. 

The overall framework of IS control objectives presented in the 
FISCAM can be viewed in different ways. One way to summarize the 
objectives is presented below. 

10Availability controls are principally addressed in application security controls (especially 
contingency planning) and therefore, are not included as specific business process controls 
in Chapter 4. 
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GENERAL CONTROLS 

Security Management 

Controls provide reasonable assurance that security management is 
effective, including effective: 

• security management program, 
• periodic assessments and validation of risk, 
• security control policies and procedures, 
• security awareness training and other security-related 

personnel issues, 
• periodic testing and evaluation of the effectiveness of 

information security policies, procedures, and practices, 
• remediation of information security weaknesses, and 
• security over activities performed by external third parties. 

Access Controls 

Controls provide reasonable assurance that access to computer 
resources (data, equipment, and facilities) is reasonable and 
restricted to authorized individuals, including effective: 

• protection of information system boundaries, 
• identification and authentication mechanisms, 
• authorization controls, 
• protection of sensitive system resources, 
• audit and monitoring capability, including incident handling, 

and 
• physical security controls. 

Configuration Management 

Controls provide reasonable assurance that changes to information 
system resources are authorized and systems are configured and 
operated securely and as intended, including effective: 

• configuration management policies, plans, and procedures, 
• current configuration identification information, 
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• proper authorization, testing, approval, and tracking of all 
configuration changes, 

• routine monitoring of the configuration,  
• updating software on a timely basis to protect against known 

vulnerabilities, and 
• documentation and approval of emergency changes to the 

configuration. 

Segregation of Duties 

Controls provide reasonable assurance that incompatible duties are 
effectively segregated, including effective: 

• segregation of incompatible duties and responsibilities and 
related policies, and 

• control of personnel activities through formal operating 
procedures, supervision, and review. 

Contingency Planning 

Controls provide reasonable assurance that contingency planning 
(1) protects information resources and minimizes the risk of 
unplanned interruptions and (2) provides for recovery of critical 
operations should interruptions occur, including effective: 

• assessment of the criticality and sensitivity of computerized 
operations and identification of supporting resources, 

• steps taken to prevent and minimize potential damage and 
interruption, 

• comprehensive contingency plan, and 
• periodic testing of the contingency plan, with appropriate 

adjustments to the plan based on the testing. 

BUSINESS PROCESS APPLICATION CONTROLS 

Completeness – controls provide reasonable assurance that all 
transactions that occurred are input into the system, accepted for 
processing, processed once and only once by the system, and 
properly included in output. 
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Accuracy – controls provide reasonable assurance that transactions 
are properly recorded, with correct amount/data, and on a timely 
basis (in the proper period); key data elements input for 
transactions are accurate; data elements are processed accurately 
by applications that produce reliable results; and output is accurate. 

Validity – controls provide reasonable assurance (1) that all 
recorded transactions and actually occurred (are real), relate to the 
organization, are authentic, and were properly approved in 
accordance with management’s authorization; and (2) that output 
contains only valid data. 

Confidentiality – controls provide reasonable assurance that 
application data and reports and other output are protected against 
unauthorized access. 

Availability – controls provide reasonable assurance that application 
data and reports and other relevant business information are readily 
available to users when needed.11 

11Availability controls are principally addressed in application security controls (especially 
contingency planning) and therefore, are not included as specific controls in the business 
process controls (BP), interface controls (IN), and data management system controls (DA) 
categories in Chapter 4. 
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1.3 Determining the Nature and Extent of Audit Procedures 
The nature, timing, and extent of audit procedures performed to 
assess IS controls vary, depending on the audit objectives, the 
nature and extent of IS control risks and other factors. Factors that 
can affect the nature, timing, and extent of audit procedures include 
the nature and complexity of the entity’s information systems, the 
entity’s control environment, and particular data and applications 
that are significant to the financial statements or operations of the 
entity. As appropriate, the IS controls specialist, and the financial, 
performance, or attestation auditor generally should work 
cooperatively to determine the nature, timing, and extent of IS 
controls audit procedures. 

Inadequate coordination can result in ineffective auditing, for 
example, incomplete IS controls audits or improper consideration of 
the work performed by the IS controls specialist. When performed 
as part of a financial statement audit, an assessment of IS controls is 
part of a comprehensive effort to evaluate both the controls over 
and reliability of financial reporting. In performance audits and 
attestation engagements, the nature and extent of IS controls audit 
procedures vary depending on the objectives of the audit. 

1.4 Organization of This Manual 
This manual is organized as follows: 

● Chapter 2 describes the methodology for performing the IS 
controls audit. 

● Chapter 3 provides information concerning the five general 
control categories, supporting critical elements, critical activities, 
potential control techniques, and suggested audit procedures. 

● Chapter 4 provides information concerning the four business 
process application control level categories, supporting critical 
elements, critical activities, potential control techniques, and 
suggested audit procedures. 
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● Appendices provide supplemental information to assist the 
auditor in applying the FISCAM methodology. 

This manual provides a risk-based approach for performing the 
information system controls audit that is consistent with 
government auditing standards and the GAO/PCIE Financial Audit 

Manual (FAM).12 The FISCAM is consistent with GAGAS and, where 
appropriate, the FISCAM discusses the applicable GAGAS 
requirements. Each of the nine control categories (five general 
control categories and four business process level control 
categories) represents a grouping of related controls having similar 
types of risk. For each category, this manual discusses the key 
underlying concepts, associated risks if the controls in the category 
are ineffective, and the critical elements that should be achieved for 
IS controls to be effective. 

This organization structure facilitates the following: 

● Audit planning: Related audit steps can be grouped and broken 
down into three primary levels: the entitywide level, the system 
level, and the application level. 

● Evaluation of findings: The effectiveness of IS controls can be 
evaluated by control technique, control activity, critical element, 
and control category. 

● Audit report drafting: Findings can be summarized by control 
category and critical element. 

To evaluate IS controls, the auditor should use appropriate criteria 
that are relevant to the audit objectives. For audits of federal 
entities, criteria are provided by the Federal Information Security 
Management Act (FISMA), OMB policies and guidance, and 
standards and guidance issued by the National Institute of Standards 
and Technology (NIST). NIST has developed a risk management 
framework of standards and guidelines for agencies to follow in 

12The Financial Audit Manual is a joint effort between GAO and the President’s Council on 
Integrity and Efficiency (PCIE) to provide a methodology for performing financial audits 
that meets professional standards. It can be viewed or downloaded at 
http://www.gao.gov/special.pubs/gaopcie/. 
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developing information security programs. This includes, for non-
national security systems, Federal Information Processing 
Standards Publication (FIPS Pub) 199 Standards for Security 

Categorization of Federal Information and Information Systems, 

FIPS Pub 200, Minimum Security Requirements for Federal 

Information and Information Systems, and NIST Special 
Publication (SP) 800-53, Recommended Security Controls for 

Federal Information Systems and other NIST guidance13. The Office 
of Management and Budget (OMB) requires federal entities to apply 
NIST guidance to non-national security systems. Also, other sources, 
such as vendor recommended IS practices and other generally 
accepted IS resources, may provide criteria.14 In addition, NIST is 
responsible for developing minimum security standards and 
guidelines that are complementary with standards and guidelines 
employed for the protection of national security systems and 
information contained in such systems. The auditor is responsible 
for identifying relevant IS control-related criteria issued after 
December 2008 and, where appropriate, criteria beyond that 
referred to in the FISCAM. Future updates to the FISCAM, including 
any implementation tools and related materials, will be posted to the 
FISCAM website at http://www.gao.gov/special.pubs/fiscam.html. 

The critical elements and control activities are designed to be able 
to be applied to systems with varying level of risk. Consequently, 
critical elements and control activities are not differentiated by risk 
level. As discussed in Chapter 2, the auditor assesses IS risk based 
on a number of factors, including but not limited to consideration of 
the security categorizations assigned by management. In assessing 
whether the entity’s control techniques are sufficient to achieve a 
particular control activity, the auditor considers several factors, 

13NIST SP 800-100, Information Security Handbook: A Guide for Managers, provides 
guidance on establishing and implementing an information security program and includes 
certain entitywide program level controls. 

14The Security Content Automation Program (SCAP) is a joint program of the National 
Security Agency (NSA), Defense Information Systems Agency (DISA), and NIST. SCAP is 
designed as a free, public repository of tools to be used for automating technical control 
compliance activities, vulnerability checking, and security measurement. Such tools can 
provide additional criteria. See http://nvd.nist.gov/scap/scap.cfm. 
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including but not limited to the level of IS risk, materiality or 
significance, and the audit objectives. 

FISMA states that standards and guidelines for national security 
systems shall be developed, prescribed, enforced, and overseen as 
otherwise authorized by law and as directed by the President. Also, 
FISMA states that the head of each agency operating or exercising 
control of a national security system shall be responsible for 
ensuring that the agency: 

• provides information security protections commensurate with 
the risk and magnitude of the harm resulting from the 
unauthorized access, use, disclosure, disruption, modification, or 
destruction of the information contained in such system;  

• implements information security policies and practices as 
required by standards and guidelines for national security 
systems, issued in accordance with law and as directed by the 
President; and 

• complies with the requirements of FISMA. 

GAO has consulted with NIST, as provided for in FISMA, and all 
controls in NIST SP 800-5315 are mapped to FISCAM16. Appendix IV 
provides a mapping of the FISCAM critical elements to NIST SP 800-
53 and other related NIST publications. In addition, each critical 
element includes references to related NIST SP 800-53 controls. 
NIST SP 800-53 includes a table of the mapping. Also, to assist 
auditors, individual FISCAM control activities reference related 
NIST SP 800-53 controls. This manual provides additional narrative 
to assist the auditor in evaluating IS controls. In addition, FISCAM 
incorporates other NIST guidance, including, for example, NIST SP 
800-100, Information Security Handbook: A Guide for Managers, 
which includes coverage of programmatic areas such as information 
security governance, capital planning and investment control, and 
system development life cycle. 

15NIST has stated that it plans to update SP 800-53 annually. 

16Audit procedures in FISCAM are designed to enable the auditor to determine if related 
control techniques are achieved. 
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FISCAM, which is consistent with NIST and other criteria, is 
organized to facilitate effective and efficient IS controls audits. 
Specifically, the methodology in the FISCAM incorporates: 

● A top-down, risk-based evaluation that considers materiality and 
significance in determining effective and efficient audit 
procedures (the auditor determines which IS control techniques 
are relevant to the audit objectives and which are necessary to 
achieve the control activities; generally, all control activities are 
relevant unless the related control category is not relevant, the 
audit scope is limited, or the auditor determines that, due to 
significant IS control weaknesses, it is not necessary to test all 
relevant IS controls). 

• An evaluation of entitywide IS controls and their effect on audit 
risk, and therefore on the extent of audit testing (effective 
entitywide IS controls can reduce audit risk, while ineffective 
entitywide IS controls result in increased audit risk and generally 
are a contributory cause of IS control weaknesses at the system 
and business process application levels)—NIST SP 800-53 
principally relates to controls at the system and application level. 

• An evaluation of general controls and their pervasive impact on 
business process application controls (effective general controls 
support the effectiveness of business process application 
controls, while ineffective general controls generally render 
business process application controls ineffective). 

• An evaluation of security management at all levels of control 
(entitywide, system, and business process application levels). 

• A control hierarchy (control categories, critical elements, and 
control activities) to assist in evaluating the significance of 
identified IS control weaknesses (if a critical element is not 
achieved, the respective control category is not likely to be 
achieved; if one of the nine control categories are not effectively 
achieved, IS controls are ineffective, unless other factors 
sufficiently reduce the risk). 

• Groupings of control categories consistent with the nature of the 
risk. 

• Experience gained in GAO’s performance and review of IS 
control audits, including field testing the concepts in this revised 
FISCAM. 
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As discussed above, this manual is organized in a hierarchical 
structure to assist the auditor in performing the IS controls audit. 
Chapter 3 (general controls) and Chapter 4 (business process 
application level controls) contain several control categories, which 
are groupings of related controls pertaining to similar types of risk. 
For each control category, the manual identifies critical elements— 
tasks that are essential for establishing adequate controls within the 
category. For each critical element, there is a discussion of the 
associated objectives, risks, and control activities, as well as related 
potential control techniques and suggested audit procedures. This 
hierarchical structure facilitates the auditor’s audit planning and 
analysis of identified control weaknesses. 

Because control activities are generally necessary to achieve the 
critical elements, they are generally relevant to a GAGAS audit 
unless the related control category is not relevant, the audit scope is 
limited, or the auditor determines that, due to significant IS control 
weaknesses, it is not necessary to assess the effectiveness of all 
relevant IS controls. Within each relevant control activity, the 
auditor should identify control techniques implemented by the 
entity and determine whether the control techniques, as designed, 
are sufficient to achieve the control activity, considering IS risk and 
the audit objectives. The auditor may be able to determine whether 
control techniques are sufficient to achieve a particular control 
activity without evaluating and testing all of the control techniques. 
Also, depending on IS risk and the audit objectives, the nature and 
extent of control techniques necessary to achieve a particular 
control objective will vary. 

If sufficient, the auditor should determine whether the control 
techniques are implemented (placed in operation) and are operating 
effectively. Also, the auditor should evaluate the nature and extent 
of testing performed by the entity.  Such information can assist in 
identifying key controls and in assessing risk, but the auditor should 
not rely on testing performed by the entity in lieu of appropriate 
auditor testing. As discussed later in this section, if the control 
techniques implemented by the entity, as designed, are not sufficient 
to address the control activity, or the control techniques are not 
effectively implemented as designed, the auditor should determine 
the effect on IS controls and the audit objectives. 
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The entity’s management is responsible for implementing an 
appropriate system of cost-effective IS controls, including an 
effective monitoring program to provide management with 
reasonable assurance that IS controls are properly designed and 
effectively operating. The auditor’s responsibility is to perform tests 
of the IS controls and provide conclusions on the results of such 
tests to support the audit objectives. 

Future updates to the FISCAM, including implementation tools and 
materials, will be posted to the FISCAM website at 
http://www.gao.gov/special.pubs/fiscam.html. 

1.4.1 Appendices 

The appendices to the FISCAM, summarized below, provide 
additional information to assist the auditor in performing the IS 
controls audit. 

List of Appendices  

Appendix Description Purpose 

Appendix I Information System Controls Audit Planning 
Checklist  

To assist the auditor in 
requesting relevant 
background information. 

Appendix II Tables for Summarizing Work Performed in 
Evaluating and Testing General and 
Business Process Application Controls  

To assist the auditor in 
summarizing work 
performed. 

Appendix III Tables for Assessing the Effectiveness of 
General and Business Process Application 
Controls 

To assist the auditor in 
assessing and reporting on 
IS controls. 

Appendix IV Mapping of FISCAM to NIST SP 800-53 
and Other Related NIST Publications 

To show correlation of 
FISCAM critical elements 
to NIST SP 800-53 and 
related NIST publications. 

Appendix V Knowledge, Skills, and Abilities Needed to 
Perform Information System Controls Audits  

Skill sets necessary to 
perform the IS controls 
audit. 

Appendix VI Scope of an Information System Controls 
Audit in Support of a Financial Audit 

To show relation of 
FISCAM to relevant FAM 
sections. 

Appendix VII Entity’s Use of Service Organizations Audit issues related to an 
entity’s use of a service 
organization and use of 
FISCAM as a basis for 
performing a SAS 70 audit. 
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Appendix Description Purpose 

Appendix VIII Application of FISCAM to Single Audits Use of FISCAM to assess 
IS controls over compliance 
requirements and financial 
reporting in connection with 
a Single Audit. 

Appendix IX Application of FISCAM to FISMA Use of FISCAM for the 
independent evaluation of a 
federal agency’s 
information security 
program required by 
FISMA. 

Appendix X Information System Controls Audit 
Documentation 

Summarizes IS controls 
audit documentation  

Appendix XI Glossary Key terms used in the 
FISCAM. 

Appendix XII Bibliography List of information sources. 
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Chapter 2. Performing the Information System 
Controls Audit 

2.0 Introduction 
The information system (IS) controls audit involves the following 
three phases: 

● Planning: The auditor determines an effective and efficient way 
to obtain the evidential matter necessary to achieve the 
objectives of the IS controls audit and the audit report.  For 
financial audits, the auditor develops an audit strategy and an 
audit plan. For performance audits, the auditor develops an audit 
plan. 

● Testing: The auditor tests the effectiveness of IS controls that are 
relevant to the audit objectives. 

● Reporting: The auditor concludes on the effect of any identified 
IS control weaknesses on the audit objectives and reports the 
results of the audit, including any material weaknesses and other 
significant deficiencies. 

Appendix VI provides the scope of an IS controls audit in support of 
a financial statement audit. 

For each of the three phases, the auditor prepares appropriate audit 
documentation. 

In addition to the GAGAS field work and reporting standards 
(Chapters 4 through 8), which are generally addressed by the 
FISCAM, the auditor performing a GAGAS audit also should meet 
the requirements in Chapters 1, 2, and 3 of Government Auditing 

Standards. 

Page 53 2.0 Introduction 



2.1 Plan the Information System Controls Audit 

2.1.1 Overview 

In planning the IS controls audit, the auditor uses the equivalent 
concepts of materiality (in financial audits and attestation 
engagements) and significance17 (in performance audits) to plan 
both effective and efficient audit procedures. Materiality and 
significance are concepts the auditor uses to determine the planned 
nature, timing, and extent of audit procedures. The underlying 
principle is that the auditor is not required to spend resources on 
items of little importance; that is, those that would not affect the 
judgment or conduct of a reasonable user of the audit report, in light 
of surrounding circumstances. On the basis of this principle, the 
auditor may determine that some areas of the IS controls audit (e.g., 
specific systems) are not material or significant, and therefore 
warrant little or no audit attention.  

Materiality and significance include both quantitative and qualitative 
factors in relation to the subject matter of the audit. Even though a 
system may process transactions that are quantitatively immaterial 
or insignificant, the system may contain sensitive information or 
provide an access path to other systems that contain information 
that is sensitive or otherwise material or significant. For example, 
an application that provides public information via a website, if 
improperly configured, may expose internal network resources, 
including sensitive systems, to unauthorized access.  Materiality is 

17GAGAS paragraph 7.04 states that “the concept of significance assists auditors 
throughout a performance audit, including when deciding the type and extent of 
audit work to perform, when evaluating results of audit work, and when 
developing the report and related findings and conclusions. Significance is defined 
as the relative importance of a matter within the context in which it is being 
considered, including quantitative and qualitative factors. Such factors include the 
magnitude of the matter in relation to the subject matter of the audit, the nature 
and effect of the matter, the relevance of the matter, the needs and interests of an 
objective third party with knowledge of the relevant information, and the impact 
of the matter to the audited program or activity. Professional judgment assists 
auditors when evaluating the significance of matters within the context of the 
audit objectives.” 
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more fully discussed in the FAM in section 230 (Determine Planning, 
Design, and Test Materiality), and both materiality and significance 
are discussed further in GAGAS. 

Planning occurs throughout the audit as an iterative process. (For 
example, based on findings from the testing phase, the auditor may 
change the planned audit approach, including the design of specific 
tests.) However, planning activities are concentrated in the planning 
phase, during which the objectives are to obtain an understanding of 
the entity and its operations, including its internal control, identify 
significant issues, assess risk, and design the nature, extent, and 
timing of audit procedures. To accomplish this, the methodology 
presented in this chapter includes guidance to help the auditor do 
the following: 

● Understand the overall audit objectives and related scope of the 
IS controls audit 

● Obtain an understanding of an entity and its operations and key 
business processes 

● Obtain a general understanding of the structure of the entity’s 
networks 

● Identify key areas of audit interest (files, applications, systems, 
locations) 

● Assess IS risk on a preliminary basis 
● Identify critical control points (for example, external access 

points to networks) 
● Obtain a preliminary understanding of IS controls 
● Perform other audit planning procedures 

Although each of these areas is discussed separately in this chapter, 
they are not generally performed as discrete, sequential steps. For 
example, the IS controls specialist may gather information related to 
several steps concurrently, such as through interviews with key 
information technology (IT) staff or through data requests, or may 
perform steps in a different sequence. The auditor performs 
planning to determine an effective and efficient way to obtain the 
evidential matter necessary to support the objectives of the IS 
controls audit and the audit report. The nature and extent of audit 
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planning procedures varies for each audit depending on several 
factors, including the entity’s size and complexity, the auditor’s 
experience with the entity, and the auditor’s knowledge of the 
entity’s operations. 

A key to a high-quality audit, the senior members of the audit team 
should be involved in planning. The auditor should coordinate with 
the entity being audited and, if the IS controls audit is part of 
another audit, with senior members of the overall audit team. In 
addition, auditors generally should determine the needs of other 
auditors who plan to use the work being performed and consult with 
them in a timely manner, especially when making decisions 
involving significant judgment. 

If the IS controls audit is performed as part of a financial audit, 
GAGAS require the auditor to obtain an understanding of internal 
control over financial reporting sufficient to assess the risk of 
material misstatement of the financial statements whether due to 
error or fraud, and to design the nature, timing, and extent of further 
audit procedures based on that assessment. This includes 
performing risk assessment procedures to evaluate the design of 
controls relevant to an audit of financial statements and to 
determine whether they have been implemented. In obtaining this 
understanding, the auditor considers how an entity’s use of 
information technology (IT) and manual procedures affect controls 
relevant to the audit. The auditor’s responsibilities for considering 
internal control in a financial audit are described in more detail in 
the FAM. 

If the IS controls audit is performed as part of an examination-level 
attestation engagement, the auditor should obtain a sufficient 
understanding of internal control that is material to the subject 
matter in order to plan the engagement and design procedures to 
achieve the objectives of the attestation engagement. 

If the IS controls audit is performed as part of a performance audit, 
GAGAS18 (para. 7.24) states that when information systems controls 

18There is a section of GAGAS entitled “Information Systems Controls” (paras. 7.23-7.27) 
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are determined to be significant to the audit objectives, auditors 
should then evaluate the design and operating effectiveness of such 
controls. This evaluation would include other information systems 
controls that impact the effectiveness of the significant controls or 
the reliability of information used in performing the significant 
controls. Auditors should obtain a sufficient understanding of 
information systems controls necessary to assess audit risk and plan 
the audit within the context of the audit objectives.  

Additionally, GAGAS (para. 7.27) states that auditors should 
determine which audit procedures related to information systems 
controls are needed to obtain sufficient, appropriate evidence to 
support the audit findings and conclusions. It also provides the 
following factors to assist the auditor in making this determination:  

a. The extent to which internal controls that are significant to the 
audit depend on the reliability of information processed or 
generated by information systems. 

b. The availability of evidence outside the information system to 
support the findings and conclusions: It may not be possible for 
auditors to obtain sufficient, appropriate evidence without assessing 
the effectiveness of relevant information systems controls. For 
example, if information supporting the findings and conclusions is 
generated by information systems or its reliability is dependent on 
information systems controls, there may not be sufficient supporting 
or corroborating information or documentary evidence that is 
available other than that produced by the information systems. 

c. The relationship of information systems controls to data 
reliability: To obtain evidence about the reliability of computer-
generated information, auditors may decide to assess the 
effectiveness of information systems controls as part of obtaining 
evidence about the reliability of the data. If the auditor concludes 
that information systems controls are effective, the auditor may 
reduce the extent of direct testing of data. 

d. Assessing the effectiveness of information systems controls as an 
audit objective: When assessing the effectiveness of information 
systems controls that is directly a part of an audit objective, auditors 
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should test information systems controls necessary to address the 
audit objectives. For example, the audit may involve the 
effectiveness of information systems controls related to certain 
systems, facilities, or organizations. 

2.1.2 Understand the Overall Audit Objectives and Related Scope of the Information 
System Controls Audit 

The nature, timing, and extent of IS controls audit procedures vary 
depending upon the audit objectives. For example, the IS controls 
audit 

● may be performed as part of a financial or performance audit, or 
may be performed as a separate engagement; 

● may comprehensively address an entire entity, a component, or a 
network, or may narrowly target an application, specific 
technology (e.g., wireless, operating system, etc.), or location; 
and/or 

● may include all control objectives or only a subset of control 
objectives (e.g., general controls, business process controls, or 
selected components of them, such as focusing on an entity’s 
security management program). 

If achieving the audit objectives does not require an overall 
conclusion on the effectiveness of the entity’s IS controls or relates 
only to certain components of the entity or a subset of controls, the 
auditor’s assessment would not necessarily identify all significant IS 
control weaknesses that may exist. For example, a limited review of 
controls over a type of operating system may not identify any 
significant weaknesses, although there may be very significant 
weaknesses in other areas that the auditor is unaware of because 
the scope of the audit is limited. Consequently, the auditor should 
evaluate the potential limitations of the auditor’s work on the 
auditor’s report and the needs and expectations of users. The 
auditor may determine that, because the limitations are so 
significant, the auditor will (1) communicate the limitations to the 
management of the audited entity, those charged with governance, 
and/or those requesting the audit, and (2) clearly report such 
limitations on the conclusions in the audit report. For example, in 
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reporting on an audit of an operating system, the auditor may 
determine that it is appropriate to clearly report that the scope of 
the assessment was limited to the operating system and that, 
consequently, additional IS control weaknesses may exist that could 
impact the effectiveness of IS controls related to the operating 
system and to the entity as a whole. 

Based on the overall engagement objectives, the auditor should 
develop and document the objectives of the IS controls audit. 
Typical IS controls audit objectives include the following: 

● To support financial statement audits by, for example, assessing 
the effectiveness of IS controls related to financial reporting. 
(Note: The assessment of IS controls generally occurs during the 
internal control phase of a financial statement audit.) This 
assessment affects the nature, timing, and extent of financial 
audit procedures to be performed, as well as provide timely 
recommendations for improvements in IS controls. In addition, it 
may cover the entire audit year or relate only to controls at a 
point in time, such as at the end of the fiscal year. The scope of 
an IS controls audit in support of a financial audit is described 
further in the FAM and in Appendix VI. 

● To supplement IT performance audits by assessing the 
effectiveness of security within the context of a broader systems 
review. 

● To support other performance audits, such as assessing data 
reliability or how well an information system protects the 
confidentiality, integrity, and availability of data and the effect of 
this level of protection on program performance. 

● To determine the effectiveness of IS controls, not in support of 
another audit, so that any risks are identified. Such audits may be 
designed to provide a conclusion on the effectiveness of IS 
controls and describe any material weaknesses and other 
significant deficiencies, or merely describe any IS control 
weaknesses without an overall conclusion as to the effectiveness 
of IS controls. 

● To support an evaluation of IS controls as required by FISMA. 
● To support Single Audits. 
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The auditor should also determine and document (such as in an 
audit strategy and audit plan) the appropriate scope of the IS 
controls audit, including 

● the organizational entities to be addressed (e.g., entitywide, 
selected component(s), etc.); 

● the breadth of the audit (e.g., overall conclusion on IS control 
effectiveness, review of a specific application or technology area, 
such as wireless or UNIX, etc.); 

● the types of IS controls to be tested: 
● general and/or business process application level controls to be 

tested, or selected components; or 
● all levels of the entity’s information systems, or selected levels 

(e.g., entitywide, system level, or business process application 
level, or selected components of them—for definitions of each 
level, see the section below entitled “2.2 Perform Information 
System Controls Audit Tests.”). 

If the IS controls audit is performed as part of another audit, the 
auditor should understand the overall audit objectives and how the 
IS controls audit will integrate with the audit.  The auditor should 
reach a common understanding of objectives with the audit team 
responsible for the overall audit. 

2.1.3 Understand the Entity’s Operations and Key Business Processes 

The auditor should obtain and document an understanding of the 
entity sufficient to plan and perform the audit in accordance with 
applicable auditing standards and requirements. In planning the 
audit, the auditor obtains information that will provide an overall 
understanding of the entity, such as its mission, size and location, 
organization, business, strategies, risks, and internal control 
structure. Understanding the entity’s operations in the planning 
process enables the auditor to identify, respond to, and resolve 
problems early in the audit. 
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The auditor’s understanding of the entity includes: 

● entity management and organization, 
● external and internal factors affecting the entity’s operations, and 
● key business processes (defined below). 

To plan the audit, the auditor obtains a general understanding of the 
entity’s and the IT function’s organizational structure, including key 
members of entity and IT management. The auditor’s main objective 
is to understand how the entity is managed and how the 
organization is structured. 

The auditor should identify significant external and internal factors 
that affect the entity’s operations, particularly IT. External factors 
might include (1) IT budget, (2) external systems users, (3) current 
political climate, and (4) relevant legislation. Internal factors might 
include (1) size of the entity, (2) number of locations, (3) structure 
of the entity (centralized or decentralized), (4) complexity of 
operations, (5) IT management structure, (6) impact of information 
systems on business operations, (7) qualifications and competence 
of key IT personnel, and (8) turnover of key IT personnel. The 
auditor should document any significant factors that could affect the 
IS controls audit, including the auditor’s risk assessment.  

The auditor should also obtain a general understanding of the 
entity’s business processes, particularly those processes most 
closely related to the audit objectives. Business processes are the 
primary functions that the entity performs in accomplishing its 
mission. Examples of typical business processes in government 
entities include 

● mission-related processes, typically at the program or 
subprogram level, such as education, public health, law 
enforcement, or income security; 

● financial management processes, such as collections, 
disbursements, or payroll; and 

● other support processes, such as human resources, property 
management, or security. 
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Understanding the entity's operations and business processes 
includes understanding how business process applications are used 
to support key business processes, as it tends to vary from entity to 
entity. The auditor should obtain and review documentation, such as 
design documents, blueprints, business process procedures, user 
manuals, etc., and inquire of knowledgeable personnel to obtain a 
general understanding of each significant business process 
application that is relevant to the audit objectives. This includes a 
detailed understanding of 

• business rules (e.g. removing all transactions that fail edits or 
only selected ones based on established criteria), 

• transaction flows (detailed study of the entity’s internal controls 
over a particular category of events that identifies all key 
procedures and controls relating to the processing of 
transactions), and  

• application and software module interaction (transactions leave 
one system for processing by another, e.g. payroll time card 
interfaces with pay rate file to determine salary information).   

Obtaining this understanding is essential to assessing information 
system risk, understanding business process application controls, 
and developing relevant audit procedures. For efficiency, the 
auditor may combine this step with the steps in FISCAM section 
2.2.1 subsection entitled “Understand Information Systems Relevant 
to the Audit Objectives” to aid in the identification of relevant 
controls. 

The auditor should identify and document the key business 
processes that are relevant to the audit objectives. For each key 
business process, the auditor should identify the significant general 
support systems and major applications that are used to support 

Page 62  2.1 Plan the Information System Controls Audit 



each key business process.19 Also, for each key business process, the 
auditor should identify the use of contractors and others to process 
information and/or operate systems for or on behalf of the entity. 
Throughout the remainder of this manual, references to entity 
systems and business processes include the use of contractors and 
others to process information and/or operate systems for or on 
behalf of the entity. If the IS controls audit is performed as part of a 
financial audit, as discussed in FAM 320 (Understand Information 
Systems) and other FAM sections, the auditor should obtain an 
understanding of the entity’s information systems (including 
methods and records) for processing and reporting accounting 
(including supplemental information), compliance, and operations 
data (including performance measures reported in the 
Management’s Discussion and Analysis). 

The auditor should document an understanding of the entity’s 
operations and key business processes, including the following 
items to the extent relevant to the audit objectives: 

● the significance and nature of the programs and functions 
supported by information systems; 

● a general understanding of the entity’s and the IT function’s 
organizational structure; 

● key business processes relevant to the audit objectives, including 
business rules, transaction flows, and application and software 
module interaction; 

● significant general support systems and major applications that 
support each key business process; 

● background information checklist, if used; 
● significant internal and external factors that could affect the IS 

controls audit objectives; 

19OMB uses the terms “general support” and “application” systems to describe the two 
types of entity systems.  As defined in OMB Circular A-130, a general support system is an 
interconnected set of information resources under the same direct management control 
that share common functionality. It normally includes hardware, software, information, 
data, applications, communications, and people. The term “application” means the use of 
information resources (information and information technology) to satisfy a specific set of 
user requirements. 
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● a detailed organization chart, particularly the IT and the IS 
components; 

● significant changes in the IT environment or significant 
applications implemented within the recent past (e.g. 2 years) or 
planned within the near future (e.g., 2 years); and 

● the entity’s reliance on third parties to provide IT services (e.g., 
in-house, remote connectivity, remote processing). 

Appendix I includes an Information System Controls Audit Planning 
Checklist that can be provided to the entity’s management to 
facilitate gathering appropriate information for this audit step. 

The auditor generally gathers planning information through different 
methods (observation, interviews, reading policy and procedure 
manuals, etc.) and from a variety of sources, including 

● previous audits and management reviews (see section 2.1.9.C), 
● top-level entity and IT management, 
● entity management responsible for relevant significant programs, 
● Office of Inspector General (IG) and internal audit management 

(including any internal control officer), 
● other members of the audit organization, concerning relevant 

completed, planned or in-progress assignments, 
● personnel in the Office of General Counsel, and 
● personnel in the Special Investigator Unit. 

Also, the auditor generally gathers information from relevant reports 
and articles issued by or about the entity, including 

● GAO reports; 
● IG, internal audit, or other audit reports (including those for 

performance audits and other reviews); 
● congressional hearings and reports; 
● consultant reports; and 
● material published about the entity in newspapers, magazines, 

Internet sites, and other publications. 
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2.1.4 Obtain a General Understanding of the Structure of the Entity’s Networks 

The auditor should obtain and document a general understanding of 
the structure of the entity’s networks as a basis for planning the IS 
controls audit. The auditor’s understanding includes a high-level 
view of the network architecture that the entity uses to implement 
relevant key business processes. Such an understanding helps the 
auditor to assess risk, identify potential critical control points on a 
preliminary basis, understand technologies that may be subject to 
audit, and identify key locations. The auditor generally should 
request documentation of such information from the entity, 
including both high-level and detailed network schematics. The 
auditor should obtain the following information about the network 
architecture, generally documented in network schematics: 

● Internet presence; 
● firewalls, routers, and switches; 
● intrusion detection or prevention systems; 
● critical systems, such as Web and mail systems, file transfer 

systems, etc.; 
● network management systems; 
● connections to inter- and intra-agency sites; 
● connections to other external organizations; 
● remote access—virtual private network and dial-in; and 
● wireless connections. 

2.1.5 Identify Key Areas of Audit Interest 

The auditor should identify key areas of audit interest, which are 
those that are critical to achieving the audit objectives (e.g., general 
support and business process application systems and files (or 
components thereof)). For a financial audit, this would include key 
financial applications and data and related feeder systems.20 For a 

20A feeder system is a system that provides information or data to support the main 
application. For example, in a payroll system the time and attendance system is the feeder 
system for the main application. 
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performance audit, this would include key systems that are likely to 
be significant to the audit objectives. For each key area of audit 
interest, the auditor should document relevant general support 
systems and major applications and files, including (1) the 
operational locations of each key system or file, (2) significant 
components of the associated hardware and software (e.g., 
firewalls, routers, hosts, operating systems), (3) other significant 
systems or system level resources that support the key areas of 
audit interest, and (4) prior audit problems reported. The auditor 
should also identify all access paths into and out of the key areas of 
audit interest. By identifying the key systems, files, or locations, the 
auditor can concentrate efforts on them, and do little or no work 
associated with other areas. The auditor generally should prioritize 
important systems, files, or locations in order of importance to the 
audit objectives. The auditor may characterize these items by the 
sensitivity or significance of the information processed, dollar value 
of the transactions processed, or presence or number of key edits or 
other controls performed by a business process application. 

2.1.6 Assess Information System Risk on a Preliminary Basis 

Overview 

The auditor should assess and document, on a preliminary basis, the 
nature and extent of IS risk that relates to the key areas of audit 
interest. IS risk is the likelihood that a loss of confidentiality, 
integrity, or availability could occur that would 
materially/significantly affect the audit objectives (e.g., for a 
financial audit, a material misstatement). Assessing IS risk involves 
evaluation of both the likelihood that such a loss of confidentiality, 
integrity, or availability could occur and the materiality or 
significance of a loss of confidentiality, integrity, or availability to 
the audit objectives. The auditor should document factors that 
significantly increase or decrease the level of IS risk and their 
potential impact on the effectiveness of information system 
controls. 

Assessing IS risk relating to the audit is different from 
management’s risk assessment. In assessing IS risk, the auditor is 
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not required or expected to reperform management’s risk 
assessment. Rather, the auditor assesses IS risk on a preliminary 
basis using data that would be collected in the planning of audit 
(this includes using the entity’s risk assessments and performing 
other audit procedures as outlined below). The auditor’s risk 
assessment should reflect the impact of the effectiveness of IS 
controls on the audit objectives. 

The auditor’s assessment of IS risk affects the nature, timing, and 
extent of IS controls audit procedures. As IS risk increases, the 
auditor should perform more extensive and/or more effective tests 
of IS controls. For example, a significant number of Internet access 
points that are not centrally controlled increases IS risk. In this case, 
the auditor would expand the auditor’s testing, as there are more 
potential access paths to the key areas of audit interest. Risk 
assessments prepared by the entity may serve as a useful tool to 
assist in the identification of IS risk. However, the auditor should 
not rely on them without performing audit procedures to identify 
and assess risk. 

To develop a framework for analyzing IS risk, the auditor should 
consider IS risk in the context of the following three security 
objectives for information and information systems: 

● Confidentiality—preserving authorized restrictions on 
information access and disclosure, including means for 
protecting personal privacy and proprietary information. A loss 
of confidentiality is the unauthorized disclosure of information. 

● Integrity—guarding against improper information modification or 
destruction, which includes ensuring information 
nonrepudiation21 and authenticity22. A loss of integrity is the 
unauthorized modification or destruction of information. 

21Nonrepudiation is assurance that the sender of information is provided with proof of 
delivery and the recipient is provided with proof of the sender’s identity, so neither can 
later deny having processed the information. Nonrepudiation may not be necessary to 
evaluate integrity to meet an audit objective. 

22Authenticity is the property of being genuine and being able to be verified and trusted; 
confidence in the validity of a transmission, a message, or message originator. Authenticity 
may not be necessary to evaluate integrity to meet an audit objective. 
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● Availability—ensuring timely and reliable access to and use of 
information. A loss of availability is the disruption of access to or 
use of information or an information system. 

In some instances, one or more of the security objectives may have 
more significance to the audit objectives than the others. 

The auditor should identify factors or conditions that significantly 
increase or decrease IS risk. These factors are general in nature; the 
auditor uses judgment in determining (1) the extent of procedures 
to identify the risks and (2) the impact of such risks on the entity’s 
operations and the audit objectives. Because this risk assessment 
involves the exercise of significant audit judgment, the auditor 
should use experienced audit team personnel to perform the risk 
assessment. Factors considered would include those related to 
inherent risk23 as well as those related to the control environment, 
risk assessment, communication, and monitoring components of 
internal control24. The auditor identifies such factors based on 
information obtained in the planning phase, primarily from 
understanding the entity’s operations and key business processes, 
including significant IT processing performed outside the entity. 

For each risk identified, the auditor should document the nature and 
extent of the risk; the conditions that gave rise to that risk; and the 
specific information or operations affected (if not pervasive). The 
auditor should also document compensating controls or other 
considerations that may mitigate the effects of identified risks. 

23Inherent risk is the likelihood that a loss of confidentiality, integrity, or availability could 
occur that would materially/significantly affect the audit objectives (e.g., for a financial 
audit, a material misstatement), assuming that there are no related internal controls. 

24Standards for Internal Control in the Federal Government (GAO/AIMD-00-21.3.1) describe 
the five standards of internal control as: control environment, risk assessment, control 
activities, information and communications, and monitoring. The specific IS controls 
assessed in an IS controls audit are part of the control activities component. 
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As noted above, the auditor should assess and document, on a 
preliminary basis, the nature and extent of IS risks for the 
information and information systems related to the key areas of 
audit interest, considering confidentiality, integrity, and availability. 
The auditor should document the basis for the assessed risk and its 
potential impact on the audit objectives.  For example, in a financial 
audit, the auditor should evaluate the possibility of a material 
misstatement as a result of a loss of confidentiality, integrity, or 
availability. As discussed above, risk assessments prepared by the 
entity may serve as a useful tool to assist the auditor in the 
identification of IS risks. 

Also, as noted above, IS risk includes the risk of loss of 
confidentiality, integrity, or availability. Such risk includes the 
potential impact of a loss to entity operations, assets, and 
individuals. However, depending on the audit objectives, the impact 
on the audit objectives could be greater or lesser. Federal agencies 
are required to use the following three levels to categorize their 
systems based on the potential impact of a breach of security on 
organizational operations, organizational assets, or individuals:25 

● Low. The loss of confidentiality, integrity, or availability could be 
expected to have a limited adverse effect on organizational 
operations, organizational assets, or individuals.26 A limited 
adverse effect means that, for example, the loss of 
confidentiality, integrity, or availability might (i) cause a 
degradation in mission capability to an extent and duration that 
the organization is able to perform its primary functions, but the 
effectiveness of the functions is noticeably reduced; (ii) result in 
minor damage to organizational assets; (iii) result in minor 
financial loss; or (iv) result in minor harm to individuals. 

● Moderate. The loss of confidentiality, integrity, or availability 
could be expected to have a serious adverse effect on 

25These risk levels are discussed further in National Institute of Standards and Technology, 
Standards for Security Categorization of Federal Information and Information Systems, 
Federal Information Processing Standards Publication (FIPS PUB) 199 (December 2003). 

26Adverse effects on individuals may include, for example, loss of the privacy to which 
individuals are entitled under law. 
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organizational operations, organizational assets, or individuals. A 
serious adverse effect means that, for example, the loss of 
confidentiality, integrity, or availability might (i) cause a 
significant degradation in mission capability to an extent and 
duration that the organization is able to perform its primary 
functions, but the effectiveness of the functions is significantly 
reduced; (ii) result in significant damage to organizational assets; 
(iii) result in significant financial loss; or (iv) result in significant 
harm to individuals that does not involve loss of life or serious 
life-threatening injuries. 

● High. The loss of confidentiality, integrity, or availability could 
be expected to have a severe or catastrophic adverse effect 

on organizational operations, organizational assets, or 
individuals. A severe or catastrophic adverse effect means that, 
for example, the loss of confidentiality, integrity, or availability 
might (i) cause a severe degradation in or loss of mission 
capability to an extent and duration that the organization is not 
able to perform one or more of its primary functions; (ii) result in 
major damage to organizational assets; (iii) result in major 
financial loss; or (iv) result in severe or catastrophic harm to 
individuals involving loss of life or serious life-threatening 
injuries. 

The auditor’s assessment of IS risk may change as audit evidence is 
obtained. To determine whether audit procedures continue to be 
appropriate, the auditor should periodically reassess the IS risk 
during the audit. For example, the auditor may reassess the IS risk 
level at the end of the planning and testing phases, as well as when 
evidence is obtained that significantly affects the auditor’s risk 
assessment. If IS risk changes during the audit, the auditor should 
make any necessary changes to the nature, timing, and extent of 
planned audit procedures. 

The risk factors that the auditor considers consist of the following 
two types, which are discussed further below: 

• Inherent risk factors 

• Risk factors related to the control environment, risk assessment, 
communication, and monitoring components of internal control 
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Inherent Risk Factors 

Information systems can introduce additional risk factors not 
present in a manual system. To properly assess IS risk, the auditor 
should (1) evaluate each of the following factors and (2) assess the 
overall impact of information systems on IS risk. The impact of 
these factors typically will be pervasive in nature.  

● The nature of the hardware and software may affect IS risk, as 
illustrated below. 

● The type of processing (online, batch oriented, or distributed) 
presents different levels of IS risk. Distributed networks enable 
multiple computer processing units to communicate with each 
other, increasing the number of potential access points and the 
risk of unauthorized access to computer resources and possible 
data alteration. On the other hand, distributed networks may 
decrease the risk of data inconsistencies at multiple processing 
units if the units share a common database. 

● Peripheral access devices or system interfaces can increase IS 
risk. For example, Internet or wireless access to a system 
increases the system’s accessibility to additional persons and 
therefore increases the risk of unauthorized access to computer 
resources. 

● Highly customized application software may have higher IS risk 
than vendor-supplied software that has been thoroughly tested 
and is in general commercial use. On the other hand, vendor-
supplied software new to commercial use may not have been 
thoroughly tested or undergone client processing to a degree that 
would encounter existing flaws. 

● Certain hardware and software may have more significant 
identified weaknesses than others. 

● In certain systems (e.g., enterprise resource planning—ERP— 
systems27), the audit trails and supporting information produced 

27ERP systems consist of functional modules that support business requirements such as 
human resources, financials, or inventory control. The modules can be used individually or 
in conjunction with other modules as needed. The individual modules contain the business 
process necessary to complete their intended function. 
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by the systems may be limited in their usefulness (1) as a basis 
for applying certain types of controls or (2) as audit evidence.  

● Highly decentralized applications, particularly Web applications, 
increase IS risk by adding complexity to IS and increasing 
potential vulnerabilities. 

● The application of new technologies generally increases the risk 
that secure configurations of such technologies may not be well 
developed or tested, or that IT personnel may not properly 
implement security over such new technologies. 

● The manner in which the entity’s networks are configured can 
affect the related IS risk. For example, factors increasing IS risks 
include a significant number of Internet access points that are 
not centrally controlled, networks that are not segmented to 
protect sensitive systems or information, use of technologies that 
are no longer supported, or lack of technologies that enhance 
security. 

● The consistency of the entity’s enterprise architecture and IT 
strategy with its business strategies can affect the proper 
planning and implementation of IT systems and related security. 

Also, the following risk factors, discussed in FAM 260 (Identify Risk 
Factors) are relevant to both financial and performance audits: 

● Uniform processing of transactions: Because information 
systems process groups of identical transactions consistently, 
any misstatements arising from erroneous computer 
programming will occur consistently in the same types of 
transactions. However, the risk of random processing errors is 
reduced substantially in information systems–based accounting 
systems. 

● Automatic processing: The information system may 
automatically initiate transactions or perform processing 
functions. Evidence of these processing steps (and any related 
controls) may or may not be visible. 

● Increased potential for undetected misstatements: Information 
systems use and store information in electronic form and require 
less human involvement in processing than manual systems. 
Without adequate controls, there is increased risk that 
individuals could gain unauthorized access to sensitive 
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information and alter data without leaving visible evidence. 
Because information is in electronic form, changes to computer 
programs and data are not readily detectible. Also, users may be 
less likely to challenge the reliability of information systems 
output than manual reports. 

● Existence, completeness, and volume of the audit trail: The audit 
trail is the evidence that demonstrates how a specific transaction 
was initiated, processed, and summarized. For example, the audit 
trail for a purchase could include a purchase order; a receiving 
report; an invoice; an entry in an invoice register (purchases 
summarized by day, month, and/or account); and general ledger 
postings from the invoice register. Some computer systems are 
designed to maintain the audit trail for only a short period, only 
in an electronic format, or only in summary form. Also, the 
information generated may be too voluminous to be analyzed 
effectively without software. For example, one transaction may 
result from the automatic summarization of information from 
hundreds of locations. Without the use of audit or retrieval 
software, tracing transactions through the processing may be 
extremely difficult. 

● Unusual or nonroutine transactions: As with manual systems, 
unusual or nonroutine transactions increase IS risk. Programs 
developed to process such transactions may not be subject to the 
same procedures as programs developed to process routine 
transactions. For example, the entity may use a utility program to 
extract specified information in support of a nonroutine 
management decision. 

In addition, the auditor should evaluate the additional audit risk 
factors discussed in the “Additional IS Risk Factors” at the end of 
this chapter. 

Risk Factors Related to the Control Environment, Risk Assessment, 
Communication, and Monitoring Components of Internal Control 

Also, the auditor should evaluate the IT system factors discussed 
below, to the extent relevant to the audit objectives, in making an 
overall assessment of the control environment, risk assessment, 
communication, and monitoring components of internal control. 
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Additional information concerning these internal control components 
can be found at GAO’s Standards for Internal Control in the Federal 

Government28 (“Green Book”) and Internal Control Management and 

Evaluation Tool29, and at FAM 260, 295A, and 295B. 

a. Management's attitudes and awareness with respect to IT 

systems: Management’s interest in and awareness of IT system 
functions (including those performed for the entity by other 
organizations) is important in establishing an entitywide 
consciousness of control issues. Management may demonstrate its 
interest and awareness by 

• considering the risks and benefits of computer applications; 
• communicating policies regarding IT system functions and 

responsibilities; 
• overseeing policies and procedures for developing, 

modifying, maintaining, and using computers, and for 
controlling access to programs and files; 

• considering the risk of material misstatement, including fraud 
risk, related to IT systems; 

• responding to previous recommendations or concerns; 
• quickly and effectively planning for, and responding to, 

computerized processing crises; and 
• using reliable computer-generated information for key 

operating decisions. 

b. Organization and structure of the IT system function: The 
organizational structure affects the control environment. 
Centralized structures often have a single computer processing 
organization and use a single set of system and applications 
software, enabling tighter management control over IT systems. In 
decentralized structures, each computer center generally has its 
own computer processing organization, application programs, and 
system software, which may result in differences in policies and 
procedures and various levels of compliance at each location. 

28GAO, Standards for Internal Control in the Federal Government, AIMD-00-21.3.1 
(Washington, D.C.:November 1, 1999). 

29GAO, Internal Control Management and Evaluation Tool, GAO-01-1008G (Washington, 
D.C.:August 2001). 

Page 74  2.1 Plan the Information System Controls Audit 



c. Clearly defined assignment of responsibilities and 

authority: Appropriate assignment of responsibility according to 
typical IT system functional areas can affect the control 
environment. Factors to consider include 

• how the position of the Chief Information Officer (CIO) fits 
into the organizational structure; 

• whether duties are appropriately segregated within the IT 
systems function, such as operators and programmers, since 
lack of segregation typically affects all systems; 

• the extent to which management external to the IT systems 
function is involved in major systems development decisions; 
and 

• the extent to which IT system policies, standards, and 
procedures are documented, understood, followed, and 
enforced. 

d. Management’s ability to identify and to respond to 

potential risk: Computer processing, by its nature, introduces 
additional risk factors. The entity should be aware of these risks and 
should develop appropriate policies and procedures to respond to 
any IT system issues that might occur. The auditor may evaluate 

• the methods for monitoring incompatible functions and for 
enforcing segregation of duties and  

• management’s mechanism for identifying and responding to 
unusual or exceptional conditions. 

Examples of potential IT-related control environment, risk 
assessment, communication, and monitoring weaknesses include: 

• Management and personnel in key areas (such as 
accounting, IT systems, IG, and internal auditing) have a 
high turnover. 

• Management attitude toward IT systems and accounting 
functions is that these are necessary “bean counting” 
functions rather than a vehicle for exercising control over 
the entity's activities or making better decisions. 

• The number of people, particularly in IT systems and 
accounting, with requisite skill levels relative to the size and 
complexity of the operations is inadequate. 

• Management has not adequately identified risks arising 
from internal sources, such as human resources (ability to 
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retain key people) or IT (adequacy of backup systems in the 
event of systems failure). 

• Accounting systems and/or information systems, including 
IT systems, are not modified in response to changing 
conditions. 

2.1.7 Identify Critical Control Points 

The auditor should identify and document critical control points in 
the design of the entity’s information systems based on the auditor’s 
understanding of such systems, key areas of audit interest, and IS 
risk. Critical control points are those system control points that, if 
compromised, could allow an individual to gain unauthorized access 
to or perform unauthorized or inappropriate activities on entity 
systems or data, which could lead directly or indirectly to 
unauthorized access or modifications to the key areas of audit 
interest. Control points typically include external access points to 
the entity’s networks, interconnections with other external and 
internal systems, system components controlling the flow of 
information through the entity’s networks or to the key areas of 
audit interest, critical storage and processing devices, and related 
operating systems, infrastructure applications, and relevant 
business process applications. Typical control points also include 
network components where business process application controls 
are applied. As the audit testing proceeds and the auditor gains a 
better understanding of the entity’s information systems, of control 
weaknesses, and of the related risks, the auditor should periodically 
reassess the critical control points.  Based on information obtained 
during audit planning, the auditor should identify those critical 
control points in the entity’s IT systems that are significant to the 
effectiveness of security over the key areas of audit interest.  

An analysis of critical control points includes consideration of 
alternate work sites. Since multiple FISCAM control categories are 
relevant to alternate work sites, it is not addressed as a specific 
control in this document. For further information on this subject 
refer to NIST guidance contained in SP 800-53 and SP 800-46.  

In identifying critical control points and in planning and performing 
the assessment of IS controls, auditors apply the concept of control 

Page 76  2.1 Plan the Information System Controls Audit 



dependencies. A control dependency exists when the effectiveness 
of an internal control is dependent on the effectiveness of other 
internal controls. An assessment of the effectiveness of information 
system controls over a critical control point includes testing the 
effectiveness of controls over other control points upon which the 
security of the critical control point is dependent. Figure 2 
illustrates the concept of a control dependency in relation to a 
router for a typical network. 

Figure 2: Example of Router Control Dependencies 

Source: GAO and Visio. 

The figure illustrates that the effectiveness of controls over the 
router in this example network are dependent on controls over 
other control points. In this example, because unauthorized or 
inappropriate access to the other control points could affect the 
security of the router, the auditor’s tests of IS controls generally 
should include controls over 

● the trivial file transfer protocol (tftp) servers used to maintain a 
central repository of sensitive configuration files (tftp servers do 
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not require authentication and are also used as remote boot 
devices for routers); 

● the centralized authentication server that authenticates users to 
the router and other network devices; 

● network switches that could share sensitive data with routers 
such as passwords and shared keys (also, network switches 
provide a trusted path to the routers); 

● administrative workstations used to manage network devices, 
such as routers; and 

● the log server, which maintains logs containing relevant 
information about significant network events, such as router 
access. 

In addition, as part of a review of the system level controls over the 
router, the auditor generally should test controls over 

● the network management servers used to manage configuration 
files that contain sensitive information about network devices 
such as routers; 

● remote access to the router via the auxiliary and console ports 
that could be used to remotely manage the router; 

● the firewalls that provide boundary protection (i.e., limits 
connectivity to the router); 

● unencrypted network traffic that could be “sniffed” to obtain 
router or other privileged passwords; and 

● the PC connected to the router that could facilitate direct 
connectivity to the router. 

Further, the auditor generally should test other controls that may 
affect the security of the router, based on the auditor’s judgment. 
Note that, in addition to controls over access to the router itself, IS 
controls include controls over the routing of traffic throughout the 
network (see AC-1 in Chapter 3). 

As the auditor performs the IS controls audit, based on the auditor’s 
assessment of risk and the results of audit tests, the auditor may 
determine that it is necessary to modify the scope of the audit, 
including revisions to the critical control points. For example, if 
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significant IS control weaknesses are identified during the audit, it 
may not be necessary to perform all planned tests of IS controls. If 
testing is reduced due to the identification of significant 
weaknesses, the auditor should document such a decision. Also, 
testing may result in the identification of additional risks, and 
critical control points, and /or control dependencies; the auditor 
should determine whether to adjust the scope for them. 

2.1.8 Obtain a Preliminary Understanding of Information System Controls 

The auditor should obtain and document a preliminary 
understanding of the design of the entity’s IS controls, including the 
organization, staffing, responsibilities, authorities, and resources of 
the entity’s security management function. The auditor should 
document a preliminary understanding of entitywide controls (or 
componentwide controls if only a component is being audited) 
related to security management, access controls, configuration 
management, segregation of duties and, contingency planning. 

The auditor should understand the design of each of the three types 
of IS controls (general, business process application, and user 
controls) to the extent necessary to tentatively conclude whether 
these controls are likely to be effective. If they are likely to be 
effective, the auditor should consider specific IS controls in 
determining whether relevant IS control objectives are achieved.  
If IS controls are not likely to be effective, the auditor should obtain 
a sufficient understanding of control risks arising from IS controls 
to assess audit risk, design appropriate audit procedures, and 
develop appropriate findings. 

In addition, the auditor should obtain a preliminary understanding 
of the business process application controls (business process, 
interface, and data management system controls) over key business 
process applications identified as or related to key areas of audit 
interest, determine where those controls are applied, and determine 
whether the controls are designed effectively and have been 
implemented (placed in operation). For example, authentication and 
authorization may be applied in network components that are 
different from those where key data files or applications reside; 
(e.g., Web applications that reside on one server may be used to 
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authenticate and authorize users of legacy systems that run on 
different servers or systems). The auditor should determine the 
potential impact of any identified design weaknesses on the 
completeness, accuracy, validity, and confidentiality of related 
application data. (See Chapter 4 for a description of completeness, 
accuracy, validity, and confidentiality.) 

Based on this understanding, the auditor should make a preliminary 
assessment of whether IS controls are likely to be effective to assist 
in determining the nature, timing, and extent of testing. This 
assessment is based primarily on discussions with personnel 
throughout the entity, including program managers, system 
administrators, information resource managers, and systems 
security managers; on observations of IT operations and controls; 
on reviewing examples of evidence of control performance; on prior 
audits or the work of others; and on reading written policies and 
procedures. This preliminary assessment for financial audits is 
discussed further at FAM 270 (Determine Likelihood of Effective 
Information System Controls). Based on the preliminary 
assessment, the auditor should make any adjustments, as necessary, 
to the IS risk level, critical control points, and planned scope of the 
audit work. 

Control activities for critical elements in each general control and 
business process control category are described in Chapters 3 and 4, 
respectively, and summarized in Appendix II. The auditor may use 
the summary tables in Appendix II, which are also available in 
electronic form from the FISCAM website at 
http://www.gao.gov/special.pubs/fiscam.html, to document 
preliminary findings and to assist in making the preliminary 
assessment of controls. As the audit progresses through testing of 
internal controls, the auditor may continue to use the electronic 
version of the tables to document controls evaluated and tested, test 
procedures performed, conclusions, and supporting documentation 
references. 

The auditor should include the following information in the 
documentation of their preliminary understanding of the design of 
IS controls, to the extent relevant to the audit objectives: 
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● An identification of relevant entitywide, system, and business 
process application level controls designed to achieve the control 
activities for each critical element within each general control 
area and a determination of whether they are designed effectively 
and implemented (placed in operation), including identification 
of control activities for which there are no or ineffective controls 
at the entitywide level and the related risks 

● Identification of business process controls for key applications 
identified as key areas of audit interest, determination of where 
those controls are implemented  within the entity’s systems, and 
the auditor’s conclusion about whether the controls are designed 
effectively and implemented (placed in operation), including 
identification of control activities for which there are no or 
ineffective controls and the related risks and the potential impact 
of any identified design weaknesses on the completeness, 
accuracy, validity, and confidentiality of application data 

● Any internal or third-party information systems reviews, audits, 
or specialized systems testing (e.g., penetration tests, disaster 
recovery tests, and application-specific tests) performed during 
the last year and the auditor’s evaluation of the other auditor’s 
objectivity, competence and conclusions (see section 2.1.9.C) 

● Management’s plans of action and milestones, or their equivalent, 
that identify corrective actions planned to address known IS 
control weaknesses (see section 2.1.9.C) 

● Status of the prior years’ audit findings (see section 2.1.9.C) 
● Documentation for any significant computer security related 

incidents identified and reported for the last year 
● Documented security plans 
● Documented risk assessments for relevant systems (e.g., general 

support systems and major applications) 
● System certification and accreditation documentation or 

equivalent for relevant systems 
● Documented business continuity of operations plans and disaster 

recovery plans 
● A description of the entity’s use of third-party IT services 
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The auditor should obtain information from relevant reports and 
other documents concerning IS that are issued by or about the 
entity, including 

● the entity’s prior FISMA or equivalent reports on IS; 
● the entity’s annual performance and accountability report or 

equivalent reports on performance including reports filed to 
comply with the Federal Financial Management Improvement 
Act of 199630 (FFMIA) and Federal Managers’ Financial Integrity 
Act of 198231 (FMFIA); 

● other reports by management or the auditor about IS; 
● other reports that contain information concerning IS that are 

relevant to the audit objectives; 
● GAO reports; 
● IG and internal audit reports (including those for performance 

audits and other reviews); and 
● consultant reports. 

2.1.9 Perform Other Audit Planning Procedures 

The auditor should address the following areas during the planning 
phase, even though related audit procedures may be applied during 
the other phases. More specifically, the auditor should address any 
other issues, not identified in the previous steps, that could affect 
the objectives, scope, or methodology of the IS controls audit, 
including 

● relevant laws and regulations; 
● consideration of the risk of fraud; 
● previous audits and attestation engagements; 
● audit resources; 
● multiyear testing plans; 

30Federal Financial Management Improvement Act of 1996, 31 U.S.C. 3512 note. 
31Federal Managers’ Financial Integrity Act of 1982 (FMFIA), 31 U.S.C. 3512 (c), (d). 
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● communication with entity management and those charged with 
governance; 

● service organizations; 
● using the work of others; and 
● audit plan (and an audit strategy for financial statement audits). 

2.1.9.A Relevant Laws and Regulations 
The auditor should identify applicable laws and regulations that are 
relevant to IS at the entity. Such laws and regulations may establish 
general or specific IS control requirements or criteria. Laws and 
regulations generally relevant to audits of federal agencies include 
FISMA, FMFIA, FFMIA, Appendix III of OMB Circular A-13032, OMB 
Circulars A-12333 and A-12734, and FISMA implementing guidance. 
Federal laws and regulations that may affect the entity include, but 
are not limited to: 

● Health Insurance Portability and Accountability Act of 1996 
(HIPAA),35 

● Gramm-Leach-Bliley Act,36 

● Requirements for information security for Medicare 
Administrative Contractors,37 

● Chief Privacy Officer statutory requirements,38 

32OMB, Management of Federal Information Resources, Circular A-130 (Washington, D.C.: 
November 28, 2000). 

33OMB, Management’s Responsibility for Internal Control, Circular A-123 (Washington,
D.C.: December 21, 2004).
34OMB, Financial Management Systems, Circular A-127, (Washington, D.C.: January 9,
2009).

35Health Insurance Portability and Accountability Act of 1996 (HIPAA), Pub. L. 104-191
(Aug. 21, 1996). For provisions relating to health information and systems, see 42 U.S.C. 
1320d, et seq. For HHS HIPAA Security and Privacy Standards, see 45 C.F.R. Part 164. 

36Gramm-Leach-Bliley Act, Pub. L. 106-102 (Nov. 12, 1999), see, e.g., Title V, Privacy. 

37Requirements for information security for Medicare Administrative Contractors, Sec. 912, 
Medicare Prescription Drug, Improvement, and Modernization Act of 2003, Pub. L. 108-173 
(Dec. 8, 2003), 117 Stat. 2387. 
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● OMB Memorandum M-05-08, Designation of Senior Agency 

Officials for Privacy, 39 

● OMB Memorandum M-06-19, Reporting Incidents Involving 

Personally Identifiable Information, and40 

● OMB Memorandum M 07-16, Safeguarding Against and 

Responding to the Breach of Personally Identifiable 

Information.41 

In IS controls audits of state and local governments, the auditor 
should identify applicable legal and reporting requirements and 
issues. Further information specifically related to audits of state and 
local government entities can be obtained from the National 
Association of State Auditors, Comptrollers and Treasurers 
(NASACT).42 

Under GAGAS, the auditor should design and perform procedures to 
provide reasonable assurance of detecting instances of violations of 
legal and regulatory requirements that are significant within the 
context of the audit objectives. Consequently, if one of the 
objectives of the audit is to determine whether the entity violated 
specific laws or regulations, the auditor should plan the audit to 
detect significant violations of such laws or regulations. In financial 
audits, the auditor should test those laws and regulations that could 
have a direct and material effect on the financial statements. 

38For example, sec. 522, Transportation, Treasury, Independent Agencies, and General 
Government Appropriations Act, 2005, Div. H, Consolidated Appropriations Act, 2005, Pub. 
L. 108-447 (Dec. 8, 2004).5 USC 552a note. 

39OMB, Designation of Senior Agency Officials for Privacy, M-05-08 (Washington, D.C.: 
Feb. 11, 2005). 

40OMB, Reporting Incidents Involving Personally Identifiable Information and 

Incorporating the Cost for Security in Agency Information Technology Investments, M-
06-19 (Washington, DC: July 12, 2006). 

41OMB, Safeguarding Against and Responding to the Breach of Personally Identifiable 

Information, M 07-16 (Washington, D.C.: May 22, 2007). 

42Intergovernmental Information security Audit Forum, Information Systems Security 

Auditing: Legal and Reporting Considerations (Sept. 11, 2003) 
www.nasact.org/IISAF/legal.html 
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As part of an IS controls audit, the auditor’s findings will typically be 
reported in terms of whether IS controls are effective. While laws 
and regulations such as FISMA, FMFIA, FFMIA, and OMB and NIST 
guidance provide requirements and criteria for assessing IS, IS 
controls audit objectives generally are not focused on detecting 
violations of such laws and regulations, but rather on assessing 
controls and identifying any control weaknesses. Consequently, 
such laws and regulations generally would not be considered 
significant to the audit objectives for the purposes of designing 
compliance tests to meet GAGAS. However, audit objectives may 
sometimes include specific objectives to determine compliance with 
such laws, in which case such laws and regulations would be 
significant. Also, other laws such as HIPAA, which provide for 
potential penalties, may be significant to the audit objectives.  

2.1.9.B Consideration of the Risk of Fraud 
In audits performed under GAGAS, the auditor should gather and 
assess the risks of fraud43 occurring that is significant within the 
context of the audit objectives (for financial audits, a material 
misstatement) or that could affect the findings or conclusions. When 
auditors identify factors or risks related to fraud that has occurred 
or is likely to have occurred that they believe are significant within 
the context of the audit objectives, they should design procedures to 
provide reasonable assurance of detecting such fraud. In financial 
audits, GAGAS indicates that auditors should assess the risk of 
material misstatements of financial statement amounts or other 
financial data significant to the audit objectives due to fraud and to 
consider that assessment in designing the audit procedures to be 
performed.44 

43Fraud is a type of illegal act involving the obtaining of something of value through willful 
misrepresentation. 

44The terms “material” and “significant” are synonymous under generally accepted 
government auditing standards. In the AICPA standards, “material” is used in relation to 
audits of financial statements. “Significant” is used in relation to performance audits 
performed under GAGAS. 
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The auditor’s responsibilities with respect to the risk of fraud in 
financial statement audits are discussed further in the GAGAS and 
in the AICPA’s Auditing Standards Board Statement on Auditing 
Standards No. 99, titled Consideration of Fraud in a Financial 

Statement Audit, as amended (AU section 316). The risk of fraud is 
also a relevant consideration in performance audits. For example, 
an area of concern for fraud in a performance audit would be the 
adequate protection of personally identifiable information where 
individual social security numbers could be stolen and used for 
fraudulent activities. 

If the IS controls audit is performed as part of a broader financial or 
performance audit, the auditor should coordinate with the audit 
team in the identification of and response to the risk of fraud. The 
auditor should be aware of fraud risks identified by the overall audit 
team and communicate any fraud risks or suspected fraud 
associated with IT to the overall audit team. Also, the overall audit 
team may identify audit procedures to be performed by the IS 
controls specialist to detect fraud significant to the audit. 

The audit team should hold a brainstorming session at the start of 
the audit to discuss potential fraud risks, fraud factors such as 
individuals’ incentives or pressures to commit fraud, the opportunity 
for fraud to occur, and rationalizations or attitudes that could allow 
individuals to commit fraud. For example, the following factors 
related to IS may indicate a risk of fraud: 

● failure to provide an adequate security management program, 
including inadequate monitoring of control effectiveness; 

● weaknesses in access and other IS controls that could allow 
overrides of internal controls or access to systems susceptible to 
fraud (e.g., payment systems); 

● lack of adequate segregation of duties;45 and 

● pervasive or long-standing IS control weaknesses. 

45Separation of duties so that no one individual controls all critical stages of a work 
process.  Also see section 3.4 and the definition in the glossary.  
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The auditor should gather and assess information necessary to 
identify fraud risks that could be relevant to the audit objectives or 
affect the results of their audit. For example, the auditor may obtain 
information through discussion with officials of the audited entity or 
through other means to determine the susceptibility of the program 
to fraud, the status of internal controls the entity has established to 
detect and prevent fraud or the risk that officials of the audited 
entity could override internal controls. The auditor should exercise 
professional skepticism in assessing these risks to determine which 
factors or risks could significantly affect the results of their work if 
fraud has occurred or is likely to have occurred. 

When the auditor identifies factors or risks related to fraud that they 
believe are significant within the context of the audit objectives or 
the results of the audit, they should design procedures to provide 
reasonable assurance of detecting such fraud. The auditor should 
prepare audit documentation related to their identification and 
assessment of and response to fraud risks. 

Assessing the risk of fraud is an ongoing process throughout the 
audit and relates not only to planning the audit but also to 
evaluating evidence obtained during the audit. When testing general 
and business process application level controls, the auditor should 
be alert for information or other conditions that indicate fraud that 
is significant within the context of the audit objectives may have 
occurred. 

A specific area of concern for fraud is override of controls, 
particularly in ERP applications. Because ERP applications are by 
their nature highly integrated, the potential risk of management 
override of controls is heightened. The audit generally should 
include procedures to identify system-based overrides. These 
procedures might include testing for instances of users performing 
inappropriate combinations of transactions (i.e., transactions that 
should have been segregated) and other similar procedures. Some 
examples of antifraud controls to consider include: workflow 
approvals, restricting access to sensitive files, segregation of duties, 
review of audit trails, and review of key management reports. 
Access controls, segregation of duties, and audit trails are discussed 
in Chapter 3. 
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The auditor should also evaluate situations or transactions that 
could be indicative of fraud. When information comes to the 
auditors’ attention (through audit procedures, allegations received 
through fraud hotlines, or other means) indicating that fraud may 
have occurred, the auditor should evaluate whether the possible 
fraud could significantly affect the audit results. If the fraud could 
significantly affect the audit results, auditors should modify the 
audit steps and procedures, as necessary, to (1) determine if fraud 
likely has occurred and (2) if so, determine its effect on the audit 
results. 

The auditor’s training, experience, and understanding of the 
program being audited may provide a basis for recognizing that 
some acts coming to his or her attention may be indicative of fraud. 
Whether an act is, in fact, fraud is a determination to be made 
through the judicial or other adjudicative system and is beyond 
auditors’ professional expertise and responsibility. However, the 
auditor is responsible for being aware of vulnerabilities to fraud 
associated with the area being audited to identify indications that 
fraud may have occurred. 

2.1.9.C Previous Audits and Attestation Engagements 

Under GAGAS, auditors should evaluate whether the audited entity 
has taken appropriate corrective action to address findings and 
recommendations from previous engagements that are significant 
within the context of the audit objectives (for financial audits, those 
that could have a material effect on the financial statements). When 
planning the audit, auditors should ask entity management to 
identify previous audits, attestation engagements, performance 
audits, or other studies that directly relate to the objectives of the 
audit, including whether related recommendations have been 
implemented. For IS control audits, this would include weaknesses 
identified by management through its monitoring controls (e.g., for 
federal entities, Plans of Action and Milestones) that are relevant to 
the audit objectives. Auditors should use this information in 
assessing risk and determining the nature, timing, and extent of 
current audit work, including determining the extent to which 
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2.1.9.D Audit Resources 

testing the implementation of the corrective actions is applicable to 
the current audit objectives. 

As with other types of audits, the staff assigned to perform the IS 
controls audit must collectively possess adequate professional 
competence. Therefore, it is important to carefully plan IS controls 
audits to ensure that adequate and appropriate resources are 
available to perform the audit. IS controls audits need a broad range 
of technical skills.  In addition to skills necessary to assess each 
control category, IS controls audits generally use technical 
specialists with skills in such areas as networks, Windows/Novell, 
Unix, data management systems, and mainframe system and access 
control software. See Appendix V for a discussion of typical skill 
sets for IS controls specialists. Based on the knowledge obtained 
during audit planning, the auditor should identify resource 
requirements and determine whether internal resources are 
available or whether contractors will be necessary to complete the 
audit. The auditor should then schedule the resources for the 
appropriate periods of time. 

Regardless of the size of the entity, the auditor must still perform 
the necessary planning to ensure that audit requirements are fully 
satisfied. This includes small/independent agencies which generally 
have a less complex, less risky IS control environment, which 
requires inherently fewer IS controls audit resources. The 
Committee of Sponsoring Organizations (COSO)46 publication 
“Internal Controls over Financial Reporting – Guidance for Smaller 
Public Companies” includes guidance that could be used by smaller 
agencies to assist in planning their audits.  

The auditor may determine that it is necessary to contract for audit 
services for all or a portion of the IS controls audit. For example, the 
auditor may determine that it is necessary to contract only for 
certain technical skills needed to perform the audit. Contracting for 

46Is a voluntary private sector organization dedicated to improving the quality of financial 
reporting through business ethics, effective internal controls, and corporate governance. 
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2.1.9.E Multiyear Testing Plans 

audit services offers two significant benefits to an entity’s audit 
organization—it allows audit coverage beyond that possible with the 
existing audit staff level, and it allows the audit activity to address 
technical and other issues in which the in-house staff is not skilled. 
Engagements that employ contractors in this way may help train in-
house staff for future audits. However, when contracting for audit 
services, some in-house audit personnel generally should be actively 
involved. For example, the audit organization should be 
instrumental in determining the scope of the contracted services, 
and in developing the task order or request for proposal for the 
work. The FISCAM may be required to be used as a basis for the 
work to be performed. 

Also, an auditor generally should be designated to monitor the 
contract for the entity. The contract monitor should have sufficient 
knowledge of IS controls to monitor and to assess the quality and 
adequacy of the work performed by the contractor, including the 
adequacy of the audit documentation. The contract monitor should 
discuss the contract with the contractor, including the product 
deliverables, the established time frames for deliverables, and 
documentation standards to adhere to. The auditor generally should 
hold this meeting before the contractor begins work. In addition, 
the contract monitor should attend critical meetings the contractor 
has with entity representatives, including the opening and close-out 
meetings. 

The contract monitor should conduct a technical review of the work 
performed and may use this manual as guidance to determine 
whether the work addressed relevant issues and the audit 
procedures were adequate. For financial audits, the contract 
monitor or audit team may reperform some tests in accordance with 
FAM 650, “Using the Reports and Work of Others.” Also, the 
contract monitor should review the audit report and supporting 
audit documentation to determine whether the audit report is 
adequately supported. 

In circumstances where the auditor regularly performs IS controls 
audits of the entity (as is done, for example, by an IG or for annual 
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financial audits), the auditor may determine that a multiyear plan for 
performing IS controls audits is appropriate. Such a plan will cover 
relevant key entity applications, systems, and processing centers. 
These strategic plans should cover no more than a 3-year period and 
include the schedule and scope of assessments to be performed 
during the period and the rationale for the planned approach. The 
auditor typically evaluates these plans annually and adjusts them for 
the results of prior and current audits and significant changes in the 
IT environment, such as implementation of new systems.   

Multiyear testing plans can help to assure that all entity systems and 
locations are considered in the IS control evaluation process, to 
consider relative audit risk and prioritization of systems, and to 
provide sufficient evidence to support an assessment of IS control 
effectiveness, while helping to reduce annual audit resources under 
certain conditions. When appropriate, this concept allows the 
auditor to test computer-related general and business process 
application controls on a risk basis rather than testing every control 
every year. Under a multiyear testing plan, different controls are 
comprehensively tested each year, so that each significant general 
and business process control is selected for testing at least once 
during the multiyear period, which should not be more than 3 years. 
For example, a multiyear testing plan for an entity with five 
significant business process applications might include 
comprehensive tests of two or three applications annually, covering 
all applications in a 2 or 3 year period.  For systems with high IS 
risk, the auditor generally should perform annual testing. 

Such multiyear testing plans are not appropriate in all situations. 
For example, they are not appropriate for first-time audits, for 
audits where some significant business process applications or 
general controls have not been tested within a sufficiently recent 
period (no more than 3 years), or for audits of entities that do not 
have strong entitywide controls. Also, using this concept, the 
auditor should perform some limited tests and other activities 
annually for general and business process controls not selected for 
full testing; examples of such activities include updating the 
auditor’s understanding of the control environment, inquiring about 
control changes, and conducting walk-throughs. For example, 
because of the importance of system level critical control points, the 
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auditor generally updates the understanding of these yearly through 
limited tests. Multiyear testing is discussed in greater detail in FAM 
section 395 G: “Multiyear Testing of Controls.” 

2.1.9.F Communication with Entity Management and Those Charged with Governance 
The auditor should communicate information about the audit to 
appropriate entity management and those charged with governance.  
The auditor should document this communication, usually with an 
engagement letter. This step is particularly important in an IS 
controls audit because of the sensitivity of entity information 
systems and the nature of tests performed. Multiple meetings may 
be necessary with various levels of management so that they are 
adequately aware of the audit process. GAGAS requires that to help 
the various parties involved in the audit understand the audit 
objectives, time frames, and any data needs, the auditor should 
provide them with information about the specific nature of the 
audit, as well as general information concerning the planning and 
conduct of the audit and reporting. If the IS audit is performed as 
part of a broader financial or performance audit or attestation 
engagement, the auditor should coordinate this step with the audit 
team. 

As part of this communication, it may be useful to provide general 
protocols for conducting the IS controls audit. Such protocols might 
include the following: 

● Define the scope of the engagement. This might include an 
overview of the audit objectives, information about what is to be 
tested, when testing will occur, where and from what locations 
testing will be performed, who will be performing and monitoring 
the testing, and how the testing will be performed (for example, 
the methodology and tools that will be employed).  However, it is 
important to not disclose detailed audit procedures so that the 
tests become ineffective. 

● Communicate risks and steps taken by management to manage 
such risks. While risks cannot be eliminated entirely, they can be 
managed to an acceptable level to avoid, or at least minimize, 
service degradation or interruption. Auditors can communicate 
actions they have taken to minimize risks such as (a) not 
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2.1.9.G Service Organizations 

performing denial-of-service testing, (b) coordinating testing with 
the audited site, (c) having knowledgeable personnel from the 
audited site monitoring all testing, (d) testing the tools that will 
be used and gaining expertise in their use, (e) logging test 
parameters, (f) logging testing and results, (g) using network 
analyzers to monitor loads placed on the network during testing, 
and (h) performing testing during nonpeak hours, if possible. 

● Identify roles and responsibilities. Address the roles and 
responsibilities of each participant. Participants will likely 
include the test team, the auditors, the system owners, the 
systems security officer, the systems administrators, and 
contractors, if applicable. 

● Address logistical requirements. Logistical requirements would 
include information about such items as the organization’s range 
of Internet Protocol addresses and telephone numbers 
(particularly sensitive numbers that should be excluded from 
testing), analog telephone lines, wireless connections, Internet 
access paths, policies governing user accounts and passwords, 
etc. On-site workspace arrangements and entity points of contact 
might also be addressed. 

GAGAS requires certain communications with management, those 
charged with governance, and others. For financial audits, see AU 
380 and GAGAS 4.06. For attestation engagements, see GAGAS 6.06-
6.08. For performance audits, see GAGAS 7.46-7.48.  In situations in 
which those charged with governance are not clearly evident, 
auditors should document the process followed and conclusions 
reached for identifying those charged with governance.  

When IS controls that are significant to a GAGAS audit are 
performed by a service organization external to the audited entity, 
the auditor should determine how to obtain sufficient, appropriate 
evidence about the operating effectiveness of such controls. The 
auditor should coordinate these procedures with the audit 
procedures performed in support of critical element SM-7 “Ensure 
That Activities Performed by External Third Parties are Adequately 
Secure”. For example, the auditor should determine how 
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management of the audited entity monitors the effectiveness of IS 
controls at the service organization, such as through the receipt and 
analysis of a service auditor (SAS 7047) report. SAS 70 reports are 
discussed in more detail in Appendix VII. If the auditor uses a SAS 
70 report, the auditor is responsible for determining whether SAS 70 
report provides sufficient evidence about the operating 
effectiveness of IS controls performed by the service organization 
that are significant to the audit. Also, see section 2.1.9.H below. If IS 
controls are performed by service organizations, the auditor should 
document conclusions whether such controls are significant to the 
audit objectives and any audit procedures performed with respect to 
such controls (e.g., review of service auditor reports).   

The auditor should integrate evidence obtained about the operating 
effectiveness of service auditor controls into the IS controls audit. 
For example, the auditor should evaluate the effectiveness of IS 
controls for the combination of IS controls at the audited entity and 
at the service organization collectively. The preparation and use of 
service auditor reports are discussed further in Appendix VII, 
including how to determine whether the service auditor report 
contains sufficient, appropriate evidence.   

If the user auditor plans to use a service auditor’s report as audit 
evidence about the design and implementation and/or operating 
effectiveness of controls at the service organization, the user auditor 
should: 
• evaluate whether the description of the service organization’s 

system and, for type 2 reports, the service auditor’s description 
of tests of controls and results thereof, is as of a date or for a 
period that is appropriate for the user auditor’s purposes; 

• evaluate the sufficiency and appropriateness of the evidence 
provided for the understanding of internal control relevant to the 
audit; 

• evaluate whether the specific tests of controls performed by the 
service auditor and the results thereof as described in the type 2 

47The Auditing Standards Board of the American Institute of Certified Public Accountants is 
currently deliberating on possible changes to SAS 70 requirements. Users of the FISCAM 
should determine whether such changes have been made before applying this section. 
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2.1.9.H Using the Work of Others 

report are relevant to assertions in the user entity’s financial 
statements; and  

• determine whether complementary user entity controls identified 
by the service organization are relevant to the user entity and, if 
so, obtain an understanding of whether the user entity has 
designed and implemented such controls and test such controls. 

The auditor may be able to use the work of the other auditors to 
support findings or conclusions for the current audit. If auditors use 
the work of other auditors, they should perform procedures that 
provide a sufficient basis for using that work. For financial audits, 
further information on using the work of other auditors is discussed 
in FAM 650 and AU 336. For performance audits, as discussed in 
GAGAS 7.41-.43, auditors should obtain evidence concerning the 
other auditors’ qualifications and independence and should 
determine whether the scope, quality, and timing of the audit work 
performed by the other auditors is adequate for reliance in the 
context of the current audit objectives. Procedures that auditors 
may perform in making this determination include reviewing the 
other auditors’ report, audit plan, or audit documentation, and/or 
performing tests of the other auditors’ work. The nature and extent 
of evidence needed will depend on the significance of the other 
auditors’ work to the current audit objectives and the extent to 
which the auditors will use that work. 

As discussed in GAGAS 7.43, some performance audits may 
necessitate the use of specialized techniques or methods that 
require the skills of a specialist. If auditors intend to use the work of 
specialists, they should obtain an understanding of the qualifications 
and independence of the specialists. (See GAGAS paragraph 3.05 for 
independence considerations when using the work of others.) 
Evaluating the professional qualifications of the specialist involves 
the following:  

a. the professional certification, license, or other recognition of 
the competence of the specialist in his or her field, as 
appropriate; 

Page 95  2.1 Plan the Information System Controls Audit 



b. the reputation and standing of the specialist in the views of 
peers and others familiar with the specialist’s capability or 
performance; 

c. the specialist’s experience and previous work in the subject 
matter; and 

d. the auditors’ prior experience in using the specialist’s work. 

If the auditor plans to use the work of others, the auditor should 
document conclusions concerning the planned use of the work of 
others and any audit procedures performed with respect to using 
the work of others. 

2.1.9.I Audit Plan 
The auditor should prepare a written audit plan for each audit. The 
auditor should describe the objectives, scope, and methodology for 
the IS controls audit. The auditor should include planning 
information, discussed in the preceding sections of this chapter. If 
the IS controls audit is a component of a performance audit or 
attestation engagement, the auditor should integrate such 
information, as appropriate, into the overall audit plan. If the IS 
controls audit is a component of a financial audit, the auditor should 
integrate such information, as appropriate, with the overall audit 
strategy and audit plan for the financial audit. Additionally, the 
auditor generally should use the IS controls audit plan as a tool to 
communicate with the audit team. If the auditor believes that 
another auditor will use his or her work, the auditor may use the 
plan to coordinate with the other auditor. 

In planning the audit, the auditor generally will first assess the 
effectiveness of entitywide and system level general controls prior 
to testing business process application level controls, unless the 
purpose of the audit is to identify control weaknesses in the 
application area.  Without effective entitywide and system level 
general controls, business process application level controls may be 
rendered ineffective by circumvention or modification. 
Consequently, if general controls are not designed or operating 
effectively, the auditor may conclude that assessing business 
process application level controls is not efficient or necessary to 
achieve the audit objectives. In such cases, the auditor should 
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develop appropriate findings and consider the nature and extent of 
risks and their effect on the audit objectives and the nature, timing, 
and extent of audit procedures. However, if an audit objective is to 
identify control weaknesses within a business process application, 
an assessment of the business process application level controls 
would be appropriate. Also, testing of business process application 
level controls may be warranted when the auditor finds general 
control weaknesses mainly in areas with a relatively insignificant 
impact on business process controls and the key areas of audit 
interest, but not in more significant areas. 

GAGAS require that a written audit plan be prepared for each 
performance audit. The form and content of the written audit plan 
may vary among audits and may include an audit strategy, audit 
program, project plan, audit planning paper, or other appropriate 
documentation of key decisions about the audit objectives, scope, 
and methodology and of the auditor’s basis for these decisions. The 
auditor should update the plan, as necessary, to reflect any 
significant changes to the plan made during the audit. GAGAS 
include financial audit planning documentation standards. 

2.1.10 Documentation of Planning Phase 

The auditor should document the following information developed 
in the planning phase: 

● Objectives of the IS controls audit and, if it is part of a broader 
audit, a description of how such objectives support the overall 
audit objectives. 

● The scope of the IS controls audit. 
● The auditor’s understanding of the entity’s operations and key 

business processes, including, to the extent relevant to the audit 
objectives, the following: 
● The significance and nature of the programs and functions 

supported by information systems; 
● Key business processes relevant to the audit objectives, 

including business rules, transaction flows, and application 
and software module interaction; 
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● Significant general support systems and major applications 
that support each key process; 

● Background information request, if used; 
● Significant internal and external factors that could affect the 

IS controls audit objectives; 
● Detailed organization chart, particularly the IT and the IS 

components; 
● Significant changes in the IT environment/architecture or 

significant applications implemented within the past 2 years 
or planned within the next 2 years; and 

● The entity’s reliance on third parties to provide IT services 
(e.g., in-house, remote connectivity, remote processing). 

● A general understanding of the structure of the entity’s or 
component’s networks as a basis for planning the IS controls 
audit, including high-level and detailed network schematics 
relevant to the audit objectives. 

● Key areas of audit interest, including relevant general support 
systems and major applications and files. This includes (1) the 
operational locations of each key system or file, (2) significant 
components of the associated hardware and software (e.g., 
firewalls, routers, hosts, operating systems), (3) other significant 
systems or system-level resources that support the key areas of 
audit interest, and (4) prior audit problems reported. Also, the 
auditor should document all access paths in and out of the key 
areas of audit interest. 

● Factors that significantly increase or decrease IS risk and their 
potential impact on the effectiveness of information system 
controls. For each risk identified, the auditor should document 
the nature and extent of the risk; the conditions that gave rise to 
that risk; and the specific information or operations affected (if 
not pervasive). 

● Preliminary assessment of IS risks related to the key areas of 
audit interest and the basis for the assessed risk. For each risk 
identified, the auditor should document the nature and extent of 
the risk; the conditions that gave rise to that risk; and the specific 
information or operations affected (if not pervasive). The auditor 
should also document other considerations that may mitigate the 
effects of identified risks. 

Page 98  2.1 Plan the Information System Controls Audit 



● Critical control points. 
● A preliminary understanding of the entity’s IS controls, including 

the organization, staffing, responsibilities, authorities, and 
resources of the entity’s security management function. The 
auditor should include the following information in the 
documentation of their preliminary understanding of the design 
of IS controls, to the extent relevant to the audit objectives: 
● Identification of entitywide level controls (and appropriate 

system level controls) designed to achieve the control 
activities for each critical element within each general control 
area and a determination of whether they are designed 
effectively and implemented (placed in operation), including 
identification of control activities for which there are no or 
ineffective controls at the entitywide level and the related 
risks; 

● Identification of business process level controls for key 
applications identified as key areas of audit interest, 
determination of where those controls are implemented 
(placed in operation) within the entity’s systems, and the 
auditor’s conclusion about whether the controls are designed 
effectively, including identification of control activities for 
which there are no or ineffective controls and the related risks 
and the potential impact of any identified design weaknesses 
on the completeness, accuracy, validity, and confidentiality of 
application data; 

● Any internal or third-party information systems reviews, 
audits, or specialized systems testing (e.g., penetration tests, 
disaster recovery tests, and application-specific tests) 
performed during the last year; 

● Management’s plans of action and milestones, or their 
equivalent, that identify corrective actions planned to address 
known IS control weaknesses; 

● Status of the prior years’ audit findings; 
● Documentation for any significant computer security related 

incidents identified and reported for the last year; 
● Documented security plans; 
● Documented risk assessments for relevant systems (e.g.,

general support systems and major applications); 
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● System certification and accreditation documentation or 
equivalent for relevant systems; 

● Documented business continuity of operations plans and 
disaster recovery plans; and 

● A description of the entity’s use of third-party IT services 
● Relevant laws and regulations and their relation to the audit 

objectives. 
● Description of the auditor’s procedures to consider the risk of 

fraud, any fraud risk factors that the auditor believes could affect 
the audit objectives, and planned audit procedures to detect any 
fraud significant to the audit objectives. 

● Audit resources planned. 
● Current multiyear testing plans. 
● Documentation of communications with entity management. 
● If IS controls are performed by service organizations, 

conclusions whether such controls are significant to the audit 
objectives and any audit procedures performed with respect to 
such controls (e.g., review of service auditor reports) 

● If the auditor plans to use the work of others, conclusions 
concerning the planned use of the work of others and any audit 
procedures performed with respect to using the work of others. 

● Audit plan (and for financial audits, audit strategy) that 
adequately describes the objectives, scope, and methodology of 
the audit. 

● Any decision to reduce testing of IS controls due to the 
identification of significant IS control weaknesses. 
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2.2 Perform Information System Controls Audit Tests 
2.2.1 Overview 

In the testing phase of the IS controls audit, the auditor uses 
information obtained in the planning phase to test the effectiveness 
of IS controls that are relevant to the audit objectives. As audit 
evidence is obtained through performing control testing, the auditor 
should reassess the audit plan and consider whether changes are 
appropriate. 

While determining whether IS controls are appropriately designed 
and implemented and while performing tests of IS controls, the 
auditor should periodically assess the cumulative audit evidence 
obtained to identify any revisions needed to the audit plan.  For 
example, if significant weaknesses have been identified, the auditor 
may decide to perform less testing in remaining areas if audit 
objectives have been achieved. Conversely, the performance of 
tests may uncover additional areas to be tested. 

For those IS controls that the auditor determines are 
properly/suitably designed and implemented, the auditor determines 
whether to perform tests of the operating effectiveness of such 
controls. In determining whether to test the operating effectiveness 
of IS controls, the auditor should determine whether it is possible 
and practicable to obtain sufficient, appropriate audit evidence 
without testing IS controls. For federal financial statement audits 
and for Single Audits (compliance requirements), the auditor is 
required to test controls that are suitably designed and implemented 
to achieve a low assessed level of control risk. 

As discussed in Chapter 1, this manual is organized in a hierarchical 
structure to assist the auditor in performing the IS controls audit. 
Chapter 3 provides information concerning the general controls, and 
Chapter 4 provides information concerning four business process 
application level controls. Each of the chapters contains several 
control categories, which are groupings of related controls 
pertaining to similar types of risk. For each control category, this 
manual discusses the key underlying concepts and associated risks 
if the controls in the category are ineffective. 
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Chapter 3 is organized by five general control categories: 

● security management, 
● access controls, 
● configuration management, 
● segregation of duties, and 
● contingency planning. 

Chapter 4 is organized into four business process application level 
control categories: 

● business process application level general controls48 (also 
referred to as application security), 

● business process controls, 
● interface and conversion controls, and 
● data management systems controls. 

The last three business process application level control categories 
are collectively referred to herein as “business process application 
controls.” 

For each control category, the manual identifies critical elements— 
tasks that are essential for establishing adequate controls within the 
category. For each critical element, there is a discussion of the 
associated objectives, risks, and control activities, as well as related 
potential control techniques and suggested audit procedures. This 
hierarchical structure facilitates the auditor’s analysis of identified 
control weaknesses. 

Because control activities are generally necessary to achieve the 
critical elements, they are generally relevant to a GAGAS audit 
unless the related control category is not relevant, the audit scope is 
limited, or the auditor determines that, due to significant IS control 
weaknesses, it is not necessary to assess the effectiveness of all 

48The first category of business process controls is defined as general controls operating at 
the business process application level. 
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relevant IS controls. Within each relevant control activity, the 
auditor should identify control techniques implemented by the 
entity and determine whether the control techniques, as designed, 
are sufficient to achieve the control activity, considering IS risk and 
the audit objectives. The auditor may be able to determine whether 
control techniques are sufficient to achieve a particular control 
activity without evaluating and testing all of the control techniques. 
Also, depending on IS risk and the audit objectives, the nature and 
extent of control techniques necessary to achieve a particular 
control objective will vary. 

As discussed in Chapter 1, the FISCAM lists specific control 
activities and techniques and related suggested audit procedures. 
These are described at a high level and assume some level of 
expertise for an auditor to perform these audit procedures 
effectively. Accordingly, the auditor, applying judgment, should 
develop more detailed audit steps and tailor control activities based 
on the specific software and control techniques employed by the 
entity, the audit objectives, and significant areas of audit interest. 
Further, the auditor is responsible for identifying any necessary 
changes to IS control-related criteria, including changes to control 
activities and techniques, based on publications issued after 
December 2008. Future updates to the FISCAM, including any 
implementation tools and related materials, will be posted to the 
FISCAM website at http://www.gao.gov/special.pubs/fiscam.html. 

Also, the auditor should evaluate the nature and extent of testing 
performed by the entity. Such information can assist in identifying 
key controls and in assessing risk, but the auditor should not rely on 
testing performed by the entity in lieu of appropriate auditor testing.   

As discussed later in this section, if the control techniques 
implemented by the entity, as designed, are not sufficient to address 
the control activity, or the control techniques are not effectively 
implemented as designed, the auditor should determine the effect 
on IS controls and the audit objectives. 
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The auditor identifies control techniques and determines the 
effectiveness of controls at each of the following levels: 

● Entitywide or component level (general controls) Controls at the 
entity or component level consist of the entitywide or 
componentwide processes designed to achieve the control 
activities. They are focused on how the entity or component 
manages IS related to each general control activity in Chapter 3. 
For example, the entity or component may have an entitywide 
process for configuration management, including establishment 
of accountability and responsibility for configuration 
management, broad policies and procedures, development and 
implementation of monitoring programs, and possibly centralized 
configuration management tools.  The absence of entitywide 
processes may be a root cause of weak or inconsistent controls; 
for example, by increasing the risk that IS controls are not 
applied consistently across the organization. 

● System level (general controls). Controls at the system level 
consist of processes for managing specific system resources 
related to either a general support system or major application. 
These controls are more specific than those at the entity or 
component level and generally relate to a single type of 
technology. Within the system level are three further levels that 
the auditor should assess: network, operating system, and 
infrastructure application. The three sublevels can be defined as 
follows: 
● Network. A network is an interconnected or intersecting 

configuration or system of components. For example, a 
computer network allows applications operating on various 
computers to communicate. 

● Operating system. An operating system is software that 
controls the execution of computer programs and may 
provide various services. For example, an operating system 
may provide services such as resource allocation, scheduling, 
input/output control, and data management. 

● Infrastructure applications. Infrastructure applications are 
software that is used to assist in performing systems 
operations, including management of network devices. These 
applications include databases, e-mail, browsers, plug-ins, 
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utilities, and applications not directly related to business 
processes. For example, infrastructure applications allow 
multiple processes running on one or more machines to 
interact across a network. 

For an example of the identification of system level controls, 
take configuration management. The auditor who is evaluating 
configuration management at the system level should determine 
whether the entity has applied appropriate configuration 
management practices for each significant type of technology 
(e.g., firewalls, routers) in each of the three sublevels (e.g., 
specific infrastructure applications). Such configuration 
management practices typically include standard configuration 
guidelines for the technology and tools to effectively determine 
whether the configuration guidelines are effectively 
implemented.  

● Business process application level. Controls at the business 
process application level consist of policies and procedures for 
controlling specific business processes. For example, the entity’s 
configuration management should reasonably ensure that all 
changes to application systems are fully tested and authorized. 

Chapter 3 includes general control activities that are applicable to 
the entitywide and system levels, and Chapter 4 includes the general 
controls applied at the business process application level (also 
referred to as application security) as well as the three categories of 
business process application controls. The control techniques for 
achieving the control activities and the related audit tests vary 
according to the level to which they are being applied. However, 
they are described at a high level in this manual, and these 
descriptions assume some expertise about the subject to be 
effectively performed. Thus, the auditor should develop more 
detailed audit steps based on the entity’s specific software and 
control techniques, after consulting with the financial or 
performance auditor about audit objectives and significant areas of 
audit interest. This manual lists specific control activities and 
techniques and related suggested audit procedures. Table 1 shows 
the control categories applicable at each level. 
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Table 1: Control Categories Applicable at Different Levels of Audit  

Source: GAO. 
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related to the network, operating system, and infrastructure 
application components. For example, if a particular router was 
deemed to be a critical control point, the auditor generally should 
test controls related to the router itself (a network component), its 
operating system, and the infrastructure application that is used to 
manage the router. Access to any of these could lead to access to 
the control point. See the discussion of control dependencies in the 
above section entitled “Identify Critical Control Points”. 

As discussed in audit planning (section 2.1.2), the auditor 
determines the appropriate scope of the IS controls audit, including 

● the organizational entities to be addressed (e.g., entitywide, 
selected component(s), etc.); 

● the breadth of the audit (e.g., overall conclusion on IS control 
effectiveness, review of a specific application or technology area, 
such as wireless or UNIX, etc.); 

● the types of IS controls to be tested: 
● general and/or business process application level controls to be 

tested, or selected components; or 
● all levels of the entity’s information systems, or selected levels 

(e.g., entitywide, system level, or business process application 
level, or selected components of them. 

The auditor should perform the following procedures as part of 
testing the effectiveness of information system controls: 

● Understand information systems relevant to the audit objectives, 
building on identification of key areas of audit interest and 
critical control points. 

● Determine which IS control techniques are relevant to the audit 
objectives. The control categories, critical elements, and control 
activities in Chapters 3 and 4 are generally relevant to all audits. 
However, if the auditor is not performing a comprehensive audit, 
for example, an application review, then there may be no need to 
assess controls in Chapter 3. 

● For each relevant IS control technique, determine whether it is 
suitably designed to achieve the critical activity and has been 
implemented — placed in operation (if not done earlier). 
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● Perform tests to determine whether such control techniques are 
operating effectively. 

● Identify potential weaknesses in IS controls. For each potential 
weakness, consider the impact of compensating controls or other 
factors that mitigate or reduce the risks related to potential 
weaknesses. 

Understand Information Systems Relevant to the Audit 

Objectives 

The auditor should obtain and document an understanding of the 
information processing steps performed in information systems that 
are significant to the audit objectives, including: 
• The manner in which transactions are initiated; 
• The nature and type of records and source documents; 
• The processing involved from the initiation of transactions to 

their final processing, including the nature of computer files and 
the manner in which they are accessed, updated, and deleted; 
and 

• For financial audits, the process used to prepare the entity's 
financial statements and budget information, including 
significant accounting estimates, disclosures, and computerized 
processing. 

This understanding builds on information obtained in audit planning 
(e.g., identification of key areas of audit interest and critical control 
points). For efficiency, the auditor may combine this step with audit 
planning to aid in the identification of relevant controls. The auditor 
should perform and document walk-throughs for all business 
process applications that are significant to the audit objectives. 
Walk-throughs are important for understanding the information 
processing and for determining appropriate audit procedures. 

Identify IS Control Techniques That Are Relevant to the 

Audit Objectives 

Based on the results of audit planning and other procedures 
performed, the auditor should identify the control categories, 
critical elements, control activities, and control techniques that are 
relevant to the IS audit. In doing this, the auditor considers the audit 
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objectives and audit scope, the extent of IS risk and the preliminary 
understanding of IS controls. The process for identifying relevant 
control techniques is summarized below. 

For IS audits that are stand alone GAGAS audits, generally all of the  
control categories, critical elements, and control activities are 
relevant to the audit objectives, unless specifically not part of the 
audit objectives. For example, in an evaluation of the effectiveness 
of business process controls in a specific application, the general 
controls in Chapter 3 may or may not be part of the audit objectives.  

At the entitywide level and for each critical control point (including 
control dependencies) at the system and business process 
application levels, the auditor should identify and document the 
control techniques used by the entity to achieve each relevant 
control activity. For purposes of illustration, using the example of 
the router that is a critical control point (as discussed in section 
2.1.7), the auditor would identify and document the control 
techniques used by the entity to achieve the control activities 
related to each relevant control category and critical element for the 
router and for the related control dependencies. 

If the IS audit is part of a broader financial audit, performance audit, 
or attestation engagement, the auditor should obtain, from the 
overall audit team, audit documentation that identifies internal 
controls that are significant to the audit objectives. For financial 
audits performed under the FAM, such controls are identified in the 
SCE form. For each internal control technique that is identified as 
significant to the audit objectives (significant control technique) , 
the audit team should determine whether it is an IS control. An IS 
controls specialist generally should review and concur with the 
audit team’s identification of IS controls, particularly with respect to 
whether all IS controls were properly identified as such. 

The auditor should identify and document the other entitywide, 
system, and business process level IS controls upon which the 
effectiveness of each significant IS control technique depends. 
These other IS controls will principally relate to the entitywide level 
controls and to controls over each of the critical control points 
(including control dependencies) at the system and business 
process application levels. For example, if the IS control is the 

Page 109  2.2 Perform Information System Controls Audit Tests 



review of an exception report, the auditor should identify and test 
the business process application controls directly related to the 
production of the exception report, as well as the general and other 
business process application controls upon which the reliability of 
the information in the exception report depends, including the 
proper functioning of the business process application that 
generated the exception report and the reliability of the data used to 
generate the exception report. In addition, the auditor should test 
the effectiveness of the user control (i.e., management review and 
followup on the items in the exception report).   

For each relevant IS control technique, the auditor should determine 
whether it is (1) designed effectively to achieve the related control 
activity, considering IS risk and the audit objectives, and (2) 
implemented (placed in operation). The auditor may be able to 
determine whether control techniques are sufficient to achieve a 
particular control activity without evaluating and testing all of the 
control techniques. Also, depending on IS risk and the audit 
objectives, the nature and extent of control techniques necessary to 
achieve a particular control objective will vary.  

The auditor generally should evaluate the design effectiveness and 
test only the control techniques necessary to achieve the relevant 
audit activities. For example, if there are two control techniques, 
each of which individually would achieve the control activity, the 
auditor generally would evaluate and test only one control 
technique. However, if the auditor determines that the control 
technique evaluated and tested was not effective, the auditor would 
consider the effectiveness of the other control technique. 

Also, the auditor should evaluate the nature and extent of testing 
performed by the entity. Such information can assist in identifying 
key controls and in assessing risk, but the auditor should not rely on 
testing performed by the entity in lieu of appropriate auditor testing.  
If the control techniques implemented by the entity, as designed, are 
not sufficient to address the control activity, or the control 
techniques are not effectively implemented as designed, the auditor 
should determine the effect on IS controls and the audit objectives. 

For efficiency, the auditor may implement a tiered approach to the 
identification and evaluation of the design effectiveness of relevant 
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IS control techniques, as discussed later in this session, beginning 
with entitywide level controls, followed by system level controls, 
then by business process application level controls. 

Appendices II and III may be used to identify and summarize 
relevant IS controls at the entitywide, system, and business process 
application levels. 

Test Information System Controls 

The auditor should design and conduct tests of relevant control 
techniques that are effective in design to determine their 
effectiveness in operation. 

It is generally more efficient for the auditor to test IS controls on a 
tiered basis, starting with the general controls at the entitywide and 
system levels, followed by the general controls at the business 
process application level, and concluding with tests of business 
process application, interface, and data management system 
controls at the business process application level. Such a testing 
strategy may be used because ineffective IS controls at each tier 
generally preclude effective controls at the subsequent tier. 

If the auditor identifies IS controls for testing, the auditor should 
evaluate the effectiveness of 
• general controls at the entitywide and system level; 
• general controls at the business process application level; and 
• specific business process application controls (business process 

controls, interface controls, data management system controls), 
and/or user controls, unless the IS controls that achieve the 
control objectives are general controls. 

The auditor should determine whether entitywide and system level 
general controls are effectively designed, implemented, and 
operating effectively by 
• identifying applicable general controls; 
• determining how those controls function, and whether they have 

been placed in operation; and 
• evaluating and testing the effectiveness of the identified controls. 
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The auditor should document the understanding of general controls 
and should conclude whether such controls are effectively designed, 
placed in operation, and, for those controls tested, operating as 
intended. 

Based on the results of the IS controls audit tests, the auditor should 
determine whether the control techniques are operating effectively 
to achieve the control activities. Controls that are not properly 
designed to achieve the control activities or that are not operating 
effectively are potential IS control weaknesses. For each potential 
weakness, the auditor should determine whether there are specific 
compensating controls or other factors that could mitigate the 
potential weakness. If the auditor believes that the compensating 
controls or other factors could adequately mitigate the potential 
weakness and achieve the control activity, the auditor should obtain 
evidence that the compensating or other control is effectively 
operating and actually mitigates the potential weakness. If it 
effectively mitigates the potential weakness, the auditor can 
conclude that the control activity is achieved; however, the auditor 
may communicate such weaknesses to the entity. If the potential 
weakness is not effectively mitigated, the potential weakness is an 
actual weakness. The auditor evaluates its effects on IS controls in 
combination with other identified weaknesses in the reporting 
phase. 

Tests of General Controls at the Entitywide and System Levels 

The auditor may test general controls through a combination of 
procedures, including observation, inquiry, inspection (which 
includes a review of documentation on systems and procedures), 
and reperformance using appropriate test software. Although 
sampling is generally not used to test general controls, the auditor 
may use sampling to test certain controls, such as those involving 
approvals. 

If general controls at the entitywide and system levels are not 
effectively designed and operating as intended, the auditor will 
generally be unable to obtain satisfaction that business process 
application-level controls are effective. In such instances, the 
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auditor should (1) determine and document the nature and extent of 
risks resulting from ineffective general controls and (2) identify and 
test any manual controls that achieve the control objectives that the 
IS controls were to achieve.  

However, if manual controls do not achieve the control objectives, 
the auditor should determine whether any specific IS controls are 
designed to achieve the objectives. If not, the auditor should 
develop appropriate findings principally to provide 
recommendations to improve internal control. If specific IS controls 
are designed to achieve the objectives, but are in fact ineffective 
because of poor general controls, testing would typically not be 
necessary, except to support findings. 

Tests of General Controls at the Business Process Application 

Level 

If the auditor reaches a favorable conclusion on general controls at 
the entitywide and system levels, the auditor should evaluate and 
test the effectiveness of general controls for those applications 
within which business process application controls or user controls 
are to be tested. These business process application level general 
controls are referred to as Application Security (AS) controls in 
Chapter 4. 

If general controls are not operating effectively within the business 
process application, business process application controls and user 
controls generally will be ineffective. If the IS controls audit is part 
of a financial or performance audit, the IS controls specialist should 
discuss the nature and extent of risks resulting from ineffective 
general controls with the audit team. The auditor should determine 
whether to proceed with the evaluation of business process 
application controls and user controls. 

Tests of Business Process Application Controls and User Controls 

The auditor generally should perform tests of those business 
process application controls (business process, interface, data 
management), and user controls necessary to achieve the control 
objectives where the entitywide, system, and application-level 
general controls were determined to be effective. 

Page 113  2.2 Perform Information System Controls Audit Tests 



If IS controls are not likely to be effective, the auditor should obtain 
a sufficient understanding of control risks arising from information 
systems to 
• identify the impact on the audit objectives, 
• design audit procedures, and 
• develop appropriate findings. 

Also, in such circumstances, the auditor considers whether manual 
controls achieve the control objectives, including manual controls 
that may mitigate weaknesses in IS controls. If IS controls are not 
likely to be effective and if manual controls do not achieve the 
control objectives, the auditor should identify and evaluate any 
specific IS controls that are designed to achieve the control 
objectives to develop recommendations for improving internal 
controls. 

IS controls that are not effective in design do not need to be tested. 
If the auditor determined in a prior year that controls in a particular 
accounting application were ineffective and if management 
indicates that controls have not significantly improved, the auditor 
need not test them. 

2.2.2 Nature, Timing, and Extent of Control Tests 

To assess the operating effectiveness of IS controls, auditors should 
perform an appropriate mix of audit procedures to obtain sufficient, 
appropriate evidence to support their conclusions. Such procedures 
could include the following: 

● Inquiries of IT and management personnel can enable the auditor 
to gather a wide variety of information about the operating 
effectiveness of control techniques. The auditor should 
corroborate responses to inquiries with other techniques. 

● Questionnaires can be used to obtain information on controls 
and how they are designed. 

● Observation of the operation of controls can be a reliable source 
of evidence. For example, the auditor may observe the 
verification of edit checks and password controls.  However, 
observation provides evidence about controls only when the 
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auditor was present. The auditor needs other evidence to be 
satisfied controls functioned the same way throughout the 
period. 

● The auditor may review documentation of control polices and 
procedures. For example, the entity may have written policies 
regarding confidentiality or logical access. Review of documents 
will allow the auditors to understand and assess the design of 
controls. 

● Inspection of approvals/reviews provides the auditor with 
evidence that management is performing appropriate control 
checks. The auditor may combine these tests with discussions 
and observations. 

● Analysis of system information (e.g., configuration settings, 
access control lists, etc.) obtained through system or specialized 
software provides the auditor with evidence about actual system 
configuration. 

● Data review and analysis of the output of the application 
processing may provide evidence about the accuracy of 
processing. For example, a detailed review of the data elements 
or analytical procedures of the data as a whole may reveal the 
existence of errors. Computer-assisted audit techniques (CAAT) 
may be used to test data files to determine whether invalid 
transactions were identified and corrected by programmed 
controls. However, the absence of invalid transactions alone is 
insufficient evidence that the controls effectively operated. 

● Reperformance of the control could be used to test the 
effectiveness of some programmed controls by reapplying the 
control through the use of test data. For example, the auditor 
could prepare a file of transactions that contains known errors 
and determine if the application successfully captures and 
reports the known errors. 

In assessing the operating effectiveness of IS controls, the auditor 
may determine that it is appropriate to attempt to gain access to 
identified key systems (e.g., vulnerability assessments or 
penetration tests). Consideration should be given to performing this 
type of tests when (1) a new system is developed or major system 
upgrade occurs, (2) major changes are made to the environment the 
system operates, and (3) serious weaknesses are identified that may 

Page 115  2.2 Perform Information System Controls Audit Tests 



impact the system. See NIST SP 800-53A, Appendix G for further 
guidance on penetration testing. In performing this testing, it is 
important that the auditor and entity management have a common 
understanding of the type of tests to be performed, scope of the 
tests, and the risks involved in performing this testing. See SM-5 for 
further discussion of vulnerability assessments and section 2.1.9.F. 
concerning communication with entity management. 

In determining the appropriate timing for tests of IS controls, the 
auditor should consider appropriate factors, including, among other 
things, whether the audit objectives relate to a specific point in time 
or to a period of time, the nature of the evidential matter that is 
available (evidence of the proper operation of many IS controls is 
available only at the time of the test), the extent of  information 
system risk, the significance or criticality of the IS control to the 
audit objectives, and the effectiveness of entitywide and security 
management controls in reasonably assuring that IS controls 
operated consistently during the relevant period. 

Audit procedures may include a selection of specific items (e.g., 
access forms). In addition, the auditor may need to determine, 
among multiple instances of a type of network component, which 
specific components to test. For example, the entity may have many 
internet access points or multiple instances of a data base. The 
auditor should exercise judgment in determining the number of 
items to select and the method used to select them. Generally, such 
judgment would include consideration of the related information 
system risk, the significance or criticality of the specific items in 
achieving the related control objectives, the location of the network 
component in relation to the key areas of audit interest, and the 
extent of consistency in the configuration of the components.   
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2.2.3 Documentation of Control Testing Phase 

Information developed in the testing phase that the auditor should 
document includes the following: 

● An understanding of the information systems that are relevant to 
the audit objectives 

● IS Control activities relevant to the audit objectives 
● By level (e.g., entitywide, system, business process application) 

and system sublevel (e.g., network, operating system, 
infrastructure applications), a description of control techniques 
used by the entity to achieve the relevant IS control objectives 
and activities 

● By level and sublevel, specific tests performed, including 
● related documentation that describes the nature, timing, and 

extent of the tests; 
● evidence of the effective operation of the control techniques 

or lack thereof (e.g., memos describing procedures and 
results, output of tools and related analysis); 

● if a control is not achieved, any compensating controls or 
other factors and the basis for determining whether they are 
effective; 

● the auditor’s conclusions about the effectiveness of the 
entity’s IS controls in achieving the control objective; and 

● for each weakness, whether the weakness is a material 
weakness, significant deficiency or just a deficiency, as well 
as the criteria, condition, cause, and effect if necessary to 
achieve the audit objectives. The aggregate effect of all 
weaknesses is evaluated in the next section (2.3). 

Appendices II and III may be used to summarize the results of 
testing. 
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2.3 Report Audit Results 
After completing the testing phase, the auditor summarizes the 
results of the audit, draws conclusions on the individual and 
aggregate effect of all identified IS control weaknesses on audit risk 
and audit objectives and reports the results of the audit. Such 
evaluation includes consideration of (1) the effect of weaknesses 
identified by the auditor’s current testing, (2) followup on 
weaknesses reported in previous audits or evaluations that are 
relevant to the audit objectives, and (3) other uncorrected 
weaknesses that have been identified and/or reported by 
management or others that are relevant to the audit objectives. The 
auditor evaluates the effect of any weaknesses on the entity’s ability 
to achieve each of the critical elements in Chapters 3 and 4 and on 
the risk of unauthorized access to key systems or files. Also, the 
auditor evaluates potential control dependencies. 

For each critical element, the auditor should make a summary 
determination as to whether the critical element is achieved, 
considering entitywide, system, and business process application 
levels collectively. The auditor should evaluate the effect of related 
underlying control activities that are not achieved. In addition, 
based on identified weaknesses, the auditor should determine the 
effectiveness of IS controls for each of the five categories of general 
controls or the four categories of application-level controls. If a 
critical element is not achieved, then (1) the respective control 
category is not likely to be achieved and (2) in the absence of strong 
compensating controls, overall IS controls are unlikely to be 
effective. If one or more of the nine control categories are not 
effectively achieved, IS controls are ineffective, unless other factors 
sufficiently reduce the risk. The auditor uses professional judgment 
in making such determinations. Also, the auditor should determine 
whether IS control weaknesses identified by the audit were 
identified in the entity’s Plans of Action and Milestones (POA&Ms) 
or equivalent document. If not, the auditor generally should attempt 
to determine why they were not identified by the entity as 
appropriate and report weaknesses in the reporting process. 

Also, the auditor should evaluate whether the aggregate 
combination of weaknesses could result in unauthorized access to 
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systems or files supporting key areas of audit interest, resulting in a 
significant internal control deficiency. Guidance for evaluating IS 
controls and determining the appropriate reporting are discussed 
separately for financial audits and attestation engagements and for 
performance audits in the following sections.  

For example, a series of weaknesses might result in individuals 
having the ability to gain unauthorized external access to entity 
systems, escalate their privileges to obtain a significant level of 
access to critical control points, and consequently achieve access to 
key areas of audit interest. The auditor can use simplified network 
schematics annotated with weaknesses related to key system 
components to document the impact of a series of weaknesses. 
Such documentation may be developed as the audit progresses, 
allowing the auditor to demonstrate on the system that the 
weaknesses in fact exist and can be exploited to achieve the 
expected result. Also, such documentation can assist in 
communicating the related risks to entity management. Figure 3 is 
an example of a simplified network schematic annotated with 
weaknesses related to key system components. 
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Figure 3. Example of Network Schematic Describing System Weaknesses 

Source: GAO and Visio. 

Further, the auditor should evaluate the potential impact of any 
identified weaknesses on the completeness, accuracy, validity, and 
confidentiality of application data relevant to the audit objectives. 
(See Chapter 4 for a description of completeness, accuracy, validity, 
and confidentiality.) 

When IS controls audits are performed as part of a broader financial 
or performance audit or attestation engagement, the auditor should 
coordinate with the audit team to determine whether significant 
controls are dependent on IT processing. In very rare 
circumstances, the auditor may determine that IS controls, in the 
aggregate, are ineffective, but that the entity has overall 
compensating controls not dependent on IT processing or that other 
factors mitigate or reduce the risks arising from IS control 
weaknesses. For example, manual reviews of support for all 
disbursements could mitigate certain IS risks related to a 
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disbursement system. If compensating controls or other factors are 
present, the auditor should document such controls or factors, test 
them appropriately to determine whether they effectively mitigate 
the identified IS control weaknesses, and draw conclusions about 
the nature and extent of the risks that remain after considering such 
controls or factors. 

As noted earlier in the section entitled “Understand the Overall 
Audit Objectives and Related Scope of the Information System 
Controls Audit,” if achieving the audit objectives does not require an 
overall conclusion on IS controls or only relates to certain 
components of the entity or a subset of controls, the auditor’s 
assessment would not necessarily identify all significant IS control 
weaknesses. For example, a limited review of controls over a type of 
operating system may not identify any significant weaknesses, 
although there may be very significant weaknesses in other areas 
that the auditor may not be aware of because of the limited scope of 
the audit. Consequently, the auditor should evaluate the potential 
limitations of the auditor’s work on the auditor’s report and the 
needs and expectations of users. The auditor may determine that, 
because the limitations are so significant, the auditor (1) will 
communicate the limitations to the audited entity, those charged 
with governance, and those requesting the audit and (2) clearly 
report such limitations on the conclusions in the audit report. For 
example, in reporting on an audit of an operating system, the auditor 
may determine that it is appropriate to clearly report that the scope 
of the assessment was limited to the operating system and that, 
consequently, additional IS control weaknesses may exist that could 
impact the effectiveness of IS controls related to the operating 
system and to the entity as a whole. 

The auditor should express the effect of identified IS control 
weaknesses in terms of the audit objectives. The following sections 
provide guidelines for assessing IS controls in financial and 
performance audits. For financial audits and attestation 
engagements, GAGAS states that auditors should report material 
weaknesses and other significant deficiencies. 
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2.3.1 Financial Audits and Attestation Engagements 

The auditor should conclude whether IS control weaknesses, 
individually or in the aggregate, constitute a significant deficiency or 
material weakness in financial reporting. The auditor should 
coordinate these procedures with the overall audit team. For 
financial audits, GAGAS and OMB Circular A-123 state that a control 
deficiency exists when the design or operation of a control does not 
allow management or employees, in the normal course of 
performing their assigned functions, to prevent or detect 
misstatements on a timely basis. A deficiency in design exists when 
(a) a control necessary to achieve the control activity is missing or 
(b) an existing control is not properly designed so that even if the 
control operates as designed, the control activity is not always 
achieved. A deficiency in operation exists when a properly designed 
control does not operate as designed or when the person performing 
the control does not possess the necessary authority or 
qualifications to perform the control effectively.  In addition, in 
financial audits of federal entities, the auditor should evaluate the 
effect of IS control weaknesses on FFMIA and FMFIA reporting. 

GAGAS uses the following definitions and guidelines for classifying 
internal control weaknesses for financial audits and attestation 
engagements: 

A significant deficiency is a deficiency in internal control, or 
combination of deficiencies, that adversely affects the entity’s ability 
to initiate, authorize, record, process, or report financial data 
reliably in accordance with generally accepted accounting principles 
(or in accordance with the applicable criteria or framework for 
attestation engagements) such that there is more than a remote 
likelihood49 that a misstatement of the entity’s financial statements 
(or misstatement of the subject matter for attestation engagements) 

49The term “more than remote” used in the definitions for significant deficiency and 
material weakness means “at least reasonably possible.” The following definitions apply: 
(1) Remote—The chance of the future events occurring is slight. (2) Reasonably possible— 
The chance of the future events or their occurrence is more than remote but less than 
likely. (3) Probable—The future events are likely to occur. 
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that is more than inconsequential50 will not be prevented or 
detected. 

A material weakness is a significant deficiency, or combination of 
significant deficiencies, that results in more than a remote 
likelihood that a material misstatement of the financial statements 
(or misstatement of the subject matter for attestation engagements) 
will not be prevented or detected. 

OMB Circular A-123 uses the same definition for significant 
deficiency, but continues to refer to it as a reportable condition. 

In determining whether IS control deficiencies, individually or in the 
aggregate, constitute a significant deficiency or material weakness, 
the auditor should evaluate several factors, including the following:  

● The likelihood that an individual could obtain unauthorized 
access to or perform unauthorized or inappropriate activities on 
key entity systems or files that could affect information recorded 
in the financial statements. This might include (1) the ability to 
obtain root access to systems that house key financial systems 
(including feeder systems), thereby enabling unauthorized users 
to read, add, delete, modify, or exfiltrate financial data either 
directly or through the introduction of unauthorized software; 
(2) the ability to directly access and modify files containing 
financial information; or (3) the ability to assign unauthorized 
application user rights, thereby entering unauthorized 
transactions. 

● The nature of unauthorized access that could be obtained (e.g., 
limited to system or application programmers or system 
administrators; all authorized system users; or anyone through 

50The phrase “more than inconsequential” as used in the definition of significant deficiency 
describes the magnitude of potential misstatement that could occur as a result of a 
significant deficiency and serves as a threshold for evaluating whether a control deficiency 
or combination of control deficiencies is a significant deficiency. A misstatement is 
“inconsequential” if a reasonable person would conclude, after considering the possibility 
of further undetected misstatements, that the misstatement, either individually or when 
aggregated with other misstatements, would clearly be immaterial to the financial 
statements. If a reasonable person would not reach such a conclusion regarding a 
particular misstatement, that misstatement is more than inconsequential. 
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unauthorized external access through the Internet) or the nature 
of unauthorized or inappropriate activity that could be 
performed. 

● The likelihood that financial statement amounts could be 
materially affected. 

● The likelihood that other controls including business process 
application controls would prevent or detect such unauthorized 
access. Generally, if the effectiveness of such other controls 
depends on computer processed information, it is unlikely that 
they could effectively prevent or detect such access; unless the 
identified IS control weaknesses could not reasonably result in 
the ability to compromise such other controls. 

● The risk that management could override controls (such as 
through excessive access rights). 

Based upon these considerations, the auditor should determine 
whether IS control deficiencies, individually or in the aggregate, are 
a material weakness or significant deficiency. Also, the auditor 
should evaluate whether significant deficiencies, in combination, 
result in material weaknesses. If so, the auditor should determine 
them to be material weaknesses in drawing conclusions as to the 
effectiveness of internal control and reporting findings, as discussed 
in FAM paragraphs 580.42–.48 and 580.51–.58. If the control 
deficiencies constitute a material weakness, the auditor should 
conclude that internal controls are not effective. 

Financial auditors may take one of two different approaches to 
reporting on internal control: (1) express an opinion on internal 
control (see FAM paragraphs 580.38-.48) or (2) report weaknesses 
found, categorized as material weaknesses or other significant 
deficiencies, but do not give an opinion (see FAM paragraphs 
580.49-.50). GAO auditors generally express an opinion on internal 
control. In either case, the auditor considers whether internal 
control is sufficient to meet the following control objectives insofar 
as those objectives pertain to preventing or detecting 
misstatements, losses, or noncompliance that would be material in 
relation to the financial statements:  
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● Reliability of financial reporting—transactions are properly 
recorded, processed, and summarized to permit the preparation 
of the financial statements and supplemental information in 
accordance with Generally Accepted Accounting Principles 
(GAAP), and assets are safeguarded against loss from 
unauthorized acquisition, use, or disposition. 

● Compliance with applicable laws and regulations—transactions 
are executed in accordance with laws governing the use of 
budget authority; other laws and regulations that could have a 
direct and material effect on the financial statements or required 
supplementary information (RSI); and any other laws, 
regulations, and governmentwide policies identified by OMB in 
its audit guidance. 

The auditor may report weaknesses that do not meet the criteria for 
significant deficiencies in a letter to management or orally to an 
appropriate level of the entity. The auditor may include suggestions 
for corrective action for these less significant weaknesses if enough 
is understood about their cause. (More detailed information on how 
and where to report control weaknesses for financial statement 
audits is presented in sections 580.48 through 580.52 of the FAM.) 

Note that SAS 115, issued in October 2008, which is incorporated 
into GAGAS, revised the definitions of material weakness and 
significant deficiency for financial audits. The SAS is effective for 
audits of financial statements for periods ending on or after 
December 15, 2009. The revised definitions are as follows: 

• A material weakness is a deficiency, or combination of 
deficiencies, in internal control, such that there is a reasonable 
possibility that a material misstatement of the entity’s financial 
statements will not be prevented, or detected and corrected on a 
timely basis.  

• A significant deficiency is a deficiency, or a combination of 
deficiencies, in internal control that is less severe than a material 
weakness, yet important enough to merit attention by those 
charged with governance. 

Check the FISCAM website for any updates at 
http://www.gao.gov/special.pubs/fiscam.html. 
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2.3.2 Performance Audits 

The auditor should draw conclusions on the effectiveness of IS 
controls relevant to the audit objectives. Depending on the audit 
objectives, the auditor’s report will vary. For example, the auditor’s 
report may 

● provide an overall conclusion (e.g., the entity’s IS controls are or 
are not effective in achieving the IS control objectives relevant to 
the audit) and communicate identified weaknesses; 

● limit reporting to identified weaknesses without providing an 
overall conclusion (e.g., “based on our work, we identified the 
following IS control weaknesses”); or 

● if in support of a broader performance audit, report findings in 
the context of the audit objectives, such as how they relate to the 
assessment of the reliability of computer-processed data. 

GAGAS state that auditors should include in their audit reports the 
scope of their work on internal control (which includes IS controls) 
and any deficiencies in internal control that are significant within 
the context of the audit objectives and based upon the audit work 
performed. Determining whether and how to communicate to 
officials of the audited entity internal control deficiencies that have 
an inconsequential effect on the financial statement or subject 
matter is a matter of professional judgment. Auditors should 
document such communications. The auditor may report such 
inconsequential weaknesses orally to officials of the entity or in a 
separate written communication. 

In determining the significance of the IS control weaknesses, the 
auditor should evaluate several factors, including the following: 

● The likelihood that an individual could obtain unauthorized 
access to or perform unauthorized or inappropriate activities on 
key entity systems or files that could affect key areas of audit 
interest. This might include (1) the ability to obtain root access to 
systems that house key areas of audit interest (including 
supporting systems), thereby enabling an intruder to read, add, 
delete, modify, or exfiltrate data either directly or through the 
introduction of unauthorized software; (2) the ability to directly 
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access and modify files related to key areas of audit interest; or 
(3) the ability to assign unauthorized application user rights, 
thereby enabling an intruder to enter unauthorized transactions 
or perform unauthorized activities. 

● The nature of unauthorized access that could be obtained (e.g., 
limited to system or application programmers or system 
administrators; authorized system users; or anyone through 
unauthorized external access through the Internet) 

● The likelihood that the achievement of the audit objectives would 
be significantly affected. 

● The likelihood that other controls including business process 
application controls would prevent or detect such unauthorized 
access. Generally, if the effectiveness of such other controls 
depends on computer processed information, it is unlikely that 
they could effectively prevent or detect such access, unless the 
identified IS control weaknesses could not reasonably result in 
the ability to compromise such other controls. 

● The risk that management could override controls (such as 
through excessive access rights). 

Under GAGAS (Section 8.03), the auditor must issue audit reports 
communicating the results of each completed performance audit, 
including GAGAS audits performed to meet FISMA requirements. 
GAGAS also states that auditors should include in the audit report 
(1) the scope of their work on internal control and (2) any 
deficiencies in internal control that are significant within the 
context of the audit objectives and based upon the work performed. 
Such deficiencies would include any identified significant internal 
control deficiencies. 

2.3.3 Other Audit Reporting Considerations 

It is important to report IS control weaknesses in terms that are 
understandable to individuals who may have limited expertise 
regarding information systems issues. In this regard, the auditor 
generally should define technical terms and avoid jargon and 
undefined abbreviations and acronyms. 
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Auditors should develop the elements of the findings to the extent 
necessary to achieve the audit objectives. The extent to which the 
auditor should develop the elements for a finding (criteria, 
condition, cause, and effect) depends on the audit objectives. If 
auditors are able to sufficiently develop the findings, they should 
provide recommendations for corrective action if they are 
significant within the context of the audit objectives. 

Criteria describe the required or desired state, or what is expected 
from the program or operation. Condition is the actual situation. 
Cause is the factor or factors responsible for the difference between 
condition and criteria. Effect is the impact of the difference between 
the condition and the criteria. This information helps senior 
management understand the significance of the weakness and 
develop appropriate corrective actions. For most types of IS control 
weaknesses, this manual includes a discussion of risks and potential 
negative effects that can be adapted for audit reports. GAO has 
issued numerous reports that can be used as models for reporting 
computer-related weaknesses. Current IS reports can be obtained 
from GAO’s report database on GAO’s Web site 
(http://www.gao.gov). 

In many cases, auditors will have detailed information on control 
weaknesses that is too technical to be meaningful to most senior 
managers and other users of the audit report, but may be valuable to 
the entity’s technical staff to aid in understanding the precise cause 
of the weaknesses and in developing corrective actions. The 
auditors generally should provide this information to the entity’s 
technical staff in briefings. The auditor should provide information 
to technical staff that is in substance the same as that reported to 
senior management. 

The auditor should effectively communicate the results of an IS 
controls audit to the appropriate persons through appropriate 
reports. This serves several purposes, including 

● informing the audited entity and those charged with governance 
of control weaknesses; issues of noncompliance with laws, 
regulations, and provisions of contracts or grant agreements; and 
instances of fraud, illegal acts, or abuse; 
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● providing the audited entity with recommendations to correct 
such control weaknesses; 

● providing the financial or performance auditor an understanding 
of the information systems control environment and the effects 
of IT on the processing of transactions; 

● complying with legal reporting requirements; and 
● complying with auditing standards, including generally accepted 

government auditing standards. 

However, the auditor should avoid the disclosure of sensitive IS 
data. An individual could potentially compromise a system from any 
location in the world, as long as they have access to a computer and 
a telephone line or Internet connection. Technical information 
discussed in an audit report could potentially assist individuals by 
reducing the time and effort to obtain unauthorized access and 
compromise a system. Also, to avoid disclosure of sensitive 
information, the auditor should provide draft IS reports to the entity 
for a sensitivity review. The auditor should evaluate entity 
sensitivity concerns and make appropriate report revisions, 
considering legal or regulatory requirements, including the exercise 
of information classification authority. 

Generally, in the federal environment, either one report with limited 
distribution or two reports, one of which has limited distribution, 
are issued. Information systems security audit reports may or may 
not be put on entity Web sites or released under FOIA, generally 
depending on the degree or extensiveness of sensitive data. Even 
though these reports may not be posted on entity Web sites, they are 
still typically issued to entity management. Also, state laws and 
regulations may affect the form of reporting. For further 
information, see Information Systems Security Auditing: Legal 

and Reporting Considerations.51 

51Intergovernmental Information Security Audit Forum (Sept. 11, 2003); see 
www.nasact.org 
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2.3.4 Related Reporting Responsibilities  

In addition to reporting the results of the audit, the auditor may have 
other related reporting responsibilities established by law, 
regulation, or policy. The auditor should identify any other reporting 
requirements and respond appropriately. 

In financial audits of federal entities, the auditor should determine 
whether the IS control weaknesses, individually or in the aggregate, 
constitute a material weakness for FMFIA reporting or a lack of 
substantial compliance of the entity’s systems with FFMIA. See FAM 
260.53-57 for further information. Also, further information about 
reporting IS control weaknesses in relation to a financial audit are 
discussed in FAM 580 (Draft Reports). 

OMB Circular A-123 provides requirements for complying with 
FMFIA. The Circular requires management to assess controls and 
provide an annual assurance statement on the overall adequacy and 
effectiveness of internal control within the agency. In addition, 
management is required to provide a separate assurance statement 
on the effectiveness of internal control over financial reporting, 
which includes safeguarding of assets and compliance with 
applicable laws and regulations. Also, OMB audit guidance requires 
management to include representations about internal control in its 
management representation letter to the auditor. 

FMFIA requires agencies to evaluate and report on the adequacy of 
the systems of internal accounting and administrative control. For 
the overall assessment of internal control, OMB Circular A-123 
defines a material weakness as a reportable condition which the 
agency head determines to be significant enough to report outside 
of the agency. It defines a reportable condition as a control 
deficiency, or combination of control deficiencies, that in 
management’s judgment, should be communicated because they 
represent significant weaknesses in the design or operation of 
internal control that could adversely affect the organization’s ability 
to meet its internal control objectives. For the assessment of 

internal control over financial reporting, Circular A-123 uses the 
same definitions for material weakness and significant deficiency 
described above for financial audits, except that OMB uses the term 
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reportable condition rather than the term significant deficiency. 
Also, FMFIA and OMB Circular A-123 require management to report 
nonconformances with system requirements. The Circular defines 
nonconformances as instances in which financial management 
systems do not substantially conform to financial systems 
requirements. Financial management systems include both financial 
and financially-related (or mixed) systems.     

The auditor should evaluate the material weaknesses reported 
under FMFIA to determine whether they meet the definitions of 
material weakness and reportable condition for reporting as part of 
management’s assertion about the effectiveness of internal control. 

In addition, the auditor should consider if there are any issues that 
should be reported under OMB Circular A-127 “Financial Management 
Systems”. This circular prescribes policies and standards for executive 
departments and agencies to follow in developing, operating, 
evaluating, and reporting on financial management systems. 

FISMA requires federal agencies to report significant deficiencies in 
information security as material weaknesses under FMFIA and, if 
relating to financial management systems, as an instance of a lack of 
substantial compliance of systems with FFMIA. The term 
“significant deficiency” used in FISMA differs from the same term 
used in GAGAS. OMB defines a FISMA significant deficiency as “a 
weakness in an agency’s overall information systems security 
program or management control structure, or within one or more 
information systems that significantly restricts the capability of the 
agency to carry out its mission or compromises the security of its 
information, information systems, personnel, or other resources, 
operations, or assets. In this context, the risk is great enough that 
the agency head and outside agencies must be notified and 
immediate or near-immediate corrective action must be taken.”  

FFMIA requires agencies to implement and maintain financial 
management systems that comply substantially with federal 
financial management systems requirements, applicable federal 
accounting standards, and the U.S. Government Standard General 
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Ledger52 at the transaction level. FFMIA requires auditors to assess 
whether an agency’s financial management systems substantially 
comply with system requirements. IS control weaknesses are a 
major concern for federal agencies and the general public and are 
one of the frequently cited reasons for noncompliance with FFMIA. 

2.3.5 Documentation of Reporting Phase 

The auditor should document appropriate IS information developed 
in the reporting phase, including: 

● The auditor’s conclusion about the effectiveness of IS controls 
(in relation to the IS controls audit objectives) in achieving the 
control categories, critical elements, and the relevant control 
activities and the basis for the conclusion, including the factors 
that the auditor considered in making the determination; 

● If part of a broader audit, the impact of any identified IS control 
weaknesses on the overall audit objectives; 

● Copies of any reports or written communications issued in 
connection with the audit, including the draft the entity 
commented on and entity management comments related to such 
reports and communications; 

● For financial audits and attestation engagements, the auditor’s 
determination of whether identified weaknesses represent 
material weaknesses or significant deficiencies, and the basis for 
the auditor’s conclusions; 

● Other documentation required by the audit organization’s 
policies and procedures, including quality assurance processes; 

● Results of procedures to detect any fraud significant to the audit 
objectives and the impact on the audit; 

● Results of audit follow-up procedures to determine whether 
entity corrective actions have been implemented, to sufficiently 
remediate previously reported IS control weaknesses; and 

52The U.S. Government Standard General Ledger (SGL) provides a uniform chart of 
accounts and pro forma transactions used to standardize federal agencies’ financial 
information accumulation and processing throughout the year, enhance financial control, 
and support budget and external reporting, including financial statement preparation. 
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2.4 Documentation 

● As appropriate, the auditor’s considerations and determinations 
concerning FMFIA, FFMIA, and other reporting responsibilities. 

The auditor should adequately document the IS controls audit. 
GAGAS has general documentation requirements for financial and 
performance audits and attestation engagements. In summary, they 
are as follows: 

Financial Audits - Auditors must prepare audit documentation in 
connection with each engagement in sufficient detail to provide a 
clear understanding of the work performed (including the nature, 
timing, extent, and results of audit procedures performed), the audit 
evidence obtained and its source, and the conclusions reached. 
Auditors should prepare audit documentation that enables an 
experienced auditor, having no previous connection to the audit, to 
understand a. the nature, timing, and extent of auditing procedures 
performed to comply with GAGAS and other applicable standards 
and requirements; b. the results of the audit procedures performed 
and the audit evidence obtained; c. the conclusions reached on 
significant matters; and d. that the accounting records agree or 
reconcile with the audited financial statements or other audited 
information.  

Attestation Engagements - Auditors must prepare attest 
documentation in connection with each engagement in sufficient 
detail to provide a clear understanding of the work performed 
(including the nature, timing, extent, and results of attest 
procedures performed); the evidence obtained and its source; and 
the conclusions reached. Auditors should prepare attest 
documentation in sufficient detail to enable an experienced auditor, 
having no previous connection to the attestation engagement, to 
understand from the documentation the nature, timing, extent, and 
results of procedures performed and the evidence obtained and its 
source and the conclusions reached, including evidence that 
supports the auditors’ significant judgments and conclusions. 
Auditors should prepare documentation that contains support for 
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findings, conclusions, and recommendations before they issue their 
report. 

Auditors also should document the following for attestation 
engagements performed under GAGAS: a. the objectives, scope, and 
methodology of the attestation engagement; b. the work performed 
to support significant judgments and conclusions, including 
descriptions of transactions and records examined; c. evidence of 
supervisory review, before the attest report is issued, of the work 
performed that supports findings, conclusions, and 
recommendations contained in the attest report; and d. the auditors’ 
consideration that the planned procedures are designed to achieve 
objectives of the attestation engagement when (1) evidence 
obtained is dependent on computerized information systems, (2) 
such evidence is material to the objective of the engagement, and 
(3) the auditors are not relying on the effectiveness of internal 
control over those computerized systems that produced the 
evidence. Auditors should document (1) the rationale for 
determining the nature, timing, and extent of planned procedures; 
(2) the kinds and competence of available evidence produced 
outside a computerized information system, or plans for direct 
testing of data produced from a computerized information system; 
and (3) the effect on the attestation engagement report if evidence 
to be gathered does not afford a reasonable basis for achieving the 
objectives of the engagement. 

Performance Audits – Auditors must prepare audit documentation 
related to planning, conducting, and reporting for each audit. 
Auditors should prepare audit documentation in sufficient detail to 
enable an experienced auditor, having no previous connection to the 
audit, to understand from the audit documentation the nature, 
timing, extent, and results of audit procedures performed, the audit 
evidence obtained and its source and the conclusions reached, 
including evidence that supports the auditors’ significant judgments 
and conclusions. Auditors should prepare audit documentation that 
contains support for findings, conclusions, and recommendations 
before they issue their report. Auditors should document the 
following: a. the objectives, scope, and methodology of the audit; b. 

the work performed to support significant judgments and 
conclusions, including descriptions of transactions and records 
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examined; and c. evidence of supervisory review, before the audit 
report is issued, of the work performed that supports findings, 
conclusions, and recommendations contained in the audit report. 

In addition to meeting these general requirements, the auditor 
should include, in IS controls audit documentation, the specific 
information discussed throughout this chapter, and summarized in 
Appendix X. 

2.5 Other Information System Controls Audit Considerations 
In addition to the above, the auditor should apply the following 
topics and techniques to the extent they are relevant to the entity, 
the audit objectives, and the audit procedures. 

● Additional IS risk factors 
● Automated audit tools 
● Sampling techniques 

Also, guidance is provided to the auditor in the evaluation of IS 
controls associated with service organizations, Single Audits, and 
FISMA independent evaluations in Appendix VII, VIII, and IX, 
respectively. 

2.5.1 Additional IS Risk Factors 

As part of the risk assessment, the auditor should also evaluate the 
following additional IS risk factors to the extent that they are 
relevant to the entity and the audit objectives. The auditor’s risk 
assessment also includes other risk factors not listed here (e.g., 
Voice over Internet Protocol – VoIP) 

2.5.1.A Defense-In-Depth Strategy 
Defense-in-Depth is a commonly accepted “best practice” for 
implementing computer security controls in today’s networked 
environments. In some agencies, the auditor may encounter this 
strategy as part of the agency’s security management program.  
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Where an effective Defense-in-Depth strategy has been implemented 
by the entity, the auditor’s assessment of IS risk would generally be 
lower. Conversely, where this strategy is not used, the auditor’s 
assessment of IS risk would generally be higher. The auditor’s IS 
control testing generally provides evidence about the effectiveness 
of a Defense-in-Depth strategy. See Chapter 3 (AC-1 and CM-5) for 
additional information on Defense-in-Depth strategy. 

According to the National Security Agency, Defense-in-Depth 
integrates people, operations, and technology capabilities to protect 
information systems across multiple layers and dimensions. For 
example, successive layers of defense will cause an adversary who 
penetrates or breaks down one barrier to promptly encounter 
successive barriers until the attack ends. The strategy recommends 
a balance between protection capabilities and cost, performance, 
and operational considerations. 

The people component of Defense-in-Depth begins with a senior-
level management commitment (normally at the chief information 
officer level) that is based on a clear understanding of the perceived 
threat. This component must be implemented with effective 
information security policies and procedures, assignment of roles 
and responsibilities, commitment of resources, training and 
awareness programs (for both users and system administrators), 
and personnel accountability, which includes the establishment of 
physical and personnel security measures to control and monitor 
access to facilities and critical elements of the information 
technology environment. 

The operations component focuses on all activities required to 
sustain an entity’s security posture on a day-to-day basis. These 
activities include 

● maintaining up-to-date system security policies, 
● establishing certification and accreditation programs, 
● managing information system security (for example, installing 

patches and virus updates, maintaining access control lists), 
● performing system security assessments (for example, 

vulnerability assessments), 
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2.5.1.B Web Applications 

● auditing and monitoring system activity and responding to 
threats, and 

● implementing recovery and reconstitution procedures in the 
event of a security breach. 

The technology component includes defense in multiple places and 
layered defense mechanisms that provide intrusion prevention, 
detection, and response to security incidents. Since attackers may 
target multiple points in an information system, an entity needs to 
deploy protection mechanisms at multiple locations including the 
protection of local and wide area communication networks (for 
example, from denial of service attacks), protection for data 
transmitted over the networks (for example, use of encryption and 
traffic flow security measures), defense of enclave boundaries (for 
example, deploy firewalls and intrusion detection systems), and 
defense of the computing environment (for example, access control 
on hosts and servers). Even the best security products have inherent 
weaknesses, so it is only a matter of time before an attacker finds an 
exploitable vulnerability. Therefore, it is important to deploy layered 
defense mechanisms such as nested firewalls coupled with intrusion 
detection at outer and inner network boundaries, between the 
adversary and the target. 

Web applications, which use a web browser as part of the 
application, present significant additional IS risks because, if not 
properly controlled, they can expose the application and the entity’s 
systems to unauthorized access. In some instances, the risk related 
to the application itself may be low because it is not critical or it 
does not contain sensitive information. However, if not properly 
controlled, it could be used to obtain unauthorized access to other 
entity system resources. Therefore, due to the heightened risk, even 
if a web application itself is not part of the scope of the audit, the 
auditor should assess the effectiveness of web application security 
and, as appropriate, general controls to determine whether the 
information system controls over the application could allow 
unauthorized access through the application to other system 
resources. 
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2.5.1.C ERP Systems 
ERP systems present additional IS risks. While IS control objectives 
contained in the FISCAM, if properly achieved, should address such 
risks, it is important for the auditor to properly consider how the 
control objectives are achieved in ERP systems. This section 
provides some considerations in auditing ERP systems. The auditor 
should supplement the FISCAM with audit considerations and 
techniques that are specific to the particular ERP system(s) being 
audited. Although ERP systems share some similar functionality, the 
way they are implemented and the audit techniques (e.g., specific 
system queries, analysis of superuser capabilities) applied will vary 
with the particular vendor.   

Factors affecting the overall risk related to ERP systems include the 
following: 

● ERP systems are highly integrated (e.g., common databases, 
common security administration) and cover/include/address a 
broad range of entity activities, which leads to increased risks 
related to several control areas. For example, an ERP application 
generally includes a broader cross-section of users in the entity, 
increasing the need for access (particularly least privilege) and 
segregation of duties controls. Also, because loss of an ERP 
system/application can have devastating consequences to an 
entity, the entity needs effective controls over (1) system 
development/configuration management controls to provide 
reasonable assurance that the system will operate as intended, 
(2) service continuity/contingency planning to recover the more 
comprehensive ERP systems, and (3) access and other general 
controls to prevent unauthorized access to entity system 
resources that could lead to denial of service. Further, general 
controls over the ERP system and supporting databases and 
operating systems are important to adequately protect access to 
the underlying data and processing. 

● Because ERP systems are on-line-real-time systems, data 
validation controls are critical to reasonably assure that only 
valid data is processed by the ERP systems. Controls in ERP 
systems tend to be preventive rather than detective, as 
subsequent detection and correction of errors may be costly or 
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impossible. Also, fewer controls may be in place as the data is 
generally entered and validated once. 

● The network architectures for ERP systems are typically more 
distributed, resulting in increased access controls and other risks 
than for more centralized systems. 

● Because security administration is generally centralized and 
powerful access is provided to system administrators, access 
controls over security administration and segregation of duties 
controls are important. In addition, ERP systems have powerful 
default user IDs that need to be adequately controlled. 

● The broader number of users may also lead to an increase in 
external access (wireless or other remote access), from both a 
broader range of internal users as well as external users (e.g., 
vendors, customers), increasing the number of access points to 
the entity’s systems. 

● ERP systems typically have limited, if any, paper audit trails. 
Consequently, controls over audit logs and other general controls 
are important for the reliability of data in the ERP systems.  Also, 
auditing access to ERP systems is typically performed online. 

● In many instances, interfaces are developed between the ERP 
system and legacy applications. As a result, the adequacy of 
interface controls and configuration management controls are 
important to ensure that data from legacy systems is reliable, 
valid, complete, and properly converted from the legacy 
application into the ERP system.  

● ERP systems may have a program change control module that 
allows for direct changes to production code. Therefore, controls 
related to segregation of development, test and production 
facilities and functions may not be present. Consequently, IS 
risks related to configuration management and monitoring are 
increased, and the entity should secure and monitor such 
modules. 

ERP systems contain certain controls that are not changeable by the 
entity. It is important to understand these controls and how they 
may help to achieve the IS control objectives. 

In addition, due to the increased risks discussed above, there are a 
number of other controls that are of increased significance in ERP 
systems, including controls relating to: 
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● user access to sensitive application capabilities (e.g., pages, 
screens, transactions, menus, queries), including related 
segregation of duties 

● powerful user roles/profiles, including defaults 
● default user IDs and default passwords 
● default system configurations 
● access to critical tables/databases 
● access to log files 
● the effectiveness of the settings of configurable controls 
● sensitive reports/outputs 

2.5.1.D Interface Controls 
Interface controls are particularly important when applications rely 
on input from legacy systems. Such legacy systems are sometimes 
referred to as feeder systems. In certain instances, such legacy 
applications may not have been designed to fully achieve the 
objectives of the application they support. Consequently, the auditor 
evaluates the adequacy of interface controls and of application 
controls related to such legacy applications to provide reasonable 
assurance that data from legacy systems is reliable, valid, complete, 
and properly converted from the legacy applications into the 
applications they support. In addition, the auditor should assess the 
effectiveness of application controls over the legacy applications, if 
the reliability of input is relevant to the audit objectives. Interface 
controls are discussed further at section 4.3. 

2.5.1.E Data Management Systems 
Operational characteristics of various system architectures that 
include data management systems such as Database Management 
Systems (DBMS) software introduce several potential vulnerabilities 
to the data/application the DBMS directly supports and the general 
controls environment, itself. The degree to which these potential 
vulnerabilities increase risk is determined by the characteristics of 
the networks and host system(s) involved. One area of risk exists 
when the DBMS architecture involves multiple installations of the 
DBMS, which may be located on more than one host system. 
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System and/or application architectures that utilize multiple DBMS 
installations are commonly used to support functionally or 
geographically distributed operations, high performance 
requirements, high availability requirements or some combination of 
these factors.  When multiple DBMSs exist, the mechanisms that 
allow them to communicate with each other need to be 
implemented and controlled to prevent unintended data and/or 
system access.  Additionally, modern DBMS software contains 
powerful capabilities to access the host’s operating system and 
other operating systems and other DBMSs across networks. The 
ability to use these capabilities needs to be carefully controlled for 
each DBMS installation.  Finally, some administrator accounts in 
DBMS software provide privileged levels of access to the host’s 
operating system. So, users with system administration privileges in 
DBMS software may also have significant privileges in host 
operating systems and those systems and network devices 
accessible from the DBMS’s host. Data management systems are 
discussed further at section 4.4. 

2.5.1.F Network-based Access Control Systems 
Implementations of network-based access control systems (such as 
LDAPs, including the Microsoft Active Directory™) introduce the 
potential for specific vulnerabilities.  Network-based access control 
systems are typically hosted on one or more server-class systems.  
The appropriate configuration of the operating systems and all 
factors that can effect the functioning of the operating systems for 
these hosts needs to be carefully controlled.  A flaw in operating 
system-level controls on these hosts potentially jeopardizes the 
reliability of the control functions provided by the network-based 
access control system and/or the sensitive access control data 
contained in that system. Network-based access control systems 
are designed to support high performance and simplify network 
administration and maintenance. To facilitate these design 
considerations, the systems provide flexible methods to connect to 
and transfer information with other systems.  Due to these 
characteristics, it is essential that effective controls be in place to 
prevent unintended system functions or data access that could 
compromise access controls. The nature of networks and 
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application architectures that employ network-based access control 
systems involves a shared or common reliance on them for critical 
controls. Therefore, a compromise of a network-based access 
control system has the potential of contributing to the compromise 
of other systems. 

2.5.1.G Workstations 
In modern systems best described as networks of networks, the 
effect of workstation controls can be much more significant than 
control over the functions nominally identified as associated with a 
specific workstation. Workstations can become critical components 
of a network’s perimeter as a result of the manner in which they are 
configured in the network, the types of sessions they can create 
with other devices, the access privileges allowed to workstation 
users, software running on those workstations, and controls over 
both inbound and outbound network traffic to and from the 
workstation. An understanding of the configuration of controls on 
workstations and network-based controls over workstations in the 
context of network perimeter controls is necessary to assess risk for 
any network, 

2.5.2 Automated Audit Tools 

Various automated audit tools can be used to improve the 
effectiveness and efficiency of the IS controls audit. Sometimes 
referred to as CAATs, or computer-assisted audit techniques, such 
tools may be used by the auditor to gather, or assist in gathering, 
audit evidence. If the auditor plans to use automated audit tools, the 
auditor should understand 

● when they could be used, 
● how they can be used, and 
● the associated risks. 

In addition, the auditor should be adequately trained in the 
use/operation of these tools and in the interpretation of the results. 
Because some tools generate a significant volume of information, 
the auditor should understand how to analyze such information. 
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Also, the auditor should obtain reasonable assurance that the tools 
and their use/application produce reliable results and present a 
reasonably low risk of disrupting the entity’s systems. Organizations 
should develop a process to select, evaluate, and revise software 
security tools. The following are some typical steps: 

● Research available security tools, listing several in each category. 
● Discuss with other members of your audit organization which 

tools could be most useful in-house and at sites to be audited. 
Discuss with other audit organizations as appropriate. 

● Determine the degree of platform-specific security software 
needed. 

● Determine a methodology to evaluate and select software. 
● Develop a procedure to train personnel in its use. 
● Develop a review process to determine whether the software tool 

has produced results commensurate with its cost. 

There are many different types of automated audit tools: 
● Commercial software, such as Microsoft Excel™, etc., may be 

used by the auditor for analyzing data imported from client files, 
writing audit programs, etc. 

●  Generalized audit software may be used by the auditor to query 
and extract information from the entity’s information system. For 
example, data extraction tools and reporting facilities for access 
control software can identify users with excess privileges that 
circumvent segregation of duties. IDEA is the generalized 
software package available to GAO auditors.  

● An embedded audit module is a CAAT in which code prepared by 
the auditor is embedded in the client’s software to replicate a 
specific aspect of a control procedure, or to record details of 
certain transactions in a file accessible only to the auditor. 

● An integrated test facility is testing software that is integrated 
into the client’s software and enables the auditor’s test data to be 
integrated and processed with the client’s live input. Using an 
integrated test facility allows the auditor to be satisfied that test 
data are processed in the same way that live data are processed 
and to verify that the results are correct. Parallel simulation is a 
technique in which actual client data are processed by a copy of 
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the client’s software that is under separate control of the auditor 
and has undergone program code analysis to ensure that the 
processing is identical to that of the client’s operational software. 

● Program code analysis is the analysis of the client’s program 
code to ensure that the instructions given to the computer are the 
same instructions that the auditor has previously identified when 
reviewing the systems documentation. Control over program 
code, including review, testing and implementation into 
production is often supported by special purpose software. 
Auditors may evaluate the effectiveness of the controls 
implemented through the use of automated configuration 
management tools. Additionally, auditors may utilize a client’s 
tools to independently verify that version control is effective. 

● A test data CAAT is a technique in which test data prepared by 
the auditor are processed on the current production version of 
the client’s software, but separately from the client’s normal 
input data. Using the current production software provides 
evidence that the transactions were processed in the manner 
expected. 

● Specialized audit software is software designed to perform 
specific tasks in specific circumstances, such as comparison of 
source and object code, the analysis of unexecuted code, and the 
generation of test data. 

● Other specialized tools can be used to test IS controls. For 
example: 
● Password crackers can identify the use of vendor-default or 

easily guessed passwords. 
● Network “sniffers” (software that can intercept and log traffic 

passing over a network) can identify the transmission of 
passwords or sensitive information in clear text. 

● Network scanners, along with standard operating system 
commands, can help identify an organization’s network 
security profile and determine whether dangerous services are 
active in components. 

● Modem locators (“war dialing” software) can help identify 
unsecured dial-in modems. 

● “War driving” software used to detect unauthorized wireless 
access points. 
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CAATs can also be used in testing the effectiveness of controls, as a 
companion to other controls testing. This would typically involve 
making a small selection of transactions and walking them through 
the system, or developing an integrated test facility and processing 
test transactions through the system. The advantage of using CAATs 
in controls testing is that it is possible to test every transaction 
(either in a master file or transaction file), to determine whether 
there were any control failures. 

Any analysis performed using CAATS should be adequately 
documented. In addition, a technical review should be performed by 
audit staff independent of the preparer to determine that the 
implementation of CAATS and the analysis of results is complete 
and accurate and that any conclusions are supported by the 
analysis. 

2.5.3 Use of Sampling Techniques 

Suggested audit procedures may include a selection of specific 
items (e.g., access forms). In addition, the auditor may need to 
determine, among multiple instances of a type of network 
component, which specific components to test. For example, the 
entity may have many internet access points or multiple instances of 
a data base. The auditor should exercise judgment in determining 
the number of items to select and the method used to select them. 
Generally, such judgment would include consideration of the related 
IS risk, the significance or criticality of the specific items in 
achieving the related control objectives, the location of the network 
component in relation to the key areas of audit interest, and the 
extent of consistency in the configuration of the components.     

Controls that leave documented evidence of their existence and 
application (such as logs) may be tested by inspecting such 
evidence. If sufficient evidence cannot be obtained through 
walkthroughs in combination with observation, inquiry, and other 
non-sampling tests, the auditor generally should obtain more 
evidence by using sampling procedures to select individual items for 
inspection. The auditor may use multipurpose testing to use the 
same sample to test controls, compliance, and/or substantive results 
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(such as balances in financial statements). Multipurpose testing is 
usually more efficient than separately designed samples. 
Alternatively, the auditor may design a sample to test controls alone. 
In this case, the auditor generally should use random attribute 
sampling. FAM section 450 (Sampling Control Tests) provides 
additional information on the use of this sampling technique, 
including those that can be applied to performance audits. 
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Chapter 3. Evaluating and Testing General 
Controls 

3.0 Introduction 
General controls are the policies and procedures that apply to all or 
a large segment of an entity’s information systems and help ensure 
their proper operation. Examples of primary objectives for general 
controls are to safeguard data, protect application programs, and 
ensure continued computer operations in case of unexpected 
interruptions. General controls are applied at the entitywide, 
system, and business process application levels. The effectiveness 
of general controls at the entitywide and system levels is a 
significant factor in determining the effectiveness of business 
process controls at the application level. Without effective general 
controls at the entitywide and system levels, business process 
controls generally can be rendered ineffective by circumvention or 
modification. For example, edits53 designed to preclude users from 
entering unreasonably large dollar amounts in a payment processing 
system can be an effective application control. However, this 
control cannot be relied on if the general controls permit 
unauthorized program modifications that might allow some 
payments to be exempt from the edit. Consequently, the auditor may 
decide that it is efficient to evaluate the effectiveness of general 
controls separately from and before evaluating business process 
controls. 

In planning the evaluation of IS controls, the auditor identifies areas 
of audit interest and critical control points. In identifying these 
areas, the auditor considers business process applications that are 
relevant to the audit objectives. Also, the auditor considers the 
network components that are most significant to the effectiveness 
of IS controls over the areas of audit interest. In planning the 

53Editing in this context is inspecting a data field or element to verify the accuracy of its 
content. 
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evaluation of general controls, the auditor considers the most 
effective and efficient manner to gather evidence to determine the 
effectiveness of general controls over these critical control points. 
For example, if a business process application for benefit payments 
is a key area of audit interest, the auditor’s testing of general 
controls is designed, to the extent possible, to focus on those 
general controls that most directly affect the application. 

The evaluation of general controls includes the following five 
general control categories: 

● security management, which provides a framework and 
continuing cycle of activity for managing risk, developing 
security policies, assigning responsibilities, and monitoring the 
adequacy of the entity’s computer-related controls; 

● access controls, which limit or detect access to computer 
resources (data, programs, equipment, and facilities), thereby 
protecting them against unauthorized modification, loss, and 
disclosure; 

● configuration management, which prevents unauthorized 
changes to information system resources (for example, software 
programs and hardware configurations) and provides reasonable 
assurance that systems are configured and operating securely 
and as intended; 

● segregation of duties, which includes policies, procedures, and 
an organizational structure to manage who can control key 
aspects of computer-related operations; and 

● contingency planning, so that when unexpected events occur, 
critical operations continue without disruption or are promptly 
resumed, and critical and sensitive data are protected. 

For each of these five general control categories, this manual 
identifies several critical elements that are essential for establishing 
adequate controls over the related control category. For each 
critical element, the FISCAM provides a description of risks, control 
activities, and suggested audit procedures. The auditor can use this 
information to evaluate entity practices. For each critical element, 
the auditor should make a summary determination as to the 
effectiveness of the entity’s related controls at the entitywide, 
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system, and application levels. If a critical element is not achieved, 
the respective control category is not likely to be achieved. The 
auditor should use professional judgment in making such 
determinations. 

To evaluate the effectiveness of general controls, the auditor 
identifies control techniques implemented by the entity to achieve 
each of the control activities for general controls and determine 
whether these control techniques, as designed, are sufficient to 
achieve the control activities. If sufficient, the auditor determines 
whether they are implemented (placed in operation) and operating 
effectively. As discussed later in this section, if the control 
techniques are not sufficient or are not implemented as designed, 
the auditor should determine the effect on IS controls and the audit 
objectives. 

As discussed in more detail in Chapter 2, general controls are 
applicable at the entitywide, system, and application levels, and so 
the auditor should consider general controls at each of these levels. 
The control techniques and the related audit tests vary according to 
the level to which they are being applied. However, in this manual 
they are described at a high level in order to be applicable to many 
computer environments; they may require some technical expertise 
about the subject to be effectively performed at an entity. More 
detailed audit steps generally should be developed by the auditor 
based on the specific software and control techniques employed by 
the entity. Table 2 shows the relationship between the general 
control areas and the levels. 
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Table 2. General Control Categories Applicable at Different Levels of Audit 

Control 

Categories 

Entitywide/ 

Component 

System Level Business 

ProcessNetwork Operating Infrastructure 
Level Systems Applications Application 

Level 

Security 

Management 

Access Controls 

General 

Controls 

Configuration 

Management 

Segregation of 

Duties 

Contingency 

Planning 

Source: GAO. 

The auditor’s evaluation of the effectiveness of IS controls should 
include system level controls related to each critical control point. 
Assessing the effectiveness of controls over critical control points 
should include consideration of all potential ways in which the 
critical control point could be accessed. Generally, for each critical 
control point, this would include assessing controls related to the 
network, operating system, and infrastructure application 
components. For example, if a particular router was deemed to be a 
critical control point, the auditor would test controls related to the 
router itself (a network component), as well as its operating system, 
and the infrastructure applications used to manage the router. 
Access to any of these could lead to access to the control point. 

To facilitate the auditor’s evaluation, tables identifying commonly 
used control techniques and related audit procedures are included 
after the discussion of each critical element and also in Appendix II. 
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These tables can be used for both the preliminary evaluation and the 
more detailed evaluation and testing of controls. For the preliminary 
evaluation, the auditor can use the tables to guide and document 
initial inquiries and observations; for the more detailed evaluation 
and testing, the auditor can use the suggested procedures in 
developing and carrying out a testing plan. Such a plan would 
include more extensive inquiries; inspections of facilities, systems, 
and written procedures; and tests of key control techniques, which 
may include using audit or system software and vulnerability 
analysis tools. To help document these evaluations and allow steps 
to be tailored to individual audits, electronic versions of the tables 
are available on our FISCAM website at 
http://www.gao.gov/special.pubs/fiscam.html. 

When evaluating general controls, auditors may want to supplement 
the control techniques and audit procedures contained in this 
document with other guidance, including 

● National Institute of Standards and Technology (NIST) 
information security standards and guidelines; 

● Applicable OMB policy and guidance; 
● international security standards published by the International 

Organization for Standardization and the International 
Electrotechnical Commission; 

● Information Systems Audit and Control Association (ISACA) 
auditing standards, guidelines, and procedures; and 

● requirements unique to the environment and entity being audited. 

3.1. Security Management (SM) 
An entitywide information security management program is the 
foundation of a security control structure and a reflection of senior 
management’s commitment to addressing security risks. The 
security management program should establish a framework and 
continuous cycle of activity for assessing risk, developing and 
implementing effective security procedures, and monitoring the 
effectiveness of these procedures. Overall policies and plans are 
developed at the entitywide level. System and application-specific 
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procedures and controls implement the entitywide policy. Without a 
well-designed program, security controls may be inadequate; 
responsibilities may be unclear, misunderstood, or improperly 
implemented; and controls may be inconsistently applied. Such 
conditions may lead to insufficient protection of sensitive or critical 
resources and disproportionately high expenditures for controls 
over low-risk resources. Through FISMA, Congress requires each 
federal agency to establish an agencywide information security 
program to provide security to the information and information 
systems that support the operations and assets of the agency, 
including those managed by a contractor or other agency. 

Security Program Guidance 

General guidance on planning and managing an information security 
program is contained in (1) NIST SP 800-12,54 which provides 
guidance on security-related management, operational, and 
technical controls and (2) our executive guide describing risk 
management principles found at leading organizations (discussed in 
the next section).55 NIST has published a series of information 
security standards and guidelines for agencies to effectively manage 
risk to entity operations and entity assets. Key publications are: 

● FIPS Publication 200, Minimum Security Requirements for 

Federal Information and Information Systems 

● FIPS Publication 199, Standards for Security Categorization of 

Federal Information and Information Systems 

● NIST SP 800-53, Recommended Security Controls for Federal 

Information Systems56 . 

54NIST, An Introduction to Computer Security: The NIST Handbook, Special Publication 
(SP) 800-12, October 1995. 

55GAO, Executive Guide: Information security Management, Learning from Leading 

Organizations, GAO/AIMD-98-68 (Washington, D.C.: May 1998). 

56NIST has stated that it plans to update SP 800-53 annually. 
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FIPS Publication 200 provides  

1. a specification for minimum security requirements for federal 
information and information systems;  

2. a standardized approach to security control selection using the 
security categorization standard, FIPS Publication 199; and  

3. links to NIST SP 800-53, containing the security controls needed 
for compliance with these minimum security requirements.  

In applying the provisions of FIPS 200, agencies first categorize their 
systems as required by FIPS 199 (see Table 5), and then typically 
select an appropriate set of security controls from NIST SP 800-53 to 
satisfy their minimum security requirements.  NIST reviews and 
updates the controls in NIST SP 800-53 annually to ensure that the 
controls represent the current state of practice in safeguards and 
countermeasures for information systems.   

FIPS 200 and its supporting publication NIST SP 800-53 establish 
conditions to enable organizations to be flexible in tailoring their 
security control baselines.  Agencies, may, for example, apply 
scoping guidance taking into consideration the issues related to 
such things as the technologies employed by the entity, size and 
complexity of the systems, unique circumstances, and risks 
involved. Agencies may use compensating controls in lieu of those 
controls prescribed by NIST SP 800-53.  Agencies may also 
supplement the controls in NIST SP 800-53 with additional controls 
that may be needed. 

In addition, NIST SP 800-100 provides a broad overview of 
information security program elements, including capital planning 
and investment control, performance measures, and security 
services, to assist managers in understanding how to establish and 
implement an information security program. This handbook 
summarizes and augments a number of existing NIST standards and 
guidance documents and provides additional information on related 
topics. 
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Other guidance supporting implementation of FIPS 199 and FIPS 
200 include: 

● NIST SP 800-18, Guide for Developing Security Plans for Federal 

Information Systems 

● NIST SP 800-30, Risk Management Guide for Information 

Technology Systems 

● NIST SP 800-37, Guide for the Security Certification and 

Accreditation of Federal Information Systems 

● NIST SP 800-60, Guide for Mapping Types of Information and 

Information Systems to Security Categories 

These and other publications, directives, and policies that support 
are available from NIST’s website (http://csrc.nist.gov). 

Security Management Critical Elements 

Assessing an entitywide security management program involves 
evaluating the entity’s efforts to perform each of the critical 
elements shown in table 3. 

Table 3. Critical Elements for Security Management 

Number Description 

SM-1 Establish a security management program 
SM-2 Periodically assess and validate risks 
SM-3 Document and implement security control policies and procedures 
SM-4 Implement effective security awareness and other security-related personnel 

policies 
SM-5 Monitor the effectiveness of the security program 
SM-6 Effectively remediate information security weaknesses  
SM-7 Ensure that activities performed by external third parties are adequately 

secure 

Source: GAO. 

The following sections discuss each of these critical elements and 
the control activities that support their achievement. At the end of 
each critical element, a summary table is presented that associates 
each control activity with techniques that agencies can use to 
perform the activity, as well as procedures for auditing the critical 
elements and control activities. 
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Critical Element SM-1: Establish a Security Management Program 

Entities should have policies, plans, and procedures that clearly 
describe the entity’s security management program. FISMA requires 
federal agencies to develop, document, and implement an 
agencywide information security program to provide security for the 
information and information systems that support the operations 
and assets of the agency, including those provided or managed by 
another agency, contractor, or other source. The security 
management program should cover all major systems and facilities 
and outline the duties of those who are responsible for overseeing 
security and those who own, use, or rely on the entity’s computer 
resources. As part of this entitywide program, the entity should have 
a security management structure in place at the system and 
application levels. Thus, in managing a particular operating system 
or network device, the entity should have a clearly assigned 
structure and responsibilities for the security of the operating 
system and device. Similarly, the entity should have a clearly 
assigned structure and responsibilities related to particular business 
process applications. The security program policies, plans, and 
procedures should be kept up-to-date and revised to reflect system 
and organizational changes, problems identified during plan 
implementation, and security control assessments or audit reports. 

SM-1.1. The security management program is adequately documented, approved, and up-to-date 
The entity’s security management program should be adequately 
documented. The nature and extent of the documentation of the 
program may vary. For federal entities, at a minimum, the program 
should adequately reflect the agency’s consideration of the 
following eight elements of an agencywide information security 
program required by FISMA. 

1. periodic risk assessments; 

2. policies and procedures to ensure cost-effective risk reduction 
and compliance with applicable standards and guidance and 
with agency-determined system configuration requirements; 

3. subordinate information security plans for networks, facilities, 
and systems; 
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4. security awareness training for agency employees and 
contractors; 

5. periodic management testing and evaluation that includes testing 
of all major systems; 

6. a remedial action process to address any deficiencies; 

7. security-incident procedures for detecting, reporting, and 
responding to incidents; and 

8. continuity of operations plans and procedures for information 
systems. 

While most of these elements are covered in this section, security 
incident procedures are covered in section 3.2 on access controls, 
and continuity of operations is covered in section 3.5 on 
contingency planning. 

The security management program may be documented in the form 
of a separate written security management program plan or may 
consist of several documents that collectively constitute the security 
management program. The documentation should be supported by 
subordinate (system and application level) plans and procedures; 
related policies should cover all major systems and facilities and 
outline the duties of those responsible for overseeing security (the 
security management function), as well as those who own, use, or 
rely on the entity’s computer resources. An entitywide plan may 
describe such things as the overall security architecture, applicable 
procedures, and applicable system and application-level plans. The 
system-level plans identify the system-level architecture (for 
example, network configuration, control points, etc.), operational 
policies and procedures, and any business process (application-
level) plans. Similarly, application-level plans should contain 
structures, procedures, and controls specific to the application. 

The security management program should be approved by an 
appropriate level of management. In some instances, the entity may 
include the documentation in a policy document issued by 
management. In addition, for federal agencies, FISMA requires that 
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the Director of OMB review federal agency security management 
programs at least annually and approve or disapprove them. 

Finally, to be effective, the security program documentation should 
be maintained to reflect current conditions. It should be periodically 
reviewed and, if appropriate, updated and reissued to reflect 
changes in risk due to factors such as changes in entity mission or 
the types and configuration of computer resources in use. Revisions 
to policies and plans should be reviewed, approved, and 
communicated to all employees. Outdated policies and plans not 
only reflect a lack of adequate top management concern, but also 
may be ineffective because they may not address current risks. 

SM-1.2. A security management structure has been established 
Senior management should establish a structure to implement the 
security management program throughout the entity. The structure 
generally consists of a core of personnel who are designated as 
security managers. These personnel play a key role in developing, 
communicating, and monitoring compliance with security polices 
and reporting on these activities to senior management. The security 
management function also serves as a focal point for other 
personnel who play a role in evaluating the appropriateness and 
effectiveness of computer-related controls on a day-to-day basis. 
These personnel include program managers who rely on the entity’s 
computer systems, system administrators, and system users. 

As an illustration of the different responsibilities of a security 
management structure, FISMA establishes responsibilities for 
certain agency officials as follows: 

● The agency head is responsible for (1) providing risk-based 
information security, (2) complying with FISMA requirements 
and related NIST standards, (3) ensuring integration of 
information security management with agency strategic and 
operational planning, (4) ensuring adequacy of trained 
information security personnel, and (5) ensuring receipt of 
annual reporting from the CIO. 

● The CIO is to have authority from the agency head to ensure 
compliance with FISMA, including responsibility for 
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(1) designating a senior agency information security official, 
(2) developing and maintaining the agency information security 
program and related policies and procedures, (3) training and 
overseeing information security personnel, and (4) assisting 
senior agency officials with their information security 
responsibilities. 

● Senior agency officials are responsible for information security 
for operations and assets under their control, including 
(1) assessing risk, (2) determining levels of appropriate security, 
(3) implementing policies and procedures to cost-effectively 
reduce risks to an acceptable level, and (4) periodically testing 
and evaluating security controls. 

Our survey of leading organizations57 found that a central 
management focal point is key to ensuring that the various activities 
associated with managing risk are carried out. Such responsibility is 
assigned to a central security program office. A central security 
program office may be supplemented by individual security program 
managers, designated in units within the entity who assist in the 
implementation and management of the organization’s security 
program. These individual unit security managers should report to 
or coordinate with the central security program office. 

Responsibilities of the central security program office may include 

● facilitating risk assessments, 
● coordinating development and distribution of security policies 

and procedures, 
● routinely monitoring compliance with these policies, 
● promoting security awareness among system users, 
● planning and coordinating security-related activities, including 

coordination of geographically dispersed security groups, 
● ensuring that desktop security plans are integrated with 

infrastructure and database security plans, 

57
Executive Guide: Information Security Management, Learning from Leading 

Organizations (GAO/AIMD-98-68, May 1998). 
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● providing reports to senior management on policy and control 
evaluation results and advice to senior management on security 
policy issues, and 

● representing the entity in the security community. 

In assessing the effectiveness of the security management structure 
for an entitywide, system, or application level, the auditor considers 
the security function’s scope of authority, placement, training and 
experience, and tools. For example, security management personnel 
should 

● have sufficient authority to obtain data needed to monitor 
compliance with policies, report results to senior management, 
and elevate concerns regarding inappropriate risk management 
decisions or practices; 

● have sufficient resources to carry out their responsibilities, 
including staff and tools (for example, computers, established 
audit trails, and specialized security software); 

● report to a level of management that maximizes the 
independence and objectivity of the security function; 

● not be assigned responsibilities that diminish their objectivity 
and independence; and 

● have sufficient training and knowledge of control concepts, 
computer hardware, software, telecommunications concepts, 
physical and logical security, data architecture, database 
management and data access methods, pertinent legislation, and 
administration and organizational issues. 

SM-1.3. Information security responsibilities are clearly assigned 
Security-related responsibilities of offices and individuals 
throughout the entity that should be clearly defined include those of 
(1) information resource owners and users, (2) information 
resources management and data processing personnel, (3) senior 
management, and (4) security administrators. Further, 
responsibilities for individual employee accountability regarding the 
use and disclosure of information resources should be established. 
Appendix III of OMB Circular A-130 requires that the rules of the 
system and application “shall clearly delineate responsibilities and 
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expected behavior of all individuals with access … and shall be 
clear about the consequences of behavior not consistent with the 
rules.” 

Senior management and information resource management have 
ultimate responsibility for providing direction and ensuring that 
information security responsibilities are clearly assigned and carried 
out as intended.  Security plans should clearly establish who “owns” 
the various computer resources, particularly data files, and what the 
responsibilities of ownership are. Ownership of computer resources 
should be assigned to persons responsible for their reliability and 
integrity. For example, owners of data files and application 
programs are generally the managers of the programs supported by 
these applications. These managers are primarily responsible for the 
proper operation of the program and for accurate reporting of 
related computer data. Similarly, owners of computer facilities and 
equipment are generally managers who are responsible for the 
physical protection of these resources. If a resource has multiple 
owners, policies should clearly describe whether and how 
ownership responsibilities are to be shared. 

Assignment of ownership responsibilities is important because the 
managers who own the resources are in the best position to 
(1) determine the sensitivity of the resources, (2) analyze the duties 
and responsibilities of users, and (3) determine the specific access 
needs of these users. Once these factors are determined, the 
resource owner can identify persons authorized to access the 
resource and the extent of such access. The owners should 
communicate these authorizations to the security administrators, 
who are then responsible for implementing access controls in 
accordance with the owners’ authorizations. Section 3.2, Access 
Controls, further discusses access authorization. 

If management and ownership responsibilities are not clearly 
assigned, access authorizations may be left to personnel who are not 
in the best position to determine users’ access needs. Such 
personnel are likely to authorize overly broad access in an attempt 
to ensure that all users can access the resources they need. This 
defeats the purpose of access controls and, depending on the 

Page 160  3.1. Security Management (SM) 



sensitivity of the resources involved, can unnecessarily provide 
opportunities for fraud, sabotage, and inappropriate disclosures. 

SM-1.4. Subordinate security plans are documented, approved, and kept up-to-date 
Entities should have written security plans at the system and 
application levels that cover networks, facilities, and systems or 
groups of systems, as appropriate. The plans and related policies 
should cover all major systems and facilities and outline the duties 
of those who are responsible for overseeing security and those who 
own, use, or rely on the entity’s computer resources. In addition, 
these system-level plans should provide an overview of the security 
requirements for the system and a description of the security 
controls in place or planned for meeting those requirements. These 
plans should be kept up-to-date and revised to reflect system and 
organizational changes, problems identified during plan 
implementation, and security control assessments or audit reports. 
NIST SP 800-18 requires that all security plans should be reviewed 
and updated, if appropriate, at least annually. Further, NIST SP 800-
18 and Appendix III of OMB Circular A-130 provide specific 
guidance on what should be included in federal entity system 
security plans. 

FISMA states that “each agency shall develop, document, and 
implement…subordinate plans for providing adequate information 
security for networks, facilities, and systems or groups of 
information systems, as appropriate.” System-level plans should 
identify the system-level architecture (for example, network 
configuration, control points, etc.), operational policies and 
procedures, and any application-level plans. Application plans 
should contain similar elements such as procedures and controls 
specific to the application. 

System security plans should be clearly documented and, according 
to Appendix III of OMB Circular A-130, cover each general support 
system and each major application. The circular further specifies 
the topics to include in the plans. Topic names will differ depending 
on whether the plan is for a general support system or a major 
application, but the subject matter will be similar. The required 
topics are shown in table 4. 
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Table 4. Security Controls to Include in System Security Plans 

General support system Major application 

rules of the system a application rules a 

training specialized training 
personnel controls  personnel security 
incident-response capability NA 
continuity of support contingency planning 
technical security  technical controls 
system interconnection information sharing 
NA public access controls 

Source: Appendix III of OMB Circular A-130. 
a These include rules delineating responsibilities and expected behaviors of staff. 
Note: In this manual, access controls are addressed in section 3.2 and contingency planning in 
section 3.5. 

To help ensure that the system security plan is complete and 
supported by the entity as a whole, senior management should 
obtain agreement from all affected parties to establish policies for a 
security program. Such agreements will also help ensure that 
policies and procedures for security developed at lower levels 
within the agency are consistent with overall organizational policies 
and procedures. In accordance with Appendix III of OMB Circular 
A-130, final responsibility for authorization of a system to process 
information should be granted by a management official. Generally, 
the manager whose program operations and assets are at risk is the 
most appropriate management official. However, any disagreements 
between program managers and security specialists as to the 
adequacy of policies and controls should be resolved by senior 
management. 

Like the overall security policies and plans, the subordinate security 
policies and plans should be maintained to reflect current 
conditions. As described in SM-1.1, they should be periodically 
reviewed and updated to reflect changes in risk and revisions should 
be reviewed, approved, and communicated to employees. Outdated 
policies and plans may be ineffective because they may not address 
current risks. 

SM-1.5. An inventory of systems is developed, documented, and kept up-to-date 
To implement an effective security program, entities need to 
maintain a complete, accurate, and up-to-date inventory of their 
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systems. Without one, the entity cannot effectively manage IS 
controls across the entity. For example, effective configuration 
management requires the entity to know what systems they have 
and whether the systems are configured as intended. Furthermore, 
the inventory is necessary for effective monitoring, testing, and 
evaluation of IS controls, and to support information technology 
planning, budgeting, acquisition, and management. 

FISMA requires that each agency develop, maintain, and annually 
update an inventory of major information systems operated by the 
agency or under its control. OMB Circular A-130 defines a major 
information system as a system that requires special management 
attention because of its importance to an agency mission; its high 
development, operating, or maintenance costs; or its significant role 
in the administration of agency programs, finances, property, or 
other resources. The inventory must include identification of the 
interfaces between the agency systems and all other systems or 
networks, including interfaces not controlled by the agency. The 
inventory is needed to effectively track the agency systems for 
annual testing and evaluation and contingency planning. 

Control Techniques and Suggested Audit Procedures for Critical Element SM-1 
Table 5 presents control activities for critical element SM-1, 
techniques that entities may use to perform the activity and 
procedures for auditing the critical element and control activities. 

SM-1 Related NIST SP 800-53 Controls 
See the first control for each family (e.g., AC-1, AT-1) 
PL-2 System Security Plan 
PL-3 System Security Plan Update 
PL-6 Security-Related Activity Planning 
SA-2 Allocation of Resources 
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Table 5. Control Techniques and Suggested Audit Procedures for Critical Element SM-1: Establish a security management 
program 

Control activities Control techniques Audit procedures 

SM-1.1. The security 
management program is 
adequately documented, 
approved, and up-to-date. 

SM-1.1.1. An agency/entitywide security management 
program has been developed, documented, and 
implemented that  
• covers all major facilities and operations,  
• has been approved by senior management and key 

affected parties, and 
• covers the key elements of a security management 

program: 
• periodic risk assessments, 
• adequate policies and procedures, 
• appropriate subordinate information security 

plans, 
• security awareness training, 
• management testing and evaluation, 
• a remedial action process, 
• security-incident procedures, and 
• continuity of operations. 

Review documentation supporting the 
agency/entitywide security management 
program and discuss with key information 
security management and staff. 

Determine whether the program 
• adequately covers the key elements of a 

security management program 
• is adequately documented, and 
• is properly approved. 

Determine whether all key elements of the 
program are implemented. Consider audit 
evidence obtained during the course of the 
audit. 

SM-1.1.2. The agency/entitywide security management 
program is updated to reflect current conditions. 

Based on a review of security management 
program documentation and interviews with 
key information security management and 
staff, determine whether the entity has 
adequate policies and procedures to identify 
significant changes in its IT environment that 
would necessitate an update to the program, 
and whether the program is periodically 
updated to reflect any changes.  

SM-1.2. A security management SM-1.2.1. Senior management establishes a security 
structure has been established. management structure for entitywide, system, and 

application levels that have adequate independence, 
authority, expertise, and resources.  

Review security policies and plans, the 
entity’s organization chart, and budget 
documentation. Interview security 
management staff. Evaluate the security 
structure: independence, authority, expertise, 
and allocation of resources required to 
adequately protect the information systems. 

SM-1.2.2. An information systems security manager Review pertinent organization charts and job
has been appointed at an agency/entity level and at descriptions. 
appropriate subordinate (i.e., system and application) 
levels and given appropriate authority.  Interview the overall security manager and 

subordinate security managers responsible 
for specific systems and applications. 

SM-1.3. Information security 
responsibilities are clearly 
assigned.  

SM-1.3.1. The security program documentation clearly 
identifies owners of computer-related resources and 
those responsible for managing access to computer 
resources. Security responsibilities and expected 
behaviors are clearly defined at the entitywide, system, 
and application levels for (1) information resource 
owners and users, (2) information technology 
management and staff, (3) senior management, and 
(4) security administrators.  

Review security program documentation 
detailing security responsibilities and rules of 
behavior for security officials, resource 
owners, and users at the entitywide, system, 
and application levels. 
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Control activities Control techniques Audit procedures 

SM-1.4. Subordinate security SM-1.4.1. System and application security plans have 
plans are documented, approved, been documented and implemented that 
and kept up-to-date. • cover all major facilities and operations, 

• have been approved by key affected parties, 
• cover appropriate topics (for federal agencies, those 
prescribed by OMB Circular A-130; see table 4). 

Review agency/entity policies and 
procedures for preparing security plans. 

Review the system and application security 
plans encompassing key areas of audit 
interest and critical control points. 

Determine whether the plans adequately 
cover appropriate topics (for federal 
agencies, refer to NIST SP 800-18 for 
guidance on security plans) and are properly 
approved. 

When conducting the audit, determine 
whether the plans have been implemented 
and accurately reflect the conditions noted. 

Determine whether security plans collectively 
cover all major facilities and operations. 

SM-1.4.2. The subordinate security plans are updated Review relevant security plans and any 
annually or whenever there are significant changes to related documentation indicating whether 
the agency/entity policies, organization, IT systems, they have been reviewed and updated and 
facilities, applications, weaknesses identified, or other are current. 
conditions that may affect security. 

SM-1.5. An inventory of systems 
is developed, documented, and 
kept up-to-date. 

SM-1.5.1. A complete, accurate, and up-to-date 
inventory exists for all major systems that includes the 
identification of all system interfaces.  

Obtain the agency’s/entity’s systems 
inventory. 

Discuss with agency/entity management 
(1) the methodology and criteria for including 
or excluding systems from the inventory and 
(2) procedures and controls for ensuring the 
completeness, accuracy, and currency of the 
inventory. 

Determine whether systems tested during 
the audit are included in the inventory. 

Test the inventory for completeness, 
accuracy, and currency. The objective of this 
step in an IS controls audit being performed 
as part of a financial audit or data reliability 
assessment is generally limited to 
understanding management’s process and 
controls for ensuring the accuracy of the 
inventory. Also, in the absence of effective 
controls over the inventory, the auditor would 
need to perform additional procedures to 
reasonably assure that all systems relevant 
to the audit have been identified. 

Source: GAO. 
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Critical Element SM-2. Periodically assess and validate risks  

A comprehensive risk assessment should be the starting point for 
developing or modifying an entity’s security policies and security 
plans. Such assessments are important because they help make 
certain that all threats and vulnerabilities are identified and 
considered, that the greatest risks are addressed, and that 
appropriate decisions are made regarding which risks to accept and 
which to mitigate through security controls. Appropriate risk 
assessment policies and procedures should be documented and 
based on the security categorizations. 

FISMA explicitly emphasizes a risk-based policy for cost-effective 
security. In support of and reinforcing this legislation, OMB Circular 
A-130, Appendix III, Security of Federal Automated Information 

Resources, requires executive agencies within the federal 
government to plan for security; ensure that appropriate officials are 
assigned security responsibility; review the security controls in their 
information systems; and authorize system processing prior to 
operations and periodically thereafter. 

Risk assessments should consider threats and vulnerabilities at the 
entitywide level, system level, and application levels. For example, 
at the entitywide level, risk assessments should consider personnel 
policies and procedures, training, and security awareness activities. 
At the system level, risks related to connectivity issues (for 
example, Internet, dial-up, wireless) and access controls (for 
example, both logical and physical) need to be assessed. At the 
application level, risk assessments need to consider specific 
business processes and highly-integrated enterprise resource 
planning (ERP) applications (discussed in Chapter 4). 

Risk assessments should consider risks to data confidentiality, 
integrity, and availability, and the range of risks that an entity’s 
systems and data may be subject to, including those posed by 
authorized internal and external users, as well as unauthorized 
outsiders who may try to break into the systems. For example, risk 
assessments should take into account observed trends in the types 
and frequency of hacker activity and threats. Such analyses should 
also draw on reviews of system and network configurations, as well 
as observations and testing of existing security controls. 
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Our study of security programs at leading organizations found that 
the following were key success factors for risk assessments.  

● Organizations had a defined process that allowed an entitywide 
understanding of what a risk assessment was and avoided 
individual units developing independent definitions. 

● Organizations required that risk assessments be performed and 
designated a central security group to schedule and facilitate 
them. 

● Risk assessments involved a mix of individuals who have 
knowledge of business operations and technical aspects of the 
organization’s systems and security controls. 

● The business managers were required to provide a final sign-off 
indicating agreement with risk-reduction decisions and 
acceptance of the residual risk. 

● Organizations required that final documentation be forwarded to 
more senior officials and to internal auditors so that participants 
could be held accountable for their decisions. 

● Leading organizations did not attempt to precisely quantify risk. 
Although they would have liked to place a dollar value on risks 
and precisely quantify the costs and benefits of controls, they felt 
that spending time on such an exercise was not worth the 
trouble. They believed that few reliable data were available on 
either the actual frequency of security incidents or on the full 
costs of controls and of damage due to a lack of controls. 

Risk assessments are more likely to be effective when performed by 
personnel with enough independence to be objective and with 
enough expertise (training and experience) to be able to adequately 
identify and assess technical and security risks. 

Risk assessment and risk management are ongoing efforts. Although 
a formal, comprehensive risk assessment is performed periodically, 
such as part of a system security plan, risk should be considered 
whenever there is a change in an entity’s operations or its use of 
technology or in outside influences affecting its operations. Changes 
to systems, facilities, or other conditions and identified security 
vulnerabilities should be analyzed to determine their impact on risk, 
and the risk assessment should be performed or revised as 
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necessary. The risk assessment and validation and related 
management approvals should be documented and maintained on 
file. Such documentation should include risk assessments, security 
test and evaluation results, security plans, and appropriate 
management approvals. Further, according to NIST SP 800-37, 
systems should be certified and accredited before being placed in 
operation and when major system changes occur. 

The NIST SP 800-30 risk management guide discusses the 
development of an effective risk management program and contains 
both the definitions and the practical steps necessary for assessing 
and mitigating risks within IT systems, including related testing. 
According to this guide, the principal goal of an entity’s risk 
management process should be to protect the entity and its ability to 
perform its mission, not only its information technology assets. 

According to FISMA, federal agencies must periodically assess the 
risk and magnitude of the harm that could result from the 
unauthorized access, use, disclosure, disruption, modification, or 
destruction of information and information systems that support 
their operations and assets. Policies and procedures are based on 
risk, and the rigor of management testing and evaluation of 
information security should also be based on risk. Also, OMB 
Circular A-123 states that management is responsible for developing 
and maintaining internal control activities that comply with certain 
standards, including risk assessment. The Circular further states 
that, under risk assessment, management should identify internal 
and external risks that may prevent the organization from meeting 
its objectives. Identified risks should then be analyzed for their 
potential effect or impact on the agency. 

Further, Appendix III of OMB Circular A-130 requires that agencies 
consider risk when determining the need for and selecting 
computer-related control techniques. However, the Circular no 
longer requires formal periodic risk analyses that attempt to 
quantify in dollars an annual loss exposure resulting from 
unfavorable events. 

Pursuant to FISMA, NIST developed standards for security 
categorization of federal information and information systems 
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according to a range of potential impacts (FIPS Pub 199). Table 6 
summarizes these NIST standards using potential impact definitions 
for each security objective (confidentiality, integrity, and 
availability). Federal agencies should categorize/classify their non-
national security systems according to these impact levels. The 
security categories are based on the potential impact on an entity 
should certain events occur that jeopardize the information and 
information systems needed by the entity to accomplish its assigned 
mission, protect its assets, fulfill its legal responsibilities, maintain 
its day-to-day functions, and protect individuals. NIST also issued a 
guide for mapping types of information and information systems to 
security categories (NIST SP 800-60). Security categories are to be 
used in conjunction with vulnerability and threat information in 
assessing the risk to an agency. 

Table 6. NIST Impact Definitions for Security Objectives 

Potential impact 

Security objective Low Moderate High 

Confidentiality 
Preserving authorized restrictions on information access and disclosure, including 
means for protecting personal privacy and proprietary information. 
{44 U.S.C., Sec 3542} 

The unauthorized The The 
disclosure of unauthorized unauthorized 
information could disclosure of disclosure of 
be expected to 
have a limited 

information 
could be 

information 
could be 

adverse effect on 
organizational 
operations, 
organizational 
assets, or 

expected to 
have a 
serious 
adverse 
effect on 

expected to 
have a 
severe or 
catastrophic 
adverse 

individuals. organizational 
operations, 
organizational 
assets, or 
individuals. 

effect on 
organizational 
operations, 
organizational 
assets, or 
individuals. 
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Potential impact 

Security objective Low Moderate High 

Integrity 
Guarding against improper information modification or destruction, and includes 
ensuring information non-repudiation and authenticity. 
{44 U.S.C., Sec 3542} 

The unauthorized The The 
modification or unauthorized unauthorized 
destruction of modification modification 
information could or destruction or destruction 
be expected to of information of information 
have a limited could be could be 
adverse effect on expected to expected to 
organizational have a have a 
operations, serious severe or 
organizational adverse catastrophic 
assets, or effect on adverse 
individuals. organizational effect on 

operations, organizational 
organizational operations, 
assets, or organizational 
individuals. assets, or 

individuals. 
The disruption of The The 
access to or use disruption of disruption of 
of information or access to or access or use 
an information use of of information 
system could be information or or an 
expected to have an information 
a limited information system could 
adverse effect on system could be expected 
organizational be expected to have a 
operations, to have a severe or 
organizational serious catastrophic 
assets, or adverse adverse 
individuals. effect on effect on 

organizational organizational 
operations, operations, 
organizational organizational 
assets, or assets, or 
individuals. individuals. 

Availability 
Ensuring timely and reliable access to and use of information. 
{44 U.S.C. 3542} 

Source: National Institute of Standards and Technology (NIST), FIPS Publication 199, page 6. 

One area that merits additional emphasis is the appropriate 
consideration of risks associated with sensitive privacy information. 
In addition to an appropriate consideration of related risk, specific 
controls are discussed at SM-5 and AC-4.2. 

In addition to FISMA, federal agencies are subject to privacy laws 
aimed at preventing the misuse of personally identifiable 
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information.58 The Privacy Act of 1974 and the privacy provisions of 
the E-Government Act of 2002 contain the major requirements for 
the protection of personal privacy by federal agencies. The Privacy 
Act places limitations on agencies’ collection, disclosure, and use of 
personal information maintained in systems of records59 and 
requires that when agencies establish or make changes to a system 
of records; they must notify the public by a “system-of-records 
notice.”60 The E-Government Act of 2002 strives to enhance 
protection for personal information in government information 
systems or information collections by requiring that agencies 
conduct privacy impact assessments. These privacy impact 
assessments include an analysis of how personal information is 
collected, stored, shared, and managed in a federal system. 
According to OMB guidance, these privacy impact assessments 

must analyze and describe how the information will be secured 
including administrative and technological controls and should be 
current.61 OMB Memorandum M-03-2262 directs agencies to conduct 
reviews of how information about individuals is handled within their 
agency when they use information technology to collect new 

58Personally identifiable information refers to any information about an individual 
maintained by an agency, including any information that can be used to distinguish or trace 
an individual’s identity, such as their name, social security number, date and place of birth, 
or biometric records, and any other information which is linked or linkable to an 
individual. 

59The act describes a “record” as any item, collection, or grouping of information about an 
individual that is maintained by an agency and contains his or her name or another 
personal identifier. It also identifies “system of records” as a group of records under the 
control of any agency retrieved by the name of the individual or by an individual identifier. 

60A system of records notice is a notice in the Federal Register identifying, among other 
things, the type of data collected, the types of individuals about whom information is 
collected, the intended “routine” uses of data, and procedures that individuals can use to 
review and correct personal information. 

61See OMB Memorandum M-03-22, OMB Guidance for Implementing the Privacy 

Provisions of the E-Government Act of 2002. Also, according to FY 2006 Reporting 
Instructions for the Federal Information Security Management Act and Agency Privacy 
Management, OMB Memorandum M-06-20, July 17, 2006, a privacy impact assessment or a 
system of records notice is current if that document satisfies the applicable requirements 
and subsequent substantial changes have not been made to the system. 

62OMB, Guidance for implementing the Privacy Provisions of the E-Government Act of 

2002, M-03-22 (Washington, DC.: September 26, 2003). 
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information, or when agencies develop or buy new IT systems to 
handle collection of personally identifiable information. 

As discussed in NIST SP 800-6063, in establishing confidentiality 
impact levels for each information type, responsible parties must 
consider the consequences of unauthorized disclosure of privacy 
information (with respect to violations of Federal policy and/or 
law). The impact of privacy violations will depend in part on the 
penalties associated with violation of the relevant statutes and 
policies. Further, it says that, in most cases, the impact on 
confidentiality for privacy information will be in the moderate 

range. 

SM-2 Related NIST SP 800-53 Controls 
CA-4 Security Certification  
CA-6 Security Accreditation 
RA-2 Security Categorization 
RA-3 Risk Assessment 
RA-4 Risk Assessment Update 

Control Techniques and Suggested Audit Procedures for Critical Element SM-2 

Table 7 Control Techniques and Suggested Audit Procedures for Critical Element SM-2:  Periodically assess and validate 
risks 

Control activities Control techniques Audit procedures 

SM-2.1. Risk assessments and SM-2.1.1. Appropriate risk assessment policies and Review risk assessment policies, 
supporting activities are procedures are documented and based on security procedures, and guidance. 
systematically conducted. categorizations. 

SM-2.1.2. Information systems are categorized based Determine if security risk categorizations 
on the potential impact that the loss of confidentiality, are documented, reasonable, and, for 
integrity, or availability would have on operations, federal entities, if they comply with NIST 
assets, or individuals. FIPS Pub 199 and SP 800-60. 

63NIST Special Publication (SP) 800-60, Volume I: Guide for Mapping Types of 

Information and Information Systems to Security Categories – Revision 1 (August 2008). 
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Control activities Control techniques Audit procedures 

SM-2.1.3. Risks are reassessed for the entitywide, 
system, and application levels on a periodic basis or 
whenever systems, applications, facilities, or other 
conditions change. 

Obtain the most recent risk assessments 
encompassing key areas of audit interest 
and critical control points. Determine if the 
risk assessments are up-to-date, 
appropriately documented, approved by 
management, and supported by sufficient 
testing (e.g., determine whether system 
vulnerabilities were identified using such 
techniques as automated scanning tools, 
security test evaluations or penetration 
tests). See NIST SP 800-30 for details. 
The objective of this step in an IS controls 
audit being performed as part of a 
financial audit or data reliability 
assessment is generally limited to 
understanding management’s risk 
assessment process (including related 
controls), reading the risk assessments for 
the key systems relevant to the audit 
objectives, and determining whether risks 
identified by the IS controls audit are 
properly considered in the risk 
assessments. 

SM-2.1.4. Risk assessments and validations, and For a selection of risk assessments 
related management approvals are documented and assess the completeness and adequacy 
maintained on file. Such documentation includes of the required documentation. 
security plans, risk assessments, security test and 
evaluation results, and appropriate management 
approvals.  
SM-2.1.5. Changes to systems, facilities, or other Review criteria used for revising risk 
conditions and identified security vulnerabilities are assessments.  For recent changes that 
analyzed to determine their impact on risk and the risk meet the criteria, determine if the risk 
assessment is performed or revised as necessary based assessment was redone or updated. 
on OMB criteria. 
SM-2.1.6. Federal systems are certified and accredited 
before being placed in operation and at least every 3 
years, or more frequently if major system changes 
occur. 

For federal systems that are significant to 
the audit objectives, review certification 
and accreditation documentation and 
determine compliance with NIST SP 800-
37. The objective of this step in an IS 
controls audit being performed as part of a 
financial audit or data reliability 
assessment is generally limited to 
understanding the certification and 
accreditation process (including related 
controls), reading the certifications and 
accreditations for the key systems 
relevant to the audit objectives, and 
determining whether the certification and 
accreditation documentation for the 
systems tested is consistent with the 
testing results. 

Source: GAO. 
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Critical Element SM-3. Document and implement security control policies and 
procedures 

Security control policies and procedures should be documented and 
approved by management. They should also appropriately consider 
risk, address general and application controls, and ensure that users 
can be held accountable for their actions. Control policies and 
procedures may be written to be more general at the entitywide 
level and more specific at the systems (for example, specific 
configurations) and application levels (for example, user access 
rules for specific applications). For example, access control policies 
may be implemented at the entitywide level through communication 
of formal written guidance; at the system level through system-level 
security software, firewall rules, and access control lists; and at the 
application level through very specific controls built into the 
application. Also, a formal sanctions process should be established 
for personnel who fail to comply with established IS control policies 
and procedures. 

According to FISMA, each federal agency information security 
program must include policies and procedures that are based on 
risk assessments that cost-effectively reduce information security 
risks to an acceptable level, and ensure that information security is 
addressed throughout the life cycle of each agency information 
system. NIST provides guidance pertaining to computer security 
policy and procedures, described here. 

Security policy is senior management’s directives to create a 
computer security program, establish its goals, and assign 
responsibilities. The term is also used to refer to the specific 
security rules for particular systems. Because policy is written at a 
broad level, agencies also develop standards, guidelines, and 
procedures that offer users, managers, and others a clear approach 
to implementing policy and meeting organizational goals. Standards 
and guidelines specify technologies and methodologies to be used to 
secure systems. Standards, guidelines, and procedures may be 
promulgated throughout an entity via handbooks, regulations, or 
manuals. 
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Procedures are detailed steps to be followed to accomplish 
particular security-related tasks (for example, preparing new user 
accounts and assigning the appropriate privileges). Procedures 
provide more detail in how to implement the security policies, 
standards, and guidelines. Manuals, regulations, handbooks, or 
similar documents may mix policy, guidelines, standards, and 
procedures, since they are closely linked. In order for manuals and 
regulations to serve as important tools, they should clearly 
distinguish between policy and its implementation. This can help in 
promoting flexibility and cost-effectiveness by offering alternative 
approaches to implementing policies. 

SM-3 Related NIST SP 800-53 Controls
See the first control for each family (e.g., AC-1, AT-1) 

Control Techniques and Suggested Audit Procedures for Critical Element SM-3 

Table 8. Control Techniques and Suggested Audit Procedures for Critical Element SM-3: Document and implement security 
control policies and procedures 

Control  activities Control techniques Audit procedures 

SM-3.1 Security control policies and 
procedures are documented, approved by 
management and implemented.   

SM-3.1.1. Security control policies and 
procedures at all levels 
• are documented, 
• appropriately consider risk, 
• address purpose, scope, roles, 

responsibilities, and compliance, 
• ensure that users can be held accountable 

for their actions, 
• appropriately consider general and 

application controls, 
• are approved by management, and 
• are periodically reviewed and updated. 

Review security policies and procedures 
and compare their content to NIST 
guidance (e.g., SP 800-30, SP 800-37, SP 
800-100) and other applicable criteria 
(e.g., configuration standards). 

Source: GAO. 

Critical Element SM-4. Implement effective security awareness and other security-
related personnel policies 

Effective security-related personnel policies are critical to effective 
security. Ineffective personnel policies can result in employees or 
contractors inadvertently or intentionally compromising security. 
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For example, security may be compromised due to an inadequate 
awareness or understanding, inadequate security training, or 
inadequate screening of employees. 

An ongoing security awareness program should be implemented 
that includes first-time training for all new employees, contractors, 
and users; periodic refresher training for all employees, contractors 
and users; and distribution of security policies detailing rules and 
expected behaviors to all affected personnel. Relevant security 
awareness requirements and guidance are contained in FISMA, OMB 
Circular A-130, and NIST SP 800-50, Building an Information 

Technology Security Awareness and Training Program. In 
addition, employees with significant security responsibilities should 
receive specialized training, as described in NIST SP 800-16, 
“Information Technology Security Training Requirements: A Role-

and Performance-Based Model” (April 1998). Also, see 5 CFR 
930.301. 

According to FISMA, an agencywide information security program 
for a federal agency must include security awareness training for 
not only agency personnel but also contractors and other users of 
information systems that support the agency’s operations and 
assets. This training must cover (1) information security risks 
associated with users’ activities and (2) users’ responsibilities in 
complying with agency policies and procedures designed to reduce 
these risks. FISMA also includes requirements for training of 
personnel with significant responsibilities for information security. 
Further, OMB requires personnel to be trained before they are 
granted access to systems or applications. The training is to make 
sure that personnel are aware of the system or application’s rules, 
their responsibilities, and their expected behavior. 

Other security-related personnel policies are also relevant to 
effective security. Policies related to personnel actions, such as 
hiring, termination, and employee expertise, are important 
considerations in securing information systems. If personnel 
policies are not adequate, an entity runs the risk of (1) hiring 
unqualified or untrustworthy individuals; (2) providing terminated 
employees opportunities to sabotage or otherwise impair entity 
operations or assets; (3) failing to detect continuing unauthorized 
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employee actions; (4) lowering employee morale, which may in turn 
diminish employee compliance with controls; and (5) allowing staff 
expertise to decline. 

As mentioned, FISMA requires agencies to implement agencywide 
security programs that include effective policies and procedures to 
ensure cost-effective risk reduction and ensure compliance with 
FISMA and applicable OMB (e.g., OMB Circular A-130) and NIST 
(e.g., SP 800-30) guidance. This guidance specifically addresses 
security-related personnel policies and procedures. For example, 
NIST SP 800-53 addresses personnel security and controls related to 
personnel screening, termination and transfer, and third-party 
security. 

SM-4.1 Ensure that resource owners, system administrators, and users are aware of security policies 
For a security program to be effective, those expected to comply 
with it must be aware of it. Typical means for establishing and 
maintaining security awareness include 

● informing users of the importance of the information they handle 
and the legal and business reasons for maintaining its integrity 
and confidentiality; 

● distributing documentation describing security policies, 
procedures, and users’ responsibilities, including their expected 
behavior; 

● requiring users to periodically sign a statement acknowledging 
their awareness and acceptance of responsibility for security 
(including the consequences of security violations) and their 
responsibilities for following all organizational policies (including 
maintaining confidentiality of passwords and physical security 
over their assigned areas); and 

● requiring comprehensive security orientation, training, and 
periodic refresher programs to communicate security guidelines 
to both new and existing employees and contractors. 

Leading organizations studied considered promoting awareness to 
be one of the most important factors in the risk management 
process. Awareness was considered to be especially important in 
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reducing the risks of “social engineering,” where users are talked 
into revealing passwords or other sensitive information to potential 
thieves. Educating users about such risks makes them think twice 
before revealing sensitive data and makes them more likely to 
notice and report suspicious activity. 

Employee awareness is also critical in combating security threats 
posed by spam, spyware, and phishing. Spam (unsolicited 
commercial e-mail) consumes significant resources and is used as a 
delivery mechanism for other types of cyberattacks; spyware 
(software that monitors user activity without user knowledge or 
consent) can capture and release sensitive data, make unauthorized 
changes, and decrease system performance; and phishing 
(fraudulent messages to obtain personal or sensitive data) can lead 
to identity theft, loss of sensitive information, and reduced trust and 
use of electronic government services. The blending of these threats 
creates additional risks that cannot be easily mitigated with 
currently available tools. 

SM-4.2. Hiring, transfer, termination, and performance policies address security 
The security policies and procedures (including relevant personnel 
and human resources policies and procedures) that should generally 
be in place include the following: 

● Hiring procedures include contacting references, performing 
background investigations, and ensuring that periodic 
investigations are performed as required by law and 
implementing regulations, consistent with the sensitivity of the 
position, per criteria from the Office of Personnel Management. 

● Individuals are screened before they are authorized to have 
access to organizational information and information systems. 

● For employees and contractors assigned to work with 
confidential information, confidentiality, nondisclosure, or 
security access agreements specify precautions required and 
unauthorized disclosure acts, contractual rights, and obligations 
during employment and after termination. 

● Periodic job rotations and vacations are used, if appropriate, and 
work is temporarily reassigned during vacations. 
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● A formal sanctions process enforces (including performance 
ratings for individual employees) compliance with security 
policies and procedures. 

● Compensation and recognition are appropriate to promote high 
morale. 

● Where appropriate, termination and transfer procedures include 
● exit interview procedures; 
● return of property, such as keys, identification cards, badges, 

and passes; 
● notification to security management of terminations, and 

prompt termination of access to the entity’s resources and 
facilities (including passwords); 

● the immediate escorting of terminated employees—especially 
those who have access to sensitive resources—out of the 
entity’s facilities; and 

● identification of the period during which nondisclosure 
requirements remain in effect. 

SM-4.3. Employees have adequate training and expertise 
Management should ensure that employees—including data owners, 
system users, data processing personnel, and security management 
personnel—have the expertise to carry out their information 
security responsibilities. To accomplish this, a security training 
program should be developed that includes 

● job descriptions that include the education, experience, and 
expertise required; 

● periodically reassessing the adequacy of employees’ skills; 
● annual training requirements and professional development 

programs to help make certain that employees’ skills, especially 
technical skills, are adequate and current; and 

● monitoring employee training and professional development 
accomplishments. 
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SM-4 Related NIST SP 800-53 Controls 
AT-2 Security Awareness 
AT-3 Security Training 
AT-4 Security Training Records 
PL-4 Rules of Behavior 
PS-1 Personnel Security Policy and Procedures 
PS-2 Position Categorization 
PS-3 Personnel Screening 
PS-4 Personnel Termination 
PS-5 Personnel Transfer 
PS-6 Access Agreements 
PS-7 Third-Party Personnel Security 
PS-8 Personnel Sanctions 

Control Techniques and Suggested Audit Procedures for Critical Element SM-4 

Table 9. Control Techniques and Suggested Audit Procedures for Critical Element SM-4: Implement effective security 
awareness and other security-related personnel policies 

Control activities Control techniques Audit procedures 

SM-4.1. Owners, system SM-4.1.1. An ongoing security awareness program has Review documentation supporting or 
administrators, and users are 
aware of security policies. 

been implemented that includes security briefings and 
training that is monitored for all employees with system 
access and security responsibilities. Coordinate with the 
assessment of the training program in SM-4.3. 

evaluating the awareness program. 

Observe a security briefing. 

Interview data owners, system 
administrators, and system users.  

Determine what training they have received 
and if they are aware of their security-
related responsibilities. 

Determine whether adequate procedures 
are implemented to monitor that all 
employees and contractors are receiving 
security awareness training. 
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Control activities Control techniques Audit procedures 

SM-4.1.2. Security policies are distributed to all affected 
personnel, including system and application rules and 
expected user behaviors. 

Review memos, electronic mail files, or 
other policy distribution mechanisms. 

Review personnel files to test whether 
security awareness statements are current. 

If appropriate, call selected users, identify 
yourself as security or network staff, and 
attempt to talk them into revealing their 
password. (See Section 2.2.2 
“Appropriateness of Control Testing” for 
discussion of performance issues relating 
to this type of testing). 

SM-4.2. Hiring, transfer, SM-4.2.1. For prospective employees, references are Review hiring policies. 
termination, and performance contacted and background checks performed. Individuals 
policies address security.  are screened before they are given authorization to 

access organizational information and information 
For a selection of recent hires, inspect 
personnel records and determine whether 

systems. references have been contacted and 
background checks have been performed. 

SM-4.2.2. Periodic reinvestigations are performed as 
required by law, and implementing regulations [at least 
once every 5 years], consistent with the sensitivity of the 
position. For federal entities, criteria can be obtained from 
the Office of Personnel Management (OPM).  

Review applicable laws, regulations and 
reinvestigation policies (e.g. 5 CFR 
731.106(a); OPM/Agency policy, 
regulations and guidance; FIPS 201 & NIST 
SP 800-73, 800-76, 800-78; and, any 
criteria established for the risk designation 
of the assigned position.) 

For a selection of sensitive positions, 
inspect personnel records and determine 
whether background reinvestigations have 
been performed as required. 

SM-4.2.3. Nondisclosure or security access agreements Review policies on confidentiality or 
are required for employees and contractors assigned to security agreements. 
work with sensitive information.  

For a selection of such users, determine 
whether confidentiality or security 
agreements are on file. 

SM-4.2.4. When appropriate, regularly scheduled Review vacation policies. 
vacations exceeding several days are required, and the 
individual’s work is temporarily reassigned.  Inspect personnel records to identify 

individuals who have not taken vacation or 
sick leave in the past year. 

Determine who performed employee’s work 
during vacations. 

SM-4.2.5. A formal sanctions process is employed for Review the sanctions process. Determine 
personnel failing to comply with security policy and how compliance with security policies is 
procedures.  monitored and how sanctions were 

administered.  
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Control activities Control techniques Audit procedures 

SM-4.2.6. Where appropriate, termination and transfer 
procedures include 
• exit interview procedures; 
• return of property, keys, identification cards, passes, 

etc.; 
• notification to security management of terminations and 

prompt revocation of IDs and passwords; 
• immediate escort of terminated employees out of the 

entity’s facilities; and 
• identification of the period during which nondisclosure 

requirements remain in effect.  

Review pertinent policies and procedures. 

For a selection of terminated or transferred 
employees, examine documentation 
showing compliance with policies. 

Compare a system-generated list of users 
to a list of active employees obtained from 
personnel to determine whether IDs and 
passwords for terminated employees still 
exist. 

SM-4.3. Employees have SM-4.3.1. Skill needs are accurately identified and Review job descriptions for security 
adequate training and expertise.  included in job descriptions, and employees meet these management personnel and for a selection 

requirements. of other system users. 

For a selection of employees, compare 
personnel records on education and 
experience with job descriptions. 

SM-4.3.2. Employee training and professional Review training records and related 
development are documented and monitored. documentation showing whether such 

records are monitored and whether 
employees are receiving the appropriate 
training. 

Source: GAO. 

Critical Element SM-5. Monitor the effectiveness of the security program  

An important element of risk management is ensuring that policies 
and controls intended to reduce risk are effective on an ongoing 
basis. Effective monitoring involves the entity performing tests of IS 
controls to evaluate or determine whether they are appropriately 
designed and operating effectively to achieve the entity’s control 
objectives. Senior management’s awareness, support, and 
involvement are essential in establishing the control environment 
needed to promote compliance with the agency’s/entity’s 
information security program. However, because security is not an 
end in itself, senior managers should balance the emphasis on 
security with the larger objective of achieving the agency’s/entity’s 
mission. To do this effectively, top management should understand 
the agency’s/entity’s security risks and actively support and monitor 
the effectiveness of its security policies. If senior management does 
not monitor the security program, it is unlikely that others in the 
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organization will be committed to properly implementing it. 
Monitoring is one of GAO’s five internal control standards.64 

Over time, policies and procedures may become inadequate because 
of changes in threats, changes in operations or deterioration in the 
degree of compliance. Periodic assessments are an important means 
of identifying areas of noncompliance, reminding employees of their 
responsibilities, and demonstrating management’s commitment to 
the security plan. Such assessments can be performed by entity staff 
or by external reviewers engaged by management. Independent 
audits performed or arranged by GAO and by agency inspectors 
general, while an important check on management performance, 
should not be viewed as substitutes for management evaluations of 
the adequacy of the entity’s security program. 

FISMA requires federal agencies to perform periodic testing and 
evaluation of the effectiveness of information security policies, 
procedures, and practices. First, agencies must provide 
management testing of every system every year, but the level of 
rigor may vary depending on the risk. However, OMB in past 
FISMA reporting guidance (M-03-19) has noted that annual  FISMA 
testing does not alter OMB’s policy requiring system reauthorization 
(certification and accreditation) at least every 3 years or when 
significant changes are made.65 

Second, FISMA requires annual independent evaluations of agency 
information security programs and practices to determine their 
effectiveness. Independent evaluations of non-national-security 
systems are to be performed by the agency’s Inspector General, or 
by an independent external auditor chosen by the IG, if any, or by 
the head of the agency, if there is no agency IG. Evaluations related 
to national security systems are to be performed only by an entity 
designated by the agency head. These independent evaluations must 
test the effectiveness of control techniques for a representative 

64Standards for Internal Control in the Federal Government (GAO/AIMD-00-21.3.1; 
November 1999).
65OMB’s Circular A-130 requires that agencies review security controls and re-authorize 
system usage (i.e., certification and accreditation) at least every three years or more 
frequently if changes occur. 
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subset of systems. The head of each agency must report the 
evaluation results to OMB, which summarizes the results in a report 
to the Congress. GAO must also provide Congress with its 
independent assessment of agency information security policies and 
practices, including compliance with the annual evaluation and 
reporting requirements. 

As part of its monitoring function, management should have policies 
and procedures for periodically assessing the appropriateness of 
security policies and the agency’s compliance with them. At a 
minimum, such policies and procedures should address the 
following areas: 

• Frequency of periodic testing. The frequency, nature, and extent 
of management’s assessment should appropriately consider 
information security risks. Consequently, certain higher-risk 
systems may be tested more frequently or more extensively than 
lower-risk systems. FISMA requires periodic testing to be 
performed with a frequency depending on risk, but no less than 
annually. 

• Depth and breadth of testing. The depth and breadth of testing 
should be based on a consideration of potential risk and 
magnitude of harm, the relative comprehensiveness of prior 
reviews, the nature and extent of tests performed as part of 
periodic risk and vulnerability assessments, and the adequacy 
and successful implementation of remediation plans.       

• Common controls. To facilitate efficient periodic testing, entities 
should identify common IS controls that can be tested and the 
results used for multiple systems. 

• Roles and responsibilities of personnel involved in testing.  
Personnel assigned to perform and supervise periodic testing 
should possess appropriate technical skills and have appropriate 
organizational placement to reasonably assure that tests are 
properly performed and results properly reported to entity 
management. In addition, personnel should not perform tests of 
controls for which they are responsible for implementation or 
operation. 

Page 184  3.1. Security Management (SM) 



• Documentation. Tests performed and the results and related 
analysis of such tests should be documented to the extent 
necessary to support effective supervisory review and 
independent evaluation. 

An integrated testing plan or strategy helps to facilitate effective and 
efficient periodic testing. Without such an integrated plan or 
strategy, the nature and extent of periodic testing may be inadequate 
or testing may be inefficient. 

Such tests may include tests performed as part of periodic risk and 
vulnerability assessments, continuous monitoring through scanning 
or agent-based software tools, or specifically designed tests. 
Management should periodically perform vulnerability assessments 
to help ensure that entity information resources are adequately 
protected. Vulnerability assessments involve analyzing a network to 
identify potential vulnerabilities that would allow unauthorized 
access to network resources, simulating what might be performed 
by someone trying to obtain unauthorized access. Vulnerability 
assessments typically consider both unauthorized access by 
outsiders as well as insiders. Vulnerability assessments typically 
include the use of various tools discussed in Table 10 below, such as 
scanning tools, password crackers, and war dialing and war driving 
tools. Also, vulnerability assessments may include penetration 
testing. Vulnerability assessments should be performed in addition 
to testing individual access controls and other control categories. 

Since the methods used for unauthorized access vary greatly and are 
becoming more sophisticated, the vulnerability assessment 
techniques defined here are general in nature and should be 
supplemented with techniques and tools specific to the specific 
environment. 

The effectiveness of management’s security testing, including 
vulnerability assessments, may affect the auditor’s judgments about 
IS risk and consequently, the nature, timing, and extent of audit 
testing. Factors to consider in assessing the effectiveness of 
management’s testing include: 
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● the nature of management’s testing (the types of testing 
management applied, the strength of the evidence obtained, the 
experience, capabilities, and objectivity of the persons 
performing the testing, and the quality of documentation of 
testing), 

● the timing of management’s testing (the recentness of testing), 
and 

● extent of management’s testing (the completeness of testing) 

The auditor should review management vulnerability assessments 
and may independently perform their own vulnerability assessments 
to determine whether management vulnerability assessments are 
effective. 

The type of vulnerability assessments that are conducted by the 
auditor affect the scope of the evaluation, methodology used, and 
the level of assurance achieved. It is important that the methods 
chosen by the auditor provide the least amount of disruption to the 
entity based on a cost/risk analysis. Auditors may need to conduct 
these types of audits without tools,66 because some audited entities 
will not want to accept the risk of an auditor running tools in a “live” 
environment. There generally should be an agreement between the 
auditor and the audited entity on the type of testing to be conducted 
(intrusive or nonintrusive). Section 2.1.9.F “Communication with 
Entity Management and Those Charged with Governance” provides 
further guidance on communicating the nature and extent of 
planned testing with the entity.  

Due to the highly technical nature of such testing by the auditor, it 
should be performed by persons possessing the necessary technical 
skills (e.g., an IT specialist). See Appendix V for additional 
information on the Knowledge, Skills, and Abilities needed to 
perform IS control audits. Also, section 2.5.2 “Automated Audit 

66Assessments performed relying on reviews of system documentation such as hardware 
and software security settings and use of software features that are inherent to the 
application under review.   
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Table 10. Types of Security Testing 

Tools” provides further guidance on the auditor’s use of testing 
tools. Audit testing is discussed further in connection with AC-.1.1. 

There are several different types of security testing. Some testing 
techniques are predominantly manual, requiring an individual to 
initiate and conduct the test. Other tests are highly automated and 
require less human involvement. Testing may also be conducted 
from external connections (for example, from the Internet, dial-up, 
wireless), from wide area network connections, or from internal 
connections. Regardless of the type of testing, staff that set up and 
conduct security testing should have significant security and 
networking knowledge, including significant expertise in the 
following areas: network security, firewalls, intrusion detection 
systems, operating systems, programming and networking protocols 
(such as Transmission Control Protocol/Internet Protocol (TCP/IP) 
– which is a low-level communication protocol that allows 
computers to send and receive data). 

Table 10 summarizes types of security testing. 

Test type What it does  

Network scanning  • Enumerates the network structure and determines the set of 
active hosts and associated software 

• Identifies unauthorized hosts connected to a network 
• Identifies open ports 
• Identifies unauthorized services 

General vulnerability 
scanning  

• Enumerates the network structure and determines the set of 
active hosts and associated software 

• Identifies a target set of computers to focus vulnerability 
analysis 

• Identifies potential vulnerabilities on the target set 
• Verifies that software (e.g., operating systems and major 

applications) is up-to-date with security patches and software 
versions 

Penetration testing  • Determines how vulnerable an organization’s network is to 
penetration and the level of damage that can be incurred 

• Tests IT staff’s response to perceived security incidents and 
their knowledge of and implementation of the organization’s 
security policy and system’s security requirements 

• Verifies potential impact of multiple security weaknesses 
Password cracking  • Verifies that the policy is effective in producing passwords that 

are more or less difficult to break 
• Verifies that users select passwords that are compliant with the 

organization’s security policy 
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Test type What it does  

Log reviews  • Verifies that the system is operating according to policy 

Integrity checkers  • Detects unauthorized file modifications 

Virus detectors • Detects and deletes viruses before successful installation on the 
system 

War dialing  • Detects unauthorized modems and prevents unauthorized 
access to a protected network 

War driving  • Detects unauthorized wireless access points and prevents 
unauthorized access to a protected network 

Specialty scanning • Detects security risks related to specific IS control areas (e.g., 
tools weaknesses in web pages, application code, and databases, 

network sniffers67) 

Source: Guideline on Network Security Testing (NIST SP 800-42, October 2003). 

Often, several of these testing techniques are used together for a 
more comprehensive assessment of the overall network security 
posture. For example, penetration testing usually includes network 
scanning and vulnerability scanning to identify vulnerable hosts and 
services that may be targeted for later penetration. Some 
vulnerability scanners incorporate password cracking. None of 
these tests by themselves will provide a complete picture of the 
network or its security posture. NIST SP 800-42 describes these 
testing types in detail and summarizes the strengths and weaknesses 
of each test. In addition, NIST SP 800-115 provides guidance on the 
basic technical aspects of conducting information security 
assessments. 

However, since penetration testing requires extensive planning and 
experienced staff to conduct, the auditor typically considers several 
factors before deciding to perform this testing. For example, 
penetration testing may be a desirable testing option when 
significant changes have been made to the entity’s network (e.g., 
upgrades to server, routers, switches, network software), there are 
no recent penetration tests performed, or results of recent 
penetration testing identified significant security weaknesses that 
management represented were substantially corrected. Conversely, 
if recent independent penetration testing disclosed few security 
weaknesses and the scope and level of testing is determined by the 

67Network “sniffers” (software that can intercept and log traffic passing over a network) 
can identify the transmission of passwords or sensitive information in clear text. 
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auditor to be sufficient, then the use of other types of testing may be 
more appropriate. 

Other tools that may be used include specialty scanning tools (for 
example, application code, Web, database, SNMP68), host data 
extraction tools, packet analyzers or sniffers (for example, 
ethereal), and patch assessment tools. Separate patch assessment 
tools are more reliable than vulnerability scanners for this purpose. 
Also, the auditor is more likely to check for the presence of integrity 
checkers and virus detectors than to use them in an audit. After 
running any tests, certain procedures should be followed, including 
documenting the test results, informing system owners of the 
results, and ensuring that vulnerabilities are patched or mitigated. 

When implementing system security plans for federal systems, as 
required by FISMA and OMB Circular A-130, management should 
monitor their implementation and adjust the plans in accordance 
with changing risk factors. Management should 

● develop and document appropriate testing policies and 
procedures (all levels), 

● test and document security controls related to each major system 
at least annually (system level), 

● ensure that the frequency and scope of testing is commensurate 
with risk (all levels), and 

● employ automated mechanisms to verify the correct operation of 
security functions when anomalies are discovered (system and 
application level). 

In addition to the FISMA provisions in the E-Government Act of 
2002, section 208 requires that agencies conduct privacy impact 
assessments. A privacy impact assessment is an analysis of how 
information is handled (1) to ensure handling conforms to 
applicable legal, regulatory, and policy requirements regarding 
privacy; (2) to determine the risks and effects of collecting, 

68SNMP (Simple Network Management Protocol) provides remote administration of 
network devices.   
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maintaining, and disseminating information in identifiable form in 
an electronic information system; and (3) to examine and evaluate 
protections and alternative processes for handling information to 
mitigate potential privacy risks (OMB Memorandum M-03-22). OMB 
combined the FISMA and privacy annual reporting beginning in 
fiscal year 2005 (OMB Memorandum M-05-15). 

Further, OMB has developed performance measures for federal 
agency reporting and requires that agencies provide quarterly 
performance metric updates.  For example, one such measure 
requests the number of systems for which security controls have 
been tested and evaluated in the past year. NIST SP 800-55 provides 
additional guidance on performance measures and compliance 
metrics to monitor the security process and periodically report on 
the state of compliance. 

In addition, NIST SP 800-100 provides information on how entities 
can develop information security metrics that measure the 
effectiveness of their security program, and provide data to be 
analyzed and used by program managers and system owners to 
isolate problems, justify investment requests, and target funds 
specifically to the areas in need of improvement. It describes metric 
types and discusses development and implementation approaches.  

As mentioned, OMB Circular A-130 requires that federal agencies 
review and test the security of their general support systems and 
major applications at least once every 3 years—sooner if significant 
modifications have occurred or where the risk and magnitude of 
harm are high. Although not required, it would be appropriate for an 
agency to describe its evaluation program, including the expected 
type of testing and frequency of evaluations, in its security plan. 
(Security plans are discussed in critical element SM-1.) 

OMB also requires that a management official authorize in writing 
the use of each general support system and major application. NIST 
SP 800-37 refers to this authorization as accreditation. OMB Circular 
A-130 allows self-reviews of controls for general support systems, 
but requires an independent review or audit of major applications. 
The authorizations or accreditations are to be provided by the 
program or functional managers whose missions are supported by 
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the automated systems; these represent the managers’ explicit 
acceptance of risk based on the results of any security reviews, 
including those performed as part of financial statement audits and 
during related risk assessments. Additional guidance on accrediting 
federal automated systems can be found in NIST SP 800-37, Guide 

for the Security Certification and Accreditation of Federal 

Information Systems. 

In addition, FMFIA and OMB Circular A-12369 require agencies to 
annually assess their internal controls, including computer-related 
controls, and report any identified material weaknesses to the 
President and the Congress. The quality of the FMFIA process is a 
good indicator of management’s (1) philosophy and operating style, 
(2) methods of assigning authority and responsibility, and 
(3) control methods for monitoring and follow-up. Weaknesses 
identified during security reviews conducted under OMB Circular A-
130 are to be considered for reporting under FMFIA and OMB 
Circular A-123, particularly if the weakness involves no assignment 
of security responsibility, an inadequate security plan, or missing 
management authorization. 

SM-5 Related NIST SP 800-53 Controls 
CA-2 Security Assessments 
CA-7 Continuous Monitoring 
PL-5 Privacy Impact Assessment 
RA-5 Vulnerability Scanning 

Control Techniques and Suggested Audit Procedures for Critical Element SM-5 

Table 11. Control Techniques and Suggested Audit Procedures for Critical Element SM-5: Monitor the effectiveness of the 
security program 

Control activities Control techniques Audit procedures 

SM-5.1. The effectiveness of SM-5.1.1. Appropriate monitoring and testing policies and Review testing policies and procedures. 
security controls are procedures are documented.  
periodically assessed Determine if there is an overall testing 

strategy or plan. 

69Office of Management and Budget, Management’s Responsibility for Internal Control, 
OMB Circular No. A-123 (Washington, D.C.: December 2004). 
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Control activities Control techniques Audit procedures 

SM-5.1.2. Management routinely conducts vulnerability 
assessments and promptly corrects identified control 
weaknesses. 

Interview officials who conducted the most 
recent agency/entity vulnerability 
assessment. Review the methodology and 
tools used, test plans and results obtained, 
and corrective action taken. 

Determine if testing is performed that 
complies with OMB and NIST certification 
and accreditation and other testing 
requirements. 

If appropriate, perform independent testing 
with the approval of management. 

Determine if identified control weaknesses 
are promptly corrected.  

SM-5.1.3. Management routinely conducts privacy impact Review privacy impact assessments, 
assessments and promptly corrects identified control including the methodology, a selection of 
weaknesses. test plans, and related testing results. 
SM-5.1.4. The frequency and scope of security control Determine if the frequency and scope of 
testing is commensurate with risk.  security control testing is based on risk. 
SM-5.1.5. Performance measures and compliance metrics Review agency/entity performance 
monitor the security processes and report on the state of measures and compare to NIST guidance 
compliance in a timely manner.  (e.g., NIST SP 800-55).  
SM-5.1.6. An independent evaluation (periodic, e.g., Review the results of these evaluations and 
annual) of the entity’s information security program tests assess their adequacy and effectiveness.  
the effectiveness of the security policies, procedures, and 
practices. 
SM-5.1.7. Federal agencies report on the results of the 
annual independent evaluations to appropriate oversight 
bodies. Under OMB guidance, the head of each agency 
must submit security and privacy reports to OMB, which 
consolidates the information for a report to Congress. The 
Comptroller General must also periodically evaluate and 
report to Congress on the adequacy and effectiveness of 
agency information security policies and practices. 

Evaluate the reporting/summarization 
process and identify any significant 
discrepancies between reports at each 
level and whether the reports agree with 
independent audit evaluations. Note that 
OMB has annual requirements for FISMA 
and privacy reporting. 

Source: GAO. 

Critical Element SM-6. Effectively Remediate Information Security Weaknesses  

When weaknesses are identified, the related risks should be 
reassessed, appropriate corrective or remediation actions taken, and 
follow-up monitoring performed to make certain that corrective 
actions are effective. Procedures should be established to reasonably 
assure that all IS control weaknesses, regardless of how or by whom 
they are identified, are included in the entity’s remediation processes. 
For each identified IS control weakness, the entity should develop and 
implement appropriate action plans and milestones. Action plans and 
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milestones should be developed based on findings from security 
control assessments, security impact analyses, continuous monitoring 
of activities, audit reports, and other sources. For federal agencies, 
such plans are referred to as Plans of Actions and Milestones 
(POAMs). When considering appropriate corrective actions to be 
taken, the entity should, to the extent possible, consider the potential 
implications throughout the entity and design appropriate corrective 
actions to systemically address the deficiency. Limiting corrective 
action only to identified deficiencies would not necessarily address 
similar weaknesses in other systems or applications or result in the 
most effective and efficient corrective action. 

In addition to developing action plans and modifying written policies to 
correct identified problems, entities should test the implementation of 
the corrective actions to determine whether they are effective in 
addressing the related problems. Management should continue to 
periodically review and test such corrective actions to determine if 
they remain effective on a continuing basis. This is an important aspect 
of managers’ risk management responsibilities. 

FISMA specifically requires that agencywide information security 
programs include a “process for planning, implementing, evaluating, 
and documenting remedial action to address any deficiencies in the 
information security policies, procedures, and practices of the 
agency.” Further, agencies must report on the adequacy and 
effectiveness of the information security program and practices in 
annual reports to OMB, Congress, and GAO and in annual budget 
and management plans and reports. The latter include reporting a 
FISMA “significant deficiency” in information security as a material 
weakness. Government Performance and Results Act performance 
plans must describe time periods and resources needed to 
effectuate a risk-based program. 

SM-6 Related NIST SP 800-53 Controls 
CA-5 Plan of Action and Milestones 
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Control Techniques and Suggested Audit Procedures for Critical Element SM-6 

Table 12. Control Techniques and Suggested Audit Procedures for Critical Element SM-6: Effectively remediate information 
security weaknesses 

Control activities Control techniques Audit procedures 

SM-6.1. Information security SM-6.1.1. Management initiates prompt action to correct 
weaknesses are effectively deficiencies. Action plans and milestones are 
remediated. documented.  

Review recent POA&Ms, FMFIA reports and 
prior year audit reports and determine the 
status of corrective actions. The objective of 
this procedure in an IS controls audit being 
performed as part of a financial audit or data 
reliability assessment is generally limited to 
understanding management’s POAM 
process and related controls to ensure the 
accuracy of the information in the POA&Ms, 
determining whether IS control weaknesses 
identified by the IS controls audit are 
included in the POA&Ms, and, if not, 
determining the cause. See OMB A-11 which 
recommends that audit remediation items be 
addressed within 6 months. 

SM-6.1.2. Deficiencies are analyzed in relation to the Review corrective action plans to determine 
entire agency/entity, and appropriate corrective actions whether entitywide solutions were 
are applied entitywide. appropriately considered. 
SM-6.1.3. Corrective actions are tested and are Review a selection of corrective action plans 
monitored after they have been implemented and to determine whether testing was performed 
monitored on a continuing basis. and monitoring was conducted after 

implementation of corrective actions. 

Source: GAO. 

Critical Element SM-7. Ensure that Activities Performed by External Third Parties are 
Adequately Secure 

Appropriate policies and procedures should be developed, 
implemented, and monitored to ensure that the activities 
performed by external third parties (for example, service bureaus, 
contractors, other service providers such as system development, 
network management, and security management) are 
documented, agreed to, implemented, and monitored for 
compliance. These should include provisions for (1) security 
clearances (where appropriate and required), (2) background 
checks, (3) required expertise, (4) confidentiality/nondisclosure 
agreements, (5) security roles and responsibilities, 
(6) connectivity agreements, (7) individual accountability (for 
example, expectations, remedies), (8) audit access and reporting, 
(9) termination procedures, (10) security awareness training, (11) 

Page 194  3.1. Security Management (SM) 



requirements definition, (12) security responsibilities, and (13) 
performance metrics. In addition, checks should be performed to 
periodically ensure that the procedures are being correctly 
applied and consistently followed, including the security of 
relevant contractor systems. Appropriate controls also need to be 
applied to outsourced software development. 

FISMA information security requirements apply not only to 
information systems used or operated by an agency but also to 
information systems used or operated by a contractor of an agency 
or other agency on behalf of an agency.  In addition, the Federal 
Acquisition Regulation (FAR) requires that federal agencies 
prescribe procedures for ensuring that agency planners on 
information technology acquisitions comply with the information 
technology security requirements of FISMA, OMB’s implementing 
policies including Appendix III of OMB Circular A-130, and guidance 
and standards from NIST.70  For example, NIST SP 800-35 Guide to 

Information Technology Security Services  provides guidance 
pertaining to the acquisition or outsourcing of dedicated 
information system security services such that (1) incident 
monitoring, analysis, and response; (2) operation of information 
system security devices (for example, firewalls); and (3) key 
management services are supported by a risk assessment and 
approved by the appropriate, designated entity official.  Acquisition 
or outsourcing of information system services explicitly addresses 
government, service provider, and end-user security roles and 
responsibilities. 

Governmental and private entities face a range of risks from 
contractors and other users with privileged access to their systems, 
applications and data. Contractors that provide systems and 
services or other users with privileged access to agency/entity 
systems, applications, and data can introduce risks to their 
information and systems; for example, contractors often provide 
unsupervised remote maintenance and monitoring of agency/entity 

70The FAR was established to codify uniform policies for acquisition of supplies and 
services by executive agencies.  The FAR appears in the Code of Federal Regulations at 48 
CFR Chapter 1. See 48 CFR 7.103(u). 
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systems. Contractor risks to people, processes, and technology are 
summarized in table 13. 

Table 13. Examples of Agency-Identified Risks to Federal Systems and Data 
Resulting from Reliance on Contractors  

Category Risk description 

People Unauthorized personnel having physical access to entity IT resources 
(including systems, applications, facilities, and data). 
Unauthorized personnel having electronic access to entity IT resources 
(including systems, applications, and data). 
Increased use of foreign nationals. 
Contractor or privileged users of federal data and systems who may not 
receive appropriate, periodic background investigations. 
Inadequate segregation of duties (for example, software developer is the 
same individual who puts the software into production). 

Processes Failure by contractor or privileged users of federal data and systems to 
follow entity IT security requirements. 
Possible disclosure of entity-sensitive information to unauthorized 
individuals or entities. 
Lack of effective compliance monitoring of contractors performing work off-
site or privileged users of federal data and systems. 
Contractor or privileged users of federal data and systems may have 
ineffective patch management processes. 

Technology Incorporation of unauthorized features in customized application software. 
For example, a third-party software developer has the potential to 
incorporate “back doors,” spyware, or malicious code into customized 
application software that could expose entity IT resources to unauthorized 
loss, damage, modification, or disclosure of data. 
Encryption technology may not meet federal standards. 
Intentional or unintentional introduction of viruses and worms. 

Source: Improving Oversight of Access to Federal Systems and Data by Contractors Can Reduce Risk (GAO-05-362, April 2005). 

Note: The various risks identified could represent multiple risks (i.e., risks in one or more of the 
identified categories of people, processes, and technology). 

In addition to the risks identified in the table, there are specific risks 
from contractor software development activities and off-site 
operations. These risks include a poor patch management process 
that could impact entity operations (for example, entity Web sites), 
a hosting infrastructure that may not separate customer and 
company data, and inadequate oversight at an off-site facility. 

SM-7 Related NIST SP 800-53 Controls 
AC-20 Use of External Information Systems 
MA-4 Remote Maintenance 
PS-7 Third-Party Personnel Security 
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SA-9 External Information System Services 

Control Techniques and Suggested Audit Procedures for Critical Element SM-7 

Table 14. Control Techniques and Suggested Audit Procedures for Critical Element SM-7: Ensure that activities 
performed by external third parties are adequately secure 

Control activities Control techniques Audit procedures 

SM-7.1. External third party 
activities are secure, 
documented, and monitored. 

SM-7.1.1. Appropriate policies and procedures 
concerning activities of external third parties (for 
example, service bureaus, contractors, other service 
providers such as system development, network 
management, security management) are documented, 
agreed to, implemented, and monitored for compliance 
and include provisions for 
• clearances, 
• background checks, 
• required expertise, 
• confidentiality agreements, 
• security roles and responsibilities, 
• connectivity agreements, 
• expectations, 
• remedies, 
• audit access/audit reporting, 
• monitoring 
• termination procedures, 
• security awareness training, 
• requirements definition, 
• security responsibilities, and 
• performance metrics. 

Review policies and procedures pertaining to 
external third parties for the entitywide, 
system, and application levels. 

Identify use of external third parties and 
review activities including compliance with 
applicable policies and procedures. See 
NIST SP 800-35 for guidance on IT security 
services. 

Determine how security risks are assessed 
and managed for systems operated by a third 
party. 

Assess the adequacy of controls over 
monitoring external third party services. 

Coordinate assessment of security 
awareness training with SM-4. 

Review any available SAS 70 reports to 
determine the nature, timing, and extent of 
tests of operating effectiveness and assess 
whether results provide sufficient information 
to obtain an understanding of the service 
organization’s controls that would affect the 
entity’s controls being assessed. 

Source: GAO. 

SM-7.1.2. Security requirements are included in the Review security provisions of selected 
information system acquisition contracts based on an contracts and determine that requirements 
assessment of risk. are implemented.  See FAR requirements for 

acquisition plans (48 CFR 7.1, 7.103 (u)). 
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3.2. Access Controls (AC) 
Access controls limit or detect inappropriate access to computer 
resources (data, equipment, and facilities), thereby protecting them 
from unauthorized modification, loss, and disclosure. Such controls 
include both logical and physical controls. Logical access controls 
require users71 to authenticate themselves (through the use of secret 
passwords or other identifiers) and limit the files and other 
resources that authenticated users can access and the actions that 
they can execute. Physical access controls involve restricting 
physical access to computer resources and protecting them from 
intentional or unintentional loss or impairment. Without adequate 
access controls, unauthorized individuals, including outside 
intruders and former employees, can surreptitiously read and copy 
sensitive data and make undetected changes or deletions for 
malicious purposes or personal gain. In addition, authorized users 
can intentionally or unintentionally read, add, delete, modify, or 
exfiltrate data or execute changes that are outside their span of 
authority. 

Access control policies and procedures should be formally 
developed, documented, disseminated, and periodically updated. 
Policies should address purpose, scope, roles, responsibility, and 
compliance issues; procedures should facilitate the implementation 
of the policy and associated access controls. NIST SP 800-12 
provides guidance on security policies and procedures. It is 
fundamental that control techniques for both logical and physical 
access controls be risk-based. Access control policies and 
procedures and risk assessments are covered in section 3.1 of the 
manual. 

For access controls to be effective, they should be properly 
authorized, implemented, and maintained. First, an entity should 
analyze the responsibilities of individual computer users to 
determine what type of access (for example, read, modify, delete) 

71As used herein, users include those given any level of authorized access to computer 
resources, including business process application users, system administrators, etc. 
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users need to fulfill their responsibilities. Then, specific control 
techniques, such as specialized access control software, should be 
implemented to restrict access to these authorized functions alone. 
Such software can be used to limit a user’s activities associated with 
specific systems or files and keep records of individual users’ 
actions on the computer. Finally, access authorizations and related 
controls should be monitored, maintained, and adjusted on an 
ongoing basis to accommodate new and departing employees and 
changes in users’ responsibilities and related access needs. 

Inadequate access controls diminish the reliability of computerized 
data and increase the risk of destruction or inappropriate disclosure 
of data. The following examples illustrate the potential 
consequences of such vulnerabilities. 

● By obtaining direct logical access to data files, an individual 
could make unauthorized changes for personal gain or obtain 
sensitive information. For example, a person could (1) alter the 
address of a payee and thereby direct a disbursement to himself 
or herself, (2) alter inventory quantities to conceal a theft of 
assets, (3) alter critical data needed to make a strategic policy 
decision, or (4) obtain confidential personal, commercial, and 
governmental information. 

● By obtaining logical access to business process applications72 

used to process transactions, an individual could grant 
unauthorized access to the application, make unauthorized 
changes to these programs, or introduce malicious programs, 
which, in turn, could be used to access data files, resulting in 
situations similar to those just described, or the processing of 
unauthorized transactions. For example, a person could alter a 
payroll or payables program to inappropriately generate a check 
for him/herself. 

● By obtaining access to system-level resources, an individual 
could circumvent security controls to read, add, delete, modify, 

72A computer program designed to help perform a business function such as payroll, 
inventory control, accounting, and mission support. Depending on the work for which it 
was designed, an application can manipulate text, numbers, graphics, or a combination of 
these elements. 
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or exfiltrate critical or sensitive business information or 
programs. Further, authorized users could gain unauthorized 
privileges to conduct unauthorized actions or to circumvent edits 
and other controls built into the application programs. 

● By obtaining physical access to computer facilities and 
equipment, an individual could (1) obtain access to terminals or 
telecommunications equipment that provide input into the 
computer, (2) obtain access to confidential or sensitive 
information on magnetic or printed media, (3) substitute 
unauthorized data or programs, or (4) steal or inflict malicious 
damage on computer equipment and software. 

The objectives of limiting access are to ensure that 

● outsiders (for example, hackers) cannot gain unauthorized 
access to the entity’s systems or data; 

● authorized users have only the access needed to perform their 
duties; 

● access to very sensitive resources, such as operating systems and 
security software programs, are limited to very few individuals; 

● employees/contractors are restricted from performing 
 incompatible functions or functions beyond their responsibility. 
(Segregation of duties is discussed in greater detail in section 
3.4.) 

If these objectives are met, the risk of inappropriate modification or 
disclosure of data can be reduced without interfering with users’ 
practical needs. However, establishing the appropriate balance 
between user needs and security requires a careful analysis of the 
criticality and sensitivity of information resources available and the 
tasks performed by users.  Access controls also apply to alternate 
work sites (for example, employee residence or contractor facility). 

Implementing adequate access controls involves first determining 
what level and type of protection is appropriate for individual 
resources based on a risk assessment and on who needs access to 
these resources. These tasks should be performed by the resource 
owners. For example, program managers should determine how 
valuable their program data resources are and what access is 
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appropriate for personnel who must use an automated system to 
carry out, assess, and report on program operations. Similarly, 
managers in charge of systems development and modification 
should determine the sensitivity of hardware and software 
resources under their control and the access needs of systems 
analysts and programmers, and system administration officials 
should determine the access needs of their personnel. Levels of 
access granted to information resources should be consistent with 
FIPS 199 risk levels. 

This section defines a set of critical elements that should be 
considered when conducting a comprehensive assessment of access 
controls. Today’s networks and control environments are highly 
diverse, complex, and interconnected. Devices that are 
interconnected develop control dependencies (discussed in Chapter 
2), directly and indirectly, on other devices such as routers, 
firewalls, switches, domain name servers, Web servers, network 
management stations, e-mail systems, and browser software. Audit 
objectives that are limited to targeted assessments such as a UNIX 
or Windows audit may not fully recognize the control dependencies 
on these systems. 

Unfortunately, there are no simple solutions to controlling logical 
access. Each entity decides what combination of technologies to 
deploy and to what degree, based on business needs and priorities, 
risk management, and other factors. For instance, an entity may 
decide not to require users to periodically change passwords for e-
mail because initial entry to the system relies on a two-factor token-
based authentication system. Other entities may rely less on 
boundary protection but place more emphasis on audit and 
monitoring. Accordingly, the collection of controls used will vary 
from entity to entity. 

The six critical elements for access controls are described here. 

● Boundary Protection. Boundary protection pertains to the 
protection of a logical or physical boundary around a set of 
information resources and implementing measures to prevent 
unauthorized information exchange across the boundary in either 
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direction. Firewall devices represent the most common boundary 
protection technology at the network level 

● Identification and authentication. If logical connectivity is 
allowed, then the users, processes acting on behalf of users, 
services, and specific devices are identified and authenticated by 
the information system. For example, users’ identities may be 
authenticated through something they know (a traditional 
password), something they have (such as a smart card), or 
something about them that identifies them uniquely (such as a 
fingerprint). 

● Authorization. If authentication is successful, authorization 
determines what users can do; i.e., it grants or restricts user, 
service, or device access to various network and computer 
resources based on the identity of the user, service, or device. 

● Sensitive system resources. Controls over sensitive system 
resources are designed to ensure the confidentiality, integrity, 
and availability of system data such as passwords and keys 
during transmission and storage. Technologies used to control 
sensitive data include encryption, certificate management, 
hashing, checksums, and steganography.73 

● Audit and monitoring. Audit and monitoring control involves 
the collection, review, and analysis of auditable events for 
indications of inappropriate or unusual activity. These controls 
should be used to routinely assess the effectiveness of 
information security controls, perform investigations during and 
after an attack, and recognize an ongoing attack. 

● Physical security. Physical security controls restrict physical 
access or harm to computer resources and protect these 
resources from intentional or unintentional loss or impairment. 
Such controls include guards, gates, and locks, and also 
environmental controls such as smoke detectors, fire alarms and 
extinguishers, and uninterruptible power supplies. 

73Steganography is a technique that hides the existence of a message (for example, by 
embedding it within another message) and may be used where encryption is not permitted 
or to hide information in an encrypted file in case the encrypted file is deciphered. Other 
uses include digital watermarking and fingerprinting of audio and video files. 
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Although the primary relevance of these concepts is to access 
controls, they are also relevant to other areas, such as security 
management and configuration management. For example, 
configuration management assurance controls help ensure that 
network devices are configured and are operating as intended. This 
would include verifying operational patch levels, disabling 
unnecessary and dangerous services, correcting poorly configured 
services, and protecting against viruses and worms. Also, these 
concepts are relevant to activities such as periodic self-assessment 
programs (covered in Section 3.1, Security Management). 

Assessing access controls involves evaluating the entity’s success in 
performing each of the critical elements listed in Table 15. When 
evaluating control techniques and performing audit procedures for 
access controls, the auditor considers access to networks, access to 
operating systems, and access to infrastructure applications.74 

As discussed in section 2.2.2, the auditor may determine that it is 
appropriate to attempt to gain access to identified key systems (e.g., 
vulnerability assessments or penetration tests). In performing this 
testing, it is important that the auditor and entity management have 
a common understanding of the type of tests to be performed, scope 
of the tests, and the risks involved in performing this testing. See 
section 2.1.9.F concerning communication with entity management. 

Table 15. Critical Elements for Access Control 

Number Description 

AC-1. Adequately protect information system boundaries 
AC-2. Implement effective identification and authentication mechanisms 
AC-3. Implement effective authorization controls 
AC-4. Adequately protect sensitive system resources 
AC-5. Implement an effective audit and monitoring capability 
AC-6. Establish adequate physical security controls 

Source:  GAO 

74Infrastructure applications include databases, e-mail, browsers, plug-ins, utilities, and 
other applications. 
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Critical Element AC-1. Adequately protect information system boundaries 

Boundary protection controls logical connectivity into and out of 
networks and controls connectivity to and from network connected 
devices. At the entitywide level, access control policy is developed 
and promulgated through procedures, manuals, and other guidance. 
At the system level, any connections to the Internet, or to other 
external and internal networks or information systems, should 
occur through controlled interfaces (for example, proxies, 
gateways, routers and switches, firewalls, and concentrators). At the 
host or device level, logical boundaries can be controlled through 
inbound and outbound filtering provided by access control lists and 
personal firewalls. At the application level, logical boundaries to 
business process applications may be controlled by access control 
lists in security software or within the applications. 

Implementing multiple layers of security to protect information 
system internal and external boundaries provides Defense-in-
Depth(described earlier in Additional IS Risk Factors). According to 
security experts, a best practice for protecting systems against cyber 
attacks is for entities to build successive layers of defense 
mechanisms at strategic points in their information technology 
infrastructures. By using the strategy of Defense-in-Depth, entities 
can reduce the risk of a successful cyber attack. For example, 
multiple firewalls could be deployed to prevent both outsiders and 
trusted insiders from gaining unauthorized access to systems: one 
firewall could be deployed at the network’s Internet connection to 
control access to and from the Internet, while another firewall could 
be deployed between wide area networks and local area networks 
to limit employees’ access. 

In addition to deploying a series of security technologies at multiple 
layers, deploying diverse technologies at different layers also 
mitigates the risk of successful cyber attacks. If several different 
technologies are deployed between the adversary and the targeted 
system, the adversary must overcome the unique obstacle presented 
by each of the technologies. For example, firewalls and intrusion 
detection technologies can be deployed to defend against attacks 
from the Internet, and antivirus software can be used to provide 
integrity protection for data transmitted over the network. Thus, 
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Defense-in-Depth can be effectively implemented through multiple 
security measures among hosts, local area networks and wide area 
networks, and the Internet. 

Defense-in-Depth also entails implementing an appropriate network 
configuration, which can, in turn, affect the selection and 
implementation of cybersecurity technologies. For example, 
configuring the entity’s network to channel Internet access through 
a limited number of connections improves security by reducing the 
number of points that can be attacked from the Internet. At the 
same time, the entity can focus technology solutions and attention 
on protecting and monitoring the limited number of connections for 
unauthorized access attempts. Figure 4 depicts how applying a 
layered approach to security through deploying both similar and 
diverse cybersecurity technologies at multiple layers can deflect 
different types of attacks. 

Figure 4. Layered Approach to Network Security 

Note: Excerpt from GAO, Technologies to Secure Federal Systems, GAO-04-467 (Washington, D.C.: 
March 2004). 

AC-1.1. Appropriately control connectivity to system resources 
Users obtain access to data files and software programs through one 
or more access paths through the networks and computer hardware 
and software. Accordingly, to implement an appropriate level of 
security, it is important that the entity, to the extent possible, 
identify, document, and control all access paths. Further, 
connectivity between systems should be approved only when 
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appropriate by entity management. Consideration should be given to 
the risk and corresponding safeguards needed to protect sensitive 
data. NIST SP 800-47 provides guidance on interconnecting 
information systems. 

Networks should be appropriately configured to adequately protect 
access paths between systems and consider the existing 
technologies. For standalone computers, identifying access paths 
may be relatively simple. However, in a networked environment, 
careful analysis is needed to identify all of the system’s entry points 
and paths to sensitive files. Networked systems typically consist of 
multiple personal computers that are connected to each other and 
to larger computers, such as file servers or mainframe processors. 
Many allow remote access (for example, dial-up, wireless, Internet) 
to the information systems from virtually any remote location. As a 
result, the entry points to the system can be numerous. Also, once 
the system has been entered, the programs available may provide 
multiple paths to various data resources and sensitive applications. 
Consequently, it is very important that all access paths be 
appropriately controlled and protected based on risk. 

It is critical that access paths are identified as part of a risk analysis 
and documented in an access path diagram or similar network 
schematic. Such a diagram or schematic identifies the users of the 
system, the type of device from which they can access the system, 
the software used to access the system, the resources they may 
access, the system on which these resources reside, and the modes 
of operation and telecommunications paths. The goal in identifying 
access paths is to assist in identifying the points from which system 
resources could be accessed and the data stored—points that, 
therefore, must be controlled. Specific attention should be given to 
“backdoor” methods of accessing data by operators and 
programmers. As with other aspects of risk analysis, the access path 
diagram should be reviewed and updated whenever any changes are 
made to the system or to the nature of the program and program 
files maintained by the system. 

If entry points and access paths are not identified, they may not be 
adequately controlled and may be exploited by unauthorized users 
to bypass existing controls to gain access to sensitive data, 
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programs, or password files. Should this happen, managers will have 
an incomplete understanding of the risks associated with their 
systems and, therefore, may make erroneous risk management 
decisions. 

Connecting to the Internet presents a multitude of vulnerabilities for 
an entity due to the Internet’s potential access to billions of people 
worldwide. Some Internet users are motivated to try to penetrate 
connected systems and have sophisticated software tools as aids, 
such as to repeatedly attempt access using different passwords. A 
variety of specialized software and hardware is available to limit 
access by outside systems or individuals through 
telecommunications networks. Examples of network components 
that can be used to limit access include secure gateways (firewalls) 
that restrict access between networks (an important tool to help 
reduce the risk associated with the Internet); teleprocessing 
monitors, which are programs incorporated into the computer’s 
operating system that can be designed to limit access; and 
communications port protection devices, such as a security modem 
that requires a password from a dial-in terminal before establishing 
a network connection. Also available is the smart card, a device 
about the size of a credit card that contains a microprocessor, which 
can be used to control remote access to a computer with 
authenticating information generated by the microprocessor and 
communicated to the computer. Encryption is often used to protect 
the confidentiality of remote access sessions and is extremely 
important to protecting wireless access to information systems. 

Information systems may identify and authenticate specific devices 
before establishing a connection. Device authentication typically 
uses either shared known information (for example, media access 
control or transmission control program/Internet protocol 
addresses) or an organizational authentication solution to identify 
and authenticate devices on local and wide area networks. Thus, it 
is important for the auditor to identify the controls over devices that 
provide this type of protection. 

Emerging threats from the Internet (for example, spam and 
spyware) require new and updated protection mechanisms. The 
entity should employ spam and spyware protection mechanisms at 
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critical information system entry points (for example, firewalls, 
electronic mail servers, remote access servers) and at workstations, 
servers, or mobile computing devices on the network. Consideration 
should be given to using spam and software protection products 
from multiple vendors (for example, using one vendor for boundary 
devices and another vendor for workstations) to provide additional 
layers of defense. It is also important to centrally manage spam and 
software protection mechanisms and to have the system 
automatically update these mechanisms. 

Depending on how access control techniques and devices are 
implemented, they can be used to 

● verify terminal identifications to restrict access through specific 
terminals, 

● verify IDs and passwords for access to specific applications, 
● control access between telecommunications systems and 

terminals, 
● restrict an application’s use of network facilities, 
● automatically disconnect at the end of a session, 
● provide network activity logs that can be used to monitor 

network use and configuration, 
● allow authorized users to shut down network components, 
● monitor dial-in access to the system by monitoring the source of 

calls or by disconnecting and then dialing back users at 
preauthorized phone numbers, 

● restrict in-house access to communications software, 
● control changes to communications software, and 
● restrict and monitor access to telecommunications hardware or 

facilities. 

As with other access controls, to be effective remote access controls 
should be properly implemented in accordance with authorizations 
that have been granted. In addition, tables or lists used to define 
security limitations should be protected from unauthorized 
modification, and in-house access to communications security 
software should likewise be protected from unauthorized access 
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and modification. Dial-in phone numbers should not be published, 
and should be changed periodically. 

An understanding of the system and network configurations and the 
control techniques that have been implemented is necessary to 
assess the risks associated with external access through 
telecommunications networks and the effectiveness of related 
controls. This is likely to require assistance from an auditor with 
special expertise in communications-related controls. 

Connectivity should only be approved when appropriate to perform 
assigned official duties. Significant threats are posed by portable 
and mobile devices and personally owned information systems. 
Portable and mobile devices (for example, notebook computers, 
workstations, personal digital assistants) should not be allowed 
access to entity networks without first complying with security 
policies and procedures. Security policies and procedures might 
include activities such as scanning the devices for malicious code, 
updating virus protection software, scanning for critical software 
updates and patches, conducting primary operating system (and 
possibly other resident software) integrity checks, and disabling 
unnecessary hardware (for example, wireless). Security controls 
include 

● usage restrictions and implementation guidance, 
● authorization by appropriate organizational officials, and 
● documentation and monitoring of device access to entity 

networks. 

The entity should also establish strict terms and conditions for the 
use of personally-owned information systems. The terms and 
conditions should address, at a minimum: (1) the types of 
applications that can be accessed from personally-owned 
information systems; (2) the maximum FIPS 199 security category of 
information that can be processed, stored, and transmitted; (3) how 
other users of the personally-owned information system will be 
prevented from accessing federal information; (4) the use of virtual 
private networking and firewall technologies; (5) the use of and 
protection against the vulnerabilities of wireless technologies; 
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(6) the maintenance of adequate physical security controls; (7) the 
use of virus and spyware protection software; and (8) how often the 
security capabilities of installed software are to be updated (for 
example, operating system and other software security patches, 
virus definitions, firewall version updates, spyware definitions). For 
guidance on protection of remote information refer to  
OMB M-06-1675. 

AC-1.2. Appropriately control network sessions 
It is desirable that information systems prevent further access to the 
system by initiating a session lock that remains in effect until the 
user reestablishes access using appropriate identification and 
authentication procedures. Users should be able to directly initiate 
session-lock mechanisms. The information system may also activate 
session-lock mechanisms automatically after a specified period of 
inactivity defined by the entity. A session lock is not, however, a 
substitute for logging out of the information system. When 
connectivity is not continual, network connections should 
automatically disconnect at the end of a session. OMB 
Memorandum M-06-16 requires that all federal agencies use a “time-
out” function for remote access and mobile devices requiring user 
re-authentication after 30 minutes inactivity. 

In addition to technical controls, the initial screen viewed by an 
individual accessing an entity’s systems through a 
telecommunications network should provide a warning banner to 
discourage unauthorized users from attempting access, and make it 
clear that unauthorized browsing will not be tolerated. For example, 
an opening warning screen should state that the system is for 
authorized users only and that activity will be monitored. The 
information system should also display the entity’s privacy policy 
before granting access. Also, the warning screen generally should 
refer to 18 U.S.C. 1030, which provides criminal penalties for 
intentional unauthorized access. Previous logon notification is 
another control that can identify unauthorized access. The 

75OMB, Protection of Sensitive Agency Information (Washington, DC.: June 23, 2006). 
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information system notifies the user on successful logon, of the date 
and time of the last logon, the location of the last logon, and the 
number of unsuccessful logon attempts since the last successful 
logon. 

AC-1 Related NIST SP 800-53 Controls 
AC-4 Information Flow Enforcement 
AC-8 System use Notification 
AC-9 Previous Logon Notification 
AC-11 Session Lock 
AC-12 Session Termination 
AC-17 Remote Access 
AC-18 Wireless Access Restrictions 
AC-19 Access Control for Portable and Mobile Devices 
CA-3 Information System Connections 
SC-7 Boundary Protection 
SC-10 Network Disconnect 

Control Techniques and Suggested Audit Procedures for Critical Element AC-1 

Table 16. Control Techniques and Suggested Audit Procedures for Critical Element AC-1: Adequately protect information 
system boundaries 

Control activities Control techniques Audit procedures 

AC-1.1. Appropriately control 
connectivity to system 
resources. 

AC-1.1.1. Connectivity, including access paths and control 
technologies between systems and to internal system 
resources, is documented, approved by appropriate entity 
management, and consistent with risk.  

Review access paths in network 
schematics, interface agreements, systems 
documentation, and in consultation with IT 
management and security personnel 
identify control points; determine whether 
the access paths and related system 
documentation is up-to-date, properly 
approved by management, and consistent 
with risk assessments. 

AC-1.1.2. Networks are appropriately configured to Interview the network administrator; 
adequately protect access paths within and between 
systems, using appropriate technological controls (e.g. 
routers, firewalls, etc.) 

determine how the flow of information is 
controlled and how access paths are 
protected. Identify key devices, 
configuration settings, and how they work 
together. (This step is performed as a basis 
for the steps below). 
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Control activities Control techniques Audit procedures 

Perform security testing by attempting to 
access and browse computer resources 
including critical files, security software, and 
the operating system. These tests may be 
performed as (1) an “outsider” with no 
information about the entity’s computer 
systems, (2) an “outsider” with prior 
knowledge about the systems—for 
example, an ex-insider, and (3) an “insider” 
with and without specific information about 
the entity’s computer systems and with 
access to the entity’s facilities. Note: Due to 
the highly technical nature of such testing, it 
should be performed by persons 
possessing the necessary technical skills 
(e.g., an IT specialist). See Appendix V for 
additional information on the Knowledge, 
Skills, and Abilities needed to perform IS 
control audits. Also, see SM-5 for additional 
information on performing vulnerability 
assessments. 
When performing insider tests, use an ID 
with no special privileges to attempt to gain 
access to computer resources beyond 
those available to the account. Also, try to 
access the entity’s computer resources 
using default/generic IDs with easily 
guessed passwords. See NIST SP 800-42 
for more details. 
When performing outsider tests, test the 
controls over external access to computer 
resources, including networks, dial-up, 
wireless, local area network, wide area 
network, and the Internet. See NIST SP 
800-42 for more details. 

AC-1.1.3. The information system identifies and Determine whether authentication methods 
authenticates specific network devices before establishing used are appropriate based on risk in 
a connection.  accordance with FIPS Pub 200 and NIST 

SP 800-53. 
AC-1.1.4. Remote dial-up access is appropriately 
controlled and protected.  

Interview network administrator and users; 
determine how remote dial-up access is 
controlled and protected (for example, 
monitor the source of calls and dial back 
mechanism); identify all dial-up lines 
through automatic dialer software routines 
and compare with known dial-up access; 
discuss discrepancies with management. 
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Control activities Control techniques Audit procedures 

AC-1.1.5. Remote Internet access is appropriately 
controlled and protected.  

Interview network administrator and users; 
determine how connectivity is controlled 
and protected. Determine if federal agency 
policies, procedures, and practices comply 
with NIST SP 800-63 guidance on remote 
electronic authentication. Also, refer to 
OMB Memorandum 04-04 E-Authentication 
Guidance for Federal Agencies. 

AC-1.1.6. Remote wireless access is appropriately 
controlled and protected.  

Interview network administrator and users; 
determine how connectivity is controlled 
and protected. Refer to NIST SP 800-97 
Establishing Wireless Robust Security 
Networks: A guide to IEEE.802.11i for 
additional security assessment guidance. 
Test and validate entity controls: (1) use a 
wireless sniffer to capture data (for 
example, service set IDs (SSID), (2) if an 
SSID is obtained, associate the SSID to the 
access point, (3) identify what network 
resources are available, (4) determine if a 
security protocol76 is implemented, and (5) 
if a security protocol is used, employ a 
program to test the strength of the 
encryption algorithm. 

Test and validate entity controls to identify 
rogue wireless access points. Test for 
rogue wireless access points. (See Section 
2.2.2 “Appropriateness of Control Testing” 
for discussion of performance issues 
relating to this type of testing). 

AC-1.1.7. Connectivity is approved only when appropriate 
to perform assigned official duties. This includes portable 
and mobile devices, and personally-owned information 
systems. 

Appropriate safeguards are established to detect viruses, 
provide for timely patch management, and other security 
measures are in place to validate appropriate access for 
users working remotely (e.g., home)  

Interview network administrator and users; 
review justifications for a selection of 
connections. Determine if these systems 
use appropriate safeguards such as 
automatic updates for virus protection and 
up-to-date patch protection, etc.  

AC-1.2. Appropriately control AC-1.2.1. The information system prevents further access Observe whether the system automatically 
network sessions. to the system by initiating a session lock, after a specified initiates a session lock during a period of 

period of inactivity that remains in effect until the user inactivity, and how the user can directly 
reestablishes access using identification and initiate a session lock, and then unlock the 
authentication procedures. session (See OMB M-06-16) 

76The optional cryptographic confidentiality algorithm specified by IEEE 802.11 used to 
provide data confidentiality that is subjectively equivalent to the confidentiality of a wired 
local area network (LAN) medium that does not employ cryptographic techniques to 
enhance confidentiality 
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Control activities Control techniques Audit procedures 

AC-1.2.2 Where connectivity is not continual, network Interview network administrator and users; 
connection automatically disconnects at the end of a observe whether the control is 
session. implemented. 
AC-1.2.3. Appropriate warning banners are displayed 
before logging onto a system 
• system use notification (for example, U. S. Government 

system, consent to monitoring, penalties for 
unauthorized use, privacy notices) 

• previous logon notification (for example, date and time 
of last logon and unsuccessful logons).  

Interview network administrator and users; 
observe whether the control is fully 
implemented and complies with NIST 
guidance. 

Source: GAO. 

Critical Element AC-2. Implement effective identification and authentication 
mechanisms  

Users (or processes on behalf of users), and devices should be 
appropriately identified and authenticated through the 
implementation of adequate logical access controls. User 
authentication establishes the validity of a user’s claimed identity, 
typically during access to a system or application (for example, 
login). Users can be authenticated using mechanisms such as 
requiring them to provide something they have (such as a smart 
card); something they alone know (such as a password or personal 
identification number); or something that physically identifies them 
uniquely (such as a biometric fingerprint or retina scan). Logical 
controls should be designed to restrict legitimate users to the 
specific systems, programs, and files that they need, and prevent 
others, such as hackers, from entering the system at all. 

At the entitywide level, information systems accounts need to be 
managed to effectively control user accounts and identify and 
authenticate users. Account management includes the identification 
of account types (i.e., individual, group, system), establishment of 
conditions for group membership, and assignment of associated 
authorizations. Resource owners should identify authorized users of 
the information system and specify access rights. Access to the 
information system should be granted based on a valid need to 
know that is determined by assigned official duties and should also 
consider proper segregation of duties. The entity should require 
proper identification for requests to establish information system 
accounts and approve all such requests. The entity should also 
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specifically authorize and monitor the use of guest/anonymous 
accounts and remove, disable, or otherwise secure unnecessary 
accounts. Finally, the entity should ensure that account managers 
are notified when information system users are terminated or 
transferred and associated accounts are removed, disabled, or 
otherwise secured. 

AC-2.1. Users are appropriately identified and authenticated 
Identification and authentication is unique to each user (or 
processes acting on behalf of users). Account policies (for example, 
password policies, account lock out policies) should be formally 
established and enforced based on risk. Passwords, tokens, or other 
devices are used to identify and authenticate users. Identification is 
the process of distinguishing one user from all others, usually 
through user IDs. These are important because they are the means 
by which specific access privileges are assigned and recognized by 
the computer. However, the confidentiality of user IDs is typically 
not protected. For this reason, other means of authenticating 
users—that is, determining whether individuals are who they say 
they are—are typically implemented (for example, passwords, 
security tokens, etc.). In addition, the information system should 
limit the number of concurrent sessions for any user. NIST SP 800-
63 provides additional guidance on authentication.77 

An entity may allow limited user activity without identification and 
authentication for publicly available information systems and Web 
sites. However, for actions without identification and 
authentication, management should consider the risk and only allow 
such actions to the extent necessary to accomplish mission 
objectives. 

The most widely used means of authentication is through the use of 
passwords. However, passwords are not conclusive identifiers of 
specific individuals since they may be guessed, copied, overheard, 

77NIST, Electronic Authentication Guidance (Washington, DC: April 2006). 
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or recorded and played back. Typical controls for protecting the 
confidentiality of passwords include the following: 

● Individual users are uniquely identified rather than having users 
within a group share the same ID or password; generic user IDs 
and passwords should not be used. 

● Passwords are not the same as user IDs. 
● Password selection is controlled by the assigned user and not 

subject to disclosure. 
● Passwords are changed periodically, about every 30 to 90 days. 

The more sensitive the data or the function, the more frequently 
passwords should be changed. 

● Passwords are not displayed when they are entered. 
● Passwords contain alphanumeric and special characters and do 

not use names or words that can be easily guessed or identified 
using a password-cracking mechanism. 

● A minimum character length, at least 8 characters, is set for 
passwords so that they cannot be easily guessed. 

● Use of old passwords (for example, within six generations) is 
prohibited. 

● Vendor-supplied passwords such as SYSTEM, DEFAULT, USER, 
DEMO, and TEST, are replaced immediately on implementation 
of a new system. 

To help ensure that passwords cannot be guessed, attempts to logon 
to the system with invalid passwords should be limited. Typically, 
potential users are allowed 3 to 7 attempts to log on. This, in 
conjunction with the use of pass phrases or other complex 
passwords, reduces the risk that an unauthorized user could gain 
access to a system by using a computer to try thousands of words or 
names until they found a password that provided access. NIST SP 
800-63 provides guidance on password selection and content. 

Another technique for reducing the risk of password disclosure is 
encrypting the password file. Encryption may be used to transform 
passwords into a form readable only by using the appropriate key, 
held only by authorized parties. Access to this file should be 
restricted to only a few people; encryption further reduces the risk 
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that passwords could be accessed and read by unauthorized 
individuals. Passwords transmitted on the network may likewise be 
encrypted to prevent disclosure. Cryptographic controls and related 
audit procedures are covered in section AC-4.3. 

In addition to passwords, identification devices such as ID cards, 
access cards, tokens, and keys may be used. Factors affecting the 
effectiveness of such devices include (1) the frequency that 
possession by authorized users is checked and (2) users’ 
understanding that they should not allow others to use their 
identification devices and should report the loss of such devices 
immediately. Procedures should also be implemented to handle lost 
or compromised passwords, access cards, or tokens. OMB 
Memorandum M-06-16 requires that federal agencies allow remote 
access to personally identifiable information and other sensitive 
information only with two-factor authentication where one of the 
factors is provided by a device separate from the computer gaining 
access. Also see AC-4.2. 

A less common means of authentication is based on biometrics, an 
automated method of verifying or recognizing the identity of a 
person based on physiological or behavioral characteristics. 
Biometrics devices include fingerprints, retina patterns, hand 
geometry, speech patterns, and keystroke dynamics. Tests of 
biometric techniques include reviewing the devices, observing the 
operations, and taking whatever other steps may be necessary to 
evaluate their effectiveness, including obtaining the assistance of a 
specialist. 

To further increase security, identification and authentication may 
be accomplished using any combination of multiple mechanisms 
such as a token ID in conjunction with a number, or a biometric 
reader in conjunction with a password (also known as multifactor 
identification). Management should implement effective procedures 
to determine compliance with authentication policies. Whatever 
technique is used, the implementation cost versus the risk and 
potential loss to the entity’s operations from a breach in security 
should be taken into consideration. 
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Electronic signatures such as digital signatures and public key 
infrastructure (PKI) are used to identify the sender of information 
and ensure the integrity of critical information received from the 
sender. Several technologies such as personal identification 
numbers, smart cards, biometrics, or digital signatures (an 
encrypted set of bits that identify the user) can be used to create 
electronic signatures. The most common electronic signature in use 
today is the digital signature, which is unique to each individual and 
to each message. Digital signatures are used in conjunction with 
certificate authorities and other PKI encryption hardware, software, 
policies, and people to verify that the individuals on each end of a 
communication are who they claim to be and to authenticate that 
nothing in the message has been changed. A digital certificate or 
shared secret may also be used to authenticate the identity of a 
device or devices involved in system communications, as opposed 
to the users. Also, see NIST SP 800-3278, OMB Memorandum M-04-
0479, and the Federal Bridge Certification Authority for further 
information. 

In addition, appropriate session-level identification and 
authentication controls should be implemented, such as those 
related to name/address resolution service and the authenticity of 
communication sessions. 

In accordance with OMB policy, authentication of public users 
accessing federal information systems may also be required to 
protect nonpublic or privacy-related information. OMB 
Memorandum 04-04 requires agencies to conduct e-authentication 
risk assessments of e-government systems. These assessments will 
measure the relative severity of the potential harm and likelihood of 
occurrence of a wide range of impacts associated with the e-
government system in the event of a compromise in identity 
authentication. 

78NIST, Introduction to Public Key Technology and the Federal PKI Infrastructure 

(Washington, DC.: February 2001). 

79OMB, E-Authentication Guidance (Washington, DC.: December 16, 2003). 
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AC-2 Related NIST SP 800-53 Controls 
AC-7 Unsuccessful Login Attempts 
AC-10 Concurrent Session Control 
AC-14 Permitted Actions Without Identification or 

Authentication 
AU-10 Non-Repudiation 
IA-2 User Identification and Authentication 
IA-3 Device Identification and Authentication 
IA-4 Identifier Management 
IA-5 Authenticator Management 
IA-6 Authenticator Feedback 
SC-17 Public Key Infrastructure Certificates 
SC-20 Secure Name/Address Resolution Service (Authoritative
 Source) 
SC-21 Secure Name/Address Resolution Service (Recursive or 
 Caching Resolver) 
SC-22 Architecture and Provisioning for Names/Address 
 Resolution Service 
SC-23 Session Authenticity 

Control Techniques and Suggested Audit Procedures for Critical Element AC-2 

Table 17. Control Techniques and Suggested Audit Procedures for Critical Element AC-2: Implement effective identification 
and authentication mechanisms 

Control activities Control techniques Audit procedures 

AC-2.1. Users are AC-2.1.1. Identification and authentication is unique to Review pertinent policies and procedures 
appropriately identified and each user (or processes acting on behalf of users), except and NIST guidance pertaining to the 
authenticated. in specially approved instances (for example, public Web authentication of user identities; interview 

sites or other publicly available information systems).  users; review security software 
authentication parameters. 

AC-2.1.2. Account policies (including authentication Review account policies and determine if 
policies and lockout policies) are appropriate given the they are based on risk and seem 
risk, and enforced.  reasonable, based on interviews with 

system administrator and users. Determine 
how they are enforced, and test selected 
policies. 

AC-2.1.3. Effective procedures are implemented to Review adequacy of procedures for 
determine compliance with identification and monitoring compliance with specific 
authentication policies. identification and authentication policies; 

selectively test compliance with key 
identification and authentication policies. 
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Control activities Control techniques Audit procedures 

AC-2.1.4. Selection of authentication methods (for 
example, passwords, tokens, biometrics, key cards, PKI 
certificates, or a combination therein) are appropriate, 
based on risk.  

Determine whether authentication methods 
used are appropriate, based on system risk 
levels determined by the entity using NIST 
FIPS 199. See NIST SP 800-53 
authentication controls as specified for 
entity designated system risk levels. 

 AC-2.1.5. Authenticators: 
• are adequately controlled by the assigned user and not 

subject to disclosure; and 
• cannot be easily guessed or duplicated. 

Additional considerations for passwords are described 
below. 

Review pertinent entity policies and 
procedures; assess procedures for 
generating and communicating 
authenticators to users; interview users; 
review related security software 
parameters. Observe users using 
authenticators; attempt to logon without a 
valid authenticator. Assess compliance with 
NIST guidance on authenticator selection, 
content, and usage.  

AC-2.1.6. Password-based authenticators: 
• are not displayed when entered; 
• are changed periodically (e.g., every 30 to 90 days); 
• contain alphanumeric and special characters; 
• are sufficiently long (e.g., at least 8 characters in 

length); 
• have an appropriate life (automatically expire); 
• are prohibited from reuse for a specified period of time 

(e.g., at least 6 generations); and 
• are not the same as the user ID.  

Review pertinent entity policies and 
procedures; assess procedures for 
generating and communicating passwords 
to users; interview users; review security 
software password parameters. Observe 
users keying in passwords; attempt to 
logon without a valid password; make 
repeated attempts to guess passwords. 
(See Section 2.2.2 “Appropriateness of 
Control Testing” for discussion of 
performance issues relating to this type of 
testing). Assess entity compliance with 
NIST SP 800-63, which provides guidance 
on password selection and content. 

AC-2.1.7. Attempts to log on with invalid passwords are Examine security parameters for failed log-
limited (e.g., 3–7 attempts).  on attempts; review security logs to 

determine whether attempts to gain access 
are logged and reviewed by entity security 
personnel; if appropriate, repeatedly 
attempt to logon using invalid passwords. 

AC-2.1.8. Use of easily guessed passwords (such as As appropriate, review a system-generated 
names or words) are prohibited.  list of current passwords; search password 

file using audit software to identify use of 
easily guessed passwords. Review 
management’s controls to prevent or detect 
easily guessed passwords. 

AC-2.1.9. Generic user IDs and passwords are not used.  Interview users and security managers; 
review a list of IDs and passwords to 
identify generic IDs and passwords in use. 

 AC-2.1.10. Vendor-supplied default passwords are Attempt to log on using common vendor-
replaced during installation. supplied passwords; search password file 

using audit software. (See Section 2.2.2 
“Appropriateness of Control Testing” for 
discussion of performance issues relating 
to this type of testing). 
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Control activities 

Source: GAO. 

Control techniques Audit procedures 

AC-2.1.11. Passwords embedded in programs are 
prohibited. (Note: An embedded password is a password 
that is included into the source code of an application or 
utility. Applications often need to communication with 
other applications and systems and this requires an 
“authentication” process which is sometimes 
accomplished through the use of embedded passwords). 

AC-2.1.12. Use of and access to authenticators is Review procedures to ensure that accounts 
controlled (e.g., their use is not shared with other users).  are not shared. Select accounts to 

determine compliance with procedures. 
AC-2.1.13. Effective procedures are implemented to Identify procedures for handling lost or 
handle lost, compromised, or damaged authenticators compromised authenticators; interview 
(e.g., tokens, PKI certificates, biometrics, passwords, and users and selectively test compliance with 
key cards). procedures. 
AC-2.1.14. Concurrent sessions are appropriately Review procedures for controlling and 
controlled.  auditing concurrent logons from different 

workstations. See NIST SP 800-53. 
AC-2.1.15. Where appropriate, digital signatures, PKI, and Determine how nonrepudiation is assured 
electronic signatures are effectively implemented.  and if PKI and electronic/digital signatures 

are effectively implemented. 
AC-2.1.16. PKI-based authentication 
• validates certificates by constructing a certification path 

to an accepted trust anchor; 
• establishes user control of the corresponding private 

key; and 
• maps the authenticated identity to the user account.  
AC-2.1.17. Authentication information  is obscured (e.g., Review procedures for controlling the 
password is not displayed) display of authentication information. 
AC-2.1.18. Appropriate session-level controls are 
implemented (e.g., name/address resolution service, 
session authenticity) 

Discuss with entity security management 
how it obtains reasonable assurance that 
there are no embedded passwords used. If 
used, determine whether procedures have 
been established to monitor their use. 

Review selected programs for embedded 
passwords. 

Review pertinent entity policies and 
procedures; assess procedures for 
generating and communicating certificates 
to users; interview users; review security 
software certificate parameters; obtain the 
help of experts if needed. 

Assess the adequacy of session-level 
controls to include name/address resolution 
service, session authenticity, protection of 
session level information held in temporary 
storage, and controls to ensure that one 
session ends before the next session 
begins (prevent overlapping sessions). 

Critical Element AC-3. Implement effective authorization controls 

Once a user is authenticated, authorization80 is used to allow or 
prevent actions by that user based on predefined rules. 
Authorization includes the principles of legitimate use, least 
privilege, and separation of duties (discussed in section 3.4). 

80Access privileges granted to a user, program, or process. 
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Operating systems have some built-in authorization features such as 
user rights and privileges, groups of users, and permissions for files 
and folders. Network devices, such as routers, may have access 
control lists that can be used to authorize users who can access and 
perform certain actions on the device. Access rights and privileges 
are used to implement security policies that determine what a user 
can do after being allowed into the system. 

Access rights, also known as permissions, allow the user to look, 
read, or write to a certain file or directory. Privileges are a set of 
access rights permitted by the access control system. In a Microsoft 
Windows™ system, rights are what give the user or members of a 
group the access needed to perform management tasks or simply to 
access a system. Information system access permissions are a Unix 
term that describe the kind of access to files a user is granted. A set 
of permissions is associated with every file and directory that 
determines who can read it, write to it, or execute it. Only the owner 
of the file (or the super user81) can change these permissions. 
Maintaining access rights, permissions, and privileges is one of the 
most important aspects of administering system security. 

AC-3.1. User accounts are appropriately controlled 
In order to adequately control user accounts, an entity should 
institute policies and procedures for authorizing logical access to 
information resources and document such authorizations. These 
policies and procedures should cover user access needed for routine 
operations, emergency access, and the sharing and disposition of 
data with individuals or groups outside the entity. Further, logical 
access controls should enforce segregation of duties. 

The computer resource owner should identify the specific user or 
class of users authorized to obtain direct access to each resource for 
which they are responsible. Access should be limited to individuals 
with a valid business purpose (least privilege). Unnecessary 
accounts (default, guest accounts) should be removed, disabled, or 

81The term “super user” denotes the highest level of user privilege and can allow unlimited 
access to a system's file and set up. 
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otherwise secured. This process can be simplified by developing 
standard profiles, which describe access needs for groups of users 
with similar duties, such as accounts payable clerks. 

The owner should also identify the nature and extent of access to 
each resource that is available to each user. This is referred to as the 
user’s profile. In general, users may be assigned one or more of the 
following types of access to specific computer resources: 

● read access—the ability to look at and copy data or a software 
program 

● update access—the ability to change data or a software program 
● delete access—the ability to erase or remove data or programs 
● merge access—the ability to combine data from two separate 

sources 
● execute access—the ability to execute a software program 

Access may be permitted at the file, record, or field level. Files are 
composed of records, typically one for each item or transaction. 
Individual records are composed of fields that contain specific data 
elements relating to each record. 

Owners should periodically review access authorization listings and 
determine whether they remain appropriate. Access authorizations 
should be documented on standard forms and maintained on file. 
Listings of authorized users and their specific access needs and any 
modifications should be approved by an appropriate senior manager 
and directly communicated in writing by the resource owner to the 
security management function. A formal process for transmitting 
these authorizations, including the use of standardized access 
request forms, should be established to reduce the risk of 
mishandling, alterations, and misunderstandings. 

Security managers should review access authorizations for new or 
modified access privileges and discuss any questionable 
authorizations with the resource owners (authorizing officials). 

Approved authorizations should be maintained on file. Compliance 
with access authorizations should be monitored by periodically 

Page 223  3.2. Access Controls (AC) 



comparing authorizations to actual access activity. Access control 
software typically provides a means of reporting user access 
authorizations and access activity. All changes to security access 
authorizations should be automatically logged and periodically 
reviewed by management independent of the security function. 
Unusual activity should then be investigated. 

Broad or special access privileges, such as those associated with 
operating system software that allow normal controls to be 
overridden, are only appropriate for a small number of users who 
perform system maintenance or manage emergency situations. Such 
special privileges may be granted on a permanent or temporary 
basis. However, any such access should also be approved by a 
senior security manager, written justifications should be kept on 
file, and the use of highly sensitive files or access privileges should 
be routinely reviewed by management. Special access privileges, 
access to sensitive files, and related audit procedures are covered in 
section AC-4.1. 

For systems that can be accessed through public 
telecommunications lines, some users may be granted dial-up 
access. This means that these individuals can use a modem to 
access and use the system from a remote location, such as their 
home or a field office. Because such access can significantly 
increase the risk of unauthorized access, it should be limited and the 
associated risks weighed against the benefits. To help manage the 
risk of dial-up access, justification for such access should be 
documented and approved by owners. (See section AC-1 for 
controls to help manage the risks of dial-up access, such as dial-
back procedures to preauthorized phone numbers or the use of 
security modems, tokens, or smart cards to authenticate a valid 
user.) 

Inactive accounts and accounts for terminated individuals should be 
disabled or removed in a timely manner. It is important to notify the 
security function immediately when an employee is terminated or, 
for some other reason, is no longer authorized access to information 
resources. 
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Notification may be provided by the human resources department or 
by others, but policies should exist that clearly assign responsibility 
for such notification. Terminated employees who continue to have 
access to critical or sensitive resources pose a major threat, as do 
individuals who may have left under acrimonious circumstances. 

Owners should determine disposition and sharing of data. A 
mechanism should be established so that the owners of data files 
and programs determine whether and when these resources are to 
be maintained, archived, or deleted. Standard disposition forms can 
be used and maintained on file to document the users’ approvals. In 
addition, resource owners should determine if, with whom, and by 
what means information resources can be shared. When files are 
shared with other entities, it is important that (1) data owners 
understand the related risks and approve such sharing and 
(2) receiving entities understand the sensitivity of the data involved 
and safeguard the data accordingly. This should require a written 
agreement before sensitive information is shared. 

Required access to shared file systems should be restricted to the 
extent possible (for example, only to particular hosts, and only for 
the level of access required). Many scientific agencies, use file 
sharing networks. File sharing facilitates connections between 
persons who are looking for certain types of files. A type of file 
sharing known as peer-to-peer (P2P) refers to any software or 
system allowing individual users of the Internet to connect directly 
to each other and trade files. While there are many appropriate uses 
of this technology, several studies show that the vast majority of 
files traded on P2P networks are copyrighted music files and 
pornography. Data also suggest that P2P is a common avenue for 
the spread of computer viruses within IT systems. As required by 
FISMA, agencies are to use NIST standards and guidance to 
complete system risk and impact assessments in developing security 
plans and authorizing systems for operation. Operational controls 
detailing procedures for handling and distributing information and 
management controls outlining rules of behavior for users should 
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ensure that proper controls are in place to prevent and detect 
improper file sharing.82 

Emergency and temporary access authorization needs to be 
controlled. Occasionally, there will be a need to grant temporary 
access privileges to an individual who is not usually authorized 
access. Such a need may arise during emergency situations, when an 
individual is temporarily assigned duties that require access to 
critical or sensitive resources, or for service or maintenance 
personnel. In addition, contractor personnel may require temporary 
access while involved in systems development or other work. As 
with normal access authorizations, temporary access should be 
approved and documented and the related documentation 
maintained on file. Temporary user identifications and 
authentication devices, such as passwords, should be designed to 
automatically expire after a designated date. Also, management 
should periodically review emergency and temporary access 
accounts to determine that they are still necessary. 

AC-3.2. Processes and services are adequately controlled 
Only authorized processes and services should be permitted in 
information systems and they should be limited to what is essential 
to effectively perform an entity’s mission and business functions. In 
an information system, processes are systematic sequences of 
operations to produce a specified result. This includes all functions 
performed within a computer such as editing, calculating, 
summarizing, categorizing, and updating. Services refer to 
“customer or product-related business functions” such as file 
transfer protocol (FTP), hypertext transfer protocol (HTTP), and 
mainframe supervisor calls. Each system provides a set of services. 
For example, a computer network allows its users to send packets 
to specified destinations; a database system responds to queries; 
and a processor performs a number of different instructions. 
Controls related to processes and services include all of the 
technological and managerial safeguards established and applied to 

82OMB Memorandum M-04-26, Personal Use Policies and “File Sharing” Technology, 
(Washington, D.C.: September 8, 2004). 
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an information system to protect hardware, software, and data from 
accidental or malicious modification, destruction, or disclosure. 

When evaluating an entity’s processes and services, it is important 
to consider the following: 

● available processes and services should be minimized, 
● the functions and purposes of processes and services should be 

documented and approved by management, and 
● information available to unauthorized users should be restricted. 

Proper control of information system processes and services is 
critical to ensuring the confidentiality, integrity, and availability of 
user data and, ultimately, the accomplishment of an entity’s mission. 
Access control policies and enforcement mechanisms are employed 
by entities to control access between users (or processes acting on 
behalf of users) and objects (for example, segments, devices, files, 
records, fields, processes, programs) in the information system. 
Access control policies can be identity-based, role-based, or rule-
based.83 Associated enforcement mechanisms include access control 
lists, access control matrices, and cryptography. Where encryption 
of stored information is used as an access enforcement mechanism, 
the cryptography used should be in compliance with applicable 
standards. 

Configuring systems only for necessary capabilities minimizes 
processes and services. First, only required services should be 
installed. Second, the number of individuals with access to such 
services should be restricted based on the concept of least privilege; 
this means that users should have the least amount of privileges 
(access to services) necessary to perform their duties. Third, the use 
of information services needs to be monitored. Fourth, it is 
important to maintain current service versions. According to NIST 
guidance, the information system should be periodically reviewed to 
identify and eliminate unnecessary services (for example, FTP, 

83Identity-based access is based on the identities of users and information system 
resources. Role-based access is based on users' roles/responsibilities. Rule-based access is 
based on user or resource attributes and a predetermined rule set. 
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HTTP, mainframe supervisor calls) and protocols that would 
introduce an unacceptable level of risk should be disabled.84 The 
information system that supports the server functionality should be, 
as much as possible, dedicated to that purpose. In addition, the 
function and purpose of processes and services should be 
documented and approved by appropriate entity officials. 

According to NIST SP 800-53, additional process and service 
controls should be implemented to 

• prohibit remote activation of collaborative computing 
mechanisms (e.g. video and audio devices), 

• ensure that lower priority process do not interfere with 
higher priority processes, and 

• ensure proprietary information and applications is protected 
from processes and systems available to the public. 

AC-3 Related NIST SP 800-53 Controls 
AC-2 Account Management 
AC-3 Access Enforcement 
AC-6 Least Privilege 
CM-7 Least Functionality 
SC-6 Resource Priority 
SC-14 Public Access Protections 
SC-15 Collaborative Computing 

84See NIST Special Publications (SP) 800-10 and 800-41 for information on configuring 
firewalls and filtering common protocols to minimize vulnerabilities from Internet services. 
SP 800-10, from 1994, contains basic information that is still applicable, but SP 800-41 
updates the earlier document and covers Internet protocol packet filtering and more recent 
policy recommendations.  
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Control Techniques and Suggested Audit Procedures for Critical Element AC-3 

Table 18. Control Techniques and Suggested Audit Procedures for Critical Element AC-3: Implement effective authorization 
controls 

Control activities Control techniques Audit procedures 

AC-3.1. User accounts are AC-3.1.1. Resource owners have identified authorized 
appropriately controlled. users and the access they are authorized to have. 

These audit procedures should be 
coordinated with section 3.4 (segregation of 
duties) to ensure that users do not have 
access to incompatible functions. 
Review written policies and procedures; for 
a selection of users (both application and 
information security personnel), review 
access authorization documentation and 
applicable rights and privileges in the 
information system. 

AC-3.1.2. Security administration personnel set 
parameters of security software to provide access as 
authorized and restrict access that has not been 
authorized. This includes access to data files, load and 
source code libraries (if applicable), security files, and 
operating system files. Standard naming conventions are 
established and used effectively as a basis for controlling 
access to data, and programs. (Standard naming 
conventions are essential to ensure effective configuration 
management identification and control of production files 
and programs vs. test files and programs) 

Determine directory names for sensitive or 
critical files and obtain security reports of 
related access rules. Using these reports, 
determine who has access to sensitive files 
and whether the access matches the level 
and type of access authorized. 

Determine whether standard naming 
conventions are established and used 
effectively. 

AC-3.1.3. Security managers review access Interview security managers and review 
authorizations and discuss any questionable documentation provided to them to 
authorizations with resource owners.  determine whether they review access 

authorizations to include follow-ups with 
resource owners on questionable 
authorizations 

AC-3.1.4. All changes to security access authorizations 
are automatically logged and periodically reviewed by 
management independent of the security function; 
unusual activity is investigated.  

Review a selection of recent changes to 
security access authorizations and related 
logs for evidence of management review 
and unusual activity; determine if unusual 
activity is being/has been investigated. 

AC-3.1.5. Resource owners periodically review access Interview owners and review supporting 
authorizations for continuing appropriateness. documentation; determine whether they 

review access authorizations; determine 
whether inappropriate access rights are 
removed in a timely manner. 

AC-3.1.6. Access is limited to individuals with a valid Identify who has access to user accounts 
business purpose (least privilege).  and sensitive system resources and the 

business purpose for this access. 
AC-3.1.7. Unnecessary accounts (default, guest Verify that unnecessary accounts are 
accounts) are removed, disabled, or otherwise secured.  removed, disabled, or secured. 
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Control activities Control techniques Audit procedures 

AC-3.1.8. Inactive accounts and accounts for terminated 
individuals are disabled or removed in a timely manner.  

Review security software parameters; 
review system-generated list of inactive 
logon IDs, and determine why access for 
these users has not been terminated. 

Obtain a list of recently terminated 
employees from Personnel and, for a 
selection, determine whether system 
access was promptly terminated. 

AC-3.1.9. Access to shared file systems are restricted to Determine how access to shared file 
the extent possible (for example, only to particular hosts, systems is restricted and verify that it works 
and only for the level of access required).  effectively. 
AC-3.1.10. Emergency or temporary access (e.g., firecall 
IDs) is appropriately controlled, including 
• documented and maintained, 
• approved by appropriate managers, 
• securely communicated to the security function, 
• automatically terminated after a predetermined period, 

and 
• all activity is logged. 

Review pertinent policies and procedures 
for emergency/temporary access IDs, 
including firecall IDs; compare a selection 
of both expired and active temporary and 
emergency authorizations (obtained from 
authorizing parties) with a system-
generated list of authorized users. 

Determine the appropriateness of access 
documentation and approvals and the 
timeliness of terminating access 
authorization when no longer needed. 

Review procedures for monitoring the use 
of emergency/temporary IDs (including 
firecall IDs) to ensure that access was used 
properly to correct a problem. 

AC-3.2. Processes and 
services are adequately 
controlled. 

AC-3.2.1. Available processes and services are 
minimized, such as through 
• installing only required processes and services based 

on least functionality, 
• restricting the number of individuals with access to 

such services based on least privilege, 
• monitoring the use of such services, and 
• maintaining current service versions. 

Note; Installed processes and services should be 
consistent with approved system baseline. 

Review procedures for minimizing 
processes and services consistent with 
approved system baseline; interview 
system administrator; identify what services 
are installed and determine if they are 
required; determine who has access to 
these services and if they need them; 
determine how access to these services is 
monitored; and determine if the service 
versions are kept current. If appropriate, 
scan for poorly configured, unnecessary, 
and dangerous processes and services. 

AC-3.2.2. The function and purpose of processes and Obtain documentation describing the 
services are documented and approved by management.  function and purpose of processes and 

services, and evidence of management 
approval. 

AC-3.2.3. Information available to potential unauthorized Determine if information about available 
users is appropriately restricted.  processes and services is appropriately 

restricted. 
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Control activities 

Source: GAO. 

Control techniques Audit procedures 

AC-3.2.4. The information system prohibits remote Determine if remote activation of 
activation of collaborative computing mechanisms (for collaborative computing services have been
example, video and audio conferencing) and provides an physically disconnected. 
explicit indication of use to the local users (for example, 
use of camera or microphone).  
AC-3.2.5. For publicly available systems, the information Identify controls used to protect the integrity 
system controls protect the integrity and availability of the and availability of the information and 
information and applications.  applications on such systems and test 

controls to ensure their effectiveness. 

Critical Element AC-4. Adequately protect sensitive system resources 

Certain system resources are more sensitive than others because, if 
compromised, serious security breaches could occur. Three areas 
related to sensitive system resources are: (1) restricting and 
monitoring access, (2) implementing adequate media controls over 
sensitive data, and (3) where appropriate, implementing effective 
cryptographic controls. Such sensitive system resources include 
system software, system utilities, configuration management 
systems, file maintenance systems, security software, data 
communications systems, and database management systems. 
Restricting access to sensitive system resources such as system 
software and related documentation is critical to controlling the 
overall integrity of information systems. For example, if system 
software is not adequately protected, an individual could gain 
access to capabilities that would allow him or her to bypass security 
features found in either operating system security software or 
access controls built into application software. The individual would 
then be able to read, modify, or destroy application programs, 
master data files, and transaction data, and subsequently erase any 
electronic audit trail of his or her activities. In addition, inadequate 
media controls can result in a loss of confidentiality of sensitive 
data. Further, cryptographic controls may be needed to protect 
sensitive information where it is not otherwise possible or practical 
to adequately restrict access through either physical or logical 
access controls. 
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AC-4.1. Access to sensitive system resources is restricted and monitored 
Access to sensitive system resources, such as system software and 
powerful system utilities, should be appropriately restricted and 
monitored. System software is a set of programs designed to operate 
and control the processing activities of computer equipment. 
Generally, one set of system software is used to support and control 
a variety of applications that may run on the same computer 
hardware. System software helps control and coordinates the input, 
processing, output, and data storage associated with all of the 
applications that run on a system. Some system software can change 
data and program code on files without leaving an audit trail. The 
following are examples of system software: 

● operating system software 
● system utilities 
● configuration management systems 
● file maintenance software 
● security software 
● data communications systems 
● database management systems 

Access to sensitive system resources should be restricted to 
individuals or processes that have a legitimate need for this access 
for the purposes of accomplishing a valid business purpose. For 
example, access to system software should be restricted to a limited 
number of personnel who have job responsibilities associated with 
the use of that software. Responsibilities for using system utilities 
should be clearly defined and understood by systems programmers. 
Application programmers and computer operators should be 
specifically prohibited from accessing system software. Justification 
and approval by appropriate entity officials for access to system 
software should be documented and retained. Appropriate entity 
officials should periodically review the use of privileged system 
software and utilities to ensure that access permissions correspond 
with position descriptions and job duties. Further, the use of 
sensitive/privileged accounts should be adequately monitored. 
Responsibilities for monitoring use should be clearly defined and 
understood by entity officials. 
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Typically, access to operating system software is restricted to a few 
systems programmers whose job it is to modify the system, when 
needed, and intervene when the system will not operate properly. In 
addition, database administrators need access to the system’s 
database management system and a designated senior-level security 
administrator needs access to security software. However, 
application programmers and computer operators should not have 
access to system software, as this would be incompatible with their 
assigned responsibilities and could allow unauthorized actions to 
occur. (See section 3.4 for details on segregation of duties.) 

The number of personnel authorized to access the system will vary 
depending on the size and needs of the entity and, therefore, should 
be determined based on an analysis of the entity’s operations. For 
example, a large entity that must maintain operations on a 24-hour 
basis will need more operating systems analysts and programmers 
than a smaller entity that operates on a less intensive schedule. 
There may be a tendency for entities to authorize access to many 
individuals so that emergency operating problems can be handled 
promptly. However, management should balance the need for 
efficiency with the need for security. 

Because of the powerful capabilities at the disposal of those who 
have access to system software and related tools, use of the tools 
should be adequately controlled and monitored to identify any 
inappropriate or unusual behavior. Such behavior may indicate 
unauthorized access or an individual who is improperly exploiting 
access privileges. For example, greater than normal use of system 
software or use at odd hours may indicate that an individual is using 
the software to search for system weaknesses to exploit or to make 
unauthorized changes to system or application software or data. For 
monitoring to be effective in both detecting and deterring 
inappropriate use, personnel authorized to use system software 
should understand which uses are appropriate and which are not 
and also that their activities may be monitored. Such policies should 
be documented and distributed to all personnel. 

Policies and techniques should be implemented for using and 
monitoring the use of system tools and utilities. Some system 
utilities are used to perform system maintenance routines that are 
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frequently required during normal processing operations. Other 
utilities aid the development and documentation of applications 
systems. These utilities can aid individuals who have fraudulent or 
malicious intentions in understanding how the programs or data in 
an application system operate and in how to make unauthorized 
modifications.  

Following is a listing of some utilities with their intended functions 
that could be misused without proper monitoring and control: 

● Flowcharters, transaction profile analyzers, execution path 
analyzers, and data dictionaries can be used to understand 
application systems. 

● Data manipulation utilities, data comparison utilities, and query 
facilities can be used to access and view data, with manipulation 
utilities also allowing data modification. 

● Online debugging facilities permit online changes to program 
object code leaving no audit trail and can activate programs at 
selected start points. 

● Library copiers can copy source code from a library into a 
program, text and online editors permit modification of program 
source code, and online coding facilities permit programs to be 
coded and compiled in an interactive mode. 

To prevent or detect the misuse of systems utilities, policies should 
be clearly documented regarding their use. In addition, the use of 
utilities should be monitored. Generally, system software contains a 
feature that provides for logging and reporting of its use. Such 
reports should identify when and by whom the software was used. It 
is important that this software operation work properly and that the 
reports are reviewed on a regular basis. 

The availability of standard usage data may assist the systems 
manager in identifying unusual activity. Some systems can be 
designed to compare standard usage data with actual use and report 
significant variances, thus making it easier for the system manager 
to identify unusual activity. When questionable activity is identified, 
it should be investigated. If improper activity is determined to have 
occurred, in accordance with security violation policies, the 
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incident(s) should be documented, appropriate disciplinary action 
taken, and, when appropriate, higher-level management notified. 
Further, the possibility of damage or alteration to the system 
software, application software, and related data files should be 
investigated and corrective action taken if needed. Such action 
should include notifying the resource owner of the violation. 

In addition to controlling access to sensitive system resources, it is 
also important to control a number of other activities. First, default 
permissions and rights to system software and network devices 
should be changed during installation. Second, system libraries 
should be appropriately controlled. For example, the migration of 
system software from the testing environment to the production 
environment may be performed, after approval, by an independent 
library control group. Outdated versions of system software should 
be removed from the production environment to preclude their use. 
Some changes may be made specifically to correct security or 
integrity vulnerabilities, and using outdated versions allows the 
entity’s data and systems to remain exposed to these vulnerabilities. 
Third, access to authentication services and directories should also 
be appropriately controlled. Finally, access to mobile code85 (see 
next paragraph) should be appropriately controlled due to its 
potential to cause damage to the information system if used 
maliciously. 

Mobile code refers to programs (for example, script, macro, or other 
portable instruction) that can be shipped unchanged to a 
heterogeneous collection of platforms and executed with identical 
semantics. Being able to download files and electronic documents 
off the Internet is a useful function and a common practice today. 
Web pages serve as an electronic counterpart to paper documents; 
however, unlike paper documents, Web pages can entail active 
content that is capable of delivering digitally encoded multimedia 
information enlivened through embedded computer instructions. 

85Mobile code is a software program or parts of programs obtained from remote 
information systems, transmitted across a network, and executed on a local information 
system without explicit installation or execution by the recipient. Examples of mobile code 
include scripts (JavaScript, VBScript), Java applets, Active X controls, and macros 
embedded within Office documents.   
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The popularity of the World Wide Web has spurred the trend toward 
active content. A dynamic weather map, a stock ticker, and live 
camera views or programmed broadcasts appearing on a Web page 
are common examples of the use of this technology. Like any 
technology, active content can provide a useful capability, but can 
also become a source of vulnerability for an attacker to exploit. 

Mobile code controls should include registration, approval, and 
control procedures to prevent the development, acquisition, or 
introduction of unacceptable mobile code within the information 
system. All mobile code or executable content employed should be 
registered unless otherwise approved by the authorizing official. 
Uploading of mobile code or executable content from one 
organizational information system to another should also be 
similarly authorized. 

Sensitive system resources may be further protected by partitioning 
applications, isolating security functions, and establishing a trusted 
communication path. First of all, through application partitioning, 
the information system physically or logically separates user 
interface services (for example, public Web pages) from information 
storage and management services (for example, database 
management). Separation may be accomplished through the use of 
different computers, different central processing units, different 
instances of the operating system, different network addresses, 
combinations of these methods, or other methods as appropriate. 
Secondly, it is desirable for the information system to isolate 
security functions from nonsecurity functions by means of 
partitions, domains, etc., including control of access to and integrity 
of the hardware, software, and firmware that perform those security 
functions. The information system maintains a separate execution 
domain (for example, address space) for each executing process.  
Thirdly, the information system should establish a trusted 
communication path between the user and the security functionality 
of the system. Technical experts may be needed to examine and 
test these controls. Finally, as appropriate, controls should be in 
place over information leakage through electromagnetic signals 
emanations. 
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AC-4.2. Adequate media controls have been implemented 
Media controls should be implemented to control unauthorized 
physical access to digital and printed media removed from the 
information system and during pick up, transport, and delivery to 
authorized users. Media should also be properly labeled to identify 
its sensitivity and distribution limitations. Finally, all sensitive 
information should be removed from media before its disposal or 
transfer to another use. 

As discussed in NIST SP 800-53, information system media includes 
both digital media (e.g., diskettes, magnetic tapes, 
external/removable hard drives, flash/thumb drives, compact disks, 
digital video disks) and non-digital media (e.g., paper, microfilm). 
Media controls also apply to portable and mobile computing and 
communications devices with information storage capability (e.g., 
notebook computers, personal digital assistants, cellular 
telephones). 

NIST SP 800-53 also states that an organizational assessment of risk 
guides the selection of media and associated information contained 
on that media requiring restricted access. Organizations document 
in policy and procedures, the media requiring restricted access, 
individuals authorized to access the media, and the specific 
measures taken to restrict access. The rigor with which this control 
is applied is commensurate with the FIPS 199 security 
categorization of the information contained on the media. For 
example, fewer protection measures are needed for media 
containing information determined by the organization to be in the 
public domain, to be publicly releasable, or to have limited or no 
adverse impact on the organization or individuals if accessed by 
other than authorized personnel. In these situations, it is assumed 
that the physical access controls where the media resides provide 
adequate protection. 

One sensitive area is the storage of personally identifiable 
information on portable media. The ability to store and transport 
substantial volumes of data on portable devices creates an 
additional exposure to information confidentiality. The entity should 
have adequate controls in place over such portable media. OMB 
Memorandum M-06-16 recommends federal agencies encrypt all 
data on mobile computers/devices which carry agency data unless 
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the data is determined to be non-sensitive, in writing, by the 
agency’s Deputy Secretary or an individual they may designate in 
writing. 

In addition, as part of the risk assessment process, entities should 
identify information that is sensitive, including personally 
identifiable information. Entities should implement controls to 
adequately protect the confidentiality of such information, including 
any copies of such data. OMB Memorandum M-06-16 recommends 
federal agencies to log all computer-readable data extracts from 
databases holding sensitive information and verify each extract 
including sensitive data has been erased within 90 days or its use is 
still required. This OMB Memorandum provides additional guidance 
on controls over personally identifiable and other sensitive 
information. Also see AC-1.2 and AC-2.1. 

Automated marking and labeling of information helps to enforce 
information security access policy. Information system outputs 
should be marked using standard naming conventions to identify 
any special dissemination, handling, or distribution instructions. 
Similarly, information in storage, in process, and transmission 
should be appropriately labeled. Further, a means should be 
provided for the information system to ensure that the labels a user 
associates with information provided to the system are consistent 
with the information that the user is allowed to access. It is 
important that security parameters are exchanged between systems 
to authenticate services requested by another system. Security 
parameters include, for example, security labels and markings. 
Security parameters may be explicitly or implicitly associated with 
the information contained within the information system. 

The entity should have policies and procedures in place to remove 
sensitive information86 and software from computers, disks, and 
other equipment or media when they are disposed of or transferred 
to another use. Further, approved equipment and techniques should 

86The process of removing sensitive information from computer media is often referred to 
as sanitization. It includes removing all labels, markings, and activity logs. NIST SP 800-36 
provides guidance on appropriate sanitization equipment, techniques, and procedures. 
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be used and periodically tested to ensure correct performance. If 
sensitive information is not fully cleared, it may be recovered and 
inappropriately used or disclosed by individuals who have access to 
the discarded or transferred equipment and media. The 
responsibility for clearing information should be clearly assigned. 
Also, standard forms or a log should be used to document that all 
discarded or transferred items are examined for sensitive 
information and that this information is cleared before the items are 
released. 

AC-4.3. Cryptographic controls are effectively used 
Where appropriate, cryptographic tools help provide access control 
by rendering data unintelligible to unauthorized users and/or 
protecting the integrity of transmitted or stored data. In some 
cases—especially those involving telecommunications—it is not 
possible or practical to adequately restrict access through either 
physical or logical access controls. In these cases, cryptographic 
tools can be used to identify and authenticate users and help protect 
the integrity and confidentiality of data and computer programs, 
both while these data and programs are “in” the computer system 
and while they are being transmitted to another computer system or 
stored on removable media. 

As discussed in FIPS Pub 140-2, cryptographic-based security 
systems may be utilized in various computer and telecommunication 
applications (e.g., data storage, access control and personal 
identification, network communications, radio, facsimile, and video) 
and in various environments (e.g., centralized computer facilities, 
office environments, and hostile environments). The cryptographic 
services (e.g., encryption, authentication, digital signature, and key 
management) provided by a cryptographic module are based on 
many factors that are specific to the application and environment. 
The security level to which a cryptographic module is validated 
should be chosen to provide a level of security appropriate for the 
security requirements of the application and environment in which 
the module will be utilized and the security services that the module 
will provide. The security requirements for a particular security 
level include both the security requirements specific to that level 
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and the security requirements that apply to all modules regardless of 
the level. 

Cryptography involves the use of algorithms (mathematical 
formulae) and combinations of keys (strings of bits) to do any or all 
of the following: 

● encrypt, or electronically scramble a message or file so that it is 
unintelligible to those who do not have the secret key needed to 
decrypt it, thus keeping the contents of the message or file 
confidential, 

● provide an electronic signature that can be used to determine if 
any changes have been made to the related file, thus ensuring the 
file’s integrity, and 

● link a message or document to a specific individual’s or group’s 
key, thus ensuring that the “signer” of the file can be identified. 

Cryptographic tools are especially valuable for any application that 
involves “paperless” transactions or for which the users want to 
avoid relying on paper documents to substantiate data integrity and 
validity. Examples include 

● electronic commerce, where purchase orders, receiving reports, 
and invoices are created, approved, and transmitted 
electronically; 

● travel administration, where travel orders and travel vouchers 
are created, approved, and transmitted electronically; and 

● protection of documents or digital images, such as contracts, 
personnel records, or diagrams, which are stored on electronic 
media. 

Cryptographic tools may be linked to an individual application or 
implemented so that they can be used to sign or encrypt data 
associated with multiple applications. For example, the personal 
computers connected to a local area network may each be fitted 
with hardware and/or software that identifies and authenticates 
users and allows them to encrypt, sign, and authenticate the 
messages and files that they send or receive, regardless of the 
application that they are using. 
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There are a number of technical issues to consider concerning 
cryptography. Some of the key considerations are listed here. 

● Are the cryptographic tools implemented in software or through 
the use of a hardware module? (Hardware modules are generally 
more secure.) 

● How is the data transmitted between the computer’s memory and 
the cryptographic module, and is this path protected? 

● How strong, or complex, is the algorithm used to encrypt and 
sign data? 

● How are keys managed and distributed? 
● Does the entity’s use of cryptographic tools comply with related 

Federal Information Processing Standards issued by NIST? 
● Has the entity chosen cryptographic techniques that are appropriate 

to cost-effectively meet its defined control objectives? 

If the auditor encounters cryptographic tools and determines that 
their reliability is important to his or her understanding of the 
controls, they should obtain the most recent guidance available 
from OMB, NIST, and GAO, as well as technical assistance from an 
auditor experienced in assessing cryptographic tools. 

AC-4 Related NIST SP 800-53 Controls 
AC-15 Automated Marking 
AC-16 Automated Labeling 
IA-7 Cryptographic Module Authentication 
MP-2 Media Access 
MP-3 Media Labeling 
MP-4 Media Storage 
MP-5 Media Transport 
MP-6 Media Sanitization and Disposal 
PE-19 Information Leakage 
SC-2 Application Partitioning 
SC-3 Security Function Isolation 
SC-4 Information Remnance 
SC-8 Transmission Integrity 
SC-9 Transmission Confidentiality 
SC-11 Trusted Path 
SC-12 Cryptographic Key Establishment and Management 
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SC-13 Use of Cryptography 
SC-16 Transmission of Security Parameters 
SC-18 Mobile Code 

Control Techniques and Suggested Audit Procedures for Critical Element AC-4 

Table 19. Control Techniques and Suggested Audit Procedures for Critical Element AC-4: Adequately protect sensitive 
system resources 

Control activities Control techniques Audit procedures 

AC-4.1. Access to sensitive AC-4.1.1. Access to sensitive/privileged accounts is Review pertinent policies and procedures. 
system resources is restricted to individuals or processes having a legitimate Interview management and systems 
restricted and monitored.  need for the purposes of accomplishing a valid business personnel regarding access restrictions. 

purpose.  
Identify and test who has access to 
sensitive/privileged accounts and determine 
the reason for that access. 

AC-4.1.2. Use of sensitive/privileged accounts is Determine if the use of sensitive and 
adequately monitored.  privileged accounts is monitored and 

evaluate the effectiveness of monitoring 
procedures. 

AC-4.1.3. Logical access to utilities and tools is 
adequately controlled (for example, remote maintenance). 

Determine the last time the access 
capabilities of staff with special system 
access privileges (e.g., system 
programmers) were reviewed. Review 
security software settings to identify types 
of activity logged. 

Observe personnel accessing system 
software, such as sensitive utilities and 
note the controls encountered to gain 
access. Attempt to access the operating 
system and other system software. Select 
some application programmers and 
determine whether they are authorized 
access. 

AC-4.1.4. Files relied upon by operating systems are Determine if access to files relied upon by 
appropriately controlled.  operating systems are adequately 

controlled. 
AC-4.1.5. Passwords/authentication services and Determine if password files and 
directories are appropriately controlled and encrypted authentication services are adequately 
when appropriate. protected from unauthorized access. 

Determine if password files are encrypted. 
AC-4.1.6. Mobile code is appropriately controlled.  Interview system administrator and perform 

appropriate procedures to determine if 
mobile code is adequately controlled. 

AC-4.1.7. Where appropriate, access is restricted based Determine if access is appropriately 
on time and/or location. restricted based on time and/or location. 
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Control activities Control techniques Audit procedures 

AC-4.1.8. The information system partitions or separates 
user functionality (including user interface services) from 
information system management functionality.  

Interview officials and review related 
system documentation. Coordinate with 
vulnerability analysis. 

AC-4.1.9. The information system isolates security 
functions from nonsecurity functions.  

Interview officials and review related 
system documentation. Coordinate with 
vulnerability analysis. 

AC-4.1.10. The information system establishes a trusted 
communications path between the user and the security 
functionality of the system.  

Interview officials with system and 
communication responsibilities and 
examine appropriate records such as 
developer design documents. 

AC-4.2. Adequate media 
controls have been 
implemented.  

AC-4.2.1. Only authorized users have access to printed 
and digital media removed from the information system.  

Interview personnel and review procedures. 
Observe entity practices and review 
selected access logs. 

AC-4.2.2. The information system automatically identifies 
how information is to be used 
• output is marked using standard naming conventions, 

and 
• internal data in storage, process and transmission is 

labeled. 

Interview appropriate personnel. For output, 
identify standard naming conventions and 
examine the system configuration. For 
internal data, examine the labeling 
mechanism and internal data for accurate 
labels. Test output and internal data for 
appropriate results. 

AC-4.2.3. The organization controls the pickup, transport, Interview officials and review appropriate 
and delivery of information system media (paper and policy and procedures. Observe selected 
electronic) to authorized personnel.  media transport practices and receipts. 
AC-4.2.4. Systems media is securely stored according to Determine if media storage practices are 
its sensitivity. adequate and comply with applicable 

requirements (for federal agencies, FIPS 
199 security categories). 

AC-4.2.5. Security parameters are clearly associated with Determine if security parameters are clearly 
information exchanged between information systems. associated with information exchanged. 
AC-4.2.6. Approved equipment, techniques, and 
procedures are implemented to clear sensitive data from 
digital media before its disposal or release for reuse 
outside of the organization. 

Review written procedures; interview 
personnel responsible for clearing data 
from digital media. For a selection of 
recently discarded or transferred items, 
examine documentation related to clearing 
of data and disposal of software. For 
selected items still in the entity’s 
possession, test to determine whether they 
have been appropriately sanitized. 

AC-4.3. Cryptographic AC-4.3.1. Cryptographic tools have been implemented to Determine if cryptographic tools are 
controls are effectively used.  protect the integrity and confidentiality of sensitive and properly implemented. (See NIST 

critical data and software programs where appropriate.  standards for federal agencies) To evaluate 
the use of cryptographic tools, the auditor 
should obtain the assistance of a specialist. 

AC-4.3.2. Encryption procedures are implemented in data Capture passwords transmitted over the 
communications where appropriate based on risk.  network and determine if they are 

encrypted; for federal system, determine if 
cryptographic authentication complies with 
FIPS 140-2. To evaluate cryptographic 
tools, the auditor should obtain the 
assistance of a specialist. 
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Control activities 

Source: GAO. 

Control techniques Audit procedures 

AC-4.3.3. For authentication to a cryptographic module, Interview appropriate officials and review 
the information system employs appropriate supporting documentation. For federal 
authentication methods. agencies, compare the authentication 

process to FIPS 140-2 requirements. 
AC-4.3.4. The information system employs automated Compare policy and practices to 
mechanisms with supporting procedures or manual appropriate guidance, such as NIST 
procedures for cryptographic key establishment and key guidance in SP 800-56 and SP 800-57 for 
management.  cryptographic key establishment and 

management, respectively. 

Critical Element AC-5. Implement an effective audit and monitoring capability  

Audit and monitoring involves the regular collection, review, and 
analysis of auditable events for indications of inappropriate or 
unusual activity, and the appropriate investigation and reporting of 
such activity. Automated mechanisms may be used to integrate 
audit monitoring, analysis, and reporting into an overall process for 
investigation and response to suspicious activities. Audit and 
monitoring controls can help security professionals routinely assess 
computer security, perform investigations during and after an 
attack, and even recognize an ongoing attack. Audit and monitoring 
technologies include network and host-based intrusion detection 
systems, audit logging, security event correlation tools, and 
computer forensics. Network-based intrusion detection systems 
(IDSs) capture or “sniff” and analyze network traffic in various parts 
of a network. On the other hand, host-based IDSs analyze activity on 
a particular computer or host. Both types of IDS have advantages 
and disadvantages. 

FISMA requires that each federal agency implement an information 
security program that includes procedures for detecting, reporting, 
and responding to security incidents. Further, OMB is to ensure the 
operation of a central federal information security incident center to 

● provide timely technical assistance to system operators, 
● compile and analyze incident information, 
● inform system operators about threats and vulnerabilities, and 
● consult with NIST, national security agencies, and other 

designated agencies such as the Department of Homeland 
Security. 
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NIST issued two relevant special publications that provide 
additional information: 

• SP 800-94, Guide to Intrusion Detection and Prevention 

Systems (IDPS), and 
• SP 800-61, Computer Security Incident Handling Guide 

SP 800-61 discusses four steps in incident handling:  
• preparation, 
• detection and analysis, 
• containment, eradication, and recovery, and 
• post-incident activity. 

An IDS detects inappropriate, incorrect, or anomalous activity 
aimed at disrupting the confidentiality, integrity, or availability of a 
protected network and its computer systems. An IDS collects 
information on a network, analyzes the information on the basis of a 
preconfigured rule set, and then responds to the analysis. A 
description of the technologies, their effectiveness, and how they 
work is described in Technologies to Secure Federal Systems, GAO-
04-467 (Washington, D.C.: March 2004). 

AC-5.1. An effective incident response program is documented and approved 
An effective incident response program should be implemented. 
Control techniques include 

● documented policies and procedures, including an incident 
response plan; 

● documented testing of the incident response plan; 
● a means of prompt centralized reporting; 
● active monitoring of alerts and advisories; 
● response team members with the necessary knowledge, skills, 

and abilities; 
● training on roles and responsibilities and periodic refresher 

training; 
● links to other relevant groups; 
● protection against denial of service attacks; and 
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● appropriate incident response assistance and consideration of 
computer forensics. 

OMB tasks NIST with coordinating activities governmentwide for 
agencies sharing information concerning common vulnerabilities 
and threats. Finally, Appendix III of OMB Circular A-130 directs the 
Department of Justice to provide appropriate guidance on pursuing 
legal remedies in the case of serious incidents. 

According to NIST, the two main benefits of an incident-handling 
capability are (1) containing and repairing damage from incidents 
and (2) preventing future damage. Other, less obvious, benefits of an 
incident-handling capability include 

● improved threat data for use in the risk assessment and control 
selection process, 

● enhanced internal communication and organizational 
preparedness, and 

● enhanced training and awareness programs by providing trainers 
with better information on users’ knowledge and providing real-
life illustrations for classes. 

Also, according to NIST, the characteristics of a good incident-
handling capability include 

● an understanding of the constituency being served, including 
computer users and program managers; 

● an educated constituency that trusts the incident-handling team; 
● a means of prompt centralized reporting, such as through a 

hotline; 
● a response team with the necessary knowledge, skills, and 

abilities, including technical expertise with the computer 
technology used by the entity, and the ability and willingness to 
respond when and where needed; and 

● links to other groups—such as law enforcement agencies, 
response teams, or security groups external to the entity—and to 
the entity’s public relations office (in case the incident receives 
media attention). 
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One aspect of incident response that can be especially problematic 
is gathering the evidence to pursue legal action. Incident response 
training and assistance is important for users of information systems 
to understand the proper handling and reporting of security 
incidents. Resources should be available to provide adequate 
computer forensics of security incidents. To gather evidence, an 
entity may need to allow an intruder or violator to continue his or 
her inappropriate activities—a situation that puts the system and 
data at continued risk. However, fear of detection and prosecution 
can serve as a deterrent to future violations. 

The United States Computer Emergency Readiness Team (US– 
CERT) was established in September 2003 to provide a national 
incident response capability. US–CERT is a partnership of the 
Department of Homeland Security and the public and private 
sectors. Established to protect the nation’s Internet infrastructure, 
US-CERT coordinates defense against and responses to cyber 
attacks across the nation. Specifically, it is responsible for analyzing 
and reducing cyber threats and vulnerabilities, disseminating cyber 
threat warning information, and coordinating incident response 
activities. 

As the nation’s focal point for preventing, protecting against, and 
responding to cyber security vulnerabilities, US–CERT interacts 
with all federal agencies, private industry, the research community, 
state and local governments, and others on a 24X7 basis to 
disseminate reasoned and actionable cyber security information. To 
provide security information to the public, US–CERT 

● integrates content contributed by numerous organizations from 
both the public and private sectors, 

● aggregates and analyzes the various types of data provided by 
contributing organizations, 

● serves as the focal point for promoting common and 
comprehensive analysis of security trends and risks, and 

● maintains quality control standards and works to ensure 
technical accuracy as well as timeliness. 
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Worldwide, there are more than 250 organizations that use the name 
CERT or a similar name and deal with cyber security response. US– 
CERT and the CERT Coordination Center at Carnegie Mellon 
University work jointly on cyber security activities. When a cyber 
security problem warrants, US-CERT coordinates a response by 
working with computer security experts from public and private 
state and local incident response teams. (See www.us-
cert.gov/aboutus.html.) 

In addition, the incident response program is affected by and should 
be responsive to the configuration of the entity’s networks. For 
example, it can affect the placement of intrusion detection systems. 
Also, the network and related access controls can be designed to aid 
in containment of security breaches to limited areas of the network. 

Also, the incident response program should appropriately consider 
treatment of privacy information. Specifically, federal entities 
should comply with applicable statutes and OMB guidance, 
including the following OMB Memoranda: 

• M-06-15, Safeguarding Personally Identifiable Information 

(5/22/06) 

• M-06-16, Protection of Sensitive Agency Information (6/23/06) 

• M-06-19, Reporting Incidents Involving Personally Identifiable 

Information and Incorporating the Cost for Security in Agency 

Information Technology Investments (7/12/06) 

• OMB Reporting Instructions for the Federal Information Security 
Management Act and Agency Privacy Management (generally 
annual OMB memorandums) 

• Recommendations for Identity Theft Related Data Breach 

Notifications (9/20/06) 

• M-07-04, Use of Commercial Credit Monitoring Services Blanket 

Purchase Agreements (12/22/06) 
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AC-5.2. Incidents are effectively identified and logged 
Entity policies and procedures should establish criteria for the 
identification of significant system events that should be logged. 
Based on such criteria, the entity should identify significant system 
events. At a minimum, all such significant events,87 including access 
to and modification of sensitive or critical system resources, should 
be logged. Also, logging should include appropriate information to 
facilitate monitoring of access to business process applications and 
related actions taken by application users. To be effective: 

• identification and logging of auditable events should be based on 
considerations of costs, benefits, and risk; 

• this feature should be activated to log critical activity, maintain 
critical audit trails, and report unauthorized or unusual activity;  

• access to audit logs should be adequately controlled; and 
• managers should review logs for unusual or suspicious activity 

and take appropriate action. 

Access control software should be used to maintain an audit trail of 
security access containing appropriate information for effective 
review to determine how, when, and by whom specific actions were 
taken. For example, time stamps of audit records should be 
generated using internal information system clocks that are 
synchronized systemwide. Such information is critical to monitoring 
compliance with security policies and when investigating security 
incidents. The settings of the access control software control the 
nature and extent of audit trail information provided. Typically, 
audit trails may include user ID, resource accessed, date, time, 
terminal location, and specific data modified. The information 
system should have the capability to determine whether or not a 
given individual took a particular action (non-repudiation). 

The completeness and value of the audit trails maintained will only 
be as good as the entity’s ability to thoroughly identify the critical 
processes and the related information that may be needed. 
Procedures for maintaining such audit trails should be based on 

87The checklists and configuration guides at http://csrc.nist.gov/pcig/cig.html provide 
recommended lists of auditable events. 
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● the value or sensitivity of data and other resources affected; 
● the processing environment, for example, systems development, 

testing, or production; 
● technical feasibility; and 
● legal and regulatory requirements. 

Audit trails, including automated logs, need to be retained for an 
appropriate period of time. Therefore, the entity needs to allocate 
sufficient audit record storage capacity and configure auditing to 
prevent the storage capacity from being exceeded. The information 
system should provide a warning when storage capacity reaches a 
certain level. If storage capacity is reached, the system should alert 
appropriate officials and take appropriate, predefined actions such 
as saving the oldest data offline, shutting down the system, 
overwriting the oldest audit records, or stop generating audit 
records. 

An effective intrusion detection system (IDS) should be 
implemented, including appropriate placement of intrusion-
detection sensors and setting of incident thresholds. IDS security 
software generally provides a means of determining the source of a 
transaction or an attempted transaction and of monitoring users’ 
activities (audit trail). 

AC-5.3. Incidents are properly analyzed and appropriate actions taken 
Because all of the audit trail and log information maintained is likely 
to be too voluminous to review on a routine basis, the IDS security 
software should be implemented to selectively identify 
unauthorized, unusual, and sensitive access activity, such as 

● attempted unauthorized logical and physical access; 
● access trends and deviations from those trends; 
● access to sensitive data and resources; 
● highly-sensitive privileged access, such as the ability to override 

security controls; 
● access modifications made by security personnel; and 
● unsuccessful attempts to logon to a system. 
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Modern information systems may have an audit-reduction and 
report-generation capability to automatically process audit records 
for events of interest based on selectable event criteria. The security 
software should be designed to report such activity and, in some 
cases, respond by actions such as 

● disabling passwords, 
● terminating repeated failed attempts to access sensitive 

resources, 
● terminating processing, 
● shutting down terminals, 
● issuing warning or error messages, and 
● writing audit trail records that would not normally be maintained. 

Once unauthorized, unusual, or sensitive access activity is 
identified, it should be reviewed and apparent or suspected 
violations investigated. If it is determined that a security violation 
has occurred, appropriate action should be taken to identify and 
remedy the control weaknesses that allowed the violation to occur, 
repair any damage that has been done, and determine and discipline 
the perpetrator. It is important that an entity have formal written 
procedures for reporting security violations or suspected violations 
to a central security management office so that multiple related 
incidents can be identified, other employees can be alerted to 
potential threats, and appropriate investigations can be performed. 
Such incidents might include multiple attacks by a common hacker 
or repeated infections with the same computer virus. 

Without prompt and appropriate responses to security incidents, 
violations could continue to occur and cause damage to an entity’s 
resources indefinitely. Further, violators will not be deterred from 
continuing inappropriate access activity, which could cause 
embarrassment to the entity and result in disclosure of confidential 
information and financial losses. 

An entity should have documented procedures in place for 
responding to security violations. These should include procedures 
and criteria for 
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● incident containment, eradication, and recovery 
● documenting offenses, 
● determining the seriousness of violations, 
● reporting violations to higher levels of management, 
● investigating violations, 
● imposing disciplinary action for specific types of violations, 
● notifying the resource owner of the violation, 
● sharing incident and threat information with owners of 

connected systems, and 
● notifying and consulting with, as appropriate, law enforcement 

agencies, and for federal entities, relevant agency IGs and the US-
CERT. 

Further, access control policies and techniques should be modified 
when violations, incidents, and related risk assessments indicate 
that such changes are appropriate. 

In addition, the frequency and magnitude of security violations and 
the corrective actions that have been taken should periodically be 
summarized and reported to senior management. Such a report can 
assist management in its overall management of risk by identifying 
the most attractive targets, trends in types of violations, cost of 
securing the entity’s operations, and any need for additional 
controls. 

Finally, since even the best incident response program may not 
catch increasingly sophisticated system intrusions, critical system 
resources should be periodically reviewed for integrity. For 
example, an organization may employ integrity verification 
applications on the information system to automatically look for 
evidence of information tampering, errors, and omissions. 
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AC-5 Related NIST SP 800-53 Controls 
AC-13 Supervision and Review—Access Control 
AT-5 Contacts with Security Groups and Associations 
AU-2 Auditable Events 
AU-3 Content of Audit Records 
AU-4 Audit Storage Capacity 
AU-5 Response to Audit Processing Failures 
AU-6 Audit Monitoring, Analysis, and Reporting 
AU-7 Audit Reduction and Report Generation 
AU-8 Time Stamps 
AU-9 Protection of Audit Information 
AU-11 Audit Record Retention 
IR-1 Incident Response Policy and Procedures 
IR-2 Incident Response Training 
IR-3 Incident Response Testing and Exercises 
IR-4 Incident Handling 
IR-5 Incident Monitoring 
IR-6 Incident Reporting 
IR-7 Incident Response Assistance 
SC-5 Denial Of Service Protection 
SI-4 Information System Monitoring Tools and Techniques 
SI-6 Security Functionality Verification 
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Control Techniques and Suggested Audit Procedures for Critical Element AC-5 

Table 20. Control Techniques and Suggested Audit Procedures for Critical Element AC-5: Implement an effective audit and 
monitoring capability 

Control activities Control techniques Audit procedures 

AC-5.1. An effective incident 
response program is 
documented and approved.  

AC-5.1.1. An effective incident-response program has 
been implemented and include 
• documented policies, procedures, and plans; 
• documented testing of the incident response plan and 

follow-up on findings; 
• a means of prompt centralized reporting; 
• active monitoring of alerts/advisories; 
• response team members with the necessary 

knowledge, skills, and abilities; 
• training on roles and responsibilities and periodic 

refresher training; 
• links to other relevant groups; 
• protection against denial-of-service attacks (see 

http://icat.nist.gov); 
• appropriate incident-response assistance; and  
• consideration of computer forensics. 

Interview security manager, response team 
members, and system users; review 
documentation supporting incident handling 
activities; compare practices to policies, 
procedures, and related guidance such as 
NIST SP 800-61 that provides guidance on 
incident-handling and reporting. 
Determine qualifications of response team 
members; review training records; identify 
training in incident response roles and 
responsibilities. 

Identify the extent to which computer 
forensics is used and compare to 
applicable guidelines and industry best 
practices. 

AC-5.2. Incidents are 
effectively identified and 
logged.  

AC-5.2.1. An effective intrusion detection system has 
been implemented, including appropriate placement of 
intrusion-detection sensors and incident thresholds.  

Obtain the design and justification for the 
intrusion detection system; determine if the 
placement of sensors and incident 
thresholds is appropriate based on cost and 
risk. 

AC-5.2.2. An effective process has been established 
based on a risk assessment, to identify auditable events 
that will be logged.  

Interview the security manager to 
determine the process for determining what 
actions are logged. Determine if security 
event correlation tools are used to identify 
anomalous network activity. 

AC-5.2.3. All auditable events, including access to and 
modifications of sensitive or critical system resources, are 
logged.  

Review security software settings to identify 
types of activity logged; compare to NIST 
SP 800-92 guidance on auditable events. 

AC-5.2.4. Audit records contain appropriate information 
for effective review including sufficient information to 
establish what events occurred, when the events occurred 
(for example, time stamps), the source of the events, and 
the outcome of the events.  

Determine if audit records/logs are 
reviewed and whether they contain 
appropriate information; see NIST SP 800-
92 for guidance. 

AC-5.2.5. Audit record storage capacity is adequate and 
configured to prevent such capacity from being exceeded. 
In the event of an audit failure or audit storage capacity 
being reached, the information system alerts officials and 
appropriate action is taken. 

Determine the retention period for audit 
records and logs and whether it complies 
with applicable guidance. Determine if audit 
capacity is sufficient and what happens 
should it be exceeded. 

AC-5.2.6. Audit records and tools are protected from Determine how access to audit records/logs 
unauthorized access, modification, and deletion. Audit is controlled; review logs for suspicious 
records are effectively reviewed for unusual or suspicious activity and evidence of entity follow-up and 
activity or violations.  appropriate corrective action. 
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Control activities Control techniques Audit procedures 

AC-5.2.7. Audit records are retained long enough to 
provide support for after-the-fact investigations of security 
incidents and to meet regulatory and organizational 
information retention requirements.  

Determine if audit record retention (for 
example, logs etc.) meet legal requirements 
and entity policy for computer forensics. 
See General Records Schedule 20 and 24 
for guidance on requirements for record 
retention.(http://archives.gov/records-
mgmt/ardor/grs20.html and 
http://archives.gov/records-
mgmt/ardor/grs24.html) 

AC-5.3. Incidents are AC-5.3.1. Security violations and activities, including failed Review pertinent policies and procedures; 
properly analyzed and logon attempts, other failed access attempts, and review security violation reports; examine 
appropriate actions taken.  sensitive activity, are reported and investigated.  documentation showing reviews of 

questionable activities. 
AC-5.3.2. Security managers investigate security Test a selection of security violations to 
violations and suspicious activities and report results to verify that follow-up investigations were 
appropriate supervisory and management personnel.  performed and reported to appropriate 

supervisory and management personnel. 
AC-5.3.3. Appropriate disciplinary actions are taken.  For the selection reviewed in AC-5.3.2, 

determine what action was taken against 
the perpetrator. 

AC-5.3.4. Violations and incidents are analyzed, Interview senior management and 
summarized, and reported to senior management and personnel responsible for summarizing 
appropriate government authorities.  violations; review any supporting 

documentation. Determine if automated 
tools are used to analyze network activity 
and whether it complies with security policy. 

AC-5.3.5. Alerts and advisories are issued to personnel Identify recent alerts and advisories and 
when appropriate. determine if they are up-to-date; interview 

entity personnel to determine what actions 
were taken. 

AC-5.3.6 Incident and threat information is shared with Determine if incident and threat data are 
owners of connected systems.  shared with owners of connected systems; 

follow up with owners of connected 
systems to see if they received this 
information in a timely manner.  

AC-5.3.7. Access control policies and techniques are Review policies and procedures and 
modified when violations, incidents, and related risk interview appropriate personnel; review any 
assessments indicate that such changes are appropriate.  supporting documentation. 
AC-5.3.8. Critical system resources are periodically Determine how frequently alterations to 
reviewed for integrity.  critical system files are monitored (for 

example, integrity checkers, etc.). 
AC-5.3.9. Appropriate processes are applied to gather Review entity processes to gather forensic 
forensic evidence in support of investigations. information and determine whether they are 

adequate. 

Discuss with appropriate entity 
management. 

Source: GAO. 
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Critical Element AC-6. Establish adequate physical security controls 

Adequate physical security controls should be established that are 
commensurate with the risks of physical damage or access. In 
evaluating the effectiveness of physical security controls, the 
auditor should consider the effectiveness of the entity’s policies and 
practices pertaining to both the overall facility and areas housing 
sensitive information technology components. Consequently, an 
entity should implement physical security controls in the following 
areas 

● security planning and management (security management), 
● securing the perimeter of the facility (perimeter security), 
● controlling access into a facility (entry security), 
● controlling access within a facility (interior security), and 
● protection from emerging physical security threats (emerging 

threats). 

Physical security controls restrict physical access to computer 
resources and protect them from intentional or unintentional loss or 
impairment. Computer resources to be protected include 

● primary computer facilities, 
● cooling system facilities, 
● network devices such as routers and firewalls, 
● terminals used to access a computer, 
● microcomputers and mobile or portable systems, 
● devices that display or output information, 
● access to network connectivity, such as through “live” network 

jacks 
● computer file storage areas, and 
● telecommunications equipment and transmission lines. 

In June 1995, the Department of Justice (DOJ) published minimum-
security standards for the protection of federal facilities. It 
identified and evaluated the various types of security measures that 
could be used to counter potential vulnerabilities. The standards 
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cover perimeter security, entry security, interior security, and 
security planning. Because of the considerable differences among 
facilities and their security needs, physical holdings are divided into 
five security levels to determine which minimum standards are 
appropriate for which security levels.88 For federal entity facilities, 
appropriate criteria for physical safeguards in place for the overall 
facility are Justice standards unless the facility has adopted different 
standards. To illustrate, information technology resources may be 
housed in a facility that has been designated a national critical asset 
in accordance with Homeland Security Presidential Directive 789 and 
therefore require physical security measures above those required 
by DOJ standards. For non-federal entities, appropriate criteria are 
equivalent guidance or the federal standards. 

Physical controls also include environmental controls, such as 
smoke detectors, fire alarms, extinguishers, and uninterruptible 
power supplies (see section 3.5, service continuity). 

In an IS controls audit being performed as part of a financial audit or 
data reliability assessment, the auditor should tailor the 
identification of control techniques and audit procedures related to 
the entity’s physical security management program to the extent 
necessary to achieve the audit objectives, considering the IS 
controls identified by the auditor as significant to the audit 
objectives (e.g., internal control over financial reporting). Generally, 
this would include consideration of the overall design of the entity’s 
physical security program at relevant facilities. 

AC-6.1. Establish a physical security management program based on risk 
Risk management is the foundation of an effective physical security 
program. The approach to good security is fundamentally similar, 
regardless of the assets being protected—information systems, 
buildings, or critical infrastructure. Risk management principles for 

88Department of Justice, Vulnerability Assessment of Federal Facilities, (Washington, 
D.C.: June 28, 1995). 

89
Critical Infrastructure Identification, Prioritization, and Protection (Washington, D.C.: 

December 17, 2003). 
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an effective security program are discussed in section 3.1. In 
addition, the testimonies Technologies to Secure Federal Buildings 

(GAO-02-687T) and Key Elements of a Risk Management Approach 

(GAO-02-150T) elaborate on specific risk management steps that 
may be applied to the protection of any critical asset. 

The effectiveness of physical security controls depends on the 
effectiveness of the entity’s policies and practices pertaining to the 
overall facility and to areas housing sensitive information 
technology components, including 

● granting and discontinuing access authorizations, 
● controlling badges, ID cards, smartcards, passkeys, and other 

entry devices, 
● controlling entry during and after normal business hours, 
● controlling the entry and removal of computer resources (for 

example, equipment and storage media) from the facility, 
● managing emergencies, 
● controlling reentry after emergencies, 
● establishing compensatory controls when restricting physical 

access is not feasible, as is often the case with 
telecommunications lines, and 

● storing computer assets such as equipment and sensitive 
documents. 

In some instances an entity may not be able to fully control their 
physical security posture. For example, leased space in a building 
managed by another organization.  In this case, the entity should 
consider compensating controls and ensure that contingency 
planning adequately considers their lack of control over physical 
security. 

As with any type of business activity, physical security should be 
monitored to ensure that controls are accomplishing their intended 
purpose. FISMA specifically requires that federal agencies 
periodically test and evaluate information security controls and 
techniques to ensure that they are effectively implemented. 
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Visitors should be controlled. On occasion, persons other than 
regularly authorized personnel may be granted access to sensitive 
areas or facilities, such as employees from another facility, 
maintenance personnel, contractors, and the infrequent or 
unexpected visitor. None of these visitors should be granted 
unrestricted access.90 Controls should include 

● preplanned appointments, 
● identification checks, 
● controlling the reception area, 
● logging in visitors, 
● escorting visitors while in sensitive areas, and 
● periodically changing entry codes to prevent reentry by previous 

visitors who might have knowledge of the code. 

AC-6.2. Establish adequate perimeter security based on risk 
Perimeter security is the first line of defense against threats that can 
cause catastrophic damages to facilities and internal computer 
resources. Considerations for perimeter security include 

● controlling vehicle and pedestrian traffic around the facility, 
● controlling employee and visitor parking, 
● monitoring the perimeter with closed circuit TV (CCTV), 

● providing emergency backup power supply, and 
● extending perimeter barriers to prevent unauthorized access and 

reduce exposure to explosions. 

Perimeter security includes protective controls such as fencing 
around sensitive buildings, concrete and earthen and other barriers, 

90Also see Homeland Security Presidential Directive 12, Policy for a Common 

Identification Standard for Federal Employees and Contractors, (Washington, D.C.: 
August 27, 2004); and NIST Federal Information Processing Standard Publication (FIPS 
PUB) 201-1, Personal Identity Verification (PIV) of Federal Employees and Contractors, 
(Washington, D.C.: March 2006). 

Page 259  3.2. Access Controls (AC) 



appropriate gates and locks, exterior lighting, guard posts, security 
patrols, and detection and monitoring systems. 

AC-6.3. Establish adequate security at entrances and exits based on risk 
Access to facilities should be limited to personnel having a 
legitimate need for access to perform their duties.  Management 
should regularly review the list of persons authorized to have 
physical access to sensitive facilities, including contractors and 
other third parties. In addition, procedures should be implemented 
to terminate access privileges for terminated or separated 
employees or contractors. 

Physical security controls at entrances and exits vary, but may 
include 

● manual door or cipher key locks, 
● magnetic door locks that require the use of electronic keycards, 
● biometrics authentication, 
● security guards, 
● photo IDs, 
● entry logs, and 
● electronic and visual surveillance systems. 

Unissued keys or other entry devices should be secure. Issued keys 
or other entry devices should be regularly inventoried. 

AC-6.4. Establish adequate interior security based on risk 
The effectiveness of physical security controls over sensitive and 
critical IT resources within a facility include consideration of 
whether the entity has 

● identified all sensitive areas—such as individual rooms or 
equipment, software and tape libraries, or telecommunication 
closets and lines—that are susceptible to physical access, loss, 
or impairment; 

● identified all physical access points and threats to the sensitive 
areas; and 
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● developed cost-effective security controls over all physical 
access points and addressed all significant threats to sensitive 
areas. 

In addition, the entity should have controls to prevent or detect 
surreptitious entry into sensitive areas. For example, could 
unauthorized persons gain entry by 

● observing lock combinations entered by authorized personnel? 
● obtaining unsecured keycards? 
● going over the top of a partition that stops at the underside of a 

suspended ceiling when the partition serves as a wall for a 
sensitive facility? 

● cutting a hole in a plasterboard wall in a location hidden by 
furniture? 

Many of the control techniques for interior security are similar to 
those for perimeter and entry security (for example, locks, 
surveillance systems, as well as using and controlling badges, ID 
cards, smartcards, passkey, and other entry devices).  Additional 
considerations include 

● logs and authorization for removal and return of tapes and other 
storage media to the library, 

● computer terminal locks, 
● controlled access to powerful consoles in data centers, and 
● segregation of duties (discussed in section 3.4). 

AC-6.5. Adequately protect against emerging threats based on risk  
In addition to traditional physical security considerations, it may be 
important to protect building environments from new threats such 
as airborne chemical, biological, and radiological (CBR) attacks. 
Such protective measures may include the installation of early 
warning sensors, the location and securing of air intakes, and plans 
and procedures to mitigate the effect of a CBR release. The 
decisions concerning which protective measures should be 
implemented for any building should be based on several factors, 

Page 261  3.2. Access Controls (AC) 



including the perceived risk associated with the building and its 
tenants, engineering and architectural feasibility, and cost. 

Appropriate audit procedures related to emerging threats include: 

● Interview appropriate officials to identify the level of physical 
security controls needed for the facility. 

● Review the facility risk and independent assessments (for 
example, internal audit, internal office of physical security, 
outside consultants) to identify their assessment of risk and the 
adequacy of controls in place. 

● Observe and document the controls in place.  Assess the 
organization’s preparations based on what the organization has 
stated it needs based on risk, including an evacuation plan for a 
possible CBR attack. 

● Identify any planned projects to enhance physical security 
controls in this area through discussions with physical security 
and building management/operations staff. 

Control Techniques and Suggested Audit Procedures for Critical Element AC-6 

AC-6 Related NIST SP 800-53 Controls 
PE-2 Physical Access Authorizations 
PE-3 Physical Access Control 
PE-4 Access Control for Transmission Medium 
PE-5 Access Control for Display Medium 
PE-6 Monitoring Physical Access 
PE-7 Visitor Control 
PE-8 Access Records 
PE-16 Delivery and Removal 
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Table 21. Control Techniques and Suggested Audit Procedures for Critical Element AC-6: Establish adequate physical 
security controls 

Control activities Control techniques Audit procedures 

AC-6.1. Establish an Coordinate AC-6 procedures with sections 
effective physical security SM-2 (assess and validate risks), SM-3 
management program (policies and procedures), SD-1 
based on risk.  (segregation of duties), and CP-2 

(environmental controls).  
AC-6.1.1. Use a risk management approach to identify the 
level of physical security needed for the facility and 
implement measures commensurate with the risks of 
physical damage or access. 

Interview entity officials to discuss how their 
physical security program is organized and 
whether they use a risk management 
approach.  Obtain and review any facility 
risk assessments performed by the entity or 
by independent entities.   

AC-6.1.2. Facilities and areas housing sensitive and 
critical resources have been identified. The following 
generally constitute sensitive areas: computer rooms, 
tape libraries, telecommunication closets, mechanical/ 
electrical rooms, cooling facilities and data transmission 
and power lines.  

Review diagram of physical layout of the 
computer network, telecommunications, 
and cooling system facilities (for example, 
HVAC); Inspect these areas for physical 
access control weaknesses.   

AC-6.1.3. All significant threats to the physical well-being Interview entity officials.  Review risk 
of these resources have been identified and related risks analysis to ensure that it includes physical 
determined.  threats to employees and assets.  Review 

any recent audit reports or other 
evaluations of the facility’s physical 
security. 

AC-6.1.4. Establish law enforcement security liaisons that 
facilitate the accurate flow of timely security information 
between appropriate government agencies, provide 
procedures for the timely receipt and dissemination of 
threat information, and implement a standardized 
security/threat classifications and descriptions (for 
example, alert levels).  

Check if the organization has established 
law enforcement security liaisons that 
facilitate the accurate flow of timely security 
information between appropriate 
government agencies. Review how the 
organization receives and disseminates 
security alerts.  Identify governmental 
agencies involved in the flow of security 
information and interview appropriate 
officials. Review procedures and 
nomenclature for threat information.   

AC-6.1.5. Conduct annual employee physical security Review information (for example, individual 
awareness training. Coordinate this step with SM-4. training records, training program content) 

on security awareness training and its 
frequency. 

AC-6.1.6. Security control procedures (for example, Review security control procedures for 
trusted vendors/suppliers, background checks, etc.) are scope and adequacy. 
established for non-employees (contractors, custodial 
personnel).  

Page 263  3.2. Access Controls (AC) 



Control activities Control techniques Audit procedures 

AC-6.1.7. Periodic monitoring and independent 
evaluations of the physical security program are 
conducted.  Physical security incidents are effectively 
monitored and appropriate countermeasures are 
implemented.    

Check if the entity evaluates its physical 
security program and controls.  Obtain and 
review the entity’s most recent self 
assessments and compliance review 
report. Determine if security incidents are 
recorded, effectively analyzed, and result in 
appropriate countermeasures.  

Coordinate with SM-5: Monitor the 
effectiveness of the security program, and 
AC-5: Implement an effective audit and 
monitoring capability. 

AC-6.1.8. When possible, do not co-locate high risk 
operations with non-essential support organizations (for 
example, cafeteria, day care, banks, news media). If not 
possible, place appropriate security between such support 
organizations and critical facilities.  

Identify co-located operations and their 
respective risk levels.  Determine if the 
entity co-locates high risk operations with 
support operations and assess the security 
impact. 

AC-6.1.9. Visitors, contractors, and maintenance Review appointment and verification 
personnel are authenticated through the use of procedures for visitors, contractors, and 
preplanned appointments and identification checks.  maintenance personnel.  Compare actual 

practices to procedures. 
AC-6.2. Establish adequate AC-6.2.1. Control/restrict vehicle and pedestrian traffic 
perimeter security based on around the facility based on the facility’s risk level.   
risk. Specific measures include fences, gates, locks, guard 

posts, perimeter patrols and inspections. 

Determine if vehicle and pedestrian traffic 
around the facility is adequately controlled 
for the risk level.  Inspect the perimeter for 
physical security and access control 
weaknesses.  Assess the effectiveness of 
perimeter guard procedures and practices 
for controlling access to facility grounds. 

AC-6.2.2. Control employee and visitor parking. For 
example, restrict access to facility parking and parking 
adjacent to the facility (including leases), use ID systems 
and procedures for authorized parking (for example, 
placard, decal, card key), have signs and arrangements 
for towing of unauthorized vehicles and adequate lighting 
for parking areas. 

Observe parking area and related controls. 
Check if identification systems and 
procedures for authorized parking are in 
place. Determine what is done about 
unauthorized vehicles (e.g. towing).   

AC-6.2.3. Monitor the perimeter with closed circuit 
television (CCTV) including cameras with time lapse video 
recording and warning signs advising of 24 hour video 
surveillance.  

Inspect the facility surveillance camera 
system to assess its capacity and ability to 
assist in protecting the facility’s perimeter.   

AC-6.2.4. Lighting is adequate for effective surveillance 
and evacuation operations.  Emergency power backup 
exists for lighting (as well as for alarm and monitoring 
systems). 

Observe perimeter and exterior building 
lighting to determine its adequacy.  Also, 
determine if emergency power is available 
for security systems. Request test results. 

AC-6.2.5. Extend perimeter barriers (for example, 
concrete, steel) and parking barriers, as needed, to 
prevent unauthorized access and reduce exposure to 
explosions. 

Determine if perimeter barriers are used 
and extended if appropriate. 

AC-6.3. Establish adequate 
security at entrances and 
exits based on risk. 

AC-6.3.1. All employee access is authorized and 
credentials (for example, badges, identification cards, 
smart cards) are issued to allow access.  

Observe and document all access control 
devices used to secure the facility.  
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Control activities Control techniques Audit procedures 

AC-6.3.2. Access is limited to those individuals who 
routinely need access through the use of guards, 
identification badges, or entry devices such as key cards.  

Observe entries to and exits from facilities 
during and after normal business hours. 
Obtain a list of employees and contractors 
with badged access and check the 
justification for such access.  Check 
whether terminated employees/contractors 
have turned in their badge. 

AC-6.3.3. Management conducts regular reviews of Review procedures used by management 
individuals with physical access to sensitive facilities to to ensure that individuals accessing 
ensure such access is appropriate.    sensitive facilities are adequately restricted.  

Evaluate support for physical access 
authorizations and determine 
appropriateness. 

AC-6.3.4. Intrusion detection systems with central Determine if an intrusion detection system 
monitoring capability are used to control access outside of is used and test its use for appropriate 
normal working hours (for example, nights and exterior and interior apertures. 
weekends).   
AC-6.3.5. Visitor access logs are maintained and Compare entries in the log to a list of 
reviewed.  personnel authorized access. 
AC-6.3.6. X-ray and magnetometer equipment is used to Observe how this equipment is used and 
screen people, possessions, and packages.  test its effectiveness. 
AC-6.3.7. The entity controls information system-related Review procedures and interview officials. 
items (i.e., hardware, firmware, software) entering and Attempt to enter and exit the facility with 
exiting the facility and maintains appropriate records of information systems items at various entry 
those items. points and times. 
AC-6.3.8. Entry and exit points are monitored by using Observe use of these devices and test as 
CCTV capability. Also, high security locks and alarm appropriate.  Inspect the building(s) for 
systems are required for all doors that are not guarded.  physical access control weaknesses. 
AC-6.3.9. Emergency exit and re-entry procedures ensure Review written emergency procedures. 
that only authorized personnel are allowed to reenter the Examine documentation supporting prior 
facility after fire drills, etc.  fire drills. Observe a fire drill. 

AC-6.4. Establish adequate AC-6.4.1. An ID badge should generally be displayed at Observe use of employee and visitor IDs. 
interior security based on all times. [All individuals must display an ID at all times.]  See what happens if you do not display 
risk. your own ID. 

AC-6.4.2. Visitors such as vendors, contractors, and Review visitor entry logs. Observe entries 
service personnel who need access to sensitive areas are to and exits from sensitive areas during and 
prescreened, formally signed in, badged and escorted.  after normal business hours. Interview 

guards at facility entry. 
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Control activities Control techniques Audit procedures 

AC-6.4.3. Sensitive information technology and 
infrastructure resources are adequately secured (for 
example, using keys, alarm systems, security software 
and other access control devices), including 
• the badging system, 
• computer room, master consoles, and tape libraries, 
• display and output devices, 
• data transmission lines, 
• power equipment and power cabling, 
• mobile or portable systems, and 
• utility and mechanical areas (HVAC, elevator, water). 

Interview officials. 

Walk through facilities and observe 
potential vulnerabilities and  security 
controls [measures] used to protect 
sensitive information technology resources. 
Observe entries to and exits from sensitive 
areas during and after normal business 
hours. Review security software features 
and settings.  Evaluate the badging system: 
who has access to the badging system and 
how it is protected; how is physical control 
maintained over unissued and visitor 
badges. Test the controls.  

AC-6.4.4. Management conducts regular reviews of 
individuals with physical access to sensitive areas to 
ensure such access is appropriate.  

Review procedures used by management 
to ensure that individuals accessing 
sensitive areas are adequately restricted.  
Determine if there is a periodic (e.g. 
annual) auditing and reconciliation of ID 
cards. Evaluate support for physical access 
authorizations and determine 
appropriateness. 

AC-6.4.5. As appropriate, physical access logs to Compare entries in the logs to a list of 
sensitive areas are maintained and routinely reviewed. personnel authorized access. 
AC-6.4.6. Unissued keys, badges, or other entry devices Observe practices for safeguarding keys, 
are secured. Issued keys or other entry devices are badges, and other devices. 
regularly inventoried.  
AC-6.4.7. Entry codes are changed periodically.  Review documentation of entry code 

changes. 
AC-6.4.8. All deposits and withdrawals of storage media Review procedures for the removal and 
from the library are authorized and logged.  return of storage media to and from the 

library. 

Select from the log some returns and 
withdrawals, verify the physical existence of 
the tape or other media, and determine 
whether proper authorization was obtained 
for the movement. 

 AC-6.4.9. Documents/equipment are appropriately stored Examine and verify maintenance and 
and are subject to maintenance and accountability accountability procedures for storage of 
procedures.  documents and equipment. 
AC-6.4.10. Critical systems have emergency power 
supplies (for example, all alarm systems, monitoring 
devices, entry control systems, exit lighting, 
communication systems).  

Verify that critical systems, (e.g., alarm 
systems, monitoring devices, entry control 
systems, exit lighting, and communication 
systems) have emergency power supplies. 
Identify back up systems and procedures 
and determine the frequency of testing. 
Review testing results. 
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Control activities Control techniques Audit procedures 

AC-6.5. Adequately protect 
against emerging threats, 
based on risk 

AC-6.5.1. Appropriate plans have been developed and 
controls implemented based on a risk assessment such 
as a shelter in place plan and/or evacuation plan for a 
potential CBR attack.  
A plan is in place and tested to respond to emerging 
threats such as a CBR attack (e.g. an appropriate shelter 
in place and/or evacuation plan.)  

Interview officials, review planning 
documents, and related test results. 
Observe and document the controls in 
place to mitigate emerging threats. 

Source: GAO. 

AC-6.5.2. Outdoor areas such as air intakes, HVAC return Observe location of these devices and 
air grilles, and roofs have been secured by restricting identify security measures that have been 
public access and relocating or protecting critical entry implemented. 
points (for example, air intake vents, protective grills, etc.) 
AC-6.5.3. All outdoor air intakes are monitored by CCTV, Verify that all outdoor air intakes are 
security lighting, and/or intrusion detection sensors.  monitored by CCTV or other similar 

security. 
AC-6.5.4. The ventilation and air filtration system has Interview officials and review the results of 
been evaluated for vulnerabilities to CBR agents and any evaluations. 
remedial action taken based on cost and risks.  
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3.3. Configuration Management (CM) 
Configuration management (CM) involves the identification and 
management of security features for all hardware, software, and 
firmware components of an information system at a given point and 
systematically controls changes to that configuration during the 
system’s life cycle. At an entitywide level, management develops 
security policies that establish the entity’s configuration 
management process and may establish the configuration settings 
for the organization. Policy enforcement applications can be used to 
help administrators define and perform centralized monitoring and 
enforcement of an entity’s security policies. These tools examine 
desktop and server configurations that define authorized access to 
specified devices and they compare these settings against a baseline 
policy. At a system level, network management provides system 
administrators with the ability to control and monitor a computer 
network from a central location. Network management systems 
obtain status data from network components, enable network 
managers to make configuration changes, and alert them of 
problems. For each critical control point, at each system sublevel 
(for example, network, operating systems, and infrastructure 
applications), the entity should have configuration management 
controls to ensure that only authorized changes are made to such 
critical components. At a business process application level, all 
applications and changes to those applications should go through a 
formal, documented systems development process that identifies all 
changes to the baseline configuration. Also, procedures should 
ensure that no unauthorized software is installed. 

In some instances, the entity may not have an effective entitywide 
configuration management process, but may nonetheless have 
configuration management controls at the systems and business 
process application level. Therefore, evaluation of configuration 
controls at all levels is important to determine whether they are 
effective. 

FISMA requires each federal agency to determine minimally 
acceptable system configuration requirements and ensure 
compliance with them. Systems with secure configurations have less 
vulnerability and are better able to thwart network attacks. In 
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response to both FISMA and the Cyber Security Research and 
Development Act, NIST developed a central repository for 
information technology security configuration checklists: 
http://checklists.nist.gov. Typically, checklists are created by 
information technology vendors for their own products; however, 
checklists are also created by other entities such as consortia, 
academia, and government agencies. Security configuration 
checklists are a series of instructions for configuring a product to a 
particular operational environment. Some examples of the types of 
devices and software for which security checklists are intended are 
as follows: 

● general purpose operating systems 
● common desktop applications such as e-mail clients, Web 

browsers, word processing, personal firewalls, and antivirus 
software 

● infrastructure devices such as routers, firewalls, virtual private 
network (VPN) gateways, intrusion detection systems (IDS), 
wireless access points (WAP), and telecom systems 

● application servers such as domain name system (DNS) servers, 
dynamic host configuration protocol (DHCP) servers, Web 
servers, simple mail transfer protocol (SMTP) servers, file 
transfer protocol (FTP) servers, and database servers 

● other network devices such as mobile devices, scanners, printers, 
copiers, and fax appliances 

Industry best practices, NIST, and DOD guidance91 all recognize the 
importance of configuration management when developing and 
maintaining a system or network. Through configuration 
management, the composition of a system is formally defined and 
tracked to ensure that an unauthorized change is not introduced. 
Changes to an information system can have a significant impact on 
the security of the system. Documenting information system 
changes and assessing the potential impact on the security of the 
system on an ongoing basis is an essential aspect of maintaining the 

91See, for example, IEEE Standard 1200-1998, SEI CMMI (ver. 1.1), NIST SP 800-64, and 
Military Handbook 61A(SE). 
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security posture. An effective entity configuration management and 
control policy and associated procedures are essential to ensuring 
adequate consideration of the potential security impact of specific 
changes to an information system. Configuration management and 
control procedures are critical to establishing an initial baseline of 
hardware, software, and firmware components for the entity and 
subsequently controlling and maintaining an accurate inventory of 
any changes to the system. 

An effective configuration management process consists of four 
primary concepts, each of which should be described in a 
configuration management plan and implemented according to the 
plan. The four are: 

● configuration identification: procedures for identifying, 
documenting, and assigning unique identifiers (for example, 
serial number and name) to a system’s hardware and software 
component parts and subparts, generally referred to as 
configuration items 

● configuration control: procedures for evaluating and deciding 
whether to approve changes to a system’s baseline configuration; 
decision makers such as a configuration control board evaluate 
proposed changes on the basis of costs, benefits, and risks, and 
decide whether to permit a change 

● configuration status accounting: procedures for documenting 
and reporting on the status of configuration items as a system 
evolves. Documentation, such as historical change lists and 
original designs or drawings, are generated and kept in a library, 
thereby allowing entities to continuously know the state of a 
system’s configuration and be in a position to make informed 
decisions about changing the configuration. 

● configuration auditing: procedures for determining alignment 
between the actual system and the documentation describing it, 
thereby ensuring that the documentation used to support 
decision making is complete and correct. Configuration audits 
are performed when a significant system change is introduced 
and help to ensure that only authorized changes are being made 
and that systems are operating securely and as intended. 
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Establishing controls over the modification of information system 
components and related documentation helps to ensure that only 
authorized systems and related program modifications are 
implemented. This is accomplished by instituting policies, 
procedures, and techniques that help make sure all hardware, 
software, and firmware programs and program modifications are 
properly authorized, tested, and approved, and that access to and 
distribution of computer assets is carefully controlled. Without 
proper controls, there is a risk that security features could be 
inadvertently or deliberately omitted or turned off or that processing 
irregularities or malicious code could be introduced. For example, 

● a knowledgeable programmer could modify program code to 
provide a means of bypassing controls to gain access to sensitive 
data; 

● the wrong version of a program could be implemented, thereby 
perpetuating outdated or erroneous processing that is assumed 
to have been updated; or 

● a virus could be introduced, inadvertently or on purpose, that 
disrupts processing. 

Effective configuration management prevents unauthorized changes 
to information system resources (for example, software programs 
and hardware configurations) and provides reasonable assurance 
that systems are configured and operating securely and as intended. 

The absence of effective system-level configuration management is 
a serious risk that jeopardizes an entity’s ability to support current 
and potential requirements. Without effective configuration 
management, users do not have adequate assurance that the system 
and network will perform as intended and to the extent needed to 
support their missions. 

Assessing controls over configuration management involves 
evaluating the entity’s success in performing each of the critical 
elements listed in table 22. Also, NIST SP 800-100 provides guidance 
in related configuration management programmatic areas of capital 
planning and investment control, and security services and product 
acquisition. This publication discusses practices designed to help 
security managers identify funding needs to secure systems and 
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provide strategies for obtaining the necessary funding. In addition, it 
provides guidance to entities in applying risk management 
principles to assist in the identification and mitigation of risks 
associated with security services acquisitions. 

Table 22. Critical Elements for Configuration Management 

Number Description 

CM-1. Develop and document CM policies, plans, and procedures 
CM-2. Maintain current configuration identification information 
CM-3. Properly authorize, test, approve, and track all configuration changes 
CM-4. Routinely monitor the configuration 
CM-5. Update software on a timely basis to protect against known vulnerabilities 
CM-6. Appropriately document and approve emergency changes to the configuration 

Source: GAO 

Critical Element CM-1. Develop and document CM policies, plans, and procedures 

Configuration management policies, plans, and procedures should 
be developed, documented, and implemented at the entitywide, 
system, and application levels to ensure an effective configuration 
management process. Such procedures should cover employee roles 
and responsibilities, change control and system documentation 
requirements, establishment of a decision-making structure, and 
configuration management training. CM should be a key part of an 
entity’s Systems Development Life Cycle (SDLC) methodology.92 

An effective entitywide SDLC methodology details the procedures 
that are to be followed when systems and applications are being 
designed and developed, as well as when they are subsequently 
modified. The SDLC should provide a structured approach for 
identifying and documenting needed changes to computerized 
operations; assessing the costs and benefits of various options, 
including the feasibility of using off-the-shelf software; and 
designing, developing, testing, and approving new systems and 
system modifications. It is especially important that, for new 

92A Systems Development Life Cycle (SDLC) methodology consists of the policies and 
procedures that govern software development and modification as a software product goes 
through each phase of its life cycle.  

Page 272  3.3. Configuration Management (CM) 



systems being developed or for major enhancements to existing 
systems, SDLC require approving design features at key points 
during the design and development process. For the methodology to 
be properly applied, it should be sufficiently documented to provide 
staff with clear and consistent guidance. Also, personnel involved in 
designing, developing, and implementing new systems and system 
modifications should be appropriately trained. This includes 
program staff who initiate requests for modifications and staff 
involved in designing, programming, testing, and approving changes.  

Information system controls should be integrated into the SDLC to 
reasonably ensure appropriate protection for the information that 
the system is intended to support. Implementing information system 
controls early in the development of a system should reduce the risk 
of introducing vulnerabilities to the environment. This will also 
generally result in less expensive and more effective security than 
adding information system controls to an operational system. 
Information system controls should be considered in each phase of 
the SDLC. The SDLC typically will include the following phases: 
initiation, design/development, implementation, and 
operations/maintenance. 

During the initiation phase, the entity establishes the need for a 
specific system and documents its purpose. In this phase the entity 
should define high-level information security policy requirements, 
including the development of the system security plan.  

The design/development phase, includes efforts directed to 
designing, programming, developing, and testing the system. In this 
phase, the entity should define the system’s security and functional 
requirements. These requirements should include technical features 
(e.g., access controls), assurances (e.g., background checks for 
system developers), or operational practices (e.g., security 
awareness training). This phase should also include testing the 
technical and system control features to ensure that they perform as 
intended. 

In the implementation phase, the entity configures and enables 
information system control features, tests the functionality of these 
features, installs the system, and tests system prior to placing it into 
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operation to ensure that it meets all required security specifications. 
Tests should include user acceptance testing and related 
documentation of this test. Design reviews and system tests should 
be fully documented, updated, as new reviews or tests are 
performed, and maintained. 

In the operation and maintenance phase, systems are in place and 
operating, enhancements and/or modifications to the system are 
developed and tested, and software is added or replaced. 
Documenting information system control changes and assessing the 
potential impact of these changes on the security of a system is an 
essential part of the continuous monitoring and key to avoiding a 
lapse in the system security. 

Information system controls in the business process environment 
may be manual or automated. Automated controls are system-based, 
and may be used to control such things as the correctness or 
accuracy of data, such as edits and validations. Manual controls are 
procedures that require human intervention, such as the approval of 
a transaction, and are typically used to assure the reasonableness or 
propriety of transactions. Automated and manual controls can be 
preventive or detective. Automated controls can keep invalid data 
from being processed, and they can report transactions that fail to 
meet reasonableness criteria. Manual controls performed prior to 
input can identify problems before data is processed, while 
monitoring controls performed after processing can identify errors. 

Information system controls should be considered throughout the 
SDLC process. In addition, in this process safeguarding provisions 
for personally identifiable information should be reviewed, 
including conducting privacy impact assessments when new IT 
systems are under development or significant modifications are 
made as required by OMB. 

NIST SP 800-64, dated October 2003, identifies security 
considerations in the information system development life cycle. In 
addition, NIST SP 800-27 provides guidance on engineering 
principles for designing security into information systems. 
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Configuration management policies and procedures should describe 
the configuration management process and address purpose, scope, 
roles, responsibilities, compliance, and implementation of security 
controls. Security controls include the following. 

● A baseline configuration of the information system and an 
inventory of the system’s constituent components. 

● A process to document and control changes to the system. 
● Monitoring system changes and analysis of their impact to 

determine the effect of the changes. 
● Access restrictions over changes to the system and auditing of 

the enforcement actions. 
● Configuring the security settings of information technology 

products to the most restrictive mode consistent with operational 
requirements. 

● Configuring the information system to provide only essential 
capabilities and specifically prohibiting or restricting the use of 
unnecessary or dangerous functions, ports, protocols, and 
services. 

Good configuration management provides strict control over the 
implementation of system changes and thus minimizes corruption to 
information systems. 

Also, CM policies should address the introduction of software 
developed outside of the entity’s normal software development 
process, including the outsourced development of software and 
commercial or other software acquired by individual users. Specific 
configuration management policy considerations for systems that 
are internet accessible (inbound or outbound) should address 
software quality controls designed to prevent security flaws from 
being introduced. 

Configuration management plans should address configuration 
management in terms of the following:93 

93Based on IEEE Standard for Software Configuration Management Plans (IEEE Std. 828-
1998), the Institute of Electrical and Electronic Engineers, June 25, 1998. 
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● responsibilities and authorities for accomplishing the planned 
activities (who) 

● activities to be performed (what) 
● required coordination of configuration management activities 

with other activities (when) 
● tools and physical and human resources required for the 

execution of the plan as well as how the plan will be kept current 
(how) 

The CM plan should describe the allocation of responsibilities and 
authorities for CM activities to entities and individuals within the 
project structure. Organizational units may consist of a vendor and 
customer, a prime contractor and subcontractors, or different 
groups within one entity. The name of the organizational unit or job 
title to perform this activity is provided for each activity listed 
within CM activities. A matrix that relates these entities to CM 
functions, activities, and tasks is useful for documenting CM 
activities. CM activities identify all functions and tasks required to 
mange the configuration as specified in the scope of the CM plan. 
CM activities are traditionally grouped into four functions: 
configuration identification, configuration control, configuration 
status accounting, and configuration audits and reviews. 

Configuration management procedures should describe the 
configuration management system used to maintain and change 
controlled work products. A configuration management system 
includes the storage media, the procedures, and the tools for 
accessing the configuration system. The procedures should describe 
how configuration items are stored and retrieved; shared between 
control levels; recovered; protected by access controls; and stored, 
updated, and retrieved. Configuration management plans should be 
integrated at all levels. 

CM-1 Related NIST SP 800-53 Controls 
CM-1 Configuration Management Policy and Procedures 

Page 276  3.3. Configuration Management (CM) 



Control Techniques and Suggested Audit Procedures for Critical Element CM-1 

Table 23. Control Techniques and Suggested Audit Procedures for Critical Element CM-1: Develop and document CM policies, 
plans, and procedures 

Control activities Control techniques Audit procedures 

CM-1.1. CM policies, plans, CM-1.1.1. An effective configuration management process Review CM policies, plans, and procedures 
and procedures have been is documented and implemented, including: to identify roles, responsibilities, 
developed, documented, and 
implemented. 

• a CM plan that identifies roles, responsibilities, 
procedures, and documentation requirements; 

procedures, and documentation 
requirements. 

• guidance that is appropriate for personnel with varying 
levels of skill and experience; Determine if a CCB exists and is operating 

• trained personnel who are familiar with the effectively. 
organization’s configuration management process; 

• permitting only essential capabilities and restricting the Review organizational chart to ensure that 
use of dangerous functions, ports, protocols, and the CCB has appropriate representation 
services; from across the entity. 

• regular review and approval of configuration changes 
by management (for example, Configuration Control 
Board (CCB)); 

Interview hardware and software managers 
to identify the currency and completeness 

• appropriate representation on CCB from across the of CM policies, plans, procedures, and 
entity; documentation. 

• a formal SDLC methodology that includes system-level 
security engineering principles to be considered in the Review CM documentation and test 
design, development, and operation of an information whether recent changes are incorporated. 
system. 

• appropriate systems documentation. 
Review the SDLC methodology and ensure 
that security is adequately considered 
throughout the life cycle. 

Review a selection of system 
documentation to verify that the SDLC 
methodology was followed and complies 
with appropriate guidance, such as NIST 
SP 800-64 and SP 800-27. 

Source: GAO. 

Critical Element CM-2. Maintain current configuration identification information 

Configuration identification activities involve identifying, naming, 
and describing the physical and functional characteristics of a 
controlled item (for example, specifications, design, IP address, 
code, data element, architectural artifacts, and documents). The CM 
plan should describe how each configuration item and its versions 
are uniquely named. It should also describe the activities performed 
to define, track, store, manage, and retrieve configuration items. 
Configuration items should be associated with development and 
production baselines. 
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The entity should maintain current configuration information in a 
formal configuration baseline that contains the configuration 
information formally designated at a specific time during a product’s 
or product component’s life. Configuration baselines, plus approved 
changes from those baselines, constitute the current configuration 
information. There should be a current and comprehensive baseline 
inventory of hardware, software, and firmware, and it should be 
routinely validated for accuracy. Backup copies of the inventory 
should be maintained and adequately protected. There should also 
be information system diagrams and documentation on the set up of 
routers, switches, guards, firewalls, and any other devices 
facilitating connections to other systems94  FISMA requires federal 
entity compliance with system configuration requirements, as 
determined by the entity. In addition, OMB Memorandum M-07-11 95 

™ 

requires agencies that upgrade to the Microsoft Vista operating 
system to adopt the security configurations developed by the 
National Institute of Standards and Technology (NIST), the 
Department of Defense (DoD) and the Department of Homeland 
Security (DHS). 

CM-2 Related NIST SP 800-53 Controls 
CM-2 Baseline Configuration 
CM-6 Configuration Settings 
CM-8 Information System Component Inventory 
SA-5 Information System Documentation 

94 See OMB M-08-22, Guidance on the Federal Desktop Core configuration (FDCC) 

(Washington, DC:. August 11, 2008). 

95 OMB, Implementation of Commonly Accepted Security Configurations for Windows Operating 
Systems (Washington, D.C.: March 22, 2007). 
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Control Techniques and Suggested Audit Procedures for Critical Element CM-2 

Table 24. Control Techniques and Suggested Audit Procedures for Critical Element CM-2:  Maintain current configuration 
identification information 

Control activities Control techniques Audit procedures 

CM-2.1. Current 
configuration identification 
information is maintained.  

Source: GAO. 

CM-2.1.1. A current and comprehensive baseline 
inventory of hardware, software, and firmware is 
documented, backed up, and protected. 
Information system documentation describes security 
controls in sufficient detail to permit analysis and testing of 
controls. For Federal entities, baseline meets minimum 
configuration management standards as required by NIST 
standards and OMB.  

CM-2.1.2. Hardware, software, and firmware are mapped 
to application it supports. 

Determine whether management has 
mapped the hardware, software and 
firmware to the application it supports. 

CM-2.1.3. Configuration settings optimize the system’s 
security features.  

Determine if key component security 
settings conform with NIST SP 800-70 and 
vendor recommendations. 

Request an inventory of all computer 
assets and determine if the inventory is 
accurate, complete, and whether duplicate 
copies are adequately protected. Select 
items in the inventory and trace to the asset 
and verify that the configuration (model, 
settings, etc.) is accurate. Select assets at 
the entity and verify that they are accurately 
recorded in the inventory. (Note: Selections 
should be focused on areas that are most 
relevant to the audit.) 

Critical Element CM-3. Properly authorize, test, approve, track, and control all 
configuration changes 

An entity should properly control all configuration changes; not only 
changes made by internal developers but also changes made by 
external developers or contractors (see SM-7 for activities 
performed by external third parties). This includes a wide range of 
activities starting with the establishment of a formal change 
management process. Management should authorize and approve all 
configuration changes. Test plan standards should be developed for 
all levels of testing and test plans should be documented and 
approved by all responsible parties. Testing should be 
comprehensive and appropriately consider security and impacts on 
interfacing systems. An audit trail should be made to clearly 
document and track the configuration changes. Also, see Section 
AS-3 for additional business process application level 
considerations. 
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Authorizations for system and application software modifications 
should be documented and maintained. Policies and procedures 
should be in place that detail who can authorize a modification and 
how these authorizations are to be documented. Generally, the 
application users have the primary responsibility for authorizing 
system changes; however, users should be required to discuss their 
proposed changes with systems developers to confirm that the 
change is feasible and cost effective. For this reason, an entity may 
require a senior systems developer to co-authorize a change. The 
use of standardized change request forms helps ensure that requests 
are clearly communicated and approvals are documented. 
Authorization documentation should be maintained for at least as 
long as a system is in operation in case questions arise regarding 
why or when system modifications were made. Authorization 
documents may be maintained in either paper or electronic form as 
long as their integrity is protected. 

Configuration control activities involve activities that request, 
evaluate, approve, disapprove, or implement changes to baseline 
configuration items. Changes encompass both error correction and 
enhancements. The configuration management plan should identify 
each level of decision making (for example, CCB96) and its level of 
authority for approving proposed system and application changes 
and its management of development and production baselines.   

The configuration status accounting process records and reports the 
status of configuration items. The following are minimum data 
elements to be tracked for a configuration item: (1) its initial 
approved version, (2) the status of requested changes, and (3) the 
implementation status of approved changes. The level of detail and 
specific data required may vary according to the information needs 
of the project and the customer. 

A disciplined process for testing and approving new and modified 
systems before their implementation is essential to make sure 
systems hardware and related programs operate as intended and 

96A configuration control board evaluates and approves or disapproves proposed changes 
to configuration items and ensures implementation of approved changes. 
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that no unauthorized changes are introduced. Test plans should 
appropriately consider security. The extent of testing varies 
depending on the type of modification. For new systems being 
developed or major system enhancements, testing will be extensive, 
generally progressing through a series of test stages that include 
(1) testing individual program modules (unit testing), (2) testing 
groups of modules that must work together (integration testing), 
and (3) testing an entire system (system testing). Minor 
modifications may require less extensive testing; however, changes 
should still be carefully controlled and approved since relatively 
minor program code changes, if performed incorrectly, can have a 
significant impact on security and overall data reliability. 

Once a change has been authorized, it should be implemented, 
written into the program code, and tested in a disciplined manner. 
Because testing is an iterative process that is generally performed at 
several levels, it is important that the entity adhere to a formal set of 
configuration management procedures or standards for prioritizing, 
scheduling, testing, and approving changes. These procedures 
should be described in the entity’s configuration management plan 
and should include requirements for 

● ranking and scheduling configuration changes so that authorized 
change requests are not lost and are implemented efficiently and 
in accordance with user needs; 

● preparing detailed specifications for the configuration change, 
which are approved by an individual responsible for supervising 
programming activities to confirm that the specifications 
correspond to the user’s authorized requirements; 

● developing a detailed test plan for each modification that defines 
the levels and types of tests to be performed; 

● defining responsibilities for each person involved in testing and 
approving software (for example, systems analysts, 
programmers, quality assurance staff, auditors, library control 
personnel, and users—who should participate in testing and 
approve test results before implementation), including 
determining that testing is performed by parties independent of 
development; 
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● developing related configuration changes to system 
documentation, including hardware documentation, operating 
procedures, and user procedures; 

● supervisory review and documented approvals by appropriate 
personnel, including programming supervisors, database 
administrators, and other technical personnel before and after 
testing; 

● maintaining controlled libraries of software in different stages of 
development to ensure that programs being developed or tested 
are not interchanged with each other or with production 
software; 

● documenting configuration/software changes so that they can be 
traced from authorization to the final approved code and 
facilitating “trace-back” of code to design specifications and 
functional requirements by system testers; and 

● obtaining final user acceptance only after testing is successfully 
completed and reviewed by the user. 

To ensure that approved software programs are protected from 
unauthorized changes or impairment and that different versions are 
not misidentified, copies should be maintained in carefully 
controlled libraries. Further, adequately controlled software 
libraries help ensure that there is (1) a copy of the official approved 
version of a program available in case the integrity of an installed 
version is called into question and (2) a permanent historical record 
of old program versions. 

Separate libraries should be established for programs being 
developed or modified, programs being tested by users, and 
programs approved for use (production programs). Access to these 
libraries should be limited and movement of programs and data 
among them should be controlled. 

Inadequately controlled software libraries increase the risk that 
unauthorized changes could be made either inadvertently or 
deliberately for fraudulent or malicious purposes. In addition, 
inadequate controls over programs being developed or modified 
could make it difficult to determine which version of the program is 
the most recent. Such an environment can result in inefficiencies 
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and could lead to interruptions of service and monetary losses. For 
example, 

● an unauthorized program could be substituted for the authorized 
version; 

● test programs could be labeled as production programs; 
● two programmers could inadvertently access and work on the 

same test program version simultaneously, making it difficult or 
impossible to merge their work; or 

● unauthorized changes to either test or production programs 
could be made and remain undetected. 

Copies of software programs should be maintained in libraries 
where they are labeled, dated, inventoried, and organized in a way 
that diminishes the risk that programs will be misidentified or lost. 
Library management software provides an automated means of 
inventorying software (ensuring that differing versions are not 
accidentally misidentified) and maintaining a record of software 
changes. Specifically, such software can be used to 

● produce audit trails of program changes and maintain version 
number control, 

● record and report program changes made, 
● automatically number program versions, 
● identify creation date information, 
● maintain copies of previous versions, and 
● control concurrent updates so that multiple programmers are 

prevented from making changes to the same program in an 
uncontrolled manner. 

The movement of programs and data among libraries should be 
controlled by an entity group or person that is independent of both 
the user and the programming staff. This group should be 
responsible for 

● moving programs from development/maintenance to user testing 
and from user testing to production; 
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● supplying data from the production library for testing and 
creating test data; and 

● controlling different program versions, especially when more 
than one change is being performed on a program concurrently. 

Before transferring a tested program from the user test library to the 
production library, the independent library control group should 
(1) generate a report that shows all changed source code (lines 
added, changed, and deleted) and (2) compare this report to the 
user request to ensure that only approved changes were made. 

Many federal agencies have data processing operations that involve 
multiple locations and require a coordinated effort for effective and 
controlled distribution and implementation of new or revised 
software. For example, an entity may have a central software 
design, development, and maintenance activity, but have two or 
more regional data processing centers running the same software. 
Once a modified software program has been approved for use, the 
change should be communicated to all affected parties and 
distributed and implemented in a way that leaves no doubt about 
when it is to begin affecting processing. To accomplish these 
objectives, an entity should have and follow established procedures 
for announcing approved changes and their implementation dates 
and for making the revised software available to those who need to 
begin using it. 

Source code programs (the code created by programmers) are 
compiled into object or production code programs that are machine-
readable and become the versions that are actually used during data 
processing. Source code programs should be closely controlled at a 
central location and compiled into production programs before 
being distributed. Source code should not be distributed to other 
locations. This helps protect the source code from unauthorized 
changes and increases the integrity of the object or production code, 
which is much more difficult for programmers to change without 
access to the source code. Inadequately controlling software 
distribution and implementation increases the risk that data could 
be improperly processed due to 

● implementation of unapproved and possibly malicious software, 
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● continued use of outdated versions of software, and 
● inconsistent implementation dates resulting in inconsistent 

processing of similar data at different locations. 

With independent processing sites, each site is responsible for 
implementing the correct version of the software at the 
predetermined date and time and maintaining the documentation 
authorizing such implementation. Conversely, implementing new 
software through one or more central computers or servers 
minimizes the risk that the software will be inconsistently 
implemented. 

The use of public domain and personal software should be 
restricted. It is important that an entity have clear policies regarding 
the use of personal and public domain software by employees at 
work. Allowing employees to use their own software or even 
diskettes for data storage that have been used elsewhere increases 
the risk of introducing viruses. It also increases the risk of violating 
copyright laws and making bad decisions based on incorrect 
information produced by erroneous software. As mentioned in 
section CM-5, virus identification software can help contain damage 
from viruses that may be introduced from unauthorized use of 
public domain, from personal software, or from corrupted diskettes. 

CM-3 Related NIST SP 800-53 Controls 
CM-3 Configuration Change Control 
SA-2 Allocation of Resources 
SA-3 Life Cycle Support 
SA-4 Acquisitions 
SA-8 Security Engineering Principles 
SA-10 Developer Configuration Management 
SA-11 Developer Security Testing 
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Control Techniques and Suggested Audit Procedures for Critical Element CM-3 

Table 25. Control Techniques and Suggested Audit Procedures for Critical Element CM-3: Properly authorize, test, approve, 
and track all configuration changes 

Control activities Control techniques Audit procedures 
CM-3.1. All configuration 
changes are properly  
managed (authorized, 
tested, approved, and 
tracked). 

Where appropriate, these audit procedures 
should be applied to both internal and 
external developers and coordinated with 
section SM-7. (Ensure that activities 
performed by external third parties are 
adequately secure.) 

CM-3.1.1. An appropriate formal change management Review the change management 
process is documented. methodology for appropriateness. 

Review system documentation to verify that 
the change management methodology was 
followed. 

CM-3.1.2. Configuration changes are authorized by 
management. Configuration management actions are 
recorded in sufficient detail so that the content and status 
of each configuration item is known and previous versions 
can be recovered. 

Review system logs for configuration 
changes. Determine whether these 
changes have been properly authorized. 

Examine a selection of CM and software 
change request forms for approvals and 
sufficiency of detail. 

Interview CM management and software 
development staff.  

Review a selection of configuration 
exceptions identified by the entity in its 
configuration audit (Refer to CM 4.1) or 
through other audit procedures to identify 
any weaknesses in the entity’s 
configuration change process. 

CM-3.1.3. Relevant stakeholders have access to and Interview users and ensure that they have 
knowledge of the configuration status of the configuration ready access to software change requests, 
items. test reports, and configuration items 

associated with the various baselines being 
managed. 

CM-3.1.4. Detailed specifications are prepared by the For the software change requests selected 
programmer and reviewed by a programming supervisor for control activity CM-3.1.2: 
for system and application software changes. • review specifications and related 

documentation for evidence of 
supervisory review. 

CM-3.1.5. Test plan standards have been developed for Review test plan standards. 
all levels of testing that define responsibilities for each 
party (for example, users, system analysts, programmers, 
auditors, quality assurance, library control). 
CM-3.1.6. Test plans are documented and approved that Perform the following procedures to 
define responsibilities for each party involved (for determine whether control techniques CM-
example, users, systems analysts, programmers, 3.1.6 through 3.1.12 are achieved.  
auditors, quality assurance, library control). 
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Control activities Control techniques Audit procedures 
CM-3.1.7. Test plans include appropriate consideration of 
security. 
CM-3.1.8. Unit, integration, and system testing are 
performed and approved in accordance with the test plan 
and apply a sufficient range of valid and invalid conditions. 

CM-3.1.9. A comprehensive set of test transactions and 
data is developed that represents the various activities 
and conditions that will be encountered in processing.  
CM-3.1.10. Live data are not used in testing of program 
changes, except to build test data files.  
CM-3.1.11. Test results are documented and appropriate 
responsive actions are taken based on the results.  
CM-3.1.12. Program changes are moved into production 
only when approved by management and by persons 
independent of the programmer.  

For the software change requests selected 
for control activity CM-3.1.2: 
• review test plans; 
• compare test documentation with related 

test plans; 
• review test transactions and data; 
• review test results; 
• review documentation for appropriate 

supervisory or management reviews; 
• verify user acceptance; and 
• review updated documentation. 
Determine whether operational systems 
experience a high number of system 
failures (for example, bends) and, if so, 
whether they indicate inadequate testing 
before implementation. 
Examine a selection of program changes to 
determine whether they were approved by 
management prior to being moved to 
production.  

CM-3.1.13. Standardized procedures are used to Examine procedures for distributing new 
distribute new software for implementation.  software. 
CM-3.1.14. Appropriate tools (for example, library mgt. 
software and manual techniques) are used to: 
• produce audit trails of program changes, 
• maintain program version numbers, 
• record and report program changes, 
• maintain creation/date information for production 

modules, 
• maintain copies of previous versions, and 
• control concurrent updates. 

Review pertinent policies and procedures. 
Interview personnel responsible for 
appropriate tools and library control. 

Examine a selection of programs 
maintained in the library and assess 
compliance with prescribed procedures. 

Determine whether documentation is 
maintained on program changes, program 
version numbers, creation/date information, 
and copies of prior versions. Review 
procedures for controlling concurrent 
updates. 

Assess the adequacy of access controls 
over CM tools (e.g., library management 
software) to ensure segregation of duties is 
adequately enforced. (Coordinate with audit 
procedures in AC 4.1). 

CM-3.1.15. Configuration/software changes are 
documented so that they can be traced from authorization 
to the final approved code and they facilitate “trace-back” 
of code to design specifications and functional 
requirements by system testers.  

For the software change requests selected 
for control activity CM-3.1.2: 
• trace changes from authorization to the 

final approved code; and, 
• trace changes back from code to design 

specifications and functional 
requirements. 
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Control activities Control techniques Audit procedures 
CM-3.1.16. Program development and maintenance, 
testing, and production programs are maintained 
separately (for example, libraries) and movement between 
these areas is appropriately controlled, including 
appropriate consideration of segregation of duties (see 
the Segregation of Duties control category.  

Review pertinent policies and procedures 
and interview library control personnel. 
Examine libraries in use. Test access to 
each program library (e.g., development, 
test, production) by examining security 
system parameters. 

Review program changes procedures for 
adherence to appropriate segregation of 
duties between application programming 
and movement of programs into production. 

For a selection of program changes, 
examine related documentation to verify 
that (1) procedures for authorizing 
movement among libraries were followed 
and (2) before and after images were 
compared to ensure that unauthorized 
changes were not made to the programs. 

CM-3.1.17. Access to all programs, including production For critical software production programs, 
code, source code, and extra program copies, are determine whether access control software 
adequately protected.  rules are clearly defined. 

Test access to program libraries by 
examining security system parameters. 

CM-3.1.18. Configuration changes to network devices (for Review a selection of configuration settings 
example, routers and firewalls) are properly controlled and to key devices and determine if 
documented.  configuration changes are adequately 

controlled and documented. 
CM-3.1.19. Clear policies restricting the use of personal Review pertinent policies and procedures. 
and public domain software and prohibiting violations of Interview users and data processing staff.  
software licensing agreements have been developed and Review and test management enforcement 
are enforced.  process. 

Source: GAO. 

Critical Element CM-4. Routinely monitor the configuration 

Current configuration information should be routinely monitored for 
accuracy. Monitoring should address the current baseline and 
operational configuration of the hardware, software, and firmware 
that comprise the information system. Information technology 
products should comply with applicable standards and the vendors’ 
good security practices. The entity should have the capability to 
monitor and test that it is functioning as intended. Also, networks 
should be appropriately configured and monitored to adequately 
protect access paths between information systems. 
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Monitoring, sometimes called configuration audits, should be 
periodically conducted to determine the extent to which the actual 
configuration item reflects the required physical and functional 
characteristics originally specified by requirements. The 
configuration plan should identify the frequency of configuration 
audits. A configuration audit should be performed on a 
configuration item before its release and it should be routinely 
tested thereafter. Configuration audits establish that the functional 
and performance requirements defined in the configuration 
documentation have been achieved by the design and that the 
design has been accurately documented in the configuration 
document. The purpose and benefits of the process include the 
following: 

● Ensures that the product design provides the agreed-to 
performance capabilities 

● Validates the integrity of the configuration documentation 
● Verifies the consistency between a product and its configuration 

documentation 
● Determines that an adequate process is in place to provide 

continuing control of the configuration 
● Provides confidence in establishing a product baseline 
● Ensures a known configuration as the basis for operation and 

maintenance instructions, and training. 

Security settings for network devices, operating systems, and 
infrastructure applications need to be monitored periodically to 
ensure that they have not been altered and that they are set in the 
most restrictive mode consistent with the information system 
operational requirements. NIST SP 800-70 provides guidance on 
configuration settings (for example, checklists) for information 
technology products. 

A process and related procedures needs to be established to 
document the results from monitoring configuration items and 
ensure that discrepancies are properly corrected. For example, 
network and host environments should be scanned on a regular 
basis to determine whether patches have been effectively applied. A 
formal process with central management helps to ensure patch 
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compliance with the network configuration. Audit results need to be 
recorded indicating 

● each discrete requirement, 
● method of verification, 
● verification procedures, 
● verification results, and 
● corrective actions. 

CM-4 Related NIST SP 800-53 Controls 
CM-4 Monitoring Configuration Changes 
CM-5 Access Restrictions for Change 
SI-7 Software and Information Integrity 

Control Techniques and Suggested Audit Procedures for Critical Element CM-4 

Table 26. Control Techniques and Suggested Audit Procedures for Critical Element CM-4: Routinely monitor the configuration 

Control activities Control techniques Audit procedures 

CM-4.1. The configuration is 
routinely audited and 
verified. 

CM-4.1.1. Routinely validate that the current configuration 
information is accurate, up-to-date, and working as 
intended for networks, operating systems, and 
infrastructure applications. 

Identify the standards and procedures used 
to audit and verify the system configuration. 

Determine when and how often the 
configuration is verified and audited. 

Review a selection of the configuration 
verifications and audits for compliance with 
applicable standards. Verify that vendor-
supplied system software is still supported 
by the vendor. 

Evaluate adequacy of the configuration 
audits based on the results of the IS control 
audit tests performed. 

CM-4.1.2. The verification and validation criteria for the 
configuration audit is appropriate and specifies how the 
configuration item will be evaluated in terms of 

Review evaluation criteria for selected 
releases to determine whether verification 
and validation criteria for the configuration 

correctness, consistency, necessity, completeness, and 
performance. 

audit addresses the correctness, 
consistency, necessity, completeness, and 
performance of the configuration items. 
Identify all configuration items, deviations 
and waivers, and the status of tests. 
Determine if configuration items have gaps 
in the documentation or if there are defects 
in the change management process.  

Page 290  3.3. Configuration Management (CM) 



Control activities Control techniques Audit procedures 

CM-4.1.3. Confirm compliance with applicable Compare configuration policy, plans, 
configuration management policy, plans, standards, and standards, and procedures with 
procedures.  observations.  
CM-4.1.4. The information system periodically verifies the 
correct operation of security functions—on system start up 
and restart, on command by user with appropriate 
privilege—( providing system audit trail documentation) 
and takes appropriate action (for example, notifies system 
administrator, shuts the system down, restarts the 
system) when anomalies are discovered.  

Interview officials and review related 
system documentation. Observe or test this 
system capability to determine that 
procedures are followed and related system 
documentation is generated and reviewed 
by entity security staff. 

Source: GAO. 

Critical Element CM-5. Update software on a timely basis to protect against known 
vulnerabilities 

Software should be scanned and updated frequently to guard against 
known vulnerabilities. In addition to periodically looking for 
software vulnerabilities and fixing them, security software should be 
kept current by establishing effective programs for patch 
management, virus protection, and other emerging threats. Also, 
software releases should be adequately controlled to prevent the use 
of noncurrent software. 

Vulnerability scanning 
Using appropriate vulnerability scanning tools and techniques, 
entity management should scan for vulnerabilities in the information 
system or when significant new vulnerabilities affecting the system 
are identified and reported. Audit procedures include review of the 
scanning methodology and related results to ensure that significant 
vulnerabilities are remediated in a timely manner. (See section SM-
5.1, table 9, for a description of vulnerability scanning.) 
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Patch management97 

Patch management is a critical process used to help alleviate many 
of the challenges involved with securing computing systems from 
attack. A component of configuration management, it includes 
acquiring, testing, applying, and monitoring patches to a computer 
system. Flaws in software code that could cause a program to 
malfunction generally result from programming errors that occur 
during software development. The increasing complexity and size of 
software programs contribute to the growth in software flaws. While 
most flaws do not create security vulnerabilities, the potential for 
these errors reflects the difficulty and complexity involved in 
delivering trustworthy code. 

The federal government has taken several steps to address security 
vulnerabilities that affect entity systems, including efforts to 
improve patch management. For example, OMB FISMA reporting 
instructions have indicated that maintaining up-to-date patches is 
part of FISMA’s system configuration management requirements. 
Also, the US-CERT is intended to aggregate and disseminate 
cybersecurity information to improve warning and response to 
incidents, increase coordination of response information, reduce 
vulnerabilities, and enhance prevention and protection. Services 
include notification of software vulnerabilities and information on 
applicable patches. 

Common patch management practices in security-related literature 
from several groups, including NIST, Microsoft, patch management 
software vendors, and other computer security experts include the 
following elements: 

● centralized patch management support and clearly assigned 
responsibilities; 

● senior executive support and assurance that appropriate patches 
are deployed; 

97Patch management is the process of applying software patches to correct flaws. A patch 
is a piece of software code that is inserted into a program to temporarily fix a defect. 
Patches are developed and released by software vendors when vulnerabilities are 
discovered. 
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● standardized patch management policies, procedures, and tools; 
● skills, knowledge, and training to perform patch management 

responsibilities; 
● current technology inventory of all hardware, software, and 

services that are used; 
● risk assessment based on the criticality of the vulnerability and 

importance of the system; 
● thorough testing before the patch is applied in a production 

environment; 
● monitoring through network and host vulnerability scanning; and 
● timely notification of relevant vulnerabilities and distribution of 

critical patches. 

Virus protection 
Protecting information systems from malicious computer viruses 
and worms98 is a serious challenge. Computer attack tools and 
techniques are becoming increasingly sophisticated; viruses are 
spreading faster as a result of the increasing connectivity of today’s 
networks; commercial-off-the-shelf products can be easily exploited 
for attack by all their users; and there is no “silver bullet” solution 
such as firewalls or encryption to protect systems. To combat 
viruses and worms specifically, entities should take steps such as 
ensuring that security personnel are adequately trained to respond 
to early warnings of attacks and keeping antivirus programs up-to-
date. Strengthening intrusion detection capabilities and effective 
patch management programs also help. 

According to NIST, the information system (including servers, 
workstations, and mobile computing devices) should implement 
malicious code protection that includes a capability for automatic 
updates. Virus definitions should be kept up-to-date. Virus-scanning 
software should be provided at critical entry points, such as remote-
access servers and at each desktop system on the network. Anti-

98Worms propagate through networks; viruses destroy files and replicate by manipulating 
files. 
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viral mechanisms should be used to detect and eradicate viruses in 
incoming and outgoing e-mail and attachments. 

Emerging threats 
Entities are facing a set of emerging cybersecurity threats that are 
the result of changing sources of attack, increasingly sophisticated 
social engineering techniques designed to trick the unsuspecting 
user into divulging sensitive information, new modes of covert 
compromise, and the blending of once distinct attacks into more 
complex and damaging exploits. Advances in antispam measures 
have caused spammers to increase the sophistication of their 
techniques to bypass detection; the frequency and sophistication of 
phishing99 attacks have likewise increased, and spyware100 has 
proven to be difficult to detect and remove. 

The risks that entities face are significant. Spam consumes 
employee and technical resources and can be used as a delivery 
mechanism for malware101 and other cyberthreats. Entities and their 
employees can be victims of phishing scams, and spyware puts the 
confidentiality, integrity, and availability of entity systems at serious 
risk. Other emerging threats include the increased sophistication of 
worms, viruses, and other malware, and the increased attack 
capabilities of blended threats and botnets.102 

The transition to the new Internet protocol version 6 (IPv6) creates 
new security risks. The Internet protocol provides the addressing 
mechanism that defines how and where information moves across 

99Phishing is tricking individuals into disclosing sensitive personal information through 
deceptive computer-based means. 

100Spyware is software that is secretly or surreptitiously installed into an information 
system to gather information on individuals or organizations without their knowledge; a 
type of malicious code. 

101Malware (malicious software) is defined as programs that are designed to carry out 
annoying or harmful actions. They often masquerade as useful programs or are embedded 
into useful programs so that users are induced into activating them. Malware can include 
viruses, worms, and spyware (GAO-05-231). 

102Botnets are compromised computers that can be remotely controlled by attackers to 
automatically launch attacks. Bots (short for robots) have become a key automation tool to 
speed the infection of vulnerable systems (GAO-05-231). 
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interconnected networks. The key characteristics of IPv6 are 
designed to increase address space, promote flexibility and 
functionality, and enhance security. However, as IPv6-capable 
software and devices accumulate in entity networks, they could be 
abused by attackers if not managed properly. Specifically, some 
existing firewalls and intrusion detection systems do not provide 
IPv6 detection or filtering capability, and malicious users might be 
able to send IPv6 traffic through these security devices undetected. 
Configuration management can mitigate this threat by tightening 
firewalls to deny direct outbound connections and tuning intrusion 
detection systems to detect IPv6 traffic. 

Voice over Internet Protocol (VoIP) technologies may also cause 
damage to the information system if used maliciously. Because of 
the integration of voice and data in a single network, establishing a 
secure VoIP and data network is a complex process that requires 
greater effort than that required for data-only networks. For 
example, typical firewall security configurations need to be 
reexamined when VoIP systems are implemented because of 
operational aspects required by this type of system that may in turn 
reduce the effectiveness of normally applied firewall security 
configurations. To mitigate this threat, the entity should establish 
usage restrictions and implementation guidance for VoIP, and 
document and control the use of VoIP. In addition, monitor and 
review procedures should be established to ensure security 
effectiveness. NIST SP 800-58 provides guidance on security 
considerations for VOIP technologies employed in information 
systems. 

An effective security program can assist in entity efforts to mitigate 
and respond to these emerging cybersecurity threats. First of all, the 
risks of emerging cybersecurity threats should be addressed as part 
of required entitywide information security programs, which include 
performing periodic assessments of risk. Secondly, security controls 
commensurate with the identified risk should be implemented. 
Thirdly, ensuring security awareness training for entity personnel is 
critical. Comprehensive procedures for detecting, reporting, and 
responding to security incidents should be implemented. An 
effective security program, related control techniques, and proposed 
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audit procedures are discussed in the security management section 
of FISCAM. 

As part of the entity security program, effective configuration of 
layered security (Defense-in-Depth) mitigates the risks from 
individual cybersecurity threats. Layered security implemented 
within an entity’s security architecture includes the use of strong 
passwords, patch management, antivirus software, firewalls, 
software security settings, backup files, vulnerability assessments, 
and intrusion detection systems. Figure 5 depicts an example of how 
entities can use layered security controls to mitigate the risks of 
individual cybersecurity threats. 

Figure 5. Layered Security Mitigates the Risk of Individual Cybersecurity Threats 

Note: Excerpt from GAO, Cybersecurity Issues Threaten Federal Information Systems, GAO-05-231 
(Washington, D.C.: May 2005). 

Noncurrent software 
Procedures should ensure that only current software releases are 
installed in information systems. Noncurrent software may be 
vulnerable to malicious code such as viruses and worms. 

As mentioned previously under CM-3, many federal agencies have 
data processing operations that involve multiple locations and 
require a coordinated effort for effective and controlled distribution 
and implementation of new or revised software. This can include 
virus protection software and operating system patches. Once a 
modified software program has been approved for use, the change 
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should be communicated to all affected parties and distributed and 
implemented in a way that leaves no doubt about when it is to begin 
affecting processing. Inadequately controlling virus software 
distribution and system patches increases the risk that data could be 
improperly processed or lose its confidentiality due to computer 
viruses and hackers breaking into the database. 

Software usage 
Policies and procedures should be implemented to reasonably 
assure that the entity complies with software usage restrictions. In 
addition, the entity should have policies and procedures 
implemented that address the installation of software by users and 
procedures to determine that such policies and procedures are 
adhered to. In addition, policies and procedures should be 
implemented to address the use of collaborative web technologies 
and peer-to-peer file sharing103. This may include, for example, 
procedures for reviewing firewall rules to ensure compliance with 
the entity’s policies for using these techniques. 

CM-5 Related NIST SP 800-53 Controls 
RA-5 Vulnerability Scanning 
SA-6 Software Usage Restrictions 
SA-7 User Installed Software 
SC-19 Voice Over Internet Protocol 
SI-2 Flaw Remediation 
SI-3 Malicious Code Protection 
SI-5 Security Alerts and Advisories 
SI-8 Spam Protection 

103Peer-to-peer file sharing refers to providing and receiving files over a network, where 
files are stored on and served by workstations and involves both downloading and 
uploading of files. 
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Control Techniques and Suggested Audit Procedures for Critical Element CM-5 

Table 27. Control Techniques and Suggested Audit Procedures for Critical Element CM-5: Update software on a timely basis 
to protect against known vulnerabilities 

Control activities Control techniques Audit procedures 

CM-5.1. Software is promptly CM-5.1.1. Information systems are scanned periodically to Interview entity officials. Identify the criteria 
updated to protect against detect known vulnerabilities.  and methodology used for scanning, tools 
known vulnerabilities.  used, frequency, recent scanning results, 

and related corrective actions. Coordinate 
this work with the AC section. 

CM-5.1.2. An effective patch management process is Review pertinent policies and procedures. 
documented and implemented, including: Interview users and data processing staff. 
• identification of systems affected by recently 

announced software vulnerabilities; 
• prioritization of patches based on system configuration 

and risk; 
• appropriate installation of patches on a timely basis, 

including testing for effectiveness and potential side 
effects on the entity’s systems; and 

• verification that patches, service packs, and hotfixes 
were appropriately installed on affected systems. 

CM-5.1.3. Software is up-to-date; the latest versions of Compare vendor recommended patches to 
software patches are installed. those installed on the system. If patches 

are not up-to-date, determine why they 
have not been installed. 

CM-5.1.4. An effective virus, spam, and spyware 
protection process is documented and implemented, 
including: 
• appropriate policies and procedures; 
• effective protection software is installed that identifies 

and isolates suspected viruses, spam, and spyware; 
and 

• virus, spam, and spyware definitions are up-to-date.  

Review pertinent policies and procedures. 
Interview users and data processing staff. 
Verify that actual software is installed and 
up-to-date. 

CM-5.1.5. The entity: (1) establishes usage restrictions 
and implementation guidance for IPv6 technology based 
on the potential to cause damage to the information 
system if used maliciously and (2) documents, monitors, 
and controls the use of IPv6 within the information 
system. Appropriate organizational officials authorize the 
use of IPv6. 

Review policies and procedures for IPv6. 
Determine if known security vulnerabilities 
are mitigated by appropriate protective 
measures. 

CM-5.1.6. The entity: (1) establishes usage restrictions 
and implementation guidance for VoIP technologies 
based on the potential to cause damage to the information 
system if used maliciously and (2) documents, monitors, 
and controls the use of VoIP within the information 
system. Appropriate organizational officials authorize the 
use of VoIP. 

Review policies and procedures for VoIP. 
Determine if security considerations in
NIST SP 800-58 are used in the information 
system. 

CM-5.1.7. Noncurrent software releases are adequately Review pertinent policies and procedures. 
secure, given the risk. Interview users and data processing staff. 
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Control activities 

Source: GAO. 

configuration 

Control techniques Audit procedures 

CM-5.1.8. Appropriate software usage controls (software Assess the adequacy of software usage 
restrictions, user-installed software) are implemented and controls. 
exceptions are identified. 

Critical Element CM-6. Appropriately document and approve emergency changes to the 

Emergency changes to the information system should be 
documented and approved by appropriate entity officials, either 
before the change or after the fact. In addition, appropriate 
personnel should be notified to provide analysis and follow-up. 

It is not uncommon for program changes to be needed on an 
emergency basis to keep a system operating. Some applications, 
such as payroll processing, are performed in cycles that must be 
completed by a deadline. Other systems must be continuously 
available so that the operations they support are not interrupted. In 
these cases, the risk of missing a deadline or disrupting operations 
may pose a greater risk than that of temporarily suspending 
program change controls. However, because of the increased risk 
that errors or other unauthorized modifications could be 
implemented, emergency changes should be kept to a minimum. 

It is important that an entity follow established procedures to 
perform emergency software changes and reduce the risk of 
suspending or abbreviating normal controls. Generally, emergency 
procedures should specify 

● when emergency software changes are warranted, 
● who may authorize emergency changes, 
● how emergency changes are to be documented, and 
● within what period after implementation the change must be 

tested and approved. 

Making emergency changes often involves using sensitive system 
utilities or access methods that grant much broader access than 
would normally be needed. It is important that such access is 
strictly controlled and that their use be promptly reviewed. 
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Shortly after an emergency change is made, the usual configuration 
management controls should be applied retroactively. That is, the 
change should be subjected to the same review, testing, and 
approval process that apply to scheduled changes. In addition, logs 
of emergency changes and related documentation should be 
periodically reviewed by data center management or security 
administrators to determine whether all such changes have been 
tested and have received final approval. 

CM-6 Related NIST SP 800-53 Controls
CM-3 Configuration Change Control 

Control Techniques and Suggested Audit Procedures for Critical Element CM-6 

Table 28. Control Techniques and Suggested Audit Procedures for Critical Element CM-6: Appropriately document and 
approve emergency changes to the configuration 

Control activities Control techniques Audit procedures 

CM-6.1. Adequate CM-6.1.1. Appropriately document and implement Review procedures to determine whether 
procedures for emergency procedures for emergency changes. they adequately address emergency 
changes are documented change requirements. 
and implemented.  

CM-6.2. Emergency changes CM-6.2.1. Appropriately document and approve For a selection of emergency changes 
to the configuration are emergency changes to the configuration and notify recorded in the emergency change log, 
documented and approved.  appropriate personnel for analysis and follow-up.  review related documentation and approval. 

Source: GAO. 
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3.4. Segregation of Duties (SD) 
Effective segregation of duties starts with effective entitywide 
policies and procedures that are implemented at the system and 
application levels. Work responsibilities should be segregated so 
that one individual does not control all critical stages of a process. 
For example, while users may authorize program changes, 
programmers should not be allowed to do so because they are not 
the owners of the system and do not have the responsibility to see 
that the system meets user needs. Similarly, one computer 
programmer should not be allowed to independently write, test, and 
approve program changes. Often, segregation of duties is achieved 
by splitting responsibilities between two or more organizational 
groups. Dividing duties this way diminishes the likelihood that 
errors and wrongful acts will go undetected because the activities of 
one group or individual will serve as a check on the activities of the 
other. 

Inadequately segregated duties, conversely, increase the risk that 
erroneous or fraudulent transactions could be processed, that 
improper program changes could be implemented, and that 
computer resources could be damaged or destroyed. For example: 

● An individual who is independently responsible for authorizing, 
processing, and reviewing payroll transactions could 
inappropriately increase payments to selected individuals 
without detection. 

● A computer programmer responsible for authorizing, writing, 
testing, and distributing program modifications could either 
inadvertently or deliberately implement computer programs that 
did not process transactions in accordance with management’s 
policies or that included malicious code. 

The extent to which duties are segregated depends on the size of the 
entity and the risk associated with its facilities and activities. A large 
entity will have more flexibility in separating key duties than will a 
small entity that must depend on only a few individuals to perform 
its operations. These smaller entities may rely more extensively on 
supervisory review to control activities. Similarly, activities that 
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involve extremely large dollar transactions or are otherwise 
inherently risky should be divided among several individuals and be 
subject to relatively extensive supervisory review. 

Key areas of concern during a general controls review involve the 
segregation of duties among major operating and programming 
activities, including duties performed by users, application 
programmers, and data center staff. For example, where possible, 
the following types of activities should be separated: development 
versus production, security versus audit, accounts payable versus 
accounts receivable, and encryption key management versus the 
changing of keys. Entitywide policies outlining the responsibilities 
of groups and related individuals pertaining to incompatible 
activities should be documented, communicated, and enforced. 

Because of the nature of computer operations, segregation of duties 
alone will not ensure that personnel perform only authorized 
activities, especially computer operators. Preventing or detecting 
unauthorized or erroneous personnel actions requires effective 
supervision and review by management and formal operating 
procedures. 

Determining whether duties are adequately segregated and that the 
activities of personnel are adequately controlled involves assessing 
the entity’s efforts in performing each of the critical elements listed 
in table 29. 

SD Related NIST SP 800-53 Controls 
AC-5 Separation of Duties 
PS-2 Position Categorization 
PS-6 Access Agreements 
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Table 29. Critical Elements for Segregation of Duties 

Number Description 

SD-1. Segregate incompatible duties and establish related policies 
SD-2. Control personnel activities through formal operating procedures, supervision, 

and review 

Source: GAO 

Critical Element SD-1. Segregate incompatible duties and establish related policies 

The first steps in determining if duties are appropriately segregated 
are to analyze the entity’s operations, identify incompatible duties, 
and assign these duties to different organizational units or 
individuals. Federal internal control standards specify that key 
duties and responsibilities for authorizing, processing, recording, 
and reviewing transactions should be separated. This concept can 
also be applied to the authorization, testing, and review of computer 
program changes. 

Segregating duties begins by establishing independent 
organizational groups with defined functions, such as a payroll unit 
responsible for preparing payroll transaction input and a data 
processing unit responsible for processing input prepared by other 
units. Functions and related tasks performed by each unit should be 
documented for the unit and written in job descriptions and should 
be clearly communicated to personnel assigned the responsibilities. 

Both physical and logical access controls can be used to enforce 
many entity policies regarding segregation of duties and should be 
based on organizational and individual job responsibilities. (Access 
control is discussed in detail in section 3.2.) For example, logical 
access controls can preclude computer programmers from using 
applications software or accessing computerized data associated 
with applications. Similarly, physical access controls, such as key 
cards and a security guard, can be used to prevent unauthorized 
individuals from entering a data processing center. 

SD-1.1. Incompatible duties have been identified and policies implemented to segregate these duties 
Management should have analyzed operations and identified 
incompatible duties that are then segregated through policies and 
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organizational divisions. Although incompatible duties may vary 
from one entity to another, the following functions are generally 
performed by different individuals: information security 
management, systems design, applications programming, systems 
programming, quality assurance and testing, library management/ 
change management, computer operations, production control and 
scheduling, data security, data administration, network 
administration, and configuration management. A brief description 
of these functions follows. 

Information security management includes the personnel who direct 
or manage the activities and staff of the information security 
department and its various organizational components. 

Systems design is the function of identifying and understanding user 
information needs and translating them into a requirements 
document that is used to build a system. 

Applications programming involves the development and 
maintenance of programs for specific applications, such as payroll, 
inventory control, accounting, and mission support systems. 

Systems programming involves the development and maintenance 
of programs that form the system software, such as operating 
systems, utilities, compilers, and security software. 

Quality assurance/testing involves the review and testing of newly-
developed systems and modifications to determine whether they 
function as specified and perform in accordance with functional 
specifications. Testing may also determine whether appropriate 
procedures, controls, and documentation have been developed and 
implemented before approval is granted to place the system into 
operation. 

Library management/change management is the control over 
program and data files that are either kept on-line or are on tapes 
and disks that are loaded onto the computer as needed. Software 
programs are generally used to assist in management of these files. 
This function also is often responsible for controlling 
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documentation related to system software, application programs, 
and computer operations. 

Computer operations involves performing the various tasks to 
operate the computer and peripheral equipment, including providing 
the tape, disk, or paper resources as requested by the applications 
systems. 

Production control and scheduling involves monitoring the 
information into, through, and as it leaves the computer operations 
area, and for determining the succession of programs to be run on 
the computer. Often, an automated scheduling package is used in 
this task. An entity may have a separate data control group that is 
responsible for seeing that all data necessary for processing are 
present and that all output is complete and distributed properly. 
This group is usually also responsible for reconciling record counts 
and control totals submitted by users with similar counts and totals 
generated during processing. 

The data security function in an IT department involves the 
development and administration of an entity’s information security 
program. This includes development of security policies, 
procedures, and guidelines and the establishment and maintenance 
of a security awareness and education program for employees. This 
function is also concerned with the adequacy of access controls and 
service continuity procedures. 

Data administration involves planning for and administering the 
data used throughout the entity. This function is concerned with 
identifying, cataloging, controlling, and coordinating the information 
needs of the entity. Database administration is a narrower function 
concerned with the technical aspects of installing, maintaining, and 
using an entity’s databases and database management systems. 

Network administration involves maintaining a secure and reliable 
on-line communications network and serving as liaison with user 
departments to resolve network needs and problems. 

Configuration management involves controlling and documenting 
changes made to a system’s hardware, software, firmware, and 
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documentation throughout the development and operational life of 
the system. 

The following include examples of restrictions that are generally 
addressed in policies about segregating duties and are achieved 
through organizational divisions and access controls: 

● Application users should not have access to operating systems or 
applications software. 

● Programmers should not be responsible for moving programs 
into production or have access to production libraries or data. 

● Access to operating system documentation should be restricted 
to authorized systems programming personnel. 

● Access to applications system documentation should be 
restricted to authorized applications programming personnel. 

● Access to production software libraries should be restricted to 
library management personnel. 

● Persons other than computer operators should not set up or 
operate the production computer. 

● Only users—not computer staff—should be responsible for 
transaction origination or correction and for initiating changes to 
application files. 

● Computer operators should not have access to program libraries 
or data files. 

Some steps involved in processing a transaction also need to be 
separated among different individuals. For example, the following 
combinations of functions should not be performed by a single 
individual: 

● Data entry and verification of data. 
● Data entry and its reconciliation to output. 
● Input of transactions for incompatible processing functions (for 

example, input of vendor invoices and purchasing and receiving 
information). 

● Data entry and supervisory authorization functions (for example, 
authorizing a rejected transaction to continue processing that 
exceeds some limit requiring a supervisor’s review and approval). 
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Organizations with limited resources to segregate duties should 
have compensating controls, such as supervisory review of 
transactions performed. 

SD-1.2. Job descriptions have been documented 
Documented job descriptions should exist that clearly describe 
employee duties and prohibited activities. These should include 
responsibilities that may be assumed during emergency situations. 
The documented job descriptions should match employees’ assigned 
duties. Also, they should include definitions of the technical 
knowledge, skills, and abilities required for successful performance 
in the relevant position, and should be useful for hiring, promoting, 
and performance evaluation purposes. In addition, the organization 
should assign a risk designation to all positions and establish 
screening criteria for individuals filling those positions. 

SD-1.3. Employees understand their duties and responsibilities 
Employees and their supervisors should understand their 
responsibilities and the activities that are prohibited. Ultimate 
responsibility for this rests with senior managers. They should 
provide the resources and training so that employees understand 
their responsibilities and ensure that segregation-of-duties 
principles are established, enforced, and institutionalized within the 
organization. 

Control Techniques and Suggested Audit Procedures for Critical Element SD-1 

Table 30. Control Techniques and Suggested Audit Procedures for Critical Element SD-1: Segregate incompatible duties and 
establish related policies 

Control activities Control techniques Audit procedures 

SD-1.1. Incompatible duties have SD-1.1.1. Policies and procedures for segregating duties Review pertinent policies and procedures. 
been identified and policies exist and are up-to-date.  Interview selected management and 
implemented to segregate these information security personnel regarding 
duties. segregation of duties. 
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Control activities Control techniques Audit procedures 

SD-1.1.2. Distinct system support functions where 
possible are performed by different individuals, including 
the following: 
• information security management 
• systems design 
• applications programming 
• systems programming 
• quality assurance/testing 
• library management/change management 
• computer operations 
• production control and scheduling 
• data control 
• data security 
• data administration 
• network administration 
• configuration management 

Review an entity organization chart showing 
information security functions and assigned 
personnel. 

Interview selected personnel and determine 
whether functions are appropriately 
segregated. 

Determine whether the chart is current and 
each function is staffed by different 
individuals. 

Review relevant alternate or back up 
assignments and determine whether the 
proper segregation of duties is maintained. 

Observe activities of personnel to determine 
the nature and extent of the compliance with 
the intended segregation of duties. 

SD-1.1.3. No individual has complete control over 
incompatible transaction processing functions. 
Specifically, the following combination of functions are 
not performed by a single individual: 
• data entry and verification of data 
• data entry and its reconciliation to output 
• input of transactions for incompatible processing 

functions (for example, input of vendor invoices and 
purchasing and receiving information) 

• data entry and supervisory authorization functions (for 
example, authorizing a rejected transaction to 
continue processing that exceeds some limit requiring 
a supervisor’s review and approval)  

Review the organizational chart and 
interview personnel to determine that 
assignments do not result in a single person 
being responsible for the indicated 
combinations of functions. 
Observe activities of personnel to determine 
the nature and extent of the compliance with 
the intended segregation of duties. 

SD-1.1.4. Organizations with limited resources to Interview management, observe activities, 
segregate duties have compensating controls, such as and test transactions. Note: Perform this in 
supervisory review of transactions performed. conjunction with SD-2.2. 
SD-1.1.5. Data processing personnel are not users of Determine through interview and 
information systems. They and security managers do not observation whether data processing 
initiate, input, or correct transactions. personnel and security managers are 

prohibited from these activities. 
SD-1.1.6. Day-to-day operating procedures for the data Review the adequacy of documented 
center are adequately documented and prohibited operating procedures for the data center. 
actions are identified. 
SD-1.1.7. Access controls enforce segregation of duties. Audit procedures are found in section AC-

3.1, but this item is listed here as a 
reminder. Logical and physical access 
controls should enforce segregation of 
duties. 
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Control activities Control techniques Audit procedures 

SD-1.2. Job descriptions have SD-1.2.1. Documented job descriptions accurately 
been documented.  reflect assigned duties and responsibilities and 

segregation of duty principles.  

Review job descriptions for several positions 
in organizational units and for user security 
administrators. 

Determine whether duties are clearly 
described and prohibited activities are 
addressed. 

Review the effective dates of the position 
descriptions and determine whether they are 
current. 

Compare these descriptions with the current 
responsibilities and duties of the incumbents 
in these positions to determine the accuracy 
of these statements. 

SD-1.2.2. Documented job descriptions include 
definitions of the technical knowledge, skills, and abilities 
required for successful performance in the relevant 
position and can be used for hiring, promoting, and 
performance evaluation purposes. 

Review job descriptions and interview 
management personnel to determine if all 
job positions have documented technical 
knowledge, skills, and ability requirements 
that can be used for hiring, promoting, and 
performance evaluations. 

SD-1.3. Employees understand SD-1.3.1. All employees fully understand their duties and Interview personnel filling positions for the 
their duties and responsibilities. responsibilities and carry out those responsibilities in selected job descriptions (see SD-1.2). 

accordance to their job descriptions. Determine if the descriptions match their 
understanding of their duties and 
responsibilities and whether additional 
duties are undertaken that are not listed in 
their job descriptions. 

SD-1.3.2. Senior management is responsible for 
providing adequate resources and training to ensure that 
segregation of duty principles are understood and 
established, enforced, and institutionalized within the 
organization. 

Determine from interviewing personnel 
whether senior management has provided 
adequate resources and training to 
establish, enforce, and institutionalize the 
principles of segregation of duties.  

SD-1.3.3. Responsibilities for restricting access by job Interview management personnel in these 
positions in key operating and programming activities activities. 
are clearly defined, understood, and followed.

Source: GAO. 

Critical Element SD-2. Control personnel activities through formal operating 
procedures, supervision, and review 

Control over personnel activities requires formal operating 
procedures and active supervision and review of these activities. 
This is especially relevant for computer operators and system 
administrators. Some information system officials have extensive 
access rights in order to keep the systems running efficiently so 
their activities need to be monitored closely. Inadequacies in this 
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area could allow mistakes to occur and go undetected and facilitate 
unauthorized use of the computer. 

SD-2.1. Formal procedures guide personnel in performing their duties 
Detailed, written instructions should be followed to guide personnel 
in performing their duties. These instructions are especially 
important for computer operators. For example, computer operator 
instruction manuals should provide guidance on system start up and 
shut down procedures, emergency procedures, system and job 
status reporting, and operator-prohibited activities. Application-
specific manuals (commonly called run manuals) should provide 
additional instructions for operators specific to each application, 
such as instructions on job setup, console and error messages, job 
checkpoints, and restart and recovery steps after system failures. 
Operators should be prevented from overriding file label or 
equipment error messages. 

SD-2.2. Active supervision and review are provided for all personnel 
Supervision and review of personnel computer systems activities 
help make certain that these activities are performed in accordance 
with prescribed procedures, that mistakes are corrected, and that 
the computer is used only for authorized purposes. To aid in this 
oversight, all user activities on the computer system should be 
recorded on activity logs, which serve as an audit trail. Supervisors 
should routinely review these activity logs for incompatible actions 
and investigate any abnormalities. 

Periodic management reviews of computer systems activities are 
essential to ensure that employees are performing their duties in 
accordance with established policies and to identify the need to 
update policies when operational processes change. In particular, 
management should periodically review activities that cannot be 
controlled by physical or logical access controls. Such activities are 
typically controlled instead by supervisory oversight and 
documentation showing approvals and authorizations. 
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Control Techniques and Suggested Audit Procedures for Critical Element SD-2 

Table 31. Control Techniques and Suggested Audit Procedures for Critical Element SD-2: Control personnel activities through 
formal operating procedures, supervision, and review 

Control activities Control techniques Audit procedures 

SD-2.1. Formal procedures 
guide personnel in performing 
their duties.  

SD-2.1.1. Detailed, written instructions exist and are 
followed for the performance of work. 
SD-2.1.2. Instruction manuals provide guidance on 
system operation. 
SD-2.1.3. Application run manuals provide instruction on 
operating specific applications. 

Perform the following procedures for  
SD-2.1.1 to SD-2.1.3. 

Review manuals to determine whether 
formal procedures exist to guide personnel 
in performing their work. 

Interview supervisors and personnel. 
Observe processing activities. 

SD-2.2. Active supervision 
and review are provided for 
all personnel. 

SD-2.2.1. Personnel are provided adequate supervision 
and review, including each shift for computer operations. 

Interview supervisors and personnel. 
Observe processing activities. 

SD-2.2.2. Access authorizations are periodically 
reviewed for incompatible functions.  

Review a selection of access authorizations 
for incompatible functions and evidence of 
supervisory review. 

SD-2.2.3. Management reviews are performed to 
determine that control techniques for segregating 
incompatible duties are functioning as intended and that 
the control techniques in place are maintaining risks 
within acceptable levels (for example, periodic risk 
assessments). 

Determine which reviews are conducted to 
assess the adequacy of duty segregation. 
Obtain and review results of such reviews.  
Note: This audit step should be performed in 
conjunction with audit steps in critical 
elements SM-2 (Periodically assess and 
validate risks) and SM-5 (Monitor the 
effectiveness of the security program). 

Source: GAO. 

SD-2.2.4. Staff performance is monitored on a periodic Interview management and subordinate 
basis and controlled to ensure that objectives laid out in personnel. 
job descriptions are carried out.  

Select documents or actions requiring 
supervisory review and approval for 
evidence of such performance (for example, 
approval of input of transactions, software 
changes). 

SD-2.2.5. Supervisors routinely review user activity logs Interview supervisors and review user 
for incompatible actions and investigate any activity logs for incompatible actions.  Check 
abnormalities.  for evidence of supervisory review. 
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3.5. Contingency Planning (CP) 
Losing the capability to process, retrieve, and protect electronically 
maintained information can significantly affect an entity’s ability to 
accomplish its mission. If contingency planning controls are 
inadequate, even relatively minor interruptions can result in lost or 
incorrectly processed data, which can cause financial losses, 
expensive recovery efforts, and inaccurate or incomplete 
information. For some operations, such as those involving health 
care or safety, system interruptions could even result in injuries or 
loss of life. 

Given these severe implications, it is critical that an entity have in 
place (1) procedures for protecting information resources and 
minimizing the risk of unplanned interruptions and (2) a plan to 
recover critical operations should interruptions occur. Such plans 
should consider the activities performed at general support 
facilities, such as data processing centers and telecommunications 
facilities, as well as those performed by users of specific 
applications. To determine whether recovery plans will work as 
intended, they should be tested periodically in disaster-simulation 
exercises. FISMA requires that each federal agency implement an 
information security program that includes “plans and procedures to 
ensure continuity of operations for information systems that 
support the operations and assets of the agency.” 

Although often referred to as disaster recovery or contingency 
plans, controls to ensure service continuity should address the 
entire range of potential disruptions. These may include relatively 
minor interruptions, such as temporary power failures, as well as 
major disasters, such as fires, natural disasters, and terrorism, that 
would require reestablishing operations at a remote location; it 
might also include errors, such as writing over a file. If controls are 
inadequate, even relatively minor interruptions can result in lost or 
incorrectly processed data. 

To mitigate service interruptions, it is essential that the related 
controls be understood and supported by management and staff 
throughout the entity. Senior management commitment is especially 
important to ensuring that adequate resources are devoted to 
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emergency planning, training, and related testing. Also, the 
involvement of data and process owners is integral to contingency 
planning, as they have first-hand knowledge of their data and 
processes and of the impact of a loss of availability. In addition, all 
staff with contingency planning responsibilities, such as those 
responsible for backing up files, should be fully aware of the risks of 
not fulfilling those duties. 

Assessing contingency planning controls involves evaluating the 
entity’s performance in each of the critical elements listed in table 
32. 

Table 32. Critical Elements for Contingency Planning 

Number Description 

CP-1. Assess the criticality and sensitivity of computerized operations and identify 
supporting resources 

CP-2. Take steps to prevent and minimize potential damage and interruption 
CP-3. Develop and document a comprehensive contingency plan 
CP-4. Periodically test the contingency plan and adjust it as appropriate 

Source: GAO 

Critical Element CP-1. Assess the criticality and sensitivity of computerized operations 
and identify supporting resources 

At most entities, the continuity of certain automated operations is 
more important than for other operations, and it is not cost effective 
to provide the same level of continuity for all operations. For this 
reason, it is important that management analyze data and operations 
to determine which are the most critical and what resources are 
needed to recover and support them. This is the first step in 
determining which resources merit the greatest protection and what 
contingency plans need to be made. 

As explained in SM-2, FISMA required NIST to develop standards 
and guidelines for agencies to use in categorizing federal 
information and information systems so agencies can provide the 
appropriate level of information security according to a range of 
risks. This information is useful in assessing risks and the criticality 
and sensitivity of computerized operations, and in identifying 
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supporting resources. It is also very important to link this 
information to the entity’s mission and critical business processes. 

According to NIST, the definition of an organization’s critical 
mission or business functions is often called a business plan, and it 
is used to support contingency planning.104 Part of business planning 
involves the development of a business continuity plan that focuses 
on sustaining an organization’s business functions during and after a 
disruption. A business continuity plan can be written for a specific 
business process or it may address all key business processes. 
Because there is an inherent relationship between an IT system and 
the business process it supports, there should be coordination 
between each plan, and ultimately an entity may use a suite of plans 
for its IT systems, business processes, and the facility.105 In addition, 
a business impact analysis should be conducted to (1) identify 
critical information technology resources, (2) identify outage impact 
and allowable outage times, and (3) develop recovery priorities. The 
purpose of the business impact analysis is to correlate specific 
system components with the critical services that they provide and, 
based on that information, to characterize the consequences if 
system components were to be disrupted. 

CP-1.1. Critical data and operations are identified and prioritized 
The criticality and sensitivity of various data and operations should 
be determined and prioritized based on security categorizations and 
an overall risk assessment of the entity’s operations. As discussed in 
section 3.1, Entitywide Security Management Program, such a risk 
assessment should serve as the foundation of an entity’s security 
plan. Factors to be considered include the importance and 
sensitivity of the data and other organizational assets handled or 
protected by the individual operations, and the cost of not restoring 
data or operations promptly. For example, a 1-day interruption of 
major tax or fee-collection systems or a loss of related data could 

104NIST, An Introduction to Computer Security: The NIST Handbook, Special Publication 
(SP) 800-12, October 1995.  

105NIST, Contingency Planning Guide for Information Technology Systems, Special 
Publication (SP) 800-34, June 2002. 
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significantly slow or halt receipt of revenues, diminish controls over 
millions of dollars in receipts, and reduce public trust. Conversely, a 
system that monitors employee training could be out of service for 
perhaps as much as several months without serious consequences. 
Further, sensitive data, such as personal information on individuals 
or information related to contract negotiations, may require special 
protection during a suspension of normal service, even if such 
information is not needed on a daily basis to carry out critical 
operations. 

Generally, critical data and operations should be identified and 
ranked by those personnel involved in the entity’s business or 
program operations. For example, managers should predict the 
negative effects of lost data and interrupted operations and 
determine how long specific operations can be suspended or 
postponed. However, it is also important to obtain senior 
management’s agreement with such determinations, as well as 
concurrence from affected groups. 

The prioritized listing of critical information resources and 
operations should be periodically reviewed to determine whether 
current conditions are reflected in it. Such reviews should occur 
whenever there is a significant change in the entity’s mission and 
operations or in the location or design of the systems that support 
these operations. 

CP-1.2. Resources supporting critical operations are identified and analyzed 
Once critical data and operations have been determined, the 
minimum resources needed to support them should be identified 
and their roles analyzed. The resources to be considered include 
computer resources, such as hardware, software, and data files; 
networks, including components such as routers and firewalls; 
supplies, including paper stock and preprinted forms; 
telecommunications services; and any other resources that are 
necessary to the operation, such as people, office facilities and 
supplies, and noncomputerized records. For example, an analysis 
should be performed to identify the maximum number of disk drives 
needed at one time and the specific requirements for 
telecommunications lines and devices. 
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Because essential resources are likely to be held or managed by a 
variety of groups within an entity, it is important that program and 
information security support staff work together to identify the 
resources needed for critical operations. 

CP-1.3. Emergency processing priorities are established 
In conjunction with identifying and ranking critical functions, the 
entity should develop a plan for restoring critical operations. The 
plan should clearly identify the order in which various aspects of 
processing should be restored, who is responsible, and what 
supporting equipment or other resources will be needed. A carefully 
developed processing restoration plan can help employees 
immediately begin the restoration process and make the most 
efficient use of limited computer resources during an emergency. 
Both system users and information security support staff should be 
involved in determining emergency processing priorities. (See 
critical element CP-3 for additional information on contingency 
planning.) 

CP-1 Related NIST SP 800-53 Controls 
RA-2 Security Categorization 
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Control Techniques and Suggested Audit Procedures for Critical Element CP-1 

Table 33. Control Techniques and Suggested Audit Procedures for Critical Element CP-1: Assess the criticality and sensitivity 
of computerized operations and identify supporting resources 

Control activities Control techniques Audit procedures 

CP-1.1. Critical data and CP-1.1.1. The entity categorizes information systems in Perform the following procedures for  
operations are identified and accordance with appropriate guidance, such as FIPS 199, CP-1.1.1 to CP-1.1.2.  
prioritized. and documents the results in the system security plan. 

CP-1.1.2 A list of critical operations and data has been 
documented that  
• identifies primary mission or business functions, 
• prioritizes data and operations, 
• is approved by senior program managers, and 
• reflects current conditions including system 

interdependencies and technologies. 

Review the policies and methodology used to 
categorize systems and create the critical 
operations list. This list should identify each 
system and its criticality in supporting the 
entity’s primary mission or business functions. 

Review how systems are categorized and 
the critical operations list. Determine if the 
justifications have been documented and 
that they (1) prioritize data and operations 
by primary mission or business functions; 
(2) are approved by senior management; 
and (3) reflect current operating conditions, 
including key system interdependencies. 

Determine if technology supporting critical 
operations is identified and appropriately 
considered in processing priorities. 

Interview program, information technology, 
and security administration officials.  

Determine their input and assessment of 
the reasonableness of priorities 
established. 

CP-1.2. Resources 
supporting critical operations 
are identified and analyzed.  

CP-1.2.1. Resources supporting critical operations and 
functions have been identified and documented. Types of 
resources identified should include 
• computer hardware, 
• computer software, 
• computer supplies, 
• network components, 
• system documentation, 
• telecommunications, 
• office facilities and supplies, and 
• human resources. 

Interview program and security 
administration officials responsible for 
developing the critical operations listing. 

Review documentation supporting the 
critical operations listing to verify that the 
following resources have been identified for 
each critical operation:  
• computer hardware and software,  
• computer supplies,  
• network components,  
• system documentation, 
• telecommunications,  
• office facilities and supplies, and 
• human resources.  
Appropriate documentation may include 
contingency-related plans in NIST SP 800-34. 
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Control activities Control techniques Audit procedures 

CP-1.2.2. Critical information technology resources have 
been analyzed to determine their impact on operations if a 
given resource were disrupted or damaged. This analysis 
should evaluate the impact of the outages over time and 
across related resources and dependent systems. 

Determine if a current business impact 
analysis has been conducted that identifies 
critical information technology resources, 
disruption impacts, allowed outage times, 
and recovery priorities.  

CP-1.3. Emergency CP-1.3.1. Emergency processing priorities have been 
processing priorities are documented and approved by appropriate program and 
established. data processing managers.  

Review related policies, plans, and 
procedures for emergency processing and 
ensure:  
• recovery priorities have been developed, 
•  management has approved priorities, 

and 
•  priorities are documented. 
• 

Request a copy of the continuity of 
operations plan. 

Interview program and security 
administration officials to determine 
whether they are aware of all policies and 
procedures for emergency processing 
priorities and maintain copies of the 
continuity of operations plan. 

Source: GAO. 

Critical Element CP-2. Take steps to prevent and minimize potential damage and 
interruption 

There are a number of steps that an entity should take to prevent or 
minimize the damage to automated operations that can occur from 
unexpected events. These can be categorized as 

● routinely duplicating or backing up data files, computer 
programs, and critical documents with off-site storage; 

● arranging for remote backup facilities that can be used if the 
entity’s usual facilities are damaged beyond use; 

● establishing an information system recovery and reconstitution 
capability so that the information system can be recovered and 
reconstituted to its original state after a disruption or failure; 

● installing environmental controls, such as fire-suppression 
systems or backup power supplies; and 

● ensuring that staff and other system users understand their 
responsibilities during emergencies. 
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Such steps, especially implementing thorough backup procedures 
and installing environmental controls, are generally inexpensive 
ways to prevent relatively minor problems from becoming costly 
disasters. In particular, an entity should maintain an ability to 
restore data files, which may be impossible to recreate if lost. In 
addition, effective maintenance, problem management, and change 
management for hardware equipment will help prevent unexpected 
interruptions. 

In an IS controls audit being performed as part of a financial audit or 
data reliability assessment, the auditor should tailor the 
identification of control techniques and audit procedures related to 
environmental controls (CP-2.2) and hardware maintenance (CP-
2.4) to achieve the audit objectives, considering the IS controls 
identified by the auditor as significant to the audit objectives (e.g., 
internal control over financial reporting). 

CP-2.1. Data and program backup procedures have been implemented 
Routinely copying data files and software and storing these files at a 
secure, remote location are usually the most cost-effective actions 
that an entity can take to mitigate service interruptions. Although 
equipment can often be readily replaced, the cost could be 
significant and reconstructing computerized data files and replacing 
software can be extremely costly and time consuming. And, data 
files cannot always be reconstructed. In addition to the direct costs 
of reconstructing files and obtaining software, the related service 
interruptions could lead to significant financial losses. 

A program should be in place for regularly backing up computer 
files, including master files, transaction files, application programs, 
system software, and database software, and for storing these 
backup copies securely at an off-site location. Choosing a location 
depends on the particular needs of the entity, but in general, the 
location should be far enough away from the primary location that it 
will be protected from events such as fires, storms, electrical power 
outages, and terrorism that may occur to the primary location. In 
addition, it should be protected from unauthorized access and from 
environmental hazards. 
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The frequency with which files should be backed up depends on the 
volume and timing of transactions that modify the data files. 
Generally, backing up files on a daily basis is adequate. However, if 
a system accounts for thousands of transactions per day, it may be 
appropriate to back up files several times a day. Conversely, if only 
a few transactions are recorded every week, then weekly backing up 
of files may be adequate. 

File back up procedures should be designed so that a recent copy is 
always available. For example, new data file versions should be 
received at the off-site storage location before the disks or tapes 
containing prior versions are returned to the data center for reuse. 

Generally, data center personnel are responsible for routinely 
backing up files. However, if critical data are routinely maintained 
on computers that are not under the control of data center 
personnel, then responsibility for backing up this information 
should be clearly defined. 

In addition to data files and software programs, copies of any other 
information and supplies that may be needed to maintain operations 
should be maintained at a remote location. Examples of such 
documents are system and application documentation, unique 
preprinted computer paper, and essential legal files. Although a 
review of computer-related controls focuses on electronically 
maintained data, it is important that critical paper documents also 
be copied and stored remotely so that they are available when 
needed to support automated operations. 

CP-2.2. Adequate environmental controls have been implemented 
Environmental controls prevent or mitigate potential damage to 
facilities and interruptions in service. Examples of environmental 
controls include 

● fire extinguishers and fire-suppression systems; 
● fire alarms; 
● smoke detectors; 
● water detectors; 
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● emergency lighting; 
● redundancy in air cooling systems; 
● backup power supplies; 
● existence of shut-off valves and procedures for any building 

plumbing lines that may endanger processing facilities; 
● processing facilities built with fire-resistant materials and 

designed to reduce the spread of fire; and 
● policies prohibiting eating, drinking, and smoking within 

computer facilities. 

Environmental controls can diminish the losses from some 
interruptions such as fires or prevent incidents by detecting 
potential problems early, such as water leaks or smoke, so that they 
can be remedied. Also, uninterruptible or backup power supplies 
can carry a facility through a short power outage or provide time to 
back up data and perform orderly shut-down procedures during 
extended power outages. 

CP-2.3. Staff have been trained to respond to emergencies 
Staff should be trained in and aware of their responsibilities in 
preventing, mitigating, and responding to emergency situations. For 
example, information security support staff should receive periodic 
training in emergency fire, water, and alarm incident procedures, as 
well as in their responsibilities in starting up and running an 
alternate data processing site. Also, if outside users are critical to 
the entity’s operations, they should be informed of the steps they 
may have to take as a result of an emergency. 

Generally, information on emergency procedures and 
responsibilities can be provided through training sessions and by 
distributing written policies and procedures. Training sessions 
should be held at least once a year and whenever changes to 
emergency plans are made. Further, if staff could be required to 
relocate or significantly alter their commuting routine in order to 
operate an alternate site in an emergency, it is advisable for an 
entity to incorporate into the contingency plan steps for arranging 
lodging and meals or any other facilities or services that may be 
needed to accommodate essential personnel. 
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CP-2.4. Effective hardware maintenance, problem management, and change management help prevent 
unexpected interruptions 

Unexpected service interruptions can occur from hardware 
equipment failures or from changing equipment without adequate 
advance notification to system users. To prevent such occurrences 
requires an effective program for maintenance, problem 
management, and change management for hardware equipment. 

Routine periodic hardware maintenance should be scheduled and 
performed to help reduce the possibility and impact of equipment 
failures. Vendor-supplied specifications normally prescribe the 
frequency and type of preventive maintenance to be performed. 
Such maintenance should be scheduled in a manner to minimize the 
impact on overall operations and on critical or sensitive 
applications. Specifically, peak workload periods should be avoided. 
All maintenance performed should be documented, especially any 
unscheduled maintenance that could be analyzed to identify 
problem areas warranting additional action for a more permanent 
solution. Flexibility should be designed into the data processing 
operations to accommodate the required preventive maintenance 
and reasonably expected unscheduled maintenance. For critical or 
sensitive applications that require a high level of system availability, 
the acquisition and use of spare or backup hardware may be 
appropriate. 

Effective problem management requires tracking service 
performance and documenting problems encountered. Goals should 
be established by senior management on the availability of data 
processing and on-line service. Records should be maintained on the 
actual performance in meeting service schedules. Problems and 
delays encountered, the reasons for the problems or delays, and the 
elapsed time for resolution should be recorded and analyzed to 
identify any recurring pattern or trend. Senior management should 
periodically review and compare the service performance achieved 
with the goals and survey user departments to see if users’ needs are 
being met. 

Changes to hardware equipment and related software should be 
scheduled to minimize the impact on operations and users and allow 
for adequate testing to demonstrate that they will work as expected. 
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Advance notification should be given to users so that service is not 
unexpectedly interrupted. 

CP-2 Related NIST SP 800-53 Controls 
CP-3 Contingency Training 
CP-6 Alternative Storage Site 
CP-7 Alternate Processing Site 
CP-9 Information System Backup 
CP-10 Information System Recovery and Reconstitution 
MA-2 Controlled Maintenance 
MA-3 Maintenance Tools 
MA-5 Maintenance Personnel 
MA-6 Timely Maintenance 
PE-9 Power Equipment and Power Cabling 
PE-10 Emergency Shutoff 
PE-11 Emergency Power 
PE-12 Emergency Lighting 
PE-13 Fire Protection 
PE-14 Temperature and Humidity Controls 
PE-15 Water Damage Protection 
PE-16 Delivery and Removal 
PE-17 Alternate Work Site 
PE-18 Location of Information System Components 
SA-5 Information System Documentation 
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Control Techniques and Suggested Audit Procedures for Critical Element CP-2 

Table 34. Control Techniques and Suggested Audit Procedures for Critical Element CP-2: Take steps to prevent and minimize 
potential damage and interruption 

Control activities Control techniques Audit procedures 

CP-2.1. Information system CP-2.1.1. Backup files are created on a prescribed basis 
back up and recovery and rotated off-site often enough to avoid disruption if 
procedures have been current files are lost or damaged. 
implemented. 

Review written policies and procedures for 
backing up and transporting files. Determine 
how often files are backed up and rotated off 
site, retention periods, and security involved 
in transport. 

Compare inventory records with the files 
maintained off-site and determine the age of 
these files. 

For a selection of critical files, locate and 
examine the backup files. Verify that backup 
files can be used to recreate current reports. 

Determine whether backup files are created 
and rotated off-site as prescribed and are 
sent before prior versions are returned. 

Determine if the technology is implemented 
in such a manner as to provide appropriate 
availability, including consideration of 
backup procedures, system configuration, 
redundancy, environmental controls, staff 
training, and routine maintenance. 

CP-2.1.2. System and application documentation is Locate and examine documentation. 
maintained at the off-site storage location.  
CP-2.1.3. The backup storage site is Examine the backup storage site. Determine 
• geographically removed from the primary site (for if there are accessibility problems between 

example, not subject to the same hazards), and the storage and processing sites in the 
• protected by environmental controls and physical event of an area wide disaster. 

access controls. 
CP-2.1.4. The information system back up and recovery 
procedures adequately provide for recovery and 
reconstitution to the system’s original state after a 
disruption or failure including 
• system parameters are reset; 
• patches are reinstalled; 
• configuration settings are reestablished; 
• system documentation and operating procedures are 

available; 
• application and system software is reinstalled; 
• information from the most recent backup is available; 

and 
• the system is fully tested. 

Interview entity officials and determine 
whether comprehensive procedures and 
mechanisms exist to fully restore the 
information security to its original state. 
Determine if this recovery capability has 
been tested and, if so, review the test plan 
and test results. 
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Control activities Control techniques Audit procedures 

CP-2.2. Adequate 
environmental controls have 
been implemented. 

Audit procedures for CP-2.2 should be 
performed in conjunction with Section AC-6 
regarding physical access controls. 

Perform the following procedures to 
determine whether control techniques CP-
2.2.1 through 2.2.10 are achieved.  

- Examine the entity’s facilities. 
- Interview site managers. 

CP-2.2.1. Fire detection and suppression devices have 
been installed and are working, for example, smoke 
detectors, fire extinguishers, and sprinkler systems. 

Observe that operations staff are aware of 
the locations of fire alarms, fire 
extinguishers, regular and auxiliary electrical 
power switches, water shut-off valves, 
breathing apparatus, and other devices that 
they may be expected to use in an 
emergency.  

Observe fire detection and suppression 
devices. 

Determine whether the activation of heat 
and smoke detectors will notify the fire 
department.  

CP-2.2.2. Controls have been implemented to mitigate 
other disasters, such as floods, earthquakes, terrorism, 
etc. 

Review the entity’s assessment of 
environmental risks and related controls. 

CP-2.2.3. Redundancy exists in critical systems (for Observe the operation, location, 
example, power and air cooling systems). maintenance, and access to critical systems.
CP-2.2.4. Building plumbing lines do not endanger the Observe whether water can enter through 
computer facility or, at a minimum, shut-off valves and the computer room ceiling or whether pipes 
procedures exist and are known. are running through the facility and that 

there are water detectors on the floor. 
CP-2.2.5. An uninterruptible power supply or backup Observe power backup arrangements and 
generator has been provided so that power will be results of testing. 
adequate for orderly shut down. 
CP-2.2.6. Humidity, temperature, and voltage are Determine whether humidity, temperature, 
controlled within acceptable levels. and voltage are appropriately controlled. 
CP-2.2.7. Emergency lighting activates in the event of a Observe that emergency lighting works and 
power outage and covers emergency exits and that power and other cabling is protected. 
evacuation routes. 
CP-2.2.8. A master power switch or emergency shut-off Observe power shut-off arrangements. 
switch is present and appropriately located. 
CP-2.2.9. Environmental controls are periodically tested Review test policies. 
at least annually for federal agencies 

Review documentation supporting recent 
tests of environmental controls and followup 
actions. 
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Control activities Control techniques Audit procedures 

CP-2.2.10. Eating, drinking, and other behavior that may Review policies and procedures regarding 
damage computer equipment is prohibited.  employee behavior. 

Observe employee behavior. 
CP-2.3. Staff have been CP-2.3.1. Operational and support personnel have Interview security personnel and appropriate 
trained to respond to received training and understand their emergency roles operational and support staff and ensure 
emergencies. and responsibilities. that they understand their roles and 

responsibilities. 
CP-2.3.2. Personnel receive periodic environmental Review training records and training course 
controls training including emergency fire, water, and documentation. Determine whether all 
alarm incident procedures. personnel have received up-to-date training 

and that the scope of the training is 
adequate. 

CP-2.3.3. Emergency response procedures are Review emergency response procedures for 
documented.    completeness and determine whether roles 

and responsibilities are clearly defined. 
CP-2.3.4. Emergency procedures are periodically tested. Review test policies. 

Review test documentation. 

Interview operational and data center staff. 
CP-2.4. Effective hardware CP-2.4.1. Policies and procedures exist and are up-to- Review policies and procedures.  
maintenance, problem date. 
management, and change 
management help prevent 
unexpected interruptions. 

CP-2.4.2. Routine periodic hardware preventive 
maintenance is scheduled and performed in accordance 
with vendor specifications and in a manner that 

Perform the following procedures to 
determine whether control techniques CP-
2.4.2 through 2.4.4 are achieved. 

minimizes the impact on operations.  
CP-2.4.3. Regular and unscheduled maintenance Interview information security, data 
performed is documented.  processing, and user management. 

CP-2.4.4. Flexibility exists in the data processing 
operations to accommodate regular and a reasonable Review maintenance documentation. 
amount of unscheduled maintenance.  

Determine when maintenance is performed, 
if it is in accordance with vendor 
specifications, and if there is minimal impact 
on system availability. 

CP-2.4.5. Spare or backup hardware is used to provide a Interview information security and data 
high level of system availability for critical and sensitive center management. 
applications.  
CP-2.4.6. Goals are established by senior management Perform the following procedures to 
on the availability of data processing and on-line determine whether control techniques CP-
services. 2.4.6 through 2.4.8 are achieved. 
CP-2.4.7. Records are maintained on the actual 
performance in meeting service schedules. Interview senior management, information 

CP-2.4.8. Problems and delays encountered, the reason, 
and the elapsed time for resolution are recorded and 
analyzed to identify recurring patterns or trends. 

security management, data processing 
management, and user management. 

Review supporting documentation, including 
system performance metrics. 
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Control activities Control techniques Audit procedures 

CP-2.4.9. Senior management periodically reviews and 
compares the service performance achieved with the 
goals and surveys of user departments to see if their 
needs are being met. 

Interview senior management, information 
security management, data processing 
management, and user management. 

Review supporting documentation such as 
user surveys, service goals, metric 
measuring system availability, service 
schedules, and test plans.  

CP-2.4.10. Changes of hardware equipment and related 
software are scheduled to minimize the impact on 
operations and users, thus allowing for adequate testing. 
CP-2.4.11. Advance notification of hardware changes 
and related software changes is given to users so that 
service is not unexpectedly interrupted. 

For control techniques CP-2.4.10 and CP-
2.4.11, review supporting documentation for 
scheduling of hardware changes, including 
staff notifications. 

Source: GAO. 

Critical Element CP-3. Develop and document a comprehensive contingency plan 

A contingency plan or suite of related plans should be developed for 
restoring critical applications; this includes arrangements for 
alternative processing facilities in case the usual facilities are 
significantly damaged or cannot be accessed. Agency/entity-level 
policies and procedures define the contingency planning process 
and documentation requirements. Furthermore, an entitywide plan 
should identify critical systems, applications, and any subordinate 
or related plans. It is important that these plans be clearly 
documented, communicated to affected staff, and updated to reflect 
current operations. Testing the plan is addressed in critical element 
CP-4. In addition, the plan should address entity systems maintained 
by a contractor or other entity (e.g., through service level 
agreements). 

According to NIST, contingency planning represents a broad scope 
of activities designed to sustain and recover critical IT services 
following an emergency. IT contingency planning fits into a much 
broader emergency preparedness environment that includes 
organizational and business process continuity and recovery 
planning. Ultimately, an organization may use a suite of plans to 
properly prepare response, recovery, and continuity activities for 
disruptions affecting the organization’s IT systems, business 
processes, and the facility. Because there is an inherent relationship 
between an IT system and the business process it supports, there 
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should be coordination between each plan during development and 
updates to ensure that recovery strategies and supporting resources 
neither negate each other nor duplicate efforts. 

The NIST SP 800-34, Contingency Planning Guide for Information 

Technology Systems, discusses the types of contingency plans that 
an organization might use and how they relate to each other. Since 
there is no standard definition for these plans, they may vary from 
organization to organization.  To provide a common basis of 
understanding for IT contingency planning, NIST developed the 
descriptions shown in the table below. 

Table 35: Types of Contingency-Related Plans 

Plan Purpose  Scope 

Business Continuity 
Plan (BCP) 

Provide procedures for 
sustaining essential business 
operations while recovering 
from a significant disruption  

Addresses business processes; 
IT addressed based only on its 
support for business process 

Business Recovery 
(or Resumption) 
Plan (BRP) 

Provide procedures for 
recovering business 
operations immediately 
following a disaster  

Addresses business processes; 
not IT-focused; IT addressed 
based only on its support for 
business process  

Continuity of 
Operations Plan 
(COOP) 

Provide procedures and 
capabilities to sustain an 
organization’s essential, 
strategic functions at an 
alternate site for up to 30 days 

Addresses the subset of an 
organization’s missions that are 
deemed most critical; usually 
written at headquarters level; 
not IT-focused  

Continuity of Support 
Plan/IT Contingency 
Plan 

Provide procedures and 
capabilities for recovering a 
major application or general 
support system  

Same as IT contingency plan; 
addresses IT system 
disruptions; not business 
process focused  

Crisis 
Communications 
Plan 

Provides procedures for 
disseminating status reports 
to personnel and the public  

Addresses communications with 
personnel and the public; not IT 
focused 
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Plan Purpose  Scope 

Cyber Incident 
Response Plan 

Provide strategies to detect, 
respond to, and limit 
consequences of malicious 
cyber incident  

Focuses on information security 
responses to incidents affecting 
systems and/or networks  

Disaster Recovery 
Plan (DRP) 

Provide detailed procedures 
to facilitate recovery of 
capabilities at an alternate site 

Often IT-focused; limited to 
major disruptions with long-term 
effects 

Occupant 
Emergency Plan 
(OEP) 

Provide coordinated 
procedures for minimizing loss 
of life or injury and protecting 
property damage in response 
to a physical threat  

Focuses on personnel and 
property particular to the 
specific facility; not business 
process or IT system 
functionality based  

Source: NIST Contingency Planning Guide for Information Technology Systems (SP 800-34). 

In addition, NIST addresses technical contingency planning 
considerations and solutions for specific information technology 
platforms: (1) desktop computers and portable systems, (2) servers, 
(3) Web sites, (4) local area networks, (5) wide area networks, 
(6) distributed systems, and (7) mainframe systems. 

Note that incident handling can be considered that portion of 
contingency planning that responds to malicious technical threats. 
An incident response capability is addressed in critical element AC-
5.1. 

CP-3.1. An up-to-date contingency plan is documented 
Contingency plans should be documented, agreed on by both users 
and information security departments, and communicated to 
affected staff. As noted above, FISMA requires that each federal 
agency develop, document, and implement an agencywide 
information security program that includes plans to ensure 
continuity of operations for information systems.   

The plan should reflect the risks and operational priorities that the 
entity has identified. It should be designed so that the costs of 
contingency planning do not exceed the costs associated with the 
risks that the plan is intended to reduce. The plan should also be 
detailed enough so that its success does not depend on the 
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knowledge or expertise of one or two individuals. It should identify 
and provide information on 

● supporting resources that will be needed; 
● roles and responsibilities of those who will be involved in 

recovery activities; 
● arrangements for an off-site disaster recovery location and travel 

and lodging for necessary personnel, if needed; 
● off-site storage location for backup files; and 
● procedures for restoring critical applications and their order in 

the restoration process. (See section CP-1.3 for additional 
information on emergency processing priorities.) 

Multiple copies of the contingency plan should be available, with 
some stored at off-site locations to make sure they are not destroyed 
by the same events that made the primary data processing facilities 
unavailable. 

CP-3.2. Arrangements have been made for alternate data processing, storage, and telecommunications 
facilities 

Depending on the degree of service continuity needed, choices for 
alternative facilities will range from an equipped site ready for 
immediate backup service, referred to as a “hot site,” to an 
unequipped site that will take some time to prepare for operations, 
referred to as a “cold site.” In addition, various types of services can 
be prearranged with vendors. These include making arrangements 
with suppliers of computer hardware and telecommunications 
services as well as with suppliers of business forms and other office 
supplies. 

As with all emergency preparations, costs and risks should be 
considered in deciding what type of alternate site is needed. 
However, it should be geographically removed from the original site 
so that it is protected from the same events. In addition, the site 
should have ready access to the basic utilities needed to resume 
operations, such as electricity, water, and telecommunications 
services. In some cases, two or more entities may share the same 
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alternate site in order to reduce the cost. However, this may cause 
problems if two or more entities need the site at the same time. 

Whatever options are determined to be the most appropriate, the 
entity should have a formal agreement or contract detailing the 
emergency arrangements. Further, the arrangements should be 
periodically reviewed to determine whether they remain adequate to 
meet the entity’s needs. 

CP-3 Related NIST SP 800-53 Controls 
CP-2 Contingency Plan 
CP-5 Contingency Plan Update 
CP-8 Telecommunications Services 

Control Techniques and Suggested Audit Procedures for Critical Element CP-3 

Table 36. Control Techniques and Suggested Audit Procedures for Critical Element CP-3: Develop and document a 
comprehensive contingency plan 

Control activities Control techniques Audit procedures 

CP-3.1. An up-to-date CP-3.1.1. A contingency plan has been documented that Review contingency planning policy and 
contingency plan is • is based on clearly defined contingency planning determine if it documents the entity’s 
documented.  policy; overall contingency objectives and 

• reflects current conditions, including system establishes the organizational framework 
interdependencies; and responsibilities for contingency 

• has been approved by key affected groups, including planning. 

senior management, information security and data 
center management, and program managers; Obtain contingency plans (see NIST SP 

• clearly assigns responsibilities for recovery; 800-34) and compare their provisions with 

• includes detailed instructions for restoring operations 
(both operating system and critical applications); 

• identifies the alternate processing facility and the back 

the most recent risk assessment and with a 
current description of automated 
operations. 

up storage facility; 
• includes procedures to follow when the data/service 

center is unable to receive or transmit data; 
• identifies critical data files; 
• is detailed enough to be understood by all entity 

Compare the contingency plans to security- 
related plans, facility-level plans, and 
agency/entity-level plans such as those in 
NIST contingency planning guidance. 

managers; 
• includes computer and telecommunications hardware 

compatible with the entity’s needs; 
• includes necessary contact numbers; 
• includes appropriate system-recovery 

instructions; 
• has been distributed to all appropriate personnel; and 
• has been coordinated with related plans and activities. 

Determine if the contingency plans include 
• appropriate consideration of the 

technology, including alternative 
processing requirements, 

• recovery of the security infrastructure, 
and 

• interdependencies with other systems 
(i.e., other component, federal, state, or 
local agencies) that could affect the 
contingency operations. 
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Control activities Control techniques Audit procedures 

CP-3.1.2. Contingency plans are reevaluated before 
proposed changes to the information system are 
approved to determine if major modifications have 
security ramifications that require operational changes in 
order to maintain adequate risk mitigation. 

Interview senior management, information 
security management, and program 
managers. 

CP-3.1.3. Procedures allow facility access in support of 
restoration of lost information under the contingency plans 
in the event of an emergency. 

Determine whether emergency and 
temporary access authorizations are 
properly approved, documented, controlled, 
communicated, and automatically 
terminated after a predetermined period. 
These procedures should be performed in 
conjunction with Section AC-3.1.8 and AC-
6.1.8 regarding access controls. 

CP-3.1.4. The plan provides for backup personnel so that Review the contingency plan. 
it can be implemented independent of specific individuals. 
CP-3.1.5. User departments have developed adequate Interview senior management, information 
manual/peripheral processing procedures for use until security management, and program 
operations are restored.  managers. 
CP-3.1.6. Several copies of the current contingency plan Observe copies of the contingency and 
are securely stored off-site at different locations.  related plans held off-site. 
CP-3.1.7. The contingency plan is periodically reassessed Review the plan and any documentation 
and revised as appropriate.  At a minimum, the plan is supporting recent plan reassessments. 
reassessed when there are significant changes in the 
entity mission, organization, business processes, and IT 
infrastructures (e.g. hardware, software, personnel).  

CP-3.2. Arrangements have 
been made for alternate data 
processing, storage, and 
telecommunications facilities.  

CP-3.2.1. Contracts or interentity agreements have been 
established for backup processing facilities that 
• are in a state of readiness commensurate with the risks 

of interrupted operations, 
• have sufficient processing and storage capacity, and 
• are likely to be available for use.  

Interview officials and review contracts and 
agreements including processing priorities 
for the backup site. Determine if the back 
up site is properly configured and ready to 
be used as an operational site. 

CP-3.2.2. Alternate network and telecommunication Interview officials and review contracts and 
services have been arranged.  agreements including the priority of service 

provisions for the backup service provider. 
Determine if the backup service provides 
separate failure points and is 
geographically removed from the primary 
provider.  

CP-3.2.3. Arrangements are planned for travel, lodging, Interview officials and review the plan. 
and protection of necessary personnel, if needed. 

Source: GAO. 

Critical Element CP-4. Periodically test the contingency plan and adjust it as 
appropriate 

Testing contingency plans is essential to determining whether they 
will function as intended in an emergency situation. According to 
OMB, federal managers have reported that testing revealed 
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important weaknesses in their plans, such as backup facilities that 
could not adequately replicate critical operations as anticipated. 
Through the testing process, these plans were substantially 
improved.106 

The most useful scenarios involve simulating a disaster situation to 
test overall service continuity. Such an event would include testing 
whether the alternative data processing site will function as 
intended and whether critical computer data and programs 
recovered from off-site storage are accessible and current. In 
executing the plan, managers will be able to identify weaknesses 
and make changes accordingly. Moreover, tests will assess how well 
employees have been trained to carry out their roles and 
responsibilities in a disaster situation. 

CP-4.1. The plan is periodically tested 
The frequency of contingency plan testing will vary depending on 
the criticality of the entity’s operations. Generally, contingency 
plans for very critical functions should be fully tested about once 
every year or two, whenever significant changes to the plan have 
been made, or when significant turnover of key people has 
occurred. It is important for top management to assess the risks of 
contingency plan problems and develop and document a policy on 
the frequency and extent of such testing. 

CP-4.2. Test results are analyzed and the contingency plan is adjusted accordingly 
Contingency test results provide an important measure of the 
feasibility of the contingency plan. As such, they should be reported 
to top management so that the need for modification and additional 
testing can be determined and so that top management is aware of 

106
Observations of Agency Computer Security Practices and Implementation of OMB 

Bulletin No.90-08: Guidance for Preparation of Security Plans for Federal Computer 

Systems that Contain Sensitive Information, February 1993. OMB Bulletin 90-08 was 
superseded by NIST Special Publication (SP) 800-18, dated December 1998, Guide for 

Developing Security Plans for Information Technology Systems. [OMB Circular A-130, 
Appendix III, directs NIST to update and expand security planning guidance.]  
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the risks of continuing operations with an inadequate contingency 
plan. 

Any testing of contingency plans is likely to identify weaknesses in 
the plan, and it is important that the plan and related supporting 
activities, such as training, be revised to address these weaknesses. 
Otherwise, the benefits of the testing will be mostly lost. 

Control Techniques and Suggested Audit Procedures for Critical Element CP-4 

CP-4 Related NIST SP 800-53 Controls 
CP-4 Contingency Plan Testing 
CP-5 Contingency Plan Update 

Table 37. Control Techniques and Suggested Audit Procedures for Critical Element CP-4: Periodically test the contingency 
plan and adjust it as appropriate 

Control activities Control techniques Audit procedures 

CP-4.1. The plan is 
periodically tested. 

CP-4.1.1. The contingency plan is periodically tested 
under conditions that simulate a disaster. Disaster 
scenarios tested may be rotated periodically.  Typically, 
contingency plans are tested annually or as soon as 
possible after a significant change to the environment that 
would alter the assessed risk. 

Review testing policies and methodology 
used to select disaster scenarios.  

Determine when and how often 
contingency plans are tested. 

Determine if technology is appropriately 
considered in periodic tests of the 
contingency plan and resulting adjustments 
to the plan. 

Review test results. 

Observe a disaster recovery test. 
CP-4.2. Test results are CP-4.2.1. Test results are documented and a report, such Review final test report. 
analyzed and the as a lessons learned report, is developed and provided to 
contingency plan is adjusted senior management.  Interview senior managers to determine if 
accordingly. they are aware of the test results. 

CP-4.2.2. The contingency plan and related agreements Review any documentation supporting 
and preparations are adjusted to correct any deficiencies contingency plan adjustments. 
identified during testing.  

Source: GAO. 
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Chapter 4. Evaluating and Testing Business 
Process Application Controls 

4.0 Overview 
Business processes are the principal functions used by the entity to 
accomplish its mission. Examples of typical business processes in 
government entities include: 

• Mission-related processes, typically at the program or sub-
program level, such as education, public health, law 
enforcement, or income security; 

• Financial management processes, such as collections, 
disbursements, or payroll; and 

• Other support processes, such as human resources, or property 
management, and security. 

A business process application is a combination of hardware and 
software that is used to process business information in support of a 
specific business process. 

Business process application level controls, commonly referred to 
as “application level controls” or “application controls”, are those 
controls over the completeness, accuracy, validity, confidentiality, 
and availability of transactions and data during application 
processing. The effectiveness of application level controls is 
dependent on the effectiveness of entitywide and system level 
general controls. Weaknesses in entitywide and system level general 
controls can result in unauthorized changes to business process 
applications and data that can circumvent or impair the 
effectiveness of application level controls. 

If entitywide and system level controls are relevant to the audit 
objectives, the auditor should coordinate the planning and testing of 
such controls with application level controls. For example, if a data 
management system is a critical control point, the auditor would 
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coordinate the planning of testing of the entitywide, system, and 
application level controls associated with the data management 
system. 

In this chapter, application level controls are divided into the 
following four control categories, which are described in more 
detail below: 

(1) Application level general controls; 

(2) Business Process controls; 

(3) Interface controls; and 

(4) Data Management System controls. 

The auditor should assess the effectiveness of controls in each of 
the four control categories to the extent they are significant to the 
audit objectives. 

Application level general controls (referred to herein as 
“application security” or AS)consist of general controls operating at 
the business process application level, including those related to 
security management, access controls, configuration management, 
segregation of duties, and contingency planning. In this chapter, the 
general control activities discussed in Chapter 3, as well as related 
suggested control techniques and audit procedures, are tailored to 
the business process application level. 

Business Process (BP) controls are the automated and/or manual 
controls applied to business transaction flows. They relate to the 
completeness, accuracy, validity and confidentiality of transactions 
and data during application processing. They typically cover the 
structure, policies, and procedures that operate at a detailed 
business process (cycle or transaction) level and operate over 
individual transactions or activities across business processes. 
Specific control areas of business process controls are: 

• Transaction Data Input relates to controls over data that enter 
the application (e.g., data validation and edit checks). 
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• Transaction Data Processing relates to controls over data 
integrity within the application (e.g., review of transaction 
processing logs). 

• Transaction Data Output relates to controls over data output 
and distribution (e.g., output reconciliation and review). 

• Master Data Setup and Maintenance relates to controls over 
master data, the key information that is relatively constant and 
shared between multiple functions or applications (e.g., vendor 
file). 

Interface controls (IN) consist of those controls over the a) 
timely, accurate, and complete processing of information between 
applications and other feeder and receiving systems on an on-going 
basis, and b) complete and accurate migration of clean data during 
conversion. 

Data management system (DA) controls are relevant to most 
business process applications because applications frequently 
utilize the features of a data management system to enter, store, 
retrieve or process information, including detailed, sensitive 
information such as financial transactions, customer names, and 
social security numbers. Data management systems include 
database management systems, specialized data 
transport/communications software (often called middleware), data 
warehouse software, and data extraction/reporting software. Data 
management system controls enforce user 
authentication/authorization, availability of system privileges, data 
access privileges, application processing hosted within the data 
management systems, and segregation of duties. Chapter 3 
addresses general controls over data management systems as part of 
system level controls. This chapter discusses their use within the 
application level. 

For each of the four application control categories, this chapter 
identifies several critical elements—tasks that are essential for 
establishing adequate controls within the category. For each critical 
element, there is a discussion of the associated objectives, risks, and 
control activities, as well as potential control techniques and 
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suggested audit procedures. For each critical element, the auditor 
should make a summary determination as to the effectiveness of the 
entity’s related controls in achieving the critical element. If the 
controls for one or more of each category’s critical elements are 
ineffective, then the controls for the entire category are not likely to 
be effective. The auditor should use professional judgment in 
making such determinations. 

To facilitate the auditors’ evaluation, tables identifying commonly 
used control techniques and related suggested audit procedures are 
included after the discussion of each critical element. These tables 
can be used for both the preliminary evaluation and the more 
detailed evaluation and testing of controls. For the preliminary 
evaluation, the auditor can use the tables to guide and document 
preliminary inquiries and observations. For the more detailed 
evaluation and testing, the auditor can use the suggested audit 
procedures in developing and carrying out a testing plan. Such a 
testing plan would include more extensive inquiries; observation of 
control procedures; inspection of application configurations, design 
documents, policies and written procedures; and tests of key control 
techniques, which may include using audit or system software 
auditing tools.  

The discussion of control elements and control techniques apply to 
all application environments, which include mainframe, client-
server, integrated enterprise resource planning (ERP)107 and web 
environments. The nature of evidence obtained by the auditor will 
be different based on the environment. Auditors’ knowledge of the 
business processes and application level security in different 
environments is, therefore, critical to identifying and testing 
business process application level controls. 

As noted earlier, the effectiveness of application level controls is 
dependent on the effectiveness of entitywide and system level 

107An enterprise resource planning (ERP) system is a commercial software package that 
integrates all the information flowing through the entity. ERP systems contain functional 
modules (e.g., financial, accounting, human resources, and supply chain and customer 
information) that are integrated within the core system or interfaced to external systems. 
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general controls. Weaknesses in entitywide and system level general 
controls can result in unauthorized changes to business process 
applications and data (confidentiality, integrity, and availability) that 
can circumvent or impair the effectiveness of business process 
application controls. More specifically, 

• Weaknesses in security management can result in inadequate 
assessment of and response to information security risks related 
to the business process applications and the systems on which 
they depend, as well as significantly increase the risk that 
application level and other controls are not consistently applied 
in accordance with management’s policies. 

• Weaknesses in access controls can result in unauthorized access 
to and modifications of 

o applications, including the operation of the related 
controls, 

o application data, including after the control(s) were 
applied, and/or 

o system components, which can lead to unauthorized 
changes to data and applications. 

• Weaknesses in configuration management can result in 
unauthorized modifications or additions to the applications and 
to system components, leading to unauthorized access to data 
and applications. 

• Weaknesses in segregation of duties can result in unauthorized 
access to applications, application data, and/or system 
components. In addition, such weaknesses can allow fraudulent 
transactions and control overrides to occur.  

• Weaknesses in contingency planning can result in unavailability 
of applications and/or loss of application data. 

The following table illustrates the relationship between business 
process application level controls and general controls at the 
entitywide and system level. 
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Table 38. General and Application Control Categories Applicable at Different Levels of Audit 

Source: GAO. 
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4.0.1 The Auditor’s Consideration of Business Process Control Objectives  

The overall objectives of business process application level controls 
are to provide reasonable assurance about the completeness, 
accuracy, validity and confidentiality of transactions and data during 
application processing. Each specific business process control 
technique is designed to achieve one or more of these objectives. 
The effectiveness of business process controls depends on whether 
all of these overall objectives are achieved. Each objective is 
described in more detail below. 

Completeness (C) controls should provide reasonable assurance  
that all transactions that occurred are input into the system, 
accepted for processing, processed once and only once by the 
system, and properly included in output. Completeness controls 
include the following key elements: 

• transactions are completely input, 

• valid transactions are accepted by the system, 

• duplicate postings are rejected by the system, 

• rejected transactions are identified, corrected and re-processed; 
and 

• all transactions accepted by the system are processed 
completely. 

The most common completeness controls in applications are batch 
totals, sequence checking, matching, duplicate checking, 
reconciliations, control totals and exception reporting. 

Accuracy (A) controls should provide reasonable assurance that 
transactions are properly recorded, with the correct amount/data, 
and on a timely basis (in the proper period); key data elements input 
for transactions are accurate; and data elements are processed 
accurately by applications that produce reliable results; and output 
is accurate. 
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Accuracy control techniques include programmed edit checks (e.g., 
validations, reasonableness checks, dependency checks, existence 
checks, format checks, mathematical accuracy, range checks, etc.), 
batch totals and check digit verification. 

Validity (V) controls should provide reasonable assurance (1) that 
all recorded transactions actually occurred (are real), relate to the 
organization, and were properly approved in accordance with 
management’s authorization; and (2) that output contains only valid 
data. A transaction is valid when it has been authorized (for 
example, buying from a particular supplier) and when the master 
data relating to that transaction is reliable (for example, the name, 
bank account and other details on that supplier). Validity includes 
the concept of authenticity. Examples of validity controls are one-
for-one checking and matching. 

Confidentiality (CF) controls should provide reasonable assurance 
that application data and reports and other output are protected 
against unauthorized access. Examples of confidentiality controls 
include restricted physical and logical access to sensitive business 
process applications, data files, transactions, and output, and 
adequate segregation of duties. Confidentiality also includes 
restricted access to data reporting/extraction tools as well as copies 
or extractions of data files. 

Availability controls should provide reasonable assurance that 
application data and reports and other relevant business 
information are readily available to users when needed. These 
controls are principally addressed in application security controls 
(especially contingency planning) and therefore, are not included as 
specific business process controls.   

The completeness, accuracy, and validity controls relate to the 
overall integrity objective. The availability objective is addressed as 
part of application level general controls in AS-5. 

4.0.2 Steps in Assessing Business Process Application Level Controls 

The assessment of business process application level controls is 
incorporated into the audit approach discussed in Chapter 2. This 
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section provides supplemental implementation guidance with 
respect to planning the assessment of business process application 
level controls and should be applied in conjunction with Chapter 2. 
Consistent with Chapter 2, the assessment of business process 
application level controls includes the following steps: 

• Plan the information system controls audit 

• Perform information system controls audit tests 

• Report audit results  

4.0.3 Plan the Information System Controls Audit of Business Process Application Level 
Controls 

Although planning continues throughout the audit, the objectives of 
the initial planning phase are to identify significant issues, assess 
risk, and design efficient and effective audit procedures. To 
accomplish this, the auditor performs the following steps, which are 
discussed in more detail in Chapter 2: 

• Understand the overall audit objectives and related scope of the 
business process application control assessment 

• Understand the entity’s operations and key business processes 

• Obtain a general understanding of the structure of the entity’s 
networks 

• Identify key areas of audit interest (files, applications, systems, 
locations) 

• Assess information system risk on a preliminary basis  

• Identify critical control points 

• Obtain a preliminary understanding of business process 
application level controls 

• Perform other audit planning procedures 
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The following discussion provides additional audit considerations as 
they apply to application level controls. 

4.0.3.A Understand the overall audit objectives and related scope of the business process application 
control assessment 

The auditor should obtain an understanding of the objectives of the 
application control assessment. The nature, timing and extent of the 
auditor’s procedures to assess the effectiveness of application 
controls vary depending upon the audit objectives. 

The audit objectives for an application control assessment could 
include: 

• Assessment as part of a broad assessment of information system 
controls (including entitywide, system, and application level 
controls), either as part of a financial statement or performance 
audit, or as a standalone assessment; 

• A comprehensive assessment of application level controls 
related to a specific application or applications, with or without 
an assessment of related entitywide and system level controls; 

• An assessment of specific aspects of application level controls, 
such as: 

a. Evaluating the efficiency of business process applications; 
b. Assessing business process application level controls for 

applications under development; 
c. Assessing selected business application level control 

categories, such as business process controls or 
application level general controls; 

d. Assessing conversion of data to a new application; or 
e. Assessing access controls to assess whether access 

granted is appropriately identified, evaluated, and 
approved. 

As noted in Chapter 2, if achieving the audit objectives does not 
require an overall conclusion on IS controls or relates only to 
certain components or a subset of controls, the auditor’s assessment 
would not necessarily identify all significant IS control weaknesses 
that may exist. Consequently, if the audit objectives only relate to a 
subset of controls, such as only business process controls for a 
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specific application, the auditor should evaluate the potential 
limitations of the auditor’s work on the auditor’s report and the 
needs and expectations of users. The auditor may determine that, 
because the limitations are so significant, the auditor will (1) 
communicate the limitations to the management of the audited 
entity, those charged with governance, and/or those requesting the 
audit, and (2) clearly report such limitations on the conclusions in 
the audit report. For example, in reporting on an audit limited to 
business process controls within a business process application, the 
auditor may determine that it is appropriate to clearly report that 
the scope of the assessment was limited to those business process 
controls and that, consequently, additional information system 
control weaknesses may exist that could impact the effectiveness of 
IS controls related to the application and to the entity as a whole. 

4.0.3.B Understand the entity’s operations and key business processes  
Understanding the entity's operations and business processes 
includes understanding how business process applications are used 
to support key business processes, as it tends to vary from entity to 
entity. The auditor should obtain and review documentation, such as 
design documents, blueprints, business process procedures, user 
manuals, etc., and inquire of knowledgeable personnel to obtain a 
general understanding of each significant business process 
application that is relevant to the audit objectives. This includes a 
detailed understanding of 

• business rules (e.g. removing all transactions that fail edits or 
only selected ones based on established criteria), 

• transaction flows (detailed study of the entity’s internal controls 
over a particular category of events that identifies all key 
procedures and controls relating to the processing of 
transactions), and  

• application and software module interaction (transactions leave 
one system for processing by another, e.g. payroll time card 
interfaces with pay rate file to determine salary information).   
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Obtaining this understanding is essential to assessing information 
system risk, understanding application controls, and developing 
relevant audit procedures. 

The concept of materiality/significance, discussed in Chapter 2, can 
help the auditor determine which applications are significant, or 
key, to the audit objectives. 

4.0.3.C Obtain a general understanding of the structure of the entity’s networks  
The auditor should obtain an understanding of the specific networks 
and systems that are used to support the key business process 
applications. Information obtained during this step is important to 

(1) Assist in the identification of the critical control points (see 
Chapter 2) over which entitywide and system level controls 
need to be effective for the related application level controls 
to be effective. Based on the results of audit procedures, the 
auditor may modify the listing of critical control points, or 
identify additional critical control points. In the testing phase, 
the auditor assesses entitywide and system level controls (as 
outlined in Chapter 3) over each critical control point 
identified, unless not part of the objectives of the audit. 

(2) Provide a foundation for understanding where application 
level general controls are applied. For example, application 
level general controls may be applied as part of the 
application itself, through access control software, data 
management systems, ERP systems, and/or in conjunction 
with operating system and network security. Obtaining such 
an understanding is important to identify those controls that 
are necessary to reasonably assure that unauthorized access 
to key applications and data files are prevented or detected. 

4.0.3.D Identify key areas of audit interest (files, applications, systems, locations)  
Based on the audit objectives and the auditor’s understanding of the 
business processes and networks, the auditor should identify key 
areas of audit interest, including: 
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• key business process applications and where each key business 
process application is processed, 

• key data files used by each key business application, and 
• relevant general controls at the entitywide and system levels, 

upon which application level controls depend. 

Chapter 2 provides additional information on identifying key areas 
of audit interest. 

4.0.3.E Assess information system risk on a preliminary basis 
Based on the auditor’s understanding obtained in the previous steps, 
the auditor should assess, on a preliminary basis, the nature and 
extent of IS risk related to the key applications. The auditor may 
classify security risks according to the definitions explained in 
Chapter 2. 

Chapter 2 provides a description of risk factors that are relevant to 
an assessment of IS risk, including nature of the hardware and 
software used, the configuration of the network, and the entity’s IT 
strategy. The auditor should evaluate such risk factors in relation to 
the specific key business process applications. For example, 
Internet accessible applications, and applications that provide 
access to assets, such as payment or inventory systems, generally 
present a higher degree of risk. 

4.0.3.F Identify critical control points 
As discussed in Chapter 2, the auditor should identify and document 
critical control points in the entity’s information systems and key 
applications, based on the auditor’s understanding of such systems 
and applications, key areas of audit interest, and IS risk. Based on 
information obtained during audit planning, the auditor identifies 
critical control points related to the entity’s key applications 
(applications that are significant to the audit objectives and key 
areas of audit interest). Critical control points at the application 
level (in addition to critical control points at the system levels) are 
those points, which if compromised, could significantly affect the 
integrity, confidentiality, or availability of key business process 
applications or related data. Critical control points at the business 
process application level typically include application level general 
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controls, and interface controls among several applications. Typical 
critical control points also include network components where 
business process application level controls are applied. As the audit 
testing proceeds and the auditor gains a better understanding of the 
applications, application functionality, controls within and outside 
each application, control weaknesses, and related risks, the auditor 
should reassess and reconsider the critical control points.  

4.0.3.G Obtain a preliminary understanding of application controls  
Within each key business process application, the auditor should 
obtain an understanding of the particular types of application level 
controls that are significant to the audit objectives. If the audit 
objectives relate to a comprehensive assessment of the effectiveness 
of application controls within one or more applications, the auditor 
should obtain an understanding of controls implemented by the 
entity to achieve each of the critical elements for each key 
application. If the assessment of application controls is performed 
in connection with a financial audit, the auditor should assess the 
effectiveness of those controls that are identified by the financial 
auditor (controls identified in the Specific Control Evaluation (SCE) 
Worksheet in federal financial audits) and other related controls 
upon which the effectiveness of these controls depend. The 
responsibility to identify financial reporting controls rests primarily 
with the financial auditor, but the information systems auditor 
should be consulted in this process. Financial reporting controls 
generally include both IS controls and non-IS controls. The SCE 
Worksheet is more fully discussed in section 395 H of the Financial 
Audit Manual (FAM). 

The auditor should obtain a preliminary understanding of business 
process application controls in each of the following control 
categories to the extent they are significant to the audit objectives: 

• Application level general controls; 
• Business Process; 
• Interface controls; and 
• Data management systems. 
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Frequently each type of control occurs within a business process 
and such controls are interdependent. The auditor should consider 
the interaction between each of these types of controls. For 
example, interface and data management controls are inter linked 
since many of the feeder systems reside on some type of data 
management system whose controls must be effective to ensure the 
integrity of the data it maintains, including social security numbers, 
vendor names, and other sensitive information. Further, interface 
and business process controls are linked in that controls should be 
established that ensure the timely, accurate and complete 
processing of information between the feeder and receiving systems 
and the mainline business processes they support. 

To document the auditor’s understanding, the auditor may complete 
the control tables in Appendices II and III on a preliminary basis. 
The auditor generally should review available application 
documentation that explains processing of data within the 
application. The auditor generally should inspect any narratives, 
flowcharts, and documentation related to system and application, 
including error reporting. 

As part of this step, the auditor should determine whether 
application level controls are effectively designed. In considering 
whether controls are effectively designed, the auditor considers the 
type of control. The effectiveness of business process application 
controls, and the nature, timing, and extent of assessment 
procedures, depend on the nature of the control. 

As discussed in Chapter 1, information system (IS) controls consist 
of those internal controls that are dependent on information 
systems processing and include general controls (entitywide, 
system, and business process application levels), business process 
application controls (input, processing, output, master file, 
interface, and data management system controls), and user controls 
(controls performed by people interacting with information 
systems). General and business process application controls are 
always IS controls. A user control is an IS control if its effectiveness 
depends on information systems processing or the reliability 
(accuracy, completeness, and validity) of information processed by 
information systems. Conversely, a user control is not an IS control 
if its effectiveness does not depend on information systems 
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processing or the reliability of information processed by information 
systems. 

Application controls can be automated or manual (sometimes 
referred to as user controls). The auditor will find that most 
business processes will have a combination of automated and 
manual controls that balance resource requirements and risk 
mitigation. Also, management may use manual controls as effective 
monitoring controls. It is important to understand how these types 
of controls inter-relate when assessing application controls. The 
auditor should evaluate the adequacy of controls, both automated 
and manual, to determine whether or not management has 
appropriately mitigated risks and achieved its control objectives. 

Automated business process controls can provide a higher level of 
consistency in application, and can also be timelier in preventing an 
undesired outcome. Automated controls have greater consistency 
because once designed and implemented, they will continue to 
operate as designed, assuming the presence of effective general 
controls (at all levels). Automated controls can also be designed to 
block a transaction from proceeding through the process, making 
them timelier in preventing an undesired outcome. For example, a 
vendor invoice can be blocked for payment automatically if the 
goods or services are not received or if the payment exceeds a 
specific threshold and requires additional review and approval. 
Manual controls, such as the review of reports or payments over a 
certain amount, could effectively detect an invoice payment without 
goods receipt, or a high-dollar payment, but may not occur in time 
to stop the payment. 

The operating effectiveness of an automated application control 
during the audit period also depends on the operating effectiveness 
of related general controls (at the entitywide, system and 
applications levels). For example, effective general controls are 
necessary to prevent or detect management overrides or other 
unauthorized changes to computer applications or data that could 
preclude or impair the operation of the automated control. 
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Automated controls can be further subdivided into 

• Inherent Controls are those that have been hard coded and 
built into the application logic and cannot be changed by end 
users. The self-balancing capability provided by some 
applications is an example of an inherent control (e.g., in a 
financial application, the transaction will not post until debits = 
credits. 

• Configurable Controls are those that have been designed into 
the system during application implementation and address the 
features most commonly associated with options available to 
guide end users through their assigned tasks. Workflow to 
approve purchase requisition and purchase orders, commitments 
not to exceed obligations, and dollar value threshold to process 
transactions are examples of configurable controls. 

ERP systems by design are Extensible Business Reporting Language 
(XBRL) compliant, which means that they can be configured to 
prepare reports based upon standard rules or “taxonomies.” The 
auditor should understand the nature and extent of any XBRL use 
and evaluate the controls surrounding such reporting processes. 

Automated controls cannot contemplate and reasonably forecast the 
outcome of every type of uncertainty, nor can it prevent or detect 
every possible error or intentional misuse of application 
functionality. For example, well-designed segregation of duty 
controls could be compromised by collusion. Manual controls, 
therefore, may be used either in situations where ideal controls, 
such as complete segregation of duties, can't be implemented to 
prevent something from occurring, or when manual controls offer 
an effective, cost-effective control option. 

Manual controls require human involvement, usually by way of 
approval of a critical step in a business process (example: signed 
purchase requisition) or reviewing for exceptions and compliance 
by reviewing system output. Generally, the auditor considers and 
tests manual controls along with automated controls. Testing only 
one type of application control may lead to incorrect assessment of 
key controls management may be relying on. 
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When the effectiveness of a manual control that is significant to the 
audit objectives depends on the reliability of computer-processed 
information, it is considered an IS control and, the auditor should 
assess the effectiveness of relevant general (at the entitywide, 
system, and application levels) and business process application, 
controls over the reliability of the information used. Also, the 
effectiveness of manual controls is dependent on how consistently 
and effectively the control is applied. The auditor considers the 
following when reviewing manual controls: 

• The competence of the individuals performing control activities 
(reviewing the reports or other documents). They should have an 
adequate level of business knowledge and technical expertise 
and be familiar with the entity's operations. 

• The authority of the individuals performing the reviews to take 
corrective action. They should be adequately positioned within 
the entity to act effectively. 

• The objectivity of the individuals performing the reviews. The 
individuals should be independent of those who perform the 
work, both functionally (that is, there should be adequate 
segregation of duties) and motivationally (for example, a review 
would be less effective if the reviewer's compensation is based 
on operating results being reviewed). 

• The nature and quality of the information reviewed by 
management. 

• The frequency and timeliness of performance of reviews. 
• The extent of follow-up performed by management. 
• The extent to which controls can be tested (i.e., the auditor's 

ability to corroborate management's responses to inquiries). 

In addition to automated and manual controls performed prior to or 
during transaction processing, monitoring controls may be applied 
by management after the processing has taken place. Their objective 
is to identify any errors that have not been prevented or detected by 
other controls. Examples of monitoring controls include: 

• Review of a report of revenue with overall knowledge of the 
volume of goods shipped. 
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• Monitoring of capital expenditures via a quarterly report that 
analyzes expenditures by department with comparisons to 
budgeted levels. 

• Monitoring of budget versus actual program cost. 

4.0.3.H Perform other audit planning procedures 
As discussed in more detail in Chapter 2, the auditor should address 
the following issues during the planning phase that could affect the 
application control audit:  

• relevant laws and regulations 
• staffing and other resources needed to perform the audit 
• multi-year planning 
• communication to management officials concerning the planning 

and performance of the audit, and to others as applicable; 
• use of service organizations; 
• using the work of others; and 
• preparation of an audit plan. 

4.0.4 Perform Information System Controls Audit Tests of Business Process Application 
Level Controls 

The auditor’s assessment of application controls has two main 
aspects: testing the effectiveness of controls, and evaluating the 
results of testing. The process of testing and evaluation are planned 
and scoped during the planning phase, as discussed in Chapter 2. As 
the auditor obtains additional information during control testing, the 
auditor should periodically reassess the audit plan and consider 
whether changes are appropriate. 

The auditor should perform the following procedures as part of 
testing and evaluating the effectiveness of application level controls: 

• Understand information systems relevant to the audit objectives, 
building on identification of key areas of audit interest and 
critical control points. 

• Determine which IS control techniques are relevant to the audit 
objectives. The control categories, critical elements, and control 
activities in Chapters 3 and 4 are generally relevant to all audits. 
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However, if the auditor is not performing a comprehensive audit, 
for example, an application review, then there may be no need to 
assess controls in Chapter 3. 

• For each relevant IS control technique, determine whether it is 
suitably designed to achieve the critical activity and has been 
implemented — placed in operation (if not done earlier); 

• Perform tests to determine whether such control techniques are 
operating effectively; 

• Identify potential weaknesses in IS controls (weaknesses in 
design or operating effectiveness); and 

• For each potential weakness, consider the impact of 
compensating controls or other factors that mitigate or reduce 
the risks related to the potential weakness.  

The auditor considers the following in designing the tests of 
application level controls: 

• The nature of the control; 
• The significance of the control in achieving the control 

objective(s); 
• The risk of the control not being properly applied. [also see FAM 

340]; 
• All of the key controls that management is relying on to address 

the risks for a specific business process or a sub-process, which 
may include automated and manual controls; 

• The key controls outside the application under audit, as the 
business process may involve other applications for a 
downstream or upstream sub-process; and 

• The strength or weakness of the entitywide and system level 
controls. The depth of the testing is based on the level of risk of 
the entity under review and the audit objectives. In the absence 
of effective general controls, the auditor may conclude that 
business process application level controls are not likely to be 
effective. 
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4.0.5 Report Audit Results 

As a final step of the audit of application level controls, the auditor 
should conclude on the individual aggregate effect of identified 
application control weaknesses on the audit objectives and report 
the results of the audit. Such conclusions generally should include 
the effect of any weaknesses on the entity’s ability to achieve each 
of the critical elements in Chapters 3 and 4, and on the risk of 
unauthorized access to key systems or files. The auditor’s 
conclusions should be based upon the potential interdependencies 
of application controls (i.e., controls which effectiveness depends 
on the effectiveness of other controls).  

Prior to developing an audit report, it is generally appropriate to 
communicate identified weaknesses to management to obtain their 
concurrence with the facts and to understand whether there are 
additional factors that are relevant to the auditor’s evaluation of the 
effect of the weaknesses. Communication of identified weaknesses 
to management typically includes the following information: 

• Nature and extent of risks 
• Control Objectives 
• Control Activity 
• Findings (including condition, criteria, and where possible, 

cause and effect), and 
• Recommendations 

Chapter 2 provides additional guidance on reporting audit results. 
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4.1. Application Level General Controls (AS) 

Application level general controls consist of general controls 
operating at the business process application level, including those 
related to security management, access controls, configuration 
management, segregation of duties, and contingency planning. In 
this chapter, the general control activities discussed in Chapter 3, as 
well as related suggested control techniques and audit procedures, 
are tailored to the application level. Understanding business 
processes or events is necessary to determine the role of application 
level general controls in the assessment of business process 
application controls.  

Chapter 3 addresses controls at the entitywide and system levels, 
such as those related to networks, servers, general support systems 
and databases that support one or more business and financial 
systems. Additional security considerations specific to applications 
are discussed in this section. 

Application level general controls are dependent on general controls 
operating at the entitywide and system levels. The application is 
generally a subset of the infrastructure that includes one or more 
operating systems, networks, portals, LDAPs, and data management 
systems. For example, the system level access controls discussed in 
Chapter 3 apply to the users of the application. In addition, 
applications themselves require another level of access 
requirements that restrict users to application functionality that 
aligns with the user’s role in the organization. The objective of 
application level general controls is to help entity management 
assure the confidentiality, integrity, and availability of information 
assets, and provide reasonable assurance that application resources 
and data are protected against unauthorized: 

– Modification, 
– Disclosure, 
– Loss, and 
– Impairment 
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Weaknesses in application level general controls can result in 
unauthorized access, use, disclosure, disruption, modification, or 
destruction of applications and application data. Consequently, 
weaknesses in application level general controls can affect the 
achievement of all of the control objectives (completeness, 
accuracy, validity, and confidentiality) related to applications data. 
Therefore, the control activities in the control tables for application 
level general controls do not contain reference to specific control 
objectives. 

The evaluation of application level general controls is comprised of 
critical elements in the following areas: Security Management, 
Access Control, Configuration Management, Segregation of Duties 
and Contingency Planning. Application-specific technical knowledge 
is essential to assess the application level general controls.  

The critical elements for application level general controls are: 

• AS-1 - Implement effective application security management 
• AS-2 - Implement effective application access controls 
• AS-3 - Implement effective application configuration 

management 
• AS-4 - Segregate application user access to conflicting 

transactions and activities and monitor segregation 
• AS-5 - Implement effective application contingency planning 

The related NIST SP 800-53 controls are identified in Chapter 3. 

Critical Element AS-1. Implement effective application security management. 

Effective application security management provides a foundation 
for entity management to obtain reasonable assurance that the 
application is effectively secure. Application security management 
provides a framework for managing risk, developing security 
policies, assigning responsibilities, and monitoring the adequacy of 
the entity’s application-related controls. Without effective security 
management over the application, there is an increased risk that 
entity management, IT staff, and application owners and users will 
not properly assess risk and will, consequently, implement 
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inappropriate and/or inadequate information security over the 
application. Effective application security management controls, 
consistent with Section 3.1, Security Management (SM), include the 
following steps: 

• Establish an application security plan 
• Periodically assess and validate application security risks 
• Document and implement application security policies and 

procedures 
• Implement effective security awareness and other security-

related personnel policies 
• Monitor the effectiveness of the security program 
• Effectively remediate information security weaknesses 
• Ensure that activities performed by external third parties are 

adequately secure 

Establish an application security plan 
An application security plan serves as a roadmap during the entire 
security development and maintenance lifecycle of the application, 
and is therefore critical to the auditor in gaining a high-level 
understanding of the entity’s application security. The lack of a 
comprehensive, documented security design increases the risk of 
inappropriate system access and compromised data confidentiality, 
integrity, and availability. Risks of not having a security program at 
the application level include the following: 

• The process to gather design requirements may be compromised 
without clear guidelines on approval and sign off procedures for 
security roles. 

• Ongoing requirements for business process owners to provide 
authorization specifications to the security design team (e.g., 
field-level security, role testing, etc.) may be compromised 
without a guideline to drive the joint-effort process. 

• Security roles could be defined inappropriately resulting in users 
being granted excessive or unauthorized access. 

For federal systems, NIST Special Publication 800-18, Guide for 

Developing Security Plans for Federal Information Systems, 
provides guidance on documenting information system security 
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controls. The general guidance in SP 800-18 is augmented by SP 800-
53 with recommendations for information and rationale to be 
included in the system security plan. 

Periodically assess and validate application security risks  

Chapter 3 (SM-2) discusses comprehensive risk assessment, and 
provides guidance on risk assessment. The guidance includes 
requirements contained in various laws, such as FISMA and FMFIA, 
OMB Circular A-130, and standards developed by NIST108. Risk 
assessments should consider risks to data confidentiality, integrity, 
and availability, and the range of risks that an entity’s systems and 
data may be subject to, including those posed by internal and 
external users. The Security Management section of Chapter 3 
addresses the entitywide and system level security risk assessments. 
Risk assessments also should be conducted for applications, and 
documented in the security plan, as discussed in NIST SP 800-18. In 
assessing business processing controls, the auditor should consider 
management’s own assessment of risks to know the risks identified 
by them and the extent to which each have been mitigated. 

Document and implement application security policies and procedures 
Based on the application security plan, the entity should document 
and implement specific policies and procedures that govern the 
operation of application controls. Policies and procedures should 
address all business process application level controls, be 
documented and reflect current application configurations. 

In defining policies and procedures for application controls, the 
following should also be considered: 

• High risk business processes – Procurement, Asset 
Management, Treasury, etc. 

• Functionality that should not be widely distributed - For 
example, limiting vendor master data maintenance to a few 

108In addition, agency-specific requirements should be addressed.  
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users is critical to ensure master data integrity and reliable 
transaction processing. 

• Segregating master data and transactional data (Contrary to 
master data, transactional data result from a single event, and 
often use several field values of the master data.) – For 
example, combining vendor creation and payment 
authorization could result in payments to unauthorized 
vendors. 

• Cross-business unit access - Should be limited to users who 
have a specific business need. 

Implement effective security awareness and other security-related personnel policies  

It is important that application owners and users are aware of and 
understand the application security policies and procedures so that 
they may be properly implemented. Improper implementation could 
result in ineffective controls and increased information security 
risks. Awareness programs should be coordinated with the 
entitywide training program to reasonably assure that the training is 
appropriate and consistent for all applications. 

In addition, entitywide security-related personnel policies and 
procedures (see critical element SM-6) should be properly 
implemented with respect to the application. For example, controls 
should be in place to reasonably assure that (1) application users 
are appropriately trained, and (2) risks related to confidentiality, 
integrity, and availability are considered in approving user access 
(e.g., security clearances) and in applying personnel policies. 

Monitor the effectiveness of the security program  
Policies and procedures for monitoring application security should 
be integrated with monitoring performed as part of the entitywide 
information security program. Changes related to people, processes, 
and technology, often make policies and procedures inadequate. 
Periodic management evaluation not only identifies the need to 
change the policies and procedures, when appropriate, but also 
demonstrates management's commitment to an application security 
plan that is appropriate to the entity’s mission. The basic 
components of an effective monitoring program are discussed in 
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Chapter 3 (Critical element SM-5), which provides guidelines for 
monitoring the policies and procedures relevant to application 
security. Management should have an adequate plan for monitoring 
policy effectiveness, and should test and document application 
security controls on a regular basis.  

Management should consider ways to effectively coordinate 
monitoring efforts with work performed to comply with applicable 
laws and regulations and should consider them in developing an 
application security monitoring assessment plan. Examples of such 
requirements for federal entities include: FISMA, OMB Circular A-
130 and OMB Circular A-123. FISMA requires that security of all 
major systems is tested by management annually, which would 
include applications. The depth and breadth of the testing may vary 
based on the following factors: 
• The potential risk and magnitude of harm to the application or 

data; 
• The criticality of the application to the entity’s mission; 
• The relative comprehensiveness of the prior year’s review; and 
• The adequacy and successful implementation of corrective 

actions for weaknesses identified in previous assessments. 

OMB Circular A-130 requires that Federal agencies assess and test 
the security of major applications at least once every 3 years, as part 
of the certification and accreditation (C&A) process; sooner if 
significant modifications have occurred or where the risk and 
magnitude of harm are high. 

OMB Circular A-123 requires agencies and individual Federal 
managers to take systematic and proactive measures to (i) develop 
and implement appropriate, cost-effective internal control for 
results-oriented management; (ii) assess the adequacy of internal 
control in Federal programs and operations; (iii) separately assess 
and document internal control over financial reporting consistent 
with the process defined in Appendix A; (iv) identify needed 
improvements; (v) take corresponding corrective action; and (vi) 
report annually on internal control through management assurance 
statements. The implementation guidance for OMB Circular A-123 
includes requirements that are wholly consistent with this manual. 
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The entity should take into consideration the statutory and 
regulatory requirements in its assessment of the effectiveness of 
application security policies and procedures, and testing of 
application security controls.  

Management should: 
• develop and document the assessment plan of application 

security policies and procedures; 
• test and document application security controls specific to each 

application; and 
• ensure that the frequency and scope of testing are 

commensurate with the criticality of the application to the 
entity’s mission and risk. 

Effectively remediate information security weaknesses  

Management’s commitment to application security is also 
demonstrated in having an effective mechanism to address 
weaknesses and deficiencies identified. When weaknesses or 
deficiencies are identified in application security, management 
should assess the risk associated with the weakness or deficiency, 
and develop a corrective action plan (for federal agencies. OMB 
refers to these as Plans of Actions and Milestones (POAMs)). The 
action plan should include testing requirements of corrective 
actions, milestones, monitoring of activities related to the action 
plan, modification to policies and procedures (if required) and 
implementation of the corrective action. Such action plans should 
be coordinated with the entitywide corrective action plan process. 

Ensure that activities performed by external third parties are adequately secure  
An entity may allow external third parties access to their systems 
for various purposes. Chapter 3 discussed policies and procedures 
regarding the system access granted to third party providers (e.g. 
service bureaus, contractors, system development, security 
management), including the requirement to have appropriate 
controls over outsourced software development. Third party 
provider access to applications often extends beyond the software 
development. It is likely that entities have vendors, business 
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partners and contractors not only querying the applications, but also 
transacting with the entity, using entity applications, or connecting 
to the entity’s applications via their own systems. In addition, public 
web sites are sometimes used to transact with the entity. 

The impact of an external third party provider accessing the entity’s 
applications is directly related to the magnitude of the system or 
direct access the provider is granted. This is determined by the 
entity’s agreement with the provider. The entity should, however, 
require the providers to be subject to the same compliance 
requirements as the entity, and have the ability to monitor such 
compliance. Appropriate policies and procedures should exist for 
monitoring third party performance to determine whether activities 
performed by these external third parties are compliant with the 
entity’s policies, procedures, privacy requirements, agreements or 
contracts.109 In addition, subsection (m) of the Privacy Act of 1974 
provides that when an entity contracts for the operation of a system 
of records on behalf of the entity to accomplish an entity function, 
the entity must apply the Act’s requirements to the contractor and 
its employees working on the contract. 

109See GAO, Information Security: Improving Oversight of Access to Federal Systems and 
Data by Contractors Can Reduce Risk, (Washington, D.C.: April 2005).  
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Control Techniques and Suggested Audit Procedures for Critical Element AS-1 

Table 39. Control Techniques and Suggested Audit Procedures for Critical Element AS-1: Implement effective application 
security management 

Control activities Control techniques Audit procedures 

AS-1.1 A comprehensive 
application security plan is in 
place. 

AS-1.1.1 A comprehensive application security plan has Inspect the application security plan to 
determine whether it adequately addresses been developed and documented. Topics covered all of the relevant topics. 

include:  
• Application identification and description 
• Application risk level 
• Application owner 
• Person responsible for the security of the 

application 
• Application interconnections/information sharing 
• A description of all of the controls in place or 

planned, including how the controls are 
implemented or planned to be implemented and 
special considerations 

• Approach and procedures regarding security design 
and upgrade process 

• Process for developing security roles  
• General security administration policies, including 

ongoing security role maintenance and 
development 

• Identification of sensitive transactions in each 
functional module 

• Identification of high risk segregation of duty cases 
• Roles and responsibilities of the security 

organization supporting the system with 
consideration to segregation of duties 

• Security testing procedures 
• Coordination with entitywide security policies 
• Procedures for emergency access to the production 

system, including access to update programs in 
production, direct updates to the database, and 
modification of the system change option 

• System parameter settings, compliant with 
entitywide agency policies 

• Access control procedures regarding the use of 
system delivered critical user IDs  
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Control activities Control techniques Audit procedures 

AS-1.1.2 Sensitive accounts are identified for each 
business process or sub-process, and appropriate 
security access privileges are defined and assigned. 

Review the entity’s identification of 
sensitive transactions for the business 
process being audited for appropriateness 
and completeness. 

Observe and inspect procedures for 
identifying and assigning sensitive 
activities. 

Inspect authorizations for sensitive 
activities. 

AS-1.1.3 Access privileges are developed to prevent 
users from executing incompatible transactions within 
the application via menus or screens. 

Through inquiry and inspection, determine 
whether the application security plan 
includes plans to identify segregation of 
duty conflicts in each of the business 
processes under assessment (master data 
and transaction data; data entry and 
reconciliation), and addresses controls to 
mitigate risks of allowing segregation of 
duty conflicts in a user’s role. 

AS-1.2 Application security risk 
assessments and supporting 
activities are periodically 
performed 

AS-1.2.1 Security risks are assessed for the applications 
and supporting systems on a periodic basis or whenever 
applications or supporting systems significantly change. 

The risk assessments and validation, and related 
management approvals, are documented and 
maintained.  

The risk assessments are appropriately incorporated 
into the application security plan. 

Obtain the most recent security risk 
assessment for each application under 
assessment. Inspect the risk assessments 
to determine if the risk assessments are 
up-to-date, appropriately documented, 
approved by management, and supported 
by testing. Consider compliance with OMB, 
NIST, and other requirements/ guidance 
and whether technology and business 
processes are appropriately considered in 
the risk assessment. 

Obtain and inspect the relevant application 
security plan(s) to determine whether the 
risk assessments are appropriately 
incorporated into the application security 
plan. 

AS-1.3 Policies and procedures AS-1.3.1 Business process owners accept risks and Determine through interview with entity 
are established to control and 
periodically assess the 

approve the policies and procedures. management whether policies and 
procedures have been established to 

application. review access to the application. 

AS-1.3.2 Policies and Procedures: 
• are documented, 
• appropriately consider business process security 

needs, and 
• appropriately consider segregation of application 

user activity from the system administrator activity. 

Review policies and procedures to 
determine whether they have appropriately 
considered (1) business security needs and 
(2) segregation of application user activity 
from system administrator activity.   
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AS 1.4 Application owners and AS-1.4.1 The entity has an effective process to 
users are aware of application communicate application security policies to application 
security policies owners and users and reasonably assure that they have 

an appropriate awareness of such policies. 

Obtain an understanding of how application 
owners and users are made aware of 
application security policies and assess the 
adequacy of the process. 

Interview selected application owners and 
users concerning their awareness of 
application security policies.

 AS-1.4.2 Personnel policies related to the application Review personnel policies for 
appropriately address security and application owners appropriateness and consistency with 
and users have adequate training and experience. entitywide policies. 

Assess the adequacy of training and 
expertise for application owners and users. 

AS-1.5 Management monitors AS-1.5.1 An application security policy and procedure Inquire of management, and inspect testing 
and periodically assesses the test plan is developed and documented. policies and procedures. 
appropriateness of application 
security policies and procedures, 
and compliance with them. 

AS-1.5.2 Security controls related to each major 
application are tested at least annually. 

Inspect the overall testing strategy, a 
selection of test plans and related testing 
results. 

Determine if the scope of testing complies 
with OMB Circular A-123 Revised (federal 
entities) and other appropriate guidance. 

Determine if C&A testing is performed that 
complies with OMB and NIST 
requirements. 

AS-1.5.3 The frequency and scope of testing is Based upon the application test plan, 
commensurate with the risk and criticality of the assess whether the frequency and scope of 
application to the entity’s mission. testing is appropriate, given the risk and 

critically of the application. 
AS-1.5.4 Compliance, and a report on the state of Determine through inquiry and inspection if 
compliance, is part of the entity’s security program. the application security plan is incorporated 

into the entity's security program.  
AS-1.6 Management effectively 
remediates information security 
weaknesses. 

AS-1.6.1 Management has a process in place to correct 
deficiencies. 

Inquire of management and inspect 
security polices and procedures, including 
assessment and resolution plan. 

AS-1.6.2 Management initiates prompt action to correct 
deficiencies. Action plans and milestones are 
documented and complete. 

Inspect recent FMFIA/A-123 and POA&M 
(or equivalent) reports for reasonableness 
of corrective actions (nature and timing). 

Determine whether application security 
control deficiencies (identified by the audit, 
by management testing, and by others) are 
included in the plans of action and 
milestones (or equivalent). and determine 
the status of corrective actions. 
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AS-1.6.3 Deficiencies are analyzed by application 
(analysis may be extended to downstream, upstream, 
and other related applications), and appropriate 
corrective actions are applied. 

Evaluate the scope and appropriateness of 
planned corrective actions through inquiry 
of management and inspection of 
evidence. 

AS-1.6.4 Corrective actions are tested after they have Inspect documentation to determine if 
been implemented and monitored on a continuing basis. implemented corrective actions have been 

tested and monitored periodically. 

AS-1.7 External third party 
provider activities are secure, 
documented, and monitored 

AS-1.7.1 Policies and procedures concerning activities 
of third party providers are developed and include 

provisions for: 

• Application compliance with entity’s security 
requirements, and 

• Monitoring of compliance with regulatory 

requirements 

Inspect policies and procedures pertaining 
to external parties for the application under 
assessment. 

Inspect documentation to determine 
whether the external third party provider’s 
need to access the application is 
appropriately defined and documented. 

Review contracts with third-party providers 
to determine compliance with the Privacy 
Act, where applicable. 

AS-1.7.2 A process is in place to monitor third party Inquire of management regarding 
provider compliance to the entity’s regulatory procedures used to monitor third party 
requirements providers. 

Inspect external reports (SAS 70) or other 
documentation supporting the results of 
compliance monitoring. 

Source: GAO. 

Critical Element AS-2. Implement effective application access controls 

Effective application access controls should be implemented at the 
application level to provide reasonable assurance that only 
authorized personnel have access to the application and only for 
authorized purposes. Without effective application access controls, 
persons may obtain unauthorized or inappropriate access to 
applications and application data.   

Effective application access controls, consistent with Section 3.2, 
Access Controls (AC), include the following steps: 
• Adequately protect information system boundaries. 
• Implement effective identification and authentication 

mechanisms. 
• Implement effective authorization controls. 
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• Adequately protect sensitive system resources. 
• Implement an effective audit and monitoring capability. 
• Establish adequate physical security controls. 

Adequately protect application boundaries 
Application boundaries control logical connectivity to and from 
applications through controlled interfaces (e.g., gateways, routers, 
firewalls, encryption). In defining the application, the entity creates 
the boundaries for the application. Once defined, the entity should 
design appropriate controls over the flow of information across the 
application boundary. In complex applications, there may 
boundaries within the application. The security plan for the 
application should identify system boundaries and IS controls 
implemented to protect the security of such boundaries. Application 
boundaries are more sensitive where the connectivity is to lower 
risk systems or to systems or users external to the entity. 

Implement effective identification and authentication mechanisms 
The entity should have application security policies and procedures 
in place concerning user identification and authentication. 
Management should have created an environment where all users 
have their own unique IDs and passwords, or other mechanisms, 
such as tokens and biometrics to access any part of the information 
system and applications that allow them to execute functional 
responsibilities. Identification and authentication policy and 
management are discussed in Chapter 3, Critical Element AC-2. In 
addition, it is important to understand the mechanisms used to 
assign access privileges for applications under assessment. An 
evaluation of identification and authentication controls includes 
consideration of the following factors: 
• How do the users access the application? 

a. Are users required to enter user name/ID and 
password? 

b. Do all users have an individual and unique ID that 
would allow the user's activities to be recorded and 
reviewed? 
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c. Are users required to enter/use other authenticating 
information, such as tokens or biometrics? 

d. Are users required to enter a separate ID and 
password for each application? 

e. Does the application require the user to enter a 
password? 

f. What are the password parameters (i.e. length, 
character requirements, etc)? 

g. How often does the application require the user to 
change the password? 

h. Are there any instances of users having multiple IDs 
and passwords? 

i. Are there any instances of users sharing IDs or 
passwords? 

• What other IDs and passwords does the user have to enter 
before accessing the sign-in screen for the application? 

a. Does the user enter a network ID and password? 

b. Does the user enter a terminal emulation ID and 
password? 

The knowledge of the application security design and function 
enables the auditor to assess the effectiveness of the security 
controls over the other levels of authentication, especially when 
weaknesses are identified at the application security layer, as those 
weaknesses may be mitigated by stronger controls at other levels. 

Implement effective authorization controls 
The following procedures discussed in Chapter 3 are equally 
applicable at the application level: 
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• The owner identifies the nature and extent of access that should 
be available for each user; 

• The owner approves user access to the application and data; 

• Access is permitted at the file, record, or field level; and 

• Owners and security managers periodically monitor user access. 

Security administration procedures should provide tactical guidance 
on the day-to-day operations of creating, assigning, monitoring, 
updating, and revoking end-user access to the application. End-
users should be assigned authorizations sufficient, but not 
excessive, to perform their duties in the application: Access should 
be limited to individuals with a valid business purpose (least 
privilege). The users should be granted the level of access by virtue 
of the position they hold within the organization. This will generally 
require user to have both: 

• Functional access (for example, accounts payable) based on the 
role from which their position derives; and 

• Organizational access (for example, account payable supervisor) 
based on the specific needs of their position.  

Sensitive transactions and segregation of duty conflicts defined by 
the process and data owners (discussed in AS-1) should be used as a 
baseline reference by security administration. In an integrated 
application environment, the importance of comprehensive 
identification of sensitive transactions and segregation of duty 
needs and conflicts is heightened, compared with entities having 
multiple applications for business processes. Entities lose the 
inherent segregation in integrated applications—since more of the 
process is performed in the same application, the opportunities for 
access throughout the process are greater. For example, in an entity 
with separate purchasing and accounts payable applications, 
adequate segregation of duties might be accomplished by only 
allowing access to one of the applications, whereas in an integrated 
application, these applications may be combined. Transaction-level 
restricted access, which is critical in integrated applications, may be 
less critical in non-integrated systems. 
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However, in an integrated environment, the entire business process 
cycle may be performed in the same application and a user may 
have the ability to perform more than one key activity in the cycle. 
Therefore, restricted access (access to a sensitive business 
transaction) and segregation of duty conflicts (access to two or 
more transactions that are sensitive in combination) should be 
considered carefully. 

An integrated application environment also generally means that 
more business units of the entity are using the same application. 
Therefore, business unit access restrictions are also necessary. 
Management should have an adequate understanding of the business 
processes and determine whether users should have access to more 
than their individual business unit. For example, a property manager 
should not have access to change asset records or maintenance 
schedules for entities other than his/her own. 

Sensitive transactions or activities in an application are determined 
by the nature and use of the data processed by the application. 
Factors that determine the sensitivity include the mission critical 
elements of the application, pervasive use of the data or activity, 
confidentiality and privacy of data, and activities performed or 
supported by the application. 

The key element in assigning access to sensitive transactions or 
activities to an application user is the alignment of user access to 
job responsibility. This has a dual purpose: one, the proper 
alignment ensures that the user has accountability for proper 
execution of the transactions and accuracy of the related data, and 
two, the expertise and skills of the user match the business process 
underlying the transaction or activity. For example journal voucher 
entry is made by a General Accounting Account Analyst of Finance 
Department, and not by a Procurement manager. 

Adequately protect sensitive application resources 
Access to sensitive application resources should be restricted to 
individuals or processes that have a legitimate need for this access 
for the purposes of accomplishing a valid business purpose. 
Sensitive application resources include password files, access 
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authorizations to read or modify applications, and sensitive 
application functions such as application security administration. 
The entity should identify and adequately protect sensitive 
application resources. In some cases, sensitive data may need to be 
encrypted. 

Implement an effective audit and monitoring capability 
Audit and monitoring involves the regular collection, review, and 
analysis of indications of inappropriate or unauthorized access to 
the application. Automated controls may be used to identify and 
report such incidents. An understanding of manual control activities 
surrounding access to the application is important. The following 
questions can help the auditor gain insight into management’s 
controls: 

• Does management maintain and review a current list of 
authorized users? 

• Does management periodically review the user list to ensure that 
only authorized individuals have access, and that the access 
provided to each user is appropriate? 

• Does management monitor access within the application (i.e. 
unauthorized access attempts, unusual activity etc.)? Does the 
application generate reports to identify unauthorized access 
attempts? Are security logs created and reviewed? 

• Is public access (non entity employees) permitted to the 
application? Is access permitted via the Internet? If so, how is 
this access controlled? 

• Is the application configured to allow for segregation of duties? 
If so, does the application identify the users who performed 
activities that were in conflict? Are the transactions/logs 
reviewed by the business owners? 

• Has a procedure been created and placed in operation that 
requires a complete user recertification on a periodic basis? 
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• Is the security administration monitored? When suspicious 
activities are identified, how does management investigate them? 

Establish adequate physical security controls 
Appropriate physical controls, integrated with related entitywide 
and system level physical security, should be in place to protect 
resources, where applicable, at the application level. Resources to 
be protected at the application level include controls over 
removable media (e.g., tape files), workstations containing sensitive 
application data, and physical inputs (e.g., check stock) and outputs 
(e.g., physical checks or other sensitive documents). The entity 
should identify application resources that are sensitive to physical 
access and implement adequate physical security over such 
resources. 

Control Techniques and Suggested Audit Procedures for Critical Element AS-2 

Table 40. Control Techniques and Suggested Audit Procedures for Critical Element AS-2: Implement effective application 
access controls 

Control activities Control techniques Audit procedures 

AS-2.1 Application boundaries are 
adequately protected. 

AS-2.1.1 Application boundaries are identified in 
security plans. 

Review security plans for proper 
identification of application 
boundaries. 

Application boundaries are adequately secure. 
Evaluate the effectiveness of controls 
over application boundaries. 

AS-2.2 Application users are appropriately 
identified and authenticated.  

AS-2.2 Identification and authentication is 
unique to each user. 

Inspect pertinent policies and 
procedures, and NIST guidance for 
authenticating user IDs.  

All approved users should enter their user ID 
(unique) and password (or other authentication) 
to gain access to the application.  

Through inquiry, observation or 
inspection, determine the method of 
user authentication used (password, 
token, biometrics, etc.). 

If a password system is used, gain an 
understanding of the specific 
information and evaluate its 
appropriateness, including application 
security authentication parameters, via 
inspection of system reports or 
observation of the system, including 
appropriate testing.  See AC-2 for 
more information on criteria for 
evaluating password policies. 
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Control activities Control techniques Audit procedures 

AS-2.3 Security policies and procedures AS-2.3.1 The entity has formal procedures and 
appropriately address ID and password processes for granting users access to the 
management. application. The entity’s IT security policies and 

procedures contain guidance for: 
• Assigning passwords; 
• Changing and resetting passwords; and 
• Handling lost or compromised passwords 

Through inquiry, observation, and 
inspection, understand and assess 
procedures used by the entity for 
application password management:  
• Procedures for initial password 

assignment, including the 
password parameters; 

• Procedures for password 
changes, including initial 
password change; 

• Procedures for handling lost 
passwords (password resetting); 
and 

• Procedures for handling password 
compromise. 

AS-2.3.2 The application locks the user’s 
account after a pre-determined number of 
attempts to log-on with an invalid password. 
The application may automatically reset the 
user account after a specific time period (an 
hour or a day), or may require an administrator 
to reset the account. 

If the user is away from his/her workspace for a 
preset amount of time, or the user's session is 
inactive, the application automatically logs off 
the user’s account. 

After obtaining an understanding of 
the user authentication process, 
inspect and/or observe the following: 
• Whether access to the application 

is permitted only after the user 
enters their user ID and 
password.  

• Observe a user executing invalid 
logins and describe the actions 
taken. 

Either 1) inspect system security 
settings, or 2) observe an idle user 
workspace to determine whether the 
application logs the user off after an 
elapsed period of idle time. 

AS-2.3.3 Each application user has only one Through observation and inspection, 
user ID. determine whether each user has one, 

and only one, user ID to access the 
application. 

AS-2.3.4 Multiple log-ons are controlled and 
monitored. 

Through inquiry, observation or 
inspection, determine whether the 
application allows multiple log-ons by 
the same user. If so, understand and 
document monitoring procedures that 
reasonably assure that multiple log-
ons are not used to allow application 
access to an unauthorized user, or to 
violate effective segregation of duties. 

AS-2.4 Access to the application is AS-2.4.1 Before a user obtains a user account Review policies and procedures. From 
restricted to authorized users. and password for the application, the user’s a selection of user accounts determine 

level of access has been authorized by a whether the user level of access was 
manager and the application administrator.  authorized by appropriate entity 

management. 
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AS-2.4.2 Owners periodically review access to Interview security administrators and 
ensure continued appropriateness.  inspect evidence of the effectiveness 

of periodic review of access by 
owners. 

AS-2.4.3 Access is limited to individuals with a 
valid business purpose (least privilege) 

Interview owners and inspect 
documentation, to determine whether 
appropriate procedures are in place to 
remove or modify application access, 
as needed. 

Through inquiry, observation, and 
inspection, determine how an 
unauthorized user is identified, and 
whether access is removed promptly 
and how. 

Based on the selection of users in AS-
2.4.1 above, determine whether the 
user access is appropriate to the 
business need. If the users did not 
execute the transaction or activity 
within the expected time frame, 
processes should be in place to 
evaluate the continued need for 
access, and modify access 
accordingly. 

AS-2.5 Public access is controlled. (Based AS-2.5.1 The entity implements a security plan 
on an entity’s business mission, the entity and process for 1) identification and 
may allow the public to have access to the authorization of users; 2) access controls for 
application.)  limited user privileges; 3) use of digital 

signatures; 4) prohibition of direct access by the 
public to production data; and 5) compliance 
with NIST guidance. 

Obtain an understanding of the 
following controls through inquiry of 
the application owner, inspection of 
source documents, and/or observation 
of the following: 

• Identification and authentication; 

• Access controls for limiting user 
privileges(read, write, modify, 
delete); 

• Use of digital signatures; 

• Prohibition of direct access by the 
public to live databases and 
restricted/sensitive records; and 

Legal considerations (i.e., privacy 
laws, OMB, NIST, etc.). 

AS-2.6 User access to sensitive AS-2.6.1 Owners have identified sensitive Inquire of responsible personnel and 
transactions or activities is appropriately transactions or activities for the business inspect pertinent policies and 
controlled.  process. procedures covering segregation of 

application duties 
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AS-2.6.2 Owners authorize users to have 
access to sensitive transactions or activities. 

Determine whether the process 
owners have identified a list of 
sensitive transactions or activities for 
their area. 

Inspect the user administration 
procedures to determine whether they 
include a requirement for the process 
owner to approve access to 
transactions or activities in their area 
of responsibility. 

Through inquiry and inspection, 
determine whether user access is 
authorized by process owners. 

AS-2.6.3 Security Administrators review 
application user access authorizations for 
access to sensitive transactions and discuss 

Select user access request forms or 
other authorization documents [can 
use selection from AS-2.4.1 and AS-

any questionable authorizations with owners.  2.4.3] and inspect them to determine 
whether the process owners have 
approved user access to appropriate 
transactions or activities. 

Interview security administrators and 
inspect user access authorization 
procedures to determine whether 
access to sensitive transactions 
require approval by the process 
owner. 

AS-2.6.4 Owners periodically review access to 
sensitive transactions and activities to ensure 
continued appropriateness.  

Inspect evidence of periodic review by 
owners of access to sensitive 
transactions. 

AS-2.6.5 Inactive accounts and accounts for 
terminated individuals are disabled or removed 
in a timely manner. 

Review security software parameters 
and review system-generated list of 
inactive logon IDs, and determine why 
access for these users has not been 
terminated. Obtain a list of recently 
terminated employees and, for a 
selection, determine whether system 
access was promptly terminated. 
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AS-2.6.6 Access to sensitive transactions is 
limited to individuals with a valid business 
purpose (least privilege) 

Interview owners and inspect 
documentation, to determine whether 
appropriate procedures are in place to 
remove or modify application access, 
as needed. 

Through inquiry, observations, and 
inspection, determine how an 
unauthorized user is identified, and 
whether access is removed promptly 
and how. 

Obtain a list of users with access to 
identified sensitive transactions for the 
business process under assessment. 
Inspect the list to determine whether 
the number of users having access to 
sensitive transactions/ activities is 
appropriate to the business need. If 
the users did not execute the 
transaction or activity within the 
expected time frame, processes 
should be in place to evaluate the 
continued need for access, and modify 
access accordingly. 

AS-2.7 Sensitive application resources are 
adequately protected 

AS-2.7.1 The entity identifies sensitive 
application resources. 

Evaluate the completeness of 
sensitive application resources 
identified. 

Access to sensitive application resources is 
restricted to appropriate users. Assess the adequacy of IS controls 

over sensitive application resources. 
Sensitive application data is encrypted, where 
appropriate. Review implementation of encryption 

of sensitive application data, where 
appropriate. 
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AS-2.8 An effective access audit and 
monitoring program is in place, 
documented, and approved. 

AS-2.8.1 Policies and procedures are 
established to reasonably assure that 
application security audit and monitoring is 
effective 

Inspect documented policies and 
procedures for application security 
administration for each application in 
scope 

Determine whether the monitoring 
program has built-in procedures to 
identify inappropriate user 
assignments. 

Through inquiry and inspection, 
determine whether monitoring 
procedures are performed on a 
regular basis.  

Determine whether the exceptions are 
handled appropriately and in a timely 
manner. 

AS- 2.9 Application security violations are AS-2.9.1 Logging and other parameters are Observe and inspect application 
identified in a timely manner.  appropriately set up to notify of security logging and other parameters that 

violations as they occur. identify security violations and 
exceptions. (For example, parameter 
set up indicates whether or not users 
can logon to an application more than 
once) 

AS-2.10 Exceptions and violations are AS-2.10.1 Reportable exceptions and violations 
properly analyzed and appropriate actions are identified and logged. 
taken. 

Exception reports are generated and reviewed 
by security administration.  

If an exception occurs, specific action is taken 
based upon the nature of exception.  

Observe and inspect management’s 
monitoring of security violations, such 
as unauthorized user access. 

Inspect reports that identify security 
violations. Through inquiry and 
inspection, note management’s action 
taken. 

Inspect reports of authorized 
segregation of duty conflicts sensitive 
process access; Assess business 
level authorization and monitoring, if 
applicable 

AS-2.11 Physical security controls over AS-2.11.1 Physical controls are integrated with Review the appropriateness of the 
application resources are adequate entitywide and system-level controls. entity’s identification of application 

resources sensitive to physical 
Application resources sensitive to physical access. 
access are identified and appropriate physical 
security is placed over them. Assess the adequacy of physical 

security over sensitive application 
resources. 

Source: GAO. 
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Critical Element AS-3. Implement effective application configuration management 

Entities need to proactively manage changes to system 
environments, application functionality and business processes to 
reasonably assure financial data and process integrity. To do this, 
entities should restrict and monitor access to program modifications 
and changes to configurable objects in the production environment. 
Configuration Management (CM) discusses changes to baseline 
configuration of applications, using the concepts of identification, 
control, status reporting and auditing of configuration. Most 
application configuration changes are managed using a staging 
process. The staging process allows the entity to develop and unit 
test changes to an application within the development environment, 
transport the changes into a Quality Assurance environment for 
further system and user acceptance testing and, when the tests have 
been completed and the changes are approved, transport the 
changes into the production environment. Also, see Section CM for 
general controls related to configuration management. 

Control over business process applications modifications and 
configurable objects is an extension of Configuration Management 
controls in Chapter 3 that addresses an organization’s change 
management process and should be coordinated with audit 
procedures applied to that general control category. This chapter 
includes changes to application functionality that do not go through 
the staging process, but take place directly in the production 
environment of the application as changes become necessary 
throughout the normal course of business. 

Managing change for business process applications that are 
accessible from the internet needs to be performed in a manner 
consistent with risk. Specific policies and procedures for application 
change controls when inbound or outbound internet access is 
involved should be established. 

Effective application configuration management, consistent with 
Section 3.3 Configuration Management (CM), includes the following 
steps: 

1. Develop and document CM policies, plans, and procedures. 
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2. Maintain current configuration identification information. 

3. Properly authorize, test, approve, and track all configuration 
changes, including 

• Documented system development life cycle methodology 
(SDLC); 

• Adequate authorization of change requests that are 
documented and maintained; 

• Appropriate authorization for the user to change the 
configuration; 

• Adequate control of program changes through testing to final 
approval; 

• Adequate control of software libraries; and 

• Appropriate segregation of duties over the user’s access to 
reasonably assure that critical program function integrity is 
not affected; 

4. Routinely monitor the configuration. 

5. Update systems in a timely manner to protect against known 
vulnerabilities. 

6. Appropriately document, test, and approve emergency changes to 
the configuration. 

In addition, NIST SP 800-100 provides guidance in assessing related 
configuration management programmatic areas of capital planning 
and investment control, and security services and product 
acquisition. This publication discusses practices designed to help 
security management identify funding needs to secure systems and 
provide strategies for obtaining the necessary funding. Also, it 
provides guidance to entities in applying risk management 
principles to assist in the identification and mitigation of risks 
associated with security services acquisitions. 
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Control Techniques and suggested audit procedures for AS-3 

Table 41. Control Techniques and suggested audit procedures for AS-3. Implement Effective Application Configuration 
Management 

Control activities Control techniques Audit procedures 

AS-3.1 Policies and procedures 
are designed to reasonably 
assure that changes to 
application functionality in 
production are authorized and 
appropriate, and unauthorized 
changes are detected and 
reported promptly. 

AS-3.1.1 Appropriate policies and procedures are 
established for application configuration management. 

Inspect documented policies and 
procedures related to application 
change control procedures. 

Through inquiry and inspection, identify 
key transactions that provide user 
access to change application 
functionality.  

Inspect transaction reports of changes 
made to the application. From a 
selection of changes, inspect 
documentation of the changes made, 
including the validity, reasons, 
authorization, and the user authority. 
Note the handling of exceptions. 

AS-3.2 Current configuration 
information is maintained. 
AS-3.3 A system development 
life cycle methodology has been 
implemented. 

AS-3.2.1 The entity maintains information on the current 
configuration of the application. 
AS-3.3.1 A SDLC methodology has been developed that  
• provides a structured approach consistent with 

generally accepted concepts and practices, including 
active user involvement throughout the process, 

• is sufficiently documented to provide guidance to staff 
with varying levels of skill and experience, 

• provides a means of controlling changes in 
requirements that occur over the system life, and 

• includes documentation requirements. 

Review the entity’s configuration 
management information. 
Review SDLC methodology. 

Review system documentation to verify 
that SDLC methodology was followed. 

AS-3.4 Authorizations for 
changes are documented and 
maintained. 

AS-3.4.1 change request forms are used to document 
requests and related projects. 

AS-3.4.2 Change requests must be approved by both 
system users and IT staff. 

Identify recent software modification 
and determine whether change request 
forms were used. 

Examine a selection of software 
change request forms for approval. 

AS-3.5 Changes are controlled 
as programs progress through 
testing to final approval. 

AS-3.5.1 Test plan standards have been developed for all 
levels of testing that define responsibilities for each party 
(e.g., users, system analysis, programmers, auditors, 
quality assurance, library control). 

Perform the following procedures to 
determine whether control techniques 
AS-3.5.1 through AS-3.5.9 are 
achieved.  

Review test plan standards. 

Examine a selection of recent software 
changes  and 

• review specifications; 
• trace changes from code to design 

specifications; 
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Control activities Control techniques Audit procedures 

AS-3.5.2 Detailed system specifications are prepared by • review test plans; 
the programmer and reviewed by a programming • compare test documentation with 
supervisor. related test plans; 
AS-3.5.3 Software changes are documented so that hey • analyze test failures to determine if 
can be traced from authorization to the final approved they indicate ineffective software 
code. testing; 

• review test transactions and data; AS-3.5.4 Test plans are documented and approved that 
define responsibilities for each party involved. • review test results; 

• verify user acceptance; and AS-3.5.5 Unit, integration, and system testing are 
• review updated documentation. performed and approved 

• in accordance with the test plan and 
Determine whether operational • applying a sufficient range of valid and invalid 
systems experience a high number of conditions. 
abends and if so, whether they indicate AS-3.5.6 A comprehensive set of test transactions and inadequate testing prior to data is developed that represents the various activities implementation. and conditions that will be encountered in processing. 

AS-3.5.7 Test results are reviewed and documented. 
AS-3.5.8 Program changes are moved into production 
only upon documented approval from users and system 
development management. 

 AS-3.5.9 Documentation is updated when a new or 
modified system is implemented. 

AS-3.6 Access to program 
libraries is restricted. 

AS-3.6.1 Separate libraries are maintained for program 
development and maintenance, testing, and production 
programs. 

Examine libraries to determine whether 
separate libraries are used for 
development and maintenance, testing, 
and production. 

AS-3.6.2 Source code is maintained in a separate library. Verify source code exists for a 
selection of production code modules 
by (1) comparing compile dates, (2) 
recompiling the source modules, and 
(3) comparing the resulting module size 
to production load module size. 

AS-3.6.3 Access to all programs, including production 
code, source code, and extra program copies are 
protected by access control software and operating 
system features. 

For critical software production 
programs, determine whether access 
control software rules are clearly 
defined. 

Test access to program libraries by 
examining security system parameters. 
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Control activities Control techniques Audit procedures 

AS-3.7 Movement of programs AS-3.7.1 A group independent of the user and 
and data among libraries is programmers control movement of programs and data 
controlled. among libraries. 

Before and after images of program code are maintained 
and compared to ensure that only approved changes are 
made. 

Review pertinent policies and 
procedures. 

For a selection of program changes, 
examine related documentation to 
verify that 

• procedures for authorizing 
movement among libraries were 
followed, and 

• before and after images were 
compared. 

AS-3.8 Access to application AS-3.8.1 User accounts are assigned to a role in the 
activities/ transactions is application. Roles are designed and approved by 
controlled via user roles (access management to provide appropriate access and prevent 
privileges). an unauthorized user from executing critical transactions 

in production that change application functionality. 

AS-3.9 Access to all application AS-3.9.1 Changes to application programs, codes and 
programs/codes and tables are tables are either restricted or denied in the production 
controlled. environment. All changes are made using the approved 

change control process. User access to the application 
programs, codes, and tables is provided only for 
emergency user IDs. 

Inspect system reports and identify 
users who have access to configuration 
transactions. 

For a selection of users identified 
above, inspect user authorization forms 
to determine whether the user's access 
was authorized. 
Through inquiry and inspection, identify 
key programs and tables for the 
application.  

Inspect system reports of users with 
access to the key programs, codes and 
tables. Select users that have access 
to the identified programs and tables. 
Inspect documentation supporting how 
the access was provided. Note 
exceptions.  
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AS-3.10 Access to AS-3.10.1 Security design includes consideration for 
administration (system) sensitive administration (system) transactions and 
transactions that provide access restricted user access to these transactions. 
to table maintenance and 
program execution is limited to 
key users. 

Inspect policies and procedures 
regarding restricted access to system 
administration transactions. 

Through inquiry and inspection, identify 
the system administration transactions. 

Inspect system reports of user access 
to these transactions. 

Select users with administration access 
and inspect documentation to 
determine whether access was 
authorized. 

Select system administration 
transactions executed by the system 
users and inspect resulting changes to 
the system elements, such as the 
program code or table. 

Inspect critical or privileged IDs (e.g., 
fire call ID) to determine if activity is 
logged. 

AS-3.11 Access and changes to 
programs and data are 
monitored. 

AS-3.11.1 Procedures are established to reasonably 
assure that key program and table changes are monitored 
by a responsible individual who does not have the change 
authority. The procedures provide the details of 
reports/logs to run, specific valuation criteria and 
frequency of the assessment. 

Inspect documented procedures 
related to monitoring change control. 

Select reports or logs that are 
reviewed, and inspect to note evidence 
of monitoring compliance. 

AS-3.12 Changes are assessed AS-3.12.1 Periodic assessment of compliance with Inspect evidence of documented 
periodically. change management process, and changes to assessments performed. 

configurable objects and programs.  
Determine who performed the 
assessment and note the exception 
handling procedures. 

AS-3.13 Applications are AS-3.13.1 The entity follows an effective process to Determine whether vendor supplied 
updated on a timely manner to identify vulnerabilities in applications and update them. updates have been implemented. 
protect against known 
vulnerabilities. Assess management’s process for 

identifying vulnerabilities and updating 
applications. 

AS-3.14 Emergency application AS-3.14.1 The entity follows an effective process to Inspect evidence of proper 
changes are properly properly document, test, and approve emergency documentation, testing, and approval of 
documented, tested, and changes. emergency changes. 
approved. 

Source: GAO. 
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Critical Element AS-4. Segregate user access to conflicting transactions and activities 
and monitor segregation  

Effective segregation of duties is designed to prevent the possibility 
that a single person could be responsible for diverse and critical 
functions in such a way that errors or misappropriations could 
occur and not be detected in a timely manner, in the normal course 
of business processes. Although segregation of duties alone will not 
adequately assure that only authorized activities occur, inadequate 
segregation of duties increases the risk that erroneous or fraudulent 
transactions could be processed, improper program changes 
implemented, and computer resources damaged or destroyed. As 
discussed in AS-1, the security plan should address the organization-
wide policy on segregation of duties (segregation of duty) and 
management should organize the user departments to achieve 
adequate segregation of duties. As part of this process, most 
organizations adopt segregation of duties control matrices as a 
guideline of the job responsibilities that should not be combined. It 
is important for the auditor to assess the relationship among various 
job functions, responsibilities and authorities in assessing adequate 
segregation of duties. The auditor starts this assessment with the 
review of the control matrices defined by management. Several 
automated tools are available to dynamically manage segregation of 
duty conflicts within an application. Appropriate business rules are 
critical to the effective implementation of these tools.  

Entity management should consider the organization structure and 
roles in determining the appropriate controls for the relevant 
environment. For example, an organization may not have all the 
positions described in the segregation of duties matrix, or one 
person may be responsible for more than one of the roles described. 
Based on the organizational resource limitation and risk 
management, certain levels of segregation of duty conflicts may be 
allowed by management for a select role or users. If so, management 
should have appropriate compensating controls in place to mitigate 
the risks of allowing the conflicts. 

Appropriate segregation of duties often presents difficulties in 
smaller organizations. Even entities or locations that have only a 
few employees, however, can usually divide their responsibilities to 
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achieve the necessary checks and balances. More often than not, the 
auditor will encounter situations where a few to substantial number 
of users may have access to activities with segregation of duty 
conflicts. Management generally mitigates the risks of allowing the 
segregation of duty conflicts by adding compensatory controls, such 
as approval of transactions before they are entered in the 
application or review of the posted transactions or reports as direct 
oversight and close monitoring of the incompatible activities. 
Typically, a combination of access and monitoring controls is 
necessary for design and operational effectiveness. 

Compensating controls are internal controls that are intended to 
reduce the risk of an existing or potential control weakness when 
duties cannot be appropriately segregated. Compensating controls 
for segregation of duties conflicts generally include additional 
monitoring and supervision of the activities performed by the 
individual possessing conflicting responsibilities, and may include 
an additional level of required approval. The segregation of duty 
conflicts are mitigated to reduce or eliminate business risks through 
the identification of compensating controls. 

Effective segregation of duties, consistent with Section 3.4, 
Segregation of Duties (SD), includes the following steps:  

• Segregate user access to conflicting transactions and activities 

• Monitor user access to conflicting transactions and activities 
through formal operating procedures, supervision, and review 

Page 386  4.1. Application Level General Controls (AS)  



Control Techniques and Suggested Audit Procedures For Critical Element AS-4 

Table 42. Control Techniques and Suggested Audit Procedures For Critical Element AS-4.- Segregate user access to 
conflicting transactions and activities and monitor segregation 

Control activities Control techniques Audit procedures 

AS-4.1 Incompatible activities AS-4.1.1 Owners have identified incompatible activities Through inquiry of management and 
and transactions are identified and transactions, and documented them on a segregation inspection of policies and procedures, 

of duty matrix. understand how management identifies 
incompatible activities and 
transactions.  

AS-4.1.2 Owners have appropriately considered risk 
acceptance when allowing segregation of duty conflicts in 
user roles. 

Inspect list of segregation of duty 
conflicts to determine whether 
management has identified the 
segregation of duty conflicts 
appropriate for the business process 
and considered risk acceptance when 
allowing the conflicts. 

AS-4.2 Application controls 
prevent users from performing 
incompatible duties.  

AS-4.2.1 Users are prevented by the application from 
executing incompatible transactions, as authorized by the 
business owners. 

Through inquiry, observations, and 
inspection, determine how the 
application segregates users from 
performing incompatible duties. 

Obtain and inspect a listing of users 
with access to the application. For a 
selection of users (can use same 
selection as in AS-2.4.1, AS-2.4.3 & 
AS-2.6.3), inspect documentation to 
determine whether access to menus/ 
screens corresponds with the user's 
defined duties. Evaluate whether their 
duties and access is appropriate to 
prevent employees from performing 
incompatible duties.  

Specifically, perform the following 
steps: 
• Obtain a system-generated user 

listing for the application (and other 
applications, if applicable); 

• For a selection of users, inspect 
their access profiles to determine 
whether access is appropriate 
(e.g., users have update access); 
and 

• For the selection of users, inspect 
their access profiles to determine if 
any of the users have access to 
menus with conflicting duties. 
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Control activities Control techniques Audit procedures 

AS-4.3.3 There is effective AS-4.3.1 The profiles for security administrators do not 
segregation of duties between have privileges to input and/or approve transactions. 
the security administration 
function of the application and 
the user functions. 

Based on the inspection of user 
profiles, determine if:  

• individuals with security 
administration functions have 
access to input, process, or 
approve transactions;  

• security administrators have 
access to more than application 
security administration functions; 
and 

• security administrators are 
prevented from accessing 
production data.  

AS-4.4 User access to AS-4.4.1 Owners authorize users to have access to 
transactions or activities that transactions or activities that cause segregation of duty 
have segregation of duties conflicts only when supported by a business need.  
conflicts is appropriately 
controlled.  

Inspect user administration policy to 
determine whether owner approval is 
required to access transactions or 
activities in their area of responsibility. 

Obtain and inspect a system report of 
users with conflicting responsibilities 
within the application. From a selection 
of user access request forms 
(electronic documents/workflow, if 
applicable) verify that the owners have 
approved user access to appropriate 
transactions or activities. 

AS-4.4.2 Security Administrators review application user 
access authorizations for segregation of duties conflicts 
and discuss any questionable authorizations with owners. 

Interview security administrators and 
observe and inspect relevant 
procedures and documentation. If the 
security administrator's review is 
documented on the request form, 
inspect a selection of forms to note 
evidence of the security administrator's 
review. 

AS-4.4.3 Owners periodically review access to identify 
unauthorized segregation of duties conflicts and 
determine whether any authorized segregation of duties 
conflicts remain appropriate.  

Interview owners and inspect 
documentation; determine whether 
appropriate procedures are in place to 
identify and remove or modify access, 
as needed. 

AS-4.5 Effective monitoring 
controls are in place to mitigate 
segregation of duty risks 

AS-4.5.1 Process Owner has identified the segregation of 
duty conflicts that can exist, and the roles and users with 
conflicts. 

Inspect documentation of roles and 
users with conflicts. 
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Control activities Control techniques Audit procedures 

AS-4.5.2 Documented monitoring controls are in place 
that specifically address the conflict that the control 
mitigates. 

Identify segregation of duty conflicts 
(including those that were intentionally 
established by the entity) and review 
documentation to determine whether: 
• monitoring controls adequately 

mitigate the risks created by the 
segregation of duty conflict; and 

• monitoring controls are effective. 
This can be achieved by inspecting 
the evidence collected by 
management. 

AS-4.5.3 Management has documented evidence of Review evidence of monitoring of 
monitoring of control effectiveness. control effectiveness. 

Source: GAO. 

Critical Element AS-5. Implement effective application contingency planning  

Chapter 3 addresses Contingency Planning at an entitywide and 
system level and is focused on the total information resources of an 
entity. Audit steps for the following section should be performed in 
conjunction with Chapter 3, which provides a more in-depth 
discussion of contingency planning issues. FISMA requires that each 
federal agency implement an information security program that 
includes “plans and procedures to ensure continuity of operations 
for information systems that support the operation and assets of the 
agency.” Effective application contingency planning, consistent with 
Section 3.5, Contingency Planning (CP), 

• Assess the criticality and sensitivity of computerized operations 
and identify supporting resources 

• Take steps to prevent and minimize potential damage and 
interruption  

• Develop and document a comprehensive contingency plan 

• Periodically test the contingency plan and adjust it as 
appropriate 

Page 389  4.1. Application Level General Controls (AS)  



OMB Circular A-130, Appendix III, requires contingency plans for 
major applications, and NIST provides relevant guidance in Special 
Publication 800-34, Contingency Planning Guide for Information 

Technology Systems.110 

Assess the criticality and sensitivity of the application 
A key step in the contingency planning process is to conduct a 
Business Impact Analysis (BIA) for the application under focus.111 The 
NIST contingency planning guide presents a three-step BIA process, 
which is discussed in Chapter 3 at the entitywide level. Following this 
process, staff conducting the BIA should, first, determine the critical 
functions performed by the application and then identify the specific IT 
resources required to perform the functions. Invariably, critical IT 
resources, in part, can include hardware and network components and 
telecommunication connections, as well as key application data and 
programs which should be backed up regularly. Second, staff should 
identify disruption impacts and allowable outage times for the 
application. And, third, staff should develop recovery priorities that 
will help determine recovery strategies. The NIST guide provides a 
range of recovery strategy considerations, including alternate sites of 
varying operational readiness, reciprocal agreements with other 
organizations, and service level agreements with equipment vendors.  

Take steps to prevent and minimize potential damage and interruption. 
The entity should implement policies and procedures to prevent or 
minimize potential damage and interruption to critical systems, 
including appropriate backup of application programs and data. 
Such policies and procedures should be incorporated into the 
entity’s entitywide contingency planning efforts. 

110In addition, this Circular requires and the NIST guide recommends a plan for general 
support systems. 

111NIST defines Business Impact Analysis (BIA) as follows: An analysis of an 
information technology (IT) system’s requirements, processes, and interdependencies used 
to characterize system contingency requirements and priorities in the event of a significant 
disruption. 
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Develop and document an application contingency plan.  
A key step following the BIA is to develop the application 
contingency plan (which NIST refers to as an IT contingency plan) 
and incorporate it into related plans. The NIST guide provides a 
discussion of various related types of plans, but recognizes that 
universally accepted definitions are not available, and the scope and 
purpose of a plan at an organization may vary from the definition 
provided in the NIST guide. The application contingency plan is 
focused on one application and may address recovery procedures at 
an alternative site. However, it probably will not address the 
recovery of a major processing facility supporting multiple 
applications, nor the continuity or recovery of business functions 
relying on multiple applications. Therefore, an entity’s Disaster 
Recovery Plan for a major processing facility may cover multiple 
applications and establish recovery priorities by application. 
Likewise, an entity’s business functions involving multiple 
applications may have Business Continuity and Recovery Plans that 
incorporate multiple contingency plans for applications. It is 
important that an application contingency plan be incorporated into 
broader-scoped, related plans so that the application receives 
proper priority among multiple applications. The application 
contingency plan should also include time-based implementation 
procedures so that recovery activities are performed in a logical 
sequence and reflect the application’s allowable outage times to 
avoid significant impacts. Contingency plans should include 
consideration of alternate work sites. 

No application contingency plan could be activated without the 
availability of key data and programs. Therefore, application data 
should be backed up regularly and current programs should be 
copied and available for use. Both should be safeguarded, stored 
offsite, and be retrievable when recovery actions are implemented. 
The NIST guide provides a discussion of backup methods and 
considerations. 

The entity should prevent and minimize potential damage and 
interruption. Chapter 3 includes a discussion of steps as the entitywide 
and system levels. In addition, for applications, the entity should 
maintain appropriate backup of applications and application data. Also, 
it is important that restarts process data completely and accurately. 
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Further, when an application contingency plan has been activated, 
responsible contingency personnel should reasonably assure that 
effective controls will restrict and monitor user access to application 
data and programs during the contingency operation. If adequate 
preparations have not been made or proper procedures are not 
followed, the contingency plan activation could result in an operational 
application with vulnerabilities that might allow unauthorized access to 
data and programs. As examples, access control software may not be 
started or allow default passwords, outdated software lacking up to date 
patches and containing known weaknesses may be activated, and 
logging of auditable events may not occur. 

The control environment for the contingency operation should be 
similar to the normal operation. In particular, access controls as 
specified in the previous section AS-2 should be operating. That is, 
contingency operations should provide for effective user 
identification and authentication, proper authorization to perform 
sensitive transactions, and a continuing audit and monitoring 
capability. 

Periodically test the contingency plan and adjust it as appropriate. 
Testing the application contingency plan is essential to ensure it will 
function as intended when activated for an emergency. Testing can 
reveal important weaknesses. Testing the contingency plan and 
making adjustments as needed helps ensure the application will 
work when the contingency plan is implemented for an actual 
emergency. The NIST contingency planning guide recommends the 
following areas to be addressed in a contingency test: 

• System recovery on an alternate platform from backup media  

• Coordination among recovery teams 

• Internal and external connectivity  

• System performance using alternate equipment 

• Restoration of normal operations  

• Notification procedures 
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NIST’s Handbook on Computer Security112 discusses various degrees 
of contingency plan tests that could range from 1) a simple accuracy 
review to determine that key personnel contacts are still employed 
by the entity to 2) disaster simulations. On disaster simulations, this 
Handbook states the following: “These tests provide valuable 
information about flaws in the contingency plan and provide 
practice for a real emergency. While they can be expensive, these 
tests can also provide critical information that can be used to ensure 
the continuity of important functions. In general, the more critical 
the functions and the resources addressed in the contingency plan, 
the more cost-beneficial it is to perform a disaster simulation.” 

The NIST contingency planning guide states that test results and 
lessons learned should be documented and reviewed. The guide 
further states that, to be effective, the plan should be maintained in 
a ready state that accurately reflects the system, requirements, 
procedures, organizational structure, and policies and, therefore, the 
plan should be reviewed and updated regularly, at least annually or 
whenever significant changes occur. 

112 Special Publication 800-12, An Introduction to Computer Security: The NIST Handbook 
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Control Techniques And Suggested Audit Procedures For Critical Element AS-5 

Table 43. Control Techniques And Suggested Audit Procedures For Critical Element AS-5. Implement effective application 
contingency planning 

Control activities Control techniques Audit procedures 

AS-5.1 Assess the criticality and AS-5.1.1 Determine the critical functions performed by Perform the following procedures for  
sensitivity of the application the application and identify the IT resources, including AS-5.1.1 to AS-5.1.3. 
through a Business Impact key data and programs, required to perform them. 
Analysis (BIA) or equivalent. Review the policies and methodology, 

and the BIA (if conducted) used to 
AS-5.1.2 Identify the disruption impacts and allowable determine the application’s critical 
outage times for the application. functions and supporting IT resources, 

AS-5.1.3 Develop recovery priorities that will help 
determine recovery strategies. 

the outage impacts and allowable outage 
times, and the recovery priorities. 

Interview program, information 
technology, and security administration 
officials. Determine their input and 
assessment of the reasonableness of the 
results. 

AS-5.2 Take steps to prevent 
and minimize potential damage 
and interruption. 

AS-5.2.1 Backup files of key application data are 
created on a prescribed basis. 

Review written policies and procedures 
for backing up and storing application 
data and programs. 

AS-5.2.2 Current application programs are copied and 
available for use 

Examine the backup storage site. 

AS-5.2.3 Backup files of application data and programs 
are securely stored offsite and retrievable for 
contingency plan implementation 

Interview program and information 
technology officials and determine their 
assessment of the adequacy of backup 
policy and procedures. 

AS-5.3 Develop and document 
an application Contingency Plan  

AS-5.3.1 Develop a time-based application Contingency 
Plan. 

Review the application contingency plan 
and broader scoped related plans. 

AS-5.3.2 Incorporate the application Contingency Plan 
into related plans, such as the Disaster Recovery, 
Business Continuity, and Business Resumption Plans. 

Determine whether the broader-scoped 
plans have incorporated the application 
contingency plan. 

Compare the plan with guidance 
provided in NIST SP 800-34. 

Interview program, information 
technology, and security administration 
officials and determine their input and 
assessment of the reasonableness of the 
plan. 
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Control activities Control techniques Audit procedures 

AS-5.3.3 Contingency operations provide for an 
effective control environment by restricting and 
monitoring user access to application data and 
programs, including. 

• Users are identified and authenticated. 
• Users are properly authorized before being 

able to perform sensitive transactions. 
• Audit and monitoring capabilities are 

operating. 

Interview program, information 
technology, and security administration 
officials. Determine their assessment for 
providing an effective control 
environment during contingency 
operations. 

Review the contingency plan and any 
test results for control related issues. 

AS-5.4 Periodically test the AS-5.4.1 The application contingency plan is periodically Review policies on testing. Determine 
application contingency plan and tested and test conditions include disaster simulations. when and how often contingency plans 
adjust it as appropriate. are tested. 

AS-5.4.2 The following areas are included in the 
contingency test:  

• System recovery on an alternate platform from 
backup media  

• Coordination among recovery teams  
• Internal and external connectivity  
• System performance using alternate equipment 
• Restoration of normal operations  
• Notification procedures  

Determine if technology is appropriately 
considered in periodic tests of the 
contingency plan and resultant 
adjustments to the plan. 

Review test results. 

Observe a disaster recovery test. 

Source: GAO. 

AS-5.4.3 Test results are documented and a report, Review the final test report. 
such as a lessons-learned report, is developed and 
provided to senior management. Interview senior management to 

determine whether they are aware of the 
test results. 

AS-5.4.4 The contingency plan and related agreements Review any documentation supporting 
and preparations are adjusted to correct any contingency plan adjustments. 
deficiencies identified during testing. 
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4.2. Business Process Controls (BP) 
Business Process controls are the automated and/or manual 
controls applied to business transaction flows and relate to the 
completeness, accuracy, validity and confidentiality of transactions 
and data during application processing. They typically cover the 
structure, policies, and procedures that operate at a detailed 
business process (cycle or transaction) level and operate over 
individual transactions or activities across business processes. 
Specific types of business process controls are: 

• Transaction Data Input relates to controls over data that enter 
the application (e.g., data validation and edit checks). 

• Transaction Data Processing relates to controls over data 
integrity within the application (e.g., review of transaction 
processing logs). 

• Transaction Data Output relates to controls over data output 
and distribution (e.g., output reconciliation and review). 

• Master Data Setup and Maintenance relates to controls over 
master data, the key information that is relatively constant and 
shared between multiple functions or applications (e.g., vendor 
file). 

The particular control techniques employed by an entity will depend 
on the context of the business process and its associated risks and 
objectives. Business process controls may be manual or automated. 
Automated controls are system-based, and may be used to control 
such things as the correctness or accuracy of data, such as edits and 
validations. Manual controls are procedures that require human 
intervention, such as the approval of a transaction, and are typically 
used to assure the reasonableness or propriety of transactions. 
Automated and manual controls can be preventive or detective. 
Automated controls can keep invalid data from being processed, 
and they can report transactions that fail to meet reasonableness 
criteria. Manual controls performed prior to input can identify 
problems before data is processed, while monitoring controls 
performed after processing can identify errors. 
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In many entities, the core business processes span across multiple 
applications. Some of the applications are themselves complex, 
integrated systems. Ideally, applications are interfaced seamlessly 
for the information to flow across these applications to complete a 
business process. Furthermore, functional areas may expand 
outside of the organization to include external “partners” as part of a 
larger vendor/contract management or personnel management, 
wherein partner applications are often interfaced with entity 
systems. This expansion of the environment to include external 
systems adds to the risks or challenges faced by the organization. If 
not properly controlled, these interfaces with external “partners” 
can affect the confidentiality, integrity, and availability of 
information and information systems. Business process controls are 
not limited to financial systems. For example, these controls are 
essential to ensuring the completeness, accuracy, validity and 
confidentiality of non-financial data such as patient health 
information. 

At a high level, execution of a business process involves data input, 
processing and data output. However, the characteristics of data 
types (master or standing data and transaction data), and the 
complexity of the interfaced systems and the underlying data 
management systems, require the auditor to consider these in 
evaluating the completeness, accuracy, validity and confidentiality 
of data. 

Master Data vs. Transaction Data  

Every business process employs master data, or referential data 
that provides the basis for ongoing business activities, e.g., 
customers, vendors, and employees. The data that are generated as 
a result of these activities are called transaction data, and 
represent the result of the activity in the form of documents or 
postings, such as purchase orders and obligations. 

Examples of master data are: 

• Organizational structure 
• G/L Account Structure 

Page 397  4.2. Business Process Controls (BP) 



• Vendor Master 
• Employee Master 

Financially focused master data generally has the following 
characteristics: 

• Relatively stable over time; even if the data records change, 
the overall volume of growth is limited. Example: chart of 
accounts, fixed assets, and vendors. 

• Occur only once per object in the application. Example: 
assets are used by almost every organizational unit, but there 
is only one master record per asset. 

• Everything else depends on them, e.g. inventory balances 
cannot be loaded without the organizational structure, G/L 
accounts, and material master being loaded. Therefore, 
master data should be loaded prior to processing business 
transactions. 

Business Process Application Control Objectives 

As discussed in the introduction to this chapter, the overall 
objectives of business process application level controls are to 
reasonably assure completeness, accuracy, validity, confidentiality, 
and availability113 of transactions and data during application 
processing. The completeness, accuracy, and validity controls relate 
to the overall integrity objective. In particular, each specific 
business process control technique is designed to achieve one or 
more of these objectives. The effectiveness of business process 
controls depends on whether all of these overall objectives are 

113Availability controls are principally addressed in application security controls (especially 
contingency planning) and therefore, are not included as specific business process 
application control objectives in the business process controls (BP), interface controls 
(IN), and data management system controls (DA) categories.  The completeness, accuracy, 
and validity controls relate to the overall integrity objective. The availability objective is 
addressed as part of application level general controls in AS-5.  
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achieved by the application level controls. Each objective is 
described in more detail below. 

Completeness (C) controls should provide reasonable assurance  
that all transactions that occurred are input into the system, 
accepted for processing, processed once and only once by the 
system, and properly included in output. Completeness controls 
include the following key elements: 

• transactions are completely input, 

• valid transactions are accepted by the system, 

• duplicate postings are rejected by the system, 

• rejected transactions are identified, corrected and re-processed; 
and 

• all transactions accepted by the system are processed 
completely. 

The most common completeness controls in applications are batch 
totals, sequence checking, matching, duplicate checking, 
reconciliations, control totals and exception reporting. 

Accuracy (A) controls should provide reasonable assurance that 
transactions are properly recorded, with the correct amount/data, 
and on a timely basis (in the proper period); key data elements input 
for transactions are accurate; and data elements are processed 
accurately by applications that produce reliable results; and output 
is accurate. 

Accuracy control techniques include programmed edit checks (e.g., 
validations, reasonableness checks, dependency checks, existence 
checks, format checks, mathematical accuracy, range checks, etc.), 
batch totals and check digit verification. 

Validity (V) controls should provide reasonable assurance (1)that 
all recorded transactions actually occurred (are real), relate to the 
organization, and were properly approved in accordance with 
management’s authorization; and (2) that output contains only valid 
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data. A transaction is valid when it has been authorized (for 
example, buying from a particular supplier) and when the master 
data relating to that transaction is reliable (for example, the name, 
bank account and other details on that supplier). Validity includes 
the concept of authenticity. Examples of validity controls are one-
for-one checking and matching. 

Confidentiality (CF) controls should provide reasonable assurance 
that application data and reports and other output are protected 
against unauthorized access. Examples of confidentiality controls 
include restricted physical and logical access to sensitive business 
process applications, data files, transactions, and output, and 
adequate segregation of duties. Confidentiality also includes 
restricted access to data reporting/extraction tools as well as copies 
or extractions of data files. 

User Satisfaction Inquiry 

Auditors may find it useful to query key system users on their 
satisfaction with business process information (transaction output). 
Users of business process information can help the auditor identify 
errors in processing or other major problem areas. The auditor 
should identify and interview enough principal users to develop a 
general idea of how they use the data and what their opinions are 
concerning its accuracy, timeliness, and completeness. Questions 
that may be used to collect information from the user include the 
following. 

• For what purpose do you use the transaction output? 

� initiate transaction, 

� authorize changes to the system, 

� maintain information controls, or 

� other? 

• Can the transaction output be used without correction? 
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• Is the information accurate and reliable, available when 
needed, current and up-to-date? 

• Do you maintain manual records to supplement the 
transaction output? 

• Do you check the information for quality (accuracy 
completeness, and validity) when you receive it? 

• Is the transaction output ever rerun by the data center? 

• Are you authorized to make changes to the information and if 
so, can you override validation and edit checks incorporated 
into the business process application? 

When assessing user satisfaction, it is important to obtain evidence 
of incomplete or inaccurate data identified by a user. The auditor 
should determine 

• the nature of the problem – amounts overstated or 
understated, incorrect totals, incomplete data fields, and 
negative balances which should be positive; 

• how frequently errors are observed – isolated instances or 
recurring problems; 

• whether the user can help explain why errors are made – 
since errors affect users the most, they may have conducted 
studies to show the cause and magnitude of errors; and 

• whether users maintain manual records for use instead of 
computer reports or output – manually kept records may 
indicate problems with the integrity of the transaction output. 

NIST Guidance  

For federal systems, NIST SP 800-53 includes the following controls 
related to business process controls:  
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SI-9 Information Input Restrictions 
SI-10 Information Accuracy, Completeness, Validity, and  

Authenticity 
SI-11 Error Handling 
SI-12 Information Output Handling and Retention 

This section presents more detailed control objectives that should 
be achieved to reasonably assure that transaction data is complete, 
accurate, valid and confidential. Also, this section is organized to 
address the four principal types of business process controls: input, 
processing, output, and master files. 

Business Process Control Critical Elements  

Business Process Controls have the following four critical elements: 

BP-1 Transaction Data Input is complete, accurate, valid, and 
confidential (Transaction data input controls). 

BP-2 Transaction Data Processing is complete, accurate, valid, and 
confidential (Transaction data processing controls). 

BP-3 Transaction Data Output is complete, accurate, valid, and 
confidential (Transaction data output controls). 

BP-4 Master data setup and maintenance is adequately controlled. 

Critical Element BP-1. Transaction Data Input is complete, accurate, valid, and 
confidential (Transaction Data Input Controls)  

The entity should implement procedures to reasonably assure that 
(1) all data input is done in a controlled manner, (2) data input into 
the application is complete, accurate, and valid, (3) any incorrect 
information is identified, rejected, and corrected for subsequent 
processing, and (4) the confidentiality of data is adequately 
protected. Inadequate input controls can result in incomplete, 
inaccurate, and/or invalid records in the application data or 
unauthorized disclosure of application data. 

Applications can accept input manually (application users enter data), 
or via automated input. In either case data input controls are relevant. 
The automated input may be interfaces that use batch processing or 
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are integrated real-time with internal and external systems. To the 
extent that data input is obtained from other applications, the auditor’s 
assessment of input controls should be coordinated with data interface 
controls discussed in section 4.3 of this chapter. 

For federal systems, NIST SP 800-53 [SI-10] establishes the following 
objectives for input controls: 

• checks for accuracy, completeness, validity, and authenticity 
of information are accomplished as close to the point of 
origin as possible. 

• rules for checking the valid syntax of information system 
inputs (e.g., character set, length, numerical range, 
acceptable values) are in place to verify that inputs match 
specified definitions for format and content. 

• inputs passed to interpreters are prescreened to prevent the 
content from being unintentionally interpreted as commands.  

Also, SI-10 states that the extent to which the information system is 
able to check the accuracy, completeness, validity, and authenticity 
of information is guided by organizational policy and operational 
requirements.  

Data input for processing should have all key fields completed and 
be validated and edited. Error handling procedures should facilitate 
timely resubmission of corrected data, including real-time on-line 
edits and validations. These controls may be configured within the 
system settings, or added on as a customization. Where applicable, 
the auditor may also process a controlled group of live data and test 
for expected results. However, when using live data even in a 
controlled environment, the auditor should use additional 
safeguards to ensure that the data is not compromised (e.g., 
breaches that may impact the accuracy, completeness, and validity 
of the information or loss of confidentiality (privacy issue)). 
Preventive controls generally allow for higher reliance and the most 
efficient testing.  

In addition, controls should be in place to reasonably assure that 
access to data input is adequately controlled. Procedures should be 
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implemented to control access to application input routines and 
physical input media (blank and completed). The assessment of 
such controls should be coordinated with Critical Element AS-2 
Implement effective application access controls. 

For federal systems, NIST SP 800-53 includes three controls relevant 
to transaction data input: 

SI-9 Information Input Restrictions 
SI-10 Information Accuracy, Completeness, Validity, and  

Authenticity 
SI-11 Error Handling 

Data input controls are comprised of the following control activities: 

• Implement an effective transaction data strategy and design 

• Establish input preparation (approval and review) policies and 
procedures 

• Build data validations and edit checks into the application 

• Implement effective auditing and monitoring capability 

Implement an effective transaction data strategy and design 
The entity should have an appropriate data strategy and design (how 
the data are organized into structures to facilitate retrieval while 
minimizing redundancy). The design of transaction data elements is 
a critical factor in helping to assure the quality of data as well as its 
interrelationship with other data elements. Data standards114 should 
be defined and maintained, but may vary depending upon the 
specific requirements of the entity, including regulatory 
requirements, and database- or application-based standards.  

114Data standards are designed to enable systems to easily interoperate and transfer 
information.  Standard definitions for data elements are intended to ensure that users of all 
entity systems define the same data in the same way and have a common understanding of 
their meaning. 
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A clearly defined data strategy minimizes data redundancies 
fundamental to an efficient, effective transaction processing 
function. Poor data quality may lead to a failure of system controls, 
process inefficiencies, and inaccurate management reporting. 
Erroneous or missing elements of critical data in the transaction file 
can produce discrepancies within the process cycle. 

Characteristics of erroneous transaction file data elements include, 
but are not limited to, duplicate transactions recorded or processed, 
and improper coding to departments, business units or accounts. 
They also include unpopulated data fields and data formatting 
inconsistencies, as described for the master file. 

Establish Input Preparation (approval and review) Policies and Procedures  
The entity should have policies and procedures in place to 
reasonably assure that all authorized source documents and input 
files are complete and accurate, properly accounted for, and 
transmitted in a timely manner for input to the computer system. 
Among these, management should establish procedures to 
reasonably assure that all inputs into the application have been 
processed and accounted for; and any missing or unaccounted for 
source documents or input transactions have been identified and 
investigated. Finally, procedures should be established to 
reasonably assure that all source documents (paper or electronic 
form) have been entered and accepted to create a valid transaction. 
Automatic input from other applications should be integrated either 
through an interface (external applications) or configuration (cross-
modular within the same application). Interface controls are 
addressed in section 4.3, below. 

For federal systems, NIST SP 800-53 [SI-9] establishes a control 
objective that the organization restricts the capability to input 
information to the information system to authorized personnel. 
Restrictions on personnel authorized to input information to the 
information system may extend beyond the typical access controls 
employed by the system and include limitations based on specific 
operational/project responsibilities. 
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Build Data Validation and Edits within the Application 
Input data should be validated and edited to provide reasonable 
assurance that erroneous data are prevented or detected before 
processing. In many cases, application owners and programmers 
will build application input edits directly into the application to limit 
the number of errors that are input into the application. Edits are 
used to help assure that data are complete, accurate, valid, and 
recorded in the proper format. Edits can include programming to 
identify and correct invalid field lengths or characters, missing data, 
incorrect data, or erroneous dates. 

The auditor should obtain an understanding of the application input 
edits to assess their adequacy and to determine the edits that will be 
tested. This understanding would include a determination on 
whether edits can be overridden or bypassed and if allowed, 
whether such capability is restricted to supervisory personnel only 
and limited in its use. In addition, entity procedures should provide 
for the automatic logging of all edit overrides/bypasses and include 
subsequent routine analysis of these logs to assess their 
appropriateness and correctness by entity management.  The 
auditor should also determine whether table maintenance 
procedures have been established that include edit and validation 
controls to ensure that only valid changes are made to data tables 
that may be incorporated into business process applications 

Implement Effective Auditing and Monitoring Capability 
As part of the data input process, data entry errors may occur. 
These errors can occur during manual or automated entry of data. 
Management should have procedures to identify and correct any 
errors that occur during the data entry process. Error handling 
procedures during data entry should reasonably assure that errors 
and irregularities are detected, reported, and corrected. 
Management’s audit and monitoring capability should include 
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• user error logs115 to provide timely follow-up and correction of 
unresolved data errors and irregularities, and 

• an established monitoring process to assure the effectiveness of 
error handling procedures. This should include procedures to 
periodically review user error logs to determine the extent to 
which data errors are being made and the status of uncorrected 
data errors. 

For federal systems, NIST SP 800-53 [SI-11] states that the 
information system identifies and handles error conditions in an 
expeditious manner without providing information that could be 
exploited by adversaries. The structure and content of error 
messages are carefully considered by the organization. Error 
messages are revealed only to authorized personnel. Error messages 
generated by the information system provide timely and useful 
information without revealing potentially harmful information that 
could be used by adversaries. Sensitive information (e.g., account 
numbers, social security numbers, and credit card numbers) are not 
listed in error logs or associated administrative messages. The 
extent to which the information system is able to identify and 
handle error conditions is guided by organizational policy and 
operational requirements. 

Control Techniques and Suggested Audit Procedures for Critical Element BP-1 

Table 44. Control Techniques and Suggested Audit Procedures for Critical Element BP-1. Transaction Data Input is complete, 
accurate, valid, and confidential. 

Control 
Control activities Object. Control techniques Audit procedures 

BP-1.1 A transaction data C,A,V, BP-1.1.1 Data management procedures exist that Inquire of management and inspect 
strategy is properly CF include transaction data strategy, data design, data documented policies and procedures 
defined, documented, and definitions, data quality standards, ownership and related to data strategy. Inspect 
appropriate. monitoring procedures. Data strategy should be transaction data strategy. 

unique to each data type.  

115Error logs may be automated or manual. Automated logs generally provide more 
reporting consistency.  
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Control 
Control activities Object. Control techniques Audit procedures 

BP-1.2 Source C,V,CF
documentation and input 
file data collection and 
input preparation and entry 
is effectively controlled. 

 BP-1.2.1 Procedures are established to provide 
reasonable assurance that all inputs into the 
application have been authorized, accepted for 
processing, and accounted for; and any missing or 
unaccounted for source documents or input files have 
been identified and investigated. Such procedures 
may include one or more of the following: 
• batch totals 
• sequence checking 
• reconciliations 
• control totals 

Through inquiry, observations, and 
inspection, obtain an understanding of 
policies and procedures related to 
source document and input file 
collection and preparation, and 
determine whether the procedures are 
documented and properly designed. 

Observe and inspect input preparation 
policies and procedures and relevant 
controls, noting procedures taken when 
exceptions are identified. 

Inspect a selection of reports used by 
management to determine whether the 
necessary inputs are accepted for 
processing, and inquire of review 
procedures used. 

Inquire as to how source documents 
and input files are tracked and 
maintained and inspect relevant 
documentation. 

BP-1.3 Access to data C,A,V, BP-1.3.1 Procedures are implemented to control Review procedures over control of data 
input is adequately CF access to application input routines and physical input input to determine whether they are 
controlled media (blank and completed) adequate. Coordinate this step with AS-

2. 
BP-1.4 Input data are A, V BP-1.4.1 Documented approval procedures exist to Inspect documented procedures for 
approved validate input data before entering the system.  approval of input data. 

Approval procedures are followed for data input.  Inspect a selection of source 
documents and input files and 
determine whether the source data 
were approved for input. 
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Control 
Control activities Object. Control techniques Audit procedures 

BP-1.5 Input data are A,V BP-1.5.1 Appropriate edits are used to reasonably Through inquiry, observations, and 
validated and edited to assure that data are valid and recorded in the proper inspection, understand edits used to 
provide reasonable format, including: reasonably assure that input data is 
assurance that erroneous accurate, valid, and in the proper 
data are detected before 
processing. 

• authorization or approval codes; 
• field format controls; 
• required field controls; 
• limit and reasonableness controls; 

format prior to being accepted by the 
application. The edits and procedures 
should address both manual and 
automated input processes. 

• valid combination of related data field values; 
• range checks 
• mathematical accuracy 
• master file matching 
• duplicate processing controls; and 
• balancing controls. 

Identify the key data input screens. 
Consider such factors as known errors 
and the frequency of use. If available, 
use analytical reports to support 
reasoning for screen selection. For the 
key manual input layouts identified, 
perform the following steps as 
applicable: 
• Observe an authorized data entry 

clerk inputting transactions, noting 
edits and validations for the 
various transaction entries. 

• Observe key transaction fields to 
determine whether they have 
adequate edit/validation controls 
over data input. 

• Obtain screen prints of appropriate 
scenarios and document the result. 

For key automated inputs, observe and 
inspect data validation processes, 
completion controls, and exception 
reports in place. Inquire of 
management regarding procedures 
used to reject and resubmit data for 
processing, and procedures to provide 
reasonable assurance that data is not 
processed multiple times. 
Note: audit procedures apply only to 
the current environment at the time of 
test. Supplemental audit procedures 
would need to be applied at other 
points during the year to obtain 
evidence that the control was operating 
effectively.) 

Page 409  4.2. Business Process Controls (BP) 



Control 
Control activities Object. Control techniques Audit procedures 

BP-1.5.2 Edit and validation overrides are restricted to 
authorized personnel.  

Procedures exist to monitor, in a timely manner, 
overrides applied to transactions, including 
maintenance of override logs. 

Observe and inspect existing 
procedures for reviewer overrides or 
bypassing data validation and error 
routines. If an override log exists, 
observe and inspect to determining 
whether adequate review and follow up 
of overrides is performed. 

Inspect a selection of overrides for 
evidence of proper approval. (Note: use 
of overrides is not by itself indicative of 
inadequate controls. However, the 
auditor needs to examine why the 
overrides are being used and controls 
in place to minimize risks from these 
actions). 

BP-1.5.3 Table maintenance procedures include edit Through inquiry, observations, and 
and validation controls to help assure that only valid inspection, obtain an understanding of 
changes are made to data tables. table maintenance procedures relative 

to data edits and validation. 

Observe an authorized person 
attempting to make invalid changes to 
tables, and confirm edits and 
validations are performed on changes. 

BP-1.6.1 Parameters and tolerances are configured Inspect configuration of parameters and 
and error conditions and messages are defined. tolerance levels defined by the entity to 
(These restrictions can be configured based on limits identify whether the application accepts 
on transaction amounts or based on the nature of the data with warning or rejects the 
transactions)  data, if the conditions are not met. 

If a workflow is used so that documents can be Determine whether management 
released only by personnel with appropriate approval review and follow-up of warnings are 
authority, then these requirements should be adequate. 
appropriately designed in the system.  

Inspect the workflow rules and validate 
Management regularly reviews the restrictions placed that the releasing authority is at an 
on data input and validates that they are accurate and appropriate level. 
appropriate. 

Inspect evidence of management's 
regular review of relevant tolerances 
and parameters, and any correctional 
activities taken. 

BP-1.6 Input values to data A,V 
fields that do not fall within 
the tolerances or 
parameters determined by 
the management result in 
an automated input 
warning or error. 
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Control 
Control activities Object. Control techniques Audit procedures 

BP-1.7 Error handling 
procedures during data 
origination and entry 
reasonably assure that 
errors and irregularities are 
detected, reported, and 
corrected. 

C,A,V BP-1.7.1 Procedures are established to reasonably 
assure that all inputs into the application have been 
accepted for processing and accounted for; and any 
missing or unaccounted for source documents or input 
files have been identified and investigated. The 
procedures specifically require the exceptions to be 
resolved within a specific time period. 

Inspect documented procedures related 
to data entry error handling procedures. 

Inquire of management to determine 
which key management reports are 
used to monitor input errors.  

Select input error reports and inspect to 
note evidence of management review. 
As applicable, inspect subsequent data 
input reports to note where data was 
corrected and resubmitted for 
processing.  

BP-1.8 Errors are C,A,V BP-1.8.1 Data input errors are identified in suspense 
investigated and or error reports and resolved or resubmitted in a timely 
resubmitted for processing manner (within the period specified in the procedures). 
promptly and accurately.  

Inspect a selection of recent suspense 
or error reports (can use selection used 
in BP-1.7.1 provided information 
included will satisfy audit objectives for 
both audit procedures) and note 
whether suspense items are being 
corrected in a timely manner. Inspect 
the open items and note management's 
reasons for not correcting them in a 
timely manner. 

Source: GAO. 

Critical Element BP-2. Transaction Data Processing is complete, accurate, valid, and 
confidential (Transaction Data Processing Controls) 

Transaction data processing controls address the completeness, 
accuracy, validity, and confidentiality of data as the data get 
processed within the application. Data processing controls are 
employed following input, or during batch processing or on-line user 
processing within the application. 

Once the initial data are entered in the system and accepted for 
processing, the processing of the data should be controlled by a 
series of activities within the system. These activities are designed 
by management and are either programmed or configured into the 
application. The processing steps are different for each process 
(purchasing versus invoice processing) and control requirements 
differ to mitigate the risks inherent to the applicable process. An 
effective assessment of data processing controls includes an 
understanding of the process steps and dataflow in a process cycle, 
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the controls imbedded in the application, and the manual controls 
that are common across processes or specific to each process. 

Some applications may allow user-defined processing, whereby the 
user may establish or modify processing. This frequently occurs in 
applications based on spreadsheets and report writer/data 
extraction tools. Entities should establish clear policies and 
procedures concerning user-defined processing. In addition, the 
entity should have adequate controls over the accuracy, 
completeness and validity of information processed in applications 
with user-defined processing. 

Audit trails and security reports should be monitored on a regular 
basis to help assure that transactions are processing as intended. 
The effectiveness of such procedures depends on the level of 
security reporting and problem analysis tools available in the 
application. Controls over the processing of data should preclude or 
detect the erroneous or unauthorized addition, removal, or 
alteration of data during processing.  

Interface controls relate to the integrity of data as they move from 
one system to another. Interface controls are addressed separately 
in Section 4.3 below. 

For federal systems, as noted in BP-1 above, NIST SP 800-53 
includes three controls relevant to data processing: 

SI-9 Information Input Restrictions 
SI-10 Information Accuracy, Completeness, Validity, and  

Authenticity 
SI-11 Error Handling 

Formal Transaction Processing Procedures. 
Formal procedures should be established for data processing to help 
assure that data are processed completely and accurately, that data 
retains its validity, and that appropriate data confidentiality is 
maintained during processing. Related controls include the 
following: 
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• Transaction or table logs provide an audit trail and the ability to 
compare transactions to source documents. Audit trails or 
processing logs are often used within applications to track the 
pertinent information related to application transactions, both 
manual and automated. The processing logs should also be used 
to identify those transactions that did not process completely or 
correctly within the application. The log should document the 
errors identified during application processing, and should 
contain enough information for the systems personnel to identify 
the exact transactions that failed, and the application users that 
will need to be contacted to correct the posting (if the error can 
not be corrected by the systems personnel). Processing logs 
typically contain such information as date and time of error, 
responsible user (if applicable), codes describing the type of 
error encountered, and the corrective action that has occurred to 
assure correct processing of the transaction. 

• An automated process exists that allows one or more of the 
following: capturing transaction data in correct accounts; unique 
documentation; tolerances in processing data; periodic review 
and reconciliation of subsidiary or clearing accounts (e.g., 
clearing Goods Received accounts against Invoice Received 
accounts through two- and three-way matching process); 
prevention of direct posting to reconciliation accounts; and 
workflow to initiate the approval process. 

• Efficient transaction entry that eliminates unnecessary 
duplication of data entry. Where appropriate, data needed by the 
systems are entered only once and other parts of the system are 
automatically updated consistent with the timing requirements 
of each process cycle. 

• Managers should provide review and authorization for 
transactions that are rejected and should be rerun.  
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Effective auditing and monitoring capability.  
During data processing, transactions may not be processed 
completely or accurately as a result of errors or inconsistencies in 
data, system interruptions, communication failures, or other events. 
In addition, valid data may be corrupted or data may lose its 
confidentiality. To identify these instances, a monitoring capability 
should be implemented. The monitoring function should reasonably 
assure that data are accurately processed through the application 
and that processing procedures determine data to be added, or 
altered during processing. No data should be lost during the 
process. Controls may include: 

• If the application is “run” on a regular schedule to process data, 
either manually or automatically, there are documented 
procedures explaining how this is performed, including controls 
in place to reasonably assure that all processing was completed. 

• A processing log is maintained and is reviewed on a regular basis 
for unusual or unauthorized activity. 

• The processing log, or another log or report, is used to document 
any errors or problems encountered during processing. Types of 
information that should be considered for retention are 
descriptions of any errors encountered, dates identified, any 
codes associated with errors, any corrective action taken, date 
and times corrected. 

• controls to reasonably assure that the correct generation/cycle 
of files is used for processing. This may include the generation of 
backup files from processing to be used for disaster recovery. 

• Adequate audit trails are generated during processing. These 
audit trails should be logs or reports that contain information 
about each transaction. Data that should be included are who 
initiated each of the transactions, the date and time of the 
transactions, and the location of the transaction origination 
(terminal or IP address as an example).  

Page 414  4.2. Business Process Controls (BP) 



Control Techniques and Suggested Audit Procedures for Critical Element BP-2 

Table 45. Control Techniques and Suggested Audit Procedures for Critical Element BP-2. Transaction Data Processing is 
complete, accurate, valid, and confidential. 

Control 
Control activities Object. Control techniques Audit procedures 

BP-2.1 Application functionality is 
designed to process input data, 
with minimal manual intervention.  

C,A,V, CF BP-2.1.1 Application processing of input 
data is automated and standardized.  

Design documentation supporting the 
processing design exists for validation 
and change control purposes. 

Inspect configuration and/or design 
documentation noting automatic and 
manual processing of transaction and 
information flow. Verify that proper 
versions of application, data and file are 
used. 

The version of application, data and 
files to be processed are appropriate 
and current.  

BP-2.2 Processing errors are C, A, V BP-2.2.1 System entries use transaction Inspect a selection of application, 
identified, logged and resolved.  logs to reasonably assure that all transaction and error logs, noting 

transactions are properly processed and whether all transactions were properly 
identify the transactions that were not processed and missing or duplicate 
completely processed. transactions were identified, including 

reruns and restarts.  

BP-2.2.2 Procedures are in place to 
identify and review the incomplete 
execution of transactions, analyze and 
take appropriate action. 

Inspect selected incomplete 
transactions and validate that 
management has adequately 
investigated and corrected the errors or 
omissions. 

Conduct a test with controlled group of 
live data and analyze the results with 
the expected values. Follow up with any 
exceptions. 

BP-2.2.3 Procedures exist to monitor, in 
a timely manner, overrides applied to 
transaction processing. 

Observe and inspect existing 
procedures for reviewer overrides or 
bypassing data processing routines. If 
an override log exists, observe and 
inspect to determining whether 
adequate review and follow up of 
overrides is performed. 

Inspect a selection of overrides for 
evidence of proper approval. (Note: use 
of overrides is not by itself indicative of 
inadequate controls. However, the 
auditor needs to examine why the 
overrides are being used and controls in 
place to minimize risks from these 
actions). 
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Control 
Control activities Object. Control techniques Audit procedures 

BP-2.3 Transactions are executed A,V 
in accordance with the pre-
determined parameters and 
tolerances, specific to entity’s risk 
management. 

BP-2.3.1 Document processing and 
posting conditions (parameters and 
tolerances) are configured, including 
system errors and actions, if the are 
conditions are not met. 

Inspect configuration of parameters and 
tolerances levels defined by the entity to 
identify whether the application 
processes the data with warning or 
rejects the data, if the conditions are not 
met. 

BP-2.3.2 Management regularly reviews Inspect management review 
the restrictions to validate the accuracy procedures, noting management action 
and appropriateness. when the application processes data or 

rejects it. In both cases, management 
should clearly analyze the impact on the 
downstream transactions. 

BP-2.4 Transactions are valid and A, V BP-2.4.1 The application performs on- Perform the following procedures for  
are unique (not duplicated).  line edit and validation checks against BP-2.4.1 to BP-2.4.4. 

data being processed.  
BP-2.4.2 The system produces warning Inspect design document to identify key 
or error messages.  data validation and edit checks.  

BP-2.4.3 Transactions with errors are 
rejected or suspended from processing 
until the error is corrected. 

Inspect configuration to verify that the 
identified edit and validations checks 
are appropriately set, and transactions 
are rejected/suspended when 
data/processing errors occur. Also verify 
that warning and error messages are 
designed when the processing is 
incomplete. 

BP-2.4.4 The application communicates Inspect the error communication 
the processing error to the users either methodology and assess whether all 
on-line (if on-line entry) or via an processing errors are communicated to 
exception report. the users. 

BP-2.5 The transactions A,V BP-2.5.1 Transactions are matched with Review the adequacy of controls over 
appropriately authorized. management’s general or specific authorization of transactions. 

authorizations. 
BP-2.6 Data from subsidiary C,A,V BP-2.6.1 Periodic reconciliation is 
ledgers are in balance with the performed and exceptions are 
general ledger (step applicable to appropriately handled. 
financial-related audits only).   

Inspect periodic procedures to 
determine whether reconciliations are 
performed and documented with 
evidence. 

For a selection of reconciliations, 
examine supporting evidence for 
adequacy.  

Through inquiry, observations, and 
inspection, determine if the system is 
configured to auto balance, where 
possible.  

BP-2.7 User-defined processing is C, A, V, CF BP-2.7.1 Appropriate policies and Review policies and procedures over 
adequately controlled. procedures over user-defined user-defined processing. 

processing are implemented. 
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Control activities 
Control 
Object. Control techniques Audit procedures 

BP-2.7.2 Controls over user-defined 
processing are adequate. 

Assess the operating effectiveness of 
user-defined processing. 

BP-2.8 As appropriate, the 
confidentiality of transaction data 
during processing is adequately 
controlled 

CF BP-2.8.1 Management implements 
adequate controls to protect the 
confidentiality of data during processing, 
as appropriate. 

Assess the adequacy of management 
controls over confidentiality during 
processing. 

Coordinate this step with Critical 
Element AS-2 Implement effective 
application access controls. 

BP-2.9 An adequate audit and 
monitoring capability is 
implemented. 

C,A BP-2.9.1 Management has procedures 
in place to reconcile the data input with 
the data processed by the application.  

Inspect procedures regarding 
reconciliation of transactions. 

BP-2.9.2 Monitoring procedures should 
provide details of data to be 
added/modified during the processing, 
and expected result. System audit logs 
should be reviewed for exception. 

Inspect operations activity at selected 
times and check for evidence that 
reconciliations are being performed. 

BP-2.9.3 Management maintains a 
process log and the log is reviewed for 
unusual or unauthorized activity. 

Inspect the processing log and note 
whether the unusual or unauthorized 
activity was followed up properly and 
promptly. 

BP-2.9.4 Procedures exist to monitor, in 
a timely manner, overrides applied to 
transactions, including maintenance of 
override logs. 

Observe and inspect existing 
procedures for reviewer overrides or 
bypassing data validation and error 
routines. If an override log exists, 
observe and inspect to determine 
whether adequate review and follow-up 
of overrides is performed. 

Source: GAO. 

Critical Element BP-3. Transaction data output is complete, accurate, valid, and 
confidential (Transaction Data Output Controls) 

Like input and processing controls, transaction data output controls 
are used to reasonably assure that transaction data is complete, 
accurate, valid, and confidential. In addition, output controls are 
aimed at the correct and timely distribution of any output produced. 
Output can be in hardcopy form, in the form of files used as input to 
other systems, or information available for online viewing.  

Formal procedures should be established for data processing to help 
assure that data are processed completely and accurately, that data 
retains its validity, and that appropriate data confidentiality is 
maintained during processing, output control totals are accurate and 
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are being verified, and the resulting information is distributed in a 
timely and consistent manner to the appropriate end users. Controls 
include: 

• An overall reporting process that identifies specific output that 
will be generated, the form and content of the reporting, 
sensitivity of information and selectivity of user.  

o Output is delivered to the appropriate end user. 

o Output is restricted from unauthorized access. 

o Record retention and backup schedules for output data 
should be established. 

• Data integrity through reconciliation of the output to the input 
and processing data. 

o Documented procedures explain the methods for the 
proper balancing/reconciliation and error correcting of 
output should exist. There should be adequate separation 
of duties for the balancing/reconciliation process. 

o Output is reviewed for general acceptability and 
completeness, including any control totals. There should 
be either error reports or a log kept of output errors. 
These should contain information such as a description of 
problems/errors and the date identified, as well as any 
corrective action taken. 

In addition, controls should be in place to reasonably assure that 
access to data output is adequately controlled. Procedures should 
be implemented to control access to output data and physical 
output media (blank and completed). The assessment of such 
controls should be coordinated with Critical Element AS-2 
Implement effective application access controls. 
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For federal systems, NIST SP 800-53 includes three controls relevant 
to data output controls: 

SI-10 Information Accuracy, Completeness, Validity, and  
Authenticity 

SI-11 Error Handling 
SI-12 Information Output Handling and Retention 

In addition, NIST SP 800-53 [SI-12] states that the organization 
handles and retains output from the information system in 
accordance with applicable laws, Executive Orders, directives, 
policies, regulations, standards, and operational requirements. 

Implementing a reporting strategy 
One of the key elements of output controls is having an overall 
reporting strategy. The strategy helps to reasonably assure that 
content and availability of reports is consistent with end users’ 
needs, that end users are aware of the sensitivity and confidentiality 
of data, and that an “owner” has been defined for all report output. 
The strategy also provides a basis for policies and procedures that 
govern preferred report methods (hardcopy vs. soft, standard vs. 
custom), report generation and distribution, and any review and or 
approvals. 

The strategy should specifically consider: 

• Compliance with laws and regulations; 

• Sensitivity of data; 

• Levels of reporting segregation of duties; 

• Consolidation/ processing of reporting from a 3rd party; 

• Reporting tools utilized; 

• Business needs/functionality of reports; and 

• Non-standard output items. 
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The strategy should adequately consider the confidentiality of all 
types of output. For example, the entity should have adequate 
security over output queues, particularly for sensitive information. 
Inadequately secured output queues can lead to unauthorized 
disclosure of information. Similarly, access to output screens should 
be adequately controlled. 

Another significant area for output controls relates to data that is 
routinely or episodically transferred to other systems, such as data 
supporting a management reporting system. If controls over such 
other systems are not adequate and consistent with the risk level of 
the data, such data may be subject to unauthorized access. For 
example, personnel data transferred to a management reporting 
system should have adequate controls to achieve the confidentiality 
and integrity objectives. 

Establishing security and controls over report generation and distribution.  
Controls over report generation and distribution should include the 
following: 

• Reports should be reviewed for reasonableness and accuracy 
prior to distribution. 

• Output distribution should be controlled so that output is 
provided to authorized recipients only and on a timely basis.  

• Report retention should be adequate based on internal needs and 
regulatory requirements. For example, application output may be 
stored to back-up tapes (or kept as hard copy documentation) 
and rotated to an offsite storage facility. 

• Output reports comply with applicable laws and regulations, 
including the type of clearance required to view the output 
reports. 

• User access to reports is controlled based on the user’s business 
need to view the report and the sensitivity of information 
contained in the report. 
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• Data output to management reporting or other copies of output 
files are adequately controlled. 

Control Techniques and Suggested Audit Procedures for Critical Element BP-3 

Table 46. Control Techniques and Suggested Audit Procedures for Critical Element BP-3. Transaction data output is 
complete, accurate, valid, and confidential. 

Control activities 

BP-3.1 
Outputs are appropriately 
defined by the management 
(form, sensitivity of data, user 
selectivity, confidentiality, etc) 

Control 
Object. 

C,A,V,CF

Control techniques 

 BP-3.1.1 Management has developed a 
reporting strategy that includes the 
following:  
• content and availability that are 

consistent with end users’ needs,  
•  sensitivity and confidentiality of 

data 
• appropriate user access to output 

data. 

Audit procedures 

Inquire of management about a reporting 
strategy or policy. Obtain a copy of any 
formal reporting strategy or policy. 

Assess the adequacy of the strategy and 
related policies.  

BP-3.2 
Output generation and 
distribution are aligned with the 
reporting strategy. 

C,A,V,CF BP-3.2.1 Management has procedures in 
place to reasonably assure that content and 
availability of output and data are consistent 
with end users’ needs, sensitivity, laws and 
regulations, and confidentiality of data and 
valid user access. 

Inspect management procedures for 
defining and assigning output/reports. 

Select key output/reports in the area of 
audit scope and verify the user access to 
the output/reports.  

BP-3.2.2 Management has procedures 
in place to monitor replication of output 
data used in management reports or 
other communications within or outside 
the entity. 

Inquire of management on the use of data 
output. Inspect selected management 
reports or other communication to verify the 
accurate replication of data. Verify that the 
user received appropriate authorization to 
use the data. 

BP-3.2.3 User access to output data is Review user access to selected output 
aligned with the user's role and data and assess the appropriateness of 
confidentiality/sensitivity of information. access. 

BP-3.3 System generated C,A,V BP-3.3.1 Management has identified key 
outputs/reports are reviewed to reports to track processing results. 
reasonably assure the integrity 
of production data and 
transaction processing.  

BP-3.3.2 Management has documented 
procedures to (1) review processed 
results, where applicable and (2) 
monitor, in a timely manner, overrides 
applied to transactions, including 
maintenance of override logs. 

Perform the following procedures for  
BP-3.3.1 to BP-3.3.3. 

Inquire of user management and 
personnel to determine the key reports 
used to track processing results. 

Obtain and inspect reports identified by 
management in the above test to 
determine whether the reports exist and 
are reviewed on a timely basis. 
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Control 
Control activities Object. Control techniques Audit procedures 

BP-3.3.3 Procedures are in place to 
review critical output data or control 
reports on a timely basis. 

Observe and inspect existing procedures 
for reviewer overrides or bypassing data 
validation and error routines. If an 
override log exists, observe and  
inspect to determine whether adequate 
review and follow-up of overrides is 
performed. 

BP-3.4 Output/ reports are in C,A,V,CF BP-3.4.1 Output reports for compliance Inspect a selection of output/reports for 
compliance with applicable laws with applicable laws and regulations are compliance with applicable laws and 
and regulations.  accurate, complete  regulations. 

Identify laws and regulations that are to 
be complied with and verify that the 
reports are in compliance. 

BP-3.5 Access to output/reports CF 
and output files is based on 
business need and is limited to 
authorized users. 

BP-3.5.1 Access to reports is restricted 
to those users with a legitimate business 
need for the information. 

BP-3.5.2 Users should have appropriate 
authorization for accessing reports, 
including the appropriate level of 
security clearance, where  
applicable. 

Perform the following procedures for  
BP-3.5.1 to BP-3.5.2. 

Select output/reports and output files from 
the audit area and inspect application 
access (if the output can be accessed on-
line or other electronic form) or inspect 
distribution to determine whether the user 
has appropriate level of security clearance 
and is authorized to access.  

Source: GAO. 

Critical Element BP-4. Master Data Setup and Maintenance is Adequately Controlled 

Master data are the key information that is constant and shared with 
multiple functions, such as a customer master record, which 
contains the customer number, shipping address, billing address, 
key contact and payment terms. Most applications use the following 
two types of master data: 

Configurable master data or business rules are defined in an 
application module and used by end users, but cannot be changed 
directly in production. Purchase order release procedures (requiring 
approval) and payment terms are examples of business rules. 

Business master data are master data created in production based 
upon the criteria designed to capture essential standing data, for 
example, customer and vendor master data.  
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Master data are, usually, entered once and are shared among various 
application modules. Also, common data fields may be used by the 
application several times over a period of time until the master data 
is no longer valid because of termination of a contractual agreement 
or data owner decision.  

Three key control areas specific to master data controls are the 
controls related to design and configuration of master data 
(preventive), the procedures external to the system (detective and 
preventive), and the monitoring of master data design compliance 
(detective). Master data is also subject to access controls (activities 
to create and maintain master data are controlled by access 
privileges) discussed in AS-2. 

The three key steps in master file setup and maintenance are: 

• Implementing an effective design of master data elements 

• Establishing master data maintenance procedures, including 
approval, review, and adequate support for changes to master 
data 

• Implementing an effective auditing and monitoring capability 

Implementing an effective design of master data elements 
Master data elements should be designed to minimize the risk of 
erroneous master data. The effectiveness of master data design can 
be affected by the following: 

• Centralized versus decentralized maintenance – centralized 
master data maintenance provides a greater control over 
creation and change of master data. It could, however, delay the 
process. Since most applications provide field or functional level 
access, it is possible for key data to be centrally maintained and 
functional specific data maintained by a unit. For example, 
vendor master data can be segmented into purchasing data and 
finance data, separately maintained by purchasing and finance 
departments, respectively. 
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• Partial edit – Master data maintenance may be controlled by 
rules that can be configured to prevent changes to certain areas 
of data, or key fields within a record. 

• Numbering – System-assigned internal numbering is generally 
considered to be lower risk than external numbering, however, 
management can choose to use external numbering (to match 
numbers from an external system) and can choose naming 
conventions appropriate to its use. Adequate procedures should 
be in place to reasonably assure compliance with management’s 
policy on numbering/naming conventions. 

• Ownership – Ownership should be clearly identified.  

Establishing master data maintenance procedures, including approval, review, and adequate support 
for changes to master data 

As discussed earlier, master data are much more static than 
transaction data, which may be created and updated on a daily basis 
by a wide range of users. Master data maintenance, therefore, 
should be the domain of fewer users than those responsible for 
updating transaction data. 

Because Master Data serves as the basis for transaction processing, 
it is critical that controls exist over the integrity and quality of the 
data. An erroneous Master Data record will compromise the 
integrity of whatever transactions use the field values stored in the 
master data. Characteristics of erroneous master data elements 
include, but are not limited to, duplicate names, invalid records, 
duplicate addresses, improper address formats, incomplete or 
inaccurate address information, unpopulated data fields and other 
data formatting inconsistencies between the business rules and the 
data sets. 

Because it is foundational in nature and may have a broad impact on 
transactional data, master data should be carefully controlled 
through reviews and approval by designated data owners. To 
reasonably assure an appropriate level of control, a combination of 
automated, preventive controls and manual, detective controls is 
recommended. 
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Controls over master data include controls related to: 

• changes to the configuration of the master file, 

• validity of all master file records, 

• completeness and validity of master file data, 

• consistency of master data among modules, and 

• approval of changes to master file data. 

Implementing an effective auditing and monitoring capability 
As part of the control of master data, the organization should have 
an effective auditing and monitoring capability which allows 
changes to master data records to be recorded and reviewed where 
necessary. This monitoring may be done either as part of ongoing 
activities or through separate “master data audits”. In either case, 
the most important factor supporting the capability is that activity is 
properly captured and maintained by an automated logging 
mechanism. 

Depending on the level of risk associated with the data, the type and 
frequency of monitoring may vary. Ideally, monitoring should be 
built into the normal, recurring responsibilities of the data owner. 
Because audits take place after the fact, problems often will be 
identified more quickly by ongoing monitoring routines. 

Ongoing monitoring may include obtaining approval prior to 
changes, or verifying the accuracy of changes on a real-time basis. 

For federal systems, NIST SP 800-53 includes the following controls 
related to master data setup and maintenance:  

SI-9 Information Input Restrictions 
SI-10 Information Accuracy, Completeness, Validity, and Authenticity 
SI-11 Error Handling 
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Control Techniques and Suggested Audit Procedures for Critical Element BP-4 

Table 47. Control Techniques and Suggested Audit Procedures for Critical Element BP-4. Master Data Setup and Maintenance 
is Adequately Controlled 

Control activities Control techniques Audit procedures 

BP-4.1 Master data are BP-4.1.1 An entry is required in all key fields, Inspect master data configuration for required field 
appropriately designed. such as address and account number. values. 

BP-4.1.2 Null values or invalid values are not Observe user input of invalid values, or blank 
accepted in the required fields.  values, and note any exceptions. 
BP-4.1.3 For financial applications, account Inspect master data configuration for account
assignments (asset, liability, income and groups and assignments. 
expense) are accurately defined. 

BP-4.2 Changes to master data BP-4.2.1 Policies and procedures are Review the master data polices and procedures for 
configuration are appropriately established for master data configuration change management. 
controlled. management, which include change rules that 

identify data fields that are excluded from 
changes (for example, master data number). 
BP-4.2.2 Changes to the master data design Inspect a selection of change requests and verify 
are approved by appropriate personnel that appropriate approvals are obtained. 

Inspect master data configuration for change rules, 
if the rules are configured. If the change rules are 
automatic, then the user should be prevented from 
making unauthorized configuration changes. 

BP-4.2.3 Changes to the master data records Inspect a selection of master data change reports 
should be limited to non-key fields. and verify that changes are limited to management-

defined non-key fields. 

BP-4.3 Only valid master 
records exist. 

BP-4.3.1 Master data is reviewed on a regular 
basis, duplicates are identified and removed 
or blocked, and unused data is identified and 
blocked.  

Inquire of management regarding their master data 
review procedures. 

Inspect policies and procedures on master data 
review, including duplicate master data entry and 
resolution, and unused master records. 
Inspect evidence of the most recent management 
review and action. 

Inspect list of accounts/records blocked for posting 
or use. 

Inspect duplicate master record report and 
management's use of it. 

BP-4.3.2 Automatic application controls Inspect application configuration for automatic 
(duplicate checks, system warnings) are controls and determine whether the controls 
configured to prevent and/or identify potential prevent erroneous processing or simply warn of 
duplicate master records. potential errors. 
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Control activities Control techniques Audit procedures 

BP-4.4 Master data are 
complete and valid. 

BP-4.4.1 Policies and procedures for master 
data maintenance are documented and 
include: 
• approval requirements; 
• data quality criteria;  
• data owner;  
• supporting documents;  
• backup procedures in the event of a 

disaster or data corruption error;  
• Archival policies. 

Inspect master data maintenance policies and 
procedures for appropriateness. 

Inquire of responsible personnel. 

BP-4.4.2 The master data maintenance 
process includes a formal create/change 
request from the requestor and approval from 
the data owner. 

Select master data created or changed, and inspect 
relevant documentation, noting appropriate approvals 
and compliance with policies and procedures. 

Obtain system report of users with master data 
maintenance access. For a selection of users with 
conflicting responsibilities, inspect user profiles 
noting evidence of segregation of duty 
consideration and review when conflicts are noted. 

BP-4.4.3 Segregation of duties conflicts are Inspect procedures for identifying, segregation of 
considered and resolved before providing duty exceptions, and review compliance. 
access to master data transactions. 
BP-4.4.4 Edit reports are reviewed by Inspect evidence of proper review of edit reports by 
appropriate data owners on a periodic basis to owners 
review new master data and changes made to 
existing master data. 

BP-4.5 Master data are BP-4.5.1 Periodic review and reconciliation Inspect evidence of management reconciliation and 
consistent among modules. procedures are in place to ensure that master review for effectiveness. 

data are consistent between different 
application modules. Through inquiry and inspection, determine whether 

the frequency of management reconciliation of 
master data is appropriate. 

BP-4.6 Master data additions, BP-4.6.1 Master data policies and procedures Review policies and procedures and inquire of data 
deletions, and changes are require data owners to be responsible for the owner concerning application of specific monitoring 
properly managed and creation, deletion, and change of master data procedures. 
monitored by data owners. and also changes to data characteristics. 

BP-4.6.2 Data owners monitor master data 
design changes, and approve and monitor 
creation, deletion and changes to master data 
on a regular basis. 

Obtain and inspect evidence of monitoring by data 
owners, including related reports. 

Inquire of management regarding ongoing 
monitoring of master data changes. 

Obtain and inspect evidence of management review 
of master data design changes, and determine 
whether changes are approved and reviewed. 

BP-4.7 As appropriate, the BP-4.7.1 Management implements adequate Assess the adequacy of management controls over 
confidentiality of master data is controls to protect the confidentiality of master confidentiality of master data. 
adequately controlled data, as appropriate. 

Coordinate this step with Critical Element AS-2 
Implement effective application access controls. 

Source: GAO. 
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4.3. Interface Controls (IN) 
Interface controls consist of those controls over the a) timely, 
accurate, and complete processing of information between 
applications and other feeder and receiving systems on an on-going 
basis, and b) complete and accurate migration of clean data during 
conversion. 

Interfaces116 result in the structured exchange of data between two 
computer applications, referred to in this section as the source and 
target systems or applications. These applications may reside on the 
same or different computer systems that may or may not reside in 
the same physical environment. Interfaces are periodic and 
recurring in nature. Interface controls may be performed manually 
or automated, scheduled or event-driven, electronically or on paper. 
One interface transfers one business data object and is one-
directional; e.g. vendor master outbound, sales order inbound, etc. 
Interfaces are never bi-directional, even if technically there may be 
handshaking, back-and-forth reconciliation, etc.  

This section focuses on the scope of and controls for interfaces, 
governing specifically the extraction, transformation, and loading of 
data between two applications. The data input, validation, and 
output controls within an application are addressed in the preceding 
business process control sections. To the extent that data input is 
obtained from other applications, auditor’s assessment of this data 
should be coordinated with data input controls discussed in section 
4.2 of this chapter. 

The interface process, including conversions, can be broken down 
into the following seven separate components: 

1. Interface strategy – A documented strategy is developed to keep 
data synchronized between source and target application. The 
strategy should include an explanation of each interface, the 
interface method chosen (manual or batch, etc.), the data fields 

116In contrast, system interconnections refer to the direct connection of two or more IT 
systems for the purpose of sharing data and other information resources. 
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being interfaced, the controls to reasonably assure that the data 
is interfaced completely and accurately, timing requirements, 
definition of responsibilities, on-going system balancing 
requirements, and security requirements.  

2. Data Export / Extraction –The information needs of the target 
application (key information fields, ID fields and cross-reference 
fields) should be fully understood and documented. If the 
information needs are not fully understood, all relevant data may 
not be extracted. In addition, appropriate procedures/should be 
in place concerning the format, quality, cut-off, and audit trails 
related to source data. 

a. The format of the source data should be checked to 
reasonably assure that the information is available, 
accurate and at the appropriate level of detail. If the 
source data quality is poor, the data may not be able to be 
interfaced. 

b. Data processing should be cut-off as of a specific time to 
reasonably assure that the data is extracted for the proper 
period. 

c. Sufficient audit trails should exist for the source 
application, such that once the data is extracted, the 
original audit trail remains. For instance, invoices can be 
traced back to the applicable purchase order in the source 
system. 

3. Data Mapping / Translation – Data mapping and translation is the 
process of converting source data from the source application 
format to the target application format. If the data is not entered 
in the target application in exactly the same way as it is 
expected, target application edit and validation checks may be 
rendered ineffective. 

4. Data Import – Data import is the process of loading source data 
into the target application. Appropriate controls, such as 
database indicies that enforce uniqueness, should be in place to 
prevent duplicate processing.  
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5. Error Handling and Reconciliation procedures – The procedures 
developed to reasonably assure that all transactions are 
accounted for and that all errors are identified, isolated, 
analyzed, and corrected in a timely manner. 

6. Job definition, Scheduling and Event Triggering – Due to 
business requirements, it may be necessary to initiate an 
interface daily, weekly, monthly, or after a triggering event. 
“Triggering events” are used to start interface processing based 
on specific criteria, such as date/time or completion of another 
event. Interfaces may run across multiple platforms. Therefore, 
interface jobs may need to be scheduled across platforms. 
Visibility of these jobs may be necessary in a single location by 
the system operators. Restart and recovery procedures should 
exist. 

7. Data Handling – Original interfaced data should be preserved for  
re-execution of the interface, if needed. Controls should be 
established to support the confidentiality and proper handling of 
sensitive data. Access to interface data and processes should be 
properly restricted.  

The objectives of interface controls are to: 

• Implement an effective interface strategy and design 

• Implement effective interface processing procedures, including 

o interfaces are processed completely, accurately and only 
once in the proper period. 

o interface errors are rejected, isolated and corrected in a 
timely manner.  

o access to interface data and processes are properly 
restricted. Data is reliable and obtained only from 
authorized sources 
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For federal systems, NIST SP 800-53 includes the following controls 
related to interface: 

SI-9 Information Input Restrictions 
SI-10 Information Accuracy, Completeness, Validity, and  

Authenticity 
SI-11 Error Handling 

Critical Elements 

The critical elements for interface controls are: 

IN-1 Implement an effective interface strategy and design 
IN-2 Implement effective interface processing procedures 

Because weaknesses in interface controls can affect the 
achievement of all of the control objectives (completeness, 
accuracy, validity, and confidentiality) related to applications data, 
the control activities in the control tables for interface controls do 
not contain reference to specific control objectives. 

Critical Element IN-1. Implement an effective interface strategy and design. 

The purpose of an interface strategy is to describe, at a high level, 
how the interfaces are implemented between two applications. The 
interface strategy is the basis for the interface design and scope. The 
interface strategy includes an explanation of each interface, the 
interface method chosen (manual or batch, etc.), the data fields 
being interfaced, the controls to reasonably assure that the data is 
interfaced completely and accurately, timing requirements, 
assignment of responsibilities, on-going system balancing 
requirements, and security requirements. Interface design uses 
guidelines set by the strategy and provides specific information for 
each of the characteristics defined in the strategy. 
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Control Techniques and Suggested Audit Procedures for Critical Element IN-1 

Table 48. Control Techniques and Suggested Audit Procedures for Critical Element IN-1. Implement an effective interface 
strategy and design. 

Control activities Control techniques Audit procedures 

IN-1.1 An interface strategy is 
developed for each interface 
used in the application.  

IN-1.1.1 An interface strategy exists for each interface that 
includes the interface method, data fields being 
interfaced, controls to reasonably ensure a complete and 
accurate interface, schedule, assignment of 
responsibilities, system balancing requirements and 
security requirements. 

Obtain a list of all interfaces to and from the 
application audited.  

Inspect the interface strategy document 
noting the details of each interface and 
determine whether it contains appropriate 
information. 

IN-1.2 An interface design is IN-1.2.1 An interface design exists for each interface and Inspect interface design documents of each 
developed for each interface includes appropriate specifications based on the business interface and determine whether it contains 
used in the application that requirements, including: appropriate information. 
includes appropriate detailed • validations and edits 
specifications. • ownership of the interface process  

• error correction and communication methods 
IN-1.2.2 Mapping tables are used to convert data from the Determine whether the interfaces use 
source system to the target system. Controls are in place mapping tables. Verify that controls over 
to reasonably assure that mapping tables are only mapping tables will be established. 
changed when authorized and that historical data on 
mappings is retained with the previous mapping table.  
IN-1.2.3 If mapping tables are not used, appropriate edits Review the edits and validations in the 
and validations are present in the source system. source system to determine whether they 

are appropriate and perform tests to assess 
their effectiveness. 

Source: GAO. 

Critical Element IN-2. Implement effective interface processing procedures  

Because there may be several methods that are used to transfer data 
from one system to another, the auditor should understand the 
procedures that are used for each interface, including: 

• Who is the owner of the interface? Who initiates the process? 
• How is the data transferred from the source application? 
• How often are the interface programs run? 
• How does the target system get the notification of an interface? 
• Where are the errors corrected - in the source or target system? 

Controls surrounding interface processing should reasonably assure 
that data is transferred from the source system to target system 
completely, accurately, and timely. The processing routines should 
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include balancing by ensuring the opening balance control totals 
plus processed transactions equal the closing balance of control 
totals. Both the applications (source and target) are typically 
designed with controls so that data are controlled by the use of 
control totals, record counts, batching run totals, or other data 
logging techniques. These types of controls are commonly referred 
to as balancing controls. Records or data produced by one 
application may be used in another application and may have 
dependencies that are based upon the sequential processing of data. 
The entity should have effective procedures to reconcile control 
information between the source and target applications. 

During interface processing, all data may not be processed 
completely or accurately as a result of errors or inconsistencies in 
data, system interruptions, communication failures, or other events. 
To identify these instances, a monitoring capability should be 
implemented. The objective of the monitoring function is to 
reasonably assure that data are accurately processed through the 
interface and that no data are added, lost, or altered during 
processing. Control techniques include: 

• If the interface is “run” on a regular schedule to process data, 
either manually or automatically, documented procedures 
explain how this is performed, including controls in place to 
reasonably assure that all processing was completed. 

• An interface processing log is maintained and reviewed for 
unusual or unauthorized activity. 

• The interface processing log, or another log or report, is used to 
document any errors or problems encountered during 
processing. Types of information that should be considered for 
logging are descriptions of any errors encountered, dates 
identified, any codes associated with errors, any corrective 
action taken, date and times corrected. 

• Procedures are in place to use the correct generation/cycle of 
files for processing. This may include the generation of backup 
files from processing to be used for disaster recovery. 
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• Audit trails are generated during processing. These audit trails 
should be logs or reports that contain information about each 
interface. Data that should be included are who initiated each of 
the interfaces, the data and time of the run, the source system, 
and the results. 

• Procedures are implemented to identify and correct any errors 
that occur during the interface run. Error handling procedures 
during data entry should reasonably assure that errors and 
irregularities are detected, reported, and corrected. Errors 
should be corrected in the source system and reprocessed 
through the next run. Management should have procedures in 
place to reasonably assure that error logs are used to timely 
follow-up on and correct unresolved data errors and 
irregularities. 

In addition, to the above, change control procedures should be 
implemented over the interfaced applications to prevent 
unauthorized and potentially inaccurate changes to fields and 
values. The change control procedures should include 

• establishing formal change requests, authorization, and 
approval processes, 

• testing all changes both scheduled and emergency ones, and 

• logging all changes and routinely reviewing them to ensure 
compliance with established procedures. 
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Control Techniques And Suggested Audit Procedures For Critical Element IN-2 

Table 49. Control Techniques And Suggested Audit Procedures For Critical Element Critical Element Critical Element IN-2. 
Implement effective interface processing procedures. 

Control activities Control techniques Audit procedures 

IN-2.1 Procedures are in place to 
reasonably assure that the 
interfaces are processed 
accurately, completely and 
timely 

IN-2.1.1 Procedures include a complete list of interfaces 
to be run, the timing of the interface processing, how it is 
processed and how it is reconciled. If system 
interconnections are used, procedures should address 
requirements for an Interconnection Security Agreement 
and Memorandum of Understanding. 

Timing for processing of the interface has been 
determined and is followed. 

A positive acknowledgement scheme is used to ensure 
that files sent from a source system are received by the 
target system (i.e., a "handshake" between the systems 
so that files are not skipped or lost). 

Inspect documentation of interface 
processing procedures and, if applicable, 
Interconnection Service Agreements and 
Memorandums of Understanding.  

Observe interface processing into the 
application.  

Determine whether data and files from 
interface activities are processed 
according to the stated policies and in the 
proper accounting period. 

Determine whether all files sent from the 
source system are received and 
acknowledged by the target system. 

IN-2.2 Ownership for interface IN-2.2.1 Responsibility for processing the interface and Identify which users are assigned 
processing is appropriately correcting any errors has been assigned to a user from responsibility for the interfaces. Evaluate 
assigned.  the source and to a user of the target system. Actual whether an appropriate level of resources 

processing may involve a technical person, if the interface has been assigned to maintain interfaces. 
is processed via an electronic media, such as a tape. 
IN-2.2.2 The files generated by an application interface 
(both source and target) are properly secured from 
unauthorized access and/or modifications. 

IN-2.2.3 Users who are processing interfaces are able to 
monitor the status of interfaces. 

Assess whether appropriate security is in 
place for all access points to the interface 
data are secure from unauthorized use. 

Identify individuals that will be responsible 
for providing security surrounding the 
interfaces. 
Assess whether proper access is assigned 
to the appropriate individuals for the 
monitoring of the interface status and that 
such individuals have access to 
appropriate information to monitor the 
status of the interface. 

IN-2.3 The interfaced data is 
reconciled between the source 
and target application to ensure 
that the data transfer is complete 
and accurate. 

IN-2.3.1 Reconciliations are performed between source 
and target applications to ensure that the interface is 
complete and accurate. Control totals agree between the 
source and target systems. Reports reconcile data 
interfaced between the two systems and provide 
adequate information to reconcile each transaction 
processed. 

Inspect reports or other documents used to 
reconcile interface processing between 
source and target applications and review 
their content and frequency for 
appropriateness. 
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Control activities Control techniques Audit procedures 

IN-2.4 Errors during interface IN-2.4.1 Management maintains a log for interface Through inquiry of management and 
processing are identified by processing. The log accounts for errors and exceptions, review of logs, determine whether errors 
balancing processes and as well. are properly handled. Assess the 
promptly investigated, corrected appropriateness of the frequency that 
and resubmitted for processing. Exception/error reports are produced, reviewed, and 

resolved by management on a regular basis, including 
correction and resubmission, as appropriate. 

exception reports are reviewed (daily, 
weekly, etc). Inspect evidence of such 
reviews having been performed. 

IN-2.5 Rejected interface data is IN-2.5.1 Error and correction facilities are utilized to track Assess the adequacy of procedures in 
isolated, analyzed and corrected and correct errors in interface data. place to properly correct any rejected 
in a timely manner. transactions. 

Inquire about procedures applied with 
individuals responsible for identifying and 
correcting errors and inspect evidence that 
rejected data is properly processed timely 
basis. 

IN-2.5.2 A mechanism is used to notify users when data is 
rejected (for example, an e-mail message may be sent to 
the user). These messages should repeat daily until they 
are corrected. 
IN-2.5.3 Audit trails are used to identify and follow-up on 
interface errors. The corrections to interface errors are 
included in the audit trail. 

Determine whether error messages are 
generated and promptly reviewed for all 
rejected data and are maintained until 
corrected. 
Determine whether appropriate audit trails 
are generated, reviewed and maintained. 

IN-2.6 Data files are not 
processed more than once. 

IN-2.6.1 Interfaces files are automatically archived or 
deleted from the production environment after processing. 

Inspect a selection of archived interface 
documents and verify the date and time of 
processing.  

Observe the interfaces that are in process 
and inspect evidence that interface files 
were not processed before.  

Source: GAO. 

4.4 Data Management System Controls (DA) 
Applications that support business processes typically generate, 
accumulate, process, store, communicate and display data. 
Applications which handle significant volumes of data often employ 
data management systems to perform certain data processing 
functions within an application. Data management systems use 
specialized software which may operate on specialized hardware. 
Data management systems include database management systems, 
specialized data transport/communications software (often called 
middleware), cryptography used in conjunction with data integrity 
controls, data warehouse software and data reporting/data 
extraction software. Many of the data input and processing controls, 
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such as edit checks, existence checks and thresholds described in 
previous sections are implemented in functions of data management 
systems. These types of controls implemented in data management 
systems are often referred to as business rules.  

Critical Element DA-1. Implement an Effective Data Management System Strategy and 
Design 

When assessing the effectiveness of application controls, the auditor 
should evaluate functions of data management systems specific to 
the business processes under review, in addition to the general 
controls described in Chapter 3. When auditors are evaluating 
application security plans and independently assessing risk, 
consideration of the risk inherent to the data management system 
“layer” in the application architecture is important. Necessarily, 
multiple access paths must exist into the data and the business rules 
that reside in the data management system layer to facilitate the 
operation and administration of the application. In most large scale 
and/or high performance applications, various components of data 
management systems reside on different servers which often 
employ various operating systems and hardware technologies. The 
auditor should obtain an understanding of the interconnected 
combination of data management technologies and appropriately 
consider related risks. 

Understanding the logical design and physical architecture of the 
data management components of the application is necessary for 
the auditor to adequately assess risk. In addition to supporting the 
data storage and retrieval functions, it is typical for applications to 
employ data management systems to support operational aspects of 
the application, such as the management of transient user session 
state data, session specific security information, transactional audit 
logs and other “behind the scenes” functions that are essential to the 
application’s operation. Controls associated with these types of 
functions can be critical to the security of the application. 

The following highlights certain key concepts the auditor considers 
when assessing controls over a data management systems, including 
database management systems, middleware, cryptography, data 
warehouse, and data reporting/data extraction software. 
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Key Concepts - Database Management Systems 

Authentication/Authorization 
Controls in a data management system should include consideration 
of the access paths to the data management system. The access 
paths should be clearly documented and updated as changes are 
made. Generally access to a data management system can be 
obtained in three ways, via: 

• Directly, via the database management system; 

• Through access paths facilitated by the application; or 

• Through the operating system(s) underlying the database 
management system. 

Data management systems have built in privileged accounts that are 
used to administer and maintain the data management system. The 
auditor's objective is to determine whether appropriate controls are 
in place for securing these privileged accounts. Such controls 
include, but are not limited to: 

• Strong password usage or other authentication controls; 

• Highly restrictive assignment of personnel to these accounts;  

• Enforcement of unique accounts for each administrator; and 

• Effective monitoring of privileged account use. 

In addition to privileged accounts, the auditor should obtain an 
understanding of the role the data management system plays in 
authentication and authorization for the application. The data 
management system will also contain user accounts related to the 
application. 

Generally, there are two methods of authentication using a data 
management system. In the first scenario, the application uses a 
generic ID to authenticate to the database on behalf of end-users.  
These generic IDs should have their access privileges carefully 
scoped to only provide access to what the highest level of end-user 
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is permitted to access. There should be a limited number of generic 
IDs within the database supported by well-documented and 
carefully monitored control procedures. In the second scenario, the 
application passes the user ID to the database and uses accounts 
assigned to each end-user to authenticate to the database. 
Depending upon the size of the application, there could be a large 
number of user accounts stored within the database management 
system. In either case, the auditor should review the account and 
password policies relevant to the database management system. 

There may be situations where authentication to the data 
management system is done through the operating system. The 
auditor should, in such instances, coordinate testing of general 
controls related to the operating system. 

There are two major types of database management systems in use, 
hierarchical and relational databases. Hierarchical databases, such 
as IBM’s IMS, have a heritage near the beginning of computer 
systems; however they are still used in some modern applications.  
Each different hierarchical database product is proprietary in design 
and implementation. If achieving audit objectives involving 
hierarchical databases is a requirement, staff with knowledge of the 
specific database product will be necessary. Relational databases 
(such as Oracle, DB2, and SQL-Server) share a common design 
based on relational algebra and a common data access method, 
called the Structured Query Language (SQL).  While there are 
differences in the implementation of the different relational 
database products, they are similar enough that staff should be able 
to perform audit work in most relational database systems with a 
common skill set.  The discussion in this chapter will focus on 
relational database systems. 

SQL Commands 
There are two categories of commands available through SQL, data 
definition language statements (DDL) and data manipulation 
language statements (DML). DDL statements are used to define and 
alter the structures or objects that contain and support access to 
data. DDL statements are used to create, alter and delete objects 
such as tables and indices. DML statements are used to retrieve, 
add, change and delete data in existing database objects.  
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System, Role, Object Privileges 

Application end-users would not typically need to use DDL 
statements. 

A user privilege is a right to execute a particular type of Structured 
Query Language (SQL) server statement, or a right to access another 
user's object. As discussed below, there are two types of data 
management system privileges: system and object. Roles are created 
by users (usually administrators), and are used to group together 
privileges or other roles. They are a means of facilitating the 
granting of multiple privileges or roles to users. 

System privileges relate to the ability of the user within the database 
to interact with the database itself using DDL statements and the 
ability to execute special functions. They include: CREATE, ALTER, 
DROP, CONNECT, and AUDIT, among many others. The auditor 
should examine the privileges granted to the users within the 
database. Typically administrator level accounts have extended 
system privileges while general user accounts should have limited 
access to system privileges. 

Object privileges (through DML statements) allow the user to have 
access to the data within an object or allow the user to execute a 
stored program. These include SELECT, INSERT, DELETE, etc. 
Each type of object has different privileges associated with it. 
Examples of database objects include the following: 

• Tables - A data structure containing a collection of rows (or 
records) that have associated columns (or fields). It is the logical 
equivalent of a database file. 

• Index - A database object that provides access to data in the 
rows of a table, based on key values. Indexes provide quick 
access to data and can enforce uniqueness on the rows in a table. 

• Triggers - A special form of a stored procedure that is carried 
out automatically when data in a specified table is modified. 
Triggers are often created to enforce referential integrity or 
consistency among logically related data in different tables. 
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• Stored procedure - A precompiled collection of SQL or other 
statements and optional control-of-flow statements stored under 
a name and processed as a unit. Stored procedures are stored 
within a database, can be executed with one call from an 
application, and enable user-declared variables, conditional 
execution, and other powerful programming features. 

• Views - A virtual table generated by a query whose definition is 
stored in the database. For example, a view might be defined as 
containing three out of five available columns in a table, created 
to limit access to certain information. Views can be treated as 
tables for most database operations, including Select queries, 
and under some circumstances, Update, Insert, and Delete 
queries. Any operations performed on views actually affect the 
data in the table or tables on which the view is based. 

The auditor should identify the objects within the data management 
system. The privileges that a user account has for each object 
should be reviewed. These privileges should be granted based on the 
functionality of the account. 

A role groups several privileges and roles, so that they can be 
granted to and revoked from users simultaneously. A role should be 
enabled for a user before it can be used by the user. Predefined 
roles exist that can be leveraged, such as the data base 
administrator (e.g., DBA) role. The auditor should review the 
privileges granted to each role, and then analyze the role(s) granted 
to each user. Roles that grant high level access, or permit direct 
manipulation of data in the database are very sensitive. The auditor 
should evaluate controls over the use of such roles. 

Stored Procedures 
Stored procedures are programs that are compiled and stored in the 
data management system. These programs can be executed directly 
by a user or they can be called by other programs. Most data 
management systems are prepackaged with stored procedures that 
provide a structured and controlled method of administering the 
database. For example, when the administrator creates a user, the 
database management system uses a stored procedure to perform 
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the steps necessary to create that account. In addition custom 
stored procedures can be created to support additional 
functionality. The auditor should review stored procedures that 
interact with sensitive data within the database management system 
or provide access to the operating system. 

Key Concepts – Middleware 

Modern business applications frequently have user interface, data 
processing and data storage components hosted on different 
computer systems, often using different operating systems.  Tying 
the components together is often accomplished through the use of 
specialized data transport/communications software commonly 
known as middleware. A popular example of this type of software is 
IBM’s MQSeries. Middleware is used to connect applications 
together in varying architectures including interconnected systems 
and interfaced systems (as described in 4.3). 

Middleware provides robust and potentially secure communications 
between application components through layers of functions across 
a series of host computer and network technologies.  In modern 
application architectures, the “behind the scenes” processing and 
storage of information may be designed to trust upstream 
application components, such as user interfaces, due to the data 
security and data integrity services provided by the middleware.  
Middleware can be used to communicate both data and commands 
between systems using different operating systems.  The 
communication links are often facilitated by channels created by 
the middleware. The channels can be configured so that they 
provide data security for the information flowing across the 
network, typically using cryptography, and data integrity through 
error detection and correction facilities.  Middleware can also be an 
important aspect of an application’s continuity of operations, by 
being configured to support multiple data paths to eliminate single 
points of failure across networks. 
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Middleware Controls 
Middleware components can be found on many components in a 
network of computers used to support business applications.  The 
location and function of these components should be well 
documented. Middleware carries not only data and system 
commands; it also typically facilitates the establishment of sessions 
between application components, often some level of application 
component logging onto a “back-end” host and database 
management system. An application’s controls often rely on the 
encrypted transmission of information between components.  This 
protection may be a function of the implementation of middleware, 
sometimes in conjunction with how the channels are configured 
across the network. As with other data management systems, 
auditors should identify the staff with administrative access 
privileges to middleware and verify that appropriate controls are in 
place. 

Key Concepts – Cryptography 

Modern business applications commonly employ one or more 
controls that rely on cryptographic services.  Auditors should 
identify where these controls are deployed and verify that the 
technical implementations are appropriate and effective operational 
procedures are in place and being followed. The mere existence of 
cryptography provides no assurance that data controls are actually 
in place and effective. Due to the exacting nature of verifying the 
effectiveness of cryptographic controls, a detailed discussion is 
beyond the scope of this audit guidance.  When it is necessary to 
evaluate the effectiveness of cryptographic controls to achieve audit 
objectives, the auditor should obtain the services of adequately 
qualified specialists. 

Key Concepts – Data Warehouse, Data Reporting and Data Extraction Software 

Increasingly, modern business applications are parts of larger 
business management information architectures.  This is certainly 
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the case with ERP environments, but also is the result of 
interconnected and interfaced systems that supply information used 
for purposes beyond the application’s primary business function.  A 
common element in these combined business management 
information architectures is the data warehouse, which may be 
populated with both financial and non-financial business 
information.  The data warehouse is often a separate data store, not 
operationally part of the entity’s transactional systems.  The reasons 
behind having this separate copy of business information can be 
multifold: separating the information eliminates potential 
performance issues associated with trying to use live transactional 
data for reporting; also the structure of the information in diverse 
business applications may be technically or logically incompatible 
with efficient information retrieval.  When the auditor encounters a 
data warehouse, important questions related to audit objectives and 
system boundaries need to be addressed.  Unless the data 
warehouse itself is the subject of the audit, the relevance to the 
audit objectives and potential risks created by the data warehouse 
need to be identified and evaluated. Since a data warehouse may 
represent a copy of information from other systems that are part of 
the audit, any data confidentiality concerns will likely need 
consideration. Additionally, the auditor may need to functionally 
understand how the entity uses the data warehouse.  In a financial 
audit, the auditor may find that financial statements may be 
prepared, in part, from the data warehouse instead of directly from 
the general ledger. 

A data warehouse typically exists to facilitate analysis and reporting 
from a large quantity of data.  Supporting the efficient use of a data 
warehouse will often be specialized data reporting and data 
extraction software tools.  The existence of these tools and data 
warehouses creates the potential for many different access paths to 
data. Depending on the control requirements of the data warehouse 
and the information it stores, the auditor may need to identify 
controls over how the data is populated, maintained, and accessed 
by both users and administrators. The software systems involved 
are often specialized and effective reviews may require the services 
of qualified specialists. 
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Segregation of Duties 
Since data management systems are supported by one or more 
operating systems, the auditor should obtain an understanding of 
the role of the data management system administrators. There 
should be a distinct segregation between the data management 
system administrator and the operating system administrator. The 
operating system administrator may need access to the data 
management system, but should have limited access. Likewise, the 
data management system administrator may need access to the 
underlying operating system, but should have only the access 
necessary to manage the data management system functionality. 

The auditor should also evaluate the segregation between the data 
management system administrator and personnel in charge of 
reviewing audit and transaction logs. The data management system 
administrator should not have access to the audit logs within the 
data management system. These logs should be reviewed by a 
security administrator.  

There should also be a separation between the functional aspects of 
the data management system environments. Data management 
system access should be consistent with the functional separation of 
duties within the application environment. Users that are developers 
should have access to the development environment only, and 
consequently only the development data management system. Users 
that require access to production should only have access to the 
production data management system. 

Control Techniques and Suggested Audit Procedures for Critical Element DA-1 
Because weaknesses in data management controls can affect the 
achievement of all of the control objectives (completeness, 
accuracy, validity, and confidentiality) related to applications data, 
the control activities in the control tables for interface controls do 
not contain reference to specific control objectives. 
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Table 50. Control Techniques and Suggested Audit Procedures for Critical Element DA-1. Implement an effective data 
management system strategy and design 

Control activities Control techniques Audit procedures 

DA-1.1 Implement an effective 
data management system 
strategy and design, consistent 
with the control requirements of 
the application and data. The 
strategy addresses key concepts 
including: 
• database management, 
• middleware, 
• cryptography,
• data warehouse, and 
• data reporting/data 

extraction. 

DA-1.1.1 The physical and logical (in terms of 
connectivity) location of the data storage and retrieval 
functions are appropriate. 

DA-1.1.2 The production data management system is 
effectively separated from non-production systems (such 
as testing and development) and other production 
systems with lesser control requirements. 

Inspect documentation of the design of 
the data management system(s) 
associated with the application. 

Assess whether the production and non-
production data management systems 
are effectively separated. 

DA-1.1.3 The database schema is consistent with Verify that all access paths to data and 
access control requirements such that the organization sensitive data management system 
of data and database-hosted functions correspond to the administrative functions have been 
access limitations that need to be imposed on different identified and are adequately controlled. 
groups of users. 

DA-1.2 Detective controls are 
implemented in a manner that 
effectively supports requirements 
to identify and react to specific 
system or user activity within the 
data management system and its 
related components. 

DA-1.2.1 Logging and monitoring controls are in place at Identify the security events that are 
the data management system level which effectively logged and determine whether logging 
satisfy requirements to accurately identify historical is adequate. 
system activity and data access. 

Assess the adequacy of controls to 
monitor the audit logs. 

DA-1.2.2 Real-time or near real-time controls are in Assess the adequacy of controls to 
place to detect abnormal activity and security events. detect abnormal activity. 

DA-1.3 Control of specialized 
data management processes 
used to facilitate interoperability 
between applications and/or 
functions not integrated into the 
applications (such as ad-hoc 
reporting) are consistent with 
control requirements for the 
application, data and other 
systems that may be affected. 

DA-1.3.1 Data accuracy and completeness controls are 
in place and effective to correct and/or detect data 
anomalies. 

Perform the following procedures for  
DA-1.3.1 to DA-1.3.2.  

Identify and obtain an understanding of 
specialized data management 
processes used to facilitate 
interoperability. 

Understand how system 
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Control activities Control techniques Audit procedures 

DA-1.3.2 The configuration of system connectivity that 
facilitates application to application and application to 
non-integrated functions is controlled to limit access 
appropriately. 

interconnectivity is controlled with 
respect to data management systems. 

Assess the adequacy of controls over 
specialized management processes. 
Note: These procedures should be 
closely coordinated with tests of general 
controls related to the data 
management systems. 

Determine whether a periodic 
reconciliation process is implemented to 
ensure the data in a data warehouse 
matches the data from the source 
system. 

Source: GAO. 
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Appendix I - Information System Controls 
Audit Planning Checklist 

The auditor should obtain and document a preliminary 
understanding of the design of the entity’s information system (IS) 
controls, including 

• Understanding the entity’s operations and key business 
processes, 

• Obtaining a general understanding of the structure of the 
entity’s networks 

• Obtaining a preliminary understanding of IS controls. 

In addition to this checklist, the auditor should obtain information 
from relevant reports and other documents concerning IS that are 
issued by or about the entity. 

To facilitate this process, the following checklist has been 
developed as a guide for the auditor to collect preliminary 
information from the entity at the start of the audit. This checklist is 
intended as a starting point for collecting relevant IS control 
information. The information request can be tailored to the type of 
audit being performed. For example, an audit of application controls 
could be limited to the information needs listed in Sections I, II, and 
IV. The extent of the information requested from the entity will vary 
depending on whether this is a first year or follow-up review of IS 
controls. Also, as a result of the auditor’s initial review and analysis 
of the information collected in this process, additional detailed 
information may need to be subsequently requested from the entity. 
The checklist is organized to request information on the entity’s: 
• organization and key systems/applications, 
• prior audit reports/documents, 
• IS general controls, and 
• IS business process application level controls. 

This appendix is downloadable as a Microsoft Word ® document on 
GAO’s FISCAM web site at 
http://www.gao.gov/special.pubs/fiscam.html. 
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I. Organization and Key Systems/Applications 

Understanding the entity’s organization is a key to planning and 
performing the audit in accordance with applicable audit standards 
and requirements. Further, it helps to identify, respond to, and 
resolve problems early in the audit. Relevant information includes 
organizational structure, locations, use of contractors, key 
applications and IS platforms used to support them. 

Document Workpaper Reference 

1. Entity’s overall organizational chart 
with functional description of key 
components. 

2. Organizational charts that include 
functional description for security and 
IT components. Note: It is critical that 
the organizational relationships 
between management, information 
security, physical security, and 
computer operations are discernable. 

3. Name and functional description of 
relevant major applications, including 
functional owner, operating platform 
(including locations), operating system 
and version, and database management 
system and version. Note: FISMA 
requires agencies to maintain an 
inventory of all major systems. 

4. Name and functional description of 
relevant operating environments (e.g., 
general support systems (GSS)), 
including locations. 
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5. List of contractors/third parties or other 

governmental entities that process 
information and/or operate systems for 
or on behalf of the entity. 

6. Significant changes in the IT 
environment or significant applications 
implemented within the recent past 
(e.g., within 2 years) or planned within 
the near future (e.g., 2 years) 

II. Prior Audit Reports/Documents 

The auditor generally gathers planning information through different 
methods, including previous audits, management reviews, and other 
documents. These reports often provide invaluable information on 
the effectiveness of IS controls and provides clues to areas of 
particular risk. Of specific interest are those reports/documents 
dealing with the IS control environment, including GSS and major 
applications. Relevant information in this area includes the 
following. 

Document Workpaper Reference 

1. Internal or third party information 
system reviews, audits, or specialized 
testing (e.g., penetration tests, disaster 
recovery testing) performed during the 
last 2 years (e.g., IG, GAO, SAS 70 
reports). 

2. The entity’s prior FISMA or equivalent 
entity reports on IS. 
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3. The entity’s annual performance and 

accountability report or equivalent 
reports (e.g., reports prepared under the 
Federal Financial Management 
Improvement Act of 1996 (FFMIA), 
Federal Managers’ Financial Integrity Act 
of 1982 (FMFIA), Government 
Management and Reform Act (GMRA) 
and/or Accountability of Tax Dollars Act 
of 2002 (ATDA), as applicable). 

4. Other reports by management, including 
privacy impact assessments and 
vulnerability assessments. 

5. Consultant reports on IS controls. 

III. IS General Controls 

General controls are the policies and procedures that apply to all or 
a large segment of an entity’s information systems and help ensure 
their proper operation. General controls are applied at the 
entitywide, system, and business process application levels. The 
effectiveness of general controls at the entitywide and system levels 
is a significant factor in determining the effectiveness of business 
process application controls at the application level. General 
controls include security management, access controls, 
configuration management, segregation of duties, and contingency 
planning. 

III.1 IS General Controls – Security Management 

Security management provides a framework and continuing cycle of 
activity for managing risk, developing security policies, assigning 
responsibilities, and monitoring the adequacy of the entity’s 
computer-related controls. The program should reflect the entity’s 
consideration of the following critical elements for security 
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management – established security management program, periodic 
risk assessments, documented security policies and procedures, 
established security awareness training, and periodic management 
testing and evaluation of major systems. Other elements include 
implementing effective security-related personnel policies and 
ensuring that activities performed by external third parties are 
adequately secure. Relevant information for this control category 
includes the following. 

Document Workpaper Reference 

1. Documentation of entity’s security 
management program approved by 
OMB. 

2. Documented risk assessments for 
relevant systems (e.g., GSS and major 
applications). 

3. Certification and accreditation 
documentation or equivalent for 
relevant systems (e.g., GSS and major 
applications being reviewed). 

4. Documented security plans for relevant 
systems (e.g., GSS and major 
applications being reviewed). 

5. Entity performance measures and 
compliance metrics for monitoring the 
security processes. 

6. Management’s plans of actions and 
milestones or their equivalent that 
identify corrective actions planned to 
address known IS weaknesses and 
status of prior year security findings. 
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7. Entitywide policies and procedures 

governing 

• security management program, 
structure, and responsibilities, 
including system inventories 

• risk assessment 
• security awareness training for 

employees, contractors, third parties 
(including those in sensitive security 
and data processing position) and 
security-related personnel policies 
(including personnel hiring, 
reference and background checks, 
and job transfers and terminations), 

• performance of periodic tests and 
evaluations of IS controls and 
monitoring to ensure compliance 
with established policies and 
procedures (including copies of tests 
and evaluations performed (if not 
included under Section II “Prior 
Audit Reports/ Documents”), 

• security weakness remediation, and 
• security requirements and 

monitoring activities of third-party 
providers supporting specific 
application(s). 

III.2 IS General Controls – Access Controls 

A basic management objective for any organization is to protect the 
resources that support its critical operations from unauthorized 
access. Organizations accomplish this objective by designing and 
implementing controls that are intended to prevent, limit, and detect 
unauthorized access to computing resources, programs, 
information, and facilities. Inadequate access controls diminish the 
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reliability of computerized information and increase the risk of 
unauthorized disclosure, modification, and destruction of sensitive 
information and disruption of service. Access controls include those 
related to protecting system boundaries, user identification and 
authentication, authorization, protecting sensitive system resources, 
audit and monitoring, and physical security. Relevant information 
for this control category includes the following. 

Document 
Workpaper 
Reference 

1. High-level network schematic which 
identifies external network connections, 
inter- and intra-entity connections, 
contractor sites, and other external 
organizations. 

2. Network schematic of all GSS (by site) 
that includes components such as: 

• internet presence, 
• firewalls, routers, and switches, 
• domain name servers, 
• intrusion detection systems, 
• critical systems, such as web and email 

servers, file transfer systems, etc. 
• network management systems 
• connectivity with other entity sites and 

other external organizations 
• remote access – virtual private 

networks and dial-in, and 
• wireless connections. 

Page 454  Appendix I - Information System Controls Audit Planning Checklist 



Document 
Workpaper 
Reference 

3. Inventory of mid-level systems (Unix, 
Windows-based, etc.) supporting 
applications relevant to the audit. 
• operating systems/versions, 
• security software/versions, 
• list of systems/applications supported, 

and 
• data set naming conventions for the 

operating system, system 
configuration, utility software, 
applications, and security software. 

• documentation of basic security 
configuration settings, i.e. Windows-
based, Unix, etc. 

4. Inventory of mainframe systems 
including 
• operating systems/versions, 
•  security software/versions, 
•  IP addresses, 
• description and use of each LPAR 

configuration(production & non 
production),including list of user 
applications and software installed on 
each LPAR and description of any test 
or development activity in each LPAR. 

• data set naming conventions for the 
operating system, system 
configuration, utility software, 
applications, and security software, 

• identity of Exits and SVCs, including 
load library and module name, and 

• documentation of basic security 
configuration settings, i.e. RACF, Top 
Secret, or ACF2. 
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Document 
Workpaper 
Reference 

5. Entitywide policies and procedures for 
• system boundaries 
• controlling remote access to entity 

information, including use of              
remote devices, 

• governing user and system 
identification and authentication, 

• requesting, approving, and 
periodically reviewing user access 
authorization, 

• restricting access to sensitive system 
resources (including system utilities, 
system software, and privileged 
accounts), 

• protecting digital and sensitive media, 
including portable media, 

• applying cryptography methods, if 
used, 

• monitoring mainframe, mid-level 
servers, and network systems for 
incidents, including management 
response and reporting on unusual 
activities, intrusion attempts, and 
actual intrusions, and 

• controlling physical security, 
including those concerning the 
granting and controlling of physical 
access to the data center and other IT 
sensitive areas. 

6. Physical diagram of computer network 
and data center and other sensitive IT areas. 
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III.3 IS General Controls – Configuration Management 

Configuration management involves the identification and 
management of security features for all hardware and software 
components of an information system at a given point and 
systematically controls changes to that configuration during the 
system’s life cycle. By implementing configuration management, 
organizations can ensure that only authorized applications and 
software programs are placed into production through establishing 
and maintaining baseline configurations and monitoring changes to 
these configurations. Configuration management includes 

• overall policies and procedures, 
• maintaining current configurations, 
• authorizing, testing, and approving configuration changes, 
•  monitoring the configuration, updating software on a timely 

basis, and 
• documenting and controlling emergency changes. 

Relevant information for this control category includes the 
following. 

Document Workpaper Reference 

1. Entitywide policies and procedures for: 

• configuration management, 
including the approval and testing of 
scheduled and emergency changes, 
and monitoring procedures to 
ensure compliance, 

• maintaining current configuration 
information, 

• authorizing, testing, approving, and 
tracking all configuration changes, 

• monitoring/auditing the 
configuration, 
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Document Workpaper Reference 
• patch management, vulnerability 

scanning, virus protection, emerging 
threats, and user installed software,  
and 

• emergency changes. 

2. Copy of System Development Life Cycle 
Methodology (SDLC). 

3. Technical configuration standards for 
workstations, servers, related network 
components, mobile devices, 
mainframes, operating systems, and 
security software. 

4. Description of configuration 
management software. 

III.4 IS General Controls- Segregation of Duties 

Segregation of duties refers to the policies, procedures, and 
organizational structures that help ensure that no single individual 
can independently control all key aspects of a process or computer-
related operation and thereby gain unauthorized access to assets or 
records. Often, organizations achieve segregation of duties by 
dividing responsibilities among two or more individuals or 
organizational groups. This diminishes the likelihood that errors and 
wrongful acts will go undetected, because the activities of one 
individual or group will serve as a check on the activities of the 
other. Effective segregation of duties includes segregating 
incompatible duties, maintaining formal operating procedures, 
supervision, and review. Relevant information for this control 
category includes the following. 
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Document Workpaper Reference 

1. Entitywide policies and procedures for 
• segregating duties. 
• periodically reviewing access 

authorizations. 

2. Management reviews conducted to 
determine that control techniques for 
segregating incompatible duties are 
functioning as intended. 

III.5 IS General Controls – Contingency Planning 

Contingency planning is critical to ensuring that when unexpected 
events occur, key operations continue without interruption or are 
promptly resumed and that critical and sensitive data are protected. 
Critical elements for contingency planning include: assessing the 
critical and sensitive computer activities and identifying supporting 
resources, taking steps to minimize damage and interruption, 
developing and documenting a comprehensive contingency plan, 
and periodically testing the contingency plan and adjusting it as 
needed. Relevant information for this control category includes the 
following. 

Document Workpaper Reference 

1. Entitywide policies and procedures for: 

• assessing the availability needs of 
entity systems, 

• backing-up data, programs, and 
software, and 
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• environmental controls, including 
emergency power, fire/smoke 
detection and response, hardware 
maintenance and problem 
management, alternate work sites, 
etc. 

2. Documented contingency plan(s) and 
recent test results. 

IV. IS Business Process Application Level Controls 

Business process application level controls are those controls over 
the completeness, accuracy, validity and confidentiality of 
transactions and data during application processing. The 
effectiveness of application level controls is dependent on the 
effectiveness of entitywide and system level general controls. 
Weaknesses in entitywide and system level general controls can 
result in unauthorized changes to business process applications and 
data that can circumvent or impair the effectiveness of application 
level controls. Application level controls are divided into the 
following four areas: application level general controls, business 
process controls, interface controls, and data management system 
controls. Relevant application specific information for this control 
category includes the following. 

Document Workpaper Reference 

1. Certification and accreditation, or 
equivalent, documentation for relevant 
systems. 

2. Documented security plans for relevant 
applications. 

Page 460  Appendix I - Information System Controls Audit Planning Checklist 
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3. Documented risk assessments for 
      relevant applications. 

4. High-level schematic of application 
boundaries that identifies controlled 
interfaces (e.g., gateways, routers, 
firewalls, encryption), to include: 

• internet presence, 
• firewalls, routers, and switches, 
• domain name servers, 
• intrusion detection systems, 
• critical systems, such as web and 

email servers, file transfer systems, 
etc. 

• network management systems 
• connectivity with other entity sites 

and other external organizations 
• remote access – virtual private 

networks and dial-in, and 

5. Inventory of mid-level systems (Unix, 
Windows, etc.) supporting applications 
being reviewed. 
• operating systems/versions, 
• security software/versions, 
• list of systems/applications 

supported, 
• data set naming conventions for the 

operating system, system 
configuration, utility software, 
applications, and security software, 
and 

• documentation of basic security 
configuration settings, i.e. Windows-
based, Unix. 
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6. Inventory of mainframe systems 

supporting applications being reviewed, 
including 
• operating system/versions, 
•  security software/versions, 
•  IP addresses, 
•  description of each LPAR  
      configuration, including list of user  

applications and software installed 
on each LPAR, 

• data set naming conventions for the 
operating system, system 
configuration, utility software, 
applications, and security software, 

• identity of Exits and SVCs, including 
load library and module name. 

• documentation of basic security 
configuration settings, i.e. RACF, 
Top Secret, or ACF2. 

7. Documented test and evaluation 
covering relevant applications. 

8. Corrective action plan for identified IS 
application control weaknesses, 
including listing of weaknesses 
corrected. 

9. Segregation of duties control matrices 
for job functions/responsibilities. 

10. Application contingency plan and 
related disaster recovery, business 
continuity, and business resumption 
plans, including test results. 

11. Documentation on data validation and 
edit checks, including auditing and 
monitoring processes. 
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12. Documentation describing interface 

        strategy between applications,  
including both manual and automated 
methods. 

13. Documentation describing data 
management system used, including 
access paths to this system, 
privileged accounts, and 
authentication and authorization 
processes. 

14. Policies and procedures for relevant 
application(s) being reviewed that 
govern 

• operation of application controls, 
• security and awareness training for 

employees and contractors, 
• granting user application access, 
• hiring, including reference and 

background checks, and job 
transfers and terminations, 

• security requirements and 
monitoring activities of third-party 
providers supporting relevant 
applications. 

• application user identification and 
authentication at the application 
level, 

• requesting and granting user access 
authorization to relevant 
applications, 

• collection, review, and analysis of 
access activities for unauthorized 
or inappropriate access to relevant 
applications, 
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• configuration management process 

at the application level, including 
the approval and testing of 
scheduled and emergency 
application program changes and 
procedures to ensure compliance, 

• backing-up relevant application data  
and programs, 

• approval and review of data input, 
and 

• master file data configuration 
management and maintenance. 

15. Documentation describing system 
output, format of the output, and 
controls over the output. 
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Appendix II - Tables for Summarizing Work 
Performed in Evaluating and Testing General 
and Business Process Application Controls 

These tables are provided for the auditor's use in performing the 
audit. They are a consolidation of the tables of critical elements, 
control activities, control techniques, and related suggested audit 
procedures that are included after the discussion of each critical 
element. To reduce documentation and allow the tables to be 
tailored to individual audits, the tables are downloadable as 
Microsoft Word® documents from GAO’s FISCAM web site at 
http://www.gao.gov/special.pubs/fiscam.html 

These tables can be used as a guide during initial interviews and to 
document the preliminary assessment of controls. As the audit 
progresses, the auditor can continue to use the electronic version of 
the tables to document controls evaluated and tested, test 
procedures performed, conclusions, and supporting work paper 
references. 

Note: The first page of the table is provided below for illustration 
purposes. 
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General Controls 

Table 3. Security Management  

Critical element Control technique Audit procedure Entitywide System level Application level    Overall 
and control level conclusion/ conclusion/ conclusion/ 
activity conclusion/ reference reference  reference 

reference 
SM-1. A security 
management 
program has been 
established     
SM-1.1. A SM-1.1.1. An Review 
security entitywide security documentation 
management management supporting the 
program is program has been entitywide security 
developed, developed, management 
documented, documented, and program and 
approved, and implemented. It discuss with key 
implemented. covers all major 

facilities and 
operations, has 
been approved by 
senior manage- 
ment and key 
affected parties, 
covers the key 
elements of a 
security manage-
ment program: 
• periodic risk 

assessments 
• adequate 

policies and 
procedures 

• appropriate 
subordinate 
information 
security plans 

• security 
awareness 
training 

• management 
testing and 
evaluation 

• remedial action 
process 

information 
security 
management and 
staff. 
Determine 
whether the 
program: 
• adequately 

covers the key 
elements of a 
security 
management 
program 

• is adequately 
documented, 
and 

• has been 
properly 
approved.  

Determine 
whether all key 
elements of the 
program are 
implemented.  
Consider audit 
evidence obtained 
during the course 
of the audit. 
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Appendix III - Tables for Assessing the 
Effectiveness of General and Business 
Process Application Controls 

The tables in this appendix are provided for the auditor’s use in 
recording the control effectiveness for each critical element in each 
control category, as well as formulating an overall assessment of 
each control category. Judging control effectiveness should be 
based on the results of audit work performed and assessments of 
control effectiveness for specific control techniques, as summarized 
in Appendix II. After completing Appendix III, the auditor should 
prepare a narrative summarizing the control effectiveness for 
general and business process controls. The general control narrative 
should also state whether or not audit work should be conducted to 
determine the reliability of business process controls at the 
application level. These tables are downloadable as Microsoft 
Word® documents from GAO's FISCAM web site at 
http://www.gao.gov/special.pubs/fiscam.html 

General Controls 
Security Management 

Critical elements Are controls effective? 
Comments on control 
effectiveness 

Work paper 
references 

Yes No Partially 
SM-1. Establish a security 
management program 
SM-2. Periodically assess and 
validate risks 
SM-3. Document security control 
policies and procedures 
SM-4. Implement effective security 
awareness and other security-
related personnel policies 
SM-5. Monitor the effectiveness of 
the security program 
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Critical elements Are controls effective? 
Comments on control 
effectiveness 

Work paper 
references 

Yes No Partially 
SM-6. Effectively remediate 
information security weaknesses  
SM-7. Ensure that activities 
performed by external third parties 
are adequately secure 
Overall assessment of security 
management 

Access Control 

Critical elements Are controls effective? 

Comments 
on control 
effectiveness 

Work paper 
references 

Yes No Partially 
AC-1. Adequately protect information system boundaries 
AC-2. Implement effective identification and 
authentication mechanisms 
AC-3. Implement effective authorization controls 
AC-4. Adequately protect sensitive system resources 
AC-5. Implement an effective audit and monitoring 
capability 
AC-6. Establish adequate physical security controls 
Overall assessment of access controls 
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Configuration Management 

Critical elements Are controls effective? 
Comments on control 
effectiveness 

Work paper 
references 

Yes No Partially 
CM-1. Develop and document CM 
policies, plans, and procedures 
CM-2. Maintain current 
configuration identification 
information 
CM-3. Properly authorize, test, 
approve, and track all configuration 
changes 
CM-4. Routinely monitor the 
configuration 
CM-5. Update software on a timely 
basis to protect against known 
vulnerabilities 
CM-6. Appropriately document and 
approve emergency changes to the 
configuration 
Overall assessment of 
configuration management 

Segregation of Duties 

Critical elements Are controls effective? 
Comments on control 
effectiveness 

Work paper 
references 

Yes No Partially 
SD-1. Segregate incompatible 
duties and establish related policies 
SD-2. Control personnel activities 
through formal operating 
procedures, supervision, and 
review 
Overall assessment of segregation 
of duties 
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Contingency Planning 

Critical elements Are controls effective? 
Comments on control 
effectiveness 

Work paper 
references 

Yes No Partially 
CP-1. Assess the criticality and 
sensitivity of computerized 
operations and identify supporting 
resources 
CP-2. Take steps to prevent and 
minimize potential damage and 
interruption 
CP-3. Develop and document a 
comprehensive contingency plan 
CP-4. Periodically test the 
contingency plan and adjust it as 
appropriate 
Overall assessment of contingency 
planning 

Business Process Application Level Controls 
Application Security 

Critical elements Are controls effective? 
Comments on control 
effectiveness Work paper references 

Yes No Partially 
AS-1. Implement effective 
application security management 
AS-2. Implement effective 
application access controls 
AS-3. Implement effective 
configuration management 
AS-4. Segregate user access to 
conflicting transactions and 
activities and monitor segregation 
AS -5. Implement effective 
application contingency planning 
Overall assessment of application 
security 
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Business Process Controls 

Critical elements Are controls effective? 
Comments on control 
effectiveness 

Work paper 
references 

Yes No Partially 
BP-1 Transaction data input is 
complete, accurate, valid, and 
confidential 
BP-2. Transaction data processing 
is complete, accurate, valid, and 
confidential 
BP-3. Transaction data output is 
complete, accurate, valid, and 
confidential 
BP-4. Master data setup and 
maintenance is adequately 
controlled 
Overall assessment of business 
process controls 

Interface Controls 

Critical elements Are controls effective? 
Comments on control 
effectiveness 

Work paper 
references 

Yes No Partially 
IN-1. Implement an effective interface 
strategy and design 
IN-2. Implement effective interface 
processing procedures 
Overall assessment of interface 
controls 

Data Management System Controls 

Critical elements Are controls effective? 
Comments on control 
effectiveness 

Work paper 
references 

Yes No Partially 
DA-1. Implement an effective data 
management system strategy and 
design 
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__________________________________________________________________________________________ 
__________________________________________________________________________________________ 
__________________________________________________________________________________________ 
__________________________________________________________________________________________ 
__________________________________________________________________________________________ 
__________________________________________________________________________________________ 
__________________________________________________________________________________________ 
__________________________________________________________________________________________ 
__________________________________________________________________________________________ 
__________________________________________________________________________________________ 
__________________________________________________________________________________________ 

Assessment(s) on control effectiveness involving cross-cutting controls issues: 

NOTE: In assessing the effectiveness of general and business process application controls, the auditor 
may find situations where weaknesses identified solely in a specific control category (e.g., contingency 
planning) may not reach the level that would justify concluding controls to be ineffective for that 
particular category. However, when the auditor considers control weaknesses identified in separate 
control categories collectively, it may justify concluding controls to be ineffective (cross-cutting). For 
example, the auditor may have identified weaknesses indicating that the entity did not have a complete 
inventory of all major systems (security management), the system configuration baseline was 
incomplete (configuration management), and all critical systems/activities for contingency planning 
may not have been identified. In assessing these weaknesses solely in the context of their respective 
control categories, the auditor may have concluded that they did not reach the threshold to assess 
each of these respective control categories as ineffective.  However, when the auditor assessed the 
weaknesses collectively, the auditor may conclude controls to be ineffective since an incomplete 
inventory of systems could significantly hamper the entity’s ability to ensure that current and complete 
security settings are installed on all systems and that contingency plans address each system in the 
event of operational disruptions. 

The space above is provided to document those assessments that are not control category specific but 
are made from a collectively assessment of weaknesses identified in separate control categories. 
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Appendix IV - Mapping of FISCAM to NIST 
SP 800-53 And Other Related NIST 
Publications 

In table below, FISCAM is mapped to NIST Special Publication (SP) 800-53. To assist auditors, the 
individual FISCAM general and business process control activities are referenced to related NIST 800-
53 controls. 

FISCAM Controls

General Controls

Security Management: 

SM-1. Establish a security management 
program 

SM-2. Periodically assess and validate risks 

SM-3. Document security control policies 
and procedures 

SM-4 Implement effective security 
            awareness and other security-related  

personnel policies 

Related NIST SP 800-53 Controls 

PL-2 System Security Plan 
PL-3 System Security Plan Update 
PL-6 Security-Related Activity 

Planning 
SA-2 Allocation of Resources 

CA-4 Security Certification 
CA-6 Security Accreditation 
RA-2 Security Categorization 
RA-3 Risk Assessment 
RA-4 Risk Assessment Update 

See first control for each family  
(e.g., AC-1, AT-1) 

AT-2 Security Awareness 
AT-3 Security Training 
AT-4 Security Training Records 
PL-4 Rules of Behavior 
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FISCAM Controls Related NIST SP 800-53 Controls 

General Controls: 

Security Management: 

SM-4. Implement effective security  PS-1 Personnel Security Policy 
            awareness and other security-related  and Procedures 
            personnel policies (continued) PS-2 Position Categorization 

PS-3 Personnel Screening 
PS-4 Personnel Termination 
PS-5 Personnel Transfer 
PS-6 Access Agreements 
PS-7 Third-Party Personnel Security 
PS-8 Personnel Sanctions 

SM-5. Monitor effectiveness of the CA-2 Security Assessments 
security program CA-7 Continuous Monitoring 

PL-5 Privacy Impact Assessment 
RA-5 Vulnerability Scanning 

SM-6. Effectively remediate information CA-5 Plan of Action and Milestones 
            security weaknesses  

SM-7. Ensure that activities performed AC-20 Use of External Information 
            by external parties third parties are Systems 
            adequately secure MA-4 Remote Maintenance 

PS-7 Third-Party Personnel Security 
SA-9 External Information System 

Services 

Access Controls: 

AC-1 Adequately protect information  AC-4 Information Flow Enforcement 
            system boundaries 

Page 474  Appendix IV - Mapping of FISCAM to SP 800-53 



FISCAM Controls 

General Controls: 

Access Controls: 

AC-1. Adequately protect information  
            system boundaries (continued) 

AC-2. Implement effective identification 
and authentication mechanisms 

Related NIST SP 800-53 Controls 

AC-8 System Use Notification 
AC-9 Previous Logon Notification 
AC-11 Session Lock 
AC-12 Session Termination 
AC-17 Remote Access 
AC-18 Wireless Access Restrictions 
AC-19 Access Control for Portable 

and Mobile Devices 
CA-3 Information System 

Connections 
SC-7 Boundary Protection 
SC-10 Network Disconnect 

AC-7 Unsuccessful login attempts 

AC-10 Concurrent Session Control 
AC-14 Permitted Actions Without 

Identification and 
Authentication 

AU-10 Non-Repudiation 
IA-2 User Identification and 

Authentication 
IA-3 Device Identification and 

Authentication 
IA-4 Identifier Management 
IA-5 Authenticator Management 
IA-6 Authenticator Feedback 
SC-17 Public Key Infrastructure 

Certificates 
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FISCAM Controls Related NIST SP 800-53 Controls 

General Controls: 

Access Controls: 

AC-2. Implement effective identification 
and authentication mechanisms 

SC-20 Secure Name/Address 
Resolution Service 

(continued) 
SC-21 

(Authoritative Source) 
Secure Name/Address 
Resolution Service 

SC-22 
(Authoritative Source) 
Architecture and 

             Provisioning for Name/Address 
Resolution Service 

SC-23 Session Authenticity 

AC-3. Implement effective authorization 
controls 

AC-2 
AC-3 

Account Management 
Access Enforcement 

AC-6 
CM-7 
SC-6 
SC-14 

Least Privilege 
Least Functionality 
Resource Priority 
Public Access Protections 

SC-15 Collaborative Computing 

AC-4. Adequately protect sensitive system 
resources 

AC-15 
AC-16 
IA-7 

Automated Markings 
Automated Labeling 
Cryptographic Module 
Authentication 

MP-2 Media Access 
MP-3 
MP-4 
MP-5 
MP-6 

Media Labeling 
Media Storage 
Media Transport 
Media Sanitation and 

PE-19 
SC-2 
SC-3 

Disposal 
Information Leakage 
Application Partitioning 
Security Function 
Isolation 
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FISCAM Controls

General Controls: 

Access Controls: 

AC-4. Adequately protect sensitive system 
Resources (continued) 

AC-5. Implement an effective audit 
and monitoring capability 

Related NIST SP 800-53 Controls 

SC-4 Information Remnance 
SC-8 Transmission Integrity 
SC-9 Transmission Confidentiality 
SC-11 Trusted Path 
SC-12 Cryptographic Key 

Establishment and Management 
SC-13 Use of Cryptography 
SC-16 Transmission of Security 

Parameters 
SC-18 Mobile Code 

AC-13 Supervision and Review – 
Access Control 

AT-5 Contacts with Security 
             Groups and Associations 
AU-2 Auditable Events 
AU-3 Content of Audit Records 
AU-4 Audit Storage Capacity 
AU-5 Response to Audit Processing 

Failures 
AU-6 Audit Monitoring, Analysis, and 

Reporting 
AU-7 Audit Reduction and Report 

Generation 
AU-8 Time Stamps 
AU-9 Protection of Audit Information 
AU-11 Audit Record Retention 
IR-1 Incident Response Policy 
IR-2 Incident Response Training 
IR-3 Incident Response Testing 
IR-4 Incident Handling 
IR-5 Incident Monitoring 
IR-6 Incident Reporting 
IR-7 Incident Response Assistance 
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FISCAM Controls  Related NIST SP 800-53 Controls 

General Controls: 

Access Controls: 

AC-5. Implement an effective audit and SC-5  Denial of Service Protection 
            monitoring capability (continued) SI-4 Information System 

Monitoring Tools and 
Techniques 

SI-6 Security Functionality 
Verification 

AC-6. Establish adequate physical security PE-2 Physical Access  
controls Authorization 

PE-3 Physical Access Control 
PE-4 Access Control for  

Transmission Medium 
PE-5 Access Control for Display

 Medium 
PE-6 Monitoring Physical Access 
PE-7 Visitor Control 
PE-8 Access Records 
PE-16 Delivery and Removal 

Configuration Management: 

CM-1. Develop and document CM CM-1 Configuration Management 
policies, plans, and procedures Policy and Procedures 

CM-2. Maintain current configuration CM-2 Baseline Configuration 
identification information CM-6 Configuration Settings 

CM-8 Information System  
Component Inventory 

SA-5 Information System 
             Documentation 

CM-3. Properly authorize, test, approve, CM-3 Configuration Change 
track and control all configuration Control 

changes SA-2 Allocation of Resources 
SA-3 Life Cycle Support 
SA-4 Acquisitions 
SA-8 Security Engineering Principles 
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FISCAM Controls Related NIST SP 800-53 Controls 

General Controls: 

Configuration Management: 

CM-3. Properly authorize, test, approve, 
and track all configuration changes 
(continued) 

SA-10 

SA-11 

Developer Configuration 
management 
Developer Security Testing 

CM-4. Routinely monitor the configuration CM-4 

CM-5 

Monitoring configuration
             Changes 

Access Restrictions for 

SI-7 
             Change 

Software and Information
 Integrity 

CM-5. Update software on a timely basis 
            to protect against known  

vulnerabilities 

RA-5 
SA-6 
SA-7 

Vulnerability Scanning 
Software Usage Restrictions 
User Installed Software 

SC-19 Voice Over Internet 
Protocol 

SI-2 Flaw Remediation 
SI-3 Malicious Code Protection 
SI-5 Security Alerts and 
             Advisories 
SI-8 Spam Protection 

CM-6. Appropriately document and 
           approve emergency changes to the 

configuration 

 CM-3  Configuration Change Control 
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FISCAM Controls  Related NIST SP 800-53 Controls 

General Controls: 

Segregation of Duties: 

SD-1. Segregate incompatible duties and 
establish related policies 

` 

AC-5 
PS-2 
PS-6 

Separation of Duties 
Position Categorization 
Access Agreements 

SD-2. Control personnel activities 
            through formal operating procedures, 

supervision, and review 

AC-5 
PS-2 
PS-6 

Separation of Duties 
Position Categorization 
Access Agreements 

Contingency Planning: 

CP-1. Assess the criticality and sensitivity 
           of computerized operations and  

identify supporting resources 

RA-2 Security Categorization 

CP-2. Take steps to prevent and minimize 
potential damage and interruption 

CP-3 
CP-6 
CP-7 
CP-9 
CP-10 

MA-2 
MA-3 
MA-5 
MA-6 
PE-9 

Contingency Training 
Alternate Storage Site 
Alternate Processing Site 
Information System Backup 
Information System Recovery 
and Reconstitution 
Controlled Maintenance 
Maintenance Tools 
Maintenance Personnel 
Timely Maintenance 
Power Equipment and 

             Power Cabling 
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FISCAM Controls  Related NIST SP 800-53 Controls 

General Controls: 

Continuity Planning: 

CP-2. Take steps to prevent and minimize 
potential damage and interruption 
(continued) 

PE-10 
PE-11 
PE-12 
PE-13 

Emergency Shutoff 
Emergency Power 
Emergency Lighting 
Fire Protection 

PE-14 Temperature and Humidity 
Controls 

PE-15 
PE-17 

Water Damage Protection 
Alternate Work Site 

PE-18 Location of Information 

SA-5 
System Components 
Information System 

             Documentation 

CP-3. Develop and document a 
comprehensive contingency plan 

CP-2 
CP-5 
CP-8 

Contingency Plan 
Contingency Plan Update 
Telecommunications 
services 

CP-4. Periodically test the contingency 
            plan and adjust it as appropriate 

CP-4 

CP-5 

Contingency Plan Testing 

Contingency Plan Update 
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FISCAM Controls  Related NIST SP 800-53 Controls 

Business Process Application Level 

Controls: 

Application Level General Controls: 

AS-1. Implement effective application The related NIST SP 800-53 
security management application level general controls 

are identified under related 
General Controls above. 

AS-2. Implement effective application 
access controls 

AS-3. Implement effective application 
configuration management 

AS-4. Segregate application user access 
to conflicting transactions and 
activities and monitor segregation 

AS-5. Implement effective application 
contingency planning 

Business Process Controls: 

BP-1. Transaction data input is complete, SI-9 Information Input 
accurate, valid, and confidential Restrictions 

SI-10 Information Accuracy, 
Completeness, Validity, and 
Authenticity 

SI-11 Error Handling 

BP-2. Transaction data processing is SI-9 Information Input 
complete, accurate, valid, and Restrictions 
confidential SI-10 Information Accuracy, 

Completeness, Validity, and 
Authenticity 

SI-11 Error Handling 

Page 482  Appendix IV - Mapping of FISCAM to SP 800-53 



FISCAM Controls  Related NIST SP 800-53 Controls 

Business Process Application Level 

Controls: 

Business Process Controls: 

BP-3. Transaction data output is complete, 
accurate, valid, and confidential 

SI-10 

SI-11 
SI-12 

Information Accuracy, 
Completeness, Validity, and 
Authenticity 
Error Handling 
Information Output 
Handling and Retention 

BP-4. Master data setup and maintenance 
is adequately controlled 

SI-9 

SI-10 

SI-11 

Information Input 
Restrictions 
Information Accuracy, 
Completeness, Validity, and 
Authenticity 
Error Handling 

Interface controls: 

IN-1. Implement an effective interface 
strategy and design 

SI-9 

SI-10 

SI-11 

Information input 
Restrictions 
Information Accuracy, 
Completeness, Validity, and 
Authenticity 
Error Handling 

IN-2. Implement effective interface 
processing procedures 

SI-9 

SI-10 

SI-11 

Information input 
Restrictions 
Information Accuracy, 
Completeness, Validity, and 
Authenticity 
Error Handling 
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FISCAM Controls  Related NIST SP 800-53 Controls 

Data management controls: 

DA-1. Implement an effective data 
management system strategy and 
design 
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In the table below, FISCAM general and business process 

application level controls are mapped to related NIST 

publications. 

FISCAM Controls Related NIST Publications 

General Controls: Security 

Management 

SM-1. Establish security FIPS 199, 200, NIST SP 800-12, 
management program 800-14, 800-18, 800-19, 800-21, 

800-25, 800-26, 800-27, 800-30, 
800-31, 800-32, 800-33, 800-34, 
800-35, 800-37, 800-40, 800-41, 
800-44, 800-45, 800-57, 800-58, 
800-64, 800-65, 800-81 

SM-2. Periodically assess  and FIPS 199, NIST SP 800-12, 800-
validate risk 13, 800-14, 800-19, 800-23, 800-24, 

800-25, 800-26, 800-28, 800-30, 
800-31, 800-32, 800-34, 800-37, 
800-40, 800-42, 800-44, 800-45, 
800-46, 800-48, 800-53A, 800-54, 
800-59, 800-60, 800-63, 800-65, 
800-66, 800-76, 800-79, 800-82, 
800-85A, 800-85B, 800-98 

SM-3. Document and implement FIPS 199, 200, 201-1, NIST SP 
security policies and procedures 800-12, 800-14, 800-18, 800-19, 

800-23, 800-25, 800-28, 800-30, 
800-31, 800-34, 800-35, 800-36, 
800-37, 800-41, 800-42, 800-44, 
800-45, 800-46 800-50, 800-53A, 
800-61, 800-63, 800-64, 800-65, 
800-66, 800-72, 800-73, 800-76, 
800-79, 800-83, 800-84, 800-86, 
800-87, 800-88, 800-92, 800-94, 
800-100 
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FISCAM Controls Related NIST Publications 

General Controls: Security 

Management 

SM-4. Implement effective FIPS 200, NIST SP 800-12, 800-
security awareness and other 14, 800-16, 800-31, 800-40, 800-45, 
security-related personnel 800-46, 800-48, 800-50, 800-66, 
policies 800-89, 800-100 
SM-5. Monitor the effectiveness FIPS 201-1, NIST SP 800-12, 800-
of program 17, 800-19, 800-20, 800-22, 800-23, 

800-24, 800-26, 800-31, 800-35, 
800-36, 800-37, 800-40, 800-42, 
800-44, 800-45, 800-46, 800-51, 
800-53A, 800-55, 800-66, 800-76, 
800-79, 800-83, 800-85A, 800-85B, 
800-98 

SM-6. Effectively remediate 
information security weaknesses 

NIST SP 800-18, 800-30, 800-37, 
800-65 

SM-7. Ensure activities 
performed by external third 
parties are adequately secure 

NIST SP 800-35, 800-46, 800-66, 
800-77 

General Controls: Access 

Controls 

AC-1. Adequately protect FIPS 201-1, NIST SP 800-18, 800-
information system boundaries 24, 800-28, 800-36, 800-41, 800-44, 

800-45, 800-46, 800-47, 800-48, 
800-54, 800-58, 800-66, 800-68, 
800-70, 800-73, 800-76, 800-77, 
800-78, 800-82, 800-83, 800-87, 
800-96, 800-97 
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FISCAM Controls Related NIST Publications 

General Controls: Access 

Controls 

AC-2. Implement effective FIPS 190, 198, 201, 201-1, NIST 
identification and authentication SP 800-12, 800-15, 800-24, 800-25, 
mechanism 800-32, 800-36, 800-44, 800-46, 

800-48, 800-49, 800-52, 800-54, 
800-56, 800-57, 800-63, 800-66, 
800-68, 800-69, 800-72, 800-73, 
800-76, 800-77, 800-78, 800-81, 
800-87, 800-89, 800-94, 800-95, 
800-97 

AC-3. Implement effective FIPS 201-1, NIST SP 800-12, 800-
authorization controls 19, 800-28, 800-43, 800-66, 800-68, 

800-69 800-73, 800-76, 800-78, 
800-81, 800-83, 800-87, 800-95, 
800-96, 800-98 

AC-4. Adequately protect FIPS 140-2, 180-2, 186-2, 188, 190, 
sensitive system resources 197, 198, NIST SP 800-12, 800-17, 

800-19, 800-20, 800-22, 800-24, 
800-28, 800-29, 800-36, 800-38A, 
800-38B, 800-38C, 800-38D, 800-
44, 800-45, 800-49, 800-52, 800-54, 
800-56, 800-57, 800-58, 800-66, 
800-67, 800-72, 800-73, 800-77, 
800-78, 800-81, 800-87, 800-88, 
800-90, 800-92, 800-95, 900-97, 
800-98 

AC-5. Implement an effective FIPS 200, NIST SP 800-12, 800-
audit and monitoring capability 14, 800-19, 800-31, 800-36, 800-40, 

800-42, 800-44, 800-45, 800-48, 
800-49, 800-50, 80052, 800-54, 
800-61, 800-66, 800-68, 800-72, 
800-81, 800-83, 800-84, 800-86, 
800-89, 800-92, 800-94, 800-95, 
800-100, 800-101 

Page 487  Appendix IV - Mapping of FISCAM to SP 800-53 



FISCAM Controls Related NIST Publications 

General Controls: Access 

Controls 

AC-6. Establish adequate 
physical security controls 

NIST SP 800-12, 800-24,800-58, 
800-66, 800-73, 800-76, 800-78, 
800-82, 800-96, 800-98 

General Controls: 

Configuration Management 

CM-1. Develop and document 
configuration management 
policies, plans, and procedures 

FIPS 200, NIST SP 800-12, 800-
14, 800-37, 800-100 

CM-2. Maintain current 
configuration identification 
information 

NIST SP 800-35, 800-40, 800-43, 
80044, 800-45, 800-46, 800-48, 
800-54, 800-68, 800-70, 800-81, 
800-82, 800-83 

CM-3. Properly authorize, test, 
approve, track, and control all 
activities 

NIST SP 800-12, 800-14, 800-21, 
800-23, 800-27, 800-30, 800-31, 
800-33, 800-34, 800-35, 800-36, 
800-64, 800-65, 800-76, 800-85A, 
800-85B, 800-94, 800-97, 800-98 

CM-4.Routinely monitor the 
configuration 

NIST SP 800-19, 800-31, 800-44, 
800-57, 800-66, 800-83, 800-94 

CM-5. Update software on a 
timely basis to protect against 
known vulnerabilities 

NIST SP 800-19, 800-24, 800-28, 
800-31, 800-36, 800-37, 800-40, 
800-42, 800-43, 800-44, 800-45, 
800-46, 800-51, 800-58, 800-61, 
800-69, 800-83, 800-84 

CM-6. Appropriately document 
and approve emergency changes 
to the configuration 

NIST SP 800-40, 800-43, 800-44, 
800-45, 800-46, 800-48, 800-54, 
800-68, 800-70, 800-81, 800-82, 
800-83 
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FISCAM Controls Related NIST Publications 

General Controls: 

Segregation of Duties 

SD-1. Segregate incompatible 
duties and establish related 
policies 

NIST SP 800-12, 800-66, 800-98 

SD-2. Control personal activities 
through formal operating 
procedures, supervision, and 
review 

NIST SP 800-12, 800-66, 800-98 

General Controls: 

Contingency Planning 

CP-1. Assess the criticality and 
sensitivity of computerized 
operations and identify 
supporting resources 

FIPS 199; NIST SP 800-30, 800-
37, 800-40, 800-59, 800-60, 800-66 

CP-2. Take steps to prevent and 
minimize potential damage and 
interruption 

NIST SP 800-12, 800-21, 800-24, 
800-25, 800-34, 800-41, 800-43, 
800-44, 800-45, 800-50, 800-57, 
800-58, 800-66, 800-69, 800-81, 
800-83, 800-84, 800-98 

CP-3. Develop and document a 
comprehensive contingency plan 

NIST SP 800-12, 800-13, 800-14, 
800-34, 800-66 

CP-4. Periodically test the 
contingency plan and adjust it as 
appropriate 

NIST SP 800-12, 800-14, 800-34, 
800-56, 800-66, 800-84 
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FISCAM Controls Related NIST Publications 

Business Process Application 

Level Controls: Application 

Level General Controls 

AS-1. Implement effective  
application security management 

For AS-1 – AS-5 controls, the 
related NIST publications are 
identified under related General 
Controls above. 

AS-2. Implement effective 
application access controls 
AS-3. Implement effective 
application configuration 
management 
AS-4. Segregate application user 
access to conflicting 
transactions and activities and 
monitor segregation 
AS-5. Implement effective 
application contingency planning 

Business Process Application 

Level Controls: Business 

Process Controls 

BP-1. Transaction data input is 
complete, accurate, valid, and 
confidential 

NIST SP 800-44, 800-57 

BP-2. Transaction data 
processing is complete, accurate, 
valid, and confidential 

NIST SP 800-44, 800-57 

BP-3. Transaction data output is 
complete, accurate, valid, and 
confidential 

NIST SP 800-44, 800-57 
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FISCAM Controls Related NIST Publications 

Business Process Application 

Level Controls: Business 

Process Controls 

BP-4. Master data setup and 
maintenance is adequately 
controlled 

NIST SP 800-44, 800-57 

Business Process Application 

Level Controls: Interface 

Controls 

IN-1. Implement an effective 
interface strategy and design 

NIST SP 800-44, 800-57 

IN-2. Implement effective 
interface processing procedures 

NIST SP 800-44, 800-57 

Business Process Application 

Level Controls: Data 

Management Controls 

DA-1. Implement an effective 
data management system 
strategy and design 
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Appendix V - Knowledge, Skills, and Abilities 
Needed to Perform Information System 
Controls Audits 

Information system (IS) controls audits require a broad range of 
technical skills. A key component of planning is determining the 
knowledge, skills, and abilities needed to perform the IS audit. Such 
needs are then compared with the audit team’s current knowledge, 
skills, and abilities to identify any expertise that must be acquired. 
Any expertise gap can be filled through hiring, training, contracting, 
or staff sharing. The knowledge, skills, and abilities described in this 
appendix are not intended to be prescriptive, but to provide a 
framework to assist the auditor in determining the audit resources 
needed to effectively perform audit procedures in an IS audit. In 
addition, when contracting for IS audit services, this framework may 
be used as resource to identify the specific knowledge, skills, and 
abilities that will be needed to perform the contracting services 
requested. 

Generally accepted government auditing standards (GAGAS) state 
that the “staff assigned to conduct an audit or attestation 
engagement under GAGAS must collectively possess the technical 
knowledge, skills, and experience necessary to be competent for the 
type of work being performed before beginning work on that 
assignment.” The standards further require that if the work involves 
a review of information systems, the staff assigned to the GAGAS 
audit engagement should collectively possess knowledge of 
information technology.117These skills are often described in terms 
of knowledge, skills, and abilities (KSAs). KSAs are typically used in 
job position descriptions and job announcements to describe the 
attributes required for those in particular jobs. These terms are 
defined as follows: 

117
Government Auditing Standards: July 2007 Revision (GAO-07-731G), paragraph 3.43. 
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Knowledge—the foundation upon which skills and abilities are built. 
Knowledge is an organized body of information, facts, principles, or 
procedures that, if applied, make adequate performance of a job 
possible. An example is knowledge of tools and techniques used to 
establish logical access control over an information system. 

Skill—the proficient manual, verbal, or mental manipulation of 
people, ideas, or things. A skill is demonstrable and implies a degree 
of proficiency. For example, a person may be skilled in operating a 
personal computer to prepare electronic spreadsheets or in using a 
software product to conduct an automated review of the integrity of 
an operating system. 

Ability—the power to perform a job function while applying or using 
the essential knowledge. Abilities are evidenced through activities 
or behaviors required to do a job. An example is the ability to apply 
knowledge about logical access controls to evaluate the adequacy of 
an organization’s implementation of such controls. 

A staff member’s knowledge, skills, and abilities can be categorized 
in accordance with FISCAM audit areas. Table 1 includes an 
overview of the knowledge, skills, and abilities that a team typically 
needs to effectively perform an IS audit. It assumes a level of 
proficiency in performing basic auditing tasks, such as interviewing, 
gathering and documenting evidence, communicating both orally 
and in writing, and managing projects. It focuses on attributes 
associated specifically with IS auditing. Although each staff member 
assigned to such an audit need not have all these attributes, the 
audit team must collectively possess the KSAs necessary to perform 
the audit, including adequately planning the audit, assessing the 
effectiveness of IS controls, testing IS controls, determining the 
effect of the results of testing on the audit objectives, developing 
findings and recommendations, and reporting the results. Audit 
resources may be supplemented from outside the organization 
through partnering or engaging consultants. 
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Table 1. Knowledge, Skills, and Abilities for IS Security Audit Areas by FISCAM 
Objective 

FISCAM objective Associated knowledge, skills, and abilities 

Security 
Management  

• Knowledge of the legislative requirements for an entity’s 
information security management program 

• Knowledge of the sensitivity of data and the risk management 
process through risk assessment and risk mitigation 

• Knowledge of the risks associated with a deficient information 
security management program 

• Knowledge of the key elements of a good information security 
management program 

• Ability to analyze and evaluate an entity’s security policies and 
procedures and identify their strengths and weaknesses 

• Ability to analyze and evaluate the entity’s security 
management program and identify the strengthens and 
weaknesses, including: 

• security management program, structure, and 
responsibilities, including system inventories

• risk assessment 
• security awareness training for employees, contractors, 

third parties (including those in sensitive security and 
data processing position) and security-related personnel 
policies (including personnel hiring, including reference 
and background checks, and job transfers and 
terminations), 

• performance of periodic tests and evaluations of IS 
controls and monitoring to ensure compliance with 
established policies and procedures (including copies of 
tests and evaluations performed), and 

• security requirements and monitoring activities of third-
party providers supporting specific application(s). 
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FISCAM objective Associated knowledge, skills, and abilities 

Access Control • Knowledge across platforms of the access paths into 
computer systems and of the functions of associated 
hardware and software that provides an access path 

• Knowledge of access level privileges granted to users and the 
technology used to provide and control them 

• Knowledge of the procedures, tools, and techniques that 
provide for good physical, technical, and administrative 
controls over access 

• Knowledge of the risks associated with inadequate access 
controls 

• Skills to perform vulnerability assessments of the entity’s 
applications and supporting computer systems 

• Ability to analyze and evaluate the entity’s access 
controls and identify the strengthens and weaknesses, 
including: 
• system boundaries 
• controlling remote access to entity information, including 

use of remote devices, 
• user and system  identification and authentication, 
• requesting, approving, and periodically reviewing user 

access authorization, 
• restricting access to sensitive system resources 

(including system utilities, system software, and 
privileged accounts), 

• protecting digital and sensitive media, including portable 
media, 

• applying cryptography methods, if used, 
• monitoring mainframe, mid-level servers, and network 

systems for incidents, including management response 
and reporting on unusual activities, intrusion attempts, 
and actual intrusions, and 

• controlling physical security, including granting and 
controlling of physical access to the data center and 
other IT sensitive areas. 
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FISCAM objective Associated knowledge, skills, and abilities 

Configuration 
Management 

• Knowledge of the concept of configuration management and 
the System Development Life Cycle (SDLC) process 

• Knowledge of baseline configuration management 
procedures, tools, and techniques that provide control over 
application and system software, and computer security 
settings 

• Knowledge of the risks associated with the modification, 
including emergency changes, of application and system 
software, and computer security settings 

• Knowledge of the risks associated with inadequate 
procedures for updating software to protect against known 
vulnerabilities 

• Ability to analyze and evaluate the entity’s configuration 
management and identify the strengths and weaknesses, 
including: 
• configuration management policies, including the 

approval and testing of scheduled and emergency 
changes, and monitoring procedures to ensure 
compliance, 

• maintaining current configuration information, 
• authorizing, testing, approving, and tracking all 

configuration changes,
• monitoring/auditing the configuration, 
• patch management, vulnerability scanning, virus 

protection, emerging threats, and user installed software, 
and 

• emergency changes. 
Segregation of 
Duties 

• Knowledge of the different functions involved with information 
systems and data processing and incompatible duties 
associated with these functions 

• Knowledge of the risks associated with inadequate 
segregation of duties 

• Ability to analyze and evaluate the entity’s organizational 
structure and segregation of duties (including periodic review 
of access authorizations) and identify the strengths and 
weaknesses  

Contingency 
Planning  

• Knowledge of the procedures, tools, and techniques that 
provide for contingency planning and business continuity 

• Knowledge of the risks that exist when measures are not 
taken to provide for contingency planning and business 
continuity 

• Ability to analyze and evaluate an entity’s contingency 
planning program and contingency plans for business 
continuity and identify the strengths and weaknesses, 
including: 

• assessing the availability needs of entity systems 

• backing-up data, programs, and software, and 
• environmental controls, including emergency power, 

fire/smoke detection and response, hardware 
maintenance and problem management, alternate work 
sites, etc. 
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FISCAM objective Associated knowledge, skills, and abilities 

Business Process 
Controls 

• Knowledge about the practices, procedures, and techniques 
that provide for the completeness, accuracy, validity, and 
confidentiality of application data 

• Knowledge of typical applications in each business process 
transaction cycle 

• Skills to use a generalized audit software package to conduct 
data analyses and tests of application data, and to plan, 
extract, and evaluate data samples 

• Ability to analyze and evaluate the entity’s application controls 
and identify the strengths and weaknesses 

Source: GAO. 

Auditors performing tasks in two of the above FISCAM areas— 
Access Controls and Configuration Management—require 
additional specialized technical skills. Such technical specialists 
should have skills in one or more of the categories listed in table 2. 

Table 2. KSAs for Information Security Technical Specialists 

Specialist Skills 

Network analyst • Advanced knowledge of network hardware and software 
• Understanding of data communication protocols 
• Ability to evaluate the configuration of routers , firewalls, and 

intrusion detection systems 
• Ability to perform external and internal vulnerability tests with 

manual and automated tools 
• Knowledge of the operating systems used by servers 

Windows/Novell • Detailed understanding of microcomputer and network 
analyst architectures 

• Ability to evaluate the configuration of servers and the major 
applications hosted on servers 

• Ability to perform internal vulnerability tests with manual and 
automated tools 

Unix analyst • Detailed understanding of the primary variants of the Unix 
architectures 

• Ability to evaluate the configuration of servers and the major 
applications hosted on servers 

• Ability to perform internal vulnerability tests with manual and 
automated tools 

Database analyst • Understanding of the control functions of the major database 
management systems 

• Understanding of the control considerations of the typical 
application designs that use database systems 

• Ability to evaluate the configuration of major database software 
products 
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Specialist Skills 

Mainframe 
system software 
analyst 

• 

• 

Detailed understanding of the design and function of the major 
components of the operating system 
Ability to develop or modify tools necessary to extract and 
analyze control information from mainframe computers 

• Ability to use audit software tools 
• Ability to analyze modifications to system software components 

Mainframe • Detailed understanding of auditing access control security 
access control software such as ACF2, Top Secret, and RACF 
analyst • Ability to analyze mainframe audit log data 

• Ability to develop or modify tools to extract and analyze access 
control information 

Source: GAO. 

As table 2 shows, some activities require a high degree of IT 
knowledge, skills, and abilities, while others involve more basic 
auditing tasks (interviewing, gathering background information, and 
documenting the IT security environment). Audit management may 
therefore want to organize staff that have highly specialized 
technical skills into a separate group that has access to special-
purpose computer hardware and software. A group of this kind can 
focus on more technical issues, while other groups within the 
organization can perform the less technical work. 
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Appendix VI - Scope of an Information 
System Controls Audit in Support of a 
Financial Audit 

This appendix provides a framework for assessing the effectiveness 
of information system controls audits in support of financial 
statement audits. Given the prevalence of the use of information 
systems to process financial information, performing a financial 
audit generally includes an assessment of the effectiveness of 
information system controls. The information system controls audit 
should be performed as an integral part of the financial audit. 

This appendix is intended to assist (1) financial auditors in 
communicating audit requirements to IS control specialists, and (2) 
financial auditors and IS control specialists in understanding how an 
assessment of the effectiveness of IS controls integrates with 
financial audit requirements.  

The Government Accountability Office (GAO) and the President’s 
Council on Integrity and Efficiency (PCIE) Financial Audit Manual 

(FAM) presents a methodology for performing financial statement 
audits of federal entities in accordance with professional standards. 
Chapter 2 (and related steps in Chapter 4) of the FISCAM describe a 
methodology for performing the IS controls audit in the context of 
an audit performed in accordance with generally accepted 
government auditing standards (GAGAS). This appendix discusses 
how the audit steps described in Chapter 2 of the FISCAM (and 
related steps in Chapter 4) provide more specific guidance 
concerning the evaluation of the effectiveness of information 
systems controls in support of the audit steps in the FAM. For 
financial audits performed in accordance with the FAM, the steps in 
the FISCAM should be performed in coordination with the related 
steps in the FAM. The flowchart of steps in assessing IS controls in a 
financial statement audit, appearing in FAM 295 J, is presented at 
the end of this appendix. 
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The following table presents a summary of the relationship between 
selected FAM steps and related FISCAM steps. 

FAM Step(s) Related FISCAM Step(s) 

AUDIT PLANNING 

220 Understand the Entity’s 
Operations 

235 Identify Significant Line 
Items, Accounts, 
Assertions, and RSSI 

240 Identify Significant Cycles, 
Accounting Applications, 

        And Financial Management 
Systems 

2.1.1 Planning the Information 
System Controls Audit— 
Overview 

2.1.2 Understand the Overall 
Audit Objectives and 
Related Scope of the 
Information System 
Controls Audit 

2.1.3 Understand the Entity’s 
Operations and Key 
Business Processes 

2.1.4 Obtain a General 
Understanding of the 
Structure of the Entity’s 
Networks 

2.1.5 Identify Key Areas of Audit 
Interest (files, applications, 
systems, locations) 

260 Identify Risk Factors 2.1.6 Assess Information system 
Risk on a Preliminary 
Basis 

270 Determine Likelihood of 
Effective IT System 
Controls 

2.1.7 Identify Critical Control 
Points (for example, 
external access points to 
networks) 

2.1.8 Obtain a Preliminary 
Understanding of 
Information System 
Controls 

Miscellaneous FAM planning 
sections 

2.1.9 Perform Other Audit 
Planning Procedures 
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INTERNAL CONTROL TESTING 

310 Overview of the Internal 
Control Phase 

320 Understand Information 
Systems 

330 Identify Control Objectives 
340 Identify and Understand 

Relevant Control Activities 
350 Determine the Nature, 

Timing, and Extent of 
Control Tests And Of Tests 
For Systems’ Compliance 

        With FFMIA Requirements 
360 Perform Nonsampling 

Control Tests And Tests For 
Systems’ Compliance With 
FFMIA Requirements, 
including 360.03-.09—Test 
IT System Controls 

2.2 Perform Information System  
Controls Audit Tests 
• Understand Information 

Systems Relevant to the 
Audit Objectives 

• Identify IS Control 
Techniques Relevant to 
the Audit Objectives 

• Test IT System Controls 

REPORTING THE RESULTS OF THE IS CONTROLS AUDIT 

370 Assess Controls On A 
Preliminary Basis 

580 Draft Reports – Internal 
Control 

2.3  Report Audit Results 

AUDIT PLANNING 

IS Audit Resources 

As discussed in FAM Section 110.27, the audit team should possess 
sufficient knowledge of IS controls to determine the effect of IT on 
the audit, to understand IS controls, and to consult with an IS 
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controls specialist118 to design and test IS controls. Specialized IS 
audit skills generally are needed in situations where 
• the entity’s systems, automated controls, or the manner in which 

they are used in conducting the entity’s business are complex; 
• significant changes have been made to existing systems or new 

systems have been implemented; 
• data are extensively shared among systems; 
• the entity participates in electronic commerce; 
• the entity uses emerging technologies; or 
• significant audit evidence is available only in electronic form. 

In some cases, the financial auditor may consult with IS controls 
specialists within the audit organization or use outside contractors 
to provide these skills. However, per AU 311.22, the financial auditor 
should have sufficient knowledge to communicate the objectives of 
the specialists’ work, to evaluate whether the specified procedures 
will meet the audit objectives, and to evaluate the results of the 
procedures as they relate to the nature, extent, and timing of further 
planned audit procedures. 

Appendix V of the FISCAM provides a framework to assist the 
auditor in determining the audit resources needed to effectively 
perform an IS controls audit. In addition, when contracting for IS 
systems audit services, this framework may be used as a resource to 
identify the specific knowledge, skills, and abilities that will be 
needed to perform the contracting services requested. Section 
2.1.9.D “Audit Resources” in Chapter 2 provides additional 
information on the use of IS controls specialists in a GAGAS audit.  

118 The IS control specialist is a person with technical expertise in information technology 
systems, general controls, business process applications and controls, and information 
security. 
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The following sections discuss IT-related FAM steps and the related 
FISCAM steps. 

Understand the Entity’s Operations, Identify Significant Line 

Items, Accounts, Assertions, and RSSI, and Identify 

Significant Cycles, Accounting Applications, and Financial 

Management Systems 

FAM 220.01 states that the auditor must obtain an understanding of 
the entity and its environment, including internal control to assess 
the risk of material misstatement of the financial statements, 
whether due to error or fraud, and to design the nature, extent, and 
timing of further audit procedures. The following IT-related FAM 
sections discuss obtaining an understanding of the entity’s 
operations and information systems: 

• 220.04—the auditor should identify significant external and 
internal factors that affect the entity’s operations as part of 
understanding the entity and its environment for purposes of 
planning the audit, including the IT structure and the extent to 
which IT processing is performed externally such as through 
cross-servicing agreements. 

• 220.07—the auditor should develop and document a high-level 
understanding of the entity’s use of IS controls and how IT 
affects the generation of financial statement information and 
supplementary information. An IS controls specialist may assist 
the auditor in understanding the entity’s use of IS controls. 
Appendix I of the FISCAM may be used to document this 
understanding. 

• 235.01—the auditor should identify significant line items and 
accounts in the financial statements and significant related 
financial statement assertions. 

• 240.08—once the auditor identifies significant accounting 
applications, the auditor should determine which information 
systems are involved in those applications. 

• 240.09—the auditor should obtain sufficient knowledge of the 
information systems relevant to financial reporting to 
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understand the accounting processing from initiation of a 
transaction to its inclusion in the financial statements, including 
electronic means used to transmit, process, maintain, and access 
information (see AU 319.49, SAS No. 94).  

The following FISCAM sections (Chapter 2) provide more specific 
guidance on how the auditor obtains an understanding of the 
entity’s IT operations and information systems: 
• Planning the information system controls audit—overview – 

2.1.1 
• Understand the entity’s operations and key business processes -

2.1.3 
• Obtain a general understanding of the structure of the entity’s 

networks – 2.1.4 
• Identify key areas of audit interest (files, applications, systems, 

locations) – 2.1.5 

More specifically, based on the audit objectives and the auditor’s 
understanding of the business processes and networks, the auditor’s 
identification of key areas of audit interest includes: 

• key business process applications and where each key business 
process application is processed, 

• key data files used by each key business application, and 
• relevant general controls at the entitywide and system levels, 

upon which application level controls depend. 

These FISCAM sections include information related to the IS 
controls audit that should be included in audit documentation. Such 
information should be summarized, as appropriate, in the entity 
profile or an equivalent document, as discussed in FAM Section 
290.04. However, the auditor generally should document internal 
control separately as discussed below and in FAM 390. 

Identify Risk Factors 

FAM Section 260.09 states that the auditor should (1) identify 
conditions that significantly increase inherent, fraud, and control 
risk (based on identified control environment, risk assessment, 
communication, or monitoring weaknesses) and (2) conclude 
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whether any identified control risks preclude the effectiveness of 
specific control activities in significant applications. The auditor 
should identify specific inherent risks, fraud risks, and control 
environment, risk assessment, communication, and monitoring 
weaknesses based on information obtained in the planning phase, 
primarily from understanding the entity’s operations, including 
significant IT processing performed outside the entity and 
preliminary analytical procedures. SAS No. 70 reports, which are 
discussed further in FAM 310 and in Appendix VII, may be prepared 
by service auditors for organizations performing significant IT 
processing for the entity. The auditor may find these reports useful 
for performing risk assessments and planning other audit 
procedures. The auditor should update the risk assessment 
throughout the audit. 

FAM Section 260.22 states that IS controls do not affect the audit 
objectives for an account or a cycle. However, IS controls can 
introduce inherent risk factors not present in a manual accounting 
system. The FAM section states that the auditor should assess the 
overall impact of IS processing on inherent risk. The impact of these 
factors typically will be pervasive in nature. An IS controls specialist 
may assist the auditor in considering these factors and making this 
assessment. 

FAM Section 260.56 states that IS controls affect the effectiveness 
of control activities, the control environment, risk assessment, 
communication, and monitoring. For example, controls that 
normally would be performed by separate individuals in manual 
systems may be concentrated in one computer application and pose 
a potential segregation-of-duties issue. See SAS No. 109.57-63 for 
further discussion of the effect of IT on internal control.  

FAM Section 260.57 provides several IS factors, discussed in 
Chapter 2 of the FISCAM, that the auditor should evaluate in making 
an overall assessment of the control environment, risk assessment, 
communication, and monitoring. 

The FISCAM section 2.1.6 entitled “Assess Information System Risk 
on a Preliminary Basis” provides more specific guidance on how the 
auditor identifies IS risk (inherent and the control environment, risk 
assessment, communication, and monitoring components of internal 
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control). Also, the FISCAM section 2.1.9.B entitled “Consideration of 
the Risk of Fraud” provides more specific guidance concerning 
identification of the risk of fraud arising from IT, including 
coordination between the financial auditor and the IS controls 
specialist. In addition, the FISCAM section 2.5.1 “Additional IS Risk 
Factors” provides more risk factors for the auditor to consider. 
Further, FISCAM Appendix VII provides more information on the 
use of SAS 70 reports. 

These FISCAM sections include information that should be included 
in audit documentation. In addition, such information should be 
summarized, as appropriate, in the GRA or equivalent document as 
discussed in FAM Section 290, including: 
• the assessments of overall inherent risk and the risk factors 

considered in the assessment, and 
• the assessments of the overall effectiveness of the control 

environment, risk assessment, communication, and monitoring, 
including whether an ineffective control environment precludes 
the effectiveness of specific control activities. 

Determine Likelihood of Effective IS Controls 

As discussed in FAM 270, information system (IS) controls consist 
of those internal controls that are dependent on information 
systems processing and include general, business process 
application, and user controls. IS controls consist of those internal 
controls that are dependent on information systems processing and 
include general controls (entitywide, system, and business process 
application levels), business process application controls (input, 
processing, output, master file, interface, and data management 
system controls), and user controls (controls performed by people 
interacting with information systems). General and business process 
application controls are always IS controls.  A user control is an IS 
control if its effectiveness depends on information systems 
processing or the reliability (accuracy, completeness, and validity) 
of information processed by information systems. Conversely, a 
user control is not an IS control if its effectiveness does not depend 
on information systems processing or the reliability of information 
processed by information systems. 
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In the financial audit planning phase, the auditor, with the 
assistance of an IS control specialist should determine whether IS 
controls are likely to be effective and should therefore be 
considered in the internal control phase. The auditor may 
coordinate work done to meet the provisions of FISMA with work 
done as part of the financial statement audit. 

The procedures performed to determine the likelihood of effective 
IS controls build on those procedures performed while 
understanding the entity’s operations and assessing the effects of IS 
controls on inherent risk and the control environment, risk 
assessment, communication, and monitoring. Under SAS No. 109, 
the auditor should sufficiently understand each of the five 
components of internal control—control environment, risk 
assessment, information and communication, monitoring, and 
control activities—to assess the risk of material misstatement. This 
understanding should include relevant IS aspects. 

As discussed in FAM 260.06, the auditor evaluates and tests the 
following types of controls in a financial statement audit: 
• financial reporting controls, 
• compliance controls, and 
• certain operations controls (to the extent described in FAM 275). 

For each of the specific controls to be evaluated and tested, as 
documented in the SCE Form or equivalent, the auditor should 
distinguish which are IS controls. In addition, based on such IS 
controls and the audit planning procedures (particularly the 
identification of critical control points), the auditor should identify 
those other IS controls (general and business process application 
controls) upon which the effectiveness of the controls in the SCE 
depend. These other IS controls also need to be effective for the 
specific controls in the SCE to be effective. FISCAM Appendices II 
and III can be used to document such controls. 

IS controls can be classified into three types: 
• general controls – GAGAS defines information systems general 

controls as the policies and procedures that apply to all or a 
large segment of an entity’s information systems. General 
controls help ensure the proper operation of information 
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systems by creating the environment for proper operation of 
application controls. General controls include security 
management, logical and physical access, configuration 
management, segregation of duties, and contingency planning. 

• business process application controls –GAGAS defines 
application controls, sometimes referred to as business process 
controls, as those controls that are incorporated directly into 
computer applications to help ensure the validity, completeness, 
accuracy, and confidentiality of transactions and data during 
application processing. Application controls include controls 
over input, processing, output, master data, application 
interfaces, and data management system interfaces. 

• user controls – portions of controls that are performed by people 
interacting with IS controls. The effectiveness of user controls 
typically depend on information systems processing or the 
reliability of information processed by IS controls. 

An IS controls specialist generally should review and concur with 
the auditor’s identification of IS controls. 

Testing of technical IS controls should be performed by an IS 
controls specialist as described in FAM 360. The audit team may 
work with the IS controls specialist by testing user controls and 
application controls involving manual follow-up. 

FAM Section 270.05 states that early in the audit’s planning phase, 
the auditor and the IS controls specialist should understand the 
design of each of the three types of IS controls (general, business 
process application level, and user controls) to the extent necessary 
to tentatively conclude whether these controls are likely to be 
effective. 

If they are likely to be effective, the auditor should consider specific 
IS controls in determining whether control objectives are achieved 
in the internal control phase. As discussed in SAS No. 109.54, 
evaluating the design of a control involves considering whether the 
control, individually or in combination with other controls, is 
capable of effectively preventing, detecting, and correcting material 
misstatements. 
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If IS controls are not likely to be effective, the auditor, with the 
assistance of the IS controls specialist, should obtain a sufficient 
understanding of control risks arising from IS controls to  
• identify types of potential misstatements, 
• consider factors that affect the risks of material misstatement, 
• design tests of controls and substantive procedures, and 
• develop appropriate findings. 

Also, in the internal control phase, the auditor generally should 
focus on the effectiveness of manual controls in achieving control 
objectives, including manual controls that may mitigate weaknesses 
in IS controls. If IS controls are not likely to be effective due to poor 
general controls and if manual controls do not achieve the control 
objectives, the auditor should identify and evaluate any specific IS 
controls that are designed to achieve the control objectives to 
develop recommendations for improving internal controls. 

As discussed in SAS No. 109.117-.120, in some circumstances, such 
as where a significant amount of information is electronically 
initiated, recorded, processed, and reported, it may not be practical 
or possible to restrict detection risk to an acceptable level by 
performing only substantive tests for one or more financial 
statement assertions. In such circumstances, the auditor should test 
IS controls to obtain evidential matter about the effectiveness of 
both the design and operation of controls to reduce the assessed 
level of the risk of material misstatement. 

The following FISCAM sections provide more specific guidance on 
how the auditor determines the likelihood of effective IS controls: 
• Identify critical control points (for example, external access 

points to networks) – 2.1.7 
• Obtain a preliminary understanding of information system 

controls – 2.1.8 

These FISCAM sections include information that should be included 
in audit documentation. In addition to this audit documentation, as 
discussed in FAM Section 290, the auditor should document 
tentative conclusions on the likelihood that IT controls and any 
compensating controls such as manual controls, reviews, or 
reconciliations are operating effectively. 

Page 509  Appendix VI - Scope of an Information System Controls Audit in Support of a 

Financial Audit 



Other Audit Planning Procedures 

The FISCAM section 2.1.9 provides additional information 
concerning the following planning steps in the IS controls audit that 
should be coordinated with the financial audit.  
• Relevant laws and regulations—this section provides more 

specific guidance on how the auditor identifies significant IT 
related provisions of laws and regulations and should be 
performed in coordination with FAM Section 245 

• Consideration of the risk of fraud—as discussed above, this 
section provides more specific guidance on how the auditor 
identifies the risk of fraud arising from IT, including 
coordination between the financial auditor and the IS controls 
specialist, and should be performed in coordination with FAM 
Section 260. 

• Audit Resources—as discussed above, this section provides 
more specific guidance on how the auditor identifies the 
knowledge, skills, and abilities needed to perform an IS controls 
audit and the auditor’s responsibilities and procedures for using 
the work of an IS controls specialist, and should be performed in 
coordination with FAM Section 110. 

• Multiyear testing plans—this section provides more specific 
guidance on how the auditor establishes a multiyear testing plan 
for IS controls, and should be performed in coordination with 
FAM Section 395G. 

• Communication with entity management and those charged with 
governance—this section provides more specific guidance on 
communicating relevant IT-related information with entity 
management and those charged with governance, and should be 
performed in coordination with FAM Section 215. 

• Service organizations—this section provides more specific 
guidance on the auditor’s consideration of IS controls, significant 
to the IS audit, that are performed by a service organization. This 
issue is discussed further in Appendix VII “Entity’s Use of 
Service Organizations”. This section should be performed in 
coordination with FAM 310. 

• Using the work of others—this section provides more specific 
guidance on how the auditor prepares uses the work of others in 
performing the IS controls audit, and should be performed in 
coordination with FAM section 650. 
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• Audit plan—this section provides more specific guidance on how 
the auditor prepares an audit plan and strategy for performing 
the IS controls audit, and should be performed in coordination 
with FAM section 290. 

Also the FISCAM provides more specific guidance on how the 
auditor documents the planning of the IS controls audit, and should 
be performed in coordination with FAM Section 290. 

INTERNAL CONTROL TESTING 

Overview 

In general, FAM Section 300 describes the methodology for 
assessing the effectiveness of internal control in a financial audit. 
FAM Section 310 summarizes the methodology. Specifically, Section 
310 states that, in the internal control phase, the auditor should gain 
an understanding of internal control and obtain evidence about the 
effectiveness of internal control to (1) assess control risk, (2) 
determine the nature, timing, and extent of control, compliance, and 
substantive testing, and (3) form an opinion or report on internal 
control over financial reporting and compliance. Control risk should 
be assessed separately for each significant financial statement 
assertion in each significant cycle/accounting application (including 
RSSI). 

The auditor of federal financial statements must evaluate and test 
certain controls. AU 319 permits the auditor to assess control risk at 
a high (maximum) level and forgo evaluation and testing of financial 
reporting controls if the auditor believes evaluating their 
effectiveness would be inefficient. However, because OMB audit 
guidance requires the auditor to perform sufficient tests of internal 
controls that have been properly designed and placed in operation 
to support a low assessed level of control risk, the auditor in a 
federal financial audit may not elect to forgo control tests solely 
because it is more efficient to extend compliance and substantive 
audit procedures. 

Page 511  Appendix VI - Scope of an Information System Controls Audit in Support of a 

Financial Audit 



The following are the types of controls tested in a financial audit: 
• financial reporting controls (including certain safeguarding and 

budget controls) for each significant assertion in each significant 
cycle/accounting application (identified in section 240), 

• compliance controls for each significant provision of laws and 
regulations (identified in section 245), including budget controls 
for each relevant budget restriction (identified in section 250), 
and 

• operations controls for each operations control (1) relied on in 
performing financial audit procedures or (2) selected for testing 
by the audit team. (see section 275). 

The auditor is not required to test controls that have not been 
properly designed and implemented (placed in operation). Thus, 
internal controls that are not effective in design do not need to be 
tested. If the auditor determined in a prior year that controls in a 
particular accounting application were ineffective and if 
management indicates that controls have not improved, the auditor 
need not test them. 

On the other hand, if controls have been determined to be effective 
in design and implemented (placed in operation), the auditor of 
federal financial statements must perform sufficient tests of their 
effectiveness to support a low assessed level of control risk. In such 
cases, the auditor may consider using a rotation approach to testing 
controls over the various accounting applications, as described in 
FAM Section 395 G (and in the FISCAM section 2.1.9.E “Multiyear 
Testing Plans”). If the auditor expects to disclaim an opinion 
because of scope limitations or inadequate controls, the auditor may 
limit internal control work to updating the understanding of controls 
and whether they have been placed in operation. The auditor may 
do this by inquiring as to whether previously identified control 
weaknesses have been corrected. In the year the auditor expects to 
issue an opinion on the financial statements, the auditor needs a 
basis of sufficient work on internal control. 
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In the internal control phase of a financial audit, the auditor should 
perform and document the following procedures: 
• Understand the entity's information systems for financial 

reporting, compliance with laws and regulations, and relevant 
operations (see FAM Section 320). 

• Identify control objectives (see FAM Section 330). 
• Identify and understand relevant control activities that 

effectively achieve the control objectives (see FAM Section 340). 
• Determine the nature, timing, and extent of control testing (see 

FAM Section 350). 
• Perform control tests that do not involve sampling (nonsampling 

control tests - see section 360).1 (Sampling control tests, if 
necessary, are performed in the testing phase, as discussed in 
FAM Section 450.) 

• On a preliminary basis, based on the evidence obtained, assess 
(1) the effectiveness of financial reporting, compliance, and 
relevant operations controls and (2) control and combined risk 
(see FAM Section 370). (Combined risk, which includes inherent 
and control risk, is discussed in FAM paragraph 370.09). 

As discussed in FAM Section 310.10, in gaining an understanding of 
an entity’s internal control, including internal control related to IT 
and other business processing performed outside the entity, the 
auditor should obtain evidence about the design of relevant controls 
and whether they have been placed in operation. In obtaining 
evidence about whether controls have been placed in operation, the 
auditor should determine whether the entity is using them, rather 
than merely having them written in a manual, for example. This 
differs from determining a control’s operating effectiveness, which 
is concerned with how the control was applied, the consistency with 
which it was applied, and by whom. Gaining an understanding of the 
design of internal control does not require that the auditor obtain 
evidence about operating effectiveness. 

As discussed in FAM Section 310.11, the auditor should obtain an 
understanding of internal control for IT and other business 
processing performed outside the entity under a service agreement 
or other contract arrangements for assessing risk and planning other 
audit procedures. The auditor may obtain this understanding by 
performing work directly at the service organization or by using SAS 
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No. 70 reports that include these internal controls as discussed in 
AU 324.06-.21. 

For each potential weakness, consider the impact of compensating 
controls or other factors that mitigate or reduce the risks related to 
potential weaknesses. 

The following sections summarize FAM audit steps related to the 
testing of information system controls. The auditor should 
coordinate these steps with the related FISCAM steps. 

Understand Information Systems 

FAM Section 320 states that the auditor may use an IS controls 
specialist to assist in understanding and documenting the IT aspects 
of these systems. The auditor should document the understanding of 
these systems in cycle memorandums, or other equivalent 
narratives, and generally should prepare or obtain related flow 
charts. FAM 340 and 350 discuss identifying and documenting 
controls that are designed to mitigate the risk of material 
misstatement. 

Walk-throughs are important for understanding the transaction 
process and for determining appropriate audit procedures. The 
auditor should perform walk-throughs for all significant accounting 
applications. Walk-throughs of budget, accounting, compliance, and 
operations systems provide evidence about the functioning of such 
systems. The auditor should document these walk-throughs. The 
auditor should incorporate the IT aspects of each system into the 
audit documentation and may include additional flow charts, 
narratives, and checklists. 

FAM Section 320 continues that the auditor should obtain an 
understanding of and should document the following for each 
significant cycle and accounting application (including those dealing 
with RSSI): 
• The manner in which transactions are initiated; 
• The nature and type of records, journals, ledgers, and source 

documents, and the accounts involved; 
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• The processing involved from the initiation of transactions to 
their inclusion in the financial statements, including the nature 
of computer files and the manner in which they are accessed, 
updated, and deleted; and 

• The process used to prepare the entity's financial statements and 
budget information, including significant accounting estimates, 
disclosures, and computerized processing. 

FAM Section 320.03 states that for each significant cycle and 
accounting application identified for significant line items and 
assertions in FAM 240 (including those dealing with RSSI) the 
auditor should obtain an understanding of and should document, 
among other things, processes used to prepare the entity’s financial 
statements and budget information, including significant accounting 
estimates, disclosures, and IT processing. These processes include 
• Procedures used to enter transaction totals into the general 

ledger; 
• procedures used to initiate, authorize, record, and process 

journal entries in the general ledger; 
• procedures used to record recurring and nonrecurring 

adjustments to the financial statements; 
• procedures used to combine and consolidate general ledger data; 

and 
• closing process, including manual and automated procedures, 

for preparing the financial statements and related disclosures. 

The FISCAM section entitled “Understand Information Systems 
Relevant to the Audit Objectives” included in section 2.2 provides 
more specific guidance on how the auditor obtains an understanding 
of information systems. This FISCAM section includes information 
that should be included in audit documentation. As discussed in 
FAM Section 320, the auditor must document the understanding 
gained of each component of internal control, including the 
information system. The auditor should prepare sufficient 
documentation to clearly describe the accounting system. For each 
significant cycle, the auditor should prepare a cycle memorandum 
or equivalent. Also, the auditor generally should prepare an 
illustrative flowchart of the cycle and component accounting 
application(s). Flowcharts provide a good mechanism to document 
the process and the flow of transactions through the system. 
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However, the auditor should avoid extreme detail, which makes the 
charts confusing and hard to follow. Complex systems, particularly 
those involving IT, may be difficult to understand without a 
flowchart. To the extent required as described above, the auditor 
should use the following documents or equivalents to document. 

Identify Relevant Control Objectives 

FAM Section 330 discusses the identification of control objectives. 
In a financial audit, the auditor should identify control objectives for 
each type of control that if achieved, would provide the entity with 
reasonable assurance that individual and aggregate misstatements 
(whether caused by error or fraud), losses, or noncompliance 
material to the financial statements would be prevented or detected. 
For Required Supplementary Stewardship Information (RSSI), the 
Statement of Social Insurance, and nonmonetary information in the 
financial statements, such as physical units of heritage assets, the 
objectives would relate to controls that would provide reasonable 
assurance that misstatements, losses, or noncompliance that would 
be considered material by users of the information would be 
prevented or detected. As noted above, control objectives in a 
financial audit involve: 
• financial reporting controls, including safeguarding controls and 

segregation-of-duties controls, 
• compliance controls, 
• budget controls, and 
• relevant operations controls. 

As discussed in FAM Section 495A.21, if the reliability of internally-
generated data used in the substantive analytical procedures is 
dependent on the effectiveness of IS controls, the auditor should 
perform additional procedures before relying on the data. The 
auditor should test, as appropriate, (1) the relevant general controls 
and the specific business process application level controls over the 
data and/or (2) the data in the report. 

The FISCAM section “Identify IS Control Techniques That are 
Relevant to the Audit Objectives” included in section 2.2 provides 
more specific guidance on how the auditor identifies relevant IS 
control activities. This FISCAM section includes information that 

Page 516  Appendix VI - Scope of an Information System Controls Audit in Support of a 

Financial Audit 



should be included in audit documentation. In addition to such 
documentation, as discussed in FAM Sections 390 and 395H, the 
auditor documents relevant control objectives in the SCE form or 
equivalent documentation. Based on such controls and the audit 
planning procedures (particularly the identification of critical 
control points), the auditor should identify those other IS controls 
(general, business process application, interface, and data 
management system controls) upon which the controls in the SCE 
depend. FISCAM Appendices II and III can be used to document 
such controls. 

Identify Relevant Control Activities 

As discussed in FAM Section 340, the auditor identifies and 
understands relevant control activities. For each control objective, 
based on discussions with entity personnel and the results of other 
procedures performed, the auditor should identify the control 
activities designed to achieve the specific control objective. The 
auditor may indicate these controls in the auditor’s informal notes 
and/or interview write-ups for use in the following procedures, but 
the auditor need not formally document them on the SCE worksheet 
at this time. The auditor should first screen the activities to identify 
those that are effective and efficient to test. An IS controls specialist 
may assist the auditor in identifying and understanding IT controls. 
As discussed in FAM 350, the auditor should use walk-throughs to 
confirm that the entity has implemented these controls identified for 
further audit procedures. These walk-throughs are in addition to 
those performed earlier to understand the transaction processing. 
As discussed in FAM 270, in determining whether control objectives 
are achieved, the auditor should consider both manual and IS 
controls, if likely to be effective. 

FAM Section 340.05 states that the auditor also should evaluate the 
appropriateness of the specified criteria used to identify items in a 
management or exception report. For example, IT input controls 
(such as the matching of vendor invoices with receiving reports and 
purchase orders) that require exact matches of data from different 
sources before a transaction is accepted for processing may be 
more effective than controls that accept transactions that fall within 
a broader range of values. On the other hand, controls based on 
exception reports that are limited to selected information or use 
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more selective criteria may be more effective than lengthy reports 
that contain excessive information. 

The FISCAM section “Identify IS Control Techniques That are 
Relevant to the Audit Objectives” provides more specific guidance 
on how the auditor identifies relevant IS controls.  

The FISCAM is organized in a hierarchical structure to assist the 
auditor in performing the IS controls audit. Chapter 3 (general 
controls) and Chapter 4 (business process application level 
controls) contain several control categories, which are groupings of 
related controls pertaining to similar types of risk. For each control 
category, the manual identifies critical elements—tasks that are 
essential for establishing adequate controls within the category. For 
each critical element, there is a discussion of the associated 
objectives, risks, and control activities, as well as related potential 
control techniques and suggested audit procedures. This 
hierarchical structure facilitates the auditor’s audit planning and the 
auditor’s analysis of identified control weaknesses. 

Because control activities are generally necessary to achieve the 
critical elements, they are generally relevant to a GAGAS audit 
unless the related control category is not relevant, the audit scope is 
limited, or the auditor determines that, due to significant IS control 
weaknesses, it is not necessary to assess the effectiveness of all 
relevant IS controls. Within each relevant control activity, the 
auditor should identify control techniques implemented by the 
entity and determine whether the control techniques, as designed, 
are sufficient to achieve the control activity, considering IS risk and 
the audit objectives. The auditor may be able to determine whether 
control techniques are sufficient to achieve a particular control 
activity without evaluating and testing all of the control techniques. 
Also, depending on IS risk and the audit objectives, the nature and 
extent of control techniques necessary to achieve a particular 
control objective will vary. 

If sufficient, the auditor should determine whether the control 
techniques are implemented (placed in operation) and are operating 
effectively. Also, the auditor should evaluate the nature and extent 
of testing performed by the entity. Such information can assist in 
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identifying key controls and in assessing risk, but the auditor should 
not rely on testing performed by the entity in lieu of appropriate 
auditor testing. If the control techniques implemented by the entity, 
as designed, are not sufficient to address the control activity, or the 
control techniques are not effectively implemented as designed, the 
auditor should determine the effect on IS controls and the audit 
objectives. 

This FISCAM section includes information that should be included 
in audit documentation. In addition to this documentation, as 
discussed in FAM Sections 390 and 395H, the auditor documents 
relevant controls in the SCE form or equivalent documentation. 
Based on such controls and the audit planning procedures 
(particularly the identification of critical control points), the auditor 
should identify those other IS controls (general, business process 
application, interface, and data management system controls) upon 
which the controls in the SCE depend. FISCAM Appendices II and 
III can be used to document such controls. 

Determine the Nature, Timing, and Extent of Control Tests 

FAM Section 350 discusses determining the nature, extent, and 
timing of control tests and compliance with FFMIA. FAM Section 
350.01 states that for each control objective, the auditor should 
• identify specific relevant control activities to test (FAM 350.06-

.08), 
• perform walk-throughs to determine whether those controls 

have been placed in operation (FAM 350.09), 
• document these control activities in the SCE worksheet or 

equivalent (FAM 350.10), 
• determine the nature of control tests (FAM 350.11-.18), 
• determine the extent of control tests (FAM 350.19-.20), and 
• determine the timing of control tests (FAM 350.21). 

As discussed in FAM Section 350, for each control objective 
identified in FAM 330, the auditor should identify the control 
activity, or combination of control activities, that is likely to (1) 
achieve the control objective and (2) improve the efficiency of 
control tests. In doing this, the auditor should consider (1) the 
extent of any inherent risk and control environment, risk 
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assessment, communication, or monitoring weaknesses, including 
those related to IS controls (as documented in the ARA and/or audit 
strategy document, or equivalent (see FAM 260)), and (2) the 
tentative determination of the likelihood that IS controls will be 
effective, as determined in the planning phase (see FAM 270). 
The auditor generally should test only the control activities 
necessary to achieve the objective. 

If, in any phase of the audit, the auditor determines that control 
activities selected for testing are, in fact, ineffective in design or 
operation, the auditor should discontinue the specific control 
evaluation of the related control objectives and should report the 
identified weaknesses in internal control as discussed in FAM 580. 
This would include situations where the control activities are not 
effective in design or operation due to ineffective IS controls. If the 
entity’s management does not agree with the auditor’s conclusion 
that effective control activities do not exist or are unlikely to exist, 
the auditor may need to perform procedures sufficient to support 
that conclusion. 

As discussed in FAM Section 350.10, the auditor should document 
the control activities to be tested on the SCE worksheet or 
equivalent (see an illustration in FAM 395 H). The auditor generally 
should test other components of internal control by observation and 
inquiry in the planning phase (see FAM 260.09). The auditor may list 
(and evaluate) controls that satisfy more than one control objective 
only once and refer to these controls, when applicable, on 
subsequent occasions. For each control to be tested, the auditor 
should determine whether the control is an IS control. An IS 
controls specialist generally should review and concur with the 
auditor’s identification of IS controls. 

For every IS control identified above and included in the SCE form 
or equivalent document, based upon IS controls audit planning, the 
IS controls specialist should identify the general controls 
(entitywide, and system levels) and business process application 
level controls upon which the IS controls depend. Such systems and 
business process application level controls would principally relate 
to the critical control points. For example, if the IS control is the 
review of an exception report, the auditor should identify and test 
the business process application controls directly related to the 
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production of the exception report, as well as the general and other 
business process application controls upon which the reliability of 
the information in the exception report depends, including the 
proper functioning of the business process application that 
generated the exception report and the reliability of the data used to 
generate the exception report. In addition, the auditor should test 
the effectiveness of the user control (i.e., management review and 
followup on the items in the exception report).   

Test Information System Controls 

FAM Section 360 discusses tests of application controls and user 
controls. As discussed in FAM Section 360.10, the auditor, with IS 
controls specialist assistance, generally should perform tests of 
those application controls and user controls necessary to achieve 
the control objectives where the entitywide, system, and 
application-level general controls were determined to be effective. 

FAM 360.01 states that the auditor should design and conduct tests 
of control activities that are effective in design to determine their 
effectiveness in operation. (See FAM 380.02 if control activities are 
not effective in design during the entire audit period.) The auditor 
generally should 
• request IS controls specialist assistance and test IS controls 

(FAM 360.03-.10), 
• perform nonsampling control tests (the auditor generally should 

perform sampling control tests in the testing phase, as discussed 
in FAM 450), (FAM 360.11-.13), and 

• evaluate the results of nonsampling control tests (FAM 360.14-
15). 

If the auditor identifies IS controls for testing, the auditor, with IS 
controls specialist assistance, should evaluate the effectiveness of 
relevant 
• general controls at the entitywide  and system level; 
• general controls at the business process application level; and 
• specific business process controls, interface controls, data 

management system controls and/or user controls, unless the IS 
controls that achieve the control objectives are general controls. 
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If controls are not effective, see FAM 360.07 and FAM 360.09. 
It is generally more efficient for the auditor to test IS controls on a 
tiered basis, starting with the general controls at the entitywide and 
system levels, followed by the general controls at the business 
process application level, and concluding with tests of business 
process application, interface, and data management system 
controls at the business process application level. Such a testing 
strategy may be used because ineffective IS controls at each tier 
generally preclude effective controls at the subsequent tier. 

The auditor, with IS controls specialist assistance, should determine 
whether relevant entitywide and system level general controls are 
effectively designed, implemented, and operating effectively by 
• identifying applicable general controls; 
• determining how those controls function, and whether they have 

been placed in operation; and 
• evaluating and testing the effectiveness of the identified controls. 

The auditor and the IS controls specialist generally should use 
knowledge obtained in the planning phase. The auditor, with 
assistance from the IS controls specialist, should document the 
understanding of general controls and should conclude whether 
such controls are effectively designed, placed in operation, and, for 
those controls tested, operating as intended. 

Tests of General Controls at the Entitywide and System  

Levels 

The auditor may test general controls through a combination of 
procedures, including observation, inquiry, inspection (which 
includes a review of documentation on systems and procedures), 
and reperformance using appropriate test software. Although 
sampling is generally not used to test general controls, the auditor 
may use sampling to test certain controls, such as those involving 
approvals. 

If general controls are not effectively designed and operating as 
intended, the auditor will generally be unable to obtain satisfaction 
that application controls are effective. In such instances, the auditor 
should (1) determine and document the nature and extent of risks 
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resulting from ineffective general controls and (2) identify and test 
any manual controls that achieve the control objectives that the IS 
controls in the SCE or equivalent document were to achieve.  

However, if manual controls do not achieve the control objectives, 
the auditor, with IS controls specialist assistance, should determine 
whether any specific IS controls are designed to achieve the 
objectives. If not, the auditor should develop appropriate findings 
principally to provide recommendations to improve internal control. 
If specific IS controls are designed to achieve the objectives, but are 
in fact ineffective because of poor general controls, testing would 
typically not be necessary, except to support findings. 

Tests of General Controls at the Business Process 

Application Level 

If the auditor reaches a favorable conclusion on general controls at 
the entitywide and system levels, the IS controls specialist should 
evaluate and test the effectiveness of general controls for those 
business process applications within which business process 
application controls or user controls are to be tested.  

If general controls are not operating effectively within the 
application, application controls and user controls generally will be 
ineffective. In such instances, the IS controls specialist should 
discuss the nature and extent of risks resulting from ineffective 
general controls with the audit team. The auditor should determine 
whether to proceed with the evaluation of application controls and 
user controls. 

Tests of Business Process Application Controls and User 

Controls 

The auditor, with IS controls specialist assistance, generally should 
perform tests of those business process application controls 
(business process controls, interface controls, and data 
management system controls), and user controls necessary to 
achieve the control objectives where the entitywide, system, and 
application-level general controls were determined to be effective. 
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As discussed in FAM Section 360.13, the auditor should test 
segregation of duties in the situations described in FAM 330.08. The 
auditor may use the following procedures to test segregation-of-
duties controls: 
a. Identify the assets to be controlled through the segregation of 

duties. 
b. Identify the individuals who have authorized access (direct or 

indirect) to the assets. Direct access exists when the 
individual is authorized to handle the assets directly (such as 
during the processing of cash receipts). Indirect access exists 
when the individual is authorized to prepare documents that 
cause the release or transfer of assets (such as preparing the 
necessary forms to request a cash disbursement or transfer of 
inventory). 

c. For each individual with authorized access to assets, 
determine whether there are sufficient asset access controls. 
Asset access controls are those controls that are designed to 
provide assurance that actions taken by individuals with 
authorized access to assets are reviewed and approved by 
other individuals. For example, an approval of an invoice for 
payment generally provides asset access controls (relating to 
cash) over those individuals authorized to prepare supporting 
documentation for the transaction. If IS controls provide 
access to assets, the auditor should design tests of IS controls 
to identify (1) individuals (including IT personnel) who may 
use the computer to obtain access and (2) asset access 
controls over such individuals. 

d. For individuals with authorized access to assets over which 
asset access controls are insufficient, determine whether 
such individuals can affect any recording of transactions in 
the accounting records. If so, segregation of duties is 
insufficient, unless such access to accounting records is 
controlled. For example, the person who processes cash 
receipts may also be able to record entries in the accounting 
records. 

Such a person may be in a position to manipulate the accounting 
records to conceal a shortage in the cash account, unless another 
individual reviews all accounting entries made (and those that 
should have been made) by that person. In an IT accounting system, 
access to assets frequently provides access to records. For example, 
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generation of a check may automatically record a related accounting 
entry. In such circumstances, a lack of asset access controls would 
result in inadequate segregation of duties, and the auditor should 
determine whether other controls would mitigate the effects of this 
lack of asset access control. 

The FISCAM section “Test Information System Controls” included in 
section 2.2 provides more specific guidance on how the auditor tests 
relevant IS control techniques. This FISCAM section includes 
information that should be included in audit documentation. In 
addition, FISCAM Chapters 3 and 4 provide general controls and 
business process application level controls consistent with GAGAS 
categories. In addition, Appendices II and III may be used to 
document the results of the IS controls audit tests. 

As discussed in FAM Section 390, the auditor should document the 
evaluation of specific control activities in the SCE worksheet or 
equivalent. The auditor should document control tests in the control 
test audit plan (formerly referred to as the audit program) and in 
accompanying documents. The auditor should also document any IT 
system control tests as discussed in FAM 370.05. FAM 395 H 
presents an example of a completed SCE worksheet documents. 
FISCAM Appendices II and III can be used to document such 
controls. 

REPORTING THE RESULTS OF THE IS CONTROLS AUDIT 

FAM Sections 370 and 580 discuss the auditor’s assessment of the 
effectiveness of IS controls based on internal control tests 
performed. 

As discussed in FAM Section 370.03, based on the procedures 
performed, the auditor and IS controls specialist should discuss 
conclusions on the effectiveness of IS controls and reach 
agreement. The auditor should (1) incorporate the conclusions into 
the audit documentation for each IS control tested and (2) perform 
tests of application controls (principally manual follow-up of 
exceptions) or user controls identified by the IS controls specialist 
for the audit team to test.  
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If the auditor and the IS controls specialist determine that IS 
controls are effective, the auditor may also ask the IS controls 
specialist to identify any IS controls within the applications tested 
that were not previously identified by the auditor using the above 
procedures. For example, such IS controls might achieve control 
objectives not otherwise achieved through manual controls or might 
be more efficient or effective to test than manual controls. The IS 
controls specialist may assist the auditor in determining the 
efficiency and effectiveness of searching for and testing additional 
IS controls. The auditor should document these decisions, including 
a description of the expected scope of the IS controls specialist’s 
work. 

The auditor and the IS controls specialist should work together to 
document the procedures for evaluating and testing the 
effectiveness of IS controls and the results of this work. 

The FISCAM section 2.3 “Report Audit Results” provides more 
specific guidance on how the auditor evaluates the results of tests of 
IS controls within the context of a financial audit. More specifically, 
the section discusses the auditor’s considerations for determining 
whether IS control weaknesses are material weaknesses, significant 
deficiencies, and significant deficiencies for purposes of FFMIA 
reporting. 

Steps in Assessing Information System Controls 

As discussed in FAM 270, the following flowcharts illustrate steps 
the auditor and the IS controls specialist generally follow in 
assessing IS controls in a financial statement audit. However, the 
audit team may decide to test the effectiveness of the general 
controls even if they are not likely to be effective (see fig. 6) or 
review business process application controls even though general 
controls are not effective (see fig. 7), in order to make 
recommendations on how to fix weak controls.  

Page 526  Appendix VI - Scope of an Information System Controls Audit in Support of a 

Financial Audit 



Figure 6: Steps in Assessing IT Systems Controls in a Financial Statement Audit 
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Figure 7: Steps for Each Significant Application in Assessing Information System 
Controls in a Financial Statement Audit 
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Appendix VII - Entity’s Use of Service 
Organizations 

Many entities use outside service organizations to support business 
processes. Service organizations provide services ranging from 
performing a specific task (e.g., payroll processing) to replacing 
entire business units or functions of an entity. To determine the 
significance of the functions performed by service organizations to 
the audit objectives, auditors should obtain information about 
(1) services performed by the service organizations, (2) the related 
service organization controls, and (3) their effects on the audit 
objectives. 

If an organization uses a service organization, information and 
information processing are subjected to controls that may be 
physically and operationally removed from the user organization. 
Consequently, an entity’s internal control may include controls that 
are not directly administered by the user organization, but rather by 
the service organization. For this reason, to obtain an understanding 
of IS controls, the auditor of the user organization (the user auditor) 
should gain an understanding of controls at the service organization 
that may affect the user organization’s business processes. This 
understanding may be gained in several ways, including discussions 
with management and/or obtaining a service auditor’s report. In 
addition, FISMA requirements specifically apply to information 
systems used or operated by an agency or by a contractor of an 
agency or other organization on behalf of the entity. 

During the planning stage of the audit, the user auditor should 
determine the significance of the service organization’s controls to 
the user organization’s internal control and to the audit objectives. 
Factors that may affect the significance to the audit of a service 
organization’s controls include the following: 

● The nature and materiality/significance of the transactions or 
information affected by the service organization 
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● The degree of interaction between internal control at the user 
organization and the service organization’s controls. The degree 
of interaction refers to the extent to which a user organization is 
able to and elects to implement effective controls over the 
processing performed by the service organization. 

With respect to financial audits, a service organization’s services are 
part of an entity’s information system, and therefore significant to 
the user organization’s internal control, if they affect any of the 
following: 

● The classes of transactions in the entity’s operations that are 
significant to the financial statements 

● The procedures, both automated and manual, by which the 
entity’s transactions are initiated, recorded, processed, and 
reported, from their occurrence to their inclusion in the financial 
statements 

● The related accounting records (whether electronic or manual), 
supporting information, and specific accounts in the financial 
statements involved in initiating, recording, processing, and 
reporting the entity’s transactions 

● How the entity’s information system captures other events and 
conditions that are significant to the financial statements 

● The financial reporting process used to prepare the entity’s 
financial statements, including significant accounting estimates 
and disclosures 

If the user auditor determines that the service organization’s 
controls are significant to the user organization’s internal control, 
and within the context of the audit objectives, the user auditor 
should gain a sufficient understanding of those controls to assess 
risk and plan the audit. Such controls include (1) user controls and 
(2) other controls implemented by the user entity to monitor the 
effectiveness of the design and operation of controls related to the 
information processed by the service organization. Such monitoring 
controls could include: 

• contractual security requirements, 
• service level agreements, 
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• receipt and analysis of service organization reports, 
• additional testing requested of the service auditor or performed 

by the user entity, and 
• other user entity controls 

If the service organization’s controls are significant to the user 
organization’s internal control and within the context of the audit 
objectives, inadequate monitoring controls prevent entity 
management from having reasonable assurance that controls over 
the information processed and/or maintained by the service 
organization are designed and operating effectively. 

Sources of information include analysis of user controls 
implemented by the user entity and interviews of appropriate entity 
personnel. Also, the auditor may review any service auditor reports. 
The service organization may hire an independent auditor (referred 
to as the service auditor) to provide a report (referred to as the SAS 
70 report119) on the internal controls at the service provider. Each 
user organization and its auditor may use this report to assess the 
internal control policies and procedures at the service organization 
as part of the overall evaluation of the internal control at the user 
organization. If additional information about service bureau controls 
is still needed, the auditor may contact the service organization, 
through the user entity, for additional information.  

The user auditor should obtain a sufficient understanding of internal 
control to evaluate the effectiveness of the design of controls 
relevant to the audit objectives and determine whether they have 
been implemented. In some instances, the user entity may have 
effective controls over the service organization. In such cases, 
evidence about the operating effectiveness of internal control can be 
obtained from the user entity. However, in other cases, the controls 
are applied only at the service organization. 

119The Auditing Standards Board of the American Institute of Certified Public Accountants 
is currently deliberating on possible changes to SAS 70 requirements. Users of the FISCAM 
should determine whether such changes have been made before applying this Appendix. 
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For internal control that is significant within the context of the audit 
objectives, auditors should assess whether internal control has been 
properly designed and implemented. Based on the user auditor’s 
understanding of the design effectiveness and implementation of 
internal control, the auditor should assess risks relevant to the audit 
objectives. In a financial statement audit, the auditor should identify 
and assess the risk of material misstatement at the financial 
statement level and at the relevant assertion level related to classes 
of transactions, account balances, and disclosures. 

In a performance audit, for those internal controls that are deemed 
significant within the context of the audit objectives, auditors 
should plan to obtain sufficient, appropriate evidence to support 
their assessment about the operating effectiveness of those controls, 
including tests of such controls. In a financial audit, the auditor 
should perform tests of the operating effectiveness of controls when 
the auditor’s risk assessment includes an expectation of the 
operating effectiveness of controls or when substantive procedures 
alone do not provide sufficient appropriate audit evidence at the 
relevant assertion level. For federal financial audits, OMB requires 
auditors of federal financial statements to test those controls that 
are effectively designed. 

To obtain sufficient, appropriate evidence about the operating 
effectiveness of service organization controls, the auditor may 
determine that it is appropriate to use a service auditor’s report. In 
such instances, the auditor should determine whether the service 
auditor’s report is sufficient to meet the audit objectives.  For 
financial audits, the auditor’s considerations are discussed at AU 
543 (Part of Audit Performed by Other Independent Auditors). In 
some instances, the user auditor may determine that it is necessary 
and appropriate to supplement the service auditor report by 
discussing it with the service auditor, by requesting the service 
auditor to perform agreed-upon procedures, or by performing 
procedures at the service organization. In addition, in some 
instances, the user auditor may request the service auditor to 
perform tests of data maintained by the service organizations. Any 
such requests of the service auditor should be coordinated through 
the user and service organizations. 
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A service auditor may provide a service organization with one of 
two types of SAS 70 reports: 

● Type 1 is a report on the design and implementation of controls 
(placed in operation) at a service organization, but does not 
include testing of the operating effectiveness of controls. This 
information, in conjunction with other information about a user 
organization’s internal control, may assist the user auditor in 
obtaining an understanding of the user organization’s internal 
control. A type 1 report is not intended to provide a basis for the 
auditor to reduce the assessment of risk, because it does not 
include control testing to determine whether the controls are 
operating effectively. 

● Type 2 is a report on the design and implementation of controls 
(placed in operation) and on their operating effectiveness. In a 
type 2 engagement, the service auditor performs the procedures 
required for a type 1 engagement and also performs tests of 
specific controls to evaluate their operating effectiveness in 
achieving the specified control objectives. The service auditor 
issues a report that includes the type 1 report opinions and refers 
the reader to a description of tests of operative effectiveness 
performed by a service auditor. The report states whether, in the 
opinion of the service auditor, the controls tested were operating 
with sufficient effectiveness to provide reasonable, but not 
absolute, assurance that the related control objectives were 
achieved during the period specified. If a service organization’s 
controls that affect a user organization’s financial statements are 
operating with sufficient effectiveness to achieve the related 
control objectives, a user auditor may be able to use the type 2 
report as evidence of control effectiveness, reduce their 
assessment of risk for certain financial statement assertions 
affected by the service organization’s service, and reduce the 
extent of substantive procedures performed for those assertions.  

The nature, timing, and extent of the tests of operating effectiveness 
are also affected by the period covered by the report. Tests of 
operating effectiveness may provide evidence that will enable the 
service auditor to report on the entire period covered by the report. 
To be useful to user auditors, the report ordinarily should cover the 
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reporting period of the user organization. However, for the SAS 70 
report to be received in time for the completion of the user entity 
audit, SAS 70 reports may need to be requested for periods prior to 
the end of the federal fiscal year. If it does not cover the entire 
reporting period, the user auditor should evaluate the related effect 
on the user auditor’s risk assessment and, for the period not covered 
by the service auditor report(s), should evaluate the adequacy of 
evidence about the operating effectiveness of controls. 

The service organization is responsible for identifying the internal 
controls that may be relevant to a user organization’s internal 
control (description of controls). The service auditor is responsible 
for determining whether the description provides sufficient 
information for user auditors to obtain an understanding of those 
aspects of the service organization’s controls that would have an 
effect on the user organization’s internal control. Also, the service 
auditor may identify certain controls that the service organization 
assumes would be implemented by the user organization. 

In OMB Circular A-123, Appendix A, OMB stated that an agency can 
leverage SAS 70 reports during the assessment. Management should 
determine if a Type II SAS 70 report exists and consider whether it 
is sufficient in scope. Entity management should look at the scope 
of the SAS 70 report in the context of the overall internal control 
assessment when considering the nature and type of other 
assessment activities needed outside of the SAS 70 process. OMB 
Bulletin 07-04, as revised, Audit Requirements for Federal 

Financial Statements, para. 6-16-18 states that service organizations 
must either provide its user organizations with an audit report on 
whether (1) internal controls were designed properly to achieve 
specified objectives and placed into operation as of a specified date 
and (2) the controls that were tested were operating effectively to 
provide reasonable assurance that the related control objectives 
were met during the period specified or allow user auditors to 
perform appropriate tests of controls at the service organization. If 
the service organization uses another service organization 
(subservicer), the service organization is responsible for requesting 
or obtaining appropriate audit coverage. Such audit reports should 
be submitted to user organizations within a reasonable time but no 

later than September 30 to allow the auditor of the user 
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organization to use the audit report during the audit of the user 
organization’s financial statements.120 

In addition, the “Implementation Guide for OMB Circular A-123, 
Management’s Responsibility for Internal Control Appendix A, 
Internal Control over Financial Reporting,” issued by the Chief 
Financial Officer’s Council (July 2005) provides guidance for 
considering service organization controls as part of the annual A-123 
assessment. 

FISMA applies to both (1) information collected or maintained by or 
on behalf of an agency and (2) information systems used or 
operated by an agency or by a contractor of an agency or other 
organization on behalf of an agency. As discussed in OMB 
Memoranda, as part of FISMA, agency management is responsible 
for ensuring that contractors (and others covered by FISMA) meet 
FISMA requirements, including annual testing. SAS 70 reports may 
provide sufficient evidence of contractor compliance. However, it 
may not address all of the FISMA control objectives and it may not 
ensure the specific systems that support the government or contract 
activity are actually reviewed. 

Therefore, in determining whether SAS 70 reports provide sufficient 
evidence of contractor system FISMA compliance, it is the entity’s 
responsibility to ensure: 

• The scope of the SAS 70 audit was sufficient, and fully addressed 
the specific contractor system requiring FISMA review. 

• The audit encompassed all controls and requirements of law, 
OMB policy and NIST guidance. 

In addition, NIST SP 800-47 discusses additional steps entity 
management should implement with respect to contractors, such as 
an Interconnection Security Agreement (ISA) and a Memorandum of 
Understanding (MOU). The ISA specifies the technical and security 

120Supersedes requirements in OMB Memorandum M-04-11, Service Organization Audits. 
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requirements of the interconnection, and the MOU defines the 
responsibilities of the participating organizations. 

SAS 70 reports do not include contingency planning controls, as 
auditing standards (AU 324) do not apply to internal control 
deficiencies that affect processing in future periods. However, 
service auditors can be requested to perform procedures to test the 
effectiveness of contingency planning controls and report the 
results of such testing to service organization management, who 
may in turn disclose the information and plans to correct 
deficiencies in the section of the SAS 70 report titled “Other 
Information Provided by the Service Organization.”  

The FISCAM can be used as a basis for performing a SAS 70 audit, 
using the control objectives discussed in Chapter 1. 
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Appendix VIII - Application of FISCAM to 
Single Audits121 

The FISCAM can be used to assess information system controls over 
compliance requirements and financial reporting in connection with 
a Single Audit. The following provides a brief introduction to Single 
Audit requirements and how the FISCAM relates to such 
requirements. See the Single Audit Act, as amended, OMB Circular 
A-133, the Compliance Supplement, and the AICPA Audit Guide: 
Government Auditing Standards and Circular A-133 Audits for 
additional information. 

Single Audits include opinions on the entity’s financial statements, 
the schedule of expenditures of federal awards, and the entity’s 
compliance with laws, regulations, and the provisions of contracts 
or grant agreements pertaining to federal awards that may have a 
direct and material effect on each of its major programs (referred to 
as compliance requirements). Government Auditing Standards 
(“yellow book”) require certain audit procedures relating to internal 
controls over financial reporting in relation to the audit of the 
financial statements and the schedule of expenditures. In addition, 
auditors performing a Single Audit should obtain evidence about the 
effectiveness of internal control over the compliance requirements 
of major Federal programs. 

In assessing internal control over compliance requirements and 
financial reporting, the auditor should evaluate whether the each of 
the specific control techniques that are significant to compliance 

121The Single Audit is intended to provide a cost-effective audit for nonfederal 
entities in that one audit is conducted in lieu of multiple audits of individual 
programs. Such audits are performed in accordance with the Single Audit Act 
Amendments of 1996 and OMB Circular A-133 (Audits of States, Local 
Governments, and Non-Profit Organizations) to determine whether federal 
funds to nonfederal entities are expended properly. 
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and financial reporting is an information systems (IS) control. An IS 
controls specialist generally should review and concur with the 
audit team’s identification of IS controls, particularly with respect to 
whether all IS controls were properly identified as such. 

As discussed in Chapter 1, IS controls consist of those internal 
controls that are dependent on information systems processing and 
include general controls (entitywide, system, and business process 
application levels), business process application controls (input, 
processing, output, master file, interface, and data management 
system controls), and user controls122 (controls performed by people 
interacting with information systems). General and business process 
application controls are always IS controls. A user control is an IS 
control if its effectiveness depends on information systems 
processing or the reliability (accuracy, completeness, and validity) 
of information processed by information systems. Conversely, a 
user control is not an IS control if its effectiveness does not depend 
on information systems processing or the reliability of information 
processed by information systems. 

The FISCAM can be used to determine whether IS controls are (1) 
appropriately designed and implemented (placed in operation), and 
(2) operating effectively. 

As discussed in Chapter 2, the auditor should identify and document 
the other entitywide, system, and business process level IS controls 
upon which the effectiveness of each significant IS control 
technique depends. These other IS controls will principally relate to 
the entitywide level controls and to each of the critical control 
points (including control dependencies) at the system and business 
process application levels. For example, if the IS control is the 
review of an exception report, the auditor should identify and test 
the business process application controls directly related to the 
production of the exception report, as well as the general and other 
business process application controls upon which the reliability of 
the information in the exception report depends, including the 

122User controls are portions of controls that are performed by people interacting with IS 
controls. The effectiveness of user controls typically depend on information systems 
processing or the reliability of information processed. 
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proper functioning of the business process application that 
generated the exception report and the reliability of the data used to 
generate the exception report. In addition, the auditor should test 
the effectiveness of the user control (i.e., management review and 
followup on the items in the exception report). 

The following sections address the audit procedures that should be 
applied in a Single Audit with respect to controls over (1) 
compliance requirements and (2) financial reporting. 

Internal Control over Compliance Requirements 
To evaluate internal control over compliance requirements for 
major programs, the auditor should: 

● plan the audit and testing of internal control to support a low 
assessed level of control risk for the assertions relevant to the 
compliance requirements for each major program, and 

● unless internal controls are ineffective in design, perform testing 
of the operating effectiveness of internal controls as planned to 
support a low assessed level of control risk for the assertions 
relevant to the compliance requirements for each major program.  

When internal control over compliance requirements for a major 
program is ineffective in preventing or detecting noncompliance 
(either in design or operation), the auditor should report a 
significant deficiency (including whether any such condition is a 
material weakness), assess the related control risk at the maximum, 
and determine whether to apply further audit procedures to test 
compliance based on ineffective internal control. 

In planning and performing a Single Audit, the auditor should: 

● Identify the major programs subject to the Single Audit.  
● Identify systems that process data for major programs. 
● Determine the types of compliance requirements that are 

relevant to the audit (see A-133 and the Compliance 

Supplement). 
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● For each relevant type of compliance requirement, 
determine/identify the relevant control objectives (see the 
Compliance Supplement). 

● For each relevant control objective, identify the internal control 
technique(s) designed/implemented by the entity to achieve the 
objective. 

● Determine whether such control techniques are effectively 
designed to achieve the related control objective(s) and if so, 
whether they are placed in operation (implemented), including 
related IS controls upon which the effectiveness of the control 
technique depends. The auditor can use the FISCAM to assess 
the effectiveness of the design of IS control techniques and 
whether they have been implemented (placed in operation). 

● For each control that is effectively designed and implemented 
(placed in operation), the auditor should determine whether it is 
effectively operating. The auditor can use the FISCAM to 
determine whether IS controls are effectively operating. As 
discussed in Chapter 2, for each IS control technique, the auditor 
should test the effectiveness of: 
● the specific IS control technique, and 
● the business process application and general controls upon 

which the effectiveness of specific IS control depends. 

When the auditor assesses control risk below the maximum level, 
the auditor should obtain sufficient evidential matter to support that 
assessed level of control risk. The type of evidential matter, its 
source, its timeliness, and the existence of other evidential matter 
related to the conclusions to which it leads all bear on the degree of 
assurance the evidential matter provides. 

Based on the tests of controls, the auditor should draw conclusions 
on the assessed level of control risk. The auditor should also 
consider the impact on the assessment of internal controls of any 
exceptions noted as part of the audit procedures applied to test 
conformance with compliance requirements. The assessment of the 
effectiveness of internal control over compliance in preventing or 
detecting noncompliance is determined in relation to each 
individual type of compliance requirement for each major program 
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or to an audit objective identified in the Compliance Supplement 
(e.g., controls over requirements for eligibility). 

The auditor should determine whether any deficiencies in IS 
controls represent material weaknesses or significant deficiencies. 
The following definitions are provided in the draft reports on A-133 
provided by the AICPA123: 

• A control deficiency in an entity’s internal control over 
compliance exists when the design or operation of a control 
does not allow management or employees, in the normal 
course of performing their assigned functions, to prevent or 
detect noncompliance with a type of compliance requirement 
of a federal program on a timely basis.  

• A significant deficiency is a control deficiency, or 
combination of control deficiencies, that adversely affects 
the entity’s ability to administer a federal program such that 
there is more than a remote likelihood that noncompliance 
with a type of compliance requirement of a federal program 
that is more than inconsequential will not be prevented or 
detected by the entity’s internal control. 

• A material weakness is a significant deficiency, or 
combination of significant deficiencies, that results in more 
than a remote likelihood that material noncompliance with a 
type of compliance requirement of a federal program will not 
be prevented or detected by the entity’s internal control. 

123The definitions currently in Circular A-133, based on superseded GAGAS, are as follows: 
Reportable conditions involve matters coming to the auditor’s attention relating to 
significant deficiencies in the design or operation of the internal control over compliance 
that, in the auditor’s judgment, could adversely affect the entity’s ability to administer a 
major federal program in accordance with the applicable requirements of laws, regulations, 
contracts, and grants. A material weakness is a reportable condition in which the design or 
operation of one or more of the internal control components does not reduce to a relatively 
low level the risk that noncompliance with the applicable requirements of laws, 
regulations, contracts, and grants caused by error or fraud that would be material in 
relation to a major federal program being audited may occur and not be detected within a 
timely period by employees in the normal course of performing their assigned functions. 
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The objectives of internal control pertaining to the compliance 
requirements for Federal programs are as follows:  

(1) Transactions are properly recorded and accounted for to:  

(i) Permit the preparation of reliable financial statements and 
Federal reports; 
(ii) Maintain accountability over assets; and  
(iii) Demonstrate compliance with laws, regulations, and 
other compliance requirements; 

(2) Transactions are executed in compliance with:  

(i) Laws, regulations, and the provisions of contracts or grant 
agreements that could have a direct and material effect on a 
Federal program; and 
(ii) Any other laws and regulations that are identified in the 
compliance supplements; and 

(3) Funds, property, and other assets are safeguarded against loss 
from unauthorized use or disposition. 

Part 6 of the Compliance Supplement is designed to assist non-
Federal entities and their auditors in complying with these 
requirements by describing, for each type of compliance 
requirement, the objectives of internal control, and certain 
characteristics of internal control that, when present and operating 
effectively, may ensure compliance with program requirements. Part 
6 cautions that the categorizations used in the Supplement may not 
necessarily reflect how an entity considers and implements internal 
control. Also, Part 6 was not designed as a checklist of required 
internal control characteristics. Non-Federal entities could have 
adequate internal control even though some or all of the 
characteristics included in Part 6 are not present. Further, non-
Federal entities could have other appropriate internal controls 
operating effectively that have not been included in Part 6. Non-
Federal entities and their auditors should exercise judgment in 
determining the most appropriate and cost effective internal control 
in a given environment or circumstance to provide reasonable 
assurance for compliance with Federal program requirements. 

The characteristics of internal control in Part 6 of the Compliance 

Supplement are presented in the context of the components of 
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internal control discussed in Internal Control-Integrated 

Framework (COSO Report), published by the Committee of 
Sponsoring Organizations of the Treadway Commission. These 
components are consistent with the Standards for Internal Control 

in the Federal Government (Green Book).124 Part 6 describes 
characteristics of internal control relating to each of the five 
components of internal control that should reasonably assure 
compliance with the requirements of Federal laws, regulations, and 
program compliance requirements. 

Internal Control over Financial Reporting 
In addition, the auditor should gather evidence about internal 
controls over financial reporting, including information system 
controls, as part of the financial audits of the financial statements 
and schedule of expenditures of federal awards. The auditor may 
use evidence gathered in connection with the testing of controls 
over compliance discussed above. 

GAGAS financial audit standards require the auditor to obtain an 
understanding of internal control over financial reporting sufficient 
to assess the risk of material misstatement of the financial 
statements whether due to error or fraud, and to design the nature, 
timing, and extent of further audit procedures. This includes 
performing risk assessment procedures to evaluate the design of 
controls relevant to an audit of financial statements and to 
determine whether they have been implemented. In obtaining this 
understanding, the auditor considers how an entity’s use of 
information technology (IT) and manual procedures affect controls 
relevant to the audit. The FISCAM can be used to assist the auditor 
in obtaining an understanding of internal controls relevant to the 
financial statements and schedule of expenditures of federal 
awards. 

In addition, when the auditor has determined that it is not possible 
or practicable to reduce the detection risk at the relevant assertion 

124Standards for Internal Control in the Federal Government (GAO/AIMD-00-21.3.1, 
November 1999) 
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level to an acceptably low level with audit evidence obtained only 
from substantive procedures, the auditor should perform tests of 
controls to obtain audit evidence about their operating 
effectiveness. For example, the auditor may find it impossible to 
design effective substantive procedures that by themselves provide 
sufficient appropriate audit evidence at the relevant assertion level 
when an entity conducts its business using information technology 
(IT) and no documentation of transactions is produced or 
maintained, other than through the IT system.  

Specifically, as discussed in Chapter 2, for those internal controls 
over financial reporting that the auditor (1) has determined are 
suitably designed and implemented (2) plans to test whether they 
are operating effectively, and (3) has determined to be IS controls 
(as defined above), the auditor should test the effectiveness of 

● the specific IS control, and 
● the business process application and general controls upon 

which the effectiveness of specific IS control depends. 

The FISCAM can be used to assess the effectiveness of the design 
and operation of information system controls as part of the financial 
audits of the financial statements and schedule of expenditures of 
federal awards. 
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Appendix IX - Application of FISCAM to 
FISMA 

The FISCAM may be used as a basis for the independent evaluation 
of a federal agency’s information security program required by the 
Federal Information Security Management Act (FISMA). FISMA 
requires that each year each agency shall have performed an 
independent evaluation of the information security program and 
practices of that agency to determine the effectiveness of such 
program and practices. Independent evaluations of non-national-
security systems are to be performed by the agency’s Inspector 
General, or by an independent external auditor chosen by the IG, if 
any, or by the head of the agency, if there is no agency IG. 
Evaluations related to national security systems are to be performed 
only by an entity designated by the agency head. 

Each evaluation shall include: 

• testing of the effectiveness of information security policies, 
procedures, and practices of a representative subset of the 
agency’s information systems; 

• an assessment (made on the basis of the results of the testing) of 
compliance with the requirements of FISMA and related 
information security policies, procedures, standards, and 
guidelines; and 

• separate presentations, as appropriate, regarding information 
security relating to national security systems. 

Although FISMA does not require that these evaluations be 
performed in accordance with GAGAS, or use the FISCAM, agency 
Inspectors General and independent external auditors may use 
FISCAM as the basis for FISMA evaluations performed under 
GAGAS. Also, this guidance may be used to perform FISMA 
evaluations that are not performed as GAGAS audits. 

The FISCAM was designed as a risk-based methodology to assess 
the effectiveness of an entity’s information system controls. It can 
also be used to provide a reasonable basis for determining whether 
information security is effective, and identifying information 
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security strengths and weaknesses as a basis for that determination. 
The FISCAM control activities are consistent with NIST guidance in 
NIST SP 800-53 (see Appendix IV). All controls in NIST SP 800-53 
have been mapped to FISCAM. 

The following selected topics, which supplement the methodology 
(including the planning, testing, and reporting phases) and controls 
discussed in Chapters 1-4, may provide useful supplemental 
guidance to assist the auditor in applying the FISCAM to meet the 
evaluation (testing and assessment) requirements of FISMA: 

• selecting a representative subset of systems; 

• independence requirements; and 

• reporting. 

Selecting a representative subset of systems 

The concept of a representative subset of systems was intended to 
provide the evaluator (the party performing the independent 
evaluation) with a reasonable basis for their evaluation. The 
evaluator uses professional judgment to identify a sufficient scope 
of systems testing to constitute a representative subset of the 
entity’s systems with the expectation that it would be representative 
of all of the entity’s systems covered by FISMA, in all significant 
respects. The evaluator may supplement systems tested for other 
purposes (e.g., financial audits) with additional systems necessary 
to obtain a representative subset. Alternatively, the evaluator also 
may select a representative subset of systems for purposes of the 
FISMA evaluation and supplement it with additional systems 
necessary to perform the financial audit or other audits. 

Factors that the evaluator may consider in determining a 
representative subset of agency systems include: 

• systems at different risk levels (high, moderate, and low) 
• both general support systems and major application systems 
• different types of applications (e.g., financial management, 

operations) operated by the agency 
• major processing locations 
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• general and business process controls 
• coverage of the FISCAM control areas 
• contractor and other non-entity systems that are covered by 

FISMA requirements. 

In determining the specific systems to be tested in the current 
evaluation period, the evaluator may consider implementing a multi-
year testing strategy (as discussed FISCAM Section 2.1.9.E) or may 
consider recent testing performed as part of a multi-year testing 
strategy. Also, evidence of continuing material weaknesses or 
significant deficiencies may reduce the extent of testing necessary 
to reasonably conclude that information security is ineffective; 
however, the evaluator may consider the benefits of testing to 
identify additional weaknesses that the agency can begin to address.   

Independence requirements 

FISMA requires that an independent evaluation be performed. This 
means that the auditor should be independent of the entity in fact 
and in appearance. In addition, if the auditor would like to use the 
work of other parties as a basis for the auditor’s evaluation, the 
auditor should consider the independence and objectivity of the 
persons performing the testing on behalf of the agency. If such other 
parties are considered independent, the auditor may determine that 
the work of the other parties can be used as support for the 
evaluation without retesting. The less independent or objective the 
other parties’ work is, the less the auditor can use the work of the 
other party without retesting the other parties’ work. If the other 
parties are not independent, the auditor should not use such work 
as a substitute for their own testing. Although GAGAS is not 
required to be applied in the FISMA evaluation, such standards 
provide guidance on considering independence that is consistent 
with other discussions of independence in professional literature. 
Also, the auditor may elect to perform the FISMA evaluation using 
GAGAS. GAGAS independence requirements are discussed in 
GAGAS 3.20-3.30.   
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Reporting 

The Reporting phase discussed in Chapter 2 describes how to 
evaluate the results of the tests of controls and conclude as to their 
effectiveness. As part of evaluating the results of the testing for 
audits used to as a basis for the FISMA evaluations, the evaluator 
should determine whether any weaknesses identified, individually 
or collectively, represent FISMA significant deficiencies as that term 
is used in FISMA (see “Related Reporting Responsibilities” in 
Chapter 2 for further information.)  FISMA requires agencies to 
report any significant deficiencies (FISMA significant deficiencies) 
(1) as material weaknesses under FMFIA, and 2) as instances of a 
lack of substantial compliance under FFMIA, if related to financial 
management systems. 

OMB defines a FISMA significant deficiency as “a weakness in an 
agency’s overall information systems security program or 
management control structure, or within one or more information 
systems which significantly restricts the capability of the agency to 
carry out its mission or compromises the security of its information, 
information systems, personnel, or other resources, operations, or 
assets. In this context, the risk is great enough that the agency head 
and outside agencies must be notified and immediate or near-
immediate corrective action must be taken.” 

As part of evaluating the effectiveness of information security 
controls, the evaluator may perform audit procedures to determine 
whether information used in management reports or used to support 
FISMA reporting to OMB is consistent with the results of the testing 
they performed. More specifically, for each system tested, the 
evaluator may compare the results of testing with related 
information included in management and FISMA reports. For 
example, the evaluator may compare evidence obtained about the 
effectiveness of a system’s certification and accreditation with 
information included in management and FISMA reports to 
determine whether such reporting was accurate (e.g., whether a 
certification and accreditation was effectively completed). If, in this 
circumstance, a certification and accreditation was completed and 
was reported as such in management and FISMA reports, but the 
evaluator’s testing revealed that it was not properly performed, the 
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evaluator should consider this deficiency in management’s controls 
over monitoring in their evaluation of the results of testing and 
determine whether there are systemic reasons for the deficiency. 

For additional guidance on performing FISMA evaluations, refer to 
the PCIE FISMA Framework. 
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Appendix X - Information System Controls 
Audit Documentation 

This appendix summarizes the audit documentation that should be 
prepared by the auditor in connection with the IS controls audit, as 
discussed in Chapter 2. 

Planning Phase 

The auditor should document the following information developed 
in the planning phase: 

● Objectives of the IS controls audit and, if it is part of a broader 
audit, a description of how such objectives support the overall 
audit objectives. 

● The scope of the IS controls audit. 
● The auditor’s understanding of the entity’s operations and key 

business processes, including, to the extent relevant to the audit 
objectives, the following: 
● The significance and nature of the programs and functions 

supported by information systems; 
● Key business processes relevant to the audit objectives, 

including business rules, transaction flows, and application 
and software module interaction; 

● Significant general support systems and major applications 
that support each key process; 

● Background information request, if used; 
● Significant internal and external factors that could affect the 

IS controls audit objectives; 
● Detailed organization chart, particularly the IT and the IS 

components; 
● Significant changes in the IT environment/architecture or 

significant applications implemented within the past 2 years 
or planned within the next 2 years; and 
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● The entity’s reliance on third parties to provide IT services 
(e.g., in-house, remote connectivity, remote processing). 

● A general understanding of the structure of the entity’s or 
component’s networks as a basis for planning the IS controls 
audit, including high-level and detailed network schematics 
relevant to the audit objectives. 

● Key areas of audit interest, including relevant general support 
systems and major applications and files. This includes (1) the 
operational locations of each key system or file, (2) significant 
components of the associated hardware and software (e.g., 
firewalls, routers, hosts, operating systems), (3) other significant 
systems or system-level resources that support the key areas of 
audit interest, and (4) prior audit problems reported. Also, the 
auditor should document all access paths in and out of the key 
areas of audit interest. 

● Factors that significantly increase or decrease IS risk and their 
potential impact on the effectiveness of information system 
controls. For each risk identified, the auditor should document 
the nature and extent of the risk; the conditions that gave rise to 
that risk; and the specific information or operations affected (if 
not pervasive). 

● Preliminary assessment of IS risks related to the key areas of 
audit interest and the basis for the assessed risk. For each risk 
identified, the auditor should document the nature and extent of 
the risk; the conditions that gave rise to that risk; and the specific 
information or operations affected (if not pervasive). The auditor 
should also document other considerations that may mitigate the 
effects of identified risks. 

● Critical control points. 
● A preliminary understanding of the entity’s IS controls, including 

the organization, staffing, responsibilities, authorities, and 
resources of the entity’s security management function. The 
auditor should include the following information in the 
documentation of their preliminary understanding of the design 
of IS controls, to the extent relevant to the audit objectives: 
● Identification of entitywide level controls (and appropriate 

system level controls) designed to achieve the control activities 
for each critical element within each general control area and a 
determination of whether they are designed effectively and 

Page 551  Appendix X - Information System Controls Audit Documentation 



implemented (placed in operation), including identification of 
control activities for which there are no or ineffective controls at 
the entitywide level and the related risks; 

● Identification of business process level controls for key 
applications identified as key areas of audit interest, 
determination of where those controls are implemented (placed 
in operation) within the entity’s systems, and the auditor’s 
conclusion about whether the controls are designed effectively, 
including identification of control activities for which there are 
no or ineffective controls and the related risks and the potential 
impact of any identified design weaknesses on the completeness, 
accuracy, validity, and confidentiality of application data; 

● Any internal or third-party information systems reviews, 
audits, or specialized systems testing (e.g., penetration tests, 
disaster recovery tests, and application-specific tests) 
performed during the last year; 

● Management’s plans of action and milestones, or their 
equivalent, that identify corrective actions planned to address 
known IS control weaknesses; 

● Status of the prior years’ audit findings; 
● Documentation for any significant computer security related 

incidents identified and reported for the last year; 
● Documented security plans; 
● Documented risk assessments for relevant systems (e.g.,

general support systems and major applications); 
● System certification and accreditation documentation or 

equivalent for relevant systems; 
● Documented business continuity of operations plans and 

disaster recovery plans; and 
● A description of the entity’s use of third-party IT services 

● Relevant laws and regulations and their relation to the audit 
objectives, including documentation of any consultation with 
legal counsel. 

● Description of the auditor’s procedures to consider the risk of 
fraud, any fraud risk factors that the auditor believes could affect 
the audit objectives, and planned audit procedures to detect any 
fraud significant to the audit objectives. 

● Audit resources planned. 
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● Current multiyear testing plans. 
● Documentation of communications with entity management. 
● If IS controls are performed by service organizations, 

conclusions whether such controls are significant to the audit 
objectives and any audit procedures performed with respect to 
such controls (e.g., review of service auditor reports) 

● If the auditor plans to use the work of others, conclusions 
concerning the planned use of the work of others and any audit 
procedures performed with respect to using the work of others. 

● Audit plan that adequately describes the objectives, scope, and 
methodology of the audit. 

● Any decision to reduce testing of IS controls due to the 
identification of significant IS control weaknesses. 

Testing Phase 

The auditor should document the following information developed 
in the testing phase: 

● An understanding of the information systems that are relevant to 
the audit objectives 

● IS control objectives and activities relevant to the audit 
objectives. 

● By level (e.g., entitywide, system, business process application) 
and system sublevel (e.g., network, operating system, 
infrastructure applications), a description of control techniques 
used by the entity to achieve the relevant control activities. 

● By level and sublevel, specific tests performed, including: 
● related documentation that describes the nature, timing, and 

extent of the tests; 
● evidence of the effective operation of the control techniques 

or lack thereof (e.g., memos describing procedures and 
results, output of tools and related analysis); 

● if a control activity is not achieved, any compensating controls 
or other factors and the basis for determining whether they 
are effective; 
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● the auditor’s conclusions about the effectiveness of the 
entity’s IS controls in achieving the control activity; and 

● for each weakness, whether the weakness is a material 
weakness, significant deficiency, or just a deficiency, as well 
as the criteria, condition, cause, and effect if necessary to 
achieve the audit objectives. 

Reporting Phase 

The auditor should document the following information developed 
in the reporting phase: 

● The auditor’s conclusion about the effectiveness of IS controls 
(in relation to the IS controls audit objectives) in achieving the 
control categories, critical elements, and the relevant control 
activities and the basis for the conclusion, including the factors 
that the auditor considered in making the determination. 

● If part of a broader audit, the impact of any identified IS control 
weaknesses on the overall audit objectives. 

● Copies of any reports or written communications issued in 
connection with the audit, including entity management 
comments related to such reports and communications. 

● For financial audits and attestation engagements, the auditor’s 
determination of whether identified weaknesses represent 
material weaknesses or significant deficiencies, and the basis for 
the auditor’s conclusions. 

● Other documentation required by the audit organization’s 
policies and procedures, including quality assurance processes. 

● Results of procedures to detect any fraud significant to the audit 
objectives and the impact on the audit. 

● Results of audit follow-up procedures to determine whether 
agency corrective actions have been implemented, based on risk 
and a cost benefit analysis, to sufficiently remediate previously 
reported IS control weaknesses. 

● As appropriate, the auditor’s considerations and determinations 
concerning FMFIA, FFMIA, and other reporting responsibilities. 
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Appendix XI - Glossary 

The definitions in this glossary are drawn from various sources, 
including this manual and the materials in the bibliography. In 
addition, certain definitions were developed by project staff and 
contractors. 

Acceptance testing Final testing by users to decide whether to accept a new 
system. 

Access control The process of granting or denying specific requests: 1) 
for obtaining and using information and related 
information processing services; and 2) to enter specific 
physical facilities (e.g., Federal buildings, military 
establishments, and border crossing entrances). 

Access control list (ACL) A register of: 1) users (including groups, machines, and 
processes) who have been given permission to use a 
particular system resource, and 2) the types of access 
they have been permitted. 

Access control software (CA-ACF2, RACF, CA-TOP SECRET) This type of 
software, which is external to the operating system, 
provides a means of specifying who has access to a 
system, which has access to specific resources, and 
what capabilities authorized users are granted. Access 
control software can generally be implemented in 
different modes that provide varying degrees of 
protection such as denying access for which the user is 
not expressly authorized, allowing access which is not 
expressly authorized but providing a warning, or 
allowing access to all resources without warning 
regardless of authority. 

Access method The technique used for selecting records in a file for 
processing, retrieval, or storage.  

Access path Sequence of hardware and software components 
significant to access control. Any component capable of 
enforcing access restrictions or any component that 
could be used to bypass an access restriction should be 
considered part of the access path. The access path can 
also be defined as the path through which a user 
request travels, including the telecommunications 
software, transaction processing software, application 
program, etc. 

Access path diagram Network schematic that identifies the users of the 
system, the type of device from which they can access 
the system, the software used to access the system, the 
resource they may access, the system on which these 
resources reside, and the modes of operation and 
telecommunication paths. 
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Access privileges Precise statements that define the extent to which an 
individual can access computer systems and use or 
modify the programs and data on a system, and under 
what circumstances this access will be allowed. 

Access rights Also called permissions or privileges, these are the 
rights granted to users by the administrator or 
supervisor. Access rights determine the actions users 
can perform (e.g., read, write, execute, create and 
delete) on files in shared volumes or file shares on the 
server. 

Accountability The security goal that generates the requirement for 
actions of an entity to be traced uniquely to that entity. 
This supports non-repudiation, deterrence, fault 
isolation, intrusion detection and prevention, and after-
action recovery and legal action. 

Account Management Involves (1) the process of requesting, establishing, 
issuing, and closing user accounts; (2) tracking users 
and their respective access authorizations; and (3) 
managing these functions. 

Accreditation The official management decision given by a senior 
agency/entity official to authorize operation of an 
information system and to explicitly accept the risk to 
agency/entity operations (including mission, functions, 
image, or reputation), agency/entity assets, or 
individuals, based on the implementation of an agreed-
upon set of security controls.  
All components of an information system to be Accreditation boundary  
accredited by an authorizing official and excludes 
separately accredited systems, to which the information 
system is connected.  

Accuracy See Accuracy Control. 
Accuracy control Controls that are designed to provide reasonable 

assurance that transactions are properly recorded, with 
correct amount/data, and on a timely basis (in the proper 
period); key data elements input for transactions are 
accurate; data elements are processed accurately by 
applications that produce reliable results; and output is 
accurate. 

Adequate security  Security commensurate with the risk and the magnitude 
of harm resulting from the loss, misuse, or unauthorized 
access to or modification of information. 

Advanced Encryption Standard The Advanced Encryption Standard specifies a U.S. 
(AES) Government-approved cryptographic algorithm that can 

be used to protect electronic data. The AES algorithm is 
a symmetric block cipher that can encrypt (encipher) 
and decrypt (decipher) information. 

Alternate work site Entity authorized work at home or at geographically 
convenient satellite offices (e.g., telecommuting). 
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Application controls Application controls, sometimes referred to as business 
controls, are incorporated directly into computer 
applications to help ensure the validity, completeness, 
accuracy, and confidentiality of data during application 
processing and reporting. 

Application level general Controls consist of general controls operating at the 
controls business process application level, including those 

related to security management, access controls, 
configuration management, segregation of duties, and 
contingency planning. 

Application System The use of information resources to satisfy a specific set 
of user requirements. Performs a certain type of work, 
including specific functions such as payroll, inventory 
control, accounting, and mission support. Depending on 
the work for which it was designed, an application 
system can manipulate text, numbers, graphics, or a 
combination of these elements. 

Application programmer A person who develops and maintains application 
programs, as opposed to system programmers who 
develop and maintain the operating system and system 
utilities. 

Application programs See application system. 
Assertion Financial statement assertions are management 

representations that are embodied in financial statement 
components. The assertions can be either explicit or 
implicit and can be classified into the following broad 
categories: existence or occurrence (an entity’s assets 
or liabilities exist at a given date and recorded 
transactions have occurred during a given period; 
completeness (all transactions and accounts that should 
be presented in the financial statements are included; 
rights and obligations (assets are the rights of the entity 
and liabilities are the obligations of the entity at a given 
date; valuation or allocation (asset, liability, revenue, 
and expense components have been included in the 
financial statements at appropriate amounts; and 
presentation and disclosure (the particular components 
of the financial statements are properly classified, 
described, and disclosed). 

Attack Attempt to gain unauthorized access to an information 
system’s services, resources, or information, or the 
attempt to compromise an information system’s integrity, 
availability, or confidentiality. 

Audit logging Recording of user activity in a system or application 
initiated by the user (e.g., access to a file, record, or 
field, use of modem).  Further, it may record any 
attempts to log on (successful or unsuccessful) to a 
system and record log on ID, date and time of each log 
on. 
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Audit plan A high level description of the audit work to be 
performed in a certain period of time (ordinarily a year). 
It includes the areas to be audited, the type of work 
planned, the high level objectives and scope of the work, 
and topics such as budget, resource allocation, 
schedule dates, type of report and its intended audience 
and other general aspects of the work. 

Auditable event A system activity identified by the entity’s audit 
monitoring system that may be indicative of a violation of 
security policy. The activity may range from simple 
browsing to attempts to plant a Trojan horse or gain 
unauthorized access privilege. 

Audit risk For financial statement audits, the risk that the auditor 
may unknowingly fail to appropriately modify the audit 
opinion on financial statements that are materially 
misstated. In a performance audit, the risk that the 
auditor’s findings, conclusions, recommendations, or 
assurance may be improper or incomplete. 

Audit strategy Plan for assessing organizational activities based on an 
understanding of the entity’s business processes and 
related risk assessments. 

Audit trail A record showing who has accessed an Information 
Technology (IT) system and what operations the user 
has performed during a given period.  

Authentication Verifying the identity of a user, process, or device, often 
as a prerequisite to allowing access to resources in an 
information system. 

Authenticity The property of being genuine and being able to be 
verifies and trusted; confidence in the validity of a 
transmission, a message, or message originator. See 
authentication. 

Authorization The official management decision given by a senior 
agency/entity official to authorize operation of an 
information system and to explicitly accept the risk to 
agency/entity operations (including mission, functions, 
image, or reputation), agency/entity assets, or 
individuals, based on the implementation of an agreed-
upon set of security controls. 

Authorizing official  Official with the authority to formally assume 
responsibility for operating an information system at an 
acceptable level of risk to agency/entity operations 
(including mission, functions, image, or reputation), 
agency/entity assets, or individuals. 

Availability Ensuring timely and reliable access to and use of 
information.  

Backdoor An undocumented way to gain access to a program, 
data, or an entire computer system, often known only to 
the programmer who created it. Backdoors can be 
handy when the standard way of getting information is 
unavailable, but they usually constitute a security risk. 
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Backup Any duplicate of a primary resource function, such as a 
copy of a computer program or data file. This standby is 
used in case of loss or failure of the primary resource. 

Backup procedures A regular maintenance procedure that copies all new or 
altered files to a backup storage medium, such as a tape 
drive. 

Baseline configuration Current inventory of all entity hardware, software, and 
firmware plus approved changes from the baseline.   

Biometric A physical or behavioral characteristic of a human being. 

Boundary Software, hardware, or physical barrier that limits access 
to a system or part of a system. 

Boundary Protection Monitoring and control of communications at the 
external boundary between information systems 
completely under the management and control of the 
organization, and at key internal boundaries between 
information systems completely under the management 
and control of the organization, to prevent and detect 
malicious and other unauthorized communication, 
employing controlled interfaces (e.g., proxies, gateways, 
routers, firewalls, encrypted tunnels). 

Browsing The act of electronically perusing files and records 
without authorization. 

Business Impact Analysis An analysis of an information technology (IT) system’s 
(BIA) requirements, processes, and interdependencies used 

to characterize system contingency requirements and 
priorities in the event of a significant disruption. 

Business process Processes that are the primary functions that the entity 
performs in accomplishing its mission. Examples 
include, financial management processes, such as 
collections, disbursements, or payroll; and mission-
related processes, typically at the program or 
subprogram level, such as education, public health, law 
enforcement, or income security.  

Business process application A computer program designed to help perform a 
business function such as payroll, inventory control, 
accounting, and mission support. Depending on the 
work for which it was designed, an application can 
manipulate text, numbers, graphics, or a combination of 
these elements. 

Business process application 
controls 

Controls directly related to individual computerized 
applications. They help ensure that transactions are 
complete, accurate, valid, confidential, and available. 
These controls include programmed control techniques, 
such as automated edits, and manual follow-up of 
computer generated reports, such as reviews of reports 
identifying rejected or unusual items. 

Business process application Controls at the business process application level 
level consist of policies, procedures for controlling specific 

processes. For example, the entity’s configuration 
management should reasonably ensure that all changes 
to application systems are fully tested and authorized. 
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Business process controls These controls are the automated and /or manual 
(FISCAM) controls applied to business transaction flows. They 

relate to the completeness, accuracy, validity and 
confidentiality of transactions and data during 
application processing. 

Bypass label processing (BLP) The technique of reading a computer file while 
bypassing the internal file/data set label. This process 
could result in bypassing security access controls. 

CAAT See computer-assisted audit technique. 
CD-ROM See compact disk-read only memory. 
Central processing unit (CPU) The computational and control unit of a computer; the 

device that interprets and executes instructions. 
Certificate A digital representation of information which at least  

1) identifies the certification authority issuing it,  
2) names or identifies its subscriber,  
3) contains the subscriber's public key,  
4) identifies its operational period, and  
5) is digitally signed by the certification authority issuing 
it. 

Certificate Authority (CA)  A trusted third party that serves authentication 
infrastructures or organizations and registers entities 
and issues them certificates. 

Certificate Management Process whereby certificates (as defined above) are 
generated, stored, protected, transferred, loaded, used, 
and destroyed. 

Certification A comprehensive assessment of the management, 
operational, and technical security controls in an 
information system, made in support of security 
accreditation, to determine the extent to which the 
controls are implemented correctly, operating as 
intended, and producing the desired outcome with 
respect to meeting the security requirements for the 
system. 

Certification and Accreditation A comprehensive assessment of the management, 
operational and technical security controls in an 
information system, made in support of security 
accreditation, to determine the extent to which the 
controls are implemented correctly, operating as 
intended, and producing the desired outcome with 
respect to meeting the security requirements for the 
system. Accreditation is the official management 
decision given by a senior agency/entity official to 
authorize operation of an information system and to 
explicitly accept the risk to agency/entity operations 
(including mission, functions, image, or reputation), 
agency/entity assets, or individuals, based on the 
implementation of an agreed-upon set of security 
controls. 

Certification Authority A trusted entity that issues and revokes public key 
certificates. 
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Checkpoint The process of saving the current state of a program 
and its data, including intermediate results, to disk or 
other nonvolatile storage, so that, if interrupted, the 
program could be restarted at the point at which the last 
checkpoint occurred.  

Chief Information Officer Under the Paperwork Reduction Act, the agency official 
responsible for ensuring agency compliance with, and 
prompt, efficient, and effective implementation of, 
information policies and information resources 
management responsibilities, including information 
security and the management of information technology. 

Cipher key lock A lock with a key pad-like device that requires the 
manual entry of a predetermined code for entry. 

Cipher text Data output from the Cipher or input to the Inverse 
Cipher. Data in its encrypted form. 

Code Instructions written in a computer programming 
language. (See object code and source code.) 

Cold site An IS backup facility that has the necessary electrical 
and physical components of a computer facility, but 
does not have the computer equipment in place. The 
site is ready to receive the necessary replacement 
computer equipment in the event that the user has to 
move from their main computing location to an 
alternative site. 

Collaborative computing Applications and technology (e.g., white boarding, group 
conferencing) that allow two or more individuals to share 
information real time in an inter- or intra-enterprise 
environment. 

Command A job control statement or a message, sent to the 
computer system, that initiates a processing task. 

Compact disc-read only Compact Disc (CD)-Read Only Memory (ROM) is a form 
memory (CD-ROM) of optical, rather than magnetic, storage. CD-ROM 

devices are generally read only. 
Compensating control An internal control that reduces the risk of an existing or 

potential control weakness that could result in errors or 
omissions. 

Compiler A program that reads the statements in a human-
readable programming language and translates them 
into a machine-readable executable program. 

Completeness control Controls that ensure entity management that all 
transactions that occurred are entered into the system, 
accepted for processing, and processed once and only 
once by the system and are properly included in output. 

Component A single resource with defined characteristics, such as a 
terminal or printer. These components are also defined 
by their relationship to other components. 

Computer-assisted audit Any automated audit technique, such as generalized 
technique (CAAT) audit software, test data generators, computerized audit 

programs, and special audit utilities. 
Computer facility A site or location with computer hardware where 

information processing is performed or where data from 
such sites are stored.  
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Computer operations The function responsible for operating the computer and 
peripheral equipment, including providing the tape, disk, 
or paper resources as requested by the application 
systems. 

Computer processing location See computer facility. 
Computer resource See resource. 
Computer room Room within a facility that houses computers and/or 

telecommunication devices. 
Computer security Computer security, as defined by Appendix III to OMB 

Circular A-130, involves the use of management, 
personnel, operational, and technical controls to ensure 
that systems and applications operate effectively and 
provide confidentiality, integrity, and availability. 

Computer system A complete computer installation, including peripherals, 
in which all the components are designed to work with 
each other.  

Computer-related controls Computer-related controls help ensure the reliability, 
confidentiality, and availability of automated information. 
They include both general controls, which apply to all or 
a large segment of an entity’s information systems, and 
application controls, which apply to individual 
applications. 

Computing environment Workstation or server (host) and its operating system, 
peripherals, and applications. . 

Confidentiality Preserving authorized restrictions on access and 
disclosure, including means for protecting personal 
privacy and proprietary information. 

Confidentiality control Controls that are designed to provide reasonable 
assurance that application data and reports and other 
output are protected against unauthorized access. 

Configuration auditing Procedures for determining alignment between the 
actual system and the documentation describing it, 
thereby ensuring that the documentation used to support 
decision making is complete and correct.  

Configuration control Process for controlling modifications to hardware, 
firmware, software, and documentation to ensure the 
information system is protected against improper 
modifications prior to, during, and after system 
implementation. 

Configuration control board Evaluates and approves or disapproves proposed 
changes to configuration items and ensures 
implementation of approved changes  

Configuration identification Procedures for identifying, documenting, and assigning 
unique identifiers (for example, serial numbers and 
name) to a system’s hardware and software component 
parts and subparts generally referred to as configuration 
items. 

Configuration settings Information system parameters that provide only 
essential capabilities and specifically prohibit or restrict 
the use of unnecessary functions, ports, protocols, and 
services. 
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Configuration status 
accounting 

A procedure for documenting and reporting on the status 
of configuration items as a system evolves. 
Documentation, such as historical change lists and 
original designs or drawings, are generated and kept in 
a library, thereby allowing entities to continuously know 
the state of a system’s configuration and be in a position 
to make informed decisions about changing the 
configuration. 

Configuration management The control and documentation of changes made to a 
system’s hardware, software, and documentation 
throughout the development and operational life of the 
system. 

Console Traditionally, a control unit such as a terminal through 
which a user communicates with a computer. In the 
mainframe environment, a console is the operator’s 
station. 

Contingency plan Management policy and procedures designed to 
maintain or restore business operations, including 
computer operations, possibly at an alternate location, in 
the event of emergencies, system failure, or disaster. 

Contingency planning See contingency plan. 
Continuity of Operations Plan A predetermined set of instructions or procedures that 
(COOP) describe how an organization’s essential functions will 

be sustained for up to 30 days as a result of a disaster 
event before returning to normal operations. 

Control activities Descriptions of individual control requirements for each 
critical control element (e.g., implement effective 
authorization controls, adequately protect sensitive 
system resources). 

Control categories Groupings of related controls pertaining to similar types 
of risk. Control categories include security management, 
access controls, configuration management, segregation 
of duties, and contingency planning. 

Control deficiency - financial In financial audits, a control deficiency in an entity’s 
audit internal control over financial reporting exists when the 

design or operation of a control does not allow 
management or employees, in the normal course of 
performing their assigned functions, to prevent or detect 
misstatements on a timely basis. 

Control deficiency - Single 
Audit 

In Single Audits, a control deficiency in an entity’s 
internal control over compliance exists when the design 
or operation of a control does not allow management or 
employees, in the normal course of performing their 
assigned functions, to prevent or detect noncompliance 
with a type of compliance requirement of a federal 
program on a timely manner.  

Control dependency Exists when the effectiveness of an internal control is 
dependent on the effectiveness of other internal 
controls. 
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Control environment The control environment is an important component of 
an entity’s internal control structure. It sets the “tone at 
the top” and can influence the effectiveness of specific 
control techniques. Factors that influence the control 
environment include management’s philosophy and 
operating style, the entity’s organizational structure, 
methods of assigning authority and responsibility, 
management’s control methods for monitoring and 
following up on performance, the effectiveness of the 
Inspector General’s and internal audits, personnel 
policies and practices, and influences external to the 
entity. 

Control objectives The intent of the specific control to effectively secure 
specific general support or business activities. 

Control risk In a financial statement audit, the risk that a material 
misstatement that could occur in an assertion will not be 
prevented, or detected and corrected on a timely basis 
by the entity’s internal control structure. 
The specific control implemented by the entity to secure Control techniques 
a specific general support system or business process 
activity. 
Mechanism that facilitates the adjudication of different Controlled Interface  
interconnected system security policies (e.g., controlling 
the flow of information into or out of an interconnected 
system). 

Countermeasures Actions, devices, procedures, techniques, or other 
measures that reduce the vulnerability of an information 
system. Synonymous with security controls and 
safeguards. 

CPU See central processing unit. 
Critical control point System control points that, if compromised, could allow 

an individual to gain unauthorized access to or perform 
unauthorized or inappropriate activities on entity 
systems or data, which could lead directly or indirectly to 
unauthorized access or modifications to the key areas of 
audit interest. 

Cryptography The science of coding messages so they cannot be read 
by any person other than the intended recipient. 
Ordinary text—or plain text—and other data are 
transformed into coded form by encryption and 
translated back to plain text or data by decryption. 

Data Facts and information that can be communicated and 
manipulated.  

Data access method See access method. 
Data administration The function that plans for and administers the data 

used throughout the entity. This function is concerned 
with identifying, cataloging, controlling, and coordinating 
the information needs of the entity. 
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Database A collection of related information about a subject 
organized in a useful manner that provides a base or 
foundation for procedures, such as retrieving 
information, drawing conclusions, or making decisions. 
Any collection of information that serves these purposes 
qualifies as a database, even if the information is not 
stored on a computer. 

Database administrator (DBA) The individual responsible for both the design of the 
database, including the structure and contents, and the 
access capabilities of application programs and users to 
the database. Additional responsibilities include 
operation, performance, integrity, and security of the 
database. 

Database management Tasks related to creating, maintaining, organizing, and 
retrieving information from a database. 

Database management system (DB2, IMS, IDMS) A software product that aids in 
(DBMS) controlling and using the data needed by application 

programs. DBMSs organize data in a database, manage 
all requests for database actions—such as queries or 
updates from users—and permit centralized control of 
security and data integrity. 

Data center See computer facility. 
Data communications The transfer of information from one computer to 

another through a communications medium, such as 
telephone lines, microwave relay, satellite link, or 
physical cable. 

Data communications systems See data communications. 
Data design Organization of data into structures to facilitate retrieval 

while minimizing redundancy. The design of transaction 
data elements is a critical factor in helping assure the 
quality of data as well as its interrelationship with other 
data elements. 

Data definition Identification of all fields in the database, how they are 
formatted, how they are combined into different types of 
records, and how the record types are interrelated. 

Data file See file. 
Data management systems Applications which handle significant volumes of data 

often employ data management system to perform 
certain data processing functions within an application. 
Data management systems include database 
management systems, specialized data 
transport/communications software (often called 
middleware, cryptography used in conjunction with data 
integrity controls, data warehouse software and data 
reporting/data extraction software. 

Data owner See owner. 
Data processing The computerized preparation of documents and the 

flow of data contained in these documents through the 
major steps of recording, classifying, and summarizing. 

Data processing center See computer facility. 
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Data quality standard Requirements to ensure the state of completeness, 
validity, consistency, timeliness and accuracy that make 
data appropriate for a specific use. 

Data security See security management function. 
Data strategy Plan used to identify data needed to support business 

processes. A clearly defined data strategy minimizes 
data redundancies fundamental to an efficient, effective 
transaction processing function. 

Data validation Checking transaction data for any errors or omissions 
that can be detected by examining the data. 

Data warehouse A generic term for a system used to store, retrieve, and 
manage large amounts of data. 
A database, often remote, that contains recent 
snapshots of corporate data that can be used for 
analysis without slowing down day-to-day operations of 
the production database. 

DBA See database administrator. 
DBMS See database management system. 
Debug With software, to detect, locate, and correct logical or 

syntactical errors in a computer program.  
Decryption The process of changing ciphertext using a 

cryptographic algorithm and key. 

Defense-in-depth A commonly accepted “best practice” for implementing 
computer security controls in today’s networked 
environments.  Integrates people, operations, and 
technology capabilities to protect information systems 
across multiple layers. 

Delete access This level of access provides the ability to erase or 
remove data or programs. 

Denial of Service (DOS) The prevention of authorized access to resources or the 
delaying of time-critical operations. (Time-critical may be 
milliseconds or it may be hours, depending upon the 
service provided.) 

Denial of Service (DOS) Attack An assault on a service from a single source that floods 
it with so many requests that it becomes overwhelmed 
and is either stopped completely or operates at a 
significantly reduced rate 

Detection risk The risk that the auditor will not detect a material 
misstatement that exists in an assertion. 

Dial-up access A means of connecting to another computer, or a 
network similar to the Internet, over a 
telecommunications line using a modem-equipped 
computer. 

Dial-back Used as a control over dial-up telecommunications lines. 
The telecommunications link established through dial-up 
into the computer from a remote location is interrupted 
so the computer can dial back to the caller. The link is 
permitted only if the caller is from a valid phone number 
or telecommunications channel. 
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Digital Certificate A certificate identifying a public key to its subscriber, 
corresponding to a private key held by that subscriber. It 
is a unique code that typically is used to allow the 
authenticity and integrity of communicated data to be 
verified. 

Digital signature Cryptographic process used to assure message 
originator authenticity, integrity, and nonrepudiation. 

Direct access An access method for finding an individual item on a 
storage device and accessing it directly, without having 
to access all preceding records. 

Disaster recovery plan A written plan for processing critical applications in the 
event of a major hardware or software failure or 
destruction of facilities. 

Diskette A removable and widely-used data storage medium that 
uses a magnetically coated flexible disk of Mylar 
enclosed in a plastic case. 

DNS (domain name system) A hierarchical database that is distributed across the 
Internet that allows names to be resolved into IP 
addresses (and vice versa) to locate services such as 
web and e-mail servers 

Download Process of transferring data from a central computer to a 
personal computer or workstation. 

Edit controls Detects errors in the input portion of information that is 
sent to the computer for processing. The controls may 
be manual or automated and allow the user to edit data 
errors before processing. 

Electronic signature A symbol generated through electronic means that can 
be used to (1) identify the sender of information and (2) 
ensure the integrity of the critical information received 
from the sender. An electronic signature may represent 
either an individual or an entity. Adequate electronic 
signatures are (1) unique to the signer, (2) under the 
signer’s sole control, (3) capable of being verified, and 
(4) linked to the data in such a manner that, if data are 
changed, the signature is invalidated upon verification. 
Traditional user identification code/password techniques 
do not meet these criteria.  

Embedded Audit Module Integral part of an application system that is designed to 
identify and report specific transactions or other 
information based on pre-determined criteria. 
Identification of reportable items occurs as part of real-
time processing. Reporting may be real-time online, or 
may use store and forward methods. Also known as 
integrated test facility or continuous auditing module. 

Encryption Encryption is the conversion of data into a form, called a 
cipher text, which cannot be easily understood by 
unauthorized people. 
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Enterprise Resource Planning Commercial software that integrates all the information 
(ERP) flowing through the entity. ERP systems contain 

functional modules (e.g., financial, accounting, human 
resources, supply chain, and customer information) that 
are integrated within the core system or interfaced to 
external systems. 

Entity or component level Controls at the entity or component level consist of the 
entitywide or componentwide processes designed to 
achieve the control activities. They are focused on how 
the entity or component manages IS related to each 
general control activity. 

Entitywide information security 
program 

An entity program that establishes a framework and 
continuous cycle of activity for assessing risk, 
developing and implementing effective security 
procedures, and monitoring the effectiveness of these 
procedures. An entitywide information security program 
is the foundation of a security control structure and a 
reflection of senior management’s commitment to 
addressing security risks. FISMA requires federal 
agencies to establish an agency-wide information 
security program. 

Entry points Access points to the entity’s information systems. This 
may include remote access through dial-up, wireless 
devices, or the Internet 

Environmental controls This subset of physical access controls prevents or 
mitigates damage to facilities and interruptions in 
service. Smoke detectors, fire alarms and extinguishers, 
and uninterruptible power supplies are some examples 
of environmental controls. 

Execute access This level of access provides the ability to execute a 
program. 

Exit A predefined or in-house written routine that receives 
controls at a predefined point in processing. These 
routines provide an entity with the flexibility to customize 
processing, but also create the opportunity to bypass 
security controls. 

Field A location in a record in which a particular type of data 
are stored. In a database, the smallest unit of data that 
can be named. A string of fields is a concatenated field 
or record. 

File A collection of records stored in computerized form. 
Financial management system Under FFMIA, a financial management system includes 

financial information systems and the financial portions 
of mixed systems (systems that support both financial 
and nonfinancial functions) that are necessary to 
support financial management. 

Firewall Hardware and software components that protect one set 
of system resources (e.g., computers, networks) from 
attack by outside network users (e.g., Internet users) by 
blocking and checking all incoming network traffic. 
Firewalls permit authorized users to access and transmit 
privileged information and deny access to unauthorized 
users. 
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Firmware Program recorded in permanent or semi permanent 
computer memory. 

FFMIA Enacted into law in Public Law 104-208, Title VIII (31 
U.S.C. 3512 note), was intended to advance Federal 
financial management by ensuring that Federal financial 
management systems can and do provide reliable, 
consistent disclosure of financial data, and that they do 
so on a basis that is uniform across the Federal 
government from year to year consistently using 
professionally accepted accounting standards. 

FISMA Enacted into law as Title III of the E-Government Act of 
2002 (PL 107-347; December 17, 2002), FISMA  
provides a comprehensive framework for ensuring the 
effectiveness of information security controls over 
information resources that support federal operations 
and assets. 

FMFIA The objective of the Federal Managers’ Financial 
Integrity Act of 1982 (31 U.S.C. 3512 (c)and (d)) is to 
provide reasonable assurance that (1) obligations and 
costs are in compliance with applicable law, (2) funds, 
property, and other assets are safeguarded against 
waste, loss, unauthorized use, or misappropriation, and 
(3) revenues and expenditures applicable to agency 
operations are properly recorded and accounted for to 
permit the preparation of accounts and reliable financial 
and statistical reports and to maintain accountability 
over the assets. 

Flowchart A diagram of the movement of transactions, computer 
functions, media, and/or operations within a system. The 
processing flow is represented by arrows between 
symbolic shapes for operation, device, data file, etc. to 
depict the system or program. 

Fraud Fraud is a type of illegal act involving the obtaining of 
something of value through willful misrepresentation. 

FTP (file transfer protocol) A protocol used to transfer files over a TCP/IP network 
(Internet, UNIX, etc.) 

GAGAS Also referred to as the Yellow Book. IT provides 
standards and guidance for use by government auditors 
to ensure that they maintain competence, integrity, 
objectivity, and independence in planning, conducting, 
and reporting their work, and are to be followed by 
auditors and audit organizations when required by law 
regulation, contract, agreement, or policy. 

Gateway In networks, a computer that connects two dissimilar 
local area networks, or connects a local area network to 
a wide area network, minicomputer, or mainframe. A 
gateway may perform network protocol conversion and 
bandwidth conversion. 
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General controls General controls are the structure, policies, and 
procedures that apply to an entity’s overall computer 
operations. They include an entitywide security program, 
access controls, application development and change 
controls, segregation of duties, system software 
controls, and service continuity controls. 

General support system An interconnected set of information resources under 
the same direct management control that shares 
common functionality. Normally, the purpose of a 
general support system is to provide processing or 
communications support. 

Hacker A person who attempts to enter a system without 
authorization from a remote location. 

Hardware The physical components of IT, including the computers, 
peripheral devices such as printers, disks, and 
scanners, and cables, switches, and other elements of 
the telecommunications infrastructure. 

Hashing Value computed on data to detect error or manipulation. 

Hot site A fully operational off-site data processing facility 
equipped with both hardware and system software to be 
used in the event of a disaster. 

HTTP (hyper text transfer A communication protocol used to connect to servers on 
protocol) the World Wide Web. Its primary function is to establish 

a connection with a web server and transmit HTML 
pages to the client browser. 

HTTPS (hyper text transfer A protocol for accessing a secure web server, whereby 
protocol secure) all data transferred is encrypted 

Hub A common connection point for devices in a network, 
hubs commonly is used to connect segments of a LAN. 
A hub contains multiple ports. When a packet arrives at 
one port, it is copied to the other ports so that all 
segments of the LAN can see all packets. 

Identification The process of verifying the identity of a user, process, 
or device, usually as a prerequisite for granting access 
to resources in an IT system. 

IDS See intrusion detection system. 
IEEE Institute of Electrical and Electronics Engineers)— 

Pronounced I-triple-E, IEEE is an organization 
composed of engineers, scientists and students. The 
IEEE is best known for developing standards for the 
computer and electronics industry. 

Implementation The process of making a system operational in the 
organization. 

Incident Assessed occurrence having actual or potentially 
adverse effects on an IS. 

Incident response program A process that involves detecting a problem, 
determining its cause, minimizing the damage it causes, 
resolving the problem, and documenting each step of 
the response for future reference.  
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Incompatible duties When work responsibilities are not segregated so that 
one individual controls critical stages of a process 
incompatible duties exist. For example, while users may 
authorize program changes, programmers should not be 
allowed to do so because they are not the owners of the 
system and do not have the responsibility to see that the 
system meets user needs. Similarly, one computer 
programmer should not be allowed to independently 
write, test, and approve program changes.  

Information The meaning of data. Data are facts; they become 
information when they are seen in context and convey 
meaning. 

Information resource owner See owner. 

Information Security  The protection of information and information systems 
from unauthorized access, use, disclosure, disruption, 
modification, or destruction in order to provide 
confidentiality, integrity, and availability.  

Information System  A discrete set of information resources organized for the 
collection, processing, maintenance, use, sharing, 
dissemination, or disposition of information. 

Information system boundaries Logical or physical boundaries around information 
resources and implementing measures to prevent 
unauthorized information exchange across the boundary 
in either direction. Firewall devices represent the most 
common boundary protection technology at the network 
level. 

Information System (IS) 

Control 

As defined in GAGAS, information system (IS) controls 
consist of those internal controls that are dependent on 
information systems processing and include general 
controls and application controls. 

Information System Owner (or Official responsible for the overall procurement, 
Program Manager)  development, integration, modification, or operation and 

maintenance of an information system. 
Information systems The function that directs or manages the activities and 
management staff of the IS department and its various organizational 

components.  
Information Type  A specific category of information (e.g., privacy, medical, 

proprietary, financial, investigative, contractor sensitive, 
security management) defined by an organization or in 
some instances, by a specific law, executive order, 
directive, policy, or regulation. 

Infrastructure application Include software that is used to assist in performing 
systems operations, including management of network 
devices. These applications include database, e-mail, 
browsers, plug-ins, utilities, and applications not directly 
related to business processes. 

Input Any information entered into a computer, or the process 
of entering data into the computer. 

Integration testing Testing to determine if related information system 
components perform to specifications. 
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Integrity Guarding against improper information modification or 
destruction, and includes ensuring information 
nonrepudiation and authenticity. This involves ensuring 
that transmitted or stored data are not altered by 
unauthorized persons in a way that is not detectable by 
authorized users. 

Interface A connection between two devices, applications, or 
networks or a boundary across which two systems 
communicate. Interface may also refer to the portion of a 
program that interacts with the user. 

Interface controls Controls used to provide reasonable assurance that 
data used by applications that is input from legacy 
systems is reliable, valid, complete, and properly 
converted from the legacy application into the 
applications they support. 

Interface design Uses guidelines set by the strategy and provides 
specific information for each of the characteristics 
defined in the strategy. See Interface Strategy 

Interface strategy Describes at the highest level how the interfaces are 
implemented between two applications, The interface 
strategy includes an explanation of each interface, the 
interface method chosen (manual or batch, etc.), the 
data fields being interfaced, the controls to reasonably 
assure that the data is interfaced completely and 
accurately, timing requirements, assignment of 
responsibilities, on-going system balancing 
requirements, and security requirements. 

Internal control (also referred to as internal control structure) A process, 
affected by entity management and other personnel, 
designed to provide reasonable assurance that (1) 
operations, including the use of entity resources, are 
effective and efficient; (2) financial reporting, including 
reports on budget execution, financial statements, and 
other reports for internal and external use, are reliable; 
and (3) applicable laws and regulations are followed. 
Internal control also includes the safeguarding of entity 
assets against unauthorized acquisition, use, or 
disposition. 
Internal control consists of 5 interrelated components 
that form an integrated process that can react to 
changing circumstances and conditions within the entity. 
These components include the control environment, risk 
assessment, control activities, information and 
communication, and monitoring. 

Internet When capitalized, the term “Internet” refers to the 
collection of networks and gateways that use the 
transmission control protocol/Internet protocol suite of 
protocols. 

Internet protocol Standard protocol for transmission of data from source 
to destinations in packet-switched communications 
networks and interconnected systems of such networks. 

Intrusion Any intentional violation of the security policy of a 
system. 
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Intrusion Detection System An intrusion detection system (IDS) inspects network 
(IDS) activity to identify suspicious patterns that may indicate 

a network or system attack from someone attempting to 
break into or compromise a system 

Intranet A private network that uses the infrastructure and 
standards of the Internet and World Wide Web, but is 
isolated from the public Internet by firewall barriers. 

Inventory FISMA requires that each agency develop, maintain, 
and annually update an inventory of major information 
systems operated by the agency or under its control. 
The inventory must include identification of the 
interfaces between agency systems and all other 
systems or networks, including interfaces not controlled 
by the agency. 

Job A set of data that completely defines a unit of work for a 
computer. A job usually includes programs, linkages, 
files, and instructions to the operating system. 

Key A long stream of seemingly random bits used with 
cryptographic algorithms. The keys must be known or 
guessed to forge a digital signature or decrypt an 
encrypted message. 

Key area of audit interest Those areas which are critical to achieving the audit 
objectives (e.g., general support and business process 
application systems and files or components thereof). 

LAN See local area network. 
Label See security label. 
Least Privilege Principle requiring that each subject be granted the most 

restrictive set of privileges needed for the performance 
of authorized tasks. Application of this principle limits the 
damage that can result from accident, error, or 
unauthorized use of an IS. 

Legacy system A computer system consisting of older applications and 
hardware that was developed to solve a specific 
business problem. Many legacy systems do not conform 
to current standards, but are still in use because they 
solve the problem and replacing them would be too 
expensive. 

Library In computer terms, a library is a collection of similar files, 
such as data sets contained on tape and/or disks, stored 
together in a common area. Typical uses are to store a 
group of source programs or a group of load modules. In 
a library, each program is called a member. Libraries are 
also called partitioned data sets (PDS). 
Library can also be used to refer to the physical site 
where magnetic media, such as a magnetic tape, is 
stored. These sites are usually referred to as tape 
libraries. 

Library control/management The function responsible for controlling program and 
data files that are either kept on-line or on tapes and 
disks that are loaded onto the computer as needed. 

Library copier Software that can copy source code from a library into a 
program. 
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Library management software Software that provides an automated means of 
inventorying software, ensuring that differing versions 
are not accidentally misidentified, and maintaining a 
record of software changes.  

Local area network (LAN) A group of computers and other devices dispersed over 
a relatively limited area and connected by a 
communications link that enables a device to interact 
with any other on the network. Local area networks 
(LAN) commonly include microcomputers and shared 
(often expensive) resources such as laser printers and 
large hard disks. Most modern LANs can support a wide 
variety of computers and other devices. Separate LANs 
can be connected to form larger networks.  

Log With respect to computer systems, to record an event or 
transaction. 

Log on The process of establishing a connection with, or 
gaining access to, a computer system or peripheral 
device. 

Logging file See log. 
Logical access control The use of computer hardware and software to prevent 

or detect unauthorized access. For example, users may 
be required to input user identification numbers (ID), 
passwords, or other identifiers that are linked to 
predetermined access privileges. 

Logical security See logical access control. 
Mainframe computer A multi-user computer designed to meet the computing 

needs of a large organization. The term came to be 
used to refer generally to the large central computers 
developed in the late 1950s and 1960s to meet the 
accounting and information management needs of large 
organizations.  

Maintenance Altering programs after they have been in use for a 
while. Maintenance programming may be performed to 
add features, correct errors that were not discovered 
during testing, or update key variables (such as the 
inflation rate) that change over time. 

Major application OMB Circular A-130 defines a major application as an 
application that requires special attention due to the risk 
and magnitude of the harm resulting from the loss, 
misuse, or unauthorized access to, or modification o, 
information in the application. 

Malicious code Software or firmware intended to perform an 
unauthorized process that will have adverse impact on 
the confidentiality, integrity, or availability of an 
information system. A virus, worm, Trojan horse, or 
other code-based entity that infects a host. 
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Management controls The organization, policies, and procedures used to 
provide reasonable assurance that (1) programs achieve 
their intended result, (2) resources are used that are 
consistent with the organization’s mission, (3) programs 
and resources are protected from waste, fraud, and 
mismanagement, (4) laws and regulations are followed, 
and (5) reliable and timely information is obtained, 
maintained, reported, and used for decision making. 

Master console In MVS environments, the master console provides the 
principal means of communicating with the system. 
Other multiple console support (MCS) consoles often 
serve specialized functions, but can have master 
authority to enter all MVS commands. 

Master data Referential data that provides the basis for ongoing 
business activities, e.g., customers, vendors, and 
employees. 

Master data controls Controls over master data, the key information that is 
relatively constant and shared between multiple 
functions or applications (e.g., vendors, customers, 
employee’s data, and vendor files). 

Master data design Layout of key data requirements to ensure integrity and 
utility of data information. Data integrity requirements 
include, for example, requiring an entry in all key fields, 
such as address and account number and not accepting 
invalid values in the required fields. 

Master file In a computer, the most currently accurate and 
authoritative permanent or semi-permanent 
computerized record of information maintained over an 
extended period. 

Material weakness – A-123 – 
Financial Reporting Controls 

A material weakness is a reportable condition in which 
the design or operation of the internal controls does not 
reduce to a relatively low level the risk that losses, 
noncompliance, or misstatements in amounts that would 
be material in relation to the principal statements or to a 
performance measure or aggregation of related 
performance measures may occur and not be detected 
within a timely period by employees in the normal 
course of their assigned duties. 

Material weakness – A-123 – Control deficiency or combination of control deficiencies 
Other Controls that in management’s judgment should be 

communicated because they represent significant 
weaknesses in the design or operation of internal control 
that could adversely affect the organization’s ability to 
meet its internal control objectives. 

Material weakness – GAGAS – A significant deficiency or combination of significant 
financial reporting deficiencies that results in more than a remote likelihood 

that a material misstatement of the financial statements 
will not be prevented or detected.  

Material weakness – Single A significant deficiency or combination of significant 
Audit compliance deficiencies, that result in more than a remote likelihood 

that material noncompliance with a type of compliance 
requirement of a federal program will not be prevented 
or detected by the entity’s internal control. 
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Materiality An auditing concept regarding the relative importance of 
an amount or item. An item is considered not to be 
material when it is not significant enough to influence 
decisions or have an effect on the financial statements. 

Media controls Controls implemented to prevent unauthorized physical 
access to digital (e.g., diskettes, flash/thumb drives, 
compact disks) and printed media (e.g., paper, 
microfilm) removed from information system and during 
pick-up, transport, and delivery to authorized users.  

Merge access This level of access provides the ability to combine data 
from two separate sources. 

Microcomputer Any computer with its arithmetic logic unit and control 
unit contained in one integrated circuit, called a 
microprocessor. 

Microprocessor An integrated circuit device that contains the 
miniaturized circuitry to perform arithmetic, logic, and 
control operations (i.e. contains the entire CPU on a 
single chip). 

Middleware Another term for an application programmer interface 
(API). It refers to the interfaces that allow programmers 
to access lower- or higher-level services by providing an 
intermediary layer that includes function calls to the 
services. 

Migration A change from an older hardware platform, operating 
system, or software version to a newer one. 

Mobile code Software programs or parts of programs obtained from 
remote information systems, transmitted across a 
network, and executed on a local information system 
without explicit installation or execution by the recipient. 

Mobile computing Ability to use technology that is not physically 
connected, or in remote or mobile (non static) 
environments.  Requires that the mobile computing 
activity be connected wirelessly to and through the 
internet or to and through a private network. This 
connection ties the mobile device to centrally located 
information and/or application software through the use 
of battery powered, portable, and wireless computing 
and communication devices. This includes devices like 
laptops with wireless LAN or wireless WAN technology, 
smart mobile phones, wearable computers and Personal 
Digital Assistants (PDAs). 

Modem Short for modulator-demodulator. A device that allows 
digital signals to be transmitted and received over 
analog telephone lines. This type of device makes it 
possible to link a digital computer to the analog 
telephone system. It also determines the speed at which 
information can be transmitted and received. 
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Multiyear testing plan Where IS audits are performed on a regular basis the 
auditor may develop a multiyear audit plan. Such a plan 
will cover relevant key entity applications, systems, and 
processing centers. These strategic plans should cover 
no more than 3-year period and include the schedule 
and scope of assessments to be performed during the 
period and the rationale for planned approach.  

Naming conventions Standards for naming computer resources, such as data 
files, program libraries, individual programs, and 
applications.  

Network A group of computers and associated devices that are 
connected by communications facilities. A network can 
involve permanent connections, such as cables, or 
temporary connections made through telephone or other 
communications links. A network can be as small as a 
local area network consisting of a few computers, 
printers, and other devices, or it can consist of many 
small and large computers distributed over a vast 
geographic area.  

Network administration The function responsible for maintaining secure and 
reliable network operations. This function serves as a 
liaison with user departments to resolve network needs 
and problems. 

Network architecture The underlying structure of a computer network, 
including hardware, functional layers, interfaces, and 
protocols (rules) used to establish communications and 
ensure the reliable transfer of information. Because a 
computer network is a mixture of hardware and 
software, network architectures are designed to provide 
both philosophical and physical standards for enabling 
computers and other devices to manage the 
complexities of establishing communications links and 
transferring information without conflict. Various network 
architectures exist, among them the internationally 
accepted seven-layer open systems interconnection 
model and International Business Machine (IBM) 
Systems Network Architecture. Both the open systems 
interconnection model and the Systems Network 
Architecture organize network functions in layers, each 
layer dedicated to a particular aspect of communication 
or transmission and each requiring protocols that define 
how functions are carried out. The ultimate objective of 
these and other network architectures is the creation of 
communications standards that will enable computers of 
many kinds to exchange information freely. 

Network component Devices that support a network including, workstations, 
servers, switches, and routers. 
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Network scanning Procedure for identifying active hosts on a network, 
either for the purpose of attacking them or for network 
security assessment. Scanning procedures, such as 
ping sweeps and port scans, return information about 
which IP addresses map to live hosts that are active on 
the Internet and what services they offer. Another 
scanning method, inverse mapping, returns information 
about what IP addresses do not map to live hosts; this 
enables an attacker to make assumptions about viable 
addresses. 

Network session A connection between two network component peers. 
This provides the capability of bundling of resources 
needed for an instance of a service. 

Node In a local area network, a connection point that can 
create, receive, or repeat a message. Nodes include 
repeaters, file servers, and shared peripherals. In 
common usage, however, the term node is synonymous 
with workstation. 

Nonrepudiation The ability to prevent senders from denying that they 
have sent messages and receivers from denying that 
they have received messages. 

Object code The machine code generated by a source code 
language processor such as an assembler or compiler. 
A file of object code may be immediately executable or it 
may require linking with other object code files, e.g., 
libraries, to produce a complete executable program.  

Object privilege Allows the user to have access to the data within an 
object or allow the user to execute a stored program. 
These include: SELECT, INSERT, DELETE, etc. Each 
type of object has different privileges associated with it. 

Off-the-shelf software Software that is marketed as a commercial product, 
unlike custom programs that are privately developed for 
a specific client. 

Online A processing term that categorizes operations that are 
activated and ready for use. If a resource is online, it is 
capable of communicating with or being controlled by a 
computer. For example, a printer is online when it can 
be used for printing. An application is classified as online 
when users interact with the system as their information 
is being processed, as opposed to batch processing. 

Online editors See online program development software. 
Online program development (TSO, ROSCOE, VOLLIE, ICCF, ISPF) Software that 
software permits programs to be coded and compiled in an 

interactive mode. 
Operating system The software that controls the execution of other 

computer programs, schedules tasks, allocates storage, 
manages the interface to peripheral hardware, and 
presents a default interface to the user when no 
application program is running. 
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Operational controls Relate to managing the entity’s business and include 
policies and procedures to carry out organizational 
objectives, such as planning, productivity, programmatic, 
quality, economy, efficiency, and effectiveness 
objectives. Management uses these controls to provide 
reasonable assurance that the entity (1) meets its goals, 
(2) maintains quality standards, and (3) does what 
management directs it to do. 

Output Data/information produced by computer processing, 
such as graphic display on a terminal or hard copy. 

Output devices Peripheral equipment, such as a printer or tape drive, 
that provides the results of processing in a form that can 
be used outside the system. 

Override  Decision made by entity management or operation staff 
to bypass established control(s) to allow a transaction or 
transactions that would otherwise be rejected by the 
system controls to be processed. 

Owner Manager or director who has responsibility for a 
computer resource, such as a data file or application 
program. 

Packet Data unit that is routed from source to destination in a 
packet-switched network. A packet contains both routing 
information and data. Transmission control 
protocol/Internet protocol (TCP/IP) is such a packet-
switched network. 

Packet Filtering Controlling access to a network by analyzing the 
attributes of the incoming and outgoing packets and 
either letting them pass, or denying them, based on a list 
of rules 

Parameter A value that is given to a variable. Parameters provide a 
means of customizing programs.  

Partitioning Process of physically or logically separating different 
functions such as applications, security and 
communication activities.  Separation may be 
accomplished by using different computers, different 
central processing units, different instances of the 
operating systems, different network addresses, or 
combinations of these methods. 

Password A confidential character string used to authenticate an 
identity or prevent unauthorized access. 

Password Cracker Specialized security checker that tests user’s 
passwords, searching for passwords that are easy to 
guess by repeatedly trying words from specially crafted 
dictionaries. Failing that, many password crackers can 
brute force all possible combinations in a relatively short 
period of time with current desktop computer hardware. 

Patch Patches are additional pieces of code that have been 
developed to address specific problems or flaws in 
existing software. Vulnerabilities are flaws that can be 
exploited, enabling unauthorized access to IT systems 
or enabling users to have access to greater privileges 
than authorized. 
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Penetration testing Security testing in which evaluators attempt to 
circumvent the security features of a system based on 
their understanding of the system design and 
implementation. 

Peripheral A hardware unit that is connected to and controlled by a 
computer, but that is external to the CPU. These devices 
provide input, output, or storage capabilities when used 
in conjunction with a computer. 

Personally identifiable 
information 

Refers to any information about an individual maintained 
by an entity, including any information that can be used 
to distinguish or trace an individual’s identity, such as 
their name, social security number, date of birth, or 
biometric records, and any other information which is 
linked or linkable to an individual. 

Personnel controls This type of control involves screening individuals prior 
to their authorization to access computer resources. 
Such screening should be commensurate with the risk 
and magnitude of the harm the individual could cause. 

Personnel security See personnel controls. 
Physical access control This type of control involves restricting physical access 

to computer resources and protecting these resources 
from intentional or unintentional loss or impairment. 

Physical security See physical access control. 
Plain text Data input to the Cipher or output from the Inverse 

Cipher. 

Plans of Action and Milestones A document that identifies tasks needing to be 
accomplished. It details resources required to 
accomplish the elements of the plan, any milestones in 
meeting the tasks, and scheduled completion dates for 
the milestones. 

Platform The foundation technology of a computer system. 
Typically, a specific combination of hardware and 
operating system. 

Privacy Impact Assessment An analysis of how information is handled: (1) to ensure 
handling conforms to applicable legal, regulatory, and 
policy requirements regarding privacy; (2) to determine 
the risks and effects of collecting, maintaining, and 
disseminating information in identifiable form in an 
electronic information system; and (3) to examine and 
evaluate protections and alternative processes for 
handling information to mitigate potential privacy risks. 

Privileged account Individuals who have access to set “access rights” for 
users on a given system. Sometimes referred to as 
system or network administrative accounts. 

Privileged User Individual who has access to system control, monitoring, 
or administration functions (e.g., system administrator, 
system security officer, maintainers, system 
programmers, etc.) 

Process Systematic sequences of operations to produce a 
specified result. This includes all functions performed 
within a computer such as editing, calculating, 
summarizing, categorizing, and updating. 
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Processing The execution of program instructions by the computer’s 
CPU. 

Production control and The function responsible for monitoring the information 
scheduling into, through, and as it leaves the computer operations 

area and for determining the succession of programs to 
be run on the computer. Often, an automated scheduling 
package is used in this task.  

Production environment The system environment where the entity performs its 
operational information processing activities. 

Production programs Programs that are being used and executed to support 
authorized organizational operations. Such programs 
are distinguished from “test” programs that are being 
developed or modified, but have not yet been authorized 
for use by management. 

Profile A set of rules that describe the nature and extent of 
access to available resources for a user or a group of 
users with similar duties, such as accounts payable 
clerks. (See standard profile and user profile.)  

Program A set of related instructions that, when followed and 
executed by a computer, perform operations or tasks. 
Application programs, user programs, system programs, 
source programs, and object programs are all software 
programs. 

Program library See library. 
Programmer A person who designs, codes, tests, debugs, and 

documents computer programs. 
Proprietary Privately owned, based on trade secrets, privately 

developed technology, or specifications that the owner 
refuses to divulge, which prevents others from 
duplicating a product or program unless an explicit 
license is purchased. 

Protocol In data communications and networking, a standard that 
specifies the format of data as well as the rules to be 
followed when performing specific functions, such as 
establishing a connection and exchanging data. 

Public access controls A subset of access controls that apply when an entity 
application promotes or permits public access. These 
controls protect the integrity of the application and public 
confidence in the application and include segregating 
the information made directly available to the public from 
official entity records. 

Public domain software Software that has been distributed with an explicit 
notification from the program’s author that the work has 
been released for unconditional use, including for-profit 
distribution or modification by any party under any 
circumstances. 

Public Key Infrastructure (PKI) A set of policies, processes, server platforms, software 
and workstations used for the purpose of administering 
certificates and public-private key pairs, including the 
ability to issue, maintain, and revoke public key 
certificates. 
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Quality assurance The function that reviews software project activities and 
tests software products throughout the software life 
cycle to determine if (1) the software project is adhering 
to its established plans, standards, and procedures and 
(2) the software meets the functional specifications 
defined by the user.  

Query The process of extracting data from a database and 
presenting it for use. 

Read access This level of access provides the ability to look at and 
copy data or a software program. 

Real-time system A computer and/or a software system that reacts to 
events before they become obsolete. This type of 
system is generally interactive and updates files as 
transactions are processed.  

Record A unit of related data fields. The group of data fields that 
can be accessed by a program and contains the 
complete set of information on a particular item. 

Reliability The capability of hardware or software to perform as the 
user expects and to do so consistently, without failures 
or erratic behavior. 

Remote access The process of communicating with a computer located 
in another place over a communications link. 

Remote job entry (RJE) With respect to computer systems with locations 
geographically separate from the main computer center, 
submitting batch processing jobs via a data 
communications link. 

Remote Maintenance Maintenance activities conducted by individuals 
communicating external to an information system 
security perimeter. 

Reportable condition – A 123 Reportable conditions include matters coming to the 
auditor’s attention that, in the auditor’s judgment, should 
be communicated because they represent significant 
deficiencies in the design or operation of internal 
controls, which could adversely affect the entity’s ability 
to meet its internal control objectives. 

Repudiation The denial by one of the parties to a transaction or 
participation in all or part of that transaction or of the 
content of communications related to that transaction. 

Residual risk Portion of risk remaining after security measures have 
been applied.  

Resource Something that is needed to support computer 
operations, including hardware, software, data, 
telecommunications services, computer supplies such 
as paper stock and preprinted forms, and other 
resources such as people, office facilities, and 
noncomputerized records. 

Risk The level of impact on entity operations (including 
mission, functions, image, or reputation), entity assets, 
or individuals resulting from the operation of an 
information system given the potential impact of a threat 
and the likelihood of that threat occurring. 
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Risk analysis The process of identifying the risks to system security 
and determining the likelihood of occurrence, the 
resulting impact, and the additional safeguards that 
mitigate this impact. Part of risk management and 
synonymous with risk assessment. 

Risk assessment The identification and analysis of possible risks in 
meeting the entity’s objectives that forms a basis for 
managing the risks identified and implementing 
deterrents. 

Risk management A management approach designed to reduce risks 
inherent in systems development and operations. 

Router An intermediary device on a communications network 
that expedites message delivery. As part of a LAN, a 
router receives transmitted messages and forwards 
them to their destination over the most efficient available 
route. 

Run A popular, idiomatic expression for program execution. 
Run manual A manual that provides application-specific operating 

instructions, such as instructions on job setup, console 
and error messages, job checkpoints, and restart and 
recovery steps after system failures. 

Safeguards Protective measures prescribed to meet the security 
requirements (i.e., confidentiality, integrity, and 
availability) specified for an information system. 
Safeguards may include security features, management 
constraints, personnel security, and security of physical 
structures, areas, and devices. Synonymous with 
security controls and countermeasures. 
Process to remove information from media such that Sanitization  
information recovery is not possible. It includes 
removing all labels, markings, and activity logs. 

SAS 70 Statement on Auditing Standards No. 70: Service 
Organizations, commonly abbreviated as SAS 70, is an 
auditing statement issued by the Auditing Standards 
Board of the American Institute of Certified Public 
Accountants (AICPA), officially titled “Reports on the 
Processing of Transactions by Service Organizations”. 
SAS 70 defines the professional standards used by a 
service auditor to assess the internal controls of a 
service organization and issue a service auditor’s report. 
Service organizations are typically entities that provide 
outsourcing services that impact the control environment 
of their customers.  

SDLC methodology See system development life cycle methodology. 
Security administrator Person who is responsible for managing the security 

program for computer facilities, computer systems, 
and/or data that are stored on computer systems or 
transmitted via computer networks. 
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Security Category The characterization of information or an information 
system based on an assessment of the potential impact 
that a loss of confidentiality, integrity, or availability of 
such information or information system would have on 
organizational operations, organizational assets, or 
individuals. 

Security Controls The management, operational, and technical controls 
(i.e., safeguards or countermeasures) prescribed for an 
information system to protect the confidentiality, 
integrity, and availability of the system and its 
information. 

Security Label Explicit or implicit marking of a data structure or output 
media associated with an information system 
representing the FIPS 199 security category, or 
distribution limitations or handling caveats of the 
information contained therein. 

Security management function The function responsible for the development and 
administration of an entity’s information security 
program. This includes assessing risks, implementing 
appropriate security policies and related controls, 
establishing a security awareness and education 
program for employees, and monitoring and evaluating 
policy and control effectiveness.  

Security Objective Confidentiality, integrity, or availability. 

Security plan A written plan that clearly describes the entity’s security 
program and policies and procedures that support it. 
The plan and related policies should cover all major 
systems and facilities and should outline the duties of 
those who are responsible for overseeing security (the 
security management function) as well as those who 
own, use, or rely on the entity’s computer resources.  

Security policy The set of management statements that documents an 
organization’s philosophy of protecting its computing 
and information assets.  The set of security rules 
enforced by the system’s security features 

Security profile See profile. 
Security requirements Requirements levied on an information system that are 

derived from laws, executive orders, directives, policies, 
instructions, regulations, or organizational (mission) 
needs to ensure the confidentiality, integrity, and 
availability of the information being processed, stored, or 
transmitted. 

Security software See access control software. 
Segregation/separation of 
duties 

A basic control that prevents or detects errors and 
irregularities by assigning responsibility for initiating 
transactions, recording transactions and custody of 
assets to separate individuals. Commonly used in large 
IT organizations so that no single person is in a position 
to introduce fraudulent or malicious code without 
detection. 
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Sensitive information Any information that an entity has determined requires 
heightened protection from unauthorized access, use, 
disclosure, disruption, modification, or destruction [e.g., 
by using specific access controls] because of the nature 
of the information (e.g., personal information required to 
be protected by the Privacy Act, proprietary commercial 
information, information critical to law enforcement 
activities, and information that has or may be 
determined to be exempt from public release under the 
Freedom of Information Act). 

Sensitivity accounts See privileged account 
Server A computer running administrative software that controls 

access to all or part of the network and its resources, 
such as disk drives or printers. A computer acting as a 
server makes resources available to computers acting 
as workstations on the network. 

Service Refers to customer or product-related business 
functions such as file transfer protocol (FTP), hypertext 
transfer protocol (HTTP), and mainframe supervisor 
calls. Each system provides a set of services. For 
example, a computer network alls its users to send 
packets to specified destinations and a database system 
responds to queries. 

Service auditor An independent auditor hired by the service organization 
to provide a report on internal controls at the service 
provider. See Service Organization. 

Service Bureau A computer facility that provides data processing 
services to clients on a continual basis 

Service organization Outside organizations used to support business 
processes. Service organizations provide services 
ranging from performing a specific task (e.g., payroll 
processing) to replacing entire business units or 
functions of an entity. 

Significant deficiency – FISMA A weakness in an agency’s overall information systems 
security program or management control structure, or 
within one or more information systems, that significantly 
restricts the capability of the agency to carry out its 
mission or compromises the security of its information, 
information systems, personnel, or other resources, 
operations, or assets. 

Significant deficiency – A-123 OMB Circular A-123 uses the same definition for 
significant deficiency as financial reporting (See 
Significant Deficiency – Financial Reporting), but 
continues to refer to it as a reportable condition. 

Significant Deficiency – 
financial reporting 

A deficiency in internal control, or combination of 
deficiencies, that adversely affects the entity’s ability to 
initiate, authorize, record, process, or report financial 
data reliably in accordance with generally accepted 
accounting principles such that there is more than a 
remote likelihood that a misstatement of the entity’s 
financial statements that is more than inconsequential 
will not be prevented or detected. 
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Significant deficiency – Single 
Audit compliance 

A control deficiency, or combination of control 
deficiencies, that adversely affects the entity’s ability to 
administer a federal program such that there is more 
than a remote likelihood that noncompliance with a type 
of compliance requirement of a federal program that is 
more than inconsequential will not be prevented or 
detected by the entity’s internal control. 

Simultaneous peripheral In the mainframe environment, a component of system 
operations online (SPOOL) software that controls the transfer of data between 

computer storage areas with different speed capabilities. 
Usually, an intermediate device, such as a buffer, exists 
between the transfer source and the destination (e.g., a 
printer). 

Single Audit The Single Audit is intended to provide a cost-effective 
audit for nonfederal entities in that one audit is 
conducted in lieu of multiple audits of individual 
programs. Such audits are performed in accordance 
with the Single Audit Act (31USC ch75) of 1984 (with 
amendment in 1996) and OMB Circular A-133 (Audits of 
States, Local Governments, and Non-Profit 
Organizations) to ensure that federal funds to nonfederal 
entities are expended properly. 

Smart card A credit card-sized token that contains a microprocessor 
and memory circuits for authenticating a user of 
computer, banking, or transportation services. 

SMTP (Simple Mail Transport The standard e-mail protocol on the Internet 
Protocol) 
Sniffer Synonymous with packet sniffer. A program that 

intercepts routed data and examines each packet in 
search of specified information, such as passwords 
transmitted in clear text. 

Social engineering A method used by hackers to obtain passwords for 
unauthorized access. For example, a hacker may call an 
authorized user of a computer system and pose as a 
network administrator to gain access. 

Software A computer program or programs, in contrast to the 
physical environment on which programs run 
(hardware).  

Source code Human-readable program statements written in a high-
level or assembly language, as opposed to object code, 
which is derived from source code and designed to be 
machine-readable. 

Spyware Software that is secretly or surreptitiously installed into 
an information system to gather information on 
individuals or organizations without their knowledge. 

Standard In computing, a set of detailed technical guidelines used 
as a means of establishing uniformity in an area of 
hardware or software development. 

Standard profile A set of rules that describe the nature and extent of 
access to each resource that is available to a group of 
users with similar duties, such as accounts payable 
clerks. 
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Supervisor call (SVC) A supervisor call instruction interrupts a program being 
executed and passes control to the supervisor so that it 
can perform a specific service indicated by the 
instruction. 

Switch A device that forwards packets between LAN devices or 
segments. LANs that use switches are called switched 
LANs. 

System See information system. 

System administrator The person responsible for administering use of a multi-
user computer system, communications system, or both. 

System analyst A person who designs systems.  
System designer See system analyst. 
System developer See programmer. 
System development life cycle The policies and procedures that govern software 
(SDLC) methodology development and modification as a software product 

goes through each phase of its life cycle.  
System level Controls consist of processes for managing specific 

system resources related to either a general support 
system or business process application systems. Three 
sublevels include network, operating system, and 
infrastructure. 

System management facility An IBM control program that provides the means for 
gathering and recording information that can be used to 
evaluate the extent of computer system usage. 

System privilege Ability of the user within the database to interact with the 
database itself. They include: CREATE, ALTER, DROP, 
CONNECT, and AUDIT, among many others. 

System programmer A person who develops and maintains system software. 
System security plan Formal document that provides an overview of the 

security requirements for the information system and 
describes the security controls in place or planned for 
meeting those requirements. 

System software The set of computer programs and related routines 
designed to operate and control the processing activities 
of computer equipment. It includes the operating system 
and utility programs and is distinguished from 
application software. 

System testing Testing to determine that the results generated by the 
enterprise’s information systems and their components 
are accurate and the systems perform to specifications. 

System utilities Software used to perform system maintenance routines 
that are frequently required during normal processing 
operations. Some of the utilities have powerful features 
that will allow a user to access and view or modify data 
or program code. 

TCP (transmission control A connection-based Internet protocol that supports 
protocol) reliable data transfer connections. Packet data is verified 

using checksums and retransmitted if it is missing or 
corrupted. The application plays no part in validating the 
transfer. 
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TCP/IP protocol Transmission Control Protocol/Internet Protocol) A set of 
communications protocols that encompasses media 
access, packet transport, session communications, file 
transfer, electronic mail, terminal emulation, remote file 
access and network management. TCP/IP provides the 
basis for the Internet. 

Technical controls See logical access control. 
Telecommunications A general term for the electronic transmission of 

information of any type, such as data, television 
pictures, sound, or facsimiles, over any medium, such 
as telephone lines, microwave relay, satellite link, or 
physical cable. 

Teleprocessing monitor In the mainframe environment, a component of the 
operating system that provides support for online 
terminal access to application programs. This type of 
software can be used to restrict access to online 
applications and may provide an interface to security 
software to restrict access to certain functions within the 
application.  

Terminal A device consisting of a video adapter, a monitor, and a 
keyboard. 

Test facility A processing environment that is isolated from the 
production environment and dedicated to testing and 
validating systems and/or their components. 

Those charged with Are those responsible for overseeing the strategic 
governance direction of the entity and the entity’s fulfillment of its 

obligations related to accountability. This includes 
overseeing the financial reporting process, subject 
matter, or program under audit including related internal 
controls. 

Threat  Any circumstance or event with the potential to 
adversely impact entity operations (including mission, 
functions, image, or reputation), entity assets, or 
individuals through an information system via 
unauthorized access, destruction, disclosure, 
modification of information, and/or denial of service. 

Token In authentication systems, some type of physical device 
(such as a card with a magnetic strip or a smart card) 
that must be in the individual’s possession in order to 
gain access. The token itself is not sufficient; the user 
must also be able to supply something memorized, such 
as a personal identification number (PIN). 

Transaction A discrete activity captured by a computer system, such 
as the entry of a customer order or an update of an 
inventory item. In financial systems, a transaction 
generally represents a business event that can be 
measured in money and entered in accounting records. 

Transaction data The finite data pertaining to a given event occurring in a 
business process. The result of this process is in the 
form of documents or postings, such as purchase orders 
and obligations. 
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Transaction data input Relates to controls over data that enter the application 
(e.g., data validation and edit checks). 

Transaction data output Relates to controls over data output and distribution 
(e.g., output reconciliation and review). 

Transaction data processing Relates to controls over data integrity within the 
application (e.g., review of transaction processing logs). 

Transaction file A group of one or more computerized records containing 
current business activity and processed with an 
associated master file. Transaction files are sometimes 
accumulated during the day and processed in batch 
production overnight or during off-peak processing 
periods. 

Trusted communication Path A mechanism by which a user (through an input device) 
can communicate directly with the security functions of 
the information system with the necessary confidence to 
support the system security policy. This mechanism can 
only be activated by the user or the security functions of 
the information system and cannot be imitated by 
untrusted software. 

Uninterruptible power supply Provides short-term backup power from batteries for a 
(UPS) computer system when the electrical power fails or 

drops to an unacceptable voltage level 

Unit testing Testing individual program modules to determine if they 
perform to specifications. 

UNIX A multitasking operating system originally designed for 
scientific purposes that have subsequently become a 
standard for midrange computer systems with the 
traditional terminal/host architecture. UNIX is also a 
major server operating system in the client/server 
environment. 

Update access This access level includes the ability to change data or a 
software program. 

Upload The process of transferring a copy of a file from a local 
computer to a remote computer by means of a modem 
or network. 

User The person who uses a computer system and its 
application programs to perform tasks. 

User auditor The auditor of the user organization. 
User control Portions of controls that are performed by people 

interacting with IS controls. The effectiveness of 
information systems processing or the reliability of 
information processed by IS controls. 

User-defined processing The user is allowed to establish or modify processing 
steps. This frequently occurs in application based 
spreadsheets and report writer/data extraction tools. 

User identification (ID) A unique identifier assigned to each authorized 
computer user. 

User privilege Right to execute a particular type of Microsoft SQL 
server statement, or a right to access another user’s 
object 
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User profile A set of rules that describes the nature and extent of 
access to each resource that is available to each user. 

Utility program Generally considered to be system software designed to 
perform a particular function (e.g., an editor or 
debugger) or system maintenance (e.g., file backup and 
recovery). 

Validation The process of evaluating a system or component 
during or at the end of the development process to 
determine whether it satisfies specified requirements. 

Validity See Validity Control. 
Validity Control Controls designed to provide reasonable assurance (1) 

that all recorded transactions actually occurred (are 
real), relate to the entity, and were properly approved in 
accordance with management’s authorization, and (2) 
that output contains only valid data. 

Virtual Private Network (VPN) Protected IS link utilizing tunneling, security controls 
(see information assurance), and end-point address 
translation giving the impression of a dedicated line. 

Virus A program that “infects” computer files, usually 
executable programs, by inserting a copy of itself into 
the file. These copies are usually executed when the 
“infected” file is loaded into memory, allowing the virus 
to infect other files. Unlike the computer worm, a virus 
requires human involvement (usually unwitting) to 
propagate.  

Vulnerability  Weakness in an information system, system security 
procedures, internal controls, or implementation that 
could be exploited or triggered by a threat source. 

Vulnerability Assessment  Formal description and evaluation of the vulnerabilities 
in an information system. 

Vulnerability scanning Type of network security testing that among others 
enumerates the network structure and determines the 
set of active hosts and associated software and verifies 
that software (e.g., operating system and major 
applications) is up-to-date with security patches and 
software version. 

Wide area network (WAN) A group of computers and other devices dispersed over 
a wide geographical area that is connected by 
communications links. 

WAN See wide area network. 
War Dialer Software packages that sequentially dial telephone 

numbers, recording any numbers that answer. 

Web application Is an application that is accessed via web over a 
network such as the Internet or an intranet. The ability to 
update and maintain Web applications without 
distributing and installing software on potentially 
thousands of client computers is a key reason for their 
popularity.  
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Wired Equivalent Privacy The Wired Equivalent Privacy (WEP) security protocol 
(WEP) for wireless local area networks (LANs) uses encryption 

to provide similar security to that of a wired LAN. WEP is 
defined in the IEEE 802.11b standard. 

Wi-Fi Protected Access (WPA) The Wi-Fi Protected Access (WPA) security protocol 
was designed to improve upon the security features of 
WEP for wireless communications. It is defined in 
IEEE’s 802.11i standard. 

Workstation A microcomputer or terminal connected to a network. 
Workstation can also refer to a powerful, stand-alone 
computer that has considerable calculating or graphics 
capability. 

World Wide Web (WWW) A sub-network of the Internet through which information 
is exchanged by text, graphics, audio and video. 

Worm An independent computer program that reproduces by 
copying itself from one system to another across a 
network. Unlike computer viruses, worms do not require 
human involvement to propagate. 
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Foreword

Federal policymakers and program managers are
continually seeking ways to better achieve agencies’
missions and program results, in other words, they
are seeking ways to improve accountability. A key
factor in helping achieve such outcomes and minimize
operational problems is to implement appropriate
internal control. Effective internal control also helps
in managing change to cope with shifting
environments and evolving demands and priorities. As
programs change and as agencies strive to improve
operational processes and implement new
technological developments, management must
continually assess and evaluate its internal control to
assure that the control activities being used are
effective and updated when necessary.

The Federal Managers’ Financial Integrity Act of 1982
(FMFIA) requires the General Accounting Office (GAO)
to issue standards for internal control in government.
The standards provide the overall framework for
establishing and maintaining internal control and for
identifying and addressing major performance and
management challenges and areas at greatest risk of
fraud, waste, abuse, and mismanagement. Office of
Management and Budget (OMB) Circular A-123,
Management Accountability and Control, revised
June 21, 1995, provides the specific requirements for
assessing and reporting on controls. The term internal
control in this document is synonymous with the term
management control (as used in OMB Circular
A-123) that covers all aspects of an agency’s
operations (programmatic, financial, and
compliance).

Recently, other laws have prompted renewed focus
on internal control. The Government Performance
and Results Act of 1993 requires agencies to clarify
their missions, set strategic and annual performance
goals, and measure and report on performance
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toward those goals. Internal control plays a
significant role in helping managers achieve those
goals. Also, the Chief Financial Officers Act of 1990
calls for financial management systems to comply
with internal control standards, and the Federal
Financial Management Improvement Act of 1996
identifies internal control as an integral part of
improving financial management systems.

Rapid advances in information technology have
highlighted the need for updated internal control
guidance related to modern computer systems. The
management of human capital has gained recognition
as a significant part of internal control. Furthermore,
the private sector has updated its internal control
guidance with the issuance of Internal Control —
Integrated Framework, published by the Committee
of Sponsoring Organizations of the Treadway
Commission (COSO). Consequently, we have
developed this standards update which supersedes
our previously issued “Standards for Internal Controls
in the Federal Government.”

This update gives greater recognition to the
increasing use of information technology to carry out
critical government operations, recognizes the
importance of human capital, and incorporates, as
appropriate, the relevant updated internal control
guidance developed in the private sector. The
standards are effective beginning with fiscal year 2000
and the Federal Managers Financial Integrity Act
reports covering that year.
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We appreciate the efforts of government officials,
public accounting professionals, and other members
of the financial community and academia who
provided valuable assistance in developing these
standards.

David M. Walker
Comptroller General
of the United States
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Introduction

The following definition, objectives, and fundamental
concepts provide the foundation for the internal
control standards.

Definition and
Objectives

 

Internal Control

An integral component of an organization’s 
management that provides reasonable assurance 
that the following objectives are being achieved:

• effectiveness and efficiency of operations,
• reliability of financial reporting, and 
• compliance with applicable laws and regulations.

Internal control is a major part of managing an
organization. It comprises the plans, methods, and
procedures used to meet missions, goals, and
objectives and, in doing so, supports
performance-based management. Internal control also
serves as the first line of defense in safeguarding
assets and preventing and detecting errors and fraud.
In short, internal control, which is synonymous with
management control, helps government program
managers achieve desired results through effective
stewardship of public resources.

Internal control should provide reasonable assurance
that the objectives of the agency are being achieved in
the following categories:
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• Effectiveness and efficiency of operations including
the use of the entity’s resources.

• Reliability of financial reporting, including reports on
budget execution, financial statements, and other
reports for internal and external use.

• Compliance with applicable laws and regulations.

A subset of these objectives is the safeguarding of
assets. Internal control should be designed to provide
reasonable assurance regarding prevention of or
prompt detection of unauthorized acquisition, use, or
disposition of an agency’s assets.

Fundamental
Concepts

 

Internal Control

• A continuous built-in component of operations.
• Effected by people.
• Provides reasonable assurance, not absolute 

assurance.

The fundamental concepts provide the underlying
framework for designing and applying the standards.

Internal Control Is a
Continuous Built-in
Component of
Operations

Internal control is not one event, but a series of
actions and activities that occur throughout an
entity’s operations and on an ongoing basis. Internal
control should be recognized as an integral part of
each system that management uses to regulate and
guide its operations rather than as a separate system
within an agency. In this sense, internal control is
management control that is built into the entity as a
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part of its infrastructure to help managers run the
entity and achieve their aims on an ongoing basis.

Internal Control Is
Effected by People

People are what make internal control work. The
responsibility for good internal control rests with all
managers. Management sets the objectives, puts the
control mechanisms and activities in place, and
monitors and evaluates the control. However, all
personnel in the organization play important roles in
making it happen.

Internal Control
Provides Reasonable
Assurance, Not
Absolute Assurance

Management should design and implement internal
control based on the related cost and benefits. No
matter how well designed and operated, internal
control cannot provide absolute assurance that all
agency objectives will be met. Factors outside the
control or influence of management can affect the
entity’s ability to achieve all of its goals. For example,
human mistakes, judgment errors, and acts of
collusion to circumvent control can affect meeting
agency objectives. Therefore, once in place, internal
control provides reasonable, not absolute, assurance
of meeting agency objectives.
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Internal Control Standards

Presentation of
the Standards

 

The Five Standards for Internal Control

• Control Environment
• Risk Assessment
• Control Activities
• Information and Communications
• Monitoring

These standards define the minimum level of quality
acceptable for internal control in government and
provide the basis against which internal control is to
be evaluated. These standards apply to all aspects of
an agency’s operations: programmatic, financial, and
compliance. However, they are not intended to limit
or interfere with duly granted authority related to
developing legislation, rule-making, or other
discretionary policy-making in an agency. These
standards provide a general framework. In
implementing these standards, management is
responsible for developing the detailed policies,
procedures, and practices to fit their agency’s
operations and to ensure that they are built into and
an integral part of operations.

In the following material, each of these standards is
presented in a short, concise statement. Additional
information is provided to help managers incorporate
the standards into their daily operations.

GAO/AIMD-00-21.3.1 (11/99)Page 7   



Internal Control Standards

Control
Environment

 

Management and employees should establish 
and maintain an environment throughout the 
organization that sets a positive and supportive 
attitude toward internal control and conscientious 
management.

A positive control environment is the foundation for
all other standards. It provides discipline and
structure as well as the climate which influences the
quality of internal control. Several key factors affect
the control environment.

One factor is the integrity and ethical values
maintained and demonstrated by management and
staff. Agency management plays a key role in
providing leadership in this area, especially in setting
and maintaining the organization’s ethical tone,
providing guidance for proper behavior, removing
temptations for unethical behavior, and providing
discipline when appropriate.

Another factor is management’s commitment to
competence. All personnel need to possess and
maintain a level of competence that allows them to
accomplish their assigned duties, as well as
understand the importance of developing and
implementing good internal control. Management
needs to identify appropriate knowledge and skills
needed for various jobs and provide needed training,
as well as candid and constructive counseling, and
performance appraisals.
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Management’s philosophy and operating style also
affect the environment. This factor determines the
degree of risk the agency is willing to take and
management’s philosophy towards
performance-based management. Further, the attitude
and philosophy of management toward information
systems, accounting, personnel functions, monitoring,
and audits and evaluations can have a profound effect
on internal control.

Another factor affecting the environment is the
agency’s organizational structure. It provides
management’s framework for planning, directing, and
controlling operations to achieve agency objectives. A
good internal control environment requires that the
agency’s organizational structure clearly define key
areas of authority and responsibility and establish
appropriate lines of reporting.

The environment is also affected by the manner in
which the agency delegates authority and
responsibility throughout the organization. This
delegation covers authority and responsibility for
operating activities, reporting relationships, and
authorization protocols.

Good human capital policies and practices are
another critical environmental factor. This includes
establishing appropriate practices for hiring,
orienting, training, evaluating, counseling, promoting,
compensating, and disciplining personnel. It also
includes providing a proper amount of supervision.

A final factor affecting the environment is the
agency’s relationship with the Congress and central
oversight agencies such as OMB. Congress mandates
the programs that agencies undertake and monitors
their progress and central agencies provide policy and
guidance on many different matters. In addition,
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Inspectors General and internal senior management
councils can contribute to a good overall control
environment.

Risk Assessment  

Internal control should provide for an assessment 
of the risks the agency faces from both external 
and internal sources.

A precondition to risk assessment is the
establishment of clear, consistent agency objectives.
Risk assessment is the identification and analysis of
relevant risks associated with achieving the
objectives, such as those defined in strategic and
annual performance plans developed under the
Government Performance and Results Act, and
forming a basis for determining how risks should be
managed.

Management needs to comprehensively identify risks
and should consider all significant interactions
between the entity and other parties as well as
internal factors at both the entitywide and activity
level. Risk identification methods may include
qualitative and quantitative ranking activities,
management conferences, forecasting and strategic
planning, and consideration of findings from audits
and other assessments.

Once risks have been identified, they should be
analyzed for their possible effect. Risk analysis
generally includes estimating the risk’s significance,
assessing the likelihood of its occurrence, and
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deciding how to manage the risk and what actions
should be taken. The specific risk analysis
methodology used can vary by agency because of
differences in agencies’ missions and the difficulty in
qualitatively and quantitatively assigning risk levels.

Because governmental, economic, industry,
regulatory, and operating conditions continually
change, mechanisms should be provided to identify
and deal with any special risks prompted by such
changes.

Control Activities  

Internal control activities help ensure that 
management's directives are carried out.  The 
control activities should be effective and efficient 
in accomplishing the agency's control objectives.

Control activities are the policies, procedures,
techniques, and mechanisms that enforce
management’s directives, such as the process of
adhering to requirements for budget development and
execution. They help ensure that actions are taken to
address risks. Control activities are an integral part of
an entity’s planning, implementing, reviewing, and
accountability for stewardship of government
resources and achieving effective results.

Control activities occur at all levels and functions of
the entity. They include a wide range of diverse
activities such as approvals, authorizations,
verifications, reconciliations, performance reviews,
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maintenance of security, and the creation and
maintenance of related records which provide
evidence of execution of these activities as well as
appropriate documentation. Control activities may be
applied in a computerized information system
environment or through manual processes.

Activities may be classified by specific control
objectives, such as ensuring completeness and
accuracy of information processing.

Examples of Control
Activities

 

• Top level reviews of actual performance,
• Reviews by management at the functional or 
   activity level,
• Management of human capital,
• Controls over information processing,
• Physical control over vulnerable assets,
• Establishment and review of performance 

measures and indicators,
• Segregation of duties,
• Proper execution of transactions and events,
• Accurate and timely recording of transactions 
  and events,
• Access restrictions to and accountability for 

resources and records, and 
• Appropriate documentation of transactions and 

internal control.

There are certain categories of control activities that
are common to all agencies. Examples include the
following:
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Top Level Reviews of
Actual Performance

Management should track major agency achievements
and compare these to the plans, goals, and objectives
established under the Government Performance and
Results Act.

Reviews by Management
at the Functional or
Activity Level

Managers also need to compare actual performance
to planned or expected results throughout the
organization and analyze significant differences.

Management of Human
Capital

Effective management of an organization’s
workforce—its human capital—is essential to
achieving results and an important part of internal
control. Management should view human capital as
an asset rather than a cost. Only when the right
personnel for the job are on board and are provided
the right training, tools, structure, incentives, and
responsibilities is operational success possible.
Management should ensure that skill needs are
continually assessed and that the organization is able
to obtain a workforce that has the required skills that
match those necessary to achieve organizational
goals. Training should be aimed at developing and
retaining employee skill levels to meet changing
organizational needs. Qualified and continuous
supervision should be provided to ensure that internal
control objectives are achieved. Performance
evaluation and feedback, supplemented by an
effective reward system, should be designed to help
employees understand the connection between their
performance and the organization’s success. As a part
of its human capital planning, management should
also consider how best to retain valuable employees,
plan for their eventual succession, and ensure
continuity of needed skills and abilities.

Controls Over
Information Processing

A variety of control activities are used in information
processing. Examples include edit checks of data
entered, accounting for transactions in numerical
sequences, comparing file totals with control
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accounts, and controlling access to data, files, and
programs. Further guidance on control activities for
information processing is provided below under
“Control Activities Specific for Information Systems.”

Physical Control Over
Vulnerable Assets

An agency must establish physical control to secure
and safeguard vulnerable assets. Examples include
security for and limited access to assets such as cash,
securities, inventories, and equipment which might be
vulnerable to risk of loss or unauthorized use. Such
assets should be periodically counted and compared
to control records.

Establishment and
Review of Performance
Measures and Indicators

Activities need to be established to monitor
performance measures and indicators. These controls
could call for comparisons and assessments relating
different sets of data to one another so that analyses
of the relationships can be made and appropriate
actions taken. Controls should also be aimed at
validating the propriety and integrity of both
organizational and individual performance measures
and indicators.

Segregation of Duties Key duties and responsibilities need to be divided or
segregated among different people to reduce the risk
of error or fraud. This should include separating the
responsibilities for authorizing transactions,
processing and recording them, reviewing the
transactions, and handling any related assets. No one
individual should control all key aspects of a
transaction or event.

Proper Execution of
Transactions and Events

Transactions and other significant events should be
authorized and executed only by persons acting
within the scope of their authority. This is the
principal means of assuring that only valid
transactions to exchange, transfer, use, or commit
resources and other events are initiated or entered
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into. Authorizations should be clearly communicated
to managers and employees.

Accurate and Timely
Recording of
Transactions and Events

Transactions should be promptly recorded to
maintain their relevance and value to management in
controlling operations and making decisions. This
applies to the entire process or life cycle of a
transaction or event from the initiation and
authorization through its final classification in
summary records. In addition, control activities help
to ensure that all transactions are completely and
accurately recorded.

Access Restrictions to
and Accountability for
Resources and Records

Access to resources and records should be limited to
authorized individuals, and accountability for their
custody and use should be assigned and maintained.
Periodic comparison of resources with the recorded
accountability should be made to help reduce the risk
of errors, fraud, misuse, or unauthorized alteration.

Appropriate
Documentation of
Transactions and
Internal Control

Internal control and all transactions and other
significant events need to be clearly documented, and
the documentation should be readily available for
examination. The documentation should appear in
management directives, administrative policies, or
operating manuals and may be in paper or electronic
form. All documentation and records should be
properly managed and maintained.

These examples are meant only to illustrate the range
and variety of control activities that may be useful to
agency managers. They are not all-inclusive and may
not include particular control activities that an agency
may need.

Furthermore, an agency’s internal control should be
flexible to allow agencies to tailor control activities to
fit their special needs. The specific control activities
used by a given agency may be different from those
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used by others due to a number of factors. These
could include specific threats they face and risks they
incur; differences in objectives; managerial judgment;
size and complexity of the organization; operational
environment; sensitivity and value of data; and
requirements for system reliability, availability, and
performance.

Control Activities
Specific for
Information Systems

 

• General Control
• Application Control

There are two broad groupings of information
systems control - general control and application
control. General control applies to all information
systems—mainframe, minicomputer, network, and
end-user environments. Application control is
designed to cover the processing of data within the
application software.

General Control This category includes entitywide security program
planning, management, control over data center
operations, system software acquisition and
maintenance, access security, and application system
development and maintenance. More specifically:

• Data center and client-server operations controls
include backup and recovery procedures, and
contingency and disaster planning. In addition, data
center operations controls also include job set-up and
scheduling procedures and controls over operator
activities.
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• System software control includes control over the
acquisition, implementation, and maintenance of all
system software including the operating system,
data-based management systems,
telecommunications, security software, and utility
programs.

• Access security control protects the systems and
network from inappropriate access and unauthorized
use by hackers and other trespassers or inappropriate
use by agency personnel. Specific control activities
include frequent changes of dial-up numbers; use of
dial-back access; restrictions on users to allow access
only to system functions that they need; software and
hardware “firewalls” to restrict access to assets,
computers, and networks by external persons; and
frequent changes of passwords and deactivation of
former employees’ passwords.

• Application system development and maintenance
control provides the structure for safely developing
new systems and modifying existing systems.
Included are documentation requirements;
authorizations for undertaking projects; and reviews,
testing, and approvals of development and
modification activities before placing systems into
operation. An alternative to in-house development is
the procurement of commercial software, but control
is necessary to ensure that selected software meets
the user’s needs, and that it is properly placed into
operation.

Application Control This category of control is designed to help ensure
completeness, accuracy, authorization, and validity of
all transactions during application processing.
Control should be installed at an application’s
interfaces with other systems to ensure that all inputs
are received and are valid and outputs are correct and
properly distributed. An example is computerized edit
checks built into the system to review the format,
existence, and reasonableness of data.
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General and application control over computer
systems are interrelated. General control supports the
functioning of application control, and both are
needed to ensure complete and accurate information
processing. If the general control is inadequate, the
application control is unlikely to function properly
and could be overridden.

Because information technology changes rapidly,
controls must evolve to remain effective. Changes in
technology and its application to electronic
commerce and expanding Internet applications will
change the specific control activities that may be
employed and how they are implemented, but the
basic requirements of control will not have changed.
As more powerful computers place more
responsibility for data processing in the hands of the
end users, the needed controls should be identified
and implemented.

Information and
Communications

 

Information should be recorded and communicated 
to management and others within the entity who 
need it and in a form and within a time frame that 
enables them to carry out their internal control and 
other responsibilities.

For an entity to run and control its operations, it must
have relevant, reliable, and timely communications
relating to internal as well as external events.
Information is needed throughout the agency to
achieve all of its objectives.
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Program managers need both operational and
financial data to determine whether they are meeting
their agencies’ strategic and annual performance
plans and meeting their goals for accountability for
effective and efficient use of resources. For example,
operating information is required for development of
financial reports. This covers a broad range of data
from purchases, subsidies, and other transactions to
data on fixed assets, inventories, and receivables.
Operating information is also needed to determine
whether the agency is achieving its compliance
requirements under various laws and regulations.
Financial information is needed for both external and
internal uses. It is required to develop financial
statements for periodic external reporting, and, on a
day-to-day basis, to make operating decisions,
montinor performance, and allocate resources.
Pertinent information should be identified, captured,
and distributed in a form and time frame that permits
people to perform their duties efficiently.

Effective communications should occur in a broad
sense with information flowing down, across, and up
the organization. In additional to internal
communications, management should ensure there
are adequate means of communicating with, and
obtaining information from, external stakeholders
that may have a significant impact on the agency
achieving its goals. Moreover, effective information
technology management is critical to achieving useful,
reliable, and continuous recording and
communication of information.
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Monitoring  

Internal control monitoring should assess the quality 
of performance over time and ensure that the findings 
of audits and other reviews are promptly resolved.

Internal control should generally be designed to
assure that ongoing monitoring occurs in the course
of normal operations. It is performed continually and
is ingrained in the agency’s operations. It includes
regular management and supervisory activities,
comparisons, reconciliations, and other actions
people take in performing their duties.

Separate evaluations of control can also be useful by
focusing directly on the controls’ effectiveness at a
specific time. The scope and frequency of separate
evaluations should depend primarily on the
assessment of risks and the effectiveness of ongoing
monitoring procedures. Separate evaluations may
take the form of self-assessments as well as review of
control design and direct testing of internal control.
Separate evaluations also may be performed by the
agency Inspector General or an external auditor.
Deficiencies found during ongoing monitoring or
through separate evaluations should be
communicated to the individual responsible for the
function and also to at least one level of management
above that individual. Serious matters should be
reported to top management.

Monitoring of internal control should include policies
and procedures for ensuring that the findings of
audits and other reviews are promptly resolved.
Managers are to (1) promptly evaluate findings from

GAO/AIMD-00-21.3.1 (11/99)Page 20  
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audits and other reviews, including those showing
deficiencies and recommendations reported by
auditors and others who evaluate agencies’
operations, (2) determine proper actions in response
to findings and recommendations from audits and
reviews, and (3) complete, within established time
frames, all actions that correct or otherwise resolve
the matters brought to management’s attention. The
resolution process begins when audit or other review
results are reported to management, and is completed
only after action has been taken that (1) corrects
identified deficiencies, (2) produces improvements, or
(3) demonstrates the findings and recommendations
do not warrant management action.
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United States Government Accountability Office
Washington, D.C. 20548

Audits provide essential accountability and transparency 
over government programs. Given the current 
challenges facing governments and their programs, the 
oversight provided through auditing is more critical than 
ever. Government auditing provides objective analysis 
and information needed to make the decisions 
necessary to help create a better future. The 
professional standards presented in this 2011 revision of 
Government Auditing Standards provide a framework for 
performing high-quality audit work with competence, 
integrity, objectivity, and independence to provide 
accountability and to help improve government 
operations and services. These standards provide the 
foundation for government auditors to lead by example 
in the areas of independence, transparency, 
accountability, and quality through the audit process. Letter

The 2011 revision of Government Auditing Standards 
represents a modernized version of the standards, 
taking into account recent changes in other auditing 
standards, including international standards. This 
revision supersedes the 2007 revision. It contains the 
following major changes from the 2007 revision that 
reinforce the principles of transparency and 
accountability and provide the framework for high-
quality government audits that add value.

• A conceptual framework for independence was 
added to provide a means for auditors to assess 
their independence for activities that are not 
expressly prohibited in the standards. This more 
principles-based approach to analyzing 
independence provides the framework for auditors 
to assess the unique facts and circumstances that 
arise during their work.

• This revision drops discussion surrounding certain 
AICPA Statements on Auditing Standards (SAS) and 
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Statements on Standards for Attestation 
Engagements (SSAE) requirements that were 
incorporated by reference and included in the 2007 
revision, as the standards have converged in those 
areas.

• The definition of validity as an aspect of the quality 
of evidence has been clarified for performance 
audits.

Effective with the implementation dates for the 2011 
revision of Government Auditing Standards, GAO is 
also retiring Government Auditing Standards: Answers 
to Independence Standard Questions (GAO-02-870G, 
July 2002).

This revision of the standards has gone through an 
extensive deliberative process, including public 
comments and input from the Comptroller General’s 
Advisory Council on Government Auditing Standards. 
The Advisory Council generally consists of about 25 
experts in financial and performance auditing and 
reporting drawn from federal, state, and local 
government; the private sector; and academia. The 
views of all parties were thoroughly considered in 
finalizing the standards.

The 2011 revision of Government Auditing Standards 
will be effective for financial audits and attestation 
engagements for periods ending on or after December 
15, 2012, and for performance audits beginning on or 
after December 15, 2011. Early implementation is not 
permitted.

An electronic version of this document and any 
interpretive publications can be accessed at 
http://www.gao.gov/yellowbook.
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I extend special thanks to the members of the Advisory 
Council for their extensive input and feedback through 
the entire process of developing and finalizing the 
standards.

Gene L. Dodaro
Comptroller General
of the United States

December 2011
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Government Auditing: Foundation and 
Ethical Principles Chapter 1

Introduction 1.01 The concept of accountability for use of public 
resources and government authority is key to our 
nation’s governing processes. Management and 
officials entrusted with public resources are responsible 
for carrying out public functions and providing service to 
the public effectively, efficiently, economically, ethically, 
and equitably within the context of the statutory 
boundaries of the specific government program. 

1.02 As reflected in applicable laws, regulations, 
agreements, and standards, management and officials 
of government programs are responsible for providing 
reliable, useful, and timely information for transparency 
and accountability of these programs and their 
operations.1 Legislators, oversight bodies, those 
charged with governance,2 and the public need to know 
whether (1) management and officials manage 
government resources and use their authority properly 
and in compliance with laws and regulations; 
(2) government programs are achieving their objectives 
and desired outcomes; and (3) government services are 
provided effectively, efficiently, economically, ethically, 
and equitably. 

1.03 Government auditing is essential in providing 
accountability to legislators, oversight bodies, those 
charged with governance, and the public. Audits3 
provide an independent, objective, nonpartisan 
assessment of the stewardship, performance, or cost of 
government policies, programs, or operations, 
depending upon the type and scope of the audit.

1See paragraph A1.08 for additional information on management’s 
responsibilities.
2See paragraphs A1.05 through A1.07 for additional discussion on the 
role of those charged with governance.
3See paragraph 1.07c for discussion of the term “audit” as it is used in 
chapters 1 through 3 and corresponding sections of the Appendix.



Chapter 1
Government Auditing: Foundation 
and Ethical Principles

Page 5 GAO-12-331G Government Auditing Standards

Purpose and 
Applicability of 
GAGAS

1.04 The professional standards and guidance 
contained in this document, commonly referred to as 
generally accepted government auditing standards 
(GAGAS), provide a framework for conducting high 
quality audits with competence, integrity, objectivity, and 
independence. These standards are for use by auditors 
of government entities and entities that receive 
government awards and audit organizations performing 
GAGAS audits. Overall, GAGAS contains standards for 
audits, which are comprised of individual requirements 
that are identified by terminology as discussed in 
paragraphs 2.14 through 2.18. GAGAS contains 
requirements and guidance dealing with ethics, 
independence, auditors’ professional judgment and 
competence, quality control, performance of the audit, 
and reporting. 

1.05 Audits performed in accordance with GAGAS 
provide information used for oversight, accountability, 
transparency, and improvements of government 
programs and operations. GAGAS contains 
requirements and guidance to assist auditors in 
objectively acquiring and evaluating sufficient, 
appropriate evidence and reporting the results. When 
auditors perform their work in this manner and comply 
with GAGAS in reporting the results, their work can lead 
to improved government management, better decision 
making and oversight, effective and efficient operations, 
and accountability and transparency for resources and 
results.
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1.06 Provisions of laws, regulations, contracts, grant 
agreements, or policies frequently require audits be 
conducted in accordance with GAGAS. In addition, 
many auditors and audit organizations voluntarily 
choose to perform their work in accordance with 
GAGAS. The requirements and guidance in GAGAS 
apply to audits of government entities, programs, 
activities, and functions, and of government assistance 
administered by contractors, nonprofit entities, and 
other nongovernmental entities when the use of 
GAGAS is required or is voluntarily followed.4

1.07 This paragraph describes the use of the following 
terms in GAGAS.

a. The term “auditor” as it is used throughout GAGAS 
describes individuals performing work in accordance 
with GAGAS (including audits and attestation 
engagements) regardless of job title. Therefore, 
individuals who may have the titles auditor, analyst, 
practitioner, evaluator, inspector, or other similar titles 
are considered auditors in GAGAS. 

b. The term “audit organization” as it is used throughout 
GAGAS refers to government audit organizations as 
well as public accounting or other firms that perform 
audits and attestation engagements using GAGAS. 

c. The term “audit” as it is used in chapters 1 through 3 
and corresponding sections of the Appendix refers to 
financial audits, attestation engagements, and 
performance audits conducted in accordance with 
GAGAS. 

4See paragraphs A1.02 through A1.04 for discussion of laws, 
regulations, and guidelines that require use of GAGAS.
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1.08 A government audit organization can be 
structurally located within or outside the audited entity.5 
Audit organizations that are external to the audited 
entity and report to third parties are considered to be 
external audit organizations. Audit organizations that 
are accountable to senior management and those 
charged with governance of the audited entity, and do 
not generally issue their reports to third parties external 
to the audited entity, are considered internal audit 
organizations. 

1.09 Some government audit organizations represent a 
unique hybrid of external auditing and internal auditing 
in their oversight role for the entities they audit. These 
audit organizations have external reporting 
requirements consistent with the reporting requirements 
for external auditors while at the same time being part of 
their respective agencies. These audit organizations 
often have a dual reporting responsibility to their 
legislative body as well as to the agency head and 
management. 

Ethical Principles 1.10 The ethical principles presented in this section 
provide the foundation, discipline, and structure, as well 
as the climate that influence the application of GAGAS. 
This section sets forth fundamental principles rather 
than establishing specific standards or requirements. 

1.11 Because auditing is essential to government 
accountability to the public, the public expects audit 
organizations and auditors who conduct their work in 
accordance with GAGAS to follow ethical principles. 
Management of the audit organization sets the tone for 

5See paragraph 1.19 for a discussion of objectivity and paragraphs 
3.27 through 3.32 for requirements related to independence 
considerations for government auditors and audit organization 
structure.
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ethical behavior throughout the organization by 
maintaining an ethical culture, clearly communicating 
acceptable behavior and expectations to each 
employee, and creating an environment that reinforces 
and encourages ethical behavior throughout all levels of 
the organization. The ethical tone maintained and 
demonstrated by management and staff is an essential 
element of a positive ethical environment for the audit 
organization.

1.12 Conducting audit work in accordance with ethical 
principles is a matter of personal and organizational 
responsibility. Ethical principles apply in preserving 
auditor independence,6 taking on only work that the 
audit organization is competent7 to perform, performing 
high-quality work, and following the applicable 
standards cited in the auditors’ report. Integrity and 
objectivity are maintained when auditors perform their 
work and make decisions that are consistent with the 
broader interest of those relying on the auditors’ report, 
including the public.

1.13 Other ethical requirements or codes of 
professional conduct may also be applicable to auditors 
who conduct audits in accordance with GAGAS. For 
example, individual auditors who are members of 
professional organizations or are licensed or certified 
professionals may also be subject to ethical 
requirements of those professional organizations or 
licensing bodies. Auditors employed by government 
entities may also be subject to government ethics laws 
and regulations.

6See paragraphs 3.02 through 3.59 for requirements related to 
independence.
7See paragraphs 3.69 through 3.81 for additional information on 
competence.
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1.14 The ethical principles that guide the work of 
auditors who conduct audits in accordance with GAGAS 
are

a. the public interest;

b. integrity;

c. objectivity; 

d. proper use of government information, resources, 
and positions; and

e. professional behavior.

The Public Interest 1.15 The public interest is defined as the collective well-
being of the community of people and entities the 
auditors serve. Observing integrity, objectivity, and 
independence in discharging their professional 
responsibilities assists auditors in meeting the principle 
of serving the public interest and honoring the public 
trust. The principle of the public interest is fundamental 
to the responsibilities of auditors and critical in the 
government environment.

1.16 A distinguishing mark of an auditor is acceptance 
of responsibility to serve the public interest. This 
responsibility is critical when auditing in the government 
environment. GAGAS embodies the concept of 
accountability for public resources, which is 
fundamental to serving the public interest.

Integrity 1.17 Public confidence in government is maintained and 
strengthened by auditors performing their professional 
responsibilities with integrity. Integrity includes auditors 
conducting their work with an attitude that is objective, 
fact-based, nonpartisan, and nonideological with regard 
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to audited entities and users of the auditors’ reports. 
Within the constraints of applicable confidentiality laws, 
rules, or policies, communications with the audited 
entity, those charged with governance, and the 
individuals contracting for or requesting the audit are 
expected to be honest, candid, and constructive.

1.18 Making decisions consistent with the public 
interest of the program or activity under audit is an 
important part of the principle of integrity. In discharging 
their professional responsibilities, auditors may 
encounter conflicting pressures from management of 
the audited entity, various levels of government, and 
other likely users. Auditors may also encounter 
pressures to inappropriately achieve personal or 
organizational gain. In resolving those conflicts and 
pressures, acting with integrity means that auditors 
place priority on their responsibilities to the public 
interest.

Objectivity 1.19 The credibility of auditing in the government sector 
is based on auditors’ objectivity in discharging their 
professional responsibilities. Objectivity includes 
independence of mind and appearance when providing 
audits, maintaining an attitude of impartiality, having 
intellectual honesty, and being free of conflicts of 
interest. Maintaining objectivity includes a continuing 
assessment of relationships with audited entities and 
other stakeholders in the context of the auditors’ 
responsibility to the public. The concepts of objectivity 
and independence are closely related. Independence 
impairments impact objectivity.8

8See independence standards at paragraphs 3.02 through 3.59. 
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Proper Use of 
Government 
Information, 
Resources, and 
Positions

1.20 Government information, resources, and positions 
are to be used for official purposes and not 
inappropriately for the auditor’s personal gain or in a 
manner contrary to law or detrimental to the legitimate 
interests of the audited entity or the audit organization. 
This concept includes the proper handling of sensitive 
or classified information or resources.

1.21 In the government environment, the public’s right 
to the transparency of government information has to be 
balanced with the proper use of that information. In 
addition, many government programs are subject to 
laws and regulations dealing with the disclosure of 
information. To accomplish this balance, exercising 
discretion in the use of information acquired in the 
course of auditors’ duties is an important part in 
achieving this goal. Improperly disclosing any such 
information to third parties is not an acceptable practice.

1.22 Accountability to the public for the proper use and 
prudent management of government resources is an 
essential part of auditors’ responsibilities. Protecting 
and conserving government resources and using them 
appropriately for authorized activities is an important 
element in the public’s expectations for auditors.

1.23 Misusing the position of an auditor for financial 
gain or other benefits violates an auditor’s fundamental 
responsibilities. An auditor’s credibility can be damaged 
by actions that could be perceived by an objective third 
party with knowledge of the relevant information as 
improperly benefiting an auditor’s personal financial 
interests or those of an immediate or close family 
member; a general partner; an organization for which 
the auditor serves as an officer, director, trustee, or 
employee; or an organization with which the auditor is 
negotiating concerning future employment. 



Chapter 1
Government Auditing: Foundation 
and Ethical Principles

Page 12 GAO-12-331G Government Auditing Standards

Professional 
Behavior

1.24 High expectations for the auditing profession 
include compliance with all relevant legal, regulatory, 
and professional obligations and avoidance of any 
conduct that might bring discredit to auditors’ work, 
including actions that would cause an objective third 
party with knowledge of the relevant information to 
conclude that the auditors’ work was professionally 
deficient. Professional behavior includes auditors 
putting forth an honest effort in performance of their 
duties and professional services in accordance with the 
relevant technical and professional standards.
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Standards for Use and Application of 
GAGAS Chapter 2

Introduction 2.01 This chapter establishes requirements and 
provides guidance for audits9 performed in accordance 
with generally accepted government auditing standards 
(GAGAS). This chapter also identifies the types of 
audits that may be performed in accordance with 
GAGAS, explains the terminology that GAGAS uses to 
identify requirements, explains the relationship between 
GAGAS and other professional standards, and provides 
requirements for stating compliance with GAGAS in the 
auditors’ report.

Types of GAGAS 
Audits and 
Attestation 
Engagements

2.02 This section describes the types of audits that 
audit organizations may perform in accordance with 
GAGAS. This description is not intended to limit or 
require the types of audits that may be performed in 
accordance with GAGAS.

2.03 All audits begin with objectives, and those 
objectives determine the type of audit to be performed 
and the applicable standards to be followed. The types 
of audits that are covered by GAGAS, as defined by 
their objectives, are classified in this document as 
financial audits, attestation engagements, and 
performance audits.

2.04 In some audits, the standards applicable to the 
specific objective will be apparent. For example, if the 
objective is to express an opinion on financial 
statements, the standards for financial audits apply. 
However, some audits may have multiple or overlapping 
objectives. For example, if the objectives are to 
determine the reliability of performance measures, this 
work can be done in accordance with either the 
standards for attestation engagements or performance 

9See paragraph 1.07c for discussion of the term “audit” as it is used in 
chapters 1 through 3 and corresponding sections of the Appendix.
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audits. In cases in which there is a choice between 
applicable standards, auditors should evaluate users’ 
needs and the auditors’ knowledge, skills, and 
experience in deciding which standards to follow.

2.05 GAGAS requirements apply to the types of audits 
that may be performed in accordance with GAGAS as 
follows:

a. Financial audits: the requirements and guidance in 
chapters 1 through 4 apply.

b. Attestation engagements: the requirements and 
guidance in chapters 1 through 3, and 5 apply.

c. Performance audits: the requirements and guidance 
in chapters 1 through 3, 6, and 7 apply.

2.06 Appendix I includes supplemental guidance for 
auditors and audited entities to assist in the 
implementation of GAGAS. Appendix I does not 
establish auditor requirements but instead is intended to 
facilitate implementation of the standards contained in 
chapters 2 through 7. Appendix II includes a flowchart 
which may assist in the application of the conceptual 
framework for independence.10

Financial Audits 2.07 Financial audits provide an independent 
assessment of whether an entity’s reported financial 
information (e.g., financial condition, results, and use of 
resources) are presented fairly in accordance with 
recognized criteria. Financial audits performed in 
accordance with GAGAS include financial statement 
audits and other related financial audits:

10See paragraphs 3.07 through 3.32 for discussion of the conceptual 
framework.
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a. Financial statement audits: The primary purpose of a 
financial statement audit is to provide an opinion about 
whether an entity’s financial statements are presented 
fairly in all material respects in conformity with an 
applicable financial reporting framework. Reporting on 
financial statement audits performed in accordance with 
GAGAS also includes reports on internal control over 
financial reporting and on compliance with provisions of 
laws, regulations, contracts, and grant agreements that 
have a material effect on the financial statements. 

b. Other types of financial audits: Other types of 
financial audits conducted in accordance with GAGAS 
entail various scopes of work, including: (1) obtaining 
sufficient, appropriate evidence to form an opinion on 
single financial statements, specified elements, 
accounts, or items of a financial statement;11 (2) issuing 
letters for underwriters and certain other requesting 
parties;12 and (3) auditing compliance with applicable 
compliance requirements relating to one or more 
government programs.13

2.08 GAGAS incorporates by reference the American 
Institute of Certified Public Accountants (AICPA)

11See American Institute of Certified Public Accountants (AICPA) 
Codification of Statements on Auditing Standards for Auditing (AU-C) 
Section 805, Special Considerations – Audits of Single Financial 
Statements and Specific Elements, Accounts, or Items of a Financial 
Statement.
12See AICPA AU-C Section 920, Letters for Underwriters and Certain 
Other Requesting Parties.

13See AICPA AU-C Section 935, Compliance Audits.
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Statements on Auditing Standards (SAS).14 Additional 
requirements for performing financial audits in 
accordance with GAGAS are contained in chapter 4. 
For financial audits performed in accordance with 
GAGAS, auditors should also comply with chapters 
1 through 3.

Attestation 
Engagements

2.09 Attestation engagements can cover a broad range 
of financial or nonfinancial objectives about the subject 
matter or assertion depending on the users’ needs.15 
GAGAS incorporates by reference the AICPA’s 
Statements on Standards for Attestation Engagements 
(SSAE).16 Additional requirements for performing 
attestation engagements in accordance with GAGAS 
are contained in chapter 5. The AICPA’s standards 
recognize attestation engagements that result in an 
examination, a review, or an agreed-upon procedures 
report on a subject matter or on an assertion about a 
subject matter that is the responsibility of another 
party.17 The three types of attestation engagements are:

a. Examination: Consists of obtaining sufficient, 
appropriate evidence to express an opinion on whether 
the subject matter is based on (or in conformity with) the 

14See AICPA Codification of Statements on Auditing Standards and 
paragraph 2.20 for additional discussion on the relationship between 
GAGAS and other professional standards. References to the AICPA 
Codification of Statements on Auditing Standards use an “AU-C” 
identifier to refer to the clarified SASs instead of an “AU” identifier. 
“AU-C” is a temporary identifier to avoid confusion with references to 
existing “AU” sections, which remain effective through 2013. The “AU-
C” identifier will revert to “AU” in 2014 AICPA Codification of 
Statements on Auditing Standards, by which time the clarified SASs 
become fully effective for all engagements.
15See A2.01 for examples of objectives for attestation engagements.
16See the AICPA Codification of Statements on Standards for 
Attestation Engagements (AT) Sections.
17See AICPA AT Section 101, Attest Engagements and AT Section 
201, Agreed-Upon Procedures Engagements.
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criteria in all material respects or the assertion is 
presented (or fairly stated), in all material respects, 
based on the criteria.

b. Review: Consists of sufficient testing to express a 
conclusion about whether any information came to the 
auditors’ attention on the basis of the work performed 
that indicates the subject matter is not based on (or not 
in conformity with) the criteria or the assertion is not 
presented (or not fairly stated) in all material respects 
based on the criteria. Auditors should not perform 
review-level work for reporting on internal control or 
compliance with provisions of laws and regulations.18

c. Agreed-Upon Procedures: Consists of auditors 
performing specific procedures on the subject matter 
and issuing a report of findings based on the agreed-
upon procedures. In an agreed-upon procedures 
engagement, the auditor does not express an opinion or 
conclusion, but only reports on agreed-upon procedures 
in the form of procedures and findings related to the 
specific procedures applied.

Performance Audits 2.10 Performance audits are defined as audits that 
provide findings or conclusions based on an evaluation 
of sufficient, appropriate evidence against criteria.19 
Performance audits provide objective analysis to assist 
management and those charged with governance and 
oversight in using the information to improve program 
performance and operations, reduce costs, facilitate 
decision making by parties with responsibility to 
oversee or initiate corrective action, and contribute to 
public accountability. The term “program” is used in 

18See AICPA AT Sections 501, Reporting on an Entity’s Internal 
Control Over Financial Reporting and 601, Compliance Attestation.

19See paragraphs 6.37 and A6.02 for discussion of criteria.
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GAGAS to include government entities, organizations, 
programs, activities, and functions. 

2.11 Performance audit objectives vary widely and 
include assessments of program effectiveness, 
economy, and efficiency; internal control; compliance; 
and prospective analyses. These overall objectives are 
not mutually exclusive. Thus, a performance audit may 
have more than one overall objective. For example, a 
performance audit with an objective of determining or 
evaluating program effectiveness may also involve an 
additional objective of evaluating internal controls to 
determine the reasons for a program’s lack of 
effectiveness or how effectiveness can be improved. 
Examples of the various types of the performance audit 
objectives discussed below are included in Appendix I.20

a. Program effectiveness and results audit objectives 
are frequently interrelated with economy and efficiency 
objectives. Audit objectives that focus on program 
effectiveness and results typically measure the extent to 
which a program is achieving its goals and objectives. 
Audit objectives that focus on economy and efficiency 
address the costs and resources used to achieve 
program results.

b. Internal control audit objectives relate to an 
assessment of one or more components of an 
organization’s system of internal control that is 
designed to provide reasonable assurance of achieving 
effective and efficient operations, reliable financial and 
performance reporting, or compliance with applicable 
laws and regulations. Internal control objectives also 
may be relevant when determining the cause of 
unsatisfactory program performance. Internal control 

20See paragraphs A2.02 through A2.05 for discussion of performance 
audit objectives.
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comprises the plans, policies, methods, and procedures 
used to meet the organization’s mission, goals, and 
objectives. Internal control includes the processes and 
procedures for planning, organizing, directing, and 
controlling program operations, and management’s 
system for measuring, reporting, and monitoring 
program performance.21 

c. Compliance audit objectives relate to an assessment 
of compliance with criteria established by provisions of 
laws, regulations, contracts, or grant agreements, or 
other requirements that could affect the acquisition, 
protection, use, and disposition of the entity’s resources 
and the quantity, quality, timeliness, and cost of services 
the entity produces and delivers. Compliance 
requirements can be either financial or nonfinancial.

d. Prospective analysis audit objectives provide 
analysis or conclusions about information that is based 
on assumptions about events that may occur in the 
future, along with possible actions that the entity may 
take in response to the future events. 

Nonaudit Services 
Provided by Audit 
Organizations

2.12 GAGAS does not cover nonaudit services, which 
are defined as professional services other than audits or 
attestation engagements. Therefore, auditors do not 
report that the nonaudit services were conducted in 
accordance with GAGAS. When performing nonaudit 
services for an entity for which the audit organization 
performs a GAGAS audit, audit organizations should 
communicate with requestors and those charged with 
governance to clarify that the work performed does not 
constitute an audit conducted in accordance with 
GAGAS.

21See paragraphs A.03 through A.04 for additional discussion of 
internal control.
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2.13 When audit organizations provide nonaudit 
services to entities for which they also provide GAGAS 
audits, they should assess the impact that providing 
those nonaudit services may have on auditor and audit 
organization independence and respond to any 
identified threats to independence in accordance with 
the GAGAS independence standard.22 

Use of Terminology 
to Define GAGAS 
Requirements

2.14 GAGAS contains requirements together with 
related guidance in the form of application and other 
explanatory material. The terminology is consistent with 
the terminology defined in the AICPA’s Codification of 
Statements on Auditing Standards.23 Auditors have a 
responsibility to consider the entire text of GAGAS in 
carrying out their work and in understanding and 
applying the requirements in GAGAS. Not every 
paragraph of GAGAS carries a requirement that 
auditors and audit organizations are expected to fulfill. 
Rather, the requirements are identified through use of 
specific language.

2.15 GAGAS uses two categories of requirements, 
identified by specific terms, to describe the degree of 
responsibility they impose on auditors and audit 
organizations, as follows:

a. Unconditional requirements: Auditors and audit 
organizations must comply with an unconditional 
requirement in all cases where such requirement is 
relevant. GAGAS uses the word must to indicate an 
unconditional requirement.

22See paragraphs 3.02 through 3.59 for the GAGAS independence 
standard.
23See AICPA AU-C Section 200, Overall Objectives of the 
Independent Auditor and the Conduct of an Audit in Accordance With 
Generally Accepted Auditing Standards.
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b. Presumptively mandatory requirements: Auditors and 
audit organizations must comply with a presumptively 
mandatory requirement in all cases where such a 
requirement is relevant except in rare circumstances 
discussed in paragraph 2.16. GAGAS uses the word 
should to indicate a presumptively mandatory 
requirement.24

2.16 In rare circumstances, auditors and audit 
organizations may determine it necessary to depart 
from a relevant presumptively mandatory requirement. 
In such rare circumstances, auditors should perform 
alternative procedures to achieve the intent of that 
requirement. The need for the auditors to depart from a 
relevant presumptively mandatory requirement is 
expected to arise only when the requirement is for a 
specific procedure to be performed and, in the specific 
circumstances of the audit, that procedure would be 
ineffective in achieving the intent of the requirement. If, 
in rare circumstances, auditors judge it necessary to 
depart from a relevant presumptively mandatory 
requirement, they must document their justification for 
the departure and how the alternative procedures 
performed in the circumstances were sufficient to 
achieve the intent of that requirement. 

2.17 In addition to requirements as identified in 
paragraph 2.15, GAGAS contains related guidance in 
the form of application and other explanatory material. 
The application and other explanatory material provides 
further explanation of the requirements and guidance 
for carrying them out. In particular, it may explain more 
precisely what a requirement means or is intended to 
cover or include examples of procedures that may be 
appropriate in the circumstances. Although such 
guidance does not in itself impose a requirement, it is 

24See paragraph 2.25 for additional documentation requirements for 
departures from GAGAS requirements. 
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relevant to the proper application of the requirements. 
Auditors should have an understanding of the 
application and other explanatory material; how 
auditors apply the guidance in the audit depends on the 
exercise of professional judgment in the circumstances 
consistent with the objective of the requirement. The 
words “may,” “might,” and “could” are used to describe 
these actions and procedures. The application and 
other explanatory material may also provide 
background information on matters addressed in 
GAGAS.

2.18 Auditors also use “interpretive publications” in 
planning and performing GAGAS audits. Interpretive 
publications are recommendations on the application of 
GAGAS in specific circumstances, including audits for 
entities in specialized industries. Interpretive 
publications, such as related GAGAS guidance 
documents and interpretations, are issued under the 
authority of the Government Accountability Office 
(GAO) to provide additional guidance on the application 
of GAGAS.25 Interpretive publications are not auditing 
standards, but have the same level of authority as 
application and other explanatory material in GAGAS. 

Relationship 
between GAGAS 
and Other 
Professional 
Standards

2.19 Auditors may use GAGAS in conjunction with 
professional standards issued by other authoritative 
bodies. 

2.20 The relationship between GAGAS and other 
professional standards for financial audits and 
attestation engagements is as follows:

25See http://www.gao.gov/yellowbook for a listing of related GAGAS 
interpretive publications.
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a. The AICPA has established professional standards 
that apply to financial audits and attestation 
engagements for nonissuers (entities other than 
issuers26 under the Sarbanes-Oxley Act of 2002, such 
as privately held companies, nonprofit entities, and 
government entities) performed by certified public 
accountants (CPA). For financial audits and attestation 
engagements, GAGAS incorporates by reference 
AICPA standards, as discussed in paragraph 2.08.

b. The International Auditing and Assurance Standards 
Board (IAASB) has established professional standards 
that apply to financial audits and assurance 
engagements. Auditors may elect to use the IAASB 
standards and the related International Standards on 
Auditing (ISA) and International Standards on 
Assurance Engagements (ISAE) in conjunction with 
GAGAS.

c. The Public Company Accounting Oversight Board 
(PCAOB) has established professional standards that 
apply to financial audits and attestation engagements 
for issuers (generally, publicly traded companies with a 
reporting obligation under the Securities Exchange Act 
of 1934). Auditors may elect to use the PCAOB 
standards in conjunction with GAGAS.

2.21 For performance audits, GAGAS does not 
incorporate other standards by reference, but 
recognizes that auditors may use or may be required to 
use other professional standards in conjunction with 
GAGAS, such as the following:

26See the Sarbanes-Oxley Act of 2002 (Public Law 107-204) for 
discussion of issuers.
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a. International Standards for the Professional Practice 
of Internal Auditing, The Institute of Internal Auditors, 
Inc.;

b. Guiding Principles for Evaluators, American 
Evaluation Association;

c. The Program Evaluation Standards, Joint Committee 
on Standards for Education Evaluation; 

d. Standards for Educational and Psychological Testing, 
American Psychological Association; and

e. IT Standards, Guidelines, and Tools and Techniques 
for Audit and Assurance and Control Professionals, 
ISACA.

2.22 When auditors cite compliance with both GAGAS 
and another set of standards, such as those listed in 
paragraphs 2.20 and 2.21, auditors should refer to 
paragraph 2.24 for the requirements for citing 
compliance with GAGAS. In addition to citing GAGAS, 
auditors may also cite the use of other standards in their 
reports when they have also met the requirements for 
citing compliance with the other standards.27 Auditors 
should refer to the other set of standards for the basis 
for citing compliance with those standards.

Stating Compliance 
with GAGAS in the 
Auditors’ Report

2.23 When auditors are required to perform an audit in 
accordance with GAGAS or are representing to others 
that they did so, they should cite compliance with 
GAGAS in the auditors’ report as set forth in paragraphs 
2.24 through 2.25.

27See paragraphs 4.18, 5.19, 5.51, and 5.61 for additional 
requirements for citing compliance with standards of the AICPA.
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2.24 Auditors should include one of the following types 
of GAGAS compliance statements in reports on GAGAS 
audits, as appropriate.28

a. Unmodified GAGAS compliance statement: Stating 
that the auditor performed the audit in accordance with 
GAGAS. Auditors should include an unmodified 
GAGAS compliance statement in the auditors’ report 
when they have (1) followed unconditional and 
applicable presumptively mandatory GAGAS 
requirements, or (2) have followed unconditional 
requirements, and documented justification for any 
departures from applicable presumptively mandatory 
requirements and have achieved the objectives of those 
requirements through other means.

b. Modified GAGAS compliance statement: Stating 
either that (1) the auditor performed the audit in 
accordance with GAGAS, except for specific applicable 
requirements that were not followed, or (2) because of 
the significance of the departure(s) from the 
requirements, the auditor was unable to and did not 
perform the audit in accordance with GAGAS. 
Situations when auditors use modified compliance 
statements also include scope limitations, such as 
restrictions on access to records, government officials, 
or other individuals needed to conduct the audit. When 
auditors use a modified GAGAS statement, they should 
disclose in the report the applicable requirement(s) not 
followed, the reasons for not following the 
requirement(s), and how not following the 
requirement(s) affected, or could have affected, the 
audit and the assurance provided.

28See paragraph A2.06 for additional discussion of GAGAS 
compliance statements.
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2.25 When auditors do not comply with applicable 
requirement(s), they should (1) assess the significance 
of the noncompliance to the audit objectives, 
(2) document the assessment, along with their reasons 
for not following the requirement(s), and (3) determine 
the type of GAGAS compliance statement. The 
auditors’ determination is a matter of professional 
judgment, which is affected by the significance of the 
requirement(s) not followed in relation to the audit 
objectives. 
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General Standards Chapter 3

Introduction 3.01 This chapter establishes general standards and 
provides guidance for performing financial audits, 
attestation engagements, and performance audits 
under generally accepted government auditing 
standards (GAGAS). These general standards, along 
with the overarching ethical principles presented in 
chapter 1, establish a foundation for the credibility of 
auditors’ work. These general standards emphasize the 
importance of the independence of the audit 
organization and its individual auditors; the exercise of 
professional judgment in the performance of work and 
the preparation of related reports; the competence of 
staff; and quality control and assurance. 

Independence 3.02 In all matters relating to the audit work, the audit 
organization and the individual auditor, whether 
government or public, must be independent. 

3.03 Independence comprises:

a. Independence of Mind
The state of mind that permits the performance of an 
audit without being affected by influences that 
compromise professional judgment, thereby allowing an 
individual to act with integrity and exercise objectivity 
and professional skepticism. 

b. Independence in Appearance
The absence of circumstances that would cause a 
reasonable and informed third party, having knowledge 
of the relevant information, to reasonably conclude that 
the integrity, objectivity, or professional skepticism of an 
audit organization or member of the audit team had 
been compromised.

3.04 Auditors and audit organizations maintain 
independence so that their opinions, findings, 
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conclusions, judgments, and recommendations will be 
impartial and viewed as impartial by reasonable and 
informed third parties. Auditors should avoid situations 
that could lead reasonable and informed third parties to 
conclude that the auditors are not independent and thus 
are not capable of exercising objective and impartial 
judgment on all issues associated with conducting the 
audit and reporting on the work.

3.05 Except under the limited circumstances discussed 
in paragraphs 3.47 and 3.48, auditors should be 
independent from an audited entity during:

a. any period of time that falls within the period covered 
by the financial statements or subject matter of the 
audit, and 

b. the period of the professional engagement, which 
begins when the auditors either sign an initial 
engagement letter or other agreement to perform an 
audit or begin to perform an audit, whichever is earlier. 
The period lasts for the entire duration of the 
professional relationship (which, for recurring audits, 
could cover many periods) and ends with the formal or 
informal notification, either by the auditors or the 
audited entity, of the termination of the professional 
relationship or by the issuance of a report, whichever is 
later. Accordingly, the period of professional 
engagement does not necessarily end with the 
issuance of a report and recommence with the 
beginning of the following year’s audit or a subsequent 
audit with a similar objective.

3.06 GAGAS’s practical consideration of independence 
consists of four interrelated sections, providing: 

a. a conceptual framework for making independence 
determinations based on facts and circumstances that 
are often unique to specific environments; 
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b. requirements for and guidance on independence for 
audit organizations that are structurally located within 
the entities they audit; 

c. requirements for and guidance on independence for 
auditors performing nonaudit services, including 
indication of specific nonaudit services that always 
impair independence and others that would not 
normally impair independence; and 

d. requirements for and guidance on documentation 
necessary to support adequate consideration of auditor 
independence. 

GAGAS Conceptual 
Framework 
Approach to 
Independence

3.07 Many different circumstances, or combinations of 
circumstances, are relevant in evaluating threats to 
independence. Therefore, GAGAS establishes a 
conceptual framework that auditors use to identify, 
evaluate, and apply safeguards to address threats to 
independence.29 The conceptual framework assists 
auditors in maintaining both independence of mind and 
independence in appearance. It can be applied to many 
variations in circumstances that create threats to 
independence and allows auditors to address threats to 
independence that result from activities that are not 
specifically prohibited by GAGAS. 

3.08 Auditors should apply the conceptual framework at 
the audit organization, audit, and individual auditor 
levels to: 

a. identify threats to independence; 

29See Appendix II for a flowchart to assist in the application of the 
conceptual framework for independence.
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b. evaluate the significance of the threats identified, 
both individually and in the aggregate; and 

c. apply safeguards as necessary to eliminate the 
threats or reduce them to an acceptable level. 

3.09 If no safeguards are available to eliminate an 
unacceptable threat or reduce it to an acceptable level, 
independence would be considered impaired.

3.10 The use of the term “audit organization” in GAGAS 
is described in paragraph 1.07. For consideration of 
auditor independence, offices or units of an audit 
organization, or related or affiliated entities under 
common control, are not differentiated from one 
another. Consequently, for the purposes of 
independence evaluation using the conceptual 
framework, an audit organization that includes multiple 
offices or units, or includes multiple entities related or 
affiliated through common control, is considered to be 
one audit organization. Common ownership may also 
affect independence in appearance regardless of the 
level of control.

3.11 The GAGAS section on nonaudit services in 
paragraphs 3.33 through 3.58 provides requirements 
and guidance on evaluating threats to independence 
related to nonaudit services provided by auditors to 
audited entities. That section also enumerates specific 
nonaudit services that always impair auditor 
independence with respect to audited entities and that 
auditors are prohibited from providing to audited 
entities.

3.12 The following sections discuss threats to 
independence, safeguards or controls to eliminate or 
reduce threats, and application of the conceptual 
framework for independence.
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Threats 3.13 Threats to independence are circumstances that 
could impair independence. Whether independence is 
impaired depends on the nature of the threat, whether 
the threat is of such significance that it would 
compromise an auditor’s professional judgment or 
create the appearance that the auditor’s professional 
judgment may be compromised, and on the specific 
safeguards applied to eliminate the threat or reduce it to 
an acceptable level. Threats are conditions to be 
evaluated using the conceptual framework. Threats do 
not necessarily impair independence. 

3.14 Threats to independence may be created by a 
wide range of relationships and circumstances. Auditors 
should evaluate the following broad categories of 
threats to independence when threats are being 
identified and evaluated:30 

a. Self-interest threat - the threat that a financial or other 
interest will inappropriately influence an auditor’s 
judgment or behavior; 

b. Self-review threat - the threat that an auditor or audit 
organization that has provided nonaudit services will not 
appropriately evaluate the results of previous judgments 
made or services performed as part of the nonaudit 
services when forming a judgment significant to an 
audit; 

c. Bias threat - the threat that an auditor will, as a result 
of political, ideological, social, or other convictions, take 
a position that is not objective;

d. Familiarity threat - the threat that aspects of a 
relationship with management or personnel of an 

30See A3.02 through A3.09 for further discussion and examples of 
threats.
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audited entity, such as a close or long relationship, or 
that of an immediate or close family member, will lead 
an auditor to take a position that is not objective; 

e. Undue influence threat - the threat that external 
influences or pressures will impact an auditor’s ability to 
make independent and objective judgments; 

f. Management participation threat - the threat that 
results from an auditor’s taking on the role of 
management or otherwise performing management 
functions on behalf of the entity undergoing an audit; 
and 

g. Structural threat - the threat that an audit 
organization’s placement within a government entity, in 
combination with the structure of the government entity 
being audited, will impact the audit organization’s ability 
to perform work and report results objectively. 

3.15 Circumstances that result in a threat to 
independence in one of the above categories may 
result in other threats as well. For example, a 
circumstance resulting in a structural threat to 
independence may also expose auditors to undue 
influence and management participation threats. 

Safeguards 3.16 Safeguards are controls designed to eliminate or 
reduce to an acceptable level threats to independence. 
Under the conceptual framework, the auditor applies 
safeguards that address the specific facts and 
circumstances under which threats to independence 
exist. In some cases, multiple safeguards may be 
necessary to address a threat. The list of safeguards in 
this section provides examples that may be effective 
under certain circumstances. The list cannot provide 
safeguards for all circumstances. It may, however, 
provide a starting point for auditors who have identified 
threats to independence and are considering what 
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safeguards could eliminate those threats or reduce 
them to an acceptable level.

3.17 Examples of safeguards include: 

a. consulting an independent third party, such as a 
professional organization, a professional regulatory 
body, or another auditor; 

b. involving another audit organization to perform or 
reperform part of the audit; 

c. having a professional staff member who was not a 
member of the audit team review the work performed; 
and

d. removing an individual from an audit team when that 
individual’s financial or other interests or relationships 
pose a threat to independence.

3.18 Depending on the nature of the audit, an auditor 
may also be able to place limited reliance on 
safeguards that the entity has implemented. It is not 
possible to rely solely on such safeguards to eliminate 
threats or reduce them to an acceptable level. 

3.19 Examples of safeguards within the entity’s systems 
and procedures include: 

a. an entity requirement that persons other than 
management ratify or approve the appointment of an 
audit organization to perform an audit; 

b. internal procedures at the entity that ensure objective 
choices in commissioning nonaudit services; and

c. a governance structure at the entity that provides 
appropriate oversight and communications regarding 
the audit organization’s services.



Chapter 3
General Standards

Page 34 GAO-12-331G Government Auditing Standards

Application of the 
Conceptual 
Framework

3.20 Auditors should evaluate threats to independence 
using the conceptual framework when the facts and 
circumstances under which the auditors perform their 
work may create or augment threats to independence. 
Auditors should evaluate threats both individually and in 
the aggregate because threats can have a cumulative 
effect on an auditor’s independence.

3.21 Facts and circumstances that create threats to 
independence can result from events such as the start 
of a new audit; assignment of new staff to an ongoing 
audit; and acceptance of a nonaudit service at an 
audited entity. Many other events can result in threats to 
independence. Auditors use professional judgment to 
determine whether the facts and circumstances created 
by an event warrant use of the conceptual framework. 
Whenever relevant new information about a threat to 
independence comes to the attention of the auditor 
during the audit, the auditor should evaluate the 
significance of the threat in accordance with the 
conceptual framework.

3.22 Auditors should determine whether identified 
threats to independence are at an acceptable level or 
have been eliminated or reduced to an acceptable level. 
A threat to independence is not acceptable if it either (a) 
could impact the auditor’s ability to perform an audit 
without being affected by influences that compromise 
professional judgment or (b) could expose the auditor or 
audit organization to circumstances that would cause a 
reasonable and informed third party to conclude that the 
integrity, objectivity, or professional skepticism of the 
audit organization, or a member of the audit team, had 
been compromised.

3.23 When an auditor identifies threats to independence 
and, based on an evaluation of those threats, 
determines that they are not at an acceptable level, the 
auditor should determine whether appropriate 
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safeguards are available and can be applied to 
eliminate the threats or reduce them to an acceptable 
level. The auditor should exercise professional 
judgment in making that determination, and should take 
into account whether both independence of mind and 
independence in appearance are maintained. The 
auditor should evaluate both qualitative and quantitative 
factors when determining the significance of a threat. 

3.24 In cases where threats to independence are not at 
an acceptable level, thereby requiring the application of 
safeguards, the auditors should document the threats 
identified and the safeguards applied to eliminate the 
threats or reduce them to an acceptable level. 

3.25 Certain conditions may lead to threats that are so 
significant that they cannot be eliminated or reduced to 
an acceptable level through the application of 
safeguards, resulting in impaired independence. Under 
such conditions, auditors should decline to perform a 
prospective audit or terminate an audit in progress.31 

3.26 If a threat to independence is initially identified 
after the auditors’ report is issued, the auditor should 
evaluate the threat’s impact on the audit and on 
GAGAS compliance. If the auditors determine that the 
newly identified threat had an impact on the audit that 
would have resulted in the auditors’ report being 
different from the report issued had the auditors been 
aware of it, they should communicate in the same 
manner as that used to originally distribute the report to 
those charged with governance, the appropriate officials 
of the audited entity, the appropriate officials of the 

31See paragraph 3.44 for a discussion of conditions under which an 
auditor may be required by law or regulation to perform both an audit 
and a nonaudit service and cannot decline to perform or terminate the 
service. See the discussion of nonaudit services beginning in 
paragraph 3.45 for consideration of threats related to nonaudit 
services that cannot be eliminated or reduced to an appropriate level. 
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organizations requiring or arranging for the audits, and 
other known users, so that they do not continue to rely 
on findings or conclusions that were impacted by the 
threat to independence. If the report was previously 
posted to the auditors’ publicly accessible website, the 
auditors should remove the report and post a public 
notification that the report was removed. The auditors 
should then determine whether to conduct additional 
audit work necessary to reissue the report, including 
any revised findings or conclusions or repost the 
original report if the additional audit work does not result 
in a change in findings or conclusions. 

Government Auditors 
and Audit 
Organization 
Structure

3.27 The ability of audit organizations in government 
entities to perform work and report the results 
objectively can be affected by placement within 
government and the structure of the government entity 
being audited. The independence standard applies to 
auditors in government entities whether they report to 
third parties externally (external auditors), to senior 
management within the audited entity (internal 
auditors), or to both. 

External Auditor 
Independence

3.28 Audit organizations that are structurally located 
within government entities are often subject to 
constitutional or statutory safeguards that mitigate the 
effects of structural threats to independence. For 
external audit organizations, such safeguards may 
include governmental structures under which a 
government audit organization is: 

a. at a level of government other than the one of which 
the audited entity is part (federal, state, or local); for 
example, federal auditors auditing a state government 
program; or
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b. placed within a different branch of government from 
that of the audited entity; for example, legislative 
auditors auditing an executive branch program. 

3.29 Safeguards other than those described above may 
mitigate threats resulting from governmental structures. 
For external auditors or auditors who report both 
externally and internally, structural threats may be 
mitigated if the head of an audit organization meets any 
of the following criteria in accordance with constitutional 
or statutory requirements: 

a. directly elected by voters of the jurisdiction being 
audited; 

b. elected or appointed by a legislative body, subject to 
removal by a legislative body, and reports the results of 
audits to and is accountable to a legislative body; 

c. appointed by someone other than a legislative body, 
so long as the appointment is confirmed by a legislative 
body and removal from the position is subject to 
oversight or approval by a legislative body, and reports 
the results of audits to and is accountable to a 
legislative body; or 

d. appointed by, accountable to, reports to, and can only 
be removed by a statutorily created governing body, the 
majority of whose members are independently elected 
or appointed and are outside the organization being 
audited.

3.30 In addition to the criteria in paragraphs 3.28 and 
3.29, GAGAS recognizes that there may be other 
organizational structures under which external audit 
organizations in government entities could be 
considered to be independent. If appropriately designed 
and implemented, these structures provide safeguards 
that prevent the audited entity from interfering with the 
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audit organization’s ability to perform the work and 
report the results impartially. For an external audit 
organization or one that reports both externally and 
internally to be considered independent under a 
structure different from the ones listed in paragraphs 
3.28 and 3.29, the audit organization should have all of 
the following safeguards. In such situations, the audit 
organization should document how each of the 
following safeguards was satisfied and provide the 
documentation to those performing quality control 
monitoring and to the external peer reviewers to 
determine whether all the necessary safeguards are in 
place. The following safeguards may also be used to 
augment those listed in paragraphs 3.28 and 3.29:

a. statutory protections that prevent the audited entity 
from abolishing the audit organization; 

b. statutory protections that require that if the head of 
the audit organization is removed from office, the head 
of the agency reports this fact and the reasons for the 
removal to the legislative body; 

c. statutory protections that prevent the audited entity 
from interfering with the initiation, scope, timing, and 
completion of any audit; 

d. statutory protections that prevent the audited entity 
from interfering with audit reporting, including the 
findings and conclusions or the manner, means, or 
timing of the audit organization’s reports; 

e. statutory protections that require the audit 
organization to report to a legislative body or other 
independent governing body on a recurring basis; 

f. statutory protections that give the audit organization 
sole authority over the selection, retention, 
advancement, and dismissal of its staff; and 
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g. statutory access to records and documents related to 
the agency, program, or function being audited and 
access to government officials or other individuals as 
needed to conduct the audit. 

Internal Auditor 
Independence

3.31 Certain entities employ auditors to work for entity 
management. These auditors may be subject to 
administrative direction from persons involved in the 
entity management process. Such audit organizations 
are internal audit functions and are encouraged to use 
the Institute of Internal Auditors (IIA) International 
Standards for the Professional Practice of Internal 
Auditing in conjunction with GAGAS. In accordance with 
GAGAS, internal auditors who work under the direction 
of the audited entity’s management are considered 
independent for the purposes of reporting internally if 
the head of the audit organization meets all of the 
following criteria: 

a. is accountable to the head or deputy head of the 
government entity or to those charged with governance;

b. reports the audit results both to the head or deputy 
head of the government entity and to those charged 
with governance;

c. is located organizationally outside the staff or line-
management function of the unit under audit;

d. has access to those charged with governance; and

e. is sufficiently removed from political pressures to 
conduct audits and report findings, opinions, and 
conclusions objectively without fear of political reprisal.

3.32 When internal audit organizations perform audits 
of external parties such as auditing contractors or 
outside party agreements, and no impairments to 
independence exist, the audit organization can be 
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considered independent as an external audit 
organization of those external parties. 

Provision of 
Nonaudit Services to 
Audited Entities 

3.33 Auditors have traditionally provided a range of 
nonaudit services that are consistent with their skills 
and expertise to entities at which they perform audits. 
Providing such nonaudit services may create threats to 
an auditor’s independence.

Requirements for 
Performing Nonaudit 
Services

3.34 Before an auditor agrees to provide a nonaudit 
service to an audited entity, the auditor should 
determine whether providing such a service would 
create a threat to independence, either by itself or in 
aggregate with other nonaudit services provided, with 
respect to any GAGAS audit it performs. A critical 
component of this determination is consideration of 
management’s ability to effectively oversee the 
nonaudit service to be performed. The auditor should 
determine that the audited entity has designated an 
individual who possesses suitable skill, knowledge, or 
experience, and that the individual understands the 
services to be performed sufficiently to oversee them. 
The individual is not required to possess the expertise 
to perform or reperform the services. The auditor should 
document consideration of management’s ability to 
effectively oversee nonaudit services to be performed.

3.35 If an auditor were to assume management 
responsibilities for an audited entity, the management 
participation threats created would be so significant that 
no safeguards could reduce them to an acceptable 
level. Management responsibilities involve leading and 
directing an entity, including making decisions regarding 
the acquisition, deployment and control of human, 
financial, physical, and intangible resources.

3.36 Whether an activity is a management responsibility 
depends on the facts and circumstances and auditors 
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exercise professional judgment in identifying these 
activities. Examples of activities that are considered 
management responsibilities and would therefore 
impair independence if performed for an audited entity 
include:

a. setting policies and strategic direction for the audited 
entity;

b. directing and accepting responsibility for the actions 
of the audited entity’s employees in the performance of 
their routine, recurring activities;

c. having custody of an audited entity’s assets;

d. reporting to those charged with governance on behalf 
of management;

e. deciding which of the auditor’s or outside third party’s 
recommendations to implement;

f. accepting responsibility for the management of an 
audited entity’s project;

g. accepting responsibility for designing, implementing, 
or maintaining internal control; 

h. providing services that are intended to be used as 
management’s primary basis for making decisions that 
are significant to the subject matter of the audit;

i. developing an audited entity’s performance 
measurement system when that system is material or 
significant to the subject matter of the audit; and

j. serving as a voting member of an audited entity’s 
management committee or board of directors.
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3.37 Auditors performing nonaudit services for entities 
for which they perform audits should obtain assurance 
that audited entity management performs the following 
functions in connection with the nonaudit services:

a. assumes all management responsibilities;

b. oversees the services, by designating an individual, 
preferably within senior management, who possess 
suitable skill, knowledge, or experience;32

c. evaluates the adequacy and results of the services 
performed; and

d. accepts responsibility for the results of the services. 

3.38 In cases where the audited entity is unable or 
unwilling to assume these responsibilities (for example, 
the audited entity does not have an individual with 
suitable skill, knowledge, or experience to oversee the 
nonaudit services provided, or is unwilling to perform 
such functions due to lack of time or desire), the 
auditor’s provision of these services would impair 
independence.

3.39 In connection with nonaudit services, auditors 
should establish and document their understanding with 
the audited entity’s management or those charged with 
governance, as appropriate, regarding the following:

a. objectives of the nonaudit service;

b. services to be performed;

c. audited entity’s acceptance of its responsibilities;

32See paragraph 3.34 for additional discussion of management’s 
ability to effectively oversee the nonaudit service.
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d. the auditor’s responsibilities; and

e. any limitations of the nonaudit service.

3.40 Routine activities performed by auditors that relate 
directly to the performance of an audit, such as 
providing advice and responding to questions as part of 
an audit, are not considered nonaudit services under 
GAGAS. Such routine activities generally involve 
providing advice or assistance to the entity on an 
informal basis as part of an audit. Routine activities 
typically are insignificant in terms of time incurred or 
resources expended and generally do not result in a 
specific project or engagement or in the auditors 
producing a formal report or other formal work product. 
However, activities such as financial statement 
preparation, cash to accrual conversions, and 
reconciliations are considered nonaudit services under 
GAGAS, not routine activities related to the 
performance of an audit, and are evaluated using the 
conceptual framework as discussed in paragraph 3.46.

3.41 Routine activities directly related to an audit 
include the following:

a. providing advice to the audited entity on an 
accounting matter as an ancillary part of the overall 
financial audit;

b. researching and responding to the audited entity’s 
technical questions on relevant tax laws as an ancillary 
part of providing tax services;

c. providing advice to the audited entity on routine 
business matters;

d. educating the audited entity on matters within the 
technical expertise of the auditors; and
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e. providing information to the audited entity that is 
readily available to the auditors, such as best practices 
and benchmarking studies.

3.42 An auditor who previously performed nonaudit 
services for an entity that is a prospective subject of an 
audit should evaluate the impact of those nonaudit 
services on independence before accepting an audit. If 
the nonaudit services were performed in the period to 
be covered by the audit, the auditor should 
(1) determine if the nonaudit service is expressly 
prohibited by GAGAS and, if not, (2) determine whether 
a threat to independence exists and address any 
threats noted in accordance with the conceptual 
framework. 

3.43 Nonaudit services provided by auditors can impact 
independence of mind and in appearance in periods 
subsequent to the period in which the nonaudit service 
was provided. For example, if auditors have designed 
and implemented an accounting and financial reporting 
system that is expected to be in place for many years, a 
threat to independence in appearance for future 
financial audits or attestation engagements performed 
by those auditors may exist in subsequent periods. For 
recurring audits, having another independent audit 
organization perform an audit of the areas affected by 
the nonaudit service may provide a safeguard that 
allows the audit organization that provided the nonaudit 
service to mitigate the threat to its independence. 
Auditors use professional judgment to determine 
whether the safeguards adequately mitigate the threats.

3.44 An auditor in a government entity may be required 
to perform a nonaudit service that could impair the 
auditor’s independence with respect to a required audit. 
If the auditor cannot, as a consequence of constitutional 
or statutory requirements over which the auditor has no 
control, implement safeguards to reduce the resulting 
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threat to an acceptable level, or decline to perform or 
terminate a nonaudit service that is incompatible with 
audit responsibilities, the auditor should disclose the 
nature of the threat that could not be eliminated or 
reduced to an acceptable level and modify the GAGAS 
compliance statement accordingly.33 

Consideration of 
Specific Nonaudit 
Services

3.45 By their nature, certain nonaudit services directly 
support the entity’s operations and impair auditors’ 
ability to maintain independence in mind and 
appearance. The nonaudit services discussed below 
are among those frequently requested of auditors 
working in a government environment. Some aspects of 
these services will impair an auditor’s ability to perform 
audits for the entities for which the services are 
provided. The specific services indicated are not the 
only nonaudit services that would impair an auditor’s 
independence.

3.46 Auditors may be able to provide nonaudit services 
in the broad areas indicated in paragraphs 3.49 through 
3.58 without impairing independence if (1) the nonaudit 
services are not expressly prohibited, (2) the auditor 
has determined that the requirements for performing 
nonaudit services in paragraphs 3.34 through 3.44 have 
been met, and (3) any significant threats to 
independence have been eliminated or reduced to an 
acceptable level through the application of safeguards. 
Auditors should use the conceptual framework to 
evaluate independence given the facts and 
circumstances of individual services not specifically 
prohibited in this section. 

3.47 For performance audits and agreed-upon 
procedures engagements, nonaudit services that are 

33See paragraphs 2.24 and 2.25 for the discussion of modifications to 
the GAGAS compliance statement.
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otherwise prohibited by GAGAS may be provided when 
such services do not relate to the specific subject matter 
of the engagement.

3.48 For financial statement audits and examination or 
review engagements, a nonaudit service performed 
during the period covered by the financial statements 
may not impair an auditor’s independence with respect 
to those financial statements provided that the following 
conditions exist:

a. the nonaudit service was provided prior to the period 
of professional engagement;

b. the nonaudit service related only to periods prior to 
the period covered by the financial statements; and

c. the financial statements for the period to which the 
nonaudit service did relate were audited by another 
auditor (or in the case of an examination or review 
engagement, examined, reviewed, or audited by 
another auditor as appropriate).

Management 
Responsibilities

3.49 If performed on behalf of an audited entity by the 
entity’s auditor, management responsibilities such as 
those listed in paragraph 3.36 would create 
management participation threats so significant that no 
safeguards could reduce them to an acceptable level. 
Consequently the auditor’s independence would be 
impaired with respect to that entity. 

Preparing Accounting 
Records and Financial 
Statements

3.50 Some services involving preparation of accounting 
records always impair an auditor’s independence with 
respect to an audited entity. These services include: 

a. determining or changing journal entries, account 
codes or classifications for transactions, or other 
accounting records for the entity without obtaining 
management’s approval;
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b. authorizing or approving the entity’s transactions; 
and

c. preparing or making changes to source documents 
without management approval. Source documents 
include those providing evidence that transactions have 
occurred (for example, purchase orders, payroll time 
records, customer orders, and contracts). Such records 
also include an audited entity’s general ledger and 
subsidiary records or equivalent.

3.51 Management is responsible for the preparation 
and fair presentation of the financial statements in 
accordance with the applicable financial reporting 
framework, even if the auditor assisted in drafting those 
financial statements. Consequently, an auditor’s 
acceptance of responsibility for the preparation and fair 
presentation of financial statements that the auditor will 
subsequently audit would impair the auditor’s 
independence.

3.52 Services related to preparing accounting records 
and financial statements that an auditor may be able to 
provide to an audited entity if the conditions in 
paragraph 3.46 are met include: 

a. recording transactions for which management has 
determined or approved the appropriate account 
classification, or posting coded transactions to an 
audited entity’s general ledger;

b. preparing financial statements based on information 
in the trial balance;

c. posting entries that have been approved by an 
audited entity’s management to the entity’s trial 
balance; 



Chapter 3
General Standards

Page 48 GAO-12-331G Government Auditing Standards

d. preparing account reconciliations that identify 
reconciling items for the audited entity management’s 
evaluation; and

e. proposing standard, adjusting, or correcting journal 
entries or other changes affecting the financial 
statements to an audited entity’s management provided 
management reviews and accepts the entries and the 
auditor is satisfied that management understands the 
nature of the proposed entries and the impact the 
entries have on the financial statements.

Internal Audit 
Assistance Services 
Provided by External 
Auditors

3.53 Internal audit assistance services involve assisting 
an entity in the performance of its internal audit 
activities. Certain internal audit assistance activities 
always impair an external auditor’s independence with 
respect to an audited entity. These activities include: 

a. setting internal audit policies or the strategic direction 
of internal audit activities; 

b. performing procedures that form part of the internal 
control, such as reviewing and approving changes to 
employee data access privileges; and

c. determining the scope of the internal audit function 
and resulting work. 

Internal Control 
Monitoring as a 
Nonaudit Service

3.54 Accepting responsibility for designing, 
implementing or maintaining internal control includes 
accepting responsibility for designing, implementing, or 
maintaining monitoring procedures.34 Monitoring 
involves the use of either ongoing monitoring 
procedures or separate evaluations to gather and 
analyze persuasive information supporting conclusions 
about the effectiveness of the internal control system. 

34See A.03 and A.04 for a discussion of internal control. 
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Ongoing monitoring procedures performed on behalf of 
management are built into the routine, recurring 
operating activities of an organization. Therefore, the 
management participation threat created if an auditor 
performs or supervises ongoing monitoring procedures 
is so significant that no safeguards could reduce the 
threat to an acceptable level.

3.55 Separate evaluations are sometimes performed as 
nonaudit services by individuals who are not directly 
involved in the operation of the controls being 
monitored. As such, it is possible for an auditor to 
provide an objective analysis of control effectiveness by 
performing separate evaluations without creating a 
management participation threat that would impair 
independence. However, in all such cases, the 
significance of the threat created by performing 
separate evaluations should be evaluated and 
safeguards applied when necessary to eliminate the 
threat or reduce it to an acceptable level. Auditors 
should assess the frequency of the separate 
evaluations as well as the scope or extent of the 
controls (in relation to the scope of the audit performed) 
being tested when evaluating the significance of the 
threat. An evaluation prepared as a nonaudit service is 
not a substitute for audit procedures in a GAGAS audit. 

Information 
Technology Systems 
Services 

3.56 Services related to information technology (IT) 
systems include the design or implementation of 
hardware or software systems. The systems may 
aggregate source data, form part of the internal control 
over the subject matter of the audit, or generate 
information that affects the subject matter of the audit. 
IT services that would impair independence if provided 
by an audit organization to an audited entity include: 

a. designing or developing a financial or other IT system 
that will play a significant role in the management of an 
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area of operations that is or will be the subject matter of 
an audit;

b. providing services that entail making other than 
insignificant modifications to the source code underlying 
such a system; and 

c. operating or supervising the operation of such a 
system.

Valuation Services 3.57 A valuation comprises the making of assumptions 
with regard to future developments, the application of 
appropriate methodologies and techniques, and the 
combination of both to compute a certain value, or 
range of values, for an asset, a liability, or an entity as a 
whole. If an audit organization provides valuation 
services to an audited entity and the valuations would 
have a material effect, separately or in the aggregate, 
on the financial statements or other information on 
which it is reporting, and the valuation involves a 
significant degree of subjectivity, the audit 
organization’s independence would be impaired.

Other Nonaudit 
Services

3.58 Provision of certain other nonaudit services always 
impairs an external auditor’s independence with respect 
to an audited entity. These activities include:

a. Non tax disbursement – prohibited nonaudit services

(1) Accepting responsibility to authorize payment of 
audited entity funds, electronically or otherwise.

(2) Accepting responsibility for signing or cosigning 
audited entity checks, even if only in emergency 
situations.

(3) Maintaining an audited entity’s bank account or 
otherwise having custody of an audited entity’s funds or 
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making credit or banking decisions for the audited 
entity.

(4) Approving vendor invoices for payment.

b. Benefit plan administration – prohibited nonaudit 
services

(1) Making policy decisions on behalf of audited entity 
management.

(2) When dealing with plan participants, interpreting the 
plan document on behalf of management without first 
obtaining management’s concurrence.

(3) Making disbursements on behalf of the plan.

(4) Having custody of a plan’s assets.

(5) Serving a plan as a fiduciary as defined by the 
Employee Retirement Income Security Act (ERISA).

c. Investment—advisory or management—prohibited 
nonaudit services

(1) Making investment decisions on behalf of audited 
entity management or otherwise having discretionary 
authority over an audited entity’s investments.

(2) Executing a transaction to buy or sell an audited 
entity’s investment.

(3) Having custody of an audited entity’s assets, such 
as taking temporary possession of securities purchased 
by an audited entity.

d. Corporate finance—consulting or advisory – 
prohibited nonaudit services



Chapter 3
General Standards

Page 52 GAO-12-331G Government Auditing Standards

(1) Committing the audited entity to the terms of a 
transaction or consummating a transaction on behalf of 
the audited entity.

(2) Acting as a promoter, underwriter, broker-dealer, or 
guarantor of audited entity securities, or distributor of 
private placement memoranda or offering documents.

(3) Maintaining custody of an audited entity’s securities.

e. Executive or employee personnel matters – 
prohibited nonaudit services

(1) Committing the audited entity to employee 
compensation or benefit arrangements.

(2) Hiring or terminating audited entity employees.

f. Business risk consulting – prohibited nonaudit 
services

(1) Making or approving business risk decisions.

(2) Presenting business risk considerations to those 
charged with governance or others on behalf of 
management.

Documentation 3.59 Documentation of independence considerations 
provides evidence of the auditor’s judgments in forming 
conclusions regarding compliance with independence 
requirements. GAGAS contains specific requirements 
for documentation related to independence which may 
be in addition to the documentation that auditors have 
previously maintained. While insufficient documentation 
of an auditor’s compliance with the independence 
standard does not impair independence, appropriate 
documentation is required under the GAGAS quality
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control and assurance requirements.35 The 
independence standard includes the following 
documentation requirements: 

a. document threats to independence that require the 
application of safeguards, along with safeguards 
applied, in accordance with the conceptual framework 
for independence as required by paragraph 3.24;

b. document the safeguards required by paragraph 3.30 
if an audit organization is structurally located within a 
government entity and is considered independent 
based on those safeguards; 

c. document consideration of audited entity 
management’s ability to effectively oversee a nonaudit 
service to be provided by the auditor as indicated in 
paragraph 3.34; and

d. document the auditor’s understanding with an 
audited entity for which the auditor will perform a 
nonaudit service as indicated in paragraph 3.39. 

Professional 
Judgment

3.60 Auditors must use professional judgment in 
planning and performing audits and in reporting the 
results.

3.61 Professional judgment includes exercising 
reasonable care and professional skepticism. 
Reasonable care includes acting diligently in 
accordance with applicable professional standards and 
ethical principles. Professional skepticism is an attitude 
that includes a questioning mind and a critical 

35See paragraph 3.84 for additional discussion of documenting 
compliance with quality control policies and procedures and 
paragraph 3.88 for additional discussion of policies and procedures 
on independence, legal, and ethical requirements.
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assessment of evidence. Professional skepticism 
includes a mindset in which auditors assume neither 
that management is dishonest nor of unquestioned 
honesty. 

3.62 Using the auditors’ professional knowledge, skills, 
and experience to diligently perform, in good faith and 
with integrity, the gathering of information and the 
objective evaluation of the sufficiency and 
appropriateness of evidence is a critical component of 
audits. Professional judgment and competence are 
interrelated because judgments made are dependent 
upon the auditors’ competence.

3.63 Professional judgment represents the application 
of the collective knowledge, skills, and experiences of 
all the personnel involved with an audit, as well as the 
professional judgment of individual auditors. In addition 
to personnel directly involved in the audit, professional 
judgment may involve collaboration with other 
stakeholders, external specialists, and management in 
the audit organization.

3.64 Using professional judgment is important to 
auditors in carrying out all aspects of their professional 
responsibilities, including following the independence 
standards and related conceptual framework; 
maintaining objectivity and credibility; assigning 
competent staff to the audit; defining the scope of work; 
evaluating, documenting, and reporting the results of 
the work; and maintaining appropriate quality control 
over the audit process.

3.65 Using professional judgment is important to 
auditors in applying the conceptual framework to 
determine independence in a given situation. This 
includes the consideration of any threats to the auditor’s 
independence and related safeguards which may 
mitigate the identified threats. Auditors use professional 
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judgment in identifying and evaluating any threats to 
independence, including threats to the appearance of 
independence.36

3.66 Using professional judgment is important to 
auditors in determining the required level of 
understanding of the audit subject matter and related 
circumstances. This includes consideration about 
whether the audit team’s collective experience, training, 
knowledge, skills, abilities, and overall understanding 
are sufficient to assess the risks that the subject matter 
of the audit may contain a significant inaccuracy or 
could be misinterpreted.

3.67 An auditor’s consideration of the risk level of each 
audit, including the risk of arriving at improper 
conclusions, is also important. Within the context of 
audit risk, exercising professional judgment in 
determining the sufficiency and appropriateness of 
evidence to be used to support the findings and 
conclusions based on the audit objectives and any 
recommendations reported is an integral part of the 
audit process.

3.68 While this standard places responsibility on each 
auditor and audit organization to exercise professional 
judgment in planning and performing an audit, it does 
not imply unlimited responsibility, nor does it imply 
infallibility on the part of either the individual auditor or 
the audit organization. Absolute assurance is not 
attainable due to factors such as the nature of evidence 
and characteristics of fraud. Professional judgment 
does not mean eliminating all possible limitations or 
weaknesses associated with a specific audit, but rather 
identifying, assessing, mitigating, and explaining them.

36See paragraph 3.03 for a description of independence in 
appearance.
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Competence 3.69 The staff assigned to perform the audit must 
collectively possess adequate professional competence 
needed to address the audit objectives and perform the 
work in accordance with GAGAS.

3.70 The audit organization’s management should 
assess skill needs to consider whether its workforce has 
the essential skills that match those necessary to 
perform the particular audit. Accordingly, audit 
organizations should have a process for recruitment, 
hiring, continuous development, assignment, and 
evaluation of staff to maintain a competent workforce. 
The nature, extent, and formality of the process will 
depend on various factors such as the size of the audit 
organization, its structure, and its work.

3.71 Competence is derived from a blending of 
education and experience. Competencies are not 
necessarily measured by years of auditing experience 
because such a quantitative measurement may not 
accurately reflect the kinds of experiences gained by an 
auditor in any given time period. Maintaining 
competence through a commitment to learning and 
development throughout an auditor’s professional life is 
an important element for auditors. Competence enables 
an auditor to make sound professional judgments.

Technical Knowledge 3.72 The staff assigned to conduct an audit in 
accordance with GAGAS should collectively possess 
the technical knowledge, skills, and experience 
necessary to be competent for the type of work being 
performed before beginning work on that audit. The 
staff assigned to a GAGAS audit should collectively 
possess

a. knowledge of GAGAS applicable to the type of work 
they are assigned and the education, skills, and 
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experience to apply this knowledge to the work being 
performed;

b. general knowledge of the environment in which the 
audited entity operates and the subject matter;

c. skills to communicate clearly and effectively, both 
orally and in writing; and

d. skills appropriate for the work being performed; for 
example, skills in

(1) statistical or nonstatistical sampling if the work 
involves use of sampling;

(2) information technology if the work involves review of 
information systems;

(3) engineering if the work involves review of complex 
engineering data;

(4) specialized audit methodologies or analytical 
techniques, such as the use of complex survey 
instruments, actuarial-based estimates, or statistical 
analysis tests, as applicable; or

(5) specialized knowledge in subject matters, such as 
scientific, medical, environmental, educational, or any 
other specialized subject matter, if the work calls for 
such expertise.

Additional 
Qualifications for 
Financial Audits and 
Attestation 
Engagements

3.73 Auditors performing financial audits should be 
knowledgeable in U.S. generally accepted accounting 
principles (GAAP), or with the applicable financial 
reporting framework being used, and the American 
Institute of Certified Public Accountants’ (AICPA)
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Statements on Auditing Standards (SAS)37and they 
should be competent in applying these SASs to the 
audit work.

3.74 Similarly, auditors performing attestation 
engagements should be knowledgeable in the AICPA 
general attestation standard related to criteria, the 
AICPA attestation standards for field work and 
reporting, and the related Statements on Standards for 
Attestation Engagements (SSAE),38 and they should be 
competent in applying these standards and SSAE to the 
attestation work.39

3.75 Auditors engaged to perform financial audits or 
attestation engagements should be licensed certified 
public accountants, persons working for a licensed 
certified public accounting firm or for a government 
auditing organization, or licensed accountants in states 
that have multi-class licensing systems that recognize 
licensed accountants other than certified public 
accountants. 

Continuing 
Professional 
Education

3.76 Auditors performing work in accordance with 
GAGAS, including planning, directing, performing audit 
procedures, or reporting on an audit conducted in 
accordance with GAGAS, should maintain their 
professional competence through continuing 
professional education (CPE). Therefore, each auditor 
performing work in accordance with GAGAS should 
complete, every 2 years, at least 24 hours of CPE that 

37See paragraph 2.08 and 4.01 for discussion of the AICPA standards 
incorporated into GAGAS for financial audits. 
38See paragraphs 2.09 and 5.01 for discussion of the AICPA 
standards incorporated into GAGAS for attestation engagements.
39See paragraphs 2.19 through 2.22 for additional information on the 
relationship between GAGAS and other professional standards for 
financial audits and attestation engagements.
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directly relates to government auditing, the government 
environment, or the specific or unique environment in 
which the audited entity operates. Auditors who are 
involved in any amount of planning, directing, or 
reporting on GAGAS audits and auditors who are not 
involved in those activities but charge 20 percent or 
more of their time annually to GAGAS audits should 
also obtain at least an additional 56 hours of CPE (for a 
total of 80 hours of CPE in every 2-year period) that 
enhances the auditor’s professional proficiency to 
perform audits. Auditors required to take the total 80 
hours of CPE should complete at least 20 hours of CPE 
in each year of the 2-year periods. Auditors hired or 
initially assigned to GAGAS audits after the beginning of 
an audit organization’s 2-year CPE period should 
complete a prorated number of CPE hours.

3.77 CPE programs are structured educational activities 
with learning objectives designed to maintain or 
enhance participants’ knowledge, skills, and abilities in 
areas applicable to performing audits. Determining what 
subjects are appropriate for individual auditors to satisfy 
both the 80-hour and the 24-hour requirements is a 
matter of professional judgment to be exercised by 
auditors in consultation with appropriate officials in their 
audit organizations. Among the considerations in 
exercising that judgment are the auditors’ experience, 
the responsibilities they assume in performing GAGAS 
audits, and the operating environment of the audited 
entity.

3.78 Meeting CPE requirements is primarily the 
responsibility of individual auditors. The audit 
organization should have quality control procedures to 
help ensure that auditors meet the continuing education 
requirements, including documentation of the CPE 
completed. The Government Accountability Office 
(GAO) has developed guidance pertaining to CPE 
requirements to assist auditors and audit organizations 
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in exercising professional judgment in complying with 
the CPE requirements.40

CPE Requirements 
for Specialists

3.79 The audit team should determine that external 
specialists assisting in performing a GAGAS audit are 
qualified and competent in their areas of specialization; 
however, external specialists are not required to meet 
the GAGAS CPE requirements. 

3.80 The audit team should determine that internal 
specialists consulting on a GAGAS audit who are not 
involved in directing, performing audit procedures, or 
reporting on a GAGAS audit, are qualified and 
competent in their areas of specialization; however, 
these internal specialists are not required to meet the 
GAGAS CPE requirements.

3.81 The audit team should determine that internal 
specialists, who are performing work in accordance with 
GAGAS as part of the audit team, including directing, 
performing audit procedures, or reporting on a GAGAS 
audit, comply with GAGAS, including the CPE 
requirements.41 The GAGAS CPE requirements 
become effective for internal specialists when an audit 
organization first assigns an internal specialist to an 
audit. Because internal specialists apply specialized 
knowledge in government audits, training in their areas 
of specialization qualify under the requirement for 24 
hours of CPE that directly relates to government 
auditing, the government environment, or the specific or 
unique environment in which the audited entity 
operates. 

40Government Auditing Standards: Guidance on GAGAS 
Requirements for Continuing Professional Education, GAO-05-568G 
(Washington, D.C.: April 2005), http://www.gao.gov/yellowbook.
41See paragraphs 3.76 through 3.81 for discussion of the CPE 
requirements.



Chapter 3
General Standards

Page 61 GAO-12-331G Government Auditing Standards

Quality Control and 
Assurance

3.82 Each audit organization performing audits in 
accordance with GAGAS must:

a. establish and maintain a system of quality control that 
is designed to provide the audit organization with 
reasonable assurance that the organization and its 
personnel comply with professional standards and 
applicable legal and regulatory requirements,42 and 

b. have an external peer review performed by reviewers 
independent of the audit organization being reviewed at 
least once every 3 years. 

System of Quality 
Control

3.83 An audit organization’s system of quality control 
encompasses the audit organization’s leadership, 
emphasis on performing high quality work, and the 
organization’s policies and procedures designed to 
provide reasonable assurance of complying with 
professional standards and applicable legal and 
regulatory requirements. The nature, extent, and 
formality of an audit organization’s quality control 
system will vary based on the audit organization’s 
circumstances, such as the audit organization’s size, 
number of offices and geographic dispersion, 
knowledge and experience of its personnel, nature and 
complexity of its audit work, and cost-benefit 
considerations.

3.84 Each audit organization should document its 
quality control policies and procedures and 
communicate those policies and procedures to its 
personnel. The audit organization should document 
compliance with its quality control policies and 
procedures and maintain such documentation for a 

42See paragraph A3.10 for additional discussion of the system of 
quality control.
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period of time sufficient to enable those performing 
monitoring procedures and peer reviews to evaluate the 
extent of the audit organization’s compliance with its 
quality control policies and procedures. The form and 
content of such documentation are a matter of 
professional judgment and will vary based on the audit 
organization’s circumstances.

3.85 An audit organization should establish policies and 
procedures in its system of quality control that 
collectively address

a. leadership responsibilities for quality within the audit 
organization,

b. independence, legal, and ethical requirements,

c. initiation, acceptance, and continuance of audits,

d. human resources,

e. audit performance, documentation, and reporting, 
and

f. monitoring of quality.

Leadership 
Responsibilities for 
Quality within the 
Audit Organization

3.86 Audit organizations should establish policies and 
procedures on leadership responsibilities for quality 
within the audit organization that include the 
designation of responsibility for quality of audits 
performed in accordance with GAGAS and 
communication of policies and procedures relating to 
quality. Appropriate policies and communications 
encourage a culture that recognizes that quality is 
essential in performing GAGAS audits and that 
leadership of the audit organization is ultimately 
responsible for the system of quality control. 
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3.87 The audit organization should establish policies 
and procedures designed to provide it with reasonable 
assurance that those assigned operational 
responsibility for the audit organization’s system of 
quality control have sufficient and appropriate 
experience and ability, and the necessary authority, to 
assume that responsibility.

Independence, Legal, 
and Ethical 
Requirements

3.88 Audit organizations should establish policies and 
procedures on independence, legal, and ethical 
requirements that are designed to provide reasonable 
assurance that the audit organization and its personnel 
maintain independence and comply with applicable 
legal and ethical requirements.43 Such policies and 
procedures assist the audit organization to

a. communicate its independence requirements to its 
staff, and

b. identify and evaluate circumstances and 
relationships that create threats to independence, and 
take appropriate action to eliminate those threats or 
reduce them to an acceptable level by applying 
safeguards, or, if considered appropriate, withdraw from 
the audit where withdrawal is not prohibited by law or 
regulation.

Initiation, Acceptance, 
and Continuance of 
Audits

3.89 Audit organizations should establish policies and 
procedures for the initiation, acceptance, and 
continuance of audits that are designed to provide 
reasonable assurance that the audit organization will 
undertake audits only if it can comply with professional 
standards, legal requirements, and ethical principles


43See paragraphs 3.02 through 3.59 for GAGAS independence 
requirements. See chapter 1 for GAGAS ethical principles.
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and is acting within the legal mandate or authority of the 
audit organization.44

Human Resources 3.90 Audit organizations should establish policies and 
procedures for human resources that are designed to 
provide the audit organization with reasonable 
assurance that it has personnel with the capabilities and 
competence to perform its audits in accordance with 
professional standards and legal and regulatory 
requirements.45 

Audit Performance, 
Documentation, and 
Reporting

3.91 Audit organizations should establish policies and 
procedures for audit performance, documentation, and 
reporting that are designed to provide the audit 
organization with reasonable assurance that audits are 
performed and reports are issued in accordance with 
professional standards and legal and regulatory 
requirements.46 

3.92 When performing GAGAS audits, audit 
organizations should have policies and procedures for 
the safe custody and retention of audit documentation 
for a time sufficient to satisfy legal, regulatory, and 
administrative requirements for records retention. 
Whether audit documentation is in paper, electronic, or 
other media, the integrity, accessibility, and retrievability 
of the underlying information could be compromised if 
the documentation is altered, added to, or deleted 
without the auditors’ knowledge, or if the documentation 
is lost or damaged. For audit documentation that is 
retained electronically, the audit organization should 

44See paragraph A3.10a for discussion of initiation of audits by 
government audit organizations.
45See paragraphs 3.69 through 3.81 for requirements related to 
professional competence.
46For financial audits, chapters 2 through 4 apply; for attestation 
engagements, chapters 2, 3 and 5 apply; for performance audits, 
chapters 2, 3, 6, and 7 apply.
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establish effective information systems controls 
concerning accessing and updating the audit 
documentation.

Monitoring of Quality 3.93 Audit organizations should establish policies and 
procedures for monitoring of quality in the audit 
organization.47 Monitoring of quality is an ongoing, 
periodic assessment of work completed on audits 
designed to provide management of the audit 
organization with reasonable assurance that the 
policies and procedures related to the system of quality 
control are suitably designed and operating effectively 
in practice. The purpose of monitoring compliance with 
quality control policies and procedures is to provide an 
evaluation of whether the: 

a. professional standards and legal and regulatory 
requirements have been followed, 

b. quality control system has been appropriately 
designed, and 

c. quality control policies and procedures are operating 
effectively and complied with in practice. 

3.94 Monitoring procedures will vary based on the audit 
organization’s facts and circumstances. The audit 
organization should perform monitoring procedures that 
enable it to assess compliance with applicable 
professional standards and quality control policies and 
procedures for GAGAS audits. Individuals performing 
monitoring should collectively have sufficient expertise 
and authority for this role.

3.95 The audit organization should analyze and 
summarize the results of its monitoring process at least 

47See paragraph A3.10c for additional discussion of monitoring.
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annually, with identification of any systemic or repetitive 
issues needing improvement, along with 
recommendations for corrective action. The audit 
organization should communicate to appropriate 
personnel any deficiencies noted during the monitoring 
process and make recommendations for appropriate 
remedial action. 

External Peer Review 3.96 The audit organization should obtain an external 
peer review at least once every 3 years that is sufficient 
in scope to provide a reasonable basis for determining 
whether, for the period under review, the reviewed audit 
organization’s system of quality control was suitably 
designed and whether the audit organization is 
complying with its quality control system in order to 
provide the audit organization with reasonable 
assurance of conforming with applicable professional 
standards. 

3.97 The first peer review for an audit organization not 
already subject to a peer review requirement covers a 
review period ending no later than 3 years from the date 
an audit organization begins its first audit in accordance 
with GAGAS. The period under review generally covers 
1 year, although peer review programs may choose a 
longer review period. Generally, the deadlines for peer 
review reports are established by the entity that 
administers the peer review program. Extensions of the 
deadlines for submitting the peer review report 
exceeding 3 months beyond the due date are granted 
by the entity that administers the peer review program 
and GAO.

3.98 The peer review team should include the following 
elements in the scope of the peer review: 

a. review of the audit organization’s quality control 
policies and procedures;



Chapter 3
General Standards

Page 67 GAO-12-331G Government Auditing Standards

b. consideration of the adequacy and results of the 
audit organization’s internal monitoring procedures;

c. review of selected auditors’ reports and related 
documentation;

d. review of other documents necessary for assessing 
compliance with standards, for example, independence 
documentation, CPE records, and relevant human 
resource management files; and

e. interviews with a selection of the reviewed audit 
organization’s professional staff at various levels to 
assess their understanding of and compliance with 
relevant quality control policies and procedures.

3.99 The peer review team should perform an 
assessment of peer review risk to help determine the 
number and types of audits to select for review.48 Based 
on the risk assessment, the team should use one or a 
combination of the following approaches to select 
individual audits for review with greater emphasis on 
those audits with higher assessed levels of peer review 
risk: (1) select GAGAS audits that provide a reasonable 
cross-section of the GAGAS audits performed by the 
reviewed audit organization; or (2) select audits that 
provide a reasonable cross-section from all types of 
work subject to the reviewed audit organization’s quality 
control system, including one or more audits performed 
in accordance with GAGAS. The second approach is 
generally applicable to audit organizations that perform 
only a small number of GAGAS audits in relation to 
other types of audits. In these cases, one or more 
GAGAS audits may represent more than what would be 

48See paragraph A3.11 for examples of factors to consider in 
assessing peer review risk.
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selected when looking at a cross-section of the audit 
organization’s work as a whole.

3.100 The peer review team should prepare one or 
more written reports communicating the results of the 
peer review, including the following:

a. a description of the scope of the peer review, 
including any limitations;

b. an opinion on whether the system of quality control of 
the reviewed audit organization’s audit practices was 
adequately designed and complied with during the 
period reviewed to provide the audit organization with 
reasonable assurance of conforming with applicable 
professional standards;

c. specification of the professional standards to which 
the reviewed audit organization is being held; and

d. reference to a separate written communication, if 
issued under the peer review program.

3.101 The peer review team uses professional 
judgment in deciding the type of peer review report. The 
following are the types of peer review reports.

a. Peer Review Rating of Pass: A conclusion that the 
audit organization’s system of quality control has been 
suitably designed and complied with to provide the audit 
organization with reasonable assurance of performing 
and reporting in conformity with applicable professional 
standards in all material respects. 

b. Peer Review Rating of Pass with Deficiencies: A 
conclusion that the audit organization’s system of 
quality control has been suitably designed and complied 
with to provide the audit organization with reasonable 
assurance of performing and reporting in conformity 
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with applicable professional standards in all material 
respects with the exception of a certain deficiency or 
deficiencies that are described in the report. 

c. Peer Review Rating of Fail: A conclusion, based on 
the significant deficiencies that are described in the 
report, that the audit organization’s system of quality 
control is not suitably designed to provide the audit 
organization with reasonable assurance of performing 
and reporting in conformity with applicable professional 
standards in all material respects, or the audit 
organization has not complied with its system of quality 
control to provide the audit organization with reasonable 
assurance of performing and reporting in conformity 
with applicable professional standards in all material 
respects. 

3.102 When the scope of the review is limited by 
conditions that preclude the application of one or more 
peer review procedures considered necessary in the 
circumstances and the peer reviewer cannot 
accomplish the objectives of those procedures through 
alternative procedures, the types of reports described in 
paragraphs 3.101 a-c are modified by including 
statements in the report’s scope paragraph, body and 
opinion paragraph. These statements describe the 
relationship of the excluded audit(s) or functional 
area(s) to the reviewed organization’s full scope of 
practice and system of quality control and the effects of 
the exclusion on the scope and results of the review.

3.103 For any deficiencies or significant deficiencies 
included in the peer review report or other written 
communication, the peer review team should include, 
either in the peer review report or in a separate written 
communication, a detailed description of the findings, 
conclusions, and recommendations related to the 
deficiencies or significant deficiencies.
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3.104 The peer review team should meet the following 
criteria:

a. The review team collectively has current knowledge 
of GAGAS and government auditing.

b. The organization conducting the peer review and 
individual review team members are independent (as 
defined in GAGAS)49 of the audit organization being 
reviewed, its staff, and the audits selected for the peer 
review.

c. The review team collectively has sufficient knowledge 
of how to perform a peer review. Such knowledge may 
be obtained from on-the-job training, training courses, 
or a combination of both. Having personnel on the peer 
review team with prior experience on a peer review or 
internal inspection team is desirable.

3.105 An external audit organization50 should make its 
most recent peer review report publicly available.51 For 
example, an audit organization may satisfy this 
requirement by posting the peer review report on a 
publicly available web site or to a publicly available file 
designed for public transparency of peer review results. 
Alternatively, if neither of these options is available to 
the audit organization, then it should use the same 
transparency mechanism it uses to make other 
information public. The audit organization should 
provide the peer review report to others upon request. If 
a separate communication detailing findings, 
conclusions, and recommendations is issued, public 

49See paragraphs 3.02 through 3.32 for discussion of independence.
50See paragraph 1.07b for the definition of “audit organizations” and 
paragraph 1.08 for discussion of external audit organizations.
51See paragraph A3.12 for additional discussion of peer review report 
transparency.
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availability of that communication is not required. 
Internal audit organizations that report internally to 
management and those charged with governance 
should provide a copy of the peer review report to those 
charged with governance. 

3.106 Information in peer review reports may be 
relevant to decisions on procuring audits. Therefore, 
audit organizations seeking to enter into a contract to 
perform an audit in accordance with GAGAS should 
provide the following to the party contracting for such 
services when requested:

a. the audit organization’s most recent peer review 
report, and

b. any subsequent peer review reports received during 
the period of the contract.

3.107 Auditors who are using another audit 
organization’s work should request a copy of the audit 
organization’s latest peer review report and any other 
written communication issued, and the audit 
organization should provide these documents when 
requested.52 

52See paragraphs 6.40 through 6.44 for additional discussion on using 
the work of other auditors.
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Standards for Financial Audits Chapter 4

Introduction 4.01 This chapter contains requirements, guidance, and 
considerations for performing and reporting on financial 
audits conducted in accordance with generally accepted 
government auditing standards (GAGAS). GAGAS 
incorporates by reference the American Institute of 
Certified Public Accountants (AICPA) Statements on 
Auditing Standards (SAS), as discussed in paragraph 
2.08.53 All sections of the SASs are incorporated, 
including the introduction, objectives, definitions, 
requirements, and application and other explanatory 
material. Auditors performing financial audits in 
accordance with GAGAS should comply with the 
incorporated SASs and the additional requirements in 
this chapter. The requirements and guidance contained 
in chapters 1 through 3 also apply to financial audits 
performed in accordance with GAGAS.

Additional GAGAS 
Requirements for 
Performing 
Financial Audits

4.02 GAGAS establishes requirements for performing 
financial audits in addition to the requirements 
contained in the AICPA standards. Auditors should 
comply with these additional requirements, along with 
the incorporated SASs, when citing GAGAS in their 
reports. The additional requirements for performing 
financial audits relate to:

a. auditor communication;

b. previous audits and attestation engagements;

53See the AICPA Codification of Statements on Auditing Standards 
and paragraph 2.20 for additional discussion on the relationship 
between GAGAS and other professional standards. References to the 
AICPA Codification of Statements on Auditing Standards use an “AU-
C” identifier to refer to the clarified SASs instead of an “AU” identifier. 
“AU-C” is a temporary identifier to avoid confusion with references to 
existing “AU” sections, which remain effective through 2013. The “AU-
C” identifier will revert to “AU” in 2014 AICPA Codification of 
Statements on Auditing Standards, by which time the clarified SASs 
become fully effective for all engagements.
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c. fraud, noncompliance with provisions of laws, 
regulations, contracts, and grant agreements, and 
abuse;

d. developing elements of a finding; and

e. audit documentation.54

Auditor 
Communication 

4.03 In addition to the AICPA requirements for auditor 
communication,55 when performing a GAGAS financial 
audit, auditors should communicate pertinent 
information that in the auditors’ professional judgment 
needs to be communicated to individuals contracting for 
or requesting the audit, and to cognizant legislative 
committees when auditors perform the audit pursuant to 
a law or regulation, or they conduct the work for the 
legislative committee that has oversight of the audited 
entity. This requirement does not apply if the law or 
regulation requiring an audit of the financial statements 
does not specifically identify the entities to be audited, 
such as audits required by the Single Audit Act 
Amendments of 1996. 

4.04 In those situations where there is not a single 
individual or group that both oversees the strategic 
direction of the audited entity and the fulfillment of its 
accountability obligations or in other situations where 
the identity of those charged with governance is not 
clearly evident, auditors should document the process 
followed and conclusions reached for identifying the 
appropriate individuals to receive the required auditor 
communications.

54See paragraphs 4.03 through 4.16 for additional discussion of 
paragraph 4.02 a-e.
55See AICPA AU-C Section 260, The Auditor’s Communication With 
Those Charged With Governance.
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Previous Audits and 
Attestation 
Engagements

4.05 When performing a GAGAS audit, auditors should 
evaluate whether the audited entity has taken 
appropriate corrective action to address findings and 
recommendations from previous engagements that 
could have a material effect on the financial statements 
or other financial data significant to the audit objectives. 
When planning the audit, auditors should ask 
management of the audited entity to identify previous 
audits, attestation engagements, and other studies that 
directly relate to the objectives of the audit, including 
whether related recommendations have been 
implemented. Auditors should use this information in 
assessing risk and determining the nature, timing, and 
extent of current audit work, including determining the 
extent to which testing the implementation of the 
corrective actions is applicable to the current audit 
objectives.

Fraud, 
Noncompliance with 
Provisions of Laws, 
Regulations, 
Contracts, and Grant 
Agreements, and 
Abuse

4.06 In addition to the AICPA requirements concerning 
fraud56 and noncompliance with provisions of laws and 
regulations,57 when performing a GAGAS financial 
audit, auditors should extend the AICPA requirements 
pertaining to the auditors’ responsibilities for laws and 
regulations to also apply to consideration of compliance 
with provisions of contracts or grant agreements.

4.07 Abuse involves behavior that is deficient or 
improper when compared with behavior that a prudent 
person would consider reasonable and necessary 
business practice given the facts and circumstances. 
Abuse also includes misuse of authority or position for 
personal financial interests or those of an immediate or 

56See AICPA AU-C Section 240, Consideration of Fraud in a Financial 
Statement Audit. 
57See AICPA AU-C Section 250, Consideration of Laws and 
Regulations in an Audit of Financial Statements.



Chapter 4
Standards for Financial Audits

Page 75 GAO-12-331G Government Auditing Standards

close family member or business associate.58 Abuse 
does not necessarily involve fraud, or noncompliance 
with provisions of laws, regulations, contracts, or grant 
agreements.

4.08 Because the determination of abuse is subjective, 
auditors are not required to detect abuse in financial 
audits. However, as part of a GAGAS audit, if auditors 
become aware of abuse that could be quantitatively or 
qualitatively material to the financial statements or other 
financial data significant to the audit objectives, auditors 
should apply audit procedures specifically directed to 
ascertain the potential effect on the financial statements 
or other financial data significant to the audit objectives. 
After performing additional work, auditors may discover 
that the abuse represents potential fraud or 
noncompliance with provisions of laws, regulations, 
contracts, or grant agreements.

4.09 Avoiding interference with investigations or legal 
proceedings is important in pursuing indications of 
fraud, noncompliance with provisions of laws, 
regulations, contracts, or grant agreements, or abuse. 
Laws, regulations, or policies may require auditors to 
report indications of certain types of fraud, 
noncompliance with provisions of laws, regulations, 
contracts or grant agreements, or abuse to law 
enforcement or investigatory authorities before 
performing additional audit procedures. When 
investigations or legal proceedings are initiated or in 
process, auditors should evaluate the impact on the 
current audit. In some cases, it may be appropriate for 
the auditors to work with investigators or legal 
authorities, or withdraw from or defer further work on 
the audit engagement or a portion of the engagement to 

58See paragraph A.08 for additional examples of abuse.
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avoid interfering with an ongoing investigation or legal 
proceeding.

Developing Elements 
of a Finding

4.10 In a financial audit, findings may involve 
deficiencies in internal control; noncompliance with 
provisions of laws, regulations, contracts, or grant 
agreements; fraud; or abuse. As part of a GAGAS audit, 
when auditors identify findings, auditors should plan 
and perform procedures to develop the elements of the 
findings that are relevant and necessary to achieve the 
audit objectives. The elements of a finding are 
discussed in paragraphs 4.11 through 4.14 below.

4.11 Criteria: The laws, regulations, contracts, grant 
agreements, standards, measures, expected 
performance, defined business practices, and 
benchmarks against which performance is compared or 
evaluated. Criteria identify the required or desired state 
or expectation with respect to the program or operation. 
Criteria provide a context for evaluating evidence and 
understanding the findings.

4.12 Condition: Condition is a situation that exists. The 
condition is determined and documented during the 
audit.

4.13 Cause: The cause identifies the reason or 
explanation for the condition or the factor or factors 
responsible for the difference between the situation that 
exists (condition) and the required or desired state 
(criteria), which may also serve as a basis for 
recommendations for corrective actions. Common 
factors include poorly designed policies, procedures, or 
criteria; inconsistent, incomplete, or incorrect 
implementation; or factors beyond the control of 
program management. Auditors may assess whether 
the evidence provides a reasonable and convincing 
argument for why the stated cause is the key factor or 
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factors contributing to the difference between the 
condition and the criteria.

4.14 Effect or potential effect: The effect is a clear, 
logical link to establish the impact or potential impact of 
the difference between the situation that exists 
(condition) and the required or desired state (criteria). 
The effect or potential effect identifies the outcomes or 
consequences of the condition. When the audit 
objectives include identifying the actual or potential 
consequences of a condition that varies (either 
positively or negatively) from the criteria identified in the 
audit, “effect” is a measure of those consequences. 
Effect or potential effect may be used to demonstrate 
the need for corrective action in response to identified 
problems or relevant risks.

Audit Documentation 4.15 In addition to the AICPA requirements for audit 
documentation,59 auditors should comply with the 
following additional requirements when performing a 
GAGAS financial audit.60 

a. Document supervisory review, before the report 
release date, of the evidence that supports the findings, 
conclusions, and recommendations contained in the 
auditors’ report.

b. Document any departures from the GAGAS 
requirements and the impact on the audit and on the 
auditors’ conclusions when the audit is not in 
compliance with applicable GAGAS requirements due 
to law, regulation, scope limitations, restrictions on 
access to records, or other issues impacting the audit. 

59See AICPA AU-C Section 230, Audit Documentation.

60See paragraphs 4.04, 4.06, 4.26, and 4.45 for additional 
documentation requirements regarding financial audits.
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This applies to departures from unconditional 
requirements and presumptively mandatory 
requirements when alternative procedures performed in 
the circumstances were not sufficient to achieve the 
objectives of the requirements.61 

4.16 When performing GAGAS financial audits and 
subject to applicable provisions of laws and regulations, 
auditors should make appropriate individuals, as well as 
audit documentation, available upon request and in a 
timely manner to other auditors or reviewers. 
Underlying GAGAS audits is the premise that audit 
organizations in federal, state, and local governments 
and public accounting firms engaged to perform a 
financial audit in accordance with GAGAS cooperate in 
auditing programs of common interest so that auditors 
may use others’ work and avoid duplication of efforts. 
The use of auditors’ work by other auditors may be 
facilitated by contractual arrangements for GAGAS 
audits that provide for full and timely access to 
appropriate individuals, as well as audit documentation.

Additional GAGAS 
Requirements for 
Reporting on 
Financial Audits

4.17 In addition to the AICPA requirements for 
reporting,62 auditors should comply with the following 
additional requirements when citing GAGAS in their 
reports. The additional requirements relate to

a. reporting auditors’ compliance with GAGAS;

61See paragraphs 2.24 and 2.25 for additional requirements on citing 
compliance with GAGAS.
62See AICPA AU-C Sections 700 Forming an Opinion and Reporting 
on Financial Statements; 705 Modifications to the Opinion in the 
Independent Auditor’s Report, and 706 Emphasis-of-Matter 
Paragraphs and Other-Matter Paragraphs in the Independent 
Auditor’s Report.
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b. reporting on internal control and compliance with 
provisions of laws, regulations, contracts, and grant 
agreements;

c. communicating deficiencies in internal control, fraud, 
noncompliance with provisions of laws, regulations, 
contracts, and grant agreements, and abuse; 

d. reporting views of responsible officials;

e. reporting confidential or sensitive information; and

f. distributing reports.63

Reporting Auditors’ 
Compliance with 
GAGAS

4.18 When auditors comply with all applicable GAGAS 
requirements for financial audits, they should include a 
statement in the auditors’ report that they performed the 
audit in accordance with GAGAS.64 Because GAGAS 
incorporates by reference the AICPA SASs,65 GAGAS 
does not require auditors to cite compliance with the 
AICPA standards when citing compliance with GAGAS. 
Additionally, an entity receiving a GAGAS auditors’ 
report may also request auditors to issue a financial 
audit report for purposes other than complying with 
requirements for a GAGAS audit. GAGAS does not 
prohibit auditors from issuing a separate report 
conforming only to AICPA or other standards.66

63See paragraphs 4.18 through 4.45 for additional discussion 
paragraph of 4.17 a-f.
64See paragraphs 2.24 and 2.25 for additional requirements on citing 
compliance with GAGAS.
65See paragraph 2.08 for a discussion of the AICPA SASs 
incorporated into GAGAS.
66See AICPA AU-C Section 700, Forming an Opinion and Reporting 
on Financial Statements.
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Reporting on Internal 
Control and 
Compliance with 
Provisions of Laws, 
Regulations, 
Contracts, and Grant 
Agreements

4.19 When providing an opinion or a disclaimer on 
financial statements, auditors should also report on 
internal control over financial reporting67 and on 
compliance with provisions of laws, regulations, 
contracts, or grant agreements that have a material 
effect on the financial statements.68 Auditors report on 
internal control and compliance, regardless of whether 
or not they identify internal control deficiencies or 
instances of noncompliance.

4.20 Auditors should include either in the same or in 
separate report(s) a description of the scope of the 
auditors’ testing of internal control over financial 
reporting and of compliance with provisions of laws, 
regulations, contracts, or grant agreements. Auditors 
should also state in the reports whether the tests they 
performed provided sufficient, appropriate evidence to 
support opinions on the effectiveness of internal control 
and on compliance with provisions of laws, regulations, 
contracts, or grant agreements. 

4.21 The objective of the GAGAS requirement for 
reporting on internal control over financial reporting 
differs from the objective of an examination of internal 
control in accordance with the AICPA Statement on 
Standards for Attestation Engagements (SSAE), which 
is to express an opinion on the design or the design and 
operating effectiveness of an entity’s internal control, as 
applicable. To form a basis for expressing such an 
opinion, the auditor would need to plan and perform the 
examination to provide a high level of assurance about 
whether the entity maintained, in all material respects, 
effective internal control over financial reporting as of a

67See paragraph A.05 for examples of deficiencies in internal control. 
68See paragraph A.11 for additional discussion of laws, regulations, 
and provisions of contract and grant agreements.
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point in time or for a specified period of time.69 If 
auditors issue an opinion on internal control, the opinion 
would satisfy the GAGAS requirement for reporting on 
internal control.

4.22 If auditors report separately (including separate 
reports bound in the same document) on internal control 
over financial reporting and on compliance with 
provisions of laws, regulations, contracts, and grant 
agreements, they should state in the auditors’ report on 
the financial statements that they are issuing those 
additional reports. They should include a reference to 
the separate reports and also state that the reports on 
internal control over financial reporting and on 
compliance with provisions of laws, regulations, 
contracts, and grant agreements are an integral part of 
a GAGAS audit in considering the audited entity’s 
internal control over financial reporting and compliance. 

Communicating 
Deficiencies in 
Internal Control, 
Fraud, 
Noncompliance with 
Provisions of Laws, 
Regulations, 
Contracts, and Grant 
Agreements, and 
Abuse

4.23 When performing GAGAS financial audits, auditors 
should communicate in the report on internal control 
over financial reporting and compliance, based upon 
the work performed, (1) significant deficiencies and 
material weaknesses in internal control; (2) instances of 
fraud and noncompliance with provisions of laws or 
regulations that have a material effect on the audit and 
any other instances that warrant the attention of those 
charged with governance; (3) noncompliance with 
provisions of contracts or grant agreements that has a 
material effect on the audit; and (4) abuse that has a 
material effect on the audit.

Deficiencies in Internal 
Control

4.24 The AICPA requirements to communicate in 
writing significant deficiencies and material weaknesses 

69See AICPA AT Section 501, An Examination of an Entity’s Internal 
Control Over Financial Reporting That Is Integrated With an Audit of 
Its Financial Statements.
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identified during an audit70 form the basis for reporting 
significant deficiencies and material weaknesses in the 
GAGAS report on internal control over financial 
reporting when deficiencies are identified during the 
audit.

Fraud, Noncompliance 
with Provisions of 
Laws, Regulations, 
Contracts, and Grant 
Agreements, and Abuse

4.25 When performing a GAGAS financial audit, and 
auditors conclude, based on sufficient, appropriate 
evidence, that any of the following either has occurred 
or is likely to have occurred, they should include in their 
report on internal control and compliance the relevant 
information about

a. fraud71 and noncompliance with provisions of laws or 
regulations that have a material effect on the financial 
statements or other financial data significant to the audit 
objectives and any other instances that warrant the 
attention of those charged with governance;

b. noncompliance with provisions of contracts or grant 
agreements that has a material effect on the 
determination of financial statement amounts or other 
financial data significant to the audit objectives; or

c. abuse72 that is material, either quantitatively or 
qualitatively.73 

4.26 When auditors detect instances of noncompliance 
with provisions of contracts or grant agreements or 
abuse that have an effect on the financial statements or 
other financial data significant to the audit objectives 

70See AICPA AU-C Section 265, Communicating Internal Control 
Related Matters Identified in an Audit.

71See paragraph A.10 for examples of indicators of fraud risk. 
72See paragraph A.08 for examples of abuse. 
73See paragraphs 4.07 and 4.08 for a discussion of abuse.
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that are less than material but warrant the attention of 
those charged with governance, they should 
communicate those findings in writing to audited entity 
officials. When auditors detect any instances of fraud, 
noncompliance with provisions of laws, regulations, 
contracts or grant agreements, or abuse that do not 
warrant the attention of those charged with governance, 
the auditors’ determination of whether and how to 
communicate such instances to audited entity officials is 
a matter of professional judgment.

4.27 When fraud, noncompliance with provisions of 
laws, regulations, contracts, or grant agreements, or 
abuse either have occurred or are likely to have 
occurred, auditors may consult with authorities or legal 
counsel about whether publicly reporting such 
information would compromise investigative or legal 
proceedings. Auditors may limit their public reporting to 
matters that would not compromise those proceedings, 
and for example, report only on information that is 
already a part of the public record.

Presenting Findings in 
the Auditors’ Report

4.28 When performing a GAGAS financial audit and 
presenting findings such as deficiencies in internal 
control, fraud, noncompliance with provisions of laws, 
regulations, contracts, or grant agreements, or abuse, 
auditors should develop the elements of the findings to 
the extent necessary, including findings related to 
deficiencies from the previous year that have not been 
remediated. Clearly developed findings, as discussed in 
paragraphs 4.10 through 4.14, assist management or 
oversight officials of the audited entity in understanding 
the need for taking corrective action, and assist auditors 
in making recommendations for corrective action. If 
auditors sufficiently develop the elements of a finding, 
they may provide recommendations for corrective 
action.
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4.29 Auditors should place their findings in perspective 
by describing the nature and extent of the issues being 
reported and the extent of the work performed that 
resulted in the finding. To give the reader a basis for 
judging the prevalence and consequences of these 
findings, auditors should, as appropriate, relate the 
instances identified to the population or the number of 
cases examined and quantify the results in terms of 
dollar value or other measures. If the results cannot be 
projected, auditors should limit their conclusions 
appropriately.

Reporting Findings 
Directly to Parties 
Outside the Audited 
Entity

4.30 Auditors should report known or likely fraud, 
noncompliance with provisions of laws, regulations, 
contracts, or grant agreements, or abuse directly to 
parties outside the audited entity in the following two 
circumstances.

a. When entity management fails to satisfy legal or 
regulatory requirements to report such information to 
external parties specified in law or regulation, auditors 
should first communicate the failure to report such 
information to those charged with governance. If the 
audited entity still does not report this information to the 
specified external parties as soon as practicable after 
the auditors’ communication with those charged with 
governance, then the auditors should report the 
information directly to the specified external parties.

b. When entity management fails to take timely and 
appropriate steps to respond to known or likely fraud, 
noncompliance with provisions of laws, regulations, 
contracts, or grant agreements, or abuse that (1) is 
likely to have a material effect on the financial 
statements and (2) involves funding received directly or 
indirectly from a government agency, auditors should 
first report management’s failure to take timely and 
appropriate steps to those charged with governance. If 
the audited entity still does not take timely and 
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appropriate steps as soon as practicable after the 
auditors’ communication with those charged with 
governance, then the auditors should report the entity’s 
failure to take timely and appropriate steps directly to 
the funding agency.

4.31 The reporting in paragraph 4.30 is in addition to 
any legal requirements to report such information 
directly to parties outside the audited entity. Auditors 
should comply with these requirements even if they 
have resigned or been dismissed from the audit prior to 
its completion.

4.32 Auditors should obtain sufficient, appropriate 
evidence, such as confirmation from outside parties, to 
corroborate assertions by management of the audited 
entity that it has reported such findings in accordance 
with laws, regulations, or funding agreements. When 
auditors are unable to do so, they should report such 
information directly as discussed in paragraphs 4.30 
and 4.31.

Reporting Views of 
Responsible Officials

4.33 When performing a GAGAS financial audit, if the 
auditors’ report discloses deficiencies in internal control, 
fraud, noncompliance with provisions of laws, 
regulations, contracts, or grant agreements, or abuse, 
auditors should obtain and report the views of 
responsible officials of the audited entity concerning the 
findings, conclusions, and recommendations, as well as 
any planned corrective actions.

4.34 Providing a draft report with findings for review and 
comment by responsible officials of the audited entity 
and others helps the auditors develop a report that is 
fair, complete, and objective. Including the views of 
responsible officials results in a report that presents not 
only the auditors’ findings, conclusions, and 
recommendations, but also the perspectives of the 
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responsible officials of the audited entity and the 
corrective actions they plan to take. Obtaining the 
comments in writing is preferred, but oral comments are 
acceptable.

4.35 When auditors receive written comments from the 
responsible officials, they should include in their report a 
copy of the officials’ written comments, or a summary of 
the comments received. When the responsible officials 
provide oral comments only, auditors should prepare a 
summary of the oral comments and provide a copy of 
the summary to the responsible officials to verify that 
the comments are accurately stated.

4.36 Auditors should also include in the report an 
evaluation of the comments, as appropriate. In cases in 
which the audited entity provides technical comments in 
addition to its written or oral comments on the report, 
auditors may disclose in the report that such comments 
were received.

4.37 Obtaining oral comments may be appropriate 
when, for example, there is a reporting date critical to 
meeting a user’s needs; auditors have worked closely 
with the responsible officials throughout the work and 
the parties are familiar with the findings and issues 
addressed in the draft report; or the auditors do not 
expect major disagreements with findings, conclusions, 
or recommendations in the draft report, or major 
controversies with regard to the issues discussed in the 
draft report. 

4.38 When the audited entity’s comments are 
inconsistent or in conflict with the findings, conclusions, 
or recommendations in the draft report, or when 
planned corrective actions do not adequately address 
the auditors’ recommendations, the auditors should 
evaluate the validity of the audited entity’s comments. If 
the auditors disagree with the comments, they should 
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explain in the report their reasons for disagreement. 
Conversely, the auditors should modify their report as 
necessary if they find the comments valid and 
supported with sufficient, appropriate evidence.

4.39 If the audited entity refuses to provide comments 
or is unable to provide comments within a reasonable 
period of time, the auditors may issue the report without 
receiving comments from the audited entity. In such 
cases, the auditors should indicate in the report that the 
audited entity did not provide comments.

Reporting 
Confidential and 
Sensitive Information

4.40 When performing a GAGAS financial audit, if 
certain pertinent information is prohibited from public 
disclosure or is excluded from a report due to the 
confidential or sensitive nature of the information, 
auditors should disclose in the report that certain 
information has been omitted and the reason or other 
circumstances that make the omission necessary.

4.41 Certain information may be classified or may 
otherwise be prohibited from general disclosure by 
federal, state, or local laws or regulations. In such 
circumstances, auditors may issue a separate, 
classified, or limited use report containing such 
information and distribute the report only to persons 
authorized by law or regulation to receive it. 

4.42 Additional circumstances associated with public 
safety, privacy, or security concerns could also justify 
the exclusion of certain information from a publicly 
available or widely distributed report. For example, 
detailed information related to computer security for a 
particular program may be excluded from publicly 
available reports because of the potential damage that 
could be caused by the misuse of this information. In 
such circumstances, auditors may issue a limited use 
report containing such information and distribute the 
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report only to those parties responsible for acting on the 
auditors’ recommendations. In some instances, it may 
be appropriate to issue both a publicly available report 
with the sensitive information excluded and a limited 
use report. The auditors may consult with legal counsel 
regarding any requirements or other circumstances that 
may necessitate the omission of certain information.

4.43 Considering the broad public interest in the 
program or activity under audit assists auditors when 
deciding whether to exclude certain information from 
publicly available reports. When circumstances call for 
omission of certain information, auditors should 
evaluate whether this omission could distort the audit 
results or conceal improper or illegal practices.

4.44 When audit organizations are subject to public 
records laws, auditors should determine whether public 
records laws could impact the availability of classified or 
limited use reports and determine whether other means 
of communicating with management and those charged 
with governance would be more appropriate. For 
example, the auditors may communicate general 
information in a written report and communicate 
detailed information orally. The auditors may consult 
with legal counsel regarding applicable public records 
laws.

Distributing Reports 4.45 Distribution of reports completed in accordance 
with GAGAS depends on the relationship of the auditors 
to the audited organization and the nature of the 
information contained in the report. Auditors should 
document any limitation on report distribution.74 The 
following discussion outlines distribution for reports 
completed in accordance with GAGAS:

74See paragraphs 4.41 and 4.42 for discussion of limited use reports 
containing confidential or sensitive information.



Chapter 4
Standards for Financial Audits

Page 89 GAO-12-331G Government Auditing Standards

a. Audit organizations in government entities should 
distribute auditors’ reports to those charged with 
governance, to the appropriate audited entity officials, 
and to the appropriate oversight bodies or organizations 
requiring or arranging for the audits. As appropriate, 
auditors should also distribute copies of the reports to 
other officials who have legal oversight authority or who 
may be responsible for acting on audit findings and 
recommendations, and to others authorized to receive 
such reports.

b. Internal audit organizations in government entities 
may also follow the Institute of Internal Auditors (IIA) 
International Standards for the Professional Practice of 
Internal Auditing.75 In accordance with GAGAS and IIA 
standards, the head of the internal audit organization 
should communicate results to the parties who can 
ensure that the results are given due consideration. If 
not otherwise mandated by statutory or regulatory 
requirements, prior to releasing results to parties 
outside the organization, the head of the internal audit 
organization should: (1) assess the potential risk to the 
organization, (2) consult with senior management or 
legal counsel as appropriate, and (3) control 
dissemination by indicating the intended users in the 
report.

c. Public accounting firms contracted to perform an 
audit in accordance with GAGAS should clarify report 
distribution responsibilities with the engaging 
organization. If the contracting firm is responsible for 
the distribution, it should reach agreement with the party 
contracting for the audit about which officials or 

75See paragraph 2.21 for additional discussion about using the IIA 
standards in conjunction with GAGAS and paragraph 2.22 for 
additional discussion about citing compliance with another set of 
standards.
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organizations will receive the report and the steps being 
taken to make the report available to the public.

Additional GAGAS 
Considerations for 
Financial Audits

4.46 Due to the objectives and public accountability of 
GAGAS audits, additional considerations for financial 
audits completed in accordance with GAGAS may 
apply. These considerations relate to

a. materiality in GAGAS financial audits; and 

b. early communication of deficiencies.76

Materiality in GAGAS 
Financial Audits

4.47 The AICPA standards require the auditor to apply 
the concept of materiality appropriately in planning and 
performing the audit.77 Additional considerations may 
apply to GAGAS financial audits of government entities 
or entities that receive government awards. For 
example, in audits performed in accordance with 
GAGAS, auditors may find it appropriate to use lower 
materiality levels as compared with the materiality 
levels used in non-GAGAS audits because of the public 
accountability of government entities and entities 
receiving government funding, various legal and 
regulatory requirements, and the visibility and sensitivity 
of government programs. 

76See paragraphs 4.47 through 4.48 for additional discussion of 
paragraph 4.46 a-b.
77See AICPA AU-C Section 320, Materiality in Planning and 
Performing an Audit.
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Early 
Communication of 
Deficiencies 

4.48 For some matters, early communication to those 
charged with governance or management may be 
important because of the relative significance and the 
urgency for corrective follow-up action.78 Further, when 
a control deficiency results in noncompliance with 
provisions of laws, regulations, contracts, or grant 
agreements, or abuse, early communication is 
important to allow management to take prompt 
corrective action to prevent further noncompliance. 
When a deficiency is communicated early, the reporting 
requirements in paragraphs 4.19 through 4.23 still 
apply. 

78See AICPA AU-C Section 265, Communicating Internal Control 
Related Matters Identified in an Audit.
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Standards for Attestation Engagements Chapter 5

Introduction 5.01 This chapter contains requirements, guidance, and 
considerations for performing and reporting on 
attestation engagements conducted in accordance with 
generally accepted government auditing standards 
(GAGAS). Auditors performing attestation engagements 
in accordance with GAGAS should comply with the 
American Institute of Certified Public Accountants 
(AICPA) general attestation standard on criteria, the 
field work and reporting attestation standards, and the 
corresponding statements on standards for attestation 
engagements (SSAEs), which are incorporated in this 
chapter by reference.79 Auditors performing attestation 
engagements in accordance with GAGAS should also 
comply with the additional requirements in this chapter. 
The requirements and guidance contained in chapters 1 
through 3 also apply to attestation engagements 
performed in accordance with GAGAS. 

5.02 An attestation engagement can provide one of 
three levels of service as defined by the AICPA, namely 
an examination engagement, a review engagement, or 
an agreed-upon procedures engagement.80 Auditors 
performing an attestation engagement should 
determine which of the three levels of service apply to 
that engagement and refer to the appropriate AICPA 
standards and GAGAS section below for applicable 
requirements and considerations. 

79See AICPA AT Section 50, SSAE Hierarchy.

80See paragraph 2.09 and AICPA AT Section 101, Attest 
Engagements.
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Examination 
Engagements 

Additional Field 
Work Requirements 
for Examination 
Engagements

5.03 GAGAS establishes field work requirements for 
performing examination engagements in addition to the 
requirements contained in the AICPA standards. 
Auditors should comply with these additional 
requirements, along with the relevant AICPA standards 
for examination attestation engagements, when citing 
GAGAS in their examination reports. The additional 
field work requirements relate to:

a. auditor communication;

b. previous audits and attestation engagements;

c. fraud, noncompliance with provisions of laws, 
regulations, contracts, and grant agreements, and 
abuse; 

d. developing elements of a finding; and

e. examination engagement documentation.81

Auditor 
Communication 

5.04 In addition to the AICPA requirements for auditor 
communication,82 when performing a GAGAS 
examination engagement, auditors should 
communicate pertinent information that in the auditors’ 
professional judgment needs to be communicated to 
individuals contracting for or requesting the examination 
engagement, and to cognizant legislative committees 

81See paragraphs 5.04 through 5.17 for additional discussion of 5.03 
a-e.
82See AICPA AT Section 101.14 and 101.46, Attest Engagements.
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when auditors perform the examination engagement 
pursuant to a law or regulation, or they conduct the 
work for the legislative committee that has oversight of 
the audited entity. 

5.05 In those situations where there is not a single 
individual or group that both oversees the strategic 
direction of the audited entity and the fulfillment of its 
accountability obligations or in other situations where 
the identity of those charged with governance is not 
clearly evident, auditors should document the process 
followed and conclusions reached for identifying the 
appropriate individuals to receive the required auditor 
communications. 

Previous Audits and 
Attestation 
Engagements

5.06 When performing a GAGAS examination 
engagement, auditors should evaluate whether the 
audited entity has taken appropriate corrective action to 
address findings and recommendations from previous 
engagements that could have a material effect on the 
subject matter, or an assertion about the subject matter, 
of the examination engagement. When planning the 
engagement, auditors should ask audited entity 
management to identify previous audits, attestation 
engagements, and other studies that directly relate to 
the subject matter or an assertion about the subject 
matter of the examination engagement being 
undertaken, including whether related 
recommendations have been implemented. Auditors 
should use this information in assessing risk and 
determining the nature, timing, and extent of current 
work, including determining the extent to which testing 
the implementation of the corrective actions is 
applicable to the current examination engagement 
objectives.
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Fraud, 
Noncompliance with 
Provisions of Laws, 
Regulations, 
Contracts, and Grant 
Agreements, and 
Abuse 

5.07 In addition to the AICPA requirements concerning 
fraud,83 when performing a GAGAS examination 
engagement, auditors should design the engagement to 
detect instances of fraud and noncompliance with 
provisions of laws, regulations, contracts, and grant 
agreements that may have a material effect on the 
subject matter or the assertion thereon of the 
examination engagement. Auditors should assess the 
risk and possible effects of fraud and noncompliance 
with provisions of laws, regulations, contracts, and grant 
agreements that could have a material effect on the 
subject matter or an assertion about the subject matter 
of the examination engagement. When risk factors are 
identified, auditors should document the risk factors 
identified, the auditors’ response to those risk factors 
individually or in combination, and the auditors’ 
conclusions.84

5.08 Abuse involves behavior that is deficient or 
improper when compared with behavior that a prudent 
person would consider a reasonable and necessary 
business practice given the facts and circumstances. 
Abuse also includes misuse of authority or position for 
personal financial interests or those of an immediate or 
close family member or business associate.85 Abuse 
does not necessarily involve fraud, or noncompliance 
with provisions of laws, regulations, contracts, or grant 
agreements.

83See AICPA AT Sections 501.27, An Examination of an Entity’s 
Internal Control Over Financial Reporting That Is Integrated With an 
Audit of Its Financial Statements, 601.33, Compliance Attestation, and 
701.42, Management’s Discussion and Analysis.
84See paragraphs A.09 through A.13 for additional discussion of 
indicators of fraud risk and significance of provisions of laws, 
regulations, and contracts and grant agreements. 
85See A.08 for additional examples of abuse.
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5.09 Because the determination of abuse is subjective, 
auditors are not required to detect abuse in examination 
engagements. However, as part of a GAGAS 
examination engagement, if auditors become aware of 
abuse that could be quantitatively or qualitatively 
material, auditors should apply procedures specifically 
directed to ascertain the potential effect on the subject 
matter, or the assertion thereon, or other data significant 
to the objective of the examination engagement. After 
performing additional work, auditors may discover that 
the abuse represents potential fraud or noncompliance 
with provisions of laws, regulations, contracts, or grant 
agreements. 

5.10 Avoiding interference with investigations or legal 
proceedings is important in pursuing indications of 
fraud, noncompliance with provisions of laws, 
regulations, contracts, or grant agreements, or abuse. 
Laws, regulations, or policies may require auditors to 
report indications of certain types of fraud, 
noncompliance with provisions of laws, regulations, 
contracts, or grant agreements, or abuse to law 
enforcement or investigatory authorities before 
performing additional audit procedures. When 
investigations or legal proceedings are initiated or in 
process, auditors should evaluate the impact on the 
current examination engagement. In some cases, it 
may be appropriate for the auditors to work with 
investigators or legal authorities, or withdraw from or 
defer further work on the examination engagement or a 
portion of the examination engagement to avoid 
interfering with an ongoing investigation or legal 
proceeding.

Developing Elements 
of a Finding

5.11 In an examination engagement, findings may 
involve deficiencies in internal control; noncompliance 
with provisions of laws, regulations, contracts, or grant 
agreements; fraud; or abuse. As part of a GAGAS 
examination engagement, when auditors identify 
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findings, auditors should plan and perform procedures 
to develop the elements of the findings that are relevant 
and necessary to achieve the examination engagement 
objectives. The elements of a finding are discussed in 
paragraphs 5.12 through 5.15 below.

5.12 Criteria: The laws, regulations, contracts, grant 
agreements, standards, measures, expected 
performance, defined business practices, and 
benchmarks against which performance is compared or 
evaluated. Criteria identify the required or desired state 
or expectation with respect to the program or operation. 
Criteria provide a context for evaluating evidence and 
understanding the findings.

5.13 Condition: Condition is a situation that exists. The 
condition is determined and documented during the 
engagement.

5.14 Cause: The cause identifies the reason or 
explanation for the condition or the factor or factors 
responsible for the difference between the situation that 
exists (condition) and the required or desired state 
(criteria), which may also serve as a basis for 
recommendations for corrective actions. Common 
factors include poorly designed policies, procedures, or 
criteria; inconsistent, incomplete, or incorrect 
implementation; or factors beyond the control of 
program management. Auditors may assess whether 
the evidence provides a reasonable and convincing 
argument for why the stated cause is the key factor or 
factors contributing to the difference between the 
condition and the criteria.

5.15 Effect or potential effect: The effect is a clear, 
logical link to establish the impact or potential impact of 
the difference between the situation that exists 
(condition) and the required or desired state (criteria). 
The effect or potential effect identifies the outcomes or 
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consequences of the condition. When the engagement 
objectives include identifying the actual or potential 
consequences of a condition that varies (either 
positively or negatively) from the criteria identified in the 
engagement, “effect” is a measure of those 
consequences. Effect or potential effect may be used to 
demonstrate the need for corrective action in response 
to identified problems or relevant risks.

Examination 
Engagement 
Documentation

5.16 In addition to AICPA requirements for audit 
documentation,86 auditors should comply with the 
following additional requirements when performing a 
GAGAS examination engagement.87

a. Prepare attest documentation in sufficient detail to 
enable an experienced auditor, having no previous 
connection to the examination engagement, to 
understand from the documentation the nature, timing, 
extent, and results of procedures performed and the 
evidence obtained and its source and the conclusions 
reached, including evidence that supports the auditors’ 
significant judgments and conclusions. An experienced 
auditor means an individual (whether internal or 
external to the audit organization) who possesses the 
competencies and skills to be able to perform the 
examination engagement. These competencies and 
skills include an understanding of (1) examination 
engagement processes and related SSAEs,88 
(2) GAGAS and applicable legal and regulatory 
requirements, (3) the subject matter that the auditors 
are engaged to report on, (4) the suitability and 

86See AICPA AT Section 101.100–101.107, Attest Engagements.

87See paragraphs 5.05, 5.07, 5.25, and 5.44 for additional 
documentation requirements regarding attestation engagements.
88See paragraphs 3.74 and 3.75 for additional discussion of 
qualifications for attestation engagements.
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availability of criteria, and (5) issues related to the 
audited entity’s environment. 

b. Document supervisory review, before the date of the 
examination report, of the evidence that supports 
findings, conclusions, and recommendations contained 
in the examination report.

c. Document any departures from the GAGAS 
requirements and the impact on the engagement and 
on the auditors’ conclusions when the examination 
engagement is not in compliance with applicable 
GAGAS requirements due to law, regulation, scope 
limitations, restrictions on access to records, or other 
issues impacting the audit. This applies to departures 
from unconditional requirements and from 
presumptively mandatory requirements when 
alternative procedures performed in the circumstances 
were not sufficient to achieve the objectives of the 
requirement.89 

5.17 When performing GAGAS examination 
engagements and subject to applicable laws and 
regulations, auditors should make appropriate 
individuals, as well as attest documentation, available 
upon request and in a timely manner to other auditors 
or reviewers. Underlying GAGAS engagements is the 
premise that audit organizations in federal, state, and 
local governments and public accounting firms engaged 
to perform an engagement in accordance with GAGAS 
cooperate in performing examination engagements of 
programs of common interest so that auditors may use 
others’ work and avoid duplication of efforts. The use of 
auditors’ work by other auditors may be facilitated by 
contractual arrangements for GAGAS engagements 

89See paragraph 2.15 for a definition of GAGAS requirements.
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that provide for full and timely access to appropriate 
individuals, as well as attest documentation.

Additional GAGAS 
Reporting 
Requirements for 
Examination 
Engagements

5.18 In addition to the AICPA requirements for reporting 
on examination engagements,90 auditors should comply 
with the following additional requirements when citing 
GAGAS in their examination reports. The additional 
reporting requirements relate to

a. reporting auditors’ compliance with GAGAS;

b. reporting deficiencies in internal control, fraud, 
noncompliance with provisions of laws, regulations, 
contracts, and grant agreements, and abuse;

c. reporting views of responsible officials;

d. reporting confidential or sensitive information; and

e. distributing reports.91

Reporting Auditors’ 
Compliance with 
GAGAS

5.19 When auditors comply with all applicable GAGAS 
requirements for examination engagements, they 
should include a statement in the examination report 
that they performed the examination engagement in 
accordance with GAGAS.92 Because GAGAS 
incorporates by reference the AICPA’s general 
attestation standard on criteria, the field work and 
reporting attestation standards, and the corresponding 
SSAEs, GAGAS does not require auditors to cite 

90See AICPA AT Section 101.63-101.87, Attest Engagements.
91See paragraphs 5.19 through 5.44 for additional discussion of 
paragraph 5.18 a-e.
92See paragraphs 2.24 and 2.25 for additional requirements on citing 
compliance with GAGAS.



Chapter 5
Standards for Attestation 
Engagements

Page 101 GAO-12-331G Government Auditing Standards

compliance with the AICPA standards when citing 
compliance with GAGAS. GAGAS does not prohibit 
auditors from issuing a separate report conforming only 
to the requirements of AICPA or other standards.93

Reporting 
Deficiencies in 
Internal Control, 
Fraud, 
Noncompliance with 
Provisions of Laws, 
Regulations, 
Contracts, and Grant 
Agreements, and 
Abuse

5.20 When performing GAGAS examination 
engagements, auditors should report, based upon the 
work performed, (1) significant deficiencies and material 
weaknesses in internal control;94 (2) instances of fraud95 
and noncompliance with provisions of laws or 
regulations that have a material effect on the subject 
matter or an assertion about the subject matter and any 
other instances that warrant the attention of those 
charged with governance; (3) noncompliance with 
provisions of contracts or grant agreements that has a 
material effect on the subject matter or an assertion 
about the subject matter of the examination 
engagement; and (4) abuse that has a material effect 
on the subject matter or an assertion about the subject 
matter of the examination engagement. Auditors should 
include this information either in the same or in separate 
report(s).

5.21 If auditors report separately (including separate 
reports bound in the same document) on the items 
discussed in paragraph 5.20, they should state in the 
examination report that they are issuing those additional 
reports. They should include a reference to the separate 
reports and also state that the reports are an integral 
part of a GAGAS examination engagement.

93See AICPA AT Sections 101.85e, Attest Engagements.

94See paragraph A.06 for examples of deficiencies in internal control.
95See paragraph A.10 for examples of indicators of fraud risk.
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Deficiencies in Internal 
Control

5.22 In addition to the AICPA requirements concerning 
internal control, 96 when performing GAGAS 
examination engagements, including attestation 
engagements related to internal control,97 auditors 
should include in the examination report all deficiencies, 
even those communicated early,98 that are considered 
to be significant deficiencies or material weaknesses.

5.23 Determining whether and how to communicate to 
officials of the audited entity internal control deficiencies 
that warrant the attention of those charged with 
governance, but are not considered significant 
deficiencies or material weaknesses, is a matter of 
professional judgment.

Fraud, Noncompliance 
with Provisions of 
Laws, Regulations, 
Contracts, and Grant 
Agreements, and Abuse

5.24 When performing a GAGAS examination 
engagement, and auditors conclude, based on 
sufficient, appropriate evidence, that any of the 
following either has occurred or is likely to have 
occurred, they should include in their examination 
report the relevant information about

a. fraud99 and noncompliance with provisions of laws or 
regulations that have a material effect on the subject 
matter or an assertion about the subject matter and any 
other instances that warrant the attention of those 
charged with governance,

96See AICPA AT Section 101.52 through 101.53, Attest Engagements.
97See AICPA AT Section 501.07, An Examination of an Entity’s 
Internal Control Over Financial Reporting That Is Integrated With an 
Audit of Its Financial Statements.
98See paragraph 5.47 for a discussion of early communication of 
deficiencies.
99See paragraph A.10 for examples of indicators of fraud risk.
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b. noncompliance with provisions of contracts or grant 
agreements that has a material effect on the subject 
matter or an assertion about the subject matter, or

c. abuse100 that is material to the subject matter or an 
assertion about the subject matter, either quantitatively 
or qualitatively.101 

5.25 When auditors detect instances of noncompliance 
with provisions of contracts or grant agreements, or 
abuse that have an effect on the subject matter or an 
assertion about the subject matter that are less than 
material but warrant the attention of those charged with 
governance, they should communicate those findings in 
writing to audited entity officials. When auditors detect 
any instances of fraud, noncompliance with provisions 
of laws, regulations, contracts, or grant agreements, or 
abuse that do not warrant the attention of those charged 
with governance, the auditors’ determination of whether 
and how to communicate such instances to audited 
entity officials is a matter of professional judgment.

5.26 When fraud, noncompliance with provisions of 
laws, regulations, contracts, or grant agreements, or 
abuse either have occurred or are likely to have 
occurred, auditors may consult with authorities or legal 
counsel about whether publicly reporting such 
information would compromise investigative or legal 
proceedings. Auditors may limit their public reporting to 
matters that would not compromise those proceedings 
and, for example, report only on information that is 
already a part of the public record.

100See paragraph A.08 for examples of abuse.
101See paragraphs 5.08 and 5.09 for a discussion of abuse.
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Presenting Findings in 
the Examination 
Report

5.27 When performing a GAGAS examination 
engagement and presenting findings such as 
deficiencies in internal control, fraud, noncompliance 
with provisions of laws, regulations, contracts, or grant 
agreements, or abuse, auditors should develop the 
elements of the findings to the extent necessary. Clearly 
developed findings, as discussed in paragraphs 5.11 
through 5.15, assist management or oversight officials 
of the audited entity in understanding the need for 
taking corrective action, and assist auditors in making 
recommendations for corrective action. If auditors 
sufficiently develop the elements of a finding, they may 
provide recommendations for corrective action.

5.28 Auditors should place their findings in perspective 
by describing the nature and extent of the issues being 
reported and the extent of the work performed that 
resulted in the finding. To give the reader a basis for 
judging the prevalence and consequences of these 
findings, auditors should, as appropriate, relate the 
instances identified to the population or the number of 
cases examined and quantify the results in terms of 
dollar value or other measures. If the results cannot be 
projected, auditors should limit their conclusions 
appropriately.

Reporting Findings 
Directly to Parties 
Outside the Audited 
Entity

5.29 Auditors should report known or likely fraud, 
noncompliance with provisions of laws, regulations, 
contracts, or grant agreements, or abuse directly to 
parties outside the audited entity in the following two 
circumstances.

a. When entity management fails to satisfy legal or 
regulatory requirements to report such information to 
external parties specified in law or regulation, auditors 
should first communicate the failure to report such 
information to those charged with governance. If the 
audited entity still does not report this information to the 
specified external parties as soon as practicable after 
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the auditors’ communication with those charged with 
governance, then the auditors should report the 
information directly to the specified external parties.

b. When entity management fails to take timely and 
appropriate steps to respond to known or likely fraud, 
noncompliance with provisions of laws, regulations, 
contracts, or grant agreements, or abuse that (1) is 
likely to have a material effect on the subject matter or 
an assertion about the subject matter and (2) involves 
funding received directly or indirectly from a 
government agency, auditors should first report 
management’s failure to take timely and appropriate 
steps to those charged with governance. If the audited 
entity still does not take timely and appropriate steps as 
soon as practicable after the auditors’ communication 
with those charged with governance, then the auditors 
should report the entity’s failure to take timely and 
appropriate steps directly to the funding agency.

5.30 The reporting in paragraph 5.29 is in addition to 
any legal requirements to report such information 
directly to parties outside the audited entity. Auditors 
should comply with these requirements even if they 
have resigned or been dismissed from the engagement 
prior to its completion.

5.31 Auditors should obtain sufficient, appropriate 
evidence, such as confirmation from outside parties, to 
corroborate assertions by management of the audited 
entity that it has reported such findings in accordance 
with laws, regulations, or funding agreements. When 
auditors are unable to do so, they should report such 
information directly as discussed in paragraph 5.29.

Reporting Views of 
Responsible Officials

5.32 When performing a GAGAS examination 
engagement, if the examination report discloses 
deficiencies in internal control, fraud, noncompliance 
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with provisions of laws, regulations, contracts, or grant 
agreements, or abuse, auditors should obtain and 
report the views of responsible officials of the audited 
entity concerning the findings, conclusions, and 
recommendations, as well as any planned corrective 
actions.

5.33 Providing a draft report with findings for review and 
comment by responsible officials of the audited entity 
and others helps the auditors develop a report that is 
fair, complete, and objective. Including the views of 
responsible officials results in a report that presents not 
only the auditors’ findings, conclusions, and 
recommendations, but also the perspectives of the 
responsible officials of the audited entity and the 
corrective actions they plan to take. Obtaining the 
comments in writing is preferred, but oral comments are 
acceptable.

5.34 When auditors receive written comments from the 
responsible officials, they should include in their report a 
copy of the officials’ written comments, or a summary of 
the comments received. When the responsible officials 
provide oral comments only, auditors should prepare a 
summary of the oral comments and provide a copy of 
the summary to the responsible officials to verify that 
the comments are accurately stated.

5.35 Auditors should also include in the report an 
evaluation of the comments, as appropriate. In cases in 
which the audited entity provides technical comments in 
addition to its written or oral comments on the report, 
auditors may disclose in the report that such comments 
were received.

5.36 Obtaining oral comments may be appropriate 
when, for example, there is a reporting date critical to 
meeting a user’s needs; auditors have worked closely 
with the responsible officials throughout the work and 
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the parties are familiar with the findings and issues 
addressed in the draft report; or the auditors do not 
expect major disagreements with findings, conclusions, 
or recommendations in the draft report, or major 
controversies with regard to the issues discussed in the 
draft report.

5.37 When the audited entity’s comments are 
inconsistent or in conflict with the findings, conclusions, 
or recommendations in the draft report, or when 
planned corrective actions do not adequately address 
the auditors’ recommendations, the auditors should 
evaluate the validity of the audited entity’s comments. If 
the auditors disagree with the comments, they should 
explain in the report their reasons for disagreement. 
Conversely, the auditors should modify their report as 
necessary if they find the comments valid and 
supported with sufficient, appropriate evidence.

5.38 If the audited entity refuses to provide comments 
or is unable to provide comments within a reasonable 
period of time, the auditors may issue the report without 
receiving comments from the audited entity. In such 
cases, the auditors should indicate in the report that the 
audited entity did not provide comments.

Reporting 
Confidential and 
Sensitive Information

5.39 When performing a GAGAS examination 
engagement, if certain pertinent information is 
prohibited from public disclosure or is excluded from a 
report due to the confidential or sensitive nature of the 
information, auditors should disclose in the report that 
certain information has been omitted and the reason or 
other circumstances that make the omission necessary.

5.40 Certain information may be classified or may be 
otherwise prohibited from general disclosure by federal, 
state, or local laws or regulations. In such 
circumstances, auditors may issue a separate classified 



Chapter 5
Standards for Attestation 
Engagements

Page 108 GAO-12-331G Government Auditing Standards

or limited use report containing such information and 
distribute the report only to persons authorized by law 
or regulation to receive it.

5.41 Additional circumstances associated with public 
safety, privacy, or security concerns could also justify 
the exclusion of certain information from a publicly 
available or widely distributed report. For example, 
detailed information related to computer security for a 
particular program may be excluded from publicly 
available reports because of the potential damage that 
could be caused by the misuse of this information. In 
such circumstances, auditors may issue a limited use 
report containing such information and distribute the 
report only to those parties responsible for acting on the 
auditors’ recommendations. In some instances, it may 
be appropriate to issue both a publicly available report 
with the sensitive information excluded and a limited 
use report. The auditors may consult with legal counsel 
regarding any requirements or other circumstances that 
may necessitate the omission of certain information.

5.42 Considering the broad public interest in the 
program or activity under review assists auditors when 
deciding whether to exclude certain information from 
publicly available reports. When circumstances call for 
omission of certain information, auditors should 
evaluate whether this omission could distort the 
examination engagement results or conceal improper or 
illegal practices.

5.43 When audit organizations are subject to public 
records laws, auditors should determine whether public 
records laws could impact the availability of classified or 
limited use reports and determine whether other means 
of communicating with management and those charged 
with governance would be more appropriate. For 
example, the auditors may communicate general 
information in a written report and communicate 
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detailed information orally. The auditors may consult 
with legal counsel regarding applicable public records 
laws.

Distributing Reports 5.44 Distribution of reports completed in accordance 
with GAGAS depends on the relationship of the auditors 
to the audited organization and the nature of the 
information contained in the report. Auditors should 
document any limitation on report distribution.102 The 
following discussion outlines distribution for reports 
completed in accordance with GAGAS:

a. Audit organizations in government entities should 
distribute reports to those charged with governance, to 
the appropriate audited entity officials, and to the 
appropriate oversight bodies or organizations requiring 
or arranging for the engagements. As appropriate, 
auditors should also distribute copies of the reports to 
other officials who have legal oversight authority or who 
may be responsible for acting on engagement findings 
and recommendations, and to others authorized to 
receive such reports.

b. Internal audit organizations in government entities 
may also follow the Institute of Internal Auditors (IIA) 
International Standards for the Professional Practice of 
Internal Auditing.103 In accordance with GAGAS and IIA 
standards, the head of the internal audit organization 
should communicate results to the parties who can 
ensure that the results are given due consideration. If 
not otherwise mandated by statutory or regulatory 

102See paragraphs 5.40 and 5.41 for discussion of limited use reports 
containing confidential or sensitive information.
103See paragraph 2.21 for additional discussion about using the IIA 
standards in conjunction with GAGAS and paragraph 2.22 for 
additional discussion about citing compliance with another set of 
standards.
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requirements, prior to releasing results to parties 
outside the organization, the head of the internal audit 
organization should: (1) assess the potential risk to the 
organization, (2) consult with senior management or 
legal counsel as appropriate, and (3) control 
dissemination by indicating the intended users in the 
report.

c. Public accounting firms contracted to perform an 
examination engagement in accordance with GAGAS 
should clarify report distribution responsibilities with the 
engaging organization. If the contracting firm is 
responsible for the distribution, it should reach 
agreement with the party contracting for the 
engagement about which officials or organizations will 
receive the report and the steps being taken to make 
the report available to the public.

Additional GAGAS 
Considerations for 
Examination 
Engagements 

5.45 Due to the objectives and public accountability of 
GAGAS examination engagements, additional 
considerations for examination engagements 
completed in accordance with GAGAS may apply. 
These considerations relate to

a. Materiality in GAGAS examination engagements, and 

b. Early communication of deficiencies.104

Materiality in GAGAS 
Examination 
Engagements

5.46 The AICPA standards require that one of the 
factors to be considered when planning an attest 
engagement includes preliminary judgments about 
attestation risk and materiality for attest purposes.105 

104See paragraphs 5.46 and 5.47 for additional discussion of 
paragraph 5.45 a-b.
105See AICPA AT Section 101.45b and 101.67, Attest Engagements.
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Additional considerations may apply to GAGAS 
examination engagements of government entities or 
entities that receive government awards. For example, 
in engagements performed in accordance with GAGAS, 
auditors may find it appropriate to use lower materiality 
levels as compared with the materiality levels used in 
non-GAGAS engagements because of the public 
accountability of government entities and entities 
receiving government funding, various legal and 
regulatory requirements, and the visibility and sensitivity 
of government programs.

Early 
Communication of 
Deficiencies 

5.47 For some matters, early communication to those 
charged with governance or management may be 
important because of the relative significance and the 
urgency for corrective follow-up action.106  Further, when 
a control deficiency results in noncompliance with 
provisions of laws, regulations, contracts, or grant 
agreements, or abuse, early communication is 
important to allow management to take prompt 
corrective action to prevent further noncompliance. 
When a deficiency is communicated early, the reporting 
requirements in paragraph 5.20 still apply.

106See AICPA AT Section 501.103, An Examination of an Entity’s 
Internal Control Over Financial Reporting That Is Integrated With an 
Audit of Its Financial Statements.
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Review 
Engagements

Additional GAGAS 
Field Work 
Requirements for 
Review 
Engagements

5.48 GAGAS establishes a field work requirement for 
review engagements in addition to the requirements 
contained in the AICPA standards. Auditors should 
comply with this additional requirement, along with the 
relevant AICPA standards for review engagements, 
when citing GAGAS in their review engagement reports. 
The additional requirement relates to communicating 
significant deficiencies, material weaknesses, instances 
of fraud, noncompliance with provisions of laws, 
regulations, contracts, or grant agreements, or abuse 
that come to the auditors’ attention during a review 
engagement. 

Communicating 
Significant 
Deficiencies, Material 
Weaknesses, 
Instances of Fraud, 
Noncompliance with 
Provisions of Laws, 
Regulations, 
Contracts, and Grant 
Agreements, and 
Abuse

5.49 If, on the basis of conducting the procedures 
necessary to perform a review, significant deficiencies; 
material weaknesses; instances of fraud, 
noncompliance with provisions of laws, regulations, 
contracts, or grant agreements; or abuse come to the 
auditors’ attention that warrant the attention of those 
charged with governance, GAGAS requires that 
auditors should communicate such matters to audited 
entity officials. When auditors detect any instances of 
fraud, noncompliance with provisions of laws, 
regulations, contracts, or grant agreements, or abuse 
that do not warrant the attention of those charged with 
governance, the auditors’ determination of whether and 
how to communicate such instances to audited entity 
officials is a matter of professional judgment. 
Additionally, auditors should determine whether the 
existence of such matters affects the auditors’ ability to 
conduct or report on the review.
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Additional GAGAS 
Reporting 
Requirements for 
Review 
Engagements

5.50 GAGAS establishes reporting requirements for 
review engagements in addition to the requirements 
contained in the AICPA standards.107 Auditors should 
comply with these additional requirements when citing 
GAGAS in their review engagement reports. The 
additional requirements relate to 

a. reporting auditors’ compliance with GAGAS; and

b. distributing reports.108

Reporting Auditors’ 
Compliance with 
GAGAS

5.51 When auditors comply with all applicable 
requirements for a review engagement conducted in 
accordance with GAGAS, they should include a 
statement in the review report that they performed the 
engagement in accordance with GAGAS.109 Because 
GAGAS incorporates by reference the general standard 
on criteria, and the field work and reporting standards of 
the AICPA SSAEs, GAGAS does not require auditors to 
cite compliance with the AICPA standards when citing 
compliance with GAGAS. GAGAS does not prohibit 
auditors from issuing a separate report conforming only 
to the requirements of AICPA or other standards.110

Distributing Reports 5.52 Distribution of reports completed in accordance 
with GAGAS depends on the relationship of the auditors 
to the audited organization and the nature of the 

107See AICPA AT Section 101.63-101.83 and 101.88-101.90, Attest 
Engagements.
108See paragraphs 5.51 and 5.52 for additional discussion of 
paragraph 5.50 a-b.
109See paragraphs 2.24 and 2.25 for additional requirements on citing 
compliance with GAGAS.
110See AICPA AT Section 101.89d, Attest Engagements.
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information contained in the report. For GAGAS review 
engagements, if the subject matter or the assertion 
involves material that is classified for security purposes 
or contains confidential or sensitive information, 
auditors should limit the report distribution. Auditors 
should document any limitation on report distribution. 
The following discussion outlines distribution for reports 
completed in accordance with GAGAS:

a. Audit organizations in government entities should 
distribute reports to those charged with governance, to 
the appropriate audited entity officials, and to the 
appropriate oversight bodies or organizations requiring 
or arranging for the engagements. As appropriate, 
auditors should also distribute copies of the reports to 
other officials who have legal oversight authority, and to 
others authorized to receive such reports.

b. Internal audit organizations in government entities 
may also follow the Institute of Internal Auditors (IIA) 
International Standards for the Professional Practice of 
Internal Auditing.111 In accordance with GAGAS and IIA 
standards, the head of the internal audit organization 
should communicate results to the parties who can 
ensure that the results are given due consideration. If 
not otherwise mandated by statutory or regulatory 
requirements, prior to releasing results to parties 
outside the organization, the head of the internal audit 
organization should: (1) assess the potential risk to the 
organization, (2) consult with senior management or 
legal counsel as appropriate, and (3) control 
dissemination by indicating the intended users in the 
report.

111See paragraph 2.21 for additional discussion about using the IIA 
standards in conjunction with GAGAS and paragraph 2.22 for 
additional discussion about citing compliance with another set of 
standards.
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c. Public accounting firms contracted to perform a 
review engagement in accordance with GAGAS should 
clarify report distribution responsibilities with the 
engaging organization. If the contracting firm is 
responsible for the distribution, it should reach 
agreement with the party contracting for the 
engagement about which officials or organizations will 
receive the report and the steps being taken to make 
the report available to the public.

Additional GAGAS 
Considerations for 
Review 
Engagements

5.53 Due to the objectives and public accountability of 
GAGAS review engagements, additional considerations 
for review engagements performed in accordance with 
GAGAS may apply. These considerations relate to

a. establishing an understanding regarding services to 
be performed; and

b. reporting on review engagements.112

Establishing an 
Understanding 
Regarding Services to 
be Performed

5.54 The AICPA standards require auditors to establish 
an understanding with the audited entity (client) 
regarding the services to be performed for each 
attestation engagement. Such an understanding 
reduces the risk that either the auditors (practitioner) or 
the audited entity may misinterpret the needs or 
expectations of the other party. The understanding 
includes the objectives of the engagement, 
responsibilities of entity management, responsibilities of 
auditors, and limitations of the engagement.113

112See paragraphs 5.54 through 5.57 for additional discussion of 5.53 
a-b.
113See AICPA AT Section 101.46, Attest Engagements.
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5.55 Auditors often perform GAGAS engagements 
under a contract with a party other than the officials of 
the audited entity or pursuant to a third-party request. In 
such cases, auditors may also find it appropriate to 
communicate information regarding the services to be 
performed to the individuals contracting for or 
requesting the engagement. Such an understanding 
can help auditors avoid any misunderstandings 
regarding the nature of the review engagement. For 
example, review engagements only provide a moderate 
level of assurance expressed as a conclusion in the 
form of negative assurance, and, as a result, auditors 
do not perform sufficient work to be able to develop 
elements of a finding or provide recommendations that 
are common in other types of GAGAS engagements. 
Under such circumstances, for example, requesting 
parties may find that a different type of attestation 
engagement or a performance audit may provide the 
appropriate level of assurance to meet their needs.

Reporting on Review 
Engagements

5.56 The AICPA standards require that the auditors’ 
review report be in the form of a conclusion expressed 
in the form of negative assurance.114 

5.57 Because reviews are substantially less in scope 
than audits and examination engagements, it is 
important to include all required reporting elements 
contained in the SSAEs.115 For example, a required 
element of the review report is a statement that a review 
engagement is substantially less in scope than an 
examination, the objective of which is an expression of 
opinion on the subject matter, and accordingly, review 
reports express no such opinion. Including only those 
elements that the AICPA reporting standards for review 

114See AICPA AT Section 101.68, Attest Engagements.
115See AICPA AT Section 101.89, Attest Engagements.
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engagements require or permit ensures that auditors 
comply with the AICPA standards and that users of 
GAGAS reports have an understanding of the nature of 
the work performed and the results of the review 
engagement.

Agreed-Upon 
Procedures 
Engagements

Additional GAGAS 
Field Work 
Requirements for 
Agreed-Upon 
Procedures 
Engagements

5.58 GAGAS establishes a field work requirement for 
agreed-upon procedures engagements in addition to 
the requirements contained in the AICPA standards. 
Auditors should comply with this additional requirement, 
along with the relevant AICPA standards for agreed-
upon procedures engagements, when citing GAGAS in 
their agreed-upon procedures engagement reports. The 
additional requirement relates to communicating 
significant deficiencies, material weaknesses, instances 
of fraud, noncompliance with provisions of laws, 
regulations, contracts, or grant agreements, or abuse 
that comes to the auditors’ attention during an agreed-
upon procedures engagement. 
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Communicating 
Significant 
Deficiencies, Material 
Weaknesses, 
Instances of Fraud, 
Noncompliance with 
Provisions of Laws, 
Regulations, 
Contracts, and Grant 
Agreements, and 
Abuse

5.59 If, on the basis of conducting the procedures 
necessary to perform an agreed-upon procedures 
engagement,116 significant deficiencies, material 
weaknesses, instances of fraud, noncompliance with 
provisions of laws, regulations, contracts, or grant 
agreements, or abuse come to the auditors’ attention 
that warrant the attention of those charged with 
governance, GAGAS requires that auditors should 
communicate such matters to audited entity officials. 
When auditors detect any instances of fraud, 
noncompliance with provisions of laws, regulations, 
contracts, or grant agreements, or abuse that do not 
warrant the attention of those charged with governance, 
the auditors’ determination of whether and how to 
communicate such instances to audited entity officials is 
a matter of professional judgment. Additionally, auditors 
should determine whether the existence of such matters 
affects the auditors’ ability to conduct or report on the 
agreed-upon procedures engagement.

Additional GAGAS 
Reporting 
Requirements for 
Agreed-Upon 
Procedures 
Engagements

5.60 GAGAS establishes reporting requirements for 
agreed-upon procedures engagements in addition to 
the requirements contained in the AICPA standards.117 
Auditors should comply with these additional 
requirements when citing GAGAS in their agreed-upon 
procedures engagement reports. The additional 
requirements relate to 

a. reporting auditors’ compliance with GAGAS; and 

116See AICPA AT Section 201.03, Agreed-Upon Procedures 
Engagements.
117See AICPA AT Section 201.31-201.36, Agreed-Upon Procedures 
Engagements.
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b. distributing reports.118

Reporting Auditors’ 
Compliance with 
GAGAS

5.61 When auditors comply with all applicable GAGAS 
requirements for agreed-upon procedures 
engagements, they should include a statement in the 
agreed-upon procedures engagement report that they 
performed the engagement in accordance with 
GAGAS.119 Because GAGAS incorporates by reference 
the AICPA’s general attestation standard on criteria, the 
field work and reporting attestation standards, and the 
corresponding SSAEs, GAGAS does not require 
auditors to cite compliance with the AICPA standards 
when citing compliance with GAGAS. GAGAS does not 
prohibit auditors from issuing a separate report 
conforming only to the requirements of AICPA or other 
standards.120

Distributing Reports 5.62 Distribution of reports completed in accordance 
with GAGAS depends on the relationship of the auditors 
to the audited organization and the nature of the 
information contained in the report. For GAGAS agreed-
upon procedures engagements, if the subject matter or 
the assertion involves material that is classified for 
security purposes or contains confidential or sensitive 
information, auditors should limit the report distribution. 
Auditors should document any limitation on report 
distribution. The following discussion outlines 
distribution for reports completed in accordance with 
GAGAS:

118See paragraphs 5.61 and 5.62 for additional discussion of 
paragraph 5.60 a-b.
119See paragraphs 2.24 and 2.25 for additional requirements on citing 
compliance with GAGAS.
120See AICPA AT Section 201.31 g, Agreed-Upon Procedures 
Engagements.
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a. Audit organizations in government entities should 
distribute reports to those charged with governance, to 
the appropriate audited entity officials, and to the 
appropriate oversight bodies or organizations requiring 
or arranging for the engagements. As appropriate, 
auditors should also distribute copies of the reports to 
other officials who have legal oversight authority, and to 
others authorized to receive such reports.

b. Internal audit organizations in government entities 
may also follow the Institute of Internal Auditors (IIA) 
International Standards for the Professional Practice of 
Internal Auditing.121 In accordance with GAGAS and IIA 
standards, the head of the internal audit organization 
should communicate results to the parties who can 
ensure that the results are given due consideration. If 
not otherwise mandated by statutory or regulatory 
requirements, prior to releasing results to parties 
outside the organization, the head of the internal audit 
organization should: (1) assess the potential risk to the 
organization, (2) consult with senior management or 
legal counsel as appropriate, and (3) control 
dissemination by indicating the intended users in the 
report.

c. Public accounting firms contracted to perform an 
agreed-upon procedures engagement in accordance 
with GAGAS should clarify report distribution 
responsibilities with the engaging organization. If the 
contracting firm is responsible for the distribution, it 
should reach agreement with the party contracting for 
the engagement about which officials or organizations 
will receive the report and the steps being taken to 
make the report available to the public.

121See paragraph 2.21 for additional discussion about using the IIA 
standards in conjunction with GAGAS and paragraph 2.22 for 
additional discussion about citing compliance with another set of 
standards.
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Additional GAGAS 
Considerations for 
Agreed-Upon 
Procedures 
Engagements

5.63 Due to the objectives and public accountability of 
GAGAS agreed-upon procedures engagements, 
additional considerations for agreed-upon procedures 
engagements performed in accordance with GAGAS 
may apply. These considerations relate to

a. establishing an understanding regarding services to 
be performed; and

b. reporting on agreed-upon procedures 
engagements.122

Establishing an 
Understanding 
Regarding Services to 
be Performed

5.64 The AICPA standards require auditors to establish 
an understanding with the audited entity (client) 
regarding the services to be performed for each 
attestation engagement. Such an understanding 
reduces the risk that either the auditors (practitioner) or 
the audited entity may misinterpret the needs or 
expectations of the other party. The understanding 
includes the objectives of the engagement, 
responsibilities of entity management, responsibilities of 
auditors, and limitations of the engagement.123

5.65 Auditors often perform GAGAS engagements 
under a contract with a party other than the officials of 
the audited entity or pursuant to a third-party request. In 
such cases, auditors may also find it appropriate to 
communicate information regarding the services to be 
performed to the individuals contracting for or 
requesting the engagement. Such an understanding 
can help auditors avoid any misunderstandings 
regarding the nature of the agreed-upon procedures 

122See paragraphs 5.64 through 5.67 for additional discussion of 
paragraph 5.63 a-b.
123See AICPA AT Sections 101.46, Attest Engagements, and 201.10, 
Agreed-Upon Procedures Engagements.
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engagement. For example, agreed-upon procedures 
engagements provide neither a high nor moderate level 
of assurance, and, as a result, auditors do not perform 
sufficient work to be able to develop elements of a 
finding or provide recommendations that are common in 
other types of GAGAS engagements. Under such 
circumstances, for example, requesting parties may find 
that a different type of attestation engagement or a 
performance audit may provide the appropriate level of 
assurance to meet their needs.

Reporting on Agreed-
Upon Procedures 
Engagements

5.66 The AICPA standards require that the auditors’ 
report on agreed-upon procedures engagements be in 
the form of procedures and findings and specifies the 
required elements to be contained in the report.124 

5.67 Because GAGAS agreed-upon procedures 
engagements are substantially less in scope than audits 
and examination engagements, it is important not to 
deviate from the required reporting elements contained 
in the SSAEs. For example, a required element of the 
report on agreed-upon procedures is a statement that 
the auditors were not engaged to and did not conduct 
an examination or a review of the subject matter, the 
objectives of which would be the expression of an 
opinion or limited assurance and that if the auditors had 
performed additional procedures, other matters might 
have come to their attention that would have been 
reported.125 Another required element is a statement 
that the sufficiency of the procedures is solely the 
responsibility of the specified parties and a disclaimer of

124See AICPA AT Section 201.31, Agreed-Upon Procedures 
Engagements.
125See AICPA AT Section 201.31k, Agreed-Upon Procedures 
Engagements.
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responsibility for the sufficiency of those procedures.126 
Including only those elements that the AICPA reporting 
standards for agreed-upon procedure engagements 
require or permit ensures that auditors comply with the 
AICPA standards and that users of GAGAS reports 
have an understanding of the nature of the work 
performed and the results of the agreed-upon 
procedures engagement.

126See AICPA AT Section 201.31h and 201.11-201.14, Agreed-Upon 
Procedures Engagements.
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Field Work Standards for Performance 
Audits Chapter 6

Introduction 6.01 This chapter contains field work requirements and 
guidance for performance audits conducted in 
accordance with generally accepted government 
auditing standards (GAGAS). The purpose of field work 
requirements is to establish an overall approach for 
auditors to apply in obtaining reasonable assurance that 
the evidence is sufficient and appropriate to support the 
auditors’ findings and conclusions. The field work 
requirements for performance audits relate to planning 
the audit; supervising staff; obtaining sufficient, 
appropriate evidence; and preparing audit 
documentation. The concepts of reasonable assurance, 
significance, and audit risk form a framework for 
applying these requirements and are included 
throughout the discussion of performance audits.

6.02 For performance audits conducted in accordance 
with GAGAS, the requirements and guidance in 
chapters 1 through 3, 6, and 7 apply.

Reasonable 
Assurance

6.03 In performance audits that comply with GAGAS, 
auditors obtain reasonable assurance that evidence is 
sufficient and appropriate to support the auditors’ 
findings and conclusions in relation to the audit 
objectives.127 Thus, the sufficiency and appropriateness 
of evidence needed and tests of evidence will vary 
based on the audit objectives, findings, and 
conclusions. Objectives for performance audits range 
from narrow to broad and involve varying types and 
quality of evidence. In some engagements, sufficient, 
appropriate evidence is available, but in others, 
information may have limitations. Professional judgment 
assists auditors in determining the audit scope and 
methodology needed to address the audit objectives, 

127See paragraphs 2.11 and A2.02 for additional discussion of 
performance audit objectives. 
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and in evaluating whether sufficient, appropriate 
evidence has been obtained to address the audit 
objectives.

Significance in a 
Performance Audit

6.04 The concept of significance assists auditors 
throughout a performance audit, including when 
deciding the type and extent of audit work to perform, 
when evaluating results of audit work, and when 
developing the report and related findings and 
conclusions. Significance is defined as the relative 
importance of a matter within the context in which it is 
being considered, including quantitative and qualitative 
factors. Such factors include the magnitude of the 
matter in relation to the subject matter of the audit, the 
nature and effect of the matter, the relevance of the 
matter, the needs and interests of an objective third 
party with knowledge of the relevant information, and 
the impact of the matter to the audited program or 
activity. Professional judgment assists auditors when 
evaluating the significance of matters within the context 
of the audit objectives. In the performance audit 
requirements, the term “significant” is comparable to the 
term “material” as used in the context of financial 
statement engagements.

Audit Risk 6.05 Audit risk is the possibility that the auditors’ 
findings, conclusions, recommendations, or assurance 
may be improper or incomplete, as a result of factors 
such as evidence that is not sufficient and/or 
appropriate, an inadequate audit process, or intentional 
omissions or misleading information due to 
misrepresentation or fraud. The assessment of audit 
risk involves both qualitative and quantitative 
considerations. Factors impacting audit risk include the 
time frames, complexity, or sensitivity of the work; size 
of the program in terms of dollar amounts and number 
of citizens served; adequacy of the audited entity’s 
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systems and processes to detect inconsistencies, 
significant errors, or fraud; and auditors’ access to 
records. Audit risk includes the risk that auditors will not 
detect a mistake, inconsistency, significant error, or 
fraud in the evidence supporting the audit. Audit risk 
can be reduced by taking actions such as increasing the 
scope of work; adding specialists, additional reviewers, 
and other resources to perform the audit; changing the 
methodology to obtain additional evidence, higher 
quality evidence, or alternative forms of corroborating 
evidence; or aligning the findings and conclusions to 
reflect the evidence obtained.

Planning 6.06 Auditors must adequately plan and document the 
planning of the work necessary to address the audit 
objectives.

6.07 Auditors must plan the audit to reduce audit risk to 
an appropriate level for the auditors to obtain 
reasonable assurance that the evidence is sufficient 
and appropriate128 to support the auditors’ findings and 
conclusions. This determination is a matter of 
professional judgment. In planning the audit, auditors 
should assess significance and audit risk and apply 
these assessments in defining the audit objectives and 
the scope and methodology to address those 
objectives. Planning is a continuous process throughout 
the audit. Therefore, auditors may need to adjust the 
audit objectives, scope, and methodology as work is 
being completed. In situations where the audit 
objectives are established by statute or legislative 
oversight, auditors may not have latitude to define or 
adjust the audit objectives or scope.

128See paragraphs 6.56 through 6.72 for a discussion about assessing 
the sufficiency and appropriateness of evidence.
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6.08 The objectives are what the audit is intended to 
accomplish. They identify the audit subject matter and 
performance aspects to be included, and may also 
include the potential findings and reporting elements 
that the auditors expect to develop. Audit objectives can 
be thought of as questions about the program that the 
auditors seek to answer based on evidence obtained 
and assessed against criteria. The term “program” is 
used in GAGAS to include government entities, 
organizations, programs, activities, and functions.

6.09 Scope is the boundary of the audit and is directly 
tied to the audit objectives. The scope defines the 
subject matter that the auditors will assess and report 
on, such as a particular program or aspect of a 
program, the necessary documents or records, the 
period of time reviewed, and the locations that will be 
included.

6.10 The methodology describes the nature and extent 
of audit procedures for gathering and analyzing 
evidence to address the audit objectives. Audit 
procedures are the specific steps and tests auditors 
perform to address the audit objectives. Auditors should 
design the methodology to obtain reasonable 
assurance that the evidence is sufficient and 
appropriate to support the auditors’ findings and 
conclusions in relation to the audit objectives and to 
reduce audit risk to an acceptable level. 

6.11 Auditors should assess audit risk and significance 
within the context of the audit objectives by gaining an 
understanding of the following:

a. the nature and profile of the programs and the needs 
of potential users of the audit report;

b. internal control as it relates to the specific objectives 
and scope of the audit;
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c. information systems controls for purposes of 
assessing audit risk and planning the audit within the 
context of the audit objectives;

d. provisions of laws, regulations, contracts, and grant 
agreements, and potential fraud, and abuse that are 
significant within the context of the audit objectives; 

e. ongoing investigations or legal proceedings within the 
context of the audit objectives; and

f. the results of previous audits and attestation 
engagements that directly relate to the current audit 
objectives.129

6.12 During planning, auditors should also

a. identify the potential criteria needed to evaluate 
matters subject to audit;

b. identify sources of audit evidence and determine the 
amount and type of evidence needed given audit risk 
and significance;

c. evaluate whether to use the work of other auditors 
and specialists to address some of the audit objectives;

d. assign sufficient staff and specialists with adequate 
collective professional competence and identify other 
resources needed to perform the audit;

e. communicate about planning and performance of the 
audit to management officials, those charged with 
governance, and others as applicable; and

129See paragraphs 6.13 through 6.36 for additional discussion of 
6.11 a-f.
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f. prepare a written audit plan.130 

Nature and Profile of 
the Program and 
User Needs

6.13 Auditors should obtain an understanding of the 
nature of the program or program component under 
audit and the potential use that will be made of the audit 
results or report as they plan a performance audit. The 
nature and profile of a program include

a. visibility, sensitivity, and relevant risks associated with 
the program under audit;

b. age of the program or changes in its conditions;

c. the size of the program in terms of total dollars, 
number of citizens affected, or other measures;

d. level and extent of review or other forms of 
independent oversight;

e. program’s strategic plan and objectives; and

f. external factors or conditions that could directly affect 
the program.

6.14 One group of users of the auditors’ report is 
government officials who may have authorized or 
requested the audit. Other important users of the 
auditors’ report are the audited entity, those responsible 
for acting on the auditors’ recommendations, oversight 
organizations, and legislative bodies. Other potential 
users of the auditors’ report include government 
legislators or officials (other than those who may have 
authorized or requested the audit), the media, interest 
groups, and individual citizens. In addition to an interest 

130See paragraphs 6.37 through 6.52 for additional discussion of 
6.12 a-f.
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in the program, potential users may have an ability to 
influence the conduct of the program. An awareness of 
these potential users’ interests and influence can help 
auditors judge whether possible findings could be 
significant to relevant users.

6.15 Obtaining an understanding of the program under 
audit helps auditors to assess the relevant risks 
associated with the program and the impact of the risks 
on the audit objectives, scope, and methodology. The 
auditors’ understanding may come from knowledge they 
already have about the program or knowledge they gain 
from inquiries, observations, and reviewing documents 
while planning the audit. The extent and breadth of 
those inquiries and observations will vary among audits 
based on the audit objectives, as will the need to 
understand individual aspects of the program, such as 
the following:

a. Provisions of laws, regulations, contracts and grant 
agreements: Government programs are usually created 
by law and are subject to specific laws and regulations. 
Laws and regulations usually set forth what is to be 
done, who is to do it, the purpose to be achieved, the 
population to be served, and related funding guidelines 
or restrictions. Government programs may also be 
subject to contracts or grant agreements. Thus, 
understanding the laws and legislative history 
establishing a program and the provisions of any 
contracts or grant agreements is essential to 
understanding the program itself. Obtaining that 
understanding is also a necessary step in identifying the 
provisions of laws, regulations, contracts, or grant 
agreements that are significant within the context of the 
audit objectives.

b. Purpose and goals: Purpose is the result or effect 
that is intended or desired from a program’s operation. 
Legislatures usually establish the program’s purpose 
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when they provide authority for the program. Entity 
officials may provide more detailed information on the 
program’s purpose to supplement the authorizing 
legislation. Entity officials are sometimes asked to set 
goals for program performance and operations, 
including both output and outcome goals. Auditors may 
use the stated program purpose and goals as criteria for 
assessing program performance or may develop 
additional criteria to use when assessing performance.

c. Internal control: Internal control, sometimes referred 
to as management control, in the broadest sense 
includes the plan, policies, methods, and procedures 
adopted by management to meet its missions, goals, 
and objectives. Internal control includes the processes 
for planning, organizing, directing, and controlling 
program operations. It includes the systems for 
measuring, reporting, and monitoring program 
performance. Internal control serves as a defense in 
safeguarding assets and in preventing and detecting 
errors; fraud; noncompliance with provisions of laws, 
regulations, contracts or grant agreements; or abuse.131 

d. Inputs: Inputs are the amount of resources (in terms 
of money, material, personnel, etc.) that are put into a 
program. These resources may come from within or 
outside the entity operating the program. Measures of 
inputs can have a number of dimensions, such as cost, 
timing, and quality. Examples of measures of inputs are 
dollars spent, employee-hours expended, and square 
feet of building space.

e. Program operations: Program operations are the 
strategies, processes, and activities management uses 

131See paragraphs 6.16 through 6.27 for guidance pertaining to 
internal control.
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to convert inputs into outputs. Program operations may 
be subject to internal control.

f. Outputs: Outputs represent the quantity of goods or 
services produced by a program. For example, an 
output measure for a job training program could be the 
number of persons completing training, and an output 
measure for an aviation safety inspection program 
could be the number of safety inspections completed.

g. Outcomes: Outcomes are accomplishments or 
results of a program. For example, an outcome 
measure for a job training program could be the 
percentage of trained persons obtaining a job and still in 
the work place after a specified period of time. An 
example of an outcome measure for an aviation safety 
inspection program could be the percentage reduction 
in safety problems found in subsequent inspections or 
the percentage of problems deemed corrected in follow-
up inspections. Such outcome measures show the 
progress made in achieving the stated program purpose 
of helping unemployable citizens obtain and retain jobs, 
and improving the safety of aviation operations. 
Outcomes may be influenced by cultural, economic, 
physical, or technological factors outside the program. 
Auditors may use approaches drawn from other 
disciplines, such as program evaluation, to isolate the 
effects of the program from these other influences. 
Outcomes also include unexpected and/or unintentional 
effects of a program, both positive and negative.
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Internal Control 6.16 Auditors should obtain an understanding of internal 
control132 that is significant within the context of the 
audit objectives. For internal control that is significant 
within the context of the audit objectives, auditors 
should assess whether internal control has been 
properly designed and implemented and should 
perform procedures designed to obtain sufficient, 
appropriate evidence to support their assessment about 
the effectiveness of those controls. Information systems 
controls are often an integral part of an entity’s internal 
control. The effectiveness of significant internal controls 
is frequently dependent on the effectiveness of 
information systems controls. Thus, when obtaining an 
understanding of internal control significant to the audit 
objectives, auditors should also determine whether it is 
necessary to evaluate information systems controls.133 

6.17 The effectiveness of internal control that is 
significant within the context of the audit objectives can 
affect audit risk. Consequently, auditors may determine 
that it is necessary to modify the nature, timing, or 
extent of the audit procedures based on the auditors’ 
assessment of internal control and the results of internal 
control testing. For example, poorly controlled aspects 
of a program have a higher risk of failure, so auditors 
may choose to focus more efforts in these areas. 
Conversely, effective controls at the audited entity may 
enable the auditors to limit the extent and type of audit 
testing needed.

6.18 Auditors may obtain an understanding of internal 
control through inquiries, observations, inspection of 
documents and records, review of other auditors’ 

132See paragraphs A.03 and A.04 for additional discussion on internal 
control. 
133See paragraphs 6.23 through 6.27 for additional discussion on 
evaluating the effectiveness of information systems controls.
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reports, or direct tests. The nature and extent of 
procedures auditors perform to obtain an understanding 
of internal control may vary among audits based on 
audit objectives, audit risk, known or potential internal 
control deficiencies, and the auditors’ knowledge about 
internal control gained in prior audits.

6.19 The following discussion of the principal types of 
internal control objectives is intended to help auditors 
better understand internal controls and determine 
whether or to what extent they are significant to the 
audit objectives.

a. Effectiveness and efficiency of program operations: 
Controls over program operations include policies and 
procedures that the audited entity has implemented to 
provide reasonable assurance that a program meets its 
objectives, while considering cost-effectiveness and 
efficiency. Understanding these controls can help 
auditors understand the program operations that 
convert inputs to outputs and outcomes.

b. Relevance and reliability of information: Controls 
over the relevance and reliability of information include 
policies and procedures that officials of the audited 
entity have implemented to provide themselves 
reasonable assurance that operational and financial 
information they use for decision making and reporting 
externally is relevant and reliable and fairly disclosed in 
reports. Understanding these controls can help auditors 
(1) assess the risk that the information gathered by the 
entity may not be relevant or reliable and (2) design 
appropriate tests of the information considering the 
audit objectives.

c. Compliance with applicable laws, regulations, 
contracts, and grant agreements: Controls over 
compliance include policies and procedures that the 
audited entity has implemented to provide reasonable 
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assurance that program implementation is in 
accordance with provisions of laws, regulations, 
contracts, and grant agreements. Understanding the 
relevant controls concerning compliance with those 
laws, regulations, contracts or grant agreements that 
the auditors have determined are significant within the 
context of the audit objectives can help them assess the 
risk of noncompliance with provisions of laws, 
regulations, contracts, or grant agreements, or abuse.

6.20 A subset of these categories of internal control 
objectives is the safeguarding of assets and resources. 
Controls over the safeguarding of assets and resources 
include policies and procedures that the audited entity 
has implemented to reasonably prevent or promptly 
detect unauthorized acquisition, use, or disposition of 
assets and resources.

6.21 In performance audits, a deficiency in internal 
control134 exists when the design or operation of a 
control does not allow management or employees, in 
the normal course of performing their assigned 
functions, to prevent, or detect and correct 
(1) impairments of effectiveness or efficiency of 
operations, (2) misstatements in financial or 
performance information, or (3) noncompliance with 
provisions of laws, regulations, contracts, or grant 
agreements on a timely basis. A deficiency in design 
exists when (a) a control necessary to meet the control 
objective is missing or (b) an existing control is not 
properly designed so that, even if the control operates 
as designed, the control objective is not met. A 
deficiency in operation exists when a properly designed 
control does not operate as designed, or when the 
person performing the control does not possess the 

134See paragraph A.05 for additional discussion of internal control 
deficiencies.
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necessary authority or qualifications to perform the 
control effectively.

6.22 Internal auditing is an important part of overall 
governance, accountability, and internal control. A key 
role of many internal audit organizations is to provide 
assurance that internal controls are in place to 
adequately mitigate risks and achieve program goals 
and objectives. The auditor may determine that it is 
appropriate to use the work of the internal auditors in 
the auditor’s assessment of the effectiveness of design 
or operation of internal controls that are significant 
within the context of the audit objectives.135 

Information Systems 
Controls

6.23 Understanding information systems controls is 
important when information systems are used 
extensively throughout the program under audit and the 
fundamental business processes related to the audit 
objectives rely on information systems. Information 
systems controls consist of those internal controls that 
are dependent on information systems processing and 
include general controls, application controls, and user 
controls.

a. Information systems general controls (entitywide, 
system, and application levels) are the policies and 
procedures that apply to all or a large segment of an 
entity’s information systems. General controls help 
ensure the proper operation of information systems by 
creating the environment for proper operation of 
application controls. General controls include security 
management, logical and physical access, configuration 
management, segregation of duties, and contingency 
planning. 

135See paragraphs 6.40 through 6.44 for standards and guidance for 
using the work of other auditors.
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b. Application controls, sometimes referred to as 
business process controls, are those controls that are 
incorporated directly into computer applications to help 
ensure the validity, completeness, accuracy, and 
confidentiality of transactions and data during 
application processing. Application controls include 
controls over input, processing, output, master file, 
interface, and data management system controls.

c. User controls are portions of controls that are 
performed by people interacting with information 
system controls. A user control is an information system 
control if its effectiveness depends on information 
systems processing or the reliability (accuracy, 
completeness, and validity) of information processed by 
information systems.

6.24 An organization’s use of information systems 
controls may be extensive; however, auditors are 
primarily interested in those information systems 
controls that are significant to the audit objectives. 
Information systems controls are significant to the audit 
objectives if auditors determine that it is necessary to 
evaluate the effectiveness of information systems 
controls in order to obtain sufficient, appropriate 
evidence. When information systems controls are 
determined to be significant to the audit objectives or 
when the effectiveness of significant controls is 
dependent on the effectiveness of information systems 
controls, auditors should then evaluate the design and 
operating effectiveness of such controls. This 
evaluation would include other information systems 
controls that impact the effectiveness of the significant 
controls or the reliability of information used in 
performing the significant controls. Auditors should 
obtain a sufficient understanding of information systems
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controls necessary to assess audit risk and plan the 
audit within the context of the audit objectives.136

6.25 Audit procedures to evaluate the effectiveness of 
significant information systems controls include 
(1) gaining an understanding of the system as it relates 
to the information and (2) identifying and evaluating the 
general, application, and user controls that are critical to 
providing assurance over the reliability of the 
information required for the audit.

6.26 The evaluation of information systems controls 
may be done in conjunction with the auditors’ 
consideration of internal control within the context of the 
audit objectives137 or as a separate audit objective or 
audit procedure, depending on the objectives of the 
audit. Depending on the significance of information 
systems controls to the audit objectives, the extent of 
audit procedures to obtain such an understanding may 
be limited or extensive. In addition, the nature and 
extent of audit risk related to information systems 
controls are affected by the nature of the hardware and 
software used, the configuration of the entity’s systems 
and networks, and the entity’s information systems 
strategy.

6.27 Auditors should determine which audit procedures 
related to information systems controls are needed to 
obtain sufficient, appropriate evidence to support the 
audit findings and conclusions. The following factors 
may assist auditors in making this determination:

136Refer to additional criteria and guidance in Federal Information 
System Controls Audit Manual (FISCAM), GAO-09-232G 
(Washington, D.C.: February 2009) and IT Standards, Guidelines, and 
Tools and Techniques for Audit and Assurance and Control 
Professionals, published by ISACA.
137See paragraphs 6.16 through 6.22 for additional discussion on 
internal control.
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a. The extent to which internal controls that are 
significant to the audit depend on the reliability of 
information processed or generated by information 
systems.

b. The availability of evidence outside the information 
system to support the findings and conclusions: It may 
not be possible for auditors to obtain sufficient, 
appropriate evidence without evaluating the 
effectiveness of relevant information systems controls. 
For example, if information supporting the findings and 
conclusions is generated by information systems or its 
reliability is dependent on information systems controls, 
there may not be sufficient supporting or corroborating 
information or documentary evidence that is available 
other than that produced by the information systems.

c. The relationship of information systems controls to 
data reliability: To obtain evidence about the reliability of 
computer-generated information, auditors may decide 
to evaluate the effectiveness of information systems 
controls as part of obtaining evidence about the 
reliability of the data. If the auditor concludes that 
information systems controls are effective, the auditor 
may reduce the extent of direct testing of data.

d. Evaluating the effectiveness of information systems 
controls as an audit objective: When evaluating the 
effectiveness of information systems controls is directly 
a part of an audit objective, auditors should test 
information systems controls necessary to address the 
audit objectives. For example, the audit may involve the 
effectiveness of information systems controls related to 
certain systems, facilities, or organizations.
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Provisions of Laws, 
Regulations, 
Contracts, and Grant 
Agreements, Fraud, 
and Abuse

Provisions of Laws, 
Regulations, Contracts, 
and Grant Agreements

6.28 Auditors should identify any provisions of laws, 
regulations, contracts or grant agreements that are 
significant within the context of the audit objectives and 
assess the risk that noncompliance with provisions of 
laws, regulations, contracts or grant agreements could 
occur.138 Based on that risk assessment, the auditors 
should design and perform procedures to obtain 
reasonable assurance of detecting instances of 
noncompliance with provisions of laws, regulations, 
contracts, or grant agreements that are significant 
within the context of the audit objectives.

6.29 The auditors’ assessment of audit risk may be 
affected by such factors as the complexity or newness 
of the laws, regulations, contracts or grant agreements. 
The auditors’ assessment of audit risk also may be 
affected by whether the entity has controls that are 
effective in preventing or detecting noncompliance with 
provisions of laws, regulations, contracts, or grant 
agreements. If auditors obtain sufficient, appropriate 
evidence of the effectiveness of these controls, they can 
reduce the extent of their tests of compliance.

Fraud 6.30 In planning the audit, auditors should assess risks 
of fraud occurring that is significant within the context of 
the audit objectives.139 Fraud involves obtaining 
something of value through willful misrepresentation. 

138See paragraphs A.11 through A.13 for additional discussion on the 
significance of provisions of laws, regulations, contracts, or grant 
agreements. 
139See paragraph A.10 for examples of indicators of fraud risk. 
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Whether an act is, in fact, fraud is a determination to be 
made through the judicial or other adjudicative system 
and is beyond auditors’ professional responsibility. Audit 
team members should discuss among the team fraud 
risks, including factors such as individuals’ incentives or 
pressures to commit fraud, the opportunity for fraud to 
occur, and rationalizations or attitudes that could allow 
individuals to commit fraud. Auditors should gather and 
assess information to identify risks of fraud that are 
significant within the scope of the audit objectives or 
that could affect the findings and conclusions. For 
example, auditors may obtain information through 
discussion with officials of the audited entity or through 
other means to determine the susceptibility of the 
program to fraud, the status of internal controls the 
audited entity has established to prevent and detect 
fraud, or the risk that officials of the audited entity could 
override internal control. An attitude of professional 
skepticism in assessing these risks assists auditors in 
assessing which factors or risks could significantly 
affect the audit objectives.

6.31 When auditors identify factors or risks related to 
fraud that has occurred or is likely to have occurred that 
they believe are significant within the context of the 
audit objectives, they should design procedures to 
obtain reasonable assurance of detecting any such 
fraud. Assessing the risk of fraud is an ongoing process 
throughout the audit and relates not only to planning the 
audit but also to evaluating evidence obtained during 
the audit.

6.32 When information comes to the auditors’ attention 
indicating that fraud, significant within the context of the 
audit objectives, may have occurred, auditors should 
extend the audit steps and procedures, as necessary, to 
(1) determine whether fraud has likely occurred and 
(2) if so, determine its effect on the audit findings. If the 
fraud that may have occurred is not significant within 
the context of the audit objectives, the auditors may 
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conduct additional audit work as a separate 
engagement, or refer the matter to other parties with 
oversight responsibility or jurisdiction.

Abuse 6.33 Abuse involves behavior that is deficient or 
improper when compared with behavior that a prudent 
person would consider reasonable and necessary 
business practice given the facts and circumstances. 
Abuse also includes misuse of authority or position for 
personal financial interests or those of an immediate or 
close family member or business associate.140 Abuse 
does not necessarily involve fraud, noncompliance with 
provisions of laws, regulations, contracts, or grant 
agreements.

6.34 Because the determination of abuse is subjective, 
auditors are not required to detect abuse in 
performance audits. However, as part of a GAGAS 
audit, if auditors become aware of abuse that could be 
quantitatively or qualitatively significant to the program 
under audit, auditors should apply audit procedures 
specifically directed to ascertain the potential effect on 
the program under audit within the context of the audit 
objectives. After performing additional work, auditors 
may discover that the abuse represents potential fraud 
or noncompliance with provisions of laws, regulations, 
contracts, or grant agreements. 

Ongoing 
Investigations and 
Legal Proceedings

6.35 Avoiding interference with investigations or legal 
proceedings is important in pursuing indications of 
fraud, noncompliance with provisions of laws, 
regulations, contracts or grant agreements, or abuse. 
Laws, regulations, and policies may require auditors to 
report indications of certain types of fraud, 
noncompliance with provisions of laws, regulations,

140See A.08 for additional examples of abuse.
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contracts, or grant agreements, or abuse to law 
enforcement or investigatory authorities before 
performing additional audit procedures. When 
investigations or legal proceedings are initiated or in 
process, auditors should evaluate the impact on the 
current audit. In some cases, it may be appropriate for 
the auditors to work with investigators or legal 
authorities, or withdraw from or defer further work on 
the audit or a portion of the audit to avoid interfering 
with an ongoing investigation or legal proceeding.

Previous Audits and 
Attestation 
Engagements

6.36 Auditors should evaluate whether the audited 
entity has taken appropriate corrective action to 
address findings and recommendations from previous 
engagements that are significant within the context of 
the audit objectives. When planning the audit, auditors 
should ask management of the audited entity to identify 
previous audits, attestation engagements, performance 
audits, or other studies that directly relate to the 
objectives of the audit, including whether related 
recommendations have been implemented. Auditors 
should use this information in assessing risk and 
determining the nature, timing, and extent of current 
audit work, including determining the extent to which 
testing the implementation of the corrective actions is 
applicable to the current audit objectives.

Identifying Audit 
Criteria 

6.37 Auditors should identify criteria. Criteria represent 
the laws, regulations, contracts, grant agreements, 
standards, specific requirements, measures, expected 
performance, defined business practices, and 
benchmarks against which performance is compared or 
evaluated. Criteria identify the required or desired state 
or expectation with respect to the program or operation. 
Criteria provide a context for evaluating evidence and 
understanding the findings, conclusions, and 
recommendations included in the report. Auditors 
should use criteria that are relevant to the audit 
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objectives and permit consistent assessment of the 
subject matter.141 

Identifying Sources 
of Evidence and the 
Amount and Type of 
Evidence Required

6.38 Auditors should identify potential sources of 
information that could be used as evidence. Auditors 
should determine the amount and type of evidence 
needed to obtain sufficient, appropriate evidence to 
address the audit objectives and adequately plan audit 
work.

6.39 If auditors believe that it is likely that sufficient, 
appropriate evidence will not be available, they may 
revise the audit objectives or modify the scope and 
methodology and determine alternative procedures to 
obtain additional evidence or other forms of evidence to 
address the current audit objectives. Auditors should 
also evaluate whether the lack of sufficient, appropriate 
evidence is due to internal control deficiencies or other 
program weaknesses, and whether the lack of 
sufficient, appropriate evidence could be the basis for 
audit findings.142 

Using the Work of 
Others

6.40 Auditors should determine whether other auditors 
have conducted, or are conducting, audits of the 
program that could be relevant to the current audit 
objectives. The results of other auditors’ work may be 
useful sources of information for planning and 
performing the audit. If other auditors have identified 
areas that warrant further audit work or follow-up, their 
work may influence the auditors’ selection of objectives, 
scope, and methodology.

141See paragraph A6.02 for examples of criteria.
142See paragraphs 6.56 through 6.72 for standards concerning 
evidence.
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6.41 If other auditors have completed audit work related 
to the objectives of the current audit, the current 
auditors may be able to use the work of the other 
auditors to support findings or conclusions for the 
current audit and, thereby, avoid duplication of efforts. If 
auditors use the work of other auditors, they should 
perform procedures that provide a sufficient basis for 
using that work. Auditors should obtain evidence 
concerning the other auditors’ qualifications and 
independence and should determine whether the 
scope, quality, and timing of the audit work performed 
by the other auditors is adequate for reliance in the 
context of the current audit objectives. Procedures that 
auditors may perform in making this determination 
include reviewing the other auditors’ report, audit plan, 
or audit documentation, and/or performing tests of the 
other auditors’ work. The nature and extent of evidence 
needed will depend on the significance of the other 
auditors’ work to the current audit objectives and the 
extent to which the auditors will use that work.143 

6.42 Some audits may necessitate the use of 
specialized techniques or methods that require the skills 
of a specialist. Specialists to whom this section applies 
include, but are not limited to, actuaries, appraisers, 
attorneys, engineers, environmental consultants, 
medical professionals, statisticians, geologists, and 
information technology experts. If auditors intend to use 
the work of specialists, they should assess the 
professional qualifications and independence of the 
specialists. 

6.43 Auditors’ assessment of professional qualifications 
of the specialist involves the following:

143See paragraph 3.107 for additional discussion on using the work of 
other auditors and peer review reports.
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a. the professional certification, license, or other 
recognition of the competence of the specialist in his or 
her field, as appropriate;

b. the reputation and standing of the specialist in the 
views of peers and others familiar with the specialist’s 
capability or performance;

c. the specialist’s experience and previous work in the 
subject matter; and

d. the auditors’ prior experience in using the specialist’s 
work.

6.44 Auditors’ assessment of the independence of 
specialists who perform audit work includes identifying 
threats and applying any necessary safeguards in the 
same manner as they would for auditors performing 
work on those audits.144

Assigning Staff and 
Other Resources

6.45 Audit management should assign sufficient staff 
and specialists with adequate collective professional 
competence to perform the audit.145 Staffing an audit 
includes, among other things:

a. assigning staff and specialists with the collective 
knowledge, skills, and experience appropriate for the 
job,

b. assigning a sufficient number of staff and supervisors 
to the audit,

144See paragraphs 3.02 through 3.26 for additional discussion related 
to independence and applying the conceptual framework approach to 
independence.
145See paragraphs 3.72 and 3.79 through 3.81 for additional 
discussion of using specialists in a GAGAS audit.
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c. providing for on-the-job training of staff, and

d. engaging specialists when necessary.

6.46 If planning to use the work of a specialist, auditors 
should document the nature and scope of the work to 
be performed by the specialist, including

a. the objectives and scope of the specialist’s work,

b. the intended use of the specialist’s work to support 
the audit objectives,

c. the specialist’s procedures and findings so they can 
be evaluated and related to other planned audit 
procedures, and

d. the assumptions and methods used by the specialist.

Communicating with 
Management, Those 
Charged with 
Governance, and 
Others

6.47 Auditors should communicate an overview of the 
objectives, scope, and methodology and the timing of 
the performance audit and planned reporting (including 
any potential restrictions on the report), unless doing so 
could significantly impair the auditors’ ability to obtain 
sufficient, appropriate evidence to address the audit 
objectives, such as when the auditors plan to conduct 
unannounced cash counts or perform procedures 
related to indications of fraud. Auditors should 
communicate with the following parties, as applicable:

a. management of the audited entity, including those 
with sufficient authority and responsibility to implement 
corrective action in the program or activity being 
audited;
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b. those charged with governance;146 

c. the individuals contracting for or requesting audit 
services, such as contracting officials or grantees; and

d. the cognizant legislative committee, when auditors 
perform the audit pursuant to a law or regulation or they 
conduct the work for the legislative committee that has 
oversight of the audited entity.

6.48 In those situations where there is not a single 
individual or group that both oversees the strategic 
direction of the audited entity and the fulfillment of its 
accountability obligations or in other situations where 
the identity of those charged with governance is not 
clearly evident, auditors should document the process 
followed and conclusions reached for identifying the 
appropriate individuals to receive the required auditor 
communications.

6.49 Determining the form, content, and frequency of 
the communication is a matter of professional judgment, 
although written communication is preferred. Auditors 
may use an engagement letter to communicate the 
information. Auditors should document this 
communication.

6.50 If an audit is terminated before it is completed and 
an audit report is not issued, auditors should document 
the results of the work to the date of termination and 
why the audit was terminated. Determining whether and 
how to communicate the reason for terminating the 
audit to those charged with governance, appropriate 
officials of the audited entity, the entity contracting for or 
requesting the audit, and other appropriate officials will 

146See paragraphs A1.05 through A1.07 for a discussion of the role of 
those charged with governance.
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depend on the facts and circumstances and, therefore, 
is a matter of professional judgment.

Preparing a Written 
Audit Plan

6.51 Auditors must prepare a written audit plan for each 
audit. The form and content of the written audit plan 
may vary among audits and may include an audit 
strategy, audit program, project plan, audit planning 
paper, or other appropriate documentation of key 
decisions about the audit objectives, scope, and 
methodology and the auditors’ basis for those 
decisions. Auditors should update the plan, as 
necessary, to reflect any significant changes to the plan 
made during the audit.

6.52 A written audit plan provides an opportunity for 
audit organization management to supervise audit 
planning and to determine whether

a. the proposed audit objectives are likely to result in a 
useful report;

b. the audit plan adequately addresses relevant risks;

c. the proposed audit scope and methodology are 
adequate to address the audit objectives;

d. available evidence is likely to be sufficient and 
appropriate for purposes of the audit; and

e. sufficient staff, supervisors, and specialists with 
adequate collective professional competence and other 
resources are available to perform the audit and to meet 
expected time frames for completing the work.

Supervision 6.53 Audit supervisors or those designated to supervise 
auditors must properly supervise audit staff.
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6.54 Audit supervision involves providing sufficient 
guidance and direction to staff assigned to the audit to 
address the audit objectives and follow applicable 
requirements, while staying informed about significant 
problems encountered, reviewing the work performed, 
and providing effective on-the-job training.147

6.55 The nature and extent of the supervision of staff 
and the review of audit work may vary depending on a 
number of factors, such as the size of the audit 
organization, the significance of the work, and the 
experience of the staff.

Obtaining 
Sufficient, 
Appropriate 
Evidence

6.56 Auditors must obtain sufficient, appropriate 
evidence to provide a reasonable basis for their findings 
and conclusions.

6.57 The concept of sufficient, appropriate evidence is 
integral to an audit. Appropriateness is the measure of 
the quality of evidence that encompasses its relevance, 
validity, and reliability in providing support for findings 
and conclusions related to the audit objectives.148 In 
assessing the overall appropriateness of evidence, 
auditors should assess whether the evidence is 
relevant, valid, and reliable. Sufficiency is a measure of 
the quantity of evidence used to support the findings 
and conclusions related to the audit objectives. In 
assessing the sufficiency of evidence, auditors should 
determine whether enough evidence has been obtained 
to persuade a knowledgeable person that the findings 
are reasonable.

147See paragraph 6.83c for the documentation requirement related to 
supervision.
148See paragraph A6.05 for additional discussion of the 
appropriateness of evidence.
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6.58 In assessing evidence, auditors should evaluate 
whether the evidence taken as a whole is sufficient and 
appropriate for addressing the audit objectives and 
supporting findings and conclusions. Audit objectives 
may vary widely, as may the level of work necessary to 
assess the sufficiency and appropriateness of evidence 
to address the objectives. For example, in establishing 
the appropriateness of evidence, auditors may test its 
reliability by obtaining supporting evidence, using 
statistical testing, or obtaining corroborating evidence. 
The concepts of audit risk and significance assist 
auditors with evaluating the audit evidence.149

6.59 Professional judgment assists auditors in 
determining the sufficiency and appropriateness of 
evidence taken as a whole. Interpreting, summarizing, 
or analyzing evidence is typically used in the process of 
determining the sufficiency and appropriateness of 
evidence and in reporting the results of the audit work. 
When appropriate, auditors may use statistical methods 
to analyze and interpret evidence to assess its 
sufficiency.

Appropriateness 6.60 Appropriateness is the measure of the quality of 
evidence that encompasses the relevance, validity, and 
reliability of evidence used for addressing the audit 
objectives and supporting findings and conclusions.150 

a. Relevance refers to the extent to which evidence has 
a logical relationship with, and importance to, the issue 
being addressed.

149See paragraphs 6.04 and 6.05 for a discussion of significance and 
audit risk.
150See paragraph A6.05 for additional guidance regarding assessing 
the appropriateness of evidence in relation to the audit objectives. 
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b. Validity refers to the extent to which evidence is a 
meaningful or reasonable basis for measuring what is 
being evaluated. In other words, validity refers to the 
extent to which evidence represents what it is purported 
to represent.

c. Reliability refers to the consistency of results when 
information is measured or tested and includes the 
concepts of being verifiable or supported.151

6.61 There are different types and sources of evidence 
that auditors may use, depending on the audit 
objectives. Evidence may be obtained by observation, 
inquiry, or inspection. Each type of evidence has its own 
strengths and weaknesses.152 The following contrasts 
are useful in judging the appropriateness of evidence. 
However, these contrasts are not adequate in 
themselves to determine appropriateness. The nature 
and types of evidence to support auditors’ findings and 
conclusions are matters of the auditors’ professional 
judgment based on the audit objectives and audit risk.

a. Evidence obtained when internal control is effective is 
generally more reliable than evidence obtained when 
internal control is weak or nonexistent.

b. Evidence obtained through the auditors’ direct 
physical examination, observation, computation, and 
inspection is generally more reliable than evidence 
obtained indirectly.

c. Examination of original documents is generally more 
reliable than examination of copies.

151See paragraph 6.66 for a discussion of computer-processed 
information and guidance on data reliability.
152See paragraph A6.04 for additional guidance regarding the types of 
evidence.
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d. Testimonial evidence obtained under conditions in 
which persons may speak freely is generally more 
reliable than evidence obtained under circumstances in 
which the persons may be intimidated.

e. Testimonial evidence obtained from an individual who 
is not biased and has direct knowledge about the area 
is generally more reliable than testimonial evidence 
obtained from an individual who is biased or has indirect 
or partial knowledge about the area.

f. Evidence obtained from a knowledgeable, credible, 
and unbiased third party is generally more reliable than 
evidence obtained from management of the audited 
entity or others who have a direct interest in the audited 
entity.

6.62 Testimonial evidence may be useful in interpreting 
or corroborating documentary or physical information. 
Auditors should evaluate the objectivity, credibility, and 
reliability of the testimonial evidence. Documentary 
evidence may be used to help verify, support, or 
challenge testimonial evidence.

6.63 Surveys generally provide self-reported 
information about existing conditions or programs. 
Evaluation of the survey design and administration 
assists auditors in evaluating the objectivity, credibility, 
and reliability of the self-reported information.

6.64 When sampling is used, the method of selection 
that is appropriate will depend on the audit objectives. 
When a representative sample is needed, the use of 
statistical sampling approaches generally results in 
stronger evidence than that obtained from nonstatistical 
techniques. When a representative sample is not 
needed, a targeted selection may be effective if the 
auditors have isolated risk factors or other criteria to 
target the selection.
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6.65 When auditors use information provided by 
officials of the audited entity as part of their evidence, 
they should determine what the officials of the audited 
entity or other auditors did to obtain assurance over the 
reliability of the information. The auditor may find it 
necessary to perform testing of management’s 
procedures to obtain assurance or perform direct 
testing of the information. The nature and extent of the 
auditors’ procedures will depend on the significance of 
the information to the audit objectives and the nature of 
the information being used.

6.66 Auditors should assess the sufficiency and 
appropriateness of computer-processed information 
regardless of whether this information is provided to 
auditors or auditors independently extract it. The nature, 
timing, and extent of audit procedures to assess 
sufficiency and appropriateness is affected by the 
effectiveness of the audited entity’s internal controls 
over the information, including information systems 
controls, and the significance of the information and the 
level of detail presented in the auditors’ findings and 
conclusions in light of the audit objectives.153 The 
assessment of the sufficiency and appropriateness of 
computer-processed information includes 
considerations regarding the completeness and 
accuracy of the data for the intended purposes.154

Sufficiency 6.67 Sufficiency is a measure of the quantity of 
evidence used for addressing the audit objectives and 
supporting findings and conclusions. Sufficiency also 
depends on the appropriateness of the evidence. In 

153See paragraphs 6.23 through 6.27 for additional discussion on 
assessing the effectiveness of information systems controls.
154Refer to additional guidance in Assessing the Reliability of 
Computer-Processed Data, GAO-09-680G (Washington, D.C.: July 
2009).
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determining the sufficiency of evidence, auditors should 
determine whether enough appropriate evidence exists 
to address the audit objectives and support the findings 
and conclusions.

6.68 The following presumptions are useful in judging 
the sufficiency of evidence. The sufficiency of evidence 
required to support the auditors’ findings and 
conclusions is a matter of the auditors’ professional 
judgment.

a. The greater the audit risk, the greater the quantity 
and quality of evidence required.

b. Stronger evidence may allow less evidence to be 
used.

c. Having a large volume of audit evidence does not 
compensate for a lack of relevance, validity, or 
reliability.

Overall Assessment 
of Evidence

6.69 Auditors should determine the overall sufficiency 
and appropriateness of evidence to provide a 
reasonable basis for the findings and conclusions, 
within the context of the audit objectives. Professional 
judgments about the sufficiency and appropriateness of 
evidence are closely interrelated, as auditors interpret 
the results of audit testing and evaluate whether the 
nature and extent of the evidence obtained is sufficient 
and appropriate. Auditors should perform and 
document an overall assessment of the collective 
evidence used to support findings and conclusions, 
including the results of any specific assessments 
conducted to conclude on the validity and reliability of 
specific evidence.

6.70 Sufficiency and appropriateness of evidence are 
relative concepts, which may be thought of in terms of a 
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continuum rather than as absolutes. Sufficiency and 
appropriateness are evaluated in the context of the 
related findings and conclusions. For example, even 
though the auditors may have some limitations or 
uncertainties about the sufficiency or appropriateness of 
some of the evidence, they may nonetheless determine 
that in total there is sufficient, appropriate evidence to 
support the findings and conclusions.

6.71 When assessing the sufficiency and 
appropriateness of evidence, auditors should evaluate 
the expected significance of evidence to the audit 
objectives, findings, and conclusions, available 
corroborating evidence, and the level of audit risk. The 
steps to assess evidence may depend on the nature of 
the evidence, how the evidence is used in the audit or 
report, and the audit objectives.

a. Evidence is sufficient and appropriate when it 
provides a reasonable basis for supporting the findings 
or conclusions within the context of the audit objectives.

b. Evidence is not sufficient or not appropriate when 
(1) using the evidence carries an unacceptably high risk 
that it could lead the auditor to reach an incorrect or 
improper conclusion, (2) the evidence has significant 
limitations, given the audit objectives and intended use 
of the evidence, or (3) the evidence does not provide an 
adequate basis for addressing the audit objectives or 
supporting the findings and conclusions. Auditors 
should not use such evidence as support for findings 
and conclusions.

6.72 Evidence has limitations or uncertainties when the 
validity or reliability of the evidence has not been 
assessed or cannot be assessed, given the audit 
objectives and the intended use of the evidence. 
Limitations also include errors identified by the auditors 
in their testing. When the auditors identify limitations or 
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uncertainties in evidence that is significant to the audit 
findings and conclusions, they should apply additional 
procedures, as appropriate. Such procedures include

a. seeking independent, corroborating evidence from 
other sources;

b. redefining the audit objectives or limiting the audit 
scope to eliminate the need to use the evidence;

c. presenting the findings and conclusions so that the 
supporting evidence is sufficient and appropriate and 
describing in the report the limitations or uncertainties 
with the validity or reliability of the evidence, if such 
disclosure is necessary to avoid misleading the report 
users about the findings or conclusions;155 and

d. determining whether to report the limitations or 
uncertainties as a finding, including any related, 
significant internal control deficiencies.

Developing Elements 
of a Finding

6.73 Auditors should plan and perform procedures to 
develop the elements of a finding necessary to address 
the audit objectives.156 In addition, if auditors are able to 
sufficiently develop the elements of a finding, they 
should develop recommendations for corrective action if 
they are significant within the context of the audit 
objectives. The elements needed for a finding are 
related to the objectives of the audit. Thus, a finding or 
set of findings is complete to the extent that the audit 
objectives are addressed and the report clearly relates 
those objectives to the elements of a finding. For 

155See paragraph 7.15 for additional reporting requirements when 
there are limitations or uncertainties with the validity or reliability of 
evidence.
156See paragraph A6.06 for additional discussion on findings. 
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example, an audit objective may be to determine the 
current status or condition of program operations or 
progress in implementing legislative requirements, and 
not the related cause or effect. In this situation, 
developing the condition would address the audit 
objective and development of the other elements of a 
finding would not be necessary.

6.74 The element of criteria is discussed in paragraph 
6.37, and the other elements of a finding—condition, 
effect, and cause—are discussed in paragraphs 6.75 
through 6.77.

6.75 Condition: Condition is a situation that exists. The 
condition is determined and documented during the 
audit.

6.76 Cause: The cause identifies the reason or 
explanation for the condition or the factor or factors 
responsible for the difference between the situation that 
exists (condition) and the required or desired state 
(criteria), which may also serve as a basis for 
recommendations for corrective actions. Common 
factors include poorly designed policies, procedures, or 
criteria; inconsistent, incomplete, or incorrect 
implementation; or factors beyond the control of 
program management. Auditors may assess whether 
the evidence provides a reasonable and convincing 
argument for why the stated cause is the key factor or 
factors contributing to the difference between the 
condition and the criteria.157 

6.77 Effect or potential effect: The effect is a clear, 
logical link to establish the impact or potential impact of 
the difference between the situation that exists 
(condition) and the required or desired state (criteria). 

157See paragraph A6.06 for additional discussion on cause.
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The effect or potential effect identifies the outcomes or 
consequences of the condition. When the audit 
objectives include identifying the actual or potential 
consequences of a condition that varies (either 
positively or negatively) from the criteria identified in the 
audit, “effect” is a measure of those consequences. 
Effect or potential effect may be used to demonstrate 
the need for corrective action in response to identified 
problems or relevant risks.158 

Early 
Communication of 
Deficiencies 

6.78 Auditors report deficiencies in internal control, 
fraud, noncompliance with provisions of laws, 
regulations, contracts, or grant agreements, or abuse. 
For some matters, early communication to those 
charged with governance or management may be 
important because of their relative significance and the 
urgency for corrective follow-up action. Further, when a 
control deficiency results in noncompliance with 
provisions of laws, regulations, contracts or grant 
agreements, or abuse, early communication is 
important to allow management to take prompt 
corrective action to prevent further noncompliance. 
When a deficiency is communicated early, the reporting 
requirements in paragraphs 7.18 through 7.23 still 
apply.

Audit 
Documentation

6.79 Auditors must prepare audit documentation related 
to planning, conducting, and reporting for each audit. 
Auditors should prepare audit documentation in 
sufficient detail to enable an experienced auditor, 
having no previous connection to the audit, to 
understand from the audit documentation the nature, 
timing, extent, and results of audit procedures 
performed, the audit evidence obtained and its source 

158See paragraph A6.07 for additional discussion on effect.
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and the conclusions reached, including evidence that 
supports the auditors’ significant judgments and 
conclusions. An experienced auditor means an 
individual (whether internal or external to the audit 
organization) who possesses the competencies and 
skills that would have enabled him or her to conduct the 
performance audit. These competencies and skills 
include an understanding of (1) the performance audit 
processes, (2) GAGAS and applicable legal and 
regulatory requirements, (3) the subject matter 
associated with achieving the audit objectives, and 
(4) issues related to the audited entity’s environment. 

6.80 Auditors should prepare audit documentation that 
contains evidence that supports the findings, 
conclusions, and recommendations before they issue 
their report.

6.81 Auditors should design the form and content of 
audit documentation to meet the circumstances of the 
particular audit. The audit documentation constitutes 
the principal record of the work that the auditors have 
performed in accordance with standards and the 
conclusions that the auditors have reached. The 
quantity, type, and content of audit documentation are a 
matter of the auditors’ professional judgment.

6.82 Audit documentation is an essential element of 
audit quality. The process of preparing and reviewing 
audit documentation contributes to the quality of an 
audit. Audit documentation serves to (1) provide the 
principal support for the auditors’ report, (2) aid auditors 
in conducting and supervising the audit, and (3) allow 
for the review of audit quality.
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6.83 Auditors should document159 the following:

a. the objectives, scope, and methodology of the audit;

b. the work performed and evidence obtained to support 
significant judgments and conclusions, including 
descriptions of transactions and records examined (for 
example, by listing file numbers, case numbers, or other 
means of identifying specific documents examined, but 
copies of documents examined or detailed listings of 
information from those documents are not required); 
and

c. supervisory review, before the audit report is issued, 
of the evidence that supports the findings, conclusions, 
and recommendations contained in the audit report.

6.84 When auditors do not comply with applicable 
GAGAS requirements due to law, regulation, scope 
limitations, restrictions on access to records, or other 
issues impacting the audit, the auditors should 
document the departure from the GAGAS requirements 
and the impact on the audit and on the auditors’ 
conclusions. This applies to departures from 
unconditional requirements and from presumptively 
mandatory requirements when alternative procedures 
performed in the circumstances were not sufficient to 
achieve the objectives of the standard.160 

6.85 Underlying GAGAS audits is the premise that audit 
organizations in federal, state, and local governments 
and public accounting firms engaged to perform audits 
in accordance with GAGAS cooperate in auditing 

159See paragraphs 6.06, 6.46, 6.48, 6.49, 6.50, 6.69, 6.84, 7.19, 7.22, 
and 7.44 for additional documentation requirements regarding 
performance audits.
160See paragraphs 2.24 and 2.25 for additional requirements on citing 
compliance with GAGAS.
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programs of common interest so that auditors may use 
others’ work and avoid duplication of efforts. Subject to 
applicable laws and regulations, auditors should make 
appropriate individuals, as well as audit documentation, 
available upon request and in a timely manner to other 
auditors or reviewers to satisfy these objectives. The 
use of auditors’ work by other auditors may be 
facilitated by contractual arrangements for GAGAS 
audits that provide for full and timely access to 
appropriate individuals, as well as audit documentation.
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Reporting Standards for Performance 
Audits Chapter 7

Introduction 7.01 This chapter contains reporting requirements and 
guidance for performance audits conducted in 
accordance with generally accepted government 
auditing standards (GAGAS). The purpose of reporting 
requirements is to establish the overall approach for 
auditors to apply in communicating the results of the 
performance audit. The reporting requirements for 
performance audits relate to the form of the report, the 
report contents, and report issuance and distribution.161

7.02 For performance audits conducted in accordance 
with GAGAS, the requirements and guidance in 
chapters 1 through 3, 6, and 7 apply. 

Reporting 7.03 Auditors must issue audit reports communicating 
the results of each completed performance audit.

7.04 Auditors should use a form of the audit report that 
is appropriate for its intended use and is in writing or in 
some other retrievable form.162 For example, auditors 
may present audit reports using electronic media that 
are retrievable by report users and the audit 
organization. The users’ needs will influence the form of 
the audit report. Different forms of audit reports include 
written reports, letters, briefing slides, or other 
presentation materials.

161See paragraph A7.02 for a description of report quality elements.
162See paragraph 7.43 for situations when audit organizations are 
subject to public records laws.
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7.05 The purposes of audit reports are to 
(1) communicate the results of audits to those charged 
with governance, the appropriate officials of the audited 
entity, and the appropriate oversight officials; (2) make 
the results less susceptible to misunderstanding; 
(3) make the results available to the public, unless 
specifically limited;163 and (4) facilitate follow-up to 
determine whether appropriate corrective actions have 
been taken.

7.06 If an audit is terminated before it is completed and 
an audit report is not issued, auditors should follow the 
guidance in paragraph 6.50.

7.07 If, after the report is issued, the auditors discover 
that they did not have sufficient, appropriate evidence to 
support the reported findings or conclusions, they 
should communicate in the same manner as that used 
to originally distribute the report to those charged with 
governance, the appropriate officials of the audited 
entity, the appropriate officials of the organizations 
requiring or arranging for the audits, and other known 
users, so that they do not continue to rely on the 
findings or conclusions that were not supported. If the 
report was previously posted to the auditors’ publicly 
accessible website, the auditors should remove the 
report and post a public notification that the report was 
removed. The auditors should then determine whether 
to conduct additional audit work necessary to reissue 
the report, including any revised findings or conclusions 
or repost the original report if the additional audit work 
does not result in a change in findings or conclusions.

163See paragraph 7.40 for additional guidance on classified or limited 
use reports and paragraph 7.44b for distribution of reports for internal 
auditors.
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Report Contents 7.08 Auditors should prepare audit reports that contain 
(1) the objectives, scope, and methodology of the audit; 
(2) the audit results, including findings, conclusions, and 
recommendations, as appropriate; (3) a statement 
about the auditors’ compliance with GAGAS; (4) a 
summary of the views of responsible officials; and (5) if 
applicable, the nature of any confidential or sensitive 
information omitted.

Objectives, Scope, 
and Methodology

7.09 Auditors should include in the report a description 
of the audit objectives and the scope and methodology 
used for addressing the audit objectives. Report users 
need this information to understand the purpose of the 
audit, the nature and extent of the audit work 
performed, the context and perspective regarding what 
is reported, and any significant limitations in audit 
objectives, scope, or methodology.

7.10 Audit objectives for performance audits may vary 
widely. Auditors should communicate audit objectives in 
the audit report in a clear, specific, neutral, and 
unbiased manner that includes relevant assumptions. 
When audit objectives are limited but broader objectives 
could be inferred by users, auditors should state in the 
audit report that certain issues were outside the scope 
of the audit in order to avoid potential 
misunderstanding.

7.11 Auditors should describe the scope of the work 
performed and any limitations, including issues that 
would be relevant to likely users, so that they could 
reasonably interpret the findings, conclusions, and 
recommendations in the report without being misled. 
Auditors should also report any significant constraints 
imposed on the audit approach by information 
limitations or scope impairments, including denials or 
excessive delays of access to certain records or 
individuals. 
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7.12 In describing the work conducted to address the 
audit objectives and support the reported findings and 
conclusions, auditors should, as applicable, explain the 
relationship between the population and the items 
tested; identify organizations, geographic locations, and 
the period covered; report the kinds and sources of 
evidence; and explain any significant limitations or 
uncertainties based on the auditors’ overall assessment 
of the sufficiency and appropriateness of the evidence 
in the aggregate.

7.13 In reporting audit methodology, auditors should 
explain how the completed audit work supports the 
audit objectives, including the evidence gathering and 
analysis techniques, in sufficient detail to allow 
knowledgeable users of their reports to understand how 
the auditors addressed the audit objectives. Auditors 
may include a description of the procedures performed 
as part of their assessment of the sufficiency and 
appropriateness of information used as audit evidence. 
Auditors should identify significant assumptions made 
in conducting the audit; describe comparative 
techniques applied; describe the criteria used; and, 
when sampling significantly supports the auditors’ 
findings, conclusions, or recommendations, describe 
the sample design and state why the design was 
chosen, including whether the results can be projected 
to the intended population.

Reporting Findings 7.14 In the audit report, auditors should present 
sufficient, appropriate evidence to support the findings 
and conclusions in relation to the audit objectives. 
Clearly developed findings164 assist management and 
oversight officials of the audited entity in understanding 
the need for taking corrective action. If auditors are able 

164See paragraphs 6.73 through 6.77 for additional discussion on 
developing the elements of a finding.
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to sufficiently develop the elements of a finding, they 
should provide recommendations for corrective action if 
they are significant within the context of the audit 
objectives. However, the extent to which the elements 
for a finding are developed depends on the audit 
objectives. Thus, a finding or set of findings is complete 
to the extent that the auditors address the audit 
objectives.

7.15 Auditors should describe in their report limitations 
or uncertainties with the reliability or validity of evidence 
if (1) the evidence is significant to the findings and 
conclusions within the context of the audit objectives 
and (2) such disclosure is necessary to avoid 
misleading the report users about the findings and 
conclusions. As discussed in paragraphs 6.69 through 
6.72, even though the auditors may have some 
uncertainty about the sufficiency or appropriateness of 
some of the evidence, they may nonetheless determine 
that in total there is sufficient, appropriate evidence 
given the findings and conclusions. Auditors should 
describe the limitations or uncertainties regarding 
evidence in conjunction with the findings and 
conclusions, in addition to describing those limitations 
or uncertainties as part of the objectives, scope, and 
methodology. Additionally, this description provides 
report users with a clear understanding regarding how 
much responsibility the auditors are taking for the 
information.

7.16 Auditors should place their findings in perspective 
by describing the nature and extent of the issues being 
reported and the extent of the work performed that 
resulted in the finding. To give the reader a basis for 
judging the prevalence and consequences of these 
findings, auditors should, as appropriate, relate the 
instances identified to the population or the number of 
cases examined and quantify the results in terms of 
dollar value, or other measures. If the results cannot be 
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projected, auditors should limit their conclusions 
appropriately.

7.17 Auditors may provide background information to 
establish the context for the overall message and to 
help the reader understand the findings and 
significance of the issues discussed. Appropriate 
background information may include information on 
how programs and operations work; the significance of 
programs and operations (e.g., dollars, impact, 
purposes, and past audit work, if relevant); a description 
of the audited entity’s responsibilities; and explanation 
of terms, organizational structure, and the statutory 
basis for the program and operations. When reporting 
on the results of their work, auditors should disclose 
significant facts relevant to the objectives of their work 
and known to them which, if not disclosed, could 
mislead knowledgeable users, misrepresent the results, 
or conceal significant improper or illegal practices.

7.18 Auditors should also report deficiencies in internal 
control, instances of fraud, noncompliance with 
provisions of laws, regulations, contracts, or grant 
agreements, or abuse that have occurred or are likely to 
have occurred and are significant within the context of 
the audit objectives. 

Deficiencies in Internal 
Control

7.19 Auditors should include in the audit report (1) the 
scope of their work on internal control and (2) any 
deficiencies in internal control that are significant within 
the context of the audit objectives and based upon the 
audit work performed.165 When auditors detect 
deficiencies in internal control that are not significant to 
the objectives of the audit but warrant the attention of 
those charged with governance, they should include 

165See paragraph 6.21 for a discussion of internal control deficiencies 
in performance audits and paragraph A.06 for examples of 
deficiencies in internal control. 
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those deficiencies either in the report or communicate 
those deficiencies in writing to audited entity officials. 
Auditors should refer to that written communication in 
the audit report if the written communication is separate 
from the audit report. When auditors detect deficiencies 
that do not warrant the attention of those charged with 
governance, the determination of whether and how to 
communicate such deficiencies to audited entity officials 
is a matter of professional judgment.

7.20 In a performance audit, auditors may conclude that 
identified deficiencies in internal control that are 
significant within the context of the audit objectives are 
the cause of deficient performance of the program or 
operations being audited. In reporting this type of 
finding, the internal control deficiency would be 
described as the cause.

Fraud, Noncompliance 
with Provisions of 
Laws, Regulations, 
Contracts, and Grant 
Agreements, and Abuse

7.21 When auditors conclude, based on sufficient, 
appropriate evidence, that fraud,166 noncompliance with 
provisions of laws, regulations, contracts or grant 
agreements, or abuse167 either has occurred or is likely 
to have occurred which is significant within the context 
of the audit objectives, they should report the matter as 
a finding. Whether a particular act is, in fact, fraud or 
noncompliance with provisions of laws, regulations, 
contracts or grant agreements may have to await final 
determination by a court of law or other adjudicative 
body.

7.22 When auditors detect instances of fraud, 
noncompliance with provisions of laws, regulations, 
contracts, or grant agreements, or abuse that are not 
significant within the context of the audit objectives but 
warrant the attention of those charged with governance, 

166See paragraph A.10 for examples of indicators of fraud risk.
167See paragraph A.08 for examples of abuse.
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they should communicate those findings in writing to 
audited entity officials. When auditors detect any 
instances of fraud, noncompliance with provisions of 
laws, regulations, contracts, or grant agreements, or 
abuse that do not warrant the attention of those charged 
with governance, the auditors’ determination of whether 
and how to communicate such instances to audited 
entity officials is a matter of professional judgment.

7.23 When fraud, noncompliance with provisions of 
laws, regulations, contracts, or grant agreements, or 
abuse either have occurred or are likely to have 
occurred, auditors may consult with authorities or legal 
counsel about whether publicly reporting such 
information would compromise investigative or legal 
proceedings. Auditors may limit their public reporting to 
matters that would not compromise those proceedings 
and, for example, report only on information that is 
already a part of the public record.

Reporting Findings 
Directly to Parties 
Outside the Audited 
Entity

7.24 Auditors should report known or likely fraud, 
noncompliance with provisions of laws, regulations, 
contracts, or grant agreements, or abuse directly to 
parties outside the audited entity in the following two 
circumstances. 

a. When entity management fails to satisfy legal or 
regulatory requirements to report such information to 
external parties specified in law or regulation, auditors 
should first communicate the failure to report such 
information to those charged with governance. If the 
audited entity still does not report this information to the 
specified external parties as soon as practicable after 
the auditors’ communication with those charged with 
governance, then the auditors should report the 
information directly to the specified external parties.

b. When entity management fails to take timely and 
appropriate steps to respond to known or likely fraud, 



Chapter 7
Reporting Standards for Performance 
Audits

Page 171 GAO-12-331G Government Auditing Standards

noncompliance with provisions of laws, regulations, 
contracts, or grant agreements, or abuse that (1) is 
significant to the findings and conclusions and 
(2) involves funding received directly or indirectly from a 
government agency, auditors should first report 
management’s failure to take timely and appropriate 
steps to those charged with governance. If the audited 
entity still does not take timely and appropriate steps as 
soon as practicable after the auditors’ communication 
with those charged with governance, then the auditors 
should report the entity’s failure to take timely and 
appropriate steps directly to the funding agency.

7.25 The reporting in paragraph 7.24 is in addition to 
any legal requirements for the auditor to report such 
information directly to parties outside the audited entity. 
Auditors should comply with these requirements even if 
they have resigned or been dismissed from the audit 
prior to its completion. Internal audit organizations do 
not have a duty to report outside the audited entity 
unless required by law, rule, regulation, or policy.168

7.26 Auditors should obtain sufficient, appropriate 
evidence, such as confirmation from outside parties, to 
corroborate assertions by management of the audited 
entity that it has reported such findings in accordance 
with laws, regulations, or funding agreements. When 
auditors are unable to do so, they should report such 
information directly as discussed in paragraphs 7.24 
and 7.25.

Conclusions 7.27 Auditors should report conclusions based on the 
audit objectives and the audit findings. Report 
conclusions are logical inferences about the program 
based on the auditors’ findings, not merely a summary 

168See paragraph 7.44b for reporting standards for internal audit 
organizations when reporting externally.
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of the findings. The strength of the auditors’ conclusions 
depends on the sufficiency and appropriateness of the 
evidence supporting the findings and the soundness of 
the logic used to formulate the conclusions. 
Conclusions are more compelling if they lead to the 
auditors’ recommendations and convince the 
knowledgeable user of the report that action is 
necessary.

Recommendations 7.28 Auditors should recommend actions to correct 
deficiencies and other findings identified during the 
audit and to improve programs and operations when the 
potential for improvement in programs, operations, and 
performance is substantiated by the reported findings 
and conclusions. Auditors should make 
recommendations that flow logically from the findings 
and conclusions, are directed at resolving the cause of 
identified deficiencies and findings, and clearly state the 
actions recommended.

7.29 Effective recommendations encourage 
improvements in the conduct of government programs 
and operations. Recommendations are effective when 
they are addressed to parties that have the authority to 
act and when the recommended actions are specific, 
practical, cost effective, and measurable.

Reporting Auditors’ 
Compliance with 
GAGAS

7.30 When auditors comply with all applicable GAGAS 
requirements, they should use the following language, 
which represents an unmodified GAGAS compliance 
statement, in the audit report to indicate that they 
performed the audit in accordance with GAGAS.169 

169See paragraphs 2.24 and 2.25 for additional standards on citing 
compliance with GAGAS.
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We conducted this performance audit in accordance 
with generally accepted government auditing standards. 
Those standards require that we plan and perform the 
audit to obtain sufficient, appropriate evidence to 
provide a reasonable basis for our findings and 
conclusions based on our audit objectives. We believe 
that the evidence obtained provides a reasonable basis 
for our findings and conclusions based on our audit 
objectives.

7.31 When auditors do not comply with all applicable 
GAGAS requirements, they should include a modified 
GAGAS compliance statement in the audit report. For 
performance audits, auditors should use a statement 
that includes either (1) the language in 7.30, modified to 
indicate the requirements that were not followed or (2) 
language that the auditor did not follow GAGAS.170 

Reporting Views of 
Responsible Officials

7.32 Auditors should obtain and report the views of 
responsible officials of the audited entity concerning the 
findings, conclusions, and recommendations included in 
the audit report, as well as any planned corrective 
actions.

7.33 Providing a draft report with findings for review and 
comment by responsible officials of the audited entity 
and others helps the auditors develop a report that is 
fair, complete, and objective. Including the views of 
responsible officials results in a report that presents not 
only the auditors’ findings, conclusions, and 
recommendations, but also the perspectives of the 
responsible officials of the audited entity and the 
corrective actions they plan to take. Obtaining the 
comments in writing is preferred, but oral comments are 
acceptable.

170See paragraphs 2.24 and 2.25 for additional standards on citing 
compliance with GAGAS.
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7.34 When auditors receive written comments from the 
responsible officials, they should include in their report a 
copy of the officials’ written comments, or a summary of 
the comments received. When the responsible officials 
provide oral comments only, auditors should prepare a 
summary of the oral comments and provide a copy of 
the summary to the responsible officials to verify that 
the comments are accurately stated.

7.35 Auditors should also include in the report an 
evaluation of the comments, as appropriate. In cases in 
which the audited entity provides technical comments in 
addition to its written or oral comments on the report, 
auditors may disclose in the report that such comments 
were received.

7.36 Obtaining oral comments may be appropriate 
when, for example, there is a reporting date critical to 
meeting a user’s needs; auditors have worked closely 
with the responsible officials throughout the work and 
the parties are familiar with the findings and issues 
addressed in the draft report; or the auditors do not 
expect major disagreements with the findings, 
conclusions, and recommendations in the draft, or 
major controversies with regard to the issues discussed 
in the draft report.

7.37 When the audited entity’s comments are 
inconsistent or in conflict with the findings, conclusions, 
or recommendations in the draft report, or when 
planned corrective actions do not adequately address 
the auditors’ recommendations, the auditors should 
evaluate the validity of the audited entity’s comments. If 
the auditors disagree with the comments, they should 
explain in the report their reasons for disagreement. 
Conversely, the auditors should modify their report as 
necessary if they find the comments valid and 
supported with sufficient, appropriate evidence.
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7.38 If the audited entity refuses to provide comments 
or is unable to provide comments within a reasonable 
period of time, the auditors may issue the report without 
receiving comments from the audited entity. In such 
cases, the auditors should indicate in the report that the 
audited entity did not provide comments.

Reporting 
Confidential and 
Sensitive Information

7.39 If certain pertinent information is prohibited from 
public disclosure or is excluded from a report due to the 
confidential or sensitive nature of the information, 
auditors should disclose in the report that certain 
information has been omitted and the reason or other 
circumstances that make the omission necessary.

7.40 Certain information may be classified or may be 
otherwise prohibited from general disclosure by federal, 
state, or local laws or regulations. In such 
circumstances, auditors may issue a separate, 
classified or limited use report containing such 
information and distribute the report only to persons 
authorized by law or regulation to receive it.

7.41 Additional circumstances associated with public 
safety, privacy, or security concerns could also justify 
the exclusion of certain information from a publicly 
available or widely distributed report. For example, 
detailed information related to computer security for a 
particular program may be excluded from publicly 
available reports because of the potential damage that 
could be caused by the misuse of this information. In 
such circumstances, auditors may issue a limited use 
report containing such information and distribute the 
report only to those parties responsible for acting on the 
auditors’ recommendations. In some instances, it may 
be appropriate to issue both a publicly available report 
with the sensitive information excluded and a limited 
use report. The auditors may consult with legal counsel 
regarding any requirements or other circumstances that 
may necessitate the omission of certain information.
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7.42 Considering the broad public interest in the 
program or activity under audit assists auditors when 
deciding whether to exclude certain information from 
publicly available reports. When circumstances call for 
omission of certain information, auditors should 
evaluate whether this omission could distort the audit 
results or conceal improper or illegal practices.

7.43 When audit organizations are subject to public 
records laws, auditors should determine whether public 
records laws could impact the availability of classified or 
limited use reports and determine whether other means 
of communicating with management and those charged 
with governance would be more appropriate. For 
example, the auditors may communicate general 
information in a written report and communicate 
detailed information orally. The auditor may consult with 
legal counsel regarding applicable public records laws.

Distributing 
Reports

7.44 Distribution of reports completed in accordance 
with GAGAS depends on the relationship of the auditors 
to the audited organization and the nature of the 
information contained in the report. Auditors should 
document any limitation on report distribution.171 The 
following discussion outlines distribution for reports 
completed in accordance with GAGAS:

a. Audit organizations in government entities should 
distribute audit reports to those charged with 
governance, to the appropriate audited entity officials, 
and to the appropriate oversight bodies or organizations 
requiring or arranging for the audits. As appropriate, 
auditors should also distribute copies of the reports to 
other officials who have legal oversight authority or who 

171See paragraphs 7.40 and 7.41 for discussion of limited use reports 
containing confidential or sensitive information.
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may be responsible for acting on audit findings and 
recommendations, and to others authorized to receive 
such reports.

b. Internal audit organizations in government entities 
may also follow the Institute of Internal Auditors’ (IIA) 
International Standards for the Professional Practice of 
Internal Auditing.172 In accordance with GAGAS and IIA 
standards, the head of the internal audit organization 
should communicate results to parties who can ensure 
that the results are given due consideration. If not 
otherwise mandated by statutory or regulatory 
requirements, prior to releasing results to parties 
outside the organization, the head of the internal audit 
organization should: (1) assess the potential risk to the 
organization, (2) consult with senior management or 
legal counsel as appropriate, and (3) control 
dissemination by indicating the intended users of the 
report.

c. Public accounting firms contracted to perform an 
audit in accordance with GAGAS should clarify report 
distribution responsibilities with the engaging 
organization. If the contracting firm is responsible for 
the distribution, it should reach agreement with the party 
contracting for the audit about which officials or 
organizations will receive the report and the steps being 
taken to make the report available to the public.

172See paragraph 2.21 for additional discussion about using the IIA 
standards in conjunction with GAGAS and paragraph 2.22 for 
additional discussion about citing compliance with another set of 
standards. 
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AppendixesSupplemental Guidance Appendix I

Introduction A.01 The following sections provide supplemental 
guidance for auditors and the audited entities to assist 
in the implementation of generally accepted 
government auditing standards (GAGAS). The 
guidance does not establish additional requirements but 
instead is intended to facilitate auditor implementation 
of GAGAS requirements in chapters 2 through 7. The 
supplemental guidance in the first section may be of 
assistance for all types of audits covered by GAGAS. 
Subsequent sections provide supplemental guidance 
for specific chapters of GAGAS, as indicated.

Overall 
Supplemental 
Guidance

A.02 Chapters 4 through 7 discuss the standards for 
financial audits, attestation engagements, and 
performance audits. The identification and 
communication of significant deficiencies and material 
weaknesses in internal control, fraud, noncompliance 
with provisions of laws, regulations, contracts or grant 
agreements, or abuse are important aspects of 
government auditing. The following discussion is 
provided to assist auditors in identifying significant 
deficiencies in internal control, abuse, and indicators of 
fraud risk and to assist auditors in determining whether 
noncompliance with provisions of laws, regulations, 
contracts or grant agreements are significant within the 
context of the audit objectives.

Internal Control A.03 The Internal Control—Integrated Framework173 
published by the Committee of Sponsoring 
Organizations of the Treadway Commission (COSO) 
provides guidance on internal control. As discussed in 
the COSO framework, internal control consists of five 
interrelated components, which are (1) control 

173Internal Control—Integrated Framework, Committee of Sponsoring 
Organizations of the Treadway Commission, 1992.
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environment, (2) risk assessment, (3) control activities, 
(4) information and communication, and (5) monitoring. 
The objectives of internal control relate to (1) financial 
reporting, (2) operations, and (3) compliance. 
Safeguarding of assets is a subset of these objectives. 
Management designs internal control to provide 
reasonable assurance that unauthorized acquisition, 
use, or disposition of assets will be prevented or timely 
detected and corrected. 

A.04 In addition to the COSO framework, the 
publication, Standards for Internal Control in the Federal 
Government,174 which incorporates the concepts 
developed by COSO, provides definitions and 
fundamental concepts pertaining to internal control at 
the federal level and may also be useful to auditors at 
other levels of government. The related Internal Control 
Management and Evaluation Tool,175 based on the 
federal internal control standards, provides a 
systematic, organized, and structured approach to 
assessing the internal control structure.

Examples of 
Deficiencies in 
Internal Control

A.05 GAGAS contains requirements for reporting 
identified deficiencies in internal control.

a. For financial audits, see paragraphs 4.19 through 
4.24.

b. For attestation engagements, see paragraphs 5.20 
through 5.23.

174Standards for Internal Control in the Federal Government, 
GAO/AIMD-00-21.3.1 (Washington, D.C.: November 1999).
175Internal Control Management and Evaluation Tool, GAO-01-1008G 
(Washington, D.C.: August 2001).
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c. For performance audits, see paragraphs 7.19 
through 7.20.

A.06 The following are examples of control deficiencies:

a. Insufficient control consciousness within the 
organization. For example, the tone at the top and the 
control environment. Control deficiencies in other 
components of internal control could lead the auditor to 
conclude that weaknesses exist in the control 
environment.

b. Ineffective oversight by those charged with 
governance of the entity’s financial reporting, 
performance reporting, or internal control, or an 
ineffective overall governance structure.

c. Control systems that did not prevent, or detect and 
correct material misstatements so that it was necessary 
to restate previously issued financial statements or 
operational results. Control systems that did not prevent 
or detect material misstatements in performance or 
operational results so that it was later necessary to 
make significant corrections to those results.

d. Control systems that did not prevent, or detect and 
correct material misstatements identified by the auditor. 
This includes misstatements involving estimation and 
judgment for which the auditor identifies potential 
material adjustments and corrections of the recorded 
amounts.

e. An ineffective internal audit function or risk 
assessment function at an entity for which such 
functions are important to the monitoring or risk 
assessment component of internal control, such as for a 
large or complex entity.
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f. Identification of fraud of any magnitude on the part of 
senior management.

g. Failure by management or those charged with 
governance to assess the effect of a significant 
deficiency previously communicated to them and either 
to correct it or to conclude that it does not need to be 
corrected.

h. Inadequate controls for the safeguarding of assets.

i. Evidence of intentional override of internal control by 
those in authority to the detriment of the overall 
objectives of the system.

j. Deficiencies in the design or operation of internal 
control that could fail to prevent, or detect and correct, 
fraud, noncompliance with provisions of laws, 
regulations, contracts or grant agreements, or abuse 
having a material effect on the financial statements or 
the audit objective.

k. Inadequate design of information systems general, 
application, and user controls that prevent the 
information system from providing complete and 
accurate information consistent with financial, 
compliance, or performance reporting objectives or 
other current needs.

l. Failure of an application control caused by a 
deficiency in the design or operation of an information 
systems general control.

m. Employees or management who lack the 
qualifications and training to fulfill their assigned 
functions.
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Examples of Abuse A.07 GAGAS contains requirements for responding to 
indications of material abuse and reporting abuse that is 
material to the audit objectives.

a. For financial audits, see paragraphs 4.07 and 4.08 
and 4.25 through 4.27.

b. For attestation engagements, see paragraphs 5.08 
through 5.09 and 5.24 through 5.26.

c. For performance audits, see paragraphs 6.33 and 
6.34 and 7.21 through 7.23.

A.08 The following are examples of abuse, depending 
on the facts and circumstances:

a. Creating unneeded overtime.

b. Requesting staff to perform personal errands or work 
tasks for a supervisor or manager.

c. Misusing the official’s position for personal gain 
(including actions that could be perceived by an 
objective third party with knowledge of the relevant 
information as improperly benefiting an official’s 
personal financial interests or those of an immediate or 
close family member; a general partner; an organization 
for which the official serves as an officer, director, 
trustee, or employee; or an organization with which the 
official is negotiating concerning future employment).

d. Making travel choices that are contrary to existing 
travel policies or are unnecessarily extravagant or 
expensive.

e. Making procurement or vendor selections that are 
contrary to existing policies or are unnecessarily 
extravagant or expensive.



Appendix I
Supplemental Guidance

Page 183 GAO-12-331G Government Auditing Standards

Examples of 
Indicators of Fraud 
Risk

A.09 GAGAS contains requirements relating to 
evaluating fraud risk.

a. For financial audits, see paragraphs 4.06 and 4.25 
through 4.27.

b. For attestation engagements, see paragraphs 5.07, 
5.20, and 5.24 through 5.26.

c. For performance audits, see paragraphs 6.30 
through 6.32 and 7.21 through 7.23.

A.10 In some circumstances, conditions such as the 
following might indicate a heightened risk of fraud:

a. economic, programmatic, or entity operating 
conditions threaten the entity’s financial stability, 
viability, or budget;

b. the nature of the entity’s operations provide 
opportunities to engage in fraud;

c. management’s monitoring of compliance with 
policies, laws, and regulations is inadequate;

d. the organizational structure is unstable or 
unnecessarily complex;

e. communication and/or support for ethical standards 
by management is lacking;

f. management is willing to accept unusually high levels 
of risk in making significant decisions;

g. the entity has a history of impropriety, such as 
previous issues with fraud, waste, abuse, or 
questionable practices, or past audits or investigations 
with findings of questionable or criminal activity;
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h. operating policies and procedures have not been 
developed or are outdated;

i. key documentation is lacking or does not exist;

j. asset accountability or safeguarding procedures is 
lacking;

k. improper payments;

l. false or misleading information;

m. a pattern of large procurements in any budget line 
with remaining funds at year end, in order to “use up all 
of the funds available;” and

n. unusual patterns and trends in contracting, 
procurement, acquisition, and other activities of the 
entity or program.

Determining Whether 
Provisions of Laws, 
Regulations, 
Contracts and Grant 
Agreements Are 
Significant within the 
Context of the Audit 
Objectives

A.11 GAGAS contains requirements for determining 
whether provisions of laws, regulations, contracts or 
grant agreements are significant within the context of 
the audit objectives.

a. For financial audits, see paragraphs 4.19 through 
4.22.

b. For attestation engagements, see paragraphs 5.07 
and 5.08.

c. For performance audits, see paragraphs 6.28 and 
6.29. 

A.12 Government programs are subject to many 
provisions of laws, regulations, contracts or grant 
agreements. At the same time, their significance within 
the context of the audit objectives varies widely, 
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depending on the objectives of the audit. Auditors may 
find the following approach helpful in assessing whether 
provisions of laws, regulations, contracts or grant 
agreements are significant within the context of the 
audit objectives:

a. Express each audit objective in terms of questions 
about specific aspects of the program being audited 
(that is, purpose and goals, internal control, inputs, 
program operations, outputs, and outcomes).

b. Identify provisions of laws, regulations, contracts or 
grant agreements that directly relate to specific aspects 
of the program within the context of the audit objectives.

c. Determine if the audit objectives or the auditors’ 
conclusions could be significantly affected if 
noncompliance with those provisions of laws, 
regulations, contracts or grant agreements occurred. If 
the audit objectives or audit conclusions could be 
significantly affected, then those provisions of laws, 
regulations, contracts or grant agreements are likely to 
be significant to the audit objectives.

A.13 Auditors may consult with their own legal counsel 
to (1) determine those laws and regulations that are 
significant to the audit objectives, (2) design tests of 
compliance with laws and regulations, or (3) evaluate 
the results of those tests. Auditors also may consult with 
their own legal counsel when audit objectives require 
testing compliance with provisions of contracts or grant 
agreements. Depending on the circumstances of the 
audit, auditors may consult with others, such as 
investigative staff, other audit organizations or 
government entities that provided professional services 
to the audited entity, or applicable law enforcement 
authorities, to obtain information on compliance 
matters.
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Information to 
Accompany 
Chapter 1

A1.01 Chapter 1 discusses the use and application of 
GAGAS and the role of auditing in government 
accountability. Those charged with governance and 
management of audited organizations also have roles in 
government accountability. The discussion that follows 
is provided to assist auditors in understanding the roles 
of others in accountability. The following section also 
contains background information on the laws, 
regulations, or other authoritative sources that require 
the use of GAGAS. This information is provided to place 
GAGAS within the context of overall government 
accountability.

Laws, Regulations, 
and Other 
Authoritative Sources 
That Require Use of 
GAGAS

A1.02 Laws, regulations, contracts, grant agreements, 
or policies frequently require the use of GAGAS.176 The 
following are some of the laws, regulations, and or other 
authoritative sources that require the use of GAGAS:

a. The Inspector General Act of 1978, as amended, 5 
U.S.C. App. requires that the statutorily appointed 
federal inspectors general comply with GAGAS for 
audits of federal establishments, organizations, 
programs, activities, and functions. The act further 
states that the inspectors general shall take appropriate 
steps to assure that any work performed by nonfederal 
auditors complies with GAGAS.

b. The Chief Financial Officers Act of 1990 (Public Law 
101-576), as expanded by the Government 
Management Reform Act of 1994 (Public Law 103-356), 
requires that GAGAS be followed in audits of executive 
branch departments’ and agencies’ financial 
statements. The Accountability of Tax Dollars Act of 
2002 (Public Law 107-289) generally extends this 

176See paragraph 1.06 for additional discussion on the use of GAGAS.
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requirement to most executive agencies not subject to 
the Chief Financial Officers Act unless they are 
exempted for a given year by the Office of Management 
and Budget (OMB).

c. The Single Audit Act Amendments of 1996 (Public 
Law 104-156) require that GAGAS be followed in audits 
of state and local governments and nonprofit entities 
that receive federal awards. OMB Circular No. A-133, 
Audits of States, Local Governments, and Non-Profit 
Organizations, which provides the governmentwide 
guidelines and policies on performing audits to comply 
with the Single Audit Act, also requires the use of 
GAGAS.

A1.03 Other laws, regulations, or authoritative sources 
may require the use of GAGAS. For example, auditors 
at the state and local levels of government may be 
required by state and local laws and regulations to 
follow GAGAS. Also, auditors may be required by the 
terms of an agreement or contract to follow GAGAS. 
Auditors may also be required to follow GAGAS by 
federal audit guidelines pertaining to program 
requirements, such as those issued for Housing and 
Urban Development programs and Student Financial 
Aid programs. Being alert to such other laws, 
regulations, or authoritative sources may assist auditors 
in performing their work in accordance with the required 
standards.

A1.04 Even if not required to do so, auditors may find it 
useful to follow GAGAS in performing audits of federal, 
state, and local government programs as well as audits 
of government awards administered by contractors, 
nonprofit entities, and other nongovernmental entities. 
Many audit organizations not formally required to do so, 
both in the United States of America and in other 
countries, voluntarily follow GAGAS.
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The Role of Those 
Charged with 
Governance 

A1.05 During the course of GAGAS audits, auditors 
communicate with those charged with governance.177

a. For financial audits, see paragraphs 4.03 and 4.04.

b. For attestation engagements, see paragraphs 5.04 
and 5.05.

c. For performance audits, see paragraphs 6.47 
through 6.50.

A1.06 Those charged with governance are responsible 
for overseeing the strategic direction of the entity and 
obligations related to the accountability of the entity. 
This includes overseeing the financial reporting 
process, subject matter, or program under audit 
including related internal controls. In certain entities 
covered by GAGAS, those charged with governance 
may also be part of the entity’s management. In some 
audit entities, multiple parties may be charged with 
governance, including oversight bodies, members or 
staff of legislative committees, boards of directors, audit 
committees, or parties contracting for the audit.

A1.07 Because the governance structures of 
government entities and organizations can vary widely, 
it may not always be clearly evident who is charged with 
key governance functions. In these situations, auditors 
evaluate the organizational structure for directing and 
controlling operations to achieve the audited entity’s 
objectives. This evaluation also includes how the 
audited entity delegates authority and establishes 
accountability for its management personnel.

177See paragraph 1.02 for additional discussion of those charged with 
governance.
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Management’s Role A1.08 Managers have fundamental responsibilities for 
carrying out government functions.178 Management of 
the audited entity is responsible for

a. using its financial, physical, and informational 
resources legally, effectively, efficiently, economically, 
ethically, and equitably to achieve the purposes for 
which the resources were furnished or the program was 
established;

b. complying with applicable laws and regulations 
(including identifying the requirements with which the 
entity and the official are responsible for compliance);

c. implementing systems designed to achieve 
compliance with applicable laws and regulations;

d. establishing and maintaining effective internal control 
to help ensure that appropriate goals and objectives are 
met; following laws and regulations; and ensuring that 
management and financial information is reliable and 
properly reported;

e. providing appropriate reports to those who oversee 
their actions and to the public in order to demonstrate 
accountability for the resources and authority used to 
carry out government programs and the results of these 
programs;

f. addressing the findings and recommendations of 
auditors, and for establishing and maintaining a process 
to track the status of such findings and 
recommendations; 

178See paragraphs 1.01 and 1.02 for additional discussion of 
management and officials of government programs.
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g. following sound procurement practices when 
contracting for audits, including ensuring procedures 
are in place for monitoring contract performance; and

h. taking timely and appropriate steps to remedy fraud, 
noncompliance with provisions of laws, regulations, 
contracts or grant agreements, or abuse that auditors 
report.

Information to 
Accompany 
Chapter 2

Attestation 
Engagements 

A2.01 Examples of attestation engagements 
objectives179 include

a. prospective financial or performance information;

b. management’s discussion and analysis (MD&A) 
presentation;

c. an entity’s internal control over financial reporting;

d. the effectiveness of an entity’s internal control over 
compliance with specified requirements, such as those 
governing the bidding for, accounting for, and reporting 
on grants and contracts;

e. an entity’s compliance with requirements of specified 
laws, regulations, policies, contracts, or grants;

f. the accuracy and reliability of reported performance 
measures;

179See paragraph 2.09 for additional discussion of attestation 
engagements.
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g. whether incurred final contract costs are supported 
with required evidence and in compliance with the 
contract terms;

h. the allowability and reasonableness of proposed 
contract amounts that are based on detailed costs; and

i. the quantity, condition, or valuation of inventory or 
assets. 

Performance Audit 
Objectives 

A2.02 Examples of program effectiveness and results 
audit objectives180 include: 

a. assessing the extent to which legislative, regulatory, 
or organizational goals and objectives are being 
achieved;

b. assessing the relative ability of alternative 
approaches to yield better program performance or 
eliminate factors that inhibit program effectiveness;

c. analyzing the relative cost-effectiveness of a program 
or activity, focusing on combining cost information or 
other inputs with information about outputs or the 
benefit provided or with outcomes or the results 
achieved;

d. determining whether a program produced intended 
results or produced results that were not consistent with 
the program’s objectives;

e. determining the current status or condition of 
program operations or progress in implementing 
legislative requirements;

180See paragraph 2.11a for additional discussion of program 
effectiveness and results audit objectives.
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f. determining whether a program provides equitable 
access to or distribution of public resources within the 
context of statutory parameters;

g. assessing the extent to which programs duplicate, 
overlap, or conflict with other related programs;

h. evaluating whether the entity is following sound 
procurement practices;

i. assessing the reliability, validity, or relevance of 
performance measures concerning program 
effectiveness and results, or economy and efficiency;

j. assessing the reliability, validity, or relevance of 
financial information related to the performance of a 
program;

k. determining whether government resources (inputs) 
are obtained at reasonable costs while meeting 
timeliness and quality considerations;

l. determining whether appropriate value was obtained 
based on the cost or amount paid or based on the 
amount of revenue received;

m. determining whether government services and 
benefits are accessible to those individuals who have a 
right to access those services and benefits;

n. determining whether fees assessed cover costs;

o. determining whether and how the program’s unit 
costs can be decreased or its productivity increased; 
and

p. assessing the reliability, validity, or relevance of 
budget proposals or budget requests to assist 
legislatures in the budget process.
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A2.03 Examples of audit objectives related to internal 
control181 include an assessment of the extent to which 
internal control provides reasonable assurance about 
whether

a. organizational missions, goals, and objectives are 
achieved effectively and efficiently;

b. resources are used in compliance with laws, 
regulations, or other requirements;

c. resources, including sensitive information accessed 
or stored outside the organization’s physical perimeter, 
are safeguarded against unauthorized acquisition, use, 
or disposition;

d. management information, such as performance 
measures, and public reports are complete, accurate, 
and consistent to support performance and decision 
making;

e. the integrity of information from computerized 
systems is achieved; and

f. contingency planning for information systems 
provides essential back-up to prevent unwarranted 
disruption of the activities and functions that the 
systems support.

A2.04 Compliance objectives182 include determining 
whether

181See paragraph 2.11b for additional discussion of internal control 
audit objectives.
182See paragraph 2.11c for additional discussion of compliance audit 
objectives.
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a. the purpose of the program, the manner in which it is 
to be conducted, the services delivered, the outcomes, 
or the population it serves is in compliance with 
provisions of laws, regulations, contracts or grant 
agreements, or other requirements;

b. government services and benefits are distributed or 
delivered to citizens based on the individual’s eligibility 
to obtain those services and benefits;

c. incurred or proposed costs are in compliance with 
applicable laws, regulations, contracts, or grant 
agreements; and

d. revenues received are in compliance with applicable 
laws, regulations, contracts or grant agreements.

A2.05 Examples of objectives pertaining to prospective 
analysis183 include providing conclusions based on

a. current and projected trends and future potential 
impact on government programs and services;

b. program or policy alternatives, including forecasting 
program outcomes under various assumptions;

c. policy or legislative proposals, including advantages, 
disadvantages, and analysis of stakeholder views;

d. prospective information prepared by management;

e. budgets and forecasts that are based on (1) 
assumptions about expected future events and (2) 
management’s expected reaction to those future 
events; and

183See paragraph 2.11d for additional discussion of prospective 
analysis audit objectives.
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f. management’s assumptions on which prospective 
information is based.

GAGAS Compliance 
Statements

A2.06 The determination of whether an unmodified or 
modified GAGAS compliance statement is appropriate 
is based on the consideration of the individual and 
aggregate effect of exceptions to GAGAS 
requirements.184 Quantitative and qualitative factors that 
the auditor may consider include:

a. the likelihood that the exception(s) will affect the 
perceptions of report users about the audit findings, 
conclusions, and recommendations;

b. the magnitude of the effect of the exception(s) on the 
perceptions of report users about the audit findings, 
conclusions, and recommendations;

c. the pervasiveness of the exception(s);

d. the potential effect of the exception(s) on the 
sufficiency and appropriateness of evidence supporting 
the audit findings, conclusions, and recommendations; 
and

e. whether report users could be misled if the GAGAS 
compliance statement were not modified.

Information to 
Accompany 
Chapter 3

A3.01 Chapter 3 discusses the general standards 
applicable to financial audits, attestation engagements, 
and performance audits in accordance with GAGAS. 
The following supplemental guidance is provided to 
assist auditors and audited entities in avoiding 

184See paragraphs 2.24 and 2.25 for additional discussion on citing 
compliance with GAGAS.
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impairments to independence, establishing a system of 
quality control, and identifying peer review risk factors.

Threats to 
Independence

A3.02 This list is intended to illustrate by example the 
types of circumstances that create threats to 
independence that an auditor might identify when 
applying the conceptual framework.185 It does not 
include all circumstances that create threats to 
independence; these circumstances will be unique to 
the conditions under which each evaluation takes place. 

A3.03 Examples of circumstances that create self-
interest threats for an auditor include: 

a. A member of the audit team having a direct financial 
interest in the audited entity. This would not preclude 
auditors from auditing pension plans that they 
participate in if (1) the auditor has no control over the 
investment strategy, benefits, or other management 
issues associated with the pension plan and (2) the 
auditor belongs to such pension plan as part of his/her 
employment with the audit organization, provided that 
the plan is normally offered to all employees in 
equivalent employment positions.

b. An audit organization having undue dependence on 
income from a particular audited entity. 

c. A member of the audit team entering into 
employment negotiations with an audited entity. 

d. An auditor discovering a significant error when 
evaluating the results of a previous professional service 
performed by a member of the auditor’s audit 
organization. 

185See paragraphs 3.07 through 3.26.
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A3.04 Examples of circumstances that create self-
review threats for an auditor include: 

a. An audit organization issuing a report on the 
effectiveness of the operation of financial or 
performance management systems after designing or 
implementing the systems. 

b. An audit organization having prepared the original 
data used to generate records that are the subject 
matter of the audit. 

c. An audit organization performing a service for an 
audited entity that directly affects the subject matter 
information of the audit. 

d. A member of the audit team being, or having recently 
been, employed by the audited entity in a position to 
exert significant influence over the subject matter of the 
audit. 

A3.05 Examples of circumstances that create bias 
threats for an auditor include: 

a. An auditor’s having preconceptions about the 
objectives of a program under audit that are sufficiently 
strong to impact the auditor’s objectivity. 

b. An auditor’s having biases associated with political, 
ideological, or social convictions that result from 
membership or employment in, or loyalty to, a particular 
type of policy, group, organization, or level of 
government that could impact the auditor’s objectivity. 

A3.06 Examples of circumstances that create familiarity 
threats for an auditor include:
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a. A member of the audit team having a close or 
immediate family member who is a principal or senior 
manager of the audited entity. 

b. A member of the audit team having a close or 
immediate family member who is an employee of the 
audited entity and is in a position to exert significant 
influence over the subject matter of the audit. 

c. A principal or employee of the audited entity in a 
position to exert significant influence over the subject 
matter of the audit having recently served on the audit 
team. 

d. An auditor accepting gifts or preferential treatment 
from an audited entity, unless the value is trivial or 
inconsequential. 

e. Senior audit personnel having a long association with 
the audited entity. 

A3.07 Examples of circumstances that create undue 
influence threats for an auditor or audit organization 
include existence of: 

a. External interference or influence that could 
improperly limit or modify the scope of an audit or 
threaten to do so, including exerting pressure to 
inappropriately reduce the extent of work performed in 
order to reduce costs or fees. 

b. External interference with the selection or application 
of audit procedures or in the selection of transactions to 
be examined. 

c. Unreasonable restrictions on the time allowed to 
complete an audit or issue the report. 
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d. External interference over the assignment, 
appointment, compensation, and promotion of audit 
personnel.

e. Restrictions on funds or other resources provided to 
the audit organization that adversely affect the audit 
organization’s ability to carry out its responsibilities. 

f. Authority to overrule or to inappropriately influence 
the auditors’ judgment as to the appropriate content of 
the report. 

g. Threat of replacing the auditors over a disagreement 
with the contents of an auditors’ report, the auditors’ 
conclusions, or the application of an accounting 
principle or other criteria. 

h. Influences that jeopardize the auditors’ continued 
employment for reasons other than incompetence, 
misconduct, or the need for audits or attestation 
engagements. 

A3.08 Examples of circumstances that create 
management participation threats for an auditor include:

a. A member of the audit team being, or having recently 
been, a principal or senior manager of the audited 
entity. 

b. An audit organization principal or employee serving 
as a voting member of an entity’s management 
committee or board of directors, making policy 
decisions that affect future direction and operation of an 
entity’s programs, supervising entity employees, 
developing or approving programmatic policy, 
authorizing an entity’s transactions, or maintaining 
custody of an entity’s assets. 
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c. An audit organization principal or employee 
recommending a single individual for a specific position 
that is key to the entity or program under audit, or 
otherwise ranking or influencing management’s 
selection of the candidate. 

d. An auditor preparing management’s corrective action 
plan to deal with deficiencies detected in the audit.

A3.09 Examples of circumstances that create structural 
threats for an auditor include: 

a. For both external and internal audit organizations, 
structural placement of the audit function within the 
reporting line of the areas under audit.

b. For internal audit organizations, administrative 
direction from the audited entity’s management.

System of Quality 
Control

A3.10 Chapter 3 discusses the elements of an audit 
organization’s system of quality control.186 The following 
supplemental guidance is provided to assist auditors 
and audit organizations in establishing policies and 
procedures in its system of quality control to address 
the following elements: initiation, acceptance, and 
continuance of audits; audit performance, 
documentation, and reporting; and monitoring.

a. Government audit organizations initiate audits as a 
result of (1) legal mandates, (2) requests from 
legislative bodies or oversight bodies, and (3) the audit 
organization’s discretion. In the case of legal mandates 
and requests, a government audit organization may be 
required to perform the audit and may not be permitted 

186See paragraphs 3.82 through 3.95 for additional discussion of the 
system of quality control.
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to make decisions about acceptance or continuance 
and may not be permitted to resign or withdraw from the 
audit.

b. GAGAS standards for audit performance, 
documentation, and reporting are in chapter 4 for 
financial audits, chapter 5 for attestation engagements, 
and chapters 6 and 7 for performance audits. Chapter 3 
specifies that an audit organization’s quality control 
system include policies and procedures designed to 
provide the audit organization with reasonable 
assurance that audits are performed and reports are 
issued in accordance with professional standards and 
legal and regulatory requirements.187 Examples of such 
policies and procedures include the following:

(1) communication provided to team members so that 
they sufficiently understand the objectives of their work 
and the applicable professional standards;

(2) audit planning and supervision;

(3) appropriate documentation of the work performed;

(4) review of the work performed, the significant 
judgments made, and the resulting audit documentation 
and report;

(5) review of the independence and qualifications of any 
external specialists or contractors used, as well as a 
review of the scope and quality of their work;

(6) procedures for resolving difficult or contentious 
issues or disagreements among team members, 
including specialists;

187See paragraphs 3.82 through 3.95 for additional discussion of 
quality control policies and procedures.
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(7) obtaining and addressing comments from the 
audited entity on draft reports; and 

(8) reporting supported by the evidence obtained, and in 
accordance with applicable professional standards and 
legal or regulatory requirements.

c. Monitoring is an ongoing, periodic assessment of 
audits designed to provide management of the audit 
organization with reasonable assurance that the 
policies and procedures related to the system of quality 
control are suitably designed and operating effectively 
in practice.188 The following guidance is provided to 
assist audit organizations with implementing and 
continuing its monitoring of quality:

(1) Who:  Monitoring is most effective when performed 
by persons who do not have responsibility for the 
specific activity being monitored (e.g., for specific audits 
or specific centralized processes). The staff member or 
team of staff members assigned with responsibility for 
the monitoring process collectively need sufficient and 
appropriate competence and authority in the audit 
organization to assume that responsibility. Generally the 
staff member or the team of staff members performing 
the monitoring are apart from the normal audit 
supervision associated with individual audits.

(2) How much:  The extent of monitoring procedures 
varies based on the audit organization’s circumstances 
to enable the audit organization to assess compliance 
with applicable professional standards and the audit 
organization’s quality control policies and procedures. 
Examples of specific monitoring procedures include

188See paragraphs 3.93 through 3.95 for additional discussion of 
monitoring.
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(a) examination of selected administrative and 
personnel records pertaining to quality control;

(b) review of selected audit documentation and reports; 

(c) discussions with the audit organization’s personnel 
(as applicable and appropriate);

(d) periodic summarization of the findings from the 
monitoring procedures in writing (at least annually), and 
consideration of the systematic causes of findings that 
indicate improvements are needed;

(e) determination of any corrective actions to be taken 
or improvements to be made with respect to the specific 
audits reviewed or the audit organization’s quality 
control policies and procedures;

(f) communication of the identified findings to 
appropriate audit organization management with 
subsequent follow-up; and 

(g) consideration of findings by appropriate audit 
organization management personnel who also 
determine whether actions necessary, including 
necessary modifications to the quality control system, 
are performed on a timely basis.

(3) Review of selected administrative and personnel 
records: The review of selected administrative and 
personnel records pertaining to quality control may 
include tests of

(a) compliance with policies and procedures on 
independence;

(b) compliance with continuing professional 
development policies, including training;
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(c) procedures related to recruitment and hiring of 
qualified personnel, including hiring of specialists or 
consultants when needed;

(d) procedures related to performance evaluation and 
advancement of personnel;

(e) procedures related to initiation, acceptance, and 
continuance of audits; 

(f) audit organization personnel’s understanding of the 
quality control policies and procedures, and 
implementation of these policies and procedures; and

(g) audit organization’s process for updating its policies 
and procedures.

(4) Follow-up on previous findings: Monitoring 
procedures include an evaluation of whether the audit 
organization has taken appropriate corrective action to 
address findings and recommendations from previous 
monitoring and peer reviews. Personnel involved in 
monitoring use this information as part of the 
assessment of risk associated with the design and 
implementation of the audit organization’s quality 
control system and in determining the nature, timing, 
and extent of monitoring procedures.

(5) Communication: The audit organization 
communicates internally the results of the monitoring of 
its quality control systems that allows the audit 
organization to take prompt and appropriate action 
where necessary. Information included in this 
communication includes:

(a) a description of the monitoring procedures 
performed;
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(b) the conclusions drawn from the monitoring 
procedures; and

(c) where relevant, a description of the systemic, 
repetitive, or other significant deficiencies and of the 
actions taken to resolve those deficiencies.

Peer Review A3.11 Examples of the factors to consider when 
performing an assessment of peer review risk for 
selecting audits for peer review189 include: 

a. scope of the audits including size of the audited entity 
or audits covering multiple locations; 

b. functional area or type of government program; 

c. types of audits provided, including the extent of 
nonaudit services provided to audited entities; 

d. personnel (including use of new personnel or 
personnel not routinely assigned the types of audits 
provided); 

e. initial audits;

f. familiarity resulting from a longstanding relationship 
with the audited entity; 

g. political sensitivity of the audits;

h. budget constraints for the audit organization;

i. results of the peer review team’s review of the design 
of system of quality control;

189See paragraph 3.99 for additional discussion of the assessment of 
peer review risk.
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j. results of the audit organization’s monitoring process; 
and 

k. risk sensitivity of the audit organization.

A3.12 As discussed in paragraph 3.105, an external 
audit organization should make its most recent peer 
review report publicly available. Examples of how to 
achieve this transparency requirement include posting 
the peer review report on an external Web site or to a 
publicly available file. To help the public understand the 
peer review reports, an audit organization may also 
include a description of the peer review process and 
how it applies to its organization. The following provides 
examples of additional information that audit 
organizations may include to help users understand the 
meaning of the peer review report.

a. Explanation of the peer review process.

b. Description of the audit organization’s system of 
quality control.

c. Explanation of the relationship of the peer review 
results to the audited organization’s work.

d. If the peer review report that includes deficiencies or 
significant deficiencies is modified, explanation of the 
reviewed audit organization’s plan for improving quality 
controls and the status of the improvements.

Information to 
Accompany 
Chapter 6

A6.01 Chapter 6 discusses the field work standards for 
performance audits. An integral concept for 
performance auditing is the use of sufficient, 
appropriate evidence based on the audit objectives to 
support a sound basis for audit findings, conclusions, 
and recommendations. The following discussion is 
provided to assist auditors in identifying criteria and the 
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various types of evidence, including assessing the 
appropriateness of evidence in relation to the audit 
objectives.

Types of Criteria A6.02 The following are some examples of criteria:190

a. purpose or goals prescribed by law or regulation or 
set by officials of the audited entity,

b. policies and procedures established by officials of the 
audited entity,

c. technically developed standards or norms,

d. expert opinions,

e. prior periods’ performance,

f. defined business practices,

g. contract or grant terms, and

h. performance of other entities or sectors used as 
defined benchmarks.

A6.03 Audit objectives may pertain to describing the 
current status or condition of a program or process. For 
this type of audit objective, criteria may also be 
represented by the assurance added by the auditor’s 
(1) description of the status or condition, (2) evaluation 
of whether the status or condition meets certain 
characteristics, or (3) evaluation of whether 
management’s description is verifiable, accurate, or 
supported.

190See paragraph 6.37 for additional discussion on identifying audit 
criteria.
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Types of Evidence A6.04 In terms of its form and how it is collected, 
evidence may be categorized as physical, documentary, 
or testimonial. Physical evidence is obtained by 
auditors’ direct inspection or observation of people, 
property, or events. Such evidence may be documented 
in summary memos, photographs, videos, drawings, 
charts, maps, or physical samples. Documentary 
evidence is obtained in the form of already existing 
information such as letters, contracts, accounting 
records, invoices, spreadsheets, database extracts, 
electronically stored information, and management 
information on performance. Testimonial evidence is 
obtained through inquiries, interviews, focus groups, 
public forums, or questionnaires. Auditors frequently 
use analytical processes including computations, 
comparisons, separation of information into 
components, and rational arguments to analyze any 
evidence gathered to determine whether it is sufficient 
and appropriate.191 The strength and weakness of each 
form of evidence depends on the facts and 
circumstances associated with the evidence and 
professional judgment in the context of the audit 
objectives.

Appropriateness of 
Evidence in Relation 
to the Audit 
Objectives

A6.05 One of the primary factors influencing the 
assurance associated with a performance audit is the 
appropriateness of the evidence in relation to the audit 
objectives.192 For example:

a. The audit objectives might focus on verifying specific 
quantitative results presented by the audited entity. In 
these situations, the audit procedures would likely focus 

191See paragraphs 6.67 and 6.60 for definitions of sufficient and 
appropriate.
192See paragraphs 6.60 through 6.66 for additional discussion on the 
appropriateness of evidence.
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on obtaining evidence about the accuracy of the specific 
amounts in question. This work may include the use of 
statistical sampling.

b. The audit objectives might focus on the performance 
of a specific program or activity in the agency being 
audited. In these situations, the auditor may be 
provided with information compiled by the agency being 
audited in order to answer the audit objectives. The 
auditor may find it necessary to test the quality of the 
information, which includes both its validity and 
reliability.

c. The audit objectives might focus on information that 
is used for widely accepted purposes and obtained from 
sources generally recognized as appropriate. For 
example, economic statistics issued by government 
agencies for purposes such as adjusting for inflation, or 
other such information issued by authoritative 
organizations, may be the best information available. In 
such cases, it may not be practical or necessary for 
auditors to conduct procedures to verify the information. 
These decisions call for professional judgment based 
on the nature of the information, its common usage or 
acceptance, and how it is being used in the audit.

d. The audit objectives might focus on comparisons or 
benchmarking between various government functions 
or agencies. These types of audits are especially useful 
for analyzing the outcomes of various public policy 
decisions. In these cases, auditors may perform 
analyses, such as comparative statistics of different 
jurisdictions or changes in performance over time, 
where it would be impractical to verify the detailed data 
underlying the statistics. Clear disclosure as to what 
extent the comparative information or statistics were 
evaluated or corroborated will likely be necessary to 
place the evidence in context for report users.
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e. The audit objectives might focus on trend information 
based on data provided by the audited entity. In this 
situation, auditors may assess the evidence by using 
overall analytical tests of underlying data, combined 
with a knowledge and understanding of the systems or 
processes used for compiling information.

f. The audit objectives might focus on the auditor 
identifying emerging and cross-cutting issues using 
information compiled or self-reported by agencies. In 
such cases, it may be helpful for the auditor to consider 
the overall appropriateness of the compiled information 
along with other information available about the 
program. Other sources of information, such as 
inspector general reports or other external audits, may 
provide the auditors with information regarding whether 
any unverified or self-reported information is consistent 
with or can be corroborated by these other external 
sources of information.

Findings A6.06 When the audit objectives include explaining why 
a particular type of positive or negative program 
performance, output, or outcome identified in the audit 
occurred, they are referred to as “cause.”193 Identifying 
the cause of problems may assist auditors in making 
constructive recommendations for correction. Because 
deficiencies can result from a number of plausible 
factors or multiple causes, the recommendation can be 
more persuasive if auditors can clearly demonstrate 
and explain with evidence and reasoning the link 
between the deficiencies and the factor or factors they 
have identified as the cause or causes. Auditors may 
also identify deficiencies in program design or structure 
as the cause of deficient performance. Auditors may 
also identify deficiencies in internal control that are 

193See paragraph 6.76 for additional discussion of “cause.” 
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significant to the subject matter of the performance 
audit as the cause of deficient performance. In 
developing these types of findings, the deficiencies in 
program design or internal control would be described 
as the “cause.” Often the causes of deficient program 
performance are complex and involve multiple factors, 
including fundamental, systemic root causes. 
Alternatively, when the audit objectives include 
estimating the program’s effect on changes in physical, 
social, or economic conditions, auditors seek evidence 
of the extent to which the program itself is the “cause” of 
those changes.

A6.07 When the audit objectives include estimating the 
extent to which a program has caused changes in 
physical, social, or economic conditions, “effect” is a 
measure of the impact achieved by the program. In this 
case, “effect” is the extent to which positive or negative 
changes in actual physical, social, or economic 
conditions can be identified and attributed to the 
program.

Information to 
Accompany 
Chapter 7

A7.01 Chapter 7 discusses the reporting standards for 
performance audits. The following discussion is 
provided to assist auditors in developing and writing 
their audit report for performance audits.

Report Quality 
Elements

A7.02 The auditor may use the report quality elements 
of timely, complete, accurate, objective, convincing, 
clear, and concise when developing and writing the 
audit report as the subject permits.194

a. Accurate: An accurate report is supported by 
sufficient, appropriate evidence with key facts, figures, 

194See paragraph 7.08 for additional discussion of report contents.



Appendix I
Supplemental Guidance

Page 212 GAO-12-331G Government Auditing Standards

and findings being traceable to the audit evidence. 
Reports that are fact-based, with a clear statement of 
sources, methods, and assumptions so that report 
users can judge how much weight to give the evidence 
reported, assist in achieving accuracy. Disclosing data 
limitations and other disclosures also contribute to 
producing more accurate audit reports. Reports also are 
more accurate when the findings are presented in the 
broader context of the issue. One way to help audit 
organizations prepare accurate audit reports is to use a 
quality control process such as referencing. 
Referencing is a process in which an experienced 
auditor who is independent of the audit checks that 
statements of facts, figures, and dates are correctly 
reported, that the findings are adequately supported by 
the evidence in the audit documentation, and that the 
conclusions and recommendations flow logically from 
the evidence.

b. Objective: Objective means that the presentation of 
the report is balanced in content and tone. A report’s 
credibility is significantly enhanced when it presents 
evidence in an unbiased manner and in the proper 
context. This means presenting the audit results 
impartially and fairly. The tone of reports may 
encourage decision makers to act on the auditors’ 
findings and recommendations. This balanced tone can 
be achieved when reports present sufficient, 
appropriate evidence to support conclusions while 
refraining from using adjectives or adverbs that 
characterize evidence in a way that implies criticism or 
unsupported conclusions. The objectivity of audit 
reports is enhanced when the report explicitly states the 
source of the evidence and the assumptions used in the 
analysis. The report may recognize the positive aspects 
of the program reviewed if applicable to the audit 
objectives. Inclusion of positive program aspects may 
lead to improved performance by other government 
organizations that read the report. Audit reports are 
more objective when they demonstrate that the work 
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has been performed by professional, unbiased, 
independent, and knowledgeable staff.

c. Complete: Being complete means that the report 
contains sufficient, appropriate evidence needed to 
satisfy the audit objectives and promote an 
understanding of the matters reported. It also means 
the report states evidence and findings without 
omission of significant relevant information related to 
the audit objectives. Providing report users with an 
understanding means providing perspective on the 
extent and significance of reported findings, such as the 
frequency of occurrence relative to the number of cases 
or transactions tested and the relationship of the 
findings to the entity’s operations. Being complete also 
means clearly stating what was and was not done and 
explicitly describing data limitations, constraints 
imposed by restrictions on access to records, or other 
issues.

d. Convincing: Being convincing means that the audit 
results are responsive to the audit objectives, that the 
findings are presented persuasively, and that the 
conclusions and recommendations flow logically from 
the facts presented. The validity of the findings, the 
reasonableness of the conclusions, and the benefit of 
implementing the recommendations are more 
convincing when supported by sufficient, appropriate 
evidence. Reports designed in this way can help focus 
the attention of responsible officials on the matters that 
warrant attention and can provide an incentive for taking 
corrective action.

e. Clear: Clarity means the report is easy for the 
intended user to read and understand. Preparing the 
report in language as clear and simple as the subject 
permits assists auditors in achieving this goal. Use of 
straightforward, nontechnical language is helpful to 
simplify presentation. Defining technical terms, 
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abbreviations, and acronyms that are used in the report 
is also helpful. Auditors may use a highlights page or 
summary within the report to capture the report user’s 
attention and highlight the overall message. If a 
summary is used, it is helpful if it focuses on the specific 
answers to the questions in the audit objectives, 
summarizes the audit’s most significant findings and the 
report’s principal conclusions, and prepares users to 
anticipate the major recommendations. Logical 
organization of material, and accuracy and precision in 
stating facts and in drawing conclusions assist in the 
report’s clarity and understanding. Effective use of titles 
and captions and topic sentences makes the report 
easier to read and understand. Visual aids (such as 
pictures, charts, graphs, and maps) may clarify and 
summarize complex material.

f. Concise: Being concise means that the report is not 
longer than necessary to convey and support the 
message. Extraneous detail detracts from a report, may 
even conceal the real message, and may confuse or 
distract the users. Although room exists for 
considerable judgment in determining the content of 
reports, those that are fact-based but concise are likely 
to achieve results.

g. Timely: To be of maximum use, providing relevant 
evidence in time to respond to officials of the audited 
entity, legislative officials, and other users’ legitimate 
needs is the auditors’ goal. Likewise, the evidence 
provided in the report is more helpful if it is current. 
Therefore, the timely issuance of the report is an 
important reporting goal for auditors. During the audit, 
the auditors may provide interim reports of significant 
matters to appropriate entity officials. Such 
communication alerts officials to matters needing 
immediate attention and allows them to take corrective 
action before the final report is completed.
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GAGAS Conceptual Framework for 
Independence Appendix II

Source: GAO.

Assess condition or activity for 
threats to independence

Assess safeguard(s) 
effectiveness

Identify and apply 
safeguard(s)

Assess threat for significance

Is threat significant?

Threat identified?

Is threat eliminated or reduced 
to an acceptable level?

Yes

No

Yes

Document nature of threat and 
any safeguards applied

Yes

No

Independence
impairment; do not 

proceed
Proceed

Proceed

GAGAS Conceptual Framework 

for Independence

Proceed

No

Is threat related to a nonaudit 
service?

Is the nonaudit service 
specifically prohibited in 

GAGAS paragraphs 3.36 or 
3.49 through 3.58?

No

No

Yes

Yes
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Index

abuse (see also attestation engagements, field work; attestation engagements, reporting; financial 
audits, performing; financial audits, reporting; performance audits, field work, performance audits, 
reporting)  A.07-A.08 

examples of  A.08 
accountability

governance, role of those charged with  A1.05–A1.07
government  1.01–1.02
government managers and officials, responsibilities of  1.02, A1.08

accurate, as report quality element  A7.02
Advisory Council on Government Auditing Standards, members of  Appendix III
agreed-upon procedures (see attestation engagements)
AICPA standards

for attestation engagements  2.09, 3.74, 4.21, 5.01, 5.02, 5.03, 5.04, 5.07, 5.16, 5.18, 5.19, 5.22, 5.42, 
5.46, 5.48, 5.50, 5.51, 5.54, 5.56, 5.57, 5.58, 5.59fn, 5.60, 5.61, 5.64, 5.66, 5.67
for financial audits  2.08, 4.01, 4.02, 4.03, 4.06, 4.15, 4.17, 4.18, 4.19, 4.24, 4.47
relationship to  GAGAS  2.20a

American Evaluation Association  2.21b
American Institute of Certified Public Accountants (see also AICPA standards)  2.20a
American Psychological Association  2.21d
appropriateness of evidence  6.57, 6.60-6.66, A6.05
assurance  (see quality control and assurance; reasonable assurance)
attestation engagements (see also GAGAS)

qualifications for auditors, additional  3.74, 3.75
types of 2.09
subject matter  2.09

attestation engagements
examination engagements, fieldwork  5.03-5.17

additional fieldwork requirements  5.03-5.17
auditor communication  5.04-5.05
developing elements of a finding  5.11-5.15
documentation  5.16-5.17
fraud, noncompliance with provisions of laws, regulations, contracts, and grant agreements  5.07–
5.10 
previous audits and attestation engagements  5.06

examination engagements, reporting  5.18-5.47
additional considerations, other  5.45-5.47
additional reporting requirements  5.18
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confidential and sensitive information  5.39-5.43
distributing reports  5.44
findings  5.27-5.28
internal control, deficiencies  5.22-5.23
reporting compliance with GAGAS  5.19 
reporting deficiencies in internal control, fraud, noncompliance with provisions of laws, regulations, 
contracts, and grant agreements, and abuse  5.20-5.26
reporting findings outside the entity  5.29-5.31
reporting views of responsible officials  5.32-5.38

review engagements, fieldwork  5.48-5.49
additional considerations, other  5.53-5.56
additional reporting requirements  5.50-5.56
distributing reports  5.52
reporting compliance with GAGAS  5.51 

agreed-upon procedures engagements  5.58-5.67
additional fieldwork requirements  5.58-5.59
additional reporting requirements  5.60-5.62
additional requirements, other  5.63-5.67

audit objective (see objective, audit)
audit risk  3.65,6.01,6.05, 6.07, 6.10-6.11, 6.12b, 6.18, 6.24, 6.26, 6.29, 6.58, 6.61, 6.68a
auditors, qualifications of (see competence)
auditors’ responsibility  1.19, 2.14, 3.64, 3.68, 3.77, 3.85a, 3.86, 3.87, 6.30, 7.15
audits and attestation engagements, types of  2.07-2.11

cause (see attestation engagements, field work; financial audits, performing; performance audits, field 
work)
classified information (see limited official use under attestation engagements, reporting standards; 
financial audits, requirements for reporting; performance audits, reporting standards)
clear, as report quality element  A7.02e 
comments (see  views of responsible officials under attestation engagements, reporting; financial 
audits, reporting; performance audits, reporting)
competence  3.69-3.81

attestation engagements, additional qualifications for  3.74, 3.75  
continuing professional education  3.76-3.81 
education and experience  3.71 
financial audits, additional qualifications for  3.73, 3.75 
and professional judgment  3.64, 3.71 
skill needs, assessing and staffing for  3.66 
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specialists  3.72d, 3.79-3.81 
technical knowledge and skills required  3.72 

complete, as report quality element  A7.02c
compliance audits  (see performance audits)
compliance with GAGAS statement  2.23–2.25

modified  2.24b
unmodified  2.24a

computer-based information systems (see information)
conclusions  7.27
condition (see attestation engagements, field work; financial audits, performing; performance audits, 
field work)
conflict of interest, avoiding (see also independence) 1.19
concise, as report quality element  A7.02f
consulting services (see nonaudit services)
continuing professional education (CPE)  3.76-3.81  

hours  3.76 
guidance  3.78 
responsibility for  3.78 
for specialists  3.79-3.81 
subjects, determining appropriate  3.77 
timing  3.76 

COSO framework  A.03
convincing, as report quality element  A7.02d
criteria (see attestation engagements, field work; financial audits, performing; performance audits, field 
work) 

data reliability (see information)
definitions (see terms)
documentation (see also attestation engagements, field work; financial audits, performing;  
performance audits, field work)

of continuing professional education  3.78 
GAGAS, departure from  2.16, 2.24-2.25
GAGAS, significance of not complying with  2.24a
of independence  3.24, 3.30, 3.34, 3.39, 3.59
of quality control system  3.84

economy and efficiency audits (see performance audits)
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effect (see attestation engagements, field work; financial audits, performing; performance audits, field 
work)
ethical principles  1.10–1.24

conflicts, avoiding  1.19
as framework  1.04
and independence 1.12
information, use of government  1.20–1.21
integrity  1.12, 1.14b, 1.17–1.18
objectivity  1.12, 1.14c, 1.19
position, use of government  1.14d, 1.20, 1.23
professional behavior  1.14e,  1.24
public interest  1.12, 1.14a, 1.15–1.16
resources, use of government   1.14d, 1.20, 1.22 
responsibility for, personal and organizational  1.12
tone  1.11
transparency  1.21

explanatory material  2.17-2.18
external quality control review (see peer review, external)
evidence (see also attestation engagements, field work; financial audits, performing; performance 
audits, field work; performance audits, reporting; information)  2.10, 6.56-6.72 

amount and type required, identifying  6.38 
appropriateness  6.56-6.57, 6.60-6.66, A6.05
audit plan  6.51-6.52 
of cause  6.76 
documentation of  6.79-6.85 
insufficient  7.07
sources, identifying  6.38
sufficiency of  6.56-6.57, 6.67-6.68 
sufficiency and appropriateness of, uncertain or limited  7.14-7.15
sufficient and appropriate  6.56-6.72, 7.14–7.15, 7.26, A6.05
types of  6.61-6.62, A6.04

financial audits (see also GAGAS)
qualifications for, additional  3.73-3.75 
types of  2.07

financial audits, performing  4.01-4.16 
abuse  4.07-4.08 
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AICPA standards  4.01, 4.02, 4.15, 4.47 
cause  4.13 
communication, auditor  4.02-4.04, 4.46, 4.48 
compliance with provisions of laws, regulations, and grant agreements  4.06-4.09, 4.10, 4.48
condition  4.12
corrective action  4.05, 4.13-4.14, 4.48 
criteria  4.11 
definition 2.07
documentation  4.04, 4.06, 4.26
effect  4.14
evidence  4.11, 4.12, 4.15a
findings, developing elements of  4.10–4.14
fraud  4.02c, 4.06-09, 4.10n
GAGAS, departure from  4.15b 
governance, identifying those charged with  4.03, 4.04
internal control  4.10
materiality  4.05, 4.08, 4.46-4.47
planning  4.05, 4.10, 4.47
previous engagements, use of  4.02, 4.05
risk, assessing  4.05
supervisory review  4.15a
work of others, use of  4.16 

financial audits, reporting  4.17-4.48 
abuse  4.17c, 4.23, 4.25-4.28, 4.30, 4.33, 4.48
AICPA standards  4.17, 4.18, 4.21, 4.24, 4.47
classified information  4.40-4.44, 4.45
compliance with provisions of laws, regulations, contracts, and grant agreements  4.17-4.32, 4.33
communication, auditor  4.17c, 4.23, 4.26, 4.30, 4.44, 4.46b, 4.48
confidential or sensitive information  4.17e, 4.40-4.44 
corrective actions  4.28, 4.33, 4.34, 4.38
direct reporting to outside parties  4.30-4.32
distribution  4.45
documentation  4.45
findings, presenting  4.28, 4.29 
fraud  4.02c, 4.06-4.09, 4.10, 4.17, 4.23-4.30, 4.33
GAGAS, reporting auditors’ compliance with  2.24-2.25, 4.17a, 4.18
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internal control deficiencies  4.17, 4.19, 4.24, 4.25, 4.28, 4.33
internal control, reporting on  4.17, 4.19, 4.20-4.25, 4.28, 4.33
investigative or legal proceedings, limiting reporting to matters that would not compromise  4.27
limited use report  4.41, 4.42, 4.44
recommendations  4.28, 4.33, 4.34, 4.37, 4.38, 4.42, 4.45a
views of responsible officials  4.17d, 4.33-4.39 

fraud and illegal acts, indicators of risk of (see also attestation engagements, field work; attestation 
engagements, reporting; financial audits, performing; financial audits, reporting; performance audits, 
field work; performance audits, reporting)  6.07–A.08

GAGAS (see also attestation engagements, reporting; financial audits, performing; financial audits, 
reporting; performance audits, field work; performance audits, reporting)  2.01-2.25, A2.01-A2.06

application  2.01, A1.02–A1.04
for attestation engagements  2.09 
audits and attestation engagements, types of  2.03 
compliance statements  2.23-2.24  
departure from  2.24b 
explanatory material  2.17-2.18 
for financial audits  2.07
guidance, supplemental  2.06, A.01–A7.02
laws, regulations, and guidelines that require  A1.02–A1.04
and nonaudit services  2.12–2.13
for performance audits  2.10–2.11
purpose 1.04-1.05 
relationship to other standards  2.19-2.22 
requirements, categories of  2.24   
terminology, use of  2.06, 2.14–2.18

governance, role of those charged with  A1.05–A1.07
government information, resources, and position, proper use of  1.20–1.23
guidance, supplemental  A.01–A7.02

abuse, examples of  A.07–A.08
audit objectives, performance audit  A6.03
criteria  A6.02
evidence in relation to audit objectives, appropriateness of  A6.05 
evidence, types of  A6.04
findings, performance audit  A6.06
fraud risk indicators, examples of  A.09–A.10 
governance, role of those charged with  A1.05–A1.07 
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government accountability, GAGAS in context of  A1.01–A1.08 
independence, threats to  A3.02-A3.09 
internal control deficiencies, examples of  A.05–A.06 
laws, regulations, and guidelines that require GAGAS  A1.02–A1.04
laws, regulations, and provisions of contracts or grant agreements, significance to audit objectives    
A.11-A.13 
management, role of  A1.08 
peer review  A3.11
system of quality control  A3.10
reporting, performance audit  A7.01–A7.02
report quality elements  A7.02

independence (see also objectivity)  3.02–3.59
conceptual framework  3.06, 3.07-3.26
documentation requirements  3.59
external auditor independence  3.28-3.30
government auditors, organizational structure  3.27-3.32
independence of mind  3.03a
independence in appearance  3.03b 
internal auditor independence  3.31, 3.32
nonaudit services, consideration of specific  3.45-3.58
nonaudit services, evaluation of previous  3.42, 3.43
nonaudit services, management responsibilities  3.35-3.38
nonaudit services, requirements  3.34-3.44
nonaudit services, routine activities  3.40-3.41
nonaudit services, suitable, skill, knowledge, or experience of management  3.34
safeguards  3.16-3.19
threats  3.13-3.15, A3.02-A3.09

information (see also evidence, internal control)
computer-processed  6.66 
from officials of audited entity  6.65 
self-reported  6.63 

Institute of Internal Auditors (IIA)  2.21a, 3.31, 4.46b, 5.44b, 5.52b, 5.62b, 7.44b
integrity  1.17-1.18
internal auditing  2.21b, 6.22, 7.44b      

independence  3.31-3.32
as nonaudit service  3.53
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peer review report  3.105
performance audit  6.22, 7.44b
reporting externally  4.45b, 5.44b, 5.52b, 5.62b, 7.44b

internal control (see also attestation engagements, field work; attestation engagements, reporting; 
financial audits, performing; financial audits, reporting; performance audits, field work; performance 
audits, reporting)

as audit objective  2.11, 2.11b
definition of  6.15c
deficiencies, examples of  A.05-A.06
in financial audits  2.07a, 4.19-4.24
for information systems  6.16, 6.23-6.27, 6.66
as a nonaudit service  3.54-3.56
objectives, types of  6.19-6.20, A2.03
in performance audits  2.11, 6.16-6.27
as subject matter  A2.01
supplemental testing and reporting  4.19-4.22

internal quality control system (see quality control and assurance)   
International Auditing and Assurance Standards Board  2.20b 

Joint Committee on Standards for Education Evaluation  2.21c 

laws, regulations, contracts or grant agreements, provisions of
determining significance to objectives of  A.11-A.13
in performance audits  6.15a 
that require GAGAS  A1.02–A1.04

limited reports (see attestation engagements, reporting; financial audits, reporting; performance audits, 
reporting)

management’s role  A1.08
management audit  (see performance audit)
management controls (see internal control)
management skill, knowledge, or experience  3.34
managers and officials, responsibilities of government  1.02

nonaudit services  2.12-2.13 
independence, see “independence, nonaudit services”

nongovernmental entities, applicability of GAGAS to audits of  A1.04

objectives, audit  (see also performance audits, field work; performance audits, reporting; subject 
matter 2.03-2.04, 2.09, 2.11, 2.25, A2.02-A2.05)
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attestation engagement  2.09
compliance  2.11c
economy and efficiency  2.11a
information appropriate to  A6.01
internal control  2.11b
multiple or overlapping  2.11
performance audit  2.10, 2.11, 6.03, 6.07-6.08
program effectiveness and results  2.11a
prospective analysis  2.11d
types of  2.02-2.11

objective, as report quality element  A7.02b
objectives, scope, and methodology (see also performance audit, field work and performance audit, 
reporting)  7.09–7.13
objectivity (see also auditors’ responsibilities; independence)  1.14c,  1.19
operational audits  (see performance audits)

peer review, external  3.82b, 3.96-3.107 
contracting parties, providing reports to  3.106  
public transparency  3.105 
risk assessment  3.99 
scope  3.96-3.98, 3.102 
reporting  3.97, 3.100-3.103 
selecting engagements  3.99 
team criteria  3.104 
work of another audit organization, using  3.107

performance audits (see also evidence)
audit objectives, types of  2.11, A2.02-A2.05
definition  2.10
GAGAS and other standards  2.21

performance audits, field work  6.01–6.85
abuse  6.33–6.34  
audit plan, preparing  6.51–6.52
audit risk  6.01, 6.05, 6.07, 6.10–6.11, 6.29, 6.36
cause  6.76
communication, auditor  6.47–6.50    
compliance objectives  6.19c, A2.04   
condition  6.75
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corrective actions  6.36      
criteria  2.10, 6.37, A6.02
effect  6.77
documentation  6.06, 6.46, 6.48-6.50, 6.69, 6.79-6.85
effectiveness and efficiency objectives  6.19a
engagement letter  6.49
evidence  6.03, 6.05, 6.07, 6.10, 6.27, 6.37, 6.38-6.39, 6.56-6.72, A6.04-A6.05
findings, developing elements of  6.73-6.77
fraud  6.30–6.32
GAGAS, departure from  2.16, 2.24b, 2.25, 6.84
information systems controls  6.23–6.27
internal control  6.15c, 6.16–6.22
internal control deficiency  6.21
internal control, types of  6.19–6.20
laws, regulations, contracts, and grant agreements  6.15a, 6.28–6.29
methodology (see also planning)  6.07, 6.10
noncompliance with contracts or grant agreements  6.21, 6.28–6.29
objectives, audit  6.07–6.08, A2.02-A2.05, A6.05
outcomes  6.15g
outputs  6.15f
planning  6.06–6.52
previous engagements  6.36
program, definition of  6.08
program operations  6.15e
program, understanding the  6.13, 6.15 
reasonable assurance  6.01, 6.03
relevance and reliability  6.19b
safeguarding assets and resources  6.20
scope (see also planning)  6.07, 6.09        
significance  6.01, 6.04, 6.07, 6.11  
staff, assigning  6.45
specialists, using the work of  6.42-6.44
supervision  6.53-6.55
termination before audit completed  6.50
users of the audit report  6.14
work of others, using  6.40–6.44 
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performance audits, reporting   7.01-7.44 
abuse  7.18, 7.21-7.24 
classified information 7.40, 7.43
communication, auditor  7.07, 7.19, 7.22    
confidential or sensitive information  7.39- 7.43  
conclusions  7.27 
corrective actions  7.05, 7.14, 7.28, 7.32, 7.37 
direct reporting to outside parties  7.24 -7.26 
distribution  7.44 
documentation  7.19, 7.22, 7.44
evidence  7.12-7.15, 7.26 
findings  7.14-7.26     
form of audit report  7.04 
fraud  7.18, 7.21-7.23  
GAGAS, reporting auditors’ compliance with  7.30-7.31, 2.23-2.25
internal auditors  7.44b 
internal control deficiencies  7.19-7.20 
investigations or legal proceedings, compromising  7.23 
limited-official-use report  7.40-7.41, 7.43 
methodology  7.09, 7.13 
objectives, audit  7.10 
objectives, scope, and methodology  7.09-7.13 
public records laws  7.43 
purposes  7.05 
quality, elements of report  A7.02
recommendations  7.28-7.29  
scope  7.11 
views of responsible officials 7.08, 7.32-7.38  

professional behavior  1.24 
professional judgment  3.01, 3.60–3.68

auditor responsibility  3.68
collective knowledge  3.63
competence and  3.62, 3.64
independence, determining impairment of  3.64
risk level, considering  3.66, 3.67
understanding, determining required level of  3.66
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professional requirements, use of terminology in  2.15-2.18
categories of  2.15
explanatory material  2.17
interpretive publications  2.18
presumptively mandatory requirements  2.15b
unconditional requirements  2.15a

program audits or evaluations (see performance audits)
program effectiveness and results audits (see performance audits)
proper use of government information, resources, and position  1.20-1.23 
Public Company Accounting Oversight Board  2.20c 
public interest  1.14a, 1.15, 1.16  
public need to know  1.02

quality control and assurance (see also peer review, external)  3.82-3.107, A3.10-A3.12
documentation of  3.85
monitoring  3.93-3.95
peer review  3.96, 3.107, A3.11-A3.12 
system of  3.83-3.85, A3.10 

reasonable assurance  6.01, 6.03, 6.07, 6.10
recommendations  7.28-7.29
report quality, elements of  A7.02 
reporting standards  (see attestation engagements, reporting; financial audits, reporting; performance 
audits, reporting)
requirements, use of terminology in professional  (see professional requirements, use of 
terminology in)
routine activities  3.40-3.41

scope  6.09 
significance  6.01, 6.04, 6.07, 6.11, 6.58, 6.65, 6.71
significant deficiency (see attestation engagements, reporting) 
specialists 

qualifications  3.79-3.80 
using  6.42-6.44 

standards, choice between applicable  2.04
standards of other authoritative bodies (see also entries for individual standard-setting bodies)        
2.19-2.22
sufficiency  6.57, 6.67-6.68 
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supplemental guidance (see guidance, supplemental)

terms   2.14-2.18 
abuse  4.07, 5.08, 6.33
appropriateness  6.57, 6.60-6.66 
attestation engagement  2.09 
audit organization 1.07b, 3.10 
audit procedures  6.10 
audit risk  6.05 
auditing  1.03 
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The Census Bureau, DOL, EPA, and VHA have all implemented succession 
planning and management efforts that collectively are intended to strengthen
organizational capacity. However, in light of governmentwide fiscal 
challenges, the agencies have opportunities to enhance some of their 
succession efforts.   
 
• While all of the agencies have assigned responsibility for their 

succession planning and management efforts to councils or boards, VHA 
has established a subcommittee and high-level positions that are directly 
responsible for its succession efforts. Also, VHA and the Census Bureau 
specifically mention succession planning and management as 
performance expectations in their executives’ performance plans. 

  
• The four agencies have begun to link succession efforts to strategic 

planning. For example, DOL plans to shift from a historical enforcement 
role to a compliance assistance and consulting role, requiring stronger 
skills in communication and analysis. To attract and retain employees 
with such skills, DOL launched the Masters in Business Administration 
Fellows program in 2002, which it considers one of its major succession 
training and development programs.  

 
• Monitoring mission-critical workforce needs helps make informed 

planning decisions. DOL, EPA, and VHA have identified gaps in 
occupations or competencies, have undertaken strategies to address 
these gaps, and are planning or are taking steps to monitor their progress
in closing these gaps. The Census Bureau could strengthen the 
monitoring of its mission-critical occupations more closely and at a 
higher level to ensure it is prepared for the 2010 Decennial Census. 

 
• Effective training and development programs can enhance the federal 

government’s ability to achieve results. All of the agencies’ succession 
efforts include training and development programs at all organizational 
levels. However, in the current budget environment, there are 
opportunities to coordinate and share these programs and create 
synergies through benchmarking with others, achieving economies of 
scale, limiting duplication of efforts, and enhancing the effectiveness of 
programs, among other things. Performance measures for these 
programs can also help agencies evaluate these programs’ effects on 
organizational capacity and justify their value. 

 
• Finally, agencies have recognized the importance of diversity to a 

successful workforce and use succession planning and management to 
enhance their workforce diversity. 

 

As the federal government 
confronts an array of challenges in 
the 21st century, it must employ 
strategic human capital 
management, including succession 
planning, to help meet those 
challenges. Leading organizations 
go beyond a succession planning 
approach that focuses on replacing 
individuals and engage in broad, 
integrated succession planning and 
management efforts that focus on 
strengthening current and future 
organizational capacity.  
 
GAO reviewed how the Census 
Bureau, Department of Labor 
(DOL), the Environmental 
Protection Agency (EPA) and the 
Veterans Health Administration 
(VHA) are implementing 
succession planning and 
management efforts.  

What GAO Recommends  

GAO made specific 
recommendations to enhance 
agencies’ succession efforts. The 
Department of Veterans Affairs 
agreed with our recommendations. 
The Census Bureau agreed with 
two recommendations and in 
response to a third, stated that its 
existing monitoring approach is 
effective. However, without 
strengthened monitoring, the 
Bureau is at increased risk that it 
will not have the skills it needs for 
the 2010 Census. DOL did not take 
issue with our findings and will 
consider our recommendations. 
EPA did not comment on our 
recommendations. DOL and EPA 
provided technical comments.  
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A

June 30, 2005 Letter

The Honorable George V. Voinovich
Chairman
Subcommittee on Oversight of Government Management, 

the Federal Workforce, and the District of Columbia
Committee on Homeland Security and Governmental Affairs
United States Senate

The Honorable Jon Porter
Chairman
Subcommittee on the Federal Workforce and Agency Organization
Committee on Government Reform
House of Representatives

The Honorable Jo Ann Davis
House of Representatives

Large, escalating, and persistent deficits that are unsustainable over the 
long term are among an array of challenges that the federal government 
confronts in the 21st century.1 To help meet government’s challenges, we 
have reported that agencies must employ strategic human capital 
management. We also continue to designate strategic human capital 
management as a high-risk area, one that threatens the federal 
government’s ability to serve Americans effectively, because federal human 
capital strategies are still not appropriately constituted to meet current and 
emerging challenges or drive the transformations necessary for agencies to 
meet these challenges.2 More specifically, agencies need to identify, 
develop, and select the appropriate leaders, managers, and workforce to 
meet 21st century challenges, and one critical step is through effective 
succession planning and management. Leading organizations go beyond a 
succession planning approach that focuses on simply replacing individuals 
and engage in broad, integrated succession planning and management 
efforts that focus on strengthening both current and future organizational 
capacity. Particularly in an environment of likely continued budget 
constraints, federal agencies must implement human capital strategies, 

1 GAO, 21st Century Challenges: Reexamining the Base of the Federal Government, 
GAO-05-325SP (Washington, D.C.: February 2005).

2 GAO, High-Risk Series: An Update, GAO-05-207 (Washington, D.C.: January 2005).
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including succession planning and management, to transform their cultures 
to achieve their long-term goals.

Congress has recognized the important role of succession planning and 
management in preparing federal workers for the future. The Federal 
Workforce Flexibility Act of 2004 requires the head of each agency to 
establish, in consultation with the Office of Personnel Management (OPM), 
a comprehensive management succession program to provide training for 
employees and develop future managers for the agency.3 In addition, the 
Chief Human Capital Officers Act led to the creation of a governmentwide 
Chief Human Capital Officers (CHCO) Council, which subsequently 
established a leadership and succession planning subcommittee.4 This 
subcommittee’ s intended focus is on reviewing leadership development, 
moving leaders from technicians to strategic thinkers, and meeting future 
workforce needs in a planned manner. The act also calls for OPM to design 
measures to assess, among other issues, the continuity of effective 
leadership through the implementation of succession plans.

We previously identified how agencies in Australia, Canada, New Zealand, 
and the United Kingdom are adopting a more strategic approach to 
managing the succession of senior executives and other employees with 
critical skills.5 We found that these agencies’ succession planning and 
management efforts (1) receive active support of top leadership; (2) link to 
the agencies’ strategic planning; (3) identify talent from multiple 
organizational levels, early in their careers, or with critical skills; (4) 
emphasize developmental assignments for high-potential employees in 
addition to formal training; (5) address specific human capital challenges, 
such as diversity; and (6) facilitate broader transformation efforts.6 We 
observed that these experiences may prove valuable to agencies in the 
United States.

3 5 U.S.C. §4121.

4 5 U.S.C. §1401.

5 GAO, Human Capital: Insights for U.S. Agencies from Other Countries’ Succession 

Planning and Management Initiatives, GAO-03-914 (Washington, D.C.: Sept. 15, 2003).

6 For more information on transformation, see GAO, Forum: High-Performing 

Organizations: Metrics, Means, and Mechanisms for Achieving High Performance in the 

21st Century Public Management Environment, GAO-04-343SP (Washington, D.C.: 
Feb. 13, 2004).
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As a follow up to that report, we reviewed how selected U.S. agencies are 
implementing succession planning and management efforts. For purposes 
of this report, we specifically address the first five practices given the 
selected agencies’ immediate succession challenges. We selected agencies 
based on the nature of these succession challenges as well as their diverse 
organizational structures and missions.

Specifically, we reviewed the

• Census Bureau, which has a unique, event-driven requirement, namely 
the 2010 Decennial Census, and projected that 45 percent of its 
workforce will be eligible to retire by 2010;

• Department of Labor (DOL), which has reported a Senior Executive 
Service (SES) retirement eligibility rate of more than 60 percent by the 
beginning of fiscal year (FY) 2010;

• Environmental Protection Agency (EPA), which has reported that 
almost 60 percent of its SES will be eligible to retire by 2008 and 
projected a loss of at least 20 percent of its supervisors in 10 of 18 
priority occupations; and

• Veterans Health Administration (VHA), which reported a 38 percent SES 
retirement eligibility rate through 2008 and projects that 24 percent of 
its Nurse Executives will be eligible for regular retirement in 2005.

To meet this objective, we analyzed strategic, human capital, workforce, 
succession, and training and development plans; guidance for managers’ 
performance agreements; human capital team charters; and diversity 
information from the selected agencies. In addition, we reviewed policies 
and guidance on succession-related issues from OPM, as well as the Equal 
Employment Opportunity Commission (EEOC) and the Merit Systems 
Protection Board (MSPB) because of their responsibilities for ensuring the 
fair application of personnel decisions, such as selection for training and 
development programs. We also interviewed agency, OPM, EEOC, and 
MSPB officials involved with strategic, human capital, and succession 
planning and management. To get the varied perspectives of agencies’ staff 
located in headquarters and regional offices, we interviewed agency 
officials in Washington, D.C.; Charlotte, North Carolina; and Los Angeles 
and San Francisco, California. Appendix I provides additional information 
on our scope and methodology. We conducted our study from June 2004 
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through April 2005 in accordance with generally accepted government 
auditing standards.

Results in Brief The Census Bureau, DOL, EPA, and VHA have all implemented selected 
succession planning and management efforts that collectively are intended 
to strengthen both current and future organizational capacity. Generally, 
these efforts receive top leadership support and commitment, link with 
strategic planning, identify critical gaps in occupations or competencies, 
offer training and development programs, and enhance diversity. However, 
each of the agencies should enhance some succession efforts to better 
position themselves for the future.

All four agencies have the support and commitment of their organizations’ 
top leadership. For example, they have established councils or boards with 
responsibility for human capital that involve top agency leadership. 
Specifically, VHA has a dedicated subcommittee as well as high-level 
positions that are directly accountable for succession planning and 
management, while the other three agencies have councils or boards that 
are responsible for human capital more broadly, including succession. 
Furthermore, all four agencies include a performance expectation that in 
general holds executives accountable for human capital management in 
their performance plans. However, VHA and the Census Bureau include an 
expectation that specifically holds executives accountable for succession 
planning and management.

All four agencies have also begun to link their succession efforts to their 
strategic goals. DOL states that to meet its strategic goal of ensuring a 
competitive 21st century workforce, it plans to identify skill gaps, assess 
training needs, and recruit new employees. For example, DOL plans to shift 
from a historical enforcement role to compliance assistance and 
consultation, requiring stronger skills in communication and analysis. DOL 
seeks to develop more skills in technology and project management as well 
as in strategic planning, quantitative analysis, and analytical thinking for a 
more “business-like” management approach. To attract and retain 
employees with such skills, DOL launched the Masters in Business 
Administration (MBA) Fellows program in 2002, which it considers one of 
its major succession development programs.

These agencies have identified the talent, and specifically the mission-
critical occupations or competencies required to achieve their goals. For 
example, VHA projects the number of employees needed to fill the gaps in 
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mission-critical occupations and monitors changes in its mission-critical 
workforce. EPA has projected gaps by mission-critical occupations, 
identified technical and cross-occupational competencies, and plans to 
monitor its progress in closing these gaps. DOL assesses its mission-critical 
requirements through skills inventories and monitors the turnover of its 
workforce. The Census Bureau, on the other hand, has also identified its 
mission-critical occupations, but does not monitor its progress in closing 
gaps because decisions to fill vacancies are delegated to line managers. 
However, without monitoring the readiness of its mission-critical workers 
more closely and at a higher level than line managers, the Bureau may not 
know overall if it is acquiring the skills it needs to be prepared to conduct 
the 2010 Decennial Census.

Effective training and development programs can enhance the federal 
government’s ability to prepare its workforce and thereby achieve results. 
Further, effective succession planning and management efforts identify 
talent from multiple organizational levels and early in their careers as well 
as provide both formal and developmental training to strengthen high-
potential employees’ skills and to broaden their experience. All four 
agencies have core succession training and development programs for 
entry-level employees, middle-level management, and senior executives. 
However, in the current budget environment, there are opportunities for 
agencies to coordinate and share these programs and create synergies 
through benchmarking with others, achieving economies of scale, limiting 
duplication of efforts, and enhancing the effectiveness of programs, among 
other things. Examples of such coordinated and shared training include a 
partnership across three agencies to share best practices among their 
acquisition workforces and OPM’s program to help agencies meet their 
senior executive succession goals and create a leadership corps. The 
selected agencies generally had not sought out such opportunities for their 
core succession programs.

Given this environment, agencies also need credible information to 
evaluate how training and development programs affect organizational 
capacity. All four agencies are able to report on measures such as 
participant number and program cost. However, the Census Bureau, VHA, 
and EPA could better demonstrate their programs’ value in providing future 
talent by identifying outcome-oriented measures and evaluating the extent 
to which these programs enhance their organizations’ capacity. For 
example, DOL has identified measures that are intended to provide the 
department with an understanding of the programs’ impact on 
organizational capacity, such as its SES “bench strength,” a ratio of senior 
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executives who are in training or have completed training to those 
projected to leave.

Finally, all four agencies report using their succession planning and 
management efforts to enhance diversity. For example, VHA has integrated 
diversity planning into its succession and workforce planning process. 
Initially, each regional office that has primary responsibility for health 
care—or Veterans Integrated Service Network (VISN)—submits a regional 
succession plan that includes diversity information. VHA then analyzes 
these data, highlights underrepresentation of certain demographic groups 
in specific mission-critical occupations, and provides guidance to focus 
recruiting efforts to enhance diversity.

To improve and refine their succession planning and management efforts, 
we are recommending that all four agencies actively seek opportunities to 
coordinate and share their core succession training and development 
programs with other outside agencies. By doing so, agencies can enhance 
efficiency and increase the effectiveness of their programs, among other 
things. We are also making other recommendations to individual agencies 
to enhance their succession planning and management efforts.

We provided a draft of this report to the Acting Director of OPM and the 
CHCO Council’s Leadership and Succession Planning Subcommittee for 
their information. We also provided a draft of this report to the Secretaries 
of Commerce, Labor, and Veterans Affairs (VA) and the Administrator of 
EPA for their review and comment. VA agreed with our findings and 
recommendations, and we present their written comments in appendix II. 
The Department of Commerce (DOC) and the Census Bureau agreed with 
our findings and our recommendations to seek opportunities to coordinate 
core succession training and development programs and to evaluate the 
extent to which these programs enhance organizational capacity. In 
response to our recommendation to strengthen the monitoring of its 
mission-critical workforce, the Census Bureau stated that its existing 
approach is effective. However, without strengthened monitoring of its 
mission-critical workforce, the Census Bureau is at increased risk that it 
will not have the skills it needs to be prepared to conduct the 2010 Census 
as efficiently or effectively as possible. For example, a lesson from the 2000 
Census was that while contracts for various projects supported decennial 
census operations, they did so in many instances at a higher cost than 
necessary because the Census Bureau did not have sufficient contracting 
and program staff with the training and experience to manage them. We 
present DOC’s and the Census Bureau’s written comments in appendix III. 
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DOL did not take issue with our findings, stated that it will consider our 
recommendations, and provided technical comments, which we 
incorporated as appropriate. EPA did not comment on our 
recommendations, but provided a technical comment, which we 
incorporated.

Background We have found that other countries are experiencing challenges in 
managing their human capital, and their experiences may prove valuable to 
federal agencies in the United States. For example, they are using their 
performance management systems to connect employee performance with 
organizational success to help foster a results-oriented culture.7 They are 
also implementing succession planning and management initiatives that are 
designed to protect and enhance organizational capacity.8 Collectively, 
these agencies’ initiatives demonstrated the following practices.

• Receive active support of top leadership. Top leadership actively 
participates in, regularly uses, and ensures the needed financial and 
staff resources for key succession planning and management initiatives. 
New Zealand’s State Services Commissioner, whose wide-ranging duties 
include the appointment and review of public service chief executives, 
formulated a new governmentwide senior leadership and management 
development strategy.

• Link to strategic planning. To focus on both current and future needs 
and to provide leaders with a broader perspective, the Royal Canadian 
Mounted Police’s succession planning and management initiative figures 
prominently in the agency’s multiyear human capital plan and provides 
top leaders with an agencywide perspective when making decisions.

• Identify talent from multiple organizational levels, early in their 

careers, or with critical skills. For example, the United Kingdom’s Fast 
Stream program targets high-potential individuals as well as recent 
college graduates, and aims to provide individuals with experiences and 
training linked to strengthening specific competencies required for 
admission to the Senior Civil Service.

7 GAO, Results-Oriented Cultures: Insights for U.S. Agencies from Other Countries’ 

Performance Management Initiatives, GAO-02-862 (Washington, D.C.: Aug. 2, 2002).

8 GAO-03-914.
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• Emphasize developmental assignments in addition to formal 

training. Initiatives emphasize developmental assignments in addition 
to formal training to strengthen high-potential employees’ skills and 
broaden their experiences. For example, Canada’s Accelerated 
Executive Development Program temporarily assigns executives to 
work in unfamiliar roles or subject areas, and in different agencies.

• Address specific human capital challenges, such as diversity, 

leadership capacity, and retention. For example, the United Kingdom 
created a centralized development program that targets minorities with 
the potential to join the Senior Civil Service.

• Facilitating broader transformation efforts. The United Kingdom 
launched a wide-ranging reform program know as Modernising 
Government, which focused on improving the quality, coordination, and 
accessibility of the services government offered to its citizens and 
restructured the content of its leadership and management development 
programs to reflect this new emphasis on service delivery. In Australia, 
to find individuals to champion recent changes in how it delivers 
services and interacts with stakeholders, the Family Court of Australia 
identifies and prepares future leaders who will have the skills and 
experiences to help the organization successfully adapt to agency 
transformation.

We at GAO have also undertaken a variety of succession planning and 
management initiatives consistent with these leading practices to 
strengthen our own internal efforts. For example, we have constructed a 
detailed workforce planning model and analyzed it to ensure that it hired, 
retained, and contracted for the appropriate number of staff with the 
needed competencies. In addition, we have developed certain “people 
measures” to assess its performance in human capital management, 
including measures for the attraction and retention of staff, staff utilization 
and development, and organizational leadership.
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Agencies Reinforce 
Top Leadership 
Support by Assigning 
Responsibility for 
Succession Efforts

Effective succession planning and management programs have the support 
and commitment of their organizations’ top leadership. Our past work has 
shown that demonstrated commitment of top leaders is perhaps the single 
most important element of successful management reform.9 We have 
reported that to demonstrate its support of succession planning and 
management efforts, top leadership actively participates in and regularly 
uses these initiatives to develop and promote individuals, and ensures that 
these programs receive sufficient resources.10 As a next step, federal 
agencies are to hold their senior executives accountable to address human 
capital issues, such as succession.11 We found that VHA has assigned 
responsibility for succession planning and management initiatives to a 
dedicated subcommittee, while DOL, the Census Bureau, and EPA have 
councils or boards that are responsible for human capital more broadly, 
including succession efforts.

VHA has established a subcommittee and high-level positions that are 
directly responsible for succession planning and management. The 
Succession and Workforce Development Management Subcommittee 
reports to the Human Resources Committee of the National Leadership 
Board, as illustrated in figure 1. VHA’s Chief Executive Officer—the 
Department of Veterans Affairs’ Undersecretary for Health—chairs the 
board, which consists of VISN directors, chief officers, and heads of 
offices.

9 GAO, Management Reform: Elements of Successful Improvement Initiatives, 
GAO/T-GGD-00-26 (Washington, D.C.: Oct. 15, 1999).

10 GAO-03-914.

11 GAO, Results-Oriented Cultures: Using Balanced Expectations to Manage Senior 

Executive Performance, GAO-02-966 (Washington, D.C.: Sept. 27, 2002).
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Figure 1:  VHA’s Assigned Responsibility for Succession

In addition, VHA has established (1) a workforce planner position to help 
coordinate and manage VHA workforce planning activities, and (2) a nurse 
workforce planner position to help respond to its nursing shortage and 
consult with the workforce planner on certain issues, such as regional-
specific recruiting challenges and training. Also, this year, VHA seeks to 
establish a director of succession management, a senior executive-level 
position. According to a VHA human capital official, the new director’s 
duties will include overseeing national coordination of VHA’s succession 
activities.

At DOL, the Management Review Board, chaired by the Assistant Secretary 
for Administration and Management, is responsible for a variety of 
business issues, including human capital. The board is composed of top 
senior leaders from each of the agencies within DOL. According to DOL, 
the board’s senior leaders helped garner support for departmentwide 
succession planning and management efforts. For example, the board 
recommended funding the development of departmentwide competencies 
required for mission-critical occupations.

The Census Bureau’s Human Capital Management Council, consisting of 
representatives from each of the Census Bureau’s directorates, reports to 
the Deputy Director of Census. According to Census Bureau human 
resource officials, the Council plays a key role in involving and advising top 
leadership on human capital issues. For example, the Council developed 

National Leadership Board
Chair: Under Secretary for Health

Human Resources Committee

Succession and Workforce
Development

Management Subcommittee  

Source: GAO.

I 

I 
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and presented a succession management plan that recommended, among 
other things, piloting job rotations and assignments to address mission-
critical priorities and resources. In addition, according to a Census Bureau 
human resource official, the Council assesses various succession-related 
issues, such as recruiting and competency development for the Bureau’s 
senior management. In turn, senior management recently tasked a Council 
representative to provide monthly updates on succession-related issues.

EPA’s Human Resources Council, composed of senior leaders who are to 
advise the EPA Administrator on human capital issues, released EPA’s 
“Strategy for Human Capital,” a planning document outlining EPA’s long-
term human capital goals. The strategy names the offices responsible for 
leading each of its goals. For example, the Office of Human Resources, the 
Executive Resources Board, and human resources officers are to 
implement a strategy to “Ensure the Continuity of Leadership, Critical 
Expertise, and Agency Values through Succession Planning and 
Management/Executive Development.” According to agency human capital 
officials, EPA’s assistant and regional administrators and their senior 
managers are responsible for executing succession planning initiatives.

As a next step, federal agencies are to hold their senior executives 
accountable for human capital issues, thus explicitly aligning individual 
performance expectations with organizational goals. VHA and the Census 
Bureau specifically mention succession planning and management in their 
executives’ performance plans. DOL and EPA senior executive 
performance expectations also include aspects of succession planning and 
management as part of more general human capital management 
responsibilities.

• At VHA, in their FY 2005 performance plans, chief officers and program 
officials are to assure that the regional strategic plans address 
workforce development, including a succession plan that projects 
workforce needs. A VHA official also stated that VHA is considering 
including specific succession-related performance measures, such as 
turnover rates for selected priority occupations, in applicable executive 
performance plans.

• The Census Bureau’s FY 2005 executive performance plans state that 
each senior executive “effectively develops and executes plans to 
accomplish strategic goals and organizational objectives, setting clear 
priorities and acquiring, organizing, and leveraging available resources 
(human, financial, budget, etc.,) and succession planning to ensure 
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timely delivery of high quality services and products in compliance with 
applicable laws, regulations and policies.” Senior executives are also to 
demonstrate a planned approach to workforce development for 
managers and staff.

• At DOL, executives are to ensure that “staff are appropriately selected, 
utilized, appraised, and developed…” Executives are also to develop the 
talents of the staff and qualified candidates for positions in the 
organization, according to DOL’s latest senior executive performance 
management plan, revised in 2004.

• EPA’ s FY 2004 performance plan for senior executives states that 
executives should identify current and projected skill gaps and develop 
strategies for addressing these gaps. According to an EPA executive 
resource policy official, the FY 2005 senior executive performance plan 
is under revision, but the expectations concerning skill gaps will not 
change.

We have also reported that to demonstrate its support of succession 
planning and management, top leadership ensures that these programs 
receive sufficient financial and staff resources and are maintained over 
time.12 DOL uses a centrally managed “crosscut fund” to supplement its 
succession planning and management initiatives. Component agencies 
within DOL submit project proposals, which DOL evaluates against 
established criteria, such as supporting initiatives in the department’s 
Human Capital Strategic Plan. According to DOL, from FY 2003-2004, the 
agency allocated about $6.1 million for 18 human capital projects, such as 
competency assessments for mission-critical occupations, and the 
Management Development Program, one of DOL’s major succession 
development programs. The Census Bureau, EPA, and VHA allocate money 
to various programs, including succession efforts, intended to contribute to 
human capital goals, but detailed funding information was not readily 
available from the agencies.

12 GAO-03-914.
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Agencies Have Begun 
to Link Succession 
Efforts to Their 
Strategic Goals

Leading organizations use succession planning and management as a 
strategic planning tool that focuses on current and future needs and 
develops pools of high-potential staff in order to meet the organization’s 
mission over the long term. That is, succession planning and management 
is used to help the organization become what it needs to be, rather than 
simply to recreate the existing organization. We have previously reported 
on the importance of linking succession planning and management with the 
forward-looking process of strategic planning.13 Specifically, discussing 
how workforce knowledge, skills, and abilities will contribute to the 
achievement of strategic and annual performance goals, how significant 
gaps are identified, and what mitigating strategies are proposed (such as 
hiring and training) can show the connection between succession planning 
and strategic planning. All four agencies have begun to link their 
succession planning to their strategic goals.

We previously reported that EPA’s human capital strategy lacked some key 
elements, including the linking of human capital objectives to strategic 
goals.14 Since then, EPA’s current strategic plan recognizes that human 
capital management spans its 5 strategic goals and identifies specific 
workforce knowledge, skills, and abilities to achieve each goal. For 
example, as illustrated in figure 2, to achieve its goal for “Clean Air and 
Global Climate Change,” EPA states that its workforce planning, hiring, and 
training activities will emphasize risk assessment, including environmental-
risk modeling and monitoring, economic analysis, and standard setting, 
among other factors.

13 GAO, Human Capital: A Self-Assessment Checklist for Agency Leaders, 
GAO/OCG-00-14G (Washington, D.C.: September 2000).

14 GAO, Human Capital: Implementing an Effective Workforce Strategy Would Help EPA to 

Achieve Its Strategic Goals, GAO-01-812 (Washington, D.C.: July 31, 2001).
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Figure 2:  EPA’s Strategic Goals and Associated Human Capital Focus

Source: EPA.
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Separately, the succession plan states that the agency faces a number of 
future challenges, such as global pollution, and identifies key drivers 
shaping the agency’s future work, such as science and technology 
advancements, budget constraints, administration priorities, agricultural 
practices, public expectations, and the media’s influences. To respond to 
these drivers, EPA states that its employees must have the capacity to build 
stronger working partnerships, increase on-site problem solving, and 
enhance internal and external communication practices.

As a component of VA, VHA recognizes VA’s strategic objective to “recruit, 
develop and retain a competent, committed and diverse workforce that 
provides high quality service to veterans and their families” in its Workforce 

Succession Strategic Planning Guide. To achieve this objective, VHA 
identifies a number of strategic assumptions about the future of veterans’ 
health care. For example, it states that health care delivery will become 
more patient centered, that patients will be seen based on need instead of a 
predetermined schedule, and the use of in-home and interactive technology 
will increase, along with noninstitutional long-term care. Although VHA 
states that technological advances will improve access and quality of care 
for veterans, it does not anticipate significant impacts on the need for 
health care professionals over the next 5 years, and expects to continue to 
compete for scarce health care professionals in certain occupations.

DOL states that to meet its strategic goal of ensuring a competitive 21st 
century workforce, it plans to identify skill gaps, assess training needs, and 
recruit new employees. For example, DOL plans to shift from a historical 
enforcement role to compliance assistance and consultation, requiring 
stronger skills in communication and analysis. DOL seeks to develop more 
skills in technology and project management as well as in strategic 
planning, quantitative analysis, and analytical thinking for a more 
“business-like” management approach. To attract and retain employees 
with such skills, DOL launched the MBA Fellows program in 2002, which it 
considers one of its major succession development programs. The 2-year 
developmental program includes rotational assignments, mentoring, and 
promotional opportunities for successful graduates. In FY 2004, DOL 
reported retaining 89 percent of its MBA Fellows after 2 years.

Among the Census Bureau’s strategic goals is its unique requirement to 
conduct the Decennial Census. According to the agency strategic plan, the 
Bureau plans to reengineer the 2010 Census so that it “is cost-effective, 
provides more timely data, improves coverage accuracy, and reduces 
operational risk.” The agency will accomplish this by collecting 
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information on a yearly basis, enhancing address databases, using local 
geographic information, and undertaking operational tests of these new 
sources and methods. In its human capital plan, the Bureau acknowledges 
that reengineering the 2010 Census requires new skills in project, contract, 
and financial management; advanced programming and technology; and 
statistics, mathematics, economics, quantitative analysis, marketing, 
demography, and geography. To help obtain these skills, the Bureau has 
established training programs and developed competency guides. For 
example, it has instituted a Project Management Master’s Certificate 
Program and an Information Technology Master’s Certificate Program. All 
program managers now are to receive project management training.

Monitoring 
Mission-Critical 
Workforce Needs 
Helps Make Informed 
Succession Planning 
Decisions

Leading organizations use succession planning and management to identify 
the talent required to achieve their goals. We have also identified key 
principles for effective workforce planning including determining the 
critical skills and competencies that will be needed to achieve current and 
future programmatic results; developing strategies that are tailored to 
address gaps in number, deployment, and alignment of human capital 
approaches for enabling and sustaining the contributions of all critical 
skills and competencies; and monitoring and evaluating the agency’s 
progress toward its human capital goals and the contribution that human 
capital results have made toward achieving programmatic results.15

VHA, EPA, and DOL have identified gaps in occupations or competencies in 
their mission-critical workforce to achieve their goals, have undertaken 
strategies to address these gaps, and plan to or are taking steps to monitor 
their progress. By doing so, they can make more informed planning 
decisions and help appropriately focus succession efforts. While the 
Census Bureau has identified and is recruiting for its mission-critical 
occupations, it could achieve similar benefits if it more closely monitors its 
mission-critical workforce as it plans for the 2010 Decennial Census.

15 GAO, Human Capital: Key Principles for Effective Strategic Workforce Planning, 
GAO-04-39 (Washington, D.C.: Dec. 11, 2003).
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VHA has identified 13 occupations it deems as national priorities for 
recruitment and retention, including registered nurses, physicians, and 
nuclear medicine technicians, among others. VHA uses a Web-based tool 
with a workforce strategic planning template to help project its needs in 
these mission-critical occupations. Each VISN completes a comprehensive 
and detailed regional workforce assessment that projects staffing needs for 
priority occupations for at least the next 5 years. These projections are 
based on anticipated resignations, retirements, other separations, and 
future mission needs. VHA’s workforce planner considers these data when 
projecting national staffing needs. For example, as illustrated in figure 2, 
VHA anticipates hiring 3,403 nurses in FY 2005 and 21,796 nurses from FY 
2006 through FY 2011. This national projection includes, for example, the 
VISN 16 assessment that it will need from 220 to 238 nurses from FY 2005 
to FY 2008.
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Figure 3:  VISN 16 Workforce Assessment and VHA’s National Succession Plan

VHA considers regional data and 
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VHA considers regional data and 
projects nationally

Source: VHA.
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VHA also monitors and reports changes in its mission-critical workforce 
based on these data. For example, VHA reports that it increased the total 
nurses it had on-board by 6.2 percent or 2,184 from FY 1999 to FY 2004. 
VHA states that the succession programs implemented since 1999 have 
helped it to meet these mission-critical needs and, therefore, it does not 
plan to implement additional programs.

We previously recommended that EPA comprehensively assess its 
workforce needs.16 Subsequently, EPA identified 18 priority occupations, 
including physical scientists, biologists, chemists, and attorneys. EPA 
projects each occupation’s retirement, attrition, and accession rates based 
on historical averages. For example, EPA estimates that approximately 
20 percent of the managers and supervisors in 10 of the 18 priority 
occupations will leave by 2008, mostly due to retirements. In addition, 
human capital officials stated that the agency’s strategy has been on 
strengthening mission-critical competencies among their priority 
occupations. For example, EPA has identified 12 technical competencies, 
such as information management and sciences and biological sciences, and 
12 cross-occupational competencies, such as teamwork and oral 
communication, that are essential for the agency to acquire, retain, or 
develop to accomplish its future mission. EPA plans to address emerging 
mission-critical competencies and gaps in priority occupations through 
recruitment and development. EPA also plans to update its 2004 strategic 
workforce planning effort on a cyclical basis to monitor progress in closing 
any gaps, but the agency did not indicate specific time frames for these 
updates.

DOL has identified 27 mission-critical occupations, such as investigators, 
workforce development specialists, and mining engineers as well as the 
skills needed for each occupation, which it specifies in competency 
models. For example, for criminal investigators, DOL identified skills such 
as external awareness and interpersonal communication in addition to the 
knowledge and conduct of investigations. DOL has also inventoried the 
skills of its on-board mission-critical workers through the department’s 
mission-critical Skills Assessment Initiative. DOL reports that its 
component agencies are developing action plans to reduce or close skill 
gaps which DOL is incorporating into its human capital planning and 
reporting process.

16 GAO-01-812.
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In addition, DOL has developed performance measures that are designed to 
help it gauge its organizational capacity, as illustrated in figure 4. For 
example, for FY 2004 DOL reported a 5 percent turnover rate of its mission-
critical employees during their first year, meeting its goal of less than 
10 percent. Likewise, DOL reported a 19.5 percent turnover rate during 
their first 3 years, meeting its goal of less than 25 percent. In addition, DOL 
reported a 95.4 percent FTE utilization rate, the percentage of filled and 
authorized, full-time equivalent positions, for FY 2004, compared with a 
98 percent goal.

Figure 4:  Selected DOL Performance Measures Designed to Gauge Organizational Capacity
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The Census Bureau has identified its mission-critical occupations and is 
recruiting for statisticians, mathematical statisticians, information 
technology specialists, cartographers, and geographers on its employment 
Web site. According to an agency human capital official, the Census Bureau 
does not monitor or assess gaps in numbers by mission-critical occupation, 
but focuses on “building infrastructure” by recruiting and developing 
competencies. The same official stated that the Bureau delegates decisions 
to line managers to fill vacancies, and thus there is no need to assess 
workers by mission-critical categories. To assist these managers, the 
Bureau reports that an electronic hiring system allows them to identify 
competencies for each vacancy, and that line managers engage in a 
continuing dialogue with senior managers, the Hiring Coordinators Group, 
and the Human Capital Management Council to address hiring needs. 
Nevertheless, while line managers are appropriately concerned with filling 
vacancies, as noted earlier, the Bureau has also acknowledged that 
reengineering the 2010 Decennial Census requires new competencies. By 
not monitoring its mission-critical occupations more closely and at a higher 
level, Census may not know overall if it is acquiring the skills it needs to be 
prepared to conduct the 2010 Decennial Census as efficiently or effectively 
as possible.

Enhanced 
Coordination and 
Evaluation of Training 
and Development 
Programs Could Help 
Leverage Scarce 
Resources

Effective training and development programs can enhance the federal 
government’s ability to achieve results. Further, effective succession 
planning and management efforts identify talent from multiple 
organizational levels, early in their careers, or with critical skills as well as 
provide both formal training and opportunities for rotational, 
developmental, or “stretch” assignments, to strengthen high-potential 
employees’ skills and to broaden their experience and perspective.17 While 
all four agencies offer core succession training and development programs, 
they each can seek opportunities to achieve efficiencies through more 
coordination and sharing of these programs. In addition, establishing valid 
measures to better evaluate how these programs affect organizational 
capacity can give agency decision makers credible information to justify 
training and development programs’ value.

17 GAO-03-914.
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Agency Succession Efforts 
Include Training and 
Development for Employees 
across Organizational 
Levels

All four agencies offer programs to train and develop their entry-, middle-, 
and senior-level employees. These programs provide opportunities for 
formal training, and all but one program offers rotational or developmental 
assignments.18 Table 1 provides a summary of core succession training and 
development programs by agency.

Table 1:  Agencies’ Core Succession Training and Development Programs

Source: Census Bureau, DOC, DOL, EPA, and VHA.

Note: Agency human capital officials identified these as their core succession training and 
development programs.

18 EPA’s Mid-level Development Programs do not offer formal rotational assignments but 
rotations are available to all employees.

Level of training

Program Entry Middle Senior 

Census Bureau (DOC Programs)

Aspiring Leaders Development Program x x 

Executive Leadership Development Program x x

SES Candidate Development Program x
DOL

MBA Fellows Program x x

Management Development Program x

SES Candidate Development Program x
EPA

EPA Intern Program x

EPA Rotational Program x

Mid-level Development Programs x x

SES Candidate Development Program x

VHA

Facility LEAD Program x

VISN LEAD Program x

Executive Career Field Candidate Development Program x
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At the senior level, all four agencies have succession training and 
development programs intended to enhance leadership skills, primarily 
through SES candidate development programs. For example, EPA’s SES 
Candidate Development Program—designed to prepare a cadre of leaders 
to fill future vacant executive positions in the agency and to maintain 
valuable institutional knowledge—requires candidates to complete an 
executive development plan and work with an SES mentor and executive 
coach to help define career goals and provide guidance. The program also 
requires participants to complete at least 80 hours of formal leadership 
development training, as well as complete a 4-month developmental 
assignment. DOL and VHA have similar programs in place. The Census 
Bureau, as a component of DOC, participates in DOC’s SES Candidate 
Development Program.

The four agencies also have programs intended to develop the leadership 
and supervisory skills for middle-level managers. For example, VHA’s 
program named “VISN LEAD” provides an opportunity for high-potential 
employees in field locations to receive coaching and mentoring, create a 
personal development plan, and join with special VISN-wide project task 
teams, while retaining their current responsibilities. EPA’s Mid-level 
Development Programs, DOL’s Management Development Program, and 
DOC’s Executive Leadership Development Program—in which the Census 
Bureau participates—all offer similar opportunities.

At the entry level, all agencies have programs intended to develop 
employees and provide them with the foundation for future leadership. 
For example, DOL’s MBA Fellows program requires participants to take a 
minimum of four rotational assignments and core training classes, 
complete a personal development plan, and work with a senior-level 
mentor, among other activities. Targeting recent MBA graduates, DOL 
established its program not only to address increased departmentwide 
needs for business and project-management skills, but also to create a 
cadre of future department leaders. EPA’s Intern Program and Rotational 
Program, VHA’s Facility LEAD Program, and DOC’s Aspiring Leaders 
Development Program, in which the Census Bureau participates, are 
similar in nature.

According to agency human capital officials, other programs also 
contribute to their succession efforts. For example, the Census Bureau has 
established certificate programs in project management and leadership for 
all employees to develop and enhance these specific skills. The Bureau also 
has a mathematical statisticians program, which, according to the Deputy 
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Director, provides career enhancement opportunities designed to help 
develop and retain employees in this critical occupation. Similarly, DOL has 
a Career Assistance Program that provides employees at all levels with 
career planning advice and other development assistance. In addition, the 
agencies use formal mentoring or coaching programs to help guide 
employees throughout their career.

Coordination and Sharing of 
Training and Development 
Programs Can Achieve 
Efficiencies

As agencies implement their core succession training and development 
programs, they must plan and prepare for the possibility of significant and 
recurring constraints on their resources, in light of fiscal and budgetary 
constraints. Recognizing this, leading agencies look for opportunities to 
coordinate and share their efforts and create synergies through 
benchmarking with others, achieving economies of scale, limiting 
duplication of efforts, and enhancing the effectiveness of programs, among 
other things.19 An example of such a coordinated and shared training effort 
is the recent announcement of a new partnership by the Office of Federal 
Procurement Policy, Department of Defense, and the General Services 
Administration. The initiative is geared toward the civilian and defense 
acquisition workforces, and is intended to provide similar training and 
development opportunities for acquisition personnel across all three 
agencies with the goal of sharing best practices, among other things.

OPM has begun to serve as a bridge for agencies to seek opportunities to 
coordinate their succession training and development programs as it shifts 
its role from less of a rule maker and enforcer to more of a strategic partner 
in leading and supporting agencies’ human capital management. For 
example, OPM established a governmentwide Federal Candidate 
Development Program (Fed CDP). OPM expects the 14-month program to 
help agencies meet their SES succession planning goals and contribute to 
the government’s efforts to create a high-quality SES leadership corps. 
Participating agencies may select, without further competition, people who 
have successfully completed the Fed CDP training program. In addition, we 
have testified that approaches to interagency collaboration, such as the 
CHCO Council, have emerged as an important central leadership strategy

19 GAO, Human Capital: A Guide for Assessing Strategic Training and Development 

Efforts in the Federal Government, GAO-04-546G (Washington, D.C.: March 2004).
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and that agency collaboration can serve to institutionalize many 
management policies governmentwide.20 The Leadership and Succession 
Planning Subcommittee of the CHCO Council is charged with reviewing 
leadership development, among other things, and is a possible mechanism 
to help agencies coordinate succession training and development 
programs.

While some agencies’ human capital officials acknowledged the potential 
benefits of coordinating succession training and development programs 
with other agencies or departments, they all could do more to seek 
coordination and sharing opportunities. Cognizant human capital and 
training officials stated that they had not actively sought opportunities to 
coordinate core succession training and development programs. Although 
EPA plans to select one senior executive through the Fed CDP, human 
capital officials stated they had not extensively explored the idea of 
coordinating with other agencies for their core succession training and 
development. VHA human capital officials said they did not coordinate 
further because they have specialized skill needs. DOL and Census Bureau 
human capital managers also stated that they had not partnered with other 
outside agencies to coordinate their core succession training and 
development programs. By not actively seeking to coordinate and share 
core succession training and development programs, agencies may miss a 
potentially valuable opportunity to gain efficiency, which may be especially 
important in the current budget environment.

Performance Measures Can 
Help Agencies Assess 
Programs’ Effects on 
Organizational Capacity

Decision makers need credible information to justify training and 
development programs’ value. We have also reported that agencies need 
credible information to assess how their training and development 
programs affect organizational performance and enhance organizational 
capacity.21 We have observed in our guide for assessing strategic training 
and development that while not all training and development programs 
require, or are suitable for, higher levels of evaluation, establishing valid 
performance measures can ensure that agencies adequately address their 
development objectives. Moreover, our guide states that such measures 

20 GAO, Human Capital: Observations on Agencies’ Implementation of the Chief Human 

Capital Officers Act, GAO-04-800T (Washington, D.C.: May 18, 2004) and Posthearing 

Questions Related to Agencies’ Implementation of the Chief Human Capital Officers 

(CHCO) Act, GAO-04-897R (Washington, D.C.: June 18, 2004).

21 GAO-04-546G.
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should go beyond input and output data, and can include data on quality, 
costs, and time. We also recognize, however, that agencies need to scale 
their efforts depending on the program. Factors to consider when deciding 
on the appropriate level of evaluation include the estimated costs of 
training efforts, size of training audience, and program visibility, among 
other things.

All four agencies are able to report on participation and cost related to their 
succession training and development programs. For example, 12 Census 
Bureau employees participated in DOC’s Aspiring Leaders Development 
Program in FY 2004, with an average cost of $6,267 per participant, 
according to the Bureau. In addition, the Census Bureau and DOL have also 
identified outcome measures related to the performance of some of their 
succession-related training and development programs. For example, the 
Census Bureau evaluates, among other things, the extent to which certified 
project managers are using the skills they have learned in the Project 
Management Masters Certificate Program. Only DOL has identified 
measures intended to provide an understanding of core succession training 
and development programs’ effects on organizational capacity. Figure 5 
illustrates a selection of these measures.
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Figure 5:  Selected DOL Human Capital Measures Related to Succession Planning and Management

aPromoted to date. Candidates are eligible for promotion through February 2006.
bCurrently retained after 2 years.

For example, by considering the retention rate for MBA Fellows, DOL can 
make informed planning decisions about the potential availability of 
certain skill sets in the department as well as when to initiate a new 
program and how many students to include in it. DOL reported that in 
FY 2004, it retained 89 percent of its MBA fellows after 2 years and has a 
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goal of 75 percent after 3 years. DOL also tracks SES “bench strength,” a 
ratio of senior executives who are in training or have completed training to 
those projected to leave. DOL reported a 96 percent “bench strength” for its 
senior executives in FY 2004, exceeding its goal of 70 percent. The Census 
Bureau, VHA, and EPA could better demonstrate their programs’ value in 
providing future talent by identifying outcome-oriented measures and 
evaluating the extent to which these programs enhance their organizations’ 
capacity.

Agencies Use 
Succession Efforts to 
Enhance Workforce 
Diversity

Leading organizations recognize that diversity, ways in which people in a 
workforce are similar and different from one another, is an organizational 
strength and that succession planning is a leading diversity management 
practice.22 Given the retirement projections for the federal government that 
could create vacancies, agencies can use succession planning and 
management as a critical tool in their efforts to enhance diversity in their 
leadership positions. All of the selected agencies have recognized the 
importance of diversity to a successful workforce and use succession 
planning and management efforts to enhance their workforce diversity.

VA requires all of its administrative staff offices to produce workforce and 
succession plans aligned with overall VA strategic planning. VHA states 
that although its overall workforce is fairly diverse, women and minorities 
are not well represented in leadership positions nor are they well 
represented in the pipeline to such positions. We have reported that VHA 
has integrated diversity planning into its succession efforts.23 As part of 
their regional succession plans, VISNs submit diversity information to VHA 
for national planning. VHA then analyzes the diversity of its top-priority 
occupations, highlights underrepresentation of certain demographic 
groups in specific mission-critical occupations, and provides guidance to 
focus recruiting efforts to enhance diversity. For example, VHA states that 
White females and American Indian/Alaskan Native females are 
underrepresented in the nurse occupation and advises that recruitment 
efforts should focus on them. In addition, VHA tracks applicant diversity 
for the Executive Career Field Candidate Development Program, one of

22 GAO, Diversity Management: Expert-Identified Leading Practices and Agency 

Examples, GAO-05-90 (Washington, D.C.: Jan. 14, 2005).

23 GAO-05-90. 
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VHA’s core succession training and development programs, and reports 
that applicants to this program are drawn from a diverse pool.

EPA has stated in its human capital plan that a diverse workforce makes 
the agency a more effective and healthy organization that is better able to 
relate to the American people and develop more creative and workable 
solutions. EPA credits its Intern Program, one of its core succession 
training and development programs, with attracting and retaining a diverse 
group of employees based on a 2003 assessment of the program. For 
example, the assessment found that EPA interns were more ethnically 
diverse than other comparable groups of hires. As part of its diversity 
action plan, EPA reports that it is expanding targeted recruitment 
initiatives to identify well-qualified candidates for mission-critical 
occupations. In addition, regional offices report succession-related efforts 
intended to enhance diversity initiatives, such as mentoring, leadership, 
and career development programs, and workforce demographic analyses, 
among other activities.

DOL identifies a strategic initiative to enhance diversity in management 
and mission-critical occupations in its human capital plan. To help it 
achieve this initiative, DOL monitors and evaluates diversity information 
for its mission-critical occupations annually, and has identified “pockets of 
low participation” for certain minority groups, such as Hispanics. In 
addition, DOL has reported a higher percentage of women and Hispanics in 
its three core succession training and development programs than in its 
general workforce.

The Census Bureau has established a diversity program office to manage 
the Bureau’s diversity efforts. Bureau officials stated that because of the 
highly specialized nature of the Bureau’s work, such as the use of statistics 
and mathematics, and the relatively small pool of people trained in these 
areas, it is difficult to enhance diversity in several critical occupation 
categories. As part of its combined diversity and recruiting initiative, the 
Bureau has established a specific recruiting team for mathematical 
statisticians, one of its highlighted mission-critical occupations. The 
Bureau also has various targeted recruiting efforts at academic institutions 
and community organizations with high Hispanic and other minority 
enrollment, and various Hispanic or Latino Chambers of Commerce.
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Conclusions The Census Bureau, DOL, EPA, and VHA have all implemented succession 
planning and management efforts that collectively are intended to 
strengthen organizational capacity. Generally, these efforts receive top 
leadership support, link with strategic planning, identify critical skills gaps 
and strategies to fill them, offer training and development programs for 
high-potential employees, and enhance diversity. Nevertheless, given the 
nation’s large current budget deficit and long-range fiscal imbalance, 
Congress is likely to place increasing emphasis on agencies to exercise 
fiscal restraint.

Given this environment, these agencies can look for opportunities to 
coordinate and share their succession training and development programs 
to achieve economies of scale, limit duplication of efforts, increase 
efficiency, and enhance the effectiveness of their programs. For example, 
all four agencies emphasize rotational or developmental assignments and 
formal training, and they may have opportunities to coordinate and share 
these assignments and training with each other or other federal agencies or 
departments. Agencies can also work with OPM and the CHCO Council to 
determine how they can better leverage other agencies’ succession training 
and development programs.

Furthermore, it is increasingly important for agencies to evaluate their 
training and development programs to be able to demonstrate how these 
efforts enhance organizational capacity. While the Census Bureau, EPA, 
and VHA have some information on their succession training and 
development programs, such as participation and cost, they can take 
additional steps, such as enhanced evaluations, to justify these programs’ 
value. DOL has identified measures intended to provide an understanding 
of these programs’ effects on organizational capacity.

Finally, although the Census Bureau has identified and is recruiting for its 
mission-critical occupations, it can better monitor its mission-critical 
workforce. By not monitoring more closely and at a higher level than line 
managers, the Bureau may not know how to best focus its succession 
planning efforts, and ultimately how well it is prepared for major tasks, 
such as the 2010 Decennial Census.
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Recommendations for 
Executive Action

To help agencies reinforce their succession planning and management 
efforts, and make well informed planning decisions, we recommend a 
number of actions. 

The Secretary of Commerce should ensure that the Director of Census 
takes the following three actions:

• Strengthen the monitoring of its mission-critical workforce by 
identifying mission-critical workforce gaps, developing strategies to 
address gaps, evaluating progress toward closing gaps, and adjusting 
strategies accordingly.

• Seek appropriate opportunities to coordinate and share core succession 
training and development programs with other outside agencies to 
achieve economies of scale, limit duplication of efforts, benchmark with 
high-performing agencies, keep abreast of current practices, enhance 
efficiency, and increase the effectiveness of its programs.

• Evaluate core succession training and development programs to assess 
the extent to which programs contribute to enhancing organizational 
capacity. When deciding the appropriate analytical approach and level 
of evaluation, the Bureau should consider factors such as estimated 
costs of training efforts, size of training audience, and program visibility, 
among other things.

The Administrator of EPA should take the following two actions:

• Seek appropriate opportunities to coordinate and share core succession 
training and development programs with other outside agencies to 
achieve economies of scale, limit duplication of efforts, benchmark with 
high-performing agencies, keep abreast of current practices, enhance 
efficiency, and increase the effectiveness of its programs.

• Evaluate core succession training and development programs to assess 
the extent to which programs contribute to enhancing organizational 
capacity. When deciding the appropriate analytical approach and level 
of evaluation, EPA should consider factors such as estimated costs of 
training efforts, size of training audience, and program visibility, among 
other things.
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The Secretary of Labor should take the following action:

• Seek appropriate opportunities to coordinate and share core succession 
training and development programs with other outside agencies to 
achieve economies of scale, limit duplication of efforts, benchmark with 
high-performing agencies, keep abreast of current practices, enhance 
efficiency, and increase the effectiveness of its programs.

The Secretary of VA should take the following two actions:

• Seek appropriate opportunities to coordinate and share core succession 
training and development programs with other outside agencies to 
achieve economies of scale, limit duplication of efforts, benchmark with 
high-performing agencies, keep abreast of current practices, enhance 
efficiency, and increase the effectiveness of its programs.

• Evaluate core succession training and development programs to assess 
the extent to which programs contribute to enhancing organizational 
capacity. When deciding the appropriate analytical approach and level 
of evaluation, VHA should consider factors such as estimated costs of 
training efforts, size of training audience, and program visibility, among 
other things.

Agency Comments and 
Our Evaluation

We provided a draft of this report to the Secretaries of Commerce, Labor, 
and VA and the Administrator of EPA for their review and comment. In 
addition, we provided a draft of this report to the Acting Director of OPM 
and the CHCO Council’s Leadership and Succession Planning 
Subcommittee for their information.

VA agreed with our findings and recommendations. In response to our 
recommendation to seek opportunities to coordinate and share core 
succession training and development programs, VA suggested that OPM 
could act as a “clearinghouse” by gathering and publishing curricula and 
other relevant training information from agencies, thus enabling agencies 
to identify existing training programs across the government. We present 
VA’s written comments in appendix II. DOC and the Census Bureau agreed 
with our findings and our recommendations to seek opportunities to 
coordinate core succession training and development programs and to 
evaluate the extent to which these programs enhance organizational 
capacity. In response to our recommendation to strengthen the monitoring
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of its mission-critical workforce, the Census Bureau stated that its existing 
approach is effective in meeting its needs. However, as we discussed 
earlier, the Census Bureau acknowledges that reengineering the 2010 
Decennial Census requires new competencies. By not strengthening the 
monitoring of its mission-critical workforce, the Census is at increased risk 
that it will not have the skills it needs to be prepared to conduct the 2010 
Census as efficiently or effectively as possible. For example, a lesson from 
the 2000 Census was that while contracts for various projects supported 
decennial census operations, they did so in many instances at a higher cost 
than necessary because the Census Bureau did not have sufficient 
contracting and program staff with the training and experience to manage 
them.24 We present DOC’s and the Census Bureau’s written comments in 
appendix III. DOL did not take issue with our findings, stated that it will 
consider our recommendations, and provided technical comments, which 
we incorporated as appropriate. EPA did not comment on our 
recommendations, but provided a technical comment, which we 
incorporated.

As agreed with your offices, unless you publicly announce its contents 
earlier, we plan no further distribution of this report until 30 days after its 
date. At that time, we will provide copies of this report to other interested 
congressional parties; the Secretaries of Commerce, Labor, and VA; the 
Administrator of EPA; the Director of Census; the Acting Director of OPM; 
and the CHCO Council’s Leadership and Succession Planning 
Subcommittee. We will also make this report available at no charge on the 
GAO Web site at http://www.gao.gov.

24 U.S. Department of Commerce’s Office of Inspector General, What Census 2000 Can 

Teach Us in Planning for 2010, Report No. OIG-14431 (Spring 2002).
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If you or your staff have any questions about this report, please contact me 
on (202) 512-6806 or at larencee@gao.gov. Contact points for our Offices of 
Congressional Relations and Public Affairs may be found on the last page 
of this report. GAO staff who made major contributions to this report are 
listed in appendix IV.

Eileen Larence
Director, Strategic Issues
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Appendix I

AppendixesObjectives, Scope, and Methodology Appendix I

To review how federal agencies are implementing succession planning and 
management efforts, we selected the Department of Labor (DOL), the 
Veterans Health Administration (VHA), the Environmental Protection 
Agency (EPA), and the Census Bureau for our review. We considered the 
nature of their succession challenges, agency missions, and prior GAO 
human capital work conducted at these agencies. These agencies represent 
an array of organizational structures, missions, and succession challenges.

We analyzed strategic, human capital, workforce, succession, and training 
and development plans, performance contracts, human capital team 
charters, and diversity information from the selected agencies. In addition, 
we reviewed policies and guidance on succession-related issues from the 
Office of Personnel Management (OPM), the Equal Employment 
Opportunity Commission (EEOC), and the Merit Systems Protection Board 
(MSPB) because of their responsibilities for ensuring the fair application of 
personnel decisions, such as selection for training and development 
programs. We also interviewed agency, OPM, EEOC, and MSPB officials 
involved with strategic, human capital, and succession planning and 
management.

The scope of our work did not include independent evaluation or 
verification of the effectiveness of the succession planning and 
management initiatives used in the four agencies, including any 
performance results that agencies attributed to specific practices or 
aspects of their programs. We assessed the reliability of staffing and 
projection data provided to us by the Census Bureau, DOL, EPA, VHA, and 
OPM to ensure the data we used in this report were complete and accurate 
by (1) interviewing agency officials knowledgeable about the data and 
(2) performing manual and electronic testing, when applicable. We 
determined that these data were sufficiently reliable for the purposes of 
this engagement.

To get the varied perspectives of agencies’ staff located in headquarters and 
regional offices, we interviewed agency officials in Washington, D.C.; 
Charlotte, North Carolina; and Los Angeles and San Francisco, California. 
We conducted our study from June 2004 through April 2005.
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Appendix II

Comments from the Department of Veterans 
Affairs Appendix II

THE DEPUTY SECRETARY OF VETERANS AFFAIRS 
WASHINGTON 

June 13, 2005 

Ms. Eileen Larence 
Director 
Strategic Issues 
U. S. Government Accountability Office 
441 G Street, NW 
Washington, DC 20548 

Dear Ms. Larence: 

The Department of Veterans Affairs (VA) has reviewed the Government 
Accountability Office's (GAO) draft report, HUMAN CAPITAL: Selected 
Agencies Have Opportunities to Enhance Existing Succession Planning 
and Management Efforts, (GAO-05-585). The Department agrees with GAO's 
overall conclusions and concurs with the recommendations. The enclosures 
provide additional discussion on the recommendations. 

VA appreciates the opportunity to comment on your draft report. 

Sincerely yours, 

Gordon H. Mansfield 

Enclosures 
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Enclosure 

THE DEPARTMENT OF VETERANS AFFAIRS (VA) COMMENTS 
TO GOVERNMENT ACCOUNTABILITY OFFICE (GAO) 

DRAFT REPORT 
HUMAN CAPITAL: Selected Agencies Have Opportunities to Enhance 

Existing Succession Planning and Management Efforts 
(GA0-05-585) 

• To help agencies reinforce their succession planning and 
management efforts, and make well informed planning decisions, we 
recommend a number of actions. Specifically, the Secretary of VA 
should take the following actions! 

Seek appropriate opportunities to coordinate and share core 
succession training and development programs with other 
outside agencies to achieve economies of scale, limit duplication 
of efforts, benchmark with high-performing agencies, keep 
abreast of current practices, enhance efficiency, and increase the 
effectiveness of its programs. 

Concur - The Department of Veterans Affairs (VA) agrees with GAO's underlying 
rationale that improved coordination among and between federal agencies would 
strengthen training programs across the federal sector. As an alternative means 
of implementation, the Department suggests that the Office of Personnel 
Management (OPM) serve as a clearinghouse for information sharing. For 
example, VA could provide information to OPM on the target audience, a 
description of its training programs, and the curricula. OPM, in turn, would 
publicize such information, allowing other agencies to pick and choose best 
practices for adoption into their own organizations. This would maximize each 
agency's ability to identify existing training programs throughout the government 
that might provide targeted training content for occupational, professional, 
technical or supervisory skills, and would achieve the objectives contemplated in 
the recommendation efficiently and effectively. 

Evaluate core succession training and development programs to 
assess the extent to which programs contribute to enhancing 
organizational capacity. When deciding the appropriate analytical 
approach and level of evaluation, VHA should consider factors such 
as estimated costs of training efforts, size of training audience, and 
program visibility, among other things. 

Concur - In January 2005, the Veterans Health Administration (VHA) established 
a method for evaluating its succession planning and leadership development 
programs. A detailed action plan describing this evaluation process, as well as 
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Enclosure 

THE DEPARTMENT OF VETERANS AFFAIRS (VA) COMMENTS 
TO GOVERNMENT ACCOUNTABILITY OFFICE (GAO) 

DRAFT REPORT 
HUMAN CAPITAL: Selected Agencies Have Opportunities to Enhance 

Existing Succession Planning and Management Efforts 
(GAO-05-585) 

other actions being taken to implement the recommendation, is included as an 
enclosure to this response. 

2 
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VETERANS HEAL TH ADMINISTRATION (VHA) 
Action Plan 

GAO Draft Report: HUMAN CAPITAL: Selected Agencies Have Opportunities 
to Enhance Existing Succession Planning and Management Efforts, 

(GAO-05-585) 

Recommended Improvement Action(s): The Secretary of VA should take the 
following action to evaluate core succession training and development 
programs to assess the extent to which programs contribute to enhancing 
organizational capacity. When deciding the appropriate analytical approach 
and level of evaluation, VHA should consider factors such as estimated 
costs of training, size of training audience, and program visibility, among 
other things. 

Concur 

Goal: To ensure VHA's succession training and development plans enhance the 
organization's ability to face current and future organization challenges. 

Strategy: 

Detailed information concerning VHA's workforce planning efforts, including the 
VHA succession strategic planning guidance and Veterans Integrated Service 
Network (VISN) plans for 2006-2010, and the VHA 2005-2009 workforce 
succession strategic plans is available to the Department of Veterans Affairs (VA) 
entities on the VHA Succession Planning Web Site. Enhancements to this 
website are continually being made and information is updated on an ongoing 
basis. VHA's three major succession training and development programs are: the 
Executive Career Field (ECF) Development program, the VISN Leadership 
Effectiveness Accountability and Development (LEAD) program, and the facility 
LEAD program. 

In May 2005, VHA's National Leadership Board (NLB) began reviewing the fiscal 
year (FY) cost proposals and mid-year status of the national programs on a bi
annual basis. These are reported to NLB by the VHA Succession and Workforce 
Development Management Subcommittee through the VHA Human Resource 
Committee (HRC). Also in May 2005, VHA initiated bi-annual reviews of the 
participant size and scope, based on retirement and other losses. The findings 
are also reported to NLB by the VHA Succession and Workforce Development 
Management Subcommittee through VHA HRC. 

The ECF Candidate Development program uses the eight VHA core High 
Performance Development Model (HPDM) competencies as a framework for VHA 
to develop a highly skilled, customer-centered workforce. Research was 
implemented in January 2005 by the Management Support Office in collaboration 
with the VHA Center for Organization Leadership and Management Research 
(COLMR) to establish criteria to evaluate the mentoring and precepting process of 
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the candidate's development program (CDP). The research will be completed in 
the summer of 2005 and presented to the VHA Succession and Workforce 
Development Management Subcommittee and forwarded on to HRC and NLB for 
feedback and approval. 

The Management Support Office and COLMR are also researching the ECF CDP 
rating and selection process (to validate the selection process), the ECF CDP's 
acceptance to the program with the HPDM 360 degree assessment of their critical 
core competencies/critical skills set, and the effects of ECF CDP on their 
manager's evaluation, their career advancement and turnover rates. Results of 
this research will be completed in summer 2006, although elements of it will be 
completed sooner. The results will be forwarded to the NLB for feedback and 
approval prior to implementation. When possible, research findings associated 
with the VHA leadership Development and Succession Planning program will be 
published. 

The VISN LEAD program is based on six key elements designed to establish 
criteria for a successful leadership development program that will develop leaders 
and meet VHA's organizational goals for succession and diversity. The criteria 
were defined by the VHA LEAD steering committee that consists of all the VISN 
education coordinators. Annual assessment against these criteria served as a 
national performance measure for each VISN in FY 2004 and FY 2005 and will 
continue. Status and progress of the program is reported to the VHA Succession 
& Workforce Development Subcommittee by the VHA LEAD steering committee 
and Management Support Office. Attached are the criteria VISNs are measured 
on for the performance measure (Attachment A). A report summarizing findings of 
the LEAD assessment goes to the VHA Succession & Workforce Development 
Subcommittee. The VHA LEAD Steering Committee holds quarterly meetings to 
coordinate and share training information and programs. Since the establishment 
of this committee in 2004, VISNs across the system have partnered in the 
management of leadership development and this is ongoing. Participants in VISN 
LEAD programs are entered into the VHA Leadership and Workforce 
Development database for succession planning purposes. 

The VHA LEAD Steering Committee also oversees the guidance and monitoring 
of the facility level LEAD programs. Status and progress is reported by the VHA 
LEAD Steering committee and Management Support Office to the VHA 
Succession & Workforce Development Subcommittee. An annual national 
performance measure for the facility level LEAD will be established for the FY 
2006 performance cycle. Similar criteria as those used in the VISN LEAD 
program are being developed and are expected to be ready for use in the FY 
2006 performance cycle. Sharing of information across the system concerning 
this program is already ongoing. Participants in facility LEAD programs will be 
entered into the VHA Leadership and Workforce Development Database for 
succession planning purposes. 

2 
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CRITERIA 
Needs 
Assessment 

Program 
Desian 
Program 
Design 

Program 
Design 

Program 
Design 

Program 
Desian 
Selection 
Process 
Selection 
Process 

Evaluation 

Evaluation 

Leadership 
Suooort 
Leadership 
Suooort 
Leadership 
Suooort 
Reward and 
Recoanition 

ATTACHMENT A 
LEAD 

PROGRAM CERTIFICATION 
MINIMUM ELEMENTS 

1) Outcomes from Workforce Strategic Planning 
0/'JF SP) process were driven by and linked to 
strategic planning. (i.e., curriculum and selection 
orocess linked to strateaic olan). 
2) Course curriculums will include training in all eight 
181 HPDM core comoetencies. 
3) Program design includes a variety of learning and 
instructional methodologies. 

4) Formal mentoring and/or coaching is included in 
the program. 

5) Program participants complete a Personal 
Development Plan (PDP) with the collaboration of 
both their supervisor and mentor and/or coach 

6) At least one individual assessment tool is used. 

7) Programs are widely announced thru a variety of 
mechanisms. 
8) A formal application process allows employees to 
self-nominate to the program with the endorsement of 
their supervisor. 
9) Program has a formal evaluation process in place 
that assesses the reactions of the participants to the 
prooram. 
10) Participants are asked to make recommendations 
for chanaes in the nronram 
11) Evidence of resources to support program 

12) Supervisors endorse participant application to the 
oroaram 
13) Senior Leaders (ELG members, Triad) are 
involved in the oroaram 
14) Participants are acknowledged by executive 
leadership that thev were oar! of the orogram 

YES* NO* 

• A statement of "yes" certifies that the minimal criteria of LEAD are in place and 
relates to a score of one (1) or greater on the self-assessment tool. A statement 
of "no" equals a score of zero on the self-assessment tool. 

SIGNATURE OF FACILITYNISN DIRECTOR DATE 
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BEST PRACTICE PROGRAM ASSESSMENT GUIDE 

CRITERIA ELEMENTS EVALUATION SCORE SELF 
CATEGORY ASSESSMENT 
NEEDS 1 ) Outcomes from None 0 
ASSESSMENT WF SP process 

were driven by 
and linked to 
strateaic planning 

Present 3 

PROGRAM 1) Curriculum None 0 Points 
DESIGN shows evidence 

of training in all 
eight (8) HPDM 
core 
comPetencies. 

Present 3 Point 

2) Program No specific design identified 0 POINTS 
design includes a 
variety of learning 
and instructional 
methodologies. 
(stretch 
assignments -

loroiects) 
The program design follows 1 POINT 
adult learning principles for 
classroom or didactic 
instruction. 

The program design includes 2 POINTS 
the use of a variety of 
learning methodologies (i.e., 
distance learning, 
independent learning 
experiences, case studies) 
The program design includes 3 POINTS 
opportunities for participants 
to apply skills outside the 
classroom. (i.e., 
assignments, projects, action 
learnino projects) 

2 
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CRITERIA ELEMENTS EVALUATION SCORE SELF 
CATEGORY ASSESSMENT 

SCORE: 
3) Formal No mentoring or coaching 0 POINTS 
mentoring and/or component 
coaching is 
included in the 
oroaram 

-An application process is in 1 POINT 
place to select mentors and 
coaches. 
-A matching pr-0cess is 
utilized to pair mentors and 
coaches based on skill, 
interests and expertise. 
-Coaches and mentors are 
trained and/or demonstrate 
basic skill requirements are 
met. 
There is ongoing training 2 POINTS 
offered in the facility and/or 
VISN for the purposes of 
continuing to improve and 
increase the skills of coaches 
and mentors. 
The coaching and mentoring 3 POINTS 
program is evaluated and 
feedback is utilized to 
improve the program. 

SCORE: 

4) Program None 0 
participants 
complete a 
Personal 
Development 
Plan (PDP) with 
the collaboration 
of both their 
supervisor and 
mentor and/or 
coach. 

3 
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CRITERIA ELEMENTS EVALUATION SCORE SELF 
CATEGORY ASSESSMENT 

Program participants 1 
complete a Personal 
Development Plan (PDP) 
with the collaboration of both 
their supervisor and mentor 
and/or coach 
The PDP 2 
incorporates/includes 
assessment and/or feedback 
Evidence of ongoing 3 
collaboration and 
implementation (review, 
uodates) 
SCORE: 

5) At least one None 0 
individual 
assessment tool 
is used. 

At least one assessment 3 
tool. 

SCORE: 

SELECTION 
PROCESS 

1) Advertising One method of 0 POINTS 
strategy - How the communication (i.e., 
organization postmaster) is used to 
publicizes and announce the program. 
attracts 
candidates to the 
proaram 

Programs are widely 1 POINT 
announced thru a variety of 
mechanisms (i.e., 
postmaster, intranet, 
brochures, staff meetin<:is) 

4 
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CRITERIA ELEMENTS EVALUATION SCORE SELF 
CATEGORY ASSESSMENT 

In addition to the 2 POINTS 
announcement to solicit 
participants, information is 
available all year to establish 
continuous awareness of the 
program. 

In addition to multiple posting 3 POINTS 
and announcements, leaders 
routinely encourage and 
develop employees to be 
successful candidates. 
There is also evidence of 
efforts to assure a diverse 
applicant pool (i.e., the 
special emphasis 
coordinators are actively 
involved in the recruitment 
for the program, career 
counseling centers are 
established that serve as 
feeders for the talent pool, 
career fairs are regularly 
held) 

SCORE: 
2) Selection - The No Formal process 0 POINTS 
process by which 
applicants are 
selected 

Formal application process 1 POINT 
allows employees to self-
nominate to the program with 
the endorsement of their 
supervisor. (see footnote) 
The formal selection process 2 POINTS 
includes a performance/ 
competence-based approach 
for screening applicants. 
The pool of selected 
participants represents the 
diversity and the succession 
needs of the organization. 

5 
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CRITERIA ELEMENTS EVALUATION SCORE SELF 
CATEGORY ASSESSMENT 

The formal application and 3 POINTS 
selection process includes 
the items above and 
provides individualized 
feedback to all non-selected 
protegee. The effectiveness 
of the selection process is 
continually assessed to 
assure that it produces 
successful program 
graduates. Uses all 
elements of the ECF process 
I (vaww.med.gov/succession) 

SCORE: 
EVALUATION 1) Program has a No evaluation process in 0 POINTS 

formal evaluation place 
process in place. 

Level 1 - Reaction 1 POINT 
How well did the participants 
like the program? 
Examples of ways to assess: 
Evaluation sheets, 
interviews, or focus groups 
that measure participant's 
reactions to content 
relevancy and use, speaker 
quality, format, location, etc. 
Level 2 - Leaming 2 POINTS 
What principles, facts and 
techniques were learned? 
What attitudes were 
changed? 
Examples of ways to assess: 
End-of-course mastery test, 
attitudinal assessments, 
projects, presentations, 
participant self-report. 

Level 3 - Behavior 
What changes in job 
behavior resulted from the 
program? 

6 
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CRITERIA ELEMENTS EVALUATION SCORE SELF 
CATEGORY ASSESSMENT 

Examples of ways to assess: 
Observation of on-the-job 
performance, completion of 
action plans, work samples, 
interviews. 

Level 4 - Results/Business 3 POINTS 
Impact 
What were the tangible 
results of the program in 
terms of reduced cost, 
improved quality, improved 
quantity, limesaving, etc.? 
Examples of ways to assess: 
Control groups, pre-and-post 
training comparison of data, 
e.g., number of errors, 
waiting times, time to fill 
leadership vacancies. 

Level 5* - Return on 
Investment 
Did the program produce 
return-on-investment? 
Examples of ways to assess: 
Calculate the dollar value of 
benefits and compare with 
total cost of training. 

*Not in original model by 
Kirkpatrick 

SCORE: 
2) Program has No evidence of feedback 0 POINTS 
built in feedback 
loop (i.e., 
evaluation results 
fed into 
continuous -
improvement) 

Participants are asked to 1 POINT 
make recommendations for 
chances in the program 

7 
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CRITERIA ELEMENTS EVALUATION SCORE SELF 
CATEGORY ASSESSMENT 

Developers and faculty 2 POINTS 
review and analyze 
evaluations data to make 
program improvements 
based on that data 
There is a comprehensive 3 POINTS 
collaborative analysis of the 
LEAD program compared 
with best practices 
(VHNCommunity) resulting 
in subsequent improvements 

SCORE: 
LEADERSHIP 1) Evidence of No dedicated resources - 0 POINTS 
SUPPORT dedicated (i.e., no assigned 

resources - staff responsibilities, no staff 
time and dollars assigned) 

Collateral staff provide 1 POINT 
casual support with no 
dedicated funding 
Collateral staff support with 2 POINTS 
dedicated funding 
Consistent/dedicated core 3 POINTS 
staff responsible for the 
LEAD program. Dedicated 
funding for the program - the 
dollars spent as they were 
intended to be at the end of 
the year. 

SCORE: 
2) Supervisors No Support- 0 POINTS 
involved and 
suooortive 

Supervisors endorse 1 POINT 
participant application to the 
I program 
Evidence of supervisory 2 POINTS 
support for their 
subordinates' participation in 
the program. (i.e., 
recommend people 
consistently and are in 

8 
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CRITERIA ELEMENTS EVALUATION SCORE SELF 
CATEGORY ASSESSMENT 

involved in planning 
educational programs. 

Supervisors demonstrate 3 POINTS 
involvement and or support 
for the program and its 
participants. (i.e., reinforces 
training, PDP, continually 
suggest learning 
onnortunities). 

SCORE: 
3) Senior Leaders No evidence of Senior 0 POINTS 
are involved in the Leadership involvement 
program (ELC 
members -
Triad/Quad 

Appropriate leaders serve as 1 POINTS 
coaches and/or mentors for 
the LEAD programs and 
ensure there are sufficient 
mentors for the oroarams. 
Senior Leaders serve as 2 POINTS 
coaches and/or mentors and 
facultv. 
Senior leaders are 3 POINTS 
champions for these 
programs. They are actively 
involved in the development, 
implementation, and 
evaluation of the oromam. 

SCORE: 
Reward and 1) There is a Not present 0 POINTS 
Recognition defined procedure 

for recognizing 
and 
acknowledging all 
contributors to the 
LEAD proQram 

Participants are 1 POINT 
acknowledged by executive 
leadership that they were 

I oart of the proaram 

9 
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CRITERIA ELEMENTS EVALUATION SCORE SELF 
CATEGORY ASSESSMENT 

Participants, faculty, 2 POINTS 
coaches/mentors colleagues, 
staff and supervisors are 
publicly acknowledged by 
leadershio 
Entire organization 3 POINTS 
celebrates and is recognized 
for merits, including LEAD 
outcomes. 
SCORE: 

OVERALL SCORE: 

Footnote: 
The ECF application is structured on VHA's HPDM eight core competencies and requires 
applicants to describe their experience in a performance-based interviewing (PBI) format. 
It also includes a history of educational and work experience. Applications require 
management endorsement and are rated and ranked by a diverse panel of VHA senior 
executives. All applicants receive timely feedback on their application including areas of 
improvement. 

10 
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Comments from the Department of 
Commerce Appendix III

June 7, 2005 

Ms. Eileen Larence 
Director 
Strategic Issues 
U.S. Government Accountability Office 
Washington, DC 20548 

Dear Ms. Larence: 

THE DEPUTY SECRETARY OF COMMERCE 
Washingt.an, 0.C. 20230 

The U.S. Department of Commerce appreciates the opportunity to comment on 
the Government Accountability Office draft report entitled Human Capital: Selected 
Agencies Have Opportunities to Enhance Existing Succession Planning and Management 
Efforts (GAO-05-585). 

l enclose the Department of Commerce's comments on this report. 

Enclosure 
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U.S. Department of Commerce 
Comments on 

Government Accountability Office Draft Report, 
Human Capital: Selected Agencies Have Opportunities to Enhance Existing 

Succession Planning and Management Efforts (GAO-05-585) 

The U.S. Department of Commerce thanks the Government Accountability Office for the 
opportunity to review the draft report, Human Capital: Selected Agencies Have 
Opportunities to Enhance Existing Succession Planning and Management Efforts 
(GAO-05-585). This report discusses an important issue of concern to the Census 
Bureau -- human capital management and in particular succession management. 

GENERAL COMMENTS 

Since 2000, the U.S. Census Bureau has carefully studied and improved its approaches to 
succession management. The report highlights some of the critical succession 
management practices the Census Bureau is employing. These, as well as other key 
practices, need to be seen within the broader context of the Census Bureau's succession 
management framework. Understanding this framework is important because it is the 
diversity and adaptability of approaches as a whole, rather than individual techniques, 
that have been the key to the Census Bureau's success in planning and meeting 
succession challenges. 

The Census Bureau has created a matrix of broad succession planning practices that is 
used to structure succession management efforts, disseminate best practices across the 
organization, and provide a point of reference for gauging progress in succession 
management practices. The matrix consists of 13 categories:(]) setting strategic goals; 
(2) collecting and analyzing work force data; (3) assessing employees for management 
and leadership; ( 4) orienting new employees at junior, mid- and senior levels; (5) 
mentoring; (6) continuous career-long learning based on individual development plans; 
(7) rotational assignments; (8) stretch assignments; (9) formal and informal training 
(particularly in terms of technical and core competencies); (10) formal management and 
leadership development programs integrated with on-the-job training; (11) individual 
development plans and critical performance elements; (12) use of management 
flexibilities; and (13) knowledge management, including the use of transition positions to 
allow for overlapping periods of transition for critical retirements. 

The Census Bureau refined its recruitment, development, training, and human capital 
management programs to support a strategic approach to succession management. These 
refinements included different approaches to meet the varied succession challenges 
relating to senior management, mathematical statisticians, information technology 
specialists, and other mission-critical job categories. 

Succession management programs are critical for senior executives and other key staff 
who, as the federal civil service continues to age, are projected to retire in large numbers. 
The Census Bureau's strategy for succession, particularly for key staff, focuses on 
building a solid pool of candidates from which to select. This strategy also focuses on 
building external relationships and outreach to attract diverse and well-qualified 
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applicants. The Census Bureau recognizes the constraints placed on agencies and 
bureaus by not knowing when people will actually retire and the inability to preselect 
successors. The individuals themselves cannot commit to a certain retirement date very 
far in advance of actual retirement. Personal circumstances change and with them, 
retirement decisions. Unlike private sector positions, the merit system limits the 
designation of an "heir apparent" as a tool for making smoother leadership transitions. 

2 

For mathematical statisticians, the pool of highly qualified applicants in the marketplace 
is diminishing. The report mentions one tool used by the Census Bureau to address this 
issue, which is the mathematical statisticians recruiting team. The recruiting team is part 
of the Methodology and Standards Council which, in addition to recruiting, leads the 
management and development of critical technical and leadership talent for mathematical 
statisticians across the entire organization. The efforts of the Council in building 
recruiting relationships; attracting candidates; and then selecting, developing, and 
retaining leading professionals, are critical and could serve as a useful model for other 
bureaus or agencies facing similar challenges for highly technical professionals. 

The field of information technology changes rapidly and affects the competencies and 
work methods that are needed. To meet this challenge, the Census Bureau uses a strategy 
of hiring and developing professionals and complementing the capabilities of that work 
force by acquiring specialized skills and expertise through contracts. Contracting is used 
in areas where it has been determined, after an assessment of internal resources and 
capabilities, to be more effective than developing in-house talent. On a much broader 
scale, the Census Bureau is making the most extensive use of contracting in its history for 
the 20 IO Census. The Census Bureau is contracting for data capture and processing 
services, geographic systems and support, as well as support for field automation 
systems. Collectively, these are very large contracts that represent strategic decisions to 
'buy' rather than 'build.' 

SPECIFIC COMMENTS ON THE REPORT'S TEXT AND 
RECOMMENDATIONS 

P. 15, para. 2 "According to an agency human capital official, .... " 

The Census Bureau's strategy for ensuring its mission-critical capabilities is an 
anticipatory one. As the report correctly states, it focuses on building infrastructure by 
recruiting and developing competencies. 

The "delegation ofline managers to fill vacancies" refers to the ability of managers to use 
a proven electronic hiring system that allows them to identify and request a unique blend 
of competencies for each vacancy. This approach allows the organization to 
continuously update the competencies it seeks and select staff for competencies that 
match emerging, as well as established, needs. Front-line managers are engaged in a 
continuing dialogue with senior managers and interdirectorate councils (e.g., Hiring 
Coordinators Group and Human Capital Management Council) to identify, plan for, and 
address skill and competency needs at all organizational levels. The line managers use 
the flexibility and precision of the hiring system (and the robust pool of applicants who 
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have been recruited) to address both their specific hiring needs, as well as select for 
competencies that are of increasing importance to the Census Bureau as a whole. 

The report recommends that the Secretary of Commerce should ensure that the Director 
of the Census take three actions. The Census Bureau's comments on each of these 
recommendations follow. 

3 

Recommendation 1-"Strengthen the monitoring of its mission critical workforce 
by identifying mission critical workforce gaps, developing strategies to address gaps, 
evaluating progress toward closing gaps, and adjusting strategies accordingly." 

The Census Bureau agrees that monitoring and assuring the necessary competencies of its 
mission-critical work force is essential and requires close and continuing attention. The 
Census Bureau has found that its existing approach to succession management is 
effective in meeting mission-critical requirements. The practices described in the general 
comments section above are designed to anticipate skill needs and ensure that those needs 
are met through diverse and flexible approaches. Contracting is also used strategically to 
meet mission-critical objectives. The Census Bureau has found that its present methods 
of assessing and ensuring appropriate levels of critical work force capabilities are more 
efficient and effective than attempting to categorize and quantify 'gaps' within mission
critical occupations. 

Recommendation 2-"Seek appropriate opportunities to coordinate and share core 
succession training and development programs with other outside agencies to 
achieve economies of scale, limit duplication of efforts, benchmark with high
performing agencies, keep abreast of current practices, enhance efficiency, and 
increase the effectiveness of its programs." 

The Census Bureau agrees with this recommendation. As described in the report, the 
Census Bureau takes advantage of opportunities to partner and participate in succession 
development programs with its parent organization, the Department of Commerce. The 
Census Bureau will continue to explore opportunities to join with other bureaus and 
agencies in designing and conducting cost-effective training and development programs. 

Recommendation 3-"Evaluate core succession training and development programs 
to assess the extent to which programs contribute to enhancing organizational 
capacity. When deciding the appropriate analytical approach and level of 
evaluation, the Bureau should consider factors such as estimated costs of training 
efforts, size of training audience, and program visibility, among other things." 

The Census Bureau agrees with this recommendation. While, as the report notes, the 
Census Bureau tracks training and development program participation rates, costs, and 
outcome measures, a more comprehensive approach to evaluations is being planned. The 
Census Bureau has aligned its Planning and Evaluation Branch, along with its Work 
Force Development Branch, under the direction of a single Assistant Division Chief in its 
Human Resources Division. The report's recommendation reinforces the importance of 
these organizations working closely together to increase the efficiency and effectiveness 
of the Census Bureau's training and development programs. 
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C

S

             
ONCEPT

Assessing the value and effectiveness of an appraisal program is necessary for determining
how to improve it.  This guide suggests procedures and criteria for evaluating the implementa-
tion and effect of performance appraisal programs.  It provides a brief summary of program
evaluation and is a starting point for program evaluators.

Designing Evaluation Into the Program

Agencies are required to evaluate their performance appraisal system and program(s).
Ideally, as appraisal program designers plan for the implementation of their program, they
should also plan for its ongoing evaluation.  The methods and questions used should be similar
to the ones used in the design process when an initial assessment of the organization and its
current appraisal program was done.  (For example, if a survey of employees and managers
was used to determine satisfaction levels with the current process, the same survey could be
used for the new appraisal process to compare changes in satisfaction levels between the old
and the new.)  As program designers develop new appraisal programs, they should also
develop the criteria they will use to determine whether the program is successful.  They should
plan to evaluate the program after the first appraisal period is completed.  Ongoing program
evaluation should be part of the program design and should be planned for, not only because it
is required by regulation but to improve program effectiveness.

            
TRATEGY 

Appraisal programs can be evaluated from two broad perspectives: 
# Are we doing things right?  (i.e., are the process and the rules being followed?) and 
# Are we doing the right things?  (i.e., what effect does the program have?)

Compliance   

By asking the first question, evaluators are attempting to determine if the organization is in
compliance with regulatory, system, and program requirements.  Examples of these types of
questions include:
P Were appraisals done on time?
P Did everyone who was supposed to receive an appraisal get one?
P Were employee performance plans issued timely?
P Were progress reviews conducted?
P Does management devote appropriate resources and give priority to the effective

maintenance and operation of the performance appraisal program?

----------ilml 
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As an initial step, compliance information is important to collect.  If a program is not being
run as it was designed to be run, it will have little chance of accomplishing the reasons for its
implementation.  But compliance information should not be the only program issue evalu-
ated.

Effect  

By asking the second question—Are we doing the right things?—evaluators attempt to
determine the effect or the results of the appraisal program.  The questions below represent
possible criteria for determining the results of an appraisal program:

P Are the stated objectives of the appraisal program being met?  If there are no stated
objectives, do users have unwritten expectations and are those expectations being met? 
By focusing on program goals and objectives, evaluators can gather information specific
to the goals and report results in terms of goal achievement.  (Examples of stated program
goals could include such things as improving organizational performance, encouraging
teamwork, or improving communication about expectations between supervisors and
employees.)  If there are no stated goals in the program, determine the expectations of the
designers, decision makers, and users of the program through surveys, interviews, and
focus groups.  Then base evaluation questions on those expectations.  If there are no
stated or unwritten goals for the program, at least the regulatory requirements of perfor-
mance management (listed below) can be the basis for developing evaluation questions
(see 5 CFR 430.102(b)): 

 
(1) Communicate and clarify organizational goals to employees.  

Does the program provide for including or addressing organizational goals in
employee performance plans?

(2) Identify individual and, where applicable, team accountability for
accomplishing organizational goals.  
Are employees held accountable through elements and standards that relate to
organizational goals?  Is team accountability addressed, where appropriate?

(3) Identify and address developmental needs for individuals and, where
applicable, teams.
Are training needs and/or career development discussed?

(4) Assess and improve individual, team, and organizational performance.
Is appraisal used for improving individual and group performance — as it’s
supposed to be — or is it used to threaten and punish employees?  Or is it used
for some other reason? 

(5) Use appropriate measures of performance as the basis for recognizing and
rewarding accomplishments.
Are measures credible?  Are awards based on valid and accepted criteria?

----------ilml 



EVALUATING PERFORMANCE APPRAISAL PROGRAMS

Page 3

(6) Use the results of performance appraisal as a basis for appropriate personnel
actions.
Are appraisal results used appropriately as a factor that is considered when making
other personnel decisions (such as within-grade increase determinations,
promotion decisions, etc.)?

P Are employees and managers satisfied with the equity, utility, accuracy, etc., of the
program?  The perceptions of managers and employees are important to the success and
effectiveness of a program.  Employees need to feel they get enough feedback on their
performance and that their elements and standards are current and fair.  Measures should
be perceived as accurate and objective.  On paper, the design of an appraisal program may
appear to have all the right components.  However, the perceptions of the users will be
key to whether the program operates successfully. 

 
P Do the benefits of the program outweigh the costs?  Costs could include the cost of

developing the program as well as the cost of using it.  Examples of measurable costs are
the costs of developing and using an automated appraisal process; the amount of time
taken to develop employee performance plans; or the amount of time taken by raters,
ratees, reviewers, and other users to appraise performance.  But costs must be compared
against the benefits.  A method that costs little may also produce little, while a method that
costs much in terms of development and usage time may provide significant benefits, such
as improved performance, clarified expectations, or higher satisfaction rates. 

P Has there been an improvement in employee, unit, or organizational performance? 
One of the purposes of performance management is to improve organizational effective-
ness in the accomplishment of agency mission and goals.  Because of the requirements of
the Government Performance and Results Act of 1993, agencies are establishing strategic
plans and measuring their performance against the goals they set for themselves in their
plans.  It may be difficult, however, if not impossible, to attribute the results of organiza-
tional performance to an employee appraisal program since an appraisal program is only
one of many systems and processes that affect organizational outcomes.  It is much easier
to relate appraisal program effectiveness to improvements in employee and unit perfor-
mance, but organizational performance should be considered.

P Has the attitude or the behavior of employees and/or managers changed as desired? 
Appraisal programs can be used as tools to support agency initiatives, such as focusing on
results, improving customer service, and developing teamwork.  These initiatives often
require a change in organizational culture and employee attitudes to be successful. 
Determining that there have been desired attitude and behavior changes may be an
indication that the appraisal program has had some effect.  But again, it would be difficult
to attribute attitude changes solely to the appraisal program. 

----------ilml 
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C

P Are there signs of different treatment in the results of performance appraisal pro-
cesses?   Statistics on the distribution of performance ratings should be gathered and
analyzed.  Uneven ratings distributions might raise questions of fairness when compared
by race, national origin, sex, and by occupational groups and grade.  Performance-based
adverse actions taken against certain groups of employees more often than others also
should be analyzed.  If different treatment is found, designers should attempt to determine
if appraisal design features are causing the lack of balance in the ratings or if there is a
larger problem in the organization that is surfacing through the appraisal process.  

P Has there been an improvement in the efficiency or the effectiveness of related
human resources programs?  The law requires that the results of Federal performance
appraisal, i.e., the appraisal of elements and rating of record, be used as a basis for
training, rewarding, reassigning, promoting, reducing in grade, retaining, and removing
employees.  Evaluators may look at the relationships between performance appraisal and
other human resource programs.  For example, evaluators might want to determine:
C if  summary levels are used as a reference point in promotions or if ratings are so

inflated that they are meaningless to the process;  
C if training needs are determined through the appraisal process or if supervisors and

employees fail to talk about ways of improving performance during appraisal interviews;
and/or 

C if supervisors receive support from the organization when a performance-based action
is necessary, or if poor performance is tolerated.

               
HECKLIST 

Once a list of possible topics and questions has been developed for evaluating the program,
the following checklist can be used to help ensure that the right questions are being asked in
the right way:

‘ Is it possible to gather information about the question?  Don’t bother including it if
information can’t be gathered.

‘ Is there only one possible answer to the question?  The answer should not be predeter-
mined or loaded by the phrasing of the question.

‘ Do decision makers feel they need the information?  If no one will use the information,
there is no reason to gather it.

‘ Do decision makers want the answer to the question for themselves?  The results of
evaluations are much more useful when people want the information.

----------ilml 
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‘ Can decision makers indicate how they would use the answer to the question?  Knowing
ahead of time how evaluation information will be used increases the chances that the
evaluation results will not be filed away and never used. 

A periodic, well-designed evaluation of the results of performance appraisal programs will
provide the information managers and employees need to continually improve their appraisal
processes.  As program designers or evaluators design the evaluation tool, the underlying
questions should be, What difference would it make to have this information?  How would
the information be used and how would it be useful?
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his handbook is designed for Federal supervisors and employees 

and presents an eight-step process for developing employee per

formance plans that are aligned with and support organizational 

goals. It also provides guidelines for writing performance elements and standards 

that not only meet regulatory requirements, but also maximize the capability that 

performance plans have for focusing employee efforts on achieving organizational 

and group goals. 

The methods presented here are designed to develop elements and standards that mea

sure employee and work unit accomplishments rather than to develop other measures 

that are often used in appraising performance, such as measuring behaviors or 

competencies. Although this handbook includes a discussion of the importance of 

balancing measures, the main focus presented here is to measure accomplishments. 

Consequently, much of the information presented in the first five steps of this eight

step process applies when supervisors and employees want to measure results. However, 

the material presented in Steps 6 through 8 about developing standards, monitoring 

performance, and checking the performance plan apply to all measurement approaches. 

A HANDBOOK FOR MEABUR/1111 EMPLOYEE PERFORMAIICE 



The handbook has four chapters and three appendices: 

CHAPTER l gives the background and context of performance management 

that you will need to understand before beginning the eight-step process. 

CHAPTER 2 defines accomplishments, which is key to using this 

handbook successfully. 

CHAPIER 3 includes a detailed description of the eight-step process for developing 

employee performance plans that are aligned with and support organizational goals. 

CHAPTER 4 provides study tools, including a followup quiz and a quick 

reference for the eight-step process. 

THE APPENDICES contain example standards that were written specifically for 

appraisal programs that appraise perfonnance on elements at five, three, and two levels. 

After reading the instructional material, studying the examples, and completing the 

exercises in this book, you should be able to: 

DEVELOP a performance plan that aligns individual pe1formance with 

organizational goals 

USE a variety of methods to determine work unit and individual accomplishments 

DETERMINE the difference between activities and accomplishments 

EXPLAIN regulatory requirements for employee performance plans 

A HANDBOOK FOR MEASURIJIIO EMPLOYEE PERFORMANCE 3 
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emember the story about the naive student in his first English 
literature course who was worried because he didn't know what 

prose was? When he found out that prose was ordinary speech, 

he exclaimed, "Wow! I've been speaking prose all my life!" 

Managing performance well is like speaking prose. Many managers have been 

"speaking" and practicing effective performance management naturally all their 
supervisory lives, but don't know it! 

Some people mistakenly assume that performance management is concerned only 

with following regulatory requirements to appraise and rate performance. Actually, 

assigning ratings of record is only one part of the overall process (and perhaps the 

least important part). 

Performance management is the systematic process of: 

planning work and setting expectations 

continually monitoring performance 

developing the capacity to perform 

periodically rating performance in a summary fashion 

rewarding good performance 

The revisions made in 1995 to the govermnentwide performance appraisal and 

awards regulations support "natural" performance management. Great care was 

taken to ensure that the requirements those regulations establish would comple

ment and not conflict with the kinds of activities and actions effective managers 

are practicing as a matter of course. 

A HANDBOOK FDR MEABURJNB EMPLOYEE PERFORMANCE 
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PLANNING In an effective organization, work is planned out in advance. Planning 
means setting performance expectations and goals for groups and individuals to channel 
their efforts toward achieving organiz.ational objectives. Getting employees involved in 
the planning process will help them understand the goals of the organization, what 
needs to be done, why it needs to be done, and how well it should be done. 

The regulatory requirements for planning employees' performance include establishing 
the elements and standards of their performance appraisal plans. Performance elements 
and standards should be measurable, understandable, verifiable, equitable, and 
achievable. Through critical elements, employees are held accountable as individuals 
for work assignments or responsibilities. Employee performance plans should be 
flexible so that they can be adjusted for changing program objectives and work 
requirements. When used effectively, these plans can be beneficial working documents 
that are discussed often, and not merely paper work that is filed in a drawer and 
seen only when ratings of record are required. 

MONITORING In an effective organiz.ation, assignments and projects are moni
tored continually. Monitoring well means consistently measuring performance and 
providing ongoing feedback to employees and work groups on their progress 
toward reaching their goals. 

The regulatory requirements for monitoring performance include conducting prog
ress reviews with employees where their performance is compared against their ele
ments and standards. Ongoing monitoring provides the supervisor the opportunity 
to check how well employees are meeting predetermined standards and to make 
changes to unrealistic or problematic standards. By monitoring continually, supervi
sors can identify unacceptable performance at any time during the appraisal period 
and provide assistance to address such performance rather than wait until the end 
of the period when summary rating levels are assigned. 

PERFORMANCE MANAGEMENT'S FIVE KEY COMPONENTS 

A HAIWOBOOK FOR MEASUR/#O EMPLOYEE PERFORMAIWCE 5 
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DEVELOPING In an effective organization, employee developmental needs are 
evaluated and addressed. Developing in this instance means increasing the capacity 
to perform through training, giving assignments that introduce new skills or higher 
levels of responsibility, improving work processes, or other methods. Providing 
employees with training and developmental opportunities encourages good per-
formance, strengthens job-related skills and competencies, and helps employees 
keep up with changes in the workplace, such as the introduction of new technology . 

Carrying out the processes of performance management provides an excellent 
opportunity for supervisors and employees to identify developmental needs. While 
planning and monitoring work, deficiencies in performance become evident and 
should be addressed. Areas for improving good performance also stand out, and 
action can be taken to help successful employees improve even further. 

RATING From time to time, organizations find it useful to summarize employee 
performance. This helps with comparing performance over time or across a set of 
employees. Organizations need to know who their best performers are. 

Within the context of formal performance appraisal requirements, rating means eval-
uating employee or group performance against the elements and standards in an 
employee’s performance plan and assigning a summary rating of record. The rating of 
record is assigned according to procedures included in the organization’ s appraisal program. 
It is based on work performed during an entire appraisal period. The rating of record has 
a bearing on various other personnel actions, such as granting within-grade pay increases 
and determining additional retention service credit in a reduction in force. 

REWARDING In an effective organization, rewards are used often and well. 
Rewarding means recognizing employees, individually and as members of groups, 
for their performance and acknowledging their contributions to the agency’s mission. 
A basic principle of effective management is that all behavior is controlled by its conse-
quences. Those consequences can and should be both formal and informal and both 
positive and negative. 

Good managers don’t wait for their organization to solicit nominations for formal 
awards before recognizing good performance. Recognition is an ongoing, natural part 
of day-to-day experience. A lot of the actions that reward good performance, like saying 
“thank you,” don’t require a specific regulatory authority. Nonetheless, awards regu-
lations provide a broad range of forms that more formal rewards can take, such as 
cash, time off, and many recognition items. The regulations also cover a variety of 
contributions that can be rewarded, from suggestions to group accomplishments. 
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PERFORMANCE .MANAGEMENT AS PROSE 

Good managers have been speaking and practicing effective perfor

mance management all their lives, executing each key component 

process well. They not only set goals and plan work routinely , but they 

also measure progress toward those goals and give feedback to employ

ees. They set high standards, but they also take care to develop the 

skills needed to reach them. They also use formal and informal rewards 

to recognize the behavior and results that accomplish their mission. All 

five components working together and supporting each other achieve nat

ural, effective performance management. 

Employee 
Performance Plans 
Employees must know what they need to do to perform their jobs success

fully. Expectations for employee performance are established in employee 

performance plans. Employee performance plans are all of the written, or 

otherwise recorded, performance elements that set forth expected perfor

mance. A plan must include all critical and non-critical elements and their 

performance standards. 

Performance elements tell employees what they have to do and standards 

tell them how well they have to do it. Developing elements and stan

dards that are understandable, measurable, attainable, fair, and challenging 

is vital to the effectiveness of the performance appraisal process and is 
what this handbook is all about. 

Federal regulations define three types of elements: critical elements, non

critical elements, and additional performance elements. Agency appraisal 

programs are required to use critical elements (although the agency may 

choose to call them something else), but the other two types can be used 

at the agency's option. Before continuing further with this handbook, you 

should contact your human resources office to determine the types of ele

ments your appraisal program allows. 

A NOTE ABOUT 

PERFORMANCE 

PLANS 

This handbook is about 

developing employee perfor

mance plans. However, there 

is another type of perfor

mance plan that you need to 

be aware of. The Government 

Performance and Results Act 

of 1993 requires each agency 

to prepare an annual perfor

mance plan covering each 

program activity set forth in 

its budget. These organiza

tional performance plans: 

I establish program-level 
performance goals that 
are objective, quantifi
able, and measurable 

I describe the operational 
resources needed to 
meet those goals 

I establish performance 
indicators to be used in 
measuring the outcomes 
of each program 

We will be using organization

al performance plans during 

Step 1 of the eight-step 

process present.ed in this 

handbook. Organizational 

performance plans are key 

in the process of aligning 

employee performance with 

organizational goals. 

R MEASURING EMPLOYEE PERFORMANCE 



A NOTE ABOUT 

GROUP OR TEAM 

The term "group or team 

performance" can be 

confusing sometimes. When 

we say that critical ele

ments cannot describe 

group performance, we are 

saying that the group's per

formance as a whole cannot 

be used as a critical element. 

This does not preclude 

describing an individual's 

contribution to the group as 

a critical element. The key 

to distinguishing between 

group performance and an 

individual's contribution to 

the group is that group per

formance is measured at an 

aggregate level, not for a 

single employee. An individ

ual's contribution to the 

group is measured at the 

individual employee level. 

A HANDBOOK FOR MEASURING EMPLOYEE 

CRITICAL ELEMENTS A critical element is an assignment or respon

sibility of such importance that unacceptable performance in that element 

would result in a determination that the employee's overall performance is 

unacceptable. Regulations require that each employee have at least one crit

ical element in his or her performance plan. Even though no maximum 

number is placed on the number of critical elements possible, most experts 

in the field of performance management agree that between three and 

seven critical elements are appropriate for most work situations. 

Critical elements are the cornerstone of individual accountability in employee 

performance management. Unacceptable performance is defined in Section 

4301(3) of title 5, United States Code, as failure on one or more critical ele

ments, which can result in the employee's reassignment, removal, or reduction 

in grade. Consequently, critical elements must describe work assignments and 

responsibilities that are within the employee's control. For most employees this 

means that critical elements cannot describe a group's performance. However, 

a supervisor or manager can and should be held accountable for seeing that 

results measured at the group or team level are achieved. Critical elements 

assessing group performance may be appropriate to include in the performance 

plan of a supervisor, manager, or team leader who can reasonably be expected 

to command the production and resources necessary to achieve the results 

(i.e., be held individually accountable). 

PERFORMANCE 
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NON-CRITICAL ELEMENTS A non-critical element is a dimension or aspect of 
individual, team, or organizational performance, exclusive of a critical element, that is 
used in assigning a summary level. Important aspects of non-critical elements include: 

❙	 NO PERFORMANCE-BASED ACTIONS Failure on a non-critical element cannot
	
be used as the basis for a performance-based adverse action, such as a demo-
tion or removal. Only critical elements may be used that way. Moreover, if an
	
employee fails on a non-critical element, the employee’s performance cannot be
	
summarized as Unacceptable overall based on that failure.
	

❙	 GROUP PERFORMANCE Non-critical elements are the only way an agency can
	
include the group’s or the team’s performance as an element in the performance
	
plan so that it counts in the summary level. For example, team structured
	
organizations might use a non-critical element to plan, track, and appraise the
	
team on achieving its goals. To do this, each team member’s performance plan
	
would include the “team” element (i.e., a non-critical element) and the rating
	
for the team on that element would be counted in the summary level of each
	
team member.
	

❙	 WHEN THEY CAN’T BE USED Non-critical elements cannot be used in appraisal
	
programs that use only two levels to summarize performance in the rating of
	
record. This is because they would have no effect on the summary rating level
	
and, by definition, they must affect the summary level. (That is, in a two-level
	
program, failure on non-critical elements cannot bring the summary level down
	
to Unacceptable, and assessments of non-critical elements cannot raise the sum-
mary level to Fully Successful if a critical element is failed.)  

❙	 CAN GREATLY AFFECT THE SUMMARY LEVEL Sometimes the word  
“non-critical” is interpreted to mean “not as important.” Prior to 1995, this
	
interpretation was prescribed by regulation. Now, how-
ever, depending on how an appraisal pro-
gram is designed, this need not be the
	
case. Even though consideration
	
of non-critical elements cannot
	
result in assigning an  
Unacceptable summary level,
	
appraisal programs can be
	
designed so that non-criti-
cal elements have as much
	
weight or more weight than
	
critical elements in determining
	
summary levels above Unacceptable.
 

A  H A N D B O O K  F O R  M E A S U R I N G  E M P L O Y E E  P E R F O R M A N C E  
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NON-CRITICAL ELEMENTS IN EMPLOYEE 

PERFORMANCE PLANS, YOU MUST DETERMINE 

IF YOUR APPRAISAL PROGRAM 

ALLOWS THEM. 
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ADDITIONAL PERFORMANCE ELEMENTS 
An additional performance element is a 
dimension or aspect of individual, 
team, or organizational perfor-
m ance that is not a critical 
element and is not used in 

CHECK THE RULES 

assigning a summary rating 
level. The essential differ -

ence between a non-critical 
element and an additional 
performance element is that 

OF YOUR PROGRAM BEFORE 

INCLUDING ADDmONAL PERFORMANCE 

non-critical elements do affect 
ELEMENTS IN YOUR Pl.ANS. 

the summary level. Otherwise, the 
features and limitations of non.critical 

elements discussed above also apply to 
additional performance elements. Opportunities for 
using additional performance elements include: 

I NEW WORK ASSIGN.M:ENT Managers and employees may want to establish 

goals, track and measure performance, and develop skills for an aspect of work 

that they do not believe should count in the summary level. For example, if an 

employee volunteered to work on a new project that requires new skills, an addi

tional performance element describing the new assignment provides a non

threatening vehicle for planning, measuring, and giving feedback on the 

employee's performance without counting it in the summary level. 

I GROUP PERFOIU1IANCE In a two-level appraisal program, additional perfor

mance elements are the only way to include a discussion of group performance 

in the appraisal process. Even though the element assessment does not count 

when determining the summary level, managers and employees could use it to 

manage the group's performance. 

I AWA.RDS Additional performance elements can be used to establish c1iteria for 

determining awards eligibility, especially in a two-level program that n o longer 

bases awards solely on a summary level. 

ELEMENT CHARACTERISTICS 

YES YES NO • 

/'JO YES YES 

NO NO ilffi YES 
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Additional performance elements were introduced in the September 1995 performance 
appraisal regulations and have not been used widely yet. We foresee their popularity 
rising as agencies discover the possibilities they present for managing performance. 

KNOW YOUR PROGRAM FEATURES 

Again, it is important to stress that before you continue with this handbook, you 
need to find out the rules established by your appraisal program; specifically , you 
will need to know: 

❙ which kinds of elements your program allows you to use 

❙ at how many levels your program appraises employee performance on elements 

❙ how many summary levels your program uses 

❙ if your program allows weighting of elements (see Step 4) 

❙ whether the program requires specific elements and/or uses generic standards 

example program features 

This handbook uses an example agency called the "Federal Benefits Bureau," (FBB)  
which is an agency that specializes in benefits and retirement services. To be able  
to understand and work through the examples, you need to know the features of  
FBB's appraisal program (i.e., the same features listed above).  
FBB's appraisal program:
	

❙ uses critical, non-critical, and additional performance elements 

❙ appraises employee performance on elements at five levels: 

Unacceptable
 
Minimally Successful
 
Fully Successful
 
Exceeds Fully Successful
 
Outstanding
 

❙ uses five summary levels, which are the same as the elements’ five levels 
listed above 

❙ allows elements to be weighted according to importance to the organization 

❙ requires no specific or generic elements 

A  H A N D B O O K  F O R  M E A S U R I N G  E M P L O Y E E  P E R F O R M A N C E  11 
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CHAPTER 2 DISCUSSES WHAT MAY BE THE MOST IMPORTANT CONCEPT IN THIS HANDBOOK: THE DIFFERENCE 
BETWEEN MEASURING ACT1VIT1ES AND MEASURING ACCOMPUSHMENTS. THE FOLLOIN1NG STORY ILWSTIIATES 
THIS CONCEPT. 

The Beekeepers and 
Their Bees 
Once upon a time, there were two beekeepers who each had a beehive. The beekeepers 

worked for a company called Bees, Inc. The company's customers loved its honey and wanted 

the business to produce more honey than it had the previous year. As a result, each beekeeper 

was told to produce more honey at the same quality. With different ideas about how to do 

this, the beekeepers designed different approaches to improve the performance of their hives. 

The first beekeeper established a bee performance management approach that measured 

how many flowers each bee visited. At considerable cost to the beekeeper, an extensive 

measurement system was created to count the flowers each bee visited. The beekeeper pro

vided feedback to each bee at midseason on his individual performance, but the bees were 

never told about the hive's goal to produce more honey so that Bees, Inc., could increase 

honey sales. The beekeeper created special awards for the bees who visited the most flowers. 

The second beekeeper also established a bee performance management approach, but this 

approach communicated to each bee the goal of the hive- to produce more honey. This 

beekeeper and his bees measured two aspects of their performance: the amount of nectar 

each bee brought back to the hive and the amount of honey the hive produced. The per

formance of each bee and the hive's overall performance were charted and posted on the 

hive's bulletin board for all bees to see. The beekeeper created a few awards for the bees 

that gathered the most nectar, but he also established a hive incentive program that 

rewarded each bee in the hive based on the hive' s production of honey- the more honey 

produced the more recognition each bee would receive. 

A HANDBOOK FOR MEABURl/11O EMPLOYEE PERFORMANCE 



At the end of the season, the beekeepers evaluated their approaches. The first beekeeper 

found that his hive had indeed increased the number of flowers visited, but the amount 

of honey produced by the hive had dropped. The Queen Bee reported that because the 

bees were so busy trying to visit as many flowers as possible, they limited the amount of 

nectar they would carry so they could fly faster. Also, because the bees felt they were 

competing against each other for awards (because only the top performers were recog

nized), they would not share valuable information with each other (like the location of 

the flower-filled fields they'd spotted on the way back to the hive) that could have 

helped improve the performance of all the bees. (After all was said and done, one of the 

high-performing bees told the beekeeper that if he'd been told that the real goal was to 

make more honey rather than to visit more flowers, he would have done his work com

pletely differently.) As the beekeeper handed out the awards to individual bees, unhappy 

buzzing was heard in the background. 

The second beekeeper, however, had very different results. Because each bee in his hive 

was focused on the hive's goal of producing more honey, the bees had concentrated their 

efforts on gathering more nectar to produce more honey than ever before. The bees 

worked together to determine the highest nectar-yielding flowers and to create quicker 

processes for depositing the nectar they'd gathered. They also worked together to help 

increase the amount of nectar gathered by the poor performers. The Queen Bee of this 

hive reported that the poor performers either improved their performance or transferred 

to another hive. Because the hive had reached its goal, the beekeeper awarded each bee 

his portion of the hive incentive payment. The beekeeper was also surprised to hear a 

loud, happy buzz and a jubilant flapping of wings as he rewarded the individual high

performing bees with special recognition. 

THE MORAL OF THIS STORY IS: MEASURING AND RECOGNIZING ACCOMPLISHMENTS 

RATHER THAN ACTIV"1ES-AND GIVING FEEDBACK TO THE WORKER BEES-OFTEN 

IMPROVES THE RESULTS OF THE HIVE. 
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OUTCOMES 

(increased sales 

Although it somewhat oversimplifies performance management, the beekeepers' story 

illustrates the importance of measuring and recognizing accomplishments (the amount of 

honey production per hive) rather than activities (visiting flowers). This handbook is 

designed to help you develop elements and standards that center around accomplish

ments, not activities. 

The chart below depicts the type of measurement that should occur at each organizational 

level of Bees, Inc., and includes measurements used by the beekeepers. 

PERFORMANCE PYRAMID 
Note tllat outputs occur at two levels- the work unit and the employee level. 

CAN BE APPRAISED 

USING NON-CRITICAL 

AND ADDITIONAL 

PERFORMANCE 

ELEMENTS 

of honey) --------• 

PROGRAM 
(Bees, Inc.) 

OUTPUTS 
ACCOMPLISHMENTS 
(I.E., PRODUCTS OR SERVICES} 

(honey produced 
per hive) 

(nectar collected 
per bee)-------'-

ACTIVff/ES 
(flowers visited) -

WORKUNIT 
(hive) 

EMPLOYEE 

(bee) 

CAN BE 

APPRAISED 

USING CRITICAL 

REMENTS 
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Activities are the actions taken to produce results and are generally described using verbs. 
In the beekeeper story, the activity being measured was visiting flowers. Other examples of 
activities include: 

❙ filing documents 

❙ developing software programs 

❙ answering customer questions 

❙ writing reports 

Accomplishments (or outputs) are the products or services (the results) of employee and 
work unit activities and are generally described using nouns. The examples of outputs used in 
the story include the amount of nectar each bee collected and the honey production for the 
hive. Other examples include: 

❙ files that are orderly and complete 

❙ a software program that works 

❙ accurate guidance to customers 

❙ a report that is complete and accurate 

Outcomes are the final results of an agency’s products and services (and other outside fac-
tors that may affect performance). The example of an outcome used in the beekeeper story 
was increased sales of honey for Bees, Inc. Other examples of outcomes could include: 

❙ reduced number of transportation-related deaths 

❙ improved fish hatcheries 

❙ a decrease in the rate of teenage alcoholism 

❙ clean air 
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A NOTE ABOUT 

FEDERAL EFFORTS 

TO MEASURE 

OUTCOMES 

AND OUTPUTS 

Because of the requirements 

set by the Government Per

formance and Results Act of 

1993 [i.e., the Results Act], 

Federal agencies are measuring 

their organizational out.comes 

and outputs. The Results Act 

requires agencies to have 

strat.egic plans, which include 

outcome-related goals and 

objectives for the major func

tions and operations of the 

agency. Those out.come goals 

must be objective, quantifiable, 

and measurable. The Results 

Act also requires agencies to 

develop annual performance 

plans that cover each one of 

their programs. Performance 

plans must include perfor

mance goals, which define the 

annual, often incremental, 

progress in achieving the 

outcome goals in the strate

gic plan. Performance goals 

are often output-oriented 

because they address single

year performance. We will 

talk more about strategic 

plans with their outcome 

goals, and performance 

plans with their output 

goals, in Chapter 3. 

A HANDBOOK FOR MEASURING EMPLOYE 

On the performance pyramid illustrated on page 14, notice that accom

plishments can be measured at two levels in the organization-the 

employee level and the work unit level. Employee accomplishments can be 

included in employee performance plans using all three types of perfor

mance elements. Work unit accomplishments also can be included in the 

appraisal process-through non-critical elements if the agency desires to 

have work unit performance affect ratings (and only if the appraisal pro

gram uses more than two summary levels) or through additional perfor

mance elements if work unit performance is not to affect ratings. However 

they are used in performance appraisal, work unit as well as employee 

accomplishments can always be recognized through an awards program. 

If supervisors, team leaders, and employees want to develop performance 

plans that support the achievement of organizational outcomes, they 

might try the second beekeeper's approach of sharing organizational goals 

with the hive, measuring and rewarding accomplishments rather than 

activities, and providing feedback on performance. 

PERFORMANCE 
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Using Balanced Measures 
THIS HANDBOOK FOCUSES ON MEASURING ACCOMPLISHMENTS AT THE WORK UNIT AND EMPLOYEE LEVELS. THERE 

MAY BE SITUATIONS, HOWEVER, WHEN ACTIVITIES, BEHAVIORS, OR PROCESSES MAY BE IMPORTANT TO INCLUDE IN AN 

EMPLOYEE’S PERFORMANCE PLAN. THIS HANDBOOK DOES NOT FOCUS ON HOW TO DEVELOP THOSE KINDS OF MEA

SURES. HOWEVER, WE WOULD BE REMISS NOT TO INCLUDE A DISCUSSION ABOUT THE IMPORTANCE OF BALANCING 

MEASURES IN YOUR MEASUREMENT SYSTEM. THEREFORE, A SHORT DESCRIPTION OF BALANCED MEASURES FOLLOWS. 

Traditionally, many agencies have measured their organizational performance by focusing on 

internal or process performance, looking at factors such as the number of full-time equivalents 

(FTEs) allotted, the number of programs controlled by the agency , or the size of the budget for 

the fiscal year. In contrast, private sector businesses usually focus on the financial measures of 

their bottom line: return-on-investment, market share, and earnings-per-share. Alone, neither 

of these approaches provides the full perspective on an organization’ s performance that a 

manager needs to manage effectively. But by balancing customer and employee satisfaction 

measures with results and financial measures, managers will have a more complete picture and 

will know where to make improvements. 

BALANCING MEASURES Robert S. Kaplan and David P. Norton have developed a set of measures 

that they refer to as “a balanced scorecard.” These measures give top managers a fast but compre-

hensive view of the organization’s performance and include both process and results measures. 

Kaplan and Norton compare the balanced scorecard to the dials and indicators in an airplane 

cockpit. For the complex task of flying an airplane, pilots need detailed information about fuel, air 

speed, altitude, bearing, and other indicators that summarize the current and predicted environ-

ment. Reliance on one instrument can be fatal. Similarly, the complexity of managing an organi-

zation requires that managers be able to view performance in several areas simultaneously . A bal-

anced scorecard—or a balanced set of measures—provides that valuable information. 

MANAGING PERFORMANCE FROM THREE PERSPECTIVES A variety of studies have 

shown that both the public and private sectors have used balanced measures to help 

create high-performing organizations.  Because balancing the perspectives of business, 

customers, and employees plays a key role in organizational success, OPM regulations 

(effective November 13, 2000) now require agencies to evaluate senior executive perfor-

mance using balanced measures, which should take into account the following factors: 

❙ The business perspective, which has a different interpretation in the Government than in the 
private sector. For many organizations, there are actually two separate sets of measures: the out-

comes, or social/political impacts, which define the role of the agency/department within the Gov-

ernment and American society; and the business processes needed for organizational efficiency and 

effectiveness. Many of the outcome-oriented goals agencies establish in their strategic plans under 

the Government Performance and Results Act include the business perspective. To gain the busi-

ness perspective, Federal managers must answer the question: How do we look to Congress, the Presi

dent, and other stakeholders? 
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❙	 The customer perspective, which considers the organization’s performance through the eyes of 
its customers, i.e., American citizens, so that the organization retains a careful focus on customer 

needs and satisfaction. To achieve the best in business performance, agencies must incorporate cus-

tomer needs and wants and must respond to them as part of their performance planning. Federal 

managers must answer the question: How do customers see us? 

❙	 The employee perspective, which focuses attention on the performance of the key internal processes 
that drive the organization, including employee development and retention. This perspective directs 

attention to the basis of all future success—the organization’ s people and infrastructure. Adequate invest-

ment in these areas is critical to all long-term success. Federal managers must answer the question: Do 

employees view the organization as a good place to work and develop their skills? 

TIE-IN TO EMPLOYEE PERFORMANCE The balanced measures philosophy need not apply 

only at the organizational or senior executive level. A balanced approach to employee perfor-

mance appraisal is an effective way of getting a complete look at an employee's work perfor-

mance. Too often, employee performance plans with their elements and standards measure 

behaviors, actions, or processes without also measuring the results of employees’ work. By mea-

suring only behaviors or actions in employee performance plans, an organization might find 

that most of its employees are appraised as Outstanding when the organization as a whole has 

failed to meet its objectives. 

By using balanced measures at the organizational level, and by sharing the results with super-

visors, teams, and employees, managers are providing the information needed to align 

employee performance plans with organizational goals. By balancing the measures used in 

employee performance plans, the performance picture becomes complete. 

Categories of Work 
Sometimes performance plans describe elements using categories of work. Categories are 
classifications of work types often used to organize performance elements and standards. If, 
for example, the first beekeeper in our fable had used categories of work for his elements, he 
might have used the broad category of “making honey” as the element and then included a 
grouping that described all the activities the bees did to make the honey , such as gather nec-
tar, report to the drones, etc. Other examples of categories of work and the types of activities 
that are often described under these categories include: 

❙	 customer service (greets customers with a smile, answers the phone promptly) 

❙	 teamwork (cooperates with others, shares information) 

❙	 communication (writes well, gives presentations) 

❙	 office duties (files papers, prepares reports) 

THIS HANDBOOK DOES NOT EXPLAIN HOW TO DESCRIBE AND MEASURE CATEGORIES OF WORK. HERE YOU ARE 

ASKED TO CONCENTRATE ON MEASURING ACCOMPLISHMENTS.  

A  H A N D B O O K  F O R  M E A S U R I N G  E M P L O Y E E  P E R F O R M A N C E  18 
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EXERCISE ON DISTINGUISHING ACTIVITIES FROM ACCOMPLISHMENTS: 
It is time to check your understanding of the differences among activities, accomplishments, 

and categories. Please check the column that best describes each item. 

ACCOMPLISHMENT ACTIVITY CATEGORY 

Trains employees 

Supervision 

A completed case 

Public relations 

Recommendations 

Customer service 

HR policy interpretations 

Writes agency policy 

Solutions to problems 

Develops software programs 

Ideas and innovations 

Files paperwork 

Writes memos 

Computer systems that work 

Teamwork 

A completed project 

Satisfied customers 

Answers the phone 

Assists team members 

ANSWERS ON PASE BB 
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ou are now going to begin an eight-step process for developing 

employee performance plans that support organizational goals. Before 

you begin, however, we want to briefly review a process for developing 

performance plans that you may have followed in the past but will NOT 

be learning here. 

Traditionally in some organizations, performance plans have been devel

oped by copying the activities described in an employee' s job description 

onto the appraisal form. This handbook asks that you NOT begin with the 

position description. Even though a performance plan must reflect the type 

of work described in the employee's position description, the performance 

plan does not have to mirror it. 

The next two pages illustrate what happens when you develop a 

performance plan solely from a position description. Page 22 is a 

simplified position description for a Retirement Benefits Specialist 

within the Claims Division branch of our example agency -

the Federal Benefits Bureau (FBB). Notice how the duties and 

responsibilities in the position description all begin with a verb. 

They describe activities, not accomplishments. 
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A performance plan for a Retirement Benefits Specialist follows on 

page 23. It was written by copying the simplified position description 

from page 22 onto the appraisal form. Note that by copying the activities 

from the position description onto the appraisal form, FBB has developed 

a performance plan that only measures activities, not accomplishments. 

Also, by developing a performance plan without using a process that links 

accomplishments to organizational goals, the organization has lost 

the opportunity to use the appraisal process to communicate its goals 

to its employees and to align employee efforts with its goals. 

REMEMBER THAT FBB'S APPRAISAL PROGRAM APPRAISES EMPLOYEE 

PERFORMANCE ON ELEMENTS AT FIVE LEVELS. THE FORM ON PAGE 

23 SHOWS FIVE POSSIBLE LEVELS OF PERFORMANCE: UNSATISFACTORY (U), 

MINIMALLY SUCCESSFUL (MS), FULLY SUCCESSFUL (FS), EXCEEDS FULLY 

SUCCESSFUL (EFS), AND OUTSTANDING (0 ). 
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POSITION DESCRIPTION 

THE DUTIES AND RESPONSIBILITIES IN THE POSITION DESCRIPTION ALL BEGIN WITH A VERB. THEY DESCRIBE ACTIVITIES. 

POSITION DESCRIPTION: #123456 
ORGANIZATIONAL TITLE:  RETIREMENT BENEFITS SPECIALIST 

INTRODUCTION 

The incumbent of this position serves in a highly responsible capacity as a Retirement 
Benefits Specialist in an office responsible for the adjudication of claims for retirement 
and insurance benefits. 
The work requires the services of an experienced, fully-trained Retirement Benefits 
Specialist. This position is responsible for considering and acting on all aspects of claims 
and applications for retirement and insurance benefits in an assigned area. 

MAJOR DUTIES AND RESPONSIBILITIES 

❙ Determine entitlement to and the amount of retirement annuities and survivor bene-
fits, as well as payments to adult students and the entitlements and payments to cer-

tain other parties such as former spouses. 

❙ Develop the record in individual cases, determining what is necessary and the sources 
of needed information. 

❙ Adjudicate cases. 

❙ Review and approve recommendations and decisions made by other Specialists, and 
provide training, advice, and assistance. 

❙ Respond to inquiries from various customer sources and provide clear, responsive 
explanations of actions taken and the bases for them. 

APPROVING AUTHORITY SIGNATURE DATE 
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EMPLOYEE PERFORMANCE PLAN 

Name Effective Date 

JOB TITLE 

Retirement Benefits Specialist 
NAME OF OFFICE 

Office of Retirement Services 

ELEMENTS TYPE STANDARDS RATING 

TECHNICAL AND POLICY EXPERT 

❙ Determine entitlement to 
and the amount of retire-
ment annuities and survivor 
benefits, as well as pay-
ments to adult students and 
the entitlements and pay-
ments to certain other par-
ties such as former spouses. 

❙ Develop the record in individ-
ual cases, determining what is 
necessary and the sources of 
needed information. 

❙ Adjudicate cases of unusual 
technical difficulty. 

Critical FULLY SUCCESSFUL: 

Amounts of payments are 
accurate and determine  
timely. 
Amounts of paym   
curate and det  
ely. ✗

� U 

� MS 

� FS 

� EFS 

� O 

LEADERSHIP 

❙ Review and approve recom-
mendations and decisions 
made by other Specialists, 
and provide advice and 
assistance. 

Critical FULLY SUCCESSFUL: 

Reviews cases as requested. 
Provides high-quality feed-
back and advice to others. 

� U 

� MS 

� FS 

� EFS 

� O 

CUSTOMER SERVICE 

❙ Respond to inquiries from 
various customer sources and 
provide clear, responsive 
explanations of actions taken 
and the bases for them. 

Critical FULLY SUCCESSFUL: 

Customer inquiries are rou-
tinely addressed accurately 
and in a timely fashion. 

� U 

� MS 

� FS 

� EFS 

� O 
COMMENTS: 

APPRAISING OFFICIAL SIGNATURE EMPLOYEE SIGNATURE 

PERFORMANCE PLAN 

✗ THIS IS NOT THE TYPE OF PERFORMANCE PLAN THAT YOU WILL DEVELOP IF YOU FOLLOW THE METHOD PRESENTED IN THIS HANDBOOK. 
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A  H A N D B O O K  F O R  M E A S U R I N G  E M P L O Y E E  P E R F O R M A N C E  

HAVING REVIEWED HOW TO DEVELOP A 

PERFORMANCE PLAN THAT FOCUSES 

ONLY ON ACTIVITIES, WE WILL NOW 

DEVELOP A PERFORMANCE PLAN THAT 

ESTABLISHES ELEMENTS AND STAN

DARDS, ADDRESSING ACCOMPLISH

MENTS THAT LEAD TO ORGANIZATIONAL 

GOAL ACHIEVEMENT. AN EIGHT-STEP 

PROCESS HAS BEEN DEVELOPED TO 

PRODUCE SUCH PLANS. EACH STEP IN 

THE EIGHT-STEP PROCESS WE PRESENT IN 

THIS HANDBOOK BUILDS ON THE PREVIOUS 

STEP; YOU CANNOT SKIP A STEP AND 

END UP WITH GOOD RESULTS. 
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Instead of beginning at the bottom of the organization with the position description to 

develop employee performance plans, begin the process by looking at your agency' s goals 

and objectives. Gather the following information: 

WHAT ARE YOUR AGENCY'S GENERAL OUTCOME GOALS AS OUTLINED IN ffS STRATEGIC PLAN? 

The Government Performance and Results Act of 1993 (i.e., GPRA) requires all agencies 

to develop a strategic plan that includes objective, quantifiable, and measurable perf01mance 

goals. Agencies submitted their first strategic plans to Congress in September 1997. You will 
be referring to your agency's strategic plan while creating employee performance plans. 

WHAT ARE THE SPECIFIC PERFORMANCE GOALS ESTABLISHED FOR YOUR PROGRAM AREA AS 

OUTLINED IN YOUR AGENCrs ANNUAL PERFORMANCE PLAN? 

GPRA also requires each agency to have an annual performance plan that sets out 

measurable goals that define what will be accomplished during a fiscal year. The goals 

in the annual performance plan describe the incremental progress toward achieving the 

general goals and objectives in the strategic plan. Performance plan goals are usually more 

specific and may be more output-oriented than the general outcome goals found in the 

strategic plan. Since performance plan goals should be used by managers as they direct 

and oversee how a program is carried out, these are the goals to which employee perfor

mance plans should be linked. 

WHAT PERFORMANCE MEASURES ARE ALREADY IN PLACE? 

You should be aware of the measurement systems that you can access for information on 

performance, including measures used for determining progress toward achieving Results 

Act goals and customer satisfaction surveys. 
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EXAMPLE OF ORGANIZATIONAL GOALS 

Again, this handbook will continually refer to the Retirement Benefits Specialist position 

located within the Retirement Claims Division (a division of the Office of Retirement Services) 

of our example agency - the Federal Benefits Bureau (FBB). One of the primary functions of this 

position is to process retirement claims. FBB's strategic, outcome-oriented goals and two of the 

Office of Retirement Service's performance goals established in FBB's annual performance plan 

serve as examples of organizational goals. You will use this information in the 

next step of our eight-step process. 

exampleorganizational goals 
)%%
V�STRATEGIC GOALS 

Provide. Offer a wide range of benefits and retirement services that will enhance recipients' 
quality of life. 

Diversity. Create and maintain an inclusive work environment that values diversity and 
allows every employee the opportunity to reach their highest potential.         

Serve. FBB's customer service, benefits, and retirement services meet the evolving needs of 
Federal employees and their families. 

Integrity. Act as model agency within the Federal Government through fiscally responsible 
business practices and a commitment to excellence. 
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FBB'S ANNUAL PERFORi"\'IANCE PLAN GOALS FOR THE 

OFFICE OF RETIREMENT SERVICES (ORS) 

ORSGOAL #2 

Retirement claims processing times are reduced and more customer services are 
delivered through self-servicing technology, while customer satisfaction is maintained 
at last fiscal year's level. 

MEANS: (ONLY TVVO MEANS ARE PRESENTED HEFE.] 

We will use the ORS Calculator implemented through the automation improvement 
project to reduce the time needed to process claims. 
We will continue the availability of both Interactive Voice Response and Internet 

technology to make annuity payment account changes. 

CUSTOMER SATISFACnON INDICATORS 

I Customers who received their first payment either before or when they expected. 
(The goal is to reach 80 percent.) 
Annuitants who indicate overall satisfaction with the handling of their retirement 
claims. (The goal is to reach 95 per cent.) 

BUSINESS PROCESS INDICATORS 

I Interim payment processing time. (The goal is 4.5 days.) 
I Annuity processing time. (The goal is 90 days.) 
I Annuity claims accuracy. (The goal is 92 percent.) 

FINANCIAL INDICATOR 

Claims processing unit cost. (The goal is $190 per claim.) 

DIRECTLY LINKED 

TOFBB'S 

THIRD GOAL: SERVE 
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The next step in this eight-step method is to determine the accomplishments 

(i.e., the products or services) of the work unit. Identifying work unit accomplish

ments lets you identify appropriate measures in the following steps of this process. 

A work unit is a small group of employees that, in a traditional work structure, is 

supervised by the same first-line supervisor. Work units are generally the smallest 

organizational group on the organizational chart and usually include between 5 

and 20 people. A work unit can also be a team-permanent or temporary-where 

the team members work interdependently toward a common goal. 

Because not all types of work situations and structures are the same, this handbook 

offers three different ways to determine what to measure at the work unit level: 

A. A GOAL CASCADING METHOD 

B. A CUSTOMER-FOCUSED METHOD 

C. A WORK FLOW CHARTING METHOD 

You can use one or all three methods, depending on what fits your situation. 

Whichever you use, remember to describe accomplishments (using nouns) rather 

than activities (using verbs). 
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methcxlA: 
cascade the agency's goals 

down to the worlc unit level 

The goal cascading method works best for agencies with clear organizational goals and 

objectives, such as those established in the strategic plans and annual performance plans that 

agencies have prepared under the Government Performance and Results Act. This method 

requires answers to each of the following questions: 

WHAT ARE THE AGENCY'S SPECIFIC GOALS AND OBJECTIVES? 

These can be found in the agency's annual performance plan and customer service 

standards. (Note that this question repeats Step 1 of the eight-step process.) 

WHICH AGENCY GOAL{SJ CAN THE WORK UNIT AFFECT? 

Often, work units may affect only one agency goal, but in some situations, agency goals 

are written so broadly that work units may affect more than one. 

WHAT PRODUCT OR SERVICE DOES THE WORK UNIT PRODUCE OR PROVIDE 

TD HELP THE AGENCY REACH l7S GOALS? 

Clearly tying work unit products and services to organizational goals is key to this process. If 
a work unit finds it generates a product or service that does not affect organizational goals, the 

work unit needs to analyze the situation. It may decide to eliminate the product or service. 

CASCADING AGENCY GOALS TO WORK UNITS 

Agency's 
Strategic Goals 

Program's 
Annual 
Performance 
Plan Goals 
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EXAMPLE OF CASCADING AGENCY GOALS TO A WORK UNIT 

FBBStrategic Goal 

An Office of Retirement 

Services (ORS) annual 

performance plan goal 

that cascades f rom 

FBB's THIRD GOAL: 

SERVE 

Some of Office of 

Retirement 

Services(ORS) 

GOALS 

Retirement Claims 

Division 

GOALSFBB 

A HANDBOOK FOR MEABURINO EMPLOYEE PERFORMANCE 

l 
FBB's THIRD GOAL: SERVE 

FBB's customer service, benefits, and retirement services 

meet the evolving needs of Federal employees and their 

families. 

ORSGOAL#2 

Retirement claims processing times are reduced and more 

customer services are delivered through self-servicing 

technology, while customer satisfaction is maintained at 

last fiscal year's levels. 

A. Reduce overall processing times for annuity claims by 

processing fully developed annuity claims in an aver

age of 90 days (re ORS Goal #2). 

B. Reduce claims processing error rates by providing increased 

training in workplace competencies (re ORS Goal #2). 

l 
• Claims processed in less time and with lower error rates. 

• Increased number of individuals who can process insurance 

claims. 
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EXERCISE ON CASCADING GOALS 
In the spaces below, begin mapping your agencys strategic and performance goals and how 

those goals cascade or "trickle down" through your organization. Try to show how your work 

unit's products or services link to your agency's goals. Remember to describe work unit accom

plishments in terms of products or services (i.e., the end result of all the unit' s activities). 

YOUR AGENCY'S GOALS ------------------------------------1 

YOUR ORGANIZATION'S GQ4LS -----======================-------1 

YOUR WORK UNtrs PRODUCTS OR SERVICES -----------------------------1 
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STEP 2: DETERMINE WORK UNIT ACCOMPLISHMENTS 

methcxi B: 
detemune ifie prcxiucts and 

~ervices the worl( unit 
provides tor its customers 

customer 
group D 

The customer-focused method works well when there are no clear agency goals 

and when the work unit knows who its customers are and what they expect. Often 

this method is easier to apply to administrative work units that provide support 

functions, such as a human resources unit, an acquisitions unit, or a facilities main

tenance unit. This method focuses on achieving customer satisfaction and requires 
answers to each of the following questions: 

Who are the customers of the work unit? If the work unit provides a support 

function, most of its customers may be internal to the agency. 

What products and/or services do the customers expect? Remember to describe 

accomplishments, not activities. 

One way to approach this method is to build a map, as shown below. Place an oval 

representing the work unit in the center of a blank piece of paper. List the customer 

groups around the oval and describe the products or services the customers expect 

in the box under the customer groups. 

• RESULT 

customer 
group A 

Work Unit 

customer 
group C 

RESULT customer 
group B 
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STEP 2: DETERMINE WORK UNIT ACCOMPLISHMENTS 

EXAMPLE OF IDENTIFYING CUSTOMERS AND THEIR EXPECTATIONS 

The example below diagrams the accomplishments of the Office of Retirement Service's 
Claims Division from a customer-focused approach. Note that the accomplishments 
listed are the results of the team's work. 

retiring clients 

TRAINING, / 
GUIDANCE 

/ 
other ORS employees 

t 
COMPLETE 
Cl.AIM 

Claims Div. 

RESPONSE TO 
INQUIRIES 

conespondents 
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EXERCISE FOR IDENTIFYING CUSTOMERS AND 
THEIR EXPECTATIONS 

Use method B-the customer-focused method-to develop the product(s) or service(s) that your 
work unit provides. 

I) Identify your work unit's customers 

2) Determine what product(s) or service(s) your work unit supplies or provides to its customers 

YOUR WORK UNIT 
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STEP 2: DETERMINE WORK UNIT ACCOMPLISHMENTS 

method C: 
aevelop a work flow chart 

for the work unit, establishing key steps 
in the work process 

The work flow charting method works well for 

work units that are responsible for a complete work 

process, such as the processing of a case, the writing of D 
a report, or the production of a customer information 

package. This method asks work units to develop work 

flow charts. A work flow chart is a picture of the major 

steps in a work process or project. It begins with the 

first step of the work process, maps out each successive 

step, and ends with the final product or service. To 

illustrate, the work flow chart to the right depicts a 

work process for building a house. 

1. Foundation 

2. Walls 

3. Chimney 

4. Roof 

5. A complete house 

I 
I \ 

' 

•••••• •• •••• •• •••• 
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STEP 2: DETERMINE WORK UNIT ACCOMPLISHMENTS 

TO HELP YOU BUILD YOUR WORK FLOW CHART, ANSWER THESE QUESTIONS: 

How does the work unit produce its products or services? List the most basic steps in the process. For this 

purpose, you do not need to list all the activities required. (If you were analyzing the work to find ways of 

improving the process, you would need to list every activity.) 

Which are the most important steps in the process? By determining these steps, you highlight areas for 

performance measurement. 

As you map out the process, you may find yourself describing activities. Try to group the activities 

into key steps by describing the results of those activities as one step in the process. As an example, 

the activities described in the following columns are all the activities that a publication team 

described when it was trying to create a work flow chart for the process of developing a newsletter. 

By grouping the related activities into the same columns, it was easier for the team to determine the 

results of those activities. Those results are written at the top of the column and became the key 
steps in the work flow chart. 

RESULTS THE DRAFf VERSION THE EDITED VERSION THE CAMERA-READY 

ACTIVIDES 

WORK FLOW 
CHART 

PLAN FOR NEXT ISSUE 

brainstorm ideas 

meet to discuss ideas 

research various 

resources for ideas 

get management 

approval of 

proposed plan 

PLAN FOR 

NEXT ISSUE -
A HANDBOOK FDR MEABURINO EMPLOYEE PERFORMANCE 

OF THE ARTICLES 

interview contacts 

get contact review 

and edits of article 

get pictures or 

graphics, if used 

write article 

-

-

-

-

OF THE ARTICLE 

review articles for errors 

make suggestions 

for improvements 

make necessary changes 

consider the overall 

effect of the 

entire issue 

EDIT 

ARTICLES -

COPY 

crop pictures 
-

develop the 

original graphics 

create layout boards 

-

format issue 
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ANOTHER EXAMPLE OF WORK FLOW CHARTING 

This example of the results of method C—which focuses on the work flow and the key steps in the work 

process—uses a work flow chart that maps the key steps in processing retirement claims. Notice that the 

steps are described as products. In other words, all the activities to complete the steps are not listed 

individually but have been grouped and described as products. 

examplemethod C 

Nondisability 
Claim Received 

Annuity 
Computation 

An authorized first 
annuity payment
 is dispersed 

An updated annuity 
roll master record 

A completed 
and filed claim 
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EXERCISE ON WORK FLOW CHARTING 

I) Select a product or services that your work unit provides. 

2) As best you can, map out the work process your unit uses. Focus on the major categories or steps of the work. You 

may need to first list the smaller steps of the work and then group them into subproducts. (Remember to describe 

products and services when you can, not activities.) 
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· 'ie individual accomplishfiiei:its 
that support Work tu11t goals 

The performance elements that will be measured in the overall employee performance plan can 

include both individual and group assignments and responsibilities. The most important, 

results-oriented aspects of a unit's performance (which are its products or services) were 

identified in Step 2. (Other types of processes that work units may want to measure and 

include as elements in their plans- but which are not products or services and would not be 

identified through Step 2-include internal group dynamics processes, such as decision

making or problem-solving processes, or group/team development.) 

Elements that address individual accomplishments can be identified using a role-results matrix. 

A role-results matrix is simply a table that identifies the results each work unit member must 

produce to support the unit's accomplishments. To build the matrix, list the work unit' s prod

ucts or services across the top row of a table. List each member of the work unit or each job 

position down the left column of the matrix. For each cell of the table, ask this question: What 

must this unit member produce or perform (i.e., accomplish) to support this particular work 

unit product or service? List those employee products or services (i.e., accomplishments) in the 

appropriate cell. The products or services you list for each unit member are possible 

performance elements that might be included in the employee's performance plan. All performance 

elements should be either quantifiable or verifiable and should be described as accomplish

ments (nouns), not activities (verbs). 

A ROLE-RESULTS MATRIX 

UNIT EMPLOYEES UNIT PIIODUCT OR SERVICE UNIT PIIODUCT OR SERVICE UNIT PRODUCT OR SERVICE UNIT PIIODUCT OR SERVICE 

EMPLOYEE 1 

EMPLOYEE 2 

EMPLOYEE 3 

EMPLOYEE4 

ACDJMPUSHMENT 

ACDJMPI../SHMfNT 

ACDJMPL/SHMfNT 

*N/A 

ACXCMPI..SHMfNT 

ACXCMPI..SHMfNT 

*N/A 

ACXCMPLSHMfNT 

"The employee had no part in this work unit product or service. 

ACaJMPL/SHMENT 

ACaJMPL/SHMENT 

ACaJMPL/SHMENT 

ACaJMPI../SHMENT 

ACDJMPL/SHMfNT 

*N/A 

ACDJMPL/SHMENT 

ACDJMPI..ISHMfNT 
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EXAMPLE OF A ROLE-RESULTS MATRIX 

An example of a role-results matrix is shown below. It was built for a work team that pro-
duces a bimonthly policy newsletter. The team has five members: the editor , three writers, 
and a graphic artist.  The final product or output is the newsletter. (The expected outcome is 
better educated employees.) The team created a work flow chart (see page 36), which identified 
four key steps in the work process. The team then used these key steps to build the matrix and 
will use it to develop performance elements. 

Note that the main steps of the work process are laid out along the top of the matrix. The 
team members are listed down the left-hand column. Accomplishments are listed for each 
team member. Also, note that not all members have assignments or responsibilities for every 
team accomplishment. (This often will occur in cross-functional work units that include a 
variety of different job series.) 

When building a role-results matrix, you may identify certain aspects of performance at 
either the work unit level or the individual level that you may not be able to measure (e.g., 
the effect a human resources program has on organizational performance) or over which the 
unit or the employee has no control (i.e., a portion of the product must be completed by 
someone outside the work unit). Also, certain aspects of performance may cost too much to 
measure or the agency may not have the resources to measure them. You should not include 
these aspects of performance as elements in the performance plan, but they are still legitimate 
parts of the role-results matrix. 

A role-results matrix is a valuable management tool. When supervisors involve employees in the 
process of completing the matrix, everyone’s role in the work unit is very clear, which is important 
to the successful performance of the group. The whole process of determining work unit products 
and services, and then completing a role-results matrix, is a beneficial team-building exercise. 

examplerole-results matrix 
A ROLE-RESULTS MATRIX FOR A NEWSLETTER TEAM: 

TEAM ACCOMPLISHMENTS 

EDITOR TOPICS TO BE COVERED        ARTICLES THAT HAVE 
BEEN EDITED 

WRITER A RECOMMENDATIONS  DRAFT ARTICLE(S) 
FOR ARTICLES 

WRITER B RECOMMENDATIONS  DRAFT ARTICLE(S) 
FOR ARTICLES 

WRITER C RECOMMENDATIONS  DRAFT ARTICLE(S) 
FOR ARTICLES 

GRAPHIC ARTIST RECOMMENDATIONS  A CAMERA-READY 
FOR LAYOUT  COPY 

TEAM MEMBERS THE PLAN FOR THE 
NEXT ISSUE 

THE DRAFT VERSION 
OF THE ARTICLES 

THE EDITED VERSION 
OF THE ARTICLES 

THE CAMERA-READY 
COPY 
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STEP 3: DETERMINE INDIVIDUAL ACCOMPLISHMENTS 

ANOTHER EXAMPLE OF A ROLE-RESULTS MATRIX 

The table below displays example data gathered for FBB's Office of Retirement Service's Claims Division 

using the cascading method as described on pages 29-30 and the customer-focused method on pages 33-34. 

Note that the products or services (i.e., the work unit accomplishments) identified through the process of 

Step 2 are shown along the top of the matrix. Employees are listed down the left side of the matrix. Employee 

work accomplishments are included in each cell. Notice that the employee work responsibilities are described as 
accomplishments (i.e., products or services) rather than activities or behaviors. 

EMPLOYEES 

DWIS/ON MGR* 

RETIREMENT 
BENEFITS 
SPECIALIST 

CUSTOMER 
SERVICE 
SPECIALISTS 

~ ~ o ]@ -1i@s1dts 

WORK UNIT PRODUCTS OR SERVICES 

CLAIMS PROCESSED IN LESS TIME AND 
WITH LOWER ERROR RATES 

A aJMPLETED CLAIM 

SUGGESnON(SJ FOR IMPROVING 
THEPRCCESS 

CLAIM aJNTROL LOG 

RESPONSES TO INQUIRIES 

N/A 

CORRESPONDENCE THAT IS 

Fa:/MATTBJ, MAILED, AND FILED 

ANSWERS TO QJSTCMER TELEPHOVE 

QUEST/CNS 

INCREASED NUMBER OF 
EMPLOYEES WHO CAN 
PROCESS CLAIMS 

GUIDANCE, TRAINING, AND 
TECHNICAL ASSISTANCE TO 

OTI-ER SPEGAL/STS 

N/A 

*Note that the Division Manager is on the same row as work unit accomplishments. This shows that the Branch 

Manager is responsible for work unit results. 
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EXERCISE FOR BUILDING A ROLE-RESULTS MATRIX 
Fill in the role-results matrix for your work unit. Place the work unit products or services that you developed in Step 2 

(using method A, page 31, method B, page 34, and/or method C, page 38) along the top of the matrix. Fill in the names 

or the job titles of the work unit's employees in the left-hand column. Then fill in the employees' accomplishments 

that contribute to each work unit accomplishment. 

EMPLOYEES WORK UNIT PRODUCTS OR SERVICES 

ORGANIZAnONAL 

CHIEF 
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In Steps 2 and 3 of the process presented in this 

handbook, you developed the expected accomplish

ments for the work unit and the unit's employees. 

Now, in Step 4, you will: 

identify which accomplishment(s) should be included 

as elements in the performance plan 

select which type of element to use 

assign weights or priorities 

All employees must have at least one critical element 

in their performance plan. Critical elements must 

address individual performance only, except in the 

case of supervisors who may be held responsible for 

a work unit's products or services. Work unit perfor

mance can be addressed through non-critical or 

additional performance elements. In appraisal pro

grams with only two summary levels, work unit 

performance can be addressed only through addi

tional performance elements. 

Once you have classified elements as either critical, 

non-critical, or additional, and if your appraisal pro

gram allows, prioritize them so that work units and 

employees know which elements are most impor

tant. One way to do this is to distribute 100 percent

age points across the elements based on each one's 

importance to the organization. (Programs usually 

allocate weights in five-percent increments.) 

HOW CAN YOU DETERMINE WHICH 
ELEMENTS ARE CRITIC.AL~ 

Remember that critical elements are work assign

ments or responsibilities of such importance that 

unacceptable performance on the element would 

result in a determination that an employee's overall 

performance is unacceptable. Defining critical ele

ments must be done thoughtfully because an 

employee's unacceptable performance on any critical 

element could be the basis for an adverse action. To 

help decide whether an element should be classified 

as critical or not, answer the following questions: 

Is the element a major component of the work? 

If you answered "yes," the element might be critical. 

Does the element address individual performance 

only? Elements measuring group performance c.annot 

be critical elements, except as explained for supervi

sors and only under certain circumstances. 

If the employee performed unacceptably on the element, 

would there be serious consequences to completing the 

work of the organiz.ation? If employee error on the ele

ment affects the work unit's accomplishments, the ele

ment may be critical. 

Does the element require a significant amount of the 

employee's time? If you answered "yes," the element 

might be critical. 

Unless prescribed by your appraisal program, there is 

no fixed or uniform number of critical elements to 

be included in the performance plan; the number 

varies with the work assignments and may vary from 

year to year in response to changing program 

emphases. However, every employee must have at 

least one critical element. 
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EXAMPLE OF IDENTIFYING ELEMENTS 
The Claims Division within the Office of Retirement Services (ORS) has been used on the following 
page as an example for identifying elements. The expected accomplishments of the Retirement Benefits 
Specialist (as outlined in the role-results matrix on page 41) are listed down the left side of the matrix on 
the next page. The work unit accomplishments for the Division are also listed. The next column shows how 
the Division Manager and employees designated elements as critical, non-critical, or additional.  Finally, priority 
points are assigned to each element to give them relative weights. (Remember that ORS’s appraisal program 
uses five levels to appraise employee performance on elements and summarizes performance overall at five 
levels and that non-critical and additional performance elements are allowed.) 

exampleidentifying elements 
Note the following in the matrix on page 45: 

1. The Division decided that “Suggestions for Improving 

the Process” should not affect the summary level, but 

the Division wanted to track and measure the value of 

the suggestions in order to recognize individuals who 

help improve the process.  Therefore, it was included as 

an additional element and given a weight of 0.  The 

Division plans to use the results of performance on this 

element as a criterion for awards recognizing innova-

tion by individuals within ORS. 

2. The Division decided that claims completed by indi-

viduals should be a critical element for Benefits Special-

ists, but the Division also felt it was important to count 

in employee performance plans the group’s performance 

as a whole on claims completed.  The Division felt that 

counting group performance on claims processed would 

encourage specialists to work together as a group and 

promote collaboration.  Since this Division is under a 

five-level appraisal program and it wants to count this 

group element in the appraisal process, it will be a 

non-critical element.  (If it were in a two-level appraisal 

program, the group element would have to be an addi-

tional performance element.) 

3. For the group goal of increased number of employees 

who can process insurance claims, the Division decided not 

to count group performance in the appraisal process. 

Because of the importance of this group goal, however , 

management decided to make it an additional element 

and use it as a basis for recognizing the group if it meets 

specific goals.  (Note that the Division is measuring indi-

vidual performance to support this group goal and is 

counting individual performance as a critical element.) 

4. The Division determined the priority of each element 

by distributing 100 points across the critical and non-

critical elements.  The priority points let employees 

know which elements are more important to the orga-

nization. Priority points also are used in this example 

to affect how the summary level will be determined. 

Using this method allows non-critical elements to count 

significantly in the summary level determination.  (Fail-

ure on the non-critical element would not cause perfor-

mance to be Unacceptable; it would merely count as 0 

priority points and could lower the summary level—but 

not to Unacceptable.) 

A  H A N D B O O K  F O R  M E A S U R I N G  E M P L O Y E E  P E R F O R M A N C E  44 



ORS RETIREMENT CLAIMS DIVISION 
RETIREMENT BENEFITS SPECIALIST 

ELEMENT 

I Completed claims 

I Suggestion (s) for improving the process 

Guidance and technical assistance to other 

specialists 

WORK PRODUCTS OR SERVICES 

Claims processed in less time and with lower 

error rates 

Increased number of employees who can 

process claims 

ELEMENT IYPE WEIGHT or POINTS 

Critical (CE) 50 

Addition al (AE) 0 

Critical (CE) 35 

Non-critical (NC) 
15 

Addition al (AE) 0 
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EXERCISE ON IDENTIFYING ELEMENTS 

Based on the accomplishments that you identified for your job in the role-results matrix that you made on page 42 and 

working within the rules established by your appraisal program, identify appropriate elements and categorize them as 

critical, non-critical, and, if appropriate, additional performance elements. Write those elements and their type under 

the columns marked "Element" and "Type" on the foldout form on the back cover. (If you have a two-level appraisal 

program- that is, a pass/fail program- you cannot use non-critical elements.) If applicable, prioritize the elements by 

distributing 100 points among the elements, giving more points to elements that are more important. Write the priority 

points you assign under the column labeled "priority" on the foldout form on the back cover . 

FOLD OVER INSIDE BACK COVER FLAP AS SHOWN 1D FILL OUT CHART 
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In Step 4 of this process, you designated the critical, non-critical, and additional performance ele

ments you will include in your performance plan. In Step 5, you will determine how to measure 

performance on those elements. 

Measures are the yardsticks used to determine how well work units and employees produced or 

provided products or services. To develop specific measures of performance for each element in 

your performance plan, you first must determine the general measures that apply to each. Once 

you determine the general and specific measures, you will be able to develop the standards for 

your elements, which you will do in Step 6 of this process. Your standards will be worded in terms 

of the specific measures developed in this step. 

The performance pyramid below shows the types of general measures that are used at different levels 

in the organiz.ation. Note that the balanced measures incorporating the business, customer, and 

employee perspectives are appropriate for measuring managerial performance and are sometimes 

appropriate for supervisory or even work unit performance. At the bottom of the pyramid, the four 

general measures normally used for measuring work unit and employee performance are quality, 

quantity, timeliness, and cost-effectiveness. 

PERFORMANCE PYRAMID FOR IDENTIFYING PERFORMANCE MEASURES 

BALANCED MEASURES 

EXEcumtES 
DU1COMES 

MANAGERS 

OurPUTS 

SUPERVISORS____.. 
\ 

ACCOMPLISHMENTS 

EMPLOYEES 

BAI.ANCED 

MEASURES FOR 

WORK UNITS AND I EMPLOYEES 
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GENERAL MEASURES 

QUALITY addresses how well the employee or work unit performed the work and/or the 
accuracy or effectiveness of the final product. Quality refers to accuracy, appearance, useful-
ness, or effectiveness. Quality measures can include error rates (such as the number or 
percentage of errors allowable per unit of work) and customer satisfaction rates (determined 
through a customer survey). 

QUANTITY addresses how much work the employee or work unit produced. Quantity 
measures are expressed as a number of products produced or services provided, or as a gen-
eral result to achieve.  

TIMELINESS addresses how quickly, when, or by what date the employee or work unit 
produced the work. 

COST-EFFECTIVENESS addresses dollar savings or cost control for the Government. Y ou 
should develop measures that address cost-effectiveness on specific resource levels (money, 
personnel, or time) that you can generally document and measure in agency annual fiscal 
year budgets. Cost-effectiveness measures may include such aspects of performance as main-
taining or reducing unit costs, reducing the time it takes to produce or provide a product or 
service, or reducing waste. 
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DEVELOPING SPECIFIC MEASURES 

To develop specific measures, you first must determine the general measure(s) that are important 
for each element (i.e., quantity, quality, timeliness, or cost-effectiveness). Then, determine how to 
measure the quantity, quality, timeliness, and/or cost-effectiveness for the element. If you can 
measure an accomplishment with numbers, record the form of measurement. If you can only 
describe performance (i.e., observe and verify), clarify who will appraise the performance and the 
factors they will appraise. 

The kinds of questions you should ask in this process include the following. 

FIRST: For each element, decide which general measures apply: 

❙ Is quality important? Does the stakeholder or customer care how well the work is done? 

❙ Is quantity important? Does the stakeholder or customer care how many are produced? 

❙ Is it important to accomplish the element by a certain time or date? 

❙ Is it important to accomplish the element within certain cost limits? 

❙ What measures are already available? 

SECOND: For each general measure, ask: 

❙ How could [quality, quantity, timeliness, and/or cost-effectiveness] be measured? 

❙ Is there some number or percent that could be tracked? 

If the element does not lend itself to being measured with numbers and can only be 
described, ask: 

❙ Who could judge that the element was done well?  

❙ What factors would they look for? 

FINALLY: Write down or otherwise record the specific measures.  If the measure is numeric, 
list the units that you will track.  If the measure is descriptive, identify the judge and list the 
factors that the judge will look for to observe and verify performance. 
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CLAIMS DIVISION 

Note that general and specific measures have been added to the elements for a Retirement Benefits Specialist (see page 45). 

Also note that only the measures have been identified, not the standard that describes how well the element should be 

done. (Standards are addressed in the next step in the process.) 
RETIREMENT BENEFITS SPECIALIST 

PRIORITY REMENT TYPE GENERAL SPECIRC 
IQNTS MEASURES MEASURES 

50 Completed claim CE Quality The accuracy of annuity amounts. 

The completeness of the paperwork 

Quantity The number of claims processed per week 

Timeliness The average number of days it takes to 
process a claim* 

35 Guidance and techni- CE Quality The accuracy of the information, as deter-
cal assistance to mined by supervisor 

other specialists The perceptions of other specialists that 
the incumbent is willing to assist and 
that feedback is helpful 

Timeliness The number of hours it takes for the 
incumbent to respond to other special-
ists' requests for assistance 

15 Division Element: NC Quality The accuracy rate for annuity amounts 
Division claims from the whole Division 
processed in less time Quantity The number of claims the Division 
and with lower error processes per week 
rates 

Timeliness The average number of days it takes to 
process a claim* 

0 Suggestion(s) for AE Quality The supervisor's and reviewers' judg-
improving the ment that the suggestion(s) 
process (for special improve(s) efficiency, productivity, 
individual recogni- and flexibility 
tion) Quantity The number of suggestions made 

Cost-Fifectiven~ The amount of money saved by adopting 
the suggestion 

0 Division Element: AE Quantity The number of employees who can do 
Increased number of claims 
employees who can Quality The accuracy rate of annuities processed 
process claims 

*Note: Using the average adjusts for the varying levels of difficulty in claims and ensures that specialists will 
not focus only on easy claims and ignore the difficult ones. Also, all specialists are assigned equal numbers of 
easy and difficult claims to ensure fairness of the standard. Finally, the average can be prorated when necessary. 
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EXERCISE FOR DETERMINlNG GENERAL AND SPECIFIC MEASURES 

Determine the general measures for your job based on the elements that you created in the previous exercise on 

page 46. Next, identify some specific measmes. Write down those general and specific measures under the columns 

labeled "General Measure" and "Specific Measure" on the foldout form on the back cover. 

FOLD OVER INSIDE BACK COIER FLAP AS SHOWN TO FILL OUT CHART 

L 
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The next step in the process of developing a performance plan is to establish standards 

for the elements. To work through this section successfully, you will need to know the 

number of levels your appraisal program uses to appraise elements. You also will need to 

know which performance level your program uses as the retention standard. (A definition 

of retention standard is included in this section.) The discussions below address perfor

mance standards and what to avoid when writing standards. 

WHAT IS A PERFORMANCE STANDARD? 

Performance standards are management-approved expressions of the performance threshold(s), 

requirement(s), or expectation(s) that employees must meet to be appraised at particular levels 

of performance. 

Each critical element must have a Fully Successful or equivalent standard established. 

Technically, neither non-critical elements nor additional performance elements require a 

Fully Successful or equivalent standard. However, to help employees and work units 

understand the expectations for performance on these elements, we recommend that 

they have a clear idea of what is considered fully successful perfo1mance. 

{NOTE: NON-cRITICAL ELEMENTS MUST BE APPRAJSABLE AT LEAST ON TWD LEVELS, BUT THOSE 

LEVELS CAN BE ESTABLISHED HIGHER THAN THE FULLY SUCCESSFUL LEVEL.} 
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WHAT SHOULD PERFORMANCE STANDARDS INCLUDE? 

Once you have established the specific measures that apply to the elements, you can 

begin to write the standards. Before writing the Fully Successful standard, you must know 

the number of levels that your appraisal program uses to appraise elements. For example, 

if you are under an appraisal program that uses two levels to appraise elements, the Fully 

Successful standard would describe a single point of performance. Any performance at or 

above that point is Fully Successful, and anything below it is Unacceptable. If, however, 

your appraisal program uses five levels to appraise performance, you would describe the 

Fully Successful standard as a range. Performance that exceeds the top of that range would 

be appraised at the level(s) above Fully Successful, and performance below the bottom of 

that range would be Minimally Successful (or equivalent) or Unacceptable. How you write 

the Fully Successful standard depends on the number of levels your program uses to 

appraise performance on elements. 

If a specific measure for an element is numeric, for example, you would list the units to 

be tracked and determine the range of numbers (or the single number in a program that 

appraises elements at two levels) that represents Fully Successful performance. If the spe

cific measure is descriptive, you would identify the appraiser(s) who would judge perfor

mance, list the factors that the appraiser(s) would look for, and determine what he or she 

would see or report that verifies that Fully Successful performance for that element had 

been met. (Remember to express performance standards in terms of the specific 

measure[s] deteimined in Step 5 of this process.) 
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Several examples of elements and standards are included below. The specific measures are in 

italics; the performance (or range of performance) that actually establishes the level of the standard 

is in boldface type. 

ELEMENT: CASES COMPLETED 

Fully Successful Standard in an appraisal program that appraises elements at five levels 
(to meet this standard, all of the bullets listed must be present or occur): 

no more than 3-4 valid customer complaints per year, as determined by the supervisor 

no more than 2-3 errors per quarter, as spotted by the supervisor 

no more than 4-5 late cases per year (processed later than 10 working days from receipt) 

(If this standard had been written for an appraisal program that appraised elements at only 
two levels, the standard would have been "no more than 4 valid customer complaints per year," 
"no more than 3 errors per quarter," and "no more than 5 late cases per year.") 

ELEMENTIMEETINGSSCHEDULED 

Fully Successful Standard in an appraisal program that appraises elements at five levels (to meet 

this standard, all of the bullets listed must be present or occur): 

The meeting leader and attendees generally are satisfied that 

the room size matched the group size 

attendees were notified of the meeting 

attendees knew whom to call for information 

the meeting was set up by the deadline 

ELEMENT: LEGAL ADVICE 

Fully Successful Standard in an appraisal program that appraises elements at five levels 
(to meet this standard, all of the bullets listed must be present or occur): 

Consistent with attorney's grade, attorney usually carries an adequate workload of projects, 

frequently takes on new projects to meet the needs of the office, and generally shows personal 

initiative in handling projects (generally, projects are of average difficulty) 

Consistent with attorney's grade, legal advice rendered is infrequently modified by practice 

group leaders and supervisors in a significant way 

Advice given to clients is usually timely and thorough and of average quality, and usually shows 

sensitivity to program and agency needs 

ADDITIONAL EXAMPLES OF ELEMENTS AW STANDARDS SPECIFICALLY WRITTEN FOR APPRAISAL PROGRAMS THAT 
APPRAISE ELEMENTS AT FIVE, THREE, AW TWO LEVELS ARE INCLUDED IN THE APPENDICES. 
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WHAT SHOULD YOU AVOID WHEN WRITING RETENTION STANDARDS? 

By “retention” standard, we mean the standard that describes the level of performance 
necessary to be retained in a job (i.e., the standard written for performance one level above 
the Unacceptable level). In appraisal programs that do not have a Minimally Successful or 
equivalent level available for appraising elements, the retention-level standard is the Fully 
Successful standard. Otherwise, the retention standard is the Minimally Successful or equiva-
lent standard.   

The Merit Systems Protection Board (MSPB) and the courts have issued many decisions on 
the topic of valid performance standards. This section highlights what the Board deems to 
be two major errors to avoid when writing standards. In order to avoid reversal by the MSPB, 
agencies must ensure that “retention” standards: 

❙ are not impermissibly absolute (i.e., allow for some error) 

❙ inform the employee of the level of performance needed to retain his or her job 

AVOID ABSOLUTE RETENTION STANDARDS 

An “absolute” retention standard—one that allows for no errors—is acceptable only in very 
limited circumstances. When a single failure to perform under a critical element would result 

in loss of life, injury, breach of national security, or great monetary loss, an agency can legit-

imately defend its decision to require perfection from its employees. In other circumstances, 

the MSPB and the courts usually will find that the agency abused its discretion by establish-

ing retention standards that allow for no margin of error . 

When writing standards, you should avoid the appearance of requiring perfection at the 
retention level. In appraisal programs that do not appraise elements at the Minimally Success
ful or equivalent level, you must carefully word the Fully Successful or equivalent standards so 
that they are not absolute. For example here are Fully Successful standards used by agencies 
that the MSPB would consider absolute retention standards if they were used in a two-level 
appraisal program: 

❙ Work is timely, efficient, and of acceptable quality 

❙ Communicates effectively within and outside of the organization 
MSPB considers these standards absolute because they appear to require that work is always 
timely, efficient, and of acceptable quality and that the employee always communicates 
effectively. When writing standards—especially retention standards—avoid simply listing 
tasks without describing the regularity of the occurrence of the task—but also avoid the 
requirement to do it always. 
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Also, in appraisal programs that appraise elements at levels above Fully Successful, the Fully 
Successful standard itself—as well as the Exceeds Fully Successful standard when an Outstanding 
or equivalent level is possible—should not be absolute. If it is supposed to be possible to 
exceed, make sure it is written that way. 

To help determine whether you are writing an absolute standard, ask yourself: 

❙	 How many times may the employee fail this requirement and still be acceptable? 

❙	 Does the retention standard use words such as “all,” “never,” and “each”? (These words do not 
automatically create an absolute standard, but they often alert you to problems.) 

❙	 If the retention standard allows for no errors, would it be valid according to the criteria listed 
above (risk of death, injury, etc.)? 

The examples of elements and standards included in the appendices were carefully written 
to avoid absolute requirements. 

AVOID “BACKWARD” STANDARDS 

Case law requires that an employee understand the level of performance needed for 
retention in the position.  When using a Minimally Successful level of performance, 
a common tendency is to describe it in terms of work that does not get done 
instead of what must be done to meet that retention standard.  Describing negative 
performance actually describes Unacceptable performance. Standards such as “fails 
to meet deadlines” or “performs work inaccurately” allow an employee to do virtu-
ally no work or to do it poorly and still meet that retention standard. MSPB consid-
ers these “backward” retention standards invalid.  To help you determine whether 
you are writing a backward retention standard, ask: 

❙	 Does the standard express the level of work the supervisor wants to see or does it describe 
negative performance? (Example of describing negative performance: Requires assistance more 

than 50 percent of the time.) 

❙	 If the employee did nothing, would he or she meet the standard, as written? (Example: Com-
pletes fewer than four products per year.) 
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MORE EXAMPLE STANDARDS 

Example standards for a Retirement Benefits Specialist are shown on the next two 

pages. These standards were written for elements that are appraised at five levels. The 

appraisal regulations only require that a Fully Successful standard be established for each 

element. However, to clarify at the outset what employees need to do to exceed the Fully 

Successful level (as well as what they must do to be retained in the position) the Claims 

Division includes standards for the Minimally Successful, Fully Successful, and Exceeds Fully 

Successful levels of performance. (Performance below the minimum of the Minimally Suc

cessful range of performance is considered Unacceptable, and performance above the maxi-

mum of the Exceeds Fully Successful range of performance is Outstanding.) 

Most of the example standards on the next two pages are quantifiable. The numbers 

used are based on work flow data. Examples of descriptive standards written at a variety 

of levels are found in the appendices. In all these examples, distinguishing between 

Fully Successful and levels above or below Fully Successful requires careful planning and 

forethought. 

NOTE THAT THE STANDARDS TYPICALLY DESCRIBE A RANGE OF PERFORMANCE. ALSO NOTE THAT 
THE ELEMENTS HAVE BEEN REARRANGED TO ORDER THE ELEMENTS BY WEIGHT. 
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RETIREMENT BENEFITS SPECIALIS T 

S1'ANDARDS • 

GENERAL MINIMALLY RA.LY EXCEEDS RA.LY 
ELEMENT MEASURES SPECIFIC MEASURES SUCCESSRA. SUCCESSRA. SUCCESSRA. 

Completed Quality The accuracy of annu- 82-87% of annuity 88-93% of annuity 94-97% of annuity 
claims ity amounts amounts are accu- amounts are accu- amounts are accu-

rate and of claims rate and of claims rate and of claims 
I Critical Ele- The completeness of are complete are complete are complete 

ment the paperwork 

I 50 priority Quantity The number of claims 10-12 claims 13-16 claims 17-20 claims 
points processed per week processed per week processed per week processed per week 

Timeliness The average number of An average of 101- An average of 90- An average of 75-

days it takes to process 110 days to com- 100 days to com- 90 days to com-
a claim plete claim plete claim plete claim 

Guidance and Quality The accuracy of the Usually accurate Usually accurate Almost always 
technical assis- information, as deter- accurate 
tance to other mined by supervisor 
specialists 

The perceptions of 50-59% of special- 60-800,o of special- 81-89% of special-

I Critical 
other specialists that ists agree that ists agree that ists agree that 
the incumbent is will- incumbent is rou- incumbent is rou- incumbent is rou-

Element ing to assist and that tinely willing to tinely willing to tinely willing to 

I 35 priority 
feedback is helpful assist and that assist and that fee- assist and that 

points 
feedback is helpful back is helpful feedback is helpful 

Timeliness The number of hours it Usually responds Usually responds Usually responds 
takes for the incumbent within 9-12 work- within 4-8 work- within 2-3 work-
to respond to other ing hours from ing hours from ing hours from 
specialists' requests for receipt of request receipt of request receipt of request 
assistance 

Claims Quality The accuracy rate for NIA** 88-93% annuity 94-97 % annuity 
Division: annuity amounts from amounts are accu- amounts are accu-
claims the whole Division rate rate 
processed in 
less time and Quantity The number of claims 220-230 claims 23 1-244 claims 
with lower the Division processes processed by the processed by the 
error rates per week Division per week Division per week 

I Non-critical Timeliness The average number of An average of 90- An average of 75-
Element days it takes to process 100 days to com- 90 days to com-

a claim plete claim plete claim 
I 15 priority 

points 
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RETIREMENT BENEFITS SPECIALIST, CONTINUED 

ELEMENT 

Suggestion(s) 
for improving 
the process (for 
special individ-
ual recognition) 

I Additional 
Performance 
Element 

0 priority 
points 

Claims 
Division: 
Increased num-
ber of employ-
ees who can 
process claims 

I Additional 
Performance 
Element 

0 priority 
points 

GENERAL 
MEASURES 

Quality 

Quantity 

Cost Effectiveness 

Quantity 

Quality 

SPECIFIC MEASURES 

The supervisor's and 
reviewers' judgment 
that the suggestion(s) 
improve(s) efficiency, 
productivity, and flexi-
bility 

The number of sugges-
tions made 

The amount of money 
saved by adopting the 
suggestion 

The number of employ-
ees who can do claims 

The accuracy rate of 
annuities processed 

STANDARDS• 

MINIMALLY 
SUCCESSFUL 

NIA** 

NIA** 

RA.LY 
SUCCESSRA. 

Management and 
Division members 
determine that the 
suggestion(s) is/are 
worth adopting 

Incumbent pro-
vides 1-2 adopted 
suggestions per 
year 

The incumbent's 
suggestion saved 
up to l OOA> of costs 

35- 50%of 
Division employees 
can process claims 

88-93% of 
annuity amounts 
are accurate 

EXCEEDS RA.LY 
SUCCESSFUL 

Management and 
Division members 
determine that the 
suggestion(s) is/are 
worth adopting 

Incumbent pro-
vides 3-5 adopted 
suggestions per 
year 

The incumbent's 
suggestion saved 
10-25% of costs 

51-75% of 
Division employees 
can process claims 

94-97% of 
annuity amounts 
are accurate 

'To meet the performance level of the standards described for each element, each listed part of the standard must be present or occur. 

*'The Division decided that there was no benefit to establishing a Minimally Successful standard for a non-critical or an additional per
formance element. 

If these standards had been written for an 

appraisal program th at appraises elements at 
only two levels, only the Fully Successful standard 
would have been included and it would describe 

a single point, not a range. So, for example, on 
the first element (i.e., completed case files) 
instead of establishing an 88-93 percent accuracy 
rate, etc., as th e Fully Successful standard, th e 
standard would be: 

88% accuracy or better 

at least 13 cases processed per week; 

takes an average of 100 days to complete case 

Another point of interest in the example is th at 
the elements and standards written for th e Division 

were included in each Division employee's perfor -
mance plan as group elements and standards. 
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EXERCISE FOR WRITING STANDARDS 

Based on the elements and measures you established in the previous exercise on page 51, develop Fully Success
ful standards for your elements. W1ite those standards under the column labeled "Standards" on the foldout 

form on the back cover. Remember to write standards that specifically match the measurement levels of 

your appraisal program (i.e., two-level or more than two-level). This exercise is asking you to develop only 

the Fully Successful standard. However, if your appraisal program appraises elements at more than two levels, 

you may also want to define the other levels of performance that are possible. 

FOLD OVER INSIDE BACK COVER FLAP AS SHOWN 70 Fll.L OUT CHART 
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Monitoring performance means measuring performance and providing feedback to 

employees. Agency appraisal programs are required to provide ongoing appraisal, which 

includes, but is not limited to, conducting one or more progress reviews during each 

appraisal period. In addition to a once- or twice-a-year progress review, which is some

times a formal part of the appraisal process, supervisors and employees should discuss 

performance informally and often. 

Determining how to monitor performance is an important step in developing perfor

mance plans. You may have worked through the previous six steps of the process presented 

in this handbook, developed what you thought were great elements and standards, and 

then found that monitoring performance on an element is impossible, or too costly, or 

too time-consuming. If this happens, think through other specific measures that indicate 

performance- measures that are as specific as possible. 

To complete this step in the process: 

Determine what data to collect for each performance element, the source of the data, 

and whether to collect all the data or just a sample 

Determine when to collect the data, who will collect it, and who will receive it 

Review existing reports for possible use as feedback reports 

Create feedback tables or graphs where necessary or applicable 

Try to design feedback processes that give feedback automatically 
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FEEDBACK 

Effective and timely feedback addressing employee performance on elements and standards 
is an essential component of a successful performance management program. People need to 
know in a timely manner how they are doing, what is working, and what is not working. 

Feedback can come from many different sources: managers and supervisors, measurement 
systems, peers, and customers, just to name a few. Using multiple sources of feedback, which is 
sometimes called 360-degree assessment or multirater appraisal, is done in a variety of ways, 
but most methods are computerized and the raters are anonymous. Whether you need or want 
to use multirater appraisal depends on what you want to measure. For example, if you want to 
measure customer satisfaction, the best way to get the information is to ask the customer 
directly. (If customer survey tools are not available, or they are too expensive to develop, you 
may have to rely on other feedback sources, such as the number of complaints received.) 

However feedback occurs, certain factors ensure its effectiveness: 

SPECIFICITY Feedback works best when it relates to a specific goal, such as those established 
in elements and standards. Basing feedback on the employee’ s performance against his or 
her elements and standards is key to providing tangible, objective, and powerful feedback. 
Telling employees that they are doing well because they exceeded their goal by 10 percent is 
more effective than simply saying “you're doing a good job.” 

TIMELINESS Employees should receive information about how they are doing in as timely 
a fashion as possible.  If they need to improve their performance, the sooner they find out 
about it, the sooner they can correct the problem. If employees have reached or exceeded a 
goal, the sooner they receive positive feedback, the more rewarding it is to them. 

MANNER Give feedback in a manner that will best help improve performance. Since people 
respond better to information presented in a positive way , express feedback in a positive 
manner. This is not to say that information should be sugar-coated. Present accurate, factual, 
and complete feedback; it is more effective when it reinforces what the employee did right 
and then identifies what the employee needs to do in the future. Constant criticism eventu-
ally falls on deaf ears. 
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NATURALLY OCCURRING FEEDBACK Some kinds of feedback occur naturally while other 
kinds require careful planning and management.  Naturally occurring feedback can be classi-
fied into two categories. The first type is self-evident feedback—information that employees 
can see for themselves as they do their work. For instance, a team of materials handlers who 
are given the assignment of moving ten stacks of supplies from one side of the warehouse to 
the other by the end of the day will know that if only one of ten stacks is moved by noon, it 
is not likely to complete the assignment on time. This information is self-evident and is 
obtained by the employees making their own comparisons against a specific goal. 

Another kind of self-evident feedback can be gained by having a broader scope of work. The 
broader the employee’s scope of work, the better the employee can determine the quality of 
the finished product. For example, a writer/editor assigned to write a portion of an article 
may feel satisfied with the section he wrote. But the same writer/editor , if assigned responsi-
bility for the entire article, would see that his independently written section had no relation 
to the rest of the article and needed revision. 

The second category of naturally occurring feedback is carefully planned feedback character-
ized by automatic, frequent delivery through a measurement system. It is possible to design 
feedback into a work process or a measurement system so that employees receive it automati-
cally. For example, feedback loops designed into many work processes provide performance 
measures daily, such as a production or printing process (i.e., number of copies printed per 
day as determined by machine count). Also, total quality and reengineering programs use 
extensive work process measurement methods. Employees measure for themselves how they 
and their team are doing. 

Designing effective feedback into a performance management program will improve individual 
and team performance and will make your organization more effective. With effective feed-
back processes, employees can see their progress and that motivates them to reach their 
performance goals successfully. 
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RETIREMENT BENEFITS SPECIALIST 

S1'ANDARDS• FEEDBACK 

GBIIERAL MNMQLLY RA.LY EXCEEDS RA.LY 
SOURCE 
FORMOM-

ELEMENT NEASURES SPECIFIC MEASURES SUCCESSFUL SUCCESSRA. SUCCESSRA. JDRING 

Completed Quality The accuracy of annu- 82-87% of annuity 88-93% of annuity 94-97 % of annuity Data from 
claims ity amounts. The com- amounts are accu- amounts are accu- amounts are accu- automated 

pleteness of the paper- rate and of claims rate and of claims rate and of claims system 
I Critical work are complete are complete are complete 

Element 
Quantity The number of claims 10-12 claims pro- 13-16 claims pro- 17-20 claims pro- Data from 

I 50 priority processed per week cessed per week cessed per week cessed per week automated 
points system 

Timeliness The average number of An average of 101- An average of 90- An average of 75-
days it takes to process 110 days to com- 100 days to com- 90 days to com- Data from 

a claim plete claim plete claim plete claim automated 
s stem 

Guidance and Quality The accuracy of the Usually accurate Usually accurate Almost always Random 
technical assis- information, as deter- accurate supervisor 

tance to other mined by supervisor observation 
and 360-

specialists degree tool 
The perceptions of 50-59% of special- 60-800,6 of special- 81-89% of special-

I Critical other specialists that ists agree that ists agree that ists agree that 
Element the incumbent is will- incumbent is rou- incumbent is rou- incumbent is rou-

ing to assist and that tinely willing to tinely willing to tinely willing to 

I 35 priority feedback is helpful assist and that assist and that fee- assist and that 

points feedback is helpful back is helpful feedback is helpful 

Timeliness The number of hours it Usually responds Usually responds Usually responds 360-degree 
takes for the incumbent within 9-12 work- within 4-8 work- within 2-3 work- tool 
to respond to other ing hours from ing hours from ing hours from 
specialists' requests for receipt of request receipt of request receipt of request 
assistance 

Claims 
Quality Division: The accuracy rate of NIA** 88-93% annuity 94-97 % annuity Data from 

Division claims annuity amounts for amounts are accu- amounts are accu- automated 

processed in the whole Division rate rate system 

less time and 
with lower Quantity The number of claims 220-230 claims 231-244 claims Data from 

error rates the Division processes processed by processed by automated 
per week Division per week Division per week system 

I Non-Critical Timeliness The average number of An average of 90- An average of 75- Data from Element 
days it takes to process 100 days to com- 90 days to com- automated 

I 15 priority a claim plete claim plete claim system 

points 
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STANDARDS • FEEDBAa< 

GENERAL MINIMALLY RA.LY 
SOURCE 

EXCEEDS FULLY FORMONI-
ELEMENT NEASURES SPECIFIC MEASURES SUCCESSRA. SUCCESSRA. SUCCESSFUL TORING 

Suggestion(s) Quality The supervisor's and NIA** Management and Management and Supervisor 
for improving reviewers' judgment Division members Division members and Branc 
the process (for that the suggestion(s) determine that the determine that the members' 
special individ- improve(s) efficiency, suggestion(s) is/are suggestion(s) is/are judgment 
ual recognition) productivity, flexibility, worth adopting worth adopting 

and/or usability 
Additional 
Performance Quantity The number of sugges- Incumbent provides Incumbent provides Supervisor 
Element tions made 1-2 adopted sugges- 3-5 adopted sugges- tracks 

tions per year tions per year. 
0 priority 
points Cost Effectiveness The amount of money The incumbent's The incumbent's Data from 

saved by adopting the suggestions saved suggestions saved up automated 
suggestion. up to 100,6 of costs to 10-25% of costs system 

Claims Quantity The number of employ- NIA** 35-50% of Division 51-75% of Division Supervisor 
Division: ees who can do claims employees can employees can observatio 
Increased num- process claims process claims 
ber of employ-

88-93% of 94-97% of ees who can Quality The accuracy rate of Data from 
process claims annuities processed annuity amounts annuity amounts automated 

are accurate are accurate system 

Additional 
Performance 
Element 

0 priority 
points 

*To meet the performance level of the standards described for each element, each listed part of the standard must be present or occur. 
**The Division decided that there was no benefit to establishing a Minimally Successful standard for a non-critical or an additional performance 
element. 
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EXERCISE ON DEFINING FEEDBACK SOURCES 

Now that you have developed elements, measures, and standards in previous exercises, what are the best sources of feed

back for those elements? How often is it feasible to receive feedback? Who needs to see the feedback? Write down those 

sources of feedback under the column labeled "Feedback Source" on the foldout form on the back cover. 

FOLD OVER INSIDE BACK COVER FLAP AS SHOWN 10 FILL OUT CHART 
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Once you have developed a performance plan using the previous seven steps, 

checking your work is always a good idea. Use the checklist below to ensure that 

the elements and standards you developed to include in the performance plan 

are effective and meet regulatory requirements: 

Are the critical elements truly critical? Does failure on the critical element 

mean that the employee's overall performance is unacceptable? 

Is the range of acceptable performance clear? Are the performance 

expectations quantifiable, observable, and/or verifiable? 

Are the standards attainable? Are expectations reasonable? 

Are the standards challenging? Does the work unit or employee need 

to exert a reasonable amount of effo1t to reach the fully successful 

performance level? 

Are the standards fair? Are they comparable to expectations for other 

employees in similar positions? Do they allow for some margin of error? 

Are the standards applicable? Can the appraiser(s) use the standards to 

appraise performance? Can the appraiser(s) manage the data collected 

through the measurement process? 

Will work units and employees understand what is required? 

Are the elements and standards flexible? Can they be adapted readily to 

changes in resources or objectives? 

If your program permits appraising elements at levels above the 

Fully Successful or equivalent level, is the Fully Successful or equivalent 

standard surpassab1e? Is it possible for a work unit's or an employee's 

performance to exceed it? 
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Guiding Principles for 
Performance Measurement 
The principles listed below contain some valuable lessons learned about measuring performance. 

VIEW PERFORMANCE MEASUREMENT AS A VALUABLE TOOL, NOT AS AN EVIL 

People view measurement systems from at least two different perspectives. When used con-
structively, they see a measurement system as a helpful feedback tool that provides informa-
tion to managers and employees about how well they are doing in reaching their goals and 
where they might have room for improvement. It also provides information on which to 
base awards and recognition. When used poorly, however, people see a measurement system 
as a punishing club with which to hit people over the head if the numbers or results are bad. 
Managers and employees must trust that the measurement system is beneficial to them and 
the organization; otherwise, the temptation to game the numbers to avoid discipline will 
overwhelm them.  

ACCEPTANCE OF THE PERFORMANCE MEASUREMENT PROCESS IS ESSENTIAL TO 

ITS SUCCESS Involving employees in the development of the elements and standards 
included in the performance plan is an excellent way to clarify expectations and measure-
ment terminology. Active employee participation in creating valid measures that accurately 
reflect performance decreases the possibility that employees may feel manipulated through 
the measurement system. 

MEASURE WHAT IS IMPORTANT—NOT WHAT IS EASY TO MEASURE It is easy to count 
the number of days since a project began, but if that is all that you measure, is that enough 
information to assess performance? No, probably not. Or if, for example, a customer service 
team only measures the number of calls that come into the team (the easy measure) and 
does not attempt to measure customer satisfaction with its service (the more difficult mea-
sure), the team does not have complete information about its performance and has no idea 
how well it is serving its customers. In addition, because what gets measured gets done, the 
team will probably focus on how it can increase the number of calls it receives and ignore 
the quality of service it provides. 

As a result, organizations need to anticipate the behavioral and unintended consequences of 
measuring performance. As an example, recently a medical laboratory came under fire 
because of the errors it made in certain of its cancer tests. A high number of cancer tests that 
the laboratory had approved as negative turned out to be wrong—cancer had actually been 
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evident. An investigation found that the laborator y had been measuring and rewarding its 
employees on the number of slides they reviewed daily , not on the accuracy of the reviews. 
Knowing that the more slides they reviewed, the more recognition they received, employees 
were quickly moving from slide to slide to slide without accurately reading them. As a result, 
the lab’s errors in measuring what was important allowed cancer to go untreated and people 
who could have been saved through early detection and treatment lost their lives. 

DEVELOP EMPLOYEE PERFORMANCE PLANS THAT ARE FLEXIBLE ENOUGH TO ALLOW 

FOR CHANGES IN PROGRAM GOALS TO KEEP THE PROCESS CREDIBLE Do not design 
performance plans that are set in concrete; build in flexibility so you can adjust them as pro-
gram goals and work assignments change. Even though employees must work at least a min-
imum period of time on elements and standards before they receive performance ratings, the 
agency minimum appraisal period usually provides enough time during the appraisal period 
for changes in elements and standards. (Minimum appraisal periods usually range from 30-
120 days, depending on the agency. Check with your agency to find out the minimum 
appraisal period that applies to you.) 

RELY ON MULTIPLE MEASURES Don’t rely on a single measure. Remember the story of the 
three blind men who went for a walk and came across an elephant? One felt the animal's 
trunk and claimed that the elephant was like a large snake. Another explored the elephant's 
leg and claimed that the elephant was like a big tree trunk. The third blind man touched the 
elephant’s side and said that the elephant was like a tall, wide wall. All three of them were 
right, but all of them were wrong. Each one was relying on only one measure from one per-
spective. If the measures had been used together , the three men would have had a more 
accurate picture of the elephant. 

EMPLOYEES SHOULD PERCEIVE THAT PERFORMANCE MEASUREMENT IS IMPORTANT 

In many organizations, employees have been exposed to a variety of management fads that 
seem to appear and then fade away as the next fad takes its place. Employees need to know 
that management is serious and committed to measuring and improving performance. 

MANAGEMENT SHOULD DEMONSTRATE THAT PERFORMANCE IS CRITICAL TO 

ORGANIZATIONAL AND INDIVIDUAL SUCCESS Closely related to the previous principle, 
this principle observes that not only should employees perceive that performance measure-
ment is important, but also management must demonstrate that performance matters. 
When management tolerated poor performance in the past and employees see that the new 
measurement system has not changed the situation (in other words, Joe or Mary still comes 
to work and reads the paper for most of the day), employees know that performance is not 
important, despite the new system. 
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Perforinance Measureinent Quiz 
Circle the correct answer(s). 

1. Circle the accomplishments listed below: 

a. A completed, accurate report 

b. Types reports and correspondence 

c. Teamwork 

d. Guidance and technical assistance 

e. Satisfied customers 

f. Answers phones 

2. Non-critical elements have to be weighted less than critical elements. 

a. True 

b. False 

3. Standards should be written in terms of specific measures. 

a. True 

b. False 

4. Which of the following is/are NOT regulatory requirements for critical elements? 

a. Each employee must have a minimum of one critical element 

b. Critical elements must measure individual performance 

c. Critical elements generally can be used to measure team-level performance 

d. Critical elements must have an established standard at least at a Fully Successful level 

e. Critical elements must be given greater weight than non-critical elements in deriving a summary level rating 

5. Which of the following statement(s) is/are true about feedback? 

a. Peers can be included as sources of input for appraisals 

b. Feedback should be specific 

c. Whether to use 360-degree feedback depends on what you're measuring 

d. Feedback should be timely 

e. Feedback should be given in a manner that will best help improve performance 

f. All of the above are true 
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6. Performance plans must be built from the employee's position description. 

a. True 

b. False 

7. You can't measure results at the individual level. 

a. True 

b. False 

8. The four general measures for measuring employee and work unit performance 
are cost-effectiveness, quantity, timeliness, and: 
a. Flexibility 

b. Quality 

c. Agency strategy 

d. Teamwork 

9. Absolute standards can never be used. 

a. True 

b. False 

10. A Fully Successful standard is a retention standard when (circle one or more): 

a. The standard is used in a Pass/Fail program with critical elements appraised at only two levels 

b. When there is no Minimally Successful level available in the appraisal program 

c. None of the above. 

11. Measurement should be used for performance improvement. 
a. True 

b. False 

ANSWERS ON PAGE BB 
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L E A R N I N G  A I D S 
 	

Quick Reference: The Eight-Step 
Process 
STEP 1	 LOOK AT THE OVERALL PICTURE 

Review organizational goals and objectives and performance measures already available. 

Determine which goals and measures the employee’s work unit can affect. 

STEP 2	 DETERMINE WORK UNIT ACCOMPLISHMENTS USING ANY OR ALL 

OF THE FOLLOWING METHODS:
 

METHOD A A GOAL CASCADING METHOD 

Cascade the agency’s goals to the work unit level. Determine the work unit’ s accomplish-
ment(s) that directly affect the organization’s goals. 

METHOD B A CUSTOMER-FOCUSED METHOD 

Determine the product(s) or service(s) that the work unit provides to its customers. 

METHOD C A WORK FLOW CHARTING METHOD 

Develop a work flow chart for the work unit, establishing key steps(s) in the work process. 

STEP 3 DETERMINE INDIVIDUAL ACCOMPLISHMENTS THAT SUPPORT WORK UNIT GOALS 

Elements that address individual performance can be identified using a role-results 

matrix. List the work unit accomplishments across the top of the matrix. List each mem-

ber of the work unit or each job position down the left side of the matrix. In each cell, 

list the accomplishment (i.e., performance element) that the member must produce or 

perform to support the work unit accomplishment. All performance elements should be 

either quantifiable or verifiable. 

STEP 4	 CONVERT EXPECTED ACCOMPLISHMENTS INTO PERFORMANCE ELEMENTS, INDICATING 
TYPE AND PRIORITY 

All employees must have at least one critical element. Critical elements must address 

individual performance only. Work unit performance can be addressed through non-criti-

cal or additional elements. In appraisal programs with only two summary levels, work 

unit performance can be addressed only through additional performance elements. 
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Q U I C K  R E F E R E N C E 
 	

STEP 5 DETERMINE WORK UNIT AND INDIVIDUAL MEASURES 

For each element, determine which general measure(s) (i.e., quantity , quality, timeliness, 

or cost-effectiveness) are important. Determine how to measure the quantity , quality, 

timeliness, and/or cost-effectiveness for the element. If an accomplishment can be mea-

sured with numbers, determine the unit of measurement to be used. If performance can 

only be described (i.e., observed and verified), clarify who would appraise the work and 

what factors they would look for. 

STEP 6 DEVELOP WORK UNIT AND INDIVIDUAL STANDARDS 

A Fully Successful or equivalent standard must be established for each critical element. 

If the measure for the element is numeric, determine the range of numbers that would 

represent Fully Successful performance. For critical elements appraised at two levels, the 

Fully Successful standard identifies the level of performance below which performance is 

Unacceptable. For critical elements appraised at more than two levels, establish a range 

of performance above which special recognition may be warranted and below which a 

performance problem exists. 

If the measure for the element is descriptive, determine what the appraiser would see or 

report that would verify that performance is Fully Successful. For critical elements 

appraised at two levels, describe performance for that element below which is Unaccept

able performance. For elements appraised at more than two levels, and for elements for 

which stretch goals are desired, determine what exceeding expectations would look like. 

Describe what the appraiser would see happening when expectations are exceeded. 

STEP 7 DETERMINE HOW TO MONITOR PERFORMANCE 

Determine what data to collect for each performance element, which source the data 

should come from, and whether to collect all the data or just a sample. Determine when to 

collect the data, who should collect it, and who should receive it. Review existing reports 

for possible use as feedback reports. Create feedback tables or graphs where appropriate or 

necessary. Try to design feedback processes that give employees feedback automatically . 
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L E A R N I N G  A I D S 
 	

STEP 8 CHECK THE PERFORMANCE PLAN USING THE FOLLOWING GUIDELINES: 

❙	 Are the critical elements truly critical? Does failure on the critical element mean 
that the employee’s overall performance is unacceptable? 

❙	 Is the range of acceptable performance clear? Are the performance expectations 
quantifiable, observable, and/or verifiable? 

❙	 Are the standards attainable? Are expectations reasonable? 

❙	 Are the standards challenging? Does the work unit or employee need to exert 
a reasonable amount of effort to reach a fully successful performance level? 

❙	 Are the standards fair? Are they comparable to expectations for other employees in 
similar positions? Do they allow for some margin of error? 

❙	 Are the standards applicable? Can the appraiser(s) use the standards to appraise 
performance? Can the appraiser(s) manage the data collected through the 
measurement process? 

❙	 Will work units and employees understand what is required?  

❙	 Are the elements and standards flexible? Can they be adapted readily to changes in 
resources or objectives? 

❙	 If your program permits appraising elements at levels above the Fully Successful or 
equivalent level, is the Fully Successful or equivalent standard surpassable? Is it pos-
sible for a work unit’s or an employee’s performance to exceed it? 
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a endix 

Five-Level Appraisal-Examples 
THE FOLLOWING EXAMPLES OF ELEMENTS AND STANDARDS WERE wmTTEN SPECIFICALLY FOR APPRAISAL 

PROGRAMS THAT APPRAISE PERFORMANCE C1III ELEMENTS AT FIVE LEVELS. 

HUMAN RESOURCES ASSISTANT 

ELEMENT STANDARDS * 

CUSTOMER FULLY SUCCESSFUL STANDARD 

SATISFACTION (To meet this standard, the employee must meet all of the following requirements). 

As determined by the supervisor through direct observation and/or discussions 
with several customers and/or peers: 

I Usually communicates clearly, courteously, and effectively with customers 

I Routinely responds to each customer request with the most accurate and 

complete information available. If the information to a telephone call can 

not be provided immediately upon request, usually provides an answer 

within 3 working days of receipt of call. Email responses are usually 

answered within 5 working days. Formal written correspondence is pro-

duced within agencywide standards (usually 10 working days) 

I Generally mails requested information within 3 working days of receipt of 

request 

I Whenever possible, elicits customer feedback to improve service 

I If the employee cannot answer a customer's question completely, he/she gen-

erally provides name and phone number for the proper contact. If the ques-

tion requires additional research, keeps the customer apprised of progress 

I If requested material is temporarily unavailable to mail to customers, usually 

notifies the customers when they may expect to receive it 

OUTSTANDING STANDARD 

Exceeds the Fully Successful standard plus two of the following occur: 

I Receives praise and/or written commendations from customers 

I On own initiative, assumes and accomplishes a significant amount of work 

beyond the normal load of assigned duties to achieve customer satisfaction 

I Proactively communicates with customers to establish good working relation-

ship and assess customer needs 

I Consistently demonstrates in-depth knowledge of customer programs 

MINIMALLLY SUCCESSFUL STANDARD 

The employee meets the first two requirements listed for Fully Successful and of 

the four remaining requirements, meets all but number(s) 4 & G . 

Note: We have purposely listed the Minimally Successful standard last to emphasize performance 

that is Fully Successful and higher more than performance that is less than Fully Successful. 

'The standards include measures that can be tracked without using a customer survey. F.xceeds Fully Successful falls between 
the performance described for Fully Successful and that described for Outstanding. Unacceptable performance falls below the 
minimum of Minimally Successful. 
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HUMAN RESOURCES SPECIALIST 

ELEMENT STANDARDS * 

HRPOLICY FULLY SUCCESSFUL STANDARD 

PRODUCTS (To meet this standard, the employee must meet all of the following requirements.) 
(e.g., written QUAUTY 
guidance, reports, I Written products generally follow plain English principles, including logical 
overviews, workshops, organization, descriptive section headings, simple terms, and good use of 
formal presentations) tables, lists, graphics, and white space 

I Assigned presentations and workshops are generally well-organized with a log-
ical flow, a use of simple terms, and graphics that illustrate concepts to help 
audience understanding. The overall audience rating of any presentation 
given is at least acceptable 

I Products usually reflect sound analytical thinking and present recommenda-
tions consistent with sound HR principles and supportive of Administration 
initiatives 

QUANTITY 

I Produces (or does significant work for) 
a) at least one major product (e.g., a workshop; a complex paper or report, 

often over 10 pages long) 
b) at least three intermediate-in-scope products (e.g., topic papers 3-10 pages long) 
c) at least five minor products (e.g., articles or 1-2 page papers) 
d) a combination of these 

(To meet the definition of "produces," the report or paper at least must be 
cleared by the Division Chief.) 

TIMEUNESS 

I Draft written products are usually completed and submitted for review by the 
date agreed to at initial assignment. Revisions are usually done and returned 
within the agreed-upon time frame 

OUTSTANDING STANDARD 
I Produces more than two major products, more than five intermediate-in-

scope products, more than eight minor products, OR a combination of these 

I Exceeds the quality and timeliness criteria 

I Plus meets at least three of the following: 
a) On own initiative, proposes the subject of the product 
b) Completes extensive research to complete the product 
c) Develops applicable, understandable models and examples 
d) Synthesizes complex issues and condenses and explains them so that they 

are understandable to a general audience 
e) Product content provides leadership in the program, fits the HR policy into 

the big picture of management, links HR policy to organizational goals, 
and/or highlights the links of HR policy with other management functions 

f) Develops original understandable graphics that illustrate the concept being 
presented 

MINIMALLY SUCCESSFUL STANDARD 
The employee accomplishes the work described at the Fully Successful level except 
that intermediate and minor products of a routine nature are produced with mod-
erate but not excessive rework. 

Note: We have purposely listed the Minimally Successful standard last to emphasize performance 

that is Fully Successful and higher more than performance that is less than Fully Successful. 
•Exceeds Fully Successful falls between the performance described for Fully Successful and that described for Outstanding. 
Unacceptable falls below Minimally Successful. 
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MEDICAL RECORDS TECHNICIAN 

ELEMENT 

MEDICAL 
REC ORDS that 
include accurately 
filed documentation 

STANDARDS * 

FULLY SUCCESSFUL STANDARD 
(To meet this standard, the employee must meet all of the following requirements.) 

As determined by the supervisor and from doctor/clinic feedback: 

QUAUTY 

Paperwork is usually filed according to hospital documentation regulations, 
with only a few errors or complaints 

With few exceptions, paperwork is date stamped the same day it arrives in the 

Medical Records Section 

The employee can usually locate records, whether they are in their filing 

shelves or checked out to doctors/clinics 

With few exceptions, medical records requested by a doctor/clinic/emergency 
room contain the paperwork received by the Medical Records Section within 
the last 3 working days, with contents usually filed accurately 

QUANTITY 

The backlog of paperwork to be filed usually does not exceed the amount 
received within the last 3 working days 

TIMEUNESS 

Medical records are usually supplied to requestors by the time requested. In 

emergency situations, medical records are supplied consistently within an 
hour of request 

OUTSTANDING STANDARD 
The employee exceeds the Fully Successful standard plus meets all of the following: 

On own initiative, systematically reviews assigned files to ensure accuracy of 

paperwork placement in the file 

Very few records are more than three inches thick (i.e., overly thick files have 
been split into additional volumes) 

Voluntarily conducts systematic searches for missing paperwork or records, 
including verifying checkout cards 

At least one of the employee's suggestions for improvements in the filing 

process or to records management is adopted 

Most medical record jackets are in good condition (i.e., tom or worn jackets 
have been replaced, as supplies allow) 

MINIMALLY SUCCESSFUL STANDARD 
To meet this standard, the employee completes the requirements of the Fully Suc

cessful standard except that the backlog often exceeds 3 days but usually does not 

exceed 4 days and the _:1.b.io:L quality requiremen t is not met. 

Note: We have purposely listed the Minimally Successful standard last to emphasize performance 
that is Fully Successful and higher more than performance that is less than Fully Successful. 
•Exceeds Fully Successful falls between the performance described for Fully Successful and that described for Outstanding. 
Unacceptable falls below Minimally Successful. 
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HUMAN RESOURCES SPECIALIST (EMPLOYEE RELATIONS) 

ELEMENT 

TECHNICAL 
INFORMATION, 
ADVICE, AND 
ASSISTANCE 

STANDARDS * 

FULLY SUCCESSFUL STANDARD 

Provides timely and reliable technical advice and assistance to agency and 
other officials on employee relations and appellate matters. Advice is based on 
good knowledge and proper application of regulation, precedent cases, 
and relationships among human resources programs. Discusses advantages, 
disadvantages, and feasible options in connection with issues and problems 
presented. Coordinates with other agency offices, as appropriate. Brings 
unique or potentially difficult issues and problems to the attention of the 
supervisor with options and recommendations for further action 
Gains useful feedback from agencies and other organizations within the 
agency on the impact of policies and processes under the employee relations 
program. Provides suggestions on how best to use information and insights to 
improve employee relations programs and procedures 
Thoroughly reviews and provides timely comments on materials presented for 
review by other offices. Comments take into account applicable regulations, 
case law, and policy objectives in the areas of employee relations and appellate 
policies. Training and briefings provided to employees are well conceived, 
effectively presented, and well received 

OUTSTANDING STANDARD: 
I Is uncommonly effective in dealing with officials who present difficult issues 

and problems for resolution. Options and recommended solutions are cre
ative, pertinent, and demonstrate an in-depth understanding of the issues. 
Where appropriate, recites successful practices and programs in other agencies. 
Displays deep knowledge of HRM policies, precedent cases, agency needs, and 
the likely impact on management and employees of solution proposed 
Based on knowledge and insights, is able to propose significant changes to 
policies and procedures which hold the potential for improvement 
In reviewing the products of other organizations, is able to point out major 
issues or problems not otherwise foreseen or to make suggestions for signifi
cant improvement as warranted 
Is able to cause major changes in policies to be considered, where appropriate, 
through the persuasiveness and thoroughness of written comments and/or 
informal meetings 
Review and commentary is timely, even in the event of competing priorities 
and large workload 

MINIMALLY SUCCESSFUL STANDARD: 

Answers to questions about employee relations policies are usually accurate 
and provided in a timely manner 
Regularly gains useful feedback from organizations on agency policies and pro
grams in employee relations. Occasionally surfaces feedback in a manner that 
is useful to management 
As requested, furnishes comments to other offices on proposed policy materi
als, training courses, and legislation. Comments point out technical inaccura
cies or inconsistency with established policy 

Note: We have purposely listed the Minimally Successful standard last to emphasize performance 
that is Fully Successful and higher more than performance that is less than Fully Successful. 

•Exceeds Fully Successful falls between the performance described for Fully Successful and that described for Outstanding. 
Unacceptable falls below Minimally Successful. This example does not include a Minimally Successful standard. 
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ATTORNEY ADVISOR 

ELEMENT STANDARDS * 

WRIITBN FULLT SUCCESSFUL STANDARD (must meet all of the following) 
MATERIALS 
(e.g., legal memoranda, QUAUTY 
briefs, and pleadings) As determined by the supervisor, written materials 

I Are generally considered to be of average professional quality 

I Are infrequently returned for substantial revision 

I Usually fully analyze relevant legal and policy issues 

I Usually reflect thorough investigation of factual and legal resources 

I Usually do not contain significant extraneous or inappropriate material 

QUANTITY 

I In most instances, written materials are developed as needed 

TIMEUNESS 

I Written materials are generally completed and presented in accordance with 

established deadlines or time frames 

OUTSTANDING STANDARD (must meet all of the following) 

Written materials: 

I Are routinely considered to be of highest professional quality 

I Are rarely returned for substantial revision 

I Consistently fully analyze relevant legal and policy issues 

I Reflect thorough investigation of factual and legal resources 

I Do not contain significant extraneous or inappropriate material 

I Are completed before established deadlines or time frames 

I Are always completed as needed 

•Exceeds Fully Successful falls between the performance described for Fully Successful and that described for Outstanding. 
Unacceptable falls below Minimally Successful. This example does not include a Minimally Successful standard. 

NOTE: We have purposely lefr out a Minimally Successful standard in this example to emphasize per
formance that is Fully Successful and higher. In the event that an employee's performance fell below 
the Fully Successful level, a Minimally Successful standard would be established and communicated. 
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Three-Level Appraisal-Examples 
THE FOLLOWING EXAMPLES OF ELEMENTS AND STANDARDS WERE wmTTEN SPECIRCALLY FOR APPRAISAL 

PROGRAMS THAT APPRAISE PERFORMANCE ON ELEMENTS AT THREE LEVELS. 

TEAM LEADER, PACKAGING PRODUCnON TEAM 

ELEMENT FULLY SUCCESSFUL STANDARD* 
(To meet the Fully Successful standard for an element, all of the 
bullets listed for the element must be met.) 

Quality products I Usually 90% to 95% of pallets have no defects 

I With few exceptions, no more than 1.5 to 2 hours of down time per week 

I Normally, the packaging production schedule is met 5 out of 7 days 

I Normally, the shipment schedule is met 5 out of 7 days 

Safe work I Safety problems are corrected or improvements usually are 
environment made by agreed-on date 

I Routinely holds one safety audit per week 

I Very rarely has any lost time hours 

Effective I Team goals are met 60-80% of the time 
leadership I Manager judges that the team leader periodically initiates ways to reduce costs 

I Manager judges that decisions are well thought out and support organizational goals. 

Productive Manager is generally satisfied that: 
subordinates 

I Training requirements of the team are met 

I Discipline is provided fairly and consistently 

I Most team members understand the department's goals and how their 

performance affects these goals 

I Team members understand how they're performing against their goals 

I Team members receive rewards for good performance 

"To achieve the Outstanding level, the employee must consistently exceed a majority of the bullets listed for the 
Fully Successful standard. Unacceptable performance occurs when the employee fails to meet one or more of the 
bullets listed for Fully Successful performance. 
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PROGRAM ANALYST 

ELEMENT: ORAL PRESENTATIONS 

STANDARDS * (To meet a standard, all of the statements listed for the standard must be met.) 

OUTSTANDING STANDARD 

When attendee evaluations are available: 

I Sixty to eighty-four percent of attendees rated the employee's presentation good or very good. 

When attendee evaluations are not available, the supervisor determines that the employee: 

I Presents information in a clear, concise, and well-organized manner 

I Responds well to questions, including unanticipated ones 

I Creates a favorable impression for effective communication by seeking the views of others and respecting 

different points of view 

I Asks probing questions to ensure that everyone understands the matters discussed 

I Clearly distinguishes between fact and opinion and avoids disclosing sensitive or tentative information prematurely 

I Listens well, responds appropriately and articulately, and remains calm in adverse situations 

I Knows when and how to use visual aids, spew authoritatively on subject matter, and displays ability to 

respond directly to questions raised 

I Encourages active participation by others 

I Senses audience's receptivity to presentation and adjusts accordingly 

I Shows thorough knowledge of issues and their relationship to broader issues 

I Presents technical information clearly and persuasively, demonstrating the importance and relevancy 

of planning. 

FULLY SUCCESSFUL STANDARD 

When attendee evaluations are available: 

I More than 60-84% of attendees rated the employee's presentation good or very good 

When attendee evaluations are not available, the supervisor determines that the employee: 

I Usually presents information clearly, concisely, and in a well-organized manner 

I Routinely shows respect for comments of participants 

I Generally keeps discussion on track 

I Usually elicits comments of others 

I Generally weighs consequences of statements before speal.:ing, clearly distinguishing between fact and opinion, 

and avoids disclosing sensitive or tentative information prematurely 

I Usually listens well, responds to issues at hand, and minimizes extraneous information 

I Usually answers most questions and invites additional questions to ensure understanding 

•Unacceptable performance occurs when the employee fails to meet one or more of the bullets listed for Fully Successful 
performance. 
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GRAPHICS DESIGNER 

ELEMENT: GRAPHIC DESIGNS 

STANDARD 

OUTSTANDING STANDARD 

In addition to meeting all criteria of the Fully Successful standard, the supervisor determines that 

the employee meets at least four of the following: 

Designs are often of such high quality that they generate spontaneous praise from clients 

The elegance of designs often enhances their purpose in unexpected ways 

Designs consistently reflect the highest professional standards and raise the standards for 

other agency designers 

The most complex design tasks are handled with little or no difficulty 

Suggestions are made that improve the agency's design processes 

Potential problems are anticipated, brought to the supervisor's attention as appropriate, and 

usually solved independently 

FULLY SUCCESSFUL STANDARD 

To meet this standard, all of the following must be met: 

The supervisor determines that: 

The quality of information-material design is usually acceptable to the client and sufficient to achieve 

the purposes intended 

In most cases, designs are in accordance with the agency's graphic standards system and meet commonly 

accepted criteria for professional work 

Logical planning, due consideration of priorities, and efficient application of technical graphics skills usually 

result in creation of graphic designs in time to meet reasonable deadlines 

Generally nonwasteful work habits reflect a consideration of costs to the Government 

Instructions from supervisors are most often followed as given, major revisions are rarely 

necessary, and routine problems are usually resolved with a minimum of supervision 
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TRAINING COORDINATOR 

ELEMENT FULLY SUCCESSFUL STANDARD * 
(To meet the Fully Successful standard for an element, all of the bullets listed 
for the element must be met.) 

CERTIFIED Most of the supervisors of certified programmers say that the trained pro-
PROGRAMMERS grammer(s): 

I Could handle their assignments right away 

I Didn't bother coworkers and supervisor for covered objectives 

I Demonstrated certified skill/knowledge assessment was accurate 

Recommended trainees generally complete the training within the following 

time frames: 

I Average of 18 to 25 working days to complete Phase I training 

I Average of 18 to 23 working days to complete Phase II training 

I Average of 10 to 15 working days to complete Phase III training 

Most of the supervisors of the trained programmers say that the 
topics covered match what is needed on the job 

TRAINING PLANS I Most internal customers agree that the training plan will meet 

their needs and commit dollars and trainee time 

I Supervisor is generally satisfied that the training plan contains 
standard components, has realistic time lines and objectives, is based on 

input from representative sample, and is consistent with agency long-range 

goals, objectives, and philosophy 

I The incumbent meets agreed-upon deadline for first approved draft 

CROSS-TRAINED I 60%-80% trainees meet learning objectives 
ANALYSTS I Trainees' supervisors are generally satisfied with analysts' improvement in 

their ability to communicate with programmers and solve minor problems 

without a programmer 

TRAINING FACILITY The supervisor is generally satisfied that: 
READY FOR TRAINING I The training room is ready for training when needed 

I Materials are available 

I Speaker's needs have been determined and addressed 

CUSTOM.BR The supervisor is generally satisfied that the manual: 
SERVICE MANUAL I Covers most if not all job dimensions 

I Has most if not all standard components 

I The customer service supervisor says the document is useful 

"To achieve the Out.standing level, the employee must consistently exceed a majority of the bullets listed for the 
Fully Successful standard. Unacceptable performance occurs when the employee fails to meet one or more of the bullets 
listed for Fully Successful performance. 
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Two-Level Appraisal-Examples 
THE FOLLOWING EXAMPLES OF ELEMENTS AND STANDARDS WERE MITTEN SPECIFICALLY FOR APPRAISAL PROGRAMS 

THAT APPRAISE PERFORMANCE OF REMENTS AT ONLY TWO LEVELS. 

POUCY PROCESSING CLERK 

ELEMENT FULLY SUCCESSFUL STANDARD 
(To meet the Fully Succ.essful standard for each element, all of the bullets list-
ed for the element must be present or occur.) 

COMPLETED AUDITS I No more than 5 errors per month are found on audits 

I For at least 10 weeks per year, no audits are more than 30 days old 

QUOTES I No more than 5 quotes and proposals per month are found 

AND PROPOSALS to be inaccurate at issuing 

I No more than 5 quotes per month are processed in more than 5 days 

I No more than 5 proposals per month are processed in more 

than 24 hours 

I 

SOLUTIONS I No more than 2 times per quarter are incorrect results or procedures 
spotted by the supervisor or other team members 

I No more than 2 times per quarter are problems corrected in more 

than 3 business days 

FINISHED POLICIES I No more than 5 errors per month are spotted by team members 

I No more than 5 times per month when someone can' t do the 

next step on a policy due to illegibility, incompleteness, or 
vagueness in the file 

I No more than 3 times per month someone on the team gets 

a second call for the same issue/problem 

I For at least 10 weeks per year, there are no changes more 

than 30 days old 

I For at least 5 weeks per year, there is no new business more 

than 10 days old 

ANSWERS TO I 60% of surveyed team members and a sample of people 

QUESTIONS outside the team say: 

- The technician stops what (s)he's doing and immediately 

tries to answer the question 

- They don't find out later that the answer is wrong 

- If the technician doesn't know the answer, (s)he either researches the 

solution or directs the person to the correct source 
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RESEARCH CHEMIST 

ELEMENT FULLY SUCCESSFUL STANDARD 
(To meet the Fully Successful standard for each element, all 
of the bullets listed for the element must be present or occur.) 

ANALYTICAL RESULTS The Research Manager is routinely satisfied that: 
AND SPECIFICATIONS I The method measures the appropriate variable 

I The results are relevant 

I The method is scientifically sound 

I There is a well-written protocol 

I The method is accurate, precise, reproducible, fast, and cost-effective 

The customer is generally satisfied that: 

I They can understand and observe the results 

I The cost is within the budget 

I The information gives understandable answers to their questions 

SOLUTIONS TO The Research Manager is routinely satisfied that: 
CUSTOM.ER PROBLEMS I Reports and solutions address the question that was asked 

I The assumptions or hypotheses are based on scientific principles 

I The proposed solutions, suggestions, and/or recommendations 

are understandable 

I The recommendations were provided within the 

agreed-on time frame. 

The customer is generally satisfied that: 

I The report and any answers to questions address the 

question that was asked 

I The proposed solutions, suggestions, and/or 

recommendations are understandable 

I The proposed recommendations were provided within 

the agreed-on time frame 

I The solutions work 

I The information gives understandable answers 

to their questions 

I They are able to implement the recommendations 
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ENGINEER 

ELEMENT FULLY SUCCESSFUL STANDARD 
(To meet the Fully Succ.essful standard for each element, all 
of the bullets listed for the element must be present or occur.) 

DESIGNS FOR CAPITAL The supervisor is routinely satisfied that: 
IMPROVEMENTS AND I The cost estimate is sufficiently itemized 
OPERATIONS CHANGES 

I There is backup documentation for all cost estimates 

I There is consistency across design documents 

I The design looks like it will solve the problem or meet the need 

I The design doesn't cause new problems while solving 

the original problem 

In addition: 

I There is no significant cost overrun due to inaccurate quantities 

I The design is routinely completed by the agreed-on deadline 

BUDGET REPORT I The budget report is generally submitted by the 

fifteenth day of the month 

I The engineer is routinely able to answer questions 

about project financial status at any time 

COMPLETED PROJECTS The supervisor is routinely satisfied that: 

I The project is constructed according to the design 

I Unexpected conditions are successfully worked around 

I Recommendations are made by agreed-on deadline 

I The contract cost is within 5% of the estimate 
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PROGRAM ANALYST (BUDGET} 

ELEMENT FULLY SUCCESSFUL STANDARD 
(To meet the Fully Successful standard for each element, all 
of the bullets listed for the element must be present or occur.) 

BUSINESS DECISION The supervisor is routinely satisfied that: 
RECOMMENDATIONS, I Cost impacts surrounding the decision have been identified 
INCLUDING BUDGET 
ANALYSIS AND COST and evaluated 

INFORMATION'ANALYSIS I The numbers are accurate and do not require second-guessing or rework 

I Reports/analysis logically state the issues and reach conclusions that are 

supported by the data and analysis 

I The analysis is useful and answers the question asked 

I The analysis/information was provided by the agreed-on deadline 

FINANCIAL SYSTEMS The supervisor as well as the users of the system are generally satisfied that: 

IMPROVED I The system change is within the scope of control 

I The change provides information in a more efficient, accurate, 

and useful manner than previously 

I The time required to implement the change meets the customer's 

needs and deadlines 

I The value of the improvements exceeds the cost of the implementation 

BUDGET PROCESS The supervisor is routinely satisfied that: 
EVALUATION 

I The reports/analysis logically state the issues and reach conclusions 
AND ANALYSIS 

that are supported by the data and analysis 

I The evaluations address all issues and cost impacts 
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notes
	

answers from page 19 

TRAINS EMPLOYEES— ACTIVITY, SUPERVISION— CATEGORY, A COMPLETED CASE— ACCOMPLISHMENT, PUBLIC RELATIONS— CATEGORY,
 

RECOMMENDATIONS— ACCOMPLISHMENT, CUSTOMER SERVICE— CATEGORY, HR POLICY INTERPRETATIONS— ACCOMPLISHMENT,
 

WRITES AGENCY POLICY— ACTIVITY, SOLUTIONS TO PROBLEMS— ACCOMPLISHMENT, DEVELOPS SOFTWARE PROGRAMS— ACTIVITY,
 

IDEAS AND INNOVATIONS— ACCOMPLISHMENT, FILES PAPERWORK— ACTIVITY, WRITES MEMOS— ACTIVITY,
 

COMPUTER SYSTEMS THAT WORK— ACCOMPLISHMENT, TEAMWORK— CATEGORY, A COMPLETED PROJECT— ACCOMPLISHMENT,
 

SATISFIED CUSTOMERS— ACCOMPLISHMENT, ANSWERS THE PHONE— ACTIVITY, ASSISTS TEAM MEMBERS— ACTIVITY
 

answers from pages 70-71 
1— A D E 5— F 9— B 

2— B 6— B 10— A B 

3— A 7— B 11— A 

4— C E 8— B 
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Introduction 

This Guidance on implementation of the Government-Wide Diversity and Inclusion Strategic 

Plan (the Guidance) provides agencies with direction to enable them to fulfill the goals 

identified in Executive Order 13583 and coordinate their diversity and inclusion efforts within 

the agency in a collaborative and integrated manner.  Currently, in many agencies, human 

resource (HR) programs collect workforce data, advise management in making personnel 

decisions, and submit reports to the Office of Personnel Management (OPM).  Equal 

employment opportunity (EEO) programs manage the discrimination complaint process, track 

data, identify potential barriers, and submit reports to the Equal Employment Opportunity 

Commission (EEOC).  To deliver excellent service to the public through a skilled, engaged, and 

diverse workforce, HR, EEO, and diversity and inclusion (D&I) must work collaboratively and 

share data and information.  Further, agencies that draw on the unique knowledge and 

expertise possessed by all three programs are better able to achieve the goal of becoming a 

model workplace.  This guidance provides a path forward, drawing from leading practices 

identified by Federal, state, and private sector models of collaboration. 

The Guidance is separated into two sections. Section 1 provides operational guidance and sets 

forth the roles, responsibilities, and requirements applicable to Federal agencies that will 

facilitate their successful execution of actions outlined in Executive Order 13583.  Section 2 

provides specific guidance to Federal agencies that will enable them to bring themselves into 

alignment with the priorities and actions outlined in the Government-Wide Diversity and 

Inclusion Strategic Plan (the Plan).  In this section, each goal is listed along with its associated 

priorities and action items.  Section 2 also provides guidance on possible measurements for the 

actions.  The Office of Personnel Management, in coordination with the Office of Management 

and Budget (OMB) and the Equal Employment Opportunity Commission (EEOC), will continue to 

refine these measurements and provide additional guidance for agencies in subsequent 

issuances.  Finally, in the conclusion of this Guidance, Federal departments and agencies are 

provided a pathway to connecting diversity and inclusion with innovation. 

Below are the definitions, vision and mission statements, and goals from the Government-Wide 

Diversity and Inclusion Strategic Plan (the Plan). 

Definitions of “Diversity” and “Inclusion” 
 
Throughout this document, we define workforce diversity as a collection of individual attributes 
that together help agencies pursue organizational objectives efficiently and effectively. These 
include, but are not limited to, characteristics such as national origin, language, race, color, 
disability, ethnicity, gender, age, religion, sexual orientation, gender identity, socioeconomic 
status, veteran status, and family structures.  The concept also encompasses differences among 
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people concerning where they are from and where they have lived and their differences of 
thought and life experiences.1   
 
We define inclusion as a culture that connects each employee to the organization; encourages 
collaboration, flexibility, and fairness; and leverages diversity throughout the organization so 
that all individuals are able to participate and contribute to their full potential.  
 

Federal Government-Wide Diversity and Inclusion Vision Statement 
 
Be the Nation’s model employer by leveraging diversity and fostering inclusion to deliver the 
best public service. 
 

Federal Government-Wide Diversity and Inclusion Mission Statement 

Recruit, retain, and develop a diverse, high-performing Federal workforce that draws from all 
segments of society and values fairness, diversity and inclusion.     
 

Goals: 

 

1. Workforce Diversity.  Recruit from a diverse, qualified group of potential applicants 

to secure a high-performing workforce drawn from all segments of American society. 
 

2. Workplace Inclusion.  Cultivate a culture that encourages collaboration, flexibility, 

and fairness to enable individuals to contribute to their full potential and further 
retention. 

 

3. Sustainability.  Develop structures and strategies to equip leaders with the ability to 

manage diversity, be accountable, measure results, refine approaches on the basis of 
such data, and institutionalize a culture of inclusion. 

 
The three goals listed above are absolutely necessary for the successful growth of diversity and 
inclusion.  Other characteristics of diversity and inclusion best practice plans, such as 
leadership, accountability, measurement, and training are components of, and integrated in, 
the three goals. 

                                                           
1
 Data on all the characteristics listed in this definition of diversity is not collected.  However, OPM, in coordination 

with OMB, EEOC, and DOJ, will continue to refine existing measurements and provide additional guidance for 

agencies in subsequent issuances. 
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Section 1 

Operational Guidance 
 

 

This operational guidance sets forth the roles, responsibilities, and requirements applicable to 

Federal agencies in successfully executing actions outlined in Executive Order 13583.  

Successful implementation of the Government-Wide Diversity and Inclusion Strategic Plan (the 

Plan) will help each agency achieve its diversity and inclusion objectives for the American 

people.  Notably, the priorities outlined in the Plan will succeed only with the strong support of 

leaders, managers, and supervisors, as well as a coordinated and collaborative approach within 

HR, EEO and D&I functions.  Further, because of the complexity of the relevant legal landscape, 

agencies should consult with their General Counsels when crafting and implementing their 

individual strategic plans, to ensure compliance with law.  

 

Agency Guidance: 

A) Pursuant to Executive Order 13583, section 3(a), each Agency will designate the Chief 

Human Capital Officer (CHCO) as the responsible official for enhancing employment and 

promotion (employee life cycle processes) goals of the Government-Wide Diversity and 

Inclusion Strategic Plan, in collaboration with the agency’s Director of Equal Employment 

Opportunity and Director of Diversity (also known as the Chief Diversity Officer (CDO)), if any, 

including the development and implementation of the agency-specific Diversity and Inclusion 

Strategic Plan.  

 

1. The agency will ensure that the EEO Director reports to the Head of the Agency, or 

his or her designee, and is not a direct report to the CHCO. 

 

2. The role of CDO may be a separate or distinct role, or it may be held by the EEO 

Director or the CHCO. 2 

 

                                                           
2
 Executive Order 13583 does not require agencies to designate a separate Director of Diversity or a Chief Diversity 

Officer.   Our research has shown, however, that having three separate functions – Human Resources (HR), EEO 

and Diversity and Inclusion - has worked very well in the private sector and in those Federal agencies that have  

followed this tri-partite model.  Where HR, EEO and Diversity and Inclusion work together as teams rather than 

competitors, organizations experience the best outcomes, and this is the model we recommend.  
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3. The agency will assign Human Resources to lead workforce planning.  

 

4. The agency will assign EEO to lead barrier analysis.3 

 

5. The agency’s General Counsel or other chief legal officer shall ensure that agency 

specific plans are in compliance with laws, rules and regulations that make it 

unlawful for agencies to discriminate for or against an applicant or employee based 

on  race, color, religion, sex (including pregnancy or gender identity), national origin, 

age, disability, sexual orientation or any other prohibited basis.  

B) The CHCO, EEO, and CDO (if any) roles and responsibilities are dependent upon the unique 

needs, reporting structures, current laws, policies, regulations, and strategies utilized by the 

respective agency.  (See Appendix A for a roles and responsibility matrix that identifies 

functional responsibilities of the CHCO, EEO, and Diversity and Inclusion functions). 

  

C) 120 days after the issuance of Government-Wide Diversity and Inclusion Strategic Plan, each 

agency will submit to OPM and OMB an agency-specific Diversity and Inclusion Strategic Plan, 

which it shall then implement.  The plan shall: 

 

1. Outline the actions that will be taken to achieve the specific priorities identified in 

the Government-Wide Diversity and Inclusion Strategic Plan. 

 

2. Identify a responsible management official for each action. 

 

3. Be consistent with applicable law, the agency’s Strategic Human Capital Plan, merit 

system principles, EEOC Management Directive 715 (MD-715) and other applicable 

workforce planning strategies, including but not limited to those prescribed in  

5 CFR Part 250, Subpart B. 

 

                                                           
3
 As used in this guidance, “barrier analysis” refers to the process described in EEOC Management Directive 715.  

That Directive provides that “[w]here an agency's self-assessment indicates that a racial, national origin, gender, 

[or disability] group may have been denied equal access to employment opportunities, the agency must take steps 

to identify the potential barrier. Workplace barriers can take various forms and sometimes involve a policy or 

practice that is neutral on its face. Identifying and evaluating potential barriers requires an agency to examine all 

relevant policies, practices, procedures and conditions in the workplace.”  EEOC’s Management Directive 715 (MD-

715).  For more information, see http://www.eeoc.gov/federal/directives/md715.cfm.  
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a. Agencies utilizing existing plans should modify plans to ensure alignment with the 

Government-Wide Diversity and Inclusion Strategic Plan goals and priorities. 

 

b. Agencies that do not have Diversity and Inclusion Strategic Plans will develop 

plans that are in alignment with the Government-Wide Diversity and Inclusion 

Strategic Plan.    

 

c.    At a minimum: 

1.  The agency plan should incorporate the three Goals and seven 

Priorities established by the Government-Wide Diversity and Inclusion 

Strategic Plan. 

 

2.  Agencies are encouraged to employ the actions identified within 

the Government-wide Diversity and Inclusion Strategic Plan, as these 

actions will be utilized as part of the Measurement Indices currently 

under development.   

D)  OPM will review agency-specific Diversity and Inclusion Strategic Plans for alignment with 

the Government-Wide Diversity and Inclusion Strategic Plan and provide recommended 

modifications for agency consideration.   

 

E)  Agencies will use the Diversity and Inclusion Dashboard which OPM develops as the 

reporting mechanism to submit progress reports to OPM. 4   

  

   

 

 

 

                                                           
4 OPM, in coordination with OMB, EEOC and the President’s Management Council, is currently in the process of 

developing a diversity and inclusion dashboard that will provide appropriate measures of agencies’ progress in 

implementing their agency-specific strategic plans.  OPM will provide reporting requirements under separate 

cover. 
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Section 2 

Goal 1: Workforce Diversity…Draw from All Segments of 

American Society 

Federal agencies shall recruit from a diverse, qualified group of potential 
applicants to secure a high performing workforce drawn from all segments of 
American society.  
 
Workforce diversity is the first goal in the Government-Wide Diversity and Inclusion Strategic 

Plan and is grounded in the merit principle that: “Recruitment should be from qualified 

individuals from appropriate sources in an endeavor to achieve a workforce from all segments 

of society” while avoiding discrimination for or against any employee or applicant on the basis 

of race, color, religion, sex (including pregnancy or gender identity), national origin, age, 

disability, sexual orientation or any other prohibited basis.  (5 U.S.C. 2301(b)(1), 2302(b)).   

Analysis of Future Workforce Needs  

Effective and efficient human capital management enables agencies to have a greater 

alignment of policies and programs with mission objectives.  Workforce planning is a systematic 

approach to understanding the environment and the challenges in the people issues of an 

agency which impact mission achievement.  To develop strategies to attract and retain high 

performers to accomplish organizational mission, agencies must: 1) understand their current 

Federal workforce, 2) project the number and competencies required for the future, and 3) 

understand the current and future composition of the civilian labor force and/or relevant 

civilian labor force.5   

                                                           
5
 As used in this guidance, the term “Civilian Labor Force” means the subset of Americans who are currently 

employed or are seeking employment and are eligible to work.  The “Relevant Civilian Labor Force” (RCLF) is the 

CLF data that is directly comparable (or relevant) to the workforce population being studied.  For example, if we 

were analyzing the representation of women as engineers in the Federal workforce, we might compare that 

representation with the percentage of women who are engineers in the CLF. In this example, the women engineers 

in the CLF represent the RCLF.   For more information, see http://www.opm.gov/feorp01/DCAD.asp and 

http://www.census.gov/hhes/www/eeoindex/page_c.html.   
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Meeting and projecting future Federal workforce needs in a difficult budget environment 

presents challenges.  However, demands for ever increasing innovation and greater efficiency 

provide agencies with an opportunity to make a strong case for building a diverse workforce.   

For example, from 2008 to 2010, a study of hiring trends across Federal agencies showed that 

IT and cybersecurity professionals, nurses, contract and acquisition specialists, border patrol 

agents, and program analysts were among the top 15 most hired positions within government. 

In each of these fields, research shows that hiring with an emphasis on cultural, experiential, 

and cognitive diversity will ensure agencies have a workforce that is capable of addressing 

increasingly complex challenges more efficiently. Beyond traditional measures of diversity, 

seeking individuals with varying degree types and professional experience will also benefit 

agencies and offices across government. 

Workforce planning data and analysis—including knowledge about the demographics of the 

current workforce, projections of attrition for the next 3-5 years, skills and competencies 

needed to perform the job, effectiveness of succession plans, projected demographics and 

anticipated changes in served populations—enable leaders to make informed decisions to 

attract, build and retain inclusive teams to serve customers and stakeholders.   

Steps for Integration of Diversity and Inclusion into Workforce Planning 

1. Establish the Strategic Direction.  Align the workforce planning process with the agency’s 
strategic plan, annual performance and business plans and work activities. 

 
2. Analyze the workforce.  Conduct an analysis of the current and future workforce for the 

mission critical occupations in coordination with HR, EEO and Diversity and Inclusion to 
then conduct a barrier analysis.  For more information on barrier analyses, see EEOC’s 
EEO Management Directive 715, at http://www.eeoc.gov/Federal/directives/md715.cfm. 
 

a. Project attrition rates for the next 3-5 years. 
b. Project promotion opportunities to fill gaps for positions requiring experience. 

 
3. Develop the Competency Action Plan.  Analyze the future skills and competencies 

needed for mission critical occupations.  
 

4. Implement Workforce Plan.   
 

a. Conduct a comparative analysis between the current supply and demand 
(projected need) to determine projected requirements. 

b. Use analysis to develop actions in outreach, recruiting, hiring, retaining, 
developing and promotion activities. 
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c. Establish internal controls or checks for fairness and advancing inclusion in 
workforce policies and practices. 

 

5. Evaluate and Measure.  Assure linkage of workforce planning to accountability system 
and processes.  

 

For more information about workforce planning, see OPM’s End-to-End Hiring Initiative at 

http://www.opm.gov/publications/EndToEnd-HiringInitiative.pdf, p.p. 11-17.   

Priorities, Actions, and Sample Practices for Goal 1 

Priority 1.1: Design and implement strategic recruitment and outreach to reach all 

segments of society. 

Actions:   

1. Collect and analyze applicant flow data.6 

 
2. Coordinate outreach and recruitment strategies to maximize ability to recruit from a 

diverse, broad spectrum of potential applicants, including a variety of geographic 
regions, academic sources, and professional disciplines. 
 

3. Ensure that outreach and recruitment strategies designed to draw from all segments of 
society, including but not limited to those who are underrepresented,7 are employed 
when using staffing flexibilities and alternative hiring authorities. 
 

4. Develop strategic partnerships with a diverse range of colleges and universities, trade 
schools, apprentice programs, and affinity organizations from across the country.  

                                                           
6
 Rigorous collection of applicant flow data is a key to crafting effective recruitment strategies. On March 3, 2010, 

OPM and EEOC issued a joint memorandum (Available at: 

http://www.chcoc.gov/Transmittals/TransmittalDetails.aspx?TransmittalID=2920) supporting the collection of 

demographic data, “including applicant flow data, because such collection is an integral part of the barrier 

identification process described in [EEOC’s Management Directive] 715.”  OPM also strongly supports the 

collection of this data because it is a necessary component for effective workforce planning.  A form for collecting 

applicant data has been approved by the Office of Management and Budget (OMB) and is available at: 

http://www.eeoc.gov/federal/upload/OMB-3046-0046.pdf. 

7
 Underrepresentation, as defined in 5 CFR 720.202, “means a situation in which the number of women or 

members of a minority group within a category of civil service employment constitutes a lower percentage of the 

total number of employees within the employment category than the percentage that women or the minority 

group constitutes within the civilian labor force of the United States. . .”  
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5. Involve managers and supervisors in recruitment activities and take appropriate action 

to ensure that outreach efforts are effective in addressing barriers.  

 

6. Review and ensure that student internship and fellowship programs have diverse 

pipelines to draw candidates from all segments of society.  

 

Measurements: 

 Review applicant flow data to determine whether outreach and recruitment efforts are 
effectively reaching all segments of society. 

 Measure percentage of qualified applicants from various hiring authorities used by the 

agency within the past 12 months by demographic group. 

 Enter into strategic partnerships and memorialize relationships with the following: 
colleges and universities, trade schools, apprentice programs, and affinity organizations 
from all parts of the country.  

 Measure applicant flow data to determine whether applicant pools are reflective of the 
relevant civilian labor force (RCLF). 

 Measure percentage of managers and supervisors involved in recruitment activities and 

outcomes of outreach efforts to all segments of society. 

 Review applicant flow data of agency internship program to determine whether 
applicant pools are reflective of the relevant civilian labor force (RCLF). 

 Review applicant flow data of agency Presidential Management Fellows to determine 
whether applicant pools are reflective of the relevant civilian labor force (RCLF). 

 Measure percentage of interns converted and/or hired for permanent employment. 

Sample practices for Priority 1.1: 

CHCOs, in collaboration with appropriate offices and senior managers, should design and 
perform strategic outreach to, and recruitment of, communities identified as 
underrepresented, as well as other communities as appropriate.  Below are sample practices 
for conducting strategic outreach and recruitment: 

 Use recruiters who possess the cultural competency necessary to communicate 
effectively with underrepresented groups.  

 
 Create a diverse integrated recruitment team under which the recruiting function is 

centralized to plan and coordinate its campaigns. This central group works with agency 
contacts nationwide to take full advantage of local assets, including staff and managers 
who can serve as recruiters at local events. 

 Generate and disseminate quarterly Workforce Diversity and Inclusion Reports to 
agency leadership conveying progress/status of organizational workforce diversity, in 

• 

• 

• 

• 

• 

• 

• 

• 
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order to ensure that outreach and recruitment strategies are effective.  Furthermore, 
interact regularly with hiring managers and supervisors and make them aware of the 
agency’s strategic human capital plan. 
 

 Connect with university disability support service offices to find qualified individuals 
with disabilities; and conduct campus visits and one-on-one interviews with the 
university disability support center. 

 
 Utilize Federal Student Service Ambassadors as a peer-to-peer marketing strategy. Use 

ambassador programs to tap college students who have successfully completed 
internships to send these former interns back to their campuses as public service 
emissaries, who host educational visits from agency representatives, promote job and 
internship opportunities to classmates, share their intern experience and meet with key 
staff and faculty to bolster the government’s effort in recruiting young people. 

 Post advertisements and job announcements in locations, and through multiple 
technologies, that are likely to reach underrepresented groups. 

 Hold Outreach Forums and job fairs in conjunction with human resources staff where 

the agency recruiters interface with organizations and the community. 

 Foster early talent detection through the adoption of schools where there is a broad 
diverse student population.  
 

 Partner with diverse professional organizations and diverse institutions of 
postsecondary education to identify networking opportunities, student/staff exchange 
programs and rotational assignments to expand the pipeline to agency employment; 
Designate Executive Sponsors to build strong, active relationships with these 
organizations. 
 

 Utilize diversity focused student internship and fellowship programs where 
underrepresentation exists as identified by barrier analysis conducted in the agency’s 
MD-715 Report.   
 

 Utilize employee resource groups (ERGs) and affinity groups to assist in outreach to 
diverse organizations. 

 

Priority 1.2: Use strategic hiring initiatives for people with disabilities and for 

veterans, conduct  barrier analyses,  and  support Special Emphasis Programs, to 

promote diversity within the workforce. 

                                           

Actions:  
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1. Review results of barrier analysis required by MD 715 (if any), develop action plans to 

eliminate any identified barrier(s), and coordinate implementation of action plans.  

 

2. Use Schedule A hiring authority for people with disabilities and Veteran Hiring 

Authorities as part of strategy to recruit and retain a diverse workforce.  

 

3. Support Special Emphasis Programs (SEPs) and appoint SEP Managers as advisors on 
hiring, retaining and promoting a diverse workforce. 

Measurements: 

 Measure percentage of hires under the Schedule A hiring authority for people with 

disabilities.   

 Measure percentage of hires under Veteran Hiring Authorities within the past 12 

months. 

 Evaluate outcomes of SEPs and the quality of engagement of SEP Managers in the 

recruitment outreach, retention, and promotion process in collaboration with human 

resources staff. 

Sample practices for Priority 1.2:   
 
The CHCO, EEO Director, and CDO (if any) should partner in reviewing and modifying the 
agency’s existing HR policies, specifically by performing, at a minimum, the following actions— 

 

 Modifying the agency’s outreach and recruitment methods, to ensure that job 
advertisements are reaching a diverse audience. 
 

 Eliminating job or promotion criteria that are not job related and consistent with 
business necessity.  
 

 Ensuring to the greatest extent possible that a diverse group of individuals are 
involved in individual selection, promotion and award decisions. 

Below are sample practices for implementing Priority 1.2: 

 Utilize automated programs that prepare the agency’s MD-715 Report in its totality and 
provide specific data on diversity in narrative, as well as graphic formats. Such data can 
be utilized to identify where variances exist between the agency’s workforce and the 
Civilian Labor Force (CLF) or the Relevant Civilian Labor Force (RCLF), and share that 
information with managers. 
 

• 

• 

• 

• 

• 

• 
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 Conduct barrier analyses consistent with MD-715 with respect to various terms and 
conditions of employment (e.g., hire, promotion, training, leadership development, 
separation, discipline, awards, etc.).  
 

 Use OPM's Shared Register of Candidates with Disabilities.  OPM, in collaboration with 
the Chief Human Capital Officer (CHCO) Council, has established a shared register of 
individuals with disabilities who have an interest in working for Federal agencies and 
who satisfy the requirements of positions Federal agencies are frequently required to 
fill.  Agencies that wish to access the register or that have questions should contact their 
human capital office. 
 

 For more information about hiring under Schedule A for people with disabilities, see 
Model Strategies for Recruitment and Hiring of People with Disabilities as Required 
under Executive Order 13548 at: 
http://www.chcoc.gov/Transmittals/TransmittalDetails.aspx?TransmittalID=3228#Attac
hment1.  
 

 Use the updated SF 256, Self-Identification of Disability, as a tool to measure progress 
toward hiring people with disabilities by resurveying the workforce at least every other 
year to request that people with disabilities self-identify.  The form is available at: 
http://www.opm.gov/forms/pdf_fill/sf256.pdf. 
 

 For information about hiring Veterans, and Executive Order 13518, which established 
the Veterans Employment Initiative, see the Feds Hire Vets website at: 
http://www.fedshirevets.gov/hire/hrp/regs/index.aspx.  
 

 Pursuant to 29 C.F.R. 1614.102(b)(4),  appoint full-time Special Emphasis Program 
Managers (SEPMs) (e.g., People with Disabilities Program, Federal Women’s Program 
and Hispanic Employment Program) to address employment initiatives and programs, 
grade these positions commensurate with the work performed, adequately fund the 
programs, and ensure access to leadership.  See appendix C for a model SEPM position 
description.  
 

 Create SEP committees for various diverse groups as needed to address 
underrepresentation, utilizing agency-wide staff in field components to expand the 
reach of SEPs; and gather information from employee affinity and resource groups. 
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Goal 2: Workplace Inclusion…Include All Federal    

Employees  

Federal agencies shall cultivate a culture that encourages collaboration, flexibility, 
and fairness to enable individuals to contribute to their full potential. 
 
The merit system principles directly advocate that “the Federal workforce should be used 

efficiently and effectively.” [5 USC 2301(b)(5)].  The workplace inclusion goal focuses on the 

reality that a diverse workforce alone is no guarantee to organizational productivity or to 

employees reaching their full potential.  Inclusion strategies are the necessary link to harness 

and leverage the potential inherent in all diverse workforces.  Studies have shown that, absent 

the facilitating conditions in the workplace (i.e., inclusion strategies), workforce diversity will 

not yield the promised performance benefits.8  The inclusion emphasis is also an important 

component of the employee lifecycle stages of retaining, developing, and promoting. 

Analysis of Workforce Environment 

Employee satisfaction and commitment are two necessary ingredients in developing high-

performing organizations and attracting and retaining top talent. Creating an organizational 

culture that respects and values diversity and inclusion is a business imperative that is critical to 

the continued success of the Federal government.9   

Ensuring that diversity and inclusion permeates an organization helps drive performance, 

productivity and mission success.10   

 Performance – D&I drives innovation and creativity.  In studies and research, diverse 
teams are better at problem solving, better at critical analysis, and more innovative as 
they introduce new perspectives and ideas and learn how to be flexible and adaptable in 
working with one another. 
 

 Productivity – D&I fosters a culture that respects and values each employee and his or 
her contributions; provides opportunity; and increases individual commitment, team 

                                                           
8
 Diversity Research Network, October 2002. 

9
 The Partnership for Public Service, The Best Places to Work in the Federal Government 2010 Rankings, 2010, 

available at http://www.bestplacestowork.org/BPTW/assets/BPTW10.pdf. 

10
 Scott E. Page, The Difference: How the Power of Diversity Creates Better Groups, Firms, Schools, and Societies, 

2007. 

• 

• 
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motivation and trust.  High level of employee engagement translates into increased 
productivity and retention of top talent in highly competitive markets. 
  

 Mission Success - D&I adds value as a critical element tied to mission success. “The how” 
we can accomplish our mission is D&I – by capitalizing on the strengths of our diverse 
workforce to better perform our mission through teamwork and innovation.       

 

When employees feel included, perceive they have a voice, and are given the opportunity to 

develop and maximize their potential, the employer creates an organization of choice and 

becomes a model employer.  To accomplish this transformation, agencies should review and 

analyze programs, policies, and procedures to ensure that they are inclusive, transparent, and 

fair to all employees, and that employees perceive them as so. Data can also be gathered from 

exit interviews, new employee follow-up, and focus group meetings with affinity groups and 

employee resource groups. 

An example of how to gather relevant employee engagement data is outlined below. 

Steps for environment analysis 

1. Conduct employee surveys (Employee Viewpoint Survey and/or agency survey) to 

assess: (a) leadership and management practices that contribute to an agency’s 

performance; and (b) employee satisfaction with workplace policies and practices, work 

environment, rewards and recognition, access to resources, and opportunity for 

development and growth.11   

2. Review and analyze survey results, including trend data by demographic category to 

include, for example, age, length of service, etc. 

3. Assess workplace programs, policies, and procedures to ensure they are fair and 

transparent. 

4. Analyze exit interview results and other available data.  

5. Identify barriers and other issues and develop improvement strategies. 

6. Incorporate strategies into human capital planning efforts and in retention, 

development and promotion activities. 

 

                                                           
11

 5 C.F.R. Pt. 250, Subpart C..   

• 
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Priorities, Actions, and Sample Practices for Goal 2 

Priority 2.1:  Promote diversity, inclusion, and equity in leadership development 

programs. 

Actions:   

1. Review leadership development programs, determine whether they draw from all 
segments of the workforce, and develop strategies to eliminate barrier(s) where they 
exist.12 
 

2. Enhance mentoring programs within agencies for employees at all levels with an 
emphasis on aspiring Executive level employees.  
 

3. Develop and implement a succession planning system for mission-critical occupations 
that includes broad outreach to a wide variety of potential leaders. 

Measurements:   
 

 Measure the total percentage of GS-11 through GS-15 level employees (or equivalent) 
by demographic group and compare with the percent of each group that participated in 
leadership development programs in the past 12 months. 

 Analyze applicant pool data for all leadership development programs by demographic 
groups. 

 Measure percentage of agency employees engaged in mentoring relationships by all 
demographic categories. 

 Measure number of GS-11 through GS-15 level employees engaged in mentoring 
relationships by demographic categories. 

 Measure percentage of all demographic groups incorporated into agency succession 
planning system. 

Sample practices for Priority 2.1:   
 
CHCOs, in collaboration with appropriate offices and senior managers, should review existing 
leadership development, training, and mentoring programs and conduct succession planning 
that ensures all employees have the opportunity to develop to their full potential.  Below are 
sample practices for Priority 2.1: 

                                                           
12

 When conducting analysis of leadership development programs and succession planning, agencies should 

consider the entire workforce and determine whether programs and plans draw from the talent present 

throughout the agency with consideration of all dimensions of diversity to the greatest extent practicable.   

• 

• 

• 

• 

• 
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 Where underrepresentation exists, conduct analyses of leadership development 

selection processes to identify barriers to equal opportunity in the process. 

 

 Ensure programs are competency-based; provide potential for career path change; and 

consist of a variety of developmental activities including: training, rotational 

assignments, executive interviews, and shadow assignments.   

 

 Ensure Program participants receive guidance through a Mentoring Program, made up 

of volunteer managers and supervisors; support mentoring programs that are 

sponsored by employee affinity or resource groups; conduct reverse mentoring 

programs and coaching programs.  For more information on mentoring, go to OPM’s 

Best Practices: Mentoring, available at: http://www.opm.gov/hrd/lead/BestPractices-

Mentoring.pdf (See page 15 for definition of reverse mentoring). 

 Routinely offer temporary detail assignments, special assignments, leadership 
shadowing programs, and opportunities to transfer to other regions for advancement to 
help upgrade employees’ skills and improve their visibility.  Widely advertise such 
assignments. 

 
 Use a career executive service, which provides extensive training, executive simulations, 

targeted Individual Development Plans, and places candidates on succession planning 
lists.  

 
 Measure employee perceptions on the availability and utility of agency development 

programs to access effectiveness and identify areas for improvement through the 
Employee Viewpoint Survey. 

 

Priority 2.2: Cultivate a supportive, welcoming, inclusive and equitable work 

environment. 

Actions: 

1. Use flexible workplace policies that encourage employee engagement and 
empowerment, including, but not limited to, telework, flexiplace, wellness programs, 
and other work-life flexibilities and benefits.   
 

2. Support participation in employee affinity and resource groups and provide such groups 
with access to agency senior leadership. 
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3. Administer a robust orientation process for new Federal employees and new members 
of the SES to introduce them to the agency culture and to provide networking 
opportunities.   

 

Measurements:  

 

 Measure percentage of workforce participating in 1) telework, 2) flexiplace and 3) 
Wellness programs. 

 Review Employee Viewpoint Survey (EVS) results each year. 

 Measure number of new initiatives implemented by employee affinity and/or resource 
groups. 

 Measure percentage of agency executives involved in employee affinity and/or resource 
groups. 

 Measure percentage of positive replies received on agency on-boarding (newcomers) 
process through survey feedback. 

 
Sample practices for Priority 2.2: 

 
The CHCO, EEO Director, and CDO (if any) should partner in reviewing and modifying the 
agency’s existing policies and practices related to workforce flexibilities, employee affinity 
and/or resource groups, and new employee and SES onboarding.  Below are sample practices 
for Priority 2.2: 

 Review workplace policies and revise those that unnecessarily limit employee flexibility.  

Specifically, ensure employees are able to request flexible work arrangements that 

allow them to balance work and personal responsibilities.  General Flexible Options 

include:  

 

 Flextime Programs. Flextime policies generally permit employees to vary 

their work day start and stop times within a specified range, such as allowing 

an employee to arrive at work at any time between 8:00 and 10:00 a.m. and 

then work for 8 hours.  

 Flexible Week Opportunities. Flexible week opportunities may include 

compressed work weeks, such as a work week consisting of four ten-hour 

work days.  

 Telecommuting, Work-at-Home, or Flexiplace Programs. These options 

enable employees to work from home or alternate office locations. 

 Reduced-time options. These options permit employees to work part-time 

while juggling other responsibilities, such as caregiving. 

 

• 

• 
• 

• 

• 

• 

• 

• 

• 
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 Consistent with OPM regulations, provide reasonable personal or sick leave to allow 

employees to engage in caregiving even if not required to do so by the Family and 

Medical Leave Act of 1993 (FMLA).13 

 Set forth guidelines for employees to use when establishing  employee affinity or 
resource groups with a senior organizational advisor and a charter that sets forth roles, 
responsibilities, activities, funding parameters, recognition, community outreach, talent 
management and outreach roles. 
 

 Conduct regular meetings, at least semi-annually, between employee affinity and 
resource groups and agency leadership. 

 
 Conduct multi-day orientation program in which a high level official and functional areas 

(or their designees) share their roles and responsibilities, and which includes tours of 

different work locations.  

 

 Assign new employees “mentors” or “ambassadors” (one from work area and one 

outside work area) to help new employees navigate the workplace for the first 6 

months. 

 

 

 

 

 

 

 

 

 

                                                           
13

 Definitions Related to Family Member and Immediate Relative for Purposes of Sick Leave, Funeral Leave, 

Voluntary Leave Transfer, Voluntary Leave Bank, and Emergency Leave Transfer, available at 

http://www.opm.gov/oca/leave/HTML/FamilyDefs.asp.  
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Goal 3: Sustainability…Institutionalize Diversity and 

Inclusion  
Federal Agencies shall develop structures and strategies to equip leaders with the 

ability to manage diversity, be accountable, measure results refine approaches on 

the basis of such data, and engender a culture of inclusion. 

 

Coping with labor force changes and navigating the altered environment of the evolving 

workplace requires acquisition of new knowledge and development of new skills for all 

employees.  For a diversity and inclusion program to be successful, not only must new roles and 

responsibilities be defined, but employees must be held accountable for delivering on 

expectations and meeting program requirements.  Moreover, management accountability and 

innovation must be emphasized in order for progress to be made in employing, retaining, and 

developing all employees in the Federal government.   

 

First, diversity and inclusion must be strategically integrated and aligned with the organization’s 

mission, goals, objectives, staffing and budgets.  Then, managers and supervisors at all levels of 

an organization must be required to make measurable and sustainable progress toward 

established priorities.  This requires making diversity management a part of both performance 

evaluation and training, as well as incentivizing the development of programs that succeed and 

meet the organization’s goals.  Finally, development of such evaluation criteria underscores 

diversity and inclusion as an important and strategic organizational initiative.  When these 

actions are performed, all employees, from entry level to SES, share in such accountability.  This 

encourages teamwork and compliance at all levels of the Federal workforce. 

Analysis of Diversity & Inclusion Institutionalization  

Institutionalization is a key imperative of sustainable diversity and inclusion efforts.  However, 

even when institutionalization efforts have been utilized, organizational progress has been 

frustratingly slow, sporadic, and dependent on enlightened leadership rather than sound 

sustainability practices. 

Effective sustainability efforts are dependent upon identifying and weaving key diversity 

principles into organizational systems, processes, and policies. Following is a list of possible 

areas and questions agencies can utilize in sustaining diversity and inclusion progress by using 

sound institutionalizing strategies (Jarvis, 2009). 
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1. Include diversity and inclusion in GPRA Required Strategic Planning.  Agencies should 

affirm the value of workforce diversity and inclusion in GPRA Required Strategic 

Planning, and where barriers have been identified, the agency Strategic Plan and/or 

Annual Performance Plan should incorporate strategies to address those areas and 

describe how it will monitor progress. 

 

2. Discover Ways to Integrate Diversity within Your Organizational Culture. In what ways 

can diversity become a part of the organization’s structure, mission and vision?  What 

quick successes exist for the organization to leverage diversity engagement in consistent 

ways?  What are the key indicators from the employees’ perspectives that would define 

their agency as both valuing and rewarding diversity and inclusion in the workplace? 

3. Create an Organizational Core Value Focused on Diversity. How could a core value of 

diversity demonstrate the organization’s commitment?  Who would be responsible for 

developing the diversity value?  What would the diversity statement be and why?   

4. Blend Diversity into All Learning and Development Initiatives. Which aspects of 

diversity make the most sense to integrate with training goals?  How will the agency 

know when diversity goals have been successful?  What will motivate employees to go 

to diversity training?   

5. Incorporate Diversity into Your Performance Management System. In what ways can 

the Performance Management System have meaningful aspects of diversity within it?  

What performance metrics focused on diversity would be relevant at varying employee 

levels?  

6. Proactively Seek New Hires from All Segments of Society.  Where can organizations go 

to recruit individuals who can advance the organization’s mission and business?  What 

areas of talent have not been located and how might the organization deploy resources 

to achieve this goal?  

7. Generate a New Idea Factory to Engage Diverse Thinking. How might a new idea 

generating system contribute to diversity of thought?  What would the system look 

like?  Who would manage it and how would it ensure the great ideas become a reality 

with significant impact on the business enterprise?  
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Priorities, Actions, and Sample Practices for Goal 3 

Priority 3.1:   Demonstrate leadership accountability, commitment, and 

involvement regarding diversity and inclusion in the workplace. 

Actions:  

1. Affirm the value of workforce diversity and inclusion in each agency’s strategic plan and 
include them in workforce planning activities. 
 

2. Develop an agency-specific diversity and inclusion strategic plan, and implement that 
plan, through the collaboration and coordination of the Chief Human Capital Officer, the 
EEO Director, and the Director of Diversity (if any). 
 

3. Ensure that all SES members, managers, supervisors and employees throughout the 
agency have performance measures in place to ensure the proper execution of the 
agency’s strategic plan, which includes diversity and inclusion. 
 

4. Develop and widely distribute a set of diversity and inclusion measures to track agency 
efforts and provide a mechanism for refining plans. 

 

Measurements: 

 

 Provide documentation verifying diversity and inclusion language has been inserted into 
agency planning documentation. 

 Issue annual diversity and inclusion policy statements by the agency head. 

 Develop and submit agency-specific Diversity and Inclusion Strategic Plan outlining 
agency strategy to ensure a diverse, inclusive, high performance workplace.  

 Submit percentage of SES members, managers, and supervisors, who have diversity and 
inclusion performance measures as a part of their performance evaluation. 

 Provide diversity and inclusion metrics to OPM with short narrative on how metrics are 
embedded in the agency culture.  

Sample practices for Priority 3.1: 
 
Agencies should affirm the value of workforce diversity and inclusion in GPRA Required 
Strategic Planning, and where barriers have been identified, the agency Strategic Plan and/or 
Annual Performance Plans should incorporate strategies to address those areas and describe 
how it will monitor progress.  Below are sample practices for achieving Priority 3.1: 

 

• 

• 
• 

• 

• 
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 Tie vision, role and commitment of diversity and inclusion to strategic organizational 

goals and leadership plans and behavior that demonstrates diversity and inclusion 

principles and practices and that integrate these practices into the culture of the 

organization. 

 Include a non-numerical, qualitative goal on diversity and inclusion in the Agency’s 
Strategic Plan.  For example: 
 

 “Identify, cultivate, and sustain a diverse workforce and inclusive work 

environment….”  

 “Improve retention of [diverse] students in STEM disciplines by providing 

opportunities and activities along the full length of the education pipeline.”   

 “[E]nsure that beneficiaries of our Agency-funded educational programs are 

afforded equal opportunities, regardless of race, ethnicity, gender, age, or 

disability….”14    

 

 List diversity and inclusion efforts as one of the agency’s major initiatives for “Executing 
the Plan” under human capital management.15 
 

 Coordinate efforts to ensure that MD-715 barrier analysis regarding D&I is not 
redundant with workforce planning, but rather complements and supports the agency’s 
overall goals with each reflecting their own distinctive features and cross-referencing 
where there is overlap. 
 

 Include a D&I and EEO element in SES and supervisors/managers Performance Plans 
specifically focused on making measurable progress in advancing the goals of the 
Diversity and Inclusion Strategic Plan.  Language for a member of the Senior Executive 
Service may include, for example: 
 

Designs and implements strategies that maximize employee potential, 
connects the organization vertically and horizontally, and fosters high ethical 
standards in meeting the organization's vision, mission, and goals.  Provides 
an inclusive workplace that fosters the development of others to their full 

                                                           
14 For example, see the NASA Strategic Plan, available at: 

http://www.nasa.gov/pdf/516579main_NASA2011StrategicPlan.pdf. 

15 For example, see the Department of Veterans Affairs (VA) Strategic Plan, page 59 at 

http://www.va.gov/VA_2011-2015_Strategic_Plan_Refresh_wv.pdf. 

 

• 

• 

• 
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potential; allows for full participation by all employees; facilitates 
collaboration, cooperation and teamwork; and supports constructive 
resolution of conflicts.  Ensures employee performance plans are aligned 
with the organization’s mission and goals, that employees receive 
constructive feedback, and that employees are realistically appraised against 
clearly defined and communicated performance standards.  Seeks and 
considers employee input.  Recruits, retains, and develops the talent needed 
to achieve a high quality, diverse workforce that reflects the nation, with the 
skills needed to accomplish organizational performance objectives while 
supporting workforce diversity, workplace inclusion and equal employment 
policies and programs. 
 

 Establish diversity and inclusion metrics including statistics on employee hiring, 
retention, promotions, EEO compliance, grievances and diversity of talent 
pipeline/outreach efforts and employee affinity and resource group accomplishments; 
disseminate quarterly workforce diversity reports to leadership; and issue Agency 
Annual Performance Report conveying accomplishments, progress, status on attainment 
of goals and priorities contained in agency Diversity and Inclusion Strategic Plan. 

 

Priority 3.2:  Fully and timely comply with all related Federal laws, regulations, 

Executive orders, management directives, and policies related to promoting 

diversity and inclusion in the federal workforce. 

 

Actions:  

1. Employ a diversity and inclusion dashboard with metrics as a tool for agency workforce 

planning and reporting.  

  

2. Timely submit to the U.S. Office of Personnel Management (OPM) reports required by 

Federal laws, regulations, Executive orders, management directives, and policies.  

Where an agency fails to do so, OPM will issue a Diversity and Inclusion Improvement 

Notice and notify the President’s Management Council (PMC) of the deficiency. 

 
Measurements: 

 Provide agency metric diversity and inclusion information for posting on designated 
reporting system by due date to avoid Diversity and Inclusion Performance Notice. 
 

 

• 
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Priority 3.3:  Involve employees as participants and responsible agents of diversity, 

mutual respect and inclusion.   

Actions:   
 

1. Create a formal diversity and inclusion council at each agency with visible leadership   
involvement. 
 

2. Participate in, and contribute to, OPM’s Diversity and Inclusion Best Practice 
Program, pursuant to Executive Order 13583. 
 

3. Ensure all employees have access to diversity and inclusion training and education to 
include the proper implementation of the Agency-Specific Diversity and Inclusion 
Strategic Plan, as well as relevant legal requirements. 

 

Measurements: 
 

 Provide quarterly updates on progress of council/taskforce in achieving items listed 
in the Agency Specific Diversity and Inclusion Strategic Plan.  

 Provide two Best Practices to the OPM Best Practice Initiative annually. 

 Measure percentage of workforce (counting managers/supervisors separately) 
completing diversity and inclusion related training (both mandatory and elective). 

Sample practices for Priority 3.3: 

The CHCO, EEO Director, and CDO (if any) should partner in developing the diversity and 
inclusion council, as well as training and education.  Below are sample practices for Priority 3.3: 

 Establish a Diversity and Inclusion Council which is chaired by an organizational head (or 

direct report designee) and include senior level officials and the heads of employee 

affinity and/or resource groups. 

 

 Promote cultural competency at your agency by educating and training Senior 

Executives, supervisors and HR professionals on the importance of D&I, as well as on 

how to conduct effective outreach, recruitment, interviewing and decision-making that 

is consistent with all legal requirements. 

 

 Ensure that appropriate agency personnel are trained in strategic planning, workforce 

planning, strategic recruitment, as well as cross-cultural and cross-generational training.  

 

 

• 

• 
• 
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Conclusion 

The Path Forward: Diversity, Inclusion, and the 

Innovation Connection 

 

                                       

 

Connecting Different Minds in Different Ways to Achieve Common 

Goals… 

One of the significant benefits of the Government-Wide Diversity and Inclusion Strategic Plan is 

innovation.  Innovation is the mechanism that provides creative and unique solutions to the 

complex and seemingly intractable problems many agencies face today.  However, to ensure 

sustainability of diversity and inclusion progress in this era of budget constraints, demographic 

shifts, and emerging technologies, there is a core requirement for agencies to focus on 

nurturing and harnessing the rich and critical benefits of innovation.  The ultimate benefit of a 

diverse and inclusive workplace is the resulting innovation that is produced when different 

minds are connected in different ways to achieve common goals.   

The primary key to innovation is diversity of thought. Diversity of thought in the social sciences 

is referred to as cognitive diversity.  Cognitive diversity is comprised of primarily two 

components - “seeing” and “thinking.”16  In other words, people have different perspectives 

                                                           
16 Page, S. E. (2007). The difference: How the power of diversity creates better groups, 
firms, schools, and societies. Princeton: Princeton University Press. 
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and different heuristics or “rules of thumb” which are a product of their unique upbringing, 

culture, and unique experiences. Perspectives are responsible for innovative breakthroughs.  

They are the game-changers.  Once a breakthrough has been established then subsequent 

innovations and improvements are made through the “thinking” part of the innovation 

equation.  This type of constant innovation can only take place through an environment where 

people feel included, connected, and engaged.  Connecting different minds is the key to moving 

innovation forward for Federal agencies. 

The primary goal of Federal agencies is to serve the American people.  Because the world is 

becoming more complex, social, and interconnected, agencies must be poised to harness 

diversity of thought and leverage it to generate innovative ideas to solve the tough problems 

they face. 

To build a culture that fosters innovation, agencies must hire for innovation talent; build teams 

that are diverse in talent, perspective and discipline; and place individuals in the right role to 

drive success. Once employees have been identified and placed, management can then provide 

them with the right training and onboarding relative to innovation and train managers for skills 

needed to drive talent. 

In addition, Federal agencies must have useful metrics that are embedded in the culture of the 

organization. These metrics include benchmarking tools that allow organizations to compare 

themselves to the best in industry.  

An agency that emphasizes connecting different minds, in different ways to achieve common 

goals is an agency that understands the functional importance of diversity. It is diversity of 

thought that is the engine that drives innovation. And it is innovation that ultimately 

determines the long term success of Federal agencies. 
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APPENDIX  A 
 

ORGANIZATIONAL STRUCTURES AND DIVISION OF RESPONSIBILITIES 

 
Agencies have requested guidance on the division of responsibilities between HR, EEO, and 
D&I.  The following table is adapted from Becoming More Competitive: How Diversity and 
Inclusion Can Transform Your Organization, American Council for Technology, and provides the 
typical allocation of key duties and responsibilities from six Federal agencies included in the 
Human Capital Shared Interest Group’s benchmark study: 
 

Key Duties and 

Responsibilities 

Chief Human 

Capital Officer 

Office of Civil Rights / 

Civil Liberties & EEO 

Office of Diversity 

and Inclusion 

Strategic Human 

Capital Planning and 

Organizational 

Assessments/Climate 

Surveys 

Leads process Has input Builds D&I Strategy 

aligned with overall 

plan and/or co-leads 

SHC planning efforts 

Workforce Planning- 

Workforce Analysis 

Leads process Has input Has input 

Writes Vacancy 

Announcement 

Leads -  

coordinates with 

line  

Has input Has input 

Outreach and 

Assistance  

Has input Works with D&I to 

identify pipelines & 

organizations that are 

disadvantaged including 

people with disabilities 

Leads process - 

handles outreach and 

works with Affinity or 

Employee Resource 

Groups 

Hiring Process Leads process Provides data/metrics Provides data/metrics 

Reasonable 

Accommodation 

Has input Lead process Has input 

I I I I I 
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Training – Supervisor/ 

On-boarding – 

Orientation etc. 

Manages overall 

training program/ 

Grievances 

Focus on EEO, 

Alternative Dispute 

Resolution (ADR) and 

Complaint process 

Focus on D&I and 

Conflict Management 

Writing Policy Lead on all HR 

policies 

Focus on EEO, ADR and 

Complaint process – 

reviews other HR 

policies 

Focus on D&I -–

reviews other HR 

policies 

Communications Plan 

and Metrics 

Communicates all 

HR policies and 

collects data 

Focus on EEO, ADR and 

Complaint process 

Focus on D&I – works 

with Diversity 

Councils 

Talent Management  Leads process Ensures opportunities 

are fair, transparent and 

open to all  

Ensures opportunities 

are fair, transparent 

and open to all 

 

Awards/Recognitions/ 

Accountability 

Framework – bonuses 

and compensation 

Leads process Ensures opportunities 

are fair, transparent and 

open to all 

Ensures opportunities 

are fair, transparent 

and open to all 

Exit Interviews etc.  May manage  Reviews data May manage  

 
As noted in Becoming More Competitive:  
 

From this benchmark study, we noted that no “one size fits all” solution exists and that 

agencies assign and perform the various [] functions differently, depending on the size and 

geographic locations of the offices….  One key organizational finding was that regardless of 

who was assigned responsibility for a particular function, it must be clear that input and 

feedback are required from [all three organizations] for the process to work efficiently and 

effectively. A second key finding was that flexibility and collaboration were key to ensuring 

that all [] functions are effectively managed across any [F]ederal agency to ensure that D&I 

strategies are developed, implemented, and acted upon.   

I I I I I 
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Our Nation derives strength from the diversity of its population and from its commitment 
to equal opportunity for all.  We are at our best when we draw on the talents of all parts of 
our society, and our greatest accomplishments are achieved when diverse perspectives are 
brought to bear to overcome our greatest challenges.   

             
         — President Obama,   
         Executive Order 13583 
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Overview 

This Government-Wide Diversity and Inclusion Strategic Plan (Plan) outlines the 
implementation of the President’s Executive Order 13583 on Establishing a Coordinated 
Government-Wide Initiative to Promote Diversity and Inclusion in the Federal Workforce 
(the Executive order).  This document incorporates recommendations from stakeholders 
with expertise in the areas of diversity and inclusion, equal employment opportunity, and 
organizational change.    
 
The Plan provides a shared direction, encourages commitment, and creates alignment so 
agencies can approach their workplace diversity and inclusion efforts in a coordinated, 
collaborative, and integrated manner.  Three key goals provide a path for successful agency 
diversity and inclusion efforts: workforce diversity, workplace inclusion, and sustainability.   
   

Background 

The Executive order directs executive departments and agencies (agencies) to develop and 
implement a more comprehensive, integrated, and strategic focus on diversity and 
inclusion as a key component of their human resources strategies.  This approach should 
include a continuing effort to identify and adopt best practices to promote diversity and 
inclusion and to identify and remove any barriers to equal employment opportunity, 
consistent with merit system principles and applicable law. 

A commitment to equal opportunity, diversity, and inclusion is critical to accomplishing the 
Federal government’s missions.  By law, the Federal government's recruitment policies 
should "endeavor to achieve a work force from all segments of society," while avoiding 
discrimination for or against any employee or applicant on the basis of race, color, religion, 
sex (including pregnancy or gender identity), national origin, age, disability, sexual 
orientation or any other prohibited basis.    (5 U.S.C. 2301(b)(1), 2302(b)).  As the Nation's 
largest employer, the Federal government has an obligation to lead by example.  Seeking to 
attain a diverse, qualified workforce is a cornerstone of the merit-based civil service. 

In order to cultivate high performing organizations for the 21st century, the Federal 
government must tap into the rich resources of our global community and ensure fairness 
and justice in the workplace. To accomplish this, we define diversity broadly, including, but 
not limited to, the legally protected categories.  Diversity encompasses all that makes us 
unique, including the diversity of thought and perspective that accompanies our identity.  
Only then can we realize the full performance potential and harness the innovation that 
diversity offers. This is more than a legal or moral imperative, it is a business imperative 
for public service. 
 
The difficult budget environment and the increased demand for innovation and efficiency 
present challenges to projecting and meeting future Federal human resources needs. 
Agencies can address these challenges with a diverse and inclusive workforce built by 
casting a broad net in the search for top talent, wherever it may be found.  Agencies that 

• 
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employ a workforce that draws from all corners of America – in filling positions from the 
Senior Executive Service (SES) to the entry level - will create a culture that fosters 
creativity and benefits from a greater return on investments in the workforce.  

Moreover, research has demonstrated that, while organizations may have diversity in their 
midst, employees may not perceive that their social identities are appreciated and included 
in the workplace.  For this reason, building inclusive workplaces ensures that all employees 
feel included, connected, and engaged.   

A comprehensive strategic human capital plan is critical to the ability of all Federal 
agencies to carry out assigned missions and properly manage their diverse workforces.  An 
important dimension of each agency’s human capital plan is the ability to identify and close 
current and emerging skill gaps thereby enabling the agency to carry out its mission more 
cost-effectively.  The U.S. Office of Personnel Management is working with the Chief Human 
Capital Officers (CHCO) Council and agencies to assess current and emerging skill gaps and 
develop strategies to close skill gaps in mission-critical occupations and skills areas that 
have the greatest impact on Government-Wide, and agency-specific, performance. The 
desired outcomes of this effort are: (1) increased proficiency levels in targeted skills areas 
through training, and (2) institutionalized processes for identifying and addressing skills 
gaps (Government-wide and agency-specific). 

From 2008 to 2010, a study of hiring trends across Federal agencies revealed that 
information technology (IT) and cyber security professionals, nurses, contract and 
acquisition specialists, border patrol agents, and program analysts were among the top 15 
most-hired positions within government.  In each of these fields, research shows that 
recruiting with an emphasis on cultural, experiential, and cognitive diversity will improve 
agencies’ prospects of having a workforce that is capable of addressing increasingly 
complex challenges more efficiently.  Beyond traditional measures of diversity, seeking 
individuals with varying degree types; Science, Technology, Engineering and Mathematics 
(STEM) backgrounds; and professional experience will also benefit agencies and offices 
Government-Wide. 

Creating a diverse Federal workforce that draws from all segments of society requires 
sustained commitment to ensuring a level playing field upon which applicants and 
employees may compete for opportunities within government.  Sustaining the highest 
levels of integrity and professionalism through new outreach and recruiting efforts is 
paramount to achieving the strategic vision set out in this Plan.  

 
 
 
 
 
 
 

• 
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Definitions of “Diversity” and “Inclusion” 
 
We define workforce diversity as a collection of individual attributes that together help 
agencies pursue organizational objectives efficiently and effectively. These include, but are 
not limited to, characteristics such as national origin, language, race, color, disability, 
ethnicity, gender, age, religion, sexual orientation, gender identity, socioeconomic status, 
veteran status, and family structures.  The concept also encompasses differences among 
people concerning where they are from and where they have lived and their differences of 
thought and life experiences.   
 
We define inclusion as a culture that connects each employee to the organization; 
encourages collaboration, flexibility, and fairness; and leverages diversity throughout the 
organization so that all individuals are able to participate and contribute to their full 
potential.  
 

Federal Government-Wide Diversity and Inclusion Vision Statement 
 
Be the Nation’s model employer by leveraging diversity and fostering inclusion to deliver 
the best public service. 
 

Federal Government-Wide Diversity and Inclusion Mission Statement 

Recruit, retain, and develop a diverse, high-performing Federal workforce that draws from 
all segments of society and values fairness, diversity and inclusion.     
 

Goals: 
 

1. Workforce Diversity.  Recruit from a diverse, qualified group of potential 
applicants to secure a high-performing workforce drawn from all segments of 
American society. 

 

2. Workplace Inclusion.  Cultivate a culture that encourages collaboration, 
flexibility, and fairness to enable individuals to contribute to their full potential and 
further retention. 

 

3. Sustainability.  Develop structures and strategies to equip leaders with the ability 
to manage diversity, be accountable, measure results, refine approaches on the basis 
of such data, and institutionalize a culture of inclusion. 

 
The three goals listed above are absolutely necessary for the successful growth of diversity 
and inclusion.  Other characteristics of diversity and inclusion best practice plans, such as 
leadership, accountability, measurement, and training are components of, and integrated 
in, the three goals. 

• 
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Goal 1: Workforce Diversity 
Federal agencies shall recruit from a diverse, qualified group of potential applicants to secure 
a high-performing workforce drawn from all segments of American society. 

 
Priority 1.1: Design and perform strategic outreach and recruitment to reach all 
segments of society. 

Actions:  

1. Collect and analyze applicant flow data. 

2. Coordinate outreach and recruitment strategies to maximize ability to recruit from a 
diverse, broad spectrum of potential applicants, including a variety of geographic 
regions, academic sources, and professional disciplines. 
 

3. Ensure that outreach and recruitment strategies designed to draw from all segments 
of society, including those who are underrepresented, are employed when using 
staffing flexibilities and alternative hiring authorities. 

 
4. Develop strategic partnerships with a diverse range of colleges and universities, 

trade schools, apprentice programs, and affinity organizations from across the 
country.  
 

5. Involve managers and supervisors in recruitment activities and take appropriate 

action to ensure that outreach efforts are effective in addressing barriers.  

 

6. Review and ensure that student internship and fellowship programs have diverse 

pipelines to draw candidates from all segments of society.  

 

Priority 1.2:  Use strategic hiring initiatives for people with disabilities and for veterans, 

conduct  barrier analysis,  and  support Special Emphasis Programs (SEPs), to promote 

diversity within the workforce. 

Actions: 

1. Review results of barrier analyses required under MD 715, develop action plans to 

eliminate any identified barrier(s), and coordinate implementation of action plans.  

 

2. Use Schedule A hiring authority for people with disabilities and Veteran Hiring 

Authorities as part of strategy to recruit and retain a diverse workforce.  

 

3. Support SEPs and appoint SEP Managers as advisors on hiring, retaining and 
promoting a diverse workforce. 

• 
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Goal 2: Workplace Inclusion 

Federal agencies shall cultivate a culture that encourages collaboration, flexibility, and 
fairness to enable individuals to contribute to their full potential and further retention. 
 

Priority 2.1: Promote diversity and inclusion in leadership development programs. 

Actions: 

1. Review leadership development programs, determine whether they draw from 
all segments of the workforce, and develop strategies to eliminate barrier(s) 
where they exist. 
 

2. Enhance mentoring programs within agencies for employees at all levels with an 
emphasis on aspiring Executive level employees.  
 

3. Develop and implement a succession planning system for mission-critical 
occupations that includes broad outreach to a wide variety of potential leaders. 

 

Priority 2.2:  Cultivate a supportive, welcoming, inclusive and fair work environment.  

 

Actions: 

1. Use flexible workplace policies that encourage employee engagement and 
empowerment, including, but not limited to, telework, flexiplace, wellness 
programs, and other work-life flexibilities and benefits.   
 

2. Support participation in employee affinity and resource groups and provide such 
groups with access to agency senior leadership. 

 

3. Administer a robust orientation process for new Federal employees and new 
members of the SES to introduce them to the agency culture and to provide 
networking opportunities.   
 

 
 
 
 
 
 

 

• 
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Goal 3: Sustainability 

Federal agencies shall develop structures and strategies to equip leaders with the ability to 
manage diversity, be accountable, measure results, refine approaches on the basis of such 
data, and engender a culture of inclusion. 

 

Priority 3.1: Demonstrate leadership accountability, commitment, and involvement 

regarding diversity and inclusion in the workplace. 

Actions:  

1. Affirm the value of workforce diversity and inclusion in each agency’s strategic 
plan and include them in workforce planning activities. 
 

2. Develop an agency-specific diversity and inclusion strategic plan, and implement 
that plan, through the collaboration and coordination of the Chief Human Capital 
Officer, the EEO Director, and the Director of Diversity (if any). 
 

3. Ensure that all SES members, managers, supervisors and employees throughout 
the agency have performance measures in place to ensure the proper execution 
of the agency’s strategic plan, which includes diversity and inclusion, and that all 
are trained regarding relevant legal requirements. 
 

4. Develop and widely distribute a set of diversity and inclusion measures to track 
agency efforts and provide a mechanism for refining plans. 
 

Priority 3.2:  Fully and timely comply with all Federal laws, regulations, Executive 

orders, management directives, and policies related to promoting diversity and inclusion in 
the Federal workforce.  

Actions: 

1. Employ a diversity and inclusion dashboard with metrics as a tool for agency 

workforce planning and reporting.  

  

2. Timely submit to the U.S. Office of Personnel Management (OPM) reports 

required by Federal laws, regulations, Executive orders, management directives, 

and policies.  Where an agency fails to do so, OPM will issue a Diversity and 

Inclusion Improvement Notice and notify the President’s Management Council 

(PMC) of the deficiency. 

 

 

• 
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Priority 3.3:  Involve employees as participants and responsible agents of diversity, 
mutual respect and inclusion. 
 

Actions: 
 
1. Create a formal diversity and inclusion council at each agency with visible 

leadership involvement. 
 

2. Participate in, and contribute to, OPM’s Diversity and Inclusion Best Practice 
Program, pursuant to Executive Order 13583. 

 
3. Ensure all employees have access to diversity and inclusion training and 

education, including the proper implementation of the Agency-Specific Diversity 
and Inclusion Strategic Plan as well as relevant legal requirements. 

 

• 
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Overview
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Overview

Performance management is the systematic process by which an agency involves its employees, as individuals and
 members of a group, in improving organizational effectiveness in the accomplishment of agency mission and goals.

Employee performance management includes:

planning work and setting expectations,
continually monitoring performance,
developing the capacity to perform,
periodically rating performance in a summary fashion, and
rewarding good performance.

The revisions made in 1995 to the Governmentwide performance appraisal and awards regulations support sound
 management principles. Great care was taken to ensure that the requirements those regulations establish would
 complement and not conflict with the kinds of activities and actions practiced in effective organizations as a matter of
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 course.

Additional background information on performance management can be found in the following articles:

Chronology of Employee Performance Management in the Federal Government
Setting the Stage for Performance Management Today

Planning

In an effective organization, work is planned out in advance. Planning means setting performance expectations and
 goals for groups and individuals to channel their efforts toward achieving organizational objectives. Getting employees
 involved in the planning process will help them understand the goals of the organization, what needs to be done, why it
 needs to be done, and how well it should be done.

The regulatory requirements for planning employees' performance include establishing the elements and standards of
 their performance appraisal plans. Performance elements and standards should be measurable, understandable,
 verifiable, equitable, and achievable. Through critical elements, employees are held accountable as individuals for work
 assignments or responsibilities. Employee performance plans should be flexible so that they can be adjusted for
 changing program objectives and work requirements. When used effectively, these plans can be beneficial working
 documents that are discussed often, and not merely paperwork that is filed in a drawer and seen only when ratings of
 record are required.

Monitoring

In an effective organization, assignments and projects are monitored continually. Monitoring well means consistently
 measuring performance and providing ongoing feedback to employees and work groups on their progress toward
 reaching their goals.

Regulatory requirements for monitoring performance include conducting progress reviews with employees where their
 performance is compared against their elements and standards. Ongoing monitoring provides the opportunity to check
 how well employees are meeting predetermined standards and to make changes to unrealistic or problematic standards.
 And by monitoring continually, unacceptable performance can be identified at any time during the appraisal period and
 assistance provided to address such performance rather than wait until the end of the period when summary rating
 levels are assigned.

Back to Top

Developing

In an effective organization, employee developmental needs are evaluated and addressed. Developing in this instance
 means increasing the capacity to perform through training, giving assignments that introduce new skills or higher levels
 of responsibility, improving work processes, or other methods. Providing employees with training and developmental
 opportunities encourages good performance, strengthens job-related skills and competencies, and helps employees keep
 up with changes in the workplace, such as the introduction of new technology.

Carrying out the processes of performance management provides an excellent opportunity to identify developmental
 needs. During planning and monitoring of work, deficiencies in performance become evident and can be addressed.
 Areas for improving good performance also stand out, and action can be taken to help successful employees improve
 even further.

Rating

• 
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From time to time, organizations find it useful to summarize employee performance. This can be helpful for looking at
 and comparing performance over time or among various employees. Organizations need to know who their best
 performers are.

Within the context of formal performance appraisal requirements, rating means evaluating employee or group
 performance against the elements and standards in an employee's performance plan and assigning a summary rating of
 record. The rating of record is assigned according to procedures included in the organization's appraisal program. It is
 based on work performed during an entire appraisal period. The rating of record has a bearing on various other
 personnel actions, such as granting within-grade pay increases and determining additional retention service credit in a
 reduction in force.

Note:

Although group performance may have an impact on an employee's summary rating, a rating of record is assigned only
 to an individual, not to a group.

Back to Top

Rewarding

In an effective organization, rewards are used well. Rewarding means recognizing employees, individually and as
 members of groups, for their performance and acknowledging their contributions to the agency's mission. A basic
 principle of effective management is that all behavior is controlled by its consequences. Those consequences can and
 should be both formal and informal and both positive and negative.

Good performance is recognized without waiting for nominations for formal awards to be solicited. Recognition is an
 ongoing, natural part of day-to-day experience. A lot of the actions that reward good performance like saying "Thank
 you" don't require a specific regulatory authority. Nonetheless, awards regulations provide a broad range of forms that
 more formal rewards can take, such as cash, time off, and many nonmonetary items. The regulations also cover a
 variety of contributions that can be rewarded, from suggestions to group accomplishments.

Managing Performance Effectively

In effective organizations, managers and employees have been practicing good performance management naturally all
 their lives, executing each key component process well. Goals are set and work is planned routinely. Progress toward
 those goals is measured and employees get feedback. High standards are set, but care is also taken to develop the skills
 needed to reach them. Formal and informal rewards are used to recognize the behavior and results that accomplish the
 mission. All five component processes working together and supporting each other achieve natural, effective
 performance management.

Back to Top

U.S. Office of Personnel Management

1900 E Street, NW, Washington, DC 20415

202-606-1800

Federal Relay Service (external link)

A - Z Index
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AN ACT July 2. t964 

To P--Dforce the constitutional right to vote, to con:l& ju.rill(lictlon UPon tbe _ [_H_. _R_. _71_5_21 __ 
distl':lrt 1:ourts of the UnJtl'd States to provide injunctive relief against 
dJscrimlDation In public accommodations, to authorize the Attorney General to 
ln!!tltnte 11uit!! to protect coostltutional rights in public tacnJties and public 
'1dueation, to extend the Commission on Civil Rights, to prevent discriJllination 
in federally assisted programs, to establlsb a CommissJon on Equal Employ-
ment Opportunity, and for other purposes. 

Be it enacted by the S<mate amd B<>1.1,at of Representatwe8 ,of tlie 
I ·nited State8 of Arnerica in Oongre811 a,s8embled, That this Act may 
be cited as the "Civil Rights Act of 1964''. 

TITLE I-VOTING RIGHTS 

SEo. 101. Section 2004: of the Revised Statutes (42 U .S.C. 1971), 
us amended by section 131 of the Civil Rights A.ct of 1957 (71 Stat. 
63'7), and as further amended by section 601 of the Civil Rights Act 
of 1960 (74 Stat. 90), is further {llllended as follows: 

(a) Insert "1" af.ter "(a)" in subsection (n) and add at the end of 
subsection ( o.) the following new pa1'll.grapl1s: 

'' (2) No person acting under color of la,w shall-
" (A) in determining whether a.ny individual is qualified under 

State iaw or laws to vote in any Federal election, apply any 
standard, practice, or procedure djfferen.t from the standards, 
practices, or procedures npplied under such law or laws to other 
1,ndividuiils within the ~\.me county, parish or similar political 
subdivision who hnve been found by State officials to be qualified 
to vote; 

" ( B) deny the right of uny individual to vote in any Federal 
election because of an error or omission on any record or paper 
relating to any application, registration, or other act req_uisite 
to voting, if such error or omiBffion is not material in determin
ing whether snch individual is quo.lilied under State law to vote 
in such election; or 

"(C) employ any literacy test. as a qualification for voting in 
nny FedemJ election unless (i) such test is administered to 
each individual and is conducted wholly in writing, and (ii) a. 
certified copy 0£ the test and of the answers given by the indi
vidual is furnished to him wit.hin twenty-five days of the submis
sion of his request made wjthin the pe1'10d 0£ ti.me during which 
records and papers are te(Juired to be retained and preserved pur
suant to title Ill of the C1vil·Rights Act of 1960 (42 U.S.C. 1974-
'74ej 74 Stat. 88): Provi.ded, howew~r, That the.A.ttorney General 
may enter int,o agreements with appropriate State or local author
ities that pre_t>a1·ation, conduct, and maintenance of such test.s u1 
o.ccordunce w1th the yrovisions of applicable State or local law, 
including such specia provisions as are necessa.ry in t.be prepara
tion, conduct, and maintenance of such tests for persons who are 
bl~d or otherwise physicall_y handic1q~ped, meet t~e purposes of 
this subparagraph and constitute compliancethereW1th. 

« ( 3) For purposes of this subsection-
" (A) the t.errn 'vote' shall have the same menrung as in subsec

tion ( e) of this section ; 
"(B) the phrase 'literacy test' includes any test. o-f Lhe ability 

to read, write, understand, or interpret any matter." 
(b) Insert immediately following tlie period at the end of the first 

sentence of subsection ( c) the following new sentence: "1.f in any 
such proceeding literacy is a relevant fact there shall be a rebuttable 
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p1·esumptio11 thut nny person who has not been adjm.l~ed an incompe
tent and who has. completed the sixth grad~ in a pubbc school in, or a 
private school accred.1ted by, any State or ten.itory, the District. of 
Columoia, or the Commonwenlth of Puerto Rico where instruction 
is carried on predominantJy in the English language, posses.5e.s suffi
dent literacy, comprehension, 1md intelligence to vote in any Federal 
election." 

(c) Add the following subsection ''(f)" and designate the present 
subsection " ( f)" as subsection "(g) ": 

,c(f) When used in subsection (a) or (c) of this section, the words 
'Federal election' shall mean any gener-al, speqia.1, or primary election 
held solely or in part for the purpose of electing or selectin~ any 
candidate for the office of President, Vice President, presidential 
eJector, Member of the Senate, or Member of the House of Repre
sentil.tives.n 

( d) A.dd the .followin~ subsection "(h) '': 
'' (h) In any proceeding instituted by the United States in any 

dist.net court of the Unjted. States under this section in which the 
Attorney General requests a finding of a, pattern or practice of 
discrimination pursuant to subsection ( e) 0£ this section the Attorney 
General, at the time he files the comp1aint, or any defendant in the 
proceeding, within twenty days after service upon him of the com
pla-in~ may file with the clerk of such court a 'Nl(juest that a court of 
three judges be convened to henr and determitte the entire case. A 
copy of the request for a t.hree-judge court shall be immediately fur
nished by such clerk to the chief judge of the circuit (or m his 
absence, the presiding circuit judge of the circuit) in which the case 
is pending. l1pon receipt of the copy of 1mch request it shall be the 
duty of the chief judge of the circuit or the presiding circuit judge, 
ns the case may be, to designate immediately three 1ud~ in such 
circuit, of whom at least one shall be a cireujt judge and another of 
whom shall be a district judge of the court in which the proceeding 
was instituted. to hear n.nd determine such case, and it sh.all be the 
duty of the judges so designated to assign the case for hea.ring at tbe 
earliest practicable date, to participate in the hearing and determinn,
tion thereof, and to cause the case to be in every way expedited. An 
n_ppeal from the fin3J judgment of such court will lie to the Supreme 
Court. 

"In !l.ny proceeding brought under subsection (c) of this section 
to enforce subsection (b) of this section, or in the event 11either the 
_.\ttorney General nor any defendant files a l'equest for a three-ju~e 
court. in any proceedin~ authorized by t'his subsection, it shn.ll be the 
rluty of the chief judge of the district ( or in his absence., the iicting 
chief judge) in whlch the case is pending immediately to designate 
11 judge in such district to hear and determine the case. In the event 
thn.t no jud~ in the district is available to hear and determine the 
<',\se, the clue£ judge of the dist.rid, or the acting chief jud~e1 as the 
c:lse may be, shall certify this f-act to the chief judge of the circuit 
( or, in his absence, the acting chief judge) who shall then designate a 
<listrict or circuit ju~CY(l. o1 the <'ircuit to hen.r ancl determine the, case. 

"It shall be the duty of the judge designated pursuant to this sec
tion to as.sign the case £or hean:ng rut the earliest practicable date and 
to cause the case to be in every way expedited." 



78 STAT.] PUBL[C LAW 88-352-JULY 2, 1964 

TITLE II~INJUNCTIVE RELIEF AGAINST DISCIUMINA
TION IN PLACES OF PUBLIC AOCOMMOD.A.TION 

243 

8:Eo. 201. (a) All persons shall be entitled to the full and equal Equal acceas. 

enjoyment of the goods, services, facilities, privileges, advantages, 
and accommodations of any place of _public accommodation, as de-
fined in this section, wihhout disorimumtion or segregation on the 
ground of race, color! reli~on, or national origin. 

(b) Each of the follow.mg establishments which serves ,the public .!:~!~~!:'::'t• 
is a place of public accommodation within the meaning of this tit,le atate commarce. 

if its operations affect. commerce, or if discrimination or segregation 
by it is supported by State action: 

(1) a,ny inn, hotel, motel, or other estwblishment whfoh pro- Lodit10it•• 

vides lodgin~ to t1-u.nsient guests, other than a.n establishment 
located within a. building which contains not more th.an five 
rooms for rent or hire and which is actually occupied by the 
proprietor of such establishment as his residence; 

(2) nny restaurnnt, cafeteria, lunchroom, lunch count&r1 sodo. 8 ... t ""rant11
, ete. 

fountnfo, or other facility principo.J1y engaged in selling food for 
consumption on the premises, including, but not limited to, any 
such facilitv loctited on the premises of o.ny retail establishment; 
or any gasoline station; 

( 3) any motion pichlre house, theater. concert hall, sports Theel era, alll• 
•Ad. l ] f -i. •b· • · • • d dlums, ete. arena, $\,a.I, Lum or ot, 1er p ace o ex111 1faon or entertammen,,,; an Other covered 

(4) .any est,ablish.ment (A) (i) which is physically located establJahments. 

within the premises of nnv establishment otherwise covered by 
this subsection, or (ii) witlim the premises of which is physically 
located any such covered establishment, and (B) which holds 
itself out as serving patrons of such <'.overed est.ablishment, 

(c) The operations of an establishment affect commerce within the Operatlona af• 
• f '1..' • } if ( ) • · f b blishm d 'bed . Cectlnit •commerce meaning o tms ht e 1 It JS one O t e esta ents escn m criteria. 

para~ph (1) of subsection (b); (2) in the case o:f an establishment 
described in paragraph (2) of subsection {b), it serves or offers to 
sel:'Ve int.ersta~ travelers or a substantial portion o:f the :food which it 
serves, or gasoline or other products which it sells, bas moved in 
commerce; (3) in the case of an establishment described in paragraph 
(3) of subsection (b), it. customarily presents films, performances, ath-
letic teams, exhibitions, or other sources of entertainment which move 
in commerce; and (4) in the case of an establishment described in 
paragraph ( 4) of subsection (b). it is physically located within the 
premises o:f, or there is physic11.Uy located wit,hln its premises, an 
establishment the operations of which affect commerce within the 
meaning of this subsection. For purposes of this section, "commerce" " Commerce," 

means travel, trade, traffic, commerce, trnnsportation, or communica-
t ion among the several States. or between the l)istrict of Columbia and 
any State, or between any foreign country or any territory or pos-
session and al}Y State or the District of Columbia, or between points 
in the same :State but through any other State or the District of 
CoJumbia ora forejgn country. 

( d) DiscriminRtion or se_gregation by an establishment -is sup- Support by 6181" 

p~rl~d by Sta.te l\{'tion :witlnn t)'e m~ning of this title if such dis- octlon. 

c.rurunabon or segregation (1) 1s earned on under color of any law, 
statute, ordinance, or regulation; or (2) is carried on under color of 
any custom or usage required or enfo-reed by officials of the State or 
political subdivision thereof; or (3) is reqt1i:red by action of the 
Stat& or po] itical subdivision thereof. 

(e) The provisions of this title s'hall not apply to a private club Prlvaie utab-
.,-,._ t bl"sh . f th bli h Hahmenta. or o .. uer es a 1 ment not JD net open to e pu c, except to t. e 

anent that the facilities of such establishment are made available 
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to the customers or patrons of an establishment within the scope of 
subsection (b). 

SEO. 202. All persons shall be entitled to be free, at a:ny establish
ment or place, from discrinµnation or segregation of 1tny kind on 
the 8round of race, color1 religion, or nationa.l origin, if such discrim-
1nat10n or segregatfon 1s or purport~ to be required 1by any law, 
stat,ut,e, ordinance, regulRtion, rule, or order of a. St,ate or any agency 
or political subdivisio11 thereof. 

SEO. 203. No person shall (a) withhold, deny, or attempt to with
bold or deny, or deprive or attempt to deprive, any pe1rson of any 
'right or privilege secured by section 201 or 202, or (b )1 intimidate, 
threaten, 01· coerce, or attempt to intimido,te, threaten, or coerce cmy 
person wi.th the pu.rpose of interfering with any right or privilege 
secured by section 201 or 20-2, or (c) pn,nish or attempt to punish 
any person for exercising or attempting to exercise any right or 
pr1 vilege seemed by section 201 or 202. 

s~c. 204. (a) Whenever any person has engaged orr there are 
t'E',asonable grounds to believe that any person is about to engage 
in any act or practice prohibited by section 203, a civiJ action for 
preventive relief, including an application for a permanent or tem
porary injunctio~ restraining order, or other ordi~r, may be 
mstituted b,Y the person aggrieved and, upon timely application, the 
court may, m its discretion, permit the Attorney General to intervene 
in such civiJ action if he certifies that the case is of general public 
importance. Upon application by the complainant and in such ch·
cumstltllces as the court may deem just, tlie court may appoint an 
attorney for such complainant and may authorize the commencement 
of the civil action without the payment of fees, costs, or siecurity. 

(b) In any action commenced pursuant to this t.itle, fae court, in 
its discretion, may allow the prevailing party, other tha.111 the Un~ted 
States, a reasonable attorney's fee as part of the costs, and the Umted 
States shall be liable for costs the same as a ptiva,te person. 

(c) In t,he case.of nn aUeged net or practice prohibited by this WJe 
which occurs in a State, or ,rolit-ical subdivision of a Stat1B, which has 
a State or local law prohibiting such act or practice and establishing 
or authorizing a State or local authority to grant or seek relief from 
such practice or to inslit,ut~ ct'iminiil proceedings with re~;pect thereto 
upon r~eivfag not.ice th0n>,0f, J}O C!vil actio~ may be brought. ~der 
s ubsection (a) before tl1e exp1mtton of l.h.i.rty days a:fter written 
notice of such alle~ed :ict or practice has been given to the appropriate 
State or local authority by registered m:iil or in person, p1rovided Lltat 
the court may stny proceedings in such civH action pending the 
termination of State or local enforcement proceedings. 

(d) In the case of an alleged act or practice prohibited by t~is 
title which occurs in a State, or r,olitical subdivision of a State, which 
has no State or local law prohibitin~ such act or practice, n civil action 
may be brought under subsection (a): PrO'IJldcd, That the court may 
refer the matter to the Community Relations Service es1tablished by 
title X of th is Act. for ns long as the COl.\rt believes there is :o. reasonable 
possibility of obtaining voluntary oomp]iance, but for no,t m_?re than 
sixty days: Provided further. That upon expiration of such SIX.ty-day 
period, the court mn.y extend such period for an additional period, not 
to e.xceed a. cumulative total of one hundred and twenty days, i1 it 
believes the1--e- t.hen exists a reasonable possibility of securing voluntary 
compliance. 

SEC. 205. The Service is authorized to make a full inv~,stigation of 
nny complaint referred to it by the court under section 204(d) and 
may hold such hearings with respect thereto a.s may be necessary. 
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The Service shall conduct o.ny hearings with respect to any suoh com
plaint in executive session, and shall not release any testimony given 
therein except by agreement of all parties involved in the comp1aint 
with the permis$ion of the court, and the Service shall endeavor to 
bring about a voluntary settlement between the parties. 

SEc. 206. (a) Whenever the Atfomey General has reasonable cause suits by Attor-ney G~ne.rsf. 
to believe that any person or group of persons is engaged in a pattem 
or practice of resistn.nce to the full enjoyment of 1111y of the rights 
secured by this title, and that the pattern or practice is of such a 
natm-e and is intended to deny the full exercise of the rights herein 
described, the Attorney Genera] may bring a civil action in the appro
priate district court of the United States by filing with it a complaint 

{

1) signed by him (or in his absenoo the Acting Attorney General), 
2) setting :forth facts pertaining to such pattern or practice, and 
3) requesting such preventive relief, including an application for a 

permanent, or temporary it1junction, restraining order or other order 
against the person or persons responsible for such pattem or prac
tice, as he deems necessary to insm·e the full enjoyment of the rights 
herein described. 

(b) In any such proceeding the A ttorney General may file with the 
clerk of such court a request that a court of t.hree judges be convened 
to hea.r and determine t)1e citse. Such request 'by the Att-0mey Gen
era,} shall be accompanied by a certifica.~ that, in his O}?'inion, the 
~·ase is of general pu·blic importance. A copy of the oerti.6.cate and 
request ior a three-ju!.1ge court shall be immedia.te]y furnished by 
such clerk to the chief Judge of the circuit ( or in his absence, the 
presiding circuit judge of the circui't) in which the case is pending. 
l J?OO receipt of the copy of such request it shall be the duty of ,the Jl~;:;11net1on °< 
chief judge of the circuit or the presiding circuit judge, ,as the case · 
may be, to designate immediately three judges in such circuit, of 
whom nt least. one sh1ill be a circrut ju~e and another of whom she.11 
be a district judge of the court in which the p1·oceeding was insti-
tuted, to 11-ear and determine such case, and it shall be the duty of 
the judges so designated .to assign the case for hearing at the earliest 
praoticreble date, to participate in the hearing ancf determination 
thereof, and to en.use the case to be in every way e~--pedited. An Appeals. 

n,ppeal from the final judgment of such court will lie to the Supreme 
Court. 

In t.he event the Attorney General fails to file such a request in 
any such proceeding, it shall be the duty of the chief judge of the 
district (or in his absence, the acting chiei judge) in which the case is 
_pending immecliately to designate a judge m ~ch ~trict to !lea: an? 
determme the case. In the event that no Judge m the d.istnct 1S 

available to henr and determine the case, the chief judge of the district, 
or the acting chief judge, as the case mn:y be, shall certify this fact 
to the chief judge of the circuit ( or in his absence, the acting chief 
judge) who shall the..n designate a district or circuit judge of the circuit 
to hear and determine the case. 

It shall be the duty of the judge designated pursuant to tbis section 
to assign the case for _hearing at the earliest practicable date and to 
cause the case to be in every way expedited. 

SEO. 20'7. (a) The district courts of the United States shall have 01• tr1ct courts, 
jurisdiction of proceedings instituted pursuant to this title a.nd shall JurlsdicUon. 

exercise the same without ~rd to wnether the aggrieved party shall 
have exhausted nny ndmirustrntiva or other remedies that may b6 
provided by law. 
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(b) The remedies provided in th.is title shall be the e)tclusi ve means 
of enforcing the rights based on this title, but notbinig in th.is title 
~all pr~lude any individual or any State or local agenc:y ~om a_ssert
~ any right based on any other Federal or State law n,ot mcoDSistent 
with this title, including any statute or ordinance reqllliring nondis
crimination in public establishments or accommodatioru;, or £rom pur
suing any remedy, civil or crituinu1, which rnay be a.vtiila.ble for the 
vindication ore11lorcement of such right. 

TITLE III-DESEGREGATION OF PUBLIC FACILITIES 

. SEC: ~01. (a) Whenever.th€: 4-ttomey General receiv,as a o~mpla.int 
m writing signed by an mcliv1duo.l to the effect that he 1s being 
deprived of or threatened with the loss of his right to the equal 
protection of the laws, on account of his race, color, religion, or 
national origin, by bejng denied equal utilization o,f any public 
facility wnich is owned, operated, or managed by or on behalf of any 
Stt\te or subdivision thereof, other than a public school or public 
college as defined in section 401 of title IV hereof. llncl the Attorney 
Genern] believes the complaint is meritorious and certifies that the 
si~eJ'· or signers of such complaint are unable, in his judgment, to 
irutiate and maintain appropriate legal proceedings for relief and 
that the institution of. an .action .will I?!l-~erial]y furth"r the orderly 
progress of desegregation lI1 public facilities, the Attorney General 1s 
authorized to institute for or in the nnme of the United States a civil 
notion in any appropriate district court of the United :Stntes against 
such parties and for such relief :ts may be appropriate, omd such court 
shall have and shall exercise jurisdiction of proceediltlgs instituted 
pursul\.nt to this section. The Attorney General may jmplead as 
ilefendnnts such additional parties as nre or become necessary to the 
grant of effective relief hereunder. 
. .<~) The Attor~ey ~enern.l ma:y deem a person or l)ersons .un~ble to 
uut1ate and mamtam 1tppropr1a.te legal proceedmg,s W1t.ru.n the 
meaning of subsection (a) of this section when such pemon or persons 
are nnab]e, either directly or through other interestod persons or 
organizations, fo bear the expense of tbe Htigat.ion or to obtain effec
tive legal representation; or whenever he is satisfted th1a.t the institu
tion of such ]it.i~atiou w.ould jeopardize the personal sa~feo/, em.P.l?Y· 
ment, or econoIDJC standillg of such person or persons, 1~heir fuIIlllies, 
or their property. 

SEc. 302. In any action or proceediug w1der this title the United 
States shall be liable for costs, including a reasonable. ll\ttorney's fee, 
the same as a private person. . 

SEc. 303. Nothing in this titl.e sh.all affect a.dver5f:1Y th~ nght.of ~ny 
person to sue for or obtain rebe:f m any court against chscrnnmat1ou 
in any facility covered by this title. 

Si::c. 304. A complaint as U$0d in this title is a writing or document 
wit.bin the meaning of section 1001, title 18, United Sta:tes Code. 

TITLE IV-DESEGREGATION OF PUBLIC EDUCATION 

DEFINITIONS 

SEC. -101. As used in th.is title-
" Commtsslonu.'' (a) "('omm.issioner" means the Co°:lmissioner of Eolucation. . 
" Dese.grege- (b) "Deseg.reption" means the a$Slgnment o-f stud1~nts to pubhc 

tipn." schools and within such schools without regard to thell' race, co1or, 
religion, or national origin, bu.t "desegre~tion" shaU not mean ~he 
assignment of students to public schools in order to ov·ercome re.cm] 
imbalance. 
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( c) "Public school" men.us any elementary or secondary eduCS1tional ~'!':i"!!c 
institution, and Hpublic college" means any institution of bit.?her sc • 

edu~tion or any technical or voca.tional school a·bove the secondary 
school level, provided that such public school or public college 1s 
operated by a State, s11bdivision of a. St.ate, or governmental agency 
within a State, or operated wholly or predomina.ntly from or through 
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the use of governmental funds or property, or funds or property 
derived from a governmental source. 

( d) "School board" means any iage.ncy or agencies which a.dmin- "School boarrl." 

ister a system of one or more public schools and any other agency 
which is responsible for the assignment of students •to or within Sllch 
system. 

SURVEY ,um REPORT OF EDUCATIONAL OPPORTUNlTIES 

SEC. 402. The Commissioner sha;ll conduct a survey and make a Report to the 

l P ·a d 1 Co ···bin f th President end report to t 1e res1 ent an t 1e ngress, Wli, two. years o e co.ngrns. 

enactment of this title, concernin~ the lack: of ava.ila:bility of equal 
educational opportunit,ies for individuals by reason of ra:ce, color, 
religion, or national origin in public educa.:tfonal institutions a.t all 
levels in the United States, its territories and possessions, and the 
I>istrict of Columbia. 

TECHNICAL ASSISTANCE 

SEo. 403. The Commissioner is authorized, upon the application of 
nny school bon,rd, State, municipality, sohool district, or other govern
mental unit legally responsible for operating a, public school or 
schools to render technical assistance to such applicant in the prepara
tion adoption, and implementation of plans for the desegregation of 
public schools. Such toohnicl\l assistance ma,y, among other activities, 
mclude making available to such agencies information regarding 
effective methods of coping with spooial educational problems 
occasioned by desegregation, and making available to such agencies 
personnel of the Office of Education or other persons specially 
equipped to advise and assist them in coping with such problems. 

TRAINING INS'l'ITUTES 

S"Ec. 404. The Conunissioner is authorized to arrange, through 
gr-.i,nts or contracts, with institutions of higher education for the oper
ation of short.-term or regular session institutes for special tro.ining 
de.signed to improve the ability of teachers, supervisors, counselors, 
~d other. elementa~ or secondary scho?l personnel to deal _e:ffeotively 
with special educational problems occasioned by desegregation. Indi
viduals who attend such an institute on a full-time basis may be paid 
stipends for the period of their attendance at such institute in amounts 
specified by the Commissioner in regulations, -including allowances 
for travel to attend such .institute. 

GRANTS 

S1:10. 405. (a) The Commissioner is authorized, upon application of 
a school board, to make gra.nts to such board to pa.y, in whole or in 
p&rt, the cost of-

(1) giving to teachers and other school personnel inservioo 
training in dealing with problems incident to desegresation, a.nd 

(2) employing spedahsts to advise in problems incident to 
desegregation. 

(b) In determining whether to make a. grant, and in fixing the 
amount thereof and the terms and conditions on which it will be me.de, 
the Commissioner shall take into oonsidera.tion the amount available 

31-667 0-6)-19 

Stipends, etc, 

Condltlons. 
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for pnts under this section and the other applications which are 
pen.cung before him; the financial condition of the applicant and the 
other resources available to it; the nature, ext.ent, o.nd gravity of its 
problems incident to desegregation; and such other factors as he finds 
relevant. 

PAYMENTS 

SEo. 406. Payments pursuant to a gra.nt or contract under this title 
m1iy be made (after necessary adjustments on account of previously 
made overpayments or underpayments) in advance or by way of reim
bursement, and in such installments, ns the Commissioner may deter
mine. 

SUITS BY THE ATTORNEY GENER.AL 

SEc. 4:07. (a) Wbenever I.he Attorney Gene1·al receives a complaint 
in wtitin.g-

(1) signed by a parent or group of pai-euts to the effect that his 
or their minor children, as members of a clttss of persons sjmilarly 
situated, are being deprived by a school board of the equal pro
tection of the laws, or 

(2) signed by 11n individual, or his pa.rent, to the effect that he 
has been denied admission to or not permitted to continue in 
attendance at a pubJic college by reason of r11,ce, color, religion, or 
nationa 1 origin 

nod the Attorney General believes tl1e comph,int is meritorious and 
certifies thnt the si~er or signers of such complaint a1-e unable, in his 
judgment, to jnitiate and maintain appropriate legttl proceedings 
:for relief and tba.t the institution of an ac.tion will materially further 
the orderly achievement of desegregation in public educationt the 
.Attorney Geneml is authorized, after giving notice of such complaint 
to tl1e appropria.te school board or college authority u.ud nite.r- certify
ing that he is satisfied that such boa,rd or authority has had a reason
able time to adjust tl1e conditions alleged in such complaint, to institute 
for or in the nam_e of the Dnjted States a civil action in any appro
priate district court of the United Stat.es against such. paities and for 
such relief as may be appropriate, and such cot1rt sha.lJ have and 
shall exerciseJ·urisdictfon of pr0ceedingS instituted pursuant, to this 
section, provi ed that nothing herein sh11,Il empower any officia.J or 
court of the Unjted States to issue any order seeking to itehieve a 
mcial balance in llllY school by requiring the tnmsporbttion of pupils 
or students from one school to another or one school distrkt to another 
in order to achieve such racial balru1ce, or otherwise enlarge tlte exist
ing power of the court to insure compliance with constitutional stand
a.rds. Tbe Attorney General may implead as defendants such addi
tional parties as nre or become necessary to the grant of effective relief 
hereunder. 

{b) The Attorne:y General may deem a person or persons unable to 
initiate and maintam appropr.ia.te legal proceedings within the mean
ing of subsection (a) of this section when such person or persons are 
unable, either directJy-or through other interested persons or organiza
tions, to bestr the expense of the litigation or to obtain effective legal 
representation· or whenever he is satis.fied that the institution of such 
litigation wouid jeopardize the personal safety, employ~:nent, or eco
nomic standing of such person or persons, their families, or their 
property. 

(c) 'rhe term "parent" o.s used in this section includes any person 
standing in loco parentis. A "complaint" as used in thls section is a 
writing or document withjn the meaning of section 1001, title 18, 
United States Code. 
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SEc. 408. In any action or proceeding under this title the United 
States shall be liable for costs the same as a private person. 

SEc. 4-09. Nothing in this tiUe shall affect adversely the right of any 
person to sue for or obtain relief in any cow:t against discrimination 
m public education. 

SEO. 410. Nothing in this title shall prohibit classification and 
as~ignment for reu-sons other than race, color, religion, or national 
or1gm. 

TITLE V-COMMISSION ON CIVIL RIGHTS 

SEc:. 501. Section 102 of the Civil Rights Act of 1957 (42 U.S.C. 
1975a i 71 Stat. 634) is a.mended to read as -foUows: 

"ROLES OF PROCEDURE OF TUE 00:M:MlrI!SION REAIUNGS 

"SEo. 102. (a) At least thirty days prior to the commencement of 
Roy hearing, the Commission shall cause to be published in the Fed
eral Register notice of the date on which such hearing is to commence, 
the elace at which it is t.o be held and the subject of the hearing. The 
fflmn-man, or one designated by him to act au Chairman at a hearing 
of the Commission, shl\11 announce in an opening statement the 
imbject of the hearing. 

"(b) A copy of t-he Commission's t·ules shall be mnde available to 
uny witness befol.'e the Commission, and a witi11ess compelled to appear 
before the Commission or required to producE1 written or other matter 
shall be served with a copy of the Commissiiim's rules at the time of 
service of the subpena. 

"(c) Any person compelled to appear in person be-fore the Com
mission shall be accorded the right to be accompanied and advised by 
counsel, w110 shnU have the right to subject his client to reasonable 
examination, and to make objections on the record and to argue briefly 
the basis for such objections. The Commission shall proceed with 
t'easonable displ\tch to conclude any hearing in which it is engaged. 
Due regard sl1a]l be had for the convenience nlld necessity ofwitn~s. 

" ( d) The C'lmirmnn or Acting Chflii.rman may punish breaches of 
01·der and decorum by censure nn_d exclusiGin from the hearings. 

" ( e) If the Commission determines that e,vidence or testimony at 
:my heitrin~ may tend to defame, degrade, ,or incriminate any per
son, it shall receive such evidence or testimo,ny or summary of such 
eddence or testimonv in e.~ecutive session. The Commission shall 
itfford nny perso11 defamed, degraded, or incriminated by such 
ev1dence or testimony an opportunity to appear and be heard in exec
utive session, with a rensonnble number of additional witnesses re
rtuested by him, before deciding to use sucbi evidence or testimony. 
Tn the event the Commission determines to rel1ease or use such evidence 
or testimony u1 such mnnner ns t-0 reveal publicly the identity of the 
person defllmed, degraded, or incriminated, such evidence or testi
mony, prior to such public release or use, shall be given at a. public 
session, and the C'om~ission shall afford such person an opportunity 
to appen,r as ii voluntary witness or to file a sworn statement in his 
behalf and to submit brief and pertinent sworn statements of others. 
The Commission shall receive and dispose of request.s from such per
son to subpena 1tdditionaJ witnesses. 

"(£) Except. ns provided in sections 102 nnd 105(f) of ,this Act, 
the Ch11irman slu\11 receive and the Cottll]jiission shall dispose of 
r~uests to subpena ndditionnl witnesses. 

' (g) No evidence or testimony or summary of evidence or testi
mony tnken in executive session may be rel1eased or used in public 
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sessions without the consent o:f the Commission. Whoever releases 
or uses in public without the consent of the Commission su1ch evidence 
or t.Mtimony taken in executive session shall be fined not more than 
$1,000, or imprisoned for not more than one year. 

"(h) In the discretion of the Commission, witnesses 11oay submit 
brief and pertinent sworn statements -in writing for inclrnsion in the 
record. The Commission shall determine the pertinency o-f testimony 
and evidence adduced at its hearings. 

"(i) Every person "~ho submits data or evidence shall be entitled 
to retain or, on payment of lawfully prescribed costs, proi~ure a copy 
or transcript tl1ereof, except that a witness in a hearing held in execu
tive session mal for good cause be limited to inspection of the officinl 
transcript of his testimony. Transcript copies of public sossions may 
be obtained by the public upon the payment of the cost thereof. An 
accurtite tn,nscript s~1l be made of the testimony of all witnesses 
1it all ·hearings, either public or executive sessions, of the Commission 
or of any subcommittee thereof. 

" (j) A witness attending any session of the Commission shall 
receive $6 for each day's attendance and for the time necessarily 
occupied in going to and returning from the same, and 10 ceri.t~er 
mile for goin~ from and_ returning to his place of resi~Emce. '1"7_it
nesses who attend at pomts so fur removed from their respective 
residences as to prohibit return thereto from day to d~iy shall be 
entitled to an additional allowance of $10 per day for oxpenses of 
subsistence, including the time necessarily occupied in goiing to and 
returning from the place of attendance. Mileage payments shall be 
tende1·ecl to the witness upon service of a subpena issued1 on behalf 
of the Commission or any subcommittee thereof. 

"(k) The Commission shall not issue any subpena for the attend
ance and testimony of witnesses or for the production of written or 
other matter which would require the presence of the party subpenaed 
at a heari~ to be held outside of the State wherein the1 witness is 
found or res1des or is domiciled or traraacts business, or hrui appointed 
M aJ?ent for receipt of service of process except that, in any event, 
the Cornmis.sion may issue subpenas for the attendance and testi
mony of witnesses and the production of written or other matter at a 
hearmg held within fifty miles of the place where the witn4~ is found 
or resides or is domicHed or transacts business or has appointed an 
a.gent for receipt of service of process. 

"(l) The CoQ>.mission shall sepa.rately state and currently publis1l 
in the Federal ~ster (1) description!) of it.s centml and fi.e]d organi
zation including tlie established places at which, and methods wheteby, 
the public may secure informat.ion or make requests; (2) statements 
of the general COUl"Se and method by which its functions aro channeled 
a.nd determined, and (3) rules adopted as authorized by l aw. No 
person shall in any __manner be subject t,<) or required to resort to rules, 
organization, or procedure not so published." 

Sro. 502. Section 103(a.) of the Civil Rights Act of 1951 (42 U.S.C. 
1975b(a.); 71 Stat. 634) is amended to read as follows: 

''SEo. 103. (a) Each member of the Commission who is.no1t otherwise 
in the service of the Government of the United States shall receive 
the sum of $75 per day for each do.y spent in the work of the Com
mission, shall be paid a.ctual travel expenses, and per dienrt in lieu of 
subsistence expenses when away from his usua] place of r1Bsidence, in 
accordance with section 5 of the Administrative Expenses Act of 1946, 
as a.mended. (5 U.S.C. 73l>-2; 60 Stat. 808).n 
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SEO. 503. Section 103 (b) of the Civil Right.s Act of 1957 ( 42 U.S.C. 
1075b(b); 71 Stat. 634) is amended to read as follows: 
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"(b) Each member of the Commission who is otherwise in the serv
ice of the Government of the United St.ates shall serve without c.om
pensation in addition t.o that received for such other service, but while 
engaged in the work of t.he Commission shaJl be paid actual travel ex
penses, and per diem in lieu of subsjstence ~ when a;way from 
his usual place of residence, in accordance with the provisions of the 
Travel Expenses Act of 1949, a.s amended (5 U.S.C. 835-42; 63 Stat. 
166) ." 75 Stat. 339, 

SEc. 504. (a) Section 104(~) of the Civil Rights A.ct of 1957 (42 :Mo. 
U.S.C. 1975c(a) i 71 Stat. 635), as amended, is further amended to 
read 'l\S follo-ws: 

"DUTIES OF THE COMMTSSION 

"SEc. 104. (a.} The Com.mission shall-
" (1} investi~ate allegntions in writing UJ1der oath or affirma

tion that certain citizens of the United States are being deprived 
of their right to vote and have that vot,e counted by reason of their 
color, race, religion, or national origin ; which writing, under oath 
or affirmation, shall set forth the facts upon which such be1ief or 
beliefs are based; 

" ( 2) study and collect information concerning legal develop
ments constituting a denial of equal protection of the laws unde1· 
the Constitution l:>ecause of t'Me, color, religion or national origin 
or in the administration of justice; 

"(3) appraise the laws and policies 0-f the Federal Government 
with -respect to denials of equal protection of the hnvs under the 
Constitution because of race, color, raligion or national origin or 
in the administration 0£ justice; 

" ( 4) serve as a n11tiona.l clearinghouse for information in 
respect to denials of equal protection of the laws because o-f race, 
color, religion or national origin, including but not. limited to the 
fields of voting, edu<mtion, housing, employmeut, the use of 
public facilities, and transportation, or in the administrtttion of 

ju~,ti(.ce);. . ll . d . . . d d 5 mvestigate a egations, ma e m wr1lmg an un er oath 
or affirmation, that citizens of tb.e United St.ates are unlawfully 
being accorded or denied the rigl1t to vote, or to have t,he.ir votes 
properly count_ed, in flllY election of presidential electors, Mem
bers of the Umted States Senate, or of t11e House of Representa
tives, as a result of any patterns or _proctice of fraud or discrimi
nation in the conduct of such election; and 

"(6) Nothing in this ot any other Act shtill be const.rued. as 
authorizing the Commission, its Advisory Committees, or any 
person under its supervision or control t-0 inquire into or investi
gate any membership practices or internaJ o~erat,ions of any 
fraternal orgnnization, any college or university fraternity or 
sorority, any private club or any religious organization." 

(b) Section 104(b) of the Civil Rights Act of 1957 (42- U.S.C. 
1975c(b); 71 Stat. 635), rui amended, is further amended by striking 
out the present subsection'( (b)" and by substituting tllerefor: 

"(b) The Com.mission shall submit interim reports Lo the President 
and to the Congress l\t such t,imes as the Commission, the Congress or 
the President shall deem desirable, and shnll submit to the President 
and to the Congress a linal report of its activities, findings, and rec
ommendations not later than January 31, 1968." 

SEO. 505. Section 105 ( n) of the Civil Rights Ac.t of 1957 ( 42 U.S.C. 
1975d(a) ; 71 Stat. 636) is llltl.ended by striking out in th.&last sentence 
thereof "$50 ~r diem" and inserting "in lieu Uiereof "$75 per diem." 

77 Stat. 271. 

Reports to the 
President end 
Congress . 



252 

Powers. 

Ante, p. 250. 

Rules govern.Ing 
grants,. loan.a" and 
contractJJ. 

Approval by 
President~ 

PUBLIC LAW 88-352-JULY 2, 1964 {78 STAT. 

S.Ec. 506. Section 105(f) :rnd section 105(g) of the Civil Rights 
A.ct o:f 1957 (~ "C'.~.C. W75d (f) and (g); 71 ~tat. 636) are amended 
to read asfol1ows: 

''(f) Tl1e C<mmrission1 or on the nuthorization of the Commission 
any.subcommittee of two or more members, nt least one of whom shall 
be of each major politie11l party, may, for the purpose o-f carrying out 
the provisions of this Act·, hold such hearings and act at such times 
nncl places as the Commission or such authorized subcommittee may 
deem advisable. Subeenas for the attendance and testimony of wit
nesses or tJie production of written or other matter may be issued 
in accordance with the rules of the Commissim.1 as contamed in sec
tion 102 (j) nnd (k) of this Act, OYer the signatlll'e of the Chairman 
of the Commission or of such subcommittee, and may be served by 
any person designated by such Chn.irmnn. The holding of hearings 
by the Commission, or the appointment of a subcommittee to hold 
hearings pUI'Suaut. to tlus subparagra.el~ must be approved by a 
majority of the Commission, or by a ma.Jority of the members present 
nt a meeting at which nt least a quorum of four membe1'S is present. 

"(g) In case of contwnacy or refusal to obey it subpena, any dis
trict court of the lTnited States or the United States court of any 
territory or possession, or the District Court o:f t.he United States -for 
the District of Columbia, within the jurisdiction of whic11 the inquiry 
is (mrried on or within the jurisdiction of which said person guilty 
of contumacy or refusal to obey is found or resides or is domiciled or 
transacts business, or has appointed n.n n.gent for receipt of service 
of process, upon application l,y the Attorney General of the United 
States shall htwe jurisdiction to issue to such person an order requir
ing such pe1'SOn to appear before the Commission or a suboomm1ttee 
thereof, th.ere to pronuce pertinent, relevn.nt nnd nonprivileged evi
dence if so ordered, or there to give testimony t.ouchrng the matter 
under investigation; and any failure to obey such order of the court 
may be punished by snid court as a contempt thereof." 

SEC. 507. Section 105 of the ('-ivil Rights Act of 1957 (42 U,S.C. 
H175d ; 71 Stnt. 636), as amended by section 401 o:f the Civil Rights 
A.ct of 1960 ( 42 U.S.C. 1075d (h ) ; 74 Stat. 89), is .fmth.er amended 
by adding a new subsection i1.t the end to read as follows: 

" ( i) The Commission shall have the power to make such rules and 
regulations as 1\re necessary to cany out the purposes of this Act." 

TITLE VI- NONDISCRIMINATION IN FEDERALLY 
ASSISTED PROGRAMS 

SEc. 601. No person in the Fnited States shnJl, on the ground of 
1'1\ce, color, or national origin, be excluded :from participation in, be 
denied the benefits of, or be subjected to discrimination under any 
program or activity receiving Federal financial assistance.. 

SEc. 602. Each Federal department and agency which is emvowered 
t o extend Feclern.l fo1ancial assist.a.nee to any program or a.cnvity, by 
way of grant, loan, or contritct other than a contract of insurance 
or guarunt.y, is authorized and directed to effectuate the provisions of 
sect.ion 601 with respect to such program or activity by issuing rul~s, 
regulations, or orders of general applicability which shall be consistent 
with achievement of the objectives of tl,e statute authorizing the 
financial assistance in connection with which the action is taken. 
~o such rule, regulation, or order sha.11 become effective unless and 
until approved by the President. Compliance wit.h any requirement, 
adopted pm-suant to this section may be effected (1) by the termina
tion of or refusal to grant. or to continne assishmoe under such progrrun 
or activity to any recipient as to whom there has been 11.n express find-
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mg on the record, after opportunity for hearing, of a. failure to comply 
with such requirement, but such termination or refusal shall be limited 
to the. particular political entity, or pArt thereof, or other recipient 
as to whom such a finding has ooen made and, shall be lio:rited m its 
effect to the particular program, or part thereof, in which such non
compliance has been so foun~ or (2) by any other means m1thorized 
by law: Provi.ded, however; That no such ae6on shall be taken until 
the depu.rtmeotor agency concerned has advised the appropriate person 
or persons of the failure to comply wiib the r~ui:rement and has 
determined that compliance cannot be secured by voluntary means. 
1n the case of any action terminating, or re-fusing to gra.nt or cont:inue1 
assistmice because of failute to comply with a requirement imposed. 
pursuant lo this sect.ion, Lhe head of the Federal d~partment or a.gen.cy 
shall file with the committees of the House and Senate having legis
lat.i ve jurisdiction over the progmm or activity involved a full written 
repo1•t, of the circumstances and the g~ounds :for such action. No such 
action shall become effective until thirty days have elapsed l\fter the 
filing of such report. 

SEO. 603. Aily department or agM.cy action taken pursuant to sec
tion 602 shall be subject to such judicial revtew as may otherwise be 
provided by law for similar action taken by such department or 
agency on other grounds. In tbe case of action, not otherwise subject 
to judicial review, terminating or refusing to grant or to continue 
fina.nciaJ assistance upon a fincling of failure to comply with any 
requirement imp_osed purs\lnnt to section 60'2, 1,ny person aggrieved 
(including any State or political subdivision thereof and any agency 
o:f either) may obtain judicial review of such action jri accordance 
with section 10 of the Administrative Procedure Act, and such action 
shall not be deemed committed to unreviewable agency discretion 
within the meaning of that section. 

S®c. 60{. N ot:h.ing contained in this title shall be construed to 
authorize action unaer this title by any department or agency with 
respect to any employment practice of any employer, employment 
agency, or labor organization except where a primary objective of the 
Federal financial nssista.nce is to provide employment. 

Sm. 605. Nothing in this title shall add to 01· detract from &Uy exist
ing authority with respect to any program or activity under which 
Federal finn,ncial assistance is extended by way of a conb-act of insur
ance or guaranty. 

( TITLE VII- EQUAL EMPLOYMENT OPPORTUmTY 
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DEFINITIONS 

S.EC. 701. For the purposes of th.is title-
(a.) The term "person'1 includes one or more individuals, labor " Person,u 

unions, partnerships, associations, corporations, legal representntives1 
mutual companies, joint-stock companies, trusts, unincorporated 
organizations, trustees, trustees in ba,nkruptcy, or receivers. 

(b). The term "employer" means a person engaged in an industry "Employer." 

affecting commerce who has twenty-five or more employees for each 
working da.y in each of twenty or more calendar weeks in the current 
o.r preceding calendar yoor, and an:y agent of such a person, but such 
term does not include (1) the Uruted States, a corporation wholly 
owned by the Government of the United States, a.n Indian tribe, or a 
State or political subdivision thereof, (2) a bona fide private member-
ship club ( other than a labor orgo.nization) wlrich is exempt from 
taxation under section 501( c) of Ute Interna,J Revenue Code of 1954: 68A stat , 163; 

Pr.ovided, That during the 6.rst yea.rafter the effective date prescribed 7\!t;\id~ii,. 
in subsection (a) of section 716, persons having fewer than one bun-
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dred em:vloyees (and their agents) shall not be considered employers, 
and, durmg the second year after such date, persons having fewer th8Jl 
seventy-five employees (a.nd tbe.ir ngenf.c.) shall not be considered em
ployers, and, during the third year after such date, persons having 
fewer than fifty employees (and their agents) shall not be considered 
employers: Providea further, That it slu~ll be the policy of the United 
States to insure eqm1.l employment opportunities for Federal em
ployees without discrimination because of race, color, religion, sex or 
national origin and the President shall utilize his existing authority to 
effectuate this policy. 

( c) The term "employment agency" means :my person reguhu:ly 
undertaking with or witlrnut compensation to procure employees for 
1u1 employer or to procure for employees opportunities to work for 
an empJoyer and includes an aaent of such a person; but shall not 
include au agency of the United States, or an agency of a State or 
political subdivision 0£ a State, except that, such term shall include 
the United States Employment Service and the system of State and 
local employment servrnes receiving Federal assistance. 

(d) The term "lnbor organiza.tion" means a labor orga.nization en
gaged in an industry affecting commerce, and any agent of such an 
organization, and includes any qrg1mization of any kind, any agency, 
or employee reeresentation committee, group, as.500iation, or plan so 
engaged iu whJch employees participate and which exists for the 
purpose, in whole or in part, of dealing with employers concerning 
grieva..nces, labor disputes, wages.I rates of pay, hours, or other terms 
or conditions of emeloyment, and any conference, general committee, 
joint or system board, or joint council so engaged which is subordinate 
to a national or internationu.l labor organization. 

(e) AJabor orgruiize,tion shall be deemed to be engaged in n.n indus
try affecting commerce if (1) it maintn.ins or operates a hiring hall 
or hiring office which procures employees for an employer or pro
cures for employees opportunities to work for an employer, 01· (2) 
the number of its members (or, where it is a la.bor organization com
posed of other Jabor organizations or their representatives, if the 
~gg'l'.egate number 0£ the member_s of such other labor orgamzatio_n) 
1s (A) one hundred 01· more during the first year after the effective 
date presciibed in subsection (a) of section 716, (B) seventy-five or 
more during the second year after such date or fifty or more during 
the ~rd year, or (C) twenty-five or more thereafter, and such labor 
orgaruzatton-

(1) is the certified repreS0J1tative of employees under the pro
visions of the N at.ional Labor Relations Act, as amended, or the 
Railway Labor Act, as a.mended; 

(2) althouglL not certified, is a. national or international labor 
organization or a local labor organization recognized or acting as 
the representative of employees of an employer or employers 
engafd in an industry affecting commerce ; or 

(3 has chartered a local labor organization or subsidiary body 
which is representing or a.cti--v-ely seeking to represent em~loyees 
of employers within the meaning of paragraph (1) or (2); or 

(4) bas been chartered by a labor organization representing or 
actively seeking to represent employees within the meaning of 
para.graph (1) or (2) a.s the local or subordinate body through 
which such employees may enjoy membership or become affiliated 
with such labor orgn.nization; or 

(5) is 11, conference, general committee, joint or system board, 
or joint council subordinate to a national or international labor 
organization, which includes a. labor organization engaged in an 
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industry affecting commerce within the meaning of any of the 

freceding p!lragra.phs of this subsection. 
(f The term "employee" means an individual employed by an " Employee," 

employer. 
(g) The term "commerce" means trade, traffic, commeroet trans- "Commerce." 

portation, transmission, or communication among the several Statffi; 
or between a State and any place outside thereof; or within the 
Distr.l'ct of Columbia, or a possession of the United States; or between 
points in the same Stnte but through a point outside thereof. 

(h) The term ''industry affecting commerce" means any activity "Indu•try ..rrectr 
business, or industry in commerce or in which a labor dispute wottld Ing commerce . .. 

hinder or obstruct commerce or the free flow of commeroe and 
includes any activity or industry "affecting commerce't wiUun the 
meaning of the Labor-Management R~porting and Disolosure Act of 
1959. 73 St&t. s t9. 

(i) The term "State" includes a Sta.te of the United States, the 0 ,,21~.usc 401 

District of Columbia, Puert.o Rico, the Virgin Islands, American " s1 .. te." 

Samoa, Guam, Wake Island, the Canal Zone, nnd Outer Continental 
Shelf lands defined in the Outer Continental Shelf Lands A.ct. ~; it;~· :;Ji 

note. 

]i:XEMYOON 

81.;c. 70-2. This title -shaJl notd, apply to an employerli~~tb respect to 01!~~~:.u:1:~ga
the employment of. aliens ontsi e any State, or to a re gtous corpora-
tion, association, or society with r~t to the employment of indi-
viduals of a particular religion to perform work connected with the 
citrrying on by such corporation, association, or society of its religious 
activi'ties or to an educational institution with respect to the employ-
ment of individuals to perform work connected with the educational 
activities of such institution. 

DISCRIMINAT.ION BECAUSE OF RACE, COLORi RELIGION, SEX, OR NATIONAL 
ORIGIN 

SEc. 703. (a) It shall be nn unlawful employment practice for an 
employer-

(1) to fail or refuse to hire or to discharge any individual, 
or otherwise to discriminate against any individun.l with respect 
to his compensationt terms7 conditions, or privileges of employ
ment, because of such individual's race, color, religion, sex, or 
national origin ; or 

(2) to limit, segregate, or classify his employees in any way 
which would deprive or tend to deJ?rive any individun.l of 
employment opportunities or otherWJ.se adversely affect his 
status as an employee, because of such individuaPs race, color, 
religion, sext or national origin. 

(b) It shall be an unlawful employment praotioe for an employ
ment agency to fail or refuse to refer for employment, or otherwise 
to discriminate against, anr individual because of h1s nwe, color, 
religion, sex, or national origin1 or to classify or refer for employ
ment any individual on the bas1s of his race, color, religion, sex, or 
national origin. 

(c) It shall be an unlawful employment practice for e. labor 
orga.nization-

{ l) to exclude or to expel from its membership, or otherwise 
t.o ~riminate a~inst, an_y .individual because of his race, color, 
religion, sex, or national origin; 

(2) to limit, segregate, or classify it.9 membership, or to classify 
or fail or refuse to refer for employment any individual, in any 

Unlawful prac
tice-st 

Empl<>yen. 

Employment 
eg,ency. 

Labor orgapl
.z:atlon.. 
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,vay wh.ich wou.Jd deprh-e or tend to de:prive nny inclividual of 
employment opportunities, or would hmit such employment 
opportunities or other";se ndversely nffect h.is status as an 
employee or as !tn n.pplicnnt for employment, because of such indi
vidual's ruce, color, religion, sex, or national origin; or 

( 3) to cnuse or attempt to cn11se an employer to discriminate 
agninst an individual in violation of this sect.ion. 

(d) It shall be a.n unlawful employment prnctice for any employer, 
labor organization, or joint labor-management committee controUing 
apprtmt1ceship or other trnu1ing or retraining, including on-the-job 
training programs to disci:iminMe 1igainst 1\llY inclividual because of 
his rnce, color, religion, sax, or nnhonnl origin in admission to, or 
employment in, ltny program establ ished to pro,·ide apprenticeship or 
other training. 

(e) Notwifhstnnding aoy other provision of this title, (1) it shall 
not, be an unhtwfnl employmeut prnctice for nn employe1· to hire und 
employ ,employees, for lltl employment ngency to classify, or refer for 
employment any individuu.l, for a labot• org:mization to classify its 
membership or to classify Ot' refer for eml?loyment any indj,ridual, or 
£or IUl employer, labor organization, or jomt Jabor-mana~me11t com
mittee controll ing apprenticeship or other training or retraining pro
grams to ndmit or employ any jndi,·iduaJ in nny such program, on the 
basis of his religion, sex, or nat.ional origin in those certain instnnces 
where religion, se."t, or national origin is a bona fide occupationnl quali
fication rensonn bly necessary to the normal operntjon of that. particu. lnr 
business or enterprise, and (2) it shall not be an unlawful employment 
practice for a school, college, university, or other educational institu
tion or institution of learning to hire and emp.loy employees of a par
ticul1tr religion if such !school, college, university, or other educntionnJ 
institution or institution of learning is, in w11ole or in substant\n1 part, 
owned, supported, controlled, or managed by a particulnr religion or 
by 11, particular religious corporation, association, or society, or if the 
curriculum of such scl1001, collei;re, university, or other educational 
institution or institution of learning is directed towiu·d the propaga
tion of a particular religion. 

(f) As used in'this title, the phrase "unlawful employment practice" 
shalf not be deemed to include any action or measure taken by an 
employer, labor org1rnizntion, joint labor-management committee. or 
employment. agency with respect to an individuaJ who is a member 
of the Communist P1trty of the United Stutes or of any other organiza
tion required to l'egister as a Communist-nction or Communist-front 
organizntion by final order of the Subversive Activities Control Bon rd 
pursuant t.o the Subversive Activities C'ontrol Act of 1950. 

(g) Notwithstanding any other provision of this title, it sbnJl not 
be nn unlawful employment practice for an emplover to fail or refuse 
to hire and employ any individual for any position, for ILl1 f'mployer 
to dischnrge any individual from any position, or for Rn emplovment 
agency to fail or refuse to refer.an)'. individ~al f(){' emplo_yment in tm_y 
position, or for a, labor oqramznt1on to i\ul or refuse to refer any 
individual for employment in any posit.ion, if-

(1) the occup:uicy of such. posjtion1 or access to the premises 
in or upon whjch any part of the dut1e.s of such position is per
formed or is to be performed, is subject to 11ny requirPrnent 
imposed in the interest of the national secm·ity of the UnHed 
Stntes under any security progrnm in effect pursuant to or admin
istered under nny statute of the United States or nny Executive 
order of the President ; and 

(2) such individunJ has not fulfilled or has ceased to fu1fil1 th1cit 
requirement. 
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(h) Notwithstanding aov other provision of this title, it shaJJ not 
be till unlawflll employmen't practice for n11 employer to apply differ
ent standards of compensntion, or different terms, c(mdit1ons, or 
privileges of employment pursua:nt to a bona fide seniority or merit 
~ystem, or a system which measures earnin~ by qunnti~ or qultlity of 
production or to employees who work in different locations, provided 
1 hat such differences are not the result of nu intention to discriminate 
because of rnce, color, religion, sex, or national origin, nor shitll it be 
nn unlawful employment pt'l~tice for an employer to give ,rnd to act 
upon the results of any vrofessiono.lly de,,elope<l ability test provided 
that such test, its admrnistt·lltion or action upon the results is not 
designed, intended or used to discriminate because of ra.ce, color, 
religion, sex or national origin. It shnl1 not he 1m unlawful employ• 
ment practice under this title for 11ny emplover to differentiate upon 
the- basis of sex in determinj11g the amount of the w1tges or compen
sation paid or to be paid to employees of such employer if such 
differentiation is authorized by the pl'ovisions of sectioo 6( d) of the 
Fait· Labor Standards Act of 19381 as nmeuded (29 U.S.C. 206{d) ), ;! tt;~ it;,. 

(i) Nothing contnfoed in this tttle shall npply to :my busim~ss or Indians. 

c•uterprise on or near an Indian reservntion with. respect to any publicly 
1umom1ced employment pru.ctioe of such business or enterprise under 
which a preferentwl trentment is given to any .individual l,iecause he 
is 1m Indian liviJ1g on or near 1\ reservation. 

(j) Nothing contained in this title shall be ~nteypreted_ t_o require tr::;::;:~~~ttai 
any employer, employment agency, labor or!!3-mZnt1on, or Jomtl:l.bor 
ma,nngement committee subject to this title to grant preferential treat-
ment to any individual or to any group be~ia.use of the race, color, reli-
g.ion, sex, or national origin of such individuul or group on account of 
an imbalance whicl1 mny exist witb respect to the total number or per-
<'entage of persons of any race, color, religion, sex, or national origin 
employed by any employer, referred or classified fol' employment by 
any employment. agency or labor orgunizntion, admitted to member-
slup or cJnssified by any labor organization, OT admitted to, or em-
ployed in, MY apprentices11ip or other training program, in compari-
son with the total number or percentnge of persons of suc}i race, color, 
religion, sex, or nntionnl origin in any community, State, sec.tion, or 
other nrea, or in the uvailable work force in any community, State, 
section, or other area. 

OTUER "GNL.\ WFrl, 'EMPLOY"hffiNT PRAC'flOES 

SF.c. 704. (a) li sl1aU be an unl11wful employment pract,ice for an 
employer to discriminate against any of his employees or applicants 
for employment, for an employment. agency to discriminate agninst 
~iny individ\tW, or for a !1tbor orgnniz1ltion t.o discriminate against aJ1y 
member thet•eof or upplicnnt for membersl11p, because he has opposed 
11ny pnlctice made nn unlawful employment. practice by t.his title, or 
hecause he.has made a chnrge, te.st-ified, assisted, or participated in any 
manner in an investign.tion, procee<ling, or hearing under this title. 

(b) It shnll be nn unfawiul employment practice for an employer, 
ln.bor organization, or employment agency to print or publish or 
eause to be printed or published nny notice or advertisement, relating 
10 empJoy1nent by such an m1ployer or membership in or any clas
sification or referrol tor employment by such it labor organization, or 
relating to any classi.ficn.tion or referral for employment by such an 
employment ngency1 indicating any preference, limitation, spec.ifica.
tiont or discrimination, based on race, color, religion, sex, or national 
origin, except that such a notice or advertisement may indicate a 
preference, limitation, specifictttion, or discrimino.tion based on reli-
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gion, se.x1 or national odgin when religion, sex, or natioutal origin is 
o. bona fiae occupational qualincation for employment. 

EQUAL EMPLOYMENT Ol'PORTUN1TY 00l£l0'S810lf 

SEo. 705. (a) There is hereby created a Commission to li>e known as 
the Equal Employment Opportunit.y Commission, which slnall be com
posed of five memoors, not more than three of whom shall be memoors 
of the same political party, who shall be appointed by the President 
by and with the advice and consent of the Senate. One of the original 
members shall be appointed for a. term of one year, one for a teTID of 
two years, one for a term of three :yea.rs, one for a term of four yea.rs, 
1md one for a t,erm of five yeat'S, beginning from the -da:te of enR.C~ 
ment of this title, but their successors shall be appointed jfor terms of 
five yea.rs each, except that any individual chosen to fi.U a vacancy 
shall be appointed only for the unexpired term 0£ the m6mber whom 
he shall succeed. The President shall designate one member to serve 
i\S Oh.airman of the Commission and one member to serve as Vice 
Chairman. The Chairman shall ~ res:eonsible on behalf 1of the Com
mission . for the administrative operations of the Conunission, a.nd 
shall appoint, in accordance with the civil service laws, such officers, 
11.gents, attorneys, and employees as it deems necessary to, assist it in 
the performance of its functions and to fix their compensation in 
accordance ,vith the Classification Act of 1949, as ame111ded. The 
Vice Chairman shall act as Ohail'man in the absence or disability of 
the Chau·man or in the event of a vacn.ncy in that office. 

(b} A vacancy in the Commission shall not impair the right of the 
remaining memoers to exet-cise all the powers of the ComJmission and 
th tee members thereof shall constitute a quonun. 

(c) The Commission shall have an official se1\l wb.ich shall be judi~ 
cially noticed. 

( d) Th~ Commission shall at t11e close of each fiscal ye:a.r report to 
the Congress and to the P.resident concerrung the action ii; has taken; 
the names, salaries, and duties of all individuo.ls in its employ and the 
moneys it has disbursed; and shall make such further reports on the 
cause of and means of eliminating discrimination and Emch recom
mendations for further legislation as may appear desirable. 

( e) The Federlll Executive Pay Act of 1956, as amended ( 5 U.S.C. 
2201-2209) is further amended-

(1) by adding to section 105 thereof (5 U.S.C. 2204) the fol
lowing clause: 

"\32) ChairmllJl, Equsl Emp}oyment Opportunity Commis
sion'· and 

(2}' by adding to clause (45) of section 106(a) thereof (5 
U.S.C. 2205 (a.)) t.he following: '(Equal Employmer,Lt Opportu
nity Commission ( 4) _., 

( f) The principal office of the Commission shall be in or near the 
District of CoJumbiaJmt it may_1n~t or exercise ',\DY or all its. powers 
n-t any other place. The Comm1ss1on may estabhsh such regional or 
State offices ns it deems necessary to accomplish the purpose of t.his 
t.itle. 

( g) The Commission shall have power-
(1) to cooperate with and, with tlteir consent, utilize regional 

Stat8l local, and other ngencies, both public and p,rivate, and 
individuals; 

(2) to pay to witnesses whose depositions are tA.ken or who a.re 
summoned before the Commission or any of its agents the same 
witness and mileage fees as are paid to witnesses illl the courts 
otthe United States; 
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(3) to furnish to ~rsons subject IA:> this title such technical 
nsststance as they may request to further their compliance with 
this title or an order issued thereunder; 

(4) upon t.he request o:f (i) any employer, whose employees 
or some o:f them, or (ii) any labor org•anization, whose members 
or some of them, refuse or threaten to reluse to cooperate in 
effectuating the proYIBions of this titl~, to assist in such efiectu~-
1 ion by couc_iliat1on or such other reimldial action as is provided 
by this title; 

(5) to make snclt technical stndieis as are spproprillA:e to 
effectuate the purposes and policies o.f this title and to make the 
results of such studies avail ab le to Ll1e ptublic; 

(6) to rofer mnt.ters to the Attorney General with recommen
dations for intervention in (I. civil action brought by an n.ggrievecl 
party under section 706, or for the institution of a civil action 
by the Attorney General under section '.707, nnd to advise, consult, 
and assist the Attorney General on such matters. 

(h) .Attorneys appointed under this sect,ion may, at the direction 
of the Commission, appear £or I\Jld represe:nt the Commission in any 
<':tse in court. 

( i) The Commission shall, in any of its educational 01• promotional 
1lc.tivities, cooperate with other department1s and a~cies m the per
formance of such educo.tio1111l and promotional activities. 

(j) All officers, agents, at1orneys1 o.nd employees 0£ the Commis
sion shall be subject to the provis10ns of section 9 of the .Act of 
.l.ngnst. 2, 1939, ns nmended ( the Hatch A.ct), not withstanding any 
exemption contained in such section. 

PREVENTION OF UNLAWFUL EllI'LOYMENT l'RACT!CES 

SEo. ·106. (a) Wl1enever it is charged in writing under oath by o. 
person claim.mg to be aggrieved, or a wTil'.ten charge has boon filed 
by ii member of Lhe Commission where h,e hRs reason.able cause to 
believe a viofation of this title has occurried (nnd such charge sets 
forth the facts upon wliicb it is based) that an employ!ll'1 employment 
ngency, or labor organization has engaged in an u11lnwtu1 employment 
prnctice, the Commission shall furnisb suc~h employer1 employment 
ngency1 or labor organization (hereinafter ne:fened to as the "-respond. 
ent'1) with a copy of such charge and shall make an investigat.ion of 
Slt<'h chai·ge, provided that such charge shn.ll not be rn1tde public by the 
Commission. If the Commission shn,ll detE1rmine, after sucli investi
gation, that them is reasonable cause to beliE:ve thd the chal'ge is true, 
the Commission shall endenvor to eliminate :ltily such alleged unlawful 
employment pradice by informal methods o,f conference, conciliation, 
nnd persuasion. Nothmg sa.id or done durinp: nnd as a part of such 
endeavors may be made public by the Commission ~vilhout the written 
consent of the parties, or used as evidence in a subsequent pro<:ee<lil1g . 
.Any officer or employee of the Commission, who shall make public 
in any manner wnatever any information in violation of this subsection 
shall be deemed guilty of n. misdemeanor and upon eonYiction thereoi 
shall be fu1ed not more than $l,OO0 or impl:'isoned not more than one 
year. 

(b) In the case of an alleged unlawful emeloyment .Practice occur
ring il1 a Staite, or poHticaJ subdivision of a State, which bas a Stnte 
or locnl law prohibitjng the unla.w-ful employment practice alleged 
and establishing or a.uthorizing a State or local a.11tl1ority to grant or 
seek relief from such practice or to institute criminal proceedings 
with r0$pect t hereto upon receiving not.iee t hereof, no charge may be 
filed under subsection (o.) by the person llggrieved before the expira-
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tion of sixty days 1tfter proceedings have boon co1nmenced under the 
State or local law, unless such proceedings have been earlier tenru
nated, 1>rovided that such sixty-day perioo. shall be extended to one 
hundred and twenty days during the first year a-fter the effective 
date of such State or local lo.w. If any requirement for the com
mencement of such proceedings is imposed by a State or local author
ity otller than a requirement. of the filing of a written and signed 
sttitement of the facts upon which the proceeding is lbnsed, the pro
ceeding shnll be deemed to have been commenced for the purposes of 
this subsection at 'the time such statement is sent by registered mail 
to the appropriate State or local authority. 

(c) In the case of n.ny charge filed by a member of the Commission 
1tlle,ging o.n unl~wful. employment practice occurring in a. State or 
pohtical subdivision of a State, wluch has a State or local law pro
hibiting the practice alleged and esro.blishing or o.ut!horizing a State 
or local aut.hority to grn.nt or seek relief from such prnctiee or to 
inst.itute crimillll.1 proceedine;s with respect thereto upon receiving 
not.iee thereof, the Commission shn.111 hefore faking o.ny aotion with 
resnect to such chatp:e, notify the o.ppropriate State or local officials 
nnd, upon request, afford them a reasonable time, but not less than 
sixty days (provided that such sixty-day period shall be ex-tended 
to one hundred n_nd twenty days durin~ the first year aftet' the effec
tive day of such State or local law), unless a shorter period is 
rt>que.•ted, to act under snch State or Jocal law to remedy the practice 
alle~. 

(cl) A charge w1der subsection (a) shall be fi.led wjt,hin ninet.y days 
nfter the nlle~ed unlawful employment practice occurred, except tha.t 
in the case of an unlawful employment practice with respect to whirh 
the person agg1·ieved has followed the procedure set out. in subsection 
(b), such charge shiill be filed by tl1e person aggrieved with.in two 
hundred and ten days after the alleged unlawful employment prac
tice occurred, or wit.hin tllirty days n.fter receiving notice that the 
State or local agency has terminated the proceedings under the Stats 
or local law. whichever is earlier. and n copy of such charge sha11 be 
filed by the Commission with t he State or local a~ency. 

(e) If within thirtv days n.fter a cha~ge is filed with the Commis
sion or within thirty clays after sxpiration of any period of reference 
under subsectio11 (c) (except that in either case such period may be 
E>.X'tended to not, more than sixty days upon a determmnt.ion by the 
Commission that fnr-t1ter efforts to secure voluntary compliance are 
warmnted), the 0.ommission has been unable to obtain voluntary 
compliance with this l'itle, the Commission shall so notify the person 
nggrieved nnd a civil 1\ction mny, within thirty days theren.iter, be 
l>rought against the respondent named in the chn.rge (1) by tl1e person 
claimin1r ta be aggrieved, or (2) i1 such charge was filed by a member 
of the ('nmmission, by any person whom the charge alle~ was 
nggrieved by the alleged unlawful employment -practice. Upon 
application by the complninnnt nnd in such oircumsta.nces us the court 
mav deem just, tl1e court may appoint an attorney for such com
plainant nnd mav authorize the commencement of the action ,vithout 
the payment of fees, costs, or security. Upon timely application, the 
court may, in its discretion, permit the Attorney General to intervene 
in such civil nction if he certifies that the case is of g;eneral public 
irnportn_nce. l'pon request, the court may, in its discretion, stay 
further proceedinl?'S for not more thnn shi,y days pending the termi
nation of St!\te or local proceedings described in subsection (b) or t,he 
e.lfort,s of the Commission to obtnin voluntary compliance. 

(f) F-ach {Tnited Stntes district court and each United States 
court of a place subject to the jurisdiction of the Unitoo States shall 
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ha-Ve jurisclictimt of tictions brought under this title. Such an action 
may be brought in any judicial district in tl1e State in. which the 
unlawful employment practice is alleged to h&ve been committed, in 
the judicial dish·ict in which the employment records relevant to such 
practice are maintnined and administered, or in the judicial district in 
which the plaintiff would have worked but for the alleaed unlawful 
empl~~~t practice, but if the respondent is not founa. within any 
such district, such an uction may be brought within the judicial district 
in which the respondent has his principal office. For purposes of sec
ti~ms. 14(?4 and_ 1406 of title 28 of the U~ited .S~tes Code, the ju~icial 
district m which the respondent has hlS prmc1pal office shall m all 
cases be considered 11. district in which the tLchon might have been. 
brought. 

(g) If the court finds t.hnt the respondent has intentionally engaged 
in or is jntentionalJy engaging in an unlawful employment practice 
churged in the comµlai~1tJ the comt may enioin the respondent from 
engnging in such unlawtu.1 emp]oymtnt practice, and order such affirm
ative action 11s mi1y be appropriate, which may include reinstatement 
or J1iring of employees, with or without baclc pay (payable by the 
employer, employment ageucy, 01· 1:ibot organization, as the case mn.y 
he, responsible for the unfawful employment P.ractice). Interim 
earnings or amounts enrnable with reasonable diligence by the per
son or pet-sons di~cl'iminated ngiiinst shall operate to reduce the back 
pay otherwise allowable. No order of the court shall require the 
nd:inission or rei.nstntement of an individual as a member of a union 
or the hiring, reinstatement, or promotion of an individual as an 
employee, or the pnyment to him of any bn.ck pay, if such individua] 
was refused admission, suspended, or expelled ?r was refused employ
ment or advnncement or was suspended or discharged for any rea
son other tllan discrimmation on l\ccount of race, color, religion, sex: 
or national origin or in violation of section 704\a). 

(h) The provisions of the Act entitled 'An Act. to a.mend the 
.Tudicial Code and to define and limit the jurisdiction of courts sitting 
in eq_uit.y, and for other purposes/' approved March 2~, 11)~2 (29 
U.S.C. 101-115), sha11 not apply with respect to civil actions brought 
un<ler this section. 

(i) In any case in which nn employer, employment agency, or labor 
or::,inization fails to comply with an order of a court issued in a civil 
action brought under subsection (e), the Commission may commence 
proceedings to compel oompJiance with such order. 

( j) A11y c-ivil action brought under subsection ( e) and any _proceed
in~s brought. under subsection (i) slrnJl be subject to appenl as pro
V1ded in sections 1291 and 1292, title 28. l'nit.ed Sfa,tes Code. 

(k) In any action or proceeding under t"his tit.le the court., in its 
<iiscretion, may allo,v the prevailing party, other than the Commission 
or the United States, a reasan1tble attorney's fee as part of the costs, 
nnd the Commission and the United States shnll be lia.ble for costs 
the same ns a private person. 

SEc. 707. (a) Whenever the Attorney Genera] has reasonable cause 
to believe that nuy person or group of persons is engaged in ft pattern 
01· practice of resistance to the full enjoyment, of any of the rights 
secured by this title.I und that the pattern or practice is of such a. nature 
i\nd is hltended to cteny the fuU exercise of the rights herein described, 
the Attorney Genern.l ms.y bring a civil action in the appropriate 
district court of the United Stat.es by filin~ with it a complaint (ll signed by him (or in his absence the Acting .Attorney General), 
(2 setting forth facts pertain~ to such attern or practice, and 
(3 requesting such relief, includfug an appflca.tion fo-r a permanent 
or temporary mjunction, restraining order or other order against the 
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person or persons responsible for such pattern or practice, as he deems 
necessary to inslll'e the full enjoyment of the rights here.in described. 

(b) The district courts of the United States shall have aud shall 
exercise jurisdiction of proceedings instituted pursuant to this sec
tion, and iI1 any such proceedmg the Attorney General may file with 
the clerk of such court a request that a court of three judges be con
vened to hear and determine the ca.se. Such request by the Attorney 
General shall be accompMlied by a certificate that, in his opinion, the 
case is of general :public impoTt&nce. A copy of the certificate and 
1·equest for a three-Judge corut shall be immediately furnished by such 
clerk to the chief judge of the circuit ( or in his absence, the presiding 
circuit judge of the circuit) in which the case is pending. Upon receipt 
of such 1~uest it. shall be the duty of the chief judge of the circuit or 
1he presidmg circuit judge, us the cnse may be, to designate imme
diately three judges in such circmt, of whom at least one shnll be a 
circuit judge and another of whom shall be a. district judge of the court 
in which the proceeding was instituted, to hear nnd determine such 
c,\se, and it shall be the duty of the judges so designated to assign the 
case for hearing at the enrEest practicable date, to participate in the 
l1earing and determination thereof, and to cnuse the case to be in every 
way expedited. An appeal from the fina] judgment o:f such conrl 
,Yill lie to the Supreme Court. 

In the event the Attorney Genernl fails to file such a request, in nny 
such proceeding, it shall be the duty of the chief judge of the dish·kt, 
( or in his absence, the acting chief tudge) in which the case is pending 
immediately to designate a judge m such district to he.ar and deter
urine the case. In the event that no judge in the district, is available 
to hear and determine the case, the chief judge 0£ the district, or the 
acting chief ju~e, as the case ma,r be, shall certify this fact to the 
chief judge 0£ tfie circuit ( or in his absence, the acting chief judge) 
who shall then designate a district or circuit judge of the cfrcuit to 
l1ear and determine the case. 

It shall be the duty 0£ the judge design11,ted pursuant lo t.his section 
to assign the case for- hearing at t]1e earliest pmctica,ble, date and to 
cause t.he case to be in every way expedited. 

EFFl:CT ON STATE LA W8 

Sro. T08. Nothing in this title shaJl be deemeq to exempt or 
relieve any person from any liability, duty, penalty, or punishment 
provided by ftny pl'esent or future law of any St.ate or political sub
division of a State, other than a.ny such law which purports to require 
or permit the doing of any act which would be an unlnw-fuJ employ
ment practice under this title. 

INVESTIGATIONS, INSPECTIONS, JU!OOROS, STATE AGENCIES 

SEc. 709. (a.) In connection with any investigation of a charge filed 
under section '706, the Commi~ion or its des1g11ated representative 
shall at all re11.Sonable times have access to, for £he purposes of exam
ination, and the right to copy any evidence of fl.ny person being -investi
gated or proceeded age.inst that relates to unlawful employment 
practi~ ~o-vered by this title and is relevant to the charge under 
mvest1gat1on. 

(b) The Commission may cooperate with St&te and local agencies 
charged with the administration of State fair employment practices 
Jaws and, with the consent o-f such agencies, may Ior the purpose of 
can-ylng out its functions and duties under th:is title and within the 
limitati~n o-f funds o.ppro.I?riated spe~ifically for such purp~e? utilize 
the services of such ageno1es and their employees and, notwithstand-
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ing any other provi_si.on of law, may 1~burse such l!-g~ci~ and ~eir 
employees for sernces rendered to aS<?1st the Colilllllss1on.m carrymg 
out Uris title. In fut1,het·ance of such cooperative efforts, the Com
mission may enter into written agreements with such State or local 
agencies and such ag1-eements may include provisions under which 
the Commission sha.11 refrain from processing a charge in any cases 
or cfass of cases specitied in such agreements and under which no 
person may brin~ a civil action under section 706 in any cases or class 
of coses so spec1fied, or undel' wh.ich the Commission shall l"elieve 
Any person or class of persons in such State or locality from require
ment.s imposed under tllis section. The Commission shall rescind 
any such agreement ,,~henever it determines that the agreement no 
longer serves the interest of effective enforcement of this tit..le. 

( c) Except as provided in subsection ( d), every employer, employ
ment agency, and labo1· organ.iza.tion sub1ect to this title shall (1) 
make and keep such records relevant to the determinations of whether 
unlawful employment practices hnve been or are being committed, (2) 
pl'eserve such. records for such pel'iods, and ( 3) make such reports 
therefrom1 u,s the Comn1ission shall prescribe by regulation or order, 
after public heurinJ, as reasonable, necessary, or ~ppropriate ior the 
enforcement of tins tit,le or the -regulations or orders thereunder. 
The Commission shall, by regulation, require each employer, la.bor 
orgiinization, and joint labor-ma,nagement committee subject to this 
title which controls an apprenticeship or other training program to 
maintain such records ~ nre reasonably necessary to carry out the 
purpose of this title, including, but not limited to, a list of applicants 
who wish to participate in such program, including the chronological 
order in which sucl1 applications were received, and shall furnish to 
the Commission, upon request, n, detailed description of the manner in 
which persons are selected to participate in the apprenticeship or 
0th.er training program. Any employer, employment a~ency, labor 
organization, or joint labor-management committee whlch believes 
tho.t the applic:ition to it 0£ any regula.tion or order issued under thls 
section would result in undue hardship may (1) apply to the Com
missioll for an e...:emption from the application of such regulation or 
order, or (2) bring a civil action in the United States district court 
£or the district where such records are kept. U the Commission or 
the court, as the case may be, finds that the application 0£ the regu
lation or order to the eml?loyer, employment agency, or labor organ
ization in question wonld impose an tmdue hardshi:p, the Commission 
or the court, as the case ma,y be, may grant appropl'late relief. 

( d) The provisions of subsection ( c) shall not apply to any 
employer, employment agency, lnbor org!\niziLtion, or Joint labor
management. committee ,vith respect to matters occurring in any 
State m· political subdivision t.her-eof which has a fair employment 
practice law during any period in which such employer, employment 
agency, labor org11,nization, or joint labor-mnnngement committee is 
subject to such lnw, except that the Commission mny require such nota
tions on records which snch employer, employment agency, labor 
organ.i2ntion_, or joint labor-management committee keeps or is 
required to keep as are necessary because of differences in coverage 
or methods of enfol'<!ement between the State or local law and the 
-erovisions of this tide. Where an employer is required by Executive 
Order 10925, issued March 6, 1961, or by n,ny other Executive order 
prescribing fai.r employment proctices for Government contractors 
and subcont:ract,or.s, or 'by rules or regulations issued thereunder, t-0 
file reports relating to his employment pmctices with any Federal 
agency or committee, and he is substantia.lly in complia,nce with such 
requirements, the Commission shall not require him to file additional 
reports pursuant to subsection (c} of this section. 

31-667 0.6~-20 
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(e) It shall be unhiwful for any officer or employee of the Commis
sion to mw public in any man.ner whatever any information obtained 
by the Com.mission f ursua.nt to its authority under this section prior 
to the institution o any proceeding under this t itle involving such 
information. Any officer or employee of the Commission who shall 
mnke public in any manner whatever any information in violation of 
this subsection shall be guilty of a misdemeanor and upon conviction 
thereof, shall be fined not more than $1,000, or imprisoned not more 
than one year. 

1.NVES'J.'IOATQRY POWERS 

SEc. 710. (11) For the purposes of any investigation of a charge 
tiled under the authority contained in section 706, the Commission 
shall hitve authority to ex11.mine witnesses under oath and .to require 
the production of documentary evidence relevant or material to the 
charge under investigation. 

(b) If the respondent named in a charge filed under section 706 
falls or refuses to comply with a. demand of the Commission for per
mission to examine or to copy evidence in conformity with the pro
visions of sect ion 709 (a) , or ii any person required to comply with 
the provisions of section 709 (c) or ( d) fails or refuses to do so, or 
if any person fails or refuses to comply with a demand b,Y the Com
mission to give testimony under oath, the United Stat.es district court 
for the district in which such person is found, resides, or transaots 
business, shall, upon application of the Commission, have jurisdiction 
to issue to such person an order requiring him to comply with the 
provisions of section 709 (c) or (d) or to comply with the demand 
of the Commission, but ilie attendance of a witness mo.y not be 
required outside the State where he is found, resides, or transacts 
businw.i and tJ1e production of evidence may not be required outside 
the State where such evidence is kept. 

(c) Within twenty days after the service upon any person char~d 
under section 706 of a demand by the Commission £or the production 
of documenta1·y evidence or for permission to examine or to copy 
evidence in conformity with the provisions of section 700( a), such 
person may 61e in the district, court of the United States !or the judi
cial district in which he 1-esides, is -found, or transacts business, and 
serve upon the Commission a petition for an order of such court modi
fying or setting aside such demand. The time allowed for compliance 
with the demand in whol~ or. in part as deemed proper ~~ or~ered 
by the court shall not rw1 durm~ the pendency of such petition m the 
court. Such petition shall specify ea.ch ground upon which the peti
tioner relies in seeking such relief, and may be based upon any failure 
0£ such demand to comply with the provisions of this title or with the 
limitations generally applicable to compulsory process or upon any 
constitutional or other legal right or privilege of such person. No 
object.ion which is not raised by such a petition may be urged in the 
defense to o. proceeding initiated by the Commission under subsection 
(b) for enforcement of such I\ demnnd unless such proceeding is com
menced by the Commission prior to the expiration of the twenty:-day 
period, or unless the court determines that the defendant could not 
1,easonably have been u.wnre of the availabi1ity of such ground of 
c)biection. 

( d) In any proceed.in~ brought by the Commission under subsection 
( b) 1 except I\S provided m subsection ( c) of this section, the defendl\nt, 
may petit.ion the court for nn ordel' modifying or setting nside the 
<lemand of the Commission. 
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NOTICES TO BE l'OSTlED 

Sllc. "/11. (a) Every employer, employment agency, and labor orga
niza,tion, as the case ma.y be, shall post a.nd keep posted in conspicuous 
places upon its premises where notices to employees, applicants for 
employment, a.nd members are customarily posted a notice t.o be pre
pared or approved by the Commission setting: forth excerpts from or, 
summaries o:£1 the pertinent provisions of this title n.nd information 
pertinent to the filing of a complaint. 

(b) A willful -vjo)ation of this section shall be punishable by a fine of 
not more than $100 for each separate offense.. 

VETERAN 81 FREF.Elll:lllf CE 

SEc. 712. Nothing contnwed in this title ~ihnlJ be construed to repeal 
or modify any Federal, State, territorial, 01~ local law creating special 
rights or preference for veterans. 

llULES AJ,"D REGULATIONS 

Sim. 713. (n) The Commission sha11 ha'Ve authority from time to 
time to issue, amend, or rescind suitable procedural regulations to 
carry out the provisions of this title. Re,ii'Ulations ismied: under this 
section shall be in conformity with the stancl[ards and limitations of the 
.Administrative Procedure .Act. 

(b) In any action or proceeding based on any alleged unJa,wful 
employment practice, no person shall be subject to any liability or 
punishment for or on account of (1) the com.mission by such person 
of an nnfawful employment practice if he ]pleads and proves tliat the 
act or omission complained of wo.s in good faith, in conformity with, 
and in reliitnce on any written interpret.ation or opinion of the Com
mission, or (2) the failure of such person to publish and file ILilY 
wiormation required by any provision of this title if he pleads and 
proves tho.the fn.iled to publish and file such information in good faith, 
m .,;onformity with the instructions of the Commission issued under 
this title regarding the filing of such information. Such a defense, 
if established, shall be a bar to the ttet.io:n or proceeding, notwith
standing that (A) after such net or omission, such interpretation or 
opinion 1s modified or rescinded or is determined by judicial authority 
to be invalid or of no legal effect, or {B) after publishing or filing the 
description and 1u1nu&I reports, such puh'.lication or filing is deter
mined by judicial authodty not to be in co1uformity with the require
ments of this title. 

FORCil3LYllESlBTING 'fl'IE OOMMIBSTON O~tITS Bl!lPRF..SENTATIVES 

SEc. 7'14.. The p1·ovisions of sect.ion 111, title 18, United States 
Code, sh.all apply to officers, agents, ancl employees of the Com
mission in the performance of their official d·uties. 

SPECtA L STUDY BY SECBETA.Jl'Y OF LABOR 

SEc. 715. The Secretary of Labor shall make a full and complete 
study of the factors which might tend to 1~ult in djscriminatiou in 
em).)loyment because of age and of the consequences of such discrimi
nation on the economy and individuals a1fected. The Seeretsry of 
Labor shall make a report to the Congresis not later than June 30, 
1965, contaillll)g the results of such study and sha.11 include in such 
report such recommendations for legislation to prevent arbitrary dis
crLmination in employment because of age ns he determines advisable. 

60 S~t. 237 • 
s use 1001 

note-. 

?.65 

62 Stat. 688. 

Report to 
Co~re.aa. 



266 

President!.al 
conferences. 

Membership, 

Survey. 

68 Stat, ID l 3, 
1022: 76 Stat, 922. 

18 USC 9, 211• 
241. 

63 Stat. 102. 

62 Stal, 9 38, 

PUBLlC LAW 88-352-JULY 2, 1964 [78 STAT, 

EFFECTIVE DATE 

SEC. 716. (a) This title shnU become effective one year aft.er the 
date of its ennctmeut. 

(b) Notwitltstanding subsection (a) sections of this title other 
than sections 703, 70!, 706, and 707 shall become efl'ective immediately. 

(c) The President. shall, ~1s soon as feasible after the enactment of 
this title, coin-ene one or more conferences for the purpose of enabling 
the leaders of g1•oups whose members wrn be affected by this title to 
~ecome f11;IDiliar \\'1th the 1·ights afforded 3:.nd obligatio~s im~osed by 
its proVIs1ons, n.nd for the ptu·pose o-£ making plans which will result 
in the fair and effective administmtion of this title when all of its 
provisions become effective. The President shaJJ in,7ite the participtt
tion in such coufere11ce or conferences of (1} the members of the 
President's Conuriittee on Equal Employment Opportunity, (2) the 
members ,of the Commission on Civil R1ghts, (3) representatives oi 
State and local agencies e~1iged in furthering equal emp1oyment 
opportunity, (4) represe.utatrves of private agencies engaged in fur
thering equal employment opportunity, and (5) representatives of 
employers, labor orgnnizrLt ions, and employment, agencies who will be 
subject to thjs title. 

TITLE VIII-REGISTRATION A.ND VOTING STATISTICS 

SEc. 801. The Secretary of Commerce sbtLlJ promptly cond11ct. a sur
,·ey to compile registration and voting statistics in such geognphic 
areas as may be recommended by the Commission on Civil Rights. 
Such a su~vE:y and co?>,pila~on shall, t? the extent recommended by 
the Comnuss1on on C1V1l Rights, ouly U1clude a com1t of persons of 
\·oting age by race, color, and national origin, and determination of 
the extent. t,o which such persons are registered to vote, and have vot-ed 
in any statewide primary or general election in which the Membe.i·s 
of the United Stlltes House of Representatives are nominated or 
elected, since Janua1·y 1, 1960. Such information sha.ll also be col
lected nnd compi~ed in connection with tJ1e Nineteent11 DecenJ)ia.l 
Census, and itt such other times as the Congress may prescribe. The 
provisions of sec'tion 9 :md chapt.er 7 of title 13 Unjted States Code, 
shall apply to any survey, collection, or compilation of registraliion 
and voting stntistics cnrried out under this title: P'T'ovwed, howe'l.le.1', 
'fhat no person shall be compelled to disc.lose his mce, color, national 
origin, or questioned about his political party affiliation, how he voted, 
or the renS()ns therefore, nor $ha11 any pena,Jty be imposed for his 
fnilure or 1·efusal to make such disclosure. Every person interrogated 
01'ally, by written survey or questionnaire or by any other me1i11s with 
respect to such information shall be fully advised with respect t.o 
his ri~ht to fail or 1·efuse to furnish such information. 

TITLE L~-INTERVENTION AND PBOCF.DURE AFTER 
REMOVAL IN CIVIL RIGHTS CASES 

SEc. 901. Tit,le 28 of the United States Code, section 1447 ( d), is 
amended to read ns follows: 

"An order remanding a case to the Stnte court -from which it was 
removed is not revhnvable on appeal or otherwise, except that an 
order remanding }t case to the State court from which it was removed 
pursuant to section 1443 of this title shall be t·eviewable by appeal 
or otl1erwise." 

SEC. 902. Whenever nu action has been conµ;nenced in any court of 
the United Stutes seeking relief from the denial of equal protection of 
the Jaws under {he fourteenth amendment to the Constitution on a.c-
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count of race, color, religion, or national origin, the Attorney General 
for or in the name of the United States may intervene in such action 
upon timely application if the Attorney General certifies that the oose 
is of general public importance. In such action the United States 
shall oe entitled to the same relief as if it hll.d instituted the action. 

TITLE X-ESTABLISHMENT OF COAOIUNITY 
R:&LATIONS SERVICE 

SEo. 1001. (a.) The1-e is here.by est1tblished in and as a pa1t, of the 
Department of CoIDJnerce a Community Relations Service (herein
after referred to as the HService") 1-.which shall be headed by a Direc
tor who shall be appointed by the t'resident with the advice and con
sent of the Senate for a term of four years. The Director is author
ized to appoint, subject to the civil serviee laws and re~lations1 such 
other personnel as ma.y be necessary to enable the Service to carry out 
its functions and duties, and to fix their compensation in nccordance 
with the Classification Act of 1949, ns amended. The Director is fur
ther authorized to procure services as authorized by section 15 of the 
Act of August 2, 1046 (60 Stat. 810; 5 U.S.C. 55(a} ), but at rates for 
individuals not in excess of $75 per diem. 

(b) Section 106(a) of the Federal Executive P8.y Act of 1956, as 
amended (5 U.S.C. 2205(a) ), is further amended by adding the 
following clause thereto: 

" ( 62) Director, Community Relations Service." 
Sw. 1002. It shnll be the function of the Service to provide assist

nnce to communities and persons therein in1-esolv.ing disputes, disagree
ments, or clifficulties relating to discriminatory practices based on race, 

.
color, or national origin which impair the rights of_ persons in such 
communities under the Constitution or laws of the United States or 
which affect or may !lifeci iut.erstate commerce. The Se.tvioe may ofl'er 
its services in cases of such disputes, disagreements, or difficulties 
whenever, in its judgment, peaceful relations among the citizens of 
the community involved a1-e threatened thereby, and it may ofl'er 
its services either llrOn its own motion or upon the request of an appro
priate State orloc11 official or ol her interested person. 

8:EC. 1003. (a) The Service shall, whenever possible, in performing 
its functions, seek an<l utilize the ooop&at.ion of appropriate Stat.e or 
local public, or private agencies. 

(b) The activities of all officers and employees of the Service in pro
viding concili11tion assishtnce shall be conducted in confidence nnd 
without publicity1 a:nd the Service shall hold confi_dential a.ny infor
mation acquired m the regul1tr performance of its dutles upon the 
understanding that it would be so held. No officer or employee of the 
Service shall engage in the. pedormnnce of investigative or prosecut
ing -functions of any department or agency in any litigation arising 
out of n. dispute in which he acted on beI1alf of the Service. Any officer 
or other employee of the Service, who sba.11 make public in any man
ner whatever a:ny information in violation of t.h1s subsection, shall 
be deemed guilty of a misdemeanor and, upon conviction thereof, shall 
be fined not more than $1,000 or imprisoned not more than one year. 

81;0. 1004. Subject to the provisions of sections 205 and 1003(b), 
the Director shall, on or before January 31 of each year, submit to 
the Congress a report of the nctivities of the Service during the 
preceding fiscal year. 
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TITLE XI-MISCELLANEOUS 

[78 STAT. 

Si-:c. U0l. In any proceeding for criminal contempt arising under 
title II, ill, IV V, VI, or VII of this Act1 the accused, upon demand 
therefor, shall be entit.led to a trial by Jury, which shall conform 
as near as may be to tJ1e practice in criminal cases. Upon conviction, 
the accused shall not be fined more than $1,000 or rmprisoned for 
more than six monU1s. 

This section shall not apply to cont.empts committed :in the presence 
of the court, or so near thereto as to obstruct the administraition of 
justice, nor to the misbehavior, misconduct, or disobedience of a.ny 
officer of t,he court in ~ to writs, orders, or process of the court. 
No person shall be conV1cl:oo of criminal contempt hereunder unless 
the act or omission constitutil1g such contempt shall have been inten
tionnl, as required in other cases of criminal contempt. 

Nor shall anything herein be construed to deprive courts of their 
power, by civil contempt proceedings, without a jnry1 to secure com
pliance with or t-0 prevent obstruction of, as distmguished from 
punishment fol' vi0lo.tions of, any lawful writ, process, order, rule, 
decree, or command of the court in accordance with the prevailing 
usages of law and equity, including the power of detention. 

SEc. 1102. No person should be put twice in jeopa,rdy under the 
laws of the United States for the same act or 0Jn1SSion. For this 
reason, an acquittal or conviction in a prosecution for a specific crime 
under the laws of the United States shall bar a. prooeedi~ for crim
inal contempt, which is bn.sed upon the sa,me act or onussion and 
which arises under the provisions of this Act; and an acquittal or 
conviction in a proceeding for criminal con.tempt, which arises under 
the pro-visions of this Ac!.i shall bar a prosecution for a specific crime 
under the Jaws of the united States based upon the same act or 
omission. 

$Ee. 1103. Nothing in this A.'ct shall be construed to deny, impair, 
or otherwise affect o.ny right or authority of the Attorney General or 
of the United Stntes or any agency or officer tJ1ereof under existing 
law to institute or intervene in a.ny action or proceeding. 

SEc. 1104. ~othing contained in any title of this .Act shall be 
construed as indicating an intent on the pa.rt of Congress to occupy 
the field in which any such title operates to the exclusion of State laws 
on the same subject matter, nor shall any _provision of this Act be 
construed as invalidating any p,rovision of State law unless such pro
vision is inconsistent ,vith any of the purposes of this Act, or t\1lY 
provision thereof. 

SEo. 1105. There aTe hereby authorized to be appropriated such 
sums as are necessary to carry out the provisions of this Act. 

SEo. 1106. If any provision of this Act or the application thereof 
to any person or c1rcumstanoes is held invalid, the remainder of the 
Act and the application of the provision to other persons not similarly 
situated or to other circumstances shaJJ not be affected thereby. 

Approved July 2, ·1964, 
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59 to 61, 64a, 71a, 78, 84, 85, 170, 181, 192, 221a, 228, 241, 242, 
244, 247a, 248, 263, 287, 288, 321, 324, 336, 341, 343, 347b, 
352a, 355, 357, 371, 371b, 371c, 375a, 377, 378, 461, 462a–1, 
462b, 465, 481, 482, 486, 619, 1702, 1703, 1709, and 1713 of this 
title; section 101 of Title 11, Bankruptcy; section 19 of 
Title 15, Commerce and Trade. See, also, sections 217, 
218, 334, 655, 656, 709, 1005, 1906, 1909, and 2113 of Title 18, 
Crimes and Criminal Procedure. For complete classi-
fication of this Act to the Code see Tables. 

SEPARABILITY 

Section 346 of act Aug. 23, 1935, provided: ‘‘If any pro-
vision of this Act, or the application thereof to any per-
son or circumstances, is held invalid, the remainder of 
the Act, and the application of such provision to other 
persons and circumstances, shall not be affected there-
by.’’ 

SUBCHAPTER II—BOARD OF GOVERNORS 
OF THE FEDERAL RESERVE SYSTEM 

§ 241. Creation; membership; compensation and 
expenses 

The Board of Governors of the Federal Reserve 
System (hereinafter referred to as the ‘‘Board’’) 
shall be composed of seven members, to be ap-
pointed by the President, by and with the advice 
and consent of the Senate, after August 23, 1935, 
for terms of fourteen years except as hereinafter 
provided, but each appointive member of the 
Federal Reserve Board in office on such date 
shall continue to serve as a member of the 
Board until February 1, 1936, and the Secretary 
of the Treasury and the Comptroller of the Cur-
rency shall continue to serve as members of the 
Board until February 1, 1936. In selecting the 
members of the Board, not more than one of 
whom shall be selected from any one Federal 
Reserve district, the President shall have due 
regard to a fair representation of the financial, 
agricultural, industrial, and commercial inter-
ests, and geographical divisions of the country. 
The members of the Board shall devote their en-
tire time to the business of the Board and shall 
each receive basic compensation at the rate of 
$15,000 per annum, payable monthly, together 
with actual necessary traveling expenses. 

(Dec. 23, 1913, ch. 6, § 10 (par.), 38 Stat. 260; June 
3, 1922, ch. 205, 42 Stat. 620; Aug. 23, 1935, ch. 614, 
title II, § 203(b), 49 Stat. 704.) 

CODIFICATION 

Section is comprised of first par. of section 10 of act 
Dec. 23, 1913. Pars. 2–7 and 8 of section 10; par. 9 of sec-
tion 10, as added June 3, 1922, ch. 205, 42 Stat. 621; par. 
10 of section 10, as added Aug. 23, 1935, ch. 614, § 203(d), 
49 Stat. 705; and par. (12) of section 10, as added Pub. L. 
111–203, title XI, § 1108(b), July 21, 2010, 124 Stat. 2126, 
are classified to sections 242 to 247, 1, 522, 247a, and 247b, 
respectively, of this title. No par. between pars. (10) and 
(12) has been enacted. 

AMENDMENTS 

1935—Act Aug. 23, 1935, § 203(b), increased the appoint-
ive membership from six to seven, terminated the 
membership of the Secretary of the Treasury and the 
Comptroller of the Currency, raised the tenure from 
twelve to fourteen years and increased the annual sal-
ary from $12,000 to $15,000. 

CHANGE OF NAME 

Section 203(a) of act Aug. 23, 1935, provided that: 
‘‘Hereafter the Federal Reserve Board shall be known 
as the ‘Board of Governors of the Federal Reserve Sys-

tem,’ and the governor and the vice governor of the 
Federal Reserve Board shall be known as the ‘chair-
man’ and the ‘vice chairman,’ respectively, of the 
Board of Governors of the Federal Reserve System.’’ 

REPEALS 

Act Oct. 15, 1949, ch. 695, § 4, 63 Stat. 880, formerly 
cited as a credit to this section, which was used as au-
thority to substitute ‘‘$16,000’’ for ‘‘$15,000’’ in the last 
sentence, was repealed by Pub. L. 89–554, § 8(a), Sept. 6, 
1966, 80 Stat. 655. 

GENERAL ACCOUNTING OFFICE STUDY OF CONFLICTS OF 
INTEREST 

Pub. L. 106–102, title VII, § 728, Nov. 12, 1999, 113 Stat. 
1475, provided that the Comptroller General of the 
United States was to conduct a study analyzing the 
conflict of interest faced by the Board of Governors of 
the Federal Reserve System between its role as a pri-
mary regulator of the banking industry and its role as 
a vendor of services to the banking and financial serv-
ices industry and, before the end of the 1-year period 
beginning on Nov. 12, 1999, submit a report to the Con-
gress, together with recommendations for such legisla-
tive or administrative actions as the Comptroller Gen-
eral determined to be appropriate. 

COMPENSATION OF BOARD OF GOVERNORS 

Annual basic compensation of Chairman and Mem-
bers of Board of Governors, see sections 5313 and 5314 of 
Title 5, Government Organization and Employees. 

§ 242. Ineligibility to hold office in member 
banks; qualifications and terms of office of 
members; chairman and vice chairman; oath 
of office 

The members of the Board shall be ineligible 
during the time they are in office and for two 
years thereafter to hold any office, position, or 
employment in any member bank, except that 
this restriction shall not apply to a member who 
has served the full term for which he was ap-
pointed. Upon the expiration of the term of any 
appointive member of the Federal Reserve Board 
in office on August 23, 1935, the President shall 
fix the term of the successor to such member at 
not to exceed fourteen years, as designated by 
the President at the time of nomination, but in 
such manner as to provide for the expiration of 
the term of not more than one member in any 
two-year period, and thereafter each member 
shall hold office for a term of fourteen years 
from the expiration of the term of his prede-
cessor, unless sooner removed for cause by the 
President. Of the persons thus appointed, 1 shall 
be designated by the President, by and with the 
advice and consent of the Senate, to serve as 
Chairman of the Board for a term of 4 years, and 
2 shall be designated by the President, by and 
with the advice and consent of the Senate, to 
serve as Vice Chairmen of the Board, each for a 
term of 4 years, 1 of whom shall serve in the ab-
sence of the Chairman, as provided in section 244 
of this title, and 1 of whom shall be designated 
Vice Chairman for Supervision. The Vice Chair-
man for Supervision shall develop policy recom-
mendations for the Board regarding supervision 
and regulation of depository institution holding 
companies and other financial firms supervised 
by the Board, and shall oversee the supervision 
and regulation of such firms. The Chairman of 
the Board, subject to its supervision, shall be its 
active executive officer. Each member of the 
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Adjusting Work-Related Problems

Approved by H. Fay Peters, effective June 30, 2010

Jump to section: 

Policy Statement

All employees are to be treated fairly and equitably. Managers and their staffs are
encouraged to create and maintain an atmosphere of mutual trust, respect, and open
and objective communication. Most work-related problems, complaints, disputes, and
differences of opinion can be resolved once they are discussed with the employee's
supervisor. If the problem cannot be resolved through discussion, employees are
encouraged to follow the procedure described below.

Return to top

Covered Problems

A work-related problem covered under this policy can be any issue that arises in the
context of a work situation and that is not within the scope of the following
management policies:  Adverse Action Policy and Procedures, Disciplinary Actions,
Sexual Harassment, Reasonable Accommodation, Performance Management
Program, Equal Employment Opportunity, Provisional Employment Period, and
Provisional Period for Newly Selected Managers and Supervisors. Accordingly, the
procedure set forth in this policy may not be used in lieu of appeal procedures
provided in other policies that establish an exclusive remedy and may not be used to
avoid conditions or limitations set out in such other policies. When a work-related
problem is addressed under another management policy, any complaint or appeal
under this policy regarding the same work-related problem will be dismissed, and the
matter will be addressed under the other applicable policy.

Work-related problems include, but are not limited to, employee complaints or
questions regarding unfair treatment on the basis of conduct or reasons that do not
adversely affect the employee's performance and that are not covered under existing
laws regarding discrimination. Such matters may include allegations of discrimination
in employment on the basis of sexual orientation.

Return to top

Definitions

Employee means an individual who works full-time or part-time and is appointed into

Board service for a period of more than 90 calendar days.1 The term employee does
not include members of the Board or nonregular employees, that is, student aides,
worker-trainees, student interns, co-op employees, or individuals who are serving in a
temporary term-limited position.

The term employee also does not include an at-will employee, that is, an individual
serving at the pleasure of the Board and who may be discharged from Board service
for any reason that is not illegal.

Return to top

Procedure for Addressing a Work-Related Problem

Employee relations specialists in the Employee Relations section (ER) of the
Management Division are available to help employees and managers address
work-related problems. They ensure that employees are aware of their rights and
guide them through the steps outlined in the following procedure. An employee
relations specialist may also help resolve cases by gathering facts, consulting with the
employee regarding his or her concerns, and recommending a course of action. An
employee relations specialist may be consulted at any time before or during the
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process.

Step 1. An employee should first discuss any work-related problem (or problems)
under this policy with his or her immediate supervisor as soon as possible. Unless
unusual circumstances exist, an employee should bring the matter to the attention of
the supervisor within 15 working days from the date the employee first became aware
of the matter or from the effective date of the action giving rise to the work-related
problem. Experience has shown that most problems can be settled once they are
brought to the attention of the supervisor and discussed fairly and openly.

Step 2. If the problem is not resolved within 15 working days after it has been brought
to the attention of the immediate supervisor, the employee may submit a written
description of the problem within five working days to the manager or officer
responsible for the functional area. This person may, depending on the organizational
structure, be the same person as the immediate supervisor. The manager or officer
responsible for the functional area will review the problem and issue a written decision
within 15 working days of receipt of the employee's written description of the problem.

Step 3. If the employee is not satisfied with the decision of the manager or officer
responsible for the functional area, the employee may appeal to the division director.
Any such appeal must be filed within five working days of the employee's receipt of the
manager's or officer's decision. The appeal must be submitted in writing to the
division director. If the division director is the same person as the manager or officer
responsible for the functional area (as described in step 2), the employee may ignore
step 3 and proceed to step 4. The division director will issue a written decision within
15 working days of receipt of the employee's appeal.

Step 4. If the employee is not satisfied with the decision of the division director (or of
the manager or officer responsible for the functional area if that person is the same
person as the division director), the employee may select one of the following two
options:

Officer responsible for ER (ER Officer).  The employee may appeal the
decision of the division director to the ER Officer or to his or her designee.
Any such appeal must be filed within five working days of the employee's
receipt of the division director's decision and must be submitted in writing.
The ER Officer, or his or her designee, will issue a written decision within 15
working days of receipt of the employee's appeal. The decision of the ER
Officer is final and binding.

For employees in the Management Division, this appeal shall be made to a
Board officer outside the Management Division, who shall be designated by
the chairman, Committee on Board Affairs, rather than to the ER Officer.
The decision of the officer appointed by chairman, Committee on Board
Affairs, shall be final and binding.

The decision of the ER Officer or, as appropriate, a Board officer designated
by the chairman, Committee on Board Affairs, may be implemented under
delegated authority.

Mediation.  Within five working days of the employee's receipt of the
division director's decision, the employee may request that a mediator be
engaged to help bring about a mutually acceptable resolution to the
problem. The mediation between the employee and division management
will be governed by the procedures described in the Employee Relations
Mediation Guidelines.

If mediation does not resolve the problem, the employee may choose to
appeal the decision of the division director to the ER Officer in accordance
with the provisions of step 4.1 above. Any such appeal must be made within
five working days of the conclusion of the mediation.

Review of Documentation at Each Level

In reviewing an appeal, the reviewing authority at each level has the discretion to
conduct whatever investigation he or she deems appropriate, including requesting
supplementary information from the employee or from management. The reviewing
authority, however, may choose to issue a decision based on a review of the appeal and
any documentation that may have been initially presented.

Submission of Documentation

At any stage of the process, the employee may submit additional material. Such
material must be submitted, as applicable, by the date the written description of the
problem or the date the appeal is due.

Any material submitted to the ER Officer in connection with an appeal will be shared
with the employee's management unless the ER Officer does not rely on the
information in reaching a decision or if the ER Officer determines that disclosing the
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information would create or exacerbate an employee relations issue. Any
documentation submitted by the division in connection with an appeal will be shared
with the employee except to the extent that doing so infringes on the privacy rights of
other employees.

Time Limits

The ER Officer can extend the time limits contained in this policy. No procedural
rights or requirements that are not specifically stated in the procedure may be implied.

Return to top

Responsibility

The Management Division has the discretionary authority to administer and interpret
this policy. The Board may review, update, and amend this policy at any time.

Return to top

Footnotes

1. Applicants for employment with the Board may invoke the procedures in this policy
for claims of unfair treatment on the basis of sexual orientation. Return to text.

Maintained by Web Commun cat ons & Development
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BOARD OF GOVERNORS OF THE FEDERAL RESERVE SYSTEM
MANAGEMENT POLICY STATEMENT

Equal Employment Opportunity
Approved by Don Hammond, effective May 13, 2013 

Policy Statement

Complaint Processing

Interaction with Other Policies

Responsibility

Policy Statement
The Board's policy is to provide equal opportunity in employment for all persons. Thus,
consistent with applicable law, the Board prohibits discrimination in employment on the basis 
of race, color, religion, sex, national origin, age, disability, or genetic information, and 
promotes the full realization of equal employment opportunity (EEO) through a continuing 
affirmative program. The Board also prohibits discrimination on the basis of any application, 
membership, or service in the uniformed services. In addition, as a matter of policy and 
although it is not required by law, the Board prohibits discrimination in employment on the
basis of sexual orientation.

The Board strives to comply with the following statutes and any amendments thereof: the Civil 
Rights Act of 1964 (title VII), section 501 of the Rehabilitation Act of 1973, the Age
Discrimination in Employment Act of 1967 (ADEA), the Equal Pay Act of 1963, the Genetic 
Information Nondiscrimination Act of 2008, and the Uniformed Services Employment and 
Reemployment Rights Act of 1994 (USERRA). The Board's Rules Regarding Equal 
Employment Opportunity (the Board's EEO rules), 12 CFR part 268, set forth the policies and 
procedures relating to the Board’s policy to promote equal opportunity. In addition, plans, 
program objectives, and goals dealing with equal employment opportunity and affirmative 
action are set forth in the Board's EEO rules as well as in the Affirmative Employment 
Program Plan adopted by the Board (which is available through the Board's Office of Diversity
and Inclusion (ODI)). 

Complaint Processing
An employee or applicant for employment who believes that he or she has been discriminated 
against on the basis of race, color, religion, sex, national origin, disability, age, or genetic 
information, or subject to retaliation for engaging in protected activity, may raise any such 
complaint with the Board's ODI (formerly the EEO Office) as provided by the Board's EEO
rules. The aggrieved person must initiate contact with an EEO counselor within 45 days of the 
matter alleged to be discriminatory or, in the case of a personnel action, within 45 days of the 
effective date of the action.

An employee or applicant for employment who believes that he or she has been discriminated 
against on the basis of any application, membership, or service in the uniformed services, or 
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subject to retaliation for engaging in protected activity, may raise any such complaint with the 
Department of Labor. Because the process for USERRA-related complaints differs from the 
process for complaints of other forms of discrimination, ODI does not counsel or provide any 
complaint processing for USERRA-related complaints. These complaints are addressed by 
the Department of Labor. Additional information on USERRA and filing USERRA complaints is 
available at the Department of Labor’s VETS website.

Complaints by employees and applicants for employment regarding discrimination on the 
basis of sexual orientation may be raised under the Adjusting Work-Related Problems policy. 
Because discrimination on the basis of sexual orientation is not covered by federal laws 
prohibiting discrimination, the Board's EEO rules do not address discrimination on the basis of 
sexual orientation. In this regard, this policy does not create any right to file a lawsuit or other 
legal action on the basis of sexual orientation. This policy also does not provide any right to 
benefits, as those are determined by the terms of the particular benefit plan. 

Interaction with Other Policies 
Allegations of discrimination on the grounds of race, color, sex, national origin, age, disability, 
or genetic information, or of retaliation for engaging in protected activity, cannot be 
simultaneously raised under the Board's EEO rules and the Board's Adjusting Work-Related 
Problems policy. When an employee presents an allegation of discrimination on the grounds 
of race, color, sex, religion, national origin, age, disability, or genetic information, the 
allegation shall be processed under the Board's EEO rules, and any grievance regarding the 
same matter being processed through the Adjusting Work-Related Problems policy shall 
terminate.

Responsibility
The Board has assigned direct responsibility for implementation of its EEO policy to 
supervisors and managers. The ODI director is responsible for coordinating Boardwide 
implementation of EEO procedures and practices; advising on the Board’s policies and 
practices in connection with federal EEO laws; implementing this and other Board policies 
related to EEO; coordinating the resolution of EEO complaints; and, if applicable, 
recommending corrective measures to management. The Human Resources (HR) Function of 
the Management Division is responsible for addressing complaints filed under the Adjusting
Work-Related Problems policy that allege discrimination on the basis of sexual orientation 
and for addressing any USERRA-related concerns. 

This policy will be reviewed and updated as necessary. 

Return to top

Management Policies Home
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BOARD OF GOVERNORS OF THE FEDERAL RESERVE SYSTEM
MANAGEMENT POLICY STATEMENT

Performance Management Program
Approved by Michell C. Clark, effective February 7, 2014

Policy Statement

Definitions

Performance Ratings

Annual PMP Requirements

Other PMP-Related Activities

Use of Annual PMP Ratings

Marginal or Unsatisfactory Performance

Appeals

References

Responsibility

Policy Statement
The Board's policy is to review the performance of all employees periodically and make 
employment decisions based on an employee's performance. To this end, the Board has 
established a Performance Management Program (PMP) that requires a written annual review 
(annual PMP).1

Purpose
The purpose of the PMP process is to (1) continuously improve individual and organizational
performance, (2) develop and motivate employees to become top performers and help the 
Board achieve its mission and purpose, and (3) inform various employment decisions, such as 
compensation and retention decisions.

Objectives
The PMP process helps the Board achieve its mission and purpose by establishing a set of 
planned activities for each employee. These activities support the organization’s work needs 
and emphasize the importance of open lines of communication between employees and their
supervisors regarding work performance. The Board encourages employees to develop their 
skills and grow in their professions; therefore, annual PMPs should outline goals and 
objectives and discuss performance areas that can be improved. To meet the goals of the 
PMP process, supervisors are responsible for creating performance standards, monitoring 
performance, and providing an employee with feedback on his or her performance. 
Employees share responsibility for initiating communication at any time regarding 
performance issues and concerns, preparing for each step of the performance-appraisal 
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process, and implementing the suggestions provided as feedback.

Definitions
For purposes of this policy, the following definitions apply unless otherwise specified. 

Employee is an individual who works full-time or part-time and is appointed into Board 
service for a period of more than 90 calendar days. The term “employee” includes officers but 
not Board members, student aides, student interns, or co-op employees.

Performance Ratings
An employee’s performance is evaluated against five possible levels of performance:
Extraordinary, Outstanding, Commendable, Marginal, and Unsatisfactory. An employee 
receives an evaluation and overall rating each year. The evaluation takes into account an 
employee’s performance on both the technical requirements and the behavioral components 
of the job and may take into consideration the performance of his or her similarly situated 
peers. The five rating levels are defined below.

Extraordinary. Performance that substantially and consistently exceeds the Board’s high 
standards and expectations. This rating is reserved for a limited number of employees.

Outstanding. Performance that consistently meets and often exceeds the Board’s high
standards of the job and the expectations of the position. This rating is reserved for a limited 
number of employees.

Commendable. Performance that consistently meets the Board’s high standards and
expectations.

Marginal. Performance that is marginally below the level of acceptability because it does not 
either fully or consistently satisfy the requirements and expectations of the position.

Unsatisfactory. Performance that is below the level of acceptability because it substantially 
fails to satisfy the requirements and expectations of the position.

Annual PMP Requirements
1. Timing. Supervisors must conduct an annual PMP for each employee they 

supervise.2 Annual PMPs of all employees will be completed on the same annual cycle 
on PMP forms that have been approved by the Human Resources (HR) Function of the 
Management Division.3 HR will notify all divisions of the dates the annual PMPs are 
due.

2. PMP session. Supervisors should let each employee know when they will be 
conducting the annual PMP session. During the PMP session, supervisors are 
expected to discuss the employee’s performance and how well the employee met his or 
her performance objectives or expectations during the performance period. Supervisors 
may also review an employee’s job responsibilities, performance expectations and/or 
objectives, behavior, strengths, areas for further improvement, and development needs 
and activities. The objective of feedback is to recognize effective and ineffective 
performance and motivate the employee to higher levels of performance. Employeesare 
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encouraged to provide their views about their performance. 

3. Reviewing managers’ responsibilities. Reviewing managers should review the PMPs 
completed by their subordinate supervisors (before an employee is given his or her 
PMP) and ensure that the PMPs adequately reflect employee performance. Reviewing
managers should attempt to resolve PMP disagreements between an employee and his 
or her immediate supervisor. 

4. Change of supervisor or job. If a supervisor is reassigned from a work unit or leaves the 
Board, responsibility for the PMPs for employees in the unit will be given to the new
supervisor. Similarly, responsibility for the PMP for an employee transferring to a work 
unit with a different supervisor will be with the new supervisor. In both cases, the prior 
supervisor should provide the new supervisor and the employee who is transferring or 
being reassigned with feedback on the employee’s performance before the employee’s 
reassignment or transfer. 

5. Signing and finalizing the PMP. The supervisor and reviewing manager must sign the 
annual PMP and the employee should acknowledge receipt of the PMP by signing it as 
well. If the employee declines to sign the PMP, this should be noted on the PMP. A 
copy of the PMP must be provided to the employee shortly after it is signed by the 
reviewing manager.

A PMP is final and effective when both the supervisor and the reviewing manager sign
it. Until the PMP is signed by the reviewing manager, an employee may raise a
disagreement about the PMP with the supervisor or reviewing manager. (If the
employee continues to disagree with the PMP, after it is signed by the reviewing 
manager the employee may appeal the PMP as explained under the appeal section, 
below.) If the reviewing manager or supervisor makes any changes to the PMP in 
connection with a PMP disagreement, these changes should be reflected on the PMP. 
Any written statements an employee submits in response to the PMP must be attached 
to the completed PMP. 

6. Submitting the PMP to HR. Each division must send the original, completed annual 
PMP to the designated HR staff responsible for the Performance Management Program 
for HR staff to file in the appropriate system of records consistent with applicable law. 
Divisions are expected to provide signed PMPs to HR no later than November 30. HR 
will keep documents related to PMP appeals. Each division must maintain all of the 
supporting documentation to support the PMP rating consistent with the applicable 
records-retention schedule. 

7. Consultation with HR. A division may issue an annual PMP that rates an employee’s 
performance as Marginal or Unsatisfactory only after consulting with the Employee 
Relations Section, HR.

Other PMP-Related Activities
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1. Objective setting for new employees and employees in new positions. Supervisors 
should hold objective-setting sessions with all new employees and employees who are 
assuming new positions within 90 calendar days of an employee’s appointment or 
assumption of a new position. The objective-setting session is a meeting in which the 
supervisor, with the employee’s input, clarifies the employee’s job responsibilities and
performance expectations, identifies specific objectives and measurement criteria for 
the employee’s job, and plans how the employee will accomplish the objectives. The 
supervisor should retain a written record documenting the session. 

2. PMP training for newly appointed employees and newly appointed supervisors. New 
employees and newly appointed supervisors must complete PMP training within 90 
calendar days of their appointments. If possible, this training should occur before the 
supervisor issues any PMPs and before the supervisor’s initial PMP-objective-setting
session with a subordinate employee. 

3. Interim PMPs. Supervisors may provide their employees with interim PMPs in order to
give employees performance feedback between annual PMPs. 

4. Performance feedback. In addition to interim and annual PMPs, supervisors should 
routinely provide performance feedback to their employees. As described below, 
thatperformance feedback may include a performance warning, if warranted. 

Use of Annual PMP Ratings
1. Generally. The annual PMP rating is used to determine the amount of any merit 

increase the employee will receive for the year and, when applicable, is considered 
when determining variable pay or eligibility for other incentive programs. PMP ratings 
may also be relied on for promotion decisions and employment actions within the 
Board. In addition, as explained more fully below, a rating of Marginal or Unsatisfactory 
at any time (including on an interim PMP or performance warning) may lead to an 
employee’s separation from Board employment. 

2. Merit pay and Marginal or Unsatisfactory ratings. An employee who receives a rating of 
Marginal or Unsatisfactory on his or her annual PMP is not eligible for a merit increase, 
salary-structure increase, or any other type of performance-based pay, such as cash 
awards and variable pay, unless and until the employee receives a rating of higher than 
Marginal or Unsatisfactory on a subsequent annual PMP. If the employee’s salary falls
below the minimum of the salary range for his or her grade because he or she receives 
a Marginal or Unsatisfactory rating, the employee’s salary will not be raised to the 
minimum of the salary range. 

3. Workforce reductions.  An employee’s performance on the three most recent annual 
PMPs is a factor used in determining the retention standing of the employee when the 
employee is affected by a workforce reduction. 

Marginal or Unsatisfactory Performance
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1. Timing. At any time during the year, if an employee’s performance is Marginal or 
Unsatisfactory, the employee’s supervisor can issue the employee notice that his or her 
performance is Marginal or Unsatisfactory. This could happen through either a formal 
annual or interim PMP or a less formal performance warning, such as an e-mail or 
memorandum. Whatever the form, the performance warning must tell the employee 
why his or her performance has been Marginal or Unsatisfactory and the consequences 
of failure to improve performance to at least the Commendable level after a period to 
improve performance. 

2. Consequences of Marginal or Unsatisfactory performance. The Board may separate an 
employee who fails to meet the Board’s performance standards after the employee is 
given Marginal or Unsatisfactory performance feedback and a period of time to improve 
his or her performance.4 An employee who is subject to the Board’s Adverse Action
policy and receives feedback that his or her performance is Marginal will generally be 
given six months to improve. An employee who is subject to the Board’s Adverse Action 
policy and receives feedback that his or her performance is Unsatisfactory will generally 
be given three months to improve. An employee who is subject to the Board’s 
Provisional Employment policy and receives feedback that his or her performance is
Marginal or Unsatisfactory will generally be given a period of three months to improve. If 
an employee engages in any misconduct during the improvement period, the employee 
may be separated immediately. If at the end of the improvement period, the employee’s 
performance is still at a Marginal or Unsatisfactory level, the employee may be 
separated from Board employment.

In addition, if an employee improves performance to a Commendable level or above, 
the employee must sustain his or her performance at that level after the improvement 
period ends. If an employee who is subject to the Board’s Provisional Employment 
Policy does not, during the provisional period, sustain performance at a Commendable 
level or above, the employee may be separated from service. If an employee who is 
subject to the Board’s Adverse Action policy does not sustain performance, in the areas 
previously identified for improvement, at a Commendable level or above, for six months
after the end of the improvement period, the employee may be separated from service.5

The Board’s Provisional Employment policy and Adverse Action policy describe the 
procedures applicable to separating most Board employees for poor performance. 

3. Consultation with HR. A division may issue an employee notice that his or her
performance is Marginal or Unsatisfactory only after consulting with the Employee 
Relations Section, HR. 

Appeals
1. What may be appealed. An employee (other than a division or office director or the

chief operating officer) may appeal (1) his or her most recent annual PMP, which may 
include an appeal of the overall rating, the rating on an individual element, or adverse 
comments in the PMP; or (2) any notice that his or her performance is Marginal or 
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Unsatisfactory. An employee may not appeal interim PMPs or other informal 
performance feedback (unless the PMP or feedback rates the employee’s performance 
as Marginal or Unsatisfactory) or annual PMPs for prior performance periods. Any 
appeal must be in writing. 

2. Time period. An employee wishing to appeal an annual PMP or notice that his or her 
performance is Marginal or Unsatisfactory must file any such appeal, along with all 
documentation the employee wishes to provide in support of the appeal, within 15 
calendar days after the date on which the reviewing manager signed the PMP or the 
date on which the supervisor notified the employee that his or her performance was 
Marginal or Unsatisfactory. The appeal must be filed with the director of the division or 
office in which the employee works unless the director was the supervisor or reviewing 
manager for the PMP or other performance warning, in which case the chief human 
capital officer shall hear the appeal (“appeal officer”). If the chief operating officer was 
the supervisor or reviewing manager for the PMP or other performance warning, the 
general counsel shall appoint an appeal officer. 

3. Content of the appeal. The appeal must specifically set forth those areas with which the 
employee disagrees. If the employee does not provide sufficient information in the 
appeal, the employee may be asked to submit additional information. 

4. Appeal determination.The appeal officer will notify the appropriate supervisor of the 
appeal promptly after receipt.

In reviewing the appeal, the appeal officer (or his or her designee) may act based upon 
the material provided by the employee and may also conduct whatever further 
investigation he or she deems appropriate, including requesting supplementary 
information from the employee and his or her supervisor(s).

Unless an extension of time (explained below) is granted, within 30 calendar days after 
receipt of the appeal, the appeal officer (or his or her designee) will issue a written
decision on the appeal. The decision should be given to the employee in a manner that 
identifies the date it was delivered to the employee. The appeal officer (or his or her 
designee) will determine whether the overall performance rating is appropriate and 
whether any changes should be made to the written documentation. As a result of an 
appeal, an appeal officer (or his or her designee) may uphold the PMP or notification 
that the employee’s performance is Marginal or Unsatisfactory, raise the overall 
performance rating, raise the rating in an individual element on an annual PMP, or 
change language in the documentation. The PMP or the notification that the employee’s
performance is Marginal or Unsatisfactory may not be modified in a way that is adverse 
to the employee as a result of an appeal. The appeal officer’s decision on an appeal is 
final and not subject to further review.

Even if an appeal is pending, the Board may proceed with action under any other

Page 6 of 8Performance Management Program

4/9/2014http://fedweb.frb.gov/fedweb/mgmtpolicies/policy23.htm



policy, including the Provisional Employment and Adverse Action policies.

5. Interplay with other appeal processes.A PMP or notice that the employee’s 
performance is Marginal or Unsatisfactory may not be simultaneously challenged under 
this policy and through other procedures provided by various Board policies. This 
means that while PMP or rating-related issues may be raised under employee relations 
policies, such as the Adverse Action policy, Provisional Employment policy, and the 
Equal Employment Opportunity (EEO) policy, an appeal under this policy cannot be 
pursued at the same time as an action or appeal under these other policies. 
Accordingly, whenever an employee is pursuing other avenues under any other policy, 
any appeal under this policy will be dismissed, and the PMP issue will be addressed 
under the other policy.

If an employee files an appeal under this procedure and the employee wishes to file an 
EEO complaint regarding the PMP or notice that the employee’s performance is 
Marginal or Unsatisfactory, the employee must contact an EEO counselor and initiate 
the EEO process within 45 calendar days of the date his or her PMP was signed by the 
reviewing manager or the date that he or she received notice that his or her 
performance was Marginal or Unsatisfactory.

An employee may not pursue a PMP-related disagreement under the Board’s Adjusting
Work-Related Problems policy. The supervisor or manager involved must refer the 
employee to the PMP policy.

An employee’s appeal under this procedure does not stay or prevent any action that 
may be taken under another Board procedure. In this regard, an adverse action or a 
disciplinary action that is based on the PMP or notice of Marginal or Unsatisfactory 
performance can be taken even if an appeal is pending. The PMP matter will be 
addressed under the Board procedure pursuant to which the action is taken against the
employee. 

6. Consultation. At any stage in the appeals process, an employee or manager may 
contact an Employee Relations specialist for assistance in resolving appeal-related 
problems. 

7. Extensions of time. The ER Officer, after consulting with both the affected employee 
and the employee's division, may extend any of the time frames under this appeal 
procedure. 

References
Adjusting Work-Related Problems

Adverse Action

Cash Compensation Program
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Return to top

Equal Employment Opportunity

Personnel Placement Program

Provisional Employment

Responsibility
The Management Division has the authority to administer and interpret this policy. The 
Management Division shares the responsibility for implementation of the PMP program with 
each division (or office). This policy may be reviewed, updated, or amended at any time.

1. Whether an employee who has been at the Board for less than 12 months receives a PMP depends on 
the division’s practice. Return to text

2. Some new employees may be an exception (see footnote 1). Return to text

3. If a division demonstrates a sufficient need, HR may permit that division to use specifically tailored 
PMP forms. Any such form must include objectives and/or expectations; measurement criteria; 
performance results; strengths; areas for further improvement; and an overall evaluation. Furthermore, all 
tailored PMP forms must include a description of the performance-rating levels as stated in this policy. 
Return to text

4. In general, the improvement period will not be extended for time an employee is out on leave unless 
the employee is out for more than half of the improvement period and the employee showed improvement 
prior to going out on leave. Return to text

5.If an employee is out of work for any reason this six month period may be extended by the number of 
days the employee is out of work. Return to text
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BOARD OF GOVERNORS OF THE FEDERAL RESERVE SYSTEM
MANAGEMENT POLICY STATEMENT

Adverse Action
Approved by Michell C. Clark, effective February 7, 2014

Purpose

Definitions

Grounds for Adverse Actions

Interplay with Other Policies

Actions Taken Pursuant to National Security

Responsibility

Appendix

Purpose
This policy outlines the general circumstances under which the Board may take an adverse 
action against an employee and describes the procedures that will be followed when such an 
action is proposed and taken. Unless an action falls within the definition of an adverse action,
the action is not covered by this policy. Actions not covered by this policy may be covered by 
other Board policies—for example, the Disciplinary Actions policy or the Provisional
Employment policy.

Definitions
Adverse action means a discharge, removal, suspension without pay for a period of more than 
14 calendar days, or a reduction in grade or base pay against an employee. All other actions 
do not constitute adverse actions. In addition, adverse actions do not include

actions the employee voluntarily agrees to or takes on his or her own behalf; 

actions that reduce an employee’s variable pay, bonuses, cash awards, or any other 

type of pay that does not constitute base pay; 

any action taken under the Board’s Workforce Reduction policy (including separation or 

reduction in grade or pay); or 

actions taken to carry out a transfer of function(s) required by law or other actions 

required by applicable law. 

Base pay means the employee’s annual rate of basic pay. Base pay does not include variable 
pay, cash awards, lump-sum merit increases, sign-on bonuses, retention bonuses, shift 
differential, overtime pay, holiday pay, availability pay, unscheduled-duty pay, premium pay, 
or any other type of pay that the Board does not treat as base pay.

Days refers to calendar, not working, days unless otherwise noted.
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Employee means an individual who works full-time or part-time and is appointed into Board 
service for a period of more than 90 calendar days. The term employee does not include 
members of the Board or those serving a provisional employment period, student aides, office 
assistants, student interns, co-op employees, or those serving in a term-limited position.1 The 
term employee also does not include an at-will employee, that is, an individual serving at the
pleasure of the Board who may be discharged from Board service for any reason that is not 
unlawful. An individual who provides services to the Board but who is not an employee as 
defined herein has no rights under this policy.

Officer means an employee who has been appointed by the Board to serve as a member of 
its official staff.

Grounds for Adverse Actions 
Adverse actions are taken to promote the integrity and efficiency of the Board.  The
circumstances under which an employee’s performance may result in an adverse action are 
described in the Board’s Performance Management Program policy. For example, an adverse 
action may be initiated against an employee on the basis of his or her less-than-commendable
performance. An adverse action may also be initiated against an employee on the basis of 
national security or employment-suitability considerations. When taking an adverse action on 
the basis of performance, national security, or employment suitability, the Board does not take 
aggravating and mitigating factors (as explained below) into account.

In addition, the Board may take an adverse action against an employee as a result of his or 
her misconduct. Whether the Board takes an adverse action against an employee for 
misconduct depends on the facts of the particular case, including the nature and severity of 
the misconduct, whether and how the misconduct affects the employee’s ability to carry out 
his or her job responsibilities, and the Board’s confidence in the employee’s ability to carry out 
those responsibilities. In deciding whether to pursue an adverse action for misconduct, the 
Board may consider, as appropriate, aggravating and mitigating factors. Such factors may 
include whether an offense was intentional, technical, or inadvertent; was committed 
maliciously or for gain; was frequently repeated; or was notorious (such that it could 
negatively affect the Board’s reputation). The employee’s job level, type of employment,
supervisory status, previous disciplinary record, performance, and potential for rehabilitation 
may also be considered. Depending on the seriousness of the offense, one instance of 
misconduct may be sufficient to separate an employee from Board service.

In certain cases the Board may initiate an adverse action due to an employee’s failure to meet 
certain employment requirements, such as not being legally authorized to work in the United 
States; not meeting an essential job requirement, such as a law enforcement officer who is 
not authorized to carry a weapon; not being fit for duty; not passing a background
investigation; or not meeting other suitability requirements as explained in the Board’s 
Suitability policy. In cases where the employee fails to meet an employment requirement, the
employee will be notified of the problem and be provided with the procedural protections 
outlined in this policy. However, the employee may not be given any time period to improve 
performance or remedy the problem, but instead will immediately be separated from Board 
employment under the procedures outlined herein. In addition, aggravating and mitigating 
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factors will not be considered in such cases.

Adverse Action Procedures
Proposing an Adverse Action
An officer in the employee’s division (the proposing official) must consult with the Employee
Relations (ER) Section of the Management Division prior to proposing an action. A division 
may not inform an employee of a proposed adverse action before consulting ER. After ER has 
reviewed and commented on the proposal, the proposing official will deliver the proposal to 
the employee (and such notice will be considered delivered on the date that it was delivered 
to the employee either in person, by certified mail or Federal Express, or similar method). At
the same time, the proposing official will deliver the proposal to the head of the employing 
division or office (the deciding official). The appendix outlines the individuals who serve as the 
proposing and deciding officials if an officer is the subject of the adverse action. The 
employee shall be given an opportunity to respond to the proposal, as further described 
below.

Content of the proposal and notice to employee. The proposal must state the proposed action, 
state the specific reasons for the proposed action, and describe the evidence or information 
on which the proposing official is basing the proposal.2 In addition, if the proposed action is a 
result of employee misconduct, the proposal should discuss why the proposed penalty is 
appropriate in light of any mitigating or aggravating factors. The proposal must (1) attach a 
copy of this policy; (2) include any material that was relied upon to support the proposed 
actions, including documents, investigative reports, or extracts and, if such material was 
derived from witness statements, the statements themselves or information regarding how the
employee can access them; and (3) inform the employee

of the time period to respond to the proposal and that the response may either be in

writing, in person (if requested by the employee), or both; 

that an employee relations specialist is available to assist him or her; and 

that he or she is entitled to consult with, and be represented by, a personal

representative of the employee’s choice and at the employee’s expense, at any stage in 

the adverse action process. 

Procedures governing the employee’s response to the proposal. An employee will be given 15 
calendar days from the date of the proposal to respond to the proposal unless there is
reasonable cause to believe that the employee may be guilty of a crime for which a prison 
sentence can be imposed. In that case, the officer responsible for Employee Relations (ER 
Officer), or his or her designee, may reduce the response period, but in no event may it be 
reduced to less than seven calendar days.

At any time, the proposing official may amend a proposed action that has been issued to an 
employee to include additional information in support of the proposed action, to reference 
subsequently occurring or discovered supporting evidence, or to add additional bases for the 
proposed action. The information upon which such amendments are based will be provided to 
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the employee as stated above. The employee shall be given no less than 15 calendar days to 
respond to the proposed action, as amended. When there is reasonable cause to believe that 
an employee may be guilty of a crime for which a prison sentence can be imposed, the ER 
Officer, or his or her designee, may reduce this time period, but in no event may it be reduced 
to less than seven calendar days.

An employee’s response to the deciding official must be made in writing. The employee’s 
response must specifically state the reasons he or she believes the proposed action is 
incorrect and may include affidavits or any other relevant documentation. All documentation 
must be submitted with the employee’s response.

An employee may request to meet in person with the deciding official. (An in-person meeting 
could also include a telephone call or a video conference.)  Such requests must be made 
within seven calendar days of the date of the proposed action and must explain why the 
employee believes an in-person meeting is necessary.  In addition, the employee’s meeting
request must include the dates and times he or she is available to meet within the 15 
calendar-day response period. After receiving the request, the deciding official will inform the 
employee whether the request for an in person meeting will be granted and, if so, the date 
and time of the meeting, if applicable. This policy does not provide a right to an in-person 
meeting with the deciding official.

Employee’s status pending a decision. The proposing official, in consultation with the ER 
Officer, or his or her designee, may place the employee on administrative leave (with pay) 
from the date the employee is provided with the proposal, or at any time after that date, until 
the deciding official issues a decision on the proposal. An employee on administrative leave
may have his or her access to things such as the Board’s buildings and  electronic systems 
restricted, but the employee will continue to receive the regular health and retirement benefits 
and pay (excluding overtime) he or she would have been paid if the employee had worked 
during the administrative-leave period.

An employee who is absent from work without pay at the time the adverse action is proposed 
will not be placed in a pay status while the deciding official’s decision is pending, unless the 
employee requests and qualifies for paid leave or returns to duty. If the employee requests 
and qualifies for paid leave or returns to duty, the employee will be placed in a pay status from 
the date the leave request was made or the date the employee returned to duty. In addition, if 
an employee is absent from work and has applied for, or is receiving, short-term disability 
(STD) benefits at the time the adverse action is proposed, the employee will be paid in 
accordance with the Board’s normal rules for administering STD claims/benefits while the 
deciding official’s decision is pending. However, if the employee states that he or she is able 
to return to work and, if required, provides medical documentation to support this statement, 
the employee will be placed on administrative leave with pay or returned to work while the 
deciding official’s decision is pending. An employee’s access to the building may be restricted 
while the decision is pending.

Deciding Official's Decision on the Proposal
Within 30 calendar days after the employee responds to the proposed action, or not more
than 30 calendar days after the time period for the employee’s response expires, the deciding 

Page 4 of 8Adverse Action

4/9/2014http://fedweb.frb.gov/fedweb/mgmtpolicies/policy14.htm



official shall notify the employee, the employee’s representative (if any), and the proposing 
official in writing of his or her decision. The deciding official may, in reaching a decision, 
conduct whatever investigation he or she deems appropriate, including requesting 
supplementary information from the employee or the proposing official (or both).

The decision may (1) sustain the proposing official's recommendation either in whole or in 
part; (2) modify the proposing official’s recommendation by substituting a less severe action; 
or (3) reverse the proposing official’s recommendation either in whole or in part. If the deciding 
official uncovers new and material information to support the proposal, and he or she intends 
to rely on that information in reaching a decision, the deciding official must provide the 
employee with that information and allow the employee an opportunity to respond. The 
employee must have a minimum of 15 calendar days to respond to the new and material
information, unless there is reasonable cause to believe that the employee may be guilty of a 
crime for which a prison sentence can be imposed. In that case, the ER Officer, or his or her 
designee, may reduce this time period, but in no event may it be reduced to less than seven 
calendar days.

If the decision is adverse to the employee, the deciding official shall notify the employee of the 
decision at or before the time the action will be made effective. The deciding official’s decision 
shall be dated and shall inform the employee of the reason (or reasons) for the decision, the 
effective date of the decision, and his or her right to appeal the decision. Any appeal will not 
delay the effective date of the adverse action.

Appeal
An employee may appeal the deciding official’s decision to the chief operating officer (COO),3

or if the COO made the initial determination to separate the employee or otherwise must 
abstain from making the decision, to a neutral and impartial third party designated by the 
chairman, Committee on Board Affairs (appeal official).4 The appendix outlines who serves as 
the appeal official in the case of an officer. As part of an employee’s appeal, he or she may 
request a hearing. The employee must file an appeal with the appeal official no later than 15 
calendar days after the date of the deciding official’s decision. 

Content of the appeal. The appeal must (1) be in writing, (2) state the specific reasons the 
adverse action is incorrect, and (3) state whether the employee is requesting a hearing.

Hearing. If the employee requests a hearing, the appeal official, will determine the type of 
hearing and the scope of the hearing that will be provided.5

Decision on appeal. The appeal official shall review and consider the entire record. Within 30 
calendar days after the date of a timely appeal, the appeal official shall notify the employee, 
the employee’s representative (if any), the proposing official, and the deciding official of his or 
her decision in writing. The decision may (1) sustain the deciding official’s decision either in 
whole or in part, (2) modify the deciding official’s decision by substituting a less severe action, 
or (3) reverse the deciding official’s decision either in whole or in part. In reaching a decision 
on appeal, the appeal official may only consider the written record before him or her as well as 
the information presented at the hearing, if any. The decision must explain the basis for the 
decision. The decision on appeal shall be final and binding upon the employee and the Board.
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Time Limits
At any stage of the process, the deciding official or appeal official, as appropriate, may extend 
the time limits indicated in the adverse action procedures. In situations that require an
extension of time, the employee will be informed of such an extension.

Disclosure of Information
Any information the employee submits in response to an adverse action will be shared with 
the proposing official at each stage in the process unless the information will not be relied on 
in reaching a decision. Any information the proposing official or the deciding official submits to 
support the adverse action will be supplied to the employee unless the information will not be 
relied on in reaching a decision. In appropriate cases, the deciding official or appeal official 
may require the employee to agree to maintain the confidentiality of information submitted by 
the proposing official or the deciding official as a pre-condition to receiving such information if 
disclosure of such information would impinge on the privacy rights of other employees or 
would otherwise be impermissible under law or Board policy.

Interplay with Other Policies
An employee may not simultaneously challenge an action under this policy and under other 
applicable Board policies, except for the Board’s Equal Employment Opportunity (EEO) policy. 
Accordingly, subject to that exception, if an adverse action is proposed, all actions under other 
Board policies that are based on the same set of facts as the proposed adverse action will be
terminated. An employee may continue to pursue both an appeal under this Adverse Action 
policy and an action under the Board’s EEO policy. If an employee wishes to challenge an 
adverse action under the Board’s EEO policy, he or she must initiate contact with an EEO 
counselor within 45 calendar days of the date of the deciding official’s decision on the adverse 
action. The filing of an EEO complaint does not delay the effective date of the adverse action.

Actions Taken Pursuant to National Security
Notwithstanding any other provisions of this policy, to the extent a proposed adverse action is 
based on information that is classified for national security reasons, the Board will provide an 
employee with as comprehensive and detailed a written explanation of the basis for the 
adverse action as the national security interests of the United States and other applicable law 
permit. In addition, the Board will provide an employee with the information an adverse action 
is based on only as permitted by national security interests and other applicable law.

Responsibility
The Management Division has the authority to administer and interpret this policy. Divisions 
are responsible for notifying ER when the division first believes that an employee’s behavior 
or performance could result in an adverse action. This policy may be reviewed, updated, or 
amended at any time.

Appendix —Proposing and Deciding Officials for Adverse 
Actions Involving Officers
Adverse Action Against:
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1. Against the chief operating officer (COO) and division/office directors, except 
those listed under 2, below, and except the inspector general6

Proposing Official: Chair of the relevant standing committee (or administrator if there is 
no standing committee)
Deciding Official: Administrative governor (or if the administrative governor was the 
proposing official, the Vice Chair)7

Appeal Official: Full Board (excluding the proposing and deciding officials) 

2. Against the director of the Management Division, director of the Division of 
Financial Management, program director of the Office of Diversity and Inclusion,
director of the Division of Information Technology, chief data officer, and any 
other division or office director that the Board states, in writing, reports to the 
COO
Proposing Official: Chief operating officer
Deciding Official: Administrative governor
Appeal Official: Full Board (excluding the deciding official) 

3. Against all other officers (other than the inspector general)
Proposing Official: Division/office director
Deciding Official: Chair of the standing committee/administrator
Appeal Official: Administrative governor (or if the administrative governor was the 
deciding official, the Board’s Vice Chair)8

The COO, division directors, and governors who are required to act as the proposing official, 
deciding official, or appeal official may consult with the chief human capital officer and the 
assistant general counsel, as needed.

1. Those serving a provisional employment period can be separated from employment at the will of the 
Board for any reason that is not unlawful, in accordance with the Board’s Provisional Employment policy. 
In addition, student aides, office assistants, student interns, co-op employees, and persons in term limited 
positions, serve at the will of the Board and may be disciplined or separated for any reason that is not
unlawful. Furthermore, a person serving in a term-limited position may automatically be separated at the 
end of his or her term, unless a decision is made to extend the employee’s term. 
Return to text
2. If an adverse action is based on the employee's performance under the Board’s Performance
Management Program, the proposing official need only attach the employee’s PMP forms to describe or 
explain the action. 
Return to text
3. The COO may designate the chief human capital officer (CHCO) to decide the appeal instead of the 
COO. However, if the COO made the initial determination to separate the employee or otherwise must 
abstain from deciding the appeal, the CHCO also may not hear the appeal. 
Return to text
4. The COO must consult with the Legal Division regarding when a neutral and impartial third party must 
be assigned. A neutral and impartial third party may be any Board officer who was not involved in the 
initial decision. 
Return to text
5. The hearing will provide sufficient process to satisfy due process requirements as determined by the 
COO or the third party designated by the chairman, Committee on Board Affairs, in consultation with the
Legal Division. 
Return to text
6. The inspector general may only be removed under the terms and conditions specified under the 
Inspector General Act. 
Return to text
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7. If the position of Vice Chair is vacant the administrative governor shall appoint a governor to act in 
place of the Vice Chair. 
Return to text
8. As noted above, if the position of Vice Chair is vacant the administrative governor shall appoint a 
governor to act in place of the Vice Chair. 
Return to text

Return to top
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Delegations of Administrative Authority

Effective December 20, 2013

Jump to section:

Overview

A 1966 amendment to the Federal Reserve Act authorizes the Board to delegate any of
its functions, other than those pertaining to rulemaking or monetary and credit
policies, to hearing examiners, members or employees of the Board, or the Federal
Reserve Banks. Since 1966, the Board has delegated a large number of functions,
mostly in the areas of the Board’s management, administration, and bank and
financial holding company supervision, including the processing of applications. Only
the Chairman may assign responsibility for the performance of functions delegated by
the Board.

Section 10(2) of the Federal Reserve Act designates the Chairman as the Board’s
“active executive officer.” In this capacity, the Chairman is responsible for the overall
management of the Board in the execution of its objectives, policies, and programs.
The Board has delegated to the Chairman the administrative responsibilities
delineated in section 1 of this document. This document only deals with the
delegations of the Board’s internal administrative authority.  The Board has delegated
non-internal functions as stated in 12 CFR 265. The Board shall review any action
taken under these delegations of internal administrative authority upon the vote of
one member of the Board in accordance with the procedures set out in 12 CFR 265.3.

The Chairman, who has authority under section 11(k) of the Federal Reserve Act to
assign responsibility for performance of delegated functions, has selected one of the
Board members to serve as the Board’s administrative governor, with authority to
oversee day-to-day operations of the organization as outlined in section 2 below. As
outlined in other sections of this document, the administrative governor has delegated
authority and responsibility for a number of these operations to the chief operating
officer (COO) and to the directors of the offices and divisions, and some of these
functions have been further delegated.  However, the Board has not delegated the
authority to approve the Board’s budget, strategic plan, or salary structure.

As outlined in section 3 below, the Chairman  delegates to the chair of each standing
committee (or administrator for the relevant division or office) the authority to
supervise all officers (including actions such as approving promotions of officers,
adjusting officer salaries and bonuses, and approving any significant changes to duties
of existing officers). In exercising delegated authority for setting and adjusting officer
salaries and bonuses, the chair of each standing committee (or the administrator for
the relevant division or office) must obtain the concurrence of the administrative
governor, unless the administrative governor is responsible for taking the action. The
Board retains the authority and responsibility for the creation of new officer positions,
the initial appointment of officers, and all matters relating to division and office
directors (except adverse actions against division or office directors).1

The governor or officer to whom any function shown below is delegated may
redelegate that function to any other staff in writing, while also retaining the delegated
authority, unless expressly stated otherwise. Moreover, individuals who delegate
authority have a duty to monitor the work of the individuals who exercise their
delegated authority. To assist with this monitoring, those who are delegated functions
must report to the Board, or to the appropriate committee, governor, or officer, as
needed. No individual authorized to act under these delegation rules, or any further
subdelegation, may take action that contravenes (1) prior decisions, findings, or
determinations lawfully made by the Board, except for budget actions permitted by the
below delegations;  (2) an applicable management policy, unless the individual has the
authority to modify the applicable policy and has done so in writing (or has consented
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to an exception in writing); or (3) a decision made by a higher-level individual without
first obtaining the consent of that individual. 

The Board also delegates certain administrative authorities to the inspector general.
This delegation is made in conjunction with the Director of the Consumer Financial
Protection Bureau (CFPB).  The Dodd-Frank Wall Street Reform and Consumer
Protection Act (Dodd-Frank Act) (Pub. L. 111-203) modified the Inspector General Act
by creating one inspector general for both the Board and the CFPB.  As a result of this
statutory modification, matters (other than appointment of the inspector general)
related to management of the Office of Inspector General are handled by both the
Board and the CFPB.  For this reason, the delegation of administrative authority to the
inspector general is from both the Board and the Director of the CFPB. 

1. Delegation of Administrative Responsibilities from the Board to the
Chairman

1.1    Delegation of responsibilities. Except as provided under section 16, the
Board delegates to the Chairman the responsibility and authority for—

(a) the overall internal management and organization of the Board’s resources,
including the formulation and implementation of plans, budgets, and funding to
ensure effective performance of the Board’s functions under law and the formulation,
approval, and implementation of management policies such as those governing
physical premises; personnel management; financial planning; management and
control; information technology; security of personnel, premises, and information;
and space accommodations;

(b) the review and presentation to the Board of the operating and capital budgets for
the Board;2

(c) the disbursement of funds;

(d) the appointment and supervision of non-officer personnel (including the approval
of personnel actions, such as pay actions and adverse actions) and taking adverse
actions against officers (including division and office directors), the authority to
supervise all officers (including actions such as approving promotions of officers,
adjusting officer salaries and bonuses, and approving any significant changes to duties
of existing officers), except that the Board retains the authority and responsibility for
the creation of additional officer positions that increase the total number of Board
officer positions, the initial appointment of an individual as an officer, and all matters
relating to division and office directors (except adverse actions against them);

(e) the distribution of business activities among staff and organizational units;

(f) the approval of reorganizations within the dollar limitations noted below for
substantive changes; and

(g) the abolishment of vacant positions and reduction of the Board’s workforce if doing
so is consistent with the Board’s strategic plan and work requirements.

1.2    Limitations on delegation. In carrying out these delegated responsibilities,
the Chairman shall be governed by the operating budget and the single-year and
multiyear capital budgets adopted by the Board, except that the Chairman shall have
authority to amend any of the operating and single-year capital budgets or multiyear
capital budgets by—

(a) approving, with regard to the operating budget, reallocations among cost centers
and budget accounts (as set forth in the budget authorized by the Board) or
overexpenditures of budgeted funds, except that no individual reallocation or
overexpenditure may exceed $2.0 million and the total of all such changes combined
may not exceed 2 percent of the operating budget approved by the Board for the
budget period, 3

(b) approving, with regard to the single-year capital budget, reallocations among cost
centers and budget accounts (as set forth in the budget authorized by the Board) or
overexpenditures of budgeted funds, except that no individual reallocation or
overexpenditure may exceed $2.0 million and the total of all such changes combined
may not exceed 10 percent of the single-year capital budget approved by the Board for
the budget period;

(c) approving, with regard to the multiyear capital budget, reallocations among cost
centers and budget accounts (as set forth in the budget authorized by the Board) or
overexpenditures of budgeted funds, except that no individual reallocation or
overexpenditure may exceed $2.0 million and the total of all such changes combined
may not exceed 10 percent of the multiyear capital budget approved by the Board for
the budget period; and

(d) approving permanent new positions that would increase the Board’s total position
authorization for that budget period by no more than 2 percent of the number
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originally authorized by the Board for that budget period, and approving
dual-occupancy and temporary positions as long the overall budget limits are not
exceeded.

2. Chairman to the Administrative Governor (Chair, Committee on
Board Affairs)

2.1    Delegation. The Chairman redelegates to the administrative governor all
administrative responsibilities delegated to the Chairman pursuant to section 1 above
(and as limited by section 1 above) with the further limitations noted below. The
administrative governor shall have the authority to carry out the day-to-day
operations of the Board directly or through appropriate redelegation. All actions taken
by the administrative governor and any other person delegated to act under these
delegations of authority count against the Chairman’s limits with regard to
reallocations, overexpenditures, and number of positions, except actions that result in
current-year budget savings and/or transfers of functions to achieve operating
efficiencies that do not result in increases to the Board’s budget.

2.2    Limitations on delegation. In carrying out these delegated responsibilities,
the administrative governor shall not—

(a) make significant budgetary decisions without input from the appropriate standing
committee chair or administrator or abolish vacant positions or reduce the Board’s
workforce without the consent of the appropriate standing committee chair or
administrator; or

(b) approve, with regard to the operating budget, single-year capital budget, or
multiyear capital budget, any reallocations among cost centers and budget accounts
(as set forth in the budget authorized by the Board) or overexpenditures of budgeted
funds unless the administrative governor has reason to believe that savings in one or
more other budget categories will have the result that the overall operating budget,
single-year capital budget, or multiyear capital budget, as the case may be, will not be
exceeded; or

(c) take any actions delegated to the chair of each standing committee (or
administrator for the relevant division or office) under section 3 unless the
administrative governor serves as the chair of the relevant standing committee or
administrator for the relevant division or office. In addition, any Board policy
pertaining to the separation of officers must give the chairs of the standing committees
(or administrators) the sole authority to propose separations of division/office
directors in the divisions/offices they oversee (except the COO may propose
separations of directors who report directly to the COO) and to make final decisions to
separate all other officers in the divisions/offices they oversee.

3. Chairman to the Chair of Each Standing Committee (or
Administrator for the Relevant Division or Office)

3.1     Delegation. The Chairman redelegates to the chair of each standing
committee (or administrator for the relevant division or office) the authority to
supervise all officers within the relevant division or office (including actions such as
approving promotions of officers, adjusting officer salaries and bonuses, and
approving any significant changes to duties of existing officers, but not including
adverse actions against officers, unless the adverse action was delegated to the
governor by the Chairman, administrative governor, or under Board policy).

3.2     Limitations on delegation. In exercising delegated authority for setting and
adjusting officer salaries and bonuses, the chair of each standing committee (or the
administrator for the relevant division or office) must obtain the concurrence of the
administrative governor unless the administrative governor is responsible for taking
the action. The Board retains the authority and responsibility for the creation of new
officer positions, the appointment of officers, and all matters relating to division
directors (except adverse actions against them). 

4. Administrative Governor to the Chief Operating Officer

4.1     Delegation. The administrative governor redelegates to the COO (as limited
above) the responsibility and authority for—

(a) administrative oversight of the Board’s operations and resources;

(b) approval, with regard to the operating budget, of reallocations among cost centers
and budget accounts (as set forth in the budget authorized by the Board) or
overexpenditures of budgeted funds if (1) each reallocation or overexpenditure does
not exceed $1.5 million, (2) the total of all such changes combined does not exceed 2
percent of the operating budget approved by the Board for the budget period, and (3)
the COO has reason to believe that savings in one or more other budget categories will
have the result that the overall operating budget will not be exceeded;
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(c) approval, with regard to the single-year or multiyear capital budget, of
reallocations among cost centers and budget accounts (as set forth in the budget
authorized by the Board) or overexpenditures of budgeted funds if (1) each
reallocation or overexpenditure does not exceed $1.5 million, (2) the total of all such
changes combined does not exceed 10 percent of the single-year or multiyear capital
budget approved by the Board, and (3) the COO has reason to believe that savings in
one or more other budget categories will have the result that the overall single-year or
multiyear capital budget will not be exceeded;  

(d) approval of dual-occupancy and temporary positions as long the overall budget
limits are not exceeded;   

(e) approval of the reallocation of functions from one cost center to another to
promote efficient staff operations, without regard to the dollar or position limitations
noted above, if the reallocation does not result in increases to the Board’s budget or
total authorized position count (funds transferred as a result of such actions do not
count against the delegation limits);

(f) approval of the specific financial and position changes proposed to implement
more general actions approved previously by the Board or the administrative governor
pursuant to these delegations;

(g) approval of actual expenses (as opposed to per diem expenses) in connection with
travel of all staff;

(h) approval of all agreements and understandings that obligate the Board to make
payments or entitle the Board to receive payments (except assessing civil money
penalties) and, in consultation with the Legal Division, settling any actual or potential
claims against the Board (and such claim-settlement authority may only  be further
redelegated to the director of the Management Division);

(i) procurement of goods, services, and real property for use in conducting the
operations of the Board as approved in the budget or by an authorized program
change request;

(j) formulation, approval, and implementation of Board policies pertaining to
administrative oversight of the Board’s operations and resources, including policies
governing matters such as planning, management, and financial control; personnel
management (including policies for adverse actions against officers) within the limits
noted below; physical and personnel security (except for policies related to the
Chairman’s physical protection); access to and handling of classified information;
information technology and security; data management and governance; privacy;
procurement; allocation, management control, and maintenance of building space
required by the Board; and the Board’s continuity of operations and business-
resumption activities; 

(k) approval of all personnel actions of non-officer employees (except that the COO
shall have no authority to decide whether to reduce the Board’s workforce or abolish
positions, except as provided under section 14, or change personnel actions made by a
division or office director under his or her delegated authority under section 14.1(e) of
these delegations);

(l) performing actions and duties required under the Paperwork Reduction  Act; and

(m) approval of changes to benefit-plan documents (other than changes to plans
administered by the Office of Employee Benefits), so long as the plan documents relate
to benefits available only to Board staff and do not create a new benefit or reduce or
eliminate an existing benefit. 

4.2     Limitations on delegation. In exercising delegated authority, the COO
must obtain the prior consent of the administrative governor for all changes to Board
policies that pertain to personnel issues, such as policies that govern adverse actions,
including actions such as separating and disciplining employees (whether at the staff
or officer level); performance systems; pay; and benefits (such as leave accrual rates,
severance pay, disability benefits, flexible work schedules, and similar benefits). For
clarity, the COO is not required to obtain the consent of the administrative governor
when taking actions with regard to a specific employee unless Board policy requires
such consent. In addition, any Board policy pertaining to the separation of officers
must give the chairs of the standing committees (or administrators) the sole authority
to propose separations of division/office directors in the divisions/offices they oversee
(except the COO may propose separations of directors who report directly to the COO)
and to make final decisions to separate all other officers in the divisions/offices they
oversee.

5. Chief Operating Officer to Director of the Management Division

5.1     Delegation. The COO redelegates to the director of the Management Division
(as limited above) the responsibility and authority for—
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(a) formulation, approval, and implementation of the management policies for
personnel management; physical and personnel security (except for the Chairman’s
physical protection); access to and handling of classified information; allocation,
management control, and maintenance of building space required by the Board; and
the Board’s continuity of operations and business-resumption activities (but such
formulation and approval authority may not be further redelegated);

(b) approval of changes to benefit-plan documents (other than changes to plans
administered by the Office of Employee Benefits) so long as the plan documents relate
to benefits available only to Board staff and do not create a new benefit or reduce or
eliminate an existing benefit; and

(c) approval of all personnel actions of non-officer employees.  

6. Chief Operating Officer to the Program Director, Office of Diversity
and Inclusion

6.1     Delegation. The COO redelegates to the program director, Office of Diversity
and Inclusion (as limited above), the responsibility and authority for—

(a) formulation and approval, in consultation with the director of the Management
Division or the director of the Division of Financial Management (as appropriate) and
the Legal Division, of management policies relating to diversity and inclusion in the
Board’s workforce and procurement (but such formulation and approval authority
may not be further redelegated); and

(b) overseeing the Board’s equal employment opportunity function, including
processing complaints of discrimination in hiring or employment under federal law. 

6.2      Reporting responsibilities. The program director, Office of Diversity and
Inclusion, shall report to the Board on the progress of the Office of Diversity and
Inclusion as needed.

7. Chief Operating Officer to the Chief Financial Officer

7.1     Delegation. The COO redelegates to the chief financial officer (CFO) (as
limited above) the responsibility and authority for—

(a) formulation, approval, and implementation of the Board’s policies, operations, and
resources related to travel, procurement, financial management, financial control, and
risk management (but such formulation and approval authority may not be further
redelegated);

(b) setting budget targets consistent with the Board’s strategic plan and chairing the
Board’s annual budget and review process, including discussions of enterprise-wide
initiatives that are not included in the strategic plan and making recommendations
regarding the same to the Board;

(c) approval, with regard to the operating budget, of reallocations among cost centers
and budget accounts (as set forth in the budget authorized by the Board) or
overexpenditures of budgeted funds if (1) each reallocation or overexpenditure does
not exceed $1.5 million, (2) the total of all such changes combined does not exceed 2
percent of the operating budget approved by the Board for the budget period, and (3)
the CFO has reason to believe that savings in one or more other budget categories will
have the result that the overall operating budget will not be exceeded;

(d) approval, with regard to the single-year or multiyear capital budget, of
reallocations among cost centers and budget accounts (as set forth in the budget
authorized by the Board) or overexpenditures of budgeted funds if (1) each
reallocation or overexpenditure does not exceed $1.5 million, (2) the total of all such
changes combined does not exceed 10 percent of the single-year or multiyear capital
budget approved by the Board, and (3) the CFO has reason to believe that savings in
one or more other budget categories will have the result that the overall single-year or
multiyear capital budget will not be exceeded;  

(e) approval of the reallocation of functions from one cost center to another to
promote efficient staff operations, without regard to the dollar or position limitations
noted above, if the reallocation does not result in increases to the Board’s budget or
total authorized position count (funds transferred as a result of such actions do not
count against the delegation limits);

(f) approval of dual-occupancy and temporary positions as long as the overall budget
limits are not exceeded;

(g) approval of the specific financial and position changes proposed to implement
more general actions approved previously by the Board or the administrative governor
pursuant to these delegations;

(h) approval of actual expenses (as opposed to per diem expenses) in connection with
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travel of all staff;

(i) approval of all agreements and memorandums that obligate the Board to make
payments or entitle the Board to receive payments (except assessing civil money
penalties or settling any actual or potential claims against the Board); and

(j) procurement of goods, services, and real property for use in conducting the
operations of the Board as approved in the budget or by an authorized program
change request.

7.2     Limitation on delegation. Notwithstanding the authority delegated to the
CFO herein, the CFO may not approve dual-occupancy or temporary positions within
the Division of Financial Management, and with respect to budget reallocations within
the Division of Financial Management, the CFO shall be limited to the same authority
granted to division directors under section 14 of these delegations.

7.3    Reporting responsibilities. The CFO shall report to the Committee on Board
Affairs quarterly, in conjunction with budget reports, on all material actions under
delegated authority that result in budget or position adjustments.

8. Chief Operating Officer to the Chief Information Officer and Chief
Privacy Officer

8.1    Delegation.The COO redelegates to the chief information officer and chief
privacy officer (as limited above) the responsibility and authority for—

(a) automation, telecommunications, and other information technology matters;

(b) information security (but not as it relates to handling and access to classified
information);

(c) formulation, approval, and implementation of the management policies for
information technology and security (but such formulation and approval authority
may not be further redelegated); and

(d) formulation, approval, and implementation of all privacy policies, including
responsibility for (1) ensuring the Board’s implementation of information-privacy
protections, which includes the Board’s compliance with applicable federal laws,
regulations, and policies relating to information privacy, such as the Privacy Act of
1974 (but such formulation and approval authority may not be further redelegated),
and (2) providing input into the Board’s development and evaluation of legislative,
regulatory, and other policy proposals regarding information privacy issues, except
that approving and reviewing privacy impact assessments must be coordinated with
the chief information officer.

8.2    Reporting responsibilities. The chief information officer and chief privacy
officer shall report to the Committee on Board Affairs as needed.

9. Director of the Management Division to the Deputy Director of the
Management Division Responsible for Facility Services

9.1    Delegation. The director of the Management Division redelegates to the
deputy director of the Management Division responsible for facility services, the
responsibility and authority—

(a) to allocate, manage, and maintain all Board buildings, grounds, and storage
spaces;

(b) for the Board’s continuity of operations and business resumption activities; and

(c) for physical and personnel security (except for the Chairman’s physical protection)
and for implementation of policies related to the access to and handling of classified
information.

10. Director of the Management Division to the Deputy Director of the
Management Division Responsible for Human Resources

10.1  Delegation. The director of the Management Division redelegates to the
deputy director of the Management Division responsible for human resources (as
limited above), except as otherwise provided in written management policies, the
responsibility and authority for—

(a) administrative oversight of the Board’s operations and resources related to
personnel management; and

(b) approval of all personnel actions involving non-officer employees in accordance
with Board policies.

10.2 Reporting responsibilities. The deputy director of the Management Division
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responsible for human resources shall inform the director of the Management Division
of the pending involuntary removal of any employee Boardwide.  The chief human
capital officer shall also report to the Committee on Board Affairs quarterly on all
material actions related to personnel management. 

11. Deputy Director of the Management Division Responsible for
Facility Services to the Chief Personnel Security Officer

11.1    Delegation. The deputy director of the Management Division responsible for
facility services redelegates to the chief personnel security officer the responsibility
and authority for physical and personnel security (except for the Chairman’s physical
protection and except for matters pertaining to handling of classified national security
information) and for implementation of policies related to  access to classified national
security information.

12. Chief Financial Officer to the Chief Acquisition Officer

12.1    Delegation. The CFO redelegates to the chief acquisition officer the
responsibility and authority for procurement of goods, services, and real property for
use in conducting the operations of the Board as approved in the budget or by an
authorized program change request and for approval of all agreements and
memorandums that obligate the Board to make payments or entitle the Board to
receive payments (except assessing civil money penalties or settling any actual or
potential claims against the Board). The chief acquisition officer shall act as the
Board’s contracting officer with authority to procure goods and services.

13. Deputy Director of the Management Division Responsible for
Human Resources to the Chief Human Capital Officer

13.1    Delegation. The deputy director of the Management Division responsible for
human resources redelegates to the chief human capital officer (as limited above),
except as otherwise provided in written management policies, the responsibility and
authority for—

(a) administrative oversight of the Board’s operations and resources related to
personnel management; and

(b) approval of all personnel actions involving non-officer employees in accordance
with Board policies.

13.2    Reporting responsibilities. The chief human capital officer shall inform
the deputy director of the Management Division responsible for human resources and
the director of the Management Division of the pending involuntary removal of any
employee Boardwide.  The chief human capital officer shall also report as necessary to
the Committee on Board Affairs on all material actions related to personnel
management. 

14. Administrative Governor to the Directors of Offices and Divisions

14.1    Delegation. The administrative governor redelegates to the directors of offices
and divisions the responsibility and authority to—

(a) approve, with regard to the division’s or office’s operating budget, reallocations
among cost centers and budget accounts (as set forth in the budget authorized by the
Board) or overexpenditures of budgeted funds in a particular cost center or budget
account if (1) each reallocation or overexpenditure does not exceed $200,000, (2) the
total of all such changes combined does not exceed a cumulative limit of the higher of 1
percent of the division’s or office’s operating budget approved by the Board for the
budget period or $500,000 per budget period, (3) the reallocation does not move
funds between personnel services and goods and services accounts, and (4) the
director has reason to believe that savings in one or more other budget categories will
have the result that the division’s or office’s overall operating budget will not be
exceeded;

(b) approve the reallocation of functions from one cost center to another to promote
efficient staff operations (such as a division or office reorganization) if the reallocation
does not increase the division’s or office’s operating budget or total authorized
positions (in which case, the funds or positions transferred do not count against the
delegation limits);

(c) approve, with regard to the division’s or office’s single-year capital budget,
reallocations among cost centers and budget accounts (as set forth in the budget
authorized by the Board) if the total of all such changes combined does not exceed the
lesser of 5 percent of the division’s or office’s single-year capital budget approved by
the Board for the budget period or $100,000 for each budget period (if 5 percent of
the division’s or office’s single-year capital budget is less than $10,000, the limit is
$10,000);
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(d) abolish vacant positions within their office or division if doing so is consistent with
the Board’s strategic plan and work requirements and if the standing committee chair
or administrator for the division or office consents to the abolishment;

(e) approve all personnel actions, in accordance with Board policies, for non-officers
within the division/office relating to promotions, salary increases, and performance
awards such as cash awards and variable pay;

(f) approve domestic and foreign travel of division staff, including the division
director’s own travel expenses, and approve the division director’s own leave use; and

(g) maintain information security associated with the data and computer facilities
under their control in accordance with policies established by the chief information
officer.

15. Administrative Governor to the Director of the Office of Board
Members

15.1  Delegation. The administrative governor redelegates to the director of the
Office of Board Members the responsibility and authority for the Chairman’s physical
protection and Board policies related thereto (which responsibilities and authorities
may not be further redelegated).  

16. Board and Director of the Consumer Financial Protection Bureau to
the Inspector General

16.1  Delegation.The principles embodied in the Inspector General Act of 1978 and
subsequent amendments preclude the Board and the Director of the CFPB from
redelegating the responsibility for providing general supervision for the inspector
general. To facilitate the operations of the Office of Inspector General (OIG), however,
the Board and the Director of the CFPB delegate to the inspector general the
responsibility and authority to—

(a) approve, with regard to the office’s operating budget, reallocations among cost
centers and budget accounts (as set forth in the OIG’s authorized budget) or
overexpenditures of budgeted funds in a particular cost center or budget account if (1)
each reallocation or overexpenditure does not exceed $200,000, (2) the total of all
such changes combined does not exceed a cumulative limit of the higher of 1 percent
of the office’s operating budget approved by the Board and the CFPB for the budget
period or $500,000 per budget period, (3) the reallocation does not move funds
between personnel services and goods and services accounts, and (4) the inspector
general has reason to believe that savings in one or more other budget categories will
have the result that the office’s overall operating budget will not be exceeded;

(b) approve the reallocation of functions from one cost center to another to promote
efficient staff operations (such as an office reorganization) if the reallocation does not
increase the office’s operating budget or total authorized positions (in which case, the
funds or positions transferred do not count against the delegation limits);

(c) approve, with regard to the office’s single-year capital budget, reallocations among
cost centers and budget accounts (as set forth in the OIG’s authorized budget) if the
total of all such changes combined does not exceed the lesser of 5 percent of the
office’s single-year capital budget approved by the Board and the CFPB for the budget
period or $100,000 for each budget period (if 5 percent of the office’s single-year
capital budget is less than $10,000, the limit is $10,000);

(d) abolish positions and create new positions so long as the office’s total position
authorization for that budget period does not change and so long as no additional
funding is required in the current budget period;

(e) approve all personnel actions, in accordance with Board policies, for non-officer
Board employees within the office, which relate to promotions, salary increases, and
performance awards such as cash awards and variable pay;

(f) approve domestic and foreign travel of Board employees within the office, including
the inspector general’s own travel expenses, in accordance with Board policies, and
approve the inspector general’s own leave use;

(g) maintain information security associated with the data and computer facilities
under the office’s control, in accordance with policies established by the Board; and

(h) procure goods and services directly, within the approved operating and capital
budgets, for use in conducting the operations of the office when, in the opinion of the
inspector general, operational necessity warrants. In all other cases, normal Board
procurement procedures will be used if the office uses the Board to procure the items
or services.

Return to top
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Contact Us | Accessibility Statement

Footnotes

1. Adverse action has the meaning given to it under the Board’s Adverse Action policy
but generally means a discharge, removal, or suspension without pay for a period of
more than 14 days or a reduction in grade or base pay. Return to text.

2. This delegation does not apply to the Currency Budget, which is covered by section
16 of the Federal Reserve Act (12 USC 411 et seq.) and in the Federal Reserve
Administrative Manual at 1-049. Return to text.

3. References to the Board’s operating, single-year, and multiyear capital budgets do
not include the operating or capital budgets of the Office of Inspector General. Return
to text.

Return to top
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loiscriminai:ory :Workplace Harassment 

Approved bv Don Hammond, effective June 24, 20 I 3 

,lump to sc1.1ion: 
: PoHc:y S~lllfrl~11t 

Policy Statement 

The Hourd's polky is to (I) 11rovlde ull employees with II work environment thnt is fr1:c 
from discriminutory harassment, (2) thonmghly and promptly investigute ull 
complaints of discriminatory harassment, and (3) effect appropriate discipline if 
discriminatmy harassment is found lo huvc occurred. Sexual harassment is one form 
of discriminato1y harassment and is addressed more specifically later in this polky. 

R1:tum to tpp 

Zero-Tolerance Policy 

Discriminatory harassment will not be tolerated. The Hoard's polk-y is to prevent any 
discriminatory harassment even if the behavior does not \iolatc the law-that is, it i~ 
not objecth-cly s1.-vere or pervasive. 81.'Clluse the Hoard wishes to prevent all 
discriminatory harassment and to encourage reporting of discriminatory harassment 
before it becomes severe or pervasive, the Hoard has established this policy both to 
encourage the reporting of discriminatory hurussmcnt and to clarify that any 
employee who engages in diseriminutory huruK.~mcnt muy face disciplinary nction. The 
Hmml is committed to investigBting uny possible discriminatory harussment of which 
it leurns, even if the harassed individuul docs not file an equBl employment 
opportunity (EEO) oomplaint. 

Rctnmtotou 

Background 

Discriminatory harassment is verbal or physical conduct that demeans or shows 
hn~tillty or aversion toward an indhidual bccatL,;c of his or her race, color, religion, 
sex, gender, national origin, ugc (40 or older), disability, genetic information, or 
because of retaliation for enguging In protected acthity. Discriminatory harassment is 
against the law (that is, it violates Title VII of the Civil Rights A1.1 of 1964, Sedion 501 
of the Rehabilitation Act of 1973, the Age Discrimination in Employment Act of 1967, 
or the Genetic Information Nondis1.Timinution Act of 2008) when it has the purpose 
or effect of unreasonably interfering with 11n individuul's work performance or of 
creating 11n intimidating, hostile, or offensive working environment. The conduct must 
he sufficiently severe or pervasive that it alters the conditions of employment and 
creates an environment that a rca.~onuble person would find to be hostile or abusive. 
In addition, to constitute illegal harassment, there must be a basis for imputing 
liability to the Board. Although harassment bused on sexual orientation is not a 
\iolutiun of fcder.il law, it constitute.~ discriminatoiy harassment fur purpose.~ of this 
policy. 

llclow arc some examples of conduct that might constitute discriminatory harassment. 
The IL~t is not all-inclusive; in addition, cuch situation must he considered in light or 
the sp1.-cilic facts and circumstances to determine if discriminatory haras.~mcnt 
oceum,'CI. l'or example, an occasional remark that oould be considered offensive by a 
paniculurly sensith-e indhiduul is unlikely to be considered discriminatory 
harassment under this polky; a pattern or such remarks, particularly after the 
individual has objected to them, would more likely he considered to be discriminatory 
h11russment. lly contrast, even a single use of 11n epithet or slur that would he widely 
considered to be offensive would he likely lo be 1.'0nsidered discriminatory hurussment 
under this policy. A finding that discriminatory harassment occurred that violate.~ this 
policy does not mean that illegal discriminatory harassment necessarily occurred. 

Exumples of Dlsc:rlmlnutory HuMUJS111cnt 

• Oral or written use of offensive epithet~, slurs, or oomments aimed al an 
individual or group that relate to their race, color, religion, sex, gender, 
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national origin, age (40 or older), disability, genetic information, or sexual 
orientation. 

• Use of offcnsh·e gestures or db-play of graphic 11iclures or drawing,,; which 
demean or show hostility or a\'crsion lowanl an individual or gmup becuusc 
of mcc, color, religion, sex, gender, national origin, age (40 or older), 
disability, genetic information, or sexual orientation. 

• Taunting on the basis of an individual's association with pco(llc of a 
par1iculur mcc, color, religion, sex, gender, national origin, ugc (40 or 
older), disubility, genetic information, or sexual orientation. 

• Intimidation through violence or threats of fon:c or violence against an 
individual because of his or her race, color, religion, sex, gender, national 
origin, ag1! (40 or older), disability, genetic information, or sexuul 
oricnl11lion. 

• Unfavorable treatment of an individual or group because of their mcc, 
color, religion, sex, gender, national origin, age (40 or older), disability, 
genetic information, or sexual orientation. 

• Ridiculing or mocking a (lcrson because of his or her mcc, color, religion, 
sex, gender, national origin, age (40 or older), disability, genetic 
information, or sexual orientation. 

• Making comments to an indhidual, or in an individual's hearing, that renect 
slcrcol),11Cs about that individual's mcc, color, religion, sex, gender, national 
origin, age (40 or older), disability, genetic information, or sexual 
orientation. 

• Sending unwelcome mail, voicemail or email containing derogatory jokes or 
comments about an indhidual or group because of mL-c, color, religion, sex, 
gender, national origin, age (40 or older), disability, genetic information, or 
sexual oricntation.1 

• Treating people differently based on their protected characteristics can also 
be discriminatory hamssment. !'or example, a st1pcr-.isor who complains 
about his or her older employees· tardiness but allows workers under ugc 40 
lo come lo work late without comment may be engaging in discriminatory 
harassment based on age. 

Return to top 

Sexual H;1rassmcnt 

Sexual h,m.1s.,;mcnt is a specific type of discriminatory hams.,;mcnt. Sexual harassment 
is defined as unsolicited and unwelcome sexual advances, requests for sexual favors, 
or other verbal or physical conduct ofa sexual nature directed lo any person of the 
same or opposite sex when ( 1) submission to such L-onduct is made either explicitly or 
implicitly a term or condition of an individual's employment, (2) submission to or 
rejection of such conduct by an indh.idual is used as the basis for employment 
decisions affecting such indMdual, or (3) such conduct has the purpose or effect of 
unrcm;onably interfering with an individual's work performance or creating an 
intimidating, hostile, or offensive work cn,ironmcnt. The eour1s and the Equal 
Em(lloymcnt Op1x1rtunily <.:ommis.~ion (Et,;OC) have dcfinL'tl two t)1ll'li of illegal 
sexual hamssment: ( 1) quid pro quo (a Latin phrase meaning ghing or pro,iding 
something in return for something el,;e); and (2) hostile work cmironmcnt. 

Quid Pro Quo Sexual Harassment 

Quid (lro quo sexual hamssmcnt is the easiest to rL-cognizc. It occurs when one person 
seeks sexual favors from another person in return for something of vuluc. The 
"something of ,·aluc'" offered in return might consist of almost any form of favorable 
treatment, such as receiving a g1x1d performance c-.1luution or being selected for 
(ln>motion. 

Quid 11m quo scxuul har.i.~smcnt docs uot rc11uire that the harnsscr clearly state what 
S(lccific famrs are expcct<.'ti for what specific return. Rather, as both the L"l>Urt.~ und the 
1-:EOC huvc recognized, quid pro quo sexual har.i.~sment can be implied from the 
ovcmll (llltkrn of II person's actions-par1icularly if he or shc occu(lics a 11«~~ilion of 
authority or (IOWCI" over the other person. 

Below arc some examples of conduct that might constitute quid pro quo sexual 
hamssmcnt. The list is not all-inclusive; in addition, each situation must he considered 
iu light of th,~ s11Ccifie facts and circumstances to determine whether sexual 
hams.,nu~nt oecum~d. A finding that sexual hamssmenl occurred that violates this 
polky dues nut mean that illegal sexual hamssmenl nL-ccssarily occuITL'ti. 

Examples or Quid Pro Quo Sexual Harassment 

• When an l'rn(lloyee tells her supcr.-isor that some 1>eople really tlon"t like lo 
han- th,·ir neeks and shoulders rubbed, he rcs(londs by saying, ~rhosc who 
want to get ahead do.· 
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• A manager pressures a subordinate employee to join her for dinner and 
dancing. When be declines, she tells him that he can"t expect her to mentor 
him on the job ifhc"s unwilling to spend time together after hours. 

• After an employee resists her team leader's repeated suggestion that she 
tmvel with him so that they "can gel lo know each other better," he turns in 
a projL't.1 evaluation rating her work "substandard." 

Hostile Work Environment Sexual Harassment 

Hostile work environment sexual humssment is often hunter for employees and 
managers to l'L'OOgnize. It is usually found where a general pattern of workplace 
behavior exists that is s~aUy oriented, pervasive, and severe. Those 
descriptive terms have been defined in actual workplace situations as follows: 

Sexually oriented behavior bas been found to include 

• letters, telephone calls, magazines, piL1ures, and objects of a sexual nature 
or content; 

• the dclibemte touching, brushing, cornering, or pinching of or leaning m·er 
a person; 

• suggestive looks, comments, gestures, or whistles; or 

• sexual jukes, teasing, remarks, and questions. 

Pervasive behavior is behavior that is widespread, common, or repeated. 

Hehavior of a sexual nature is considered severe when it would be objectionable ton 
"reusonable person" within the circumstances. 

Below are some examples of conduct that might constitute hostile work environment 
sexual harassment. The list is not all-inclusive; in addition, each situation must be 
considered in light of the specific fucts and circumstances to determine whether sexual 
hams.~mcnt occurred. A finding that sexual har-.is.~ment uccur!'L-d that ,iolatc.~ this 
policy doc..~ nut mean that illegal sexual hamssmcnl nL-ccs.~arily occurred. 

Examples or Hostile Work Environment Sexual Harassment 

• When an employee complains about the vulgar language and jokes that 
mutinely fill the break room, her supervisor tells her tu "lighten up and get 
usL-d to it because that's how boys behave." 

• After learning that an employee ha~ separated from her husband and may 
be getting a divorce soon, a coworker has begun asking her out. After being 
repcutedly turned down, he has begun culling her at home to ask if she'd like 
him to "come over and help cure her loneliness." 

• A manager calls and sends instant mcs.~ages to an employee in another 
division repeatedly asking him to go out with her, even after he tells her he'i; 
not interc.~ted. 

Return to top 

Applicability of Policy 

This discriminatory harns.~ment polky aJ>J)lies L'QURlly to any conduct that constitutes 
discriminatory har-.issmenl, whether sexual huros.~mcnt or some other form of 
discriminatory harassment. 

Return to top 

Responsibility of All Employees with Regard to Discriminatory 
Harassment, Including Sexual Harassment 

II is the rc.~ponsibility of all employees to refrain from engaging in, condoning, or 
tulemting discriminatory harassment. II is ulso employees' res1mnslbility to coopcmtc 
with any investig11tion or inquiry into allegntions of discriminatory humssment. 

Return to top 

Responsibility of All Supervisors and Managers with Regard to 
Discriminatory Harassment, Including Sexual Harassment 

A supervisor or manager who Ylitnes.,;es or receives a report of aL1ions that he or she 
believes may constitute discriminatory har-.is.~ment under this polky mlL~I report the 
incident to the officer responsible for Employct! Relations, or his or her dcsignc,:. This 
is true whether or nut the manager or supervisor is in the din.-ct l"CJK>rting chain of the 
vk1im of the alleged discriminatory haros.~ment. After rccci\ing a report, the officer 
responsible for Employee Relations, or his or her dc.~ignee, must follow the 
invc.~tigation procedures outlined below, including immediately informing the 
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pmgrum director of the Office of Divernity and lnclusjon (formerly called the EEO 
Office) of the complaint. 

Retumtotou 

Procedures for Reporting and Responding to Discriminatory 
Harassment, Including Sexual Harassment 

Any employee who believes he or she has been subjected lo discriminatory 
harassment, or witnessed discriminulory hurussment, is encouraged to ()rt1mplly 
report the conduct and not remain silent. Employees are encourugl.-d (but not 
required) to inform the offending person orally or in writing that such conduct is 
unwelcome and offensive and must slo(). If cm()loyces do not wish to communiC11tc 
directly ~ith the offending pcr.;on, or if such communication has been ineffective, 
employL-cs arc encouraged to report the discriminatory hamssment to their supenisor 
or any of the individuals designatL-d below. When reporting a concern, employees 
should describe in detail the actions that arc pcn:civcd lo be discriminalorily 
harassing. 

l•:mployces who allege discriminatory h11russmcnl or who CO(ll>cmlc in 1111 in\"csligation 
shull not l>c subjcctL-<l to reprisal, recrimination, retaliation, or the threat of such 
action. l'mmpt reporting and employees· continUL'II assistance is critical to allow r-dpid 
response by management and resolution of the objectionable beha~ior. 

An employee who believes he or she has been subjected to discriminatmy hamssment 
alwuys hns the option lo initiate the EEO complaint process by contacting 1111 1mo 
counselor within 45 days of the action pcrceivl.-d lo he humssing. More detail 
regarding this process can be found in the "l':IID Administrative Complaint Pmcess" 
section of this polky; in addition, employees muy wish lo consult the Board's Rules 
Rci:nrding 1•:1111111 Opportunity at 12 Cl'R 2611)." 

Alternatively, an employee who believes he or she ha~ been subjl.'Clcd lo 
discriminatory harassment may report the conduct to any of the following individuals: 
(1) the offending indhidual's supcnisor or the harassed employee's supervisor; (2) the 
offending indhidual's dhision director or the humsscd employee's division dirL-clor; 
(3) 1111 
i-:mployce Relations staff meml>cr in the Human Rcsoun:cs Function of the 
Management Dhision; (4) the officer responsible for Em1>loyce Relations, or bis or her 
dcsignl.'C; and (5) for employees in Human Rc.o;imrccs, the assistant general counsel for 
Human Resources in the Legal Division. The names and telephone numbers of the 
indh·iduuls occuming the positions identified in (3), ( 4 ), und (5), above are available 
by culling the Human Resources hotline al extension :i7:i7- An employee who report~ 
discriminutory hamssmcnl lo any of these individuals will l>c advised of this policy 
and that an investigation/inquiry will be 01>cncd hy l~mploycc Relations as set forth in 
this policy. 

R1:1urn to top 

Employee Relations Investigation/Inquiry Procedure 

Any individual, including an employee of the Office of Dh·crsity and Inclusion, who 
receives un allegation that he or she believes may cu11stitutc discriminatory 
hams.~mcnt under this policy must report the allegation to the officer responsible for 
Em1>loycc Relations, or his or her dcsignee. Upon receipt, the officer responsible for 
Employee Relations or his or her designre must 

1. document the allegation reL-civL-cl; 

2. inform the indh;dual who believes that he or she was subjeL1ed lo 
discriminalory harassment that he or she may initiate the EEO complaint 
pmccss by contacting an EEO counselor in the Office of Diver.;ity and Inclusion 
"ilhin 45 days of the action pcn:eivcd lo be hamssing; and 

:1. inform the program director of the Office of Diversity and Inclusion of the 
complaint, and ascenuin from the progrnm director whether the Office of 
Diversity and Inclusion will invcstigulc the complaint or whether Employee 
Rl'lulions will. 

Dc1>cmling upon the dcterminalioo in :1. above, either Employee Relations or the 
Office of Diversity and lncl1L'iion ~ill 

I. inn~,;tigale the allegation, including documenting the investigation; 

:!. cvahwte the results of the investigation and determine whether discriminatory 
harassment may ha,·e occum.-cl; 

:1. if discriminatory hamssmcnt nccurrL-cl, determine the appropriate management 
respon~e, including the pmpos<·d action to he taken ugainsl the employee who 
cngagt'd in cliscriminatol)· humssmenl; 

4. ensure implementation of (including documenting of) management's response 
and, if problems are encountered with implemcnlalion, immediately report 
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such problems to the program director of the Office of Diversity and Inclusion; 

5. follow up \\1th tbe victim to ensure management's response cfft.'Cli\'cly 
uddrcsst.-d (ended) the discriminatory harassment (including documenting the 
employee's response); and 

6. in the unusual event tbe employee indicates that discriminatory har-.is.~ment has 
continut.-d, immediately report the problem to the program director of the Office 
of Diversity and lncllL~ion, and consider additionul management responses that 
may more effectively stop the hamssing at.1ivity (e.g., taking more stringent 
action against the employee who engaged in dL'iCriminutory harassment). 

In no cnse shull the individual being accused of hamssment have supervisory authority 
over the individual who investigntcs the harassment or over the in\'cstigution more 
generally. Other immcdinte measure.~ to stop nny hamssing conduct und 11revc11t 
further harassment mny include granting interim relief to the victim of the hamssing 
conduct before completing an investigation. Examples of such interim relief include 
making scheduling changes so as to avoid contact between the parties, transferring the 
allcgt.-d hum.-..~cr, or placing the alleged harasser on administruli\'e ll'avc with pay 
pending the conclusion of the invcstigution. 

Where an im•cstigation has established that an employee enguged in discriminatory 
hara.-..~mcnt, he or she may be subject to discipline or other approprintc management 
action, ranging from a letter of reprimand to suspension without pay, to sepamtion for 
cause, In ucconlnncc with the Board's Adverse Actjon policy or its DjscipHnazy Actjons 
policy. Oral or written performance foedback may also be considered. l'urthermure, 
the offending employee may also be required to attend training dcsignt.>tl to address 
bis or her harassing oondut.1. Where an investigation ha~ established that a manager 
condont.-d harassing conduct, ignored complaints of such conduct or otherwise failed 
to properly carry out the rc.~ponsibilitics provided under this policy, he or she may be 
suhjct.1 to disciplinary at.1ion and/or be required to attend training to ru;sist the 
manager in identifying and pre\'enting discriminatory hara~smcnt in the future. 

Munagemcnt will protect the confidentiality of all hara.-..~ment allegations to the fullest 
extent possible. How1..,,·er, such information may have to he disclosed to management 
and employees with a need to know in order to carry out the purpose and intent of this 
polky. l'or example, munogement will need to disclose sufficient facts to the alleged 
hurusscr to enable the Board to investigate the allegation of harassment. In nddition, 
information relating to the alleged harassment may have to be disclc~~cd in any 
litigation ln\'olvlng the Board to which the information may he rdcvnnt or ncccssnry. 

Kctum Jo Jon 

EEO Administrative Complaint Process 

An employee suhjt.-cted to discriminutory harassment may choose to initiute the 
udministruth·e EEO process with the Board's Office of Diversity und Inclusion by 
conlat.1ing an EEO counselor within 45 days of the action pcrccivctl to he hams.~ing. If 
an employee has reported an incident to Employee Relations in a timely manner and 
Employt.-c Relations' in~·cstigation bas not been completed before the 45-day pcri<KI 
for filing an EEO complaint, the employee may request in writing that the pmgmm 
director of the Office of l>i\'crsity and lncl1L~ion stay, for a spt.-clfic period of time, the 
time for filing a oomplaint. The program director of the Office of IJh·ersity and 
Inclusion will consider requests that stay the filing deadline for the time it takes to 
resolve any internal investigation or inquiry und will inform the employee in writing 
whether the stay has been granted and, if so, for how long. 

An employee's right to initiate the l~EO process doc.~ not diminish in any way 
management's rcsponsihili ty to ensure that discriminatory harassment docs not occur. 
Even if an employee chooses not to use the procedures in this policy to report 
bamssing conduct and instead initiates the EEO process with the Office of Diversity 
uml Inclusion, th<: Human Resources Function of the Manngcmcnt Division may 
chm~~c to initiute un investigation/inquiry using the pn)Ct.'llures in this polky. 

The Hoard forbid~ retuliution against any employee who reports hams.~mtml to an 
EEO counselor or management official, files an EEO complaint, or otherwise 
participates inn discriminnlory hams.~ment investigation/inquiry. 

R,:tumtohm 

Appeals Process 

An employee subject to disciplinary action for conduct that \'iolaks this policy may 
appeal such disciplinary action under procedures set out in the lloard's DjscipJinary 
~ policy or the Adyen;e Action policy, as appropriate. 

Return Jotou 

Responsibility for Policy 

The Human Resources Function of the Manugement Division and the Office of 
Diwrsity and Inclusion are re.~ponsible for the administration and interpretation of 
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this policy. Dh·isioo dirt:c.1ors "ill consult with the Hoard's Office of Diversity and 
lncltL~ion, as necessary, in canying out their responsibilitie.~ under this policy. This 
policy will he reviewed and updatt.•d as m,'CCSSal)". 

Return to top 

Footnotes 

1. Note that the Hoard's Infonnation Technology Pennjssib!e-Use and Privacy policy 
forbids employees fmm disseminating material that is offensive or huru.~sing in 
nature, including material that dispar.tgcs others oo the basis of race, color, religion, 
sex, gender, nationul origin, age (40 or older), disability, genetic information, or 
sexual orientation, even if such dissemination is not "unwelcome.• Return to text. 

2. While a victim of harassment is free to initiate the l•:l~O process in lieu of using the 
reporting process described in this polky, a \ictim of harassment who unreusonahly 
fails to use available, effective complaint mechanisms designed to stop the harassment 
is less likcly to prevail on II claim of discriminatory harassment, including hostile work 
cnvimnment sexual humssment. Return to ll'.xt. 

Contact 118 I Accesslblllty Statement 
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Adjusting Work-Related Problems

Approved by H. Fay Peters, effective June 30, 2010

Jump to section: 

Policy Statement

All employees are to be treated fairly and equitably. Managers and their staffs are
encouraged to create and maintain an atmosphere of mutual trust, respect, and open
and objective communication. Most work-related problems, complaints, disputes, and
differences of opinion can be resolved once they are discussed with the employee's
supervisor. If the problem cannot be resolved through discussion, employees are
encouraged to follow the procedure described below.

Return to top

Covered Problems

A work-related problem covered under this policy can be any issue that arises in the
context of a work situation and that is not within the scope of the following
management policies:  Adverse Action Policy and Procedures, Disciplinary Actions,
Sexual Harassment, Reasonable Accommodation, Performance Management
Program, Equal Employment Opportunity, Provisional Employment Period, and
Provisional Period for Newly Selected Managers and Supervisors. Accordingly, the
procedure set forth in this policy may not be used in lieu of appeal procedures
provided in other policies that establish an exclusive remedy and may not be used to
avoid conditions or limitations set out in such other policies. When a work-related
problem is addressed under another management policy, any complaint or appeal
under this policy regarding the same work-related problem will be dismissed, and the
matter will be addressed under the other applicable policy.

Work-related problems include, but are not limited to, employee complaints or
questions regarding unfair treatment on the basis of conduct or reasons that do not
adversely affect the employee's performance and that are not covered under existing
laws regarding discrimination. Such matters may include allegations of discrimination
in employment on the basis of sexual orientation.

Return to top

Definitions

Employee means an individual who works full-time or part-time and is appointed into
Board service for a period of more than 90 calendar days.1 The term employee does
not include members of the Board or nonregular employees, that is, student aides,
worker-trainees, student interns, co-op employees, or individuals who are serving in a
temporary term-limited position.

The term employee also does not include an at-will employee, that is, an individual
serving at the pleasure of the Board and who may be discharged from Board service
for any reason that is not illegal.

Return to top

Procedure for Addressing a Work-Related Problem

Employee relations specialists in the Employee Relations section (ER) of the
Management Division are available to help employees and managers address
work-related problems. They ensure that employees are aware of their rights and
guide them through the steps outlined in the following procedure. An employee
relations specialist may also help resolve cases by gathering facts, consulting with the
employee regarding his or her concerns, and recommending a course of action. An
employee relations specialist may be consulted at any time before or during the
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process.

Step 1. An employee should first discuss any work-related problem (or problems)
under this policy with his or her immediate supervisor as soon as possible. Unless
unusual circumstances exist, an employee should bring the matter to the attention of
the supervisor within 15 working days from the date the employee first became aware
of the matter or from the effective date of the action giving rise to the work-related
problem. Experience has shown that most problems can be settled once they are
brought to the attention of the supervisor and discussed fairly and openly.

Step 2. If the problem is not resolved within 15 working days after it has been brought
to the attention of the immediate supervisor, the employee may submit a written
description of the problem within five working days to the manager or officer
responsible for the functional area. This person may, depending on the organizational
structure, be the same person as the immediate supervisor. The manager or officer
responsible for the functional area will review the problem and issue a written decision
within 15 working days of receipt of the employee's written description of the problem.

Step 3. If the employee is not satisfied with the decision of the manager or officer
responsible for the functional area, the employee may appeal to the division director.
Any such appeal must be filed within five working days of the employee's receipt of the
manager's or officer's decision. The appeal must be submitted in writing to the
division director. If the division director is the same person as the manager or officer
responsible for the functional area (as described in step 2), the employee may ignore
step 3 and proceed to step 4. The division director will issue a written decision within
15 working days of receipt of the employee's appeal.

Step 4. If the employee is not satisfied with the decision of the division director (or of
the manager or officer responsible for the functional area if that person is the same
person as the division director), the employee may select one of the following two
options:

Officer responsible for ER (ER Officer).  The employee may appeal the
decision of the division director to the ER Officer or to his or her designee.
Any such appeal must be filed within five working days of the employee's
receipt of the division director's decision and must be submitted in writing.
The ER Officer, or his or her designee, will issue a written decision within 15
working days of receipt of the employee's appeal. The decision of the ER
Officer is final and binding.

For employees in the Management Division, this appeal shall be made to a
Board officer outside the Management Division, who shall be designated by
the chairman, Committee on Board Affairs, rather than to the ER Officer.
The decision of the officer appointed by chairman, Committee on Board
Affairs, shall be final and binding.

The decision of the ER Officer or, as appropriate, a Board officer designated
by the chairman, Committee on Board Affairs, may be implemented under
delegated authority.

Mediation.  Within five working days of the employee's receipt of the
division director's decision, the employee may request that a mediator be
engaged to help bring about a mutually acceptable resolution to the
problem. The mediation between the employee and division management
will be governed by the procedures described in the Employee Relations
Mediation Guidelines.

If mediation does not resolve the problem, the employee may choose to
appeal the decision of the division director to the ER Officer in accordance
with the provisions of step 4.1 above. Any such appeal must be made within
five working days of the conclusion of the mediation.

Review of Documentation at Each Level

In reviewing an appeal, the reviewing authority at each level has the discretion to
conduct whatever investigation he or she deems appropriate, including requesting
supplementary information from the employee or from management. The reviewing
authority, however, may choose to issue a decision based on a review of the appeal and
any documentation that may have been initially presented.

Submission of Documentation

At any stage of the process, the employee may submit additional material. Such
material must be submitted, as applicable, by the date the written description of the
problem or the date the appeal is due.

Any material submitted to the ER Officer in connection with an appeal will be shared
with the employee's management unless the ER Officer does not rely on the
information in reaching a decision or if the ER Officer determines that disclosing the
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information would create or exacerbate an employee relations issue. Any
documentation submitted by the division in connection with an appeal will be shared
with the employee except to the extent that doing so infringes on the privacy rights of
other employees.

Time Limits

The ER Officer can extend the time limits contained in this policy. No procedural
rights or requirements that are not specifically stated in the procedure may be implied.

Return to top

Responsibility

The Management Division has the discretionary authority to administer and interpret
this policy. The Board may review, update, and amend this policy at any time.

Return to top

Footnotes

1. Applicants for employment with the Board may invoke the procedures in this policy
for claims of unfair treatment on the basis of sexual orientation. Return to text.

Maintained by Web Commun cat ons & Development
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Cash Compensation Program

Approved by H. Fay Peters, effective June 30, 2010

Jump to section: 

Policy Statement

The Board's Total Rewards Program consists of cash compensation, benefits, work
environment, career development opportunities, and intrinsic rewards. As part of
Total Rewards, the Board's various cash compensation programs are designed to (1)
attract, motivate, and retain highly skilled employees; (2) balance external
competitiveness and internal fairness; (3) reward employees according to their
individual performance and contribution to organizational goals; (4) provide
reasonable flexibility in the management of employee pay so as to respond to
employment pressures and changing market conditions; and (5) comply with
applicable laws and regulations.

Return to top

Definitions

Cash compensation programs: These programs include (1) base salaries and the
guidelines used to set and adjust salaries, and (2) additional pay programs, such as
cash awards, variable pay plans, sign-on and retention bonuses, project incentives or
pay as described in the Overtime and Other Forms of Premium Pay Policy.

Employee: An employee is defined as an individual who works full- or part-time and is
appointed into Board service for a period of more than 90 days. The term does not
include members of the Board, student aides, worker-trainees, student interns, co-op
employees, or those serving in a temporary term-limited position.1

Base salary: Base salary means the employee's annual rate of basic pay. Base salary
does not include variable pay, cash awards, lump-sum merit increases, sign-on
bonuses, retention bonuses, project incentives, shift differential, overtime pay, holiday
pay, availability pay, unscheduled duty pay, premium pay, or any other type of pay
that the Board does not treat as base salary.

Return to top

Guidelines: Base Salary Programs

New Employee Starting Salaries

The Human Resources (HR) Staffing function, with guidance from the HR
Compensation function and in conjunction with input from the Board hiring division,
determines starting salaries. Starting salaries are based on one or more of the
following factors: (1) the experience and qualifications of the new employee; (2) salary
alignment with other staff in the hiring division or job family, as appropriate; (3)
market comparisons relevant to the specific position; (4) current salary of the
prospective employee; and (5) the business needs of the hiring division. Generally, a
new employee's salary may be set anywhere within the salary range, depending upon
the employee's qualifications and market conditions. Starting salaries more than 10
percent above the midpoint of the range will be reviewed by HR Compensation.

Return to top

Salary Increases

Annual Merit Increase

Annual merit increases in base salary are based on performance during the past year,
as reflected in employee performance evaluations and as outlined in the Board's
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Performance Management Program (PMP). Generally, employees hired on or before
June 30 of the performance year are eligible to receive annual merit increases based
on the formal PMP review.2 An employee rated marginal or unsatisfactory during his
or her most recent annual PMP review (annual PMP) is not eligible for a merit
increase. An employee hired after June 30 of the performance year is generally not
eligible for a merit increase, but may receive a salary increase up to an amount
published annually by the HR Compensation staff. Each division director decides
whether or not to grant salary increases in such cases, subject to final sign off by HR
after Compensation staff validate that the actions are consistent with policy.

Periodic salary-range adjustments: The Board may adjust salary ranges periodically
based on the results of available salary information from custom and/or published
surveys. When salary ranges are adjusted, an employee's salary may fall below the
minimum of the new salary range. In this case, an employee whose most recent annual
PMP was commendable or better is eligible to receive a merit and/or special salary
increase to bring his or her salary to at least the minimum of the new salary range. An
employee rated marginal or unsatisfactory will not have his or her salary brought to
the minimum of the salary range until his or her performance, as reflected on an
annual PMP review, reaches the commendable or better level.

Merit increases and the maximum of the salary range: If a merit increase will take an
employee's salary above the maximum of the range for his or her grade, the employee
will receive a merit increase sufficient to bring his or her salary to the maximum of the
range, and will receive the remainder of the increase in the form of a lump-sum merit
payment, provided that his or her PMP rating is commendable or better. If an
employee's salary is at the maximum of the range, the employee will receive the full
amount of the increase in the form of a lump-sum merit payment.3

Merit increases and job/supervisor changes: When an employee transfers or changes
direct supervisors during the performance period (October 1 through September 30),
and is eligible for a merit increase for that year, the increase will be based on his or her
annual PMP. An interim (close-out) PMP should be given at the time of the transfer.
However, if this does not occur, input from previous supervisor(s) will be sought for
the annual PMP.

Promotional Increase

When an employee is promoted to a higher grade level, the employee's salary level
should be increased to at least the minimum of the salary range of the new grade. In
making a promotion salary increase recommendation, managers should consider the
following:

the employee's education and experience in relation to the minimum
qualifications of the position

the salaries of other employees in similar positions within the division,
section or office

the placement of the recommended salary relative to the new salary range

A division director can approve a recommended salary increase up to 12 percent (15
percent if an employee is promoted multiple grades) for any staff level, subject to final
sign off by HR after Compensation staff validate the action is consistent with policy.

Special Salary Adjustment

Special salary adjustments may be necessary when external or internal considerations
affect the salary of an individual, the salaries of those employees in a particular job
family, or the salaries of a group of employees in general. For example, special
adjustments may be needed to retain employees who possess skills for which HR has
determined market demand exceeds supply or other significant market factors exist.
An employee with a rating of marginal or unsatisfactory on his or her most recent
PMP review (annual or interim) is not eligible for a special salary adjustment.
Requests by managers for adjustments up to 5 percent (on an annual basis) can be
approved by division directors (with subsequent notification to, and automatic sign off
by, HR of the adjustments made using a form noted below); requests over 5 percent
will be reviewed and approved by HR after Compensation staff review them on a
case-by-case basis. In addition, a special salary adjustment for an employee who has
already received an adjustment within the past 12 months must be reviewed by HR
Compensation staff for approval.

In making special salary adjustments, divisions should consider one or more of the
following factors:

internal equity with other staff salaries

consistency with the Board's pay-for-performance philosophy

retention of incumbents with critical knowledge and competencies
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comparative employee performance over time

job enlargement, such as taking on duties that have a greater scope than
originally envisioned

market averages for the job

special market pressures that may affect the job, such as skill shortages

completion of a PhD (by economists)

To process a special salary adjustment, the requesting division director (or the
director's designee) must submit a completed Special Salary Adjustment Request
form and forward it to HR Compensation staff for review or approval, as appropriate.
The form must be submitted for inclusion in the employee's records, even in cases
where the division director has the authority to approve the adjustment.

Lateral Transfer Equity Adjustment

Generally, salary increases are not granted for cross-divisional lateral transfers (i.e., a
transfer to a position at the same grade) at the Board. However, special circumstances,
such as ensuring internal equity, may support salary increases in the range of 3
percent to 5 percent. These increases are considered exceptions, and are reviewed and
approved by HR Compensation staff on a case-by-case basis.

Return to top

Salary Grade Reductions

A reduction in grade and salary can occur: (1) voluntarily at an employee's request; (2)
involuntarily without cause through job abolishment or reclassification; or (3)
involuntarily in accordance with the Board's Adverse Action Policy.

Voluntary Reduction

A voluntary reduction in grade level occurs when an employee is reduced in grade as a
result of a (1) change in career focus, (2) request to reduce an employee's workload, (3)
need to address personal issues, or (4) need to address performance problems
(accepting a lower grade level voluntarily in lieu of a formal adverse action).4

The employee's grade will be reduced and his or her new salary will be set within a
new salary range, if possible. If the current salary is within the range of the new grade
level, no decrease in salary will occur. Thereafter, normal salary-administration
procedures will apply. If the employee's salary is above the maximum of the range for
the lower grade, the employee's salary will be frozen, and no salary increases will occur
until the maximum of the range for the new lower grade exceeds the frozen salary
level. If, after two years at the new grade, the employee's salary remains above the
maximum of the range for the lower grade, the salary will be reduced to the maximum
of that grade. If an employee is promoted to a higher grade level within the two-year
timeframe, the employee will not normally receive an increase in base salary.

Involuntary Reduction without Cause

An involuntary reduction in grade can occur as a result of (1) the reclassification of a
job to a lower grade level, or (2) the abolishment of a position.

An employee will retain his or her current grade and pay for two years from the date of
the reclassification decision or from the effective date of the abolishment decision.
After two years, the grade will be reduced. If the employee's salary is above the
maximum of the new range after the two years, the employee's salary will be frozen,
and no salary increases will be granted until the maximum of the range for the
reduced grade exceeds the employee's frozen salary. Thereafter, normal salary-
administration procedures will apply.

Involuntary Reduction with Cause

An employee's salary and/or grade may be reduced in accordance with the procedures
set out in the Board's Adverse Action Policy. The employee's salary and/or grade will
be reduced upon the effective date of the action.

Return to top

Guidelines: Additional Pay Programs

In addition to base salary, the Board provides a number of other pay programs, such
as sign-on and retention bonuses, cash awards, project incentives, and variable pay.

Sign-on Bonuses

Sign-on bonuses are designed to assist in recruiting new employees for positions that
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are under market pressure and, in the absence of such bonuses, would be difficult to
fill.

Source of funds. Divisions fund these payments from their individual operating
budgets and not through their cash award allocations.

Eligibility and amount.5,6 In determining the appropriateness of paying sign-on
bonuses and the amount, the following factors should be considered:

the results of recent efforts to recruit candidates for the same or similar
positions

recent turnover rates for the same or similar positions

current labor market factors that may affect the ability of the Board to
recruit candidates for the same or similar positions

special qualifications required for the position as well as the demand at the
Board and in the marketplace for those qualifications

assessments of internal-equity, base-salary considerations when making
hiring offers

Sign-on bonuses may be paid in lump-sum form or paid out in installments. For
lump-sum sign-on bonuses, if an employee's employment with the Board is
terminated voluntarily or involuntarily within the first year of employment, the
pro-rated balance of the bonus must be returned based on the number of months
remaining. In cases where sign-on bonuses are awarded, upon voluntary or
involuntary termination, the employee forfeits unpaid installments. The terms and
conditions of sign-on bonuses are specified in the Sign-On Bonus Program receipt
form, which must be signed by employees as part of offer packages.

To obtain authorization for payment of sign-on bonuses, a division director (or the
director's designee) must complete the Sign-On Bonus Program request and receipt
form(s), and submit them to the HR Staffing supervisor for approval before an offer is
extended.

Retention Bonuses

Retention bonuses are designed to increase the flexibility of cash compensation
packages and ensure the availability and continuity of critical skills and knowledge
needed to meet business objectives.

Source of funds: Divisions fund these bonuses from their individual operating budgets
and not through their cash award allocations.

Eligibility and amount:7 Division requests for retention bonuses and specific amounts
should consider one or more of the following factors:

criticality of the knowledge, skills, and abilities needed

current market conditions and practices

availability of replacements

critical project completions/requirements

knowledge transfer

length of time for which the knowledge, skills, and abilities are needed

employee performance

Retention bonus amounts may vary. The bonus shall be paid for a specific project or a
retention period and, except for the final payment, shall normally not exceed a
maximum of one-third of the annual base salary each year (except in the final year of a
multi-year retention agreement).

Payment options and conditions. An employee who has received a sign-on bonus may
not receive a retention bonus until 12 months have elapsed since either the date of hire
or the last installment of the sign-on bonus has been paid to him or her.

Retention bonus agreements. Guidelines for administering retention bonuses are as
follows:

Length of agreements: A retention arrangement should not normally
extend for more than three years, and may be distributed monthly,
quarterly, multi-year, or in one lump sum payment.

Maximum annual payout: No more than 40 percent of the bonus awarded
shall be paid before the conclusion of the specified project or retention
period.
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Employee acknowledgment: The employee must acknowledge and sign an
understanding of both the bonus percentages and the project benchmarks
or retention period.

Future retention agreement: If it is necessary to retain the employee
beyond the designated retention period, new retention arrangements may
be established.

Employment termination: Any employee who terminates employment
before the conclusion of the retention period shall forfeit any unpaid bonus
amounts.

Performance expectation: The commitment to pay a retention bonus is
based upon the continued satisfactory performance of the intended
recipient, meaning the employee must continue to meet established
standards of the job, maintain productivity requirements, and perform all
assigned responsibilities. The employee must also receive a performance
rating of commendable or higher, and must not have been subject to
disciplinary action. The Board will withhold all unpaid retention bonus
payments if the recipient's performance does not meet expectations.

Change in circumstances: A retention agreement should include provisions
that cover payment of the unpaid retention bonus if the Board finds that
circumstances occur affecting the criticality of the criteria listed above
before the end of the agreed upon project or retention period or if an
employee transfers to another position within the Board.

Except for the economist retention program (in which the division director or division
director's designee approves the retention bonus), the director of the Management
Division must approve all requests for retention bonuses. To obtain authorization for
payment of a retention bonus, the requesting division director (or the director's
designee) must submit the Retention Bonus Plan request and receipt forms to the HR
Compensation staff to validate that the terms of the retention bonus have been met
and to sign off on the payment. Terms and conditions for a retention bonus are
specified on the Retention Bonus Plan receipt form and signed by the employee.

Cash Awards

There are two types of cash awards: (1) project-based, and (2) performance-based.
Cash awards may be provided to individual employees or to groups of employees (for
example, a project team).

Source of funds. The Board provides the funding for cash awards in each division's
budget, and divisions may not exceed the allocation of funds for cash awards.

Eligibility. Any employee, except one who receives--or is eligible to receive--a variable
pay award at any time during the relevant performance period, may be nominated for
a cash award. To be eligible to receive a cash award, the employee must not have been
subject to any type of written disciplinary action during the performance period or
received (if eligible) a PMP rating below commendable.8

The division director (or the director's designee) can approve an employee's cash
award, based on whether the employee:

initiated, recommended, or accomplished actions that achieved important
Board goals, improved productivity, realized significant cost reductions, or
improved the productivity or quality of Board services;

responded to unforeseen circumstances or events in an exemplary fashion;

resolved, or made significant progress toward resolving, significant
operational problems;

made a unique and significant contribution that resulted in a section or
group meeting its objectives when factors such as new laws or regulations,
severe staff turnover, or a dramatic increase in work volume presented
additional challenges;

made outstanding contributions, on behalf of the Board, to a profession or
organization, and those contributions enhanced the Board's image and or
strengthened its external relations; or

performed at a high level for a sustained period.

To process a project-based cash award at any time during the year or
performance-based cash award at any time other than at year-end, the division
director (or the director's designee) must complete the Cash Award Nomination form
and submit it to HR Compensation staff, who will then validate and sign off on awards
that satisfy one or more of the above criteria.

For end-of-year cash awards for sustained high performance, divisions need only state
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the employee's name, determine the proposed amount of the award, and indicate the
appropriate award criteria. HR Compensation will provide divisions annually with
instructions required for end-of-year processing and will sign off on awards after
validating they meet eligibility criteria.

Amount. Cash awards may be made in any amount up to an annual maximum of 30
percent of an employee's base salary. If an employee receives more than one award
within the same calendar year, then the total of all cash awards received (including
targeted cash awards and/or project incentives) for that year must not exceed 30
percent of the employee's base salary.

Targeted Cash Awards

Targeted cash awards allow divisions to reward employees outside the normal cash
award program subject to one or more of the eligibility criteria below.

Source of funds. The Board provides the funding for targeted cash awards, and
funding is separate and apart from the normal cash award allocation.

Eligibility. Any employee, except one who receives--or is eligible to receive--a variable
pay award at any time during the relevant performance period, is eligible to be
nominated for a targeted cash award. The employee must not have been subject to any
type of written disciplinary action during the performance period for which the
targeted cash award is issued or received (if eligible) a PMP rating below
commendable.

The division director (or the director's designee) approves an employee's
recommended targeted cash award, based on the award satisfying at least one or more
of the following criteria:

It addresses external compensation market pressures.

It recognizes significant specific project-based achievements by the
employee.

It recognizes and helps to retain specific critical skills of the employee.

To obtain authorization for targeted cash awards, the division director (or the
director's designee) must complete the Targeted Cash Award Nomination form and
submit it to HR Compensation for sign off after validating the awards meet eligibility
criteria.

Amount. The total of all cash awards may be made in any amount up to an annual
maximum of 30 percent of an employee's base salary. If an employee receives cash
awards, targeted cash awards, and/or project incentives within the same calendar
year, then the total of all awards for that year must not exceed 30 percent of the
employee's base salary.

Project Incentives

The establishment of project incentive plans provides means to recognize Boardwide
or System initiatives (e.g., Y2K, Basel II) to motivate, reward and encourage individual
employees or project teams to achieve project milestones and goals necessary to meet
business objectives. Divisions should work with HR to design project incentives that
complement merit increases and cash awards, taking into account total reward
objectives for employees.

Source of funds. The division should fund project incentive plans through requests for
additional funds from the Board using the normal budget adjustment process and with
the review of the director of Management Division and approval of the chair of the
Committee on Board Affairs.

Eligibility. Divisions may pay project incentives to individual employees or project
teams that serve as contributors to the successful completion of a project plan. Staff
receiving variable pay are eligible to receive project incentives.

Amount. Project incentive amounts may vary. In determining whether an incentive
payout and payout amount is appropriate, the division director (or the director's
designee) should consider one or more of the following factors:

the impact of project completion on the Board's mission, objectives, and
operations

the complexity and scope of the project

the extent to which the performance is above and beyond expectations

the special skills and qualifications required for the project

Project incentive agreements. Guidelines for administering project incentive plans are
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as follows:

Maximum annual payout. Project incentives shall be paid for a specific
project and shall not exceed a maximum of 30 percent of an employee's
annual base salary each year. If an employee receives cash awards, targeted
cash awards, and/or project incentives within the same calendar year, then
the total of all awards for that year must not exceed 30 percent of the
employee's base salary in that year.

Additional payout condition. No more than 40 percent of the project
incentive awarded shall be paid before the conclusion of the specified
project.

Employee acknowledgment. The employee must acknowledge and sign an
understanding of both the potential bonus amount and the expectations,
with the latter including project benchmarks and deliverables.

Employment termination. Any employee who terminates employment
before the conclusion of the incentive period shall forfeit any unpaid
incentive money.

Performance expectations. Payment of a project incentive is contingent
upon continued satisfactory performance by the intended recipient. In
other words, the employee must continue to meet specific project
milestones and established job standards; maintain productivity
requirements; perform all assigned responsibilities; possess a current
performance rating of commendable or higher; and not have been subject to
any type of written disciplinary action during the performance period. The
Board will withhold all unpaid incentive payments if the recipient's
performance does not meet expectations.

Changes in circumstances. The incentive agreement should include
provisions that cover payment of the unpaid project incentive if the Board
finds that circumstances change regarding (1) the project's relative
importance and/or priority, or (2) the employee's involvement in the
project.

To obtain authorization for payment of a project incentive, the requesting division's
director (or the director's designee) must submit the Project Incentive Plan request
and receipt forms to the HR Compensation staff to validate the terms of the plan have
been met and to sign off on the payment. Terms and conditions for a Project Incentive
Plan are specified on the Project Incentive Plan receipt form and signed by the
employee.

Variable Pay

Variable pay is generally targeted toward employees appointed as Official Staff of the
Board (officers) and employees in designated job families that: (1) are critical to the
execution of the Board's core mission; (2) require skills that are in high demand in the
marketplace; (3) offer salaries well below prevailing market levels; and (4) experience
recruiting difficulties and high rates of turnover. HR Compensation staff reviews new
variable pay requests for additional job families, and makes a recommendation to the
chair of the Committee on Board Affairs, who makes the final determination.
Employees who receive variable pay are not eligible to participate in the Board's cash
award and targeted cash award programs; however, they may participate in the merit
pay program.9 Participation in other programs (i.e., a retention bonus plan) is
restricted to situations where a compelling business case exists, and requires approval
from the director of the Management Division unless otherwise provided for in this
policy.

Source of funds. Each year, the Board determines whether to allocate funds to the
variable pay program for the following year. Whether variable pay is funded, and the
level at which it is funded, is based on (1) market conditions and (2) the Board's
experience in retaining and recruiting staff into officer positions and specific job
families. If variable pay is funded, the funding level is expressed as a percentage of the
total annual salaries of eligible employees (broken out by salary liability for officers
and non-officers) in each division. Divisions may not exceed the allocation of funds for
variable pay.

Officers

Officer eligibility.10 To be eligible to participate in the officer variable pay program, an
employee must occupy an officer position (and not be in the Personnel Placement
Program),11 have a current performance rating of commendable or higher, and not
have been subject to any type of written disciplinary action during the performance
period.12 The amount of a division director's variable pay award will be determined by
the division's respective oversight governor, in consultation with the chief human
capital officer (CHCO), and with the concurrence of the chair of the Committee on
Board Affairs. The Board of Governors approves the amount of a division director's
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variable pay award. For all other officers, the respective division director recommends
variable pay amounts with the concurrence of the division's respective oversight
governor and, when needed to ensure consistency and/or fairness in
recommendations, in consultation with the CHCO. The chair of the Committee on
Board Affairs reviews and approves officer variable pay awards (other than those for
directors).

Maximum payout amount. The total of variable pay awards for the performance
period must not exceed 30 percent of an officer's base salary. In addition, the total of
variable pay awards and base salary cannot exceed the total cash compensation cap.13

To receive payment, an eligible officer must be an active employee as of the date
variable pay is distributed.

Officer variable pay awards are based on one or more of the following:

the officer's performance rating under the Board's Performance
Management Program

an assessment of whether the officer has knowledge or skills uniquely
valuable in carrying out the Board's work

an assessment of whether the officer has skills that command a substantial
salary premium in the external job market

an evaluation of the awards necessary to relieve salary compression (and in
some cases inversion) between officers and senior professional staff in each
division

Non-Officers

Non-officer eligibility. To be eligible for variable pay, an employee must not be in the
Personnel Placement Program,14 have a current performance rating of commendable
or higher, and not have been subject to adverse or disciplinary action during the
performance period. In addition, the employee must occupy a position in the grade
FR-27 to FR-29 range and be in a job family approved for variable pay.

Amount of variable pay awards for non-officers. The amount of a non-officer's
variable pay award is based on performance and division director approval.

Maximum payout amount. The total of a variable pay award and project incentive
plan award for the performance period must not exceed 30 percent of the non-officer's
base salary. In addition, the total of variable pay awards, qualified project incentive
plan awards, and base salary may not exceed the Board's total cash compensation cap.
Variable pay will only be paid out to non-officers who occupy positions eligible for
variable pay at the time variable pay is distributed.15

Non-Monetary Awards

At the discretion of each division director, a portion of a division's cash award budget
may be used to fund de minimis, non-monetary awards to employees. A de minimis
award is any property or service that has so little value that accounting for it would be
unreasonable or administratively impracticable. Examples of such awards include
movie tickets, meals, and keepsakes (such as mugs, plaques, key chains, and t-shirts).
These awards may not be issued as cash or cash equivalents, such as gift certificates.
The fair market value of de minimis awards must not exceed $75 per employee per
year. Divisions that wish to offer de minimis, non-monetary awards to employees
should consult their HR Compensation Specialist to designate an appropriate funding
level, and discuss administrative procedures that will apply to granting the awards. A
non-monetary award is not included in an employee's salary for any purpose.

Return to top

Exceptions for Employees in the Management Division

When the Management Division is requesting an exception to any portion of this
policy for one of its employees, it shall make a request to the chairman, Committee on
Board Affairs or his or her designee. The decision of the officer appointed by the
chairman, Committee on Board Affairs, shall be final.

Return to top

Responsibility

The Human Resources function administers this policy. Unless otherwise noted in this
policy, exceptions to this policy must be approved by the Board's CHCO in
consultation with the deputy director for the Management Division.16 The Board
reserves the right to amend this policy at any time.

Return to top
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Footnotes

1. A term-limited appointment is limited to a set period after which time the
appointment expires and Board employment ends. Return to text.

2. Economists and research assistants generally become eligible to participate in the
annual merit process in the December following their completion of one year of
employment. An economist or research assistant may be eligible earlier, depending
upon the hire date; eligibility is specified at the time of the job offer. Worker-trainees,
student interns, co-op employees, and student aides are not eligible for merit
increases, but may receive a salary increase up to an amount published annually by
HR Compensation staff. Return to text.

3. Employees who have taken a voluntary or involuntary reduction in grade and are at
or above the maximum of their salary range are not eligible to receive lump sum merit
payments. Return to text.

4. Exceptions to these provisions may be granted on a case-by-case basis for
employees who initiate a voluntary grade reduction as part of a change in career focus.
Return to text.

5. The chairman of the Committee on Board Affairs approves, when needed, any
changes to the maximum sign-on bonus amount permitted. Return to text.

6. Sign-on bonuses and retention bonuses for economists are administered in
accordance with the program approved by the Board in February 2001. Return to text.

7. Sign-on bonuses and retention bonuses for economists are administered in
accordance with the program approved by the Board in February 2001. Return to text.

8. New hires that have not received PMP rating and are not subject to disciplinary
action are eligible to receive cash awards. Return to text.

9. Officers and staff who are eligible and/or receive variable pay may participate in
project incentive plans only when the funding is from outside the division's normal
cash award allocation. Return to text.

10. Taking an approved leave of absence, whether paid or unpaid, may affect eligibility
for an award. If an employee takes such leave, its length and nature may be considered
in determining the amount of a variable pay award. Return to text.

11. Refer to the Personnel Placement Program Policy. Return to text.

12. Variable pay awards for economists are administered in accordance with the
program approved by the Board in February 2001. Return to text.

13. On an annual basis, the Board reviews the total cash compensation cap. Return to
text.

14. Refer to the Personnel Placement Program Policy. Return to text.

15. Taking an approved leave of absence, whether paid or unpaid, may affect eligibility
for an award. If an employee takes such leave, its length and nature may be considered
in determining the amount of the variable pay award. Return to text.

16. Exceptions to the policy requested by the Management Division must be approved
with the concurrence of the chairman, Committee on Board Affairs. Return to text.

Return to top
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Vacant-Position Posting

Approved by Don Hammond, effective December 20, 2012

Jump to section: 

Policy Statement

The Board’s policy is (1) to hire the best qualified candidates from the pool of internal

and external applicants for vacant positions1 and (2) to promote, through its posting
procedures, employee awareness of available career opportunities.  The Board
generally provides employees the first opportunity to apply for open positions; if
employees meet the minimum qualifications and apply during the initial posting
period, they will be interviewed by the hiring division.  This policy is also intended to
promote an open process by providing feedback to employees when they are not
selected for a position. 

Return to top

Postings

Human Resources (HR) will post notices about vacant positions in the FR and Wage
Employee grade levels, with the following exceptions: (1) the positions are filled
through the Personnel Placement Program; (2) an employee is reassigned to a vacancy
at the same grade and with the same career-ladder potential (for example, a
dual-occupancy position or positions that result from a division reorganization); (3)
the positions are temporary (365 calendar days or less); (4) the positions are reserved
for cooperative education programs and internships; (5) the positions are used to
rotate candidates for a specific developmental program; (6) the positions are filled by
employees returning from leave, regular military service, long-term disability leave,
special assignments, or officially approved leaves of absence; and (7) the positions are
filled through the required transfer of disabled employees, pursuant to the
requirements of the Rehabilitation Act.  In response to organizational needs, the HR
officer responsible for Talent Acquisition may make other exceptions on the basis of a
division director’s written recommendation.

Return to top

Eligibility

To be eligible to apply for a posted vacant position, employees must (1) be rated
Commendable or above on their most recent annual or interim Performance
Management Program evaluation (if they have had one), (2) have served at least six
months in their current position (except for worker-trainees, co-op employees, and
interns), and (3) not have been subject to disciplinary action (suspension and above)
within the immediately preceding six months.  With the concurrence of the current
supervisor and hiring manager and with HR approval, employees who do not satisfy
the above eligibility requirements may, under certain circumstances, be allowed to
apply for a vacancy. 

Return to top

Posting Requirements

The Board will post vacant-position notices internally until the position is filled.
 

1. 

Divisions may post positions at the same grade (or a different grade in the
career ladder) as that held by the previous incumbent, depending on the specific
job family and the needs of the hiring division.

2. 

The Board will ensure that internal candidates who meet the minimum
qualifications and who apply during the first 5 business days of the posting

3. 
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process have an opportunity to interview.  Divisions may, at their discretion,
extend this internal posting period to 10 days.  The hiring manager, or his or her
designee, will interview all internal applicants who meet the minimum
qualifications for the position and who apply during the initial 5- or 10-day
internal posting period. (These interviews may precede, coincide, or follow
external interviews.)

HR will forward to the hiring manager the applications of all internal candidates
who meet the minimum qualifications and who apply for the position after the
initial 5- or 10-day posting period, as well as the applications of qualified
external candidates.  The hiring manager will decide which candidates to
interview from among the internal candidates who applied after the posting
period and the external candidates and schedule interviews accordingly.

4. 

Posting a position externally does not prevent an internal candidate from being
selected for the position.

5. 

Hiring managers will complete a candidate evaluation form for all internal
applicants who are interviewed but not selected for a position.

6. 

Return to top

Responsibility

The Management Division is responsible for the administration of this policy and will
review and update the policy as necessary.  Exceptions to this policy can be approved
by the HR officer for Talent Acquisition.  The Board reserves the right to amend this
policy at any time.

Return to top

Footnotes

1. Vacant position means an existing, funded, unoccupied position that a division
seeks to fill. Return to text.

Maintained by Web Commun cat ons & Development
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!Reasonable Accommoda.tion 
Approved by Don Hammond, effective October 21, 2013 

,lump to ~1.-ction:[Pollcy Stai~men1··- ~

Policy Statement 

El 

The Board complies "ith the reasonable-accommodation 11.-quircments of the 
Hehubilitation Act of 1973, the foder.il government's equivalent of the Americans with 
Disabilities Act, 85 well os the Board's Rules Hegurding Equal Opportunity ( 12 CfH § 
268). Accordingly, this JJOliL'Y establishes the procedures for JJrovlding (1) qualified 
individuals with disabilities reasonable acmmmodations to enable them to perform 
the es.~ential funL1ions of their jobs, (2) employees with disuhilitics rcasonabfo 
accommodations to ensure they enjoy the equal benefits and privileges of 
emJJloyment, und (3)job applicants with disabilities reasonable accommodations to 
assist them in applying for jobs at the Board. 

Retumtotop 

Definitions 

Disability. With respect to an individual, a disability is a physical or mental 
impairment that substantially limits one or more of such indhidual's "major life 
acthities. • Major life acti\ities include acth·ities such as walking, seeing, hearing, 
SJJeaking, JJerforming manual tasks, eating, sll~ping, standing, lifting, bending, 
breathing, learning, reading, concentrating, thin king, communicating, and working, u.~ 
well as the oper-.ition of major bodily functions such as functions of the immune 
system, normal cell growth, and digestive, bowel, bladder, neurological, brain, 
respiratory, circulatory, endocrine, and reproductive functions. An impairment that is 
episodic or in remission may mnstitute u disahility if it would substantially limit n 
mnjor life acthity when active. 

Equal benefits and privileges of employment.Those benefiL~, such u.~ cafeterin service, 
fitnes.~ center aC(.-c.'I.~, or employee benefit plans, that arc available (under the 
conditions and limitntions established by the Boord) to the Hoard's similarly situated 
employees without disabilities. 

Essential.functions. Those job duties that ore so fundamental to the position thnt the 
indhidual holds or desires that be or she cannot do the job \vithout performing them. 
A function can he essential if, among other things, the position exists specifically to 
perform that function, there arc u limited number of other employL'C.~ who could 
perform the function, or the function is specialized and the individual is hired bused 
on his or her ability to perform it. Determinntion of the essential functions of a 
position must be evahwted on a case-by-case basis so that it rc0ccL,; the job as actually 
performed and not simply the components of a generic position description. 

Genetic i,iformation. This means genetic information 85 c.lcfincd by the Genetic 
Information Nondiscrimination AL1 of 2008 (GINA) and includes such information us 
an employee's or family member's genetic tests; an employee's family medical history 
(or manifestation of a disease or disorder in a family member); an emplo}1.-c's or 
family member's 11.-qucst fur genetic services (as defined by GINA); an employee's or 
family member's participation in clinical research that includes genetic Scf\·ices; or 
genetic information of u fetus carried by an employee or an employL'C0s family member 
or an embryo lawfully held by an employee or family member recei\ing assistivc 
reproductive services. Genetic information doe.~ not include information about the sex, 
age, nice, or ethnicity of an cmployL'C or fnmily member. 

Qualified. An indh·idWII "ith a disability, as defined in 12 Cl'H 268, is qualified for a 
position if(1) he or she sati~-fics the 11.-quisitc skill, experience, education, and other 
job-related requirements of the position and(:.!) he or she can perform the e.o;sential 
functions of the position, with or without reasonable acmmmodatinn. 

Rem11mable m:co111111odatim1. Any change in the work environment or in the way 
things are customarily done that would not create an undue hardship for the Board 
and would enable (1) a qualified iodlvidWII with a disability to perform the e.~ential 
functions of his or her job, (2) an employee with a disability tn enjoy the equal benefits 

Page I of7 

http://m-fwapp2p.frb.gov/inside/corporate/board-pol icies/employee-rights-conduct/reasona... 7/23/2014 



ItB: Board Policies - Reasonable Accommodation 

and prhilegcs of employment, and/or (3) an indhidual 'l\ith a disability to apply for a 
job al the Board. 

Untlue hardshi/>. If u specific type of accommod11tion causes signilicunt difficulty or 
expense, then the Hoard does not have to provide that particular accom!'111d11ti~n .. 
Uctcrmination of undue hardship is always made on a case-by-case basis, cons1denng 
factors that include the nature and cost of the accommodation needed 11nd the impact 
of the aca1mmodation on the operations of the Board. 

lMurn to top 

Requesting Accommodations Generally 

An employee can l'L'<IUest either an informal aL=mmodation or a formal reasonable 
accommodation, but only II request for II formal re11som1ble accommodation gives rise 
to the rights and obligations under the Kehabilitation Act. An informal 
accommodation is un 11ccommodation the Board may make in the ordinary course of 
iL~ business, such as unergonomic equipment adjustment, whether or not the 
employee is disabled under the Kehabilitation Act. A form11l reasonable 
accommodation is an accommodation the Board would make as a result of its legal 
obligation to pnivide reasonable aL-oommodations to qualified individuals 'l\ith 
disabilities under the Kehabilitation AL1. 

An employee does not ncL'<I to use spt,-cial words, such as "reasonable 
accommodation," "disability," or "Kehubllitation Act," when requesting 11n informal 
accommodation or formal reasonable accommodation. 1-lowever, in order for the 
Board to know whether an employL-c is making an informal request versus a formal 
request for a reasonable accommodation under the Rehabilitation Act, the employee 
must state in the request whether the aL'OOmmodation is due to a medicul condition. If 
the employee docs not state that the IIL'L'<>mmodation is due to a medical condition, the 
Uoanl will ussumc the employee is making an infurmul 11ccommodation request. 
Informal accommodation requests do not receive the same procedural protections as 
formal reasonable accommodation requests under the Kehabilitation Act. 

Return to top 

Informal Accommodation Requests 

The Board has an informal policy of making minor changes in office furniture and 
equipment (such as L'<>m11uters) and other similar adjustments to increase the comfort 
of employees who may not necessarily suffer from a disability or other mL-dical 
condition.1 

As nolL'<I above, informal accommodation requests will not receive the same 
procedural 11rotections and considerations a.~ formal reasonable accommodation 
requesL~ under the Kehahilitation Act. Informal aceomm1Klation reque.~ts, which, in 
most cases, rc<juire no shm,ing of mL'<licul nL-ce.~sity but do l'L'Q.Uire II reason for the 
request, should be submitted to the employee's division mlministrJtor. The division 
administrator, in consultation 'l\ith the division director, ,,ill decide whether to 
IIJ>t>ruve an informal accommodation request.a. 

Return to top 

Fom1al Reasonable-Accommodation Requests 

Timing and Content of the Request 

1fo1i11g. Individuals muy request formal reasonable uccornmodations, o.-.illy or in 
writing, whenever they choose, e,•en if Ibey ha,·c not pre,iously disclosed the existence 
of a disability. 

l'11nte111. A.~ noted alKwc, a request for a reasonable accommodation need not use 
s11eci11l words, such us "reasonuhlc 11L·commodation," "disability," or "Rehabilitation 
Act." However, the employee must stutc in his or her request that the rL'Q.UC.~l is due to 
a mL'<lical condition if the employee would like for the request to receive the 
pn>L-cdurJI and other protections affonkd under the Kchabilitation Act and this 
11olicy. 

Information Reporting Form for Reasonable-Aocommodation Requests 

The Board employee who receives the request for accommodation under the 
Rchubilitation Act must till out the applicable portions of the K1~son11ble
Accornmodation Information Kcportjng form (the reporting form) and fon,·ard it to 
Employ\.'e Life, Human Kesources (HK) Function, Management Division. 'lbe 
employee filling out the form may obtain n.'i..~istance from the requester, but should in 
any event submit the form to Emplo)'l.'C Life no more than five business days after the 
request was mack. If mlditional information is needed to complete the form, the 
l~mployt'C Ufe staff 111,~rnher who r\.'ceivcs the reqtwst will contact the ret1ucstcr to 
obtain the information and/or note why the missing information could not be 
obtainl'd. 
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How to Submit a Request for a Reasonable Accommodation 

Employees. Employees seeking a reasonuble accommodation must n.-quest an 
accommodution from one of the following: (1) their immediate supervisor, (2) their 
second-Jt...,·el manager, (3) their dhision director, (4) the Office of Divel'llity und 
Inclusion, or (5) Employee Life. 

Job applicants. A job applicant seeking a rea.~onable accommodation to apply for a job 
must request un uccommodation from one of the follO\•ing: ( 1) a n.'Cruiting ~-pecialist; 
(2) the Talent A1.-quisition Office, HR; (:i) the Office of Diversity and Inclusion; (4) the 
manager in churgc of the purticulur vacancy; or (5) u Board reprc.~cntutlve with whom 
the applieunt bus hud substantial cont;11.1 during the joh-applieution proccss--for 
example, an interviewer. 

RepresentatiL'es of employees or applicants. An individual representing an employee 
or applicant, such us a family member, attorney, or health professional, muy request a 
reasonable accommodation on the employee's or applicant's behalf. The requc.~t must 
follow the processes outlined above depending upon for whom (employl.'C or 
applicant) the ucrummodation is requc.~tc.-d. Hoard staff, where JK~~sible, should 
confirm with the em11loy1.'C or applicant thut he or she, in fact, desires the n:qucstcd 
aceommodution. 

Return to ton 

Processing Requests 

Medical Information 

Unles.~ a disubility and/or need for accommodution is ob,;ous or already known, 
appropriate m1.'tlicul information will be needed, ofter a request is made, to make a 
dcterminution on the employee's request for un uccommodution. A disuhility is 
considered obvious if it is apparent to all observers thut it substuntiully limits one or 
more of the requester's major life actlvitic.~ und there is no need for detailed medical 
doeumentution 1.-xpluining the condition. For example, an employee's total blindness 
should be obviotL~ und there would be no need to submit medical documentation to 
c.~tablish thut a disability exists and that it suhstuntiully limits u major life ucthity. In 
addition, a. ... ~uming the uccommodation requested is designed to us.~ist with blindness 
generally, there would be no need for the employee to submit m1.-dical documentation 
to support the n1.'t.-d for the accommodation. 

In all other cuses, the extent und IYJIC ofinform11tion required will ,·ary depending on 
the nature of the disability and the uecommodution requested. However, the Hoard 
will need to know the following informution to mukc II detcrmination under this 
policy: (1) the nature of the medical problem ut issue; (2) the major life activity or 
activities that arc substantially limited and how they are substantiully limited; (3) the 
actual or cxpt.-eted durntion of the m1.-dicul problem; and (4) how the n.-qucsted 
accommodation ";11 address the individual's limitutions and a.~sist the individual in 
performing the essential functions of his or her job, enjo)ing equal benefits and 
privileges of employmeot, or applying for u job. 

The Board hns the right to request relcvunt supplemental medical information if the 
information submitted docs not clcurly cxpluin und uddrcss all issues outlined above. 
The individual will be given a reasonable 11eriod to submit any neces.~ury 
documentation. The Board bas the right to have a medical expert of its choosing (and 
at its expense) n.'\1cw any medical doeumentution submitted. failure to provide 
requested medical information may re.~ult in a denial of the request for an 
accommodation. 

Under limited circumstances, the Board may require an indMdual requesting an 
accommodation to undergo a medical cxaminution. If the indi,;dual has pro\idcd 
insufficient documentation from bis or her health-care professional to substantiate the 
disability und/or ne1.'tl for the accommodutlon, the llt,anl will explain why the 
documentation is Insufficient and allow the Individual an opportunity to provide the 
missing informution in II timely monncr. If, ofter an opportunity to submit additional 
information, the medical documentation is still insufficient, the Board may require the 
indi\idual to be examined by a health-care professional of the Board's choice to 
suhstantiatc the disability and/or nt.-ed for the accommodation in order to continue to 
proces.~ the request for a reasonable accommodation. 

Documentation is insufficient if, for example, (1) it does not establish the existence of 
a disability und explain the need for the reasonable accommodation r1.-qucsted, (2) it is 
from a hcalth-cnrc professional who docs not have the expertise to give an opinion 
ubout the medical condition and the limitutions imposed by it, bl the information 
does oot specify the funetionul limit11tionN due to the disubility, or (4) other foctol'll 
indicate that the informution pro\ided is not credible or may be fraudulent. If the 
indi\idual fails to 11ro\ide sufficient documentation and reflL'il!S lo be examined by a 
health-care profc. ... ~ionaI of the Board's ehoi1.-e und at the Board's expense, the Hoard 
does not have to provide a reasonable act.'Ommodation until sufficient documentation 
ispmvided. 

'The scope of any medical examination must be limited lo determining the existence of 
a disability and the functional limitations that require a reasonable accommodation. 
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Genetic Information Nondiscrimin11tlon Act of 2008 

GINA pmhibits em11loyers from n.-qucsting or requiring genetic inform11tion of an 
individual, l'xccpl as specifically allowed by this law. In accordance with GINA, when 
the Hoard requesL~ medical information or condm.1s medical cxamin11tions, the Hoard 
will not seek 10 collL'Ct genetic information, and ii will inform employees and health 
care provider.; responding to Board inquiries or "urking on the Board's behalf not to 
share genetic information "ilh the Hoard. 

Time Jlrnme for Responding lo II Request 

The time limit for responding to a request for accommodation begins when the oral or 
written request is recei,·ed by the appropriate Board rcpn:senlalfre as outlined abo,·e. 
Unles.~ extenuating circumstances are invoh·ed, the chief human capital officer 
(CHCO) will respond to the request no later than 30 days after the request for 
accommodution was received. HowL-ver, if the lloanl requests medical or other 
information, the period for responding will be extended by the number of days lhal 
the Boan) wailed for a response lo its request. If extenuating cireumslanccs exist 11nd 
the 30-day period must be extended, the CHCO will notify the individual of lhc delay, 
slate the reason (or reasons) for the delay, und inform the individual of the dutc on 
which a dL-cision is expected lo be mudc. The Hoard will make reasonable 
accommodations prior to the cxpimlion of the 30-day period if circumstances permit 
such expedited action. In addition, the period for processing a request may be 
expcditL'tl if, for example, the accommodation is nL-cded to enable an individual lo 
apply for a job or attend a Hoard activity that is scheduled lo occur prior to the encl of 
the :w-<luy processing period. 

Interactive Pruccss 

Where the existence of a disability, the need for accommodation, or the specific 
requested accommodation is nol clear, or when the Hoard bclic,-cs the requestL'tl 
aL't.'tlmm1Kla1ion is nol reasonable or lhal another reasonable accommodation exists, 
Employee Ufc must, "ith the assistance of any other relevant parties, discuss the 
requested accommodation with the requester lo determine whether a mutually 
acccplahlc, effective reasonuble accommodation exists. A rL't)ucslcr should euopcmte 
with these efforts lo the extent possible, os foiling to do so muy result in the deniul of 
the request for reasonable accommodation. 
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Decision making Process 

Requests Involving Job Performance 

The Board representative (or representatives) who recch-cs an accommodation 
request involving job pcrformuncc should advise Employee Life of the request by 
forwarding part I of lhc reporting form lo Employee l.ifc no later than fi,·e days after 
receipt of the rL'QUCSI. EmplO)'L-c Ufo will promptly work with the emplo)ing dhision, 
as appropriate, 10 respond lo the n.-quest. Absent extenuating circumstances, the 
CHCO _,;11 make a final determination as to how lo respond lo the request within :io 
days of the dale on which lhe lloard received the request. 

Requests by Job Applicants 

The Board representative (or represcolalives) who rct.-civcs a ll.'QUCSI for 
accommodation by a job applicant should advise EmployL-e Life oflbe request by 
forwarding part I of the reporting form lo J<:mployec J.ifc no later than five days uflcr 
receipt of the rL'QUCSI. EmployL-e Ufe will promptly work with the manager in charge 
of the vacancy and other divL~ions, as appropriate, lo resolve the request. Absent 
extenuating circumstances, the CHOO will make a final determination as 10 how to 
respond to the request "ilhin 30 days oflhedale on which the Board received the 
request. 

Requests Involving F.qual Benefits and Privileges of Employment 

The Board representative (or representatives) who n.-ccivcs an accommodation 
request invoh-ing equal benefits and pri,ileges of employment should advise 
Empli>yl·e I jfc of lhc reqm,sl hy forwarding part I of the rc1K>rting form lo Employee 
Life no later than five days after receipt of the request. l~mploycc l.ifc will promptly 
work with the other divisions, as 11ppropriatc, 10 resolve the request. Absent 
extenuating circumstances, the CHCO will make a final determination as 10 how lo 
rc.~1Kmd lo the request within :io days oflhe dale on which the Board received the 
n,qucst. 

Return to top 

Types of Accommodations 

The Board will mnsider a mngc of possible reasonable accommodations. The lloanl 
rl'lains discretion to ch1K1sc among any reasonable uccommodation options that 
addrcs., the employee's disability, and is not required lo provide the reasonable 
accommodation famred hy the requester. Reassignment "ill be considered as a 
reasonahlt· accommodation if the lloanl determines that nu other reasonable 
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accommodation y,i)1 permit the employee "ith a disability to perform the essential 
funt.1ions of his or her current position or if the only effective accommodation would 
cause undue hardship. In considering whether there are positions available for 
reas.,;ignment, 1-:mployee Life will work with the individwl requesting the 
accommodution to identify (1) ult vncant positions within the agency for which the 
em~loyce may be qualified, with or without reasonable accommodation, and (2) all 
positions thut HR knows will becomevacaot y,ithio u reasonable amount of time and 
for which the employee may he quulified. For example, if HR knows that u position for 
which the iodividunl is qualified will become vncnnt in n week, that position should be 
considered for reassignment. Employt.'I! Life will linll focu.~ on positions that urc 
equivalent to the employee's current job in terms of pay, statu.~, and other relevant 
fadol'li. If there is oo vacant t.'Quivalent position, Employee Life y,iJJ consider vacant 
lower-level positions for which the employee is qualifit.-d. If the Hoard is considering 
reassignment a.~ an nccommodatioo, the Board may consult "itb the affcctt.-d 
cmployt.'I! us nccessnry to determine whether there nrc limitations on the scorch the 
employee would like the Board to 1.imduct. 

Return to top 

Granted Requests 

If the request for accommodation is granted, the accommodation will he pm\idcd nt 
the same time as the response on the request for accommodation is given to the 
employee. If the accommodation will take longer to provide, the employee will be 
informed und told when the uccommodation will be prO\idcd. Munagtimcnt's decision 
to provide II requested ucwmmodution does not constitute un admission by the Hoard 
that the individual is disabled under the Rehabilitation Act. 
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Denied Requests 

A denial of a request for accommodation shall be in writing and shall identify the 
requester, the individual who mudc the decision, the specific accommodation 
requested, and the specific rcusuns for denying the request. Where the decision maker 
bas denied II specific requested accommodation but offered II different one in its place 
(which was nut agrt.'t.-d to during the intcrat.1ivc process), the denial notit.-e should 
explain both the reasons for the denial of the requestt.-d accommodation and the 
reasons why the dt.'Cision maker believes the offered ac.x.-ommodation will he cfft:etive. 
(If a requester agrees tu an altcmutive accommodution during the intcrncth·c pmccs.~, 
the request for accommodation will be dt.-emed grunted.} The written notice of deniul 
must inform the individual of the right to initiate the mm process under the llourd's 
rules, by contocting an EEO counselor within 45 days of the denial of the request. The 
denial notice must also identify procedures that arc a\·11iluble for informal dispute 
resolution. 

Return to top 

Appeal and Informal Dispute Resolution 

If an indlvlduul wishes to 11p11eul HR's decision, the indivld1111l must appeal to the 
director of the Management Division within IO days of the date of HR's decision. 
Individuals m11y present additional information to support their request. The dirt.'Clor 
will issue a decision on the appeal within 10 days unless extenuating cirt.'llmstances 
exist. In addition, an iodhidual who "ishcs to request informal dispute resolution 
should contaL1 employee rclutions, which will ammgc such dispute rcsulution.3 The 
individunl must request informal dispute resolution within IO days of HR's dt.-cisiun 
or, if thut decision is appealed, within 10 doys of the director's decision on appeal. An 
appeal or II request for informal dispute resolution stuys the time for un employee to 
initiate the ~:EO prot.'t!SS by t.'Ontut.1ing un EEO coun~-clor. Once a decision on the 
appeal Is is.~ued, or informal dispute resolution is closed by the Board or the employee, 
or a dt.-cision is made and communicated to the employee that informal dispute 
resolution is not appropriate, the period to request EEO counseling begins for the 
employee who chooses to use that process. 

Return to top 

Confidentiality 

Under the Rehabilitation Act and GINA, medical information and genetic information 
obtained in connection with the rca.~onable-accommodation process must be kept 
1.-cmfidcntial. This means that all mt.-dical information, including information about 
funt.1ional limitations and reasonable-accommodation needs, that the Hoard obtains 
in connection with a request for reasonable accommodation must be kept in files 
separate fn,m the indhidual's personnel file. It also means that any Board employee 
who obtains or rt.-ccivcs such information is hound by these confidentiality 
requirements. In addition, all records will be mnintulned in accordance with the 
Privat.-y Acl. In certain circumstances, mt.-dical information may have lo be disclosed lo 
those individuals with a need for the information. For example, information may he 
disclosed to 
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• a supervisor and manager who needs to be told about necessaiy restrictions 
on the work or duties of the employee and/or necessary accommodations; 

• first aid and safety personnel ir the disability might require emergen1.y 
medical treatment or W1Sist11nce in vaoiting the employee's office in the 
event of an emergen1.y; 

• government officials, if necessa1y, to investigate the Board's compliance 
with applioihle laws; 

• indMduals who need the information in connection with processing a 
rcasonahle-accommodation request, a workers' compensation cluim, or 
other insurance benefit; 

• the Hoard's attorneys, if nccessaiy, to ad\ise the Board on legal issues 
arising under this polky; and 

• individuals named in a court order or other legal process, ir such disclosure 
is required by a court ortler or legal process. 

Return IQIUI) 

Responsibility 

The Management Dhision is responsible for administering this policy. The 
Mnnagement Division is solely rcsponsihle for maintaining all reporting forms, 
including information on the disposition of requests, and for reviewing information as 
necessary to ensure compliance with the Rehabilitution Act. This policy will be posted 
in all lloartl focilities and on the Uoard's internal website. Copies of this policy are 
il\"di)ahle from HR. This policy is suhject to change and will be re,.iewed and updated 
as neCl'SS:11)'. 

Appendix A--Reasonable-Accommodation Information Reporting Fonn 

Appendix H--Denial of Reasonable-Accommodation Request 

Appendix C--Selected Reasonable-Accommodation Resources 

1. U.S. Et1ual Employment Op1x1rtunity Commission rn~:OC), 800-669-4000 
(rnice), Hoo-669-6820 ('l"IY). http:l/www.eeoc.gov 

The m,:oc has many free documents on the title I employment provisions of the 
Americans with Disabilities Act (ADA), including both the statute, 42 USC 12101 
et seq., and the regulations, 29 CFR 1630. In addition, the EEOC has published 
u gn•at deal of hasic information about reasonable accommodation and undue 
hanl~hip. The thn.-c main sources of intcrJ>reti\'c information are (I) the 
intc11>rctivc guidance uceomJ>anying the title I regulations (also known as the 
aJ>pendix to the regulations) (29 CFR 1630, appendix, and sections 1630.2(11) 
and (p) and 1630.9); (2) the Enforcement Gujdcmc;e on Rea,~nnqble 
A1u1111modqtio11 q11d U11<luc Hardship Under the Americyms with Dj:;qbilities 
&:t (8 FEP Manual 405:7601 (1999)); and (:t) A 'l'echnjcq/Assjs({mce M,mmll 
011 the Emploume11t Propisjo11s QYtle [) of the Americcms with Diimbi/jties Act 
(8 FJ~P Manual (UNA) 405:6981, 6998-71>18 (1992) (the technical assistance 
manual)). The technical assistance manual includes a 200-page resource 
din·ctory, including fedcml and state agencies, and disability organization.\ that 
can pnl\'ide a.,;sistance in identif')ing and locating reasonable accommodations. 

The l~EOC also ha~ discussed issues involving reasonable accommodation in the 
following guidances and documents: 

E1iforcc111c11t G11id1111cc: Prc-E111p/oy111c11t l>isubility-Re/c1ted Questions 
1111d Medical r:Xumi1wti1111s (5, 6-H, 20, 21-22, 8 l'EP Manual (BNA) 
405:7191, 7192-94, 7201 (1995)) 
Ji1ifurcement Guidu11ce: Workers' Compe11satio11 and the ADA ( 15-20, 8 
FEP Manual (DNA) 4115:7391, 7398-7401 (1996)) 
l:1iforceme11t G11idm1cc: The Americrms with l>isabilities Act 1111d 
Psychiatric Disabilities (19-28, 8 n:P Mumml (UNA) 405:7461, 7470-76 
( 1997)) 

" Fact Sheet on the Family and Medical Leave Act, the Americans with 
l>isabilitics Act,Act, the Americans 'l\ith Disabilities Act, and Title Vil of 
the Ch·il RigbL~ Act of 1964 (6-9, 8 PEP Manual (DNA) 405:7:J71, 7:J74·76 
(1996)) 
Ji1ifon:e111e11t G11iclu11cc: L>isabi/ity-Relatcd Inquiries and Mcc/im/ 
l:xaminaticms of 1-:1111>/oyees Under the Americans with Disabilities Act 
(20, 22, 23, 24·5, 8 FEP Manual (DNA) 405:7701, 7711, 7712-14, 7715-16 
(2000)) 

Finally, the EEOC has a poskr that employers and lubor unions muy use to 
fulfill the Al>A's posting rc11uirement. 
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·. 

All of the abo~-e-listed documents, with the exL-eption of the IL-chnicul assistunL'C 
manual and the poster, arc also available through the Internet at www.eeoc.gov. 
All of these documents provide guidance thut a11plies to fcdeml agencies 
through the Rehubilitution Act of 197:J (29 USC.: 791). 

2. Job Accommodation Network (JAN), 800-526-:;.z34 (voice), 877-781-940:J 
('nY), http://askjan.org 

A service of the l're.sidcnt's C.:Ommittec on l~mploymcnt of People "ith 
Disahilitics, ,JAN cun provide Information, free of chnrgc, about mnny types of 
reasonable accommodations. 

3. ADA Disability and Business Technical A.ssistunce Centers (DHTAC.:s), 800-949-
4232 (voiccf'l"I-Y), http;//11cl11t11.org 

The UBTAC.s L'tmsist of 10 fedcmlly funded regional centers that pmvidc 
information, training, and technical assistance on the ADA. Each center works 
with local business, disability, governmental, rehabilitation, und other 
professional networks to provide current ADA infonnution and nssistoncc, and 
places spcciol emphasis on meeting the m.-ed.~ of small b1Lsinesscs. The DHTACs 
can make refermls to local sources of expertise in reasonable accommodations. 

4. Registry of Interpreters for the Deaf, (703) 938-0030 (voice), (703) 939-u459 
(Tl"Y), http://www.rid.org 

The registry offers information on locating and using interpn,tcrs and 
transliteration services. 

5. RESNA Technical Assistance Project, (70:Jl 524-6686, http://www.resna.org 

RESNA, the Rehuhilitution Engineering and A.-;.~istive Technology Society of 
North America, can refer individuals to projects in all 50 states and the six 
territories offering technical assistance on technology-related seniL-es for 
indhiduals with disabilities. Services may include --

information and rcferrJI L'Cntcrs to help dctcnnine what devices may 
assist a person "ith a disability (including ncccss to large dutahnses 
containing infonnation on thousands of commercially uvailable assistivc 
technology products); 
centers where individuals can try out dC\iccs and equipment; 
as.sistuncc in ohtuining funding for and rc1miring devices; and 
1.-quipment exchange and recycling progmms. 

Return to top 

Footnotes 

1. For example, an employee may be able to type more comfortably if he or she uses a 
certain type of keyboard tray. If practicable, the Uoanl may pm,ide the employee with 
the reque.o,1ed tmy. Return to text. 

2. Management's decision to pru~idc an informul adjustment docs not constitute a 
detenninution that the employt.-e is disabled, us defined hy the Rehabilitation Act, or 
that an adjustment or other type of accommodation is legally required. Return to text. 

3. Informal dispute resolution can include mediation, team building, climate 
assessments, job coaching, etc. Return to text. 

Contact 118 I Accesslblllty Slillemenl 
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Board Policies 

rfime Off in-Connection with Administrative EEO Complaints i 
Approved by Stephen Malphrus, effectJve November 27, 2002 

,lump to section: 
[ Polley Sta~ement 

Policy Statement 

El 

Section 268.605 of the Hoard's Rules Regarding 1•:1111al Opportunity (12 Cl'R 268) 
provides that an individual bringing un cqnul employment opportunity (El•:O} 
complaint (the complainant} against the Board is entitled to a representati\'e of his or 
her choice during precomplaint counseling and at all stages of the complaint proccs.~. 
Both the complainant and the representative, if thL'Y arc Hoard employees who arc 
otherwise on duty and if the complaint is against the Hoard, arc cntitkd to 11 
rcasom1hle amount of administrative lc11\·e (also called ufficiul time) to present the 
complaint and respond to Board requests for Information (section 268.6o5(b)). 
former employees oft he Board who initiate the EEO process concerning claim.~ 
relating lo their prior employment arc employees "ithin the meaning of section 
268.605, and their rcprcscntath·c.~, if they arc current Hoard employees, arc entitled to 
mlmlnistrutive leave. 

Return to top 

Guidelines 

Uenernlly, adminisu·.itive leave is gnmtcd for the following purposes: 

• Meetings ur heurings. Complainants and their representatives arc entitkd 
to administrdtive leave for the duration of meetings or hearings ,\ith lloanl 
or Equal Employment Opportunity Commission (EEOC) officials. 

• Preparation for meetings or hearings. Complainants and their 
rcpresentati\'es are to be given a reasonable amount of administrntive lcu\'C 
to prepare for the meetings or hearings de.~ribed in item 1. 

• Preparation of responses unc/ d11cume111s. Complainants and their 
representatives arc to be given a reasonable amount of administrative leave 
to respond to Board and EEOC requests for information, to prepare the 
formal EEO complaint, and to prepare any appeals to the EEOC. 

Rcnson11ble Amount of Administrative Leave 

As used in this polky, reaso11uble 11111owll of 11dmi11istratiue /eaue is defined as 
whatever is appropriate, under the particular circumstances of the complaint, to allow 
the complainant and the representative to make a complete presentation of relevant 
information associated "ith the complaint 11ml to rcs1xmd to Board requests for 
lnformution. The actual number of hours to which a complaimmt and rcprc.<;entativc 
are entitled "ill \'al)', depending on the nature and complexity of the complaint anti 
considering the mission of the Board and the Board's need to ha\·c its employt-e.<; 
arailable to perform their normal duties on a rL-gular basis. The complainant and the 
Board should mutually agrL-e on the amount of administrative lc:1\·e lo be used hcforc 
the complainant use.~ such time. Time spent commuting to and fmm home is not 
included in administrative-leave eompullltions because all employees arc required lo 
commute lo and from their Board employment on their own time. 

Meeting a11d hearing time. l'or meetings or heaiings (see item 1 above}, reasorwble is 
defined as the dumtion of the meeting or hearing. During the pnx:essing of II typiml 
complaint, complainanL~ and their representatives spend most of the time in meeting.,; 
and hearings \~th Board officials or with EEOC administrative judges. Whote\'er time 
is spent in such meetings and hearings is automatically deemed reasonable. Both the 
complainant and the representative arc to he grunted official time for the duration of 
these mL-cting.~ or hearings. If a complainant or representative has already workL•d 11 
full week and must ancnd a meeting or hearing on a day when he or she would 
normally be off, that complainant or representative is entitled to administmti\'C lc:1\'C, 
which may require that the Board pay overtime in accordance "ith the applicable 
Board policy. 
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Preparation time. With respect to items 2 and 3 above, since presentation of a 
com11laint involves preparation for meetings and hcuring.~, as well as attendance at 
such meeting.~, conferences, aml hearings, t.'llmt>lainants and their representatives arc 
also afforded a reasonable amount of administrative leave, as defined ahovc, to 
prepare for meetings and hearings. In addition, the complainant and the 
repre.~entath-e are to he afforded a reasonable amount of administrative leave to 
prepare the formal complaint and any appeals that may be filed with the EEOC, even 
though no meetings or hearings arc inml\'ed. However, because matters raised in a 
complaint will he investigated by investigators appoinlt.'d by the Hoard or 1-:1mc 
personnel, the regulation docs not emision that the t.'Om11lainant and repre.~cntati\'c 
\\1ll need large amounts of administrative leave fur preparation. Consequently, 
reasonable, \\1th re.~pect to preparution time (as opposed to time actually spent in 
meetings and hearing.~), is generally defined in terms of hours, not days, weeks, or 
months. Again, however, what is re1L~onable will depend on the individual 
circumslanccs of each complaint. 

Aggregate Time Spent on EEO Matters by EEO Representatives 

As a federal employer, the Hoard is entitled tu expect its employees to spend most of 
their time doing the work for which they arc employed. Therefore, the Hoard may 
restrict the O\'crall hours of administrative leave afforded to a representative, fur both 
preparation pU[l)Oses and fur attendance at meetings and hearings, to a certain 
percentage of that representative's duty hours in any given month, quarter, or year. 
These O\'erall restrictions would depend on the nature of the representative's position, 
the relationship of that position to the Hoard's mission, and the degree of hardship 
imposed on the Hoard's mission by the repre.~entutive's absence from his or her 
normul duties. The amount of time to be afforded to an employee for representational 
activities will vmy with the circumstances. 

Scheduling of Meetings 

It is expected that the Board will, to the extent practical, schedule meetings during the 
complainant's normal working hours and that Boan! officials shall provide 
administrath·e leave for the complainant and the rcpre.,;cntativcs to attend such 
meetings and hearings. 

If meetings, conferences, and hearings must be scheduled outside of the complaimrnt's 
or representative's normal work hours, the Hoard should adjust or rearrange the 
complainant's or rcprcsentati\'c's work schedule to coincide with the meetings or 
hearings, or grant administrative leave to ullow an appmximatcly equivalent time off 
during normul hours of work. In any individual circumstance, the Board has the 
discn,tiun tu select the apprn1>riute method fur making the complainant or 
representative available. 

When a Board employee is c.1llcd a~ a "itnc.,;s in amnL-ction \\ith an EEO complaint, 
he or she must he in a paicl-wurk status if his or her presence is authori1.t.-d or required 
by EEOCor Huard officials in mnnection \\ith the com11laiut. 

Return to top 

Procedures for Requesting Administrative Leave 

An employee seeking administrative leave in connection with an EEO complaint in the 
administrative pnx.-ess, whether he or she is an EEO etJm1>lainant or a reprcscntath·e, 
must request such lca\'c from the supervisor who is authorized to appro,·e his or her 
other lea,·e requests. H.equcsts need to be made before the use of any adminl~trati\'c 
leave. The employee must pm\·ide sufficiently dctailt.'CI information to permit the 
supervisor to determine what constitutes a reasonable amount of administrative 
lea,·e. l'or example, if an em1>loyce is requesting administrative lea\·e to attend a 
meeting or bearing, the employee must identify the entity who called the meeting (that 
is, the Hoard, an investigator, or an EEOC administmtive judge) and provide an 
estimate of the dumtion of the meeting. lnc employee would then be entitled to 
administrative lca,·c for the dumtion of the mt.-cling or hearing. After the leave is 
granted, the supervisor should confirm the actuul dur.ition of the meeting or hearing 
and adjust the amount of administrative leave granted to rcncct the actual duration of 
the meeting or hearing. 

Similarly, if an employee is requesting administmth-e lea\'c fur preparation time, the 
employee must identify the reason the time is needed (fur example, to prepare fur u 
meeting or hearing \\1th Hoard or .. :EOC officials, to respond to a Board or an EEOC 
information request, to prepare a formal complaint, or to prepare an appeal to the 
El~OC) and provide an estimate of the amount of preparation time required. 

Supervisors who havc questions about how much administrative leave should be 
granted in a specific instance should contact the Legal Division attorney (or attorneys) 
assigned to provide assistanm with n,spect to 11uc.~tions on administrative leave for 
EEO pu11mses. The IA,gal Division attorney will consult with the EEO programs 
clirector and will work with thc supcn1sor to ad\'isc him or her on what constitutes an 
appropriate amount of administrative lea,·e in that SJ!Cciftc instance. 

Any reasons for the clcnial of official time should be fully documented and made part 
of the complaint lilt·. If a supcr\'isor denies a request for administmtivc lca\'C, either 
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in whole or in part, be or she must prepare a written statement noting the reasons for 
the denial. The supervisor must immediately send the written statement to the EEO 
Programs Office for inclusion in the employee's EEO complaint file. If administrntive 
leave is denied before a formal complaint is fill'd, the Bounl shall pmvide the 
complainant with a written explanation for the denial, which it will include in thl' 
complaint file if the complainant subst.'QUl'ntly files a complaint. 

Return to top 

Annual Leave or Leave Without Pay in Connection with an EEO 
Complaint 

If the employee believes that additional leavl' is required beyond any administrath·e 
leave that bus been determined to be reasonable for the purposes set out above, the 
employee may use annual leave ur le11vl' v,ithout pay in accunlanl'e with the ll1111nl"s 
policies. 

Return to top 

Leave for a Civil Action 

Follov,ing the admini!.1rative process, an employee may file an EEO t.'Omplaint in 
federal court as a lawsuit under title VII of the Civil Right~ Act of 1964 (and related 
statutes). Once a complaint is no longer in the administrative Imo process, such as 
when the employt.-c is preparing to file or has filed his or her EEO complaint 1is a 
lawsuit in fodeml court, this poliL-y on administrative leave in connection \\ith 
administrative EEO complaints no longer applies. There is no entitlement to 
administrati,·e leave in connection with title VII litigation in a U.S. district court, a 
U.S. court of appeals, or before the U.S. Supreme Court. In those cases, Koanl policies 
gO\·eming annual leave or leave without pay arc applicahle. However, when an 
employet.~litigunt appears as a witness in a court case in which the gm•emment is a 
party, he or she is eligible for court leave for the time in\'01\·ed in gMng testimony, as 
further descn"bed in the Board's Leave Policy. 
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Applicability 

This policy is issued pursuant to the Boanl's Kules Reganling~:quaI Opportunity and is 
consistent v,ith guidance that is provided to federal agencies by the EEOC. In the case 
of a conflict between this policy ond the Uoanl's mies, thl' Uoanl's mies shall apply. 

Return to top 

Reference 

Leave Policy 
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Responsibility 

The EEO Programs Office, in consultation with the Legal Division, is respon.~ibic for 
administering this policy. This policy is subject to change and "ill be l'C\icwed and 
updated as necessary. 

RetumtotnP 
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Sheila Clark, Off ce of Divers ty and Inclusion

Published: October 27, 2014

In compliance with the training requirements of the Notification and Federal
Employee Antidiscrimination and Retaliation Act of 2002 (NO FEAR Act), the Board
is implementing web-based training beginning October 27. The training is designed to
increase awareness and knowledge of equal opportunity federal laws and their
application within the workplace.

The training consists of the following modules: discrimination-free workplace,
workplace harassment, lawful hiring (managers), and disability discrimination and
accommodation.  Please allow ample time to complete the training; it takes about 1 to
1.5 hours to complete.

If you begin the training and then are unable to complete it in one sitting, you may exit
at any time and resume from where you left off. At the end of each module, you must
record your completion by clicking “I Agree” on the certificate screen. After doing so,
print the certificate for your records.

Please note the following:

Employees should complete the training in Firefox. If your default browser
is Internet Explorer, you should cut and paste the link https://federalres.elt-
inc.com into Firefox. If you attempt to access the training in IE, you will
receive a certificate error message.

The username for the training is FR combined with you employee ID
(e.g., FR000001), and the password is welcome (lowercase).

A notification will be sent to employees hired after September 30 to take the
training at a later date.

All Board employees must complete the training by Friday, December 12.

If you have any questions regarding the training, please contact LaWanda Musgrove at
452-2083.

Maintained by Web Commun cat ons & Development
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Video: Allison Dichoso

Jump to section: 

The Board's Employee Relations (ER) function exists to maintain effective working
relationships between employees and management. The ER staff takes a proactive
approach, anticipating the impact of policy changes at the Board that will affect staff.
The ER staff reinforces the employee/management relationship by providing
assistance in three major areas

counseling dispute resolution,

policy assistance, and

the facilitation of formal employee relations cases.

How to Find Us

Employee Relations is located at 1850 K Street in suite 3301

FRB Shuttle schedule

Return to top

What We Do

Who We Are & What We Do (PDF)

We identify emerging employee relations issues and trends that may affect
employee morale; bring them to the attention of management in advance of
any impact.

We systematically gauge employee morale and assess the quality of Human
Resources programs and services through various outreach mechanisms.

We resolve workplace issues by providing consultation and counseling for
management and employees.

We develop and implement employee relations policies that are responsive
to Board needs.

We administer the grievance and disciplinary actions policies.

Return to top

Additional Employee Services

Employee Assistance Program

External Consultant Services (PDF)

Mediation Guidelines (PDF)
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Articles

Five Things You Didn’t Know About Employee Relations, according to
Allison Dichoso, Supervisor...

Return to top

Staff

Click on the staff member’s name to access contact information.

Name/Email Title

Allison Dichoso Employee Relations Supervisor

Keisha Hargo Sr. Employee Relations Specialist

Kevin May Sr. Employee Relations Specialist

Return to top
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Introduction by Sioux Thompson

Our goal is to improve
organizational performance and
employee productivity at the
Board.

 

 

 

 

Development and
Learning Staff

Click on the staff member's name to access contact information

Contact Title

Sioux Thompson Manager

Ethel Bulluck Learning and Development Supervisor

Annita Cox Organizational Development and Training Specialist

Jamie Richards Training Coordinator

Joi Randall OD&L Intern

Stephanie Thompson-Brown Sr. Training Specialist

Henry Vicks Training Specialist

Maintained by Web Commun cat ons & Development
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Assessments

Assessment tools are designed to increase employees' awareness of their behavioral
tendencies in relation to how they interact with others. The tools can be used to help
target training needs as well as help employees make good decisions.

Employee and Managerial Assessment Tools

Myers-Briggs (MBTI) – Scores obtained from the Myers-Briggs Type
Indicator (MBTI) indicate a person's individual mind patterns and learning
process implications on each of eight polarities and four personality
dimensions. This is helpful in the workplace, as the scores can provide
insight into a person's working style.

NMap (New Manager Assimilation Process) –The purpose of the
New Manager Assimilation Process is to ramp up the integration of a newly
appointed manager/leader with his or her direct reports. This process is a
valuable step to ensure that a team quickly becomes productive after a
management change.

DISC Profile – This four-quadrant behavioral personality profile test is
designed to help people gain insight into their behavioral style based on
their personality and the situation they find themselves in. The DISC Profile
can help build productive teams and develop effective management and
leadership.

360-Degree Feedback – A 360, or multi-rater, assessment gathers
information from several different groups of people about an employee's
effectiveness. A 360 assessment for managers might seek feedback from (1)
the people that manager reports to, (2) peers, and (3) people who report to
that manager.
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Career Planning

We can help you understand the career planning process and help identify appropriate
short- and long-term career options.

We start by identifying your interests along with any skill gaps. If there are any gaps,
we can help you develop a plan and direct you to the tools necessary to be successful.
Then we can help match your talents and skills with your interests. Ultimately, your
increased knowledge and skills will add more value to the Board.

We provide the following:

Skill and value assessments

Individual career path development

Job search guidance

Résumé writing guidance

Personal brand/marketing guidance

Networking guidance

Interview guidance

Development plan guidance
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Consulting

From organization-wide interventions to coaching work teams, our seasoned
Organizational Development team can accurately diagnose and recommend the
appropriate course of action.

Following is a sample of the types of interventions available:

Leadership development: Expertise is shared in leadership assessment,
training, coaching, and other development activities.

Process management: We help create heightened awareness of work
processes, which enables individuals and teams to think more systematically
about how to improve them. It also helps teams learn the important skill of
mapping work processes so that their improvement will increase the
departments' effectiveness.

Learning solutions: We provide creative solutions to your training needs,
including traditional classroom instruction, facilitation, blended learning,
and e-learning.

Strategic planning: We help individuals and teams understand various
strategic planning models and assist in implementing them. We assist with
identifying the current state of the organization, envisioning the desired
future, defining goals, developing action plans to meet goals, and
monitoring progress.

Change management: We help plan how change can occur, build a
shared commitment to change, and implement needed changes.

Team development: Team development can improve the diagnosis and
problem-solving abilities of individuals and other work groups whose
difficulties are teamwork-related.

Needs assessment design: surveys, evaluations, and focus groups:
The needs assessment process can provide vital information about your
teams' services, employees, growth opportunities, and customer attitudes.
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Training & Classes

We offer classroom, e-learning, blended learning, and virtual instruction within the
Federal Reserve System—all a search away using FedLearn. Each division requires
that you get approval from your manager before enrolling in training. This is to ensure
that there are adequate resources in the office and that course fees (if applicable) have
been approved.

Currently offered professional development courses

We can assist you with the following:

Information about internal offerings and how they align with development
and performance goals

Referrals to external educational offerings or vendors for department, team,
or individual-specific training or coaching needs

Requests/suggestions you may have for new offerings

Teambuilding

Customized training/targeted training

Writing classes

e-learning options

What is FedLearn?

FedLearn is our enterprise learning management system. It is a web-based product
that provides an infrastructure to manage and deliver training for Fed employees.

Review courses on FedLearn.

FedLearn classes and other resources for a successful PMP

View IT Training Opportunities

Roving Training -- see the calendar for details

IT Training
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Equal Employment Opportunity

Back to Equal Employment Opportunity

EEO Complaint Process and How It Works

Chairman's Letter | Des gnations | Complaint Receipt | Approaches to Solving Complaints | EEO

Complaint Process | Points to Remember | Contacts

Chairman's Letter

The Board’s policy is to provide equal opportunity in employment for all persons. 
Thus, consistent with applicable law, the Board prohibits discrimination in
employment on the basis of race, color, religion, sex, national origin, age, disability, or
genetic information and promotes the full realization of equal employment
opportunity (EEO) through a continuing affirmative program.  In addition, as a matter
of policy and although it is not required by law, the Board prohibits discrimination in
employment on the basis of sexual orientation.

The Board is committed to complying with the following statutes and any
amendments thereof: Civil Rights Act of 1964 (Title VII), section 501 of the
Rehabilitation Act of 1973, the Age Discrimination in Employment Act of 1967, the
Equal Pay Act of 1963, the Genetic Information Nondiscrimination Act of 2008, and
the Uniformed Services Employment and Reemployment Rights Act of 1994.  The
Board’s plan, program objectives, and goals dealing with equal employment
opportunity are set forth in the Board’s Rules Regarding Equal Opportunity, 12 CFR
268, and in the Annual EEO Program Status Report adopted by the Board.  Both of
these documents are available from the Board’s Office of Diversity and Inclusion.

As an essential part of the Board’s policy, no one will be subject to retaliation or
reprisal for participating in any stage of the administrative or judicial proceedings
provided for in the Board’s Rules Regarding Equal Opportunity.
The Board has a zero-tolerance policy for discriminatory harassment, which includes
sexual harassment. The Board is committed to preventing any discriminatory
harassment. 

The Board calls on senior management to comply fully with its policy of a work
environment that is free from discrimination, hostility, intimidation, reprisal, and
harassment.   Each manager, at every level, must ensure that the Board’s commitment
to equality of opportunity is honored.

The following is an overview of the Board’s EEO complaint process.  For a
comprehensive review of the Board’s EEO program, employees and applicants for
employment are encouraged to review the Board’s Rules Regarding Equal
Opportunity.

Sincerely,
Janet L. Yellen, Chair

Return to top

Equal Employment Opportunity (EEO) Designations

The Board designates members of its staff to help carry out the functions described in
the Board’s Rules Regarding Equal Opportunity.

EEO Counselors

Johanna C. Bruce, M-3304, ext. ext. 2787
Penny Thompson, M-3310, ext. 2077
Daniel Aranda, M-3303, ext. 3367

EEO counselors are available to counsel any Board employee or applicant who feels
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that he or she has been discriminated against because of race, religion, color, national
origin, sex, age, disability, genetic information, or sexual orientation, or has been
subjected to retaliation for engaging in protected activity.

Return to top

Receipt of Complaints

The following individual is designated to receive formal complaints of discrimination:

Sheila Clark, Program Director  

Office of Diversity and Inclusion
Board of Governors of the Federal Reserve System
Stop 156, Room M-3408
20th Street & Constitution Avenue, NW
Washington, DC 20551
Voice: (202) 452-2883

Return to top

Approaches to Solving Complaints

If you believe that you have been discriminated against because of your race, religion,
color, national origin, sex, age, disability, genetic information, or sexual orientation, or
have been subjected to retaliation for engaging in protected activity, you should
contact an EEO counselor.

If you believe that you are a victim of discriminatory harassment, which includes
sexual harassment, you may contact an EEO counselor. You may also seek relief by
reporting such conduct through the established channels designated in the Board’s
Discriminatory Workplace Harassment Policy. In this regard, an employee may report
discriminatory harassment to (1) the offending individual’s supervisor or the harassed
employee’s supervisor; (2) the offending individual’s division director or the harassed
employee’s division director; (3) the Office of Diversity and Inclusion program
director, (4) an employee relations specialist in the Human Resources Function of the
Management Division; (5) the officer responsible for Employee Relations, or his or her
designee; (6) for employees in Human Resources, the assistant general for Human
Resources in the Legal Division.

Return to top

The EEO Complaint Process

The following steps summarize the Board’s EEO complaint process for employees and
applicants who feel they have been discriminated against because of their race,
religion, color, national origin, sex, age, disability, genetic information, or sexual
orientation, or have been subjected to retaliation for engaging in protected activity.
There are time limits for the filing and resolution of an EEO complaint. Failure of the
employee or applicant to meet the time requirements stated for any stage of the
complaint process may result in the dismissal of the complaint or the loss of
administrative and judicial rights. These steps also apply to complaints of retaliation
and equal pay (sex-based wage discrimination).

You must contact an EEO counselor within 45 calendar days of the date of
the matter alleged to be discriminatory or, in the case of a personnel action,
within 45 calendar days of the effective date of the action.

Unless you agree to an extension of time, the EEO counselor has 30
calendar days to inquire into your informal complaint, to attempt a
resolution of the matter, and to advise you how to file a formal complaint if
the matter is not resolved.

In the event the Board’s alternative dispute resolution process is offered to
you and you agree to participate in mediation, the informal complaint
processing period will be 90 days. Mediation will be offered on a
case-by-case basis, when the program director deems a complaint
appropriate for mediation.

If the EEO counselor cannot resolve your complaint or if your complaint is
in mediation and it is not resolved by the 90th day, the EEO counselor will
issue you in writing a notice of your right to file a formal complaint with the
Board. Should you choose to file a formal complaint, you must do so within
15 calendar days after your receipt of this notice.

If you file a formal complaint, the Office of Diversity and Inclusion will
review that complaint and determine the issues accepted for investigation.
The Office of Diversity and Inclusion will then assign an EEO investigator to

ItB: Office of Diversity and Inclusion - EEO Complaint System and How ... http://m-fwapp2p frb.gov/inside/corporate/odi/eeo-complaint-system htm

2 of 4 6/4/2014 11:13 AM

• 

• 

• 

• 

• 



investigate the issues accepted in your complaint.

At the conclusion of the investigation, the program director will provide you
with the investigative report.

You will have 30 calendar days from receipt of the investigative report to
request a hearing and a decision from an Equal Employment Opportunity
Commission (EEOC) administrative judge or to request a final Board
decision without a hearing.

You may request a hearing before an EEOC administrative judge any time
after 180 days have elapsed since the filing of your formal complaint.

All requests for a hearing before an EEOC administrative judge must be
made by submitting a written request to:

EEOC

131 M Street, NE – Fourth Floor, Suite 4NW02F
Washington, DC 20507

You are required to send a copy of your request for a hearing to:

Sheila Clark, Program Director

Office of Diversity and Inclusion
Stop 156, Room M-3408
20th Street & Constitution Avenue,
NW Washington, DC 20551

If you request a final Board decision without a hearing, the Board will have
60 calendar days to render its final decision.

If you request a hearing before an EEOC administrative judge, the EEOC
will appoint an EEOC administrative judge to hold the hearing. The
administrative judge will make findings of fact and conclusions of law and
will issue a decision. The Board will have 40 calendar days from the date of
its receipt of the administrative judge’s decision to issue a final order
informing you whether it will implement the decision. If the Board does not
implement the administrative judge’s decision, the Board can file an appeal
with the EEOC simultaneously with the issuance of the Board’s final order.

As a complainant, you may appeal the Board’s dismissal, or its final decision
on your formal complaint, to the EEOC within 30 calendar days of your
receipt of the Board’s dismissal or final decision.

As a complainant, you may file a civil action in U.S. district court within 90
calendar days of the Board’s final decision or the EEOC’s decision on appeal.
In addition, you may file a civil action in U.S. district court after 180
calendar days have passed since the filing of your formal complaint or since
the filing of your appeal with the EEOC.

Return to top

Important Points to Remember

You have the right to be represented at any stage in the presentation of
your complaint by a person of your own choosing. This representative
may be a Board employee and need not be an attorney. The Board does
not, however, provide attorneys. The Board may determine to award
attorney fees to a complainant—but only for the services of an
attorney—when a finding of discrimination has been entered or when such
an award is deemed appropriate under the applicable regulations.
Attorney fees are not available for services performed at the
administrative level for Age Discrimination in Employment Act (ADEA) or
Equal Pay Act (EPA) complaints.

Any person considering filing an EEO complaint must first meet with an
EEO counselor within 45 days of the alleged discriminatory act.

Copies of the Board’s EEO rules and the Board’s internal policy statements
on EEO as well as further details on the EEO complaint process, including
the Mediation Program for EEO Complaints, are available from the Office
of Diversity and Inclusion.

For a work-related problem in which you do not believe discrimination is a
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factor, you should first seek a resolution through your supervisor and
other division management. If that effort fails, you may wish to contact an
employee relations specialist in Human Resources.

If a complaint is determined to be appropriate for mediation, mediation
can be offered (prior to the hearing) at both the informal and formal
complaint processing stages.

Return to top

Office of Diversity and Inclusion

You may contact any representative of the Office of Diversity and Inclusion in person,
in writing, by e-mail, or by phone for advice or information on all aspects of equal
employment opportunity.

Return to top
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Video: Debra York

Jump to section: 

The Management Division's Talent Acquisition section assists divisions in attracting,
selecting, and hiring a well-qualified and diverse workforce. Section staff recruits for
full-time, temporary, worker trainee, intern, youth aids, and cooperative education
positions.

Getting started

When you contact the Talent Acquisition section with a position need, the recruiter
will arrange for a strategy session with you to discuss the qualifications you are
looking for. Please consider the following when you have a position vacancy:

Obtain a copy of an existing job description for the position from your
division's administrative office and review it for accuracy. Your recruiter can
help you develop language that can be used in the description and when
posting the job internally and externally.

All positions are posted internally for five business days. All internal job
applicants who meet the minimum qualifications for a position must be
interviewed by the hiring manager.

Return to top

Are You Hiring?

Peoplefluent is an applicant tracking system designed to manage the recruiting and
hiring process through an external website. It assists with evaluating candidate qualifi
cations, tracking new hires, and maintaining metrics. Click on the image to access
PeopleClick job aid.

Return to top

Services

Sourcing. Talent Acquisition uses many sources to provide a diverse applicant pool.
Our recruiters will help you find highly qualified applicants by posting on various job
boards, such as Monster, DICE, LinkedIn, USAJOBS, and more. The staff also search
for passive candidates by using these websites. (Passive candidates are those
individuals who post profiles or resumes on websites, but who are not actively
searching for new positions.)
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1 of 2 10/22/2014 6:15 PM

illlSide tV\e ~ rd 
Talent Acquisition 

Getting Started 

• 

• 

fJ a 
peoplefluent • 



Contact Us | Accessibility Statement

Prescreening. Ensuring that job candidates have the right skills before coming in for
a formal interview saves time. Talent Acquisition will work with hiring managers to
develop a list of specific questions to identify or narrow a candidate's work experience
and will contact candidates for writing samples or other materials.

Candidate coordination. Talent Acquisition will work with hiring managers to
develop interview schedules and to arrange for travel assistance for candidates. The
staff will also discuss benefits and salary with candidates and will mail information
packets to all candidates who are offered positions.

Process management. Recruiters in the Talent Acquisition section understand
Board policies. No matter what type of employee you wish to hire, the staff will guide
you through the process.

Return to top

Staff

Click on the staff member’s name to access contact information.

Name Title Responsibilities

Debra York Supervisor Officer recruitment, FFIEC

Gioia Wallace
Sr. Recruiting Specialist (

Lead)
R&S, OFS, MA, IF, DCCA

Terri Sawyer Sr. Recruiting Specialist RBOPS, Legal

Traci Leaphart Sr. Recruiting Specialist
BDM, OSEC, OIG, Interns,
Co-ops, Office Assistants

Yamah Tabibi Recruiting Specialist IT, College Outreach

Eileen Ajayi Recruiting Specialist
BS&R, Temporary Employee

(Agency)

Selena Taneja Recruiting Specialist MGT, DFM

Bruce Brumbaugh Recruiting Specialist COO, BSR, MGT

Fritz Leopold Recruiting Specialist BDM, OSEC, OIG, Interns,
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Six Roles of a Manager 

Results 
Master Connector 

-. 

Coach 

,,. 
,,. ,,. 

.... 

People 

Manager 

Strategist Change 
Agent 

Team 
Leader 
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Results Master: Focuses on delivery of outcomes. The delivery of the "task," 
"product," or "services" through your team's efforts. 

Connector: Aligns, connects, and trans lates to ensure a shared vision. Builds a 
robust network of peers and stakeholders, both internally and externally. Maintains 
productive relationships up, down, and across the organization. 

Team Leader: Focuses on team qevelopment to achieve high performance; this 
role looks at how the team works together and sets an effective climate for t eam 
success. 

Change Agent: Initiates and leads change in alignment with organization goals, 
objectives and initiatives. 

Strategist: Takes in the broader view of the organization and external changes 
impacting the team; orchestrates strategies to ensure team's outcomes remain 
relevant and valuable. Sets the agenda to take actions required to be successful. 

Coach: Supports employees to grow and develop. Enables employees to increase 
skills, capabilities and knowledge through developmental opportunities, 

experiences, and stretch projects. 
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Engagement and enablement of staff 
in your section 

Openness to and awareness of 
changing conditions and ability to 
respond adaptably 

Decision-making informed by 
t imeliness and data required of the 
situation 

Relationships that span across 
divisions and functions 

Perspective that is balanced between 
st rategic thinking and short-term 
reactive thinking 
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Micromanagement through 
controlling and directive behaviors 

Resistance to change 

Desire for and demand of perfection 

Over-focus on section or individual 
results 

Focus on short-term priorities 
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Connection - Connecting the work 
employees do to larger 
organization outcomes and success. 
Here is how: 
1. Share the big picture. 
2. Help employees find meaning and 

purpose in their work. 
3. Support and celebrate progress. 

Ownership - Fostering employee 
commitment and account ability for 
work outcomes and results. Here is 
how: 
1. Empower employees through 

delegation. 
2. Hold employees accountable. 
3. Create opportunities for input and 

suggestions. 

Growth - Encouraging employees 
to develop their full potential and 
abilities. Here is how: 
1. Know your employees. 
2. Provide diverse development 

opportunities. 
3- Use questions to develop 

employee insight. 

Trust - Increasing trust and openness so 
employees feel safe talking honestly 
about difficult issues. Here is how: 
1. Develop supportive relationships with 

your employees. 
2 . Demonstrate openness to ideas of all 

team members. 
3. Create fairness t hrough consistency 

and dependability. ~, 
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Trust, (n). One in which confidence is placed. 
It is the underpinning of every effective relationship and 
is foundational to organization success. Yet, it is a 
hidden and an over looked element. Trust is built on 
one's personal character and competence. 

Cultivate Trust 
1 . Listen first: Seek to understand. 

2 . Give credit to team members: Provide them 
opportunities to be recognized in wider arenas. 

3. Create transparency: Be open and authentic. 

4. Confront reality: Take issues head-on, even the 
'un-discussable'. 
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Triangle of Influence 
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WHAT: An influence approach to get things done 
within organizations by leveraging collective 
power, building shared understanding, and 
creating alignment on desired outcomes that are 
shared. 

Three focus areas: 

People - Who are the people involved in or that care 
about the situation? 

Reality - What is the current situation? How do you 
and others see the situation as it currently exists? 

Wants -What is the preferred state? What do you 
and others want in the situation? 
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Fast-Paced 
High ego-strength, confident 

Impatient 
Values speed, concrete results 
Needs direct answers and to be 

approached assertively 
Seen as: blunt, pushy, arrogant 

Self-contained, Direct1119 
Dominant, Cool 

High standards, perfectionlstic 
Sensitive to criticism 

Values quality, "doing it right" 
Needs detail and explanations 

Seen as: picky, critical, cold 

D 

C 

Positive, emotional, talkative 
Impulsive 

Values social recognition 
Needs priorities and deadlines 

Seen as: lacking discipline, 
disorganized 

s 

Influencing, Open/Warm 
Interacting Relaxed 

Steady, Supportive 
Stable, Feeling 

Emotionally steady, predictable 
Slow to make decisions 

Values "how it was done before# 
Needs planned, slow change 

Seen as: giving in, avoiding conflict 
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Managing Up 

.. -
Leverage Strengths 

and Support 
weaknesses 

Undorstand Priorities 
and Pressures 

Perspective 

Ensure 
No surptlses 

Adapt 
va,r,Sr,le 

Provide 
Solutions 

Earn 
Respect 
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10 Principles to Managing Up 

1. A productive relationship with your boss is a core determinant to your 

success. 

2. Know your boss' DiSC Style. Adapt your style as necessary. 

3. Do not compete with your boss. You will lose. Negotiate. 

4. Always make your boss look good. Keep them well-informed to ensure a 

"no surprise" policy. 

5. Trust is a two way street. 

6. Know if your work is progressing your boss' priorities. 

7. Under-promise and over-deliver. 
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1. Identify 
Can someone e lse do the task? 

• Can doing the task develop an 
employee? 

• How frequent is the task? 
Is there time to delegate? 
How critical is the task? 

3. Tra nsfer 
• What Is expected? 

~ 
I 

How will success be measured? 
What resources will be available? \ 
Clarify decision making authority. 
What checkpoints are expected? 

5. Review Results 
Review results 

• Celebrate successes 
• Integrate learning 

2. Match 
Who is interested? 
Who ls capable and reliable? 

• Who has the required skills? 
Who has the time? 
Who will grow from the task? 
Who are you overusing/overlooking? 

4. Coach 
High Competence/High Commitment- Empower 
High Competence/Variable Commitment- Support 
Some Competence/Some Commitment- Coach 
Low Competence/High Commitment - Direct 
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Accountability Initiative Framework 

l < vel 1: 

Level 2: 

Employee waits unti l told what to do 

Employee asks you what to do 

Low t o No Init iative 

Productive Initiative 

Level 3: Employee suggests what to do, and then 

moves with your approval 

Level 4. Employee decides what to do, and informs 

you right away 

Level 5. Employee does it and keeps you 

updated regularly 

Reference: Oncken & Wass (1999) 
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Avoid the Tendency t o "Take Back Work" 

Ensure employees know to: 
1. Come with solutions 

2. Have an agreed level of accountability to progress work 

• Delegate enough aut hority 
to: 
• Keep work going 
• Allow employee Initiative 

• Allow oversight/guidance 
to ensure success 

• Fuel of delegation 

Reference: Rock (2008) 

• Employee responsible for 
outcome 

• Employee responsible for 
the results of their actions 

• Consistent feedback 
mechanisms are necessary 

• Allow: 
• Freedom for employees 

to do things theu way 

• Managers focus on 
results not the process 
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Defensive Triggers 

Status 
Certainty 

Autonomy 
Relatedness 

Fairness 
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Principles for Dealing with Emotional Reactions 
Remember: 1. The reaction is not about you. 

2 . Emotions can block the conversation. 
3. Emotions can amplify if dismissed or avoided. 
4. Enabling expression of emotions can diminish intensity. 

Avoiding Defensive Triggers 
Status - relative importance as compared to others. Provide growth 
opportunities; pay attention to employee improvement. 
Certainty - the brain craves certainty so that prediction is possible. 
Provide clear expectations or ensure consistent decision making. 
Autonomy - the perception of exerting control over one's environment. 

Provide options and opportunity for input. 

\.: 

Relatedness - one's inclusion in groups and relationships. Create 
opportunity to connection with or mentor other employees. 
Fairness - perceived equity. Increase transparency and communication. 

r7', _ 
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Three-Step Feedback Approach 

i•, 
~ '•-,,, 

,,,,-4•~"' ...... , .. 

,,. ....... -··--suggest a~-,') 

,,...,.-··· • Alternativ~/ ~ 

./Share the / •• I . ·······1 i 
,/. mpact .. -······· 1 / 

,,,,, ,,.,_,,,,.r"'"" \ ,/ 

// _.,..-·... -· 
/ be~cffbe the 

/ • .~havior 

I / 
/~ 

l 
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What Why How 

Ensures the feedback is fact· "When you ... • 
based and non-judging 

Describe the Behavior Describe the behavior 
De•personali2-es the 

Share the Impact 

Suggest an 
Alternative 

Denial 

\ 
\ 

' 

feedback 

Increases their awareness of 
their impact 

Provides the reason why 
change 1s important 

Allows choice of how they 
hi!ndle it in the future 

Demonstrates respect and 
provides autonomy 

Be specific 

" I felt confused, 
frustrated, d1sappo1nted" 

Impact for organization, 
team, or yourself 

. "Next time I suggest ... 

"Ne)(t time I'd prefer ... • 

"How could you handle this 
differently in the future'" 

~, 
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ACT Model 

-

Defensive 
0 -, 

I '-
I 

I 

.. a 
I 

Acce;:,_ce 

/ -.....__ 
I '-, 

" / 0 
c:{ Motivated 

Angry I 
Frustrated 

Curious 

Acknowledge Create Space Transition 
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"You seem upset ... " 
"You seem frustrated about this." 
"You seem surprised by this." 

Pause, use silence 
Actively listen 
Nod, "uh huh ... ", empathize 
Allow intensity to diminish 

"I understand you are _ ___ and 
I'd like to talk about how you can 
handle this in the future. 11 

~'QUICK.)t-r-'-
for managers 
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Coaching Model 
Clarify 

Intentions 

Action 
Planning 

Exploration 

~, 
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Clarify Intentions 

• Build shared understanding 
• Desired outcomes 
• Why is this important 

Sustaining Steps 
• Specific next steps or actions 
• Success measures 
• Support and follow-up 

Exploration 

• Identify what is working well 
• Envision success 
• Explore opportunities and 

options 

Action Planning 
• What will you do differently 
• How will you do it differently 
• Support required 

~, . 
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Ladder of Inference 

Take action. 

Form beliefs. 

Make assumptions. 

Select data. 

Reference: Argyris (1990) 

Pool of Available 
Information 

Take action. 

Form beliefs. 

Make assumptions. 

Select data. 
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Climbing Down the Ladder (Reframing Beliefs) 

1 . Stop. Practice waiting before acting, especially when the urge to 
act arises. 

2. Reflect. What beliefs have you formed about the person or 
situation? What information/data are using to support your 
beliefs? 

3. Investigate. Inquire about others' beliefs and the data they 
used to form their beliefs. 

4. Advocate. Express your beliefs and how you came to them. 

5. Reframe. Use relevant data to reframe your beliefs, if necessary. 

6. Act. Consider the consequences of your actions and proceed. 

~, 
Qu1cK~tart 
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Five Conflict-Handling Modes 

::: .. 
C .. 
> 
E 
; .. 

competing 

;woiding 

I 
I 

Reference: Thomns & Kilmann (1974) 

collaborating 

compromis,ng 

acco mrnod~ting 

coopcrntlvonou ~, 
QUICK ' 

for managers 
·" lhf',. ,uJ r l~C'lf' ! 



Accommodating 

Avoiding 

Collaborating 

Asserting your opinions 
Standing your ground 
Stating your opinion clearly 

Forgoing your desires 
Selflessness 
Yielding 

Side-stepping 
Withdrawing 
Leaving 

Listening and empathizing 
Balanced advocacy and inquiry 
Identifying concems & Interests 

Making concessions 
Negotiating 
Finding a mlddle ground 

Standing up for vital issues 
Taking quick action 
Protecting yourself 

Goodwill & building relationships 
Keeping peace 
Providing customer service 

Reducing tensions 
Freeing time 
Allowing others ownership 

Gaining commitment 
Integrating solutions 
Improving relationships 

Resolving small issues 
Creating temporary solutions 
Dealing with time constraints 

~'QUICK L 
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Difficult Conversations Model 

Difference 
Conversation 
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Keys to t he Differ nee Conversation l 
1. Clearly state the assessment of performance 
2. Give specific examples of behavior/performance 
3. Understand the employee's view of their performance 
4. Identify and clarify where the differences lie 
5. Establish a plan for moving forward 

Keys to the Feelings Conversation 
1 . Recognize that you can not control their reaction - do not try to 
2. Listen to, empathize, and acknowledge their feelings 
3. Summarize feelings and the desired outcome to minimize venting 
4. Shift the conversation towards the future 

Keys to the Identity Conversation 
1. Measure success by how clearly and with how much care you speak 
2. Separate your self-image from the employee's reaction 
3. Help the employee understand the different perceptions 
4. Share that you care and want to be helpful in moving forward 

Q~'UICK 
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High-Performance Team Conditions 

Compelling 
Goals 

Clear Roles 

Enabling 
Principles u 

Effective 
Leadership 

Cooperative 
Re lationships 

Mutual 
Accountability 
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Compelling Goals 
• Is there a common understanding of team 

purpose? 
• Is there high-level of commitment to this 

purpose? 

Clear Roles 
• Do individuals have a clear understanding 

of what is expected from them 7 

• Do individuals understand how their role 
contributes to the team's success? 

Enabling Principles 
• Does the team have a clear set of 

priorities? 
• Are action plans aligned in an effective 

manner? 

Effective Leadership 
• Does the leader provide a vision of what 

needs to be accomplished and why it is 

important? 

• Does the leader obtain appropriate input 

on key decisions? 

Cooperative Relationships 
• Do individuals feel supported in their 

roles? 
• Are individuals sensitive to both individual 

needs and the best interest of teams? 

Mutual Accountability 
• Are members committed to doing their 

best? 
• Do all members share In the responsibility 

to deliver? ~, 
QUICK 

for managers 
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Decision Making Styles 
Team-Centered Decision Making 

Manager-Centered Decision Making 

TELL SELL TEST 

Manager Monagtr Manage, 

malcesand -~,,- presents 

announces dec,~on tentative 

drcmon 
dec,s,on subiect 

10 change 

Reference: Tannenbaum & Schmidt (1973) 

CONSULT 

Manager presents 
problem, gets 

suggesuons and 
makes dec1s1on 

COLLECTIVE JOIN 

Manager defines Manager, together 

l1m1tsand with the team 

discusses to reach dennesthe 

a share dec,~on problems, 
,denufir~ \oluuon\ 

~, 
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Approac~ Use when ... 

Tell 

Sell 

Test 

Consult 

Collect 

Join 

Time is limited and urgency is high 
You have already made the dedsion 

Yo~ havfe !argely made the decision but need to persuade others of your 
pointo view 

;ou_ ~ant to give ~he team an opportunity to check the logic of the 
ec1s1on and test 1t for flaws or gaps 

You have an idea of what to do, but only a small amount of time to et 
feedback from a few people (rather than the whole team) g 

You have ample time 
You want to sollclt significant participation from team members 

You are open the decision that the team reaches 
You want to ensure that everyone is involved in the decision process and 
has an equal say 

Manager defines the limits and allows the group to make a decision 
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Management Division • Human Resources 

Please complete the following information using a local address. This information must be captured 
in the employee database by 10:00am each Monday. 

Hire Date: _________ _ 

Name: _________________________ _ 

Street Address: _______________ Apt: ______ _ 

City: _____ ______ ______________ _ 

State: ________________ Zip Code: _____ _ 

Date of Birth: ________ _ 



New Employee Data 

Personal Data 
Name (last. first. initial) 

Home Address/Phone 
Address 

City 

Phone Number (indude area code) 

Mailing Address (if different from home address) 
Address 

City 

Board of Governors 
of the Federal Reserve System 

Prefix (Mr., Mrs Ms , Or., etc) 

County State ZIP 

County State ZIP 

Other Phone Numbers 
Type Number (indude area code) Type 

Gender 

D Male 

81rthdate 

Manta! Status 

D Female D Marned 

Birthplace 

C1bzenship Status 

D Divorced D Separated D Single • 'Mdowed 

SOClal Secunty Number 

Country 

Country 

Number (1ndude area code) 

Marital Status Date 

0 PermanentRes~ent 
(Greencard) 

0 Alien Temporary (checit one) • H-1B • J-1 

D U S Citizen (Nabve) 
(bom in U.S. or a U.S. territory) 

D U S. C1bzen (Naturalized) 
(Born outside the U.S) 

0 F-1 0 Other ________ _ 

If not a U.S. citizen, list country of citizenship ________________ _ 

Ethnic Group D Na~ve Amerc,an D Asian • Black D Hispanic D Wl1te D Other (specify group) 

Military Status • No "1ditary 0 Active Reserve 0 Inactive Reserve • Disabled 0 Other Veteran • Rebred D Vietnam Veteran Ser11ce 

Education (attach transcript) 
Degree Graduated Major Year Earned or Expected 

D Yes • No 

School State Country 

Degree Graduated Major Year Earned or Expected 

D Yes • No 

School State Country 

Oegreo Graduated Major Year Earned or Expected 

0 Yes • No 

School State Country 

Page 1 of 2 FR 1424 (09/09) 



Languages {other than English) 
Language 

Speakmg Prof.ciency 

0 Low D Moderate • High 

Language 

Speaking Proficiency 

D Low D Moderate • High 

Relatives Employed at the Board 
Name (last, first, in,tial) 

Name (last, first, initial) 

Name (last, first, initial) 

Primary Emergency Contact 
Contact Name (last, first, initial) 

Home Address/Phone 

Same address/phone as employee D Yes 

Address Line 1 

Home Phone (indude area code) 

Secondary Emergency Contact 
Contact Name (last, first, inibal) 

Home Address/Phone 

Same address/phone as employee D Yes 

Address Line 1 

City 

Home Phone (include area code) 

Employment Data (HRM Use Only) 
Company Seniority Oate Service Date 

Room No Mail Stop 

Original Hire Date 

FRB initials (input) Date 

Page 2 of 2 

Nabve 

D Yes 

Reading Proficiency 

D Low D Moderate 

NabVe 

D Yes 

Reading Proficiency 

D Low O Moderate 

County 

Work Phone (1ndude area code) 

County 

Work Phone (Include area cede) 

Date Last Increase 

Work Phone 

Able to Translate 

D Yes D No 

• High 

V\\'lbng Proficiency 

D Low D Moderate D High 

Able to Translate 

0 Yes D No 

Wibng Proficiency 

• High 0 Low D Moderate D High 

Relabonship to Employee 

Relationship to Employee 

Relationship to Employee 

Relabonship to Employee 

State ZIP Country 

Olher Phone (include area code) Other Phone (type) 

Relabonship to Employee 

State ZIP Country 

Other Phone (include area code) Other Phone (type) 

Business TiUe 

High School/GEO Date 

FRB initials (ver,fication) Date 



ItB: Reinventing Perfo1mance Management at the Board 
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Conversations 
Contributions. Competencies. Capabilities 

7 
The 3Cs Conversations, our perlormance management process, is designed to align 
staff to the work of the Board, provide greater accountability, support the growth of 
our staff, improve the value of time everyone spends, and increase fairness of the 
process. 

This process is not solely 
about new forms or 
steps in the process: 

• It is about the 
partnership 
between 
manager and 
employee 
(manager is 
defined as 
anyone who 
supervises 
someone else -
(e.g. officer, I 

manager, chief, 
supervisor)) 

• It is about the 
conversations 
managers and 
employees 
have 

• And, most importantly, it is about the approach to the conversations; an 
approach that increases focused action, encourages learning, and reduces 
defensive reactions for both managers and employees 

The 3Cs Conversations Framework aligns and connects the Board's work. At the heart 
of this process are collaborative, forward-focused, ongoing, and two-way 
conversations between managers and employees about the work ( what needs to be 
accomplished-the tasks and results-also known as contribution) and behaviors 
(how the work is approached and how one builds relationships along the way-also 
known as competencies) . 

The framework incorporates both formal conversations and informal, ongoing 
conversations. Taken together, all of these conversations are designed to support and 
direct employees' performance to achieve the Board's mission. 

Characteristics of the conversation approach: 

• Collaborative conversations are 
those conversations in which 
employees and managers jointly and 
cooperatively determine work, define 
perlonnance, and create conditions 
for employee success. 

• Forward-focused conversations use 
questions to focus on developing solutions for the future. 

• Ongoing means there will be both formal, scheduled conversations and 
spontaneous, ad-hoc conversations. The ongoing nature of the 
conversations will ensure continual adjustment and support and adaptation 
of expectations as work expectations change. 

• Two-way conversations means that both the manager and the employee 
are active, engaged participants in the conversation.) 

http://m-fwapp2p.frb.gov/inside/corporate/3cs/about.htm 
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What are the core changes to performance management for year 2014-
2015?

There are changes to the overall standardized process, the objective setting approach, 
Board- wide competencies, and the definition of performance.

Below, these core changes are explained in greater detail.

1. Overall standardized process: We will operationalize a Board standard 
conversation approach to performance management. Specifically, this means we will:

■ Introduce a set of foundational conversations, the 3Cs Conversations.

■ Adopt a conversation approach that is collaborative, ongoing, two-way, 
forward-focused, and generative.

■ Clarify role expectations of managers at the Board. This dual role combines 
technical expertise and managerial expertise, the ability to engage 
employees in contributing their best ability.

■ Provide a toolkit for managers on how to improve performance via short 
ongoing conversations.

■ Implement a new semi-automated form.

2. Objective setting approach (what): The 3Cs Conversations will increase clarity 
of what is expected from employees by establishing performance objectives (what) to 
align and guide work for the year and against which performance is assessed. 
Specifically, this will include three steps. 

■ Set organizational priorities. Division and/or section outcomes set annually 
by leadership.

■ Align staff. Run Align & Connect Conversations to communicate division 
and/or section outcomes.

■ Ensure individual accountability. Run Start-Up Agreement Conversations to 
finalize objectives that were drafted by employees; objectives will be 
specific, measurable, actionable, and realistic.

3. Boardwide competencies or expected behaviors (how): Introduce 
Boardwide expected behaviors/competencies. Everyone will have “how” 
behaviors/competencies incorporated into their work discussions. 

■ Divisions will be able to add specific critical competencies relative to their 
unique goals and objectives.

■ Competencies will be graduated across three levels: Employee (Individual 
Contributor), Manager, and Officer.

■ The six Boardwide competencies are:
■ Decision quality

■ Learning agility

■ Perspective and strategic agility

■ Relationships

■ Communication

■ Drive for excellence

4. Successful performance will be defined by both the “what” (objectives) 
and the “how” (competency demonstration). 
The rating will be based on a both “what” the employee has accomplished and “how” 
the employee accomplished the work. See Diagram 1: Learning Review Matrix

Diagram 1: Learning Review Matrix

Page 2 of 3ItB: Reinventing Performance Management at the Board
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Contact Us | Accessibility Statement

5. 3Cs process timeline 

Additional Materials

■ Focus Group infographic: 2013 Summary (PDF) 

Maintained by Web Communications & Development
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