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Glive me an ounce of civet, good apothecary, to sweeten my imagination.

—Shakespeare.
(King Lear, Act IV, Sc. 6)

Preface

1. I wish to acknowledge my indebtedness to William F. Friedman in draw-
ing upon portions of his early work, “Military Cryptanalysis, Part 111,” for
much of the material treated in Chapters I-V. Chapters IV-XI are revisions of
seven of my monographs in the NSA Technical Literature Series, viz.: Monograph
No. 19, “The Cryptanalysis of Ciphertext and Plaintext Autokey Systems’’;
Monograph No. 20, “The Analysis of Systems Employing Long or Continuous
Keys”; Monograph No. 21, “The Analysis of Cylindrical Cipher Devices and
Strip Cipher Systems”; Monograph No. 22, “The Analysis of Systems Employ-
ing Geared Disk Cryptomechanisms”; Monograph No. 23, “Fundamentals of
Key Analysis’”’; Monograph No. 15, “An Introduction to Teleprinter Key
Analysis”; and Monograph No. 18, “Ars Conjectandi: The Fundamentals of
Cryptodiagnosis.”

2. T also wish to acknowledge my indebtedness to Francis T. Leahy for
keeping me out of statistical mischief, and to Bruce W. Fletcher for his expert
assistance in the final proofreading, and for checking the cryptograms and the
various diagrams.

—L.D. C.
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CHAPTER I )
INTRODUCTION
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Primary and secondary periods; resultant periods__._________ . e 4
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1. Preliminary remarks.—a. This text constitutes the third in the series of six basic texts on the
science of eryptanalytics.! The first two texts together have covered most of the necessary fundamentals
of cryptanalytics; this and the remaining three texts will be devoted to more specialized and more
advanced aspects of the science.

b. It is assumed that the cryptanalyst reader has studied Military Cryptanalytics, Parts I and 11,
and is familiar with the cryptologic terminology, concepts, principles, and techniques of solution of the
various cryptosystems treated in those texts. This general background is a necessary prerequisite to the
thorough understanding of the principles expounded in this and the succeeding volumes. Where appropriate,
however, reference will be made to particular portions of the first two volumes; the reader would be
wise to have these volumes handy when undertaking the study of this present text.

¢. The text immediately preceding this one dealt with various types of periodic polyalphabetic
substitution, commonly called repeating-key systems. It was seen in these repeating-key systems how a
regularity in the employment of a limited number of alphabets, or even the employment of a complete
set of alphabets in succession as in a progressive alphabet system, results in the manifestation of peri-
odicity or cyclic phenomena in the cryptogram, by means of which the latter may be solved. The difficulty
of solution is directly correlated with the type and number of cipher alphabets employed in specific
examples.

d. Two procedures might suggest themselves to an enemy cryptographer for consideration if he
realizes the foregoing circumstances and he thinks of methods to eliminate the weaknesses inherent in
repeating-key ciphers. First, noting that the difficulties in solution increase as the length of the key
increases, he might consider employing much longer keys as a means of increasing the security of the
messages. Upon second thought, however, if the enemy cyptographer recognizes that, as a general
rule, the first step in the solution of these ciphers consists in ascertaining the number of alphabets em-
ployed, it might seem to him that the most logical thing to do would be to use a procedure which will
avoid periodicity altogether, eliminating the cyclic phenomena that are normally manifested within
cryptograms of periodic construction, and thus foil even a first step towards solution. In other words,
the cryptographer might progress from the use of rather short repeating keys (of perhaps no more than
a dozen letters or so) to the use of key phrases of, let us say, 2540 letters or thereabouts; subsequently,
he might embark upon the use of keying procedures which would have the effect of producing keys of
a length approximately equal to that of the average message being enciphered; and finally, he might
advance to a stage of keying sophistication wherein the key consists of hundreds or thousands of elements,
or even of an infinite number of elements (as, for example, in autokey systems).

1 Before the echoes of the first sentence of this third volume have died down, the distinction between the science of
cryptanalytics and the art of cryptanalysis should be re-emphasized. The cryptanalyst pursues studies along general and
detailed lines, in order to equip himself technically for the duties of the moment or of the future. This parallels quite closely
the technical studies of a violinist, who progresses from elementary exercises to the études of Kreutzer and Rode and
finally to the Caprices of Paganini; in the meanwhile, the violinist has also studied various solo works and chamber music
as a means of enhancing his comprehension and appreciation of music in general. All that a technical background does for
the violinist is to give him the means of artistic expression or synthesis of musical thoughts from the coding of clefs, kevs,
and notes; all that a technical background does for the cryptanalyst is to give him the means for imaginative expression
or synthesis of plaintext meanings from the coding of systems, keys, and characters. See also in this connection footnote 5
on p. 3 of Military Cryptanalytics, Part 1.

1 —SECRET
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e. At this point in our discussion it would be well to examine two terms defined in the previous
volume:
(1) periodic system. A system in which the enciphering process is repetitive in character and
which usually results in the production of cyclic phenomena in the cryptographic text.
(2) aperiodic system. A system in which the method of keying does not bring about cyclical
phenomena in the cryptographic text.

The foregoing are practical definitions—nobody in his right mind (and that of course includes all of our
readers) * would classify a Hagelin C-38 system ? as periodic just because it really s periodic with a
finite cycle of 26x25x23x21x19x17 or 101,405,850; nor would the same right-minded individual quibble
with the classification of a system as aperiodic if the length of the key is only 1000 letters and messages
very rarely exceed that length. In brief, what we are in effect saying is that, even if a system embraces
in its principle a fixed cycle or period, unless the period is considerably shorter than the messages being
enciphered (thus permitting the manifestation of cyclic phenomena), the system may nevertheless for
all practical purposes be considered as aperiodic since the solution of @ message is not predicated on writing
the cipher text on several superimposed cycles and then solving the cryptographic depth thus produced.

f. In this text we shall first examine varieties of aperiodic (as just defined) polyalphabetic sub-
stitution systems; then we shall study methods of extending or lengthening short mnemonic keys,
followed by systems using lengthy keys (to include digital and teleprinter systems). Subsequently, we
shall study methods of solution of some typical eryptomechanisms and cipher machines, and aperiodic
combination systems. The text proper will end with a discussion of principles of key analysis as applied
in manual and machine cryptosystems, followed by an extensive treatment of cryptodiagnosis. The
appendices include useful cryptologic and cryptomathematical reference material, concluding with a
course of problems designed to insure comprehension of the principles expounded in this volume.

2. General remarks on cryptographic periodicity.—«. When we consider the nature of periodicity
in polyalphabetic substitution systems, we note that it is composed of #fuwro fundamental factors, because
there are in reality {uwo elements involved in its production. We have appreciated the fact that periodicity
necessitates the use of a keying element employed in a cyclic manner; now we begin to realize that there
1s also another element involved, viz., that unless the key is applied to constant-length plaintext group-
ings, no periodicity will be manifested externally in the cipher text, despite the repetitive or cyclic use
of a constant-length key. This realization is quickly followed by the idea that possibly all periodicity
may be avoided or suppressed by either or both of two ways: (1) by using constant-length keying units
to encipher variable-length plaintext groupings, or (2) by using variable-length keying units to encipher
constant-length plaintext groupings.

b. In the usual types of polyalphabetic substitution systems, successive letters of the repeating key
are applied to successive letters of the text. With respect to the employment of the key, the crypto-
graphic process may be said to be constant or fired in character. This is true even if a single keying unit
serves to encipher two or more letters at a time, provided only the groupings of plaintext letters are
constant in length. In all such cases of encipherment by constant-length groupings, the apparent length
of the period (as found by applying the factoring process to the cryptograms) is a multiple of the real
length and the multiple corresponds to the length of the groupings, i.e., the number of plaintext letters
enciphered by the same key letter. It is to be noted, however, that all these cases are still periodic,
because both the keying units and the plaintext groupings are constant in length.

3. Effects of varying the length of plaintext groupings.—a. Now let us consider the effects of making
either one or the other of these two elements variable in length. Suppose that the plaintext groups are
made variable in length and that the keying units are kept constant in length. Then, even though the
key may be cyclic and may repeat itself many times in the course of encipherment, external periodicity
is suppressed, wunless the law governing the variation in plaintext groupings s itself cyclic, and the length of
the message 18 greater than that of the cycle applicable to this variable grouping.

2 To scholars of English who experience a quick intake of breath at this point, the author hastens to clarify that the
parenthetical phrase is intended to modify only the four immediately preceding words.

3 Cf. pp. 458-464 of Military Cryptanalytics, Part 11.
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b. As an example illustrating the italicized portion of the preceding sentence, let us suppose the
correspondents agree to use reversed standard cipher alphabets with the key word SIGNAL, and that
in the encryption the message is divided into groups as shown below:

S I G N A LS I & N AL S I G
1 12 123 1234 12345 1 12 123 1234 12345 1 12 123 1234 12345

C OM MAN DING GENER A LF IRS TARM YHASI S SU EDO RDER SEFFE
Q_UW_UGT KFAH UWNWJ L HN ARQ NGPU PGNVF I TR OPE RFER OCBBC

N A L S I &N A L S I G N A L .
1 12 123 1234 12345 1 12 123 1234 12345 1 12 123 1234 12345

C TI VET WENT YFIRS T AT NOO NDIR ECTIN G TH ATT ELEP HONES

L HS QHS WOFZ KDARQ N NU NMM YIDU OQZKF C NZ NUU WPWL EXYHT

S I G N A L s I

1 12 123 1234 12345 1 12 123

C OM MAS WITC HBOAR D SC OMM...

Q_UW_UGO RFUL TZMAJ I AQ UWW

Cryptogram

QUWUG TKFAH UWNWJ LHNAR QNGPU PGNVF ITROP ERFER OCBBC LHSQH
SWOFZ KDARQ NNUNM MYIDU OQZKF CNZNU UWPWL EXYHT QUWUG ORFUL
TZMAJ IAQUW W...

The cipher text in this example shows a tetragraphic and a pentagraphic repetition. The two occurrences
of QUWUG, (=COMMA,) are separated by an interval of 90 letters; the two occurrences of ARQN, (=IRST,)
by 39 letters. The first repetition (QUWUG,), it will be noted, is a true periodic repetition, since the
plaintext letters, their groupings, and the key letters are identical. The interval in this case, if counted
in terms of letters, is the product of the keying cycle, 6, and the grouping cycle, 15. The second repetition
(ARQN,) is not a true periodic repetition in the sense that both cycles have been completed at the same
point, as is the case in the first repetition. It is true that ARQN,, representing IRST, both times, is a
causal repetition produced by the action of the same combination of key letters, I and G, but the en-
ciphering points in the grouping cycle are different in the two occurrences. Repetitions of this type may
be termed partially periodic repetitions, to distinguish them from those of the completely periodic type.

¢. When the intervals between the two repetitions noted above are more carefully studied, especially
from the point of view of the interacting cycles which brought them about, it will be seen that, counting
according to groupings and not according to single letters, the two pentagraphs QUWUG, are separated
by an interval of 30 groupings. Or, if one prefers to look at the matter in the light of the keying cycle,
the two occurrences of QUWUG, are separated by 30 key letters. Since the key is but 6 letters long, it
has gone through 5 cycles. Thus, the number 30 is the product of the number of letters in the keying
cycle (6) and the number of different-length groupings in the grouping cycle (5). The interaction of
these two cycles is like that of two gears in mesh, one driven by the other. One of these gears has 6 teeth,
the other 5, and the teeth are numbered. If the two gears are adjusted so that the teeth marked ‘1"’
are adjacent to each other and the gears are caused to revolve, these two teeth will not come together
again until the larger gear has made 5 revolutions and the smaller one 6. During this time, a total of 30
meshings of individual teeth will have occurred. But since one revolution of the smaller gear (=the
grouping cycle) represents the encipherment of 15 letters (when translated in terms of letters), the 6
complete revolutions of this gear mean the encipherment of 90 letters. This accounts for the period of
90, when stated in terms of letters.

d. The two occurrences of the other repetition, ARQN,, are at an interval of 39 letters; but in terms
of the number of intervening groupings, the interval is 12, which is obviously two times the length of
the keying cycle. In other words, the key has in this case passed through two cyeles.

e. In a long message enciphered according to such a scheme as the foregoing, there would be many
repetitions of both types discussed above (the completely periodic and the partially periodic) so that

3 —SECRET
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the cryptanalyst might encounter some difficulty in his attempts to reach a solution, especially if he
had no information as to the basic system. It is to be noted in this connection that if any one of the
groupings exceeds, say, 5 letters or so in length, the scheme may give itself away rather easily, since it
is clear that within each grouping the encipherment is strictly monoalphabetic. Therefore, in the event of
groupings of more than 5 or 6 letters, the monoalphabetic equivalents of telltale words such as ATTACK,
BATTALION, DIVISION, would stand out. This system is most efficacious, therefore, with short groupings.

f. 1t should also be noted that there is nothing about the scheme which requires a regularity in the
grouping cycle such as that embodied in the example. A lengthy grouping cycle guided by a key of its
own may just as easily be employed; for example, the number of dots and dashes contained in the Inter-
national Morse signals * for the letters composing the 25-letter key phrase DECLARATION OF INDE-
PENDENCE might be used. Thus, A (. —) has 2, B (—...) has 4, and so on. Hence:

DECLARATIONOFINDEPENDENCE

3 1 4 4 23 2 1 238 2 3 42 231412312 4.1
The grouping cycle is 3+14+4+4424 . . . , or 60 letters in length, and if the same phrase is used as
a repeating key the total period would of course be 60, since after the encipherment of 60 letters the
first key letter would be used again to encipher 3 letters, and so on, repeating the cycle. Suppose, however,
that the foregoing 60-element keying pattern were used in conjunction with a different literal sequence
for the actual key letters, say the 38-letter phrase CONSTITUTION OF THE UNITED STATES OF AMERICA.
The period would then be the least common multiple of 38 and 60, or 1140 letters. This system might
appear at first glance to yield a fairly high degree of cryptographic security; but this is not the case, as
we shall presently see.

4. Primary and secondary periods; resultant periods.—a. It has been noted that the length of the
complete period in a system such as the foregoing is the least common multiple of the length of the two
component or interacting periods. In a way, therefore, since the component periods constitute the basic
elements of the scheme, they may be designated as the basic or primary periods. These are also hidden
or latent periods. The apparent or patent period, that is, the complete period, may be designated as the
resultant or secondary period. In certain types of cipher machines there may be more than two primary
periods which interact to produce a resultant period ; also, there are cases in which the latter may interact
with another primary period to produce a tertiary period, and so on.® The final, or resultant, or apparent
period is sometimes the one which is usually ascertained first as a result of the study of the intervals
between repetitions. This may or may not be broken down into its component primary periods.

b. Although a solution may often be obtained without breaking down a resultant period into its
component primary periods, the reading of many messages pertaining to a widespread system of secret
communication is much facilitated when the analysis is pushed to its lowest level, that is, to the point
where the final cryptographic scheme has been reduced to its simplest terms. This may involve the
discovery of a multiplicity of simple elements which interact in successive cryptographic strata.

5. Cryptographic principles of aperiodic systems.—a. A discussion of the methods for avoiding
periodicity was contained in the preceding text.® A brief résumé of these methods is given below:

(1) Elements of a fixed or invariable-length key are applied to variable or irregular-length groupings
of the plain text.

(2) Elements of irregular-length (variable-length) key are applied to regular and fixed groupings
of the plain text.

(3) The principles of (1) and (2) are combined into a single system.

4 Cf. p. 23, Military Cryptanalytics, Part I.

5 An example of a cipher machine with several interacting latent periods is the Hagelin C-38. This machine produces
in effect at any given moment six simultaneous reversed-standard-alphabet monoalphabetic substitutions in all 26 com-
binations of their presence or absence. The activity of each contributing monoalphabetic substitution is strictly periodic,
with cycles of 26, 25, 23, 21, 19, or 17, conforming to the six regularly stepping pinwheels of the stated sizes. The total
cycle of the machine is the product of the six relatively prime numbers, but the presence of individual subcycles constitutes
one of the serious weaknesses of the machine.

6 Cf. par. 99, Military Cryptanalytics, Pari I1.
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(4) The key does not repeat itself; this is brought about either by constructing a nonrepeating key,
or by employing the key in a special manner (such as in plaintext- and ciphertext interruptor systems

and plaintext- and ciphertext autokey systems).
b. From the standpoint of cryptographic mechanics, aperiodic systems may be divided into two

main classes, viz.:
(1) Systems in which the key elements are not in any way determined or influenced by any elements

of the plain or cipher text; and
(2) Systems in which the key elements are generated or governed by the plain text being enciphered

or by the resultant cipher text.

g

7 Of, par. 65 (on p. 157) of Military Cryptanalytics, Part I11.*

8 USC 788
0 USC 3024 (1)
.L. 86-36
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7. General remarks.—a. The system described in subpar. 3b is obviously not to be classified as
aperiodic in nature, despite the incorporation into the cryptosystem of a variable which in that case
consisted of irregularity in the length of one of the two elements (key text and plain text) involved in
polyalphabetic substitution. The variable there was subject to a law which in itself was periodic in
character.

b. To make such a system truly aperiodic (under the definition given in subpar. 1¢), by elaborating
upon the basic scheme for producing variable-length plaintext groupings, would be possible, but im-
practical. For example, using the Morse code method illustrated in subpar. 3f for determining the key
and simultaneously the lengths of the groupings, one might employ the text of a book; and if the book
is longer than the message to be enciphered, the cryptogram would certainly show no periodicity as
regards the intervals between any repetitions which might occur. However, as already indicated, such
a scheme would not be very practical for regular intercommunication between a large number of corre-
spondents, for reasons which are quite apparent. Encipherment and decipherment would be slow,
cumbersome, onerous, and very subject to error; the book would have to be safeguarded as would a
code book; and, unless the same key text were used for all messages, methods or indicators would have
to be adopted to show exactly where encipherment begins in each message. Therefore a simpler method
is desirable for producing constantly changing, aperiodic plaintext groupings.

8. Aperiodic encipherment produced by plaintext sequences grouped according to word lengths.—
a. The simplest method for producing aperiodic plaintext groupings is encipherment according to the
actual word lengths of the message being encrypted. Although the average number of letters composing
the words of any alphabetical language is fairly constant, successive words comprising plain text vary a
great deal in this respect, and this variation is subject to no law.! In telegraphic English, for example,
the mean length of words is 5.2 letters; the words may contain from 1 to 15 or more letters, but the
successive words vary in length in an extremely irregular manner, no matter how long the text may be.

b. As a consequence, the use of word lengths for determining the number of letters to be enciphered
by each key letter of a repetitive key suggests itself to a cryptographer as soon as he comes to understand
the way in which repeating-key ciphers are solved. For, he asks, if there is no periodicity in the crypto-
grams, how can the letters of the cipher text written in 5-letter groups be distributed into their respective
monoalphabets? And if this very first step is impossible, how can the cryptograms be solved? We shall see.

9. Solution when known cipher alphabets are involved.—a. Despite the foregoing rhetorical ques-
tions, the solution is really quite simple when the cipher alphabets involved are standard alphabets or
are otherwise composed of known sequences. All that is involved is the completion of the plain-component
sequence (preceded by, if the situation so demands, conversion into plain-component equivalents). In
monoalphabetic substitution systems, all of the words of the entire message come out on a single gen-

11t is true, of course, that the differences between the vocabularies of two writers are often marked and can be
measured. These differences may be subject to certain laws, but these laws are psychological rather than mathematical.
See Rickert, E., New Methods for the Study of Lilerature, University of Chicago Press, Chicago, 1927.
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eratrix in the completion diagram; in the case of the system discussed in subpar. 8b, since the individual,
separate words of a message are enciphered by different key letters, these words unll reappear on different
generatrices of the diagram. All the cryptanalyst has to do is to pick them out; he can do this once he has
found a good starting point, by using a little imagination and following clues afforded by the context.

b. As an example, let us consider the following intercepted message:
SUHPZ TCEPL GLQKC XHVKM VJLZA KXWHA
YTOWN HBAFE XAVEQ AUVZI EBPOB
In the course of routine study of the message, the plain-component sequence is completed for the first

15 letters of the cryptogram, on the assumptions of direct and reversed standard cipher alphabets, as
shown in Figs. 2a and b, respectively, below:?

w ol

PNRMXE<CHNITOUTOZEC XN GO

v o
QEOMEPBUQEPNMXEACIN OO IR
OZE2rrRCHIOQTETEOOQOEENKMIOQ

c AR

G HIITQ
oz =t
_HWnw@wo

PN ECAIWWXO79OZ2C XN
hPMovoZEr]XRuHIQERERUODO

W NKMEgC
ozZzZ=ErxXoHm
E<<CHWnNIToOY
AOHIQTERODOQWN
DOoOQwWwerN<MsE=sCcHl

Huhvovo=z=11

vToZ=ErxRcaHIIONEME
PN ELCHNn DO Y
‘MUQW>NP<NE<[’:I
HndxOvo=Z2=2IM XU

CHULWMOPOZEOCOXRGCHTIT QM

OZECMrRCHIOOTMEOOQW >IN
ECCHNITOTOZENrRNRGCHIQTDMBOQW> N < MIOQ

KN E<CrRWhhvovvoZ=20C XU

ErrXROHIQTEIEHUOQDENKNMSESsCIN

QWENKNXECHNIOTOZ2XNULUKWIWm
PNKHXE<CHNITOUVOZEINrXNGCHIO|C
S EODPXRNCHIQPAEARUOOEENKME|SCH NI

CHIOQTMEBEOOQ®> N
N<MXE<<c3WXxo'v
RO ENKNMNE

DOUWvO=Z

_HWnXoo o

NHVOvoZErrXNGHIOQY
WDEeENKMNE<CAHNIOVOZEATNMRNRGCHIOQOQBOO
Qe N<KMEgC

oZErMrPXNCGHI O™

AGCHTIT QEEOOQW> N <M

==

CHIOOEMBEBOOQ®

WreN<dM=Esa

=N 4
U O

GCHI QT EHOQEENKMEJC

QMmoo

moaw

O U o
CHNIXIOUUVOZErRGHIOQT
ZECRuHIDQEE

WO voZzZEC XA
ZEMCRGuHITO®MMX
HIaoTTEHmOOQW
ozZ=ErxaHmTI
E<<CHWWRnOU

Ficure 2a Figure 2b

c. In the diagram in Fig. 2b we note the word CAN at the beginning of one generatrix, then in the
very next six columns the words YOU and GET in two other generatrices. That we should get some three-
letter words on various generatrices is not particularly remarkable; (note the short words produced
purely by accident in the generatrices of Fig. 2a) but that these words should follow one another in
direct sequence in succeeding columns, and that the three words in question should be in excellent
contextual relationship to form a plausible and convineing sentence beginning such as “CAN YOU GET . . .”

2 One of the first things, if not the very first, to be done to a cryptogram in an undiagnosed system is the completion
of the plain-component sequence on the basis of standard alphabets. In certain cases a solution is sometimes achieved by
this means that would be impossible by any other. The completion is painless if accomplished by sliding strips; its proba-
bility of success in an isolated case is small, but the ratio of the time expended to its potential value is very large. This
is a typical illustration of the application of the maxim of the experienced cryptanalyst: “Try the simplest thing first.”’
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- is more than remarkable (=a probability of .01 of random occurrence)—it is astonishing (=random
probability of .0001).3

' d. From here on the rest of the solution follows easily. If the cryptanalyst comes to a temporary
halt (as in the example in Fig. 2b) in recovering further words on the generatrices, he can search in
subsequent positions of the generatrix diagram for more words to be disclosed, and then he can fill in
the missing portions from context and take another look at the generatrices. Or, it might be simpler if
the cryptanalyst recovers a fragment of the specific key for the message, and then expands this key by
steps to assist in reading the rest of the plain text. For example, in the case under discussion the crypt-
analyst would get U, N, and I as key letters * for the successive words of the plain text CAN YOU GET;
these letters suggest the words UNION, UNITED, UNIVERSITY, etc. The complete solution is given below,
with the recovered specific key being UNITED NATIONS.

u N I T E D N A T I 0 N S
CAN YOU GET IN TOUCH WITH SECOND DETACHMENT STOP LINES OUT OF ORDER
SUH PZT CEP LG LQKCX HVKW VJLZAK XWHAYTOWNH BAFE XAVEQ AUV ZI EBPOB

The only minor difficulty of such a solution is that of making the first step and getting a good start on
a word. If the words are short it is rather easy to overlook good possibilities and thus spend some time
in fruitless searching. However, solution must come; if nothing good appears at the beginning of the
message, search should be made in the interior of the cryptogram or at the end.

10. Solution when unknown cipher alphabets are involved.—a. It has been seen from the foregoing
that solution of cryptograms involving word-length encipherment by standard alphabets is rather
trivial, not because there is any magical quality about standard alphabets, but because the components
are known sequences. If any other components had been used, say a plain component based upon a
HYDRAULIC keyword-mixed sequence and a cipher component based on a QUESTIONABLY keyword-
mixed sequence, and if these components were known, the problem would have been pursued in exactly
the same way, viz., conversion of the cipher letters of the eryptogram into their plain-component
(HYDRAULIC . . . XZ) equivalents and completion of the plain-component (HYDRAULIC . . . XZ)
sequence.

b. But what if one or both of the components are unknown mixed sequences? The simple procedure
of completing the plain-component sequence obvicusly cannot be used. Since the messages are poly-
alphabetic, and since the process of factoring cannot be applied, it would seem that the solution of
messages enciphered in different alphabets and according to word lengths would be a difficult matter.
Nevertheless, as is about to be demonstrated, the solution, even of a single message, is not nearly so
difficult as first impression might lead one to imagine; the modus operandi will be explained in pars.
11 and 12.

11. Solution by means of idiomorphs and the probable-word method.—a. The first case to be studied
involving unknown alphabets will be one wherein the original word lengths are retained in the crypto-
gram; this case will be discussed not because it is often encountered in practical military cryptography,
but because it affords a good intreduction to the usual case in which the original word lengths are no
longer in evidence in the cryptogram, the latter appearing in the customary 5-letter groups. If the words

3 We must never forget that probabilities are influenced by the amount of material under examination; if we looked
at enough material, it might not be at all astonishing if we obtained even a 10-letter word by accident. In all the proba-
bility considerations in this text, unless otherwise stated it is assumed that we are dealing with a limited amount of traffic,
limited enough so that a probability of .01 is remarkable, and a probability of .001 exciting.

* The key letters are assumed to be under A, as the index letter. Throughout this text, whenever encipherment
processes are under discussion, the pair of enciphering equations commonly referred to as characterizing the so-called
Vigengre method will be understood unless otherwise indicated. This method involves the pair of enciphering equations
Ox2=0in; 6p1 =0, That is, the index letter, which is usually the initial letter of the plain component, is set opposite the
key letter in the cipher component; the plaintext letter to be enciphered is sought in the plain component and its equivalent
is the letter opposite it in the cipher component. See in this connection subpar. 13f of Military Cryptanalytics Part 11.

5 This is the specific key as recovered from this single message. It is quite possible that the complete key is UNITED
NATIONS ORGANIZATION, UNITED NATIONS SECURITY COUNCIL, etc.; a longer message would prove whether the key is
UNITED NATIONS used repetitively, or whether it is a phrase beginning with these two words.
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of a message are enciphered monoalphabetically, the true and complete idiomorphs of word patterns
will be patent, regardless of the identity of the particular alphabet used in the encryption of each word.
These idiomorphs and word lengths can then be used as a basis for the probable-word method of attack.

b. Let us study the following low-echelon ground message in which the actual word lengths have
been preserved in the cipher text:®

IUITD QHIWE LVCGWPCLZ RP NIV GYPYSYCV NC IXHCXWUJ ORS ZXH
GRPPRVQDOB SE OKYNMMHKV GUJLTN MYIN WZ IVURNI CLSWZVHS
We note some strong idiomorphic sequences, in particular the following:

(1) _I_IETD (2) GYPYSYCV (3) GRPPRVQDOB (4) OKYNMMHKV
aba abaca abba abceddea

Looking up these patterns in idiomorph lists,” and guided by the delimitations of the words, we arrive
at the following assumptions:

(1) IUITD (2) GYPYSYCV (3) GRPPRVQDOB (4) OKYNMMHKV
" ENEMY. DIVISION BATTALIONS ARTILLERY

The cipher values of these plain-cipher equivalencies are entered into a sequence reconstruction matrix
of four levels (representing the four word assumptions), as follows:

P ABCDEFGHIJKLMNOPQRSTUVWXY?Z

(1) I TU D

(2) G Y Ve S P

3)|R G Q \) 0D BP

4|0 H N M K Y 1)
F1GURE 3a

Noting in lines (2) and (3) that the intervals between the letters G, V, and P are the same in both cases,

we can assume direct symmetry ® of position. In a few moments our reconstruction matrix will look
like this:

P ABCDEFGHIJKLMNOPQRSTUVWIXY?Z

(H)|SHBPIN M RGTUK Y Q vCOoD

(2))M RGTUK Y Q@ VCOD SHBPIN

3)IRGTUK Y Q vCcobD SHBPIN M

(4)|0 D SHBPIN M RGTUK Y Q ve
Ficure 3b

¢. The rest of the plain text can be recovered either by (1) completion of the plain-component
sequence, insofar as possible, in order to reveal further plaintext fragments which may be expanded and
thus make possible the filling in of additional values in the cipher component, or by (2) recovery and
expansion of the partial specific key for the message. An important additional step in solution is the
recovery of the missing letters in the cipher component by analysis of the construction of the component
in cases of systematic derivation. These points will be taken up in order in the subparagraphs below.

¢ Foolish as this may be, it has happened in operational practice.
7 Cf. Appendix 3, Military Cryptanalytics, Part I.
8 Cf. par. 28, Military Cryptanalytics, Part I1.
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(1) Let us complete the plain-component sequence on the second and third words of the message,
after first converting the cipher letters into their plain-component equivalents (where known), using for
~ this purpose the uppermost cipher alphabet given in Fig. 3b. This is shown in the illustration below:

IUITD QHIWE LVCGWPCLZ LVCGWPCLZ LVCGWPCLZ

ENEMY SBE VWL DW GVWL DW HVWL DW
TCF WXM EX HWXM EX IWXM EX
UDG XYN FY IXYN FY JXYN FY
VEH YZ0 GZ JYZ0 GZ KYZ0 GZ
WFI ZAP HA KZAP HA LZAP HA
XGJ ABQ IB LABQ IB MABQ IB
YHK BCR JC MBCR JC NBCR JC
ZIL CDS KD NCDS KD OCDS KD
AJM *DET LE ODET LE PDET LE
BKN EFU MF PEFU MF QEFU MF
*CLO FGV NG QFGV NG RFGV NG
DMP GHW OH RGHW OH SGHW OH
ENQ HIX PI SHIX PI THIX PI
*FOR IJY QJ TIJY QJ UIJY QJ
GPS JKZ RK UJKZ RK VJKZ RK
HQT KLA SL VKLA SL WKLA SL
IRU LMB T™M WLMB T™ XLMB TM
JSV MNC UN XMNC UN YMNC UN
KTW NOD VO YNOD VO ZNOD VO
LUX OPE WP ZOPE WP AOPE WP
MVY PQF XQ APQF XQ BPQF XQ
NWZ QRG YR BQRG YR CQRG YR
0XA RSH ZS CRSH ZS DRSH ZS
PYB *STI AT DSTI AT *ESTI AT
QzC TUJ BU ETUJ BU FTUJ BU
*RAD UVK CV FUVK CV GUVK CV
FIGURE 4a Ficgure 4b FiGUrE 4c

The generatrices with the most plausible possibilities for the continuation of plain text are marked with
an asterisk. If the context of the message cannot be gotten from this diagram, what we can do is to take
the third word, LVCGWPCLZ, and assume that the letters for which we have no plain-component equiva-
lents in the first cipher alphabet of Fig. 3b represent one of the eight missing plaintext letters, G, H, J,
P,R, T, U, or Z. If we assume that the first letter (L.) of this word represents G, (on the first or conversion
row of the generatrix diagram just beneath the ciphertext letters), we obtain the result shown in Fig. 4b;
when we try L.=H,, as shown in Fig. 4¢, we obtain an excellent plaintext tetragraph on the third genera-
trix from the bottom, and see that the word is ESTIMATED. The newly recovered values in the cipher
alphabet will aid in establishing the remaining unknown letters in the generatrix diagrams for other
words of the message.

(2) For the second method, let us refer again to Fig. 4a. The key letter used to encipher the first
word, ENEMY, is Sy (assuming A, to be the index letter in the usual Vigenére equation), since I,=E,.
Now for the second word, if Q,=C, (one of the asterisked good generatrices for this word), the key is
Yy; if Q.=F,, 6x=U; and if Q.=R,, 8=H. The first key digraphs thus formed, SY, SU, and SH, are all
compatible as English word beginnings. For the third word of the message, considering the two asterisked
generatrices in Fig. 4a, if V.=D,, 6,=Q; if V,=5,, 6=P. Therefore the first three key letters are now
resolved as SYP or SUP; SYP is quickly discarded, and SUP should be followed by an E, I (less likely),
P, or R, suggesting words such as SUPERIOR, SUPPORT, or SUPREME. A quick check on the message
establishes that, with 6,=R, the fourth word deciphers to AT,. Proceeding in this fashion, we are able
to recover the key and simultaneously the plain text in record time.

11 wSECRE
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(3) In cases wherein the cipher component has been constructed in some systematic manner, analysis
of its derivation will make possible recovery of the component in its entirety after a sufficient number of
values has already been placed correctly.® What constitutes ‘“‘a sufficient number of values” depends
upon the type of construction of the component, as well as the vagaries of the particular situation at
hand. Taking for example the cipher component as established in Fig. 35,

SHBPIN. . .M.RGTUK.Y.Q. . .VCOD.,

we observe the digraphic fragments BP and GT. If these are a part of a transposition-mixed sequence,
the mechanics of the system would indicate that the fragments are part of the diagram B . . . G,
PQRST
which means that three of the letters CDEF lie in order between B and G, and that directly above them
are the letters composing the key word for the transposition matrix. However, since R immediately
precedes the G in the sequence, it appears that R is part of the key word and not part of the remaining
HYDR
alphabetic portion. Thus the fragmentary matrix B . . G can be reconstructed, from which, with but
PQST
little imagination, the key word HYDRAULIC may be seen emerging, so that the entire component is
derivable from the following diagram:

SR N
O | ©
nmoQ
H Qw3
< G
=xRam
HNECOO
NZH o

[ 2 e R, V]

d. By means of the foregoing methods, we can establish that the primary components are the
following:

P: ABCDEFGHIJKLMNOPQRSTUVWIXYZ
C: AJVCODFSHBPINZLMXRGTUKWYERQ
The complete message and the specific key are given below:
S U P R E M E C 0 U
ENEMY FORCE ESTIMATED AT ONE DIVISION OF INFANTRY AND TWO
IVITD QHIWE LVCGWPCLZ RP NIV GYPYSYCV NC IXHCXWUJ ORS ZXH
R T 0 F T H E U (NITED STATES)

BATTALIONS OF ARTILLERY MOVING WEST OF NEWTON JUNCTION
GRPPRVQDOB SE OKYNMMHKV GUJLTN MYIN WZ IVURNI CLSWZVHS

Now that the components have become known sequences, the solution of subsequent messages en-
ciphered with these components but with different specific keys is a simple matter, involving only a
conversion of the cipher letters into their plain-component equivalents and a completion of the plain-
component sequence. This point required re-emphasizing because in actual operational problems it is
frequently forgotten.

e. The example in subpar. 4 involved a case of direct symmetry of position. If both the plain and
the cipher components had involved mixed sequences, indirect symmetry of position would have

9 For a treatment of the cryptographic mechanics of systematically mixed sequences and their cryptanalytic recovery,
see par. 51 (on pp. 86-90) of Military Cryptanalytics, Part I.
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applied.! As an example of such a case, let us suppose that the cipher text of the message in question
had been different, and that the sequence reconstruction matrix in Fig. 3¢ had been the following:

gABCDEFGHIJKLMNOPQRSTUVWXYZ

1 H UL 0

2 J P YD U I

3IR C L U MN QS

4,0 W S Q N C K
FIGURE 5

(1) We observe the proportion AR (81, 3-1)=ON (#-15, 3-15) which is duplicated in AR (#-1,
§-18) =ON (4-1, 4-18) ;! this is indicative that symmetry extends to the & line, and therefore that the
plain and cipher components are identical sequences. Consequently, we are able to chain to the @ line,
deriving the following sets of partial chains:

g-1 EH MU NL YO

g-2 0DJ VIP NY SU

-3 AR BC ILU ONM TSAQ
-4 A0 EW IS LQ RN TC YK

(2) We note that the fragmentary chains ONM and TSQ of the #-3 set appear to be parts of a keyword-
mixed sequence in reverse; so, proceeding with the graphical method 2 of indirect symmetry, we assign
to these chains the notation —, and then we arbitrarily assign the notation | to the #-2 chains. The
four sets of fragmentary chains will then be amalgamated into the diagram shown in Fig. 7a, below.

CB 12 3 4 5 6 7 8 9 1011 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26
QSTYV JKMNOPQSTV.
ULI YDRAULTICBEB
KMNOP JKMNOPQSTYV
YDRA
J
FIGURE Ta Figure 7b

This diagram may then be expanded into that shown in Fig. 7b, consisting of the integration of two
major chains tied together by the vertical VIP relationship.

(3) Now noting in Fig. 7b the sequence VCS on a diagonal and the letters S.V in the top row, we
realize that the distance V to C when measured on the primary component should be 12, i.e., one-half
of the distance (24) between V and S on the top row. Consequently, we may place the C at a position
12 spaces to the right of the V, which permits us to expand our diagram into the following:

1 2
JKM .YDRAULI(B

< 2
DO

f‘)lll121314151617181920212223242526
U
N

7
Q
A
M

A Yo

TV

Ficure 7¢

(4) The fragmentary chains EH and EW in Fig. 6 could have been placed in their proper positions
earlier in Figs. 7a—c; however, in order to illustrate a point, we have delayed their amalgamation until
now. We note that the 8-1 chains in Fig. 6 are at a decimation of —10 in the sequence in Fig. 7¢; there
is only one possible placement of the letters E and H at this interval, which then fixes the position of the

10 Cf. Chapter VI, Military Cryptanalytics, Part 11.
1 This notation has been discussed in footnote 2 on p. 92, Military Cryptanalytics, Part I1.

12 Cf, par. 46, Military Cryptanalytics, Part I1].
13 —SECRET
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last unused letter, W, the placement of which heretofore could have been ambiguous. These letters fit
into the reconstructed sequence as follows:

JKMNOPQSTVW.,  HYDRAULICBE

Tt is a pleasure to use, without encountering a risk of cavilation the word “obvious” ¥ as regards the
positions of the missing letters:

JKMNOPQSTVWXZHYDRAULICBETFG

f. The immediately preceding example treated a case of identical sequences proceeding in the same
direction for the plain and cipher components. If the cipher component had run in the reverse direction,
or if the components had been two different [unknown] mixed sequences, indirect symmetry would still
have applied, with the exception (and a very important exception indeed) that chains to the @ line
would have been excluded, all chaining being done within the matrix. This prohibition would result in
the situation that not only would a single short message encrypted in such a system be well-nigh unsolv-
able, but that even if we had a long message or & small volume of traffic, it would probably be necessary
to make a fairly large number of assumptions, all correct, before there would be enough data available
to permit their manipulation and exploitation by indirect symmetry.

g- Now that we have understood the details of solution of cases wherein the true word lengths have
been preserved, we will take up the situation wherein the cipher text has been transmitted in its usual
form of 5-letter groups.

(1) Let us suppose that we have a number of messages, all of which are known to have been en-
ciphered monoalphabetically by word lengths with the same pair of unknown primary mixed components
and (although this is not a vital consideration) in the same message key." Five messages have been
selected from the aggregate because of the presence of polygraphic repetitions between them; the begin-
nings of these messages are shown in Fig. 8a, below:

I.GKBSA MKUHQ PJCGX XKLJHK CFVTY

2 ALEJQ AKGLY LWHRH CDHKU VBVPYV
3. STTJU MAMKU ZIUVS VNRLZ OKLZP

4 LKQAM GIJEU MGPJC GKKLJ HBEKYV

55 BKJUA IESAA SBRHS LYLWH HQYETP

Figure 8a

13 The reader is reminded of the pithy anecdote on the word ‘“‘obvious’ quoted in footnote 11 on p. 6 of Military
Cryptanalytics, Part I.

“If this latter fact had not been known, it could have been conjectured, from an examination of the I.C.’s of groups
of columns, that the same message key was used for all the messages. In the particular example in Fig. 8a, the I1.C. of
the first 5 columns (taken collectively) is 1.56, while that of the first 10 is 1.76, and thereafter the I.C. drops off very
rapidly even though we are adding more data to our distribution for evaluation. The grouped I.C.’s for the first N columns
are summarized in the diagram below: o B

. N I.C. N 1.C.
5 1. 56 12 1. 53

6 1. 55 15 1. 33

8 1.73 20 1. 37

io 1.76 25 1. 24

The reason for the low I.C.’s of the first 5 and the first 6 columns is that the sample was insufficient to portray what we
expect of English plain text; on the other hand, the reason for the high 1.C.'s of the first 8 and the first 10 columns is
that the beginning words of these messages probably exceed the average length (5.2 letters) of all English words.
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(2) The 5-letter and 9-letter repetitions have the length and idiomorphic patterns of ENEMY and
ARTILLERY, respectively. Taking into account that the average word length in telegraphic English
plain text is 5.2 letters, it appears that both of these words were probably enciphered by the third letter
of the message key,” although the relative numerical identity of the particular alphabet is really of no
concern to us at the moment. On the basis of the idiomorphic beginning, Message No. 3 could start
with the word AMMUNITION, making the 4-letter repetition TION which is cryptolinguistically titillating;
the first word of Message No. 1, LOCATION, comes immediately thereafter, which is followed by
COUNTERATTACK at the beginning of Message No. 5, HOSTILE at the beginning of Message No. 4, and
THRUST at the beginning of Message No. 2. From the solution of the first three words of these five
messages, and with the concurrent exploitation of the direct symmetry manifested, the primary cipher
component is established as

SHBPI .ZLM.RGTUKWYEQAJVC . .DF

(3) The key letters (under A,) of the first three alphabets are S, U, and P. The rest of the solution
proceeds either by the generatrix method as outlined in subpar. 11¢(1), or by analysis of the key as
illustrated in subpar. 11¢(2). The complete texts of the message beginnings are shown in Fig. 8b, below:

1. GKBSA MKUIHQ PJCGK KLJHIK CFVRT.
LOCAT ION|OF| AR IL LERYE MPLAC
2. ALEJQ AIKGILY LWHIRH CDHKU{ VBVPV.
THRUS T/BYYEN EMYAR MORED| ELEME
3. STTJU MAMKU| ZIUVS| VNRLZ OKLZ|P.
AMMUN ITION TRAIN SCHED ULEDIT
4. LKQAM GI|IJEU MGIPJC GKKLJ HIBEKYV.
HOSTI LE[HEA VYART ILLER Y|SHEL
5 BKJUA ITESAA SBRIHS|]LYLWHI HQYEZ|.
COUNT ERATT ACKION ENEMY RIGHT
Figure 8b

(4) It may be seen from the foregoing example that the general theory of idiomorphic attack and
the probable-word method remains the same for 5-letter texts as it is for text divided into bona fide word
lengths; only the details of the execution differ. Where a small volume of homogeneous traffic is at hand,
and something is known about the correspondents and the nature of the messages, solution should pose
no problems (other than usual eryptanalytic headaches concomitant with operational situations of
minor systems in which only a few messages are available).

12. Solution by means of isomorphs.—a. The phenomenon of isomorphism and an illustration of
the exploitation of isomorphs in cipher text were covered in the previous volume.' In practical crypt-
analysis the phenomena of isomorphism afford a constantly astonishing source of clues and aids in
solution. The alert cryptanalyst is always on the lookout for situations in which he can take advantage
of these phenomena, for they are among the most interesting and most important in cryptanalytics.

5 We have already noted that the common plain-cipher equivalencies E,=L, and Y,=H, in the two words establish

the fact that these words were enciphered by the same alphabet.
18 Cf, par. 71, Military Cryptanalylics, Part 11.
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b. Let us consider the case of word-length encipherment involving an unknown pair of primary
components, the cipher text being transmitted in the customary 5-letter groups. The following crypto-

gram is available for study:

LHJJT YZLDX ZHYPH ZFOCX LIMDF GOOBD
PFQXX QGYJP RXGJG LTSRM KSPGZ ZIJFP
KEFGJ IMKHX WIYDC CTAUE EDTFK HUNFZ
HSGRG EGJKL IBWXW DVBBO WTDXS TVWMT
FBDJZ IYZBE XXXXX

¢. There are no long polygraphic repetitions in evidence. An isomorphic search,”” however, uncovers
several isomorphic sequences indicated by the dotted lines above; these are grouped into the following
two sets of isomorphs:

Set “A” Set “B”
(@ LHJJTYZLDXZHY % DFGOOBD
@8 PGZZIJFPKEFGUJ () TAUEEDT
) DVBBOWTDXSTVW

If these isomorphs are causal isomorphs, i.e., isomorphs produced by the different encryptions of identical
plaintext sequences, then the relationships between corresponding letters of the isomorphs reflect the
relationships between different juxtapositions or slides of a cipher component against a plain component;
these relationships, latent in the isomorphs, may be made patent through the mechanics of indirect
symmetry.

d. The partial chains derivable from these isomorphs are given below:

a-f: LP HG YJZF TI DK XE

avy: LDXS HV JB ZTO0O YW

6~: PD GV ZB I0 JW FT KX ES
-~ BDT FA GU OE

Using the graphical method of indirect symmetry, these partial chains may be amalgamated into the

diagrams shown in Figs. 9¢ and b, below. We note in Fig. 9a the |1 relationship of the letters XZ, ST,
2

OP, and EF, and conclude that the cipher component must be a keyword-mixed sequence. We now

expand the diagram of Fig. 9a by placing the W in position diagonally ahead of the XZ, and we duplicate

the remaining letters in their proper position with respect to the W just placed a moment before; this

YW YW YW
. . . HW)
J B JB YW JB_YW.
LDXS HV L DS LD®S G
ZTO . @)T0JB @To0JBU
PKE G PKELDXS PKELDXS
FI U FI ZTO FI ZTO
A Fieums 0b A PKE A PKE
Ficure 9a FI FI
A A
FiGgure 9¢ Fieure 94

17 For a systematic method of searching for isomorphs, see footnote 7 on p.
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is shown in Fig. 9¢. This facilitates placing the diagram of Fig. 95 into the array (on the basis of the VWXZ
~ diagonal), resulting in the final diagram shown in Fig. 9d. From this latter figure, the original cipher
component, minus 5 letters, may be chained out:

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26
BEFGJK. .OP.STVWXZHYD.AULTI.
Our old friend HYDRAULIC.

e. We have the sequence for the cipher component, but now what? We could assume the plain
component to be the normal sequence, direct and then reversed, and we could convert the first few
cipher letters into their plain-component equivalents on these hypotheses and then complete the plain-
component sequence; if we are correct in our assumption, a plaintext word would be revealed on one
generatrix, another word on a different generatrix, etc. We could also assume the plain component to be
the same as the cipher, in the same or in the reverse direction, and we could complete the plain-com-
ponent sequence accordingly. All of these attempts fail, so it means that we are faced with a plain
component of unknown composition. We have the cipher component at hand, it is true, but unless we
know or can dedute the motion of the cipher component,'® it will be impossible for us to convert the cipher
text into monoalphabetic terms; in other words, the original cipher is already reduced as far as it will go.
Plaintext assumptions are now an absolute necessity.

f. It can be seen by referring to the two sets of isomorphs in sub-par. ¢ that Set ‘A’ has the com-
plete idiomorphic pattern for COMMUNICATION, and that Set ‘‘B’’ has the idiomorphic pattern contained
in ARTILLERY. If the now known cipher component is set down and the plaintext equivalents for the
first occurrences of the assumed COMMUNICATION and ARTILLERY are recorded in the rows labelled
P, and P, of the diagram below, direct symmetry of position will of course apply, provided that there

C: HYDRAULICBEFGJKMNOPQSTVWIX?Z
P, ONA c M U TI
P, R E TI A LY

is a tie-in letter between the sequences; there happen to be three such letters, so that the plain com-
ponent may be expanded as follows:

ONA.LYC..... . . M.R.....UE.TI

Since there are manifested the phenomena of a keyword-mixed sequence in the plain component, we may
further expand the sequence into the following:

ONA . LYCDFGHJKM.R.....UE.TI

If the key word for the sequence cannot be guessed from this partial sequence, we might finish the solu-
tion by a modification of the method indicated in subpar. 11¢(1), with the difference that, in this case,
not only will some of the cipher letters not have plain-component equivalents, but also that the plain
component itself will have gaps in its sequence in the plain-component completion diagram. After the
key word (QUESTIONABLY) for the plain component has been recovered, the solution can be completed
by the generatrix method, keeping in mind the reconstruction of the message key as a means of quick

18 See in this connection subpar. 71d on p. 175 of Military Crypianalytics, Part I1.
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analysis after a few letters of the key have been derived. The complete decipherment of the message
is shown below:

S T R I
LHJJT YZLDX ZHY|IPH ZF|IOCX LIMDF GOOBD
COMMU NICAT IONIWI THIFIR STIART ILLER
K E W H I L
PIFQXX|QG|YJP RXGJ|G LTSRIM KS|IPGZ ZIJFP
YIWNILL BETHR OUGHIC ORPS|A NDICOM MUNTIC
E T H E
KEFGJ| IMKHIX WIYDC|ICTAUE EDTF|IK HUNF2Z
ATION WITH|S ECOND|ARTIL LERY|IT HROUG
I R 0 N I
HISGRG EGJK|IL IBWIXW DVBBO WTDXS TVWMT
HIDIVI SION|S TOPINOJCOMMU NICAT IONAF
S
FBDJZ IYZBE X{XXXX
TERIMI DNIGH T
Figurg 10

The key for the message, under Q, as the index letter, is "STRIKE WHILE THE IRON IS .
(HOT? )" 1o

g. In connection with the solution of the problem in this paragraph, let us take a closer look at the
isomorphs listed in subpar. ¢. These are given below, together with their plaintext equivalents:

Set, f{A’J Set (lB”
COMMUNTICATTIGON (A)RT ILLER(Y)
() LHJJTYZLDXZHY ) DFGOOBD
) PGZZIJFPKEFGUJ (¢) TAUEEDT
(y) DVBBOWTDXSTVW

In case it had escaped attention before, note the ciphertext fragments XZHY, EFGJ, and STVW at the ends
of the isomorphs of Set ““A”. These three tetragraphs, transparent in the cipher text, are actually frag-
ments of the keyword-mixed sequence constituting the cipher component. The reason for their presence
is not hard to find: the plaintext equivalent of the isomorphs ended with TION and the letters TION
happened to be a fragment of the keyword-mixed sequence constituting the plain component. (Note
also, from Set “B”, that AU must also be in sequence in the cipher component.) This information would
have been of assistance to us in the chaining process pursued in subpar. d; for pedagogical reasons,
however, we delayed drawing attention to this situation until now. Needless to say, this situation or a
recognizable variation of it could be of considerable assistance in the solution of a difficult problem of
only a few messages in actual operations.

k. One more very important facet of isomorphism should be discussed at this point. Let us suppose
that we have recovered the cipher component of the message under study through the exploitation of
isomorphs as just demonstrated ; but let us suppose that the two plaintext assumptions (COMMUNICATION
and ARTILLERY) were insufficient to disclose enough of the sequence for the plain component to permit
its facile recovery.” Additional plaintext assumptions are necessary, but we seem to have milked the

19 Hot.
20 This would be the case if the plain component were not a keyword-mixed sequence but were, let us say, a trans-

position-mixed sequence.
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cipher text dry with the two cribs we have already placed. The problem confronting us is how to make

further “educated guesses” that might display a trace (or more, we hope) of erudition.
i. Since the cipher component has become a known sequence, let us set it down, numbering its

elements serially from 1 to 26, as follows:
1 2 3 4 5 6 7 8 9 1011 12 13 14 15 16 17 18 19 20 21 22 23 2¢ 25 26

HYDRAULICBEFGJKMNOPQSTVWX?Z

Let us first replace the letters of the cipher text by their numerical equivalents according to ‘nhe
HYDRAULIC sequence. We will then take a delta or lateral difference stream * from these numerical

" values, by subtracting each number from the following one;* however, instead of recording the numerical

difference, we will record the literal equivalent of this numerical difference according to the HYDRAULIC
sequence above. The result of this process is shown in Fig. 11, below:

LHJJT YZLDX ZHYPH ZFOCX LIMDF GOOBD
7 1 M4 M4 2 2 2 7 3 25 2 1 2 19 1 261218 9 2 7 8 16 3 12 13 18 18 10 3
QGZTI UWLTT HHHNI XFUNM IHIGC HAZOPﬁ‘
PFQXX QGYJP RXGJG LTSRM KSPGZ ZIJFP
19 12 20 25 25 20 13 2 14 19 4 2 13 14 13 7 22 21 4 16 15 21 19 13 26 26 B 14 12 19
‘_!PIAZ SPKFA ESJHX QKXCF XUWQG ZTUWL,
KEFGJ IMKHX WIYDC CTAUE EDTFK HUNF?Z
15 11 12 13 14 8 16 15 1 25 24 8 2 3 9 9 22 5 6 11 11 3 221215 1 6 17 12 2
'TTHHH QIXFW XBQHU ZGCHA ZOPMD FAESJ
HSGRG EGJKL IBWXW DVBBO WTDXS TVWMT
1 21 134 13 11 13 14 15 7 8 10 24 25 24 3 23 10 10 18 24 22 3 25 21 22 23 24 16 22
‘_ﬁQONC WYHHO HYJHX AQGZI UWLTT HHHOU
FBDJZ IYZBE XXXXX
12 10 8 14 26 8 2 26 10 11 25 25 25 25 25
MWPEF IQWBH JZZZ2Z
Ficurek 11

5

j: We can see, by comparing Fig. 11 with the original plain text as given in Fig. 10, that the delta
strearn has revealed all of the polygraphic repetitions of trigraphs or better in the underlying plain text.?
Note the IXF repetition in the delta stream, which means that the ciphertext sequences PHZF and
IMKH must represent the same plain text (probably the word WITH, since it is a four-letter repetition
following COMMUNICATION); the PHZF and IMKH sequences are actually isomorphic, but we were unable
to recognize them as such until now. Also note the delta repetition FAESJH, which means that the
ciphertext sequences YJPRXGJ and KHUNFZH (an isomorphic pair whose isomorphism we were unable to
trust before, because of a lack of sufficient corroborative values in the isomorphic repetition pattern)
must represent the same plain text (in this case, the assumption of the word THROUGH would be per-
mitted). Note further the HH digraphic fragment in the delta stream, which means that GJK, must
represent ION, (from COMMUNICATION); since this is not preceded by T, the assumption of S, and there-
fore DIVISION is encouraged. With these plaintext values and those which follow as a direct result
of our analysis thus far, it would be a simple matter to reconstruct the plain component almost in toto
and the plain text of the message in its entirety.

13. Additional remarks.—a. One of the practical difficulties in employing systems in which the
keying process shifts according to word lengths is that in handling such a message the deciphering clerk
is often not exactly certain when the termination of a word has been reached, which results in the loss
of time and effort. For instance, in deciphering a word such as INFORM, the clerk would not know whether
he now has the complete word and should shift to the next key letter or not; the word might be INFORMS,

2t The application of delta stream techniques to the solution of digital cipher systems has been illustrated in Chapters
XI and XII of Military Cryptanalytics, Part 11.

2 In this process, subtraction is performed mod 26: i.e., if we are to subtract a large number from a smaller, we add
26 to the smaller before subtraction. For example, 1-7=(1426) —7=20=Q in the scale above. 26 is equivalent to @
in this modulus, so that 14—14=0=7.

28 The plaintext repetitions are foreshortened by one letter in the delta stream; e.g., COMMUNICATION, a 13-letter
word, appears as a 12-letter sequence in the delta stream.
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INFORMED, INFORMING, INFORMAL , INFORMATION, etc. The past tense of verbs, the plural of nouns,
and terminations of various sorts capable of being added to word roots would give rise to difficulties,
and the latter would be especially troublesome if the messages contained a few telegraphic errors to
boot. Consequently, word separators are often adopted to circumvent this source of trouble.?* These
separators usually consist of an infrequent letter, such as X, or Q,, which is placed after every word of
the plain text and is encrypted along with the rest of the message.?

(1) When word separators are employed and this fact is once suspected or discovered, their presence
is of as much aid to the cryptanalyst in his solution as it is to the clerks who are to decipher the mes-
sages. As an example, let us study the following cryptogram:

IWJIR NPTXS FIWCM SDFEW SBLXQ LBHFL TYIFD UVLUL JRLYG HRZYI
FMZXD GRMCR SWPTX SFIWC KAMWZ XLXWQ BAARN FLTVQ AMQDZ LVUQK
GQZZ0 IHMIR OLOMI DXZFG PLKIS CAHQZ MGNWX BTIYQ BDLTP NPQUD
LYLGU FINSX LOHZA SXAFD XTFIZ PJXMM QDCPE WYIBZ QGHBH RXDTX
IO0LU IKVGC MGITZ HWDRG GIWMY RZWNP FDCEM YFASY PJWHX JZGWW
XFQX0O TMCNA UUEJJ IKVGH RZYIP MWIDL RDCWI PGAQC SACWP

Collateral information indicates that the cryptosystem involves monoalphabetic encipherment by word
lengths, a word separator being used to signal the change to a new key letter; the key letters themselves
form a plaintext word as a mnemonic key.

(2) If the encipherment is by word lengths and a word separator is used, the average length of words
should be 6.2 letters. Since a key word is used to control the selection of alphabets, if a polygraphic
repetition of significant length is present in the cipher text, the interval between the first and second
occurrences should give a fair indication of the length of the key, unless there are repeated letters in the
key and these polygraphic repetitions happen to be produced by identical key letters in different posi-
tions in the key word. We note the 8-letter repetition PTXSFIWC at an interval of 56 letters; this would

seem to indicate that the key word is % or 9 letters long, give or take a letter. Since there is another

polygraphic repetition present, GHRZYI at an interval of 224 letters, the division % =36=4 X9 furnishes
corroboration of the length of the key word, and dispels fears that these repetitions may have been
produced by identical key letters in different positions in the key word.

(3) When word separators have been used, the first and last letters of long polygraphic repetitions
are most likely to be word separators;? consequently, in the case of the first repeated sequence,
PTXSFIWC (representing either the second or third word of the message), P, and C. should represent
the word separators. Now if the cipher text of the message is written out in lines of 50-60 letters or so
using the repeated sequence PTXSFIWC as a sort of base, we might be able to pick out the successive
word separators; this is shown in the diagram below:

IwJ IRNPTXSFIWCMSDFEWSBLX LBHFLTYIFDYVLULJRLYGHRZYIFMZXD

T~

GRMCRSWPTXSFIWCKAMWZXLXW BAARNF‘LTVQAMQDZLVUQKGQZZOIHMIROLOMID

XZFGPLKISCAHQZMGNWXBTIYQBDLTPNPQUDLYLGUF INSXLOHZASXAFD
XTFIZPJXMMQDCPEWY IBZGGHBHRXDTXI0OLUIKVGCMGITZHWD
RGGIWMYRZWNPFDCEMYFASYPJWHXJZGWWXFQXOIMCNAQUE;;;RVQEBZXLPMWIQ

LRDCWIPGAQCSACHP

Ficure 12

# See the discussion on word separators in subpar. 100d of Military Cryplanalytics, Part I1.

25 Qccasionally, unenciphered word separators are encountered, there being employed for thls purpose a character not
otherwise used in the cryptographic scheme.

36 The occasional exceptions would be cases of the partial repetitions arising from pairs of words such as INFORMS
and INFORMATION, wherein the initial letters of the ciphertext repetitions would represent a word separator, but the
final letters would represent M;, the last letter of the root word.
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' Note that the next-to-last separator, I., was preferred to a preceding Z. (also a possibility as a word
. separator) because of the final letter of the GHRZYI repetition. With the word divisions now known, it

is an easy matter to make plaintext assumptions based on word lengths and idiomorphs; the rest of the
solution is left to the reader as an exercise.

(4) The foregoing example involved but a single message and a relatively short message key so that
during the encryption five complete cycles of the message key were employed; it was this re-use of the
keying sequence that permitted a solution. It is obvious that, regardless of the length of the key, if
we had five or six messages or so in the same key, we could have written them out over one another and
by careful scrutiny we could have determined the word separators much in the same fashion as was

* illustrated by the diagram of Fig. 12, above.

b. The systems thus far discussed are all based upon word-length encipherment using different
cipher alphabets. Words are markedly irregular in regard to this feature of their construction and thus
aperiodicity is imparted to such cryptograms. But variations in the method, aimed at making the
latter somewhat more secure, are possible. Instead of enciphering according to natural word lengths,
the irregular groupings of the text may be regulated by other agreements. For example, suppose that
the numerical value (in the normal sequence) of each key letter be used to control the number of letters
enciphered by the successive cipher alphabets. Depending then upon the composition of the key word
or key phrase, there would be a varying number of letters enciphered in each alphabet. If the key word
were PREPARE, for instance, then the first cipher alphabet would be used for 16 (=P) letters, the second
cipher alphabet, for 18 (=R) letters, and so on. Monoalphabetic encipherment would therefore allow
plenty of opportunity for telltale word patterns to manifest themselves in the cipher text. Once an
entering wedge is found in this manner, solution would be achieved rather rapidly.

¢. If the key of the system described in the foregoing subparagraph is short, and the message is
long, periodicity will be manifested in the cryptograms, so that it would be possible to ascertain the
length of the basic cycle (in this case, the length of the key) from a single message, despite the irregular
groupings in encipherment. The determination of the length of the cycle might, however, present dif-
ficulties in some cases, since the basic or fundamental period would not be clearly evident because of
the presence of repetitions which are not periodic in their origin. For example, suppose the word PREPARE
were used as a key, each key letter being employed to encipher a number of letters corresponding to
its numerical value in the normal sequence. It is clear that the length of the basic period, in terms of
letters, would here be the sum of the numerical values of P(=16) +R(=18)+E(=5)+4 . . ., totalling
79 letters. But because the key itself contains repeated letters and because encipherment by each key
letter is monoalphabetic, there would be plenty of cases in which the first letter P would encipher the
same or part of the same word as the second letter P, producing repetitions in the cipher text. The
same would be true as regards encipherments by the two R’s and the two E’s in this key word. Conse-
quently, the basic period of 79 would be distorted or masked by aperiodic repetitions, the intervals
between which would not be a function of, nor bear any relation to, the length of the key. Cases are
frequently encountered in which a fundamental periodicity is masked or obscured by the presence of
ciphertext repetitions not attributable to a fundamental cycle; the experienced cryptanalyst is on the
lookout for phenomena of this type, when he finds in a polyalphabetic cipher plenty of repetitions but
with no factorable constancy which leads to the disclosure of a short period. He may conclude, then,
either that the cryptosystem involves several primary periods which interact to produce a long re-
sultant period, or that it involves a fairly long fundamental cycle within which repetitions of a non-
periodic origin are present and obscure the phenomena manifested by repetitions of periodic origin.?

d. A logical extension of the principle of polyalphabetic encipherment of variable-length plaintext
groupings is the case in which these plaintext groupings rarely exceed 4 letters, so that a given cipher
alphabet is in play for only a very short time, thus breaking up what might otherwise appear as fairly
long repetitions in the cipher text.

7 See also in this connection footnote 8 on p. 26 of Military Cryptanalytics, Part I1.
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(1) For example, suppose that the letters of the alphabet to be used as key letters are arranged in
the order of their relative frequencies in English plain text, and are set off into four groups of 5, 6, 7, and
8 letters, respectively, as follows:

ETNRO AISDLH CFPUMYG WVBXQKJ Z
Group 1 Group 2 Group 3 Group 4

Suppose that a key letter in Group 1 means that one letter will be enciphered; a letter in Group 2,
that two letters will be enciphered; and so on. Suppose, next, that a rather lengthy phrase were used
as a key; for example, I KNOW NOT WHAT COURSE OTHERS MAY TAKE BUT AS FOR ME GIVE ME
LIBERTY OR GIVE ME DEATH. Suppose, finally, that each letter of the key were used to control the
number of letters to be enciphered by the selected alphabet, according to the scheme outlined above.
Such an enciphering scheme, using the HYDRAULIC . . . XZ primary cipher component sliding
against a normal plain component, would yield the following groupings:

Grouping: 2 4 11 4 111 4 2 2 1 3% 1 3 1.2 11 1 2
Key: I K NO W NOT W H A T C O UIRS EOTH
Plain: TW ENTI E THREG I M E NTHE AD QUARTER SNOWLO C AT ED
Cipher: HR PYIV S E AKYR X RZ ENAYHR SX T ZYG C WPQ Z UC G O K AR
Grouping: 11 2 3 2 3 1 2 4 104 3 1 7 3 3 1 1
Key: ERS M A Y TA K E B U TA S F OR
Plain: N E AR HEA DQ UAR T ER SOFF O RTYS ECONDREG IME N T .
Cipher: W ISF VQM IS TYP K CT LDQQ X HDIY BIQ C IT XH QWM A V

(2) Here it will be seen that any tendency for the formation of lengthy repetitions would be counter-
acted by the short groupings and quick shifting of alphabets. Before a long plaintext passage can be
enciphered by ezactly the same sequence of key letters, an interval of exactly 135 letters (the sum of
the values of the letters in the key phrase) or a multiple thereof must intervene between the two occur-
rences of the plaintext passage.”® When, however, a repeated plaintext passage is at an interval of only
one or two letters off from 135 or a multiple of 135, there can occur in the system under discussion a
phenomenon of intermittent coincidences; i.e., coincidences not among all the ciphertext letters repre-
senting the repeated plaintext passage, but among only a few of these ciphertext letters. As an example,
let us consider the following message beginnings of two messages in flush depth:

Grouping:

2 4 1 1 4 1 1 1 4 2 2 1 3 1 3 1 2 1 1 1 2
Key: I K NO W NOT W H A T C O U RS EQOTH
Msg “A”: TW ENTI E T HREG I M E NTHE AD QU ARTER SNOWLO C AT ED .
Cipher “A”: HR PYIV S E AKYR X R Z ENAY HR SX T ZYG C WPQ Z UC G O K AR
Msg “B’: FI FTYF I R STDI VI S IONH EADQ U ARTERSI SMOVING.
Cipher “A’: GM QIGQ X CMNHU F Z J UFEA AH ISMCZY T VWJ TLC U Z C L

The word HEADQUARTERS is offset one position to the right in Message “B’’ with respect to its position
in Message “A”. (This same situation would arise if the second occurrence of HEADQUARTERS in Message
“A” were at an interval of 136 letters from the first occurrence, or 271 letters, or any other multiple of
135 plus one more letter.) If we set down the cipher equivalents of the two occurrences of HEADQUARTERS
under the plain text, we have the following:

HEADQUARTERS
AYHRSXTZYGCHW
AAHISMCZYTVW

23 Note that, in the case of this particular key, two occurrences of a 14-letter plaintext passage could receive identical
encipherments at two different positions of the key at which there are identical fragments (GIVE ME) in the key phrase;
the intervals between these repeated ciphertext sequences would have nothing to do with the length of the period.
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We notice that the cipher equivalents agree only in the first, third, fifth, eighth, ninth, and twelfth

» letters. The repetitions here extend only to one or two letters; longer repetitions can occur only excep-

tionally. The two encipherments yield only occasional coincidences, i.e., places where the cipher letters
are identical; moreover, the distribution of the coincidences is quite irregular and of an intermittent
character. This phenomenon of intermittent coincidences, involving coincidences of single letters, pairs
of letters, or short sequences (rarely ever exceeding pentagraphs) is one of the characteristics of this
general class of polyalphabetic substitution, wherein the cryptograms commonly manifest what appears
to be disturbed or distorted periodicity. _

e. As has already been noted, in aperiodic systems wherein the key is determined or generated
apart from the plain text being enciphered (as is the case of the example in the foregoing subparagraph),
cryptographic depth is possible; therefore the analyst may be able, if keying conditions permit, to super-
impose messages and solve the resultant superimposition. On the other hand, in systems wherein the
plain or cipher text influences or governs in any way the selection of keys, cryptographic depth is usually
impossible of establishment, except in very special circumstances.

f. The essence of the systems described in this chapter really comprises monoalphabetic substitution
in irregular, and usually small, segments; nevertheless, these segments were large enough to permit
of their isolation and exploitation. As the size of these segments decreases, ultimately to units of single

letters, so does the difficulty of solution increase—but not beyond the potentials of cryptanalysis, as
will shortly be demonstrated.
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14, General,—a. The systems treated in the preceding chapter incorporated simple methods of
eliminating or avoiding periodicity by enciphering variable-length groupings of the plain text, using
constant-length keying units; the essence of those systems was really monoalphabetic encipherment by
sections,! the sections comprising irregular-length plaintext groupings. In subpar. 2a, however, it was
pointed out that periodicity can also be suppressed by applying variable-length keying units to constant-
length plaintext groupings; the essence of such systems is polyalphabetic substitution applied to the
plaintext units (usually single letters). One such method consists in irregularly interrupting the keying
sequence, if the latter is of a limited or fixed length, and recommencing it (from its initial point) after
such interruption, so that the keying sequence becomes equivalent to a series of keys of different lengths.
Thus, the key phrase BUSINESS MACHINES might be expanded, by a particular keying convention,
into a series of irregular-length keying sequences, such as BUSI /BUSINE/BU/BUSINESSM/BUSINESSMAC,
etc. Various schemes or prearrangements for determining the type or character of the interruptions
may be adopted. Several typical methods will now be described.

b. There are many methods of interrupting a keying sequence which is basically cyclic and which
therefore would give rise to periodicity if not interferred with in some way. These methods may, however,
be classified into six general cases as regards what happens after the interruption occurs.?

Case I: The keying sequence merely stops and begins again at the initial point of the cycle.

Case 1I: Certain elements of the keying sequence may ‘“‘stutter’” or be repeated a fixed or a
variable number of times.

Case III: One or more of the elements in the keying sequence may be omitted from time to
time irregularly.

Case IV: The keying sequence irregularly alternates in its direction of progression.?

Case V: The keying sequence irregularly alternates in its direction of progression, and, in
addition, certain elements of the keying sequence may be repeated one or more
times. )

Case VI: The keying sequence irregularly alternates in its direction of progression, and, in
addition, one or more of the elements in the keying sequence are omitted from time
to time irregularly.

¢. The foregoing methods may, for clarity, be represented graphically as follows. Suppose the key
consists of a cyclic sequence of 10 elements represented symbolically by the series of numbers 1, 2, 3,
. . . 0. Indicating an interruption by a vertical line,* we show in Fig. 13, below, the relationship between

1 See in this connection subpar. 84b(1) on p. 220 of Mzilitary Cryptanalytics, Parl I.

* In addition to these cases, a “septimum quid'’ could be listed, as a catchall for “everything else,’”” which includes
progressions so irregular as to defy classification.

3 It is to be noted that this fourth case could be treated as though it were a special form (with irregularly occurring
small or large skips) of the third case.

¢ What spectfically brings about the interruption is here not stated, nor for that matter does it concern us at the
moment. Suffice it to say that, whatever the cause of the interruption, it is not a function of the plain or of the cipher
text, but is in this case predetermined by an external convention with steps 3, 1,6, 7,5, 8,2, 4,9 . . .
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the letter at each position of the message and the identity of the element of the keying sequence in the
six general cases discussed above.

Letter No.

1 2 3 4 5 6 7 8 9 1011 12 13 14 15 16 17 18 19 20 21 22 23 24 25
Key elements, Case I: 1 2 3{1/1 23 456|1234567|]12345|123
Key elements, Case II: 1 2 3(3|3 4567 8/8901234/45678|890
Key elements, Case III: 1 2 3{5{7 89 012/4567890(]23456(890
Key elements, Case IV: 1 2 3(2(3 4567 8|/7654321{23 456|543
Key elements, Case V: 1 2 3|3|3 4567 8|876543223456|(654
Key elements, Case VI: 1 2 3|5|789012/4321098{01234|654

Letter No. 26 27 25 20 30 31 32 33 34 35 36 37 35 39 40 41 42 43 44 45 46 47 48 49 5
Key elements, Case I: 4 56 7 8|1 2|1 23 4|1 23 456789|12345.
Key elements, Case II: 1 2 3 45|56|/6789/901234567|78901 .
Key elements, Case II1: 1 2 3 4 5|7 8/01 2 35667890123 /56789.
Key elements, Case IV: 2 1 09 8/90/9876(789012345(43210.
Key elements, Case V: 3 21 09(90/0987(789012345(54321.
Key elements, Case VI: 3 21 09|12(4321|345678901{321009.

Ficure 13

Note that in Cases I1I and VI the amount of skip is here portrayed as being constant. This is not a
necessary condition in these keying methods; the amount of skip could have consisted of irregular
jumps as established by the keying convention employed.

d. If we knew just when the interruptions take place, and if we also knew the exact nature of the
effect of each interruption,® then the successive ciphertext sections of encrypted messages in the fore-
going six cases could be properly superimposed so as to be in true cryptographic depth. In the diagrams
below, the digits in the top line represent the ten keying elements, while the numbers 1-50 underneath
this line represent the positional identities of the first 50 ciphertext letters.

1l 2 3 4 5 6 _7 8 9 ¢
(1 2 3)
(4)
(5 6 7 8 9 10)
(11 12 13 14 15 16 17)
(18 19 20 21 22)
Case I (23 24 25 26 27 28 29 30)
(31 32)
(33 34 35 36)
(37 38 39 40 41 42 43 44 45)
(46 47 48 50 .

1l 2 3 4 5 6 T 8 9 @

(1 2 3)
(4)
(5 6 7 8 9 10)
—>14 15 16 17) (11 12 13—
(18 19 20 21 22)
Case 1l —>26 27 28 29 30) (23 24 25—
(31 32)

(33 34 35 36)
—39 40 41 42 43 44 45) (37 38—
—-50 . . . (46 47 48 49—

8 These two points could have been determined either through physical compromise of a cipher machine incorporating
such principles, or through the analytical compromise of a cryptosystem.
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1 3 4 5 6 7 8 9 @
(1 2 3 (4) (5 6 7 8->
— 9 10) (11 12 13 14 15 16 17)
Case III (18 19 20 21 22) (23 24 25—
—26 27 28 29 30) (31 32) (33—
—34 35 36) (37 38 39 40 41 42—
—43 44 45) (46 47 48 49 50 .
1 2 3 4 5 6 7T 8 9 ¢
(1 2 3
(4) (5 6 7 8 9 10)
(17 16 15 14 13 12 11)
(18 19 20 21 22)
Case IV —27 26 25 24 23) (30 29 28—
(31 32)
(36 35 34 33)
—41 42 43 44 45) (37 38 49 40—
—49 48 47 46) . 50«
1 2 3 4 5 6 7 8 9 ¢
(L 2 3
(4)
(5 6 7 8 9 10)
(17 16 15 14 13 12 11)
(18 19 20 21 22)
Case V —28 27 26 25 24 23) (30 29«
(31 32)
(36 35 34 33)
—41 42 43 44 45) (37 38 39 40—
. 50 49 48 47 46)
1 2 3 4 5 6 7T 8 9 ¢
(L 2 3) (4)
— 9 10) (5 6 7 8-
—l4 13 12 11) (17 16 15«
—19 20 21 22) (18—
Case VI —28 27 26 25 24 23) (30 29—
(31 32)
(36 35 34 33)
—45) (37 38 39 40 41 42 43 44—
—48 47 46) . 50 49—

Obviously, if we did not know when or how the interruptions take place, then the successive sections of
keying elements cannot be superimposed as indicated above.

e. The interruption of the fundamental cyclic keying sequence usuaily takes place according to
some prearranged plan or convention. The identity of the plaintext letters being enciphered might be
involved in the determination of the interruption (as in plaintext interruptor systems); ¢ or the identity
of the ciphertext letters might be a factor (as in ciphertext interruptor systems); or, finally, the inter-
ruption of the fundamental cyclic keying sequence might be predicated upon a separate convention,

® In the Wheatstone cipher device the interruption of the keying sequence of the 26 cipher alphabets used in sequen-
tial progression is predicated upon the relative position in the plain component of a plaintext letter with respect to
the position (in the plain component) occupied by the next plaintext letter to be encrypted. (See Chapter VIII in this

connection.)
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mechanism, or prearrangement, without regard to the plain text or the cipher text. Some basic methods
of interruption will now be taken up, using a short mnemonic key as an example.

15. Plaintext interruptor systems.—a. Suppose the correspondents agree that the interruption in
the key will take place after the occurrence of a specified letter in the plain text, after which the key
begins anew at its initial position.” Since there is nothing fixed about the time the interruption will
occur—it will take place at no fixed intervals—not only does the interruption become quite irregular,
following no pattern, but also the method never reverts to one having periodicity. Let us assume that
the correspondents have agreed upon R, as the interruptor letter, and that they are using the normal
sequence for the plain component and the HYDRAULIC . . . XZ sequence for the cipher component.
If the mnemonic key phrase is BUSINESS MACHINES, this key would be interrupted by the occurrences
of R, as in the following example:

Key: BUSINESSMACHIBUSBUSIBUSINE

Plain: AMMUNITIONFORFIRSTARTILLER

Cipher: BOLYRPJDROJKXKJFYXSXDJUPSY

-Key: BUSINESSMACHINESBUBUSINESSMACHTI
Plain: YWILLBELOADEDAFTERAMMUNITIONFOR
Cipher: I YDPYFXURAFAENMJJVBOLYRPJDROJKX
Key: BUSIBUSBUSINEBUSIN

Plaim: THIRDARTILLERYSTOP.

Cipher: DGDXGUFDJUPSYIWJTU

The final cipher text, in groups of five letters, would be the following:

BOLYR PJDRO JKXKJ FYXSX DJUPS YIYDP
YFXUR AFAEN MJJVEB OLYRP JDROJ KXDGD
XGUFD JUPSY IWJTU.

It will be noted that the two long polygraphic repetitions are at intervals of 44 and 34, respectively,
which intervals have nothing in common with 16, the length of the basic, uninterrupted period.

b. Instead of employing an ordinary plaintext letter as the interruptor letter, one might use a 25-letter
plain component, combining I with J, and then use the 26th character (J) as a null plaintext letter
which is inserted at random by the encipherer to serve as the interruptor letter. Note the following
example:

Key: BUSINESSMABUSINESSMACHINESBUSBUS
Plain: P R OC DTOJROADIUNCTIONSIXTWOJFIVEJ

c. It is obvious that repetitions would be plentiful in cryptograms of this construction, regardless
of whether a letter of high-, medium-, or low-frequency is selected as the signal for key interruption.
If a letter of high frequency is chosen, repetitions will occur quite often, not only because that letter will
certainly be a part of many common words, but also because it will be followed by words that are fre-
quently repeated; and since the key starts again with each such interruption, these frequently repeated
words will be enciphered by the same sequence of cipher alphabets. This is the case in the first of the
two foregoing examples. It is clear, for instance, that every time the word ARTILLERY appears in the
cryptogram the cipher equivalents of TILLERY must be the same. If the interruptor letters were A,
instead of Ry, the repetition would include the cipher equivalents of RTILLERY; if it were T,, ILLERY,
and so on. On the other hand, if a letter of very low frequency were selected as the interruptor letter,
then the encipherment would tend to approximate that of normal periodic substitution, and repetitions

would be plentiful on that basis alone. Of course, the intervals between the repetitions in any of the

7 This is Case I of subpar. 14b.
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Zegoing cases (except perhaps that in which the plaintext interruptor is a letter of very low frequency)
~ould be markedly irregular, so that periodicity would not be manifested.
_18. Ciphertext interruptor systems.—a. In the systems of the preceding paragraph, a plaintext
Jetter serves as the interruptor letter. But now suppose the correspondents agree that the interruption
“in the key will take place immediately after a previously agreed-upon letter, say Q., occurs in the cipher
text. The key would then be interrupted as shown in the following example:

Key: BUSINESSMACHINESBUSINESSM
Plain: AMMUNITIONFORFIRSTARTILLE
Cipher: BOLYRPJDROJKXTPFYXSXBPUUQ
Key: BUSINESSMACHINBUSINESSMACHBU
Plam: RYWILLBELOADEDAFTERAMMUNITIO
Cipher: HRNMYTTXHPCRFQBEJFIELLBONQORQ
Key: BUSINESSMACHBUSINESSMA
Plams: NFORTHIRDARTILLERYSTOP.
Cipher: VECXBODFPAZQONUFICGJRAQ

~ The cipher text in 5-letter groups is as follows:
BOLYR PJDRO JKXTP FYXSX BPUUQ HRNMY
TTXHP CRFQB EJFIE LLBON QOQVE CXBOD
FPAZQ ONUFI CGJRAQ

b. In the foregoing example, there are no significant repetitions; such as do occur comprise only
digraphs, several of which are purely accidental. But the absence of significant, long repetitions is itself
purely accidental, for had the interruptor letter been a letter other than Q., then the phrase AMMUNITION
FOR (which occurs twice) might have been enciphered identically both times. If a short key is employed,
repetitions may be plentiful. For example, note the following, in which S, is the interruptor letter: ®

Key: BANDSBANDSBANDSBANDSBANBANDSBBA
Plain: FROMFOURFIVETOFQURFIFTEENWILLBE.
Cipher: K TAKZWXIIDACBNZWXITITDKWSJOGEUSEC

oH

I
D

¢. This last example gives a clue to one method of attacking this type of system. There will be
repetitions within short sections, and the interval between them will sometimes permit ascertaining the
length of the basic key. In such short sections, the letters which intervene between the repeated sequences
may be eliminated as possible interruptor letters. Thus, in the foregoing example, we can deduce that
the length of the basic key is 5 letters, and that the cipher letters A, C, B, and N may be eliminated as
interruptor letters. By extension of this principle to the letters intervening between other repetitions,
one may more-or-less quickly ascertain what ciphertext letter serves as the interruptor.®

d. The ciphertext interruptor might be a letter which is not otherwise used in the cryptographic
scheme; for example, the plain component might be a 25-letter sequence {combining I and J) and the
cipher component a 25-letter sequence excluding, let us say, Z. This letter Z may then be inserted in
appropriate places in the cipher text to signal the interruptions in the keying cycle. In some cases such
a special interruptor letter may be used in addition to a ciphertext interruptor which arises from the
bona fide encryption of a plaintext letter, as a means of insuring that interruption of the keying cycle
will take place frequently enough to suit the cryptographer or his procedures-prescribing superiors.

8 Note that the periodic repetitive phenomena manifested would also have arisen in a platniex! interruptor sys-
tem, if the interruptor had been, let us say, A,—or, for that matter, any other letter not present in the fragment FOURFI
VETOFOURFI. ’ '

% The method described in this subparagraph may also be applied in the case of plaintext interruptor systems, with
certain modifications.
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(For that matter, there is nothing to bar the use of two or more letters as interruptors in the usual
manner, in either plaintext interruptor or ciphertext interruptor systems.)

17, Systems employing externally generated or determined keys.—a. In subpars. 36 and f we have
seen two examples of keying procedures which do not depend upon conventions affiliated with identities
of plaintext or ciphertext letters, but which are established by an independent, external keying convention.
The keying methods of subpar. 3b, if modified to incorporate variable-length polyalphabetic keying units
(as contrasted with the variable-length monoalphabetic keying units illustrated in that example), could
take on a form such as the following:

S IG GNA NALS ALSIG L SI IGN GNAL NALSI A LS SIG IGNA GNALS
1 12 123 1234 12345 1 12 123 1234 12345 1 12 123 1234 12345
N AL LSI SIGN IGNAL G NA ALS LSIG SIGNA I GN NAL ALSI LSIGN
1 12 123 1234 12345 1 12 123 1234 12345 1 12 123 1234 12345
S IG GNA NALS ALSIG L SI IGN etc.

1 12 123 1234 12345 1 12 123

Similarly, the keying method of subpar. 3f, modified to embrace the aspect of variable-length poly-
alphabetic keying units, could be transformed into one of the following, among other possibilities:

(1) DE F/E/CDE F/L M N O/A B/R S T/A B/T/I J/O P Q/N 0/0 P Q/F G H I/.
(2) DEC/E/CL AR/LARA/AR/R A T/A T/T/I 0/0 N O/N 0/0 F I/F I N D/.

b. The foregoing methods have as their purpose the establishment of keys of fair length from a
short mnemonic key. There are other simple methods for accomplishing this, as illustrated in the examples
which follow. Let us consider the mnemonic key HYDRAULIC, and derive from it a numerical key:

HYDRAULTIC

4 9 3 7 1 8 6 5

We may now take the key letters in numerical-key order, and in groupings as determined by the numeri-
cal key, so that the original key of only 9 letters is expanded to one of 45 letters. Thus:

(1) A/CHDRAMYDR/ICHYD/LICHYD/RAULTICH/
ULICHYDR/YDRAULTICH/

Two other methods of deriving 45-element key sequences from the basic 9-letter key word are shown
below:

(2) HYDR/YDRAULICH/MDRARAULTIC H/A/
ULICHYD R/L I CHYD/ICHY D/C H/
(3) HYDR /H DRAULICHYDMHMYDRAUL I/
HYDRAULMYDRMHYDRAUMHY/

Method (2) is essentially the same as (1), except that the key fragments are taken in the order in which
they appear in the key word. Method (3) involves taking the successive sections of the numerical key,
these sections terminating with the successive numbers 1, 2, 3, . . . of the numerical key.!°

¢. Many other methods exist for the establishment of keys consisting of variable-length keying
units. Furthermore, some of these methods merge into the domain of methods of lengthening or extend-
ing keys in general, apart from any considerations of variable-length keying units. Several of the most
important of these methods will be discussed in subsequent chapters of this text.

18. Solution when known cipher alphabets are employed.—a. (1) Let us suppose that a particular
cryptosystem has been in use for some time, and that the general nature of the system and the cipher

19 This method is equivalent to an interrupted-key columnar transposition system. See in this connection subpar.
51k on p. 89 of Military Cryptanalytics, Part I.
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alphabets have become known, either through successful cryptanalysis or through light-fingered tech-
-niques coming under the formal term of “physical compromise,” which includes among its manifold
tachydactylurgic aspects that which has been referred to colloquially as “wastebasket cryptanalysis.” 1*
Only the specific key to messages remains unknown. The cipher text is examined for repetitions, and an
attack is made on the basis of searching for a probable word. Thus, taking the cryptogram in subpar.
15e¢ as an example (quoted here below for convenience), suppose the presence of the word ARTILLERY
is suspected.
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Attempts are made to locate this word, basing the search upon the recognition of an intelligible key;
we will assume in this case that the cipher component is the HYDRAULIC . . . XZ sequence sliding
against the normal sequence for the plain component.

.(2) Beginning with the very first letter of the message, we ]u‘(tapose the word ARTILLERY against
the clpher text and ascertain the key letters. Thus:

Key: HJQPIBFU
ClpherBOLYRPJDR
Plainn ARTILLERY

Since this ‘key” is certainly not intelligible text, the assumed word is moved one letter to the right
and the test repeated, and so on until the 19th position in the text is reached.!?

Key: SIBUSINEB
Cipher: SXDJUPSYI
Plain:. ARTILLERY

(3) The sequence BUSINE suggests BUSINESS; moreover, it is noted that the key appears to be
interrupted both times by the letter R,. The key may now be applied to the beginning of the message,
to see whether the whole key or only a portion of it has been recovered. Thus:

Key: BUSINESSBUSINES
Cipher: BOLYRPJDROJKXKJ .
Plain: AMMUNITIUMTHTIET

(4) It is obvious that BUSINESS is only a part of the key. But the first word of the message is
plainly AMMUNITION. When this is tried, the key is extended to BUSINESS MA . . . This key crib
is now slid through the rest of the cipher text and the remainder of the message is quickly deciphered
and the entire key recovered.

11 This is really not stealing. For the pure in heart, this should be thought of as conversion of raw data, and that the
parties so generously supplying these raw data are, unknowingly, cooperating in government work.

13 In actual practice, the search for the placement of the probable word would have been accomplished by means of
the following diagram (see in this connection subpar. 22d on pp. 41-42 of Military Cryptanalytics, Part II):

BOLYRPJDROJKIXK
AIBOLYRPJDROJKIXK
Rl HMEGYVFGHVWIW
T JCEZSBEXSTUT
I QTEUSTBULNL
L PIDOPLDRJR
L IDOPLDRUJR
E
R
Y




18 UsSC 798
50 USC 3024 (1)
86-36
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d. (1) Another technique, if we know or can assume the method of key interruption (e.g., a skip over
one element of the key after the occurrence of a previously designated ciphertext letter, in this case W),
involves writing out the modified cipher text of a single message on trial widths in order to see if any
cyclic properties are present in the basic, uninterrupted key. We can then determine statistically when the
correct cyclic write-out is reached by the application of a technique discussed in the preceding text.'®
As an example, let us assume the following message is at hand:

GSWWT RHZDW GLNUJ WXRWR HNQLS YXTEV
GCVBW CWZUV IAVFG XXFNP HGPHA MIKDR
VCTEA VCAWG JICGG CISNS IVCJB SZSRW
VLKZR JBHCC CAYQV WJMRL WTLRS DJXFN
ZZIAF MQJCX

(2) If we know the method of interruption and also the identity of the ciphertext interruptor,’” we
would write out the appropriately modified cipher text on various widths, testing each hypothesis in
turn, until a satisfactory I.C. is reached for an entire columnar array. For example, if we know that the
enemy is using key words and phrases from 11 to 40 letters in length as the basic key sequence, we would
begin by writing out the modified cipher text (on the assumption of W, as the interruptor letter) on a
width of 11 as shown below, together with the appropriate ¢ values for the computations:

1 2 3 4 5 6 7 8 9 101
GSW.W.TRHZD
W.GLNUJW.XR
W.RHNQLSYXT
EVGCVEBW.CW (b) (1)
ZUVIAVFGXXF (b) (3)-18 USC 798
NPHGPHAMIKD (b) (3)-50 USC 3024 (1)
RVCTEAVCAW. (b) (3)-P.L. 86-36
GJICGGCISNS
IVCJBSZSRW.
VLKZRJBHCCC
AYQVW.JMRLW
.TLRSDJXFNZ
ZIAFMQJCX

@ 6 6 4 2 4 212 6 6 14 2 Top=f4

N: 12 11 13 12 13 11 13 12 12 12 9

(3) The row of numbers immediately beneath the write-out represents the ¢ values of the columns;
the row beneath the “¢” row, labelled “N”, represents the number of letters in the columns. Since there

16 Cf, Subpar. 18e on pp. 28-31 of Military Cryptanalytics, Part 11.
17Tf worst came to worst, we could test each of the 26 letters in turn as the ciphertext interruptor. This testing,

coupled with the writing out of the cipher text on the various widths, would be quite laborious and time-consuming by
manual methods; data processing machine techniques would here be very useful.
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are 3 columns of 13 letters each, 5 columns of 12 letters each, 2 columns of 11 letters, and 1 column of
9 letters, the expected value of ¢ random (¢,) is given by the formula

¢r=3(13'12)+5(12'112);2(11'10)+1(9'8)=1;§0=54.6

The 81.C. is defined as the ratio of the observed value of ¢ to the expected value of ¢ random, or %’ Now

since the ¢, (which is the sum of all the ¢ values for the columns) is 64, our I.C. formula becomes, by
simple algebraic transformation,

26-64 1664

8I.C.

{(4) This I.C. of 1.17 is not satisfactory, so we continue testing successively greater widths, until the
width of 32 is reached:

5 10 15 20 25 30 32
GSW.W.TRHZDW GLNUJW . _XRW.RHNQLSYX
TEVGCVBW.CW.ZUVIAVFGXXFNPHGPHAMI
KDRVCTEAVCAW.GJICGGCISNSIVCJIJBSZS
RW.VLKZRJBHCCCAYQVW . .JMRLW TLRSDJ
XFNZZIAFMQJCX
¢ — — — 2 2 — — 2 — 2 — 4 — 2 — 2 — 2 2 — 2 — — — — 2 — — — § — — Zp=30

N: 6 5 4 4 5 4 6 5 4 6 5 4 3 4 4 4 4 4 2 4 4 4 3 4 3 4 4 4 4 4
At this width, the I.C. calculation becomes
sL.C. 26-30 780 1.89,

T7(-49)+21(43)+3(32)F1(2:1) 412

giving statistical credence to the assumption of 32 as the correct width, since we were looking for an
1.C. in the vicinity of 1.73 for the correct case.® Knowing the components involved, we may complete
the plain-component sequence on the letters of the columns to effect a speedy solution.

19. Solution when unknown cipher alphabets are employed.—a. In the first text in this series, it
was pointed out that “in the final analysis, the solution of every eryptogram involving a form of substi-
tution depends upon its reduction to monoalphabetic terms, if it is not originally in those terms.’” !*
In the preceding volume, it was observed that when in the course of solution of an ordinary repeating-key
cipher the text is written out in period-lengths, “another way of looking at the matter is to conceive of
the text as having thus been transcribed into superimposed periods; in such a case the letters in each

18 The reader might be interested in the I.C.’s for all the widths from 11 to 40; these are shown in the following table:

11 .17 ({16 { .11 || 21 { 0.91 || 26| 1.06 || 31| 1.08 ( 36 | 1. 33
12 1 1,09 41 171 0.95 || 22 | 1.35 {j 27 | 1.24 ;j 32| 1.89 || 37 | 1.69
13 | 1.06 || 18 | 1.03 {i 23 | 1.18 || 28 | 0.98 || 33 | 0.79 |} 38 | 1.28
14 1 0.91 ;19 ] 1.02 )| 24 | 1.17 || 29 | 1.67 || 34 ) 0.68 || 39 . 0.98
1561 1.29 |1 20| 0.86 || 25 | 1.20( 30| 1.29 | 35| 1.14 || 40 | 1.01

Note the 1.C. of 1.67 for the width of 29, and the 1.C. of 1.69 for the width of 37. These 1.C.’s are certainly satisfactory;
however, the widths from which they were derived are incorrect, so that they represent the vagaries of the touch not of a
Mephistophelian finger, but rather that of a Bernoullian digit when an insufficient number of trials is involved.

19 Military Cryplanalytics, Part I, subpar. 17b.
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column have undergone the same kind of treatment by the same elements (plain and cipher components
of the cipher alphabet).” * It follows that, even if the repeating key is very long, if there are many short
cryptograms all enciphered by exactly the same key and each message begins at the same point in the
key, the distributions applicable to the successive columns of text can be solved.” Even in aperiodic
systems, if there is available a number of messages starting out in the same key which then diverges in
the course of encipherment according to the nature of the cryptosystem, this selution by superimposition
may be applicable in particular cases, so long as the key divergence is not too radical for cryptanalytic
comfort.

b. Let us study the following beginnings of 30 messages, passed between correspondents known to
have used various types of aperiodic keying:

5 10 15 5 10 16
1. YFWFMRIQMXXELMUJ . .16. GOEQBQOTLESACRB.
2. HWWTTECTDOZFDOV. .1IT. WNTSRGXMZTVSJQLX.
3. TPYFKSOVWIHFNCUJ . .18. WTEVFCIBTSPRCAT.
4. YPEPSNLSKZNVTJB. .19. ZCVYMBVNYWQUZGU.
5. EAQUZDVESKCTIUPA. .20. ZCTTZWCTTIKHQUT.
6. ZCGMWTNBIMEKUSNL. .21l. ZCCTSNESKOUBMPT.
7.EPDOZFDOVBILVLVW. .R22. AFESJONKTDVESKC.
8. EPTLESACRBMPTPJ. .R23.ZCFFDTNPFDHDTPF .
9. WMLSOTOZEEJZGVK. .24. VZIEXRXRFFUNTAQE.
10. ZCFFDCFRJWHLPDT. .25. EPSNLSKLOHWPTRG.
11. HCQEDTPYILNREMV. .26. YTSVWLSTLESACRB .
12. CLCTZIKSOEOZCTT. .2T. WAZXZQACHQUTLST.
13. HCQEFDKIFQWOCLM. .28. NOFTZNLHQUTJHZA.
14. EPTWKSUZNVVAUCS. .R29. VRCWKMOLNXWSDOL .
15. ZABMZHGOFXQIGMM. .30. SPRCPFXEOJCQFVWM.

20 Military Cryptanalytics, Part 11, subpar. 65a.
1 Cf. subpar. 65b, Military Cryptanalytics, Part I1.
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The presence of digraphic and polygraphic repetitions in the initial columns could mean that the messages
start out in flush depth, and the presence of offset repetitions could be an indication of shifts in the keying
sequence. Frequency distributions for the columns are made and are shown in Fig. 16, below, accom-
penied by their 1.C.’s:

- - B o= - -~ = = s§
1. ABCDEFGHIJKLMNOPQRSTUVWXYZ 2.63
= § = -~ §§ - = - -

2. ABCDEFGHIJKLMNOPQRSTUVWXYZ 3.41
3. ABCDEFGHIJKLMNOPQRSTUVWXYZ 1.31
- = =5 - o — o~ — = R m o= o -

4. ABCDEFGHIJKLMNOPQRSTUVWXYZ 1.37
5. ABCDEFGHIJKLMNOPQRSTUVWXYZ 1.85
6. ABCDEFGHIJKLMNOPQRSTUVWXYZ 1.20
7. ABCDEFGHIJKLMNOPQRSTUVWXYZ 1.08
8. ABCDEFGHIJKLMNOPQRSTUVWXYZ 1.08
9. ABCDEFGHIJKLMNOPQRSTUVWXYZ 1.13
10. ABCDEFGHIJKLMNOPQRSTUVWXYZ 0.95
11. ABCDEFGHIJKLMNOPQRSTUVWXYZ 1.02
12. ABCDEFGHIJKLMNOPQRSTUVWXYZ 0.72

T o o~ =™ T o~ o~ - = -
13. ABCDEFGHIJKLMNOPQRSTUVWXYZ 1.43
14. ABCDEFGHIJKLMNOPQRSTUVWXYZ 1.02
= T o —_ - — T = \i\:\\
15. ABCDEFGHIJKLMNOPQRSTUVWXYZ 1.61
Fiqgure 16

¢. The first two columns are certainly monoalphabetic; after that, there is a rapid falling off in
monoalphabeticity, with the exceptions of cols. 5, 13 and 15 which could be due to chance. We note the
digraph ZC, which occurs 6 times in cols. 1 and 2; this could well be the equivalent of RE,, and HC, in
cols. 1 and 2 could stand for SE,. On this basis, ZCFFD in Messages 10 and 23 could represent REFER, and
HCQE in Messages 11 and 13 could be SEND. We then note

5 10 15

253, ZCFFDTNPFDHDTPF .
REFER

6. ZCGMWTNBIMKUSNL .
RE
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which could represent REFERENCE and REGIMENT. We now turn our attention to the following four

message beginnings:
10 15

5
TZNLHQUTJHZA .

2. NOFTZ
F R
20. ZCTTZWCTTIKHQUT.
RE R
21. ZCCTSNESKOUBMPT.
RE
122. CLCTZIKSOEOZCTT.
R
If we assume that T, in col. 4 represents O, then in No. 28=—FOR . . . becomes INFORM(ATION), in
No. 20 RE-OR—- becomes REPORT, in No. 21 RE-0 . . . becomes RECOMMEND, and in No. 122—COR~~N-

becomes ACCORDING.
d. The plain-cipher equivalencies from the foregoing assumptions are entered into a sequence
reconstruction matrix, as shown below:

ABCDEFGHIJKLMNOPQRSTUVWXYZ

1[c N Z H
2 L C 0

3 c FG Q T

4 ®F ™

5 8 Py

6 IT N W
7|L E K N .
8 P S By
9 ®F o0 @

10 U

11 T

Conflicts are noted in lines 5 and 8, and between lines 4 and 9; however, possibility of direct symmetry is
noted in the top four lines, which indicates that the recoveries in these lines could well be homogeneous,
not having been affected by vagaries of the keying. Transferring values among these four lines, we will
develop the reconstruction matrix into the following, in which the cipher components are slides of what
is patently a keyword-mixed sequence (derived values in lower case):

P ABCDEFGHIJKLMNOPQRSTUVWXYZ

1C ef g mN o q t ZH 1
2 L C efg mnoO q t z h

31 C e F G mno Q T Zz h

4 c EFg Mno q T Z h 1
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Our work sheet will now look as illustrated in Fig. 17. which includes the values in the first four columns
obtained by direct symmetry shown in lower case:

5 10 15 5 10 15
l1. YFWFMRIQMXXELMJ . . .16. GOEQBQVOCFXESNH.
h E e Nemnm
2. HWWTTECTDOZFDOV LCIT.WTSRGXMZTVSJIQLX .
S 0 r
3. TPYFKSOVWIHFNCJ .. .I18. WTEVFCIBTSPRCAT.
n E re T
4. YPEPSNLSKZNVTJB .. .19.ZCVYMBVNYWQUZGU .
e MMAND RE
5. EAQUZDVESKCIUPA .R20. ZCTTZWCTTIKHQUT.
c N R REPORT
6. ZCGMWTNBIMEKUSNL . R21. ZCCTSNESKOUBMPT.
REGIMENT RECOMMEND
7. EPDOZFDOVBILVLW .R22. AFESJONKTDVESKC.
c kR h e N
8. EPTLESACRBMPTEPF . 23. ZCFFDTNPFDHDTPF.
c Pz REFERENCE
9. WMLSOTO0ZEEJZGVK .. .24. VZIEXRXRFFUNTGQE.
1l a E v D E
10. ZCFFDCFRJWHLPHIX . . . 2. EPSNLSKLOHWPTRG .
REFER c j I G
11. HCQEDTPYILNREMYV . 26. YTSVWLSTLESACRB.
SENDRE r M
12. CLCTZIKSOEOZCTT .2T. WAZXZQACHQUTLST.
ACCORDING t R
13. HCQEFDKIFQWOCLM .28. NOFTZNLHQUTJHZA
SEND I E INFORMATION
14. EPTWKSUZNVVAUCS .R9. VRCWKMOLNXWSDOL .
c P C
15. ZABMZHGOFXQIGMM. .  30.SPRCPFXEOJCQFWM.
R IR E b G

Fraure 17

e. At this point more plain text could be assumed in the messages from the fragments already
present; the cipher component would be recovered in its entirety, the basic key determined, and the
cause of the key interruptions (as manifested by the apparent garbles) ascertained. Or, as another
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approach, we might take an introspective look at the first 5 letters of matched plain and cipher of the
following three message beginnings:

10. ZCFFD.
REFER
20. Z2CTTZ.
REPOR.
28. NOFTZ.
INFOR

We note the D.=R, and Z,=R, in position 5 of Messages 10 and 20, and observe that, if the system
employs a ciphertext interruptor, it may be either F, or T.; but if TZ,=O0R, in Messages 20 and 28 is
causal, F, and T, are eliminated and therefore there is no ciphertext interruptor in the cryptosystem.
We then note the common F.=F, between Messages 10 and 28 and the fact that in position 5 of Message
28 Z,=R,, and we may conclude that, if a plaintext interruptor is present, it must be 0,. We find this
to be true, and when we finish the solution of the problem we find the cipher component to be our perennial
friend, the HYDRAULIC . . . XZ sequence, and the basic key to be CALIFORNIAGOLDR (USH) .

20. Additional remarks.—a. We have seen in the preceding paragraph a demonstration of solution
of only one irregularly keyed system involving unknown cipher alphabets. The solution involved a set of
very fortunate circumstances indeed, all of which were happily present awaiting rapid exploitation by
the cheerful cryptanalyst. Modern cryptanalysis is quite often contingent upon miracles—minor miracles
for minor systems, and healthy miracles for some of the complex systems encountered in present-day
operations. When we come right down to it, all cryptanalysis is astonishing; it certainly is so to a lay-
man, and it is so even to an expert—if he pauses long enough from his breaking of one system after
another to marvel at the phenomenal luck he has had, shuddering at the thought of what would have
happened if (i.e., if the enemy had done this instead of that, if he had used this instead of that, and
if . . .). On the other hand, all cryptanalysis is quite commonplace: ** after all, messages have been
encrypted with certain invariant mathematico-philosophical-procedural elements, and all the crypt-
analyst does is to discover and exploit these elements. And, in retrospect, after a problem has been solved,
we often shrug our shoulders and say “Well, how else would one have done it?”’ Many systems of the
types treated in this volume could be virtually unsolvable, or might appear to be so, if only a small
amount of traffic is available for study, and if little or nothing is known about the nature of the crypto-
system. However, as happens time and again in actual operations, Fortuna smiles and the incredible
is shorn of its prefix.

b. Operationally, cryptodilemmas are resolved by the exploitation of contingencies which are by
now well-known to the reader: (1) messages in the same or nearly the same keys; (2) depths and partial
depths; (3) polygraphic repetitions; (4) cribs; (5) various kinds of cryptographic errors; (6) isologs;
(7) matched plain and cipher; (8) isomorphs; (9) indicators. Each problem presents a very special case,
and therefore demands its own special requirements for solution.

¢. Most of the types of aperiodic substitution discussed in this chapter are rather unsuitable for
practical military usage. Encipherment is slow and subject to error. In some cases encipherment can be
accomplished only by a single-letter operation. For, in interruptor systems, if the interruptor is a cipher
letter the key is interrupted by a letter which cannot be known in advance; if the interruptor is a plain-
text letter, while the interruptions can be indicated before encipherment is begun, the irregularities
occasioned by the interruptions in keying cause confusion and quite materially retard the enciphering
process. In deciphering, the rate of speed would be just as slow in either method. It is obvious that one of
the principal disadvantages in all these methods is that if an error in transmission is made, if some letters
are omitted, or if anything happens to the interruptor letter, the message becomes difficult or impossible
to decipher by the ordinary cipher clerk. In spite of all these objections, plus the fact that the degree of
cryptosecurity attainable by most of these methods is not sufficient for military purposes, these systems
have been and are still occasionally encountered—which is what makes the cryptologic world go round.

2 Tt must have been a deep thinker who first uttered the statement that ““all problems in cryptanalysis, like mathe-
matics, are either trivial or impossible.”
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CIPHERTEXT AUTOKEY SYSTEMSI|

Paragraph
The cryptography of autokey encipherment______________________________________ '_ _______________________ 21
Solution of ciphertext autokeyed eryptograms when known cipher alphabets are emplq; ed ... 22
Principles of solution by frequency analysis__________________ . __________.__.___ B e 23
Example of solution by frequency analysis_.____________________________________ e eeaoo- 24
Solution by means of isomorphs___ . _____ . __.__________________ ... e 25
Solution of isologs involving the same pair of unknown primary components._.____ [. _________________________ 26
_________________________ 27
Further remarks on ciphertext autokey systems _ _ _ i 28

21. The cryptography of autokey encipherment.—a. The mechanics of autokey encipherment were
treated briefly in the preceding volume.! In autokey systems there are two possible sources for successive
key letters: the cipher text or the plain text of the message itself. In either case, the initial key letter or
key letters are supplied by prearrangement between the correspondents, or are designated by means of
an indicator; after that, the text letters that are to serve as the key are displaced 1, 2, 3 . . . intervals
to the right, depending upon the length of the prearranged key.

b. An example of ciphertext autokey encipherment is shown below, wherein the cipher alphabets
are direct standard alphabets, and the single letter X is the prearranged initial key:

IUYLEGUGSSFIXLDWIWR
MENTCOMMANDPOSTMOVI
UYLEGUGSSFIXLDWIWRZ

Ficurk 18a

K: ggQXFWZQUA
P: THIRDREG
C: QXFWZQUA

= 2ZN
na=x

I
I

Instead of having a single letter serve as the initial key, a word or even a long phrase may be used, as
in the example below wherein the word FORTUNE is used as the initial key:

KFORTUN_JYVZKXEI DLOKXKSPXO0XAZGH

P THIRDREGIMENTCOMMANDPOSTMOVING.

C.YVZKXEIEDLOKXKSPXOXAZGHQALVHTN
Ficurr 18b

Sometimes only the last cipher letter resulting from the use of the prearranged key word is used as the
key letter for enciphering the autokeyed portion of the text. Thus, in the preceding example, the plain

text beginning GIMENT . . . would be enciphered differently as follows:
K: FORTUNE|IOWIMZSUIUGGTWLZRKWEKFNA
P THIRDREGIMENTCOMMANDPOSTMOVING
C: YVZKXEIOWIMZSUIUGGTWLZREKWKFNAG

Figure 18¢

c. In plaintext autokey encipherment the procedure is quite similar, as is shown in the following
example wherein the prearranged initial key is the letter X:

K}QTHIRDREGIMENTCOMMANDPOSTMOVIN
P: THI EGIMENTCOMMANDPOSTMOVING.
C: QAP UVKOUQRGVQAYMNQSDGLFAJDVT

FicUrReE 19a

1 Cf. subpar. 99¢ on pp. 310-311 of Military Cryptanalytics, Part I1.
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If the word FORTUNE were used as the initial key, the plain text would be enciphered as follows:
K: FORTUNE|THIRDREGIMENTCOMMANDPOS
RDREGIMENTCOMMANDPOSTMOVING.
KXEIZPUVQKGUUYEAWRCEFMBYXBY

Ficure 19

P. THI D I
C: YV Z X P

d. In the foregoing examples, direct standard alphabets were used; however, mixed alphabets,
either interrelated or independent,” may be used just as readily. Furthermore, instead of the ordinary
type of cipher alphabets, the cryptographic process may employ a mathematical process of addition, but
the difference between the latter process and the ordinary one using sliding alphabets is more apparent
than real. For example, let us consider the following numerical sequence for the 26 letters

HYDRAULICBEFGJKMNOPQSTVWIXZ

1 2 3 4 5 6 7 8 9 1011 12 13 14 15 16 17 18 19 20 21 22 23 24 25 O

and let the plaintext message be the same as before. Let us assume that the cryptographic rules prescribe
that the first plaintext letter will be self-enciphered,® and that each cipher letter from that point on is
produced in turn by finding the sum (mod 26) of the numerical equivalents of the preceding cipher letter
and the plaintext letter to be enciphered; in other words, a type of numerical ciphertext autokey system.
This is shown in the diagram below, wherein P' denotes the numerical equivalents of the plain text, C'
the sum of the key and the numerical (i.e., intermediate) plain text, and C the conversion into letters of
the intermediate cipher text C'.

K : 02 28 5 9 12 16 1 14 22 12 23 14 10 19 11 1 17 22 13 16 9 1 22 18 8 0 23 5 22
P: THIRDREGIMENTCOMMANDPOSTMOVING.
P': 22 1+ 8 4 3 4 11 13 8 16 11 17 22 9 18 16 16 5 17 3 19 18 21 22 16 18 23 8 17 13
C': 2223 5 9 12 18 1 14 22 12 23 14 10 19 11 1 17 22 13 16 9 1 22 18 8 0 23 §5 22 9
C: TVACFMHJTFVJBPEHNTGMCHTOIZVATC

Figure 20a

e. That the difference between the types of encipherment in the preceding subparagraph and the
ordinary method of ciphertext autokey encipherment is illusory is demonstrated by the example in Fig.
20b, below:

Ki:ZTVACFMHJUTFVJBPEHNTGMCHTOIZVAT

P THIRDREGIMENTCOMMANDPOSTMOVING

C:. TVACFMHJUTFVJBPEHNTGMCHTOIZVATC
Ficure 20b

In this example, the plain and cipher components are keyword-mixed sequences based upon HYDRAULIC,
and Z, is the index letter against which the key letters in the cipher component are set; the cryptographic
results are identical to those obtained in Fig. 20a, above.

f. Since the analysis of ciphertext autokey systems is usually easier than the analysis of plaintext
autokey systems, the former will be the first to be discussed.

22. Solution of ciphertext autokeyed cryptograms when known cipher alphabets are employed.—a.
First of all, it is to be noted that if the cryptanalyst knows the cipher alphabets which were employed in
encipherment, the solution hardly presents any problem. It is only necessary to decipher the message
beyond the key-letter or key-word portion and the initial part of the plain text enciphered by this key
letter or key word can be filled in from the context.

2 For instance, an autokey system might incorporate independent, random alphabets such as those illustrated in Fig.
33 on p. 70.
3 This, on a numerical scale, is tantamount to the effect of a key of 8.
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(1) For example, let us consider the following beginning of an intercepted message:
QXFWZ QUAIU YLEGU GSSFTI.

On the assumption of ciphertext autokey involving direct standard alphabets, if we write the cipher
text as key letters, displaced one interval to the right, we obtain the following decipherment:

K: QXFWZQUAIUYLEGUGSSF
C: QXFWZQUAIUYLEGUGSSFI.
P: HIR

z
DREGIMENTCOMMAND

The introductory key letter required to make Q,=T, is found to be X..
(2) As a second example, let us consider the following beginning of a cryptogram suspected to have
been enciphered by ciphertext autokey with direct standard alphabets:

BPAUV NLFJA LYMLQ NAELR.
Assuming an introductory key of one letter, we obtain the following decipherment:

K: BPAUVNLFJALYMLQNAEL
C: BPAUVN JALYMLQNAELR.
P: OLUBS ERLNOZFXNEHG

Nothing. We now assume that the introductory key consisted of two letters, and we get the following
results:

K: BPAUVNLFJALYMLQNAE
C: BPAUVNLFJALYMLQNAELR
P: ZJVTQSYVCYBNECKRLN
Still nothing. We make several more trials, and finally, on the assumption of an introductory key of 8

letters, the following is obtained.

K: BPAUVNLFJALY
C: BPAUVNLFJALYMLQNAELR.
P: ILLERYFIREAT
It is clear that the introductory key is 8 letters in length. Doing what comes naturally,
K: NUMBPAUVNLFJALY
C: BPAUVNLFJALYML NAELR
P: ARTILLERY IREAT

L
Q
F
shows that the introductory key ends with NUM; now with but little experimentation, either with the
letters of the key or with the beginning of the message plain text, we obtain the complete solution:

KALUMINUM'BPAUVNLFJALY
C BPAUVNLFJALYMLQNAELR.
P BEGINARTILLERYFIREAT

(3) In a third case, we will assume that the following is the beginning of an intercepted message:

DITGC MGTZB PCVDQ KYSKP.
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Again assuming direct standard alphabets, writing the cipher text as key letters displaced one interval
to the right and deciphering, we obtain the following:

K: DITGCMGTZBPCVDQKYSK
C:DITGCMGTZBPCVDQKYSKP
P: FLNWKUNGCONTINUGOGUSF

We note the plain text “CONTINUOUSF . . .’ emerging, preceded by the NG which is probably ING;

this indicates that ciphertext autokey is involved with an initial key of 7 letters, and that the last letter
of the initial key is used to start the autokeyed portion. After a little experimentation with the initial
portion of the message text and the key,! we recover the key word and the first word of the message,
as follows:

Ki: MERCURVYIGTZBPCVDQKYSK
C:DITGCMGTZBPCVDQKYSKP.
P RECEIVINGCONTINUOUSTF

b. A mechanical method of solution for ciphertext autokeyed cryptograms when the components
are known sequences may be of interest. The method involves the use of sliding alphabet strips aligned
in such a manner that, as one progresses from left to right across the strips, each key letter is set opposite
the letter k on the preceding strip: ¢ the plain text will appear to the left of the pertinent cipher letter on
each strip. In other words, what we have is a mechanical method of correlating the letters of the key,
cipher, and plain text; the method is best understood by examples.

(1) In Fig. 21 is illustrated the arrangement of standard-alphabet strips for the first 10 letters of
putative key, QXFWZQUAIU, for the message beginning given in subpar. a(1)}, above. If we assume that
a one-letter introductory key has been used, the key letters just named were used to key the 2d through
11th cipher letters, XFWZQUAIUY; therefore we search for these cipher letters consecutively across the
strips and we note the letters to their immediate left. In this case the plain text HIRDREGIME is mani-
fested and the problem is solved.

¢ The I of ING gives a key of Y, which should be preceded by a T, A, L, or very few other letters.

* The key word and the first word of the message may be recovered by working backwards from ING,, or by assuming
various initial digraphs for the plain text or the key; a trial of RE, for the message beginning would yield ME,, and we
could go on from here to read this “‘depth of one.”

8 This is under the assumption that A, is the index letter in the cryptographic equations.
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(0OLUBSYUERL) (ILLERYFTIRE)

(HIRDREGTIME)

{(P):

Ficure 22b

Ficure 21

Ficure 22a
(2) The next example in Fig. 22a illustrates the strip arrangement for the first 10 letters of key,

BPAUVNLFJA, for the message beginning given in subpar. a¢(2). If a one-letter introductory key has been

used, these key letters apply to the 2d through 11th cipher letters, PAUVNLFJAL; the decipherment of
these letters is found to their immediate left, which is OLUBSYUERL, obviously not plain text. On the

same diagram we then search for the decipherment of the 3d through 12th letters, assuming that a
trial, on the assumption that an 8-letter introductory key is involved, we obtain the plain text ILLERY

two-letter introductory key was employed; again this yields no valid plain text. Finally, on the 8th
FIRE; this is shown in Fig. 225.
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(3) For the third and final example, there is illustrated in Fig. 23a the strip arrangement for the
first 10 letters of assumed key, DITGCMGTZB, for the message beginning given in subpar. a(3).

(KY: (DITGCMGTZB) (ZBPCVDQKYS)
(C): (ITGCMGTZBP) (BPCVDQEKYSK)
ADLEKMYEXWZX AZAPRMPFPNF
BEMFLNZFYXY BA_EQS_N____Q_GQOG
CFNGMOAGZYZ CBCRTORHRPH
DGOHNPBHAZA DCDSUPSISQI
EHPIOQCIBAB EDETVQTJTRJ
FIQJPRDJCBC FEFUWRUKUSK
GJRKQSEKDCD GFGVXSVLVTL
HKSLRTFLEDE HGHWYTWMWUM
ILTMSUGMFETF IHIXZUXNIXVN
JMUNTVHNGFG JIJYAVYOYWO
KNVOUWIOHGH KJKZBWZPZXP
LOWPVXJPIHI LKLACXAQAYQ
MPXQWYKQJTIUJ MLMBDYBRBZR
NQYRXZLRKJK NMNCEZCSCAS
ORZSYAMSLKL ONODFADTDBT
PSATZBNTMLM POPEGBEUECU
QTBUACOUNMN QPQFHCFVFDV
RUCVBDPVONO RQRGIDGWGEW
SVDWCEQWPOP SRSHJEHXHFX
TWEXDFRXQPQ TSTIKFIYIGY
UXFYEGSYRAQR UTUJLGJZJHZ
VYGZFHTZSRS VUVKMHKAKTIA
WZHAGIUATST WVWLNILBLJB
XAIBHJVBUTU XWXMOJMCMKC
YBJCIKWCVUYV YXYNPKNDNLD
ZCKDJLXDWVW ZYZ0QLOEOME
(P):(FLNWKUNGC 0) (CONTINUOUS)
Ficure 23a Ficure 23b

Nothing is seen here, so a number of additional trials is made, sliding the assumed key over successive
10-letter segments of the cipher text, all without success. We could now assume that an introductory
key word was used, and that the autokeyed portion began with the last letter of cipher text after the
end of the introductory key. With this in mind, we take as hypothetical key some text after the beginning
of the cryptogram, say the 9th through 18th letters, ZBPCVDQKYS; trying this as key for the 10th through
19th letters, BPCVDQKYSK, we are successful on the first trial as shown in Fig. 23b with the emergence
of the plain text CONTINUOUS.”

¢. The foregoing mechanical method serves in helping to understand the mechanics of solution of
ciphertext autokey encipherment involving known components. A simpler approach, however, is the
use of the method of searching for the location of a probable word, as illustrated in the previous volume.?

7 Had we been a little more observant, we could have noticed what appears to be a good plaintext fragment NGCO
in the very first trial in Fig. 23a; this was a contrived lapse of observation, the better to illustrate a pedagogical point in
Fig. 23b.

8 Cf. Subpar. 22d on pp. 41-42 of Military Cryplanalytics, Part 11.
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(1) For example, if we were to test the message beginning given in subpar. a(2), above, for the possi-
bility of ciphertext autokey involving direct standard alphabets and an introductory key of unknown
length, we would construct the following diagram:

oXWr=asxr
sHXwao|os

In this diagram, the top row contains the cipher letters, and at the left are the first five cipher letters
(the putative key) ; the row just below the line consists of the decipherments of the cipher letters with the
first key letter; the second row below the line consists of the decipherments with the second key letter;
and so forth. On a diagonal under the 9th cipher letter may be seen the plaintext fragment ILLER,
proving that the introductory key was 8 letters in length.

(2) Taking as another example the message beginning given in subpar. a(3), above, we construct the
following diagram:

D

I
F

oA
=z O
sFaanNna®©
R R KPR
ozl
a0 wW=E|N
N<HH WS
PEHOGONQ
Hva=zn<
WeR <O
OXRMHZOR
HEWOQT|R
BLHO <<
OEXNXD W0
HE®DOQIRN
zo =L =(u8

P
M
H
w
J
N

Q- HY
Mm>» 2 o0

F1GURE 25

Nothing of significance is seen, so, testing the possibility of autokeying from the last letter of a long
introductory key, we construct the diagram shown below, in which we have arbitrarily taken as tentative
key elements the cipher letters starting at position 11:

5 10 15 20
DITGCMGTZBPCVDQKYSKP
P GOBVJDVA
c BOIWQIN
\' VPDXPU
D HVPHM
Q UICUZ

Ficure 25b

On the very first diagonal, the plain text fragment NTINU manifests itself, showing that the single-letter
offset keying begins at least by the 12th cipher letter, if not before (it actually begins at the 8th position,
after a 7-letter introductory key, as can be quickly determined).

d. The index letter was A, in the foregoing examples; if some other letter were used as the index
letter, only a slight modification of the general procedure is necessary. Let us study the following example
enciphered with direct standard alphabets, with @, as the index letter:®

IARJKXYMCUQEBEQOKGQNAZX

K: X ZCYWBTAQ
P: THIR EGIMENTCOMMAN OSTMOVING.
C: ARJK MCUQEBEQOKGAQN XZCYWBTAQG.

? Note that, although the plain text and introductory keys are identical with thos> of the example in Fig. 18a, never-
theless the two cipher texts are not isomorphic, since the change of index letter eliminates any causal isomorphism between

the two versions.
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If we had only the cipher text, and assumed that it was the result of ciphertext autokey encipherment
with direct standard alphabets and a one-letter introductory key, we would perform the following
decipherment on the basis of A, as the index letter:

K : ARJKXYMCUQEBEQOKGAQN
C: ARJKXYMCUQEBEQOKGQNA..
"P'": RSBNBOQSWOXDMYWWEKXN

The ‘“decipherment’’ does not yield plain text; but if we complete the plain-component sequence on the
result of this decipherment, we will obtain the true plain text on one of the generatrices, as shown in the
diagram below:

OYOoOZEIMrXNCGCHIQTHUOUQAWPNWKMKELCANX
AODYOZE_MNrRLCHIOTBOQWENKMEsCHW®W
PNHKMICHNMITODYOZErCOrRuHIOQOEAAUDO®
ECrXRUHIQTIEHUOQWEPNKNKISCANITO'YUO =
PNKMECANTOTTOZEZrCrRuHIOQE@ROOQW
ZECORCHIQHMAUDQWPNKMELCSNIO UO
VOoOZEEMrXNAAHIQEIARAODOQOTPNLKMELCANIO
AOYOZECRNUHIQOEAANUDQWEPNWMKEsCA®N
< CHVIOVOZEICrXRNRUWUHIOQEWAUDQEP»NKM=
ZECORCHIOQTMEAUOQEPNCKMECHNIO YO

23. Principles of solution by frequency analysis.—a. It is apparent that repetitions in ciphertext
autokey systems will not be nearly as plentiful in the cipher text as they are in the plain text, because
in these systems before a repetition can appear two things must happen simultaneously. First, of course,
the plaintext sequence must be repeated, and second, one or more ciphertext letters (depending upon
the length of the introductory key) immediately before the second appearance of the plaintext sequence
must be identical with one or more ciphertext letters immediately before the first appearance of the
plaintext sequence. This can happen only as the result of chance. In the following example the intro-
ductory key is the single letter X, and the components are direct standard alphabets employed in the
usual Vigenére manner:

K: XICKBTMDHNVHLY .KDKSJMDHNVHLY
P: FIRSTREGIMENT .THIRDREGIMENT
C: CKBTMDHNVHLYR .KDKSJMDHNVHLYR
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The repeated plaintext word, REGIMENT, has only 8 letters but the repeated ciphertext sequence
contains 9, of which only the last 8 letters actually represent the plaintext repetition. In order that the
word REGIMENT be enciphered by DHNVHLYR the second time this word appeared in the text, it was
necessary that the key letter for its first plaintext letter, R, be M doth times; no other key letter will pro-
duce the same cipher sequence for the word REGIMENT in this case. Each different key letter for en-
ciphering the first letter of REGIMENT will produce a different encipherment for the word, so that the
chance for a repetition in this case is 1 in 26. This is the principal cause for the reduction in repetitions
in this system. If an introductory key of two letters were used, it would be necessary that the two cipher
letters immediately before the second appearance of the repeated word REGIMENT be identical with the
two cipher letters immediately before the first appearance of the word; therefore the chance for a repeti-
tion in this case is 1 in 262 In general, then, an n-letter repetition in the cipher text, represents an (n~%)
letter repetition in the plain text, where n is the length of the ciphertext repetition and k is the length
of the introductory key.

b. There is a second phenomenon of interest in connection with ciphertext autokey systems. Let
the letter opposite which the key letter is placed (when using sliding components for encipherment)
be termed, for convenience in reference, the ‘‘base letter.” Normally the base letter is the initial letter
of the plain component, but it has been pointed out in the preceding volume that this is only a conven-
tion. Now when the introductory key is a single letter, if the base letter occurs as a plaintext letter its
cipher equivalent is identical with the immediately preceding cipher letter; that is, there is produced a
double letter in the cipher text, no matter what the cipher component is and no matter what the key
letter happens to be for that encipherment. For example, using the HYDRAULIC . . . XZ sequence for
both primary components, with H (the initial letter of the plain component) as the base letter, and using
the introductory key letter X, the following encipherment is produced:

K: XUNFFTTVKUHHMBN
P: IFTHEH
C: UNFFTT

pa sl |
I .

YPO ESIS.
VKU MBNE

Note the doublets FF, TT, and HH. Each time such a doublet occurs it means that the second letter
represents Hp, which is the base letter in this case (the initial letter of the plain component). Now if the
base letter happgns to be a high-frequency letter in normal plain text, for example the letter E or T,
then the cipher text will show a large number of doublets; if it happens to be a low-frequency letter
then the cipher text will show very few doublets. In fact, the number of doublets will be directly pro-
portional to the frequency of the base letter in normal plain text. Thus, if the cryptogram contains
1,000 letters there should be about 72 occurrences of doublets if the base letter is A, since in 1,000 letters
of plain text there should be about 72 A’s. Conversely, if a cryptogram of 1,000 letters shows about 72
doublets, the base letter is likely to be A; if it shows about 90, it is likely to be T, and so on. Further-
more, when a clue to the identity of the base letter has been obtained in this manner, it is possible
immediately to insert the corresponding plaintext letter throughout the text of the message. The dis-
tribution of this letter may not only serve as a check (if no inconsistencies develop) but may also lead
to the assumption of values for other cipher letters.

¢. When the introductory key is two letters, then this same phenomenon will produce groups of
the formula ABA, where A and B may be any letters, but the first and third must be identical. The oc-
currence of patterns of this type in this case indicates the encipherment of the base letter.

d. The phenomenon noted above can be used to considerable advantage in the solution of ciphertext
autokey cryptograms. For instance, if it is known that the ordinary Vigenére method of encipherment
(0x2=015; 8,1="0.) 1s used, then the initial letter of the plain component is the base letter. If, further,
it is known that the plain component is the normal A-Z sequence, then the base letter is A and a word
such as BATTALION will be enciphered by a group having the pattern AABCCDEFG. If the plain component
is a mixed sequence and happens to start with the letter E, then a word such as ENEMY would be enciphered
by a sequence having the pattern AABBCD.'® Sequences such as these are, of course, idiomorphic and if
words yielding such idiomorphisms are frequent in the text there will be produced in the latter several

10 Six letters are shown because the idiomorphism in this case extends over that many letters.

49 —SECRE-



—SECRET—

2o

or many cases of isomorphism. When these are analyzed by the principles of indirect symmetry of posi-
tion, a quick solution may follow.

e. A final principle underlying the solution of ciphertext autokeyed cryptograms remains to be
discussed; it concerns the nature of the frequency distribution required for the analysis of such crypto-
grams. Consider the message beginning illustrated in Fig. 18a in subpar. 21b. It happens that the letter
W. occurs three times in this short message beginning and, because of the nature of the ciphertext auto-
keying method, this letter must also appear three times in the key. Now it is obvious that all plaintext
letters enciphered by key letter Wy will be in the same cipher alphabet; in other words, if the key text is
cipher text offset one letter to the right of the cipher text, then every cipher letter which immediately follows a
W, in the cryptogram will belong to the same cipher alphabet, and this alphabet may be designated conveniently
as the W cipher alphabet. Now if there were sufficient text, so that there were, say, 30 to 40 W/’s in it,
then a frequency distribution of the letters immediately following the W.’s will exhibit monoealphabeticity.
What has been said of the letters following the W,’s applies equally well to the letters following all the
other letters of the cipher text, the A.’s, B.’s, C.'s, and so on. In short, if 26 distributions are made, one
for each letter of the alphabet, showing the cipher letter immediately succeeding each different letter
of the cipher text, the text of the cryptograms can be allocated into 26 uniliteral, monoalphabetic fre-
quency distributions which can be solved by frequency analysis, provided that there are sufficient data
for this purpose.

(1) The foregoing principle has been described as pertaining to the case when the introductory key is a
single letter; that is, when the key text is offset or displaced but one interval to the right of the cipher
text. But it applies equally to cases wherein the key text is offset more than one interval, provided that the
frequency distributions are based upon the proper interval, as determined by the displacement due to the
length of the introductory key. For instance, suppose the introductory key consists of two letters, as in
the following example.

>
Y
=
HX
XI > I
QW

E E

!
j

Qo=
= o
=
=T
Zme
O+
w =z =z
> o
cow
= W
W= o
>
<uaw
HH=
Mo <
Mz =

The key text in this case is offset two intervals to the right of the cipher text; therefore if we made
frequency distributions by taking the cipher letters one interval to the right of a given cipher letter
(each time that letter occurs), these distributions will not be monoalphabetic because some letter not
related at all to the given cipher letter is the key letter for enciphering the letter one interval to the right
of the letter. For example, note the three R.’s in the foregoing illustration. The first R, is followed by
H,, representing the encipherment of L, by My; the second R. is followed by X,, representing the encipher-
ment of Fp by Qx; the third R, is followed by M,, representing the encipherment of A, by My. The three
cipher letters H, X, and M are here entirely unrelated and do not belong to the same cipher alphabet
because they represent encipherments by three different key letters. On the other hand, the cipher
letters fwo intervals to the right of the R.’s, viz., F, 0, and V, are in the same cipher alphabet because
these cipher letters are the results of enciphering plaintext letters I, 0, and T, respectively, by the same
key letter, R. It is obvious, then, that when the introductory key consists of two letters and the key
text is displaced two intervals to the right of the cipher text, the proper frequency distributions for
monoalphabeticity will be based upon the letter at the second interval to the right of each cipher letter.
Likewise, if the introductory key consists of three letters and the key text is displaced three intervals to
the right of the cipher text, the distributions must be based upon the third interval, and so on, in each
case the interval used corresponding to the amount of displacement between key text and cipher text.

(2) Conversely, in solving a problem of this type, when the length of the introductory key and
therefore the amount of displacement are not known, the appearance of the frequency distributions
based upon various intervals after each different cipher letter will disclose this unknown factor, since
only one set of distributions will exhibit monoalphabeticity and the interval corresponding to that set
will be the correct interval. :




24. Example of solution by frequency analysis.—a. It will be assumed that previous studies have
_disclosed that the enemy is using ciphertext autokey systems; it will be further assumed that these

studies have also disclosed that (1) the introductory key is usually a single letter, (2) the usual Vigenére

method of employing sliding primary components is used, and (3) the plain component is usually the

normal A-Z sequence, the cipher component a mixed sequence which changes daily. The following

cryptograms, all of the same date, have been intercepted:

Message No. 1

IJXWX EECDA CNQET UKNMV DIWPP QZSXD
HIFEL NNJJI DIVEY GTCZM EHHLM RVCUR

GTAR JJQQY CARPH MGLDY FYTCD

KSET TDIQK KMLTU RQGGN KMKIX

JXWKA OKNTB TZJO0Q YSCDI DGETZX G

Message No. 2
GRVRM ZWKXG WPCKK RMXAN JCCXU RTNJU

PURRS UEQEV ZEYGC FFNFI BWNYS TCETP

AKOBL NLMWK YYZJU CSUHF FHIJA QBMLT
DGTTZ RRQHQ A0O0XD BUYNK LBWCD GGK

Message No. 3
RWKAO LTCJM ZDKVU JCDDY BZELM MWTAQO

CHOLM WVGRK IBRXD LAQYU KIROZ

Message No. 4
XJJPM LTZKX ECAQZ NTTOC ONDUC TUTCV

GRJPF FDIPP DIXCE SETWW SUMUJ CSLGX

HXMO0Z EKAQI SUAO

Message No. 5
GISUH WZHST TZ0ID DHOOV NBTJG XCTBS

FKIRH MMVYM IIVUU CZMJE HAGIE WMEHH
LMWKY PPDQZ GBOIW PSFAJ UQZHZ MTFHZ

MLACZ ROVDI WPVIB 0BCCX NNDGI ESJOC
KBJHQ MUZEL YOOVU JWKIE IBBOZ AJIETF

FORSA JLNQM BQ

Message No. 6
TBJPA ARYYP VHIDI TUXNJ MXGSS BDAQY

MMTTF UUNMG QPUXM OVUYE CECZM MWOHC

FOBHV NKAZC KM

Message No. 7

CJJGJ OVMRG LVWTT JUAWL XUKTX GGBOX

TBJPA QAAZT RXALX FKKME I AABD SFTQT
MXDID SPBSF LYZKC F
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b. A distribution table is now compiled, the results of which are shown in Fig. 26, below; in originally
making the distribution, tallies had been recorded in the appropriate cell in the pertinent horizontal
line of the table to indicate the cipher letter which immediately followed each occurrence of the letter
to which that line applies. Obviously, the best method of compiling the data is to treat the text bi-
literally, taking the first and second letters, the second and third letters, and so on, distributing the
digraphs as tallies in a digraphic distribution.

ABCDEFGHIJKLMNOPQRSTUVWXYZ N ¢ IC.
Al 312 1 311 14 63 1 2 29 64 2.05
B 112 1 3 11 4 11221 22 1 24 26 1.22
C|l 2 2533 1 23 11 2211 2 4 35 62 1.35
Dl 21 2 5210 11 1 2 1 2 30 120 3.59
E 4 11 3 2 13 2 25 11 2 28 52 1.79
F| 1 114 21 41 12 11 1 21 28 1.73
G 2111 3 3112 1 1313 131 29 32 1.02
H 1 1 1 2 3 22 2 3 1 111 2 23 22 1.13
I/l 14 65651 12 11211 233 33 70 1.72
J| 1 3 1 21 24 12 341 4 12 32 56 1.47
K 411 5 31421 211 1 22 31 58 1.62
LI 21 1 1 53 4 1 22 22 44 2.48
M 1 3 2 11144 2 2 22253 2 37 70 1.37
N 1l 2 1 43122 2 2 1 21 28 1.73
0 32 2 212 13 11 5 2 3 28 48 1.66
P[2113 1 1 1 31 1 2 2 19 18 1.37
Q21 2 11 11 2 111 11 1 54 26 38 1.52
R 121 21 2 212221 2121 25 18 0.78
S| 111 241 1 1 1 1256 1 22 36 2.03
T 1461 2 2 11231 6 4 12 4 41 110 1.74
Uu 3 3 1 2 33 11 1l 4 12 221 30 44 1.31
v 121 31 1 12 1 4 1 11 20 22 1.51
w 1 611114 12 111 1 22 44 2.48
X{ 2 342141 2 32 2 2 28 50 1.72
Y 11 122 2112 212 22 22 16 0.90
zZl 1 114 12 2 2 511 212 1 27T 42 1.56

705 1218 42.85
F1cURE 26

¢. The individual frequency distributions give every appearance of being monoalphabetic, which
confirms the assumption that the enemy is using ciphertext autokey with a single-letter introductory
42.85

26
we could calculate the digraphic 1.C. of the matrix by considering the sum (1218) of the ¢ values of

67621(-1) _676(1218) _ ..

N(N-1) 705X704
again substantiating the same assumption.!? (This discrepancy between the two figures lies in the
round-off errors introduced in obtaining an average I.C.)

key. The average I.C. of the rows of the matrix is =1.65, which is fine;' or, as a better approach,

Fig. 26 as the observed value of ¢ and substituting in the formula é=

11 The arithmetic mean here suffices because the values of N involved are fairly close to one another; since, as has
been previously stated, in ciphertext autokey systems the cipher letters are equiprobable (the over-all I1.C. of the cipher
text in this example is 1.005), a weighted mean is unnecessary.

12 Ciphertext autokey systems may therefore be identified statistically from the appropriate digraphic distribution
(i.e., on the assumption of the correct length of the introductory key) by the fact that the digraphic I.C. will reflect the
monographic 1.C. of the language.
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d. The total number of letters of text is 712, comprising 705 digraphs. If the base letter is A, then

there should be approximately 705X7.4% =52 cases of doubled letters in the text. There are actually

. 83 doublets, which checks very well with the expectancy. The letter A is substituted throughout the
text for the second letter of each doublet.

e. The following sequence is noted at the beginning of Message No. 5:
GISUH WZHST TZ0ID DHOQV NBTJG XCTBS
A A A

Assume that the sequence DDHOOVNBT represents the word BATTALION, in which case we will have the
following key-cipher-plain relationships:

vex
WO H
>0 o
BT o
Hom
>0 o0
F<o
HZ <
o w =
=z - w

If this assumption is correct, the frequency of H, in the D alphabet should be high, since H,=T,; the H,
has only two occurrences. Likewise, the frequency of 0, (=T,;) in the H alphabet should be high; it is
also only two. The frequency of V, in the 0 alphabet should be medium or low, since it would equal L ;
it is five, which is too high. The rest of the letters of the assumed word are similarly checked against the
appropriate frequency distributions, with the result that, on the whole, the assumption that the
DDHOOVNBT sequence represents BATTALION does not appear to be warranted. Similar attempts are
made at other points in the text, with the same or other probable words. Some of these attempts may
have to be carried to the point where the placement of values in the tentative cipher component leads
to serious inconsistencies. Finally, attention is fixed upon the following sequence in the second line
of Message No. 6:

MMTTF UUNMG
A A A

If we assume that this skeleton represents the word AVAILABLE, the following fragment of key, cipher,
and plain should be true:

G

vax
> ==
<u=
> e
e
ram
»ca
W= C
e
Mo =

Reference is now made to the appropriate frequency distributions to see how well the actual individual
frequencies correspond to the expected ones; these data are tabulated in the diagram below:

Assumed Frequency
Alphabet Approximation
R 8, Expected Actual
M T \'f Low 2 Fair
T F I High 2 Fair
F U L Medium 1 Good
U N B Low 1 Good
N M L Medium 2 Fair
M G E High 2 Poor
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This assumption of AVAILABLE cannot be discarded just yet. Let the values derivable from the assump-
tion be inserted in their proper places in a cipher component, and, using the latter in conjunction with a
normal A~Z sequence as the plain component, let an attempt be made to find corroboration for these
values. The following placements may be made:

P ABCDEFGHIJKLMNOPQRSTUVWIXYZ
C: M F G UN T

The letter M. appears twice in the cipher sequence and when this partially reconstructed cipher
component is tested it is found that the value L, (Ny) =M. is corroborated. Having the letters M, F, G, U, N,
and T tentatively placed in the cipher component, it is possible to insert certain plaintext values in the
text. For example, in the M alphabet, F,=D,, G.=E,, U.=0,, N.=P,, and T.=V,. In the F alphabet,
G.=B,, U.=L,, Nc.=M,, T.=S,, and M;=X,. The other letters yield additional values in the appropriate
alphabets. The plaintext values thus obtainable are inserted in the cipher text. No inconsistencies
appear and, moreover, certain good digraphs are brought to light. For instance, note what is mani-
fested at the end of the third line of Message No. 5:

K: UQZH ZMTFH
C: UQZHZ MTFHZ
P: VI

Now if the letter H can be placed in the cipher component, several values might be added to this partial
decipherment. We note that F and G are sequent in the cipher component; now let us suppose that H
follows G therein, and we obtain the following:

K: UuQz ZMTFH
UQZH MTFHZ
P: VIC

Suppose the VIC is the beginning of VICINITY. This assumption permits the placement of A, C, L, and
Z in the cipher component, as follows:

P. ABCDEFGHIJKLMNOPQRSTUVWXYZ
C;: MA FGH L ZUN T c

These additional values check in very nicely and presently the entire cipher component is reconstructed.
It is found to be as follows:

KLMNOPG@QR TUV XY Z
SVXZUNDERWOTYPIC

The key phrase is clearly based upon UNDERWOOD TYPEWRITER COMPANY. All the messages may now
be deciphered with ease. The following gives a letter-for-letter decipherment of the first three groups
of each message: 1

Message No. 1

Message No. 2

QR "UO_N
= o % HEx
oW HOGH
T o< IS
H=220 3=
ZNS T@EXMN
Q=EN P>»HM
OXHE HOQME
TEHQ < QP
mMUsE O0Z0
aaaQv Cco =z
HXQ HMO

Hag QMG
MR ATQ
ok C» o
PR BHAM

13 Note that, had we not known (or assumed) the plain-component sequence, we would first have entered these
values in a 26 X 26 square rather than in a single strip for the cipher component, and then we would exploit any mani-
festations of direct or indirect symmetry present.

4 The introductory keys for these messages are presumed to have been specified by prearrangement, or indicated
by the message number, file time, or some other element of the message externals.
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K: IRWKA OLTCJ MZDKYV
Message No.3 C: RWKAO LTCJM ZDKVU.
P ABOUT ONEHU NDRED
K: JJXJJP MLTZK XECAQ
Message No.4 C: XJJPM LTZKX ECAQZ.
P GUARD INSUF FICIE
K: E|[GISU HWZHS TTZOI
Message No.5 C: GISUH WZHST TZOID.
P NUMER OUSFL ASHES
K: BITBJP AARYY PVHID
Message No.6 C: TBJPA ARYYP VHIDI.
P THERE AREAB OUTSI
K: BITBJP AQAAZ TRXAL
Message No.7 C: TBJPA QAAZT RXALX.
P THERE ISAMI XUPHE

f. In the foregoing example the plain component was the normal sequence, so that with the Vigenére
method of encipherment the base letter is A. If the plain component is a mixed sequence, the base letter
may no longer be A, but in accordance with the principle set forth in subpar. 235, the frequency of
doublets in the cipher text will correspond with the frequency of the base letter as a letter of normal plain
text.!® If a good clue is afforded by the frequency of doublets in the cipher text, the insertion of the
corresponding base letter in the plain text will lead to further clues. The solution from there on can be
handled along the lines indicated above.

25. Solution by means of isomorphs.—a. It was stated in subpar. 23d that in ciphertext autokey
systems the production of isomorphs is a frequent phenomenon and that analysis of these isomorphs
may yield a quick solution. An example of this sort will now be studied, using as an illustration the
following three messages which are suspected of being in a ciphertext autokey system:

Message No. 1
USYPW TRXDI MLEXR KVDBD DQGSU NSFBO
BEKVB MAMMO TXXBW ENAXM QLZIX DIXG?Z
PMYUC NEVVJ LKZEK URCNTI FQFNN YGSIUJ
TCVNI XDDQQ EKKLR VRFRF XROCS SJTBYV
EFAAG ZRLFD NDSCD MPBBV DEWRR NQICH
ATNNB OUPIT JLXTC VAOVE YJJLK DMLEG
NXQWH UVEVY PLQGW UPVKU BMMLB OAEOT
TNKKU XLODL WTHCZ R

Message No. 2
BIIBF GRXLG HOUZO LLZNA MHCTY SCAAT
XRSCT KVBWK OTGUQ QFJOC YYBVK IXDMT
KTTCF KVKRO BOEPL QIGNR IQOVJ YKIPH
JOEYM RPEEW HOTJO CRIIX 0O0ZETZ NK

Message No. 3
HALOZ JRRVM MHCVB YUHAO EOVAC QVVJL
LK ZEKU RFRFX YBHAL ZOFHM RSJYL APGRS
XAGXD MCUNX XLXGZ JPWUI FDBBY PVFZN
BJNNB ITMLJ OOSEA ATKPB Y

15 If the plain and cipher components had been identical sequences, this fact together with the identity of the base
letter could have been determined from the digraphic distribution: one of the rows of the distribution (the row correspond-
ing to the base letter) would reflect an approximation of the normal frequency distribution, i.e., peaks for the letters
AEINORST, and blanks or near-blanks for JKQXZ. Furthermore, the reconstruction matrix would have displayed symmetry
about the main diagonal (from upper left to lower right) ; see in this connection subpar. 33e in the next chapter.
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b. Frequency distributions are made, based upon the second letters of pairs, as in the preceding
676(500)

451X450
1.67, confirming ciphertext autokey with a single-letter introductory key. Nevertheless, the data in

each distribution are relatively scanty and it would appear that the solution is going to be a rather
difficult matter.

example. These distributions are shown in the table in Fig. 27, below. The digraphic I.C. is

2d letter
ABCDEFGHIJKLMNOPQRSTUVWIXYZ N ¢
A3 1 1 2 2 2 21 3 1 18 20
B 2 111 121 2 4 3 2 3 23 32
C |1 1 1 1 2 111213 11} 17 8
D 2 21 2 141 2 1 16 20
E |l 111 4 121 1 2212 20 20
Fil1l 2 11 11 1 12 2 1| 15 6
G 1 2 13 1 11 313 14
H |4 3 1 1 2 1 12 20
I 11 21 21 1 11 2 5 18 26
J 1 4 l141 1 2 2 16 28
K 1 2 21 11 1 1l 44 2| 20 30
§Lll 211 131 2 21 12 3| 22 20
< M|l 1l 2 4 3 1112 1 1 18 22
ENZS 11 2 2 3 111 21 20 20
- 01123131 l 1 1 1423 2| 26 36
P 2 1 1 1 21 22 12 8
Q 122 2 1 1 2 11 13 8
R 1 4 2 11 121 23 2 2 22 28
S 3 11 12 1 1 11 12 8
T 13 11 23 12 1 2 211 21 20
U 11 11 2 2121 1l 1 1| 156 6
VIR3 231 33 11 1 2 1 23 30
W 1 2 1 1 2 2 9 6
X111 5 2 31 1 1311 21 23 36
Y 2 1 1111 3 2 1l 13 10
Z 3 12 321 2 14 18
451 500

Fieure 27

¢. Before becoming discouraged too quickly, however, we make a search throughout the text to see if
any isomorphs are present. Fortunately, there appear to be several of them. Note the following:

(1) .. .DBDDQGSUNSFBOBEK.
Message No.1 () . . . NEVVJLKZEKURCNTIF.
(3) .. . TNKKUXLODLWTHC ZR]
Message No.2 (4) . . .CRIIXO0OZETZNK]
Message No.3 (5) . . . CQVVJLKZEKURFRFX.

First, it is necessary to delimit the length of the isomorphs. Isomorph (2) shows that the isomorphism
begins with the doubled letters; for there is an E before VV in that case and also an E within the isomorph.
If the phenomenon included the E, then the letter immediately before the DD in the case of isomorph (1)
would have to be an N, to match its homolog, E, in isomorph (2), which it is not. Corroborating data are
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given by isomorphs (3), (4), and (5) in this respect. Hence, we may take it as established that the iso-
-morphism begins with the doubled letters. As for the end of the isomorphism, the fact that isomorphs
(2) and (5) consist of the same set of 10 letters seems to indicate that this number defines the length of
the isomorphism. The fact that Message No. 2 ends 2 letters after the last tie-in letter, Z, corroborates
this assumption. It is at least certain that the isomorphism does not extend beyond 11 letters because the
recurrence of R in isomorph (5) is not matched by the recurrence of R in isomorph (2), nor by the recur-
rence of T in isomorph (3). Hence it may be assumed that the isomorphic sequence is probably 10 letters
in length, possibly 11. But to be on safe ground it is best to proceed on the 10-letter basis.
d. By applying the principles of indirect symmetry to the superimposed isomorphs, partial chains
may be constructed, as shown below:

(1-2) DV QJ GL S K FU2Z N E B R
(1-3) NDK QUO GX SL FW BT
(1-4) pbI QX GO SZ UE FNT BK
(2-3) VKLX JUW ZO ED RT
(2-4) VI JX LO RKZET UN
(3-4) DTKI UXOE LZ WN

These partial chains may be amalgamated into the following sequence:
LODJXBSUN.GW.Q...FVI RKZET

Noting the J K at an interval of —7, and also W X Z at the same interval, we conclude that a keyword-
mixed sequence is involved, and we derive the original sequence as

WXZ. DR.ULI.BEFGJK.NO.QSTV,

whereupon we recognize our perennial friend HYDRAULIC and fill in the missing six letters.

¢. We now have the cipher component, and the plain component remains to be reconstructed. The
simplest and most foolproof solution ordinarily is a reduction to monoalphabetic terms, using the re-
covered cipher component and the known offset of the cipher text against itself as key.'® However, the
probable word method, if the probable words are at all probable, may be used to good advantage. A
good crib to assume for the 10-letter repetition found in Message Nos. 1 and 3 is ARTILLERY (especially

since the doublet rate of the distribution in Fig. 27 IS 3 _7 39, which is just right for a base letter of

A, to represent the doublet in the repetition). This smgle assumption is sufficient to place 7 letters in
the plain component, thus:

K: VVJLKZEKTUR
C: VVJLKZEKUR
P: ARTILLERY
A. . .E...I..L.....R.T....Y.

These few letters (few, but how beautifully spaced!) are sufficient to suggest that the plain component
is in all probability the normal sequence. A few moments’ testing proves this to be true. The two compo-
nents are therefore:

P: ABCDEFGHIUJK .MN PQRSTU WXYZ
CHYDRAULICBEFGJKMNOPQS VWX2
18 Note that if the LODJX . . . sequence in subpar. d, above, had not been of systematic construction to enable us

to analyze its derivation and thus fill in the missing 6 letters, we still could have converted most of the cipher text to
monoalphabetic terms, solved the text, and recovered both components.
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f. With the two components at hand, the decipherment of the message is a low-order triviality.
Since a single-letter introductory key is known to have been used,” we decipher the first five groups of
Message No. 1 as follows:

K: 2USYP WTRXD IMLEX RKVDB DDQGS
C: USYPW TRXDI MLEXR KVDBD DQGSU.
P: 2PHRF YIVEF IREOF LIGHT ARTIL

The mangled beginning is the result either of garbles, or of specialized keying procedure wherein the
last letter of an introductory key was used as the introductory key letter for enciphering the subsequent
autokeyed portion of the text (see Fig. 18¢ in subpar. 215). If we assume that the IVE before the word
FIRE is the ending of the first word of the plain text, and that this word is INTENSIVE, the introductory
key word is found to be WICKER. Thus:

K:WICKERITRXDIMLEXRKVDBDDQGS
C: USYPWTRXDIMLEXRKVDBDDQGSU..
P: INTENSIVEFIREOFLIGHTARTTIL

The beginnings of the other two messages are recoverable in the same way and are found to be as follows:

K: PROMISEIRXLGHOUZ
C: BIIBFGRXLGHOUZO.
P REQUESTVIGOROUS
K: CHARGED|IRRVMMHCYV
C: HALOZJRRVMMHCVB.
P SECONDBATTALION

g. The example solved in the foregoing subparagraphs offers an important lesson to the student,
insofar as it teaches him that he should not immediately feel discouraged when confronied with a problem
presenting only a small quantity of text and therefore affording what seems at first glance to be an insufficient
quantity of data for solution. For in this example, while it is true that there are insufficient data for analysis
by simple principles of frequency, it turned out that solution was achieved without any recourse to the
principles of frequency of occurrence. Here, then, is one of those interesting cases of substitution ciphers of
rather complex construction which are solvable without any study whatsoever of frequency distributions.
Indeed, it will be found to be true that in more than a few instances the solution of quite complicated
cipher systems may be accomplished not by the application of the principles of frequency, but by re-
course to inductive and deductive reasoning based upon other considerations, even though the latter
may often appear to be very tenuous and to rest upon quite flimsy supports.

26. Solution of isologs involving the same pair of unknown primary components.—a. Two messages
containing identical plain text encrypted in a ciphertext autokey system with two different single-letter
introductory keys may be solved in a manner identical to that described in the last paragraph, since what
we really have is a pair of long isomorphs one letter shorter than the length of the messages. Even if the
introductory keys are words of different lengths and compositions, if the key usage is similar to that
illustrated in Fig 18¢ in subpar. 21b the message can be solved very rapidly by reconstructing the primary
components, since the cryptographic texts of such messages will be isomorphic after the initial keyword
portions.

17 We know this from (a) statistical evidence of the digraphic distribution at an offset of 1, (b) the indications of the
correct plain component emerging from a tentative decipherment of the 10-letter repetition, and (c) the unlikelihood that
with three rather short messages a long ciphertext repetition would have manifested itself if the offset were more than
1 letter. We knew that the three messages were autokeyed at the same offset, otherwise the isomorphs would have not
appeared among all three messages.
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(1) Note the two following superimposed messages, in which isomorphism between the two crypto-
grams is both obvious and consistent after their 6th letters:

Msg“A” TSBJS KBNLO CFHAZ LWJAM BNFNS
Msg“B”: BKKMJ XYCXB HRPVO XMUVI YCRCG
Msg“A" MVJRE HFPRX CPCRR EHFMU HRAXC
Msg“B”: I KUTD PRETN HEHTT DPRIW PTVNH
Msg“A ! NFDUB ATFQR
Msg“B": CRSWY VJRFT

Starting with any pair of superimposed letters (after the 6th pair), the following chains are derived:

1 2 3 4 5 6 7 8 9 10 11 12 13 14
(1) Z0BY .
(2) LXNCHPEDSG
(3) QFRTJUWMI
(4) AVK . .

The foregoing fragments either are part of two 13-letter chains, or they are parts of a complete 26-letter
sequence. If the former is the case, then the two 13-letter chains mustbe (ZOBYQFRTJUWMI) and
(LXNCHPEDSGAVK); and, a few moments later, noting phenomena associated with keyword-
mixed sequences in the two chains, we superimpose them in the diagram *

ZOBYQFRTJUWMI

HPEDSGAVKLXNC

YQFRTJUWMIZOB
from which we speedily obtain the HYDRAULIC . . . XZ sequence.!®

(2) Only the cipher component has been recovered thus far. If we assume that the plain component
is the same as the cipher, the initial key words and the message plain texts are at once deciphered; it
will be found that the initial key word for Message “A” is PENCE, and that for Message ‘B’ is LATERAL.
If the plain component had not been guessed in this case, we could have ‘“deciphered’” the message text
using an arbitrary plain component (say, the A-Z sequence), resulting in a conversion of the complex
cipher text into monoalphabetic terms which can then speedily be solved.

(3) The foregoing solution affords a clue to the solution of cases in which the texts of two or more
messages are not completely identical but are in part identical because they happen to have similar
beginnings or endings, or contain nearly similar information or instructions. The progress in such cases
is not so rapid as in the case of messages with wholly identical texts because much care must be exercised
in blocking out the isomorphic sequences upon which the reconstruction of the primary components
will be based.

b. In the preceding example the autokeyed portions of the texts started with the last letters of the intro-
ductory keys. If full autokeying (i.e., the method shown in Fig. 188), had been employed the solution
would hardly be more difficult.

18 See subpar. 447 on pp. 89-90 of Military Cryplanalytics, Part I].

19 If the four fragments (1), (2), (3), and (4) had been parts of a complete 26-letter sequence, there would have been
only 6 ways to permute them, viz.,, 1-2-3-4, 1-2-4-3, 1-3-2-4, 1-3-4-2, 1-4-2-3, and 1-4-3-2; therefore the problem
would still be solvable without too much effort, even if the cipher component has been a random sequence.

20 The reason that the cryptographic texts are isomorphic after the initial keyword portions is, of course, that since
the text beyond the key word is enciphered autokey fashion by the preceding cipher letter, the letters before the last
letter of the key have no effect upon the encipherment at all. Hence two messages having identical plain text cannot be
other than isomorphic after the initial keyword portions.
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(1) In order to illustrate such a case, let the same plain texts used in the preceding example be en-
ciphered by introductory key words of the same lengths but different compositions: PENCE and LATER.
Thus:

Message “A”
K:PENCEITSBJS MMNRU LPUIH JBTXF INNRM
P REQUE STINF ORMAT IONOF SITUA TIONTI
C: TSBJS MMNRU LPUIH JBTXF INNRMDWIQV
K: DWIQV PCKAO DPAZO BCMRI AFNWO GLIHT
P NFIFT EENTH INFAN TRYSE CTORA TONCE
C. PCKAO DPAZO BCMRI AFNWO GLIHT IWWCU

Message “B”
K: LATER|BKKMJ RBTUX SGEBQ YRHHA TETUC
P REQUE STINF ORMAT IONOF SITUA TIONTI
C: BKKMJ RBTUX SGEBQ YRHHA TETUC NOGTM
K: NOGTM LDQLE NGBYE WDSUH PUTZE HHGDK
P NFIFT EENTH INFAN TRYSE CTORA TONCE
C:LDQLE NGBYE WDSUH PUTZE HHGDK TODEX

(2) Now let the cipher texts be superimposed and isomorphisms be sought. They are shown under-
lined below:

MsgA: TSBJS MMNRU LPUIH JBTXF INNRMDWIQV
MsgB:BKKMJ RBTUX SGEBQ YRHHA TETUC NOGTM
MsgA:PCKAQO DPAZO BCMRI AFNWO GLIHT IWNWCU
MsgB:LDQLE NGBYE WDSUH PUTZE HHGDK TODEX

It will be noted that the intervals between identical vertical pairs show a constant factor of 5, indicating
that the messages have been enciphered with 5-letter introductory key words.

(3) The vertical pairs beyond the first five letters of the messages are now distributed in a recon-
struction matrix according to their position based upon this interval of 5, similar to the treatment of
vertical pairs in periodic-cipher isologs arising from the use of repeating keys of the same lengths.?
This is shown below:

PABCDEFGHIJKLMNOPQRSTUVWIXYZ

1P W N H TY SR L
2| RD U HBE G 0
3|B G Q ST HE D
4L E DB TU ZH Y
5 A QH C E KXM
From the values in this matrix the original cipher component, the HYDRAULIC . . . XZ sequence, may

quickly be recovered, because the @ line may be included in the chaining.

21 Cf. subpar. 60f, M<litary Cryplanalytics, Part I1.
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why a set of 26 unrelated random

Plain
ABCDEFGHIJKLMNOPQRSTUVWIXYZ

IERRMXHCEH =M

oM dd0 ;] EKMKEDD

28. Further remarks on ciphertext autokey systems.—a. All of the discussion on ciphertext autokey
systems thus far has been limited to alphabetical systems employing sliding primary components (or

the equivalent form of a square table). There is no reason, of course,
sequences in a table such as that in Fig. 33, below, could not be used for the cipher alphabets. In such

>4
SO DO OHGCHS>NMOTHOUEM > Z
MMEZEINMEONE O EHEABNDUNNMXHD IO
DORZMEMZ M NOEINHZACKXIMN>DA
S NEHMB>O>MM HZNS>ROOMANMI - << M
LZOMmNMAxS HarxmEUEDoXxrNARZE
PNW P> B RD N MEMAUHEANMLZZOHAQWN
QAU T oHOA O NERZC<TONKHDE>XU KN R
UHLOAN> IS ALUSHOLGSN A<M R
H>EHDOSNND HEENMAIMELMONHX
MDDV XAMYE > MO JdNDXNMEZTHEKDZ X H
voOoOMEXEOR>U HE>MNMAZDEHSD B HZ T <
OEDNXMDIMOT DHMESPTNHEILIEJTOXDD
< I JdJ0N> MR DOHFQAOCNDOLENAHNBKO
ZERHETZNoEMN OCELDOSDERE>PN I NEOD
EMODRAXMN CNNERMHHREHIHNOV JNWN
A MUOUaGZHOH CRHRILEALLMBELO>=SOMD
NHARVDEZD>PEXAINCSCOLKEXMUMARL JAE>
HEagHMDRONALHALE IDDXNXKERXEZ>DAHU A
KT AM> AINTOHDRERMHUOODMOE»ODON
HHEBEONMRAHOSE T ZUOSEHEMNSRHDEHKE® M
MAPASEHN <A ZOEXHDZASUANODOU S
NOFRMHHOMMNOZGENEHL K, I AROEHM> M
Madr<szoIAAIAAOALDNLLSOMDANX., X
CNMON JALCEHHDUIREILIEVLONOXMNLE>SM
ENHNNUEUOUSHS>EHAAQANKZOERENRKNMMS E M
<CMOARNEKEOITHSX IS ZO0OALTENED>EMMN
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HYDRAULICBEFGJKMNOPQSTVWIXZ

AHYDRAULICBEFGJKMNOPQSTVWX
BYDRAULICBEFGJKMNOP
DRAULICBEFGJKMNOPQSTVWXZHYD
EAULICBEFGJKMNOPQSTVWXZHYDR

methods in pars. 23 and 24, except that it is obvious that (a) there will be no determinable base letter,
CDRAULICBEFGJKMNOPAQ

* cases, the general methods treated in par. 22 still apply, with necessary modifications, as also do the
“and (b) there will be no causal isomorphs. For that matter, even with a matrix such as that of Fig. 34
below, in which the key letters are designated by arbiirary letters to the left of the square (instead of

<D JAHOOMHNEERUSDXEZOANE>E
KD AHODMNMMHNEKEUDSYXEZOALIINEH >
A<D AHOAMAMBKMUS X EZOMLONH
PO DOdHOANEUS X EZOAOWN
IT>X» A<D AHOMNMMNEIOS X EZONO
NI A<D dJHODMAEERUOUSMXEZO0 M
MNI>AE<CD IHODAEHERUOUDYDXEZO
EMNIDALC<CD JHOMORERUS XEZX
PEMNIPAC<SD AHODMOMEEKDU D X Z
HEEEXKNI>PAQAEKM<<D AIHODAOAMBK O DX
NEHEPEMNIMAXK<SD JHOMREMERDD
OnNEBE>EXNI>>QE<CDIHODORAEKD
ACNEBEEPEMNIAXM<SD IHOLMIMK K
oM OoONEBEPEPEMNIAK<<D JIJHDODMMA
ZOMLOVNEBHPEMNIAXK<SD . JHOM
EZOoOAMLONEBHPEPEMNI>AEL<CD AHD
XMEZOAOONBGEKNI>AK<SD AH
PXEZOACNEBEEEMNIAMLK <D I
UnMEZOoOAQQUNEEEMNIYAQAXK<GD
EOUOMXMBZOALAONEBHPEMNIHAM<
MEUHDXMEZOANEPPEMNITAM
MERUSDXEZOATNEEEMNI>AQAQ
OMNMBEUHDXEEZOALONEHEMNI>™
HOMNMKEEBEUDS X EZOAOONEEEMNI
AHOMNMAEKEUDYXMXEZOAMONEHDBEMDN
DAHUOUMNMRKNEUDXMEZOALONEE>EN
EUIDHYXAEZOAOOKUNED>EMPM
g

Ficure 34
Message “A”
Message “B”
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TTVULPAESJOUBNOADTEXPAQEFTU

ZIZHYDRAULICBEFGJKMNOPQSTVWX

YIQNSTTVULPAESJOUBNOADTEXPAOEFT
P THIRDREGIMENTCOMMANDPOSTMOVING.

C: PMQQPPZFGTRIRZNDPQLJYMLLHXQWGEP
C: QNS

minable base letter and no causal isomorphs can be produced, as can be shown by the following
K:

isologous message beginnings:

components are identical sequences, one of the distributions of the letters immediately following a
particular cipher letter (in this case, A.) will fit the normal, since the plaintext letters enciphered by this
key letter will be self-enciphered; the distributions of the letters following the other cipher letters will

The ciphertext doublets are the result of chance. Note in this example that, since the plain and cipher
of course be monoalphabetic.

the letters in a column under a particular plaintext letter—the base letter), there is likewise no deter-
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b. The general principles of ciphertext autokeying apply equally well to digital systems, and for
that matter to Baudot systems. The modulus in digital systems is the usual mod-10 arithmetic,? so
that in effect the cipher component is a known sequence—thus a reduction to monoalphabetic terms
suggests itself at once, if not sooner.

c. As an example, let us study the following message, suspected of having been enciphered in a
ciphertext autokey system with the additive method of encipherment (P4+K=C).”

15635 92001 13756 949093 05151 400094
22123 30476 69720 39498 79929 58112
76111 49369 28072 48301 90074 45548
40544 31589 12943 50529 52814 74516
71932 40506 11682 05793 10649 256895
19689 99661

If a single-digit introductory key has been used, the cipher text is offset against itself at an interval of 1
and a decipherment obtained, the beginning of which is shown below:?

K: 1563 59200 11375 69409 30515
C:l 635 92001 13756 94093 05151
P: 172 43801 02481 35694 75646

The I.C. of the entire deciphered message is 0.99, so the length of the introductory key was probably not
1. The cipher text is then offset against itself at intervals of 2,3,4 . . ., up to an interval of 9: the I.C.’s
obtained from the resulting decipherments are all unsatisfactory, as may be seen from the following
table:

Offset, I1.C. Offset, 1.C. Offset I.C.
1 0.99 4 0.97 7 0. 99
2 1. 02 5 0. 96 8 0. 98
3 1. 02 6 0.96 9 0.97

2 If other than mod-10 arithmetic is used, say an arbitrary conversion-square encipherment with a square such as
the following,
Plain

'S

Key

OO AWNDHO

CORBRNDODUUTIOHW O
LONDOWUHNOWANKF M
NJOOHANOLKD N
BROUHOHODOWONDOI(W
HONDWIOQOOWAOM

NWhoOoJOUOUOHOOO| O
ORI AROWOOUONO
OO NIHWWOWM NI
VAW AEFRODIO WD
OV OWOAOJOWO

the problem must be solved as a general case of ciphertext autokey as treated earlier in this chapter. (The conversion
square shown here is a Latin square, with ten unique digits in each of the rows and in each of the columns; other conversion
squares may have columns containing repeated digits.)
2 As regards the effect of the use of different encipherment conventions, see subpars. 35¢ and % (on pp. 117-120).
2 We have assumed that the enciphering procedure was the additire method (i.e., wherein P+K=C); see also the re-
marks in subpar. 35k in the next chapter if subtractive or minuend methods had been involved.
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d. When an offset of 10 is tried, the I.C. of the deciphered text jumps to 1.52 and a long repetition
. is in evidence, revealing that 10 is the length of the introductory key. The decipherment and its appertain-

ing frequency distribution are shown below:
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are observed in the preliminary examination, and recovery of the plain text and of the enciphering
29 The analysis of the intermediate text is given in par. 77 of Military Cryptanalytics, Part I.

From here on the solution of the intermediate text is a simple matter; monome-dinome characteristics
matrix quickly follow.?®
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29. Preliminary remarks on plaintext autokeying.—a. If the cipher alphabets are unknown mixed
sequences, plaintext autokeying gives rise to cryptograms of more intricate character than does cipher-
text autokeying, as has already been intimated in the preceding chapter. As a cryptographic principle,
1t is very commonly encountered as & new and remarkable “invention’ of tyros in the cryptographic
art. [t apparently gives rise to the type of reasoning to which attention has been directed once before,
and which was then shown to be a popular delusion of the uninitiated. The novice to whom the plaintext
autokey principle comes as a brilliant flash of the imagination sees only the apparent impossibility of
penetrating a secret which enfolds another secret. His reasoning runs about as follows: “In order to
read the cryptogram, the would-be solver must, of course, first know the key; but the key does not
become known to the would-be solver until he has read the eryptogram and has thus found the plain
text. Since this is reasoning around a circle, the system is indecipherable.” How unwarranted such
reasoning really is in this case, and how readily the problem is solved, will soon be demonstrated.

b. A consideration of the mechanics of the plaintext autokey method discloses that a repetition of
n letters in the plain text will produce a repetition of (n—£k) letters in the cipher text, where n represents
the length of the repetition and % the length of the introductory key. Therefore, when the introductory
key consists of a single letter, there will be as many polygraphic repetitions in the cipher text as there
are in the plain text, except for repetitions of digraphs only, which of course disappear. But on the other
hand some accidental (i.e., noncausal) digraphic repetitions are to be expected, since it can happen that
two different plaintext pairs, enciphered by different key letters, will produce identical cipher equivalents.
Such accidental repetitions will happen less frequently, of course, in the case of longer polygraphs, so
that when repetitions of four or more letters are found in the cipher text they may be taken to be true
or causal repetitions. It is obvious that in studying repetitions in a cryptogram of this type, when the
introductory key is a single letter, a 5-letter repetition in the cipher text, for example, represents a
6-letter word or sequence repeated in the plain text. When the introductory key is & letters in length
then an n-letter repetition represents a repetition in the plain text of length (n+k) letters.

¢. The discussion in this chapter will, as usual, be divided into two principal cases: (1) those in
which the cipher alphabets are known, and (2) those in which they are unknown. Under each case the
introductory key may consist of a single letter, a word, or a short phrase. Furthermore, in the solution
of plaintext autokey systems there are important differences whether the components are identical
sequences progressing in the same direction, or running against each other in opposite directions,or
whether the components are two different sequences. In addition, complications. in solution are intro-
duced when the wrong base letter is assumed, as will presently be demonstrated.

- 30. Solution of plaintext autokey systems when known cipher alphabets are employed and the
introductory key consists of a single letter.—a. Note the following plaintext autokeyed encipherment,
wherein the introductory key is a single letter, of such commonly encountered words as COMMANDING,
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BATTALION, DIVISION, and CAPTAIN, using two identical primary components (in this case direct
standard alphabets), with base letter A:

K: . BATTALION K: .DIVISION
(1) P: BATTALION @ P: DIVISION.
C: . BTMTLTWEB C: .LDDAAWB .
K: .COMMANDING K: .CAPTAIN
3) P: COMMANDING . (49) P: CAPTAIN
C: .QAYMNQLVT. C: .CPITIV

The following characteristics may be noted:? .

(1) The cipher equivalent of A, is the plaintext letter which immediately precedes A, (see the two
A’s in BATTALION, in example 1 above). When the key is A, a plaintext letter is self-enciphered (see the
first T, and the L, in example 1).

(2) A plaintext sequence of the pattern ABA yields a doublet as the cipher equivalent of the final
two letters (see IVI and ISI in DIVISION, in the second example).

(3) Every plaintext trigraph having A, as its central letter yields a cipher equivalent the last two
letters of which are identical with the initial and final letters of the plaintext trigraph (see MAN in
COMMANDING, in the third example). .

(4) Every plaintext tetragraph having A, as the initial and the final letter yields a cipher equivalent
the second and fourth letters of which are identical with the second and third letters of the plaintext
tetragraph (see APTA in CAPTAIN, in the fourth example; also ATTA in BATTALION, in the first example).

b. (1) From the foregoing characteristics and the fact that a repetition of a sequence of » plaintext
letters will yield, in the case of a one-letter introductory key, a repetition of a sequence of n—1 cipher
letters, it is obvious that an easy method of solving this type of cipher is that of the probable word.
Indeed, if the system were used for regular traffic it would not be long before the solution would consist
merely in referring to lists of cipher equivalents of commonly used words (as found from previous mes-
sages) and searching through the traffic for these sequences, aided by their idiomorphic patterns.

(2) Note how easily the following message can be solved:

BECJI BTMTL TWBPQ AYMNQ HVNET WAALC .

We take note of the sequence BTMTLTWB, which is in the list of equivalents in subpar. a, above, and we
insert the word BATTALION in the proper position. Thus:

K: BATTA LION
C: BECJI BTMTL TWBPAQ
P B ATTAL ION

0
With this as a start, the decipherment may proceed forward or backward with ease, as shown below:

8 10 16 20 25 30
K: EACH BATTA LIONC OMMAN DERWI LLPLA
C: BECJI BTMTL TWBPQ AYMNQ HVNET WAALC .
P EACHB ATTAL IONCO MMAND ERWIL LPLAC

¢. The foregoing example is based upon the normal Vigenére method of encipherment (8x,:=8,;
6,1="0.s2). If in encipherment the plaintext letter is sought in the second (i.e., lower) component, and its
equivalent taken in the first (i.e., upper) component (8x2=8,; 0,2=60.,), the steps in solution are
identical, except that the list of cipher equivalents of probable words must be modified accordingly.

1 The reader is cautioned that the characteristics noted apply only to the case where two idenfical components are
used, with the base letter A.
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For instance if the components are direct standard sequences the word BATTALION will now be enciphered
as BATTALION,
- ZTAHLXGZ
d. If reversed standard alphabets are used, the word BATTALION will be enciphered as BATTALION
BHATPDUB
which also presents idiomorphic characteristics leading to the easy recognition of the word in the cipher
texts of messages.

¢. All of the foregoing phenomena are based upon standard alphabets, but when mixed cipher alpha-
bets are used and these have been reconstructed, similar observations may be recorded and the results
employed in the solution of additional messages enciphered by the same components.

f. (1) Let us again consider the case of known components wherein two identical sequences progress
in the same direction; for the sake of illustration, let both of these sequences be normal sequences. Let it
also be known that plaintext autokey with a single-letter introductory key is involved, and that the
enciphering equations are those of the normal Vigenére method.

(2) A message beginning QVGLB TPJTF . . . isintercepted; the only unknown factor is the initial
key letter. Of course, one could try to decipher the message using each key letter in turn, beginning
with A and continuing until the correct key letter is tried, whereupon plain text will be obtained. But it
seems logical to think that all 26 possible “decipherments’” might be derived from the first one, so that the
process might be much simplified; this is true, as will now be shown. If we take the two cipher groups
under consideration and decipher them with injtial key letter A, we obtain the following:

K: AQFBKRCNWX
C: QVGLBTPJTF .
P QFBKRCNWXTI

206687 O - 77 - 6 77 *G“I\
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The deciphered text is certainly not plain text. But if one completes the sequences initiated by these
letters, using the direct standard sequence for the even columns, the reversed standard for the odd columns,
the plain text HOSTILE FOR(CE) will appear in one generatrix. From this it is clear that instead of going
through the labor of making 26 successive trials, which would consume considerable time, all that is
necessary is to have a set of strips bearing the normal direct sequence and another set bearing the reversed
normal sequence, and to align the strips, alternatively direct and reversed, to the first “decipherment.”
The plain text will now reappear on one generatrix of the completion diagram, as shown in Fig. 35, below:

Initial

1 2 3 456 7 8 910
keyltrr. QVGLBTPJTF
A QFBKRCNWXTI
B PGALQDMXWJ
C OHZMPELYVK
D NIYNOFKZUL
E MJXONGJATM
F LKWPMHIBSN
G KLVQLIHCRDO
H JMURKJGDQP
I INTSJKFEPAQ
J *HOSTILEFOR
K GPRUHMDGNS
L FQQVGNCHMT
M ERPWFOBILU
N DSOXEPAJKYV
0 CTNYDQZKJW
P BUMZCRYLTIX
Q AVLABSXMHY
R ZWKBATWNGZ
S YXJCZUVOFA
T XYIDYVUPERB
U WZHEXWTQDC
i) VAGFWXSRCD
] UBFGVYRSBE
X TCEHUZQTATF
Y SDDITAPUZG
Z RECJSBOVYH
Ficure 35

g. The peculiar nature of the phenomenon just observed, »iz., a completion diagram with the vertical
sequences In adjacent columns progressing in opposite directions, those in alternate columns in the same
direction, calls for an explanation. Although the matter might seem a bit mysterious, it is not hard to
understand. First, it is clear why the letters in column 1 of Fig. 35 form the descending

sequence QPO . . . these letters are merely the ones resulting from the successive ‘“decipherment”
of Q. by the successive key letters A, B, C . . ., as shown below:
Initial key A: Initial key B: Initial key C:
K: AQFBKRCNWX K: BPGALQDMXW K: COHZMPLEYYV
C: QVGLBTPJTF C: QVGLBTPJTF C: QVGLBTPJTF
P: QFBKRCNWXI P. PGALQDMXWJ P: OHZMPELYVK

Now since the decipherment obtained from the 1st cipher letter in any row in Fig. 35 becomes the key
letter for deciphering the 2d cipher letter in the same row, it is apparent that as the letters in the 1st
column progress in a reversed normal (i.e., descending) order, the letters in the 2d column must progress
in a direct normal (i.e., ascending) order. The matter may perhaps become more clear if encipherment
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.is regarded as a process of addition, and decipherment as a process of subtraction. Instead of primary
components or a Vigenére square, we may use mod-26 arithmetic, assigning numerical values to the
letters of the alphabet, beginning with A= and ending with Z=25. For example, if we consider the usual
Vigenére enciphering equations 0x;;=0,; 6,1="0,p, the letter H, enciphered by key letter My with direct
standard alphabets yields T,; or, by using the following numerical values,

ABCDEFGHIJKLMNOPQRSTUVWXYZ

01 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25

the same result may be obtained thus: Hy(Myx) =7+ 12=19=T,. (Every time the number 25 is exceeded in
addition, we subtract 26 from it and find the equivalent for the remainder.) In decipherment, the process
is one of subtraction.? For example, T.(My)=19—12=7=H,; D:Rx)=3—17=(26+3)—17=29—17=
12=M;. Using this arithmetical equivalent of normal sliding-strip encipherment, the phenomenon just
noted can be set down in the form of a diagram (Fig. 36) which perhaps will make the matter clear.

1 2 3 4 5§ 6 7 8 910
QVGLBTPJTF
Q. (Ay) =16- 0=16=Q -~ Q F B K R
Ve (Q0 =21-16= 5=F —— I
G, (Fy) = 6~ 5= 1=B ]
Ee By =11~ 1=10=K — o |
B (Ey) = 1-10=17=R —0— |
********-l:*;l;-l;*;*********
Q. (B) =16- 1=15=P -~ PGALQ .
Ve (P) =21-15= 6=G —+
Gc (Gk) = 6— 6= 0=A I : '
L. (Ay) =11- 0=11=L ——t
Be (In) = 1-11=16=Q ——+ L |
********-xe-x;-x;ﬁ-x;*********
Q. (Cx) =16- 2=14=0 -~ O HZMP
Ve (Op) =21-14= 7=H 1 I
G, (Hy) = 6- 7=25=27
Lo (Zy) =11-25=12=M
B, (My) = 1-12=15=P
Figure 36

Note how homologous letters of the three rows (joined by vertical dotted lines) form alternately de-
scending and ascending normal sequences.

h. But now let us consider what happens when the base letter is incorrectly assumed. Note the
following direct standard alphabet encipherments:

Base lotter B: Base letter C: Base letter D:
Ki JHOSTILEFO Ki JHOSTILEFO Ki JHOSTILEFDO
P HOSTILEFOR P HOSTILEFOR P HOSTILEFOR
C: PUFKASOISE C: OTEJZRNHRD C: NSDIYQMGAQC
FiGguRE 36a Ficure 36b F1GURrE 36¢

2 It will be noted that if the letters of the alphabet are numbered from 1 to 26, in the usual manner, the arithmetical
method must be modified in a minor particular in order to obtain the same results as are given by employing the normal
Vigenere square. This modification consists merely in subtracting 1 from the numerical value of the key letter. Thus:

ABCDEFGHIJKLMNOPQRSTUVWIXYZ
1 2 3456 7 8 9 1011121314 1616 1718 19 20 21 22 23 24 26 26

Hp(Mk) =8 + (13 =-1) =8 + 12 20 = Tc
=8 =

To(Mk) = 20 — (13 -1} = 20 - 12 Hp

79
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When we make our initial “decipherments’” of the foregoing cipher texts, assuming erroneously that
the base letter is A, we have the following:

Ki: APFAKQCMWW K: AOFZKPCLWYV K: ANFYKOCKWU

C: PUFKASOISE C: OTEJZRNHRD C: NSDIYQMGQC

P: PFAKQCMWWI P OFZKPCLWVI P NFYKOCKWUI
Ficurg 37a Figure 37b Ficure 37c¢

Note that the even letters FKCWI of these three decipherments match. When we make generatrix dia-
grams from these decipherments, it may be seen in Figs. 38a—¢, below, that the true plain text appears
on {wo generatrices, and that the interval between these generatrices reflects the identity of the par-
ticular base letter involved. This phenomenon holds true only for those cases in which the plain and
cipher components are identical sequences running in the same direction.

PUFKASOISE OTEJZRNHRD NSDIYQMGQC
PFAKQCMWWI OFZKPCLWVI NFYKOCKWUI
QEBJRBNVXH PEAJQBMVUWH OEZJPBLVVH
RDCISAOQUYG QDBIRANUXG PDAIQAMUWG
SCDHTZPTZF RCCHSZOTYF QCBHRZNTXF
TBEGUYQSAE SBDGTYPSZE RBCGSYOSYE
UAFFVXRRBD TAEFUXQRAD SADFTXPRZD
VZGEWWSQCC UZFEVWRQBC TZEEUWQQAC
WYHDXVTPDB VYGDWVSPCB UYFDVVRPBB
XXICYUUOEA WXHCXUTODA VXGCWUSOCA
YWJBZTVNFZ XWIBYTUNEZ WWHBXTTNDZ
ZVKAASWMGY YVJAZSVMFY XVIAYSUMEY
AULZBRXLHX ZUKZARWLGX YUJZZRVLFX
BTMYCQYKIUW ATLYBQXKHUW ZTKYAQWEKGW
CSNXDPZJJYV BSMXCPYJIV ASLXBPXJHV
DROWEOAIKU CRNWDOZIJU BRMWCOYIIU
EQPVFNBHLT DQOVENAHKT CQNVDNZHJT
FPQUGMCGMS EPPUFMBGLS DPOUEMAGKS
GOR@DHOD®N® FOQDcOCO®M® EOPODFOBEALRE®
®NOSOK®ED®Q GNRSHKDENGQ FNQSGKCEMQ
IMTRJJFDPP @MORQJIBDOP GMRRHJDDNP
JLUQKIGCQO ILTQJIFCPO @ALEOAQI®cO®O
KKVPLHHBRN JKUPKHGBQN IKTPJHFBPN
LIJWOMGIASM KJVOLGHARM JJUOKGGAQM
MIXNNFJZTL LIWNMFIZSL KIVNLFHZRL
NHYMOEKYUK MHXMNEJYTK LHWMMETIYSK
0OGZLPDLXVJ NGYLODKXUJ MGXLNDJXTJ
Figure 38a Figure 38b Figure 38c

. When the method of encipherment based upon enciphering equations 8y,2=8i; 0,2=0. is used
instead of that based upon the usual Vigenére equations, the process indicated above is simplified by the
fact that no alteration in the direction of the sequences in the completion diagram is required. For ex-
ample, if the first two groups of a cipher message were YHEBP DTBJD the “decipherments” with key
letters A and B, respectively, are shown below:

K:AYFJKZCVWF KiBZGKLADWXG
C.YHEBPDTBRBJ C: YHEBPDTBJD
P YFJKZCVWF P: ZGKLADWXGJ



The entire completion diagram would therefore be as follows:

Initial
key ltr.

*

NHKMXI<CHNIOYVOZICrRUHIQEEBUOQW®

HNE<CCHNVIOVOZRUDRLCAHIQAEUOQW> N =~
HmOQDeNKMNISICHWIODTOZIDRGURKHIOAM
HIQEUAUQWENKKEICHNIOTOZZERNRGE
CHIQTOEHUOUQWEPNRKKE<SAHNNIOYVOZE2 X »
MMNE<CHNILUUOZIrNNuHIOQE@MEHOOGW > N «
WrN<KHMaEdONIOUYVOZENRNUGCHIQTIEDQD
CHRAHNABVOVOZTNRUCHIOQABUOWRENKMSE<I|I
< CHWLWIOVOZEIDPXRNUCHIOTHMAODOQE> N X =2|W
BUQWPEPNHKMNE<Ad DO TOZ2REBEMNRGCHION®[W
TRENHOQWEPNHRMNE<LCHNIOTVOZEORGMD =

Figure 39

J- (1) In the foregoing examples the primary components were normal sequences, but the case of
identical mixed components may be handled in a similar manner. Note the following example, based upon

HYDRAULICBEFGJKMNOPQSTVWIXZ

the primary component which we have reconstructed from previous work. Let the first two groups of an
intercepted message be XOFMD JNTDS . '
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(2) First, the message is ““deciphered’” with the initial key letter A and base letter H,, and then a
completion diagram is made, using sliding strips bearing the mixed primary component, alternate strips
bearing the same sequence in reverse. Note Fig. 40, in which the plain text HOSTILE FOR(CE) reappears
on a single generatrix.

:‘UQ'N
:‘UQN

K:
C:
P

*
X0 Ok >

*

OVOoOoOZETRLOTTEmWOHPORrP DUOURINMSE<SINM>
HNI<RODITPCOQrHOQOETOMOWRIZODTONAIEOWN
CRQTEMBODOHPQCP IORINXXETINODOZZ XNT=E
ODAP>CMNHQUMNTOCRRIZOTONHTENMNIKER
INME<HNWODOZEXRUWUOTMEHWOHDPC> DO LU
CXEZOTONUH<<EMNIKUIEPCODOHOQOWRT Q|G
DOHMINXKE<HNOTDTOZEZIXRGWOTMMABWOHDG»(ZQ
TMOUVNH<EMNIKUIPONrHQWEHTIOGXRE 203>
HBOaOHDQP DUORINKKEINODTOZERUWCOTIOO
B xRa=ZovonHdgEMNI<KODI_OHQ®IN™
CHIOUMEBUAQPNRKMS<CcHONIODTOZIT XRHU
ZREOCRNUHIQOTMAEAODQWENXXE<CHNIO UOl=E X
OZEZrPrXRNRUHINOEWAUAQAWENKNME<SCANIO VINO
TawrN<ME<CHNIOTOZENRGuHIQAEIDD
NeMEIACHIOYVOZRDORGCHIOOEBOOQW®T I
PNHRMNEJCOCHNIO DVOZERIMN-rXUGCHIOTEHOQWING
CHIQERUOQWENKNMNIEI<CHNIO TOZR R(owW
TCrXNCHIOTMEBUQWPNRMIEI<<CINIO YO XX
CZ>5UU'-<:EN><S<HMD’UOZZN‘-«O"}MUJQH["Nb
<HNOYOZE2XRGCOTMEWOAHICGE DO ITINX=E|w
NME<AhovvoZ2XuQEAWOHPCR U NS
INMIEI<<HRNOTOZR_RNRLOQTIBDWOHPC®> WO NI
QEHBOWOHIPCP IO INNMNESCINOTDOZRRNGR
MR WOHIPCCP IO INMKEsINOTOZEI NGRS
ZEXRUQOQTIAWQHIC» DU INNMKE<<INODVOINZ
<HRNO9DVOZXNRGCAOTYIAIOHIAOPP IO INNX=EH|NO
QHEPCP DO INME<ANOTOZE=ZXRWOTMEMWEIR =

QWr NSO vOoOZ_CRGH

Ficure 40 Figure 41 FiGgurr 42

k. (1) Next to be considered is the case in which the two primary components progress in opposite
directions. Let us assume that XTWZL XHZRX . . . are the first two groups of a message known to
have been enciphered by plaintext autokeying with a single letter introductory key and reversed standard
alphabets. The procedure in this case is exactly the same as before, except that it is not necessary to
have any alternation in direction of the completion sequences; note the solution in Fig. 41. Let the student
ascertain why the alternation of the completion sequences is not necessary in this case.

(2) In the foregoing case the alphabets were reversed standard, produced by the sliding of the
normal sequence against its reverse. But the underlying principle of solution is the same even if a mixed
sequence were used instead of the normal; so long as the sequence is known, the procedure to be followed
is exactly the same as demonstrated in subpar. (1), above. For example, let the reconstructed primary
components be

P HYDRAULICSB FGJKMNOPQSTVWXZ
C: ZXWVTSQPONMKJIJGFEBCILUARDYH
and let the first two groups of an intercepted message be XBWZK YVZSK . . . . Referring to Fig. 42,

we may note that the primary mixed sequence is used for the completion sequence and that the plain
text, HOSTILE FOR(CE), comes out on one generatrix. It is immaterial whether the direct or reversed
mixed component is used for the completion sequence, so long as all the sequences in the diagram progress
in the same direction.

—SEGREL 82




. When the enciphering alphabets are identical sequences but running against each other in opposite
directions, an incorrectly assumed base letter has an effect on the same manner of reading the generatrix
diagrams. In Fig. 41, above, we assumed correctly that the base letter was A;, and the plain text re-
appeared on a single generatrix. If, however, we had assumed the base letter to be B,, our generatrix
diagram would have been that of Fig. 43e, below; and if we had assumed a base letter of C,, the gen-
eratrix diagram would have been that of Fig. 43b. Note that the plain text in Fig. 43a progresses upward
on a simple diagonal, while that in Fig. 43b progresses upward on a steeper diagonal, two rows apart.
The diagonal for an assumed base letter of D, would have been three rows apart, and that for an assumed
base letter of E, would have been four rows apart, and so on: this shows that the angle of reading the
diagonal, then, depends upon the distance between the true base letter from the assumed base letter,

as measured on the component.

Ki: AEMRTJNHJT K: AFOUXOTORC

C: XTWZLXHZRX C:XTWZLXHZRX

PEMRODJNHJTX P. FQUXOTORCH
FNOUKOIKUY GPVYPUPSDI
GOTVLPJIJLVZ @QWZQVQTEJ
PUWMQKMWA IRXARWRUFK
IQVXNRLNXB JSYBSXSVGL
JRWYOSMOYC KTZCTYTWHM
KSXZPTNPZD LUADUZUXIN
LTYAQUOGQAE MVBEVAVYJO
MUZBRVPRBF NWCFWBWZKP
NVACSWQSCG OXDGXCXALQ
OWBDTXRTDH PYEHYDYBM®
PXCEUYSUEI QZFIZEZCNS
QYDFVZTVFJ RAGJAFADOT
RZEGWAUWGK SBHKBGBEPU
SAFHXBVXHL TCILCHC®QV
TBGIYCWYIM UDJMDIDGRW
UCHJZDXZJN VEXNEJEHSX
VDIKAEYAKO WFLOFKFITY
WEJLBFZBLP XCGMPGOGJIUZ
XFKMCGACMQ YHNQHMHKV A
YGLNDHBDN® ZIOR@ONILWB
ZHMOEICE®S AJPSJOJMXC
AINPFJD®PT BKQ@DKPKNYD
BJOQGK®GQU CLRULQLOZE
CKPRHODFHRYV DMOVMRMPAF
DLQS@OMGISW ENTWNSNQBG
FiGurE 43a Fiaure 43b

m. (1) There remains now to be considered only the case in which the two components are different
mixed sequences. Let the two components be

P HYDRAULICBEFGJKMN
LYCDFGH

OPQSTVWX?Z
C: QUESTIONARB JKMPRVWXZ

and let us examine the cipher text resulting from the following encipherment:

K: XHOSTILEFO
P. HOSTILEFOR
C: XNQXYYPDIB
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(2) First “decipher” the message in plaintext autokey fashion with any arbitrarily selected initial
key letter, say A, assuming the base letter to be H,, the initial letter of the plain component. Now in the
first column, under the first decipherment, complete any arbitrary 26-letter sequence (in this example,
the normal sequence), as shown in Fig. 44a, below.

Ki ANHEVMPHWC K: ANHEVMPHWC Ki: ANHEVMPHWC
C: XNQXYYPDTIB C: XNQXYYPDTIB C: XNQXYYPDTIB
P NHEVMPHWCW P NHEVMPHWCW P NHEVMPHWCUW

0 0Y OYMU

P PJ PJBM

Q QI QITS

R R G RGFE

S SA SAPA

T TR TRUW

8] UL ULNDO

v VF VFGB

W WE WEXH

X X B XBOP

Y YV YVAN

yA ZC ZCKL

A A Z AZYJd

B B X BXDF

C cCT CTVD

D DS DSWY

E EU EUZZ

F FQ FQHC

G GP GPLK

H HO *HOST

I ID IDJI

J J N JNQX

K KM KMIQ

L LW LWRR

M MK MKCG

FiGurr 44a Figure 44b FIGURE 44¢

Then prepare a strip bearing the cipher component reversed, and set it below the plain component so that
H,=N,, a setting given by the first two letters of NHEVMPHWCW, the spurious plain text obtained by the
arbitrary decipherment with the key letter A. Thus:
P:HHYDRAULICBEFGJ X2z
P B A

OPQST
C: OITSEUQZXWVR C

KM VW
MKJHGFDCYL

(3) Now opposite each letter of the completion sequence in column 1, write in column 2 its plain-
component equivalent, as given by the juxtaposed sequences above. This gives what is shown in Fig. 445.
Then reset the two sequences so that E,=H, (to correspond with the 2d and 3d letters of the spurious

P HYDRAULICBEYFGJKMNOPQSTVWIXZ
C:QZXWVRPMKJH/GFDCYLBANOITSEU

plain text); write down the plain-component equivalents of the letters in column 2, forming column 3.
Continue this process, scanning the generatrices from time to time, resetting the two components and
finding equivalents from column to column, until it becomes evident on what generatrix the plain text
is reappearing. In Fig. 44c it is seen that the plaintext generatrix is the one beginning HOST; from this
point on, the solution may be obtained directly, by using the two primary components.
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n. When two different components are involved, if the base letter is incorrectly assumed there is
nothing much that can be done about it except tedious trial and error. There are no shortcut procedures
such as those exemplified in subpars. h or I: successive base letters with their corresponding generatrix
diagrams must be tried in turn, until a solution is forthcoming.

0. Another “mechanical” solution for the foregoing cases will now be described because it presents
rather interesting cryptanalytic sidelights. Let us take the message “REFERENCE HIS PREFERENCE
IN REFERENCE BOOKS AND REFERENCE CHARTS . . .” and encipher it by plaintext autokey, with
direct standard alphabets, A, as the base letter, and the single-letter initial key A,=G.. Then note the

underscored repetitions:

5 10 15 20 25 30
Ki: GREFERENCEHISPREFERENCEINREFERENC
P REFERENCEHISPREFERENCEINREFERENCE
C: XVJJVVRPGLPAHGVJJVVRPGMVEVJJVVRPG
35 0 a5 50 55
K: EBOOKSANDREFERENCECHART
P BOOKSANDREFERENCECHARTS
C: FPCYCSNQUVJJVVRPGGJHRKL

Now suppose the message has been intercepted and is to be solved, assuming that the only unknown
factor is the initial key letter. Let the message be ‘“‘deciphered’” by means of any initial key letter,® say
Ay, and then note the underscored repetitions in the spurious plain text:

5 10 15 20 25 30
Ki: AXYLYXYTWKBOMVLKZKLKHIYOHXYLYXYTUW
C: XVJJVVRPGLPAHGVJJVVRPGMVEVJJVVRPG
P: XYLYXYTWKBOMVLKZKLKHIYOHXYLYXYTWEK
35 40 45 50 55
Ki: KVUIQMGHJLKZKLKHIYIBGLZ
C: FPCYCSNQUVJJVVRPGGJHRKL
P: VUIQMGHJLKZKLKHIYIBGLZM

The original four 8-letter repetitions now turn out to be two different sets of 9-letter repetitions. This
calls for an explanation. Let the spurious plain text, together with its real plain text, be transcribed as
though we were dealing with a periodic cipher involving two alphabets, as shown in Fig. 45, below:

12 12 12 12 12 12 12 12 12 12 12 12 12 12

XY LY XY TW KB OM VL KZ KL KH IY OH XY LY
RE FE RE NC EH IS PR EF ER EN CE IN RE FE

XY TW KV UI QM GH JL KZ KL KH IY IB GL ZM .
RE NC EB 00 KS AN DR EF ER EN CE CH AR TS

Figure 45

It will here be seen that the letters in column 1 have been monoalphabetically enciphered, as have been
those in column 2. In other words, an autokey cipher, which is an aperiodic polyalphabetic substitution,
has been converted into a 2-alphabet periodic polyalphabetic substitution. The two repetitions of
XYLYXYTWK represent encipherments of the word REFERENCE, in alphabets 1-2-1-2-1-2-1-2-1; the
two repetitions of LKZKLKHIY likewise represent encipherments of the same word but in alphabets
2-1-2-1-2-1-2-1-2. Later on it will be seen how this method of converting an autokey cipher into a
periodic cipher may be applied to the case where an introductory key word is used as the initial keying
element instead of a single letter, as in the present case.

3 Except the actual key letter or a letter 13 intervals from it. If the actual key letter is used, we will of course obtain
plain text; if we use the letter 13 intervals away from the actual key letter, the cipher text will be converted to mono-
alphabetic terms. (See subpar. r, below.)
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p. The student has probably already noted that the phenomena observed in the preceding sub-
paragraph are the same as those observed in subpar. ¢, in which it was seen that the direction of the
sequences in alternate columns had to be reversed in order to bring out the plain text on one generatrix.
If this reversal is not done, then obviously the plain text would appear on two generatrices, which is
equivalent to having the plain text reduced to two monoalphabets.

g. When reciprocal components are employed, the spurious plain text obtained by “decipherment’’
with a key setting other than the actual one will be monoalphabetic throughout. Note the following
encipherment (with initial key A,=G,, using reversed standard alphabets) and its ‘“decipherment” by
setting the two components at A,=A..

P :REFERENCEHISPREFERENCE.
C :PNZBNNRLYXZQDYNZBNNRLY.
"p" . LYZYLYHWYBCMJLYZYLYHWY.

Here the spurious plain text is wholly monoalphabetic.

r. The reason for the exception noted in footnote 3 in subpar. o now becomes clear. For if the actual
initial key letter (G) were used, of course the decipherment yields the correct plain text; if a letter 13
intervals removed from G is used as the key letter, the cipher alphabet selected for the first “decipher-
ment’’ is the reciprocal of the actual initial cipher alphabet and thereafter all al®ernate cipher alphabets
are reciprocal. Hence the spurious plain text obtained from such a ‘“decipherment” must be mono-
alphabetic.

s. In the example illustrated in subpar. o, the primary components were identical normal sequences
progressing in the same direction. If they were mixed sequences, the phenomena observed above would
still hold true, and, so long as the sequences are known, the indicated method of solution may be applied.
When the two primary components are known but differently mixed sequences, this method of solution
is too involved to be practical. It is more expedient to try successive initial key letters, noting the plain
text each time and resetting the strips until the correct setting has been ascertained, as will be evidenced
by obtaining intelligible plain text.

31. Solution of plaintext autokey systems involving known cipher alphabets when the introductory
key consists of several letters.—a. In the foregoing discussion of plaintext autokeying, the introductory
key was assumed to consist of a single letter, so that the subsequent key letters are displaced one letter
to the right with respect to the text of the message itself. But sometimes a word or phrase may serve
this function, in which case the subsequent key is displaced as many letters to the right of the initial
plaintext letter of the message as there are letters in the introductory key. This will not, as a rule, inter-
fere in any way with the application of the general principles of solution set forth to that part of the
cryptogram subsequent to the introductory key, and a solution by the probable-word method and the
study of repetitions can be reached. However, it may happen that trial of this method is not successful
in certain cryptograms because of the paucity of repetitions, or because of failure to find a probable
word in the text. When the cipher alphabets are known, there is another point of attack which is useful
and interesting. The method consists of finding the length of the introductory key and then solving by
frequency principles; this method will be described in the subparagraphs below.
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b. Suppose that the introductory key word is the 10-letter word PARLIAMENT, that the plaintext
 message is as below, and that identical primary components progressing in the same direction are used
to encipher the message, with the normal Vigenére enciphering convention. Let the components be the
normal sequence. The encipherment, shown here written out on a width of 20 (i.e., twice the length of
the introductory key) is as follows:

1 2 3 4 5 6 7 8 9 1011 12 13 14 15 16 17 18 19 20
K: PARLIAMENTRECEIVINGH
PRECEIVINGHEAVYARTILL
C: GETPQVURTAVEXCIMBVRS
K: EAVYARTILLERYFIREONM
P ERYFIREONMYLEFTFLANK
C: IRTDIIXWYXCCCKBWPOAW
Ki: YLEFTFLANKSTOPENEMYI
P: STOPENEMYISMASSINGHI
C: QESUXSPMLSKFOHWVRSFAQ
K: SMASSINGHISTROOPSTOL
P STROOPSTOLEFTFRONTAN
C: KFRGGXFZVTWYKTFDFMOY
KiEFTFRONTANDCONCENTRA
P DCONCENTRATINGARTILL
C: HHHSTSAMRNWKBTCVGBCL
Ki TINGARTILLERYTHEREST
P ERYTHERESTOPREINFORC
C: XZLZHVKMDESGPXPRWSJV
Ki OPREINFORCEMENTSIMPE
P EMENTSIMPERATIVETOHDO
C: SBVRBFNAGGVMXVOWBAWS
KiRATIVETOHDO

P LDPOSITION

C: CDIWNMMWYVE

It will now be noted that, since the introductory key consists of 10 letters, the 11th letter of the message
is enciphered by the Ist letter of the plain text, the 12th by the 2d, and so on. Likewise, the 21st letter is
enciphered by the 11th, the 22d by the 12th, and so on. An important step in the solution of a message
of this kind would therefore involve ascertaining the length of the introductory key. This step will now
be explained.

¢. Since the plain text itself constitutes the key letters in this system (after the introductory key),
these key letters will occur with their normal frequencies, and this means that there will be many oc-
currences of E, T, N, R, 0, A, I, S, enciphered by Ex; there will be many occurrences of these same
high-frequency letters enciphered by Ty, by Ny, by Ry, and so on. In fact, the number of times each of
these combinations will occur may be calculated statistically. With the enciphering conditions set forth
under subpar. b, above, if E, is enciphered by Ty, for example, it will yield the same cipher equivalent as
T, enciphered by Ey; in other words, two encipherments of any pair of letters of which either may serve
as the key for enciphering the other must yield the same cipher resultant.* It is the cryptographic effect

4+ It is important to note that this observation applies only to cases in which the two components are identical sequences
progressing in the same direclion; if this is not the case, the entire reasoning is inapplicable.
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of these two phenomena working together which permits ascertaining the length of the introductory key
in such a case. For every time a given letter, 8,, occurs in the plain text, it will occur = letters later as a
key letter, 65, where n equals the length of the introductory key. Note the following illustration:

9 10 1 2 3 4

1 2 3 4 5 6 7 8 5
(1) K: PARLIAMENT (E). .[D.
(2) P o —— QQ
: . I .

(3)

(1) K:
(2) P:
(3) C:
(1) K:
(2) P:
(3) C:

It may be seen that the key-plain combination A (E,} =E,, yields the same cipher resultant 10 positions
later as the combination E,(4,) =E,; likewise, Ix(A,)=1I., and 10 positions away, Ay (I,)=1I.; also,
Ey(L,)=P,, and 10 positions later we have the same cipher resultant from Ly (E,)=P,. Two identical
cipher letters at an interval equal to the length of the introductory key is a function of the key-plain
reversibility just demonstrated. But not every pair of identical letters in the cipher text represents a
case of this type. For in this system, identity in two cipher letters may be the result of the following three
conditions each having a statistically ascertainable probability of occurrence:

(1) A given plaintext letter is enciphered by the same key letter two different times, at an interval
which is purely accidental; the cipher equivalents are identical, but could not be used to give any infor-
mation about the length of the introductory key.

(2) Two different plaintext letters are enciphered by two different key letters; the cipher equivalents
are fortuitously identical.

(3) A given plaintext letter is enciphered by a given key letter, and later on the same plaintext letter
serves to encipher another plaintext letter which is identical with the first key letter; the cipher equiva-
lents are causally identical.
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d. It can be proved that the probability for identities of the third type, for that interval which corre-
sponds with the length of the introductory key, is greater than that for identities of either or both 1st and
2d types; that is, if a tabulation is made of the intervals between identical letters in such a system as
the one being studied, the interval which occurs most frequently should coincide with the length of the
introductory key. In a random case, i.e., cases (1) and (2), above, the probability of a ciphertext identity
is for all intents and purposes 1/26 or .0385, whereas in the causal case (case 3, above) the probability
is the kappa plain of the language, which for English is .0667 or 1/15. As a practical demonstration of
this point, let us transcribe the cipher text of the message in subpar. b on trial widths; those for widths
of 7, 8, 9, and 10 are shown in Fig. 46, below:

1 2 3 4 5 6 7 1 2 3 4 5 6 7 8 1 2 3 4 5 6 7 8 9 1 2 3 4 5 6 7 8 9 10
GETPQVU GETPQVUR GETPQVURT GETPQVURTA
RTAWEXC TAVEXCIM AVEXCIMBY VEXCOMBVRS
IMBUWRSI BVRSIRTD RSIRTDIIX IRTDMIXWYX
RTDIIXW ITIXWYXCC WYXCCCKBW CCCKBW®POAW
YXCCCKB CKBWPOAW POAWQESUX QESUXSEML S
WPOAWQE QESUXSPM SPMLSKFOH (KFPOHWVRSFQ
UXSPML LOKFOHWV WVYRSFQKFR KFRGGXFEZVT
KPOHWY RS(F)IQKFRG GGXFZVTWY WYKTFD 0Y
RSFQKFR GX(MZVTWY KTFDFMOYH HHHSTSAMRN
GGXFZVT KTFDFMO HHS%SAMRN WKBTC%GBCL
WYKTFDF HHHSTSAM WKB(MCVGBC XZLZHVKMDE
MOYHHHS RNWKBTCV LXZLZHVKM (SSGPXPRWSJYV
TSAMRNW GBCLXZLZ DESGPXPRW (S5BVRBFN®RGCG
KBTCVGB HVKMDESG SJVSBVRBF VMXVOWB@WS
CLXZLZH PXPRWSJV NAGGVMXVO CDIWNMMWVB
VKMDEEG SBOWRBFNA WBAWSCDIW
PXPRWES)JI ce@MMXv oW NMMWVB
VSBVRBF BAWSCDIMW
NAGGVMX NMMWVB
VOWBAWS
CDIWNMM
WVB

Ficure 46

In each transcription, every pair of superimposed letters is noted and the number of identities is indicated
by circling the letters involved, as shown above. In the diagram below, w is the trial width, C the number
of comparisons, r the random expectation (obtained by dividing C by 26), p the expectation if the
width is correct (obtained by dividing C by 15), and 7 is the observed number of identities. It is obvious
that the width of 10 is probably the correct width.

w C r P )
7 143 | 5.5 9.5 4
8 142 |55 9.5 8
9 141 | 5.4 9.4 2

10 140 | 5.4 9.3 10
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e. Once we have found the length of the introductory key, two lines of attack are possible if the
enciphering alphabets are known: (1) completion of the plain-component sequence on the columns of the
correct write-out, or (2) conversion of the aperiodic cipher text to periodic terms and its solution as a
repeating-key cipher. The first line of attack will be discussed first, using the cipher message of subpar. b
as an example.

7. The cipher letters of column 1 and column 2 (of the write-out on a width of 10) are written in a
row, and the key of A is arbitrarily chosen to start an autokey decipherment of the letters. Then, from
these decipherments, the plain-component sequence is completed on the assumption of direct standard
alphabets, running alternate columns in the reverse direction, as shown in Figs. 47a and b, below: ®

Column 1 Column 2
Ki: AGPTJHDHPSETZTC Ki: AEARLTMTFCIRPMA
C: GVICQKKWHWXSSVC C: EERCEFFYHKZGBMD
P GPTJHDHPSETZTCA P. EARLTMTFCIRPMAD
6 GPTJHDHPSETZTCA 8 EARLTMTFCIRPMAD
6 HOUIICIOTDUYUBB +Z2 5KV LU0 E5EbHS6NZ5E

5 GYTJVKVDEGTNOYF
H-¥UFWFWCcFF UM P X6
WV HX T B 6BV WH

3 JVWGYHYAHDWKRVI
KX F-EH5GZHE5 T 66X JFSYJ

M

9 NIACOWOIZXASAVH 7T LTYEAFAYJBYITTEK
4 OHBBPVPHAWBRBUI M5 Db B EBXKAFHUSL-
P64 QU QB VGQCTJ 5 NRACCDCWLZAGVRM
Q@F b ZRTRFECUDBPBSK 2 0OQBBDCDVMYBFWGQN
12 REEYSSSEDTEOERL 6 PPCAEBEUNXCEXPO
7T SDFXTRTDESFNFQM 5 QODZFAFTOWDDYOP
3 TCGWUQUCFRGMGPN R NE Y7265 PVEGCEZNQ
2 UBHVVPVBGQHLHOO 4 SMFXHYHRQUPFBAMR
7T VAIUWOWAHPIKINP 7T TLGWIXIQRTGABLS
W2 XN XZEF 10 I MK —HK¥-HV I+ W+ P SSHZEKT
¥ K-S M Y¥YY I NKTITKLR VoI K VKO- T RFTY¥DBJFY-
X+ RZEZEZX KM EHEKS UL NeJ X E TV
—Z WMo A KAV EMeMI T —+HKS MM MVPKWFHW
5 AVNPBJBVMKNFNIU 5 YGLRNSNLWOLVGGX
7 BUOOCICUNJOEOHYV MG 0 REKXNMUHFY
5 CTPNDHDTOIPDPGW A ENPPQPIJYMNNTTIFEZ-

bS5 M EGESPHQQFX —-Bb00QPQITEFLO065JDbA
7 ERRLFFFRQGRBREY 6 CCPNRORHAKPRKCEB
S KEEGQRFSASDZ BB a4MSNSGGBJQQ LB

Fi1GURE 47a FiGURE 47b

5 Generatrices with three or more of the letters JKQXZ have been eliminated.
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The R generatrix of the letters of column 1 (with a two-category score of 12}, and the E generatrix of
column 2 (with a score of 8) are clearly the correct ones, and the solution is off to a flying start.

¢g. In the decipherment step of the preceding subparagraph, the base letter was correctly assumed to
be A,. Had we assumed an incorrect base letter, for example D;, our steps would have been those shown

below:

Column 1 Column 2
Kt AJPWJKDKPVEWZWC K: AHAULWMWFFIUPPA
C: GVICQKKWHWXSSVC C:EERCEFFYHKZGBMD
P JPWJKDKPVEWZWCD P HAULWMWFFIUPPAG
PN KB KPRV EWZNECD 3 HOQUOWTMWEFOUEP@GC ¢ 3
—+#0-XI L& O0WDXY¥X%BE I ZF VKX L XBGHV6QZH
SLNYHMBMNXCYXYAF@3 —JYWIYKYDHGWNRYI
“MMZG-N-ANMYBZWZEE KX X T EFZCTPAMSXI-
TNLAFOZOLZAAVAYH61 SLWYHAIABJEYLTWK3?2
—6-K B FP¥PKAZBUBXT ~MVZ 6 BHBAKDZKUV L
—PI-EBR X GIB YT EWI BNUAFCGCZLCAJVUM3
- I B E6RFRICX¥BSDVK 60TBEDFDYMBBIWTNRZ2A4
TRHEBEVEOHOWEREUDLE61 B8PSCDEEEXNACHXS044
6SGFATUTGEVFQFTM42 3QRDCFDFWOZDGYRP12
4TFGZUTUFFUGPGSN22 —RQEBGOCGVPYEFZQQ
7 UEHOVEOVEC@HOH®O16 5SPFAHBHUQXFEAPRS32
6VDIXWRWDHSINIQP33 9TOGZIAITRWGDBOSS54
W-6JWX QX6 I RIMIPQ Y N-H¥ I Z2F 55V HEENT-
X BKVYPYBJIQKLKOR - MF XK Y¥YKRTUIBDMY-
¥ A Y Z 0 ZAKPEKLNS W WX QYT I A BV
—Z-FMTANAZLOMIUMNT X KK VMM PR VSKZFEEW
7TAYNSBMBYMNNINLU43 —¥IJEUNVNOFRLYGIX
~B-¥%0-R 6 LG XNMOHOKV —ZFM-T-0- U0 N-X QM X HT¥
—6-WPQDKDWOLPGRIW 6AHNSPTPMYPNWIHZ4?2
BV QgPREJEVRKQGFQGIX- —-B-6-6RQ5QLZ06V-ICA
“EU ROFIFURJIRERBY —6FPQRRRKANPYUKFB
BFTSNGHGTRISDSGZ44 —DHDEQGPSQSIBMQYIPTLEELC
7GSTMHGHSSHTCTFAS52 8®DRIDPOICOLB®SMWDDS 3
6HRULIFIRTGUBUEB33 7FCSNUOUHDKSRNCE43
I QVKIEIQUFVAVDG 5GBTMVNVGEJTQOBF41
F1cure 48a Ficure 48b

The numbers to the left of the generatrices give the two-category score for the generatrix as a whole, while
the numbers to the right give the two-category scores for the odd and even letters, respectively. It may
be seen that the correct generatrices are those with the ringed letters, and that from the intervals between
them the base letter must have been not D,, but three letters earlier, or A,.
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h. If the message in subpar. b had been enciphered with the same introductory key, PARLTAMENT,
but with reciprocal alphabets (e.g., reversed staandard), the only way we could have arrived at the
length of the introductory key is by trial and error, since the technique demonstrated in subpar. d does
not apply. We would have had to make generatrix diagrams for the first several columns of trial widths,
until a solution was reached. In Fig. 49a, below, is the autokey decipherment of the letters of column 1
obtained from a write-out of the cipher text on a width of 10, together with the appertaining generatrix
diagram, on the assumption of reversed standard alphabets; the correct plain text comes out on a gen-
eratrix which has been underlined. In Fig. 49b we have the decipherment of the letters of column 1,
under the incorrect assumption of the base letter as D,. Note that the correct letters are those ringed,
in an ascending diagonal pattern. This demonstrates the messiness of the case of plaintext autokey
encipherment with reversed sequences, an unknown length of introductory key, and an unknown base
letter.

v QxR
U Q=

Buva axa

OVOZZErNGHIOQEHMBOOQWPNNWKME<<CAN MZQA

cCHuRovoZRrRuHIOU@EUawrN<xE< <z
XE<cHuwovozZErRGHIOUAUuawmEN< i»<
CHNWOVOZECRWCHIONTHUQWEN@X =< <0~
TOTOZRORLUHIMTMEBUOWENKE<cH® nlo<
CHOPOTOZENrXRUHIOMBUQAEENRKIEI< <l>®
<cHuwovozZrrxuHIoU@UaoawENKXE =SPuH
HIQUEUQEWENRXI<cHNTOIVOZErLXG o=

WENRMNI<CHUWOTOZEOXRGHIQTWMEUQ Q<>
OZEPFPRNGCHIQIFNUAOAWPNRXI<CHOIOTY T|=Za
OCZRNRUHIOUEUAQAEEPNKXI<CHWUIO'T U@
HINEMHUQWPNKXIEI<CHNTIOTIOZIEL NG ol
QEErN<KXI<CHuIOVOZENXRGCHIQOTENU OQ
QwrN<XI<cHunTOvVOZErRGHIQEMEUO oo
QWP NRMI<CHNDYOVOZRNXGHIOMEY U
OZErRNGHIOAMUAWIPNRXI<CHRIOY Uoo
ZEOCRGCHIQURBUOWEPNRKXIE<CHNIOVO Ofw'w
UQWrN<KXNE<C|HMUIOTOZECOXRGHIOQTME @EO
OCZErRUHIOMNMUAWIPN<XI<CHUWOY OlvE
MHRE<CHUTOTIPOZEONRGCHIQEUBUAQEEN Ni© U
OZErRUHIQUAMUONEPNKXIE<CHUXNOT UxN
WEPNHRXNIS<CHU|WOTOZENRGHIQEIHMUAQ Qfz'"
<cHUWovTOZEIrRLUHIOEMEUaAEENRKMX=E =m0
muawsN<KI<cdu@ovozzrrxomIaom =<>
XT<oH@PWOoOVTOZErXGUHIOMBOAOWENK =[><
zrrxoHITIoR@uamrN<E<acHnIOTOZ Zlow
ocZErXUHIQUIEH@QOAWIN<XI<CcHUIOY I|w=
ToEUmRmUaQEwPN<KXI<c@urovozgrxoH Hixw
oczEPrRuHIOEMEUOWEPNKRXKIEI<CHIWVDIOY Woh

WrPrNHECRRIOTOZTCRGCHIONST

@

F1aure 49a Ficure 49b

1. When the plain and cipher components are two different sequences, not only must we arrive at
the correct length of the introductory key by trial and error, but each base letter must be laboriously
assumed in turn for the specialized generatrix diagrams (cf. those in subpar. 30m) pertaining to each
assumption of introductory key length, since the correct plaintext letters cannot be determined from
any sort of systematic pattern from the generatrix diagram predicated on an incorrect assumption of
the base letter.

j. In subpar. e it was stated that the aperiodic substitution resulting from plaintext autokey en-
cipherment can be converted to periodic terms and solved as though it were a repeating-key cipher,
provided that the primary components are known sequences. As a demonstration, we shall use as an
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example the cipher text of the message in subpar. b which was discovered to have been enciphered with
an introductory key of 10 letters. This cipher text, written on a width of 10, is reproduced in Fig. 50,
below:

1 2 3 4 5 6 7 8 9 10
(1) GETPQVURTA (L) GETPQVURTA pfcujobpnu
() VEXCIMBVRS (2) VEXCTIMBYVRS (9) HHHSTSAMRN
(3) IRTDIIXWYX paensrheys scfykezzxet
(4) CCCKBWPOAW (3) IRTDIIXWYX (10) WKBTCVGBCL
(53) QESUXSPMLS trpggrgsatf eiwvsrheys
(6) KFOHWVRSFAQ (4) CCCKBWPOAW (11) X2 LZHVKMDE
(7) KFRGGXFZVT Jlnulfzwar trpepedifn
(8) WYKTFDFMOY (5) QESUXSPMLS (12) SGPXPRWSJYV
(9) HHHSTSAMRN htfamngqlb zpatantke]
(100) WKBTCVGBCL (6) KFOHWVRSFQ (13) SBVRBFNAGG
(11) XZLZHVKMDE dmjhkibocup tmvybsugqeoecx
(12) SGPXPRWSJV (7)) KFRGGXFZVT (14) VMXVOWBAWS
(13) SBVRBFNAGG htizwpexbe cacxnehkuv
(14) VMXVOWBAWS (8) NYKTFDFMOY (15) CDIWNMMWVEB
(15) CDIWNMMWYVB pfcujobpnu adgzaifmbg
Figure 50 Ficure 51

Now using the assumed components of direct standard alphabets,® we will treat the first row of cipher
text as key elements with which to decipher the second row, and this resultant “plain text” will then be
used as key with which to decipher the third row, and so on through the 15th row. This step is shown
in Fig. 51, above. We now write the first 10 letters of the cipher text, and all the subsequent ‘‘decipher-
ments’’ of Fig. §1, into the rows of a rectangle of a width twice the length of the introductory key; this is
shown in Fig. 52a, below. The original aperiodic cipher text has now been converted into periodic poly-
alphabetic substitution, as can be proved by a comparison with the original plain text written on a width
of 20, as shown in Fig. 52b. The monoalphabetic columns of Fig. 52a can now be solved by the generatrix

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20
GETPQVURTAPAENSRHEYS,
TRPQQRQSAFJLNULFZWAR
HTFAMNQQLBDMJHKIBCUP
HTIZWPEXBEPFCUJOBPNU
SCFYKEZXETEIWVSRHEYS,
TRPEPEDIFMZPATANTEKEJ
TMVYBSUQCXCACXNEHKUYV
ADGZAIFMBG
FiGURE 52a
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20
RECEIVINGHEAVYARTILL,
ERYFIREONMYLEFTFLANK
STOPENEMYISMASSINGHI
STROOPSTOLEFTFRONTAN
DCONCENTRATINGARTILL,
ERYTHERESTOPREINFQORC
EMENTSIMPERATIVETOHO
LDPOSITION
Fiaure 52b

¢ We know that the plain and cipher components must be identical sequences running in the same direction, otherwise
the length of the introductory key could not have been discovered by the method employed in subpar. d.
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method, using direct standard alphabets which we have just proved to have been employed by the

enciphering cryptographer.
k. The mystery of the conversion of a plaintext autokey encipherment to perlodlc terms will now be

explained. First, let the key word PARLIAMENT be enciphered by the following alphabet:

g 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25
P ABCDEFGHIJKLMNOPQRSTUVWXYZ
C: AZYXWVUTSRQPONMLKJIHGFEDCSB
P PARLIAMENT
C: LAJPSAOWNH
Then let the message RECEIVING HEAVY ARTILLERY FIRE . . . be enciphered by direct standard

alphabets as before, but for the key add the monoalphabetic equivalents of PARLIAMENT (i.e.,
LAJPSAOWNH) to the key itself; that is, use the 20-letter key sequence PARLTAMENTLAJPSAOWNH in a

repeating-key manner, as shown in the figure below:

1 2 3 4 5 6 7 8 0 1011 12 13 14 15 16 17 18 19 20
K: PARLIAMENTLAJPSAOWNH
P RECEIVINGHEAVYARTILL
C:. GETPQVURTAPAENSRHEYS
P ERYFIREONMYLEFTFLANK
C: TRPQQRQSAFJLNULFZWAR

FiGureg 53

The cipher resultants of this process of enciphering a message coincide exactly with those obtained from
the deciphering operation that gave rise to Fig. 52¢. How does this happen?

(1) First, let it be noted that the sequence LAJPSAOWNH which forms the second half of the key for
enciphering the text in Fig. 53 may be described as the standard-alphabet complement of the sequence
PARLIAMENT which forms the first half of the key. Arithmetically, the sum of a letter of the first half
and its corresponding letter in the second half is @, mod 26. Thus:

P+L=15+11=26=4¢
A+A= g+ g= ¢

R+J=17+ 9=26=@
L+P=11+15=26=4¢
I+S= 8+18=26=4¢§

In other words, the LAJPSAOWNH sequence is, by cryptographic arithmetic, equivalent to ‘“‘minus

PARLIAMENT.” Therefore, in Fig. 53, enciphering the second half of each line by the key letters

LAJPSAOWNH (i.e., adding 11, #, 9, 15, 18 . . .) is the same as deciphering by the key letters
PARLIAMENT (i.e., subtracting 15, @, 17, 11, 8 . . .). For example, at position 11 of Fig. 53, E,(Lyx) =

4411=15=P,, but if we use the key letter at position 1 and subtract it from E,, we have E,(—Py)=
4—15=4—15+4(26) =15=P,, the same cipher resultant.

(2) Refer now to Fig. 52a. The letters in the first half of line 1, beginning GETPQ . . ., areidentical
with those in the first half of line 1 of Fig. 53. They must be identical because they are produced from
identical elements. The letters in the second half of this same line in Fig. 52a, beginning PAENS . . .,
were produced by deciphering the letters in the second line of Fig. 50 (VEXCI . . .). Thus (taking for
illustrative purposes only the first five letters in each case):

PAENS = VEXCI - GETPQ.
But VEXCI = EAVYA + RECEI
and GETPQ = RECEI + PARLI.
Hence, PAENS = (EAVYA + RECEI) — (RECEI + PARLI),
or PAENS = EAVYA — PARLI. {1l
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As for the letters in the second half of line 1 of Fig. 53, also beginning PAENS . . ., these letters were
the result of enciphering EAVYA by LAJPS. Thus:

PAENS = EAVYA + LAJPS.

But it has been shown in subpar. (1), above, that

LAJPS = — PARLI.
Hence, PAENS = EAVYA + (-PARLI),
or PAENS = EAVYA - PARLI. (11]

Thus, equations [I] and [II] turn out to be identical but arise from what appear to be quite diverse
sources. .

(3) What has been demonstrated in connection with the letters in line 1 of Figs. 52¢ and 53 also
holds true for the letters in the other lines of those two figures, and it is not necessary to repeat the
explanation. The steps show that the originally aperiodic, autokey cipher has been converted, through a
knowledge of the primary components, into a repeating-key cipher with a period twice the length of the
iniroductory key. The message may now be solved as an ordinary repeating-key cipher.

I. The procedure just described (in subpars. j and k) has the advantage over the generatrix methods
of subpars. g and & in that it is not necessary to assume the correct base letter for the procedure to work.

m. The foregoing case is based upon encipherment by the normal Vigenére equations 8,:=6,,;
6,1="0,,2. When encipherment has been accomplished by the equations 6x,=8,; 0,,2=8.5, the conversion
of a plaintext autokeyed cipher yields a repeating-key cipher with a period equal to the length of the
iniroductory key. In this conversion the equations 6x2=8,; 6,1 =8, are used in finding equivalents. As
an example, note the plaintext autokey encipherment of the following message by equations 8,,,=8,,;

0‘,,2=0¢,,1:

K: TUESDAYINFORMATIONFROMRELTIABLESOURC
P INFORMATIONFROMRELTIABLESOURCESINDIC.
C:. PTBWOMCLVJZOFOTJQYDJNZNODMRBTOQZJRA

If the cipher text is written out in lines corresponding to the length of the introductory key, and each
line is enciphered by the one directly above it, using the normal Vigenére equations in finding equivalents,
the results are shown in Fig. 54b. But if the same is enciphered by equations 6x,=8,,; 8,2="80.4, using
the word TUESDAY as a repeating key, the cipher text (Fig. 54¢) is identical with that obtained in Fig.
54b by enciphering each successive line with the line above.

Original cipher Original cipher Repeating key
text and converted encipherment
text
TUESDAY
INFOR*MA
PTBWOMC———PTBWOMC¢«———PTBWOMC
LVJZOFOQ+—LVJZOFO
TIONFRDO
aokvecrq-———AOKVCRNQ
TJQYDJIJN——TJQYDJIN
MRELTIAB
txatfad——TXATFAD
ZNODMRB———ZNODMRB
LESOURC
skowrre———SKOWRRE
TOQZJRA————TO0QZJRA
ESINDIC
lyevaie—LYEVATIE

(a) (b) (e)

FiGuRrE 54
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Now note that the sequences joined by the arrows in Figs. 54b and ¢ are identical; since it is certain that
Fig. 54¢ is periodic in form because it was enciphered by the repeating-key method, it follows that Fig.
54b is now also in periodic form, and in that form the message could be solved as though it were a repeat-
ing-key cipher.

n. In the case of primary components consisting of reversed standard alphabets, the process of
converting the plaintext autokeyed text to periodic terms is accomplished by using & direct standard
alphabet and ‘“‘deciphering’’ each line of the text (as transcribed in period-lengths) by the line above it.
For example, here is a message enciphered by reversed standard alphabets, with the initial key word
TUESDAY:

K: TUESDAYINFORMATIONFROMRELIABLESOURTEC
P INFORMATIONFROMRELIABLESOURCESINDIC.
C: LHZEMOYPFRBMVMHRKCXRNBNMIXOJZHMKBRUJA

The cipher text is transcribed in periods equal to the length of the initial key word (7 letters) and the 2d
line is ‘“‘deciphered” with key letters of the 1st line, using the normal Vigenére equations 6x,=0,;
8pn="0cs2. The resultant letters are then used as key letters to “decipher’ the 3d line of text, and so on.
The results are as seen in Fig. 55b below. Now let the original message be enciphered as a repeating-key
cipher by reversed standard alphabets with the key word TUESDAY; the result is shown in Fig. 55¢. Note
that the odd or alternate lines of Fig. 556 and ¢ are identical, showing that the autokeyed text has been
converted into repeating-key cipher text.

Original cipher Original cipher and Repeating key

text converted text encipherment

TUESDAY

INFORMA

LHZEMOY+~————LHZEMOY——LHZEMOY
PFRBMVM——PFRBMVM

TIONFRO

amqfyjk-——AMQFYJK
HRKCXRN-———HRKCXRN

MRELTIAB

hdahvax——HDAHVAX
BNMX0JZ——~BNMXO0J?Z

LESOURC

igqmejjw——IQMEJJINW
HMKBRJA-———HMKBRJA

ESINDIC

" pcwfasw——PCWFASW

(a) (b) (c)

Figure 55

0. The foregoing procedures indicate a simple method of solving plaintext autokey ciphers when
the primary components or the secondary cipher alphabets are known. It consists in assuming intro-
ductory keys of various lengths, converting the cipher text into repeating-key form, and then examining
the resulting diagrams for repetitions. When a correct key length is assumed, repetitions will be as
numerous as should be expected in ciphers of the repeating-key class; incorrect assumptions for key
length will not show so many repetitions.” All of the foregoing presupposes a knowledge of the cipher
alphabets involved. When these are unknown, recourse must be had to first principles, and the messages

" These repetitions need not be polygraphic repetitions in order to prove the key length. In the write-outs on the
correct width, the average I.C. of the entire array of columns should be near 1.73, with acceptable deviations. See in this
connection subpars. 18e ef seq. in Mzlitary Cryptanalytics, Part I11.
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.must be solved purely upon the bases of probable words and repetitions; the general approaches will be
demonstrated.

32. Analysis of a case involving unknown components.—a. When the primary components in a
plaintext autokey system are unknown, the observations noted under the preceding paragraphs are, of
course, not applicable; nevertheless, solution is not difficult. Let us assume that we have available the
following three cryptograms, all intercepted on the same day, and therefore suspected of being related.

Message No. 1

HUFII 0CQJJ IVZOZ VPDGO VVVKW UEWHU
UQHUM RZVQR UAKVD NNEZV GJPGH AYJDR_,
,fUWNGR YSKBL QVUXN PHDPR SVKZP PPKGS
LLPRV RBHAK WUAVW YUEZQ XAPQY GPSVS
FNRAK CIFGZ UVCCP DKCWV XTWFM RFKBY
ROQOJ DRUWN GRYSK BL

Message No. 2
JUFITI 0CQJJ IVZ0O0OZ IBFEJ SUBRJ SPKTS
RZVXT WFMRF QHHFO RFJPD GOVVY KWUHE_,
(_NDBDD RHWUN KCMPD GOVZS ENDBD DRHWU:
<_Lll:‘l:’KP EQOY

Message No. 3
FJUHF FKDEN ALUPZ KQMVB JWVPK EUBDD,
RHWUM RHVGP DNCUJ CDZCY RHUJU FZPQP
YQCYH OEQZYV XKCQF TVHNS VCCEJ PEAMP
APOEP BHMVJ UNMHH WKCVG DSWJU EQZBO
FFYUE ZQXAP QYGPA RPZVX CFNRA KCIFG,
,fZUVCC PDKCO GJWZH APUFZ FVHAYV XMHFF
KMYHS TBSKC VRQIJ YCPZH UHCBM THOFH

b. There are many repetitions within and between the messages, attesting to their cryptographic
homogeneity. The intervals between repetitions show no common factor, and the § I.C. of the composite
uniliteral frequency distribution is 1.12; these manifestations admit of the possibility of a plaintext
autokey system. Furthermore, the appearance of the repetitions in the first line of Message No. 1, with
the isolated 1st and 16th letters, suggests a 1-letter introductory key.

¢. The simplest assumption to make is that Vigenére encipherment with standard alphabets is
involved ; however, the trials both for direct standard and reversed standard alphabets are unsuccessful.?
We next assume that the plain component is the normal sequence, the cipher component a mixed se-
quence. The various repetitions are studied intensively, in particular the 13-letter repetition
JDRUWNGRYSKBL and the 10-letter repetition PDGOVVVKWU, which, on the hypothesis of a 1-letter
introductory key, must represent 14-letter and 11-letter plaintext sequences or words.

d. If the normal Vigenére method of encipherment is in effect, then the base letter is probably A,
in which case a good word to fit the 13-letter repetition is

K: .REC(OONNAISSAN
P RECOINNNAISSANGC
U RYSKB

I
C: JDRUWNGRY

E

[l ]

8 The theoretical I.C. for plaintext autokey systems involving either direct or reversed standard alphabets has been
computed and found to be 1.035; this then would tend to disprove the assumption of standard alphabets in the case under
examination.
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and a good word to fit the 10-letter repetition (note the corroborative vertical trigraph ONU with the
preceding crib) is

K: .OBSERVATI(ON
P OBSERVATIO
C: PDGOVVVKW

e. The values from these two assumptions are inserted in a reconstruction matrix, yielding the
following:

Plain
ABCDEFGHIJKLMNOPQRSTUVWXYZ
A G K \'
B D
C L R
D
E D 0
F
G
H
I W R
J
K
L
Key M
NN B W
0 P U
P
Q
R J v
S |S G Y
T K
U
vV |V
W
X
Y
Z

Ficure 56a

—SECREF— 98



On the hypothesis of direct symmetry of position, we are able to amalgamate the values in the square
into a nearly complete sequence, as shown by the fragmentary matrix below (the derived letters are in
lower case) :

Plain
ABCDEFGHIJKLMNOPQRSTUVWXY?Z
AladjusitingGbic K1l op Viw y re
B|b ¢ 1 op |vw re Dijlu in
Cle L]l op viw Rle dju in b
Dl|d
E e D 0
Fif
Glg
H|h w R
I|i
JiJ
Klk
L1

Key M{m
N|IN B w
Olo P U
Pip
Qla
Rir J \Y
Sis G Y
Tt K
Uju
ViV
Wiw
X|x
Yy
Z\z
Fiaure 56b

The keyword-mixed sequence is apparent, and the original components must be the following:

P: AB

CDEFGHIJKLMNOPQRSTUVWIXYZ
C: READ

JUSTINGBCFHEKLMOPQVWXYZ

With the primary components at hand, solution of the messages is now a trivial matter. The messages
are found to have initial keys of R, L, and W, respectively.

f. The foregoing example used an unknown mixed cipher component sliding against what was first
assumed (and later proved) to be the normal sequence. When both primary components are unknown
mixed sequences but are identical, solution is more difficult, naturally, because the results of assuming
values for repetitions cannot be proved and established so quickly as in the foregoing example; if the
primary components are two different unknown mixed sequences, the problern becomes even more
difficult. Nevertheless, the general method indicated, and the application of the principles of indirect
symmetry of position will lead to solution, if there is an adequate amount of text available for study.
When the introductory key consists of several letters, repetitions are much reduced and the difficulty
of solution is considerable but by no means insurmountable. Under operational conditions, the inevitable
cribs, collateral information, isologs, and compromised plain text, make analysis even of difficult plain-
text autokey systems practicable.
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34. Analysis of digital plaintext autokey systems.—a. In digital plaintext autokey systems wherein
the nature of the intermediate text is known, the methods of solution are identical with those of literal
plaintext autokey systems involving known components. As an illustration, let us assume that it is
known that the enemy is using plaintext autokey systems with one-digit introductory keys, in conjunc-
tion with the following variant matrix for producing the intermediate text:

[ (ol v s a0 )
A b WD H

The encipherment of the word REGIMENTAL, for example, could then take on the following form:

R EGIMENT AL
47 15 22 79 82 60 33 94 16 81

This intermediate text, when subjected to additive encipherment by the plaintext autokey method with
the introductory key 4, would yield the following cipher text:

K: 447152279826033941638
P: 47152279826033941681
C:8186749670863623574°9

Now if a message beginning with the groups 81867 49670 86362 35749 . . . were intercepted, the

simplest procedure would be to make & trial ‘‘decipherment,” and then complete the plain-component
sequence down the columns in alternate directions. First, the “decipherment’” with an arbitrary key of @:

K: 083516815280679305622
C: 818674967 086362357489.
83516815280679305227

1 0
3 8
Next, in Fig. 59, below, we show this decipherment, together with the generatrices formed from this
first decipherment by running down the normal numerical sequence in the odd columns, and down the
reversed normal sequence in the even columns;'? the generatrix marked with an asterisk is the original
plain text, which will decipher as “REGIMENTAL’ with the known matrix.

K: 08351681528067930522

C:. 81867496708636235749.

P. 83516815280679305227
92607724371588496136
0179863346249 7587045
108895425533 06678954
29970451644215769863
380613607351248b807172R2
*4'7152279826033941681
56243188917942032590
653340970088511234009
74425906199760214318

- Ficure 59

12 Since additive encipherment is really a digital Vigendre system with direct standard (numerical) alphabets, the
cryptanalytic treatment must be identical to that of its literal counterpart. (See also subpar. 35g on subtractive and
minuend methods.) .
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b. If the general nature of the intermediate text is known but the introductory key consists of an
unknown number of digits, generatrix diagrams (similar to those employed in the analysis of literal
plaintext autokey systems) for the various possibilities of key lengths would enable the cryptanalyst

9481276503
_REPUBLIC-
Ol[ADFGH NO
3QSTVW

J K
Xy

to effect a speedy solution. As an example, let us suppose we know that the enemy is using the monome-
dinome matrix shown above for his intermediate text, in conjunction with additive-enciphered plaintext
autokey and introductory keys of varying lengths, and that the following cryptogram is at hand:

04166 94503 96343 36243 9
35073 48890 04265 64839 2
48934 08301 25077 74005 4
84311 55035

47TO0
373 4
6288

(s I (o J'N
VI S N
- W
(SN N oy
B

Assumptions of introductory key-lengths of 1, 2, 3, and 4 are tried, without success. On assuming a
trial length of 5, we take every fifth digit of the cipher text, starting with the first, and subject these
digits to a plaintext autokey decipherment with, say, an arbitrary initial key digit of @. From these
“decipherments” we complete the plain-component sequence down the columns in alternate directions,

as shown in Fig. 60a, below:

Ficurk 60a

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20
Ki00903685915722843180
C:09939434062940274985
P. 090368591572284318¢058

1812776824813 7522714

2721867T7T339046613623

36309586420955704532

45490495511864895441

545813046027 73986350

636722137936820772¢629

7T2763122884591168178
81854031975400259208T7

90945940066319340996

Since it is difficult to recognize ‘“plain text’’ when we have it, we shall have to resort to statistical recog-
nition and weight the generatrices, using the following log weights computed for the intermediate text

produced by this particular monome-dinome matrix: 2

Plaintext digit: 0 1 2 3 4 5 6 7 8 9
Log weight: 91 187 130655

13 The computation of these log weights is shown in subpars. 87b and ¢ (on pp. 246-248) of Military Cryptanalytics,

Part 11.
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The generatrices of the diagram of Fig.

OO WH-JOHKF WO =~
OHKFHO-IH WO OLU
NOOWMH~JOKHKFO
NN HOWOUMUMWOWKHKHQM -
H-1]OHHKFOUUUNOW «
NOHKFHOIFWOWU =
NLNOHFROIIUMO WK <
OHHHODTIHWOUIO =
OCOUOONWNH~JOHH «

60a, when scored by the foregoing weights, become the following:

—
o
=
-
i
Y]
—
w
—
-
-
o

Score
85
49
75
92
86
91
65
54
89

114

-
(=2
—
Q
—
4
-
©
8

NOUTUNMOHKFOJIH
NANH-H~JOHEF OO O
O~ WO OUOUHWH
HOOOOOWKHJOH
GOHKFOIFWO O
OHHHO©OIUIO W H I
WO OKFH D
OQUUOWH ~JOKF K
QO FOIFWOoOWM
O oOoOWH~JOF KO
NOUNWEF M-I+

Ficure 60b

The last generatrix, with a high score of 114, shows us that we have arrived at the correct length of
introductory key, and that this generatrix is the correct one. Similarly, the correct generatrices for the
remaining four positions yield high scores of 124, 135, 135, and 130, and we have discovered thereby
that the first five plaintext digits are 94503, making the introductory key 10663. The decipherment of
the beginning of the message is shown below:

Wo w -
olo ©
Olh b
olo u
olo o
ol s
wlo o
H ®lo ©

K:
C:
P

o OO -
oA O
Qoo

o0 o,

0O N N A

ninn ©
' )
Nl o &
Nl ©
olo o
Oho
olln w8
Q gt &
b O
olo o &
©in O
ol
O W
o [N TR |
Wik O &

4
4
0

v o3 ©
- 3lNo

S S A N A N S

c. For the next example we shall consider the case of a digital plaintext autokey system involving a
1-digit introductory key, the intermediate text being of unknown composition. The message is as follows:

47466 46776 4

DX AN
N0
N30 I3
Y RN NFN
[ I <2 W0 o I N N
OO~ h N
R LI
OO OO
30O,
G0N I

[os I o) I "N {o]

5863 67446 67897

000
O kN
00O o
b OO
X O
B o IR BE
0 © -3
X RO )
WO O
OOIM
o RN
N X))
B =3
NN, )

An arbitrary plain text of 0 is assumed for the first cipher digit and the text is deciphered on this basis;

the first 30 digits are shown deciphered below:

K.

0779 TTO989 TT

6776 45

C: 47466 4
7

806 7
863 6
P: 07797 067 9

(o0 BEN R U0]

8
4
9897 78 6

The distribution of the digits of the entire decipherment is

O MM

Lyl

Qv
()

=3 IR IR I U

4V]
(o]
N

108

gl

Z
&
Z
=
Z
Z
=
=
8

ven

O IR I T I



The 6 1.C. is

10(4726)
160< 159

of the other possible decipherments in order to be able to evaluate its significance.
d. The first 30 digits of the next four decipherments, on the basis of plaintext 1, 2, 3, and 4 for
the first cipher digit, are shown in Fig. 61, below, * followed by their appertaining distributions:

K:
C:
P:

0O+

(OIN

vax
(Dp

o 3
© b o
~ o O
O ;M ~3

van
@~

PEREY

SN

wax
SN
Ao
oo,
= o0 O

OL

3

6
4
8

8
6
8

O JREINE NI I
= I

O ML
Ll Y

8
6
8

8
4
6

o h ©

o oh O

nm

6
6
0

!

es]
©
w
o
—t

DO T IR TR I
X TR TR I I IR IV 1T

Base

&
&
&
Z
4
3

0
7
7

o3+

OV K IV T

[~
Il

0
6
6

o=

3
BN

(S ON S

3 IR

7

=
=
6
1.56

6
4
8

© b O
[0 )% (s}

[a NN

Ll -

OO0 NI I I I
O N

8

8
5
7

g ©
N m O
oW

9

7
8
1

s 00 b
N O
= O

a o+
s &)

S ON
[(oJN V2 I -N

*
*
OKH *x OO ¥ OO *x OO

O LW
WM ¥ H-JO0 *x O~ *x ©OI®

Ficure 61

MR K LAF ¥ AMNO % U1A©

5
4
9

O A

[l ¢

9
6
7

O WML

(=]

T
7
0

w1 A [ S AR S| =30

™ Ot
= N

Ll T T
LRI
CA TN I

[ N

(-]

I

Ll T )

0
5
5

os]
o
173
&

DO IR IR TR TR Y

Base

5
3
8

O Wb
M ©

O W IR IR TR TR T R I 71
o TN IREIREIRE IR TR R T

o

8
6
8

(&)« ) M@
NN oo

O IH N
— O NI

[u—y

8
8
0

W 00

ORI NI

0—

6
6

oo+

[ NN

=YW I
(o]

67
2.

6
7
1

Mo

W -3k
oW

NS N
e s N
[S (o JF-N
N 3o

[

89

12

1
8
7

O MWL

7
9
2

oo
(FEENEN

2

7.

5

]
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=1.89, a high figure, certainly,!* but one which must be compared with the I.C.’s

4 Jf we had bothered to take an I.C. of the over-all cipher text, we would have found it to be 1.81; therefore the
figure of 1.89 hardly reflects anything rougher than the original ciphertext population.
15 Note that it would be simpler to generate the next four decipherments by means of a generatrix diagram such as
that shown in Fig. 59; the example here is for the purpose of pedagogical clarity.

206-687 O - 77 -8
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¢. If we had made five more decipherments on the basis of plaintext digits 5, 6,7, 8, and 9 as the
equivalents for the first cipher digit, we would have obtained the following distributions:

Z=
T EZ
ZEX Z
Z2EZE EE =
EEEZEs=x = ZE__=E=
EEXEEZZER EEXZEZEEZEE -
ERXREEZZRE ZEEXEEXEZZEER E
EEZEERES EEXZEEXEZEZEXZE E
0123456789 01234567829
Base 5 §=1.89 Base 6 6=1.25
= £
= & -~ =
ZEEs L EZEEXZEBEZE
EEZEZ ZEXZZEE
ZEXEX XXX REE
01234567829
Base 7 6=1.11 -
- ZZ
E = ~Z2ZE
Z2Z S ZEXZ
g ZZE _ ZEXEXEZ
Z = Z2EZ = R
Z = EEXZXREE = ZEZXE
E ZEEZRXRE e ZEEZEZ
2 X ZEZEXEZ F4 ZEEEZ
01234567829 012345678289
Base 8 §=1.56 Base 9 §=2.12

Note that the distribution for base 5 is identical with that of base 0, except for a slide of 5; the distri-
bution for base 6 is identical with that of base 1 (except for the slide of 5), and so on to the distribution
for base 9 which is identical with that of base 4, with a slide of 5. This means that we may dispense
with the last 5 decipherments, since we can derive their distributions artificially from the first 5 distri-
butions.

f. The greatest roughness is displayed by the distributions based on 4 or 9 as the initial plaintext
digit; the problem may now be solved on either base, but the initial plaintext 4 seems, from the limitation
of the span of digits 1-5, the more likely base. A dinomic distribution is made of the intermediate text,
and it is quickly discovered that it is produced by a 5 x 5 square containing the normal sequence (I=J),
with the digits 1 through 5 in normal order as the coordinates;" the first two words are found to read
“SECOND REGIMENT.”

16 This phenomenon is a result of the mod-10 arithmetic involved; the explanation can be seen more clearly upon
examination of rows five apart in Fig. 59.

17 This is the square employed in the classic Nihilist system (cf. par. 81 of Military Cryptanalytics, Part 1I); the fact
that we were faced with a Nihilist system could have been surmised from the distributional appearance of the original
cipher text:

=

=

S

= &=

= EZ

2 EZEx

S ES EEEZ
EEEZTEEs
S ZEXTEEXEEZE
01234567889
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g. For the last example we shall consider the case of an unknown type of intermediate text coupled
with an unknown length of introductory key.’® The message under study is given below:

18445 73449 97016 44801 98866 70882
90848 83615 22430 40017 43067 78060
36407 B83995 41461 17145 24311 136005
03396 24801 98883 83114 21462 08416
20217 78070 57684 38721 89376 31003
03278 02323 60397 48040 01746 32446
72176 28459 24780 23734 02370 31837
35198 36546 18937 63100 29468 44037
48509 50369 04424 80677 12650 87466
79765 43636 88700 96677 08889 14230
91374 03874 99548 57957 88832 95042
15301 39891 15937 80400 17463 20545
86318 66007 83363 83364 37144 74390
48766 06696 501

As in the previous example, we begin by assuming an arbitrary plaintext ¢ for the first cipher digit, at
an offset of 1; the decipherment of the first 30 digits and the distribution for the entire decipherment
are shown below:

K: 086
C: 1844
P: 0868

¢ o]
o33
NWWWo
[l .
[ I - o
[ (e I 7]
WO o
NN
() =T N
g = o
[l o) I )|
[V N )
b
N -
o3
W+ W
= O 0
0O+
= 00 -3
oo,
Ladi ) 34|
YRS W
=S = e
B 00
[ o I N
o N b

O MW NI TR I

= TR THE IR NG IR IR R TR/
DO NI IR TR TR

CA TR TR TN IR DR TR TR TR 121
o IR INE IR TRE TR DR IR
VW IR IR TR TR I IR I T
O ML THE IR IR I R DR TR 17
=3 I TR TR DR L T

OO NI I IV TR TR IR I I

O MWW IR TR IR I AL T

18 The analysis of digital plaintext autokey systems when the length of the introductory key and the properties of
the underlying plain text are unknown, previously considered impossible, was first published in an article (‘“The Analysis
of Digital Plaintext Autokey Systems’) by the author in the NSA Technical Journal, Vol. XIV, No. 2 (Spring 1969).
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. 10(16,330)

h. The 8 I.C. is '403><—402
tions of 1, 2, 3, and 4 also give 1.C.'s hovering near the random expectancy of 1.00. The conjecture is
made that, at an incorrect offset, the deciphered text will display the I.C. of random, regardless of the
base of the decipherment. Decipherments on a base of @ for offsets of 2, 3, 4, and 5 are now made; Fig.
62, below, shows the ‘‘1st alphabet” of these decipherments:

=1.01 when @ is taken as the equivalent of the first cipher digit; assump-

K: 0 4 1 2 2 7 3 3 1 9 0 8 8 2
C: 18(44|57({3 4/49(97|0 1|6 4/48(0 1|9 8(86|67(08|82.
P: O 4 1 2 2 7 3 3 1 9 0 8 8 2 6
* % %X O* *
K: 0 4 1] 0 0 4 6 2 4
C: 184/457|344(997|016/|448{019(886|670/882.
P: 0O 4 9 0 0 4 6 2 4 4
* X H F *
K: 0 5 9 1 3 6 0
C: 1844|573 4|/4997|0164/4801|988¢6|6708|82.
P: 0 5 S 1 3 6 0 8
* % * X x
K: 0 7 2 2 7
C: 18445|(7T3449/97016/44801|/9886¢6{70882.
P: 0 7 2 2 7 0
Ficure 62

The digits of these decipherments are allocated into two distributions, a for the digits in the odd posi-

tions, and g for the digits in the even positions; thus, for offset 2, above, the digits 01231 . . . are
tallied into the o distribution, while the digits 42739 . . . are tallied into the 8 distribution.'® These
distributions, together with their I.C.’s are shown below:
a distribution 8 distribution
= == = - 2o ==
ZEEEXZEXT_ZE_RZE8 EEX2IZE Sz ZZEE
ZTEXEXEEZEEZZEEZ ZEZEZESEZEZERE
Offset 2: 01 23456789 01234567829
6=0.98 6=1.00
S S = SE_ES ~
EEZSIZEZTEEEZ ZEZEEESsTE =
Offset 3: O 23456 8 9 0123456178
§=1.05 6=1.06
% = - = = - =
ESEZsS S ZFELESESEsS
Offset 4: 01 23 4567829 1234567829
§=1.07 6=0.96
SSSsEsEsSEs SESSS_sSsE
Offset 5: 01 23456789 0123456789
6=0.87 6=0.92

19 Two distributions, rather than amalgamation into one, are necessary to compensate for the mechanics of the system,
and to facilitate the establishment of the correct base.
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* None of these is significant. But at the very next offset, 6, we have a significant bulge in the I.C.’s for
_ the decipherment (to the base #) of the ‘“1st alphabet’:

K: 0 3 7 3
C: 184457(344997(016448019886|(670882.
P: 0 3 7 3 3
a distribution 8 distribution
z - = <
ZEE xS = = 2z X2 __BE =
Offset 6: 01 23 456789 0123456789
6=1.35 6=2.05

i. Now we're getting somewhere. If instead of base § we had made our decipherments on bases of
1, 2, 3, and 4, we merely would have displaced the « distribution successively one position to the right,
and the g8 distribution one position to the left, as is shown below, together with their £ L.C.’s:

a distribution g distribution
Z - % =
= EZT 3= Z= T EL_EXEZE =
Basel: 01 23456789 01234567829 £=1.13
= - z <
S EEx=ax B S EL_BE =
Base2: 01 234567829 01234567829 £=0.78
- = = <
Ex s Z2E=23== Z2__EZ = =
Base3: 01 234567829 01234567829 £=1.59
- = < =
Ex s ZE xS = = - - ZZ = - ==
Base4: 01 23 456789 01234567829 £=0.73

It is evident that base 3 (or 8, which is congruent to 3, mod 5), with a high ¢ I.C. of 1.59, is unquestion-
ably the correct base for “‘alphabet 1”; it is immaterial whether we choose the base 3 or 8 as the norm—
solution may be obtained either way.
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J. Since we know the correct offset, 6, we now make the o and # distributions for the remaining
“alphabets” on a base of @, as are shown below:

a distribution g distribution
-~ = z ~
Z Sz Ex B - ~2E2 = EE_
Alph.2: 01 23 456789 0123456 89
Z - Z =
Eoss oS ELZ = == &L EEL
Alph.3: 01 23456789 01234567809
= < -
=T E L OEsx = _ Sz Ex EE
Alph.4: 01 23 4567889 1234567 9
z - S -

2. EEx == Z Fxs s
Alph. 5: 01 2 4567829 01234567829
= = Z S Z

Z = ZE_F s == ETEE
Alph.6: 01 2 34567889 01234567829

The £ 1.C.’s of these distributions on the various bases are shown in the diagram below:

Base 0 Base 1 Base 2 Base 3 Base 4
Alph. 2: {0.88 1.05 1.27 0.62 1.41
Alph. 3: 10.57 1.12 1.17 0.69 1.69
Alph. 4: [1.43 0.63 1.16 1.01 0.90
Alph. 5: (1.70 0.63 0.87 0.91 0.91
Alph. 6: |0.86 1.10 0.62 1.91 1.05

From these data it may be inferred that the correct bases for alphabets 2-6 are 4, 4, 0, 0, and 3, re-
spectively. We can thereupon combine the « and 8 distributions for the correct offsets for each alphabet,
as displayed below:

19 4 3 17 9 2 6 2 3 3
Alph. 1,base3: 01 23456789
17 3 3 11 12 1 5 3 4 8
Alph. 2, base4: 01 234567889
20 2 1 18310 2 6 3 4 6
Alph. 3,base4: 01 2 34567 89
3 5 4 7 7 19 4 10 8
Alph. 4,base0: 01 23456789
22 3 12 6 6 3 4 6 5
Alph. 5,base0: 01 2 3456789
19 2 5 17 13 1 7 3
Alph. 6,base3: 01 23456789

It is now also clear that the distribution for alph. 4 should be shifted 5 positions to be on base 5 (which
is congruent to 0, mod 5), in order to make it match with the other distributions. When this is done, the
cumulative total distribution is as follows:

116 18 12 14 16 31 32

80 58 14 260
01234567889
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The L.C. of the combined distributions is %%(%—?)zl.%, which, for this size of sample, would re-
. flect fairly accurately the theoretical I.C. of the underlying intermediate text.?

k. The first six plaintext digits are 344503 (which we have determined from the bases for the six
alphabets), so we can reduce the cipher text to monoalphabetic terms, as shown in the beginning frag-

ment below:

5 10 15 20 25 2
K: 840954344503000494016054003832
C:184457344997016448019886670882.
P: 344503000494016054003832677050

When the entire text has been reduced to monoalphabetic terms, it is easily diagnosed as a monome-
dinome cipher, and solution proceeds with alacrity and celerity. The opening words are ‘‘SECOND
REGIMENT” and the monome-dinome matrix is reconstructed as the following:

9481276503
-RepuBLIc IR
O/ADFGHJKMNO
Z3IQSTVWXYZ

As the final step in the solution, the initial key digits 840954 are subjected to scrutiny, and it is discovered
that the introductory key is based upon the key word PEACE enciphered through the matrix.

l. The foregoing problem involved what at first blush appeared to be a very complex situation: a
six-digit introductory key happened to have been used, and it could have been reasoned that, since there
are 10° different 6-digit numbers, a maximum of 1,000,000 trials* with the aid of a computer might be
necessary in order to establish the correct introductory key (if the key length were known). Instead of
these million trials, however, we had to make only 6 trials to arrive at the correct key-length, and 5 more
trials to establish the bases for alphabets 2—6.

85. Concluding remarks on autokey systems.—a. The plaintext autokey systems treated in this
chapter involved those employing sliding primary components, and therefore having related secondary
alphabets. As with ciphertext autokey systems, there is no reason why a table of 26 random, unrelated
alphabets could not be used, such as that illustrated in Fig. 33 on p. 70. The problem of cryptanalysis in
such a case becomes considerably more difficult, naturally, since we do not have the advantage of the
exploitation of symmetry of position; nevertheless, as indicated in subpar. 32f, under operational condi-
tions the inevitable cribs, collateral information, isologs, and compromised plain text make analysis even
of difficult plaintext autokey systems practicable.

b. Ciphertext and plaintext autokey systems display characteristics which permit their diagnosis.
Both cases will show repetitions in the cipher text. In ciphertext autokey systems there will be
far fewer repetitions than in the original plain text, especially when introductory keys of more than
one letter in length are employed; in plaintext autokey systems there will be nearly as many repetitions
in the cipher text as in the original plain text unless long introductory keys are used. In either system the
repetitions will show no constancy as regards intervals between them. Ciphertext autokey systems may
be distinguished from plaintext autokey by the appearance of the frequency distribution of the second
member of sets of two letters separated by the length of the introductory key (see subpar. 23¢)—in the
case of ciphertext autokey these frequency distributions will be monoalphabetic; in plaintext autokey
systems such frequency distributions will not show monoalphabetic characteristics. Ciphertext autokey
traffic should be replete with isomorphs; on the other hand, causal isomorphs.cannot occur in plaintext
autokey systems. '

20 The theoretical v 1.C. is in fact 1.63. (See also subpar. 89b on pp. 261-262 of Military Cryptanalytics, Part I1.)
21 Actually, only 999,990 trials, since we exclude the ten trivial cases wherein all the key digits are identical. This
results in cutting down the work by a factor of one one-hundred-thousandth.
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¢. Whereas the expected 1.C. of ciphertext autokey traffic is 1.00 (i.e., random), the I.C. of plaintext
autokey will show a measurable departure from random. The “bulge” (i.e., the excess over 1.00) of the

BxXBp

over-all I.C. may be calculated by the formula 8,= , where 8. is the bulge of the cipher text, 8,

the bulge of the plain text (=.73), Sx the bulge of the key (which, since the key text is plain text, is also
.73), and ¢ is the number of categories (in this case, 26). Thus the expected bulge of plaintext autokey

%@:,0213, so the I.C. is 1.02

traffic, without regard to the identity of the components involved, is
in the general case.

d. Where the components are known sequences, it is possible to establish the theoretical distribution
for the ciphertext letters as well as the I.C. of the specific case. For example, in the case of direct standard
alphabets, we would first construct a deciphering square (shown in fragmentary form in Fig. 635, below)
from the normal enciphering form (Fig. 63a) of the Vigenére square; we then replace the key letters and

the plaintext letters within the deciphering square by their relative frequencies (per thousand letters) in

Plain Cipher Cipher
ABCDE ABCDE A B C D E
A ABCDE A ABCDE A 74|74 10 31 42 130
B/ BCDEF B|ZABCD B 10 l1 74 10 31 42
C|CDEFG C{YZABC C 3119 1 74 10 31
D|IDEFGH DI XYZAB D 42 5 19 1 74 10
Key E{EFGHI KevE| WX Y Z A Key E 130 | 16 5 19 1 74
e e e SO S S I N S Vo>
|\ttt O R R N A N e L T v W =W WS
X| XYZAB X|DEFGH X 5|42 130 28 16 34
Y{YZABC Y CDEFG Y 19| 31 42 130 28 16
Z|ZABCD Z{BCDEF Z 1|10 31 42 130 28

Ficure 63a Ficure 63b Figure 63¢

English plain text # (Fig. 63¢), and we multiply the entries in each row by the key-letter value for that
row.® Since the square is a deciphering square, the sum of the entries in each column will represerit the
relative frequencies of the cipher letters associated with the columns. For example, it will be found that
the sum of the cross-multiplied values in the “A” column is 40,467, and that of the ‘B’ column, 35,314;
these of course represent frequencies per 1000% or 1,000,000 letters. The relative frequencies, reduced to
a base of 1000 letters, are shown below:

A 40.5 G 45.9 L 41.4 Q 30.9 V 51.7
B 3.3 H41.8 M 43.5 R 47.2 W 47.3
C31.6 I50.5 NJ30.1 S 42.2 X 40.8
D25.0 J30.1 028.0 T4l.4 Y 31.5
E 47.5 K 35.8 P 34.3 U 30.4 Z 35.4
F 39.2 999.3

2 Since the relative frequencies shown are frequencies per thousand, what we have in effect are the probabilities of
the letters to three decimals. For reference, the probabilities of English plaintext letters to four decimals are as follows:

A 0737 G .0164 L .0364 Q .0035 V .0153
B .0097 H .0339 M .0247 R .0758 W .0156
C .0307 I .0735 N .0795 S .0612 X .0046
D .0424 J .0016 O .0753 T .0919 Y .0193
E .1300 K .0030 P .0267 U .0260 Z .0010
F .0283 1.0000

% In the actual computation, a pair of strips bearing the letter frequencies was used, as an equivalent of the bulkier
table.
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The sum of the squares of the probabilities of these cipher letters is found to be .0398; therefore the
theoretical I.C. of plaintext autokey cipher with direct standard alphabets is 26(.0398) =1.0348.

e. By a similar process, the theoretical ciphertext distribution and the I.C. of plaintext autokey
using reversed standard alphabets may be determined. The distribution, expressed in frequencies per
1000, is found to be as follows:

A66.9 G 34.8 L 45.4 Q 37.7 V 34.4
B39.9 H33.9 M37.3 R38.1 W 44.1
C34.1 I31.3 N46.7 S 31.3 X 32.1
D32.1 J38.1 037.3 T33.9 ¥ 34.1
E 44.1 K 37.7 P 45.4 U 34.8 Z 39.9
F 34.4 999.8

The sum of the squares of the probabilities here too is .0398, so the I.C. of reversed standard alphabets
is the same as that for direct standard alphabets, namely, 1.0348.

f. The foregoing theoretical ciphertext distributions may be used in matching operations for testing
samples of cipher text for possibility of encipherment by plaintext autokey with direct or reversed
standard alphabets. For a quick test to determine whether a plaintext autokey system involves direct
standard alphabets, we note (in subpar. d, above) that the cumulative frequencies of the highest four
cipher letters, VIER, sum to 197, and that the cumulative frequencies of the lowest four letters, JNOD,
sum to 113; the ratio of 197 to 113, or 1.7, compared with the random expectancy of 1.0, is indicative
that direct standard alphabets may have been used. Similarly, for a quick test to determine whether a
plaintext autokey system involves reversed standard alphabets, we observe (in subpar. ¢) that the
frequencies of the four highest letters, ANLP, sum to 204, and that the frequencies of the four lowest,
DXIS, sum to 127; the ratio of 204 to 127, or 1.6, compared with the expectancy for random of 1.0, may
be employed to establish the use of reversed standard alphabets. (Note that the indices 1.7 and 1.6
will obtain in these situations, regardless of the lengths of the introductory keys, or whether the traffic
consists of messages in the same introductory key or in-many different keys.)

g. The digital plaintext autokey systems illustrated in par. 36 all involved the additive method in
their encipherment, wherein P+K=C. It was stated in the preceding volume # that an additive system
may also be solved as a subtractive system (i.e., wherein P—K=C) or as a minuend system (i.e., wherein
K—P=C), and that any one of these may be solved as either of the other two. Although this is true in
the general cases of numerical polyalphabetic substitution, it is not true in the case of plaintext autokey
systems: here an additive system can only be solved as an additive system, but a subtractive system
may be solved as a minuend system, and a minuend system solved as a subtractive system, as is about
to be demonstrated.

(1) Let us consider three different encipherments of the same intermediate plain text by plaintext
autokey and with the same 1-digit introductory key, first by the additive method (Fig. 64a), then by
the subtractive method (Fig. 64b), and finally by the minuend method (Fig. 64c):

Additive encipherment Sublractive encipherment Minuend encipherment

K: 0431513343 K:0431513343 K:0431513343

P: 4315133433 P:4315133433 P:4315133433

C: 4746646776 C: 4984620190 C:6126480910
FiGURE 64a Ficurk 64b Ficure 64c¢

It will be noted that the subtractive and minuend encipherments are complementary. Now let us see
what happens when the cipher text of each type of encipherment is assumed to have been produced by
the additive, subtractive, and minuend methods in turn, from the standpoint of their particular genera-
trix diagrams.

# Note the symmetry of the distribution about A, and N,: the frequencies of M and 0 are identical, as are L and P,

K and Q, etc.
% Cf. subpar. 84b on p. 238 of Mzlitary Cryplanalytics, Part I11.
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Minuend trial
9373703
6646776

3
4

0
P 0779779897 P 0717373073 P20393737037

47 46646776 C: 4746646776 C: 47

Subtractive trial

071737307 K:

Additive trial
077977989 K:

C:

(2) First, the cipher text of Fig. 64a (the true additive encipherment), under the assumption of
K:

encipherment by the three methods, with an arbitrary @ as the first plaintext digit:
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Minuend irial

FicUurE 65¢
0139311011

C
P:

Subiractive trial

097179909 K:

Figure 65b
C: 4984620190

99511927 K:
84620180

Additive trial

FiGURE 65a
:0995119273 P: 09717990929

either it or its complement in Figs. 856 or ¢. Next, the cipher text of Fig. 64b (the true subtractive en-
K 0
C: 49
P

The original plain text of course will appear on one of the generatrices of Fig. 65a, but no evidence of
cipherment), under the assumption of encipherment by the three methods:
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Figure 65f
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