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u.s. Department of Justice 

Office of the Inspector General 

July 26,2010 

Subject: Freedom of Information/Privacy Act Request (FOIA) [06-0IG-107j 

I am writing in response to your March 4, 2006 request seeking audit 
reports produced by the Office of the Inspector General. 

Enclosed please find one audit report responsive to your request. With 
regard to OIG report titled "The Drug Enforcement Administration's Payments 
to Confidential Sources to the Drug Enforcement Administration (DEAl", after 
consulting with the DEA, it has been determined that portions of this report 
are exempt from FOIA release pursuant to 5 U .S.C. §552(b)(7)(C),(D), and (E). 

With regard to the remaining requested audit reports, the OIG is continuing 
to consult with oth er components regarding the releasability of the reports . We will 
inform you when we reach a final determination regarding those reports. 

If you are dissatisfied with my action on this request, you may appeal by writing 
to the Director, Office of Information Policy (OIP), U.S. Department of Justice, 1425 
New York Avenue, Suite 11050, Washington, D.C. 20530. Your appeal must be 
received by OIP within 60 days of the date of this letter. Both the letter and the 
envelope should be clearly marked "Freedom of Information Act Appea1." In the event 
you are dissatisfied with the results of any such appeal, judicial review will thereafter 
be available to you in the United States District Court for the judicial district in which 
you reside or have your principal place of business, or in the District of Columbia, 
which is also where the records you seek are located. 

lJ ,wa}b 
eborah Marie aller 

FOljPA Specialist 
Office of the General Counsel 
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THE DRUG ENFORCEMENT ADMINISTRAnON'S 
PAYMENTS TO CONFIDENTIAL SOURCES 

EXECUTIVE SUMMARY 

The Confidential Source program Is an Important tool used by the Drug 
Enforcement Administration (DEA).l DEA officials state that without 
confidential sources, the DEA could not effectively enforce the controlled 
substances laws of the United States. Confidential sources come from all 
walks of life and are significant to Initiating InvestigatIOns and providing 
Information or services to facilitate arrests and seizures of drugs and cash. 
According to the DEA, It has approximately 4,000 active confidential sources 
at anyone time, and more than 113,000 have been In-an activated status at 
some point In time since 1996 •. In comparison, the DEA had over 5,000 
authorized special agents In Fir' Year (FY) 2004. Payments to confidential 
sources represent a small perc ntage (about 2 percent) of the DEA's total 
budget. 

Although confidential sou~ can be critical to an Investigation, special 
care must be taken to carefully evaluate and closely supervise their use. 
Confidential sources are motlva by many factors, Including fear, financial 
gain, avoidance of punlshmet:lt, competition, and revenge; therefore, the 
credIbility of a source must be lanced against the Information 
provide. Widely publicized cases of Informants gone awry such 8l? YtJ )(c) 
-.v,th the Federal Bureau pf Investigation (FBI) ~ 
m-m"e DEA, hlEhll ht the need for special care In t1~;~lInlll 
sources. a The se In Particular provided the Impetus for the 
development 0 e mey General Guidelines Regarding the Use of 

_ I The Attorney General Guidelines Regarding the Use of Confldeotlal Inrorm.nts uses 
the term ·Confldentlal Informant,· while the DEA uses the term ·Conftdentlel Source.· Both 
tanns refer to any Individual who provides useful and credible Information to a Oepert:rnent 
of lQ5tke (DOl) law enfon::ement agent regarding aimlnal activities, and from whom the 
DOl law enrorcement agent expects or Intends to obtain additional useful and credible 
Information regarding such activities In the future. For consistency throughout this report 
we use the term -ConftdentJal Source.· -

UMITED OFFICIAL USE - NOT FOR PUBUC RELEASE 
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Confidential Informants (Attorney General Guidelines), with which all Justice 
law enforcement agents are required to comply.l 

COnfidential sources can present significant challenges to a law 
enforcement agency. As the DEA acknowledged, confidential sources are 
generally not ·cholr boys," and the DEA must Interact and rety on 
Information from confidential sources whose credibility may be questionable. 
COnsequently, their use must be balanced against the value of the 
Information provided. 

From FY 1998 - 2002, the DEA paid confidential sources approximately 
$30 ... $35 million 

Payments to Confidential Sources' 

The Office of the Inspector General (OIG) Initiated this audit to assess 
the DEA's compliance with regulations concerning ,Individuals who provide 
Information for payment, and the DEA's controls over confidential source 
payments.' To conduct our audit, we researched the DEA's confidential 
Source Program by reviewing pertinent documents, Including the four 

llhe Attorney Geller'al Guidelines were Issued In January 2001 and revised In 
, May 2002. See Appendix VIII for the Attorney General Guidelines. , 

4 Appendix VI lists the definitions for the types oi confidential source payments. 

'As discussed In Finding n, the DEA does not maintain an etrectIve system for 
determining payments to confidential SOUI"Ce$. , l1lerefore. the dollar amounts supPlIed, by 
the DEA may not accurately reflect the total amounts paid to c:onfIdential sources. 

, See Appendix I for more Information on this audit's obJectives, scoPe, and 
methodology. 

DRUG ENFORCEMENT'ADMINISTRATION - UMITED OFFICIAL USE 
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versions of the DEA Agent Manual In effect since 1998; the DEA Financial 
Handbook, undated (obtained from the DEA In May 2003); and the Attorney 
General Guidelines dated January 8, 2001, and May 30, 2002. We reviewed 
the DEA's process of establishing, paying, and monitoring conftdentlal 
sources by reviewing 150 conftdentlal source ftles, and considered the 
Impact of utilizing the conftdentlal source by reviewing 64 dosed 
Investigative case ftles. We also conducted Interviews of DEA agents and 
ftnance personnel In headquarters and seven Division offtces. We perfonned 
our fteldwork at DEA Headquarters In Anlngton, Virginia, and the 
Washington, New York, Miami, Los Angeles, PhoeniX, Houston, and Chicago 
Division offtces. 

FINDINGS 

The DEA can Improve Risk Management Over the Use of Confidential 
Sources 

The risks surrounding the use of conftdentlal sources challenge the 
DEA to ensure that sources are not only credible, but also that agents do not 
develop dose ftnandal or personal relationships with sources that could 
compromise a case. Managing' conftdentlal sources requires the DEA to 
constantly assess the risk for each source It utilizes. In this context, risk 
assessment Is the continual Identlftcatlon and analysis of relevant adverse 
factors that are weighed against the potential beneftt of using the 
conftdentlal source. Although the DEA adopted polldes and procedures to 
manage the risk of using conftdentlal sources" we found that the DEA can 
Improve Its risk management I" the following areas: 1) Initial suitability 
reporting and recommendations, 2) categorization of conftdentlal sources, 
3) continuing sultablUty reporting and recommendations, 4) review of long­
term conftdentlal sources, and 5) maintenance of Impeachment Infonnatlon. 

Initial SuitabIlity Reporting and Recommendations 

The Attorney General Gutdellnes outline requirements that the DEA 
must fulftll before dvatlng a conftdentlal source. SpedftcaUy, case agents 
for confidential sources need to.complete and Sign a written Initial Suitability 
Report and Recommendation that.addresses spedftcrisk factors, or Indicate· 
on the report that a particular factor Is not applicable. -; According to the DEA 
Agent Manual,although a suitability statement need not 'consist of more 
than one paragraph, It must detail the speclftc beneftts of utilizing the source 

7 Examples of suitability factors are criminal background and prior n!Gord as a 
witness. For a compfete IlstJng of suitability factors, see Appendix IV. 

UMITED OFFICIAL USE - NOT FOR PUBUC RELEASE 
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and provide the reasons for utilizing a source despite any adverse 
Information. 

We tested 150 confidential source files to determine If written Initial 
suitability risk assessments were completed. Of the 150 files reviewed, 63 
confidential sources were activated after the January 2001 effective date of 
the Attorney General Guidelines. Our testing revealed that only 28 of 150 
confidential source files (19 percent) contained written Initial suitability 
assessments addressing the specific risk assessment factors. Further, only 
10 of the 63 confidential source files (16 percent) activated after January 
2001 requirement contained written Initial suitability assessments 
addressing the speclffc risk assessment factors. Of the three division offices 
we first visited, we found that written Initial suitability risk assessments 
generally were compl~ed In the Washington, D.C., and New York offlces, but 
not In the Miami office. We subsequently expanded our testing In the Los 
'Angeles, Phoenix, Houston, and Chicago offlces (110 of the 150 confidential 
source files reviewed) to determine If the suitability factors were addressed 
In documents other than a formal risk assessment. 

We found that blographlc Information such as age, allen status, and 
contact Information was generally Induded on the Confidential Source 
establishment Forms (DEA 512). However, Information regarding other 
suitability factors was not readily apparent on that form. That Information 
was sometimes found on a variety of documents, indudlng the Reports of 
Investigation Form (DEA 6). During our audit, we had to review the entire 
confidential source fll~ In order to determine whether some of the suitability 

. factors had been addressed. this same tIme-consuming file review process 
has to be used by agents and supervisors who were not present when the 
confidential source was established so that they are aware of the Information 
relevant to the suitability factors. 

The majority of DEA 512's we reviewed had general statements 
Indicating, In essence, that the benefits of using the confidential source 
outweighed the risks, without specifying either the benefits or the risks. 
These descnptlons do not meet the requirements of the DEA Agent Manual 
or the Attorney General Guidelines that suitability statements detail the 
speclftc benefits of utilizing the confidential source despite the Identified risk 
factors. . 

Moreover., DEA training Information supplied to the OIG by the DEA 
Confidential Source Unrt stated that written risk assessments of potential 
confidential sources were not required and were to be performed at the . 
discretion of the Special Agent In Charge. In fact, the Los Angeles offlcehad 
a formal divisional order that stated agents were not to write risk 

UNITED OFFICIAL USE - NOT FOR PUBUC RELEASE 
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assessments, and the New York office also Issued guidance that stated a 
separate written risk assessment was no longer necessary. The Miami 
Special Agent in Charge waived the requirement to document risk 
assessments. The fact that OEA does not require a written suitability report 
that addresses all the specific factors means the OEA Agent Manual Is not In 
compliance with the Attorney General Guidelines. 

We believe that a written, comprehensive Initial suitability risk 
assessment Is critical to measuring the benefits of utilizing a confidential 
source, and It could help other agents who want to use the confidential 
source but may be unaware of pertinent derogatory Information concerning 
the source. In addition, this risk assessment should guide the nature and 
extent of confidential source monitoring. 

Categorization of Confidential Sources 

• See Appendix III for a description of the DEA categories of confidential sources. 
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Continuing Suitability Reporting and RecommendatiOn 

Once a confidential source has been established, the Attorney General 
Guidelines require the case agent to revfew, at least annually, the 
confidential source's 'file and complete and sign a written Continuing 
Suitability Report and Recommendation which must be forwarded to a field 
manager for wr1tten approval. The purpose of the Contlnul!"g Suitability 
Report and Recommendation Is to determine whether the risk of using a 
source has changed since the Initial evaluation, and whether the confidential 
source should continue to be utilized. In completing the Continuing 
Suitability Report and Recommendation, the case agent must address the 
sarne factors outlined In the Initial 'suitability determination (or Indicate that 
a particular factor Is not applicable), the length of time that the Individual 
has been registered as a confidential source, and the length of time the 
source was handled by the same agent. 

Instead of an annual review, the DEA requires first-line supervisors 
and controlling agents to pedorm Quarterlv Management Reviews of 
Conftdentlal Source Utilization (Quarterlv Management Review) on each ' 
active confidential source. Our review ot 150 confidential source ftles 
revealed that none of the Quarterly Management Reviews addressed all 
continuing suitability factors outlined In the Attorney General Guidelines. 
Although some of the factors were addressed, most reviews contained 

UMlTED OFFICIAL USE - NOT FOR PUBUC RELEASE 
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generic or boilerplate statements such as "no changes In blographlc 
Information." Given that the Initial suitability report Is generally not written 
and therefore does not provide information on all suitability factors, the lack 
of speclflc Information In the Quarterly Management Reviews makes It even 
more difficult to determine It agents are aware of the risks of using the 
source, and are taking these risks Into consideration when determining It the 
confldentlal source Is suitable and the extent that they should be monitored. 

Review of Long-Term Conlfdentlal Sources 

One of the purposes of the Attorney General Guidelines Is to provide 
more oversight ot agents handling confldentlal sources by having Individuals 
who are not as dose to confldentlal sources make critical dedslons over 
payments and other matters. The Attorney General Guidelines require a 
"Confidential Informant Review Committee" to review confldentlal sources 
that have been active for more than six consecutive years, and to the extent 
such a confidential source remains active, every six years thereafter. The 
DEA Implemented this process through Its Sensitive Activity Review 
Committee. This Committee convenes not only to review long-term 
confldentlal sources~ but also for a number of other reasons, Indudlng 
conferences Involving property, money laundering, and proprietary , 
storefront operations. . 

When we spoke to the Undercover and Sensitive Operations Unit Chief, 
he stated that prior to November 2003 the Committee had not reviewed any 
matters relative to DEA long-term Confidential Sources. He also stated that 
the Committee does not review confldentlal source flies. Instead, the 
committee reviews an Excel Spreadsheet that contains the names and other 
Information about long-term confldentlal sources. During the reView, the 
Confidential Source Unit Section Chief Is available to answer questions that 
a,rlse that cannot be explained by the Information contained In the 

, spreadsheet. Although a committee member may review a confldentlal 
source flle, the Unit 'Chief stated that he does not believe this Is necessary. 
The Unit Chief also stated the Committee Is unlikely to question the 
judgment of a SpE!dal Agent In Charge who already has reviewed the 

, Information In the confidential source flle. 

Further, the DEA has no rating system to assess the quality Qf the 
Information provided or services rendered by confldentlal sources" tnstead, 
It relies on an agent's knowledge and skill to assess whether a confidential 
source Is effective. 

We believe the DEA should strengthen Its management over long­
term confldentlal sources. We believe the Sensitive Activity Review ' 

UNITED OFFICIAL USE - NOT FOR PUBUC RELEASE 
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Committee relies too heavllv on the Headquarters Confidential Source Unit 
and Special Agents In Charge because the DEA does not adequatelv 
document required suitability factors In Its Initial suitability report and Its 
quarteriv management reviews. In our view, the Sensitive ActIvity Review 
Committee should provide a high level, Independent review of long-term 
confidential sourtes. If the committee relies solely on the,Speclal Agents In 
Charge and the Headquarters Confidential Source Unit without Independentlv 
reviewing pertinent original Information Itself, the value of Its overslgh~ Is 
significantly diminished. 

Maintenance of DEA Impeachment Infonnation 

The DEA Agent Manual requires agents to provide prosecutors with all 
discoverable Information pertaining to any confldentlal source who may be ' 
utilized as a witness. This Information Indudes payments to the confidential 
source, any oral or written agreements between the DEA and the 
confidential source, and any Impeachment Information known by the DEA 
that may affect the aedlbillty of the confldentlal source. Examples of 
Impeachment Information are a confldentlal source's criminal record, a 
substance abuse problem, or Instances where the confldentlal source has 
given false testlmonv or statements. 

The DEA relies on agents to perform manual searches of the 
confidential source flies In order to report discovery Information. As noted 
eariler In this report, the DEA does not detail by factor the confldentlal 
source's suitability either when Inltlallv establishing the source or during the 
quarteriv review. Therefore, It may be difficult for an agent who was not 
present at either the establishment or quarterly brieflng of a confldentlal 

, source to discover Impeachment Infom1atlon. We believe the DEA can 
Improve Its tracking of Impeachment Information bV adding a n'iodule to Its 
Confidential Source System (eSS).' 

The DEA Lacks an Effective and Accurate Confidential Source 
Payment System 

The DEA Is required bV the Attorney General Guidelines to, establish 
accOUnting and recondllatlon procedureS that re.fled: all monies, paid to , 
confldentlal sources. The primary systems utlllz~ bV the DEA to process 

, The DEA Confidential Source System Is an automated, IImlted-acxess database 
containing a record of all confidential sources assigned a unique number. 

UMITED OFFICIAL USE - NOT FOR PUBLIC RELEASE 
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and account for confldentlaJ source payments are the Federal Financial 
System and the CSS Dollar database. 'o 

Our audit Identlfled deflclencles In the DEA's accounting and 
reconciliation of confldentlaJ source payments that Jed us to conclude that 
the DEA does not have an effective confldentJal source payment tracking 
system. Spedflcally, we found Inconsistencies In the amounts and types of 
payments paid to confldentlal sources, defldencles with the accounting and 
monitoring of calendar year and lifetime payments, problems with the 
systems used to account for confldentlal source payments, and control 
breakdowns that Indicate closer supervisory oversight of confidential source 
payments Is needed. 

Discrepandes In the Amounts and Types of Payments to Conffdenttal 
Sources ' 

As part of our review to assess how the DEA accumulates confldentlaJ 
source payment Information, we asked the DEA's OffIce of Finance to 
provide us wIth the total amount of confldentlal source payments from FY 
1998 through FY 2002 by budget category. The DEA's OffIce of Finance 
queried the Federal Flnandal System'ln July 2002 and June 2003 and 
provided us with different payment amounts regarding the same time 
period. Our review of the payments revealed slgnlflcant dlscrepandes In the 
amounts and types of payments provided to confldentlal sources as shown In 
the following table. ' 

10 The Federal, Financial System Is a Department of AgrfaJlture system that handles 
the DEA nnanclal Information on a contract basis. The DEA utilizes the Federal Financial 
System to process confidential source payments. The CSS Dollar database Is, a subsystem 
of the DEA's Confidential Source System, and Is -the electronic rec:ord*keepJng system for 
montes paid to confidential sources. 
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Q)lmRiln.;on of Historical 

When we asked the DEA about the dlscrepandes, we were Informed by the 
audit liaison that: 

Ii See Appendix VlI'or a desa1pt1on of the Budget Object Codes used to pay 
c:onftdentlal soun:es. . . 

lJ In AprlI2003,.the DE?A omc:e of FInance provided detailed transactions regardll19 
FY 2001 confidential source payinents. The total of the detailed transactions for FY 2001 
was $11 million less than the total amount supplied In July 2002 and $14 millIOn less than 
the total amount supplied In June 2003. 
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The query run for the DIG by the Office of FInance was run out 
of the Federal Flnandal System, as was the query provided at 
the [audit] entrance conference. Because errors In the 
Federal FInancial System may be made at any time and 
recondllatlons completed quarterly, the DEA can confirm that 
numbers are correct only as of the day they are run. The DEA 
cannot certify that these same numbers would result from a 
query conducted on the day the [DIG] report Is Issued. The 
DEA Is willing to re-run the query closer to the report 
publication date, but can only confirm those numbers as of the 
date the query Is run. 

We are concerned by the. DEA's response because historical flnandal 
data should not slgnlflcantfy ch~nge over tfme. Significant changes to 
historical data years after the dose of a fiscal year calls Into questfon the 
reliability of the data and the system. 

The Section Chief for the Source Unit did not have an 
. explanation as I'D why the OffIce of Finance treated these transacttons 
differently than other Confidential Source payments. However, the fact that 
the Office of Finance does not consider payments to foiJ!lgn 'offldals as 
confidential source payments explains why these payments were not 
Induded In the July 2002 listing of confidential source payments. We believe 
the OEA must resolve this Inconsistency between the Confidential Source 
Unlt·and the Office of Anance and determine If payments using budget 
object code 2533 are confidential source payments or not. Otherwise, the 
DEA will not have complete assurance that It Is fully accounting for all 
confidential source payments as required by the Attorney General 
GUidelines. 

UMITED OFFICIAL USE - NOT FOR PUBUC RELEASE 
xi 



I 
I 
I 
I' 
I 
I, 
I 
I 
I 
I 
I 
I 
I 
I 
I 

• • 
UNITED OFFICIAL USE - NOT FOR PUBUC RELEASE 

Accounting and MonItoring of Annual and Aggregate Payments 

The Attorney General Guidelines state that payments to a confidential 
source that exceed an aggregate of $100,000 within a one-year period shall 
be made only with the authorization of a senior fleld manager and the 
express approval of a designated senior headquarters official. In addition, 
regardless of the time frame, any payments to a confidential source that 
exceed an aggregate of $200,000 should be made only with the 
authorization of a senior field manager and the express approval of a 
designated senior headquarters official. During our audit of 150 confidential 
source files and 64 case flies, we noted a total of 176 different confidential 
sources. We requested the DEA to provide us with the lifetime payments for 
these 176 confidential sources. We determined that 27 of these 176 (15.3 
percent) had received llfetlflle payments totaling more than $200,000. 
Further, we observed 10 of the 176 (5.6 percent) confidential sources had 
payments totaling greater than $1 mlillon. However, our audit revealed 
weaknesses with how the DEA monitors calendar year and lifetime paym~nts 
and accounts for non-appropriated funds. Without reviewing the eonfldentlal 

, source files In every office that utilized these confidential sources, we could 
not determine If the approPrla~ approvals were obtained. 

Accounting for Non-ADorrjDrJated Funds. 'The DEA Agent Manual states 
that only DEA-approprlated funds will be Included In the determination of 
calendar year and lifetime payritent amounts, while the Attorney General 
Guidelines do not distinguish between appropriated and non-appropriated 
funds. The DEA Agent Manual goes on to say that all confidential, source 
payments using appropriated fUnds or funds from other agencies must be 
documented on the Voucher for Purchase of evidence or Payment to 
Confldentlal Source (DEA 103). However, payments using non-appropriated 
funds - such as Hrgh Intensity Drug Trafficking Area (HIDTA) funds - are 
not processed through the Federal Financial System and consequently are 
not Included In the CSS Dollar database of payments." ThIs means that the 
DEA does not consider paymentS using non-appropriated funds In 
determInIng whether payments to a confidential source exceed calendar year 
or lifetime payment caps. Further, since the confldentlal source payments 
using HIDTA funds are not processed through the Federal Flna.,dal System, 
the DEA could not provide the OIG with the total conndentlal source ' 
payments using HIDTA funds. 

'4 Aocordlng to the ornc::e of National Drug Control Policy, the mISsIon or the HIDTA 
program Is to enhance and cOOrdinate drug-control efforts among local, state, and federal 
law enfDn:ement agencies In order to eliminate or reduce drug trarnddng and Its hannful 
consequences In attlcal reglOl'\S' or the United States. The mission Indudes coordination 
efforts to reduce the production, manufacturtng, distribution, transportation, and chronic 
use or Illegal drugs, as well as attendant money laundertng of drug proceeds. 
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Monitoring calendar )'ear and Ufetlme payments. In addition to not 
counting non-appropriated funds towards the calendar year and lifetime 
payments, we noted other problems with how the DEA monitors annual 
(calendar year) and aggregate (lifetime) payments. During our audit, DEA 
offidals first stated that the CSS Dollar database monitors the annl,Jal and 
lifetime payments and "'flags· payments that put the totals over the limits. 
The flag Is supposed to signal that headquarters approval Is required to 
exceed the cap; however, It does not prevent the payment. 

In addition, we were Informed by both the former and current 5ectIon 
Chief of the Confidential SOurce Unit, numerous DEA agents, and five of the 
seven Confidential SOurce COordInators for the offices we reviewed that the 
CSS'Dollar database, Is unreliable. The 5ectIon Chief for the Conftdentlal 
Source Unit provIded a series of e-malls that outlined long-standing 
problems the DEA has experienced In 'populatlng the CSS Dollar database. IS 

The e-malls Indicated time lags In processing the payments, a lack of quality 
controls, and a communication disconnect between the DEA otnce of Finance 
and the Confidential :SOurce Unit regarding who IS responsible for the CSS 

. I 
Dollar database and ~rrectlng the problems. The Section Chief for the 
Confidential Source t:Jnlt said that Incomplete records In the data supplied to 
the CSS Dollar database (Incorrect date, case number, and office Identifier) 
make It Impossible to perform a proper audit of a confidential source's 
payment history. 

tater during the audit, the DEA stated that Confidential SOurce 
COordinators monlto, the calendar year and lifetime payments by manually 
adding up the paymEfnts listed In the confidential source files. Yet, 
confidentIal sources CFQuld be active In more than one office, so confidential 
source coOrdinators must contact all offlces In which the source Is active to 
arrive at a source's t9tal calendar and lifetime payments. 

To determIne If the DEA IS monitoring calendar year and lifetime caps 
apart from using thec5S Dollar database, we reviewed documentation In 
the confidential source files for evidence of cap monitoring. During QUr 
revlew·bf 150 confldentfalsource fileS, we noted that caps were only 
sporadlcelfy documented on Quarterly Management Revlews~ Receipts for 
cash or Other Items (OEA 12), and Confidential Source Establishment (DEA 
512)~ Although we noted a few memoranda requesting cap Inaeases, we 
did not find any formal processor consistent practice used by the DEA to 
monitor calendar year and lifetime payments. We also did not Identify any 

15 These long-standing Wf!olIknesses Identified In the ... malls alsO oontr1buted to the 
DEA's problems 01 determining the amounts paid to confidential source Andrew Chambers. 
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formal reconciliation of the CSS Dollar database, the Federal Financial 
System, and the confldentla' source payment records. 

Because the CSS Dollar database Is unreliable and the DEA does not 
have a formal or consistent practice to monitor calendar or lifetime 
payments, we were unable to detennlne If confidential source payment 
levels were exceeded without the appropriate approvals or verify that the 
DEA was etrectIvely monitoring payments. 

Problems with the Federal Rnanclal System and the CSS Dollar Database 

During our audit, we noted problems with the processing of 
confldentlat source payments In the Federal Flnandal System, the lack of 
audit trailS, and delays In processing confidential source payments. 

Issues with the Federa! Flnanda! SYStem Vendor Name. case Tabl •• 
and the Correction of Errors. In order to enter confidential source payments 
Into the Federal Flnandal System, the DEA requires a "vendor name ..... 
During our audit, the DEA Office of Finance queried the Federal Flnandal 
System for FY 2002'and found 79 records where the Budget Object Code 
was 2530 (Securing of Infonnatlon), but the vendor name was not a 
confidential source. In February 2004, the DEA made enhancements to the 
Federal Flnandal System to enSure that confidential source budget object 
codes matdled a confidential source. While the enhancement better 
validates vendor names, a problem stili exists with the validation system. 
Specifically I If a confidential source Is deactivated, the vendor name Is not 
deactivated; therefore, a payment could be processed with a deactivated 
confidential source vendor name. When we discussed thIS Issue with the 
DEA, we were told that the Confidential Source Coordinator would catdl thIS 
problem when the copy of the Voucher for Purchase of Evidence or Payment 
to Confidential Source (DEA 103) was filed In the confidential source file. 
However, even If the Confidential Source Coordinator noted thIS error when 
the paperwork Is filed, the funds would have already been paid. 
Consequently we believe the DEA should further enhance the controls over 
confidential source payments to prevent a. deactivated confidential source 
from. being used to obligate or expend funds. this can be. done by removing 

. d~ctlvated· confidential source vendor names from the validation table. 

Another ImproVement made by the DEA In February 2004 was'the 
validation of the case number field In the federal Flnandal System. 
Previously I only the first five digits of the case number were validated and 
the remaining four digIts could be any cOmblnatfon of numbers up to 9999. 

1. The vendor name Is usually the payee's Sodal Sea.trity Number. 
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this led to erroneous case numbers being Input Into the Federal Flnandal 
System. Under the revised system, each time a case number Is entered Into 
the appropriate field ot the Federal Financial System, It Is validated against a 
table containing valid case numbers that Is updated nightly. While validating 
case numbers Is an Important Improvement, we believe that the DEA can 
further strengthen controls by only exporting those case numbers that 
legitimately should have expenses charged to them Instead ot all case 
numbers. Otherwlse~ under current procedures, expenses can be charged to 
a OiIse Indefinitely. By further enhandng the controls over confidential 
source payments, the DEA can prevent a dosed case from being used to 
obligate or expend funds. 

audit Trails fOr the COt'I'§dIan at Data Entry Errors to the CSS Dollar 
DaAbase. The DEA uses an overlay file to correct errors In the CSS Dollar 
database. The overlay file overwrites the CSS Dolllr data with the corrected 
Information. However, the correction does not leave an audit trail to Identify 
what transactions were affected or what changes were made. Further, 
according to the OffIce of FInance, despite the February 2004 enhancements 
to the Federal Financial System that Improved the overall Integrity of the 
data being transferred, the dally upload was stili not working properly and 
was stili requlrlng overlays to correct the data. Therefore, the DEA should 
continue to correct the Interface between the Federal Flnandal System and 
the CSS Dollar, database and Implement an aUdit trail to Identify what 
changes were made to the electronic records. 

Delavs In prpcessIng Flnandal payments through the PEA Federal 
FlnaQdal System and CSS Pallar .database. Additional concerns about the 
CSS Dollar data Indude tlmelln~ and reliability. The processing of 
confidential source payments tHrough the Imprest fund, to the Federal 
Flnandal System, and Into the CSS Donar database can take up to 17 days. 
Without current and accurate Information, other DEA offices reviewing the 
CSS Dollardatabase cannot aCQIrately determine It payments to a 
oonfldentlal source exceeded the calendar year or lifetime levels. 

. ReVfew of Payments 

.. • Durlng our audit, we reviewed 150 confidential source files and 
dOcumentation of 4,861 DEA payments to confidential sources totaling 
$15,101,198 to determine If: 

• the transaction type was specified and appeared correct, 

• the Budget Object Code was listed and correct, 
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• . the Voucher for Purchase of Evidence or Payment to 
Confidential Source (DEA 103) had a dtatlon to a specific 
Report of Investigation (DEA 6) found In the confidential 
source tUe, 

• reimbursements were supported with receipts and the DEA 
103 noted expense descriptions, 

• all necessary signatures appeared on the DEA 103, and 

• appropriate approvals were noted on the DEA 103. 

The results of our review are noted In each of the following six subsections. 

TraOsactlon TyPe. During our audit, we noted 413 of 4,861 payments 
(8 percent), totaling $757,180, that either did not specify the type of 
payment, had more than one type of payment spedfled, or the remarks 
describing the payment did not correspond to the payment type selected. 
Even though these 413 payments either were Incomplete (no box checked) 
or In error (the remarks dId not correspond with type of payment selected), 
a supervisor approved them. Such errors would make It difficult to 
accurately respond to a prosecutor's request to list payments to a 
confidentIal source by type of payment. 

Bydget Object COdes. During our review of payments at Los Angeles,­
Phoenix, Houston, and Chicago, we noted 1,632 out of 4,097 (40 percent) 
payments, totaling $2,959,724, that were In error or did not have fund 
dtatlons on the copy of the DEA 103 that was distributed to the establishing 

, offlce's confidential source file. Therefore, we could not verify that the 
. payments were accurately recorded In the Federal Flnandal System. 

Reference to a Soedflc Report of Investlgatloo (PEA 6). The DEA 
Agent Manual states that In completing the DEA 103, the agent must Indude 
a brief synopsis of the basIs or justification for the payment, the source of 
funds (If funding was provided by another agency), and adtatlon to the DEA 
6 or teletype that explains or justifies the payment. During our review of 
files In New York and Miami, we noted that In 11 of 24 confidential source 
files (45 percent) we reViewed, theDEA 10]s either did not spedfy a DEA 6 
or the form could not be locat~ In the confidentl~1 source file. In those . 

. cases we could not determine the basis or justification for the payment. 

During our review of files In ,Los Angeles, Houston, Phoenix, and 
Chicago, we expanded our revl.ew to Identify any DEA 103 that either did not 
Identify a DEA 6 or the form spedfled was not In the confidential source file. 
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We determined that one-third of all payments either did not Identify a 
specific DEA 6 or the form specified could not be located In the confidential 
source file or In the agent's personal files. In those cases, we could not 
determine the basis or justification for the payment. Given the wide latitude 
agents have In determining the amount of payments and the confidential 
nature of the transactions, the justification for the payment should be 
specifically Identified. Without a specific justification, the DEA 103 Is not 
complete and supervisory offldals could not accurately determine If the 
payment Is reasonable or appropriate. 

Reimbursement Receipts and Exoense Descriptions •. During our review 
of confidential source files In New York, Miami, Los Angeles, Phoenix, 
Houston, and Chicago, we reviewed 1,332 payments for reimbursements of 
expenses to determine If they were supported with receipts. We found that 
receipts were Induded for only 3 percent of the reimbursement payments. 
In addition, when reviewing reimbursement payments, we examined the 
description noted In the remarks field of the DEA 103. We found that 775 of 
1,332· reimbursement payments either had no descrtptlon of the expenditure 
or generic descriptions such as -expenses Incurred'" or -u/e expenses.· It Is 
Important that the expense desa1ptlon be spedflc given the wide latitude 
agents have In determining the amounts of the payments and the 
confidential nature of the tran~ctlons. The lack of receipts and the 
Inadequate descriptions of the ~penses create a lax Internal control 
environment where pay,ments may be approved that are !lot reasonable, 
appropriate, or justified. We believe that the DEA supervisors need to 
Improve their oversight over reimbursements. 

APProvals. The DEA Agent Manual requires that a second-line 
supervisor or above approve payments greater than $2,500, and a Senior 
executive Service-level manager and the designated Headquarters personnel 
from either the Offtce of Domestic Operations or the Office of International 
Operations approve payments greater than $25,000. According to the Unit 
Chief of the Confidential Source Unit, a Receipt fOr Cash or Other Items (DEA 

. 12) should be attached to the DEA 103 If the required supervisor approval of 
the payment Is on the D.EA 12. How~, the DEA Agent Manual does not 
require the DEA 12 to be· In the confidential source file •. 

During our audit work In New York and Miami, we noted that the 
DEA 12 forms generally were not found In the confidential source files. 
Therefore, In Los Angeles, HOuston, Phoenix, and Chicago, we expanded our. 
testing by requesting the DEA· 12s If they were not found In the confidential 
source file. In Los Angeles, Phoenix, Houston, and Chicago, we reviewed 
4,097 payments, of which 439 exceeded $2,500 and consequently required 
approval beyond the agent's group supervisor. For 66 of the 439 payments 
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(15 percent) totaling $1,016,921, the DEA 103 did not reflect the 
appropriate supervisory approval and the division offices could not locate the 
DEA 12s to demonstrate appropriate supervisory approval. Without the 
higher-level manger's approval on or attached to the DEA 103; the 
document Is Incomplete and It Is undear whether the appropriate supervisor 
approved the payment. 

Sionatures. As part of our audit, we reviewed the DEA 103 forms to 
determine If: 1) all required Signatures were documented on the form, 
2) the confidential· source Signature appeared to be consistent among 
payments, 3) the witness or supervisor Signature was a carbon copy, and 
4) the DEA used ·whlte out" for corrections rather than Initialing the 
correction. We generally observed that the payments had all the required 
Signatures, the Signatures appeared authentic, the witness and supervisor 
Signatures were carbon copies, and corrections, generally were crossed out 
and Inltlaled.17 

During our testing, we also noted that 47 of 150 conftdentlal source 
files we reviewed had Signature exemplars for the conftdentlal source. U We 
discussed the Issue of Signature exemplars with DEA officials In Los Angeles 
and were told'that they are no longer required. In fact, none of the four 
DEA Agent Manuals In effect since 1987 Indicate that Signature exemplars 
are required. However, the signature exemplarS made It easier for a 
reviewer to validate the conftdentlalsource's signature, and we believe 
signature exemplars represent an additional Internal control and best 

I 
practice that the DEA should corSlder requiring. 

COnduslon and RecommendatioM 

This audit Identified areas where the DEA can Improve Its risk 
management over the use of confidential sources. We found that Initial and 
Continuing Suitability Reports and Recommendatlons.were not adequately 
documented. These assessments are Important In assessing the risks of 
utilizing a conftdentlalsource and should determine the nature and extent of 
confidential source monitoring. We also found Instances where multiple DEA 

. 17 We observed the use of "white o~ on 23 original payment documents. The use 
of white out obscures the I~ thetis being correc:ted. The practice of aossIng out 
the error and Initialing the correction Is the generally ecx:epted method qf correcting original 
documents because It does not obscure the Information being Corrected. 

II Signature exemplars are documents thet provide samPles of an Individual's wrttten 
signature. The signature exemplars would aid In. vertfylng the conftdentlal source's 
signature on payments. We observed signature exemplars In Phoenix (6 of 30), Washington 
(16 of 16), and Chicago (25 of 25) conftdentlal source files. 
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offlces categorized the same source differently and Improperly categorized 
other sources. In addition, we found that the DEA's new category of paid 
conftdentlal sources - Umlted Use conftdentlal source - eliminated critical 
documentation needed to adequately assess the risk of utilizing these 
sources. Further, the Sensitive Activity Review COmmittee's failure to 
Independently review and evaluate underlying suitability data diminishes the 
value of this high-level oversight function. 

We also conduded that the DEA does not have an effective system 
that accounts for and recondles all conftdentlal source payments. During 
the audit, historical conftdentlal source total payment Information materially 
changed each time the DEA's system was queried. Further, the DEA relies 
on a manual process to provide payment Information during discovery and to 
determine If payments to conftdentlal sources· exceeded calendar year and 
lifetime caps. Specifically, Confldentlal Source Coordinators must contact 
multiple offlces that have used a confidential source In order to accurately 
calculate all payment;;. This manual process Is tlme-consumlng, prone to 
error, and could adversely affect DEA's ability to provide accurate 
confidential source payment Information. 

We developed 12 recommendations to help the DEAlmprove Its 
management of confidential sources~ Among these recommendations are for 
DEA to: 

1. Update the DEA Agent Manual to 

a. Require comprehensive written Initial Suitability Reports that 
address all of the factors specified In the Attorney General 
Guidelines. 

b. . Require written continuing suitability reports that address all 
the factors specified In the Attorney General Guidelines •. 

c. Require that the Sensitive Activity Review Committee either 
review the confidential source files for all long-term confidential 
sources, or review the written Initial and Continuing Suitability 
Reports and Recommendations and document their findings. 

d. -Oarify the proceSs for establishing Umlted Use confidential 
sources-to Indude demonstrating how the DEA can tM! assured 
the Individual Is eligible for Umlted Use status and how this 
status either complies with or Is exempt from the Attorney 
General GUidelines. 

UMITED OFFICIAL USE - NOT FOR POBUC RELEASE 
xix 



I 
ft 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I , 

• 
LIMITED OFFICIAL USE - NOT FOR PUBLIC RELEASE 

2. Implement a policy of documenting the rationale for a confidential 
source's categorization. 

3. Add a module to the Conftdentlal Source System that tracks 
confidential source Impeachment Information. 

4. Account for all payments made to a confidential source by the DEA, 
not just payments using DEA-appropriated funds. 

S. Enhance controls over confidential source payments to prevent a 
deactivated confidential source or administratively closed case from 
being used to obligate or expend funds. 

/ 
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INTRODUCTION 

The mission of the Drug Enforcement Administration (DEA) is to 
enforce the controlled substance laws and regulations of the United 
States and Investigate those organizations Involved In the growing, 
manufacture, or distribution of controlled substances. A valuable tool 
used by the DEA to combat drug crime Is confidential sources.· DEA 
offiCials view confidential sources as the "bread and butter" of the 
organization and state that without them the DEA could not accomplish 
its mission. Although confidential source payments represent a small 
percentage (about 2 percent) of the DEA's total Fiscal Year (FY) 2005 
budget of $2.15 billion, confidential sources are significant to Initiating 
Investigations and providing information or services to facilitate arrests 
and seizures of drugs and cash." According to the DEA, it has about 
4,000 active confidential sources at anyone time, and more than 
113,000 have been activated since 1996,' 

Background on DEA Confidential Sources 

Managing confidential sources presents significant challenges, 
beCause the DEA must Interact with and rely on InfOrmation from 
people whose credibility may be questionable, but who also may 
provide the key to a successful criminal investigation. 

Confidential sources come from all walks of life. For example, 
some sources are concerned law-abiding dtlzens who are trying to 
clean up their neighborhoods; while others are also law-abiding 
citizens, but because of the nature of their work, they find themselves 

• 1be Attorney General Guidelines use the term "Conftdentlal Informant,­
while the DEA now uses the term ·Conftdentlal Source.· DEA previously used the 
term "Infonnan~ as noted In the DEA Agent Manual (In effect untlt September 10, 
1998) and the form DEA 356 Is called an Informant Payment Record. The terms 
"Confidential Source- and "Confidential Informan~ are essentially the same and refer 
to any Indlvtdual who provides useful and credible Information to a Department of 
Justice (DOJ) law enforCement agent regarding criminal activities, and from whom 
the Justice law enforcement agent expects or Intends to obtain additional, useful and 
credIble Information regarding 5U~ activIties In the future. Despite the different 
terms, we used the term "Confidential Source- throughout thIs report. 

2 Our calculation Is based on the average payments to conftdentlal sources 
from FJscal Years (FY) 1998 - 2002 as provided by the DEA. As discussed In FJndlng 
II, however, the DEA does not maintain an effective system for determining 
payments'to confidential sources. Therefore, our calculation may not accurately 
reflect the total amounts paid to confidential sources. 

, By way of comparison, the DCA had over 5,000 Special Agents authorized In 
FY 2004. 
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closer to criminals than the average person. ~ confidential source can 
also be a person who Is or has been part of a criminal group. Such a 
person Is In a position to reveal the details of a past crime or plans 
about future crimes, and may also provide significant Information that 
can help to develop an accurate picture of a Criminal act. 

Before deciding whether to utilize Information provided by a 
confidential source, the DEA must determine that the benefits 
outweigh the Identified risks. A credible source Is one who has a 
record of providing essential Information or participating in past 
activities that have led to drug seizures or arrests. Consequently, 
confidential sources are sometimes placed In risky and dangerous 
situations. For example, a confidential source may purchase or 
transport drugs, Introduce an undercover agent to the target of a 
criminal Investigation, or meet with the target himself. Despite these 
riSks, confidential sources are motivated by many factors, including 
fear, financial gain, avoidance of punishment, competition, and 
revenge. These factors must constantly be balanced against the 
credibility of a confidential source. 

The DEA paid confidential sources approximately $30 - $35 
m""on per year from FY 1998-2002. As shown In the following table, 
the payments are categorized as specific types, Indudlng Securing of 
Information (payments for Information and reimbursements of 
expenses), payments to Foreign Police Omclals, Rewards to 
Informants, Witness Temporary Relocation and two types of Asset 
Forfeiture Awards.4 

4 Appendix VI lists the definitions for the types of confidential source 
payments. 
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Ie:-\ 'I)L' H ~ DEA Payments to Confidential Sources5 

• 

During our audit we requested the DEA to provide us with the 
lifetime payments for 176 confidential sources we noted during our 
review of 150 confidential source flies and 64 closed Investigative case 
flies. We found that 27 of the 176 sources exceeded $200,000 In 
lifetime payments, while 10 of the 176 received greater than 
$1,000,000. The following table summarizes the Infonnatlon: 

Ufetlme Payments to Confidential Sources! 

Greater than $2,000,000 
Between $1,000,000 and $1,999,999 
Between $500,000 and $999,999 
Between $200,000 and $499,999 
Between $100,000 and $19~,999 
Under $100,000 

Number 
1 
9 
2 

15 
26 

123 

Percentage 
1% 
5% 
1% 
9% 
15% 
70% 

Total 176 100% 
Source: DEA ContIdential Source System (ess) Dollar dalabasl. 

Management of the DEA'. Confidential Source Program 

The management of confldentlal sources within the Department 
of Justice Is governed by the Attorney General Guidelines Regarding 
the Use of Confidential Infonnants (Attorney General Guidelines).' 

5 As dlSOJSSed In Finding II, the DEA does not maintain an etfectlve system 
for detennlnlng Payments to confidential sources. Therefore, the dollar amounts 
supplied by the DEA may not accurately reflect the total amounts paid to confidential 
sources. 

'The Attorney General Guidelines were Issued In January 2001 and revised In 
May 2002. See Appendix VIII for the Attorney General Guidelines. 
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The Guidelines prescribe processes to monitor confldentlal sources. In 
short, the revised Attorney General Guidelines: 

• Set documentation requirements for the establishment and 
continued use of a confidential source. 

• Require that all payments to a confidential source be 
commensurate with the value of the information provided. All 
payments rt:Iust be witnessed by at least two law enforcement 
representatives, and the source Is required to sign or Initial 
and date a written receipt. 

• Require senior fleld manager approval for payments greater 
than $2,500 but less than $25,000; for payments greater than 
$25,000, both a senior fleld manager and a designated senior 
headquarters offfcial need to approve the payment. 
Confidential source payments must be monitored on both an 
annual and aggregate basis, and any payments exceeding the 
specified levels need headquarter's approval. 

The DEA Incorporated the Attorney General Guidelines Into 
sectfon 6612 of the DEA Agent Manual, entitled, "Confidential 
Sources." This section lists the mandatory requirements for the DEA'S 
Confidential Source Program and sets procedures for establishing, 
monitoring, and paying sources. 

The DEA manages Its confldentlal sources through Its fleld 
offfces. A field offlce that recruits a confldentlal source Is responsible 
for debriefing the confidential source, completing the paper work, and 
supervising the day-to-day oversight of the source. The Command 
Center at DEA Headquarters determines whether a confldentlal source 
was previously established and assigns a unique confldentlal source 
number to those who were not/ The Confidential Source Unit, also at 
DEA Headquarters under the Offtce of Operations Management, Is 
responsible for the oversight of all confidential source-related 
programs. The Confidential Source Unit wrote the portion of the DEA 
Agent Manual related to confidential sources, provides training to the 

7 'The DEA Command Center Is operated by Omce of Operations Management 
personnel at DEA Headquarters and Is manned by nine shift wor1cers responsible for 
entering the data Into the Confidential Source System (CSS). 'The Command. Center 
Is operational 24 hours a day, 7 days a week. 
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confidential source coordinators, and Is responsible for the 
maintenance of the Confidential Source System {CSS).I 

In addition, the DEA's Office of Inspections reviews the 
Confidential Source Program at each DEA office on a 3-year cycle. A 
typical Inspection Indudes: 

• Interviewing confidential sources about how long they have 
worked with the DEA, the payment process and how much 
they have received, If they have been arrested or detained 
since working with the DEA, and if they have testified in a 
court proceeding. Confidential sources are chosen at 
random; however, an attempt Is made to Interview those 
sources who received large payments or those sources 
working on Attorney General Exempted Operatlons.9 

• Examining confidential source payments to ensure they are 
supported by documentation and were approved according to 

• In addition to the training that Is provided to the field DiviSIon's confidential 
source coordinators, the DEA provides confidential source management training 
through Its Professional Development Program. The Confidential Source 
Management School, which Is coordinated bV DEA's Oflk:e of Training, Is a three-daV 
program that Is delivered to DEA field divisions throughout the vear to provide DEA 
Special Agents, Diversion Investigators, and Intelligence Research Specialists with 
the skills and knowledge necessary for managing confidential sources. The course Is 
designed to address problems. with confidential sources. It focuses on confidential 
source poIldes and retrultment and management of high-profile and hlgh-rtsk 
sources. 

The CSS Is an automated, limited access database cootalnlng a record of all 
confidential sources aSSigned a DEA confidential source number. The CSS contains 
confidential source Infonnatlon Input by DEA Headquarters personnel from the 
Confidential Source establishment Form (DEA 512), DeactIvation reports, and the 
Quarterly Management Reviews of Confidential Source Utilization. The Quarterlv 
Management Reviews of Confidential Source Utilization are supposed to detail 
biographical changes, changes In physical appearance, and the current controlling 
and supervising agents. A separate database module - CSS Dollar - records 
pavments to ainfldentlal sources and Is populated with Information from the Federal 
financial System. . 

9The Department of Justice Appropriation Ad. of 1980 (Public Law 96-132) 
Initially authorized the DEA and the Federal Bu.reau of Investigation (FBI) to use 
appropriated funds to. establish certain undercover operations. Attornev General 
exemption Is required before undercover operations personnel can purchase or lease 
property, acquire or operate proprietary corporations or businesses, deposit funds In 
financial Institutions, or use the proceeds from operations to offset necessary and 
reasonable expenses. 
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the levels of authorfty required by the DEA Agent Manual. 
The Inspection, however, makes no judgments on whether 
payments are commensurate with the value of the 
information. 

• Auditing Imprest fund controls concerning the handling and 
accountability of cash, required documentation, and 
separation of dutles.10 

• Reviewing flies to ensure that quarterfy management reviews 
were conducted by first-line supervisors; all required 
documents are in the confidential source file; information in 
the files support the source's suitability assessment; and 
documents Identify confidential source activities that support 
a payment. 

We reviewed the DEA Inspection findings relative to Imprest fund 
and the confidential source program for FY 2000-2002. In reviewing 
the reports, we noted certain Issues of concern, but we did not 
observe a pattern documenting widespread problems. Andlngs noted 
In the Imprest fund audits Included: (1) some Receipts for Cash or 
other Items (DEA-12s) were not recorded or cleared within tlmeframes 
specified; (2) required audits were not performed on the Imprest fund; 
(3) approvals were Inapproprfate or missing; and (4) imprest funds 
were used for other than the purchase of evidence or Information. 
Andlngs'ln the confidential source program Included: (1) categorfzlng 
a confidential source as regular use when the source had a criminal 
record, (2) Vouchers for Purchase of Evidence or Payment to ' 
'Confidential Source (DEA-l03) did not provide justification for 
payments, (3) Quarteny Management Reviews were either not 
completed or documented, (4) approprfate second line approval was 
not obtained when required, and (5) the confidential source files did 
notJ contain the Initial debrfeflng or the Confidential Source Agreement 
(DEA-473) when required. 

10 An Imprest fund Is a nxed-cash fund that Is advanced to OEA cashiers, who 
In tum advance cash for Pun:hase of Evidence or Purchase of Information, "nash 
rolls,· and .other miSSion-related expenses. The OEA also can pay confidential 
SOUn:e5 out of non-appropriated Imprest funds such as High Intensity Drug 
Trafficking Area funds. These non-appropriated Imprest funds have a ndudary 
outside of DEA, but DEA agents may provide funds to DEA confidential SOUn:e5. 
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FINDINGS AND RECOMMENDAnONS 

I. The DEA Can Improve Risk Management Over the 
Use of Confident.al Sources 

Our audit Identified areas where the DEA can Improve its 
risk management over the use of confidential sources, 
including enhancing documentation required by the 
Attorney General Guidelines. We found that Initial and 
Continuing Suitability Reports and Recommendations were 
not adequately documented. These assessments are 
critically Important In assessing the risks of utilizing a 
confidential source and should determine the nature and 
extent of confidential source monitoring. We also found 
Instances where multiple DEA offices classified the same 
source differently and.lmproperiy classified other sources. 
In addition, the DEA added a new category of paid 
confidential sources - Umlted Use Confidential Source -
and does not require a background review or other 
documentation needed to adequately assess the risk of 
utilizing these sources. In addition, the SenSitivity Activity 
Review Committee's reliance on the Headquarters 
Confidential Source Unit and Special Agents In Charge to 
review and assess long-term confidential sources 
diminishes the value of the required Independent, hlgh-
level oversight function. . 

Although the use of confidential sources can be beneficial In 
assisting the DEA In Investigating criminal activity, confidential 
sources, by their nature, present management challenges. For 
example, accountability and transparency of transactions are normal 
traits of good Internal controls and deterrents to fraud, waste, and 
abuse. However, the clandestine nature of confidential transactions 

. challenges an organization to develop a system of checks and balances 
that protects the covert nature of the transaction while at the same 
time providing assurance that the expenditure Is reasonable, 
necessary, and In accordance with applicable policies and regulations. 

Press accounts of misconduct by sources and their case agents 
have placed the system for managing Informants Into th!.ESUght. 
While the case of Informant misconduct, _ 

Involved the FBI, the DEA had some highly publicized 

I (1' ( C 
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issues regarding In!l!iiints.14. S iflcally, the DEA's experience with 
confidential source demonstrates the special care 
needed to carefully eva uate an ely supervise confidential 
sources. 

The secrecy and risks surrounding the use of confidential sources 
challenge the DEA to ensure that sources are not only credible, but 
also that agents do not develop close financial or personal 
relationships with sources that could compromise a case. Managing 
confidential sources requires the DEA to constantly assess the risk for 
each source It utilizes. In the context of confidential sources, risk 
aSsessment is the continual Identification and analysis of relevant 
adverse factors that are weighed against the potential benefit of using 
the source. Although the DEA adopted poliCies and procedures to 
manage the risk of using confidential sources, we found that the DEA 
could Improve Its risk management In the following areas: 1) Initial 
suitability reporting and recommendatlons, 2) categorization of 
confidential sources, 3) continuing suitability reporting and 
recommendations, 4) review of long-tenn confidential sources, and 
5) maintenance of Impeachment infonnatlon.15 

Initial Suitability Reporting and Recommendations 

The Attorney General Guidelines outline requirements that the 
DEA must fulfill before activating a confidential source. Specifically, 
case agents for confidential sources need to complete and sign a 
written Initial Suitability Report and Recommendation that addresses 
specific factors, or Indicate on the report that a particular factor Is not 
applicable. The DEA Agent Manual states that suitability statements 
need not consist of more than one paragraph, but must detail the 

1)(7 )( f) j L::") 

15 Impeachment Infonnatlon may Indude payments to the confidential source, 
any oral or written agreements betw~n the DEA and the confidential source, and 
any Information known by the DEA that may affect the credibility of the confidential 
source. Examples of Impeachment Information are a confidential source's Criminal 
record,'a substance abuse problem, or Instances where the confidential source has 
given false testimony or statements. 

UMITED OFFICIAL USE - NOT FOR PUBUC RELEASE 
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During our audit, we tested 150 confidential source files to 
detennine If written Initial suitability risk assessments were completed. 
Of the 150 files reviewed, 63 confidential sources were activated after 
the January 2001 effective date of the Attorney General Guidelines. 
Our testing revealed that only 28 of 150 (19 percent) confidential 
source files contained written Initial suitability risk assessments 
addressing the specific risk assessment factors. Further, only 10 of 
the 63 confidential source files (16 percent) activated after January 
2001 requirement contained written Initial suitability assessments 
addressing the specific risk assessment factors. Of the three Division 
offices we first visited, we found that written Initial suitability risk . 
assessments generally were completed In the Washington, D.C., and 
New York offices, but not In the Miami office. We subsequently 
expanded our testing In the Los Angeles, Phoenix, Houston, and 
Chicago offices (110 of the 150 confidential source files reviewed) to 
detennlne If the suitability factors were addressed in 6ther documents 
besides a fonnal risk assessment. Our results are summarized In the 
following table: . 

UMITED OFFICIAL USE - NOT FOR PUBUC RELEASE 
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Evidence In the 110 Confidential Source Flies 
Concerning Suitability Factors 

Documentation Documentation Percentage 
Suitability Factors in the File not In the File Documented 

Criminal background checks 105 5 95% 
AQe 110 0 100% 
Allen status 108 2 98% 
Public Official 48 62 44% 
Extent person would use 
affiliations with legitimate e 102 7% 
organizations 
PriOl' record as a witness 11 99 10% 
Record as confidential source 67 43 61% 
with other law enforcement 
agencies 
Reliability and truthfulness 33 77 20% 
Motivation 40 70 36% 
Alcohol 01' substance abuse 17 93 15% 
Extent to which the Information 66 44 60% 
would be relevant to present or 
pOtential cases 
Extent Information can be 15 95 14% 
Independentlv corroborated 
Relationship of confidential 27 83 25% 
source to the target of the 
Investigation 
RIsk the person might 
adversely affect an 11 99 10% 
Investigation or prosecution 
Pose a danger or threat to 
. publh;, or "Is a nlaht risk 11 99 . 10% 
Relative of law enforcement 13 97 12% 
employee 
Risk of physical harm to the 
confidential source 12 98 11% 

Source: OIG review of confidential source files 

We found that blographlc Information such as age, allen status, 
and contact Information was generally Induded on the Confldentlal 
Source establishment Forms (DEA 512). For other suitability factors, 
such as the pnes noted In the table, Information regarding these 
attributes was not readily apparent. However, we found some of the 

. Information on a variety of documents, Indudlng the DEA 512 and the 
Reports of Invest1gatlon Form (DEA 6)..As a result, during our audit 
we needed to review the entire confidential source file In order to 
address some of the factors. ThiS same time-consuming process must 
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be used by DEA agents and supervisors who were not present during 
the initial establishment of the confidential source so that they are 
aware of the answers to the suitability factors. 

The majority of DEA 512's we reviewed had general statements 
Indicating, In essence, that the benefits of using the confidential source 
outweighed the risks, without specifying either the benefits or the 
risks. Examples of these statements induded: 

These descriptions do not meet the DEA Agent Manual or the Attorney 
General Guidelines requIrements that suitability statements detail the 
Specific benefits of utilizing the confidential source despite the 
Identified risk factors. 

Moreover, DEA training Information supplied to the OIG by the 
DEA Confidential Source Unit stated that written risk assessments of 
potential confidential sources were not required and were to be 
performed at the discretion of the Special Agent In Charge. In fact, 
the Los Angeles office had a formal divisional order that stated agents 
were not to write risk assessments; and the New York office also had 
guidance that stated a separate written risk assessment was no longer 
necessary. The Miami Special Agent In Charge waived the 
requirement to document risk assessments. The fact that DEA does 
not require a written suitability report that addresses all the specIfic 
factors means the DEA Agent Manual Is not In compliance wIth the 
Attorney General Guidelines. 

Initial suitability statements should explldtly provide the reasons 
for using a confidential source despite adverse Information developed. 
We believe that a written comprehensive Initial suitability risk 
assessment Is critical to measuring the benefits of utilizing a 
confidential source, ond It could help other agents who want to use a 
confidential source but may be unilware of pertinent derogatory 
InformatIon concerning the source. In addition, such a risk 
assessment Is Important because It should determine the nature and 
extent of confidential source monitoring. 

LIMITED OFFlClAL USE - NOT FOR PUBLIC RELEASE 
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Categorlzatlo" of Confidential Sources 

As discussed In the Introduction, how a conftdentlal source Is 
categorIZed detennlnes the nature and extent of mnnlr''lnnlO .-..0£ ... ,1.-"", 

a case 

Despite 
the categorizing a conlldentlal source, the 
DEA does not require agents to document their rationale for how a 
source Is categorized. Our discussion pertaining to confidential source ' 
categorization revolves around documenting the rationale for 
categorizing conftdentlal sources and establishing the Urnlted Use 
conftdentlal soun:e. 

categorizlltlon Ratlonsle. During our audit, we reviewed 150 
conftdentlalsoun:e ftles and, as discussed below, questioned 21 
categorization decisions: 

II See Appendix m for. listing of the DEA categories ot conlldentlal sources. 

UNITED OFFICIAL use - NOT FOR PUBUC RELEASE 
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Our concern with the categorization of these sources Is nnmanlV 

over the lack of spedftc Intonnatlon. Although we realize that ..... A ... V 

confidential sources have a history of aim.na. acUvlty, these cases 
highlight the need for documented, spedftc Intonnatlon to support the 
categorization of confidential sources. categorfzatlon Is Important 
because It determines the amount of monitoring the DEA performs on 
the Indlvkluals. Restrfctlons must be designed to reduce potential risk 
to the DEA and must be documented In the confidential source file. If 
the DEA does not adequately monitor or restrict a confidential soUrce, 
that source may Jeopardize an Investigation. 

Umlted Use Confidential Source. In the wake of the 
September 11, 2001, telTOrist attacks~ the DEA added this new 
category of confidential sources, which eliminated certa.n 
documentation reqUirements. Accon:Ilng to the DEA Agent Manual, 
Umited Use confidential sources must be free of aimlnal activity or 
aimlnal associations and will not be required to testify. In addition, 
they are paid and must provide Intonnatlon without the direction of 
the DEA. Ii According to the DEA Agent Manual, I' the confidential 
source meets this definition, the Source wID not be fingerprinted, 
photographed, or have an Initial debriefing or a suitability statement. 

l' I' an Individual'. presence In the UnIted StIas Is neceS18ry tor law 
enron:ement purposes, and the Individual would otherwise be Ineligible to receive a 
vISII to the United States, entry pursuant to the Slgnlftcant Public BenefIt Parole 

. Progl1lm CIIn be made. Additionally, SectIon 13003 of the VIolent Crtme Controf and 
Utw Enfbn::ement Ad: of 1994 CI"INIttid a new non-lmmlgl1lnt cfasIIftaItIon rS· vise). 
ThIs visa Is valid for 3 Years and allows the confidential source and members of the 
source's family to raskIa and work In the United States. 

11 A contlc:fa1t1a1 source who Independently pnMde:s information to the DEA 
would be working without the dtrac:tJon of the DEA. 
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The DEA SectJon Chief of the Confidential Source Unit stated that 
the OEA created the Umlted Use conftdentlal source category to 
streamline the establishment process and better receive and provide 
Infonnatlon. Immediately after the terrorist attacks, the DEA was 
flooded with Infonnatlon from other agendes and tips from private 
dtlzens. Some Individuals who were defined as a "professlonal­
business person or a "tipster- (concerned dtlzens who provide 
Infonnatlon) were reluctant to go through some of the confidential 
source establishment process such as fingerprinting and 
photographing. However, the Attorney General Guidelines' minimum 
documentation requirements for paid sources are: 

• A photograph of the source; 

• The agendes' efrorts 'to establish sources' true identity; 

• The results of a aimlnal history check; 

• The IrUtial Suitability Report and Recommendation; 

• Any promises or benefits, and the tenns of such promises or 
beneftts that are gIVen to the source by any tederal 
prosecuting otrk:er or any state or local prosecuting omce; 
and 

• All Information that Is required to be documented In the 
conftdentlal sources' files pursuant to these Guidelines. 

By not photographing, providing an Initial debriefing, or 
performing a written initial suitability risk assessment of a paid 
confidential source, the DEA Is not In compliance with the Attorney 
General Guidelines. Further, the DEA Agent Manual spedftes that the " 
process for determining If a confidential source Is -..'table begins with 
an Initial debrleftng, ftngerprlntlng, and photograph. These"pfocesses 
must be mmpleted before the mnftdentlat source dasslflcatlon can be 
detennlned. Therefore, the elimination of Initial debrieftngs, 
fingerprints, photographs, and the suitability. statement for Umlted Use 
confidential sources does not correspond to DEA process. In additIOn, 
we are unclear how an agent can determine that an Individual meets . 
the a1terta of Umlted Use confidential soUrce without a SUitability risk 
assessment to determine that the IndMdual1s a professional business 
persOn or tipster and Is free trom atmlnal activity or assodatlons. 
Therefore, we believe the DEA should darifY the process for 
establishing Umlted Use tonfldentlalsoun:es by either demonstrating 
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how it can be assured the individual is eligible for Umlted Use status, 
or is exempt from the Attorney General Guidelines. 

Continuing Suitability Reporting and Recommendations 

In addition to the Initial Suitability Report and Recommendation, 
the Attorney General Guidelines require, at least annually, the case 
agent to review the confidential source's file and complete and sign a 
written Continuing Suitability Report and Recommendation which must 
be forwarded to a field manager for written approval. The purpose of 
the COntinuing Suitability Report and Recommendation is to determine 
whether the risk of using a source has changed since the Initial 
evaluation, and whether a 'confidential source should continue to be 
utilized. I' In completing the Continuing Suitability Report and 
Recommendation, the case agent must address the same factors 
outlined In the Initial suitability determination (or Indicate that a 
particular factor Is ,not applicable), and Indicate the length of time that 
the Individual has been registered as a confidential source and handled 
by the same agent. 

The DEA does not require an annual review. Instead of the 
annual review, theDEA requires first-line supervisors and controlling 
agents to perform Quarterly Management Reviews of Confidential 
Source Utilization (Quarterly Management Reviews) on each active 
confidential source. According to the DEA Agent Manual, the quarterly 
review must document: 

• possible revisions to the Initial risk assessment, 

• 
• 

-18 -

{3(7) (E) 



I 
I 
I 

I , , 
t 

UMITED OFFICIAL USE - NOT FOR PUBUC RELEASE 

• 

• whether the confidential source should remain active. 

The DEA Headquarters Confidential Source Program Manager Is 
supposed to monitor the field divisions to ensure that aU Quarterly 
Management Reviews are completed. The DEA provided us with a 
template for the reviews, which suggests the format and language of 
the report, but it does not specify that the first-line supervisor needs 
to address each continuing suitability factor. 

Our review of 150 contldentlal $ource files revealed that none of 
the Quarterly Management Reviews addressed all continuing suitability 
factors. Although some of the factors were addressed, such as change 
of address, Indication or criminal background checks, or change In 
phone number, most reviews contained generic or boilerplate 
statements such as -no changes In blographlc Information." Given that 
the Initial Suitability Report Is generally not written and does not 
provide Information on all suitability factors, the lack of specific 
Information on the Quarterly Management Reviews makes It even 
more difficult to ascertain If agents are aware of the risks of using a 
source and are taking these risks Into consideration when determining 
the suitability of a confidential source. 

In addition, when reviewing the Quarterly Management Reviews 
we noted that: 

• The confidential source files generally did not Indude copies 
of the most recent criminal check reports. Rather, the 
Quarterly Management Reviews only Included an Indication 
that a check was run. 

• Prior to 2002, the Quarterly Management Reviews contained 
documentation of the calendar year and lifetime payments. 
After the second quarter of 2002, the DEA discontinued this 
process. The Section Chief for the Confidential Source Unit 
Indicated this practice was discontinued because It was 
duplicative. 

Although the DEA's Quarterly Management Reviews exceed the 
Attomey General Guidelines' annual review reqUirement, the DEA'S 
approach needs Improvement. The Attomey General Guidelines 
require that the DEA address each suitability factor or Indicate that a 
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factor is not applicable. The DEA's approach of only Indicating "no 
change" does not provide assurances that the agent has adequately 
considered whether the benefits of using a source continue to 
outweigh the risks. 

Review of Long-Term Confidential Sources 

One of the purposes of the Attorney General Guidelines Is to 
provide more oversight of agents handling confidential sources by 
having Individuals who are not as close to those sources make Critical 
decisions about payments and other matters. The Attorney General 
Guidelines require a "Confidential Informant Review Committee" to 
review a confidential source who has been active for more than six 
consecutive years, to the extent that the source remains active every 
six years thereafter. The Guidelines also state that the Confidential 
Informant Review Committee must review the confidential source's 
completed Initial and Continuing Suitability Reports and 
Recommendations, and decide whether, and und~r what conditions, an 
Individual should continue to be used as a confidential source. 

To comply with the Attorney General GUidelines, the DEA created 
Its own Sensitive Activity Review Commlttee.2O This Committee 
convenes not only to review long-term confidential sources, but also to 
discuss Issues regarding property, money laundering, and proprietary 
storefront operations. 

The Undercover and Sensitive Operations Unit Chief stated to the 
OIG that prior to November 2003, the Committee had not reviewed 
any matters pertaining to DEA·long-term confldentlal·sources. He also 
stated that the Committee does not review confidential source files. 
Instead, It reviews an Excel spreadsheet prepared by the Confidential 
Source Unit that contains names and other pertinent Information about 
long-term confidential sources. He further stated that the ConfidentIal 

20 The Undercover and Sensitive Operations Unit Is part of the Office of 
Enforcement Operations. According to the Undercover and Sensitive Operations Unit 
Chief, who Is a permanent member of the Sensitive ActIvity Review Committee, a 
variety of Individuals contribute to the Sensitive ActIvity Review Committee, " 
Indudlng the Chief for Oomestlc Operations, the head of the Narcotics and Drug 
Operations, Office of Internal Affairs, representatives from the Department of 
Justice, the Domestic Chief Counsel, the Asset Forfeiture and Money laundering 
Coordinator; and the Intematlonal Chief Counsel for Foreign Operations •. According 
to the Attomey General Guidelines, the representatives from the Department of 
Justice are appointed by the Assistant Attomey General tor the Criminal Division. 
They are a Deputy Assistant Attorney General for the CrIminal division and an 
Assistant United States Attomey. " 
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Source Unit Section Chief Is available to answer questions that arise 
that cannot be explained by the Information contained In the 
spreadsheet. Although a Committee member may review a 
confidential source file upon request, the Unit Chief stated that he 
does not believe this Is necessary. He also stated that the Committee 
Is unlikely to question the judgment of a Special Agent In Charge who 
has already reviewed the Information in the confidential source file. 

In our judgment, the DEA should strengthen Its management 
over long-term confidential sources. The Sensitive Activity Review 
Committee should conduct a high-level, independent review of long­
term confidential sources. The review should monitor not only the 
controlling agents' decisions, but also the actions of supervisors In the 
chain of command, Including the Special Agent In Charge and any DEA 
Headquarters staff. If the Committee relies solely on Special Agents in 
Charge and the Headquarters Confidential Source Unit without 
Independently reviewing the information Itself, we believe the valu~ of 
Its work Is slgnlflcantly diminished. 

DEA Maintenance of Impeachment Information 

The DEA Agent Manual requires agents to provide prosecutors 
with all discoverable Information pertaining to any confidential source 
who may be utilized as a witness. This Information Includes payments 
to the confidential source, any oral or written agreements between the 
DEA and the confidential source, and any Impeachment Information 
known by the DEA that may affect the credibility of the confidential 
source. Examples of Impeachment Information are a confidential 
source's criminal record, a substance abuse problem, or Instances 
where the source has given false testimony or statements. 

As noted earlier In this report, the DEA does not detail by factor 
the confidential source's suitability either when Initially establishing the 
source or during the quarteriy revlew~ Therefore, It may be dlfftcult for 
an agent who was not present at either the establishment or quarteriy 
briefing of a source to discover Impeachment Information about the 
source. 

During our audit, one DEA ConfidentIal Source Coordinator 
suggested that the PEA develop a central repository pf all 
Impeachment Infonnatlon. Such a database would provide anyone 
who utlllzes the confidential source to be aware of all Impeachment 
Information about the source without having to manually search 
multiple files. This could eliminate the current process of manual file 
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checks and It would be a valuable resource to agents who are trying to 
establish a confidential source In a new office or reactivate one who 
was previously deactivated. In addition, by Implementing a central 
repOSitory of Impeachment Information, DEA agents will be better able 
to determIne whether a confidential source should be utilized. 

Recommendations 

We recommend that the DEA: 

1. Update the DEA Agent Manual to 

a. Require comprehensive written Initial Suitability Reports 
that address all of the factors specified In the Attorney 
General Guidelines. 

b. Require written continuing suitability reports that address 
all the i'actors specified In the Attorney General Guidelines. 

c. Require the SensItive Activity Review Committee to either 
review the confidential source files for all long-term 
confidential sources, or review the continuing written 
Initial and Suitability Reports and Recommendations, and 
document their findings. 

d. Carlty the process for establishing Umlted Use confidential 
sources to Indude demonstrating how the DEA can be 
assured the IndivIdual Is eligible for Umlted Use status and 
how this status either complies with or Is exempt from the 
Attorney General Guidelines. 

2. Implement a policy of documenting the rationale for confidential 
source's categorization. 

3. Consider adding a module to the Confidential Source System 
that tracks confldentlat source Impeachment Information. 
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II. The DEA Lacks an Ettective and Accurate 
Confidential Source Payment System 

The DEA does not have an effective and accurate system that 
accounts for and reconciles all confidential source payments. 
During our audit, historical confldentlal source total payment 
Infonnatlon materially changed by as much as $14 million each 
time the DEA'S system was queried. Because of the Inaccuracy 
of the automated system, the DEA relies on a manual process to 
provide payment infonnatlon during discovery and to detennine 
If payments to confidential sources exceed calendar year and 
lifetime caps. Consequently, Confidential Source Coordinators 
must contact multiple offices that have used a confidential 
source In order to accurately calculate all payments. This 
manual process Is time-consuming, prone to error, and could 
adversely affect DEA's ability to provide accurate confidential 
source payment Infonnatlon. ' 

The DEA Is required by the Attorney General Guidelines to 
establish accounting and reconciliation procedures that reflect all 
monies paid to confidential sources. The primary systems utilized by 
DEA to process and account for confidential source payments are the 
Federal financial System and the CSS Dollar database.:U Our audit 
Identified deficiencies In the DEA's accounting and reconciliation of 
confidential source payments that led us to conclude that the DEA 
does not have an effective and accurate payment system. Specifically, 
we found Inconsistencies In the amounts and types of payments made 
to confidential sources; deficiencies with the accounting and 
monitoring of calendar year and lifetime payments; problems with the 
systems used to account for confidential source payments; and control 
breakdowns that Indicate closer supervisory oversight of confidential 
source payments Is needed. 

21 The Federal Financial System Is a Department of Agrtculture system that 
handles the DEA nnandal Information on a contract basiS. The DEA utilizes the 
Federal FInancial System to process conndentlal source payments. The CSS Dollar 
database Is a subsystem of the DEA's Confidential Source System. The purpose of 
the CSS Dollar database Is to account for monies paid to confidential sources. 
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Discrepancies in the Amounts and Types of Payments to 
Confidential Sources 

As part of our review to assess how the DEA accumulates 
confidential source payment Information, we asked the DEA's Office of 
Finance to provide us with the total amount of Confidential Source . 
payments from FY 1998 through FY 2002 by budget category. The 
DEA's Office of Finance queried the Federal Financial System In July 
2002 and June 2003 af'ld provided us with different payment amounts 
regarding the same time period. Our review of the payments revealed 
significant dlscrepandes In the amounts and types of payments 
provided to confidential sources as shown in th~ following table. 

UNITED OFFtCIAL USE - NOT FOR PUBUC RELEASE 
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(-IrJ)f(! ) 
Comparison of Historical 

June 2003. The amounts do not Include PIIyments DEA made using non~.PI:N'OIIrtab!d 
Intensity Dn.Ig TI1IfI'IcIdng keIIs (HtDTA). 

When we asked the DEA to confirm the June 2003 summary ot 
confidential source payments as final figures, we were Informed that: 

U See Appendix VI for a description of the BUdget Object Codes used to pay 
conftdentialsou~. 

14 In April 2003, the DEA Offlce of Finance provided detailed transactions 
regarding FY 2001 conftdentlal source payments. The total of the detailed 
transactlons for FY 2001 was $11 million less'than the total a""aunt supplied In July 
2002 and $14 million less than the total amount supplied In June 2003. 
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The query run for the OIG by the Office of Finance was 
run out of the Federal Financial System, as was the 
query provided at the entrance conference. Because 
errors In the Federal Financial System may be made at 
any time and reconciliations- completed quarterly, the 
DEA can confirm that numbers are correct only as of the 
day they are run. The DEA cannot certify that these 
same numbers would result from a query conducted on 
the day the {OIG} report Is Issued. . The DEA Is willing to 
re-run the query closer to the report publication date, 
but can only confirm those numbers as of the date the 
query is run. 

We are concerned by the degree ot inconsistencies In the payment 
Information because historical data should not change significantly 
over time. Changes to historical data years after the close of a fiscal 
year call Into question the ot the data and the system. 
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• The Office of Finance does not require a Geographic Drug 
Enforcement Program and case number to be entered into the 
Federal financial System.25 These fields are required for 
confidential source payments. 

• The payment Is coded OM, which Indicates all other transactions, 
rather than OP, which Indicates Purchase of Evidence/Purchase 
for Information. The difference in coding speCifies that the 
payments are reimbursed out of a different Imprest fund than 
the one used for Purchase for Information. 

The dlsaepandes In payments to'~ere not 
the only Inconslstendes we Identified. ~Iems In 
the following areas that Impact the DEA's ability to provide accurate 
confidential source payment Information: accounting for confidential 
source payments using non-appropriated HIDTA funds, monitOring 
calendar year and lifetime payments, problems with the Federal 
Finandal System and the CSS Doliar database, and control Issues 
related to confidential source payments. These problem areas 
conbibuted. to the Inaccurate payment Information DEA supplied 
during the audit and will Impact the DEA's ability to monitOr both the 
calendar year and lifetime confidential source payments as required by 
the Attomev General Guidelines. . 

15 The Geographic Drug Enforcement Program Is a DEA ~e that Indicates 
type of Investigation, drug, and target. 
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Accounting and Monitoring of Annual and Aggregate 
PaymentsH 

The DEA Is limited by the Attorney General Guidelines on the 
amount of money It can pay to a confidential source without receiving 
certain approvals: 

• Single Payment Approval. A single payment of between 
$2,500 and $25,000 per case to a confidential source must 
be authorized, at a minimum, by a senior field manager. A 
single payment in excess of $25,000 "per case shall be made 
only with the authorization of a senior field manager and the 
approval of a deSignated senior headquarters official. 

• Annual Payment Approvals. Payments that exceed an 
aggregate of $100,000 within a 1-year period shall be made 
only with the authorization of a senior field manager and the 
approval of a deSignated senior headquarters offidal. The 
headquarters official may authorize additional aggregate 
annual payments In Increments of up to $50,000. 

• Aggregate Payment Approvals. Payments that exceed an 
aggregate of $200,000 shall be made only with the 
authorization of a senior field manager and the approval of a 
designated senior headquarters offidal. After the 
headquarters official has approved payments to a 
confidential source that exceed an aggregate of $200,000, 
the headquarters official may authorize additional aggregate 
payments In Increments of up to $100,000. 

During our audit of 150 confidential source files and 64 case 
files, we noted a total of 176 different confidential source numbers. 
We requested the DEA to provide us with the lifetime payments for 
these 176 confidential sources. The following table summarizes the 
Information: Z7 

» The Attorney General Guidelines use the tenns -annual payment approvalS­
and -aggregate payment approvals" when discussing approval levels for payments to 
confidential sources over a period of time. The DEA Agent Manual defines the annual 
payment approval as -calendar year cap· and the aggregate payment approval as 
-lifetime caps.· These terms are used Interchangeably In this report. 

Z7 Without reviewing the confidential source files In every offlce that utilized 
these confidential sources,· we could not determIne If the appropriate approvals were 
obtained. 
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Lifetime Pa~ments to the 176 Confldentfal Sources 

Ufetime Payments 
Greater than $2,000,000 
Between $1,000,000 and $1,999,999 
Between $500,000 and $999,999 
Between $200,000 and $499,999 
Between $100,000 and $199,999 
Under $100,000 

Number 
1 
9 
2 

15 
26 
123· 

Percenta.J[e 
1% 
5% 
1% 
9% 
15% 
70% 

Tota. 176 100% 
Soun:e! DEA css Dollar database. T1Ie DEA considers the css Dollar system to be unreliable. 
1bII css Dollar database does not contain conlldentlal soura! payments using DEA non-appropriated 
funds. 

In our review of 176 confidential sources, 27 of 176 (15.3 
percent) had received lifetime payments totaling more than $200,000. 
Further, 10 of the 176 (5.6 percent) confidential sources had 
payments totaling greater than $1 mllllon.21 

In addition, we noted that DEA Headquarters automatically 
authorized an IncreaSe In the calendar year and lifetime payment 
amounts when an asset forfeiture payment was made. Additionally, 
we noted no Instances In which an office requested an Increase In the 
calendar year or lifetime payment level and that request was denied. 
Although we are not suggesting that these requests for Increases 
should have been denied, our audit revealed weaknesses with how the 
DEA accounts for non-appropriated HIDTA funds and monitors 
calendar year and lifetime payments. 

Accounting for Non-appropriated HIPTA Funds. While the DEA 
Agent Manual generally mirrors the language In the Attorney General 
Guidelines, It differs In a slgnltlcant aspect. The Guidelines do not 
distinguish between appropriated and non-appropriated funds; 
however, the DEA Agent Manual states that only DEA-appropriated 
funds will be Induded In the listings of calendar year and lifetime 
payments, not all monies paid to a confidential source •. The DEA Agent 
Manual goes on to say that all payments to contldentlal sources using 
appropriated funds or funds from other agencies must be documented 
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on the Voucher for Purchase of Evidence or Payment to Confldentlal 
Source (DEA 103). But payments using non-appropriated funds - such 
as HIDTA - are not processed through the Federal financial System 
and consequently are not included in the CSS Dollar database of 
payments. This means that payments using non-appropriated funds 
are not considered In determining whether payments to a confidential 
source exceed calendar year or lifetime payment levels. Further, since 
the confldential source payments using HIDTA funds are not processed 
through the Federal financial System, the DEA could not provide us 
the total confidential source payments using HIDTA funds without 
extensive manual efforts. 

Although HIDTA payments are not processed through the 
Federal financial System, the DEA Agent Manual requires 
documentation of these payments to be provided to the Confldentlal 
Source Coordinator for Inclusion in the confldentlal source file. This 
Information would be Important In reconciling payments listed In the 
confldentlal source file to those listed In the CSS Oollar database and 
also would Impact the calculation of the DEA calendar year and lifetime 
payments. We Inquired as to how the Confidential Source Coordinator 
knows If a payment Is from an appropriated fund source (the DEA 
Imprest fund) or from a non-appropriated fund source (HIDTA Imprest 
fund). DEA personnel provided us with varying explanations ranging 
from all payments without a fund citation were made with non­
appropriated funds to the information is listed on the Informant 
payment Record (DEA 356). 

Monitoring calendar Year and Ufetlme caDI. In addition to not 
counting non-appropriated funds towards the calendar year and 
lifetime caps, we noted other problems with how the DEA monitors 
annual (calendar) and aggregate (lifetime) caps. During our review, 
DEA offlclals said the CSS Dollar database monitors the annual and 
lifetime caps, and "flags" payments that put a source's totals over the 
limits. The flag Is supposed to signal that headquarters approval Is 
required to exceed the cap; however, It does not prevent the payment. 
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The DEA Instructs agents not to use the CSS Dollar Database 
when providing payment Information to prosecutors. Instead they are 
supposed to manually search through confidential source file to 
determine the total amount of payments. The manual search can be 
time consuming If a confidential source was active In multiple offices. 
If a source was active In multiple Offices, all offices must be Identified 
and, since each office maintains a confidential source file and payment 
records, that office must review Its files manually to calculate a total 
amount of payments. 

We were informed by both the former and current Section Chief 
of the Confidential Source Unit, numerous DEA agents, and five of the 
seven Confidential Source Coordinators for the offices we reviewed 
that the CSS Dollar database Is unreliable. Consequently, the 
Washington, Houston, and Miami divisions maintained their own 
database to track payments to confidential sources. Although Miami 
did not Indicate that the CSS Dollar database was unreliable, the office 
nevertheless developed Its own internal database to track payments. 

The Section Chief for the Confidential Source Unit provided a 
series of e-malls that outlined the long-standing problems the DEA 
experienced In populating the CSS Dollar database. These Issues 
contributed to the problems with confidential source Andrew 
Chambers, where the DEA gave conflicting accounts of amounts paid 
to Chambers. Further, the e-malls Indicated time lags In processing 
the payments, a lack of quality controls, and a communication 
disconnect between the DEA Office of Rnance and the Confidential 
Source Unit regarding who Is responSible for the CSS Dollar database 
and the Importance of correcting the problems. The Section Chief for 
the Confidential Source Unit said that Incomplete records In the data 
supplied to the CSS Dollar database (Incorrect date, case number, and 
office Identifier) make It Impossible to perform a proper audit of a 
confidential source's payment history. We discuss In more detail later 
the problems with the Federal Rnanclal System and the CSS Dollar 
database. 

To determine If the DEA Is monitoring calendar year and lifetime 
caps, apart from using the CSS Dollar database, we reviewed 

, documentation In the confidential source flies for evidence of cap 
monitoring. Confidential source payments are documented on the 
Informant Payment Record (DEA Form 356) regardless If the funds are 
from appropriated or non-appropriated sources. However, this record 
only lists payments from a specific office and Is not a consolidated 
Ilsthig of all payments made by other DEA offices utilizing the same 
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confidential source. Prior to 2002, agents were required to list the 
calendar year and lifetime payments remaining on the Quarterly 
Management Reviews, and we observed that this was generally 
performed. However, In the current version of the DEA Agent Manual 
(April 2002), the DEA no longer requires that such information be 
documented In the Quarterly Management Reviews. Instead, the DEA 
Agent Manual states that the Confidential Source Coordinator and 
first-line supervisor are to review the payments to determine If they 
approach the caps. . 

During our review of 150 confidential source files, we noted that 
caps were sporadically documented on Quarterly Management 
Reviews, Receipts for Cash or Other Items (DEA 12), and Confidential 
Source Establishment (OEA 512). Although we noted a few 
memoranda requesting cap Increases, we did not observe any formal 
process or conSistent practice used by the DEA to monitor calendar 
year and lifetime caps. We also did not see any formal recondllatlon 
of the CSS Dollar database, the Federal Anandal System, or the 
confidential source payment records. The only evidence we observed 
of any reconciliation attempts were a few printouts of CSS Dollar 
payment Information and DEA letters to prosecutors IIstfng specific 
confidential source payment Information. 

The Confidential Source Program Manager Indicated DEA 
Headquarters does not recondle the payments listed on the Informant 
Payment Record (DEA 356) to the CSS Dollar database. While he 
suggested that perhaps field personnel performed this task, he was 
not aware of a requirement to do so. We also found no evidence of 
such a requlrement. 2t 

Because the CSS Dollar database is unreliable and the DEA does 
not have a formal or consistent practice to monitor calendar or lifetime 

2t The DEA Agent MMUIII specifies that the Confldentlal Source Coordinator 
and first-line supervisor must review the confidential source's payment history to 
determine If the payments were Justified al'ld to determine It they approached 
calel'ldar al'ld lifetime caps. However, we foul'ld no requirement In the DEA .Agent 
Manual to nkOndle the payments In the confidential source file to those In the 
Federal FInancial System, the CSS Dollar database, or to case expenses. The 
procedures used by the OEA Inspections Unit to periodically review the Confidential 
Source Program do not Indode a reconciliation of payments. While the Confidential 
Source Coordinator position descrfptlon Indicates that the Coordinator should 
coI'Iduct periodic audits to determine If confidential source Information Is correct al'ld 
accurately recorded, the Coordinator's performance worlc plan does not IlOlcate that 
recondllng the confidential source payments In the file to the CSS Dollar database Is 
a requirement of the position. 
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payments, we were unable to determine If confidential source 
payment caps were exceeded without the appropriate approvals or 
verify that the DEA was effectively monitoring caps. In addition, 
because the CSS Dollar database Is unreliable and the DEA does not 
reconcile confidential source payment Information, Confidential Source 
Coordinators must rely on manual calculations to verify that caps are 
not exceeded and to provide payment Information during discovery. 
This manual process Is time-consuming and prone to error since It 
requires the Confidential Source Coordinators to contact all offices 
using confidential sources In order to accurately calculate all 
payments. 

Problems with the Federa. Financial System and the CSS Dollar 
Databa .. 

In addition to the unreliability of the CSS Dollar database, we 
also noted problems with the Federal Flnandal System's vendor and 
case tables; the lack of audit trails for the correction of data entry 
errors In the CSS Dollar database; and delays In processing 
confidential source payments. . 

Issues with the Federal·Flnandal System Yendor Name. case 
Tables. and the Correction of Errors. In order to enter confidential 
source payments Into the Federal financial System, the DEA requires a 
"vendor name.· Normally, payments to Individuals use that person's 
Social Security Number (SSN) as the vendor name. For example, a 
reimbursement of expenses to an agent would use the agent's SSN as 
the vendor name. In order to protect the Identity of the confidential 
source, however, the DEA cannot use the confidential source's SSN. 
Instead, for confidential source payments, the DEA uses a derivative of 
the "confidential source number- as the vendor name. Before 
February 2004, the Federal FInanCial System did not have an adequate 
validation process for the vendor name field. For example, If the 
confidential source payment was coded using the agent's SSN Instead 
of the confidential source vendor name, and Included one of the . 

fld tI I yment Budget Object Codes ~ 
the payment would be p~ 

this payment would not be Identified' as a payment to a particular 
confidential so~rce within the Federal FInancial System or In the CSS 
Dollar database. 

The DEA Office of FinanCe queried the Federal Financial System 
for fiscal 79 where the Budget Object 
Code was but the vendor name was 
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not a conftdential source vendor name. Additionally, DEA's Office of 
Finance personnel Indicated that inputting a wrong Budget Object Code 
(lJiL... a Budget Object Code that is not a conftdential source payment 
Budget Object Code) in connection with a conftdentlal source was 
probably a more common error than Inputting an Incorrect vendor 
name. These errors prevent the transactions from being extracted 
Into the CSS Dollar database and therefore do not account for some 
payments to contldentlal sources. In other words, this error may 
understate the amount of payments paid to a confidential source both 
In a speclftc year and over the lifetime of the source. 

In February 2004, the DEA made enhancements to the Federal 
Finandal System that helps correct the problem of Invalid vendor type. 
The Budget Object Codes used for conftdentlal source payments have 
a vendor type of '"I." If the DEA enters data Into the Federal FinanCial 
System using a Budget Object Code that has a vendor type "I," then 
only a derivative of the confidential source number can be entered as 
a vendor name. If the Individual entering the data uses aSSN 
Instead, the system instructs the Individual to re-enter a valid Budget 
Object Code-vendor name combination. 

While this enhancement better validates vendor names, a 
problem still exists with the validation system. Once a confidential 
source Is established and a conftdentlal source number Is assigned, 
that source has a vendor name established. However, If that 
conftdentlal source Is deactivated, the vendor name Is not deactivated; 
therefore, a payment could be processed with a deactivated 
conftdentlal source vendor name. 

When we discussed this Issue with the DEA, we were told that 
the Conftdentlal Source Coordinator would catch this problem when the 
copy of the Voucher for Purchase of Evidence or Payment to 
Conftdentlal SOurce (DEA 103) was ftled In the conftdentlal source ftle. 
However, even If the Conftdentlal SOurce Coordinator noted this error 
when the paperwork was ftled, the funds would have already been 
paid. Consequently we believe the DEA should further enhance the 
controls over contldentlal source payments to prevent a deactivated 
conftdentlal source from' being used to obligate or expend funds. This 
can be done by removing deactivated contldentlal source vendor 
names from the validation table. 

Another Improvement made by the DEA In February 2004 was 
the validation of the case number tleld In the Federal Finandal System. 
Previously, only the first five digits of the case number were validated 
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and the remaining four digits could be any combination of numbers up 
to 9999. This led to erroneous case numbers being entered Into the 
Federal Financial System. Under the revised system, each time a case 
number is entered Into the appropriate field of the Federal Financial 
System; it Is validated against a table containing valid case numbers 
that is updated nightly. 

While validating case numbers Is an Important Improvement, the 
DEA can further strengthen controls by only exporting those case 
numbers that legitimately should have expenses charged·to them 
Instead of exporting all case numbers. Under current procedures, 
expenses can be charged to a case Indefinitely. For example, the DEA 
can continue to charge expenses to cases that have been 
"administratively closed.... For Instance, a DEA Administrative Officer 
stated that an agent who embezzled funds from the Imprest fund had 
cited closed cases on his requests for funds. To prevent a closed case 
from being used to obligate or expend funds In the future, we believe 
the DEA should further enhance the controls over confidential source 
payments. 

Audit Trails for the Correction of Data Entry Errors to the CSS 
Dollar Database. In August 2002, the DEA acknowledged and planned 
to correct 1,500 payments In the Federal Financial System that were 
not captured In the CSS Dollar database because of data entry errors 
by field personnel. The DEA explained that corrections to the CSS 
Doliar database were made v,la an overiay file, which overwrites the 
CSS Dollar data with the corrected Information. However, the 
correction does not leave an audit trail to Identify what transactions 
were affected or what changes were made.;u 

In April 2003, the Section Chief of the Confidential Source Unit 
and the Confidential Source Program Manager (Operation 
Management) Indicated that Input errors In the CSS Dollar database 
were stili a problem. Further, according to the Office of Finance, 

'despite the February 2004 enhancements to the Federal FInancial 
System that improved the overall Integrity of the data being 

. » Administratively dosed cases are those In which further Investigation Is not 
wamtnted or the Investigation 15 to be contl~ued In one or more other cases. 

31 An -audit trail- Is the sequence of paperwortc that validates or Invalidates 
accounting entrlet. The term 15 also used for an electronic or pa"..- log used to track 
computer activity. When an Information system Is developed, an audit trail should 
be built In to ensure that controls are In place and to Integrate fraud prevention and 
detection methods. 
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transferred, the dally upload was not working properly and was stili 
requiring overlays to correct the data. 

We believe that the DEA should continue to correct the Interface 
between the Federal Rnanclal System and the CSS Dollar database 
and Implement an audit trail to Identify what changes were made to 
the electronic records. . 

pelays in processing financial payments. Timeliness and 
reliability of information are other concerns we have about CSS Dollar 
data. The processing of confidential source payments through the 
Imprest fund to the Federal Rnanclal System and Into the CSS Dollar 
database can take up to 17 days. The lack of current and accurate 
Information creates the potential for other DEA offices reviewing the 
CSS Dollar database to be unable to accurately determine if payments 
to a confidential source exceeded the calendar year or lifetime levels. 
As a result, payments could be made to confidential sources without 
receiving the necessary prior approval. 

Review of Payments 

As part of our review of Internal controls over confidential. source 
payments, we reviewed 150 confidential Source files and 
documentation of 4,861 DEA payments to confidential sources totaling 
$15,101,198.u The following chart depicts the number and amount of 
payments we reviewed from each DEA Division. 

3Z Appendix W contains the IndMdual conndentlal source payment 
summaries of the audit sites. The results Include total payments for each office and 
details the type of payment revieWed. 
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The DEA denotes that payments to confidential sources are 
accounted for In the fol/owlng Budget Object Codes:l3 

li(l}(e) 
. (~ \ 

I ".. " } _ l 

During our audit we categorized the 4,861 payments Into the 
categories of payment types noted on the DEA 103, Voucher for 
Purchase of evidence or Payment to Confidential Source. In 
summarizing the 4,861 payments by type of confidential source 
payment, we obsefved the most frequent type was for 
Information/services. The payment type with the moSt dollars 
associated with It was an Asset Forfeiture Award - Uquldated Asset 
(28 USC 524 (C),(l)(C».14 Further, the award and reward payments 
were, on average, higher dollar payments but represented a fewer 
number of paymer:'lts. The reimbursements payments were, on 
average, lower dollar payments, but represented a greater number of 
payments. The f9110wlng chart depIcts the type, number, and amount 
of payments we revieWed. . 

l3 See Appendix VI for the descriptions of the Budget Object Codes. 

14 See Appendix VI at Budget object code 2579 for a description of Asset 
Forfeiture-- Uquldated Asset. 
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We reviewed payments to determine If: 

• the transaction type was specified and ap~an!d 
correct, I •. 

• the Budget Object Code was listed and correct, 

• the Voucher for Purchase of Evidence or Payment to 
Confidential Source (DEA 103) had a citation to a 
specific Report of Investigation (DEA 6) found In the 
confidential soun;e file, 

• reimbursements were suppOrted with receipts and the 
DEA 103 noted expense descriptions, 

• all necessary signatures appeared on the DEA 103, and 

• . appropriate approvals were noted on the DEA 103. 

The results of our review are noted In each of the following six 
subsections. Some payments were found to be deficient In more than 
one category, and these defldencles underscore the DEA's need to 
Improve procedures for the a(:counting and reconciling of confidential 
source payments. 
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Transaction Type. The Attorney General Guidelines require 
payment records to specify whether the payment Is for Information, 
services, or expenses. The DEA Agent Manual states that an agent 
may not combine payment types but Instead must specify a single 
type of payment. If an agent pays a confidential source for both 
Information and expenses, two separate Vouchers for Purchase of 
Evidence or Payment to Confidential Source (DEA 103) need to be 
completed. During our audit, we noted 413 of 4,861 (8 percent) 
payments, totaling $757,180, that either did not specify the type of 
payment, had more than one type of payment specified, or the 
remarks describing the payment did not correspond to the payment 
type selected. Even though these 413 payments either were 
Incomplete (no box checked) or In error (the remarks did not 
correspond with type of payment selected), a supervisor approved 
them. Such errors would make It difficult to accurately respond to a 
prosecutor's request to list payments to a confidential source by type 
of payment. 

Bydget Ob1ed: Codes. According to theDEA Agent Manual, a 
supervisor must Inspect the undistributed DEA 103 to ensure that all 
copies are properiy executed.:II The supervisor's Signature on the DEA 
103 certifies that the document Is properiyexecuted. Additionally, the 
DEA Rnanclal Handbook states that the fund citation must be listed In 
section V or the DEA 103.'" The current version or the DEA 103 lists 
variOus types of payments, such as Information services, , 
reimbursement expenses, reward, security, relocation, trafflcker­
directed funds, and awards. During our review of payments at 
Los Angeles, Phoenix, Houston, and Chicago, we noted 1,632 out of 
4,097 (40 percent) payments, totaling $2,959,724 that were In error 
or did not have fund Citations on the copy of the DEA 103 that was 
distributed to the establishing offices confidential source file. 
Therefore, we could not verify that the payments were accurately 
recorded In the Federal Rnanclal System. 

Durfng our audit, we asked why the fund dtatlon was not on· the 
DEA 103 In the confidential source file. The DEA's Deputy Assistant 

:II". DEA 103 Is a multf-aubon fonn. Once the DEA 103 Is completed, 
copies go to the Imprast Fund, ~I (eccountfng), sub-Imprast fund (If applicable), 
division- or counby office confidential soun:e file, and the establishing office's 
conftdentlal source file. ' 

"'". DEA fund dtatlon Is an accounting code that Identifies the fiscal year, 
the fund type, the oflIce requesting the payment, the DEA program code, the office 
making the payment, and the type of payment (Budget Object Code). 
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Reference to a Spednc Report of Inyestlgatlon (PEA 6). 
Payment amounts are determined In part by source effectiveness. 
However, acCording to the DEA Policy &. Planning Section Chief, the 
DEA has no rating system or objective measurement to assess the 
success of confidential sources. Agents rely on the number and 
Importance of arrests and leads stemming from the confidential 
source's Information to assess the source's effectiveness. The only 
guidance the DEA Agent Manual offers In regard to the payrpent 
amount Is that payments are to be commensurate with information 
provided. 

The DEA Agent Manual states that In completing the DEA 103, 
the agent must Include a brief synopsis of the basis or just/ncatlon for 
the payment, the sOurce of funds (If funding was provided by another 
agency), and a citation to the DEA 6 or teletype that explains or 
justlnes the payment. During our review of files In New York and 
Miami, we noted that In 11 of 24 confidential ~urce nles (4S percent) 
we reviewed, the DEA 103s either did not specify a DEA 6 or the form 
CoUld not be located In the conndentlal source file. In those cases we 
could not determine the basis or justification for the payment. 

During our on-site work In Los Angeles, Houston, Phoenix, and 
Chicago, we expanded our nle review to Identify any DEA 103 that 
either did not Identify a DEA 6 or the form speclned was not In the 

.. cooftdentlal source file. As shown In the following table, we 
determined that one-third of all payments either did not Identify a 
spednc OEA 6 or the form speclned could not be located In the 
conndentlal source file or In the handling agent's personal files. In 

UMITED OFFICIAL USE - NOT FOR PUBUC RELEASE 
-41-



I 
I 
I 
I 
I 
I 
I 
I 
I 

UNITED OFFICIAL USE - NOT FOR PUBUC RELEASE 

those cases we could not determine the basis or justification for the 
payment. 

Given the wide latitude agents have In determining the amount 
of payments and the confidential nature of the transactions, the 
justification for the payment should be specifically Identified. Without 
a specific justification, the DEA 103 Is not complete and any 
supervisory official could not accurately determine If the payment Is 
reasonable or appropriate. 

Reimbursement Receipts and Expense Descriptions. The 
documentation required by the DEA to support reimbursement 
expenses, such as car rental, hotel, and telephone costs, varied 
depending on the version of the DEA Agent Manual In effect. 

• The DEA Agent Manual In effect from 1987 until 
September la, 1998, did not separate reimbursements from 
payments for Information and therefore does not Indicate 
any specific documentation requirements. 

• The DEA Agent Manualln'e~ct from September 10, 1998, 
through June 27, 2001, specified reimbursements as a 
specific type of payment and stated that reimbursement of 
expenses Incurred by a confidential source should be based 
upon actual receipted expenses. 

• The next two versions of the DEA Agent Manual, dated 
June 28, 2001, and Aprll'24, 2002 (current version), 
Indicated that relmburtements should be based upon actual 
expenses Incurred and required receipts to be obtained 
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whenever possible. The agents were directed to attach the 
. receipts to the establishing office's copy of the DEA 103 in 
the confidential source tile. 

The Unit Chief of the Confidential Source Unit stated that agents 
are Instructed to collect receipts If possible, but if a confidential source 
cannot supply a receipt, agents should note on the DEA 103 why 
receipts were not available. 

During our review of confidential source flies In New York, Miami, 
Los Angeles, Phoenix, Houston, and Chicago, we reviewed 1,332 
payments for reimbursements of expenses to determine If they were 
supported with receipts. The results, as shown in the following table, 
Illustrate that receipts were rarely provided for reimbursement 
payments. 

Review of Reimbursements and Receipts 

Number of Total Amount of 
Payments Reimbursements 

Percentage of 
Reimbursement 

llmeframe 
Receipts Payments 

Reviewed Reviewed Attached with Receipts 
Prior to September 10, 1998 

September 10, 1998 through 
June 27, 2001 

, 338 $ 568,490 4 1% 

624 419,750 4 

After June 27, 2001 JZ.Q 241.579 

.1..J.u $1.229,819 

Although the DEA did not require receipts to support 
reimbursement payments for 338 payments that occurred prior to 
September 1998, only 34 of the 994 (3 percent) reimbursement 
payments after that date that required receipts were properiy 
supported. In addition, none of the 960 payments without receipts 
($638,278) made on or after September 10, 1998, contained an 
explanation as to why a receipt was not obtained. 

1% 

8% 

3% 

When revIewing reimbursement payments, we examined the 
desa1ptlon noted In the remarks fleld of the DEA 103. We found that 

. 775 of 1,332 reimbursement payments either had no description of the 
expenditure or generic descriptions such as -expenses Incurred" or 
·U/C expenses." We believe It Is Important that the expense 
description be specific given the wide latitude agents have In 
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determining the amounts of the payments and the confldentlal nature 
of the transactions. The lack of receipts and the Inadequate 
descriptions of the expenses create a lax internal control environment 
where payments may be approved that are not reasonable, 
appropriate, or justlfled. Consequently, we believe that DEA 
supervisors need to Improve their oversight over reimbursements. 

Approvals, The DEA Agent Manual requires that a second·llne 
supervisor or above· approve payments greater than $2,500 and a 
Senior Executive Service-level manager and the designated 
Headquarters personnel from either the Office of Domestic Operations 
or the Office of International Operations approve payments greater 
than $25,000. According to the Unit Chief of the Confidential Source 
Unit, a Receipt for Cash or Other Items (DEA 12) should be attached 
to the DEA 103 If the required supervisor. approval of the payment Is 
on the DEA 12. However, the DEA Agent Manual does not require the 
DEA 12 to be In the confldentlal source file. 

During our audit work In New York and Miami, we noted that the 
DEA 12 forms generally were not found In the confidential source files. 
Therefore, In Los Angeles, Houston, Phoenix, and Chicago, we 
expanded our testing by requesting the DEA 12s If they were not found 
In the confldentlal source file. In Los Angeles, Phoenix, Houston, and 
Chicago, we reviewed 4,091 payments, of which 439 exceeded $2,500 
and consequently required approval beyond the agent's group 
supervisor. For 66 of the 439 payments (15 percent) totaling 
$1,016,921, the DEA 103 did not reflect the appropriate supervisory 
approval and the division offices could not locate the DEA 12s to 
demonstrate appropriate superviSOry approval. Without the hlgher­
level manger's approval on or attached to the DEA 103, the document 
Is Incomplete and It is unclear whether the appropriate supervisor 
approved the payment. 

Signatures, The DEA Agent Manual requires the confldentlal 
source to sign the establishing office's copy of the DEA 103 
acknowledging that he/she has received the specified amount of 
money on· a particular date. The agent that makes the payment 
(payer), the claimant (agent who requested the funds from the 
Imprest fund), and a witness (another law· enforcement Officer) must 
sign the -receipt'" as well. Once the payment Is made and the DEA 
103 Is completed, the appropriate level of management signs the 
form. 
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As part of our audit, we reviewed the DEA 103 to determine if: 
1) all required signatures were documented on the form, 
2) the confidential source signature appeared to bE- consistent among 
payments, 3) the witness or supervisor signature was a carbon, and 
4) whether the DEA used "white out'" for corrections rather than 
Initialing the correction. We generally observed that the payments 
had all the required signatures, the signatures appeared authentic, the 
witness and supervisor signatures were carbon copies, and 
corrections, If any, were crossed out and Inltlaled.41 As shown in the 
following table, we only noted 91 out of 4,861 payments (about 2 
percent) totaling $331,355 that we observed issues with signatures. 

Observed Issues with Signatu ... on DEA 103. 

Issue Number or payments 
MIssing payer signature <a> 7 

MIssing witness signature <a) 14 

Missing supervisor signature <a> 13 

Questionable conndentlal source signature <b) 18 

Orlalnal rather than carbon slanatureJ:c:} 39 
Total 91 

5ourc::e: 0II'Ice 01 the Inspec;tor GenerIII review 01 CDIIIIdentIIII soun::a "Ills. 
a. One explanation we were provided conc:emlng the missing signatures was 

that the signature did not go through all the carbons. Based on the review 
of the documents In the cqnftdentlal soun:e ftle, we could not determine If 
the signatures were originally on the doc:ument. 

b. When reviewing the confidential source Signature, we compared signatures 
among the payments In the ftle. In 18 Instances, we observed confidential 
source's signatures that were .not consistent with the source's Signature on 
other payments. When we asked D!A offldats about the questionable 
Signatures, they Indicated It was the confidential source signature and the 
variation could be due to the source signing the receipt In unusual 
dn:urnstances such as on the hood of a car. 

c. Original signatures on the last page of a carbon rorm could Indicate either 
the signature was not Originally on the doc:ument but rather added after the 
DEA 103 was distributed, qr the Signature did not go through all the carbons 
and the flnal page was re-signed. Based on our review of the doc:uments, 
we could not determine which occurred In these cases. 

41 We observed the use of 'white our- on 23 onglnal payment doc:uments. 
The use or white out obscures the Information that Is being corrected. The practice 
of aosslng out the error and Initialing the correction Is the generally accepted 
method of correcting original doc:uments because It does not obscure the Information 
being corrected. 
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During our testing, we also noted that 47 of 150 confidential 
source files we reviewed had signature exemplars for the confldentlal 
source.41 We discussed the Issue of signature exemplars with DEA 
officials In Los Angeles and were told that they are no longer reqUired. 
None of the four DEA Agent Manuals In effect since 1987 indicate that 
signature exemplars are required. However, the signature exemplars 
made it easier for a reviewer to validate the confldentlal source's 
signature, and we believe signature exemplars represent an additional 
internal control and best practice that should be reinstituted. 

Miscellaneous Issues. In reviewing the 150 confidential source 
flies, we also noted other payment-related Issues of concern. In most 
cases, the payments Involved were either small dollar payments or the 
situation was an Isolated Instance. However, we discuss them briefly 
below because they relate to oversight of confldentlal source 
payments. 

• We observed a total of 17 payments for $52,240 (Houston 
and Miami) that note the payments were made to sources for 
sub-sources. The DEA Agent Manual Indicates any Individual 
who Is paid by the DEA must be established as a confldentlal 
source. Therefore, It appears that the practice of paying 
sources to pay sub-sources conflicts that the DEA Agent 
Manual. 

• In reviewing one flle, we noted a letter IndIcating a DEA office 
made a substantial payment ($19,900) from the asset 
forfeiture fund to a confldentlal source. The confldentlal 
source h~ been· deactivated and deemed unsatisfactory 
months eariler. According to the DEA Agent Manual, a 
confldentlal source qeclared unsatisfactory will generally not 
be considered for award or monetary compensation. We 
found no documentation explaining why the source was being 
paid despite having been declared unsatisfactory. The 
Confldential Source Coordinator stated that the payment 
should not have been made. 

• We noted four payments totaling $7,150 In which the witness 
and supervisor was the same person. When we questioned 

4 Signature exemplars are dOQJments that provide samples of an Individual's 
written Signature. The Signature exemplars would aid In verifying the confidential 
source's Signature on payments. We observed Signature exemplars In Phoenix (6 of 
30), Washington (16 of 16), and Chicago (25 of 25) confidential source files. 
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this, we were told that the DEA Agent Manual does not forbid 
this practice • 

• An asset forfeiture award payment for $1.25 million was 
recorded In the Miami Division. We observed the required 
Headquarters approval but were unable to verify the required 
division SES-Ievel approval on the DEA 103. When we 
commented on the size of the payment, a Miami Associate 
Special Agent In Charge stated that such an award was 
commonplace and necessary given the danger faced and the 
scope of work these confidential source "employees" provide. 

• Before a Defendant Use confidential source was officially 
established, a payment of $4,000 was made to the source for 
Information/services. According to the DEA Agent Manual, 
any confidential source that Is paid by the DEA must be 
established. The Report of Investigation (DEA 6) explained 
that the $4,000 payment was provided to the confidential 
source to help payoff a $6,000 prior drug debt, although the 
source contributed $2,000 Of hiS/her own money. Generally, 
Defendant Use confidential sources do not receive Information 
payments or awards. Further, the payment was made In July 
2002, but the agent and supervisor did not sign the 
supporting DEA 6 until May 2003. 

Recommendations 

We recommend that the DEA: 

4. Specifically Identify what types of payments are to confidential 
sources and consistently Identify those payments In the Federal 
Anandal System. The DEA should pay specific attention to 
Budget Object Code 2533 - Payments to Foreign Police Officials 
and resolve an InconSistency between the Confidential Source 
Unit and the Office of Anance as to whether payments using 
Budget Object Code 2533 are confidential· source payments. 

5. Document the payment process for payments using non­
appropriated funds (Specifically High Intensity Drug Trafficking 
Areas) and develop an automated method to track these 
payments. 

6. Account for all payments made to a confidential source by the 
DEA, not just payments using DEA-appropriated funds. 
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7. Implement a formal process to reconcile all payments to 
confidential sources, both from appropriated and non­
appropriated funds, to the Federal Rnanclal System, the CSS 
Dollar database, and any other medium used to account for non­
appropriated fund payments, such as HIDTA Imprest funds. This 
process should clearly Identity who is responsible for the 
reconciliation, the time period the reconciliation should cover, 
and who approves the completed reconciliation. 

8. Enhance controls over confidential source payments to prevent a 
deactivated confidential source or administratively closed case 
from being used to obligate or expend funds. 

9. Develop a plan to correct the CSS Dollar database to reflect 
accurate, up-to-date data on confidential source payments and 
Implement an audit trail to Identity what changes were made to 
the electronic records. Alternatively, the DEA should develop 
another electronic process for monitoring calendar year and 
lifetime payments to confidential sources. If the DEA develops 
another electronic process, the DEA Agent Manual should be 
amended to reflect this new process. 

10. Reinforce guidance to agents on the requirements of completing 
a Voucher for Purchaselof Evidence or Payment to Confidential 
Source (DEA 103). The reinforcement should address all 
sections of a complete DEA 103 Including purpose of payment, 
remarks, signatures, and fund citation, as well as obtaining 
receipts when possible or documenting why a receipt Is not 
possible. 

11. Amend the DEA Agent Manual to require that Receipts for Cash 
or Other Items (DEA 12) be attached to DEA 103 if the DEA 12 Is 
used to document the appropriate manager-level approval. 

12. Consider reinstituting a, requirement to obtain Signature 
exemplars for confidential sources. 
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STATEMENT ON THE ~NTERNAL CONTROLS 

In planning and performing the audit of the DEA's Payments to 
Confidential Sources, we considered the DEA's Internal control 
structure for the payments to those sources. We focused on the 
Internal controls related to the determination of the amounts and 
types of payments made to Individuals; the eligibility criteria and 
methodology for determining the amounts paid; and assessing the 
DEA's compliance with regulations concerning Individuals who provide 
information for payment and controls over disbursements. 

This evaluation was not made. for the purpose of providing 
assurance on the DEA's Internal controls over confidential source 
payments as a whole. However, we noted certain matters Involving 
the Internal controls that we considered to be reportable conditions 
under the Govemment Auditing Standards. Reportable conditions 
Involve matters coming to our attention relating to significant 
deficiencies In the design or operation of the Internal control structure 
that, in our judgment, could adversely affect the ability of DEA to use 
funds efficiently and effectively. We found there was a lack of written 
documentation In the risk assessment process and that the DEA does 
not have an effective system to monitor payments to confidential 
sources (Rndlngs I and II). 

Because we are not expressing an opinion on DEA's controls over 
confidential source payments: as a whole, this statement Is Intended 
solely for the Information and use of DEA management In monitoring 
the Confidential Source Program. This restriction Is not Intended to 
further limit the dlstributl~n of this report • 
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APPENDIX I 

OBJECTIVES, SCOPE, AND METHODOLOGY 

The objectives of the audit were to assess the DEA's compliance 
with regulations concerning Individuals who provide Information for 
payment and controls over disbursements. We conducted our audit In 
accordance with the Government Auditing Standards and Induded 
such tests as were considered necessary to accomplish our objectives. 
Our audit concentrated on, but was not limited to, FYs 2001-2003. 

Using confidential source payment Information supplied by the 
Federal financial System, we selected for file review judgmental 
samples of confidential sources who, during the period, received a 
signlncant amount of dollars, a slgnlncant number of payments, and 
few payments or dollars. We did not perform testing to express an 
opinion on the Federal financial System, and therefore we do not 
express an opinion on It. However, as a part of the annual financial 

. statement audit, the DEA nnanclal management systems are reviewed 
to determine their compliance with the federal financial management . 
systems requirements, applicable federal accounting standards, and 
the United States General Ledger. These systems were found to 
comply with these requirements for the FY 2003 financial statement 
audit. Therefore, we believe that the data used for our sampling and 
testing purposes was reliable to the extent needed. 

As part of our review of the DEA Confidential Source Program we 
examined pertinent .documents, Including the four versions of the DEA 
Agent Manual In effect during, our audit period; the DEA financial 
Handbook, undated (obtained from the DEA In May 2003); and the 
Attorney General Guidelines Regarding the Use of Confidential 
Informants dated January 8, 2001, and May 30,2002. We reviewed 
the DEA's process of establishing, paying, and monitoring confidential 
sources by reviewing 150 confidential source files, and we considered 
the Impact of utilizing the conndentlal source by reviewing 64 dosed 
case nles. We conducted Interviews of agents and finance personnel In 
headquarters and seven division offices. We performed our neldwork 
at the Arlington, Virginia, Headquarters office of the DEA and In 
Washington, New York, Miami, Los Angeles, Phoenix, Houston, and 
Chicago division offices. In all cases, our samples were judgmentally 
selected. 

The DEA supplied an extract of the Federal financial System for 
conndentlal source payments. We summarized the payments by 
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division as the basis for selecting our sample of confidential source 
files to review. Initially, we reviewed 16 confidential source files In 
Washington and 12 confidential source files In Miami and New York. Of 
all the DEA Divisions, Miami and New York paid the most money to 
confidential sources In FY 2001-2002. We then reviewed 25 
confidential source files In Chicago and Houston, ar:-d 30 confidential 
source files In Los Angeles and Phoenix. In selecting the additional 
sites, we considered amounts paid In total and the geographic region 

. of office locations to obtain a cross-section of DEA offices in the audit. 
The sites visited comprised 63 percent of all the money paid to 
confidential sources In DEA domestic Divisions in FY 2001-2002. 

We organized the selected divisions' payments Into three 
categOries: 

• Confidential sources that received the most dollars during the 
period; 

• Confidential sources that received the greatest number of 
payments In the period; and 

• Confidential sources that received a few low dollar payments. 

We selected a judgmental sample of confidential source files to 
review from the three categories, and reviewed all payments within 
the selected confidential source files. 
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APPENDIX II 

DEA FORMS 

The following pages contain examples of each form 
listed below. 

DEA 6 - Report of Investigation 
The DEA 6 has varied uses. The form is Intended for 
documentation of meetings, reviews, or actions taken 
by the DEA. In this audit, we observed the DEA 6 used 
for quarterly management reviews, debrieflngs, 
deactfvatlons, and case Initiation and dosure. 
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DEA 12 - Receipt for cash or other Items 
A DEA 12 Is the form used to Identify money issued 
from the Imprest fund for an advance other than 
travel. The DEA 12 Is property completed when It 
designates the person receiving the advance, file 
number, Geographic Drug Enforcement Program 
(dentlfter, amount, Federal Anandal System obligation 
document number, description, and purpose. 

DEA 103 - Voucher for Purchase of Evidence or Payment 
COlnfl~d.I"tI;11 Source 
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OEA 12 
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8. the risk that the person might adversely affect a present or 
potential investigation or prosecution; 

9. the extent the person's information or assistance can be 
corroborated ; 

10. the person's reliability and truthfulness; 

11. the person's prior record as a witness In any proceeding; 

12. whether the person has a criminal history, Is reasonably 
believed to be the subject or target of a pending criminal 
Investigation, Is under arrest, or has been charged in a 
pending prosecution; 

13. whether the person Is reasonably believed to pose a danger 
to the public or other criminal threat, or Is reasonably 
believed to pose a risk of flight; 

14. whether the person Is a substance abuser or has a history of 
substance abuse; 

1s.. whether the person Is a relative of an employee of any law 
enforcement agency; 

16. the risk of physical harm that may occur to the person or his 
or her immediate family or close associates as a result of 
providing Information or assistance to the Justice law 
enforcement agency; and 

17. the record of the Justice law enforcement agency and the 
record of any other law enforcement agency (if available to 
the Justice law enforcement agency) regarding the person's 
prior or current servlc;:e as a confidential source, Cooperating 
Defendant/Witness, or Source of Information, Indudlng, but 
not limited to, any Information regarding whether the person 
was at any time terminated for cause. 
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APPENDIX VIII 

THE ATTORNEY GENERAL'S GUIDEUNES REGARDING 
THE USE OF CONFIDENTIAL INFORMANTS 

Preamble 

The tollowing Guideines regarding the use of confidential inf01'Dllllts are issued UDder 
the autborityoftheAttomey General as pmvidetfiJi sections S09, 510, II1Il 533 of title. 28,. 
UDited States Code. They apply to the use of qClifidential informants in criminal investiptioDs 

. and·prosecutims by J:>epartmemofl'uStice'b.tw en.fOrciluicnt agencies and federal ~ 
offiCes as specified in paragraph (l)(A}'below~ 

:' .. 
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L GINIIW. PRoVISIONS 

It.. PURPOSE AND SCOPE 

I. The ~ of .. GricWiJIea i, to lit paticyrepdiDa die _ ofCcmfJdemW 
1BtbImIaIa,. defiaId Wow, ill ~ iDvaIIiplioGt ADd ~ by all 
~oIJuIic:e Law &fan:emGAsmciesADdFedenl~ 
Officel, • de6nIId below. . 

2. n-~dDDOtapply to lIIII_oICoopa:atiDa ~~. 
s-ce. of~' ~.defIDDd belCIW, llllleaa J)epiu1raiaitof JiI.lIIjI::e u., 
Eaf-a A.Fac\Y. ill itII ~~ to apply iIieIa GuidIIIiaiII.tollllC;b 
~ ... ,. 

3. n-~_~ADd~dIIIA1toriIeyoc..r.a~.~ .. · 
OD. II1II Ute of~ ill. DOmesIic Secwity. <.lq.aizIId ~.11114~, . . 
c:rimiI!IllnVedipliCJl!ll ~ .,,19'lISt tIMt,. .... ~~i'~'. 
OIl FB.Uteol~ IIIiiII Coa.fideDiialSoun:el (~2~'J"O)V: ... 
RaIiIIldiaa 18 01II1II ~·of~ ~ POI.icioI&< ...... 15,1996); 
ud_y.~ pi~~pillicieltbM .. ~JIIpt'lWif!l""~.' 
n-~".aDt~~~ett+.*.,_~9f;:"., 
~of.lUldc:o . ...,.,~ iII~' ~ ~(k~:v: 

:::j~W:==fth~~~baW·~~.· 
, . ,~~ .. . 
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II. The u~ State. ManbaIa SeMce; ad 

.. The ~otJIIdice Office otlbe 1DIpectoFa--.. 

2. "Pieid ~ - a.JLBA'. finI-lioe 1IIPIII'ri ...... deiDecI by dIe.JLBA 
(typieJdlY. as-14 rmltlll' hip). 

1. "s.iorFieid ~ -a.JLEA'.-S-1iDe 1IIpCY_ ... defiaed by tbD 
ILEA (typiCallY. as.B rmIt or hip.). 

4. "PedInl ~ OllIe." or"PPO"-

L The Uait.d s.;.,. AItianIItyI' omc.; 

it.: ''HrI~~TIIl[~~_Di~~ 
DiYiiiiaa,;: .. ~ adN_raHt~ Di'riliiiooltbit 

~,;~~-=~j(~ ..... '. 

: ~J~a~=~::_. 
'IIiJ;latit".'JI.I!A~ ... ~ to o!aiiI.~~iiaiidbl·irIIIJ'CI1IIiIile· 

.,.:' ",gf~-r~t;'~( · ... , 
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9. 

. 10. 

L __ the dd'iDitioDoc.a CI; 

b. pro¥idiIII ~ to a .fLEA lIIlely • a nIIIIlt ofl.m-a routiDI 
_to ~CII' ___ u_~oflbelllili..,..a 
law ~..-y, 01: alqitima.te --(u. pboM c:aDpmy, 
..... ..uta-), ud DOl u • __ of c:rimiuI _illlioa with ~of 
iIlvcadtativo iuIIntIt 1o .... Jl.EA; .... 

c. pmvidlllliIch~ m. _ CCIIIIi..- with IfIPIieabIe law. 

"HiP LCrnl c.fidorjjdal ~..:. a CI who ill pmoflbe __ leUnhiP of 
.. am.priIe!lilt '.' 

L ball: (i)~~ .~""o(lICIivitIeI..(u)biP 
lipulaa&i!l to the JLfA' ....... ~n.jflbe eateqIriIe'. 
~ofi!CtMtieI'iJ .... CII'~.. . • 

b. ....~~_ .... to~...;oithe~~biiIow 
ill: ~.ffl(a)(10XbXiHiv)',. .' . '. 

'''Tt«I. 0Ili.WiI. m. ~ ..:..,.~vitYd1a4: 
L 

b. 

~~a~Gr"" __ ~""CII'IocalIa'" 
jf~mby.""''''WldIOUt~'''' 

IIIit iavOIwii'­

(j)Iba~~CII'IhiI~~ofthe~qf"".ctof 
~~.~, .. ....,~~±;. 
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".::.'. 

aurwiiI.I-, ... WIInIIlI, or tile idcIIIity of otber IICtWIl or potCDIiIl 
inf_ta), ocber tim what ill ~ mllpplQpriate·for openDouI ~ 

2. The Cbi.,' ..... ~ ADd_ or _ ...... IIIIInqlIinId 1iD1IIIiDtaiD .. 
coafideafial 1110· idadity of my CI ADd 1110 iDfInaaaiaa 1110 CI bu pmvided, -t_ 
oblipled to cIixIo. it by law or Court ordIr. If. JLEA prov_1be CbiI!f 
fodcrall'rolecutor or bill or her delia- willi WIiUa1 matcriI.I CCXIII.iDaa mcb 
ioformatiaa: 

3. 

L Sl!dI iadividu.tlill obIiptallO keep it c:oo.ficIaW by pI.Iciaa it ... 
locbd file elbiDlll wIleD DOt ill bi, or _ dinct IlIIII aod ~ . 

b. . AccC. to 1iio ~ m.u llel'llllDicled liD 1110 OIiiif, .. '. 

c. 

d. 

~or_or·her_ ... IUldl*-'deemed~.c.ufy 
GIlt Ibe ~ didiei reWed liD 1110 cair, . . • ,. < 

. :nwc2u.'ed!nl~or.or_~..,...it~;AJ 
..• ' . tbII .. -.II " ~""'tOlbii~iuD"" 
Z:~~":-':'V.dMf8ei:urity-~tJo(:~·, 

·~:;;b"';~~~fiJt! 
............ ~;;v to diacUa 1IIdI""-\OIIini iIDd~ s.· .~ ... ~~ ~... .J~ 

IIppIicaI!IepRlYillillDof28 C.F~ 'f.16.21"16,2~ Bod, . '.Ie:':.:· .. · . . ~ 
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G. U:C&P11ONS AND DlSl'lfl'E RESOLUl'K)" 

1. WIIeaIma' .", of Iba CIIIitieI·1D whiCh Ibeie Q'id4i¥lipply believa thai .. 
aCfl(M:iaa ID.", prvviIioG of __ OuicWu. ia jlllllifillcl, or: w ___ lbere·ia. 
diIpUf8 ~ or: ..... ,1IUCb eaI:iti. (CIIbar lima. diIpUf8 with die 
CriminIl Diviaiaa olllle I:Ieputmem of Jullice) fIIIIIdiDa IbeIe Otide!i __ 
euepIiaG IIII.IIIl be I01JSIIt hm, ... 1be diJpate sbidl be~od ",", !be AssiiIaut 
Attomey GeoInl (AA(]) for Iba CrimiIuI1 DiviaioD. or: Ilia or'" deli ...... The 
0.,.., Attomey o..u or: bit or _ ....... _ ...,..., if."" hat 
deci __ oftboMG: .. 

2. ~ ~.ia .. diIpuIe ~ Iba ~ DiViDia ad IoDJ ofb: Gtbeir 
~ lit wbioIa U-Gui ..... .,. 1IIic:h, ~ IIIiali be IlIIOlvod by 1biI: 
DcIpt.I,tJ A.ttomey·~ Or Ilia or ~~ ... 

3, "":~~or:""'~"';""'tolhif~·~bis 
~ ill !beaM'lIi'" .,... .. . 

'. ," 

B..Rl~ 01' TmD,AJlms· . 

·ci~~''::~~!;,.~r!:;' .. :~:~~ .. ~·~?~ 
L ... O?-~ 
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IL BIGIS"I'IIUNG ACONfIDINIL\L 1NfORM6Nl' 

.. SUITA81LlTY D£'IDtMDIADOH 

1. IIIldaI SdabWlJ Qetanal.adll. 

Prior to utiIiziD& a ~ .. a CI, a cue..- of a JLEA m.u compk:le IIDIllip a 
writtca IWtial Suitabiity Ilcport IIDIl bc:oDmeDdalioa. wIIicb .... be lOrwuded ID a Fi114 
M-.- lor 1iiI_ ber writtca 8flKOvII1. III complelius die IDitiaI SuiUlbility Ilcport -' . 
Recommmduioa, die cue .... IDUIlIIdIhaa the loIJowiq t'adonI (01' indicate Ibat a pIItieuI.r 
flll:lOr i. !lOt apptii:M;1o): 

. .. die prrioI!'w ... 

~. !be jMIlidd~ aIiiI& __ 

Ck .. wlieda«fbt';""·iaapul:ltie~law~qm,.:.,.~. 
ofticill......,..ota fiiIID!:iid im«iI:u~1II' ~ ~cjftba·, . .' 
miJiti!ly ....... ~" or a8iiiire oflbl media; at aplltJlb, or 
in a ~:io I!«! a pllrtyto, f-ivi!ead COIIIIDIIIi __ Cu!.,. ~ " 
oldie c:Iei&v. a ~ ora lawyer); , . ' ' , : 

'~'~I\IJ~'~~' ~-~_ofhii~..§- .;~ . .,- -_-.,... ... _ . . III' , _-.. . 

. wi.l~~iiOllliA"'tO~·ilifom.ti-or:~· .. : 
to die'~ ... t!Jc alitlty !:Ifdien..6A,1D ca..n Ibid dIe~' ., '. ' ... 
iilCon;oatioa..Or _..- illill!ii!lid to.crii!izuil DIaIretIi;,' •.... ", 

=====~.~~~; . 
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i. 

j. 

II:. 

L 

tho exlId to which tho per_'. iDfbn:DtIioD or UIiItImI:o em be 
CClIJ'Oborated; 

wbaIbIr die pnIIlbla • crimiaal biItoay, iI--.bI)' beliewd.Io, be the 
I\IbjIct or taI:Jel ot.lJIIXIiaI c:rimiI.t i.aYeIIi,ptioo. illIIIder --. or hat 
'-ch.piI a..I*Idio&~ , 

wbIItI.1be ..-a ,ill ~ beliend to',.... ...... the public: or 
odic ~ threIt.or b ~ l:Miiiowd'to pja.a riIk 1Il0iaJl; 

~ ~'pinala.ilr.~ __ .QI'hat.~ gfillllltaaico 
abue;'" ',. ' . 

.. ~ .. 
wbcchir die,.. •• riIIadV. Otmempioy..'ot 1IIiy"" ~, II-r.· ':" . . 

p. die riik, of pbyIiCal ..... tbat IDII1 occurlirl U. ... or bia. k 
~~ordc. ~ ... lieiIWiOf~iafiHmItiou 
or ...... Io·~~,iIad,· ' 

.. "'~ot~JUiA,IIIIIlIbo~pf":~"'uid_ .. ~ 
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3. 

b. BM:b lLBA IbIU IiIIIIIbli.Ih qwlIDIlIO __ .... availlble iaibrmaIioa 
Ih8t miIbt--.ny ..... a priGI' lllit.ibility ~ iacludiD&. but 
DOC ~ 110, iIiCGnaation p.artaiDiua to ImaIIIborizect ilIcpI.lICtMly by 
1ho CJ, i!I pIQIJIIIdy npcII1ed to afield. ..... ud Ibm IIIIlIIIdod ud 
mejnpjgeclm1ho a. filD. ~(IVJ(B)(2) below. Upaa 11Ii:cipt00any 
IIIda i~tbe Field ...... ahaIl fIIIIUII tWa_ Coatiauiua 
Suitability R.epon ud pAWl!ll!N!!datj'JD ia promptly prepII"IId iD.1i&hI 01 
'1IIda_~ 

ReYIew orLo~T_ CoalideadaJ lahl'lll ..... 

L WJIIQ.. <:1_ ............. tor __ ai:& COGIIIICUIive y--.1IId, to 
Iboedillt IIICIa • CI __ opID,; "'-1-y.., ~. tbO CIJlC 
... nMew' d.CI'~ aHiIpIIiteiI ~.1Dd. Omtiauiai sllibllii' ..... 

. .."!M'liiiWiil ... aDd cIOcW. ..... ud IIJIIIer w_:!tiiolllt, 1ho 
.~..,...~ 10 a-Wiliald. a ot:'M'rilDim!lDiVilila . 

f ';"'~;'~~~-::::-C::±=:.!r-:ve..: 
'~:~~~~fQ~(~,:.; .. 

!;.:Bv«j: . "acP,.iI~~_" .;. 01 
............ '......,,".··,;,s~::.\a .. cl ';"~:da~ ..-.... ~ I\";J!,-~ '. .. .Q!IIUmI....-..... " . 
. ~1Iil. . .,reVift,; iacIiIdia&-~by .~ ... iIJ!!Iior. . 
~~arIboChciaatJl.~ IDitijlllld~' '. 
sUi~""·imd~iwa,"'tj_lldi11~_1.r . 
. ~ oftic:iili~idei tba.t 1lIIIIte. ~ ~cir~ . 
~.~ lI!IIy'liilitnml":-".1Iw.,\JI:'" g. u;.'ofticW 
sW1(i)OIIIIIiIb~~sau.Jliekl~UiiI(ib . Yide.1ho 
lDitW, ... ~,ina~~ailil .. lloco"p..,-d:~IO.tIMI 
~fiin"Yl~'''~C,c:on.lWidl~:(H)(A)(3}(j1) •. • .', .. 

: ;:i· ... ~;:·.;.' 'I:-t :!",-.,".".<.,: .• :,~. .:; ~~ ,r , .... ~,:r~ ., .. , " ;': :,! .. <-.:~~.:.- .' 
. ""' . . :.~. '.:::J':.~ \1, 

UMITED OffICIAL USE - NOT fOR PU8UC RELEASE 
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.. UCIS'I'RADON 

Aller. Field Muae- hu.epproved ID iadividull .. suitable 10 ... CI. lie iDdividud 
...... JeIiIIe..t willi !bill JLBA ••• CL In ~iDa a CI. the JLEA. shall, at • minimum,. 
~. iDI:ludc lie followilll in II» cra files: 

:2. the JLBA'. cll'artIr 10 ...... the era IlIIC ideality; 

3. file ........ qf. c:riIsau.l biataI:y cbock fill' the C;· 

.' 5, 

... IDitWSJ&itIbiIitY~ IIId ~oa; . 

. ~~.-.. .. UIIlth...:m. oIu:b"--. '--. __ 
Ii •• CI by. JLEA. OJ ~ o1har law. ~ apIIIiy. (if avaiIabIC to II» . 
.JL.EA): . -, . 
~ pcomiIoI CIJ -.. ..... 1I»..im. ofu:b..-... or ....... tbat_ 1Ii-. CI by lOy n'O at &IlY Ifato'. local pqIIOCIIIioa office (if available to II» nBAt.-- ... 

7.· . ~~Ibat.~to\IQ~~ iboCl~;' fiIea~1O . "'Gv.ideIiDi. tu. the prVviai. o(tblliDitNctiCllllIat M ia. 11»_ 
J*lIII1I(Ih). .... 

. .' .". i . . 

.~~~ 

I..·~~. CI.,i ..... 0W! _~1aIoJLEA,~ witIlollu'l4iticiua .. . 
.• C!I'cidI«l4w~offii:iid~.".~abllhw_wi1lithe . 
~:'Wri.~dJat~:tbIf..;.,·,· .: >'... ..' <' ~ .. 
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[if ..... ] 110 promi.a or 00IIIIDi .......... _ be __ ell. by tile 
fmmipiion ad Nllhnlizltioa Service, ~ tile alic idatlIa olq 
paIIIII or tile ripI ol ... ~ to eater (II' ~ ill tile Uoitecl Stat.' 

2. The CCIIIlID ad -am. of e.cb oltlle fbnIFiq iutnIeIioaIl poiata IIIUIl be 
deIIrty _".,.:! to !he CL (mgwti .... y after .... iaIIruetiou bawl bee &iveD. 
!he IIjJCIdIball iequn !he CI to fICImowlcdac m. (II' bar ~ ad !Il1dcnhlndjn. 
of tile iDsuucIiou. Tbe ..... ad tile ot.beI' Iaw~ offiQalIlball 
doeummIt Ibat tile iDItnII:I:iou w- mrinred willi tile CI aad dW 1M 0' 
~ die iuatDIctiou adhia(ll' bar~ oftbem. M_ .. 
pnIIIIic:.a.&e tIMri.ft., • Fi4!Id Mauaaa' IhIU I1IYiew aDd, it wuruted, ~ tile 
«Iocll~ 

3. Tbo iaIInitr::IiaIlaa' ............... ~ 1ba111ie nipIIIItecl ~,it 
II(Il'IIIIri -r «pn_no do 110, ad ill lIlYovmt .... cr¥IIiY~. mmm.. . .. 
. . 

D. IIncIALAfPROV~1lEQUIRII:M£NT8 
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~oa Ibo me. ACrimiDalDivilicm~oa the 
CIRC wbG ~ IiWIb • decilioallllt 10 prows. IIICh DOIifiGltioa_y 
... lWi_ oflbat deci.lioo pIOIIIiat 10 parappJI (IXo)· 

2. ........... u ........ OMIpdoa .r. LepI PrI¥iItp .fCaafldelltIdtJ or 
AJIlIIa ... wIdI 1M MIIUia 

L Prior 10 utiI.iziDa ... Cm 6denri.1 tnt'onaml.,. illdividual who ia ~ 
the obIipIioo ofalepl privileieof c:oafideolialit)' or dIiated with tbit 
1JIIIdia,.. _ .... 01. JLEA ..... finl obIaiD tho wriaalpplOV& oldie. 
CIRC~ A Crimiul aoViliou.rqII--.iv8 aD. the CIRC who ~ . 
wilb • decWoalD JIAIIOVO die _ oflllda lit iDIhicluIl .. ·.Coafidlalial 

. lnfaimatm&1 "'m~ oftbat dociaioa~ 1D.(MII'I8I:I(Ib (1)(0). . 
. . '.. . -.. 

b. I:A dei::idIa,. ......... 181ft1RJW11bo ~..; .ow ........ 1Dibm.at fl.: 
iDdiVimid't!'l!o iii .dleobliptioaof .... ~of 
:'~ or dlliared wilblbo 1IICICIia. .... ClltC ... haft _ 18. 
.yliii .. r~SuiIilbillty"""IIDd·~· 'udle: iJIdiVidqil:~. . . .'.:, '.' ...., '. 
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b. Priat to utillziaIa fednI JIIObaIi-. paraIII. Ill' ~ ~ ... 
CI.. Field MauprofaJLEA a.t.1IdetamiII8iflbe _ oftbal.,..m ill 
audla CIpMity wouJd violate die t_a mnditioal oflbe,.... 
p:obatioa. pIIRIIe. Ill' aaperviMd ..... If !be Field Maaa- baa _ to 
beliIM tbIr it wauId violate auah __ CIOIIdiIioa., prior to IIIiDa Ibe 
...-.. a cr. till YJeId Mauaer 01' bit 01' her -lIII'0 !DUll obcIIia till 
pcnaiaDall of aledlnl probali-. .... go 1IIpCrV_ reIcaae ollicial 
with IIIIIbarity to JrIDlIIIdI por:nuiIIIi-. wbidI permiIIiao IIbaU. be 
~ ill !be cr'l fdel. If IIIdI pcDIiqipQ i.l4ea.ied ar it is 
iilIppcopriIfa.r.~oaaI ~to ___ Ibe ~ I ..... 
0DicW,. the JLEA ..,..at to obtaia·IMtfIocizadCIII far Ibe _ pC IUdI 

. iDdivicW ... a hattW COurt _~ _ tbii iadiWluaJ.'1 
proINatiaD,.pIlDIe. OI'atperViIed ....... ~ tbal:tho ~ fiht 

. COIIIIUItIwiihlbe PPO ilr that 1)iIlri«.. . . . . 'Jn~""'~ noiseilll«~~ at;......tof~ 
~b.r .• .Jl..&. whidta~~~, . 

. , ,'_~""'-:beUliIl_hit.~':~·aFPO..:.u,. 
·warkJiliWiihaf ... ~.~·«~ ...... ia 
cqIIIIIIIdiaIl willi Il~ tho.JLBA Ibd:QOtiiY. tho utorDDy ...... . 

. ,to ilia aMu-J,jjarto,-'1be ""'.aCL 
. '. 

UMITED OFFICIAL USE - NOT FOR PUBUC RELEASE 
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coaditiaaa oldie pa-'. ~ JII'diIldoa., .... or~_ 
rd ...... Iflbe JlieldMqlr .... ~ tobelMlAtthlt it woUld violate 
such ~ IIIIIl c:oadiliou, prior to ."Ibe ~ .... CI,; die Field 
~orhi.a or _ ..... lIIIIIloiitaiD Ibe pcRni .... I1l .... or 
locIl pri-,~"" or~"'" oflici&l witha&tbarity 
to ..... such pInIiIIioa. whic:ll pllnllillilllllbd be dOn._ted ill die 
Cl'. fila. If I11I1II (lIIIIIIiIaioIlia ~or it ia ~ tor 
opcnIiIIIIal_1O co.aIa:t Ibe .... oiri-... QI' locIl official, die 
JLEA"""'lO~~farb _oflllCb ~ ... 
Clliomdle .... or local CoWtcbau .... p .. "" .. tw tho iodividua!'. 
~ptobaticm,puoI .. cir~ ...... · 

1Il1itua1i1111a whanI. Jl1'O .; ~ ~iil tbe coad1Ict of III . 
iilv_~ by. JtE.Aiil whicil ... "'·'IoiiIIl·' ' .~ 
paroIM;cic ~ reicuio ftWd .. :U'" :'!'(l~ .... c:-Do. 
would be wOdtiDiwitba itIIIII4 kiCai ~.~. parol" or 
.1Ip4iI'Vi1!lid rea..... iii ~ willl.~ tho JLEA Ibd . 
aotUy the attoruy lllllipd 10 till i:Idlir p,rilII'tGlI!IiiIa dIe.,....m u • 0. 

" .,..,..... . .. . 

s.. •• ~ ~! • JQ!A..~ hIive OI! OO!!!II!!'Ilicari«o wiih •. 
~ or .. . cr •••• Aqjil,ty&; . '. . . ... .. 

AJLEAi.pilmii.;dIO~.,..,;..u.~wii!l.~ar·~Q' 
wbo,_ .,"!.Iiliei" . . . ,'" ';':"/ .. :;:. .' : ':,; '-: ' .• 
(i)jt.tbiJ~ia @iiiiolalqpd" .>~"" JI:B'k ·<i:,.·'~':: _~~ur-:H .": " ...... ~-: .. ,:>,::.-; ~;<:~;,'\. 
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2. ,..."lIItIoII A'" 0.. ........ ,...... 

U"IIOa.-D.r_ aUIlay s-~ 10.0 he~ ..-1bo-.vic:Cioa QI' 

l"'IIifhment oC ay iadividuaI. 

3. ~111'" .S ...... ,... 

A liql.i ~ Ot~ S2".soo aDd $25.000 per _to. CI_ he aU1bori.zed, .. 
• IJIinimIUD, by·.JU!A·lSelliCll'FieW ......... · A .. s-JDI!IIIII ill _o($25,oooper_ 
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JLEA'w m... The ~CIIl of paYJMAt IIhaIl rpec:iIy wheIb. dle paYJMAt is b: 
iaf"cnmmaa. -"~ 01' expeDMI. 

7. A_ ........ a-dJIa"" PnIacI_ 

Eadl JLBA IIhaIl ea.biIb IICCCIIIIIIi.q &lid l1ICOIICiI.iaIiun poc:edurea to CWiply willi Ih-. 
GuideIincI.; A-a oIhG-lhiDp, IheIo prcICCIdura IIhaIl ref1ec:t all .-.ja paid to. a 
IIIIbIequImt to dle i_ oftbae Guideli.aea . 

.. 
~ IIiluIdaDiI ~ a FP() it .. pilrlic:i'-' ia dle C14JDIU:t of. iuv~ by. . 

JLEA _il~. eJ,; or~willr. <;'I ia--oo. willi a...-moa.lhe Jl..I!A 
1IhaIl-.fiaD with tbo·iIIlGUIIIr ...... 10 tbo lIIIIIIa', ia Idv.-WIIeaIY.- poaibIe, Ihe 

. ~ ofa:.o.u.iD Iho a INI-' kF~ (Dl)(BX3}{S)1bove. 

c. 

'" 

, AUTIIORIZAnON Oi'ataDWIU u.U:¢.u.'ACrivJ.H . 
. .", , 

'1'-

,I~ '~""""""'. 
.. Ait.BA .... _~ ... qlD .... ia,..yflllliYitr ~~ ... '. 

'4'OUId',~ ... ~ Or.t'cICIG1Uad1ir:~ • .-.«Iucai ~.' 
, if ~~ I;".,;n. .... ,wilhciutaU!bodzaUOa. •• -iiaWiW,;,' 
in dle'~pIVv __ lii~·.(lnx~) below. ,'",: ,: 

. ~. -

b. ,.A!LBA: .... ~,~:~IiCJto. 
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(B) pnMIIt dcaIb, IIIriau bodily io,jury, OJ; si&aifj.wt diIuIa,sI .. propedJ,. 
(ii) lbidia eitJa _Ibe bcQDilla to be cIItIiaecI &uaa dID Ch 
(IIU1icipdiaa ia dID r .. 1 Of 2 0t1Mrwi. JIIepI Aa.i'Wily 0IItIInIiab Ibe 
risk&. 

II. ID. makia& IbeM liad.ap, &be Jl..BA ahaIl __ • -. o1beI' tUup: 

(i) Ibe impcJrtIIIceoct'ie iaYClliptioa; 

. (i111be IibIibood dut die iaa.-doa ~ mea.-__ wit be 
~ .. 

.. (iii) _1iIk1bM'" CI aqIIi'~« ~dID.cap. ~'~. 
~%.. ... 

(;;:?~~of~cr.~iadie~II~·~:' . 

·~l=~:.?~~'~0t;' . 
C~ _tj.Ik"ti~~· ..... {ItailIIit1~alad~. 
':'.tolbeaor~.~ .. 1I\J'II7~ ....•. :' ..... . .>.~. , 

. (~d;.;,riiIk~d.1a.~.bellbktQ""'''~'Cl·~~· .. 
. j :~~!~r;ca:-:~~~ .. thiI~,~i~~fi.··· 
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(iii) UDder lID ~ may tile ct: 

(A) pudQpaIII in.a lid ~violeoca; 

(8) pudcipIIiI iIl.a lid ... COIIItiIulel ol!IINd:ioIl ol~ (u.. 
pcajuIy. ~ taDIpIIriDa. ~ jntiaajdetim" ~ CII' 
tho r.bDcatioa, alrcnDoa. CII' cIr:I1nM;lioD olcwidaal:o); 

(C) pIl'IicipIIIa iIl.a lid deIipIIId ad obIaia ~ h~' 
Jl..BA iI.a -*1 be IIIII.ariIl if c:oaducIed by .Iaw~ 
..-. ~ ud eateria& iUDp.t ~iIepl:" 
ClpilaiilaCll' lIIIIpCriD& with thomaiJ,. CII' tnIIpIa -.DiDi to.. . 
i1IeIil.i.ada); CII' '. .' . . 

. (ptildd"CII'~.pllaCll'''''''1DClllQilDiaal''''''''' .• 10!:11~ . . " . ; 

.• (ivjir.a'~ .. by~ ,tq~iii· ... ~-W .. 
. '.~. (if ..... ·aiie~.-. ,to' .. '" _~i=*"';i.:·· . 
-~ -- ... ~ ,......-.--.-'~ ,. '. ~ ..... .......,i.1'911!pU1 tho __ to bilCII' IlIIifCoiIIict. ~ im!t~ . 

,.:<'.'~~~~~~~a.t+~~~.~ .. 
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~. JLEA. CmMJf,. file ~ _1IIInIIdIII to ... O'.IXIDIIIId ....... 
IIIIIIYIIiWIiIitJ 01 ... _ qaad). camply will'" ~ _ ditcribed·.a-.. it 
IbaIl i ........ illlilly: (a) I'IIIIpIDd tile cr. MboriaIdiOl1 to ..... inOllMnrile IIIcpI. A.ethicy 
IIIIlilIlUCb limo ..... precautioqaIy __ caD be CCIDIpliodwitb; (b) iDfClllll ... CI tJ.t bill jliI' 
'-&dIorizIIioa to ... in lIllY 0therwiIe IIII:pl Ae1ivilJ-1iom IUIpCIIdcd IIIIlilIbaJ ti .. ; 
IUIId (c) ~ thea actioaa in !be CI', fib. 

: .. 

7. 1lImIca1ill. fII Alldaulzadlla 

;L 1f • .JI..M _11_ to believe .... CI_ t.iJId .. CIJIIIIIll Wi1Il.tIpI . 
..,.a& __ oI..,.autIIorizatiaDofT_1 '!* I ~ m.pl:" . . 
~vItj~41ba1l inmw:liiWy: (i) ~_OI'a~'Jo"" 

. iIlOdlenrili DleP.l~ (ii) 1isfiMiIi""ci1"~.iI·Do"" 
..:'1:. IlUdlOri_hit"'iIl"'~~'~~.(lilJ~WitIa 

. tbe.1lOIifii:IdiaD .'. ot,......~blll6r.C) .... -
. i' .. ~W:::~irIiout4~~~P.~~~ ;- .' 

(V); aII!I:(vl~""1ICtiitci, ii:t. .... cr.~. '. 'A;,: " . 

h~ 1~",bCIbai;"'~~.~".~~1oap 
: . . ~ totllljpliil.aay.~ DJepl~vII$ ... GI: .. he . 

requhWto lip or la.itIaI, ud .... wri_~tbltbe Of 
.be baa IMiIm infimDaiofthil flroct;" Jd .... ~ ~ •• 
Field MaUIer·1IbaJl re.wiDw &DI$,·iCwarrimed,.ppn;ye' .. Wriu.a '.' 
~ .. , ..... 
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APPENDIX X 

OFFICE OF THE INSPECTOR GENERAL ANALYSIS AND 
SUMMARY OF ACTIONS NECESSARY TO CLOSE REPORT 

We provided a draft audit report to the DEA for review and 
comment. The response from the DEA is Incorporated as Appendix IX 
of this final report. In its response to the report, the DEA provided 
general comments regarding Umited Use Confidential Sources and our 
finding on the effectiveness for tracking confidential source payments. 
Our analysis of the DEA's general comments Is provided In the first 
part of this appendix. The second part of this appendix contains our 
analysis of DEA's response to the 12 recommendations. 

DEA's Genera. comments 

Umlted Use COnfidential Sources 

In Its response, the DEA stated that Its policy regarding the 
category of Umlted Use confidential sources Is part of DEA's 
confidential source policy that was approved by the DOJ In January 
2004. The DEA is correct In stating that the Umlted Use establishment 
does not exempt the confidential source from adhering to the Attorney 
General Guidelines' requirements for monetary payments. However, 
we do not agree that approval by the DOJ of this confidential source 
category constituteS an exemption (as defined by the Attorney General 
Guidelines) from the documentation requirements specified In the 
Attorney Generai'"Guldelines as Indicated in DEA's response. ' 

Confidential Source Payments 

In Its response, the DEA stated that our finding on the confidential 
source payment system Incorrectly Implies that the Federal Ananclal 
System (FFS) Is unreliable and produces different results each time It 
Is queried. The DEA stated that the Information provided In July 2002 
was from DEA's CSS, not FFS, and was based on fiscal year. The 
Information provided In June 2003 was from FFS and based on budget 
fiscal year from 1998 through 2001; therefore, the Information 
provided was not comparable. 
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Several factors led our determination that the DEA does not 
have an effective or accurate confidential source payment system. 
One of those factors Is that we received differing confidential source 
payment amounts from the DEA. We repeatedly requested the DEA to 
provide explanations for the different payment amounts, and were told 
after numerous requests that all the data we were previously provided 
came from the FFS. 

As part of our review to assess how the DEA accumulates 
confidential source payment Information, the DEA provided us with the 
total amount of confidential source payments from FY 1998 through FY 
2002 by budget category, which we received In Jul~. One of the 
budget categories identified In this listing was BOC _ even though 
It did not Identify any dollars. 

In April 2003, the DEA provided us detailed transactions 
regarding FY 2001 confidential source payments, which was $11 
million less than the total amount supplied In July 2002. We followed 
up with the DEA on this discrepancy, which led to DEA providing us 
payment I!latlon In June 2003 that contained dollars associated 
with BOC and eventually the quote cited In our report from the 
previous au lalson. Therefore, It was DEA'S response that led us to 
believe the FFS produced different results every time It was queried. 
The DEA now contends that the information provided In July 2002 was 
from the CSS Dollar system and not the FFS. However, this was not 
presented to us during the audit. Nevertheless, several DEA 
confidential source coordinators stated that the CSS Dollar was 
unreliable. 

We also discussed the conflicting Information with both the DEA 
finance office and the Unit Chief of the confidential source unit. The 
DEA finance office stated that BOC _ was not a confidential source 
BOC; however, the Unit chief stateditWas and did not have an 
expl~n for the different treatment the DEA finance office had for 
BOC _ This conflict also added to our determination that the DEA 
does not have an effective or accurate system for tracking confidential 
source payments. 

The DEA acknowledged however that its personnel could have 
Improved the communication of existing DEA policy and Information to 
the OIG auditors. To better facilitate the communication between Its 
program offices and OIG auditors, the DEA has since elevated Its audit 
liaison function within the agency to the Executive Policy and StrategiC 
Planning Staff. 
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As part of our audit, we reviewed the process agents use to pay 
confidential sources Including the fonns and the approval levels 
needed. The DEA response stated that the OIG did not fully articulate 
the existing policy and procedures wIth regard to approval levels and 
the maintenance of certain documentation: 

• On page 52 of the report, we noted an Asset Forfeiture Award 
for $1.25 million that contained the required Headquarters 
approval, but we were unable to verify the required division 
SES-Ievel approval on the "Voucher for Purchase of Evidence 
or Payment to Confidential Source" (DEA 103). The DEA 
stated that a Senior Executive Service (SES) level signature 
on the DEA 499, "Request for payment from the Asset 
Forfeiture Fund," is sufficient and need not be on the DEA 
103. However, the DEA 499 Is only a request for aS$et 
forfeiture award money and not the actual payment. We 
could not find anywhere in the DEA Agent Manual where It 
states an SES-Ievel Signature on the DEA fonn 499 Is all that 
Is needed when this type of payment is made. Rather, the 
DEA Agent Manual, section 6612.57, states all aS$et forfeiture 
awards will be documented on a DEA 103 and further states 
in section 6612.52 D that payments over $25,000 need SES 
approval. . 

• During our audit, w~ could not verify that appropriate 
approvals were received for payments exceeding $2,500 
because In many Instances the DEA 103 did not reflect the 
appropriate supervisory approval. According to the Unit Chief 
of the Conftdentlal Source Unit, a "Recelpt for cash or Other 
Items" (DEA 12) should be attached to the DEA 103 if the 
required supervisor approval of the payment Is on the DEA 12 
and not on the DEA 103. In Its response, the DEA stated ,that 
DEA 125 are considered fiseal documents and are contained In 
adminiStrative files as part of the financial record, not the 
confidential source fife. Our report notes that the DEA does 
not require the DEA 12 to be filed In the confidential source 
file. However, the Impetus for our finding and 
recommendation was the fact that In 66 of 439 Instances, the 
DEA 103 did not reflect the appropriate supervisory approval, 
and DEA could not locate the DEA 12 In the administrative 
files. 
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In the DEA action plan, the DEA Indicates a new CSS will be 
developed and implemented that will account for all the payments to 
confidential sources regardless if the payments are from appropriated 
or non-appropriated funds. The DEA specifies that the non­
appropriated fund payments will not be included in the financial 
statements, the general ledger, or FFS. The OIG agrees that the non­
appropriated payment information should not be In the DEA financial 
statements, general ledger or FFS as evidenced by recommendation 
number 7 which talks about "any other medium used to account for 
non-appropriated fund payments." 

Response to Recommendations 

la. Resolved. This recommendation is resolved based on the DEA's 
action to amend existing confidential source policy to require the 
Initial risk assessment to be documented and maintained In the 
confidential source file. This recommendation can be closed 
when we receive and review the amended policy. 

b. Resolved. This recommendation is resolved based on the DEA's 
plan to Issue a teletype to all field managers that reinforces the 
requirements set forth In Section 6612.6 of the "'Agents Manual." 
However, we believe the DEA policy needs to be revised to 
require the documentation of each factor specified In the 
Attorney General Guidelines. This recommendation can be 
closed when we receive" and review the direction to field 
managers requiring all factors specified In the Attorney General 
Guidelines be addressed and documented In the continuing 
suitability review. 

c. Resolved. According to the Attorney General Guidelines, when 
a confidential source has been registered for more than six 
consecutive years, and to the extent such a source remains open 
every six years thereafter, the SARC shall review the completed 
Initial and Continuing Suitability Reports and Recommendations. 
Therefore, this recommendation can be closed when the DEA 
provides us with the sample documents that will be made 
available for the SARC's review, and requires the written Initial 
suitability review be provided to the SARC In addition to the 
Quarteriy Management Review of Confidential Source Utilization. 
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d. Resolved. In its response, the DEA stated that its policy 
regarding the category of Umlted Use confidential sources Is a 
part of DEA's confidential source policy that was approved by the 
DOJ In January 2004. The DEA Is correct In stating that the 
Umlted Use establishment does not exempt the confidential 
source from adhering to the Attorney General Guidelines' 
requirements for monetary payments. However, we do not 
agree that approval by the DOJ of this confidential source 
category constitutes a blanket exemption from the 
documentation requirements specified In the Attorney General 
GuIdelines as Indicated in DEA's response. 

The Attorney General Guidelines state that when an entity to 
which these Guidelines apply believes that an exception to any 
provision of the Guidelines Is justlfled; an exception must be 
sought from the Assistant Attorney General (AAG) for the 
Criminal Division or his or her designee. Any exception granted 
shall be documented In the entity's files. Therefore, In order to 
close this recommendation, the DEA should provide the 
exemption received for the Umlted Use confidential source. 
Otherwise, It should revise Its policy to require the Attorney 
General Guidelines' minimum documentation requirements for 
paid· sources 

Resolved. This recommendation Is resolved based on the DEA's 
planned action to reinforce the requirement to document the 
rationale for the confidential source's categorization on the DEA 
S12. This recommendation can be closed when we receive and 
review the directive to all field managers and ensure that the 
directive adequately specifies the documentation needed to 
support the rationale for a specific categorization. 

Resolved. The DEA's response states that processes are In 
place to capture and track Impeachment Information and no 
further action Is necessary. However, at a minimum, the DEA 
should consider Issuing a teletype to all Confidential Source 
Coordinators notifying that aI/Impeachment information must be 
Included In the Remarks portion of the CSS record. This 
recommendation can be closed when the DEA provides us with 
such notice or reasons why such a notice should not be Issued. 
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Resolved. This recommendation Is resolved because the DEA 
response clearly Identifies what payments are confidential source 
payments and specifically Identified those payments. However, 
we believe this clarification should be Incorporated Into the DEA 
Agent Manual. This recommendation can be closed when the 
DEA Incorporates this clarification in the Agent Manual. 

Resolved. This recommendation is resolved based on the DEA's 
action to develop a new CSS that will provide an automated 
method to track non-appropriated funds (specifically High 
IntenSity Drug Trafficking Areas) payments. This 
recommendation can be closed when we receive and review 
documentation of the payment process for payments using non-
appropriated funds (specifically High Intensity Drug Trafficking 
Areas) and when the DEA has fully implemented an automated 
system for tracking payments using non-appropriated funds. 

Resolved. This recommendation Is resolved based on the DEA's 
action to develop a new CSS that will provide an automated 
accounting of all payments made to confidential sources. This 
recommendation can be closed when the DEA has fully 
implemented the new CSS that tracks all payments made to 
confidential sources. 

Resolved. This recommendation Is resolved based on the DEA's 
action to develop a new CSS that will provide an automated 
method to track all confidential source payments. This 
recommendation can be closed when we receive and review 
documentation of the reconciliation process Including who Is 
responSible, the time period and the approval authOrity, and 
when the DEA fully Implements the new CSS that tracks all 
payments made to confidential sources. 

Resolved. This recommendation Is resolved basli!d on the DEA's 
action to develop a new nightly feed of Informatlori frOm CSS 
that will prevent deactivated confidential source numbersfroni 
being used to obligate or expend funds. This recommendation 
can be closed when the DEA has fully Implemented the new CSS 
that will prevent deactivated confidential source numbers from . 
being used to obligate or expend funds and when the DEA 
enhances controls to prevent administratively closed cases from 
being used to obligate or expend funds. 
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Resolved. This recommendation Is resolved based on the DEA'S 
planned corrective action to develop a new CSS that will 
accurately track all confidential soun::e payments. This 
recommendation can be closed when the DEA meets the 
requirements to close recommendation 5, 6, 7, and 8, and 
amends the DEA Agent Manual to reflect the revised process for 
monitoring calendar and lifetime payments 

The DEA states In Its response that the current CSS Dollar 
information Is accurate for DEA Appropriated funds. This 
contradicts 5 of 7 Confidential Source Coordinators we 
interviewed and numerous e-malls that specify the Information 
In CSS Dollar Is unreliable. Given that the DEA does not 
currently have a formal reconciliation process, we do not have 
basiS to agree with the DEA'S contention that CSS Dollar Is 
accurate. 

Resolved. This recommendation Is resolved based on the DEA's 
planned action to reinforce Instructions on completing a DEA 103 
Indudlng ensuring the .fund Cite appears on the confidential . 
source file copy. This recommendation can be closed when we 
receive and review the DEA teletype to all field offices that 
provides Instructions tOr completing a DEA 103, Including 
instructions on documenting the fund citations on the 
confidential source copy of the DEA 103 and Instructing agents 
that receipts are to be obtained whenever possible or the agent 
must document why a receipt Is not possible. 

Unresolved. This recommendation Is unresolved because the 
DEA's response does not address the recommendation. 
Regardless of whether the DEA 12 Is a fiscal document, If the· 
DEA 12 Is the only document that supports the appropriate 
approval of a payment, It should be Included In the confidential 
source file with the corresponding DEA 103. Otherwise a 
reviewer could not determine If the payment was appropriately 
authorized without going to another Hie. During our audit, when 
we requested the DEA 12 to validate the appropriate approval, 
DEA could not always locate the requested DEA 12. 

Oosed. This recommendation Is closed. Because the OEA 
appears to have carefully considered our recommendation, we 
are closing this recommendation. However, we continue to 
recommend that the DEA consider using Signature exemplars. 
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