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U.S. Department of Justice

Office of the Inspector General

July 26, 2010

Subject: Freedom of Information/Privacy Act Request (FOIA) [06-O1G-107]

[ am writing in response to your March 4, 2006 request seeking audit
reports produced by the Office of the Inspector General.

Enclosed please find one audit report responsive to your request. With
regard to OIG report titled “The Drug Enforcement Administration’s Payments
to Confidential Sources to the Drug Enforcement Administration (DEA)”, after
consulting with the DEA, it has been determined that portions of this report
are exempt from FOIA release pursuant to S U.S.C. §552(b)(7)(C),(D), and (E).

With regard to the remaining requested audit reports, the OIG is continuing
to consult with other components regarding the releasability of the reports. We will
inform you when we reach a final determination regarding those reports.

If you are dissatisfied with my action on this request, you may appeal by writing
to the Director, Office of Information Policy (OIP), U.S. Department of Justice, 1425
New York Avenue, Suite 11050, Washington, D.C. 20530. Your appeal must be
received by OIP within 60 days of the date of this letter. Both the letter and the
envelope should be clearly marked "Freedom of Information Act Appeal.” In the event
you are dissatisfied with the results of any such appeal, judicial review will thereafter
be available to you in the United States District Court for the judicial district in which
you reside or have your principal place of business, or in the District of Columbia,
which is also where the records you seek are located.

incerely,

‘/}v " l/ Q(ZUL
eborah Mari aller

FOI/PA Specialist
Office of the General Counsel
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THE DRUG ENFORCEMENT ADMINISTRATION’S
PAYMENTS TO CONFIDENTIAL SOURCES

EXECUTIVE SUMMARY

. The Confidential Source program Is an important tool used by the Drug
Enforcement Administration (DEA).! DEA officlals state that without
confidentlal sources, the DEA couid not effectively enforce the controlied
substances laws of the United States. Confldential sources come from all
walks of life and are significant to initlating investigations and providing
information or services to facliitate arrests and selzures of drugs and cash.
According to the DEA, it has approximately 4,000 active confidential sources
at any one time, and more than 113,000 have been In-an activated status at
some point In time since 1996. In comparison, the DEA had over 5,000

" authorized speclal agents In Fiscal Year (FY) 2004. Payments to confidential

sources represent a small percentage (about 2 percent) of the DEA’s total
budget.

Although confidential sou can be criticai to an Investigation, speclal
care must be taken to carefully evaluate and closely supervise their use.
Confidential sources are motlvated by many factors, including fear, financial
galn, avoidance of punishment, competition, and revenge; therefore, the
credibiiity of a source must be balanced agalinst the Information th
provide. Widely publicized cases of informants gone awry, such as

ith the Federal Bureau pf Investigation (FBI) and
e DEA, highlight the need for special care In dealing with confidentia
sources 2 The se In pasticular provided the impetus for the
development of the rmey General Guldeilnes Regarding the Use of

B D)()

! The Attorney General Guidelines Regarding the Use of Confidential Informants uses
the term *Confidential Informant,” while the DEA uses the term *Confidential Source.” Both
terms refer to any Individual who provides useful and credible information to a Department
of Justice (DOJ) iaw enforcement agent regarding criminal activitles, and from whom the
DOJ law enforcement agent expects or Intends to obtain additional useful and credible
Information regarding such activities In the future. For consistency throughout this report
we use the term "Confidential Source.”

BV C)D)
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Confidential Informants (Attorney General Guidellnes), with which all Justice
law enforcement agents are required to comply.?

Confidential sources can present significant challenges to a law
enforcement agency. As the DEA acknowiedged, confidential sources are
generally not “choir boys,” and the DEA must interact and rely on
information from confidential sources whose credibility may be questionable.
Consequently, thelr use must be balanced against the value of the
information provided.

From FY 1998 - 2002, the DEA paid confidential sources approximately
$30 ~ $35 miilion per year. As shown In the followl

A (€)

0t 73(Q)EA Payments to Confidential Sources®

Total
2,388,367 ] 983,921 118,395 4,671,145 1 8,319,755 | $34,718,926

$18,237,34

13
$16,970,922
"$19,271,253

3,915,395 | 326,650 39,794 3,839,098 ] 5,919,895 | $31,010,754

2000
[ 2001 | $19,142,035 | 2,507,827 | 2,416,340 _ 88,698 6,000,596 | 4,920,638 | $35,076,134
2002 | $19,019,444 | 2,993,265 | 1,949,574] 52,193 3,415,916 | 4,652,032 ] $32,082,424

24540131 255189 ] _ 65,748 4,143,734 | 6,604,120 | $32,834,057

Source: DEA Federsl Financial System June 2003

The Office of the Inspector General (OIG) initiated this audit to assess
the DEA’s compllance with regulations concerning Individuals who provide
information for payment, and the DEA’s controls over confidential source
payments.* To conduct our audit, we researched the DEA’s Confidential
Source Program by reviewing pertinent documents, including the four

3 The Attorney General Guidelines were Issued in January 2001 and revised In

~ May 2002. See Appendix VIII for the Attorney General Guidelines. |

* Appendix V1 lists the definitions for the types of confidential source payments.

%'As discussed In Finding 1, the DEA does not maintain an effective system for
determining payments to confidential sources. Therefore, the dollar amotnts supplied by
the DEA may not accurately reflect the totat amounts paid to confidential sources, -

¢ See Appendix I for more Information on this audit’s 6Bjectlves, scope, and
methodology. .

DRUG ENFORCEMENT ADMINISTRATION - LIMITED OFFICIAL USE
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versions of the DEA Agent Manual in effect since 1998; the DEA Financial
Handbook, undated (obtained from the DEA in May 2003); and the Attorney
General Guldelines dated January 8, 2001, and May 30, 2002. We reviewed
the DEA’s process of estabiishing, paying, and monitoring confidentlal
sources by reviewing 150 confidential source fiies, and considered the
impact of utilizing the confidential source by reviewing 64 closed
Investigative case files. We also conducted Interviews of DEA agents and
finance personnel in headquarters and seven Divislon offices. We performed
our fieldwork at DEA Headquarters In Arlington, Virginia, and the
Washington, New York, Mlami, Los Angeles, Phoenlx, Houston, and Chicago
Division offices.

EINDINGS

The DEA Can Improve Risk Management Over the Use of Confidential
Sources

The risks surrounding the use of confidential sources challenge the
DEA to ensure that sources are not only credible, but also that agents do not
develop close financlal or personal relationships with sources that couid
compromise a case. Managing confidential sources requires the DEA to
constantly assess the risk for each source it utilizes, In this context, risk
assessment Is the continual (dentification and analysis of relevant adverse
factors that are welghed against the potential benefit of using the
confidential source. Although the DEA adopted policles and procedures to
manage the risk of using confidential sources, we found that the DEA can
Improve its risk management In the following areas: 1) initial sultability
reporting and recommendations, 2) categorization of confidential sources,
3) continuing sultabliity reporting and recommendations, 4) review of long-
term confidential sources, and 5) maintenance of impeachment information.

Initial Suitabl!lty Reporting and Recommendations

The Attorney General Guldennes outline requlrements that the DEA
must fulfill before activating a confidential source. Specifically, case agents
for confidential sources need to complete and sign a written Initial Sultabllity
Report and Recommendation that addresses specific risk factors, or indicate
on the report that a particular factor Is not applicable.’ According to the DEA
Agent Manual, although a sultabllity statement need not conslst of more
than one paragraph, it must detall the specific benefits of utilizing the source

7 Exarnples of suitability factors are criminal background and prior récord as a
witness, For a complete listing of suitability factors, see Appendlx v,

LIMITED OFFICIAL USE -~ NOT FOR PUBLIC RELEASE
iid



IZaE DOm 0xE D

[—

N ™ "~ -

® ®

LIMITED OFFICIAL USE - NOT FOR PUBLIC RELEASE

and provide the reasons for utilizing a source despite any adverse
Information,

We tested 150 confidential source files to determine if written initial
sultablilty risk assessments were completed. Of the 150 files reviewed, 63
confidentia) sources were activated after the January 2001 effective date of
the Attormey General Guidellnes. Our testing revealed that only 28 of 150
confidentlai source files (19 percent) contained written Initial suitabliity
assessments addressing the specific risk assessment factors. Further, only
10 of the 63 confidential source files (16 percent) activated after January
2001 requirement contained written Initial sultability assessments
addressing the specific risk assessment factors. Of the three division offices
we first visited, we found that written Initlal suitability risk assessments
generally were completed In the Washington, D.C., and New York offices, but
not in the Miami office. We subsequently expanded our testing In the Los
Angeies, Phoenlx, Houston, and Chicago offices (110 of the 150 confidentlal
source files reviewed) to determine If the suitability factors were addressed
in documents other than a formal risk assessment.

We found that blographic information such as age, alien status, and
contact Information was generally included on the Confidential Source
Establishment Forms (DEA 512). However, information regarding other
sultabllity factors was not readlly apparent on that form. That Information
was sometimes found on a variety of documents, including the Reports of
Investigation Form (DEA 6). During our audit, we had to review the entire
confidential source file in order to determine whether some of the suitabllity

. factors had been addressed. This same time-consuming file review process

has to be used by agents and supervisors who were not present when the
confidential source was established so that they are aware of the information
relevant to the suitability factors.

" The majority of DEA 512°s we reviewed had general statements
Indicating, In essence, that the benefits of using the confidential source
outweighed the risks, without specifying elther the benefits or the risks.
These descriptions do not meet the requirements of the DEA Agent Manual
or the Attorney General Guidellnes that suitabllity statements detall the
specific benefits of utlllzlng the confidential source despite the identified risk
factors.

Moreover, DEA trélnlng information supplied to the OIG by the DEA

Confidential Source Unit stated that written risk assessments of potential

confidential sources were not required and were to be performed at the
discretion of the Special Agent In Charge. In fact, the Los Angeles office had
a formal divisional order that stated agents were not to write risk

LIMITED OFFICIAL USE — NOT FOR PUBLIC RELEASE
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assessments, and the New York office also Issued guldance that stated a
separate written risk assessment was no longer necessary. The Miami
Speclal Agent in Charge walved the requirement to document risk
assessments. The fact that DEA does not require a written suitability report
that addresses all the specific factors means the DEA Agent Manual is not in
compllance with the Attorney General Guidelines.

We belleve that a written, comprehensive initial sultability risk
assessment Is critical to measuring the benefits of utilizing a confidential
source, and it could help other agents who want to use the confidential
source but may be unaware of pertinent derogatory information concemning
the source. In addition, this risk assessment should guide the nature and
extent of confidential source monitoring.

Categorization of Confidential Sources

* See Appendix I for a description of the DEA categories of confidential sources.

LIMITED OFFICIAL USE - NOT FOR PUBLIC RELEASE
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Continuing Suitability Reporting and Recommendation

: Once a confidentlal source has been established, the Attorney General
Guidelines require the case agent to review, at least annually, the
confidential source’s file and complete and sign a written Continuing
Sultability Report and Recommendation which must be forwarded to a field
manager for written approval. The purpose of the Continuing Sultability
Report and Recommendation Is to determine whether the risk of using a
source has changed since the initial evaluation, and whether the confidential
source should continue to be utilized. In completing the Continuing
Suitablility Report and Recommendation, the case agent must address the
same factors outlined in the initial sultability determination (or indicate that
a particular factor Is not applicable), the length of time that the individual
has been registered as a confidential source, and the length of time the
source was handled by the same agent.

Instead of an annual review, the'DEA requires first-line supervisors

‘and controlling agents to perform Quarterly Management Reviews of

Confidential Source Utilization (Quarterly Management Review) on each -
active confidentlal source. Our review of 150 confidential source files

" revealed that none of the Quarterly Management Reviews addressed all

continuing sulitability factors outiined in the Attorney General Guidelines.
Although some of the factors were addressed, most reviews contained

LIMITED OFFICIAL USE « NOT FOR PUBLIC RELEASE
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generic or bollerpiate statements such as "no changes in biographic
information.” Glven that the Initial suitablilty report Is generaily not written
and therefore does not provide information on all sultabliity factors, the lack
of specific information In the Quarterly Management Reviews makes it even
more difficult to determine If agents are aware of the risks of using the
source, and are taking these risks Into consideration when determining if the
confidential source is sultable and the extent that they should be monitored.

Review of Long-Term Confldential Sources

One of the purposes of the Attorney General Guidelines is to provide
maore oversight of agents handling confidential sources by having Individuals
who are not as close to confidential sources make critical decislons over
payments and other matters. The Attormmey General Guidelines require a
*Confidential Informant Review Committee” to review confidential sources
that have been active for more than six consecutive years, and to the extent
such a confidential source remains active, every six years thereafter. The
DEA implemented this process through its Sensitive Activity Review
Committee. This Committee convenes not only to review long-term
confidential sources; but also for a number of other reasons, including
conferences lnvolvirrg property, money laundering, and proprietary
storefront operations.

When we spoke to the Undercover and Sensitive Operations Unit Chief,
he stated that prior to November 2003 the Committee had not reviewed any
matters relative to DEA long-term Confidential Sources. He also stated that
the Committee does not review confidential source files. Instead, the
committee reviews an Excel Spreadsheet that contains the names and other
information about long-term confidentlal sources. During the review, the
Confidential Source Unit Section Chlef Is avallable to answer questions that
arise that cannot be explained by the information contained In the

. spreadsheet. Although a committee member may review a confidentiai

source flle, the Unit Chief stated that he does not belleve this is necessary.
The Unit Chief also stated the Committee is unlikely to question the
judgment of a Special Agent in Charge who already has reviewed the

"~ information In the confidential source file.

Further, the DEA has no rating system to assess the quallty of the
Information provided or services rendered by confidential sources, Instead,
it relles on an agent’s knowiledge and skill to assess whether a confidential
source Is effective,

We believe the DEA should strengthen its management over longw
term confidential sources. We belleve the Sensitive Activity Review

L!NITED OFFICIAL USE - NOT FOR PUBLIC RELEASE
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Committee relles too heavily on the Headquarters Confidentlal Source Unit
and Speclal Agents In Charge because the DEA does not adequately
document required suitabllity factors in its Initial sultabliity report and its
quarterly management reviews. In our view, the Sensitive Activity Review
Committee should provide a high level, independent review of long-term
confidentlal sources. If the committee relies solely on the Speclal Agents In
Charge and the Headquarters Confidential Source Unit without Independently
reviewing pertinent original Information itself, the value of its oversight Is
significantly diminished.

Maintenance of DEA Impeachment Information

The DEA Agent Manual requires agents to provide prosecutors with all
discoverable information pertaining to any confidential source who may be
utilized as a witness. This information Includes payments to the confidentlial
source, any oral or written agreements hetween the DEA and the
confidential source, and any impeachment information known by the DEA
that may affect the credibliity of the confidential source. Examples of
Impeachment Information are a confidentlal source’s criminal record, a
substance abuse problem, or Instances where the confidential source has
given false testimony or statements.

The DEA relles on agents to perform manual searches of the
confidential source files in order to report discovery information. As noted
earller in this report, the DEA does not detall by factor the confidential
source’s sultabliity either when initiaily estabiishing the source or during the
quarterly review, Therefore, it may be difficuit for an agent who was not
present at either the establishment or guarteriy briefing of a confidential

" source to discover impeachment information. We belleve the DEA can

improve Its tracking of Impeachment information by adding a module to its
Confidential Source Systemn (CS5S).?

‘The DEA Lacks an Effective and Accurate Confidentlal Source
Payment System ’

'~ The DEA Is required by the Attorney General Guidellnes to establish
accounting and reconciiiation procedures that reflect a// monles paid to
confidential sources. The primary systems utilized by the DEA to process

? The DEA Confidential Source System is an automated, iimited-access database
containing a record of all confidential sources assigned a unique number.

LIMITED OFFICIAL USE ~ NOT FOR PUBLIC RELEASE
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and account for confidential source payments are the Federal Financlal
System and the CSS Dollar database.'®

Our audit identified deficiencies in the DEA’s accounting and
reconciliation of confidential source payments that led us to conclude that
the DEA does not have an effective confidential source payment tracking
system. Specifically, we found inconsistencies in the amounts and types of
payments paid to confidential sources, deficiencles with the accounting and
monitoring of calendar year and lifetime payments, problems with the
systems used to account for confidentlal source payments, and control
breakdowns that indicate closer supervisory oversight of confidential source
payments is needed. ,

Discrepancies in the Amounts and Types of Payments to Confidential
Sources

As part of our review to assess how the DEA accumulates confidential
source payment information, we asked the DEA’s Office of Finance to
provide us with the total amount of confidential source payments from FY
1998 through FY 2002 by budget category. The DEA’s Office of Finance
queried the Federal Financlal System In July 2002 and June 2003 and
provided us with different payment amounts regarding the same time
period. Our review of the payments revealed significant discrepancies in the
amounts and types of payments provided to confidential sources as shown in
the foliowing table. ,

1% The Federal Financial System is a Department of Agdo.ﬂtune system that handles
the DEA financial information on a contract basis, The DEA utilizes the Federal Finandal
System to process confidential source payments, The CSS Dollar database is a subsystem
of the DEA’s Confidentlal Source System, and Is the electronic record-keeping system for
monles pald to confidential sources. '

LIMITED OFFICIAL USE - NOT FOR PUBLIC RELEASE
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Com rllson of Historical
COnm!entlal urce Payment Information

SN W Gy

Types of Confidential Source P
FY 1998:
July 2002 17,932,802 | 0 $976,322 $97,719 $4,676,145 | $8,291,265
June 2003 | $18,237,343 | $2,388,367 | $583,921 | $118,395 $4,671,145 | $8,319,755 |
304,541 388,367 7,599 20,676 5,000 28,490
FY 1999: !
July 2002 | $16,885,00 $0 $325,647 $39,839 $3,901,098 | $5,891,315
June 2003 16,970,922 { $3,915.395 | $325,650 $39,754 $3,839,098_ | $5,919,895
D 921 3,915,395 3 5 62,000 28,580
FY 2000:
July 2002 19,110,333 | $0 $250,408 | $65,248 $4,134,434 | $6,514,120
June 2003 | $19,271,25 2,494,013 | $255,189 $65,748 $4,143,734 | $6,604,120
160,920 | $2,494,013 781 500 300 90,000
FY 2001:

July 2002 - | $19,006,761 $0 $2,409,769 | $88,697 $5,986,800 | $4,828,738
2003 |$19,142,035 | $2,507,827 | 2,416,340 | $88,698 $6,000,596 | $4,920,638

Di 135,274 2,502,827 | $6,571 _31 $13,796 _$91,900
Source: DEA Federal Finsncial The payrnent information was supplied in July 2002 and June 2003
regarding the same time pericd,  The amounts do nat include payments DEA made using non-appropriated funds

such s High Intensity Drug Trafficking Areas (MIDTA)}.

When we asked the DEA about the discrepancies, we ‘were informed by the
audit llaison that:

11 gee Appendix VI for a description of the BudgetObjectCodasused to pay
aonndentlal sources,

B In Aprit 2003, the DEA Office of Finance provided detalled mnsncﬂons regarding
FY 2001 confidential source payments. The total of the detailed transactions for FY 2001
was $11 miilion less than the total amount supplied in July 2002 and $14 million fess than
the total amount supplied in June 2003,
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The query run for the OIG by the Office of Finance was run out
of the Federal Financial System, as was the query provided at
the [audit] entrance conference. Because errors in the
Federal Financial System may be made at any time and
reconciliations completed quarterly, the DEA can confirm that
numbers are correct only as of the day they are run. The DEA
cannot certify that these same numbers would result from a
query conducted on the day the [OIG] report is Issued. The
DEA Is willing to re-run the query cigser to the report
publicat!on date, but can only confirm those numbers as of the
date the query Is run.

We are concerned by the DEA’s response because historical financial
data should not significantly change over time. Significant changesto
historical data years after the close of a fiscal year calls into question the
reliabllity of the data and the system.

. The Section Chief for the Confidential Source Unit did not have an

" explanation as to why the Office of Finance treated these transactions
differently than other Confidential Source payments. However, the fact that
the Office of Finance does not consider payments to foreign officials as
confidential source payments explains why these payments were not
included In the July 2002 listing of confidential source payments. We belleve
the DEA must resolve this Inconsistency between the Confidential Source
Unit-and the Office of Finance and determine if payments using budget
object code 2533 are confidential source payments or not. Otherwise, the
DEA will not have complete assurance that It is fully accounting for ail
confidential source payments as required by the Attorney General
Guidelines.

LIMITED OFFICIAL USE — NOT FOR PUBLIC RELEASE
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Accounting and Monitoring of Annual and Aggregate Payments

The Attorney General Guidelines state that payments to a confidential
source that exceed an aggregate of $100,000 within a one-year period shali
be made only with the authorization of a senlor fleid manager and the
express approval of a designated senior headquarters officlal. In addition,
regardiess of the time frame, any payments to a confidential source that
exceed an aggregate of $200,000 shouid be made only with the
authorization of a senlor field manager and the express approval of a
designated senior headquarters official. During our audit of 150 confidential
source files and 64 case files, we noted a total of 176 different confidential
sources. We requested the DEA to provide us with the lifetime payments for
these 176 confidential sources. We determined that 27 of these 176 {15.3
percent) had recelved lifetime payments totaling more than $200,000.
Further, we observed 10 of the 176 (5.6 percent) confidential sources had
payments totaling greater than $1 milllon. However, our audit revealed
weaknesses with how the DEA monitors calendar year and lifetime payments

- and accounts for non-appropriated funds., Without reviewing the confidentlal
‘source files in every office that utllized these confidential sources, we could

not determine If the agpmpr!at? approvals were obtained.

‘The DEA Agent Manual states
that only DEA-approprlated funds wili be Included In the determination of
calendar year and lifetime payment amounts, while the Attorney General
Guldellnes do not distinguish between appropriated and non-appropriated
funds. The DEA Agent Manual goes on to say that all confidential source
payments using appropriated funds or funds from other agencies must be
documented on the Voucher for Purchase of Evidence or Payment to
Confidential Source (DEA 103). However, payments using non-appropriated
funds — such as High Intensity Drug Trafficking Area (HIDTA) funds - are
not processed through the Federal Financial System and consequently are
not Included In the CSS Dollar database of payments.** This means that the
DEA does not copsider payments using non-appropriated funds In
determining whether payments to a confidential source exceed calendar year

.. or lifetime payment caps. Further, since the confidentlal source payments

using HIDTA funds are not processed through the Federal Financlal System,
the DEA could not provide the QIG with the total conﬁdentjai source -
payments using HIDTA funds..

14 According to the Office of National Drug Control Policy, the mission of the HIDTA
program is to enhance and coordinate drug-control efforts among local, state, and federal
law enforcement agencies in order to eliminate or reduce drug trafficking and Its harmful
consequences In critical reglons’of the United States. The mission includes coordination
efforts to reduce the production, manufacturing, distribution, transportation, and chronic
use of lliegal drugs, as well as attendant money laundering of drug proceeds.
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. In addition to not
counting non-appropriated funds towards the calendar year and lifetime
payments, we noted other problems with how the DEA monitors annual
(calendar year) and aggregate (lifetime) payments. During our audit, DEA
officlals first stated that the CSS Dollar database monitors the annual and
lifetime payments and “flags” payments that put the totals over the limits.
The fAag Is supposed to signal that headquarters approval Is required to
exceed the cap; however, it does not prevent the payment.

In addition, we were informed by both the former and current Section
Chilef of the Confidential Source Unit, numerous DEA agents, and five of the
seven Confidential Source CoordInators for the offices we reviewed that the
CSS Doliar database Is unreilable. The Section Chief for the Confidential
Source Unit provided a series of e-mails that outilned long-standing
problems the DEA has experienced in populating the CSS Dollar database.”
The e-malis Indicated time lags in processing the payments, a lack of quality
controls, and a communication disconnect between the DEA Office of Finance
and the Confldential ;Source Unit regarding who Is responsible for the CSS.
Dollar database and correcting the problems. The Section Chlef for the
Confidential Source Unit sald that incompiete records in the data supplled to
the CSS Dollar database (Incorrect date, case number, and office identifier)
make It impossible to perform a proper audit of a confidential source’s
payment history.

Later during the audit, the DEA stated that Confidential Source ‘
Coordinators monitor the calendar year and lifetime payments by manually
adding up the payments listed In the confidential source files. Yet,
confidential sources could be active in more than one office, so confidential
source coordinators must contact all offices in which the source Is active to
arrive at a source’s total calendar and lifetime payments.

To determine If the DEA Is monitoring calendar year and lifetime caps
apart from using the CSS Dollar database, we reviewed documentation in
the confidential source files for evidence of cap monitoring. During our
review.of 150 confidential source files, we noted that caps were only
sporadically documented on Quarterly Management Reviews, Receipts for
Cash or Other Items (DEA 12), and Confidential Source Establishment (DEA
512). Although we noted a few memoranda requesting cap increases, we
did not find any formal process or consistent practice used by the DEA to
monitor calendar year and lifetime payments. We aiso did not identify any

. 15 These long-standing weaknesses identifled in the e-malls aiso contributed to the
DEA’s problems of determining the amounts paid to confidential source Andrew Chambers.
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formal reconciliation of the CSS Dollar database, the Federal Financial
System, and the confidential source payment records.

Because the CSS Dollar database Is unreliable and the DEA does not
have a formal or consistent practice to monitor calendar or lifetime
payments, we were unabile to determine if confidential source payment
levels were exceeded without the appropriate approvals or verify that the
DEA was effectively monitoring payments.

Problems with the Federal Financial System and the CSS Dollar Database
During our audit, we noted problems with the processing of

confidential source payments In the Federal Financial System, the lack of
audit tralls, and delays In processing confidentlal source payments.

and the Cormrection of Errors. In order to enter conﬂdentlal source payments
Into the Federal Financlal System, the DEA requires a “vendor name.,™$ ’
During our audit, the DEA Office of Finance queried the Federal Financlal
System for FY 2002-and found 79 records where the Budget Object Code
was 2530 (Securing of Information), but the vendor name was not a
confidential source. In February 2004, the DEA made enhancements to the
Federal Financial System to ensure that confidentlal source budget object
codes matched a confidentlal source. While the enhancement better
validates vendor names, a probiem stiil exists with the vaildation system.
Specifically, If a confidentlal source is deactivated, the vendor name /s not
deactivated; therefore, a payment could be processed with a deactivated
confidentlal source vendor name. When we discussed this issue with the
DEA, we were told that the Confidential Source Coordinator would catch this
problem when the copy of the Voucher for Purchase of Evidence or Payment
to Confidentlal Source (DEA 103) was flled in the confidential source file.
However, even if the Confidential Source Coordinator noted this error when
the paperwork Is filed, the funds would have already been paid. :
Consequently we belleve the DEA should further enhance the controis over
confidential source payments to prevent a deactlvated confidential source
from being used to obiligate or expend funds. This can be done by removing

deactivated confidential source vendor names from the validation table.

Ancther improvement made by the DEA in February 2004 was the
validation of the case number field in the Federal Financlal System.
Previausly, only the first five digits of the case number were valldated and
the remalning four diglts could be any combination of numbers up to 9999.

% The vendor name is usually the payee's Soclal Security Number.
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This led to erroneous case numbers being input Into the Federal Financlal
System. Under the revised system, each time a case number Is entered into
the appropriate field of the Federal Financial System, It Is validated against a
table containing valld case numbers that Is updated nightly. While valldating
case numbers Is an important improvement, we belleve that the DEA can -

~ further strengthen controls by only exporting those case numbers that

legitimately should have expenses charged to them instead of all case
numbers. Otherwise, under current procedures, expenses can be charged to
a case indefinitely. By further enhancing the controls over confidential
source payments, the DEA can prevent a closed case from being used to
obligate or expend funds.

. AUd [ ] Jata & ne (o | -
Database. The DEA uses an overlay file to correct errors In the CSS Dollar
database. The overiay file overwrites the CSS Dollar data with the corrected
information, However, the correction does not ieave an audit trail to identify
what transactions were affected or what changes were made. Further,
according to the Office of Finance, despite the February 2004 enhancements
to the Federal Financlai System that improved the overall integrity of the
data being transferred, the dally upload was stiil not working properly and
was still requiring overlays to correct the data. Therefore, the DEA should
continue to correct the Interface between the Federal Financial System and
the CSS Dollar database and Implement an audit trail to Identify what
changes were made to the electronic records.

onts t 2 DEA Feders
Financial System and CSS Dollar database. Additional concerns about the
CSS Dollar data Include timeliness and rellabllity. The processing of

‘confidentlal source payments through the imprest fund, to the Federal

Financial System, and Into the CSS Dollar database can take up to 17 days.
Without current and accurate information, other DEA offices reviewing the
CSS Dollar database cannot accurately determine if payments to a
confidential source exceeded the calendar year or lifetime levels,

- Review of Payments

_ " During our audit, we reviewed 150 confidential source files and
documentation of 4,861 DEA payments to confidential sources totaling
$15,101,198 to determine if:

» the transaction t?pe was specified and appeared correct,

« the Budget Object Code was listed and correct,
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» - the Voucher for Purchase of Evidence or Payment to
Confidential Source (DEA 103) had a citation to a specific
Report of Investigation (DEA 6) found in the confidentlal
source file,

+ reimbursements were supported with recelpts and the DEA
103 noted expense descriptions,

« all necessary signatures appeared on the DEA 103, and
¢ appropriate approvals were noted on the DEA 103.
The results of our review are noted In each of the following six subsections.

During our audit, we noted 413 of 4,861 payments
(8 percent), totaling $757,180, that either did not specify the type of
payment, had more than one type of payment specified, or the remarks
describing the payment did not correspond to the payment type selected.
Even though these 413 payments either were incomplete (no box checked)
or In error (the remarks did not correspond with type of payment selected),
a supervisor approved them. Such errors would make it difficult to
accurately respond to a proseciutor’s request to list payments to a
confidential source by type of payment.

Budget Object Codes, During our review of payments at Los Angeles, .
Phoenix, Houston, and Chicago, we noted 1,632 out of 4,097 (40 percent)
payments, totaling $2,959,724, that were in error or did not have fund
citations on the copy of the DEA 103 that was distributed to the establishing

"office’s confidential source file. Therefore, we could not verify that the
" payments were accurately recorded In the Federal Financial System.

R ] A The DEA ,
Agent Manual states that In completing the DEA 103 the agent must include
a brief synopsis of the basis or justification for the payment, the source of
funds (If funding was provided by ancther agency), and a citation to the DEA
6 or teletype that explains or justifies the payment. During our review of

- files In New York and Miami, we noted that in 11 of 24 confidential source

files (45 percent) we reviewed, the DEA 103s either did not specify a DEA 6
or the form could not be located in the confidential source file. In those

‘cases we could not determine the basis or justification for the payment.

Dunhg our review of files in Los Angeles, Houston, Phoenix, and

‘Chicago, we expanded our review to identify any DEA 103 that either did not

identify a DEA 6 or the form specified was not in the confidential source file.
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We determined that one-third of all payments either did not identify a
specific DEA 6 or the form specified could not be located In the confidential
source file or in the agent’s personal flles. In those cases, we could not
determine the basis or justification for the payment. Given the wide latitude
agents have in determining the amount of payments and the confidential
nature of the transactions, the justification for the payment shouid be
specifically identified. Without a spedific justification, the DEA 103 is not
complete and supervisory officials couid not accurately determine If the
payment is reasonable or appropriate.

. During our review

of conﬁdential source ﬂl&s ln New York, Miaml, l.os Angeles, Phoenix,

Houston, and Chicago, we reviewed 1,332 payments for reimbursements of
expenses to determine if they were supported with receipts. We found that
recelpts were Included for only 3 percent of the reimbursement payments.
In addition, when reviewing reimbursement payments, we examined the
description noted in the remarks fieid of the DEA 163. We found that 775 of
1,332 reimbursemeént payments either had no description of the expenditure
or generic descriptions such as “expenses incurred” or "U/C expenses.” It is
important that the expense description be specific given the wide iatitude
agents have in determining the amounts of the payments and the
confidential nature of the transactions. The lack of receipts and the
Inadequate descriptions of the expenses create a lax internal control
environment where payments may be approved that are not reasonable,
appropriate, or justified. We belleve that the DEA supervisors need to
improve their oversight over reimbursements.

Approvals, The DEA Agent Manual requires that a second-line
supervisor or above approve payments greater than $2,500, and a Senlor
Executive Service-level manager and the designated Headquarters personnel
from either the Office of Domestic Operations or the Office of Intermational
Operations approve payments greater than $25,000. According to the Unit
Chief of the Confidential Source Unit, a Receipt for Cash or Other Items (DEA

-12) should be attached to the DEA 103 If the required supervisor approval of

the payment Is on the DEA 12. However, the DEA Agent Manual does not
require the DEA 12 to be in the confidential source file. -

During our audit work in New York and Miami, we noted that the
DEA 12 forms generally were not found in the confidential source files.
Therefore, In Los Angeles, Houston, Phoenix, and Chicago, we expanded our
testing by requesting the DEA. 12s If they were not found In the confidential
source file. In Los Angeles, Phoenix, Houston, and Chicago, we reviewed
4,097 payments, of which 439 exceeded $2,500 and consequently required
approval beyond the agent’s group supervisor. For 66 of the 439 paymem:s

LIMITED OFFICIAL USE — NOT FOR PUBLIC REI.EASE
xvii



G

s ewmn e e WM NS R GRS TN B BN OB R B AN R R

P B

LIMITED OFFICIAL USE — NOT FOR PUBLIC RELEASE

(1S percent) totaling $1,016,921, the DEA 103 did not reflect the
appropriate supervisory approval and the division offices could not locate the
DEA 12s to demonstrate appropriate supervisory approval. Without the
higher-ievel manger’s approval on or attached to the DEA 103, the
document Is incomplete and it Is unclear whether the appropriate supervisor
approved the payment.

Signatures, As part of our audit, we reviewed the DEA 103 forms to
determine If: 1) all required signatures were documented on the form,
2) the confidential source signature appeared to be consistent among
payments, 3) the witness or supervisor slgnature was a carbon copy, and
4) the DEA used "white out” for corrections rather than Initialing the
correction. We generally observed that the payments had ail the required
signatures, the signatures appeared authentic, the witness and supervisor
signatures were carbon coples, and corrections, generally were crossed out
and initialed.”

' During our testing, we aiso noted that 47 of 150 confidential source
flles we reviewed had signature exemplars for the confidential source.”® We
discussed the issue of signature exemplars with DEA officlals In Los Angeles
and were told that they are no longer required. In fact, none of the four -
DEA Agent Manuals In effect since 1987 Indicate that signature exemplars
are required. However, the signature exemplars‘ made it easler for a
reviewer to valldate the confidential source’s signature, and we belleve -
signature exemplars represent an additional internal control and best
practice that the DEA should copslder requiring.

Conclusion and Recommendations

This audit Identified areas where the DEA can improve its risk
management over the use of confidential sources. We found that Initlal and
Continulng Sultabllity Reports and Recommendations were not adequately
documented. These assessments are important in assessing the risks of
utllizing a confidential source and should determine the nature and extent of
confidential source monitoring. We also found Iinstances where muitiple DEA

17 Wwe observed the use of “white out” on 23 original payment documents. The use
ofwhlhoutobsmm the information that is being corrected. The practice of crossing out
the error and Initialing the correction is the generaily accepted miethod of correcting original
documents because it does not obscure the information being corrected.

 Signature exemplars are documents that provide samples of an individual’s written
signature. The signature exemplars would aid in verifying the confidential source’s
signature on payments. We observed signature exemplars in Phoenix {6 of 30), Washington
(16 of 16), and Chicago (25 of 25) confidential source files. ]
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offices categorized the same source differently and improperly categorized
other sources. In addition, we found that the DEA’s new category of paid
confidential sources - Limited Use confidential source — eliminated critical
documentation needed to adequately assess the risk of utllizing these
sources. Further, the Senslitive Activity Review Committee’s failure to
Independently review and evaluate underlying suitability data diminishes the
value of this high-level oversight function,

We also concluded that the DEA does not have an effective system
that accounts for and reconclles all confidential source payments. During
the audit, historical confidential source total payment information materially
changed each time the DEA’s system was queried. Further, the DEA relles
on a manual process to provide payment information during discovery and to
determine If payments to confidential sources exceeded calendar year and
lifetime caps. Specifically, Confidential Source Coordinators must contact
muitiple offices that have used a confidential source In order to accurately
calculate all payments. This manual process Is time-consuming, prone to
error, and could adversely affect DEA’s ability to provide accurate
confidential source payment information.

We developed 12 recommendations to help the DEA Improve its
management of confidential sources. Among these recommendations are for
DEA to:

1. Update the DEA Agent Manual to

a. Require comprehensive written Initlal Suitabllity Reports that
address all of the factors specified In the Attorney General
Guidelines,

b. Require written continuing sultability reports that address all
the factors specified In the Attorney General Guidelines.

¢. Require that the Sensitive Activity Review Committee either
review the confidential source files for all long-term confidential
sources, or review the written Initial and Continuing Suitabliity
Reports and Recommendations and document their findings.

d. ‘Clarify the process for establishing Limited Use confidential
. sources to Include demonstrating how the DEA can be assured
the Individual is eligible for Limited Use status and how this
status either complies with or Is exempt from the Attorney
General Guidellnes.
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. Implement a policy of documenting the rationale for a confidential

source’s categorization.

. Add a module to the Confidential Source Systemn that tracks

confidentlal source Iimpeachment information.

. Account for all payments made to a confidential source by the DEA,

not just payments using DEA-appropriated funds.

. Enhance controls over confidential source payments to prevent a

deactivated confidential source or administratively closed case from
being used to obligate or expend funds.

LIMITED OFFICIAL USE - NOT FOR PUBLIC RELEASE
XX



® 3

LIMITED OFFICIAL USE - NOT FOR PUBLIC RELEASE

THE DRUG ENFORCEMENT ADMINISTRATION’S
PAYMENTS TO CONFIDENTIAL SOURCES

TABLE OF CONTENTS
, Page
INTRODUCTION .......... eeseseesanetareNnreanrantanrtssnnnenrraansTnanesrannens oo 1
FINDINGS AND RECOMMENDATIONS .. .ccvtrverrinarncersnenrseseensnsanncosensse 9
I. THE DEA CAN IMPROVE RISK MANAGEMENT OVER THE USE OF
CONFIDENTIAL SOURCES . veaeiesessrncrenaterssasrssvensessnonsseenssssssssnsenes 9
RECOMMENDATIONS . ecvvecanscrnnrasssnrssnnressearsssnnsssarssesnssesssnesasrasans 22
11. THE DEA LACKS AN EFFECTIVE AND ACCURATE CONFIDENTIAL SOURCE

PAYMENT SYSTEM...ociiciniiiomnmniesrcacissnniene areetterassensncanrnisnaracanse ..23

RECOMMENDATIONS cvocorecncorcsronnranans #reraneaurasearnsrnnasrernernsaan Cetevee 47
STATEMENT ON THE INTERNAL CONTROLS ..cccieveeirecencnsiosecncensscnses 49
APPENDIX I - OBJECTIVES, SCOPE, AND METHODOLOGY cccvvvienvennes 50
APPENDIX II - DEA FORMS ......covirerseenceseerasansnseonssessnons netesennsennann 52
APPENDIX III - CONFIDENTIAL SOURCE CATEGORIZATIONS............ 63
APPENDIX IV - SUITABILITY FACTORS ..ccocieverciiarersrnsasnsensnnncens Y 1.1
APPENDIX V - UNSATISFACTORY COOPERATION OR BEHAVIOR
- OFA _CONFIDENTIAL SOURGCE cieerverrsesseressensecnanrassesssrnnsssssssnnnne 67
APPENDIX VI - BUDGET OBIECT CODE DEFINITIONS......cccveexconnnsees 69
APPENDIX VII - PAYMENTS DOCUMENTED AT FIELD SITES.............. 70
APPENDIX VIII - THE ATTORNEY GENERAL'S GUIDELINES

REGARDING THE USE OF CONFIDENTIAL INFORMANTS........, ...... 74

APPENDIX IX - DEA RESPONSE TO THE DRAFT AUDIT REPORT ...... 107

' APPENDIX X - OFFICE OF THE INSPECTOR GENERAL ANALYSIS

AND SUMMARY OF ACTIONS NECESSARY TO CLOSE REPORT.... 120

LIMITED OFFICIAL USE - NOT FOR PUBLIC RELEASE



9 L

LIMITED OFFICIAL USE - NOT FOR PUBLIC RELEASE

INTRODUCTION

The mission of the Drug Enforcement Administration (DEA) is to
enforce the controlied substance laws and regulations of the United
States and Investigate those organizations Involved in the growing,
manufacture, or distribution of controlled substances. A valuable tool
used by the DEA to combat drug crime is confidential sources.! DEA
officials view confidential sources as the “bread and butter” of the
organization and state that without them the DEA could not accomplish
its mission. Aithough confidential source payments represent a small
percentage (about 2 percent) of the DEA's total Fiscal Year (FY) 2005
budget of $2.15 billion, confidential sources are significant to initiating
investigations and providing information or services to facllitate arrests
and seizures of drugs and cash.? According to the DEA, it has about
4,000 active confidential sources at any one time, and more than
113,000 have been activated since 1996.%

Background on DEA Confidentlal Sources

_ Managing confidential sources presents significant challenges,
because the DEA must interact with and rely on information from
people whose credibiiity may be questionable, but who aiso may
provide the key to a successful criminai investigation.

Confidential sources come from all walks of life. For example,
some sources are concerned iaw-ablding citizens who are trying to
clean up thelr nelghborhoods; while others are also law-ablding
citizens, but because of the nature of thelr work, they find themselves

! The Attorney General Guldelines use the term “Confidential Informant,”
while the DEA now uses the term “Confidential Source.” DEA previcusly used the
term “Informant” as noted in the DEA Agent Manual (in effect until September 10,
1998) and the form DEA 356 is called an Informant Payment Record. The terms
*Confidential Source” and *Confidentiai Informant” are essentially the same and refer
to any individuai who provides useful and credibie information to a Department of
Justice (DO3) iaw enforcement agent regarding criminal activities, and from whom
the Justice law enforcement agent expects or intends to obtain additional, usefu! and
credible information regarding such activities in the future. Despite the different
terms, we used the term “Confidential Source” throughout this report.

2 Our caiculation is based on the average payments to confidential sources
from Flscal Years (FY) 1998 - 2002 as provided by the DEA. As discussed in Finding

11, however, the DEA does not maintain an effective system for determining

payments-to confidential sources. Therefore, our calculation may not accurately
reflect the total amounts paid to confidentiai sources,

3 gy way of comparison, the DEA had over 5,000 Special Agents authorized in
FY 2004.
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closer to criminals than the average person. A confidentiai source can
also be a person who is or has been part of a criminal group. Such a
person Is in a position to reveal the detalls of a past crime or plans
about future crimes, and may also provide significant information that
can help to develop an accurate picture of a criminal act.

Before deciding whether to utilize information provided by a
confidential source, the DEA must determine that the benefits
outweigh the identified risks. A credibie source Is one who has a
record of providing essential Information or participating in past
activitles that have ied to drug sefzures or arrests. Consequently,
confidential sources are sometimes placed in risky and dangerous
situations. For exampie, a confidential source may purchase or
transport drugs, introduce an undercover agent to the target of a
criminal investigation, or meet with the target himseif. Despite these
risks, confidential sources are motivated by many factors, including
fear, financial gain, avoidance of punishment, competition, and
revenge. These factors must constantly be balanced against the

. credibility of a confidential source.

The DEA pald confidential sources approximately $30 - $35
miliion per year from FY 1998-2002. As shown in the following table,
the payments are categorized as specific types, including Securing of
Information (payments for information and reimbursements of
expenses), Payments to Foreign Police Officials, Rewards to
Informants, Witness Temporary Relocation and two types of Asset
Forfelture Awards.*

4 Appendix VI lists the definitions for the types of confidential source
payments.

LIMITED OFFICIAL USE ~ NOT FOR PUBLIC RELEASE
- 2 -



LIMITED OFFICIAL USE - NOT FOR PUBLIC RELEASE

/
/ ')\ L \
[(i DEA Payments to Confidential Sources®

Fiscal

Year Total
1998 | $18,237,343 | 2 388, 921 118,395 4,671,145 | 8,319,755 | $34,718,926
1999 | $16,970,922 | 3,915,395 325,650 39,794 3,839,098 | 5,919,895 | $31,010,754
2000 | $19,271,253 | 2,494,013 255,189 65,748 4,143,734 | 6,604,120 | $32,834,057
2001 | $19,142,035 | 2,507,827 | 2,416,340 88,698 6,000,596 | 4,920,638 | $35,076,134
2002 | $19,019,4944 | 2,993,265 | 1,949,574 52,193 3,415,916 | 4,652,032 | $32,082,424

Source: DEA Federal Financial System June 2003

During our audit we requested the DEA to provide us with the
lifetime payments for 176 confidential sources we noted during our
review of 150 confidential source files and 64 closed investigative case
files. We found that 27 of the 176 sources exceeded $200,000 in
jifetime payments, while 10 of the 176 received greater than
$1,000,000. The following tabie summarizes the information:

Lifetime Payments to Confidential Sources’

Lifetime Payments Number Percentage
Greater than $2,000,000 1 1%
Between $1,000,000 and $1,999,999 9 5%
Between $500,000 and $999,999 2 1%
Between $200,000 and $499,999 15 9%
Between $100,000 and $199,999 26 15%
Under $100,000 123 70%
Total 176 100%

Source: DEA Confidential Source System (CSS) Dollar database.
Management of the DEA’s Cohﬂdential Source Program
The management of confidentlal sources within the Department

of Justice is governed by the Attorney General Guidelines Regarding
the Use of Confidential Informants (Attorney General Guideiines).*

3 As discussed In Finding I1, the DEA does not malintain an effective system
for determining payments to confidential sources. Therefore, the dollar amounts
supplied by the DEA may not accurately refiect the total amounts pald to confidential
sources.

¢ The Attorney General Guldellnes were issued In January 2001 and revised In
May 2002. See Appendix VIII for the Attorney General Guidelines.
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The Guidelines prescribe processes to monitor confidentlal sources. In
short, the revised Attorney General Guidelines:

¢ Set documentation requirements for the establishment and
continued use of a confidential source.

+ Require that all payments to a confidential source be
commensurate with the value of the information provided. All
payments must be witnessed by at least two law enforcement
representatives, and the source Is required to sign or initial
and date a written receipt.

» Require senior field manager approval for payments greater
than $2,500 but less than $25,000; for payments greater than
$25,000, both a senlor field manager and a designated senlor
headquarters official need to approve the payment.
Confidential source payments must be monitored on both an
annual and aggregate basis, and any payments exceeding the
specified levels need headquarter’s approval.

The DEA Incorporated the Attorney General Guidellnes into
section 6612 of the DEA Agent Manual, entitled, “Confidential
Sources.” This section lists the mandatory requirements for the DEA’s
Confidentiai Source Program and sets procedures for estabﬁshlng,
monitoring, and paying sources.

The DEA manages Its confidential sources through its fieid
offices. A fleid office that recruits a confidential source is responsible
for debriefing the confidential source, completing the paper work, and

-supervising the day-to-day oversight of the source. The Command

Center at DEA Headquarters determines whether a confidentlal source
was previously established and assigns a unique confidential source
number to those who were not.” The Confidential Source Unit, also at
DEA Headquarters under the Office of Operations Management, Is

_responsible for the oversight of all confidential source-related

programs. The Confidential Source Unit wrote the portion of the DEA
Agent Manual related to confidential sources, provides training to the

7 The DEA Command Center is operated by Office of Operations Management
personnel at DEA Headquarters and Is manned by nine shift workers responsible for
entering the data into the Confidentlal Source System (CSS). The Command Center
is operational 24 hours a day, 7 days a week.
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confidential source coordinators, and is responsible for the
maintenance of the Confidential Source System (CSS).?

In addition, the DEA’s Office of Inspections reviews the
Confidentlai Source Program at each DEA office on a 3-year cycle. A
typical inspection Includes:

« Interviewing confidentlial sources about how iong they have
worked with the DEA, the payment process and how much
they have received, if they have been arrested or detalned
since working with the DEA, and if they have testified in a
court proceeding. Confidential sources are chosen at
random; however, an attempt Is made to interview those
sources who recelved large payments or those sources
working on Attorney General Exempted Operations.?

+» Examining confidential source payments to ensure they are
supported by documentation and were approved according to

% In addition to the training that is provided to the field Division’s confidential
source coordinators, the DEA provides confidential source management training
through its Professionail Development Program. The Confidential Source
Management School, which is coordinated by DEA’s Office of Training, is a three-day
program that is delivered to DEA field divisions throughout the year to provide DEA
Special Agents, Dlversion Investigators, and Inteiligence Research Speciailsts with
the skills and knowledge necessary for managing confidential sources. The course is
designed to address problems with confidential sources. It focuses on confidential
source policles and retruitment and management of high-profiie and high-risk
sources, .

The CSS Is an automated, limited access database containing a record of all
confidential sources assigned a DEA confidential source number. The CSS contains
confidential source information input by DEA Headquarters personnel from the
Confidential Source Establishment Form (DEA 512), Deactivation reports, and the
Quarterly Management Reviews of Confidential Source Utilization. The Quarterly
Management Reviews of Confidential Source Utiiization are supposed to detall
blographical changes, changes in physical appearance, and the current controiling
and supervising agents. A separate database module - CSS Dollar - records
payments to confidential sources and Is populated with information from the Federal
Financial System. .

*The Department of Justice Appropdaﬂon Act of 1980 {Public Law 96-132)
initially authorized the DEA and the Federal Bureau of Investigation (FBI) to use
appropriated funds to establish certain undercover operations, Attorney General
Exemption is required before undercover operations personnel can purchase or lease

- property, acquire or operate proprietary corporations or businesses, deposit funds in

financial Institutions, or use the proceeds from operations to offset necessary and
reasonable expenses,
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the levels of authority required by the DEA Agent Manual.
The inspection, however, makes no judgments on whether
payments are commensurate with the value of the
information.

s Auditing imprest fund controls concerning the handling and
accountability of cash, required documentation, and
separation of duties.'®

« Reviewing files to ensure that quarterly management reviews
were conducted by first-line supervisors; all required
documents are in the confidential source file; information in
the files support the source’s suitability assessment; and
documents Identify confidentlal source activities that support
a payment.

We reviewed the DEA Inspection findings relative to imprest fund
and the confidential source program for FY 2000-2002. In reviewing
the reports, we noted certaln issues of concern, but we did not
observe a pattern documenting widespread problems. Findings noted
in the imprest fund audits Included: (1) some Receipts for Cash or
other Items (DEA-12s) were not recorded or cleared within timeframes
specified; (2) required audits were not performed on the imprest fund;
(3) approvais were inappropriate or missing; and (4) imprest funds
were used for other than the purchase of evidence or information,
FindIngs In the confidential source program included: (1) categorizing
a confidential source as regular use when the source had a criminal
record, (2) Vouchers for Purchase of Evidence or Payment to -
‘Confidentlal Source (DEA-103) did not provide justification for
payments, (3) Quarterly Management Revlews were either not
completed or documented, (4) appropriate second line approval was
not obtained when required, and (5) the confidential source files did
not contaln the Initial debriefing or the Confidentlal Source Agreement
(DEA-473) when required. ’ ‘

!

1% An Imprest fund Is a fixed-cash fund that is advanced to DEA cashiers, who
in turm advance cash for Purchase of Evidence or Purchase of Information, “flash
rolls,” and other mission-related expenses. The DEA also can pay confidential
sources out of non-appropriated Imprest funds such as High Intensity Drug
Trafficking Area funds. These non-appropriated imprest funds have a fiduciary
outside of DEA, but DEA agents may provide funds to DEA confidential sources.

LIMITED OFFICIAL USE ~ NOT FOR PUBLIC RELEASE
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FINDINGS AND RECOMMENDATIONS

I. The DEA Can Improve Risk Management Over the
Use of Confidential Sources

Our audit identifled areas where the DEA can improve its
risk management over the use of confidential sources,
including enhancing documentation required by the
Attorney General Guldelines. We found that Initial and
Continuing Suitability Reports and Recommendations were
not adequately documented. These assessments are
critically important In assessing the risks of utilizing a
confidential source and should determine the nature and
extent of confidential source monitoring. We also found
instances where multiple DEA offices classified the same
source differently and Improperly classified other sources.
In addition, the DEA added a new category of paid
confidential sources — Limited Use Confidential Source -
and does not require a background review or other
documentation needed to adequately assess the risk of
utilizing these sources. In addition, the Sensitivity Actlvity
Review Committee’s rellance on the Headquarters
Confidentlal Source Unit and Speclal Agents In Charge to
review and assess long-term confidential sources
diminishes the value of the required independent, high-
level oversight function. '

Aithough the use of confidentlal sources can be beneficlal In
assisting the DEA in Investigating criminal activity, confidential
sources, by thelr nature, present management challenges. For
example, accountablility and transparency of transactions are normal
tralts of good internal controls and deterrents to fraud, waste, and
abuse. However, the clandestine nature of confidential transactions

. challenges an organization to develop a system of checks and balances

that protects the covert nature of the transaction while at the same
time providing assurance that the expenditure is reasonable,
necessary, and In accordance with applicable policles and reguiations.

Press accounts of misconduct by sources and their case agents
have placed the system for managing Informants into the spotlight.
While the most infamous case of informant misconduct,

involved the FBI, the DEA had some highly publicized

A
LIMITED OFFICIAL USE ~ NOT FOR PUBLIC RELEASE
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issues regarding iniﬁants." Sﬁiﬁcany, the DEA’s experience with
confidential source demonstrates the speciai care
needed to carefully evaluate an ely supervise confidential
sources.

The secrecy and risks surrounding the use of confidential sources
challenge the DEA to ensure that sources are not only credible, but
also that agents do not deveiop close financial or personal
relationships with sources that could compromise a case. Managing
confidentlal sources requires the DEA to constantly assess the risk for
each source it utllizes. In the context of confidential sources, risk
assessment is the continual dentification and analysis of relevant
adverse factors that are weighed against the potential benefit of using
the source. Although the DEA adopted policies and procedures to
manage the risk of using confidentlal sources, we found that the DEA
couid improve its risk management in the following areas: 1) initlal
suitabiiity reporting and recommendations, 2) categorization of
confidentlal sources, 3) continuing suitability reporting and
recommendations, 4) review of iong-term confidential sources, and
S) maintenance of impeachment informatlon.**

Initial Sultability Reporting and Recommendations

The Attorney General Guideilnes outiine requirements that the
DEA must fulfill before activating a confidential source. Specificaily,
case agents for confidential sources need to complete and sign a
written Initial Sultability Report and Recommendation that addresses
specific factors, or indicate on the report that a particular factor is not
applicable. The DEA Agent Manual states that suitability statements
need not consist of more than one paragraph, but must detail the

F0IND (D

Y Impeachment information may include payments to the confidential source,
any oral or written agreements between the DEA and the confidential source, and
any information known by the DEA that may affect the credibliity of the confidential
source. Examples of impeachment information are a confidential source’s criminal
record, a substance abuse problem, or instances where the confidential source has
given faise testimony or statements. ‘

LIMITED OFFICIAL USE - NOT FOR PUBLIC RELEASE
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ﬁ' ilii i Ilmilni the source with the identified risk factors.

During our audit, we tested 150 confidential source flles to
determine if written initial suitabllity risk assessments were completed.
Of the 150 files reviewed, 63 confidential sources were activated after
the January 2001 effective date of the Attorney General Guidelines.
Qur testing revealed that only 28 of 150 (19 percent) confidential
source files contained written initial suitability risk assessments
addressing the specific risk assessment factors. Further, only 10 of
the 63 confidential source files (16 percent) activated after January
2001 requirement contained written initial suitability assessments
addressing the specific risk assessment factors. Of the three Divislon
offices we first visited, we found that written initial suitabiiity risk
assessments generaily were completed in the Washington, D.C., and
New York offices, but not in the Miami office. We subsequently
expanded our testing in the Los Angeles, Phoenix, Houston, and
Chicago offices (110 of the 150 confidential source files reviewed) to
determine if the suitabillty factors were addressed in éther documents
besides a formal risk assessment. Our results are summarized in the
foliowing tabie:

LIMITED OFFICIAL USE - NOT FOR PUBLIC RELEASE
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Evidence in the 110 Confidential Source Flles

Concerning Suitability Factors

- (=% ) L] L

Documentation | Documentation | Percentage
Suitability Factors in the File not In the File | Documented
Criminal background checks 105 5 95%
| Age 110 0 100%
Allen status 108 2 98%
Public Official 48 62 44%
Extent person would use
affiliations with legitimate 8 102 7%
organizations
Prior record as a witness 11 99 10% -
Record as confidential source 67 43 61%
with other law enforcement
| agencies
Rellability and truthfulness 33 77 20%
Motivation 40 70 36%
Alcohol or substance abuse 17 93 15%
Extent to which the information 66 44 60%
.would be relevant to present or
potential cases
Extent information can be 15 95 14%
Independently corroborated
Relationship of confidential 27 83 25%
source to the target of the '
investigation .
Risk the person might
adversely affect an 11 99 10%
Investigation or prosecution
Pose a danger or threat to
public, or is a flight risk 11 99 - 10%
Relative of law enforcement 13 97 12%
employee )
Risk of physical harm to the .
confidential source 12 11%

Source: QIG review of confidential source files

98

We found that blographic information such as age, allen status,

and contact Information was generally included on the Confldential

. Source Establishment Forms (DEA 512). For other suitabillty factors,
such as the ones noted in the tabie, information regarding these

~ attributes was not readlly apparent. However, we found some of the
information on a variety of documents, including the DEA 512 and the
Reports of Investigation Form (DEA 6). As a result, during our audit
we needed to review the entire confidential source file in order to
address some of the factors. This same time-consuming process must

LIMITED OFFICIAL USE —~ NOT FOR PUBLIC RELEASE
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be used by DEA agents and supervisors who were not present during
the initial establishment of the confidential source so that they are
aware of the answers to the suitability factors.

The majority of DEA 512’'s we reviewed had general statements
indicating, in essence, that the benefits of using the confidential source
outweighed the risks, without specifying either the benefits or the
risks. Examples of these statements included: ’

These descriptions do not meet the DEA Agent Manual or the Attorney
General Guidelines requirements that suitabliity statements detail the
specific benefits of utilizing the confidential source despite the
identified risk factors.

Moreover, DEA training information supplied to the OIG by the
DEA Confidential Source Unit stated that written risk assessments of
potential confidentlal sources were not required and were to be
performed at the discretion of the Special Agent In Charge. In fact,
the Los Angeles office had a formal divisionai order that stated agents
were not to write risk assessments, and the New York office also had
guidance that stated a separate written risk assessment was no ionger
necessary. The Miami Speclal Agent in Charge walved the

| requirement to document risk assessments. The fact that DEA does

not require a written sultabiiity report that addresses ali the specific
factors means the DEA Agent Manual Is not in compllanoe with the
Attorney General Guidelines.

Initial suitabllity statements should explicitly provide the reasons
for using a confidential source desplte adverse information developed.
We belleve that a written comprehensive initial sultability risk

- assessment Is critical to measuring the benefits of utilizing a

confidential source, and it could help other agents who want to use a
confidential source but may be unaware of pertinent derogatory
Information concerning the source. In addition, such a risk
assessment Is Important because it shouid determine the nature and
extent of confidential source monitoring.

LIMITED OFFICIAL USE ~ NOT FOR PUBLIC RELEASE
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Categorization of Confidential Sources

As discussed in the Introduction, how a confidentlal source Is
. categorized determines the nature and extent of monitoring

by a case agent.

the importance of appropriately categorizing a confidential source, the
DEA does not require agents to document their rationale for how a
source Is categorized. Our discussion pertaining to confidential source -
categorization revolves around documenting the rationale for
categorizing confidential sources and establishing the Limited Use

confidential source.

Categorization Rationale. During our audit, we reviewed 150
confidential source flles and, as discussed below, questioned 21
categorization dedisions:

1% See Apbendlx 111 for a listing of the DEA categories of conﬂ@enﬁal sources.

LIMITED OFFICIAL USE ~ NOT FOR PUBLIC RELEASE
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, Our concern with the categorization of these sources Is primarily
over the lack of specific information. Although we reaiize that many
confidential sources have a history of criminal activity, these cases
highlight the need for documented, specific information to support the
categorization of confidential sources. Categorization Is important
because it determines the amount of monitoring the DEA performs on
the individuals. Restrictions must be designed to reduce potential risk
to the DEA and must be documented in the confidential source file. If
the DEA does not adequately monitor or restrict a confidential source,

that source may jeopardize an Investigation.

Limited Use Confidential Source. In the wake of the
September 11, 2001, terrorist attacks, the DEA added this new
category of confidential sources, which eliminated certain
documentation requirements. According to the DEA Agent Manual,
Limited Use confidential sources must be free of criminal activity or
criminal associations and wiil not be required to testify. In addition,
they are paid and must provide information without the direction of
the DEA.* According to the DEA Agent Manual, if the confidential
source meets this definition, the source will not be fingerprinted,
photographed, or have an initial debriefing or a suitability statement.

17 1f an individual's presence in the United States is necessary for law
enforcement purposes, and the individuail would otherwise be ineligible to receive a
visa to the United States, entry pursuant to the Significant Public Benefit Parole

" Program can be made. Additionally, Section 13003 of the Violent Crime Controf and -
Law Enforcement Act of 1994 created a new non-immigrant classification (“S” visa).
ThlsvlsahvalldforSmnandallowsdnconﬂdcnﬂdmmmdmmhemofﬂu

source’s family to reside and work in the United States.

18 A confidential source who Independently provides Information to the DEA
would be working without the direction of the DEA,
LIMITED OFFICIAL USE - NOT FOR PUBLIC RELEASE
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The DEA Section Chief of the Confidential Source Unit stated that

the DEA created the Limited Use confidential source category to
. streamiine the establishment process and better receive and provide

information. Immediately after the terrorist attacks, the DEA was
flooded with information from other agencles and tips from private
citizens. Some Individuals who were defined as a “professional”
business person or a “tipster” (concerned citizens who provide
information) were reluctant to go through some of the confidential
source establishment process such as fingerprinting and
photographing. However, the Attorney General Guidelines’ minimum
documentation requirements for pald sources are:

o A photograph of the source;
¢ The agencies’ efforts to establish sources’ true identity;

e The resuits of a criminal history check;
o The Initial Suitability Report and Recommendation;

e Any promises or benefits, and the terms of such pr;omiss or
benefits that are given to the source by any federal
prosecuting officer or any state or locai prosecuting office;
and

e All Information that is required to be documented in the
confidential sources’ files pursuant to these Guldelines.

By not photographing, providing an Initial debriefing, or
‘performing a written Initial suitability risk assessment of a pald
confidential source, the DEA Is not in compliance with the Attorney
General Guidelines. Further, the DEA Agent Manual specifies that the |
process for determining If a confidential source Is sujtabie begins with
- an Initial debriefing, fingerprinting, and photograph. These processes

must be completed before the confidential source classification can be
determined. Therefore, the elimination of initial debriefings,
fingerprints, photographs, and the suitablliity statement for Limited Use
confidential sources does not correspond to DEA process. In addition,
we are unclear how an agent can determine that an individual meets
the criteria of Limited Use confidential source without a sultabllity risk
assessment to determine that the individual is a professional business
person or tipster and Is free from criminal activity or assoclations.
Therefore, we believe the DEA should clarify the process for
establishing Limited Use conﬂdentla! sources by eilther demonstrating

LIMITED OFFICIAL USE - NOT FOR PUBLIC RELEAS!
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how it can be assured the individual is eligible for Limited Use status,
or is exernpt from the Attorney General Guidelines,

Continuing Suitability Reporting and Recommendations

In addition to the Initial Sultabllity Report and Recommendation,
the Attorney General Guideiines require, at least annually, the case
agent to review the confidential source’s file and complete and sign a
written Continuing Suitabllity Report and Recommendation which must
be forwarded to a field manager for written approval. The purpose of
the Continuing Suitabllity Report and Recommendation is to determine
whether the risk of using a source has changed since the initial
evaluation, and whether a confidential source should continue to be
utilized.'* In completing the Continuing Suitabiiity Report and
Recommendation, the case agent must address the same factors
outilned in the Initial suitabllity determination (or indicate that a
particular factor is not appiicable), and Indicate the length of time that
the individuai has been registered as a confidential source and handled
by the same agent,

The DEA does not require an annual review. Instead of the
annual review, the DEA requires first-ilne supervisors and controliing
agents to perform Quarterly Management Reviews of Confidential
Source Utllization (Quarterly Management Reviews) on each active

confidentiai source. According to the DEA Agent Manual, the quarterly
review must document:

I — 2 ()E)

» possible revisions to the initlal risk assessment,

BC)(F)
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" —

s whether the confldential source should remain active.

The DEA Headquarters Confldential Source Program Manager Is
supposed to monitor the field divisions to ensure that all Quarterly
Management Reviews are completed. The DEA provided us with a
template for the reviews, which suggests the format and language of
the report, but it does not specify that the first-line supervisor needs
to address each continuing suitabllity factor.

Our review of 150 confidentlal source flles revealed that none of
the Quarterly Management Reviews addressed ali continuing suitability
factors. Although some of the factors were addressed, such as change
of address, Indication of criminal background checks, or change In
phone number, most reviews contained generic or bollerpiate
statements such as “no changes in blographic information.” Given that
the Initial Suitabillty Report is generally not written and does not
provide information on all suitability factors, the lack of specific
information on the Quarterly Management Reviews makes it even
more difficult to ascertain If agents are aware of the risks of using a
source and are taking these risks into consideration when determining
the suitabliity of a confidential source.

In addition, when reviewing the Quarterly Management Reviews
we noted that:

s The confidential source files generally did not include copies
of the most recent criminal check reports. Rather, the
Quarterly Management Reviews only Included an indication
that a check was run

s Prior to 2002, the Quarterly Management Reviews contalned
documentation of the calendar year and lifetime payments.
After the second quarter of 2002, the DEA discontinued this

~ process. The Section Chief for the Confidential Source Unit
Indicated this practice was discontinued because it was
duplicative.

Although the DEA’s Quarterly Management Reviews exceed the
Attorney General Guidelines’ annual review requirement, the DEA’s
approach needs improvement. The Attorney General Guldelines
require that the DEA address each suitability factor or indicate that a

LIMITED OFFICIAL USE -~ NOT FOR PUBLIC RELEASE
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factor is not applicable. The DEA’s approach of only indicating “no
change” does not provide assurances that the agent has adequately
considered whether the benefits of using a source continue to
outweigh the risks.

Review of Long-Term Confidentiai Sources

One of the purposes of the Attorney General Guidelines is to
provide more oversight of agents handiing confidential sources by
having individuals who are not as close to those sources make critical
decisions about payments and other matters. The Attorney General
Guldelines require a “Confidential Informant Review Committee” to
review a confidential source who has heen active for more than six
consecutive years, to the extent that the source remains active every
six years thereafter. The Guidelines also state that the Confidential
Informant Review Committee must review the confidential source's
compieted Initial and Continuing Sultability Reports and
Recommendations, and decide whether, and under what conditions, an
individual should continue to be used as a confidential source,

To comply with the Attorney General Guidelines, the DEA created
its own Sensitive Activity Review Committee.”® This Committee
convenes not only to review long-term confldential sources, but also to
discuss issues regarding property, money laundering, and proprietary
storefront operations. '

The Undercover and Sensitive Operations Unit Chief stated to the
01G that prior to November 2003, the Committee had not reviewed
any matters pertaining to DEA iong-term confidential -sources. He also
stated that the Committee does not review confidential source files.
Instead, it reviews an Excel spreadsheet prepared by the Confidentlal
Source Unit that contains names and other pertinent Information about
long-term confidential sources. He further stated that the Confidentlal

2 The Undercover and Sensitive Operations Unit is part of the Office of
Enforcement Operations. According to the Undercover and Sensitive Operatlons Unit
Chief, who is a permanent member of the Sensitive Activity Review Committee, a
variety of indlviduals contribute to the Sensitive Activity Review Commiittee, .
Including the Chief for Domestic Operations, the head of the Narcotics and Drug
Operations, Office of Internal Affalrs, representatives from the Department of
Justice, the Domestic Chief Counsel, the Asset Forfeiture and Money Laundering
Coordinator; and the International Chief Counsel for Foreign Operations, According
to the Attorney General Guidelines, the representatives from the Department of
Justice are appointed by the Assistant Attorney General for the Criminal Division.
They are a Deputy Assistant Attorney General for the Criminal division and an
Assistant United States Attorney. '

LXMITED OFFICIAL USE - NOT FOR PUBLIC RELEASE
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Source Unit Section Chlef Is avallable to answer questions that arise
that cannot be explained by the information contained In the
spreadsheet. Although a Committee member may review a
confidential source file upon request, the Unit Chief stated that he
does not belleve this Is necessary. He also stated that the Committee
Is untikely to question the judgment of a Special Agent in Charge who
has aiready reviewed the information in the confidential source file.

In our judgment, the DEA should strengthen its management
over long-term confidential sources. The Sensitive Actlvity Review
Committee should conduct a high-level, independent review of long-
term confidential sources. The review shouid monitor not only the
controliing agents’ decisions, but aiso the actions of supervisors In the
chain of command, including the Special Agent in Charge and any DEA
Headquarters staff, If the Committee relies solely on Special Agents in
Charge and the Headquarters Confidential Source Unit without
independently reviewing the information Itself, we believe the value of
Its work is significantly diminished.

DEA Maintenance of Impeachment Information

The DEA Agent Manual requires agents to provide prosecutors
with all discoverable information pertaining to any confidential source
who may be utilized as a witness. This information includes payments
to the confidential source, any oral or written agreements between the
DEA and the confidentlal source, and any impeachment information
known by the DEA that may affect the credibility of the confidential
source. Examples of impeachment information are a confidentiai
source’s criminal record, a substance abuse probiem, or Instances
where the source has given false testimony or statements.

As noted eanrller In this report, the DEA does not detail by factor
the confidential source’s suitabllity either when initially establishing the
source or during the quarterly review. Therefore, It may be difficuit for

. an agent who was not present at either the estabilshment or quarteriy

briefing of a source to discover Impeachment information about the
source.

During our audit, one DEA Confidentlal Source Coordinator
suggested that the DEA develop a central repository of all
Impeachment Information. Such a database would provide anyone
who utllizes the confidentlal source to be aware of all Impeachment
information about the source without having to manually search
muitiple fites. This could eliminate the current process of manual file

LIMITED OFFICIAL USE -~ NOT FOR PUBLIC RELEASE
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checks and it would be a valuable resource to agents who are trying to
establish a confidential source In a new office or reactivate one who

. was previously deactivated. In addition, by implementing a central

repository of impeachment information, DEA agents will be better able
to determine whether a confidential source should be utilized.

Recommendations
We recommend that the DEA:
1. Update the DEA Agent Manual to

a. Require comprehensive written Initial Sultability Reports
that address all of the factors specified in the Attomey
General Guidelines.

b. Require written continuing suitabllity reports that address
all the factors specified In the Attorney General Guidelines.

¢. Require the Sensitive Activity Review Committee to either
review the confidential source files for all long-term
confidential sources, or review the continuing written
Initial and Suitability Reports and Recommendations, and
document their findings.

d. Clarify the process for establishing Limited Use confidential
sources to include demonstrating how the DEA can be
assured the Indlvidual Is eilgibie for Limited Use status and
how this status either complles with or Is exempt from the
Attorney General Guldelines.

- 2. Implement a policy of documenting the rationale for confldentlal
source’s categorization.

3. Consider adding a module to the Confidentlal Source System
that tracks confidential. source Impeachment Information.

LIMITED OFFICIAL USE ~ NOT FOR PUBLIC RELEASE
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IX1. The DEA Lacks an Effective and Accurate
Confidential Source Payment System

The DEA does not have an effectlve and accurate systemn that
accounts for and reconclles all confidentlal source payments.
During our audit, historical confidential source total payment
Information materially changed by as much as $14 miilion each
time the DEA's system was queried. Because of the inaccuracy
of the automated system, the DEA relies on a manual process to
provide payment information during discovery and to determine
If payments to confidential sources exceed calendar year and
lifetime caps. Consequently, Confidential Source Coordinators
must contact muitiple offices that have used a confidential
source in order to accurately calculate all payments. This
manual process Is time-consuming, prone to error, and could
adversely affect DEA's ability to provide accurate confidential
source payment information. )

The DEA Is required by the Attorney General Guldelines to
establish accounting and reconclilation procedures that reflect a//
monles paid to confidential sources. The primary systems utilized by
DEA to process and account for confidentia! source payments are the
Federal Financial System and the CSS Doliar database.** Our audit
Identified deficiencles In the DEA’s accounting and reconcillation of
confidential source payments that ted us to conclude that the DEA
does not have an effective and accurate payment system. Speclficaliy,
we found inconsistencles In the amounts and types of payments made
to confidential sources; deficlencles with the accounting and
monitoring of calendar year and lifetime payments; problems with the
systems used to account for confidentiat source payments; and control
breakdowns that indicate closer supervisory oversight of confidentia!
source payments is needed.

3 The Federal Finandal System Is a Department of Agriculture system that
handles the DEA financial information on a contract basis. The DEA utilizes the
Federat Finandal System to process confidential source payments. The CSS Daollar
database Is a subsystem of the DEA’s Confldential Source System. The purpose of
the CSS Dollar database Is to account for monies pald to confidential sources.

LIMITED OFFICIAL USE - NOT FOR PUBLIC RELEASE
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Discrepancies in the Amounts and Types of Payments to
Confidential Sources

As part of our review to assess how the DEA accumuiates
confidential source payment information, we asked the DEA’s Office of
Finance to provide us with the total amount of Confidential Source
payments from FY 1998 through FY 2002 by budget category. The
DEA’s Office of Finance queried the Federal Financial System in July
2002 and June 2003 and provided us with different payment amounts
regarding the same time period. Our review of the payments revealed
significant discrepancies In the amounts and types of payments

+ provided to confidential sources as shown in the following table.
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[ DNE )
Comparison of Historlcal
Confidential Source Payment Information

d

Sowce: DEA Federal Financial System, The

FY 1998:

July 2002 | $17,932,802 $0 $376,322 $97,719 $4,676,145 | $8,291,265
| June 2003 | $18,237,343 1 $2,388,367 | $983,921 | $118,395 $4.671,145 | $8,319,755
Discre, 304,541 2,388,367 7,599 20,676 5,000 28,490

FY 1999:.

July 2002 $16,885,001 $0 $325,647 $39,839 $3,901,098 $5,891,315 |
June 2003 |$16,970,922 | $3,915,395 | $325,650 -$39.794 - $3,839,098 | $5,919,895
Di 85,921 3,915,395 3 45 62,000 28,580

FY 2000:

July 2002 | $19,110,333 $0 $250,408 | '$65,248 $4,134.434 | $6,514,120
June 2003 | $19,271,253 | $2,494,013 | $255,189 $65,748 $4,143,734 | $6,604,120
Di 160,920 2,494 013 781 500 9.300 90,000
FY 2001:

July 2002 | $19,006,761 $0 $2,409,769 | $88,697 $5,9686.800 | $4,828,738
June 2003 | $19,142,035 | $2,507,827 | 2,416,340 $88,698 | $6,000,596 $4,920,638

| Discrepancy |  $135,274 | 42,507,827 | $6,571 $1 $13,796 $91,900

payment information was supplied n July 2002 and

June 2003. The amounts do not include payments DEA made using non-appropriated funds such as High
Intensity Drug Trafficking Arels (HIDTA).

When we asked the DEA to confirm the June 2003 summary of
confidential source payments as final figures, we were Informed that:

confidential sources.

22 gae Appendix VI for a description of the Budget Object Codes used to pay

24 1n April 2003, the DEA Office of Finance provided detalled transactions
regarding FY 2001 confidentlal source payments, The total of the detalled
transactions for FY 2001 was $11 million less than the total amount supplled in July
2002 and $14 million less than the total amount supplied in June 2003.

LIMITED OFFICIAL USE - NOT FOR PUBLIC RELEASE

-25-



LIMITED OFFICIAL USE - NOT FOR PUBLIC RELEASE

The query run for the OIG by the Office of Finance was
run out of the Federal Financlal System, as was the
query provided at the entrance conference. Because
errors in the Federal Financial System may be made at
any time and reconclllations: completed quarterly, the
DEA can confirm that numbers are correct only as of the
day they are run. The DEA cannot certify that these
same numbers would result from a query conducted on
the day the [OIG] report is issued. The DEA is willlng to
re-run the query closer to the report publication date,
but can only confirm those numbers as of the date the
query is run.

We are concerned by the degree of inconsistencies in the payment
information because historical data should not change significantly
over time. Changes to historical data years after the close of a fiscai
year call Into question the reliabllity of the data and the system.

BOXE)

B
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» The Office of Finance does not require a Geographic Drug
Enforcement Program and case number to be entered into the
Federal Financlal System.*® These fields are required for
confidential source payments,

+ The payment is coded OM, which Indicates all other transactions,
rather than OP, which Indicates Purchase of Evidence/Purchase
for Information. The difference in coding specifies that the
payments are reimbursed out of a different imprest fund than
the one used for Purchase for Information.

The discrepandles In payments to m_ere not
the only inconsistencies we Identified. We aiso Identified problems in Tt 6‘ /
the following areas that impact the DEA’s ability to provide accurate :
confidentlal source payment Iinformation: accounting for confidential

source payments using non-appropriated HIDTA funds, monitoring

calendar year and lifetime payments, problems with the Federal

Financial System and the CSS Dollar database, and control issues

related to confidential source payments. These problem areas

contributed to the Inaccurate payment information DEA suppiled

during the audit and will impact the DEA’s abllity to monitor both the

calendar year and lifetime confidential source payments as required by

the Attorney General Guidelines. '

5 The Geographic Drug Enforcement Program Is a DEA code that indicates
type of investigation, drug, and target,
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Accounting and Monitoring of Annual and Aggregate
Payments?*

The DEA is limited by the Attorney General Guidelines on the
amount of money it can pay to a confidential source without receiving
certain approvals:

* Single Payment Approval. A single payment of between
$2,500 and $25,000 per case to a confidentlal source must
be authorized, at a minimum, by a senior field manager. A
single payment in excess of $25,000 per case shail be made
only with the authorization of a senior field manager and the
approval of a designated senior headquarters official.

= Annual Payment Approvals. Payments that exceed an
aggregate of $100,000 within a 1-year period shall be made
only with the authorization of a senior field manager and the
approval of a designated senlor headquarters officlal. The
headquarters officlal may authorize additional aggregate
annual payments In increments of up to $50,000.

» Aggregate Payment Approvals. Payments that exceed an
aggregate of $200,000 shall be made only with the
authorization of a senior fleid manager and the approval of a
designated senior headquarters official, After the
headquarters offictal has approved payments to a
confidential source that exceed an aggregate of $200,000,
the headquarters official may authorize additional aggregate
payments in increments of up to $100,000.

During our audit of 150 confidentiai source files and 64 case
files, we noted a total of 176 different confidential source numbers.
We requested the DEA to provide us with the lifetime payments for
these 176 confidential sources. The following table summarizes the
information:¥”

* The Attormey General Guidelines use the terms *annuai payment approvais”
and “aggregate payment approvals” when discussing approval levels for payments to
confidential sources over a period of time. The DEA Agent Manual defines the annual
payment approval as “calendar year cap” and the aggregate payment approval as

" “ifetime caps.” These terms are used Interchangeably in this report.

¥ without reviewing the confidential source files In every office that utilized
these confidential sources, we could not determine if the appropriate approvals were
obtained.
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Lifetime Payments to the 176 Confidential Sources

Lifetime Payments Number Percentage
Greater than $2,000,000 1 1%
Between $1,000,000 and $1,999,999 9 5%
Between $500,000 and $999,999 2 1%
Between $200,000 and $459,999 15 9%
Between $100,000 and $199,999 26 15%
Under $100,000 123 70%
Total 176 100%

Source: DEA CSS Dollar database. The DEA considers the CSS Doilar system to be unreliabile.
The CSS Doilar database does not contain confidential source payments using DEA non-appropriated
furvds,

In our review of 176 confidential sources, 27 of 176 (15.3
percent) had recelved lifetime payments totaling more than $200,000.
Further, 10 of the 176 (5.6 percent) confidential sources had
payments totaling greater than $1 miliion.*

In addition, we noted that DEA Headquarters automaticalily
authorized an increase In the caiendar year and lifetime payment
amounts when an asset forfeiture payment was made. Additionalily,
we noted no Instances in which an office requested an increase In the
calendar year or iifetime payment level and that request was denled.
Although we are not suggesting that these requests for increases
shouid have been denled, our audit revealed weaknesses with how the
DEA accounts for non-appropriated HIDTA funds and monitors
calendar year and lifetime payments.

= » While the DEA
Agent Manual generally mirrors the language in the Attorney General
Guidelines, It differs in a significant aspect. The Guldeiines do not
distinguish between appropriated and non-appropriated funds;
however, the DEA Agent Manual states that only DEA-appropriated
funds wiil be Included In the listings of calendar year and lifetime
payments, not all monles pald to a confidential source. The DEA Agent
Manual goes on to say that all payments to confidential sources using
appropriated funds or funds from other agencles must be documented
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on the Voucher for Purchase of Evidence or Payment to Confidential
Source (DEA 103). But payments using non-appropriated funds - such
as HIDTA - are not processed through the Federal Financial System
and consequently are not included in the CSS Dollar database of
payments. This means that payments using non-appropriated funds
are not considered In determining whether payments to a confidential
source exceed calendar year or lifetime payment levels. Further, since
the confidential source payments using HIDTA funds are not processed
through the Federal Financlal System, the DEA could not provide us
the total confidential source payments using HIDTA funds without
extensive manuai efforts.

Although HIDTA payments are not processed through the
Federal Financial System, the DEA Agent Manual requires
documentation of these payments to be provided to the Confidential
Source Coordinator for incluslon in the confidentlal source file, This
Information would be important In reconciling payments listed In the
confidential source file to those listed in the CSS Dollar database and
aiso would impact the calculation of the DEA calendar year and lifetime
payments. We Inquired as to how the Confidential Source Coordinator
knows If a payment is from an appropriated fund source (the DEA
Imprest fund) or from a non-appropriated fund source (HIDTA Imprest
fund). DEA personnel provided us with varying explanations ranging
from all payments without a fund citation were made with non~
appropriated funds to the information is listed on the Informant
Payment Record (DEA 356).

[ ‘ In addition to not
counting non-appropriated funds towards the calendar year and
lifetime caps, we noted other problems with how the DEA monitors
annual (calendar) and aggregate (lifetime) caps. During our review,
DEA officlals said the CSS Doliar database monitors the annual and
lifetime caps, and “flags” payments that put a source’s totais over the

- limits. The flag is supposed to signal that headquarters approval Is

required to exceed the cap; however, It does not prevent the payment.
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The DEA instructs agents not to use the CSS Dollar Database
when providing payment information to prosecutors. Instead they are
supposed to manually search through confidential source file to
determine the total amount of payments. The manual search can be
time consuming Iif a confidential source was active in multiple offices.
If a source was active In muitiple offices, all offices must be identified
and, since each office malntains a confidential source file and payment
records, that office must review Its files manually to calculate a total
amount of payments.

We were informed by both the former and current Section Chlef
of the Confidentlal Source Unit, numerous DEA agents, and five of the
seven Confidential Source Coordinators for the offices we reviewed
that the CSS Dollar database Is unrellable. Consequently, the
Washington, Houston, and Mlaml divislons maintained their own
database to track payments to confidential sources. Aithough Miami
did not indicate that the CSS Dollar database was unrellable, the office
nevertheless developed Its own internal database to track payments.

The Section Chlef for the Confidentlal Source Unit provided a
series of e-mails that outlined the long-standing problems the DEA
experienced in populating the CSS Dollar database. These Issues
contributed to the problems with confidential source Andrew
Chambers, where the DEA gave conflicting accounts of amounts pald
to Chambers. Further, the e-maills indicated time lags In processing
the payments, a lack of quality controls, and a communication
disconnect between the DEA Office of Finance and the Confidential
Source Unit regarding who Is responsible for the CSS Dollar database
and the Importance of correcting the problems. The Section Chlef for
the Confidentlal Source Unlt sald that incomplete records in the data
supplied to the CSS Dollar database (Incorrect date, case number, and
office identifier) make it impossible to perform a proper audit of a
confidential source's payment history. We discuss In more detall later
the problems with the Federal Financlal System and the CSS Dollar
database,

To determine if the DEA Is monitoring calendar year and lifetime
caps, apart from using the CSS Dollar database, we reviewed .

- documentation in the confidential source files for evidence of cap

monitoring. Confidential source payments are documented on the
Informant Payment Record (DEA Form 356) regardless if the funds are
from appropriated or non-appropriated sources. However, this record
only lists payments from a specific office and is not a consolidated
listing of all payments made by other DEA offices utilizing the same

LIMITED OFFICIAL USE ~ NOT FOR PUBLIC RELEASE
- 31 -



[—

® ®

LIMITED OFFICIAL USE -~ NOT FOR PUBLIC RELEASE

confidential source. Prior to 2002, agents were required to list the
calendar year and lifetime payments remaining on the Quarterly
Management Reviews, and we observed that this was generally
performed. However, in the current verslon of the DEA Agent Manual
(April 2002), the DEA no longer requires that such information be
documented in the Quarterly Management Reviews. Instead, the DEA
Agent Manual states that the Confidentlal Source Coordinator and
first-line supervisor are to review the payments to determine if they
approach the caps. '

During our review of 150 confidential source files, we noted that
caps were sporadically documented on Quarterly Management
Reviews, Receipts for Cash or Other Items (DEA 12), and Confidential
Source Establishment (DEA 512). Although we noted a few
memoranda requesting cap increases, we did not observe any formal
process or consistent practice used by the DEA to monitor calendar
year and lifetime caps. We also did not see any formal reconciliation
of the CSS Dollar database, the Federal Financial System, or the
confidential source payment records. The only evidence we observed
of any reconcillation attempts were a few printouts of CSS Dollar
payment Information and DEA letters to prosecutors listing specific
confidential source payment Information.

The Confidential Source Program Manager indicated DEA
Headquarters does not reconclile the payments listed on the Informant
Payment Record (DEA 356) to the CSS Doilar database. While he
suggested that perhaps field personnel performed this task, he was
not aware of a requirement to do so. We also found no evidence of
such a requirement.”

Because the CSS Dollar database is unreliable and the DEA does
not have a formal or consistent practice to monitor calendar or lifetime

¥ The DEA Agent Manual specifies that the Confidential Source Coordinator
and first-line supervisor must review the confidential source’s payment history to
determine If the payments were fustified and to determine if they approached
calendar and lifetime caps. However, we found no requirement In the DEA Agent
Manual to récondile the payments In the confidential source file to those In the
Federal Financial System, the CSS Dollar database, or to case expenses. The
procedures used by the DEA Inspections Unit to periodically review the Confidentlal
Source Program do not Include a recondillation of payments. While the Confidential
Source Coordinator position description indicates that the Coordinator should
conduct periodic audits to determine If confidential source information is correct and
accurately recorded, the Coordinator's performance work plan does not Indicate that
reconciling the confidential source payments In the file to the CSS Dollar database is
a requirement of the position.
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payments, we were unable to determine if confidential source
payment caps were exceeded without the appropriate approvals or
verify that the DEA was effectively monitoring caps. In addition,
because the CSS Dollar database is unreliable and the DEA does not
reconclle confidential source payment Information, Confidentlal Source
Coordinators must rely on manual calculations to verify that caps are
not exceeded and to provide payment information during discovery.
This manual process is time-consuming and prone to error since It
requires the Confidentlal Source Coordlnators to contact all offices
using confidential sources in order to accurately calculate all

payments.

Problems with the Federal Financial System and the CSS Dollar
Database

In addition to the unrellability of the CSS Dollar database, we
also noted problems with the Federal Finandal System’s vendor and
case tables; the lack of audit tralls for the correction of data entry
errors In the CSS Dollar database; and delays In processing
confidentlal source payments.

Issyes with the Federal Financial System Vendor Name, Case
Tables, and the Correction of Errors. In order to enter confidential
source payments into the Federal Financial System, the DEA requires a
*vendor name.” Norrnally, payments to individuals use that person’s
Soclal Security Number (SSN) as the vendor name. For example, a
reimbursement of expenses to an agent would use the agent’s SSN as
the vendor name. In order to protect the identity of the confidential
source, however, the DEA cannot use the confidentiai source’s SSN.
Instead, for confidential source payments, the DEA uses a derivative of
the “confldential source number” as the vendor name. Before
February 2004, the Federal Financial System did not have an adequate
validation process for the vendor name field. For example, if the
confidential source payment was coded using the agent’s SSN instead
of the confidentlal source vendor name, and included one of the '

nfidential source payment Budget Object Codes
the payment would be p . However, -
this payment would not be identified as a payment to a particular
confidential source within the Federal Financial System or In the CSS
Dollar database. '

The DEA Office of Finance queried the Federal Financial System
for fiscal 2 and found 79 records where the Budget Object
Code was but the vendor name was
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not a confidential source vendor name. Additionaily, DEA’s Office of
Finance personnel indicated that inputting a wrong Budget Object Code
{l.e,. a Budget Object Code that is not a confidential source payment
Budget Object Code) in connection with a confidential source was
probably a more common error than inputting an Incorrect vendor
name. These errors prevent the transactions from being extracted
into the CSS Dollar database and therefore do not account for some
payments to confidential sources. In other words, this error may
understate the amount of payments paid to a confidential source both
in a specific year and over the lifetime of the source.

In February 2004, the DEA made enhancements to the Federal

 Financial System that helps correct the problem of invalld vendor type.

The Budget Object Codes used for confidentlal source payments have
a vendor type of *1.” If the DEA enters data into the Federal Financial
System using a Budget Object Code that has a vendor type "1," then
only a derivative of the confidential source number can be entered as
a vendor name. If the Individual entering the data uses a SSN
instead, the system instructs the individual to re-enter a vaild Budget

‘Object Code-vendor name combination.

. While this enhancement better validates vendor names, a
problem still exists with the valldation system. Once a confidential
source s established and a confidentlal source number is assigned,
that source has a vendor name estabiished. However, if that
confidential source Is deactivated, the vendor name is not deactivated;
therefore, a payment could be processed with a deactivated
confidential source vendor name.

When we discussed this issue with the DEA, we were told that
the Confidential Source Coordinator would catch this problem when the
copy of the Voucher for Purchase of Evidence or Payment to
Confidential Source (DEA 103) was filed in the confidential source file.
However, even If the Confidential Source Coordinator noted this error
when the paperwork was filed, the funds would have already been
paid. Consequently we belleve the DEA should further enhance the
controls over confidentlal source payments to prevent a deactivated
confidential source from being used to obligate or expend funds. This
can be done by removing deactivated confidential source vendor
names from the validation table,

Another improvement made by the DEA In February 2004 was
the validation of the case number fieid in the Federal Financial System.
Previously, only the first five digits of the case number were validated
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and the remaining four digits could be any combination of numbers up
to 9999. This led to erroneous case numbers belng entered into the
Federal Financial System. Under the revised system, each time a case
number is entered Into the appropriate field of the Federal Financial
System, it is validated against a table contalning valld case numbers

that is updated nightly.

while vaiidating case numbers Is an Important improvement, the
DEA can further strengthen controls by only exporting those case
numbers that legitimately should have expenses charged to them
instead of exporting all case numbers. Under current procedures,
expenses can be charged to a case indefinitely. For example, the DEA
can continue to charge expenses to cases that have been
*administratively closed.”™® For instance, a DEA Administrative Officer
stated that an agent who embezzled funds from the Imprest fund had
clted closed cases on his requests for funds. To prevent a closed case
from belng used to obligate or expend funds in the future, we belleve
the DEA should further enhance the controls over confidentlal source
payments.

D ntry E

Audit Tralls for the Correction of Data Entry Errors to the CSS
" Dollar Database. In August 2002, the DEA acknowledged and planned

to correct 1,500 payments in the Federal Financial System that were
not captured in the CSS Dollar database because of data entry errors
by field personnel. The DEA explained that corrections to the CSS
Dollar database were made vla an overiay file, which overwrites the
CSS Dollar data with the corrected Information. However, the
correction does not leave an audit trail to Identify what transactlons
were affected or what changes were made.

In April 2003, the Section Chief of the Confidential Source Unit
and the Confidentlal Source Program Manager (Operation
Management) Indicated that Iinput errors in the CSS Dollar database
were stlil a problem. Further, according to the Office of Finance,

‘despite the February 2004 enhancements to the Federal Financlal
_System that improved the overall integrity of the data being

. ® administratively closed cases are those in which further Investigation is not
warranted or the Investigation is to be continued in one or more other cases.

3 An “audit trail® is the sequence of paperwork that validates or invalidates
accounting entries. The term IS also used for an electronic or paper log used to track
computer activity. When an Information system Is developed, an audit trali should
be built in to ensure that controls are In place and to integrate fraud prevention and
detection methods.
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transferred, the dally upload was not working properly and was stili
requiring overiays to correct the data.

We belleve that the DEA should continue to correct the Interface
between the Federal Financlal System and the CSS Dollar database
and implement an audit trall to Identlfy what changes were made to
the electronic records.

i . Timeliness and
reliability of Information are other concerns we have about CSS Dollar
data. The processing of confidentlal source payments through the
imprest fund to the Federal Financlal System and Into the CSS Dollar
database can take up to 17 days. The lack of current and accurate
information creates the potential for other DEA offices reviewing the
CSS Dollar database to be unable to accurately determine if payments
to a confidentlal source exceeded the calendar year or lifetime levels,
As a resuit, payments couid be made to confidential sources without
recelving the necessary prior approvai.

Review of Payments

As part of our review of internal controis over confidential source
payments, we reviewed 150 confidential source files and
documentation of 4,861 DEA payments to confidentlai sources totaling
$15,101,198." The following chart depicts the number and amount of
payments we reviewed from each DEA Divislon.

2 appendix V11 contains the individual confidential source payment
summaries of the audit sites. The results Include totat payments for each office and
detalls the type of payment reviewed.
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The DEA denotes that payments to copﬁdential sources are
accounted for in the following Budget Object Codes:®

During our audit we categorized the 4,861 payments into the
categories of payment types noted on the DEA 103, Voucher for
Purchase of Bvidence or Payment to Confidential Source. In
summarizing the 4,861 payments by type of confidential source
payment, we observed the most frequent type was for
information/services. The payment type with the most dollars
associated with it was an Asset Forfeiture Award - Liquidated Asset
{28 USC 524 (C)(1){(C)).»* Further, the award and reward payments
were, on average, higher dollar payments but represented a fewer
number of payments. The reimbursements payments were, on
average, lower dollar payments, but represented a greater number of
payments. The followlng chart depicts the type, number, and amount
of payments we reviewed. )

1 gee Appendix V1 for the descriptions of the Budget Object Codes.

 See Appendix VI at Budget object code 2579 for a description of Asset
Forfelture- Liquidated Asset.
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We reviewed payments to dete:_'mlne if:

« the transactlon type was specified and appeared
correct,

+ the Budget Object Code was listed and correct,

« the Voucher for Purchase of Evidence or Payment to
Confidential Source (DEA 103) had a citation to a
specific Report of Investigation (DEA 6) found In the
confidential sourge file,

« reimbursements were supported with recelpts and the
DEA 103 noted expense descriptions, .

+ all necessary signatures appeared on the DEA 103, and
. appropriate approvals were noted on the DEA 103.

The resuits of our review are noted In each of the following six
subsections. Some payments were found to be deficient in more than
one category, and these deficlencles underscore the DEA’s need to
improve procedures for the accounting and reconciling of confidential
source payments.

LIMITED OFFICIAL USE - NOT FOR PUBLIC RELEASE
-39 -



] | ®

LIMITED OFFICIAL USE - NOT FOR PUBLIC RELEASE

. The Attorney General Guidelines require
payment records to specify whether the payment Is for Information,
services, or expenses. The DEA Agent Manual states that an agent
may not combine payment types but Instead must specify a single
type of payment. If an agent pays a confidential source for both
information and expenses, two separate Vouchers for Purchase of
Evidence or Payment to Confidential Source (DEA 103) need to be
completed. During our audit, we noted 413 of 4,861 (8 percent)
payments, totaling $757,180, that either did not specify the type of
payment, had more than one type of payment specified, or the
remarks describing the payment did not correspond to the payment
type selected. Even though these 413 payments either were
incomplete (no box checked) or In error (the remarks did not
correspond with type of payment selected), a supervisor approved
them. Such errors would make It difficult to accurately respond to a
prosecutor's request to list payments to a confidentlal source by type
of payment.

Budget Object Codes. According to the DEA Agent Manual, a
supervisor must Inspect the undistributed DEA 103 to ensure that ail

coples are properly executed.”® The supervisor’'s signature on the DEA
103 certifies that the document Is properly executed. Additionally, the
DEA Flnancial Handbook states that the fund citation must be listed in
section V of the DEA 103.“ The current version of the DEA 103 lists
various types of payments, such as information services,

~ reimbursement expenses, reward, security, relocation, trafficker-
directed funds, and awards. During our review of payments at

Los Angeles, Phoenix, Houston, and Chicago, we noted 1,632 out of
4,097 (40 percent) payments, totaling $2,959,724 that were in error
or did not have fund citations on the copy of the DEA 103 that was
distributed to the establishing offices confidential source file.
Therefore, we could not verify that the payments were accurately
recorded In the Federal Financlal System.

During our audit, we asked why the fund citation was not on the
DEA 103 In the confidential source flle. The DEA’s Deputy Assistant

* The DEA 103 Is a multi-carbon form. Once the DEA 103 is completed,
coples go to the Imprest Fund, Fiscal (accounting), sub-imprest fund (if applicable),
division or country office confidential source file, and the establishing office’s
confidential source file.

“ The DEA fund citation Is an accounting code that identifies the fiscal year,
the fund type, the office requesting the payment, the DEA program code, the office
making the payment, and the type of payment (Budget Object Code).
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Payment amounts are determlned in part by source eﬂ‘ectiveness
However, according to the DEA Policy & Planning Section Chief, the
DEA has no rating system or objective measurement to assess the
success of confidential sources. Agents rely on the number and
Importance of arrests and leads stemming from the confldential
source’s information to assess the source’s effectiveness. The only
guidance the DEA Agent Manual offers in regard to the payment
amount is that payments are to be commensurate with information
provided.

The DEA Agent Manual states that In completing the DEA 103,
the agent must include a brief synopsis of the basis or justification for
the payment, the source of funds (if funding was provided by another
agency), and a citation to the DEA 6 or teletype that explains or
" justifies the payment. During our review of files in New York and
Miami, we noted that in 11 of 24 confidential source files (45 percent)
we reviewed, the DEA 103s either did not specify a DEA 6 or the form
could not be located in the confidential source file. In those cases we
couid not determine the baslis or justification for the payment.

During our on-site work in Los Angeles, Houston, Phoenix, and
Chicago, we expanded our file review to identify any DEA 103 that
elther did not identify a DEA 6 or the form specified was not in the

. confidential source file. As shown in the following table, we
determined that one-third of ali payments either did not identify a
specific DEA 6 or the form specified couid not be iocated in the
confidentlal source file or In the handling agent’s personal files, In
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those cases we could not determine the basls or justification for the
payment.

POE ]

Given the wide latitude agents have In determining the amount
of payments and the confidentlal nature of the transactions, the
justification for the payment should be specifically identified. Without
a specific justification, the DEA 103 Is not compliete and any
supervisory official could not accurately determine if the payment is
reasonable or appropriate.

. Relmbursement Receipts and Expense Descriptions. The
documentation required by the DEA to support reimbursement
expenses, such as car rental, hotel, and telephone costs, varied
depending on the version of the DEA Agent Manuai in effect,

¢ The DEA Agent Manuai in effect from 1987 until
September 10, 1998, did not separate reimbursements from
payments for information and therefore does not indicate
any specific documentation requirements.

» The DEA Agent Manual In effect from September 10, 1998,
through June 27, 2001, specified reimbursements as a
specific type of payment and stated that reimbursement of
expenses incurred by a confidential source shouid be based
upon actual receipted expenses.

e The next two versions of the DEA Agent Manual, dated
June 28, 2001, and April 24, 2002 (current version),
indicated that reimbursements should be based upon actual
expenses incurred and required receipts to be obtained
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whenever possible. The agents were directed to attach the
_recelpts to the establishing office’s copy of the DEA 103 in
the confidential source file,

The Unit Chief of the Confidential Source Unit stated that agents
are instructed to collect receipts if possible, but if a confidential source
cannot supply a recelpt, agents should note on the DEA 103 why
receipts were not availabie. '

During our review of confidential source files In New York, Mlami,
Los Angeles, Phoenix, Houston, and Chicago, we reviewed 1,332
payments for reimbursements of expenses to determine if they were
supported with receipts. The resuits, as shown in the following table,
Hiustrate that receipts were rarely provided for reimbursement
payments.

Review of Rainibursaments and Receipts

Number of Total Amount of Percentage of|
Reimbursement Payments Reimbursements Recelpts Payments
Time frame Reviewed Reviewed Attached with Receipts
Prior to September 10, 1998 © 338 $ 568,490 4 1%
September 10, 1998 through
June 27, 2001 624 419,750 4 1%
After June 27, 2001 370 241.579 30 8%
1332 $1229819 38 3%

Source: Office of the Inspector General Review of confidential source files.

Although the DEA did not require receipts to support
reimbursement payments for 338 payments that occurred prior to
Septernber 1998, only. 34 of the 994 (3 percent) relmbursement
payments after that date that required recelpts were properly
supported. In addition, none of the 960 payments without receipts
($638,278) made on or after September 10, 1998, contained an
explanation as to why a receipt was not obtained.

When reviewing relmbursement payments, we eicamined the
description noted in the remarks fleld of the DEA 103. We found that

. 775 of 1,332 reimbursement payments elther had no description of the

expenditure or generic descriptions such as “expenses incurred” or
*U/C expenses.” We believe it Is important that the expense
description be specific given the wide latitude agents have In
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determining the amounts of the payments and the confldential nature
of the transactions. The lack of receipts and the inadequate
descriptions of the expenses create a lax internal control environment
where payments may be approved that are not reasonable,
appropriate, or justified. Consequently, we believe that DEA
supervisors need to improve thelr oversight over reimbursements.

Approvals, The DEA Agent Manual requires that a second-line
supervisor or above approve payments greater than $2,500 and a
Senlor Executlve Service-level manager and the designated
Headquarters personnel from either the Office of Domestic Operations
or the Office of International Operations approve payments greater
than $25,000. According to the Unit Chief of the Confidentiai Source
Unit, a Receipt for Cash or Other Items (DEA 12) should be attached
to the DEA 103 if the required supervisor approval of the payment Is
on the DEA 12. However, the DEA Agent Manuai does not require the
DEA 12 to be in the confidential source file.

During our audit work in New York and Miaml, we noted that the
DEA 12 forms generally were not found in the confidential source files.
Therefore, In Los Angeles, Houston, Phoenlix, and Chicago, we
expanded our testing by requesting the DEA 12s If they were not found
in the confidential source file. In Los Angeles, Phoenix, Houston, and
Chicago, we reviewed 4,097 payments, of which 439 exceeded $2,500
and consequently required approval beyond the agent’s group -
supervisor. For 66 of the 439 payments (15 percent) totaling
$1,016,921, the DEA 103 did not reflect the appropriate supervisory
approval and the dlvision offices could not locate the DEA 12s to
demonstrate appropriate supervisory approval. Without the higher-
level manger’s approval on or attached to the DEA 103, the document
is Incomplete and it Is unclear whether the appropriate supervisor
approved the payment. '

Signatures., The DEA Agent Manual requires the confidential

source to sign the establishing office’s copy of the DEA 103

acknowiedging that he/she has recelved the specified amount of
money on a particular date. The agent that makes the payment
(payer), the claimant (agent who requested the funds from the

- Imprest fund), and a witness (another law enforcement officer) must

sign the “recelpt” as well. Once the payment Is made and the DEA
103 is completed, the appropriate level of management signs the
form.,
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As part of our audit, we reviewed the DEA 103 to determine if:
1) all required signatures were documented on the form,
2) the confidential source signature appeared to be consistent among
payments, 3) the witness or supervisor signature was a carbon, and
4) whether the DEA used “white out” for corrections rather than
initialing the correction. We generally observed that the payments
had all the required signatures, the signatures appeared authentic, the
witness and supervisor signatures were carbon coples, and
corrections, if any, were crossed out and initialed.* As shown in the
following table, we only noted 91 out of 4,861 payments (about 2
percent) totaling $331,355 that we observed issues with signatures.

Observed Issues with Signatures on DEA 103s

Issue Number of payments
Missing payer signature (a) 7
Missing witness signature (a) 14
Missing supervisor signature (a} 13
Questionable confidential source signature (b) 18
Original rather than carbon signature (c) 39
Total 91

Source: Office of the Inspector General review of confidential source files,

3. One explanation we were provided concerning the missing signatures was
that the signature did not go through all the carbons. Based on the review
of the documents in the confidential source file, we couid not determine if
the signatures were originally on the document.

b. When reviewing the confidential source signature, we compared signatures
among the payments in the fite. In 18 instances, we observed confidential
" source’s signatures that were not consistent with the source’s signature on
other payments. When we asked DEA officlals about the questionable
signatures, they indicated it was the confidential source signature and the
variation could be due to the source signing the receipt in unusual
circurnstances such as on the hood of a car.

¢. Original signatures on the last page of a carbon form could Indicate either
the signature was not originaily on the document but rather added after the
DEA 103 was distributed, ¢r the signature did not go through ail the carbons
ard the final page was re-signed. Based on our review of the documents,
we could not determine which ocousred in these cases.

*! we observed the use of *white out” on 23 original payment documents.
The use of white out obscures the information that is being corrected. The practice
of crossing out the error and Initialing the correction Is the generally accepted
method of correcting original documents because it does not obscure the information
being corrected.
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During our testing, we aiso noted that 47 of 150 confidential
source files we reviewed had signature exemplars for the confidential
source.* We discussed the Issue of signature exempiars with DEA
‘officials in Los Angeles and were told that they are no longer required.
None of the four DEA Agent Manuals in effect since 1987 indicate that
signature exemplars are required. However, the signature exemplars
made it easier for a reviewer to validate the confidential source’s
signature, and we believe signature exemplars represent an additional
internal control and best practice that should be reinstituted.

Miscellaneous issues. In reviewing the 150 confidential source
files, we also noted other payment-related Issues of concern. In most
cases, the payments Involved were either smal! dollar payments or the
situation was an isolated Instance. However, we discuss them briefly
below because they relate to oversight of confidentlal source
payments.

+« We observed a total of 17 payments for $52,240 (Houston
and Miami) that note the payments were made to sources for
sub-sources. The DEA Agent Manual indicates any individual
who is paid by the DEA must be established as a confidential
source. Therefore, it appears that the practice of paying
sources to pay sub-sources conflicts that the DEA Agent
Manual.

« In reviewing one file, we noted a letter indlcating a DEA office
made a substantial payment ($19,900) from the asset
forfeiture fund to a confidential source. The confidential
source had been deactivated and deemed unsatisfactory
months eariler. According to the DEA Agent Manual, a
confidential source declared unsatisfactory wlll generally not
be considered for award or monetary compensation. We
found no documentation explaining why the source was being
paid despite having been declared unsatisfactory. The
Confidential Source Coordinator stated that the payment
should not have been made.

« We noted four payments totalfing $7,150 In which the witness
*  and supervisor was the same person. When we questioned

42 gignature exemplars are documents that provide samples of an individual’s
written signature. The signature exemplars would ald in verifying the confidential
spurce’s signature on payments. We observed signature exemplars in Phoenix (6 of
30), washington (16 of 16), and Chicago (25 of 25) confidential source files.
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this, we were told that the DEA Agent Manual does not forbid
this practice, '

s An asset forfeiture award payment for $1.25 million was
recorded in the Miaml Division. We observed the required
Headquarters approval but were unable to verify the required
division SES-level approval on the DEA 103. When we
commented on the size of the payment, a Miami Associate
Special Agent in Charge stated that such an award was
commonplace and necessary given the danger faced and the
scope of work these confidential source "employees” provide.

+ Before a Defendant Use confidential source was officiaily
established, a payment of $4,000 was made to the source for
information/services. According to the DEA Agent Manual,
any confidentlal source that Is pald by the DEA must be
established. The Report of Investigation (DEA 6) explained
that the $4,000 payment was provided to the confidential
source to help pay off a $6,000 prior drug debt, although the
source contributed $2,000 of his/her own money. Generally,
Defendant Use confidential sources do not receive Information

_ payments or awards. Further, the payment was made in July
2002, but the agent and supervisor did not sign the
supporting DEA 6 until May 2003.

Recommendations
We recommend that the DEA:

4. Specifically Identify what types of payments are to confidential
sources and conslistently identlfy those payments In the Federal
Financial System. The DEA should pay specific attention to
Budget Object Code 2533 ~ Payments to Foreign Police Officlals
and resolve an inconsistency between the Confidential Source
Unit and the Office of Finance as to whether payments using
Budget Object Code 2533 are confidentlal source payments.

5. Document the payment process for payments using non-
appropriated funds (specifically High Intensity Drug Trafficking
Areas) and develop an automated method to track these
payments.

6. Account for all payments made to a confidential source by the
DEA, not just payments using DEA-appropriated funds.
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. Implement a formal process to reconclle all payments to

confidential sources, both from appropriated and non-
appropriated funds, to the Federal Financial System, the CSS
Dollar database, and any other medium used to account for non-
appropriated fund payments, such as HIDTA imprest funds. This
process should clearly identify who is responsible for the
reconcillation, the time period the reconciliation should cover,
and who approves the completed reconciliation.

. Enhance controis over confidential source payments to prevent a

deactivated confidential source or administratively closed case
from being used to obiigate or expend funds.

. Develop a plan to correct the CSS Dollar database to reflect

accurate, up-to-date data on confidential source payments and
implement an audlt trail to identify what changes were made to
the electronic records. Alternatively, the DEA should develop
another electronic process for monitoring calendar year and
lifetime payments to confidentlal sources. If the DEA develops
another eiectronic process, the DEA Agent Manual should be
amended to reflect this new process.

Reinforce guidance to agents on the requirements of completing
a Voucher for Purchase, of Evidence or Payment to Confidentiai
Source (DEA 103). The reinforcement shouid address ali
sections of a compiete DEA 103 inciuding purpose of payment,
remarks, signatures, and fund citation, as weli as obtaining
receipts when possible or documenting why a receipt Is not
possibie, .

Amend the DEA Agent Manual to require that Recelpts for Cash
or Other Items (DEA 12) be attached to DEA 103 ifthe DEA 12 Is
used to document the appropriate manager-ievel approval.

‘Conslider reinstituting a, requirement to obtain signature

exemplars for confldential sources.
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STATEMENT ON THE INTERNAL CONTROLS

In planning and performing the audit of the DEA’s Payments to
Confidential Sources, we consldered the DEA's internai control
structure for the payments to those sources. We focused on the
internal controls related to the determination of the amounts and
types of payments made to Individuals; the eligibility criteria and
methodoiogy for determining the amounts pald; and assessing the
DEA's compliance with regulations concerning individuails who provide
information for payment and controis over disbursements.

This evaluation was not made.for the purpose of providing
assurance on the DEA’s internal controis over confidential source
payments as a whole. However, we noted certain matters involving
the internal controls that we considered to be reportable conditions
under the Government Auditing Standards. Reportable conditions
involve matters coming to our attention relating to significant
deficiencies in the design or operation of the internal control structure
that, in our judgment, could adversely affect the ability of DEA to use
funds efficiently and effectively. We found there was a lack of written .
documentation in the risk assessment process and that the DEA does
not have an effective system to monitor payments to confidential
sources (Findings I and II}.

Because we are not expressing an opinion on DEA's controls over
confidential source payments as a whole, this statement Is intended
solely for the information and use of DEA management in monitoring
the Confidentlal Source Program. This restriction is not intended to
further limit the distribution of this report.
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APPENDIX I

OBJECTIVES, SCOPE, AND METHODOLOGY

The objectives of the audit were to assess the DEA’s compilance
with regulations concerning individuals who provide information for
payment and controls over disbursements. We conducted our audit In
accordance with the Government Auditing Standards and included
such tests as were considered necessary to accomplish our objectives.
Our audit concentrated on, but was not limited to, FYs 2001-2003,

Using confidential source payment information supplied by the
Federal Financial System, we selected for file review judgmental
samples of confidential sources who, during the perlod, recelved a
significant amount of dollars, a significant number of payments, and
few payments or dollars. We did not perform testing to express an
oplnion on the Federal Financlal System, and therefore we do not
express an opinion on it. However, as a part of the annual financlal

. statement audit, the DEA financlal management systems are reviewed

to determine their compliance with the federal financlal management
systems requirements, applicable federal accounting standards, and
the United States General Ledger. These systems were found to
comply with these requirements for the FY 2003 financial statement
audit. Therefore, we belleve that the data used for our sampiing and
testing purposes was rellable to the extent needed.

As part of our review of the DEA Confldential Source Program we
examined pertinent documents, Including the four versions of the DEA

‘Agent Manual in effect during our audit period; the DEA Financiai

Handbook, undated (obtained from the DEA In May 2003); and the
Attorney General Guldellines Regarding the Use of Confidential
Informants dated January 8, 2001, and May 30, 2002. We reviewed
the DEA’s process of establishing, paying, and monitoring confidential
sources by reviewing 150 confidential source files, and we considered
the impact of utllizing the confidential source by reviewing 64 closed
case files. We conducted interviews of agents and finance personnel in

~ headquarters and seven division offices. We performed our fleldwork

at the Arlington, Virginla, Headquarters office of the DEA and In
Washington, New York, Mlami, Los Angeles, Phoenix, Houston, and
Chicago division offices. In all cases, our samples were judgmentally
selected.

The DEA supplied an extract of the Federal Financlal System for
confidential source payments. We summarized the payments by
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division as the basis for selecting our sample of confidential source
files to review. Initially, we reviewed 16 confidential source files in
Washington and 12 confidential source files in Miami and New York. Of
all the DEA Divisions, Mlami and New York paid the most money to
confidential sources in FY 2001-2002. We then reviewed 25
confidential source files in Chicago and Houston, and 30 confidential
source files in Los Angeles and Phoenix. In selecting the additional
sites, we considerad amounts pald in total and the geographic region

- of office locations to obtain a cross-section of DEA offices in the audit.

The sites visited comprised 63 percent of all the money paid to
confidential sources in DEA domestic Divisions in FY 2001-2002.

We organized the seiected divislons’ payments Into three
categories: '

+ Confidential sources that recelved the most dollars during the
period; ‘

« Confidential sources that received the greatest number of
payments in the perlod; and

» Confidential sources that received a few low dollar payments.
We selected a judgmental sample of confidential source files to

review from the three categories, and reviewed all payments within
the selected confidentlal source files.
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APPENDIX I1

DEA FORMS

The following pages contain exampies of each form
listed beiow.

DEA 6 - Report of Investigation
The DEA 6 has varied uses. The form is intended for
documentation of meetings, reviews, or actions taken
by the DEA. In this audit, we observed the DEA 6 used
for quarterly management reviews, debriefings,
deactivations, and case Initiation and closure.

DEA 512 -~ f:onﬂdenﬂal Source Establishment

/9(7,3(/5)

[5(D(E
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DEA 12 - Recelpt for Cash or other Items
A DEA 12 is the form used to identify money issued
from the imprest fund for an advance other than
travel. The DEA 12 is properly completed when it
designates the person receiving the advance, file
number, Geographic Drug Enforcement Program
identifier, amount, Federal Financial System obligation
document number, description, and purpose.

DEA 103 - Voucher for Purchase of Evidence or Payment
to Confidential Source

DEA 356 - Informant Payment Record
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DEA 6
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DEA 12
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. the risk that the person might adversely affect a present or

potential investigation or prosecution;

. the extent the person's information or assistance can be

corroborated;
the person's reliability and truthfuiness;
the person's prior record as a witness in any proceeding;

whether the person has a criminal history, is reasonably
believed to be the subject or target of a pending criminal
Investigation, Is under arrest, or has been charged in a
pending prosecution;

whether the person is reasonably believed to pose a danger
to the pubiic or other criminai threat, or Is reasonably
believed to pose a risk of flight;

whether the person Is a substance abuser or has a history of
substance abuse; :

whether the person is a relative of an employee of any law
enforcement agency;

the risk of physical harm that may occur to the person or his
or her immediate family or ciose assoclates as a resuit of
providing information or assistance to the Justice law
enforcement agency; and

the record of the Justice iaw enforcement agency and the
record of any other law enforcement agency (if avallable to
the Justice law enforcement agency) regarding the person's
prior or current service as a confidential source, Cooperating
Defendant/Witness, or Source of Informatlon, including, but
not limited to, any Information regarding whether the person
was at any time terminated for cause.
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APPENDIX VIII

THE ATTORNEY GENERAL'’S GUIDELINES REGARDING
THE USE OF CONFIDENTIAL INFORMANTS

Pmmble

The following Guidelines regarding the use of confidential informants are issued under
theauthmtyofﬂxeﬁttmn:mealaspmwdedmsectmmm 510, and 533 of title 28,
United States Code. Theyapplytothcuseofomﬁdmhalmfmmammmmm!mmhgmom
‘mdmmmmsbybepuunmtofhshcchwmfommtagmmmdfedadmmm :
oﬁccmqmﬁedmpmgmph (I)(A) below
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B DEFINITIONS ............ccooeoiennnne.
I.  "Department of Justice Law Enforcement Agency” oc JLEA® ........1
2 %wumwvm“m”m"”m”“m"“m“"m"“m
s &manuummf““m”n“mﬂ“”m“”“

i

4 -ﬁammmmmmmsumn m;¢““@
'fﬁA:Thdhhdhuwm(”"“”“”“m"
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G.  EXCEPTIONS AND ISPUTE RESOLUTION ..........ooccnere.n.

H  RIGHTS OF THIRD PARTIES ..........cooriiennnineiniinnnnnnns.]

L COMPLIANCE .......cc.oovemnrnrneaennnn. RO )
1L  REGISTERING A CONFIDENTIAL INFORMANT .................. R |
A smnmmnnmnmmwmm”;““m”m”“m”“"mj

1. mumnnymma

3. Costinuing Suitsbiliyy ReVOW ... ....oeieenineseenssierees.

‘i. mormrmmmhﬁm,........,.........m

B ucmnon 5

c mmucnous

s

D. smumovuuoumzmm...............‘..........n
1. mdamconwxnfomuna

2. mmmmmmmmwot .
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2. Probibiiod Transactions and Relationships .. .....................17
B MONETARYPAYMENTS .....ovoooeeoneeeeeseneseeenenen 1
2. Prohibition Against Contingent Payments .. . ... .....e.neneen.on. 18
3. Appovalfora Single PAYment . ........o.ooveeeenienaenenenil 18
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- Amomnouoxmwmtmmmmm .........19
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D. LISTING A CONFIDENTIAL INFORMANT IN AN ELECTRONIC ’
SURVEILLANCEAPPLICATION .........cooiiiiniiniiennnnne .. 24

A.  NOTIFICATION OF INVESTIGATION OR PROSECUTION .........25
B.  NOTIFICATION OF UNAUTHORIZED ILLEGAL ACTIVITY ........25

C.  NOTIFICATION REGARDING CERTAIN FEDERAL JUDICIAL
‘ PROCEEDINGS ......cooirmmmneriininnniens eraenaea 26
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L. GENERAL PROVISIONS
A.  PURPOSE AND SCOPE

1. The purpose of these Guidelines is to set policy reganding the use of Canfidentia} -
Informants, s defined below, in criminal investigations and prosecutions by all
WMWWWMAWMMFMW
Offices, as defined below,

2. These Guidelines do not spply 1o the ise of Cooparating Defendanty/Witnssscs or
Sources of Information, ss defined below, unless s Departmienit of Jugtice Liw
EnfwApey mmmmmmmmﬂwm
persons.

3 n-cwmmmmawumw.wm
mmm«wmwmw.wmmom
G-mmﬂnmgnim(l)wmb-r 15, lm);ﬁnlmuww X

on FBI Use of Informents xind Confidential Sources (Docaimbier 2, 1980);. - . ©
Resolution llﬁh%ﬁwwm(wls 1996);
Mnyoﬁrw@mnﬂnmhmwm“mmm
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d The United States Marshals Service; and
[ The Department of Justice Office of the Inspector General.

*Ficld Mapsger” — s JLEA's first-line supervisor, as defined by the JLEA
{typically, GS-14 mnkor higher).

*Senior Field Manager” — s JLEA’s second-line supervivor, as defined by the
JLEA (typically, GS-13 rank or higher).

'PMMMB‘«“FPO’-
[ MUMMSMAM Offices;
b mc&mmmmmdmmmmm

o WMWMNMWD;MQT&
":W“MMM -

qﬁm vnﬂ:

W n:"Cl‘ mymmwhppm\mhluaﬁdnd

m&tmmdn;mch luhvmn u;lhcm'
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- 10,

*Source of Information” — any individual whoc

c.

meets the definitionof s CI;

mmm«»mw.dwmmmwm
access to information or records, such as an cmployes of the militry, »

law enforcement agency, or a logitimate basiness (5,4, phone company,
bnh,-ﬂm).andnauamhofmmd associstion with persons of
mvmpnnmmwhm-nd

mmmm;mmwmww

%www~uamnpﬂtoﬁumw&
mmcpmem :

-

LS

cigages
; »mm-phmxwxbxo-m L
"'Tin 1 om-.mg.-lmty' mamx:ydu:

mm.»m«mmuﬂmumm«@m
nmﬂmbthMtwmmifMWx
thcorncavibuubnda'nml,nﬁ .
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(iif) the manuficturing, imparting, exporting, posscssian, or trafficking of
contralled substances in 8 quantity equal to or exceeding thoss quantitie
mﬁdemgdSmSmhwnsGuﬂdmiml QX

{iv) finnncisi loss, or the significant risk of firancial loss, in xu amount
qwquoaduﬂwummwﬁdmumsmm“
’ Guidelines § 2B1. 1Y 1)(1)

(v)gwvaﬂmgwmm{mhamm
agent) any itesh, service, or expertise that is necessary for the commission

. ofnmnh.«hdoffena,whnbthemm-emdhw
dlmeuhyouumng;w ’

(ﬁ}aWhﬁwamm(mhnm
w)-qqmnwofommﬁdmbdma.mﬂ:whmmm
ot‘ifsmawby*h‘m , :
i1 'riczmnmmmy' Wnthlaamtyﬂuwnfdmmt .
w«mmr&.&mm@mmwmw.m
mmm
TS ?qu-mwhmu

'_‘;. hwhomnfodsakm&,ubedhwuw-mhaphudl
) mMMthﬂC(dhchn&rlmumoﬁmax

b whouhﬂﬁﬂhvﬂmh%ﬂd%cn:mm&ﬂmb
_memu&mmﬂmmmmd .
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c whom the law enforcement agency that has placed the wanted recosd in
the NCIC. is willing to take into custody upoa his or her arrest and, if
necessary, seek his or her extradition to its jurisdiction.

13.  "Confidential Informant Review Commitiee” or *CIRC™ — & conunitios, created
by a JLEA for purposes of reviewing certain decisions relsting to the registration
and utilization of Cls, the chair of which is s JIEA official at or abowe the lovel
of Deputy Aassistant Director (or its equivalent) and the membership of which
inchudes the following two representatives designated by the Assistant Attormey
General for the Criminsl Division of the Depariment of Justice (esch of whom
shall be considered & *Criminal Division representative®): (i) a Deputy Aswistant
mwcmduﬁrhcmmmvmm(mumum&x&.

C. PROHIBITION ON COMMHWTS OoF I.MMUNI’IY B‘l' FEDEIIAL

LAW INF’ORCEMINT AGENCIES

Amwmﬂmmmqwmmqummm~
1 an individual for

- suthori : wnmﬁf,muhmmxzmSMmmmmﬁw‘]
mmmmuéwmmm Mhlptmymd:cmm
- prosecute the CT for such crimsinal activity. Amwmmﬁnm«ub”

D. RIVIALING A COK?ID!NT!AL mmms TRUK mm

: WmhdeMMWM&W
(review of loag-tenin Cls), (II)(GXE) (coerdisiation Clay;

dinctivation of CI, wm!ymmxeqmtwac Mnmmmmym
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surveillance, search warants, or the identity of other actual or potential
informsnts), other han what is necessary and appropriste for operstional resaons.

2. mm&vmmmmmhmmmmmu
confidential the identity of any CI and the infirmation the CI bas peovided, unless
obligatad to disclose it by law or Court order. Ifa JLEA provides the Chief
Foderal Prosecutor or his of her designee with wiitten material containing such
information:

'Y Such individual is obligated 1o keep it confidential by placing it into a
iochdﬁbabmuwhmmtmhcorhdmctmmdwﬂody

b 'mmummﬂumadmmmmu -
Pmm«lmahuhmmdmdnmdnwg»m )
-mhoﬁaﬂ&mdﬂu&hhm ’

<. 'memmmwm«hwmnwn
R Vmwaﬁmwwmbhmﬁuuﬂmum&
.moﬂhundbmvathﬁmnyndm&hnmh!rdh
mfumdnn,upmndedmthupoixy-

4 'm;omdbmmmmmm«mw@m, :
. ' MWFMMGMGMWWWWJIJ‘:A“
opportunity to discuss such disclosure snd must comply. with any ‘dber
spplicable provision of 28 CF.R. §§.16.21:162%; ind. - .'\_,;, :

e - Axtheonchmmqf:uummmm' i “mmm o
. --;muhdumﬁahwmbmmm ﬁqmdaé
MW'JMMEMM’F
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G. EXCEP‘HONS AND DISPUTE RESOLUTION

L m«mdumummmmmm“
exception to any provision of these Guidelines is justified, or whenever there iz a
dispute between or among any such entitics {other than & dispute with the
Criminal Division ofthe Department of Jistice) regarding these Guidelines, aa
excoption must be sought from, or the dispute shail be resolved by, the Assistant
Attorney General (AAG) for the Criminal Division or his or her designee. The
MAMMNMNMWMMMJW, frowm
declmofthG.

2 Mhutmm&nwmmnﬂmydhm
cniitios to which these Guidalinds apply, udidqummllbarmlvdbydn
- D-pusyAanahhwherm .

3 mammammmmmmmmu
Wmhmm’lﬁh

;8 RIGEI’S OF ’l‘ﬂllb PAR’I‘IIS

.. Nothig' ,mwnw»m‘wmmnmmmnw -
1 ’_fmﬁya@umoﬁxm A :

LIMITED OFFICIAL USE — NOT FOR PUBLIC RELEASE



am— —— ST aSee—

- -— —

-

i ®

LIMITED OFFICIAL USE - NOT FOR PUBLIC RELEASE

11 REGISTERING A.CONFIDENTIAL INFORMANT
' A SUITABILITY DETERMINATION
L Initial Switability Determination

Prior to utilizing a perwon as a CI, a case agent of & JLEA shall complete and sign a
written Initial Suitabifity Report and Recommendation, which simll be forwarded o a Ficld
Manager for kis oc her written approval. In completing the Initial Suitability Report md -
Mmummmmwgfmm(mxnﬁubdm-m
fmum:pﬁxabh)'

the person's age;

thopq-nn’nhlnm
,mmmhapﬂwmwMoMW
- MW&;WWRMW“& N
.m\lm!ymamcaﬁhﬂofhm«amu,a

Cos mspommbc.pwto,mvmmm(u,:m
B ot‘ﬂndm gphyudn,wahwyw). :

',

- g'

e

: ;mﬁslmdxmm nmmmndomformﬁua
wmdm&um"uwdhm&xmuﬂm@mum‘
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i the extent to which the person’s information or assistance can be
corrobarated; ;

- tbcpunon‘udnbdxgmdmnhﬁﬂm

k thepum’apiwrmduawiﬁninmyg:medin;

L whether the person has a criminal history, nxumab!ybdxc@dlnbctha

muma-mmmmmummam
bamchpdncpﬁxkngpmm L.

m, mbmummmmndmulhwhhcw
o&cmﬂmuumbehwdmppnnmkdﬂm

m mmmu.mmqmqhmngV

o sholirtho e i v copleye o sy e o
agency; i

p m:&umhmmnwmwtbmwhnchu

meﬁwﬁmtywdumulm&dmm
amm&elﬂi@d :

§ mw«&ummumﬂwmmm o
M(ﬁaﬂ&b»mmmmp«wamwm,
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Each FLEA shal} establish systems to ensure that ail svailsbie information
that might materially slier o prior miitability determination, including, but
not limited to, information pertaining to unauthorized illegal activity by
the Cl, is promptly reported to & Field Manager and then recorded and
maintained in the CTs file. Seg (IVXB)2) below. Upon receipt of any
such information, the Ficld Mansger shail ensure that s new Continuing
Suitability Report and Recommendation is promptly prepared in light of
‘such nisw information.

3 Review of Long-Term Cnﬂdu!hl llhmnu‘

i

mlﬂwhﬂw&mmmmw”m:ﬂ,b
&amnﬂnmmmmmmm the CIRC
MW&B‘:WWMWSM  Reports
' ,wwmu&m anit undéar what itions, the
meﬁnﬁub&mban!n-a ACtmlevmm

- j‘wofﬁd'&d&npwhmw(ﬂ): R

: t@lﬁhummwhmo{

. ‘m ill)@l(i)f-) f the Cl.reiniinis registéred; the JLEA shall

‘ .

internal. m&m:mbytd«xmhdm
nﬁmﬂ,&&o@aw@ﬁdhﬂnﬂ&mu

- beudquum
Swhhimykmudkmmnmqm lf:htdmadm
headquartery

olﬁcddee:du:hnheréann

mbhmtb-tm-y-ﬁmmxchunmw\nofdw%tbm

shall (j) consish thie apgropriate Snnmd’idd Mulpran&(ii)mwkh
‘Recommendations tothe -

. Initial xod Continuing Suitsbility Reports

"+ CIRE fas review in aScord with pmpqﬁ (II)(A)(Z&)(;)»
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B. REGISTRATION

After » Field Mansger bas spproved an individual as suitable 10 be 2 Cl, e individual
shall be registered with that JLEA asa CL In registering a CI, the JLEA shall, at » minimum,
document or include he following in the CI’s files:

1. aphotograph of the Ct

2. the JLEA's effocts 10 establish the CT's true identity;

w

&em&nmmm‘uﬁq‘v
'&WSM!}*MM lbeamnndmon.

e

mwhﬂmmmmdlﬂm«mmnm
umnClbyamwwo&ammw(ﬁlmwﬂn

JLEA);

6. oaqutbeuiu,;ndﬂnuuofnwhmocbmﬁs,&um
pmamhymymuauym«hdmoﬂiu(ﬁmhhkwme
 JLEA); tind

7. A;dlmm-mwbedowmbd':ﬁluwm
e mmuhmmofhmﬂmmm&nmw
_ . parsgraph).
(3 mepmoxs A : _
L ‘:‘I., ""nwnauwmwdﬂummm@w. ‘

T I M R LR R

S
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of the Federal Prosecutos’s Office and the Cowrt. However, the JLEA will
consider (but not necessarily act upan) & request by the Cl to advias the-
apgxopciste Federal Prosecutor’s Office ar Court of the nature and extent
of his or her assistance to the JLEA;*

i ¢] the CT has not boen sutharized to cogage in aay criminal
sctivity and has no immunity from prosecution for sny unsuthorized

the C1 oust abide by the instructions of the JLEA and roust not take or
ﬁmmqh@mmmwdhuwm ’
Government;

manmumofmmmwumm o
roprogent himanif or hersclf as such; e

mammmmeammobﬁ;ﬂnmwof

m&m&nhﬁlm&mwrwn&,mwoﬂn

ow&mhmmaaﬁdhhmmum.h v
owed,and .
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k [if applicable:] no promises or corumitments can be made, except by the
fmmigration and Naturalization Service, regarding the alien status of any
penson ar the right of any person to eater of renmin in the United States”

2 The content and meaning of each of the foragoing instractional poims must be
clearly conveyed to the CL Wdymmmmmbemm
the agent shall require the C1 to acknowledge his or her receipt and
of the instuctions. The sgent and the other law coforceenent official shall
document that the instructions were reviewed with the CI and that the C-
Mﬂnmnﬁhswmwuofm As 000 88
Mw:,:FWWMWMHWWm
docum ’

3. mwmmmmuwmn
wmywpu&uﬂbdonmdmnywmtthﬂmm

D. 8PlClAL umvmmmums
:l. ma Level CM llllrinm

s mmmnmmu.mw udenti ‘

o de;mwmm&:de&qm
- A Criminal:Division representative dsi the CIRC who dissgroés with o /
deammwﬂwnadnuﬁvuhduaﬂx‘km o

anﬁwammmiow(lj(

< décision his been tude © g
’ ﬁwwmmmaum hetje
. Chief Fedbral Prosocutor of auy FBO that i at
2 mmﬁm&nmuﬁwﬂmm . ﬂ!;hl-wd
. lnfnmun,-ar-m-‘mmm '
: porpection’ wi
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representatives on the CIRC. A Criminal Division representstive on the
CIRC who disagrees with » decision not to provide such notification mey
sock review of that decision pursusnt to paragaph (IXG).

2 Individusis Undar the Obligation of a Legni Privilege of Confidentiality or
Allilated with the Media

a Prior to utilizing a3 8 Canfidential Informant an individual who is wnder
the obligation of s legal privilege of confidentiality or affilisted with the
wmedia, & case agent of & JLEA shall first obtain the writton approval of the
CIRC: A Criminsl Division representative an the CIRC who dissgreos
with & decision to spprove the use of such xa individual as » Confidential

. lnfntmmtxuy scek review afmdmmmmum (I)(G).

b. hmm&mhwulwwofm
- Wwbonmd:tbeobﬁmdtbﬂmd’

nnﬁlmadmthﬂnmdil,&ocmcmh-wmum

T m&h&lw&m@ﬁdhﬂh&ﬁqmww&&e

& ,,m.mmhmm»mmauomw

o .rmmumdmmm.mmumnw‘
. »;wmmﬂnmm«mymmmmn,amum
:vmh mdlvxdulmmmmth; _ of #ion
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=
.‘,

Prior w utilizing a federal probationer, paroles, or supervised rolcasee asa
CLaFnldeotumenf&omoﬂhnpumm
such a capacity would violate the tarms sivl conditions of the person's
peobation, parole, o supervised release. If the Field Manger has reason to
believe that it would violate such terms and conditions, prior to using the
person: as a Cl, the Field Manager or his or her designee muat obtain the
permiszion of a federal probation, psrole, ar supervised release officiat
with autharity to grant such permission, which permission shall be
documented in the C1's files. If such permistion is denied or it is
inappropriate for opemationsl reasons to contact the appropriste federsl
official, the JLEA may. scck to obtain suthodzation for the use pf mch.

-individus! ss 8 CI from the Court then respotsible for the individuals

mmuwmmmmmm

'mnmmmmmmm

o DMMIanMM@hMoIQ
- Ww-mmwﬂ.mm parolse, or .

Wmmumwna,«m;mm .
-warkihg with & foderal probaticner, paroles, tu?dwindtelaaeem

. Wmm;mmmnmmmtymmm-
’ _Lto&amwm«hm;thcmusa

K ‘ c-murmhmhmwimmm

cmmmnmmumw-mm
recaiv the approval of OEO and thé sponsoring prosécisor (or hits or her
st inthe-

i' wmut) bumianguaaamufmnpuw
: " ' ~ h
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md&em:mmmn.w&ﬁm,pamb.wmud
release. If the Field Manger has reason to believe thet it would violate
Mmadewﬂmmmmmhmutﬂmﬂeﬂ
Manager or his or her designee must obitain the pesmission of & stte or
local prison, probatice, pazole, or supaevised release official with mtharity
to grant such permission, which permission shall be documeoted in the
Cl's filea. Ifmchpummmudnudornnwfw
operational reasons (o contact the appropriate state or local official, the
JLEA may seek to obtsin authorization for the vse of such individual as a
CI from the state ar local Coult thien responshie for the individual’s
mmmmummm

b NMManWMmthu}
mmpmbya]lﬂmwhwhaﬂowhalm ptMu,
mwwmmumuna«m.m
wouldbovodnn;mdumhalpim probationer, parolee, or
supervised release in comection with a prosecution, the JLEA shall .
notify the stiomey umdmhmmmum.hpumuna

[ % Fugitives

:n. Exeqxu(:wxdadbqlqw tﬁ&ﬂnﬂhwmcomqmmlhs
' mnun«fumuﬁubouaﬁmhve. o

b Am?ﬂ::mwdnhmcmﬁmmmmammw&mﬂa _
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11 RESPONSIBILIYIES REGARDING REGISTERED

Al GENERAL PROVISIONS ‘
1. Ne Interferonce Whh an lavestigation of a Ceafidentinl Informant

AmemmmMWmmmﬁmmqu
crimioal investigation or arrest of a CL. No ageut stisll revesl to a Cl any information relating to
an investigation of the C1. Ai agent shall not confirm or deny the existence of any investigation
of the CI, unless autharized to do b by the Chief Faderal Prosecutor; nor shalf an agent sgroe to
-mm.q»mmmmummdnymm .

2 mmumumm
' s Amwmnm(x)mpmmﬁ;a;(mpmuc:
B ofmage

with any thing of inors than nominal value; {iii) feceive agy; thin
. Jhmmat’vd\pfm:Cl.a(‘v)me

W
wnmﬁadm;dnnhmmumdmthsﬂ'uﬂht

b AWMWWMNWMMICIMM.
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sssistanice be of she rendered to that JLEA. Am&mmﬁwmmedbya
Chhdlbahndnpmucmdmmnd.

2 rmmMuumnommmhmup

Under 0o circumstances shall say payments to a C1 be contingent upon the conviction or
punishenent of any individual.

3 Approval fer a Sh;h Payment

Amalcpmofhﬂmﬁ}wdmm”mmnﬂmhwu
» minimum, by s JLEA's Senior Field Manager. A single pryment in excoss.of $25,000 per case
Mhmmmmm&hmhﬂdmwm&emwﬁwd
of.uwmw@mm B

L 3 . Apmv-l fot' Annl?aymau

Omzﬁummms)ﬁ)immmbyaMbtam«cndn
sggregate of $100,000.within s ano.yesr pesiad, as that period it definésl by the JLEA shail be
MW%MWofMW?&M&&de. :
designated senior headquarters.offiial, EWOMWMW
wmmluym&tmmuﬁsot)OOwhu
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JLEA's files. mmmotpaywmnwm«ﬁepuywuh
information, services, o expenses.

T Accounting and Reconcilistion Procedures

Each JLEA shall establish accounting aad recancilistion procedures to comply with these
Guidelines: Among other things, these procedures shall reflect all monies paid to a CI
subsequent to the issumce of these Guidelines.

[ 8 Cnrdhsda wlﬂ: Pr-eculo-

mmm-muumcpuuummﬂnmdnmuﬁmbyl :
muunﬁlm;l(ﬂ,umﬁum&nd in connoction with & prosecution, the JLEA
mwmmmmbmw,mmmmm
-mdm»mmmmww(mxnxmﬁm

‘C. AU‘I’BOR!ZAT!ON Ofmm ILLIGALACI'[VITY
-.'l.' " G‘cacﬂ.l?mhhu
L. A&BAMMmm;ahwmwmwww
< w«dd‘mmum-dammwklmyudcfedaﬂ mh,d'hallnt
.dmppdmbynmaﬂm;mwmt;m,qmnmm
m&e&ﬂaonahmwmhmam{c)a)bem .

b. -Awumpmhdwm.mw
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2. Anthorization

[N Tier 1 Otherwise lllegal Activity must be authorized in advance snd in
writing for & specified peciod, not to exceed 9 days, by:

(i) 8 JLEA’s Special Agent in Charge (ar the oquivalent); and
(ii) the apgropriate Chiaf Federal Prosecutor?

b, Tier 2 Otherwise Hlogal Activity must be authorized in advance and in
mh.mmmmamsomby.m-m
Field Manager.

e MWMMMM'WMFMPW
- ix the Chief Federal Prosocutar that: (i) in participating in the conduct of -
an investigation by a JLBA that is-wilizing thet sctive CI; or is workiiig
mumwanmm;mmmm» )
MMMNMW&WJMM
would have primary jurisdiction o grosecuie hio Otharwise [Haga) "
Ammty' or (iii) with mwmm—tmq thet. wmﬂd
. dmhmnodyotﬁneq&edlm,nwmmw
oth«wmmmlmtyumm* :

a mmmmmm:mzmnmmw

- mnnmh.ﬁdqwmwhdomdmmaﬂ'lﬁh.ﬂm i
Mmmhmcﬁhmmﬁnﬁclwzmmm
Acavxtyu-
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|) m%mh&bw,mmﬁcm&wh
propesty; and

(u)&umenhcmmebmﬂnohmdﬁmhcrs
thTmlmZMnl&gﬂMmywm
risks.

b. In making theso findings, the JLEA shall caasider, smong other hings:
(i)thainpumofﬁeinvenignﬁau;

'(h)mWM&aMmmwmu

Afﬂﬁwﬁhﬂnﬂmwmmmmmcmumhmpﬁh
wthntim

(i) uﬁ&mmmwmuummmwmmm&
. ~mﬁgﬁghnah:mupwmn&emmmpﬁ’
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(iii) under no circumstance may the Cl:
(A) participate in an act of viokeoce;

(B)wmmmmﬁmmmofﬁmu
perjury, witness tampering, witneas intimidation, eatrapment, or
meﬁhnuuon, alteration, or destruction ofcvidawc).

(quﬁcmhmmwuobmnﬁtmhh
JLEA thst would be unlawful if conducted bry a law enfiwcement
agent (0.5, beaking and entering illegal wiretapping, dfegal:
mmwmmmkummmn
llegal search)or

- »m)ﬁnmum&maphuwmummafmtm
i otloalofkms;

e 1}(iv}:fﬂhﬂ nﬂdby-nypammpuhcigpnn!whmﬂﬁhﬂ
A »Mwﬁhahmdmnmﬁmm&w
T ke oot Wmmmmm«wmmm:

: 'thmmwmu@mm'
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6. Suspension of Anthorization

Whenever & JLEA camot, for legitimate reasons uarelated to the CI's conduet (g
unavailability of the case agent), comply with the procsutionary measares described sbove, it
shall immedistely: () suspend the CP's suthorization to engage in Otherwise [Hegal Activity
until such time as the precautionary measures can be compliod with; (b) inform the CI that his or
bher suthorization 1o engage in any Otherwise Illegal Activity has been suspended until that time;
M(e)mmmwmmﬂnm'sﬂb.

7 anﬁn-nlAuthoda&l
jm Kaﬂ&hmm%&aﬂhh&dbo@ywﬂh
Ti - specific teyms of the suthorization of Tier 1 o 2 Othetwise [llegal: ~ )
; Activity; it shall imwnediataly: (i) revoke the CP's sutborizationfo aigage
N sushorized 1o cagage in any Otherwipe Mlogal Activity, (iif) comply with
i . determination whetber the CL should be deactivatid pucswast to pér DI
(V),and(v)dncmmmmmmmmem’cﬁh. e R

b twwnammwuu sbe
i ~wahmmwmvmh(ﬂmu
: rmbmwmdah,ammw&ﬂbw
uhhbmmﬁuﬁofmw"hmnmwwa
FlddWMrmM,lmmeﬁnmﬁm .

P T I TR
downn :
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b, A JLEA that seeks to expand in any materisl way a CFs authorization to
cngage in Tier 1 or 2 Otherwise llegal Activity by the JLEA must first
MM&MNMMhWﬂWCXZ}{S}.

LR Emergeacy Anthorization

'y hacqﬁmﬂmam'lwwin&m(um
oquivalent) snd the apgropriate Chief Federal Prosecutor may orally
suthorize a Cl ta engage in Tier 1 Otherwise Wegal Activity without
complying with the documentation requirements ofpmm(mxcxz).
{4) sbove when they ‘each determine that & highty significant and
unapticipatad investigative oppartunity mﬂéhhﬁmﬂnumhﬁq
to comply with these requirements. hu&mmhm
uqmumﬂ,uwdluumjudﬁumnhﬂnazlwﬂum
muwmamofmmwmmmm
the Clafiles .

b. hmm.wuwwrwmwwy

sitharize 2 C1 wmumzmwmtwa :

Wuﬂunmmmhﬂnﬂw .
. ) . Mbeeonmlebdm wihm‘!hwnﬁfhoﬁmvdmdmmdm .
’ ; the CI's files. o ‘

I&Duinm

mﬂ:thcmmnfug&m)w’ ; ¥ §
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In the event tht s C1 it named it an elecironic surveillance affidavit wnder
MGHXDXI)MMWMWNFMM
muhu;thnppMmmdﬂnCowtmwbxchhnpptmmum‘ho[ﬁn
actual status of the CL_

IV. SPECIAL NOTIFICATION REQUIREMENTS

A, NOTIFICATION OF INVESTIGATION OR PROSECUTION

m-mﬂmmm.»u-mmmm«mmn
mww,uhmdnmmmby.unmdwm
nmofnmnmbyumﬁrwmmnﬂcpdfdmmmm

- metivity,s Specisl Agent in Charge (oc the equivalent) of the JLEA must.

mwmmrwmam mmamas \

-m«mcv’ N

M-Mﬁaﬁmumb&d‘?ﬁuﬂmmmd

) Whengm
: wwuaq(&umuymmemamm
« whall botify iny-atie- Sdéral, state or local prosecutor's offices orlaw :

. mfmmm&nmmmm&emvmupmmﬁmd

‘o4

B Nomimxnou ov mmm n.u.c:u. AC'HVITY

. wbciudwa)p” m&Tu!wZOMmMAmyh-

) whohnmmnmmwmmmﬁqﬁal«w2wm” v
. Amqum in any. : ; .

Mwuﬁuﬁdummuwmﬁy

| crittinial sctivity, or whenevar & JLEA knows dist &.CE

ke 2 o tie
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b. the Chief Fadersl Prosecutor, if any, whose District is participating in the
conduct of an investigation that is utilizing that active C1, or is working
M&Mmmmwwm‘pmmu,ud :

¢ the Chief Foderal Prosecutor, me,wbomhahad&cﬂlomm
Tiex 1 ?thcmn Ilegal Activity pursuant to paragraph (IIN(CX2)Xs}
sbove.!

2..  Whenever such notifications are provided, the Chief Foderal Prosecutor(s) of the
FPOsz and the Special Agent in Charge (or the equivalent), with the concurrence
of each gthex, shall nctify any state or locsl prosecutor*s office that hay
)umﬁmommocrlmm-l activity, snd that has not atready filed charges
against the C1 for the cximinal activity, of the fact that the CI has engaged in such

. criminal sctivity.’ mmrmmm«:)muspnuwn
.M(«&mﬁ)mmtm@h&mwﬂhﬂnmda&
-otha ahomﬁvmomadhwm-oﬁeeoﬁhm'nﬂmut

.Cl.

Cr NOTIF!CA‘I‘ION REGABDING CERTAIN FEDIRA‘LJI.!’DICML
PRGCEED!NGS

Ms,mmmmmwmmm;mammm
g 2) the -

Mnﬁmwﬁ!mﬂhwbm,amﬂumw&mmqy
M,mmuanwmwwmwa&mﬂwxu
acmnori:qmrc&na' » p-conspirator oc other criminatly cilpable participuit in sy
© crinsinal sétivity,: ;wwnm(ummmmmmwmm
‘,mmawsmmﬁ:mwm;dmm“mmupw«
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2. 1f the JLEA has ressombie grounds to believe that & current or former CI bas
information that is exculpatory ss to & person who is expected o become a target
of an investigation, or as to & target of an investigation, or ss-to & defendant
(inctuding &-convicted defendant), the JLEA shall notify the Chief Foderal
Prosocutor responsible for the investigation ar prosecution of such exculpatory
informnation. :

E. RESPONDING TO REQUESTS FROM CHIEF FEDERAL PROSECUTORS
l!EGARDlNG A CONFIDENTIAL !NFORMN’!"

UsMFMM&WM&MA@m%(a&
equivajent) &2 10 whether s particulir individusl is s curtent or former €1, and states the specific
basis for his or'ber roquest, the Special Agent in Charge {or the equivalent) shall provide such
information peomptly. 1f the Special Agent in Charge (or the equivalent) has in objection to.

such!information based on specific circumstances of the case, he or siie xhalf explain.
the objection td the Chief Fodersl Prosecutor inaking the requést and soy renaining:
Wawwmumwumumummmb

F FILIRMWS

awmmymfwmulbwuawamanww
. (!V)(&)—(ﬂ), WWmMIQMW)thFMM
shall-consult 5o facilimte. any review and copying of the C’s files bythe Chisf Fedensl. ™',
WMWlhmfthhdﬁmwwMﬂm«huoﬁmn
dmlumnbhpm . :

G.. nmmns
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3. ifthe Clcan be located, notify the C1 that he or she has been deactivated s & C1
and obtain documentation that such notification was provided in the same manner
as set focth in paragraph (I(C)2), sd

4 ifthe CT was suthorized 1o cngage ia Tiar 1 or Tier 2 Otherwise Miogal Activity
pursuant 0 paragraph (ID(CXZ)(s)-(b), revoke that authorization under the
peovisions of paragraph (EN(CX7).

8.  DELAYED NOTIFICATION TO A CONFIDENTIAL INFORMANT

Amwmmnmﬁnmm»uamm-m
Mm)hhhm-ﬂuﬁmwmqmma
prosecution or might cause the flight from prosecution of sy person. Whesever a docision is -
mnwmnmmmuhmmmm‘u
Muha‘tﬁl‘ .

C. CONTACTS WITH. mnm CDN!IDINTIAI. IN?ORMA.N'I‘B
DEACTIVATED POR G&USI '

mmmumwmmmmh
mmmg“a;mwummmwu@mw
Mm-mammmmmdhm %M-ﬂwﬂ
shal be documented in the CT's ﬁx'-. o
ID. coonnmnonwrmm

) hmm.mh_mmhumdn;
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APPENDIX IX

DEA RESPONSE TO THE DRAFT AUDIT REPORT

@ U. S. Department of Justice
Dyug Enforcernest Administration
www.dea.gov Washingion, D.C. 20537
MAR 15 2005
MEMOBANDUM
O Guy K. Zinwersan
A.Ii?ﬂ for
FmroM: X
Depuaty Administrator
SURIECT:  Draft Audit Repot: The Drwg Enfir Adwministrution’s Pay 0
Conjfideniial Sowrces

Tiwe Dvug Enforceroent Administration (DEA) has reviewed the Dopartmost of Justics (DOJ),
Office of the taspecior Gomeral's (OMG) drak swdll repot aatilied The Dvag Exforcement
Adwinisirasion’s Paymants 1o Confidentiel Sources. DEA provides the following convgents ss
requesied in your memsorasdum deted February 22, 2003,

Pased upon the review of the repost, DEA conoms with recommondations 1a, 5, 6, T, l.ﬂ!
resulting fwen this sedit snd will take steps Jo implossent e recommmendati DEA L
tocomsmondaiions |, 2, sad 10 we releted 1o sompliince with cxisting poticy, requiring s
reinforcamncnt of the policy o8 opposcd o catablishamnt of sew policy. In Bict, OIG notes that DEA
excasds DOJ standards foe contiouing suitsbility reports of confidential sources. Sionitarty,
rwcomseandations 1¢, 14, 3, 4, £, u‘l:nd&mdamofbﬂ'awmm
wives policy and procadurs exists so nddress thess Based ou clarifying informetion
provided in ths comoments below sad O atached Action Plas, DEA requests OIS 10 closs
recommendations Id, 3, 4, 11, s0d 12, Comective mesmurss articuissod in the Action Pl will be
implessepiad 10 close the rmaining recommondations.

The audis of DEA"s payments 0 confidential sources was inktissed la July 2002, foss thaes oue
year following the srrucist sttacks i New York Cley, Peansytvania, snd Washingsom, D.C. on
Septamber |1, 2001. During he sggreasive foderul lew onforcament invastigaiion folkewing the
attncka, the depth sad value of DEA's uman intefligonce program was sckmowledged by doth the
w—mmuuwmcm DEA's confidentisl sowrces,
oporating lo domentic and forcign snviconments st W dizection of G agency’s dediomsed and
virteons criminal iavestigators, are the core of this prograce. The identi fication and {avestigation of
{imks between drug traflicking organizations and ierrovist groups is dependent oa the invaluable

DEA-SENSITIVE

" LIMITED OFFICIAL USE - NOT FOR PUBLIC RELEASE
-107 -



&t

v
¥

¥

[H S

— e— —— —— - RAes MR NMER s e -

¢

LIMITED OFFICIAL USE - NOT FOR PUBLIC RELEASE

Guy K. Zisyneoman, Asistant Inspector Genors! for Audit Pagel

informetion and conieitmtions of DEA-controlied confidential sourom. bu msany cesem, the svidmes
gloaned by coufidential sources is key 10 the successfil prosscution and dismantiement of catice
drug trafficking cegenizations.

As the repart soowrsiely reflects, coafidential sowrces coopersie widh DEA for s vardety of
oo, 30 lociade fiasncial gein snd altruisos. I all instances, 1 include confidontial sources
operating i the most jrecarious sad dangerons aaviroasasnts, DEA strives 10 protect the ideatity of
its confidemtial sonrves. Perkaps mors thas financisl gain, confidantislity is the crwt of recyuitment
sad wilixetion of confidentisl in the pursuit of justice againe the workd's mosl dangerous
drug traffickiag organixations, Policy reiated 10 the mansgement of DEA"s confidential sources
reflects procedurcs t cffomtively sod safely conwnl confidontial sources and comply with ostablished
dopartmontsl guidelines.

Liks nlif sudite, the process of seccessfilly soliciing, reviewing, sad svainating intoemation
umuhmhw.-wummm—dm
the scupe sad specification of infmation requized 10 conduct the peview, Information conteined in
the report pestaining 0 confidential source paymen informaetion Bose DEA’s Fadaral Pimsmcial
* System (FFS) indicatos that DEA persosnsl could have impwoved the communication of existing
DEA policy sed informaiion 1o OI0 mediiors. DEA has slevased its sudic Raivon fumction within the
w»uwmuwm—.w»mmmu“
berwesn iin program officss of record acd OIG awdisars,

MBDMQ—-‘QM&M:‘&MMNM

fioancial isformation.” ki is » conguvhensive Gnancisl ] spocifically for
foderal agencion. FPS fiosncial scounting, fund countrol, and finsncial reporiag proceeses.
All wananctions wsing DEA Amding fom hes, reimnbursable snd traneier suthorities

are rooorded in the gronoral ledger im FPS.  As has bean domonetretod by six consecetive years of
wnqualified audit oplaions, fom fiscal ysurs 1999 through 2004, the FFS sccounting system
provides socucse, rolisbie, snd valid Snanclsl aad scoonnting records 10 support DEA operations.
Indecd, in Appendix ), on page 56, the OI0 states:

w.aummuqn--ﬁuuuwmmu

Thanfoss, we believe that the data used for our sampling and esting pucposos was reliable ic the
cxicmt nooded.™

Ow pages 26 heough 29, confidessial sowroe peyssent infovumtion for fiecal years 1998 through

2001 is prosansed and discussed. The ruport indicames that the same information was roquesied in

DEA-SENSITIVE
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Guy K. Zimmsrman, Assistact Inspecior Geneeal for Audit Page 3
Mbﬁnhmhm&mmm&hhhm The
MWnMN&mhnﬁAﬁWMSMMmm
and was based on fiscal year. The information provided in June 2003 'was fiom FFS and based oa
WM,-MINMMI M&MWoum

/() € )

 complimoniey recgmmeindations [b, 2, and 10.a8 potod
M%Mﬁn%hwwwmm

m-mmmmorm:mw oy |
MMM Which Yyas spproved by DOJ in J)
i ""é'.uas:

qumﬁddglm-k
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Guy K. Zimmecrsan, Assistent Inepecior Geoarsl for Andit Pagn 4

DEA’s Offios of Inapections (IN) inciudes s review of otk confidwatial sowrcs and undertying
vveatigative Gles im its om-sibe inapoctioos. | ix importaat 40 note thet the value of confidential
sowrce iaformation can only be fully ssssssad through reviews of both the confideirtial soutce sad
wnderlying isvestigative iss. These fils roviews are uend by IN 10 aseans the enforvement
offoctiverwes of he office sad sesum whather of not confidantial sonrces are belng properly wiiized.
Mmm-tﬁb-sham-&hmdmwnmb

DEA believes the confidential source's initisl signanere on the DEA Fonn 473 “Confidential Sowrce
Agroces” db“mMmﬂuuWﬁmm
mmwunwm

wmmumummam Mmm
Syvtum e purt of the sudit, TIBA mités sevarnd avons of thi report thist db niot fully srtioulute cxisting
policy sud procedures in thens arvas. - OIG noles on pge 52 of tee ruport thet & reymired SES-lovel
wuquuuhmmlm.m&mmuwm )

mmumumm d, SES: nnndcu

mm-ﬁyhn-ﬁtm»mmﬂindwmntmw L
MAwﬂuﬂthmw&deh

meuwummuwmpm EMA
‘hm“. : rébovaig. p m

ummmm»mfymwwnmmuw

- qumm&umunmu>
V's frincle ane e not i showid ot be cicidaliad
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Guy K. Zimmerman, Assistant Ingpocior General for Audia ‘Page 5
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. M&Wwwﬂ-hﬂiﬁm
“Attorney Quners! Quidelines.”

Reports that sddrass )l of the factors spacified in the |
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T, Update e “DEA Agast Mamial” %01 _

u-mumu:-wﬁdmu'w
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e mummmwo@um
to either review the codfidential source Sles for sll
Soug-tarm conSdenzial sources, oc revigw the
continuing writtes luitisl and Suitabifity Reports and.
mummm
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d. Clarity the process for sstebiishing Limited Use -
conldentisl sources to include demonitrating how the |
DEA can be sssurcd the individual is eligible for
Limitod Use status and how this steius either compiies
with or is exeropt from the AnotuyG-urll
Quidelines.”
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2 m of
o a policy doummm

3. Cousider 33ding & rodale to the Confldastial
Sanroe System that tracks confidentiai source
tmpeschmaent information. :

v S N T O W Wt e W

———
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Sowroe Unit and the OMfics of Finencs as o whether
peyments usiog Budget Object Code 2533 are

SOUICE PaymCeMs,
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[} mumwmmm
source bry the DEA, act just payments using DEA- .
sppropristed finds.

7. h&nnhﬂmn@nﬁnd

paymenis to confideial sources, both from
sppropriated and non-sppropeisted finda; to.the -
rmmsmbmbon-m

mmﬂhmnmmdm
o administeatively closed case from baliig used to y-the confidle yeus of: ‘
obligate o expend fuods. , aciive dtates. mwcss-mmﬁcuwua
Inberwet capaldlity. DA will iegiient clobare of this: .
Mwmwmuum
ummmmwham

v
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—

iduatify whet changes were made 1o the electronle ¢ p.u,,.m"m”‘*; saappeprisia! paymdi
ords. Altemmively, the DEA should dévelop . ma-mw:sm;uunm

Fn M REE
muo—xo&cmwum B}
atnchad % DEA 103 if the DEA 12 ik used 1o

Socumett the sppropriste maseger level approval. -
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12, mmmu-wnm
siputire exemplars for confidential
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APPENDIX X

OFFICE OF THE INSPECTOR GENERAL ANALYSIS AND
SUMMARY OF ACTIONS NECESSARY TO CLOSE REPORT

We provided a draft audit report to the DEA for review and
comment. The response from the DEA is Incorporated as Appendix IX
of this final report. In its response to the report, the DEA provided
general comments regarding Limited Use Confidential Sources and our
finding on the effectiveness for tracking confidential source payments.
Our analysis of the DEA’s general comments Is provided in the first
part of this appendix. The second part of this appendix contains our
analysis of DEA’s response to the 12 recommendations,

DEA’s General Comments
Limited Use Confidential Sources

In its response, the DEA stated that its policy regarding the
category of Limited Use confidentlal sources is part of DEA’s
confidential source policy that was approved by the DOJ in January
2004. The DEA is correct in stating that the Limited Use establishment
does not exempt the confidentlal source from adhering to the Attormey
General Guidelines’ requirements for monetary payments. However,
we do not agree that approval by the DOJ of this confidential source
category constitutes an exemption (as defined by the Attorney General
Guldelines) from the documentation requirements specified in the
Attorney General ‘Guidelines as Indicated in DEA’s response. .

conﬂdanﬂal Source Payments

In its response, the DEA stated that our finding on the confidential
source payment system incorrectly implles that the Federal Financial
System (FFS) Is unreliable and produces different results each time it
Is queried. The DEA stated that the information provided In July 2002
was from DEA’s CSS, not FFS, and was based on fiscal year. The
information provided in June 2003 was from FFS and based on budget
fiscal year from 1998 through 2001; therefore, the information
provided was not comparable.
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Several factors led our determination that the DEA does not
have an effective or accurate confidential source payment system.
One of those factors Is that we received differing confidential source
payment amounts from the DEA. We repeatedly requested the DEA to
provide explanations for the different payment amounts, and were told
after numerous requests that all the data we were previously provided
came from the FFS. .

As part of our review to assess how the DEA accumulates
confidential source payment information, the DEA provided us with the
total amount of confidential source payments from FY 1998 through FY
2002 by budget category, which we received in July 2002. One of the
budget categories identifled in this listing was BOC even though
it did not identify any doiliars.

In April 2003, the DEA provided us detalled transactions
regarding FY 2001 confidential source payments, which was $11
miilion less than the total amount supplied in July 2002. We followed
up with the DEA on this discrepancy, which led to DEA providing us
payment ipformation In June 2003 that contained dollars associated
with BOC % and eventually the quote cited in our report from the
previous audit liaison. Therefore, it was DEA’s response that led us to
belleve the FFS produced different results every time it was queried.
The DEA now contends that the information provided In July 2002 was
from the CSS Dollar system and not the FFS. However, this was not
presented to us during the audit. Nevertheless, several DEA
confidentlal source coordinators stated that the CSS Dollar was
unreliable. I

We aiso discussed the conﬂlctlng Information with both the DEA
finance office and the Unit Chlef of the confidential source unit, The
DEA finance office stated that BOC was not a confidential source
BOC; however, the Unit chlef stated it was and did not have an
explanation for the different treatment the DEA finance office had for
BOC This confiict also added to our determination that the DEA
does not have an effectiye or accurate system for tracking confidential
source payments, .

The DEA acknowledged however that its personnel could have
improved the communication of existing DEA policy and Information to
the OIG auditors. To better facllitate the communication between Its
program offices and OIG auditors, the DEA has since elevated Its audit
liaison function within the agency to the Executive Policy and St:rateglc
Planning Staff.
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As part of our audit, we reviewed the process agents use to pay
confidential sources including the forms and the approval levels
needed. The DEA response stated that the OIG did not fully articulate
the existing policy and procedures with regard to approval levels and
the maintenance of certaln documentation:

On page 52 of the report, we noted an Asset Forfelture Award
for $1.25 million that contained the required Headquarters
approval, but we were unable to verify the required division
SES-level approval on the “Voucher for Purchase of Evidence
or Payment to Confidential Source” (DEA 103). The DEA
stated that a Senior Executive Service (SES) level signature
on the DEA 499, “"Request for Payment from the Asset
Forfelture Fund,” is sufficient and need not be on the DEA
103. However, the DEA 499 is only a request for asset
forfeiture award money and not the actual payment. We
could not find anywhere In the DEA Agent Manual where it
states an SES-level signature on the DEA form 499 is all that
Is needed when this type of payment is made. Rather, the
DEA Agent Manual, section 6612.57, states all asset forfeiture
awards will be documented on a DEA 103 and further states
in section 6612.52 D that payments over $25,000 need SES
approvail.

During our audit, we could not verify that appropriate
approvals were received for payments exceeding $2,500
because in many instances the DEA 103 did not refiect the
appropriate supervisory approvai. According to the Unit Chief
of the Confldentlal Source Unit, a "Recelpt for Cash or Other
Items” (DEA 12) should be attached to the DEA 103 if the
required supervisor approval of the payment is on the DEA 12
and not on the DEA 103, In lts response, the DEA stated that
DEA 12s are considered fiscal documents and are contained In
administrative files as part of the financlal record, not the
confidentlal source file. Our report notes that the DEA does
not require the DEA 12 to be flied in the confidential source
file. However, the impetus for our finding and
recommendation was the fact that in 66 of 439 instances, the
DEA 103 did not refiect the appropriate supervisory approval,
and DEA could not locate the DEA 12 in the administrative
files.
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In the DEA action plan, the DEA indicates a new CSS will be

developed and implemented that will account for ail the payments to
confidential sources regardiess if the payments are from appropriated
or non-appropriated funds. The DEA specifies that the non-
appropriated fund payments will not be included in the financial
statements, the general ledger, or FFS. The OIG agrees that the non-
appropriated payment information should not be In the DEA fAnanclal
staternents, general ledger or FFS as evidenced by recommendation
number 7 which talks about “any other medlum used to account for
non-appropriated fund payments.”

Response to Recommendations

la.

Resolved. This recommendation is resolved based on the DEA’s
action to amend existing confidential source policy to require the
initial risk assessment to be documented and maintained in the
confidential source file. This recommendation can be closed
when we recelve and review the amended policy.

Resolved. This recommendation is resoived based on the DEA’s
plan to issue a teletype to all field managers that reinforces the
requirements set forth in Section 6612.6 of the “Agents Manual.”
However, we belleve the DEA policy needs to be revised to
require the documentation of each factor specified in the
Attorney General Guidelines. This recommendation can be
closed when we receive and review the direction to fieid
managers requiring ail factors specified in the Attorney General
Guldelines be addressed and documented in the continuing
suitabllity review.

Resolved. According to the Attorney General Guldellnes, when
a confidential source has been registered for more than six
consecutive years, and to the extent such a source remains open
every six years thereafter, the SARC shall review the completed
Initial and Continuing Suitabliity Reports and Recommendations.
Therefore, this recommendation can be closed when the DEA
provides us with the sample documents that will be made
available for the SARC’s review, and requires the written Initial
suitabllity review be provided to the SARC in addition to the
Quarterly Management Review of Confidential Source Utilization.
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d. Resolved. In its response, the DEA stated that its policy

regarding the category of Limited Use confidential sources Is a
part of DEA’s confidential source policy that was approved by the
DOJ in January 2004. The DEA is correct in stating that the
Limited Use establishment does not exempt the confidential
source from adhering to the Attorney General Guidelines’
requirements for monetary payments. However, we do not
agree that approval by the DOJ of this confidential source
category constitutes a blanket exemption from the
documentation requirements specified in the Attorney General
Guideiines as indicated in DEA’s response.

The Attorney General Guidelines state that when an entity to
which these Guidelines apply believes that an exception to any
provision of the Guidelines Is justified; an exception must be
sought from the Assistant Attorney General (AAG) for the
Criminal Division or his or her designee. Any exception granted
shall be documented In the entity’s files. Therefore, in order to
close this recommendation, the DEA should provide the
exemption recelved for the Limited Use confidential source,
Otherwise, it should revise its policy to require the Attorney
General Guidelines’ minimum documentation requirements for
paid sources

Resolved. This recommendation is resolved based on the DEA’s
pianned action to reinforce the requirement to document the
rationale for the confidential source’s categorization on the DEA
512. This recommendation can be closed when we receive and
review the directive to all field managers and ensure that the
directive adequately specifies the documentation needed to
support the rationale for a specific categorization.

Resolved. The DEA’s response states that processes are In
place to capture and track impeachment Information and no
further action Is necessary. However, at 2 minimum, the DEA
should conslder issuing a teletype to ail Confidentlal Source
Coordinators notifying that a/l impeachment inforrnation must be
included in the Remarks portion of the CSS record. This
recommendation can be closed when the DEA provides us with
such notice or reasons why such a notice should not be issued.
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Resolved. This recommendation Is resolved because the DEA
response clearly Identifies what payments are confidentlal source
payments and specifically identified those payments. However,
we believe this clarification should be incorporated into the DEA
Agent Manual. This recommendation can be closed when the
DEA Incorporates this clarification in the Agent Manual.

Resolved. This recommendation is resolved based on the DEA’s
action to develop a new CSS that will provide an automated
method to track non-appropriated funds (specifically High
Intensity Drug Trafficking Areas) payments. This
recommendation can be closed when we recelve and review
documentation of the payment process for payments using non-
appropriated funds (specifically High Intensity Drug Trafficking
Areas) and when the DEA has fully implemented an automated
system for tracking payments using non-appropriated funds.

Resolved. This recommendation is resolved based on the DEA’s
action to develop a new CSS that will provide an automated
accounting of ali payments made to confidentlal scurces. This
recommendation can be closed when the DEA has fully
implemented the new CSS that tracks all payments made to
confidentiai sources.

Resolved. This recommendation Is resolved based on the DEA’s
actlon to deveiop a new CSS that will provide an automated
method to track ali confidential source payments, This
recommendation can be closed when we recelve and review
documentation of the reconcifiation process Including who Is
responsible, the time period and the approval authority, and
when the DEA fully Implements the new CSS that tracks all
payments made to confidentlial sources.

Resolved. This recormmendation Is resolved based on the DEA's
action to develop a new nightly feed of Information from CSS
that will prevent deactivated confidentlal source numbers from
being used to obligate or expend funds. This recommendation
can be closed when the DEA has fully Implemented the new CSS
that wili prevent deactivated confidential source numbers from
being used to obligate or expend funds and when the DEA
enhances controls to prevent administratively closed cases from
belng used to obiigate or expend funds.
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Resolved. This recommendation is resolved based on the DEA’s
planned corrective action to develop a new CSS that will
accurately track ali confidential source payments. This
recommendation can be closed when the DEA meets the
requirements to close recommendation 5, 6, 7, and 8, and
amends the DEA Agent Manual to reflect the revised process for
monitoring calendar and lifetime payments

The DEA states In its response that the current CSS Dollar
information Is accurate for DEA Appropriated funds. This
contradicts 5 of 7 Confidential Source Coordinators we
interviewed and numerous e-malis that specify the information
in CSS Dollar Is unreliable. Given that the DEA does not
currently have a formal reconclilation process, we do not have
basis to agree with the DEA’s contentlon that CSS Doliar Is
accurate,

Resolved. This recommendation is resolved based on the DEA’s
planned action to reinforce instructions on compieting a DEA 103
incduding ensuring the fund cite appears on the confidential -
source file copy. This recommendation can be closed when we
receive and review the DEA teletype to all field offices that
provides instructions for completing a DEA 103, including
instructions on documenting the fund citations on the
confidential source copy of the DEA 103 and instructing agents
that receipts are to be obtained whenever possible or the agent
must document why a receipt Is not possible.

‘Unresolved. This recommendation |s unresolved because the

DEA’s response does not address the recommendation.
Regardless of whether the DEA 12 is a fiscal document, If the.
DEA 12 is the only docurnent that supports the appropriate
approval of a payment, it should be included in the confidential
source file with the corresponding DEA 103, Otherwise a
reviewer could not determine if the payment was appropriately
authorized without going to another file. During our audit, when
we requested the DEA 12 to valldate the appropriate approval,
DEA could not always locate the requested DEA 12,

Closed. This recommendation is closed. Because the DEA
appears to have carefully considered our recommendation, we
are closing this recommendation. However, we continue to
recommend that the DEA consider using signature exemplars.
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